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Preface

Preface

Oracle Database Appliance is an optimized, prebuilt database system that is easy to deploy,
operate, and manage. By integrating hardware and software, Oracle Database Appliance
eliminates the complexities of nonintegrated, manually assembled solutions. Oracle Database
Appliance reduces the installation and software deployment times from weeks or months to
just a few hours while preventing configuration and setup errors that often result in suboptimal,
hard-to-manage database environments.

e Audience
e Documentation Accessibility
e Related Documents

e Conventions

Audience

This guide is intended for anyone who configures, maintains, or uses Oracle Database
Appliance:

e System administrators

*  Network administrators

» Database administrators

* Application administrators and users

This book does not include information about Oracle Database architecture, tools,
management, or application development that is covered in the main body of Oracle
Documentation, unless the information provided is specific to Oracle Database Appliance.
Users of Oracle Database Appliance software are expected to have the same skills as users of
any other Linux-based Oracle Database installations.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.
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Related Documents

For more information about Oracle Database Appliance, go to http://www.oracle.com/
goto/oda/docs and click the appropriate release.

For more information about using Oracle Database, go to http://docs.oracle.com/
database/ and select the database release from the menu.

For more information about Oracle Integrated Lights Out Manager 3.2, see https://
docs.oracle.com/cd/E37444 01/.

For more details about other Oracle products that are mentioned in Oracle Database Appliance
documentation, see the Oracle Documentation home page at http://docs.oracle.com.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action or terms defined in the text.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.

# prompt The pound (#) prompt indicates a command that is run as the root user.
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Oracle Database Appliance Checklists

Use these checklists to ensure you have completed the tasks required for setting up,
deploying, and patching Oracle Database Appliance.

e Checklist for System Requirements
Before you begin the deployment, ensure that you have the system information described
in this checklist ready. This checklist applies to baremetal and virtualized platform

deployments.

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

e Checklist for Custom Network Address Configuration
Use the checkilist to identify the IP addresses required for Oracle Database Appliance.

Checklist for System Requirements

Before you begin the deployment, ensure that you have the system information described in
this checklist ready. This checklist applies to baremetal and virtualized platform deployments.

Table 1-1 Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required

Comments

Host Name

Domain Name

Region

Timezone

ORACLE

The name for the Oracle

Use this space to note the values

Database Appliance System. The for your appliance.
name must conform with the RFC 55t Name:

952 standard, which allows
alphanumeric characters and
hyphens ( - ), but does not allow
underscores ( _ ). The name
should not begin with a numeral
or hyphen and should not end in
a hyphen. Oracle recommends
that you use all lowercase
characters for the host name.

Your domain name.
For example: example.com

The region where you plan to
operate the Oracle Database
Appliance system.

The time zone where you plan to
operate the Oracle Database
Appliance system.

Domain Name:

Region:

Timezone:
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance
. _________________________________________________________________________________|
Component Information Required Comments

Diskgroup Redundancy Determine the redundancy level  Use this space to note the values

for DATA, RECO, and FLASH: for your appliance.

If there are up to two disks, then
you can select the disk group
redundancy as Normal or Flex. If
there are more than two disk
drives, then you can select the
redundancy as Normal (two way
mirror), High (three way mirror),
or Flex. If you select High
redundancy, then DATA, RECO,
and FLASH are all High
Redundancy.

Number of Enabled CPU Cores  Based on your capacity-on- Use this space to note the values
demand (CoD) license, this value for your appliance.
specifies the number of enabled

CPU cores
Backup Determine the backup location. Backup location:

For external backup, you need an

NFS device.
Percentage of Storage Reserved Determine the amount of Use this space to note the values
for Data reserves for DATA storage. The  for your appliance.

percentage must be a whole
number between 10 and 90, and
determines how the disks are
partitioned between DATA and
RECO. For example, if you
specify 80, then 80% of storage is
reserved for DATA and the
remaining 20% is for RECO.

System Password The password set for the root You must provide a system
user of the system, operating password when you deploy your
system users, database users, appliance.

and pdbadmin. The password is
also used to set the database
SYS and SYSTEM passwords.
Ensure that the password you
provide is in compliance with
common security practices.

DNS Server (Optional) DNS server details. If  DNS Server details:
configuring DNS, a minimum of
one DNS Server IP is required.

NTP Server (Optional) Network Time Protocol NTP Server details:
(NTP) server details.
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required Comments

Network Information for the client
access network

Network Information for the
Oracle Integrated Lights Out
Manager (ILOM) network

ORACLE

Obtain the following network
information:

Use this space to note the values

for your appliance.

*  Node 0 Name: such as
example0

*  Node 0 Public IP Address

*  Node 1 Name (For HA
Models): such as examplel

*  Node 1 Public IP Address
(For HA Models)

e Node 0 Virtual IP Name (For
HA Models): for example,
exampleO-vip

*  Node 0 Public Virtual IP
Address (For HA Models)

e Node 1 Virtual IP Name (For
HA Models): for example,
examplel-vip

*  Node 1 Public Virtual IP
Address (For HA Models)

*  SCAN Name (For HA
Models): for example,
example-scan

e SCAN IP Addresses: Two
SCAN IP addresses are
required

*  Netmask

*  Gateway IP

The Public and private network

must not be in same subnet, they

must be in non-related separate
subnet.

Obtain the following ILOM

network information:

e ILOM host name

. ILOM IP address

e Subnet mask

*  Gateway IP

e ILOM Password: default is
changeme.

For HA systems, ensure that you

have the information to configure

two ILOM networks.

Use this space to note the values
for your appliance.

1-3



ORACLE

Chapter 1
Checklist for System Requirements

Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance
. _________________________________________________________________________________|
Component Information Required Comments

User and group information Determine how you want to Use this space to note the values

configure your users and groups  for your appliance.
and whether or not you want to
allow operating system role
separation. The default is two
users with six groups.
Operating System Role
Separation: Yes/No
Customization of Users and
Groups: Yes/No

Groups and IDs:

e Grid Infrastructure User

e Grid Infrastructure User ID
»  Database User

» Database User ID

e Install Group

e Install Group ID

»  DBA Operating System
Group

*  DBA Operating System
Group ID

ASM Admin Group

e ASM Admin Group ID

e ASM Operating System
Group

*  ASM Operating System
Group ID

e ASM DBA Group

e ASM DBA Group ID
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required Comments

Initial Database Details (if you
want to create one during
deployment)

(Optional) If you choose to create Use this space to note the values
an initial database during for your appliance.
deployment, determine the
following configuration details:

* Database name

»  Database unique name

»  Database version (based on
the database clones that are
registered with the Oracle
Database Appliance)

*  Determine the Oracle
Database edition licensing
that you have, either
Enterprise Edition or
Standard Edition. You cannot
mix editions.

- Database deployment,
whether Oracle RAC or
single-instance database

e CDB (Container Database):
Yes or No

. PDB name

*  Shape (for example, odb1,
odb2, and so on)

»  Database Class: Enterprise
Edition, OLTP, DSS, or IMDB.
Standard Edition OLTP only.

e Data files on Flash storage:
Yes/No

»  Database file size

» Database characterset

*  National characterset

e Database language

e Storage (Oracle ASM or
Oracle ACFS).

»  Database redundancy

»  Configure Oracle Enterprise
Manager console. If you are
using Enterprise Manager
Cloud Control with this
appliance, do not choose this
option.

»  Password for the database

The DB Name and DB Unique

name can contain alphanumeric

characters and must start with an
alphabet. It can contain
underscores ( _ ), but cannot
contain characters such as "!

@%N&*()+=\\ ~[{]};:\" <>/
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

. _________________________________________________________________________________|

Component Information Required Comments

Oracle Auto Service Request (Optional) Do you want to Oracle Auto Service Request

(Oracle ASR) information configure and enable Oracle ASR (Oracle ASR) information for your
at deployment or later? If appliance

required, then ensure that you
have the following information.
* ASR Type

* ASR User Name

*  ASR Password

*  SNMP Version

*  Proxy Server Name
*  Proxy Port

*  Proxy User Name

e Proxy Password

Deployment Checklist for Oracle Database Appliance Bare Metal

Systems

This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Table 1-2 Deployment Checklist for Bare Metal Systems

Component

Tasks

Register your hardware
Support Identifier (SI)

Plug in the Appliance

Configure Oracle Integrated
Lights Out Manager (Oracle
ILOM) on Node0 and Nodel

ORACLE

Add your hardware Support Identifier (SI) to your My Oracle Support
account profile. Your hardware Sl is supplied when you purchase
Oracle Database Appliance. If you acquire new software licenses, then
you must also register your new software Sls. The Sl registration
process can take up to 24 hours to complete.

Plug in all the cables including the power cords, and then wait for
the SP OK light to become solid green. Do not power up yet.

If there is no video port available on your Oracle Database
Appliance hardware model, then use the Server Management
Serial Port to connect to a laptop, or determine the DHCP address
assigned to it. Note: Serial port must be set to 115200, so make
sure the baud rate speed matches.

Before you configure Oracle ILOM:

Connect an Ethernet cable from the NET MGT port to your site's
management network. The NET MGT port is a 1 GbE port for
Oracle ILOM and by default, is configured for DHCP.

Obtain the Oracle ILOM host name and IP address, the netmask,
and the gateway addresses from the DHCP server.

Have a new password ready to replace the default Oracle ILOM
password

Log into the Oracle ILOM console and follow the procedure in the topic
Configuring Oracle Integrated Lights Out Manager.

1-6



Chapter 1
Deployment Checklist for Oracle Database Appliance Bare Metal Systems

Table 1-2 (Cont.) Deployment Checklist for Bare Metal Systems

Component Tasks
Power ON *  Power on each node and log in as root user with welcomel
password.
e Verify cabling: # /opt/oracle/dcs/bin/odacli validate-
storagetopology

e Verify interconnect networking. Run the commands # ethtool
plpl and # ethtool plp2.

Follow the steps described in the topic Verifying Cabling and Network
Connections.

Plumb the network Ensure that you have recorded the IP address and netmask address.

Set up a temporary network connection to Oracle Database Appliance.
Use the command odacli configure-firstnet on NodeO, for both
single- and multi-node systems.

Log into the Oracle ILOM console and follow the procedure in the topic
Plumbing the Network.

Download Oracle Database Log into My Oracle Support and download the software files for

Appliance Software deployment. Refer to the Oracle Database Appliance Release Notes for
the latest software.

Install Oracle Database Upload the zip files to a temporary location on Oracle Database

Appliance Appliance and then update the repository and install the software.

Follow the steps and run the commands described in the topic Installing
Oracle Database Appliance Software.
Create Appliance *  Set the Browser User Interface password for the oda-admin user.

»  Log into the Browser User Interface and configure system,
network, and users and groups.

Ensure that you have the information mentioned in Checklist for
System Requirements available to you.
Follow the steps described in the topic Creating an Appliance.
Perform postinstallation tasks ~ Configure CPU core count.

Change the passwords for Browser User Interface, Oracle users and
groups, and Oracle ILOM.

Follow the steps described in the chapter Oracle Database Appliance
Postinstallation Tasks.

Cleanup Deployments If your deployment failed for some reason, then run the cleanup script
and redeploy the appliance.

For steps to run the cleanup script, see the topic Uninstalling Oracle
Database Appliance Components.

Related Topics

*  Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections are set
up correctly.

e Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

e Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.
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e Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

e Oracle Database Appliance Postinstallation Tasks
Complete these administrative tasks after you have deployed software, but before the
system is operational.

* Uninstalling Oracle Database Appliance Components
Use the Oracle Database Appliance cleanup deploy utility, /opt/oracle/oak/onecmd/
cleanup.pl to uninstall Oracle Database Appliance components.

Checklist for Custom Network Address Configuration

Use the checkilist to identify the IP addresses required for Oracle Database Appliance.

# Note:

Oracle does not recommend changing the default Host Private Address. You cannot
change the private network after deploying the appliance.

Table 1-3 Default IP Address Requirements for Oracle Database Appliance
]

Type of IP IP Address Default Values Your Values As Applicable

Client Access Network No default No default

Additional Network No default No default

Oracle Integrated Lights Out No default No default

Manager (ILOM)

Host Private Addresses InfiniBand has bonded Not applicable: the private addresses are
interface ibbond0 . The defined before deployment and should

system configures icbond0 on not be changed
non-InfiniBand High-Availability

systems. The subnets

192.168.16.0/24 and

192.168.17.0/24 are

configured.
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Introduction to Oracle Database Appliance

Oracle Database Appliance saves time and money by simplifying deployment, maintenance,
and support of database solutions for organizations of every size. Oracle Database Appliance
hardware models are optimized to run Oracle Database Standard Edition and Enterprise

Edition.

e About Oracle Database Appliance

Understand Oracle Database Appliance hardware models, deployment plans, and

database options.

e Oracle Database Appliance Software Terminology
Understand the software patches available for Oracle Database Appliance.

»  About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, jobs, CPU pools,compute instances, and database

systems.

About Oracle Database Appliance

Understand Oracle Database Appliance hardware models, deployment plans, and database

ORACLE

options.

About Oracle Database Appliance Hardware Models

Choose the Oracle Database Appliance hardware model that suits your business needs.

Oracle Database Appliance Hardware Model

Deployment Use Case

Oracle Database Appliance X9-2S, X9-2L, X9-2-
HA

Oracle Database Appliance X8-2S, X8-2M, X8-2-
HA

Oracle Database Appliance X9-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X9-2L is a large
configuration designed for larger databases.
Oracle Database Appliance X9-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X8-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X8-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X8-2-HA is a large
configuration designed for larger databases
and high-availability.
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Oracle Database Appliance Hardware Model Deployment Use Case

Oracle Database Appliance X7-2S, X7-2M, X7-2- +  Oracle Database Appliance X7-2S is a small

HA configuration designed for smaller or entry-
level deployments.

*  Oracle Database Appliance X7-2M is a
medium-sized configuration designed for
performance.

*  Oracle Database Appliance X7-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X6-2S, X6-2M, X6-2L +  Oracle Database Appliance X6-2S is a small
configuration designed for smaller or entry-
level deployments.

*  Oracle Database Appliance X6-2M is a
medium-sized configuration designed for
performance.

»  Oracle Database Appliance X6-2L is a large
configuration designed for larger databases.

Oracle Database Appliance X6-2-HA Highly-available two-node Oracle RAC clusters that
can support both Oracle RAC and single-instance
databases.

Oracle Database Appliance X5-2 Highly-available two-node Oracle RAC clusters that
can support both Oracle RAC and single-instance
databases.

You cannot expand or reconfigure Oracle Database Appliance to a different configuration. For
example, you cannot expand Oracle Database Appliance X7-S to Oracle Database Appliance
X7-2M. For Oracle Database Appliance hardware configuration details, see the Oracle
Database Appliance Owner's Guide.

About Oracle Database Appliance Deployment Plans

Oracle Database Appliance X8-2S and X8-2M are single node systems that you deploy as a
bare metal platform.

Oracle Database Appliance X8-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X7-2S and X7-2M are single node systems that you deploy as a
bare metal platform.

Oracle Database Appliance X7-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X6-2S, X6-2M, X6-2L are single node systems that you deploy as
a bare metal platform.

Oracle Database Appliance X6-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X5-2 is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

About Database Deployment Options for Oracle Database Appliance

The following Oracle Database editions are available:
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Database Edition

Supported Releases

Oracle Database Enterprise Edition Oracle Database release 19c, 18c, 12.2.0.1, and
12.1.0.2
Oracle Database Standard Edition 2 Oracle Database release 19c, 18¢, 12.2.0.1, and
12.1.0.2
# Note:

release to

It is important to understand your Oracle Database licensing before you create
databases. You cannot provision Oracle Database Enterprise Edition and Standard
Edition databases in the same bare metal platform, or the same ODA_ BASE
virtualized deployment, subject to Oracle Database licensing requirements. Review
the Oracle Database Licensing Information User Manual for the Oracle Database

review supported options and products.

Oracle Database Appliance Software Terminology

Understand the software patches available for Oracle Database Appliance.

The table describes the Oracle Database Appliance patches that are available for download
and the purpose of the patch.

# Note:

Some hardware models may not use the patches listed in the table.

Table 2-1 Software for Oracle Database Appliance
|

Patch

Description

Oracle Database Appliance patch
bundle (quarterly patch release)

Use the patch bundle to update to the latest release after Oracle Database Appliance
is deployed. The patch updates the Oracle Database Appliance server, storage, and
database components.

Oracle Database Appliance Grid
Infrastructure/Database Clone

Use to perform an initial deployment of Oracle Database Appliance and also to patch
your deployment to the latest release.
The bundle contains the latest Grid Infrastructure and Database components, Oracle

Database Appliance Manager software, Oracle Linux and hardware drivers for
deployment on an Oracle Database Appliance that is shipped from factory state.

If you reimage Oracle Database Appliance with the Bare Metal ISO Image, download
the Grid Infrastructure/Database Clone patch to deploy Oracle Database Appliance.

Oracle Database Clone

Use the Database Software Clone files to get the latest Database clone binaries for
Oracle Database releases 19c, 12.2.0.1, and 12.1.0.2. The RDBMS clone files are
needed to create Oracle databases and database homes.

Bare Metal ISO Image

Use to reimage the appliance and reset the system back to the factory configuration.

ORACLE
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Note:

See the Oracle Database Appliance Release Notes for the patch numbers and
download locations and the component versions available in the patch bundle.

Note:

Starting with Oracle Database 18c, Oracle provides quarterly updates in the form of
Release Updates (Updates) and Release Update Revisions (Revisions). Oracle no
longer releases patch sets. For more information, see My Oracle Support Note
2285040.1.

Oracle Database releases are of type version and version full releases. The
version release is designated in the form major release version.0.0.0.0. The major
release version is based on the last two digits of the year in which an Oracle
Database version is released for the first time. The version full release is an
update of a version release and is designated based on the major release version,
the quarterly release update version (Update), and the quarterly release update
revision version (Revision).

Prior to Oracle Database release 18c, changing the first or second digit in the release
number was an upgrade, and changing the fourth digit indicated an update. With 18c
and later releases, changing the first digit is an upgrade, and changing the second
indicates an update.

About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, jobs, CPU pools,compute instances, and database systems.

ORACLE

The Browser User Interface provides a user-friendly interface to quickly view and perform
many of the tasks needed to deploy, patch, and manage your bare metal system. The Oracle
Database Appliance Deployment and User's Guide for your hardware model describes how to
use the Browser User Interface to perform many of the tasks related to deployment, patching,
and management of your appliance.

Use the links in the side navigation to view and manage the following:

e Appliance

Appliance information

System information

Disk group information including storage utilization such as free and used space
Information about all databases that use a storage disk group

All the patches and hardware and software components installed on the appliance
List of RPMs and RPM Dirift information

*  Network

View network details

Create, update, and delete networks
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— View interface details
* Oracle ASR
— View Oracle Auto Service Request (Oracle ASR) configuration details
— Configure, modify, test, and delete Oracle ASR
e Patch Manager
— Update the patch repository with Oracle Database Appliance patches
— View component details of the patch and versions that are installed on the appliance

— View component details of the patch and versions that are available, but not yet
installed, on the appliance

— Run patch prechecks before applying the patch
— Update the server and storage components
 Compute Instances
— Create KVM deployment on Oracle Database Appliance
— Create view, modify, and, delete virtual storage, virtul network, and virtual disks
— Create view, modify, and, delete, start, and stop virtual machines
« DB Systems
— Create Database System
— List and describe Database System
— Modify, delete, start, and stop Database System
*« CPU Pools
— Create view, modify, and, delete CPU pool for bare metal and KVM deployments
Use the links in the top navigation to view and manage the following:
* Database
— Create a database
— View database details
— Apply a backup policy for the database
— Create a manual backup
— Recover a database from a backup

— View and update the database backup schedule and update the archive log backup
schedule for the database

— Modify associated networks, database shape and class, and the associated backup
policy for a database

— Create, update, and delete backup policies

— Create, update, and delete database homes

— Create and delete database backup

— Clone a database from a database backup or an Oracle ACFS database snapshot
— Patch database homes

— Move databases from one Oracle home to another
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* Object Store
— Create Object Store Credentials for backup and recovery

— View the details for Object Store Credentials, including the endpoint URL, user name,
and tenant

— Update and delete Object Store Credentials
*  Monitoring
— View the status of hardware, storage, memory, cooling, networking, and power

— View monitoring information for each node, in the case of High-Availability
deployments

— View system health status and drilldown to details of incidents

—  Click the hardware image to view details
e Security

— View audit records and create and view database security assessment reports
e Activity

— View a list of jobs, details, and status

— Click a job description to view job details

Expand Resources in the upper right corner of the Browser User Interface to perform the
following tasks:

e There are links to access the Oracle Database Appliance blogs, FAQs, and
Documentation.

e Click About to view the Oracle Database Appliance release that is installed on the
appliance.

Expand Account in the upper right corner of the Browser User Interface to perform the
following tasks:

* Click ILOM Setting to change the root password. To enable first-time login and access to
Oracle ILOM, a default Administrator (root) account and its password are provided with the
system.

* Click Change Password to change the oda-admin password.

»  Click Sign Out to sign out of the Browser User Interface. If you do not sign out, the system
automatically signs you out after a period of inactivity. A warning will appear 2 minutes
before the session expires.

Doc Search

You can access the Oracle Database Appliance documentation set from the Browser User
Interface. There is a search box at the top right hand corner on the BUI. Search results are
links to documentation pages shown as a new window in the BUI. When you click the Help
button, links from the documentation relevant to the context of the tab are displayed.

Along with the search results from the Oracle Database Appliance documentation pages, BUI
also provides relevant Frequently Asked Questions (FAQs) for the search query. Additionally,
you can also search on DCS error codes such as DCS-10001, DCS-10032, and so on in the
search box and get the links to documentation pages contains these error codes. When you
specify the search query, relevant documentation links, FAQs and DCS error codes links are
displayed under separate sections in a new window in the BUI.
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For the latest updates to the documentation for a release, see the online Oracle Database
Appliance documentation library at https://docs.oracle.com/en/engineered-systems/oracle-
database-appliance/index.html.

ORACLE .
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Readying Oracle Database Appliance for
Deployment

Before deploying Oracle Database Appliance, perform these setup tasks.

» Attaching Storage Cables to Oracle Database Appliance X9-2-HA
Connect the storage cables for Oracle Database Appliance X9-2-HA.

e Attaching Network Cables to Oracle Database Appliance X9-2-HA
Connect Oracle Database Appliance X9-2-HA to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

« Attaching Network Cables to Oracle Database Appliance X9-2S or X9-2L
Connect Oracle Database Appliance X9-2S or X9-2L to either a 10GBase-T (copper) or
25GbE SFP28 (fiber) network.

» Attaching Power Cords and Initializing Components
Attach power cords for Oracle Database Appliance.

*  Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

* Powering On Oracle Database Appliance the First Time
Use this procedure the first time you power on Oracle Database Appliance.

Attaching Storage Cables to Oracle Database Appliance X9-2-

HA

ORACLE

Connect the storage cables for Oracle Database Appliance X9-2-HA.

Cabling the Storage for Oracle Database Appliance X9-2-HA

Connect the storage cables for Oracle Database Appliance X9-2-HA.
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Attaching Storage Cables to Oracle Database Appliance X9-2-HA
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Table 3-1 Storage Cabling for Oracle Database Appliance X9-2-HA

Callout Purpose

Numbe

r

Start - Compute Node0 End - Compute Nodel

1

Connect green SFP28
cable (Interconnect Port
25GbE)

Connect yellow SFP28
cable

(Interconnect Port
25GbE)

Connect dark blue SAS
cable

Connect light blue SAS
cable

Connect dark red SAS
cable

Connect light red SAS
cable

Connect into green port
(PORT 2) in PCle slot 1

Connect into yellow port
(PORT 1) in PCle slot 1

Connect into dark blue
port (SAS0) in PCle slot
2 in NodeO

Connect into light blue
port (SAS1) in PCle slot
9 in NodeO

Connect into dark red
port (SAS1) in PCle slot
2 in Nodel

Connect into light red
port (SAS0) in PCle slot
9 in Nodel

Connect into green port (PORT 2) in
PCle slot 1

Connect into yellow port (PORT 1) in
PCle slot 1
Connect into dark blue port in top 10

Module (PORT 0)

Connect into light blue port in bottom 10
Module (PORT 0)

Connect into dark red port in top 10
Module (PORT 1)

Connect into light red port in bottom 10
Module (PORT 1)

ORACLE
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Cabling the Storage Expansion Shelf
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Table 3-2 Cabling the Storage Expansion Shelf for Oracle Database Appliance X9-2-HA

Callout Number

Purpose

Start - Compute Nodes

End - Expansion Shelf

7

10

Connect dark blue SAS
cable

Connect light blue SAS
cable

Connect dark red SAS
cable

Connect light red SAS
cable

Connect into dark blue
port (SAS0) in PCle slot
2 in Nodel

Connect into light blue
port (SAS1) in PCle slot
9 in Nodel

Connect into dark red
port (SAS1) in PCle slot
2 in NodeO

Connect into light red
port (SASO0) in PCle slot
9 in NodeO

Connect into dark blue
port in top 10 Module
(PORT 0)

Connect into light blue
port in bottom 10 Module
(PORT 0)

Connect into dark red
port in top 10 Module
(PORT 1)

Connect into light red
port in bottom 10 Module
(PORT 1)

ORACLE"

3-3



Chapter 3
Attaching Network Cables to Oracle Database Appliance X9-2-HA

Attaching Network Cables to Oracle Database Appliance X9-2-

HA

ORACLE

Connect Oracle Database Appliance X9-2-HA to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

The SFP28 ports support 10Gb and 25Gb fibre and twinaxial cable (twinax), depending on the
SFP modules used in these ports. For 10GBase-T public networking, use the Cat-6 network
cables. To use the SFP28 ports, use the correct transceivers and cables to meet your switch
bandwidth. The following sections show the cabling options for 10GBase and 25GbE SFP28
(fiber) network ports.

Connecting the Fiber and Copper Network Cables for Oracle Database Appliance X9-2-
HA

Node

Table 3-3 Network Ports and Power Cabling

Callout Description

1 Power Supply (PS) 1 with fan module

2 Power Supply (PS) 1 status indicators: Service
Required LED: amber, AC OK LED: green

3 Power Supply (PS) 0 with fan module

Power Supply (PS) 0 status indicators: Service
Required LED: amber, AC OK LED: green

5 PCle card slot 1: Oracle Dual Port 25Gb Ethernet
Adapter provides two ports with SFP28
connections for a private cluster interconnect
between server nodes

6 PCle card slot 2: provides two SAS3 connectors
used to connect the servers to the storage shelf
and the storage expansion shelf

7 PCle card slot 3: filler panel

PCI card slots 4: filler panel, or optional Oracle
Dual Port 25Gb Ethernet Adapter, or optional
Oracle Quad Port 10GBase-T Adapter

9 PCle card slot 5: filler panel

10 Not used

11 SER MGT port: RJ-45 serial port used to connect
to the Oracle ILOM service processor

12 NET MGT port: 10/100/1000Base-T network

interface port with RJ-45 connector used to

connect to the Oracle ILOM service processor
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Table 3-3 (Cont.) Network Ports and Power Cabling
|

Callout Description
13 100/1000Base-T network interface port with RJ-45
connector: NET O
14 USB 3.0 connector
15 System status indicators: Locate LED (white),
Service Required LED (amber), Power/OK LED
(green)
16 PCle card slot 6: Oracle Dual Port 25Gb Ethernet
Adapter, or optional Oracle Quad Port 10GBase-T
Adapter
17 PCle card slot 7: filler panel
18 PCle card slot 8: filler panel, or optional Oracle
Dual Port 25Gb Ethernet Adapter, or optional
Oracle Quad Port 10GBase-T Adapter
19 PCle card slot 9: provides two SAS3 connectors
used to connect the servers to the storage shelf
and the storage expansion shelf
20 PCle card slot 10: filler panel
Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR) SFP
transceivers for each of the network ports, and then plug in the appropriate optical cable.
Currently, Oracle sells both the SR and LR SFP transceivers. In addition to these transceivers,
you must purchase the appropriate LC-LC terminated fiber optic cables from a third-party
vendor.

Table 3-4 Transceivers for the SFP Ports - 10Gb/1Gb
]

Name ATO Part Number x-option Part Number
SFP+ 10GBase-SR (Short Range 2129a X2129A-N
Transceiver)

SFP+ 10GBase-LR (Long Range 5562a-z X5562A-Z
Transceiver)

Table 3-5 Transceivers for the SFP Ports - 25Gb
]

Name ATO Part Number x-option Part Number
SFP28 25GBase-SR (Short 7118017 7118019

Range Transceiver)

SFP28 25GBase-LR (Long 7118020 7118021

Range Transceiver)

Copper Cables

You can purchase the following copper cables from Oracle. These cables have built-in SFP
connectors.
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Table 3-6 Networking Cables for the SFP Ports - 10Gb/1Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper  1m 7105137 X2130A-1M-N

cable: 1 meter

TwinAx passive copper  2m 7105139 7105148

cable: 2 meter

TwinAx passive copper  3m 7105140 X2130A-3M-N

cable: 3 meter

TwinAx passive copper  5m 7105141 X2130A-5M-N

cable: 5 meter

Table 3-7 Networking Cables for the SFP Ports - 25Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper  1m 7118359 7118367

cable: 1 meter

TwinAx passive copper  2m 7118360 7118368

cable: 2 meter

TwinAx passive copper  3m 7118361 7118369

cable: 3 meter

TwinAx passive copper 5m 7118362 7118370

cable: 5 meter

Attaching Network Cables to Oracle Database Appliance X9-2S

or X9-2L

ORACLE

Connect Oracle Database Appliance X9-2S or X9-2L to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

The SFP28 ports support 10Gb and 25Gb fibre and twinaxial cable (twinax), depending on the
SFP modules used in these ports. For 10GBase-T public networking ports that have RJ-45
connectors, use Cat-6 network cables. To use the SFP28 ports, use the correct transceivers
and cables to meet your switch bandwidth. The following sections show the cabling options for
10GBase and 25GbE SFP28 (fiber) network ports.

Connecting Network Cables for Oracle Database Appliance X9-2S or X9-2L

Connect the Fiber and Copper Network Cables for Oracle Database Appliance X9-2S or X9-2L
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Table 3-8 Network Ports and Power Cabling

Callout

Description

1

Power Supply (PS) 1 with fan module

2

Power Supply (PS) 1 status indicators: Service
Required LED: amber, AC OK LED: green

Power Supply (PS) 0 with fan module

N

Power Supply (PS) 0 status indicators: Service
Required LED: amber, AC OK LED: green

PCle card slot 1: filler panel

PCle card slot 2: filler panel

PCle card slot 3: filler panel

(N[O |0

PCle card slot 4:

»  Oracle Database Appliance X9-2S: filler panel

»  Oracle Database Appliance X9-2L.: filler panel,
or optional Oracle Dual Port 25Gb Ethernet
Adapter, or optional Oracle Quad Port
10GBase-T Adapter

PCle card slot 5: filler panel

10

Not used

11

SER MGT port: RJ-45 serial port used to connect
to the Oracle ILOM service processor

12

NET MGT port: 10/100/1000Base-T network
interface port with RJ-45 connector used to
connect to the Oracle ILOM service processor

13

100/1000Base-T network interface port with RJ-45
connector: NET O

14

USB 3.0 connector

15

System status indicators: Locate LED (white),
Service Required LED (amber), Power/OK LED
(green)

16

PCle card slot 6: Oracle Dual Port 25Gb Ethernet
Adapter, or optional Oracle Quad Port 10GBase-T
Adapter

17

PCle card slot 7:

e Oracle Database Appliance X9-2S: filler panel,
or optional Oracle Dual Port 25Gb Ethernet
Adapter, or optional Oracle Quad Port
10GBase-T Adapter

*  Oracle Database Appliance X9-2L: filler panel

18

PCle card slot 8: filler panel, or optional Oracle
Dual Port 25Gh Ethernet Adapter, or optional
Oracle Quad Port 10GBase-T Adapter

19

PCle card slot 9: filler panel

20

PCle card slot 10:

e Oracle Database Appliance X9-2S: filler panel

*  Oracle Database Appliance X9-2L: Oracle
Retimer PCle card

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR) SFP
transceivers for each of the network ports, and then plug in the appropriate optical cable.
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Currently, Oracle sells both the SR and LR SFP transceivers. In addition to these transceivers,
you must purchase the appropriate LC-LC terminated fiber optic cables from a third-party
vendor.

Table 3-9 Transceivers for the SFP Ports - 10Gb/1Gb
]

Name ATO Part Number x-option Part Number
SFP+ 10GBase-SR (Short Range 2129a X2129A-N
Transceiver)

SFP+ 10GBase-LR (Long Range 5562a-z X5562A-Z
Transceiver)

Table 3-10 Transceivers for the SFP Ports - 25Gb
]

Name ATO Part Number x-option Part Number
SFP28 25GBase-SR (Short 7118017 7118019

Range Transceiver)

SFP28 25GBase-LR (Long 7118020 7118021

Range Transceiver)

Copper Cables

You can purchase the following copper cables from Oracle. These cables have built-in SFP
connectors:

Table 3-11 Networking Cables for the SFP Ports - 10Gb/1Gb
]

Name Length ATO Part Number x-option Part Number
TwinAx passive copper 1m 7105137 X2130A-1M-N

cable: 1 meter

TwinAx passive copper 2m 7105139 7105148

cable: 2 meter

TwinAx passive copper 3m 7105140 X2130A-3M-N

cable: 3 meter

TwinAx passive copper  5m 7105141 X2130A-5M-N

cable: 5 meter

Table 3-12 Networking Cables for the SFP Ports - 25Gb
]

Name Length ATO Part Number x-option Part Number
TwinAx passive copper 1m 7118359 7118367

cable: 1 meter

TwinAx passive copper 2m 7118360 7118368

cable: 2 meter

TwinAx passive copper 3m 7118361 7118369

cable: 3 meter

TwinAx passive copper 5m 7118362 7118370

cable: 5 meter
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Attaching Power Cords and Initializing Components

Attach power cords for Oracle Database Appliance.

Caution:

Before plugging in the power cords, ensure that the electrical outlets providing the
power are grounded.

If you use only a single AC circuit, then connect both power cords for each component to that
circuit. If you want to maintain N+1 power supply redundancy, then use two separate AC
circuits. Connect one power cord from each AC circuit into each component.

For more information about cabling with the supplied Cable Management Arm, refer to Oracle
Database Appliance Owner’s Guide.

Configuring Oracle Integrated Lights Out Manager

ORACLE

Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle Database
Appliance independent of the operating system.

Deploying a new Oracle Database Appliance requires a direct connection to the system to
configure the Oracle Integrated Lights Out Manager (ILOM) and the first network. If you use
the serial port, ensure that the baud rate speeds match. After the first public network interface
is configured, you can perform the remaining deployment steps on the Oracle Database
Appliance system or from a remote system.

Configuring Oracle ILOM Using IP Address Assighed by DHCP
Ensure that the ILOM NIC is enabled and that ipv4 is enabled.

1. Using a client system's browser, enter the IP address or host name assigned by DHCP into
the browser address field and press Enter. For example, https://129.XXX.XX.XX.

2. Atthe login page, enter the default user name, root and the default password, changeme.

The Oracle ILOM web interface is displayed.

Configuring Oracle ILOM Using Static IP Address

1. Using a client system, establish a secure shell (SSH) connection by entering the following
on the command line:

ssh -1 root sp ip address
where sp ip address is the IP address assigned by DHCP.
2. Enter the default user name, root, and the default password, changeme.

The Oracle ILOM CLI prompt appears. Change the default password to a secure password
of your choice.

3. Set the working directory.

cd /SP/network
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4. Specify a static Ethernet configuration as follows:

set pendingipaddress=xxx.XxXX.XX.XX
set pendingipnetmask=yyy.yyy.yyy.y
set pendingipgateway=zzz.zzz.22.222
set commitpending=true

set state=enabled

XXX.XXX.XX.XX, YYV.yyy.yyy.yand zzz.zzz.zz.zzz are the IP address, netmask, and
gateway (respectively) for your ILOM and network configuration.

5. Verify changes and then exit:

show /SP/network
exit

Configuring Oracle ILOM Using the IPMI tool
To assign IP addresses to Oracle ILOM manually, follow these steps:

1. Open the IPMI tool.
# ipmitool -I open sunoem cli
2. Goto sp/network and verify that the port is enabled:
show /SP/network
3. If the portis not enabled, then enable the port.
# ipmitool -I open sunoem cli "set /SP/network state=enabled"

4. In Sp/network, verify that ipv4 is enabled.

5. |If ipvé6 is enabled, then disable ipv6 and enable ipva4.
# ipmitool -I open sunoem cli "set /SP/network/ipvé state=disabled"
# ipmitool -I open sunoem cli "set /SP/network/ipv4 state=enabled"

Related Topics

« Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Powering On Oracle Database Appliance the First Time

ORACLE

Use this procedure the first time you power on Oracle Database Appliance.

When you power on Oracle Database Appliance for the first time, the system automatically
defines your public network interface based on which of the public interface ports are
connected. For Oracle Database Appliance X9-2-HA, the dual-port 10/25 GbE SFP28 PCle
adapter is used for the cluster interconnect.
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# Note:

After you connect power cords, the green SP OK light-emitting diode (LED) lights
blink for a few minutes, and then turn to steady ON. The cooling fans also may turn
on. However, these events do not indicate that the system is started. You must
complete all of the steps in this section to turn on the appliance properly. Read
through the entire section to understand the sequence required for initial system
startup.

1. (For Oracle Database Appliance X9-2-HA) Turn on the attached storage shelf, or shelves,
before powering on the server nodes.

2. Push the recessed power button to turn on the appliance.

¢ Note:

The fully-initialized state is indicated by the green SP OK LEDs staying steadily
lit. If any of the green LED lights on the server are still blinking, then wait for them
to complete their initialization steps.

Refer to the figures and to the following callout table to identify the power button and the
system initialization status indicator lights.
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Figure 3-1 Front of Oracle Database Appliance Power Panel
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Table 3-13 Description of Callouts for Powering On Oracle Database Appliance

Callout Function

1 Green Power/OK LED, located on the front panel.
The light must be in the steady ON position
(Green light does not blink) before you log on to
the system.
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Table 3-13 (Cont.) Description of Callouts for Powering On Oracle Database

Appliance
|
Callout Function
2 Recessed ON/OFF power button, which is

located on the front panel of the appliance. Push
this button only once. Do not repeatedly push the
power button.

3 SP OK LED light, located on the front panel of
the appliance.

Oracle Database Appliance does not use the DO NOT SERVICE indicator.

3. Wait for Oracle Database Appliance to complete startup.

# Note:

Do not repeatedly push the power buttons. Startup can take several minutes to
complete.

Oracle Database Appliance is ready for use when the green Power/OK LED (callout 1) on the
front of the system remains steadily on.
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Provisioning Oracle Database Appliance Bare
Metal System

Understand the process to configure Oracle Database Appliance bare metal system.

The Browser User Interface is the preferred method of deploying your bare metal platform
configuration. The Browser User Interface provides all of the fields necessary to provision
Oracle Database Appliance, including configuring the system, network, database, and Oracle
Auto Service Request (Oracle ASR). If you prefer to use the command-line interface, you must
create a JSON file to configure the deployment options.

Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections are set
up correctly.

Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP)
information assigned to a node, to enable provisioning of the Oracle Database Appliance
software.

Downloading Oracle Database Appliance Software
Download Oracle Database Appliance software and copy to a temporary location before
applying updates to your appliance.

Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.

Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

About Enabling Oracle ASMFD on Oracle Database Appliance
Understand how you can enable Oracle ASMFD on bare metal systems and DB systems
on Oracle Database Appliance.

Verifying Cabling and Network Connections

After powering on Oracle Database Appliance, verify that the network connections are set up
correctly.

ORACLE

Run the validation scripts only on Oracle Database Appliance HA models.

1.

Log into the Oracle Database Appliance console and access the server node with user
name as root and password welcomel.

Run validation scripts on both nodes, to verify cabling. For example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology
INFO : ODA Topology Verification

INFO : Running on Node0

INFO : Check hardware type

SUCCESS : Type of hardware found : X9-2

INFO : Check for Environment

SUCCESS : Type of environment found : Bare Metal
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INFO : Check number of Controllers

SUCCESS : Number of ahci controller found : 1

SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCIe slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 31:00.0
SUCCESS : External LSI SAS controller 1 : 9d:00.0

INFO : Check if JBOD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct number of EBODS (2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cable check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overall Cable check for controller 1

INFO : Check for overall status of cable validation on NodeO
SUCCESS : Overall Cable Validation on NodeO

SUCCESS : JBODO Nickname set correctly

SUCCESS : JBOD1 Nickname set correctly

If there is a storage expansion shelf connected to the appliance, then power it on. Run the
storagetopology command on both nodes to make sure the cabling is correct. For
example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology
INFO : ODA Topology Verification

INFO : Running on NodeO

INFO : Check hardware type

SUCCESS : Type of hardware found : X9-2

INFO : Check for Environment

SUCCESS : Type of environment found : Bare Metal

INFO : Check number of Controllers

SUCCESS : Number of ahci controller found : 1

SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCIe slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 31:00.0
SUCCESS : External LSI SAS controller 1 : 9d:00.0

INFO : Check if JBOD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct number of EBODS (2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cable check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overall Cable check for controller 1

INFO : Check for overall status of cable validation on NodeO
SUCCESS : Overall Cable Validation on NodeO
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SUCCESS : JBODO Nickname set correctly
SUCCESS : JBOD1 Nickname set correctly

4. Verify the interconnect network:

# ethtool plpl

Settings for plpl:

Supported ports: [ FIBRE ]

Supported link modes: 1000baseT/Full

Supported pause frame use: Symmetric Receive-only
Supports auto-negotiation: Yes

Advertised link modes: 1000baseT/Full
10000baseT/Full

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 25000Mb/s <<<LLLLLLLLLLLLLLLLLLLKLKL check speed
Duplex: Full

Port: Direct Attach Copper

PHYAD: 1

Transceiver: internal

Auto-negotiation: on

Current message level: 0x00000000 (0)

Link detected: yes

# ethtool plp2

Settings for plp2:

Supported ports: [ FIBRE ]

Supported link modes: 1000baseT/Full

Supported pause frame use: Symmetric Receive-only
Supports auto-negotiation: Yes

Advertised link modes: 1000baseT/Full
10000baseT/Full

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 25000Mb/s <<<LLLLLLLLLLLLLLLLLLLLKL check speed
Duplex: Full

Port: Direct Attach Copper

PHYAD: 1

Transceiver: internal

Auto-negotiation: on

Current message level: 0x00000000 (0)

Link detected: yes

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.
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Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP) information
assigned to a node, to enable provisioning of the Oracle Database Appliance software.

@ Important:

On Oracle Database Appliance X9-2 and X10, the odacli configure-firstnet
command supports bonding of ports across two supported network PCI cards of the
same type.

Caution:

On Oracle Database Appliance X9-2 and X10, you cannot change the network
bonding after the system is deployed. To change the network bonding, you must
reimage and deploy the appliance again.

1. Connect to Oracle ILOM remote console, then log into Oracle Database Appliance as
root.

2. Runthe command configure-firstnet on both nodes. You can choose to enable Link
Aggregation Control Protocol (LACP) on the bonding interface when you run odacli
configure-firstnet

# /opt/oracle/dcs/bin/odacli configure-firstnet
Use bonding on different network interfaces:

bonding between ports on the same network card [0]

bonding between Network Card 1 in slot 6 and Network Card 2 in slot 4
[1]

bonding between Network Card 1 in slot 6 and Network Card 3 in slot 8
[2]

bonding between Network Card 2 in slot 4 and Network Card 3 in slot 8
[3]
Please input your selection (0 - 3) [0]:
Select the Interface to configure the network on (btbondl btbond3 btbond5)
[btbondl]:
Use LACP bonding on btbondl (yes/no) [no]:
Configure DHCP on btbondl (yes/no) [no]:
INFO: You have chosen Static configuration
Use VLAN on btbondl (yes/no) [no]:

3. Complete the network configuration as prompted and configure the public network
interface. Also provide the netmask and gateway IP address.

You use this network connection to transfer the software to the server node.

ORACLE 4



ORACLE

Chapter 4
Plumbing the Network

Example 4-1 Example of a Bonded Configuration

For a bonded configuration, answer yes to using a bonding public interface and configure the
first network to use a btbond3 interface without configuring DHCP.

# /opt/oracle/dcs/bin/odacli configure-firstnet

Select the Interface to configure the network on (btbondl btbond3 btbond4)
[btbondl] :btbond3

Use LCAP bonding on btbond3 (yes/no) [no]:yes

INFO: network interface [btbond3] in LACP mode

Configure DHCP on btbond3 (yes/no) [no]:

INFO: You have chosen Static configuration

Use VLAN on btbond3 (yes/no) [no]:yes

Configure VLAN on btbond3, input VLAN ID [2 - 4094] 119
INFO: using network interface btbond3.119

Enter the IP address to configure : 10.31.129.36

Enter the Netmask address to configure : 255.255.255.240
Enter the Gateway address to configure [10.31.129.33]
INFO: Restarting the network

Shutting down interface btbondl: [ OK ]

Shutting down interface btbond2: [ OK ]

Shutting down interface p3pl: [ OK ]

Shutting down interface p3p2: [ OK ]

Shutting down interface sfpbondl: [ OK ]

Shutting down loopback interface: [ OK ]

Bringing up loopback interface: [ OK ]

Bringing up interface btbondl: Determining if ip address 10.209.13.109 is
already in use for device btbondl...

[ OK ]

Bringing up interface btbond2: [ OK ]

Bringing up interface sfpbondl: [ OK ]

Example 4-2 Example of Configuring VLAN

# /opt/oracle/dcs/bin/odacli configure-firstnet

Select the Interface to configure the network on (btbondl btbond3 btbond4)
[btbondl] :btbond3

Use LCAP bonding on btbond3 (yes/no) [no]:yes

INFO: network interface [btbond3] in LACP mode

Configure DHCP on btbond3 (yes/no) [no]:

INFO: You have chosen Static configuration

Use VLAN on btbond3 (yes/no) [no]:yes

Configure VLAN on btbond3, input VLAN ID [2 - 4094] 119
INFO: using network interface btbond3.119

Enter the IP address to configure : 10.31.129.36

Enter the Netmask address to configure : 255.255.255.240
Enter the Gateway address to configure [10.31.129.33]
INFO: Restarting the network

Shutting down interface btbondl: [ OK ]
Shutting down interface eml: [ OK ]
Shutting down interface plpl: [ OK ]
Shutting down interface plp2: [ OK ]
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK 1]

Bringing up interface btbondl:
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Determining if ip address 192.0.2.24 is already in use for device btbondl...
[ OK ]
Bringing up interface eml: [ OK ]
Bringing up interface plpl:
Determining if ip address 192.0.2.24 is already in use for device
plpl... [ OK ]
Bringing up interface plp2:
Determining if ip address 192.0.2.24 is already in use for device plp2...
[ OK ]
Bringing up interface btbondl.122:
Determining if ip address 192.0.2.24 is already in use for device
btbondl.122...
[ OK
INFO: Restarting the DCS agent
initdcsagent stop/waiting
initdcsagent start/running, process 32104

Configuring LACP after Deployment

Use the -o option with the odacli configure-firstnet command to enable or disable LACP
on a bonding interface.

Enabling LACP on a bonding interface after deployment:

# odacli confiqure-firstnet -o

INFO: Configure network option

Select the Interface to configure the network on (btbondl btbond3 btbond5)
[btbondl] :btbond3

Use LACP bonding on btbond3 (yes/no) [no]: yes

INFO: network interface [btbond3] setup in LACP mode

Disabling LACP on a bonding interface after deployment:

# odacli confiqgure-firstnet -o

INFO: Configure network option

Select the Interface to configure the network on (btbondl btbond3 btbond5)
[btbondl] :btbond3

Use LACP bonding on btbond3 (yes/no) [yes]: no

INFO: network interface [btbond3] setup in active-backup mode

Downloading Oracle Database Appliance Software

ORACLE

Download Oracle Database Appliance software and copy to a temporary location before
applying updates to your appliance.

1. Download the software files from My Oracle Support to a temporary location on an external
client. Refer to the release notes for details about the software for the latest release.

For example, download the Oracle Database Appliance GI Clone for ODACLI/DCS stack
(patch 30403673) and Oracle Database Appliance RDBMS Clone for ODACLI/DCS stack
(patch 30403662) for 19.23:

p30403673 1923000 Linux-x86-64.zip
p30403662 1923000 Linux-x86-64.zip
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2. Unzip the software — it contains README.html and one or more zip files for the patch.

unzip p30403673 1923000 Linux-x86-64.zip
unzip p30403662 1923000 Linux-x86-64.zip

The Gl and RDBMS Clone files for release 19.23 are extracted.

odacli-dcs-19.23.0.0.0-date-GI-19.23.0.0.zip
odacli-dcs-19.23.0.0.0-date-DB-19.23.0.0.zip

3. Copy the software files from the external client to Oracle Database Appliance. Use the scp
or sftp protocol to copy the bundle.

Example using scp command:

scp software file root€oda host:/tmp

Example using sftp command:

sftp root@oda_host

Enter the root password, and then copy the file.

put software file

For example, for release 19.23:

put odacli-dcs-19.23.0.0.0-date-GI-19.23.0.0.zip
put odacli-dcs-19.23.0.0.0-date-DB-19.23.0.0.zip

The Gl and RDBMS Clone files are copied to the temporary location on the appliance. You can
update the repository, and create the appliance, as explained in the next topic.

Related Topics

Installing Oracle Database Appliance Software

ORACLE

Install Oracle Database Appliance software, before creating the appliance.

Ensure that the Oracle Database Appliance patches are downloaded and available for
updating the repository, as described in the topic Downloading Oracle Database Appliance
Software.

Starting with Oracle Database Appliance release 19.12, the sizes of volumes /u01 and /opt
are smaller than the corresponding sizes in earlier releases. The size of /u01 is now 40GB and
the size of /opt is now 30GB. A new ACFS file system, mounted at /opt/oracle/oak/
pkgrepos/orapkgs/clones, is created during provisioning. The DATA disk group provides
space of 150 GB for the file system. The Oracle Grid Infrastructure and Oracle Database clone
files are stored on this file system.
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@© Important:

If you want to install third-party software on your Oracle Database Appliance, then
ensure that the software does not impact the Oracle Database Appliance software.
The version lock on Oracle Database Appliance RPMs displays a warning if the third-
party software tries to override Oracle Database Appliance RPMs. You must restore
the affected RPMs before patching Oracle Database Appliance so that patching
completes successfully.

@ Important:

To ensure that your deployment has the latest Oracle Database Appliance firmware,
download the latest server patch and update the repository. Then, run the odacli
describe-component command to check whether the firmware is current or out-of-
date. If the firmware is not current, then run the odacli update-server and odacli
update-storage commands before you deploy the Oracle Database Appliance
software. If the firmware is current, then you can deploy the Oracle Database
Appliance software as described in this topic, without updating the server and
storage. Before updating the server or storage, ensure that you run the odacli
create-prepatchreport command to generate the prechecks report, otherwise an
error is displayed.

Verify the current system version by running the following command on both nodes:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-component -v

On a single-node Oracle Database Appliance system, run the command odacli
describe-component without the -v option.

[root@odal optl# /opt/oracle/dcs/bin/odacli describe-component

Update the repository with Oracle Grid Infrastructure and Database software only. To
prevent space issues in /opt, it is recommended that you add other repositories after the
bare metal instance is provisioned.

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
GI clone file,/tmp/DB clone file

For example, for release 19.23:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.23.0.0.0-date-DB-19.23.0.0.zip,/tmp/odacli-dcs-19.23.0.0.0-
date-GI-19.23.0.0.zip

Confirm that the repository update is successful:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID
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4. Delete the software zip files from the temporary location on the appliance to save space:

[root@odal optl]l# rm software file
rm: remove reqular file software file? y

You have now updated the repository with the Oracle Database Appliance software, and can
create your appliance, as described in the next topic.

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Creating the Appliance

ORACLE

Create the appliance using the Browser User Interface or ODACLI commands.

# Note:

If you plan to enable multi-user access, then refer to the chapter Implementing Multi-
User Access on Oracle Database Appliance before you create your appliance.

Creating the Appliance using ODACLI Commands

You can use the command odacli create-appliance and a JSON file that includes your
appliance configuration settings to deploy the appliance instead of using the Browser User
Interface. Review the readme in the /opt/oracle/dcs/sample directory carefully along
with the provided JSON example files. Create a JSON file with the necessary changes based
on your environment and requirements.

# See Also:

Creating an Appliance Using a JSON File in this guide for example JSON files and
the procedure to create a JSON file.

# Note:

It is important to review the readme and the examples carefully before creating your
JSON file. If you do not enter your network and Oracle ILOM information correctly
based on your setup, you will lose network access to both the host and Oracle ILOM.

Creating the Appliance using the Browser User Interface (BUI)
Follow these steps to create the appliance using the BUI:

Ensure that ports 7070 and 7093 on the network between Oracle Database Appliance and the
client machine, are open.
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Navigate to the Browser User Interface. You are prompted to set the password for the oda-
admin user.

https://ODA-host-ip-address:7093/mgmt/index.html

Log into the Browser User Interface with the new password.

When you launch the Browser User Interface on an unconfigured appliance, the Appliance
page notifies you that the appliance is not configured and provides a link to the pages
needed to configure and create the appliance.

# Note:

If you face any issues when logging into the Oracle Database Appliance Browser
User Interface, then see the topic Errors When Logging into the Browser User
Interface in the chapter Troubleshooting Oracle Database Appliance.

Click Create Appliance.

In the Create Appliance page, if you want to create the appliance from a saved
configuration, click Browse, and select the JSON file. The information from the saved
configuration file is loaded. You can retain or edit the fields. Otherwise, manually, provide
the values to create the appliance.

In the System Information tab, specify the values as follows.
a. System Name: Enter the host name.

The host name can contain alphanumeric characters and dashes (-), but cannot start
with a number or dash (-) or end with dash (-). Do not exceed 30 characters.

b. Domain Name: Enter the domain name.

c. Region: Select the region of the world where the Oracle Database Appliance is
located.

d. Time Zone: Select the time zone where the Oracle Database Appliance is located.
e. (Optional) DNS Servers: Enter addresses for one or more DNS servers.
f. (Optional) NTP Servers: Enter addresses for one or more NTP servers.

g. Diskgroup Redundancy: If there are two disks, then you can select the disk group
redundancy as Normal or Flex. To select the the redundancy as High, there must exist
more than four disks, and a quorum disk. If five or more disks are configured, then the
quorum disk is not required. Select Normal, High, or Flex, as per your deployment
requirement.

The Flex parameter defines the disk group redundancy. Flex redundancy requires at
least 3 storage devices, including a quorum. For a database to be placed on Oracle
ASM, you can set the database redundancy during its creation. For a database to be
placed on Oracle ACFS, the database inherits the redundancy of the ACFS file
system. You can specify an ACFS file system redundancy during its creation. You can
set the disk group redundancy only during appliance creation. The database
redundancy can be set anytime you create the database.

The redundancy level for DATA, RECO, and FLASH can be set to Normal, Flex, or
High based on whether there are two, four, or more disks.

Note: For Oracle Database Appliance hardware models other than X8-2, the
redundancy level for REDO is always High.
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h. Data Storage Percentage: Enter a whole number between 10 and 90 to define the
percentage of storage reserved for DATA, the remainder is reserved for RECO. For
example, if you enter 80, then 80% of the storage for DATA and 20% for RECO.

i. Disk Group for Database Home Storage: Select the disk group, whether DATA or
RECO depending on your hardware model, and specify the size to be allocated. This
chooses the disk group from which the ACFS storage required for database homes is
allocated.

j. System Password and Confirm Password: Enter the system password in both fields.

The system password is the password set for UNIX and root users. The password
must begin with an alpha character and cannot contain quotation marks. Do not
exceed 30 characters.

k. Specify the DNS Servers and NTP Servers details.

Starting with Oracle Database Appliance release 19.16, if you specify DNS servers,
then ensure that all host names (except SCAN) are resolvable to one and only one IP
address through the given domain name and DNS servers. These include Client
Access Network Host Name, VIP Name, and ILOM Host Name. This does not apply to
SCAN names as they can resolve to multiple IP addresses. If any of the above host
names does not resolve to an IP address or resolves to multiple IP addresses, then
the the following error is displayed:

DCS-10045:Validation error encountered: Hostname 'hostnamel' does not
resolve to a unique IP address.

In the Network Information tab, configure the primary client access network, virtual
networks, and an Oracle Integrated Lights Out Manager (Oracle ILOM) network. You are
only required to configure the client access network. The ILOM configuration is optional if
you already configured the ILOM for the appliance and you do not need to make changes.

Specify the following, depending on whether it is a single-node or two-node Oracle
Database Appliance deployment:

a. Client Access Network Host Name: For NodeO, enter the host name for the primary
client access network.

b. Client Access Network IP Address: For NodeO, enter the IP address for the primary
client access network.

c. VIP Name for NodeO: Enter the name of the virtual IP network for NodeO.

d. VIP IP Address for NodeO: Enter the virtual IP address that resides on NodeO and is
shared between the nodes.

e. VIP Name for Nodel: Enter the name of the virtual IP network for NodeO.

f. VIP IP Address for Nodel: Enter the virtual IP address that resides on Nodel and is
shared between the nodes.

g. (Optional) ILOM Host Name: Enter the name of the Oracle ILOM host for Node0 and
Nodel.

h. (Optional) ILOM Network IP Address: Enter the IP address for the ILOM for NodeO
and Nodel.

i. (Optional) ILOM Network Subnet Mask: Enter the subnet mask address for the ILOM.
j-  (Optional) ILOM Network Gateway: Enter the gateway address for the ILOM.

k. Client Access Network Subnet Mask: Enter the subnet mask address for the primary
client access network.
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I. Client Access Network Gateway: Enter the gateway address for the primary client
access network.

m. Client Access Network Interface: Enter the interface for the primary client access
network.

n. SCAN Name: Specify the Single Client Access Name (SCAN).

o. SCAN IP Address: Specify the SCAN IP address. You can specify up to three SCAN
IP addresses.

Specify the VIP address and SCAN only for high-availability deployments.

Determine how you want to configure your users and groups and whether or not you want
to allow operating system role separation:

e Two users with six groups: Customize Users and Groups, select No. Allow OS Role
Separation, select Yes. This is the default configuration.

e Two customized users with six customized groups: Customize Users and Groups,
select Yes. Allow OS Role Separation, select Yes.

*  Single user with two groups: Customize Users and Groups, select No. Allow OS Role
Separation, select No

* Single user with six groups: Customize Users and Groups, select Yes. Allow OS Role
Separation, select No. SAP deployments use this configuration.

Do you want to create an initial database? Select Yes and go to Step 9 or select No and
go to Step 10.

Enter the following information to configure an initial database:
a. DB Name: Enter a name for the database.

The name must contain alphanumeric characters and cannot exceed 8 characters.
b. (Optional) DB Unique Name: Enter a globally uniqgue name for the database.

Databases with the same DB Name within the same domain (for example, copies of a
database created for reporting or a physical standby) must have a different DB Unique
Name that is unique within the enterprise. The name must contain alphanumeric,
underscore (), dollar ($), and pound (#) characters, but must begin with an alphabetic
character. No other special characters are permitted in a database name. The unique
name cannot exceed 30 characters.

c. DB Version: Select a database bundle patch number.

d. CDB: Select Yes or No to specify whether or not you want a Container Database
(CDB).

e. PDB Name: Enter a name for the pluggable database (PDB).

The name must begin with an alphanumeric character. The following characters are
valid: alphanumeric characters, and underscore ().

f. PDB Admin User: Enter an Admin user name for the pluggable database (PDB).

g. Database Edition: Select the Oracle Database edition, either Standard Edition and
Enterprise Edition. Your license determines which database edition you are eligible to
create in the appliance.

For Oracle Database 19c¢ Standard Edition, you can only create single-instance Oracle
Database, with or without high-availability.

h. SYS and PDB Admin User Password: Provide a password for the database.
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i. Deployment: Select a deployment type from the list. The options are RAC, RAC-One,
or Sl (single-instance database). If you select a single instance database, then select
the node for the S| database deployment.

For Standard Edition Oracle Database 19c or later, you can choose to enable high
availability for single-instance databases. For Standard Edition Oracle Database 19.6
or later, if you choose to create a single-instance database, then the high availability
feature is available by default. To disable high-availability, set the value in the Enable
High Availability field to No.

For Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later,
you can choose to enable high availability for single-instance databases. For
Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later, if
you choose to create a single-instance database, then the high availability feature is
disabled by default. To enable high-availability, set the value in the Enable High
Availability field to Yes.

If you select a single instance database, then you have the option to create the
database on either NodeO or Nodel. The default is NodeO.

j- Shape: Select a database shape from the list.

k. Inthe Database Class field, select a database class from the drop-down list. If an
option is not available in the list, it is not supported for the database edition on the
Oracle Database Appliance or the version that you selected. The default is OLTP.

I. Inthe Storage field, select ACFS or ASM from the drop-down list. The default is
Oracle ASM.

m. If you specified the disk group redundancy as Flex, then you can select the Database
Redundancy value as Mirror or High.

n. Data Files on Flash Storage: Select Yes or No.
This option is only available if the HA system has HDD storage drives.
o. Configure EM Express: Select Yes or No.

Select Yes to configure the Oracle Enterprise Manager Database Express (EM
Express) console for Oracle Database 12.2.1.0 or 12.1.0.2. Selecting Yes enables you
to use the console to manage the database.

p.- Character set: Select a character set.

g. National Characterset: Select a national characterset.
r. Language: Select the database language.

s. Territory: Select a territory or location from the list.

t. For Oracle Database Enterprise Edition 19c or later, you can choose to enable
Transparent Database Encryption (TDE). Select Yes or No in the Enable TDE option.
Specify and confirm the TDE Password. By default, the TDE option is disabled.

10. In the Diagnostics Information tab, configure and enable Oracle ASR or choose to enable
trace file redaction.

Enable Trace File Redaction: Select Yes if you want to redact sensitive information in
diagnostics collections.

You can configure and enable Oracle Auto Service Request (Oracle ASR) now or later:

e To not enable Oracle ASR during deployment, select No and click Submit. After
deployment, you can configure an internal Oracle ASR or register with an external
Oracle ASR Manager from either the Browser User Interface or command-line
interface.
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— Internal Oracle ASR: choose to configure Oracle ASR Manager on Oracle
Database Appliance or use Oracle ASR Manager configured on another server in
the same network as your appliance.

— External Oracle ASR: If you already have Oracle ASR Manager configured
elsewhere, you can register Oracle Database Appliance with your existing Oracle
ASR Manager.

* To enable Oracle ASR, select Yes and complete the fields:
a. Select Internal or External in the ASR Type field.

b. ASR User Name: Enter the e-mail address associated with the My Oracle Support
account under which the server is registered.

c. Password: Enter the password associated with the My Oracle Support account under
which the server is registered.

d. (Optional) Specify the HTTPS Port Number for the ASR manager. The default port
number is 16162.

e. HTTP Proxy used for Upload to ASR: Select Yes or No.
f. Proxy Server Name: If you are using a proxy for upload, enter the proxy server name.
g. Proxy Port: If you are using a proxy for upload, enter the proxy port.

h. (Optional) HTTP Proxy Requires Authentication: If you are using a proxy for upload,
select Yes if you require authentication. If you do not require authentication, select No.

i. Proxy User Name: If you are using a proxy for upload, enter the proxy user name.

j- (Optional) Proxy Password: If you are using a proxy for upload and require
authentication, enter the proxy password.

11. Click Submit. When prompted, click Yes to confirm that you want to start the job to deploy
the appliance.

12. Verify that the appliance is deployed. Run the odacli describe-system command. For
high-availability deployments, run the command on both nodes.

The job to create the appliance takes time to complete. To monitor the job progress, click the
Activity tab. Click the job number to view the tasks.

After deployment, the root and database users syS, SYSTEM, and PDBADMIN are set to the
system password. The oracle and grid passwords are set to the default password. Change
these passwords to comply with your user security protocols.

Related Topics

» Errors When Logging into the Browser User Interface
If you have problems logging into the Browser User Interface, then it may be due to your
browser or credentials.

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Related Topics

* Reimaging an Oracle Database Appliance Baremetal System
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.
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Related Topics

* Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

About Enabling Oracle ASMFD on Oracle Database Appliance

ORACLE

Understand how you can enable Oracle ASMFD on bare metal systems and DB systems on
Oracle Database Appliance.

Oracle ASM Filter Driver (Oracle ASMFD) simplifies the configuration and management of disk
devices by eliminating the need to rebind disk devices used with Oracle ASM each time the
system is restarted.

By default, Oracle ASMFD is enabled on Oracle Database Appliance bare metal systems and
DB systems. To disable Oracle ASMFD on Oracle Database Appliance bare metal system and
DB system, specify "enableAFD": "FALSE" in the JSON file when you provision the bare metal
system and DB system. If Oracle ASMFD is not enabled on Oracle Database Appliance bare
metal system, then you cannot enable Oracle ASMFD on Oracle Database Appliance DB
system. If Oracle ASMFD is enabled on Oracle Database Appliance bare metal system, then
you can choose to enable or disable Oracle ASMFD on Oracle Database Appliance DB system
by specifying the parameter "enableAFD": "TRUE" Of "enableAFD":"FALSE" in the DB system
JSON file during provisioning of the DB system.

For DB systems, if the "enableAFD" attribute is not specified in the JSON file during
provisioning, then the Oracle ASMFD configuration on the DB system is the same as the bare
metal system Oracle ASMFD configuration.

For more information about specifying the "enableAFD" attribute in the JSON files when
provisioning bare metal and DB systems, see the example JSON files provided in the chapters
Creating an Appliance Using JSON File and Managing an Oracle Database Appliance KVM
Deployment in this book.

# Note:

To identify if Oracle ASMFD is enabled or not, check whether the /etc/
oracleafd. conf file exists or not. Oracle ASMFD is enabled if this file exists,
otherwise, Oracle ASMFD is disabled.
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Implementing Multi-User Access on Oracle
Database Appliance

ORACLE

Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

Caution:

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance on bare metal systems and cannot rollback multi-user access after you
provision and deploy your appliance. The Oracle Database Appliance administration
model changes when you deploy the Multi-User Access feature. Evaluate your role
separation requirements before using this feature. Deploying on a test system first
can help with the evaluation and assessment of the new administration model.

# Note:

You can enable multi-user access on Oracle Database Appliance DB systems when

(BUI).

*  About Multi-User Access on Oracle Database Appliance

you create the DB system either using ODACLI commands or Browser User Interface

Before provisioning your appliance, understand how multi-user access can enhance the

security of the system and provide an efficient mechanism for role separation.

e About Users, Roles, Entitlements, and Operations on a Multi-User Access Enabled Oracle

Database Appliance System
Understand the users, roles, entitlements, and operations when you provision your
appliance with multi-user access enabled.

* About Granting and Revoking Resource Access
Muti-user access allows exclusive or shared access to resources. Review this example
about shared resource access.

e Using Passwordless Multi-User Access on Oracle Database Appliance

Understand how you can implement passwordless multi-user access on Oracle Database

Appliance, its advantages and restrictions, and the associated life cycle management
changes for your appliance.

e Provisioning Oracle Database Appliance with Multi-User Access
You can enable multi-user access only when you provision Oracle Database Appliance
using CLI commands or the Browser User Interface.

* Creating, Viewing, and Deleting Users on Oracle Database Appliance with Multi-User
Access

After provisioning the appliance with multi-user access enabled, you can create users with

specific entitlements.
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e Activating a New User on Oracle Database Appliance with Multi-User Access
Understand how to activate a new user on multi-user access enabled Oracle Database
Appliance.

e Granting and Revoking Resource Access on Oracle Database Appliance with Multi-User
Access
You can grant and revoke resource access on the appliance.

* Viewing Roles, Operations, and Entitlements on Oracle Database Appliance with Multi-
User Access
You can view roles and entitlements on the appliance.

* Managing Databases and Database Homes on Oracle Database Appliance with Multi-User
Access
The custom user created on multi-user access Oracle Database Appliance can deploy and
manage databases and database homes.

* Changing the Password for a User Account on Oracle Database Appliance with Multi-User
Access
Understand how to manage passwords on multi-user access Oracle Database Appliance.

* Resetting the Password for a Locked User Account on Oracle Database Appliance with
Multi-User Access
Understand how to reset the password on multi-user access Oracle Database Appliance.

* Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled Appliance
Follow these JSON file examples to create a JSON file to deploy a single node appliance
with the command odacli create-appliance.

e Example JSON File to Create a High-Availability Passwordless Multi-User Enabled
Appliance
Follow the JSON file example to create a JSON file to deploy a high-availability appliance
with the command odacli create-appliance.

e Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled DB
System
Follow the JSON file example to create a JSON file to deploy a single-node DB System,
with role separation, with the command odacli create-dbsystem.

e Example JSON File to Create a High-Availability Passwordless Multi-User Enabled DB
System
Follow the JSON file example to create a JSON file to deploy a two-node DB System, with
role separation, with the command odacli create-dbsystem.

About Multi-User Access on Oracle Database Appliance

ORACLE

Before provisioning your appliance, understand how multi-user access can enhance the
security of the system and provide an efficient mechanism for role separation.

Currently, a single Oracle Database Appliance account with user name and password is used
to securely connect to the appliance, run ODACLI commands, or log into BUI. The root user
performs all administration on an Oracle Database Appliance. With multi-user access, you
have the option of providing separate access to database administrators to manage
databases. Display of resources within the Browser User Interface are also filtered as per user
role. The root access is restricted to the Oracle Database Appliance system administrator to
access system logs or debug issues that require root access.

When you enable multi-user access, you create multiple users with different roles that restrict
them from accessing resources created by other users and also restrict the set of operations
they can perform using ODACLI commands or Browser User Interface (BUI). The same user
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credentials that you set up, can be used for logging into the BUI and running ODACLI
commands. The BUI also displays resources and information based on access to the set of
resources. A separate Multi-User Access Management tab is available only to the odaadmin
user to administer the users and resources in the system.

# Note:

When you enable multi-user access, the Oracle Database Appliance administrator is
odaadmin. This user has access to all the resources on the appliance and can run
any operations using ODACLI or the BUI using the same set of credentials. When
you do not enable multi-user access, the user name you use to log into BUI is oda-
admin.

# Note:

The authentication token support for ODACLI session management is linked to a
multi-user access user account. Since root is an operating system administrative
user and not a multi-user access user, auth token based session management
system is not supported when a user logs in as root. Therefore, you must provide an
Oracle Database Appliance account user name and password to run any ODACLI
command.

Benefits of enabling multi-user access

Multi-user access feature supports user lifecycle management such as creation, activation,
updation, deactivation, deletion, and credential management.

By using multi-user access, multiple departments such as finance and human resources
within the same organization can use Oracle Database Appliance as a consolidation
platform for hosting their databases in a secure manner as only the authorized users in the
respective departments can access their departmental databases and perform lifecycle
management operations on the databases.

Organizations that have root access policy restrictions can use multi-user access and
create separate users with restricted roles.

Without multi-user access, all databases were created as the default database user
chosen during provisioning. Hence, even in a sudo-based multi-user environment, the ODA
administrator could not track usage of resources. Now such reporting is possible at the
database level.

Multi-user access feature supports token-based session management. A user enters the
password only when they run the first odac1i command. Subsequently, a token is
generated and till it expires, the user is not required to enter the password again. Each
time an odacli command is run, the existing token is refreshed with a new token that has
the expiry of 120 mins or the value configured by the odaadmin user. This means if the
odacli session is not idle for the expiry duration, the user does not need to enter the
password again.

Both Basic Auth and mTLS modes of authentication are supported. ODACLI and BUI uses
Basic Auth. Users such as oracle and grid can also run certain operations on the DCS
agent using mTLS-based authentication. Basic Auth is a password-based authentication
scheme. mTLS is a certificate-based authentication scheme where both the client (user)
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and the server (DCS agent) mutually present and authenticate each other's certificate
before the authentication is deemed complete.

*  Multi-user access provides for user account locking on multiple failed login attempts and
password expiration. You can also unlock and reset the account in case the password is
forgotten.

# Note:

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance and cannot rollback multi-user access after you provision and deploy your
appliance. Provision the feature on your test system first, and then deploy this feature
on your production system.

Related Topics

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

*  ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

About Users, Roles, Entitlements, and Operations on a Multi-
User Access Enabled Oracle Database Appliance System

ORACLE

Understand the users, roles, entitlements, and operations when you provision your appliance
with multi-user access enabled.

# Note:

Note that in a multi-user access enabled deployment, the oda-admin user is not
present. The ODA admin user name is odaadmin. The first user with administrative
privileges is called odaadmin. This user can log into the BUI and run ODACLI
commands. This user can also create other user accounts with roles and entitlements
as required.

About Roles, Entitlements, and Operations

Each user can be assigned one or more roles in a multi-user enabled Oracle Database
Appliance system. Each role encompasses a set of entitlements that authorizes a user to
perform only a specific set of operations using ODACLI or BUI. Each entitlement in turn, is a
group of a similar set of operations. For example, PROVISIONDB-MGMT is an entitlement that
encompasses provisioning-related operations such as create-database, clone-database,
delete-database, register-database. Similarly, BACKUPDB-MGMT encompasses backup related
operations such as create-backup, delete-backup, irestore-database, recover-database , and
so on. The ODA-DB role has access to a collection of entitlements such as PROVISIONDB-MGMT,
BACKUPDB-MGMT, and PATCHDB-MGMT. A user with the 0DA-DB role can perform all the database
lifecycle management operations on the databases that they own. Additionally, if a user with
the role of 0DA-DB is granted the 0DA-GRID role as well, this user can now perform Oracle Grid
Infrastructure-related operations.
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Roles can be internal or external. Internal roles are assigned to system users and are used
internally for the purpose of administration of the Oracle Database Appliance system. For
example, the ODA-ADMINISTRATOR role is assigned to the Oracle Database Appliance system
administrator to manage the appliance or associated entities. Another example is a DB system
communicating with the bare metal using a system user with the role of ODA-DBVMINFRA.

External roles can be granted to the new users created by odaadmin, the Oracle Database
Appliance system administrator. For example, the odaadmin creates a new user odadbl with
the role of 0DA-DB. Now this user odadbl is entitled to create databases and perform lifecycle
management operations because of the role granted to them. A user can have one or more
roles.

The topic ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
describes the ODACLI commands that have changes for multi-user access and the
entitlements required to run the commands.

Multi-User Access User Roles

When you enable multi-user access on Oracle Database Appliance, the following user roles
are available:

* ODA-ADMINISTRATOR: This is an internal role assigned to the first user (ocdaadmin)
created during the provisioning of an Oracle Database Appliance. This role entitles
odaadmin to run all ODACLI commands or perform all Browser User Interface (BUI)
operations. This role cannot be assigned to the new users that odaadmin creates. The
odaadmin account is an administrator role that can run any operation (command) on any
resource. For example, user odal creates a database db1 and user oda2 creates a
database db2. Each user can now perform lifecycle management operations on their
respective database only. But, odaadmin can patch both databases by running odacli
commands. This allows both DBASs (odal and oda2) and an overall administrator
(odaadmin) to perform functions specific to their role.

- ODA-DB: This is an external role available to odaadmin to assign to newly-created users.
This role entitles the user to perform database management operations such as create,
modify, restore, recover, backup, patch, clone, move, register, and delete.

- ODA-OAKDROOT: This is an internal role that is assigned to system user oakdroot
created during provisioning and is used by OAKD to run certain operations such as get-
disks and release-disks on the DCS agent. OAKD communicates with DCS through mTLS
certificates-based authentication. Hence, this user does not have any password associated
with it. Do not use this role to connect by SSH to the appliance or log into the Browser
User Intercae to run ODACLI commands. None of the password management commands
such as change-password apply to this user.

« ODA-GRID: This is an internal role assigned to the grid user. This role entitles the user to
run Oracle Grid Infrastructure-related operations.

« ODA-DBVMINFRA: This is an internal role assigned to the DBVM user created on the
bare metal system when the DB system is provisioned. This role entitles the user to
synchronize metadata between the DB system and the bare metal system.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

e ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.
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About Granting and Revoking Resource Access

Muti-user access allows exclusive or shared access to resources. Review this example about
shared resource access.

Muti-user access allows exclusive or shared access to resources. It is recommended that each
user creates their own database home and then creates databases in the home. This provides
for an efficient method of separation of duties where each user has exclusive access to their
databases. However, in certain exceptional situations, such as lack of disk space, a user can
request the administrator odaadmin to grant them shared access to a resource owned by
another user.

For example, if user odal wants to create a database of version 19c and there is already a
database home DBH2 of the same version created by another user oda2. With the consent of
user oda2, user odal can now request the odaadmin user to grant them shared access to
database home DBH2. Once the shared access is granted, user odal can now create a
database db1l on the shared database home DBH2 and manage it. Note that user odal can
connect to the database dbl only through the SYS user password and not as a password-less
connection based on operating system authentication, as the database home DBRH2 is still
owned by user oda2. Oracle Database Appliance resources such as database home, database
storage, and databases can be shared accross users in a similar fashion on an on-demand
basis. However, there are restrictions to the secondary owner managing the shared resource.

Using Passwordless Multi-User Access on Oracle Database
Appliance

Understand how you can implement passwordless multi-user access on Oracle Database
Appliance, its advantages and restrictions, and the associated life cycle management changes
for your appliance.

Caution:

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance on bare metal and DB systems and cannot rollback
multi-user access after you provision and deploy your appliance. The Oracle
Database Appliance administration model changes when you deploy the
passwordless multi-user access feature. Evaluate your role separation requirements
before using this feature. Deploying on a test system first can help with the evaluation
and assessment of the new administration model.

Existing bare metal and DB system deployments that do not have multi-user access
enabled or have the earlier multi-user access feature which requires a password
when you first run an odacli command, cannot be converted to a passwordless multi-
user access deployment.

ORACLE -



Chapter 5
Using Passwordless Multi-User Access on Oracle Database Appliance

# Note:

Starting with Oracle Database Appliance release 19.23, a passwordless flavor of the
multi-user access feature is also available. You can provision a DB system with either
flavor of multi-user access on a bare metal system that does not have multi-user
access enabled. On such a bare metal system, you can still use role separation and
resource ownership capabilities that multi-user access or multi-user access
passwordless provides.

«  About Passwordless Multi-User Access on Oracle Database Appliance
Before provisioning your appliance, understand how passwordless multi-user access can
enhance the security of the system and provide an efficient mechanism for role separation.

e Provisioning Oracle Database Appliance with Passwordless Multi-User Access
You can enable passwordless multi-user access only when you provision Oracle Database
Appliance using CLI commands. Passwordless multi-user access feature provisioning and
management is not supported through the Browser User Interface (BUI).

« Creating, Viewing, and Deleting Users on Oracle Database Appliance with Passwordless
Multi-User Access
After provisioning the appliance with passwordless multi-user access enabled, you can
create users with specific entitlements.

« Changing the Password for a User Account on Oracle Database Appliance with
Passwordless Multi-User Access
Understand how to manage passwords on multi-user access Oracle Database Appliance.

About Passwordless Multi-User Access on Oracle Database Appliance

Before provisioning your appliance, understand how passwordless multi-user access can
enhance the security of the system and provide an efficient mechanism for role separation.

Oracle Database Appliance supports enabling of passwordless multi-user access at the time of
provisioning of Oracle Database Appliance, on bare metal systems and DB systems. You must
specify the "isMultiUserAccessPLEnabled": true option in the JSON file used for
provisioning bare metal systems and DB systems. For more information, see the example
JSON file with this option in this chapter.

When you enable passwordless multi-user access, you create multiple users with different
roles that restrict them from accessing resources created by other users and also restrict the
set of operations they can perform using ODACLI commands.

# Note:

You can enable passwordless multi-user access on Oracle Database Appliance bare
metal and DB systems at the time of provisioning using ODACLI commands. You
cannot use the Browser User Interface (BUI) to enable passwordless multi-user
access on Oracle Database Appliance bare metal systems. However, you can use
the BUI on the Oracle Database Appliance bare metal system to enable multi-user
access on Oracle Database Appliance DB systems at the time of provisoning.

ORACLE .



ORACLE

Chapter 5
Using Passwordless Multi-User Access on Oracle Database Appliance

Benefits of enabling passwordless multi-user access

If your corporate policies prevent direct usage of Oracle Database Appliance user account
passwords by employing tools or software that allow access to Oracle Database Appliance
through your corporate credentials, then you can configure passwordless multi-user
access and run commands on your appliance without the need for specifying your Oracle
Database Appliance account password when you first run an ODACLI command or when
your authentication token expires. This does not compromise the security of the system as
all communication to the Oracle Database Appliance server is through a strong and secure
system generated password, unique for every user.

Passwordless multi-user access feature provides role separation and supports user
lifecycle management such as creation, deletion, and credential management.

By using passwordless multi-user access, multiple departments such as finance and
human resources within the same organization can use Oracle Database Appliance as a
consolidation platform for hosting their databases in a secure manner as only the
authorized users in the respective departments can access their departmental databases
and perform lifecycle management operations on the databases.

Organizations that have root access policy restrictions can use passwordless multi-user
access and create separate users with restricted roles.

Without multi-user access, all databases were created as the default database user
chosen during provisioning. Hence, even in a sudo-based multi-user environment, the ODA
administrator could not track usage of resources. Now such reporting is possible at the
database level.

For passwordless multi-user access, you do not have to specify the Oracle Database
Appliance account password when you first run an ODACLI command or when the
authentication token expires. The Oracle Database Appliance system generates a strong
and secure password for every user. This password is internally stored by the system and
used when you run odacli commands.

Both Basic Auth and mTLS modes of authentication are supported. ODACLI uses Basic
Auth. Users such as oracle and grid can also run certain operations on the DCS agent
using mTLS-based authentication. Basic Auth is a password-based authentication scheme.
mTLS is a certificate-based authentication scheme where both the client (user) and the
server (DCS agent) mutually present and authenticate each other's certificate before the
authentication is deemed complete.

# Note:

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance and cannot rollback passwordless multi-user access
after you provision and deploy your appliance. Provision the feature on your test
system first, and then deploy this feature on your production system.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.
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Provisioning Oracle Database Appliance with Passwordless Multi-User

Access

ORACLE

You can enable passwordless multi-user access only when you provision Oracle Database
Appliance using CLI commands. Passwordless multi-user access feature provisioning and
management is not supported through the Browser User Interface (BUI).

Provision your appliance as described in the chapter Provisioning Oracle Database Appliance
Bare Metal System.

Caution:

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance on bare metal systems and cannot rollback multi-user
access after you provision and deploy your appliance. The Oracle Database
Appliance administration model changes when you deploy the passwordless multi-
user access feature. Evaluate your role separation requirements before using this
feature. Deploying on a test system first can help with the evaluation and assessment
of the new administration model.

Overall Steps in Provisioning Oracle Database Appliance with Passwordless Multi-User
Access Enabled

1. Enable passwordless multi-user access.

To provision your appliance using a JSON file, add the attribute
"isMultiUserAccessPLEnabled": true inthe prov req.json file. If the attribute is set
to false or does not exist in the prov_req. json file, then passwordless multi-user
access is not enabled during provisioning of the appliance. Note that you can set either
multi-user access or passwordless multi-user access in the JSON file, not both.

"isRoleSeparated": true,
"isMultiUserAccessPLEnabled": true,

"osUserGroup": {
"groups": [{
"groupId": 1001,
"groupName": "oinstall",
"groupRole": "oinstall"

b

Connect to the Oracle Database Appliance network and run the odacli configure-

firstnet command using the Oracle ILOM console.

Log into Oracle Database Appliance as the root user and run the odacli create-

appliance -r prov.json command with "isMultiUserAccessPLEnabled": true inthe
prov.json file.

After the provisoning job is submitted, log out as root and log in as the odaadmin user

using a PAM utility or passwordless SSH and check the status of the provisioning job and
ensure that it is successful.
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5. The system creates Oracle Database Appliance accounts for odaadmin, oracle, and grid
users. These are Oracle Database Appliance system users and their accounts are
activated during created. The user odaadmin is created with the role of ODA-ADMINISTRATOR
while the oracle and grid users are created with the role of ODA DB and ODA GRID
respectively.

6. The system configures the multi-user access repository with a list of roles and
entitlements, used for assigning to the users in the system.

7. You can now log into the appliance using the PAM utility that is integrated with the
appliance. The PAM utility prompts you for your corporate credentials and on successful
authentication, logs you into the appliance as an Oracle Database Appliance user as per
the mapping defined by the PAM utility administrator. Alternatively, you can set up
passwordless SSH to log into the appliance.

8. After the bare metal system is provisioned, log in as the odaadmin user and run the odacli
create-dbsystem -p prov.json command with "isMultiUserAccessPLEnabled": truein
the prov. json file.

9. After the DB system is provisioned, log in as the odaadmin user through the PAM utility or
passwordless SSH and create additional users, if required.

10. Log into the DB system as the oracle user through the PAM utility or passwordless SSH
and create databases for the oracle user.

11. Log into DB system as a custom user through the PAM utility or passwordless SSH and
create databases for the custom user.

Related Topics

* Provisioning Oracle Database Appliance Bare Metal System
Understand the process to configure Oracle Database Appliance bare metal system.

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Creating, Viewing, and Deleting Users on Oracle Database Appliance with
Passwordless Multi-User Access

After provisioning the appliance with passwordless multi-user access enabled, you can create
users with specific entitlements.

After you provision your appliance with multi-user access enabled, do the following:

Creating, Viewing, and Deleting Users with ODACLI Commands

1. Connect to the appliance as the odaadmin user.

ssh odaadmin@oda-box hostname/IP

2. Run any ODACLI command and provide the odaadmin password when prompted.

3. On successful authentication, create a user with the following command:

odacli create-user -u username -r comma-Separated role names
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For example, create a user douserl with lifecycle management privileges for dabatases:

odacli create-user -u dbuserl -r ODA-DB

The odaadmin user creates dbuserl and assigns a temporary password.

4. After the user is created successfully, the dbuserl can log into the appliance with the
temporary password.

5. The dbuserl is in the Inactive state. Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

6. Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

7. The odaadmin user can view all the users in the system:
# odacli list-users

8. The odaadmin user can view details for a user in the system:
# odacli describe-user -u user id

9. Delete a user in the system. Note that only the odaadmin user can delete a user in the
system.

# odacli delete-user -u user id

Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Changing the Password for a User Account on Oracle Database Appliance
with Passwordless Multi-User Access

ORACLE

Understand how to manage passwords on multi-user access Oracle Database Appliance.

Changing the Password on Passwordless Multi-User Access Enabled System Using
ODACLI Commands

* You can change password for an Oracle Database Appliance user, whose account is
active. This command resets the password of this user account to a new randomly
generated password.

odacli change-password

Related Topics

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.
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Provisioning Oracle Database Appliance with Multi-User Access

You can enable multi-user access only when you provision Oracle Database Appliance, using
CLI commands or the Browser User Interface.

Provision your appliance as described in the chapter Provisioning Oracle Database Appliance
Bare Metal System.

Caution:

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance on bare metal systems and cannot rollback multi-user access after you
provision and deploy your appliance. The Oracle Database Appliance administration
model changes when you deploy the Multi-User Access feature. Evaluate your role
separation requirements before using this feature. Deploying on a test system first
can help with the evaluation and assessment of the new administration model.

Note:

You can specify the token expiration duration, password expiration duration,
maximum failed login attempts, and other details when you provision multi-user
access enabled Oracle Database Appliance with JSON file. You can also specify
these values as a one-time activity from the Browser User Interface when you
configure multi-user access and provision Oracle Database Appliance using the
Browser User Interface.

Overall Steps in Provisioning Oracle Database Appliance with Multi-User Access
Enabled

1. Enable multi-user access.

ORACLE

If you provision your appliance using a JSON file, then add the attribute
"isMultiUserAccessEnabled": true inthe prov_req.json file. If the attribute is set to
false or does not exist in the prov_req. json file, then multi-user access is not
enabled during provisioning of the appliance.

"isRoleSeparated": true,
"isMultiUserAccessEnabled": true,

"osUserGroup": {
"groups": [{
"groupId": 1001,
"groupName": "oinstall",
"groupRole": "oinstall"

b
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You can also set the multi-user access attributes by adding the following in the JSON
file:

}I
"asr": null,
"multiUserAccess": {
"dcsUserPasswdExpDurationInDays": 90,
"tokenExpirationInMins": 120,
"maxNumFailedLoginAttempts": 3
}

The values for these attributes are as follows:

— Token expiration duration in minutes: The minimum value you can specify is 10
minutes, the maximum value is 600 minutes, and the default is 120 minutes.

— Password expiration duration in days: The minimum value you can specify is
30 days, the maximum value is 180 days, and the default is 90 days.

— Maximum failed login attempts allowed: The minimum value you can specify is
2, the maximum value is 5, and the default is 3.

e If you create the appliance using the Browser User Interface (BUI), then select the
Enable Multi-User Access (N/A for DB System) checkbox in the BUI login page.

2. Provide passwords for odaadmin, oracle, and grid users. These are Oracle Database
Appliance system users and their accounts are activated during created. The user
odaadmin is created with the role of ODA-ADMINISTRATOR while the oracle and grid users
are created with the role of ODA DB and ODA_GRID respectively.

3. The system configures the multi-user access repository with a list of roles and
entitlements, used for assigning to the users in the system.

4. You can now log into the appliance with the newly-created user credentials and deploy
databases.

Provisioning Oracle Database Appliance Using the Browser User Interface with Multi-
User Access Enabled

1. Access the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html
2. For the first login, since the odaadmin role is not configured, you are prompted to provide

the ODA password and enable multi-user access.

3. Select Enable Multi-User Access (N/A for DB System) and provide a strong password
for the ODA user.

4. Click Configure Multi-User Settings and then set the User Password Expiry Duration
(In Days), Session Expiration for CLI (minutes), and Maximum Failed Login Attempts.
Click Save to save these settings and return to the Login page on the BUI.

5. Click Submit. A confirmation message is displayed on successful creation of the user.
6. Click OK. You are redirected to the Login page.

7. Specify the User Name and ODA Password and click Login. Note that the ODA admin
user name is odaadmin if multi-user access is enabled. If multi-user access is not enabled,
then the ODA admin user name is oda-admin.
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In the Create Appliance page, specify the details for creating the appliance. See the topic
Creating the Appliance for detailed information about the information you need to provide.

Select Assign same password for admin, oracle, grid users if you want to specify the
same password for all users. Otherwise, specify different passwords for the system admin,
oracle, and grid users.

Click Submit to create the appliance with multi-user access enabled.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.

Related Topics

Provisioning Oracle Database Appliance Bare Metal System
Understand the process to configure Oracle Database Appliance bare metal system.

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Creating, Viewing, and Deleting Users on Oracle Database
Appliance with Multi-User Access

After provisioning the appliance with multi-user access enabled, you can create users with
specific entitlements.

ORACLE

After you provision your appliance with multi-user access enabled, do the following:

Creating, Viewing, and Deleting Users with ODACLI Commands

1.

Connect to the appliance as the odaadmin user.
ssh odaadmin@oda-box hostname/IP

Run any ODACLI command and provide the odaadmin password when prompted.

On successful authentication, create a user with the following command:

odacli create-user -u username -r comma-separated role names

For example, create a user dbuserl with lifecycle management privileges for dabatases:

odacli create-user -u dbuserl -r ODA-DB

The odaadmin user creates dbuserl and assigns a temporary password.

After the user is created successfully, the dbuserl can log into the appliance with the
temporary password.

The dbuserl is in the Inactive state. Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.
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Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

The odaadmin user can view all the users in the system:

# odacli list-users

The odaadmin user can view details for a user in the system:
# odacli describe-user -u user id

Delete a user in the system. Note that only the odaadmin user can delete a user in the
system.

# odacli delete-user -u user id

Creating, Viewing, and Deleting Users with Browser User Interface

1.

o & W DN

10.

Log into the Browser User Interface as the odaadmin user:
https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.
Click the Users link on the left-hand pane.
Click Create User.

In the Create User page, provide the User ID, specify the Role, and provide the ODA
Password for this user. Note that the same user credentials work for login for BUI and
ODACLI commands.

Optionally, click Generate mTLS Certificate to enable mTLS-based authentication.
Click Create.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.

In the Multi-User Access tab, on the Users page, click on the link for the user whose
details you want to view.

To delete a user, log in as the the odaadmin user. In the Actions drop-down list, select
Delete. Note that only a user of type Custom can be deleted.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Activating a New User on Oracle Database Appliance with Multi-

User Access

Understand how to activate a new user on multi-user access enabled Oracle Database
Appliance.

ORACLE
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Activating the New User on Multi-User Access Enabled System Using ODACLI
Commands

1.

After a new user is created by odaadmin successfully, the new user, for example, dbuserl
can log into the appliance with the temporary password.

Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

Activating the New User on Multi-User Access Enabled System Using Browser User
Interface

1.

After a new user is created by odaadmin, log into the Browser User Interface as the new
user:

https://host-ip-address:7093/mgmt/index.html

Specify the User Name and the temporary password in the ODA Password field.

Since this is a new account, the Account Status is Inactive. You are prompted to specify
and confirm a new password.

Specify and confirm the Password and click Submit.

On successful password change, log into the Browser User Interface with the new
password.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Granting and Revoking Resource Access on Oracle Database
Appliance with Multi-User Access

You can grant and revoke resource access on the appliance.

ORACLE

Granting and Revoking Resource Access with ODACLI Commands

Grant or revoke access to a resource in a multi-user access enabled system:

# odacli grant-resource-access -ri resource ID -u user name
# odacli revoke-resource-access -ri resource ID -u user name

View access to a DCS resource in a multi-user access system:
# odacli describe-resource-access -ri resource ID
View access to all DCS resources defined in a multi-user access system:

# odacli list-resources-access -ao -rn resource name -rt resource type

5-16



Chapter 5
Viewing Roles, Operations, and Entitlements on Oracle Database Appliance with Multi-User Access

Granting and Revoking Resource Access with Browser User Interface

1.

o & W D

Log into the Browser User Interface as odaadmin:

https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.
Click the Resources link on the left-hand pane.
Click on a Resource to view more details.

For a Resource, in the Actions drop down list, select Grant Resource Access to grant the
user shared access to a resource. Select the User Name from the drop-down list and click
Grant. Click Yes to confirm and submit the job.

Select Revoke Resource Access to revoke access to a resource from a user. Select the
User Name from the drop-down list and click Revoke. Click Yes to confirm and submit the
job.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Viewing Roles, Operations, and Entitlements on Oracle Database
Appliance with Multi-User Access

You can view roles and entitlements on the appliance.

ORACLE

Viewing Roles, Operations, and Entitlements with ODACLI Commands

< Note:

For Oracle Database Appliance release 19.13, the multi-user access feature is
available for standalone Oracle Database Appliance systems. During provisioning, a
single domain and tenancy is created by default and all users are created within the
default domain and tenancy.

View all the roles defined in the system:

# odacli list-user-roles

View details for a user role in the system:

# odacli describe-user-role -n role name
View all the entitlements defined in the system:

# odacli list-user-entitlements
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View details for an entitlement in the system:

# odacli describe-user-entitlement -n entitlement name

View all the operations defined in the system:

# odacli list-user-operations

View details for an operation in the system:

# odacli describe-user-operation -n operation name

View the domains defined in the system. In this release, this is the default domain.
# odacli list-domains

View details for a domain in the system:

# odacli describe-domain -dn domain name

View the tenants in a multi-user access enabled domain. In this release, this is the default
tenancy.

# odacli list-tenants
View details for a tenant in a multi-user access enabled domain:

# odacli describe-tenant -tn tenant name

Viewing Roles, Operations, and Entitlements with Browser User Interface

1.

6

Log into the Browser User Interface as odaadmin:

https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.

Click the Roles link on the left-hand pane. The roles defined in the system are displayed.
These roles cannot be edited or updated.

Click on a Role to view more details.

Click the Entitlements link on the left-hand pane. The entitlements defined in the system
are displayed. These entitlements cannot be edited or updated.

Click on an Entitlement to view more detalils.

Related Topics

ORACLE

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.
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Managing Databases and Database Homes on Oracle Database
Appliance with Multi-User Access

ORACLE

The custom user created on multi-user access Oracle Database Appliance can deploy and
manage databases and database homes.

After you create a custom dbuserl on an Oracle Database Appliance with multi-user access
enabled, manage databases as follows:

Creating and Listing Databases and Database Homes Using ODACLI Commands

1. Connect to the appliance as dbuserl.
ssh dbuserl@oda-box hostname/IP
2. Create a database:
odacli create-database -n dbName -v dbVersion

3. Runthe odacli list-databases to view the databases owned by dbuserl:

odacli list-databases

Another user with the 0DA-DB role cannot use the resource owned by dbuserl to create a
database home, thus ensuring role separation.

4. Use the -all option on the appliance when multi-user access is enabled to view all the
databases in the system.

odacli list-databases -all

5. Use the -all option on the appliance when multi-user access is enabled to view all the
database homes in the system.

odacli list-dbhomes -all

Creating and Listing Databases and Database Homes Using Browser User Interface

1. Log into the Browser User Interface as dbuserl:

https://host-ip-address:7093/mgmt/index.html

2. Click the Database tab.
3. Click Show All Databases. A list of all databases in the system is displayed.
* View Details: View the details of the database.
* Modify: Modify the database
* Move: Move the database
e Upgrade: Upgrade the database

¢ Delete: Delete the database.
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Grant Access: Grant access privilege to the database to a user.
Revoke Access: Revoke access privilege to the database from a user.

View Pre-patch reports: View prechecks report for patching.

4. Click the Database Home link on the left hand pane. A list of all database homes in the
system is displayed.

5. For a database home, you can click the Actions dropdown list, and select from the
following options:

View Database: View the details of the database home.

Delete: Delete the database.

Grant Access: Grant access privilege to the database home to a user.
Revoke Access: Revoke access privilege to the database home from a user.

View Pre-patch reports: View prechecks report for patching.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Changing the Password for a User Account on Oracle Database
Appliance with Multi-User Access

Understand how to manage passwords on multi-user access Oracle Database Appliance.

ORACLE

Changing the Password on Multi-User Access Enabled System Using ODACLI
Commands

*  You can change password for an Oracle Database Appliance user, whose account is
active:

odacli change-password

Changing the Password on Multi-User Access Enabled System Using Browser User
Interface

1. Log into the Browser User Interface as the user whose password you want to change:

https://host-ip-address:7093/mgmt/index.html

2. To change the Account password at any time: Click on the Account drop down list in the
top right-hand side of Browser User Interface and select Change Password.

3. Specify the Old Password and also specify and confirm the new Password and click
Submit.

Related Topics

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.
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Resetting the Password for a Locked User Account on Oracle
Database Appliance with Multi-User Access

Understand how to reset the password on multi-user access Oracle Database Appliance.

Resetting Password for a Locked User Account on Multi-User Access Enabled System
Using ODACLI Commands

e Unlock the odaadmin user account that is locked due to multiple failed login attempts or
password expiry.

1.
2

Log in as root.

Run the following:
/opt/oracle/dcs/bin/resetCredsForOdaAdmin. sh
A temporary password is assigned to the odaadmin user.

Log in as the odaadmin user with the temporary password.

Run the following command:

odacli reset-password

You are prompted to provide the temporary password and specify and confirm the new
password. After the command runs successfully, the user account is unlocked.

* Unlock any non-admin user account that is locked due to multiple failed login attempts or
password expiry.

1.
2

Log in as odaadmin.

Run the following command:

odacli authorize-user

After you provide a temporary password, the account is unlocked.
Log in as the user whose account was locked, with the temporary password.

Run the following command:

odacli reset-password

You are prompted to provide the old password, the temporary password and specify
and confirm the new password. After the command runs successfully, the user account
is unlocked and reactivated.

Resetting Password for a Locked User Account on Multi-User Access Enabled System
Using Browser User Interface

e Unlock the non-admin user account that is locked due to multiple failed login attempts or
password expiry as follows:

ORACLE
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1. Log into the Browser User Interface as the odaadmin user:

https://host-ip-address:7093/mgmt/index.html

2. Inthe Multi-User Access tab, on the Users page, click on the link for the user whose
password you want to reset. Note that you can reset the password for users of type
Custom only. The Account Status for the user is LockedFailedLogin.

3. Inthe Actions drop down list, select Authorize Password Reset.

4. In the Authorize Password Reset page, specify the Old Password, specify and
confirm the Temporary ODA Password, and click Authorize.

5. Now, log into the Browser User Interface as the user whose account is being unlocked.
Specify the User Name and the temporary password in the ODA Password field.

6. Since the account was locked, the Account Status is CredentialReset. You are
prompted to specify and confirm a new password.

7. Specify and confirm the Password and click Submit.

8. On successful password change, log into the Browser User Interface with the new
password.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Example JSON Files to Create a Single-Node Passwordless
Multi-User Enabled Appliance

Follow these JSON file examples to create a JSON file to deploy a single node appliance with
the command odacli create-appliance.

Use the example JSON files and the information located in the readme as a template to create
a file for your environment. Examples and the readme are located in the /opt/oracle/dcs/
sample directory.

# Note:

If you do not enter your network and Oracle ILOM information correctly based on
your setup, then network access is lost to both the host and Oracle ILOM.

When using the example to create your JSON file, change the definitions to match your
environment. The password must meet password requirements.

Note: To configure Oracle ASR during provisioning, always specify the asrType parameter in
the JSON file.
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Example 5-1 JSON File to Create a Single Node Oracle Database Appliance with Role

Separation and Passwordless Multi-User Access

The following is an example of a JSON file that creates a single node appliance on Oracle

Database Appliance. The example uses role separation and enables passwordless multi-user

access.

{

"instance" : {
"name" "odambox",
"instanceBaseName" "odambox-c",
"dbEdition" : "EE",
"timeZone" "yTCc",
"ntpServers" ["xx.x.x.x"],
"dnsServers"
"domainName" "example.com",
"isRoleSeparated" true,

b

["x.x.x.xx", "xx.x.x.xx","xx.x.x.xx"],

"isMultiUserAccessPLEnabled"
"osUserGroup"
"groups" : [

}

}

"groupId"

"groupName"

"groupRole"
{

"groupId"

"groupName"

"groupRole"
{

"groupId"

"groupName"

"groupRole"
{

"groupId"

"groupName"

"groupRole"
{

"groupId"

"groupName"

"groupRole"
{

"groupId"

"groupName"

"groupRole"

1,

"users" : [ {

}

"userId"
"userName"
"userRole"
{
"userId"
"userName"
"userRole"

]

"users": |

1001,

"oinstall",
"oinstall"

1002,

"dbaoper",
"dbaoper"

1003,

"dbalv’
"dbalv

1004,

"asmadmin",
"asmadmin"

1005,

"asmoper",
"asmoper"

1006,

"asmdba",
"asmdba"

1000,

"oracle",
"oracleUser"

1001,

"gridﬂ ,
"gridUser"
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"id": 1000,
"name": "ugrid",
"role": "gridUser"
}I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

b
"sysOraHomeStorage": {
"volumeSize": "160",
"diskgroup": "DATA"
}

"nodes" : [ {

"nodeNumber" : "0",

"nodeName" : "odambox",

"network" : [ {
"nicName" : "btbondl",
"ipAddress" : "xx.x.x.xx",
"subNetMask" : "xxx.xxx.xxx.x",
"gateway" : "xx.x.x.x",
"networkType" : [ "Public" ],
"isDefaultNetwork" : true
}I

]I

"ilom" : {

"ilomName":"odambox-c",
"ipAddress":"xx.x.x.xx",
"subNetMask":"xxx.xxx.xx.x",
"gateway":"xx.x.x.x"
}
Pl

"grid" : {
"diskGroup" : [ {
"diskGroupName" : "DATA",
"redundancy" : "NORMAL",

"diskPercentage" :80

oo A
"diskGroupName" : "RECO",
"redundancy" : "NORMAL",
"diskPercentage" :20

Pl

"scan" : null,
"vip": null,
"language" : "en",

"enableAFD":"TRUE"
}I
"database" : {
"dbName" : "myTestDb",
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"databaseUniqueName":"myTestDb sealkj",

"dbEdition" : "EE",

"dbVersion" : "19.23.0.0",

"dbHomeId":null,

"instanceOnly" : false,

"isCdb" : true,

"pdBName" : "pdbl",

"pdbAdminuserName" : "pdbuser",

"enableTDE":true,

"adminPassword" : "password",

"dbType" : "SI",

"dbTargetNodeNumber" : null,

"dbClass" : "OLTP",

"dbShape" : "odbl",

"dbStorage" : "ACFS",

"dbCharacterSet" : {
"characterSet" : "AL32UTF8",
"nlsCharacterset" : "ALl16UTFl6",
"dbTerritory" : "AMERICA",
"dbLanguage" : "AMERICAN"

}I

"dbConsoleEnable" : false,

"backupConfigId":null,

"rmanBkupPassword": null

"asr" :{

"asrType": "INTERNAL",
"userName":"john.smithl@example.com",
"password":"password",

"proxyServerName" :"www-proxy.example.com",
"proxyPort":"80",
"proxyUserName":"proxy-user",
"proxyPassword":"proxy-password",
"httpsPortNumber":"16163"

Example 5-2 JSON File to Create a Single Node Oracle Database Appliance without
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates an Oracle Database Appliance without
using role separation and with passwordless multi-user access. This example creates two
groups (oinstall and dba) and one user (oracle).

"instance" : {
"name" : "odambox",
"instanceBaseName" : "odambox-c",
"dbEdition" : "EE",
"timeZone" : "UTC",
"ntpServers" : ["xx.x.x.xx"],
"dnsServers" : ["xx.x.x.xx","xx.x.x.xx","xx.x.x.xx"],
"domainName" : "example.com",
"isRoleSeparated" : false,
"isMultiUserAccessPLEnabled" : true,
"osUserGroup" : {
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"groups" : [ {
"groupId" : 1001,
"groupName" : "oinstall",
"groupRole" : "oinstall"

b Ao
"groupId" : 1002,
"groupName" : "dba",
"groupRole" : "dba"
Pl
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

b

"nodes" : [ {

"nodeNumber" : "0",

"nodeName" : "odambox",

"network" : [ {
"nicName" : "btbondl",
"ipAddress" : "xx.x.x.xx",
"subNetMask" : "xxx.xxx.xxx.x",
"gateway" : "xx.x.x.x",
"networkType" : [ "Public" ],
"isDefaultNetwork" : true
}I

]I

"ilom" : {

"ilomName":"odambox-c",
"ipAddress":"xx.x.x.xx",
"subNetMask":"xxx.xxxX.xxx.x",
"gateway":"xx.x.x.x"
}
Pl

"grid" : {
"diskGroup" : [ {
"diskGroupName" : "DATA",
"redundancy" : "NORMAL",

"diskPercentage" :80

oo A
"diskGroupName" : "RECO",
"redundancy" : "NORMAL",
"diskPercentage" :20

Pl

"scan" : null,
"vip": null,
"language" : "en",

"enableAFD" :"TRUE"

}I

"database" : {
"dbName" : "myTestDb",
"databaseUniqueName":"myTestDb sealkj",
"dbEdition" : "EE",
"dbVersion" : "19.21.0.0",
"dbHomeId":null,
"instanceOnly" : false,
"isCdb" : true,
"pdBName" : "pdbl",

ORACLE
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"pdbAdminuserName" : "pdbuser",

"enableTDE":true,

"adminPassword" : "password",

"dbType" : "SI",

"dbTargetNodeNumber" : null,

"dbClass" : "OLTP",

"dbShape" : "odbl",

"dbStorage" : "ACFS",

"dbCharacterSet" : {
"characterSet" : "AL32UTF8",
"nlsCharacterset" : "AL16UTF16",
"dbTerritory" : "AMERICA",
"dbLanguage" : "AMERICAN"

}I
"dbConsoleEnable" : false,
"backupConfigId":null,
"rmanBkupPassword": null

}I

"asr" :{
"asrType": "INTERNAL",
"userName":"john.smith@example.com",
"password":"password",
"proxyServerName" :"www-proxy.example.com",
"proxyPort":"80",
"proxyUserName":"proxy-user",
"proxyPassword":"proxy-password",
"httpsPortNumber":"16163"

Example JSON File to Create a High-Availability Passwordless
Multi-User Enabled Appliance

ORACLE

Follow the JSON file example to create a JSON file to deploy a high-availability appliance with
the command odacli create-appliance

Use the example JSON files and the information located in the readme as a template to create
a file for your environment. Examples and the readme are located in the /opt/oracle/dcs/
sample directory.

# Note:

It is important to review the readme and the examples carefully before creating your
JSON file. If you do not enter your network and Oracle ILOM information correctly
based on your setup, then network access is lost to both the host and Oracle ILOM.

Example 5-3 JSON File to Create a High-Availability Oracle Database Appliance with
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates a high-availability appliance on Oracle
Database Appliance bare metal platform. The example uses role separation and with
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passwordless multi-user access. When using the example to create your JSON file, change
the definitions to match your environment. The password must meet password requirements.

"instance":{
"name": "odahabox",
"instanceBaseName":"odahabox",
"dbEdition":"EE",
"timeZone":"UTC",
"ntpServers" : ["10.0.3.14"],
"dnsServers" : ["10.0.4.10","10.0.4.11","10.0.4.12"],
"domainName":"example.com",
"isRoleSeparated":true,

"isMultiUserAccessPLEnabled" : true,
"osUserGroup": {
"groups": [

{
"groupId":1001,
"groupName":"oinstall",
"groupRole":"oinstall"

"groupId":1002,
"groupName": "dbaoper",
"groupRole":"dbaoper"

"groupId":1003,
"groupName" :"dba",
"groupRole":"dba"

"groupId":1004,
"groupName" : "asmadmin",
"groupRole":"asmadmin"

"groupId":1005,
"groupName": "asmoper",
"groupRole":"asmoper"

"groupId":1006,
"groupName":"asmdba",
"groupRole":"asmdba"

1,
"users": [
{
"userId":101,
"userName":"grid",
"userRole":"gridUser"

"userId":102,
"userName":"oracle",
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"userRole":"oracleUser"

b

"users": [

{
"id": 1000,
"name": "ugrid",
"role": "gridUser"

}I

{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled":

}I
"objectStoreCredentials":null
}I
"sysOraHomeStorage": {
"volumeSize": "160",
"diskgroup": "DATA"
}
"nodes": [
{
"nodeNumber":"0",
"nodeName" : "odahaboxcln2",
"network": [
{

"nicName":"btbondl",

"ipAddress":"10.31.98.133",

true

"subNetMask":"255.255.240.0",

"gateway":"10.31.96.1",

"networkType": [
"Public"

1,

"isDefaultNetwork":true

]I

"ilom": {
"ilomName":"odahabox2-c",
"ipAddress":"10.31.16.140",
"subNetMask":"255.255.240.0",
"gateway":"10.31.16.1"

"nodeNumber":"1",
"nodeName" : "odahaboxclnl",
"network": [

{

"nicName":"btbondl",

ORACLE
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"ipAddress":"10.31.98.132",
"subNetMask":"255.255.240.0",
"gateway":"10.31.96.1",
"networkType": [

"Public"
] !

"isDefaultNetwork":true

]I

"ilom": {
"ilomName":"odahaboxl-c",
"ipAddress":"10.31.16.139",
"subNetMask":"255.255.240.0",
"gateway":"10.31.16.1"

1y

"grid":{
"diskGroup": [
{
"diskGroupName" :"DATA",
"redundancy":"HIGH",
"diskPercentage":80
}I
{
"diskGroupName" :"RECO",
"redundancy":"HIGH",
"diskPercentage":20
}I
JI
"scan": {

"scanName" : "odahaboxcl-scan",

"ipAddresses": [
"10.31.98.182",
"10.31.98.183"

"nodeNumber":"0",
"vipName":"odahaboxcln2-vip",
"ipAddress":"10.31.98.159"

"nodeNumber":"1",
"vipName":"odahaboxclnl-vip",
"ipAddress":"10.31.98.158"

1!
"language":"en",
"enableAFD" : "TRUE"

}I

"database": {
"dbName" : "myTestDb",
"databaseUniqueName":"myTestDb sealkj",
"dbVersion":"19.21.0.0",

ORACLE
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"dbHomeId":null,

"instanceOnly":false,

"isCdb":true,

"pdBName" :"pdbl",

"pdbAdminuserName" : "pdbuser",

"enableTDE":true,

"adminPassword":"password",

"dbType":"RAC",

"dbTargetNodeNumber":null,

"dbClass":"OLTP",

"dbShape":"odbl",

"dbStorage":"ACFS",

"dbCharacterSet": {
"characterSet":"AL32UTF8",
"nlsCharacterset":"AL16UTF16",
"dbTerritory":"AMERICA",
"dbLanguage" : "AMERICAN"

}I

"dbConsoleEnable":false,

"backupConfigId":null

}I

"asr":null

Example JSON Files to Create a Single-Node Passwordless
Multi-User Enabled DB System

ORACLE

Follow the JSON file example to create a JSON file to deploy a single-node DB System, with
role separation, with the command odacli create-dbsystem.

Use the example JSON file to create a file for your environment.

# Note:

It is important to review the readme and the examples carefully before creating your
JSON file.

Example 5-4 JSON File to Create a Single-Node Oracle KVM Database System with
Role Separation and Passwordless Multi-User Access

The following is an example of a JSON file that creates a single-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform. The example uses role separation
and passwordless multi-user access. When using the example to create your JSON file,
change the definitions to match your environment. The password must meet password
requirements.

"system": {
"name": "test example",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los Angeles",

5-31



ORACLE

Chapter 5

Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled DB System

"diskGroup": "DATA",
"cpuPoolName": "shared dbsystem cpupool",
"enableRoleSeparation": true,
"customRoleSeparation": {

"groups": [

{
"name": "oinstall",
"id": 1001,
"role": "oinstall"
}I
{
"name": "dbaoper",
"id": 1002,
"role": "dbaoper"
}I
{
"name": "dba",
"id": 1003,
"role": "dba"
}I
{
"name": "asmadmin",
"id": 1004,
"role": "asmadmin"
}I
{
"name": "asmoper",
"id": 1005,
"role": "asmoper"
}I
{
"name": "asmdba",
"id": 1006,
"role": "asmdba"
}
]I
"users": [
{
"name": "grid",
"id": 1000,
"role": "gridUser"
}I
{
"name": "oracle",
"id": 1001,
"role": "oracleUser"
}
]
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
}I
{

"id": 1001,
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"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

}I
"database": {
"name": "dbl9",
"uniqueName": "dbl9",
"domainName": "example.com",
"version": "19.23.0.0.240416",
"edition": "EE",
"type": "SI",
"dbClass": "OLTP",
"shape": "odb2",
"role": "PRIMARY",
"targetNodeNumber": null,
"enableDbConsole": false,
"enableFlashStorage": false,
"enableFlashCache": false,
"enableUnifiedAuditing": true,
"enableEEHA": true,
"enableSEHA": false,
"redundancy": null,<<< if diskgroup redundancy is FLEX, then database
redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can be null
"characterSet": {
"characterSet": "AL320UTF8",
"nlsCharacterset": "ALI16UTFl6",
"dbTerritory": "AMERICA",
"dbLanguage": "ENGLISH"
}I
"enableTDE": false,
"isCdb": true,
"pdbName": "pdbl",
"odbAdminUser": "pdbadmin"
}I
"network": {
"domainName": "test domain",
"ntpServers": [
XX XXX XX XXX
]I
"dnsServers": [
XX XXX XX XXX

I

"nodes": |
{
"name": "nodel",
"ipAddress": "xx.xx.xxX.xxx",
"netmask": "XxXx.xxXx.xXxx.x",
"gateway": "xx.xx.xx.x",

"number": 0
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1,
"publicVNetwork": "vnetl"
by
"grid": {
"language": "en",
"enableAFD": true

Example 5-5 JSON File to Create a Single-Node Oracle KVM Database System without
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates a single-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform, without role separation and with
passwordless multi-user access. When using the example to create your JSON file, change

the definitions to match your environment. The password must meet password requirements.

"system": {
"name": "test example",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los_Angeles",
"diskGroup": "DATA",
"cpuPoolName": "shared dbsystem cpupool",
"database": {
"name": "dbl9",
"uniqueName": "dbl9",
"domainName": "example.com",
"version": "19.23.0.0.240416",
"edition": "EE",
"type": "SI",
"dbClass": "OLTP",
"shape": "odb4",
"role": "PRIMARY",
"targetNodeNumber": null,
"enableDbConsole": false,
"enableUnifiedAuditing": true,
"redundancy": "HIGH",<<< if diskgroup redundancy is FLEX, then
database redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can

be null
"characterSet": {
"characterSet": "AL32UTF8",
"nlsCharacterset": "AL16UTF16",
"dbTerritory": "AMERICA",
"dbLanguage": "ENGLISH"
b
"enableTDE": false,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"
b
"users": [

"id": 1000,

ORACLE _—



Chapter 5
Example JSON File to Create a High-Availability Passwordless Multi-User Enabled DB System

"name": "ugrid",
"role": "gridUser"
}I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

]
}I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true
}

by
"network": {

"domainName": "test domain",
"ntpServers": [],
"dnsServers": [

"XX . XXX XX KXX"

I

"nodes": |
{
"name": "nodel",
"ipAddress": "xx.xx.xX.xxx",
"netmask": "XxXx.xxx.xXxx.x",
"gateway": "xx.xx.xx.x",

"number": 0
}

I
"publicVNetwork": "vnetl"

by

"grid": {
"language": "en",
"enableAFD": true

Example JSON File to Create a High-Availability Passwordless
Multi-User Enabled DB System

Follow the JSON file example to create a JSON file to deploy a two-node DB System, with role
separation, with the command odacli create-dbsystem.

Use the example JSON file to create a file for your environment.

Example 5-6 JSON File to Create Two-Node Oracle KVM Database System without Role
Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates two-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform, without role separation and with
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passwordless multi-user access. When using the example to create your JSON file, change
the definitions to match your environment. The password must meet password requirements.

"system": {
"name": "test system",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los Angeles",
"diskGroup": "DATA",
"cpuPoolName": "shared dbsystem cpupool",

b

"database": {

"name": "dbtest",
"uniqueName": "dbtest",
"domainName": "test domain",

"version": "19.23.0.0.2404106",

"edition": "EE",

"type": "SI,

"dbClass": "OLTP",

"shape": "odb2",

"role": "PRIMARY",

"targetNodeNumber": "0",

"enableDbConsole": false,version

"enableUnifiedAuditing": true,

"enableEEHA": true,

"redundancy": "MIRROR", <<< if diskgroup redundancy is FLEX, then
database redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can

be null
"characterSet": {
"characterSet": "AL32UTF8",
"nlsCharacterset": "AL16UTF1l6",
"dbTerritory": "AMERICA",
"dbLanguage": "AMERICAN"
I
"enableTDE": false,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"
}I
"users": [
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

b

"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

ORACLE -



ORACLE

Chapter 5
Example JSON File to Create a High-Availability Passwordless Multi-User Enabled DB System

b

"network": {

"domainName": "test domain",
"ntpServers": [],
"dnsServers": [

"XX XXX XX KXX"

I

"nodes": [

{
"name": "nodel",
"ipAddress": "xx.xXx.xxx.xx",
"netmask": "XXx.xxXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 0,
"vipName": "nodel-vip",
"vipAddress": "xx.xx.xxx.xx"

}I

{
"name": "node2",
"ipAddress": "xx.xXx.xxx.xx",
"netmask": "XXx.xxXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 1,
"vipName": "node2-vip",
"vipAddress": "xx.xx.xxx.xx"

]I
"publicVNetwork": "vnetl",
"scanName": "test-scan",
"scanlIps": [

"XX . XX, XXX, xX",

"XX XX XXX XX"

by

"grid": {
"language": "en",
"enableAFD": true

Example 5-7 JSON File to Create Two-Node Oracle KVM Database System with Role
Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates two-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform. The example uses role separation
and with passwordless multi-user access. When using the example to create your JSON file,
change the definitions to match your environment. The password must meet password
requirements.

"system": {
"name": "test system",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los_Angeles",
"diskGroup": "DATA",
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"cpuPoolName": "shared dbsystem cpupool",
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"enableRoleSeparation": true,
"customRoleSeparation": {
"groups": [

I

"users":

b

"users":

(

{

{

"name": "oinstall",
"id": 1001,
"role": "oinstall"

"name": "dbaoper",
"id": 1002,
"role": "dbaoper"

"name": "dba",
"id": 1003,
"role": "dba"

"name": "asmadmin",
"id": 1004,
"role": "asmadmin"

"name": "asmoper",
"id": 1005,
"role": "asmoper"

"name": "asmdba",
"id": 1006,
"role": "asmdba"

"name": "grid",
"id": 1000,
"role": "gridUser"

"name": "oracle",
"id": 1001,
"role": "oracleUser"

"id": 1000,
"name": "ugrid",
"role": "gridUser"
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"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

by
"database": {

"name": "dbtest",
"uniqueName": "dbtest",
"domainName": "test domain",

"version": "19.23.0.0.240416",

"edition": "EE",

"type": "SI",

"dbClass": "OLTP",

"shape": "odb2",

"role": "PRIMARY",

"targetNodeNumber": "Q0",

"enableDbConsole": false,

"enableUnifiedAuditing": true,

"enableEEHA": true,

"redundancy": null, <<< if diskgroup redundancy is FLEX, then
database redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can
be null

"characterSet": {

"characterSet": "AL320UTF8",
"nlsCharacterset": "ALI16UTF16",
"dbTerritory": "AMERICA",
"dbLanguage": "AMERICAN"

}I

"enableTDE": false,

"isCdb": true,

"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"
}I

"network": {

"domainName": "test domain",
"ntpServers": [],
"dnsServers": [

XX XXX XX XXX
]I
"nodes": |
{
"name": "nodel",
"ipAddress": "xx.xXx.xxx.xx",
"netmask": "XXx.xXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 0,
"vipName": "nodel-vip",
"vipAddress": "xx.xx.xxx.xx"

"name": "node2",
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"ipAddress": "xx.xx.xxxX.xx",
"netmask": "XXx.xxXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 1,

"vipName": "node2-vip",
"vipAddress": "xx.xX.xXxx.xx"

]I
"publicVNetwork": "vnetl",
"scanName": "test-scan",
"scanlIps": [

"XX . XX, XXX, xX",

"XX XX XXX XX"

b

"grid": {
"language": "en",
"enableAFD": true
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Tasks

Complete these administrative tasks after you have deployed software, but before the system
is operational.

e Configuring CPU Core Count
Oracle Database Appliance is delivered with all cores on each server enabled. Follow this
procedure to reduce the number of cores, if required.

e Securing Oracle ILOM Service Processors
Change the Oracle ILOM default password after completing Oracle Database Appliance

deployment.

e Changing Oracle Database Appliance Passwords
After deploying your appliance, ensure that you change the following passwords for
securing your system.

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Configuring CPU Core Count

ORACLE

Oracle Database Appliance is delivered with all cores on each server enabled. Follow this
procedure to reduce the number of cores, if required.

1. To reduce the number of cores, run the following command on Node 0 only:

Set the cores in multiples of 2, for example, 12:

[root@oakl optl# /opt/oracle/dcs/bin/odacli modify-cpucore --cores 12

When you run the command, the nodes are restarted to apply the changes.

2. Check if the job completed successfully:
[root@oakl opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID
3. \Verify that the core count is updated on both nodes:

[root@oakl opt]# /opt/oracle/dcs/bin/odacli describe-cpucore
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Securing Oracle ILOM Service Processors

Change the Oracle ILOM default password after completing Oracle Database Appliance
deployment.

Do not change the default password until after you have completed software deployment on
the Oracle Database Appliance.

Changing Oracle ILOM Password from the Console

1. Inthe Oracle ILOM console, from the Administration menu, select User Management,
and then navigate to the User Accounts subtab.

2. Select root user and click Edit.

3. Change the root user password.

Changing Oracle ILOM Password Using CLI Commands

1. Connect to the Oracle ILOM service processor (SP) through SSH:
# ssh -1 root SP-ipaddr

2. Set the new password:
-> set /SP/users/root password=new password
Changing password for user /SP/users/root/password...

Enter new password again: ***xx&kxx
New password was successfully set for user /SP/users/root

Changing Oracle Database Appliance Passwords

ORACLE

After deploying your appliance, ensure that you change the following passwords for securing
your system.

Changing the Oracle Installation Owner Passwords

During deployment, the root and database users SYS, SYSTEM and PDBADMIN are set to the
system password. After deployment, the oracle and grid passwords are also set to the system
password. Change the passwords to comply with your enterprise user security protocols. Refer
to the Oracle Database Appliance Security Guide and Oracle Database Security Guide for
information about the required configuration and best practices to secure database systems.

Changing the oda-admin User Password through the Command-Line

1. Log in to the appliance as root.
2. Runthe odacli set-credential command to reset the password. Enter the new
password when prompted.

# odacli set-credential --username oda-admin
Enter 'user' password:
Retype 'user' password:
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Changing the the oda-admin User Password through the Browser User Interface

1.
2.
3.

Log into the Browser User Interface using the user name oda-admin.
Click About, then User Settings in the upper right corner of the Browser User Interface.

Enter the password in the Password field and the Password Confirmation field, then click
Submit.

A confirmation message is displayed.
Click About, then click Sign Out.

Log back into the Browser User Interface with the new password.

# Note:

The oda-admin password expiration period is 90 days.
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Re-imaging Oracle Database Appliance

Bare metal operating system re-imaging installs Oracle Database Appliance operating system
software on the local (boot) drive.

Bare Metal is a non-virtualized Oracle Database Appliance configuration. Oracle Database
Appliance ships from the factory with a bare metal configuration, default ISO image and
Appliance Manager installed. Use the OS ISO Image to restore the OS to the "shipped from
factory" state. Use only when necessary. Reimaging does not patch the firmware or update the
component versions; it only re-images the local system disk from an operating system
perspective. After imaging is completed, provision the bare metal system.

Uninstalling Oracle Database Appliance Components
Use the Oracle Database Appliance cleanup deploy utility, /opt/oracle/oak/onecmd/
cleanup.pl to uninstall Oracle Database Appliance components.

Reimaging an Oracle Database Appliance Baremetal System
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Performing Secure Erase of Data on Storage Disks
With this release, you can securely erase data from storage devices. Running the secure
erase tool deletes the data on the storage disk permanently.

Redeployment of Oracle Database Appliance
Understand the process to redeploy Oracle Database Appliance.

Related Topics

Errors when re-imaging Oracle Database Appliance
Understand how to troubleshoot errors that occur when re-imaging Oracle Database
Appliance.

Uninstalling Oracle Database Appliance Components

Use the Oracle Database Appliance cleanup deploy utility, /opt/oracle/oak/onecmd/
cleanup.pl to uninstall Oracle Database Appliance components.

ORACLE

About the Cleanup Utility

Use the cleanup deploy utility to do the following:

Uninstall Oracle Auto Service Request (Oracle ASR)
Uninstall Oracle Trace File Analyzer (TFA)

Uninstall Oracle ORAchk Health Check Tool

Uninstall Oracle Grid Infrastructure and the Oracle stack
Reset or delete the Oracle Linux udev rules

Delete users and groups that were created when the appliance was created.
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The script removes the firstnet config and the client access VLAN UNIX_DB, but does not
delete any other VLANSs. The script also resets any disabled CPU cores and enables all of the
cores.

The cleanup utility runs in two modes: default and force mode. In the default mode, the
commands used as part of cleanup do not use the force option. The Oracle ASM disk status is
changed from MEMBER to FORMER, but ASM header on the disk is not erased. The default
mode can be used only for cleaning up or re-provisioning of the same system.

# Note:

For High-Availability systems, run the cleanup utility on both nodes sequentially.
Ensure that the cleanup utility has completed on the first node, and then start the
process on the second node.

Running the Cleanup Utility for a Baremetal Deployment

# perl /opt/oracle/oak/onecmd/cleanup.pl [-griduser grid user] [-dbuser
db_user] [-groups comma separated list of groups] [-omausers
dbuserl, dbuser2,dbuser3] [-erasedata] [-nodpr] [-nossh] [f]

When the grid_user and db_user are the same (roleSeparation=false), you must run the
script for each user (-gridUser and -dbUser).

For example:

cleanup.pl -griduser grid -dbuser oracle -omausers dbuserl,dbuser2,dbuser3

Table 7-1 Command Options for Cleanup Utility

______________________________________________________________________________|]
Option Description

grid user Describes the Oracle Grid Infrastructure user
name. The default user is grid.

db user Describes the database user name. The default
useris oracle
Example with grid and oracle users:

cleanup.pl -griduser grid -dbuser
oracle

groups Describes the comma-separated list of groups. The
default groups are
oinstall, dba,dbaoper, asmadmin, asmoper, a
smdba.

omausers Describes the comma-separated list of custom
users created on a multi-user access enabled
Oracle Database Appliance environment. All
custom users created after provisioning a multi-
user access enabled environment must be
removed completely before you reprovision the
appliance.
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Table 7-1 (Cont.) Command Options for Cleanup Utility

Option

Description

erasedata

cleanDefNet

checkHeader

nodpr

nossh

ORACLE

Completely erases all disks on the Oracle
Database system. It is mandatory to run this option
if intention of cleanup is to reuse or move these
disks on other systems. This option needs to be
run on the first node when running on high-
availability systems.

Example of secure erase:

cleanup.pl -erasedata

Cleans up the default public network.

Checks for OAK/ASM header on disks after
successfully running the cleanup script. Use this to
validate if the OAK/ASM header was erased by the
cleanup script or not.

Example of checking disk header:

cleanup.pl -checkHeader

Forces regular cleanup even if Data Preserving
Reprovisioning environment is detected.Wipes out
all data on Oracle ASM disks. You cannot run the
command odacli restore-node -g after this
operation.

On Data Preserving Reprovisioning environments,
the default cleanup mode is Data Preserving
Reprovisioning mode which cleans the appliance
without erasing Oracle SM disks to allow the
command odacli restore-node -gto be
reattempted. Using the -nodpr option allows you
to override this behaviour and force regular
cleanup.

Example:

cleanup.pl -nodpr

Does not attempt to set up SSH on high-availability
deployments. Use this option in cases such as
when the scripts using cleanup.pl are not updated
to handle stopping DCS agent, or if you have
forgotten the SSH password, or if SSH is not set up
on the system.

Example:

cleanup.pl -nossh
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Table 7-1 (Cont.) Command Options for Cleanup Utility

_________________________________________________________________________________|
Option Description

f In the force mode, all commands use the force
option. The ASM disk header is erased. The oakd
header on the disk is erased in both default and
force modes.

Example of default mode:

cleanup.pl

Example of force mode:

cleanup.pl -f

# Note:

The cleanup utility for bare metal deployments produces a log file. The utility tries to
create the log file at /opt/oracle/oak/log/hostname/cleanup/

cleanup timestamp.log. If the log cannot be created in that location, then the log is
created at /tmp/cleanup timestamp.log.

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Reimaging an Oracle Database Appliance Baremetal System

ORACLE

Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Bare metal restore uses Oracle Integrated Lights Out Manager (Oracle ILOM) to re-image the
Oracle Database Appliance node. The ILOM must be configured before performing a bare
metal restore or reimage. Generally, the ILOM is configured as part of readying for deploying
Oracle Database Appliance.

Download the Oracle Database Appliance Bare Metal ISO image to your local machine before
you launch the Oracle ILOM console.

Follow these steps to reimage your appliance. For Oracle Database Appliance High-Availability
deployment, follow these steps on both nodes.

1. Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on Node 0
as root.

https://ilom-ip-address
2. Launch the Remote Console.

a. Expand Remote Control in the left navigation.
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b. Click the Redirection tab.
c. Click Launch for the Remote Console in the Actions menu.
The state of the system determines what appears on the Console page.
3. Add the image.
a. Click the KVMS tab, then select Storage.
b. Click Add.

c. Browse to the Oracle Database Appliance Bare Metal ISO Image, highlight the image,
then click Select.

d. Click Connect.

The mounting of the ISO image is successful when the Connect button changes to a
Disconnect button.

e. Click OK
The CD-ROM icon in the top right corner is highlighted.
4. Configure the CD-ROM as the next boot device.
a. Expand Host Management in the left menu of the ILOM Remote Console tab.
b. Click Host Control.
c. Select CDROM from the Next Boot Device menu, then click Save.
5. Power cycle the node.
a. Click Power Control in the Host Management menu.
b. Select Power Cycle , then click Save.

When the node comes back after the power cycle, re-imaging starts automatically. The
Oracle Linux page appears, followed by the Running Post-Install scripts page.

The Running Post-Install scripts page is a static page and might give the impression that
the reimaging process is not progressing. The post-install process during re-imaging will
wait until the synchronization between the partitions of the two mirrored local hard disks is
complete, which can take 15 to 20 minutes to complete.

To check the progress of re-synchronization, press the ALT-F2 key combination to open a
second console and enter the following command:

# cat /proc/mdstat

When the re-synchronization is complete, re-imaging is completed and the machine
restarts.

After the machine restarts, the system is ready for you to deploy the Oracle software on the
appliance to create an Oracle Database Appliance bare metal platform.

Related Topics

«  Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

ORACLE .



Chapter 7
Performing Secure Erase of Data on Storage Disks

Performing Secure Erase of Data on Storage Disks

ORACLE

With this release, you can securely erase data from storage devices. Running the secure erase
tool deletes the data on the storage disk permanently.

You may want to consolidate storage disks between appliances. For example, you can use
X7-2 disks on X6-2 models, and may want to consolidate all X6-2 disks on one system, and
use all new X7-2 storage disks on another system. In such cases, use secure erase to erase
headers from disks before re-imaging the disks, since the storage disks across the appliances
may have different partition ratios.

< Note:

The secure erase tool conforms to the NIST 800-88 standard, also called NIST
Special Publication 800-88 (NIST SP 800-88), Guidelines for Media Sanitization.
Running the secure erase tool removes data from storage disks permanently. If you
have any data on the disk, then take a backup of your storage disk before running
the secure erase tool.

Follow the steps to run the secure erase tool:

1. Stop oakd and the database and Oracle Grid Infrastructure before running the secure
erase tool.

On bare metal systems, run the command:

# odaadmcli stop oak

On Virtualized Platforms:

# oakcli stop oak

To stop Oracle Clusterware resources:

# crsctl stop crs -f

2. Run the secure erase tool:

# /opt/oracle/oak/bin/odaeraser.py

3. You can also run the secure erase tool when running the cleanup tool:

# /opt/oracle/oak/onecmd/cleanup.pl -erasedata
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Example 7-1 Options for the Secure Erase Tool

Option Description

-a, --all Erases all disks. For example:

# /opt/oracle/oak/bin/odaeraser.py --all

--disk diskl,disk2 Erases specified disks. For example:

# /opt/oracle/oak/bin/odaeraser.py --disk
e0 pd 00,e0 pd 01

--dryrun Runs the tool in the test mode
--type HDD|SSD|NVMe Erases the type of disk specified
-v, --verbose Displays verbose output

-h, --help Displays all CLI options for the tool

Redeployment of Oracle Database Appliance

ORACLE

Understand the process to redeploy Oracle Database Appliance.

After cleaning up the system and erasing the header, you can continue deployment of Oracle
Database Appliance as follows:

1. Download Oracle Database Appliance software.
2. Install Oracle Database Appliance software.

3. Create the appliance.

For the above steps, run the procedures as described in this guide.
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Patching Oracle Database Appliance

To keep Oracle Database Appliance running with the latest software, check for and apply
Oracle Database Appliance patch bundles when they are released.

e About Patching Oracle Database Appliance
Use the Oracle Database Appliance Patch Bundle to patch your appliance.

e About Patching Prechecks
Patching prechecks are designed to detect and flag problems that might be encountered
during patching.

e About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

¢ Minimizing Downtime When Patching Oracle Database Appliance
Understand best practices to minimize downtime when you apply patches to your Oracle
Database Appliance deployment.

e About Updating Databases and Database Homes
Understand how to update a database and database home using either the Browser User
Interface or odacli commands.

« Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

« Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

« Patching Oracle Database Appliance Bare Metal Systems Using the Browser User
Interface
Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the
patch bundle using the Browser User Interface, and then update the DCS admin, DCS
components, and DCS agent using CLI commands.

« Patching Oracle Database Appliance DB Systems Using the Browser User Interface
Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the
patch bundle using the Browser User Interface, and then update the DCS agent and
components using CLI commands.

« Updating Oracle Database Appliance Repository with Database Clone Files For Bare
Metal Systems
Follow these steps to update the Oracle Database Appliance repository with Oracle
Database clone files for the latest release using CLI commands.

e Patching Databases Using ODACLI Commands or the BUI
Use ODACLI commands or the Browser User Interface to patch databases to the latest
release in your deployment.

e Patching Existing Database Homes Using ODACLI or the BUI
Use ODACLI or BUI to patch database homes in your deployment to the latest release.
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« Patching Non-Provisioned Oracle Database Appliance Systems
Oracle Database Appliance supports patching of non-provisioned single-node or high
availablity systems by running odacli update-server command.

* Applying Additional Patches and Updates on Bare Metal Systems
Configure additional patch repositories and patch your operating system and databases to
ensure that your deployment has the latest updates and security fixes.

e Cleaning Up the Patch Repository
Use the Browser User Interface or Command Line Interface to delete obsolete or old
patches from the repository.

e About Upgrading to a Different Database Home
Understand how to upgrade to a different database home using either the Browser User
Interface or odacli commands.

e Setting Dynamic Default Parameters
You can set dynamic default parameters using the BUI.

About Patching Oracle Database Appliance

ORACLE

Use the Oracle Database Appliance Patch Bundle to patch your appliance.

Patches offer new features and may improve the functionality of existing features.

About Out of Place Patching

Starting with Oracle Database Appliance release 19.11, Oracle Database Appliance uses the
out-of-place patching model. This means that a new software Oracle home is created when
patching an Oracle Grid Infrastructure or Oracle Database home. Starting with Oracle
Database Appliance release 19.11, the patches for Oracle Grid Infrastructure and Oracle
Database are available as images. All procedures remain the same.

About MySQL Server and DCS Agent

Starting with Oracle Database Appliance release 19.10, DCS Agent uses MySQL server as its
metadata store. MySQL server is automatically installed and configured, during provisioning,
when creating the appliance. Similarly, during patching, the odacli update-dcscomponents
command automatically installs and configures MySQL server. MySQL server processes do
not run with root operating system user account. Instead, MySQL server processes run with a
new operating system user account called odamysqgl. Note that the odamysgl operating system
user is created only for ownership purposes and the odamysql user account owns only the
MySQL directories. The odamysqgl operating system user cannot log into the appliance. The
odamysgl operating system user account for MySQL ensures role separation between the user
owning Oracle databases on the appliance and the metadata used for DCS operations.

About Oracle Database Appliance Patch Bundles

The Oracle Database Appliance Patch Bundle contains the latest patches for DCS Admin,
DCS Components, OAK, Oracle ILOM, firmware, enhancements, and fixes.

The Oracle Database Appliance Release Notes include information about the latest Oracle
Database Appliance patch bundle and a list of component versions in the patch bundle. Oracle
recommends updating the appliance with the latest Oracle Database Appliance software
version to take advantage of new features, fixes, and the latest supported component versions.
See the Oracle Database Appliance Release Notes for the upgrade paths.
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Caution:

Do not patch Oracle Database Appliance using generic patches for Oracle Grid
Infrastructure or Oracle Linux. Also do not use individual infrastructure patches, such
as firmware patches. You must only use Oracle Database Appliance patches. If you
use patches that are not intended for Oracle Database Appliance, or if you use
OPatch, or a similar patching tool, then the metadata maintained by Oracle Database
Appliance is not updated, and you cannot complete future patch updates. If you apply
out-of-cycle Oracle Database Release Update (RU), then ensure that you also follow
the recommendations described in the Readme for the RU.

The patch bundle provides all relevant patches for the entire system, including the following:
*  Oracle Database Appliance server

e BIOS

* Hardware drivers

e Hardware Management Pack (HMP) and firmware drivers for various components
e Oracle Appliance Manager

e Oracle Linux

e Java Runtime Environment (JRE)

e Oracle Integrated Lights Out Manager (Oracle ILOM)

» Oracle Auto Service Request (Oracle ASR)

* Oracle Intelligent Platform Management Interface (Oracle IPMI)

*  Network Card Patches for relevant hardware models

About Updating Oracle Linux RPMs

While not recommended, you can update some Oracle Linux RPMs for Oracle Database
Appliance. Do not update or customize Oracle Linux kernel, Oracle Optimal Flexible
Architecture, Oracle InfiniBand, or related software. Other software may be installed, updated,
or customized. However, the Oracle Database Appliance update may not carry newer version
dependencies of customized components. Therefore, you might be required to remove and
subsequently reapply site-specific changes to successfully update Oracle Database Appliance
in the future.

Caution:

For Oracle Database Appliance, do not update the following:
e Oracle Linux Kernel (kernel)

*  Oracle Optimal Flexible Architecture (ofa)

e Oracle RDMA packages (oracle-rdma-release)

For storage, do not apply any RPM updates.
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About Patching Prechecks
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Patching prechecks are designed to detect and flag problems that might be encountered
during patching.

The prechecks view the state of the appliance, including the version and hardware specific
upgrades, verify that the necessary conditions and checks are complete before attempting an
upgrade, and identify conditions that might cause an upgrade to fail. You can avoid potential
patching problems by correcting the conditions and resolving the issues before applying the
patch.

The prechecks commands are available on Oracle Database Appliance release 12.2.1.2.0 or
later. Update the DCS Agent to ensure that the latest updated prechecks are available when
you run these commands.

Components Verified by Patching Prechecks

Check Component Verified

System patching prechecks Checks that the DCS Agent is online on all nodes
Checks that there is sufficient space for the update

Validates the minimum agent version and validates
the patching tag

8-4



Chapter 8
About Patching Prechecks

Check Component Verified

Server patching prechecks For operating system:
»  Validates supported versions

*  Validates minimum supported versions

»  Validates patching tag

«  Validates whether patch location is available
*  Verifies OS patch

e Validates command execution

For Oracle ILOM:

«  Validates supported versions

*  Validates minimum supported versions

» Validates patching tag

»  Validates whether patch location is available
e Checks for Oracle ILOM patch version

*  Validates Patch location

*  Validates command execution

»  Validates connectivity to Oracle ILOM

For Oracle Grid Infrastructure:

»  Validates supported Oracle Grid Infrastructure
versions

»  Validates available space

*  Validates whether Oracle Clusterware is
running

e Validates patching tag

»  Validates whether system is provisioned

»  Validates whether Oracle ASM is online

*  Validates the minimum agent version

e Validates the central inventory

*  Validates patching locks

*  Validates whether clones location exists

»  Validates DB start dependencies

»  Validates DB stop dependencies

* Validates command execution

For Oracle ORAchk:

*  Runs the ORAchk tool that performs operating
system level prechecks.

*  Validates command execution
For server:

»  Validates whether server patching can be
performed in local mode or not

*  Validates command execution

Confirms that the bare metal system is upgraded,
in the case of DB systems.

Verifies and confirms that the database start/stop
dependencies are correct.

Confirms that patching locks are not present.
Verifies that the central inventory is accurate.
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Check Component Verified

Database home patching prechecks Confirms that Oracle Grid Infrastructure is installed

Confirms that the DCS Agent is at the required
version

Confirms that Oracle Clusterware is running on all
nodes

Confirms that Oracle Grid Infrastructure is
upgraded

Validates that there is sufficient disk space
available

Checks if the disk group for database homes on
Oracle ACFS is configured

Checks whether the clone file is present in the
repository
Checks whether the /u01/app/odaorabase

directory exists. If the directory exists, then the
check confirms that there is a valid symbolic link.

Database home patching with out-of-place patching The check creates a database home and verifies
prechecks that all databases can be moved from the source
home to new home.

This check validates that the --1ocal option can
be used for the database home.

Storage prechecks Validates storage patch location and tag
Validates patching location and tag
Validates command execution
Validates Oracle ASM disk groups status

Validates rolling patch (for high-availability
deployment)

About Enabling NUMA on Oracle Database Appliance

ORACLE

Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

NUMA (Non-Uniform Memory Access) can help facilitate efficient use of the underlying NUMA
hardware. On Oracle Database Appliance, you can enable NUMA for databases on bare metal
and DB systems, CPU pools, and for KVM applications.

About Enabling NUMA During Provisioning of Oracle Database Appliance

When you provision Oracle Database Appliance with release 19.23, NUMA is automatically
enabled on the database, DB system and CPU pools. Hence, when you create a database, DB
system, or CPU pool on an Oracle Database Appliance release 19.23 deployment, NUMA is
automatically enabled and no additional configuration is required. NUMA is not enabled by
default for application VMs.

About Enabling NUMA After Patching Oracle Database Appliance

NUMA is enabled by default starting with Oracle Database Appliance release 19.12. When you
patch to Oracle Database Appliance release 19.23 from 19.11 or earlier, the odacli update-
server command sets NUMA at the system level. New databases created after patching are
NUMA-enabled. For existing databases, enable NUMA by running the command alter system
set "enable numa support"=true on the database.
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After patching the bare metal system to release 19.23 from 19.11 or earlier, as a one-time
activity, you must run the command odacli remap-cpupools to enable NUMA on all existing
CPU pools (BM, VM, dbsystem).

For existing DB systems, run the command odacli modify-dbsystem --enable-numa to
enable NUMA for the dbsystem and the database of the DB system.

NUMA is not enabled by default for application VMs. For new and existing application VMs, run
the command odacli modify-vm --enable-numa to enable NUMA for the VM configuration.
You must also enable NUMA for the components inside the VM such as operating system and
application running inside the VM. The command odacli modify-dbsystem --enable-numa iS
only supported on application VMs with even number of CPU cores so that CPU cores can be
evenly distributed to NUMA nodes. In Oracle Database Appliance, one CPUcore is equal to 2
vCPU.

See the topic Patching Oracle Database Appliance Bare Metal Systems Using the Command-
Line for more details about the steps to patch your deployment and enable NUMA.

Related Topics

» Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

» Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

* Remapping CPU Pools in a Bare Metal or KVM Deployment
Use ODACLI commands or the Browser User Interface to remap CPU pools in a bare
metal or KVM deployment.

e odacli modify-vm
Use the odacli modify-vm command to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli remap-cpupools
Use the odacli remap-cpupools command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

* odacli modify-dbsystem
Use the odacli modify-dbsystem command to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli create-cpupool
Use the odacli create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

Minimizing Downtime When Patching Oracle Database

Appliance

ORACLE

Understand best practices to minimize downtime when you apply patches to your Oracle
Database Appliance deployment.

Recommendations for Minimizing Downtime During Patching

* To minimize database patching downtime, it is recommended that you use Oracle RAC or
Oracle RAC One Node on an Oracle Database Appliance high-availability system.
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« If available, use Oracle Data Guard and patch the standby system first. After you patch the
standby system, switch the workload to the standby system, patch the primary system, and
then switch the workload back to the primary system. For more information, see Patching
Oracle Data Guard Databases on Oracle Database Appliance in this guide.

* Always use Oracle Database Appliance Backup and Recovery (ODABR) to back up the
system disks to ensure easy restore, if the patching operation fails. ODABR restores the
system disk to pre-patching state.

* The odacli update-storage command has a --rolling option for storage devices (SSD
and HDD) to minimize patching downtime. There could be other shared storage
component firmware that require a system restart and do not support rolling. Oracle
Database Appliance storage patching can be deferred, but it is not recommended. Note
that the --rolling option cannot be used with the odacli update-storage command on
single-node Oracle Database Appliance systems.

Minimizing Downtime using the --local Option During Patching

To minimize downtime, use the --1ocal option with the odacli update-server and odacli
update-dbhome commands. Update the DCS components and then run the odacli create-
prepatchreport command. There is no downtime during the prepatch process. After analyzing
the prepatch report, use the --1ocal option to continue patching Oracle Database Appliance.

# Note:

Before patching databases, ensure that the server patching operation on both nodes
has completed successfully.

# See Also:

Oracle Database High Availability Overview and Best Practices Guide in the Oracle
Database 19c Documentation Library

About Updating Databases and Database Homes

ORACLE

Understand how to update a database and database home using either the Browser User
Interface or odacli commands.

About Updating Databases and Database Homes

Oracle Database Appliance provides the following options to patch or update databases and
database homes:

« Patch or update each database home. The database home is patched out-of-place.
When patching database home, Oracle Database Appliance automatically provisions a
destination database home if needed, records the source database home, target version,
and destination database home mapping in the metadata repository, and then moves all
databases running in the source database home to the destination database home. Use
the odacli update-dbhome command or the BUI to patch all databases from a single
source database home to a single destination database home. Use this option if there are
no constraints on your system for space usage or for provisioning a new database home.

- Patch or update selected databases in a database home to a specific database
home. You must specify the target database and destination database home when
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patching. You can use the odacli update-database command or the BUI to patch a
specific database to a specific database home or to control when and how many database
homes are provisioned. Using the update-database workflow also provides an option to run
the operation again, if the patching operation failed. The abort and revert options available
with the update-database workflow are not supported when the target database is a single-
instance database.

Before patching the database or database home, upload the Oracle Database clone files for
the database version, to the repository, and then create the database home. See Patching
Oracle Database Appliance Using the CLI for the procedure to update the repository with the
latest Oracle Database clone files.

© Important:

The odacli update-database command that enabled association of a backup
configuration with database was deprecated in Oracle Database Appliance release
19.6. Starting with Oracle Database Appliance release 19.17, the odacli update-
database command enables database patching and is similar to the patching
functionality that the odacli update-dbhome command provides, with a few
differences as described in the Oracle Database Appliance Deployment Guide for
your hardware model.

Before you run the odacli update-dbhome command, you must create the prepatch report for
the database home by running the command odacli create-prepatchreport -d. Similarly,
before you run the odacli update-database command, you must create the prepatch report
either for the source database home or target database by running the command odacli
create-prepatchreport -d Or odacli create-prepatchreport -db respectively. The source
and destination database homes must be consistent in the prepatch report and when
specifying them in the odacli update-database command. If you do not create the prepatch
report before the patch operation, then the odacli update-database and odacli update-
dbhome commands fail with an error message prompting you to run the patching pre-checks.

For more information about the options for the update-dbhome and odacli update-database
commands, see the chapter Oracle Database Appliance Command-Line Interface.

Patching Oracle Database Appliance Bare Metal Systems Using
the Command-Line

ORACLE

Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

To patch your Oracle Database Appliance deployment and your existing database homes to
the current release, you must download the Oracle Database Appliance Server patch, Oracle
Grid Infrastructure clone files, and Oracle Database clone files and update the repository on
the bare metal system.

@ Important:

Oracle recommends always patching from within the previous four Oracle Database
Appliance releases because these patching paths are tested. If you patch from any
earlier Oracle Database Appliance release, then you may encounter errors.
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Note:

Run the steps in this procedure in the same order as documented. Run the odacli
update-dcsadmin, odacli update-dcscomponents, and odacli update-dcsagent
commands before running the odacli update-server command.

Note:

Note that for DCS Agent update to be complete, both the odacli update-
dcscomponents and odacli update-dcsagent commands must be run. Ensure that
both commands are run in the order specified.

Important:

Ensure that there is sufficient space on your appliance to download the patches.

Important:

If you want to install third-party software on your Oracle Database Appliance, then
ensure that the software does not impact the Oracle Database Appliance software.
The version lock on Oracle Database Appliance RPMs displays a warning if the third-
party software tries to override Oracle Database Appliance RPMs. You must restore
the affected RPMs before patching Oracle Database Appliance so that patching
completes successfully.

Important:

If you have configured Oracle ASR and are patching your appliance to Oracle
Database Appliance release 19.23, then after updating the DCS agent, delete the
existing Oracle ASR configuration and reconfigure it, before you run the odacli
update-server command to patch your appliance.

The Oracle Database Appliance Backup Recovery (ODABR) tool helps recover a system to the
pre-patch state, should any potential errors occur during the patching process that may render
the system unusable. Download and install the latest version of the Oracle Database Appliance
Backup Recovery (ODABR) tool to enable creation of snapshots before patching. See My
Oracle Support Note 2466177.1 for the procedure to install ODABR.
https://support.oracle.com/rs?type=doc&id=2466177.1

Follow these steps to apply patches to your Oracle Database Appliance and update existing
database homes.

1.

Download the Oracle Database Appliance Server Patch for the ODACLI/DCS stack (patch
36524605), Oracle Grid Infrastructure clone files (patch 30403673), and Oracle Database
clone files (patch 30403662) from My Oracle Support to a temporary location on an
external client. Refer to the release notes for details about the patch numbers and software
for the latest release.
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For example, download the server patch for 19.23:
p36524605 1923000 Linux-x86-64.zip
Unzip the software — it contains README.html and one or more zip files for the patch.

unzip p35938481 1923000 Linux-x86-64.zip

The zip file contains the following software file:
oda-sm-19.23.0.0.0-date-server.zip

Copy all the software files from the external client to Oracle Database Appliance. For High-
Availability deployments, copy the software files to only one node. The software files are
copied to the other node during the patching process. Use the scp or sftp protocol to copy
the bundle.

Example using scp command:

# scp software file root@oda host:/tmp

Example using sftp command:

# sftp root@oda host

Enter the root password, and copy the files.
put software file
Update the repository with the server software file:

[root@odal opt]l# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
software file

For example, for 19.23:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/oda-
sm-19.23.0.0.0-date-server.zip

Confirm that the repository update is successful:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

Update DCS admin:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.23.0.0.0
Update the DCS components:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-dcscomponents -v
19.23.0.0.0
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The odacli update-dcscomponents command updates the Zookeeper, MySQL, and
updates other DCS components such as the DCS Agent, DCS CLI, and DCS Controller on
Oracle Database Appliance.

If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update by re-running the odacli update-dcscomponents command. See the topic
Resolving Errors When Updating DCS Components During Patching about more
information about DCS components checks errors.

< Note:

Note that for DCS Agent update to be complete, both the odacli update-
dcscomponents and odacli update-dcsagent commands must be run. Ensure
that both commands are run in the order specified in this procedure.

Update the DCS agent:
[root@odal opt]# /opt/oracle/dcs/bin/odacli update-dcsagent -v 19.23.0.0.0

Update the repository with the Oracle Grid Infrastructure clone file and the Oracle
Database clone file:

[root@odal opt]l# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
software file

For example, for 19.23:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.23.0.0.0-date-GI-19.23.0.0.zip
[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.23.0.0.0-date-DB-19.23.0.0.zip

Run patching pre-checks. You must run the odacli create-prepatchreport command
before you patch your server; otherwise, the odacli update-server command fails with
an error message prompting you to run the patching pre-checks. Note that odacli
create-prepatchreport supports the -1 option, which runs the prechecks on the local
node only. However, to be able to patch the system by running the command odacli
update-server, the command odacli create-prepatchreport must be run without the -1
option, so that the prechecks can be performed on both nodes before patching is started
on any of the two nodes.

[root@odal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -s -v
version

For example, for 19.23:

[root@odal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -s -v
19.23.0.0.0

Note that running the odacli create-prepatchreport command creates the target Oracle
Grid Infrastructure home, which the server patching operation uses.
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11. Verify that the patching pre-checks ran successfully:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

[root@odal optl# odacli describe-prepatchreport -i 677d73d2-5eed-46e5-a06f-
d5ca2649d36e

Patch pre-check report

Job ID: 677d73d2-5eed-46e5-a06f-d5ca2649d36e
Description: Patch pre-checks for [0S, ILOM, GI, ORACHKSERVER,

SERVER]
Status: SUCCESS
Created: April 8, 2024 3:37:19 PM CST
Result: All pre-checks succeeded
Node Name
nl

0S
Validate supported versions Success Validated minimum supported versions.
Validate patching tag Success Validated patching tag: 19.23.0.0.0
Is patch location available Success Patch location is available.
Verify OS patch Success Verified OS patch
Validate command execution Success Validated command execution

ILOM

Validate ILOM server reachable Success Successfully connected with ILOM
server using public IP and USB
interconnect

Validate supported versions Success Validated minimum supported versions.

Validate patching tag Success Validated patching tag: 19.23.0.0.0.

Is patch location available Success Patch location is available.

Checking Ilom patch Version Success Successfully verified the versions

Patch location validation Success Successfully validated location

Validate command execution Success Validated command execution

Validate GI metadata Success Successfully validated GI metadata

Validate supported GI versions Success Validated minimum supported

versions.

Validate available space Success Validated free space under /u0l

Is clusterware running Success Clusterware is running

Validate patching tag Success Validated patching tag: 19.23.0.0.0.

Is system provisioned Success Verified system is provisioned

Validate ASM in online Success ASM is online

Validate kernel log level Success Successfully validated the 0S log
level

Validate minimum agent version Success GI patching enabled in current
DCSAGENT version

Validate Central Inventory Success oralnventory validation passed
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Validate patching locks Success Validated patching locks

Validate clones location exist Success Validated clones location
Validate DB start dependencies Success DBs START dependency check passed
Validate DB stop dependencies Success DBs STOP dependency check passed
Validate space for clones Success Clones volume is already created
volume

Evaluate GI patching Success Successfully validated GI patching
Validate command execution Success Validated command execution

_ ORACHK

Running orachk Success Successfully ran Orachk

Validate command execution Success Validated command execution

SERVER
Validate local patching Success Successfully validated server local
patching
Validate command execution Success Validated command execution
Node Name

0S
Validate supported versions Success Validated minimum supported versions.
Validate patching tag Success Validated patching tag: 19.23.0.0.0.
Is patch location available Success Patch location is available.
Verify OS patch Success Verified OS patch
Validate command execution Success Validated command execution

IL.OM

Validate ILOM server reachable Success Successfully connected with ILOM
server using public IP and USB
interconnect

Validate supported versions Success Validated minimum supported versions.

Validate patching tag Success Validated patching tag: 19.23.0.0.0.

Is patch location available Success Patch location is available.

Checking Ilom patch Version Success Successfully verified the versions

Patch location validation Success Successfully validated location

Validate