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Preface

Oracle Database Appliance is an optimized, prebuilt database system that is easy to deploy,
operate, and manage. By integrating hardware and software, Oracle Database Appliance
eliminates the complexities of nonintegrated, manually assembled solutions. Oracle Database
Appliance reduces the installation and software deployment times from weeks or months to
just a few hours while preventing configuration and setup errors that often result in suboptimal,
hard-to-manage database environments.

e Audience
e Documentation Accessibility
e Related Documents

e Conventions

Audience

This guide is intended for anyone who configures, maintains, or uses Oracle Database
Appliance:

e System administrators

*  Network administrators

» Database administrators

* Application administrators and users

This book does not include information about Oracle Database architecture, tools,
management, or application development that is covered in the main body of Oracle
Documentation, unless the information provided is specific to Oracle Database Appliance.
Users of Oracle Database Appliance software are expected to have the same skills as users of
any other Linux-based Oracle Database installations.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Related Documents

For more information about Oracle Database Appliance, go to http://www.oracle.com/
goto/oda/docs and click the appropriate release.
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For more information about using Oracle Database, go to http://docs.oracle.com/
database/ and select the database release from the menu.

For more information about Oracle Integrated Lights Out Manager 3.2, see https://
docs.oracle.com/cd/E37444 01/.

For more details about other Oracle products that are mentioned in Oracle Database Appliance
documentation, see the Oracle Documentation home page at http://docs.oracle.com.

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action or terms defined in the text.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.

# prompt The pound (#) prompt indicates a command that is run as the root user.

XX
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Oracle Database Appliance Checklists

Use these checklists to ensure you have completed the tasks required for setting up,
deploying, and patching Oracle Database Appliance.

e Checklist for System Requirements
Before you begin the deployment, ensure that you have the system information described
in this checklist ready. This checklist applies to baremetal and virtualized platform

deployments.

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

e Checklist for Custom Network Address Configuration
Use the checkilist to identify the IP addresses required for Oracle Database Appliance.

Checklist for System Requirements

Before you begin the deployment, ensure that you have the system information described in
this checklist ready. This checklist applies to baremetal and virtualized platform deployments.

Table 1-1 Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required

Comments

Host Name

Domain Name

Region

Timezone

ORACLE

The name for the Oracle

Use this space to note the values

Database Appliance System. The for your appliance.
name must conform with the RFC 55t Name:

952 standard, which allows
alphanumeric characters and
hyphens ( - ), but does not allow
underscores ( _ ). The name
should not begin with a numeral
or hyphen and should not end in
a hyphen. Oracle recommends
that you use all lowercase
characters for the host name.

Your domain name.
For example: example.com

The region where you plan to
operate the Oracle Database
Appliance system.

The time zone where you plan to
operate the Oracle Database
Appliance system.

Domain Name:

Region:

Timezone:
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance
. _________________________________________________________________________________|
Component Information Required Comments

Diskgroup Redundancy Determine the redundancy level  Use this space to note the values

for DATA, RECO, and FLASH: for your appliance.

If there are up to two disks, then
you can select the disk group
redundancy as Normal or Flex. If
there are more than two disk
drives, then you can select the
redundancy as Normal (two way
mirror), High (three way mirror),
or Flex. If you select High
redundancy, then DATA, RECO,
and FLASH are all High
Redundancy.

Number of Enabled CPU Cores  Based on your capacity-on- Use this space to note the values
demand (CoD) license, this value for your appliance.
specifies the number of enabled

CPU cores
Backup Determine the backup location. Backup location:

For external backup, you need an

NFS device.
Percentage of Storage Reserved Determine the amount of Use this space to note the values
for Data reserves for DATA storage. The  for your appliance.

percentage must be a whole
number between 10 and 90, and
determines how the disks are
partitioned between DATA and
RECO. For example, if you
specify 80, then 80% of storage is
reserved for DATA and the
remaining 20% is for RECO.

System Password The password set for the root You must provide a system
user of the system, operating password when you deploy your
system users, database users, appliance.

and pdbadmin. The password is
also used to set the database
SYS and SYSTEM passwords.
Ensure that the password you
provide is in compliance with
common security practices.

DNS Server (Optional) DNS server details. If  DNS Server details:
configuring DNS, a minimum of
one DNS Server IP is required.

NTP Server (Optional) Network Time Protocol NTP Server details:
(NTP) server details.
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required Comments

Network Information for the client
access network

Network Information for the
Oracle Integrated Lights Out
Manager (ILOM) network

ORACLE

Obtain the following network
information:

Use this space to note the values

for your appliance.

*  Node 0 Name: such as
example0

*  Node 0 Public IP Address

*  Node 1 Name (For HA
Models): such as examplel

*  Node 1 Public IP Address
(For HA Models)

e Node 0 Virtual IP Name (For
HA Models): for example,
exampleO-vip

*  Node 0 Public Virtual IP
Address (For HA Models)

e Node 1 Virtual IP Name (For
HA Models): for example,
examplel-vip

*  Node 1 Public Virtual IP
Address (For HA Models)

*  SCAN Name (For HA
Models): for example,
example-scan

e SCAN IP Addresses: Two
SCAN IP addresses are
required

*  Netmask

*  Gateway IP

The Public and private network

must not be in same subnet, they

must be in non-related separate
subnet.

Obtain the following ILOM

network information:

e ILOM host name

. ILOM IP address

e Subnet mask

*  Gateway IP

e ILOM Password: default is
changeme.

For HA systems, ensure that you

have the information to configure

two ILOM networks.

Use this space to note the values
for your appliance.
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance
. _________________________________________________________________________________|
Component Information Required Comments

User and group information Determine how you want to Use this space to note the values

configure your users and groups  for your appliance.
and whether or not you want to
allow operating system role
separation. The default is two
users with six groups.
Operating System Role
Separation: Yes/No
Customization of Users and
Groups: Yes/No

Groups and IDs:

e Grid Infrastructure User

e Grid Infrastructure User ID
»  Database User

» Database User ID

e Install Group

e Install Group ID

»  DBA Operating System
Group

*  DBA Operating System
Group ID

ASM Admin Group

e ASM Admin Group ID

e ASM Operating System
Group

*  ASM Operating System
Group ID

e ASM DBA Group

e ASM DBA Group ID
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

Component

Information Required Comments

Initial Database Details (if you
want to create one during
deployment)

(Optional) If you choose to create Use this space to note the values
an initial database during for your appliance.
deployment, determine the
following configuration details:

* Database name

»  Database unique name

»  Database version (based on
the database clones that are
registered with the Oracle
Database Appliance)

*  Determine the Oracle
Database edition licensing
that you have, either
Enterprise Edition or
Standard Edition. You cannot
mix editions.

- Database deployment,
whether Oracle RAC or
single-instance database

e CDB (Container Database):
Yes or No

. PDB name

*  Shape (for example, odb1,
odb2, and so on)

»  Database Class: Enterprise
Edition, OLTP, DSS, or IMDB.
Standard Edition OLTP only.

e Data files on Flash storage:
Yes/No

»  Database file size

» Database characterset

*  National characterset

e Database language

e Storage (Oracle ASM or
Oracle ACFS).

»  Database redundancy

»  Configure Oracle Enterprise
Manager console. If you are
using Enterprise Manager
Cloud Control with this
appliance, do not choose this
option.

»  Password for the database

The DB Name and DB Unique

name can contain alphanumeric

characters and must start with an
alphabet. It can contain
underscores ( _ ), but cannot
contain characters such as "!

@%N&*()+=\\ ~[{]};:\" <>/
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Table 1-1 (Cont.) Checklist for System Configuration Information for Oracle Database

Appliance

. _________________________________________________________________________________|

Component Information Required Comments

Oracle Auto Service Request (Optional) Do you want to Oracle Auto Service Request

(Oracle ASR) information configure and enable Oracle ASR (Oracle ASR) information for your
at deployment or later? If appliance

required, then ensure that you
have the following information.
* ASR Type

* ASR User Name

*  ASR Password

*  SNMP Version

*  Proxy Server Name
*  Proxy Port

*  Proxy User Name

e Proxy Password

Deployment Checklist for Oracle Database Appliance Bare Metal

Systems

This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Table 1-2 Deployment Checklist for Bare Metal Systems

Component

Tasks

Register your hardware
Support Identifier (SI)

Plug in the Appliance

Configure Oracle Integrated
Lights Out Manager (Oracle
ILOM) on Node0 and Nodel

ORACLE

Add your hardware Support Identifier (SI) to your My Oracle Support
account profile. Your hardware Sl is supplied when you purchase
Oracle Database Appliance. If you acquire new software licenses, then
you must also register your new software Sls. The Sl registration
process can take up to 24 hours to complete.

Plug in all the cables including the power cords, and then wait for
the SP OK light to become solid green. Do not power up yet.

If there is no video port available on your Oracle Database
Appliance hardware model, then use the Server Management
Serial Port to connect to a laptop, or determine the DHCP address
assigned to it. Note: Serial port must be set to 115200, so make
sure the baud rate speed matches.

Before you configure Oracle ILOM:

Connect an Ethernet cable from the NET MGT port to your site's
management network. The NET MGT port is a 1 GbE port for
Oracle ILOM and by default, is configured for DHCP.

Obtain the Oracle ILOM host name and IP address, the netmask,
and the gateway addresses from the DHCP server.

Have a new password ready to replace the default Oracle ILOM
password

Log into the Oracle ILOM console and follow the procedure in the topic
Configuring Oracle Integrated Lights Out Manager.
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Table 1-2 (Cont.) Deployment Checklist for Bare Metal Systems

Component Tasks
Power ON *  Power on each node and log in as root user with welcomel
password.
e Verify cabling: # /opt/oracle/dcs/bin/odacli validate-
storagetopology

e Verify interconnect networking. Run the commands # ethtool
plpl and # ethtool plp2.

Follow the steps described in the topic Verifying Cabling and Network
Connections.

Plumb the network Ensure that you have recorded the IP address and netmask address.

Set up a temporary network connection to Oracle Database Appliance.
Use the command odacli configure-firstnet on NodeO, for both
single- and multi-node systems.

Log into the Oracle ILOM console and follow the procedure in the topic
Plumbing the Network.

Download Oracle Database Log into My Oracle Support and download the software files for

Appliance Software deployment. Refer to the Oracle Database Appliance Release Notes for
the latest software.

Install Oracle Database Upload the zip files to a temporary location on Oracle Database

Appliance Appliance and then update the repository and install the software.

Follow the steps and run the commands described in the topic Installing
Oracle Database Appliance Software.
Create Appliance *  Set the Browser User Interface password for the oda-admin user.

»  Log into the Browser User Interface and configure system,
network, and users and groups.

Ensure that you have the information mentioned in Checklist for
System Requirements available to you.
Follow the steps described in the topic Creating an Appliance.
Perform postinstallation tasks ~ Configure CPU core count.

Change the passwords for Browser User Interface, Oracle users and
groups, and Oracle ILOM.

Follow the steps described in the chapter Oracle Database Appliance
Postinstallation Tasks.

Cleanup Deployments If your deployment failed for some reason, then run the cleanup script
and redeploy the appliance.

For steps to run the cleanup script, see the topic Uninstalling Oracle
Database Appliance Components.

Related Topics

*  Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections are set
up correctly.

e Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

e Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.
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e Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

e Oracle Database Appliance Postinstallation Tasks
Complete these administrative tasks after you have deployed software, but before the
system is operational.

* Uninstalling Oracle Database Appliance Components
Use the Oracle Database Appliance cleanup deploy utility, /opt/oracle/oak/onecmd/
cleanup.pl to uninstall Oracle Database Appliance components.

Checklist for Custom Network Address Configuration

Use the checkilist to identify the IP addresses required for Oracle Database Appliance.

# Note:

Oracle does not recommend changing the default Host Private Address. You cannot
change the private network after deploying the appliance.

Table 1-3 Default IP Address Requirements for Oracle Database Appliance
]

Type of IP IP Address Default Values Your Values As Applicable

Client Access Network No default No default

Additional Network No default No default

Oracle Integrated Lights Out No default No default

Manager (ILOM)

Host Private Addresses InfiniBand has bonded Not applicable: the private addresses are
interface ibbond0 . The defined before deployment and should

system configures icbond0 on not be changed
non-InfiniBand High-Availability

systems. The subnets

192.168.16.0/24 and

192.168.17.0/24 are

configured.

ORACLE 18



Introduction to Oracle Database Appliance

Oracle Database Appliance saves time and money by simplifying deployment, maintenance,
and support of database solutions for organizations of every size. Oracle Database Appliance
hardware models are optimized to run Oracle Database Standard Edition and Enterprise

Edition.

e About Oracle Database Appliance

Understand Oracle Database Appliance hardware models, deployment plans, and

database options.

e Oracle Database Appliance Software Terminology
Understand the software patches available for Oracle Database Appliance.

»  About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, jobs, CPU pools,compute instances, and database

systems.

About Oracle Database Appliance

Understand Oracle Database Appliance hardware models, deployment plans, and database

ORACLE

options.

About Oracle Database Appliance Hardware Models

Choose the Oracle Database Appliance hardware model that suits your business needs.

Oracle Database Appliance Hardware Model Deployment Use Case

Oracle Database Appliance X11-S, X11-L, X11-HA -

Oracle Database Appliance X10-S, X10-L, X10-HA

Oracle Database Appliance X11-S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X11-L is a large
configuration designed for larger databases.
Oracle Database Appliance X11-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X10-S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X10-L is a large
configuration designed for larger databases.
Oracle Database Appliance X10-HA is a large
configuration designed for larger databases
and high-availability.
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Oracle Database Appliance Hardware Model

Deployment Use Case

Oracle Database Appliance X9-2S, X9-2L, X9-2-
HA

Oracle Database Appliance X8-2S, X8-2M, X8-2-
HA

Oracle Database Appliance X7-2S, X7-2M, X7-2-
HA

Oracle Database Appliance X6-2S, X6-2M, X6-2L

Oracle Database Appliance X6-2-HA

Oracle Database Appliance X5-2

Oracle Database Appliance X9-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X9-2L is a large
configuration designed for larger databases.
Oracle Database Appliance X9-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X8-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X8-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X8-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X7-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X7-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X7-2-HA is a large
configuration designed for larger databases
and high-availability.

Oracle Database Appliance X6-2S is a small
configuration designed for smaller or entry-
level deployments.

Oracle Database Appliance X6-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X6-2L is a large
configuration designed for larger databases.

Highly-available two-node Oracle RAC clusters that
can support both Oracle RAC and single-instance
databases.

Highly-available two-node Oracle RAC clusters that
can support both Oracle RAC and single-instance
databases.

You cannot expand or reconfigure Oracle Database Appliance to a different configuration. For
example, you cannot expand Oracle Database Appliance X7-S to Oracle Database Appliance
X7-2M. For Oracle Database Appliance hardware configuration details, see the Oracle

Database Appliance Owner's Guide.

About Oracle Database Appliance Deployment Plans

Oracle Database Appliance X8-2S and X8-2M are single node systems that you deploy as a

bare metal platform.

Oracle Database Appliance X8-2-HA is a two-node system with the option to deploy as a bare

metal platform or a virtualized platform.
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Oracle Database Appliance X7-2S and X7-2M are single node systems that you deploy as a
bare metal platform.

Oracle Database Appliance X7-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X6-2S, X6-2M, X6-2L are single node systems that you deploy as
a bare metal platform.

Oracle Database Appliance X6-2-HA is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

Oracle Database Appliance X5-2 is a two-node system with the option to deploy as a bare
metal platform or a virtualized platform.

About Database Deployment Options for Oracle Database Appliance

The following Oracle Database editions are available:

Database Edition Supported Releases
Oracle Database Enterprise Edition Oracle Database release 19c, 18c, 12.2.0.1, and
12.1.0.2
Oracle Database Standard Edition 2 Oracle Database release 19c, 18¢, 12.2.0.1, and
12.1.0.2
# Note:

It is important to understand your Oracle Database licensing before you create
databases. You cannot provision Oracle Database Enterprise Edition and Standard
Edition databases in the same bare metal platform, or the same ODA_BASE
virtualized deployment, subject to Oracle Database licensing requirements. Review
the Oracle Database Licensing Information User Manual for the Oracle Database
release to review supported options and products.

Oracle Database Appliance Software Terminology

Understand the software patches available for Oracle Database Appliance.

The table describes the Oracle Database Appliance patches that are available for download
and the purpose of the patch.

< Note:

Some hardware models may not use the patches listed in the table.

Table 2-1 Software for Oracle Database Appliance
C________________________________________________________________________________ |

Patch

Description

Oracle Database Appliance patch Use the patch bundle to update to the latest release after Oracle Database Appliance
bundle (quarterly patch release) is deployed. The patch updates the Oracle Database Appliance server, storage, and

database components.

ORACLE
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Table 2-1 (Cont.) Software for Oracle Database Appliance

Patch Description
Oracle Database Appliance Grid Use to perform an initial deployment of Oracle Database Appliance and also to patch
Infrastructure/Database Clone your deployment to the latest release.

The bundle contains the latest Grid Infrastructure and Database components, Oracle
Database Appliance Manager software, Oracle Linux and hardware drivers for
deployment on an Oracle Database Appliance that is shipped from factory state.

If you reimage Oracle Database Appliance with the Bare Metal ISO Image, download
the Grid Infrastructure/Database Clone patch to deploy Oracle Database Appliance.

Oracle Database Clone

Use the Database Software Clone files to get the latest Database clone binaries for
Oracle Database releases 19c, 12.2.0.1, and 12.1.0.2. The RDBMS clone files are
needed to create Oracle databases and database homes.

Bare Metal ISO Image

Use to reimage the appliance and reset the system back to the factory configuration.

4

Note:

See the Oracle Database Appliance Release Notes for the patch numbers and
download locations and the component versions available in the patch bundle.

Note:

Starting with Oracle Database 18c, Oracle provides quarterly updates in the form of
Release Updates (Updates) and Release Update Revisions (Revisions). Oracle no
longer releases patch sets. For more information, see My Oracle Support Note
2285040.1.

Oracle Database releases are of type version and version full releases. The
version release is designated in the form major release version.0.0.0.0. The major
release version is based on the last two digits of the year in which an Oracle
Database version is released for the first time. The version full release is an
update of a version release and is designated based on the major release version,
the quarterly release update version (Update), and the quarterly release update
revision version (Revision).

Prior to Oracle Database release 18c, changing the first or second digit in the release
number was an upgrade, and changing the fourth digit indicated an update. With 18c
and later releases, changing the first digit is an upgrade, and changing the second
indicates an update.

About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, jobs, CPU pools,compute instances, and database systems.

The Browser User Interface provides a user-friendly interface to quickly view and perform
many of the tasks needed to deploy, patch, and manage your bare metal system. The Oracle
Database Appliance Deployment and User's Guide for your hardware model describes how to

ORACLE
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use the Browser User Interface to perform many of the tasks related to deployment, patching,
and management of your appliance.

Use the links in the side navigation to view and manage the following:
* Appliance
— Appliance information
—  System information
— Disk group information including storage utilization such as free and used space
— Information about all databases that use a storage disk group
— All the patches and hardware and software components installed on the appliance
— List of RPMs and RPM Drift information
— Oracle ASM port
*  Network
— View network details
— Create, update, and delete networks
— View interface details
* Oracle ASR
— View Oracle Auto Service Request (Oracle ASR) configuration details
— Configure, modify, test, and delete Oracle ASR
* Repository Manager
— Update the patch repository with Oracle Database Appliance patches
— View component details of the patch and versions that are installed on the appliance

— View component details of the patch and versions that are available, but not yet
installed, on the appliance

— Run patch prechecks before applying the patch
— Update the server and storage components
* Compute Instances
— Create KVM deployment on Oracle Database Appliance
— Create view, modify, and, delete virtual storage, virtul network, and virtual disks
— Create view, modify, and, delete, start, and stop virtual machines
« DB Systems
— Create DB System
— List and describe DB System
— Modify, delete, start, and stop DB System
* CPU Pools
— Create view, modify, and, delete CPU pool for bare metal and KVM deployments

Use the links in the top navigation to view and manage the following:

 Database

— Create a database
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View database details

Apply a backup policy for the database
Create a manual backup

Recover a database from a backup

View and update the database backup schedule and update the archive log backup
schedule for the database

Modify associated networks, database shape and class, and the associated backup
policy for a database

Create, update, and delete backup policies

Create, update, and delete database homes

Create and delete database backup

Clone a database from a database backup or an Oracle ACFS database shapshot
Patch database homes

Move databases from one Oracle home to another

e Credential Store

Create Object Store Credentials for backup and recovery

View the details for Object Store Credentials, including the endpoint URL, user name,
and tenant

Update and delete Object Store Credentials

Configure Oracle Key Vault Server

*  Monitoring

View the status of hardware, storage, memory, cooling, networking, and power

View monitoring information for each node, in the case of High-Availability
deployments

View system health status and drilldown to details of incidents

Click the hardware image to view details

e Security

View audit records and create and view database security assessment reports

e Activity

View a list of jobs, details, and status

Click a job description to view job details

Expand Resources in the upper right corner of the Browser User Interface to perform the
following tasks:

e There are links to access the Oracle Database Appliance blogs, FAQs, and
Documentation.

e Click About to view the Oracle Database Appliance release that is installed on the
appliance.

Expand Account in the upper right corner of the Browser User Interface to perform the
following tasks:

ORACLE
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e Click ILOM Setting to change the root password. To enable first-time login and access to
Oracle ILOM, a default Administrator (root) account and its password are provided with the
system.

« Click Change Password to change the oda-admin password.

e Click Sign Out to sign out of the Browser User Interface. If you do not sign out, the system
automatically signs you out after a period of inactivity. A warning will appear 2 minutes
before the session expires.

Doc Search

You can access the Oracle Database Appliance documentation set from the Browser User
Interface. There is a search box at the top right hand corner on the BUI. Search results are
links to documentation pages shown as a new window in the BUI. When you click the Help
button, links from the documentation relevant to the context of the tab are displayed.

Along with the search results from the Oracle Database Appliance documentation pages, BUI
also provides relevant Frequently Asked Questions (FAQs) for the search query. Additionally,
you can also search on DCS error codes such as DCS-10001, DCS-10032, and so on in the
search box and get the links to documentation pages contains these error codes. When you
specify the search query, relevant documentation links, FAQs and DCS error codes links are
displayed under separate sections in a new window in the BUI.

For the latest updates to the documentation for a release, see the online Oracle Database
Appliance documentation library at https://docs.oracle.com/en/engineered-systems/oracle-
database-appliance/index.html.
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Readying Oracle Database Appliance for
Deployment

Before deploying Oracle Database Appliance, perform these setup tasks.

» Attaching Storage Cables to Oracle Database Appliance X10-HA
Connect the storage cables for Oracle Database Appliance X10-HA.

e Attaching Network Cables to Oracle Database Appliance X10-HA
Connect Oracle Database Appliance X10-HA to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

* Attaching Network Cables to Oracle Database Appliance X10-S or X10-L
Connect Oracle Database Appliance X10-S or X10-L to either a 10GBase-T (copper) or
25GbE SFP28 (fiber) network.

« Attaching Power Cords and Initializing Components
Attach power cords for Oracle Database Appliance.

e Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

* Powering On Oracle Database Appliance the First Time
Use this procedure the first time you power on Oracle Database Appliance.

Attaching Storage Cables to Oracle Database Appliance X10-HA

ORACLE

Connect the storage cables for Oracle Database Appliance X10-HA.

Cabling the Storage for Oracle Database Appliance X10-HA

Connect the storage cables for Oracle Database Appliance 10-HA.

3-1



Chapter 3

Attaching Storage Cables to Oracle Database Appliance X10-HA

Table 3-1 Storage Cabling for Oracle Database Appliance X10-HA

Callout Purpose

Numbe

r

Start - Compute Node0 End - Compute Nodel

1

Connect green SFP28
cable (Interconnect Port
25GbE)

Connect yellow SFP28
cable

(Interconnect Port
25GbE)

Connect dark blue SAS
cable

Connect light blue SAS
cable

Connect dark red SAS
cable

Connect light red SAS
cable

Connect into green port
(PORT 2) in PCle slot 1

Connect into yellow port
(PORT 1) in PCle slot 1

Connect into dark blue
port (SAS0) in PCle slot
2 in NodeO

Connect into light blue
port (SAS1) in PCle slot
9 in NodeO

Connect into dark red
port (SAS1) in PCle slot
2 in Nodel

Connect into light red
port (SAS0) in PCle slot
9 in Nodel

Connect into green port (PORT 2) in
PCle slot 1

Connect into yellow port (PORT 1) in
PCle slot 1
Connect into dark blue port in top 10

Module (PORT 0)

Connect into light blue port in bottom 10
Module (PORT 0)

Connect into dark red port in top 10
Module (PORT 1)

Connect into light red port in bottom 10
Module (PORT 1)

ORACLE
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Cabling the Storage Expansion Shelf
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Table 3-2 Cabling the Storage Expansion Shelf for Oracle Database Appliance X10-HA

Callout Number

Purpose

Start - Compute Nodes

End - Expansion Shelf

7

10

Connect dark blue SAS
cable

Connect light blue SAS
cable

Connect dark red SAS
cable

Connect light red SAS
cable

Connect into dark blue
port (SAS0) in PCle slot
2 in Nodel

Connect into light blue
port (SAS1) in PCle slot
9in Nodel

Connect into dark red
port (SAS1) in PCle slot
2 in NodeO

Connect into light red
port (SAS0) in PCle slot
9 in NodeO

Connect into dark blue
port in top 10 Module
(PORT 0)

Connect into light blue
port in bottom 10 Module
(PORT 0)

Connect into dark red
port in top 1O Module
(PORT 1)

Connect into light red
port in bottom 10 Module
(PORT 1)

ORACLE"
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Attaching Network Cables to Oracle Database Appliance X10-HA

Connect Oracle Database Appliance X10-HA to either a 10GBase-T (copper) or 25GbE SFP28

ORACLE

(fiber) network.

The SFP28 ports support 10Gb and 25Gb fibre and twinaxial cable (twinax), depending on the
SFP modules used in these ports. For 10GBase-T public networking, use the Cat-6 network
cables. To use the SFP28 ports, use the correct transceivers and cables to meet your switch
bandwidth. The following sections show the cabling options for 10GBase and 25GbE SFP28

(fiber) network ports.

Connecting the Fiber and Copper Network Cables for Oracle Database Appliance X10-

HA

Node

=

=

16 17 18 19 20
Table 3-3 Network Ports and Power Cabling
Callout Description
1 Power Supply (PS) 1 with fan module
2 Power Supply (PS) 1 status indicators: Service
Required LED: amber, AC OK LED: green
3 Power Supply (PS) 0 with fan module
4 Power Supply (PS) 0 status indicators: Service
Required LED: amber, AC OK LED: green
5 Not used
6 PCle card slot 1: Oracle Dual Port 25Gb Ethernet
Adapter which provides two ports for a private
cluster interconnect between server nodes
7 PCle card slot 2: provides two SAS3 connectors
used to connect the servers to the storage shelf
and the storage expansion shelf
8 PCle card slot 3: filler panel
9 PCle card slot 4: filler panel, or 2nd optional Oracle
Dual Port 25Ghb Ethernet Adapter or Oracle Quad
Port 10GBase-T Adapter
10 PCle card slot 5: 1st Oracle Dual Port 25Gb
Ethernet Adapter or Oracle Quad Port 10GBase-T
Adapter
11 PCle card slot 6: filler panel
12 PCle card slot 7: filler panel
13 PCle card slot 8: filler panel, or 3rd optional Oracle

Dual Port 25Gb Ethernet Adapter or Oracle Quad
Port 10GBase-T Adapter
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Table 3-3 (Cont.) Network Ports and Power Cabling

- __________________________|
Callout Description

14 PCle card slot 9: provides two SAS3 connectors
used to connect the servers to the storage shelf
and the storage expansion shelf

15 Locate LED (white)

16 100/1000Base-T network interface port with RJ-45
connector: NET O

17 NET MGT port: 10/100/1000Base-T network

interface port with RJ-45 connector used to
connect to the Oracle ILOM service processor

18 USB 3.1 connector

19 System status indicators: Service Required LED
(amber), Power/OK LED (green)

20 SER MGT port: RJ-45 serial port used to connect

to the Oracle ILOM service processor

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR) SFP
transceivers for each of the network ports, and then plug in the appropriate optical cable.
Currently, Oracle sells both the SR and LR SFP transceivers. In addition to these transceivers,
you must purchase the appropriate LC-LC terminated fiber optic cables from a third-party
vendor.

Table 3-4 Transceivers for the SFP Ports - 10Gb/1Gb
]

Name ATO Part Number x-option Part Number
SFP+ 10GBase-SR (Short Range 2129a X2129A-N
Transceiver)

SFP+ 10GBase-LR (Long Range 5562a-z X5562A-Z
Transceiver)

Table 3-5 Transceivers for the SFP Ports - 25Gb
]

Name ATO Part Number x-option Part Number
Oracle 10/25 GbE Dual Rate 7604269 7604270

SFP28 Short Range (SR)

Transceiver

SFP28 25GBase-LR (Short 7118017 7118019

Range Transceiver)

SFP28 25GBase-LR (Long 7118020 7118021

Range Transceiver)

Copper Cables

You can purchase the following copper cables from Oracle. These cables have built-in SFP
connectors.
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Table 3-6 Networking Cables for the SFP Ports - 10Gb/1Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper  1m 7105137 X2130A-1M-N

cable: 1 meter

TwinAx passive copper  2m 7105139 7105148

cable: 2 meter

TwinAx passive copper  3m 7105140 X2130A-3M-N

cable: 3 meter

TwinAx passive copper  5m 7105141 X2130A-5M-N

cable: 5 meter

Table 3-7 Networking Cables for the SFP Ports - 25Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper  1m 7118359 7118367

cable: 1 meter

TwinAx passive copper  2m 7118360 7118368

cable: 2 meter

TwinAx passive copper  3m 7118361 7118369

cable: 3 meter

TwinAx passive copper 5m 7118362 7118370

cable: 5 meter

Attaching Network Cables to Oracle Database Appliance X10-S
or X10-L

Connect Oracle Database Appliance X10-S or X10-L to either a 10GBase-T (copper) or 25GbE
SFP28 (fiber) network.

The SFP28 ports support 10Gb and 25Gb fibre and twinaxial cable (twinax), depending on the
SFP modules used in these ports. For 10GBase-T public networking ports that have RJ-45
connectors, use Cat-6 network cables. To use the SFP28 ports, use the correct transceivers
and cables to meet your switch bandwidth. The following sections show the cabling options for
10GBase and 25GbE SFP28 (fiber) network ports.

Connecting Network Cables for Oracle Database Appliance X10-S or X10-L

Connect the Fiber and Copper Network Cables for Oracle Database Appliance X10-S or X10-L

|

1

Node —

ORACLE 26
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Chapter 3

Attaching Network Cables to Oracle Database Appliance X10-S or X10-L

Callout

Description

1

Power Supply (PS) 1 with fan module

2

Power Supply (PS) 1 status indicators: Service
Required LED: amber, AC OK LED: green

Power Supply (PS) 0 with fan module

Power Supply (PS) 0 status indicators: Service
Required LED: amber, AC OK LED: green

Not used

PCle card slot 1:

»  Oracle Database Appliance X10-S: filler panel

»  Oracle Database Appliance X10-L: filler panel,
or 4th optional Oracle Flash Accelerator 680
PCle Card

PCle card slot 2:

*  Oracle Database Appliance X10-S: filler panel

*  Oracle Database Appliance X10-L: filler panel,
or 1st optional Oracle Flash Accelerator 680
PCle Card

PCle card slot 3:

*  Oracle Database Appliance X10-S: filler panel

*  Oracle Database Appliance X10-L: filler panel,
or 2nd optional Oracle Flash Accelerator 680
PCle Card

PCle card slot 4:

e Oracle Database Appliance X10-S: filler panel

*  Oracle Database Appliance X10-L: filler panel,
or 2nd optional Oracle Flash Accelerator 680
PCle Card

10

PCle card slot 5: 1st Oracle Dual Port 25Gb
Ethernet Adapter or Oracle Quad Port 10GBase-T
Adapter

11

PCle card slot 6: Oracle Retimer PCle Card

12

PCle card slot 7: filler panel

13

PCle card slot 8: filler panel, or 3rd optional Oracle
Dual Port 25Gb Ethernet Adapter or Oracle Quad
Port 10GBase-T Adapter

14

PCle card slot 9:

*  Oracle Database Appliance X10-S: filler panel,
or 2nd optional Oracle Dual Port 25Gb
Ethernet Adapter or Oracle Quad Port
10GBase-T Adapter

*  Oracle Database Appliance X10-L: filler panel,
or 3rd optional Oracle Flash Accelerator 680
PCle Card

15

Locate LED (white)

16

100/1000Base-T network interface port with RJ-45
connector: NET O

17

NET MGT port: 10/100/1000Base-T network
interface port with RJ-45 connector used to
connect to the Oracle ILOM service processor

18

USB 3.1 connector

ORACLE
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Table 3-8 (Cont.) Network Ports and Power Cabling
|

Callout Description

19 System status indicators: Service Required LED
(amber), Power/OK LED (green)

20 SER MGT port: RJ-45 serial port used to connect
to the Oracle ILOM service processor

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR) SFP
transceivers for each of the network ports, and then plug in the appropriate optical cable.
Currently, Oracle sells both the SR and LR SFP transceivers. In addition to these transceivers,
you must purchase the appropriate LC-LC terminated fiber optic cables from a third-party
vendor.

Table 3-9 Transceivers for the SFP Ports - 10Gb/1Gb
]

Name ATO Part Number x-option Part Number
SFP+ 10GBase-SR (Short Range 2129a X2129A-N
Transceiver)

SFP+ 10GBase-LR (Long Range 5562a-z X5562A-Z
Transceiver)

Table 3-10 Transceivers for the SFP Ports - 25Gb
]

Name ATO Part Number x-option Part Number
Oracle 10/25 GbE Dual Rate 7604269 7604270

SFP28 Short Range (SR)

Transceiver

SFP28 25GBase-LR (Short 7118017 7118019

Range Transceiver)

SFP28 25GBase-LR (Long 7118020 7118021

Range Transceiver)

Copper Cables
You can purchase the following copper cables from Oracle. These cables have built-in SFP
connectors:

Table 3-11 Networking Cables for the SFP Ports - 10Gb/1Gb
]

Name Length ATO Part Number x-option Part Number
TwinAx passive copper 1m 7105137 X2130A-1M-N

cable: 1 meter

TwinAx passive copper 2m 7105139 7105148

cable: 2 meter

TwinAx passive copper 3m 7105140 X2130A-3M-N

cable: 3 meter
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Table 3-11 (Cont.) Networking Cables for the SFP Ports - 10Gb/1Gb

_______________________________________________________________________________|
Name Length ATO Part Number x-option Part Number

TwinAx passive copper 5m 7105141 X2130A-5M-N
cable: 5 meter

Table 3-12 Networking Cables for the SFP Ports - 25Gb

Name Length ATO Part Number x-option Part Number
TwinAx passive copper 1m 7118359 7118367

cable: 1 meter

TwinAx passive copper  2m 7118360 7118368

cable: 2 meter

TwinAx passive copper  3m 7118361 7118369

cable: 3 meter

TwinAx passive copper  5m 7118362 7118370

cable: 5 meter

Attaching Power Cords and Initializing Components

Attach power cords for Oracle Database Appliance.

Caution:

Before plugging in the power cords, ensure that the electrical outlets providing the
power are grounded.

If you use only a single AC circuit, then connect both power cords for each component to that
circuit. If you want to maintain N+1 power supply redundancy, then use two separate AC
circuits. Connect one power cord from each AC circuit into each component.

For more information about cabling with the supplied Cable Management Arm, refer to Oracle
Database Appliance Owner’s Guide.

Configuring Oracle Integrated Lights Out Manager

ORACLE

Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle Database
Appliance independent of the operating system.

Deploying a new Oracle Database Appliance requires a direct connection to the system to
configure the Oracle Integrated Lights Out Manager (ILOM) and the first network. If you use
the serial port, ensure that the baud rate speeds match. After the first public network interface
is configured, you can perform the remaining deployment steps on the Oracle Database
Appliance system or from a remote system.

Configuring Oracle ILOM Using IP Address Assighed by DHCP

Ensure that the ILOM NIC is enabled and that ipv4 is enabled.
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Using a client system's browser, enter the IP address or host name assigned by DHCP into
the browser address field and press Enter. For example, https://129.XXX.XX.XX.

At the login page, enter the default user name, root and the default password, changemne.

The Oracle ILOM web interface is displayed.

Configuring Oracle ILOM Using Static IP Address

1.

Using a client system, establish a secure shell (SSH) connection by entering the following
on the command line:

ssh -1 root sp ip address
where sp ip address is the IP address assigned by DHCP.
Enter the default user name, root, and the default password, changeme.

The Oracle ILOM CLI prompt appears. Change the default password to a secure password
of your choice.

Set the working directory.
cd /SP/network
Specify a static Ethernet configuration as follows:

set pendingipaddress=xxx.XxXX.XX.XX
set pendingipnetmask=yyy.yyy.yyy.y
set pendingipgateway=zzz.zzz.22.222
set commitpending=true

set state=enabled

XXX.XXX.XX.XX, YYV.yyy.yyy.yand zzz.zzz.zz.zzz are the IP address, netmask, and
gateway (respectively) for your ILOM and network configuration.

Verify changes and then exit:

show /SP/network
exit

Configuring Oracle ILOM Using the IPMI tool

To assign IP addresses to Oracle ILOM manually, follow these steps:

1.

Open the IPMI tool.

# ipmitool -I open sunoem cli

Go to sp/network and verify that the port is enabled:

show /SP/network

If the port is not enabled, then enable the port.

# ipmitool -I open sunoem cli "set /SP/network state=enabled"

In SP/network, verify that ipv4 is enabled.
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5. |If ipvé is enabled, then disable ipv6 and enable ipva4.

# ipmitool -I open sunoem cli "set /SP/network/ipvé6 state=disabled"
# ipmitool -I open sunoem cli "set /SP/network/ipv4 state=enabled"

Related Topics

»  Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

¢ See Also:

My Oracle Support Note 1395445.1: "ODA (Oracle Database Appliance) : ILOM
configuration via Serial port" at https://support.oracle.com/rs?
type=doc&id=1395445.1

Powering On Oracle Database Appliance the First Time

Use this procedure the first time you power on Oracle Database Appliance.

When you power on Oracle Database Appliance for the first time, the system automatically
defines your public network interface based on which of the public interface ports are
connected. For Oracle Database Appliance X10-2-HA, the dual-port 10/25 GbE SFP28 PCle
adapter is used for the cluster interconnect.

# Note:

After you connect power cords, the green SP OK light-emitting diode (LED) lights
blink for a few minutes, and then turn to steady ON. The cooling fans also may turn
on. However, these events do not indicate that the system is started. You must
complete all of the steps in this section to turn on the appliance properly. Read
through the entire section to understand the sequence required for initial system
startup.

1. (For Oracle Database Appliance X10-2-HA) Power on the attached storage shelf, or
shelves, by plugging in their AC power cords. Do this before powering on the server nodes
as it takes a few minutes for a storage shelf to come online.

2. Push the recessed power button to turn on the appliance.

# Note:

The fully-initialized state is indicated by the green SP OK LEDs staying steadily
lit. If any of the green LED lights on the server are still blinking, then wait for them
to complete their initialization steps.

Refer to the figures and to the following callout table to identify the power button and the
system initialization status indicator lights.
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Figure 3-1 Front of Oracle Database Appliance Power Panel
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Table 3-13 Description of Callouts for Powering On Oracle Database Appliance

|
Callout Function

5 Green Power/OK LED, located on the front panel.
The light must be in the steady ON position
(Green light does not blink) before you log on to
the system.

6 Recessed ON/OFF power button, which is
located on the front panel of the appliance. Push
this button only once. Do not repeatedly push the
power button.

4 SP OK LED light, located on the front panel of
the appliance.

Oracle Database Appliance does not use the DO NOT SERVICE indicator.

3. Wait for Oracle Database Appliance to complete startup.

< Note:

Do not repeatedly push the power buttons. Startup can take several minutes to
complete.

Oracle Database Appliance is ready for use when the green Power/OK LED (callout 1) on the
front of the system remains steadily on.
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Provisioning Oracle Database Appliance Bare
Metal System

Understand the process to configure Oracle Database Appliance bare metal system.

The Browser User Interface is the preferred method of deploying your bare metal platform
configuration. The Browser User Interface provides all of the fields necessary to provision
Oracle Database Appliance, including configuring the system, network, database, and Oracle
Auto Service Request (Oracle ASR). If you prefer to use the command-line interface, you must
create a JSON file to configure the deployment options.

Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections are set
up correctly.

Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP)
information assigned to a node, to enable provisioning of the Oracle Database Appliance
software.

Downloading Oracle Database Appliance Software
Download Oracle Database Appliance software and copy to a temporary location before
applying updates to your appliance.

Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.

Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.

About Enabling Oracle ASMFD on Oracle Database Appliance
Understand how you can enable Oracle ASMFD on bare metal systems and DB systems
on Oracle Database Appliance.

Verifying Cabling and Network Connections

After powering on Oracle Database Appliance, verify that the network connections are set up
correctly.

ORACLE

Run the validation scripts only on Oracle Database Appliance HA models.

1.

Log into the Oracle Database Appliance console and access the server node with user
name as root and password welcomel.

Run validation scripts on both nodes, to verify cabling. For example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology
INFO : ODA Topology Verification

INFO : Running on Node0

INFO : Check hardware type

SUCCESS : Type of hardware found : X9-2

INFO : Check for Environment

SUCCESS : Type of environment found : Bare Metal
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INFO : Check number of Controllers

SUCCESS : Number of ahci controller found : 1

SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCIe slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 31:00.0
SUCCESS : External LSI SAS controller 1 : 9d:00.0

INFO : Check if JBOD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct number of EBODS (2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cable check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overall Cable check for controller 1

INFO : Check for overall status of cable validation on NodeO
SUCCESS : Overall Cable Validation on NodeO

SUCCESS : JBODO Nickname set correctly

SUCCESS : JBOD1 Nickname set correctly

If there is a storage expansion shelf connected to the appliance, then power it on. Run the
storagetopology command on both nodes to make sure the cabling is correct. For
example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology
INFO : ODA Topology Verification

INFO : Running on NodeO

INFO : Check hardware type

SUCCESS : Type of hardware found : X9-2

INFO : Check for Environment

SUCCESS : Type of environment found : Bare Metal

INFO : Check number of Controllers

SUCCESS : Number of ahci controller found : 1

SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCIe slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 31:00.0
SUCCESS : External LSI SAS controller 1 : 9d:00.0

INFO : Check if JBOD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct number of EBODS (2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cable check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overall Cable check for controller 1

INFO : Check for overall status of cable validation on NodeO
SUCCESS : Overall Cable Validation on NodeO
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SUCCESS : JBODO Nickname set correctly
SUCCESS : JBOD1 Nickname set correctly

4. Verify the interconnect network:

# ethtool plpl

Settings for plpl:

Supported ports: [ FIBRE ]

Supported link modes: 1000baseT/Full

Supported pause frame use: Symmetric Receive-only
Supports auto-negotiation: Yes

Advertised link modes: 1000baseT/Full
10000baseT/Full

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 25000Mb/s <<<LLLLLLLLLLLLLLLLLLLKLKL check speed
Duplex: Full

Port: Direct Attach Copper

PHYAD: 1

Transceiver: internal

Auto-negotiation: on

Current message level: 0x00000000 (0)

Link detected: yes

# ethtool plp2

Settings for plp2:

Supported ports: [ FIBRE ]

Supported link modes: 1000baseT/Full

Supported pause frame use: Symmetric Receive-only
Supports auto-negotiation: Yes

Advertised link modes: 1000baseT/Full
10000baseT/Full

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 25000Mb/s <<<LLLLLLLLLLLLLLLLLLLLKL check speed
Duplex: Full

Port: Direct Attach Copper

PHYAD: 1

Transceiver: internal

Auto-negotiation: on

Current message level: 0x00000000 (0)

Link detected: yes

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.
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Plumbing the Network

ORACLE

Plumb the Oracle Database Appliance network with the public internet protocol (IP) information
assigned to a node, to enable provisioning of the Oracle Database Appliance software.

@ Important:

On Oracle Database Appliance X9-2 and X10, the odacli configure-firstnet
command supports bonding of ports across two supported network PCI cards of the
same type.

Caution:

On Oracle Database Appliance X9-2 and X10, you cannot change the network
bonding after the system is deployed. To change the network bonding, you must
reimage and deploy the appliance again.

# Note:

If you enable Link Aggregation Control Protocol (LACP) on the bonding interface
when you run the odacli configure-firstnet command, then lacp rateissetto 1l
(fast). You must adjust the switch setting so that it can support this lacp rate.

Connect to Oracle ILOM remote console, then log into Oracle Database Appliance as
root.

Run the command configure-firstnet on both nodes. You can choose to enable Link
Aggregation Control Protocol (LACP) on the bonding interface when you run odacli
configure-firstnet

# /opt/oracle/dcs/bin/odacli configure-firstnet
Use bonding on different network interfaces:
bonding between ports on the same network card [0]
bonding between Network Card 1 in slot 6 and Network Card 2 in slot 4

[1]

bonding between Network Card 1 in slot 6 and Network Card 3 in slot 8
[2]

bonding between Network Card 2 in slot 4 and Network Card 3 in slot 8
[3]

Please input your selection (0 - 3) [0]:

Select the Interface to configure the network on (btbondl btbond3 btbond5)
[btbondl]:

Use LACP bonding on btbondl (yes/no) [no]:

Configure DHCP on btbondl (yes/no) [no]:

INFO: You have chosen Static configuration

Use VLAN on btbondl (yes/no) [no]:
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3. Complete the network configuration as prompted and configure the public network
interface. Also provide the netmask and gateway IP address.

You use this network connection to transfer the software to the server node.
Example 4-1 Example of a Bonded Configuration

For a bonded configuration, answer yes to using a bonding public interface and configure the
first network to use a btbond3 interface without configuring DHCP.

# /opt/oracle/dcs/bin/odacli configure-firstnet

Select the Interface to configure the network on (btbondl btbond3 btbond4)
[btbondl] :btbond3

Use LCAP bonding on btbond3 (yes/no) [no]:yes

INFO: network interface [btbond3] in LACP mode

Configure DHCP on btbond3 (yes/no) [no]:

INFO: You have chosen Static configuration

Use VLAN on btbond3 (yes/no) [no]:yes

Configure VLAN on btbond3, input VLAN ID [2 - 4094] 119
INFO: using network interface btbond3.119

Enter the IP address to configure : 10.31.129.36

Enter the Netmask address to configure : 255.255.255.240
Enter the Gateway address to configure [10.31.129.33]
INFO: Restarting the network

Shutting down interface btbondl: [ OK ]

Shutting down interface btbond2: [ OK ]

Shutting down interface p3pl: [ OK ]

Shutting down interface p3p2: [ OK ]

Shutting down interface sfpbondl: [ OK ]

Shutting down loopback interface: [ OK ]

Bringing up loopback interface: [ OK ]

Bringing up interface btbondl: Determining if ip address 10.209.13.109 is
already in use for device btbondl...

[ OK ]

Bringing up interface btbond2: [ OK ]

Bringing up interface sfpbondl: [ OK ]

Example 4-2 Example of Configuring VLAN

# /opt/oracle/dcs/bin/odacli configure-firstnet

Select the Interface to configure the network on (btbondl btbond3 btbond4)
[btbondl] :btbond3

Use LCAP bonding on btbond3 (yes/no) [no]:yes

INFO: network interface [btbond3] in LACP mode

Configure DHCP on btbond3 (yes/no) [no]:

INFO: You have chosen Static configuration

Use VLAN on btbond3 (yes/no) [no]:yes

Configure VLAN on btbond3, input VLAN ID [2 - 4094] 119
INFO: using network interface btbond3.119

Enter the IP address to configure : 10.31.129.36

Enter the Netmask address to configure : 255.255.255.240
Enter the Gateway address to configure [10.31.129.33]
INFO: Restarting the network

Shutting down interface btbondl: [ OK ]
Shutting down interface eml: [ OK ]
Shutting down interface plpl: [ OK ]
Shutting down interface plp2: [ OK ]
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Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK ]
Bringing up interface btbondl:
Determining if ip address 192.0.2.24 is already in use for device btbondl...
[ OK ]
Bringing up interface eml: [ OK ]
Bringing up interface plpl:
Determining if ip address 192.0.2.24 is already in use for device
plpl... [ OK ]
Bringing up interface plp2:
Determining if ip address 192.0.2.24 is already in use for device plp2...
[ OK ]
Bringing up interface btbondl.122:
Determining if ip address 192.0.2.24 is already in use for device
btbondl.122...
[ OK
INFO: Restarting the DCS agent
initdcsagent stop/waiting
initdcsagent start/running, process 32104

Configuring LACP after Deployment

Use the -o option with the odacli configure-firstnet command to enable or disable LACP
on a bonding interface.

Enabling LACP on a bonding interface after deployment:

# odacli confiqure-firstnet -o

INFO: Configure network option

Select the Interface to configure the network on (btbondl btbond3 btbond5)
[btbondl] :btbond3

Use LACP bonding on btbond3 (yes/no) [no]: yes

INFO: network interface [btbond3] setup in LACP mode

Disabling LACP on a bonding interface after deployment:

# odacli confiqgure-firstnet -o

INFO: Configure network option

Select the Interface to configure the network on (btbondl btbond3 btbond5)
[btbondl] :btbond3

Use LACP bonding on btbond3 (yes/no) [yes]: no

INFO: network interface [btbond3] setup in active-backup mode

Downloading Oracle Database Appliance Software

Download Oracle Database Appliance software and copy to a temporary location before
applying updates to your appliance.

1. Download the software files from My Oracle Support to a temporary location on an external
client. Refer to the release notes for details about the software for the latest release.
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For example, download the Oracle Database Appliance GI Clone for ODACLI/DCS stack
(patch 30403673) and Oracle Database Appliance RDBMS Clone for ODACLI/DCS stack
(patch 30403662) for 19.26:

p30403673 1926000 Linux-x86-64.zip
p30403662 1926000 Linux-x86-64.zip

2. Unzip the software — it contains README.html and one or more zip files for the patch.

unzip p30403673 1926000 Linux-x86-64.zip
unzip p30403662 1926000 Linux-x86-64.zip

The Gl and RDBMS Clone files for release 19.26 are extracted.

odacli-dcs-19.26.0.0.0-date-GI-19.26.0.0.zip
odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

3. Copy the software files from the external client to Oracle Database Appliance. Use the scp
or sftp protocol to copy the bundle.

Example using scp command:

scp software file root@oda host:/tmp

Example using sftp command:

sftp root@oda host

Enter the root password, and then copy the file.

put software file

For example, for release 19.26:

put odacli-dcs-19.26.0.0.0-date-GI-19.26.0.0.zip
put odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

The Gl and RDBMS Clone files are copied to the temporary location on the appliance. You can
update the repository, and create the appliance, as explained in the next topic.

Related Topics

Installing Oracle Database Appliance Software

ORACLE

Install Oracle Database Appliance software, before creating the appliance.

Ensure that the Oracle Database Appliance patches are downloaded and available for
updating the repository, as described in the topic Downloading Oracle Database Appliance
Software.

Starting with Oracle Database Appliance release 19.12, the sizes of volumes /u01 and /opt
are smaller than the corresponding sizes in earlier releases. The size of /u01 is now 40GB and
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the size of /opt is now 30GB. A new ACFS file system, mounted at /opt/oracle/oak/
pkgrepos/orapkgs/clones, is created during provisioning. The DATA disk group provides
space of 150 GB for the file system. The Oracle Grid Infrastructure and Oracle Database clone
files are stored on this file system.

1.

Important:

If you want to install third-party software on your Oracle Database Appliance, then
ensure that the software does not impact the Oracle Database Appliance software.
The version lock on Oracle Database Appliance RPMs displays a warning if the third-
party software tries to override Oracle Database Appliance RPMs. You must restore
the affected RPMs before patching Oracle Database Appliance so that patching
completes successfully.

Important:

To ensure that your deployment has the latest Oracle Database Appliance firmware,
download the latest server patch and update the repository. Then, run the odacli
describe-component command to check whether the firmware is current or out-of-
date. If the firmware is not current, then run the odacli update-server and odacli
update-storage commands before you deploy the Oracle Database Appliance
software. If the firmware is current, then you can deploy the Oracle Database
Appliance software as described in this topic, without updating the server and
storage. Before updating the server or storage, ensure that you run the odacli
create-prepatchreport command to generate the prechecks report, otherwise an
error is displayed.

Note:

Public network gateway must be responsive to ping requests. Oracle Clusterware
uses the public network gateway as ping target to facilitate the VIP failover in Oracle
Database Appliance high-availability environment.

Verify the current system version by running the following command on both nodes:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-component -v

On a single-node Oracle Database Appliance system, run the command odacli
describe-component without the -v option.

[root@odal optl# /opt/oracle/dcs/bin/odacli describe-component

Update the repository with Oracle Grid Infrastructure and Database software only. To
prevent space issues in /opt, it is recommended that you add other repositories after the
bare metal instance is provisioned.

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
GI clone file,/tmp/DB clone file
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For example, for release 19.26:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-decs-19.26.0.0.0-date-DB-19.26.0.0.zip,/tmp/odacli-dcs-19.26.0.0.0-
date-GI-19.26.0.0.zip

3. Confirm that the repository update is successful:
[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID
4. Delete the software zip files from the temporary location on the appliance to save space:

[root@odal optl]# rm software file
rm: remove regular file software file? y

You have now updated the repository with the Oracle Database Appliance software, and can
create your appliance, as described in the next topic.

Related Topics

« Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Creating the Appliance

Create the appliance using the Browser User Interface or ODACLI commands.

< Note:

If you plan to enable multi-user access, then refer to the chapter Implementing Multi-
User Access on Oracle Database Appliance before you create your appliance.

Creating the Appliance using ODACLI Commands

You can use the command odacli create-appliance and a JSON file that includes your
appliance configuration settings to deploy the appliance instead of using the Browser User
Interface. Review the readme in the /opt/oracle/dcs/sample directory carefully along
with the provided JSON example files. Create a JSON file with the necessary changes based
on your environment and requirements.

# See Also:

Creating an Appliance Using a JSON File in this guide for example JSON files and
the procedure to create a JSON file.
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# Note:

It is important to review the readme and the examples carefully before creating your
JSON file. If you do not enter your network and Oracle ILOM information correctly
based on your setup, you will lose network access to both the host and Oracle ILOM.

Creating the Appliance using the Browser User Interface (BUI)

Follow these steps to create the appliance using the BUI:

Ensure that ports 7070 and 7093 on the network between Oracle Database Appliance and the
client machine, are open.

1.

Navigate to the Browser User Interface. You are prompted to set the password for the oda-
admin user.

https://ODA-host-ip-address:7093/mgmt/index.html

Log into the Browser User Interface with the new password.

When you launch the Browser User Interface on an unconfigured appliance, the Appliance
page notifies you that the appliance is not configured and provides a link to the pages
needed to configure and create the appliance.

# Note:

If you face any issues when logging into the Oracle Database Appliance Browser
User Interface, then see the topic Errors When Logging into the Browser User
Interface in the chapter Troubleshooting Oracle Database Appliance.

Click Create Appliance.

In the Create Appliance page, if you want to create the appliance from a saved
configuration, click Browse, and select the JSON file. The information from the saved
configuration file is loaded. You can retain or edit the fields. Otherwise, manually, provide
the values to create the appliance.

In the System Information tab, specify the values as follows.
a. System Name: Enter the host name.

The host name can contain alphanumeric characters and dashes (-), but cannot start
with a number or dash (-) or end with dash (-). Do not exceed 30 characters.

b. Domain Name: Enter the domain name.

c. Region: Select the region of the world where the Oracle Database Appliance is
located.

d. Time Zone: Select the time zone where the Oracle Database Appliance is located.
e. (Optional) DNS Servers: Enter addresses for one or more DNS servers.
f. (Optional) NTP Servers: Enter addresses for one or more NTP servers.

g. Diskgroup Redundancy: If there are two disks, then you can select the disk group
redundancy as Normal or Flex. To select the the redundancy as High, there must exist
more than four disks, and a quorum disk. If five or more disks are configured, then the
qguorum disk is not required. Select Normal, High, or Flex, as per your deployment
requirement.
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The Flex parameter defines the disk group redundancy. Flex redundancy requires at
least 3 storage devices, including a quorum. For a database to be placed on Oracle
ASM, you can set the database redundancy during its creation. For a database to be
placed on Oracle ACFS, the database inherits the redundancy of the ACFS file
system. You can specify an ACFS file system redundancy during its creation. You can
set the disk group redundancy only during appliance creation. The database
redundancy can be set anytime you create the database.

The redundancy level for DATA, RECO, and FLASH can be set to Normal, Flex, or
High based on whether there are two, four, or more disks.

Note: For Oracle Database Appliance hardware models other than X8-2, the
redundancy level for REDO is always High.

h. Data Storage Percentage: Enter a whole number between 10 and 90 to define the
percentage of storage reserved for DATA, the remainder is reserved for RECO. For
example, if you enter 80, then 80% of the storage for DATA and 20% for RECO.

i. Disk Group for Database Home Storage: Select the disk group, whether DATA or
RECO depending on your hardware model, and specify the size to be allocated. This
chooses the disk group from which the ACFS storage required for database homes is
allocated.

j. System Password and Confirm Password: Enter the system password in both fields.

The system password is the password set for UNIX and root users. The password
must begin with an alpha character and cannot contain quotation marks. Do not
exceed 30 characters.

k. Specify the DNS Servers and NTP Servers details.

Starting with Oracle Database Appliance release 19.16, if you specify DNS servers,
then ensure that all host names (except SCAN) are resolvable to one and only one IP
address through the given domain name and DNS servers. These include Client
Access Network Host Name, VIP Name, and ILOM Host Name. This does not apply to
SCAN names as they can resolve to multiple IP addresses. If any of the above host
names does not resolve to an IP address or resolves to multiple IP addresses, then
the the following error is displayed:

DCS-10045:Validation error encountered: Hostname 'hostnamel' does not
resolve to a unique IP address.

In the Network Information tab, configure the primary client access network, virtual
networks, and an Oracle Integrated Lights Out Manager (Oracle ILOM) network. You are
only required to configure the client access network. The ILOM configuration is optional if
you already configured the ILOM for the appliance and you do not need to make changes.

Specify the following, depending on whether it is a single-node or two-node Oracle
Database Appliance deployment:

a. Client Access Network Host Name: For NodeO, enter the host name for the primary
client access network.

b. Client Access Network IP Address: For NodeO, enter the IP address for the primary
client access network.

c. VIP Name for NodeO: Enter the name of the virtual IP network for NodeO.

d. VIP IP Address for NodeO: Enter the virtual IP address that resides on NodeO and is
shared between the nodes.

e. VIP Name for Nodel: Enter the name of the virtual IP network for NodeO.
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f. VIP IP Address for Nodel: Enter the virtual IP address that resides on Nodel and is
shared between the nodes.

g. (Optional) ILOM Host Name: Enter the name of the Oracle ILOM host for Node0O and
Nodel.

h. (Optional) ILOM Network IP Address: Enter the IP address for the ILOM for NodeO
and Nodel.

i. (Optional) ILOM Network Subnet Mask: Enter the subnet mask address for the ILOM.
j-  (Optional) ILOM Network Gateway: Enter the gateway address for the ILOM.

k. Client Access Network Subnet Mask: Enter the subnet mask address for the primary
client access network.

I. Client Access Network Gateway: Enter the gateway address for the primary client
access network.

m. Client Access Network Interface: Enter the interface for the primary client access
network.

n. SCAN Name: Specify the Single Client Access Name (SCAN).

o. SCAN IP Address: Specify the SCAN IP address. You can specify up to three SCAN
IP addresses.

Specify the VIP address and SCAN only for high-availability deployments.

Determine how you want to configure your users and groups and whether or not you want
to allow operating system role separation:

e Two users with six groups: Customize Users and Groups, select No. Allow OS Role
Separation, select Yes. This is the default configuration.

e Two customized users with six customized groups: Customize Users and Groups,
select Yes. Allow OS Role Separation, select Yes.

e Single user with two groups: Customize Users and Groups, select No. Allow OS Role
Separation, select No

* Single user with six groups: Customize Users and Groups, select Yes. Allow OS Role
Separation, select No. SAP deployments use this configuration.

Do you want to create an initial database? Select Yes and go to Step 9 or select No and
go to Step 10.

Enter the following information to configure an initial database:
a. DB Name: Enter a name for the database.

The name must contain alphanumeric characters and cannot exceed 8 characters.
b. (Optional) DB Unique Name: Enter a globally uniqgue name for the database.

Databases with the same DB Name within the same domain (for example, copies of a
database created for reporting or a physical standby) must have a different DB Unique
Name that is unique within the enterprise. The name must contain alphanumeric,
underscore (), dollar ($), and pound (#) characters, but must begin with an alphabetic
character. No other special characters are permitted in a database name. The unique
name cannot exceed 30 characters.

c. DB Version: Select a database bundle patch number.

d. CDB: Select Yes or No to specify whether or not you want a Container Database
(CDB).

e. PDB Name: Enter a name for the pluggable database (PDB).
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The name must begin with an alphanumeric character. The following characters are
valid: alphanumeric characters, and underscore ().

PDB Admin User: Enter an Admin user name for the pluggable database (PDB).

Database Edition: Select the Oracle Database edition, either Standard Edition and
Enterprise Edition. Your license determines which database edition you are eligible to
create in the appliance.

For Oracle Database 19c¢ Standard Edition, you can only create single-instance Oracle
Database, with or without high-availability.

SYS and PDB Admin User Password: Provide a password for the database.

Deployment: Select a deployment type from the list. The options are RAC, RAC-One,
or Sl (single-instance database). If you select a single instance database, then select
the node for the S| database deployment.

For Standard Edition Oracle Database 19c or later, you can choose to enable high
availability for single-instance databases. For Standard Edition Oracle Database 19.6
or later, if you choose to create a single-instance database, then the high availability
feature is available by default. To disable high-availability, set the value in the Enable
High Availability field to No.

For Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later,
you can choose to enable high availability for single-instance databases. For
Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later, if
you choose to create a single-instance database, then the high availability feature is
disabled by default. To enable high-availability, set the value in the Enable High
Availability field to Yes.

If you select a single instance database, then you have the option to create the
database on either NodeO or Nodel. The default is NodeO.

Shape: Select a database shape from the list.

In the Database Class field, select a database class from the drop-down list. If an
option is not available in the list, it is not supported for the database edition on the
Oracle Database Appliance or the version that you selected. The default is OLTP.

In the Storage field, select ACFS or ASM from the drop-down list. The default is
Oracle ASM.

If you specified the disk group redundancy as Flex, then you can select the Database
Redundancy value as Mirror or High.

Data Files on Flash Storage: Select Yes or No.
This option is only available if the HA system has HDD storage drives.
Configure EM Express: Select Yes or No.

Select Yes to configure the Oracle Enterprise Manager Database Express (EM
Express) console for Oracle Database 12.2.1.0 or 12.1.0.2. Selecting Yes enables you
to use the console to manage the database.

Character set: Select a character set.

National Characterset: Select a national characterset.
Language: Select the database language.

Territory: Select a territory or location from the list.

For Oracle Database Enterprise Edition 19c or later, you can choose to enable
Transparent Database Encryption (TDE). Select Yes or No in the Enable TDE option.
Specify and confirm the TDE Password. By default, the TDE option is disabled.
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10. In the Diagnostics Information tab, configure and enable Oracle ASR or choose to enable
trace file redaction.

11.

12.

Enable Trace File Redaction: Select Yes if you want to redact sensitive information in
diagnostics collections.

You can configure and enable Oracle Auto Service Request (Oracle ASR) now or later:

To not enable Oracle ASR during deployment, select No and click Submit. After
deployment, you can configure an internal Oracle ASR or register with an external
Oracle ASR Manager from either the Browser User Interface or command-line
interface.

— Internal Oracle ASR: choose to configure Oracle ASR Manager on Oracle
Database Appliance or use Oracle ASR Manager configured on another server in
the same network as your appliance.

— External Oracle ASR: If you already have Oracle ASR Manager configured
elsewhere, you can register Oracle Database Appliance with your existing Oracle
ASR Manager.

To enable Oracle ASR, select Yes and complete the fields:
Select Internal or External in the ASR Type field.

ASR User Name: Enter the e-mail address associated with the My Oracle Support
account under which the server is registered.

Password: Enter the password associated with the My Oracle Support account under
which the server is registered.

(Optional) Specify the HTTPS Port Number for the ASR manager. The default port
number is 16162.

HTTP Proxy used for Upload to ASR: Select Yes or No.
Proxy Server Name: If you are using a proxy for upload, enter the proxy server name.
Proxy Port: If you are using a proxy for upload, enter the proxy port.

(Optional) HTTP Proxy Requires Authentication: If you are using a proxy for upload,
select Yes if you require authentication. If you do not require authentication, select No.

Proxy User Name: If you are using a proxy for upload, enter the proxy user name.

(Optional) Proxy Password: If you are using a proxy for upload and require
authentication, enter the proxy password.

Click Submit. When prompted, click Yes to confirm that you want to start the job to deploy
the appliance.

Verify that the appliance is deployed. Run the odacli describe-system command. For
high-availability deployments, run the command on both nodes.

The job to create the appliance takes time to complete. To monitor the job progress, click the
Activity tab. Click the job number to view the tasks.

After deployment, the root and database users syS, SYSTEM, and PDBADMIN are set to the
system password. The oracle and grid passwords are set to the default password. Change
these passwords to comply with your user security protocols.

Related Topics

Errors When Logging into the Browser User Interface
If you have problems logging into the Browser User Interface, then it may be due to your
browser or credentials.
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Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Related Topics

* Reimaging an Oracle Database Appliance Baremetal System
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Related Topics

* Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

About Enabling Oracle ASMFD on Oracle Database Appliance

ORACLE

Understand how you can enable Oracle ASMFD on bare metal systems and DB systems on
Oracle Database Appliance.

Oracle ASM Filter Driver (Oracle ASMFD) simplifies the configuration and management of disk
devices by eliminating the need to rebind disk devices used with Oracle ASM each time the
system is restarted.

By default, Oracle ASMFD is enabled on Oracle Database Appliance bare metal systems and
DB systems. To disable Oracle ASMFD on Oracle Database Appliance bare metal system and
DB system, specify "enableAFD": "FALSE" in the JSON file when you provision the bare metal
system and DB system. If Oracle ASMFD is not enabled on Oracle Database Appliance bare
metal system, then you cannot enable Oracle ASMFD on Oracle Database Appliance DB
system. If Oracle ASMFD is enabled on Oracle Database Appliance bare metal system, then
you can choose to enable or disable Oracle ASMFD on Oracle Database Appliance DB system
by specifying the parameter "enableAFD": "TRUE" Of "enableAFD":"FALSE" in the DB system
JSON file during provisioning of the DB system.

For DB systems, if the "enableAFD" attribute is not specified in the JSON file during
provisioning, then the Oracle ASMFD configuration on the DB system is the same as the bare
metal system Oracle ASMFD configuration.

For more information about specifying the "enableAFD" attribute in the JSON files when
provisioning bare metal and DB systems, see the example JSON files provided in the chapters
Creating an Appliance Using JSON File and Managing an Oracle Database Appliance KVM
Deployment in this book.

# Note:

To identify if Oracle ASMFD is enabled or not, check whether the /etc/
oracleafd. conf file exists or not. Oracle ASMFD is enabled if this file exists,
otherwise, Oracle ASMFD is disabled.
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Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

Caution:

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance on bare metal systems and cannot rollback multi-user access after you
provision and deploy your appliance. The Oracle Database Appliance administration
model changes when you deploy the Multi-User Access feature. Evaluate your role
separation requirements before using this feature. Deploying on a test system first
can help with the evaluation and assessment of the new administration model.

< Note:

You can enable multi-user access on Oracle Database Appliance DB systems when

(BUI).

*  About Multi-User Access on Oracle Database Appliance

you create the DB system either using ODACLI commands or Browser User Interface

Before provisioning your appliance, understand how multi-user access can enhance the

security of the system and provide an efficient mechanism for role separation.

e About Users, Roles, Entitlements, and Operations on a Multi-User Access Enabled Oracle

Database Appliance System
Understand the users, roles, entitlements, and operations when you provision your
appliance with multi-user access enabled.

* About Granting and Revoking Resource Access
Muti-user access allows exclusive or shared access to resources. Review this example
about shared resource access.

e Using Passwordless Multi-User Access on Oracle Database Appliance

Understand how you can implement passwordless multi-user access on Oracle Database

Appliance, its advantages and restrictions, and the associated life cycle management
changes for your appliance.

e Provisioning Oracle Database Appliance with Multi-User Access
You can enable multi-user access only when you provision Oracle Database Appliance
using CLI commands or the Browser User Interface.

* Creating, Viewing, and Deleting Users on Oracle Database Appliance with Multi-User
Access

After provisioning the appliance with multi-user access enabled, you can create users with

specific entitlements.
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e Activating a New User on Oracle Database Appliance with Multi-User Access
Understand how to activate a new user on multi-user access enabled Oracle Database
Appliance.

e Granting and Revoking Resource Access on Oracle Database Appliance with Multi-User
Access
You can grant and revoke resource access on the appliance.

* Viewing Roles, Operations, and Entitlements on Oracle Database Appliance with Multi-
User Access
You can view roles and entitlements on the appliance.

* Managing Databases and Database Homes on Oracle Database Appliance with Multi-User
Access
The custom user created on multi-user access Oracle Database Appliance can deploy and
manage databases and database homes.

* Changing the Password for a User Account on Oracle Database Appliance with Multi-User
Access
Understand how to manage passwords on multi-user access Oracle Database Appliance.

* Resetting the Password for a Locked User Account on Oracle Database Appliance with
Multi-User Access
Understand how to reset the password on multi-user access Oracle Database Appliance.

About Multi-User Access on Oracle Database Appliance

ORACLE

Before provisioning your appliance, understand how multi-user access can enhance the
security of the system and provide an efficient mechanism for role separation.

Currently, a single Oracle Database Appliance account with user name and password is used
to securely connect to the appliance, run ODACLI commands, or log into BUI. The root user
performs all administration on an Oracle Database Appliance. With multi-user access, you
have the option of providing separate access to database administrators to manage
databases. Display of resources within the Browser User Interface are also filtered as per user
role. The root access is restricted to the Oracle Database Appliance system administrator to
access system logs or debug issues that require root access.

When you enable multi-user access, you create multiple users with different roles that restrict
them from accessing resources created by other users and also restrict the set of operations
they can perform using ODACLI commands or Browser User Interface (BUI). The same user
credentials that you set up, can be used for logging into the BUI and running ODACLI
commands. The BUI also displays resources and information based on access to the set of
resources. A separate Multi-User Access Management tab is available only to the odaadmin
user to administer the users and resources in the system.

# Note:

When you enable multi-user access, the Oracle Database Appliance administrator is
odaadmin. This user has access to all the resources on the appliance and can run
any operations using ODACLI or the BUI using the same set of credentials. When
you do not enable multi-user access, the user name you use to log into BUI is oda-
admin.
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# Note:

The authentication token support for ODACLI session management is linked to a
multi-user access user account. Since root is an operating system administrative
user and not a multi-user access user, auth token based session management
system is not supported when a user logs in as root. Therefore, you must provide an
Oracle Database Appliance account user name and password to run any ODACLI
command.

Benefits of enabling multi-user access

ORACLE

Multi-user access feature supports user lifecycle management such as creation, activation,
updation, deactivation, deletion, and credential management.

By using multi-user access, multiple departments such as finance and human resources
within the same organization can use Oracle Database Appliance as a consolidation
platform for hosting their databases in a secure manner as only the authorized users in the
respective departments can access their departmental databases and perform lifecycle
management operations on the databases.

Organizations that have root access policy restrictions can use multi-user access and
create separate users with restricted roles.

Without multi-user access, all databases were created as the default database user
chosen during provisioning. Hence, even in a sudo-based multi-user environment, the ODA
administrator could not track usage of resources. Now such reporting is possible at the
database level.

Multi-user access feature supports token-based session management. A user enters the
password only when they run the first odacli command. Subsequently, a token is
generated and till it expires, the user is not required to enter the password again. Each
time an odacli command is run, the existing token is refreshed with a new token that has
the expiry of 120 mins or the value configured by the odaadmin user. This means if the
odacli session is not idle for the expiry duration, the user does not need to enter the
password again.

Both Basic Auth and mTLS modes of authentication are supported. ODACLI and BUI uses
Basic Auth. Users such as oracle and grid can also run certain operations on the DCS
agent using mTLS-based authentication. Basic Auth is a password-based authentication
scheme. mTLS is a certificate-based authentication scheme where both the client (user)
and the server (DCS agent) mutually present and authenticate each other's certificate
before the authentication is deemed complete.

Multi-user access provides for user account locking on multiple failed login attempts and
password expiration. You can also unlock and reset the account in case the password is
forgotten.

# Note:

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance and cannot rollback multi-user access after you provision and deploy your
appliance. Provision the feature on your test system first, and then deploy this feature
on your production system.
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Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

e ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

About Users, Roles, Entitlements, and Operations on a Multi-
User Access Enabled Oracle Database Appliance System

ORACLE

Understand the users, roles, entitlements, and operations when you provision your appliance
with multi-user access enabled.

# Note:

Note that in a multi-user access enabled deployment, the oda-admin user is not
present. The ODA admin user name is odaadmin. The first user with administrative
privileges is called odaadmin. This user can log into the BUI and run ODACLI
commands. This user can also create other user accounts with roles and entitlements
as required.

About Roles, Entitlements, and Operations

Each user can be assigned one or more roles in a multi-user enabled Oracle Database
Appliance system. Each role encompasses a set of entittements that authorizes a user to
perform only a specific set of operations using ODACLI or BUI. Each entitlement in turn, is a
group of a similar set of operations. For example, PROVISIONDB-MGMT is an entitlement that
encompasses provisioning-related operations such as create-database, clone-database,
delete-database, register-database. Similarly, BACKUPDB-MGMT encompasses backup related
operations such as create-backup, delete-backup, irestore-database, recover-database , and
S0 on. The 0DA-DB role has access to a collection of entitlements such as PROVISIONDB-MGMT,
BACKUPDB-MGMT, and PATCHDB-MGMT. A user with the 0DA-DB role can perform all the database
lifecycle management operations on the databases that they own. Additionally, if a user with
the role of ODA-DB is granted the ODA-GRID role as well, this user can now perform Oracle Grid
Infrastructure-related operations.

Roles can be internal or external. Internal roles are assigned to system users and are used
internally for the purpose of administration of the Oracle Database Appliance system. For
example, the ODA-ADMINISTRATOR role is assigned to the Oracle Database Appliance system
administrator to manage the appliance or associated entities. Another example is a DB system
communicating with the bare metal using a system user with the role of ODA-DBVMINFRA.

External roles can be granted to the new users created by odaadmin, the Oracle Database
Appliance system administrator. For example, the odaadmin creates a new user odadbl with
the role of 0DA-DB. Now this user odadbl is entitled to create databases and perform lifecycle
management operations because of the role granted to them. A user can have one or more
roles.

The topic ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
describes the ODACLI commands that have changes for multi-user access and the
entitlements required to run the commands.
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Multi-User Access User Roles

When you enable multi-user access on Oracle Database Appliance, the following user roles
are available:

- ODA-ADMINISTRATOR: This is an internal role assigned to the first user (odaadmin)
created during the provisioning of an Oracle Database Appliance. This role entitles
odaadmin to run all ODACLI commands or perform all Browser User Interface (BUI)
operations. This role cannot be assigned to the new users that odaadmin creates. The
odaadmin account is an administrator role that can run any operation (command) on any
resource. For example, user odal creates a database dbl and user oda2 creates a
database db2. Each user can now perform lifecycle management operations on their
respective database only. But, odaadmin can patch both databases by running odacli
commands. This allows both DBAs (odal and oda2) and an overall administrator
(odaadmin) to perform functions specific to their role.

 ODA-DB: This is an external role available to odaadmin to assign to newly-created users.
This role entitles the user to perform database management operations such as create,
modify, restore, recover, backup, patch, clone, move, register, and delete.

- ODA-OAKDROOT: This is an internal role that is assigned to system user oakdroot
created during provisioning and is used by OAKD to run certain operations such as get-
disks and release-disks on the DCS agent. OAKD communicates with DCS through mTLS
certificates-based authentication. Hence, this user does not have any password associated
with it. Do not use this role to connect by SSH to the appliance or log into the Browser
User Intercae to run ODACLI commands. None of the password management commands
such as change-password apply to this user.

* ODA-GRID: This is an internal role assigned to the grid user. This role entitles the user to
run Oracle Grid Infrastructure-related operations.

« ODA-DBVMINFRA: This is an internal role assigned to the DBVM user created on the
bare metal system when the DB system is provisioned. This role entitles the user to
synchronize metadata between the DB system and the bare metal system.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

* ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.

About Granting and Revoking Resource Access

ORACLE

Muti-user access allows exclusive or shared access to resources. Review this example about
shared resource access.

Muti-user access allows exclusive or shared access to resources. It is recommended that each
user creates their own database home and then creates databases in the home. This provides
for an efficient method of separation of duties where each user has exclusive access to their
databases. However, in certain exceptional situations, such as lack of disk space, a user can
request the administrator odaadmin to grant them shared access to a resource owned by
another user.

For example, if user odal wants to create a database of version 19c and there is already a
database home DBH2 of the same version created by another user oda2. With the consent of
user oda2, user odal can now request the odaadmin user to grant them shared access to
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database home DBH2. Once the shared access is granted, user odal can now create a
database dbl on the shared database home DBH2 and manage it. Note that user odal can
connect to the database db1 only through the SYS user password and not as a password-less
connection based on operating system authentication, as the database home DBH2 is still
owned by user oda2. Oracle Database Appliance resources such as database home, database
storage, and databases can be shared accross users in a similar fashion on an on-demand
basis. However, there are restrictions to the secondary owner managing the shared resource.

Using Passwordless Multi-User Access on Oracle Database

Appliance

Understand how you can implement passwordless multi-user access on Oracle Database
Appliance, its advantages and restrictions, and the associated life cycle management changes
for your appliance.

Caution:

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance on bare metal and DB systems and cannot rollback
multi-user access after you provision and deploy your appliance. The Oracle
Database Appliance administration model changes when you deploy the
passwordless multi-user access feature. Evaluate your role separation requirements
before using this feature. Deploying on a test system first can help with the evaluation
and assessment of the new administration model.

Existing bare metal and DB system deployments that do not have multi-user access
enabled or have the earlier multi-user access feature which requires a password
when you first run an odacli command, cannot be converted to a passwordless multi-
user access deployment.

Note:

Starting with Oracle Database Appliance release 19.23, a passwordless flavor of the
multi-user access feature is also available. You can provision a DB system with either
flavor of multi-user access on a bare metal system that does not have multi-user
access enabled. On such a bare metal system, you can still use role separation and
resource ownership capabilities that multi-user access or multi-user access
passwordless provides.

e About Passwordless Multi-User Access on Oracle Database Appliance
Before provisioning your appliance, understand how passwordless multi-user access can
enhance the security of the system and provide an efficient mechanism for role separation.

« Provisioning Oracle Database Appliance with Passwordless Multi-User Access
You can enable passwordless multi-user access only when you provision Oracle Database
Appliance using CLI commands. Passwordless multi-user access feature provisioning and
management is not supported through the Browser User Interface (BUI).

ORACLE
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» Creating, Viewing, and Deleting Users on Oracle Database Appliance with Passwordless
Multi-User Access
After provisioning the appliance with passwordless multi-user access enabled, you can
create users with specific entitlements.

* Changing the Password for a User Account on Oracle Database Appliance with
Passwordless Multi-User Access
Understand how to manage passwords on multi-user access Oracle Database Appliance.

« Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled Appliance
Follow these JSON file examples to create a JSON file to deploy a single node appliance
with the command odacli create-appliance.

* Example JSON File to Create a High-Availability Passwordless Multi-User Enabled
Appliance
Follow the JSON file example to create a JSON file to deploy a high-availability appliance
with the command odacli create-appliance.

e Example JSON Files to Create a Single-Node Passwordless Multi-User Enabled DB
System
Follow the JSON file example to create a JSON file to deploy a single-node DB System,
with role separation, with the command odacli create-dbsystem.

e Example JSON File to Create a High-Availability Passwordless Multi-User Enabled DB
System
Follow the JSON file example to create a JSON file to deploy a two-node DB System, with
role separation, with the command odacli create-dbsystem.

About Passwordless Multi-User Access on Oracle Database Appliance

Before provisioning your appliance, understand how passwordless multi-user access can
enhance the security of the system and provide an efficient mechanism for role separation.

Oracle Database Appliance supports enabling of passwordless multi-user access at the time of
provisioning of Oracle Database Appliance, on bare metal systems and DB systems. You must
specify the "isMultiUserAccessPLEnabled": true option in the JSON file used for
provisioning bare metal systems and DB systems. For more information, see the example
JSON file with this option in this chapter.

When you enable passwordless multi-user access, you create multiple users with different
roles that restrict them from accessing resources created by other users and also restrict the
set of operations they can perform using ODACLI commands.

# Note:

You can enable passwordless multi-user access on Oracle Database Appliance bare
metal and DB systems at the time of provisioning using ODACLI commands. You
cannot use the Browser User Interface (BUI) to enable passwordless multi-user
access on Oracle Database Appliance bare metal systems. However, you can use
the BUI on the Oracle Database Appliance bare metal system to enable multi-user
access on Oracle Database Appliance DB systems at the time of provisoning.

Benefits of enabling passwordless multi-user access

e If your corporate policies prevent direct usage of Oracle Database Appliance user account
passwords by employing tools or software that allow access to Oracle Database Appliance
through your corporate credentials, then you can configure passwordless multi-user
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access and run commands on your appliance without the need for specifying your Oracle
Database Appliance account password when you first run an ODACLI command or when
your authentication token expires. This does not compromise the security of the system as
all communication to the Oracle Database Appliance server is through a strong and secure
system generated password, unique for every user.

* Passwordless multi-user access feature provides role separation and supports user
lifecycle management such as creation, deletion, and credential management.

* By using passwordless multi-user access, multiple departments such as finance and
human resources within the same organization can use Oracle Database Appliance as a
consolidation platform for hosting their databases in a secure manner as only the
authorized users in the respective departments can access their departmental databases
and perform lifecycle management operations on the databases.

« Organizations that have root access policy restrictions can use passwordless multi-user
access and create separate users with restricted roles.

e Without multi-user access, all databases were created as the default database user
chosen during provisioning. Hence, even in a sudo-based multi-user environment, the ODA
administrator could not track usage of resources. Now such reporting is possible at the
database level.

«  For passwordless multi-user access, you do not have to specify the Oracle Database
Appliance account password when you first run an ODACLI command or when the
authentication token expires. The Oracle Database Appliance system generates a strong
and secure password for every user. This password is internally stored by the system and
used when you run odacli commands.

e Both Basic Auth and mTLS modes of authentication are supported. ODACLI uses Basic
Auth. Users such as oracle and grid can also run certain operations on the DCS agent
using mTLS-based authentication. Basic Auth is a password-based authentication scheme.
MTLS is a certificate-based authentication scheme where both the client (user) and the
server (DCS agent) mutually present and authenticate each other's certificate before the
authentication is deemed complete.

# Note:

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance and cannot rollback passwordless multi-user access
after you provision and deploy your appliance. Provision the feature on your test
system first, and then deploy this feature on your production system.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

e ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.
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Provisioning Oracle Database Appliance with Passwordless Multi-User

Access

ORACLE

You can enable passwordless multi-user access only when you provision Oracle Database
Appliance using CLI commands. Passwordless multi-user access feature provisioning and
management is not supported through the Browser User Interface (BUI).

Provision your appliance as described in the chapter Provisioning Oracle Database Appliance
Bare Metal System.

Caution:

You can enable passwordless multi-user access only at the time of provisioning
Oracle Database Appliance on bare metal systems and cannot rollback multi-user
access after you provision and deploy your appliance. The Oracle Database
Appliance administration model changes when you deploy the passwordless multi-
user access feature. Evaluate your role separation requirements before using this
feature. Deploying on a test system first can help with the evaluation and assessment
of the new administration model.

Overall Steps in Provisioning Oracle Database Appliance with Passwordless Multi-User
Access Enabled

1. Enable passwordless multi-user access.

To provision your appliance using a JSON file, add the attribute
"isMultiUserAccessPLEnabled": true inthe prov req.json file. If the attribute is set
to false or does not exist in the prov_req. json file, then passwordless multi-user
access is not enabled during provisioning of the appliance. Note that you can set either
multi-user access or passwordless multi-user access in the JSON file, not both.

"isRoleSeparated": true,
"isMultiUserAccessPLEnabled": true,

"osUserGroup": {
"groups": [{
"groupId": 1001,
"groupName": "oinstall",
"groupRole": "oinstall"

b

Connect to the Oracle Database Appliance network and run the odacli configure-

firstnet command using the Oracle ILOM console.

Log into Oracle Database Appliance as the root user and run the odacli create-

appliance -r prov.json command with "isMultiUserAccessPLEnabled": true inthe
prov.json file.

After the provisoning job is submitted, log out as root and log in as the odaadmin user

using a PAM utility or passwordless SSH and check the status of the provisioning job and
ensure that it is successful.
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5. The system creates Oracle Database Appliance accounts for odaadmin, oracle, and grid
users. These are Oracle Database Appliance system users and their accounts are
activated during created. The user odaadmin is created with the role of ODA-ADMINISTRATOR
while the oracle and grid users are created with the role of ODA DB and ODA GRID
respectively.

6. The system configures the multi-user access repository with a list of roles and
entitlements, used for assigning to the users in the system.

7. You can now log into the appliance using the PAM utility that is integrated with the
appliance. The PAM utility prompts you for your corporate credentials and on successful
authentication, logs you into the appliance as an Oracle Database Appliance user as per
the mapping defined by the PAM utility administrator. Alternatively, you can set up
passwordless SSH to log into the appliance.

8. After the bare metal system is provisioned, log in as the odaadmin user and run the odacli
create-dbsystem -p prov.json command with "isMultiUserAccessPLEnabled": truein
the prov. json file.

9. After the DB system is provisioned, log in as the odaadmin user through the PAM utility or
passwordless SSH and create additional users, if required.

10. Log into the DB system as the oracle user through the PAM utility or passwordless SSH
and create databases for the oracle user.

11. Log into DB system as a custom user through the PAM utility or passwordless SSH and
create databases for the custom user.

Related Topics

* Provisioning Oracle Database Appliance Bare Metal System
Understand the process to configure Oracle Database Appliance bare metal system.

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Creating, Viewing, and Deleting Users on Oracle Database Appliance with
Passwordless Multi-User Access

After provisioning the appliance with passwordless multi-user access enabled, you can create
users with specific entitlements.

After you provision your appliance with multi-user access enabled, do the following:

Creating, Viewing, and Deleting Users with ODACLI Commands

1. Connect to the appliance as the odaadmin user.

ssh odaadmin@oda-box hostname/IP

2. Run any ODACLI command and provide the odaadmin password when prompted.

3. On successful authentication, create a user with the following command:

odacli create-user -u username -r comma-Separated role names
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For example, create a user douserl with lifecycle management privileges for dabatases:

odacli create-user -u dbuserl -r ODA-DB

The odaadmin user creates dbuserl and assigns a temporary password.

4. After the user is created successfully, the dbuserl can log into the appliance with the
temporary password.

5. The dbuserl is in the Inactive state. Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

6. Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

7. The odaadmin user can view all the users in the system:
# odacli list-users

8. The odaadmin user can view details for a user in the system:
# odacli describe-user -u user id

9. Delete a user in the system. Note that only the odaadmin user can delete a user in the
system.

# odacli delete-user -u user id

Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Changing the Password for a User Account on Oracle Database Appliance
with Passwordless Multi-User Access

ORACLE

Understand how to manage passwords on multi-user access Oracle Database Appliance.

# Note:

If your appliance is configured as passwordless multi-user enabled, then all user
accounts are preactivated during creation and never get locked because the system
internally generates the password for each user and provides it to the DCS agent for
authentication when required for running ODACLI commands. For passwordless
multi-user enabled systems, do not run any scripts for unlocking the odaadmin
account or the odacli reset-password command to reset the password. Run the
odacli change-password command to change the system generated password for
your Oracle Database Appliance account.
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Changing the Password on Passwordless Multi-User Access Enabled System Using
ODACLI Commands

* You can change password for an Oracle Database Appliance user, whose account is
active. This command resets the password of this user account to a new randomly
generated password.

odacli change-password

Related Topics

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Example JSON Files to Create a Single-Node Passwordless Multi-User
Enabled Appliance

ORACLE

Follow these JSON file examples to create a JSON file to deploy a single node appliance with
the command odacli create-appliance

# Note:

If you do not enter your network and Oracle ILOM information correctly based on
your setup, then network access is lost to both the host and Oracle ILOM.

When using the example to create your JSON file, change the definitions to match your
environment. The password must meet password requirements.

Note: To configure Oracle ASR during provisioning, always specify the asrType parameter in
the JSON file.

Example 5-1 JSON File to Create a Single Node Oracle Database Appliance with Role
Separation and Passwordless Multi-User Access

The following is an example of a JSON file that creates a single node appliance on Oracle
Database Appliance. The example uses role separation and enables passwordless multi-user
access.

{

"instance" : {

"name" : "odambox",
"instanceBaseName" : "odambox-c",
"dbEdition" : "EE",
"timeZone" : "UTC",
"ntpServers" : ["xx.x.x.x"],
"dnsServers" : ["x.x.x.xx","xx.x.x.xx","xx.x.x.xx"],
"domainName" : "example.com",
"isRoleSeparated" : true,
"isMultiUserAccessPLEnabled" : true,
"osUserGroup" : {

"groups" : [ {

"groupId" : 1001,
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"groupName" "oinstall",
"groupRole" "oinstall"
b Ao
"groupId" 1002,
"groupName" "dbaoper",
"groupRole" "dbaoper"
b Ao
"groupId" 1003,
"groupName" "dba",
"groupRole" "dba"
b Ao
"groupId" 1004,
"groupName" "asmadmin",
"groupRole" "asmadmin"
b Ao
"groupId" 1005,
"groupName" "asmoper",
"groupRole" "asmoper"
b Ao
"groupId" 1006,
"groupName" "asmdba",
"groupRole" "asmdba"
bl
"users" : [ {
"userId" 1000,
"userName" "oracle",
"userRole" "oracleUser"
b Ao
"userId" 1001,
"userName" "grid",
"userRole" "gridUser"
bl
}
}I
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
}I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

b

"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

b
"sysOraHomeStorage": {
"volumeSize": "160",
"diskgroup": "DATA"
}

"nodes" : [ {
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"nodeNumber" : "0",

"nodeName" : "odambox",

"network" : [ {
"nicName" : "btbondl",
"ipAddress" : "xx.x.x.xx",
"subNetMask" : "xxx.xxx.xxx.x",
"gateway" : "xx.x.x.x",
"networkType" : [ "Public" ],
"isDefaultNetwork" : true
}I

]I

"ilom" : {

"ilomName":"odambox-c",
"ipAddress":"xx.x.x.xx",
"subNetMask":"xxx.xxxX.xx.x",
"gateway":"xx.x.x.x"
}
Pl

"grid" : {
"diskGroup" : [ {
"diskGroupName" : "DATA",
"redundancy" : "NORMAL",

"diskPercentage" :80

oo A
"diskGroupName" : "RECO",
"redundancy" : "NORMAL",
"diskPercentage" :20

Pl

"scan" : null,
"vip": null,
"language" : "en",

"enableAFD" :"TRUE"
}I
"database" : {

"dbName" : "myTestDb",

"databaseUniqueName":"myTestDb sealkj",

"dbEdition" : "EE",

"dbVersion" : "19.23.0.0",

"dbHomeId":null,

"instanceOnly" : false,

"isCdb" : true,

"pdBName" : "pdbl",

"pdbAdminuserName" : "pdbuser",

"enableTDE":true,

"adminPassword" : "password",

"dbType" : "SI",

"dbTargetNodeNumber" : null,

"dbClass" : "OLTP",

"dbShape" : "odbl",

"dbStorage" : "ACFS",

"dbCharacterSet" : {
"characterSet" : "AL32UTF8",
"nlsCharacterset" : "ALl16UTFl6",
"dbTerritory" : "AMERICA",
"dbLanguage" : "AMERICAN"

}I

ORACLE
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"dbConsoleEnable" : false,
"backupConfigId":null,
"rmanBkupPassword": null

}I

"asr" :{
"asrType": "INTERNAL",
"userName":"john.smith@example.com",
"password":"password",
"proxyServerName" :"www-proxy.example.com",
"proxyPort":"80",
"proxyUserName":"proxy-user",
"proxyPassword":"proxy-password",
"httpsPortNumber":"16163"

Example 5-2 JSON File to Create a Single Node Oracle Database Appliance without
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates an Oracle Database Appliance without
using role separation and with passwordless multi-user access. This example creates two
groups (oinstall and dba) and one user (oracle).

"instance" : {
"name" : "odambox",
"instanceBaseName" : "odambox-c",
"dbEdition" : "EE",
"timeZone" : "UTC",
"ntpServers" : ["xx.x.x.xx"],
"dnsServers" : ["xx.x.x.xx","xx.x.x.xx","xx.x.x.xx"],
"domainName" : "example.com",
"isRoleSeparated" : false,
"isMultiUserAccessPLEnabled" : true,
"osUserGroup" : {
"groups" : [ |

"groupId" : 1001,

"groupName" : "oinstall",

"groupRole" : "oinstall"

b A
"groupId" : 1002,
"groupName" : "dba",
"groupRole" : "dba"
Pl
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

b

"nodes" : [ {

"nodeNumber" : "0",

"nodeName" : "odambox",

"network" : [ {
"nicName" : "btbondl",
"ipAddress" : "xx.x.x.xx",
"subNetMask" : "xxx.xxx.xxx.x",
"gateway" : "xx.x.x.x",
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"networkType" : [ "Public" ],
"isDefaultNetwork" : true
}I

]I

"ilom" : {

"ilomName":"odambox-c",
"ipAddress":"xx.x.x.xx",
"subNetMask":"xxx.xxxX.xxx.x",
"gateway":"xx.x.x.x"
}
Pl

"grid" : {
"diskGroup" : [ {
"diskGroupName" : "DATA",
"redundancy" : "NORMAL",

"diskPercentage" :80

oo A
"diskGroupName" : "RECO",
"redundancy" : "NORMAL",
"diskPercentage" :20

Pl

"scan" : null,
"vip": null,
"language" : "en",

"enableAFD" :"TRUE"
}I
"database" : {
"dbName" : "myTestDb",
"databaseUniqueName":"myTestDb sealkj",
"dbEdition" : "EE",
"dbVersion" : "19.21.0.0",
"dbHomeId":null,
"instanceOnly" : false,
"isCdb" : true,
"pdBName" : "pdbl",
"pdbAdminuserName" : "pdbuser",
"enableTDE":true,
"adminPassword" : "password",
"dbType" : "SI",
"dbTargetNodeNumber" : null,
"dbClass" : "OLTP",
"dbShape" : "odbl",
"dbStorage" : "ACFS",
"dbCharacterSet" : {
"characterSet" : "AL32UTF8",
"nlsCharacterset" : "ALl16UTFl6",
"dbTerritory" : "AMERICA",
"dbLanguage" : "AMERICAN"
}I
"dbConsoleEnable" : false,
"backupConfigId":null,
"rmanBkupPassword": null
}I
"asr" :f{
"asrType": "INTERNAL",
"userName":"john.smith@example.com",
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"password":"password",

"proxyServerName" :"www-proxy.example.com",
"proxyPort":"80",
"proxyUserName":"proxy-user",
"proxyPassword":"proxy-password",
"httpsPortNumber":"16163"

Example JSON File to Create a High-Availability Passwordless Multi-User
Enabled Appliance

ORACLE

Follow the JSON file example to create a JSON file to deploy a high-availability appliance with
the command odacli create-appliance

< Note:

It is important to review the readme and the examples carefully before creating your
JSON file. If you do not enter your network and Oracle ILOM information correctly
based on your setup, then network access is lost to both the host and Oracle ILOM.

Example 5-3 JSON File to Create a High-Availability Oracle Database Appliance with
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates a high-availability appliance on Oracle
Database Appliance bare metal platform. The example uses role separation and with
passwordless multi-user access. When using the example to create your JSON file, change
the definitions to match your environment. The password must meet password requirements.

"instance":{
"name" : "odahabox",
"instanceBaseName":"odahabox",
"dbEdition":"EE",
"timeZone":"UTC",
"ntpServers" : ["10.0.3.14"],
"dnsServers" : ["10.0.4.10","10.0.4.11","10.0.4.12"],
"domainName":"example.com",
"isRoleSeparated":true,

"isMultiUserAccessPLEnabled" : true,
"osUserGroup": {
"groups": [

{
"groupId":1001,
"groupName":"oinstall",
"groupRole":"oinstall"

"groupId":1002,
"groupName" : "dbaoper",
"groupRole":"dbaoper"
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"groupId":1003,
"groupName":"dba",
"groupRole":"dba"

"groupId":1004,
"groupName" : "asmadmin",
"groupRole":"asmadmin"

"groupId":1005,
"groupName": "asmoper",
"groupRole":"asmoper"

"groupId":1006,
"groupName": "asmdba",
"groupRole":"asmdba"

]I
"users": [
{
"userId":101,
"userName":"grid",
"userRole":"gridUser"

"userId":102,
"userName":"oracle",
"userRole":"oracleUser"

b

"users": [

{
"id": 1000,
"name": "ugrid",
"role": "gridUser"

}I

{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

}I
"objectStoreCredentials":null
}I
"sysOraHomeStorage": {
"volumeSize": "160",
"diskgroup": "DATA"
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"nodeNumber":"0",
"nodeName" : "odahaboxcln2",
"network": [

1,

{
"nicName":"btbondl",
"ipAddress":"10.31.98.133",
"subNetMask":"255.255.240.0",
"gateway":"10.31.96.1",
"networkType": [

"Public"

] 4

"isDefaultNetwork":true

"ilom": {

"ilomName":"odahabox2-c",
"ipAddress":"10.31.16.140",
"subNetMask":"255.255.240.0",
"gateway":"10.31.16.1"

"nodeNumber":"1",
"nodeName" : "odahaboxclnl",
"network": [

1,

{
"nicName":"btbondl",
"ipAddress":"10.31.98.132",
"subNetMask":"255.255.240.0",
"gateway":"10.31.96.1",
"networkType": [

"Public"

] !

"isDefaultNetwork":true

"ilom": {

1y

"grid":{

"ilomName":"odahaboxl-c",
"ipAddress":"10.31.16.139",
"subNetMask":"255.255.240.0",
"gateway":"10.31.16.1"

"diskGroup": [

{

"diskGroupName" :"DATA",
"redundancy":"HIGH",
"diskPercentage":80

"diskGroupName" :"RECO",
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"redundancy":"HIGH",
"diskPercentage":20
}I

1!

"scan":{
"scanName" : "odahaboxcl-scan",
"ipAddresses": [

"10.31.98.182",
"10.31.98.183"

"nodeNumber":"0",
"vipName":"odahaboxcln2-vip",
"ipAddress":"10.31.98.159"

"nodeNumber":"1",
"vipName":"odahaboxclnl-vip",
"ipAddress":"10.31.98.158"

1,
"language":"en",
"enableAFD" : "TRUE"

"database": {

b

"dbName" : "myTestDb",
"databaseUniqueName":"myTestDb sealkj",
"dbVersion":"19.21.0.0",
"dbHomeId":null,
"instanceOnly":false,
"isCdb":true,
"pdBName" :"pdbl",
"pdbAdminuserName": "pdbuser",
"enableTDE":true,
"adminPassword":"password",
"dbType":"RAC",
"dbTargetNodeNumber":null,
"dbClass":"OLTP",
"dbShape":"odbl",
"dbStorage":"ACFS",
"dbCharacterSet": {
"characterSet":"AL32UTF8",
"nlsCharacterset":"AL16UTF16",
"dbTerritory":"AMERICA",
"dbLanguage" : "AMERICAN"
}I
"dbConsoleEnable":false,
"backupConfigId":null

"asr":null
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Example JSON Files to Create a Single-Node Passwordless Multi-User
Enabled DB System

ORACLE

Follow the JSON file example to create a JSON file to deploy a single-node DB System, with
role separation, with the command odacli create-dbsystem.

Use the example JSON file to create a file for your environment.

# Note:

It is important to review the readme and the examples carefully before creating your
JSON file.

Example 5-4 JSON File to Create a Single-Node Oracle KVM Database System with
Role Separation and Passwordless Multi-User Access

The following is an example of a JSON file that creates a single-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform. The example uses role separation
and passwordless multi-user access. When using the example to create your JSON file,
change the definitions to match your environment. The password must meet password
requirements.

"system": {
"name": "test example",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los Angeles",
"diskGroup": "DATA",
"cpuPoolName": "shared dbsystem cpupool",
"enableRoleSeparation": true,
"customRoleSeparation": {

"groups": [
{
"name": "oinstall",
"id": 1001,
"role": "oinstall"
}I
{
"name": "dbaoper",
"id": 1002,
"role": "dbaoper"
}I
{
"name": "dba",
"id": 1003,
"role": "dba"
}I
{
"name": "asmadmin",
"id": 1004,
"role": "asmadmin"
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"name": "asmoper",
"id": 1005,
"role": "asmoper"
}I
{
"name": "asmdba",
"id": 1006,
"role": "asmdba"
}
]I
"users": [
{
"name": "grid",
"id": 1000,
"role": "gridUser"
}I
{
"name": "oracle",
"id": 1001,
"role": "oracleUser"
}
]
"users": |
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
}I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

"database": {

"name": "dbl9",
"uniqueName": "dbl9",
"domainName": "example.com",
"version": "19.26.0.0.250121",
"edition": "EE",

"type": "SI",

"dbClass": "OLTP",

"shape": "odb2",

"role": "PRIMARY",
"targetNodeNumber": null,
"enableDbConsole": false,
"enableFlashStorage": false,
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"enableFlashCache": false,

"enableUnifiedAuditing": true,

"enableEEHA": true,

"enableSEHA": false,

"redundancy": null,<<< if diskgroup redundancy is FLEX, then database

redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can be null

"characterSet": {
"characterSet": "AL320UTF8",
"nlsCharacterset": "ALI16UTFl6",
"dbTerritory": "AMERICA",
"dbLanguage": "ENGLISH"

}I

"enableTDE": false,

"isCdb": true,
"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"

}I
"network": {

"domainName": "test domain",

"ntpServers": [
XX XXX XX XXX

]I

"dnsServers": [
XX XXX XX XXX

I

"nodes": |
{
"name": "nodel",
"ipAddress": "xx.xXx.xxX.xxx",
"netmask": "xXxXx.xxXx.xXxx.x",
"gateway": "xx.xx.xx.x",

"number": 0

]I
"publicVNetwork": "vnetl"
}I
"grid": {
"language": "en",
"enableAFD": true

Example 5-5 JSON File to Create a Single-Node Oracle KVM Database System without
Role Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates a single-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform, without role separation and with
passwordless multi-user access. When using the example to create your JSON file, change

the definitions to match your environment. The password must meet password requirements.

"system": {
"name": "test example",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los_Angeles",
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"diskGroup": "DATA",

"cpuPoolName": "shared dbsystem cpupool",

"database": {
"name": "dbl9",
"uniqueName": "dbl9",
"domainName": "example.com",
"version": "19.26.0.0.250121",
"edition": "EE",
"type": "SI",
"dbClass": "OLTP",
"shape": "odb4",
"role": "PRIMARY",
"targetNodeNumber": null,
"enableDbConsole": false,
"enableUnifiedAuditing": true,

"redundancy": "HIGH",<<< if diskgroup redundancy is FLEX, then

database redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can

be null
"characterSet": {
"characterSet": "AL320UTF8",
"nlsCharacterset": "ALI16UTFl6",
"dbTerritory": "AMERICA",
"dbLanguage": "ENGLISH"
}I
"enableTDE": false,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"
}I
"users": [
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
}I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

b

"network": {

"domainName": "test domain",
"ntpServers": [],
"dnsServers": [

"XX . XXX XX KXX"

I

"nodes": [

{
"name": "nodel",
"ipAddress": "xx.xx.xx.xxx",
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"netmask": "xXxXx.xxXx.xXxx.x",
"gateway": "xx.xx.xx.x",
"number": 0

1,
"publicVNetwork": "vnetl"
by
"grid": {
"language": "en",
"enableAFD": true

Example JSON File to Create a High-Availability Passwordless Multi-User
Enabled DB System

Follow the JSON file example to create a JSON file to deploy a two-node DB System, with role
separation, with the command odacli create-dbsystem.

Use the example JSON file to create a file for your environment.

Example 5-6 JSON File to Create Two-Node Oracle KVM Database System without Role
Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates two-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform, without role separation and with
passwordless multi-user access. When using the example to create your JSON file, change
the definitions to match your environment. The password must meet password requirements.

"system": {
"name": "test system",
"shape": "odb2",
"customMemorySize": "24G",
"timeZone": "America/Los Angeles",
"diskGroup": "DATA",
"cpuPoolName": "shared dbsystem cpupool",

b

"database": {

"name": "dbtest",
"uniqueName": "dbtest",
"domainName": "test domain",

"version": "19.26.0.0.250121",

"edition": "EE",

"type": "SI",

"dbClass": "OLTP",

"shape": "odb2",

"role": "PRIMARY",

"targetNodeNumber": "Q0",

"enableDbConsole": false,version

"enableUnifiedAuditing": true,

"enableEEHA": true,

"redundancy": "MIRROR", <<< if diskgroup redundancy is FLEX, then
database redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can
be null

ORACLE - on



Chapter 5

Using Passwordless Multi-User Access on Oracle Database Appliance

"characterSet": {
"characterSet": "AL32UTF8",
"nlsCharacterset": "ALI16UTF16",
"dbTerritory": "AMERICA",
"dbLanguage": "AMERICAN"

}I

"enableTDE": false,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"
}I

"users": [

{
"id": 1000,
"name": "ugrid",
"role": "gridUser"

}I

{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

b

"network": {

"domainName": "test domain",
"ntpServers": [],
"dnsServers": [

"XX . XXX XX KXX"

I

"nodes": [

{
"name": "nodel",
"ipAddress": "xx.xXx.xxx.xx",
"netmask": "XXx.xXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 0,
"vipName": "nodel-vip",
"vipAddress": "xx.xx.xxx.xx"

}I

{
"name": "node2",
"ipAddress": "xx.xXx.xxx.xx",
"netmask": "XXx.xXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 1,
"vipName": "node2-vip",
"vipAddress": "xx.xx.xxx.xx"

1,
"publicVNetwork": "vnetl",
"scanName": "test-scan",
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"XX . XX . XXX, xX",

"XX XX XXX XX

b
"grid": {

"language": "en",
"enableAFD": true

Example 5-7 JSON File to Create Two-Node Oracle KVM Database System with Role

Separation and with Passwordless Multi-User Access

The following is an example of a JSON file that creates two-node Oracle KVM Database
System on Oracle Database Appliance bare metal platform. The example uses role separation
and with passwordless multi-user access. When using the example to create your JSON file,

change the definitions to match your environment. The password must meet password

requirements.

"system": {

"name": "test system",
"shape": "odb2",
"customMemorySize": "24G",

"timeZone": "America/Los_Angeles",

"diskGroup": "DATA",

"cpuPoolName": "shared dbsystem cpupool",

"enableRoleSeparation": true,
"customRoleSeparation": {
"groups": [

{

"name": "oinstall",
"id": 1001,

"role": "oinstall"
"name": "dbaoper",
"id": 1002,

"role": "dbaoper"
"namell: "dba",
"id": 1003,

"rolell. "dba"
"name": "asmadmin",
"id": 1004,

"role": "asmadmin"
"name": "asmoper",
"id": 1005,

"role": "asmoper"
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"name": "asmdba",
"id": 1006,
"role": "asmdba"
}
]I
"users": [
{
"name": "grid",
"id": 1000,
"role": "gridUser"

"name": "oracle",

"id": 1001,
"role": "oracleUser"
}
]
}
}I
"users": [
{
"id": 1000,
"name": "ugrid",
"role": "gridUser"
}I
{
"id": 1001,
"name": "uoracle",
"role": "oracleUser"

I
"multiUserAccess": {
"isMultiUserAccessPLEnabled": true

by
"database": {

"name": "dbtest",
"uniqueName": "dbtest",
"domainName": "test domain",

"version": "19.26.0.0.250121",

"edition": "EE",

"type": "SI",

"dbClass": "OLTP",

"shape": "odb2",

"role": "PRIMARY",

"targetNodeNumber": "Q0",

"enableDbConsole": false,

"enableUnifiedAuditing": true,

"enableEEHA": true,

"redundancy": null, <<< if diskgroup redundancy is FLEX, then
database redundancy must be set to one of "HIGH" or "MIRROR", otherwise, can
be null

"characterSet": {

"characterSet": "AL320UTF8",
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"nlsCharacterset": "AL16UTF16",

"dbTerritory": "AMERICA",
"dbLanguage": "AMERICAN"
}I
"enableTDE": false,
"isCdb": true,
"pdbName": "pdbl",
"pdbAdminUser": "pdbadmin"
}I

"network": {

"domainName": "test domain",
"ntpServers": [],
"dnsServers": [

"XX . XXX XX KXX"

I

"nodes": |

{
"name": "nodel",
"ipAddress": "xx.xx.xxx.xx",
"netmask": "XXx.xxXxX.xXxx.x",
"gateway": "xx.xx.xxx.x",
"number": 0,
"vipName": "nodel-vip",
"vipAddress": "xx.xx.xxx.xx"

}I

{
"name": "node2",
"ipAddress": "xx.xXx.xxx.xx",
"netmask": "xxx.xXx.xxx.x",
"gateway": "xx.xx.xxx.x",
"number": 1,
"vipName": "node2-vip",
"vipAddress": "xx.xx.xxx.xx"

]I
"publicVNetwork": "vnetl",
"scanName": "test-scan",
"scanlIps": [

"XX . XX, XXX, xX",

"XX XX XXX XX"

b

"grid": {
"language": "en",
"enableAFD": true

Provisioning Oracle Database Appliance with Multi-User Access

ORACLE

You can enable multi-user access only when you provision Oracle Database Appliance, using
CLI commands or the Browser User Interface.

Provision your appliance as described in the chapter Provisioning Oracle Database Appliance
Bare Metal System.
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Caution:

You can enable multi-user access only at the time of provisioning Oracle Database
Appliance on bare metal systems and cannot rollback multi-user access after you
provision and deploy your appliance. The Oracle Database Appliance administration
model changes when you deploy the Multi-User Access feature. Evaluate your role
separation requirements before using this feature. Deploying on a test system first
can help with the evaluation and assessment of the new administration model.

Note:

You can specify the token expiration duration, password expiration duration,
maximum failed login attempts, and other details when you provision multi-user
access enabled Oracle Database Appliance with JSON file. You can also specify
these values as a one-time activity from the Browser User Interface when you
configure multi-user access and provision Oracle Database Appliance using the
Browser User Interface.

Overall Steps in Provisioning Oracle Database Appliance with Multi-User Access
Enabled

1. Enable multi-user access.

If you provision your appliance using a JSON file, then add the attribute
"isMultiUserAccessEnabled": true inthe prov req.json file. If the attribute is set to
false or does not exist in the prov_req. json file, then multi-user access is not
enabled during provisioning of the appliance.

"isRoleSeparated": true,
"isMultiUserAccessEnabled": true,

"osUserGroup": {
"groups": [{
"groupId": 1001,
"groupName": "oinstall",
"groupRole": "oinstall"

b

You can also set the multi-user access attributes by adding the following in the JISON
file:

}I
"asr": null,
"multiUserAccess": {
"dcsUserPasswdExpDurationInDays": 90,
"tokenExpirationInMins": 120,
"maxNumFailedLoginAttempts": 3

The values for these attributes are as follows:
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— Token expiration duration in minutes: The minimum value you can specify is 10
minutes, the maximum value is 600 minutes, and the default is 120 minutes.

— Password expiration duration in days: The minimum value you can specify is
30 days, the maximum value is 180 days, and the default is 90 days.

— Maximum failed login attempts allowed: The minimum value you can specify is
2, the maximum value is 5, and the default is 3.

* If you create the appliance using the Browser User Interface (BUI), then select the
Enable Multi-User Access (N/A for DB System) checkbox in the BUI login page.

2. Provide passwords for odaadmin, oracle, and grid users. These are Oracle Database
Appliance system users and their accounts are activated during created. The user
odaadmin is created with the role of ODA-ADMINISTRATOR while the oracle and grid users
are created with the role of 0ODA DB and ODA GRID respectively.

3. The system configures the multi-user access repository with a list of roles and
entitlements, used for assigning to the users in the system.

4. You can now log into the appliance with the newly-created user credentials and deploy
databases.

Provisioning Oracle Database Appliance Using the Browser User Interface with Multi-
User Access Enabled

1. Access the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

2. For the first login, since the odaadmin role is not configured, you are prompted to provide
the ODA password and enable multi-user access.

3. Select Enable Multi-User Access (N/A for DB System) and provide a strong password
for the ODA user.

4. Click Configure Multi-User Settings and then set the User Password Expiry Duration
(In Days), Session Expiration for CLI (minutes), and Maximum Failed Login Attempts.
Click Save to save these settings and return to the Login page on the BUI.

5. Click Submit. A confirmation message is displayed on successful creation of the user.
6. Click OK. You are redirected to the Login page.

7. Specify the User Name and ODA Password and click Login. Note that the ODA admin
user name is odaadmin if multi-user access is enabled. If multi-user access is not enabled,
then the ODA admin user name is oda-admin.

8. Inthe Create Appliance page, specify the details for creating the appliance. See the topic
Creating the Appliance for detailed information about the information you need to provide.

9. Select Assign same password for admin, oracle, grid users if you want to specify the
same password for all users. Otherwise, specify different passwords for the system admin,
oracle, and grid users.

10. Click Submit to create the appliance with multi-user access enabled.

11. The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.
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Related Topics

Provisioning Oracle Database Appliance Bare Metal System
Understand the process to configure Oracle Database Appliance bare metal system.

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Creating, Viewing, and Deleting Users on Oracle Database
Appliance with Multi-User Access

After provisioning the appliance with multi-user access enabled, you can create users with
specific entitlements.

ORACLE

After you provision your appliance with multi-user access enabled, do the following:

Creating, Viewing, and Deleting Users with ODACLI Commands

1.

Connect to the appliance as the odaadmin user.
ssh odaadmin@oda-box hostname/IP

Run any ODACLI command and provide the odaadmin password when prompted.

On successful authentication, create a user with the following command:

odacli create-user -u username -r comma-separated role names

For example, create a user douserl with lifecycle management privileges for dabatases:

odacli create-user -u dbuserl -r ODA-DB

The odaadmin user creates dbuserl and assigns a temporary password.

After the user is created successfully, the dbuserl can log into the appliance with the
temporary password.

The dbuserl is in the Inactive state. Activate the user with the following command:

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

The odaadmin user can view all the users in the system:
# odacli list-users

The odaadmin user can view details for a user in the system:

# odacli describe-user -u user id
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Delete a user in the system. Note that only the odaadmin user can delete a user in the
system.

# odacli delete-user -u user id

Creating, Viewing, and Deleting Users with Browser User Interface

1.

o & W Db

10.

Log into the Browser User Interface as the odaadmin user:

https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.
Click the Users link on the left-hand pane.
Click Create User.

In the Create User page, provide the User ID, specify the Role, and provide the ODA
Password for this user. Note that the same user credentials work for login for BUI and
ODACLI commands.

Optionally, click Generate mTLS Certificate to enable mTLS-based authentication.
Click Create.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.

In the Multi-User Access tab, on the Users page, click on the link for the user whose
details you want to view.

To delete a user, log in as the the odaadmin user. In the Actions drop-down list, select
Delete. Note that only a user of type Custom can be deleted.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Activating a New User on Oracle Database Appliance with Multi-
User Access

Understand how to activate a new user on multi-user access enabled Oracle Database
Appliance.

ORACLE

Activating the New User on Multi-User Access Enabled System Using ODACLI
Commands

1.

After a new user is created by odaadmin successfully, the new user, for example, dbuserl
can log into the appliance with the temporary password.

Activate the user with the following command:

odacli activate-user
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You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

Activating the New User on Multi-User Access Enabled System Using Browser User
Interface

1.

After a new user is created by odaadmin, log into the Browser User Interface as the new
user:

https://host-ip-address:7093/mgmt/index.html

Specify the User Name and the temporary password in the ODA Password field.

Since this is a new account, the Account Status is Inactive. You are prompted to specify
and confirm a new password.

Specify and confirm the Password and click Submit.

On successful password change, log into the Browser User Interface with the new
password.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Granting and Revoking Resource Access on Oracle Database
Appliance with Multi-User Access

You can grant and revoke resource access on the appliance.

ORACLE

Granting and Revoking Resource Access with ODACLI Commands

Grant or revoke access to a resource in a multi-user access enabled system:

# odacli grant-resource-access -ri resource ID -u user name
# odacli revoke-resource-access -ri resource ID -u user name

View access to a DCS resource in a multi-user access system:
# odacli describe-resource-access -ri resource ID
View access to all DCS resources defined in a multi-user access system:

# odacli list-resources-access -a0o -In resource name -rt resource type

Granting and Revoking Resource Access with Browser User Interface

1.

Log into the Browser User Interface as odaadmin:

https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.
Click the Resources link on the left-hand pane.

Click on a Resource to view more details.
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5. For a Resource, in the Actions drop down list, select Grant Resource Access to grant the
user shared access to a resource. Select the User Name from the drop-down list and click
Grant. Click Yes to confirm and submit the job.

6. Select Revoke Resource Access to revoke access to a resource from a user. Select the
User Name from the drop-down list and click Revoke. Click Yes to confirm and submit the
job.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Viewing Roles, Operations, and Entitlements on Oracle Database
Appliance with Multi-User Access

ORACLE

You can view roles and entitlements on the appliance.

Viewing Roles, Operations, and Entitlements with ODACLI Commands

# Note:

For Oracle Database Appliance release 19.13, the multi-user access feature is
available for standalone Oracle Database Appliance systems. During provisioning, a
single domain and tenancy is created by default and all users are created within the
default domain and tenancy.

e View all the roles defined in the system:
# odacli list-user-roles
e View details for a user role in the system:
# odacli describe-user-role -n role name
e View all the entitlements defined in the system:
# odacli list-user-entitlements
*  View details for an entitlement in the system:
# odacli describe-user-entitlement -n entitlement name
e View all the operations defined in the system:
# odacli list-user-operations
* View details for an operation in the system:

# odacli describe-user-operation -n operation name
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View the domains defined in the system. In this release, this is the default domain.
# odacli list-domains

View details for a domain in the system:

# odacli describe-domain -dn domain name

View the tenants in a multi-user access enabled domain. In this release, this is the default
tenancy.

# odacli list-tenants
View details for a tenant in a multi-user access enabled domain:

# odacli describe-tenant -tn tenant name

Viewing Roles, Operations, and Entitlements with Browser User Interface

1.

6

Log into the Browser User Interface as odaadmin:
https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.

Click the Roles link on the left-hand pane. The roles defined in the system are displayed.
These roles cannot be edited or updated.

Click on a Role to view more details.

Click the Entitlements link on the left-hand pane. The entitlements defined in the system
are displayed. These entitlements cannot be edited or updated.

Click on an Entitlement to view more detalils.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Managing Databases and Database Homes on Oracle Database
Appliance with Multi-User Access

The custom user created on multi-user access Oracle Database Appliance can deploy and
manage databases and database homes.

After you create a custom dbuserl on an Oracle Database Appliance with multi-user access
enabled, manage databases as follows:

Creating and Listing Databases and Database Homes Using ODACLI Commands

1.

ORACLE

Connect to the appliance as dbuserl.

ssh dbuserl@Roda-box hostname/IP
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2. Create a database:
odacli create-database -n dbName -v dbVersion
3. Runthe odacli list-databases to view the databases owned by dbuserl:

odacli list-databases

Another user with the 0DA-DB role cannot use the resource owned by dbuserl to create a
database home, thus ensuring role separation.

4. Use the -all option on the appliance when multi-user access is enabled to view all the
databases in the system.

odacli list-databases -all

5. Use the -all option on the appliance when multi-user access is enabled to view all the
database homes in the system.

odacli list-dbhomes -all

Creating and Listing Databases and Database Homes Using Browser User Interface

1. Log into the Browser User Interface as dbuserl:

https://host-ip-address:7093/mgmt/index.html

2. Click the Database tab.
3. Click Show All Databases. A list of all databases in the system is displayed.
* View Details: View the details of the database.
¢ Modify: Modify the database
* Move: Move the database
* Upgrade: Upgrade the database
* Delete: Delete the database.
* Grant Access: Grant access privilege to the database to a user.
« Revoke Access: Revoke access privilege to the database from a user.
* View Pre-patch reports: View prechecks report for patching.

4. Click the Database Home link on the left hand pane. A list of all database homes in the
system is displayed.

5. For a database home, you can click the Actions dropdown list, and select from the
following options:

* View Database: View the details of the database home.

* Delete: Delete the database.

« Grant Access: Grant access privilege to the database home to a user.

« Revoke Access: Revoke access privilege to the database home from a user.

e View Pre-patch reports: View prechecks report for patching.
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Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Changing the Password for a User Account on Oracle Database
Appliance with Multi-User Access

Understand how to manage passwords on multi-user access Oracle Database Appliance.

Changing the Password on Multi-User Access Enabled System Using ODACLI
Commands

¢ You can change password for an Oracle Database Appliance user, whose account is
active:

odacli change-password

Changing the Password on Multi-User Access Enabled System Using Browser User
Interface

1. Log into the Browser User Interface as the user whose password you want to change:
https://host-ip-address:7093/mgmt/index.html

2. To change the Account password at any time: Click on the Account drop down list in the
top right-hand side of Browser User Interface and select Change Password.

3. Specify the Old Password and also specify and confirm the new Password and click
Submit.

Related Topics

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Resetting the Password for a Locked User Account on Oracle
Database Appliance with Multi-User Access

Understand how to reset the password on multi-user access Oracle Database Appliance.
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Resetting Password for a Locked User Account on Multi-User Access Enabled System
Using ODACLI Commands

# Note:

If your appliance is configured as passwordless multi-user enabled, then all user
accounts are preactivated during creation and never get locked because the system
internally generates the password for each user and provides it to the DCS agent for
authentication when required for running ODACLI commands. For passwordless
multi-user enabled systems, do not run any scripts for unlocking the odaadmin
account or the odacli reset-password command to reset the password. Run the
odacli change-password command to change the system generated password for
your Oracle Database Appliance account.

Unlock the odaadmin user account that is locked due to multiple failed login attempts or
password expiry.

1. Login as root.

2. Run the following:

/opt/oracle/dcs/bin/resetCredsForOdaAdmin. sh

A temporary password is assigned to the odaadmin user.
3. Login as the odaadmin user with the temporary password.

4. Run the following command:

odacli reset-password

You are prompted to provide the temporary password and specify and confirm the new
password. After the command runs successfully, the user account is unlocked.

Unlock any non-admin user account that is locked due to multiple failed login attempts or
password expiry.

1. Login as odaadmin.

2. Run the following command:

odacli authorize-user

After you provide a temporary password, the account is unlocked.
3. Login as the user whose account was locked, with the temporary password.

4. Run the following command:

odacli reset-password

You are prompted to provide the old password, the temporary password and specify
and confirm the new password. After the command runs successfully, the user account
is unlocked and reactivated.
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Resetting Password for a Locked User Account on Multi-User Access Enabled System
Using Browser User Interface

Unlock the non-admin user account that is locked due to multiple failed login attempts or
password expiry as follows:

Log into the Browser User Interface as the odaadmin user:

https://host-ip-address:7093/mgmt/index.html

In the Multi-User Access tab, on the Users page, click on the link for the user whose
password you want to reset. Note that you can reset the password for users of type
Custom only. The Account Status for the user is LockedFailedLogin.

In the Actions drop down list, select Authorize Password Reset.

In the Authorize Password Reset page, specify the Old Password, specify and
confirm the Temporary ODA Password, and click Authorize.

Now, log into the Browser User Interface as the user whose account is being unlocked.
Specify the User Name and the temporary password in the ODA Password field.

Since the account was locked, the Account Status is CredentialReset. You are
prompted to specify and confirm a new password.

Specify and confirm the Password and click Submit.

On successful password change, log into the Browser User Interface with the new
password.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.
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Oracle Database Appliance Postinstallation
Tasks

Complete these administrative tasks after you have deployed software, but before the system
is operational.

e Configuring CPU Core Count
Oracle Database Appliance is delivered with all cores on each server enabled. Follow this
procedure to reduce the number of cores, if required.

* Modifying Oracle ASM Listener Port After Deployment
Understand how you can modify Oracle ASM listener port on Oracle Database Appliance
after deployment.

e Securing Oracle ILOM Service Processors
Change the Oracle ILOM default password after completing Oracle Database Appliance
deployment.

e Changing Oracle Database Appliance Passwords
After deploying your appliance, ensure that you change the following passwords for
securing your system.

e Changing the DNS Server Address on Oracle Database Appliance
If the DNS server in the data center changes, understand how you can update the DNS
entries on on Oracle Database Appliance server so that the network functions correctly.

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Configuring CPU Core Count

Oracle Database Appliance is delivered with all cores on each server enabled. Follow this
procedure to reduce the number of cores, if required.

1. To reduce the number of cores, run the following command on Node 0 only:

Set the cores in multiples of 2, for example, 12:

[root@oakl optl# /opt/oracle/dcs/bin/odacli modify-cpucore --cores 12

When you run the command, the nodes are restarted to apply the changes.

2. Check if the job completed successfully:

[root@oakl opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID
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3. Verify that the core count is updated on both nodes:

[root@oakl opt]# /opt/oracle/dcs/bin/odacli describe-cpucore

Modifying Oracle ASM Listener Port After Deployment

Understand how you can modify Oracle ASM listener port on Oracle Database Appliance after
deployment.

Modifying Oracle ASM listener port using ODACLI commands

In earlier Oracle Database Appliance releases, you provisioned your bare metal system with
Oracle ASM listener port 1525 as the default and as the Oracle ASM discovery address port
from DB systems. Starting with Oracle Database Appliance release 19.24, you can customize
Oracle ASM listener port number as a postinstallation task. All DB systems that you provision
after changing the Oracle ASM listener port number use the new Oracle ASM port number.

Use the following command to modify the Oracle ASM listener port number:

odacli modify-asmport -p any unused port between 1024 and 65536

For example:

# odacli modify-asmport -p 1528

¢ Note:

You can run the odacli modify-asmport command only on deployments where the
bare metal system is on Oracle Database Appliance release 19.24 and the DB
system is on release 19.24 and you use the DB 23ai clones available with Oracle
Database Appliance release 19.24.

Modifying Oracle ASM listener port using BUI

Follow these steps:

1. Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

2. Click Appliance.

3. Inthe Basic Information page, Click Modify ASM Port to change the Oracle ASM listener
port.

4. In the Modify ASM Port dialog box, specify the ASM Port and click Modify.
5. Click Refresh ASM Port to view the update.

Related Topics

*  Modifying Oracle ASM Listener Port After Deployment
Understand how you can modify Oracle ASM listener port on Oracle Database Appliance
after deployment.
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Securing Oracle ILOM Service Processors

Change the Oracle ILOM default password after completing Oracle Database Appliance
deployment.

Do not change the default password until after you have completed software deployment on
the Oracle Database Appliance.

Changing Oracle ILOM Password from the Console

1. Inthe Oracle ILOM console, from the Administration menu, select User Management,
and then navigate to the User Accounts subtab.

2. Select root user and click Edit.

3. Change the root user password.

Changing Oracle ILOM Password Using CLI Commands

1. Connect to the Oracle ILOM service processor (SP) through SSH:
# ssh -1 root SP-ipaddr

2. Set the new password:
-> set /SP/users/root password=new password
Changing password for user /SP/users/root/password...

Enter new password again: ***xx&kxx
New password was successfully set for user /SP/users/root

Changing Oracle Database Appliance Passwords

ORACLE

After deploying your appliance, ensure that you change the following passwords for securing
your system.

Changing the Oracle Installation Owner Passwords

During deployment, the root and database users SYS, SYSTEM and PDBADMIN are set to the
system password. After deployment, the oracle and grid passwords are also set to the system
password. Change the passwords to comply with your enterprise user security protocols. Refer
to the Oracle Database Appliance Security Guide and Oracle Database Security Guide for
information about the required configuration and best practices to secure database systems.

Changing the oda-admin User Password through the Command-Line

1. Log in to the appliance as root.
2. Runthe odacli set-credential command to reset the password. Enter the new
password when prompted.

# odacli set-credential --username oda-admin
Enter 'user' password:
Retype 'user' password:
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Changing the the oda-admin User Password through the Browser User Interface

1. Log into the Browser User Interface using the user name oda-admin.
2. Click About, then User Settings in the upper right corner of the Browser User Interface.

3. Enter the password in the Password field and the Password Confirmation field, then click
Submit.

A confirmation message is displayed.
4. Click About, then click Sign Out.

5. Log back into the Browser User Interface with the new password.

# Note:

The oda-admin password expiration period is 90 days.

Changing the DNS Server Address on Oracle Database
Appliance

If the DNS server in the data center changes, understand how you can update the DNS entries
on on Oracle Database Appliance server so that the network functions correctly.

Follow these steps to change the DNS server address on Oracle Database Appliance:
1. Login as the root user.
2. Openthe /etc/resolv.conf file in a text editor.

3. Locate the name server setting for the DNS server and change it to the new value. For

example:
search example.com
nameserver 10.7.7.3

4, Save the file and close the editor.
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Re-imaging Oracle Database Appliance

Bare metal operating system re-imaging installs Oracle Database Appliance operating system
software on the local (boot) drive.

Bare Metal is a non-virtualized Oracle Database Appliance configuration. Oracle Database
Appliance ships from the factory with a bare metal configuration, default ISO image and
Appliance Manager installed. Use the OS ISO Image to restore the OS to the "shipped from
factory" state. Use only when necessary. Reimaging does not patch the firmware or update the
component versions; it only re-images the local system disk from an operating system
perspective. After imaging is completed, provision the bare metal system.

Uninstalling Oracle Database Appliance Components
Use the Oracle Database Appliance cleanup deploy utility, /opt/oracle/oak/onecmd/
cleanup.pl to uninstall Oracle Database Appliance components.

Reimaging an Oracle Database Appliance Baremetal System
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Performing Secure Erase of Data on Storage Disks
With this release, you can securely erase data from storage devices. Running the secure
erase tool deletes the data on the storage disk permanently.

Redeployment of Oracle Database Appliance
Understand the process to redeploy Oracle Database Appliance.

Related Topics

Errors when re-imaging Oracle Database Appliance
Understand how to troubleshoot errors that occur when re-imaging Oracle Database
Appliance.

Uninstalling Oracle Database Appliance Components

Use the Oracle Database Appliance cleanup deploy utility, /opt/oracle/oak/onecmd/
cleanup.pl to uninstall Oracle Database Appliance components.

ORACLE

About the Cleanup Utility

Use the cleanup deploy utility to do the following:

Uninstall Oracle Auto Service Request (Oracle ASR)
Uninstall Oracle Trace File Analyzer (TFA)

Uninstall Oracle ORAchk Health Check Tool

Uninstall Oracle Grid Infrastructure and the Oracle stack
Reset or delete the Oracle Linux udev rules

Delete users and groups that were created when the appliance was created.
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The script removes the firstnet config and the client access VLAN UNIX_DB, but does not
delete any other VLANSs. The script also resets any disabled CPU cores and enables all of the
cores.

The cleanup utility runs in two modes: default and force mode. In the default mode, the
commands used as part of cleanup do not use the force option. The Oracle ASM disk status is
changed from MEMBER to FORMER, but ASM header on the disk is not erased. The default
mode can be used only for cleaning up or re-provisioning of the same system.

# Note:

For High-Availability systems, run the cleanup utility on both nodes sequentially.
Ensure that the cleanup utility has completed on the first node, and then start the
process on the second node.

Running the Cleanup Utility for a Baremetal Deployment

# perl /opt/oracle/oak/onecmd/cleanup.pl [-griduser grid user] [-dbuser
db_user] [-groups comma separated list of groups] [-omausers
dbuserl, dbuser2,dbuser3] [-erasedata] [-nodpr] [-nossh] [f]

When the grid_user and db_user are the same (roleSeparation=false), you must run the
script for each user (-gridUser and -dbUser).

For example:

cleanup.pl -griduser grid -dbuser oracle -omausers dbuserl,dbuser2,dbuser3

Table 7-1 Command Options for Cleanup Utility

______________________________________________________________________________|]
Option Description

grid user Describes the Oracle Grid Infrastructure user
name. The default user is grid.

db user Describes the database user name. The default
useris oracle
Example with grid and oracle users:

cleanup.pl -griduser grid -dbuser
oracle

groups Describes the comma-separated list of groups. The
default groups are
oinstall, dba,dbaoper, asmadmin, asmoper, a
smdba.

omausers Describes the comma-separated list of custom
users created on a multi-user access enabled
Oracle Database Appliance environment. All
custom users created after provisioning a multi-
user access enabled environment must be
removed completely before you reprovision the
appliance.
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Table 7-1 (Cont.) Command Options for Cleanup Utility

Option

Description

erasedata

cleanDefNet

checkHeader

nodpr

nossh

ORACLE

Completely erases all disks on the Oracle
Database system. It is mandatory to run this option
if intention of cleanup is to reuse or move these
disks on other systems. This option needs to be
run on the first node when running on high-
availability systems.

Example of secure erase:

cleanup.pl -erasedata

Cleans up the default public network.

Checks for OAK/ASM header on disks after
successfully running the cleanup script. Use this to
validate if the OAK/ASM header was erased by the
cleanup script or not.

Example of checking disk header:

cleanup.pl -checkHeader

Forces regular cleanup even if Data Preserving
Reprovisioning environment is detected.Wipes out
all data on Oracle ASM disks. You cannot run the
command odacli restore-node -g after this
operation.

On Data Preserving Reprovisioning environments,
the default cleanup mode is Data Preserving
Reprovisioning mode which cleans the appliance
without erasing Oracle SM disks to allow the
command odacli restore-node -gto be
reattempted. Using the -nodpr option allows you
to override this behaviour and force regular
cleanup.

Example:

cleanup.pl -nodpr

Does not attempt to set up SSH on high-availability
deployments. Use this option in cases such as
when the scripts using cleanup.pl are not updated
to handle stopping DCS agent, or if you have
forgotten the SSH password, or if SSH is not set up
on the system.

Example:

cleanup.pl -nossh
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Table 7-1 (Cont.) Command Options for Cleanup Utility

_________________________________________________________________________________|
Option Description

f In the force mode, all commands use the force
option. The ASM disk header is erased. The oakd
header on the disk is erased in both default and
force modes.

Example of default mode:

cleanup.pl

Example of force mode:

cleanup.pl -f

# Note:

The cleanup utility for bare metal deployments produces a log file. The utility tries to
create the log file at /opt/oracle/oak/log/hostname/cleanup/

cleanup timestamp.log. If the log cannot be created in that location, then the log is
created at /tmp/cleanup timestamp.log.

Related Topics

* Deployment Checklist for Oracle Database Appliance Bare Metal Systems
This checklist provides an overview of the tasks to setup and deploy Oracle Database
Appliance bare metal systems for the first time.

Reimaging an Oracle Database Appliance Baremetal System

ORACLE

Reimage Oracle Database Appliance to perform a bare metal restore of Oracle Database
Appliance.

Bare metal restore uses Oracle Integrated Lights Out Manager (Oracle ILOM) to re-image the
Oracle Database Appliance node. The ILOM must be configured before performing a bare
metal restore or reimage. Generally, the ILOM is configured as part of readying for deploying
Oracle Database Appliance.

Download the Oracle Database Appliance Bare Metal ISO image to your local machine before
you launch the Oracle ILOM console.

Follow these steps to reimage your appliance. For Oracle Database Appliance High-Availability
deployment, follow these steps on both nodes.

1. Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on Node 0
as root.

https://ilom-ip-address
2. Launch the Remote Console.

a. Expand Remote Control in the left navigation.
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b. Click the Redirection tab.
c. Click Launch for the Remote Console in the Actions menu.
The state of the system determines what appears on the Console page.
3. Add the image.
a. Click the KVMS tab, then select Storage.
b. Click Add.

c. Browse to the Oracle Database Appliance Bare Metal ISO Image, highlight the image,
then click Select.

d. Click Connect.

The mounting of the ISO image is successful when the Connect button changes to a
Disconnect button.

e. Click OK
The CD-ROM icon in the top right corner is highlighted.
4. Configure the CD-ROM as the next boot device.
a. Expand Host Management in the left menu of the ILOM Remote Console tab.
b. Click Host Control.
c. Select CDROM from the Next Boot Device menu, then click Save.
5. Power cycle the node.
a. Click Power Control in the Host Management menu.
b. Select Power Cycle , then click Save.

When the node comes back after the power cycle, re-imaging starts automatically. The
Oracle Linux page appears, followed by the Running Post-Install scripts page.

The Running Post-Install scripts page is a static page and might give the impression that
the reimaging process is not progressing. The post-install process during re-imaging will
wait until the synchronization between the partitions of the two mirrored local hard disks is
complete, which can take 15 to 20 minutes to complete.

To check the progress of re-synchronization, press the ALT-F2 key combination to open a
second console and enter the following command:

# cat /proc/mdstat

When the re-synchronization is complete, re-imaging is completed and the machine
restarts.

After the machine restarts, the system is ready for you to deploy the Oracle software on the
appliance to create an Oracle Database Appliance bare metal platform.

Related Topics

«  Creating the Appliance
Create the appliance using the Browser User Interface or ODACLI commands.
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Performing Secure Erase of Data on Storage Disks

ORACLE

With this release, you can securely erase data from storage devices. Running the secure erase
tool deletes the data on the storage disk permanently.

You may want to consolidate storage disks between appliances. For example, you can use
X7-2 disks on X6-2 models, and may want to consolidate all X6-2 disks on one system, and
use all new X7-2 storage disks on another system. In such cases, use secure erase to erase
headers from disks before re-imaging the disks, since the storage disks across the appliances
may have different partition ratios.

# Note:

The secure erase tool conforms to the NIST 800-88 standard, also called NIST
Special Publication 800-88 (NIST SP 800-88), Guidelines for Media Sanitization.
Running the secure erase tool removes data from storage disks permanently. If you
have any data on the disk, then take a backup of your storage disk before running
the secure erase tool.

Follow the steps to run the secure erase tool:

1. Stop oakd and the database and Oracle Grid Infrastructure before running the secure
erase tool.

On bare metal systems, run the command:

# odaadmcli stop oak

On Virtualized Platforms:

# oakcli stop oak

To stop Oracle Clusterware resources:

# crsctl stop crs -f

2. Run the secure erase tool:

# /opt/oracle/oak/bin/odaeraser.py

3. You can also run the secure erase tool when running the cleanup tool:

# /opt/oracle/oak/onecmd/cleanup.pl -erasedata
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Example 7-1 Options for the Secure Erase Tool

Option Description

-a, --all Erases all disks. For example:

# /opt/oracle/oak/bin/odaeraser.py --all

--disk diskl,disk2 Erases specified disks. For example:

# /opt/oracle/oak/bin/odaeraser.py --disk
e0 pd 00,e0 pd 01

--dryrun Runs the tool in the test mode
--type HDD|SSD|NVMe Erases the type of disk specified
-v, --verbose Displays verbose output

-h, --help Displays all CLI options for the tool

Redeployment of Oracle Database Appliance

ORACLE

Understand the process to redeploy Oracle Database Appliance.

After cleaning up the system and erasing the header, you can continue deployment of Oracle
Database Appliance as follows:

1. Download Oracle Database Appliance software.
2. Install Oracle Database Appliance software.

3. Create the appliance.

For the above steps, run the procedures as described in this guide.
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Patching Oracle Database Appliance

ORACLE

To keep Oracle Database Appliance running with the latest software, check for and apply
Oracle Database Appliance patch bundles when they are released.

About Patching Oracle Database Appliance
Use the Oracle Database Appliance Patch Bundle to patch your appliance.

About Patching Prechecks
Patching prechecks are designed to detect and flag problems that might be encountered
during patching.

About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

Minimizing Downtime When Patching Oracle Database Appliance
Understand best practices to minimize downtime when you apply patches to your Oracle
Database Appliance deployment.

About Updating Databases and Database Homes
Understand how to update a database and database home using either the Browser User
Interface or odacli commands.

Updating ESTES-EXT Firmware Before Patching Oracle Database Appliance Server
Update TMT (Task Management Reset Type) for Estes-Ext before you patch the Oracle
Database Appliance server.

Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

Patching Oracle Database Appliance Bare Metal Systems Using the Browser User
Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the
patch bundle using the Browser User Interface, and then update the DCS admin, DCS
components, and DCS agent using CLI commands.

Patching Oracle Database Appliance DB Systems Using the Browser User Interface
Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the
patch bundle using the Browser User Interface, and then update the DCS agent and
components using CLI commands.

Updating Oracle Database Appliance Repository with Database Clone Files For Bare
Metal Systems

Follow these steps to update the Oracle Database Appliance repository with Oracle
Database clone files for the latest release using CLI commands.

Patching Databases Using ODACLI Commands or the BUI
Use ODACLI commands or the Browser User Interface to patch databases to the latest
release in your deployment.
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e Patching Existing Database Homes Using ODACLI or the BUI
Use ODACLI or BUI to patch database homes in your deployment to the latest release.

» Patching Non-Provisioned Oracle Database Appliance Systems
Oracle Database Appliance supports patching of non-provisioned single-node or high
availablity systems by running odacli update-server command.

* Applying Additional Patches and Updates on Bare Metal Systems
Configure additional patch repositories and patch your operating system and databases to
ensure that your deployment has the latest updates and security fixes.

e Cleaning Up the Patch Repository
Use the Browser User Interface or Command Line Interface to delete obsolete or old
patches from the repository.

e About Upgrading to a Different Database Home
Understand how to upgrade to a different database home using either the Browser User
Interface or odacli commands.

e Setting Dynamic Default Parameters
You can set dynamic default parameters using the BUI.

About Patching Oracle Database Appliance

ORACLE

Use the Oracle Database Appliance Patch Bundle to patch your appliance.

Patches offer new features and may improve the functionality of existing features.

About Out of Place Patching

Starting with Oracle Database Appliance release 19.11, Oracle Database Appliance uses the
out-of-place patching model. This means that a new software Oracle home is created when
patching an Oracle Grid Infrastructure or Oracle Database home. Starting with Oracle
Database Appliance release 19.11, the patches for Oracle Grid Infrastructure and Oracle
Database are available as images. All procedures remain the same.

About MySQL Server and DCS Agent

Starting with Oracle Database Appliance release 19.10, DCS Agent uses MySQL server as its
metadata store. MySQL server is automatically installed and configured, during provisioning,
when creating the appliance. Similarly, during patching, the odacli update-dcscomponents
command automatically installs and configures MySQL server. MySQL server processes do
not run with root operating system user account. Instead, MySQL server processes run with a
new operating system user account called odamysqgl. Note that the odamysgl operating system
user is created only for ownership purposes and the odamysql user account owns only the
MySQL directories. The odamysqgl operating system user cannot log into the appliance. The
odamysqgl operating system user account for MySQL ensures role separation between the user
owning Oracle databases on the appliance and the metadata used for DCS operations.

About Oracle Database Appliance Patch Bundles

The Oracle Database Appliance Patch Bundle contains the latest patches for DCS Admin,
DCS Components, OAK, Oracle ILOM, firmware, enhancements, and fixes.

The Oracle Database Appliance Release Notes include information about the latest Oracle
Database Appliance patch bundle and a list of component versions in the patch bundle. Oracle
recommends updating the appliance with the latest Oracle Database Appliance software
version to take advantage of new features, fixes, and the latest supported component versions.
See the Oracle Database Appliance Release Notes for the upgrade paths.
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Caution:

Do not patch Oracle Database Appliance using generic patches for Oracle Grid
Infrastructure or Oracle Linux. Also do not use individual infrastructure patches, such
as firmware patches. You must only use Oracle Database Appliance patches. If you
use patches that are not intended for Oracle Database Appliance, or if you use
OPatch, or a similar patching tool, then the metadata maintained by Oracle Database
Appliance is not updated, and you cannot complete future patch updates. If you apply
out-of-cycle Oracle Database Release Update (RU), then ensure that you also follow
the recommendations described in the Readme for the RU.

The patch bundle provides all relevant patches for the entire system, including the following:
*  Oracle Database Appliance server

e BIOS

* Hardware drivers

e Hardware Management Pack (HMP) and firmware drivers for various components
e Oracle Appliance Manager

e Oracle Linux

e Java Runtime Environment (JRE)

e Oracle Integrated Lights Out Manager (Oracle ILOM)

» Oracle Auto Service Request (Oracle ASR)

* Oracle Intelligent Platform Management Interface (Oracle IPMI)

*  Network Card Patches for relevant hardware models

About Updating Oracle Linux RPMs

While not recommended, you can update some Oracle Linux RPMs for Oracle Database
Appliance. Do not update or customize Oracle Linux kernel, Oracle Optimal Flexible
Architecture, Oracle InfiniBand, or related software. Other software may be installed, updated,
or customized. However, the Oracle Database Appliance update may not carry newer version
dependencies of customized components. Therefore, you might be required to remove and
subsequently reapply site-specific changes to successfully update Oracle Database Appliance
in the future.

Caution:

For Oracle Database Appliance, do not update the following:
e Oracle Linux Kernel (kernel)

*  Oracle Optimal Flexible Architecture (ofa)

e Oracle RDMA packages (oracle-rdma-release)

For storage, do not apply any RPM updates.
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About Patching Prechecks

ORACLE

Patching prechecks are designed to detect and flag problems that might be encountered
during patching.

The prechecks view the state of the appliance, including the version and hardware specific
upgrades, verify that the necessary conditions and checks are complete before attempting an
upgrade, and identify conditions that might cause an upgrade to fail. You can avoid potential
patching problems by correcting the conditions and resolving the issues before applying the
patch.

The prechecks commands are available on Oracle Database Appliance release 12.2.1.2.0 or
later. Update the DCS Agent to ensure that the latest updated prechecks are available when
you run these commands.

Components Verified by Patching Prechecks

Check Component Verified

System patching prechecks Checks that the DCS Agent is online on all nodes
Checks that there is sufficient space for the update

Validates the minimum agent version and validates
the patching tag

Validate Nexus Reset Estes-Ext Failed This server patching precheck is displayed for
ORCL-EXT-SAS3 controller with model number
0x0097. This precheck verifies that controllers
NVDATA is updated to 0e.01.00.0d version. If
Estes-Ext is not updated to |_T Nexus Reset, then
an error is displayed.

SAS3 controller requires Nexus
Reset.

DCS-10293: Current System has ORCL-
EXT-SAS3 controller

which requires the firmware update
to enable NEXUS RESET.

To perform the firmware update, run
/opt/oracle/oak/pkgrepos/
firmwarecontroller/lsilogic/0x0097/
16.00.08.00/1it nexus reset.sh

on both nodes.
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Check Component Verified

Server patching prechecks For operating system:
»  Validates supported versions

*  Validates minimum supported versions

»  Validates patching tag

«  Validates whether patch location is available
*  Verifies OS patch

e Validates command execution

For Oracle ILOM:

«  Validates supported versions

*  Validates minimum supported versions

» Validates patching tag

»  Validates whether patch location is available
e Checks for Oracle ILOM patch version

*  Validates Patch location

*  Validates command execution

»  Validates connectivity to Oracle ILOM

For Oracle Grid Infrastructure:

»  Validates supported Oracle Grid Infrastructure
versions

»  Validates available space

*  Validates whether Oracle Clusterware is
running

e Validates patching tag

»  Validates whether system is provisioned

»  Validates whether Oracle ASM is online

*  Validates the minimum agent version

e Validates the central inventory

*  Validates patching locks

*  Validates whether clones location exists

»  Validates DB start dependencies

»  Validates DB stop dependencies

* Validates command execution

For Oracle ORAchk:

*  Runs the ORAchk tool that performs operating
system level prechecks.

*  Validates command execution
For server:

»  Validates whether server patching can be
performed in local mode or not

*  Validates command execution

Confirms that the bare metal system is upgraded,
in the case of DB systems.

Verifies and confirms that the database start/stop
dependencies are correct.

Confirms that patching locks are not present.
Verifies that the central inventory is accurate.
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Check Component Verified

Database home patching prechecks Confirms that Oracle Grid Infrastructure is installed

Confirms that the DCS Agent is at the required
version

Confirms that Oracle Clusterware is running on all
nodes

Confirms that Oracle Grid Infrastructure is
upgraded

Validates that there is sufficient disk space
available

Checks if the disk group for database homes on
Oracle ACFS is configured

Checks whether the clone file is present in the
repository
Checks whether the /u01/app/odaorabase

directory exists. If the directory exists, then the
check confirms that there is a valid symbolic link.

Database home patching with out-of-place patching The check creates a database home and verifies
prechecks that all databases can be moved from the source
home to new home.

This check validates that the --1ocal option can
be used for the database home.

Storage prechecks Validates storage patch location and tag
Validates patching location and tag
Validates command execution
Validates Oracle ASM disk groups status

Validates rolling patch (for high-availability
deployment)

About Enabling NUMA on Oracle Database Appliance

ORACLE

Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

NUMA (Non-Uniform Memory Access) can help facilitate efficient use of the underlying NUMA
hardware. On Oracle Database Appliance, you can enable NUMA for databases on bare metal
and DB systems, CPU pools, and for KVM applications.

About Enabling NUMA During Provisioning of Oracle Database Appliance

When you provision Oracle Database Appliance with release 19.26, NUMA is automatically
enabled on the database, DB system and CPU pools. Hence, when you create a database, DB
system, or CPU pool on an Oracle Database Appliance release 19.26 deployment, NUMA is
automatically enabled and no additional configuration is required. NUMA is not enabled by
default for application VMs.

About Enabling NUMA After Patching Oracle Database Appliance

NUMA is enabled by default starting with Oracle Database Appliance release 19.12. When you
patch to Oracle Database Appliance release 19.26 from 19.11 or earlier, the odacli update-
server command sets NUMA at the system level. New databases created after patching are
NUMA-enabled. For existing databases, enable NUMA by running the command alter system
set "enable numa support"=true on the database.
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After patching the bare metal system to release 19.26 from 19.11 or earlier, as a one-time
activity, you must run the command odacli remap-cpupools to enable NUMA on all existing
CPU pools (BM, VM, dbsystem).

For existing DB systems, run the command odacli modify-dbsystem --enable-numa to
enable NUMA for the dbsystem and the database of the DB system.

NUMA is not enabled by default for application VMs. For new and existing application VMs, run
the command odacli modify-vm --enable-numa to enable NUMA for the VM configuration.
You must also enable NUMA for the components inside the VM such as operating system and
application running inside the VM. The command odacli modify-dbsystem --enable-numa iS
only supported on application VMs with even number of CPU cores so that CPU cores can be
evenly distributed to NUMA nodes. In Oracle Database Appliance, one CPUcore is equal to 2
vCPU.

See the topic Patching Oracle Database Appliance Bare Metal Systems Using the Command-
Line for more details about the steps to patch your deployment and enable NUMA.

Related Topics

» Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

» Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

* Remapping CPU Pools in a Bare Metal or KVM Deployment
Use ODACLI commands or the Browser User Interface to remap CPU pools in a bare
metal or KVM deployment.

e odacli modify-vm
Use the odacli modify-vm command to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli remap-cpupools
Use the odacli remap-cpupools command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

* odacli modify-dbsystem
Use the odacli modify-dbsystem command to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli create-cpupool
Use the odacli create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

Minimizing Downtime When Patching Oracle Database

Appliance

ORACLE

Understand best practices to minimize downtime when you apply patches to your Oracle
Database Appliance deployment.

Recommendations for Minimizing Downtime During Patching

* To minimize database patching downtime, it is recommended that you use Oracle RAC or
Oracle RAC One Node on an Oracle Database Appliance high-availability system.
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« If available, use Oracle Data Guard and patch the standby system first. After you patch the
standby system, switch the workload to the standby system, patch the primary system, and
then switch the workload back to the primary system. For more information, see Patching
Oracle Data Guard Databases on Oracle Database Appliance in this guide.

* Always use Oracle Database Appliance Backup and Recovery (ODABR) to back up the
system disks to ensure easy restore, if the patching operation fails. ODABR restores the
system disk to pre-patching state.

* The odacli update-storage command has a --rolling option for storage devices (SSD
and HDD) to minimize patching downtime. There could be other shared storage
component firmware that require a system restart and do not support rolling. Oracle
Database Appliance storage patching can be deferred, but it is not recommended. Note
that the --rolling option cannot be used with the odacli update-storage command on
single-node Oracle Database Appliance systems.

Minimizing Downtime using the --local Option During Patching

To minimize downtime, use the --1ocal option with the odacli update-server and odacli
update-dbhome commands. Update the DCS components and then run the odacli create-
prepatchreport command. There is no downtime during the prepatch process. After analyzing
the prepatch report, use the --1ocal option to continue patching Oracle Database Appliance.

# Note:

Before patching databases, ensure that the server patching operation on both nodes
has completed successfully. Do not run the odacli update-dbhome and odacli
update-database commands before the odacli update-server operation completes
successfully on both nodes.

¢ See Also:

Oracle Database High Availability Overview and Best Practices Guide in the Oracle
Database 19c Documentation Library

About Updating Databases and Database Homes

ORACLE

Understand how to update a database and database home using either the Browser User
Interface or odacli commands.

About Updating Databases and Database Homes

Oracle Database Appliance provides the following options to patch or update databases and
database homes:

- Patch or update each database home. The database home is patched out-of-place.
When patching database home, Oracle Database Appliance automatically provisions a
destination database home if needed, records the source database home, target version,
and destination database home mapping in the metadata repository, and then moves all
databases running in the source database home to the destination database home. Use
the odacli update-dbhome command or the BUI to patch all databases from a single
source database home to a single destination database home. Use this option if there are
no constraints on your system for space usage or for provisioning a new database home.
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« Patch or update selected databases in a database home to a specific database

home. You must specify the target database and destination database home when
patching. You can use the odacli update-database command or the BUI to patch a
specific database to a specific database home or to control when and how many database
homes are provisioned. Using the update-database workflow also provides an option to run
the operation again, if the patching operation failed. The abort and revert options available
with the update-database workflow are not supported when the target database is a single-
instance database.

Before patching the database or database home, upload the Oracle Database clone files for
the database version, to the repository, and then create the database home. See Patching
Oracle Database Appliance Using the CLI for the procedure to update the repository with the
latest Oracle Database clone files.

© Important:

The odacli update-database command that enabled association of a backup
configuration with database was deprecated in Oracle Database Appliance release
19.6. Starting with Oracle Database Appliance release 19.17, the odacli update-
database command enables database patching and is similar to the patching
functionality that the odacli update-dbhome command provides, with a few
differences as described in the Oracle Database Appliance Deployment Guide for
your hardware model.

Before you run the odacli update-dbhome command, you must create the prepatch report for
the database home by running the command odacli create-prepatchreport -d. Similarly,
before you run the odacli update-database command, you must create the prepatch report
either for the source database home or target database by running the command odacli
create-prepatchreport -d Or odacli create-prepatchreport -db respectively. The source
and destination database homes must be consistent in the prepatch report and when
specifying them in the odacli update-database command. If you do not create the prepatch
report before the patch operation, then the odacli update-database and odacli update-
dbhome commands fail with an error message prompting you to run the patching pre-checks.

For more information about the options for the update-dbhome and odacli update-database
commands, see the chapter Oracle Database Appliance Command-Line Interface.

Updating ESTES-EXT Firmware Before Patching Oracle
Database Appliance Server

ORACLE

Update TMT (Task Management Reset Type) for Estes-Ext before you patch the Oracle
Database Appliance server.

Before you patch your Oracle Database Appliance deployment and your existing database
homes to the current release, you must update I T Target Reset oOf Estes-Extto I T Nexus
Reset. This update is not included in the regular firmware update. Run the /opt/oracle/oak/
pkgrepos/firmwarecontroller/lsilogic/0x0097/16.00.08.00/it nexus reset.sh script to
complete this update before you perform server patching. The patching precheck verifies that
controllers NVDATA is updated to 0e.01.00.0d version. If Estes-Ext is not updated to I T
Nexus Reset, then an error is displayed.

Follow these steps:
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Ensure that you update the repository with the server zip file for Oracle Database
Appliance release 19.26.

Shut down Oracle Grid Infrastructure, Oracle Database, and all applications before you run
the update. Ensure that Oracle Clusterware is not running.

Before you patch the Oracle Database Appliance server, run the following command:

# /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/0x0097/16.00.08.00/
sas3flash -listall

Avago Technologies SAS3 Flash Utility

Version 17.00.00.00 (2018.04.02)

Copyright 2008-2018 Avago Technologies. All rights reserved.

Adapter Selected is a Avago SAS: SAS3008(CO)

Num Ctlr FW Ver NVDATA x86-BIOS PCI Addr
0 SAS3008(CO0) 16.00.08.00 0e.01.00.0c 08.37.00.00 00:3b:00:00
1 SAS3008(CO0) 16.00.08.00 0e.01.00.0c 08.37.00.00 00:e3:00:00

Finished Processing Commands Successfully.
Exiting SAS3Flash.

If the system is already up-to-date, then the following message is displayed:

# /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/1it nexus_reset.sh

The I T Nexus Reset is enabled for the SAS3 controller(s) in this system.
No action required.

Run the script.

# /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/0x0097/16.00.08.00/
it nexus reset.sh

Use the -force option to run the script without being prompted for answers.

If Oracle Clusterware is running, then the following error is displayed:

# /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/0x0097/16.00.08.00/
it nexus reset.sh

CRS status found as up and running in this node, please SHUTDOWN the CRS
and retry running this script

Shut down Oracle Clusterware and run the script again:

# /u01/app/19.26.0.0/grid/bin/crsctl check crs
CRS-4638: Oracle High Availability Services is online
CRS-4537: Cluster Ready Services is online

CRS-4529: Cluster Synchronization Services is online
CRS-4533: Event Manager is online

# /u01/app/19.26.0.0/grid/bin/crsctl stop crs
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# /u0l/app/19.26.0.0/grid/bin/crsctl check crs
CRS-4639: Could not contact Oracle High Availability Services

# /opt/oracle/oak/pkgrepos/firmwarecontroller/l1silogic/0x0097/16.00.08.00/
it nexus reset.sh
HHEf AR A R
Running it nexus reset.sh script is going to perform nexus reset
and does DEEP POWER CYCLE of iLOM
Please enter 'yes' to confirm the Nexus Reset operation,
enter 'no' to cancel.
HHEF AR A R R
Do you wish to continue and rest nexus adapter? (yes/no): yes
Trying perform I T Nexus Reset
Updating Adapter with index: 0
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 0 -f /opt/oracle/oak/pkgrepos/
firmwarecontroller/lsilogic/0x0097/16.00.08.00/
Oracle SAS9300-8e it p 000D phl6.04 nexus.bin
Avago Technologies SAS3 Flash Utility
Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.

Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash Firmware Image
Firmware Image has a Valid Checksum.
Firmware Version 16.00.08.00
Firmware Image compatible with Controller.
Valid NVDATA Image found.
NVDATA Major Version (e.0l

Checking for a compatible NVData image...

NVDATA Device ID and Chip Revision match verified.

NVDATA SubSystem Vendor and SubSystem Device ID match
verified.

NVDATA Versions Compatible.

Valid Initialization Image verified.

Valid BootLoader Image verified.

Beginning Firmware Download...
Firmware Download Successful.

Verifying Download...
Firmware Flash Successful.

Resetting Adapter...
Adapter Successfully Reset.

NVDATA Version 0e.01.00.0d
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Finished Processing Commands Successfully.
Exiting SAS3Flash.
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 0 -0 -e 3
Avago Technologies SAS3 Flash Utility
Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.

Advanced Mode Set
Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Erase Flash
Erasing Persistent Configuration Pages Region...
Erase Flash Operation Successful!
Finished Processing Commands Successfully.
Exiting SAS3Flash.
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 0 -b /opt/oracle/oak/pkgrepos/
firmwarecontroller/1silogic/0x0097/16.00.08.00/mpt3x64.rom
Avago Technologies SAS3 Flash Utility
Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.
Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash BIOS Image
Validating BIOS Image...
BIOS Header Signature is Valid
BIOS Image has a Valid Checksum.
BIOS PCI Structure Signature Valid.
BIOS Image Compatible with the SAS Controller.
Attempting to Flash BIOS Image...
Verifying Download...
Flash BIOS Image Successful.
Finished Processing Commands Successfully.
Exiting SAS3Flash.
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 0 -b /opt/oracle/oak/pkgrepos/
firmwarecontroller/1silogic/0x0097/16.00.08.00/mptsas3.rom
Avago Technologies SAS3 Flash Utility

Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.
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Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash BIOS Image
Validating BIOS Image...
BIOS Header Signature is Valid
BIOS Image has a Valid Checksum.
BIOS PCI Structure Signature Valid.
BIOS Image Compatible with the SAS Controller.
Attempting to Flash BIOS Image...
Verifying Download...
Flash BIOS Image Successful.
Finished Processing Commands Successfully.
Exiting SAS3Flash.
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 0 -b /opt/oracle/oak/pkgrepos/
firmwarecontroller/lsilogic/0x0097/16.00.08.00/1sisas3f.rom
Avago Technologies SAS3 Flash Utility
Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.
Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash BIOS Image
Validating BIOS Image...
BIOS Header Signature is Valid
BIOS Image has a Valid Checksum.
BIOS PCI Structure Signature Valid.
BIOS Image Compatible with the SAS Controller.
Attempting to Flash BIOS Image...
Verifying Download...
Flash BIOS Image Successful.
Finished Processing Commands Successfully.
Exiting SAS3Flash.
Updating Adapter with index: 1
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 1 -f /opt/oracle/oak/pkgrepos/

firmwarecontroller/lsilogic/0x0097/16.00.08.00/
Oracle SAS9300-8e it p 000D phl6.04 nexus.bin
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Avago Technologies SAS3 Flash Utility
Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.

Adapter Selected is a Avago SAS: SAS3008(CO)
Executing Operation: Flash Firmware Image

Firmware Image has a Valid Checksum.
Firmware Version 16.00.08.00
Firmware Image compatible with Controller.

Valid NVDATA Image found.
NVDATA Major Version (e.0l
Checking for a compatible NVData image...

NVDATA Device ID and Chip Revision match verified.

NVDATA SubSystem Vendor and SubSystem Device ID match
verified.

NVDATA Versions Compatible.

Valid Initialization Image verified.

Valid BootLoader Image verified.

Beginning Firmware Download...
Firmware Download Successful.

Verifying Download...
Firmware Flash Successful.

Resetting Adapter...
Adapter Successfully Reset.

NVDATA Version 0e.01.00.0d

Finished Processing Commands Successfully.

Exiting SAS3Flash.
running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 1 -0 -e 3
Avago Technologies SAS3 Flash Utility
Version 17.00.00.00 (2018.04.02)
Copyright 2008-2018 Avago Technologies. All rights reserved.

Advanced Mode Set

Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Erase Flash

Erasing Persistent Configuration Pages Region...
Erase Flash Operation Successful!

Finished Processing Commands Successfully.
Exiting SAS3Flash.

running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 1 -b /opt/oracle/oak/pkgrepos/
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firmwarecontroller/1silogic/0x0097/16.00.08.00/mpt3x64.rom

Avago Technologies SAS3 Flash Utility

Version 17.00.00.00 (2018.04.02)

Copyright 2008-2018 Avago Technologies. All rights reserved.
Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash BIOS Image

Validating BIOS Image...
BIOS Header Signature is Valid
BIOS Image has a Valid Checksum.
BIOS PCI Structure Signature Valid.
BIOS Image Compatible with the SAS Controller.
Attempting to Flash BIOS Image...
Verifying Download...
Flash BIOS Image Successful.
Finished Processing Commands Successfully.
Exiting SAS3Flash.

running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/

0x0097/16.00.08.00/sas3flash -c 1 -b /opt/oracle/oak/pkgrepos/

firmwarecontroller/1silogic/0x0097/16.00.08.00/mptsas3.rom

Avago Technologies SAS3 Flash Utility

Version 17.00.00.00 (2018.04.02)

Copyright 2008-2018 Avago Technologies. All rights reserved.
Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash BIOS Image

Validating BIOS Image...

BIOS Header Signature is Valid

BIOS Image has a Valid Checksum.

BIOS PCI Structure Signature Valid.

BIOS Image Compatible with the SAS Controller.
Attempting to Flash BIOS Image...

Verifying Download...

Flash BIOS Image Successful.

Finished Processing Commands Successfully.
Exiting SAS3Flash.
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running /opt/oracle/oak/pkgrepos/firmwarecontroller/lsilogic/
0x0097/16.00.08.00/sas3flash -c 1 -b /opt/oracle/oak/pkgrepos/
firmwarecontroller/lsilogic/0x0097/16.00.08.00/1sisas3f.rom
Avago Technologies SAS3 Flash Utility

Version 17.00.00.00 (2018.04.02)

Copyright 2008-2018 Avago Technologies. All rights reserved.

Adapter Selected is a Avago SAS: SAS3008(CO0)
Executing Operation: Flash BIOS Image
Validating BIOS Image...
BIOS Header Signature is Valid
BIOS Image has a Valid Checksum.
BIOS PCI Structure Signature Valid.
BIOS Image Compatible with the SAS Controller.
Attempting to Flash BIOS Image...
Verifying Download...
Flash BIOS Image Successful.

Finished Processing Commands Successfully.
Exiting SAS3Flash.

create script for ILOM deep recycle

chmod 777 /tmp/dcsfiles/

chmod 700 /tmp/dcsfiles//rebootIlom.sh

prepare system for ILOM recyle

Enabling HOST AUTO POWER ON on ILOM

Connected. Use "D to exit.

-> set /SP/policy HOST AUTO POWER ON=enabled

Set 'HOST AUTO POWER ON' to 'enabled'

-> Session closed

Disconnected

Setting set /System/ deep power cycle=true
Connected. Use "D to exit.

-> set /System/ deep power cycle=true

Set 'deep power cycle' to 'true'

-> Session closed
Disconnected
Trigger recycle script in background

8. Continue patching your server and databases as described in the topic Patching Oracle
Database Appliance Bare Metal Systems Using the Command-Line.
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Verify that the updates ran successfully. When the system comes up, verify the NVDATA
versions and firmware version.

# /opt/oracle/oak/pkgrepos/firmwarecontroller/l1silogic/0x0097/16.00.08.00/
sas3flash -listall

Avago Technologies SAS3 Flash Utility

Version 17.00.00.00 (2018.04.02)

Copyright 2008-2018 Avago Technologies. All rights reserved.

Adapter Selected is a Avago SAS: SAS3008(CO0)

Num Ctlr FW Ver NVDATA x86-BIOS PCI Addr
0 SAS3008(CO0) 16.00.08.00 0e.01.00.0d 08.37.00.00 00:3b:00:00
1 SAS3008(CO0) 16.00.08.00 0e.01.00.0d 08.37.00.00 00:e3:00:00

Finished Processing Commands Successfully.
Exiting SAS3Flash.

Related Topics

About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

Managing Database Homes on Oracle ACFS Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.

About Creating Database Homes on Oracle ACFS Storage

When you create new Oracle Database homes, they are created on Oracle ACFS file
system which are stored on Oracle Database Appliance storage disks. You can create new
Oracle Database homes using the odacli create-database Or odacli create-dbhome
commands, or when you patch an existing database home.

odacli modify-vm
Use the odacli modify-vm command to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli remap-cpupools

Use the odacli remap-cpupools command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

odacli modify-dbsystem
Use the odacli modify-dbsystem command to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli create-cpupool
Use the odacli create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.
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Patching Oracle Database Appliance Bare Metal Systems Using
the Command-Line

Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

ORACLE

To patch your Oracle Database Appliance deployment and your existing database homes to
the current release, you must download the Oracle Database Appliance Server patch, Oracle
Grid Infrastructure clone files, and Oracle Database clone files and update the repository on
the bare metal system.

4

NOT_SUPPORTED:

When you patch your Oracle Database Appliance deployment to the current release,
for ORCL-EXT-SAS3 controller with model number 0x0097, the patching precheck
verifies that controllers NVDATA is updated to 0e.01.00.0d version. You must update
I T Target Reset Of Estes-Extto I T Nexus Reset by running the /opt/
oracle/oak/pkgrepos/firmwarecontroller/lsilogic/0x0097/16.00.08.00/

it nexus_reset.sh script. For more information, see the topic Updating ESTES-EXT
Firmware Before Patching Oracle Database Appliance Server.

Important:

Oracle recommends always patching from within the previous four Oracle Database
Appliance releases because these patching paths are tested. If you patch from any
earlier Oracle Database Appliance release, then you may encounter errors.

Note:

Run the steps in this procedure in the same order as documented. Run the odacli
update-dcsadmin, odacli update-dcscomponents, and odacli update-dcsagent
commands before running the odacli update-server command.

Note:

Note that for DCS Agent update to be complete, both the odacli update-
dcscomponents and odacli update-dcsagent commands must be run. Ensure that
both commands are run in the order specified.

Important:

Ensure that there is sufficient space on your appliance to download the patches.
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Important:

If you want to install third-party software on your Oracle Database Appliance, then
ensure that the software does not impact the Oracle Database Appliance software.
The version lock on Oracle Database Appliance RPMs displays a warning if the third-
party software tries to override Oracle Database Appliance RPMs. You must restore
the affected RPMs before patching Oracle Database Appliance so that patching
completes successfully.

Important:

If you have configured Oracle ASR and are patching your appliance to Oracle
Database Appliance release 19.26, then after updating the DCS agent, delete the
existing Oracle ASR configuration and reconfigure it, before you run the odacli
update-server command to patch your appliance.

Note:

Public network gateway must be responsive to ping requests. Oracle Clusterware
uses the public network gateway as ping target to facilitate the VIP failover in Oracle
Database Appliance high-availability environment.

See Also:

Enabling Custom SSH Key Management on Oracle Database Appliance in this guide
for information on how to manage SSH keys on bare metal systems and DB systems

The Oracle Database Appliance Backup Recovery (ODABR) tool helps recover a system to the
pre-patch state, should any potential errors occur during the patching process that may render
the system unusable. Download and install the latest version of the Oracle Database Appliance
Backup Recovery (ODABR) tool to enable creation of snapshots before patching. See My
Oracle Support Note 2466177.1 for the procedure to install ODABR.
https://support.oracle.com/rs?type=doc&id=2466177.1

Follow these steps to apply patches to your Oracle Database Appliance and update existing
database homes.

1.

Download the Oracle Database Appliance Server Patch for the ODACLI/DCS stack (patch
37536686), Oracle Grid Infrastructure clone files (patch 30403673), and Oracle Database
clone files (patch 30403662) from My Oracle Support to a temporary location on an
external client. Refer to the release notes for details about the patch numbers and software
for the latest release.

For example, download the server patch for 19.26:

p37536686 1926000 Linux-x86-64.zip
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Unzip the software — it contains README.html and one or more zip files for the patch.

unzip p37536686 1926000 Linux-x86-64.zip

The zip file contains the following software file:
oda-sm-19.26.0.0.0-date-server.zip

Copy all the software files from the external client to Oracle Database Appliance. For High-
Availability deployments, copy the software files to only one node. The software files are
copied to the other node during the patching process. Use the scp or sftp protocol to copy
the bundle.

Example using scp command:

# scp software file root@oda host:/tmp

Example using sftp command:

# sftp rootR@oda host

Enter the root password, and copy the files.
put software file
Update the repository with the server software file:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
software file

For example, for 19.26:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/oda-
sm-19.26.0.0.0-date-server.zip

Confirm that the repository update is successful:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

Update DCS admin:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.26.0.0.0
Update the DCS components:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-dcscomponents -v
19.26.0.0.0

The odacli update-dcscomponents command updates the Zookeeper, MySQL, and
updates other DCS components such as the DCS Agent, DCS CLI, and DCS Controller on
Oracle Database Appliance.
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If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update by re-running the odacli update-dcscomponents command. See the topic
Resolving Errors When Updating DCS Components During Patching about more
information about DCS components checks errors.

# Note:

Note that for DCS Agent update to be complete, both the odacli update-
dcscomponents and odacli update-dcsagent commands must be run. Ensure
that both commands are run in the order specified in this procedure.

Update the DCS agent:
[root@odal optl# /opt/oracle/dcs/bin/odacli update-dcsagent -v 19.26.0.0.0

Update the repository with the Oracle Grid Infrastructure clone file and the Oracle
Database clone file:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
software file

For example, for 19.26:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.26.0.0.0-date-GI-19.26.0.0.zip
[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

Run patching pre-checks. You must run the odacli create-prepatchreport command
before you patch your server; otherwise, the odacli update-server command fails with
an error message prompting you to run the patching pre-checks. Note that odacli
create-prepatchreport supports the -1 option, which runs the prechecks on the local
node only. However, to be able to patch the system by running the command odacli
update-server, the command odacli create-prepatchreport must be run without the -1
option, so that the prechecks can be performed on both nodes before patching is started
on any of the two nodes.

Note that there is no downtime when the patching prechecks run.

[root@odal optl# /opt/oracle/dcs/bin/odacli create-prepatchreport -s -v
version

For example, for 19.26:

[root@odal optl# /opt/oracle/dcs/bin/odacli create-prepatchreport -s -v
19.26.0.0.0

Note that running the odacli create-prepatchreport command creates the target Oracle
Grid Infrastructure home, which the server patching operation uses.
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11. Verify that the patching pre-checks ran successfully:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

[root@odal optl# odacli describe-prepatchreport -i 677d73d2-5eed-46e5-a06f-
d5ca2649d36e

Patch pre-check report

Job ID: 677d73d2-5eed-46e5-a06f-d5ca2649d36e
Description: Patch pre-checks for [0S, ILOM, GI, ORACHKSERVER,

SERVER]
Status: SUCCESS
Created: December 8, 2024 3:37:19 PM CST
Result: All pre-checks succeeded
Node Name
nl

0S
Validate supported versions Success Validated minimum supported versions.
Validate patching tag Success Validated patching tag: 19.26.0.0.0
Is patch location available Success Patch location is available.
Verify OS patch Success Verified OS patch
Validate command execution Success Validated command execution

ILOM

Validate ILOM server reachable Success Successfully connected with ILOM
server using public IP and USB
interconnect

Validate supported versions Success Validated minimum supported versions.

Validate patching tag Success Validated patching tag: 19.26.0.0.0.

Is patch location available Success Patch location is available.

Checking Ilom patch Version Success Successfully verified the versions

Patch location validation Success Successfully validated location

Validate command execution Success Validated command execution

Validate GI metadata Success Successfully validated GI metadata

Validate supported GI versions Success Validated minimum supported

versions.

Validate available space Success Validated free space under /u0l

Is clusterware running Success Clusterware is running

Validate patching tag Success Validated patching tag: 19.26.0.0.0.

Is system provisioned Success Verified system is provisioned

Validate ASM in online Success ASM is online

Validate kernel log level Success Successfully validated the 0S log
level

Validate minimum agent version Success GI patching enabled in current
DCSAGENT version

Validate Central Inventory Success oralnventory validation passed
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Validate patching locks Success Validated patching locks

Validate clones location exist Success Validated clones location
Validate DB start dependencies Success DBs START dependency check passed
Validate DB stop dependencies Success DBs STOP dependency check passed
Validate space for clones Success Clones volume is already created
volume

Evaluate GI patching Success Successfully validated GI patching
Validate command execution Success Validated command execution

_ ORACHK

Running orachk Success Successfully ran Orachk

Validate command execution Success Validated command execution

SERVER
Validate local patching Success Successfully validated server local
patching
Validate command execution Success Validated command execution
Node Name

0S
Validate supported versions Success Validated minimum supported versions.
Validate patching tag Success Validated patching tag: 19.26.0.0.0.
Is patch location available Success Patch location is available.
Verify OS patch Success Verified OS patch
Validate command execution Success Validated command execution

IL.OM

Validate ILOM server reachable Success Successfully connected with ILOM
server using public IP and USB
interconnect

Validate supported versions Success Validated minimum supported versions.

Validate patching tag Success Validated patching tag: 19.26.0.0.0.

Is patch location available Success Patch location is available.

Checking Ilom patch Version Success Successfully verified the versions

Patch location validation Success Successfully validated location

Validate command execution Success Validated command execution

Validate GI metadata Success Successfully validated GI metadata

Validate supported GI versions Success Validated minimum supported

versions.

Validate available space Success Validated free space under /u0l

Is clusterware running Success Clusterware is running

Validate patching tag Success Validated patching tag: 19.26.0.0.0.

Is system provisioned Success Verified system is provisioned

Validate ASM in online Success ASM is online

Validate kernel log level Success Successfully validated the 0S log
level

Validate minimum agent version Success GI patching enabled in current
DCSAGENT version

Validate Central Inventory Success oralnventory validation passed

Validate patching locks Success Validated patching locks

Validate clones location exist Success Validated clones location
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Validate DB start dependencies Success DBs START dependency check passed
Validate DB stop dependencies Success DBs STOP dependency check passed
Validate space for clones Success Clones volume is already created
volume

Evaluate GI patching Success Successfully validated GI patching

Validate command execution Success Validated command execution

_ ORACHK

Running orachk Success Successfully ran Orachk

Validate command execution Success Validated command execution

SERVER
Validate local patching Success Successfully validated server local
patching
Validate command execution Success Validated command execution

Use the command odacli describe-prepatchreport to view details of the pre-patch
report. Fix the warnings and errors mentioned in the report and proceed with the server
patching.

Apply the server update. Note that you can use the --1ocal option with the odacli
update-server command to update the local node.

[root@odal optl# /opt/oracle/dcs/bin/odacli update-server -v version

For example, for 19.26:
[root@odal opt]# /opt/oracle/dcs/bin/odacli update-server -v 19.26.0.0.0
Confirm that the server update is successful:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

< Note:

After successful server update, it is recommended that you delete any ODABR
shapshot you created before starting the server update. If you want to retain any
ODABR snapshot when you update the storage and other components, then
consider that the presence of active ODABR snapshots may affect system
performance. See My Oracle Support Note 2466177.1 for the procedure to
create and delete ODABR snapshots: https://support.oracle.com/rs?
type=doc&id=2466177.1

Before you update the storage components, run the odacli create-prepatchreport
command with the -st option.

[root@odal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -st -v
version

For example, for 19.26:

[root@odal opt]l# /opt/oracle/dcs/bin/odacli create-prepatchreport -st -v
19.26.0.0.0
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15. Verify that the patching pre-checks ran successfully:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

[root@odal optl# odacli describe-prepatchreport -i 95887£92-7be7-4865-

a311-54318ab385f2

Patch pre-check report

Job ID: 95887f92-7be7-4865-a311-54318ab385f2
Description: Patch pre-checks for [STORAGE]
Status: SUCCESS

Created: December 8,

2024 12:52:37 PM HKT

Result: All pre-checks succeeded

Node Name

Pre-Check
Comments

__ STORAGE
Validate patching tag
19.26.0.0.0.

Patch location validation
location

Patch tag validation

tag

Storage patch tag validation
location

Verify ASM disks status
online

Validate rolling patch

as

controller

upgrade.

Validate command execution
execution

Node Name

Pre-Check
Comments

__ _STORAGE
Validate patching tag

Status

Success

Success

Success

Success

Success

Success

Success

Status

Success

Validated patching tag:
Verified patch

Verified patch

Verified storage patch

ASM disks are

Rolling mode patching allowed

there is no expander and

Validated command

Validated patching tag:
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19.26.0.0.0.
Patch location validation Success  Verified patch
location
Patch tag validation Success  Verified patch
tag
Storage patch tag validation Success Verified storage patch
location
Verify ASM disks status Success  ASM disks are
online
Validate rolling patch Success Rolling mode patching allowed
as
there is no expander and
controller
upgrade.
Validate command execution Success  Validated command
execution

Use the command odacli describe-prepatchreport to view details of the pre-patch
report. The pre-patch report also indicates whether storage patching can be rolling or not,
based on whether an Expander or Controller update is also required.

Fix the warnings and errors mentioned in the report and proceed with the storage
components patching.

Update the storage components.

Specify the --rolling option to patch shared disks in a rolling fashion. Note that if you
patch from an Oracle Database Appliance release that requires the expander to be
patched, then you cannot use the --rolling option during storage patching.

[root@odal optl# /opt/oracle/dcs/bin/odacli update-storage -v version --
rolling

For example, for 19.26:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-storage -v 19.26.0.0.0
--rolling

Starting with Oracle Database Appliance release 19.11, Oracle Database homes are not
created on the local disk. Oracle Database homes are created on an Oracle ACFS-
managed file system. For a database user oracle, the new database homes are created
under /u01/app/odaorahome/oracle/.

If the database home is not already configured on Oracle ACFS, then before patching the
database home, configure the database home storage with the odacli configure-
dbhome-storage command. For example:

[root@odal opt]# odacli configure-dbhome-storage -dg DATA

The command does not cause storage allocation or creation of volumes or file systems.
The command only sets the disk group location in the metadata.

For information about managing database homes on Oracle ACFS, see the topic
Managing Database Home Storage.
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18. To patch existing Oracle Database Homes to release 19.26, ensure that the repository is
updated with the Oracle Database clone files. If you have not updated the repository with
the Oracle Database clone files, then update the repository. Note that you must update the
DCS agent before you update the repository with the Oracle Database clone files.

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
DB software file

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

< Note:

You have the option to patch each database home using the odacli update-
dbhome command or patch selected databases in a database home to a specific
database home using the odacli update-database command.

19. To patch all databases in a specified database home:

a.

If you want to patch each database home by running the odacli update-dbhome
command, then create the prepatch report first. Run the patching pre-checks and
review the prepatch report. You must run the odacli create-prepatchreport
command before you patch your Oracle Database homes; otherwise, the odacli
update-dbhome command fails with an error message prompting you to run the
patching pre-checks.

[root@odal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport --
dbhome --dbhomeid DB Home ID -v release number
[root@odal opt]# odacli describe-prepatchreport -i Job ID

[root@odal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport --
dbhome --dbhomeid d03d5187-1c20-470a-9d51-49a0d6£60772 -v 19.26.0.0.0
[root@odal opt]l# odacli describe-prepatchreport -i 6f040374-d271-4711-
a7db-e6c04597ad69

Patch pre-check report
Job ID: 6£040374-d271-4711-a7db-e6c04597ad69
Description: Patch pre-checks for [DB, ORACHKDRB]: DbHome
is OraDB19000 homel
Status: SUCCESS
Created: December 8, 2024 8:59:48 AM HKT
Result: All pre-checks succeeded

Node Name

Pre-Check Status
Comments
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Validate DB Home ID
ID:

Success

d03d5187-1c20-470a-9d51-4%a0d6£60772

Validate patching tag Success
19.26.0.0.0.
Is system provisioned Success
provisioned

Validate minimum agent version Success
version

Is GI upgraded

upgraded

Validate available space for
under

db

odaorahome

Validate dbHomesOnACES

for

configured

ACFS

Validate Oracle base

Base

Is DB clone available

file

Success

Success

Success

Success

Success

exists

Evaluate DBHome patching with
updating

RHP

patching

Success

possible
Validate command execution
execution

Success

_ ORACHK

Running orachk

Orachk

Validate command execution
execution

Success

Success

Node Name

Pre-Check Status
Comments

Validate DB Home ID
ID:

Success

d03d5187-1c20-470a-9d51-49a0d6£60772
Validate patching tag Success

Validated DB Home

Validated patching tag:
Verified system is

Validated minimum agent
Validated GI is

Validated free space required
/u01/app/

User has configured diskgroup
Database homes on
Successfully validated Oracle

Successfully validated clone

Successfully validated

dbhome with RHP. and local

is

Validated command

Successfully ran

Validated command

Validated DB Home

Validated patching tag:
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19.26.0.0.0.

Is system provisioned Success Verified system is
provisioned

Validate minimum agent version Success Validated minimum agent
version

Is GI upgraded Success  Validated GI is

upgraded

Validate available space for Success Validated free space required
under

db /u01/app/

odaorahome

Validate dbHomesOnACES Success User has configured diskgroup
for

configured Database homes on

ACFS

Validate Oracle base Success Successfully validated Oracle
Base

Is DB clone available Success Successfully validated clone
file

exists

Evaluate DBHome patching with Success Successfully validated
updating

RHP dbhome with

RHP.

Validate command execution Success Validated command

execution

_ ORACHK

Running orachk Success Successfully ran

Orachk

Validate command execution Success Validated command

execution

If the disk group for database homes on Oracle ACFS is not set up as described in
step 17, then the prepatch report lists the error The system is not set up to create
database homes on ACFS. Runthe odacli configure-dbhome-storage command to
configure the disk group for database homes on Oracle ACFS.

Note that running the odacli create-prepatchreport command creates the target
Oracle Grid Infrastructure home, which the database patching operation uses.

If the pre-patch report does not show any errors, then update the database home to
the latest release. You need not use the -f option with the odacli update-dbhome
command. Note that you can use the --1ocal option with the odacli update-dbhome
command to update the local node.

[root@odal opt]l# /opt/oracle/dcs/bin/odacli update-dbhome --id
DB Home ID -v release number

For example, for 19.26:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-dbhome --id 7c67c5bd-
£585-4ba9-865f-c719c63clabe -v 19.26.0.0.0

8-29



ORACLE

Chapter 8
Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line

20. To patch a specific database to a specific database home:

a.

If you want patch selected databases in a database home to a specific database home
using the odacli update-database command, then create the prepatch report first.
Run the patching pre-checks and review the prepatch report. You must run the odacli
create-prepatchreport command before you patch your Oracle database; otherwise,
the odacli update-database command fails with an error message prompting you to
run the patching pre-checks.

[root@odal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -db -
dbid DATABASE ID -to a68f9947—DB_HOME_ID

For example, for 19.26:

[root@odal ~]# odacli describe-prepatchreport -i efa93519-
a365-4e9%9a-9f25-ad3c653cccef

Patch pre-check report
Job ID: efa93519-a365-4e9%a-9f25-ad3c653cccetf
Description: Patch pre-checks for [SINGLEDB,
ORACHKSINGLEDB]: Target DB is dbl10181, Destination DbHome is
0raDB19000 home8
Status: SUCCESS
Created: December 8, 2024 11:19:03 AM PDT
Result: All pre-checks succeeded

Node Name

_ SINGLEDB

Is system provisioned Success Verified system is provisioned

Validate dbHomesOnACFS Success User has configured disk group for

configured Database homes on ACFS

Validate Oracle base Success Successfully validated Oracle Base

Evaluate DB clone availability Success Successfully validated clone file
exists

Evaluate DB patching with RHP Success Successfully validated patching DB
with RHP.

Validate command execution Success Validated command execution

_ ORACHK
Running orachk Success Successfully ran Orachk

Validate command execution Success Validated command execution

Node Name
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_ SINGLEDB

Is system provisioned Success Verified system is provisioned

Validate dbHomesOnACFS Success User has configured disk group for

configured Database homes on ACFS

Validate Oracle base Success Successfully validated Oracle Base

Evaluate DB clone availability Success Successfully validated clone file
exists

Evaluate DB patching with RHP Success Successfully validated patching DB
with RHP.

Validate command execution Success Validated command execution

_ ORACHK
Running orachk Success Successfully ran Orachk
Validate command execution Success Validated command execution

If the pre-patch report does not show any errors, then update the databases to the
latest release.

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-database -i
database ID/-n database name -to destination dbhome ID

For example, for 19.26:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-database -1
c05458¢c7-0£1d-4260-8e62-003b3ec26d74/-n dbl0181 -to dc98eaa9-289c-4710-
a898-ca6287a07a9¢c

[root@odal ~]# odacli describe-job -i
d442a7d4-594£-48e2-8b02-9124811bb7b4

Job details
ID: d442a7d4-594f-48e2-8b02-9124811bb7b4
Description: DB Patching: database ID is
c05458c7-0£1d-4260-8e62-003b3ec26d74
Status: Success
Created: December 8, 2024 3:23:43 PM PDT
Message:

Task Name Node Name Start Time End Time Status

Creating wallet for DB Client nodel December 8, 2024 3:24:42 PM PDT
December 8, 2024 3:24:42 PM PDT Success

Patch databases by RHP nodel December 8, 2024 3:24:42 PM PDT December
8, 2024 3:29:34 PM PDT Success

Updating database metadata node2 December 8, 2024 3:29:34 PM PDT
December 8, 2024 3:29:34 PM PDT Success

Set log archive dest for Database nodel December 8, 2024 3:29:34 PM PDT
December 8, 2024 3:29:37 PM PDT Success

Generating and saving BOM nodel December 8, 2024 3:29:37 PM PDT
December 8, 2024 3:31:44 PM PDT Success

Generating and saving BOM node2 December 8, 2024 3:29:37 PM PDT
December 8, 2024 3:31:44 PM PDT Success
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TDE parameter update node2 December 8, 2024 3:32:25 PM PDT December 8§,
2024 3:32:25 PM PDT Success

21. Confirm that the patch jobs are successful:
[root@odal opt]# /opt/oracle/dcs/bin/odacli list-jobs

22. If you are patching your appliance from Oracle Database Appliance release 19.11 or
earlier, then run the following steps. You must also run these steps if your appliance was
previously patched to Oracle Database Appliance release 19.12 or later, but you did not
run these steps when patching to release 19.12.

a. After patching the bare metal systems and database homes, enable NUMA (Non-
Uniform Memory Access) on existing databases of release 19.12 or earlier, by running
the following SQL*Plus command:

SQL> alter system set " enable numa support"=true scope=spfile sid='*"';

Restart the database after running the command to ensure that the changes take
effect.

For more information about enabling NUMA, see the topic About Enabling NUMA on
Oracle Database Appliance.

b. If you have deployed DB systems, VMs, or CPU pools, perform the following steps:

i. Runthe odacli remap-cpupools command:

[root@odal opt]# /opt/oracle/dcs/bin/odacli remap-cpupools

If the odacli remap-cpupools command fails with the error DCS-10001:Internal
error encountered: Not enough physical CPUs available for CPU Pool
'cpupool name' on node 'node_nameﬂrunthe odacli remap-cpupools
command again with the --use reserved-cores option. For information about the
command options, see the chapter Oracle Database Appliance Command-Line
Interface for KVM.

ii. If you have DB systems in your deployment, then run the odacli modify-
dbsystem command. If you have VMs in your KVM deployment and you want to
enable NUMA for the VMs, then run the odacli modify-vm --enable-numa
command for VMs. That is:

For DB systems:

odacli modify-dbsystem --enable-numa

For VMs:

odacli modify-vm --enable-numa
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# Note:

For bare metal systems and DB systems on Oracle Database Appliance X7-2S
and X8-2S, the database init.ora parameter enable numa support iS set to
FALSE even when NUMA is enabled. This is expected because these hardware
models are single socket systems.

Related Topics

« Patching Existing Database Homes Using ODACLI or the BUI
Use ODACLI or BUI to patch database homes in your deployment to the latest release.

Related Topics
* Oracle Database Appliance Release Notes
Related Topics

* Resolving Errors When Updating DCS Components During Patching
Understand how to troubleshoot errors when updating DCS components during patching.

Related Topics

e About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

» Patching Oracle Database Appliance DB Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

e Managing Database Homes on Oracle ACFS Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.

* About Creating Database Homes on Oracle ACFS Storage
When you create new Oracle Database homes, they are created on Oracle ACFS file
system which are stored on Oracle Database Appliance storage disks. You can create new
Oracle Database homes using the odacli create-database Or odacli create-dbhome
commands, or when you patch an existing database home.

e odacli modify-vm
Use the odacli modify-vm command to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli remap-cpupools
Use the odacli remap-cpupools command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

e odacli modify-dbsystem
Use the odacli modify-dbsystem command to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

e odacli create-cpupool
Use the odacli create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.
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Patching Oracle Database Appliance DB Systems Using the
Command-Line

ORACLE

Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and existing Oracle Database home in the DB system, using CLI commands.

To patch your Oracle Database Appliance DB systems deployment and your existing database
homes to the current release, you must download the Oracle Database Appliance Server
Patch and update the bare metal system repository.

# Note:

Run the commands in this topic in the same order as documented. Run the odacli
update-dcsadmin, odacli update-dcscomponents, and odacli update-dcsagent
commands before running the odacli update-server command.

# Note:

Note that for DCS agent update to be complete, both the odacli update-
dcscomponents and odacli update-dcsagent commands must be run. Ensure that
both commands are run in the order specified.

# Note:

Public network gateway must be responsive to ping requests. Oracle Clusterware
uses the public network gateway as ping target to facilitate the VIP failover in Oracle
Database Appliance high-availability environment.

Ensure that you have patched your Oracle Database Appliance bare metal deployment to
release 19.26 before you patch your DB system.

Follow these steps to apply patches to your Oracle Database Appliance DB system
deployment and update the existing database home in the DB system.

1. Ensure that the Oracle Database Appliance Server Patch for the ODACLI/DCS stack,
Oracle Grid Infrastructure clone files, and Oracle Database clone files are available in the
repository. Run the odacli list-availablepatches command in the bare metal system to
view whether the clone files are available in the system.

[root@odal optl# odacli list-availablepatches

2. Connect to the DB system.
3. Update DCS admin:

[root@dbsysteml optl# /opt/oracle/dcs/bin/odacli update-dcsadmin -v
19.26.0.0.0
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Update the DCS components:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli update-dcscomponents -v
19.26.0.0.0

If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update by re-running the odacli update-dcscomponents command. See the topic
Resolving Errors When Updating DCS Components During Patching about more
information about DCS components checks errors.

# Note:

Note that for DCS agent update to be complete, both the odacli update-
dcscomponents and odacli update-dcsagent commands must be run. Ensure
that both commands are run in the order specified.

Update the DCS agent:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli update-dcsagent -v
19.26.0.0.0

Run patching pre-checks. You must run the odacli create-prepatchreport command
before you patch your server; otherwise, the odacli update-server command fails with
an error message prompting you to run the patching pre-checks.

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -s -
v version

For example, for 19.26:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport -s -
v 19.26.0.0.0

Verify that the patching pre-checks ran successfully:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli describe-prepatchreport

For example:

[root@dbsysteml ~]# odacli describe-prepatchreport -i
f7e6fb22-1£fc0-4aal-937¢c-9669dbbb8aeb

Patch pre-check report
Job ID: f7e6fb22-1fc0-4aal-937c-9669dbbb8aeb
Description: Patch pre-checks for [0S, GI, ORACHKSERVER,
SERVER]
Status: SUCCESS
Created: December 8, 2024 3:38:03 PM CET
Result: All pre-checks succeeded
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Node Name

Pre-Check
Comments

0S
Validate supported versions
versions.
Validate patching tag
19.26.0.0.0.
Is patch location available
available.
Verify OS patch
patch
Validate command execution
execution

GI
Validate GI metadata
metadata
Validate supported GI versions
versions.
Validate available space
under /u01
Is clusterware running
running
Validate patching tag
19.26.0.0.0.
Is system provisioned
provisioned
Validate BM versions
components

versions
Validate kernel log level
log

level
Validate minimum agent version
current

version

Validate Central Inventory
passed

Validate patching locks
locks

Validate clones location exist
location

Evaluate GI patching
patching

Validate command execution
execution

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Validated minimum supported
Validated patching tag:
Patch location is

Verified 0S

Validated command

Successfully validated GI
Validated minimum supported
Validated free space
Clusterware is

Validated patching tag:
Verified system is

Validated BM server

Successfully validated the 0S

GI patching enabled in
DCSAGENT

oralnventory validation
Validated patching
Validated clones
Successfully validated GI

Validated command
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_ ORACHK

Running orachk

Orachk

Validate command execution
execution

_ SERVER
Validate local patching
local

patching
Validate command execution
execution

Node Name

Comments

0S
Validate supported versions
versions.
Validate patching tag
19.26.0.0.0.
Is patch location available
available.
Verify OS patch
patch
Validate command execution
execution

GI
Validate GI metadata
metadata
Validate supported GI versions
versions.
Validate available space
under /u01
Is clusterware running
running
Validate patching tag
19.26.0.0.0.
Is system provisioned
provisioned
Validate BM versions
components

versions
Validate kernel log level
log

level
Validate minimum agent version

Success

Success

Success

Success

Status

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Successfully ran

Validated command

Successfully validated server

Validated command

Validated minimum supported
Validated patching tag:
Patch location is

Verified 0S

Validated command

Successfully validated GI
Validated minimum supported
Validated free space
Clusterware is

Validated patching tag:
Verified system is

Validated BM server

Successfully validated the 0S

GI patching enabled in

8-37



Chapter 8
Patching Oracle Database Appliance DB Systems Using the Command-Line

current

DCSAGENT
version
Validate Central Inventory Success oralnventory validation
passed
Validate patching locks Success Validated patching
locks
Validate clones location exist Success Validated clones
location
Evaluate GI patching Success Successfully validated GI
patching
Validate command execution Success Validated command
execution

_ ORACHK

Running orachk Success Successfully ran
Orachk

Validate command execution Success Validated command
execution

_ SERVER
Validate local patching Success Successfully validated server
local

patching
Validate command execution success Validated command
execution

Use the command odacli describe-prepatchreport to view details of the pre-patch
report. Fix the warnings and errors mentioned in the report and proceed with the server
patching.

8. Apply the server update. Note that you can use the --1ocal option with the odacli
update-server command to update the local node.

[root@dbsysteml optl]# /opt/oracle/dcs/bin/odacli update-server -v version

For example, for 19.26:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli update-server -v
19.26.0.0.0

You can use the -£ option to override precheck failures and complete the server patching.
9. Confirm that the server update is successful:
[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

10. To patch existing Oracle Database Homes to release 19.26:

a. On the bare metal system, run the command odacli describe-dbsystem-image to
check that the repository is updated with the required Oracle Database clone files. If
the database clone file is not displayed in the command output, then run the command
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odacli update-repository on the bare metal system to update the repository with the
database clone files:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
DB software file

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

b. Run the patching pre-checks and review the prepatch report. You must run the odacli
create-prepatchreport command before you patch your Oracle Database homes;
otherwise, the odacli update-dbhome command fails with the error message
prompting you to run the patching pre-checks.

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport
--dbhome --dbhomeid DB Home ID -v release number
[root@dbsysteml opt]# odacli describe-prepatchreport -i Job ID

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport
--dbhome --dbhomeid 7c67c5b4-£585-4ba9-865f-c719¢c63clabe -v 19.26.0.0.0
[root@dbsysteml opt]# odacli describe-prepatchreport -i
39efleeb-70d3-47ad-b3£5-48960cal607b

Alternatively, you can use the odacli update-database to update the databases in your
deployment:

[root@dbsysteml optl# odacli create-prepatchreport --database --
database-id database ID --to-home dest dbhome ID

[root@dbsysteml opt]# odacli update-database --id database ID --to-home
dest dbhome ID

c. Ifthere are no errors, then update the database home to the latest release. You need
not use the -£ option with the odacli update-dbhome command. Note that you can
use the --1ocal option with the odacli update-dbhome command to update the local
node. You can also use the --node option to specify the node containing the database
to update.

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli update-dbhome --id
DB Home ID -v release number

For example, for 19.26:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli update-dbhome --id
Tc67c5b4-£585-4ba9-865f-c719c63clabe -v 19.26.0.0.0

11. Confirm that the patch jobs are successful:

[root@dbsysteml opt]# /opt/oracle/dcs/bin/odacli list-jobs
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Related Topics

About Enabling NUMA on Oracle Database Appliance
Understand how you can enable NUMA on bare metal, KVM, and DB Systems on Oracle
Database Appliance.

odacli modify-vm
Use the odacli modify-vm command to modify a virtual machine on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli remap-cpupools

Use the odacli remap-cpupools command to remap CPU pools to NUMA allocation on
Oracle Database Appliance Bare Metal or Kernel-based Virtual Machine (KVM)
deployment.

odacli modify-dbsystem
Use the odacli modify-dbsystem command to modify a DB system on Oracle Database
Appliance Kernel-based Virtual Machine (KVM).

odacli create-cpupool
Use the odacli create-cpupool command to create a new CPU pool on Oracle Database
Appliance Bare Metal or Kernel-based Virtual Machine (KVM) deployment.

odacli describe-dbsystem-image

Use the odacli describe-dbsystem-image command to view the supported Oracle Grid
Infrastructure and Oracle Database versions and the availability of the clone files and
Database System KVM image in the Oracle Database Appliance system.

Patching Oracle Database Appliance Bare Metal Systems Using
the Browser User Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the patch
bundle using the Browser User Interface, and then update the DCS admin, DCS components,
and DCS agent using CLI commands.

ORACLE

Updating the Patch Repository Using the Browser User Interface

1.

Download the Oracle Database Appliance patches from My Oracle Support and save them
in a directory on the appliance. See the Oracle Database Appliance Release Notes for a
list of available patches and links to download the patches.

Log into the Browser User Interface.
https://Node0-host-ip-address:7093/mgmt/index.html

Click Repository Manager.

In the Update Patch Repository page, enter the absolute file path and patch name, then
click Update Repository to start the update repository job. You can list more than one file
to update to the repository with a comma separated list, without spaces, or you can update
each file, one at a time.

Click Activity to monitor the progress. When the job completes successfully, the Patch
Repository is updated.

8-40



ORACLE

Chapter 8
Patching Oracle Database Appliance Bare Metal Systems Using the Browser User Interface

Updating the DCS Admin, DCS Components, and DCS Agent After Updating the
Repository and Before Patching

Before patching your appliance using the Browser User Interface, you must update the DCS
admin, DCS agent, and DCS components manually through CLI commands.

Follow these steps:

1. Inthe BUI, click Appliance and then click Infrastructure Patching on the lefthand pane.

2. Using ODACLI commands, update the DCS admin, DCS components, and DCS agent:

[root@odal opt]l# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.26.0.0.0
[root@odal opt]# /opt/oracle/dcs/bin/odacli update-dcscomponents -v
19.26.0.0.0

[root@odal optl# /opt/oracle/dcs/bin/odacli update-dcsagent -v 19.26.0.0.0

If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update.

# Note:

You must log into the Browser User Interface again after running the odacli
update-dcscomponents command.

Running Patching Prechecks and Patching Server, and Storage Using the Browser User
Interface

1. Do not have any jobs running or pending during the update window.

2. Inthe BUI, click the Appliance tab, and then click Infrastructure Patching on the lefthand
pane.

3. Inthe SERVER section, view the Component Details. If you just updated the Patch
Repository, click Refresh.

After the patch is uploaded to the Patch Repository, the Component Details on the page
are updated with the Installed Version and Available Version for each component.

4. Click Precheck to run patching prechecks. You must run the patching prechecks before
updating the server and other components. Click View Pre-check Reports to view the
patching prechecks report. If there are no errors in the report, then click Apply Patch to
begin the job to patch the server components. For high-availability systems, when updating
the server on the bare metal system, you can select the Node to Update. You can choose
the node that you want to update or you can choose to update both nodes.

When the job finishes, go to the next step. Click View Jobs for the job status.

5. Inthe STORAGE section, click Refresh to refresh the Component Details. Click Precheck
to run patching prechecks. You must run the patching prechecks before updating the
storage components. Click View Pre-check Reports to view the patching prechecks
report. If there are no errors in the report, then click Apply Patch to begin the job to patch
the storage components. Click View Jobs for the job status.

For high-availability environment, you can select the Rolling check box to perform rolling
patching of storage components.
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All patching-related information is logged in the dcs-agent log file at /opt/oracle/dcs/log/
dcs-agent.log.

Patching Oracle Database Appliance DB Systems Using the
Browser User Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy the patch
bundle using the Browser User Interface, and then update the DCS agent and components
using CLI commands.

Updating the Patch Repository Using the Browser User Interface

1.

Download the Oracle Database Appliance patches from My Oracle Support and save them
in a directory on the appliance. See the Oracle Database Appliance Release Notes for a
list of available patches and links to download the patches.

Log into the Browser User Interface within the bare metal system, with the oda-admin
user name and password.

https://Node0-host-ip-address:7093/mgmt/index.html

Click the Appliance tab, and then click Infrastructure Patching on the lefthand pane.

In the Update Repository tab, on the Update Patch Repository page, enter the absolute
file path and patch name, then click Update Repository to start the update repository job.
You can list more than one file to update to the repository with a comma separated list,
without spaces, or you can update each file, one at a time.

Click Activity to monitor the progress. When the job completes successfully, the Patch
Repository is updated.

Updating the DCS Admin, DCS Components, and DCS Agent After Updating the
Repository and Before Patching

Before patching your DB system using the Browser User Interface, you must update the DCS
admin, DCS agent, and DCS components manually, through CLI commands.

Follow these steps:

1.
2

ORACLE

In the BUI, click Appliance and then click Infrastructure Patching on the lefthand pane.

Using ODACLI, update the DCS admin, DCS components, and DCS agent:

[root@odal opt]l# /opt/oracle/dcs/bin/odacli update-dcsadmin -v 19.26.0.0.0
[root@odal opt]# /opt/oracle/dcs/bin/odacli update-dcscomponents -v
19.26.0.0.0

[root@odal optl# /opt/oracle/dcs/bin/odacli update-dcsagent -v 19.26.0.0.0

If the DCS components are updated, then the message "status" : "Success" is
displayed on the command line. For failed updates, fix the error and then proceed with the
update.
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# Note:

You must log into the Browser User Interface again after running the odacli
update-dcscomponents command.

Running Patching Prechecks and Patching Server and Storage Components Using the
Browser User Interface

1.
2.

Do not have any jobs running or pending during the update window.

Log into the Browser User Interface within the DB system with the oda-admin user name
and password.

https://NodeO-host-ip-address:7093/mgmt/index.html

Click the Appliance tab, and then click Infrastructure Patching on the lefthand pane.

In the SERVER section, view the Component Details. If you just updated the Patch
Repository, click Refresh.

After the patch is uploaded to the Patch Repository, the Component Details on the page
are updated with the Installed Version and Available Version for each component.

Click Precheck to run patching prechecks. You must run the patching prechecks before
updating the server and other components. Click View Pre-check Reports to view the
patching prechecks report. If there are no errors in the report, then click Apply Patch to
begin the job to patch the server components. For high-availability systems, when updating
the server on the bare metal system, you can select the Node to Update. You can choose
the node that you want to update or you can choose to update both nodes.

When the job finishes, go to the next step. Click View Jobs for the job status.

In the STORAGE section, click Refresh to refresh the Component Details. Click Precheck
to run patching prechecks. You must run the patching prechecks before updating the
storage components. Click View Pre-check Reports to view the patching prechecks
report. If there are no errors in the report, then click Apply Patch to begin the job to patch
the storage components. Click View Jobs for the job status.

For high-availability environment, you can select the Rolling check box to perform rolling
patching of storage components.

Click Activity to monitor the progress, and verify that the job completes successfully.

Updating Oracle Database Appliance Repository with Database
Clone Files For Bare Metal Systems

Follow these steps to update the Oracle Database Appliance repository with Oracle Database
clone files for the latest release using CLI commands.

To create new databases of a specific release version, you must update the Oracle Database
Appliance repository with the Oracle Database clone files for a release. Follow these steps to
update the repository with Oracle Database clone files for the latest release.

1.

ORACLE

Download the Oracle Database clone software file for a release, for example,
p30403662 1926000 Linux-x86-64.zip, and extract the Oracle Database clone software:
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For example, download the Oracle Database clone software patch for 19.26:

unzip /tmp/p30403662 1926000 Linux-x86-64.zip
odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

Copy all the software files from the external client to Oracle Database Appliance. For High-
Availability deployments, copy the software files to only one node. The software files are

copied to the other node during the patching process. Use the scp or sftp protocol to copy
the bundle.

Example using scp command:

# scp software file root@oda host:/tmp

Example using sftp command:

# sftp root@oda host

Enter the root password, and copy the files.
put software file
Update the repository with latest release database software:

[root@odal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-db-clone-file.zip/

For example, for 19.26:

[root@odal optl# /opt/oracle/dcs/bin/odacli update-repository -f /tmp/
odacli-dcs-19.26.0.0.0-date-DB-19.26.0.0.zip

Follow the same steps to update the repository with the database clone software for other
supported database versions.

Confirm that the repository update is successful:

[root@odal opt]# /opt/oracle/dcs/bin/odacli list-7jobs
[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

Delete the software zip files from the temporary location on the appliance to save space:

[root@odal optl# rm software file
rm: remove reqular file software file? y

Patching Databases Using ODACLI Commands or the BUI

ORACLE

Use ODACLI commands or the Browser User Interface to patch databases to the latest release
in your deployment.

Before patching the database home, upload the Oracle Database clone files for the database
version, to the repository. See Updating Oracle Database Appliance Repository with Database

8-44



ORACLE

Chapter 8
Patching Databases Using ODACLI Commands or the BUI

Clone Files Using the CLI for the procedure to update the repository with the latest Oracle
Database clone files.

@ Important:

You must run the odacli create-prepatchreport command before you patch the
Oracle databases; otherwise, the odacli update-database command fails with an
error message prompting you to run the patching pre-checks.

Patching Databases on Oracle Database Appliance using ODACLI Commands

Run the following command to patch a database using the CLI:

odacli update-database [-a] [-dp] [-f] [-1 db id] [-imp] [-1] [-n db name] [-
ni node] [-r] [-to db home id] [-]] [-h]

For more information about the options for the update-database command, see the chapter
Oracle Database Appliance Command-Line Interface.

Patching Databases on Oracle Database Appliance using BUI
1. Log into the Browser User Interface with the oda-admin user name and password.
https://Node0-host-ip-address:7093/mgmt/index.html

Navigate to the Database tab.
Select the database you want to patch.
Click Update.

o » 8 Db

If you select Apply Data Patch, then the Data Patch for the specified database is applied
and you cannot select any other options.

6. On a high-availability system, you can also select the node in the Select Node to Update
list.

7. Select Ignore Missing Patches to ignore missing patches.

8. Select Force Run to force the operation to run.

9. Select the destination database home.

10. In the Patching Options
*  Abort: To abort previously unfinished or failed patching operation.
« Revert: To revert previously unfinished or failed patching operation.
* None: To patch the database.

11. Click Update.

12. If you have not run the pre-checks earlier, then an error is displayed when you submit the
job to update the database.

13. In the Database page, select the Database and then click Precheck to run pre-checks for
patching the database.

Click Activity for job status.
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14. In the Database page, for the database to be patched, click Actions and select View Pre-
patch reports to view the pre-check report. Fix any errors, and then select Action as
Apply to patch the database.

15. Verify that the patching job completes successfully.

Patching Existing Database Homes Using ODACLI or the BUI

ORACLE

Use ODACLI or BUI to patch database homes in your deployment to the latest release.

Before patching the database, upload the Oracle Database clone files for the database
version, to the repository. See Updating Oracle Database Appliance Repository with Database
Clone Files Using the CLI for the procedure to update the repository with the latest Oracle
Database clone files.

Patching Database Homes on Oracle Database Appliance using ODACLI Commands

Run the following command to patch a database home using the CLI:

odacli update-dbhome -i dbhome id -v version [-f] [-imp] [-p] [-1] [-u
node number] [-]j] [-h]

For more information about the options for the update-dbhome command, see the chapter
Oracle Database Appliance Command-Line Interface.

Patching Database Homes on Oracle Database Appliance using BUI

1. Log into the Browser User Interface with the oda-admin user name and password.

https://NodeO-host-ip-address:7093/mgmt/index.html

Navigate to the Database Home tab.
Select the database home you want to patch.

Select the Patch Version for the database home.

o » w Db

To patch multiple database homes, select each database home to be patched and the
patch version for each database home.

6. Select the Node to Update. You can choose the node that you want to update or you can
choose to update all nodes.

7. Click Patch. Select Precheck to run pre-checks before patching the database.
Click Activity for job status.

8. On the Patch page, for the database to be patched, click Actions and select View Pre-
patch reports to view the pre-check report. Fix any errors, and then select Action as
Apply to patch the database.

9. Select Ignore Precheck Failures to ignore failures reported in the prechecks reported. It
is recommended that you fix errors reported in the precheck results.

10. Select Ignore Missing Patches to ignore missing patches.

11. Verify that the patching job completes successfully.
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Related Topics

Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

Related Topics

Oracle Database Appliance Release Notes

Patching Non-Provisioned Oracle Database Appliance Systems

Oracle Database Appliance supports patching of non-provisioned single-node or high
availablity systems by running odacli update-server command.

ORACLE

A non-provisioned Oracle Database Appliance system does not have Oracle Grid
Infrastructure or Oracle Database installed or running on it. You can upgrade Oracle ILOM and
storage firmware on an unprovisioned system without running the odacli create-appliance
command by reimaging the system using the bare metal ISO image of Oracle Database
release 19.22 or later. Then patch the system with the server patches of the same release as
the bare metal ISO image by running the odacli update-server command. When you
reimage your system, the DCS infrastructure is updated automatically.

Follow these steps to update the firmware:

1.

Reimage the Oracle Database Appliance using the bare metal ISO image for Oracle
Database Appliance release 19.22 or later.

Update the repository with the server patch for the Oracle Database Appliance release you
want to patch to, for example 19.22 or later.

For running odacli update-server on Oracle Database Appliance imaged with 1ISO of
release 19.22:

odacli update-server -v 19.22.0.0.0 -sko -f

For Oracle Database Appliance release 19.22, you can use the -sko option to skip
ORAchk failures and proceed with the server patching, and the -£ option to override
precheck failures and complete the server patching.

For running odacli update-server on Oracle Database Appliance imaged with 1ISO of
release 19.11 or later, follow these steps:

a. Create the pre-patch report for the odacli update-server command by specifying the
-s option.

odacli create-prepatchreport -v 19.11.0.0.0 -s

Fix the warnings and errors mentioned in the report and proceed with the server
patching.

b. Update the server:

odacli update-server -v 19.11.0.0.0 -f

For Oracle Database Appliance release 19.11 or later, you can use the -f option to
override precheck failures and complete the server patching.
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Applying Additional Patches and Updates on Bare Metal

Systems

Configure additional patch repositories and patch your operating system and databases to
ensure that your deployment has the latest updates and security fixes.

Enabling Kernel Updates
Oracle Ksplice enables you to update your systems with the latest kernel security and bug
fix updates.

Applying Out-of-Cycle Database Patches

The out-of-cycle patching feature enables administrators to patch databases in the Oracle
Database Appliance deployment with the latest Oracle Database Release Update, outside
of the Oracle Database Appliance releases.

Enabling Kernel Updates

Oracle Ksplice enables you to update your systems with the latest kernel security and bug fix
updates.

You can download and install the latest Oracle Ksplice updates (uptrack-updates) with either
the local ULN repository or ULN channel.

Follow these steps to install Oracle KSplice:

1.

ORACLE

Register your server with Unbreakable Linux Network (ULN). By default, you are registered
for the Oracle Linux Latest channel for your operating system and hardware.

Log in to Unbreakable Linux Network:
https://lwww.oracle.com/in/linux/

Ensure that you have access to the Internet on the server where you want to use Ksplice.
For example, if you are using a proxy server, then set the proxy server and port values in
the shell with commands similar to the following:

# export http proxy=http://proxy.company.com:port
# export https proxy=http://proxy.company.com:port

Register the server:
# uln register
Set up the local repository as described in the Oracle Ksplice user documentation. This

enables you to download the latest Ksplice update packages at regular intervals without
requiring a direct connection to the Oracle Uptrack server or to ULN.

To update a system to a specific effective kernel version, install the uptrack-updates
package for the current kernel.

yum -y install uptrack-updates-'uname -r'
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You can also download the uptrack-updates RPM from the Ksplice channel and install the
RPM manually. For example:

# rpm -Uvh uptrack-
updates-4.14.35-1902.11.3.1.el7uek.x86 64-20200325-0.noarch.rpm

# See Also:

Oracle Linux Ksplice User's Guide for information about configuring Oracle Ksplice
at:
https://docs.oracle.com/en/operating-systems/oracle-linux/

Applying Out-of-Cycle Database Patches

The out-of-cycle patching feature enables administrators to patch databases in the Oracle
Database Appliance deployment with the latest Oracle Database Release Update, outside of
the Oracle Database Appliance releases.

You can apply Oracle Database Release Update (RU) patches manually using OPatch. Refer
to the relevant section in this topic to run the OPatch for your database version.

# Note:

The OPatch commands and procedures described in this topic are examples, and
may need modifications based on a specific Oracle Database Release Update (RU).
Always refer to the Readme of the Oracle Database Release Update (RU) for
additional commands and steps.

# Note:

It is strongly recommended that you patch your deployment through the Oracle
Database Appliance releases, whenever possible.

# Note:

You can apply out-of-cycle patches to baremetal and DB system deployments using
this procedure.

Using OPatchauto to Manually Patch Oracle Database Release 12c and Later

1.

ORACLE

Confirm that the dcs-agent and other components are updated to the latest release.

# odacli describe-component
# odacli list-dbhomes

Update OPatch to the latest version, if available:
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a. Download the latest OPatch version from My Oracle Support.
b. Copy the files to the local host and extract them to the ORACLE HOME/OPatch directory.

c. Update the OPatch tool as oracle user.

/bin/rm -rf $ORACLE HOME/OPatch/
su - oracle -c /usr/bin/unzip -q -o OPatch zip location/
p6880880 122010 Linux-x86-64.zip -d $SORACLE HOME

Download the latest database patches from My Oracle Support and copy the files to the
local host.

scp patchfilename root@hostname:directory

Unzip patches to an empty directory, for example, /tmp/patchesDir as oracle USer.
This creates sub directories under /tmp/patchesDir with bug numbers. If the patch you
are applying is a Release Update (RU), then the patch directory has multiple sub-
directories.

/usr/bin/unzip -o location of patches/p29301631 180000 Linux-x86-64.zip -
d /tmp/patchesDir

For Oracle Database Appliance High-Availability deployments, set up SSH Keys for secure
connection.

Analyze the patches.

SORACLE HOME/OPatch/opatchauto apply directory with patches extracted -
analyze -oh $SORALCE HOME -log /tmp/opatchAutoAnalyzePatch.log

As root user, apply the patches.

SORACLE HOME/OPatch/opatchauto apply directory to extract patches -
oh $ORACLE HOME -inplace

When patching is completed on both nodes, run utlrp.sql and catcon.pl scripts to
recompile invalid objects in the database.

Update the registry to ensure that system component values are registered.

# odacli update-registry -n dbhome -f

Cleaning Up the Patch Repository

ORACLE

Use the Browser User Interface or Command Line Interface to delete obsolete or old patches
from the repository.

About Cleaning Up the Patch Repository

After patching Oracle Database Appliance with the latest patches, old unused clone files may
remain and consume space in the repository. Cleanup repository deletes the unused clone/
patch files to reclaim space. You can clean up the repository using the Browser User Interface
or ODACLI commands.
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Cleaning Up the Patch Repository Using ODACLI command

# odacli cleanup-patchrepo [-cl clones] | [-v version [-comp component]]| [-1
local|-n NodeID]

Specify the clone file names and the node from which you want to delete the old patches.

For details about the command options, see the chapter Oracle Database Appliance
Command-Line Interface.

Cleaning Up the Patch Repository Using the Browser User Interface

Follow these steps to clean up the patch repository:
1. Inthe Browser User Interface, click Patch Manager.

2. Click the Cleanup Repository tab, and then click Refresh to list the available patches in
the repository.

3. Select the Components, such as old Oracle Grid Infrastructure or Oracle Database clone
files that you want to clean up from the repository, and the Patch Version, for example, an
older release of Oracle Database Appliance.

4. Click Cleanup Clone Files to clean up clone files for selected components from the
repository at /opt/oracle/oak/pkgrepos/orapkgs/clones/.

5. Click Cleanup Repository to submit the cleanup repository job.

6. Click Activity to monitor the progress. When the job completes successfully, the Patch
Repository is updated.

Related Topics

e odacli cleanup-patchrepo
Use the odacli cleanup-patchrepo command to delete obsolete or old patches from
the repository.

About Upgrading to a Different Database Home

ORACLE

Understand how to upgrade to a different database home using either the Browser User
Interface or odacli commands.

Prerequisites for Upgrading Database Homes

You can upgrade database homes of the following releases:
e Oracle Database 12.2 to 19c¢
e Oracle Database 12.1 to 19c

Before upgrading to a different database home, upload the Oracle Database clone files for the
database version, to the repository, and then create the database home. See Patching Oracle
Database Appliance Using the CLI for the procedure to update the repository with the latest
Oracle Database clone files.

About Upgrading Database Homes Using the Browser User Interface

Follow these steps to upgrade to a different database home using the Browser User Interface.
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1. Log into the Browser User Interface with the oda-admin user name and password.

https://Node0-host-ip-address:7093/mgmt/index.html

2. Click the Database tab, and then select a database, click Actions, and then click
Upgrade.

3. Verify that the database upgrade job completes successfully.

About Upgrading Database Homes Using the Command-Line Interface

Run the following command to upgrade to a different database home using the CLI:

odacli upgrade-database -i Comma separated list of database ids -from source
dbhome id -to destination dbhome id [-j] [-h]

For more information about the options for the upgrade-database command, see the chapter
Oracle Database Appliance Command-Line Interface.

Setting Dynamic Default Parameters

ORACLE

You can set dynamic default parameters using the BUI.

Setting Dynamic Default Parameters Using the Browser User Interface

Follow these steps:
1. From the Appliance page, click Parameter Repository.

2. The Parameter Repository page lists all the parameters in the repository. Currently,
parameters of type RDBMS are supported.

3. Select Update Parameter to create a new configuration property.

4. In the Update Parameter page, specify the Parameter Name and Value, and provide an
optional Description. Specify whether you want to create the parameter for the Bare
Metal or DB System. You can also specify the whether the parameter applies to All DB
Systems or you can select the DB system for which you want to create the parameter.

5. Click OK.

6. Confirm the action to submit the job. Monitor the job progress and check that it completes
successfully.

7. To update a parameter, select the Update option from the Actions menu.

8. You can edit the Value, Description, and select whether the parameter applies to Bare
Metal or DB System. You can also select the DB system for which you want to update the
parameter or choose to apply the parameter to All DB Systems.

9. Click Update.

10. To delete a parameter, select the Delete option from the Actions menu. You can delete
the parameter from the Bare Metal or DB System. You can also select the DB system for
which you want to delete the parameter or choose to delete the parameter from All DB
Systems.

11. Click Delete.
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ORACLE

Manage the Oracle Databases on your Oracle Database Appliance.

About Administrative Groups and Users on Oracle Database Appliance

Oracle Database Appliance Browser User Interface deployment creates operating system
groups and users whose members are granted system administration privileges on the
appliance.

About Data Migration Options for Oracle Database Appliance
Oracle Database Appliance supports the use of standard Oracle Database loading and
migration tools.

About Creating Database Homes on Oracle ACFS Storage

When you create new Oracle Database homes, they are created on Oracle ACFS file
system which are stored on Oracle Database Appliance storage disks. You can create new
Oracle Database homes using the odacli create-database or odacli create-dbhome
commands, or when you patch an existing database home.

About Standard Edition High Availability for Oracle Database Appliance

Oracle Database Appliance supports Standard Edition High Availability solution with
Oracle Grid Infrastructure that provides cluster-based failover for Oracle Database 19c
Standard Edition.

About Enterprise Edition High Availability for Oracle Database Appliance

Oracle Database Appliance supports Enterprise Edition High Availability solution with
Oracle Grid Infrastructure that provides cluster-based failover for Oracle Database
Enterprise Edition.

About Transparent Database Encryption (TDE) in Oracle Database Appliance
Transparent Data Encryption (TDE) enables you to encrypt sensitive data that you store in
tables and tablespaces.

Storing Transparent Database Encryption Keys on Oracle Key Vault Server
Understand how you can create Transparent Database Encryption (TDE) enabled
databases on Oracle Database Appliance and store the TDE keys on Oracle Key Vault
server.

Working with Databases
Use the Browser User Interface to display a list of databases, database details, and create
and delete databases. You can use CLI commands to manage your databases.

Working with Database Homes
Use the Browser User Interface to display a list of database homes, details, and create and
delete database homes.

Migrating Databases
Review these topics to learn how to prepare for and migrate an entire database to your
Oracle Database Appliance.

About Registering a TDE-Enabled Database
Understand the process to register Transparent Data Encryption (TDE) enabled
databases.

About Managing Multiple Database Instances Using Instance Caging
Use instance caging to manage your system resources on Oracle Database Appliance.
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e Oracle EM Express and DB Console
You can use Oracle Enterprise Manager Database Express (EM Express), or the Database
Control Console (DB Console) to manage your database.

About Administrative Groups and Users on Oracle Database

Appliance

ORACLE

Oracle Database Appliance Browser User Interface deployment creates operating system
groups and users whose members are granted system administration privileges on the
appliance.

During configuration, two administrative accounts are created for Oracle Database Appliance:
the user grid, with a user ID (UID) of 1001, and the user oracle, with a UID of 1000. The user
grid is the Oracle Grid Infrastructure installation owner. The user oracle is the Oracle
Database installation owner, and the owner of all Oracle Database homes (Oracle homes). By
default, these users are members of operating system groups whose members are granted
privileges to start up and administer Oracle Database and Oracle Automatic Storage
Management.

The following table describes the Oracle system privileges groups, and information about the
operating system authentication groups:

Table 9-1 Operating System Groups and Users on Oracle Database Appliance
]

Oracle System Privileges = Group Name Group ID (GID) gridis a oracle is a
member member

Oracle Inventory group oinstall 1001 yes (primary yes (primary

(OINSTALL) group) group)

OSOPER for dbaoper group  dbaoper 1002 yes yes

OSDBA group dba 1003 no yes

OSASM group for Oracle asmadmin 1004 yes no

ASM

OSOPER for ASM group asmoper 1005 yes no

OSDBA for ASM group asmdba 1006 yes yes

To change the Group Name and GID from the default values on Oracle Database Appliance
bare metal platforms, change the default values from the Browser User Interface during the
deployment. If you create an initial database during deployment, then the password for the
SYS and SYSTEM users is the password that you set in the Browser User Interface.

To change the Group Name and GID from the default values on the Oracle Database
Appliance Virtualized Platform, use the -advance parameter with the command ocakcli
deploy. If you create an initial database during deployment, then the password for the SYS
and SYSTEM users is the ROOT password from the Configurator.

# Note:

Change the password for both users as soon as possible after configuration to
prevent unauthorized access to your database using these privileged accounts.
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About Data Migration Options for Oracle Database Appliance

Oracle Database Appliance supports the use of standard Oracle Database loading and
migration tools.

If you are loading data or migrating data from an existing database to Oracle Database
Appliance, then you can use the standard Oracle Database loading and migration tools. These
tools include the following:

* Oracle GoldenGate

e SQL*Loader

e Oracle Data Pump

e transportable tablespaces
*  RMAN

You can also use the RMAN utility to back up and recover databases on Oracle Database
Appliance.

About Creating Database Homes on Oracle ACFS Storage

When you create new Oracle Database homes, they are created on Oracle ACFS file system
which are stored on Oracle Database Appliance storage disks. You can create new Oracle
Database homes using the odacli create-database Of odacli create-dbhome commands, or
when you patch an existing database home.

Oracle Database homes are created on an Oracle ACFS-managed file system. For a database
user oracle, the new database homes are created under /u01/app/odaorahome/oracle/.

The mount /u01/app/odaorahome is a shared file system for a high-availability system. On a
high-availability system, /u01/app/odaorahome/ is a shared ORACLE_HOME between the
nodes. Existing database homes continue to remain on the local disks.

The ORACLE_BASE location has also changed to an Oracle ACFS-based file system. On
high-availability system, the ORACLE_BASE is not shared between the nodes. Each node has
its own Oracle ACFS file system for ORACLE_BASE. The new ORACLE_BASE for the
database homes are created under the mount /u01/app/odaorabase/.

The disk space for the Oracle ACFS file system is located in the DATA or RECO disk group.
You must specify the disk group for the Oracle ACFS file system. For Oracle Database
Appliance X8-2 hardware model and single-node systems, the Oracle ACFS file system must
be located in the DATA disk group. You can specify the initial size of the ORACLE_HOME
volume. The default value is 80 GB. You can set a value from 25 GB to 1024 GB. The initial
volume size for ORACLE_BASE is fixed at 10GB. Note that for these volumes, AUTOEXTEND
is off. You can extend the volume size with the odacli modify-dbhome-storage command.

Changes When Provisioning Oracle Database Appliance Release 19.26

As part of the provisioning request, you must specify the disk group and size of the volume in
the json file in the sysOraHomeStorage section.

"sysOraHomeStorage" : {
"diskgroup" : "DATA",
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"volumeSize" : "80"

b

If you do not specify the values in the json file, then the following error is displayed during
provisioning:

DCS-10045:Validation error encountered: Missing argument : sysOraHomeStorage

If the values are invalid, then the following errors may be displayed during provisioning:

DCS-10024:Input parameter 'Disk Group' contains unacceptable value 'DATAL'.
Allowed values are '[DATA, RECO]'. (case insensitive)

DCS-10045:Validation error encountered: Required volumeSize value in
sysOraHomeStorage should be in the range of 25GB to 1024GB.

Changes When Patching to Oracle Database Appliance Release 19.26

If you have patched your appliance from Oracle Database Appliance release 19.6 or later to
19.26, then run the odacli configure-dbhome-storage command before creating a new
database home. Otherwise, the following error is displayed when creating a new database
home:

# odacli create-dbhome -v 19.8.0.0.200714
DCS-10601:The system is not set up to create database homes on ACFS.

Once the disk group for the volumes are setup, new database homes are created on the
Oracle ACFS file system.

Related Topics

e odacli configure-dbhome-storage
Use the odacli configure-dbhome-storage command to configure the database
home storage.

e odacli list-dbhome-storages
Use the odacli list-dbhome-storages command to view the database home
storage resources after the volumes for ORACLE_HOME and ORACLE_BASE are
created.

e odacli describe-dbhome-storage
Use the odacli describe-dbhome-storage command to view information such as
how much space is available (at a volume or diskgroup level).

e odacli modify-dbhome-storage
Use the odacli modify-dbhome-storage command to modify database home
storage and add additional disk space.

e Managing Database Homes on Oracle ACFS Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.
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About Standard Edition High Availability for Oracle Database

Appliance

ORACLE

Oracle Database Appliance supports Standard Edition High Availability solution with Oracle
Grid Infrastructure that provides cluster-based failover for Oracle Database 19c¢ Standard
Edition.

About Standard Edition High Availability for Oracle Database 19c

With Standard Edition High Availability, when there is an instance or a node failure, the
database automatically fails over to the other node, after attempting to restart on the local
node. The database is restarted on the surviving node, thereby providing high availability for
Oracle Standard Edition databases.

If your Oracle Database deployment contains Standard Edition 2 Oracle Real Application
Cluster (Oracle RAC) databases of releases earlier than 19c, then they must be converted to a
Standard Edition High Availability configuration as part of the upgrade to Oracle Database 19c.

For more details about this feature, refer to the Oracle Database Documentation Library at
https://docs.oracle.com/en/database/oracle/oracle-database/index.html.

About Standard Edition High Availability for Oracle Database Appliance Release 19.26

Standard Edition High Availability for Oracle Database 19c is supported on Oracle Database
Appliance for high availability deployments, that is, deployments that have two server nodes,
shared storage, and server interconnects.

Oracle Database Appliance enables automatic configuration for failover at deployment time for
Oracle Database 19c Standard Edition single-instance databases. Both nodes have Oracle
Homes for Standard Edition single-instance databases.

Single-instance Oracle Database 19c¢ Standard Edition databases created using the ODACLI
commands or the Browser User Interface (BUI) have Standard Edition High Availability
enabled by default. You can also choose to disable the High Availability option. To enable
Standard Edition High Availability for existing Standard Edition Oracle RAC databases of
releases earlier than 19c¢, you must convert these Oracle RAC or Oracle One Node databases
to single-instance databases, and then upgrade to single-instance Oracle Database 19c
Standard Edition database with Standard Edition High Availability enabled by default.

About Provisioning, Upgrading, and Relocating Standard Edition High Availability
Oracle Database

To create a single-instance Oracle Database 19c¢ with Standard Edition High Availability, use
the following command:

odacli create-database -u db unique name -n db name -dh db home -y SI -g
target node

To upgrade a Standard Edition Oracle RAC Database to Oracle Database 19c Standard
Edition, convert the Oracle RAC Database to a single-instance Oracle Database:

odacli modify-database -in db name -y single-instance
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Then, upgrade the single-instance database to Oracle Database 19c¢ with Standard Edition
High Availability as follows:

odacli upgrade-database -i db id -to destination dbhome -ha

To relocate a Standard Edition High Availability Oracle Database from one node to another
outside of a failover, use the following command, specifying either the target node or the target
host in the command:

odacli modify-database -in db name -g target node

or:

odacli modify-database -in db name -th target host

For detailed information about these ODACLI command options, see the Oracle Database
Appliance Command Line Reference chapter in this guide.

Related Topics

e Oracle Database Appliance Command-Line Interface
The command-line interface has different classes of tools to manage Oracle Database
Appliance.

About Enterprise Edition High Availability for Oracle Database

Appliance

ORACLE

Oracle Database Appliance supports Enterprise Edition High Availability solution with Oracle
Grid Infrastructure that provides cluster-based failover for Oracle Database Enterprise Edition.

About Enterprise Edition High Availability for Oracle Database

With Enterprise Edition High Availability, when there is an instance or a node failure, the
database automatically fails over to the other node, after attempting to restart on the local
node. The database is restarted on the surviving node, thereby providing high availability for
Oracle Enterprise Edition databases.

For more details about this feature, refer to the Oracle Database Documentation Library at
https://docs.oracle.com/en/database/oracle/oracle-database/index.html.

About Enterprise Edition High Availability for Oracle Database Appliance Release 19.26

Enterprise Edition High Availability for Oracle Database 19.26 is supported on Oracle
Database Appliance for high availability deployments, that is, deployments that have two
server nodes, shared storage, and server interconnects.

Oracle Database Appliance enables automatic configuration for failover at deployment time for
Oracle Database 19.26 Enterprise Edition single-instance databases. Both nodes have Oracle
Homes for Enterprise Edition single-instance databases.

To enable Enterprise Edition High Availability for existing Enterprise Edition Oracle RAC
databases of release 19.26, you must convert these Oracle RAC databases to single-instance
databases, and then upgrade to single-instance Oracle Database 19.26 Enterprise Edition
database with Enterprise Edition High Availability enabled by default.
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About Provisioning, Upgrading, and Relocating Enterprise Edition High Availability
Oracle Database

To create a single-instance Oracle Database 19.26 with Enterprise Edition High Availability,
use the following command:

odacli create-database -u db unique name -n db name -dh db _home -y SI -g
target node -ha

To upgrade an Enterprise Edition Oracle RAC Database to Oracle Database 19.26 Enterprise
Edition, convert the Oracle RAC Database to a single-instance Oracle Database:

odacli modify-database -in db name -y single-instance

Then, upgrade the single-instance database to Oracle Database 19.26 with Enterprise Edition
High Availability as follows:

odacli upgrade-database -i db id -to destination dbhome -ha

To relocate an Enterprise Edition High Availability Oracle Database from one node to another
outside of a failover, use the following command, specifying either the target node or the target
host in the command:

odacli modify-database -in db name -g target node

or:

odacli modify-database -in db name -th target host

For detailed information about these ODACLI command options, see the Oracle Database
Appliance Command Line Reference chapter in this guide.

Related Topics

e Oracle Database Appliance Command-Line Interface
The command-line interface has different classes of tools to manage Oracle Database
Appliance.

About Transparent Database Encryption (TDE) in Oracle
Database Appliance

ORACLE

Transparent Data Encryption (TDE) enables you to encrypt sensitive data that you store in
tables and tablespaces.

After the data is encrypted, this data is transparently decrypted for authorized users or
applications when they access this data. TDE helps protect data stored on media (also called
data at rest) in the event that the storage media or data file is stolen.

Oracle Database uses authentication, authorization, and auditing mechanisms to secure data
in the database, but not in the operating system data files where data is stored. To protect
these data files, Oracle Database provides Transparent Data Encryption (TDE).
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TDE encrypts sensitive data stored in data files. To prevent unauthorized decryption, TDE
stores the encryption keys in a security module external to the database, called a keystore.

Oracle Database Appliance enables creation and lifecycle management of TDE-enabled
databases with ODACLI commands or through the BUI. You can create TDE-enabled single-
instance, Oracle RAC or Oracle RAC One Node databases with ODACLI commands or BUI.
You can also change TDE passwords and re-key the database using ODACLI commands or
BUI. When you use software keystore, you can also backup the TDE wallets along with the
database. You can also recover the TDE software wallet and restore the database as a new
copy with the odacli irestore-database command.

Based on the keystore used, TDE on Oracle Database Appliance can be configured as any of
the following types:

* TDE keys stored in software keystore: In this type of TDE method, the TDE keys are
stored in a wallet on Oracle Database Appliance.

* TDE keys stored in a wallet on Oracle Key Vault: In this type of TDE method, the TDE
keys are stored in a wallet on Oracle Key Vault. Note that if you do not want to provide the
credentials of users in Oracle Key Vault, you can use endpoints already created on Oracle
Key Vault, and directly specify the endpoints when you create or restore the database on
Oracle Database Appliance. Otherwise, you can create Oracle Key Vault server
configuration on Oracle Database Appliance with the Oracle Key Vault user details and use
these user credentials to create and restore the database on Oracle Database Appliance.
You can configure TDE keys with Oracle Key Vault keystore in one of the following ways:

— Using credentials of a user in Oracle Key Vault: In this configuration, the TDE keys
are stored in a wallet on Oracle Key Vault and accessed through Oracle Key Vault user
credentials.

— Using endpoints and wallet already created on Oracle Key Vault: In this
configuration, the TDE keys are stored in a wallet on Oracle Key Vault and accessed
through Oracle Key Vault end points.

< Note:

To enable Transparent Data Encryption (TDE), you must deploy Oracle Database
Enterprise Edition with Oracle Database 19c or later. Transparent Data Encryption
(TDE) is an Advanced Security Option (ASO) available with Oracle Database
Enterprise Edition.

¢ See Also:

Using Transparent Data Encryption in the Oracle Database Advanced Security Guide

ORACLE 0.8


https://docs.oracle.com/en/database/oracle/oracle-database/19/asoag/asopart1.html

Chapter 9
Storing Transparent Database Encryption Keys on Oracle Key Vault Server

Caution:

When you enable TDE on databases, either with software keystore or with Oracle
Key Vault keystore using endpoints and wallet already created on Oracle Key Vault,
you are prompted to set a password for the TDE wallet. Provide a strong password
for security compliance. Set the password carefully, and ensure that this password is
available to you at all times for database management operations. Failure to provide
the TDE wallet password when prompted, results in not being able to access the
database tables.

Storing Transparent Database Encryption Keys on Oracle Key

Vault Server

ORACLE

Understand how you can create Transparent Database Encryption (TDE) enabled databases
on Oracle Database Appliance and store the TDE keys on Oracle Key Vault server.

About Oracle Key Vault

Oracle Key Vault is a fault-tolerant, highly available, and scalable, secure and standards-
compliant key and secrets management appliance, where you can store, manage, and
share your security objects.

Creating TDE-Enabled Databases With User Credentials

Understand how you can create TDE-enabled databases on Oracle Database Appliance
using the credentials of a user in Oracle Key Vault. This method supports creation of TDE-
enabled databases on bare metal and DB systems.

Creating TDE-Enabled Databases Using Oracle Key Vault With Endpoints in Oracle Key
Vault

Understand how you can create TDE-enabled databases on Oracle Database Appliance
using endpoints and wallets already in Oracle Key Vault. This method supports creation of
TDE-enabled databases on bare metal and DB systems.

Managing Oracle Key Vault Server Configuration Operations Using ODACLI Commands
Understand how you can manage Oracle Key Vault server configuration operations on
Oracle Database Appliance on bare metal and DB systems.

Managing Database Operations on TDE-enabled Databases with TDE keys stored on
Oracle Key Vault

Understand how you can manage TDE-enabled databases with TDE keys stored on
Oracle Key Vault on Oracle Database Appliance on bare metal and DB systems.

Creating an Oracle Key Vault User Using BUI
Create a user with Oracle Key Vault server configuration entittement on a multi-user
access enabled Oracle Database Appliance.

Creating Oracle Key Vault Server Configuration Object Using the BUI
Understand how you can create TDE-enabled database on Oracle Database Appliance
with TDE keys stored in Oracle Key Vault on bare metal and DB systems using the BUI.

Granting and Revoking Access on Oracle Key Vault Server Configuration Using BUI
Understand how you can grant and revoke access to Oracle Key Vault server configuration
on Oracle Database Appliance on bare metal and DB systems using BUI.

Managing Oracle Key Vault Server Configuration Operations Using BUI
Understand how you can manage Oracle Key Vault server configuration operations on
Oracle Database Appliance on bare metal and DB systems.
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Manual Migration and Encryption of Data into TDE-Enabled Database
Understand how you can migrate transportable tablespaces to TDE-enabled database on
Oracle Database Appliance.

About Oracle Key Vault

Oracle Key Vault is a fault-tolerant, highly available, and scalable, secure and standards-
compliant key and secrets management appliance, where you can store, manage, and share
your security objects.

ORACLE

For detailed information about Oracle Key Vault, see the Oracle Key Vault documentation at
https://docs.oracle.com/en/database/oracle/key-vault/21.10/okvag/
okv_intro.html#GUID-1C565FBE-BC21-4E76-B2A6-88A17F6649D7.

Terminology used when storing TDE keys on Oracle Key Vault for TDE-enabled
databases on Oracle Database Appliance

Understand these concepts about using Oracle Key Vault server with databases on Oracle
Database Appliance:

Role separation: Oracle recommends that you assign different users for database
administration and TDE key operations. You must not provide the user who has the
database administration role with the credentials of the Oracle Key Vault server. This
ensures the database user with data file access cannot open the database without
knowing TDE wallet passwords. You can set up this role separation by enabling multi-user
access feature on Oracle Database Appliance. For more information about configuring
multi-user access, see the topic Implementing Multi-User Access on Oracle Database
Appliance. On Oracle Database Appliance, the credentials of Oracle Key Vault user need
not be shared with the ODA-DB user. The ODA-Adminstrator grants the resource, that is,
the Oracle Key Vault server configuration, access to the intended DB user and the DB user
can use the Oracle Key Vault server configuration when creating the TDE-enabled
database to store the TDE keys on the Oracle Key Vault server.

Oracle Key Vault server configuration: The term refers to an Oracle Database Appliance
resource that stores the metadata of the Oracle Key Vault. The Oracle Key Vault server
configuration has details such as the name of the user created to manage the TDE keys on
the Oracle Key Vault server and the IP address or host name of the Oracle Key Vault
server. The Oracle Key Vault server configuration on Oracle Database Appliance is
identified by a name, to differentiate Oracle Key Vault server configurations. This name is
unigue within the Oracle Database Appliance system and the value is case-sensitive.
When creating the Oracle Key Vault server configuration, you must provide the credentials
of the user on Oracle Key Vault server. It is recommended that this user is a least
privileged user with only Create Endpoint privilege. The user name and password you
specify when you create the Oracle Key vault server configuration correspond to the user
on the Oracle Key vault server. The password you provide during creation of this object is
not stored on Oracle Database Appliance. The Oracle Key Vault client auto-login wallet is
created using these credentials and all requests to the Oracle Key Vault server use this
client auto-login wallet. The database automatically reads the auto-login wallet for the
required ADMINISTER KEY MANAGEMENT SQL commands.

A user with ODA-DB role: A user with ODA-DB role in a multi-user access-enabled or
multi-user access-enabled passwordless environment can create and maintain the
database. This user, is granted the ODA-DB role and is entitled to perform all database
related operations such as creation, patching, modification, deletion, backup, and recovery.
These operations are restricted to the database that belongs to the user. For more details,
see the chapter Implementing Multi-User Access on Oracle Database Appliance in this
guide.
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Oracle Key Vault user: The Oracle Key Vault user name and password that you provide
when you create the Oracle Key Vault server configuration must correspond to an existing
user and the password on the Oracle Key Vault server. Otherwise, there can be failures in
accessing Oracle Key Vault. This user can also perform create, delete, describe, and list
operations on the Oracle Key Vault server configuration objects that they create.

Virtual Wallet: A virtual wallet, created on Oracle Key Vault, is a container for objects that
must be stored securely. For TDE-enabled databases on Oracle Database Appliance that
use Oracle Key Vault as the keystore, the TDE keys of the database are stored inside this
virtual wallet.

Requirements for configuring TDE-enabled databases with keys stored in Oracle Key
Vault

The Oracle Key Vault server version must be 21.9.0 or later.

It is recommended that you set up Network Time Protocol on Oracle Database Appliance.
The database operations interacting with Oracle Key Vault fails if the clock on Oracle
Database Appliance and Oracle Key Vault server are not synchronized. You must ensure
that the time is consistent across the servers or use Network Time Protocol on Oracle
Database Appliance.

You cannot create a starter database with TDE configured using Oracle Key Vault when
you provision Oracle Database Appliance on bare metal systems and select to create a
starter database. This is because creation of TDE database that uses Oracle Key Vault to
store TDE keys requires Oracle Key Vault server configuration to already exist. To create a
database with TDE configured using Oracle Key Vault on DB system, first create a DB
system without a starter database and then create the database with TDE configured using
Oracle Key Vault as described in the topic Creating TDE-Enabled Database on Oracle
Database Appliance Using Oracle Key Vault.

For configuring TDE-enabled databases with keys stored in Oracle Key Vault with the
credentials of a user in Oracle Key Vault, on multi-user access-enabled systems, you must
create a new user with the ODA-OKVCONFIGADMIN role which has the entitlements 0DA-
OKVCONFIGVIEWMGMT and ODA-OKVCONFIGMODIFYMGMT. The ODA-OKVCONFIGVIEWMGMT
entitlement enables you to perform operations such as Describe and List on the Oracle
Key Vault server configuration object. The 0DA-O0KVCONFIGMODIFYMGMT entitlement enables
you to perform operations such as Create and Delete on the Oracle Key Vault server
configuration object. The ODA-OKVCONFIGVIEWMGMT entitlement is included in the ODA-DB
role, and any DB user with the 0DA-DB role can list and describe the Oracle Key Vault
server configuration object and select the required Oracle Key Vault server configuration
object to create the database. For non-multi user access-enabled systems, there is no
need to create a new user.

Related Topics

Implementing Multi-User Access on Oracle Database Appliance

Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

ODACLI Command Changes with Multi-User Access on Oracle Database Appliance
Understand the ODACLI command changes when you enable multi-user access.
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Creating TDE-Enabled Databases With User Credentials

Understand how you can create TDE-enabled databases on Oracle Database Appliance using
the credentials of a user in Oracle Key Vault. This method supports creation of TDE-enabled
databases on bare metal and DB systems.

Follow these steps to create a TDE-enabled database with TDE keys stored on Oracle Key
Vault on Oracle Database Appliance bare metal and DB systems:

Step 1: Create the user on Oracle Database Appliance corresponding to the user on
Oracle Key Vault. This step applies to multi-user access-enabled systems only.

If the user with the 0DA-OKVCONFIGADMIN role does not exist, or if you want to assign a different
user for the database you are creating, then create the user.

1. Create a new user with the ODA-OKVCONFIGADMIN role. For example:

odacli create-user -u okvuserl -r ODA-OKVCONFIGADMIN

The user is created and assigned a temporary password.

2. After the user is created successfully, the okvuserl can log into the appliance with the
temporary password.

3. The okvuserl isin the Inactive state. If the appliance is configured with multi-user access
enabled, then activate the user with the following command. Note that if the appliance is
configured with passwordless multi-user access, then you do not need to activate the user.
For more information about configuring multi-user access, the topic Implementing Multi-
User Access on Oracle Database Appliance.

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

4. Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

Step 2: Create an Oracle Key Vault server configuration

1. The Oracle Key Vault user that creates the Oracle Key Vault server configuration must be a
user with the least privilege of Create Endpoint on the Oracle Key Vault server.

2. For multi-user access-enabled systems, log in as the user with the ODA-OKVCONFIGADMIN
role, for example, the okvuserl. For non-multi user access enabled systems, log in as the
root user.

3. The Oracle Key Vault password prompt displays twice, to accept and confirm the Oracle
Key Vault password. Specify the password of the Oracle Key Vault user on the Oracle Key
Vault server, which enables the user to log into the Oracle Key Vault server. Specify the
user name with the -u option in the odacli create-okvserverconfig command. The
name of the Oracle Key Vault server configuration is case-sensitive and no two Oracle Key
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Vault server configurations can have same name on Oracle Database Appliance. The
length of the Oracle Key Vault server configuration cannot exceed 128 characters.

odacli create-okvserverconfig -n okvobjl -u epokvusrl -ip XXX.XX.XXX.XXX

Enter OKV user password :
Retype OKV user password :
Job details

ID: 730d2469-6efa-4ed1-8386-513e97c866ea

Description: Create OKV Server Config: okvobjl
Status: Created
Created: October 20, 2024 11:28:39 AM PDT
Message: Create OKV Server Config.
Task Name Start
Time End
Time Status

odacli describe-job -i

Job details

730d2469-6efa-4ed1-8386-513e97c866ea

ID: 730d2469-6efa-4ed1-8386-513e97c866ea

Description: Create OKV Server Config: okvobjl
Status: Success
Created: October 20, 2024 11:28:39 AM PDT
Message: Create OKV Server Config.
Task Name Node Name
Time End
Time Status
OKV Password Store creation nl
20, 2024 11:28:39 AM PDT October 20, 2024 11:29:04 AM PDT
Success
Download of OKV REST package nl
20, 2024 11:28:42 AM PDT October 20, 2024 11:28:44 AM PDT
Success
Edit of OKV REST package nl
20, 2024 11:28:44 AM PDT October 20, 2024 11:28:45 AM PDT
Success
Generate OKV client wallets nl
20, 2024 11:28:45 AM PDT October 20, 2024 11:28:47 AM PDT
Success

Start

October

October

October

October

The command creates an Oracle Key Vault server configuration okvobj1 for the Oracle

ORACLE

Key Vault server user epokvusrl on the specified server.
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Step 3: Share Oracle Key Vault server configuration for multi user access-enabled
systems only

1. For multi-user access-enabled systems, the DB user who creates the database using the
Oracle Key Vault server configuration must have shared access to the Oracle Key Vault
server configuration created by the Oracle Key Vault user. The odaadmin user must share
the Oracle Key Vault server configuration with the DB user using the odacli grant-
resource-access command. The DB user can then create the database with the Oracle
Key Vault server configuration. An example where the odaadmin user shares the okvobjl
resource with DB user dbusrl is as follows:

su odaadmin
odacli grant-resource-access -ri d017d35a-0757-460a-98£0-9£8d0944c872 -u

dbusrl
Shared access of resource granted to user successfully...

To get the resource ID of the Oracle Key Vault server configuration, run the odacli list-
okvserverconfigs command. For example:

odacli list-okvserverconfigs

ID Name User

Name IP address Host Name Description
d017d35a-0757-460a-98£0-9£8d0944c872 okvobjl

epadmin XXX . XX XX XXX Null OKV Server for

sales databases

Step 4: Create the database

For multi-user access-enabled systems, log in as the DB user and use the odacli create-
database command with the options -t, -osc and -kt to create a database with TDE
configured using Oracle Key Vault server. For non-multi user access-enabled systems, you can
run the same command as root user.

Determine the Oracle Key Vault server you want to store the TDE keys on and provide the
value with the -osc option in the odacli create-database command. The DB user can select
the required Oracle Key Vault server configuration from the list of Oracle Key Vault server
configurations displayed with the odacli list-okvserverconfigs command. For non-multi
user access enabled systems, run the odacli list-okvserverconfigs command as root
user.

* The option -t indicates that the database must be configured with TDE, using the Oracle
Key Vault credentials represented by the Oracle Key Vault server configuration specified
using the -osc option.

e The option -kt specifies the the type of kesytore used in TDE configuration. The value of
the keystore can be either software or okv. The default is software. The values are case-
insensitive. The OKVServerConfigName attribute of the database is set to the name of the
Oracle Key Vault server configuration specified in the create database request.

e The password for TDE wallet is randomly generated by the system, and you do not need to
specify it.
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An example to create a database kokvdb2 which uses Oracle Key Vault credentials
represented by Oracle Key Vault server configuration kovobi1 is as follows:

odacli create-database -n kokvdb2 -t -kt OKV -osc kovobjl
Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Job details

ID: 94ablfla-2d4c-4eac-b0c2-7871d88c0df8
Description: Database service creation with DB name:

Status: Created

Created: July 15, 2024 3:00:53 PM CST

Message:

Task Name
Time
Status

Start

End Time

odacli describe-job -i 94a51fla-2d4c-4eac-b0c2-7871d88c0df8

Job details

ID: 94ablfla-2d4c-4eac-b0c2-7871d88c0df8
Description: Database service creation with DB name:

Status: Success

Created: July 15, 2024 3:00:53 PM CST

Message:

Task Name
Time
Status

:01:19 PM

Validating dbHome available space

CST July 15, 2024 3:01:

TDE configuration using OKV

CST July 15, 2024 3:20:

TDE Wallet directory creation

CST July 15, 2024 3:17:

Setting Database parameter for OKV

CST July 15, 2024 3:19:

Auto login TDE Wallet creation

CST July 15, 2024 3:19:

OKV TDE Wallet creation

CST July 15, 2024 3:19:

OKV Endpoint configuration

CST July 15, 2024 3:19:

Setting TDE Master Encryption Key

Start
End Time
July
19 PM CST
July
36 PM CST
July
46 PM CST
July
07 PM CST
July
09 PM CST
July
12 PM CST
July
43 PM CST
July

15,

15,

15,

15,

15,

15,

15,

2024

2024

2024

2024

2024

2024

2024

Success

:17:37 PM

Success

:17:38 PM

Success

:17:46 PM

Success

:19:07 PM

Success

:19:09 PM

Success

:19:12 PM

Success

:19:43 PM

kokvdb2

kokvdb2
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CST July 15, 2024 3:20:13 PM
Create Users tablespace

CST July 15, 2024 3:20:39 PM
Clear all listeners from Database

CST July 15, 2024 3:20:40 PM
Copy Pwfile to Shared Storage

CST July 15, 2024 3:20:47 PM

CST Success
July 15, 2024 3:20:36 PM
CST Success
July 15, 2024 3:20:39 PM
CST Success
July 15, 2024 3:20:43 PM
CST Success

On successful database creation, the Oracle Key Vault client software is installed in

the /etc/OKV/db unique name/okv directory. The ownership of all the files is set to
db_user:oinstall and the permission is set to 750. The autologin TDE wallets are created in
the /etc/OKV/db unique name/tde and /etc/OKV/db unique name/tde seps directories. The
ownership of these directories is recursively set to db_user:oinstall and the permission to

750.

Related Topics

* Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your

appliance.

e odacli Multi-User Access Commands

Use odacli commands to enable multi-user access for the appliance.

Creating TDE-Enabled Databases Using Oracle Key Vault With Endpoints in
Oracle Key Vault

Understand how you can create TDE-enabled databases on Oracle Database Appliance using
endpoints and wallets already in Oracle Key Vault. This method supports creation of TDE-
enabled databases on bare metal and DB systems.

ORACLE

# Note:

enabled.

In this Oracle Database Appliance release, this feature is supported on Oracle RAC
and Oracle single-instance databases only. This feature is not available with Oracle
RAC One Node databases and Oracle single-instance database with high-availability

To create a TDE-enabled database using Oracle Key Vault with endpoints in Oracle Key Vault,

you must complete the following tasks:

1. Log into Oracle Key Vault and create virtual TDE wallet corresponding to a database.

2. Create endpoints corresponding to each instance. For a single instance database, you
must create one endpoint and for Oracle RAC database, create two endpoints.

3. Set the default wallet for the created endpoint.

4. Download the okvclient.jar file corresponding to each endpoint. For single instance
database, download one file, and for Oracle RAC database, there are two files available for

download, one per instance..
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Step 1: Obtain the okvclient. jar file using Oracle Key Vault REST commands

You can create the okvclient.jar file either through Oracle Key Vault REST commands or
Oracle Key Vault server user interface.

To obtain the okvclient.jar file using Oracle Key Vault REST commands, log in as the
oracle user, and then follow these steps:

1.

Create working directories, such as /tmp/work and /tmp/work/client wallet. Navigate to
the /tmp/work directory and download and unzip the RESTful Service utility from the
Oracle Key Vault server. When you unzip the utility, you can observer three directories bin,
1lib, and conf.

mkdir /tmp/work/
mkdir /tmp/work/client wallet
cd /tmp/work
curl -Ok https://okv_server ip:5695/okvrestclipackage.zip
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 3750k 100 3750k 0 0 2500k 0 0:00:01 0:00:01 --:--:-- 2500k

Unzip okvrestclipackage.zip. Edit conf/okvrestcli.ini and add the Oracle Key Vault
server IP address, user name, and path to the directory where the client autologin wallets
are created. In the following example, /tmp/work/client wallet is the directory path
where client autologin wallets are created.

#Provide absolute path for log property, okv _client config properties
[Default]
log property=./conf/okvrestcli logging.properties
server=okv_server ip
okv_client config=./conf/okvclient.ora
user=okv_user
client wallet=/tmp/work/client wallet

Edit the bin/okv file and uncomment the line export
OKV_RESTCLI CONFIG=$0KV_RESTCLI DIR/conf/okvrestcli.ini and also setthe
JAVA HOME variable:

#!/bin/bash
export OKV_RESTCLI DIR=$(dirname "${0}")/..
export OKV_RESTCLI CONFIG=$OKV_RESTCLI DIR/conf/okvrestcli.ini
export JAVA HOME=/opt/oracle/dcs/java/l1.8.0 xxx
if [ -z "SJAVA HOME" ]
then
echo "JAVA HOME environment variable is not set."
exit 1
fi

if [ -z "$OKV RESTCLI CONFIG" ]

then
echo "OKV_RESTCLI CONFIG environment variable is not set."
exit 1

fi
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export OKV_RESTCLI JAR=$0KV _RESTCLI DIR/lib/okvrestcli.jar
$JAVA_HOME/bin/java -jar $OKV_RESTCLI_JAR s

Generate client auto login wallets. You are prompted to provide the Oracle Key Vault user
password.

/tmp/work/bin/okv admin client-wallet add --client-wallet /tmp/work/
client wallet --wallet-user okv user
Password:

Create the TDE wallet corresponding to the database, if the TDE wallet is not already
created using the Oracle Key Vault user interface.

/tmp/work/bin/okv manage-access wallet create --wallet wallet name --
unique FALSE

Create the endpoint corresponding to the wallet. For Oracle RAC database, create two
endpoints. Create the endpoint only if it is not already created using the Oracle Key Vault
user interface.

/tmp/work/bin/okv admin endpoint create --endpoint endpoint name --type
ORACLE DB --platform LINUX64 --strict-ip-check TRUE

Set the default wallet for the endpoint. For Oracle RAC database, the default wallet for
both endpoints must be the same TDE wallet. Set the default wallet only if it is not already
set using the Oracle Key Vault user interface.

/tmp/work/bin/okv manage-access wallet set-default --wallet wallet name --
endpoint endpoint name

Download the okvclient.jar command. For Oracle RAC database, you must download
the okvclient.jar corresponding to both the endpoints. After the download is complete,
copy the okvclient.jar corresponding to the remote instance to the remote node.

/tmp/work/bin/okv admin endpoint download --endpoint <endpoint name> --
location <location>

While downloading the endpoint, if the Endpoint token is already consumed message is
observed as below, then re-enroll the endpoint.

/tmp/work/bin/okv admin endpoint download --endpoint endpoint name --
location location
/tmp/work/log/okv0.log.0 (Permission denied)
{
"result" : "Failure",
"message" : "Endpoint token is already consumed"

}

/tmp/work/bin/okv admin endpoint re-enroll --endpoint <endpoint name>
/tmp/work/log/okv0.log.0 (Permission denied)
{

"result" : "Success"
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Step 2: Create the database

1. For multi user access-enabled and multi user access passwordless systems, log in as the
DB user and run the odacli create-database command. For non-multi user access-
enabled systems, log in as the root user and run the odacli create-database command.
The option --enable-tde/-t indicates that the database must be configured with TDE.
The option --keystore-type/-kt specifies the the type of keystore to use in TDE
configuration. The option --okvclient-path/-ocp specifies the absolute path to the
okvclient.jar file corresponding to the endpoint.

For single-instance database, the option --okvclient-path/-ocp takes only one value.
For Oracle RAC database, the option --okvclient-path/-ocp takes two values
corresponding to each instance. The values must be comma-separated. The first path
corresponds to the local instance whereas the second path corresponds to the remote
instance. You are prompted to provide the TDE password.

On successful database creation, the Oracle Key Vault client software is installed in

the /etc/OKV/db_unique name/okv directory. The local auto login TDE wallets are created
inthe /etc/OKV/db unique name/tde directory. The okvclient.jar file in the source
location is deleted.

An example to create a single-instance database named okvdb without using the Oracle
Key Vault server configuration object, is as follows:

odacli create-database -n okvdb -y SI -t -kt OKV -ocp /tmp/okvclient.jar
Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wallet password:

Retype TDE wallet password:

Job details
ID: 94ablfla-2d4c-4eac-b0c2-7871d88c0df8
Description: Database service creation with DB name: okvdb
Status: Created
Created: July 15, 2024 3:00:53 PM CST

Message:
Task Name Start
Time End
Time Status

odacli describe-job -1 94a51fla-2d4c-4eac-b0c2-7871d88c0df8

Job details

ID: 94ablfla-2d4c-4eac-b0c2-7871d88c0df8
Description: Database service creation with DB name: okvdb
Status: Success
Created: July 15, 2024 3:00:53 PM CST
Message:
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Task Name Start

Time End

Time Status

Validating dbHome available space July 15, 2024 3:01:19 PM
CST July 15, 2024 3:01:19 PM CST Success
TDE configuration using OKV July 15, 2024 3:17:37 PM
CST July 15, 2024 3:20:36 PM CST Success
TDE Wallet directory creation July 15, 2024 3:17:38 PM
CST July 15, 2024 3:17:46 PM CST Success
Setting Database parameter for OKV July 15, 2024 3:17:46 PM
CST July 15, 2024 3:19:07 PM CST Success
Auto login TDE Wallet creation July 15, 2024 3:19:07 PM
CST July 15, 2024 3:19:09 PM CST Success
Installing the OKV client software July 15, 2024 3:19:09 PM
CST July 15, 2024 3:19:42 PM CST Success
Setting TDE Master Encryption Key July 15, 2024 3:19:43 PM
CST July 15, 2024 3:20:13 PM CST Success
Create Users tablespace July 15, 2024 3:20:36 PM
CST July 15, 2024 3:20:39 PM CST Success
Clear all listeners from Database July 15, 2024 3:20:39 PM
CST July 15, 2024 3:20:40 PM CST Success
Copy Pwfile to Shared Storage July 15, 2024 3:20:43 PM
CST July 15, 2024 3:20:47 PM CST Success

An example to create an Oracle RAC database named okvdbrac without using the Oracle
Key Vault server configuration object, is as follows. Specify the path to the okvclient.jar
file for the local database instance first, followed by the path to the okvclient.jar file for
the remote database instance in the request.

odacli create-database -n okvdb -y RAC -t -kt OKV -ocp /tmp/dirl/
okvclient.jar,/tmp/dir2/okvclient.jar

Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wallet password:

Retype TDE wallet password:

Job details
ID: cbbllec2-£f£87-44£9-a79b-3abla290644f
Description: Database service creation with DB name: okvdbrac
Status: Created
Created: October 20, 2024 6:13:28 AM PDT

Message:
Task Name Start
Time End
Time Status
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odacli describe-job -1 cbb6llec2-f£f87-44£f9-a79b-3abla290644f

Job details

ID: <cbotllec2-f£87-44£9-a79%b-3abla290644f

Description: Database service creation with DB name:

Status: Success
Created: October 20, 2024 6:13:28 AM PDT

Message:
Task Name Node Name
Time End
Time Status
Validating dbHome available space nl
20, 2024 6:13:49 AM PDT October 20, 2024 6:13:49 AM PDT
Success
Validating dbHome available space n2
20, 2024 6:13:49 AM PDT October 20, 2024 6:13:49 AM PDT
Success
Setting up SSH equivalence nl
20, 2024 6:13:51 AM PDT October 20, 2024 6:13:54 AM PDT
Success
Setting up SSH equivalence nl
20, 2024 6:13:54 AM PDT October 20, 2024 6:13:57 AM PDT
Success
Creating ACFS database home nl
20, 2024 6:13:58 AM PDT October 20, 2024 6:13:58 AM PDT
Success
Validating dbHome available space nl
20, 2024 6:13:59 AM PDT October 20, 2024 6:13:59 AM PDT
Success
Setting TDE Master Encryption Key nl
20, 2024 6:34:15 AM PDT October 20, 2024 6:34:56 AM PDT
Success
Create Users tablespace nl
20, 2024 6:34:57 AM PDT October 20, 2024 6:34:59 AM PDT
Success
Clear all listeners from Database nl
20, 2024 6:35:00 AM PDT October 20, 2024 6:35:01 AM PDT
Success
Deleting OKV Client Software Jar nl
20, 2024 6:35:03 AM PDT October 20, 2024 6:35:04 AM PDT
Success
Deleting OKV Client Software Jar n2
20, 2024 6:35:04 AM PDT October 20, 2024 6:35:04 AM PDT
Success
Encrypt all Tablespaces nl

okvdbrac

Start

October

October

October

October

October

October

October

October

October

October

October

October
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20, 2024 6:35:04 AM PDT October 20, 2024 6:36:15 AM PDT
Success

Related Topics

e Implementing Multi-User Access on Oracle Database Appliance
Understand how multi-user access can be implemented on Oracle Database Appliance, its
advantages and restrictions and the associated life cycle management changes for your
appliance.

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Managing Oracle Key Vault Server Configuration Operations Using ODACLI
Commands

Understand how you can manage Oracle Key Vault server configuration operations on Oracle
Database Appliance on bare metal and DB systems.

You can create, list, delete, and describe Oracle Key Vault server configuration on Oracle
Database Appliance bare metal and DB systems. Note that you run these operations only
when you create TDE-enabled databases that allow Oracle Database Appliance to store the
user credentials of the Oracle Key Vault user, described in the Creating TDE-Enabled
Databases With User Credentials topic.

Listing Oracle Key Vault server configurations:

Use the odacli list-okvserverconfigs command to view all the Oracle Key Vault server
configurations.

odacli list-okvserverconfigs

ID Name User

Name IP address Host Name Description
d017d35a-0757-460a-98£0-9£840944c872 okvobjl

epadmin XXX XX XX . XXX Null OKV server for
Sales database

b6336173-666b-4d81-88bd-5ae384419114 okvobj2

epadmin? XXX XX XX . XXX Null OKV server for

Sales database

Describing an Oracle Key Vault server configuration:

Use the odacli describe-okvserverconfig command to view a Oracle Key Vault server
configuration.

For example:

odacli describe-okvserverconfig -n dokvobijl
OKV Server Config details
ID: c196bd0a-4a42-43a6-8578-9929ceb28525
Name: dokvobjl
UserName: userl
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IP Address: XXX.XXX.XX.XXX
Host Name:
Description: OKV server config for Sales
CreatedTime: October 4, 2024 9:41:43 AM HKT
UpdatedTime: October 4, 2024 9:42:10 AM HKT
State: CONFIGURED

Deleting Oracle Key Vault server configuration:

Use the odacli delete-okvserverconfig command to delete Oracle Key Vault server
configuration. You can delete the Oracle Key Vault server configuration only if all databases
that used the Oracle Key Vault server configuration are already deleted.

odacli delete-okvserverconfig -n okvobjl
Job details
ID: 7446c904-a927-431£-8e0b-099%eec8116e7
Description: Delete OKV Server Config: dokvobjl
Status: Running
Created: October 4, 2024 9:44:29 AM HKT
Message: Delete OKV Server Config

Task Name Start

Time End Time

Status

OKV Password Store deletion October 4, 2024 9:44:29 AM
HKT Running

odacli describe-job -i 7446c904-a927-431f-8e0b-099%eec8116e7

Job details
ID: 7446c904-a927-431£f-8e0b-099%eec8116e7
Description: Delete OKV Server Config: dokvobjl
Status: Success
Created: October 4, 2024 9:44:29 AM HKT
Message: Delete OKV Server Config

Task Name Node Name Start
Time End Time

Status

OKV Password Store deletion odal October 4,
2024 9:44:29 AM HKT October 4, 2024 9:44:45 AM HKT

Success

OKV Server Config directory deletion odal October 4,
2024 9:44:45 AM HKT October 4, 2024 9:44:45 AM HKT

Success

OKV Server Config deletion odal October 4,
2024 9:44:45 AM HKT October 4, 2024 9:44:46 AM HKT Success
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Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Managing Database Operations on TDE-enabled Databases with TDE keys
stored on Oracle Key Vault

Understand how you can manage TDE-enabled databases with TDE keys stored on Oracle
Key Vault on Oracle Database Appliance on bare metal and DB systems.

You can re-key TDE master encryption key or restore, delete, perform database backup and
recovery, and configure Oracle Data Guard on TDE-enabled database on Oracle Key Vault on
Oracle Database Appliance bare metal and DB systems.

e Changing the Password for TDE-enabled Databases
Understand how you can change the password of TDE-enabled database on Oracle
Database Appliance on bare metal and DB systems, that uses Oracle Key Vault to store
TDE keys.

* Re-keying TDE Master Encryption Key for TDE-Enabled Databases
Understand how you can re-key TDE master encryption key of TDE-enabled database on
Oracle Database Appliance on bare metal and DB systems, that uses Oracle Key Vault to
store TDE keys.

e Performing Backup and Recovery of TDE-enabled Databases
Understand how you can back up and recover TDE-enabled database with TDE keys
stored on Oracle Key Vault on Oracle Database Appliance on bare metal and DB systems.

* Restoring TDE-Enabled Databases Using Oracle Key Vault User Credentials
Understand how you can restore TDE-enabled databases using database backups, on
Oracle Database Appliance bare metal and DB systems, with credentials of a user on
Oracle Key Vault.

* Restoring TDE-Enabled Databases With Endpoints and Wallet Manually Created in Oracle
Key Vault
Understand how you can restore TDE-enabled databases on Oracle Database Appliance
using the endpoints and wallets created manually on Oracle Key Vault. This method
supports creation of TDE-enabled databases on bare metal and DB systems.

e Deleting TDE-enabled Databases
Understand how you can delete a TDE-enabled database on Oracle Database Appliance
on bare metal and DB systems, that uses Oracle Key Vault to store TDE keys.

Changing the Password for TDE-enabled Databases

ORACLE

Understand how you can change the password of TDE-enabled database on Oracle Database
Appliance on bare metal and DB systems, that uses Oracle Key Vault to store TDE keys.

Changing the password of TDE-enabled databases on Oracle Database Appliance that
use the credentials of a user in Oracle Key Vault

Use the odacli modify-database command with the option --change-tde-password, -ctp for
TDE-enabled databases on Oracle Database Appliance that use the credentials of a user in
Oracle Key Vault. The new password is randomly generated and stored securely on the Oracle
Key Vault server replacing the old TDE password. For example:

odacli modify-database -n kokvdb2 -ctp
Job details
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ID: 5d77eb72-909e-42b8-a65a-fcc61689346b
Description: Modify database: db6
Status: Success
Created: January 28, 2025 16:07:01 UTC
Message: Modify database
Task Name Node Name Start
Time End Time Status
Re-enroll and Provision of Endpoint nl January 28,2025
16:07:05 UTC January 28, 2025 16:07:19 UTC Success
Save the new TDE password using a nl January 28,2025
16:07:20 UTC January 28, 2025 16:07:23 UTC Success
temporary custom attribute on
OKV
Change the TDE password in local wallet nl January 28,2025
16:07:23 UTC January 28, 2025 16:07:41 UTC Success
Auto login TDE Wallet creation nl January 28,2025
16:07:41 UTC January 28, 2025 16:07:45 UTC Success
Re-enroll and Provision of Endpoint n2 January 28,2025
16:07:45 UTC January 28, 2025 16:08:01 UTC Success
Change the TDE password in local wallet n2 January 28,2025
16:08:01 UTC January 28, 2025 16:08:17 UTC Success
Auto login TDE Wallet creation nl January 28,2025
16:08:17 UTC January 28, 2025 16:08:21 UTC Success
Save new TDE password on OKV n2 January 28,2025
16:08:22 UTC January 28, 2025 16:08:29 UTC Success
Delete the temporary custom attribute n2 January 28,2025
16:08:29 UTC January 28, 2025 16:08:32 UTC Success
on
OKV
Deleting OKV Client Software Jar n2 January 28,2025
16:08:32 UTC January 28, 2025 16:08:33 UTC Success

Changing the password of TDE-enabled databases on Oracle Database Appliance that
use endpoints and wallets already in Oracle Key Vault

Use the odacli modify-database command with the option --change-tde-password, -ctp.
For TDE-enabled databases on Oracle Database Appliance that use endpoints and wallets

ORACLE
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already in Oracle Key Vault, you are prompted to specify the password during the password
change operation. For example:

odacli modify-database -n kokvdb2 -ctp
Enter the current TDE password:

Enter the new TDE password:

Re-enter the new TDE password:

Job details
ID: 84633eef-Tcf5-474e-aaed-559444d5chb2c
Description: Modify database: dbl4
Status: Success
Created: January 31, 2025 09:23:39 UTC
Message: Modify database

Task Name Node Name Start
Time End Time

Status

Change the TDE password in local wallet nl January 31, 2025
09:23:49 UTC January 31, 2025 09:23:49 UTC

Success

Auto login TDE Wallet creation nl January 31, 2025
09:23:49 UTC January 31, 2025 09:23:50 UTC

Success

Change the TDE password in local wallet n2 January 31, 2025
09:23:50 UTC January 31, 2025 09:23:51 UTC

Success

Auto login TDE Wallet creation nl January 31, 2025
09:23:51 UTC January 31, 2025 09:23:53 UTC Success

Related Topics

e odacli modify-database
Use the odacli modify-database command to modify the configuration of a database,
such as backup configuration, database class, and database type, and to change TDE
wallet management from EXTERNAL to ODA.

Re-keying TDE Master Encryption Key for TDE-Enabled Databases

ORACLE

Understand how you can re-key TDE master encryption key of TDE-enabled database on
Oracle Database Appliance on bare metal and DB systems, that uses Oracle Key Vault to store
TDE keys.

Use the odacli modify-database command to perform re-key of TDE master encryption key
with the option -rkt. For TDE configured using Oracle Key Vault, you are prompted to specify
the password during the re-key operation. For example:

odacli modify-database -n kokvdb2 -rkt
{

"jobId" : "dbedf89d-b60£-4209-bbcf-0db6ledeb350",
"status" : "Created",
"message" : "Modify database",
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"reports" : [ ],
"createTimestamp" : "July 15, 2024 15:56:01 PM CST",
"resourcelList" : [ {
"resourcelId" : "7alc996b-ee8d-49bc-8759-cbbfcee3bcce",
"resourceType" : null,
"resourceNewType" : "Db",
"jobId" : "dbedf89d-b60£f-4209-bbcf-0db6ledeb350",

"updatedTime" : null
Pl
"description" : "Modify database: kokvdb2",
"updatedTime" : "July 15, 2024 15:56:01 PM CST",
"jobType" : null

odacli describe-job -i dbedf89d-b60£-4209-bbcf-0db6ledeb350

Job details
ID: dbedf89d-b60£f-4209-bbcf-0db6ledeb350
Description: Modify database: kokvdb2
Status: Success
Created: July 15, 2024 3:56:01 PM CST
Message: Modify database

Task Name Start

Time End Time

Status

TDE Wallet Re-Key July 15, 2024 3:56:04 PM
CST July 15, 2024 3:56:12 PM CST Success

Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Performing Backup and Recovery of TDE-enabled Databases

ORACLE

Understand how you can back up and recover TDE-enabled database with TDE keys stored
on Oracle Key Vault on Oracle Database Appliance on bare metal and DB systems.

Performing backup of TDE-enabled database with TDE keys stored on Oracle Key Vault

Use the odacli create-backup command to back up TDE-enabled database with TDE keys
stored on Oracle Key Vault. The TDE wallet is not present on Oracle Database Appliance, but
resides in Oracle Key Vault server, and hence it is not backed up with the database backup. As
a result, the value of TDE wallet backup location attribute of the database backup report is set
to null.

[odaadmin@odal bin]$ odacli describe-job -i be94dlf7-adbe-48a5-94a3-
£0a52578048b

Job details
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ID: be94dlf7-ad6e-48a5-94a3-£f0a52578048b
Description: Create Regular-L0 Backup[TAG:auto] [Db:dbl5] [NFS:/
nfs_backup/orabackups/dbsfb225975e/database/1851419729/dbl15]
Status: Success
Created: March 26, 2024 4:14:19 AM PDT

Message:
Task Name Node Name Start
Time End Time Status
Validate backup config odal March 26, 2024 4:14:21
AM PDT March 26, 2024 4:14:21 AM PDT Success
NFS location existence validation odal March 26, 2024 4:14:21
AM PDT March 26, 2024 4:14:22 AM PDT Success
Recovery Window validation odal March 26, 2024 4:14:22
AM PDT March 26, 2024 4:14:24 AM PDT Success
Archivelog deletion policy configuration odal March 26, 2024 4:14:24
AM PDT March 26, 2024 4:14:26 AM PDT Success
Database backup odal March 26, 2024 4:14:26
AM PDT March 26, 2024 4:15:21 AM PDT Success

[odaadmin@odal bin]$ odacli describe-backupreport -i d2326683-9766-4933-beel-
a2b59c9d7e%e
{

"id" : "d2326683-9766-4933-beel-a2b59c9d7e9%e",

"dbResId" : "96a98156-b657-403e-a87¢c-357c2069c285",

"tag" : "auto",

"dbId" : "1851419729",

"dbName" : "dbl5",

"dbUniqueName" : "dbl5",

"backupType" : "Regular-LO",

"keepDays" : null,

"backupLocation" : "/nfs backup/orabackups/dbsfb225975e/database/1851419729/
dbl5/db",

"cfBackupHandle" : "/nfs backup/orabackups/dbsfb225975e/database/1851419729/
db15/db/c-1851419729-20240326-03",

"spfBackupHandle" : "/nfs backup/orabackups/dbsfb225975e/database/
1851419729/db15/db/c-1851419729-20240326-03",

"pitrTimeStamp" : "March 26, 2024 04:15:06 AM PDT",

"pitrSCN" : "1675444",

"resetLogsTimeStamp" : "March 26, 2024 03:01:39 AM PDT",

"resetLogsSCN" : "1575481",

"oraHomeVersion" : "19.23.0.0.240116",

"sqlPatches" : "35926646,34774667,35943157",

"backupLogLoc" : "/nfs backup/orabackups/dbsfb225975e/database/1851419729/
dbl5/rmanlog/2024-03-26/rman backup auto 2024-03-26 04-14-29.0478.log",

"tdeWalletLoc" : null,

"doConfigLoc" : "/nfs backup/orabackups/dbsfb225975e/database/1851419729/
db15/dbconfig/2024-03-26/DBCONFIG auto 2024-03-26 04-15-19.0472.tar.gz",

"name" : "Backup Report dbl5",

"createTime" : "March 26, 2024 04:14:26 AM PDT",

"state" : {

"status" : "CONFIGURED"
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}I
"updatedTime" : "March 26, 2024 04:14:26 AM PDT",
"backupReportLogDetail™ : "/nfs backup/orabackups/dbsfb225975e/database/
1851419729/db15/rmandetaillogreport/2024-03-26/
rman_list backup detail auto 2024-03-26 04-15-16.0129.log",

"dbInfo" : {
"dbClass" : "OLTP",
"dbType" : "RAC",
"dbShape" : "odb2",
"dbEdition" : "EE",
"dbStorage" : "ASM",

"dbRedundancy" : null,
"pdbName" : null,
"isCdb" : false

b

"dbDataSize" : "2441M",
"dbRedoSize" : "16403M",
"rmanBackupPieces" : "/nfs backup/orabackups/dbsfb225975e/database/

1851419729/dbl5/backuppieces/2024-03-26/backupPieces _auto 96a98156-b657-403e-
a87¢-357¢2069c285 20240326041518.json",

"compressionAlgo" : "BASIC",
"cpuPool" : null,
"numberOfCores" : null,
"keystoreType" : "OKV",

Note that since TDE wallet backup is not supported, if the keystore type is 0KV, if you specify
the component as tdewallet inthe odacli create-backup command, an error is encountered.

[odaadmin@odal bin]$ odacli create-backup -n dbl5 -c tdewallet
DCS-10144:TDE wallet backup operation is not supported for TDE databases with
OKV keystore type.

Performing recovery of database with TDE configured using Oracle Key Vault with
credentials of Oracle Key Vault user

Use the odacli recover-database command to recover a database with TDE configured
using Oracle Key Vault. For example, to recover a database kokvdb2, run the following
command:

odacli recover-database -n kokvdb2 -t latest

{

"jobId" : "8a50d65f-2269-41£ff-b030-51fedecc82b5",

"status" : "Created",

"message" : null,

"reports" : [ ],

"createTimestamp" : "July 15, 2024 18:26:26 PM CST",
"resourceList" : [ 1,

"description" : "Create recovery-latest for DB : kokvdb2",
"updatedTime" : "July 15, 2024 18:26:26 PM CST",

"jobType" : null

odacli describe-job -1 8a50d65f-2269-41ff-b030-51fedecc82b5
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Job details
ID: 8a50d65f-2269-41ff-b030-51fedecc82b5
Description: Create recovery-latest for DB : kokvdb2
Status: Success
Created: July 15, 2024 6:26:26 PM CST

Message:
Task Name Start
Time End Time
Status
Database recovery validation July 15, 2024 6:26:30 PM
CST July 15, 2024 6:27:50 PM CST Success
Database recovery July 15, 2024 6:27:50 PM
CST July 15, 2024 6:30:07 PM CST Success
Enable block change tracking July 15, 2024 6:30:07 PM
CST July 15, 2024 6:30:12 PM CST Success
Database opening July 15, 2024 6:30:12 PM
CST July 15, 2024 6:30:15 PM CST Success
Database restart July 15, 2024 6:30:15 PM
CST July 15, 2024 6:31:31 PM CST Success
Recovery metadata persistence July 15, 2024 6:31:31 PM
CST July 15, 2024 6:31:31 PM CST Success

The TDE wallets are stored on the Oracle Key Vault server and not on Oracle Database
Appliance, and so, ODACLI commands cannot be used for restore and recovery operations. If
the keystore type is 0KV, and you specify the component as tdewallet in the odacli recover-
database command, an error is encountered.

[odaadmin€odal bin]$ odacli recover-database -n dbl5 -tl /nfs backup/
ewallet.pl2 -t latest

DCS-10045:Validation error encountered: Usage of TDE wallet related
parameters is not allowed for a TDE database with OKV keystore type.

[odaadmin@odal bin]$ odacli restore-tdewallet -n dbl5

Enter TDE wallet password:

DCS-10144:Restore TDE wallet operation is not supported for TDE databases
with OKV keystore type.

Performing recovery of database with TDE configured using Oracle Key Vault with
endpoints in Oracle Key Vault

The odacli recover-database command prompts for the TDE password. Before database
recovery, the local auto-login wallet is regenerated using the Administer Key Management
command. You must specify the TDE password for database recovery.

odacli recover-database -n kokvdb2 -t latest
Enter the TDE password:

odacli describe-job -1 8a50d65f-2269-41ff-b030-51fedecc82b5
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Job details
ID: 8a50d65f-2269-41ff-b030-51fedecc82b5
Description: Create recovery-latest for DB : kokvdb2
Status: Success
Created: July 15, 2024 6:26:26 PM CST

Message:
Task Name Start
Time End Time
Status
Auto login TDE Wallet creation July 15, 2024 6:26:30 PM
CST July 15, 2024 6:27:50 PM CST
Database recovery validation July 15, 2024 6:26:30 PM
CST July 15, 2024 6:27:50 PM CST Success
Database recovery July 15, 2024 6:27:50 PM
CST July 15, 2024 6:30:07 PM CST Success
Enable block change tracking July 15, 2024 6:30:07 PM
CST July 15, 2024 6:30:12 PM CST Success
Database opening July 15, 2024 6:30:12 PM
CST July 15, 2024 6:30:15 PM CST Success
Database restart July 15, 2024 6:30:15 PM
CST July 15, 2024 6:31:31 PM CST Success
Recovery metadata persistance July 15, 2024 6:31:31 PM
CST July 15, 2024 6:31:31 PM CST Success

Errors during database recovery

The TDE wallets are stored on the Oracle Key Vault server and not on Oracle Database
Appliance, and so, ODACLI commands cannot be used for restore and recovery operations. If
the keystore type is 0KV, and you specify the component as tdewallet in the odacli recover-
database command, an error is encountered.

[odaadminCodal bin]$ odacli recover-database -n dbl5 -tl /nfs backup/
ewallet.pl2 -t latest

DCS-10045:Validation error encountered: Usage of TDE wallet related
parameters is not allowed for a TDE database with OKV keystore type.

[odaadmin@odal bin]$ odacli restore-tdewallet -n dblb

Enter TDE wallet password:

DCS-10144:Restore TDE wallet operation is not supported for TDE databases
with OKV keystore type.

Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.
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Restoring TDE-Enabled Databases Using Oracle Key Vault User Credentials

ORACLE

Understand how you can restore TDE-enabled databases using database backups, on Oracle
Database Appliance bare metal and DB systems, with credentials of a user on Oracle Key
Vault.

Prerequisites

» To restore a database with primary role in an Oracle Data Guard configuration, TDE wallet
for the target database must be created on the Oracle Key Vault server before you run the
restore command. This TDE wallet is a copy of the wallet of the source database.

» To restore a database with a standby role in an Oracle Data Guard configuration, the TDE
wallet copy must nhot be created. The TDE wallet of the primary database must be used for
the standby database.

Step 1: Create the Oracle Key Vault user. This step applies to multi-user access-enabled
systems only.

If the user with the 0DA-OKVCONFIGADMIN role does not exist, or if you want to assign a different
user for the database you are restoring, then create the user.

1. Create a new user with the ODA-OKVCONFIGADMIN role. For example:

odacli create-user -u okvuserl -r ODA-OKVCONFIGADMIN

The user is created and assigned a temporary password.

2. After the user is created successfully, the okvuserl can log into the appliance with the
temporary password.

3. The okvuserl is in the Inactive state. If the appliance is configured with multi-user access
enabled, then activate the user with the following command. Note that if the appliance is
configured with passwordless multi-user access, then you do not need to activate the user.
For more information about configuring multi-user access, the topic Implementing Multi-
User Access on Oracle Database Appliance.

odacli activate-user

You are prompted to change the password. Enter the temporary password, the new
password, and confirm the new password.

4. Use the new password to connect by SSH into the appliance and run ODACLI commands
or connect to the Browser User Interface.

Step 2: Create an Oracle Key Vault server configuration

Create an Oracle Key Vault server configuration for the target database. Create a new Oracle
Key Vault server configuration only if an Oracle Key Vault server configuration for the same
Oracle Key Vault server does not already exist. If a configuration already exists, then use the
existing configuration.

1. The Oracle Key Vault user that creates the Oracle Key Vault server configuration must be a
user with atleast the privilege of Create Endpoint on the Oracle Key Vault server.
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For multi-user access-enabled systems, log in as the user with the ODA-OKVCONFIGADMIN
role, for example, the okvuserl. For non-multi user access enabled systems, log in as the
root user.

Oracle Key Vault password prompt displays twice, to accept and confirm the Oracle Key
Vault password. This is the password of the Oracle Key Vault user on the Oracle Key Vault
server, which enables the user to log into the Oracle Key Vault server. Specify the user
name with the -u option in the odacli create-okvserverconfig command. The name of
the Oracle Key Vault server configuration is case-sensitive and no two Oracle Key Vault
server configurations can have same name on Oracle Database Appliance. The length of
the Oracle Key Vault server configuration cannot exceed 128 characters.

odacli create-okvserverconfig -n okvobjl -u epokvusrl -ip XXX.XX.XXX.XXX
Enter OKV user password :
Retype OKV user password :
Job details
ID: 8878£c02-3d64-4519-bf52-£cb50839£89f
Description: Create OKV Server Config: okvcfgbh
Status: Success
Created: October 14, 2024 14:04:29 UTC
Message: Create OKV Server Config.

Task Name Node Name Start
Time End

Time Status

OKV Password Store creation odal October
14, 2024 14:04:29 UTC October 14, 2024 14:04:56 UTC

Success

Download of OKV REST package odal October
14, 2024 14:04:31 UTC October 14, 2024 14:04:32 UTC

Success

Edit of OKV REST package odal October
14, 2024 14:04:32 UTC October 14, 2024 14:04:32 UTC

Success

Generate OKV client wallets odal October
14, 2024 14:04:32 UTC October 14, 2024 14:04:35 UTC

Success

The command creates an Oracle Key Vault server configuration okvobj1 for the Oracle
Key Vault server user epokvusrl on the specified server.

Step 3: Copy TDE keys from source wallet to target wallet on Oracle Key Vault server
using ODACLI commands

Use the odacli copy-okvtdewallet command to copy the TDE wallet to the Oracle Key Vault
server. Specify the source wallet name (--source-wallet-name | -swn), target wallet Oracle
Key Vault server configuration object name (--target-okvserverconfig | -tosc), and the
target wallet name (--target-wallet-name | -twn)inthe command. A new wallet with the
name specified for the target wallet name (--target-wallet-name | -twn) parameter is
created in the target Oracle Key Vault server. This wallet contains the TDE keys copied from
the source wallet.
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If the source wallet is on a different Oracle Key Vault server than the target wallet, then specify
the source wallet Oracle Key Vault server details such as the host name (--source-hostname

| -shn) or the IP address (--source-ip | -sip) of the server and the name of the user that
owns the wallet on the Oracle Key Vault server (--source-username | -su). You must provide
a password when prompted in this case. This is the password of the Oracle Key Vault user that
owns the source wallet on the Oracle Key Vault server. For multi-user access enabled systems,
run this command as the Oracle Key Vault user on Oracle Database Appliance.

There are three scenarios when you copy the TDE wallet:

Scenario 1: Copy the TDE wallet on the same Oracle Key Vault server with the same
Oracle Key Vault user

In this case, the source TDE wallet and the target TDE wallet are on the same Oracle Key
Vault server, and both are owned by the same user on the OKV server. For example:

odacli copy-okvtdewallet -swn tdeokv_on oda8m0l3-c -tosc okvobjl -twn tdeokvss
Job details
ID: 50df7dcc-8el7-48db-9206-879c44e57¢c20
Description: Copy wallet in OKV server
Status: Success
Created: June 20, 2024 2:56:02 AM CST
Message:

Task Name Start
Time End Time
Status

Creating a TDE wallet copy in the OKV June 20, 2024 2:56:03 AM
CST June 20, 2024 2:57:17 AM CST Success
server

Scenario 2: Copy the TDE wallet on the same Oracle Key Vault server but using a
different Oracle Key Vault user

In this case, the source and the target wallet are on the same Oracle Key Vault server but are
owned by different users on the Oracle Key Vault server. The owner of the source wallet in the
Oracle Key Vault must provide read and manage access permissions on the wallet to the
owner of the target wallet on Oracle Key Vault before running the ODACLI command to copy
the wallet.

Follow these steps to provide read and manage wallet permissions to the target wallet Oracle
Key Vault user:

1. Log into the Oracle Key Vault server as the source wallet Oracle Key Vault user.

2. Navigate to the Keys and Wallets tab. Select the source wallet checkbox and click the
Edit icon.

3. Navigate to the Wallet Access Settings section and click Add.

4. In the dropdown list for Type, select Users, and then select the checkbox for the target
wallet Oracle Key Vault user.

5. Inthe Access Level section, select Read Only and Manage Wallet.

6. Click Save.
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After you provide the required permissions to the target wallet user, run the odacli copy-
okvtdewallet command.

odacli copy-okvtdewallet -swn tdeokv_on oda8m0l3-c -tosc okvobj2 -twn tdeokvdu
Job details
ID: 50df7dcc-8el7-48db-9206-879c44e57¢c20
Description: Copy wallet in OKV server
Status: Success
Created: June 20, 2024 2:56:02 AM CST
Message:

Task Name Start
Time End Time
Status

Creating a TDE wallet copy in the OKV June 20, 2024 2:56:03 AM
CST June 20, 2024 2:57:17 AM CST Success
server

Scenario 3: Copy the TDE wallet to a different Oracle Key Vault server

In this case, the source wallet and the target wallet are on different Oracle Key Vault servers.
Specify the source wallet Oracle Key Vault server details in the odacli copy-okvtdewallet
command. Specify the password of the source wallet Oracle Key Vault user when prompted.
For example:

odacli copy-okvtdewallet -swn tdeokv_on oda8m0l3-c -sip XxX.XX.X.XXX -su
epokvusrl -tosc okvobj3 -twn tdeokvds

Enter OKV user password:

Retype OKV user password:

Job details
ID: 50df7dcc-8el17-48db-9206-879c44e57¢c20
Description: Copy wallet in OKV server
Status: Success
Created: June 20, 2024 2:56:02 AM CST
Message:

Task Name Start
Time End Time
Status

Creating a TDE wallet copy in the OKV June 20, 2024 2:56:03 AM
CST June 20, 2024 2:57:17 AM CST success
server
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Alternate method for Step 3: Copying the TDE keys from the source database wallet to
the target database wallet using the Oracle Key Vault user interface

Instead of using ODACLI commands, you can create a new wallet for the target database in
the Oracle Key Vault server and copy the TDE keys of the source database to the wallet using
the Oracle Key Vault user interface as follows:

1. Log into the Oracle Key Vault server.
2. Navigate to the Keys & Wallets tab.

3. The Oracle Key Vault user must be provided read, write, and manage wallet permissions
from the Access Settings section of the source database wallet.

4. To create a new wallet, click Create.
5. Specify the new name for the wallet of the target database.

6. Copy the TDE keys of the source database when creating the new wallet. Search for the
name of the source database in the Add Wallet Contents section. When the keys are
displayed, select all TDE Master Encryption Key checkboxes for the database.

7. To save the wallet, click Save.

8. Run this step only if the Oracle Key Vault administrator has created the wallet for the
Oracle Key Vault user. Ensure that the administrator provides read-write and manage-
wallet access for the wallet to the user after creation.

a. Log into the Oracle Key Vault server as the Oracle Key Vault administrator.

b. Inthe Keys & Wallets tab, select the checkbox for the newly-created wallet and click
on the Edit option for the wallet.

c. Inthe Wallet Access Settings, click Add.

d. Inthe Select Endpoint/User Group section, select Users from the dropdown list.

e. Select the checkbox for the Oracle Key Vault user to be provided access to the wallet.
f. Inthe Access Level section, select Read and Modify and Manage Wallet options.

g. To save the access settings for the wallet, click Save.

Step 4: Restoring TDE-enabled databases with TDE keys stored on Oracle Key Vault

Use the odacli irestore-database command to restore a TDE-enabled database with TDE
keys stored on Oracle Key Vault. Specify the options --enable-tde, --okv-server-config, --
okv-wallet-name, and keystore-type in the command.

The option --enable-tde, -t indicates that the restored database must be configured with
TDE, using the Oracle Key Vault server configuration specified in the --okv-server-config
option. The keystore of such irestored database is set to 0Kv. The okvServerConfigName
attribute of the restored database object is set to the name of the Oracle Key Vault server
configuration specified in the irestore request. Specify the wallet name for the target database
with the --okv-wallet-name parameter. This wallet must be present in the Oracle Key Vault
server and the TDE keys must be copied to the wallet before running the irestore operation.

Since the wallet is already created in the Oracle Key Vault server, specify the name of the
wallet, the Oracle Key Vault server configuration where the wallet is created, and the keystore
type as OKV in this case in the odacli irestore-database command:

odacli irestore-database -r /tmp/dblBackupreport.json -t -osc okvobjl -kt OKV
-own db2 wallet -n okvdbl5
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Enter SYS and SYSTEM user password:
Enter SYS and SYSTEM user password:

Job details

ID: dc44f3f0-5af3-4402-ad23-e923e1446371
Description: Database service recovery with DB name
Status: Success

Created: July 5, 2024 6:54:00 AM EDT

Message:
Task Name Node Name
Time End Time
Status
Check if cluster ware is running odal

2024 6:54:23 AM EDT

Success

Check if cluster ware is running
6:54:23 AM EDT July 5,
Success

Creating DbStorage for DbRestore
6:54:25 AM EDT July 5,
Success

Validating DiskSpace for DATA

2024 6:54:23 AM EDT

odaz
6:54:24 AM EDT

odal
6:54:42 AM EDT

odal

2024 6:54:25 AM EDT July 5, 2024 6:54:27 AM EDT
Success

Setting up SSH equivalence odal

2024 6:54:27 AM EDT July 5, 2024 6:54:34 AM EDT
Success

Configuring user access to ACFES odal

2024 6:54:38 AM EDT July 5, 2024 6:54:39 AM EDT
Success

filesystems for

okvdbl5

Audit directory creation odal

6:54:40 AM EDT July 5, 2024 6:54:40 AM EDT
Success

Audit directory creation oda?2

6:54:41 AM EDT July 5, 2024 6:54:41 AM EDT
Success

Configure TDE for RestoreDb TaskFlow odal

6:54:46 AM EDT July 5, 2024 6:56:07 AM EDT
Success

Auxiliary Instance Creation odal

6:54:50 AM EDT July 5, 2024 6:55:30 AM EDT
Success

TDE Wallet directory creation odal

6:55:30 AM EDT July 5, 2024 6:55:31 AM EDT
Success

OKV Endpoint configuration odal

6:55:31 AM EDT July 5, 2024 6:56:02 AM EDT

Success

: okvdbl5

Start

July 5,

July 5, 2024

July 5, 2024

July 5,

July 5,

July 5,

July 5, 2024

July 5, 2024

July 5, 2024

July 5, 2024

July 5, 2024

July 5, 2024
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Auto login TDE Wallet creation
July 5, 2024

6:56:02 AM EDT
Success

Password based TDE Wallet open

2024 6:56:04 AM EDT
Success

July

Create pfile for Auxiliary Instance

2024 6:56:07 AM EDT

Success

Rman duplicate

2024 6:56:08 AM EDT

Success

Creating pfile from spfile
2024 7:01:23 AM EDT

Success

Set PFile Ownership

2024 7:01:24 AM EDT

Success

Customize Db Parameters
2024 7:01:25 AM EDT

Success

Shutdown And Start database
2024 7:01:36 AM EDT

Success

Create spfile for restore db
2024 7:06:51 AM EDT

Success

Set PFile Ownership

2024 7:06:53 AM EDT

Success

Shutdown And Mount database
2024 7:06:54 AM EDT

Success

Re-Create control file

2024 7:08:23 AM EDT

Success

Removing Disabled Redo Threads
2024 7:09:21 AM EDT

Success

Updating DB attributes

2024 7:09:23 AM EDT

Success

Register Database taskflow
2024 7:09:30 AM EDT

Success

Create SPFile in shared loc
2024 7:09:30 AM EDT

Success

Delete Local Spfile

2024 7:09:40 AM EDT

Success

Register DB with clusterware
2024 7:09:41 AM EDT

Success

July

July

July

July

July

July

July

July

July

July

July

July

July

July

July

July

Add Startup Trigger to Open all PDBS

2024 7:11:20 AM EDT

July

5,

5,

odal

6:56:04 AM EDT

odal

2024 6:56:07

odal

2024 6:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

odal

2024 7:

56:

01:

01:

01:

01:

06:

06:

06:

08:

09:

09:

09:

14:

09:

09:

11:

11:

08

22

24

24

36

51

53

53

22

21

23

25

51

40

41

19

20

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

AM

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

EDT

July 5, 2024

July

July

July

July

July

July

July

July

July

July

July

July

July

July

July

July

July

July

5,

5,
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Success

Set SysPassword and Create PwFile odal July 5,
2024 7:11:21 AM EDT July 5, 2024 7:11:24 AM EDT

Success

Enable block change tracking odal July 5,
2024 7:11:25 AM EDT July 5, 2024 7:11:37 AM EDT

Success

Creating pfile odal July 5,
2024 7:11:37 AM EDT July 5, 2024 7:11:39 AM EDT

Success

Updating db env odal July 5,
2024 7:11:39 AM EDT July 5, 2024 7:11:40 AM EDT

Success

Enable DbSizing Template odal July 5,
2024 7:11:40 AM EDT July 5, 2024 7:13:14 AM EDT

Success

Update Database Global Name odal July 5,
2024 7:13:14 AM EDT July 5, 2024 7:13:17 AM EDT

Success

Create tns entry odal July 5,
2024 7:13:18 AM EDT July 5, 2024 7:13:19 AM EDT

Success

Create tns entry odaz July 5,
2024 7:13:19 AM EDT July 5, 2024 7:13:21 AM EDT

Success

Running datapatch odal July 5,
2024 7:13:21 AM EDT July 5, 2024 7:13:52 AM EDT

Success

Set CPU pool odal July 5,
2024 7:13:52 AM EDT July 5, 2024 7:13:52 AM EDT

Success

Reset Associated Networks for Database odal July 5,
2024 7:14:54 AM EDT July 5, 2024 7:15:00 AM EDT

Success

Reset Associated Networks oda? July 5,
2024 7:15:00 AM EDT July 5, 2024 7:15:01 AM EDT

Success

Set log archive dest for Database odal July 5,
2024 7:15:01 AM EDT July 5, 2024 7:15:07 AM EDT

Success

Setting Database parameter for OKV odal July 5,
2024 7:15:07 AM EDT July 5, 2024 7:16:43 AM EDT

Success

Enable New Tablespace Encryption odal July 5,
2024 7:16:45 AM EDT July 5, 2024 7:16:47 AM EDT

Success

Copy Pwfile to Shared Storage odal July 5,
2024 7:16:47 AM EDT July 5, 2024 7:16:58 AM EDT

Success

Configure All Candidate Nodes odal July 5,
2024 7:16:58 AM EDT July 5, 2024 7:17:01 AM EDT

Success

Restore the database by copying the wallet using ODACLI commands and providing the wallet
name to the command. After copying the TDE keys of the wallet of the source database with
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the odacli copy-okvtdewallet command, specify the target Oracle Key Vault wallet name in
the odacli irestore-database command.

odacli irestore-database -r /tmp/dblBackupreport.json -t -osc okvobjl -kt OKV
-own db2 wallet

Enter SYS and SYSTEM user password:

Enter SYS and SYSTEM user password:

Related Topics

» odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Restoring TDE-Enabled Databases With Endpoints and Wallet Manually Created in
Oracle Key Vault

ORACLE

Understand how you can restore TDE-enabled databases on Oracle Database Appliance using
the endpoints and wallets created manually on Oracle Key Vault. This method supports
creation of TDE-enabled databases on bare metal and DB systems.

Prerequisites

» To restore a database with primary role in an Oracle Data Guard configuration, TDE wallet
for the target database must be created on the Oracle Key Vault server before you run the
restore command. This TDE wallet is a copy of the wallet of the source database.

» To restore a database with a standby role in an Oracle Data Guard configuration, the TDE
wallet copy must hot be created. The TDE wallet of the primary database must be used for
the standby database.

e The TDE wallet created must be set as the default wallet for the endpoints created.
* The okvclient.jar file corresponding to each endpoint must be downloaded and copied
to the Oracle Database Appliance node on which you submit the database restore request.

Step 1: Copying the TDE keys from the source database wallet to the target database
wallet using the Oracle Key Vault user interface

Create a new wallet for the target database in the Oracle Key Vault server and copy the TDE
keys of the source database to the wallet as follows:

1. Log into the Oracle Key Vault server.
2. Navigate to the Keys & Wallets tab.

3. The Oracle Key Vault user must be provided read, write, and manage wallet permissions
from the Access Settings section of the source database wallet.

4. To create a new wallet, click Create.
5. Specify the new name for the wallet of the target database.

6. Copy the TDE keys of the source database when creating the new wallet. Search for the
name of the source database in the Add Wallet Contents section. When the keys are
displayed, select all TDE Master Encryption Key checkboxes for the database.

7. To save the wallet, click Save.

8. Run this step only if the Oracle Key Vault administrator has created the wallet for the
Oracle Key Vault user. Ensure that the administrator provides read-write and manage-
wallet access for the wallet to the user after creation.
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a. Log into the Oracle Key Vault server as the Oracle Key Vault administrator.

b. Inthe Keys & Wallets tab, select the checkbox for the newly-created wallet and click
on the Edit option for the wallet.

c. Inthe Wallet Access Settings, click Add.

d. Inthe Select Endpoint/User Group section, select Users from the dropdown list.

e. Select the checkbox for the Oracle Key Vault user to be provided access to the wallet.
f. Inthe Access Level section, select Read and Modify and Manage Wallet options.

g. To save the access settings for the wallet, click Save.

Step 2: Creating endpoints and setting the default wallet

Follow these steps:

1. Create endpoints corresponding to each instance. For Oracle RAC database, create two
endpoints corresponding to two instances. For single-instance database, create one
endpoint corresponding to one instance.

a. Inthe Oracle Key Vault home page, navigate to the Endpoints tab and click Add.

b. Specify the Endpoint Name. Select the Type as Oracle Database, Platform as
Linux, and click Register.

Key Vault 21.7 Q. DHARM v (D Help

> Home & Endpoints @, Keys & Wallets 1l Reports R Users

Last Refreshed Time: 21-AUG-2024 08:10:19 [All times UTC +05:30 hours]

Endpoints
Register Endpoint Cancel l Register I

Endpoints

Endpoint Groups Endpoint Name * Jltesn |

Type * Oracle Database v

Platform * Linux ~

Description

Administrator Email

2. Inthe Default Wallet page, click Choose Wallet and set the default wallet for the created
endpoints.

Key Vault 21.7 R DHARM v (2) Help

£ Home EJ Endpoints @, Keys & Wallets 1l Reports R Users

Last Refreshed Time: 21-AUG-2024 08:15:10 [All times UTC +05:30 hours]

i Add Default Wallet
Endpoints Add Default Wal
Common Name of Certi
Issuer

e

Endpoint Groups Last Active Time
’ " Select Wallet

E] ‘ S1 Row text contains 'test (%] pr—
Default Wallet Wallet Name Description CreationTime | S
Node
® | o 21-AUG-2024
08:15:01
Endpoint Group M
o dharmtest 30-JUL-2024
C z 10:44:15

ORACLE
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Step 3: Downloading the TDE wallet to Oracle Key Vault server using Oracle Key Vault
commands

For multi user access-enabled and multi user access passwordless systems, log in as the
Oracle Key Vault server user. For non-multi user access-enabled systems, log in as the oracle
user and then follow these steps:

1.

Create working directories such as /tmp/work and /tmp/work/client wallet. Navigate to
the /tmp/work directory. Download and extract the RESTful Service Utility from Oracle Key
Vault server. You can view three directories bin, 1ib, and conf.

mkdir /tmp/work/

mkdir /tmp/work/client wallet

cd /tmp/work

curl -Ok https://okv_server ip:5695/okvrestclipackage.zip

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 3750k 100 3750k 0 0 2500k 0 0:00:01 0:00:01 --:--:-- 2500k

Extract the contents of okvrestclipackage.zip file. Edit the conf/okvrestcli.ini file and
add the Oracle Key Vault server IP address, user name, and path to the directory where
the client auto login wallets are created. In the following example, the client auto login
wallets are created in the /tmp/work/client wallet directory.

#Provide absolute path for log property, okv _client config properties
[Default]
log property=./conf/okvrestcli logging.properties
server=<okv_server ip>
okv_client config=./conf/okvclient.ora
user=<okv_user>
client wallet=/tmp/work/client wallet

Edit the bin/okv file and uncomment the line export
OKV_RESTCLI CONFIG=$0KV_RESTCLI DIR/conf/okvrestcli.ini file. Set JAVA HOME as
follows:

#!/bin/bash
export OKV_RESTCLI DIR=$(dirname "${0}")/..
export OKV_RESTCLI CONFIG=SOKV_RESTCLI DIR/conf/okvrestcli.ini
export JAVA HOME=/opt/oracle/dcs/java/1.8.0 xxx
if [ -z "$JAVA_HOME" ]
then
echo "JAVA HOME environment variable is not set."
exit 1
fi

if [ -z "$OKV RESTCLI CONFIG" ]

then
echo "OKV_RESTCLI CONFIG environment variable is not set."
exit 1

fi

export OKV_RESTCLI JAR=$0KV_RESTCLI DIR/lib/okvrestcli.jar
SJAVA_HOME/bin/java -jar $OKV_RESTCLI_JAR "san
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Generate the client auto login wallets. Specify the Oracle Key Vault password when
prompted.

/tmp/work/bin/okv admin client-wallet add --client-wallet /tmp/work/
client wallet --wallet-user okv user
Password:

Create the endpoint corresponding to the wallet. For Oracle RAC database, you must
create two endpoints specific to each database instance. Run this step only if the
endpoints are not already created using the Oracle Key Vault Server user interface.

/tmp/work/bin/okv admin endpoint create --endpoint endpoint name --type
ORACLE DB --platform LINUX64 --strict-ip-check TRUE

Set the wallet created in Step 1 as the default wallet for the endpoints. For Oracle RAC
database, the default wallet for both the endpoints must be same TDE wallet. Run this step
only if the TDE wallet is not already set as the default wallet for the endpoints using the
Oracle Key Vault Server user interface.

/tmp/work/bin/okv manage-access wallet set-default --wallet <wallet name>
--endpoint <endpoint name>

Download the okvclient.jar file. For Oracle RAC database, download the okvclient.jar
file corresponding to both endpoints. After downloading the files, copy the okvclient.jar
corresponding to the remote instance to the remote node.

/tmp/work/bin/okv admin endpoint download --endpoint <endpoint name> --
location <location>

When you download the endpoints, if you encounter a message such as Endpoint token
is already consumed, then you must enroll the endpoint again as follows:

/tmp/work/bin/okv admin endpoint download --endpoint endpoint name --
location location
/tmp/work/log/okv0.log.0 (Permission denied)
{
"result" : "Failure",
"message" : "Endpoint token is already consumed"

}

/tmp/work/bin/okv admin endpoint re-enroll --endpoint <endpoint name>
/tmp/work/log/okv0.log.0 (Permission denied)
{

"result" : "Success"

Step 4: Restoring TDE-enabled databases with TDE keys stored on Oracle Key Vault

For multi-user access-enabled systems, log in as database user. For non-multi user access
enabled systems, log in as the root user. Use the odacli irestore-database command to
restore a TDE-enabled database with TDE keys stored on Oracle Key Vault. Specify the
options --enable-tde, --okvclient-path, and keystore-type in the command.

9-43



ORACLE

Chapter 9

Storing Transparent Database Encryption Keys on Oracle Key Vault Server

The option --enable-tde, -t indicates that the restored database must be configured with
TDE. Use the option --keystore-type, -kt to specify the type of keystore for the TDE
configuration. Use the option --okvclient-path, -ocp to specify the absolute path to the

okvclient.jar file corresponding to the database endpoint. For single-instance database, you
can specify one value in the --okvclient-path, -ocp option, whereas for Oracle RAC
database, you can specify two values. Provide the TDE password when you are prompted.

After the restore operation of the database is successful, the Oracle Key Vault endpoint

software is installed in the /etc/0KV/db unique name/okv location. The local auto login TDE

wallets are created in the /etc/OKV/db_unique name/tde location.

To restore a single-instance database okvdb without using the Oracle Key Vault server

configuration object, run the odacli irestore-database command as follows:

odacli irestore-database -r /tmp/bkpreport.json -n okvdb8 -y SI -t -kt OKV -

ocp /tmp/okvclient.jar

Enter SYS and SYSTEM user password:
Retype SYS and SYSTEM user password:
Enter TDE wallet password:

Job details

ID: dceTbde6-7fc4-48ec-891b-649525f1cedf

Description: Database service recovery with DB name:

Status: Success
Created: August 28, 2024 2:50:46 PM CST

Message:
Task Name Node Name
Time End Time
Status
Restore Database scaodalOhal3c2nl
2024 2:51:09 PM CST August 28, 2024 2:58:11 PM CST
Failure
Restore Database scaodalOhal3c2nl
2024 2:51:10 PM CST August 28, 2024 2:58:10 PM CST
Failure
Check if cluster ware is running scaodalOhal3c2nl
2024 2:51:14 PM CST August 28, 2024 2:51:14 PM CST
Success
Check if cluster ware is running scaodalOhal3c2n2
2024 2:51:14 PM CST August 28, 2024 2:51:14 PM CST
Success
Creating DbStorage for DbRestore scaodalOhal3c2nl
2024 2:51:14 PM CST August 28, 2024 2:51:21 PM CST
Success
Validating DiskSpace for DATA scaodalOhal3c2nl
2024 2:51:14 PM CST August 28, 2024 2:51:15 PM CST
Success
Setting up SSH equivalence scaodalOhal3c2nl
2024 2:51:15 PM CST August 28, 2024 2:51:19 PM CST
Success
Configuring user access to ACFS scaodalOhal3c2nl
2024 2:51:20 PM CST August 28, 2024 2:51:20 PM CST

okvdb8

Start

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,
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Success
filesystems for
okvdb8st

Audit directory creation

2024 2:51:20 PM CST August
Success

Audit directory creation

2024 2:51:21 PM CST August

Success
Configure TDE for RestoreDb TaskFlow

2024 2:51:22 PM CST August
Success

Auxiliary Instance Creation

2024 2:51:24 PM CST August

Success

TDE Wallet directory creation
2024 2:51:36 PM CST

Success

Installing OKV Client Software
2024 2:51:36 PM CST

Success

Auto login TDE Wallet creation
2024 2:51:37 PM CST

Success

Password based TDE Wallet open
2024 2:51:38 PM CST

Success

Install Object Store Swift module
2024 2:51:58 PM CST August
Success

Restoring Spfile From Casper
2024 2:52:16 PM CST

Success

Customize Db Parameters

2024 2:52:38 PM CST

Success

Create spfile for restore db
2024 2:52:47 PM CST

Success

Restoring control file

2024 2:52:48 PM CST

Success

Mounting db

2024 2:53:11 PM CST

Success

Validating backup for RestoreDB

2024 2:53:35 PM CST August
Success

Restoring DB for migration
2024 2:53:41 PM CST
Success

Change DBID and/or DBName
2024 2:54:27 PM CST
Success

Register Database taskflow

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

scaodalOhal3c2nl
2024 2:51:21 PM CST

scaodalOhal3c2n?2
2024 2:51:21 PM CST

scaodalOhal3c2nl
2024 2:51:39 PM CST

scaodalOhal3c2n?2
2024 2:51:36 PM CST

scaodalOhal3c2nl
2024 2:51:36 PM CST

scaodalOhal3c2n2
2024 2:51:37 PM CST

scaodalOhal3c2nl
2024 2:51:38 PM CST

scaodalOhal3c2nl
2024 2:51:39 PM CST

scaodalOhal3c2n?2
2024 2:52:16 PM CST

scaodalOhal3c2n2
2024 2:52:38 PM CST

scaodalOhal3c2n2
2024 2:52:47 PM CST

scaodalOhal3c2n2
2024 2:52:48 PM CST

scaodalOhal3c2n2
2024 2:53:11 PM CST

scaodalOhal3c2n2
2024 2:53:35 PM CST

scaodalOhal3c2n2
2024 2:53:41 PM CST

scaodalOhal3c2n2
2024 2:54:26 PM CST

scaodalOhal3c2n2
2024 2:54:28 PM CST

scaodalOhal3c2nl

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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2024 2:54:31 PM CST

Success

Create SPFile in shared loc
2024 2:54:31 PM CST

Success

Delete Local Spfile

2024 2:54:37 PM CST

Success

Register DB with clusterware
2024 2:54:37 PM CST

Success

Set SysPassword and Create PwFile
2024 2:55:23 PM CST August
Success

Enable block change tracking
2024 2:55:26 PM CST

Success

Creating pfile

2024 2:55:28 PM CST

Success

Updating db env

2024 2:55:29 PM CST

Success

Enable DbSizing Template
2024 2:55:30 PM CST

Success

Create tns entry

2024 2:56:20 PM CST

Success

Create tns entry

2024 2:56:21 PM CST

Success

Running datapatch

2024 2:56:22 PM CST

Success

Set CPU pool

2024 2:56:23 PM CST

Success

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

Reset Associated Networks for Database

2024 2:57:10 PM CST
Success

Reset Associated Networks
2024 2:57:13 PM CST
Success

Set log archive dest for Database
2024 2:57:14 PM CST August
Success

Setting Database parameter for OKV
2024 2:57:18 PM CST August
Success

Enable New Tablespace Encryption
2024 2:58:07 PM CST August
Success

Deleting OKV Client Software Jar
2024 2:58:09 PM CST August
Success

August

August

28,

28,

28,

28,

28,

28,

2024 2:57:08 PM CST

scaodalOhal3c2n2
2024 2:54:37 PM CST

scaodalOhal3c2n?2
2024 2:54:37 PM CST

scaodalOhal3c2n?2
2024 2:55:23 PM CST

scaodalOhal3c2nl
2024 2:55:25 PM CST

scaodalOhal3c2n?2
2024 2:55:28 PM CST

scaodalOhal3c2n2
2024 2:55:29 PM CST

scaodalOhal3c2n2
2024 2:55:30 PM CST

scaodalOhal3c2n2
2024 2:56:20 PM CST

scaodalOhal3c2nl
2024 2:56:21 PM CST

scaodalOhal3c2n?2
2024 2:56:22 PM CST

scaodalOhal3c2n2
2024 2:56:23 PM CST

scaodalOhal3c2nl
2024 2:56:23 PM CST

scaodalOhal3c2n2
2024 2:57:13 PM CST

scaodalOhal3c2nl
2024 2:57:14 PM CST

scaodalOhal3c2n2
2024 2:57:18 PM CST

scaodalOhal3c2nl
2024 2:58:05 PM CST

scaodalOhal3c2n2
2024 2:58:08 PM CST

scaodalOhal3c2n2
2024 2:58:09 PM CST

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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Copy Pwfile to Shared Storage scaodalOhal3c2nl August 28,
2024 2:58:09 PM CST August 28, 2024 2:58:10 PM CST Success

To restore an Oracle RAC database, run the odacli irestore-database command as follows.
Specify the okvclient.jar file for the local database instance first, followed by the path to the
okvclient.jar file for the remote database instance in the request. In the following example,
the okvclient.jar file in the /tmp/dir1 location belongs to the local node and the
okvclient.jar file in the /tmp/dir2 location belongs to the remote node.

odacli irestore-database -r /tmp/bkpreport.json -n okvdb7 -y RAC -t -kt OKV -
ocp /tmp/dirl/okvclient.jar,/tmp/dir2/okvclient.jar

Enter SYS and SYSTEM user password:

Retype SYS and SYSTEM user password:

Enter TDE wallet password:

ORACLE

Job details

ID: 79b2d96c-0156-444b-b965-185b311£5110
Description: Database service recovery with DB name: okvdb7
Status: Success
Created: August 28, 2024 12:58:39 AM CST
Message:

Task Name Node Name Start
Time End Time
Status
Check if cluster ware is running scaodalOhal3c2nl August 28,
2024 12:59:07 AM CST August 28, 2024 12:59:07 AM CST
Success
Check if cluster ware is running scaodalOhal3c2n2 August 28,
2024 12:59:07 AM CST August 28, 2024 12:59:07 AM CST
Success
Creating DbStorage for DbRestore scaodalOhal3c2nl August 28,
2024 12:59:07 AM CST August 28, 2024 12:59:14 AM CST
Success
Validating DiskSpace for DATA scaodalOhal3c2nl August 28,
2024 12:59:08 AM CST August 28, 2024 12:59:08 AM CST
Success
Setting up SSH equivalence scaodalOhal3c2nl August 28,
2024 12:59:09 AM CST August 28, 2024 12:59:12 AM CST
Success
Configuring user access to ACFES scaodalOhal3c2nl August 28,
2024 12:59:13 AM CST August 28, 2024 12:59:13 AM CST
Success
filesystems for
okvdb7
Audit directory creation scaodalOhal3c2nl August 28,
2024 12:59:14 AM CST August 28, 2024 12:59:14 AM CST
Success
Audit directory creation scaodalOhal3c2n2 August 28,

2024 12:59:14 AM CST

August 28, 2024 12:59:14 AM CST
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Success

Configure TDE for RestoreDb TaskFlow
2024 12:59:15 AM CST August
Success

Auxiliary Instance Creation

2024 12:59:17 AM CST August

Success

TDE Wallet directory creation
2024 12:59:28 AM CST

Success

Installing OKV Client Software
2024 12:59:28 AM CST

Success

Installing OKV Client Software
2024 12:59:30 AM CST

Success

Auto login TDE Wallet creation
2024 12:59:31 AM CST

Success

Password based TDE Wallet open
2024 12:59:32 AM CST

Success

Install Object Store Swift module
2024 12:59:51 AM CST August
Success

Restoring Spfile From Casper
2024 1:00:09 AM CST

Success

Customize Db Parameters

2024 1:00:28 AM CST

Success

Create spfile for restore db
2024 1:00:34 AM CST

Success

Restoring control file

2024 1:00:35 AM CST

Success

Mounting db

2024 1:00:58 AM CST

Success

Validating backup for RestoreDB

2024 1:01:23 AM CST August
Success

Restoring DB for migration
2024 1:01:29 AM CST

Success

Re-Create control file

2024 1:10:54 AM CST

Success

Change DBID and/or DBName

2024 1:11:36 AM CST

Success

Removing Disabled Redo Threads
2024 1:14:34 AM CST

Success

Updating DB attributes

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

scaodalOhal3c2nl
2024 12:59:32 AM CST

scaodalOhal3c2nl
2024 12:59:28 AM CST

scaodalOhal3c2nl
2024 12:59:28 AM CST

scaodalOhal3c2nl
2024 12:59:29 AM CST

scaodalOhal3c2n?2
2024 12:59:31 AM CST

scaodalOhal3c2nl
2024 12:59:32 AM CST

scaodalOhal3c2nl
2024 12:59:32 AM CST

scaodalOhal3c2n2
2024 1:00:09 AM CST

scaodalOhal3c2nl
2024 1:00:28 AM CST

scaodalOhal3c2nl
2024 1:00:34 AM CST

scaodalOhal3c2nl
2024 1:00:35 AM CST

scaodalOhal3c2nl
2024 1:00:58 AM CST

scaodalOhal3c2nl
2024 1:01:23 AM CST

scaodalOhal3c2nl
2024 1:01:29 AM CST

scaodalOhal3c2nl
2024 1:10:54 AM CST

scaodalOhal3c2nl
2024 1:11:36 AM CST

scaodalOhal3c2nl
2024 1:14:34 AM CST

scaodalOhal3c2nl
2024 1:14:36 AM CST

scaodalOhal3c2nl

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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2024 1:14:36 AM CST August 28,
Success

Customize DB for Type RAC/RacOne

2024 1:14:37 AM CST August 28,
Success

Enable cluster ware for rac/racone db
2024 1:14:45 AM CST August 28,
Success

Building Cluster DB Views for Rac and
2024 1:14:45 AM CST August 28,
Success

RacOne

Register Database taskflow

2024 1:14:58 AM CST August 28,
Success

Create SPFile in shared loc

2024 1:14:59 AM CST August 28,
Success

Delete Local Spfile

2024 1:15:05 AM CST August 28,
Success

Register DB with clusterware

2024 1:15:05 AM CST August 28,
Success

Add Startup Trigger to Open all PDBS
2024 1:16:33 AM CST August 28,
Success

Set SysPassword and Create PwFile

2024 1:16:34 AM CST August 28,
Success

Enable block change tracking

2024 1:16:38 AM CST August 28,
Success

Creating pfile

2024 1:16:55 AM CST August 28,
Success

Updating db env

2024 1:16:56 AM CST August 28,
Success

Enable DbSizing Template

2024 1:16:56 AM CST August 28,
Success

Update Database Global Name

2024 1:18:39 AM CST August 28,
Success

Create tns entry

2024 1:18:40 AM CST August 28,
Success

Create tns entry

2024 1:18:42 AM CST August 28,
Success

Running datapatch

2024 1:18:43 AM CST August 28,
Success

2024 1:14:37 AM CST

scaodalOhal3c2nl
2024 1:14:44 AM CST

scaodalOhal3c2nl
2024 1:14:45 AM CST

scaodalOhal3c2nl
2024 1:14:56 AM CST

scaodalOhal3c2nl
2024 1:20:24 AM CST

scaodalOhal3c2nl
2024 1:15:05 AM CST

scaodalOhal3c2nl
2024 1:15:05 AM CST

scaodalOhal3c2nl
2024 1:16:33 AM CST

scaodalOhal3c2nl
2024 1:16:33 AM CST

scaodalOhal3c2nl
2024 1:16:38 AM CST

scaodalOhal3c2nl
2024 1:16:54 AM CST

scaodalOhal3c2nl
2024 1:16:56 AM CST

scaodalOhal3c2nl
2024 1:16:56 AM CST

scaodalOhal3c2nl
2024 1:18:38 AM CST

scaodalOhal3c2nl
2024 1:18:40 AM CST

scaodalOhal3c2nl
2024 1:18:42 AM CST

scaodalOhal3c2n2
2024 1:18:43 AM CST

scaodalOhal3c2nl
2024 1:19:19 AM CST

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,

28,
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Set CPU pool

28,

28,

28,

2024 1:19:19 AM CST August
Success

Reset Associated Networks for Database
2024 1:20:26 AM CST August
Success

Reset Associated Networks

2024 1:20:30 AM CST August

Success

Set log archive dest for Database
2024 1:20:31 AM CST August
Success

Auto login TDE Wallet creation
2024 1:20:34 AM CST

Success

Setting Database parameter for OKV
2024 1:20:36 AM CST August
Success

Enable New Tablespace Encryption
2024 1:22:19 AM CST August
Success

Deleting OKV Client Software Jar
2024 1:22:20 AM CST August
Success

Deleting OKV Client Software Jar
2024 1:22:20 AM CST August

August

Related Topics

e odacli Multi-User Access Commands

28,

28,

28,

28,

28,

28,

scaodalOhal3c2nl
2024 1:19:19 AM CST

scaodalOhal3c2nl
2024 1:20:30 AM CST

scaodalOhal3c2n?2
2024 1:20:31 AM CST

scaodalOhal3c2nl
2024 1:20:34 AM CST

scaodalOhal3c2nl
2024 1:20:36 AM CST

scaodalOhal3c2nl
2024 1:22:17 AM CST

scaodalOhal3c2nl
2024 1:22:20 AM CST

scaodalOhal3c2nl
2024 1:22:20 AM CST

scaodalOhal3c2n?2
2024 1:22:20 AM CST

August

August

August

August

August

August

August

August

August

28,

28,

28,

28,

28,

28,

28,

28,

28,

Success

Use odacli commands to enable multi-user access for the appliance.

Deleting TDE-enabled Databases

Understand how you can delete a TDE-enabled database on Oracle Database Appliance on
bare metal and DB systems, that uses Oracle Key Vault to store TDE keys.

Use the odacli delete-database command to delete TDE-enabled database with TDE keys
stored on Oracle Key Vault. Use the -n option to specify the name of the database to be
deleted.

odacli delete-database -n kokvdbl
{

"JobId" "6£001840-5002-43ee-9067-e22930e36d58",
"status" "Running",
"message" : null,
"reports" : [ {
"taskId" "TaskDcsJsonRpcExt 2259",
"taskName" "Validate DB Y9aeeebbf-afc5-4051-8bd1-00c62048call for
deletion",
"nodeName" "scaodaom006",
"taskResult" : "",
"startTime" "July 15, 2024 15:40:50 PM CST",
"endTime" "July 15, 2024 15:40:50 PM CST",
"duration" "00:00:00.13",
"status" "Success",
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"taskDescription" : null,
"parentTaskId" "TaskSequential 2257",
"jobId" "6£001840-5002-43ee-9067-222930e36d58",
"tags" : [ 1,
"reportLevel" "Info",
"updatedTime" "July 15, 2024 15:40:50 PM CST"
Pl
"createTimestamp" "July 15, 2024 15:40:49 PM CST",
"resourceList" : [ ],
"description" "Database service deletion with DB name:

9aeeeb5f-afc5-4051-8bd1-00c62048call",
"updatedTime" "July 15, 2024 15:40:50 PM CST",
"jobType" : null

}

odacli describe-job -1 6£001840-5002-43ee-9067-e22930e36d58
Job details

ID: ©£001840-5002-43ee-9067-e22930e36d58

Description: Database service deletion with DB name:

with ID : 9aeeebbf-afc5-4051-8bdl-00c62048call
Status: Success
Created: July 15, 2024 3:40:49 PM CST
Message:

Task Name Start
Time End Time
Status
Validate DB July 15, 2024 3:40:50 PM
CST July 15, 2024 3:40:50 PM CST Success
9aeeebbf-
afc5-4051-8bd1-00c62048call
for
deletion
Deleting the RMAN logs July 15, 2024 3:40:50 PM
CST July 15, 2024 3:40:51 PM CST Success
OKV Endpoint deletion July 15, 2024 3:40:51 PM
CST July 15, 2024 3:40:56 PM CST Success
OKV Wallet deletion July 15, 2024 3:40:56 PM
CST July 15, 2024 3:41:05 PM CST Success
OKV Files deletion July 15, 2024 3:41:05 PM
CST July 15, 2024 3:41:05 PM CST Success
Database Deletion By RHP July 15, 2024 3:41:05 PM
CST July 15, 2024 3:42:37 PM CST Success
Unregister DB From Cluster July 15, 2024 3:42:37 PM
CST July 15, 2024 3:42:37 PM CST Success
Kill PMON Process July 15, 2024 3:42:37 PM
CST July 15, 2024 3:42:37 PM CST Success
Database Files Deletion July 15, 2024 3:42:37 PM
CST July 15, 2024 3:42:49 PM CST Success

kokvdbl with ID :

kokvdbl
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Delete File Groups of Database kokvdbl July 15, 2024 3:42:49 PM
CST July 15, 2024 3:42:58 PM CST Success

Related Topics

* odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Creating an Oracle Key Vault User Using BUI

Create a user with Oracle Key Vault server configuration entittlement on a multi-user access
enabled Oracle Database Appliance.

Creating an Oracle Key Vault User with Browser User Interface
1. Log into the Browser User Interface as the odaadmin user:
https://host-ip-address:7093/mgmt/index.html

Click the Multi-User Access tab.
Click the Users link on the left-hand pane.

Click Create User.

g » W Db

In the Create User page, provide the User ID, specify the Role as ODA-OKVCONFIGADMIN,
and provide the ODA Password for this user. Note that the same user credentials work for
login for BUI and ODACLI commands.

6. Click Create.

7. The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status. After you close the Job confirmation page, you
can click the Activity tab to monitor the job progress. Click the job number to view the
tasks and status details. Click Refresh to refresh the page.

8. The account is created with Inactive state. Log into the BUI with the user credentials. You
are prompted to change the password. Change the password and log into the BUI with the
new password.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Creating Oracle Key Vault Server Configuration Object Using the BUI

ORACLE

Understand how you can create TDE-enabled database on Oracle Database Appliance with
TDE keys stored in Oracle Key Vault on bare metal and DB systems using the BUI.

Follow these steps to create a TDE-enabled database with TDE keys stored on Oracle Key
Vault on Oracle Database Appliance bare metal and DB systems:

1. Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

2. Click Credential Store, then click Oracle Key Vault Server Config.
3. The existing Oracle Key Vault server configurations are displayed.

4. Click Create and create an Oracle Key Vault server configuration.
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5. Inthe Create OKV Server Config page, specify the OKV Server Config Name, OKV
Server Host, OKV Server IP address, OKV User Name, and Password.

6. Click Create.

7. Confirm the creation request job and verify that the job completed successfully.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Granting and Revoking Access on Oracle Key Vault Server Configuration

Using BUI

Understand how you can grant and revoke access to Oracle Key Vault server configuration on
Oracle Database Appliance on bare metal and DB systems using BUI.

Granting and Revoking Access to Oracle Key Vault server configurations
Follow these steps:

1. Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

2. Click Credential Store, then click Oracle Key Vault Server Config.
3. You can view all existing Oracle Key Vault server configurations.

4. To grant access to an existing Oracle Key Vault server configuration, select the Oracle Key
Vault server configuration, and from the Actions drop-down list, select Grant Access.

5. Inthe Grant Resource Access page, select the User Name to whom you want to grant
access to the resource.

6. Click Grant.
7. Click Yes to confirm the action.

8. To revoke access to an existing Oracle Key Vault server configuration, select the Oracle
Key Vault server configuration, and from the Actions drop-down list, select Revoke
Access.

9. Inthe Revoke Resource Access page, select the User Name from whom you want to
revoke access to the resource.

10. Click Revoke.

11. Click Yes to confirm the action.

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Managing Oracle Key Vault Server Configuration Operations Using BUI

ORACLE

Understand how you can manage Oracle Key Vault server configuration operations on Oracle
Database Appliance on bare metal and DB systems.

You can create, list, delete, and describe Oracle Key Vault server configuration on Oracle
Database Appliance bare metal and DB systems using the Browser User Interface (BUI).
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Listing and Deleting Oracle Key Vault server configurations:

Follow these steps:

1.

Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

Click Credential Store, then click Oracle Key Vault Tasks.
You can view all existing Oracle Key Vault server configurations.

To delete an existing Oracle Key Vault server configuration, select the Oracle Key Vault
server configuration, and from the Actions drop-down list, select Delete.

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Manual Migration and Encryption of Data into TDE-Enabled Database

Understand how you can migrate transportable tablespaces to TDE-enabled database on
Oracle Database Appliance.

Migrating Tablespaces from Non-TDE Oracle ACFS Database to Oracle ACFS Database
on Oracle Database Appliance

Understand how you can migrate tablespaces from non-TDE Oracle ACFS database to
Oracle ACFS database with Oracle Key Vault enabled on Oracle Database Appliance.

Migrating Tablespaces from Non-TDE Oracle ASM Database to Oracle ASM Database on
Oracle Database Appliance

Understand how you can migrate tablespaces from non-TDE Oracle ASM database to
Oracle ASM database with Oracle Key Vault enabled on Oracle Database Appliance.

Migrating Tablespaces from Non-TDE Oracle ASM Database to Oracle ASM CDB
Database on Oracle Database Appliance

Understand how you can migrate tablespaces from non-TDE Oracle ASM database to
Oracle ASM CDB database with Oracle Key Vault enabled on Oracle Database Appliance.

Migrating Tablespaces from Non-TDE Oracle ACFS Database to Oracle ACFS CDB
Database on Oracle Database Appliance

Understand how you can migrate tablespaces from non-TDE Oracle ACFS database to
Oracle ACFS CDB database with Oracle Key Vault enabled on Oracle Database
Appliance.

Migrating Tablespaces from Non-TDE Oracle ACFS Database to Oracle ACFS
Database on Oracle Database Appliance

Understand how you can migrate tablespaces from non-TDE Oracle ACFS database to Oracle
ACFS database with Oracle Key Vault enabled on Oracle Database Appliance.

ORACLE

Ensure that there is a source and destination database. The two databases can be on one
Oracle Database Appliance server or on different servers. The source database must be an
non TDE-enabled database, either an Oracle Database Appliance database or any Oracle
database with compatible Endian. The destination database must be an Oracle Database
Appliance database created with ODACLI commands.
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Step 1: Export the tablespace from the source database

1.

Create a tablespace TBS01 and table TAB1 on source database DBNOTDE Create an
extra tablespace TBSO01 on the source database, and then, create table TAB1 on the new
tablespace.

SQL> select TABLESPACE NAME, ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO
HH#

### Checks if a set of tablespaces (to be transported) is self-contained

i
SQL> EXECUTE DBMS TTS.TRANSPORT SET CHECK('tbsOl',true) ;
PL/SQL procedure successfully completed.

Create the database directory in the source database DBNOTDE to be used for the export.
Create a database directory object in the destination database to be used by expdp.

ikidi
### login as oracle user

iddi

$ mkdir -pv /uOl/app/odaorabasel/oracle/dpdump/ttsps dir
mkdir: created directory ‘/u0l/app/odaorabase0/oracle/dpdump/ttsps _dir’

HH#

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

HH#

SQL> CREATE DIRECTORY ttsps dir AS '/ulOl/app/odaorabase(/oracle/dpdump/
ttsps dir';

Directory created.
SQL>

Export the TBSO1 tablespace from souce database DBNOTDE. First, set the tablespace to
be copied in READ ONLY mode. Next, run expdp on the designated tablespace. Review
the log files for expdp stored under the database directory ttsps dir.

HH4

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sqlplus / as
sysdba ) and run the following

HH#
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SQL> ALTER TABLESPACE TBSO1 READ ONLY;

Tablespace altered.

ikd

### Run expdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

ikd

$ expdp system TRANSPORT TABLESPACES=TBS0l TRANSPORT FULL CHECK=YES
DIRECTORY=ttsps dir DUMPFILE=expttps.dmp

Export: Release 19.0.0.0.0 - Production on Mon Nov 6 12:47:00 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Starting "SYSTEM"."SYS EXPORT TRANSPORTABLE 01": system/******+%
TRANSPORT TABLESPACES=TBS0l TRANSPORT FULL CHECK=YES DIRECTORY=ttsps dir
DUMPFILE=expttps.dmp

Processing object type TRANSPORTABLE EXPORT/STATISTICS/TABLE STATISTICS
Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK
Processing object type TRANSPORTABLE EXPORT/TABLE

Master table "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully loaded/

unloaded
Ak kA hkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkkhkkhkhkhkkhkkhkkhkhkhkhkhkkhkkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhkhrxkxk*x

* % %

Dump file set for SYSTEM.SYS EXPORT TRANSPORTABLE 01 is:
/u01/app/odaorabase0/oracle/dpdump/ttsps dir/expttps.dmp

R R R R R R S I I I I I B I I I I R I S e I I S R e I b S e b I b S I b S b I b b b b S

* % %

Datafiles required for transportable tablespace TBS01:
/u02/app/oracle/oradata/dbnotde/DBNOTDE/datafile/

ol mf tbs0l 1nlgn65j .dbf

Job "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully completed at Mon

Nov 6 12:47:19 2023 elapsed 0 00:00:14

Move data files to the destination database server and edit the status of the data file in the
source database DBNOTDE to READ WRITE. Move the data file to the TDE-enabled
database server in the location /u02/app/oracle/oradata/dbtde/DBTDE/datafile.

#i#
### login as oracle user

#i#
$ cp /u02/app/oracle/oradata/dbnotde/DBNOTDE/datafile/

ol mf tbs0l 1nlgn65j .dbf /ul2/app/oracle/oradata/dbtde/DBTDE/datafile/
ol mf tbs0l1 Inlgn65j .dbf
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H##

### In source database, set the tablespace back to read write mode
### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

H##

SQL> ALTER TABLESPACE TBSO1 READ WRITE;

Step 2: Import the tablespaces into a TDE-enabled database

1.

Create a TDE-enabled database with Oracle Key Vault, DBTDE as the destination
database, as described in the earlier procedure. Copy the data file and tablespace of the
source database to this database using expdp and impdp. Create the database on an
Oracle Database Appliance using the Browser User Interface (BUI) or ODACLI commands.
For example:

# odacli create-database -n dbtde -t -kt okv -osc adminobjl -dh
€2a65596-6435-4410-9e8d-6b21a6005779 -r ACFS

# odacli describe-database -n dbtde
Database details

ID: e261b9£8-8212-499b-840e-eb6ea3e09447
Description: dbtde
DB Name: dbtde
DB Type: SI
CDB: false
Storage: ACFS
Home ID: e2a65596-6435-4410-9e8d-6b21a6005779
TDE Wallet Management: ODA
TDE Enabled: true
KeystoreType : OKV

Create the database directory in the Oracle Key Vault-enabled destination database for the
import operation. The source database expdp dump file and output for impdp is stored in
the database directory object. Copy the expdp dump file from the source database server
to this server, and use the impdp dump file to add tablespace metadata to destination
database.

#H#

### login as sysdba user and run the following:

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

H##

SQL> CREATE DIRECTORY ttsps dir AS '/ulOl/app/odaorabase(/oracle/dpdump/
ttsps dir';

Directory created.

Import the TBS01 tablespace to the destination database DBTDE. Copy the expdp dump
file of the source database to the database directory ttsps dir. The impdp uses the dump
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file to add tablespace metadata to destination database. TRANSPORT_DATAFILES
references the location of the data file in the destination database.

#i4

### Run impdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

#i4

$ impdp system TRANSPORT DATAFILES=\'/u02/app/oracle/oradata/dbtde/DBTDE/
datafile/ol mf tbs0l 1nlgn65j .dbf\' DIRECTORY=ttsps dir
dumpfile=expttps.dmp

Import: Release 19.0.0.0.0 - Production on Mon Nov 6 12:53:37 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Master table "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully loaded/
unloaded

Starting "SYSTEM"."SYS_IMPORT_TRANSPORTABLE_O1": system/********
TRANSPORT DATAFILES='/u02/app/oracle/oradata/dbtde/DBTDE/datafile/

ol mf tbs0l Inlgn65j .dbf' DIRECTORY=ttsps dir dumpfile=expttps.dmp
Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/TABLE

Processing object type TRANSPORTABLE_EXPORT/STATISTICS/TABLE_STATISTICS
Processing object type TRANSPORTABLE_EXPORT/POST_INSTANCE/PLUGTS_BLK

Job "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully completed at Mon
Nov 6 12:53:46 2023 elapsed 0 00:00:03

Enable and test encryption on the destination Oracle Key Vault-enabled database.

HH#

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

HH#

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE YES
SYSAUX ONLINE YES
UNDOTBS1 ONLINE YES
TEMP ONLINE YES
USERS ONLINE YES
TBSO1 READ ONLY NO

SQL> alter tablespace TBSOl read write ;
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Tablespace altered.
SQL> alter tablespace TBSOl encryption online encrypt ;

Tablespace altered.
SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE_NAME STATUS ENC
SYSTEM ONLINE YES
SYSAUX ONLINE YES
UNDOTBS1 ONLINE YES
TEMP ONLINE YES
USERS ONLINE YES
TBSO01 ONLINE YES
HH#

### Retrieve the data from TAB1

HH#

SQL> select OWNER, table name from tabl where rownum < 3;

SYS
ICOLS

H##

### When the wallet is closed or unavailable, same SQL does not retrieve
data

### To simulate wallet absence rename the cwallet.sso wallet under
<wallet root>/tde to some other name like cwallet.sso.orig

### and close the wallet. To return auto-login wallet , rename file back
to cwallet.sso and run the SQL again.

iddi

SQL> show parameter wallet root

NAME TYPE VALUE

wallet root string /etc/OKV/dbtde

SQL> ! mv /etc/OKV/dbtde/tde/cwallet.sso /etc/OKV/dbtde/tde/
cwallet.sso.orig
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SQL> ADMINISTER KEY MANAGEMENT SET KEYSTORE CLOSE ;

SQL> select OWNER, table name from tabl where rownum < 3;

select OWNER, table name from tabl where rownum < 3
*

ERROR at line 1:
ORA-28365: wallet is not open

SQL> ! mv /etc/OKV/dbtde/tde/cwallet.sso.orig /etc/OKV/dbtde/tde/
cwallet.sso

SQL> select OWNER, table name from tabl where rownum < 3

SYS
ICOLS

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Migrating Tablespaces from Non-TDE Oracle ASM Database to Oracle ASM
Database on Oracle Database Appliance

ORACLE

Understand how you can migrate tablespaces from non-TDE Oracle ASM database to Oracle
ASM database with Oracle Key Vault enabled on Oracle Database Appliance.

Ensure that there is a source and destination database. The two databases can be on one
Oracle Database Appliance server or on different servers. The source database must be an
non TDE-enabled database, either an Oracle Database Appliance database or any Oracle
database with compatible Endian. The destination database must be an Oracle Database
Appliance database created with ODACLI commands and with Oracle Key Vault enabled on it.

Step 1: Export the tablespace from the source database

1.

Create a tablespace TBS01 and table TAB1 on source database ASMNOTDE Create an
extra tablespace TBSO01 on the source database, and then, create table TAB1 on the new
tablespace.

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
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TEMP ONLINE NO
USERS ONLINE NO
TBSO1 ONLINE NO

SQL> SQL> select FILE NAME from dba data files where
TABLESPACE_NAME='TBSOI' ;

FILE NAME

+DATA/ASMNOTDE/DATAFILE/tbs01.374.1152267015

ikd
### Checks if a set of tablespaces (to be transported) is self-contained

ikd
SQL> EXECUTE DBMS TTS.TRANSPORT SET CHECK('tbsOl',true) ;
PL/SQL procedure successfully completed.

Create the database directory in the source database ASMNOTDE to use for the export.
Create a database directory object in the destination database for expdp.

Hi#
### login as oracle user

HH#

$ mkdir -pv /uOl/app/odaorabasel/oracle/dpdump/ttsps dir
mkdir: created directory ‘/u0l/app/odaorabase0/oracle/dpdump/ttsps dir’

HH#

### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

HH#

SQL> CREATE DIRECTORY ttsps dir AS '/u0l/app/odaorabase0/oracle/dpdump/
ttsps dir';

Directory created.

Export the TBSO01 tablespace from the souce database ASMNOTDE. First, set the
tablespace to be copied in READ ONLY mode. Next, run expdp on the designated
tablespace. Review the dump files for expdp stored under the database directory
ttsps dir

i

### Set the tablespaces that you need to be exported in read-only mode
### login as Oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

SQL> ALTER TABLESPACE TBSO1 READ ONLY;

Tablespace altered.
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SQL>

ikd

### Run expdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

ikd

$ expdp system TRANSPORT TABLESPACES=TBS0l TRANSPORT FULL CHECK=YES
DIRECTORY=ttsps dir DUMPFILE=expttpsasm.dmp

Export: Release 19.0.0.0.0 - Production on Tue Nov 7 10:12:19 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Starting "SYSTEM"."SYS EXPORT TRANSPORTABLE 01": system/*****H%%
TRANSPORT TABLESPACES=TBS0l TRANSPORT FULL CHECK=YES DIRECTORY=ttsps dir
DUMPFILE=expttpsasm.dmp

Processing object type TRANSPORTABLE EXPORT/STATISTICS/TABLE STATISTICS
Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK
Processing object type TRANSPORTABLE EXPORT/TABLE

Master table "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully loaded/

unloaded
ok hkhkhkkhkhkhkhhhhkhkhkhhkhkhkhkhkh bk hkhkhkhkhkhkhkhkhk bk bk hkhkhkhkhkhkhkhkhkk bk hkhkhkhkhkhkhkhkrhkhkhkhkhkhkhkhkrrhhkkhkhkhkhkhxxx

* % %

Dump file set for SYSTEM.SYS EXPORT TRANSPORTABLE 01 is:
/u0l/app/odaorabase0/oracle/dpdump/ttsps dir/expttpsasm.dmp

R R R R B R S B I I I I I B I I I I e I I S R e I b S b e b I b S b b e I S b b b S

* % %

Datafiles required for transportable tablespace TBS01:
+DATA/ASMNOTDE/DATAFILE/tbs01.374.1152267015

Job "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully completed at Tue

Nov 7 10:12:49 2023 elapsed 0 00:00:20

Move data files to the destination database server and edit the status of the data file in the
source database ASMNOTDE to READ WRITE.

#i#

### login to grid user

### Copying datafiles from ASM to filesystem
#i#

$ asmcmd cp +DATA/ASMNOTDE/DATAFILE/tbs01.295.1165369089 /home/grid/
tbs01.dbf
copying +DATA/ASMNOTDE/DATAFILE/tbs01.295.1165369089 -> /home/grid/
tbs01.dbf

HH#

### In source database, set the tablespace back to read write mode
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### login as Oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

H##

SQL> ALTER TABLESPACE TBSO1 READ WRITE;

Step 2: Import the tablespaces into a TDE-enabled database

1.

Create a TDE-enabled database with Oracle Key Vault, ASMTDE as the destination
database. Copy the data file and tablespace of the source database to this database using
expdp and impdp. Create the database on an Oracle Database Appliance using the
Browser User Interface (BUI) or ODACLI commands. For example:

# odacli create-database -n asmtde -t -kt okv -osc adminobjl -dh
€2a65596-6435-4410-9e8d-6b21a6005779 -r ASM

# odacli describe-database -n asmtde
Database details
ID: 5dfa97d9-d774-4ad4a-93a2-d21a36faf283
Description: asmtde
DB Name: asmtde
DB Type: SI
CDB: false
Storage: ASM
Home ID: e2a65596-6435-4410-9e8d-6021a6005779
TDE Wallet Management: ODA
TDE Enabled: true
KeystoreType : OKV

Copy the data file from file system to the destination Oracle ASM location of ASMTDE.

FH#
##4 login to grid user
FH#

$ asmemd cp /home/grid/tbs0l.dbf +DATA/ASMIDE/DATAFILE/tbs0l --dest dbname
ASMTDE
copying /home/grid/tbs0l.dbf -> +DATA/ASMTDE/DATAFILE/tbs01

ASMCMD> ls --permission

User Group Permission Name
dbusrl66d5786e6a057fd3bfabca745d993aef rTW-——====
SYSAUX.292.1165368127
dbusrl66d5786e6a057fd3bfabca745d993aef rTW-——====
SYSTEM.279.1165368093
dbusrl66d5786e6a057fd3bfabca745d993aef rTW-——====
UNDOTBS1.290.1165368143
dbusrl66d5786e6a057fd3bfabca745d993aef rTW-——====
USERS.288.1165368875
grid@66d5786e6a057fd3bfabca745d993aef rTW-——==== tbs01l => +DATA/
ASMTDE/DATAFILE/tbs01.294.1165425531
grid@66d5786e6a057fd3bfabca745d993aef rTW-——====

tbs01.294.1165425531
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ASMCMD> chown dbusrl@66d5786e6a057fd3bfa6ca745d993aef tbs01
ASMCMD> ls --permission

User Group Permission Name
dbusrl@66d5786e6a057fd3bfabca’745d993aef TW-———=——--
SYSAUX.292.1165368127

dbusrl@66d5786e6a057fd3bfabca’745d993aef TW-———=——--
SYSTEM.279.1165368093

dbusrl@66d5786e6a057fd3bfabca’745d993aef TW-———=——--
UNDOTBS1.290.1165368143

dbusrl@66d5786e6a057fd3bfabca’745d993aef TW-———=——--
USERS.288.1165368875

dbusrl@66d5786e6a057fd3bfabca’745d993aef TW-———=——-- tbs01l => +DATA/
OKVDB2/DATAFILE/tbs012.294.1165425531
dbusrl@66d5786e6a057fd3bfabca’745d993aef TW-———=——--

tbs01.294.1165425531
Create the database directory in the ASMTDE database for the import.

i

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

i

SQL> CREATE DIRECTORY ttsps dir AS '/u0l/app/odaorabase0/oracle/dpdump/
ttsps dir';

Directory created.

Import the TBS01 tablespace to the destination database ASMTDE. Copy the expdp dump
file of the source database to the database directory ttsps dir. The impdp uses the dump
file to add tablespace metadata to destination database. TRANSPORT_DATAFILES
references the location of the data file in the destination database.

ikd

### Run impdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

ikd

$ impdp system TRANSPORT DATAFILES=\'/u02/app/oracle/oradata/dbtde/DBTDE/
datafile/ol mf tbs0l 1nlgn65j .dbf\' DIRECTORY=ttsps dir
dumpfile=expttps.dmp

Import: Release 19.0.0.0.0 - Production on Mon Nov 6 12:53:37 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Master table "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully loaded/
unloaded

Starting "SYSTEM". "SYS_IMPORT_TRANSPORTABLE_Ol" 1 system/**rxxrak
TRANSPORT DATAFILES='/u02/app/oracle/oradata/dbtde/DBTDE/datafile/
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ol mf tbs0l Inlgn65j .dbf' DIRECTORY=ttsps dir dumpfile=expttps.dmp
Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/TABLE

Processing object type TRANSPORTABLE EXPORT/STATISTICS/TABLE STATISTICS
Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK
Job "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully completed

Enable and test encryption on the destination Oracle Key Vault-enabled database.

i

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

HH

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE YES
TBSO1 READ ONLY NO

6 rows selected.

SQL> alter tablespace TBS0l read write ;

Tablespace altered.

SQL> alter tablespace TBS0l encryption online encrypt ;
Tablespace altered.

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE YES
TBSO1 ONLINE YES

6 rows selected.

HH#

### Retrieve the data from TAB1
HH#

SQL> select OWNER, table name from tabl where rownum < 3

OWNER
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H##

### When the wallet is closed or unavailable, same SQL does not retrieve
data

### To simulate wallet absence rename the cwallet.sso wallet under
<wallet root>/tde to some other name like cwallet.sso.orig

### and close the wallet. To return auto-login wallet , rename file back
to cwallet.sso and run the SQL again.

iddi

SQL> show parameter wallet root

NAME TYPE VALUE

wallet root string /etc/OKV/asmtde

SQL> ! mv /etc/OKV/asmtde/tde/cwallet.sso /etc/OKV/asmtde/tde/
cwallet.sso.orig

SQL> ADMINISTER KEY MANAGEMENT SET KEYSTORE CLOSE ;

SQL> select OWNER, table name from tabl where rownum < 3;

select OWNER, table name from tabl where rownum < 3
*

ERROR at line 1:
ORA-28365: wallet is not open

SQL> ! mv /etc/OKV/asmtde/tde/cwallet.sso.orig /etc/OKV/asmtde/tde/
cwallet.sso

SQL> select OWNER, table name from tabl where rownum < 3
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Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Migrating Tablespaces from Non-TDE Oracle ASM Database to Oracle ASM CDB
Database on Oracle Database Appliance

ORACLE

Understand how you can migrate tablespaces from non-TDE Oracle ASM database to Oracle
ASM CDB database with Oracle Key Vault enabled on Oracle Database Appliance.

Ensure that there is a source and destination database. The two databases can be on one
Oracle Database Appliance server or on different servers. The source database must be an
non TDE-enabled database, either an Oracle Database Appliance database or any Oracle
database with compatible Endian. The destination database must be an Oracle Database
Appliance database created with ODACLI commands and with Oracle Key Vault enabled on it.

Step 1: Export the tablespace from the source database

1. Create a tablespace TBS01 and table TAB1 on source database ASMNOTDE Create an
extra tablespace TBSO01 on the source database, and then, create table TAB1 on the new
tablespace.

SQL> SQL> select FILE NAME from dba data files where
TABLESPACE_NAME='TBSOl' ;

FILE NAME

+DATA/ASMNOTDE/DATAFILE/tbs01.374.1152267015

#i#

### Checks if a set of tablespaces (to be transported) is self-contained
#i#

SQL> EXECUTE DBMS_TTS.TRANSPORT_SET_CHECK('tbSOl',true) ;

PL/SQL procedure successfully completed.

2. Create the database directory in the source database ASMNOTDE to use for the export.
Create a database directory object in the destination database for expdp.

#i#
### login as oracle user

HH#

$ mkdir -pv /u0l/app/odaorabase(/oracle/dpdump/ttsps dir
mkdir: created directory ‘/u0l/app/odaorabase0/oracle/dpdump/ttsps dir’

#i#
### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following
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iddi

SQL> CREATE DIRECTORY ttsps dir AS '/u0l/app/odaorabase0/oracle/dpdump/
ttsps dir';

Directory created.

Export the TBSO1 tablespace from the souce database ASMNOTDE. First, set the
tablespace to be copied in READ ONLY mode. Next, run expdp on the designated
tablespace. Review the dump files for expdp stored under the database directory
ttsps dir

#i#

### Set the tablespaces that you need to be exported in read-only mode
### login as Oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

SQL> ALTER TABLESPACE TBS01 READ ONLY;
Tablespace altered.
SQL>

#i#

### Run expdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

#i#

$ expdp system TRANSPORT TABLESPACES=TBS01 TRANSPORT FULL CHECK=YES
DIRECTORY=ttsps dir DUMPFILE=expttpsasm.dmp

Export: Release 19.0.0.0.0 - Production on Tue Nov 7 10:12:19 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Starting "SYSTEM"."SYS EXPORT TRANSPORTABLE 01": system/***xkxkx
TRANSPORT TABLESPACES=TBS01l TRANSPORT FULL CHECK=YES DIRECTORY=ttsps dir
DUMPFILE=expttpsasm.dmp

Processing object type TRANSPORTABLE EXPORT/STATISTICS/TABLE STATISTICS
Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK
Processing object type TRANSPORTABLE EXPORT/TABLE

Master table "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully loaded/

unloaded
KKK A A A A A A A A A A A A A A A Ak A A A A A A A A Ak Ak A A A A A A A A Ak A A Ak A A Ak kA Ak ko hk kA Ak kA hkhkhkhk Ak Ak hkhkhkhkhkhkhkkkx

* % %

Dump file set for SYSTEM.SYS EXPORT TRANSPORTABLE 01 is:
/u0l/app/odaorabase0/oracle/dpdump/ttsps dir/expttpsasm.dmp

Khhkhhhk kA Ak kA Ak kkhkhkhkhhhhhhh Ak hkhk A Ak khkhkhkhkhkhkhhhhhhh A Ak kxkkkhkhkhkhhhhhhkhkrhkkkxxxkx%x%

* % %
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Datafiles required for transportable tablespace TBS01:
+DATA/ASMNOTDE/DATAFILE/tbs01.374.1152267015

Job "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully completed at Tue

Nov 7 10:12:49 2023 elapsed 0 00:00:20

Move data files to the destination database server and edit the status of the data file in the
source database ASMNOTDE to READ WRITE.

Hi#

### login to grid user

### Copying datafiles from ASM to
Hi#

filesystem

$ asmcmd cp +DATA/ASMNOTDE/DATAFILE/tbs01.295.1165369089 /home/grid/
tbs01.dbf
copying +DATA/ASMNOTDE/DATAFILE/tbs01.295.1165369089 -> /home/grid/
tbs01.dbf

Hi4

### In source database,
### login as Oracle user
### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

Hi4

set the tablespace back to read write mode

SQL> ALTER TABLESPACE TBS01 READ WRITE;

Step 2: Import the tablespaces into a TDE-enabled database

1.

Create a TDE-enabled database with Oracle Key Vault, ASMTDE as the destination
database. Copy the data file and tablespace of the source database to this database using
expdp and impdp. Create the database on an Oracle Database Appliance using the
Browser User Interface (BUI) or ODACLI commands. For example:

# odacli create-database -n asmtde -t -kt okv -osc adminobjl -dh
€2a65596-6435-4410-9e8d-6b21a6005779 -r ASM --cdb -d pdbadmin -p pdbl

# odacli describe-database -n asmtde
Database details

ID:

Description:

DB Name:

DB Type:

CDB:

PDB Name:

PDB Admin User Name:
Storage:

Home ID:

TDE Wallet Management:
TDE Enabled:
KeystoreType :

5dfa%97d9-d774-4a4a-93a2-d21a36faf283
asmtde

asmtde

SI

true

PDB2

pdbadmin

ASM
€2a65596-6435-4410-9e8d-6b21a6005779
ODA

true

OKV
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H##

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

H##

SQL> col PDB NAME for a20
SQL> select PDB NAME,GUID from dba pdbs ;

PDB_NAME GUID
PDB1 1599A96E256A8B99E063BE6B1IFOACO2B
PDBS$SEED 15998A6665985353E063BE6B1F0A494A

Copy the data file from file system to the destination Oracle ASM location of ASMTDE.
Ensure that you set the relevant permissions after copying the file.

FH#
### login to grid user
FH#

$ asmemd cp /home/grid/tbs01.dbf +DATA/ASMIDE/
1599A96E256A8B9I9E063BE6GBLIFOACO2B/DATAFILE/thbs0l --dest dbname ASMTDE
copying /home/grid/tbs01.dbf -> +DATA/ASMTDE/
1599A96E256A8B99E063BE6BIFOAC02B/DATAFILE/tbs01

$ asmcmd
ASMCMD> pwd

+DATA/ASMTDE/1599A96E256A8B99E063BE6B1FOACO2B/DATAFILE
ASMCMD> 1s --permission

User Group Permission Name
dbusrl1@00eeab86ffb0fflbbf28c0b8362ccct6 rTW——————=
SYSAUX.332.1165769683
dbusrl1@00eeab86ffb0fflbbf28c0b8362ccct6 rTW——————=
SYSTEM.333.1165769683
dbusrl1@00eeab86ffb0fflbbf28c0b8362ccct6 rTW——————=
UNDOTBS1.331.1165769683
dbusrl1@00eeab86ffb0ff1bbf28c0b8362ccct6 rTW——————=
USERS.335.1165769685

grid@00eea686ffb0fflbbf28c0b8362ccctb TW——==—=~ tbs01 => +DATA/

ASMTDE/DATAFILE/tbs01.338.1165770781

ASMCMD> chown dbusrl1@00eea686ffb0fflbbf28c0b8362cccfo6 tbs01
ASMCMD>
ASMCMD> 1s --permission

User Group Permission Name
dbusrl1@00eeat686ffb0fflbbf28c0b8362cccto rw---—-—--
SYSAUX.332.1165769683

dbusrl1@00eeat686ffb0fflbbf28c0b8362cccto rw---—-—--
SYSTEM.333.1165769683

dbusrl1@00eeat686ffb0fflbbf28c0b8362cccto rw---—-—--
UNDOTBS1.331.1165769683

dbusrl1@00eeat686ffb0fflbbf28c0b8362cccto rw---—-—--
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USERS.335.1165769685
dbusrl1@00eecatb86ffb0fflbbf28c0b8362ccct6 rw—-——=——-- tbs01l => +DATA/
ASMTDE/DATAFILE/tbs01.338.1165770781

Create tnsnames service for PDB1.

HH#
### Edit the file SORACLE HOME/network/admin/tnsnames.ora with the
following content

HH

PDB1 =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = <server-name>) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE NAME = pdbl.test)

Create the directory in PDBL1 for the import.

#i#
### login as oracle user

HH#

$ mkdir -pv /uOl/app/odaorabase0/oracle/dpdump/ttsps _dir
mkdir: created directory ‘/u0l/app/odaorabase0/oracle/dpdump/ttsps dir’

HH#

### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

HH#

SQL> ALTER SESSION SET CONTAINER=PDBI ;
SQL> CREATE DIRECTORY ttsps dir AS '/u0l/app/odaorabase0/oracle/dpdump/
ttsps dir';

Directory created.
SQL>

Import the tablespace to PDB1. Copy the expdp dump file of the source database to the
database directory ttsps_dir. The impdp uses the dump file to add tablespace metadata
to destination database. TRANSPORT_DATAFILES references the location of the data file
in the destination database.

#i4

### Run impdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

#i4

$ impdp system@pdbl TRANSPORT DATAFILES=\'+DATA/ASMTDE/
1599A96E256A8B99E063BE6BIFOACO02B/DATAFILE/tbs01\"’ DIRECTORY:ttSpS_dir
dumpfile=expttpsasm.dmp

Import: Release 19.0.0.0.0 - Production on Mon Apr 8 17:52:09 2024
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Version 19.23.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Master table "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully loaded/
unloaded

Starting "SYSTEM"."SYS IMPORT TRANSPORTABLE 01": system/*****x**@Apdbl
TRANSPORT_DATAFILES=’+DATA/ASMTDE/1599A96E256ABB99E063BE6B1FOAC02B/
DATAFILE/tbs01' DIRECTORY=ttsps dir dumpfile=expttpsasm.dmp

Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/TABLE

Processing object type TRANSPORTABLE EXPORT/STATISTICS/TABLE STATISTICS
Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK

Job "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully completed at Mon
Apr 8 17:52:18 2024 elapsed 0 00:00:03

Enable and test encryption on the destination Oracle Key Vault-enabled database PDB1.

i

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

i

SQL> alter session set container=pdbl ;
Session altered.

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO
TBSO1 READ ONLY NO

6 rows selected.

SQL> alter tablespace TBS0l read write ;

Tablespace altered.

SQL> alter tablespace TBS0l encryption online encrypt ;

Tablespace altered.

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
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SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO
TBSO1 ONLINE YES

6 rows selected.

HH#
### Retrieve the data from TAB1
HH#

SQL> select OWNER, table name from tabl where rownum < 3

SYS
ICOLS

iddi

### When the wallet is closed or unavailable, same SQL does not retrieve

data

### To simulate wallet absence rename the cwallet.sso wallet under
<wallet root>/tde to some other name like cwallet.sso.orig

### and close the wallet. To return auto-login wallet , rename file back

to cwallet.sso and run the SQL again.

iddi

SQL> show parameter wallet root

NAME TYPE VALUE

wallet root string /etc/OKV/asmtde

SQL> ! mv /etc/OKV/asmtde/tde/cwallet.sso /etc/OKV/asmtde/tde/

cwallet.sso.orig

SQL> ADMINISTER KEY MANAGEMENT SET KEYSTORE CLOSE

SQL> select OWNER, table name from tabl where rownum < 3;
select OWNER, table name from tabl where rownum < 3

*

ERROR at line 1:
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ORA-28365: wallet is not open
SQL> ! mv /etc/OKV/asmtde/tde/cwallet.sso.orig /etc/OKV/asmtde/tde/
cwallet.sso

SQL> select OWNER, table name from tabl where rownum < 3

SYS
ICOLS

Related Topics

odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

Migrating Tablespaces from Non-TDE Oracle ACFS Database to Oracle ACFS CDB
Database on Oracle Database Appliance

ORACLE

Understand how you can migrate tablespaces from non-TDE Oracle ACFS database to Oracle
ACFS CDB database with Oracle Key Vault enabled on Oracle Database Appliance.

Ensure that there is a source and destination database. The two databases can be on one
Oracle Database Appliance server or on different servers. The source database must be an
non TDE-enabled database, either an Oracle Database Appliance database or any Oracle
database with compatible Endian. The destination database must be an Oracle Database
Appliance database created with ODACLI commands and with Oracle Key Vault enabled on it.

Step 1: Export the tablespace from the source database

1.

Create a tablespace TBS01 and table TAB1 on source database DBNOTDE Create an
extra tablespace TBSO01 on the source database, and then, create table TAB1 on the new
tablespace.

i

### login as Oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

i

SQL> select TABLESPACE NAME, ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
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UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO

SQL> create tablespace TBS01l datafile size 10g ;
Tablespace created.

SQL>

SQL> create table tabl tablespace TBSOl as select a.* from dba tables
a ,dba users b, dba users c ;

Table created.

SQL> select count(*) from tabl ;

3028228

SQL>

SQL> select TABLESPACE NAME, ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO
TBSO1 ONLINE NO

SQL> select FILE NAME from dba data files where TABLESPACE NAME='TBSOl' ;

FILE NAME

/u02/app/oracle/oradata/dbnotde/DBNOTDE/datafile/ol mf tbs0l 1nlgn65j .dbf
SQL>

ikd

### Checks if a set of tablespaces (to be transported) is self-contained
ikd

SQL> EXECUTE DBMS_TTS.TRANSPORT_SET_CHECK('tbsOl',true) H

PL/SQL procedure successfully completed.

Create the database directory in the source database DBNOTDE to be used for the export.
Create a database directory object in the destination database to be used by expdp.

HH#

### login as oracle user
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iddi

$ mkdir -pv /ull/app/odaorabasel/oracle/dpdump/ttsps dir
mkdir: created directory ‘/u0l/app/odaorabase0/oracle/dpdump/ttsps dir’

H##

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

H##

SQL> CREATE DIRECTORY ttsps dir AS '/u0l/app/odaorabase0/oracle/dpdump/
ttsps dir';

Directory created.
SQL>

Export the TBSO1 tablespace from souce database DBNOTDE. First, set the tablespace to
be copied in READ ONLY mode. Next, run expdp on the designated tablespace. Review
the log files for expdp stored under the database directory ttsps dir.

H4#

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

HH#

SQL> ALTER TABLESPACE TBSO1 READ ONLY;

Tablespace altered.

#i#

### Run expdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

#i#

$ expdp system TRANSPORT TABLESPACES=TBS01 TRANSPORT FULL CHECK=YES
DIRECTORY=ttsps dir DUMPFILE=expttps.dmp

Export: Release 19.0.0.0.0 - Production on Mon Nov 6 12:47:00 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Starting "SYSTEM"."SYS EXPORT TRANSPORTABLE 01": system/****xk**
TRANSPORT TABLESPACES=TBS01l TRANSPORT FULL CHECK=YES DIRECTORY=ttsps dir
DUMPFILE=expttps.dmp

Processing object type TRANSPORTABLE_EXPORT/STATISTICS/TABLE_STATISTICS
Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK
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Processing object type TRANSPORTABLE EXPORT/TABLE
Master table "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully loaded/

unloaded
Ak kA hkhkhkhkhkhkhkkhkhkhkkhkhk kA hkkhkkhkhk kA hkkhkkhkhkhkhkhkkhkkhkkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhrhkhhhkhrxkxk%x

* % %

Dump file set for SYSTEM.SYS EXPORT TRANSPORTABLE 01 is:
/u01/app/odaorabase0/oracle/dpdump/ttsps dir/expttps.dmp

khkkhhkhkhkhkhkhkhkhhkhkhkhkhhkhkh bk hkhhkhkhkhkh bk hkhhkhkhkhkhhkhkhhkhhkhkhhkhkhhkhkhkhkhkhkhhhkhkkhkhdkhrhkhkrhkhkhkxkkx*x

* % %

Datafiles required for transportable tablespace TBS01:
/u02/app/oracle/oradata/dbnotde/DBNOTDE/datafile/

ol mf tbs0l 1nlgn65j .dbf

Job "SYSTEM"."SYS EXPORT TRANSPORTABLE 01" successfully completed at Mon

Nov 6 12:47:19 2023 elapsed 0 00:00:14

Move data files to the destination database server and edit the status of the data file in the
source database DBNOTDE to READ WRITE. Move the data file to the TDE-enabled
database server in the PDB2 data files location.

Hi#
### login as oracle user

HH#

$ cp /ul2/app/oracle/oradata/dbnotde/DBNOTDE/datafile/
ol mf tbs0l Inlgn65j .dbf /ul2/app/oracle/oradata/cdbtde/CDBTDE/
092546916A493FE5E063E730850AF5BE /datafile/

Hi#

### In source database, set the tablespace back to read write mode
### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

HH#

SQL> ALTER TABLESPACE TBS01 READ WRITE;

Step 2: Import the tablespaces into a TDE-enabled database

1.

Create a TDE-enabled database with Oracle Key Vault, CDBTDE as the destination
database. Copy the data file and tablespace of the source database to this database using
expdp and impdp. Create the database on an Oracle Database Appliance using the
Browser User Interface (BUI) or ODACLI commands. For example:

# odacli create-database -n okvdb2 -t -kt okv -osc adminobjl -dh
€2a65596-6435-4410-9e8d-6b21a6005779 -r ACFS --cdb -d pdbadmin -p pdb2

# odacli describe-database -n cdbtde
Database details
ID: clba7c6a-2808-4a20-bf23-e35cb62c3£d0
Description: cdbtde
DB Name: cdbtde
DB Type: SI
CDB: true
PDB Name: PDB2
PDB Admin User Name: pdbadmin
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Storage: ACFS

Home ID: e2a65596-6435-4410-9e8d-6b21a6005779
TDE Wallet Management: ODA
TDE Enabled: true
KeystoreType : OKV

H##

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

### Take a note of PDB2 GUID which helps to determine the path of PDB2
datafiles

H##

SQL> col PDB NAME for a20
SQL> select PDB NAME,GUID from dba pdbs ;

PDB_NAME GUID
PDB2 092546916A493FESE063E730850AF5BE
PDBS$SEED 15998A6665985353E063BE6B1F0A494A

Create tnsnames service for PDB2.

#HH4
### Edit the file $SORACLE HOME/network/admin/tnsnames.ora with the
following content

#H#

PDB2 =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = <server-name>) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE NAME = pdb2.test)

Create directory in PDB2 for the import.

#i#
### login as oracle user

HH#

$ mkdir -pv /uOl/app/odaorabase0/oracle/dpdump/ttsps dir
mkdir: created directory ‘/u0l/app/odaorabase0/oracle/dpdump/ttsps dir’

HH#

### Connect to database using SQLPLUS as sysdba user ( sqglplus / as
sysdba ) and run the following

HH#

SQL> ALTER SESSION SET CONTAINER=PDBZ2 ;
SQL> CREATE DIRECTORY ttsps dir AS '/u0l/app/odaorabase0/oracle/dpdump/
ttsps dir';

Directory created.
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SQL>

Import the TBS01 tablespace to the destination database PDB2 container on CDBTDE.
Copy the expdp dump file of the source database to the database directory ttsps dir. The
impdp uses the dump file to add tablespace metadata to destination database.
TRANSPORT_DATAFILES references the location of the data file in the destination
database.

#it#

### Run impdb as SYSTEM user, password for SYSTEM need to be entered when
prompted

#it#

$ impdp system@pdb2 TRANSPORT DATAFILES=\'/u02/app/oracle/oradata/cdbtde/
CDBTDE/092546916A493FESE063E730850AF5BE/datafile/
ol mf tbs0l 1nlgné65j .dbf\' DIRECTORY=ttsps dir dumpfile=expl.dmp

Import: Release 19.0.0.0.0 - Production on Thu Nov 9 21:42:25 2023
Version 19.25.0.0.0

Copyright (c) 1982, 2019, Oracle and/or its affiliates. All rights
reserved.
Password:

Connected to: Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production

Master table "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully loaded/
unloaded

Starting "SYSTEM"."SYS IMPORT TRANSPORTABLE 01": system/********@pdb2
TRANSPORT DATAFILES='/u02/app/oracle/oradata/cdbtde/CDBTDE/
092546916A493FESE063E730850AF5BE/datafile/ol mf tbs0l 1nlgn65j .dbf'
DIRECTORY=ttsps dir dumpfile=expl.dmp

Processing object type TRANSPORTABLE EXPORT/PLUGTS BLK

Processing object type TRANSPORTABLE EXPORT/TABLE

Processing object type TRANSPORTABLE_EXPORT/STATISTICS/TABLE_STATISTICS
Processing object type TRANSPORTABLE EXPORT/STATISTICS/MARKER

Processing object type TRANSPORTABLE EXPORT/POST INSTANCE/PLUGTS BLK

Job "SYSTEM"."SYS IMPORT TRANSPORTABLE 01" successfully completed at Thu
Nov 9 21:42:52 2023 elapsed 0 00:00:19

Enable and test encryption on the destination Oracle Key Vault-enabled database PDB1.

H##

### login as oracle user

### Connect to database using SQLPLUS as sysdba user ( sglplus / as
sysdba ) and run the following

H##

SQL> alter session set container=pdb2 ;

Session altered.

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
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SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO
TBSO1 READ ONLY NO

SQL> alter tablespace TBS0l read write ;

Tablespace altered.

SQL> alter tablespace TBSOl encryption online encrypt ;
Tablespace altered.

SQL> select TABLESPACE NAME, STATUS , ENCRYPTED from dba tablespaces ;

TABLESPACE NAME STATUS ENC
SYSTEM ONLINE NO
SYSAUX ONLINE NO
UNDOTBS1 ONLINE NO
TEMP ONLINE NO
USERS ONLINE NO
TBSO1 ONLINE YES

SQL> select FILE NAME from dba data files where TABLESPACE NAME='TBSOl' ;

FILE NAME

/u02/app/oracle/oradata/cdbtde/CDBTDE/092546916A493FESE063E730850AF5BE/
datafile/
ol mf tbs0l 1nx8h50f .dbf

HH#
### Retrieve the data from TAB1
HH#

SQL> select OWNER, table name from tabl where rownum < 3
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H##

### When the wallet is closed or unavailable, same SQL does not retrieve
data

### To simulate wallet absence rename the cwallet.sso wallet under
<wallet root>/tde to some other name like cwallet.sso.orig

### and close the wallet. To return auto-login wallet , rename file back
to cwallet.sso and run the SQL again.

iddi

SQL> show parameter wallet root

NAME TYPE VALUE

wallet root string /etc/OKV/cdbtde

SQL> ! mv /etc/OKV/cdbtde/tde/cwallet.sso /etc/OKV/cdbtde/tde/
cwallet.sso.orig

SQL> ADMINISTER KEY MANAGEMENT SET KEYSTORE CLOSE ;

SQL> select OWNER, table name from tabl where rownum < 3;

select OWNER, table name from tabl where rownum < 3
*

ERROR at line 1:
ORA-28365: wallet is not open

SQL> ! mv /etc/OKV/cdbtde/tde/cwallet.sso.orig /etc/OKV/cdbtde/tde/
cwallet.sso

SQL> select OWNER, table name from tabl where rownum < 3

SYS
ICOLS

Related Topics

e odacli Multi-User Access Commands
Use odacli commands to enable multi-user access for the appliance.

ORACLE
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Working with Databases

ORACLE

Use the Browser User Interface to display a list of databases, database details, and create and
delete databases. You can use CLI commands to manage your databases.

# Note:

Oracle Database Appliance enables unified auditing for databases created in new
database homes. Unified audit trail captures audit information and places them in one
location and in one format. This consolidated view enables auditors to co-relate audit
information from different components. Having a single audit trail also improves
management and security of the audit trail. For more information about unified audit
trail for Oracle Database, see Oracle Database Security Guide.

Viewing Databases

Use the Oracle Appliance Manager Browser User Interface to display a list of Oracle
databases and database details, create, upgrade, and delete a database in Oracle
Database Appliance.

Creating a Database Using the Browser User Interface
Use the Oracle Appliance Manager Browser User Interface to create a database in Oracle
Database Appliance.

Managing Database Homes on Oracle ACFS Storage
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
manage database home storage in Oracle Database Appliance.

Creating a Database Using ODACLI Commands
Create a database from the command-line interface.

Cloning a Database from Backup
Use the Browser User Interface to clone a database from a backup.

Cloning an Oracle ACFS Database
Create a database from an existing Oracle ACFS database using ODACLI commands or
BUI.

Modifying a Database
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to
modify a database in Oracle Database Appliance.

Moving a Database from One Oracle Home to Another
Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to move
a database from one Oracle home to another of the same database version.

Upgrading a Database
Use the Oracle Appliance Manager Browser User Interface to upgrade an Oracle database
to a different database home version.

Upgrading a Database Manually Using AutoUpgrade
Use AutoUpgrade to manually upgrade an earlier release of Oracle database on Oracle
Database Appliance.

Deleting a Database
Use the Oracle Appliance Manager Browser User Interface to delete an Oracle database.
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Viewing Databases

Use the Oracle Appliance Manager Browser User Interface to display a list of Oracle
databases and database details, create, upgrade, and delete a database in Oracle Database
Appliance.

1. Log into the Browser User Interface:
https://host name or ip-address:7093/mgmt/index.html
2. Click the Database tab.

3. (Optional) Click the database name, in blue font, to display more details about the
database.

4. (Optional) Click Actions next to a database entry to view more details, upgrade or delete
the database.

Creating a Database Using the Browser User Interface

ORACLE

Use the Oracle Appliance Manager Browser User Interface to create a database in Oracle
Database Appliance.

Ensure that the repository is updated with Oracle RDBMS Clone files for a database version,
before creating the database as described in Updating Oracle Database Appliance Repository
with Database Clone Files Using the CLI.

# Note:

For Standard Edition Oracle Database 19c or later, you cannot create Oracle RAC or
Oracle RAC One Node Database. You can only create single-instance Oracle
Database. For Standard Edition Oracle Database 19.6 or later, you can choose to
enable high availability for single-instance database. For Enterprise Edition Oracle
Database 19.15 or later or Oracle Database 21.6 or later, you can choose to enable
high availability for single-instance databases.

The Browser User Interface provides a quick and easy method of creating new databases. The
Create New Database page in the Browser User Interface is populated with default options for
most of the configuration options. Drop-down lists enable you to quickly view and select from a
list of available options. You can use the drop-down list to create a new database Oracle
Database Home (ORACLE_HOME) for the database or select an existing ORACLE_HOME
that you created earlier.

Oracle Database 19.26 is supported on both Oracle Automatic Storage Management (Oracle
ASM) and Oracle ASM Cluster file system (Oracle ACFS). When databases are created in
Oracle ACFS, each database is configured with its own Oracle ACFS file system for the
datafiles and uses the following naming convention: /u02/app/db user/oradata/db unique
name. The default size of this mount point is 100 GB.

The fields in the Browser User Interface adjust, depending on the database version you select.
Follow these steps to create a database:

1. Log into the Browser User Interface:

https://host-ip-address:7093/mgmt/index.html
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Click the Database tab.

Click Create Database to display the Create Database page.

Select Create Database on the Create Database page.

Enter the following information on the Database Information page to configure the
database:

a.

In the DB Name field, enter a name for the database. The name db1 appears in the
field as an example of a database name, but the field is not populated. You must enter
a hame.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

(Optional) In the DB Unique Name field, enter a name to define a unique name for
the database.

In the Use Existing DB Home field, select Yes or No.

In the DB Version field, select a database bundle patch number from the drop-down
list.

Available database versions with available clones appear in the list in descending
order. Supported versions that are not available in the repository appear in light gray
font at the bottom of the list. Search is available for the list. To add a supported version
to the repository, download the RDBMS clone file and update the repository.

For the CDB option on Oracle Database releases later than 12.1, select Yes or No,
depending on whether or not you want the database to be a
container database (CDB). The default is Yes.

In the PDB Name field, enter a name for the pluggable database (PDB).

Alphanumeric characters and underscore (_) are valid. The name must begin with an
alphanumeric character and cannot exceed 30 characters. The hame pdbl appears in
the field in italic text as an example, but it is not populated. You must enter a name.

In the PDB Admin User field, enter a name.

The field shows pdbadmin as an example, you must enter a name. Alphanumeric
characters and underscore () are valid.

In the Database Edition field, enter the edition for which you have a license, either
Enterprise Edition or Standard Edition.

For Standard Edition Oracle Database 19c or later, you can only create single-instance
Oracle Database. For Standard Edition Oracle Database 19.6 or later, you can choose
to enable high availability for single-instance database. For Enterprise Edition Oracle
Database 19.15 or later or Oracle Database 21.6 or later, you can choose to enable
high availability for single-instance databases.

For single-instance Oracle Database deployment, specify the Node, either NodeO or
Nodel. The default is NodeO. Specify whether you want to Enable High Availability.

In the Shape field, select a database shape from the drop-down list. The shape
determines the number of cores and total memory allocated to the database. The
default is odb1.

In the Database Class field, select a database class from the drop-down list. If an
option is not available in the list, it is not supported for the database edition on the
Oracle Database Appliance or the version that you selected. The default is OLTP.

In the Storage field, select ACFS or ASM from the drop-down list. The default is
Oracle ASM.
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m. If the disk group redundancy was set to Flex during the appliance creation, then you
can select the Database Redundancy value as Mirror or High.

n. Select the Networks you want to associate with the database.
o. Select the CPU Pool Name to associate with the database.

p. Forthe Configure EM Express or Configure EM Console option, select Yes or No.
The default is No.

Select Yes to configure the Oracle Enterprise Manager Database Express (EM
Express) console for Oracle Database 19.26. Selecting Yes enables you to use the
console to manage the database.

g. Inthe SYS and PDB Admin User Password field, enter the password for the sys,
SYSTEM, and PDB Admin.

The password must begin with an alpha character and cannot exceed 30 characters.
Quotation marks are not allowed.

r. Inthe Confirm Password field, enter the password again to confirm.

s. Inthe Characterset field, select an option from the drop-down list. The default is
AL32UTF8.

t. Inthe National Characterset field, select an option from the drop-down list. The
default is ALL6UTF16.

u. Inthe Language field, select a database language from the drop-down list. The default
is American.

v. Inthe Territory field, select a territory or location for the database from the drop-down
list. The default is America.

6. Click Next.

7. Inthe TDE Information page, for Oracle Database Enterprise Edition 19c or later, you can
choose to enable Transparent Database Encryption (TDE). Select Yes or No in the Enable
TDE option. By default, the TDE option is disabled.

8. If you choose to Enable TDE, then you can choose to configure TDE and store the TDE
wallet either on Oracle Database Appliance or on Oracle Key Vault. If you want to store the
TDE wallet on Oracle Database Appliance, then specify and confirm the TDE Wallet
Password.

9. To specify Oracle Key Vault server configuration, select the Store TDE Keys on OKV
server option, and then select the Use OKV Client Path or Use OKV Server Config
option.

10. If you select the Use OKV Client Path option, then specify the OKV Client path.

11. If you select the Use OKV Server Config option, then select the OKV Server Config from
the drop down list.

12. Click Create. When prompted, click Yes to confirm that you want to start the job to create
the database.

The job is submitted and a confirmation page appears with a link to the job. Click the link to
view the job progress, tasks, and status.

After you close the Job confirmation page, you can click the Activity tab to monitor the job
progress. Click the job number to view the tasks and status details. Click Refresh to refresh
the page.
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Managing Database Homes on Oracle ACFS Storage

Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to manage
database home storage in Oracle Database Appliance.

ORACLE

Managing Database Home Storage Using the Browser User Interface

1.

8.

Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

Click the Database tab.
Click Database Home Storage on the left pane.

If Database Home Storage is not configured, then click on the Configure Database Home
Storage button.

Select the Disk Group Name and specify the Size in GB.

Click Create. When prompted, click Yes to confirm that you want to start the job to
configure the database home storage.

You can also view a list of all Database Home storages from the Database tab and view
details for each database.

To modify Database Home Storage, select Modify in the Actions drop down list.

Managing Database Home Storage Using ODACLI Commands

1.

Use the odacli configure-dbhome-storage command to configure the database home
storage:

# odacli configure-dbhome-storage -dg DATA
Use the odacli list-dbhome-storages command to list the database home storages:
# odacli list-dbhome-storages

Use the odacli describe-dbhome-storages command to describe a database home
storage:

odacli describe-dbhome-storage -i 67622ce6-0a00-4fec-b948-7a0ba7922311

For more information about these command options, see the Oracle Database Appliance
Command Line Reference chapter in this guide.

Related Topics

odacli configure-dbhome-storage
Use the odacli configure-dbhome-storage command to configure the database
home storage.

odacli list-dbhome-storages

Use the odacli list-dbhome-storages command to view the database home
storage resources after the volumes for ORACLE_HOME and ORACLE_BASE are
created.
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odacli describe-dbhome-storage
Use the odacli describe-dbhome-storage command to view information such as
how much space is available (at a volume or diskgroup level).

odacli modify-dbhome-storage
Use the odacli modify-dbhome-storage command to modify database home
storage and add additional disk space.

Creating a Database Using ODACLI Commands

Create a database from the command-line interface.

ORACLE

# Note:

If you provisioned the appliance without creating an initial database, then you must
create a Oracle home. If the version of the database home is different from the
migrated database, create a database home for the migrated database. You might
want to create a database home specifically for the migrated database.

Caution:

When you enable Transparent Data Encryption (TDE) on databases, with software
keystore or Oracle Key Vault keystore with endpoints in Oracle Key Vault, you are
prompted to set a password for the TDE wallet. Provide a strong password for
security compliance. Enter this password carefully when setting it for the first time,
and ensure that this password is available to you at all times for database
management operations. Failure to provide the TDE wallet password when
prompted, will cause an error in accessing encrypted data.

This example creates a new database named PRODDB with database version 19.26, and a new
database home, if a database home does not exist.

1.

Use the odacli list-dbhomes command to display a list of database homes and verify
that a database home exists for the database version.

Note the ID if you want to use an existing database home or if you want to get more
details. Use the odacli describe-dbhomes command to get more details about a
specific database home.

# odacli list-dbhomes
ID Name DB Version

b727b£80-c9%e-4846-aclf-28a81a725df6 OraDB199 homel 19.26.0.0.0

(continued)
Home Location

/u0l/app/orauser/product/19.0.0.0/dbhome 1

Create a database home if a database home does not exist for the database version.

If you want to create a database home for specifically for the migrated database, you can
use the odacli create-dbhome command, or you can create the database home when

9-87



Chapter 9
Working with Databases

you create the database. The example creates a database home for database version
19.26.0.0.0.

# odacli create-dbhome -v 19.26.0.0.0

Create a database. You can use an existing database home ID or you can create a
database home when creating the database.

To create a database named PRODDB that uses an existing database home with 1D
b7270£80-c99e-4846-aclf-28a81a725df6:

# odacli create-database -n PRODDB -io -dh b727bf80-c99%e-4846-
aclf-28a81a725df6

To create a database named PRODDB with database version 19.26.0.0.0 and a database
home:

# odacli create-database -n PRODDB -v 19.26.0.0.0 -io

To create a TDE-enabled database named PRODDB:

# odacli create-database -n PRODDB -t

Cloning a Database from Backup

ORACLE

Use the Browser User Interface to clone a database from a backup.

When you backup a database in Oracle Database Appliance, a backup report is created. Save
the backup report as a JSON file and you can use the file to create a database on the same
appliance, or a different appliance.

The following are the prerequisites to cloning a database from a backup:

1.

The source database backup location must be Object Store or External FRA (Network File
System).

If you use Object Store backup location, then obtain Object Store Credentials for the host.

If you use an External FRA (Network File System) backup location, then obtain the
Network File System (NFS) mount point location.

Create a backup policy using the object store credentials or NFS mount point as the
backup destination.

Attach the backup policy to the database that you want to backup. If the source database
does not have TDE enabled, then providing the Backup Encryption password is mandatory
when attaching Objectstore backup policy. However, the Backup Encryption password is
optional when attaching the NFS backup policy. If the source database has TDE enabled,
then you need not specify the Backup Encryption password, irrespective of backup
destination.

Create a manual backup of the database and save the backup report generated when the
backup completes.

Follow these steps to create a database from backup:

1.

Log into the Browser User Interface:

https://host-ip-address:7093/mgmt/index.html
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Click the Database tab.
Click Create Database to display the Create Database page.

Click Clone Database from Backup, then click Next to display the Clone Database from
Backup page.

Select the Backup Destination from which you want to create the database. If your backup
destination is Object Store:

a. Select Backup Destination as ObjectStore.
b. Select your Object Store Credential Name.

c. Enter the password in the Backup Encryption Passwords field and the Confirm
Backup Encryption Passwords field.

If your backup destination is Network File System (NFS):
a. Select Backup Destination as External FRA.

b. Enter the password in the Backup Encryption Passwords field and the Confirm
Backup Encryption Passwords field.

Click Browse and select the backup report from which you want to create the database.

When the backup report is loaded, Database Information and TDE Information steps are
displayed on different pages and populated based on the backup report. You can edit
some of the fields.

For Standard Edition Oracle Database 19c or later, you cannot clone Oracle RAC or
Oracle RAC One Node Database. You can only clone a single-instance Oracle Database.
For Standard Edition Oracle Database 19.6 or later, you can choose to enable high-
availability for single-instance database. For Enterprise Edition Oracle Database 19.15 or
later or Oracle Database 21.6 or later, you can choose to enable high availability for single-
instance databases.

In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Enter the password in the SYS and PDB Admin User Password field and the Confirm
Password field.

Specify the Networks.

If your source database has Transparent Database Encryption (TDE) enabled, then you
can enable TDE on the cloned database. If the source database has TDE enabled, then
the backup report has the TDE wallet backup location and the TDE Wallet Backup
Location field in the BUI displays this value. Specify and confirm the TDE Password.

You can choose an Oracle Key Vault server configuration from the Select OKV Server
Config drop-down list, and specify the OKV Wallet Location.

Click Create.

Click Yes to confirm that you want to clone a database from the selected Object Store or
External FRA.

When you submit the job, the job ID and a link to the job appears. Click the link to display
the job status and details.

Validate that the job completed. You can track the job in the Activity tab in the Browser
User Interface, or run the command odacli describe-job with the job ID.

# odacli describe-job -i jobId
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Cloning an Oracle ACFS Database

Create a database from an existing Oracle ACFS database using ODACLI commands or BUI.

Cloning enables to:

Create a database from another database without bringing down the source database

Create multiple databases from a gold image, thus ensuring standardized mass
deployments

Optimize space utilization, by use of Oracle ACFS snapshots in cloning

Create different types of databases, from a single source database type. For example, you
can create single-instance databases, Oracle RAC databases, or Oracle RAC One Node
databases from any type of source database

Depending on the available memory and CPU cores, specify a supported database shape
such as odbls, odb2, and so on, to create any class of database from any source
database.

Create clone databases on a standby system. Since standby systems are not production
systems, they are a better choice for seeding test or development environments.

Run clone database from a database home that is different from that of the source
database.

Create clone database from a read-only source database.

Create read-only clone database from any source database.

Following are the prerequisites to clone a database:

ORACLE

Ensure that Oracle Clusterware is running on all nodes, and the source database is up and
running.

The source database must use Oracle ACFS storage.
The source database must not be a multitenant container database (CDB).

The source database must be opened in either read-write mode, or read-only mode if it is a
primary database. A standby database can be in mounted or read-only open mode.

The source database must not be in backup mode.
The source database must be in archive mode.

All data files of the source database must be in the same Oracle ACFS directory.

¢ Note:

For Standard Edition Oracle Database 19c or later, you cannot clone Oracle RAC or
Oracle RAC One Node Database. You can only clone a single-instance Oracle
Database. For Standard Edition Oracle Database 19.6 or later, you can choose to
enable high-availability for single-instance database.
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Cloning an Oracle ACFS Database Using Command Line Interface

1.

Run the odacli clone-database command.

odacli clone-database --databaseUniqueName --dbname --dbshape --dbtype --
sourcedbname --associated-networks --cpupool --dbhomeid --disable-ha --
enable-ha --newhome --read-only --tdepassword--json

For cloning, you can create a new database home or select an existing database home. To
create a new database home, specify the --newhome option. To use an existing database
home, specify the --dbhomeid. Specify the unique name of the database, the name for the
new database, the database shape, the type of database, and the source database name.
For TDE-enabled database, also specify the --tdepassword option. The TDE password of
the new database must be the same as the TDE password of the source database.

For information about all the command options, see the ODACLI Command Reference
chapter.

Cloning an Oracle ACFS Database Using the Browser User Interface

1.

o & W DN

10.

11.
12.

Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

Click the Database tab.

Click Create Database to display the Create Database page.

Click Clone a Database, then click Next to display the Clone Database page.

In the Clone Database page, you can create a hew database home or select an existing
database home.

To create a new database home, select the Create New DB Home and then provide the
values as described in this procedure.

To specify an existing database home, select the Source Database Name from which you
want to create the database and the DB Home Name.

For Oracle Database 19c¢ Standard Edition, you can only create single-instance Oracle
Database, with or without high-availability. For Standard Edition Oracle Database 19.6 or
later, you can choose to enable high-availability for single-instance database. For
Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later, you
can choose to enable high availability for single-instance databases.

Select the Database Shape (template) for your new database. The database shape you
select determines the total memory allocated to the database.

In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Specify the DB Unique Name for the database. If the database unique name is not
provided, then the name of the database is set to the database name.

Specify the Networks.

Enter the password in the SYS and PDB Admin User Password field and the Confirm
Password field. For Transparent Database Encryption (TDE) enabled database, specify
the TDE wallet password. The TDE password is the same as the TDE password of the
source database.
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Click Create.
Click Yes to confirm that you want to clone a database from the selected source database.

When you submit the job, the job ID and a link to the job appears. Click the link to display
the job status and details.

Validate that the job completed. You can track the job in the Activity tab in the Browser
User Interface, or run the command odacli describe-3job with the job ID.

# odacli describe-job -i jobId

Related Topics

odacli clone-database
Use the odacli clone-database command to clone a new database from a source
database.

Modifying a Database

Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to modify a
database in Oracle Database Appliance.

ORACLE

Modifying a Database Using the Browser User Interface

1.

10.

11.

Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

Click the Database tab.
For the database that you want to modify, select Modify in the Actions drop down list.

In the Modify Database page, you can attach or detach associated networks and backup
policy, and modify database shape and class. You can also change TDE wallet
management from EXTERNAL to ODA for Oracle Database 19c¢ and later databases.

To modify the Database Class or Database Shape, select the new value in the drop down
list.

To attach or detach networks, modify the values in the Attach Networks and Detach
Networks fields.

To remove the associated backup policy from the database, do not select any value in the
Select Back up Policy drop down list.

If you configured Oracle Flex disk group when you created the database, you can also
modify the database redundancy. If the database you are modifying is an Oracle ACFS
Database, then the database redundancy for all cloned Oracle ACFS databases is
modified.

You can choose to change the Backup Encryption Password. If the database has TDE
enabled, then the RMAN Backup Encryption password is not used.

Note that if the database uses Oracle Key Vault server configuration, then you cannot
modify any TDE options.

Select the Specify TDE Option to perform these operations:

« Select Re-key TDE Master Encryption Key to re-key the TDE master encryption key
of the database. Specify the Current TDE Wallet password.

e Select Change Password for TDE Wallet and specify the Current TDE Password
and the New TDE Password.
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» If the TDE wallet management is set to EXTERNAL, then you can view and select the
Change TDE Wallet Management option, and set it to ODA.

For Enterprise Edition Oracle Database 19.15 or later or Oracle Database 21.6 or later,
you can choose to Enable High Availability for single-instance databases.

For Standard Edition Oracle Database 19.6 or later, you can choose to Enable High
Availability for single-instance databases.

Click Modify. When prompted, click Yes to confirm that you want to start the job to modify
the database.

Modifying a Database Using ODACLI Commands

1.

Use the odacli modify-database command to modify the configuration of a database,
such as backup configuration, database class, database type, TDE key, or to change the
TDE wallet management from EXTERNAL to ODA.

# odacli modify-database -s database shape -cl database class -i dbid

For example:

# odacli modify-database -i 1941d594-c777-4eca-9fce-18b778d5¢c153 -s odb2 -
cl DSS

For example, the following command re-keys the TDE master encryption key of the
database after accepting the current TDE Wallet password.

# odacli modify-database -n testdb -rkt
Enter TDE wallet password:

For more information about the odacli modify-database command options, see the
Oracle Database Appliance Command Line Reference chapter in this guide.

Related Topics

odacli modify-database

Use the odacli modify-database command to modify the configuration of a database,
such as backup configuration, database class, and database type, and to change TDE
wallet management from EXTERNAL to ODA.

Moving a Database from One Oracle Home to Another

Use the Oracle Appliance Manager Browser User Interface or ODACLI commands to move a
database from one Oracle home to another of the same database version.

ORACLE

Moving a Database Using the Browser User Interface

1.

Log into the Browser User Interface:
https://host-ip-address:7093/mgmt/index.html

Click the Database tab.
For the database that you want to modify, select Move in the Actions drop down list.

Select the Destination Database Home where you want to move the database. The
destination database home must be of the same base version. Select Ignore Missing
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Patches to ignore missing patches. For high-availability environment, you can select the
Non-Rolling check box to perform non-rolling move of the database home.

Click Move. When prompted, click Yes to confirm that you want to start the job to move the
database.

Moving a Database Using ODACLI Commands

1.

Use the odacli move-database command to move a database from one Oracle home to
another home of the same database version.

# odacli move-database -i database ID -dh destination database home ID

For more information about the odacli move-database command options, see the Oracle
Database Appliance Command Line Reference chapter in this guide.

Related Topics

odacli move-database
Use the command odacli move-database to move a database from one Oracle home

to another home of the same database version.

Upgrading a Database

Use the Oracle Appliance Manager Browser User Interface to upgrade an Oracle database to
a different database home version.

ORACLE

Before upgrading to a different database home, you must upload the Oracle RDBMS clone files
to the repository and create the database home.

< Note:

You cannot upgrade Oracle RAC or Oracle RAC One Node Database to a destination
database home of Standard Edition Oracle Database 19c or later. You must first
convert Oracle RAC Or Oracle RAC One Node Database to single-instance Oracle
Database using the odacli modify-database command and then upgrade the
single-instance Oracle Database to a destination database home of Standard Edition
19c or later.

Log into the Browser User Interface:

https://host name or ip-address:7093/mgmt/index.html

Click the Database tab.

Click Actions next to the database that you want, then select Upgrade.

Select the destination database home version from the list of available versions for the
upgrade.

When upgrading single-instance Standard Edition Oracle Database 18.9 or later to
Standard Edition Oracle Database 19c or later, you can also choose to enable or disable
High Availability.

When upgrading single-instance Enterprise Edition Oracle Database 19.15 or later or
Oracle Database 21.6 or later, you can also choose to enable or disable High Availability.
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You can also change the TDE wallet management option if TDE is enabled for the source
database and the TDE Wallet Management is set to External. Select Change TDE Wallet
Management to set the TDE Wallet Management to ODA.

Click Upgrade.

Upgrading a Database Manually Using AutoUpgrade

Use AutoUpgrade to manually upgrade an earlier release of Oracle database on Oracle
Database Appliance.

ORACLE

Starting with Oracle Database Appliance release 19.17, you cannot manage releases of Oracle
Database earlier than 19¢c using ODACLI or BUI. To upgrade Oracle databases of release
12.1, 12.2, and 18c on Oracle Database Appliance, use OPatch to patch the databases or use
Oracle Database Upgrade Assistant (DBUA) or AutoUpgrade to upgrade these databases
manually with Oracle Database Appliance 19.17 or later.

Ensure the following:

The Oracle Database Appliance server must be on Oracle Database Appliance release
19.19 or later.

The repository must be updated with the target database clone version on the source and
target Oracle Database Appliance systems.

Create the destination DB home for the database:

#odacli create-dbhome -v 19.18.0.0.230117

[root@odal ~]# odacli list-dbhomes

ID Name DB
Version DB Edition Home

Location Status
f90adccl-f64a-41lce-b72d-154db155blfa OraDB19000 homel
19.