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Preface

Audience

This guide describes how to manage an Oracle Private Cloud Appliance (PCA) using Oracle
Enterprise Manager Cloud Control 13c. This document provides detailed steps required to
install and configure an Enterprise Manager agent and its related artifacts to manage and
monitor an Oracle PCA.

This document is intended for Oracle Private Cloud Appliance customers, system
administrators and data center administrators who are interested in managing their PCA
using Oracle Enterprise Manager Cloud Control 13c.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at htt p: / / www. or acl e. cont pl s/t opi ¢/ | ookup?ct x=accé& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit htt p: / / www. or acl e. com pl s/t opi ¢/ | ookup?

ct x=acc&i d=i nfo or visit htt p: // www. or acl e. coni pl s/t opi ¢/ | ookup?ct x=accé&i d=trs if you
are hearing impaired.

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.



http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Introduction to the Oracle PCA Plug-in

This chapter provides a general overview of the Oracle Private Cloud Appliance (PCA) plug-
in, including supported hardware and software.
The following topics are discussed:

e About the Oracle Private Cloud Appliance
e About the Oracle Virtualization Plug-in

e Oracle Private Cloud Appliance Features

About the Oracle Private Cloud Appliance

Oracle Private Cloud Appliance (PCA) is an integrated, "wire once," software-defined
converged infrastructure system designed for rapid deployment of private cloud at industry-
leading price point.

The Oracle PCA supports a large range of mixed workloads hosted in a converged server,
network, and storage environment to enable general purpose, business-, and mission-critical
application deployments in medium-to-large data centers.

With Oracle Enterprise Manager 13c, the Private Cloud Appliance is transformed into a
powerful Cloud Services delivery platform and provides a simple path from on-premise to
Oracle Cloud.

About the Oracle Virtualization Plug-in

ORACLE

The Enterprise Manager for Oracle Virtualization (VT) plug-in has been extended to support
monitoring and management of the Oracle PCA Racks by Enterprise Manager. Through
Enterprise Manager Cloud Control, you can monitor the various hardware components of the
Oracle PCA rack (such as compute nodes, InfiniBand switches, and so forth).
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Chapter 1
Oracle Private Cloud Appliance Features

Oracle Private Cloud Appliance Features

ORACLE"
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Oracle PCA Features:

"Turnkey" converged infrastructure solution automates hardware and software
deployment with Oracle Private Cloud Appliance controller software.

Easy private cloud deployment ranging from laaS to DBaaS by adding Oracle
Enterprise Manager 13c.

Support for Oracle VM Templates enables deployment of ready-to-run VMs
containing applications in minutes or hours, not days.

Oracle SDN software reduces operational complexity by enabling software-defined
infrastructure in a "wire-once" system.

Saving hundreds of hours of installation and configuration time.
Faster Time-to-Market at industry-leading price point.

Reduced risks by running Microsoft Windows, Linux and Oracle Solaris workloads
on one system.

Efficient Oracle software licensing based on what you use, not on the system's
total capacity.

Lowered acquisition, deployment and operational costs.

Innovative converged infrastructure solution from a single vendor allows for
superior ease-of-purchase, product integration, simplified management and single
point of contact for support.
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Prepare to Use Oracle Private Cloud
Appliance X8-2

Set up the environment to use Oracle Private Cloud Appliance X8-2 by performing these pre-
requisite configuration tasks.

Topics:
e Supported Software
e Supported Hardware

e Prerequisites

»  Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud
Appliance

Supported Software

The following software, included with the Private Cloud Appliance, enable scalability,
software-defined virtual networking, and GUI-based management:

e Oracle VM. Oracle VM application-driven server virtualization is designed to be highly
scalable and built to enable rapid application deployment. Oracle VM supports up to 128
VvCPUs and a variety of guest OSes such as Linux, Oracle Solaris, and Microsoft
Windows. Oracle VM is also optimized to accelerate applications deployments.

e Oracle SDN software: Oracle SDN dynamically connects servers to networks and
storage. It eliminates the physical storage and networking cards found in every server
and replaces them with virtual network interface cards (vVNICs) and virtual host bus
adapters (VHBAS) that can be deployed on the fly. Applications and operating systems
see these virtual resources exactly as they would see their physical counterparts. Oracle
Virtual Networking simplifies complex data center deployments with a wire-once solution
and simple software-defined network configurations.

e Oracle Private Cloud Appliance controller software: The controller software allows
users to manage and monitor the systems hardware, perform software upgrades, create
and manage virtual resources (virtual servers, virtual networks, and storage), and monitor
utilization of all system resources in real-time. The controller software runs on two
dedicated management nodes that are configured for high availability with automatic
failover in the event of a failure. It is accessible via a GUI dashboard

Supported Hardware

You can use the Oracle VT plug-in to monitor the performance of a wide variety of Oracle
PCA targets, including:

» Base rack: The Oracle PCA is composed of the following components:

— 2to 25 compute nodes.

ORACLE 2-1
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Prerequisites

— 2 management nodes.

— 1 Cisco 9348 management switch.

— 4 Cisco 9336 data switches.

— 1 Oracle ZFS Storage Appliance ZS7-2.

Compute nodes: The base rack can support a maximum of 25 compute nodes.
The Base rack supports only Oracle Server X8-2 and Oracle Server X9-2, in the
role of compute node.

Virtual networking: Each Private Cloud Appliance hardware configuration
contains the following components that serve as gateways to the data center's
Ethernet network:

— 1 Cisco 9348 Management switch.
— 4 Cisco 9336 Data switches.

Integrated storage: Oracle Private Cloud Appliance features a fully integrated,
enterprise-grade Oracle ZFS Storage ZS7-2 for centrally storing the management
environment as well as providing data storage for VMs.

The storage capacity of Private Cloud Appliance can be expanded beyond the
internal, included storage, to external data center racks containing Oracle ZFS
Storage Appliance or supported storage available from other storage vendors.

Prerequisites

Ensure that the following prerequisites are met:

The Oracle Private Cloud Appliance (PCA) controller software should be version
2.4.1 or later.

The ILOM version of the management nodes, compute nodes, InfiniBand
switches, and Oracle ZFS Storage Appliance should be version 3.1 or later.

The agent needs to be installed on the management node on shared storage
according to instructions, so that failover capability can be utilized. See Installing
the Management Agent on Oracle PCA for details.

Linux x86-64 agent software.

Oracle Enterprise Manager VT Plug-in.

Prerequisites to Monitor the External ZFS Server Connected
to Oracle Private Cloud Appliance

Starting with Enterprise Manager for Virtualization 13.3.1.0, external ZFS servers
connected to Private Cloud Appliance can be associated with the Private Cloud Cloud
Appliance target in the Enterprise Manager. On successful association, the ZFS server
will appear on the Private Cloud Appliance home page.

ORACLE

To Associate a ZFS server to Private Cloud Appliance, it must already be discovered
in the Enterprise Manager using the Systems Infrastructure ZFS Storage Server
guided discovery process. Then, go to the Private Cloud Appliance Target home
page and click Private Cloud Appliance drop down menu.
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Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud Appliance

ORACLE Enterprise Manager Cloud Control 13¢ l.‘ Enibprise ¥ Targetsix * Ezvorites iy G) Hllstory=: 'El' Sellp ¥ O\ ; SYSMEDE

Private Cloud Appliance B
C Private Cloud Appliance v Page Refreshed Aug 1, 2019 6:52:47 AM GMT+00:00 0
Home
Front R
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& Openthe home page in a new window. & ]
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t= [ Private Cloud Appliance » Page Refreshed Oct 10, 2018 6:15:50 PM GMT Q)
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Manage External ZFS Storage Server

Associate External ZFS Storage Server

*IFS Storage Server target name Associate

External ZFS Storage Servers associated with the Private Cloud Appliance
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ZFS Storage Servers
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After successful association, the ZFS server appears in the Private Cloud Appliance Home
page.
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Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud Appliance
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Prepare to Use Oracle Private Cloud
Appliances X3-2, X4-2, and X5-2

Set up the environment to use Oracle Private Cloud Appliances X3-2, X4-2, and X5-2 by
performing these pre-requisite configuration tasks.

Topics:

Supported Software

Supported Hardware

Prerequisites

Prerequisites to Monitor the Fabric Interconnect in Oracle Private Cloud Appliance

Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud
Appliance

Supported Software

The following software, included with the Private Cloud Appliance, enables scalability,
software-defined virtual networking, and GUI-based management:

Oracle VM. Oracle VM application-driven server virtualization is designed to be highly
scalable and built to enable rapid application deployment. Oracle VM supports up to 128
VvCPUs and a variety of guest OSes such as Linux, Oracle Solaris, and Microsoft
Windows. Oracle VM is also optimized to accelerate applications deployments.

Oracle SDN software: Oracle SDN dynamically connects servers to networks and
storage. It eliminates the physical storage and networking cards found in every server
and replaces them with virtual network interface cards (vVNICs) and virtual host bus
adapters (VHBAS) that can be deployed on the fly. Applications and operating systems
see these virtual resources exactly as they would see their physical counterparts. Oracle
Virtual Networking simplifies complex data center deployments with a wire-once solution
and simple software-defined network configurations.

Oracle Private Cloud Appliance controller software: The controller software allows
users to manage and monitor the systems hardware, perform software upgrades, create
and manage virtual resources (virtual servers, virtual networks, and storage), and monitor
utilization of all system resources in real-time. The controller software runs on two
dedicated management nodes that are configured for high availability with automatic
failover in the event of a failure. It is accessible via a GUI dashboard

Supported Hardware

You can use the Oracle VT plug-in to monitor the performance of a wide variety of Oracle
PCA targets, including:

ORACLE

Base rack: The Oracle PCA is composed of the following components:
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Prerequisites

— 2to 25 compute nodes.

— 2 management nodes.

— 2 NM2-36 Sun InfiniBand Switches.
— 2 ES1-24 Ethernet switches.

¢ Note:

These switches are part of the Opus Switches family. The factory
ILOM version is not supported by the system infrastructure plug-in.
Until it is updated to the most recent version, the PCA Plug-in
supports only Up/Down status monitoring.

— 2 Fabric Interconnect switches.
— 1 Oracle ZFS Storage Appliance ZS3-ES or ZS5-ES. See note.

# Note:

Existing Oracle PCA racks include a ZS3-ES Clustered Storage
Array, new models of the Oracle PCA rack include a ZS5-ES
Clustered Storage Array.

* Compute nodes: The base rack can support a maximum of 25 compute nodes.
The base rack supports mixing of compute nodes from the following Oracle
Servers:

- X7-2
- X6-2
- X5-2
- X4-2
- X8-2

* Virtual networking: Each Private Cloud Appliance hardware configuration
contains the following multiple redundant components that serve as gateways to
the data center's Ethernet network:

— QDR InfiniBand switches.
— Oracle Fabric Interconnect systems.

* Integrated storage: Oracle Private Cloud Appliance features a fully integrated,
enterprise-grade Oracle ZFS Storage ZS3-ES for centrally storing the
management environment as well as providing data storage for VMs.

The storage capacity of Private Cloud Appliance can be expanded beyond the
internal, included storage, to external data center racks containing Oracle ZFS
Storage Appliance or supported storage available from other storage vendors.

Prerequisites

Ensure that the following prerequisites are met:

ORACLE 3-2
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Prerequisites to Monitor the Fabric Interconnect in Oracle Private Cloud Appliance

* The Oracle Private Cloud Appliance (PCA) controller software should be version 2.1.1 or
later.

* The ILOM version of the management nodes, compute nodes, InfiniBand switches, and
Oracle ZFS Storage Appliance should be version 3.1 or later.

* The agent needs to be installed on the management node on shared storage according
to instructions, so that failover capability can be utilized. See Installing the Management
Agent on Oracle PCA for detalils.

e Linux x86-64 agent software.

*  Oracle Enterprise Manager VT Plug-in.

Prerequisites to Monitor the Fabric Interconnect in Oracle
Private Cloud Appliance

Starting with Enterprise Manager for Virtualization 13.3.1.0, the Fabric Interconnect Target in
the Private Cloud Appliance will be able to monitor the Fabric Interconnect in greater detail.
You must ensure that following prerequisites are met to successfully monitor the Oracle
Fabric Interconnects.

Import the Certificate

1. Loginto OFM Ul at https://<PCA Managenent Node>: 8443/ xns/ Logi n. j sf with r oot
credentials for the Oracle Fabric Interconnect.

Where, the PCA_Managenent _Node is the VIP hostname.

Add the exception in your browser(if needed) and then export the certificate to a file from
your browser’s list of stored certificates.

When you access the OFM Ul for the first time, you see the following screen for adding
the exception.

% Your connection is not secure

The owner of vt26-vca-vip.us.oracle.com has configured their website improperly. To protect your information from
being stolen, Firefox has not connected to this website.

Learn mare...

Report errors like this to help Mozilla identify and block malicious sites

_cum:SlMS uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is not valid for the name _.com
The certificate expired on 10 March 2010 21:23. The current time is 12 April 2018 09:41.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...

2. Click Add Exception

ORACLE' 33
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Prerequisites to Monitor the Fabric Interconnect in Oracle Private Cloud Appliance

3. Click view to see the certificate.

Add Security Exception *

You are about to override how Firefox identifies this site,

A ._~..,| Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: com:3443/xms/Login.jsf Get Certificate

Certificate Status

This site attermnpts to identify itself with invalid infarmation. Vi; |

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersanate this site,

Outdated Information

The certificate is not currently valid, It may have been stolen or lost, and could be used by
someone to impersenate this site,

Unknown ldentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature.

Berrnanently store this exception

Confirm Security Exception Cancel

4. Click Details tab to view the certificate details.

3-4
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Certificate Viewer "X5I1G0 XMS5" x

General Qetaillb

Could not verify this certificate because the issuer is unknown.

Issued To

Commean Mame (CH) KSIGO XMS
Organization () K51G0 Systerns
Organizational Unit (OU) Systern Management
Serial Mumber 0

Issued By

Common Mame (CM)  XS51G0 XMS
Organization (Q) K51G0 Systems
Organizational Unit (QU] Systern Management
Period of Validity

Begins On 10 December 2009
Expires On 10 March 2010
Fingerprints

5HA-256 Fingerprint 1 : 2 :

SHAT Fingerprint |

Click Export to export/download the certificate to your local host.

Close
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Certificate Viewer: "X51G0 XMS" >

General Details

Certificate Hierarchy
XSIGO XMS

Certificate Fields
v ASIGO XMS A

+ Certificate

é--‘u’ersiu:rn

é--SeriaI Mumber

E--Certificate Signature Algorithm

E-Issuer

v Validity

- Mot Before i
Fie-id !.ilue

Close

6. Click Confirm Security Exception.
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Add Security Exception >

You are about to override how Firefox identifies this site.

! . Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: | http5:_a'_:Ed43,-’xm5_a’Lu:ugin.js.f Get Certificate

Certificate Status

This site attemnpts to identify itself with invalid information. Nimia.

Wrong Site

The certificate belongs to a different site, which could mean that somecne is trying to
impersonate this site,

Outdated Information

The certificate is not currently valid. It may have been stolen or lost, and could be used by
someone to impersonate this site.

Unknown |dentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature,

Permanently store this exception

Confirm Security Exc eptiur’q Cancel

Lo

You are now redirected to the OFM Ul login page.

7. Import the Oracle Fabric Manager certificate into the Enterprise Manager agent’s
keystore on the Private Cloud Appliance active management node, where, the agent is
installed.

e To import Oracle Fabric Interconnect's certificate file, it must be copied to the active
PCA management node. You can import the certificate file into the Enterprise
Manager Agent using the above screenshots. Run the following command as an
Enterprise Manager agent user:

#<agent Home>/ bi n/ entt| secure add trust _cert to jks -trust _certs_loc
<l ocation_of certificate_file> -alias ofmcert

< Note:
Enter password welcome when prompted for a password.
For Oracle Private Cloud Appliance v2.3.3 and below, you must perform the following

additional steps:

1. Download the Oracle Enterprise Manager OVN Plug-in.
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To download, go to ht t p: / / www. or acl e. coml t echnet wor k/ ser ver - st or age/
Xsi go-1870185. ht nl , then OFM Plugins->EM-OVN Plug-in.

Install the EM OVN plug-in on the Private Cloud Appliance active management
node performing the below steps:

a.

Upload the downloaded OVM pl ugi n zi p file to the active management node
in a temporary area.

Unzip the zip file, which will expose a *. r pmfile.
Install the rpm file by running the following command:
rpm-ivh xsi go-xms- enovn- <versi on>. noar ch. r pm

Log into OFM Ul at htt ps: // <PCA_Management Node>: 8443/ xns/ Logi n. j sf
with r oot credentials for the Oracle Fabric Interconnect.

Where, the PCA_Managenent _Node is the VIP hostname.

Go to Plugins>Plugin Manager in the Left Panel.
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ORACL.E rabricMa nager

Alarms:

Navigation
| = Physical Servers =
=% Server Groups
[ oracte son
.‘ Boot Profiles
K Default Gateways
(=] =3 Network Cloud Manager
8 Metwork Clouds
& PV Clouds
& Link Aggregation Groups
@ Network QoS
=l =] Storage Cloud Manager
£} storage Clouds
o/ AN QoS
=| LUN Mask Profiles
=l =] Service Manager
|4 Live Monitoring
{2 schedules
(=] =] Security Manager
E Resource Domains

m

i U=zer Roles
@Gruup Mapping

=l =5 Managed Devices
‘ Fabric Interconnects

g SON Controllers

=] =] Plugins
2 Plugin Manager .

, 4

i SON Virtual Netwd,_ervices =

Click the green + icon to add plugin.

ORACLE rabric Manager

| User: root (administrator) | Domain: defaut | Logout | Abol

Dashboard -
?Iﬂnnlﬂw "l add Plugin aready on Orade Fabric Manager server 1" Eonforstion UE 1) Stotue Goniset ke Contactintn el ety
S Alarms vns .0.1-bundled vns 7 active Oracle America. Inc. suppori@oracle.c.. Installed version: 1.0.1-bundied
Paov status

955 Server Resourse Manager
4 V0 Templates
&0 Profies. 1tem | &

Enter emovn in the popup window, and click Submit.

ORACLE"
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Add Plugin #

Plugin HName: * eV ot

ﬁu bmit Cancel

This will add the emovn plug-in.

Installed Plugins Summary
LRI S 7

Name ~ Version Configuration URL Status. Contact Name Contact info Install History

‘ emovn 1.0.0_EMOWN emovn.jsf active Oracle Virtual Net. Instalied version: 1.0.0_EMOWN

vns 1.0.1-bundied wns.jsf active Oracle America. Inc.  support@oracie.c... Installed version: 1.0.1-bundled

The above Installation of the EM OVN plug-in and import of the certificate must
also be executed from the Standby management node while its Fabric Manager is
running. This is so that in the event of a management node failover, the Oracle
Fabric Interconnect monitoring can continue seamlessly.

" Note:

For Oracle Private Cloud Appliance v2.3.3 and below:

The rpm can be installed remotely, but the user needs to manually
failover to standby node and then install the plugin at Fabric manager
running on that node.

If failing over the management node is not an option at the time of this
installation, this step may be delayed to when the management node
actually fails over to the standby node.

In the standby node's Fabric Manager instance, until this EM OVN plug-
in is installed and its certificate imported is into the agent, the Fabric
Interconnect metrics will show Metric Collection Errors.

If certificate is not installed, user may also see SSL Handshake errors in
Error logs while viewing Metrics and during discovery of Fabric
Interconnect Target.

Prerequisites to Monitor the External ZFS Server Connected
to Oracle Private Cloud Appliance

ORACLE

Starting with Enterprise Manager for Virtualization 13.3.1.0, external ZFS servers
connected to Private Cloud Appliance can be associated with the Private Cloud Cloud
Appliance target in the Enterprise Manager. On successful association, the ZFS server
will appear on the Private Cloud Appliance home page.
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Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud Appliance

To Associate a ZFS server to Private Cloud Appliance, it must already be discovered in the

Enterprise Manager using the Systems Infrastructure ZFS Storage Server guided

discovery process. Then, go to the Private Cloud Appliance Target home page and click

Private Cloud Appliance drop down menu.

£ Private Cloud Appliance w

Home
Ao
& Openthe home page in a new window.
Monitoring »
c Ao Mo
Diagnostics 3
4 PC Contral »
Job Activity ont ‘
Information Publisher Reports | b
-
o
Members 4 H
| =
Manage External ZFS Storage L ”
=
. | =
Configuration 3 »
| =
Compliance (3 =
B
Target Setup »l N
=
Target Sitemap I =
| -

Target Information

T0

0

LB

ZFS Appliance

ORACLE Enterprise Manager Cloud Control 13c I..' ' *' ®' ﬂ"

Private Cloud Appliance testpca.example.com @

O, A cloun_oun v

B testpca example.com

Page Refreshed Oct 10, 2018 6:16:33 PM GMT 0

Oracle VM Manager testpca

View () Schematic
@ Photo-Realistic
O Table

Zoom O 100%
® 50%

Go to Manage External ZFS Storage menu item to associate the ZFS server.

~

tod

ORACLE"
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ORACLE Enterprise Manager Cloud Control 13¢ v ' * v G)' ﬁ' O\ ; CLOUD_ADMIN ¥

— Private Cloud Appliance testpca.example.com &

L= [ Private Cloud Appliance v

E testpca.example.com

Page Refreshed Oct 10, 2018 6:15:50 PM GMT £

Cancel
Manage External ZFS Storage Server

Associate External ZFS Storage Server

* ZFS Storage Server target name Associate

External ZFS Storage Servers associated with the Private Cloud Appliance

Disassociate

ZFS Storage Servers

farmzs

After successful association, the ZFS server appears in the Private Cloud Appliance
Home page.

ORACLE Enterprise Manager Cloud Control 1 I..' ' * & G)' ﬁ' O\ ; CLOUD_ADMIN v === !

Private Cloud Appliance testpca.example.com©@ 8 testpoa.example.com

E= [ Private Cloud Appliance w Page Refreshed Oct 10, 2018 6:16:33 PM GMT 0

~
4 Overview

&

Racks 1

incidents @73 @92 A o Mo

Oracle VM Manager testpca

4 PCA Rack Schematic

Front_ 3 out of 3 hardware related incident(s) not displayed in the view

.
ﬁ View (O Schematic

@® Photo-Realistic

(O Table

\ 0 Zoom () 100%

® 50%
10
PCA Rack testpca
=l 0
0

ZF S Appliance

ORACLE"
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Discover the Oracle Private Cloud Appliance

This chapter provides instructions for discovery of the Oracle Private Cloud Appliance (PCA)
through Enterprise Manager Cloud Control 13c.

Topics:

Installing the Management Agent on Oracle PCA

Installing the Oracle Enterprise Manager VT (Virtualization) Plug-in on Oracle PCA
Discovering the Oracle PCA in Enterprise Manager

— Discover Oracle Private Cloud Appliance X8-2

— Discover Oracle Private Cloud Appliance X3-2

Registering Oracle VM Manager with Oracle Enterprise Manager 13c (Oracle Private
Cloud Appliance Software Version 2.3.1 and above)

Enterprise Manager Agent Recovery After Oracle PCA Upgrade

Removing the Oracle PCA Target from Enterprise Manager

Installing the Management Agent on Oracle PCA

Before discovering the Oracle Private Cloud Appliance (PCA) in Enterprise Manager, you
must first prepare the appliance and install a Management Agent. Follow the steps below to
properly configure your Oracle PCA:

1.

ORACLE

Using the r oot account change the or acl e user password to a known password on both
management nodes of the Oracle PCA Rack:

passwd oracl e

Verify the VIP and public Enterprise Manager IP are in the / et ¢/ host s file on both
management nodes and on the Enterprise Manager host:

YOUR. VI P vi p- host 1. exanpl e. com vcal-vi p-vip
YOUR. EM P em host 1. exanpl e. com en01

On an the active management node, using the or acl e user create an agent directory on
the shared NFS directory. The shared nf s directory is required for both availability and
failover purposes.

nkdir /nfs/shared_storage/ oenagent
chown oracl e: dba /nfs/shared_storage/ oemagent
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Installing the Management Agent on Oracle PCA

< Note:

e By default, the Enterprise Manager agent port 3872 is pre-populated
by Oracle PCA software. If you use this default Enterprise Manager
agent port 3872 for pushing the agent, then this step is not needed.
If a non-default port is used for the Enterprise Manager agent, the
steps do need to be executed on standby management node.

e If the agent port is different from the default port (3872), you must
configure the firewall for that particular port, as 3872 is set by default
in the Oracle PCA management node setup.

Open an Enterprise Manager agent port in the firewall using the r oot user by
running the following command. Make sure you choose the same port while
pushing the agent in step 5:

For PCA 2.4.4 and above:

firewal | -cnmd --add-port <agent_port>/tcp --permnent
firewall-cnd --rel oad

For PCA 2.4.3 and below:

iptables -1 INPUT <line nunm> -mstate --state NEW-mtcp -p tcp --
dport <agent port> -j ACCEPT

Where | i ne_numis any line number before the rule to block all traffic. To obtain the
I i ne_numvalue tun the following commands using the r oot user:

service iptables save
service iptables rel oad

Push the Management Agent from the Oracle Management Server (OMS). From
Enterprise Manager Cloud Control:
a. From the Setup menu, select Add Target, then select Add Targets Manually.

b. Inthe Add Host Targets area of the Add Targets Manually page, click Install
Agent on Host. The Add Host wizard will begin.

c. Add a Host and Platform. On this page, click Add and select Manually. Enter
a host name (fully qualified) in the Host field. This name should be the fully
qualified virtual IP host name of the Oracle PCA rack for deploying the agent.
Select Linux x86-64 from the Platform menu.

Click Next.
d. On the Installation Details page, enter the following information:
* Installation Base Directory: / nf s/ shar ed_st or age/ oemagent

» Instance Directory: / nf s/ shared_st or age/ oenagent / agent _i nst (This
value is automatically completed based on the Installation Base Directory
input.)

* Named Credential: <agent _user nane>
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< Note:

If this is the first time you are adding a credential, an add icon (4}')
appears. Click this icon for a dialogue box that prompts for the
credentials of the agent user (or acl e/password for example).

Create a Named Credential for the or acl e user with the password you
set in step 1 above.

Once created, that credential and any other credentials that have
already been added to Enterprise Manager will be available for
selection. For an existing installation of an Enterprise Manager, a user
may already have the necessary credentials available for selection for
Oracle PCA discovery.

This root privileges field is located in between Nanme cr edenti al and
Privil eged Del egati on Setting in Enterprise Manager 13.3.

Privileged Delegation Setting: Leave the default. By default, this field is
populated with / usr/ bi n/ sudo -u YRUNAS% YCOMVANDY%

Port: By default, this field is populated with 3872. If you've not used the default
port 3872, then ensure to specify the port number.

Preinstallation Script: Leave this field blank.
Postinstallation Script: Leave this field blank.

Additional Parameters: Leave this field blank.

Once the fields are complete, click Next.

e. Onthe Review page, review the details of the host information. Click Deploy Agent.

" Note:

During the agent install as a non privileged user, the user interface will
display a warning and state that privilege scripts need to be run manually
as the root user. Select Continue All Hosts and once the agent install has
completed, run the following privileged scripts as the r oot user on the
Oracle PCA active management node:

I nfs/shared_storage/ oemagent/agent 13.4.0.0.0/root. sh

[ u01/ app/ or al nvent ory/ or ai nst Root . sh

For more information, see Meeting the Generic Prerequisites for Installing
Standalone Management Agents Using Add Host Targets Wizard or EM CLI

6. On the active management node, set the emd property Agent Li st enOnAl | NI Cs to false
by running following command with the or acl e user:

I nf s/ shared_st orage/ oemagent / agent _i nst/bin/enct| setproperty agent -nane
"Agent Li stenOnAl I NI Cs" -val ue "fal se"

ORACLE
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10.

11.

Chapter 4
Installing the Oracle Enterprise Manager VT (Virtualization) Plug-in on Oracle PCA

On the active management node, run the following command with the or acl e
user:

/ nf s/ shared_st orage/ oemagent / agent _i nst/bin/enct| setproperty agent
-al |l ow_new - nanme _di sabl eLoadDPFronCache -val ue true

On the active management node, run the following command with the or acl e user
if you are going to use Kubernetes service:

/ nf s/ shared_st orage/ oemagent / agent _i nst/bin/enct| setproperty agent
-name preferl Pv6Addresses -val ue fal se

Using the r oot account copy the following agent installation files to the passive
management node (ovcamO6r 1 is passive in this example):

scp /etclinit.d/ gcstartup root @vcamO6rl:/etc/init.d/

rsync -og /etc/oragchonelist root @vcamO6r1:/etc/oragchonel i st
rsync -rog /u0l1/app/oral nventory/ oracle@vcamO06r1:/u0l/ app/
oral nventory/

On the active management node using the r oot account remove all gc rc. d links
(no startup of agent on startup):

for x in “find /etc/rc.*/rc* | grep gcstart™; do rm $x; done

Restart the Enterprise Manager agent on the active management node as or acl e
from the agent's emctl command:

I nf s/ shared_storage/ oemagent / agent _i nst/bin/enct! stop agent
I nf s/ shared_st orage/ oemagent/agent i nst/bin/enct| start agent

Installing the Oracle Enterprise Manager VT (Virtualization)
Plug-in on Oracle PCA

The Oracle Enterprise Manager VT Plug-in must be installed on the Enterprise
Manager 13c Management Server and on the agent that is installed on the Oracle
PCA active management node. It is recommended to use the latest version of the VT
Plug-in on both the management server as well as the agent.

For more information, refer to Downloading, Deploying, and Upgrading Plug-Ins in
Enterprise Manager Cloud Control Administrator's Guide.

Discovering the Oracle PCA in Enterprise Manager

Once the pre-requisites have been satisfied, the steps below provide the instructions
to discover an Oracle Private Cloud Appliance (PCA) target in Enterprise Manager
Cloud Control:

Topics:

ORACLE

Discover Oracle Private Cloud Appliance X8-2

4-4



Discover Oracle Private Cloud Appliance X8-2

ORACLE

Discover Oracle Private Cloud Appliance X3-2

Chapter 4

Discovering the Oracle PCA in Enterprise Manager

Follow the below steps if you are discovering the Oracle Private Cloud Appliance X8-2:

1.

2.

Figure 4-1 Add Targets Manually Menu

Caonfigure Auta Discovery
Auto Discovery Results

Add Targets Manually

[

Group
Dynamic Group

Administration Groups
Generic System

Redundancy System

Generic Senvice

Initial Setup Console
Add Target

Extensibility

Proxy Settings

Security

Incidents

Motifications

Cloud

Provisioning and Patching
My Cracle Support
Middleware Management
Manage Cloud Contral
Command Line Interface

Management Packs

On the Add Targets Manually page, click Add Targets Using Guided Process.

From the Setup menu, select Add Targets, and then select Add Targets Manually:
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Figure 4-2 Add Targets Manually

Add Targets Manually

) Overview

Add Host Targets

N

|E Install Agent on Host

EE Install Agent Results

Add Host targets by installing an agent
using remote installation process. View
status of past Agent installations.

Add Non-Host Targets
Using Guided Process

%, Add Using Guided Process

Run guided discovery on a hostto find
manageable targets. Choose to promote
some or all discovered targets to become
managed.

Add Non-Host Targets
Using Declarative Process

& \]
4

j’ Add Target Declaratively

Add targets by explicitly specifying
monitoring properties.

On the Add Using Guided Process window, select Private Cloud Appliance. Click

Add to begin the discovery wizard.

Figure 4-3 Select Private Cloud Appliance

Add Using Guided Process x
Guided Discovered Target
Discovery Types
Guided Discovery Discovered Target Types
Oracle Directory Server Enterprize Edition Oracle Directory Server Enterprise Edition Server, Dir... .
Oracle Exadata Database Machine Oracle Exadata Database Machine, Oracle Engineer...
Oracle Fusion Middleware/WeblLogic Domain Oracle WeblLogic Domain
Oracle GlassFish Domain Oracle GlassFish Domain
Oracle SuperCluster Oracle Exadata Storage Server, Systems Infrastructur...
Oracle Virtual Platform Oracle Virtual Platform
Private Cloud Appliance Systems Infrastructure Switch, Systems Infrastructur...
Recovery Appliance % Recovery Appliance I
Standalone Oracle HTTP Server Oracle HTTP Server
Systems Infrastructure Cisco Switch Systems Infrastructure Cisco Switch =
Systems Infrastructure Oracle InfiniBand Switch Systems Infrastructure Oracle InfiniBand Switch
Systems Infrastructure POU Systems Infrastructure PDU
Systems Infrastructure Rack Systems Infrastructure Rack M
Systems Infrastructure Server ILOM Systems Infrastructure Server ILOM 57
Cancel
On the Discovery Inputs page, you will need to enter the Monitoring Agent host
location.
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Figure 4-4 PCA Discovery Wizard: Discovery Input

[ J
Discovery Input Discovery
Prerequisites
Private Cloud Appliance Discovery Wizard: Discovery Input Step 10f5 Hext Cancel

Select an Enterprise Manager Agent with access to Private Cloud Appliance Engineered system. The agent will communicate
with the Management Mode Host of the Private Cloud Appliance Engineered System to discover all supported targets in the
system.

* Monitoring Agent L

Click the Search icon to display the Select Discovery Agent pop-up window:

Figure 4-5 Select Discovery Agent

Select Discovery Agent >

4 Search

Target Name

Search
Target Name Status
pcal.example.com: 3378 4+
poad.example.com: 1728 %

Mode Single Select

Select Cancel

Select the URL from the available list. Once you select the URL, the Management Agent

field on the Discovery Input page should auto-populate with the required information.

Click Next.

5. On the Discovery Prerequisites page, a series of checks are conducted automatically.
Any errors returned must be resolved before continuing.

ORACLE

4-7



Chapter 4
Discovering the Oracle PCA in Enterprise Manager

Figure 4-6 PCA Discovery Wizard: Discovery Prerequisites

Discovery Input Discovery Discovered Targets
Prerequisites

Private Cloud Appliance Discovery Wizard: Discovery Prerequisites Back Step20!5 MNext  Reload  Cancel

Private Cloud Appliance prerequisites check information table. ERROR severity messages have to be resolved before being able to proceed with the discovery.

@& TIP Click Reload fo execute prarequisites check again.

Severity Message

[i ] Discovered Engineered System Privale Cloud Appliance host! example.com.
Li ] Discoverad Engineered System Rack PCA Rack hostl.example.com,
Li ] Total 17 targets were discovered
3
< Note:

If you get error severity messages, you must resolve the errors then click
Reload to run the prerequisites check again.

Click Next.

A confirmation pop-up window will appear to show how many targets to be
discovered:

Figure 4-7 Confirmation Window

& Confirmation

Private Cloud Appliance Engineered System Discovery -
Completed Successfully

Discovery completed. 16 targets found.

Close

Click Close to continue.

6. On the Discovered Targets page, select the targets you want included in the
discovered PCA rack. By default, all available targets are pre-selected.
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Figure 4-8 PCA Discovery Wizard: Discovered Targets in X8-2

@) @) @
Discovery Input Discovery Discovered Targets  Monitoring Credentials
Prerequisites

Private Cloud Appliance Discovery Wizard: Discovered Targets Back Step30f5 Next  Cancel
List of all targets discovered in the Private Cloud Appliance Engineered System. Please uncheck the targets, that are to be ignored by this discovery wizard. ~
@ TIP Al discovered components are pre-selected by default

4 Management Nodes

Select Rack Name Name

PCA Rack host1.example.com ilom1/host1.example.com

PCA Rack host1.example.com llom2/host1.example.com

4 Compute Nodes

Select Rack Name Name

PCA Rack host1.example.com ilom-cn10/host1.example.com

PCA Rack host1.example.com llom-cn09/host1.example.com

PCA Rack host1.example.com lom-cn08/host1.example.com

PCA Rack host1.example.com llom-cnO7/host1.example.com

4 ZFS Storage Servers

Select Rack Name Name

PCA Rack host1.example.com zfs2/host1.example.com

PCA Rack host1.example.com zfs1/host1.example.com

4 Ethernet Switches

Select Rack Name Name

PCA Rack host1.example.com eth3/host1.example.com

PCA Rack host1.example.com eth2/host1.example.com

PCA Rack host1.example.com eth1/host1.example.com v

Click Next.

7. On the Monitoring Credentials page, the credentials must be set for each component in

the Oracle PCA rack. A red status flag is shown for all components where the credentials
are not set.

For each component type, click the Edit icon. In the Monitoring Credentials pop-up, enter
the user name and password for each component in the Oracle PCA rack:

Figure 4-9 Component Monitoring Credentials

ilom1/pcal.example.com Menitoring Credentials x
Use same credentials for all Management Nodes targets Save Cancel

Credential type ILOM S5H Credentials |E|
* Username
* Password

* Confirm Password
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You can select Use same credentials for all in the credential's edit dialog to use
the same credentials for all targets of the type. The images below show the
examples of the Cisco Switch Credentials and the Monitoring Credentials pages
with all credentials set:

Figure 4-10 PCA Discovery Wizard: Cisco Switch Credentials

eth3/host1.example.com Monitoring Credentials x
Use same credentials for all Systems Infrastructure Switch targets D Test and Save Save Cancel
3 . . . ~
Credential type Cisco Switch 10S Credentials o
= = i
Login User Name admin
*
User Password eesess
= o
Confirm User
Password
*= P
Privileged EXEC
Password
* - SR
Confirm Privileged
sasess
EXEC Password
Credential type SNMP V112 Credentials | v
* o .
Community String eesess
* . :
Confirm Community
string v
O C [}
Discovery Input ry Discovered Targets Monitoring System Review
Prerequisites Credentials
Private Cloud Appliance Discovery Wizard: Monitoring Credentials Back Slep40of5 Hext Cancel
Provide monitoring credentials to enable monitoring of the targets A
& TIP You can check Use for al.” option in the credentials edit dialog to use same credentials for al targets of the type.
4 Management Nodes
Monitoring Credentials
Managed Rack Name Name
Status Edit  Configured Credentials
PCA Rack host1.example.com ilom1/host1.example.com rd ILOM SSH Monitoring Credentials: password="*"*, usemame=root
PCA Rack host1.example com llom2/host1.example.com ra ILOM SSH Monitoring Credentials: password="""", username=root
4 Compute Nodes
Monitoring Credentials
Managed Rack Name Name
Status Edit  Configured Credentials
PCA Rack host1.example.com ilom-cn10/host1.example.com ’d ILOM SSH Monitoring Credentials: password="""", usemame=root
PCA Rack host1.example.com llom-cn09/host 1.example.com 2 ILOM SSH Monitoring Credentials: passward=""*, username=raot
PCA Rack host1.example.com ilom-cn0B/host 1.example.com 7 ILOM SSH Monitoring Credentials: password="""*, username=root
PGA Rack host1.example.com ilom-cn07/host1.example.com z ILOM SSH Monitoring Credentials: password="""*, usemame=root
4 ZFS Storage Servers
Monitoring Credentials
Managed Rack Name Name
Status Edit  Configured Credentials
PCA Rack host1 example.com zfs2lhost1.example.com & ZFSSAHTTP Credential Set Alias=root, Password=""*
PCA Rack host1.example.com 2Zfs1/host1.example.com 2 ZFSSAHTTP Credential Set Alias=root, Password="x
4 Ethernet Switches
Monitoring Credentials
Managed Rack Name Name
Status Edit  Configured Credentials
PCA Rack host1.example.com eth3/host1.example.com 7 Cisco Switch 10S Monitaring Credentials: privpass="""", usemame=admin, userpass="""" | SNMP V1//2 or V3 Monitoring Credentials: COMMUNITY=""*"
PCA Rack host1.example.com eth2/host1.example.com & Cisco Switch 05 Monitoring Credentials: privpass=****, usemame=admin, userpass="** | SNMP VN2 orV3 Monitoring Credentials: COMMUNITY=+++

Click Next.

8. On the System Review page, click Promote Targets to promote all components of

the Oracle PCA rack. If any component fails the promotion process, click Back to
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update the inputs for that component. A pop-up window will appear to show the progress.
Once complete, click Close.

Figure 4-12 Target Promotion Confirmation

& Confirmation
Private Cloud Appliance Engineered System Promotion - Completed Successfully

4 Hide

Targets promotion completed. 19 new targets were promoted.

Private Cloud Appliance pca.example.com associated to rack(s).

Adding targets to Private Cloud Appliance Engineered rack(s) system completed.

Private Cloud Appliance Engineered System promotion task completed. Duration 30,405 m

4 T

Close

The image below shows an example of completed promotion of all components:
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Figure 4-13 PCA Discovery Wizard: System Review

O O O O [ ]
Discovery Input Discovery Discovered Targets Maonitoring Credenfials

System Review
Prerequisites

Private Cloud Appliance Discovery Wizard: System Review

Back SlepSofs Close

a

Promotion of targeis can be started by clicking 'Promote Targets' button. After promotion process is completed table is updated with the promotion results.
& TIP After promotion, you can diractly navigata to targate by chcking links in the Name' column

@& TIP If pramation of fargel(s) failed, you can navigals back fxing npuls and proceeding with "Promots Targets’ again

4 Private Cloud Appliance Engineered Systems
Managed Name Promoted Target Promotion Status
= Add Largel Privale Cloud Appliance
host1 example com completed

successiully

. * Targe! Private Cloud Appliance
= Private Cloud Appliance hosti example.com =8
hastl example com association
with PC:4 Rack hostl example.com
cornplated sutcessmully
4 Racks

Managed Name Promoted Target Promotion Status

* Addtarget PCA Rack
Lil PCARack hostl.example.com _Lil hosil example cam completed
successfully

4 Management Nodes

Managed Rack Name Hame

Promoted Target Promotion Status
* Add target llom1/mostl example_com

completed successiully
[ PCA Rack host _sxampla.com ilom1mostt example.com )

* Target flom/host] . example.com
is placed in rack PCARack hostl,

example.com on

Click Close.

Discover Oracle Private Cloud Appliance X3-2

Follow the below steps if you are discovering the Oracle Private Cloud Appliance X3-2:
1.

From the Setup menu, select Add Targets, and then select Add Targets
Manually:
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Figure 4-14 Add Targets Manually Menu

Initial Setup Console

Configure Auto Discovery Add Target .
Auto Discovery Results Extensibility »
Add Targets Manually I}, Proxy Settings g
Group Security g
Dynamic Group Incidents g
Administration Groups Motifications »
Generic System Cloud »
Redundancy System Provisioning and Patching Pk
Generic Service My Qracle Support g

Middleware Management b
Manage Cloud Control b
Command Line Interface

Management Packs L4

2. On the Add Targets Manually page, click Add Targets Using Guided Process.

Figure 4-15 Add Targets Manually

Add Targets Manually

b Overview
Add Host Targets Add Non-Host Targets Add Non-Host Targets
Using Guided Process Using Declarative Process
m '\
N
|E Install Agent on Host &= Add Using Guided Process /’ Add Target Declaratively

EE Install Agent Results

Add Host targets by installing an agent Fun guided discovery on a hostto find Add targets by explicitly specifying
using remote installation process. View manageable targets. Choose to promote monitaring properties.
status of past Agent installations. some or all discovered targets to become

managed.
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3. On the Add Using Guided Process window, select Private Cloud Appliance. Click
Add to begin the discovery wizard.

Figure 4-16 Select Private Cloud Appliance

Add Using Guided Process x
Guided Discovered Target
Discovery Types
Guided Discovery Discovered Target Types
Oracle Directory Server Enterprise Edition Oracle Directory Server Enterprise Edition Server, Dir... .
Oracle Exadata Database Machine Oracle Exadata Database Machine, Oracle Engineer...
Oracle Fusion Middleware/WeblLogic Domain Oracle WebLogic Domain
Qracle GlassFish Domain Oracle GlassFish Domain
Oracle SuperCluster Oracle Exadata Storage Server, Systems Infrastructur...
Oracle Virtual Platform Oracle Virtual Platform
Private Cloud Appliance Systems Infrastructure Switch, Systems Infrastructur...
Recovery Appliance % Recovery Appliance
Standalone Oracle HTTP Server Oracle HTTP Server
Systems Infrastructure Cisco Switch Systems Infrastructure Cisco Switch =
Systems Infrastructure Oracle InfiniBand Switch Systems Infrastructure Oracle InfiniBand Switch
Systems Infrastructure PDU Systems Infrastructure POU
Systems Infrastructure Rack Systems Infrastructure Rack
Systems Infrastructure Server ILOM Systems Infrastructure Server ILOM 57

Cancel

4. On the Discovery Inputs page, you will need to enter the Monitoring Agent host
location.

Figure 4-17 PCA Discovery Wizard: Discovery Input

@
Discovery Input Discovery
Prerequisites
Private Cloud Appliance Discovery Wizard: Discovery Input Step 1 of 5 Mext  Cancel

Select an Enterprise Manager Agent with access to Private Cloud Appliance Engineered system. The agent will communicate
with the Management Mode Host of the Private Cloud Appliance Engineered System to discover all supported targets in the
system.

* Monitoring Agent o,

Click the Search icon to display the Select Discovery Agent pop-up window:
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Figure 4-18 Select Discovery Agent

Select Discovery Agent >

4 Search

Target Name

Search
Target Name Status
pcal.example.com: 3378 4+
poad.example.com: 1728 %

Mode Single Select

Select  Cancel

Select the URL from the available list. Once you select the URL, the Management Agent
field on the Discovery Input page should auto-populate with the required information.

Click Next.

5. On the Discovery Prerequisites page, a series of checks are conducted automatically.
Any errors returned must be resolved before continuing.

Figure 4-19 PCA Discovery Wizard: Discovery Prerequisites

®
Discovery Input Discovery Discovered Targets
Prerequisites

Private Cloud Appliance Discovery Wizard: Discovery Prerequisites Back Step20f5 Mext  Reload  Cancel

Private Cloud Appliance prerequisites check information table. ERROR severity messages have to be resolved before being able to proceed with the discovery.

L‘-’F TIP Click Relsad fo execute prerequisites check again.

Severity Message

i) Discovered Engineered System Private Cloud Appliance hostl.example.com.
i ] Discovared Engineered System Rack PCA Rack host!.example.com,
(i ] Total 17 targets were discovered
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< Note:

If you get error severity messages, you must resolve the errors then click
Reload to run the prerequisites check again.

Click Next.

A confirmation pop-up window will appear to show how many targets to be
discovered:

Figure 4-20 Confirmation Window

& Confirmation

Private Cloud Appliance Engineered System Discovery -
Completed Successfully

Discovery completed. 16 targets found.

Close

Click Close to continue.

On the Discovered Targets page, select the targets you want included in the
discovered PCA rack. By default, all available targets are pre-selected.
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Figure 4-21 PCA Discovery Wizard: Discovered Targets

» - | ]
Discovary Input Discovary Discovered Targets  Monitonng Credentials
Praraquisies
Private Cloud Appliance Discovery Wizard: Discovered Targets Back Step3of5 Mext Cancel

List of all targets discoverad in the Private Cloud Appliance Engineerad System. Please uncheck the fargets, that are fo be ignored by this discovery wizard.

¥ TIP &l decoversd components are pre-sslectsd by default

4 Management Nedes

Select Rack Name

7 PCARack hosti.example.com
¥ PCA Rack host1 axample.com
4 Compute Nodes

Select Rack Name

4 PCA Rack hostl axampla com
i PCA Rack hostl.example.com
) PCA Rack host.exampla.com
+ PCARack hostl axample com
] P A Rack hostl example com
C FCA Rack hostl example_com

Name
ilomt mastt amn‘.pla com

ilom2mostl exampla.com

Hame

ilom-en 2thost example.com
flom-cn1/hostl example.com
flomecn 1 DmostT examphe com
ilom-cndiost example, com
ilem-cnd8ihostl example.com

llom-cnd7ihostl_example.com

4 Ethernet Switches
Salact Rack Name Name
7| PCA Rack hostl.axample_com ethernet!host1 example.com

4 Fabric Interconnect Switches

Select Rack Name Name

& PCA Rack hostl exampla_com fabric1/host! .example.com

& PCA Rack hostl exampla com fabric2/hostl. example.com
Click Next.

7. On the Monitoring Credentials page, the credentials must be set for each component in
the Oracle PCA rack. A red status flag is shown for all components where the credentials
are not set.

For each component type, click the Edit icon. In the Monitoring Credentials pop-up, enter
the user name and password for each component in the Oracle PCA rack:

Figure 4-22 Component Monitoring Credentials

ilom1/pcal. example.com Monitoring Credentials x
Use same credentials for all Management Nodes targets Save Cancel

Credential type ILOM S5H Credentials IEI
* Username
* password

* Confirm Password
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< Note:

In a default case, for the InfiniBand Switch, enter public in the
Community String mandatory field input.

You can select Use same credentials for all in the credential's edit dialog to use
the same credentials for all targets of the type. The image below shows an
example of the Monitoring Credentials page with all credentials set:

Figure 4-23 PCA Discovery Wizard: Monitoring Credentials

O O O ®
Discovery Input Discovery Discovered Targets Monitoring System Roview
Prarequisites Credentials
Private Cloud Appliance Discovery Wizard: Monitoring Credentials Back Step4of5 Mext  Cancel

-

Provide monitonng credentials 1o enable monilaring of the tangets

& TIP You can check Use for all.* opion in the credentiais edit disiog o sse same credantials for al targats of the type

4 Management Nodes

Maonitoring Credentials

Managed Rack Hame Name
Status Edit Configured Credentials
PCA Rack hosil, exampla.com flom1Mmostl exampla.com t’l & ILOM S5H Monitoring Credent
PCA Rack hostl, example com ilom2Mmost, exampla.com i r ILOM S5H Monitoring Credent

4 Compute Nodes 3

Meonitoring Credentials
Managed Rack Hame Name

Status Edit Configured Credentials
PCA Rack host example ¢ om en12Most example com lﬂ 2 ILOM S5H Monitoring Credent
PCA Rack hostl example com eniihosti example com E & ILOM S2H Monitoring Credent
PCa Rack hostl, examplie.com cnl ihost! example com E 7 ILOM 35H Monitoring Credent
PCA Rack hostl example.com en8hostl example com e & ILOM 33H Monitoring Credent..
PCA Rack hostl, example.com en(Bihaost! axample.com = & ILOM 55H Monitoring Credent
PCA Rack hosil.example_com cni7host! example com el & ILOM S5H Monitoring Credent..

4 Ethernet Switches
Monitoring Credentials
Managed Rack Name Name
Status Edit Configured Credentials

PCA Rack hostl esample com ethemet] host example com l’J This Target daes not require

4 Fabric Interconnect Switches
Monitoring Credentials
Managed Rack Hame Name
Status Edit Configured Credentials

PCA Rack hosti example.com fabricl host1 example com Fr This Target does nol require =

Click Next.

8. On the System Review page, click Promote Targets to promote all components of
the Oracle PCA rack. If any component fails the promotion process, click Back to
update the inputs for that component. A pop-up window will appear to show the
progress. Once complete, click Close.
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Figure 4-24 Target Promotion Confirmation

& Confirmation
Private Cloud Appliance Engineered System Promotion - Completed Successfully

4 Hide

Targets promotion completed. 19 new targets were promoted.

Private Cloud Appliance pca.example.com associated to rack(s).

Adding targets to Private Cloud Appliance Engineered rack(s) system completed.

Private Cloud Appliance Engineered System promotion task completed. Duration 30,405 m

4 T

Close

The image below shows an example of completed promotion of all components:
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Figure 4-25 PCA Discovery Wizard: System Review

) ) O [ ]
Discovery Input Discovery Discovered Targets Maonitoring Credenfials System Review
Prerequisites

Private Cloud Appliance Discovery Wizard: System Review Back StepSafs Close
Promotion of targets can be started by clicking 'Promote Targets® button. After promotion process is completed table is updated with the promotion results. =

E;" TIP After promotion, you can diractly navigats to targate by clicking links in the "Name® column

@ TP Ir pramation af targel(s) faiied, you can navigals back fing npuls and proceeding with ‘Promols Targets® again

4 Private Cloud Appliance Engineered Systems

Managed Name Promoted Target Promotion Status

= Add Largel Privale Cloud Appliance
host1 example com completed

successiully

. # Target Private Cloud Appliance
F—" Private Cloud Appliance hosti_example.com F—'
hastl example com association
with PC:4 Rack hostl example.com
cormpleted siuccessiully
4 Racks

Managed Name Promoted Target Promotion Status

* Addtarget PCA Rack
Lﬂ PCARack hostl.example.com _Lil hosil example cam completed

successfully
4 Management Nodes

Managed Rack Name Hame Promoted Target Promotion Status

» Add target llom1/host! exampla_com
completed successiully

FI PCA Rack hostl_axampla.com llom1most] example.com Fj = Target jlomd hostl exampls.com

is placed in rack PCARack hostl.

example.com on -

Click Close.

New Features in Oracle Fabric Interconnect Target

This section provides information about new features in Oracle Fabric Interconnect
Target.

Enterprise Manager 13.3 introduces new features to the Oracle Fabric Interconnect
Target. The following information can now be monitored:

e Cumulative performance

* The managed devices and their serial numbers
e The discovered servers

e The configured I/O templates

* Network and storage clouds

e The Alarms tracked by the Oracle Fabric Manager
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To view this information, select the Fabric Interconnect Target from All Targets menu or
click the Fabric Interconnects on the Private Cloud Appliance's Target Navigation Tree.

Figure 4-26 Oracle Fabric Interconnect Target Home Page

ORACLE’ Enterprise Manager Cloud Control 13c macepie? @Imesy  frescisr Onseyr Fsewr O A Cloln e
1 ovcaswisr1 @ B testpca.axample.com
F= (@ Fabricinterconnedt v Page Refreshed Oot 10, 2018 5:57-01 PM GUT 4)
4 Summary 4 Devices
Status ’LT Up Hostname IP address Model Software Version State
Fabric Manager oo avcaswi5el 192.188.4204 VPTS0CHQDR Build 29.0-XGOS - (roct] Tue D, 4+
Version T
HA Mode  active 4 10 Templates
Serial Number 201420102
Hame Description VHBAS wNICs
4 Servers No dst to display
Name Host 05 10 Profile Hame  vHBAs  vHICs
4 storage Clouds
oveamn0&r1 Linue'4.1.12-112.14.15 2luek x86_ aveamn0&ri
Hame Ports
oveaen08r1 Linux'4.1.12-103.9.6 elGuek x8! ovcacn08r1 4 4
Cloud_A 2
oveaen08r1 Linux'4.1.12-103.9.6 elBuek x8! ovcacn08r1 -
discovered-storage-cloud 8
ovesen11r1 ovcacn11r1 4 4
Cloud_C 2
oveaen07r1 Linu4.1.12-112.1 uekxB86_.. ovcacn07r1 -
Cloud_D 2
ovesenl2rl Linux4.1.12-112.14.15. uek.xB80_... ovcacn12rl 4 4 -
) Cloud_B 2
oveamn0srt Linux4.1.42-112.1 avcamn0Se1
oveseni0rl Linux/4 1.12-102.9 8 el8usk xB8_84/ oweacn10r1 4 4
4 Cumulative Performance
4 Network Clouds =
_ 15
Hame Lags Ports tw
discovered-netwark-cloud 0 a2 = g
vm_public_vlan o - m €
= 5
vm_privste 0 0 N
'35332 PM 05:08 05:14 05:20 05:26 05:32 05:38 05:44 05:50 05:56
mgmt_public: eth 0 4 Ociober 10 2018
mgmt_pwi 0 0 PR 3
B NIC Total (ME/S) i vHBA Toral (ME)
Table View
4 Incidents e
Incidents
Updated inlast 7 days ()
Breakdown of incidents updated in the last 7 days
Category e O ~
Availability - -
Performance
Security
Others
Problems
Total Open ()

Oracle Fabric Manager supports high availability mode, in which multiple Fabric Manager
servers are associated with each other to provide a system of Fabric Manager servers that
operate in active or passive roles. The summary section of the Fabric Interconnect home
page lists the current Oracle Fabric Manager's status and version, and the high availability
mode.

Cumulative Performance

When vNICs and vHBAs are configured and deployed on the host server, it can be seen in
the graph of the network and storage total throughput.

Devices

Information about the Oracle Fabric Interconnect chassis and the Oracle SDN that are
managed through the Oracle Fabric Manager is displayed in the Fabric Interconnect home
page. The Devices table displays the host name of each managed device, the device IP
address, the software version currently installed on each managed device, the current state
of the managed device and the model of the device.

Servers
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Oracle Fabric Manager discovers servers that are connected through the devices and
have Oracle Virtual Networking Drivers installed. This table lists the host name of each
server that Oracle Fabric Manager has discovered, the operating system currently in
use on the host server, the name of the I/O profile bound to each server, and the total
number of vNICs and vHBAs that are configured on the server.

1/10 Templates

When I/O templates are configured, they are listed in the Fabric Interconnect home
page regardless of whether they are deployed to a host server or not. This table lists
the name of each configured 1/0O template, the total number of vNICs and vHBAs
configured in each 1/O template, and the description that was applied to the 1/0O
template.

Network Clouds

Information about the Private Virtual Interconnect (PVI) clouds is displayed. If Oracle
Fabric Interconnect is attached, this table lists the name of each configured cloud, the
number of Ethernet ports, and link aggregation groups (LAGS) in the cloud.

Storage Clouds (only for Oracle Fabric Interconnect)

Information about the configured storage clouds is displayed. This table lists the name
of each configured cloud, and the number of Fibre Channel ports in the storage cloud.

Alarms

The Oracle Fabric Interconnect target monitors system events and network
management alarms tracked by the Oracle Fabric Manager.

The alarms shown in the Fabric Interconnect home page are of one of the following
severities:

e Critical

*  Major

e Minor

*  Warning

To view critical, major, minor, and warning alarms go to the Target's All Metrics page,
and select the Alarms metric. Critical alarms are displayed in the Incidents and
Problems section of the Fabric Interconnect home page. Major, warning and minor
alarms can also appear on the Incidents and Problems section, if the user activates a
rule for this purpose.
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Figure 4-27 Alarms Shown in the All Metrics Page

ORACLE Enterprise Manager Cloud Control 13¢
T ovcasw15r1 @
= ©) Fabric Interconnect v
ovcaswl5ri/testpeca.example.com = All Metrics

All Metrics

ur ©-

Search Q Alarms
Description : Fabric Interconnect Alarms
View v T Collection Schedule Every 5 Minutes o
4 ovcaswi15r1/testpoa.example.com Upload Interval Every Collection
b [\ Alarms Last Upload Oct 10, 2018 5:00:54 PM GMT
P Devices DN Chassis Name
» 10 Templates
b system-ovcasw.. ovcaswisri
b MNetwork Clouds
b Response 1 b system-ovcasw... ovcaswi15ri
b Serial Number
b system-ovcasw.. ovcaswisri
b Servers
B Stats b system-ovcasw... ovcaswl5ri
» Storage Cloud
b system-ovcasw.. ovcaswisri
b Summary
F  system-ovcasw. ovcasw15r1
< 5 & Data shown in above table is collected in real time

*x- O £t~

Description

The process ha.
link lost
link lost
link lost
link lost

stateful active e

Page Refreshed Oct 10, 2018 6:03:37 PM GMT 0

Detailed

num-restars is 1;

admin-state is ...

admin-state is ...

admin-state is ...

admin-state is ...

oper-state is fail.

S |

Severity

4

4

CLOUD_ADMIN w

B testpca.example.com

/ST K o

Important Steps to Enable the Fabric Interconnect Target

Execute the following steps to enable the Fabric Interconnect Target's new features if the
version of Oracle Enterprise Manager that you're using is 13.2 with 28195765 [Jun'18 ] BP or

earlier:

e Upgrade the OMS to 13.4.

e From both the Fabric Interconnect home page menu, select Control, and then select
Create Blackout option to enable blackout for both the Oracle Fabric Interconnect Targets
(not a full Private Cloud Appliance blackout):

e Upgrade the agent from 13.2 to 13.4.

e Execute the steps in the Prerequisites to Monitor the Fabric Interconnect in Oracle
Private Cloud Appliance section to setup the Fabric Interconnect.

e Rediscover the Fabric Interconnect Targets by following the steps in Private Cloud
Appliance Rack Discovery section and at Step 7, explicitly enter the root/administrator
credentials to access the Oracle Fabric Manager.

e Promote the Target

e Clear the Blackout state for both the Oracle Fabric Interconnect Targets. To clear the
Blackout state, perform following steps:

—  From both the Fabric Interconnect home page menu, select Control.

— Select End Blackout option.

ORACLE
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Registering Oracle VM Manager with Oracle Enterprise
Manager 13c (Oracle Private Cloud Appliance Software
Version 2.3.1 and above)

ORACLE

As the Oracle PCA version 2.3.1 has Oracle VM Server 3.4.2, a tcps certificate is not
required for registration with Oracle Enterprise Manager. Oracle VM Manager version
3.4 contains an internal Certificate Authority (CA) that is used to perform certificate-
based authentication and to sign the SSL certificate that is used for the web-based
user interface. Certificates are generated automatically upon the install of the Oracle
PCA 2.3.1 software. The export and import of the Oracle VM Manager Weblogic
certificate is required and detailed below.

For a new install of Oracle PCA software 2.3.1 and above, follow this procedure:

» As the root user, and on the Oracle PCA active management node, export the
Oracle VM Manager certificate

[ u01/ app/ or acl e/ ovm nanager - 3/ ovm upgr ade/ bi n/ ovirkeyt ool . sh
exportca > /u01/ app/ oracl e/ ovm manager - 3/ ws

* As the agent user, and on the Oracle PCA active management node, import the
Oracle VM Manager certificate using password "welcome"

/ nf s/ shared_storage/ oenagent/agent 13.4.0.0.0/bin/entt| secure
add trust _cert to jks -trust _certs_|oc /u0l/app/oracle/ovm
manager-3/ws -alias ovmm

To register Oracle VM Server 3.4.2 and above from the Oracle Enterprise Manager Ul,
follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. From the Infrastructure Cloud menu, select Register OVM Manager. The Add
Oracle VM Manager page appears.

3. Enter the Name for the Oracle VM Manager instance to be registered.
For Example: PCA- OVMM

4. Select the Management Agent to monitor and manage the Oracle VM Manager
instance to be registered. Select the agent running on the management nodes.

5. Enter the Oracle VM Manager URL.
For example:

-tcps: /! (As tcps specification is not required for Oracle VM Manager 3.4.2 and
later, enter a dummy URL such as tcps: // here)

Enter the Oracle VM Manager's Console URL. This is the URL to enable the VNC
Console for the Guest VMs.

The URL must be in the following format:

https://<pca-oracl e-vm nanager - FQDN>: 7002/
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By default, data from Oracle VM Manager is automatically synchronized with Enterprise
Manager at fixed intervals of time. If you do not wish to enable this option, you must
disable the Automatic Synchronization checkbox and manually synchronize the data. For
more information on the automatic and manual synchronization options, refer to
Synchronizing the Oracle VM Manager Targets for details.

Enter the administrator user name and password to connect to the Oracle VM Manager
URL provided in Step 5. If you want to use separate credentials for managing Oracle VM
Manager, check the Use Administration Credentials check box. If you do not specify
separate credentials, the monitoring credentials are used by default.

Click Submit to register the Oracle VM Manager. You can now use the Oracle VM
Manager to monitor and manage the virtualization targets in Enterprise Manager.

For more information, refer to Registering the Oracle VM Manager in the Enterprise Manager
Cloud Administration Guide.

Enterprise Manager Agent Recovery After Oracle PCA Upgrade

ORACLE

This procedure covers Enterprise Manager agent recovery for Oracle PCA upgrades from
version 2.3.1. If your Oracle PCA is not 2.3.1 then refer to My Oracle Support note
2242177.1, which includes steps for Oracle Enterprise Manager.

# Note:

e For Private Cloud Appliance v2.3.3 and lower, the Enterprise Manager agent
must be stopped before initiating the PCA upgrade. To stop the agent run the
following command: / nf s/ shar ed_st or age/ oemagent / agent _13. 4. 0. 0. 0/ bi n/
enct| stop agent .

e Itis recommended to upgrade the OMS and PCA management node agent to
the latest version of the VT and supporting plugins.

With the r oot account backup the oral nvent ory agent to the NFS-shared location:

cd /u01/ app
tar -cvf EMagent_oralnventory.tar oralnventory
cp EMagent _oral nventory.tar /nfs/shared_storage

Create the full blackout on Oracle PCA rack.

To create full blackout on Oracle PCA rack, login to the Enterprise Manager 13c Ul as the
Cloud Administrator and do the following:

e From the Targets menu, select Private Cloud Appliance.

e From the Private Cloud Appliance home page menu, select Control, and then
select Create Blackout option.

Enter suitable information describing the reason for the blackout.
Update the Oracle PCA rack.

For more information, refer to Updating Oracle Private Cloud Appliance.
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< Note:

If you are running or upgrading to Oracle Private Cloud Appliance
Software v2.4.3 or lower, then Steps 4 to 10 are not required.

4. The next step is to recover the Oracle Enterprise Manager agent installed on the
NFS shared storage which is presented to both active and passive management
nodes.

You should restore the or al nvent ory backup taken in the first step as the r oot
user on the active management node:

pca- check- mast er
NODE: 192.168.4.4 MASTER True"

cp /' nfs/shared_storage/ EMagent _oral nventory.tar /u0l/app

tar -xvf EMagent_oralnventory.tar

5. Keep the same password you created in Installing the Management Agent on
Oracle PCA for the or acl e user on both management nodes:

passwd oracle
6. Run the privileged agent scripts as r oot on the active management node:

I nfs/shared_st orage/ oenagent / agent _13. 4. 0. 0. 0/ root. sh
[ u01/ app/ or al nvent ory/ or ai nst Root . sh

7. The Oracle Enterprise Manager agent needs to be under control of the Oracle
Private Cloud Appliance software and not any local OS based startup scripts.
Therefore, as the r oot user on the active management node, you should remove
any OS based rc. * links to scripts.

for x in “find /etc/rc.*/rc* | grep gcstart™; do rm $x; done

8. Copy the following agent installation files to the passive management node as the
root user (Exanpl eUser 1 is passive in this example):

scp /etc/init.d/gcstartup root @xanpl eUserl:/etc/init.d/
rsync -og /etc/oragchomelist root @xanpl eUser1:/etc/oragchoneli st

rsync -rog /u0l/app/oral nventory/ oracl e@xanpl eUser1:/u01/ app/ oral nventory

9. Add the Enterprise Manager agent port to the number chosen during agent push
(see Installing the Management Agent on Oracle PCA) to the firewall settings on
both management nodes (active and passive):

" Note:

By default, the Enterprise Manager agent port 3872 is pre-populated by
PCA software. If you used this default Enterprise Manager agent port
3872 for pushing the agent, then this step is not needed.
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For PCA 2.4.4 and above using the r oot user:

firewal | -cnd --add-port <agent_port>/tcp --permnent
firewall-cnd --rel oad

For PCA 2.4.3 and below using the r oot user:

iptables -1 INPUT <line_num> -mstate --state NEW-mtcp -p tcp --dport
<agent _port> -j ACCEPT

| i ne_numis the any line number before the i pt abl es rule to block all traffic. | i ne_num
can be obtained using the following commands as r oot user:

service iptables status
service iptables save
service iptables rel oad

If you are using Kubernetes, on the active management node run the following command
as oracl e user:

I nf s/ shared_storage/ oemagent/agent i nst/bin/enct| setproperty agent -nane
pref er| Pv6Addr esses
-val ue fal se

Restart the Enterprise Manager agent on the active management node as or acl e user
from the agent's EMCTL command:

/ nfs/ shared_st orage/ oemagent / agent _i nst/bin/enctl stop agent
/ nfs/ shared_st orage/ oemagent / agent _i nst/bin/enctl start agent

12. Remove the blackout on Oracle PCA rack.

" Note:

On Oracle Private Cloud Appliance X3-2, after the upgrade of Private Cloud
Appliance is complete and the agent is restored, you must ensure that Prerequisites
to Monitor the Fabric Interconnect in Oracle Private Cloud Appliance are met to
enable the new Fabric Interconnect Target features in Oracle PCA.

Removing the Oracle PCA Target from Enterprise Manager

To remove the Oracle Private Cloud Appliance (PCA) target from Enterprise Manager
monitoring:

ORACLE

# Note:

Removing the Oracle PCA target from Enterprise Manager monitoring will also
remove all PCA components from monitoring (for example, the Compute and
Management Nodes, InfiniBand switches, Ethernet and Fabric Interconnect
switches, Storage Servers, and so forth).
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1. From the Targets menu, select the Private Cloud Appliance item:

Figure 4-28 Targets Menu

All Targets Cirl+3hift+T

Groups
Systems

Senices

Hosts

Databases
Middleware

Business Applications

Composite Applications

Private Cloud Appliance

Then, on the Targets page, select the Private Cloud Appliance item and click
Remove.

2. Alternatively, you can remove the target from the PCA target home page. Click the
Private Cloud Appliance menu, then select Target Setup, then select Remove
Target:
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Figure 4-29 Remove Target

= Private Cloud Appliance

Home

& Openthe home page in a new window.

Monitoring b
Diagnostics L4
Contral g
Job Activity

Information Publisher Reports

Members g
Configuration L4
Compliance

Maonitoring Configuration
Target Setup

Administrator Access
Target Sitemap

Remaove Target... %
Target Information
Add to Group...

Properties

3. A confirmation pop-up window appears:

Figure 4-30 PCA Target Removal Confirmation

E cConfirmation

You have chosen to remove Private Cloud Appliance pcal.
example.com (Private Cloud Appliance). Do you want to
proceed?

Yes No

Click Yes to continue.

4. Atfter the PCA target is removed, the All Targets page will reload. A confirmation message
will show that the PCA target and all of its components have been removed:
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Figure 4-31 Oracle PCA Target Removed - All Targets Page
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Appliance

This chapter provides instructions for monitoring the Oracle Private Cloud Appliance (PCA)
through Enterprise Manager Cloud Control 13c.
The following topics are provided:

e About the Private Cloud Appliance Homepage
e Using the Incident Manager
* Viewing and Managing Private Cloud Appliance Consumption Tracking

e To monitor and administer an laaS Cloud, see Administering and Monitoring and laaS
Cloud in Oracle Enterprise Manager Cloud Administration Guide.

About the Private Cloud Appliance Homepage

The Private Cloud Appliance homepage lets you keep track of all your Private Cloud
Appliance components.

From the Private Cloud Appliance homepage you can view and search for the following:
*  Name
© Type
*  Members within the Private Cloud Appliance
¢ Member Status Summary
From the Member Status Summary you can drill down to:
— Down Alerts
— Up Alerts
— Maintenance Alerts
— Time-out Alerts
— N/A Alerts
— Metric availability error Alerts
—  Critical Error Alerts
* Incidents
From the Incidents section you can drill down to:
— Fatal errors
—  Critical errors
— Warnings

— Flagged incidents
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From the Private Cloud Appliance Rack Schematic page, selecting a target with a red
ring and clicking on the target’'s address will take you to the target's summary page.
From the target's summary page, the menu on the right side of the screen will let you
see the target’s:

* Photorealistic or table view.

* Resource utilization graphs.

* Temperature and Fan speed graphs.
» Interface graphs.

»  Firmware and configuration summary.

Using the Incident Manager

The incident summary page is a tool to check the incident status of your selected
system.

From the Private Cloud Appliance homepage, click on a system to view the Private
Cloud Appliance Rack Schematic page. From this page, you can:

e See the Overview summary for this system.

e View the Private Cloud Appliance Rack Schematic.
From the Rack Schematic you can:
— See the rack in Schematic, Photo-Realistic, or Table views.
— Click on a component to check the current status

e Targets with a red box around it have critical errors and require your attention.

Incident Overview Page

From the Incident Overview page, clicking on an incident will take you to the Incident
Manager page of the selected incident in which you will see:

e The Incident Details section will give you more information such as incident ID,
incident creation date, reported state of the target, and event type.

e The Tracking section will show who was assigned this incident, the incident’s
priority, the incident’s status, and last comment.

e The Guided Resolution section will offer more insight with recommended links to
visit in order to proceed with a corrective action.

Viewing and Managing Private Cloud Appliance
Consumption Tracking

You can use resource utilization features in Enterprise Manager to view consumption
tracking for targets of Private Cloud Appliance such as the virtual machines that have
Enterprise Manager Agent installed on them. To view consumption tracking
information, follow these steps:

1. From the Targets menu, select Private Cloud Appliance.

2. From the list of Private Cloud Appliance targets, click the Private Cloud Appliance
target for which you want to view consumption information.

ORACLE 5-2



ORACLE

Chapter 5
Viewing and Managing Private Cloud Appliance Consumption Tracking

From the Private Cloud Appliance menu, choose Resource Utilization. and then select
Consumption Tracking.

Cloud Control displays the vCPU Consumption page where you can perform the following
tasks:

* View the resource consumption trend for the previous 24 hours by choosing View
Trends.

* Export the data on the vCPU Consumption page for the selected Time Period and
Product by clicking Export.

* View the details for the selected product in the Details table. The table displays the
Collection Time/Host, vCPUs, Target Name, Target Type, Version, Cost Center, and
Owner.

a. On the vCPU Consumption page, select one of the time periods in the Time
Period drop-down list.

b. From the Product list, select the product or the products for which you want to
view the consumption report. By default all the products are selected.

c. From the Product table, select a Product for which you want to view the
consumption report.

d. The Details table displays the consumption details for the product or products
that you have selected.

You can add more details as columns to the Details table by clicking View,
selecting Columns, and then selecting the items you want to be displayed. You
can select which columns you want to be visible and which columns to hide by
clicking Manage Columns.

By default, the Details table displays the collection time and the number of total
vCPUs consumed. Expand the collection time and host name to view all the
following details:

— Collection time of the point when vCPU was collected
— Host name of the host on which software is running

— The number of total vCPUs consumed by the software/target running at that
time

— The target name

— The target type

— The owner of the target (If configured)
— Version

— Cost Center (If configured)
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Troubleshooting the Oracle Private Cloud
Appliance

This chapter describes some common problems you may encounter with your Oracle Private
Cloud Appliance (PCA).
The following troubleshooting topics are covered:

e Oracle ZFS Storage Appliance Error Message
e Targets Still Appear as Pending
e Import Component Step Failed for New VM Request

*  Error in Kubernetes as a Service Cluster Creation for PCA 2.4.4 and Above

Oracle ZFS Storage Appliance Error Message

ORACLE

Problem: You may encounter a warning message in the agent log file about the Oracle ZFS
Storage Appliance.

Resolution: This is a known issue. The warning message can be ignored. Typically, the
message will look like this:

2015-05-15 13:06: 04, 896 [87: 75FBA055] WARN - Can not eval uate push

properties for target

oracl e_si _zfssa diskshel f _server_akcli.zfsl. exanpl e.conm akcli/1/diskshel f/
chassi s-001_akcl

for netric ConponentFaults - skipping this metric

oracl e. sysman. enSDK. agent . f et chl et. excepti on. Fet chl et Excepti on

Can't resolve a non-optional query descriptor property [MatchAgent Addr]
(StorageServer| pAddress) at

oracl e. sysman. gcagent . met adat a. i npl . Properti esEval uat or | npl $Quer yPr opsConput e
r.conput e( PropertiesEval uatorlnpl.java: 1013) at

oracl e. sysman. gcagent . met adat a. i npl . Properti esEval uat or | npl $Quer yPr opsConput e
r.<init>(PropertiesEval uatorlnpl.java: 859) at

oracl e. sysman. gcagent . net adat a. i npl . PropertiesEval uatorlnpl.init(PropertiesEv
al uatorlnpl.java: 346) at

oracl e. sysman. gcagent . met adat a. i npl . Properti esEval uatorlnpl.<init>(Properties
Eval uator | npl.java: 210) at

oracl e. sysman. gcagent . net adat a. i npl . Tar get | nst ancel npl . get Properti esEval uato
r(Target|nstancel npl.java: 1255) at

oracl e. sysman. gcagent . target.interaction.execution. Receivel et Manager. addMet ri
c(Recei vel et Manager. j ava: 344) at

oracl e. sysman. gcagent . target.interaction.execution. ReceiveletlnteractionMyr.a
ddMet ri c(Recei vel et nteracti onMyr.java: 1446)
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Targets Still Appear as Pending

Problem: After discovering the PCA Rack, you may still see all Sl targets are in
Pending state.

Resolution: You must kill the stuck availability job in the OMS:

$ sql pl us sysman/ sysnan

SQ.> SELECT job_subnane, el apsed time, cpu_used FROM

dba_schedul er _runni ng_j obs WHERE j ob_nane = ' EM REPOCS SEV _EVAL';

SQ.> BEGA N dbns_schedul er. st op_j ob(' EM REPCS_SEV _EVAL'); COW T; END;

Import Component Step Failed for New VM Request

Problem: Import Component step failed for new VM request.

Resolution: In the OMS setup, determine the upload port, and update / et ¢/
tinyproxy/tinyproxy.conf file on both management nodes.

1. Getthe "HITPS Upl oad Port" for the OMS
*  On OMS host, login using the OMS install user. Example: or acl e

* $ enctl status ons -details -sysman_pwd <Sysman Password> | grep
"HTTPS Upl oad Port"

2. Below the existing block of Connect Port lines, add the following line by replacing
the <yyyy> with actual "HTTPS Upl oad Port" to/etc/tinyproxy/tinyproxy.conf
file.

Connect Port <yyyy>

3. Restart tinyproxy (service tinyproxy restarts).

4. If you have a firewall enabled, add this port to the list of ports enabled using
iptables and restart iptables service.

Error in Kubernetes as a Service Cluster Creation for PCA
2.4.4 and Above

ORACLE

Problem: When creating a Kubernetes as a Service cluster the following error
message appears: Error occurred while submtting your request. Contact
your System Administrator for help.

Resolution: To clear the error and create the cluster follow the workaround below:

1. On the active management node enter the following command using the or acl e
user:

I nfs/ shared_storage/ oemagent/agent _i nst/bin/enct| setproperty agent
-name preferl Pv6Addresses -val ue fal se
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2. Restart the Agent.

ORACLE" 6-3



Index

A

add host and platform, 4-2
agent recovery, 4-25

B

base rack, 2-1, 3-1

C

compute nodes, 2-1, 3-1
consumption tracking, 5-2

D

discover Oracle PCA target, 4-4

import component failed, 6-2
integrated storage, 2-1, 3-1

M

monitoring credentials, 4-9, 4-17

O

Oracle PCA
discovery, 4-4
features, 1-2

ORACLE

Oracle PCA (continued)
prerequisites, 2-2, 3-2
supported hardware, 2-1, 3-1
supported software, 2-1, 3-1

Oracle ZFS Storage Appliance
error, 6-1

P

pending state error, 6-2
prerequisites, 2-2, 3-2

R

remove Oracle PCA target, 4-27

S

storage, 2-1, 3-1
supported hardware, 2-1, 3-1
supported software, 2-1, 3-1

T

target
remove, 4-27
troubleshooting, 6-1

\Y

virtual networking, 2-1, 3-1
Virtualization plug-in
about, 1-1

Index-1



	Contents
	Preface
	Audience
	Documentation Accessibility
	Conventions

	1 Introduction to the Oracle PCA Plug-in
	About the Oracle Private Cloud Appliance
	About the Oracle Virtualization Plug-in
	Oracle Private Cloud Appliance Features

	2 Prepare to Use Oracle Private Cloud Appliance X8-2
	Supported Software
	Supported Hardware
	Prerequisites
	Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud Appliance

	3 Prepare to Use Oracle Private Cloud Appliances X3-2, X4-2, and X5-2
	Supported Software
	Supported Hardware
	Prerequisites
	Prerequisites to Monitor the Fabric Interconnect in Oracle Private Cloud Appliance
	Prerequisites to Monitor the External ZFS Server Connected to Oracle Private Cloud Appliance

	4 Discover the Oracle Private Cloud Appliance
	Installing the Management Agent on Oracle PCA
	Installing the Oracle Enterprise Manager VT (Virtualization) Plug-in on Oracle PCA
	Discovering the Oracle PCA in Enterprise Manager
	Discover Oracle Private Cloud Appliance X8-2
	Discover Oracle Private Cloud Appliance X3-2
	New Features in Oracle Fabric Interconnect Target
	Important Steps to Enable the Fabric Interconnect Target


	Registering Oracle VM Manager with Oracle Enterprise Manager 13c (Oracle Private Cloud Appliance Software Version 2.3.1 and above)
	Enterprise Manager Agent Recovery After Oracle PCA Upgrade
	Removing the Oracle PCA Target from Enterprise Manager

	5 Monitoring the Oracle Private Cloud Appliance
	About the Private Cloud Appliance Homepage
	Using the Incident Manager
	Viewing and Managing Private Cloud Appliance Consumption Tracking

	6 Troubleshooting the Oracle Private Cloud Appliance
	Oracle ZFS Storage Appliance Error Message
	Targets Still Appear as Pending
	Import Component Step Failed for New VM Request
	Error in Kubernetes as a Service Cluster Creation for PCA 2.4.4 and Above

	Index

