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Overview

Oracle Communication Security Edge Protection Proxy (OCSEPP) is a proxy network
functions (NF) which is used for secured communication between inter-PLMN network
messages. This document provides a brief overview of the recommended methods for
installing SEPP.

Reference

Acronyms

Following is the reference document:

1. Cloud Native Environment 1.4 Installation Document

Table 2-1 Acronyms
|

Acronym Meaning

CRD Custom Resource Definition
CNE Cloud Native Environment
DNS Domain Name System

FQDN Fully Qualified Domain Name
NF Network Function

OHC Oracle Help Center

osDC Oracle Software Delivery Cloud
PLMN Public Land Mobile Network
SEPP Security Edge Protection Proxy
svC Services

TLS Transport Layer Security

How to use this document

ORACLE

Although this document is primarily to be used as an initial installation guide, its
secondary purpose is to be used as a reference for Disaster Recovery procedures.

When executing this document for either purpose, there are a few points which help to
ensure that the user understands the author’s intent. These points are as follows:

1. Before beginning a procedure, completely read the instructional text (it will appear
immediately after the Section heading for each procedure) and all associated
procedural WARNINGS or NOTES.

2. Before execution of a STEP within a procedure, completely read the left and right
columns including any STEP specific WARNINGS or NOTES.
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Chapter 2
Documentation Admonishments

If a procedural STEP fails to execute successfully, STOP and contact Oracle’s
Customer Service for assistance before attempting to continue. My Oracle Support for
information on contacting Oracle Customer Support.

Figure 2-1 Example of a Procedure Steps Used in This Document

Each step has a checkbox the user should check to keep track of the progress of the procedure.
The Title column describes the operations to perform during that step.

Each command the user enters, and any response output, is formatted in 10-point

Courier font. l

Title Directive/Result Step
1.| Change directory Change to the backout directory.
[
‘ $ cd /var/TKLC/backout ‘
2.| ServerX: Connect | Establish a connection to the server using cu on the terminal server/console.
]| tothe console of
the server ‘ $ cu -1 /dev/ttyS7 ‘
3. | Verify Network View the Network Elements configuration data; verify the data; save and
]| Element data print report.
3. Select Configuration > Network Elements to view Network Elements
Configuration screen.

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to
assure personal safety, to minimize possible service interruptions, and to warn of the
potential for equipment damage.

Table 2-2 Admonishments

Icon

Description

DANGER

WARNING

CAUTION

Danger:

(This icon and text indicate the possibility of
personal injury.)

Warning:
(This icon and text indicate the possibility of
equipment damage.)

Caution:

(This icon and text indicate the possibility of
service interruption.)

ORACLE
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Chapter 2
Locate Product Documentation on the Oracle Help Center Site

Locate Product Documentation on the Oracle Help Center

Site

Oracle Communications customer documentation is available on the web at the Oracle
Help Center site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be
downloaded at http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Under the Oracle Communications subheading, click Oracle Communications
documentation link.

The Communications Documentation page displays. Most products covered by
these documentation sets display under the headings Network Session Delivery
and Control Infrastructure and Platforms.

4. Click on your product and then the release number.
A list of the documentation set for the selected product and release displays.

5. To download a file to your location, right-click the PDF link, select Save target as
(or similar command based on your browser), and save to a local folder.

Customer Training

Oracle University offers training for service providers and enterprises. Visit our web
site to view, and register for, Oracle Communications training at http://
education.oracle.com/communication.

To obtain contact phone numbers for countries or regions, visit the Oracle University
Education web site at www.oracle.com/education/contacts.

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
e For Technical issues such as creating a new Service Request (SR), select 1.

e For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.
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Chapter 2
Emergency Response

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

ORACLE

In the event of a critical service situation, emergency response is offered by the
Customer Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US),
or by calling the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. The emergency response provides
immediate coverage, automatic escalation, and other features to ensure that the
critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely
affects service, traffic, or maintenance capabilities, and requires immediate corrective
action. Critical situations affect service and/or system operation resulting in one or
several of these situations:

» Atotal system failure that results in loss of all transaction processing capability

» Significant reduction in system capacity or traffic handling capability

* Loss of the system’s ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

»  Corruption of system databases that requires service affecting corrective actions
* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble
notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.
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Installation Overview

This chapter describes the prerequisites and sequence for SEPP installation.

Prerequisites

The 5G SEPP requires the following environment:

ORACLE

The following software must be installed:

Software Version
Kubernetes v1.15.3
HELM v2.14.3

Additional software that needs to be deployed as per the requirement of the services:

Software Chart Version Notes

elasticsearch 554 Needed for Logging Area
elastic-curator 554 Needed for Logging Area
elastic-exporter 1.0.2 Needed for Logging Area
logs 2.0.7 Needed for Logging Area
kibana 6.7.0 Needed for Logging Area
grafana 6.1.6 Needed for Metrics Area
prometheus 9.1.2 Needed for Metrics Area
prometheus-node-exporter 0.17.0 Needed for Metrics Area
metallb 0.7.3 Needed for External IP
metrics-server 0.3.1 Needed for Metric Server
tracer 0.8.3 Needed for Tracing Area
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Note:

Chapter 3
Installation Sequence

Install the specified software items before proceeding, if any of the above
services are needed and the respective software is not already installed in

CNE.

To check the installed software items, execute:

helmls

Some of the systems may need to use helm command with adni n. conf file,

such as:

hel m - - kubeconfi g adni n. conf

Installation Sequence

Installation Sequence provides the sequence in which SEPP must be installed.

ORACLE

Table 3-1
- |

Installation Sequence

SI.LNo |Phase Description

1 Installation Download the required files and load the files to the system.
Preparation Installation Preparation

2 SEPP SEPP Deployment
deployment

3 Verify SEPP Check if the pods are up and running.
deployment

3-2



SEPP Installation

Installation Preparation

This section explains the preparation required before deploying SEPP.

ORACLE

Table 4-1 Download Images and Helm files

Step #

Procedure

Description

1
O

Download the
SEPP package
file

Customers are required to download the SEPP package file from
Oracle Software Delivery Cloud (OSDC). Package is named as
follows:

<nf name>- pkg- <mar ket i ng- r el ease- nunber >. t gz

For example: ocsepp-pkg-1.2.0.0.0.tgz
Extracting "ocsepp-pkg-1.2.0.0.0.tgz" gives following :

1. SEPP Docker Images File
ocsepp-images-1.2.0.tar

2. Helm File
ocsepp-1.2.0.tgz

Untar the SEPP
Package File

Untar the SEPP package to the specific repository

tar -xvf <<nfnanme>-pkg- <marketing-rel ease-
nunber >>. t gz

1. SEPP Docker Images File
ocsepp-images-1.2.0.tar

2. Helm File
ocsepp-1.2.0.tgz

3. Readme txt
Readre. t xt

Check the
checksums

Check the checksums of tarballs mentioned in Readme.txt. Refer
to Readme.txt for the commands and checksum details.
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Chapter 4
SEPP Preparation

Table 4-1 (Cont.) Download Images and Helm files

Step # | Procedure Description
4 Load the tarball | Execute the following command to push the docker images to
] to system docker registry:
docker load --input <image file name.tar>
"ocsepp-images-1.2.0.tar" contains following docker images:
1. ocsepp/server:1.2.0
2. ocsepp/client:1.2.0
3. ocsepp-nsregistration:1.2.0
4. istio/pilot:1.2.0
5. istio/proxyv2:1.2.0
6. istio/node-agent-k8s:1.2.0
5 Push docker files | Execute the following command to push the docker files to docker
] to Docker registry | registry:
(optional step)
docker tag <i mage- nane>: <i mage-tag> <docker-repo/
<i mage- name>: <i mage-t ag>
E.g: docker tag ocsepp/server:1.2.0 repol/ ocseppl/
server:1.2.0
docker push <docker _repo>/<i mage_nane>: <i mage-t ag>
E.g: docker push repol/ocseppl/server:1.2.0
7 Push helm files | Execute the following command to push the helm files to helm
] to helm repository:

repository

hel m push <hel m repo> <i mage_name>. t gz
E.g: hel mpush repol ocsepp-1.2.0.tgz

SEPP Preparation

Following attribute values can be updated in ocsepp-custom-values-
server-1.2.0.yaml and ocsepp-custom-values-client-1.2.0.yaml file:

ORACLE

Table 4-2 SEPP Parameters
- |

Attribute Name

Attribute Description

nsRegistration.nf.profile

A new profile values for SEPP

nsRegistration.nrf.host

NRF server host
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Chapter 4
SEPP Preparation

Table 4-2 (Cont.) SEPP Parameters
|

Attribute Name

Attribute Description

nsRegistration.nrf.port

NRF server port

global.nsRegistration.image

nrf client docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.nsRegistration.tag

nrf client docker image tag

global.nsRegistration.pullPolicy

nrf client docker image pull policy

global.n32Client.image

N32C client docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.n32Client.tag

N32C client docker image tag

global.n32Client.pullPolicy

N32C client docker image pull policy.

global.n32Server.image

N32C server docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.n32Server.tag

N32C server docker image tag

global.n32Server.pullPolicy

N32C server docker image pull policy

global.mysgl.image

mysql docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.mysql.tag

mysql docker image tag

global.mysql.pullPolicy

mysql docker image pull policy

global.pilot.image

Istio pilot docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.pilot.tag

Istio pilot docker image tag

global.pilot.pullPolicy

Istio pilot docker image pull policy

global.proxy.image

Istio proxy docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.proxy.tag

Istio proxy docker image tag

global.proxy.pullPolicy

Istio proxy docker image pull policy

global.sds.image

Istio SDS docker image name. format is <repository
name:port>/<image name>. if images is hosted locally then
format is <image name>

global.sds.tag

Istio SDS docker image tag

global.sds.pullPolicy

Istio SDS docker image pull policy

config.localsepp.scp.ip

IP address of SCP NF.

config.localsepp.scp.port

Port of SCP NF.

config.localsepp.domain

domain for Local SEPP

config.localsepp.securityCapabilit
y

Security Capability supported by Local SEPP.

config.localsepp.tls.certificate

Certificate

config.localsepp.tls.privateKey

Private Key

config.remotesepps.domain

Domain for Remote SEPP

config.remotesepps.caCertificate

CA Certificate

config.remotesepps.n32c.ip

N32C ip address
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Chapter 4
SEPP Deployment

Table 4-2 (Cont.) SEPP Parameters

Attribute Name

Attribute Description

config.remotesepps.n32c.port N32C port
config.remotesepps.n32f.ip N32F ip address
config.remotesepps.n32f.port N32F port

SEPP Deployment

This section describes the steps to deploy SEPP Server and Client on CNE. The
SEPP Server and the Client must be deployed in different clusters.

Server Deployment

This procedure describes the steps to deploy SEPP Server on CNE.

Table 4-3 SEPP Server Deployment

Step # | Procedure Description
1 Prepare Prepare a custom_values_server.yaml file with the required
custom_values_s | parameter information. Refer to Server Yaml File for sample
O , :
erver.yaml file YAML file.
2 Navigate to the Navigate to the directory where ocsepp-1.2.0.tgz is extracted
] directory where
ocsepp-1.2.0.tgz
is extracted
3 Deploy SEPP Execute the following command:
u Server helminstall ocsepp-server/ --nane
<depl oyment _name> - - namespace <nanespace_nane> -f
<custoni zed_server_yan file.yanl >
Where:
deployment_name and namespace_name: depends on
customer configuration
customized_yaml_file.yaml: Yaml file after modifying the values
based on the requirement.
4 Check repo Execute hel m | s to check the deployment status.
status
O
5 Check svc status | Check if all the services are deployed and running:
n kubect| -n <namespace_name> get services
Note: Status must be Running and Ready must be 1/1.
6 Verify SEPP Execute command hel m st at us <depl oyrment _nane> and
] deployment verify deployment, pod and service status should be up.

Client Deployment

This procedure describes the steps to deploy SEPP Client on CNE.

ORACLE
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Uninstall SEPP
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Chapter 4
Uninstall SEPP

Table 4-4 SEPP Client Deployment
|

Step # |Procedure Description
1 Prepare Prepare a custom_values_client.yaml file with the required
] custom_values_c | parameter information. Refer to Client Yaml File for sample YAML
lient.yaml file files.
2 Navigate to Navigate to directory where ocsepp-1.2.0.tgz is extracted on
] directory where | Master node :
ocsepp-1.2.0.tgz
is extracted on
Master node
3 Deploy SEPP Execute the following command:
[ Client helminstall ocsepp-client/ --nane
<depl oyment _name> - - namespace <nanespace_nane> -f
<custonized client_yan file.yan >
Where:
deployment_name and namespace_name: depends on
customer configuration
customized_yaml_file.yaml: Yaml file after modifying the client
parameter values based on the requirement.
Note: "SEPP Server Deployment" and "SEPP Client Deployment"
should be deployed on SEPP2 and SEPP1 respectively as well to
have both mode working on both SEPP nodes. Enable either
Server or Client mode is supported per SEPP.
4 Check repo Execute hel m | s to check the deployment status.
status
O
5 Check svc status | Check if all the services are deployed and running:
u kubect| -n <namespace_name> get services
Note: Status must be Running and Ready must be 1/1.

Following sections explain the procedure to uninstall SEPP server and client.

Uninstall SEPP

Table 4-5 Uninstall SEPP
- |

Step # | Procedure Description
1 Uninstall SEPP Execute command to uninstall SEPP client:
] client .
hel m del ete sepp-client --purge
2 Uninstall SEPP Execute command to uninstall SEPP server:
] Server
hel m del ete sepp-server --purge
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Sample Yaml Files

Following are the sample YAML files for SEPP deployment:

e Server Yaml File

e Client Yaml File

Server Yaml File

Following is the sample SEPP server Yaml file:

# Common Services Configuration - NRF and MySQL
nsregistration
configFiles
nf.profile: |-
{
“plm": {"ncc": "310", "mc": "14"}
"i pv4Addresses": ["10.178.246.11"],

“priority": 1
}
nrf:
host: http://10.75.157. 63
port: 31605
svc:

mysql PrimaryHost: 10.75.203. 106
nysql User name: seppusr
mysql Password: sepppasswd

ocsepp-client:
enabl ed: fal se

ocsepp- server
enabl ed: true

# Infrastrucutre Configuration - IP, Replica Count
gat eways
sepp-i ngressgat enay:

# To provide, replica count disable auto-scaling

aut oscal eEnabl ed: fal se

replicaCount: 1

# To enable Metal LB, provide serviceAnnotations and | oadBal ancerl P

#servi ceAnnot at i ons:

#metal | b. uni verse. tf/address-pool : signaling
#l oadBal ancer | P: 10. x. x. X
#type: LoadBal ancer

ports:
- port: 8080

ORACLE
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Server Yaml File

targetPort: 8080
nodePort: 31380
name: http2

- port: 8443
targetPort: 8443
nodePort: 31390
nane: https

gl obal
# Infrastructure Configuration - Software |mages
nsRegi stration
i mge: ocspf-registry.us.oracle.com 5000/ ocsepp-nsregistration
tag: 1.2.0
pul | Policy: |fNotPresent
n32C ient:
i mge: ocspf-registry.us.oracle.com 5000/ ocsepp-client
tag: pk102
pul | Policy: |fNotPresent
n32Server:
i mge: ocspf-registry.us.oracle.com 5000/ ocsepp-server
tag: pkfina
pul | Policy: |fNotPresent
pilot:
i mge: ocspf-registry.us.oracle.com5000/istiofpilot
tag: origina
pul | Policy: |fNotPresent
proxy:
i mge: ocspf-registry.us.oracle.com 5000/ ars/sepp-worker
tag: pk155
pul | Policy: |fNotPresent
sds:
i mge: ocspf-registry.us.oracle.com5000/istiol node-agent -k8s
tag: origina
pul | Policy: |fNotPresent
listeners:
httpPort: 8080
httpsPort: 8443
config
| ocal sepp
scp
ip: 10.178.254.170
port: 80
domai n: sepp. visitor.com
securityCapability: TLS
tls:
certificate: |-
----- BEG N CERTI FI CATE- - - - -
M | Dyj CCAr KgAwl BAgl JANGGmivhs +CVEMAOGCSGGSI b3 DQEBOWUANHoX Cz AJBgNV
BAYTAKI OMBwCQYDVQQ DAJ LQTEMVIA0 GAL UEBWWDCK x SMBWDQYDVQQKDAZPC nFj
bGUx DTALBgNVBAS MBENHQ Ux Ej AQBgNVBAMMCWv Y2FsaG9z dDEc MBoGCSqGSI b3
DQEJARYNYW | QGdt YW sLniNvbTAeFwOx OTAOMDEX MTEx MT'J aFwQy MDAz Mz Ex MTEx
MTJaMHox Cz AJBgNVBAYTAKI OMBswCQYDVQQ DAJ L QTEMVA0 GAL UEBWADCK X SMBW
DQYDVQKDAZPc nFj hGUx DTALBgNVBAS MBENHQ Ux Ej AQBgNVBAMVCVWK v Y2Fsa(dz
dDECcMBoGCSqCSI h3DQEJARYNYWj QGdt YW sLmi\NvbTCCASI wDQYJKoZI hvcNAQEB
BQADggEPADCCAQoCggEBALau4TZyl Svr xNt uk6ec65zv83gnd++Li oei 3Qbut U/ J
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vyl 0t 51r kf 1t ygmgj XhYet FwAAH3sNJ5et GKugqON4opHZRs UaKhxVgPuZ+5b0z T
0D i COWCEsGPGyGN9agUINp7THOR3+l r uGz+Z7u0MBOr | El / dJkWgMvz Z690L7pB
zZM_3f BQ+p5d0o7p5j) zvMLT7JzzVWk+2+kEzul MhOYpll pA e9Qk9vI 7uKYIl 7Uxy
UuaPTECZr Df f e+eTVTkr XRt 7v0JaUMBLpt | 7RgL6bNSpTGZOkwNOgO7f ZCx G PSv
7KpY790enZ4Q Ehxg9dTNGEGEUAPT/ | u2gAy WM G McCAWEAAaNTMFEWHQYDVROO
BBYEFNQn+TVR(QBz OFi 2XG | FAEBe7kePVMBBGALUdI wQYMBaAFNQN+TV2 Bz OFi 2X
G | FAEBe7kePMASGALUdEWEB/ wQFMAMBAF 8wDQYJKoZI hve NAQEL BQADggEBACgW
kXWYuw9QA9NnScdbl nXubPFpOBDK+V7LA7ANNFEl xQ dcowz PQvzhSmBB3UBSXf K
JAsGlel zt VI dYavECKDzk9pP1/ pYt GALSRhw2wocqKt ORl Zoer x7ZcVo8ogt | I j
+4KOAI er xREal obAkZb/ vambw+Hnj 6 YTKFGE9GTt TAJVK3A33f 9xnbCPONpI Yvsq
qi t UXmon713P/ Zcadwz/ kG wuGz z AFOBVZc KHGS8mkaRKSH wWZMETpE2Z1 j 9LZDc
+uVKg29Pssuj J17T0I G\Nxn0C6sH2R21 EPAq4xWYwf Ovk HOASf oacpDJgf CXZMEE3
w Mk41TEYSgcSqCcp8s=

----- END CERTI FI CATE- - - - -

privateKey: |-

----- BEG N RSA PRI VATE KEY-----

M | Eow BAAKCAQEAL q7hNnKVK+vE226Tp5zr nQf zeCd374uKh6LdACE1TBMBXKXS
3nWIR/ WBKgagNeFh60XAAAf ewOnl 60Yq6r QBi i kdl GxRogHFWA+5n7] STNVAP+! J
b4l Swy8bl Y31gBk2nt M RH 6Wi4bP5nu7Qz3SuUSX90nmRaAz DNnr 07 Xuk HMw d8
FD6Nn! 2] unmPCBwt PsnPNVh6T7h6QTO4gyHRI nUi kD971CT28j udpgj t THIS509M
QImsN99755NVOSt dGu/ Q pQzounDj t GAvpudKl MyPSTA3SAT7t 9kLEZ89K/ sql j u
A56dnhCOSHGDL1IMIYQYRTg/ v+07aAD] Yx86MyQ DAQABAoI BABThi maR1FEv4t F+
| yx+eEP4/ VW XgpMD7TKxv/ cyUdEr 6xQ 9CZvZxt cj 71 IW.FNSMZVS 6qNO7 4w TI W
VCN9s/ d72aC0f ORM 2Sgh4@SqELR5ut t 4xi Xsh3Fg/ QzSql GupKO6TOHRbuNCdp
MOmMndEDATEhe29gLhgpKYnVR] 11 xLC+dTUZOpFxi 6V35v6f YLUBHSI cbr j TML4
H2EADGeq7b27wf Sc+FL7f wir / gr Tqy730bMLzBKkBcLVELEr LGenbZbEDMIF]] | f
8PB6EW xyn752t ¢ Y8Lnp44dOwnBhWGGaN REXG qzToVzKcg59P84j y/ CZ+t VTwF
77Dz TDECgYEA2xzBJywYsf | B2s| N+wOxysGIEKI pz Tl /i C8UZI f f kSr DRpBnbd94
pl EpL+sBFf 1GKWDAI K62STr hzul1QQX8+Kw3/ D2f HBTY501NKn3KOwAgFzc5Wic/ S
C MU30g2FSApf xCsl MbOZC +Fj a5Dj bj EKyDbYAXNg1l Pl E/ t qPOb40Cg YEALXAD
82NgAwoJ g4H+ZNa05I kvf | xBhhghGAg7nMREL+ntawf S3UKQME 3AWW7J7G 2KhQ
gnkhBwt XRF8UI6BgbMUl S30k5MUf t 91163r A7cQQAJe0G szeJh9R33PES6t BOFS
68LB5j SOMFhat gwaLj / Or AThXr 5F5dReDg+p9S0Cg YBKt BsGh/ pDc4Al XXD2z+U0
A5f [ nkL8PUZF4AdL3ydSDwpU3Jbrilvl C5CZut +i +30NYwZk VALWa4XhTvel3PON
KdBOKCX7DOnXyuX+RshOoEeaS2c 2l qyx6HGM 38wsK5BLSWB7WYgs! wipr GhLwV/s
D7of czR2581hscHPQObz YQKBgBJeOAnmnK| 2TCt NHI+A+sBQLg4B5AGUQeskpj yw
UyZhr Fxpp/ Qne2J1 Qxl g3pZj 60r 8UTFpSzZX+4Kez Ccj XwWNUhBUy qgFbt 1h6bl C
Nmg/ 30Ct zYoS/ bL7LI zi f t epaCpr Wo+AW 98eaVPVDMi n1Yc636HYSRxA qj | 2n
AHFhA0GBAK2j TK4b2DMukPIWhuMIZgJHQLGYUi yuzx4gO0r SOMBZKhl v3ES7f bd5N
4BcsBEoH ZNnmv6Loxv2v1sWIGO hyxDY/ t / Nl On+EOMIj 80D132+f O+5U06NFi S/
nkt 0owkZ1R7Ns33f eCd361 | D3v4Qy3f 391 mOkBsTKI wT4Veqg/ | t x

----- END RSA PRI VATE KEY-----

m nProt ocol Version; TLSV1 3
maxPr ot ocol Version; TLSV1 3

ci ph

er Sui tes:
" [ ECDHE- ECDSA- AES128- GCM SHA256| ECDHE- ECDSA- CHACHA20- POLY1305] "

- " [ ECDHE- RSA- AES128- GCOM SHA256| ECDHE- RSA- CHACHA20- POLY1305] *
- ECDHE- ECDSA- AES128- SHA256

- ECDHE- RSA- AES128- SHA256

- ECDHE- ECDSA- AES128- SHA

- ECDHE- RSA- AES128- SHA

- AES128- GCM SHA256

- AES128- SHA256

- AES128- SHA

- ECDHE- ECDSA- AES256- GCM SHA384
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- ECDHE- RSA- AES256- GCM SHA384
- ECDHE- ECDSA- AES256- SHA384
- ECDHE- RSA- AES256- SHA384
- ECDHE- ECDSA- AES256- SHA
- ECDHE- RSA- AES256- SHA
- AES256- GCM SHA384
- AES256- SHA256
- AES256- SHA
r enot esepps:
- domai n: sepp. home. com
caCertificate: |-
----- BEG N CERTI FI CATE- - - - -
M | DyDCCAr CgAwl BAgl JAJ/ Nl N2hRmi i MAOGCSqGSI b3 DQEBOWUANHK x Cz AJBgNV
BAYTAl VTMQBwCQYDVQQ DAJ DQTEL MAk GALUEBwWWCUL Yx DTAL BgNVBAOIMBENHQ Ux
Dz ANBgNVBAS MBk 9y YWNs ZTESMBAGAL UEAWMAMI b @] YW ob3NOMRwGg YIKoZI hveN
AQkBFg14eXpAZ21haWw Y29t MB4XDTESMDQMVITEXMI QxNI 0 XDTI wiVDIMz MTEX MT Qx
N owe TEL MAk GA1UEBhMCVVIVK Cz AJ BgNVBAG MAK NBMs wCQYDVQQHDAI TV] ENVASG
ATUECgWEQDd CVTEPMAOGALUEOMVGT3JhY2x!| MRI wEAYDVQQDDAI sh2NhbGhve3Qx
HDAaBgkghki GOwOBCQEVDXh5ek BnbWrphC5j b20wggEi MAOGCSqGSI h3DQEBAQUA
A4l BDwAwWggEKAol BAQT/ zV8n5k OOKW.ugl ZD1cf 7KAt gSAHLMB8bI RIMKAJ/ sHIM
1/ ORL1FXr Es4Sq3yB+6HcNgwg/ | e3XAnc GXbKRSI 8MeuLf t ewnf j 2q9g8Qnl Uf t X
Dl yq927d675wpPzp4Jj RewPgJFs SBVa8svZBZJzI DW al ke90Bx9bJINzhs+ali j W
10r ZVebbRzKaUdze/ 7Py 1l Goc/ HWhR+S+DRVI nMwVLIi 50zqyZZapr VH Ditit SoS
HcWph! Oef 8e6w nf e2AcUKNugl 4GE K+egJ3SXSe5BzJ Sx+EJgKQaSP3/ DTGCS] u
C33uSKch431 hX+zW.2FOQD0I / Y8YCl YHTAOGI ev PAgMVBAAG Uz BRVBOGALUdDgQW
BBS5wiVBWF048S+pa+onXF7t 5LBW3EDAF BgNVHSVEGDAWI BSSWVBWF048S+pa+onX
F7t 5LBW3EDAPBgNVHRVBAF 8EBTADAQH MAOGCSqGSI h3DQEBOWMUAA4| BAQBQREGD0
| Al OMGkpbsgbFf Fti 9gSi | aaP8r zSN8Thj 7PvHxenBoc/ G 9i oyW CAKk 3t 6gZgd
dt Xo5SJp+DXFpNnzmLkHFLbl 0Zwe8QaPol E4agi YknBl KdvmXGZSaRY! 8CEk8dK
uH5Dot SMIWGE391z AuRPqvJ S| 4r bor TZG k1N 8KQPi 4P2GnoFxZHz MBPt 6LYYJq
| On7BgF8r GVbSWVB1+Znt 2R5Kae MANEAWDMqr qE2f d00g23cOBXcki zCzc5HWDF
6Ny 3JHxs/ sf 02X8t ey Xl Hgv1530 KMaQ j YCULWCISETAC Ubzk RgWlbc oDFFUSY
SRpvOpp7/ KKGh3c
----- END CERTI FI CATE- - - - -

n32c:
i p: 10.178. 254. 249
port: 31390

n32f:
i p: 10.178. 254. 249
port: 31390

Client Yaml File

ORACLE

Following is the sample SEPP client Yaml file:

# Common Services Configuration - NRF and MySQL
nsregistration:
configFiles:
nf.profile: |-
{
"plm": {"mcc": "310", "mc": "14"},
"i pv4Addresses": ["10.178.246.11"],
“priority": 1
}
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nrf:
host: http://10.75.157.63
port: 31605
svce:

mysql PrimaryHost: 10.75.203. 106
nysql User name: seppusr
mysql Password: sepppasswd

ocsepp-client:
enabl ed: true

ocsepp- server
enabl ed: false

# Infrastrucutre Configuration - 1P, Replica Count
gat eways
sepp-i ngressgat enay:

# To provide, replica count disable auto-scaling

aut oscal eEnabl ed: fal se

replicaCount: 1

# To enable Metal LB, provide serviceAnnotations and | oadBal ancerl P

#servi ceAnnot at i ons:

#metal | b. uni verse. tf/address-pool : signaling
#l oadBal ancer | P: 10.x. X. X
#type: LoadBal ancer

ports:

- port: 8080
targetPort: 8080
nodePort: 31380
name: http2

- port: 8443
targetPort: 8443
nodePort: 31390
nane: https

gl obal
# Infrastructure Configuration - Software |mages
nsRegi stration
i mge: ocspf-registry.us.oracle.com 5000/ ocsepp-nsregistration
tag: 1.2.0
pul | Policy: IfNotPresent

n32C ient:
i mge: ocspf-registry.us.oracle.com 5000/ ocsepp-client
tag: pk102
pul | Policy: |fNotPresent

n32Server:
i mge: ocspf-registry.us.oracle.com 5000/ ocsepp-server
tag: pkfina
pul | Policy: IfNotPresent

pilot:

i mge: ocspf-registry.us.oracle.com5000/istiofpilot
tag: origina
pul | Policy: IfNotPresent

proxy:
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i mge: ocspf-registry.us.oracle.com 5000/ ars/sepp-worker

tag: pk155
pul | Policy: |fNotPresent
sds:

i mge: ocspf-registry.us.oracle.com5000/istiol node-agent -k8s
tag: original
pul | Policy: |fNotPresent
|isteners:
httpPort: 8080
httpsPort: 8443
config:
| ocal sepp:
domai n: sepp. hone. com
securityCapability: TLS
scp:
i p: 10.75.203.79
port: 30081
tls:
certificate: |-
----- BEG N CERTI FI CATE- - - - -
M | DyDCCAr CgAw BAgl JAJ/ NI N2hRmi i MAOGCSqGSI h3DQEBOMJAMHK X Cz AJBgNV
BAYTAI VTMBwWCQYDVQQ DAJ DQTEL MAk GA1UEBWWCUL Yx DTALBgNVBAOMBENHQ Ux
Dz ANBgNVBAS VBKk 9y YWNs ZTESVBAGALUEAWMAI b39j YWk ob3NOMRWVG YIKoZI hveN
AQkBFgl4eXpAZ21haWWw Y29t MB4XDTES MDOMVITEXMIQXNI 0 XDTI wivDVz MTEX MT Qx
N owe TEL MAk GALUEBhMCVVIVK Cz AJ BgNVBAg MAk NBMQs wCQYDVQRHDAJ TV] ENVASG
ALUECGWEQOdCVTEPMAOGATUECWMAGT 3JhY2x| MR WEAYDVQQDDAI sb2NhbGhve3Qx
HDAaBgkghki GOWOBCQEVDXh5ek BnbWFphC5j b20wggEi MAOGCSqGSI b3DQEBAQUA
A4l BDWAwWggEKAol BAQC/ zVBn5k OOKWLuql ZD1cf 7KAt gSAHLMB8bi RIMKAJ/ sHIM
1/ ORL1FXr Es4Sq3yB+6HcNgwg/ | e3XAnc GXbKRSI 8MeuLf t ewnf j 2q9g8Qnl Uf t X
Dl yq927d675wpPzp4Jj RewPgJFs SBVa8svZBZJzI DW al ke90Bx9bJINzhs+aLi j W
10r ZVebbRzKaUdze/ 7Py 1l Goc/ HWhR+S+DRVI nMwVLIi 50zqyZZapr VH Ditit SoS
HcWph! Oef 8e6w nf e2AcUKNugl 4GE K+egJ3SXSe5BzJ Sx+EJgKQaSP3/ DTGCS) u
C33uSKch43l hX+zW.2FOQDOI / Y8YCl YHTAOGI ev PAgVBAAG Uz BRVBOGAL UdDgQW
BBS5wiVBWF048S+pa+onXF7t 5SLBAWSEDAf BgNVHSMEGDAW BSSWVBWF048S+pa+onX
F7t 5SLBWSEDAPBgNVHRVBAT 8EBTADAQH MAOGCSqGSI h3DQEBOMIAA4] BAQBQESI0
| Al OMGkpbsabFf Fti 9gSi | aaP8r zSN8Thj 7PvHxenBoc/ G 9i oyW CAKk 3t 6gZgd
dt Xo5SJp+DXFpNnzmLkHFLbl 0Zwe8QaPol E4aqi YknBl KdvmXGZSaRYI 8CEk8dK
uH5Dot SmIWGE391z AuRPqvJ Sl 4r bor TZG k1N 8KQPi 4P2CGnoFxZHz MBPt 6LYYJq
| On7BgF8r GVbSWWB1+Znt 2R5Kae MANEAWDMAqr qE2f d00g23cOBXcki zCzc5HWDF
6Ny3JHxs/ sf 0ZX8t ey Xl Hgv1530 KMaQi j YcULWCISETAC Unzk RgWlbc oDFFUSY
SRpvOpp7/ KKGh3c
----- END CERTI FI CATE- - - - -
privateKey: |-
----- BEG N RSA PRI VATE KEY-----
M | Eogl BAAKCAQEAV81f J+ZDj i | i 7qpWOXH+ygLYEgBITAf GAkf Zi gCf 7BITNf z
kddRV6xLCOEqt 8gf uh3DYM P5Xt 1wJ3BIl 2ykUi PDHr i 37XsMH49qvavEJyFH7Vwbe
qvdmXeu+cKT86eCYOXsDACRbEgGTGVLL2QAScYAli 2i JHvdAct WTc4bPmi 401t dK
2VXj uMDcym PMBv+z8t SBnPx1oUf kvg0VSJzMDLouaMss mAgalRAwAr Yr UgEh3F
qYSNHn/ HusP5n3t gHFG boCOBhnyvnoCdOl OnuQcy Usf hCYCkGkj 9/ wOxgko7gt 9
7Ki nl eNyl VI s1i 9hTkA9CP2PGAI GBOWNBI Xr zwi DAQABA0I BABQHonRMGN(BJ/ z
8eZLoQKOf 9Ki Mnl kgFsj yr +kVf 53s94ef zUvwzLgr OpFoj ywT1ydkDYgOh3yChBU
Ul 6+) 4Jt gqzR6HpQB7YDLGXani bpSNI i kdLY2zvbr puc3zydW9gsf | 8f vNL45Lg4
CDdOBI t t 6nDVO6C65v7Cl / Pgl DWhi a20z 3Hf R8r uDPW3EP8WHL7qt SVcKpr Vj 82
v8LQC SVhzwCAyA9RI pUl z6NHD5wgn3ad+f 3f NnAz FW Vp8S8Zx Yeni w7 gOnowob
209f 9eHul My2P20bgHc U4Ledl aGz 1PKPi Ut XuRPWRINKALFi R+2dm 35Bof O XpZ
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mBUYoSECY YEA6q4PoHYHB/ 8y Qv+2N2x FZmg\WB3f FAsf Coj Pt eSxb71 UBf / 9EEKbB
PuY30PCeyCceEBy+| z7PbkxBzcwkdPos1qs82knGVOM/ TCDFI VimLk JRWg/ M+LBP9
c14nj 3+Pbaz\WQI Tl 02f PzbJUSY29qBzy UMKt CaQ Z8pSx TWc 8l hTW CgYEAOTob
Quf E8x5LVRdqOF0b97za50z9c Ak S9d6hb9eJ+ApEk Te07DBgnhnDz up98WVEY PMVG
Kd2j bOU9ACA03Dudz1dDt f LH dWi27QKI nS2hwhx Xce St MV55NOAFNQOoF+df Ja8
aBua8nBb+Bz QQAN6NSqyt cHVaklal i DYSGU 8C0CgYBePA fi SXH02209K7 LMot
| kzpFcZSGHIq/ Sk2SH7eFNgWA 4wLKN7K51sVMoeb1i eJbygkJohbl PaXUi i hLeu
uHKmQYvJo+Xy 6x1 MjEqFt VuM wgPUTOsuTKI 1LN22j nr ExQCsj Q7KI 06QyXCt VKF
| MYDKI CLI S5pr M UzeA54wKBgHf BAW y05i v40Bd+Y8v(Q@3Fe6neCEVS/ EYBW yQ
qsi M/ gaYXS6r +JuC J5pwdt wX2A3e6uj GgYwj R7MBf yWB4cnYXb4vo8pXDGNLI
6L9et eaOX1s W) EvuMBynTi Z4aMbB7ey7ToM SDf JRexgvl Bai 58NnHOun+pZ1s6
xb81A0GAB7s! VYgdJIXXCS1KM Yl hpxhOOOkvuJBe0YSf z YXb9k]j kt 0KOK8x SqKGE
mL.QsZzMAP5CubRY3Pi J7CGhcVIRVE) S| 5sR493MK8UkEP/ LTW ZMh7BR5YXr 4t g2U
9gCKEXNnTI MkeDINRuw43Ms| PxJi aXMids 7BDgk Cvef 3Av9OEVEVK=
----- END RSA PRI VATE KEY-----

m nProt ocol Version; TLSV1 3

maxPr ot ocol Version; TLSV1 3

ci pherSuites:
- "[ ECDHE- ECDSA- AES128- GCM SHA256| ECDHE- ECDSA- CHACHA20- POLY1305] "
- "[ ECDHE- RSA- AES128- GCM SHA256| ECDHE- RSA- CHACHA20- POLY1305] "
- ECDHE- ECDSA- AES128- SHA256
- ECDHE- RSA- AES128- SHA256
- ECDHE- ECDSA- AES128- SHA
- ECDHE- RSA- AES128- SHA
- AES128- GCM SHA256
- AES128- SHA256
- AES128- SHA
- ECDHE- ECDSA- AES256- GCM SHA384
- ECDHE- RSA- AES256- GCM SHA384
- ECDHE- ECDSA- AES256- SHA384
- ECDHE- RSA- AES256- SHA384
- ECDHE- ECDSA- AES256- SHA
- ECDHE- RSA- AES256- SHA
- AES256- GCM SHA384
- AES256- SHA256
- AES256- SHA

r enot esepps:
- domain: sepp.visitor.com

caCertificate: |-
----- BEG N CERTI FI CATE- - - - -
M | Dyj CCAr KgAwl BAgl JANGGmivhs +CVEMAOGCSGGSI b3 DQEBOWUANHo X Cz AJBgNV
BAYTAKI OMQswCQYDVQQ DAJ L QTEMVA0 GAL UEBWWDQk x SMBWDQYDVQRKDAZPC nF
bGUx DTALBgNVBAs MBENHQ UxEj AQBgNVBAMVCWWv Y2Fsa@zdDEcMBoGCSqGS| b3
DQEJARYNYW) | QGdt YW sLrNvbTAeFw0Ox OTAOMDEX MTExMTJaFw0y MDAz Mz Ex MTEx
MrJaMHox Cz AJBgNVBAYTAK| OMBwCQYDVQQ DAJ LQTEMVA0 GAL UEBWWDQk X SMBw
DQYDVQRKDAZPcnFj bGUx DTALBgNVBAS MBENHQ Ux Ej AQBgNVBAMVCVWK v Y2Fsa(dz
dDEcMBoGCSqGS| b3DQEJARYNYWj QGdt YW sLmNvb TCCASI wDQYJKoZI hvcNAQEB
BQADggEPADCCAQoCggEBALau4TZyl Svr xNt uk6ec65zv83gnd++Li oei 3Qbut U/ J
vyl 0t 51r kf 1t ygmgj XhYet FwAAH3sNJ5et GKugON4opHZRs UaKhx VgPuZ+5b0z T
0D i CWCEsSGPGyGN9agUINp7THOR3+l r uGz+Z7u0MBOr | El / dJkWgMvz Z690L7pB
zZM_3f BQ+p5d0o7p5j) zvMLT7JzzVWk+2+kEzul Mh0Ypll pA e9Qk9vI 7uKYIl 7Uxy
UuaPTECZr Df f e+eTVTkr XRt 7v0JaUMBLpt | 7RgL6bNSpTGZOkwNOgO7f ZCxGF PSv
7KpY790enZ4Q Ehxg9dTNGEGEUAPT/ j u2gAy WM G Mk CAWEAAaNTMFEWHQYDVROO
BBYEFNQN+TVR(QBz OFi 2XG | FAEBe7kePVMBBGALUdI wQYMBaAFNQN+TV2 Bz OFi 2X
G | FAEBe7kePMASGALUdEWEB/ wQFMAMBAF 8wDQYJKoZI hvc NAQEL BQADggEBACgW
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kXWYuw9QA9NnScdbl nXubPFpOBDK+V7LA7ANNFEl xQ dcowz PQvzhSmBB3UBSXf K
JAsGlel zt VI dYavECKDzk9pP1/ pYt GALSRhw2wocqKt ORl Zoer x7ZcVo8ogt | 1 j
+4KOAI er xREal obAkZb/ vambw+Hnj 6 YTKFGE9GTt TAJVK3A33f 9xnbCPOnpl Yvsq
qi t UXmon713P/ Zcadwz/ kG wuGz z AFOBVZc KHGS8mkaRKSH wWZMETpE2Z1 j 9LZDc
+uVKg29Pssuj J17T0I G\Nxn0C6sH2R21 EPAq4xWYwf Ovk HOASf oacpDJgf CXZMEE3
w Mk41TEYSgcSqCcp8s=

----- END CERTI FI CATE- - - - -

n32c:
ip: 10.75.203.74
port: 31390
n32f:
ip: 10.75.203.74
port: 31390
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