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My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

* For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

* For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.


https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html

What's New in This Guide
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This section introduces the documentation updates for Release 1.6.x in Oracle
Communications Cloud Native Policy Control Function (PCF) Installation Guide.

Significant Documentation Updates for Release 1.6.x

For Release 1.6.x, the following sections in this guide have been updated:
e Updated Installation Procedure to support hooks.

e Added Upgrade Procedure

e Added Downgrading procedure

e Added Troubleshooting section

e Updated Software Compatibility

e Updated Docker Images table

e Updated Customization Parameters



Introduction

The Policy Control Function (PCF) is one of the main key component of the 5G
Service Based Architecture. The PCF provides the following session management
related functionality:

* Policy and charging control for a service data flows
*  Protocol Data Unit (PDU) Session related policy control

* PDU Session event reporting to Application Function (AF)

The PCF interacts with Access and Mobility Management Function (AMF), Session
Management Function (SMF), and AF to provide policy control rules to the Network
Functions (NFs) and also interacts with User Data Repository (UDR) to get the
subscriber related information for creating the rules.

The PCF supports the above functions through the following services:

e Session Management Service

e Access and Mobility Service

e Policy Authorization Service

e User Equipment (UE) Policy Service

For more information about the PCF supported services, see Oracle Communications
Cloud Native Policy Control Function User's Guide.

References

Refer the following documents for more information about Cloud Native Policy Control
Function (PCF):

e Oracle Communications Cloud Native Environment Installation Document

e Oracle Communications Cloud Native Policy Control Function (PCF) User's Guide

Acronyms and Terminology

The following table provides information about the acronyms and the terminology used
in the document.

Table 1-1 Acronyms and Terminology

Acronym Definition

AMF Access and Mobility Management Function
BSF Binding Support Function

CHF Charging Function

CM Configuration Management
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Table 1-1 (Cont.) Acronyms and Terminology

Acronym

Definition

CUSTOMER_REPO

Docker registry address including the port number, if the
docker registry has an associated port.

IMAGE_TAG Image tag from release tar file. You can use any tag
number.
However, make sure that you use that specific tag number
while pushing docker image to the docker registry.

MCC Mobile Country code

METALLB_ADDRESS_POOL

Address pool which configured on metallb to provide
external IPs .

MNC Mobile Network code

NRF Network Repository Function
PCF Policy Control Function

SAN Storage Area Network

SMF Session Management Function
UDR Unified Data Repository
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Installing Cloud Native Policy Control
Function

This chapter describes how to install Cloud Native Policy Control Function (PCF) on a
cloud native environment.

This chapter contains the following:
*  Pre-Installtion Tasks

e Installation Tasks

Pre-Installation Tasks

Prior to installing the PCF, perform the following tasks:

»  Checking the Software Requirements

*  Checking the Environment Setup

Checking the Software Requirements

The following softwares must be installed before installing Policy Control Function

(PCF):
Software Version
Kubernetes v1.15.3
HELM v2.14.3

Additional software that needs to be deployed as per the requirement of the services:

Software App Version Notes

alertmanager 0.18.0 Required for Tracing
elasticsearch 7.4.0 Required for Logging
elastic-curator 2.0.2 Required for Logging
elastic-exporter 1.1.2 Required for Logging

logs 2.7.0 Required for Logging
kibana 7.4.0 Required for Logging
grafana 3.84 Required for Metrics
prometheus 9.2.0 Required for Metrics
prometheus-node-exporter 1.6.0 Required for Metrics
metallb 0.84 Required for External
metrics-server 251 Required for Metric Server
occne-snmp-naotifier 0.3.0 Required for Metric Server
tracer 0.13.3 Required for Tracing
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< Note:

The above softwares are available if the PCF is deployed in the Oracle
Communications Cloud Native Environment (OCCNE). If you are deploying
PCF in any other environment, the above softwares must be installed before
installing the PCF. To check the installed software items,

helmls

Some of the systems may need to use helm command with admin.conf file
as follows:

hel m - - kubeconfi g adm n. conf

< Note:

If you are using Network Repository Function (NRF), install it before
proceeding with the PCF installation.

Checking the Environment Setup

# Note:

This section is applicable only when the Policy Control Function (PCF) is
deployed in the environment, other than OCCNE.

Network access
The Kubernetes cluster hosts must have network access to:

* Local helm repository, where the PCF helm charts are available.
To check if the Kubernetes cluster hosts have network access to the local helm
repository, execute the following command:

hel mrepo update

" Note:

Some of the systems may need to use helm command with admin.conf
file as follows:

hel m - - kubeconfi g adni n. conf
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* Local docker image repository, where the PCF images are available.
To check if the Kubernetes cluster hosts have network access to the local docker
image repository, pull any image with tag name to check connectivity by executing
the following command:

docker pull docker-repo/image- nane: i mage-tag

where:
docker-repo is the IP address or host name of the repository.
image-name is the docker image name.

image-tag is the tag the image used for the PCF pod.

# Note:

All the kubectl and helm related commands that are used in this guide must
be executed on a system depending on the infrastructure/deployment. It
could be a client machine, such as, a VM, server, local desktop, and so on.

Client Machine Requirements

Following are the client machine requirements where the deployment commands
executed:

» It should have network access to the helm repository and docker image repository.
* It should have network access to the Kubernetes cluster.

» It should have necessary environment settings to run the kubect| commands. The
environment should have privileges to create namespace in the Kubernetes
cluster.

* It should have helm client installed with the push plugin. The environment should
be configured so that the hel m i nstal | command deploys the software in the
Kubernetes cluster.

Server or Space Requirements

For information on the server or space requirements, see the Oracle Communications

Cloud Native Environment (OCCNE) Installation Guide.

Secret File Requirement

For enabling HTTPs on Ingress/Egress gateway the following certificates and pem
files has to be created before creating secret files for keys:

» ECDSA private Key and CA signed ECDSA Certificate (if initialAlgorithm: ES256)
* RSA private key and CA signed RSA Certificate (if initialAlgorithm: RSA256)

e TrustStore password file

* KeyStore password file

* CA signed ECDSA certificate
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Downloading PCF package

To download the PCF package from MOS:

1.

2
3.
a

Login to My Oracle Support with your credentials.
Select Patches and Updates tab to locate the patch.
In Patch Search window, click Product or Family (Advanced).

Enter Oracle Communications Cloud Native Core - 5G in Product field, select
Oracle Communications Cloud Native Core Policy Control Function 1.6.1.0.0 from
Release drop-down.

Click Search. The Patch Advanced Search Results displays a list of releases.

Click the required patch from the search results. A window opens and click
Download.

Click the zip file to download the package. Package is named as follows:
Rel easeNane- pkg- Rel easenunber . t gz

where:
ReleaseName is a name which is used to track this installation instance.

Releasenumber is the release number.
For example, ocpcf-pkg-1.6.1.0.0.tgz

Pushing the Images to Customer Docker Registry

To Push the images to customer docker resgistry:

1.

Untar the PCF package file to get PCF docker image tar file.
tar -xvzf Rel easeName- pkg- Rel easenunber.tgz

The directory consists of the following:

 PCF Docker Images File:
ocpcf-inages-1.6.1.tar

* Helm File:
ocpcf-1.6.1.t9z

* Readme txt File:
Readne. t xt (Contains cksum and md5sum of tarballs)

Load the ocpcf-images-1.6.1.tar file into the Docker system
docker load --input /IMAGE PATH ocpcf-imges-1.6.1.tar

Verify that the image is loaded correctly by entering this command:

docker images

Refer Appendix A for more information on docker images available in PCF.
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4. Create a new tag for each imported image and push the image to the customer

docker registry by entering this command:

docker tag ocpcf/pcf_snservice: 1. 6.1 CUSTOMER REPQ pcf _snservice: 1.6.1
docker push CUSTOMER_REPQ pcf_snservice:1.6.1

docker tag ocpcf/pcf _ueservice: 1. 6.1 CUSTOMER REPQ pcf _ueservice:1.6.1
docker push CUSTOMER_REPQ pcf _ueservice:1.6.1

docker tag ocpcf/pcf-anservice: 1. 6.1 CUSTOMER REPQ pcf-anservice: 1.6.1
docker push CUSTOMER REPQ pcf-anservice:1.6.1

docker tag ocpcf/pcf_userservice:1.6.1 CUSTOVER REPQ pcf userservice:
1.6.1
docker push CUSTOMER_REPQ pcf _userservice:1.6.1

docker tag ocpcf/ocpmpre:1.6.1 CUSTOVER REPQ ocpm pre: 1.6.1
docker push CUSTOMER_REPQ ocpm pre:1.6.1

docker tag ocpcf/di am connector:1.6.1 CUSTOMER REPQ di am connector:1.6.1
docker push CUSTOMER REPQ di am connector:1.6.1

docker tag ocpcf/di am gateway: 1. 6.1 CUSTOMER REPQ di am gat eway: 1. 6.1
docker push CUSTOMER_REPQ di am gat eway: 1.6.1

docker tag ocpcf/ocpmconfig server:1.6.1 CUSTOVER REPCY
ocpmconfig_server:1.6.1
docker push CUSTOMER_REPQ ocpm config_server:1.6.1

docker tag ocpcf/ocpmcmservice:1.6.1 CUSTOVER REPQ ocpm cm servi ce;
1.6.1
docker push CUSTOMER_REPQ ocpm cm service: 1.6.1

docker tag ocpcf/nrf-client:1.2.0 CUSTOVER REPO nrf-client:1.2.0
docker push CUSTOMER_REPQ nrf-client:1.2.0

docker tag ocpcf/ocpm queryservice:1.6.1 CUSTOVER REPQ
ocpm queryservice: 1.6.1
docker push CUSTOMER_REPQ ocpm queryservice:1.6.1

docker tag ocpcf/audit_service:1l.6.1 CUSTOMER REPQ audit _service:1.6.1
docker push CUSTOMER REPQ audit service:1.6.1

docker tag ocpcf/readiness-detector:1.6.1 CUSTOVER REPQ readi ness-
detector:1.6.1
docker push CUSTOMER REPQ readi ness-detector:1.6.1

docker tag ocpcf/perf _info:1.6.1 CUSTOVER REPQ perf _info:1.6.1
docker push CUSTOMER_REPQ perf_info:1.6.1

docker tag ocpcf/app_info:1.6.1 CUSTOVMER REPQ app_info:1.6.1
docker push CUSTOMER_REPQ app_info:1.6.1

docker tag ocpcf/policyds:1.6.1 CUSTOVER REPQ policyds:1.6.1
docker push CUSTOMER_REPQ policyds:1.6.1
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docker tag ocpcf/ldap-gateway: 1. 6.1 CUSTOVER REPQ | dap- gateway: 1. 6.1
docker push CUSTOMER_REPQ | dap- gat eway: 1. 6.1

docker tag ocpcf/ocingress_gateway: 1.6.3 CUSTOVER REPQ
oci ngress_gateway: 1. 6. 3
docker push CUSTOMER_REPQ oci ngress_gat eway: 1. 6. 3

docker tag ocpcf/ocegress_gateway: 1. 6.3 CUSTOVER_REPQ ocegress_gat eway:
1.6.3
docker push CUSTOMER_REPQ ocegress_gat eway: 1. 6.3

docker tag ocpcf/configurationinit:1.1.1 CUSTOVER REPQ
configurationinit:1.1.1
docker push CUSTOMER_REPQ configurationinit:1.1.1

docker tag ocpcf/configurationupdate:1.1.1 CUSTOVER REPQY
configurationupdate:1.1.1
docker push CUSTOMER REPQ configurationupdate: 1.1.1

where:
CUSTOMER_REPO is the docker registry address having Port Number, if registry
has port attached.

# Note:

For OCCNE, copy the package to bastion server and use localhost:
5000 as CUSTOMER_REPO to tag the images and push to bastion
docker registry.

# Note:

You may need to configure the Docker certificate before the push
command to access customer registry via HTTPS, otherwise, docker
push command may fail.

Installing the PCF Package

To install the PCF package:

1
2
3.
4

Login to the server where the ssh keys are stored and SQL nodes are accessible.
Connect to the SQL nodes.

Login to the database as a root user.

Create an admin user and grant all the necessary permissions to the user by

executing the following command:

CREATE USER 'username' @ % | DENTIFI ED BY ' password';
GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON pcf _snservice.* TO 'username' @ % ;
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GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON pcf_anmservice.* TO 'username' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON pcf _userservice.* TO 'username' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON ocpm config_server.* TO 'usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON oc5g_audit_service.* TO 'usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON pcf _rel ease.* TO 'usernane' @% ;

FLUSH PRI VI LEGES;

where:
username is the username and password is the password for MYSQL admin user.

¢ Note:

Admin user can use helm hooks to perform DDL and DML operations to
perform install/upgrade/rollback or delete operations.

For Example: In the below example "pcfadminusr” is used as username,
"pcfadminpasswd" is used as password and granting the necessary permissions to
"pcfadminusr”. In this example, default database names of micro services are
used.

CREATE USER ' pcfadminusr' @ % | DENTIFI ED BY ' pcf adni npasswd' ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
I NDEX ON pcf_snservice.* TO ' pcfadmnusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
I NDEX ON pcf_anservice.* TO 'pcfadmnusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
I NDEX ON pcf_userservice.* TO 'pcfadnminusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
I NDEX ON ocpm config_server.* TO ' pcfadnminusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
I NDEX ON oc5g_audit_service.* TO 'pcfadnminusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
I NDEX ON pcf_rel ease.* TO ' pcfadnmi nusr' @% ;

FLUSH PRI VI LEGES;

Create an application user and grant all the necessary permissions to the user by
executing the following command:

CREATE USER 'username' @ % | DENTIFI ED BY ' password';

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE ON pcf_smservice.* TO
"usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON pcf_anservice.* TO
"usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE ON pcf _userservice.* TO
"usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON ocpm config_server.* TO
"usernane' @% ;
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GRANT SELECT, | NSERT, UPDATE, DELETE ON oc5g_audit_service.* TO
"username' @% ;

where:

username is the username and password is the password for MYSQL database
user.

For Example: In the below example "pcfusr” is used as username, "pcfpasswd" is
used as password and granting the necessary permissions to "pcfusr”. In this
example, default database names of micro services are used.

CREATE USER ' pcfusr' @% | DENTI FI ED BY ' pcf passwd' ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE ON pcf _smservice.* TO
"pefusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON pcf _anservice.* TO 'pcfusr' @%;
GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE ON pcf _userservice.* TO
"pefusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON ocpm config_server.* TO
"pefusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON oc5g audit service.* TO
"pefusr' @% ;

" Note:

The database name can be specified in the envMysgqlDatabase
parameter for respective services in the custom-value.yaml file.

It is recommended to use unique database name when there are multiple
instances of PCF deployed in the network and they share the same data tier
(MySQL cluster).

Execute the command, show grants for usernane, to confirm that admin user
has all the permission.

Exit from database and logout from MYSQL node.

Create namespace if already does not exists by entering the command:

kubect| create nanespace rel ease_nanespace

where:
release_namespace is the deployment CNPCF namespace used by helm
command.

Create a kubernetes secret for an admin user and an application user.
To create a kubernetes secret for storing database username and password for
these users:

a. Create a yaml file with the application user's username and password with the
syntax shown below:

api Version: vl
kind: Secret
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met adat a:
nane: pcf-db- pass

type: Opaque

dat a:
mysql - user name: <base64 encoded nysql username>
mysql - password: <base64 encoded nysql password>

b. Create a yaml file with the admin user's username and password with the
syntax shown below:

api Version: vl

kind: Secret

met adat a:
name: pcf-adni n-db- pass

type: Opaque

dat a:
mysql - user name: <base64 encoded nysql username>
mysql - password: <base64 encoded nysql password>

" Note:

The values for mysql-username and mysql-password should be
base64 encoded.

c. Execute the following commands to add the kubernetes secrets in a
namespace:

kubect| create -f yam file_namel -n rel ease_namespace
kubect| create -f yam file_name2 -n rel ease_namespace

where:
release_namespace is the deployment namespace used by the helm
command.

yaml_file_namel is a name of the yaml file that is created in step 1.
yaml_file_nameZ2 is a name of the yaml file that is created in step 2.

10. Create the customize ocpcf-custom-values-1.6.1.yaml file with the required input
parameters. To customize the file, see Customizing Policy Control Function.

" Note:

The values of the parameters mentioned in the custom values yaml file
overrides the defaults values specified in the helm chart. If the
envMysqlDatabase parameter is modified, then you should modify the
configDbName parameter with the same value.
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Caution:

Do not exit from hel mi nstal | command manually. After running the
hel minstall command, it takes some time to install all the services. In
the meantime, you must not press "ctrl+c" to come out from hel m
instal | command. It leads to some anomalous behavior.

a. Install PCF by using Helm2:

hel minstall <helmchart> --name <rel ease_nanme> --namespace
<rel ease_nanespace> -f <customfile> --atonic
--timeout 600

b. Install PCF by using Helm3:

helminstall -f <customfile> <rel ease_name> <hel mchart> --
nanespace <rel ease_namespace> --atomc --timnmeout
10m

where:
HELM_CHARTIs the location of the helm chart extracted from ocpcf-pkg-1.6.1.tgz
file

release_name is the release name used by helm command.
release_namespace is the deployment namespace used by helm command.
custom_file - is the name of the custom values yaml file (including location).

For example:

hel minstall /hone/cloud-user/pcf-1.6.1.tgz --nane ocpcf --nanespace
ocpcf -f ocpcf-customval ues-1.6.1.yam --atomic

Refer Customizing Policy Control Function for the sample yaml file.
Parameters in hel minstal | command:

* atomic: If this parameter is set, installation process purges chart on failure.
The --wait flag will be set automatically.

« wait: If this parameter is set, installation process will wait until all pods, PVCs,
Services, and minimum number of pods of a deployment, StatefulSet, or
ReplicaSet are in a ready state before marking the release as successful. It
will wait for as long as --timeout.

» timeout duration (optional): If not specified default value will be 300 (300
seconds) in Helm2 and 5m (5 minutes) in Helm3.Specifies the time to wait for
any individual kubernetes operation (like Jobs for hooks). Default value is
5m0s. If the hel mi nstal | command fails at any point to create a kubernetes
object, it will internally call the purge to delete after timeout value (default:
300s). Here timeout value is not for overall install, but it is for automatic purge
on installation failure.
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You can verify the installation while running the install command by entering this
commands:

wat ch kubect!| get jobs,pods -n rel ease_namespace

Press "Ctrl+C" to exit watch mode.

hel m status rel ease_name -n rel ease_nanespace

Check the installation status by entering this command

helmls rel ease _name

For example:

helmls ocpcf

You will see the status as DEPLOYED if the deployment has been done
successfully.
Execute the following command to get status of jobs and pods:

kubect| get jobs,pods -n rel ease_nanespace

For example:

kubect| get pod -n ocpcf

You will see the status as Running for all the nodes if the deployment has been
done successfully.
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This chapter describes how to customize the Policy Control Function (PCF)
deployment in a cloud native environment.

The PCF deployment is customized by overriding the default values of various
configurable parameters in the ocpcf-custom-values-1.6.1.yaml file.

To customize the ocpcf-custom-values-1.6.1.yaml file as per the required

parameters:

1. Go to the Oracle Help Center (OHC) Web site:
https://docs.oracle.com

2. Navigate to Industries->Communications->Cloud Native Core->Release 2.2.0

3. Click the Policy Control Function (PCF) Custom Template link to download the
zip file.

4. Unzip the file to get ocpcf - cust om conf i gTenpl at es- 1. 6. 1. 0. 0. 0 file that
contains the ocpcf - cust om val ues- 1. 6. 1. yam . This file is used during
installation.

5. Customize the ocpcf-custom-values-1.6.1.yaml file.

6. Save the updated ocpcf-custom-values-1.6.1.yaml file in the helm chart

directory.

Following is a sample ocpcf-custom-values-1.6.1.yaml file created based on all the
parameters described in the Configurable Parameters section .

#
#

Copyright 2019 (O, Oracle and/or its affiliates. Al rights reserved.
section:- gl obal

gl obal :

# Docker registry name

docker Regi stry: 'occne-bastion; 5000'

#Jaeger Host nane

envJaeger Agent Host . ' occne-tracer-jaeger-agent.occne-infra'

# Primary MYSQL Host |P or Hostname

envMysql Host: '

# K8s secret object nane containing OCPCF MYSQ User Name and Password
dbCredSecr et Nane: ' pcf - db- pass'

privilegedDbCredSecret Nane: ' pcf-privil eged-db-pass'

#Rel ease DB name containing rel ease version details

rel easeDbNane: ' pcf rel ease'

#o----- Ingress Gateway Settings - BEGN----

# |If httpsEnabled is false, this Port would be HTTP/2.0 Port (unsecured)
publ i cHt t pSi gnal i ngPort: 80

# If httpsEnabled is true, this Port would be HTTPS/ 2.0 Port (secured

ssL)

publi cHt t psSignal i ngPort: 443

# Enable or disable IP Address allocation from Metallb Pool
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met al Lbl pAl | ocati onEnabl ed: fal se

# Address Pool Annotation for Metallb

met al Lbl pAl | ocati onAnnot ation: "netal | b. universe.tf/address-pool:
signal i ng"

#----- Ingress CGateway Settings - END-----

# APl root of PCF that will be used in notification URLs generated by
PCF' s when sending request to other producer NFs

#If not configured then the ingress gateway service nane and port will
be used as default value. ex:"https://<k8s nanespace>- pcf-egress-gat evay:
443"

pcf Api Root: "'

nrfdientEnable: true

depl oyment Nr f Ol i ent Servi ce:
#K8s namespace of PCF
envNf Nanespace: "'
#sanme as pcf Api Root
nf Api Root: "'

# Gobal flag to enable/disable Policy DS service
pol i cydsEnabl e: fal se

# Gobal flag to enable/disable LDAP Cateway service
| dapCat ewayEnabl e: fal se

di anConnect or Enabl e: true

am servi ce:
enabl ed: true
envMysql Dat abase: pcf_anservice

sm servi ce:
enabl ed: true
envMysql Dat abase: pcf_snservice
envMysql Dat abaseUser Servi ce: pcf _userservice
def aul t Bsf Api Root: ' https://bsf. api gat eway: 8001
audi t SmBessi onTt|: 86400
audi t SmBessi onMaxTt1: 172800

user - servi ce:
envMysql Dat abase: pcf _userservice

confi g-server:
envMysql Dat abase: ocpm config_server

queryservi ce:
envMysql Dat abaseSnfer vi ce: pcf_snservice
envMysql Dat abaseUser Servi ce: pcf _userservice

audi t - servi ce:
envMysql Dat abase: oc5g_audit_service

nrf-client:
# This config map is for providing inputs to NRF-Cient
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confi gmapAppl i cati onConfi g:
# primaryNrfApi Root - Primary NRF Hostnanme and Port
# Secondar yNr f Api Root - Secondary NRF Hostnane and Port
# retryAfterTime - Default downtime(in 1SO 8601 duration format) of an
NRF detected to be unavail abl e.
# nrfdientType - The Nf Type of the NF registering
# nrfdientSubscribeTypes - the NFType for which the NF wants to
subscribe to the NRF
# appProfiles - The NfProfile of the NF to be registered with NRF
# enabl eF3 - Support for 29.510 Rel ease 15.3
# enabl eF5 - Support for 29.510 Rel ease 15.5
# renewal Ti meBef oreExpiry - Time Period(seconds) before the
Subscription Validity time expires
# validityTinme - The default validity time(days) for subscriptions
# enabl eSubscri pti onAut oRenewal - Enabl e Renewal of Subscriptions
automatical ly.
# accept Additional Attributes - Enable additional Attributes as part of
29.510 Rel ease 15.5
profile: |-
[ appcf g]
pri mar yNr f Api Root =http://nrf1-api-gateway. svc: 80
secondar yNr f Api Root =ht t p: // nrf 2-api - gat eway. svc: 80
retryAfterTi me=PT120S
nrfdient Type=PCF
nrfCientSubscribeTypes=CHF, UDR, BSF
appProfiles=[{ "nflnstanceld": "fe7d992b-0541-4c7d-ab84-
c6d70b1b0123", "nfType": "PCF", "nfStatus": "REGQ STERED', "plmList"

null, "nsilist": null, "fgdn": "ocpcf-api-gateway.ocpcf.svc"
"interPl mFqgdn": null, "ipv4Addresses": null, "ipv6Addresses": null
"priority": null, "capacity": null, "load": 80, "locality": null
"pefinfo": { "dnnList": [ "internet", "volte" ], "supiRanges"

[ { "start": "12123444444", "end": "232332323323232", "pattern"
null } ]}, "customnfo": null, "recoveryTime": null, "nfServices"
[ { "servicelnstanceld": "03063893-cf9e- 4f 7a-9827- 067f 6f a9dd01"
"serviceNane": "npcf-ampolicy-control", "versions"

[ { "apiVersionlnUri": "v1", "apiFullVersion": "1.0.0", "expiry"
null } ], "scheme": "http", "nfServiceStatus": "REG STERED', "fqdn"

"ocpcf - api - gat eway. ocpcf.svc", "interPlmFqgdn": null, "ipEndPoints": null
"api Prefix": null, "defaul tNotificationSubscriptions": null,

"al l owedPl ms": null, "allowedNf Types": [ "AWMF", "NEF" ],

"al | owedNf Domai ns": null, "allowedNssais": null, "priority": null,
"capacity": null, "load": null, "recoveryTime": null, "supportedFeatures"
null }, { "servicelnstanceld": "03063893-cf9e-4f 7a- 9827- 067f 6f a9dd02"
"serviceNane": "npcf-snpolicycontrol”, "versions": [ { "apiVersionlnUi":

"v1", "apiFullVersion": "1.0.0", "expiry": null } ], "scheme": "http"
"nf Servi ceStatus": "REG STERED', "fqdn": "ocpcf-api-gateway. ocpcf. svc"

"interPl mFgdn": null, "ipEndPoints": null, "apiPrefix": null

"defaul t NotificationSubscriptions": null, "allowedPl ms": null

"al | owedNf Types": [ "SMF", "NEF', "AF" ], "allowedNf Domai ns": null

"al | owedNssai s": null, "priority": null, "capacity": null, "load": null
"recoveryTime": null, "supportedFeatures": null }, { "servicelnstanceld"
"03063893- cf 9e- 4f 7a- 9827- 067f 6f a9dd03", "servi ceNane": "npcf-ue-policy-
control", "versions": [ { "apiVersionlnUi": "v1", "apiFullVersion"

"1.0.0", "expiry": null } ], "scheme": "http", "nfServiceStatus"
"REG STERED', "fqdn": "ocpcf-api-gateway.ocpcf.svc", "interPl mFgdn"
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null, "ipEndPoints": null, "apiPrefix": null,

"defaul tNotificationSubscriptions": null, "allowedPl ms": null,

"al | owedNf Types": [ "AMF" ], "allowedNf Domai ns": null, "allowedNssais":
null, "priority": null, "capacity": null, "load": null, "recoveryTine":
nul I, "supportedFeatures": null } ]}]

enabl eF3=true

enabl eF5=t rue

renewal Ti meBef or eExpi r y=3600

val i dityTi me=30

enabl eSubscri pti onAut oRenewal =t r ue
accept Addi tional Attributes=fal se

nrf-client-nfdiscovery:
cacheDi scoveryResults: fal se

appi nf o:
servi ceAccount Nane: "'
perf-info:
confi gmapPer f or mance:
pronet heus: http://pronet heus-server. pronet heus: 5802

di am connect or:
envDi aneterReal m 'oracle. con
envDi aneterldentity: 'ocpcf'

di am gat evay:
envDi anet erReal m ' oracl e. coni
envDi aneterldentity: 'ocpcf-gateway'

i ngress-gat eway:
#Service Mesh (Istio) to take care of |oad-bal ancing
servi ceMeshCheck: fal se

# ----0AUTH CONFI GURATION - BEGN ----

oaut hVal i dat or Enabl ed: fal se

nflnstancel d: 6f af 1bbc- 6eda- 4454- a507- aldef 8elbcll
al | owedd ockSkewSeconds: 0
nrfPubl i cKeyKubeSecret: "'
nrf Publ i cKeyKubeNanespace:
val i dationType: rel axed
producer Pl mWNC: 123
producer Pl mMCC: 456

# ----0AUTH CONFI GURATION - END ----

# Enable it to accept incomng http requests
enabl el ncom ngHttp: true

# ---- HITPS Configuration - BEGN ----
enabl el ncom ngHt t ps: fal se

service:

ssl :
tlsVersion: TLSvl.2
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initial Algorithm RSA256
privat eKey:
k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
rsa:
fileName: rsa_private key pkcsl.pem
certificate:
k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf

rsa:
fileName: ocegress.cer
caBundl e

k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
fileNanme: caroot.cer
keySt or ePassword
k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
fileNane: key.txt
trust St or ePasswor d
k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
fileName: trust.txt

egress- gat eway:

# ---- Cauth Configuration - BEGN ----

oaut hd i ent Enabl ed: fal se

nrfAuthority: 10.75.224.7:8085

nflnstanceld: fe7d992b-0541-4c7d-ab84-c6d70b1b01bl
consuner Pl rmMNC: 345

consuner Pl mMCC:. 567

# ---- Cauth Configuration - END ----

# ---- HITPS Configuration - BEGN ----

#Enabling it for egress https requests
enabl eQut goi ngHt t ps: fal se

egressOnCert Rel oadEnabl ed: fal se
egressOnCert Rel oadPat h: /egress-gw store/rel oad

service
ssl
tlsVersion: TLSv1.2
initial Algorithm RSA256
privat eKey:
k8Secr et Nare: ocpcf - gat eway- secr et
k8NameSpace: ocpcf

rsa:
fileName: rsa_private key pkcsl.pem
ecdsa
fileName: ssl_ecdsa_private_key.pem
certificate:

k8Secr et Nare: ocpcf - gat eway- secr et
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k8NameSpace: ocpcf

rsa
fileName: ocegress.cer
ecdsa:
fileName: ssl _ecdsa certificate.crt
caBundl e:

k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
fileNanme: caroot.cer

keySt or ePassword
k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
fileNane: key.txt

trust St or ePasswor d
k8Secr et Narre: ocpcf - gat eway- secr et
k8NameSpace: ocpcf
fileName: trust.txt

# ---- HITPS Configuration - END ----

# ---- SCP Configuration - BEGN ----

# Change this to false when scp integration is not required

scpl ntegrationEnabl ed: fal se

scpHt t pHost: | ocal host

scpHttpPort: 80

scpHt t psHost: | ocal host

SCpHtt psPort: 443

#Change this value to corresponding prefix "/" is not expected to be
provi ded al ong. Applicable for SCP with TLS enabl ed. Exanple: nef , pcf
etc.,

scpApi Prefix: /

# Default scheme applicable when 3gpp-sbi-target-apiroot header is

m ssi ng
scpDef aul t Schene: https
# ---- SCP Configuration - END ----

#Enable this if |oadbalancing is to be done by egress instead of K8s
K8Servi ceCheck: fal se

Configurable Parameters

" Note:
e All parameters mentioned as mandatory must be present in custom
values file.

e All fixed value parameters mentioned must be present in the custom
values file with the exact values as specified here.

Global Configurations

These configuration parameters are common for all micro services.
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Parameter Description Manda | Default | Notes
tory Value
Param
eter
dockerRegistry Name of the Docker Yes Not This is a docker registry
registry which hosts applica | running in OCCNE
Policy Control Function ble bastion server where all
(PCF) docker images PCF docker images will
be loaded. For example,
‘occne-bastion:5000'
envMysqlHost IP address or host name | Yes Not
of the MySq|l server applica
which hosts PCF's ble
databases
cmServiceNodePort | Custom node port for CM | No 0 When not specified
service (default 0), kubernetes
assigns a random port.
pcfDiamGatewayNod | Custom node port for No 0 When not specified,
ePort Diameter Gateway kubernetes assigns a
service random port.
envJaegerAgentHost | Hostname or IP address | Yes Not This parameter is the
for the jaeger agent applica | fqdn of Jaeger Agent
ble service running in
OCCNE cluster under
namespace occne-infra.
dbCredSecretName Name of the Kubernetes | Yes Not
secret object containing applica
Database username and ble
password
privilegedDbCredSecr | Name of the Kubernetes | Yes Not
etName secret object containing applica
Database username and ble
password for an admin
user
pcfApiRoot API root of PCF that is No Ingress | If not configured then
used in notification URLs gatewa | the ingress gateway
generated by PCF's y service name and port
when sending request to service | will be used as default
other producer NFs (like name | value.
NRF, UDR, CHF, etc..) and Example: If the PCF is
port deployed in namespace

"sitel" with https
enabled in port 443,
then the default value
will be
"https://site1-pcf-egress-
gateway:443"
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Configurable Parameters

base

Parameter Description Manda | Default | Notes
tory Value
Param
eter
am- Name of the database No pcf_am
service.envMysqlData | for AM-Service service
base
sm- Name of the database No pcf_sm
service.envMysqlData | for SM-Service service
base
sm- Name of the database of | No pcf_use | Same value as "user-
service.envMysqlData | User Service rservice | service.envMysqlDatab
baseUserService ase"
sm- SM Policy Association No 86400 | Specifies age of a SM
service.auditSmSessi | normal age policy association after
onTtl which a record is
considered to be stale
on PCF and the SMF is
queried for presence of
such associations.
sm- SM Policy Association No 172800 | Specifies maximum age
service.auditSmSessi | maximaum age of a SM Policy
onMaxTtl Association after which
arecord is purged from
PCF SM database
without sending further
queries to SMF.
sm- Api root of pre- No Not Required, if PCF uses
service.defaultBsfApi | configured BSF applica | pre-configured BSF. For
Root ble Example: "https://
bsf.apigateway:8001/"
user- Name of the database No pcf_use
service.envMysqlData | for User-Service rservice

Common Services

Table 3-3 Customizable Parameters

Parameter Description Manda | Default | Notes
tory Value
Param
eter
cm- Flag to enable/disable Optiona | false
service.enableHttps HTTPS for cm-service I
GUI/API
config- Name of the database No ocpm_c
server.envMysglDatab | for Config Server service onfig_s
ase erver
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status of PCF services
and pods. The account
should have read access
("get", "watch" , "list")
to pods, services and
nodes

Parameter Description Manda | Default | Notes
tory Value
Param
eter
queryservice.envMysq | Specify the database Conditi | pcf_sm
IDatabaseSmService | name of SM service onal service
queryservice.envMysq | Specify the database Conditi | pcf_use | Same value as "user-
IDatabaseUserService | name of User service onal rservice | service.envMysqlDatab
ase"
perf- Specifies Prometheus Conditi | http:// | If no value is specified,
info.configmapPerfor | server URL onal promet | PCFs load reported to
mance.prometheus heus- NRF is always 0.
server.
promet
heus:
5802
appinfo.serviceAccou | K8s Service Accountto | Conditi | Not If no value is specified,
ntName access (RBAC) the K8s | onal applica | PCF creates a service
API server to retrieve ble account at the time of

deployment.

NRF Client

Table 3-4 Customizable Parameters

map

Parameter Description Manda | Default | Notes

tory Value

Param

eter
global.deploymentNrf | K8s namespace of PCF | Mandat | Not
ClientService.envNfN ory Applica
amespace ble
global.deploymentNrf | Api root of PCF Mandat | Not same value as
ClientService.nfApiRo ory Applica | global.pcfApiRoot
ot ble
nrf- Contains configuration Mandat | Not Refer below table for
client.configmapApplic | parameters that goes ory Applica | config parameters in
ationConfig.profile into nrf-client's config ble config-map
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scheme>://<Hostname/
IP>:<Port>

Parameter Description Allowed Notes
Values
primaryNrfApiRoot Primary NRF API root <http valid api root | For Example: http://

nrfl-api-gateway.svc:
80

SecondaryNrfApiRoot

secondary NRF API root <http
scheme>://<Hostname/

valid api root

For Example: http://
nrf2-api-gateway.svc:

IP>:<Port> 80
retryAfterTime When primary NRF is down, valid ISO For Example: PT120S
this will be the wait Time (in ISO | 8601
8601 duration format) after duration
which request to primary NRF | format
will be retried to detect primary
NRF's availability.
nrfClientType This should be set to PCF PCF
nrfClientSubscribeTyp | NF Type(s) for which the NF BSF,UDR,C | Leave blank if PCF
es wants to discover and subscribe | HF does not require.
to the NRF
appProfiles NfProfile of PCF to be Valid NF
registered with NRF Profile
enableF3 Support for 29.510 Release true/false
15.3
enableF5 Support for 29.510 Release true/false
15.5
renewalTimeBeforeEx | Time Period(seconds) before Time in For Example: 3600
piry the Subscription Validity time seconds (hr)
expires
validityTime The default validity time(days) | Time in days | For Example: 30 (30
for subscriptions days)
enableSubscriptionAu | Enable Renewal of true/false
toRenewal Subscriptions automatically
acceptAdditionalAttrib | Enable additionalAttributes as | true/false
utes part of 29.510 Release 15.5
Diameter

Table 3-5 Customizable Parameters

Parameter Description Manda | Default | Notes

tory Value

Param

eter
diam- Diameter Realm of PCF Yes Not example:
connector.envDiamet applica | oracle.com
erRealm ble
diam- Diameter Host of PCF Yes Not example: ocpcf
connector.envDiamet applica
erldentity ble
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Parameter Description Manda | Default | Notes

tory Value

Param

eter
diam- Diameter Realm of PCF Yes Not example:
gateway.envDiameter | diameter gateway applica | oracle.com
Realm ble
diam- Diameter Host of PCF diameter | Yes Not example: ocpcf-
gateway.envDiameterl | gateway applica | gateway
dentity ble

Ingress Gateway Service

Table 3-6 Customizable Parameters

on the NF (consumer) that
created by JIWT

Parameter Description Manda | Default | Notes
tory Value
Param
eter
global.publicHttpSigna | HTTP/2.0 Port of ingress No 80
lingPort gateway
global.publicHttpsSign | HTTPS/2.0 Port of ingress No 443
allingPort gateway
global.metalLblpAlloc | Enable or disable IP Address No false
ationEnabled allocation from Metallb Pool
global.metalLblpAlloc | Address Pool Annotation for No "metallb
ationAnnotation Metallb .univers
e.tf/
address
-pool:
signalin
g"
ingress- Enable this parameter if load No False
gateway.serviceMesh [ balancing is handled by Service
Check Mesh
ingress- Enable or disable Oauth Yes False
gateway.oauthValidat | Validator
orEnabled
ingress- NF Instance Id of service No 6faflbb
gateway.nflnstanceld | producer c-6eda-
4454-
as507-
aldef8
elbcll
ingress- set this value if clock on the No 0
gateway.allowedClock | parsing NF (producer) is not
SkewSeconds perfectly in sync with the clock
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Configurable Parameters

me

Parameter Description Manda | Default | Notes
tory Value
Param
eter
ingress- Name of the secret which No
gateway.nrfPublicKey | stores the public key(s) of NRF
KubeSecret
ingress- Namespace of the NRF public | No
gateway.nrfPublicKey | key secret
KubeNamespace
ingress- Possible values are: No
gateway.validationTyp [ ¢  strict
e e relaxed
strict- If incoming request does
not contain "Authorization"
(Access Token) header, the
request is rejected.
relaxed- relaxed means that if
Incoming request contains
"Authorization" header, it is
validated. If Incoming request
does not contain "Authorization"
header, validation is ignored.
ingress- MNC of the service producer No
gateway.producerPIm
nMNC
ingress- MCC of the service producer No
gateway.producerPIm
nMCC
ingress- To enable http (INSECURE) for | No False
gateway.enablelncomi | ingress traffic
ngHttp
ingress- To enable https for ingress No False
gateway.enablelncomi | traffic
ngHttps
ingress- Name of the privatekey secret | No Not required if
gateway.service.ssl.pr Applica | enablelIncomingH
ivateKey.k8SecretNa ble ttps is true
me
ingress- Namespace of privatekey No Not required if
gateway.service.ssl.pr Applica | enablelncomingH
ivateKey.k8NameSpa ble ttps is true
ce
ingress- rsa private key file name No Not required if
gateway.service.ssl.pr Applica | enablelncomingH
ivateKey.rsa.fileName ble ttps is true
ingress- ecdsa private key file name No Not required if
gateway.service.ssl.pr Applica | enablelncomingH
ivateKey.ecdsa.fileNa ble ttps is true
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Configurable Parameters

NameSpace

Parameter Description Manda | Default | Notes

tory Value

Param

eter
ingress- Name of the privatekey secret | No Not required if
gateway.service.ssl.c Applica | enablelncomingH
ertificate.k8SecretNa ble ttps is true
me
ingress- Namespace of privatekey No Not required if
gateway.service.ssl.c Applica | enableIncomingH
ertificate.kBNameSpa ble ttps is true
ce
ingress- rsa private key file name No Not required if
gateway.service.ssl.c Applica | enableIncomingH
ertificate.rsa.fileName ble ttps is true
ingress- ecdsa private key file name No Not required if
gateway.service.ssl.c Applica | enablelIncomingH
ertificate.ecdsa.fileNa ble ttps is true
me
ingress- Name of the privatekey secret | No Not required if
gateway.service.ssl.c Applica | enablelncomingH
aBundle.k8SecretNa ble ttps is true
me
ingress- Namespace of privatekey No Not required if
gateway.service.ssl.c Applica | enablelIncomingH
aBundle.kBNameSpac ble ttps is true
e
ingress- rsa private key file name No Not required if
gateway.service.ssl.c Applica | enablelncomingH
aBundle.rsa.fileName ble ttps is true
ingress- Name of the privatekey secret | No Not required if
gateway.service.ssl.k Applica | enablelncomingH
eyStorePassword.k8S ble ttp is true
ecretName
ingress- Namespace of privatekey No Not required if
gateway.service.ssl.k Applica | enablelncomingH
eyStorePassword.k8N ble ttps is true
ameSpace
ingress- File name that has password for | No Not required if
gateway.service.ssl.k | keyStore Applica | enablelncomingH
eyStorePassword.file ble ttps is true
Name
ingress- Name of the privatekey secret No Not required if
gateway.service.ssl.tr Applica | enablelncomingH
ustStorePassword.k8 ble ttps is true
SecretName
ingress- Namespace of privatekey No Not required if
gateway.service.ssl.tr Applica | enablelncomingH
ustStorePassword.k8 ble ttps is true
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Configurable Parameters

Parameter Description Manda | Default | Notes

tory Value

Param

eter
ingress- File name that has password for | No Not required if
gateway.service.ssl.tr | trustStore Applica | enablelncomingH
ustStorePassword.file ble ttps is true
Name

Egress Gateway Service

Table 3-7 Customization Parameters

Parameter Description Manda | Default | Notes

tory Value

Param

eter
egress- Oauth Validator Enabled No false
gateway.oauthClientE
nabled
egress- NRF's ${HOSTNAME}: No Not Modify the parameter
gateway.nrfAuthority | {PORT} Applica | with actual value, if

ble OAuth is enabled.
egress- NF Instanceld of Producer | No Not Modify the parameter
gateway.nflnstanceld Applica | with actual value, if
ble OAuth is enabled.

egress- MNC of service Consumer | No Modify the parameter
gateway.consumerPI with actual value, if
mnMNC OAuth is enabled.
egress- MCC of service Consumer | No Modify the parameter
gateway.consumerPI with actual value, if
mnMCC oAuth is enabled.
egress- Enabling it for outgoing No
gateway.enableOutgoi | https request
ngHttps
egress- No
gateway.egressGwCe
rtReloadEnabled
egress- No
gateway.egressGwCe
rtReloadPath
egress- Name of the privatekey No Not
gateway.service.ssl.pr | secret Applica
ivateKey.k8SecretNa ble
me
egress- Namespace of privatekey | No Not
gateway.service.ssl.pr Applica
ivateKey.kBNameSpa ble
ce
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Name

Parameter Description Manda | Default | Notes
tory Value
Param
eter
egress- rsa private key file name No Not
gateway.service.ssl.pr Applica
ivateKey.rsa.fileName ble
egress- ecdsa private key file name | No Not
gateway.service.ssl.pr Applica
ivateKey.ecdsa.fileNa ble
me
egress- Name of the privatekey No Not
gateway.service.ssl.c | secret Applica
ertificate.k8SecretNa ble
me
egress- Namespace of privatekey | No Not
gateway.service.ssl.c Applica
ertificate.kBNameSpa ble
ce
egress- rsa private key file name No Not
gateway.service.ssl.c Applica
ertificate.rsa.fleName ble
egress- ecdsa private key file name | No Not
gateway.service.ssl.c Applica
ertificate.ecdsa.fileNa ble
me
egress- Name of the privatekey No Not
gateway.service.ssl.c | secret Applica
aBundle.k8SecretNa ble
me
egress- Namespace of privatekey | No Not
gateway.service.ssl.c Applica
aBundle.kBNameSpac ble
e
egress- rsa private key file name No Not
gateway.service.ssl.c Applica
aBundle.rsa.fileName ble
egress- Name of the privatekey No Not
gateway.service.ssl.k | secret Applica
eyStorePassword.k8S ble
ecretName
egress- Namespace of privatekey | No Not
gateway.service.ssl.k Applica
eyStorePassword.k8N ble
ameSpace
egress- File name that has No Not
gateway.service.ssl.k | password for keyStore Applica
eyStorePassword.file ble
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Table 3-7 (Cont.) Customization Parameters

Chapter 3
Configurable Parameters

gateway.K8ServiceCh
eck

loadbalancing is to be
done by egress instead of
K8s

Parameter Description Manda | Default | Notes
tory Value
Param
eter
egress- Name of the privatekey No Not
gateway.service.ssl.tr | secret Applica
ustStorePassword.k8 ble
SecretName
egress- Namespace of privatekey | No Not
gateway.service.ssl.tr Applica
ustStorePassword.k8 ble
NameSpace
egress- File name that has No Not
gateway.service.ssl.tr | password for trustStore Applica
ustStorePassword.file ble
Name
egress- Change this to false when | No false
gateway.scplntegratio | scp integration is not
nEnabled required
egress- SCP HTTP IP/FQDN No Not
gateway.scpHttpHost Applica
ble
egress- SCP HTTP PORT No 80
gateway.scpHttpPort
egress- SCP HTTPS IP/FQDN No n/a
gateway.scpHttpsHost
egress- SCP HTTPS PORT No 443
gateway.scpHttpsPort
egress- Change this value to No /
gateway.scpApiPrefix | corresponding prefix "/" is
not expected to be
provided along. Applicable
only for SCP with TLS
enabled.
egress- Default scheme applicable | No https
gateway.scpDefaultSc | when 3gpp-sbi-target-
heme apiroot header is missing
egress- Enable this if No false
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This chapter describes the Policy Control Function (PCF) upgrade strategies and
procedures to upgrade from PCF 1.5.x to 1.6.x.

Upgrading from PCF 1.5.x to 1.6.x

To upgrade from PCF 1.5.x to 1.6.x:

1
2
3.
4

Login to the server where the ssh keys are stored and SQL nodes are accessible.

Connect to the SQL nodes.

Login to the database as a root user.

Create an admin user and grant all the permissions to the admin user by executing

the following command:

CREATE USER ' username' @ % | DENTIFI ED BY ' password';
GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
| NDEX ON pcf_snservice.* TO 'username' @% ;

GRANT SELECT, |NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
| NDEX ON pcf_anservice.* TO 'username' @ % ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
I NDEX ON pcf _userservice.* TO 'usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
I NDEX ON ocpm config_server.* TO 'usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
I NDEX ON ocbg_audit_service.* TO 'usernane' @%;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
| NDEX ON pcf _rel ease.* TO "usernane' @% ;

FLUSH PRI VI LEGES;

where:

REFERENCES,
REFERENCES,
REFERENCES,
REFERENCES,
REFERENCES,

REFERENCES,

username is the username and password is the password for MYSQL admin user.

For Example: In the below example "pcfadminusr” is used as username,
"pcfadminpasswd” is used as password and granting all the permissions to

"pcfadminusr”.

CREATE USER ' pcfadminusr' @ % | DENTI FI ED BY ' pcf adni npasswd' ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
I NDEX ON pcf _snservice.* TO 'pcfadmnusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
I NDEX ON pcf _anservice.* TO 'pcfadmnusr' @ % ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
| NDEX ON pcf _userservice.* TO ' pcfadnmi nusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
| NDEX ON ocpm config_server.* TO 'pcfadninusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
| NDEX ON oc5g_audit_service.* TO 'pcfadninusr' @% ;

REFERENCES,
REFERENCES,
REFERENCES,
REFERENCES,

REFERENCES,
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GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, REFERENCES,
| NDEX ON pcf _rel ease.* TO ' pcfadm nusr' @ % ;
FLUSH PRI VI LEGES;

Execute the command, show grants for pcfadm nusr, to confirm that admin user
has all the permission.

Run below SQL commands to create service-specific release entries for upgrade:

CREATE DATABASE | F NOT EXI STS "pcf _rel ease’;

CREATE TABLE | F NOT EXISTS “pcf_release’. ‘release_config™ ( “cfg_key
varchar (255) COLLATE utf8_unicode_ci NOT NULL, “cfg_value® mediuntext
COLLATE utf8_uni code_ci, PRIMARY KEY (" cfg_key')) DEFAULT CHARSET=utf8
COLLATE=ut f 8_uni code_ci ;

I NSERT I NTO "pcf _release™. "rel ease_config

val ues(' public. hook. configserver','{"currentVersion" :

100500, "rol | backVersion" : -1}');

I NSERT I NTO "pcf _release™. "rel ease_config

val ues(' public. hook. snmservice',' {"currentVersion" :

100500, "rol | backVersion" : -1}');

I NSERT I NTO “pcf _rel ease™. "rel ease_config

val ues(' public. hook. anservice',' {"currentVersion" :

100500, "rol | backVersion" : -1}");

I NSERT I NTO "pcf _release™. "rel ease_config

val ues(' public. hook. audi tservice',' {"currentVersion" :

100500, "rol | backVersion" : -1}');

I NSERT I NTO “pcf _rel ease™. "rel ease_config

val ues(' public. hook. userservice',"{"currentVersion" :

100500, "rol | backVersion" : -1}');

Execute the command, sel ect * from pcf_rel ease. rel ease_confi g; , to verify
the release informtaion.

Exit from database and logout from MYSQL node.

Create a yaml file with the username and password with the syntax shown below:

api Version: vl

kind: Secret

met adat a
nane: pcf-adm n-db- pass

type: Opaque

data:
mysql - user name: <base64 encoded nysql username>
mysql - password: <base64 encoded nysqgl password>

¢ Note:

The values for mysql-username and mysql-password should be
base64 encoded.

10. Add the created secret in an existing namespace which needs an upgradation

kubect| create -f yam file_name -n rel ease_nanmespace
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where:
release_namespace is the deployment namespace used by the helm command.

yaml_file_name is a name of the yaml file that is created in step 9.

11. Update the customize ocpcf-custom-values.yaml file with the required input
parameters. To customize the file, see Customizing Policy Control Function.

# Note:

Before running the upgrade command, you should have pushed all the
required Docker images for PCF release 1.5.x to the bastion server. To
push the required docker images, see Installation Tasks

12. a. Upgrade PCF by using helm 2 upgrade command:

hel m upgrade <rel ease-nanespace> <hel mchart> -f <customfile>

b. Upgrade PCF by using helm 3 upgrade command:

hel m upgrade <rel ease-name> <hel mchart> -f <customfile> -n
<rel ease- namespace>

where:
helm-chartis the location of the helm chart extracted from ocpcf-pkg-1.5.0.tgz
file

custom-file - is the name of the custom values yaml file (including location).

Caution:

Do not exit from "helm upgrade" manually. After running "helm
install" command, it takes some time to install all the services. In the
meantime, you must not press "ctrl+c" to come out from "helm
upgrade" command. It leads to some anomalous behavior.

13. Execute the following command to get status of jobs and pods:

kubect| get jobs,pods -n <rel ease-nanespace>

where:
release-namespace is the name space in which to create PCF Kubernetes
objects. All the PCF microservices are deployed in this kubernetes namespace.

You will see the status as Running for all the nodes if the deployment has been
done successfully.
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This chapter describes the Policy Control Function (PCF) roll back procedure from
PCF 1.6.x to previous version.

To roll back from PCF 1.6.x to previous version:

1. Check which revision you need to roll back by executing the below command:
hel m hi story <rel ease_nanespace>

2. Execute the roll back command to roll back to that revision:

a. Below is a command to roll back using Helm2:

hel mrol | back <rel ease_namespace> <revi si on nunber >
b. Below is a command to roll back using Helm3:

hel mrol | back <rel ease_name> <revision nunber> -n
<rel ease_namespace>

3. Clean the tables and databases created as part of PCF 1.6.x by executing the

below command:

DROP DATABASE | F EXI STS pcf _rel ease;
DROP TABLE | F EXI STS pcf _userservice. Subscri ber Cont ext ;
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When you uninstall a Helm chart from your PCF deployment, it removes only the
Kubernetes objects that it created during installation.

To uninstall, enter this command:

hel m del ete rel ease_name

where release_name is the release name used by helm command.

Helm keeps a record of its releases, so you can still re-activate the release after you
uninstall it.

To completely remove the release from the cluster, add the --purge option to the
command:

hel m del ete --purge rel ease_nane

For example, to completely remove a release named "ocpcf”,enter this command:

hel m del ete --purge ocpcf

Deleting Kubernetes Namespace

To delete kubernetes namespace, enter this command:

kubect| del ete nanespace rel ease_nanespace

where release_namespace is the deployment namespace used by helm command.

For example, to delete a kubernetes namespace named "ocpcf", enter this command:

kubect| del ete nanmespace ocpcf

Cleaning Up Database

To clean up database, enter this command:

DROP DATABASE | F EXI STS dat abase_nane;

where database name is the database created for this release.
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This section provides information to troubleshoot the common error which can be
encountered during the installation and upgrade of Policy Control Function.

If hel minstall command Fails

This section covers the reasons and troubleshooting procedures if the hel m i nst al |
command fails.

Reasons for hel minstal | failure:

Chart syntax issue [This issue could be shown in the few seconds]
Please resolve the chart specific things and rerun the hel mi nstal | command,
because in this case, no hooks should have begun.

Most possible reason [TIMEOUT]

If any job stuck in a pending/error state and not able to execute, it will result in the
timeout after 5 minutes. As default timeout for helm command is "5 minutes". In
this case, we have to follow the below steps to troubleshoot.

hel minstall command failed in case of duplicated chart

hel minstall /honme/cloud-user/pcf_1.6.0/sprint3.1/ocpcf-1.6.0-sprint.
3.1.tgz --name ocpcf2 --nanespace ocpcf2 -f cust-ashish. yan
Error: release ocpcf2 failed: configmaps "perfinfo-config-ocpcf2"

al ready exists

Here, configmap 'perfinfo-config-ocpcf2' exists multiple times, while creating
Kubernetes objects after pre-upgrade hooks, this will be failed. In this case also
please go through the below troubleshooting steps.

Troubleshooting steps:

1. Execute the below command to cleanup the databases created by the hel m

install command :

DROP DATABASE | F EXI STS °
“pcf _anservice’;

“pcf _userservice';
DROP DATABASE | F EXI STS °
DROP DATABASE | F EXI STS °

DROP DATABASE | F EXI STS
DROP DATABASE | F EXI STS

DROP DATABASE | F EXI STS

pcf _smservice';

ocpm config_server’;
ocbg_audit_service’;

“pef _rel ease’;

2. Execute the below command to get kubernetes objects:

kubect| get all -n <rel ease_nanespace>

This gives a detailed overview of which objects are stuck or in a failed state.
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3. Execute the below command to delete all kubernetes objects:

kubect| delete all --all -n <rel ease_nanespace>
4. Execute the below command :

helmls --all

If this is in a failed state, please purge the namespace using the command

hel m del ete --purge <rel ease_nanespace>

" Note:

If the execution of this command is taking more time, run the below
command parallelly in another session to clear all the delete jobs.

while true; do kubectl delete jobs --all -n
<rel ease_nanespace>; sleep 5;done

Monitor the below command:

hel m del ete --purge <rel ease_nanmespace>

Once that is succeeded, press "ctrl+c" to stop the above script.

5. After the database cleanup, run the hel minstal | command.

If hel m upgr ade command Fails

This section covers the reasons and troubleshooting procedures if the hel m upgr ade
command fails.

Reasons for hel m upgr ade failure:

Chart syntax issue [This issue could be shown in the few seconds]
Please resolve the chart specific things and rerun the hel m upgr ade command,
because in this case, no hooks should have begun.

Most possible reason [TIMEOUT]

If any job stuck in a pending/error state and not able to execute, it will result in the
timeout after 5 minutes. As default timeout for helm command is "5 minutes". In
this case, we have to follow the below steps to troubleshoot.

Helm upgrade failed in case of duplicated chart
hel m upgrade upgradet est pcf <hel mchart> -f customval ue. yam

Error: release ocpcf2 failed: configmaps "perfinfo-config-ocpcf2"
al ready exists
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Here, configmap 'perfinfo-config-ocpcf2' exists multiple times, while creating
Kubernetes objects after pre-upgrade hooks, this will be failed. In this case also
please go through the below troubleshooting steps.

Troubleshooting steps:

1. Execute the below command to cleanup upgrade jobs:

kubect| get jobs -n <rel ease_namespace>

This gives a detailed overview of all the objects. Delete all the kubernetes
objects.

2. Execute the below command to cleanup kubernetes objects:

while true; do kubectl delete jobs --all -n <rel ease_nanespace>
sl eep 5; done

Execute the above script until all jobs are killed from given release
namespace.

3. Execute the below command to refill the version configurations for a clean
upgrade:

TRUNCATE TABLE "pcf_release’. rel ease_config

I NSERT I NTO “pcf _rel ease™. "rel ease_config’

val ues(' public. hook. configserver','{"currentVersion" :
100500, "rol | backVersion" : -1}');

I NSERT I NTO “pcf _rel ease™. "rel ease_config’

val ues(' public. hook. snmservice',' {"current Version"
100500, "rol | backVersion" : -1}');

I NSERT I NTO “pcf _rel ease™. "rel ease_config

val ues(' public. hook. anservice','{"current Version"
100500, "rol | backVersion" : -1}');

I NSERT I NTO “pcf _rel ease™. "rel ease_config

val ues(' public. hook. audi tservice',' {"currentVersion" :
100500, "rol | backVersion" : -1}');

I NSERT I NTO “pcf _rel ease™. "rel ease_config’

val ues(' public. hook. userservice',"{"currentVersion"
100500, "rol | backVersion" : -1}');

4. Fix the issues that happened in the helm upgrade. And run the hel m upgr ade
command again.
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Policy Control Function (PCF) cloud native deployment package includes ready-to-use

docker images and Helm charts to help you orchestrate containers in Kubernetes.

You can use the Docker images and Helm chart to help you deploy and manage Pods
of PCF product services in Kubernetes. Communication between Pods of services of
PCF products are preconfigured in the Helm charts.

Table A-1 lists the docker images for PCF.

Table A-1 Docker Images for PCF

Service Name

Docker Image Name

AM Service pcf-amservice
Application Info Service app_info
CM Service ocpm_cm_service

Config Server Service

ocpm_config_server

Diameter Connector

diam-connector

Diameter Gateway

diam-gateway

Egress Gateway

ocegress_gateway

Ingress Gateway

ocingress_gateway

Ingress/Egress Gateway init configuration

configurationinit

Ingress/Egress Gateway update configuration

configurationupdate

LDAP Gateway Service

Idap-gateway

Nrf Client Service

nrf_clientservice

Performance Monitoring Service perf_info
PolicyDS Service policyds
Policy Runtime Service ocpm_pre

Query Service

ocpm_queryservice

Readiness check

readiness-detector

Session State Audit

audit_service

SM Service

pcf_smservice

UE Service

pcf_ueservice

User Service

pcf_userservice
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Service Type

Description

ClusterlP

Exposes the service on a cluster-internal IP. Specifying this value
makes the service only reachable from within the cluster. This is the
default ServiceType.

NodePort

Exposes the service on each Node's IP at a static port (the NodePort).
A ClusterlP service, to which the NodePort service will route, is
automatically created. You'll be able to contact the NodePort service,
from outside the cluster, by requesting NodelP:NodePort

Most PCF service use NodePort to deploy in this release.

LoadBalancer

Exposes the service externally using a cloud provider's load balancer.
NodePort and ClusterlP services, to which the external load balancer
will route, are automatically created.

For CM Service, API gateway, Diameter Gateway service, it's
recommended to use LoadBalancer type. Given that the CNE already
integrated with a load balancer (METALLB, for OCCNE deployed on
baremetal).
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