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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
» For Technical issues such as creating a new Service Request (SR), select 1.

* For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New in This Guide

This section introduces the documentation updates for Release 1.3.0 in Cloud Native
Core Console.

New and Updated Features in Release 1.3.0:

*  Helm test

e Supports latest version of NFs

New and Updated Features in Release 1.2.1:

* CNCC Core and CNC IAM Configuration for Aspen Service Mesh (ASM)

*« CNCC Core and CNC IAM Configuration for Operations Services Overlay (OSO)
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Installation Overview

This document contains procedures to install the Cloud Native Core Console (CNCC).

The CNCC provides user interface for the configuration parameters of Service
Communication Proxy (SCP), Network Repository Function (NRF), Policy Control
Function (PCF), Cloud Native Policy and Charging Rules Function (CNPCRF) and

Unified Data Repository (UDR) network functions.

Reference

Refer the following documents for more information:

e Service Communication Proxy (SCP) Cloud Native User's Guide

*  Network Repository Function (NRF) Cloud Native User's Guide

e Cloud Native Core Policy User's Guide
e Unified Data Repository (UDR) Cloud Native User's Guide

*  Network Repository Function (NRF) Cloud Native Installation and Upgrade Guide

e Service Communication Proxy (SCP) Cloud Native Installation Guide

e Unified Data Repository (UDR) Cloud Native Installation and Upgrade Guide

e Cloud Native Core Policy Installation Guide

Acronyms

Table 1-1 Acronyms

Terms Definition

CNCC Cloud Native Core Console

HTTPS Hypertext Transfer Protocol Secure
IAM Identity Access Management

LDAP Lightweight Directory Access Protocol
NRF Network Repository Function

OSDC Oracle Software Delivery Cloud

SCP Service Communication Proxy
SAML Security Assertion Markup Language
UDR Unified Data Repository

UE User Equipment

ORACLE
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CNC Console Package

Prerequisite

* The user must have their own repository for storing the CNCC images and
repository which must be accessible from the Kubernetes cluster.

Installation Preparation

The following table describes the steps to download the CNCC Images and Helm files
from OSDC (Oracle Software Delivery Cloud).

1. Download the CNCC package file:

Customers are required to download the CNCC package file from OSDC. The
package is hamed as follows:

cncc- pkg- <mar ket i ng-r el ease- nunber >. t gz
Example:

cnee-pkg-1.3.0.0.0.tgz
2. Untar the CNCC package file:
Untar the cncc package to the specific repository:

tar -xvf cncc-pkg- <marketing-rel ease- nunber>. tgz
The package file consists of the following:

a. CNCC Docker Images File: cncc-i mages- <t ag>. t ar

b. Helm Chart of CNCC IAM: the tar ball contains Helm Chart and templates
cnece-iam<tag>.tgz

c. Helm File of CNCC Core: tarball contains Helm charts and templates cncc-
core-<tag>.tgz

d. Readme txt File Readne. t xt
Example :

List of contents in cncc-pkg-1.3.0.tgz :
cncc-pkg-1.3.0.tgz

______ cncc-core-1.3.0.tgz
______ cncc-iam-1.3.0.tgz
o cncc-images-1.3.0.tar

| Readme.txt

3. Check the checksums:
Check the checksums of tarballs mentioned in Readne. t xt
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Installation Preparation

4. Load the tarball to system:

Execute the following command to push the Docker images to docker repository:

docker load --input <inage file nane.tar>

Exanpl e
docker load --input cncc-imges-1.3.0.tar
Sanpl e Qutput:

Loaded i mage: cncc/api gwconfigurationinit:1.3.0
Loaded i mage: cncc/api gw configurationupdate: 1.3.0
Loaded i mage: cncc/cncc-api gateway: 1.3.0

Loaded i mage: cncc/cncc-cnservice:1.3.0

Loaded i mage: cncc/cncc-iam1. 3.0

Loaded i mage: cncc/nf-test:1.3.0

Push docker files to Docker registry:
Execute the following command to push the docker files to docker registry:

docker tag <image-name>: <i nage-tag> <docker-repo>/ <i mage-
nane>: <i mage-t ag>

docker push <docker repo>/<i mage_nanme>: <i nmage-t ag>

Check if all the images are loaded:
Execute the following command to search helm chart:

docker images

Push helm charts to helm repository:
Execute the following command to push the helm charts to helm repository:

hel m push --force <hel mrepo> <i mage_nane>.tgz

Download the CNCC custom templates package file:
Execute the following command to download the CNCC custom templates
package file:

cncc-cust om confi gt enpl at es- <mar ket i ng-r el ease- nunber >. zi p
Exanpl e:
cncc-customconfigtenplates-1.3.0.zip

Unzip the CNCC custom templates package file:
Unzip the cncc custom templates package:

The package file consists of the follow ng:

CNCC | AM custom val ues file : customcncc-iam val ues_<versi on>. yani
CNCC Core customvalues file : customcncc-

core_val ues_<versi on>. yan

CNCC | AM DB sqgl file : cnccdb_<version>. sql
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Chapter 2
Verify and Create Kubernetes Namespace

Exanpl e:

unzip cncc-custom configtenpl ates-1.3.0.zip
Archive: cncc-customconfigtenplates-1.3.0.zip
creating: cncc-customconfigtenplates-1.3.0/
inflating: cncc-custom configtenplates-1.3.0/customcncc-
i amval ues_1. 3. 0. yani
inflating: cncc-custom configtenplates-1.3.0/cnccdb_1.3.0.5sq
inflating: cncc-custom configtenplates-1.3.0/customcncc-
core_values_1. 3. 0. yan

Verify and Create Kubernetes Namespace

ORACLE

This section explains how user can verify whether a required namespace exists in
system or not. If namespace does not exist, user must create it.

# Note:

CNCC can be installed at NF specific namespaces also.For that replace
cncc namespace with custom namespace.

Procedure

1. Verify whether the required namespace already exists in system by executing the
following command:

$ kubect| get nanespaces

2. If the namespace does not exist,then create the namespace by executing following
command:

$ kubect| create nanespace <required namespace>

Example:

$ kubect| create nanespace cncc
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CNC Console IAM Installation Instructions

Prerequisites for CNC Console IAM

Following are the prerequisites for the installation of CNC Console IAM:

Create MySQL Database and User

Populate CNCC Database with CNCC IAM Tables
Create a Kubernetes Secret for MySQL

Create a Kubernetes Secret for Admin User
CNCC IAM Secret Configuration to Enable HTTPS

Create MySQL Database and User

This section explains how to create CNCC user and CNCC database.

A

# Note:
CNCC DB Naming Convention

As the CNCC instances cannot share the same database, operator has to
provide a unique name to the CNCC DB in the DB Tier either limited to a site
or spanning across sites.

Format for database name :

<dat abase- name>_<si t e- nane>_<cl ust er >

Example database name:

cncedb_sitel clusterl

Naming Convention: Start with alphabet, can contain alpha numeric,
underscore and cannot be longer than 64 characters.

In this installation guide, the commands use "cnccdb" as sample db name.
The sample db name "cnccdb" must be replaced with the dbname that the
user chooses as per naming conventions defined by this note.

1. Login to the server or machine which has permission to access the SQL nodes of
NDB cluster.

2. Connect to the SQL nodes of NDB cluster one by one.
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Chapter 3
Create MySQL Database and User

3. Execute the following command to login to the MySQL prompt using root
permission or user, which has permission to create users with permissions:
nmysql -h -uroot -p

# Note:

After writing the command mentioned above, user must enter MySq|
password.

4. Check whether CNCC user already exists. If user does not exist, create a CNCC
user by executing following commands:

a. Execute $ SELECT User FROM nysql . user; to list the users.

b. If user does not exist, create the new user by executing $ CREATE USER
' <CNCC User Nanme>' @ % | DENTI FI ED BY ' <CNCC Passwor d>' ;

5. Check if CNCC database already exists. If the database does not exist, create a
CNCC database and provide permissions to CNCC user created in the previous
step:

a. Execute $ show dat abases; to check if database exists.
b. Drop the existing cnccdb database by executing the following command:
DROP DATABASE cnccdb;

c. Execute $ CREATE DATABASE | F NOT EXI STS <CNCC Dat abase>; for Database
creation.

d. Grant permission to cncc-user by executing the following command:

$ GRANT SELECT, | NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON <CNCC Dat abase>.* TO
" <CNCC User Name>' @% ;

Example to demonstrate cncc user creation, cnccdb creation and granting permissions
to cncc user:

# Login to MySgl pronpt:

$ nysgl -u root -p

Check user already exists or not:

$ SELECT User FROM nysgl . user;

# In case, user already exists, nove to next step. Command to create
new user is as nentioned bel ow

$ CREATE USER 'cnccusr' @% | DENTI FI ED BY ' cnccpasswd'

# Command to check if database exists:

$ show dat abases;

# Drop the existing cnccdb dat abase:

$ DROP DATABASE cnccdb;

# Database creation for CNCC:

$ CREATE DATABASE | F NOT EXI STS cnccdb CHARACTER SET utf8;

#QG anting pernission to user:

$ GRANT SELECT, | NSERT, CREATE, ALTER DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON cnccdb .* TO cnccusr' @ % ;
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Chapter 3
Populate CNCC Database with CNCC IAM Tables

Populate CNCC Database with CNCC IAM Tables

The user must load the CNCC database created with cnccdb_<ver si on>. sql file
provided in the cncc- cust om confi gt enpl at epackage file. This section describes how
to populate CNCC database with CNCC IAM tables.

1. Load the database with tables from cnccdb_<versi on>. sgl . Ensure
cncedb_<versi on>. sql isin/hone/ adnusr/ directory of the MySqgl Query Node.

nmysql -u <username> -p <databasename> cnccdb_<versi on>. sql

¢ Note:

The user must enter the mysqgl password.

2. Verify the tables are loaded into the database using command:
$ use <dat abasenane>;

$ show t abl es;

# Note:
It shows a list of 93 tables related to CNCC-IAM.

3. Exit from MySql Query Node using following command:
$ exit;

Example to demonstrate loading of cnccdb with tables from cnccdb_<ver si on>. sql :

#nysql -h 127.0.0.1 -uroot -pNextGenCne cnccdb < /hone/ adnusr/
cnccdb. sql

#nysql -h 127.0.0.1 -uroot -pNextGenCne

nysql >use cnccdb;

nysql > show t abl es;

CNCC IAM MySQL Secret Configuration

ORACLE

This section describes how to create a k8s secret for MySQL.

1. Execute the following command to create the k8s secret for MySQL.:

kubect| create secret generic <database secret name> --from

I'i teral =dbUser NameKey=<CNCC

M/SQL dat abase usernane> --fromliteral =dbPasswor dKey=<CNCC MySQL
dat abase passsword> -n <Namespace of MySQ. secret>

2. Execute the following command to verify the secret creation:

$ kubect| describe secret <database secret name> -n <Nanespace of
MYSQL secret>
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Chapter 3
CNCC IAM Secret Configuration for Default (Admin) User

Example:

$ kubect| create secret generic cncc-db-secret --from
l'iteral =dbUser NaneKey=root --from

|'iteral =dbPasswor dKey=mypass -n cncc

$ kubect| describe secret cncc-db-secret -n cncc

CNCC IAM Secret Configuration for Default (Admin) User

This section describes how to create k8s secret for default (admin) user's password.

1.

Execute the following command to create the k8s secret for admin user:

$ kubect| create secret generic <secret-nane> --from
l'iteral =i amAdm nPasswor dKey=<passwor d>
--nanespace <nanespace>

Execute the following command to verify the secret creation:
$ kubect| describe secret <secret name> -n <namespace>

Example:

$ kubect| create secret generic cncc-iamsecret

--fromliteral =i amAdmi nPasswor dKey=cncci anpasswor dval ue - -
namespace cncc
$ kubect| describe secret cncc-iamsecret -n cncc

CNCC IAM Secret Configuration to Enable HTTPS

This section describes how to create secret configuration for enabling HTTPS. This
section must be executed before enabling HTTPS in CNCC Core Ingress gateway.

ORACLE

" Note:

The passwords for TrustStore and KeyStore are stored in respective
password files.

To create kubernetes secret for HTTPS, following files are required:

ECDSA private key and CA signed certificate of CNCC (if initialAlgorithm is
ES256)

RSA private key and CA signed certificate of CNCC (if initialAlgorithm is RSA256)
TrustStore password file
KeyStore password file

CA certificate

This section explains how to create the secrets for enabling HTTPS after
required certificates and password files are generated:
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Chapter 3
CNCC IAM Secret Configuration to Enable HTTPS

Create a secret by executing the following command:

$ kubect| create secret generic <secret-nane> --
fronfile=<ssl ecdsa_private_key. penp

--fromfile=<rsa_private key pkcsl.penr --
fronfile=<ssl truststore.txt>

--fromfile=<ssl _keystore.txt> --fromfile=<caroot.cer> --
fronfile=<ssl rsa certificate.crt>

--fromfile=<ssl _ecdsa certificate.crt> -n <Nanespace of CNCC
| AM I ngress Gat eway

secret >

Example:

$ kubect| create secret generic cncc-iamingress-secret

--fronfil e=ssl _ecdsa_private_key.pem --from
file=rsa_private_key pkcsl. pem

--fronfile=ssl truststore.txt --fromfile=ssl_keystore.txt --
fromfile=caroot.cer

--fronfile=ssl rsa certificate.crt --from
file=ssl ecdsa certificate.crt -n

cncc

On successfully executing the above command, the following message will be
displayed:
secret/cncc-iam-ingress-secret created

Execute the following command to verify the secret creation: :

$ kubect| describe secret cncc-iamingress-secret -n cncc

This section explains how to update the secrets for enabling HTTPS, if they
already exist:

1.

Create a secret by executing the following command:

$ kubect| create secret generic <secret-nane> --
fronfile=<ssl _ecdsa_private_key. penp
--fromfile=<rsa_private_key_pkcsl.penm> --
fronfile=<ssl truststore.txt>
--fromfile=<ssl _keystore.txt> --fromfile=<caroot.cer> --
fronfile=<ssl rsa certificate.crt>
--fromfile=<ssl_ecdsa_certificate.crt> --dry-run -o yan -n
<Namespace of CNCC | AM I ngress
Gateway secret> | kubect!l replace -f - -n <Namespace of CNCC
| AM I ngress Gat eway
secret>

Example:

$ kubect| create secret generic cncc-iamingress-secret
--fronfil e=ssl _ecdsa_private_key.pem --from
file=rsa_private_key_pkcsl. pem
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Chapter 3
CNCC IAM Configuration for Service Account

--fronfile=ssl truststore.txt --fromfile=ssl_keystore.txt --
fromfile=caroot.cer

--fronfile=ssl rsa certificate.crt --from
file=ssl _ecdsa_certificate.crt --dry-run -o yam -n

cncc | kubectl replace -f - -n cncc

2. On successfully executing the above command, the following message will be
displayed:
secret/cncc-iam-ingress-secret replaced

CNCC IAM Configuration for Service Account

ORACLE

This section describes about the CNCC IAM Configuration for Service Account. CNCC
IAM provides option to configure custom service account.

Sample CNCC IAM service account yaml file

cncc-iam-sa

## Service account yam file for cncc-iam
api Version: vl
ki nd: Servi ceAccount
met adat a:
name:; cncc-iamsa
namespace: cncc
annot ations: {}
api Version: rbac. authori zation. k8s.io/vl
kind: Role
met adat a:
name: cncc-iamrole
namespace: cncc
rul es
- api G oups:
- "" #"" indicates the core APl group
resour ces
- services
- configmaps
- pods
- secrets
- endpoints
- persi stentvol umecl ai ns
ver bs:
- get
- watch
- list
api Version: rbac. authori zation. k8s.io/vl
ki nd: Rol eBi ndi ng
met adat a:
nane: cncc-iamrol ebinding
namespace: cncc
rol eRef:
api Goup: rbac.authorization.k8s.io
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CNCC IAM Configuration for Aspen Service Mesh (ASM)

kind: Role
nane: cncc-iamrole
subj ects:

- kind: ServiceAccount
nane: cncc-iamsa
namespace: cncc

Configure service account for ingress-gateway and keycloak in custom-cncc-
iam_values_<version>.yaml as follows:

1. For ingress-gateway provide custom service account under
global.serviceAccountName.

gl obal ;

# xxxxkxkk Gub-Section Start: Ingress Gateway G obal Paraneters

*kkkkkkx
IR R RS R R R R RS R R R R R R R R RS R R R R EE SRR EREEEEEEEEEEREEEEEE SR

* % %

servi ceAccount Name: cncc-iam sa

2. For keycloak provide custom service account under
kc.keycloak.serviceAccount.name.serviceAccountName.

kc:
keycl oak:

servi ceAccount :
# Specifies whether a service account should be created
create: false
# The nane of the service account to use.
# If not set and create is true, a nane is generated using
the full nane tenplate
name: cncc-iamsa

CNCC IAM Configuration for Aspen Service Mesh (ASM)

This section describes about CNCC IAM Configuration for Aspen Service Mesh (ASM).
1. Annotation:

a. Add traffic.sidecar.istio.iolexcludelnboundPorts: "\"8081\"" annotation
under global.customExtention.lbDeployments.annotations section in cncc-
iam_values.yaml to disable mTLS on cncc-iam ingress container port.

gl obal ;
# xxx*kxkk Gyb-Section Start: Common G obal Parameters

*hkkkkkkkkkkkx

#

IR R SR SRR R SRR SR SRR SRR R RS R R R EEEEEEEREEEEEEEEREEE SR
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CNCC IAM Configuration for Aspen Service Mesh (ASM)

* *

cust onExt ensi on:
| bDepl oynent s:
| abel s: {}
annot ati ons:
traffic.sidecar.istio.iolexcludel nboundPorts: "\"8081\""

# x¥xxxxxk% Gup- Section End: Common @ obal Paraneters
LR R EEEEEEEEEEEEEEE S

kkkkkhkhkhhhhhhhhhhhkhhhhhhhhdhdhhhhhhhhhhhhhhhdhdhddddhhhhdhdhhhrhhhdrdrdrdssd

kkkkk*k

Add sidecar.istio.iolrewriteAppHTTPProbers: "\"true\""under
global.customExtention.allResources.annotations section in cncc-
iam_values.yaml for readiness and liveness probe to work.

gl obal :

# *xxxxkkx guph-Section Start: Conmon d obal Paraneters
khkkkkkkhkkkkkkx

#
khkkhkkhkhkhkhkhkhkhkhkhkhkhhhkhhkhkhkhkhhhhhkdhkhkhhhhkhhkdhhkhkhkhhkdhkhkdhkhkhhhkdhhkdhkdrdhkdhkdkdxxdk

* %

cust onExt ensi on:
al | Resour ces:
| abels: {}
annot ations:
sidecar.istio.io/rewiteAppHTTPProbers: "\"true\""

# *xxxxxkx gup- Section End: Common d obal Paraneters

kkhkkkkkkkkhkkkhkhkkxhkkk*x

#

IR R R R SR EEREEE SR SRS SR RS RS EER RS SRR SR EEEEREEEEREEEEREEREESESERERESE SR

******X

" Note:

This is only required when deployed ASM is configured with
rewriteAppHTTPProbe set to false.

si decar | nj ect or Webhook:
rew iteAppHTTPProbe: false # To enable istio
to rewite probes when niLS is enabl ed

External MySQL DB:
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< Note:

Skip this step, if

CNCC IAM is deployed in same namespace as other 5G NFs and those
NFs are already configure with MySQL service then user can use same
service for CNCC IAM also.

Refer CNCC IAM configuration for MySQL section to configure and
populate db with required configuration.

Create Service & Endpoint for External MySQL instance.
Example: service and endpoint

api Version: vl
ki nd: Endpoints
met adat a:
nane: nysql-connectivity-service-headl ess
namespace: cncc
subset s:
- addresses
- ip: 10.75.203.49 # | P of cluster where MySQ. is running
ports:
- port: 3306
protocol : TCP
api Version: vl
kind: Service
met adat a:
nane: nysql-connectivity-service-headl ess
namespace: cncc

spec:
clusterlP: None
ports:
- port: 3306
protocol : TCP

targetPort: 3306
sessionAffinity: None
type: CdusterlP
api Version: vl
kind: Service
met adat a:
nane: nysql -connectivity-service
namespace: cncc
spec
ext ernal Nane: nysql -connectivity-service-
headl ess. cncc. svc. cl uster. | oca
sessionAffinity: None
type: External Narme

Create service-entry and destination rule for MySQL service.
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Example: service-entry and destination-rule

api Version: networking.istio.io/vlal pha3
ki nd: ServiceEntry
met adat a:

name: nysql -external -se

namespace: cncc

spec
host s:
- nysql -connectivity-service-headl ess. cncc. svc. cluster. |l oca
ports:
- nunber: 3306
nanme: nysq

protocol: MySQL
[ ocation: MESH EXTERNAL

api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a:

name: nysql - external -dr

namespace: cncc
spec

host: mysql - connecti vity-service-
headl ess. cncc. svc. cl uster. | oca

trafficPolicy:

tls:
mode: DI SABLE

c. Incncc-iam_values.yaml under keycloak section provide MySQL service
FQDN as follows:

dbNane: cnccdb
dbHost: nysql - connectivity-service
dbPort: 3306

CNCC IAM Configuration for Operations Services
Overlay (0SO)

This section describes about CNCC IAM Configuration for Operations Services
Overlay (OSO).

Add Annotation oracle.com/cnc: "\"true\"" under
global.customExtention.IbDeployments.annotations section in cncc-iam_values.yaml
to indicate OSO to scrape metrics from ingress pod.

gl obal :
# *xxxxkkx Gup-Section Start: Conmon G obal Parameters **xxxxkxxxkix

# IR R RS S S SR RS RS S SR RS R SRS SRR R SRS EEEE R SRR R EEEEREEEEEEEEEEEEEREEEEEES]

cust onExt ensi on:
| bDepl oynent s:
| abels: {}
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annot at i ons:
oracle.conmcnc: "\"true\""

# x¥xxxxxx% Gup- Section End: Common @ obal Paraneters
LR R EEEEEEEEEEEEEEE S

#

kkkkkhkhkhhhhhhhhhhhhhhhhhdhhdhhhhhhhhhhhhhhhdhddddddhhhdhdhhhdhhhdhdddddddhrrrrr

Installation Sequence for CNC Console IAM

The installation sequence for CNC Console IAM is:
1. Installation Preparation.
2. Configure custom cncc-iam val ues_<versi on>. yanl file.
This includes configuring the following based on the deployment:
a. Repository path
b. cncc-iam details
Note: Other configurations might be changed based on the deployment.
3. cncc-iam deployment:
a. With helm repository
b. With helm tar

4. Verify cncc-iam deployment.

Deployment of CNC Console IAM

ORACLE

1. Search helm chart:

Execute the following command to check the version of the helm chart installation.
hel m search <rel ease_nane>

Exanpl e: hel m search cncc-iam

NAME CHART VERSI ON APP VERSI ON DESCRI PTI ON
ocspf-hel mrepo/cncc-iam 3.0.0 8.0.1 Qpen Source
Identity and Access

Managenent For
Modern App

2. Prepare custom cncc-i am val ues_<version>. yanl file:
Prepare a cust om cncc-iam val ues_<versi on>. yan file with the required
parameter information.

3. Deploy cncc-iam:
Installation using helm repository

Execute the following command:

For hel m 2 based:
helminstall --name <rel ease_nane> <hel mrepo> -f custom cncc-
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i am val ues_<versi on>. yani

- - nanenanespace<depl oynent <namespace_nane> --version <hel m version>
For hel m 3 based:

hel minstall <rel ease_name> <hel mrepo> -f customcncc-

i am val ues_<versi on>. yani

--nanespace <namespace_name> --version <hel mversion>

Where:
helm-repo: repository name where the helm images, charts are stored

values: helm configuration file which needs to be updated based on the docker
registry

release_name and namespace_name : depends on customer configuration

Example:

For helm 2 based:

helminstall --name cncc-iam ocscp-hel mrepo/ocscp -f customcncc-
i amval ues_1.3.0.yanm --nanenanespace

cncc-iam--version 1.3.0

For helm 3 based:

helminstall cncc-iam ocscp-hel mrepo/ocscp -f customcncc-

i amval ues_1.3.0.yam --nanespace

cncc-iam--version 1.3.0

Note: Update dbVendor, dbHost , dbName fields in cust om cncc-
i am val ues_<ver si on>. yan

Example:

dbVendor: nysql

dbNane: cnccdb

dbHost: nysql - sds. defaul t. svc. cluster.|ocal
dbPort: 3306

Installation using helm tar

Execute the following command:

For hel m 2 based:

helminstall --name cncc-iam-f custom cncc-

i am val ues_<version>. yanl --name namespace <namespace>
<chartpath>./<chart>.tgz

For hel m 3 based:

helminstall cncc-iam-f customcncc-iamval ues_<version> yam --
nanmespace <namespace> <chartpath>./<chart>.tgz

Example:

For hel m 2 based:

helminstall --nane cncc-iam-f customcncc-iamvalues_1.3.0.yanl
--nanenamespace cncc-iam./cncc-iamtgz

For hel m 3 based:
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helminstall cncc-iam-f customcncc-iamvalues_1.3.0.yam --
namespace cncc-iam./cncc-iamtgz
4. Check repository status:

Execute the following command to check the deployment status.
hel m stat us <rel ease_nane>

5. Check service status:

Check if all the services are deployed and running:
kubect| -n <namespace_name> get services

Example:

$ kubect!l -n cncc get services

NAME TYPE CLUSTER- | EXTERNA |PORT(S) AGE
IP L-IP

cncc-iam-ke- ClusterlP None <none> 8285/TCP 9Im13s

headless

cncc-iam-ke-http | ClusterlP 10.233.25.7 | <none> 8285/TCP 9m13s
5

cncc-iam- LoadBalanc | 10.233.7.23 | 10.75.182.7 | 8080:30346/TCP 9Im13s

ingress-gateway | er 6 2

6. Check pod status :

Check if all the pods are up and running by executing the following command:
kubect| -n <namespace_name> get pods

Example:

$ kubect! -n cncc get pods

NAME READY STATUS RESTARTS | AGE
cncc-iam-kc-0 1/1 Running 0 44h
cncc-iam-ingress- 1/1 Running 0 12h
gateway-6748d55f98-szdgm

CNC Console IAM Microservices

CNC Console IAM has three microservices, which are responsible for Identity Access
Management:

* cncc-iam-kc-headless
e cncc-iam-ke-http
*  cncc-iam-ingress-gateway

Following is an example of services CNC Console IAM offers:

ORACLE 3-13



Chapter 3
CNC Console IAM Sample Custom Values

Table 3-1 CNC Console IAM Microservices
-~

NAME TYPE CLUSTER-IP |EXTERNAL- [PORT(S) AGE
IP

cncc-iam- | ClusterlP None <none> 8285/TCP 9m13s

kc-

headless

cncc-iam- | NodePort 10.233.25.75 | <none> 8285/TCP 9m13s

ke-http

cncc-iam- | LoadBalancer |10.233.7.236 |10.75.182.72 |8080:30346/T |9m13s

ingress- CP

gateway

CNC Console IAM Sample Custom Values

customcncc-iamval ues_1. 3. 0. yanl with helm chart version 1.3.0

HHTHHHHHHEHHEHH A
# Section Start: global attributes #
HHTHHHHHHEHHHH AP

gl obal ;
# *xxxxkkx o Gup-Section Start: Conmon G obal Parameters **xx*kk&xxxix

# Fhkhkkhkkhhkkdhhkhhkdhhdhhhhdhhdhdhdhdhhdhdhhddhddhdrhdrddhdrhkdrdrrdrkdrddx*k

# user needs to set inmageRepository to the repository where the
i mges are kept
docker Regi stry: ocspf-registry.us.oracle.com 5000/ ocscp

cust onExt ensi on:
al | Resour ces:
| abels: {}
annotations: {}
# sidecar.istio.io/rewiteAppHTTPProbers: "\"true\""

| bServi ces
| abels: {}
annotations: {}

| bDepl oynment s:
| abels: {}
annotations: {}
# traffic.sidecar.istio.iolexcludelnboundPorts: "\"8081\""
# oracle.comcnc: "\"true\""

nonl bServi ces:
| abels: {}
annotations: {}

nonl bDepl oynent s
| abels: {}
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annot ations: {}

# Helmtest related configurations
test:
nf Nane: cncc-iam
i mge:
nane: cncc/nf _test
tag: hel mtag
config:
| ogLevel : WARN
timeout: 40

# x*xxkxxxx . Gub- Section End: Common G obal Paraneters

kkkkkhkkhkhkhkhkkhkhhkhkkkk*

#

kkkkkhkhkhhhkhhhhhhhhhhhhhhdhdhdhhhhhhhhhhhhhhhdhdhddddhhhhhdhhhhhhdhdddddddhrrrrr

# *x*xxxxxk GQub-Section Start: Ingress Gateway G obal Paraneters
kkkkkkk*k

#

kkkkkhkhkhhhhhhhhhhhhhhhhhdhdhdhhhhhhhhhhhhhhhdhdhddddhhhhhdhhhhhhdhdddddddhrrrrr

# If https is enabled, this Port would be HTTP/ 1.0 Port (unsecured)

# If https is disabled, this Port would be HTTPS/ 1.0 Port (secured
SsL)

publ i cHt t pSi gnal i ngPort: 8080

publicHtt psSi gnal lingPort: 8443

servi ceAccount Nane:

# Specify type of service - Possible values are :- CusterlP,
NodePort, LoadBal ancer and External Name

type: LoadBal ancer

# Enable or disable I P Address allocation fromMetallb Pool

met al Lbl pAl | ocati onEnabl ed: true

# Address Pool Annotation for Metallb
met al Lbl pAl | ocationAnnotation: "nmetal |l b.universe.tf/address-pool: oan

# If Static |oad balancer IP needs to be set, then
set staticlpAddressEnabled flag to true and provide val ue for
staticl pAddress
# Else random P will be assigned by the netalLB fromits |IP Pool
staticl pAddressEnabl ed: fal se
staticl pAddress: 10.75.212.60

# If Static node port needs to be set, then set staticNodePortEnabl ed
flag to true and provide value for staticNodePort

# El se random node port will be assigned by K8

stati cNodePort Enabl ed: true

staticH t pNodePort: 30085

staticH t psNodePort: 30053

nodeSel ector:
nodeKey: ""
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nodeVal ue:

k8sResour ce:

contai ner:
prefix:
suf fix:

# xxxxxxkx . Gub- Section End: Ingress Gateway G obal Paraneters **x*xx**
# ER R S R I R R I R R R R S R R I R R R R R R R R R R R R R R R R R R R R R R R

HHR R R R R R R R R
# Section End : global attributes #
HHR R R R R R R R R

HitHH B R R
# Section Start : |AM attributes #
HitHH B R R

kc:

keycl oak:
i mge:

name: cncc/cncce-iam
tag: hel mtag
pul | Policy: A ways

## Username for the initial CNCConsol e-|1 AM adm n user
user nane: adm n

# Specifies an existing secret to be used for the adm n password
exi stingSecret: cncc-iamsecret

# The key in the existing secret that stores the password
exi stingSecretKey: iamAdnm nPasswor dKey

servi ceAccount :

# Specifies whether a service account should be created
create: false

# The nane of the service account to use.

# If not set and create is true, a nane is generated using the

full nane tenpl ate

name:

## Persistence configuration
persi st ence:

# The database vendor. Can be either "nysqgl", "mariadb", or "h2"
dbVendor: nysql

## The dat abase nane, host and port
## 1f dbVendor is 'nysql", then database should be created in

nysql prior to installing cncn-iam
dbName: cnccdb
dbHost: ""
dbPort: ""

## Database Credentials are loaded froma Secret residing in the
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same Nanespace as keycl oak
## The Chart can read credentials froman existing Secret OR it
can provision its own Secret.

## Specify existing Secret

# If set, specifies the Name of an existing Secret to read db
credentials from

exi stingSecret: cncc-db-secret

exi stingSecr et Passwor dKey: dbPasswordKey # read keycl oak db
password from existingSecret under this Key

exi stingSecret User nameKey: dbUser NameKey # read keycl oak db user
from existingSecret under this Key

service
# Label s and Annotations that are specific to service |AMare
added here.
cust onExt ensi on
| abel s: {}
annot ations: {}
httpPort: 8285

resour ces
limts
cpu: 2
menory: 2G
requests
cpu: 1
menory: 1G

HitHH R R
## Section End : IAMattributes #
HitHH B R R

R R R R T R R R R
## Section Start : Ingress Gateway attributes #
R R R T R R R R

i ngress- gat eway:

i mge:
# image nane
nane: cncc/cncc- api gat eway
# tag nane of inage
tag: hel mtag
# Pull Policy - Possible Values are:- Always, |fNotPresent, Never
pul | Policy: A ways

i ni t Cont ai nersl mage
# inint Containers inmage nane
nane: cncc/ api gw configurationinit
# tag nane of init Container inmage
tag: hel mtag
# Pull Policy - Possible Values are:- Al ways, |fNotPresent, Never
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pul | Policy: A ways

updat eCont ai ner sl mage
# update Containers imge name
nane: cncc/ api gw confi gurationupdate
# tag nane of update Container inage
tag: hel mtag
# Pull Policy - Possible Values are:- Al ways, |fNotPresent, Never
pul | Policy: A ways

servi ce:
ssl:
tlsVersion: TLSvl.?2

privat eKey:
k8Secret Name: cncc-iamingress-secret
k8NanmeSpace: cncc
rsa
fileName: rsa_private_key pkcsl. pem
ecdsa
fileName: ssl_ecdsa_private_key.pem

certificate:
k8Secret Name: cncc-iamingress-secret
k8NanmeSpace: cncc
rsa
fileName: ssl rsa certificate.crt
ecdsa
fileName: ssl _ecdsa certificate.crt

caBundl e
k8Secret Name: cncc-iamingress-secret
k8NanmeSpace: cncc
fileNane: caroot.cer

keySt or ePasswor d:
k8Secret Name: cncc-iamingress-secret
k8NanmeSpace: cncc
fileNane: ssl_keystore.txt

t rust St or ePassword
k8Secret Name: cncc-iamingress-secret
k8NanmeSpace: cncc
fileName: ssl _truststore.txt

initial Algorithm RSA256

# Label s and Annotations that are specific to service
i ngressgat eway are added here
cust onExt ensi on
| abel s: {}
annotations: {}

# Label s and Annotations that are specific to depl oyment
i ngressgat eway are added here
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depl oyrment :
cust onExt ensi on
| abel s: {}

annot ations: {}

ports:
# ContainerPort represents a network port in a single container
contai nerPort: 8081
cont ai nerssl Port: 8443
actuatorPort: 9090

#Set the root log leve

| og:
[ evel :
root: WARN
ingress: | NFO
cncc:

security: INFO

r eadi nessPr obe:

# tells the kubelet that it should wait second before performng
the first probe

initial Del aySeconds: 30

# Number of seconds after which the probe tines out

ti meout Seconds: 3

# specifies that the kubelet should performa liveness probe every
XX seconds

periodSeconds: 10

# M ni mum consecutive successes for the probe to be considered
successful after having failed

successThreshol d: 1

# Wen a Pod starts and the probe fails, Kubernetes will try
failureThreshol d times before giving up

failureThreshold: 3

| i venessProbe:

# tells the kubelet that it should wait second before performng
the first probe

i nitial Del aySeconds: 30

# Number of seconds after which the probe tines out

ti meout Seconds: 3

# specifies that the kubelet should performa |liveness probe every
XX seconds

periodSeconds: 15

# M ni mum consecutive successes for the probe to be considered
successful after having failed

successThreshol d: 1

# Wen a Pod starts and the probe fails, Kubernetes will try
failureThreshol d times before giving up

failureThreshold: 3

# Resource details

resour ces
l[imts:
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cpu: 2

initServiceCou: 1

updat eServi ceCpu: 1

menory: 2G

updat eServi ceMenory: 1G

i ni tServiceMenory: 1G
requests:

cpu: 1

initServiceCpu: 0.5

updat eServi ceCpu: 0.5

menory: 1G

updat eSer vi ceMenmory: 0. 5G

i ni tServiceMenmory: 0.5G
target:

averageCpultil: 80

# Nurmber of Pods must al ways be avail able, even during a disruption.
m nAvail able: 1

# Mn replicas to scale to maintain an average CPU utilization

m nReplicas: 1

# Max replicas to scale to maintain an average CPU utilization
maxRepl i cas: 5

al | owedGi pher Sui t es:
- TLS_ECDHE ECDSA W TH AES_256_CGCM SHA384
- TLS_ECDHE RSA W TH_AES 256_GCM SHA384
- TLS_ECDHE RSA W TH CHACHA20_POLY1305_SHA256
- TLS_DHE RSA W TH_AES 256_GCM SHA384
- TLS_ECDHE ECDSA W TH_AES 128_GCM SHA256
- TLS_ECDHE RSA W TH AES 128 GCM SHA256

ci pher Sui tes:

- TLS_ECDHE ECDSA W TH AES 256_CCM SHA384

- TLS_ECDHE RSA W TH_AES 256_GCM SHA384

- TLS_ECDHE RSA W TH CHACHA20_POLY1305_SHA256
- TLS_DHE RSA W TH_AES 256_GCM SHA384

- TLS_ECDHE ECDSA W TH _AES 128_GCM SHA256

- TLS_ECDHE RSA W TH AES 128 GCM SHA256

# To Initialize SSL related infrastructure in init/update container
initssl: false

# Server Configuration for http and https support

enabl el ncomi ngHt tp: true

enabl el ncomi ngHt t ps: fal se

i ngr essGaCert Rel oadEnabl ed: fal se
i ngressGaCert Rel oadPat h: /ingress-gw certificate/rel oad

rout esConfi g:

# Exanples for routes cncc-iam

# Note: Enabl e addRequest Header when ever https is enabl ed
#- id: cncc-iamroute

# uri: http://cncc-iamke-http.cncc.sve.cluster.|ocal: 8285
# path: [/
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# filters:
# prefixPath: /cncc/auth/adm n
# #addRequest Header: # Enable this filter only incase of https
# #- name: X- Forwarded-Proto
# # wvalue: https
#- id: cncc-iamroute
# uri: http://cncc-iamke-http.cncc.sve.cluster.|ocal: 8285
# path: /cncc/auth/**
# #filters:
# # addRequestHeader:
# # - nanme: X Forwarded-Proto
# # val ue: https
- id: cncc-iamlogin_route
uri: http://<hel nrel ease>-kc-http. <namespace>. <domai n>: 8285
path: /
filters:
prefixPath: /cncc/auth/admn
# addRequestHeader: # Enable this filter only incase of https
# - name: X-Forwarded-Proto
# val ue: https
- id: cncc-iamroute
uri: http://<hel nrel ease>-kc-http. <namespace>. <domai n>: 8285
pat h: /cncc/auth/**
#ilters:
# addRequestHeader: # Enable this filter only incase of https
# - name: X-Forwarded-Proto
# val ue: https

# CNCC configuration

cncc:
# Enabl e security |ogs
securitylLogEnabl ed: true

R R R R R R R
## Section End : Ingress Gateway attributes #
R R R R T R R R R
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< Note:

When CNCC IAM is enabled with HTTPS, all the routes must be appended
with addRequest Header filter. Then the updated r out esConfi g under
i ngress section in values.yaml will be as follows:

rout esConfig:
- id: cncc-iamlogin_ route

uri: http://<hel nrel ease>-kc-http. <namespace>. <domai n>; 8285
path: /
filters:
prefixPath: /cncc/auth/admn
addRequest Header: # Enable this filter only incase of https
- name: X- Forwarded-Proto
val ue: https
id: cncc-iamroute
uri: http://<hel nrel ease>-kc-http. <namespace>. <domai n>; 8285
path: /cncc/auth/**
filters:
addRequest Header: # Enable this filter only incase of https
- name: X- Forwarded-Proto
val ue: https

CNC Console IAM Configuration Options During
Deployment

ORACLE

Name Data type Range Datatype Manda | DescriptionDataTyp
tory(M) | e
I
Option
al(o)/
Conditi
onal(C
)DataT
ype
kc.keycloak.imag | <String> Valid ASCII and may M Image Name to be
e.name contain lowercase and used for cncec-iam
uppercase letters, digits, micro service.
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
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Name Data type Range Datatype Manda | DescriptionDataTyp
tory(M) | e
I
Option
al(o)/
Conditi
onal(C
)DataT
ype
kc.keycloak.imag | <String> Valid ASCII and may M Image Tag to be used
e.tag contain lowercase and for cncc-iam micro
uppercase letters, digits, service.
underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
kc.keycloak.imag | <String> It can take a value from the | O Pull Policy decides
e.pullpolicy following: from where to pull the
IfNotPresent, Always, Image.
Never
IfNotPresent is the default
pullPolicy
kc.keycloak.user | <String> Valid ASCII and may M It is the name of cncc-
name contain lowercase and iam user as given by
uppercase letters, digits, the user.
underscores, periods and Ex: admin
dashes.
kc.keycloak.existi | <String> Valid ASCII and may M It specifies an existing
ngSecret contain lowercase and secret name to be
uppercase letters, digits, used for the admin
underscores, periods and password
dashes. It may not start Ex: cnecc-iam-secret
with a period or a dash and
may contain a maximum of
128 characters
kc.keycloak.servi | <Boolean> | It can take either True or (0] Flag for creating

ceAccount.create

False value.
By default, it is false.

service account.
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Name Data type Range Datatype Manda | DescriptionDataTyp
tory(M) | e
I
Option
al(o)/
Conditi
onal(C
)DataT
ype
kc.keycloak.servi | <String> Valid ASCII and may o The name of service
ceAccount.name contain lowercase and account.
uppercase letters, digits, Applicable only if
underscores, periods and keycloak.serviceAcco
dashes. It may not start unt.create is set to
with a period or a dash and ‘true'. If
may contain a maximum of keycloak.serviceAcco
128 characters unt.name is kept as
empty, a default
service account with
name 'cncc-iam' is
created by CNCC,
otherwise user has to
create the service
account and provide
its name here.
kubect!| create
servi ceaccount
<nane> -n
<namespace>
kc.keycloak.existi | <String> Valid ASCII and may M Applicable only if
ngSecretKey contain lowercase and keycloak.existingSecr
uppercase letters, digits, et is provided. It is the
underscores, periods and key in the existing
dashes. It may not start secret that stores the
with a period or a dash and password
may contain a maximum of Ex:
128 characters iamAdminPasswordKe
y
kc.keycloak.persi | <String> Valid ASCII and may M It is the database
stence.dbVendor contain lowercase and vendor name
uppercase letters, digits, Ex: mysq|
underscores, periods and
dashes.
kc.keycloak.persi | <String> Valid String M It is the name of

stence.dbName

the database used
for cncc-iam. User
should create DB with
the same name as
provided here before
deploying CNCC-IAM
Ex: cnccdb
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Name Data type Range Datatype Manda | DescriptionDataTyp
tory(M) | e
I
Option
al(o)/
Conditi
onal(C
)DataT
ype
kc.keycloak.persi | <String> Valid ASCII and may M It the hostname for
stence.dbHost contain lowercase and persistence db
uppercase letters, digits, Ex: mysql-
underscores, periods and sds.default.svc.cluster
dashes. Jocal
kc.keycloak.persi | <Integer> It can range from 0-65535 | M It is the db port for
stence.dbPort cncc-iam
Ex: 3306
kc.keycloak.persi | <String> Valid ASCII and may M It specifies an existing
stence.existingSe contain lowercase and secret to be used for
cret uppercase letters, digits, mysqgl username and
underscores, periods and password
dashes. It may not start Ex: cnee-db-secret
with a period or a dash and
may contain a maximum of
128 characters
kc.keycloak.persi | <String> Valid ASCII and may M It is the key in the
stence.existingSe contain lowercase and existing secret that
cretPasswordKey uppercase letters, digits, stores the password
underscores, periods and Ex: dbPasswordKey
dashes. It may not start
with a period or a dash and
may contain a maximum of
128 characters
kc.keycloak.persi | <String> Valid ASCII and may M Itis the key in the
stence.existingSe contain lowercase and existing secret that
cretUsernameKe uppercase letters, digits, stores the username
y underscores, periods and Ex: dbUserNameKey
dashes. It may not start
with a period or a dash and
may contain a maximum of
128 characters
kc.keycloak.servi | <String> Valid ASCII and may (0] It is the port number
ce.httpPort contain lowercase and which makes cncc-
uppercase letters, digits, iam service visible to
underscores, periods and other services running
dashes. It may not start within the same K8s
with a period or a dash and cluster
may contain a maximum of
128 characters
kc.keycloak.servi | <String> (0] This can be used to

ce.customExtensi
on.labels

add custom label(s)
that are specific to
service and will be
created by cncc-iam
helm chart.
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Name Data type Range Datatype Manda | DescriptionDataTyp
tory(M) | e
I
Option
al(o)/
Conditi
onal(C
)DataT
ype
kc.keycloak.servi | <String> (0] This can be used
ce.customExtensi to add custom
on.annotations annotations(s) that
are specific to service
and will be created by
cncc-iam helm chart.
global.dockerReg | <String> It may contain lowercase M It is the docker
istry letters, digits, and registry where cncc-
separators. A separator is iam images are
defined as a period, one or present.
two underscores, or one or
more dashes.
global.test.nfNam | <String> NF Name M Name of deployment
e for which helm test is
done
global.test.image. | <String> Valid ASCII and may M Image name for the
name contain lowercase and helm test container
uppercase letters, digits, image
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
global.test.image. | <String> Valid ASCII and may M Image version tag for
tag contain lowercase and helm test
uppercase letters, digits,
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
global.test.config. | <String> It can take values like: M Log level for helm test
logLevel WARN, DEBUG, INFO, pod
etc.
global.test.config. | <String> Range: 1-300 M Timeout value for the

timeout

Unit:seconds

helm test operation.
If exceeded helm test
will be considered as
failure

ORACLE
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global.publicHttp | <String> Valid ASCII and may M If https is enabled,
SignalingPort contain lowercase and this Port would
uppercase letters, digits, be HTTP/1.0 Port
underscores, periods and (unsecured)
dashes. It may not start If https is disabled,
with a period or a dash and this Port would
may contain a maximum of be HTTPS/1.0 Port
128 characters (secured SSL)
global.publicHttp | <String> Valid ASCII and may If https is enabled,
sSignallingPort contain lowercase and this Port would
uppercase letters, digits, be HTTP/1.0 Port
underscores, periods and (unsecured)
dashes. It may not start If https is disabled,
with a period or a dash and this Port would
may contain a maximum of be HTTPS/1.0 Port
128 characters (secured SSL)
global.serviceAcc | <String> Valid ASCII and may (0] Service Account
ountName contain lowercase and name
uppercase letters, digits,
underscores, periods and
dashes. It may not start
with a period or a dash and
may contain a maximum of
128 characters
global.type <String> It can take ClusterlP, M It specifies type
NodePort, LoadBalancer of service -
and ExternalName. Possible values are :-
ClusterlIP, NodePort,
LoadBalancer and
ExternalName
metalLblpAllocati | <Boolean> | It can take either True or M Enable or disable
onEnabled False value. IP Address allocation
By default, it is false. from Metallb Pool
global.metalLblp | <String> metallb.universe.tf/ M Address Pool

AllocationAnnotat
ion

address-pool: oam

Annotation for Metallb

ORACLE
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global.staticlpAd | <Boolean> | It can take either True or (0] If Static load balancer
dressEnabled False value. IP needs to be set,
By default, it is false. then set
staticlpAddressEnable
d flag to true and
provide value for
staticlpAddress
Else random IP will
be assigned by the
metalLB from its IP
Pool
global.staticlpAd | <String> (0] It is Static Ip and
dress applicable only when
ingress-
gateway.global.staticN
odePortEnabled is
true.
global.staticNode | <Boolean> | It can take either True or (0] Node Port Enabled
PortEnabled False value.
By default, it is false.
global.staticHttpN | <String> (0] It is Http Node Port
odePort and applicable only
when ingress-
gateway.global.staticN
odePortEnabled is
true.
global.nodeSelec | <String> (0] global node selector
tor.nodeKey key
global.nodeSelec | <String> (0] global node value key
tor.nodeValue
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.allResour to be added to both the add custom label(s)
ces.labels subcharts of cncc-iam to all k8s resources
that will be created by
cncc-iam helm chart.
global.customExt | <String> Custom Annotations that | O This can be used

ension.allResour
ces.annotations

needs to be added to both
the sub-charts of cncc-iam

to add custom
annotation(s) to all
k8s resources that will
be created by cncc-
iam helm chart.
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global.customExt | <String> Custom Labels that needs | O This can be used to
ension.IbServices to be added for both add custom label(s)
Jlabels the sub-charts of that to all Load Balancer
are considered as Load Type Services that will
Balancer type be created by cncc-
iam helm chart.
global.customExt | <String> Custom Annotations that | O This can be used
ension.lbServices needs to be added for to add custom
.annotations both the subcharts of cncc- annotation(s) to all
iam that are considered as Load Balancer Type
Load Balancer type Services that will be
created by cncc-iam
helm chart.
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.lbDeploy to be added for both add custom label(s) to
ments.labels the subcharts of cncc-iam all Deployments that
which is of Load Balancer will be created by
type cncc-iam helm chart
which are associated
to a Service which
if of Load Balancer
Type.
global.customExt | <String> Custom Annotations that | O This can be used
ension.lbDeploy needs to be added to both to add custom
ments.annotation the subcharts of cncc-iam annotation(s) to all
S which is of Load Balancer Deployments that will
type be created by cncc-
iam helm chart which
are associated to a
Service which if of
Load Balancer Type.
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.nonlbServ to be added to cncc-iam add custom label(s) to
ices.labels that are considered as not all non-Load Balancer
Load Balancer type Type Services that will
be created by cncc-
iam helm chart.
global.customExt | <String> Custom Annotations that (0] This can be used

ension.nonlbServ
ices.annotations

needs to be added for both
the subcharts of cncc-iam

that are considered as not
Load Balancer type

to add custom
annotation(s) to all
non-Load Balancer
Type Services that will
be created by cncc-
iam helm chart.

ORACLE
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underscores, periods and
dashes. A tag name may
not start with a period

or a dash and may
contain a maximum of 128
characters

Name Data type Range Datatype Manda | DescriptionDataTyp
tory(M) | e
I
Option
al(o)/
Conditi
onal(C
)DataT
ype
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.nonlbDepl to be added for both add custom label(s) to
oyments.labels the subcharts of cncc-iam all Deployments that
that are associated to a will be created by
Service which is not of cncc-iam helm chart
Load Balancer type which are associated
to a Service which if
not of Load Balancer
Type.
global.customExt | <String> Custom Annotations that | O This can be used
ension.nonlbDepl needs to be added for both to add custom
oyments.annotati the subcharts of cncc-iam annotation(s) to all
ons that are associated to a Deployments that will
Service which is not of be created bycncc-
Load Balancer type iam helm chart which
are associated to a
Service which if not of
Load Balancer Type.
global.k8sResour | <String> Value that will be prefixed | O This value will be
ce.container.prefi to all the container names used to prefix to all
X of Ingress-gateway. the container names
of OCNRF.
global.k8sResour | <String> Value that will be suffixed | O This value will be
ce.container.suffi to all the container names used to suffix to all
X of OCNRF. the container names
of OCNRF.
ingress- <String> Valid ASCII and may M Image Name to
gateway.image.n contain lowercase and be used for "ingress-
ame uppercase letters, digits, gateway" micro
underscores, periods and service
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
ingress- <String> Valid ASCII and may M Image Tag to be used
gateway.image.ta contain lowercase and for "ingress-gateway"
g uppercase letters, digits, micro service

ORACLE
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ingress- <String> It can take a value from the | M Pull Policy decides
gateway.image.p following: from where to pull the
ullPolicy IfNotPresent, Always, image.
Never
IfNotPresent is the default
pullPolicy
ingress- <String> Valid ASCII and may M Image Name to be
gateway.initConta contain lowercase and used for init container
inersimage.name uppercase letters, digits,
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
ingress- <String> Valid ASCII and may M Image tag to be used
gateway.initConta contain lowercase and for init container
inersimage.tag uppercase letters, digits,
underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
ingress- <String> It can take a value from the | M Pull Policy decides
gateway.initConta following: from where to pull the
inersimage.pullP IfNotPresent, Always, image.
olicy Never
IfNotPresent is the default
pullPolicy
ingress- <String> Valid ASCIl and may M Image Name to be
gateway.updateC contain lowercase and used for update

ontainersimage.n
ame

uppercase letters, digits,
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters

container
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ingress- <String> Valid ASCII and may M Image tag to be used
gateway.updateC contain lowercase and for update container
ontainersimage.t uppercase letters, digits,
ag underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
ingress- <String> It can take a value from the | M Pull Policy decides
gateway.updateC following: from where to pull the
ontainersimage.p IfNotPresent, Always, image.
ullPolicy Never
IfNotPresent is the default
pullPolicy
ingress- <String> Default Value is TLSv1.2 M TLS Version
gateway.service.s
sl.tisVersion
ingress- <String> Valid ASCII and may M Name of the
gateway.service.s contain lowercase and privatekey secret
sl.privateKey.k8S uppercase letters, digits, Ex: cncc-iam-ingress-
ecretName underscores, periods secret
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Namespace of
gateway.service.s contain lowercase and privatekey
sl.privateKey.k8N uppercase letters, digits, Ex: cnce
ameSpace underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M rsa private key file
gateway.service.s contain lowercase and name
sl.privateKey.rsa.f uppercase letters, digits, Ex:
ileName underscores, periods rsa_private_key_pkcs
and dashes. A name 1.pem
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M ecdsa private key file

gateway.service.s
sl.privateKey.ecd
sa.fileName

contain lowercase and
uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator

name

Ex:
ssl_ecdsa_private_ke
y.pem
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ingress- <String> Valid ASCII and may M Name of the
gateway.service.s contain lowercase and certificate secret
sl.certificate.k8Se uppercase letters, digits, Ex: cncc-iam-ingress-
cretName underscores, periods secret
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Namespace of
gateway.service.s contain lowercase and certificate
sl.certificate.k8N uppercase letters, digits, Ex: cncc
ameSpace underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCIl and may M rsa certificate file
gateway.service.s contain lowercase and name
sl.certificate.rsa.fi uppercase letters, digits, Ex:
leName underscores, periods ssl rsa certificate.crt
and dashes. A name -7
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M ecdsa certificate file
gateway.service.s contain lowercase and name
sl.certificate.ecds uppercase letters, digits, Ex:
a.fileName underscores, periods ssl ecdsa certificate.
and dashes. A name ort -
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Name of the caBundle
gateway.service.s contain lowercase and secret
sl.caBundle.k8Se uppercase letters, digits, Ex: cncc-iam-ingress-
cretName underscores, periods secret
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Namespace of

gateway.service.s
sl.caBundle.k8Na
meSpace

contain lowercase and
uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator

caBundle
Ex: cncc
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ingress- <String> Valid ASCII and may M rsa caBundle file
gateway.service.s contain lowercase and name
sl.caBundle.fileN uppercase letters, digits, Ex: caroot.cer
ame underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Default values is RSA256 | M
gateway.service.s
sl.initialAlgorithm
ingress- <String> Custom Labels that needs | O This can be used to
gateway.service.c to be added to ingress- add custom label(s)
ustomExtension.| gateway specific Service. to ingress-gateway
abels Service.
ingress- <String> Custom Annotations that | O This can be
gateway.service.c needs to be added to used to add
ustomExtension. ingress-gateway specific custom annotation(s)
annotations Services. to ingress-gateway
Service.
ingress- <String> Custom Labels that (0] This can be used to
gateway.deploym needs to be added to add custom label(s)
ent.customExten ingress-gateway specific to ingress-gateway
sion.labels Deployment. Deployment.
ingress- <String> Custom Annotations that (0] This can be
gateway.deploym needs to be added to used to add
ent.customExten ingress-gateway specific custom annotation(s)
sion.annotations Deployment. to ingress-gateway
Deployment.
ingress- <String> Valid ASCII and may M Name of the
gateway.service.s contain lowercase and keyStorePassword
sl.keyStorePassw uppercase letters, digits, secret
ord.k8SecretNam underscores, periods Ex: cncc-iam-ingress-
e and dashes. A name secret
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Namespace of

gateway.service.s
sl.keyStorePassw
ord.kBNameSpac
e

contain lowercase and
uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator

keyStorePassword
Ex: cncc
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ingress- <String> Valid ASCII and may M File name that has
gateway.service.s contain lowercase and password for keyStore
sl.keyStorePassw uppercase letters, digits, Ex: ssl_keystore.txt
ord.fileName underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Name of the
gateway.service.s contain lowercase and trustStorePassword
sl.trustStorePass uppercase letters, digits, secret
word.k8SecretNa underscores, periods Ex: cncc-iam-ingress-
me and dashes. A name secret
component may not start
or end with a separator
ingress- <String> Valid ASCIl and may M Namespace of
gateway.service.s contain lowercase and trustStorePassword
sl.trustStorePass uppercase letters, digits, Ex: cnec
word.k8NameSp underscores, periods
ace and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M File name that
gateway.service.s contain lowercase and has password for
sl.trustStorePass uppercase letters, digits, trustStore
word.fileName underscores, periods Ex: ssl| truststore.ixt
and dashes. A name -
component may not start
or end with a separator
ingress- <String> It can take value in the M ContainerPort
gateway.ports.co range: 0-65535. represents a network
ntainerPort port in a single
container
ingress- <String> Default value is 8443 M
gateway.ports.co
ntainersslPort
ingress- <String> Default value is 9090
gateway.ports.act
uatorPort
ingress- <String> It can take values like: M It is the level at which
gateway.log.level. WARN, DEBUG, INFO, user wants to see the
root TRACE etc. logs.
E.g. WARN
ingress- <String> It can take values like: M Log level for ingress

gateway.log.level.
ingress

WARN, DEBUG, INFO,
TRACE etc.

Default value is INFO

logs
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ingress- <String> It can take values like: M Log level for cncc
gateway.log.level. WARN, DEBUG, INFO, security logs
cncc.security TRACE etc.
Default value is INFO
ingress- <String> It can take value in the M It tells the kubelet that
gateway.readines range: 0-65535. it should wait second
sProbe.initialDela Default value:30 before performing the
ySeconds first probe
ingress- <String> It can take value in the M It is the number of
gateway.readines range: 0-65535. seconds after which
sProbe.timeoutS Default value:3 the probe times out
econds
ingress- <String> It can take value in the M It specifies that
gateway.readines range: 0-65535. the kubelet should
sProbe.periodSe Default value:10 perform a liveness
conds probe every xx
seconds
ingress- <String> It can take value in the M Minimum consecutive
gateway.readines range: 0-65535. successes for the
sProbe.successT Default value:1 probe to be
hreshold considered successful
after having failed
ingress- <String> It can take value in the M When a Pod starts
gateway.readines range: 0-65535. and the probe fails,
sProbe.failureThr Default value:3 Kubernetes will try
eshold failureThreshold times
before giving up
ingress- <String> It can take value in the M It tells the kubelet that
gateway.liveness range: 0-65535. it should wait second
Probe.initialDelay Default value:30 before performing the
Seconds first probe
ingress- <String> It can take value in the M It is the number of
gateway.liveness range: 0-65535. seconds after which
Probe.timeoutSe Default value:3 the probe times out
conds
ingress- <String> It can take value in the M It specifies that
gateway.liveness range: 0-65535. the kubelet should
Probe.periodSec Default value:15 perform a liveness
onds probe every xx
seconds
ingress- <String> It can take value in the M Minimum consecutive

gateway.liveness
Probe.successTh
reshold

range: 0-65535.
Default value:1

successes for the
probe to be
considered successful
after having failed
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ingress- <String> It can take value in the M When a Pod starts
gateway.liveness range: 0-65535. and the probe fails,
Probe.failureThre Default value:3 Kubernetes will try
shold failureThreshold times
before giving up
ingress- <String> Valid floating point value M It limits the number of
gateway.resource between 0 and 1 CPUs to be used by
s.limits.cpu the microservice.
ingress- <String> Default value is 1 M Init Container CPU
gateway.resource Limit
s.limits.initServic
eCpu
ingress- <String> Default value is 1 M Update Container
gateway.resource CPU Limit
s.limits.updateSe
rviceCpu
ingress- <String> Valid Integer value followed | M It limits the
gateway.resource by Mi/Gi etc. memory utilization by
s.limits.memory the "cncc-cmservice"
microservice. By
default, it is set to '2".
ingress- <String> Default value is 1Gi M Update Container
gateway.resource Memory Limit
s.limits.updateSe
rviceMemory
ingress- <String> 1Gi M Init Container Memory
gateway.resource Limit
s.limits.initServic
eMemory
ingress- <String> Valid floating point value M It limits the number of
gateway.resource between 0 and 1 CPUs to be used by
s.requests.cpu the "cncc-cmservice"
microservice. By
default, it is set to '2'.
ingress- <String> Default value is 1 M Init Container CPU
gateway.resource Limit
s.requests.initSer
viceCpu
ingress- <String> Default value is 1 M Update Container
gateway.resource CPU for requests
s.requests.updat
eServiceCpu
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ingress- <String> Valid Integer value followed | M It limits the
gateway.resource by Mi/Gi etc. memory utilization by
s.requests.memo the "cncc-cmservice"
ry microservice. By
default, it is set to '2'.
ingress- <String> 1Gi M Update Container
gateway.resource Memory for requests
s.requests.updat
eServiceMemory
ingress- <String> 1Gi M Init Container Memory
gateway.resource for requests
s.requests.initSer
viceMemory
ingress- <String> A value in between 0-100 |M It gives the average
gateway.resource CPU utilization
s.target.average percentage.
CpuUtil
ingress- <String> It can take value in the M It is the number of
gateway.minAvail range: 0-65535. pods that must always
able Default value:1 be available, even
during a disruption.
ingress- <String> It can take value in the M Min replicas to
gateway.minRepli range: 0-65535. scale to maintain
cas Default value:1 an average CPU
utilization
ingress- <String> It can take value in the M Max replicas to
gateway.maxRepl range: 0-65535. scale to maintain
icas Default value:5 an average CPU
utilization
ingress- <String> It can take either True or M To Initialize SSL
gateway.initssl False value. related infrastructure
By default, it is false. in init/update
container
ingress- <String> It can take either True or M Server Configuration
gateway.enableln False value. for http and https
comingHttp By default, it is false. support
ingress- <String> It can take either True or M Server Configuration

gateway.enableln
comingHttps

False value.
By default, it is false.

for http and https
support
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ingress- <List[String | TLS_ECDHE_ M, if Allowed CipherSuites
gateway.cipherSu | |> ECDSA_WIT ingress | for TLS1.2
ites H_AES 256 gatewa
GCM_SHA38 4 y.enabl
TLS_ECDHE_ elncomi
RSA_WITH_ ngHttps
AES_256_GC M_SHA384 |Istrue
TLS_ECDHE_
RSA_WITH_ CHACHA20_
POLY1305_S HA256
TLS_DHE_RS
A_WITH_AE
S_256_GCM_ SHA384
TLS_ECDHE_
ECDSA_WIT
H_AES_128_
GCM_SHA25 6
TLS_ECDHE_
RSA_WITH_
AES_128_GC M_SHA256
ingress- <boolean> | It can take either True or M
gateway.ingressG False value.
wCertReloadEna Default value is true
bled
ingress- <String> M
gateway.ingressG
wCertReloadPath
ingress- <String> Valid ASCII and may M Routes to be added
gateway.routesC contain lowercase and for cncc-iam ingress-
onfig.[].id uppercase letters, digits, gateway
underscores, periods and
dashes.
ingress- <String> Valid ASCIl and may M
gateway.routesC contain lowercase and
onfig.[].uri uppercase letters, digits,
underscores, periods and
dashes.
ingress- <String> Valid ASCII and may M
gateway.routesC contain lowercase and
onfig.[].path uppercase letters, digits,
underscores, periods and
dashes.
ingress- <Integer> Valid Integer value (0]
gateway.routesC

onfig[].order

ORACLE
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ingress- <String> Valid ASCII and may M
gateway.routesC contain lowercase and
onfig. uppercase letters, digits,
[].filters.addRequ underscores, periods
estHeader. and dashes. A name
[J.name component may not start
or end with a separator
ingress- <String> Valid ASCII and may M
gateway.routesC contain lowercase and
onfig. uppercase letters, digits,
[1.filters.addRequ underscores, periods and
estHeader. dashes. It component may
[l.value not start or end with a
separator
ingress- <boolean> | It can take either True or (0] This flag is to enable/
gateway.cncc.sec False value. disable security logs
uritylogEnabled By default, it is true for cncc.
ingress- <String> (0] node selector value
gateway.nodesel specific to chart (note
ector.nodeKey this will be looked first
and then if not present
global node value will
be picked)
ingress- <String> (0] node selector key
gateway.nodesel specific to chart (note
ector.nodeValue this will be looked first
and then if not present
global node key will
be picked)

CNC Console IAM Access

ORACLE

CNC Console IAM can be accessed in the following ways:

<schene>://<cncc-iamingress | P/ FQDN>: <cncc-iamingress Port>

# Ways to access CNCC | AM GU

# 1] Node-1P and NodePort

http://10.75. xx. xx: 30085/ *

# 2] DNS Resol vabl e FQDN and NodePort
http://cncc-iamingress-gateway.cncc. svc. cluster.|ocal : 30085/ *
# 3] External LB-1P and ServicePort

http://10.75. xx. xx: 8080/ *

# 4] DNS Resol vabl e FQDN and Servi cePort
http://cncc-iamingress-gateway.cncc. svc. cluster. | ocal: 8080/ *
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CNC Console IAM Uninstall
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CNC Console IAM can be uninstalled as follows:

To undeploy CNCConsole-IAM :

For Helm 2:

$ hel m del ete <depl oynent name> --purge
Exanpl e:

$ hel mdel ete cncc-iam --purge

For Helm 3:

$ hel muninstall <depl oyment name> --namespace <depl oynent namespace>
Exanpl e:

$ hel muninstall cncc-iam --namespace cncc
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Prerequisites for CNC Console Core Installation

Following are the prerequisites for the installation of CNC Console Core:

The NFs for which GUI is required must be deployed in the Kubernetes cluster.
CNC Console IAM must be deployed.

CNCC Core Secret Configuration to Enable HTTPS

This section describes how to create secret configuration for enabling HTTPS. This
section must be executed before enabling HTTPS in CNCC Core Ingress gateway.

ORACLE

" Note:

The passwords for TrustStore and KeyStore are stored in respective
password files.

To create kubernetes secret for HTTPS, following files are required:

ECDSA private key and CA signed certificate of CNCC (if initialAlgorithm is
ES256)

RSA private key and CA signed certificate of CNCC (if initialAlgorithm is RSA256)
TrustStore password file
KeyStore password file

CA certificate

This section explains how to create the secrets for enabling HTTPS after required
certificates and password files are generated:

1.

Create a secret by executing the following command:

$ kubect| create secret generic <secret-nane> --
fronfil e=<ssl _ecdsa_private_key. penp

--fromfile=<rsa_private_key pkcsl.pen> --
fronfile=<ss|l truststore.txt>

--fromfile=<ssl _keystore.txt> --fromfile=<caroot.cer> --
fronfile=<ssl rsa certificate.crt>

--fromfile=<ssl_ecdsa _certificate.crt> -n <Nanespace of CNCC
Core Ingress Gateway

secret>
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Example:

kubect!| create secret generic cncc-core-ingress-secret --
fronfile=ssl ecdsa private_key.pem
--fromfile=rsa _private key pkcsl.pem --
fronfile=ssl truststore.txt
--fromfile=ssl_keystore.txt --fromfile=caroot.cer --
fronfile=ssl _rsa_certificate.crt
--fromfile=ssl_ecdsa_certificate.crt -n cncc
chee

2. On successfully executing the above command, the following message will be
displayed:
secret/cncc-core-ingress-secret created

3. Execute the following command to verify the secret creation:
$ kubect| describe secret cncc-core-ingress-secret -n cncc

This section explains how to update the secrets for enabling HTTPS, if they already
exist:

1. Create a secret by executing the following command:

$ kubect| create secret generic <secret-nane> --
fronfil e=<ssl ecdsa_private_key. penp
--fromfile=<rsa_private_ key pkcsl.penr --
fronfile=<ssl truststore.txt>
--fromfile=<ssl _keystore.txt> --fromfile=<caroot.cer> --
fronfile=<ssl rsa certificate.crt>
--fromfile=<ssl _ecdsa certificate.crt> --dry-run -o yanl -n
<Namespace of CNCC Core Ingress

Gateway secret> | kubectl replace -f - -n <Namespace of CNCC
Core Ingress Gateway
secret >
Example:

$ kubect| create secret generic cncc-core-ingress-secret

--fronfile=ssl _ecdsa_private_key.pem --from
file=rsa_private_key pkcsl. pem

--fronfile=ssl truststore.txt --fromfile=ssl_keystore.txt --
fromfile=caroot.cer

--fronfile=ssl rsa certificate.crt --from
file=ssl _ecdsa_ certificate.crt --dry-run -o yam -n

cncc | kubectl replace -f - -n cncc

2. On successfully executing the above command, the following message will be

displayed:
secret/cncc-core-ingress-secret replaced
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CNCC Core Configuration for Service Account

ORACLE

This section describes about CNCC Core Configuration for Service Account. CNCC
Core provides option to configure custom service account.

Sample CNCC Core service account yaml file

cncc-core-sa

## Service account yam file for cncc-core
api Version: vl
ki nd: Servi ceAccount
met adat a:
name: cncc-core-sa
namespace: cncc
annotations: {}
api Version: rbac. authori zation. k8s.io/vl
kind: Role
met adat a:
name: cncc-core-role
namespace: cncc
rul es
- api G oups:
- "" # "" indicates the core APl group
resources:
- services
- configmaps
- pods
- secrets
- endpoints
- persi stentvol umecl ai ns
verbs:
- get
- watch
- list
api Version: rbac. authori zation. k8s.io/vl
ki nd: Rol eBi ndi ng
met adat a:
name: cncc-core-rol ebindi ng
namespace: cncc

rol eRef:
api Goup: rbac.authorization.k8s.io
kind: Role
name: cncc-core-role

subj ect s:

- kind: ServiceAccount
name: cncc-core-sa
nanespace: cncc
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Configure service account for ingress-gateway and keycloak in cncc-
core_values.yaml

Provide custom service account for ingress-gateway and cmservice under
global.serviceAccountName in cncc-core_values.yaml as follows:

cncc-core_values.yaml

gl obal :

servi ceAccount Nane: cncc-core-sa

CNCC Core Configuration for Aspen Service Mesh (ASM)

This section describes about CNCC Core Configuration for Aspen Service Mesh
(ASM).

ORACLE

1.

Annotations:

Add Annotation traffic.sidecar.istio.iolexcludelnboundPorts: "\"8081\""
under global.customExtention.lbDeployments.annotations section in cncc-
core_values.yaml to disable mTLS on cncc-core ingress container port.

gl obal ;
# *xxx*kxkk o Gyb-Section Start: Common G obal Parameters

*hkkkkkkkkkkkx

#

khkkhkhkkhkhhkhhrdhkhhhkhhrhhkhhhkhhrdhhhhkhhrxdhkhhhkhkhrxdhkhhkhhxdhkkhrhhxdrkdx

cust onExt ensi on:
| bDepl oynment s:
| abels: {}
annot ations:
traffic.sidecar.istio.iolexcludel nboundPorts: "\"8081\""

# *x*x*xxkk Gyb- Section End: Conmon G obal Paraneters

IR R R R SR EEEEEEEEEEEE
IR R RS R R R RS R R R RS RS R E R E R R EE SRR REREEEEEEEEEEREEEEEE SR

* % %

Service Entry and Destination Rule

a. For k8s cluster domain:
Create Destination rule to disable mTLS at cncc-iam service FQDN.

Example: Destination-Rule

api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a:
name: cncc-iamexclude-ntls
namesapce: cncc
spec
host: cncc-iamingress-gateway.cncc. svc. cluster.loca
trafficPolicy:
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tls:
node: DI SABLE

For custom domain:
Create service-entry and destination rule to disable mTLS at cncc-iam domain.

Example: Service-entry & Destination-rule

api Version: networking.istio.io/vlal pha3
ki nd: ServiceEntry
net adat a:
nane: cncc-iamservice-entry
namesapce: cncc
spec:
host s:
- ocnrf-cncc-iam# Cust om CNCC | AM donai n
export To:
addr esses:
- 10.75.225.205 # I P of the k8s node where CNCC-1 AMis depl oyed
| ocation: MESH_ | NTERNAL

ports:
- nunber: 30085
nane: http

protocol: HITP
resol ution: NONE
api Version: networking.istio.io/vlal pha3
kind: DestinationRule
net adat a:
nanme: cncc-iamexclude-ntls
namesapce: cncc
spec:
host: ocnrf-cncc-iam# Custom CNCC | AM donai n
trafficPolicy:
tls:
mode: DI SABLE

CNCC Core Configuration for Operations Services Overlay

(0S0)

ORACLE

This section describes about CNCC Core Configuration for Operations Services
Overlay (OSO).

Add Annotation oracle.coml/cnc: "\"true\"" under
global.customExtention.lbDeployments.annotations section in cncc-core_values.yam!
to indicate OSO to scrape metrics from ingress pod.
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# oxxxxxxkx Qup-Section Start: Commpn ( obal Paraneters *xxxxxxxxxxksk
# Ak kkhkhhdhdhhhhkhkhhhhhdhdhhkddhkdrhhdhdhdhdhdrhkhkhdddhdhhdhdrhdrdrddddrrkdrdrxdrdrddddrdxx

cust onExt ensi on:
| bDepl oynent s:
| abel s: {}
annot ati ons:
oracle.comcnc: "\"true\""

# x*xx*kxxxx Gub- Section End: Common G obal Paraneters

kkkkkhkkhkhkhkhkhkhhkhkkkk*

#

kkkkkhkhkhhhhhhhhhhhhhhhhhdhhhhhhhhhhhhhhhhhdhdhddddhhhhhdhhhhhhhdddddddhrrrrr

Installation Sequence for CNCC Core

Installation Sequence for CNCC Core:
1. Installation Preparation.
2. Configure customcncc-core_val ues.yam file.
This includes configuring the following based on the deployment:
a. Repository path
b. Domain and clusterdomain
c. CNC Console details
Note: Other configurations might be changed based on the deployment.
3. CNC Console deployment:
a. With helm repository
b. With helm tar
4. Verify CNC Core deployment

Deployment of CNCC Core

This procedure describes the steps to deploy CNCC Core. The below steps need to be
executed from a server which has access to Kubectl and helm commands.

1. Search helm chart:

Execute the following command to search helm chart.

hel m search <rel ease_name>

Exanpl e: hel m search cncc-core

NAME CHART VERSION APP VERSI ON DESCRI PTI ON
ocspf - hel mrepo/ cncc-core 1.3.0 1.0 A Hel mchart for
CNC Consol e
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Prepare cust om cncc- core_val ues. yanl file:

Prepare a cust om cncc-core_val ues. yanl file with the required parameter
information.

Deploy CNCC Core:
Installation using helm repository

Execute the following command:

For helm 2 based

helminstall --name <rel ease_nane> <hel mrepo> -f custom
cncc-core_val ues. yam --nanenanmespace<depl oynment <namespace_name> - -
version <hel mversion>

For hel m 3 based

helminstall <release_nane> <hel mrepo> -f customcncc-

core_val ues.yanl --nanespace <namespace_name> --version
<hel m ver si on>

Where:
helm-repo: repository name where the helm images, charts are stored

values: helm configuration file which needs to be updated based on the docker
registry

release_name and namespace_name: depends on customer configuration

Example:

For helm 2 based:

hel minstall --nanme cncc-core ocscp-hel mrepo/ocscp -f customcncc-
core_val ues.yanl --namenamespace cncc --version 1.3.0

For helm 3 based:

hel minstall cncc-core ocscp-hel mrepo/ocscp -f customcncc-
core_val ues.yam --namespace cncc --version 1.3.0

Installation using helm tar

Execute the following command:

For hel m 2 based:

helminstall --name cncc-core -f customcncc-core_val ues.yam --
nanme nanmespace <namespace> <chartpath>./<chart>.tgz

For hel m 3 based:

helminstall cncc-core -f customcncc-core_val ues.yam --namespace
<nanespace> <chartpath>./<chart>.tgz

Check repository status:

Execute following command to check the deployment status.
hel m stat us <rel ease_nane>

Check service status:

Check if all the services are deployed and running:

kubect! -n <nanespace_nane> get services
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Chapter 4

CNCC Core Microservices

cncc-core- ClusterlP 10.233.13.4 | <none> 8442/TCP 6ml13s
cmservice 3

cncc-core- LoadBalanc | 10.233.11.1 | 10.75.182.7 | 8080:31417/TC |6m13s
ingress-gateway | er 4 9 P

6. Check pod status:

Check if all the pods are up and running by executing following command:

kubect| -n <namespace_name> get pods
Example:$ kubect! -n cncc get pods

NAME READY STATUS RESTARTS |AGE
chcc-core- 11 Running 0 6m18s
cmservice-7f8b57c5bf-p4gvw

cncc-core-ingress- 1/1 Running 0 6m18s
gateway-5bfb8789cd-wls5p

CNCC Core Microservices

CNCC Core has two microservices:

1. cncc-core-ingress-gateway :cncc-core-ingress-gateway is responsible to redirect
the request to either producer NF or CNCC Core GUI.

2. chcc-core_cmservice :cncc-core_cmservice is responsible for displaying CNCC

Core GUI.

Following is an example of services CNCC Core offers:

Table 4-1 CNCC Core Microservices

NAME TYPE CLUSTER- | EXTERNAL | PORT(S) AGE
P -IP

cncc-core-cmservice | ClusterlP 10.233.13.4 | <none> 8442/TCP 6m13s
3

cncc-core-ingress- LoadBalanc | 10.233.13.4 | 10.75.182.7 |8080:31417/ | 6m13s

gateway er 3 9 TCP

CNCC Core Sample Custom Values

The custom-cncc-core_values.yaml file can also be downloaded from OHC.

ORACLE

HHHHHHHHHHH R R AR R R R R
# Section Start: global attributes
HHHHHHHHHHH R R A H R R R R

gl obal :

# kkkkkkkk

Sub- Section Start:

Common d obal

#

Paramet ers *******x*

#***************************************************************
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# user needs to set imageRepository to the repository where the
i mges are kept
docker Regi stry: ocspf-registry. us.oracl e.com 5000/ ocscp

servi ceAccount Nane:

cust onExt ensi on:
al | Resour ces:
| abel s: {}
annot ations: {}

| bServi ces
| abel s: {}
annot ations: {}

| bDepl oynent s:
| abel s: {}
annot ations: {}
# traffic.sidecar.istio.iolexcludelnboundPorts: "\"8081\""
# oracle.comcnc: "\"true\""

nonl bServi ces:
| abel s: {}
annot ations: {}

nonl bDepl oynent s
| abel s: {}
annotations: {}

# Helmtest related configurations
test:

nf Name: cncc-core

i mge:
nane: cncc/nf _test
tag: hel mtag

config:
| ogLevel : WARN
timeout: 40

# xxxxxxx% Gup- Section End: Common G obal Paraneters **xxxxxx*
#*************************************************************

# *x*xxxxxk . GQub-Section Start: Ingress Gateway G obal Paraneters

kkkkkkk*k

#***********************************************************************

*

# If https is enabled, this Port would be HTTP/ 1.0 Port (unsecured)

# If https is disabled, this Port would be HTTPS/ 1.0 Port (secured
SSL)

publ i cHtt pSi gnal i ngPort: 8080

publicHtt psSi gnal lingPort: 8443

#Specify type of service - Possible values are :- ClusterlP
NodePort, LoadBal ancer and External Nanme
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type: LoadBal ancer

#Enabl e or disable |IP Address allocation from Mtallb Pool
met al Lbl pAl | ocati onEnabl ed: true

#Address Pool Annotation for Metallb
met al Lbl pAl | ocationAnnot ation: "metal |l b.universe.tf/address-pool: oan

#f Static |oad balancer IP needs to be set, then set
staticl pAddressEnabled flag to true and provide val ue for
staticl pAddress
#El se random I P will be assigned by the nmetal LB fromits IP Pool
staticl pAddressEnabl ed: fal se
staticl pAddress: ""

#1f Static node port needs to be set, then set staticNodePortEnabl ed
flag to true and provide value for staticNodePort

#E|l se random node port will be assigned by K8

stati cNodePort Enabl ed: true

staticH t pNodePort: 30075

staticH t psNodePort: 30043

nodeSel ect or:
nodeKey: ""
nodeval ue: ""
k8sResour ce:
cont ai ner:
prefix:
suf fix:

# xxxxxxxx . Gub- Section End: Ingress Gateway G obal Paraneters **x*xx*
#**********************************************************************
R R R R R R R
# Section End : global attributes #
R R R R R R R

R R S R R R R R R R

# Section Start : cnservice attributes #
HitHH R R R
CNBervi ce:

envLoggi ngLevel App: WARN

i mge:
# image nane
name: cncc/cncce-cnservice
# tag nane of inage
tag: hel mtag
# Pull Policy - Possible Values are:- Always, |fNotPresent, Never
pul | Policy: A ways

# Resource details
resour ces:
limts:
cpu: 2
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menory: 2G
requests

cpu: 1

menory: 1G

# Depl oynent details

depl oyrment :
cust onExt ensi on
| abel s: {}

annot ations: {}

enviManageNF: SCP, NRF, UDR, PQLICY

# This is the name of product which appears as brand name and can
be used to nention site nane as well.

# envSystenmNane: CNCC - Site Name

envSyst enNanme: CNCC

# This is the version of product which appears with brand nane.

envNFVersion: 1.3.0

# This is the name of the Project that appears on the Wndow

cmW ndowName: CNCC

# Applicable for POLICY depl oynent, this enables Inport Export
but t ons.

# Make cnEnabl el nport Export : true in case of POLICY depl oyment

cnEnabl el nport Export: fal se

nodeSel ect or Enabl ed: fal se
nodeSel ect or Key: zone
nodeSel ect or Val ue: app

| i venessProbe:
i nitial Del aySeconds: 60
peri odSeconds: 3
timeout Seconds: 15
successThreshol d: 1
failureThreshold: 3

r eadi nessProbe:
initialDelaySeconds: 20
timeout Seconds: 3
peri odSeconds: 10
successThreshol d: 1
failureThreshold: 3

dependenci esLoggi ng
- nane: |ogging.level.org.springframework

val ue: WARN
- nane: |ogging.level.io.undertow
val ue: WARN
servi ce:
cust onExt ensi on
| abel s: {}

annotations: {}
type: CusterlP

servi cePorts
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cnBerviceHt tp: 8442
cont ai nerPorts:

moni toringH t p: 9000

cnBerviceHt tp: 8442

HitHH R R R
# Section End : cnservice attributes #
HitHH R R R

HHR R R R R R R R R R R R
# Section Start : ingress gateway attributes #
HHR R R R R R R R R R R R
i ngr ess- gat eway:
i mge:

# image nane

nane: cncc/cncc- api gat eway

# tag nane of inage

tag: hel mtag

# Pull Policy - Possible Values are:- Always, |fNotPresent, Never

pul | Policy: A ways

i ni t Cont ai ner sl mage:
# inint Containers image nane
nane: cncc/ api gw configurationinit
# tag nane of init Container inmage
tag: hel mtag
# Pull Policy - Possible Values are:- Al ways, |fNotPresent, Never
pul | Policy: A ways

updat eCont ai ner sl mage:
# update Containers imge name
nane: cncc/ api gw confi gurati onupdate
# tag nane of update Container inage
tag: hel mtag
# Pull Policy - Possible Values are:- Al ways, |fNotPresent, Never
pul | Policy: A ways

servi ce:
ssl :
tlsVersion: TLSvl.?2

privat eKey:
k8Secr et Name: cncc-core-ingress-secr et
k8NanmeSpace: cncc
rsa:
fileName: rsa_private_key pkcsl. pem
ecdsa:
fileName: ssl_ecdsa_private_key.pem

certificate:
k8Secr et Name: cncc- core-ingress-secr et
k8NanmeSpace: cncc
rsa:
fileName: ssl rsa certificate.crt
ecdsa:
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fileName: ssl _ecdsa certificate.crt

caBundl e
k8Secr et Name: cncc-core-ingress-secr et
k8NanmeSpace: cncc
fileNane: caroot.cer

keySt or ePasswor d:
k8Secr et Name: cncc-core-ingress-secr et
k8NanmeSpace: cncc
fileNane: ssl_keystore.txt

t rust St or ePassword
k8Secr et Name: cncc-core-ingress-secr et
k8NanmeSpace: cncc
fileName: ssl _truststore.txt

initial Algorithm RSA256

# Label s and Annotations that are specific to service
i ngressgat eway are added here
cust onExt ensi on
| abel s: {}
annot ations: {}

# Label s and Annotations that are specific to depl oyment
i ngressgat eway are added here

depl oyrment :
cust onExt ensi on
| abel s: {}

annot ations: {}

ports:
# ContainerPort represents a network port in a single container
contai nerPort: 8081
cont ai nerssl Port: 8443
actuatorPort: 9090

# Set the root log leve

| og:
[ evel :
root: WARN
i ngress: | NFO
cncc:

security: INFO

r eadi nessPr obe:

# tells the kubelet that it should wait second before performng
the first probe

initial Del aySeconds: 30

# Number of seconds after which the probe tines out

ti meout Seconds: 3

# specifies that the kubelet should performa |liveness probe every
XX seconds

periodSeconds: 10
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# M ni mum consecutive successes for the probe to be considered
successful after having failed

successThreshol d: 1

# Wen a Pod starts and the probe fails, Kubernetes will try
failureThreshol d times before giving up

failureThreshold: 3

| i venessProbe:

# tells the kubelet that it should wait second before performng
the first probe

i nitial Del aySeconds: 30

# Number of seconds after which the probe tines out

ti meout Seconds: 3

# specifies that the kubelet should performa liveness probe every
XX seconds

periodSeconds: 15

# M ni mum consecutive successes for the probe to be considered
successful after having failed

successThreshol d: 1

# Wen a Pod starts and the probe fails, Kubernetes will try
failureThreshol d times before giving up

failureThreshold: 3

# Resource details
resour ces
limts:
cpu: 2
initServiceCou: 1
updat eServi ceCpu: 1
menory: 2G
updat eSer vi ceMenory: 1G
i nitServiceMenory: 1G
requests
cpu: 1
initServiceCpu: 0.5
updat eServi ceCpu: 0.5
menory: 1G
updat eSer vi ceMenmory: 0. 5G
i nitServiceMenory: 0.5G
target:
averageCpultil: 80

# Nuber of Pods must always be available, even during a disruption
m nAvail able: 1

# Mn replicas to scale to maintain an average CPU utilization

m nReplicas: 1

# Max replicas to scale to maintain an average CPU utilization
maxRepl i cas: 5

al | owedGi pher Sui t es
- TLS_ECDHE ECDSA W TH AES 256_CCM SHA384
- TLS_ECDHE RSA W TH_AES _256_GCM SHA384
- TLS_ECDHE RSA W TH CHACHA20_POLY1305_SHA256
- TLS_DHE RSA W TH_AES 256_GCM SHA384
- TLS_ECDHE ECDSA W TH _AES 128_GCM SHA256
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- TLS_ECDHE_RSA W TH AES 128 GCM SHA256

ci pher Sui tes:
- TLS_ECDHE ECDSA W TH _AES 256_CGCM SHA384
- TLS_ECDHE RSA W TH_AES 256_GCM SHA384
- TLS_ECDHE RSA W TH CHACHA20_POLY1305_SHA256
- TLS_DHE RSA W TH_AES 256_GCM SHA384
- TLS_ECDHE ECDSA W TH_AES_128_GCM SHA256
- TLS_ECDHE RSA W TH_AES 128 GCM SHA256

# To Initialize SSL related infrastructure in init/update container
initssl: false

#Server Configuration for http and https support

enabl el ncomi ngHt tp: true

enabl el ncomi ngHt t ps: fal se

i ngr essGaCert Rel oadEnabl ed: fal se
i ngressGaCert Rel oadPat h: /ingress-gw certificate/rel oad

# Routes Configurations
routesConfig
# Note: Update FQDN and PORT with actual values. If not renmove those
routes else CNCC will fail to deploy
# CNCC requires conplete routes and not placehol ders
# Default mapping should be the last route entry.
# Exanples for routes
#- id: scp_configuration
# uri: http://10.75.153.121: 31131
# path: /soothsayer/vl/**
#- id: default_configuration
# uri: http://cncc-core-cnservice.cncc.sve. cluster.|ocal : 8442
# path: [**
- id: scpc_configuration
uri: http://<FQDN>: <PORT>
pat h: /soothsayer/v1l/**
- id: nrf_configuration
uri: http://<FQDN>: <PORT>
path: /nrf-configuration/vl/**
- id oudrl
uri: http://<FQDN>: <PORT>
path: /nudr-dr-prov/**, [ nudr-dr-mgm ** /nudr-group-id-mp-prov/**,/
sl f-group-prov/**
- id: udr2
uri: http://<FQDN>: <PORT>
path: /nudr-config/**
- id: policy_configuration
uri: http://<FQDN>: <PORT>
pat h: /policyapi/**
filters:
rewitePath: "/policyapi(?<segment>/?.*), $\\{segment}"
- id: policy_export_configuration # Route for Export configuration
under Policy screen
uri: http://<FQDN>: <PORT>
path: /oc-cnpolicy-configuration/**
- id: default_configuration # Default configuration should be the
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last routesConfig entry
uri: http://<hel nrel ease>-cnservi ce. <namespace>. <domai n>: 8442
path: [**

nodeSel ect or:
nodeKey: ""
nodeVal ue: ""
# CNCC configuration
cnec:
# Enable cncc feature including iam
enabl ed: true
# Enabl e security |ogs
securitylLogEnabl ed: true
# Core Configuration
core:
# Session Tinmeout Value in Seconds. Default: 1800, M ninum 300,
Maxi mum 7200
sessi onTi meout Seconds: 1800
# | AM Configuration
# uri should include the CNCC | AM ingress-gateway external I p or
FQDN and service port.
i am
uri: http://<IP or FQDN>: <PORT>
HHR R R R R R R R R
# Section End : ingress gateway attributes #
HHR R R R R R R R R

¢ Note:
e The field ingress-gateway.cncc.iam.urishould include the CNCC IAM
Console URL. Check CNCC IAM Services for the URL.

e For POLICY deployment set cmEnablelmportExport : true , this enables
Import and Export buttons. It is applicable only for POLICY deployment.

e envSystemName can be used to display site name. Example:
envSystemName: CNCC - Site Name.

CNCC Core Configuration Parameters

Following tables provide list of configuration parameters in the Helm file:

ORACLE 4-16



ORACLE

Chapter 4

CNCC Core Configuration Parameters

Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
global.serviceAcc | <String> Valid ASCII and may (0] Name of service
ountName contain lowercase and account.
uppercase letters, digits, If this field is kept
underscores, periods and empty then a default
dashes. An image name service account ‘cncc-
may not start with a core-service-account'
period or a dash and may is created.
contain a maximum of 128 .
characters If any value is
provided then a
service account has to
be created manually.
kubect!| create
servi ceaccount
<nanme> -n
<nanespace>
global.dockerReg | <String> It may contain lowercase M Here user provides
istry letters, digits, and the registry that
separators. A separator is contains cncc core
defined as a period, one or images.
two underscores, or one or It comprises of the
more dashes. following:
<registry-
url>:<registry-port>
e.g : ocspf-
registry.us.oracle.com:
5000
global.test.nfNam | <String> NF Name M Name of deployment
e for which helm test is
done
global.test.image. | <String> Valid ASCII and may M Image name for the

name

contain lowercase and
uppercase letters, digits,
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters

helm test container
image
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
global.test.image. | <String> Valid ASCII and may M Image name for the
tag contain lowercase and helm test container
uppercase letters, digits, image
underscores, periods and
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
global.test.config. | <String> It can take values like: M Log level for helm test
logLevel WARN, DEBUG, INFO, pod
etc.
global.test.config. | <String> Range: 1-300 M Timeout value for the
timeout Unit:seconds helm test operation.
If exceeded helm test
will be considered as
failure
global.publicHttp | <Integer> It can take value in the (0] It is the port
SignalingPort range: 0-65535 on which ingress-
gateway service is
exposed
# If httpsEnabled is
false, this Port would
be HTTP/2.0 Port
(unsecured)
publicHttpSignalingPo
rt: 80
global.publicHttp | <Integer> It can take value in the (0] It is the port
sSignallingPort range: 0-65535. on which ingress-
gateway service is
exposed
# If httpsEnabled is
true, this Port would
be HTTPS/2.0 Port
(secured SSL)
global.type <String> It can take value (0] It is used to decide
LoadBalance/NodePort where user wants to
depending upon one wants expose the service
to expose the service from from outside the
outside the Kubernetes Kubernetes cluster or
cluster or not. not.
global.metalLblp | <Boolean> | True/False (@) This field enables

AllocationEnable
d

By default, it is true.

or disables IP
Address allocation
from Metallb Pool
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
global.metalLblp | <Stirng> Valid ASCII and may Itis the address Pool
AllocationAnnotat contain lowercase and Annotation for Metallb
ion uppercase letters, digits,
underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
Default set
to: metallb.universe.tf/
address-pool: signaling"
global.staticlpAd | <Boolean> | True/False (0] If Static load balancer
dressEnabled By default, it is false. IP needs to be set,
then set
staticlpAddressEnable
d flag to true and
provide value for
staticlpAddress else
random IP will be
assigned by the
metalLB from its IP
Pool
global.staticlpAd | <Stirng> Valid ASCII (0] If Static load balancer
dress aserviceAccountNamend IP needs to be set,
may contain lowercase and then set
uppercase letters, digits, staticlpAddressEnable
underscores, periods and d flag to true and
dashes. It may not start provide value for
with a period or a dash and staticlpAddress else
may contain a maximum of random IP will be
128 characters assigned by the
metalLB from its IP
Pool
global.staticNode | <Boolean> | True/False (0] If Static node port

PortEnabled

By default, it is true.

needs to be set, then
set
staticNodePortEnable
d flag to true and
provide value for
staticNodePort else
random node port will
be assigned by K8s
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
global.staticHttpN | <Integer> It can take value in the (0] If Static node port
odePort range: 0-65535. needs to be set, then
Default value:30075 set
staticNodePortEnable
d flag to true and
provide value for
staticNodePort else
random node port will
be assigned by K8s
global.staticHttps | <Integer> It can take value in the (0] If Static node port
NodePort range: 0-65535. needs to be set, then
Default value:30075 set
staticNodePortEnable
d flag to true and
provide value for
staticNodePort else
random node port will
be assigned by K8s
global.nodeSelec | <String> (0] global node selector
tor.nodeKey key
global.nodeSelec | <String> (0] global node value key
tor.nodeValue
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.allResour to be added to all add custom label(s)
ces.labels the Ingress-Gateway k8s to all k8s resources
resources that will be created by
Ingress-Gateway helm
chart.
global.customExt | <String> Custom Annotations that (0] This can be used
ension.allResour needs to be added to all to add custom
ces.annotations the Ingress-Gateway k8s annotation(s) to all
resources k8s resources that will
be created by Ingress-
Gateway helm chart.
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.IbServices to be added to Ingress- add custom label(s)
labels Gateway Services that to all Load Balancer
are considered as Load Type Services that will
Balancer type be created by Ingress-
Gateway helm chart.
global.customExt | <String> Custom Annotations that (0] This can be used
ension.lbServices needs to be added to to add custom
.annotations Ingress-Gateway Services annotation(s) to all
that are considered as Load Balancer Type
Load Balancer type Services that will be
created by Ingress-
Gateway helm chart.
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.lbDeploy to be added to Ingress- add custom label(s)
ments.labels Gateway Deployments that to all Deployments
are associated to a Service that will be created
which is of Load Balancer by Ingress-Gateway
type helm chart which
are associated to a
Service which if of
Load Balancer Type.
global.customExt | <String> Custom Annotations (0] This can be used
ension.lbDeploy that needs to be to add custom
ments.annotation added to Ingress-Gateway annotation(s) to all
S Deployments that are Deployments that will
associated to a Service be created by Ingress-
which is of Load Balancer Gateway helm chart
type which are associated
to a Service which
if of Load Balancer
Type.
global.customExt | <String> Custom Labels that needs | O This can be used to
ension.nonlbServ to be added to Ingress- add custom label(s) to
ices.labels GatewayServices that are all non-Load Balancer
considered as not Load Type Services that will
Balancer type be created by Ingress-
Gateway helm chart.
global.customExt | <String> Custom Annotations that | O This can be used
ension.nonlbServ needs to be added to to add custom
ices.annotations Ingress-Gateway Services annotation(s) to all
that are considered as not non-Load Balancer
Load Balancer type Type Services that will
be created by Ingress-
Gateway helm chart.
global.customExt | <String> Custom Labels that needs | O This can be used to

ension.nonlbDepl
oyments.labels

to be added to Ingress-
Gateway Deployments that
are associated to a Service
which is not of Load
Balancer type

add custom label(s)
to all Deployments
that will be created

by Ingress-Gateway
helm chart which

are associated to a
Service which if not of
Load Balancer Type.
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
global.customExt | <String> Custom Annotations (0] This can be used
ension.nonlbDepl that needs to be to add custom
oyments.annotati added to Ingress-Gateway annotation(s) to all
ons Deployments that are Deployments that will
associated to a Service be created by Ingress-
which is not of Load Gateway helm chart
Balancer type which are associated
to a Service which if
not of Load Balancer

Type.
global.k8sResour | <String> Value that will be prefixed This value will be
ce.container.prefi to all the container names used to prefix to all
X of Ingress-Gateway. the container names

of Ingress-Gateway
global.k8sResour | <String> Value that will be suffixed This value will be
ce.container.suffi to all the container names used to suffix to all
X of Ingress-Gateway. the container names

of Ingress-Gateway.
cmservice.envLo | <String> It can take values like: (0] It is the level at which
ggingLevelApp WARN, DEBUG, INFO, user wants to see the
TRACE etc. logs.

E.g. WARN
cmservice.image. | <String> Valid ASCIl and may M Image Name to
name contain lowercase and be used for "cncc-

uppercase letters, digits, cmservice" micro
underscores, periods and service
dashes. An image name
may not start with a
period or a dash and may
contain a maximum of 128
characters
cmservice.image. | <String> Valid ASCII and may M Image Tag to be used
tag contain lowercase and for "cncc-cmservice"
uppercase letters, digits, micro service
underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
cmservice.image. | <String> It can take a value from the | M Pull Policy decides

pullPolicy

following:

IfNotPresent, Always,
Never

IfNotPresent is the default
pullPolicy

from where to pull the
image.

ORACLE
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
cmservice.resour | <Float> Valid floating point value (0] It limits the number of
ces.limits.cpu between 0 and 1 CPUs to be used by
the "cncc-cmservice"
microservice. By
default, it is set to '2'.
cmservice.resour | <String> Valid Integer value followed | O It limits the
ces.limits.memor by Mi/Gi etc. memory utilization by
y the "cncc-cmservice"
microservice. By
default, it is set to '2'.
cmservice.resour | <Float> Valid floating point value (0] It provides a given
ces.requests.cpu between 0 and 1 number of CPUs for
the "cncc-cmservice"
microservice. By
default, it is set to '2'.
cmservice.resour | <String> Valid Integer value followed | O It provides a given
ces.requests.me by Mi/Gi etc. amount of memory for
mory the "cncc-cmservice"
microservice. By
default, it is set to '1.
cmservice.deploy | <String> It is the List of NFsE.g. M It is the list of the
ment.envManage SCP, POLICY enabled NFs and the
NF same NFs will be
displayed in the GUI
cmservice.deploy | <String> Valid ASCII and may M This is the name
ment.envSystem contain lowercase and of product which
Name uppercase letters, digits, appears as brand
underscores, periods name and can be
and dashes. A name used to mention site
component may not start name as well.
or end with a separator E.g.
envSystemName:
CNCC
cmservice.deploy | <String> Valid ASCII and may M This is the version
ment.envNFVersi contain lowercase and of product which
on uppercase letters, digits, appears with brand
underscores, periods name.
and dashes. A name E.g. envNFVersion:
component may not start 1.3.0
or end with a separator.
cmservice.deploy | <String> Valid ASCII and may M This is the name

ment.cmWindow
Name

contain lowercase and
uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator

of the window that
appears on the
browser tab.

E.g.
cmWindowName:
CNCC

ORACLE
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
cmservice.deploy | <boolean> | It can take either True or (0] NodeSelector is
ment.nodeSelect False value. the simplest
orEnabled By default, it is false. recommended form
of node
selection constraint.
NodeSelector is a
field of PodSpec. It
specifies a map of
key-value pairs. For
the pod to be eligible
to run on a node, the
node must have each
of the indicated key-
value pairs as labels
cmservice.deploy | <String> By default, its value is (0] Node Selector Key
ment.nodeSelect zone.
orKey
cmservice.deploy | <String> By default, its value is app. | O Node Selector value
ment.nodeSelect
orValue
cmservice.deploy | <Integer> It can take value in the (0] It tells the kubelet that
ment.livenessPro range: 0-65535. it should wait second
be.initialDelaySe Default value:60 before performing the
conds first probe
cmservice.deploy | <Integer> It can take value in the (0] It specifies that
ment.livenessPro range: 0-65535. the kubelet should
be.periodSecond Default value:3 perform a liveness
S probe every xx
seconds
cmservice.deploy | <Integer> It can take value in the (0] It is the number of
ment.livenessPro range: 0-65535. seconds after which
be.timeoutSecon Default value:15 the probe times out
ds
cmservice.deploy | <Integer> It can take value in the (0] Minimum consecutive
ment.livenessPro range: 0-65535. successes for the
be.successThres Default value:1 probe to be
hold considered successful
after having failed
cmservice.deploy | <Integer> It can take value in the (0] When a Pod starts
ment.livenessPro range: 0-65535. and the probe fails,
be.failureThresho Default value:3 Kubernetes will try
Id failureThreshold times
before giving up
cmservice.deploy | <Integer> It can take value in the (@) It tells the kubelet that
ment.readinessPr range: 0-65535. it should wait second
obe.initialDelayS Default value:20 before performing the
econds first probe
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
cmservice.deploy | <Integer> It can take value in the (0] It is the number of
ment.readinessPr range: 0-65535. seconds after which
obe.timeoutSeco Default value:3 the probe times out
nds
cmservice.deploy | <Integer> It can take value in the (0] It specifies that
ment.readinessPr range: 0-65535. the kubelet should
obe.periodSecon Default value:10 perform a liveness
ds probe every xx
seconds
cmservice.deploy | <Integer> It can take value in the (0] Minimum consecutive
ment.readinessPr range: 0-65535. successes for the
obe.successThre Default value:1 probe to be
shold considered successful
after having failed
cmservice.deploy | <Integer> It can take value in the (0] When a Pod starts
ment.readinessPr range: 0-65535. and the probe fails,
obe.failureThresh Default value:3 Kubernetes will try
old failureThreshold times
before giving up
cmservice.deploy | <String> Valid ASCII and may (0] Name of the package
ment.dependenci contain lowercase and that for which log level
esLogging[].nam uppercase letters, digits, is to be set.
e underscores, periods Eg:
and dashes. A name logging.level.org.sprin
component may not start gframework
or end with a separator
cmservice.deploy | <String> It can take values like: (0] It is the level at which
ment.dependenci WARN, DEBUG, INFO, user wants to see the
esLogging[].value TRACE etc. logs.

E.g. WARN
cmservice.servic | <String> Custom Labels that needs | O This can be used to
e.customExtensi to be added to all the add custom label(s)
on.labels cmservice k8s resources to all k8s resources

that will be created by

cmservice helm chart.
cmservice.servic | <String> Custom Annotations that (0] This can be used
e.customExtensi needs to be added to to add custom
on.annotations all the cmservice k8s annotation(s) to all
resources k8s resources that
will be created by
cmservice helm chart.
cmservice.servic | <String> It can take only 'ClusterIlP' | O It is used to decide
e.type as the value. where user wants to
expose the service
from outside the

Kubernetes cluster or

not.
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
cmservice.servic | <Integer> It can take value in the (0] Itis the port
ePorts.cmService range: 0-65535 number which makes
Http cmservice visible to
other services running
within the same K8s
cluster
cmservice.contai | <Integer> It can take value in the (0] It is the monitoring
nerPorts.monitori range: 0-65535 container port for cm
ngHttp service
cmservice.contai | <Integer> It can take value in the (0] It is the container port
nerPorts.cmServi range: 0-65535 for cm service
ceHttp
ingress- <String> Valid ASCII and may M It is the image name
gateway.image.n contain lowercase and of the ingress-gateway
ame uppercase letters, digits, as provided by the
underscores, periods user
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Image Tag to be used
gateway.image.ta contain lowercase and for ingress-gateway.
g uppercase letters, digits,
underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
ingress- <String> It can take a value from the | O Pull Policy decides
gateway.image.p following: from where to pull the
ullPolicy IfNotPresent, Always, image.
Never
IfNotPresent is the default
pullPolicy
ingress- <String> Valid ASCII and may M Image Name to

gateway.initConta
inersimage.name

contain lowercase and
uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator

be used for "cncc-
cmservice" micro
service
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <String> Valid ASCIl and may M Image Tag to be used
gateway.initConta contain lowercase and for "cncc-cmservice"
inersimage.tag uppercase letters, digits, micro service
underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
ingress- <String> It can take a value from the | O Pull Policy decides
gateway.initConta following: from where to pull the
inersimage.pullP IfNotPresent, Always, image.
olicy Never
IfNotPresent is the default
pullPolicy
ingress- <String> Valid ASCII and may M Image Name to
gateway.updateC contain lowercase and be used for "cncc-
ontainersimage.n uppercase letters, digits, cmservice" micro
ame underscores, periods service
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may M Image Tag to be used
gateway.updateC contain lowercase and for "cncc-cmservice”
ontainersimage.t uppercase letters, digits, micro service
ag underscores, periods and
dashes. A tag name may
not start with a period
or a dash and may
contain a maximum of 128
characters
ingress- <String> It can take a value from the | O Pull Policy decides
gateway.updateC following: from where to pull the
ontainersimage.p IfNotPresent, Always, image.
ullPolicy Never
IfNotPresent is the default
pullPolicy
ingress- <String> Valid ASCII and may (0] Itis the TLS version
gateway.service.s contain lowercase and
sl.tisVersion uppercase letters, digits,

underscores, periods
and dashes. A name
component may not start
or end with a separator.

Itis setto TLSv1.2

ORACLE
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <String> Valid ASCII and may (0] Name of the
gateway.service.s contain lowercase and privatekey secret
sl.privateKey.k8S uppercase letters, digits, Ex: cncc-core-ingress-
ecretName underscores, periods secret
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Namespace of
gateway.service.s contain lowercase and privatekey
sl.privateKey.k8N uppercase letters, digits, Ex: cnce
ameSpace underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCIl and may (0] rsa private key file
gateway.service.s contain lowercase and name
sl.privateKey.rsa.f uppercase letters, digits, Ex:
ileName underscores, periods rsa_private_key_pkcs
and dashes. A name 1.pem
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] ecdsa private key file
gateway.service.s contain lowercase and name
sl.privateKey.ecd uppercase letters, digits, Ex:
sa.fileName underscores, periods ssl_ecdsa_private_ke
and dashes. A name ypem B
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Name of the
gateway.service.s contain lowercase and certificate secret
sl.certificate.k8Se uppercase letters, digits, Ex: cncc-core-ingress-
cretName underscores, periods secret
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Namespace of
gateway.service.s contain lowercase and certificate
sl.certificate.k8N uppercase letters, digits, Ex: cnee
ameSpace underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] rsa certificate file

gateway.service.s
sl.certificate.rsa.fi
leName

contain lowercase and
uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator

name

Ex:
ssl_rsa_certificate.crt
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <String> Valid ASCII and may (0] ecdsa certificate file
gateway.service.s contain lowercase and name
sl.certificate.ecds uppercase letters, digits, Ex:
afileName underscores, periods ssl ecdsa certificate.
and dashes. A name ort -
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Name of the caBundle
gateway.service.s contain lowercase and secret
sl.caBundle.k8Se uppercase letters, digits, Ex: cncc-core-ingress-
cretName underscores, periods secret
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCIl and may (0] Namespace of
gateway.service.s contain lowercase and caBundle
sl.caBundle.k8Na uppercase letters, digits, Ex: cnec
meSpace underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] rsa caBundle file
gateway.service.s contain lowercase and name
sl.caBundle.fileN uppercase letters, digits, Ex: caroot.cer
ame underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Name of the
gateway.service.s contain lowercase and keyStorePassword
sl.keyStorePassw uppercase letters, digits, secret
ord.k8SecretNam underscores, periods Ex: cncc-core-ingress-
e and dashes. A name secret
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Namespace of
gateway.service.s contain lowercase and keyStorePassword
sl.keyStorePassw uppercase letters, digits, Ex: cnee
ord.kBNameSpac underscores, periods
e and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] File name that has
gateway.service.s contain lowercase and password for keyStore
sl.keyStorePassw uppercase letters, digits, Ex: ssl_keystore.txt
ord.fileName underscores, periods
and dashes. A name
component may not start
or end with a separator
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <String> Valid ASCII and may (0] Name of the
gateway.service.s contain lowercase and trustStorePassword
sl.trustStorePass uppercase letters, digits, secret
word.k8SecretNa underscores, periods Ex: cncc-core-ingress-
me and dashes. A name secret
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Namespace of
gateway.service.s contain lowercase and trustStorePassword
sl.trustStorePass uppercase letters, digits, Ex: cnce
word.k8NameSp underscores, periods
ace and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCIl and may (0] File name that
gateway.service.s contain lowercase and has password for
sl.trustStorePass uppercase letters, digits, trustStore
word.fileName underscores, periods Ex: ss|_truststore. txt
and dashes. A name
component may not start
or end with a separator
ingress- <String> Valid ASCII and may (0] Default values is
gateway.service.s contain lowercase and RSA256
sl.initialAlgorithm uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <String> Custom Labels that needs | O This can be used to
gateway.service.c to be added to ingress- add custom label(s)
ustomExtension.| gateway specific Service. to ingress-gateway
abels Service.
ingress- <String> Custom Annotations that (0] This can be
gateway.service.c needs to be added to used to add
ustomExtension. ingress-gateway specific custom annotation(s)
annotations Services. to ingress-gateway
Service.
ingress- <String> Custom Labels that (0] This can be used to
gateway.deploym needs to be added to add custom label(s)
ent.customExten ingress-gateway specific to ingress-gateway
sion.labels Deployment. Deployment.
ingress- <String> Custom Annotations that (0] This can be
gateway.deploym needs to be added to used to add
ent.customExten ingress-gateway specific custom annotation(s)
sion.annotations Deployment. to ingress-gateway
Deployment.
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <Integer> It can take value in the (0] It tells the kubelet that
gateway.readines range: 0-65535. it should wait second
sProbe.initialDela Default value:30 before performing the
ySeconds first probe
ingress- <Integer> It can take value in the (0] It is the number of
gateway.readines range: 0-65535. seconds after which
sProbe.timeoutS Default value:3 the probe times out
econds
ingress- <Integer> It can take value in the (0] It specifies that
gateway.readines range: 0-65535. the kubelet should
sProbe.periodSe Default value:10 perform a liveness
conds probe every xx
seconds
ingress- <Integer> It can take value in the (0] Minimum consecutive
gateway.readines range: 0-65535. successes for the
sProbe.successT Default value:1 probe to be
hreshold considered successful
after having failed
ingress- <Integer> It can take value in the (0] When a Pod starts
gateway.readines range: 0-65535. and the probe fails,
sProbe.failureThr Default value:3 Kubernetes will try
eshold failureThreshold times
before giving up
ingress- <Integer> It can take value in the (0] It tells the kubelet that
gateway.liveness range: 0-65535. it should wait second
Probe.initialDelay Default value:30 before performing the
Seconds first probe
ingress- <Integer> It can take value in the (0] It is the number of
gateway.liveness range: 0-65535. seconds after which
Probe.timeoutSe Default value:3 the probe times out
conds
ingress- <Integer> It can take value in the (0] It specifies that
gateway.liveness range: 0-65535. the kubelet should
Probe.periodSec Default value:15 perform a liveness
onds probe every xx
seconds
ingress- <Integer> It can take value in the (0] Minimum consecutive
gateway.liveness range: 0-65535. successes for the
Probe.successTh Default value:1 probe to be
reshold considered successful
after having failed
ingress- <Integer> It can take value in the (0] When a Pod starts
gateway.liveness range: 0-65535. and the probe fails,
Probe.failureThre Default value:3 Kubernetes will try
shold failureThreshold times
before giving up
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <Integer> It can take value in the (0] It is the number of
gateway.minAvail range: 0-65535. pods that must always
able Default value:1 be available, even
during a disruption.
ingress- <Integer> It can take value in the (0] Min replicas to
gateway.minRepli range: 0-65535. scale to maintain
cas Default value:1 an average CPU
utilization
ingress- <Integer> It can take value in the (0] Max replicas to
gateway.maxRepl range: 0-65535. scale to maintain
icas Default value:5 an average CPU
utilization
ingress- <Boolean> | It can take either True or (0] To Initialize SSL
gateway.initssl False value. related infrastructure
By default, it is false. in initupdate
container
ingress- <Boolean> | It can take either True or (0] Server Configuration
gateway.enableln False value. for http and https
comingHttp By default, it is false. support
ingress- <Boolean> | It can take either True or (0] Server Configuration
gateway.enableln False value. for http and https
comingHttps By default, it is false. support
ingress- <List[String | TLS_ECDHE_ M, if Allowed CipherSuites
gateway.cipherSu | |> ECDSA_WIT ingress | for TLS1.2
ites H_AES_256_ gatewa
GCM_SHA38 4 y.enabl
TLS_ECDHE_ elncomi
RSA_WITH_ ngHttps
AES_256_GC M_SHA384 [Istrue
TLS_ECDHE_
RSA_WITH_ CHACHA20_
POLY1305_S HA256
TLS_DHE_RS
A_WITH_AE
S_256_GCM_ SHA384
TLS_ECDHE_
ECDSA_WIT
H_AES_128_
GCM_SHA25 6
TLS_ECDHE_
RSA_WITH_
AES_128_GC M_SHA256
ingress- <Boolean> | It can take either True or M It enables CNCC
gateway.cncc.ena False value. features i.e
bled By default, it is true. authen_ticqtion and
authorization on
ingress
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <boolean> | It can take either True or (0] This flag is to enable/
gateway.cncc.sec False value. disable security logs
uritylogEnabled By default, it is true for cncc.
ingress- <Integer> It can take value in M It takes the timeout
gateway.cncc.cor the range: 0-65535.Default value for CNCC
e.sessionTimeout Value: 1800 Session in seconds.
Seconds Default: 1800
Minimum: 300
Maximum: 7200
ingress- <String> Valid ASCII and may M It is the URI of the
gateway.cncc.iam contain lowercase and cncc-iam ingress.
.uri uppercase letters, digits,
underscores, periods
and dashes. A name
component may not start
or end with a separator
ingress- <Integer> It can take value in the (0] It is the http port of
gateway.ports.co range: 0-65535. the container for the
ntainerPort Default value: 8081 ingress-gateway.
ingress- <Integer> It can take value in the (0] It is the https port of
gateway.ports.co range: 0-65535. the container for the
ntainerss|Port Default value: 8443 ingress-gateway.
ingress- <Integer> It can take value in the (0] It is the actuator port
gateway.ports.act range: 0-65535. of the container for the
uatorPort Default value: 9090 ingress-gateway.
ingress- <String> It can take values like: (@) It is the level at which
gateway.log.level. WARN, DEBUG, INFO, user wants to see the
root TRACE etc. logs.
E.g. WARN
ingress- <String> It can take values like: (0] Log level for ingress
gateway.log.level. WARN, DEBUG, INFO, logs
ingress TRACE etc.
ingress- <String> It can take values like: (0] Log level for cncc
gateway.log.level. WARN, DEBUG, INFO, security logs
chcc.security TRACE etc.
ingress- <Float> Valid floating point value (0] It limits the number of
gateway.resource between 0 and 1 CPUs to be used by
s.limits.cpu the microservice.
ingress- <String> Valid Integer value followed | O It limits the memory
gateway.resource by Mi/Gi etc. utilization by the
s.limits.memory microservice.
ingress- <Float> Valid floating point value (0] It provides a given
gateway.resource between 0 and 1 number of CPUs for

s.requests.cpu

the microservice.
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Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <String> Valid Integer value followed | O It provides a given
gateway.resource by Mi/Gi etc. amount of memory for
s.requests.memo the microservice.
ry
ingress- <Integer> A value in between 0-100 | O It gives the average
gateway.resource CPU utilization
s.target.average percentage.
CpuUtil
ingress- <String> Valid ASCIl and may M If SCP route needs
gateway.routesC contain lowercase and to be added to CNC
onfig[].id uppercase letters, digits, Console Core ingress-
underscores, periods and gateway
dashes.
ingress- <String> Valid ASCII and may M
gateway.routesC contain lowercase and
onfig[].uri uppercase letters, digits,
underscores, periods and
dashes.
ingress- <String> Valid ASCII and may M
gateway.routesC contain lowercase and
onfig[].path uppercase letters, digits,
underscores, periods and
dashes.
ingress- <Integer> Valid Integer value (0]
gateway.routesC
onfig[].order
ingress- <String> Valid ASCII and may (0]
gateway.routesC contain lowercase and
onfig[].filters.rewri uppercase letters, digits,
tePath underscores, periods and
dashes.
ingress- <boolean> | It can take either True or M
gateway.ingressG False value.
wCertReloadEna By default, it is false.
bled
ingress- <String> Valid ASCII and may M
gateway.ingressG contain lowercase and
wCertReloadPath uppercase letters, digits,
underscores, periods and
dashes.
ingress- <String> (0] node selector key
gateway.nodeSel specific to chart (note

ector.nodeKey

this will be looked first
and then if not present
global node key will
be picked)
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CNCC Core Access
Attribute Name | DataType Range Manda | Description
tory(M)
I
Option
al(o)/
Conditi
onal(C)
ingress- <String> (0] node selector value
gateway.nodeSel specific to chart (note
ector.nodeValue this will be looked first
and then if not present
global node value will
be picked)

CNCC Core Access

CNCC Core can be accessed in the following ways:

scheme>: // <cncc-core-ingress | P/ FQDN>: <cncc-core-ingress Port>

# Ways to access CNCC Core GUI

# 1] Node-1P and NodePort

http://10.75. xx. xx: 30075/ *

# 2] DNS Resol vabl e FQDN and NodePort
http://cncc-core-ingress-gateway. cncc. svc. cl uster. | ocal : 30075/ *
# 3] External LB-1P and ServicePort

http://10.75. xx. xx: 8080/ *

# 4] DNS Resol vabl e FQDN and Servi cePort
http://cncc-core-ingress-gateway. cncc. svc. cl uster. | ocal : 8080/ *

¢ Note:

Login to CNC IAM and add redirect url pointing CNCC Core. CNCC cannot
be accessed before CNCC IAM is configured to redirect. Refer CNCConsole
Post Installation Steps for CNCC-IAM

CNCC Core Uninstall

CNCC Core can be uninstalled as follows. The following step needs to be executed
from a server that has access to Kubectl and helm commands:

Execute the following command to uninstall CNCC Core:

For Helm 2:

$ hel m del ete <depl oynent name> --purge
Exanpl e:

$ hel mdel ete cncc-core --purge

For Helm 3:
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CNCC Core Uninstall

$ hel muninstall <depl oyment name> --namespace <depl oyment namespace>
Exanpl e:
$ hel muninstall cncc-core --namespace cncc
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CNC Console Supported NFs and Version
Compatibility

The CNC Console supports the following NF versions:

SR. |NF |NF |Enabling NFs Route Configuration Remarks
No Vers
ion
1 NRF | 1.8.0 | Update in Update in routeConfig under
cmservice section of | ingress section in values.yaml
values.yaml
envManageNF: NRF
- id
nrf_configuration
uri: http://
<FQDN\>: <PORT>
path: /nrf-
configuration/vl/**
2 POLI| 1.8.0 Update.in . ppdate in ro.uteconfig under 1. For enabling
CY cmservice section of | ingress section in values.yaml POLICY, add
values.yaml POLICY in
"envManageN
enviManageNF: - id: F" field.
PCOLI CY i i i
cnEnabl el nport E pO|IS¥TFOEILgH;?t|on 2. Toenable
: : Import, Export
Xport: true <FQDN>: <PORT> buttons set
path: / cmEnablelmpo
pol i cyapi / ** rtExport as
filters: true. Itis
rewitePath: "/ applicable only
pol i cyapi (? for POLICY
<segment>/?.*), $\\ GUI.
{segnent}" cnEnabl el mport E
- id: xport: true

policy_export_configu
ration # Route for
Export configuration
under Policy screen

uri: http://
<FQDN\>: <PCRT>

path: /oc-
cnpolicy-
configuration/**

ORACLE
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SR. |NF |NF |Enabling NFs Route Configuration Remarks
No Vers
ion
3 SCP | 1.8.0| Update in Update in routeConfig under
cmservice section of |ingress section in values.yaml
values.yaml
envManageNF: SCP
- id:
scpc_configuration
uri: http://
<FQDN>: <PORT>
path: /
soot hsayer/v1/**
4 UDR | 1.8.0 | Update in Update in routeConfig under
cmservice section of | ingress section in values.yaml|
values.yaml

envianageNF: UDR

- id: udrl

uri: http://
<FQDN>: <PORT>

pat h: /nudr-
dr-prov/** [ nudr-dr-
mgnt **, [ nudr - gr oup-
i d- map-prov/**, /slf-
group- prov/ **
- id: udr2

uri: http://
<FQDN>: <PORT>

pat h: /nudr-
config/**
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CNC Console Helm Test
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Helm Test is a feature which validates CNCC Successful Installation along with
readiness (Readiness probe url configured will be checked for success) of all the pods.
The pods to be checked will be based on the namespace and label selector configured
for the helm test configurations.

" Note:

Helm3 is mandatory for the Helm Test feature to work.

The following instructions needs to be followed to execute the Helm test functionality.
The configurations mentioned in the step below must be done before executing the
helm install command.

»  Configure the helm test configurations which are under global sections in values.
Refer the configurations below:
CNCC Core Helm Test

gl obal :
# Helmtest related configurations
test:
nf Nanme: cncc-core
i mage:
name: cncc/ nf _test
tag: 1.3.0
config:
| ogLevel : WARN
timeout: 40

CNCC IAM Helm Test

# Helmtest related configurations
test:

nf Name: cncc-iam

i mge:
nane: cncc/ nf_test
tag: 1.3.0

config:
| ogLevel : WARN
timeout: 40

»  Execute the below command to run Helm test on the installation done:

hel n8 test <hel mrel ease_name> -n <k8s namespace>

6-1



ORACLE

Chapter 6

Exanpl e:

hel n8 test cncc-core -n cncc

NAME: cncc-core

LAST DEPLOYED: Tue Aug 4 07:52:08 2020
NAMESPACE: cncc

STATUS: depl oyed

REVISION. 1

TEST SUl TE: cncc-core-test

Last Started: Tue Aug 11 07:16:09 2020
Last Conpl eted: Tue Aug 11 07:16:20 2020
Phase: Succeeded

NOTES:

# Copyright 2020 (C), Oracle and/or its affiliates. Al rights
reserved.

Thank you for installing cncc-core.

Your release is nanmed cncc-core , Release Revision: 1.
To learn nmore about the release, try:

$ hel m status cncc-core
$ hel m get cncc-core

Wait for the helm test to complete. Check for the output to see if the test job is
successful.
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Post Installation Steps for CNC Console

|IAM
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Prerequisites

The CNC Console IAM and CNCC Core must be deployed.

Setting up the cncc redirection URL, Create user and Assign the roles
Once CNCC IAM is deployed admin must do the following:

*  Set the cncc redirection URL.
» Create the user and assign the roles (only applicable if not integrated with LDAP).

Steps for the setting up the cncc redirection URL, Create user and Assign the
roles:

1. Login to CNCC IAM Console using admin credentials provided during installation
of CNCC IAM.

<scheme>://<cncc-i amingress | P/ FQDN>: <cncc-iamingress Port>

# Ways to access CNCC | AM GUI

# 1] Node-1P and NodePort

http://10.75. xx. xx: 30085/ *

# 2] DNS Resol vabl e FQDN and NodePort
http://cncc-iamingress-gateway.cncc. svc. cl uster. | ocal : 30085/ *
# 3] External LB-1P and ServicePort

http://10.75. xx. xx: 8080/ *

# 4] DNS Resol vabl e FQDN and Servi cePort
http://cncc-iamingress-gateway. cncc. svc. cl uster. | ocal : 8080/ *

ORACLE’

Login to CNCC IAM
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2. Go to Clients and select Cncc.
ORACLE 2 Admin

Clients

Lookup

Client ID Enabled Base URL Actions

True Edit | Export | Delete
Edt | Export | Delete
True Edit | Export Delete
True Edit | Export | Delete
Edit | Export | Delete

3. Enter CNCC Core Ingress URI in the Valid Redirect URIs field and Save.

<schenme>://<cncc-core-ingress | P/FQDN>: <cncc-core-ingress Port>

# Possible ways to provide CNCC Core GU URI

# 1] Node-1P and NodePort

http://10.75. xx. xx: 30075/ *

# 2] DNS Resol vabl e FQDN and NodePort
http://cncc-iamingress-gateway. cncc. svc. cl uster. | ocal : 30075/ *
# 3] External LB-1P and ServicePort

http://10.75. xx. xx: 8080/ *

# 4] DNS Resol vabl e FQDN and Servi cePort
http://cncc-iamingress-gateway. cncc. svc. cl uster. | ocal : 8080/ *

< Note:

RedirectUri and Uri to access CNCC Core GUI must be same.

The valid_redirect_uri provided in CNCC IAM and uri by which

you access the CNCC Core GUI should be same. If there is

mismatch then it would result in “invalid redirect_uri” on CNCC

Core GUI. Example: In CNCC IAM the valid_redirect_uri of CNCC
Core is mentioned as Service FQDN, i.e http.//cncc-core-ingress-
gateway.cncc.svce.cluster.local:30075/* and if you are accessing the
CNCC Core GUI with IP and NodePort, i.e http://10.75.xx.xx:30075/* or
vice-versa you will get “invalid redirect_uri” on CNCC Core GUI.
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Name
Description

User Federation Enabled

uthentication
Consent Required

Login Theme

Groups

Client Protocol
Users

Sessions Access Type
Events Standard Flow Enabled
Import

Implicit Flow Enabled
Export

Root URL

*Valid Redirect URIs
Base URL

Admin URL

Web Origins

Direct Access Grants Enabled

openid-connect

public

82.79:8080/%

> Fine Grain OpenlID Connect Configuration

Chapter 7

4. Select Manage and click Users and select Add user in the right pane.

ORACLE

Users

Lookup

Clients

Client Sc

Groups

Users

Import

Export

a

View all users

Opentb-Connect-Compatibitity Modes &

Unlock users || Add user

5. Add user screen appears. Add the user details and click Save.

ORACLE

_ Users > Add user
Cnec

Add user
i
Created At
Username *
Email
First Name
ntication Last Name
User Enabled

Email Verified

Required User Actions

Import

Export
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The user has been created and the user Details screen appears.

ORACLE
- Jsers > shreb
Shreb
Details Attributes Cre:

D

Created At

First Name

Last Name
User Enabled
User Temporarily Locked
Email Verified

Required User Actions

dentials ~ Role Mappings ~ Groups ~ Consents  Sessions

5/7/2012:54:04 PM

For setting the password for the user, select Credentials tab and set the password

for that user.

" Note:

Setting Temporar
while login for the

Users > shreb

Shreb
Details  Attributes
Manage Credentials

Position

Set Password

Password Confirmation

Temporary

Import

Export

y flag as ON prompts the user to change the password
first time to CNCC Core Interface.

Credentials ~ Role Mappings ~ Groups ~ Consents  Sessions
Type User Label Dats Actions.
......... ®
= ®
oFF

Set Password

shreb
Shreb
Details  Atributes  Credentials ~ Role Mappings =~ Groups ~ Consents  Sessions
Realm Roles. Available Roles. Assigned Roles Effective Roles
AN B
offl access
t Remove selected
Client Roles
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9. Login to CNCC Core using the credentials of the user created earlier.

ORACLE’

Login to CNCC

Username or email

Password
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Troubleshooting CNC Console

ORACLE

This section provides information to troubleshoot the common error which can be
encountered during the installation and upgrade of CNC Console.

* Not able to display the release version of the NF at CNCC banner

* Unable to reach CNCC Core IP/port directly

* 'Admin’ user created under Cncc realm is unable to access CNCC IAM

*  CNCC returns 403 error during NF configuration

* CNCConsole returns 500 - Internal Server Error

* CNCC IAM is accessible but CNC Core is not accessible

» The dependency issue of CNCC Core Routes id field name and service name

* CNCC IAM admin password configured via kubectl secret is not reflected
(Example: if configured cncc-iam-secret)

» "Invalid redirect uri" error while accessing CNCC Core GUI

e CNCC Debugging through Logs

Not able to display the release version of the NF at CNCC banner

Problem: CNCC banner displays the release version of CNCC. But not displaying the
release version of the NF.

Solution:

* Both “About” section and Application name displayed next to Oracle logo use the
envSystemName and envNFVersion helm fields.

* The value set of envSystemName and envNFVersion combines to display the
Application name (Application name = envSystemName + envNFVersion).

* CNCC Core Custom values has envSystemName and envNFVersion mentioned in
it, but these values can be overridden.

Unable to reach CNCC Core IP/port directly

Problem:Unable to reach CNCC Core IP/port directly. redirect_uri is inserted instead
of directly accessing the CNCC Core.

Solution:

* As per design, CNCC redirects requests to CNCC IAM for authentication. On
successful authentication, CNCC IAM redirects the user back to CNCC GUI.

'Admin' user created under Cncc realm is unable to access CNCC IAM

Problem: Once a user created under Cncc realm is assigned an ‘Admin’ privilege,
whether the user have the access to CNCC IAM.

Solution:
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* The users created under Cncc realm have access only to CNCC Core; not to
CNCC IAM.

* If a new admin user needs to be created who can login to CNCC IAM, that user
has to be created under Master realm.

CNCC returns 403 error during NF Configuration

Problem: CNCConsole returns a 403 Error Code and error "Forbidden. Data could not
be saved".

Error Code/Error Message:
403/Forbidden

Solution:

e For doing the write operation on any NF via CNCConsole, user must have
<NF>_WRITE role (permission).

e User must login to CNCC IAM to check and assign the roles.
e Check the roles of the user through which you have logged in, user must have
both <NF>_READ and <NF>_WRITE roles assigned.

CNCConsole returns 500 - Internal Server Error
Problem: CNCConsole returns a 500 Error Code while accessing NF Resource.

Error Code/Error Message:
500/Internal Server Error

Solution:
e This issue occurs when the NF routes are not configured correctly.
» Ensure that correct routes for each NF are configured during deployment.
*  You can to provide either of the following:
—  http://<Service FQDN>:<Service Port>
—  http://<External LB IP/Node IP>:<LB Port/NodePort>

CNCC IAM is accessible but CNC Core is not accessible
Problem: CNCC IAM is accessible but CNCC Core is not accessible.

Error Message:
The ID Token contains invalid claims. (This is a JWT validation error, usually this
indicates that the system clock on your server Is off.)

Solution:

* Inthis case IAM (nodel) was ahead of time and Ingress Gateway (node2) was 5
minutes behind.

*  When Ingress Gateway receives the token it was of future time, so it invalidates it
by throwing "The ID Token contains invalid claims: {iat=2020-05-26T08:32:127}".

*  This issue occurs when Ingress Gateway is behind time and CNCC IAM is ahead
of time.

e Itis important to have the same time in CNCC IAM and Ingress Gateway.
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* The key is to have the same time in both IAM and Ingress Gateway, in case they
are running in different instances having a NTP server this issue will not happen,
and in case both of them are deployed in the same instance neither.

The dependency issue of CNCC Core Routes id field name and service name

Problem:
The - id: scpc-configuration under route is mentioned as - id: scpc_configuration (with
an underscore instead of a hyphen) and its not matching service name.

Solution:

e idfield in routes is used to uniquely identify the route, it can be any string. There is
no dependency with service name.

e -id: scpc-configuration or - id: scpc_configuration should not make any difference ,
it can be named as per convenience.

CNCC IAM admin password configured via kubectl secret is not reflected
(Example: if configured cncc-iam-secret)

Problem:
CNCC IAM admin password change through cncc-iam-secret not working.

Solution:

»  During first time installation with fresh database, CNCC IAM reads password from
cncc-iam-secret and stores it in database. So any updates to the admin password
must be done via CNCC IAM GUI.

"Invalid redirect uri" error while accessing CNCC Core GUI
Problem:

CNCC Core GUI is also not accessible and the browser is throwing an error “Invalid
redirect uri”.

Observation:
This error is thrown when, there is mismatch between valid_redirect_uri provided in
CNCC IAM Admin Console and uri by which you access the CNCC Core GUI.

Example: In CNCC IAM the redirect_uri of CNCC Core is mentioned as Service
FQDN i.e., http://cncc-core-ingress-gateway.cncc.svc.cluster.local:30075/*. If you are
accessing the CNCC Core GUI with IP and NodePort i.e., http://10.75.xx.xx:30085/* or
vice-versa you get “invalid redirect_uri” on CNCC Core GUI.

Solution:

The valid_redirect_uri provided in CNCC IAM and uri by which you access the
CNCC Core GUI should be same.

CNCC Core Debugging through Logs

For information about logs, refer the CNCC Logs section in the CNC Console User's
Guide.

FAQ
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Does CNCC support Command Line Interface (CLI) ?
Problem: Can NF APIs integrated with CNCC be accessed through curl/postman ?
Solution

e NF configuration APIs can be accessed via CNCC GUI or directly using postman/
curl.

CNCC enforces authentication and authorization in both the flows.

e Steps are documented in Cloud Native Core Console User's Guide. about how to
access APIs using postman/curl.
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CNC Console Resource Requirement
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This section includes information about CNC Console Resource Requirements.

CNC Console Resource Requirement

Table 1 CNC Console Resource Requirement

Micro-Service Name | CPU Per Memory Pod CPU All Memory All
Pod Per Pod count(Maxi | Pods - Pods -
(Maximum) | (GB) mum) Maximum Maximum
(Maximum) (GB)
oc-cncc-iam-kc-http |2 2 2 2
oc-cncc-iam- 4 4 4 4
ingress-gateway
oc-cncc-core- 2 2 1 2 2
cmservice
oc-cncc-core- 4 4 1 4 4
ingress-gateway
Total 12 12
5



CNC Console Microservices to Port
Mapping
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This section contains CNC Console microservices to port mapping details.

Serial | Service Nature Nature Network | Port Traffic IPs Exter
Numb of Port of IP Type Type Requi | nal IP
er red
1 oc-cncc- |Internal | ClusterlP |Internal / | 8442/TC | Configura
core- K8s P tion
cmservice
2 oc-cncc- | External |LoadBala | RAN/F5 | 30075/T |Configura|l Yes
core- ncer CP tion
ingress-
gateway
3 oc-cncc- |Internal | ClusterlP | Internal / | 8285/TC | Configura
iam-kc- K8s P tion
headless
4 oc-cncc- |Internal | ClusterlP |Internal / | 8285/TC | Configura
iam-kc- K8s P tion
http
5 oc-cncc- | External |LoadBala|RAN/F5 |30085/T |Configurall Yes
iam- ncer CP tion
ingress-
gateway
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