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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
» For Technical issues such as creating a new Service Request (SR), select 1.

* For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New in This Guide

This section introduces the documentation updates for Release 1.3.0 in Cloud Native
Core Console.

* New and Updated features in Release 1.3.0:
— CNCC Ingress Gateway Metrics

— Helm test
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Introduction

The Cloud Native Core Console (CNCC) is a single screen solution to configure and
manage any Network Functions (NFs).

In this release, CNC Console GUI provides user interface for the configuring the
following Network Functions (NFs):

*  Network Repository Function (NRF)
*  CNC Policy

e Service Communication Proxy (SCP)
e Unified Data Repository (UDR)

This document gives a brief idea about configuring NRF, Policy, SCP and UDR
network functions in CNC Console GUI.

The user can edit, update or delete the parameters of these NFs.

The Setting up CNC Console IAM section describes the authentication and
authorization. It describes how an Administrator can:

»  Setup the redirection URL

* View Roles in CNC Console IAM

* Create Users

*  View the Users

* Assign Roles to User

*  SAML SSO integration

* LDAP Server integration in CNC Console IAM

* Access NF Resources through curl or postman

" Note:

Currently CNC Console supports only within cluster deployment.

Reference

ORACLE

Refer the following documents for more information:

e Service Communication Proxy (SCP) Cloud Native User's Guide
e Network Repository Function (NRF) Cloud Native User's Guide
e Cloud Native Core Policy User's Guide

e Unified Data Repository (UDR) Cloud Native User's Guide
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Acronyms

ORACLE

Chapter 1
Acronyms

* Network Repository Function (NRF) Cloud Native Installation and Upgrade Guide
*  Service Communication Proxy (SCP) Cloud Native Installation Guide
* Unified Data Repository (UDR) Cloud Native Installation and Upgrade Guide

* Cloud Native Core Policy Installation Guide

Table 1-1 Acronyms
|

Terms Definition

CNCC Cloud Native Core Console

HTTPS Hypertext Transfer Protocol Secure
IAM Identity Access Management

LDAP Lightweight Directory Access Protocol
NRF Network Repository Function

osDC Oracle Software Delivery Cloud

SCP Service Communication Proxy
SAML Security Assertion Markup Language
UDR Unified Data Repository

UE User Equipment
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CNC Console

This section provides information about CNC Console.
The CNC Console has two modules:

* CNC Console Core (CNCC Core): CNCC Core module includes the GUI aspects
of the interface. The integration of all the supported NFs are included in this
module.

* CNC ldentity Access Management (CNC IAM): CNC IAM module includes the
authentication and authorization aspects of the interface. This includes creating
and assigning roles to users.

Login to CNC Console

ORACLE

The procedure to login to the CNC Console is as follows:
1. Open any browser.

2. Enter the URL: http:lI<host nhame>:<port number>. The Log In screen appears:

ORACLE’

Login to CNCC

Username or email

Password

¢ Note:
<host name> is cncc-iam-ingress-ip and <port number> is cncc-iam-ingress-

port

3. Enter the valid credentials.
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Chapter 2
Working on CNC Console

4. Click Log In. The Welcome Screen of CNC Console interface appears.

# Note:
To set up CNCC IAM, refer to Setting up CNC Console IAM section

Working on CNC Console

ORACLE

GUI Details

After the user log in using credentials, the CNC Console Welcome screen appears by
default.

= ORACLE cnec 130 @ About @ SignOut

HOME
Welcome!

3

I}

2
v v v v

1. Top Ribbon -The top ribbon has following features:
* About- Tells about the product name and the version of the Interface.
*  Sign Out- To sign out from the Console.

2. Left Pane - NFs and APIs
The left pane displays the list of Network Functions and respective configurations.

3. Right Pane - Details View
The right pane displays the configurable parameters that can be updated in the
selected NFs .

" CNC o] ® ’
El ORACLE cnee Application Navigation button oot o

Retry Profile
[rome] W Menu Hierarchy button
PEC

elcome!

PCRE Core

Back Icon
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Chapter 2
Types of User Interface Screens for NF Configurations

< Note:

e The Menu Hierarchy button shows the navigation path the home sreen
to the current menu item.

* The Application Navigation button allows the user to collapse the left
pane and displays full screen.

e The Back Icon allows the user to navigates to the Home menu. Screen
does not get refreshed automatically. User must click Home/NF menu to
view the updated screen.

Types of User Interface Screens for NF Configurations

CNC Console Screens

CNC Console has two types of screens:

Service Screen

Service Screens has single independent objects. These kinds of screen are used to

display and configure single object.
Examples for the Service Screen:

Service Screen

= ORACLE cnce © About @ SignOut

< )
Screening Rules Z Edit O Refresh @ Help

NF TYPE REGISTER

CALLBACK URI

NF FQDN N
Status: DISABLED
NF IP ENDPOINT
NF Screening Type: WHITELIST
NF TYPE REGISTER

PLMN_ID 4 Global Screening Rules Data

Failure Action: SEND_ERROR

NF Type List: UDM

Service Screen - Edit

The Service screen with Edit enabled. The user can update the parameters.
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Chapter 2
Types of User Interface Screens for NF Configurations

= ORACLE cncc ® About @ sign Out

< Screening Rules .
9 %Ed\t NF TYPE REGISTER ® Help
CALLBACK URI
NF FQDN
Status: DISABLED v
NF IP ENDPOINT

NF Screening Type: WHITELIST
NF TYPE REGISTER

PLMN_ID 4 Global Screening Rules Data
Failure Action: SEND_ERROR v

NF Type List: | ypm x

Save Cancel

Configurations Screen

The Configurations screen is used to display and configure multiple related objects.

Examples for the Configuration Screen:

= ORACLE cnee @ About @ Sign Out

< SCP

Canary Release ® Help
Canary Release
Mediation Configuration Filter G Refresh
Message Priority &

Service Name Canary Release Flag API Full Version Canary Traffic (%) Actions
NF Rule Profile

nSg-eir-eic true 200 3 4
Routing Options

namf-comm true 200 5 4
SCP Profile

namf-evts true 200 5 4
Service Groups

namf-loc true 200 5 7
System Options

namf-mt true 200 5 4
Topology Source Info

nausf-auth true 200 5 4

oM T 200 5 4

nce-core-ingress-gateway.cnce.sve.cluster.ocal:30075/2root=configurations%2Fscp%2FcanaryRelease#

Configurations Screen- Edit

The Configurations screen with Edit enabled. The user can update the parameters.

= ORACLE cnee © About @ SignOut

< SCP
® Help

Edit Canary Release
Canary Release

Service Name: nsmf-pdusession

API Full Version: 2.0.0

Mediation Configuration
Message Priority
NF Rule Profile

Canary Traffic (%): 5 v
Routing Options

Service Groups

System Options

Topology Source Info
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Configurations Screen - Add

Chapter 2

Types of User Interface Screens for NF Configurations

The Configurations screen with Add enabled.

= ORACLE cnee

< Ned
Canary Release
Mediation Configuration
Message Priority

NF Rule Profile

Routing Options

SCP Profile

Service Groups

System Options

Topology Source Info

ORACLE

Add Mediation Configuration

Group Id:

Message Type:

NF Service:
NF Type:

Mediation Trigger Points:

4 Match

Nam{y,

No data to display.

Please Select

® Add

®© About @ SignOut

@ Help

Gl Cancel
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Configuring Network Functions

Network Repository Functions (NRF)

ORACLE

Overview

The NRF is a key component of the 5G Service Based Architecture. The NRF
maintains an updated repository of all the Network Functions (NFs) available in the
operator's network along with the services provided by each of the NFs in the 5G
core that are expected to be instantiated, scaled and terminated with minimal to no
manual intervention. In addition to serving as a repository of the services, the NRF

also supports discovery mechanisms that allows NFs to discover each other and get

updated status of the desired NFs.

Configuring NRF Parameters

On selecting NRF on the left navigation pane the following screen appears:

< NRF
Welcome!

Screening Rules

System Options

= ORACLE cnec 130 @ About @ SignOut

1. On selecting Screening Rules, the functionalities of Screening Rules appear
underneath. The functionalities are CALLBACK URI, NF FDQN, NF IP
ENDPOINT, NF TYPE REGISTER and PLMN_ID.

2. On selecting a functionality, the configurable parameters of the functionality
appear on the right pane.

3. Click Edit modify the parameters.

4. On selecting System Options, the parameters of System Options appear on the

right pane.
5. Click Edit to modify the parameters.
6. Click Save.
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Chapter 3
Policy

< Note:

For details about configurable parameters, refer to Network Repository
Function (NRF) Cloud Native User's Guide.

Policy

Overview

Oracle Communications Cloud Native Core Policy (CNC Policy) solution provides a
standard policy design experience and ultimately consistent end-user experience. The
Converged policy solution supports both 4G and 5G networks. In addition, the overlap
in functionality between PCF and PCRF (Example: need for a policy engine, policy
design, Rx, similarity between Sy and Nchf_SpendingLimitControl, etc.) enables us to
build micro-services that can be used to provide PCRF and PCF functionality. Even
though it is a unified policy solution, you can still deploy the PCF and PCRF entirely
independently.

The CNC Policy is a functional element for policy control decision and flows based
charging control functionalities. The CNC Policy provides the following functions:

* Policy rules for application and service data flow detection, gating, QoS, and flow
based charging to the Session Management Function (SMF)

* Access and Mobility Management related policies to the Access and Mobility
Management Function (AMF)

*  Provide UE Route Selection Policies (URSP) rules to UE via AMF

* Accesses subscription information relevant for policy decisions in a Unified Data
Repository (UDR)

*  Provides network control regarding the service data flow detection, gating, QoS
and flow based charging towards the Policy and Charging Enforcement Function
(PCEF).

 Receives session and media related information from the AF and informs AF of
traffic plane events.

*  Provisions PCC Rules to the PCEF via the Gx reference point.
The CNC Policy supports the above functions through the following services:
* Session Management Service
*  Access and Mobility Service
*  Policy Authorization Service
e User Equipment (UE) Policy Service
* PCRF Core Service

Configuring Policy Parameters
On selecting POLICY on the left navigation pane the following screen appears:
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Chapter 3
Policy

ORACLE cnec 130 @ About @ SignOut

POLICY

Welcome!

10.

11.

12.

13.

14.
15.

16.

17.

On selecting General Configurations, the parameters of General
Configurations appear on the right pane.

Click Edit to modify the parameters.

On selecting Service Configurations,the different PCF and PCRF services
appear underneath the Service Configurations. Different services are: PCF
Session Management, PCF Access and Mobility, PCF Policy Authorization,
PCF UE Policy, PCF User Connector, PCRF Core, Audit and Policy Engine.

On selecting a service, the configurable parameters of the functionality appear on
the right pane.

Click Edit to modify the parameters.

On selecting Policy Data Configurations, the policy types of Policy Data
Configurations appear underneath. The policy types are Common, PCF
Session Management, PCF Access and Moblity, PCF UE Policy and PCRF
Core.

On selecting a policy type, the respective functionalities appear underneath, and
on selecting a functionality the configurable parameters of the functionality appear
on the right pane.

Click Edit to modify the parameters.

On selecting Policy Management , the functionalities of Policy Management
appear underneath.The functionalities are Policy Projects, Policy Library and
Policy Tests.

On selecting a functionality, the configurable parameters of the functionality
appear on the right pane

Click Edit to modify the parameters and click Save.

On selecting Diameter Configurations, the Setting, Peer Nodes and Routing
Table appear underneath.

On selecting a functionality, the configurable parameters of the functionality
appear on the right pane.

Click Edit to modify the parameters and click Save.

On selecting Data Source Configurations, the Data Sources appear
underneath.

On selecting a functionality, the configurable parameters of the functionality
appear on the right pane

Click Add to add the parameters and click Save.
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Chapter 3
Service Communication Proxy (SCP)

18. On selecting Administration, the Import and Export options appear underneath.
On selecting an option, user can import or export the configurations.

¢ Note:

For details refer to Cloud Native Core Policy User's Guide.

Service Communication Proxy (SCP)

Overview

This section provides steps to update the various configurations parameters of
different APIs supported by SCP NF.

The SCP is a decentralized solution and composed of Service Proxy Controllers
and Service Proxy Workers and is deployed along side of 5G network functions and
provides routing control, resiliency, and observability to the core network.

Configuring SCP Parameters
On selecting SCP on the left navigation pane the following screen appears:

= ORACLE cncc130 @ About @ SignOut

Welcome!

1. The options appear underneath the SCP are Canary Release, Mediation
Configuration, Message Priority, NF Rule Profile, Routing Options, SCP
Profile, Service Groups,System Options and Topology Source Info.

2. On selecting a functionality, the configurable parameters of the functionality
appear on the right pane.

3. Click Edit to modify the parameters.
4. Click Save.

< Note:

For details refer to Service Communication Proxy (SCP) Cloud Native
User's Guide.

Unified Data Repository (UDR)
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Unified Data Repository (UDR)

UDR is a converged repository, which is used by 5G Network Functions to store the
data.

Oracle 5G UDR is implemented as cloud native function and it offers a unified
database for storing application, subscription, authentication, service authorization,
policy data, session binding and application state information. It exposes a HTTP2
based RESTful API for Network Functions and provisioning clients to access the
stored data.

Oracle's 5G UDR:
e Leverages a common Oracle Communications Cloud Native Framework.
e Is compliant to 3GPP Release 15 specification for PCF and UDM.

e Has tiered architecture providing separation between the connectivity, business
logic and data layers.

e Uses Oracle MySQL Cluster CGE database technology for backend database in
the DB tier.

e Registers with NRF in the 5G network, so the other NFs in the network can
discover UDR through NRF.

Configuring UDR Parameters

On selecting UDR on the left navigation pane the following screen appears:

= ORACLE cncc130 @ About @ SignOut

Welcome!

1. The options appear underneath the UDR are Global Configurations, Service
Configurations and Provisioning.

2. On selecting Global Configurations the parameters of Global Configurations
appear on the right pane.

3. Click Edit to modify the parameters.

4. On selecting Service Configurations, the functionalities of Service
Configurations appear underneath. The functionalities are Data Repository
Service, Notify Service and NRF Client Service.

5. On selecting a functionality, the configurable parameters of the functionality
appear on the right pane.

6. Click Edit to modify the parameters and click Save.

7. On selecting Provisioning, the functionalities of Provisioning appear
underneath. The functionalities are Profile Data, PCF Data, SLF Data, UDM Data
and Schema Management Data.

8. On selecting a functionality, the configurable parameters of the functionality
appear on the right pane.

9. Click Edit to modify the parameters and click Save.
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Chapter 3
Network Functions and Versions

< Note:

For details about configurable parameters, refer to Unified Data Repository
(UDR) Cloud Native User's Guide.

Network Functions and Versions

Following are the supported NF versions for CNC Console 1.3.0:

NF NF Version
NRF 1.8.0
Policy 1.8.0
SCP 1.8.0
UDR 1.8.0
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Setting up CNC Console IAM

The Administrator can access and set up the CNC Console 1AM configurations for:

Setting the CNCC Redirection URL

Viewing the Roles in CNC Console IAM

Users and Roles in CNC Console IAM

— Creating the Users

— Viewing the Users

— Assigning Roles to Users

Integrating SAML SSO with CNC Console IAM

Integrating LDAP Server in CNC Console IAM

Setting up User Federation with CNC Console IAM (LDAP Server integration)
Group LDAP Mapper and Role Assignment

Accessing NF Resources through curl or postman

Setting up the CNCC Redirection URL

Once CNCC IAM is deployed administrator must do the setting of cncc redirection
URL:

ORACLE

To set up the cncc redirection URL:

1.

Login to CNCC IAM Console using admin credentials provided during installation

of CNCC IAM.

<scheme>://<cncc-i amingress-extrenal -i p>: <cncc-iamingress-service-

port>

Exanpl e: http://10.75.182.72: 8080/ *
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Chapter 4
Setting up the CNCC Redirection URL

ORACLE’

Login to CNCC IAM

Username or email

Password

2. Go to Clients and select Cncc.

ORACLE & Aamin «
Cnec Clients
Lookup
Q Create
Client ID Enabled Base URL Actions
count True nttp://cnce-lam-ingress-gateway.cncc.sve.duster.local:30085/cncc/auth/realms/cnce/account/ Edit Export Delete
admincl Te t | Epon | Delete
True fi | Epon | Delete
True tt | Epon | Delete
True fit | Epon | Delete
T " Justerocat 30085 fa | Epon | Delee

3. Enter CNCC Core Ingress URI in the Valid Redirect URIs field and click Save.

<schene>://<cncc-core-ingress-extrenal -i p>:<cncc-core-ingress-
service-port>/*
Example: http://10.75.182.79: 8080/ *
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User Federation

thentication

Groups

Users
Sessions
Events
Import

Export

Chapter 4
Viewing the Roles in CNC Console IAM

Name
Description
Enabled [ on |
Consent Required oFF
Login Theme ncc v
Client Protocol openid-connect .
Access Type public v
Standard Flow Enabled Ea
Implicit Flow Enabled orF

Direct Access Grants Enabled E1

Root URL
*Valid Redirect URIs http://10.75.182.79:8080/* +
Base URL
Admin URL
Web Origins +

> Fine Grain OpenlID Connect Configuration

Opentb-Connect-Compatibitity Modes &

Viewing the Roles in CNC Console IAM

1. Select Realm Settings under Cncc.

ORACLE

Client Scopes

Roles

Authenticati

Groups

Import

Export

Cncc
General  Login  Keys Email Themes Cache Tokens  ClientRegistration  Security Defenses
* Name nec
Display name cnee
HTML Displayname | <div class="kclogo-text'></div>
Frontend URL
P o |
UserManaged Access or

Endpoints. OpeniD Endpoint Configuration

SAML 2.0 Identity Provider Metadata

2. Click Roles in the left pane. The roles defined in that realm appears in the right

pane.
ORACLE

Clients
Client Scopes
Roles

Identity Providers
User Federation

Authentication

Groups

Users

sions
Events
Import

port

ORACLE

Roles
Realm Roles Default Roles
Q | View all roles. ‘Add Role
Role Name. Composite Description Actions
ADMIN True Has access to all NF resources and can perform CRUD operations Edt Delete
BSF_READ False Has access to only BSF resources and can only perform READ Managed Objects of BSF. Edit Delete
True Has access to only BSF resources and can perform CRUD operation on Managed Objects of 85F Edt | Delete
False Has access to only NRF resources and can only perform READ Managed Objects of NRF. Edit Delete
True Has access to only NRF resources and can perform CRUD operations on Managed Objects Edt | Delete
False Has access to only NSSF resources and can only perform READ Managed Objects of NSSF. Edit Delete
NSSEWRITE True Has access to only NSSF resources and can perform CRUD Managed Objects of NSSF. Gt Delete
POLICY_READ. False Has access to only POLICY resources and can only perform READ Managed Objects of POLICY. Edit Delete
POLICWRITE True Has access to only POLICY resources and can perform CRUD operation on Managed Objects of POLICY. Edt | Delete
SCP_READ False Has access to only SCP resources and can only perform READ Managed Objects of SCP. Edit Delete
Co_wRIT True Has access to only SCP resources and can perform CRUD operations on Managed Objects Gt Delete
UDR R False Has access to only UDR resources and can only perform READ Managed Objects of UDR. Edit Delete
True Has access to only UDR resources and can perform CRUD Managed Objects of UDR Edt Delete
offline_access. False ${role_offline-access} Edit Delete
ma_authorization False ${role_uma_authorization} Edit Delete
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Chapter 4
Users and Roles in CNC Console IAM

Users and Roles in CNC Console 1AM

This section includes:

e Creating the users
*  Viewing the users

* Assigning the roles to the users

" Note:

For more details about the user roles refer APPENDIX.

¢ Note:

For the details about Setting or updating the admin password refer How to
Set or Update Admin Password in CNCC IAM

" Note:

For the details about Setting or updating the user password refer How to Set
or Update User Password in CNCC IAM

Creating the Users

1. Click Realm Settings under Cncc.

ORACLE 2 admi

General  Login  Keys  Email  Themes Cache  Tokens  ClientRegistration  Security Defenses

'''''
Display name
HTML Display name <div class="kclogo-text"></div>

Frontend URL

S |
T

Endpoints. OpeniD Endpoint Configuration
SAML 2.0 dentity Provider Metadata

2. Select Users under Manage in the left pane and select Add user in the right
pane.
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3.

5.

Chapter 4
Users and Roles in CNC Console IAM

ORACLE 2 admin

Qs Users

Lookup

Q | viewall users

Unlock users || Add user

Users > Add user

Add user

First Name
Last Name

User Enabled [ on |

Email Verified orF

Required User Actions.

B

Jsers > shreb

Shreb

Details  Attributes  Credentials  Role Mappings ~ Groups ~ Consents  Sessions

D
Created At 5/7/2012:54:04 PM
Username
Email
First Name
Last Name
User Enabled [ on |
User Temporarily Locked
Email Verified oFF

Import
Required User Actions

Export

Impersonate user Impersonate

For setting the password for the user, Select Users under Manage in the left pane

and select the Credentials tab in the right pane. Set the password for the user.
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Chapter 4
Users and Roles in CNC Console IAM

Shreb
Details  Attributes ~ Credentials ~ Role Mappings ~ Groups  Consents  Sessions
Manage Credentials
T Set Password
User Federation
\J
# Note:
Setting the Temporary flag ON prompts the user to change the password
while login for the first time to CNC Console Interface.
1. Click Realm settings.
ORACLE 2
Cnee Cncc
General  Login  Keys Email Themes Cache Tokens  ClientRegistration  Security Defenses
It Realm Settings *Name ance

HTML Display name

Frontend URL

Enabled

User-Managed Access

Endpoints

OpeniD Endpoint Con

SAML 2.0 Identity Proy

2.
pane.

ORACLE
cnee Users
Lookup
©
fOsdeb.642a-4300 215

Import

Export

Q| viewall users

Username Email Last Name

shreb

Select Users under Manage in the left pane and select View all users in the right

First Name Actions

Edit

The list of users and their details appears in the right pane.

ORACLE
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Chapter 4
Integrating SAML SSO with CNC Console IAM

Assigning the Roles to User

1. Select Users under Manage in the left pane and click View all users in the right
pane. Choose any user. Select Role Mappings tab in the right pane of the user
screen and select the roles from Available roles and click Add selected.

ORACLE 2 admin

Shreb

Realm Roles Available Roles Effective Roles

Client Roles

The selected roles will be assigned to the user.

Integrating SAML SSO with CNC Console IAM

Overview

Security Assertion Markup Language (SAML) is an open standard that allows identity
providers (IdP) to pass authorization credentials to service providers (SP). The
identity provider authenticates the user and returns the assertion information about
the authenticated user and the authentication event to the application. If the user
tries to access any other application that uses the same identity provider for user
authentication, the user shall not be required to log in a second time and will be
granted access. This is the principle of SSO (Single Sign On).

CNCC supports SAML 2.0.

Configuring SAML Identity Provider in CNCC IAM

1. To configure SAML identity provider (IdP) in CNCC IAM, login to CNCC IAM
Console using admin credentials provided during installation of CNCC IAM .

http://<cncc-iamingress-extrenal -i p>: <cncc-iamingress-service-
port>

Exanpl e: http://cncc-iamingress-

gat eway. cncc. svc. cl uster. | ocal : 30085/
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ORACLE’

Login to CNCC IAM

Username or email

Password

2.

Select Cncc realm and the Identity Provider tab in the left pane. Identity
Providers screen appears in the right pane.

ORACLE

& Admin

Cncc

Identity Providers

Realm Settings
Clients.

Client Scopes
Roles

Identity Providers

|dentity Providers

Uear coneraton Through Identity Brokering it's easy to allow users to authenticate to Keycloak using external Identity Providers or Social Networks

We have built-in support for OpeniD Connect and SAML 2.0 as well as a number of social networks such as Google, GitHub, Facebook and
Authentication Twitter

To get started select a provider from the dropdown below:

Groups Add provider v

Users

Sessions

Events

3. From the Add provider drop down list select the saml entry and the Add Identity
Provider screen appears.

ORACLE

~ SAML Config

* Singl Sign-On Service URL

NamelD Paliy Fo

HITP-POST Bindin
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< Note:

e Give an appropriate name for the field Alias.

* At Import External IDP Config, upload the 'idp-metadata.xml' file
that is exported from SAML client in the IdP.

Click Import and Save.The other required fields will be filled in automatically.

To create custom 'First Login Flow', click Authentication tab In the left pane. The
Authentication screen appears.

ORACLE 2 Admin

Cnce Authentication

Flows  Bindings  Required Actions  Password Policy ~ OTPPolicy ~ WebAuthn Policy

Realm Settings

Browser v New | Copy
Clients Auth Type Requirement
Client Scopes Cookie REQUIRED  ® ALTERNATIVE DISABLED
Roles Kerberos REQUIRED ALTERNATIVE  © DISABLED
Identity Providers Identity Provider Redirector REQUIRED  (® ALTERNATIVE DISABLED
User Federation Forms REQUIRED  (® ALTERNATIVE DISABLED CONDITIONAL
Authentication Username Password Form ® REQUIRED
Browser - Conditional OTP REQUIRED ALTERNATIVE DISABLED @ CONDITIONAL
Condition - User Configured @ REQUIRED DISABLED
OTP Form © REQUIRED ALTERNATIVE DISABLED

Ever
Import

Export

Click New at the right pane. Create Top Level Form screen appears.
ORACLE 2 Admin

@z Create Top Level Form

Flows  Bindings  RequiredActions  Password Policy ~ OTPPolicy  WebAuthn Policy
gure

Realm Settings Alias Simple Login Flow

Clients.

Description
Client Scopes

Roles.

Identity Providers

ezl Top Level Flow Type generic v

Authentication

[ save [

Groups

Users
Sessions
Events

Import

Export

Enter the appropriate alias and click Save.

The Authentication screen with the newly created custom flow selected in the
drop down list appears. Click Add Execution in the right pane .
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Cncc

Client Scopes
Roles

Identity Providers.
User Federation

Authentication

Groups
Users
Sessions
Events
Import

Export

Authentication

Flows  Bindings  Required Actions  Password Policy
Simple Login Flow v

No executions available

OTP Policy

Chapter 4
Integrating SAML SSO with CNC Console IAM

WebAuthn Policy

New || Copy | Delete || Add execution | Add flow

7. Create Authenticator Execution screen appears.

ORACLE

Cncc

Realm Settings
Clients

Client Scopes
Roles

Identity Providers
User Federation

Authentication

Events
Import

Export

Create Authenticator Execution

Flows  Bindings  Required Actions  Password Policy

Provider Create User If Unique

B o

OTP Policy

WebAuthn Policy

Select Create User If Unique from the Provider drop down list. Click Save.

8. The Authentication screen with the newly created custom flow selected in the
drop down. Under Requirement section, select Alternative.

ORACLE

Cncc

Realm Settings
Clients

Client Scopes
Roles

Identity Providers
User Federation

Authentication

Groups

Users
Sessions
Events
Import

Export

Authentication

Flows  Bindings  Required Actions  Password Policy ~ OTPPolicy ~ WebAuthn Policy
Simple Login Flow v New | Copy  Delete | Add execution = Add flow
Auth Type Requirement
Create User If Unique REQUIRED © ALTERNATIVE DISABLED Actions

9. Select Identity Provider in the left pane. Select the custom flow from First Login
Flow drop down list.

ORACLE
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MgIe SIgm O (SS0)

EleEns Settings  Mappers  Export
Redirect URI
* Allas
Display Name
Enabled [ on |
Store Tokens or
Stored Tokens Readable or
Trust Emal or
Account Linking Only or
Hide on Login Page or
=0 GuIorder
Export
First Login Flow v
Post Login Flow ~

v SAML Config

* Single Sign-On Service URL

single Logout Service URL

Backchannel

1 Logout ofF

Mapping SAML IdP roles with CNCC IAM API roles

1. After saving SAML IdP configurations in CNCC IAM, select Identity Providers in
the left pane and clock Mappers tab in the right pane. Click Create.
ORACLE 2 Admin
Single Sign On (SS0)

Settings  Mappers  Export

a e

Realm Settings

Clients

No mappers available

Identity Providers
User Federation

Authentication

Events
Import

Export

2. Add Identity Provider Mapper Screen appears.
ORACLE 2 Admin

Identity Providers > Single Sign On (S50

der Mappers > Create Identity Provider Mapper

Cnee

Add Identity Provider Mapper

Realm Settings Name * scpRole
Clients Mapper Type SAML Attribute o Role -
Client Scopes

Attribute Name Role
Roles
dentity Providers Friendly Name
User Federation Attribute Value SCP.
Authentication

Role SCP_WRITE Select Role

B

Groups

Users

Events
Import

Export

*  Give an appropriate name for the field Identity Provider Mapper.
* Select 'SAML Attribute to Role' from Mapper Type drop down.

«  Enter the Attribute Value as the one of the roles added in SAML IdP.
Example: 'NRF', 'SCP, etc.
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» Click Select Role to select the API roles to be enabled for this mapping.
* Click Save.

3. User can create any nhumber of mapping as per the requirements.
ORACLE

Identity Providers

Single Sign On (SSO)
Settings  Mappers | Export
a eace]
Name Category Type

scpRole Role Mapper SAML Attribute to Role

Role Mapper SAML Attribute to Role

Accessing CNCC Core Application

1. Tologin to CNCC Core, browse tot he application using hostname and port. The
user will be redirected to CNCC IAM (broker).

http://<cncc-iamingress-extrenal -i p>: <cncc-iamingress-service-
port >

Exanpl e: http://cncc-core-ingress-

gat eway. cncc. svc. cl uster. | ocal : 30075/

ORACLE’

Login to CNCC

Single Sign On (S50)

2. Click Single Sign On(SSO) to authenticate using SAML SSO. The user is
redirected to SAML IdP login. Enter user details to access CNCC Core application.

Integrating CNC Console LDAP Server with CNC Console
IAM

Overview
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The CNC Console IAM can be used as an integration platform to connect it into
existing LDAP and Active Directory servers.

User Federation in CNC Console-IAM let the user to sync users and groups from
LDAP and Active Directory servers and assign roles respectively.

Sample LDAP Idif File

dn: dc=oracl e, dc=org

obj ectclass: top

obj ectcl ass: domain

obj ectcl ass: extensi bl eQj ect
dc: oracle

dn: ou=groups, dc=or acl e, dc=org
obj ectclass: top

obj ectcl ass: organi zati onal Uni t
ou: groups

dn: ou=peopl e, dc=or acl e, dc=org
obj ectclass: top

obj ectcl ass: organi zati onal Uni t
ou: people

dn: ui d=ben, ou=peopl e, dc=or acl e, dc=or g
obj ectclass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

obj ectcl ass: inetOrgPerson

cn: Ben Al ex

sn: Al ex

uid: ben

user Passwor d: benspass

dn: ui d=bob, ou=peopl e, dc=or acl e, dc=or g
obj ectclass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

obj ectcl ass: inetOrgPerson

cn: Bob Hamilton

sn: Hanilton

uid: bob

user Passwor d: bobspass

dn: ui d=j oe, ou=peopl e, dc=or acl e, dc=or g
obj ectclass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

obj ectcl ass: inetOrgPerson

cn: Joe Sneth

sn: Smeth

uid: joe

user Password: joespass

dn: cn=adm n, ou=gr oups, dc=or acl e, dc=org
obj ectclass: top
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obj ectcl ass: groupOf Uni queNames

cn: admin
uni queMenber : ui d=ben, ou=peopl e, dc=or acl e, dc=org
ou: adnins

dn: cn=scp, ou=groups, dc=or acl e, dc=org

obj ectclass: top

obj ectcl ass: groupOf Uni queNames

cn: scp

uni queMenber : ui d=ben, ou=peopl e, dc=or acl e, dc=org
uni queMenber: ui d=j oe, ou=peopl e, dc=or acl e, dc=or g
Ou: scpusers

dn: cn=nrf, ou=groups, dc=or acl e, dc=org

obj ectclass: top

obj ectcl ass: groupOf Uni queNames

cn: nrf

uni queMenber : ui d=ben, ou=peopl e, dc=or acl e, dc=org
uni queMenber : ui d=bob, ou=peopl e, dc=or acl e, dc=or g
ou: nrfusers

Setting up User Federation with CNC Console IAM (LDAP Server
integration)

1. Goto CNCC IAM console http:/l<cncc-iam-ingress-ip>:<cncc-iam-ingress-
port> and login using admin credentials provided during installation of CNCC IAM.

ORACLE’

Login to CNCC IAM

2. Select Realm Settings and click Add realm under Cncc. Click the User
Federation in the left pane. The User Federation screen appears in the right
pane.
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ORACLE

cnce User Federation

Realm

Clients

Identity Providers
User Federation

Authentication

Events
Import

Export

Chapter 4

Integrating CNC Console LDAP Server with CNC Console IAM

User Federation

From the drop down list in the User federation screen select Idap, the Add user
federation provider screen appears.

ORACLE

Cnecc

Add user fe
Required Settings

Enabled

Console Display Name

prority

Import Users

Edit Mode

sync Registrations

*Vendor

* Username LDAP attribute

*RON LDAP attribute

*UUID LDAP attribute

* User Object Classes

* Connection URL.

* Users DN

* Bind Type

Enable StartTLS

smple

Fill the following parameters:

* Console Display Name: Enter the display name.

* Vendor: Enter the LDAP server provider name for the company.

" Note:

fields.

This must usually fill the defaults for many of the fields. But in case user
have a different setup than the defaults, enter the correct values to be

provided. Current set up is Spring embedded LDAP, so select the last
option "Other" from the drop-down list. This fills in many of the required
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Most companies have the UUID LDAP attribute value set as "entryUUID". If
you don't have this field, than just use another unique identifier.

The default setting for Import Users is 'ON'. Change it to 'OFF' to disable user
sync.

Provide company LDAP server details.

If the LDAP is secured then select 'simple' from the Bind Type drop down
and provide the admin bind username and password else select Bind Type as
"none". Sample data for the field Bind DN "cn=admin,dc=oracle,dc=org".

Click "Test Connection" and "Test Authentication".
Set Cache policy as "NO_CACHE".

5. After filling the required fields, the screen appears as below. Click Save.

Required Settings

Provider ID

wado [0

Console Display Name dep

Test connection

......... o Test authentication

6. New buttons (Synchronize changed users, Synchronize all users, Remove
imported, Unlink users) appears next to the Save and Cancel.

ORACLE
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—
Dse Truststore ol & Only for ldaps v
Connection Pooling & [ o | Connection Pooling Settings
Connection Timeout

Read Timeout

Kerberos Integration

Allow Kerberos OFF
authentication

Sync Settings

Batch Size 1000
Periodic Full Sync © oFF
Periodic Changed Users Sync oFF

Cache Settings

Cache Policy © NO_CACHE

7. If a user has to be import to CNCC-IAM, Click Synchronize all users.
If the synchronization is successful, the success message appears. If the
synchronization fails, then check the trouble shooting section and look at cncc-
iam logs in debug mode.

i

Connection Pooling @ | (&) Success! Sync of users inished successfully. Synchronization lgnored as It alreadyIn progress X Connection Pooling Settings

Pagination Ea
Kerberos Integration

Allow Kerberos oFF

Use Kerbero: swort
Authentication ©

Sync Settings

Batch Size 1000
Periodic Full Sync oFF
Periodic Changed Users Sync oFF

Cache Settings

Cache Policy NO_CACHE

8. The user can view the imported users by clicking Users under Manage in the
left pane and click View all users in the right pane. The list of users and details
appears.
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AKEYCL 2 Admin ~

Master

9. The user can remove the imported users by clicking the Remove imported and
set Import Users to OFF to ensure that the users are not imported to CNCC 1AM
on your subsequent logins.

x|

Cache Settings

ache policy NO_CACHE -

¢ Note:

The steps 8 and 9 are optional.

Group LDAP Mapper and Role Assignment

ORACLE

When an LDAP Federation provider is created, CNC Console-IAM provides a set of
built-in mappers for this provider. User can change this set and create a new mapper
or update/delete existing ones.

Group Mapper

The Group Mapper allows you to configure group mappings from LDAP into cncc-iam
group mappings. Group mapper can be used to map LDAP groups from a particular
branch of an LDAP tree into groups in cncc-iam. It also propagates user-group
mappings from LDAP into user-group mappings in cncc-iam.

To add Group-Mapper and assign roles:
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1. Click Configure and select User Federation. Click Idap (Console Display Name)
and select the Mappers tab, and click Create.

AKEYCLC

2 nd
Master n > Ldap > LDAPMappers
Ldap
Realm Settings  Mappers
Clients. < m
Name -

Identity Providers
User Federation

Authentication

vents
Import

Export

2. The Add User federation mapper page appears. Give an appropriate name for
the field Name. Select 'group-ldap-mapper' as Mapper Type drop down menu.
Click Save.

n > Ldap > LDAPMappers > Create LD/

Master

Add user federation mapper

B

Import

Export

The following screen appears.

Name *
Mapper Type
LDAP Groups DN groups dc-oradle dc-org
User Federation Group Name LDAP Attribute
Authentication
Group Object Classes groupOfUniqueNames, top

presee croupnnerionce [0

Ignore Missing Groups oFF
Membership LDAP Attribute uniqueMember
Import
o Membership Attribute Type N
Membership User LDAP uid
Auribute
LDAP Filter
Mode READ_ONLY v
User Groups Retrieve LOAD_GROUPS_BY_MEMBER_ATTRIBUTE
Strategy
Member-Of LDAP Attribute memberOf

Mapped Group Actributes

Drop non-existing groups oFF

Geek Uninstaller |
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< Note:

When selected, default values will be set by cncc-iam. But you need
change some values based on your Idap records.

3. Click Save. New buttons appears next to the Save and Cancel. They are
Synchronize LDAP Groups to Keyclaok and Synchronize Keyclaok Groups
to LDAP.

Roles

Identity Providers LDAP Groups DN ou=groups,dc=oradle,de=org

User Federation Group Name LDAP Attribute

Authentication

Group Object Classes groupOfUniqueNames, top

Group Inh

Ignore Missing Groups orF
Membership LDAP Attribute uniqueMember
Import
- Membership Attribute Type oN
Membership User LDAP ud
Attribute
LDAP Filter
Mode READ_ONLY v
User Groups Retrieve LOAD_GROUPS_BY_MEMBER ATTRIBUT
Strategy
Member-Of LDAP Attribute memberf

Mapped Group Attributes

Drop non-existing groups oFF

during sync
A Sync LDAP Groups To Keycloak | Sync Keycloak Groups To LDAP

4. Click Synchronize LDAP Groups to Keyclaok. The success message appears
with the number of groups imported and so on.

woararoupsone (O ———
j

User Federation Group Name LDAP Attribute @
Authentication

Group Object Classes groupOfuUniqueNames, top

preserve roup mheriance [
Ignore Wising roups
Membership AP Acribute | uiquebemoer
(e
o Membership Attribute Type
Vembership User AP
e
LDAP Filter
Modeo  [REROLONLY ¥
ser Groups Rewiove | LOAD.GROUPS BY_VENBER ATTRBUTE
ety
MemberOf LoAP Atribte® | memberot

Mapped Group Attributes

Drop non-existing groups oFF

during sync
SRR sync LoAP Groups To Keycloak [ Sync Keycloak Groups To LDAP

¢ Note:

If this step fails then you might need to check to the trouble shooting
section and look at cncc-iam logs in debug mode.

5. Select the Groups in the left pane and click the View all groups in the right pane.

ORACLE 4-20



ORACLE

Master User Groups

@AKEYCLO

Chapter 4
Integrating CNC Console LDAP Server with CNC Console IAM

AKEYCLO 2 Admin +

Groups  Default Groups

Realm Settings

Q  viewall groups New | Edit | C
Clients

Client

Groups

u:

Click any group and click Edit. The following tabs appear: Settings, Attributes,
Role Mappings, and Members.

(@ success! Role mappings updated. X

s > admin

Admin

Settings  Attributes  Role Mappings | Members

Realm Roles Available Roles Assigned Roles Effective Roles

ADMIN

PCF_WRITE

Client Roles

Import

Export

Select Role Mapping tab to see a list of roles that are pre-defined in cncc-iam.

Select one or more roles from Available Roles and assign it to the group.
For example, If group "admin" is assigned with role "ADMIN", it means that
any user which belongs to the admin group will be automatically assigned the
admin role which allows him to access all the NF resource of CNC console
that it supports.

Once done you can test authentication and authorization by logging into CNC
Console GUI.
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< Note:

*  When the password of user is updated from CNCC-IAM and sent to
LDARP, it is always sent in plain-text. This is different from updating
the password to built-in CNCC-IAM database, when the hashing and
salting is applied to the password before it is sent to DB. In the
case of LDAP, the CNCC-IAM relies on the LDAP server to provide
hashing and salting of passwords.

*  Most of LDAP servers (Microsoft Active Directory, RHDS, FreelPA)
provide this by default. Some others (OpenLDAP, ApacheDS) may
store the passwords in plain text by default and user need to
explicitly enable password hashing for them.

# Note:

For more information about the user roles, refer APPENDIX.
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Accessing NF Resources through Curl or

Postman

ORACLE

This section describes how CNC Console access NF resources through curl or
postman:

CNC Console IAM provides a REST API for generating and refreshing access tokens.
The API is used to get access token.

1.

Acquire an access token from CNC Console IAM by sending a POST request to
the following URL.:

http://${cncc-iamingress-extrenal -ip}: ${cncc-iamingress-service-
port}/cncc/aut h/real ms/ ${real m/ protocol / openi d-connect/t oken

Example:

http://10.75.182. 79: 8080/ cncc/ aut h/ real ms/ cncc/ prot ocol / openi d-
connect/t oken

The body of the request must be x-www-form-url encoded as given:

"client_id: "your_client_id",
‘usernane': 'your_usernange',
"password': 'your_password',
‘grant _type': 'password'

Exanpl e:

"client_id: 'cncc',
‘usernane': 'admin',
"password': "admin',
‘grant _type': 'password'

The Curl Command must be given. The Curl Command is as follows:

curl --location --request POST 'http://10.75.182.79:8080/cncc/auth/
real ms/ cncc/ prot ocol / openi d- connect/t oken' \
--header ' Content-Type: application/x-wwformurlencoded \
--data-urlencode 'grant_type=password"' \
--dat a-url encode 'usernane=shreb' \
--data-url encode ' passwor d=Shreb123!" \
--data-urlencode 'client_id=cncc’

As the response user gets an access_token and a refresh_token. The response
is as follows:

{
"access_token":
"eyJhbGei O JSUzI INi I sI nR5¢Cl gO Ai SI dUli wi a2l ki i A6l CJHSINAW/hoW ExRVh
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r OVESRTR3STNAWELcH 2RWby OFJCdd MndPV0JZI n0. eyJgqdCki O | wTIQz YzNhZC1
kN ESLTQyNTYt YTA2MyO1NGYXxNG 5MDQEMAM LCII eHAI O E1LCDBMDAY Mz Us| nbi Zi |
6Mowi aWFOI j oxNTgON kK5OTMLLCIpc3M G JodHRwWO 8vMIAuNz UuM EzLj YwG MWD
OL2NuY2Mr YXV0aC9y ZWFsb XMW Y25j Yyl sl nF1ZCl 61 nFj Y291bnQ LCIzdW i G | wMTJ
| NDI 20502Yz YWL TQz NW t YWEXNCOY YW 3NmJj ON 1M M LCI0eXAi G JCZWFy ZXI i LCJ
henAi G Jhc Gkt Z2F0ZXdheSI sl nF1dChf dG t ZSI 6Mowi c2Vzc2l vbl 9zdGF0ZSI 61 j Z
j NDJkOTc4LTEOYWM NDc5My 1hMAUZ LTc4OMNmYnRi M 3NCI sl nFj ci | 61 j Ei LCJyZWF
sbV9hY2N c¢3M Onsi cnBsZXM A si UENGX1IFQUQ LCIQQOZf VIJJIVEU LCITQLBf kV
BRC sI mBnZmxpbmvf YWN ZXNz | i wi TI JGXIdSSVRFI i wi QURNSU4i LCJI 1bWFf YXV0a®d
yaXphdd vbi | sI kK5SRI 9SRUFEI i wi UONQX1dSSVRFI | 19LCIyZXNvdXJj ZV9hY2N c3M
i Onsi YWN b3VudCl 6eyJyb2x] cyl 6WJt YWbhZ2Ut YWNj b3VudCl s| mLhbnFnZS1hY2N
vdWeOLWkpbnt z1 i wi dml | dy lwermBmaWkl |1 19f Swi c2NvcGUi O JI bWFpb CBwe mBma ik
11w ZWhaWkf dmvyaWZpZWQ OnZhbHNI LCIJuYWLI | j oi U2hyZXI hcyBCl i wi cHII ZnV
yermvkX3VzZXJuYWLI |'j oi c2hyZW i LCInaXZl bl QuYWLI | j oi U2hyZXl heyl sl nzhbW
seVOuYWLI I'j oi Q I sl mvt YW sl j oi c2hyZXl hcy5i Q@Y YWNsZS5] b20i f Q f XYyj mAb
SSI FI Lr 2ZBEX2pf Kr E_vr 6Zbj 8t a-
| _tKlv2gTX1J3ehScg_nB0swp\WJ7Uoj uFkyc8CH NZL2Z9nts7zbq_zA7ZTI aWA_Agneo
XWapi cX2wALT_YDUGZ3H7L9x1C1U p8aTBl BHPv2J-
zgkr FDt k83NeKunKEGQ EZpp- 9IMEDL Ba8QX6 SAUo-
Fe6hNgF1vPOd7LCyj WubWoeG_Fuxsi 4xEVHchSen8MBeueAt 7xN7akhXZ_4PgWhxsW
vQvgt TzsY6O
WU Ui wt aTvpX0dPVVeeNDVWWY_0qOKvF_nnE3_wQt E8bu_LcCZYWDQIJTI oj 2PJ8y1W
j o8l 2q,

"expires_in": 300,

"refresh_expires_in": 1800,

"refresh_token":
"eyJhbGei O JI Uzl INi I sI nR5¢cCl gG Ai SI dUl'i wi a2l kli A6l Cl 3YTFI Y] cyZi 0OMAE
1LTRKMTEL Yj RnZS01NDZj ZGUBN Y2MIUi f Q eyJqdGki G JmYj AWZTY20C0xZTKkyLTRI
MIUt YTVI MS1j Zj gxNDFkM | | NDM LCJI eHAl G ELODQBMDE3Mz Us| bi Zi | 6MOwi aWFO
| j oXNTgON k50TMLLCIpc3M O JodHRwWG 8vMTAuNz WM EzLj YwQ MMVDI OL2NuY2Mr
YXV0aCoyZWFsbXMr'Y25j Yyl sI nF1ZC 61 mhOdHAGLY 8x MCA3NS4y MTMUN] A6 Mz AmM Qv
Y25j Yy9hdXRoL3J!l YWkt cy9j bri\j | i wi c3Vi | j oi MDEYZTQyN kt NmVRMCOOMz Vi LWFh
MIQx MrFi NzZi YzIi NTI zli wi dH wi j oi UnWnenvzaCl sl nF6¢Cl 61 nFwaS1nYXRl d2F5
Iiw YXV0aF90aWLl | j owLCIzZXNzaVBuX3NOYXRI | j oi NmiVDMrBNz gt MTRhYyOONzkz
LVEXZTM Nzg5Y2Zi ZG yYj cOl i wi cnivhbGLf YWN ZXNzl j p71 nJvbGvzl j pbl | BDR 9S
RUFEI i wi UENGX1dSSVRFI i wi UONQX1JFQUQ LCIvZnZsaWbl X2Fj Y2Vzcyl sl k5SR 9X
Ukl URSI sl KFETU Qi wi dWLhX2F1dGhvent 6YXRpb24i LCIOUKZf UKVBRCI sl | NDUF9X
Ukl URSJdf Swi crmivzb3Vy Y2VE YWN] ZXNzI j p71 nFj Y291bnQ Onsi cmBsZXM O si bWFu
YWl LWFj Y291bn@Q LCIt YWshZ2Ut YWN b3VudClsaVbr cyl sl nZpZXct cHIvZm sZSJd
f X0sI nNj b3BI I j oi ZWLhaWwgcHIvZm sZSJ9. | 8w3j 1gM\gbl KSYdvCmu (¥ g6y! f kdKn
nFb5vKPF- ZI g",

"token_type": "bearer",

"not - before-policy": 0,

"session_state": "6c42d978- 14ac-4793-ale3-789cf bdb2b74",

"scope": "emil profile"

}

5. The access token must be used in every request to a NF resource by placing it in
the Authorization header. The Authorization header is given below:

CGET . http://${cncc-core-ingress-external -ip}:${cncc-core-ingress-

servi ce-port}/soot hsayer/vl/ canaryrel ease
headers: {
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"Authorization': 'Bearer' + access_token

}

6. Once the access_token has expired, it can be refreshed by sending a POST
request to the same URL as above, but must have the refresh token instead of
username and password. The format is given below:

‘client_id: "your client _id",
"refresh_token': refresh_token from previous_request,
"grant _type': 'refresh_token'

Exanpl e:

"client_id: 'cncc',

"refresh_token':

"eyJhbGei O JI Uzl INi I sl nR5¢cCl gG Ai SI dUl'i wi a2l kli A6l CI 3YTFI Yj cyZi 00MAE
ILTRKMTEt Yj RiZSO1NDZj ZGUSNj Y2MTUi f Q. eyJqdGki O JnYj AWZTY20C0xZTkyL TR

MIUt YTVI MB1j Zj gxNDFkM | | NDM LCJI eHAI G ELODQBMDE3NME Us| nbi Zi | 6MOwi aWFO
I j oXNTgON k50TMLLCIpc3M O JodHRwWG 8vMTAUNz UM EzLj YwQ MMVDI OL2NuY2Mr
YXV0aCoyZWFsbXMr'Y25j Yyl sI nF1ZC 61 mhOdHA6LY 8x MCA3NS4y MTMUN] A6 Mz A Qv
Y25] Yy9hdXRoL3J! YWkt cy9j bri\j | i wi c3Vi | j oi MDEyZTQyN kt NmVRMCOOMz Vi LWFh
MIQt MFi NzZi YzIi NTI zliwi dH wi j oi UnWnenvzaCl sl nF6¢Cl 61 nFwaS1nYXRl d2F5
Iiw YXV0aF90aWLl | j owL.CIzZXNzaWDuX3NOYXRI | j oi NmVDMMBNz gt MTRhYy00Nzkz
LVEXZTM Nzg5Y2Zi ZG yYj cO0l i wi cnivhbGLf YWN) ZXNz!| j p71 nJvbGvzl j pbl | BDRI 9S
RUFEI i wi UENGX1dSSVRFI i wi UONQX1JFQUQ LCIvZnizsaWbl X2Fj Y2Vzcyl sl k5SR 9X
Ukl URSI sl KFETU Qi wi dWLhX2F1dGhvem 6YXRpb24i LCIOUZf UKVBRCI s| | NDUF9X
UKl URSJdf Swi cmivzb3Vy Y2VE YWN] ZXNzI j p71 nFj Y291bnQ Onsi cmBsZXM A si bWFu
YWl LWFj Y291bn@Q LCIt YWshZ2Ut YWN b3VudClsaVibr cyl sl nZpZXct cHIvZm sZSJd
f X0sI nNj b3BI I j oi ZWLhaWwgcHIvZm sZSJ9. | 8w3j 1gM\ghl KSYdvCmu (¥ g6y f kdKn
nFh5VKPF-ZI g'

“grant _type': 'refresh_token'

7. Inresponse user gets new access_token and refresh_token.
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This section describes about CNCC Metrics.

Common Metrics

Tags that are common across the metrics are described in the below table.

Table 6-1 Common Metrics

Dimension Description Possible Values
Method Http method GET, PUT, POST, DELETE, PATCH
NFType Name of the NF Type. UNKNOWN
(Note: Will be updated when Ingress is
5G aware)
NFServiceType Name of the Service with | UNKNOWN
in the NF. (Note: Will be updated when Ingress is
5G aware)
Host (Ip or fqdn) : port of ingress | NA
gateway
HttpVersion Http protocol version HTTP/1.1, HTTP/2.0
Scheme Http protocol scheme HTTPR, HTTPS, UNKNOWN
Route_Path Path predicate that N/A
matched the current
request

CNCC Core Ingress Gateway Metrics

Table 6-2 CNCC Core Ingress Gateway Metrics

S. No. |Metric Metric Details Metric Filter Dimensions
Name
1 Total Total number of oc_ingressgateway _ht|s  NFType
Requests requests received by | tp_requests_total «  NFServiceType
Ingress Gateway for «  Host
CNCC Core e HttpVersion
e Scheme
* Route_path
2 Total Total number of oc_ingressgateway_ht|s  Status
Responses | responses sent by tp_responses_total «  Method
Ingress Gateway for «  Route_path
CNCC Core requests - NFType
*  NFServiceType
. Host
e HttpVersion
e Scheme
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Table 6-2 (Cont.) CNCC Core Ingress Gateway Metrics

Chapter 6

S. No. | Metric Metric Details Metric Filter Dimensions
Name
3 Success Total number of oc_ingressgateway_ht|e  Status
(2xx) success responses tp_responses_total{St |«  Method
Responses | (2xx) sent by Gateway | atus=~"2.*"} «  Route_path
for CNCC Core -
requests ’ NFType.
e NFServiceType
. Host
e HttpVersion
e Scheme
4 Error (5xx) | Total number of error | oc_ingressgateway _ht |+  Status
Responses | responses (5xx) sent |tp_responses_total{St |«  Method
byGateway for CNCC | atus=~"5.*"} «  Route_path
Core requests - NFType
e NFServiceType
. Host
e HttpVersion
e Scheme
5 Error (4xx) | Total number of error | oc_ingressgateway _ht|e  Status
Responses | responses (4xx) sent |tp_responses_total{St |« Method
by Gateway for CNCC | atus=~"4.*"} «  Route_path
Core requests - NFType
*  NFServiceType
. Host
e HttpVersion
e Scheme
6 Request Total number of oc_ingressgateway_re
Body requests with request | quest_content_metric
body s_total
7 Request Time taken for oc_ingressgateway_re | quantile
Processing | processing the quest_processing_lat
Time request by Ingress ency
Ingress gateway.
8 Request Total time taken oc_ingressgateway_re | quantile
Processing | for processing the quest_latency
Time Total request

CNCC IAM Ingress Gateway Metrics

Table 6-3 CNCC IAM Ingress Gateway Metrics

Ingress Gateway for
CNCC IAM

S. No. | Metric Metric Details Metric Filter Dimensions
Name

1 Total Total number of oc_ingressgateway_ht|e  NFType
Requests requests received by | tp_requests_total «  NFServiceType

e Host

e HttpVersion
e Scheme

*  Route_path
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S. No. | Metric Metric Details Metric Filter Dimensions
Name
2 Total Total number of oc_ingressgateway_ht|e  Status
Responses | responses sent by tp_responses_total «  Method
Ingress Gateway for «  Route_path
CNCC IAM requests - NFType
e NFServiceType
. Host
e HttpVersion
e Scheme
3 Success Total number of oc_ingressgateway_ht|e  Status
(2xx) success responses tp_responses_total{St [«  Method
Responses [ (2xx) sent by Gateway | atus=~"2.*"} «  Route_path
for CNCC IAM -
requests ’ NFType_
*  NFServiceType
. Host
e HttpVersion
e Scheme
4 Error (5xx) | Total number of error | oc_ingressgateway _ht|e  Status
Responses | responses (5xx) sent |tp_responses_total{St |«  Method
byGateway for CNCC | atus=~"5.*"} «  Route_path
IAM requests - NFType
*  NFServiceType
*  Host
e HttpVersion
e Scheme
5 Error (4xx) | Total number of error | oc_ingressgateway ht |+  Status
Responses | responses (4xx) sent | tp_responses_total{St [«  Method
by Gateway for CNCC | atus=~"4.*"} «  Route_path
IAM requests «  NFType
*  NFServiceType
e Host
e HttpVersion
e Scheme
6 Request Total number of oc_ingressgateway_re
Body requests with request | quest_content_metric
body s_total
7 Request Time taken for oc_ingressgateway_re | quantile
Processing | processing the quest_processing_lat
Time request by Ingress ency
Ingress gateway.
8 Request Total time taken oc_ingressgateway_re | quantile
Processing | for processing the guest_latency
Time Total request
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CNCC Logs

This section describes about the cncc logs. It contains the following topics:

Log Formats and Details

Types of Logs

Configuring the Logs

Examples of Logs

Accessing the Logs

Log Formats

This section describes about the log formats.

Log4j JSON Format

CNCC Message Format

Log4j JSON Format

Following are the log format and filelds. All logs are represented in JSON format.

{

"thread": <threadld>,

"level ": <l

og_l evel >,

"l ogger Nane": <nane_of _the_| oggi ng_cl ass>,

"message":
"instant":

<nmessage>,
<timestanmp_in_mliseconds>,

"messageTi mestanp”: <timestanp_in_readabl e_fornmat >

"t hreadl d":

<t hr eadl d>,

“threadPriority": <threadPriority>,
"pod": <name_of the_pod>,

"processld"

: <processl d>,

"cont ext Map": <context _map>

Table 7-1 Log Details

Name Description Example
thread Name of the thread "thread": "reactor-http-epoll-1"
level Level of the log. It can be: Log level | "level": "INFO"
(INFO, WARN, DEBUG, TRACE)
loggerName Name of the class that generated the | "loggerName":
log "ocpm.cne.gateway.cncc.Gatew
ayApplication"

ORACLE
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Chapter 7
Log Formats

Name Description Example
messageTimestamp | Time represented in human readable | "messageTimestamp™:
format and in UTC. 2020-07-04 12:00:40.702
message Information about the event "message": "Started
Application....."
By default, all messages are
in simple string except Audit
Log, Security Log which are
represented in CNCC Message
Format.
instant The Date and Time the event "instant": { "epochSecond":
occurred in epoch second and nano | 1590045388, "nanoOfSecond":
seconds 339789000}
processld Linux process Identifier (for a multi- | Linux process Identifier (for a
process host) multi-process host).
threadld Id of the thread "threadld":"43"
threadPriority Priority assigned to the thread "threadPriority": 5
pod Name of the pods where the log is "cncc-core-ingress-
generated gateway-77df795fb5-wv2sb"
contextMap It hold information that are added to | "contextMap":
threadContext. {"hostname": "cncc-core-
ingress-gateway-77df795fb5-
wv2sb", "ingressTxId": "ingress-
tx-1460885598"}

CNCC Message Format

Table 7-2 CNCC Message Format

Name | Description Example Possible Values
logTyp | Indicates whether it is logType=AUDIT AUDIT
e Security Log or Audit SECURITY

Log

the log

type Indicates nature/action of | type=REQUEST

For Security
Log,REQUEST

RESPONSE
For Audit Log,LOGIN
ACCESS_RESOURCE

ACCESS_RESOURCE_E
RROR

LOGOUT

ORACLE
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Log Formats

Name | Description Example Possible Values
resour | Indicates what is the resourceType=SCP CM_SERVICE (For default
ceType | resource being requested route)
for CNCC (For User Login
Activity)
SCP
UDR
NRF
PCF
... all CNCC supported
NF's
userld | Id of the user. Basically userld=3314f54f-08bf-489d
to know who triggered -b395-27bf56dal1262
request/action
userna | Name of the user username=shreb
me
status | Http status of the status=200 OK
response.
operati | HTTP method of the operationType=GET
onType | request
schem | Indicates the scheme of scheme=http
e the request
remote | Remote Address remoteAddress=/
Addres | associated with request. i.e | 192.168.219.64:53587
S remote address where this
request is connected to, if
available.
localA | Local Address associated | localAddress=cncc-core-
ddress | with request. i.e local ingress-
address the request was gateway.cncc.svc.cluster.lo
accepted on, if available. cal/<unresolved>:30075
resour | Request uri resourcePath=/
cePath soothsayer/vl/
canaryrelease/
queryP | Query parameters queryParams={form_id=9,
arams | associated with request page=1, view_id=78}
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Table 7-2 (Cont.) CNCC Message Format

O
Name | Description Example Possible Values

header | Headers associated with headers={Accept=*/*, X-
S request or response Requested-
With=XMLHttpRequest,
User-Agent=Mozilla/5.0
(Windows NT 10.0;
WOW64; rv:68.0) Gecko/
20100101 Firefox/68.0,
Connection=keep-alive,
Host=cncc-core-ingress-
gateway.cncc.svc.cluster.lo
cal:30075, Accept-
Language=en-
US,en;q=0.5, Accept-
Encoding=gzip, deflate,
DNT=1, Content-
Type=application/json;
charset=utf-8}

payloa | Payload/Data associated payload=[{"serviceName":"
d with request or response n5g-eir-

eic","canaryReleaseFlag":t
rue,"apiFullVersion":"2.0.0"

,"canaryTraffic":5}

authen | This indicates whether authenticationType=OAUT | OAUTH -> User is
tication | user is requesting resource | H logged in through CNCC
Type logged in using CNCC or application and accessing
directly accessing through resource
postman/curl. JWT -> User is accessing
resource directly through
postman/curl

Types of Logs

ORACLE

The CNCC logs can be categorized into following types:
* Regular logs
e Audit logs

e Security logs

Regular logs

These logs contains all kinds of error messages, warnings or other events written
within the application which provide logical, highlevel information about the application
and ongoing events.

Example:

{"level ": "INFO',"message": "Started GatewayApplication in 10.748
seconds (JVMrunning for 12.825)"}

{"level ": "INFO',"message": "Creating plain httpdient"}

{"level ": "INFO',"message": "Creating plain restTenplate"}
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{"level ": "ERROR',"message": "Can't get cfgs of topic
public.dynam c. dat anodel , exception is:\n
javax.ws.rs. Processi ngException: java.net.Connect Exception: Connection
refused (Connection
refused)"}

Audit Logs

These logs contains user related information and his activity within the system.

Following events are logged in CNCC Core:

* Login - A user has logged in.
* Access Resource- A user is accessing particular NF resource.
* Access Resource Error - A user is denied from accessing particular NF resource.

* Logout - A user has logged out.

" Note:

The user can find the CNCC Core User Activity logs as part of cncc-
core-ingress-gateway and are represented in CNCC message Format

Following events are logged in CNCC IAM:
Login events
* Login - A admin user has logged in.
* Register - A admin user has registered.
* Logout - A admin user has logged out.
» Code to Token - An application/client has exchanged a code for a token.

» Refresh Token - An application/client has refreshed a token.
Account events

* Update Email - The email address for an account has changed.
» Update Profile - The profile for an account has changed.
* Send Password Reset - A password reset email has been sent.

* Update Password - The password for an account has changed.

¢ Note:

The user can find the CNCC IAM User Activity logs as part of cncc-iam-0
and are represented in Keycloak format. These events are provided by
keycloak and are documented under Keycloak Auditing End Events.

Security Logs

ORACLE 7-5


https://www.keycloak.org/docs/latest/server_admin/#auditing-and-events

Chapter 7
Configuring Security Logs

The security logs holds information of all the request and its corresponding response.
Information such as header, payload, method, scheme, uri etc.

At INFO level it logs,

e only those request, with header Content-TypelAccept is set to application-json/
www-form-urlencoded

e corresponding response, with header Content-Type is set to application-json/
prolem+json/www-form-urlencoded

At DEBUG level it logs,

« all request.
» all response.

Request/Response Payload
At all the log levels:

e payload is logged only for request/response with header Content-TypelAccept is
set to application-json/prolem+json/www-form-urlencoded

e all html, css, javascript, icon, woff payload are masked.

Header Information

AT all the log levels, sensitive information like Cookies are masked.

¢ Note:
The user can find the Security logs :

e For CNCC Core, these logs are logged as part of cncc-core-ingress-
gateway and are represented in CNCC message Format.

e For CNCC IAM, these logs are logged as part of cncc-iam-ingress-
gateway and are represented in CNCC message Format.

Configuring Security Logs
This section details about configuring security logs.

Setting at Log Level

By default Security Log will be set to "INFO" level for both CCNC Core and CNCC
IAM. But user can change it log level by setting log.level.cncc.security to required level
in core and iam values.yaml|

values.yaml

#Set the root log |evel
| og:
| evel:
root: WARN
i ngress. |NFO
oauth: 1 NFO
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cnec:
security: INFO

Disabling Security Log

By default Security Log will be enabled for both CCNC Core and CNCC IAM.
But user can disable this by setting securityLogEnabled flag to false in core/iam
values.yaml

values.yaml

# CNCC configuration

cncc:
enabl ed: fal se
enabl ehttpl: false
securitylLogEnabl ed: fal se

Examples of Logs

This section lists the examples of audit and security logs.
Examples of Audit Logs

Examples of Security Logs

Examples of Audit Logs
CNCC Core
Only message part of the JSON log is shown in the example.

»  User successfully logging into CNCC Core

| ogType=AUDI T, type=LOG N, resourceType=CNCC,

user | d=186f 6f 2a- baba- 4812- 8a18- h906a5f 9e3f 6, user name=shreb,
operati onType=GET, renpteAddress=/192. 168. 219. 64: 53587,

| ocal Addr ess=cncc- cor e-i ngress-gat eway. cncc. svc. cl uster. | ocal/
<unresol ved>: 30075,

resour cePat h=/1 ogi n/ oaut h2/ code/ cncc-i am

aut henti cati onType=QAUTH

e User accessing SCP resource having SCP_READ role

| ogType=AUDI T, type=ACCESS RESOURCE, resourceType=SCP,
user | d=186f 6f 2a- baba- 4812- 8a18- h906a5f 9e3f 6, user name=shreb,
operati onType=CGET, renoteAddress=/192. 168. 219. 64: 53587,
| ocal Addr ess=cncc- cor e-i ngress-gat eway. cncc. svc. cl uster. | ocal /
<unr esol ved>: 30075,
resour cePat h=/ soot hsayer/v1/ canaryrel ease/,

aut henti cati onType=0AUTH
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User updating(PATCH) SCP resource having SCP_WRITE role

| ogType=AUDI T, type=ACCESS RESQURCE, resourceType=SCP,

user | d=186f 6f 2a- baba- 4812- 8a18- h906a5f 9e3f 6, user name=shreb,
operati onType=PATCH, renoteAddress=/192. 168. 219. 64: 53587,

| ocal Addr ess=cncc- cor e-i ngress-gat eway. cncc. svc. cl uster. | ocal/
<unr esol ved>: 30075,

resour cePat h=/ soot hsayer/v1/ canaryrel ease/ n5g-eir-eic,

aut henti cati onType=0AUTH

User accessing NRF resource without having NRF_READ role

| ogType=AUDI T, type=ACCESS RESOURCE ERRCR, resourceType=NRF,
user | d=186f 6f 2a- baba- 4812- 8al18- h906a5f 9e3f 6, user name=shreb,

st at us=403 FORBI DDEN, operationType=CET,

r emot eAddr ess=/ 192. 168. 219. 64: 53587,

| ocal Addr ess=cncc- cor e-i ngress-gat eway. cncc. svc. cl uster. | ocal/

<unresol ved>: 30075,

resour cePat h=/nrf-configuration/vl/ systemoptions,

aut henti cati onType=QAUTH

User successful logout

| ogType=AUDI T, type=LOGOUT, resourceType=CNCC,

user | d=186f 6f 2a- baba- 4812- 8a18- h906a5f 9e3f 6, user name=shreb,
operati onType=POST, renot eAddress=/192. 168. 219. 64: 53587,

| ocal Addr ess=cncc- cor e-i ngress-gat eway. cncc. svc. cl uster. | ocal/
<unr esol ved>: 30075,

resour cePat h=/1 ogout, authenticationType=QAUTH

CNCC IAM:

Login Error when password entered was wrong

04:56: 35,890 WARN [org. keycl oak. events] (default task-22)

type=LOE@ N_ERROR, real m d=master,
clientld=security-adm n-consol e,

user | d=d7cde46f - 15el- 4f f 8- a2ch-
c5825e481438, i pAddress=192. 168. 219. 64,

error=invalid_user_credentials,
aut h_net hod=openi d- connect,

aut h_type=code, redirect_uri=http:/
10.75.225.28:31373/cncc/auth/admin/master/console/, code_i d=5aca4960- eecf - 406b-
a’eb- 92e249c2beeb,

user name=adni n,

aut hSessi onPar ent | d=5aca4960-
eecf - 406b- a7eb- 92e249c2beeb,

aut hSessi onTabl d=8sr uELA1W\
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Login with correct credential

04:57: 24,581 INFO [org.keycl oak. events] (default task-22)

type=LO@ N, real m d=nast er
clientld=security-adm n-consol e

user | d=d7cde46f - 15el- 4f f 8- a2cb-
c5825e481438, i pAddress=192. 168. 219. 64,

aut h_net hod=openi d- connect,
aut h_type=code, redirect _uri=http://10.75.225.28:31373/cncc/auth/admin/master/
console/, consent =no_consent _requi red

code_i d=5aca4960- eecf - 406b-
a7eb-92e249c2beeb, username=admi n,

aut hSessi onPar ent | d=5aca4960-
eecf - 406b- a7eb- 92e249c2beeb

aut hSessi onTabl d=8sr uELA1W\$

User created

04:58: 41,804 INFO [org.keycl oak. events] (default task-22)

oper ati onType=CREATE, real m d=master

clientld=819ced4a5- ddbd- 4717-908f -
a204bdabc808,

user | d=d7cded6f - 15el- 4f f 8- a2ch-
c5825e481438, i pAddress=192. 168. 219. 64,

resour ceType=USER

resour cePat h=user s/ 070911f 5-¢397-42c1-
b5a4- cd92f a435a33

Deleted user

05:00: 08,226 INFO [org.keycl oak. events] (default task-22)
oper ati onType=DELETE, real m d=master
clientld=819ce4a5- ddbd-4717-908f -
a204bdabc808,
user | d=d7cde46f - 15el- 4f f 8- a2cb-
€5825e481438, ipAddress=192.168. 219. 64,
resour ceType=USER,
resour cePat h=user s/
2b931bbb- 7f 97- 4f 04- 9f 75- e0d0974ab73d

Admin Role removed for a user

05:01: 07,781 INFO [org.keycl oak. events] (default task-22)
oper ati onType=DELETE, real m d=naster
client|d=819cedab- ddhd-4717-908f -
a204bdabc808,
user | d=d7cde46f - 15el- 4f f 8- a2ch-
c5825e481438, i pAddress=192. 168. 219. 64,
resour ceType=REALM ROLE_MAPPI NG
resour cePat h=users/
08f c0058- 133b- 4288- 9165- 14c96c5dcd7al r ol e- mappi ngs/ real m
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 Admin Role added for a user

05:01: 33,664 | NFO [org.keycl oak. events] (default task-27)
oper ati onType=CREATE, real m d=naster,
client|d=819cedab- ddbd-4717-908f -
a204bdabc808,
user | d=d7cde46f - 15el- 4f f 8- a2ch-
c5825e481438, i pAddress=192. 168. 219. 64,
resour ceType=REALM ROLE_MAPPI NG
resour cePat h=users/
08f c0058- 133b- 4288- 9165- 14c96c5dcd7al r ol e- mappi ngs/ real m

* Realm setting update

05:02: 29,222 INFO [org.keycl oak. events] (default task-26)

oper ati onType=UPDATE, real m d=master,

client|d=819ce4a5- ddbd-4717-908f -
a204bdabc808,

user | d=d7cde46f - 15el- 4f f 8- a2ch-
c5825e481438, i pAddress=192. 168. 219. 64,

resour ceType=REALM resour cePat h=nul |

e Logout all session on keycloak

05:05: 02,383 INFO [org.keycl oak. events] (default task-29)
oper ati onType=ACTI ON, real m d=master,
clientld=819ce4ab- ddhd-4717-908f -
a204bdabc808,
user | d=d7cde46f - 15el- 4f f 8- a2ch-
€5825e481438, ipAddress=192.168. 219. 64,
resour ceType=REALM
resour cePat h=| ogout - al |

Examples of Security Logs

Representation for IAM and Core are same as these logs are part of ingress-gateway.
Only message part of the JSON log is shown in the example.

CNCC Core

e SCP request

| ogType=SECURI TY, type=REQUEST, resourceType=SCP,

user | d=3314f 54f - 08bf - 489d-
b395- 27bf 56dal262, username=shreb,

oper ati onType=CGET, scheme=http,

r enot eAddr ess=/
192. 168. 219. 64: 53587,

| ocal Addr ess=cncc- core-ingress-
gat eway. cncc. svc. cl uster. l ocal / <unresol ved>: 30075,

r esour cePat h=/ soot hsayer/v1/
canaryrel ease/, queryParanms={},

header s={ Accept =*/*, X-
Request ed- Wt h=XM_Ht t pRequest ,

User - Agent =Mbzi | 1 a/ 5.0 (W ndows
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NT 10.0; WOW64; rv:68.0)

CGecko/ 20100101 Firefox/ 68.0,
Connect i on=keep-al i ve

Host =cncc- cor e-i ngr ess-
gat eway. cncc. svc. cl uster. | ocal : 30075

Accept - Language=en- US, en; q=0. 5,
Accept - Encodi ng=gzi p, deflate

DNT=1, Content-Type=appli cation/
j son; charset=utf-8},

payl oad={},
aut henti cati onType=CAUTH

*  SCP response

| ogType=SECURI TY, type=RESPONSE, resourceType=SCP

user | d=3314f 54f - 08bf - 489d-
b395- 27bf 56dal262, username=shreb

status=200 K
oper ati onType=GET, scheme=http

resour cePat h=/ soot hsayer/v1/
canaryrel ease/,

header s={transfer-
encodi ng=chunked, Connection=keep-alive

Transf er - Encodi ng=chunked,
Cont ent - Type=appl i cation/json

Dat e=Sat, 04 Jul 2020 11:58:20
GMT},

payl oad=[ {" servi ceName": " n5¢g-
eir-
ei c", "canaryRel easeFl ag": true, "api Ful | Version":"2.0.0", "canaryTraf f
c": 5}, {"serviceNane": "nanf -
comi', "canar yRel easeFl ag":true, "api Ful | Version":"2.0.0", "canaryTraf f
ic":5}, {"serviceName": "nanf -
evts", "canaryRel easeFl ag":true, "api Ful | Version":"2.0.0","canaryTraf f
ic":5}, {"serviceName": "nanf -
| oc", "canaryRel easeFl ag": true, "api Ful | Version":"2.0.0", "canaryTraf f
c":5},{"serviceNane": "nanf -
m", "canaryRel easeFl ag":true, "api Ful | Version":"2.0.0","canaryTraffic

": 5}, {"serviceNane": " nausf -

auth", "canaryRel easeFl ag":true, "api Ful | Version":"2.0.0", "canaryTraf f

ic":5}, {"serviceName": "nausf -
sorprotection", "canaryRel easeFl ag":true, "api Ful | Version":"2.0.0","ca
naryTraffic":5}}],

aut henti cati onType=0AUTH

CNCC IAM

* Request

| ogType=SECURI TY, type=REQUEST, operationType=CET, schene=http

r enot eAddr ess=/
192. 168. 219. 64: 53587

| ocal Address=cncc-iamingress-
gat eway. cncc. svc. cl uster.  ocal / <unresol ved>: 30085

r esour cePat h=/ cncc/ aut h/ adni n/
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mast er/ consol e/ confi g,

queryPar ans={},
header s={ Accept =appl i cati on/j son,

User - Agent =Mbzi | 1 a/ 5.0 (W ndows
NT 10.0; WOW64; rv:68.0)

Gecko/ 20100101 Firefox/
68. 0, Ref er er =http://cncc-iam-ingress-gateway.cncc.sve.cluster.local:30085/cncc/auth/
admin/master/console/, Connecti on=keep-alive,

Host =cncc-i am i ngress-
gat eway. cncc. svc. cl uster. | ocal : 30085,

Accept - Language=en- US, en; q=0. 5,
Accept - Encodi ng=gzi p, deflate,

DNT=1}, payl oad={},

aut henti cati onType=NONE

Response

| ogType=SECURI TY, type=RESPONSE, status=200 CK

operationType=CGET, scheme=http,

r esour cePat h=/ cncc/ aut h/ admi n/
mast er/ consol e/ confi g,

header s={transfer-
encodi ng=chunked, Cache- Control =no-cache,

X- XSS- Prot ecti on=1; mode=bl ock,
X- Frane- Opt i ons=SAMECRI G N,

Dat e=Mon, 06 Jul 2020 10:54:16
GMT, Connecti on=keep-ali ve,

Strict-Transport- Security=nax-
age=31536000; i ncl udeSubDonai ns,

X- Cont ent - Type- Opt i ons=nosni ff,
Cont ent - Type=appl i cation/j son,

Cont ent - Lengt h=211},

payl oad={\"real M ":\"nmaster\",\"aut h-server-url\":\"http://

cncc-iam-ingress-gateway.cncc.svc.cluster.local:30085/cncc/authA ™, \ " ssl -

requi red\":\"none\ ", \"resource\":\"security-adm n-

consol e\",\"public-client\":true,\"confidential-port\":0},
aut henti cati onType=NONE

Accessing logs

ORACLE

This section gives information about how to access the logs.

The CNCC application logs can be accessed in following ways:

Viewing logs of a cncc application pod running. This can be achieved by executing
the command:

kubect! logs -f -n <cncc_namespace> <pod_nanme> -c¢ <contai ner _nane>

Example:
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http://cncc-iam-ingress-gateway.cncc.svc.cluster.local:30085/cncc/auth/admin/master/console/,
http://cncc-iam-ingress-gateway.cncc.svc.cluster.local:30085/cncc/auth/admin/master/console/,
http://cncc-iam-ingress-gateway.cncc.svc.cluster.local:30085/cncc/auth/
http://cncc-iam-ingress-gateway.cncc.svc.cluster.local:30085/cncc/auth/

ORACLE
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CNCC Core:

$ kubect!l logs -f -n cncc cncc-core-ingress-gat eway- 77df 795f b5- w2sh
-Cc ingress-gateway (Security & Audit
Log)

CNCC IAM:

$ kubect! logs -f -n cncc cncc-iamingress-gat eway- 77df 795f b5- w2sh
-C ingress-gateway (Security Log)

CNCC uses cloud native supported logging framework to view the logs.

Example : EFK can be used here with CNCC to view the logs as given below.

‘ kibana logstash-2020.07 - July 8th 2020, 1203:30.790 - July th 2020, 160330791 — _ At <
Selected fields
@ oscower ¢ i

t message

Visualize

Available fields o
Dashboard

¢ kuberneteslabels.app_k 230 300 330 400 4130 500
Timelion
© @tmestamp

DevTools o level
Time message
Management t ndex
b July 8th 2020, 14:13:15.162 DEBUG  log] TV, type-REQUEST, pe=Ch_SERVICE, 5d3¢76-6764-475  ope
# score , scheme=http, 168.219.64:51545, LocalAddress=cnce-core-ingress-gateuay. cnce . sve. cluste

eynaaic.dotamodel, h /%, X-Request

€ type XiLHttpRequest, User-Agent=Hozi11a/5.0 (Windows NT 10.0; WOMSS; rvi68.0) Gecko/20180161 Firafox/68.0, Connection=
e-ingress-gatevay luster.local: 30075, Accept-Languagesen-US, en;q=0.5, Accept-Encoding=
A g25p, deflate, DNT=1, Content-Type=application/json; charseteutf-8), payloade(}, authenticationType=OAUTH

? contextMap.ingressTxid July 8th 2020, 14:13:14.793  DEBUG TV, type-REQUEST, I_SERVICE, userId-605d3f76-b764-475e-abfa-1d9ee2d81458, username=shreb, ope

rationType-GET, scheme=htt remoteddres /192,168,219 64 51542, localAddress=cncc-core-ingress-gatenay. cnce..
2 contextMap.ocLogld r.local/<unr esourc JudriRFServiceCfg, queryParams=(}, headers={Accept
quested-uith=XHLHttpRequest, User-AgentsMozilla/s.0 (Windows NT 10.0; WOWG4; rv:68.0) Gecko/28108101 Firefox/68.0, Connec
ion-keep-alive, Host=cncc-core-ingress-gateway.cncc. sve. cluster., local:30975, Accept-Language=en-US,en;q=0.5, Accept-Enco
gzip, deflate, DNT=1}, payload={}, authenticationType=OAUTH

t docker.container_id

O endofBatch

July Bth 2020, 14:13:14.775  DEBUG Ty, ) status=200 0K, /pe~CH_SERVICE, b7 use

t ingressTxid rname=shreb, operationType-GET, scheme=http, resourcePathe,/css/images/ico-help. svg, headers={transfer-encoding-chunked, C

onnection-keep-alive, Vary=Origin, Last-Modified=Tue, 07 Jul 2020 09:32:46 GHT, Content-Length=840, Content-Type-image/sv

¢ InstanceType gexml, Accept-Ranges-bytes, Date-Wed, 08 Jul 2020 08:43:14 GMT}, payload-{masked}, authenticationType-OAUTH

# instant.epochSecond

> July 8th 2020, 14:13:14.775 DEBUG logType-SECURITY, type-RESPONSE, status-200 OK, ype-Ch_SERVICE, userld=6ds 64275 use
e rnane=shreb, operationTypesGET, schemeshttp, resourcePathe/css/images ico-refresh. svg, headers={transfer-encoding=chunke
) o 4, Connectionskeep-alive, Vary=Origin, Last-Nodified=Tus, @7 Jul 2020 9:32:46 GHT, Content-LangtheS7L, Content- -Typerinsg

e/svgen, Accept-Ranges-bytes, Datesied, 08 Jul 2020 08:43:14 GHT}, payload={
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CNC Console Roles

Overview

Access management for resources is a critical function for any organization.
Role Based Access Control (RBAC) helps in:

* Access Management

* Resource Management

* Managing user access to resources

* Managing user access to areas

Role Based Access Control

RBAC restricts network access based on a person's role within an organization and
has become one of the main methods for advanced access control. The roles in RBAC
refer to the levels of access that employees have in the network.

Role

A role is a collection of permissions that you can apply to users. Using roles makes
it easier to add, remove, and adjust permissions than assigning permissions to users
individually.

As the user base increases in scale and complexity, roles become particularly useful.
Composite Role

A Composite Role is a role that has one or more additional roles associated with it.
When a composite role is mapped to the user, the user also gains the roles associated
with that composite.

Types of Roles in CNC Console

ORACLE

In CNCC, Role Based Access Control (RBAC) is controlled by third-party Identity
Access Management (IAM) provider called Keycloak. Roles related to CNCC
applications are defined in IAM.

Roles are predefined for CNCC application.
Roles are of 2 categories.

1. ADMIN
2. NF

ADMIN:
Role: ADMIN
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User having this role has access to all resources (NF resources) within CNCC
application.

Allowed Operations: CREATE, READ, UPDATE, DELETE
Composite Roles: All NF Level roles.

Example:If a user has ADMIN role, then the user can read, create, update, or delete
any MOs configurations of any NFs that is supported by CNCC application.

NF:

NF level roles are divided further into:

1. <NF>_READ
2. <NF>_ WRITE

" Note:

<NF> is placeholder. Say for example, if CNCC supports POLICY and SCP
NFs then, POLICY_READ, POLICY_WRITE, SCP_READ and SCP_WRITE
roles would be defined for CNCC application in IAM.

Role: <NF>_READ

User having this role can only read configurations from all Managed Objects (MOs)
within particular NF.

Allowed Operations: READ

NFs: One particular NF.

Composite Roles: No roles.

Example: If user has POLICY_READ then the user:

e Can only read configurations of any MOs configurations within the NF.

e Cannot write/update/delete any record.

Role: <NF>_WRITE

User having this role has access one particular NF and can perform CRUD operations.
Allowed Operations: CREATE, READ, UPDATE, DELETE

NFs: One particular NF.

Composite Roles: <NF>_READ role.

Example: If user has POLICY_WRITE then the user can read/write/update/delete any
MOs configurations within the NF.

How to Set or Update User Password in CNCC IAM

This section describes about Setting or updating the user password in CNCC IAM.

The steps to set or update the user password are as below:
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How to Set or Update Admin Password in CNCC IAM

1. Select the Cnhcc Realm.
ORACLE

Master

Clients

Client Scopes
Roles

Identity Providers
User Federation

Authentication

Groups

Users
Sessions
Events

Import

Master

General Login Keys Email Themes Cache Tokens Client Registration

* Name
Display name Keycloak
HTML Display name <div class="kc-logo-text"><span>Keycloak</span></div>

Frontend URL

Enabled [ o |
User-Managed Access OFF
Endpoints OpenID Endpoint Configuration

SAML 2.0 Identity Provider Metadata

save || Cancel

Security Defenses

& Admin v

2. Select Users on the left pane and click view all users at the right pane. Click Edit
under Actions to update the credentials.

gu
Realm Settings
Clients
Client Scopes
Roles
identity Providers
User Federation

Authentication

Groups
Users
Sessions
Events
Import

Export

ORACLE

Cncc

Realm Settings
Clients

Client Scopes
Roles

Identity Providers
User Federation

Authentication

Groups

Users

Users
Lookup
Q Unlock users || Add user
1D Username Email Last Name First Name Actions
6a8c2a11-1078-48bc- chethan Edit Impersonate Delete
-9c08-47c4-... user Edit Impersonate Delete
H 1 i}
3. Under Credentials tab, set Temporary to 'OFF' and update the Password.
& Admin v
User user
User ®
Details Attributes Credentials Role Mappings Groups Consents Sessions
Manage Credentials
Position Type User Label Data Actions
password Show data. Delete Save
Reset Password
Password @
Password @
Confirmation
Temporary

Sessions
Events

Import

Export

How to Set or Update Admin Password in CNCC IAM

This section describes about Setting or updating the admin password in CNCC |IAM.

ORACLE
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The steps to set or update the admin password are as below:

1. Select the Master Realm.(Only applicable for Admin Users).
ORACLE & rdrin +

Cncc
General | Login  Keys  Email  Themes  Cache  Tokens  Client Registration  Security Defenses
*Name cncc

Clients

Display name cnec
Client Scopes
Roles HTML Display name <div class="kc-logo-text"></div>
Identity Providers Frontend URL

User Federati
er Federation CETI o |

Authentication
User-Managed Access OFF

Groups Endpoints OpenlD Endpoint Configuration
T SAML 2.0 Identity Provider Metadata

Sessions save || Cancel

Events

Import

2. Select Users on the left pane and click view all users at the right pane. Click Edit
under Actions to update the admin credentials.

ORACLE 2 Admin

Master Users

Lookup
gur

Realm Settings Q Unlock users || Add user
Clients D Username Email Last Name First Name Actions

Client Scopes f9fd2c22-easd-4b83 admin Edit impersonate Delete
Roles

Identity Providers

User Federation

Authentication

Groups

Users
Sessions
Events

Import

3. Under Credentials tab, set Temporary to 'OFF' and update the Password.

Users > admin

Admin

Realm Settings Details Attributes Credentials Role Mappings Groups Consents Sessions

Clients )
Manage Credentials
Client Scopes

Boies Position Type User Label Data Actions
assword Show data
Identity Providers P h . Delete Save
User Federation
X Reset Password
Authentication
Password ®
Groups Password ®
Confirmation
Users
T OFF
Sessions emporary
Events Reset Password

Import

Export
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