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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
» For Technical issues such as creating a new Service Request (SR), select 1.

* For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New in This Guide
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This section introduces the documentation updates for Release 1.8.x in Oracle
Communications Cloud Native Network Repository Function (NRF) Installation Guide.

Release 1.8.0

For Release 1.8.0, the following changes are performed in this document:
e Updated the common services versions in Prerequisites.

e OCNRF Configuration to support ASM is provided in Configuring OCNRF to
support ASM section.

* HookJob parameters are updated under global section in OCNRF Configuration
Parameters.



OCNRF Overview

This section includes information about the role of Oracle Communications Network
Repository Function (OCNRF) in 5G Service Based Architecture.

The OCNREF is one of the main components of the 5G Service Based Architecture.
The OCNRF maintains an updated repository of all the Network Functions (NFs)
available in the operator's network along with the services provided by each of the NFs
in the 5G core that are expected to be instantiated, scaled and terminated with minimal
or no manual intervention.

The OCNRF supports discovery mechanisms that allow NFs to discover each other
and get updated status of the desired NFs.

The OCNRF supports the following functions:

* Maintains the profiles of the available NF instances and their supported services in
the 5G core network.

e Allows consumer NF instances to discover other provider's NF instances in the 5G
core network.

» Allows NF instances to track the status of other NF instances.

» Provides Oauth2 based Access Token service for consumer NF authorization.
»  Provides specific NF Type selection based on subscriber identity.

e Supports message forwarding from one NRF to another NRF.

e Supports geo-redundancy to ensure service availability.

The OCNREF interacts with every other Network Function in the 5G core network and it
supports the above functions through the following services:

* Management Services
» Discovery Services

*  AccessToken Service

References

Acronyms

ORACLE

*  Cloud Native Environment 1.6 Installation Document
* Network Repository Function (NRF) User's Guide

* CNC Console User's Guide

* ATS User Manual

The following table provides information about the acronyms and the terminology used
in the document.
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Table 1-1 Acronyms

Chapter 1
Acronyms

Field Description

5G System 3GPP system consisting of 5G Access Network (AN), 5G Core
Network and UE

5G-AN 5G Access Network

5GC 5G Core Network

5G-NF 5G Network Function

AMF Access and Mobility Management Function

API-Gateway Application Program Interface Gateway

ASM Aspen Service Mesh

CNE Cloud Native Environment

FQDN Fully Qualified Domain Name

K8s Kubernetes

MMI Machine Machine Interface

MPS Messages Per Second

NDB Network Database

NF Network Function

Network Function

A functional building block within a network infrastructure, which
has well defined external interfaces and well defined functional
behavior. In practical terms, a network function is often a network
node or physical appliance.

Network Slice

A logical network that provides specific network capabilities and
network characteristics.

Network Slice instance

A set of Network Function instances and the required resources
(e.g. compute, storage and networking resources) which form a
deployed Network Slice.

NF Consumer

A generic way to refer to an NF which consumes services
provided by another NF. Ex: An AMF is referred to as a Consumer
when it consumes AMPolicy services provided by the PCF.

NF Instance A specific instance of a network function type.

NF Producer or NF A generic way to refer to an NF which provides services that can

Provider be consumed by another NF. Ex: A PCF is a provider NF and
provides AMPolicy Services

NRF Network Repository Function

OCNRF Oracle Communications Network Repository Function

OHC Oracle Help Center

OoSsDC Oracle Software Download Center

PLMN Public Land Mobile Network

Resiliency The ability of the NFV framework to limit disruption and return to
normal or at a minimum acceptable service delivery level in the
fame of a fault, failure, or an event that disrupts normal operation.

Scaling Ability to dynamically extend/reduce resources granted to the

Virtual Network Function (VNF) as needed. This includes scaling
out/in or scaling up/down.

Scaling Out/In/ Horizontally

The ability to scale by add/remove resource instances (for
example, VMs). Also called scaling Horizontally.

Scaling Up/Down/

Vertically

The ability to scale by changing allocated resources, for example,
increase/decrease memory, CPU capacity or storage size.
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Table 1-1 (Cont.) Acronyms

Chapter 1
Acronyms

Field Description

PCF Policy Control Function

SEPP Security Edge Protection Proxy
SCP Service Communication Proxy
SLF Subscriber Location Function
URI Universal Resource Identifier
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Installing OCNRF

This section describes the prerequisites and installation procedure for the OCNRF.

" Note:

In case you want to configure OCNRF to support Aspen Service Mesh
(ASM), refer to Configuring OCNRF to support ASM.

Prerequisites

ORACLE

Following are the prerequisites to install and configure OCNRF:

OCNRF Software
The OCNRF software includes:

¢ OCNRF Helm charts
e OCNRF docker images

The following software must be installed before installing OCNRF:

Table 2-1 Pre-installed Software
]

Software Version
Kubernetes v1.18.4
HELM v2.14.3 and v3.2

Following are the common services that needs to be deployed as per the requirement:

Table 2-2 Common Services
|

Software Chart Version Required For
elasticsearch 7.6.1 Logging Area
elastic-curator 554 Logging Area
elastic-exporter 1.1.0 Logging Area
elastic-master 7.6.1 Logging Area
logs 3.0.0 Logging Area
kibana 7.6.1 Logging Area
grafana 7.0.4 Metrics Area
prometheus 2.16.0 Metrics Area
prometheus-kube-state-metrics 195 Metrics Area
prometheus-node-exporter 0.18.1 Metrics Area
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Prerequisites

Table 2-2 (Cont.) Common Services

Software Chart Version Required For

metallb 0.9.3 External IP

metrics-server 2.10.0 Metric Server

tracer 1.14.0 Tracing Area
¢ Note:

Install the specified software items before proceeding, if any of the above
services are needed and the respective software is not already installed in
CNE.

To check the installed software items, execute:

helmls

Some of the systems may need to use helm command with adni n. conf file,
such as:

hel m - - kubeconfi g admi n. conf

Network access

The Kubernetes cluster hosts must have network access to:

Local docker image repository where the OCNRF images are available.

To check if the Kubernetes cluster hosts has network access to the local docker
image repository, try to pull any image with tag name to check connectivity by
executing:

docker pull <docker-repo>/<i mage- name>: <i nage-t ag>

# Note:

Some of the systems may need to use helm command with admi n. conf
file, such as:

hel m - - kubeconfi g admi n. conf

Local helm repository where the OCNRF helm charts are available.
To check if the Kubernetes cluster hosts has network access to the local helm
repository, execute:

hel mrepo update
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< Note:

Some of the systems may need to use helm command with adni n. conf
file, such as:

hel m - - kubeconfi g admi n. conf

" Note:

All the kubectl and helm related commands that are used in this document
must be executed on a system depending on the infrastructure of the
deployment. It could be a client machine such as a VM, server, local desktop,
and so on.

Client machine requirement

Client machine needs to have the following minimum requirements:

*  Network access to the helm repository and docker image repository.
e Helm repository must be configured on the client.

*  Network access to the Kubernetes cluster.

* Necessary environment settings to run the kubect| commands. The environment
should have privileges to create a namespace in the Kubernetes cluster.

* Helm client must be installed. The environment should be configured so that the
hel minstall command deploys the software in the Kubernetes cluster.

Server or Space Requirements

For information on the server or space requirements, see the Oracle Communications
Cloud Native Environment (OCCNE) Installation Guide.

Secret file requirement

For HTTPs and Access token, the following certs and pem files has to be created
before creating secret files for Keys and MySq|.

Note: The following files must be created before creating secret files.

1. ECDSA private Key and CA signed ECDSA Certificate (if initialAlgorithm: ES256)
2. RSA private key and CA signed RSA Certificate (if initialAlgorithm: RS256)

3. TrustStore password file
4.

KeyStore password file

ServiceAccount requirement

Operator must create a service account, bind it with a Role for resource with
permissions for atleast get, watch and list.

serviceAccountName is a mandatory parameter. Kubernetes Secret resource is used
for providing the following:
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MYSQL DB Details to micro-services.

* NRF's Private Key, NRF's Certificate and CA Certificate Details to Ingress/Egress
Gateway for TLS.

* NRF's Private and NRF's Public Keys to nfAccessToken micro-service for Digitally
Signing AccessTokenClaims.

*  Producer/Consumer NF's Service/Endpoint details for routing messages from/to
Egress/ingress Gateway.

The Secret(s) can be under same namespace where OCNRF is getting deployed
(recommended) or # Operator can choose to use different namespaces for different
secret(s). If all the Secret(s) are under same namespace as OCNRF, then Kubernetes
Role can be binded with the given ServiceAccount. Otherwise ClusterRole needs to be
binded with the given ServiceAccount. The Role/ClusterRole needs to be created with
resources: (services, configmaps, pods, secrets, endpoints) and (verbs: get, watch,
list). Refer to Creating Service Account, Role and Role bindings for more details.

DB Tier Requirement

DB Tier must be up and running. In case of geo-redundant deployments, replication
between geo-redundant DB Tier must be configured. Refer to DB Tier section in
OCCNE installation guide.

Installation Sequence

This section explains the tasks to be performed for installing OCNRF.

OCNREF pre-deployment configuration

ORACLE

Following are the pre-deployment configuration procedures:

1. Creating OCNRF namespace

< Note:

This is a mandatory procedure, execute this before proceeding any
further. The namespace created/verified in this procedure is an input for
next procedures.

2. Creating Service Account, Role and Role bindings

" Note:

This procedure is a sample. In case the service account with role
and role-bindings is already configured or the user has any in-house
procedure to create service account, skip this procedure. In case
deployment is with ASM, then Configuring OCNRF with ASM for all
details and skip this procedure.

3. Configuring MySql database and user

4. Configuring Kubernetes Secret for Accessing OCNRF Database
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5. Configuring secrets for enabling HTTPS

6. Configuring Secret for Enabling AccessToken Service

Creating OCNRF namespace

This section explains how the user can verify if the required namespace is available in
the system or not.

Procedure

1. Verify required namespace already exists in system:

$ kubect| get namespaces

2. In the output of the above command, check if required namespace is available. If
not available, create the namespace using following command:

# Note:

This is an optional step. In case required namespace already exists, skip
this procedure.

$ kubect| create nanespace <required namespace>

For example:-

$ kubect| create nanespace ocnrf

Creating Service Account, Role and Role bindings

ORACLE

This section explains how user can create service account, required role and role
bindings resources. The Secret(s) can be under same namespace where OCNRF is
getting deployed (recommended) or operator can choose to use different namespaces
for different secret(s). If all the Secret(s) are under same namespace as OCNRF, then
Kubernetes Role can be binded with the given ServiceAccount. Otherwise ClusterRole
needs to be binded with the given ServiceAccount.

Sample template for the resources is as follows and add sample template content to
resource input yaml file.

Example file name: ocnrf-resource-template.yaml

Example command for creating the resources

kubectl -n <ocnrf-namespace> create -f ocnrf-resource-tenplate.yan

Sample template to create the resources
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< Note:

Update <helm-release> and <namespace> with respective OCNRF
namespace and planned OCNRF helm release name in the place holders.

## Sanple tenplate start#

api Version: vl

ki nd: Servi ceAccount

net adat a:
nanme: <hel mrel ease>-ocnrf-serviceaccount
namespace: <nanmespace>

api Version: rbac. aut hori zation. k8s.io/vl
kind: Role
net adat a:
nane: <helmrel ease>ocnrf-role
namespace: <nanmespace>
rul es
- api G oups:
- """ #"" indicates the core APl group
resour ces
- services
- configmaps
- pods
- secrets
- endpoints
verbs:
- get
- watch
- list

api Version: rbac. authorization. k8s.io/vlbetal
ki nd: Rol eBi ndi ng
met adat a:
nane: <hel mrel ease>-ocnrf-rol ebi nding
namespace: <nanespace>

rol eRef:
api Goup: rbac.authorization.k8s.io
kind: Role
nane: <helmrel ease>ocnrf-role
subj ect s:

- kind: ServiceAccount
name: <hel mrel ease>-ocnrf-serviceaccount
namespace: <nanmespace>

## Sanple tenplate end#

Configuring MySql database and user

This section explains how database administrator can create the databases and users
for OCNRF network function.

ORACLE 2-6



ORACLE

Chapter 2
Installation Sequence

< Note:

1. Procedure can be different for geo-redundant OCNRF sites and
standalone OCNRF site.

2. Before executing the below procedure for Geo-Redundant sites, ensure
that the DB-Tier for Geo-Redundant sites are already up and replication
channels are enabled.

3.  While performing Fresh Installation, in case OCNRF release is already
deployed, purge the deployment, remove databases, users used for
previous deployment. Refer to Uninstalling OCNRF for uninstallation
procedure.

Procedure for Geo-Redundant OCNREF sites

1.

Login to the machine where ssh keys are stored and which has permission to
access the SQL nodes of NDB cluster.

Connect to the SQL nodes.

Login to the MySQL prompt using root permission or user, which has permission
to create users with conditions as mentioned below. For example: nysgl -h
127.0.0.1 -uroot -p

¢ Note:

This command may vary from system to system, path for MySQL binary,
root user and root password. After executing this command, user need to
enter the password specific to the user mentioned in the command.

Check if the OCNRF database user already exists. If the user does not exists,
create a database user.

Below steps covers the creation of two types of OCNRF database users. Different
users has different set of permissions.

a. OCNREF privileged user: This user has complete set of permissions. This user
can perform create, alter, drop operations on tables to perform install/upgrade/
rollback or delete operations.

b. OCNRF application user: This user has less set of permissions and will be
used by OCNRF application during service operations handling. This user can
insert, update, get, remove the records. This user cannot create, alter and
drop the database as wells as tables

$ SELECT User FROM nysql . user;

In case, user already exists, move to next step. Else, create OCNRF user as
follows:

e Create new ocnrf privileged user:
$ CREATE USER ' <OCNRF Privil eged-User Nane> @% | DENTI FI ED BY
' <OCNRF Privil eged- User Password>';

2-7



ORACLE

Chapter 2
Installation Sequence

Example:

$ CREATE USER 'nrfPrivilegedUsr' @% | DENTIFIED BY
“nrfPrivil egedPasswd'

Create new ocnrf application user:

$ CREATE USER ' <OCNRF APPLI CATI ON User Name>' @ % | DENTI FI ED BY
' <OCNRF APPLI CATI ON User Password>';

Example:

$ CREATE USER 'nrfApplicationUsr' @% |DENTIFIED BY
"nrfApplicationPasswd'

# Note:

Both users must be created on all the SQL Nodes on all the sites.

Check if the OCNRF database already exists. If the database does not exists,
create databases for OCNRF network function:
Execute the following command to check if database exists:

$ show dat abases;

In case database already exists, then move to next step. Else, perform the
following steps.

For OCNRF application, two types of databases are required:

a.

OCNREF application database: This database consists of tables used by
application to perform functionality of NRF network function.

OCNRF network database: This database consists of tables used by OCNRF
to store per the network details like system details and database backups.

Create database for OCNRF application:

$ CREATE DATABASE | F NOT EXI STS <OCNRF Application Database>
CHARACTER SET ut f 8;

Example:

$ CREATE DATABASE | F NOT EXI STS nrfApplicati onDB CHARACTER SET
utf8;

Create database for OCNRF network database:

$ CREATE DATABASE | F NOT EXI STS <OCNRF networ k dat abase>
CHARACTER SET utf 8;
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Example:

$ CREATE DATABASE | F NOT EXI STS nrf Net wor kDB CHARACTER SET utf8;

" Note:

OCNRF application and network database must be created on any
one of SQL node on any one of the OCNREF site.

Grant permission to users on the OCNRF database created:

< Note:

This step must be executed on all the SQL nodes on all the OCNRF
Geo-Redundant sites.

$ GRANT SELECT, | NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON <OCNRF Application
Dat abase>.* TO ' <OCNRF Privil eged- User Name>' @ % ;

Example:

$ GRANT SELECT, | NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON nrf ApplicationDB. *
TO "nrfPrivilegedUsr' @% ;

Grant permission to OCNRF privileged user on OCNRF network database:

$ GRANT SELECT, | NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON <OCNRF network
dat abase>.* TO ' <OCNRF Privil eged- User Nane>' @ % ;

Example:

$ CGRANT SELECT, | NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON nrf NetworkDB.* TO
"nrfPrivilegedUsr' @% ;

Grant permission to OCNRF application user on OCNRF application database:
$ GRANT SELECT, |NSERT, LOCK TABLES, DELETE, UPDATE, EXECUTE

ON <OCNRF Application Database> * TO ' <OCNRF APPLI CATI ON User
Nane>' @ % ;

Example:

$ GRANT SELECT, |NSERT, LOCK TABLES, DELETE, UPDATE, EXECUTE ON
nrfApplicationDB.* TO 'nrfApplicationUsr' @%;
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f. Grant read permission to OCNRF application user for replication_info:

$ GRANT SELECT ON replication_info.* TO ' <OCNRF APPLI CATI ON User
Nanme>' @ % ;

Example:

$ GRANT SELECT ON replication_info.* TO 'nrfApplicationusr' @% ;
g. Apply the grants using following command:

FLUSH PRI VI LECES;

Execute the command, show grants for <username>, to confirm that users has
all of the required permissions

Exit from database and logout from MYSQL nodes.

Procedure for standalone OCNREF site

1.

Login to the machine where ssh keys are stored and which has permission to
access the SQL nodes of NDB cluster.

Connect to the SQL nodes.

Login to the MySQL prompt using root permission or user, which has permission
to create users with conditions as mentioned below. For example: nysgl -h
127.0.0.1 -uroot -p

< Note:

This command may vary from system to system, path for mysqgl binary,
root user and root password. After executing this command, user need to
enter the password specific to the user mentioned in the command.

Check if OCNRF network function user already exists. If the user does not exists,
create an OCNRF network function user.

Below steps covers the creation of two types of OCNRF users. Different users has
different set of permissions.

a. OCNREF privileged user: This user has complete set of permissions. This user
can perform create, alter, drop operations on tables to perform install/upgrade/
rollback or delete operations.

b. OCNRF application user: This user has less set of permissions and will be
used by OCNRF application during service operations handling. This user can
insert, update, get, remove the records. This user can't create, alter and drop
the database as wells as tables.

$ SELECT User FROM nysql . user;

In case, user already exists, move to next step. Else, create new following OCNRF
user:
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Create new OCNRF application user:

$ CREATE USER ' <OCNRF APPLI CATI ON User Name>' @ % | DENTI FI ED BY
' <OCNRF APPLI CATI ON Passwor d>' ;

Example:

$ CREATE USER 'nrfApplicationUsr' @9% | DENTI FI ED BY
"nrfApplicationPasswd'

Create new OCNRF privileged user:

$ CREATE USER ' <OCNRF Privil eged- User Name>' @ % | DENTI FI ED BY
" <OCNRF Privil eged- User Password>';

Example:

$ CREATE USER 'nrfPrivilegedUsr' @% | DENTIFIED BY
“nrfPrivil egedPasswd'

" Note:

Both users must be created on all the SQL Nodes for all the sites.

Check if OCNRF network function databases already exists. If not exists, create
databases for OCNRF network function:
Execute the following command to check if database exists:

$ show dat abases;

Check if required database is already in list. In case the database already exists,
then move to next step. Else, perform the following steps.

For OCNRF application, two types of databases are required:

a.

OCNRF application database: This database consists of tables used by
application to perform functionality of NRF network function.

OCNRF network database: This database consists of tables used by OCNRF
to store per OCNRF network details like system details and database
backups.

Create database for OCNRF application:

$ CREATE DATABASE | F NOT EXI STS <OCNRF Application Database>
CHARACTER SET utf 8;

Example:

$ CREATE DATABASE | F NOT EXI STS nrf Applicati onDB CHARACTER SET
utf8;
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b. Create database for OCNRF network:

$ CREATE DATABASE | F NOT EXI STS <OCNRF net wor k dat abase>
CHARACTER SET utf 8;

Example:
$ CREATE DATABASE | F NOT EXI STS nrf Net wor kDB CHARACTER SET utf8;

6. Grant permissions to users on the databases:

< Note:

This step must be executed on all the SQL nodes on each OCNRF
standalone site.

a. Grant permission to OCNRF privileged user on OCNRF application database:

$ GRANT SELECT, | NSERT, CREATE, ALTER DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON <OCNRF Application
Dat abase>.* TO ' <OCNRF Privil eged- User Name>' @ % ;

Example:
$ GRANT SELECT, |INSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON nrfApplicationDB. *
TO "nrfPrivilegedUsr' @% ;

b. Grant permission to OCNRF privileged user on OCNRF network database:

$ GRANT SELECT, INSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON <OCNRF net work
dat abase>.* TO ' <OCNRF Privil eged- User Nane>' @ % ;

Example:
$ GRANT SELECT, |NSERT, CREATE, ALTER DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE ON nrf NetworkDB.* TO
"nrfPrivilegedUsr' @% ;

c. Grant permission to OCNRF application user on OCNRF application database:
$ CGRANT SELECT, INSERT, LOCK TABLES, DELETE, UPDATE, EXECUTE

ON <OCNRF Application Database>. * TO ' <OCNRF APPLI CATI ON User
Name>' @ % ;
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Example:

$ CGRANT SELECT, INSERT, LOCK TABLES, DELETE, UPDATE, EXECUTE ON
nrfApplicationDB.* TO 'nrfApplicationUsr' @% ;

d. Grant read permission to OCNRF application user for replication_info:

$ GRANT SELECT ON replication_info.* TO ' <OCNRF APPLI CATI ON User
Nane>' @ % ;

Example:
$ GRANT SELECT ON replication_info.* TO 'nrfApplicationusr' @%;
7. Apply the grants using following command:
FLUSH PRI VI LECES;

8. Exit from MySQL prompt and SQL nodes.

Configuring Kubernetes Secret for Accessing OCNRF Database

This section explains the steps to configure kubernetes secrets for accessing the
OCNRF database created in the above section. This procedure must be executed
before deploying OCNRF.

Kubernetes Secret Creation for OCNRF Privileged Database User

ORACLE

This section explains the steps to create kubernetes secrets for accessing OCNRF
database and privileged user details created by database administrator in above
section. This section must be execute before deploying OCNRF.

Create kubernetes secret for privileged user as follows:

1. Create kubernetes secret for MySQL:
$ kubect| create secret generic <privileged user secret name> --
fromliteral =dbUser name=<OCNRF Privil eged Mysql database usernanme>
--fromliteral =dbPasswor d=<OCNRF Privileged Mysgl User database
passsword> --fromliteral =appDbName=<OCNRF Mysql dat abase nane>

--fromliteral =net wor kScopedDboName=<OCNRF Mysql Network dat abase
name> -n <Namespace of OCNRF depl oynent >

" Note:

Note down the command used during the creation of kubernetes secret,
this command is used for updates in future.

Example:

$ kubect| create secret generic
privilegeduser-secret --fromliteral =dbUsername=nrfPrivilegedUsr
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--fromliteral =dbPassword=nrfPrivil egedPasswd - -
fromliteral =appDoNane=nrf ApplicationDb --from
I'i teral =net wor kScopedDbName=nr f Net wor kDB -n ocnrf

Verify the secret created using above command:

$ kubect| describe secret <database secret nane> -n <Nanespace of
OCNRF depl oynent >

Example:

$ kubect| describe secret privilegeduser-secret -n ocnrf

Kubernetes Secret Update for OCNRF Privileged Database User

This section describes the steps to update the secrets. Update Kubernetes secret for
privileged user as follows:

1.

Copy the exact command used in Kubernetes Secret Creation for OCNRF
Privileged Database User section during creation of secret:

$ kubect| create secret generic <privileged user secret

name> --fromliteral =dbUser nane=<OCNRF Privil eged Mysql database
username> --fromliteral =dbPasswor d=<OCNRF Privileged Msql

dat abase password> --fromliteral =appDoName=<OCNRF Mysqgl dat abase
nanme> --fromliteral =net wor kScopedDbNane=<OCNRF Mysql Network

dat abase name> -n <Namespace of OCNRF depl oynent >

Update the same command with string "--dry-run -o yaml" and "kubectl replace -f -
-n <Namespace of MYSQL secret>". After update, the command will be as follows:

$ kubect| create secret generic <privileged user secret

nane> --fromliteral =dbUser nane=<OCNRF Privil eged Mysql database
username> --fromliteral =dbPasswor d=<OCNRF Privil eged Mysql

dat abase password> --fromliteral =appDbNane=<OCNRF Mysql dat abase
name> --fromliteral =net wor kScopedDbName=<OCNRF Mysql Net wor k

dat abase name> --dry-run -0 yam -n <Nanespace of OCNRF depl oynment >
| kubectl replace -f - -n <Namespace of OCNRF depl oynent >

Execute the updated command. The following message is displayed:

secret/<dat abase secret name> repl aced

Kubernetes Secret Creation for OCNRF Application Database User

ORACLE

This section explains the steps to create secrets for accessing and configuring
application database user created in above section. This section must be execute
before deploying OCNRF.

Create kubernetes secret for OCNRF application database user for configuring
records is as follows:
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Create kubernetes secret for OCNRF application database user:

$ kubect| create secret generic <appuser-secret name> --
fromliteral =dbUser name=<OCNRF APPLI CATI ON User Name> --from
I'iteral =dbPasswor d=<Password for OCNRF APPL| CATI ON User> --from
|'iteral =appDoName=<OCNRF Appl i cation Database> -n <Nanespace of
CCNRF depl oynment >

" Note:

Note down the command used during the creation of kubernetes secret,
this command will be used for updates in future.

Example:

$ kubect| create secret generic

appuser-secret --fromliteral =dbUser name=nrf Appl i cati onUsr
--fromliteral =dbPasswor d=nrf Appl i cati onPasswd --from
I'iteral =appDbName=nrf ApplicationDB -n ocnrf

Verify the secret creation:

$ kubect| describe secret <appuser-secret name> -n <Namespace of
OCNRF depl oynent >

Example:

$ kubect| describe secret appuser-secret -n ocnrf

Kubernetes Secret Update for OCNRF Application Database User

ORACLE

This section explains how to update the kubernetes secret.

1.

Copy the exact command used in above section during creation of secret:

$ kubect| create secret generic <appuser-secret name> --
fromliteral =dbUser nane=<OCNRF APPL| CATI ON User Name> --from
I'iteral =dbPasswor d=<Password for OCNRF APPLI CATION User> --from
|'i teral =appDoName=<OCNRF Appl i cation Dat abase> -n <Nanespace of
OCNRF depl oynent >

Update the same command with string "--dry-run -o yaml" and "kubectl replace -f -
-n <Namespace of MYSQL secret>". After update, the command will be as follows:

$ kubect| create secret generic <database secret nane>
--fromliteral =dbUser name=<OCNRF APPLI CATI ON User Name> --from
l'iteral =dbPasswor d=<Password for OCNRF APPLI CATI ON User> --from
|'i teral =appDbName=<OCNRF Appl i cation Database> --dry-run -o yam
-n <Namespace of OCNRF depl oyment> | kubect! replace -f - -n
<Nanespace of OCNRF depl oyment >
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3. Execute the updated command. The following message is displayed:

secret/<dat abase secret name> repl aced

Configuring secrets for enabling HTTPS

ORACLE

Creation of secrets for enabling HTTPS in OCNRF Ingress gateway

This section explains the steps to configure secrets for enabling HTTPS in ingress and
egress gateways. This section must be executed before enabling HTTPS in OCNRF
Ingress/Egress gateway.

# Note:

The passwords for TrustStore and KeyStore are stored in respective
password files mentioned below.

To create kubernetes secret for HTTPS, following files are required:

» ECDSA private key and CA signed certificate of OCNRF (if initialAlgorithm is
ES256)

* RSA private key and CA signed certificate of OCNREF (if initialAlgorithm is RS256)
e TrustStore password file

* KeyStore password file

¢ Note:

Creation process for private keys, certificates and passwords is on discretion
of user/operator.

1. Execute the following command to create secret:

$ kubect| create secret generic

<oci ngress-secret-name> --fromfile=<ssl _ecdsa private_key. pemr
--fromfile=<rsa_private_key_pkcsl.pen> --from

file=<ssl truststore.txt> --fromfile=<ssl _keystore.txt> --from
file=<caroot.cer> --fromfile=<ssl _rsa certificate.crt> --from
file=<ssl _ecdsa certificate.crt> -n <Namespace of OCNRF depl oyment >

" Note:

Note down the command used during the creation of kubernetes secret,
this command will be used for updates in future.
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Example: The names used below are same as provided in custom_values.yaml in
OCNRF deployment.

$ kubect| create secret generic

oci ngress-secret --fromfile=ssl_ecdsa_private_key.pem--from
file=rsa_private_key pkcsl.pem--fromfile=ssl_truststore.txt
--fromfile=ssl_keystore.txt --fromfile=caroot.cer --from

file=ssl _rsa_certificate.crt --fromfile=ssl_ecdsa_certificate.crt -
n ocnrf

Verify the secret created using the following command:

$ kubect| describe secret <ocingress-secret-nanme> -n <Namespace of
COCNRF depl oynent >

Example:

$ kubect| describe secret ocingress-secret -n ocnrf

Update the secrets for enabling HTTPS in OCNRF Ingress gateway

This section explains how to update the secret with updated details.

1.
2.

Copy the exact command used in above section during creation of secret.

Update the same command with string "--dry-run -o yaml" and "kubectl replace -f -
-n <Namespace of OCNRF deployment>".

Create secret command will look like:

$ kubect| create secret generic

<oci ngress-secret-name> --fromfile=<ssl _ecdsa private_key. pemr
--fromfile=<rsa_private key pkcsl.penm --from

file=<ssl truststore.txt> --fromfile=<ssl _keystore.txt> --from
file=<caroot.cer> --fromfile=<ssl _rsa certificate.crt> --from
file=<ssl ecdsa certificate.crt> --dry-run -o yam -n <Nanespace of
OCNRF depl oyment > | kubect! replace -f - -n <Namespace of OCNRF
depl oyment >

Example:-

The names used below are same as provided in custom_values.yaml in OCNRF
deployment:

$ kubect| create secret generic

oci ngress-secret --fromfile=ssl_ecdsa_private_key.pem--from
file=rsa_private_key pkcsl.pem--fromfile=ssl_truststore.txt
--fromfile=ssl_keystore.txt --fromfile=caroot.cer --from
file=ssl rsa certificate.crt --fromfile=ssl _ecdsa certificate.crt
--dry-run -o yam -n ocnrf | kubectl replace -f - -n ocnrf

Execute the updated command.

2-17



ORACLE

5.

Chapter 2
Installation Sequence

After successful secret update, the following message is displayed:

secret/<oci ngress-secret> repl aced

Creation of secrets for enabling HTTPS in OCNRF Egress gateway

This section explains the steps to create secret for HTTPS related details. This section
must be executed before enabling HTTPS in OCNRF Egress gateway.

" Note:

The passwords for TrustStore and KeyStore are stored in respective
password files mentioned below.

To create kubernetes secret for HTTPS, following files are required:

ECDSA private key and CA signed certificate of OCNRF (if initialAlgorithm is
ES256)

RSA private key and CA signed certificate of OCNRF (if initialAlgorithm is RS256)
TrustStore password file

KeyStore password file

# Note:

Creation process for private keys, certificates and passwords is on discretion
of user/operator.

Execute the following command to create secret.

$ kubect| create secret generic <ocegress-

secret-name> --fromfile=<ss|l _ecdsa_private_key.penr --from
file=<ssl rsa private_key.pem> --fromfile=<ssl truststore.txt>
--fromfile=<ssl _keystore.txt> --fromfile=<ssl_cabundle.crt>
--fromfile=<ssl rsa certificate.crt> --from

file=<ssl ecdsa certificate.crt> -n <Nanespace of OCNRF depl oyrment >

# Note:

Note down the command used during the creation of kubernetes secret,
this command will be used for updates in future.

Example: The names used below are same as provided in custom_values.yaml in
OCNRF deployment.

$ kubect| create secret generic ocegress-secret --from

file=ssl _ecdsa_private key.pem--fromfile=ssl rsa_private_key.pem
--fromfile=ssl truststore.txt --fromfile=ssl _keystore.txt --from
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file=ssl _cabundle.crt --fromfile=ssl rsa certificate.crt --from
file=ssl _ecdsa certificate.crt -n ocnrf

2. Command to verify secret created:

$ kubect| describe secret <ocegress-secret-nane> -n <Namespace of
OCNRF depl oynent >

Example:

$ kubect| describe secret ocegress-secret -n ocnrf

Update the secrets for enabling HTTPS in OCNRF Egress gateway
This section explains how to update the secret with updated details.

1. Copy the exact command used in above section during creation of secret:

2. Update the same command with string "--dry-run -o yaml" and "kubectl replace -f -
-n <Namespace of OCNRF deployment>".

3. Create secret command will look like:

kubect| create secret generic <ocegress-

secret-name> --fromfile=<ss|l _ecdsa_private_key.penr --from
file=<ssl _rsa_private_key.pen> --fromfile=<ss|l _truststore.txt>
--fromfile=<ssl _keystore.txt> --fromfile=<ssl_cabundle.crt>
--fromfile=<ssl _rsa_ certificate.crt> --from

file=<ssl ecdsa certificate.crt> --dry-run -o yam -n <Namespace of
OCNRF Egress Gateway secret> | kubectl replace -f - -n <Namespace
of OCNRF depl oynent >

Example:

The names used below are same as provided in custom_values.yaml in OCNRF
deployment:

$ kubect| create secret generic

egress-secret --fromfile=ssl_ecdsa private key.pem--from
file=rsa_ private_key pkcsl.pem--fromfile=ssl _truststore.txt
--fromfile=ssl _keystore.txt --fromfile=caroot.cer --from
file=ssl rsa certificate.crt --fromfile=ssl _ecdsa certificate.crt
--dry-run -o yam -n ocnrf | kubectl replace -f - -n ocnrf

4. Execute the updated command.

5. After successful secret update, the following message is displayed:

secret/<ocegress-secret> repl aced
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Configuring Secret for Enabling AccessToken Service
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Access Token secret creation

This section explains the steps to create secret for AccessToken service of OCNRF.
This section must be executed before enabling Access Token in OCNRF.

¢ Note:

The password for KeyStore is stored in respective password file mentioned
below.

To create kubernetes secret for AccessToken, following files are required:

ECDSA private key and CA signed certificate of OCNRF (if initialAlgorithm is
ES256)

RSA private key and CA signed certificate of OCNRF (if initialAlgorithm is RS256)

KeyStore password file: This file contains a password which is used to protect
the PrivateKeys/Certificates that will get loaded into the application in-memory
(KeyStore).

For example:echo qwer poi u > keystore_password. t xt

where qwer poi u is the password and keyst ore_passwor d. t xt is the target file
which is provided as input to the AccessToken secret.

# Note:

Creation process for private keys, certificates and passwords is on discretion
of user/operator.

Execute the following command to create secret. The names used below are
same as provided in custom values.yaml in OCNRF deployment:

kubect| create secret generic <ocnrfaccesstoken-secret> --from
file=<ecdsa_private_key.penr --fromfile=<rsa_private_key.penp --
fromfile=<keystore password.txt> --fromfile=<rsa_certificate.crt>
--fromfile=<ecdsa_certificate.crt> -n <Namespace of OCNRF

depl oynent >

" Note:

Note down the command used during the creation of kubernetes secret,
this command will be used for updates in future.
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Example:

$ kubect| create secret generic ocnrfaccesstoken-secret --from
file=ecdsa_private_key.pem--fromfile=rsa_private_key.pem--from
file=keystore_password.txt --fromfile=rsa_certificate.crt --from
file=ecdsa certificate.crt -n ocnrf

2. Execute the following command to verify secret created:

$ kubect| describe secret <ocnrfaccesstoken-secret-name> -n
<Namespace of OCNRF depl oynent >

Example:

$ kubect| describe secret ocnrfaccesstoken-secret -n ocnrf

Access Token secret update

This section explains how to update the access token secret with updated details.
1. Copy the exact command used in above section during creation of secret.

2. Update the same command with string "--dry-run -o yaml" and "kubectl replace -f -
-n <Namespace of OCNRF deployment>".

3. Create secret command will look like:

kubect| create secret generic <ocnrfaccesstoken-secret> --from
file=<ecdsa_private_key.penr --fromfile=<rsa_private_key.pen> --
fromfil e=<keystore_password.txt> --fromfile=<rsa_certificate.crt>
--fromfile=<ecdsa_certificate.crt> --dry-run -o yam -n <Nanespace
of OCNRF depl oyment> | kubect| replace -f - -n <Nanmespace of OCNRF
depl oyment >

Example:-

The names used below are same as provided in custom_values.yaml in OCNRF
deployment:

$ kubect| create secret generic ocnrfaccesstoken-secret --from
file=ecdsa private key.pem--fromfile=rsa private_key.pem--from
file=keystore password.txt --fromfile=rsa certificate.crt --from
file=ecdsa_certificate.crt --dry-run -0 yam -n ocnrf | kubectl
replace -f - -n ocnrf

4. Execute the updated command.

5. After successful secret update, the following message is displayed:

secret/<ocnrfaccesst oken-secret> repl aced
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OCNRF Access Token Service Usage Details

ORACLE

OCNREF implements Nnrf_AccessToken service (used for OAuth2 authorization), along
with the "Client Credentials" authorization grant. It exposes a "Token Endpoint” where
the Access Token Request service can be requested by NF Service Consumers.

The Nnrf_AccessToken service operation is defined as follows:

Access Token Request (i.e. Nnrf_AccessToken_Get)

" Note:

This procedure is specific to OCNRF Access Token service operation.
OCNREF general configurations, database and database specific secret
creation are not part of this procedure.

Procedure to use OCNRF Access Token Service Operation

This procedure provides step by step details which are needed to use 3GPP defined
Access Token Service Operation supported by OCNRF.

1.

Create OCNREF private key and public certificate

This step explains need to create the OCNRF private keys and public certificates.
Private key are used by OCNRF NF to sign the Access Token generated. It shall
be available only with OCNRF. Public certificates are used by producer NFs to
validate the access token generated by OCNRF. So, public certificates shall be
available with producer network functions. Two types of signing algorithms are
supported by OCNRF. For both types different keys and certificates required to be
generated:

» ES256: ECDSA digital signature with SHA-256 hash algorithm
* RS256: RSA digital signature with SHA-256 hash algorithm

Any one/both of algorithm files can be generated depending upon usage of hash
algorithms. One algorithm depending upon configuration at OCNRF will decide
which key will used to sign the Access Token.

# Note:

Creation process for private keys, certificates and passwords is on
discretion of user/operator.

Sample keys and certificates:
After execution of this step, there will be private keys and public certificates of
OCNREF (generated files depends upon algorithms chosen by operator/user).

For example:
ES256 based keys and certificates:
* ecdsa_private_key.pem

e ecdsa_certificate.crt
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RS256 based keys and certificates:
* rsa_private_key.pem
* rsa_certificate.crt

2. Password to keep safely the generated keys and certificate inside OCNRF
container
This step explains the create password that is used to keep safely the generated
keys and certificate inside OCNRF container.

Sample step to create:

echo qwerpoiu > keystore password.txt

where, gwer poi u is the password and keyst ore_passwor d. t xt is the target
password file

¢ Note:

This file is provided in Kubernetes secret.

After execution of this step, file will be available with password.
For example: keyst ore_passwor d. t xt

3. Name space creation for Secrets
This step explains the need for creating kubernetes namespace in which
kubernetes secrets will be created for OCNRF private keys, OCNRF public
certificate and keystore password. Refer to Creating OCNRF Namespace section.

" Note:

- Different namespaces or same namespace can be used for OCNRF
private keys, OCNRF public certificate and keystore password.

«  Namespace(s) shall have RBAC resources defined with required
privileges.

e It can be same namespace as for OCNRF.

« Namespace will be available in which required secrets can be
created in next steps

4. Secret creation for OCNRF private keys, OCNRF public certificate and
keystore password
This step explain commands to create the kubernetes secret(s) in which OCNRF
private keys, OCNRF public certificate and keystore password can be kept safely.
Refer to Configuring Kubernetes Secret for Accessing OCNRF Database section.
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< Note:

Single secret can be created for OCNRF private keys, OCNRF public
certificate and keystore password. Sample command is provided in steps
to create single secret. In case, there is need to create separate secret
for each entity, then same command can be used.

5. Configure OCNRF custom_values.yaml with outcome details of Steps 1 to 4
This step explains customize the OCNRF custom_values.yaml to use the OCNRF
private keys, OCNRF public certificate, keystore password file, secrets, and
secret namespace. Refer to Configuring Secret for Enabling AccessToken Service
section.

Key Attributes in OCNRF custom_values.yaml:

Installation Tasks

nfaccesstoken.oauth.nrfinstanceld - OCNRF's NF Instance ID that will be used
for signing AccessTokenClaim.

nfaccesstoken.oauth.initialAlgorithm - Signing algorithm which will be used by
Access Token microservice. This is default value.

NF Access Token OCNRF Private Key Details

a.
b.

C.

k8SecretName - K8 Secret Name for OCNRF Access Token Private key
k8NameSpace - Namespace for OCNRF Access Token Private key Secret

rsa.filename - Key File name which is OCNRF Access Token Private Key
for RSA algorithm

ecdsa.filename - Key File name which is OCNRF Access Token Private
Key for ECDSA algorithm

NF Access Token OCNRF Public Certificate Details

a.

k8SecretName - K8 Secret Name for OCNRF Access Token Public
Certificate

k8NameSpace - Namespace for OCNRF Access Token Public Certificate
Secret

rsa.filename - Key File name which is OCNRF Access Token Public
Certificate for RSA algorithm

ecdsa.filename - Key File name which is OCNRF Access Token Public
Certificate for ECDSA algorithm

NF Access Token Key Store Password Details

a.

k8SecretName - K8 Secret Name for OCNRF Access Token Key Store
Password

k8NameSpace - Namespace for OCNRF Access Token Key Store
password Secret

filename - KeyStore password file

This section describes the tasks that the user must follow for installing OCNRF.

ORACLE
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Download OCNRF package

Following is the procedure to download the release package from MOS:
1. Login to MOS using the appropriate login credentials.

2. Select Product & Updates tab.

3. In Patch Search console, select Product or Family (Advanced) tab.
4

Enter Oracle Communications Cloud Native Core - 5G in Product field and select
the product from the Product drop-down.

o

Select Oracle Communications Cloud Native Core Network Repository Function
<release_number> in Release field.

Click Search. The Patch Advanced Search Results list appears.
Select the required patch from the list. The Patch Details window appears.

Click on Download. File Download window appears.

© ®» N 9

Click on the <p******** <release_number>_Tekelec>.zip file.

10. Extract the release package zip file to download the network function patch to the
system where network function must be installed.

Configuring OCNRF to support ASM

OCNRF leverages the Istio or Envoy service mesh (Aspen Service Mesh) for all
internal and external communication. The service mesh integration provides inter-NF
communication and allows API gateway co-working with service mesh. The service
mesh integration supports the services by deploying a special sidecar proxy in the
environment to intercept all network communication between microservices.

Supported ASM version: 1.5.7-am3

For ASM installation and configuration, refer to Official Aspen Service Mesh website
for details.

Pre-deployment configurations

ORACLE

This sections explains the pre-deployment configuration procedure to install OCNRF
with ASM support.

Follow the procedure as mentioned below:

1. Steps for creating OCNRF namespace

a. Verify required namespace already exists in system:
$ kubect| get namespaces

b. Inthe output of the above command, check if required namespace is
available. If not available, create the namespace using following command:

$ kubect| create nanespace <ocnrf nanmespace>
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Example:

$ kubect| create nanespace ocnrf

2. Steps to set the connectivity to database (DB) service
a. For VM based DB deployment

i. Create a Headless service for DB connectivity in OCNRF namespace:

$ kubect! apply -f db-connectivity.yan

Sample db-connectivity.yaml file:

# db-connectivity.yan
api Version: vl
ki nd: Endpoints
met adat a:
nane: ocnrf-db-connectivity-service-headl ess
namespace: <db-namespace>
subset s:
- addresses
- ip: <10.75.203.49> # | P Endpoint of DB service.
ports:
- port: 3306
protocol: TCP
api Version: vl
kind: Service
met adat a:
nane: ocnrf-db-connectivity-service-headl ess
namespace: <db-namespace>

spec
clusterlP: None
ports:
- port: 3306
protocol: TCP

targetPort: 3306
sessionAffinity: None
type: CusterlP
api Version: vl
kind: Service
met adat a:
nane: ocnrf-db-connectivity-service
namespace: <ocnrf-nanespace>
spec
ext ernal Nane: ocnrf-db-connectivity-service-headl ess. <db-
namespace>. svc. <domai n>
sessionAffinity: None
type: External Name
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Create ServiceEntry and DestinationRule for DB connectivity service:

$ kubect! apply -f db-se-dr.yan

Sample db-se-dr.yaml file:

api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a:
name: ocnrf-db-external -se
namespace: <ocnrf-nanespace>
spec:
export To:
host s:
- ocnrf-db-connectivity-service-headl ess. <db-
nanespace>. svc. <domai n>

ports:
- nunber: 3306
nane: nysql

protocol : MySQ
| ocation: MESH EXTERNAL

resol ution: NONE
api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a:

name: ocnrf-db-external -dr

namespace: <ocnrf-nanespace>
spec:

export To:

host: ocnrf-db-connectivity-service-headl ess. <db-
nanespace>. svc. <domai n>

trafficPolicy:

tls:
mode: Dl SABLE

For KubeVirt based DB deployment

DB connectivity headless service is not required for KubeVirt based
deployment as DB service may be exposed as K8S service. OCNRF can
use K8S service FQDN to connect to DB service.

Create a DestinationRule with DB FQDN to disable mTLS:

$ kubect!l apply -f db-dr.yan

Sample db-dr.yaml file:

api Version: networking.istio.io/vlal pha3
kind: DestinationRule
net adat a:

nanme: ocnrf-db-service-dr

namespace: <ocnrf-nanespace>
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spec:
export To:
host: <db-servi ce-fqdn>. <db- namespace>. svc. <domai n>
trafficPolicy:
tls:
mode: DI SABLE

Configure access to Kubernetes API service
Create a service entry in pod networking so that pods can access kubernetes
api-server:

$ kubect! apply -f kube-api-se.yam

Sample kube-api-se.yaml file:

# kube-api - se. yan
api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a
nane: kube- api-server
namespace: <ocnrf-nanespace>
spec
host s:
- kubernetes. defaul t.svc. <domai n>
export To:
addr esses
- <10.96.0.1> # cluster |IP of kubernetes api server
| ocation: MESH | NTERNAL
ports:
- nunber: 443
nane: https
protocol : HTTPS
resol ution: NONE

Deploying OCNRF with ASM

ORACLE

1.

Namespace label for auto sidecar injection

Create namespace label for auto sidecar injection to automatically add the
sidecars in all of the pods spawned in OCNRF namespace:

$ kubect| Iabel ns <ocnrf-nanespace> istio-injection=enabl ed

Creating Service Account, Role and Role bindings

Create a Service Account for OCNRF and a role with appropriate security policies
for sidecar proxies to work refer to sample sa-role-rolebinding.yaml file:

$ kubect! apply -f sa-role-rol ebinding. yan
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Sample sa-role-rolebinding.yaml file:

api Version: vl
ki nd: Servi ceAccount
met adat a:
nane: "ocnrf-service-account”
nanespace: "ocnrf"
| abel s:
app. kuber net es. i o/ conponent : i nternal
annot ati ons
sidecar.istio.io/inject: "fal se"
“certificate.aspenmesh.io/custonfFields": '{ "SAN': { "DNS":
[ "ocnrf.3gpp.oracle.cont ] } }'

api Version: rbac. authori zation. k8s.io/vl
kind: Role
met adat a:
nane: "ocnrf-role"
nanespace: "ocnrf"
| abel s:
app. kuber net es. i o/ conponent : i nternal
annot ati ons
sidecar.istio.io/inject: "false"
rul es
- api G oups:
- "" # "" indicates the core APl group
resour ces
- services
- configmaps
- pods
- secrets
- endpoints
verbs:
- get
- watch
- list

api Version: rbac. authori zation. k8s.io/vl
ki nd: Rol eBi ndi ng
met adat a:
name: "ocnrf-rol ebi ndi ng"
nanespace: "ocnrf"
| abel s:
app. kuber net es. i o/ conponent : i nternal
annot ati ons
sidecar.istio.io/inject: "false"

rol eRef:
api Goup: rbac.authorization.k8s.io
kind: Role
nane: "ocnrf-role"

subj ects:

- kind: ServiceAccount
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nane: "ocnrf-service-account"”
nanespace: "ocnrf"

Update ocnrf-custom-values-1.8.0.yaml for the required annotations
Update custom values with following annotations:

a. Update global section for following attributes:

gl obal :
cust onExt ensi on:
al | Resour ces:
| abels: {}
annotations: {}
| bDepl oynent s:
annot ations:
oracle.comcnc: "true"
nonl bDepl oynent s
annot ations:
oracle.comcnc: "true"

b. Update service account name with value configured OCNRF service account:

servi ceAccount Narme: <"ocnrf-rel ease-1-8-0-ocnrf-servi ceaccount ">

c. Update MySQL primary database host with value depending upon DB service
configuration done in above section:

nysql :
primry:
# Primary DB Connection Service |P or Hostnane
host: "ocnrf-db-connectivity-service"

d. Update global ingress-gateway section for below attributes:
In case of NF authentication using TLS certificate feature, update ‘enabled'
attribute to t rue.

xf ccHeader Val i dat i on:
extract:
enabl ed: fal se

e. Update ingress-gateway section for below attributes:
Enable Service Mesh Flag in ingress-gateway:

i ngress- gat eway:

# Mandatory: This flag needs to set it "true" if Service Mesh
woul d be present where OCNRF wi |l be depl oyed

servi ceMeshCheck: true

Change Ingress-Gateway Service Type to ClusterlP:

gl obal ;
# Service Type
type: CusterlP
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Update NRF configuration microservice section for below attributes:

nrfconfiguration:
service:
# Service Type
type: CusterlP

g. Update NF access token microservice section for below attributes:

nf accesst oken:

depl oyrent :
cust onExt ensi on:
| abels: {}

annot at i ons:

traffic.sidecar.istio.iolexcludeQutboundl PRanges:
<Kubernetes APl Server |P Address in CIDR fornat>

Install OCNRF using updated ocnrf-custom-values-1.8.0.yaml. Refer OCNRF

installation section for details.
Sample output for pods:

NAME READY STATUS RESTARTS
AGE

ocnr f - appi nf 0- 69¢c54f f f 6¢- 59wsm 2/2 Running O
2d13h

ocnr f - egr essgat eway- 79448858b5- dqsbp 2/2 Running O
2d13h

ocnr f -i ngressgat eway- 5bb8784498- sl vvd 2/2 Running O
2d13h

ocnr f - nf accesst oken- 77bb954f c7- 448t 4 3/3 Running O
2d13h

ocnr f - nf di scovery- 5df 8755f f4-grtnn 2/2 Running O
2d13h

ocnrf-nfregistration-7895d8799c- z6r pf 2/2 Running O
2d13h

ocnr f - nfsubscri ption-69769f d586- dgj f p 2/2 Running O
2d13h

ocnrf-nrfauditor-56487f 956b-gqrrp 2/2 Running O
2d13h

ocnrf-nrfconfiguration-6c6c9d466b-ptxgm 2/2 Running O

2d13h

Post-deployment configuration

ORACLE

This section explains the post-deployment configurations to install OCNRF with
support for ASM.

1.

Enable Inter-NF communication

For every new NF participating in call flows when OCNREF is client,

DestinationRule and ServiceEntry needs to be created in OCNRF namespace to

enable communication.

Following are the inter-NF communication with OCNRF:

e OCNRF to SLF/UDR communication
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*  OCNREF to other NRF communication (Forwarding)
* OCNREF to different NFs Notification Servers

$ kubect! apply -f new nf-se-dr.yan

Sample new-nf-se-dr.yaml file:

api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a:
nane: <uni que DR nane for NR>
namespace: <ocnrf-nanespace>
spec:
export To:
host: <NF-publi c- FQDN>
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/cert-chain.pem
privateKey: /etc/certs/key.pem
caCertificates: /etc/certs/root-cert.pem
api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a:
nane: <uni que SE nane for NR>
namespace: <ocnrf-nanespace>

spec:
export To:
host s:
- <NF-publ i c- FQDN>
ports:
- nunber: <NF-public-port>
nane: http2

protocol : HITP2
| ocation: MESH EXTERNAL
resol ution: NONE

Sample example resource is provided for UDR/SLF service below:

api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a:
name: udr1-dr
namespace: <ocnrf-nanespace>
spec:
export To:
host: s24e65f 98- bay190-rack38-udr- 11. oracl e-ocudr. cnc. us-
east. oracl e. com
trafficPolicy:
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tls:
mode: MUTUAL
clientCertificate: /etc/certs/cert-chain.pem
privateKey: /etc/certs/key.pem
caCertificates: /etc/certs/root-cert.pem
api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a:
name: udr-se
namespace: <ocnrf-nanespace>
spec:
export To:
host s:
- "s24e65f 98- bay190-rack38- udr-11. or acl e- ocudr. cnc. us-
east . oracl e. conf

ports:
- nunber: 16016
nane: http2

protocol : HTTP2
| ocation: MESH EXTERNAL
resol ution: NONE

# Note:

Above procedure need to be executed for all of forwarding NRFs and
SLF/UDR.

For each Network Function Notification URI(s) which NFs sends to OCNRF
during subscription creation which are not part of Service Mesh Registry,
DestinationRule and ServiceEntry needs to be created in OCNRF namespace to
enable communication.

$ kubect! apply -f notification-uri-se-dr.yan

Example:

api Version: networking.istio.io/vlal pha3
ki nd: DestinationRule
met adat a:
nane: ocpcf-cal | back-dr
namespace: <ocnrf-nanmespace>
spec:
export To:
host: ocpcf-notifications-processor-03.oracl e-ocpcf.cnc. us-
east.oracl e.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/cert-chain.pem

2-33



Chapter 2
Installation Sequence

privateKey: /etc/certs/key.pem
caCertificates: /etc/certs/root-cert.pem
api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a:
nane: ocpcf-cal |l back-se
namespace: <ocnrf-nanespace>
spec:
export To:
host s:
- "ocpcf-notifications-processor-03.oracl e-ocpcf.cnc. us-
east . oracl e. conf

ports:
- nunber: 16016
nane: http2

protocol : HTTP2
| ocation: MESH EXTERNAL
resol ution: NONE

OSO deployment
No additional steps are required. Refer to OSO Installation Guide for more
information.

# Note:

If OSO is deployed in same namesapce as OCNRF, make sure all
deployments of OSO has the following annotations to skip sidecar
injection as OSO currently does not support ASM sidecar proxy.

sidecar.istio.io/inject: "\"fal se\

OCNREF Installation

This section describes how to install OCNRF on the cloud native environment.

1.

ORACLE

Unzip the release package file to the system where you want to install the network
function. You can find the OCNRF package as follows:
Rel easeNane- pkg- Rel easenunber . t gz

where:
ReleaseName is a name which is used to track this installation instance.

Releasenumber is the release number.
For example, ocnrf-pkg-1.8.0.0.0.tgz
Untar the OCNRF package file to get OCNRF docker image tar file:

tar -xvzf Rel easeName- pkg- Rel easenunber. t gz
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Load the ocnrf-images-<release_number>.tar file into the Docker system:
docker load --input /1MAGE_PATH ocnrf-imges-<rel ease_nunber>.tar
Verify that the image is loaded correctly by entering this command:

docker images

Execute the following commands to push the docker images to docker registry:
docker tag <image-name>: <i mage-tag> <docker-repo>/ <inage-

name>: <i mage-tag>

docker push <docker-repo>/ <i mage- name>: <i mage-t ag>

Untar the helm files:

tar -xvzf ocnrf-<rel ease_nunber>.tgz

Create the customize ocnrf-custom-values-1.8.0.yaml file with the required input
parameters. To customize the file, refer to Customizing OCNRF chapter.

Go to the extracted OCNRF package as explained in:

cd ocnrf-<rel ease_nunber >

Install OCNRF by executing the following command:

a. In case of helm2, execute the following command:

helminstall ocnrf/ --nane <hel mrel ease> --nanespace <k8s
nanespace> -f <ocnrf_custonm zed_val ues. yanl >

Example: hel minstall ocnrf/ --name ocnrf --nanespace ocnrf -f
ocnrf-customval ues-1. 8. 0. yan

b. In case of helIm3, execute the following command:

hel n8 install -name <hel mrel ease-nane> <charts> --nanespace
<namespace- name> -f <custom val ues.yam -fil ename>
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Caution:

This command will appear hung for a while. Because from OCNRF 1.8.0
release onwards, Kubernetes jobs will get execute by Install/Upgrade/
Rollback helm hooks. Helm Deployment will be shown as DONE after alll
the applicable hooks are executed.

timeout duration (optional): If not specified, default value will be 300 (300
seconds) in Helm2 and 5m (5 minutes) in Helm3. Specifies the time to
wait for any individual kubernetes operation (like Jobs for hooks). Default
value is 5m0s. If the helm install command fails at any point to create a
kubernetes object, it will internally call the purge to delete after timeout
value (default: 300s). Here timeout value is not for overall install, but it is
for automatic purge on installation failure.

To verify the deployment status, open a new terminal and execute the following
command:

Command: $ wat ch kubect| get pods -n <k8s nanespace>

The pod status gets updated on a regular interval. When helm install command
exits with the status, you may stop watching the status of kubernetes pods.

# Note:
In case helm purge do not clean the deployment and kubernetes objects
completely then follow Cleaning OCNRF deployment section.
Execute the following command to check the status:

a. For helm2:
hel m status <hel mrel ease>

For example: hel m st atus ocnrf

b. For helm3:

hel nB status <hel mrel ease> -n <hel mrel ease>

Example: hel B status ocnrf -n ocnrf

Execute the following command to check status of the services:
kubect| -n <k8s namespace> get services

For example:
kubect|l -n ocnrf get services

Note: If external |oad bal ancer is used, EXTERNAL- | P is assigned to <hel m
rel ease name>-ingressgat eway. ocnrf is the release name. ocnrf is the helm
release name.

NAME TYPE CLUSTER- | P EXTERNAL- | P
PORT( S) AGE
ocnrf - egr essgat eway ClusterlP 10.233.1.61 <none>

8080/ TCP, 5701/ TCP  30h
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ocnrf-ingressgateway LoadBal ancer 10
80: 31776/ TCP 30h
ocnrf-nfaccesst oken Clusterl P 10
8080/ TCP 30h
ocnr f - nf di scovery Custerl P 10
8080/ TCP 30h
ocnrf-nfregistration ClusterlP 10
8080/ TCP 30h
ocnrf-nfsubscription ClusterlP 10
8080/ TCP 30h
ocnrf-nrfauditor Clusterl P 10
8080/ TCP 30h
ocnrf-nrfconfiguration LoadBal ancer 10
8080: 30076/ TCP 30h
ocnrf-ocnrf-app-info ClusterlP 10
5906/ TCP 30h

. 233

233

233

233

233

233

233

104. 113. 86

52.1

53.1

21.2

4.140

44.9

1.71

40. 230
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94 <pendi ng>

15 <none>
8 <none>
<none>
8 <none>
<none>
<pendi ng>

<none>

Execute the following command to check status of the pods:
kubect| get pods -n <k8s nanespace>

Status column of all the pods should be 'Running'.

Ready column of all the pods should be n/n, where n is number of containers in
the pod.

For example:

kubect| get pods -n ocnrf

NAME
AGE

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

ocnrf-

30h

egr essgat eway- d6567bbdb- 9j r sx
egr essgat eway- d6567bbdb- nt n2v

i ngressgat eway- 754d645984- h9vzq
i ngressgat eway- 754d645984- nj z4w
nfaccesst oken- 59f b96494c- k8wap
nfaccesst oken- 49f b96494c- k8waq
nf di scovery- 84965d4f b9-rj xg2

nf di scovery-94965d4f b9-rj xg3
nfregi stration-64f 4d8f 5d5- 6q92]
nfregistration-44f 4d8f 5d5- 6992
nfsubscri ption-5b6db965b9- gcvpf
nf subscri ption-4b6db965b9- gcvpe

nrfaudi t or-67b676dd87- xkt bm

READY STATUS  RESTARTS
2/ 2 Running 0
2/ 2 Running O
2/ 2 Running 0
2/ 2 Running 0
2/ 2 Running 0
2/ 2 Running 0
1/1 Running 0
1/1 Running 0
1/1 Running 0
1/1 Running 0
1/1 Running 0
1/1 Running 0
1/1 Running 0
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ocnrf-nrfconfiguration-678fddc5f5-c5htj 1/1 Running O
30h
ocnr f - appi nf o- 807879cdb- j ds4r 1/1 Running O
30h
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This section includes information about OCNRF customization.

*  OCNREF Configuration
*  OCNRF Configurable Parameters

OCNREF Configuration

ORACLE

This section describes about the OCNRF customization.

The OCNRF deployment is customized by overriding the default values of various
configurable parameters.

Follow the below steps to customize the ocnr f - cust om val ues-1. 8. 0. yan file as per
the required parameters:

1. Go to the Oracle Help Center (OHC) Web site.

2. Navigate to Industries->Communications->Cloud Native Core->Release 2.3.0.
3. Click the NRF Custom Template link to download the zip file.
4

Unzip the file to get ocnrf-custom-configTemplates-1.8.0.0.0 file that contains the
ocnrf-custom-configTemplates-1.8.0.0.0. This file is used during installation.

e ocnrf-customval ues-1.8.0.yan : This file is used during installation.
 NrfDashboard-1.8.0.json: This file is used by gr af ana.
e NfAlertrules-1.8.0.yan : This file is used for pr onet heus.

e OCNRF-M B-TC-1. 8. 0. m b: This is considered as OCNRF top level mib file,
where the Objects and their data types are defined.

*  OCNRF-M B-1. 8. 0. mib: This file fetches the Objects from the top level mib file
and based on the Alert notification, these objects can be selected for display.

e OCNRF- Confi guration-QpenAPl - 1. 8. 0. yanl : This file is OPEN API
specification for OCNRF configuration.

5. Customize the ocnrf-custom-values-1.8.0.yaml file.

6. Save the updated ocnrf-custom-values-1.8.0.yaml file in the helm chart directory.

" Note:

Refer section OCNRF Configuration Parameters to know more about the
configurable parameters.

OCNRF Images

Following are the OCNRF images:
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Table 3-1 OCNRF Images

Chapter 3
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Services Image Tag
<helm-release-name>-nfregistration ocnrf-nfregistration |1.8.0
<helm-release-name>-nfsubscription ocnrf-nfsubscription |1.8.0
<helm-release-name>-nfdiscovery ocnrf-nfdi scovery 1.8.0
<helm-release-name>-nrfauditor ocnrf-nrfauditor 1.8.0
<helm-release-name>-nrfconfiguration ocnrf- 1.8.0
nrfconfiguration
<helm-release-name>-appinfo ocnrf-appinfo 1.8.0
<helm-release-name>-nfaccesstoken configurationinit 1.4.0
configurationupdate |1.4.0
ocnrf-nfaccesstoken |1.8.0
<helm-release-name>-egressgateway configurationinit 14.0
configurationupdate |1.4.0
ocegress_gat eway 1.8.1
<helm-release-name>-ingressgateway configurationinit 14.0
configurationupdate |1.4.0
oci ngress_gat eway 1.8.1

< Note:

IngressGateway, EgressGateway and NFAccessToken uses same
configurationinit and configurationupdate docker images.

This section includes information about the configuration parameters of OCNRF.

OCNREF allows customization of parameters for the following services and related

settings.

Mandatory Configurations

Following is the mandatory parameter, which must be configured before installing

OCNREF:

 nrflnstancel d: NFInstancelD of OCNRF.
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
mysql . pri m| Primary DB mysql- | M Primary DB | OCNRF connects to
ary. host Connection connect Connection | Primary DB Connection
Service IP or ivity- Service Service if not available
Hostname service. HostName | then it connects to
occne- orIP Secondary DB Connection
infra Service. For NDB Cluster,
use Host/IP of the DB
Connection Service.
mysql . pri m| Primary DB 3306 M Primary DB | Port that is used while
ary.port Connection Connection | connecting to Primary DB
Service Service Port | Connection Service.
mysql . seco| Secondary DB O Secondary | OCNRF connects to
ndary. host | Connection DB Secondary DB Connection
Service IP or Connection | Service only if the Primary
Hostname Service DB Connection Service
HostName | is unavailable. It again
orIP switch pack to Primary DB
Connection Service one
it is available. For NDB
Cluster, use Host/IP of the
Remote DB Connection
Service (if available).
mysql . seco| Secondary DB (0] Secondary | Port that is used while
ndary. port | Connection DB connecting to Secondary
Service Port Connection | DB Connection Service.
Service Port
nrflnstanc| OCNRF's NF M This is the Nflnstanceld
eld Instance ID of OCNRF that will get

deployed.
Format of Nflnstanceld:

Universally Unique
Identifier (UUID) version 4,
as described in IETF RFC
4122

e.g.: 6faflbbc-6e4a-4454-
ab07-al4ef8elbc5c

This ID is used to

uniquely identify this
OCNREF instance in a Geo-
Redundant Deployment.
Hence it is very important
that the Instance ID MUST
be unique across all
OCNRF deployments.
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allow the hook
job resource to
use

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
docker Regi | Registry for M Docker Registry's FQDN/
stry docker Port where OCNRF's
docker images are
available.
dat abase. n| Namespace for | ocnrf M The Namespace where
aneSpace |database the Kubernetes Secret is
connection created which contains
MYSQL details.
Note: See database.name
configuration for more
details.
dat abase. n| Secret name for | appuse | M The Kubernetes Secret
ane OCNRF r-secret which contains the
Application user Database name, Database
used for APP- User name and the
INFO Password for OCNRF
Application user.
Note: Refer OCNRF Pre-
requisites section for the
file format.
dat abase. a| Secret name for | appuse | M The Kubernetes Secret
ppUser Secr | OCNRF r-secret which contains the
et Name Application user Database name, Database
User name and the
Password for OCNRF
Application user.
Note: Refer OCNRF Pre-
requisites section for the
file format.
dat abase. p| Secret name for | privileg | M The Kubernetes Secret
rivilegedU| OCNRF eduser- which contains the
ser Secr et N| Privileged user secret Database name, Database
anme User name and the
Password for OCNRF
Privileged user.
Note: Refer OCNRF Pre-
requisites section for the
file format.
hookJobRes | Maximum 2 (o] It is the maximum CPU
our ces. | i ml amount of CPU resource allocated to hook
its.cpu that K8s will job.
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permission for
get, watch and
list operation for
following
kubernetes
resources;
services,
configmaps,
pods, secrets
and endpoints

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
hookJobRes | Maximum 2Gi o] It is the maximum Memory
our ces. | i m[ memory that K8s allocated to hook job.
i ts. menory | will allow the
hook job
resource to use
hookJobRes | The amount of 1 o] It is the maximum CPU
our ces. req| CPU that the resource for requests
uests. cpu |system will allocated to hook job.
guarantee for the
hook job
resource, and
K8s will use this
value to decide
on which node to
place the pod
hookJobRes [ The memory that | 1Gi ¢} It is the maximum memory
our ces. r eq| the system will for requests allocated to
uest s. menp | guarantee for the hook job.
ry hook job
resource, and
K8s will use this
value to decide
on which node to
place the pod
servi ceAcc | ServiceAccount M This SeviceAccount is
ount Name | which is having used for:

e fetching MYSQL
DB Details from
configured kubernetes
secret

e fetching OCNRF's
Private Key, OCNRF's
Certificate and CA
Certificate from
configured kubernetes
secret

- fetching OCNRF's
Private and OCNRF's
Public Keys for
Digitally Signing
AccessTokenClaims.

«  fetching Producer/
Consumer NF's
Service/Endpoint
details for
routing messages
from/to Egress/Ingress
Gateways.

Refer to prerequisites for
command details.
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are associated to
a Service which
is of Load
Balancer type

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
cust onExt e | Custom Labels (0] This can be used to
nsi on. al | R| that needs to be add custom label(s) to all
esour ces. | | added to all the k8s resources that will be
abel s OCNRF k8s created by OCNRF helm
resources chart.
cust onExt e | Custom (0] This can be used to add
nsi on. al | R| Annotations that custom annotation(s) to all
esour ces. a| needs to be k8s resources that will be
nnot at i ons | added to all the created by OCNRF helm
OCNRF k8s chart.
resources
cust onExt e | Custom Labels (@] This can be used to add
nsi on. | bSe| that needs to be custom label(s) to all Load
rvi ces. | ab| added to OCNRF Balancer Type Services
els Services that are that will be created by
considered as OCNREF helm chart.
Load Balancer
type
cust onExt e| Custom e} This can be used to add
nsi on. | bSe | Annotations that custom annotation(s) to
rvi ces. ann| needs to be all Load Balancer Type
otations added to OCNRF Services that will be
Services that are created by OCNRF helm
considered as chart.
Load Balancer
type
cust onExt e | Custom Labels (e} This can be used to
nsi on. | bDe| that needs to be add custom label(s) to all
pl oynents. added to OCNRF Deployments that will be
| abel s Deployments that created by OCNRF helm
are associated to chart which are associated
a Service which to a Service which if of
is of Load Load Balancer Type.
Balancer type
cust onExt e | Custom o] This can be used to add
nsi on. | bDe [ Annotations that custom annotation(s) to all
pl oynent s. [ needs to be Deployments that will be
annot at i on| added to OCNRF created by OCNRF helm
S Deployments that chart which are associated

to a Service which if of
Load Balancer Type.
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OCNRF Configuration Parameters

of OCNRF.

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
cust onExt e | Custom Labels (0] This can be used to
nsi on. nonl | that needs to be add custom label(s) to
bServi ces. | added to OCNRF all non-Load Balancer
| abel s Services that are Type Services that will be
considered as created by OCNRF helm
not Load chart.
Balancer type
cust onExt e| Custom (0] This can be used to
nsi on. nonl | Annotations that add custom annotation(s)
bSer vi ces. | needs to be to all non-Load Balancer
annot at i on| added to OCNRF Type Services that will be
S Services that are created by OCNRF helm
considered as chart.
not Load
Balancer type
cust onExt e | Custom Labels O This can be used to
nsi on. nonl | that needs to be add custom label(s) to all
bDepl oynen [ added to OCNRF Deployments that will be
ts.| abel s | Deployments that created by OCNRF helm
are associated to chart which are associated
a Service which to a Service which if not of
is not of Load Load Balancer Type.
Balancer type
cust onExt e| Custom e} This can be used to add
nsi on. nonl | Annotations that custom annotation(s) to all
bDepl oynen | needs to be Deployments that will be
t's. annot at | added to OCNRF created by OCNRF helm
i ons Deployments that chart which are associated
are associated to to a Service which if not of
a Service which Load Balancer Type.
is not of Load
Balancer type
k8sResour c | Value that will be O This value will be used to
e. cont ai ne| prefixed to all the prefix to all the container
r.prefix container names names of OCNRF.
of OCNRF.
k8sResour c | Value that will be o] This value will be used to
e. cont ai ne| suffixed to all the suffix to all the container
r.suffix container names names of OCNRF.
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value can be
configured via
Rest based too.
But providing
option in helm to
configure
mandatory
attributes during
installation itself.

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
xf ccHeader | Attribute to false C true/false This value will enable/
Val i dat i on | enable/disable disable the XFCC header
.extract. e|the XFCC validation feature at
nabl ed Header validation OCNREF Ingress Gateway
at OCNRF level.
Ingress Gateway For more details about
level feature see OCNRF User's
guide. Helm Upgrade will
be required to enable the
feature at existing OCNRF
deployment.
dayZer oCon| Value of PLMN M Value of PLMN supported
figuration|supported by by OCNRF
. hpl mLi st | OCNRF. This
value can be
configured via
Rest based too.
But providing
option in helm to
configure
mandatory
attributes during
installation itself.
dayZer oCon| Value of PLMN M Value of PLMN supported
figuration|supported by by OCNRF
. hpl mLi st [ OCNRF. This
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Parameter

Description

Default
value

Manda
tory
(M)l
Option
al (0)

Chapter 3

OCNRF Configuration Parameters

Range or
Possible
Values (If
applicable)

Notes

dayZer oCon
figuration
. endpoi nt

Value of OCNRF
endpoint. This
value can be
configured via
Rest based too.
But providing
option in helm to
configure
mandatory
attributes during
installation itself.

ocnrf-
ingress
gatewa
y.ocnrf.
svc.clus
ter.local

M

Service
Name for
OCNRF
ingress
gateway

# OCNRF END Point
Name and Port. This
value is used in UriList
of NfListRetrival Service
Operation response.

# The endpoint needs
to be OCNRF's External
Routable FQDN (e.g.
ocnrf.oracle.com)

# OR External
Routable IpAddress (e.g.
10.75.212.60)

# OR for routing with in the
same K8 cluster use full
NRF API-Gateway's
Service FQDN as below
format # <helm-release-
name>-
endpoint.<namespace>.sv
c.<cluster-domain-name>
# e.g ocnrf-
endpoint.nrf-1.svc.cluster.l
ocal # where # "ocnrf": is
the helm release name
(deployment name that will
be used during "helm
install") # "nrf-1": is the
namespace in which NRF
will be deployed #
"cluster.local": is the K8's
dnsDomain name #
(dnsDomain can be found
using "kubectl -n kube-
system get configmap
kubeadm-config -o yaml |
grep -i dnsDomain")

dayZer oCon
figuration
. endpoi nt P
ort

Value of OCNRF
endpoint Port.
This value can be
configured via
Rest based too.
But providing
option in helm to
configure
mandatory
attributes during
installation itself.

80

Port for
OCNRF
ingress
gateway

This parameter will be
used as OCNRF end point
port.
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This value can be
configured via
Rest based too.
But providing
option in helm to
configure
mandatory
attributes during
installation itself.

Parameter | Description Default | Manda | Range or Notes
value |tory Possible

(M)l Values (If

Option | applicable)

al (O)
dayZer oCon| Initial Algorithm | ES256 M ES256, Initial Algorithm for Access
figuration|for Access Token RS256 Token key certificate
. oaut hToke| key certificate infrastucture.
nAl gorithm infrastucture.

Ingress Gateway Global Parameters

Table 3-3 Ingress Gateway Global Parameters
e _______ ________________________________________|
Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M) Values (If
Option | applicable)
al (O)
stati cl pAd| Static load false 0] true/false
dr essEnabl | balancer IP
ed enabled flag
stati cl pAd| Static IP address | <ipaddr | M, If Static load balancer IP
dress assigned to the ess> when needs to be set, then
Load Balancer static set staticlpAddressEnabled
from the metalLB | pAddr flag to true and provide
IP pool. essEna value for staticlpAddress.
bl edis Else random IP will be
true assigned by the metalLB
from its IP Pool.
st ati cNode | Static Node Port | false (0] true/false If Static node port needs
Por t Enabl e | enabled flag to be set, then set
d staticNodePortEnabled flag

to true and provide value
for staticHttpNodePort or
staticHttpsNodePort. Else
random node port will be
assigned by K8.
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Table 3-3 (Cont.) Ingress Gateway Global Parameters

Parameter

Description

Default
value

Manda
tory
(M)l
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

staticHtp
NodePor t

HTTP node port

30080

M,
when
static
NodePo
rt Enab
| edis
true
and

i ngres
S.

gat ewa
y. enab
I el nco
m ngHt
tpis
true

staticHtp
sNodePor t

HTTPs node port

30443

M,
when
static
NodePo
rt Enab
| edis
true
and

i ngres
S-

gat ewa
y. enab
| el nco
m ngHt
tpsis
true

publicHtp
Signal i ngP
ort

Service Port on
which OCNRF's
Ingress Gateway
is exposed

80

(0]

If enablelncomingHttp

is true,
publicHttpSignalingPort will
be used as HTTP/2.0 Port
(unsecured)

publicHttp
sSignallin
gPort

Service Port on
which OCNRF's
Ingress Gateway
is exposed

443

If enableIncomingHttps
is true,
publicHttpsSignallingPort
Port will be used as
HTTPS/2.0 Port (secured
TLS)
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Table 3-4 Ingress Gateway
. _________________________________|
Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
i ngress- This flag is for true o true/false If the value is set to false,
gat eway. en| enabling/ OCNREF will not accept
abl el ncomi | disabling any HTTP/2.0 (unsecured)
ngHt t p HTTP/2.0 Traffic. If the value is
(insecure) in set to true, OCNRF
Ingress Gateway. will accept HTTP/2.0
(unsecured) Traffic
i ngress- This flag is for false (@) true/false If the value is set to false,
gat eway. en| enabling/ OCNRF will not accept any
abl el nconi | disabling HTTPS/2.0 (unsecured)
ngHt t ps HTTPS/2.0 Traffic. If the value is set
(secure) in to true, OCNRF will accept
Ingress Gateway. HTTPS/2.0 (unsecured)
Traffic
i ngress- This flag needs | false (0] true/false If the value is set to false,
gat eway. se| to be set to "true” OCNRF's ingress-gateway
rvi ceMeshcC| if Service Mesh will try to create connection
heck exists where directly with the backend
OCNRF is micro-services's PODs. If
deployed. the value is set to true,
OCNRF's ingress-gateway
will try to create connection
using Service FQDN of the
backend micro-services.
i ngress- Ingress Gateway | ocingre | O
gat eway. i mf image name. ss_gate
age. nane way
i ngress- Tag name of OCNRF| O
gat eway. i m| Ingress Gateway |images
age. tag image
i ngress- This setting will | IfNotPr | O Always,
gat eway. i m| tell if image need | esent IfNotPresent
age. pul | Po|to be pulled or , Never
licy not
i ngress- Image Name for | configur| O
gat eway. i n| Ingress Gateway | ationinit
i t Cont ai ne| init container
rsi nmage. na
me
i ngress- Tag name of OCNRF| O
gat eway. i n| Ingress Gateway |images
i t Cont ai ne| init container
rsinmage.ta
g
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
i ngress- This setting will | IfNotPr | O Always,
gat eway. i n| tell if image need | esent IfNotPresent
i t Cont ai ne| to be pulled or , Never
rsl mage. pu| not
Il Policy
i ngress- Image Name for | configur| O
gat eway. up| Ingress Gateway | ationup
dat eCont ai | update container | date
ner sl mage.
nane
i ngress- Tag name of OCNRF| O
gat eway. up| Ingress Gateway |images
dat eCont ai | update container
nersl mage.
tag
i ngress- | This setting will | IfNotPr | O Always,
gat eway. up| tell if image need | esent IfNotPresent
dat eCont ai | to be pulled or , Never
ner sl mage. | not
pul I Policy
i ngress- Flag to enable or | false (0] true / false | While making this flag as
gat eway. j a| disable the true, update the below
eger Traci n| Jaeger Tracing at attributes with correct
gEnabl ed ingress-gateway values.
i ngress- Host name of jaeger- | M, if
gat eway. op | Jaeger Agent agent.c |ingres
entracing. | Service ne-infra | s-
j aeger . udp gat ewa
sender. hos y.jaeg
t erTrac
i ngEna
bl ed is
true
ingress- [ Port of Jaeger 6831 M, if
gat eway. op | Agent Service i ngres
entraci ng. S-
j aeger. udp gat ewa
sender . por y.jaeg
t erTrac
i ngEna
bl ed is
true
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Parameter

Description

Default
value

Manda
tory
(M)l
Option
al (0)

Chapter 3

OCNRF Configuration Parameters

Range or
Possible
Values (If
applicable)

Notes

i ngress-
gat eway. op
entraci ng.
j aeger.pro
babi listic
Sanpl er

Jaeger message

sampler

0.5

Otol

# Jaeger message
sampler. Value range: 0

to 1 # e.g. Value 0: No
Trace will be sent to Jaeger
collector # e.g. Value 0.3:
30% of message will be
sampled and will be sent
to Jaeger collector # e.g.
Value 1: 100% of message
(i.e. all the messages) will
be sampled and will be
sent to Jaeger collector

i ngress-
gat eway. Ci
pher Sui t es

Allowed

CipherSuites for

TLS1.2

M, if

i ngres
S-

gat ewa
y. enab
[ elnco
m ngHt
tps is
true

TLS_ECDH
E_ECDSA_
WITH_AES_
256_GCM_
SHA384 -
TLS_ECDH
E_RSA WIT
H_AES_256
_GCM_SHA
384

TLS_ECDH
E_RSA WIT
H_CHACHA
20_POLY13
05_SHA256

TLS_DHE_
RSA_WITH_
AES_256_G
CM_SHA38
4

TLS_ECDH
E_ECDSA_
WITH_AES_
128 _GCM_
SHA256

TLS_ECDH
E_RSA WIT
H_AES_128
_GCM_SHA
256
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OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
i ngress- Secret name that | ocingre | M, if
gat eway. se | contains OCNRF | ss- i ngres
rvice. ssl. | Ingress gateway |secret |s-
pri vat eKey | Private Key gat ewa
. k8SecretN y. enab
ane I el nco
m ngHt
tpsis
true
i ngress- Namespace in ocnrf M, if
gat eway. se | which i ngres
rvi ce. ssl. | kBSecretName is S-
privat eKey | present gat eva
. k8NanmeSpa y. enab
ce l el nco
m ngHt
tpsis
true
i ngress- OCNRF's Private | rsa_priv| M, if If initialAlgorithm is
gat eway. se | Key (RSA type) ate_key | i ngres configured as RSA, then
rvi ce. ssl| . | file name _pkesl. | s- rsa file name must
privat eKey pem gat ewa be configured. Otherwise
.rsa.filen y. enab OCNRF's ingress gateway
anme | el nco will not comeup.
m ngHt
tpsis
true
and
i ngres
S.
gat ewa
y.serv
ice.ss
[.init
ialAg
orithm
is
RS256
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible

(M)l Values (If

Option | applicable)

al (0)
i ngress- OCNRF's Private | ssl_ecd | M, if If initial Algorithm is
gat eway. se| Key (ECDSA sa_priv |ingres configured as ECDSA,
rvice. ssl. | type) file name ate_key | s- then rsa file name must
privat eKey .pem gat ewa be configured. Otherwise
.ecdsa. fil y. enab OCNRF's ingress gateway
enane | el nco will not comeup.

m ngHt

tpsis

true

and

i ngres

S.

gat ewa

y.serv

i ce.ss

[.init

ialAg

orithm

is

ES256
i ngress- Secret name that | ocingre | M, if This is a Secret object for
gat eway. se| contains Ss- i ngres OCNRFcertificate details
rvice.ssl. [ OCNRF's secret |s- for HTTPS.
certificat | Certificate for gat ewa
e. k8Secret [HTTPS y. enab
Nane l el nco

m ngHt

tpsis

true
i ngress- Namespace in ocnrf M, if
gat eway. se | which OCNRF's i ngres
rvice. ssl . | Certificate is -
certificat | present gat ena
e. k8NaneSp y. enab
ace I el nco

m ngHt

tpsis

true
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Parameter

Description

Default
value

Manda
tory
(M)l
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

i ngress-
gat eway. se
rvice.ssl.
certificat
e.rsa.file
nane

OCNRF's

Certificate (RSA

type) file name

ssl_rsa
_certific
ate.crt

M, if

i ngres
S-

gat ewa
y. enab
I el nco
m ngHt
tpsis
true
and

i ngres
S-

gat ewa
y.serv
i ce.ss
[.init
ialAg
orithm
is
RS256

If initialAlgorithm is
configured as RSA, then
rsa file name must

be configured. Otherwise
OCNRF's ingress gateway
will not comeup.

i ngress-
gat eway. se
rvice. ssl.
certificat
e.ecdsa. fi
| enanme

OCNRF's
Certificate

(ECDSA type) file

name

ssl_ecd
sa_certi
ficate.cr
t

M, if

i ngres
S.

gat ewa
y. enab
[ el nco
m ngHt
tpsis
true
and

i ngres
S.

gat ewa
y.serv
i ce.ss
[.init
ialAlg
orithm
is
ES256

If initialAlgorithm is
configured as ECDSA,
then rsa file name must
be configured. Otherwise
OCNRF's ingress gateway
will not comeup.
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
i ngress- Secret name that | ocingre | M, if
gat eway. se| contains ss- i ngres
rvice. ssl. | OCNRF's CA secret |s-
caBundl e. k | details for HTTPS gat ena
8Secr et Nam y. enab
e I el nco
m ngHt
tpsis
true
i ngress- Namespace in ocnrf M, if
gat eway. se | which OCNRF's i ngres
rvi ce. ssl . | CA details is S-
caBundl e. k | present gat ewa
8NameSpace y. enab
I el nco
m ngHt
tpsis
true
i ngress- OCNRF's CA caroot.c| M, if
gat eway. se | bundle filename |er i ngres
rvice. ssl. S-
caBundl e. f gat ewa
i | enane y. enab
I elnco
m ngHt
tpsis
true
i ngress- Secret name that | ocingre | M, if
gat eway. se| contains ss- i ngres
rvi ce. ssl . | keyStorePasswor | secret |s-
keySt orePa|d gat ena
ssword. k8S y. enab
ecr et Name l el nco
m ngHt
tpsis
true
i ngress- Namespace in ocnrf M, if
gat eway. se | which OCNRF's i ngres
rvice. ssl. [keystore S-
keySt or ePa | password is gat ena
sswor d. k8N| present y. enab
ameSpace lelnco
m ngHt
tpsis
true
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OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
i ngress- OCNRF's Key ssl_key | M, if
gat eway. se| Store password | store.txt|i ngres
rvice. ssl. [ Filename S-
keySt or ePa gat ewa
ssword. fil y. enab
eNane I el nco
m ngHt
tpsis
true
i ngress- Secret name that | ocingre | M, if
gat eway. se| contains ss- i ngres
rvi ce. ssl . | trustStorePasswo | secret | s-
trustStore|rd gat ena
Password. k y. enab
8Secr et Nam) I el nco
e m ngHt
tpsis
true
i ngress- Namespace in ocnrf M, if
gat eway. se | which i ngres
rvi ce. ssl . | trustStorePasswo S-
trust Store|rdis present gat ewa
Passwor d. k y. enab
8NaneSpace I el nco
m ngHt
tpsis
true
i ngress- OCNRF's ssl_trus | M, if
gat eway. se | trustStorePasswo | tstore.tx | i ngr es
rvi ce. ssl. | rd Filename t S-
trustStore gat ewa
Passwor d. f y. enab
i | eName I el nco
m ngHt
tpsis
true
i ngress- Initial Algorithm | RS256 | O ES256, Algorithm that will be used
gat eway. se| for HTTPS RS256 in TLS handshake
rvice. ssl.
initialAlg
orithm
i ngress- setting logging WARN |[O OFF, FATAL,
gat eway. se| level ERROR,
rvice. | og. WARN,
| evel . root INFO,
DEBUG,
TRACE, ALL
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gateway service
container to use

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
i ngress- setting logging WARN | O OFF, FATAL,
gat eway. se| level ERROR,
rvice. | og. WARN,
[ evel .ingr INFO,
ess DEBUG,
TRACE, ALL
i ngress- setting logging WARN | O OFF, FATAL,
gat eway. se| level ERROR,
rvice. | og. WARN,
| evel . oaut INFO,
h DEBUG,
TRACE, ALL
i ngress- Custom Labels o This can be used to add
gat eway. se | that needs to be custom label(s) to ingress-
rvice. cust | added to ingress- gateway Service.
onExt ensi o| gateway specific
n.| abel s Service.
i ngress- Custom (¢} This can be used to add
gat eway. se| Annotations that custom annotation(s) to
rvi ce. cust | needs to be ingress-gateway Service.
onExt ensj o| added to ingress-
n.annot at i | gateway specific
ons Services.
i ngress- Kind of Service |LoadBa|O ClusterlP, It is not recommended to
gat eway. gl | that will be used | lancer NodePort, change the Service Type.
obal . type |for this LoadBalanc
deployment er and
ExternalNa
me
i ngress- Custom Labels (0] This can be used to add
gat eway. de [ that needs to be custom label(s) to ingress-
pl oyment . ¢ | added to ingress- gateway Deployment.
ust onExt en | gateway specific
si on. | abel | Deployment.
S
i ngress- Custom o This can be used to
gat eway. de | Annotations that add custom annotation(s)
pl oyment . ¢ [ needs to be to ingress-gateway
ust onExt en | added to ingress- Deployment.
si on. annot | 9ateway specific
ations Deployment.
i ngress- Maximum 4 O It is the maximum CPU
gat eway. r e [ amount of CPU resource allocated to
sources. | i [that K8s will ingress-gateway.
mts.cpu allow the ingress-
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ingress-gateway
service container,
and K8s will use
this value to
decide on which
node to place the
pod

Parameter | Description Default | Manda | Range or Notes
value |tory Possible

(M)l Values (If

Option | applicable)

al (O)
i ngress- Maximum 1 O It is the CPU resource
gat eway. r e [ amount of CPU allocated to ingress-
sources. | i [that K8s will gateway init container.
mts.initS|allowthe ingress-
ervi ceCpu | gateway init

container to use
i ngress- Maximum 1 (0] It is the CPU resource
gat eway. r e [ amount of CPU allocated to ingress-
sources. | i [that K8s will gateway update container.
mts. updat [ allow the ingress-
eSer vi ceCp | gateway update
u container to use
i ngress- Maximum 4Gi O It is the maximum
gat eway. r e | memory that K8s Memory allocated to
sources. | i | will allow the ingress-gateway.
mts. menor | ingress-gateway
y service container
to use

i ngress- Memory Limit for | 1Gi (0] It is the memory allocated
gat eway. r e[ ingress-gateway to ingress-gateway init
sour ces. | i | init container container.
mts.initS
ervi ceMeno
ry
i ngress- Memory Limit for | 1Gi (0] It is the memory allocated
gat eway. r e| ingress-gateway to ingress-gateway update
sour ces. | i | update container container.
mts. updat
eServi ceMe
nmory
i ngress- The amount of | 4 O It is the maximum CPU
gat eway. r e| CPU that the resource allocated to
sour ces. r e| system will ingress-gateway.
quest s. cpu| guarantee for the
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Parameter

Description

Default
value

Manda
tory
(M)l
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

i ngress-
gateway.re
sources.re
quests.ini
t Servi ceCp
u

The amount of
CPU that the
system will
guarantee for the
ingress-gateway
init container,
and K8s will use
this value to
decide on which
node to place the
pod

It is the CPU resource
allocated to ingress-
gateway init container.

i ngress-

gateway.re
sources.re
quests. upd
ateService

Cpu

The amount of
CPU that the
system will
guarantee for the
ingress-gateway
update container,
and K8s will use
this value to
decide on which
node to place the
pod

It is the CPU resource
allocated to ingress-
gateway update container.

i ngress-
gateway.re
sources.re
quests. mem
ory

The memory that
the system will
guarantee for the
ingress-gateway
service container,
and K8s will use
this value to
decide on which
node to place the
pod

4Gi

It is the maximum memory
for requests allocated to
ingress-gateway.

i ngress-
gateway.re
sources.re
quests.ini
t Servi ceMe
mory

Memory Limit for
ingress-gateway
init container

1Gi

It is the memory allocated
to ingress-gateway init
container.

i ngress-
gateway.re
sources.re
quests. upd
ateService
Menory

Memory Limit for
ingress-gateway
update container

1Gi

It is the memory allocated
to ingress-gateway update
container.

i ngress-

gateway.re
sources.ta
rget.avera

geCpulti

Target CPU
utilization after
which Horizontal
Pod Autoscaler
will be triggered.

80
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
i ngress- Minimum number | 2 0
gat eway. ni | of pod that will be
nReplicas [deployed
i ngress- Maximum 5 (0]
gat eway. ma| number of pod
XxRepl i cas | that will be
scaled up

Egress Gateway

Table 3-5 Egress Gateway

Parameter | Description Default | Manda | Range or Notes
value |tory Possible

(M) Values (If

Option | applicable)

al (O)
egress- This flag is for false (@] true/false If the value is set to false,
gat eway. en | enabling/ OCNRF will not accept any
abl eQut goi | disabling HTTPS/2.0 (unsecured)
ngHt t ps HTTPS/2.0 Traffic. If the value is set

(secured TLS) in to true, OCNRF will accept
Egress Gateway. HTTPS/2.0 (unsecured)
Traffic

egress- Egress Gateway |ocegres|O
gat eway. de | image name s_gate
pl oyment eg way
ressgat ewa
y.image
egress- tag name of OCNRF| O
gat eway. de|image images
pl oyment eg
ressgat ewa
y.imageTag
egress- This setting will IfNotPr | O Always,
gat eway. de| tell if image need | esent IfNotPresent
pl oyment eg | to be pulled or , Never
ressgat ewa | not
y. pul | Pol i
cy
egress- Image Name for | configur| O
gat eway. i n| Egress Gateway | ationinit
i t Cont ai ne| init container
rslmage. na
me
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
egress- Tag name of OCNRF| O
gat eway. i n| Egress Gateway [images
i t Cont ai ne| init container
rsimage.ta
g
egress- This setting will IfNotPr | O Always,
gat eway. i n| tell if image need | esent IfNotPresent
i t Cont ai ne| to be pulled or , Never
rsl mage. pu | not
[l Policy
egress- Image Name for | configur| O
gat eway. up | Egress Gateway | ationup
dat eCont ai | update container | date
nersl mage.
nane
egress- Tag name of OCNRF| O
gat eway. up | Egress Gateway [images
dat eCont ai | update container
nersl mage.
tag
egress- This setting will IfNotPr | O Always,
gat eway. up | tell ifimage need | esent IfNotPresent
dat eCont ai | to be pulled or , Never
ner sl mage. | not
pul | Pol i cy
egress- Flag to enable or | false (0] true / false | While making this flag as
gat eway. j a| disable the true, update the below
eger Traci n| Jaeger Tracing at attributes with correct
gEnabl ed | egress gateway values.
egress- Host name of jaeger- | M, if
gat eway. op | Jaeger Agent agent.c | egress
entracing. | Service ne-infra | -
j aeger . udp gat ewa
sender. hos y.jaeg
t erTrac
i ngEna
bl edis
enabled
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Chapter 3

OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
egress- Port of Jaeger 6831 M, if
gat eway. op | Agent Service egress
entraci ng. -
j aeger. udp gat ewa
sender . por y.jaeg
t erTrac
i ngEna
bl edis
enabled
egress- Jaeger message | 0.5 (0] Oto1l # Jaeger message
gat eway. op | sampler sampler. Value range: 0 to
entraci ng. 1
jaeger.pro # e.g. Value 0: No Trace
babilistic will be sent to Jaeger
Sanpl er collector
# e.g. Value 0.3: 30% of
message will be sampled
and will be sent to Jaeger
collector
# e.g. Value 1: 100%
of message (i.e. all the
messages) will be sampled
and will be sent to Jaeger
collector
egress- Using SCP as an | false (@) trueffalse If it is configured as false,
gat eway. sc | Proxy in Egress SCP will not be used
plntegrati | Gateway as an proxy. Messages
onEnabl ed will be directly sent
to the Producers/HTTP
Servers. If it is configured
as true, SCP will be
used as an Proxy for
delivering messages to the
Producers/HTTP Servers.
egress- SCP localho | M, if All the SCP
gat eway. sc | Configuration For | st egress related configuration will
pHt t pHost | Egress Gateway - be used only if
gat ewa scpintegrationEnabled is
y. scpl set to true. SCP's
ntegra HTTP Host/IP and Port
ti onEn Combination. This will be
abl ed while sending HTTP/2.0
is true (unsecured) traffic.
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Chapter 3

OCNRF Configuration Parameters

missing

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
egress- SCP's HTTP Port | 80 M, if
gat eway. sc egress
pHt t pPor t -
gat ewa
y. scpl
ntegra
ti onEn
abl ed
is true
egress- SCP localho | M, if All the SCP
gat eway. sc | Configuration For | st egress related configuration will
pHt t psHost | Egress Gateway - be used only if
gat ewa scplintegrationEnabled is
y. scpl set to true. SCP's
nt egra HTTP Host/IP and Port
tionEn Combination. This will be
abl ed while sending HTTP/2.0
is true (unsecured) traffic.
egress- SCP's HTTPS 443 M, if This will be while sending
gat eway. sc| Port egress HTTPS/2.0 (unsecured)
pHt t psPort - traffic.
gat ewa
y. scpl
ntegra
ti onEn
abl ed
is true
egress- SCP's API Prefix. | / (0] This will be used for
gat eway. sc | (Applicable only constructing the Egress
pApi Prefi x [ for SCP with TLS messgage's APIROOT
enabled) while proxying message to
SCP. Change this value to
SCP's apiprefix. "/" is not
expected to be provided
along.
egress- SCP's default https (0]
gat eway. sc [ scheme when
pDef aul t Sc [ 3gpp-sbi-target-
hene apiroot header is
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
egress- Allowed M, if -
gat eway. ci | CipherSuites for egress | TLS_ECDH
pher Sui t es | TLS1.2 - E_ECDSA _
gat ewa | WITH_AES_
y. enab | 256_GCM_
| eQut g SHA384 -
oi ngH | TLS_ECDH
tpsis |E_RSA_WIT
true H_AES 256
_GCM_SHA
384
TLS_ECDH
E_RSA WIT
H_CHACHA
20_POLY13
05_SHA256
TLS_DHE_
RSA_WITH_
AES_256_G
CM_SHA38
4
TLS_ECDH
E_ECDSA_
WITH_AES
128_GCM_
SHA256
TLS_ECDH
E_RSA WIT
H_AES_128
_GCM_SHA
256
egress- Secret name that | ocegres | M, if
gat eway. se| contains OCNRF | s-secret| egr ess
rvi ce. ssl . | Egress gateway -
pri vat eKey | Private Key gat ewa
. k8SecretN y. enab
ane leQutg
oi ngHt
tpsis
true
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible

(M)l Values (If

Option | applicable)

al (O)
egress- Namespace in ocnrf M, if
gat eway. se | which egress
rvice. ssl . | kBSecretName is -
privat eKey | present gat eva
. k8NaneSpa y. enab
ce leQutg

oi ngHt

tpsis

true
egress- OCNRF's Private | ssl_rsa | M, if If initialAlgorithm is
gat eway. se | Key (RSA type) |_private | egress configured as RSA, then
rvi ce. ssl| . | file name _key.pe | - rsa file name must
privat eKey m gat ewa be configured. Otherwise
.rsa.filen y. enab OCNREF's egress gateway
ane leQutg will not comeup.

oi ngHt

tpsis

true

and

egress

gat ewa

y.serv

ice.ss

[.init

ialAlg

orithm

is

RS256
egress- OCNRF's Private | ssl_ecd | M, if If initialAlgorithm is
gat eway. se| Key (ECDSA sa_priv | egress configured as ECDSA,
rvice. ssl. | type) file name ate_key | - then rsa file name must
privat eKey -pem  [gatewa be configured. Otherwise
.ecdsa. fil y. enab OCNRF's egress gateway
enanme leQutg will not comeup.

oi ngHt

tpsis

true

and

egress

gat ewa

y.serv

i ce.ss

[.init

ialAlg

orithm

is

ES256
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Chapter 3

OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible

(M)l Values (If

Option | applicable)

al (0)
egress- Secret name that | ocegres | M, if This is a Secret object for
gat eway. se| contains s-secret| egr ess OCNRFcertificate details
rvice. ssl. [OCNRF's - for HTTPS.
certificat | Certificate for gat ewa
e. k8Secret [ HTTPS y. enab
Narme leQutg

oi ngHt

tpsis

true
egress- Namespace in ocnrf M, if
gat eway. se| which OCNRF's egress
rvi ce. ssl . | Certificate is -
certificat | present gat ewa
e. k8NaneSp y. enab
ace leQutg

oi ngHt

tpsis

true
egress- OCNRF's ssl_rsa | M, if If initialAlgorithm is
gat eway. se| Certificate (RSA | _certific | egr ess configured as RSA, then
rvi ce. ssl . | type) file name ate.crt |- rsa file name must
certificat gat ewa be configured. Otherwise
e.rsa.file y. enab OCNRF's egress gateway
name leQutg will not comeup.

oi ngHt

tpsis

true

and

egress

gat ewa

y.serv

i ce.ss

[.init

ialAlg

orithm

is

RS256

3-29



ORACLE

Table 3-5 (Cont.) Egress Gateway

Chapter 3
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
egress- OCNRF's ssl_ecd | M, if If initialAlgorithm is
gat eway. se| Certificate sa_certi| egress configured as ECDSA,
rvi ce. ssl. | (ECDSA type) file | ficate.cr | - then rsa file name must
certificat|name t gat eva be configured. Otherwise
e.ecdsa. fi y. enab OCNRF's egress gateway
| enane leQutg will not comeup.
oi ngHt
tpsis
true
and
egress
gat ewa
y.serv
i ce.ss
[.init
ialAg
orithm
is
ES256
egress- Secret name that | ocegres | M, if
gat eway. se| contains s-secret| egr ess
rvice. ssl. | OCNRF's CA -
caBundl e. k | details for HTTPS gat ewa
8Secr et Nam y. enab
e leQutg
oi ngHt
tpsis
true
egress- Namespace in ocnrf M, if
gat eway. se | which OCNRF's egress
rvi ce. ssl . | CA details is -
caBundl e. k | present gat ewa
8NameSpace y. enab
leQutg
oi ngHt
tpsis
true
egress- OCNRF's CA ssl_cab | M, if
gat eway. se| bundle filename | undle.cr|egress
rvice. ssl. t -
caBundl e. f gat ewa
i | enane y. enab
leQutg
oi ngHt
tpsis
true
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (0)
egress- Secret name that | ocegres | M, if
gat eway. se| contains s-secret| egr ess
rvice. ssl . | keyStorePasswor -
keySt orePa|d gat ena
sswor d. k8S y. enab
ecret Name leQutg
oi ngHt
tpsis
true
egress- Namespace in ocnrf M, if
gat eway. se| which OCNRF's egress
rvice. ssl. | keystore -
keySt or ePa | password is gat ena
sswor d. k8N| present y. enab
ameSpace leQutg
oi ngHt
tpsis
true
egress- OCNRF's Key ssl_key | M, if
gat eway. se| Store password | store.txt| egr ess
rvice. ssl . [ Filename -
keySt or ePa gat ewa
ssword. fil y. enab
eName leQutg
oi ngHt
tpsis
true
egress- Secret name that | ocegres | M, if
gat eway. se| contains s-secret| egr ess
rvice. ssl . | trustStorePasswo -
trustStore|rd gat ewa
Passwor d. k y. enab
8Secr et Nam leQutg
e oi ngHt
tpsis
true
egress- Namespace in ocnrf M, if
gat eway. se | which egress
rvi ce. ssl . | trustStorePasswo -
trust Store|rdis present gat ena
Passwor d. k y. enab
8NameSpace leQutg
oi ngHt
tpsis
true
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
egress- OCNRF's ssl_trus | M, if
gat eway. se | trustStorePasswo | tstore.tx | egr €ss
rvi ce. ssl. | rd Filename t -
trustStore gat ewa
Passwor d. f y. enab
i | eNane leQutg
oi ngHt
tpsis
true
egress- Initial Algorithm | RS256 | O ES256, Algorithm that will be used
gat eway. se | for HTTPS RS256 in TLS handshake
rvice. ssl.
initialAlg
orithm
egress- setting logging WARN |O OFF, FATAL,
gat eway. se| level ERROR,
rvice. | og. WARN,
[ evel . root INFO,
DEBUG,
TRACE, ALL
egress- setting logging WARN |[O OFF, FATAL,
gat eway. se| level ERROR,
rvice. | og. WARN,
| evel .egre INFO,
Ss DEBUG,
TRACE, ALL
egress- setting logging WARN | O OFF, FATAL,
gateway. se| level ERROR,
rvice. | og. WARN,
| evel . oaut INFO,
h DEBUG,
TRACE, ALL
egress- Custom Labels (0] This can be used to add
gat eway. se| that needs to be custom label(s) to egress-
rvi ce. cust | added to egress- gateway Service
onExt ensi o | gateway specific
n.labels [Service
egress- Custom (0] This can be used to add
gat eway. se [ Annotations that custom annotation(s) to
rvice. cust | needs to be egress-gateway Service
onExt ensi o| added to egress-
n. annot at i | gateway specific
ons Services
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M)l Values (If
Option | applicable)
al (O)
egress- Kind of Service LoadBa | O ClusterlP, It is not recommended to
gat eway. se| that will be used | lancer NodePort, | change the Service Type.
rvi ce. t ype| for this LoadBalanc
Deployment er and
ExternalNa
me
egress- Custom Labels (0] This can be used to add
gat eway. de [ that needs to be custom label(s) to egress-
pl oyment . ¢ | added to egress- gateway Deployment.
ust onExt en | gateway specific
si on. | abel | Deployment
S
egress- Custom (0] This can be used
gat eway. de | Annotations that to add custom
pl oynment . ¢ [ needs to be annotation(s) to egress-
ust onExt en| added to egress- gateway Deployment.
si on. annot | gateway specific
ations Deployment
egress- Maximum 4 O It is the maximum CPU
gat eway. r e| amount of CPU resource allocated to
sources. | i [that K8s will egress-gateway.
mts.cpu allow the egress-
gateway service
container to use
egress- Maximum 1 (0] It is the CPU resource
gat eway. r e| amount of CPU allocated to egress-
sour ces. | i | that K8s will gateway init container.
mts.initS|allowthe egress-
ervi ceCpu | gateway init
container to use
egress- Maximum 1 (0] It is the CPU
gat eway. r e| amount of CPU resource allocated to
sources. | i |that K8s will egress-gateway update
mts. updat allow the egress- container.
eSer vi ceCp | 9ateway update
u container to use
egress- Maximum 4Gi (@) It is the maximum
gat eway. r e[ memory that K8s Memory allocated to
sour ces. | i | will allow the egress-gateway.
mts. menor | egress-gateway
y update container
to use
egress- Memory Limit for | 1Gi (0] It is the memory allocated
gat eway. r e [ egress-gateway to egress-gateway init
sour ces. | i | init container container.
mts.initS
ervi ceMeno
ry

3-33



Table 3-5 (Cont.) Egress Gateway

Chapter 3

OCNREF Configuration Parameters

and K8s will use
this value to
decide on which
node to place the
pod

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
(M) Values (If
Option | applicable)
al (O)
egress- Memory Limit for | 1Gi (0] It is the memory allocated
gat eway. r e [ egress-gateway to egress-gateway update
sour ces. | i | update container container.
mts. updat
eServi ceMe
nory
egress- The amount of 4 o] It is the maximum CPU
gat eway. r e| CPU that the resource allocated to
sour ces. re| system will egress-gateway.
quest s. cpu| guarantee for the
egress-gateway
service container,
and K8s will use
this value to
decide on which
node to place the
pod
egress- The amount of 1 (0] It is the CPU resource
gat eway. r e| CPU that the allocated to egress-
sour ces. r e | system will gateway init container.
quest s. i ni | guarantee for the
t Servi ceCp | €gress-gateway
u init container,
and K8s will use
this value to
decide on which
node to place the
pod
egress- The amount of 1 (0] Itis the CPU
gat eway. r e [ CPU that the resource allocated to
sour ces. r e| system will egress-gateway update
quest s. upd | guarantee for the container.
at eSer vi ce | egress-gateway
Cpu update container,
and K8s will use
this value to
decide on which
node to place the
pod
egress- The memory that | 4Gi (0] It is the maximum memory
gat eway. r e[ the system will for requests allocated to
sour ces. r e| guarantee for the egress-gateway.
quest s. mem| egress-gateway
ory service container,

ORACLE
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Parameter

Description

value

Default

Manda
tory
(M)l
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

egress-
gateway.re
sources.re
quests.ini
t Servi ceMe
mory

Memory Limit for
egress-gateway
init container

1Gi

It is the memory allocated
to egress-gateway init

container.

egr ess-
gateway.re
sources.re
quests. upd
ateService
Menory

Memory Limit for
egress-gateway
update container

1Gi

It is the memory allocated
to egress-gateway update

container.

egress-

gateway.re
sources.ta
rget.avera

geCpulti |l

Target CPU
utilization after
which Horizontal
Pod Autoscaler
will be triggered.

80

egress-
gat eway. nmi
nRepl i cas

Minimum number
of pod that will be
deployed

egress-
gat eway. ma
XxRepl i cas

Maximum
number of pod
that will be
scaled up

NF Registration Micro service (nfregi stration)

Table 3-6 NF Registration

Parameter Description Default | Manda | Range or Notes
value |tory Possible Values
M)/ (If applicable)
Option
al (0)
nfregi stratio |Full Image Path ocnrf- | O Full image path
n. i nage. name nfregist of image
ration
nfregi stratio |Tag of Image OCNRF| O Tag of image in
n.image.tag images docker repository
nfregi stratio | This setting will tell ifimage | IfNotPr | O Always,
n.i mage. pul | P | need to be pulled or not esent IfNotPresent,
olicy Never
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- |

Parameter

Description

Default
value

Chapter 3

OCNRF Configuration Parameters

Manda
tory
M)/
Option
al (0)

Range or
Possible Values
(If applicable)

Notes

nfregistratio
n. Service. cus
t onExt ensi on.
| abel s

Custom Labels that
needs to be added

to nfregistration specific
Service

This
can be
used to
add
custom
label(s)
to
nfregist
ration
Service

nfregistratio
n. Service. cus
t onExt ensi on.
annot ati ons

Custom Annotations that
needs to be added

to nfregistration specific
Services

This
can be
used to
add
custom
annotati
on(s) to
nfregist
ration
Service

nfregistratio
n.service.typ
e

Service that will be used
for this Deployment

Clusterl
P

ClusterlP,
NodePort,
LoadBalancer
and
ExternalName

It is not
recom
mende
dto
change
the
Service

Type.

nfregistratio
n. depl oyment .
cust onExt ensi
on. | abel s

Custom Labels that
needs to be added

to nfregistration specific
Deployment

This
can be
used to
add
custom
label(s)
to
nfregist
ration
Deploy
ment

nfregistratio
n. depl oyment .
cust onExt ensi
on. annot ati on
S

Custom Annotations that
needs to be added

to nfregistration specific
Deployment

This
can be
used to
add
custom
annotati
on(s) to
nfregist
ration
Deploy
ment
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n.resources.t
arget. average

Cpulki |

after which Horizontal
Pod Autoscaler will be
triggered.

Parameter Description Default | Manda | Range or Notes
value |tory Possible Values
M)/ (If applicable)
Option
al (0)
nfregistrati o | Maximum amount of 4 O It is the
n.resources.| |CPU that K8s will allow maximu
imts.cpu the nfregistration service m CPU
container to use resourc
e
allocate
dto
nfregist
ration
Deploy
ment.
nfregistratio | Maximum memory that 2Gi 0] It is the
n.resources.| |K8s will allow the maximu
imts.memory | nfregistration service m
container to use Memor
y
allocate
dto
nfregist
ration
Deploy
ment.
nfregistrati o | The amount of CPU that |4 O It is the
n.resources. r |the system will guarantee maximu
equest s. cpu for the nfregistration m CPU
service container, and K8s resourc
will use this value to decide e
on which node to place the allocate
pod dto
nfregist
ration
Deploy
ment.
nfregi strati o | The memory that the 2Gi (0] It is the
n.resources. r |system will guarantee for maximu
equest s. menor | the nfregistration, and K8s m
y will use this value to decide memor
on which node to place the y for
pod request
S
allocate
dto
nfregist
ration
Deploy
ment.
nfregi stratio |Target CPU utilization 80 0
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Description

Default
value

Chapter 3
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Manda
tory
M)/
Option
al (0)

Range or
Possible Values
(If applicable)

Notes

nfregistratio
n.m nReplicas

Minimum number of pod
that will be deployed

nfregistratio
n. maxRepl i cas

Maximum number of pod
that will be scaled up

nfregistratio
n.responseCom
pressi on&ip

Attribute to enable/disable
gzip compression on
responses from OCNRF
for management services
as applicable. OCNRF

will do compression when
consumer network function
indicates it supports GZIP
compression.

true

true/false

OCNRF
support
s GZIP
compre
ssion in
respons
e of
service
operati
onsi.e.
NFList
Retriev
al,
NFProfi
leRetrie
va,
NFRegi
ster,
NFUpd
ate.

OCNRF
will do
compre
ssion
when
consum
er
network
function
indicate
sit
support
s GZIP
compre
ssion.
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Table 3-7 NF Subscription
|

Chapter 3
OCNRF Configuration Parameters

Parameter Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nfsubscriptio |Full Image Path ocnrf- | O Full image
n. i mage. name nfsubsc path of
ription image
nfsubscriptio |Tag of Image OCNRF|O Tag of image
n.inage.tag images in docker
repository
nfsubscriptio | This setting will tell if image IfNotPr | O Always,
n.image. pul | P | need to be pulled or not esent IfNotPresent
olicy , Never
nfsubscri pti o | Custom Labels that needs to be 0 This
n. service. cus |added to nfsubscription specific can be
t onExt ensi on. | Service used to
| abel s add
custom
label(s)
to
nfsubsc
ription
Service
nfsubscriptio | Custom Annotations that needs (0] This
n. service. cus |to be added to nfsubscription can be
t onExt ensi on. | specific Services used to
annot at i ons add
custom
annotati
on(s) to
nfsubsc
ription
Service
nfsubscriptio |Kind of Service that will be used | Clusterl | O ClusterlIP, It is not
n.service.typ |[forthis Deployment P NodePort, recom
e LoadBalanc | mende
er and dto
ExternalNa | change
me the
Service
Type.
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Table 3-7 (Cont.) NF Subscription

Parameter

Description

Default
value

Chapter 3
OCNRF Configuration Parameters

Manda
tory
M)/
Option
al (0)

Range or Notes
Possible
Values (If

applicable)

nfsubscriptio
n. depl oynent .
cust onkxt ensi
on. | abel s

Custom Labels that needs to be
added to nfsubscription specific
Deployment

(@] This
can be
used to
add
custom
label(s)
to
nfsubsc
ription
Deploy
ment.

nfsubscriptio
n. depl oyment .
cust onExt ensi
on. annot ati on
S

Custom Annotations that needs
to be added to nfsubscription
specific Deployment

(@] This
can be
used to
add
custom
annotati
on(s) to
nfsubsc
ription
Deploy
ment.

nfsubscriptio
n.resources. |
imts.cpu

Maximum amount of CPU that
K8s will allow the nfsubscription
service container to use

(@] Itis the
maximu
m CPU
resourc
e
allocate
dto
nfsubsc
ription
Deploy
ment.

nfsubscriptio
n. resources. |
imts. menory

Maximum memory that K8s will
allow the nfsubscription service
container to use

2Gi

(@] Itis the

maximu
m
Memor
y
allocate
dto
nfsubsc
ription
Deploy
ment.
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- |

Chapter 3
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Parameter Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nf subscri pti o | The amount of CPU that 2 O It is the
n.resources. r |the system will guarantee maximu
equest s. cpu for the nfsubscription service m CPU
container, and K8s will use this resourc
value to decide on which node e
to place the pod allocate
dto
nfsubsc
ription
Deploy
ment.
nfsubscriptio | The memory that the 2Gi 0] It is the
n.resources. r |system will guarantee for the maximu
equest s. menor | nfsubscription, and K8s will use m
y this value to decide on which memor
node to place the pod y for
request
S
allocate
dto
nfsubsc
ription
Deploy
ment.
nf subscri ptio | Target CPU utilization 80 0
n.resources.t |after which Horizontal Pod
arget . average |Autoscaler will be triggered.
Cpultil
nfsubscriptio | Minimum number of pod that 2 o]
n. m nRepl i cas | will be deployed
nfsubscriptio | Maximum number of pod that |7 ¢}
n. maxRepl i cas | will be scaled up

OCNRF Auditor Micro service (nrfauditor)

Table 3-8 OCNRF Auditor
-

Parameter Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nrfauditor.im|Full Image Path ocnrf- | O Full image
age. nane nrfaudit path of
or image
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Parameter Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nrfauditor.im|Tag of Image OCNRF|O Tag of image
age.tag images in docker
repository
nrfauditor.i m| This setting indicates if the IfNotPr | O Always,
age. pul | Pol'i ¢ |image needs to be pulled or not | esent IfNotPresent
y , Never
nrfauditor.se | Custom Labels that needs to (o] This
rvi ce. cust onE | be added to nrfauditor specific can be
xt ensi on. | abe | Service used to
|'s add
custom
label(s)
to
nrfaudit
or
Service
nrfauditor.se | Custom Annotations that needs O This
rvi ce. cust onkE | to be added to nrfauditor can be
xt ensi on. anno | specific Services used to
tations add
custom
annotati
on(s) to
nrfaudit
or
Service
nrfauditor. se |Kind of Service that will be used | Clusterl | O ClusterlP, It is not
rvice.type for this Deployment P NodePort, recom
LoadBalanc | mende
er and dto
ExternalNa | change
me the
Service
Type
nrfauditor. de | Custom Labels that needs to e} This
pl oynent . cust | be added to nrfauditor specific can be
onExt ensi on. | | Deployment used to
abel s add
custom
label(s)
to
nrfaudit
or
Deploy
ment
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Table 3-8 (Cont.) OCNRF Auditor
-

Parameter

Description

Default
value

Chapter 3

OCNRF Configuration Parameters

Manda
tory
M)/
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

nrfauditor.de
pl oyment . cust
onExt ensi on. a
nnot ati ons

Custom Annotations that needs
to be added to nrfauditor
specific Deployment

This
can be
used to
add
custom
annotati
on(s) to
nrfaudit
or
Deploy
ment

nrfauditor.re
sources. limt
S.cpu

Maximum amount of CPU that
K8s will allow the nrfauditor
service container to use

Itis the
maximu
m CPU
resourc
e
allocate
dto
nrfaudit
or
Deploy
ment.

nrfauditor.re
sources.limt
S. menory

Maximum memory that K8s
will allow the nrfauditor service
container to use

3Gi

Itis the
maximu
m
Memor
y
allocate
dto
nrfaudit
or
Deploy
ment.

nrfauditor.re
sour ces. reque
sts.cpu

The amount of CPU that the
system will guarantee for the
nrfauditor service container,
and K8s will use this value to
decide on which node to place
the pod

Itis the
maximu
m CPU
resourc
e
allocate
dto
nrfaudit
or
Deploy
ment.
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Table 3-8 (Cont.) OCNRF Auditor

Parameter

Description

Default
value

Chapter 3
OCNRF Configuration Parameters

Manda Notes
tory
M)/
Option
al (0)

Range or
Possible
Values (If
applicable)

nrfauditor.re
sour ces. reque
sts. menory

The memory that the system
will guarantee for the nrfauditor,
and K8s will use this value to
decide on which node to place
the pod

3Gi

(@] Itis the
maximu
m
memor
y for
request
s
allocate
dto
nrfaudit
or
Deploy
ment.

NF Discovery Micro service (nf di scovery)

Table 3-9 NF Discovery

Parameter Description Default | Manda | Range or Notes
value |tory Possible
™M) 1 Values (If
Option | applicable)
al (0)
nfdi scovery.i |[Full Image Path ocnrf- | O Full image
mage. nane nfdisco path of
very image
nfdi scovery.i [Tag ofmage OCNRF| O Tag of image
nage. t ag images in docker
repository
nfdi scovery.i |[This setting determines if image | IfNotPr | O Always,
mage. pul | Pol i | needs to be pulled or not esent IfNotPresent
cy , Never
nfdi scovery.s |Custom Labels that needs to O This
ervi ce. cust om | be added to nfdiscovery specific can be
Ext ensi on. | ab | Service used to
els add
custom
label(s)
to
nfdisco
very
Service
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Table 3-9 (Cont.) NF Discovery
-

Parameter

Description

Default
value

Chapter 3
OCNRF Configuration Parameters

Manda
tory
M)/
Option
al (0)

Range or Notes
Possible
Values (If

applicable)

nf di scovery.s
ervi ce. custom
Ext ensi on. ann
otations

Custom Annotations that needs
to be added to nfdiscovery
specific Services

(0] This
can be
used to
add
custom
annotati
on(s) to
nfdisco
very
Service

nfdi scovery.s
ervice.type

Kind of Service that will be used
for this Deployment

Clusterl
P

(e} ClusterlP,
NodePort,
LoadBalanc
er and
ExternalNa
me

nf di scovery. d
epl oyment . cus
t onExt ensi on.
| abel s

Custom Labels that needs to
be added to nfdiscovery specific
Deployment

(@] This
can be
used to
add
custom
label(s)
to
nfdisco
very
Deploy
ment

nf di scovery. d
epl oyment . cus
t onExt ensi on.
annot ati ons

Custom Annotations that needs
to be added to nfdiscovery
specific Deployment

(@] This
can be
used to
add
custom
annotati
on(s) to
nfdisco
very
Deploy
ment

nfdi scovery.r
esources.lim
ts.cpu

Maximum amount of CPU that
K8s will allow the nfdiscovery
service container to use

(@] Itis the
maximu
m CPU
resourc
e
allocate
dto
nfdisco
very
Deploy
ment.
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Table 3-9 (Cont.) NF Discovery
- |

Chapter 3
OCNRF Configuration Parameters

Parameter Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nf di scovery.r | Maximum memory that K8s will | 2Gi O Itis the
esources. lim |[allow the nfdiscovery service maximu
ts. nenory container to use m
Memor
y
allocate
dto
nfdisco
very
Deploy
ment.
nfdi scovery.r |The amount of CPU that the 4 0 It is the
esour ces. requ | system will guarantee for the maximu
ests.cpu nfdiscovery service container, m CPU
and K8s will use this value to resourc
decide on which node to place e
the pod allocate
dto
nfdisco
very
Deploy
ment.
nf di scovery.r | The memory that the 2Gi O It is the
esour ces. requ | system will guarantee for the maximu
ests. nenory nfdiscovery, and K8s will use m
this value to decide on which memor
node to place the pod y for
request
s
allocate
dto
nfdisco
very
Deploy
ment.
nfdi scovery.r | Target CPU utilization 80 (0]
esour ces. targ | after which Horizontal Pod
et . averageCpu [Autoscaler will be triggered.
Uil
nf di scovery. m | Minimum number of pod that 2 O
i nRepl i cas will be deployed
nf di scovery. m | Maximum number of pod that |7 0
axReplicas will be scaled up
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OCNRF Configuration

Table 3-10 OCNRF Configuration
- ___________ |

Chapter 3

OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
i mage. name | Full Image Path | nrfconfi [ O Full image
guratio path of
n image
i mage.tag | Tag of Image OCNRF| O Tag of image
images in docker
repository
i mage. pul | | This setting IfNotPr | O Always,
Pol i cy determines if esent IfNotPresent
image needs to , Never
be pulled or not
servi ce. st | Static load false (0] If Static load balancer IP
ati cl pAddr | balancer IP needs to be set, then
essEnabl ed| enabled flag set staticlpAddressEnabled
flag to true and provide
value for staticlpAddress.
Else random IP will be
assigned by the metalLB
from its IP Pool
servi ce. st | Static load <ipaddr | M, if Static IP address assigned
aticl pAddr | balancer IP ess> nrfcon to the Load Balancer from
ess figura the metalLB IP pool.
tion.s
ervice
. met al
Lbl pAl
| ocati
onEnab
ledis
true
servi ce. st | Static Node Port | false (0] If Static node port needs
at i cNodePo | enabled flag to be set, then set
rt Enabl ed staticNodePortEnabled flag

to true and provide value
for staticNodePort, else
random node port will be
assigned by K8
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (0)
servi ce. st | Static Node Port | 30076 | M, if If Static node port needs
ati cNodePo nrfcon to be set, then set
rt figura staticNodePortEnabled flag
tion.s to true and provide value
ervice for staticNodePort
.stati Else random node port will
cl pAdd be assigned by K8
resskn
abl ed
is
enabled
nrf confi gu| Custom Labels O This can be used to
ration. ser | that needs to be add custom label(s) to
vi ce. cust 0| added to nrfconfiguration Service
mExt ensi on | nrfconfiguration
.l abel s specific Service
nrfconfi gu| Custom 0] This can be used to add
ration. ser | Annotations that custom annotation(s) to
vi ce. cust o| needs to be nrfconfiguration Service
nExt ensi on [ added to
_annot at i o| nrfconfiguration
ns specific Services
nrfconfi gu|Kind of Service |LoadBa |O ClusterlP, It is not recommended to
ration. ser | that will be used |[lancer NodePort, change the Service Type.
vice. type |for this LoadBalanc
Deployment er and
ExternalNa
me
nrf confi gu| Custom Labels 0] This can be used
ration. dep| that needs to be to add custom
| oynent . cu|added to label(s) to nrfconfiguration
st onExt ens [ nrfconfiguration Deployment
i on. | abel s | specific
Deployment
nrfconfi gu| Custom e} This can be used to
ration. dep| Annotations that add custom annotation(s)
| oynent . cu needs to be to nrfconfiguration
st onExt ens | added to Deployment.
i on. annot a| nrfconfiguration
tions specific
Deployment

ORACLE
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Table 3-10 (Cont.) OCNRF Configuration
- |

Chapter 3

OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nrf confi gu| Maximum 2 O It is the maximum
ration. res|amount of CPU CPU resource allocated
our ces. | i m| that K8s will to nrfconfiguration
its.cpu allow the Deployment.
nrfconfiguration
service container
to use
nrf confi gu| Maximum 2Gi O It is the maximum
ration.res|memory that K8s Memory allocated
our ces. | i m| will allow the to nrfconfiguration
its.menory nrfconfiguration Deployment.
service container
to use
nrf confi gu| The amount of 2 0] It is the maximum
ration.res|CPU that the CPU resource allocated
our ces. r eq| system will to nrfconfiguration
uests.cpu [guarantee for the Deployment.
nrfconfiguration
service container,
and K8s will use
this value to
decide on which
node to place the
pod
nrf confi gu| The memory that | 2Gi o] It is the maximum memory
ration.res|the system will for requests allocated
our ces. r eq| guarantee for the to nrfconfiguration
uest s. menp | nrfconfiguration, Deployment.
ry and K8s will use
this value to
decide on which
node to place the
pod
nrfconfi gu| Target CPU 80 0]
ration. res| utlization after
our ces. t ar | which Horizontal
get . aver ag | Pod Autoscaler
eCpultil will be triggered.
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NF Access Token (nf accesst oken)

Table 3-11 NF Access Token
-

Chapter 3

OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (0)
nfaccesst 0| Flag to disable true (0] true / false | If AccessToken service is
ken. enabl e [ Oauth not required, operator can
d functionality choose to set it as false
so that nfAccessToken
micro-service will not be
deployed.
nf accesst o Full Image Path |ocnrf- |O Full image
ken. i mage. | for access token | nfacces path of
name service container | stoken image
nf accesst o| Tag of Image OCNRF| O Tag of image
ken. i mage. images in docker
tag repository
nfaccesst 0| This setting will | IfNotPr [ O Always
ken. i mage. | tell if image need | esent IfNotPresent
pul | Pol i cy | to be pulled or Never
not
nf accesst o Full Image Path | configur | O Image Name | This image is used by
ken. i ni t Co| for init container | ationinit for Access | OCNRF gateway for Key/
nt ai nersim token Key Certificate infrastructure.
age. name certificate
infrastructur
e
nfaccesst 0| Tag of Image OCNRF| O Tag of image
ken.initCo images in docker
ntai nersim repository
age.tag
nf accesst o| This setting will | IfNotPr [ O Always
ken. i ni t Co| tell ifimage need | esent IfNotPresent
nt ai ner sl m| to be pulled or Never
age. pul | Po| not
licy
nfaccesst o| Full Image Path | configur| O Image Name
ken. updat e | for update ationup for Access
Cont ai ner s | container date token Key
| mage. nane certificate
infrastructur
e
nf accesst o Tag of Image OCNRF| O Tag of image
ken. updat e images in docker
Cont ai ner s repository
| mage. t ag
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Chapter 3

OCNRF Configuration Parameters

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (0)
nfaccesst 0| This setting will | IfNotPr [ O Always
ken. updat e | tell if image need | esent IfNotPresent
Cont ai ner s | to be pulled or Never
| mage. pul | | not
Pol i cy
nfaccesst o] OCNRF's NF 6faflbb | M This is NRF Instance ID
ken. oaut h. | Instance ID that | c-6e4a- that will be used for signing
nrfl nstanc|is used for 4454- AccessTokenClaim (is IE
eld signing ab07- of AccessTokenClaim).
AccessTokenClai | al4ef8 If NRF needs to
m elbc5c issue AccessTokenClaim
using its own NF
instance ID then the
nrflnstanceld configured
in the global section
(global.nrflnstanceld)
needs to configured here
again. If NRF needs to
issue AccessTokenClaim
using a common/virtual
then a common/virtual NF
instance ID needs to be
configured here (along
with the common/virtual
PrivateKey and Certificate
Pair). The same NF
instance id and PrivateKey
and Certificate Pair needs
to be configured in all
other NRFs as well so
that tokens issues by
all the NRF can be
validated using a Single
Nflnstanceld and KeyPair.
nf accesst o| Secret name that | ocnrfac | M, if This is a Secret object for
ken. oaut h. | contains OCNRF | cesstok [ nfacce OCNRFPrivate Key.
privat eKey [ Private key en- sst oke
. k8SecretN secret | n.enab
ane ledis
true
nf accesst o| Namespace in ocnrf M, if
ken. oaut h. | which OCNRF nfacce
pri vat eKey [ Private key is sst oke
. k8NaneSpa | present n. enab
ce ledis
true
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible

M)/ Values (If

Option | applicable)

al (O)
nfaccesst 0| OCNRF's Private | rsa_priv| M, if If initialAlgorithm is
ken. oaut h. | Key (RSA type) |ate_key [ nfacce configured as RSA, then
pri vat eKey [ file name .pem [sstoke rsa file name must
.rsa.filen n. enab be configured. Otherwise
anme | edis OCNRF gateway will not

true comeup.

and

nfacce

sst oke

n. oaut

h.init

ialAg

orithm

is

RS256
nfaccesst 0| ECDSA key file |ecdsa_ | M, if If initialAlgorithm is
ken. oaut h. | names private_ | nfacce configured as ECDSA,
privat eKey key.pe |sstoke then rsa file name must
.ecdsa. fil m n. enab be configured. Otherwise
ename | edis OCNRF's NFAccessToken

true microservice will not

and comeup.

nfacce

sst oke

n. oaut

h.init

ialAlg

orithm

is

ES256
nf accesst 0| Secret name that | ocnrfac | M, if This is a Secret object for
ken. oaut h. | contains cesstok [ nfacce OCNRFcertificate details
certificat | OCNRF's en- sst oke for HTTPS.
e. k8Secr et | certificate secret |n.enab
Nare ledis

true
nf accesst o| Namespace in ocnrf M, if
ken. oaut h. | which nfacce
certificat | kBSecretName is sst oke
e. k8NameSp | present n. enab
ace ledis

true
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Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nfaccesst 0| OCNRF's rsa_cer | M, if If initialAlgorithm is
ken. oaut h. | certificate (RSA | tificate. | nfacce configured as RSA, then
certificat | type) file name crt sst oke rsa file name must
e.rsa.file n. enab be configured. Otherwise
nane | edis OCNRF's NFAccessToken
true microservice will not
and comeup.
nfacce
sst oke
n. oaut
h.init
ialAg
orithm
is
RS256
nfaccesst 0| OCNRF's ecdsa_ | M, if If initialAlgorithm is
ken. oaut h. | certificate certifica | nf acce configured as ECDSA,
certificat | (ECDSA type) file| te.crt sst oke then rsa file name must
e.ecdsa. fi | name n. enab be configured. Otherwise
| enane | edis OCNRF's NFAccessToken
true microservice will not
and comeup.
nfacce
sst oke
n. oaut
h.init
ialAlg
orithm
is
ES256
nf accesst o| Secret name that | ocnrfac | M, if
ken. oaut h. | contains cesstok | nfacce
keySt or ePa| OCNRF's en- sst oke
sswor d. k8S| keystore secret [n.enab
ecret Nane |password | edis
true
nf accesst o| Namespace in ocnrf M, if Password that is used for
ken. oaut h. | which OCNRF's nfacce creating in-memory Java
keySt or ePa | keystore sst oke Key Store (JKS)
sswor d. k8N| password is n. enab
ameSpace |present | edis
true
nf accesst o[ KeyStore keystor | M, if
ken. oaut h. | password file e_pass |nfacce
keySt or ePa word.txt [ sst oke
ssword. fil n. enab
ename ledis
true
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initi container to
use

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (O)
nfaccesst o] Initial Algorithm | ES256 |O ES256,
ken. oaut h. | for Access Token RS256
initial Al g|key certificate
orithm infrastructure
nf accesst o[ Custom Labels O This can be used to
ken. servi ¢ | that needs to be add custom label(s) to
e. cust onEx | added to nfaccesstoken Service
t ensi on. | a| nfaccesstoken
bel s specific Service
nf accesst o| Custom (0] This can be used to add
ken. servi ¢ | Annotations that custom annotation(s) to
e. cust onEx | needs to be nfaccesstoken Service
t ensi on. an| added to
not ati ons | nfaccesstoken
specific Services
nf accesst 0| Kind of Service Clusterl | O ClusterlP, It is not recommended to
ken. servi c | that will be used |P NodePort, change the Service Type.
e.type for this LoadBalanc
Deployment er and
ExternalNa
me
nf accesst o[ Custom Labels (0] This can be used to
ken. depl oy | that needs to be add custom label(s) to
ment . cust o| added to nfaccesstoken Deployment
nExt ensi on | hfaccesstoken
.l abel s specific
Deployment
nfaccesst 0| Custom (0] This can be used to add
ken. depl oy | Annotations that custom annotation(s) to
ment . cust o] needs to be nfaccesstoken Deployment
nExt ensi on | added to
_annot at i o| hfaccesstoken
ns specific
Deployment
nf accesst o| Maximum 4 o] It is the maximum CPU
ken. r esour | amount of CPU resource allocated to
ces.limts|that K8s will nfaccesstoken.
.cpu allow the
nfaccesstoken
service container
to use
nf accesst o| Maximum 1 O It is the CPU resource
ken. resour | amount of CPU allocated to nfaccesstoken
ces.limts|that K8s will init container.
.initServi |allowthe
ceCpu nfaccesstoken

3-54



ORACLE

Table 3-11 (Cont.) NF Access Token

Chapter 3

OCNRF Configuration Parameters

ken. resour
ces. reques
ts.initSer
vi ceCpu

CPU that the
system will
guarantee for the
nfaccesstoken
initicontainer,
and K8s will use
this value to
decide on which
node to place the
pod

Parameter | Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (0)
nf accesst o| Maximum 1 e} It is the CPU resource
ken. resour | amount of CPU allocated to nfaccesstoken
ces. |limts|that K8s will update container.
. updat eSer | allow the
vi ceCpu nfaccesstoken
update container
to use
nf accesst 0| Maximum 2Gi (0] It is the maximum Memory
ken. r esour | memory that K8s allocated to nfaccesstoken.
ces. limts]|will allow the
. Menory nfaccesstoken
service container
to use
nfaccesst 0| Memory Limit for | 1Gi (0] It is the memory allocated
ken. r esour | nfaccesstoken to nfaccesstoken init
ces. | imts]|init container container.
.initServi
ceMenory
nf accesst o[ Memory Limit for | 1Gi (0] It is the memory allocated
ken. r esour | nfaccesstoken to nfaccesstoken update
ces. | i mts|update container container.
. updat eSer
vi ceMenory
nf accesst o| The amount of 4 O It is the maximum CPU
ken. resour | CPU that the resource allocated to
ces. reques | system will nfaccesstoken.
ts.cpu guarantee for the
nfaccesstoken
service container,
and K8s will use
this value to
decide on which
node to place the
pod
nf accesst o[ The amount of 1 (0] It is the CPU resource

allocated to nfaccesstoken
init container.
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Parameter

Description

Default
value

Manda
tory
M)/
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

nfaccessto
ken. resour
ces. reques
ts.updateS
ervi ceCpu

The amount of
CPU that the
system will
guarantee for the
nfaccesstoken
update container,
and K8s will use
this value to
decide on which
node to place the
pod

It is the CPU resource
allocated to nfaccesstoken
update container.

nfaccesst o
ken. resour
ces. reques
ts. menory

The memory that
the system will
guarantee for the
nfaccesstoken,
and K8s will use
this value to
decide on which
node to place the
pod

2Gi

It is the maximum memory
for requests allocated to
nfaccesstoken.

nfaccesst o
ken. resour
ces. reques
ts.initSer
vi ceMenory

Memory Limit for
nfaccesstoken
init container

1Gi

It is the memory allocated
to nfaccesstoken init
container.

nf accesst o
ken. resour
ces. reques
ts.updateS
ervi ceMeno

ry

Memory Limit for
nfaccesstoken
update container

1Gi

It is the memory allocated
to nfaccesstoken update
container.

nf accesst o
ken. resour
ces. target
.averageCp
ulti

Target CPU
utilization after
which Horizontal
Pod Autoscaler
will be triggered.

80

nfaccesst o
ken. m nRep
l'icas

Minimum number
of pod that will be
deployed

nf accesst o
ken. maxRep
licas

Maximum
number of pod
that will be
scaled up
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Application Info
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Table 3-12 Application Info (appi nf 0)

Parameter Description Default | Manda | Range or Notes
value |tory Possible
M)/ Values (If
Option | applicable)
al (0)
appi nfo. i mage | Full Image Path app_inf | O Full image
. hame o] path of
image
appi nfo. i mage | Tag of Image OCNRF|O Tag of image
.tag images in docker
repository
appi nfo. pul | P | This setting will tell if image IfNotPr | O Always
olicy need to be pulled or not esent IfNotPresent
Never
appi nf o. resou | Maximum amount of CPU that | 200m |O It is the
rces.limts.c | K8s will allow the appinfo maximu
pu service container to use m CPU
resourc
e
allocate
dto
appinfo
Deploy
ment.
appi nfo. resou | Maximum memory that K8s 1Gi 0 It is the
rces.limts. m|will allow the appinfo service maximu
enory container to use m
Memor
y
allocate
dto
appinfo
Deploy
ment.
appi nf o. resou | The amount of CPU that the 200m |O It is the
rces. requests | system will guarantee for the maximu
.cpu appinfo service container, and m CPU
K8s will use this value to decide resourc
on which node to place the pod e
allocate
dto
appinfo
Deploy
ment.
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Parameter

Description

Default
value

Manda
tory
M)/
Option
al (0)

Range or Notes
Possible
Values (If

applicable)

appi nfo. resou
rces. requests
. menory

The memory that the system
will guarantee for the appinfo
serv, and K8s will use this
value to decide on which node
to place the pod

1Gi

(0] Itis the
maximu
m
memor
y for
request
s
allocate
dto
appinfo
Deploy
ment.

appi nf o. servi
ce.type

Kind of Service that will be used
for this Deployment

Clusterl
P

It is not
recom
mende
dto
change
the
Service

Type

(@] ClusterlP,
NodePort,
LoadBalanc
er and
ExternalNa
me

appi nf o. servi
ce. custonExte
nsi on. | abel s

Custom Labels that needs to
be added to appinfo specific
Service

(@] This
can be
used to
add
custom
label(s)
to
nfacces
stoken
Service

appi nf o. servi
ce. custonkxte
nsi on. annot at
i ons

Custom Annotations that needs
to be added to appinfo specific
Services

(@] This
can be
used to
add
custom
annotati
on(s) to
nfacces
stoken
Service
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Parameter

Description

Default
value

Manda
tory
M)/
Option
al (0)

Range or
Possible
Values (If
applicable)

Notes

appi nfo. depl o
yment . cust onkE
xt ensi on. | abe
I's

Custom Labels that needs to
be added to appinfo specific
Deployment

This
can be
used to
add
custom
label(s)
to
nfacces
stoken
Deploy
ment

appi nfo. depl o
ynent . cust onkE
xt ensi on. anno
tations

Custom Annotations that needs
to be added to appinfo specific
Deployment

This
can be
used to
add
custom
annotati
on(s) to
nfacces
stoken
Deploy
ment
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This section includes information about upgrading an existing OCNRF deployment.

" Note:

OCNRF upgrade is supported only within the same release for updating helm

configuration.

When you attempt to upgrade an existing OCNRF deployment, the running set of

containers and pods are replaced with the new set of containers and pods. However, If
there is no change in the pod configuration, the running set of containers and pods are

not replaced.

If you need to change any configuration then change the ocnrf - cust om
val ues- 1. 8. 0. yam file with new values.

# Note:

It is advisable to create a backup of the file before changing any
configuration.

To configure the parameters, see section OCNRF Configuration.

Caution:

OCNRF 1.8.0 upgrade supports changing HELM configurable parameters
only.

Execute the following command to upgrade an existing OCNRF deployment:

1. For helm 2, execute the following command:

$ hel m upgrade <rel ease> <hel m chart> [--version <OCNRF ver si on>]
-f <ocnrf_custom zed_val ues. yam >

For example:

$ hel m upgrade <rel ease> <hel mchart> [--versi on <OCNRF version>] -

ocnrf-customval ues- 1. 8. 0. yan
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2. For helm 3, execute the following command:

$ hel nB upgrade <rel ease> <hel mchart> [--version <OCNRF versi on>]
-f <ocnrf_custom zed val ues. yam > --nanespace <namespace- name>

To check the status of the upgrade, execute:

hel m st atus <hel mrel ease>

For example: hel m st atus ocnrf

Table 4-1 Parameters and Definitions during OCNRF Upgrade

e
Parameters Definitions

<hel m chart> [ Itis the name of the chart that is of the form <r eposi t or y/ ocnr f >. For
example: reg- 1/ ocnrf or cne-repo/ocnrf

<rel ease> It can be found in the output of hel m | i st command

In case of backout:

1. Check the history of helm deployment:
hel m hi story <hel mrel ease>

2. Rollback to the required revision:
hel mrol | back <rel ease name> <revision nunber>
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Uninstalling OCNRF

This section explains uninstallation procedure of OCNRF and its details in MySQL.

Deleting the OCNRF deployment

This procedure explains how to delete the OCNRF deployment:

Execute the following command to completely delete or remove the OCNRF
deployment:

1. For helm2:

$ hel mdel --purge <hel mrel ease>

Example:

$ hel mdel --purge ocnrf

2. For helm3:

hel 8 uninstall <hel mrel ease> -n <namespace>

Example:

hel nB uninstall ocnrf -n ocnrf

< Note:

In case helm purge do not clean the deployment and kubernetes objects
completely then follow Cleaning OCNRF deployment section.

To check if helm purge has not deleted all of the kubernetes objects, execute the
following command:

$ kubectl get all -n <rel ease-namespace>

This will give a detailed overview of the current objects of <release-namespace> which
were not cleaned during helm purge.
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Caution:

rbac and service account details may have been created by user itself prior
to helm install in same namespace and not using helm install. In case same
service account and rbac resource are needed, then don't delete them.

Cleaning OCNRF deployment

This procedure explains how to cleanup the OCNRF deployment.

1.

ORACLE

Remove failed helm release:
Run command to get all of the helm release.

$ helmls --all

If OCNRF helm release is in a failed state, please purge the nhamespace using the
command:

a. For helm 2:
$ hel mdel ete --purge <rel ease-namespace>
b. For helm 3:

hel n8 uninstall <rel ease-name> -n <rel ease- nanmespace>

# Note:

If this is taking more time as it will run the delete hook jobs. In this case,
run below script parallel in another session to clear all the delete jobs.

Cleanup hook-jobs

$ while true; do kubect|l delete jobs --all -n <rel ease-namespace>;
sl eep 5;done

Monitor the "helm delete --purge <release-namespace>" command. Once that is
succeeded, press "ctrl+c" to stop the above command execution.

Cleanup all of the kubernetes objects.

$ kubectl get all -n <rel ease- nanespace>
This will give a detailed overview of the current objects of
<rel ease- namespace>. Delete all those objects.
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Caution:

Be sure before executing the following commands as it deletes all
objects of kubernetes in the specified namespace. In case user has
created rbac and service account details prior to helm install in same
namespace and is required, then do not delete them. In case, custom
service account was not provided by the user and safe to remove it, then
execute below commands to delete the resources or objects which are
not required:

Deleting all the kubernetes objects: "kubectl delete all
--all -n <rel ease-nanespace>"

Deleting all the current configmaps: "kubectl delete cm--
all -n <rel ease-nanmespace>"

3. Cleanup of pending resources in hamespace:
Sometimes it is seen that some resources are not deleted while purging the
deployment. This step explains how to check the pending resources and clean
them.

$ kubect! get all -n <rel ease-nanmespace>

This will give a detailed overview of the current objects of <release-namespace>.
Delete pending resources in the namespace:

$ kubect| del ete <resource-type> <resource-nanme> -n <rel ease-
namespace>

4. Execute the following command to delete kubernetes namespace:

Caution:

Be sure before removing the namespace. It will delete all resources or
objects created in the namespace.

$ kubect| del ete namespace <ocnrf kubernetes nanespace>

Example:

$ kubect| del ete nanmespace ocnrf

Deleting the OCNRF MySQL details

This procedure explains how to delete the OCNRF MySQL database after deletion of
OCNREF deployment.
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< Note:

Procedure can be different for Geo-Redundant OCNRF sites and standalone
OCNREF site.

Procedure for Geo-Redundant OCNREF sites

1.

5.

Login to the machine which has permission to access the SQL nodes of NDB
cluster.

Connect to the SQL node of NDB cluster successively. MySQL commands must
be run on all the SQL nodes.

Login to the MySQL prompt using root permission or user, which has permission to
delete the table records. For example: nysql -h 127.0.0.1 -uroot -p

" Note:

This command may vary from system to system, path for mysqgl binary,
root user and root password. After executing this command, user need to
enter the password specific to the user mentioned in the command.

Execute the following command to delete data specific to purged site:

$ DELETE FROM Nf Screeni ng WHERE nrflnstanceld = ' <OCNRF' s NF
Instance | D of Site under deletion>;

$ DELETE FROM Nrf SystemOptions WHERE nrflnstanceld = ' <OCNRF' s NF
Instance | D of Site under deletion>;

$ DELETE FROM Nf I nst ances WHERE nrflnstanceld = '<OCNRF's NF
Instance I D of Site under deletion>'

$ DELETE FROM Nf St at ushMbni tor WHERE nrflnstanceld = ' <OCNRF' s NF
Instance ID of Site under deletion>;
$ DELETE FROM Nf Subscripti ons WHERE nrflnstanceld = ' <OCNRF' s NF

Instance ID of Site under deletion>;
$ DELETE FROM Nrf Event Transacti ons WHERE current Omer = ' <OCNRF' s
NF Instance |D of Site under deletion>';

Caution:

Since these tables are shared by each geo-redundant site, tables shall
not be deleted.

Exit from MySQL prompt and SQL nodes:

# Note:

Execute the commands on any one SQL node on one geo-redundant
site. Other Geo-redundant sites will get the data records removed
automatically.
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Procedure for standalone OCNREF site

1. Login to the machine which has permission to access the SQL nodes of NDB
cluster

2. Connect to the SQL node of NDB cluster successively. MySQL commands must
be run on all the SQL nodes.

3. Login to the MySQL prompt using root permission or user, which has permission to
drop the tables. For example: nysgl -h 127.0.0.1 -uroot -p

# Note:

This command may vary from system to system, path for mysqgl binary,
root user and root password. After executing this command, user need to
enter the password specific to the user mentioned in the command.

4. Execute the following commands to drop the tables:

$ DROP TABLE I F EXI STS ' NfI nst ances';

$ DROP TABLE I F EXI STS ' Nf Statushonitor';

$ DROP TABLE | F EXI STS ' Nf Subscriptions';

$ DROP TABLE | F EXI STS ' Nf Screening';

$ DROP TABLE | F EXI STS ' Nrf Systen(Options';

$ DROP TABLE | F EXI STS ' Nrf Event Transacti ons';

5. Exit from MySQL prompt and SQL node

# Note:

Execute the commands on any SQL node of standalone site.

Procedure for complete removal of MySql database and username

This procedure explains the steps to complete removal of MySql database and
username in below cases:

1. OCNREF is not going to be install on that cluster.
2. Change the MySql database name or MySql user name.

Procedure

1. Login to the machine which has permission to access the SQL nodes of NDB
cluster.

2. Connect to the SQL node of NDB cluster successively. MySQL commands must
be run on all the SQL nodes.

3. Login to the MySQL prompt using root permission or user, which has permission to
drop the tables. For example: nysql -h 127.0.0.1 -uroot -p
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< Note:

This command may vary from system to system, path for mysqgl binary,
root user and root password. After executing this command, user need to
enter the password specific to the user mentioned in the command.

Execute the following command to remove OCNRF database:

Caution:

Removal of database from any one of the SQL node from any one of the
cluster will remove the database from all Geo-redundant site.

Remove OCNRF application database

$ DROP DATABASE if exists <OCNRF application database>;

Example

$ DROP DATABASE if exists nrfApplicationDB;

Remove OCNRF network scoped database:

$ DROP DATABASE if exists <OCNRF network scoped database>;

Example

$ DROP DATABASE if exists nrfNetworkDB;

Execute the following command to remove the OCNRF MySql Users:
Remove OCNREF privileged user:

$ DROP USER | F EXI STS <OCNRF Privil eged- User Name>;

Example

$ DROP USER | F EXI STS nrfPrivilegedUsr;

Remove OCNRF application user:

$ DROP USER | F EXI STS <OCNRF Application User Name>;

Example

$ DROP USER | F EXI STS nrfApplicationUsr;
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Caution:

Removal of Mysqgl Users must be done on all the SQL nodes from all the
OCNREF sites.

6. Exit from MySQL prompt and SQL node.
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Troubleshooting OCNRF

This section provides information to troubleshoot the common error which can be

encountered during the installation and upgrade of Oracle Communications Network

Repository Function (OCNRF).

Following are the troubleshooting procedures:
* Helm Install Failure

e Custom Value File Parse Failure

*  Kubernetes Node Failure

e Tiller Pod Failure

Generic Checklist

ORACLE

The following sections provide generic checklist for troubleshooting tips.

Deployment related tips

Perform the following checks before the deployment:

* Are OCNRF deployment, pods and services created, running and available?
Execute following the command:

# kubect!l -n <namespace> get depl oynments, pods, svc

Inspect the output, check the following columns:
— AVAILABLE of deployment
— READY, STATUS and RESTARTS of pod
—  PORT(S) of service
* Isthe correct image used and the correct environment variables set in the

deployment?
Execute following the command:

# kubect!l -n <namespace> get depl oynent <depl oynent-nane> -0 yani

Inspect the output, check the environment and image.

# kubect! -n nrf-svc get deployment ocnrf-nfregistration -o yam
api Versi on: extensions/vlbetal
ki nd: Depl oyment
met adat a:
annot ati ons:
depl oyment . kubernetes.io/revision: "1"
kubect| . kubernetes.io/l ast-applied-configuration: |
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{"api Version":"apps/v1", "kind":"Depl oyment", "met adat a"
{"annotations":{},"name":"ocnrf-nfregistration","nanespace":"
svc"}, "spec":{"replicas":1,"selector":{"mtchLabel s":

{"app":"ocnrf-nfregistration"}},"tenplate": {"metadata"
{"label s": {"app":"ocnrf-nfregistration"}},"spec":
{"containers":[{"env":[{"nane": " MYSQL_HOST", "val ue":"nysql "},
"name": " MYSQL_PORT", "val ue": "3306"},
"name": " MYSQL_DATABASE", "val ue": "nrfdb"},
"name": " NRF_REG STRATI ON_ENDPQ NT", "val ue": "ocnrf -
nfregistration"}, {"nanme": " NRF_SUBSCRI PTI ON_ENDPQO NT", "val ue": "ocnrf -
nfsubscription"}, {"nanme":" NF_HEARTBEAT", "val ue": " 120"},
"name": " DI SC_VALI DI TY_PERI OD', "val ue":"3600"}], "i mage": "dsr-
mast er 0: 5000/ ocnr f -
nfregistration:latest","imagePul | Policy":"A ways", "nane":"ocnrf -
nfregistration", "ports":
[{"containerPort":8080,"nane": "server"}]}]1}}}}
creationTi nestanp: 2018-08-27T15: 45: 597
generation: 1
nanme: ocnrf-nfregistration
namespace: nrf-svc
resour ceVersion: "2336498"
sel fLi nk: /apis/extensions/vlbetal/ namespaces/
nrf-svc/ depl oynents/ocnrf-nfregistration
ui d: 4b82f e89-aall- 11e8- 95f d- f a163f 20f 9e2
spec
progressDeadl i neSeconds: 600
replicas: 1
revisionH storyLimt: 10
sel ector:
mat chLabel s:
app: ocnrf-nfregistration
strategy:
rol | i ngUpdat e:
maxSur ge: 25%
maxUnavai | abl e: 25%
type: RollingUpdate
tenpl at e:
met adat a
creationTi mestanp: nul
| abel s
app: ocnrf-nfregistration
spec:
cont ai ners:
- env:
- name: MYSQL_HOST
val ue: nysq
- name: MYSQL_PORT
val ue: "3306"
- name: MYSQL_DATABASE
val ue: nrfdb
- name: NRF_REGQ STRATI ON_ENDPQO NT
val ue: ocnrf-nfregistration
- name: NRF_SUBSCRI PTI ON_ENDPQO NT
val ue: ocnrf-nfsubscription
- name: NF_HEARTBEAT

nrf-
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val ue: "120"
- nane: DI SC VALI DI TY_PER CD
val ue: "3600"
i mge: dsr-master0: 5000/ ocnrf-nfregistration:|atest
i mgePul | Policy: A ways
name: ocnrf-nfregistration
ports:
- containerPort: 8080
name: server
protocol: TCP
resources: {}
t erm nati onMessagePat h: /dev/ternination-1og
t erm nati onMessagePolicy: File
dnsPolicy: CusterFirst
restartPolicy: Al ways
schedul er Nane: defaul t-schedul er
securityContext: {}
term nati onG acePeri odSeconds: 30

stat us:
avail abl eReplicas: 1
condi tions

- lastTransitionTime: 2018-08-27T15:46:01Z
| ast Updat eTi me: 2018- 08- 27T15: 46: 017
message: Depl oyment has nini num avail ability.
reason: M ni munReplicasAvail abl e
status: "True"
type: Available
- lastTransitionTime: 2018-08-27T15: 45: 597
| ast Updat eTi me: 2018- 08- 27T15: 46: 017
message: ReplicaSet
"ocnrf-nfregistration-7898d657d9" has successfully progressed
reason: NewReplicaSet Avail abl e
status: "True"
type: Progressing
observedGeneration: 1
readyReplicas: 1
replicas: 1
updat edRepl icas: 1

Check if the micro-services can access each other via REST interface.
Execute following command:

# kubect!l -n <namespace> exec <pod name> -- curl <uri>

Example:

# kubectl -n nrf-svc exec $(kubectl -n nrf-svc get pods -o nane|cut
-d'/" -f2|grep nfs) --

curl http://ocnrf-nfregistration: 8080/ nnrf-nfmvl/nf-
i nstances

# kubectl -n nrf-svc exec $(kubectl -n nrf-svc get pods -o nane|cut
-d'/" -f2|grep nfr) --
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curl http://ocnrf-nfsubscription: 8080/ nnrf-nfmvl/nf-
i nstances

# Note:
These commands are in their simple form and display the logs only if
there is 1 nrf<registration> and nf<subscription> pod deployed.
Application related tips

Check the application logs and look for exceptions, by executing the following
command:

# kubect!l -n <namespace> |ogs -f <pod name>

You can use '-f' to follow the logs or ‘grep’ for specific pattern in the log output.

Example:

# kubectl -n nrf-svc logs -f $(kubectl -n nrf-svc get pods -o nane|cut
-d' /" -f2|grep nfr)
# kubectl -n nrf-svc logs -f $(kubectl -n nrf-svc get pods -o nane|cut
-d' /" -f2|grep nfs)

# Note:

These commands are in their simple form and display the logs only if there is
1 nrf<registration> and nf<subscription> pod deployed.

Helm Install Failure

This section describes the various scenarios in which hel m i nstal I might fail.
Following are some of the scenarios:

* Incorrect image name in ocnrf-custom-values files
» Docker registry is configured incorrectly

e Continuous Restart of Pods

Incorrect image name in ocnrf-custom-values files

ORACLE

Problem

hel minstal | might fail if incorrect image name is provided in the ocnrf-custom-values
file.

Error Code/Error Message

When kubect| get pods -n <ocnrf_nanespace> is executed, the status of the pods
might be ImagePullBackOff or ErrimagePull.
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Solution

Perform the following steps to verify and correct the image name:

1. Edit ocnrf-custom-values file and provide release specific image name and tags.
Refer to Customizing OCNRF for OCNRF images details.

2. Execute hel minstall command.

3. Execute kubect!| get pods -n <ocnrf_namespace> to verify if the status of all the
pods is Running.

Docker registry is configured incorrectly

Problem

hel minstall might fail if docker registry is not configured in all primary and
secondary nodes.

Error Code/Error Message

When kubect| get pods -n <ocnrf_nanespace> is executed, the status of the pods
might be ImagePullBackOff or ErrlmagePull.

Solution

Configure docker registry on all primary and secondary nodes.

Continuous Restart of Pods

Problem

hel minstall might fail if MySQL primary and secondary hosts may not be configured
properly in ocnrf-custom-values.yaml.

Error Code/Error Message

When kubect| get pods -n <ocnrf _nanmespace> is executed, the pods restart count
increases continuously.

Solution

MySQL servers(s) may not be configured properly according to the pre-installation
steps as mentioned in Configuring MySql database and user.

Custom Value File Parse Failure

ORACLE

This section explains troubleshooting procedure in case of failure during parsing
custom values file.

Problem

Not able to parse ocnrf-custom-values-x.x.x.yaml, while running helm install.

Error Code/Error Message

Error: failed to parse ocnrf-custom-values-x.x.x.yaml: error converting YAML to JSON:
yaml
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Symptom

While creating the ocnrf-custom-values-x.x.x.yaml file, if the above mentioned error is
received, it means that the file is not created properly. The tree structure may not have
been followed and/or there may also be tab spaces in the file.

Solution

Following the procedure as mentioned:

1. Download the latest NRF templates zip file from OHC. Refer to Installation Tasks
for more information.

2. Follow the steps mentioned in the Installation Tasks section.

Kubernetes Node Failure

ORACLE

Problem

Kubernetes nodes goes down.

Error CodelError Message

"NotReady" status is displayed against the Kubernetes node.

Symptom

On running the command kubectl get nodes, "NotReady" status is displayed, as
shown below:

Figure 6-1 Kubernetes Nodes Output

Solution

Following is the procedure to identify the kubernetes nodes failure:

1. Execute the following command to describe the node:
kubect| describe node <kubernete_node_name>

Example: kubect| describe node
k8s- 1. odyssey. morrisville.us.lab.oracle. com

2. Check Nodes utilization by running the command:
kubect| top nodes
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Tiller Pod Failure
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Problem

Tiller Pod is not ready to run helm install.

Error Code/Error Message

The error 'could not find a ready tiller pod' message is received.
Symptom
When hel m | s is executed, 'could not find a ready tiller pod' message is received.

Solution

Following is the procedure to install helm and tiller using the below commands:

1. Delete the pre-installed helm:

kubect| delete svc tiller-deploy -n kube-system
kubect| delete deploy tiller-deploy -n kube-system

2. Install helm and tiller using this commands:

helminit --client-only

helmplugin install https://github.comrinusz/helmtiller
helmtiller install

helmtiller start kube-system
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