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Introduction

Overview

ORACLE

This document provides information about the REST specifications for Cloud Native
Unified Data Repository.

The 5G Unified Data Repository (UDR) is one of the main key component of

the 5G Service Based Architecture. It is implemented as a cloud native function

and offers a unified database for storing application, subscription, authentication,
service authorization, policy data, session binding and Application state information.

It provides a HTTP2 based RESTful interface for other NF's and provisioning clients to
access the stored data.

Oracle's 5G UDR:
e Leverages a common Oracle Communications Cloud Native Framework
e |Is compliant to 3GPP 29.505 Release 15 specification UDM

e |Is compliant to 3GPP 29.519 Release 16 (backward compatible with Release 15)
specification for PCF

e Has tiered architecture providing separation between the connectivity, business
logic and data layers

e Uses Oracle MySQL NDB Cluster CGE Edition as backend database in the Data
Tier

» Registers with NRF in the 5G network so that the other NFs in the network can
discover UDR through NRF

* Registers UDR with services like DR-SERVICE and GROUP-ID-MAP

As per 3GPP, UDR supports following functionality:

» Storage and retrieval of subscription data by the UDM

»  Storage and retrieval of policy data by the PCF

» Storage and retrieval of structured data for exposure

» Storage and retrieval of SLF information, consumed by NRF

* Application data (including Packet Flow Descriptions (PFDs) for application
detection, AF request information for multiple UEs), by the NEF

*  Subscription and Notification feature

Unstructured Data Storage Function (UDSF) is a part of Oracle's 5G UDR solution.
It supports storage and retrieval of unstructured data by any 5G NF. The specifications
of UDSF are presently not defined by 3GPP.

5G SLF functionality is also a part of Oracle's 5G UDR solution. It:
e Supports Nudr-groupid-map service as defined by 3GPP

» Registers with NRF for Nudr-groupid-map service
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Acronyms

Chapter 1
Acronyms

* Is complaint with 3GPP Release 16 for APIs to be consumed by 5G NRF
e Supports REST/JSON based provisioning APIs for SLF data

The following table provides information about the acronyms used in the document.
Field Description

5G-AN 5G Access Network

5GC 5G Core Network

5G-GUTI 5G Globally Unique Temporary ldentifier
5GS 5G System

AMF Access and Mobility Management Function
AUSF Authentication Server Function

NEF Network Exposure Function

NF Network Function

NRF Network Repository Function

NSI ID Network Slice Instance Identifier

NSSAI Network Slice Selection Assistance Information
NSSF Network Slice Selection Function

NSSP Network Slice Selection Policy

PCF Policy Control Function

REST Representational State Transfer

SEPP Security Edge Protection Proxy

SLF Subscriber Location Function

SMF Session Management Function

UDM Unified Data Management

UDR Unified Data Repository

UDSF Unstructured Data Storage Function

My Oracle Support

ORACLE

My Oracle Support is your initial point of contact for all product support and training
needs. A representative at Customer Access Support can assist you with My Oracle
Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

e For Technical issues such as creating a new Service Request (SR), select 1
»  For Non-technical issues such as registration or assistance with MOS, select 2

e For Hardware, Networking and Solaris Operating System Support, select 3

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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REST Specifications

In this chapter, you will learn about UDR REST Specifications.

Operations Supported for PCF Data

ORACLE

This section provides information about the operations supported for PCF Data (PCF
as consumer).

" Note:
All APIs supported are as per TS29.500 v16.2.

Resource Name: AccessAndMobilityPolicyData
HTTP Method: GET
Base URI: {apiRoot}/nudr-dr/{version}/policy-data/ues/{ueld}/am-data

Sample Request URL.: https://10.75.212.116:31873/nudr-dr/v2/policy-data/ues/
msisdn-7777777779/am-data

Possible Error Codes:

e 400: "Invalid URI sent from client"

* 404: "Subscriber does not exist"

* 404: "Data field does not exist"

e 400: "Unknown key, the key provided in the request is invalid"
Resource Name: SessionManagementPolicyData

HTTP Method: GET, PATCH
Base URI: {apiRoot}/nudr-dr/{version}/policy-data/ues/{ueld}/sm-data
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Chapter 2
Operations Supported for PCF Data

Operation Type

Sample REST URL

Possible Error Codes

GET

Different samples of GET

e« Complete SM data GET:
https://10.75.212.116:31873/
nudr-dr/v2/policy-data/ues/
msisdn-7777777779/sm-data

e Using query parameters

e 400: "Invalid URI sent

from client"

404: "Subscriber does

not exist"

e 400: "Unknown key,
the key provided in the

https://
10.75.212.116:31873/nudr-
dr/v2/policy-data/ues/
msisdn-7777777779/sm-
data?
dnn=dnnl&snssai={"sst":11
,"sd":"abc123"}&fields=umD
ata

https://
10.75.212.116:31873/nudr-
dr/v2/policy-data/ues/
msisdn-7777777779/sm-
data?
dnn=dnnl&fields=umData,s
mPolicySnssaiData

https://
10.75.212.116:31873/nudr-
driv2/policy-data/ues/
msisdn-7777777779/sm-
data?
snssai={"sst":11,"sd":"abcl
23"}&fields=smPolicySnssai
Data

request is invalid”

*  404: "Requested data
not found"
400: "Invalid query
parameters supplied"

PATCH Base

data

URI: {apiRoot}/nudr-dr/{version}/
policy-data/ues/{ueld}/sm-data
Sample REST URL: See https://
localhost:9443/nudr-dr/v2/policy-
data/ues/msisdn-1111111111/sm-

Payload: See PATCH-
SessionManagementPolicyData

e 400: "Blob

syntax error with

corresponding error

details"

400: "Invalid URI sent

from client"

e 404: "Subscriber does
not exist"

*  400: "Unknown key,
the key provided in the
request is invalid”

e 404: Data field does
not exist.

Resource Name: UEPolicySet

HTTP Method: PUT, GET, PATCH

Base URI: {apiRoot}/nudr-dr/{version}/policy-data/ues/{ueld}/ue-policy-set
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Chapter 2
Operations Supported for PCF Data

Operation Type

Sample REST URL

Possible Error Codes

PUT

https://localhost:9443/
nudr-dr/v2/policy-data/ues/
msisdn-1111111111/ue-policy-set
Payload: See PUT-UEPolicySet

e 400: "Blob
syntax error with
corresponding error

details"

e 400: "Invalid URI sent
from client"

e 404: "Subscriber does
not exist"

e 400: "Unknown key,
the key provided in the
request is invalid"

GET https://localhost:9443/ *  400: "Invalid URI sent
nudr-dr/v2/policy-data/ues/ from client"
msisdn-1111111111/ue-policy-set e  404:"Subscriber does

not exist"

e 400: "Unknown key,
the key provided in the
request is invalid”

PATCH https://localhost:9443/ e 400 :"Blob

nudr-dr/v2/policy-data/ues/
msisdn-1111111111/ue-policy-set

Payload: See PATCH-UEPolicySet

syntax error with
corresponding error

details"

e 400 : "Invalid URI sent
from client"

e 404 : "Subscriber does
not exist"

* 400 : "Unknown key,
the key provided in the
request is invalid”

e 404: "Data field does
not exist"

Resource Name: UsageMonitoringinformation

HTTP Method: GET, PUT, DELETE

Base URI: {apiRoot}/nudr-dr/{version}/policy-data/ues/{ueld}/sm-data/{usageMonld}

Operation Type

Sample REST URL

Possible Error Codes

GET

https://localhost:9443/
nudr-dr/v2/policy-data/ues/
msisdn-1111111111/sm-data/mk1

e 400 : "Invalid URI sent

from client"

e 404 : "Subscriber does
not exist"

e 404 : "Data field does
not exist "

* 400 : "Unknown key,
the key provided in the
request is invalid”
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Chapter 2

Operations Supported for PCF Data

Operation Type

Sample REST URL

Possible Error Codes

PUT

https://localhost:9443/
nudr-dr/v2/policy-data/ues/
msisdn-1111111111/sm-data/mk1
Payload: See PUT-
UsageMonitoringInformation

400 : "Blob

syntax error with
corresponding error
details"

400 : "Invalid URI sent
from client"

404 : "Subscriber does
not exist"

400 : "Unknown key,
the key provided in the
request is invalid"

404: "Data field does
not exist"

DELETE

https://localhost:9443/
nudr-dr/v2/policy-data/ues/
msisdn-1111111111/sm-data/mk1

400 : "Invalid URI sent
from client"

404 : "Subscriber does
not exist"

400 : "Unknown key,
the key provided in the
request is invalid”

404: "Data field does
not exist"

Provisioning Operations for PCF Data

This section provides provisioning operations for PCF data.

ORACLE

Resource Name: AM, SM, UEPolicySet

HTTP Method: PUT, GET, DELETE

Base URI: {apiRoot}/nudr-dr-prov/v1/policy-data/{ueld}

Operation Type

Sample REST URL

Possible Error Codes

PUT

http://localhost:8080/nudr-
dr-prov/v2/policy-data/
msisdn-461772271137732
Payload: See PUT-AM SM
UEPolicyData

400 : "Blob

syntax error with
corresponding error
details"

400 : "Invalid URI sent
from client"

404 : "Subscriber does
not exist"

PUT (update or delete PCF
data)

update am-data and delete sm-data
Payload: See PUT - update am-data
and delete sm-data
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Operations Supported for PCF Data

Operation Type

Sample REST URL

Possible Error Codes

GET

http://localhost:8080/nudr-
dr-prov/v2/policy-data/
msisdn-461772271137732

e 400: "Invalid URI sent

from client"

e 404: "Subscriber does
not exist"

e 404: "Data field does
not exist"

e 400: "Unknown key,
the key provided in the
request is invalid"

DELETE

http://localhost:8080/nudr-
dr-prov/v2/policy-data/
msisdn-461772271137732

e 400: "Invalid URI sent

from client"

e 404: "Subscriber does
not exist"

e 404: "Data field does
not exist"

*  400: "Unknown key,
the key provided in the
request is invalid”

Subscription Operations for PCF Data

In this section, you will learn about PCF Subscription Notifiction Formats.

ORACLE

2-5



Chapter 2
Operations Supported for PCF Data

Request Notification Formats
PUT/PATCH

[{"ue-id: 'msisdn-7777777779', 'snPolicyData'
{"unData': {'nkl':

{'scopes': {'11-abc123': {'dnn': ['dnnl'],
‘snssai': {'sd': 'abcl23'

"sst': 11}}, '22-abcl23': {'dnn': ['dnn2'],
‘snssai': {'sd': 'abcl23'

"sst': 22}}, '33-abcl23': {'dnn': ['dnnl'
"dnn2'], 'snssai': {'sd'

"abc123', 'sst': 33}}}, "limtld: 'nkl',
“unlevel ': ' SERVI CE LEVEL',

‘resetTime': {'period : 'YEARLY'},

"al | onedUsage': {'duration': 9000,
"total Vol ume' : 8888, 'uplinkVolume': 6666
"downl i nkVol une': 7777}}},

‘unDataLimts': {"'mkl': {'scopes': {'11l-abcl23
{*dnn': ['"dnnl'],

"snssai': {'sd': "abcl23', 'sst': 11}}, '22-
abc123': {'dnn': ['dnn2'],

"snssai': {'sd': '"abcl23', 'sst': 22}}, '33-
abc123': {'dnn': ['dnnl',

“dnn2'], 'snssai': {'sd': 'abcl23', "'sst': 33}}},
"endDat e' :

'2018-11-05T08: 17:14.090Z', 'limitld: 'mkl',
“unlevel ': ' SESSI ON _LEVEL',

"startDate': '2018-09-05T08:17: 14. 0907
"usageLimt': {'duration': 6000

“total Vol ume': 9000, 'uplinkVolume': 5000,

" downl i nkVol ume' : 4000},

"resetPeriod : '2018-01-02T08: 17: 14.090Z' }},
"snPol i cySnssai Dat a'

{'11-abc123': {'snssai': {'sd': 'abcl23', 'sst'
11}, 'snPol i cyDnnDat a'

{*dnnl": {"dnn': "dnnl', 'gbrD': '7788 Kbhps'
"gbru': '5566 Kbps'

‘online': True, 'chflinfo': {'primaryChfAddress'
"1.1.1.1",

"secondaryChf Address': '2.2.2.2'}, 'offline'
True, 'pralnfos'

{*pl: {'prald: "pl', "ecgilList': [{' plmld
{*mc': "976', "mc': "'32'},

"eutraCel I1d: "92FFdBE' }, {'plmld : {' ncc’
"977', 'mc': '33'},

"eutraCell1d: '8F868C4'}], 'ncgilist'
[{'plmld: {'ncc': '"976', 'mc'

"32'}, 'nrCellld : "b2fB6fE9D }, {'plmld":
{*mc': "977", "mc': '33'},

‘nrCellld: '5d1B4127b'}], 'trackingArealist’
[{"tac': '5CB6', 'plmld":
{*mc': "976', 'mc': '32'}}, {'tac': '5CB7',
"plmlid': {'nctc': '977

ORACLE 2-6



Chapter 2
Operations Supported for PCF Data

Request Notification Formats

"“mc': '33'}}], 'aglobal RanNodel dList":
[{'plmld: {'ncc': "965, 'mmc':

'235'}, 'n3lwfld : 'fFfOf 2AFbFal6CEf E7' },
{'gNold": {'gNBvalue': '1A8F1D ,

"bitLength': 25}, '"plmld': {"'mc': "967', 'mmc':
'238'}}]1}}, 'bdtReflds':

{*abc': 'xyz', "xyz': 'bdtReflds'}, 'ipvélndex':
0, "ipv6lndex': 0,

"subscCats': ['catl', 'cat2'], 'adcSupport':
True, 'npsPriority': True,

"al | owedServices': ['serl', 'ser2'],
"mpsPriorityLevel': 2,

"imsSignal lingPrio : True, 'refUnrDatalLinitlds':
{'nk1': {' nonkey':

['monkeyl'], "limitld: "mkl'}},
"subscSpendingLinmts': True}}},

'22-abcl123': {'snssai': {'sd': 'abcl23', 'sst':
22}, 'snPolicyDnnData':

{*dnn2": {"dnn': "dnn2', 'gbrD': '7788 Kbps',
"gbru': '5566 Kbps',

‘online': True, 'chflinfo': {'primryChfAddress':
"1.1.1.1', 'secondaryChf Address': '2.2.2.2'},
"of fline': True,

"pralnfos': {'pl': {'prald: 'pl', 'ecgilList':
[{'plmld: {' ncc': '976",

‘mc': "32'}, "eutraCellld': '92FFdBE },
{*plmld: {'ncc': '977", 'mc'

: "33}, "eutraCellld': '8F868C4'}], 'ncgilist':
[{"plmld: {'ncc': '976', 'mc': '32'},
‘nrCellld : "b2fB6f E9D },

{*plmld: {"mc': '977", 'mc': '33'},
"nrCellld: '5d1B4127b'}],

"trackingAreaList': [{'tac': '5CB6', 'plmld":
{*nmcc': "976', 'mc': '32'}},

{"tac': '5CB7', 'plmld': {'ncc': '977", 'mc':
133"},

' gl obal RanNodel dList': [{'plmld': {'ncc': '965",
‘mc': '235'},

"n3lwfld: 'fFfOf 2AFbFal6CEfE7" }, {'gNbld':

{' gNBVal ue' : ' 1A8F1D ,

"bitLength': 25}, 'plmld': {'mc': "967', 'mmc':
1238 }}]}}

"ipv4lndex': 0, '"ipv6lndex': 0, 'subscCats':
['catl', 'cat2'],

"adcSupport': True, 'npsPriority': True,

"al | owedServi ces':

['serl', "ser2'], 'npsPriorityLevel': 2,
“inmsSignal lingPrio': True,

‘refUmDataLinmitlids': {'nkl': {'nonkey':
['monkeyl'], "limitld : "mkl'}},
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Chapter 2
Operations Supported for PCF Data

Request

Notification Formats

"subscSpendingLimts': True}}}, '33-abcl23':
{"snssai': {'sd': 'abcl23',

"sst': 33}, 'snPolicyDnnData': {'dnnl': {'dnn":
“dnnl', 'gbrD":

'7788 Kbps', 'gbrU': '5566 Kbps', 'online':
True, 'chflnfo':

{'primryChfAddress': '"1.1.1.1",

"secondaryChf Address': '2.2.2.2'},

"offline' : True, 'pralnfos': {'pl: {'prald:
"pl', 'ecgilist':

[{"plmld: {'ncc': '"976', 'mc': '32'},
"eutraCell1d": '92FFdBE },

{*plmld: {'ncc': '977", 'mc': '33'},
"eutraCell1d: '8F868CA'}]

, 'negilList': [{"plmld: {'ncc': '976', 'mc":
"32'}, 'nrCellld":

"b2fB6fEOD }, {'plmld : {'ncc': '977', 'mc’:
"33}, 'nrCellld":

'5d1B4127b'}], 'trackingArealList': [{'tac':
"5CB6', 'plmld':

{*mc': "976', 'mc': '32'}}, {'tac': '5CB7",
"plmld :

{*mc': "977", "mc': '33'}}],

' gl obal RanNodel dList': [{'plmId":

{"mc': "965', "mc': '235'}, 'n3lwfld":

' f Ff Of 2AFbFal6CEf E7' }, {'gNbld':

{' gNBVal ue': ' 1A8F1D , 'bitLength': 25},
"plmlid': {'ntc': '967",

‘mc': '238'}}]}}, '"ipvdlndex': 0, 'ipv6lndex':
0, 'subscCats':

['catl', 'cat2'], 'adcSupport': True,
"npsPriority': True,

"al | owedServices': ['serl', 'ser2'],
"mpsPriorityLevel': 2,

"imsSignallingPrio : True, 'refUrDatalLinitlds':
{'nk1': {' nonkey':

['monkeyl'], "limitld : "mkl'}},

"subscSpendi ngLimts': True}, 'dnn2':

{*dnn': "dnn2', 'gbrD': "'7788 Kbps', 'gbru’:
' 5566 Kbps', 'online':

True, 'chflinfo': {'primaryChfAddress': "1.1.1.1",
" secondar yChf Addr ess' :

'2.2.2.2'}, 'offline': True, 'pralnfos': {'pl":
{*prald: 'pl',

“ecgiList': [{'plmlid: {'ncc': '976', 'mmc":
"32'}, 'eutraCellld":

"92FFdBE' }, {'plmld: {'nmcc': '977', 'mc':
"33}, 'eutraCellld":

"8F868CA'}], 'ncgilist': [{'plmld: {'ncc':
'976', 'mmc': '32'},
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Operations Supported for UDM

Request

Notification Formats

‘nrCellld: '"b2fB6fEOD }, {'plmld': {'ncc':
"977', 'mc': '33'},

‘nrCellld: '5d1B4127b'}], 'tracki ngAreaList':
[{"tac': '5CB6',

"plmld : {"mcc': '976', 'mc': '32'}},
{*tac': '5CB7', 'plmld': {"'nmcc': "977", 'mmc':
133"},

' gl obal RanNodel dList': [{'plmld: {"nmcc': '965",
‘mc': '235'},

"n3lwfld : 'fFfOf 2AFbFal6CEf E7'}, {'gNbld':
{' gNBVal ue' : ' 1A8F1D ,

"bitLength': 25}, 'plmld': {'nctc': '967',
‘nme’ 238" }}] 1}

"ipv4lndex': 0, '"ipv6lndex': 0, 'subscCats':
['catl', 'cat2'],

"adcSupport': True, 'npsPriority': True,

"al | owedServi ces':

['serl', "ser2'], 'npsPriorityLevel': 2,
“inmsSignallingPrio': True,
‘refUmDataLinmitlids': {'nkl': {'nonkey':

[' monkeyl'],

“limtld : '"nkl'}}, 'subscSpendinglLinits':
True}}}}}}]

DELETE DATA

[{"ueld: 'nsisdn-7777777779', 'snPolicyData':
None} ]

DELETE SUBSCRIBER

[{"ueld: 'nsisdn-7777777779", 'uePolicySet':
None,
"anPol i cyData': None, 'snPolicyData': None,
' usageMonDat a'
None}]

Operations Supported for UDM

ORACLE

This section provides information about the operations supported for UDM as per
29.505 v16.2.

Sub-level Name: Authentication Data
Resource Name: AuthenticationSubscriptionData
HTTP Method: GET, PATCH

Base URI: /subscription-data/{ueld}/authentication-data/authentication-subscription
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Chapter 2
Operations Supported for UDM

Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET Sample URL: Output: *  400: "Invalid URI

http://localhost:8080/ sent from client”
nudr-dr/v2/ { e 404: "Subscriber
SUbSCfiption'data/ does not exist"
imsi-911000000028/ " s

" " ° 404: "Data field
authentication-data/ . encql)c Key": does noa; 2Xilset "
authentication- ABED',
subscription

"encTopcKey":

n ACEDI ,

"algorithmd":

"al gol D',

"sequenceNunber "

A

"sqn”:

"123456789ABE",

"difSign":

" NEGATI VE",

"indLength": 5,

"sgnSchene";

" GENERAL",

"l ast | ndexes": {

"ausf": b5
}
B

"encPer manent Key
" "ABBA",

"aut henticati onM
et hod":
"5G _AKA",

"protectionParam
eterld":
"Protecl D',

"aut henticati onM

anagenent Fi el d":
" ABBE"

}
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Chapter 2

Operations Supported for UDM

Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:
localhost:8080/nudr-
driv2/subscription- {
data/
imsi-911000000028/ |, ",
authentication-data/ |, encql)CKey '
authentication- ABED",
subscription?
fields=encOpcKey,alg |"al gorithnid":
orithmld “al gol D'

}

PATCH

Sample URI:
http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-
subscription

Payload:

casel: REPLACE
[{

"op" :
"repl ace",

"path" : "/
sequenceNunber /
sgn”,

"val ue" :
"123456789ABC

}

case2: ADD
case3:. REMOVE

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "

Resource Name: AuthenticationStatus

HTTP Method: PUT, GET

Base URI: /subscription-data/{ueld}/authentication-data/authentication-status
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Operations Supported for UDM

Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

Sample URI:
http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-status
Payload:

{

"nfl nstancel d"
"abae35e5-
cc45-4016- 8dd4- 8
9598e5311b9",

"success"
true,

“timeStam" :
"2018-01-02T08: 1
7:14.090Z"

"aut hType" :
"5G _AKA",

"servi ngNet wor kN
ame" :

"5G mc123. ntc45
6. 3gppnet wor k. or
gII

}

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

GET

Sample URI: http://
localhost:8080/nudr-
dr/v2/subscription-
data/
imsi-911000000028/
authentication-data/
authentication-status?
fields=nflnstanceld,su
ccess

Output:

{

"nflnstancel d":
"abae35e5-
cc45-4016-8dd4- 8
9598e5311h9",

"success":
true

}
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: Output: e 400: "Invalid URI
http://localhost:8080/ sent from client”
nugr-dr/v.Z/ datal { = 404: "Subscriber
subscription-dat " . does not exist"
imsi-911000000028/ Success: 404: "Data fi
T true . : "Data field

authentication-data/ ! . does not exist "
authentication-status aut hType":

n 5G_AKA" ,

"tinmeStanp";

"2018-01-02T08: 1

7:14.090Z",

"nflnstancel d":

"abae35e5-

cc45-4016- 8dd4-8

9598e5311h9",

"servi ngNet wor kN
ame":

"5G mc123. ncc4b
6. 3gppnet wor k. or
g

}

Sub-level Name: Context Data

Resource Name: ContextData

HTTP Method: GET

Base URI: /subscription-data/{ueld}/context-data

Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data

REST URL Codes
GET Sample URL: Output: See GET-
http://localhost:8080/ | ContextData

Sample URI:
http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data?
context-dataset-
names=SMSF_3GPP

Output: GET - Context
Data - SMSF

Resource Name: Amf3GppAccessRegistration
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HTTP Method: PUT, PATCH, GET

Chapter 2

Operations Supported for UDM

Base URI: subscription-data/{ueld}/context-data/amf-3gpp-access

Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

PUT Sample URL: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-driv2/ «  404: "Subscriber
subscription-data/ does not exist"
imsi-911000000028/
context-data/
amf-3gpp-access
Payload: See PUT -
Amf3GppAccessRegi
stration

PATCH Sample URI: http:// *  400: "Invalid URI
localhost:8080/nudr- sent from client”
dr/v2/subscription- e 404: "Subscriber
data/ does not exist"
imsi-911000000028/ . 404: "Data field
context-data/ does not exist "
amf-3gpp-access
Payload: See PATCH
Amf3GppAccessRegi
stration

GET Sample URI: Output: See GET- *  400: "Invalid URI

http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/
amf-3gpp-access

Amf3GppAccessReqgi
stration

sent from client"
e 404: "Subscriber
does not exist"
e 404: "Data field
does not exist "

Sample URI: http://
localhost:8080/nudr-
dr/v2/subscription-
data/
imsi-911000000028/
context-data/
amf-3gpp-access?
fields=pei,ratType,epsl
nterworkinglnfo,backu
pAmfinfo,drFlag

Output: See GET-
Amf3GppAccessRegi
stration

Resource Name: AmfNon3GppAccessRegistration

HTTP Method: PUT, PATCH, GET

Base URI: subscription-data/{ueld}/ context-data/amf-non-3gpp-access
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Operation Type Sample Request Sample Response Possible Error
REST URL Codes

PUT Sample URL: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr/v2/ < 404: "Subscriber
SUbSCfiption'data/ does not exist"

imsi-911000000028/
context-data/amf-
non-3gpp-access
Payload: See PUT-
AmfNon3GppAccess
Registration
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PATCH Sample URL: *  400: "Invalid URI
http://localhost:8080/ sent from client”

nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/amf-
non-3gpp-access
Payload:

casel: REPLACE
[{
"op" :
"repl ace",
"path" : "/
backupAnf | nf o/ 0/
guam Li st/ 0/
pl ml d/ ncc”,
"val ue" :
" 998"

1
case2: ADD

[{
op
"add",

"path" : "/
backupAnf | nf o/ O/
guam List/1",

"value" : {

“anfld":
"5678AA",

"plmld": {

nce .
" 666",

mc .
" 456"

}

1
case3:. REMOVE

[{

"op" :
“renmove",

"path" : "/
backupAnf | nf o/ 0/

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/amf-
non-3gpp-access

Registration

REST URL Codes
guam List/2"
H
GET Sample URL: Output: See GET- *  400: "Invalid URI
http://localhost:8080/ | AmfNon3GppAccess sent from client"

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "

Sample URI: http://
localhost:8080/nudr-
driv2/subscription-
data/
imsi-911000000028/
context-data/amf-
non-3gpp-access?
fields=amflnstanceld,
guami

Output: See GET-
AmfNon3GppAccess
Registration

Resource Name: SmfRegistrations

HTTP Method: GET

Base URI: subscription-data/{ueld}/context-data/smf-registrations
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URL: Output: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr/v2/ [ «  404: "Subscriber
subscription-data/ { does not exist"

imsi-911000000028/
context-data/smf-
registrations

"suppor t edFeat ur

es":

"supFeat urel",
“dnn":

"dnn2",

"singleNssai": {

"sd": "abcdef",
"sst": 32
}l

"snflnstancel d":
"abae35e5-

cc45-4016- 8dd4-8

9598e5311h9",

"energencyServic
es": true,
"pcscfRestoratio
nCal | backUri":
"http://ocnrf-
anbassador . def au
It.svc.cluster.|
ocal /nnrf -

nf m v1/ nf -

i nstances",

"plmld": {

mc": "011",

mce": "001"
}1

"pduSessi onl d":
123,

"pgwFqdn”

"abcdef gh"
}

]

e 404: "Data field
does not exist "
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Resource Name: IndividualSmfRegistration

HTTP Method: PUT, DELETE, GET

Base URI: subscription-data/{ueld}/context-data /smf-registrations/{pduSessionid}

ORACLE 2-19



ORACLE

Chapter 2
Operations Supported for UDM

Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URL: Output: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr/v2/ { e 404: "Subscriber
imsi-911000000028/ |, 4
context-data/smf- S" I nstancel
registrations/123 : "abae35e5-
Payload: cc45-4016- 8dd4- 8
9598e5311h9",
{
"pduSessi onl d" :
"snf | nst ancel d" 123,
" abae35e5- L .
cc45-4016-8dd4-8 |"SingleNssai” :
9598e5311h9", {
"sst" . 32,
"pduSessi onl d" : "sd”
123, "abcdef "
}l
"singl eNssai " : “plamid” o {
{ “mce ;o "001",
"sst" . 32, “mc” ;" 011"
"sd" b
"abcdef"
1, "suppor t edFeat ur
"plmld" es’ :
"nce" : "001", "supFeat urel",
“mc" : "011" "dnn”
1, "dnn2",

"suppor t edFeat ur

es" :

"supFeat urel",
“dnn"

"dnn2",

"energencyServic
es" : true,

"pcscfRestoratio
nCal | backUri" :
"http://ocnrf-
anbassador . def au
It.svc.cluster.|
ocal /nnrf -

nf m v1/ nf -

i nstances",

"pgwkFqdn”

"abcdef gh"

"energencyServic
es" : true,

"pcscfRestoratio
nCal | backUri" :
"http://ocnrf-
anbassador . def au
[t.svc.cluster.|
ocal /nnrf -
nf m v1/ nf -
i nstances",
"pgwkqdn”
"abcdef gh"
}

2-20



Chapter 2
Operations Supported for UDM

Operation Type Sample Request Sample Response Possible Error
REST URL Codes

}

DELETE Sample URI:
http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/smf-
registrations/123
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET Sample URL: Output: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr/v2/ { < 404: "Subscriber
§ub§cr|ptlon-data/ “dnn" - does not exist"
imsi-911000000028/ "dnn2" . 404: "Data field
context-data/smf- . . does not exist "
registrations/123 pl ”I” d : {
nce":
"001",
"mc":
"011"
¥
" pgwFqdn"”:
"abcdef gh"
"singleNssai": {
"sd":
"abcdef ",
"sst":
32
¥
"pduSessi onl d":
123,
"snf I nstancel d"
"abae35e5-
cc45-4016- 8dd4- 8
9598e5311h9",

"energencyServic
es": true,
"suppor t edFeat ur
es":

"supFeat urel",

"pcscfRestoratio
nCal | backUri":
"http://ocnrf-
anbassador . def au
It.svc.cluster.
ocal /nnrf -

nf m v1/ nf -

i nst ances"

}
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:
localhost:8080/nudr-
dr/v2/subscription- {
data/
imsi-911000000028/ |, _. -
context-data/smf- si ngl eNfsaL -
registrations/123? sd":
fields=singleNssai,smf | " abcdef ",
Instanceld "sst":
32
¥
"snflnstancel d":
"abae35e5-
cc45-4016- 8dd4- 8
9598e5311h9"

}

Resource Name: Smf3GppAccessRegistration

HTTP Method: PUT, DELETE, GET

Base URI: subscription-data/{ueld}/context-data /smsf-3gpp-access
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URL: *  400: "Invalid URI
http://localhost:8080/ sent from client”

nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/
smsf-3gpp-access
Payload:

{
{

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"suppor t edFeat ur

es":

" BA2b5d3b977eF24

58EEC80592E",
"plmld": {

nce .
" 452",

mc .
" 45"

b

"smsf MAPAddr ess”
"Q977347916",

"snsf Di anet er Add
ress": {

"name" :
"uLnBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh",

“real ni':

"uLnBANz2h7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

EBOULZMudPsPepu
d. ent eshur wdl doo
eh"

DELETE

Sample URI:
http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/
smsf-3gpp-access
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET Sample URL: Output: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr/v2/ { < 404: "Subscriber
subscription-data/ “plmid": { does not exist"
imsi-911000000028/ ) 404: "D :
"nee" . : "Data field
context-data/ " 450" does not exist "
smsf-3gpp-access '
"me"
" g5
} il

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"smsf MAPAddr ess”
"Q977347916",

"suppor t edFeat ur
es":

" BA2b5d3b977eF24
58EEC80592E",

"snsf Di anet er Add
ress": {

"name" :
"uLnBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYQg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh",

"real n':
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh"

}
}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI: http://
localhost:8080/nudr-
driv2/subscription-
data/
imsi-911000000028/
context-data/
smsf-3gpp-access?
fields=smsfDiameterA
ddress,smsfMAPAddr
ess

Output:

{

"smsf MAPAddr ess”
"Q977347916",

"snsf Di anet er Add
ress": {

"name":
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh",

"real n':
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
Nl p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh"

}
}

Resource Name: SmfNon3GppAccessRegistration

HTTP Method: PUT, DELETE, GET

Base URI: subscription-data/{ueld}/context-data /smsf-non-3gpp-access
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URL: *  400: "Invalid URI
http://localhost:8080/ sent from client”

nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/smsf-
non-3gpp-access

Payload:

{
"plmld": {
"mce":
"452",
“mc":
" g5
b

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" il

"smsf MAPAddr ess”
"977347916",

"support edFeat ur
es":
"BA2b5d3b977eF24
58EEC80592E",

"snsf Di anet er Add
ress": {

"name" :
"uLnmBANz2b7S60ev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYQ@6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh",

“real n':

" uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRKYg6597LBi 31n
OBXxEBV2ZePCf KpUi
EBOULZMkudPsPepu

e 404: "Subscriber
does not exist"
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Operation Type Sample Request Sample Response Possible Error
REST URL Codes

d. ent eshur wdl doo
eh"

DELETE Sample URI:
http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/
context-data/smsf-
non-3gpp-access
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET Sample URL: Output: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr/v2/ { < 404: "Subscriber
subscription-data/ “plmid": { does not exist"
imsi-911000000028/ . 404: "D :
"nmee": . : "Data field
context-data/smsf- " 459" does not exist "
non-3gpp-access J
"me" -
" Agh
} il

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"smsf MAPAddr ess”
"Q977347916",

"suppor t edFeat ur
es":

" BA2b5d3b977eF24
58EEC80592E",

"snsf Di anet er Add
ress": {

"name" :
"uLnBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYQg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh",

"real n':
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh"

}
}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI: http://
localhost:8080/nudr-
driv2/subscription-
data/
imsi-911000000028/
context-data/smsf-
non-3gpp-access?
fields=smsfMAPAddre
ss,smsfDiameterAddr
ess

Output:

{

"smsf MAPAddr ess”
"Q977347916",

"snsf Di anet er Add
ress": {

"name":
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh",

"real n':
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
Nl p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh"

}
}

Resource Name: AccessAndMobilitySubscriptionData

HTTP Method: GET

Base URI: /subscription-data/{ueld}/{servingPImnid}/provisioned-data /am-data

Operation Type Sample Request Sample Response Possible Error
REST URL Codes
GET Sample URI: http:// Output: See GET - e 400: "Invalid URI

localhost:8080/nudr-
dr/v2/subscription-
data/
imsi-911000000089/7
7889//provisioned-
data/am-data

AccessAndMobilitySu
bscriptionData

sent from client"
e 404: "Subscriber
does not exist"
e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output: See PUT-
localhost:8080/nudr- | AccessAndMobilitySu

driv2/subscription-
data/
imsi-911000000089/7
7889/provisioned-
data/am-data?
fields=gpsis,nssai,sorl
nfo

bscriptionData

Resource Name: SmfSelectionSubscriptionData

HTTP Method: GET

Base URI: /subscription-data/{ueld}/{servingPImnid}/provisioned-data/smf-selection-

subscription-data
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: http:// Output: *  400: "Invalid URI
localhost:8080/nudr- sent from client”
dr/v2/subscription- { e 404: "Subscriber

data/
imsi-911000000089/7
7889/provisioned-
data/smf-selection-
subscription-data

"suppor t edFeat ur
es":

"692F296F2Ch3BCA
76Bc1lE126FeEC12"

"shar edSnssai | nf
osld":
"96367- 9z} MD*",

"subscri bedSnssa
iInfos": {

"snsai 1": {
"dnnlnfos": [{
“dnn":

"Dnnl",

"i wkEpsl nd";
true,

"| boRoani ngAl | ow
ed": true,

"def aul t Dnnl ndi ¢
ator": true

b
{

"dnn":
"Dnn2",

"i wkEpsl nd";
true,

"| boRoani ngAl | ow
ed": true,

does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

"def aul t Dnnl ndi ¢
ator": false

}
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:

localhost:8080/nudr-

driv2/subscription- {

data/
imsi-911000000089/7
7889/provisioned-
data/smf-selection-
subscription-data?
fields=subscribedSnss
ailnfos,supportedFeat
ures

"suppor t edFeat ur
es":

"692F296F2Ch3BCA
76Bc1lE126FeEC12"

"subscri bedSnssa
iInfos": {

"snsai 1": {
"dnnlnfos": [

{

"def aul t Dnnl ndi ¢
ator": true,

"i wkEpsl nd";
true,
"dnn":

"Dnnl",

"| boRoani ngAl | ow
ed": true

b
{

"def aul t Dnnl ndi ¢
ator": false,

"i wkEpsl nd";
true,

"dnn":
"Dnn2",
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

"1 boRoani ngAl | ow

ed": true
1
]
1
}
1

Resource Name: SessionManagementSubscriptionData

HTTP Method: GET

Base URI: /subscription-data/{ueld}/{servingPImnld}/provisioned-data/sm-data

Operation Type

Sample Request

Sample Response

Possible Error

dr/v2/subscription-
data/
imsi-911000000089/7
7889/provisioned-
data/sm-data

REST URL Codes
GET Sample URI: http:// Output: GET- e 400: "Invalid URI
localhost:8080/nudr- | SessionManagement sent from client"

SubscriptionData

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:

localhost:8080/nudr-

driv2/subscription- [

data/ {

imsi-911000000089/7
7889/provisioned-
data/sm-data?
fields=internalGroupld
s,singleNssai

"singleNssai": {

“sd": "ABCG54",

"sst": 1

b

"internal Goupld
s": [

"9ABABB03- 203- 29
9- 95A9",

"9ABABB03- 203- 29
9- 95A2",

"79e0c480-719- 08
5-

f 2A55e6DDc91Df 80
2438"

]
}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI: http://
localhost:8080/nudr-
driv2/subscription-
data/
imsi-911000000028/7
7889/provisioned-
data/sm-data?single-
nssai=1-
ABC654&dnn=dnn1&f
ields=internalGroupld
s,singleNssai

Output:

[
{

"singleNssai": {
"sd":

" ABC654",
"sst": 1

b

"internal Goupld
s": [

"9ABABB03- 203- 29
9- 95A9",

"9ABABB03- 203- 29
9- 95A2",

"79e0c480- 719- 08
5-
f 2A55e6DDc91Df 80
2438"

]
}
]
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// sm-data should
localhost:8080/nudr- | be provisioned for

driv2/subscription-
data/
imsi-911000000028/7
7889/provisioned-
data/sm-data?
dnn=dnn1&fields=inte
rnalGrouplds,singleNs
sai

a subscriber with
same ueld, same
servingPImld but
different single-Nssai

Output:

[
{

"singl eNssai ": {

”Sd": " ABC654",

"sst": 1

b

"internal Goupld
s": |

"9ABABB03- 203- 29
9- 95A9",

"9ABABB03- 203- 29
9- 95A2",

"79e0c480-719- 08
5-

f 2A55e6DDc91Df 80
2438"

]
b
{

"singl eNssai ": {

"sst": 2

} 1l
"internal Goupld
s": |
"9ABABB03- 203- 29
9- 95A9"

"9ABABB03- 203- 29
9- 95A2",

"79e0c480-719- 08
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

5-

f 2A55e6DDc91Df 80

2438"

]
}

]
Sample URI: http:// Output:
localhost:8080/nudr-
dr/v2/subscription- [
data/ {
imsi-911000000028/7
7889/provisioned- .o
data/sm-data?single- singl e.ll\lssf“ A
nssai=1- sd":
ABC654&fields=intern | " ABC654"
alGrouplds,singleNss "sst": 1
ai },

"internal Goupld
s": [

"9ABAB803- 203- 29
9- 95A9",

"9ABAB803- 203- 29
9- 95A2",

"79e0c480- 719- 08
5-

f 2A55e6DDc91Df 80
2438"

]
}
]

Resource Name: SMSManagementSubscriptionData

HTTP Method: GET

Base URI: /subscription-data/{ueld}/{servingPImnid}/provisioned-data/sms-mng-data
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: http:// Output: *  400: "Invalid URI
localhost:8080/nudr- sent from client”
dr/v2/subscription- { e 404: "Subscriber

data/
imsi-911000000089/7
7889/provisioned-
data/sms-mng-data

"moSnsBar ri ngAl |
" true,

"noSnsSubscri bed
": fal se,

"nt SneBarri ngAl |
" true,

"nt SmsSubscri bed
" true,

"support edFeat ur
es":

" CAe8de215CFa721
BB2AETEf 9¢5f 71a2

e,

"nmoSnsBar ri ngRoa
mng": true,

"t SmsBar ri ngRoa
mng": false,

"shar edSmsMhgDat
alds": [

"16994-' JD",

"693599- 9~~GX"

]
}

does not exist"

e 404: "Data field
does not exist "

Resource Name: TraceData

HTTP Method: GET
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr/v2/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/7 "traceRef": does not exist"

7889/provisioned-
data/trace-data

"070207- baE6Dd",

"eventList":
" 855B5bf 7be C3AFB
8c",

"neTypelList":
" 0f 4FBEf e95bF8",

"traceDepth":
"M N MUM',

"col l ectionEntit
yl pv4Addr":
"26.118. 255, 253"

"collectionEntit
yl pv6Addr":
"2001: db8: 85a3: :
8a2e: 370: 7334"

}

e 404: "Data field
does not exist "

Resource Name: SMSSubscriptionData

HTTP Method: GET

Operation Type

Sample Request

Sample Response

Possible Error

imsi-911000000028/7
7889/provisioned-
data/sms-data

REST URL Codes
GET http://localhost:8080/ | Output:

nudr-dr/v2/

subscription-data/ {

"smsSubscri bed":
true,

"shar edSnsSubsDa
tald":"63472-
BTkzoYkBL1"

}

Sub-level Name: Provisioned Data
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Resource Name: ProvisionedData

HTTP Method: GET

Chapter 2

Operations Supported for UDM

Base URI: /subscription-data/{ueld}/{servingPImnld}/provisioned-data

Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr/v2/
subscription-data/
imsi-911000000089/7
7889/provisioned-data

REST URL Codes
GET Sample URL: Output: GET- °  400: "Invalid URI
http://localhost:8080/ | ProvisionedData sent from client”

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "

Sample URI: http://
localhost:8080/nudr-
dr/v2/subscription-
data/
imsi-911000000089/7
7889/provisioned-
data?dataset-
names=AM,SM

Output: GET-
ProvisionedData

o 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "

Sub-level Name: ue-update-confirmation-data

Resource Name: Sor-data

HTTP Method: GET, PUT

Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr/v2/ sent from client"
subscription-data/ { e 404: "Subscriber
imsi-911000000028/u does not exist"
e-update- n w. D 404: "Data field
: . sor Macl ue": : Datate
confirmation-data/sor- ap m
data " 3a84eBBHBC694Ce does not exist
e4ebA2FCC9307af 1
A,
"sor Xmacl ue":
" 3a84eBBh8C694Cc
e4ebA2FCC9307af 1
=

"ueUpdat eSt at us”
" NOT_SENT",

"provisioningTim
e":

"2012- 04-23T18: 2
5:43.5117"

}
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr/v2/
subscription-data/
imsi-911000000028/u
e-update-
confirmation-data/sor-
data

Payload:

{

"provisioningTi m
e":

"2012- 04-23T18: 2
5:43.5117",

"ueUpdat eSt at us"
"NOT_SENT",

"sor Xmacl ue":

" 3a84eBBh8C694Cc
e4ebA2FCC9307af 1
FII ,

"sor Macl ue":

" 3a84eBBh8C694Cc
e4ebA2FCC9307af 1
AII

}

REST URL Codes
PUT Sample URL: *  400: "Invalid URI
http://localhost:8080/ sent from client”

e 404: "Subscriber
does not exist"

Sub-level Name: OperatorSpecificData

HTTP Method: GET, PATCH
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr/v2/
subscription-data/
imsi-911000000028/
operator-specific-data
Payload:

casel: REPLACE
[{

"op" :
"repl ace",

“path" : "/
| nt eger TypeE! ene
nts/ 1",

"value" : 2

1
Case2: ADD

case3:. REMOVE

REST URL Codes
GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr/v2/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/ does not exist"
operator-specific-data | ,, Nunber TypeEl eme | ° 404: "Data field
nts": { does not exist "
"1 1.1
} il
"StringTypeEl ene
nts": {
nqwe wgn
} il
"Bool eanTypeEl em
ents": {
ne
true
} il
"I nt eger TypeEl em
ents": {
ngee
}
}
PATCH http://localhost:8080/ *  400: "Invalid URI

sent from client"
e 404: "Subscriber
does not exist"
e 404: "Data field
does not exist "

Sub-level Name: OperatorDeterminedBarringData

HTTP Method: GET

2-45



ORACLE

Chapter 2

Operations Supported for UDM

Operati | Sample Request REST | Sample Response Possible Error
on Type | URL Codes
GET http://localhost:8080/ Output: e 400: "Invalid
nudr-dr/v2/subscription- URI sent from
data/imsi-911000000028/ { client”
gpe(atozdteztermined- "t oam ngQdb”: . f;o4; .
arring-data " QUTSI DE_HOVE_PLMN" Subscriber
does not
} exist”
e 404: "Data
field does not
exist "

Sub-level Name: ProvisionedParameterData

HTTP Method: PATCH, GET

Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PATCH

http://localhost:8080/
nudr-dr/v2/
subscription-data/
imsi-911000000028/p
p-data

Payload:

casel: REPLACE
[{

" op"

"repl ace",

"path" : "/
comuni cat i onCha
racteristics/
ppSubsRegTi ner/
subsRegTi nmer",

"val ue" : 13
1
case2: ADD
case3: REMOVE

o 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"

*  404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

imsi-911000000028/p
p-data

"support edFeat ur
es": "751b",

"communi cat i onCh
aracteristics":

{

"ppActiveTi me":
{

"activeTi me":
23,

"referenceld":
21

"af I nstancel d":
"f9dc5h9c-
a460- 11e9-
a2a3-2a2ae2dbcce
4

b

"ppSubsRegTi ner"
A

"referencel d":
11

"af I nstancel d":
"f9dc5h9c-

a460- 11e9-

a2a3- 2a2ae2dbcce
4",

"subsRegTi ner":
12

b

"ppDl Packet Count
neq
}

REST URL Codes

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr/v2/ sent from client”
subscription-data/ { e 404: "Subscriber

does not exist"

e 404: "Data field
does not exist "

Sub-level Name: EeProfileData
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Operation Type

Sample Request

Sample Response

Possible Error

imsi-911000000028/e
e-profile-data

"suppor t edFeat ur
es":

"f cB2f FC084Fc2d5
B4Af cf a2Df 8614" ,

"restrictedEvent
Types": [

“LOSS_OF_CONNECT
VI TY",

REST URL Codes

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr/v2/ sent from client”
subscription-data/ { e 404: "Subscriber

does not exist"

e 404: "Data field
does not exist "

" CHANGE_OF_SUPI _
PEI _ASSQOCI ATI ON'
]

}
http://localhost:8080/ | Output:
nudr-dr/v2/
subscription-data/ {

imsi-911000000028/e
e-profile-data?
fields=restrictedEvent
Types

"restrictedEvent
Types": [

" LOSS_OF_CONNECT
VI TY",

" CHANGE_CF_SUPI _

PEI _ASSOCI ATI ON'
]

}

Sub-level Name: IdentityData

HTTP Method: GET
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Operation Type

Sample Request

Sample Response

Possible Error

identity-data

[

"msi sdn-10117698
3803402"

] il

"supi List":

[

"“imsi-516737872"

"“imsi-516737873"

]
}

REST URL Codes

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr/v2/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/ " gpSl List": does not exist"

e 404: "Data field
does not exist "

Provisioning Operations for UDM Data

This section provides information about the operations supported for UDM data
through provisioning interface.

ORACLE

Resource Name: AuthenticationSubscriptionData

HTTP Method: GET, PUT, DELETE

Sample URI: http://localhost:8080/nudr-dr-prov/vl/subscription-data/
imsi-911000000028/authentication-data/authentication-subscription
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Operation Type Sample Request Sample Response Possible Error
REST URL Codes

GET Sample URI: e 400: "Invalid URI
https:// { sent from client”
10.75.212.116:31873/ e 404: "Data field
nudr-dr-prov/ivl/ " " d t exist "

P ean)(:Key . oes not exIs
supscnptlon-data/ " ABED' o 404: "Subscriber
msisdn-7777777779/ ' does not exist"
authentication-data/ -
authentication- encTopckey": 4k100. Unknown
" ACED", ey, the key

subscription provided in the

“al gori t hm d": request is invalid

"al gol D',
"sequenceNunber "

{
"sgn":
"123456789ABE",

“di fSign":
" NEGATI VE",

"indLength": 5,

"sqnSchene":
" GENERAL",

"l ast | ndexes": {

"ausf": 5
}
}1

"encPer manent Key
" "ABBA",

"aut henti cati onM
et hod":
"5G AKA",

"protectionParam
eterld":
"Protecl D',

"aut henti cati onM
anagenent Fi el d":
" ABBE"

}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI: http://
localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-
subscription?
fields=encOpcKey,alg
orithmid

{

"encOpcKey":
" ABED",

"al gorithmd":
"al gol D'
}
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URI: e 400: " Invalid URI
http://localhost:8080/ sent from client”

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-
subscription

Payload:

{

"aut henticati onM
et hod" :
"5G _AKA",

"encPer manent Key
" "ABBA",

"protectionParam
eterld" :
"Protecl D',

"sequenceNunber "
A
sqnSchene"
" GENERAL",

"sgn"
"123456789ABE",

"l ast | ndexes" :
{
"ausf" : 5
}l
"indLength" :
51
“difSign" :
" NEGATI VE"
}l

"aut henticati onM
anagenent Fi el d"
" ABBE",

"algorithmd" :
"al gol D',

"encQpcKey
" ABED',

"encTopcKey" :

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

" ACED"
}

DELETE

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-
subscription

Resource Name: AuthenticationStatus

HTTP Method: PUT, GET, DELETE

Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-status
Payload:

{

"nfl nstancel d"
"abae35e5-

cc45-4016-8dd4- 8

9598e5311h9",

"success"
true,

“timeStanmp"
"2018-01-02T08: 1
7:14.090Z",

"aut hType" :
"5G_AKA",

"servi ngNet wor kN
ame"

"5G mc123. ncc45
6. 3gppnet wor k. or
g

}

REST URL Codes
PUT Sample URI: e 400: "Invalid URI
http://localhost:8080/ sent from client"

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
authentication-data/
authentication-status

REST URL Codes
GET Sample URI: e 400: "Invalid URI
http://localhost:8080/ | { sent from client”
nUdr'd["p‘rOV/Vl/ "success": e 404: "Subscriber
subscription-data/ true does not exist"
imsi-911000000028/ . .t ;
o "aut hType": e 404: "Data field
authentication-data/ " " does not exist "
authentication-status SGAKA",
"timeStanp":
"2018-01-02708: 1
7:14.090Z",
"nflnstancel d":
"abae35e5-
cc45-4016- 8dd4- 8
9598e5311h9",
"servi ngNet wor kN
ane":
"5G mc123. ntc4b
6. 3gppnet wor k. or
g"
}
Sample URI:
http://localhost:8080/ | {
nudr-dr-prov/vl/
subscription-data/ "nflnst ancel d":
imsi-911000000028/ | ., '
authentication-data/ azgeigig_ 8dda- 8
authentication-status? | $¢#> el
fields=nfinstanceld 9598e5311h9
1
DELETE Sample URI: e 400: "Invalid URI
http://localhost:8080/ sent from client”

e 404: "Subscriber
does not exist"

e 400: "Unknown
key, the key
provided in the
request is invalid”

Sub-level Name: Context Data

Resource Name: Amf3GppAccessRegistration

HTTP Method: PUT, DELETE, GET
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/
amf-3gpp-access
Payload: See PUT-
Amf3GppAccessReqgi
stration

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

DELETE

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/
amf-3gpp-access

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/
amf-3gpp-access/all

GET

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/
amf-3gpp-access?

Output:

{
"pei":
"i mei - 1000000000
000001",

fields=pei,guami "guami " {
"plmld": {
n rTT](:II : n 123" ,
Ilrrccll: lIOOlIl
} 1
“anfld":
"1234AA"
}
}
Sample URI: Output: GET -
http://localhost:8080/ | Amf3GppAccessRegi
nudr-dr-prov/vl/ stration

subscription-data/
imsi-911000000028/
context-data/
amf-3gpp-access/all
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Resource Name: AmfNon3GppAccessRegistration

HTTP Method: PUT, DELETE, GET

Chapter 2
Operations Supported for UDM

Base URI: subscription-data/{ueld}/ context-data/amf-non-3gpp-access

Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

Sample URI:
http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/
context-data/amf-
non-3gpp-access
Payload: See PUT-
AmfNon3GppAccess
Registration

o 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

DELETE

Sample URI:

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/amf-
non-3gpp-access

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000025/
context-data/amf-
non-3gpp-access/all

GET

Sample URI:
http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/
context-data/amf-
non-3gpp-access

Output: See GET-
AmfNon3GppAccess
Registration

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:

localhost:8080/nudr-

dr-prov/ivl/ {

subscription-data/ " ",

oo rat Type":
imsi-911000000028/ |, VLAN',

context-data/amf-
non-3gpp-access?
fields=backupAmfinfo,
ratType

"backupAnfInfo":
[
{
" Anf Nane":
"anfl.clusterl.n
et 2. anf. 5gc. mcO

12. ntc345. 3gppne
twork.org",

"guam List": [
{

"plmld": {

mc .
" 456",

"002"

b

“anfld":
"5678AA"

b
{

"plmld": {

" 789",

mc .

nee”:
" 003"

b

“anfld":
"9876AA"
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

}

]
}
]

}
Sample URI:
http://localhost:8080/

nudr-dr-prov/vl/
subscription-data/
imsi-911000000025/
context-data/amf-
non-3gpp-access/all

Resource Name: SmfRegistrations

HTTP Method: GET, DELETE

Base URI: subscription-data/{ueld}/context-data/smf-registrations
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: Output: e 400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr-prov/vl/ [ e 404: "Subscriber
subscription-data/ { does not exist"

imsi-911000000028/
context-data/smf-
registrations

"suppor t edFeat ur

es":

"supFeat urel",
“dnn":

"dnn2",

"singleNssai": {

"sd": "abcdef",
"sst": 32
}l

"snflnstancel d":
"abae35e5-

cc45-4016- 8dd4-8

9598e5311h9",

"energencyServic
es": true,
"pcscfRestoratio
nCal | backUri":
"http://ocnrf-
anbassador . def au
It.svc.cluster.|
ocal /nnrf -

nf m v1/ nf -

i nstances",

"plmld": {

mc": "011",

mce": "001"
}1

"pduSessi onl d":
123,

"pgwFqdn”

"abcdef gh"
}

]

e 404: "Data field
does not exist "
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Operation Type Sample Request Sample Response Possible Error
REST URL Codes
DELETE Sample URI:
http://localhost:8080/

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/smf-
registrations

Resource Name: IndividualSmfRegistration
HTTP Method: PUT, DELETE, GET

Base URI: subscription-data/{ueld}/context-data /smf-registrations/{pduSessionid}
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URI: Output: *  400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr-prov/vl/ { e 404: "Subscriber
subscription-data/ does not exist"
imsi-911000000028/ |, nf | nst g
context-data/smf- S" nstance
registrations/123 : "abae35e5-
Pay|oad: CC45' 4016' 8dd4' 8
9598e5311b9",
{ "pduSessi onl d" :
"snflnstancel d" 123,
. "abae35e5- o .
cc45-4016- 8dd4- g | Si ngl eNssai
9598e5311b9", {
"sst" 1 32,
"pduSessi onl d* ; | "Sd" @ "abcdef”
123, 3y
"plmld" : {
"singl eNssai " : “mee” o "001”,
{ "mc" : "011"
"sst" 1 32, b
"sd" : "abcdef"
} "suppor t edFeat ur
"plmid ;{8
"mec' : "001", "supFeat urel",
"me" : "011" "dnn" : "dnn2",
}l

"suppor t edFeat ur
es"
"supFeaturel",
“dnn" : "dnn2",

"energencyServic
es" : true,

"pcscfRestoratio
nCal | backUri" :
"http://ocnrf-
anbassador . def au
[t.svc.cluster.|
ocal /nnrf -
nfm v1/ nf -
i nstances",
"pgwFqdn”
"abcdef gh"
}

"energencyServic
es" : true,

"pcscfRestoratio
nCal | backUri" :
"http://ocnrf-
anbassador . def au
It.svc.cluster.|
ocal /nnrf -
nfm v1/ nf -
i nstances",
"pgwFqdn”
"abcdef gh"
}
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
DELETE Sample URI: e 400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr-prov/vl/ e 404: "Subscriber
subscription-data/ does not exist"
imsi-911000000028/ e 404 "Data field
context-data/smf- does not exist "
registrations/123
GET Sample URI: Output: e 400: "Invalid URI
http://localhost:8080/ sent from client"
nudr-dr-prov/vl/ { e 404: "Subscriber
subscription-data/ "dnn": "dnn2" does not exist"
imsi-911000000028/ | olmid: { " |+ 404 "Data field
context-data/smf- "noe': "001 does not exist "
registrations/123 : !
"mc": "011"
¥
"pgwFqdn”
"abcdef gh"
"singl eNssai ":
{
"sd": "abcdef",
"sst": 32
¥
"pduSessi onl d":
123,
"snf I nstancel d":
"abae35e5-
cc45-4016- 8dd4- 8
9598e5311h9",

"emer gencyServic
es": true,
"support edFeat ur
es":

"supFeat urel",

"pcscf Restoratio
nCal | backUri":
"http://ocnrf-
anbassador . def au
It.svc.cluster.
ocal /nnrf-

nf m v1/ nf -

i nst ances"

}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/smf-
registrations/123?
fields=dnn

Output:

{
"dnn":
"dnn2",

"energencyServic
es": true

}

Resource Name: Smsf3GppAccessRegistration

HTTP Method: PUT, DELETE, GET
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URI: e 400: "Invalid URI
http://localhost:8080/ sent from client”

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/
smsf-3gpp-access
Payload:

{

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"support edFeat ur

es":

" BA2b5d3b977eF24

58EEC80592E",
"plmld": {

nce .
" 452",

mc !
" 45"

b

"smsf MAPAddr ess”
"Q977347916",

"snsf Di anmet er Add
ress": {

"name":
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYQg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh",

"real ni':

"uLnmBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

d. ent eshur wdl doo
eh"

DELETE

Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/
smsf-3gpp-access
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: Output: e 400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr-prov/vl/ { e 404: "Subscriber

subscription-data/
imsi-911000000028/
context-data/
smsf-3gpp-access

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"suppor t edFeat ur

es":

" BA2b5d3b977eF24

58EEC80592E",
"plmld": {

nce .
" 452",

mc .
" 45"

b

"smsf MAPAddr ess”
"Q977347916",

"snsf Di anet er Add
ress": {

"name" :
"uLnBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYQg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh",

"real n':
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh"

}
}

does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:

localhost:8080/nudr-

dr-prov/ivl/ {

subscription-data/
imsi-911000000028/
context-data/
smsf-3gpp-access?
fields=pImnld,smsfinst
anceld

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"plmld": {
“mc":
" 45",
“mce":
" 452"
}
1

Resource Name: SmsfNon3GppAccessRegistration

HTTP Method: PUT, DELETE, GET
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URI: e 400: "Invalid URI
http://localhost:8080/ sent from client”

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/smsf-
non-3gpp-access

Payload:

{

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" il

"support edFeat ur

es":

" BA2b5d3b977eF24

58EEC80592E",
"plmld": {

nce .
" 452",

mc .
" A5

b

"smsf MAPAddr ess”
"Q77347916",

"snsf Di anet er Add
ress": {

"name" :
"uLnmBANz2b7S60Cev
NkC7t HvcEZi dEXpp
Nl p7Le9yXzucgboi
XFRkYQ@6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMKudPsPepu
d. emt eshur wdl doo
eh",

“real n':

" uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRKYg6597LBi 31n
OBXxEBV2ZePCf KpUi
EBOULZMkudPsPepu

e 404: "Subscriber
does not exist"
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Operation Type Sample Request Sample Response Possible Error
REST URL Codes

d. ent eshur wdl doo
eh"

DELETE Sample URI:
http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
context-data/smsf-
non-3gpp-access
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: Output: e 400: "Invalid URI
http://localhost:8080/ sent from client”
nudr-dr-prov/vl/ { e 404: "Subscriber

subscription-data/
imsi-911000000028/
context-data/smsf-
non-3gpp-access

"smsf | nst ancel d"

"69d3da66- 9e25- 1
1e9-

a2a3- 2a2ae2dbcce
4" ]

"suppor t edFeat ur

es":

" BA2b5d3b977eF24

58EEC80592E",
"plmld": {

nce .
" 452",

mc .
" 45"

b

"smsf MAPAddr ess”
"Q977347916",

"snsf Di anet er Add
ress": {

"name" :
"uLnBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYQg6597LBi 31n
OBXEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh",

"real n':
"uLnBANz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshur wdl doo
eh"

}
}

does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// Output:
localhost:8080/nudr-
dr-prov/ivl/ {
subscription-data/ " "
imsi-911000000028/ plmid”: {
context-data/smsf- . me:.
non-3gpp-access? 45", . .
fields=plmnld,smsfDia nee-:
meterAddress "452"
¥
"snsf Di armet er Add
ress": {
"name":
"uLnmBANnz2b7S6Cev

NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMkudPsPepu
d. ent eshurwdl doo
eh",

"real n':
"uLnBANnz2b7S6Cev
NkC7t HvcEZi dEXpp
NI p7Le9yXzucgboi
XFRkYg6597LBi 31n
OBxEBV2ZePCf KpUi
EBOULZMxudPsPepu
d. ent eshur wdl doo
eh"

}
}

Resource Name: AccessAndMobilitySubscriptionData

HTTP Method: GET, PUT, DELETE

Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET Sample URI: http:// Sample Output:GET- [+  400: "Invalid URI
localhost:8080/nudr- | AccessAndMobilitySu sent from client"

dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/am-data

bscriptionData

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist in
data table"
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
Sample URI: http:// e 400: "Invalid URI
localhost:8080/nudr- sent from client"

dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/am-data?
fields=gpsis,nssai,sorl
nfo

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist in
data table"

PUT

Sample URI:
http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/am-data
Payload: See PUT -

AccessAndMobilitySu
bscriptionData

o 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"

DELETE

Sample URI:
http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/am-data

Resource Name: SmfSelectionSubscriptionData

HTTP Method: PUT, DELETE, GET
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
PUT Sample URI: http:// *  400: "Invalid URI
localhost:8080/nudr- sent from client"

dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/smf-selection-
subscription-data
Payload:

{

"suppor t edFeat ur
es":

"692F296F2Ch3BCA
76Bc1lE126FeEC12"

"subscri bedSnssa
iInfos" :{

"snsai 1":

{"dnnl nfos": [
{

“dnn": " Dnnl",

"def aul t Dnnl ndi ¢
ator": true,

"| boRoani ngAl | ow
ed":true,

"i wkEpsl nd";
true
3
{

"dnn": " Dnn2",

"def aul t Dnnl ndi ¢
ator": false,

"| boRoani ngAl | ow
ed":true,

"i wkEpsl nd";
true

1}
b

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

"shar edSnssai | nf
osld":"96367-9z
}NVOr"

}

DELETE

Sample URI: http://
localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/smf-selection-
subscription-data
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: http:// Output: e 400: "Invalid URI
localhost:8080/nudr- sent from client”
dr-prov/ivl/ { e 404: "Subscriber

subscription-data/
imsi-911000000089/7
7889/provisioned-
data/smf-selection-
subscription-data

"suppor t edFeat ur
es":

"692F296F2Ch3BCA
76Bc1lE126FeEC12"

"shar edSnssai | nf
osld":
"96367- 9z} MD*",

"subscri bedSnssa
iInfos": {

"snsai 1": {
"dnnlnfos": [{
“dnn":

"Dnnl",

"i wkEpsl nd";
true,

"| boRoani ngAl | ow
ed": true,

"def aul t Dnnl ndi ¢
ator": true

b
{

"dnn":
"Dnn2",

"i wkEpsl nd";
true,

"| boRoani ngAl | ow
ed": true,

does not exist"

e 404: "Data field
does not exist "

2-75



ORACLE

Chapter 2
Operations Supported for UDM

Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

"def aul t Dnnl ndi ¢
ator": false

}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI: http://
localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/smf-selection-
subscription-data?
fields=subscribedSnss
ailnfos

Output:

{

"subscri bedSnssa
iInfos": {

"snsai 1": {
"dnnlnfos": [

{

"def aul t Dnnl ndi ¢
ator": true,

"i wkEpsl nd";
true,
"dnn":

"Dnnl",

"| boRoani ngAl | ow
ed": true

b
{

"def aul t Dnnl ndi ¢
ator": false,

"i wkEpsl nd";
true,
"dnn";:

"Dnn2",

"| boRoani ngAl | ow
ed": true

}

e 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Resource Name: SessionManagementSubscriptionData

HTTP Method: GET, PUT, DELETE

Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

GET Sample URI: http:// Output: GET- *  400: "Invalid URI
localhost:8080/nudr- | SessionManagement sent from client"
dr-prov/ivl/ SubscriptionData- e 404: "Subscriber
subscription-data/ Provisioning does not exist"
imsi-911000000089/7 . 404: "Data field
7889/provisioned- does not exist "
data/sm-data
Sample URI: http:// Output: GET- e 400: "Invalid URI
localhost:8080/nudr- | SessionManagement sent from client"
dr-prov/vl/ SubscriptionData- +  404: "Subscriber
subscription-data/ PI’OVISIOﬂlng does not exist"
imsi-9110(_)(_)000089/7 o 404 "Data field
7889/provisioned- does not exist "
data/sm-data?
fields=internalGroupld
s,dnnConfigurations

PUT Sample URI: http:// *  400: "Invalid URI
localhost:8080/nudr- sent from client”
dr-provivl/ +  404: "Subscriber
subscription-data/ does not exist"
imsi-911000000089/7
7889/provisioned-
data/sm-data
Payload: PUT-

SessionManagement
SubscriptionData
DELETE Sample URI: http://

localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/sm-data

Resource Name: SMSManagementSubscriptionData

HTTP Method: GET, PUT, DELETE
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET Sample URI: http:// Output: e 400: "Invalid URI
localhost:8080/nudr- sent from client”
dr-prov/ivl/ { e 404: "Subscriber

subscription-data/
imsi-911000000089/7
7889/provisioned-
data/sms-mng-data

"moSnsBar ri ngAl |
" true,

"noSnsSubscri bed
" fal se,

"nt SneBarri ngAl |
" true,

"nt SmsSubscri bed
" true,

"support edFeat ur
es":

" CAe8de215CFa721
BB2AETEf 9¢5f 71a2

e,

"nmoSnsBar ri ngRoa
mng": true,

"t SmsBar ri ngRoa
mng": false,

"shar edSmsMhgDat
alds": [

"16994-' JD",

"693599- 9~~GX"

]
}

does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

Sample URI: http://
localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/sms-mng-data?
fields=mtSmsSubscrib
ed,sharedSmsMngDat
alds

Output:

{

"nt SmsSubscri bed
" true,

"shar edSmsMhgDat
alds": [

"16994-' JD",

"693599- 9~~GX"

]
}

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

Sample URI: http://
localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/sms-mng-data

Payload:

{

"support edFeat ur
es": " CAe8de215CF
a721BB2AET7Ef 9¢5f
7la2e",

"mt SmsSubscri bed
":true,

"t SmsBar ri ngAl |
"Itrue,

"t SmeBar ri ngRoa
mng": fal se,

"nmoSmsSubscri bed
":fal se,

"moSnsBar ri ngAl |
"Itrue,

"moSmsBar ri ngRoa
mng":true,

"shar edSmsMhgDat
alds":
["16994-'JD"', "69
3599- 9~~GX"]

}

e 400: "Invalid URI
sent from client"”

e 404: "Subscriber
does not exist"

DELETE

Sample URI: http://
localhost:8080/nudr-
dr-prov/ivl/
subscription-data/
imsi-911000000089/7
7889/provisioned-
data/sms-mng-data

Resource Name: TraceData

HTTP Method: PUT, GET, DELETE

ORACLE
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/7
7889/provisioned-
data/trace-data

{

"traceRef":"0702
07-baE6Dd",

"traceDepth":
"M N MUM',

"neTypelList":
" 0f 4FBEf e95bF8",

"event Li st":
" 855B5bf 7be C3AFB
8c",

"coll ectionEntit
yl pv4Addr":
"26.118. 255, 253"

"collectionEntit
yl pv6Addr":
"2001: db8: 85a3: :
8a2e: 370: 7334"

}

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr-prov/ivl/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/7 " w. does not exist"
7889/provisioned traceRef":
- " _ " e 404: "Data field
data/trace-data 070207- baE6Dd", does not exist "
"eventList";
" 855B5bf 7be C3AFB
8c",
"neTypeList":
" Of 4FBEf e95bF8",
"traceDepth":
"M N MM,
"col l ectionEntit
yl pv4Addr":
"26.118. 255. 253"
"col lectionEntit
yl pv6Addr":
"2001: db8: 85a3: :
8a2e: 370: 7334"
}
DELETE http://localhost:8080/

nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/7
7889/provisioned-
data/trace-data

Resource Name: SMSSubscriptionData

HTTP Method:PUT, GET, DELETE
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/7
7889/provisioned-
data/sms-data

REST URL Codes

PUT http://localhost:8080/ e 400: "Invalid URI
nudr-dr-prov/vl/ sent from client”
subscription-data/ e 404: "Subscriber
imsi-911000000028/7 does not exist"
7889/provisioned-
data/sms-data
Payload:

{

"snsSubscri bed":
true,

"shar edSms SubsDa
tald":"63472-
BTkzoYkBL1"

}

GET http://localhost:8080/ | Output: *  400: "Invalid URI
nudr-dr-prov/vl/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/7 does not exist"
7889/provisioned- . cu :

"smsSubscribed": [° 404 "Data field
data/sms-data true does not exist "
"shar edSms SubsDa
tald":"63472-
BTkzoYkBL1"
}
DELETE http://localhost:8080/

Sub-level Name: OperatorSpecificData

HTTP Method: GET, PUT, DELETE
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr-prov/ivl/ sent from client”
subscription-data/ { e 404: "Subscriber

imsi-911000000028/
operator-specific-data

"Nurber TypeEl ene
nts": {
"1" 1.1
b

"StringTypeEl ene
nts": {

does not exist"

e 404: "Data field
does not exist "

"1ttt
b
"Bool eanTypeEl em
ents": {
"1t
true
b

"I nt eger TypeEl em

ents": {

"1 1
}

}
http://localhost:8080/ | Output:
nudr-dr-prov/ivl/
subscription-data/ {

imsi-911000000028/
operator-specific-
data?
fields=NumberTypeEl
ements

"Nurber TypeEl ene
nts": {
1" 1.1
}
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
operator-specific-data
Payload:

{

"StringTypeEl ene
nts": {
"1t st

b

"I nt eger TypeEl em
ents": {
"1t 1
b

"Nurber TypeEl ene
nts": {
"1" 1.1
b

"Bool eanTypeEl em
ents": {
"1
true
}
}

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

DELETE

http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/
operator-specific-data

Sub-level Name: OperatorDeterminedBarringData

HTTP Method: GET, PUT, DELETE
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Operation Type

Sample Request

Sample Response

Possible Error

barring-data

" OUTS| DE_HOME_PL
e
1

REST URL Codes

PUT http://localhost:8080/ *  400: "Invalid URI
nudr-dr-prov/ivl/ sent from client”
subscription-data/ e 404: "Subscriber
imsi-911000000028/ does not exist"
operator-determined-
barring-data
Payload:
{
"roam ngQdb":
" QUTSI DE_HOMVE_PL
W'
}

DELETE http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/
operator-determined-
barring-data

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr-prov/ivl/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/ does not exist"
operator-determined- |, f oani ngQdb" «  404: "Data field

does not exist "

Sub-level Name: ProvisionedParameterData

HTTP Method: GET, PUT, DELETE
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/p
p-data

Payload:

{

"communi cat i onCh
aracteristics":

{

"ppSubsRegTi ner"
A

"subsRegTi ner":
12,

"af I nstancel d":
"f9dc5h9c-

a460- 11e9-

a2a3- 2a2ae2dbcce
4",

"referenceld": 1

b

"ppActiveTi me":
{

"activeTi me":
23,

"af I nstancel d":
"f9dc5h9c-

a460- 11e9-

a2a3- 2a2ae2dbcce
4",

"referenceld": 2

b

"ppDl Packet Count
"1

b

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"
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Operation Type Sample Request Sample Response Possible Error
REST URL Codes

"support edFeat ur

es": "751b"
}
DELETE http://localhost:8080/

nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/p
p-data
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Operation Type

Sample Request

Sample Response

Possible Error

imsi-911000000028/p
p-data

"suppor t edFeat ur
es": "751b",

"communi cat i onCh
aracteristics":

{

"ppActiveTi me":
{

"activeTi me":
23,

"referenceld":
21

"af I nstancel d":
"f9dc5h9c-
a460- 11e9-
a2a3-2a2ae2dbcce
4

b

"ppSubsRegTi ner"
A

"referencel d":
11

"af I nstancel d":
"f9dc5h9c-

a460- 11e9-

a2a3- 2a2ae2dbcce
4",

"subsRegTi ner":
12

b

"ppDl Packet Count
neq
}

REST URL Codes

GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr-prov/vl/ sent from client”
subscription-data/ { e 404: "Subscriber

does not exist"

e 404: "Data field
does not exist "

Sub-level Name: EeProfileData
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/e
e-profile-data
Payload:

{

"restrictedEvent
Types":
["LOSS O CONNEC
TIVITY", " CHANCGE _
OF _SUPI_PEI _ASSO
CIATION'],

"suppor t edFeat ur
es":"fcB2f FCO84F
c2d5B4Af cf a2Df 86
14"

}

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

GET

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/e
e-profile-data

Output:

{

"suppor t edFeat ur
es":

"f cB2f FC084Fc2d5
B4Af cf a2Df 8614",

"restrictedEvent
Types": [

" LOSS_OF_CONNECT
VI TY",

" CHANGE_CF_SUPI _

PEl _ASSOCI ATI ON'
]

1

e 400: "Invalid URI
sent from client"”

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist "
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Operation Type

Sample Request

Sample Response

Possible Error

REST URL Codes
http://localhost:8080/ | Output:

nudr-dr-prov/vl/

subscription-data/ {

imsi-911000000028/e
e-profile-data?
fields=restrictedEvent
Types

"restrictedEvent
Types": [

“.OSS_OF _CONNECT
VI TY",

" CHANGE_OF_SUPI _
PEl _ASSOCI ATI ON'

]
}

DELETE

http://localhost:8080/
nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/e
e-profile-data

Sub-level Name: IdentityData

HTTP Method: PUT, GET, DELETE

Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/
identity-data

{

"supi List":
["imsi-516737872
*,"imsi-51673787
3,

"gpsi List":
["msisdn-1011769
83803402"]

}

e 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/
identity-data

REST URL Codes
GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr-prov/ivl/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/ " A w. does not exist"
. : gpsi List":
identity-data [ e 404: "Data field
does not exist "
"nei sdn- 10117698
3803402"
] il
"supi List":
[
"insi-516737872"
"insi-516737873"
]
}
DELETE http://localhost:8080/

Sub-level Name: ue-update-confirmation-data

Resource Name: Sor-data

HTTP Method: PUT, GET, DELETE
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Operation Type

Sample Request
REST URL

Sample Response

Possible Error
Codes

PUT

http://localhost:8080/
nudr-dr-prov/vl/
subscription-data/
imsi-911000000028/u
e-update-
confirmation-data/sor-
data

{

"provisioningTim
e":
"2012- 04- 23T18: 2
5:43.5117",

"ueUpdat eSt at us”
" NOT_SENT",

"sor Xmacl ue":

" 3a84eBBbh8C694Cc
e4ebA2FCCI307af 1
F" ]

"sor Macl ue":

" 3a84eBBh8C694Cc
e4ebA2FCCI307af 1
A"

}

e 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"
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Operation Type

Sample Request

Sample Response

Possible Error

nudr-dr-prov/ivl/
subscription-data/
imsi-911000000028/u
e-update-
confirmation-data/sor-
data

REST URL Codes
GET http://localhost:8080/ | Output: e 400: "Invalid URI
nudr-dr-prov/ivl/ sent from client”
subscription-data/ { e 404: "Subscriber
imsi-911000000028/u does not exist"
e-update- " e 404: "Data field
o sor Macl ue": - Datate

confirmation-data/sor- it "
dota " 3a84eBBb8CBIACT does not exist

edebA2FCC9307af 1

A" 1

"sor Xmacl ue":

" 3a84eBBh8C694Cc

edebA2FCC9307af 1

F" 1

"ueUpdat eSt at us”

"NOT_SENT",

"provisioningTim

e":

"2012- 04-23T18: 2

5.43.5117"

}

DELETE http://localhost:8080/

Subscription Operations for UDM Data

This table provides information about the subscription operations for UDM data.

ORACLE

http://localhost:8080/
nudr-dr/v2/
subscription-data/
nai-990991@nai/
context-data/sdm-
subscriptions
RequestData:

See POST-
SDMSubscriptions

Operations Type Sample Request Sample Response Possible Error
REST URL codes
POST Header-Location: Header-Location: e 400: "Duplicate

http://localhost:8080/
nudr-dr/v2/
subscription-data/
nai-990991@nai/
context-data/sdm-
subscriptions/5
Output: See POST-
SDMSubscriptions

subscription”

e 404: "Subscriber
does not exist"

e 400: "Schema
Validation failure "

e 404: "Data does
not exist "
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Operations Type Sample Request Sample Response Possible Error
REST URL codes
PUT http://localhost:8080/ | - e 400: "Duplicate
nudr-dr/iv2/ subscription”
subscription-data/ e 404: "Subscriber
nai-990991@nai/ does not exist"
context-data/sdm- e 400: "Schema
;uezslj:;fttggff Validation failure "
See PUT- ig?éxﬁ?t.? does
SDMSubscriptions
GET http://localhost:8080/ | Output See: GET- e 404: "Subscriber
nudr-dr/v2/ SDMSubscriptions does not exist"
subscription-data/ e 404: "Data does
nai-990991@nai/ not exist "
context-data/sdm-
subscriptions
PATCH http://localhost:8080/ *  400: "Invalid URI
nudr-dr/v2/ sent from client”
subscription-data/ e 404: "Subscriber
nai-990991@nai/ does not exist"
context-data/sdm- e 404: "Data does
subscriptions/5 not exist "
RequestData:
[
{
"op":
"repl ace",
"path": "/
dnn",
"val ue":
"sbsb"
}
]
DELETE http://localhost:8080/ *  404: "Subscriber
nudr-dr/v2/ does not exist"
subscription-data/ o 404:
nai-990991@nai/ "Subscription not
context-data/sdm- found"
subscriptions/5
POST http://localhost:8080/ | Output: See Post- e 400: "Invalid Data

nudr-dr/iv2/
subscription-data/
subs-to-notify
RequestData: See
Post-
SubscriptionDataSubs
criptions

Output-
SubscriptionDataSubs
criptions

Content"

e 400: "Duplicate
subscription”

e 404: "Subscriber
does not exist"

e 400: "Schema
Validation failure "

e 404: "Data does
not exist "
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Operations Type

Sample Request
REST URL

Sample Response

Possible Error
codes

GET

http://localhost:8080/
nudr-dr/v2/
subscription-data/
subs-to-notify?ue-
id=nai-990991@nai

Output: See Get-
Output-
SubscriptionDataSubs
criptions

e 400: "Invalid URI
sent from client "

PATCH

http://localhost:8080/
nudr-dr/v2/
subscription-data/
subs-to-notify/7
RequestData:

[
{
"op":
"repl ace",
"path": "/
support edFeat ure
s",
"val ue":

}

sf

DELETE

http://localhost:8080/
nudr-dr/v2/
subscription-data/
subs-to-notify?ue-
id=nai-990991@nai,d
elete-all-nfs=true,nf-
instance-
id=cb59c48c-
a2fa-11e9-
a2a3-2a2ae2dbcced,i
mplicit-unsubscribe-
indication=true

This section provides information about operations supported for SLF Data feature.

" Note:

These APIs are compliant with 3GPP TS 29.504 v16.2.0
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Operation Type

Sample Request

Sample Response

Notes

GET

http://localhost:8080/
nudr-group-id-
map/vl/nf-group-ids?

200 OK
Response Body:

subscriber-id and nf-
type parameters are
mandatory in URI

type=udm,ausf,nef

subscriber- {,, BIfZ)I(\ABr QledDS :
id=msisdn-111111111 |{ -oudam
1&nf-type=udm group-name” } }

GET http://localhost:8080/ | 200 OK subscriber-id and nf-
nudr-group-id- {"nf G oupl Ds": type parameters are
map/vl/nf-group-ids? | {" AUSF": " ausf - mandatory in URI
subscriber- group-
id=msisdn-111111111 | nane", "NEF": " nef -
1&nf- group-

name", " UDM': "udm
group- nanme"}}

Provisioning Operations for SLF Data

The provisioning operations for SLF data are as follows:

ORACLE

" Note:

The following table has provisioning operations for SLF GroupName.
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Operation Type

Sample Request

Sample Response

Notes

PUT

http://localhost:8080/
slf-group-prov/v1/sif-

group

{

"sl| f G oupName":
"I MSG pl",

"sl f GroupType":
"Lt eHss",

"nf Groupl Ds": {

"NEF": "nef-
group- nanel",

“UDM': "udm
group- nanel",

"PCF": "pcf-
group- nanel",

"AUSF": "ausf-
group- nanel"

}
}

201 Created

DELETE

http://localhost:8080/
slf-group-prov/vl/sif-
group?
slfGroupName="IMSG
rpl"

204 No Content
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Operation Type Sample Request Sample Response Notes

GET http://localhost:8080/ | 200 OK
slf-group-prov/v1/sif-
group? {
slfGroupName="IMSG
rpl"

"sl| f G oupName":
"I MSG pl",

"sl fGroupType":
"Lt eHss",

"nf Groupl Ds": {

“NEF": "nef-
group- nanel",

“UDM': "udm
group- nanel",

"PCF": "pcf-
group- nanel",

"AUSF": "ausf-
group- nanel"

}
}

Following table shows the SLF Subscriber Provisioning APIs on UDR (SLF).

Operation Type Sample request Sample response Notes

DELETE http://localhost:8080/ | 204 No Content
nudr-group-id-map-
prov/vl/slf-group/
accountlD-123456789
12345678912345678
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Operation Type

Sample request

Sample response

Notes

GET

http://localhost:8080/
nudr-group-id-map-
prov/vl/slf-group/
accountlD-123456789
12345678912345678

200 OK
Response

—~

"profile-
data": {
"insi":
["2222222221",
"2222222222"],
nai":
["test@zw. cont']

"account | D":
["12345678912345
678912345678"],

"msi sdn":
["19195225555",
"19195225556"],

"extid":
["user @zw. con']

b

"sl f G oupName":
II| %G p]-II
}

You must provision
SLFGroupName
before provisioning
subscriber.
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Operation Type

Sample request

Sample response

Notes

PUT

http://localhost:8080/
nudr-group-id-map-
prov/vl/slf-group/
accountlD-123456789
12345678912345678

Body

{

"profile-
data": {

"insi":

["2222222221",
"2222222222"],
nai":
["test@zw. cont']

"account | D":
["12345678912345
678912345678"],

"msi sdn":
["19195225555",
"19195225556"],

"extid":
["user @zw. con']

b

"sl f GroupName":
"I MSGr pl"
}

201 Created

Operations Supported for Provgw

The provisioning operations for SLF using ProvGw are as follows:

ORACLE

Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
Activation PUT http:// 201 Created | 400 Bad Provisioning
Note 1 localhost:8080/ Request: request
nudr-group-id- "details": error. See
map-prov/vl/slf- {"<FQDN>":"Sch | Problem
group/ ema validation | Details.
accountid-12345 failed"} Action:
678910 Correct the
{"profile-data": { payload or
the key and
resend.
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Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
“SUPI": 500 Internal Transient
“imsi-222222222 Server Error: error with
1" UDR's
“accountID": "details": Internal
"12345678910", {"<SEG>" error.
“GPSI""msisdn-1 Action:
9195226666", Provisioning
system to
h queue and
"slfGroupName": retry the
“IMSGrpl1’} command.
"{response}"
1
Prov gateway
Processing
Failed
503 Service Transient
Unavailable: error with
UDR's
"details" Internal
error.
Action:
Provisioning
system to
queue and
. retry the
{" <FQDN command.
SEG":"{resp
onse}"}
404 Not Found: | Provisioning
Destination not | request
found error. See
Problem
Details.Actio
n: Correct
the payload
or the key
and resend.
Modify SUPI | PUT http:// 201 Created | 400 Bad Provisioning
Note 1 localhost:8080/ Request: request
nudr-group-id- "details": error. See
map-prov/vl/slf- {"<FQDN>":"Sch Problem
group/ ema validation | Details.
accountid-12345 failed"} Action:
678910 Correct the
{"profile-data": { payload or
“SUPI™ the key and
“imsi-333333333 resend.

3"
“accountID":
"12345678910",
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Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
“GPSI""msisdn-1 500 Internal Transient
9195226666, Server Error: error with
1, UDR's
"slfGroupName"; "details": Internal
“IMSGrp1”} {" <SEG" error
Action:
Provisioning
system to
queue and
retry the
command.
"{response}"
}
Prov gateway
Processing
Failed
503 Service Transient
Unavailable: error with
UDR's
"details" Internal
error.
Action:
Provisioning
system to
queue and
retry the
{ <FQDN command.
SEG":"{resp
onse}"}
404 Not Found: | Provisioning
Destination not | request
found error. See
Problem
Details.
Action:
Correct the
payload or
the key and
resend.
Modify GPSI | PUT http:// 201 Created | 400 Bad Provisioning
Note 1 localhost:8080/ Request: request
nudr-group-id- "details": error. See
map-prov/vl/sif- {"<FQDN>":"Sch Problem
group/ ema validation | Details.
accountid-12345 failed"} Action:
6789?0 Correct the
{"profile-data": { payload or
“SUPI™ the key and
“imsi-222222222 resend.

1
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Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
“accountlD": 500 Internal Transient
"12345678910", Server Error: error with
“GPSI""msisdn-1 UDR's
9999999999", "details": Internal
1 (" <SEG>" erc_)r.
. ction:
“sIfGroupl:lame : Provisioning
IMSGrp1'} system to
queue and
retry the
command.
"{response}"
}
Prov gateway
Processing
Failed
503 Service Transient
Unavailable: error with
UDR's
"details" Internal
error.
Action:
Provisioning
system to
queue and
retry the
{ <FQDN command.
SEG":
{response}"}
404 Not Provisioning
Found:Destinatio | request
n not found error. See
Problem
Details.
Action:
Correct the
payload or
the key and
resend.
Modify IMS | PUT http:// 201 Created | 400 Bad Provisioning
Group Note 1 localhost:8080/ Request: request
nudr-group-id- "details": error. See
map-prov/vl/sif- {"<FQDN>":"Sch Problem
group/ ema validation | Details.
accountid-12345 failed"} Action:
6789?0 Correct the
{"profile-data": { payload or
“SUPI™ the key and
“imsi-222222222 resend.

1
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Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
“accountID": 500 Internal Transient
"12345678910", Server Error: error with
“GPSI""msisdn-1 UDR's
9195226666, "details": Internal
1 (" <SEG>" erc_)r.
. ction:
“sIfGroupl:lame : Provisioning
IMSGrp27} system to
queue and
retry the
command.
“{response}"
}
Prov gateway
Processing
Failed
503 Service Transient
Unavailable: error with
UDR's
"details" Internal
error.
Action:
Provisioning
system to
queue and
retry the
{ <FQDN command.
SEG":
{response}"}
404 Not Provisioning
Found:Destinatio | request
n not found error. See
Problem
Details.
Action:
Correct the
payload or
the key and
resend.
Activation PUT http:// 201 Created | 400 Bad Provisioning
with multiple | Note 1 localhost:8080/ Request: request
keys in SUPI nudr-group-id- "details": error. See
and GPSI map-prov/vl/sit- {"<FQDN>":"Sch | Problem
group/ ema validation | Details.
accountid-12345 failed"} Action:
678910 Correct the
{"profile-data": { payload or
“SUPI™ the key and
[imsi-222222222 resend.

1
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Operation Type

Sample
Request

Sample
Response

Possible Error
Codes

Action from
provisionin
g system

“nai-
test@vzw.com”],
“accountID":
"12345678910",
“GPSI™
[’msisdn-191952
25555,

“extid-
user@vzw.com”],

h
"slfGroupName":
“IMSGrp17}

500 Internal
Server Error:

"details":
{"<SEG"

"{response}"

}

Prov gateway
Processing
Failed

Transient
error with
UDR's
Internal
error.

Action:
Provisioning
system to
queue and
retry the
command.

503 Service
Unavailable:

"details"

{ <FQDN/
SEG":
{response}"}

Transient
error with
UDR's
Internal
error.

Action:
Provisioning
system to
queue and
retry the
command.

404 Not
Found:Destinatio
n not found

Provisioning
request
error. See
Problem
Detalils.

Action:
Correct the
payload or
the key and
resend.

DELETE

DELETE
Note 2

http://
localhost:8080/
nudr-group-id-
map-prov/vl/slf-
group/
accountid-12345
678910

204 No
Content

404 Not Found:

Subscriber does
not exist

Provisioning
request
error. See
Problem
Details.

Action:
Correct the
payload or
the key and
resend.
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Operations Supported for Provgw

Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
503 Service Transient
Unavailable: error with
UDR's
"details" Internal
error.
Action:
Provisioning
system to
queue and
retry the
{ <FQDN command.
SEG":
{response}"}
500 Internal Transient
Server Error: error with
UDR's
"details": Internal
(" <SEG>" error.
Action:
Provisioning
system to
queue and
retry the
command.
"{response}"
}
Query GET http:// 200 OK 404 Not Found: | Provisioning
Note 3 localhost:8080/ | {"profile- Subscriber does | request
nudr-group-id- data™: { not exist error. See
map-prov/ivl/sif- | “SUPI": Problem
group/ [“imsi-22222 Details.
accountid-12345 | 22221", Action:
678910 “nai- Correct the
test@vzw.co payload or
m’], the key and
“accountlD": resend.
"123456789
10",
“GPSI™:
[’'msisdn-19
195225555”
“extid-
user@vzw.c
om’],
h
"slfGroupNa
me":
“IMSGrp1”}
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Operation Type Sample Sample Possible Error | Action from
Request Response |Codes provisionin
g system
GET http:// 500 Internal Transient
Note 3 localhost:8080/ Server Error: error with
nudr-group-id- UDR's
map-prov/vl/slf- "details": Internal
group/ " " error.
imsi-2222222221 {"<SEG> Action:
Provisioning
system to
queue and
retry the
command.
"{response}"
}
Prov gateway
Processing
Failed
GET http:// 503 Service Transient
Note 3 localhost:8080/ Unavailable: error with
nudr-group-id- UDR's
map-prov/vl/slf- "details" Internal
group/ error.
msisdn-1919522 Action:
5555 . Provisioning
' system to
queue and
. retry the
{" <FQDN command.
SEG":

{response}}

409 Response Subscriber

Conflict: Data on
segments do

“details" not match.
See
Problem
Detalils.
Action:
Correct the

. subscriber

{" <FQDN/ data and

SEG": resend the

{response}, request.

" <FCDN /

SEG >":

{response'}}
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< Note:

You can Provision/Re-provision subscriber based on accountid when
a command has all keys and IMS group. Verify all keys that are already
provisioned and point to one subscriber. Add keys that do not exist in SLF
DB and remove keys that exist in SLF DB but are absent in command. Set
IMS group value for the subscriber.

< Delete subscriber on the basis of accountid. This deletes all keys for
subscriber and IMSgroup association.

* Retrieve subscriber. Return subscriber IMS group and all subscriber
keys.

The SLF related error code details are as follows:

Error Codes Title Detail
400 Bad request Schema Validation Failure
Invalid URI

Key Not Supported
Invalid JSON Format

404 Not Found Subscriber does not exist
Destination Not Found
Key Not Found

405 Operation Not Allowed Operation Not Allowed

500 Internal Server Error Invalid Result Set Access
Data Access Denied

Data Access Denied/Resource
Failure

Temporary Resource Failure
Acquire Lock Failure
Transaction Rollback

501 Not Implemented Bad SQL Grammar

Management URI Schema Update

The table provides information about the operations supported for management URI
schema update.

The OpenAPI for Management URI: mgmapi.yml
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Operation Type | URI Sample Schema Possible Error
Codes
PUT https:// To add a new field, custom for |+  405: "Operation

localhost:9443/
nudr-dr-mgm/v1/
policy-data/
schema/am-data

am-data.

Payload:

PUT- schenabl ob

{ "$schemn": "http://
j son-schena. or g/

draft-07/schema#"

"additional Properties":

false, "type":
"object",
"properties":

{ "subscCats":

{ "minltenms": 1,
"type":

"array", "itens":
{ "type":

"string" } }, "custon':
{ "type": "string" },

"pral nfos":
{ "patternProperties":
{ M98

{ "additional Properties
": false, "type":
"object",

"properties":

{ "ecqgilList":

{ "minltems": 1,

"type":

"array", "items":

{ "additional Properties
": fal se,

"type": "object",
"required":

[ "plmld",
"eutraCell1d" ],
"properties":

{ "eutraCellld":

{ "pattern": ""[A-Fa-
f0O-91{7}%", "type":
"string" }, "plmld":

{ "additional Properties

false, "type":

"object", "required":
[ "nce",
"mc" ], "properties":

not allowed" (for
nudr-dr)

400: Incase of
json syntax error,
an appropriate
error message is
sent from SQL
db.
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Operation Type

URI

Sample Schema

Possible Error
Codes

{ "mc": { "pattern":
"M\d{2,3}$", "type":
"string" }, "nmcc":
{ "pattern": "M
\d{3}$", "type":
"string" }

PP
" gl obal RanNodel dLi st":
{ "minltems":

1, "type": "array",
"items":
{ "additional Properties
": false, "type":
"object",

“required":
[ "plmld" ],
"properties":
{ "gNold":

{ "additional Properties
": false, "type":
"object",

“required":

[ "bitLength",

"gNbVval ue" ],
“properties":

{ "bitLength":

{ "type": "integer" },
"gNbVal ue":

{ "pattern": "~[A-Fa-
f0-9]{6, 8} %",

"type":

"string” } } },
“plmld":

{ "additional Properties
": false, "type":
"object",

“required": [ "ntc",
"mc" ], "properties":
{ "mc": { "pattern":
"M\d{2,3}$", "type":
"string"

}, "nee":

{ "pattern": "M
\d{3}$", "type":
"string" }
}},o"n3lwild":

{ "pattern": "~[A-Fa-
f0-9] +$",
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Operation Type

URI

Sample Schema

Possible Error
Codes

"type": "string" },
"ngeNold": { "pattern":
"~ Macr oNGeNB- [ A- Fa-
f0-9]{5}| LMacr oNGeNB-
[ A Fa-f0-9]

{6} ] SMacr oNGeNB- [ A- Fa-
f0-9]{5})%$", "type":
"string" }

} Y}, "prald":

{ "type": "string" },
"ncgi List":

{ "minltems": 1,
"type": "array",
"items":

{ "additional Properties
": false, "type":
"object",

“required":

[ "plmld",

"nrcCelll1d" ],
"properties":

{ "plmmid":

{ "additional Properties
": false, "type":
“object", "required":
[ "nmcc", "mc" 1],
"properties":

{ "mc": { "pattern":
"M\d{2,3}$", "type":
"string"

}, "nee":

{ "pattern": "M
\d{3}$", "type":
"string"

PP} o"nrCellld":

{ "pattern": "~[A-Fa-
f0-9]{9}1%",

"type":

“string” } } } },
"tracki ngAreaList":

{ "minltems": 1,
"type": "array",
"items":

{ "additional Properties
": false, "type":
"object",

“required":

[ "plmld", "tac" ],
"properties":
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Operation Type

URI

Sample Schema

Possible Error
Codes

{ "tac": { "default":
"t "pattern":
"(MA-Fa-f0-9]{4}9)]
(" A-Fa-f0-9]{6}%)",
"type":

“string" }, "plmld":
{ "additional Properties
false, "type":
"object", "required":

[ "nmcc", "mc" 1],
“properties":

{ "mc": { "pattern":
"M\d{2,3}$",

"type": "string" },
"mee": { "pattern': "M

\d{3}$",

"type":

;S;ring" yrrr i
" adai tional Properties":
false } } }

This operation adds one new
schema with version tag as "v1"
and database points to "v1"
now.

To rollback to any other
schema version, which already
exists in database, see https://
localhost:9443/nudr-dr-mgm/v1/
policy-data/schema/am-data/
version/vO.
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Operation Type

URI

Sample Schema

Possible Error
Codes

GET

To get
currently
supported
schema:
https://
localhost:94
43/nudr-dr-
mgm/vl/
policy-data/
schema/am-
data

To get all
schema
versions
supported by
a resource.
https://
localhost:94
43/nudr-dr-
mgm/v1/
policy-data/
schema/am-
data?
version=all
To get any
specific
schema
version:
https://
localhost:94
43/nudr-dr-
mgm/v1/
policy-data/
schema/am-
data?
version=v1l

405: "Operation not
allowed" (for nudr-dr)

DELETE

Schema,
which is
currently in
use could
not be
deleted.

To delete
any other
stored
schema:
https://
localhost:94
43/nudr-dr-
mgm/v1/
policy-data/
schema/am-
data/
version/vl

schema)

405: "Operation not
allowed" (in case
of deleting current

2-115
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The table given below provides information about the UDSF Data Operations.

Chapter 2
UDSF Data Operations

Operations Type

URI

Notes

Possible Error
codes

PUT

https://localhost:9443/
nudsf-dr/v1/udsf/
msisdn-1111111111/
udsf-data

Sample data blob for
UDSF data is:

e 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"

e 400: "Unknown
key, the key
provided in the
request is invalid”

e 400: "Blob
syntax error with
corresponding
error details"

GET

https://localhost:9443/
nudsf-dr/v1/udsf/
msisdn-1111111111/
udsf-data

e 400: "Invalid URI
sent from client”

e 404: "Subscriber
does not exist"

e 404: "Data field
does not exist"

e 400: "Unknown
key, the key
provided in the
request is invalid”

DELETE

https://localhost:9443/
nudsf-dr/v1/udsf/
msisdn-1111111111/
udsf-data

e 400: "Invalid URI
sent from client"

e 404: "Subscriber
does not exist"

e 400: "Unknown
key, the key
provided in the
request is invalid”

Policy Data Subscription Operations

ORACLE

¢ Note:

All APIs supported are as per TS29.500v16.2

The table given below provides information about the Policy Data Subscription
Operations.
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Generic - Title and its Types in Error Response

Operations Type URI Notes Possible Error

codes

POST http:// { "notificationUri":"http:// 400: "Schema
localhost:8080/ mlu-pcf-api-gateway.mlu- | validation failed for
nudr-dr/v2/policy- | pcf.svc/user-service/ this request"
data/subs-to- userservice/notification/
notify msisdn-1871587819",

"monitoredResourceUris":
[ "https://localhost:9443/
nudr-dr-prov/vl/policy-
data/
msisdn-1111111111/sm-
data" ],
"supportedFeatures™:"f",
"expires":
"2022-04-23T18:25:43.511
Z"'}

PUT http:// {"notificationUri":"http:// e 400: "Schema
localhost:8080/ mlu-pcf-api-gateway.mlu- validation failed
nudr-dr/v2/policy- | pcf.svc/user-service/ for this request”
data/subs-to- userservice/notification/ «  404: "Not found "
notify/4 msisdn-1871587819",

"monitoredResourceUris":
[ "https://localhost:9443/
nudr-dr-prov/vl/policy-
data/
msisdn-1111111111/sm-
data"],
"supportedFeatures™:"f",
"expires":
"2022-04-23T18:25:43.511
Z"}

GET http:// {"subscribedResources": | 404: "Requested data
localhost:8080/ | [ "policy-data/ not found"
nudr-dr-prov/v2/ | msisdn-819191945001/am
policy-data/subs- | -data" ], "expires":
to-notify/4 "2022-04-23T18:25:43.511

Z", "supportedFeatures":
"f*, "notificationUri": "http://
http2-
service.default.svc.cluster.|
ocal/policy-data/uril/" }

DELETE http:// - 404: "Not found"
localhost:8080/
nudr-dr/v2/policy-
data/subs-to-
notify/4

Generic - Title and its Types in Error Response

The following table lists the titles that can be accompanied by any of its type.

ORACLE
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http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819
http://mlu-pcf-api-gateway.mlu-pcf.svc/user-service/userservice/notification/msisdn-1871587819

Chapter 2
Provisioning Operations for Profile Data

Error Codes

Title

Detail

400

Bad request

Invalid Data Content

Schema Validation Failure
Invalid URI

Occurrence Constraint Violation
Key Not Supported

Invalid Payload

Invalid Value

Invalid JSON Format

Invalid Number Format

404

Not Found

Not Found

405

Operation Not Allowed

Operation Not Allowed

500

Internal Server Error

Invalid Result Set Access
Data Access Denied

Data Access Denied/Resource
Failure

Temporary Resource Failure
Acquire Lock Failure
Transaction Rollback

501

Not Implemented

Bad SQL Grammar

Provisioning Operations for Profile Data

This section provides provisioning operations for Profile data.

Resource Name: ProfileData

HTTP Method: POST, PUT, DELETE, GET

BASE URI: {apiRoot}/nudr-dr-prov/{version}/profile-data/{ue-id}

Operation Type

Sample REST URL

Possible Error Codes

POST

This is for initial

e 400: "Invalid URI sent
from client"

subscriber provisioning

(Create subscriber), https://
localhost:9443/nudr-dr-prov/vl/
profile-data/msisdn-1111111114
Payload : See POST-ProfileData

You can add profile-data and policy-
data in single rest request. For
sample data blob, see POST-Profile
Data and Policy Data

You can add profile-data and SLF-
data in single rest request. For
sample data blob, see POST-Profile
Data and SLF Data

400: "Unknown key,
the key provided in the
request is invalid”
400: "Payload should
contain key-value pair
present in URI"

400: "Invalid content
request data supplied"
400: "Occurrence
constraint violation"
400: "Duplicate key"

ORACLE
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Provisioning Operations for Profile Data

Operation Type

Sample REST URL

Possible Error Codes

PUT

https://localhost;9443/nudr-dr-
prov/vl/profile-data/nai-3333333332
Payload: PUT-ProfileData

400: "Invalid URI sent
from client"

400: "Unknown key,
the key provided in the
request is invalid”
400: " Payload should
contain key-value pair
present in URI "

400: "Invalid content
request data supplied"
400: "Occurrence
constraint violation"

DELETE This operation deletes all data *  400: "Invalid URI sent
from all DATA tables (PCF, UDM from client"
etc.), https://localhost:9443/nudr-dr- |«  404: "Subscriber does
prov/vl/profile-data/nai-3333333332 not exist"

*  400: "Unknown key,
the key provided in the
request is invalid”

GET https://localhost:9443/nudr- e 400: "Invalid URI sent

dr-prov/vl/profile-data/
msisdn-1111111113

from client"

404: "Subscriber does
not exist"

400: "Unknown key,
the key provided in the
request is invalid”
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Payload References

In this appendix, you will learn about Payload Reference details.

Payload Reference for PCF

This section provides payload details for the following PCF Operations.

e PATCH-SessionManagementPolicyData
e PUT-UEPolicySet
e PATCH-UEPolicySet

e PUT-UsageMonitoringlnformation
PATCH-SessionManagementPolicyData

{
"unbata": {
"kl {
"scopes": {
"11-abc123": {
"“dnn": [
"dnnl"
1,
"snssai": {
"sd": "abcl123",
"sst": 11
}
¥
"22-abc123": {
"“dnn": [
"dnn2"
1,
"snssai " {
"sd": "abcl123",
"sst": 22
}
¥
"33-abc123": {
"“dnn": [
"dnnl",
"dnn2"
1,
"snssai": {
"sd": "abcl123",
"sst": 33
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1,
“limtld": "nkl"
“umLevel ": "SERVI CE_LEVEL"
"reset Time": {

"period": "YEARLY"

b

"al | onedUsage": {
“duration": 9000,
“total Vol ume": 8888,
"upl i nkVol ume": 6666
“downl i nkVol une": 7777

}

}
1,
"snPol i cySnssai Data": {
"11-abcl123": {
"snssai " {
"sd": "abcl123",
"sst": 11
1,
"snPol i cyDnnData": {
"dnnl": {
“dnn": "dnnl",
“bdt Ref I ds": {

"abc": "bdtReflds",

"xyz": "PCF123"

}
}
}
}
}

}
PUT-UEPolicySet

{

“pralnfos":{
"pl": {
“prald": "p1",
“tracki ngAreaList": [{

“plmld": {
"ncet: "976"
“mc": "32"
}l
"tac": "5CB6"
}v
{
“plmld": {
"ncet: 97T
“mc": "33"
}l
"tac": "5CB7"
}

ORACLE
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1,
"ecgiList": [{
"plmld": {
"nce': "976",
"mc": "32"

}l
"eutraCell1d": "92FFdBE"
}1
{
"plmld": {
"ncet: "977",
"mc": "33"
}l
"eutraCell1d": "8F868C4"
}

1,
"negi List": [{
"plmld": {
"nce': "976",
"mc": "32"

}l
“nrCellld": "b2fB6f E9D'
}1
{
"plmld": {
"ncet: "97T7",
"mc": "33"
}l
“nrCellld": "5d1B4127b"
}

] 1
"gl obal RanNodel dLi st": [{

"plmld": {
"nce': "965",
"mc": "235"

1,
“n3lwfld": "fFfOf 2AFbFal6CEf E7"
b
{
"plmld": {
"nce': "967",
"mc": "238"
b
"gNol d": {
"bitLength": 25,
"gNBVal ue": "1A8F1D'
}
}

}
b,
"subscCats": ["catl", "cat2"],
"uePol i cySections": {
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"111": |
" UpSi "oot111t,

"uePol i cySectionlnfo": "1"

33" {
"upsi": "33",

"uePol i cySectionlnfo": "2"

}
1,
“upsis": ["111", "33"],
"al | onedRout eSel Descs": {
"965-235": {
"servingPlm": {
"nce': "965",
"mc": "235"

}

"snssai": {

"sd": "abcl23",

"sst": 11
}

"sscMbdes":

1
1
}

ndspl nd": true,

}

“pei": "inei-355375345274757",
"oslds": ["bceafb30-31bd-4b8d- b3c2-ed79d029531a",
"cc9d9f 97- 0127- 497c- 9bca- 79e8e9080ea8" ]

}
PATCH-UEPolicySet
{
“pral nfos":{
"pl": {
“prald": "pl",
"tracki ngAreaList":
“plmld": {
"mce": "976",
“mc":
¥
"tac": "5CB6"
¥
{
“plmld": {
“ncet: 97T,
"“mc": "33"
¥
"tac": "5CB7"

ORACLE

"snssai Rout eSel Descs": [{

"dnnRout eSel Descs": [{

“dnn": "dnnl",
["SSC_MXDE 1", "SSC_MXDE 2"],
"pduSessTypes": ["IPV4"]
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| }
",ecgi List": [{
"plmld": {

"nce":
“mc":
}
b
{
"plmld": {
"nce":
“mc":
}
}

1,
"negi List": [{
"plmld": {

"nce":
“mc":
b
"nrCellld":
b
{
"plmld": {
"nce":
“mc":
b
"nrCellld":
}

]

"plmld": {

Appendix A
Payload Reference for PCF

976",
1 3o

“eutraCel l1d": "92FFdBE"

977",
133

"eutraCel | 1d": "8F868C4"

976",
130

" b2f B6f E9D"

977",
133

"5d1B4127b"

"gl obal RanNodel dLi st": [{

nmce': "965",
"mc": "235"
¥
"n3lwf1d": "fFfOf 2AFbFal6CEf E7"
3
{
"plmld": {
"ncet: "967",
"mc": "238"
b
"gNold": {
"bitLength": 25,
"gNBVal ue": "1A8F1D'
}
}

}
}

ORACLE

"subscCats": ["catl", "cat2"],
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"uePol i cySections": {
"111": {
Ilupsi |I: II111II,

"uePol i cySectionlnfo": "1"

}1
" 33": {
"UpSi ||: ||33||,

"uePol i cySectionlnfo": "2"

}
1,
“upsis": ["111", "33"],
"al | onedRout eSel Descs": {
"965-235": {
"servingPlm": {
"ncc": "965"
"mc": "235"

}

"snssai": {

"sd": "abcl23",

"sst": 11

1
}
}

ndspl nd": true
“pei": "inei-355375345274757"

"oslds": ["bceafb30-31bd-4b8d- b3c2-ed79d029531a"
"cc9d9f 97- 0127- 497c- 9bca- 79e8e9080ea8" ]

}

PUT-UsageMonitoringInformation

{
"scopes": {
"11-abc123": {
“dnn": [
“dnnl1"
],
"snssai " {
"sd": "abcl123",
"sst": 11
}
b
"22-abcl123": {
“dnn": [
"dnn2"
],
"snssai " {
"sd": "abcl123",
"sst": 22
}
b
"33-abcl123": {

ORACLE

"snssai Rout eSel Descs": [{
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“dnn": [
"dnnl",
"dnn2"
1,
"snssai " {
"sd": "abcl23",
"sst": 33
}

}
1,
“limtld": "nkl"
“umLevel ": " SERVI CE_LEVEL"
"reset Time": {
"period": "YEARLY"
}

Il owedUsage": {
“duration": 9000,
“total Vol ume": 8888,
"upl i nkVol ume": 6666
“downl i nkVol une": 7777

PUT-AM SM UEPolicyData

{

"amdata": {
"pralnfos": {
"pl": {
"prald": "pl"
"tracki ngAreaList": [{
"plmmld": {

"mce": 976"
“mc": "32"
}v
"tac": "5CB6"
}l
{
"plmld": {
"mce": 977"
“mc": "33"
}v
“"tac": "5CB7"
1

1,
"ecgiList": [{
"plmld": {

"nce': 976"
“mc": "32"
¥
"eutraCel I Id":
¥
{

"plmld": {

ORACLE

Appendix A
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l

l

l

" 92FFdBE"
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“nce": "97T",
“mc": "33"
3,
"eutraCel I Id": "8F868C4"
}
1,
"ncgi List": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
“nrCellld": "b2fB6f E9D'
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
“nrCellld": "5d1B4127b"
}

]1
"gl obal RanNodel dLi st": [{

"plmld": {
“nce": "965",
“mc": "235"

3,
"n3lwfld": "fFfOf 2AFbFal6CEf E7"
b,
{
"plmld": {
“mcet: "967",
“mc": "238"
3
"gNol d": {
"bitLength": 25,
"gNBval ue": "1A8F1D'
}
}
]
}
3,
"subscCats": |
“cat1",
“cat 2"
]
b,
"smdata": {
"unData": {
11

"scopes": {
"11-abc123": {
“dnn": [
"dnnl"
]1

"snssai": {
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"sd": "abcl123",
"sst": 11
}
b
"22-abc123": {
“dnn": [
"dnn2"
1,
"snssai": {
"sd": "abcl123",
"sst": 22
}
b
"33-abc123": {
“dnn": [
"dnnl",
"dnn2"
1,
"snssai": {
"sd": "abcl123",
"sst": 33

}

b

"limtld": "nmkl",

"unLevel ": "SERVI CE LEVEL"

"reset Time": {
"period": "YEARLY"

b

"al | onedUsage": {
"duration": 9000
"total Vol ume": 8888,
"upl i nkVol ume": 6666
"downl i nkVol une": 7777

}
b
"unDataLimts": {
11
"scopes": {
"11-abc123": {
“dnn": [
"dnnl"
1,
"snssai": {
"sd": "abcl123",
"sst": 11
}
¥
"22-abcl23": {
“dnn": [
"dnn2"
1,
"snssai": {
"sd": "abcl123",
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sst": 22
}
b
"33-abc123": {
“dnn": [
"dnnl1",
"dnn2"
1
"snssai": {

"sd": "abcl123",
"sst": 33

}
b
"endDat e": "2018-11-05T08:17:14.090Z"
“limtld": "nkl",
"umLevel ": "SESSI ON LEVEL"
"startDate": "2018-09-05T08:17:14.090Z2"
"usageLimt": {
"duration": 6000
"total Vol ume": 9000,
"upl i nkVol ume": 5000,
"downl i nkVol une": 4000
b
"reset Period": "2018-01-02T08: 17: 14.090Z2"
}
b
"snPol i cySnssai Data": {
"11-abc123": {
"snssai": {
"sd": "abc123",
"sst": 11
b
"snPol i cyDnnDat a": {
"dnnl": {
"“dnn": "dnnl",
"bdt Ref 1 ds": {

"xyz": "bdtReflds",
"abc": "xyz

} ’
"gbrDl": "7788 Kbps",

"gbru": "5566 Kbps"

"online": true

"chfInfo": {
"primaryChf Address": "1.1.1.1"
"secondar yChf Address": "2.2.2.2"

b

"offline": true,

"pralnfos": {

"pl": {
"prald": "pl"
"tracki ngAreaList": [{
"plmld": {
“nmce": "976",
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mc": " 32
}1
"tac": "5CB6"
}l
{
"plmld": {
“mcet: "97T",
“mc": "33"
}1
"tac": "5CB7"
}

]1
"ecgiList": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
"eutraCel I I d": "92FFdBE"
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"eutraCel I Id": "8F868C4"
}

]1
"ncgi List": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
“nrCellld": "b2fB6f E9D'
}l
{
"plmld": {
“nmce": "9T7T",
“mc": "33"
}1
“nrCellld": "5d1B4127b"
}

]1
" gl obal RanNodel dLi st": [{

"plmld": {
“nmce": "965",
“mc": "235"

}1
"n3lwfld": "fFfOf 2AFbFal6CEf E7"

mce": "967",
“mmc": "238"
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"gNold": {
"bitLength": 25,
"gNBVal ue": "1A8F1D"'

}
3,
"i pv4l ndex": 0,
"i pv6l ndex": 0,
"subscCats": |
“cat1",
“cat 2"

]

dcSupport”: true,
"mpsPriority": true,
"al | owedServices": [
"serl",
"ser2"

]

sPriorityLevel ": 2,
"inmsSignal lingPrio": true,
"ref UrDataLimtlds": {

11 A
"monkey": [
"monkey1"
1,
“limtid: "kl
}
3
"subscSpendi ngLimts": true
}
}
1,
"22-abcl23": {
"snssai": {
"sd": "abcl123",
"sst": 22
3,
"snPol i cyDnnDat a": {
"dnn2": {
“dnn": "dnn2",

"gbrDi": "7788 Kbps",
"ghru": "5566 Kbps",
“online": true,
"chfInfo": {
"primryChf Address": "1.1.1.1",
"secondar yChf Address": "2.2.2.2"
b
"of fline": true,
"pralnfos": {
"pl": {
“prald": "pl",
"tracki ngAreaList": [{
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"plmld": {
“nce": "976",
“mc": "32"

}1
"tac": "5CB6"
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"tac": "5CB7"
}

’cgi List": [{

"plmld": {
“nce": "976",
“mc": "32"

}1
"eutraCel I I d": "92FFdBE"
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"eutraCel I Id": "8F868C4"
}

’cgi List": [{

"plmld": {
“nce": "976",
“mc": "32"

}1
“nrCellld": "b2fB6f E9D'
}l
{
"plmld": {
“nmce": "9T7T",
“mc": "33"
}1
“nrCellld": "5d1B4127b"
}

| obal RanNodel dLi st": [{

"plmld": {
“nmce": "965",
“mc": "235"

}1
"n3lwfld": "fFfOf 2AFbFal6CEf E7"

mce": "967",
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“mc": "238"
}1
"gNold": {
"bitLength": 25,
"gNBVal ue": "1A8F1D"'
}

}
3,
"i pv4l ndex": 0,
"i pv6l ndex": 0,
"subscCats": |
“cat1",
“cat 2"

]

dcSupport”: true,
"mpsPriority": true,
"al | owedServices": [
"serl",
"ser2"

]

sPriorityLevel ": 2,
"inmsSignal lingPrio": true,
"ref UrDataLimtlds": {

"mkl": {
"monkey": [
"monkey1"
1
“limtld": "nkl"
}
b
"subscSpendi ngLimts": true
}
}
b
"33-abc123": {
"snssai": {
"sd": "abc123",
"sst": 33
b
"snPol i cyDnnDat a": {
"dnnl": {
"“dnn": "dnnl",

"gbrDi": "7788 Kbps",

"gbru": "5566 Kbps",

"online": true,

"chfInfo": {
"primryChf Address": "1.1.1.1",
"secondar yChf Address": "2.2.2.2"

b

"offline": true,

"pralnfos": {

"pl": {
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"prald": "pl",
"tracki ngAreaList": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
"tac": "5CB6"
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"tac": "5CB7"
}

]1
"ecgiList": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
"eutraCel | I d": "92FFdBE"
}l
{
"plmld": {
“nce": "9T7T",
“mc": "33"
}1
"eutraCel I Id": "8F868C4"
}

]1
"ncgi List": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
“nrCellld": "b2fB6f E9D'
}l
{
"plmld": {
“nmce": "97T",
“mc": "33"
}1
“nrCellld": "5d1B4127b"
}

]1
"gl obal RanNodel dLi st": [{

"plmld": {
“nmce": "965",
“mc": "235"

}1
"n3lwfld": "fFfOf 2AFbFal6CEf E7"
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"plmld": {
“nce": "967",
“mc": "238"

}1

"gNold": {

"bitLength": 25,
"gNBVal ue": "1A8F1D"'

}
3,
"i pv4l ndex": 0,
"i pv6l ndex": 0,
"subscCats": |
“cat1",
“cat 2"

]

dcSupport”: true,
"mpsPriority": true,
"al | owedServices": [
"serl",
"ser2"

]

sPriorityLevel ": 2,
"inmsSignal lingPrio": true,
"ref UrDataLimtlds": {

“mkl": {
"monkey": [
"monkey1"
1,
"limtld": "nkl"
}
3
"subscSpendi ngLimts": true
1,
"dnn2": {

“dnn": "dnn2",

“gbrDi": "7788 Kbps",

"gbru": "5566 Kbps",

"online": true,

"chfInfo": {
"primryChf Address": "1.1.1.1",
"secondar yChf Address": "2.2.2.2"

b

"offline": true,

"pralnfos": {

"pl": {
"prald": "pl",
"tracki ngAreaList": [{
"plmld": {
“nmce": "976",
“mc": "32"
}1
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“tac": "5CB6"

b,
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"tac": "5CB7"
}

]1
"ecgiList": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
"eutraCel I I d": "92FFdBE"
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"eutraCel I Id": "8F868C4"
}

]1
"ncgi List": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
“nrCellld": "b2fB6f E9D'
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
“nrCellld": "5d1B4127b"
}

]1
" gl obal RanNodel dLi st": [{

"plmld": {
“nmce": "965",
“mc": "235"

}1
"n3lwfld": "fFfOf 2AFbFal6CEf E7"

mce": "967",
“mmc": "238"
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"bitLength": 25,
"gNBVal ue": "1A8F1D"'

}
3,
"i pv4l ndex": 0,
"i pv6l ndex": 0,
"subscCats": |
“cat1",
“cat 2"

]

dcSupport”: true,
"mpsPriority": true,
"al | owedServices": [
"serl",
"ser2"

]

sPriorityLevel ": 2,
"inmsSignal lingPrio": true,
"ref UrDataLimtlds": {

“mkl": {
"monkey": [
"monkey1"
1,
"limtld": "nkl"
}
3

"subscSpendi ngLimts": true

}

1,

"ue-policy-set": {
"pralnfos": {

"pl": {
"prald": "pl",
"tracki ngAreaList": [{
"plmld": {
"mce": 976",
"mc": "32"
b
"tac": "5CB6"
h
{
"plmld": {
"mce": 977",
"mc": "33"
b
"tac": "5CB7"
}
1
"ecgiList": [{
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"plmld": {
“nce": "976",
“mc": "32"

}1
"eutraCel | Id": "92FFdBE"
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
"eutraCel I Id": "8F868C4"
}

]1
"ncgi List": [{
"plmld": {
"moe: 976"
"met " 32"

}1
“nrCellld": "b2fB6f E9D'
}l
{
"plmld": {
“nce": "97T",
“mc": "33"
}1
“nrCellld": "5d1B4127b"
}

]1
"gl obal RanNodel dLi st": [{

"plmld": {
“nmce": "965",
“mc": "235"

3
"n3lwfld": "fFfOf 2AFbFal6CEf E7"
b,
{
"plmmld": {
“mcet: "967",
“mc": "238"
3,
"gNol d": {
"bitLength": 25,
"gNBval ue": "1A8F1D'
}
}
]
}
3,
"subscCats": |
“cat1",
“cat 2"
1,
"uePol i cySections": {
"33": {
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"upsi": "33",

"uePol i cySectionlnfo": "2"
¥
"111": |

"upsi ' "111",

"uePol i cySectionlnfo": "1"

}

b
"upsis": [

"111",

"3
1,
"al | onedRout eSel Descs": {

"965-235": {

"servingPlm": {
“mce': "965",
“mc": "235"
b
"snssai Rout eSel Descs": [{
"snssai " {
"sd": "abcl123",
"sst": 11
¥
"dnnRout eSel Descs": [{
"dnn": "dnnl",
"sschMbdes": [
" SSC_MODE_1",
" SSC_MODE_2"
]

duSessTypes": [
"1 PV4"

1
1
}
}

ndspl nd": true,
"pei": "inei-355375345274757",
"oslds": [
"bceaf b30- 31bd- 4b8d- b3c2- ed79d029531a",
"cc9d9f 97- 0127- 497c- 9bca- 79e8e9080ea8"

PUT - update am-data and delete sm-data

{
"amdata": {
"pralnfos": {
"pl": {
"prald": "pl",
"tracki ngAreaList": [{

"plmld": {
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“mce": "976",
"mc": "31"

“tac": "5CB6"

"plmld": {
“nce": "97T",
“mc": "33"
}1
"tac": "5CB7"
}
]1
"ecgiList": [{
"plmld": {
“nce": "976",
“mc": "32"

}1
"eutraCel I Id": "92FFdBE"

"plmld": {
“nce": "97T",
“mc": "33"

3,

"eutraCel I Id": "8F868C4"
}

1,

"ncgi List": [{

"plmld": {
“nce": "976",
“mc": "32"

}1
"nrCellld": "b2fB6f E9D'

"plmld": {
“nmce": "97T",
“mc": "33"

3,

“nrCellld": "5d1B4127b"
}

1,

"gl obal RanNodel dLi st": [{

"plmld": {
“nmce": "965",
“mc": "235"

}1
"n3lwfld": "fFfOf 2AFbFal6CEf E7"

"plmld": {
“nce": "967",
“mc": "238"

b
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"gNold": {
"bitLength": 25,
"gNBVal ue": "1A8F1D"'

}

b
"subscCats": |
"catl",
"cat 2"

]
¥

"smdata": null

Delete all PCF data

{
"smdata": null,
"amdata": null,
"ue-policy-set": null
}

Payload Reference for Provisioning System
This section provides payload details for the following Provisioning System
Operations.
* POST-ProfileData
* POST-Profile Data and Policy Data
* PUT-ProfileData

e #unique_59

e #unique_60

e #unique_61
POST-ProfileData

{

"profile-data": {
"MSISDN': ["1111111112", "1111111113"],
"IMBI": ["2222222221", "2222222222", "2222222223"],
"NAI": ["3333333331", "3333333332", "3333333333"]
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POST-Profile Data and Policy Data

{
"profile-data": {
"MSISDN': |
"9111111112",
"9211111112",
"1111111114"

]
}

olicy-data": {
"amdata": {
"pralnfos": {
"pl": {
“prald": "p1l",
“tracki ngAreaList": [

{
"“plmld": {
"nce': "976"
"mc": "32"
b
"tac": "5CB6"
B
{
"“plmld": {
“ncet: 97T
"mc": "33"
b
"tac": "5CB7"
}
1
"ecgiList": [
{
“plmld": {
"nce': "976"
"“mc": "32"
b
"eutraCel I 1d": "92FFdBE"
B
{
"plmld": {
“ncet: 97T
"mc": "33"
b
"eutraCel I I d": "8F868C4"
}

]

cgiList": [
{
"plmld": {
“mce": 976"
"mc": "32"
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“nrCelll1d": "b2fB6f E9D"
3
{
"plmld": {
"ncet: 977"
"mc": "33"
1,
“nrCelll1d": "5d1B4127b"
}
1,
"gl obal RanNodel dLi st": [
{
"plmld": {
"nce”: "965"
"mc": "235"
1,
"n3lwfld": "fFfOf 2AFbFal6CEf E7"
3
{
"plmld": {
"nce': "967"
"mc": "238"
1,
"gNol d": {
"bitLength": 25,
"gNBVal ue": "1A8F1D'
}
}
]
}
1,
"subscCats": [
"cat1",
"cat2"
]
3
"smdata": {
"unbata": {
"nkl": {
"scopes": {
"11-abcl123": {
“dnn": [
"dnnl"
1,
"snssai " {
"sd": "abcl23",
"sst": 11
}
3,
"22-abcl123": {
“dnn": [
"dnn2"
1,
"snssai " {

"sd": "abcl123",
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"sst": 22
}
b
"33-abc123": {
“dnn": [
"“dnnl",
"dnn2"
1
"snssai " {
"sd": "abc123",
"sst": 33
}
}
b
"limtid": "mkl"

“umLevel ": " SERVI CE_LEVEL"

"reset Time": {
"period": "YEARLY"

¥

"al | onedUsage": {
"duration": 9000,
"total Vol une": 8888,
"upl i nkVol ume": 6666
"downl i nkVol ume": 7777

}
¥
"snPol i cySnssai Data": {
"11-abcl123": {
"snssai " {
"sd": "abc123",
"sst": 11
¥
"snPol i cyDnnData": {
"dnnl": {
“dnn": "dnnl",
“bdt Ref I ds": {
"abc": "bdtReflds",
"xyz": "PCF123"

}
} L]
"ue-policy-set": {
"pralnfos": {
"plt: {
“prald": "p1",
"tracki ngAreaList": [

{
"plmld": {
"noe": " 976"
"met: " 32"

b
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“tac": "5CB6"

}1
{
"plmld": {
"ncet: "977",
"mc": "33"
}l
“tac": "5CB7"
}
] 1
"ecgiList": [
{
"plmld": {
"nce': "976",
"mc": "32"
}l
"eutraCell1d": "92FFdBE"
}1
{
"plmld": {
"nce': "9T77",
"mc": "33"
}l
"eutraCell1d": "8F868C4"
}
] 1
"negi List": [
{
"plmld": {
"nce': "976",
"mc": "32"
}l
“nrCellld": "b2fB6f E9D'
}1
{
"plmld": {
"nce': "977",
"mc": "33"
}l
“nrCellld": "5d1B4127b"
}
] 1
"gl obal RanNodel dLi st": [
{
"plmld": {
"nce': "965",
"mc": "235"
}l
“n3lwfld": "fFfOf 2AFbFal6CEf E7"
}1
{

"plmld": {
"nce': "967",
"mc": "238"

b
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"gNol d": {
"bitLength": 25,
"gNBVal ue": "1A8F1D'

}
¥
"subscCats": [
“catl",
"cat 2"
1,
"uePol i cySections": {
"33": {
"upsi": "33",
"uePol i cySectionlnfo": "2"
b
"111": |
“upsi": "111",
"uePol i cySectionlnfo": "1"
}
¥
"upsis": [
"111",
w3
1,
"al | owedRout eSel Descs": {
"965-235": {
"servingPlm": {
"ncet: " 965",
"mc": "235"

}l
"snssai Rout eSel Descs": |

{
"snssai " {
"sd": "abc123",
"sst": 11
b
"dnnRout eSel Descs": [
{
"dnn": "dnnl",
"sschMdes": [
"SSC MODE 1",
" SSC _MODE 2"
]

duSessTypes": [
"1 PV4"

}
}

ndspl nd": true,
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“pei": "inei-355375345274757",

"oslds": [
"bceaf b30- 31bd- 4b8d- b3c2- ed79d029531a",
"cc9d9f 97- 0127- 497c- 9bca- 79e8e9080ea8"

POST - Profile Data and SLF Data

“profile-data": {

"MBI SDN': [
"1111111112",
"1111111113"

1,

"IMBlt [
"2222222221",
"2222222222",
"2222222223"

NAL": |
"3333333331",
"3333333332",
" 3333333333"

]
}

“nf-group-ids": {
"nf Groupl Ds": {
"NRF": "nrf-group-name",

"“UDM': "udm group- name"

PUT-ProfileData

{

"profile-data": {

“MSISDN': ["1111111112", "1111111113", "1111111114", "1111111115",
"1111111116"],

"IMBI": ["2222222221", "2222222222", "2222222223"],

"NAI": ["3333333331", "3333333332", "3333333333"]

1
}

Payload Reference for UDM APIs

This section provides payload details for the following UDM APIs Operations.
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*  PUT-Amf3GppAccessRegistration
*  PATCH-Amf3GppAccessRegistration
*  PUT-AmfNon3GppAccessRegistration

* PUT-SessionManagementSubscriptionData

PATCH-Amf3GppAccessRegistration

case 1. REPLACE

[{
"op" : "replace",
"path" : "/mc-ncc-anfld/ backupAnf 1 nfo/ 0/ guam Li st/ 0/ pl mld/ nce”,
"val ue" ; "998"
}
case2: ADD
[{
"op" : "add",
"path" : "/mc-ncc-anfld/ backupAnflnfo/ 0/ guam List/1",
"value" : {
"anfld": "5678AA",
"plmld": {
"ncc': "666",
“mc": "456"
}
}
}
case3: REMOVE
[{
"op" : "renove",
"path" : "/mc-nctc-anfld/ backupAnf | nfo/ 0/ guani Li st/ 2"
}

PUT-Amf3GppAccessRegistration

{
"anflnstancel d": "abae35e5-cc45-4016-8dd4-89598e5311b9",

"supportedFeatures": "AF",
"purgeFl ag": true,
“pei": "inei-1000000000000001",
"i msVoPs": "HOMOGENEQUS_SUPPORT",
“deregCal | backUri": "http://ocnrf-
anbassador . defaul t. svc. cluster.local /nnrf-nfmvl/ nf-instances",
"anf Servi ceNarmeDer eg": "nudm sdnf,
“pcscfRestorationCal | backUri": "http://ocnrf-
anbassador . def aul t. svc. cluster.local / nnrf-nfn vl/nf-instances",
"“anf Servi ceNamePcscf Rest": "nausf-auth”,
“initial Registrationlnd": true,
“guam ": {
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"plmld": {
“nmce": "001",
“mc": "123"

}

“anfld': "1234AA"

}l
"backupAnfinfo": [

{
"backupAnf":
"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
"plmld": {
"nce': "002",
"mc": "456"
1,
“anfld": "5678AA"
3
{
"plmld": {
"nce': "003",
"mc": "789"
1,
“anfld": "9876AA"
}

}

drFlag": true,
"rat Type": "W.AN',
"urrplndicator": true,
"anf EeSubscri ptionld": "subscriptionld",
"epsl nt erwor ki ngl nfo": {
"dnnl": {
"pgwkEqdn”: "hij kI nt,
"snflnstanceld": "abae35e5-cc45-4016-8dd4-89598e5311h9"
3
"dnn2": {
"pgwFgdn”: "abcdef gh",
"snflnstanceld": "abae35e5-cc45-4016-8dd4-89598e5311b7"

PUT-AmfNon3GppAccessRegistration

{
"anf I nstancel d" : "abae35e5-cc45-4016-8dd4- 89598e5311h9",
"supportedFeat ures" : "AF",
"purgeFl ag" : true,
"pei" : "inmei-1000000000000001",
"i msVoPs" : "HOMOGENEQUS SUPPORT",
"deregCal | backUri" : "http://ocnrf-
ambassador. defaul t. svc. cluster.local /nnrf-nfm vl/ nf-instances",

ORACLE A-30



Appendix A
Payload Reference for UDM APIs

"anf Servi ceNameDer eg" : "nudm sdnt,

"pcscfRestorationCal I backUri" : "http://ocnrf-
anbassador . def aul t. svc. cluster. | ocal / nnrf-nfm vl/ nf-instances",
"anf Servi ceNanePcscf Rest" : "nausf-auth",

"guam " {

"plmld" : {

"nce" ;o "001",

"mc" : "123"

}n
“anfld" : "1234AA

1
"backupAnflnfo" : [

{"backupAnf" :

"anf1.clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",

"guanmi List" : [{"plmld" : {"mcc" : "002","mc" : "456"},"anfld" :
"5678AA"}, {"plmld" : {"ncc" : "003","mc" : "789"},"anfld" :
"9876AA"}]}

1,
"rat Type" : "WAN',

"anf EeSubscriptionld": "subscriptionld",
“urrplndicator" : true

}

PUT-SessionManagementSubscriptionData

{

"singl eNssai ": {
"sd": "ABCG654",
"sst": 1

b

"internal Gouplds": [
" 9ABABB03- 203- 299- 95A9",
" 9ABABB03- 203- 299- 95A2",
"79e0c480- 719- 085- f 2A55e6DDc91Df 802438"

1,

“dnnConfigurations": {
"dnnl": {

"sschMdes": {

"defaul t Sschbde": "SSC_MOXDE_1",
"al | owedSschMdes": [

" SSC_MDE_2",

" SSC_MODE_3"

]
1
"i wkEpsl nd": true,
"upSecurity": {
"upConfid": "REQU RED',
"uplntegr": "REQU RED'
b
"sessionAnbr": {
“uplink": "125 Mops",
“downlink": "25 Mops"
b
"5gQosProfile": {
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"5qi": 123,

"arp": {
"preenmpt Cap": "MAY_PREEMPT",
"preenpt Vul n": " PREEMPTABLE",
“priorityLevel": 1

3,

"priorityLevel": 79

}

duSessi onTypes": {
"def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": |
"1 PV6",
"1 PV4AVE"
" UNSTRUCTURED"
" ETHERNET"

]
}

taticl pAddress": [
"1.1.1. 1",
"191.0.2.1"

] 1
"3gppChar gi ngChar acteristics": "123A"

}
¥
"shar edDnnConfi gurationsld": "85868-nZE$cy",
"odbPacket Servi ces": "ALL_ PACKET SERVI CES"

POST-SDMSubscriptions

{
"nflnstanceld": "ch59c48c-a2fa-11e9-a2a3- 2a2ae2dbcced”,

"expires": "2012-04-23T18: 25:43.5117",
“inplicitUnsubscribe": true,
“dnn": "sasa",
"singl eNssai ": {
"sd": "651Bf9",
"sst": 23
¥
"cal | backRef erence": "udr",
“anf Servi ceNane": "nnrf-nfnf,
"moni t or edResourceUris": |
“http://sims-udr-2-udr-simulator.sins-udr-2:5807/ nudr-dr/v2/
subscri ption-data/ nai - 990991@ai / cont ext - dat a/ anf - 3gpp- access”

]l

"plmld": {
"mc": "124",
"nmcet: 123"

1

ubscriptionld": "sa
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Post-SubscriptionDataSubscriptions

{
“cal | backRef erence": "http://10.75.212. 167: 8787"

“original Cal | backRef erence": "http://10.75.212.167:8787"

"ueld": "nai-990991@ai "

"subscriptionld": "7"

"moni t oredResour ceUri s": |

"http://sins-udr-2-udr-simulator.sins-udr-2:5807/ nudr-dr/v2/

subscri ption-dat a/ nai - 990991@ai / cont ext - dat a/ anf - 3gpp- access”

1,
“expiry": "2020-01-02T08: 17: 14. 090Z"
"supportedFeatures": "f",
"sdnmBubscri ption":{
"nflnstancel d": "ch59c48c-a2fa- 11e9- a2a3- 2a2ae2dbcces”
“expires": "2012-04-23T18: 25: 43.5117"
“inplicitUnsubscribe": true
"dnn": "sash",
"singl eNssai ": {

"sd": "651Bf9"

"sst": 23

"cal | backRef erence": "udr"
"anf Servi ceNarme": "nnrf-nfni,
"noni t or edResourceUris": |
"http://sins-udr-2-udr-simulator.sins-udr-2:5807/ nudr-dr/v2/
subscri ption-data/ nai - 919090909010@»ai / cont ext - dat a/ anf - 3gpp- access”

]

"plmld": {
"mc": "124",
“mcet: 123"
¥
"subscriptionld": "sa"
}
}

PUT - SDMSubscriptions

{
"nflnstanceld": "ch59c48c-a2fa-11e9-a2a3- 2a2ae2dbcces”

"expires": "2012-04-23T18: 25:43.5112"
"inplicitUnsubscribe": true

"dnn": "sasa",
"singleNssai": {
"sd": "651Bf9",
"sst": 23

1

"cal | backRef erence": "udr"

"anf Servi ceNane": "nnrf-nfnt

"moni t or edResourceUris": [
"http://sims-udr-2-udr-simlator.sins-udr-2:5807/ nudr-dr/v2/
subscri ption-data/ nai - 990991@ai / cont ext - dat a/ anf - 3gpp- access”
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]l
"plmld": {
"mc": "124",
"nce”: "123"

1,

"subscriptionld": "sb"

Response Reference for UDM APIs

This section provides output details for the following UDM APIs.
* GET-ContextData

GET-Amf3GppAccessRegistration
GET-AmfNon3GppAccessRegistration

e PUT-AccessAndMobilitySubscriptionData

e GET-SessionManagementSubscriptionData

*  GET-ProvisionedData

e GET-SessionManagementSubscriptionData- Provisioning

GET-ContextData

Following is the Result Code when the Sample URL is: http://localhost:8080/nudr-
dr/v2/subscription-data/imsi-911000000028/context-data

{
"anf Non3Gp": {
"i msVoPs": "HOMOGENEQUS_SUPPORT",
"deregCal | backUri": "http://ocnrf-

ambassador. defaul t. svc. cluster. |l ocal / nnrf-nfn vl/nf-instances",
"purgeFl ag": true,
"supportedFeatures": "AF",
"rat Type": "W.AN',
"urrplndicator": true,
"anf Servi ceNameDer eg": "nudm sdnt,
"anf Servi ceNanmePcscf Rest": "nausf-auth",
"guam ": {
"plmld": {
"mc": "123",
mce': "001"

}1
“anfld": "1234AA"

b
"pei": "inmei-1000000000000001",
"anf EeSubscriptionld": "subscriptionld",
"anfl nstancel d": "abae35e5-cc45-4016- 8dd4- 89598e5311h9",
"pcscfRestorationCal | backUri": "http://ocnrf-
ambassador. defaul t. svc. cluster. |l ocal /nnrf-nfnm vl/nf-instances",
"backupAnfinfo": [

{
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"backupAnf":
"anf1.clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": |

{
"plmld": {
“mc": "456",
“nce”: "002"
3,
"anfld": "5678AA"
b,
{
"plmld": {
“mc": "789",
“nce”: "003"
3,
"anfld": "9876AA"
}

]
1,
"snef 3@pAccess": {
"smefl nstancel d": "69d3da66- 9e25- 11e9- a2a3- 2a2ae2dbcced”,
"support edFeatures": "BA2b5d3b977eF2458EEC80592E",
"smsf MAPAddr ess": "977347916",
"plmld": {
“mmc": "45",
“nmcet: "452"
3
"snsf Di amet er Address”: {
“name":
"uLnBANnz2b7S60evNKC7t HvcEZi dEXppNI p7Le9yXzucgboi XFRkYg6597LBi 31nOBxEBV2Z
ePCf KpUi EBOULZMcudPsPepud. ent eshur wdl dooeh”,
“real n':
"uLnBANnz2b7S60evNKC7t HvcEZi dEXppNI p7Le9yXzucgboi XFRkYg6597LBi 31nOBxEBV2Z
ePCf KpUi EBOULZMcudPsPepud. ent eshur wdl dooeh”

}
}1
"anf 36pp": {
"i msVoPs": "HOMOGENEQUS_SUPPORT",
"deregCal | backUri": "http://ocnrf-

ambassador . defaul t. svc. cl uster.local /nnrf-nfnm vl/nf-instances",
"purgeFl ag": true,
"supportedFeatures": "AF",
"rat Type": "W.AN',
"urrplndicator": true,
"anf Servi ceNarmeDer eg": "nudm sdnf,
"anf Servi ceNamePcscf Rest": "nausf-auth",
"guam ": {
"plmld": {
“mc": "123",
mce": "001"

}1
"anfld": "1234AA"
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“pei": "inei-1000000000000001",
"anf EeSubscri ptionld": "subscriptionld",

"drFlag": true,
"anf | nstancel d":

"abae35e5- cc45-4016- 8dd4- 89598e5311h9",

"pcscf RestorationCal | backUri": "http://ocnrf-

anbassador . def aul t. svc. cl uster. | ocal /
"backupAnfinfo": [

{
"backupAnf":

nnrf-nfm vl/ nf-instances",

"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",

"guam List": [

{
"plmld": {
"mc": "456",
"nce": "002"
1,
“anfld": "5678AA"
3
{
"plmld": {
"mc": "789",
"ncc": "003"
1,
“anfld": "9876AA"
}

}
]

pslnt erwor ki ngl nfo": {
"dnn2": {
"snflnstancel d":
cc45- 4016- 8dd4- 89598e5311b7",
"pgwkqdn”: "abcdef gh"

"abae35e5-

}1
"dnnl": {
"snf | nstancel d":
cc45-4016- 8dd4- 89598e5311b9",
"pgwkqdn®: " hij kI nt

"abae35e5-

}
b
"initial Registrationlind": true
¥
"snsf Non3GppAccess”: {
"smeflnstancel d": "69d3da66- 9e25- 11e9- a2a3- 2a2ae2dbcced”,
"support edFeatures": "BA2b5d3b977eF2458EEC80592E",
"snsf MAPAddress": "977347916",
"plmld": {
“mc": "45",
mce": "452"

3,
"snsf Di amet er Address”: {
“name":
"uLnBANnz2b7S60evNKC7t HvcEZi dEXppNI p7Le9yXzucgboi XFRkYg6597LBi 31nOBxEBV2Z
ePCf KpUi EBOULZMcudPsPepud. ent eshur wdl dooeh”,
“real n':
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"uLnBANnz2b7S60evNKC7t HvcEZi dEXppNI p7Le9yXzucgboi XFRkYg6597LBi 31nOBxEBV2Z
ePCf KpUi EBOULZMcudPsPepud. ent eshur wdl dooeh”

}
}
GET - Context Data - SMSF

"snef 3@pAccess": {
"smefl nstancel d": "69d3da66-9e25-11e9- a2a3- 2a2ae2dbcce4",
"supportedFeatures": "BA2b5d3b977eF2458EEC80592E",
"smef MAPAddr ess": "977347916",

"plmld": {
"mc": "45",
"mce": 452"

}

"smsf Di amet er Address": {
"nane":
"uLnBANz2b7S60evNKC7t HvcEZi dEXppNI p7Le9yXzucgboi XFRkYg6597LBi 31nOBXxEBV2Z
ePCf KpUi EBOULZMcudPsPepud. ent eshur wdl dooeh",
“real nf':
"uLnBANz2b7S60evNKC7t HvcEZi dEXppNI p7Le9yXzucghboi XFRkYg6597LBi 31nOBXxEBV2Z
ePCf KpUi EBOULZMcudPsPepud. ent eshur wdl dooeh”

}
}

GET-ProvisionedData

Below is the output when the Sample URL is: http://localhost:8080/nudr-dr/v2/
subscription-data/imsi-911000000089/77889/provisioned-data.

{
"anData": {
"upul nfo": {
"upuAckl nd": true,
"upuRegl nd": true,
"upuDataList": [
{

}
],

“provisioningTi ne": "2012-04-23T18: 25: 43.5117",
“upuMacl ausf": "EObOcCF4EcCC5CAS5DBf eA3B2Ad3aES0"
"count erUpu": "3Ab5"

"secPacket": "aG/shEB="

supportedFeatures": "692F296F2Cbh3BCA76Bc1E126FeECL2",
"mcsPriority": true,

"activeTine": 3,

"subscribedDnnList": [

“hel | 0",
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“ocudr"
1,
"subscri bedUeAnbr": {

“uplink": "123 Gops",

"downlink": "12 Ghps"
b
"sharedAnDat al ds": [

" 62626- esp} WBA?hl gZ{47Q uuj @R Ped>@" Px, 76390- Cd[ s[ TECI "

1,

"coreNet wor kTypeRestrictions": [
"5CC,

"EPC

1,

"nssai": {
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12"
"defaul t Si ngl eNssai s": |

{
"sd": "abcl123",
"sst": 1
3
{
"sd": "abcl24",
"sst": 2
}
1,
"singl eNssais": |
{
"sd": "abc789",
"sst": 3
b
{
"sd": "abc799",
"sst": 5
}
]

3

"dl Packet Count": -1,

"gpsis": [

"msi sdn- 1585632"
"msi sdn-2969851"
1,

"rfsplndex": 123,
"mpsPriority": true,
"forbi ddenAreas": |

{

"tacs": |
"d11f dA"
"EcccaD"

]

1

1,

"serviceAreaRestriction": {
"restrictionType": "ALLONED AREAS'
"maxNumof TAs": 23,

"areas": [
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"tacs": |
"d11f dA",
"EcccaD"

]
3,
"odbPacket Servi ces": "ALL PACKET_ SERVI CES",
"sorlnfo": {
"sor Macl ausf": "Bf 85A791dCCDa7D6d9754264F02EDcBC",
"steeringContainer": |
{
"plmld": {
"mc": "456",
"ncet: "123"
1,
"accessTechList": |
"NR
]
}
1,

"provisioningTime": "2012-04-23T18: 25:43.5117",
“countersor": "8ebc",
"acklnd": true
3,
"ratRestrictions": [
"NR',
"WLAN',
" EUTRA",
" VI RTUAL"
1,
"subsRegTimer": 2,
"ueUsageType": 9,
"internal Gouplds": |
" E1465DF5- 483- 159- Fc23DE491edb354dABAa"
"5le851lea- 577- 297- Ef 4d7Cf 28CaCOD"
1,

"m coAl | owed": true
}l
“snfSelData": {

"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12",

"subscri bedSnssai I nfos": {

"snsai 1": {
“dnnl nfos": [

{
"defaul t Dnnl ndi cator": true,
"i wkEpsl nd": true,
“dnn": "Dnnl",
"l boRoani ngAl | owed": true

b

{

"def aul t Dnnl ndi cator": fal se,
"i wkEpsl nd": true,
"“dnn": "Dnn2",
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"l boRoani ngAl | owed": true

}

"sharedSnssai I nfosld": "96367-9z} M>*"

,nData": {
"2"

"dnnConfi gurations": {
"dnnl": {
"i wkEpsl nd": true,
"sessi onAnbr": {
“uplink": "125 Mps",
“downlink": "25 Mops"
1,
"5gQosProfile": {
"prioritylLevel ": 79,
"5qi": 123,
"arp": {
"preempt Cap": "MAY_PREEMPT",
"priorityLevel ": 1,
"preenpt Vul n": " PREEMPTABLE"

}

1,

"upSecurity": {
"uplntegr": "REQU RED',
"upConfid": "REQU RED'

1,

"sschMdes": {

"al | owedSschMdes": [
" SSC_MODE_2",
" SSC_MODE_3"
1,
"defaul t Sschbde": "SSC MODE 1"
}

gppChar gi ngCharacteristics": "123A",
"pduSessi onTypes": {
"def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": |
"1 PV6",
"1 PV4AVE"
" UNSTRUCTURED"
" ETHERNET"

]
}

taticl pAddress”: [
"1.1.1. 1",
"191.0.2. 1"

}
}

ingl eNssai ": {
"sst": 2

b
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"odbPacket Servi ces": "ALL PACKET_ SERVI CES",
"internal Gouplds": [

"9ABABB03- 203- 299- 95A9" ,

"9ABABB03- 203- 299- 95A2",

"79e0c480- 719- 085- f 2A55e6DDc91Df 802438"

] 1
"shar edDnnConfi gurationsld': "85868-nZEScy"

"3
"dnnConfi gurations": {
"dnnl": {
"i wkEpsl nd": true,
"sessi onAnbr": {
“uplink": "125 Mps",
"downlink": "25 Mops"
1,
"5gQosProfile": {
"prioritylLevel ": 79,
"5qi": 123,
"arp": {
"preenmpt Cap": "MAY_PREEMPT",
"priorityLevel ": 1,
"preenpt Vul n": " PREEMPTABLE"
}
}

pSecurity": {
"uplntegr": "REQU RED',
"upConfid": "REQU RED'
} 1
"sschMdes": {
"al | owedSschMdes": [
" SSC_MODE_2",
" SSC_MODE_3"
] L]
"defaul t Sschbde": "SSC MODE 1"

}

gppChar gi ngCharacteristics": "123A",
"pduSessi onTypes": {
"def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": |
"1 PV6",
"1 PV4AVE"
" UNSTRUCTURED"
" ETHERNET"

]

taticl pAddress”: [
"1.1.1. 1",
"191.0.2. 1"

}

}
}

"singleNssai": {
"sst": 3

b
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"QdbPacket Servi ces": "ALL PACKET SERVI CES",
"internal Gouplds": [

"9ABABB03- 203- 299- 95A9" ,

"9ABABB03- 203- 299- 95A2",

"79e0c480- 719- 085- f 2A55e6DDc91Df 802438"

] 1
"shar edDnnConfi gurationsld': "85868-nZEScy"

}
1,
"traceData": {
"eventList": "855B5bf7heC3AFB8c",
“col l ectionEntityl pv6Addr": "2001: db8: 85a3: : 8a2e: 370: 7334",
“col l ectionEntityl pv4Addr": "26.118.255.253",
"traceRef": "070207-baE6Dd",
"neTypelist": "Of 4FBEf e95bF8",
"traceDepth": "M N MUM

¥
"snsMhgDat a": {
"moSnsBarringAll": true,
"supportedFeatures": "CAe8de215CFa721BB2AE7Ef 9c5f 71a2e",
"t SeBar ri ngRoami ng": fal se,
"nt SmeSubscri bed": true,
"moSnsBar ri ngRoam ng": true,
"mt SneBarringAll": true,
"nmoSmsSubscri bed": fal se,
"sharedSmshhgDat al ds": |
"16994-'JD",
"693599- 9~~CX"
]
¥
"smsSubsDat a": {
"sharedSmsSubsDat al d": |
"372063- P",
"372063- O
1,
"smsSubscribed": true
}

Below is the output when the Sample URL is http://localhost:8080/nudr-dr/v2/
subscription-data/imsi-911000000089/77889/provisioned-data?dataset-names=AM,SM

{

"anData": {
"upul nfo": {
"upuAckl nd": true,
"upuRegl nd": true,
"upuDataList": [
{

}
1,

“provisioningTime": "2012-04-23T18: 25: 43. 5117",
"upuMacl ausf": "EObOcCF4EcCC5CAS5DBf eA3B2Ad3aE80" ,

"secPacket": "aGVsh&B="
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"count erUpu": "3Ab5"
3,
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12",
"mcsPriority": true,
"activeTine": 3,
"subscribedDnnList": [
“hel | 0",
“ocudr"
1,
"subscri bedUeAnbr": {
“uplink": "123 Gops",
"downlink": "12 Ghps"
3,
"sharedAmDat al ds": [
" 62626- esp} WBA?hl gZ{47Q uuj @R Ped>@" Px, 76390- Cd[ s[ TECI "

1,

"coreNet wor kTypeRestrictions": |
"5CC,

"EPC

1,

"nssai": {
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12"
"defaul t Si ngl eNssai s": |

{
"sd": "abcl123",
"sst": 1
3
{
"sd": "abcl24",
"sst": 2
}
1,
"singl eNssais": |
{
"sd": "abc789",
"sst": 3
b
{
"sd": "abc799",
"sst": 5
}
]

3,

"dl Packet Count": -1,

"gpsis": [

"msi sdn- 1585632"
"nsi sdn-2969851"
1,

"rfsplndex": 123,

"mpsPriority": true,

"forbi ddenAreas": |
{

"tacs": |
"d11f dA"
"EcccaD"
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}

1,

"serviceAreaRestriction": {
"restrictionType": "ALLOANED AREAS',
"maxNunof TAs": 23,

"areas": [
{
"tacs": |
"d11f dA",
"EcccaD"'

]
b
"odbPacket Servi ces": "ALL PACKET_ SERVI CES",
"sorlnfo": {

"sor Macl ausf": "Bf 85A791dCCDa7D6d9754264F02EDcBC",

"steeringContainer": |

{
"plmld": {
"mc": "456",

mce": "123"

1,
"accessTechList": |
"NR
]
}
1,

"provisioningTime": "2012-04-23T18: 25: 43.5117",
“countersor": "8ebc",
"acklnd": true
3
"ratRestrictions": [
"NR',
"VLAN',
" EUTRA",
" VI RTUAL"
1,
"subsRegTimer": 2,
"ueUsageType": 9,
"internal Gouplds": |
" E1465DF5- 483- 159- Fc23DE491edb354dABAa"
"5le851ea- 577- 297- Ef 4d7Cf 28CaCOD"

]1
"m coAl | owed": true
¥
"smbData": {
"2"
"dnnConfi gurations": {
"dnnl": {

"i wkEpsl nd": true,

"sessi onAnbr": {
“uplink": "125 Mps",
"downlink": "25 Mops"
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1,
"5gQosProfile": {
"prioritylLevel ": 79,
"5qi": 123,
"arp": {
"preenmpt Cap": "MAY_PREEMPT",
"priorityLevel": 1,
"preenpt Vul n": " PREEMPTABLE"
}
1,
"upSecurity": {
"uplntegr": "REQU RED',
"upConfid": "REQU RED'
1,
"sschMdes": {
"al | owedSschMdes": [
" SSC_MODE_2",
" SSC_MODE_3"
1,
"defaul t Sschbde": "SSC MODE 1"
}

gppChar gi ngCharacteristics": "123A",
"pduSessi onTypes": {
"def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": |
"1 PV6",
"1 PV4AVE"
" UNSTRUCTURED"
" ETHERNET"

]

taticl pAddress”: [
"1.1.1.1",
"191.0.2. 1"

}

}
}

i ngl eNssai ": {
"sst": 2

¥
"odbPacket Servi ces": "ALL PACKET_ SERVI CES",
"internal Gouplds": [
" 9ABAB803- 203- 299- 95A9",
" 9ABAB803- 203- 299- 95A2" ,
" 79e0c480- 719- 085-f 2A55e6DDc91Df 802438"

1,
"shar edDnnConfi gurationsld': "85868-nZEScy"
3,
"3 {
"dnnConfi gurations": {
"dnnl": {

"i wkEpsl nd": true,

"sessi onAnbr": {
“uplink": "125 Mops",
"downlink": "25 Mops"
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1,
"5gQosProfile": {
"prioritylLevel ": 79,
"5qi": 123,
"arp": {
"preenmpt Cap": "MAY_PREEMPT",
"priorityLevel ": 1,
"preenpt Vul n": " PREEMPTABLE"

}

1,

"upSecurity": {
"uplntegr": "REQU RED',
"upConfid": "REQU RED'

1,

"sschMdes": {

"al | owedSschMdes": [
" SSC_MODE_2",
" SSC_MODE_3"
1,
"defaul t Sschbde": "SSC MODE 1"
}

gppChar gi ngCharacteristics": "123A",
"pduSessi onTypes": {
"def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": |
"1 PV6",
"1 PV4AVE"
" UNSTRUCTURED"
" ETHERNET"

]
}

taticl pAddress”: [
"1.1.1.1",
"191.0.2. 1"

}
}

i ngl eNssai ": {
"sst": 3

¥
"odbPacket Servi ces": "ALL PACKET_ SERVI CES",
"internal Gouplds": [
" 9ABAB803- 203- 299- 95A9",
" 9ABAB803- 203- 299- 95A2" ,
" 79e0c480- 719- 085-f 2A55e6DDc91Df 802438"

] 1
"shar edDnnConfi gurationsld': "85868-nZEScy"
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PUT-AccessAndMobilitySubscriptionData

{
"gpsis": |
"msi sdn- 1585632",
"msi sdn-2969851"

1,
"nssai": {
"singl eNssais": |
{
"sd": "abc789",
"sst": 3
¥
{
"sd": "abc799",
"sst": 5
}
1,
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12",
"defaul t Si ngl eNssai s": |
{
"sd": "abc123",
"sst": 1
¥
{
"sd": "abcl24",
"sst": 2
}
]
¥
"sorlnfo": {
"acklnd": true,
"countersor": "8ebc",
"sor Macl ausf": " Bf 85A791dCCDa7D6d9754264F02EDcBC",
"provisioningTime": "2012-04-23T18: 25: 43. 5117",
"steeringContainer": [
{
"plmld": {
“mcet: "123",
"“mc": "456"
¥
"accessTechList": [
"R
]
}
]
¥
“upul nfo": {

"upuAckl nd": true,
"upuRegl nd": true,
"count erUpu": "3Ab5",
"upubDataList": [

{
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"secPacket": "aGVshGB="
}
] L]

"upuMacl ausf": " EObOcCF4EcCC5CAS5DBf eA3B2Ad3aE80" ,
"provisioningTime": "2012-04-23T18: 25: 43. 5117"
1,
"rfsplndex": 123,
"activeTinme": 3,
"mecsPriority": true,
“m coAl | owed": true,
"mpsPriority": true,
"ueUsageType": 9,
"subsRegTiner": 2,
"dl Packet Count": -1,
"forbi ddenAreas": |
{
"tacs": |
"d11f dA",
"EcccaD"'

}
]

atRestrictions": [
"NR',
"WLAN',
" EUTRA",
" VI RTUAL"
] 1
"shar edAmDat al ds": [
" 62626- esp} WBA?hI gZ{47Q uuj @R Ped>@  Px, 76390- Cd[ s[ TECI "
] 1
"internal Gouplds": [
" E1465DF5- 483- 159- Fc23DE491edb354dABAa"
"51e851ea- 577- 297- Ef 4d7Cf 28CaC0D"
] 1
"subscri bedUeAnbr": {
“uplink": "123 Gops",
"downlink": "12 Gbps"
} 1
"odbPacket Servi ces": "ALL PACKET_ SERVI CES",
"subscribedDnnList": |
"hel | 0",
"ocudr”
] 1
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12",
"serviceAreaRestriction": {

"areas": |
{
"tacs": |
"d11f dA",
"EcccaD"
]
}

]1
"maxNumf TAs": 23,
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"restrictionType": "ALLONED AREAS'
}l
"coreNet wor kTypeRestrictions": [
"5GC",
"EPC'

GET-Amf3GppAccessRegistration

Below is the output when the sample URL is http://localhost:8080/nudr-dr/v2/
subscription-data/imsi-911000000028/context-data/amf-3gpp-access.

{
"i msVoPs": "HOMOGENEQUS_SUPPORT",

"deregCal | backUri": "http://ocnrf-
ambassador . defaul t. svc. cluster.local /nnrf-nfnfvl/ nf-instances",
"purgeFl ag": true,
"supportedFeatures": "AF",
"rat Type": "W.AN',
"urrplndicator": true,
"anf Servi ceNarmeDer eg": "nudm sdnf,
"anf Servi ceNamePcscf Rest": "nausf-auth",
"guam ": {
"plmld": {
"mc": "123",
"nce”: "001"

}1
“anfld": "1234AA"

¥
"pei": "inei-1000000000000001",
"anf EeSubscriptionld": "subscriptionld",
"drFlag": true,
"anflnstanceld": "abae35e5-cc45-4016-8dd4-89598e5311bh9",
"pcscf RestorationCal | backUri": "http://ocnrf-
ambassador. defaul t. svc. cluster.local /nnrf-nfm vl/ nf-instances",
"backupAnfinfo": [

"backupAnt";
"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
"plmld": {
"mc": "456",
"nce”: "002"
b
“anfld": "5678AA"
3
{
"plmld": {
"mc": "789",
"nce”: "003"
1

“anfld": "9876AA"
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}
1
"epsl nt erwor ki ngl nfo": {
"dnn2": {
"snflnstanceld": "abae35e5-cc45-4016-8dd4-89598e5311b7",
"pgwkqdn”: "abcdef gh"
b
"dnnl": {
"snflnstanceld": "abae35e5-cc45-4016-8dd4-89598e5311b9",
"pgwkEqdn®: " hij kI nt
}
b

"initial Registrationlind": true

Below is the output when the sample URL

is http://localhost:8080/nudr-dr/v2/subscription-data/imsi-911000000028/context-data/

amf-3gpp-access?fields=pei,ratType,epsinterworkinginfo,backupAmfinfo,drFlag

{
“pei": "inmei-1000000000000001",

"drFlag": true,
"rat Type": "WAN',
"backupAnfinfo": [
{
" Anf Name"
"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
“guam List": [

{
“plmld": {
“mc": "456",
“ncet: "002"
¥
"anfld": "5678AA"
b
{
“plmld": {
“mc": "789",
“mce”: "003"
¥
"anfld": "9876AA"
}

}
]

pslnterworki ngl nfo": {
"dnn2": {
"snflnstancel d': "abae35e5-cc45-4016-8dd4-89598e5311b7",
"pgwkFqdn”: "abcdef gh"
}

"dnnl": {
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"snflnstancel d": "abae35e5-cc45-4016-8dd4-89598e5311b9",
"pgwkEqdn®: " hij kI nt

PATCH-Amf3GppAccessRegistration

case 1. REPLACE

[{
"op" : "replace",
“path" : "/mc-ncc-anfld/ backupAnf 1 nfo/ 0/ guam Li st/ 0/ pl mld/ nce”,
"val ue" : "998"
}
case2: ADD
[{
"op" : "add",
“path" : "/mc-ncc-anfld/ backupAnflnfo/ 0/ guam List/1",
“value" : {
"anfld": "5678AA",
“plmld": {
"ncc': "666",
"mc": "456"
}
}
}
case3: REMOVE
[{
"op" : "renove",
"path" : "/mc-nctc-anfld/ backupAnf | nfo/ 0/ guani Li st/ 2"
1

PUT-AmfNon3GppAccessRegistration

{
"anfl nstancel d" : "abae35e5-cc45-4016-8dd4- 89598e5311b9",

"supportedFeat ures" : "AF",
"purgeFl ag" : true,
"pei" : "imei-1000000000000001",
"i msVoPs" : "HOMOGENEQUS_SUPPORT",
"deregCal | backUri" : "http://ocnrf-
ambassador . defaul t. svc. cluster.local /nnrf-nfnmvl/ nf-instances",
"anf Servi ceNarmeDer eg" : "nudm sdnt,

"pcscf RestorationCal I backUri" : "http://ocnrf-

anbassador . defaul t. svc. cluster.local /nnrf-nfmvl/ nf-instances",
"anf Servi ceNanePcscf Rest” : "nausf-auth",

"guam " : {

"plmld" : {
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“mce” o "001",
“mc" @ "123"

}n
“anfld" : "1234AA

1
"backupAnflnfo" : [

{"backupAnf" :

"anf1.clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",

"guanmi List" : [{"plmld" : {"mcc" : "002","mc" : "456"},"anfld" :
"5678AA"}, {"plmld" : {"ncc" : "003","mc" : "789"},"anfld" :
"9876AA"}]}

1,
"rat Type" : "WAN',

"anf EeSubscriptionld": "subscriptionld",
“urrplndicator" : true

}

GET-AmfNon3GppAccessRegistration

The output of Sample URI: http://localhost:8080/nudr-dr/v2/subscription-data/
imsi-911000000028/context-data/amf-non-3gpp-access is:

{
“pei": "inei-1000000000000001",
"guam ": {
“anfld": "1234AA",
"plmld": {
"mce": 001",
"mc": "123"

}

i mVoPs": "HOMOGENEQUS_SUPPORT",

"rat Type": "W.AN',

"purgeFl ag": true,

“anflnstancel d": "abae35e5-cc45-4016-8dd4-89598e5311h9",

“backupAnflnfo": [

{
"backupAnt";

"anfl.clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
"anfld": "5678AA",
"plmld": {
"mce": "002",
"mc": "456"
}
}s
{
"anfld": "9876AA",
"plmld": {
"mce": "003",
"mc": "789"
}
}

ORACLE A-52



Appendix A
Response Reference for UDM APIs

}
1,
"urrplndicator": true,
"deregCal | backUri": "http://ocnrf-
ambassador . defaul t. svc. cl uster.local /nnrf-nfnm vl/nf-instances",
"supportedFeatures": "AF",
"anf EeSubscri ptionld": "subscriptionld",
"anf Servi ceNarmeDer eg": "nudm sdnf,
"anf Servi ceNamePcscf Rest": "nausf-auth",
"pcscf RestorationCal | backUri": "http://ocnrf-
ambassador . def aul t. svc. cl uster.local / nnrf-nfm vl/nf-instances"

}

The output of Sample URI: http://localhost:8080/nudr-dr-prov/v1l/subscription-data/
imsi-911000000025/context-data/amf-non-3gpp-access/all is:

{
"active": {
"guam ": "223-004- 1234AA",
"tinmeStanmp": "2020-04-23 09:36:24. 621"
¥
“previousActive": {
"guam ": "123-004- 1234AA",
"tinmeStamp": "2020-04-23 09:36:17.919"
¥
"2020- 04- 23 09: 36: 02. 444" {
"123-001- 1234AA": {
“pei": "inei-1000000000000001",
"guam ": {
"anfld": "1234AA",
"plmld": {
"mce": 001",
"mc": "123"
}
¥
"i msVoPs": "HOMOGENEQUS SUPPORT",
"rat Type": "WAN',
"purgeFl ag": true,
“anf I nstancel d': "abae35e5-cc45-4016-8dd4-89598e5311b9",
"backupAnfinfo": [

"backupAnf":
"anfl.clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
"anfld": "5678AA",
“plmld": {
“nce”: "002",
“mc": "456"
}
}v
{

“anfld": "9876AA",
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"plmld": {
"nce': "003",
"mc": "789"
}
}
]
}
1,
"urrplndicator": true,
"deregCal | backUri": "http://ocnrf-

anbassador. defaul t.svc. cluster.local /nnrf-nfmvl/ nf-instances",
"supportedFeatures": "AF",
"anf EeSubscri ptionld": "subscriptionld",
"anf Servi ceNarmeDer eg": "nudm sdnf,
"anf Servi ceNanePcscf Rest": "nausf-auth",
"pcscf RestorationCal | backUri": "http://ocnrf-
anbassador. defaul t. svc. cluster.local /nnrf-nfmvl/nf-instances"
}
¥
"2020- 04-23 09: 36: 10. 504": {
"123-002- 1234AA": {
"pei": "inmei-1000000000000001",
"guam ": {
"anfld": "1234AA",
"plmld": {
"nce": "002",
"mc": "123"
}
¥
"i msVoPs": "HOMOGENEQUS SUPPORT",
"rat Type": "W.AN',
"purgeFl ag": true,
"anflnstancel d": "abae35e5-cc45-4016-8dd4-89598e5311b9",
"backupAnfinfo": [

{
"backupAnf":
"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
"anfld": "5678AA",
"plmld": {
"mce": 002",
"mc": "456"
1
¥
{
"anfld": "9876AA",
"plmld": {
"mce": "003",
"mc": "789"
1
}
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"urrplndicator": true,
"deregCal | backUri": "http://ocnrf-
anbassador . defaul t. svc. cluster.local /nnrf-nfm vl/nf-instances",
"supportedFeatures": "AF",
"anf EeSubscri ptionld": "subscriptionld",
"anf Servi ceNarmeDereg": "nudm sdnf,
"anf Servi ceNamePcscf Rest": "nausf-auth",
"pcscf RestorationCal | backUri": "http://ocnrf-
ambassador . def aul t . svc. cl uster.local / nnrf-nfm vl/nf-instances"
}
b
"2020- 04-23 09:36:17.919": {
"123-004- 1234AA": {
“pei": "inei-1000000000000001",
"guam ": {
"anfld": "1234AA",
"plmld": {
“mcet: "004",
mc": "123"

}
} il
"i msVoPs": "HOMOGENEQUS SUPPORT",
"rat Type": "W.AN',
"purgeFl ag": true,
"anflnstancel d": "abae35e5-cc45-4016-8dd4-89598e5311b9",
"backupAnfinfo": [

"backupAnf":
"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
“anfld": "5678AA",
"plmld": {
"nce': "002",
"mc": "456"
}
b
{
“anfld": "9876AA",
"plmld": {
"nce": "003",
"mc": "789"
}
}
]
}
1,
"urrplndicator": true,
"deregCal | backUri": "http://ocnrf-

anbassador . defaul t. svc. cluster.local /nnrf-nfm vl/nf-instances",
"supportedFeatures": "AF",
"anf EeSubscri ptionld": "subscriptionld",
"anf Servi ceNarmeDer eg": "nudm sdnf,
"anf Servi ceNamePcscf Rest": "nausf-auth",
"pcscf RestorationCal | backUri": "http://ocnrf-
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anbassador . def aul t. svc. cluster. | ocal / nnrf-nfm vl/ nf-instances"

}
b
"2020- 04- 23 09: 36: 24.621": {
"223-004- 1234AA": {
“pei": "inei-1000000000000001",
"guam ": {
"anfld": "1234AA",
"plmld": {
"nce': "004",
mc": "223"

}
b

"i msVoPs": "HOMOGENEQUS SUPPORT",

"rat Type": "W.AN',

"purgeFl ag": true,

"anflnstancel d": "abae35e5-cc45-4016-8dd4-89598e5311b9",
"backupAnfinfo": [

{
"backupAnf":
"anf 1. clusterl. net2. anf.5gc. mc012. ncc345. 3gppnet wor k. org",
"guam List": [

{
“anfld": "5678AA",
"plmld": {
"nce': "002",
"mc": "456"
}
b
{
“anfld": "9876AA",
"plmld": {
"nce": "003",
"mc": "789"
}
}
]
}
1,
"urrplndicator": true,
"deregCal | backUri": "http://ocnrf-

ambassador . defaul t. svc. cl uster.local /nnrf-nfnm vl/nf-instances",
"supportedFeatures": "AF",
"anf EeSubscri ptionld": "subscriptionld",
"anf Servi ceNarmeDer eg": "nudm sdnf,

"anf Servi ceNanePcscf Rest": "nausf-auth",
"pcscf RestorationCal | backUri": "http://ocnrf-
anbassador . def aul t. svc. cluster. | ocal / nnrf-nfm vl/ nf-instances"

}
}
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GET-SessionManagementSubscriptionData

[

"dnnConfigurations": {
“dnnl": {
"i wkEpslnd": true,
"sessionAnbr": {
“uplink": "125 Mops",
“downlink": "25 Mops"
b
"5gQosProfile": {
“priorityLevel": 79,
"bgi": 123,
“arp": {
"preenpt Cap": " MAY_PREEMPT",
"priorityLevel": 1,
"preenpt Vul n": " PREEMPTABLE"

}
b
"upSecurity": {
“uplntegr": "REQU RED',
“upConfid": "REQU RED'
b
"sschMbdes": {
"al | owedSscMdes": [
" SSC_MODE 2",
" SSC_MODE_3"
1,
"def aul t SscMbde": " SSC_MXDE_1"
}

gppChar gi ngCharacteristics": "123A",
"pduSessi onTypes": {
"def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": [
"1 PV6",
"1 PVAVE",
" UNSTRUCTURED" ,
" ETHERNET"
]
b
"staticlpAddress": [
"1.1.1.1",
"191.0.2. 1"

}
}

i ngl eNssai ": {
"sd": "ABC654",
"sst": 1

¥
"odbPacket Servi ces": "ALL_PACKET_SERVI CES",
"internal Gouplds": |
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"9ABAB803- 203- 299- 95A9" ,
"9ABAB803- 203- 299- 95A2" ,
"79e0c480- 719- 085- f 2A55e6DDc91Df 802438"

] L]
"shar edDnnConfi gurationsl d": "85868- nZE$cy"

GET-SessionManagementSubscriptionData- Provisioning

[

"dnnConfigurations": {
“dnnl": {
"i wkEpslnd": true,
"sessionAnbr": {
“uplink": "125 Mops",
“downlink": "25 Mops"
b,
"5gQosProfile": {
“priorityLevel": 79,
“bgi": 123,
“arp": {
"preenpt Cap": "MAY_PREEMPT",
"priorityLevel": 1,
“preenptVul n": " PREEMPTABLE"

}
b
"upSecurity": {
"uplntegr": "REQU RED',
"upConfid": "REQU RED'
b
"sscMdes": {
“al | owedSscMdes": [
" SSC_MODE_2",
" SSC_MODE_3"
1,
“def aul t SscMbde": " SSC_MODE_1"
}

gppChar gi ngCharacteristics": "123A",
"pduSessi onTypes": {
“def aul t Sessi onType": "I PV4",
"al | owedSessi onTypes": |
"1 PV6",
"1 PV4VE",
" UNSTRUCTURED" ,
" ETHERNET"
]
b
"staticlpAddress": [
"1.1.1.1",
"191.0.2. 1"
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3,
"internal Gouplds": |
"9ABAB803- 203- 299- 95A9",
"9ABAB803- 203- 299- 95A2"
"79e0c480- 719- 085- f 2A55e6DDc91Df 802438"

GET-SDMSubscriptions

Following is the Result Code:

[

"nflnstancel d": "cb59c48c- a2f a- 11e9- a2a3- 2a2ae2dbcces”,
"expires": "2012-04-23T18: 25:43.511Z",
"inplicitUnsubscribe": false,
"dnn": "sasa",
"singleNssai": {

"sd": "651Bf9",

"sst": 23
}

al | backRef erence": "udr",
"anf Servi ceNane": "nnrf-nfni,
"noni t oredResourcelUris": |
"http://local host: 8080/ nudr-dr/v2/ subscription-data/
nai - 990991 @ai / cont ext - dat a/ anf - 3gpp- access"

]

"plmld": {
"mc": "124",
"nce”: "123"
}!
"subscriptionld": "sa"
1
{

"nflnstancel d": "cb59c48c- a2f a- 11e9- a2a3- 2a2ae2dbcces”,
"expires": "2012-04-23T18: 25:43.511Z",
"inplicitUnsubscribe": true,
"dnn": "sasa",
"singleNssai": {

"sd": "651Bf9",

"sst": 23
}

al | backReference": "https://https://ww. google.cont,
"anf Servi ceNane": "nnrf-nfni,
"moni t oredResourcelUris": |
"http://local host: 8080/ nudr-dr/v2/ subscription-data/
nai - 990991 @ai / cont ext - dat a/ anf - 3gpp- access"

]

"plmld": {
"mc": "124"
"nTe': 123"

b
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"subscriptionld': "sa"

Post-Output-SubscriptionDataSubscriptions

Following is the Result Code:

{

"supportedFeatures": "f",
"cal | backReference": "http://10.75.212.167; 8787",
"sdnBubscription": {
"nflnstancel d": "ch59c48c-a2f a- 11e9- a2a3- 2a2ae2dbcces",
"expires": "2012-04-23T18: 25: 43.5117",
"inplicitUnsubscribe": true,
"dnn": "sasb",
"singleNssai": {
"sd": "651Bf9",
"sst": 23
¥
"cal | backRef erence": "udr",
"anf Servi ceNane": "nnrf-nfni,
"moni t oredResourcelris"; [
"http://sins-udr-2-udr-sinmulator.sins-udr-2: 5807/ nudr-dr/v2/
subscri ption-data/ nai - 919090909010@ai / cont ext - dat a/ anf - 3gpp- access”

]

"plmld": {
"mc": "124"
"mTe': 123"

}

"subscriptionld": "sa"
}l
"noni t oredResour celris": |

"http://sins-udr-2-udr-sinmulator.sinms-udr-2:5807/nudr-dr/v2/
subscri ption-dat a/ nai - 990991 @ai / cont ext - dat a/ anf - 3gpp- access"”

]l
"original Cal | backRef erence": "http://10.75.212. 167 8787"
"expiry": "2020-01-02T08: 17: 14. 090Z"

"subscriptionld": "7",
“ueld": "nai-990991@ai "

Get-Output-SubscriptionDataSubscriptions

Following is the Result Code:

[

"supportedFeatures": "f",
"cal | backRef erence": "http://m u-pcf-api-gateway.m u-pcf.svc/
user -servi ce/ userservice/notification/insi-1111111111",
“moni t oredResour celUris": |
“http://1ocal host: 8080/ nudr-dr/v2/ subscription-datal
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nai - 990991 @ai / cont ext - dat a/ anf - 3gpp- access"
1,
"original Cal | backReference": "http://m u-pcf-api-gateway. n u-
pcf.svc/user-servicel/userservice/notification/imsi-1111111111"
"expiry": "2020-01-02T08: 17: 14.090Z"
"subscriptionld": "2"
"ueld": "nai-990991@ai"

"supportedFeatures": "f",

"cal | backRef erence": "http://10.75.212.167: 8787",

"sdnSubscription": {

"supportedFeatures": "f",
"cal | backRef erence": "http://10.75.212. 167: 8787"
"sdnBubscription": true,
"moni t oredResour ceUri s": |
“http://sims-udr-2-udr-simulator.sinms-udr-2: 5807/ nudr -
dr/v2/ subscription-data/ nai - 990991 @ai / cont ext - dat a/ anf - 3gpp- access”
1,
"original Cal | backRef erence": "http://10.75.212.167: 8787"
“expiry": "2020-01-02T08: 17: 14. 090Z"
"subscriptionld": "7"
"ueld": "nai-990991@nai"
3,
"moni t oredResour ceUris": |
"http://sinms-udr-2-udr-simulator.simnms-udr-2:5807/nudr-dr/v2/
subscri ption-dat a/ nai - 990991@ai / cont ext - dat a/ anf - 3gpp- access”

1,
"original Cal | backReference": "http://10.75.212.167: 8787"
"expiry": "2020-01-02T08: 17: 14.090Z"

"subscriptionld": "7"
"ueld": "nai-990991@ai"

GET - AccessAndMobilitySubscriptionData

{
"gpsis": |
“msi sdn- 1585632",
“msi sdn-2969851"

I,

“nssai": {
"singl eNssais": |
{
"sd": "abc789",
"sst": 3
¥
{
"sd": "abc799",
"sst": 5
}

] L
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeECL2"
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"defaul t Si ngl eNssai s": |
{
"sd": "abcl123",
"sst": 1

"sd": "abcl24",
"sst": 2

¥
"sorlnfo": {
"acklnd": true,
"countersor": "8ebc",
"sor Macl ausf": "Bf 85A791dCCDa7D6d9754264F02EDcBc",
"provisioningTime": "2012-04-23T18: 25: 43.5117",
"steeringContainer": [
{
"plmld": {
mce": "123",
mc": "456"

}

ccessTechList": [
"R

]
}

pul nfo": {
"upuAckl nd": true,
"upuRegl nd": true,
"count erUpu": "3Ab5",
"upuDataList": [
{

}
1,
"upuMacl ausf": "EObOcCF4EcCC5CAS5DBf eA3B2Ad3aE80",
"provisioningTime": "2012-04-23T18: 25: 43. 5117"

"secPacket": "aGVshGB="

1,

"rfsplndex": 123,
"activeTinme": 3,
"mecsPriority": true,
“m coAl | owed": true,
"mpsPriority": true,
"ueUsageType": 9,
"subsRegTi nmer": 2,
"dl Packet Count": -1,
"forbi ddenAreas": |

{

"tacs": |
"d11f dA",
"EcccaD'

]

}
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]

atRestrictions": [
"NR',
"WLAN',
" EUTRA",
" VI RTUAL"
] 1
"sharedAmDat al ds": [
" 62626- esp} WBA?hI gZ{47Q uuj @R Ped>@" Px, 76390- Cd[ s[ TECI "
] 1
"internal Gouplds": [
" E1465DF5- 483- 159- Fc23DE491edb354dABAa"
"51e851ea-577- 297- Ef 4d7Cf 28CaC0D"
] 1
"subscri bedUeAnbr": {
“uplink": "123 Gops",
"downlink": "12 Gbps"
} 1
"odbPacket Servi ces": "ALL PACKET SERVI CES",
"subscribedDnnList": |
"hel | 0",
"ocudr"”
] 1
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12",
"serviceAreaRestriction": {

"areas": |
{
"tacs": |
"d11f dA",
"EcccaD"
]
}

]1
"maxNunmf TAs": 23,

"restrictionType": "ALLONED AREAS'
}1
"coreNet wor kTypeRestrictions": [
"BEC
"EPC'

The output of Sample URI: http://localhost:8080/nudr-dr/v2/subscription-data/
imsi-911000000089/77889/provisioned-data/am-data?fields=gpsis,nssai,sorinfo is:

{
"nssai": {
"supportedFeatures": "692F296F2Ch3BCA76Bc1E126FeEC12",
"defaul t Si ngl eNssai s": |

{
"sd": "abcl123",
"sst": 1

b

{
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"sd": "abcl24",
"sst": 2
}
1,
"singl eNssais": [
{
"sd": "abc789",
"sst": 3
b

{
"sd": "abc799",

"sst": 5

]
}

"gpsis": |
"msi sdn- 1585632",
"msi sdn-2969851"

]

orlnfo": {
"sor Macl ausf": "Bf 85A791dCCDa7D6d9754264F02EDcBc",
"steeringContainer": [
{
"plmld": {
“mc": "456",
mce": "123"

3,
"accessTechList": [
"R
]
}
1,
"provisioningTime": "2012-04-23T18: 25: 43.5117",

"countersor": "8ebc",
"acklnd": true
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The UDM subscription notification format for different request types are as follows:

PUT- Notification Format

"uel d": "nai-990991@ai",
“notifyltems": [{
"changes": [{

‘op": "REPLACE",
“from: "",
"path": "$",

“newval ue": {
"“dnn": "sasa",

"plmld": {
"ncet: 123",
"mc": "124"

}1
"expires": "2032-04-23T18: 25:43.5117",

"singleNssai": {
"sd": "651Bf9",
"sst": 25

nflnstancel d': "db59c48c-a2fa-11e9-a2a3-2a2ae2dbcced"”,

“anf Servi ceNane": "nnrf-nfni,

“subscriptionld": "sb",

“cal | backRef erence": "udr",

"inmplicitUnsubscribe": true,

“moni t oredResourceUris": ["http://
| ocal host : 8080/ nudr - dr/v2/ subscri ption-dat a/ nai - 990991 @ai / cont ext - dat a/
sdm subscriptions", "http://local host: 8080/ nudr-dr/v2/ subscription-data/
nai - 990991 @ai / oper at or - det er ni ned- barri ng-data"]

¥

“origvalue": ""
H
"resourceld": "http://1ocal host: 8080/ nudr-dr/v2/ subscription-
dat a/ nai - 990991 @ai / cont ext - dat a/ sdm subscri pti ons/ 1"
H,
“sdnBubscription": {
"dnn": "sasa",

"plmld": {
"mce": 123",
"mc": "124"

}7

"expires": "2032-04-23T18: 25:43.5117",
"singleNssai": {

"sd": "651Bf9",

"sst": 25
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} L]
"nflnstancel d": "db59c48c-a2f a- 11e9-a2a3-2a2ae2dbcce4"

"anf Servi ceNane": "nnrf-nfni,

"subscriptionld': "sb",

"cal | backRef erence": "udr",

"inplicitUnsubscribe": true,

"moni t oredResourceUris": ["http://
| ocal host : 8080/ nudr - dr/v2/ subscri ption-dat a/ nai - 990991 @ai / cont ext - dat a/
sdm subscriptions", "http://|ocal host: 8080/ nudr-dr/v2/ subscription-data/
nai - 990991 @ai / oper at or - det er mi ned- barri ng-data"]

1,
"original Cal | backRef erence": ["udr"],
"subscri ptionDat aSubscri ptions": [{

"ueld": "nai-990991@ai ",

"expiry": "2020-01-02T08: 17: 14. 090Z",

"subscriptionld": "1",

"sdnBubscription": true,

"cal | backRef erence": "http://10.75.212.167: 8787",

"supportedFeatures": "f",

"moni t oredResourceUris": ["http://
| ocal host : 8080/ nudr - dr/v2/ subscri ption-dat a/ nai - 990991 @ai / cont ext - dat a/
sdm subscriptions", "http://local host: 8080/ nudr-dr/v2/ subscription-data/
nai - 990991 @ai / oper at or - det er mi ned- barring-data"],

"original Cal | backReference": "http://m u-pcf-api-gateway. n u-
pcf.svc/user-servicel/ userservice/notification/imnsi-9999999998"

1
}

DELETE ENTITY- Notification Format

"uel d": "nai-990991@ai",
“notifyltems": [{
"changes": [{
"op": "REMOVE",
“from: "",
"path": "$",
"newval ue": null,
"origVal ue": ""
H,
"resourceld": "http://local host: 8080/ nudr-dr/v2/ subscription-
dat a/ nai - 990991 @ai / cont ext - dat a/ sdm subscri pti ons/ 1"
H,
"sdnBubscription": null,
“original Cal | backRef erence": ["udr"],
“subscriptionDataSubscriptions": [{
"ueld": "nai-990991@ai",
"expiry": "2020-01-02T08: 17: 14. 090Z",
“subscriptionld": "1",
"sdnBubscription": true,
“cal | backRef erence": "http://10.75.212. 167:8787",
"supportedFeatures": "f",
“moni t oredResourceUris": ["http://
| ocal host : 8080/ nudr - dr/v2/ subscri ption-data/ nai - 990991 @ai / cont ext - dat a/
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sdm subscriptions", "http://local host: 8080/ nudr-dr/v2/ subscription-data/

nai - 990991 @ai / oper at or - det er mi ned- barring-data"],
"original Cal | backReference": "http://m u-pcf-api-gateway. n u-

pcf.svc/user-servicel/ userservice/notification/insi-9999999998"

1
}

Patch- Notification Format

"uel d": "nai-990991@ai",
“notifyltems": [{
"changes": [{

"op": "REPLACE",
"from: "",
“path": "/dnn",

“newval ue": "shsa"
"origVal ue": "sbhsh"
H,
"resourceld": "http://1ocal host: 8080/ nudr-dr/v2/ subscription-
dat a/ nai - 990991 @ai / cont ext - dat a/ sdm subscri pti ons/ 4"

}]l
“sdnBubscription": {
"“dnn": "sbsa",
"plmld": {
"mce": 123",
"mc": "124"
}v

"expires": "2032-04-23T18: 25:43.511Z"
"singleNssai": {

"sd": "651Bf9",

"sst": 25

nflnstancel d": "db59c48c-a2fa-11e9-a2a3-2a2ae2dbcced”

“anf Servi ceNane": "nnrf-nfn

"subscriptionld": "sb",

“cal | backRef erence": "udr"

"inmplicitUnsubscribe": true,

“moni t oredResourceUris": ["http://
| ocal host : 8080/ nudr - dr/v2/ subscri ption-data/ nai - 990991@ai / cont ext - dat a/
sdm subscriptions", "http://local host: 8080/ nudr-dr/v2/ subscription-data/
nai - 990991 @ai / oper at or - det er ni ned- barri ng-data"]

}

riginal Cal | backRef erence": ["udr"],
“subscriptionDataSubscriptions": [{
"ueld": "nai-990991@ai",
"expiry": "2020-01-02T08: 17: 14. 090Z"
"subscriptionld": "4"
"sdnBubscription": true
“cal | backRef erence": "http://10.75.212. 167:8787",
"supportedFeatures": "f",
“moni t oredResourceUris": ["http://
| ocal host : 8080/ nudr - dr/v2/ subscri ption-data/ nai - 990991 @ai / cont ext - dat a/
sdm subscriptions", "http://local host: 8080/ nudr-dr/v2/ subscription-data/
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nai - 990991 @ai / oper at or - det er mi ned- barring-data"],
"original Cal | backReference": "http://m u-pcf-api-gateway. n u-
pcf.svc/user-servicel/ userservice/notification/imnsi-9999999998"

1
}

DELETE SUBSCRIBER- Notification Format

"uel d": "nai-990991@ai",
“notifyltems": {
"changes": [{

"op": "REMOVE",
“from: "",
"path": "$",

"newval ue": null,
“origVal ue": null
H,
"resourceld": "http://1ocal host: 8080/ nudr-dr-prov/vl/ profile-
dat a/ nai - 990991 @ai "
}l
"sdnmBubscription": null,
“original Cal | backRef erence": ["udr"],
“subscriptionDat aSubscriptions": null
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