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What's New in This Guide

ORACLE

This section introduces the documentation updates in Oracle Communications Cloud
Native Binding Support Function Installation Guide.

Documentation Updates for Release 1.6.0

For Release 1.6.0, the following updates have been made in the Binding Support
function installation guide:

Updated Installation Procedure to include updated installation procedure for BSF.

Added XFCC Header Validation Configuration section to include the new
configurable parameters in Helm.

Added Aspen service mesh configurations section to include the new configurable
parameters in Helm.

Added Integrating Aspen with Binding Support Function appendix to describe how
to integrate Aspen service mesh with Binding Support function.

Updated Docker Images appendix to include the new docker image for BSF.



My Oracle Support
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My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

» For Technical issues such as creating a new Service Request (SR), select 1.

»  For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

* For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.


https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html

Introduction

The Binding Support Function (BSF) allows Policy Control Function (PCF) to register,
update, and remove the binding information from it, and allows Network Function (NF)
consumers to discover the selected Policy Control Function.

The BSF stores the binding information for certain PDU sessions and discovers the
selected Policy Control Function according to the binding information. It also acts
as diameter proxy agent or diameter redirect agent to Rx requests targeting an IP
address of a User Equipment (UE) to the selected Policy Control Function.

For any Application Function (AF) using Rx, such as P-CSCF, the Binding Support
Function determines the selected Policy Control Function address according to the
information carried by the incoming Rx requests.

The BSF provides a PDU session binding functionality, which ensures that an AF
request for a certain PDU Session reaches the relevant PCF holding the PDU Session
information. This service allows:

»  Policy Control Function users to register, update, and remove the binding
information

* NF consumers to retrieve the binding information

For more information, see Oracle Communications Cloud Native Binding Support
Function User's Guide.

References

Refer to the following documents for more information about Cloud Native Binding
Support Function:

»  Oracle Communications Cloud Native Environment Installation Guide

e Oracle Communications Cloud Native Binding Support Function User's Guide

Acronyms and Terminology

The following table provides information about the acronyms and the terminology used
in the document.

Table 1-1 Acronyms and Terminology

Acronym Definition

AMF Access and Mobility Management Function
BSF Binding Support Function

CHF Charging Function

CM Configuration Management
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Table 1-1 (Cont.) Acronyms and Terminology

Acronym

Definition

CUSTOMER_REPO

Docker registry address including the port number, if the
docker registry has an associated port.

IMAGE_TAG Image tag from release tar file. You can use any tag
number.
However, make sure that you use that specific tag number
while pushing docker image to the docker registry.

MCC Mobile Country code

METALLB_ADDRESS_POOL

Address pool which configured on metallb to provide
external IPs .

MNC Mobile Network code

NRF Network Repository Function

PCF Policy Control Function

CNPCRF Cloud Native Policy and Charging Rules Function
SAN Storage Area Network

SMF Session Management Function

UDR Unified Data Repository
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Installing Cloud Native Binding Support
Function

This section describes how to install Cloud Native Binding Support Function (BSF)
1.6.0 on a cloud native environment.

This section consists of the following:
*  Pre-Installtion Tasks

e Installation Procedure

Pre-Installation Tasks

Prior to installing the Binding Support Function 1.6.0, perform the following tasks:

»  Checking the Software Requirements

*  Checking the Environment Setup

Checking the Software Requirements

The following software that must be installed before installing Binding Support
Function (BSF).

< Note:

In this release, BSF supports Oracle Communications Cloud Native
Environment (OCCNE) 1.6. To check the OCCNE version, run the following
command:

echo $OCCNE_VERSI ON

Software Version
Kubernetes v1.16.7
HELM v3.0

To check the current helms and Kubernetes version installed in the Cloud Native
Environment (CNE), run the following commands:

kubect!| version

hel 8 version

ORACLE
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The following table summarizes additional software that may be needed depending on
the requirement of the services:

Software App Version Notes
elasticsearch 7.6.1 Required for Logging
elastic-curator 2.0.2 Required for Logging
elastic-exporter 1.1.2 Required for Logging
logs 2.7.0 Required for Logging
kibana 7.6.1 Required for Logging
grafana 5.0.5 Required for Metrics
prometheus 11.0.2 Required for Metrics
prometheus-node-exporter 1.9.0 Required for Metrics
metallb 0.12.0 Required for External IP
metrics-server 2.10.0 Required for Metric Server
tracer 0.13.3 Required for Tracing
¢ Note:

Software, listed in the table given above, are already available if the BSF is

deployed in Oracle Communications Cloud Native Environment (OCCNE). If
you are deploying BSF in any other environment, the required software must
be installed before installing BSF. To check the installed software items, run:

helmls

Some of the systems may need to use helm command with admin.conf file.
For example:

hel m - - kubeconfi g adm n. conf

Note:

If you are using Network Repository Function (NRF), install it before
proceeding with the BSF installation. BSF 1.6.0 supports NRF 1.8.

Checking the Environment Setup

" Note:

This section is applicable only when the Binding Support Function (BSF) is
deployed in an environment, other than OCCNE.
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Network access

The Kubernetes cluster hosts must have network access to:

Local helm repository, where the BSF helm charts are available.
To check if the Kubernetes cluster hosts have network access to the local helm
repository, run the following command:

hel mrepo update

< Note:

Some of the systems may need to use helm command with admin.conf
file. For example:

hel m - - kubeconfi g adm n. conf

Local docker image repository, where the BSF images are available.
To check if the Kubernetes cluster hosts have network access to the local docker
image repository, run the following command to pull any image with tag name:

docker pull docker-repo/inmage-nane: i mage-tag

where:
docker-repo is the IP address or host name of the repository.
image-name is the docker image name.

image-tag is the tag, the image used, for the BSF pod.

< Note:

All kubectl and helm related commands, used in this guide, must be
executed on a system depending on the infrastructure/deployment. It could
be a client machine, such as, a Virtual Machine (VM), server, local desktop,
and so on.

Client Machine Requirements

This section lists the client machine requirements where the deployment commands
are executed.

It should have network access to the helm repository and docker image repository.
It should have network access to the Kubernetes cluster.

It should have necessary environment settings to run the kubect| and docker
commands. The environment should have privileges to create namespace in the
Kubernetes cluster.
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* It should have helm client installed with the push plugin. The environment should
be configured so that the hel m i nstal | command deploys the software in the
Kubernetes cluster.

Server or Space Requirements

For information on the server or space requirements, see the Oracle Communications
Cloud Native Environment (OCCNE) Installation Guide.

Secret File Requirement

For enabling HTTPs on Ingress/Egress gateway, the following certificates and pem
files must be created before creating secret files for keys:

» ECDSA private Key and CA signed ECDSA Certificate (if initialAlgorithm: ES256)
* RSA private key and CA signed RSA Certificate (if initialAlgorithm: RSA256)

e TrustStore password file

* KeyStore password file

* CA signed ECDSA certificate

Installation Procedure

This section describes the tasks that you need to perform, in the given sequence, to
be able to install Binding Support Function (BSF).

The installation procedure consists of following steps:
Downloading BSF Package
Pushing the Images to Customer Docker Registry
Creating Service Account, Role and RoleBinding

1
2
3
4. Configuring Database, Creating Users, and Granting Permissions
5. Installing BSF Package

6

Verifying BSF Installation

Downloading BSF Package

ORACLE

This section provides information on how to download Binding Support Function (BSF)
package.

To download the BSF package from MOS:

1. Login to My Oracle Support with your credentials.

2. Select Patches and Updates tab to locate the patch.

3. In Patch Search window, click Product or Family (Advanced).
4

Enter Oracle Communications Cloud Native Core - 5G in Product field, select
Oracle Communications Cloud Native Core Binding Support Function 1.6.0.0.0
from Release drop-down.

5. Click on Search. The Patch Advanced Search Results displays a list of
releases.
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Select the required patch from the search results. The Patch Details window
opens.

Click on Download. File Download window appears.

Click on the zip file to download the package. Package is named as follows:
Rel easeNane- pkg- Rel easenunber . t gz

where:
ReleaseName is used to track this installation instance.

Releasenumber is the unique number assigned for each software release.
For example, the package for BSF 1.6.0 is named as follows:

ocbsf-pkg-1.6.0.0.0.tgz

Pushing the Images to Customer Docker Registry

This section describes how to push the images to customer docker registry.

ORACLE

To Push the images to customer docker resgistry, perform the following steps:

1.

Untar the Binding Support Function (BSF) package file to get BSF docker image
tar file, using the following command:
tar -xvzf ocbsf-pkg-1.6.0.0.0.tgz

The directory consists of the following:

* BSF Docker Images File:
ocbsf-inages-1.6.0.tar

e Helm File:
ocbsf-1.6.0.tgz

» Readme txt File:
Readn®e. t xt

e Checksum for Helm chart tgz file:
ocbsf-1.6.0.tgz. sha256

e Checksum for images' tgz file:
ocbsf-inages-1.6.0.tar.sha256

Load the BSF Docker Images file (ocbsf-images-1.6.0.tar) into the Docker
system, using the following command:

docker load --input /I MAGE PATH ocbsf-inages-1.6.0.tar
where IMAGE_PATH points to the location where ocbsf - i mages- 1. 6. 0.tar is

stored.

To verify that the image is loaded correctly, enter the following command:

docker images

For more information on docker images available in BSF, see Docker Images.
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4. Run the following set of commands to create a new tag for each imported image

and push the image to the customer docker registry:

docker tag ocbsf/oc-config-ngnt:1.6.0-bsf CUSTOVER REPQ oc-confi g-
mnt:1.6.0
docker push CUSTOMER_REPQ oc-config-ngnt:1.6.0

docker tag ochsf/oc-hel mtest:bsf-1.6.0 CUSTOVER REPQ oc- hel m
test:1.6.0
docker push CUSTOMER REPQ oc-hel mtest:1.6.0

docker tag ochsf/oc-config-server:1.8.0 CUSTOVER REPQ oc- confi g-
server:1.8.0
docker push CUSTOMER REPQ oc-config-server:1.8.0

docker tag ochsf/oc-di amconnector:1.8.1 CUSTOMER _REPQ oc-di am
connector:1.8.1
docker push CUSTOMER REPQ oc-di am connector:1.8.1

docker tag ocbsf/configurationupdate: 1.4.0 CUSTOVER REPQ
configurationupdate:1.4.0
docker push CUSTOMER_REPQ configurationupdate: 1.4.0

docker tag ochsf/oc-app-info:1.8.0 CUSTOVER_REPQ oc-app-info:1.8.0
docker push CUSTOMER REPQ oc-app-info:1.8.0

docker tag ocbsf/ocingress_gateway: 1.8.2 CUSTOVER REPQ
oci ngress_gateway: 1. 8. 2
docker push CUSTOMER_REPQ oci ngress_gat eway: 1. 8. 2

docker tag ocbsf/ocegress gateway: 1.8.2 CUSTOVER REPQ
ocegress_gateway: 1.8.2
docker push CUSTOMER_REPQ ocegress_gateway: 1. 8.2

docker tag ocbsf/oc-di amgateway: 1. 8.1 CUSTOMER REPQ oc- di am
gateway: 1.8.1
docker push CUSTOMER_REPQ oc- di am gat eway: 1. 8.1

docker tag ocbsf/oc-bsf-mnagement: 1.6.0 CUSTOMER REPQ oc- bsf -
managenent: 1. 6.0
docker push CUSTOMER REPQ oc- bsf-managenent: 1. 6.0

docker tag ocbsf/oc-query:1.8.1 CUSTOVER REPQ oc-query:1.8.1
docker push CUSTOMER_REPQ oc-query:1.8.1

docker tag ochsf/oc-perf-info:1.8.0 CUSTOVER REPQ oc-perf-info:1.8.0
docker push CUSTOMER REPQ oc-perf-info:1.8.0

docker tag ocbsf/nrf-client:1.3.0 CUSTOVER REPO/ nrf-client:1.3.0
docker push CUSTOMER _REPQ nrf-client:1.3.0

docker tag ocbsf/oc-readiness-detector:1.6.0 CUSTOVER REPQ oc-

readi ness-detector:1.6.0
docker push CUSTOMER REPQ oc-readi ness-detector:1.6.0
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docker tag ocbsf/configurationinit:1.4.0 CUSTOVER REPQY
configurationinit:1.4.0
docker push CUSTOMER REPQ configurationinit:1.4.0

where:
CUSTOMER_REPO is the docker registry address having Port Number, if registry
has port attached.

# Note:

For OCCNE, copy the package to bastion server and use
localhost:5000 as CUSTOMER_REPO to tag the images and push to
bastion docker registry.

# Note:

You may need to configure the Docker certificate before the docker
push command to access customer registry via HTTPS, otherwise, the
command may fail.

Creating Service Account, Role and RoleBinding

ORACLE

This section describes the procedure to create service account, role, and rolebinding.

# Note:

Make sure to update <hel m r el ease> and <nanmespace> in the following
templates with respective bsf namespace and bsf helm release name.

Create Global Service Account

To create the global service account, create a YAML file (bsf - sanpl e-
servi ceaccount -t enpl at e. yam ) using the following sample code:

api Version: vl

ki nd: Servi ceAccount

net adat a:
nanme: <hel mrel ease>-servi ceaccount
namespace: <namespace>

Define Permissions using Role
To define permissions using roles for BSF nhamespace, create a YAML file (bsf -
sanpl e-rol e-tenpl at e. yam ) using the following sample code:

api Version: rbac. aut hori zation. k8s.io/vl
kind: Role
met adat a:
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nane: <helmrel ease>-role
namespace: <namespace>
rul es:
- api G oups:
- "" #"" indicates the core APl group
resour ces
- services
- confi gmaps
- pods
- secrets
- endpoints
- persi stentvol umecl ai ns
ver bs:
- get
- watch
- list
- update

Create RoleBinding

To bind the above role with the service account, you may need to create role binding.
To do so, create a YAML file (bsf - sanpl e-r ol ebi ndi ng- t enpl at e. yan ) using the
following sample code:

api Version: rbac. authorization. k8s.io/vlbetal
ki nd: Rol eBi ndi ng
met adat a:

nane: <hel mrel ease>-rol ebi ndi ng

namespace: <nanmespace>

rol eRef:
api Goup: rbac. authorization.k8s.io
ki nd: Rol e
nane: <helmrel ease>-role

subj ect s:

- kind: ServiceAccount
nane: <hel mrel ease>-servi ceaccount
namespace: <nanmespace>

Create resources

Run the following commands to create resources:

kubect! -n <nanespace> create -f bsf-sanpl e-serviceaccount-
tenpl ate. yan ;

kubect| -n <nanespace> create -f bsf-sanple-role-tenplate.yanl
kubect| -n <nanespace> create -f bsf-sanple-rol ebindi ng-tenpl ate. yan

Configuring Database, Creating Users, and Granting Permissions

This section describes how to configure database, create users, and grant permissions
to the users.
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Configure Database, Create Users, and Grant Permissions

Perform the following steps to configure MySQL database for different microservices:

1.

2
3.
4

ORACLE

Login to the server where the ssh keys are stored and SQL nodes are accessible.
Connect to the SQL nodes.

Log into the database as a root user.

Create database for different microservices by running the following commands:

CREATE DATABASE | F NOT EXI STS ocbsf _config_server_<identifier>;
CREATE DATABASE | F NOT EXI STS ocbsf _rel ease_<identifier>;

Create database for BSF management service:

CREATE DATABASE | F NOT EXI STS ocpm bsf_<ldentifier>;

CREATE TABLE | F NOT EXI STS ocpm bsf <l dentifier>. pcf_binding (

bi nding_id binary(16) not null

i pv4_addr varchar(64),

i p_domai n varchar(128),

i pv6_prefix varchar(64),

mac_addr _48 varchar (64),

dnn varchar(128),

supi varchar (64),

gpsi varchar (64),

snssai _sd varchar (64),

snssai _sst integer

created date tine datetine(6) not null

j son_content |ongblob not null,

primry key (binding_id),

key idx _created date time (created date tinme),

key idx_ipv4Addr (ipv4_addr, created date time),
key idx_ipv6Prefix (ipv6_prefix, created date tine),
key idx_macAddr48 (nmac_addr 48, created date tine),
key idx_supi (supi, created date tine),

key idx_gpsi (gpsi, created date tinme)

¢ Note:

The script given above uses the default database name "ocpm_bsf". You
may replace the default name with custom database name wherever
applicable.
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Create an admin user and grant all the necessary permissions by running the
following set of commands:

CREATE USER 'usernane' @ % | DENTI FI ED BY ' password';

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER,
REFERENCES, | NDEX ON bsf_config_server_<ldentifier>* TO
‘usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER,
REFERENCES, | NDEX ON bsf rel ease <lIdentifier> * TO 'username' @% ;
GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER,
REFERENCES, | NDEX ON ocpm bsf <ldentifier>* TO 'usernane' @% ;
FLUSH PRI VI LECES;

where
username is the username and password is the password for MYSQL admin user.

In the below example, "bsfadminusr” is used as username, "bsfadminpasswd" is
used as password. Here, all permissions are being granted to "bsfadminusr".

CREATE USER ' bsfadmi nusr' @9% | DENTI FI ED BY ' bsf adm npasswd' ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER,
REFERENCES, | NDEX ON bsf config server <ldentifier>* TO

"bsfadm nusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DRCP,

ALTER, REFERENCES, |NDEX ON bsf release <ldentifier>* TO
"bsfadm nusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER
REFERENCES, | NDEX ON ocpm bsf <ldentifier>.* TO 'bsfadnminusr' @% ;
FLUSH PRI VI LECES;

Create an application user and grant all the necessary permissions by running the
following set of commands:

CREATE USER 'usernane' @% | DENTI FI ED BY ' password';

GRANT SELECT, | NSERT, UPDATE, DELETE ON

bsf _config_server_<ldentifier>.* TO 'usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON bsf_rel ease_<ldentifier>. *
TO '"usernane' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON ocpm bsf_<ldentifier> * TO
"usernane' @% ;

FLUSH PRI VI LECES;

where

username is the username and password is the password for MYSQL application
user.
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In the below example, "bsfusr" is used as username, "bsfpasswd" is used as
password. Here, all permissions are being granted to "bsfusr".

CREATE USER ' bsfusr' @9% | DENTI FI ED BY ' bsf passwd' ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON

bsf _config server <ldentifier>* TO "bsfusr' @%;

GRANT SELECT, | NSERT, UPDATE, DELETE ON bsf rel ease <ldentifier>. *
TO "bsfusr' @% ;

GRANT SELECT, | NSERT, UPDATE, DELETE ON ocpm bsf <ldentifier>.* TO
"bsfusr' @% ;

FLUSH PRI VI LECES;

" Note:

The database name is specified in the envMysqlDatabase parameter
for respective services in the custom-value.yaml file.

< Note:

It is recommended to use unique database name when multiple
instances of Binding Support Function (BSF) are deployed in the network
as they share the same data tier (MySQL cluster).

Verify Permissions

To verify that admin user and application user have all the permissions, you can run
the following command:

show grants for usernane
where user nane is the name of the admin or application user.
For example:

show grants for bsfadni nusr;
show grants for bsfusr;

Then, exit from database and logout from MYSQL node.

Create Namespace

If a namespace does not exist, create namespace by running the following command:

kubect| create nanmespace rel ease_nanmespace

where:
release_namespace is the deployment BSF namespace used by helm command.
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For example, running the following command creates ocbsf namespace:

kubect| create nanespace ocbsf

Create Kubernetes secret

Create a kubernetes secret for an admin user and an application user.
To create a kubernetes secret for storing database username and password for these
users:

1.

Create a yaml file (yaml_file_name1) with the application user's username and
password with the syntax shown below:

api Version: vl

kind: Secret

met adat a:
nane: bsf-db-pass

type: Opaque

dat a:
nmysql - user nane: YnNndXNy
nysql - password: YnNntGFzc3dk

# Note:

The values for mysql-username and mysql-password should be
base64 encoded.

Create a yaml file (yaml_file_name?2) with the admin user's username and
password with the syntax shown below:

api Version: vl

ki nd: Secret

met adat a:
nane: bsf-adni n-db- pass

type: QOpaque

dat a:
mysql - username: YnNrcHIpdm sZWil ZHVzcg==
nysql - passwor d:  YnNntHIpdm sZWil ZHBhc3N3ZA==

" Note:

The values for mysql-username and mysql-password should be
base64 encoded.

Run the following commands to add the kubernetes secrets in a namespace:

kubect| create -f yam file_namel -n rel ease_namespace
kubect| create -f yam file_name2 -n rel ease_namespace

where:
release_namespace is the deployment namespace used by the helm command.
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yaml_file_namel is the name of the yaml file that is created in step 1.

yaml_file_name?2 is the name of the yaml file that is created in step 2.

For example: In the below example "application.yaml" is used as yaml file name
created in step 1 and "admin.yaml" is used as a file name created in step 2, and
"ocbsf" is used as a namespace:

kubect| create -f application.yam -n ocbsf

kubect| create -f admin.yam -n ocbsf

Installing BSF Package

This section describes how to install Binding Support Function (BSF) package.

ORACLE

1. Customize the custom-values.yaml file. For more information, see Customizing
Binding Support Function.

4

Note:

The values of the parameters mentioned in the custom values yaml
file overrides the default values specified in the helm chart. If the
envMysqlDatabase parameter is modified, then you must modify the
configDbName parameter with the same value.

Note:

The URL syntax for perf-info must be in the correct syntax, otherwise
it keeps on restarting. The following is an example of URL for bastion
server:

perf-info:
conf i gmapPer f or mance:
promet heus: http://occne-pronet heus-server.occne-
infra.svc
j aeger =j aeger - agent . occne-infra
jaeger_query_url =http://jaeger-query.occne-infra

Caution:

When you run the install command, make sure that you do not exit
from hel minstal | command manually. After running the hel m i nst al |
command, iinstalling all the services may take some time. In the
meantime, you must not press "ctrl+c" to come out from hel m i nst al |
command as it leads to some anomalous behavior.
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< Note:

To verify installation while running the install command, run the following
command on a separate window:

wat ch kubect!| get jobs, pods -n rel ease_nanespace

Install BSF using Helm2:

helminstall <helmchart> --nane <rel ease-nane> --nanmespace
<rel ease- nanespace> -f <customfile> --atomc --timeout 600

Install BSF using Helm3:

helminstall -f <customfile> <rel ease-name> <helmchart> --
nanespace <rel ease-nanespace> --atomc --tineout 10m

where:
helm-chart is the location of the helm chart extracted from ocbsf-pkg-1.6.0.0.0.tgz
file

release_name is the release name used by helm command. The maximum
allowed length is 63 characters.

release_namespace is the deployment namespace used by helm command.
custom_file is the name of the custom values yaml file (including location).

For example:

helminstall /hone/cloud-user/bsf-1.6.0.0.0.tgz --name ochsf --
nanespace ochsf -f ochsf-customvalues-1.6.0.yam --atonic

Parameters in hel minstal | command:

* atomic: If this parameter is set, installation process purges chart on failure.
The --wait flag will be set automatically.

» timeout duration (optional): If not specified default value will be 300 (300
seconds) in Helm2 and 5m (5 minutes) in Helm3. It specifies the time to
wait for any individual kubernetes operation (like Jobs for hooks). The default
value is 5m0s. If the hel m i nstal | command fails at any point to create a
kubernetes object, it will internally call the purge to delete after timeout value
(default: 300s).

¢ Note:

Timeout value is not for the overall install, but for automatic purge on
installation failure.
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3. Press "Ctrl+C" to exit watch mode. Make sure to run the wat ch command on a
different terminal.

hel m status rel ease_name -n rel ease_nanespace

Verifying BSF Installation

This section describes how to verify if Binding Support function (BSF) is installed
successfully.

Check Installation Status
To check the installation status, run any of the following commands:

For Helm2:

helmls rel ease_name

For example:

hel mIs ocbsf

For Helm3:

hel n8 |s rel ease_nane -n <rel ease- nanespace>

You should see the status as DEPLOYED if the deployment is successful.
To get status of jobs and pods, run the following command:

kubect| get jobs,pods -n rel ease_nanespace

For example:

kubect| get pod -n ocbsf

You should see the status as Running and ready for all the pods if the deployment is
successful.

" Note:

If the installation is not successful or you do not see the status as
Running for all the pods, perform the troubleshooting steps mentioned under
Troubleshooting Binding Support Function.
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Customizing Binding Support Function

This chapter describes how to customize the Binding Support Function (BSF)
deployment in a cloud native environment.

The BSF deployment is customized by overriding the default values of various
configurable parameters in the ocbsf-custom-values-1.6.0.yaml file.

To customize the ochsf-custom-values-1.6.0.yaml file as per the required
parameters:

1. Go to the Oracle Help Center (OHC) Web site:
https://docs.oracle.com

2. Navigate to Industries->Communications->Cloud Native Core ->Release 2.3.1.

3. Click the Binding Support Function (BSF) Custom Template link to download
the zip file.

4. Unzip the file to get ocbsf - cust om conf i gTenpl at es- 1. 6. 0. 0. 0 file that contains
the ocbsf-custom-values-1.6.0.yaml . This file is used during installation.

5. Customize the ocbhsf-custom-values-1.6.0.yaml file.

6. Save the updated ocbsf-custom-values-1.6.0.yaml file in the helm chart
directory.

# Note:
e All parameters mentioned as mandatory must be present in ochsf-
custom-values-1.6.0.yaml file.

e All fixed value parameters listed must be present in the ochsf-custom-
values-1.6.0.yaml file with the exact values as specified here.

Configuring Mandatory Parameters

This section describes the mandatory configurable parameters that you must
customize in the ocbsf-custom-values-1.6.0.yaml file for successful installation of
Binding Support Function (BSF).

Table 3-1 Configurable Parameters for Mandatory Configurations

Parameter Description

global.dockerRegistry This mandatory parameter specifies the name of the Docker
registry that hosts Binding Support Function docker images.
Note: The Docker registry runs in OCCNE bastion server where
all OAuth docker images are loaded.
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Table 3-1 (Cont.) Configurable Parameters for Mandatory Configurations

- ___________________________________________|
Parameter Description

global.envMysqlHost This mandatory parameter specifies the IP address or host name
of the MySQL server where BSF databases are hosted.

global.envMysqlPort This mandatory parameter specifies the port number of the
MySQL server where BSF databases are hosted.

global.dbCredSecretName | This mandatory parameter specifies the name of the Kubernetes
secret object that contains Database username and password.
Default Value: ocbsf - db- pass

global.privilegedDbCredSe | This mandatory parameter specifies the name of the Kubernetes
cretName secret object containing Database username and password for an
admin user.

Default Value: ocbsf - pri vi | eged- db- pass

global.releaseDbName This mandatory parameter specifies the name of the release
database that contains details of release version.
Default Value: ochsf rel ease

Here is a sample configuration for mandatory parameters in custom-values.yaml.file:

gl obal :

# Docker registry nane
dockerRegi stry: "'
# Primary MYSQL Host |P or Hostnane
envMysql Host: "'
envMysql Port: "'
# K8s secret object name containing OCBSF MYSQL User Name and Password
dbCr edSecr et Nane: ' ocbsf - db- pass'
privil egedDbCredSecret Nane: ' ocbsf-privil eged- db- pass'
#Rel ease DB name containing rel ease version details
rel easeDbName: ' ochsf rel ease'

Enabling/Disabling Services Configurations

This section describes the configuration parameters that can be used to select the
services that you want to enable/disable for your deployment.

To configure these parameters, you should configure the following configurable
parameters in the custom-values.yaml file:

Table 3-2 Configurable Parameters for Enabling/Disabling the BSF Core

Service

|
Parameter Description
global.bsfManagementEnable This parameter determines if the BSF

core service is enabled or not.

Default Value: true

global.bsfManagementVersion1Enable
global.bsfManagementVersion2Enable
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Table 3-3 Configurable Parameters for Enabling/Disabling the NRF Client

Services

Parameter

Description

global.nrfClientNfManagementEnable

This is an optional parameter.

Default Value: true

global.appinfoServiceEnable

This optional parameter determines if
the app info service is enabled or not.

Default Value: true

global.performanceServiceEnable

This optional parameter determines if
the performance service is enabled or
not.

Default Value: true

Table 3-4 Configurable Parameters for Enabling/Disabling the Diameter

Gateway and Diameter Connector

Parameter

Description

global.diamConnectorEnable

This optional parameter detremines if
the diameter connector is enabled or
not.

Default Value: true

global.diamGatewayEnable

This optional parameter determines if
the diameter gateway is enabled or
not.

Default Value: true

Here is a sample configuration for configurable parameters in custom-values.yaml.file:

gl obal :

# BSF Core Services Enabl e/ Di sabl e option

bsf Managenent Enabl e: true

bsf Managenent Ver si onlEnabl e: fal se
bsf Managenent Ver si on2Enabl e: fal se

nrf d ient Nf Management Enabl e: true

appi nf oServi ceEnabl e: true

perf or manceServi ceEnabl e: true

di amConnect or Enabl e: true
di anGat ewayEnabl e: true
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Configuring Tracing Parameters

This section describes the configurable tracing parameters that you may customize in
the ocbsf-custom-values-1.6.0.yaml file.

Table 3-5 Configurable Parameters for Tracing Configuration in Ingress
Gateway

Parameter Description

global.envJaegerAgentHos | This mandatory parameter specifies the Hostname or IP address
t for the jaeger agent.

It is the FQDN of Jaeger Agent service running in OCCNE cluster
under namespace ocche-infra.

It is written in the following format:

<JAEGER_SVC_NAME>.<JAEGER_NAMESPACE>

ingress- Optional Parameter
gateway.jaegerTracingEna | Default Value: true
bled

ingress- Optional Parameter
gateway.openTracing.jaege | Default Value: occne-tracer-j aeger - agent. occne-infra
r.udpSender.host

ingress- Optional Parameter
gateway.openTracing.jaege | Default Value: 6831
r.udpSender.port

ingress- Optional Parameter
gateway.openTracing. Default Value: 0. 5

jaeger.probabilisticSampler

Here is a sample configuration for tracing in ingress-gateway in custom-values.yaml
file:

j aeger Traci ngEnabl ed: true
openTraci ng
j aeger:

udpSender :
# udpsender host
host: "occne-tracer-jaeger-agent.occne-infra"
# udpsender port
port: 6831

probabilisticSanmpler: 0.5

Table 3-6 Configurable Parameters for Tracing Configuration in Egress

Gateway
. ________________________________________________|
Parameter Description
egress- Optional Parameter
gateway.jaegerTracingEna | Default Value: true
bled
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Table 3-6 (Cont.) Configurable Parameters for Tracing Configuration in Egress

Gateway
- ___________________________________________|
Parameter Description

egress- Optional Parameter

gateway.openTracing.jaege | Default Value: occne-tracer-j aeger - agent. occne-infra
r.udpSender.host

egress- Optional Parameter

gateway.openTracing.jaege | Default Value: 6831

r.udpSender.port

egress- Optional Parameter

gateway.openTracing. Default Value: 0. 5

jaeger.probabilisticSampler

Here is a sample configuration for tracing in egress-gateway in custom-values.yami|
file:

egress- gat eway:
j aeger Traci ngEnabl ed: true
openTraci ng
| aeger:
udpSender:
# udpsender host
host: "occne-tracer-jaeger-agent.occne-infra"
# udpsender port
port: 6831
probabilisticSampler: 0.5

To configure tracing in nrf - cl i ent - nf managenent , you may configure the following
configurable parameters in custom-value.yaml file:

Table 3-7 Configurable Parameters for Tracing Configuration in nrf-client-

nfmanagement
|
Parameter Description
nrf-client.nrf-client- Note: You must customize this parameter only when NRF client
nfmanagement.envJaeger | services are enabled.
SamplerParam Default Value: 1
nrf-client.nrf-client- Note: You must customize this parameter only when NRF client
nfmanagement.envJaeger | services are enabled.
SamplerType Default Value: ratelimiting
nrf-client.nrf-client- Note: You must customize this parameter only when NRF client
nfmanagement.envJaeger | services are enabled.
ServiceName Default Value: pcf-nrf-client-nfmanagement

Here is a sample configuration for tracing under nrf-client-nfmanagement in custom-
values.yaml.file:

nrf-client-nfmnagenent:
envJaeger Sanpl er Param ' 1'
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envJaeger Sanpl er Type: ratelimting
envJaeger Servi ceName: pcf-nrf-client-nfnmanagenment

Configuring Database Names

This section describes the configuration parameters that can be used to customize the
database names.

" Note:

Database name specified in the custom.yaml file should be used while
creating the database during installation. See Configuring Database,
Creating Users, and Granting Permissions.

Table 3-8 Customizable Parameters for Database Name Configuration for BSF
Services

Parameter Description

bsf-management-service.envMysglDatabase This parameter specifies the name
of the database of BSF Management
Service.

Default Value: ocpm_bsf

config-server.envMysqlDatabase This optional parameter specifies the
name of the database for Config
Server service.

Default Value: bsf_config_server

Here is a sample configuration for configurable parameters in custom-values.yaml.file:

bsf - managenent - servi ce:
envMysql Dat abase: ' ocpm bsf'

confi g-server:
envMysql Dat abase: bsf_config_server

Configuring NRF client

ORACLE

This section describes the configurable parameters that you may customize in the
ocbsf-custom-values-1.6.0.yaml file for configuring NRF client

@ Important:

These configurations are required when NF is required to register with NRF.
Before configuring NRF client configuration, make sure that NRF Client
services are enabled.
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Table 3-9 Configurable Parameters for NRF Client Configuration

Parameter

Description

global.deploymentNrfClient
Service.envNfNamespace

This mandatory parameter specifies the K8s namespace of PCF.

nrf-
client.configmapApplication
Config.profile

This mandatory parameter contains configuration parameters
that goes into nrf-client's config map.
See config-map table for more details.

appinfo.infraServices

Set this conditional parameter to an empty array if any one of
below condition is met:

e Deploying on OCCNE 1.4 or lesser version

¢ Not deploying on OCCNE

. Do not wish to monitor infra services such as db-monitor
service

perf-
info.configmapPerformance
.prometheus

This conditional parameter specifies the Prometheus server URL.
Default Value:

http://promet heus-server. pronet heus: 5802
j aeger =j aeger - agent. occne-infra
j aeger _query_url=http://jaeger-query.occne-infra

Note: If you do not specify any value for this parameter,
PCF reported 0 loads to NRF.

Configurable parameters for NRF Client Configuration in Config-map

Parameter

Description

primaryNrfApiRoot

Primary NRF hostname and port in the following format:
<http scheme>://<Hostname/IP>:<Port>

This parameter can only contain valid API root. For example:
http://nrfl-api-gateway.svc: 80

SecondaryNrfApiRoot

Secondary NRF hostname and port in the following format:
<http scheme>://<Hostname/IP>:<Port>

This parameter can only contain valid API root. For example:
http://nrf2-api-gateway.svc: 80

retryAfterTime

When primary NRF is down, this will be the wait Time (in ISO
8601 duration format) after which request to primary NRF will be
retried to detect primary NRF's availability.

This parameter can only contain valid ISO 8601 duration format.
For example: PT120S.

nrfClientType

The NfType of the NF registering. The value for this parameter
must be set to BSF.

nrfClientSubscribeTypes

NF Type(s) for which the NF wants to discover and subscribe to
the NRF.

appProfiles

NfProfile of BSF to be registered with NRF.
This parameter can only contain valid NF profile.
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Parameter Description
enableF3 Support for 29.510 Release 15.3

This parameter can only have true (default) or false as values.
enableF5 Support for 29.510 Release 15.5

This parameter can only have true (default) or false as values.

renewalTimeBeforeExpiry | Time Period (in seconds) before the Subscription Validity time
expires.
For example: 3600

validity Time The default validity time (in days) for subscriptions.
For example: 30

enableSubscriptionAutoRe | This parameter can be used to enable renewal of subscriptions
newal automatically.
This parameter can only have true (default) or false as values.

acceptAdditionalAttributes | This parameter can be used to enable additional Attributes as
part of 29.510 Release 15.5.
This parameter can only have true or false (default) as values.

Here is a sample configuration for NRF client in custom-values.yaml.file:

depl oyment Nrf O i ent Servi ce:
#K8s namespace of BSF
envNf Nanespace: ''

appi nf o:
servi ceAccount Name:
# Set Infrastructure services to enpty array if any one of bel ow
condition is net
# 1. Deploying on occne 1.4 or |esser version
# 2. Not deploying on OCCNE
# 3. Do not wish to nonitor infra services such as db-nonitor service
# then the bel ow nentioned attribute "infra_services' should be
uncommet ed and epnty array shoul d be passed as al ready nentioned.
#infraServices: []

perf-info:
confi gmapPer f or mance:
pronet heus; "'

nrf-client:
# This config map is for providing inputs to NRF-dient
confi gmapAppl i cati onConfi g:
# primaryNrfApi Root - Prinmary NRF Hostname and Port
# Secondar yNr f Api Root - Secondary NRF Hostnane and Port
# retryAfterTime - Default downtime(in |SO 8601 duration format) of
an NRF detected to be unavail able.
# nrfdientType - The Nf Type of the NF registering
# nrfdientSubscribeTypes - the NFType for which the NF wants to
subscribe to the NRF.
# appProfiles - The NfProfile of the NF to be registered with NRF.
# enabl eF3 - Support for 29.510 Rel ease 15.3
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# enabl eF5 - Support for 29.510 Rel ease 15.5
# renewal Ti meBef oreExpiry - Tinme Period(seconds) before the
Subscription Validity tinme expires.
# validityTime - The default validity time(days) for subscriptions.
# enabl eSubscri pti onAut oRenewal - Enabl e Renewal of Subscriptions
automatically.
# accept Additional Attributes - Enable additional Attributes as part
of 29.510 Rel ease 15.5
profile: |-
[ appcf g]
pri maryNr f Api Root =htt p: // nrf 1- api - gat eway. svc: 80
secondar yNr f Api Root =http://nrf2-api - gat eway. svc: 80
retryAfterTi me=PT120S
nrfC ient Type=BSF

appProfiles=[{"nflnstanceld":"25a59926- 3049- 479c- 8954- 16ceOxyz", "nf Type"
:"BSF", "nf Status":"REGA STERED', "f qdn": "ocbsf 1- 2- api -
gateway. bsf1-2.svc.atlantic.morrisville.us.lab.oracle.cont,"priority":1,
"capacity":1,"load": 2, "bsflnfo":{"i pv4Addr essRanges"
[{"start":"10.0.0.1","end":"10. 113. 255. 255"}, "i pv6Pr ef i xRanges":
[{"start":"2800:a00: cc03::/64","end": "2800: a00: cc04::/64"}]}, "nf Servi ces
":[{"servicelnstancel d":"03063893-
cf9e- 4f 7a-9827-111111111111", "servi ceName": " nbsf - managenent ", "ver si ons"
[{"api VersionlnUri":"v1l", "api Ful | Version":"1.R15.1.0", "expiry":"2019-08-
03T18: 66: 08. 871+0000"}], "schene": "http", "nf Servi ceSt atus": " REG STERED', "
fqdn": "ocbsf 1- 2- api -
gateway. bsf1-2.svc.atlantic.nmorrisville.us.lab.oracle.cont,"interPl mFqd
n":null,"ipEndPoi nts":
[{"ipv4Address":"10.233.22.149", "transport": "TCP", "port":80}], "api Prefix
“null,"al | owedNf Types":
["PCF","AF","NEF"],"priority":1, "capacity":1,"load": 2}]}]

enabl eF3=true

enabl eF5=true

r enewal Ti meBef or eExpi ry=3600

val i dityTi me=30

enabl eSubscri pti onAut oRenewal =t r ue

accept Addi tional Attribut es=fal se

Configuring Diameter Gateway/Connector

ORACLE

This section describes the configurable parameters that you may customize in the
ocbsf-custom-values-1.6.0.yaml file for configuring diameter gateway and diameter
connector.

" Note:

You must configure the parameters listed in the following table only when
diameter connector is enabled.
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Table 3-10 Configurable Parameters for Diameter Connector

Parameter

Description

diam-
connector.envDiameterRea
Im

This mandatory parameter specifies the Diameter Realm of BSF.
For example: or acl e. com

diam-
connector.envDiameterlde
ntity

This mandatory parameter specifies the Diameter Host of BSF.
For example: ocbsf

" Note:

You must configure the parameters listed in the following table only when
diameter gateway is enabled.

Table 3-11 Configurable Parameters for Diameter Gateway

Parameter

Description

diam-
gateway.envGatewayMode

This mandatory parameter specifies the Diameter Gateway mode.
For BSF, the value must be set to bsf .

diam-
gateway.envGatewayDeplo
ymentType

This mandatory parameter specifies the Diameter Gateway
deployment type. For BSF, the value must be set to PCF.

diam-
gateway.envDiameterReal
m

This mandatory parameter specifies the Diameter Realm of BSF
diameter gateway. For example, or acl e. com

diam-
gateway.envDiameterldenti
ty

This mandatory parameter specifies the Diameter host of BSF
diameter gateway. For example, oc- di am gat eway.

Here is a sample configuration in custom-values.yaml file:

di am connect or:
envDi anet er Real m
envDianeterldentity:

di am gat eway:

#The di am gateway node i.e.

envCat enayMode: bsf

"oracl e.com

"ochsf'

converged, bsf, pcf and pcrf

#The di am gateway depl oyment type (applicable only when node is
converged) i.e. CONVERGED, PCF and PCRF
envCat ewayDepl oyment Type: PCF

envDi anet er Real m
envDianeterldentity:

"oracl e.com

" oc- di am gat eway'

API Root Configuration for Notification URI

This section describes the configuration parameters that can be used to API Root
configuration.
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To configure these parameters, you should configure the following configurable
parameters in the custom-values.yaml file:

Table 3-12 Configurable Parameters for Api Root Configuration for Notification

URI

- ___________________________________________|
Parameter Description
global.bsfApiRoot This optional parameter specifies the API root of BSF that is used

in notification URLs generated by BSF's when sending request to
other producer NFs.
If the value is not configured for this parameter, the ingress
gateway service name and port is used as default value.

For example: ht t ps: // <Hel m namespace>- ocbsf -i ngress-
gat eway: 443.

global.deploymentNrfClient | This mandatory parameter specifies Api root of BSF.
Service.nfApiRoot Note: This parameter must be configured only when when NRF
Client services are enabled. Its value should be same as the
value of "gl obal . bsf Api Root " parameter.

# APl root of BSF that will

BSF' s when sending request to other producer NFs
#1f not configured then the ingress gateway service nane and port

will be used as default value. ex:"https://<hel m name>-ocbsf-ingress-

gat eway: 443"
gl obal :
bsf Api Root: "'

depl oyment Nr f Cl i ent Ser vi ce:

#sanme as bsf Api Root
nf Api Root: "'

Configuring Ingress Gateway

be used in notification URLs generated by

This section describes the configuration parameters that are required for basic

configurations in Ingress Gateway.

# Note:

Following configurations are applicable only when ingress-gateway is

enabled.

Table 3-13 Configurable Parameters for Basic Configurations in Ingress

Gateway

. _________________ ______ |

Parameter Description Mandatory/ | Default
Optional Value
Parameter

global.metalLblpAllocationEnabled | Enable or disable IP Optional false

Address allocation from
Metallb Pool

ORACLE
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Table 3-13 (Cont.) Configurable Parameters for Basic Configurations in Ingress

Gateway

e

Parameter Description Mandatory/ | Default

Optional Value
Parameter

global.metalLblpAllocationAnnotatio | Address Pool Annotation | Optional metal | b. un

n for Metallb iverse.tf/
addr ess-
pool :
signal i ng

ingress-gateway.enablelncomingHttp | Enable it to accept Optional true

incoming http requests

ingress- Optional false

gateway.ingressServer.keepAlive.en

abled

ingress- Optional 180 (in

gateway.ingressServer.keepAlive.ide seconds)

alTime

ingress- Optional 9

gateway.ingressServer.keepAlive.co

unt

ingress- Optional 60 (in

gateway.ingressServer.keepAlive.int seconds)

erval

Here is a sample configuration for configurable parameters in custom-values.yaml.file:

i ngr ess- gat eway:

# Enable or disable | P Address allocation from Metallb Pool
met al Lbl pAl | ocati onEnabl ed: fal se

# Address Pool Annotation for Metallb

met al Lbl pAl | ocationAnnotation: "metallb. universe.tf/address-pool:
signaling"

#o----- I ngress Gateway Settings - END-----

i ngr ess- gat eway:
#keep alive settings
i ngressServer:
keepAlive
enabl ed: fal se
i deal Time: 180 #in seconds
count: 9
interval: 60 #in seconds

i ngr ess- gat eway:
# Enable it to accept incomng http requests
enabl el ncomi ngHtt p: true
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Configuring Service and Container Ports

This section describes the customizatons that you can make in custom-values.yaml
file to configure service and container ports.

ORACLE

# Note:

For upgrade scenario, changing port will cause temporary service disruption.

To override the default port numbers, used by service and container ports,
and customize them as per your requirements, you can configure the following
configurable parameters in custom-values.yaml file:

Table 3-14 Customizable Parameters for Service Ports Configuration

iceHttp

queryservice.

Parameter Description Mandatory/ Default Value
Optional
Parameter

global.servicePorts.bsfManag | HTTP signaling port for Optional 5903
ementServiceHttp BSF management service.
global.servicePorts.bsfManag [ HTTPS signaling port for Optional 8443
ementServiceHttps BSF management service.
global.servicePorts.applnfoHtt | HTTP signaling port for Optional 5906
p app info.

Note: The value for this

port must be same as

svcAppl nfoH tp
global.servicePorts.cmService | HTTP signaling port for CM | Optional 5808
Http service.
global.servicePorts.configServ | HTTP signaling port for Optional 5807
erHttp config server.

Note: The value for this

port must be same as

svcConfigServerHtp
global.servicePorts.diamConn | HTTP signaling port for Optional 8080
ectorHttp Diameter connector.
global.servicePorts.diamConn | Port for Diameter Optional 3868
ectorDiameter connector.
global.servicePorts.diamGate | HTTP signaling port for Optional 8080
wayHTttp Diameter gateway.
global.servicePorts.diamGate | Port for Diameter gateway. | Optional 3868
wayDiameter
global.servicePorts.perfinfoHtt | HTTP signaling port for Optional 5905
p perf info.

The value for this

port must be same as

svcPerflnfoHttp.
global.servicePorts.queryServ | HTTP signaling port for Optional 5805
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Table 3-14 (Cont.) Customizable Parameters for Service Ports Configuration

Parameter

Description

Mandatory/
Optional
Parameter

Default Value

global.servicePorts.egressGat
ewayHttp

HTTP signaling port for
Egress Gateway.

The value for this

port must be same as
SsvCcEgressGat ewayHt t p.

Optional

8080

global.servicePorts.nrfClientNf
ManagementHttp

HTTP signaling port for
NRF client management
service.

The value for this port must
be same as

sveNrf d i ent Nf Managem
entH t p.

Optional

5910

global.servicePorts.nrfClientNf
ManagementHttps

HTTPS signaling port for
NRF client management
service.

The value for this port must
be same as

sveNrf d i ent Nf Managem
entH t ps.

Optional

5805

Here is a sample of service ports configurable parameters in custom-values.yaml file:

servicePorts:

bsf Managenent Servi ceHt t p: 5903
bsf Managenent Servi ceHt t ps: 8443

# app info

appl nfoHtt p: &svcAppl nfoHt tp 5906

# cmservice
cnServi ceHt tp: 5808
# config server

configServerHttp: &svcConfigServerHtp 5807

# di am connect or

di amConnect or Ht t p: 8080
di anmConnect or Di aneter: 3868

# di aneter gateway

di anGat ewayHt t p: 8080

di anGGat ewayDi anet er:
# perf info

3868

perfinfoHtp: &svcPerflnfoHtp 5905

# query service

queryServiceHttp: 5805

# egress gateway

egressGatewayHttp: &svcEgressGat ewayH tp 8080

# nrf client

nrfCient Nf Management Http: &vcNrf Cl i ent Nf Managenent Hitp 5910
nrfClient Nf Management Htt ps: &svcNrf O i ent Nf Managenent H t ps 5805
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Table 3-15 Customizable Parameters for Container Ports Configuration

GatewayHttp

Ingress Gateway.

Note: The value for this
port must be same as

cont ai ner | ngressCat ew
ayHt tp.

Parameter Description Mandatory/ Default Value
Optional
Parameter

global.containerPorts.monitori | HTTP signaling port for Optional 9000
ngHttp monitoring.

Note: The value for this

port must be same as

cont ai ner Moni t or i ngHt

tp.
global.containerPorts.bsfMana | HTTP signaling port for Optional 8080
gementServiceHttp BSF Management service.
global.containerPorts.bsfMana | HTTPS signaling port for Optional 8443
gementServiceHttps BSF Management service.
global.containerPorts.appinfo | HTTP signaling port for Optional 5906
Http app info.
global.containerPorts.cmServi | HTTP signaling port for Optional 5807
ceHttp CMservice.
global.containerPorts.configSe | HTTP signaling port for Optional 8001
rverHttp config server.
global.containerPorts.diamCo | HTTP signaling port for Optional 8080
nnectorHttp Diameter Connector.
global.containerPorts.diamCo | Diameter connector. Optional 3868
nnectorDiameter
global.containerPorts.diamGat | HTTP signaling port for Optional 8080
ewayHttp Diameter Gateway.
global.containerPorts.diamGat | Diameter gateway. Optional 3868
ewayDiameter
global.containerPorts.perfinfo | HTTP signaling port for Optional 5905
Http perf-info.
global.containerPorts.querySe | HTTP signaling port for Optional 8081
rviceHttp queryservice.
global.containerPorts.nrfClient | HTTP signaling port for Optional 8000
NfManagementHttp NRF client management.

Note: The value for this

port must be same as

contai nerNrfClientNfM

anagenent H t p.
global.containerPorts.nrfClient | HTTPS signaling port for Optional 9443
NfManagementHttps NRF client management.

Note: The value for this

port must be same as

containerNrfdientNfM

anagenent H t ps.
global.containerPorts.ingress | HTTP signaling port for Optional 8081
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Table 3-15 (Cont.) Customizable Parameters for Container Ports Configuration

GatewayHttps

Parameter Description Mandatory/ Default Value
Optional
Parameter
global.containerPorts.ingress | HTTPS signaling port for | Optional 9443

Ingress Gateway.
Note: The value for this
port must be same as

cont ai ner | ngressCat ew

ayH t ps.

Here is a sample of service ports configurable parameters in custom-values.yaml file:

cont ai nerPorts:

bsf Managenent Servi ceHt t p: 8000
bsf Managenent Servi ceHt t ps: 8443
moni toringH tp: &contai nerMonitoringHtp 9000

# app info

appl nfoHt t p: 5906
# cmservice
cnServi ceHt t p: 5807
# config server

configServerHtp: 8001

# di am connect or

di amConnect or Ht t p: 8080
di amConnect or Di aneter: 3868

# di aneter gateway

di anGat ewayHt t p: 8080

di anGGat ewayDi anet er:
# perf info
perflinfoHtp: 5905
# query service

3868

queryServiceHttp: 8081

# nrf client

nrfCient Nf Managenment Htt p:  &cont ai ner Nrf Cl i ent Nf Managenent Ht t p 8080
nrfCient Nf Management Ht t ps: &cont ai ner Nrf O i ent Nf Managenent Ht t ps

9443
# ingress gateway

i ngressGat ewayHttp: &contai nerlngressGatewayHttp 8081
i ngressCGat ewayHtt ps: &contai nerlngressGt ewayHtt ps 9443

Table 3-16 Customizable Parameters for Ports Configuration in Ingress

Gateway
|
Parameter Description Mandatory/ Default Value

Optional

Parameter
global.publicHttpSignalingPort | HTTP/2.0 Port of ingress Optional 80

gateway
3-16
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Table 3-16 (Cont.) Customizable Parameters for Ports Configuration in Ingress

Gateway
e
Parameter Description Mandatory/ Default Value

Optional
Parameter
global.publicHttpsSignallingPo | HTTPS/2.0 Port of ingress | Optional 443
rt gateway
The value for this port must
be setto O if HTTPS is
disabled.
global.configServerPort HTTP signaling port for Optional Note: The
config server. value for this
port must be
same as
svcConfigSe
rverHtp.
ingress- Optional Same value
gateway.ports.actuatorPort as
cont ai ner Mo
nitoringHt
p
ingress- Optional Same value
gateway.ports.containerPort as
containerln
gressGat ewa
yH tp
ingress- Optional Same value
gateway.ports.containerssiPort as
containerln
gressGat ewa
yHE t ps

Here is a sample of configurable parameters for ingress-gateway's ports in custom-
values.yaml file:

#o----- Ingress Gateway Settings - BEGN-----

# If httpsEnabled is false, this Port would be HTTP/ 2.0 Port
(unsecur ed)

publicHtt pSi gnal i ngPort: 80

# If httpsEnabled is true, this Port would be HITPS/ 2.0 Port (secured
SsL)

publicHtt psSi gnal IingPort: 443

configServerPort: *svcConfigServerHttp

i ngress- gat eway:
ports:
actuatorPort: *containerMnitoringHttp
containerPort: *containerlngressGatewayHtp
cont ai nerssl Port: *contai nerlngressGat ewayHt t ps
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Table 3-17 Customizable Parameters for Ports Configuration in Egress

Gateway
e
Parameter Description Mandatory/ Default Value

Optional
Parameter
egress- Optional Same value
gateway.serviceEgressGatewa as
y.actuatorPort cont ai ner Mo
nitoringHt
p
egress- Optional Same value
gateway.serviceEgressGatewa as
y.Port SvVcEgressGa
tewayHt tp

Here is a sample of configurable parameters for egress-gateway's ports in custom-

values.yaml file:

egress- gat eway:

servi ceEgressGat eway:
actuatorPort: *containerMnitoringHtp
port: *svcEgressGatewayHttp

Table 3-18 Customizable Parameters for Ports Configuration in nrf-client-

nfmanagement
e ___________________ __________________ |
Parameter Description Mandatory/ Default Value
Optional Value
Parameter

global.nrf-client- HTTP signaling port for | Optional 5906 Same value

nfmanagement.envPlatfor | app info. as

mServicePort svcAppl nf
oHt tp

global.nrf-client- HTTP signaling port for | Optional 5905 Same value

nfmanagement.envPerfor | perf info. as

manceServicePort svcPerflin
foH tp

global.nrf-client- HTTP signaling port for | Optional 5807 same vale

nfmanagement.envCfgSe | config server. as

rverPort svcConfig
ServerHt
p

global.nrf-client- HTTP signaling port for | Optional 8000 Same value

nfmanagement.container | NRF client discovery. as

HttpPort cont ai ner
Nrfdient
Nf Managem
entHtp
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Table 3-18 (Cont.) Customizable Parameters for Ports Configuration in nrf-
client-nfmanagement

Parameter Description Mandatory/ Default Value
Optional Value
Parameter

global.nrf-client- HTTPS signaling Optional 9443 Same value

nfmanagement.container | port for NRF client as

HttpsPort discovery. cont ai ner
Nrfdient
Nf Managem
entHtps

global.nrf-client- HTTP signaling port for | Optional 5910 Same value

nfmanagement.serviceHtt | NRF client discovery as

pPort service. sveNrfdi
ent Nf Mana
genent Ht t
p

global.nrf-client- HTTPS signaling Optional 8443 Same value

nfmanagement.serviceHtt | port for NRF client as

psPort discovery service. sveNrf Qi
ent Nf Mana
genent Ht t
ps

Here is a sample of configurable parameters for nrf-client-nfmanagement's ports in
custom-values.yaml file:

nrf-client-nfmnagenent:
envPl at f ornBervi cePort: *svcApplnfoHttp
envPer f or manceServi cePort: *svcPerflnfoHtp
envCfgServerPort: *svcConfigServerHttp
contai nerHttpPort: *containerNrfdientN ManagenentHttp
contai nerHttpsPort: *containerNrfC ientN Managenment Ht t ps
serviceHttpPort: *svcNrfdient Nf Management Ht p
serviceHttpsPort: *svcNrfCient Nf Managenent Htt ps

OAUTH Configuration

This section describes the customizatons that you should make in custom-value.yami|
files to configure OAUTH in ingress/egress gateway.

< Note:

These configurations are applicable when the Ingress/Egress Gatway is
enabled and the NRF Client services are enabled.

To configure OAUTH in ingress-gateway, you should configure the following
configurable parameters in custom-value.yaml file:
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Table 3-19 Configurable Parameters for OAUTH Configuration in Ingress

Gateway

gateway.producerPImnMCC

Parameter Description Mandatory/ | Default Value
Optional
Parameter
ingress- Enable or disable OAuth Mandatory False
gateway.oauthValidatorEnable | Validator.
d
ingress-gateway.nflnstanceld | NF Instance Id of service Optional 6faflbbc-6eda
producer -4454-a507-
aldef8elbcll
ingress- set this value if clock on the Optional 0
gateway.allowedClockSkewSe | parsing NF (producer) is not
conds perfectly in sync with the clock
on the NF (consumer) that
created by JWT
ingress- Name of the secret which Optional
gateway.nrfPublickeyKubeSec | stores the public key(s) of
ret NRF
ingress- Namespace of the NRF public | Optional
gateway.nrfPublickeyKubeNa | key secret
mespace
ingress- Possible values are: Optional relaxed
gateway.validationType e strict
* relaxed
strict- If incoming
request does not contain
"Authorization" (Access
Token) header, the request is
rejected.
relaxed- relaxed means
that if Incoming request
contains "Authorization"
header, it is validated.
If Incoming request does
not contain "Authorization"
header, validation is ignored.
ingress- MNC of the service producer | Optional 123
gateway.producerPImnMNC
ingress- MCC of the service producer | Optional 456

Here is a sample OAUTH configurations in ingress-gateway in custom-values.yaml.file:

# ----C0AUTH CONFI GURATI ON -

oaut hVal i dat or Enabl ed:

BEGN ----
fal se

nfl nst ancel d: 6f af 1bbc- 6e4a- 4454- a507- aldef 8elbcll
al | onedd ockSkewSeconds: 0

nrf Publ i cKeyKubeSecret:
nr f Publ i cKeyKubeNanespace:
val i dationType: rel axed

producer Pl mMNC: 123
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producer Pl mMCC: 456

# ----C0AUTH CONFI GURATI ON -

END ----
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Table 3-20 Configurable Parameters for OAUTH Configuration in Egress

Gateway

gateway.oauthClient.virtualFq
dn

to be populated and sent in
the dns-srv query.

Parameter Description Mandatory/ | Default Value
Optional
Parameter
egress- OAuth Validator Enabled Optional false
gateway.oauthClient.enabled
egress- Enable/Dsiable the DNS-SRV | Optional false
gateway.oauthClient.dnsSrvEn | query to coreDNS Server
abled
egress- Determine if https support Optional false
gateway.oauthClient.httpsEna | is enabled or not which is
bled a deciding factor for oauth
request scheme and search
query parameter in dns-srv
request.
egress- virtualFgdn value which needs | Conditional -1

(If
dnsSrvEnable

gateway.oauthClient.consume
rPImnMCC

dis setto
true.)
egress- List of Static NRF's Conditional
gateway.oauthClient.staticNrfL (If oAuth is
ist enabled.)
egress- NF Instanceld of Producer Optional fe7d992b- 05
gateway.oauthClient.nfinstanc 41- 4c7d-
eld ab84-
¢6d70b1b01b
1
Note: Update
the parameter
with actual
value, if
OAuth is
enabled.
egress- MNC of service Consumer Optional 345
gateway.oauthClient.consume Note: Update
rPImnMNC the parameter
with actual
value, if
OAuth is
enabled.
egress- MCC of service Consumer Optional 567

Note: Update
the parameter
with actual
value, if
OAuth is
enabled.
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Table 3-20 (Cont.) Configurable Parameters for OAUTH Configuration in Egress

Gateway

Fqgdn, if the error matched the
configured errorCodeSeries.

Parameter Description Mandatory/ | Default Value
Optional
Parameter
egress- Maximum number of retry Conditional 2
gateway.oauthClient.maxRetry | that need to be performed (If oAuth is
to other NRF Fgdn's in case | enabled.)
of failure response from first
contacted NRF based on the
errorCodeSeries configured.
egress- apiPrefix that needs to be Conditional
gateway.oauthClient.apiPrefix | appended in the Oauth (If oAuth is
request flow. enabled.)
egress- Determines the fallback Conditional 4XX
gateway.oauthClient.errorCod | condition to other NRF in (If oAuth is
eSeries case of failure response from | enabled and
currently contacted NRF. required a
different error
code series.)
egress- RetryAfter value in Conditional 5000
gateway.oauthClient.retryAfter | milliseconds that needs to (If oAuth is
be set for a particular NRF enabled.)

Here is a sample OAUTH configurations in egress-gateway in custom-values.yaml.file:

# ---- Cauth Configuration - BEGAN ----

oauthdient:
enabl ed: fal se
dnsSr vEnabl ed:

fal se

htt psEnabl ed: fal se

vi rtual Fgdn:
staticNrfList:

nrf.

oracl e.com 80

- nrfl.oracle.com80

nf I nst ancel d:

consurer Pl mMNC: 345
consurer Pl mMCC. 567
maxRetry: 2
api Prefix: ""
errorCodeSeries: 4XX
retryAfter: 5000
# ---- Cauth Configuration - END ----

f e7d992b- 0541- 4c7d- ab84- c6d70b1b01bl

Configuring Ingress/Egress Gateway HTTPS

This section describes the customizatons that you should make in custom-value.yami|
files to configure HTTPS in ingress/egress gateway.

ORACLE

3-22



ORACLE

< Note:

To configure HTTPS in ingress-gateway, you should configure the following
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e ingress-gateway.enabl el ncom ngHt t ps

e egress-gateway. enabl eQut goi ngHt t ps

configurable parameters in custom-value.yaml file:

These configurations are applicable only when ingress/egress gateway is
enabled and the following parameters are set to true in custom-yaml file:

Table 3-21 Configurable Parameters for HTTPS Configurations in Ingress

Gateway
e _____________________ _________________ |
Parameter Description Mandatory | Default Notes
IOptional | Value
Parameter
ingress- To enable https for Optional False
gateway.enablelncoming | ingress traffic
Https
ingress- Name of the private key | Optional Not required if
gateway.service.ssl.privat | secret. Applicable |enableinco
eKey.k8SecretName mingHttps
is true
ingress- Namespace of private Optional Not required if
gateway.service.ssl.privat | key. Applicable |enableinco
eKey.kBNameSpace mingHttps
is true
ingress- rsa private key file name. | Optional Not required if
gateway.service.ssl.privat Applicable |enableinco
eKey.rsa.fileName mingHttps
is true
ingress- Name of the private key | Optional Not required if
gateway.service.ssl.certifi | secret Applicable |enableinco
cate.k8SecretName mingHttps
is true
ingress- Namespace of private key | Optional Not required if
gateway.service.ssl.certifi Applicable | enablelnco
cate.kBNameSpace mingHttps
is true
ingress- rsa private key file name | Optional Not required if
gateway.service.ssl.certifi Applicable |enableinco
cate.rsa.fileName mingHttps
is true
ingress- Name of the private key | Optional Not required if
gateway.service.ssl.caBu | secret Applicable | enablelnco
ndle.k8SecretName mingHttps
is true
ingress- Namespace of private key | Optional Not required if
gateway.service.ssl.caBu Applicable |enableinco
ndle.kBNameSpace mingHttps
is true
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Table 3-21 (Cont.) Configurable Parameters for HTTPS Configurations in

Ingress Gateway

Parameter Description Mandatory | Default Notes
IOptional | Value
Parameter

ingress- private key file name Optional Not required if
gateway.service.ssl.caBu Applicable | enablelnco
ndle.fileName mingHttps

is true
ingress- Name of the privatekey Optional Not required if
gateway.service.ssl.keySt | secret Applicable |enableinco
orePassword.k8SecretNa mingHttp is
me true
ingress- Namespace of privatekey | Optional Not required if
gateway.service.ssl.keySt Applicable |enableinco
orePassword.k8BNameSp mingHttps
ace is true
ingress- File name that has Optional Not required if
gateway.service.ssl.keySt | password for keyStore Applicable | enablelnco
orePassword.fileName mingHttps

is true
ingress- Name of the privatekey Optional Not required if
gateway.service.ssl.trustS | secret Applicable | enablelnco
torePassword.k8SecretN mingHttps
ame is true
ingress- Namespace of privatekey | Optional Not required if
gateway.service.ssl.trustS Applicable | enablelnco
torePassword.kBNameSp mingHttps
ace is true
ingress- File name that has Optional Not required if
gateway.service.ssl.trustS | password for trustStore Applicable | enablelnco
torePassword.fileName mingHttps

is true

Here is a sample HTTPS configurations in ingress-gateway in custom-values.yaml.file:

# ---- HITPS Configuration - BEGN ----
enabl el nconmi ngHt t ps: fal se

servi ce:
ssl:
privat eKey:

k8Secr et Narme: ochsf - gat eway- secr et

k8NaneSpace: ochsf

rsa:

fileName: rsa_private_key pkcsl.pem

certificate:

k8Secr et Narme: ochsf - gat eway- secr et

k8NaneSpace: ochsf

rsa:

fileNane: ocegress.cer

caBundl e:
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k8Secr et Name: ocbhsf - gat eway- secr et

k8NaneSpace: ocbsf

fileNane:

caroot . cer

keySt or ePasswor d:

k8Secr et Name: ocbsf - gat eway- secr et

k8NaneSpace: ocbsf
fileNane: key.txt
t rust St or ePasswor d:

k8Secr et Name: ocbhsf - gat eway- secr et

k8NaneSpace: ocbsf

fileNane:

trust.txt

Table 3-22 Configurable Parameters for HTTPS Configurations in Egress

Gateway

- ___________________________________ |
Parameter Description Mandatory | Default Notes

IOptional | Value
Parameter

egress- Enabling it for outgoing No false
gateway.enableOutgoing | https request
Https
egress- No false
gateway.egressGwcCertR
eloadEnabled
egress- No legress-gw/
gateway.egressGwCertR store/reload
eloadPath
egress- Name of the privatekey No Not
gateway.service.ssl.privat | secret Applicable
eKey.k8SecretName
egress- Namespace of privatekey | No Not
gateway.service.ssl.privat Applicable
eKey.kBNameSpace

egress- rsa private key file name | No Not
gateway.service.ssl.privat Applicable
eKey.rsa.fileName

egress- ecdsa private key file No Not
gateway.service.ssl.privat | name Applicable
eKey.ecdsa.fileName

egress- Name of the privatekey No Not
gateway.service.ssl.certifi | secret Applicable
cate.k8SecretName

egress- Namespace of privatekey | No Not
gateway.service.ssl.certifi Applicable
cate.kBNameSpace

egress- rsa private key file name | No Not
gateway.service.ssl.certifi Applicable
cate.rsa.fileName

egress- ecdsa private key file No Not
gateway.service.ssl.certifi | name Applicable
cate.ecdsa.fileName

egress- Name of the privatekey No Not
gateway.service.ssl.caBu | secret Applicable
ndle.k8SecretName
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Table 3-22 (Cont.) Configurable Parameters for HTTPS Configurations in
Egress Gateway

Parameter Description Mandatory | Default Notes
IOptional | Value
Parameter

egress- Namespace of privatekey | No Not

gateway.service.ssl.caBu Applicable

ndle.k8NameSpace

egress- private key file name No Not

gateway.service.ssl.caBu Applicable

ndle.fileName

egress- Name of the privatekey No Not

gateway.service.ssl.keySt | secret Applicable

orePassword.k8SecretNa

me

egress- Namespace of privatekey | No Not

gateway.service.ssl.keySt Applicable

orePassword.kBNameSp

ace

egress- File name that has No Not

gateway.service.ssl.keySt | password for keyStore Applicable

orePassword.fileName

egress- Name of the privatekey No Not

gateway.service.ssl.trustS | secret Applicable

torePassword.k8SecretN

ame

egress- Namespace of privatekey | No Not

gateway.service.ssl.trustS Applicable

torePassword.k8NameSp

ace

egress- File name that has No Not

gateway.service.ssl.trustS | password for trustStore Applicable

torePassword.fileName

Here is a sample HTTPS configurations in egress-gateway in custom-values.yaml.file:

# ---- HITPS Configuration - BEGN ----

#Enabling it for egress https requests
enabl eQut goi ngHt t ps: fal se

egressGnCer t Rel oadEnabl ed: fal se
egressOnCert Rel oadPat h: /egress-gw store/rel oad

servi ce:
ssl:
privat eKey:
k8Secr et Narme: ochsf - gat eway- secr et
k8NaneSpace: ochsf
rsa.
fileName: rsa private_key pkcsl.pem
ecdsa:
fileNanme: ssl_ecdsa_private_key.pem
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certificate:
k8Secr et Name: ocbsf - gat eway- secr et
k8NaneSpace: ocbsf

rsa:
fileName: ocegress.cer
ecdsa:
fileName: ssl _ecdsa certificate.crt
caBundl e:

k8Secr et Name: ocbhsf - gat eway- secr et
k8NaneSpace: ocbsf
fileNane: caroot.cer
keySt or ePasswor d:
k8Secr et Name: ocbhsf - gat eway- secr et
k8NaneSpace: ocbsf
fileNane: key.txt
trust St or ePassword
k8Secr et Name: ocbhsf - gat eway- secr et
k8NaneSpace: ocbsf

fileName: trust.txt
# ---- HITPS Configuration - END ----

Configuring SCP

This section describes the customizatons that you can make in custom-value.yaml
files to support SCP integration.

ORACLE

To configure SCP integration support, you should configure the following configurable
parameters in custom-value.yaml file:

Table 3-23 Configurable Parameters for SCP Configuration

Parameter Description Mandatory | Default Notes
IOptional | Value
Parameter

egress- Change this to false when | Mandatory | false
gateway.scp.scplntegratio | scp integration is not
nEnabled required
egress- Set this flag to true Optional false
gateway.scp.scpRerouteE | if re-routing to multiple
nabled SCP instances is to be

enabled. globalretry can

be enabled only when

scpRerouteEnabled flag

is set to true.
egress- globalretry can be Optional false
gateway.globalretry.enabl | enabled only when
ed scpRerouteEnabled flag

is set to true. And, it

is applied only when

no "retries" is specified

under routesConfig.
egress- Optional 2
gateway.globalretry.retries
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Parameter

Description

Mandatory
IOptional
Parameter

Default
Value

Notes

egress-
gateway.scp.instances.htt
p.host

SCP HTTP IP/FQDN

Optional

Not
Applicable

egress-
gateway.scp.instances.htt
p.Port

SCP HTTP PORT

Optional

80

egress-
gateway.scp.instances.htt
p.ApiPrefix

Change this value to
corresponding prefix "/"
is not expected to

be provided along.
Applicable only for SCP
with TLS enabled.

Optional

egress-
gateway.scp.scpDefaultSc
heme

Default scheme
applicable when 3gpp-
sbi-target-apiroot header
is missing

Optional

https

egress-
gateway.K8ServiceCheck

Enable this if
loadbalancing is to be
done by egress instead of
K8s

Optional

false

httpsScpOnly

This is global parameter
which will be taken

into consideration

if route (under
routeConfig section )
based httpsScpOnly
parameter is not
available.

If set to true, select SCP
instances for https list
only.

If set to false, run existing
logic as per provided
scheme.

Optional

false

Please note
double
guotes to
be enclosed
for values of
httpScpOnl

y.

httpRuriOnly

This is global parameter
which will be taken

into consideration

if route (under
routeConfig section)
based httpRuriOnly
parameter is not
available.

If set to true, change
scheme of RURI to http.

If set to false, don't
change the scheme.

Optional

false

Please
notedouble
guotes to
be enclosed
for values of
httpsScpOn

ly.
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Parameter Description Mandatory | Default Notes
IOptional | Value
Parameter
routesConfig.httpRuriOnly | If set to true, change Optional false Please note
Scheme of RURI to http. double
If set to false, don't quotes to
change the scheme. be enclosed
for values of
httpsRuriOn
ly. If
httpsRuriOn
ly under
route is not
present
globally
available
value will be
considered.
routesConfig.httpsScpOnl | If set to true, select SCP | Optional false Please note
y instances for https list double
only. quotes to
If set to false, run existing be enclosed
logic as per provided for values of
scheme. httpsScpOn
ly. If
httpsScpOn
ly under
route is not
present
globally
available
value will be
considered.
egress- Setld for the SCP Mandatory | false
gateway.scp.instances.sc | instances.
pSets(0] Only one set of Static
configuration of SCP
instances are allowed to
be configured. Dynamic
configuration sets can
be any number. Refer
Custom-values file for
more details.
egress- First Scp instance HTTP | Mandatory More SCP
gateway.scp.instances.sc | IP/FQDN (If instances
pSets[0].httpConfigs[0].ho scp.scpinte can be
st grationEnab configured
led is set to in a similar
true.) way if
required.
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Parameter Description Mandatory | Default Notes
IOptional | Value
Parameter
egress- First Scp instance Port Mandatory
gateway.scp.instances.sc (If
pSets[0].httpConfigs[0].po scp.scpinte
rt grationEnab
led is set to
true.)
egress- First Scp instance Optional / Examples :
gateway.scp.instances.sc | apiPrefix. Change this XXX, Point
pSets[0].httpConfigs[0].ap | value to corresponding to be noted
iPrefix prefix if "/" is not expected here is that
to be provided along. "I" is not
Applicable only for SCP required to
with TLS enabled. be included
when
providing
some data.
egress- This will have Http Mandatory | Not
gateway.scp.instances.sc | VirtualFQDN and is (If DnsSrv | Applicable
pSets[0].httpConfigs[0].vir | applicable from Setld 1 integration
tualHost and later. is required)
egress- First SCP instance Mandatory | Not More SCP
gateway.scp.instances.sc | HTTPS IP/FQDN (I Applicable |instances
pSets[0].httpsConfigs[0].h scp.scpinte can be
ost grationEnab configured
led is set to in a similar
true.) way if
required.
egress- First SCP instance Mandatory | Not
gateway.scp.instances.sc | HTTPS Port (If Applicable
pSets[0].httpsConfigs[0].p scp.scpinte
ort grationEnab
led is set to
true.)
egress- First Scp instance Optional / Examples :
gateway.scp.instances.sc | apiPrefix. Change this XXX, Point
pSets[0].httpsConfigs[0].a | value to corresponding to be noted
piPrefix prefix if "/" is not expected here is that
to be provided along. "I" is not
Applicable only for SCP required to
with TLS enabled. be included
when
providing
some data.
egress- This will have Http Mandatory | Not
gateway.scp.instances.sc | VirtualFQDN and is (If DnsSrv | Applicable
pSets[0].httpsConfigs[0].v | applicable from Setld 1 integration
irtualHost and later. is required)
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Here is a sample configurations for SCP integration in custom-values.yaml.file:

# ---- SCP Configuration - BEAN ----

# globalretry can be enabled only when scpRerouteEnabled flag is set
to true. This is an OPTIONAL configuration. And

# it is applied only when no "retries" specified under routesConfig

globalretry
enabl ed: fal se
retries: 2

#true: Select SCP instances for https list only

#fal se: Run existing logic as per provided schene

#Change the flag's accordingly. Please note double quotes to be
encl osed for values of httpsScpOnly

httpsScpOnly: "fal se"

#true: Means change Scheme of RURI to http

#fal se: Keep schene as is

#Change the flag's accordingly. Please note double quotes to be
encl osed for values of httpRuriOnly

httpRuri Only: "fal se"

# Below is a basic route configuration for SCP. This configuration
routes all egress traffic towards SCP

# filterNanel - (fixed value)should be set to ScpFilter

# The retry section (fliterName2) is required only when there is a
need to retry the requests. Retry will be sent to secondary SCP, if no
secondary configured then retry will happen on primary.

# filterNane2. name - (fixed value) should have the val ue ScpRetry.

# filterNane2.retries - (Custom zable value) nunber of retries can be
done for a request

# filterNane2. methods - (Custonizable value) HTTP request nethods for
which retries should be done

# filterNane2.statuses - (Customizable value) HTTP status received on
response for which request should be retried

# httpsScpOnly - "true" Select SCP instances for https list only,
“fal se" Run existing logic as per provided schene.

# httpRuriOnly - "true" Means change Scheme of RURI to http, "false"
Keep schene as is.

#routesConfi g:
#- id: scp_route
uri: https://dumy. dont change
path: /[**
order: 1
httpsScpOnly: "“fal se"
httpRuri Only: "fal se"
filterNanel: ScpFilter
filterNane2:
nane: ScpRetry
retries: 1
met hods: CET, POST, PUT, DELETE, PATCH
statuses: | NTERNAL_SERVER ERROR, BAD_GATEWAY

HOoH HHHHHFH R HH

dnsSrv:
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host: 10.75.225. 67
port: 32081
scheme: http

error CodeOnDNSResol uti onFai | ure: 425

scp
# Change this to true when scp integration is required. Bel ow SCP
configurations will take effect only when this is '"true'
scpl ntegrationEnabl ed: false

# Default scheme applicabl e when 3gpp-sbi-target-apiroot header is
m ssing
scpDefaul t Schene: http

# Set this flag to true if re-routing to multiple SCP instances is
to be enabl ed

scpRerout eEnabl ed: fal se

#gl obal retry can be enabl ed only when scpRerouteEnabled flag is set
to true.

# Configure the SCP instance(s) host/IP and port.

# At |east one SCP host details (under http or https) is required
when scpl nt egrati onEnabl ed

# In this exanple scp-host-1 is primary SCP and scp-host-1 is
secondary SCP

i nstances:
scpSet s:
- setld: 0
htt pConfi gs:
- host: scp-host-1
port: 80
api Prefix: "/" # Change this value to corresponding

prefix "/" is not expected to be provided al ong
- host: scp-host-2

port: 80
api Prefix: "/"
- host: scp-host-3
port: 80
api Prefix: "/"
htt psConfi gs:
- host: scp-host-1
port: 443
api Prefix: "/"
- host: scp-host-2
port: 443
api Prefix: "/"
- host: scp-host-3
port: 443
api Prefix: "/"
- setld: 1
htt pConfi gs:
- virtual Host: xyz.test.com
api Prefix: "/"
htt psConfi gs:
- virtual Host: abc.test.com
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api Prefix: "/"
# ---- SCP Configuration - END ----

Logging Configuration

This section describes the customizatons that you should make in custom-value.yaml|
files to configure logging.

To configure logging in ingress-gateway, configure the following parameters in custom-
value.yaml file:

Table 3-24 Configurable Parameters for Logging Configuration in Ingress
Gateway

- _______________________________|
Parameter Description

ingress-gateway.log.level.root Note: Configure this parameter only when
ingress-gateway is enabled.

This parameter refers to the Log level for root
logs.

Default Value: WARN

ingress-gateway.log.level.ingress Note: Configure this parameter only when
ingress-gateway is enabled.

This parameter refers to the Log level for
ingress logs.

Default Value: WARN

ingress-gateway.log.level.oauth Note: Configure this parameter only when
ingress-gateway is enabled.

This parameter refers to the Log level for
oauth logs.

Default Value: WARN

Here is a sample configuration for logging in ingress-gateway in custom-
values.yaml.file:

i ngr ess- gat enay:

| og:
| evel :
root: WARN
ingress: WARN
oauth: WARN
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Table 3-25 Configurable Parameters for Logging Configuration in Egress
Gateway

e ______________________________|
Parameter Description

egress-gateway.log.level.root Note: Configure this parameter only when
egress-gateway is enabled.

This parameter refers to the Log level for root
logs.

Default Value: WARN

egress-gateway.log.level.egress Note: Configure this parameter only when
egress-gateway is enabled.

This parameter refers to the Log level for
ingress logs.

Default Value: WARN

egress-gateway.log.level.oauth Note: Configure this parameter only when
egress-gateway is enabled.

This parameter refers to the Log level for
oauth logs.

Default Value: WARN

Here is a sample configuration for logging in egress-gateway in custom-
values.yaml file:

egress- gat eway:

| og:
| evel :
root: WARN
egress: WARN
oaut h: WARN

XFCC Header Validation Configuration

ORACLE

This section describes the customizatons that you can make in custom-value.yaml file
to configure XFCC header.

XFCC introduces support for Binding Support Function (BSF) as a producer, to
check, if SCP which has sent the HTTP request is the same proxy consumer/client
— expected to send an HTTP2 request.

BSF can achieve this by comparing the FQDN of the SCP present in the "x-forwarded-
client-cert" (XFCC) of http2 header, with the FQDN of the SCPs configured in the CNC
BSF.

To configure XFCC header, you must configure the following parameters in custom-
value.yaml file:
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Table 3-26 Configurable Parameters for XFCC Header Validation Configuration
|

Parameter Description
ingress-gateway.xfccHeaderValida This optional parameter determines if
tion.validation.enabled incoming xfcc header needs to be validated.

Default Value: false

ingress-gateway.xfccHeaderValida Note: Configure this parameter only when
tion.validation.nfList xfccHeader validation is enabled.

This parameter lists configured network
function FQDN'’s against which the XFCC
header entries are validated.

Currently, the validation means case-
sensitive match with configured list.

ingress-gateway.xfccHeaderValida Note: Configure this parameter only when
tion.validation.matchCerts xfccHeader validation is enabled.

This parameter refers to the number of

certificates that need to be validated; starting

from the right most entry in the XFCC header.

e If the parameter is set to -1 (default
value), validation is performed against all
entries.

e If parameter is set to a positive humber,
validation is performed starting from the
right most entry in backwards direction.

ingress-gateway.xfccHeaderValida Note: Configure this parameter only when
tion.validation.matchField xfccHeader validation is enabled.

This parameter refers to the field in a
corresponding XFCC header against which
the configured scpList FQDN validation is
performed.

Default Value: DNS

Here is a sample configurations for XFCC header in custom-values.yaml. file:

xf ccHeader Val i dat i on:
val i dati on:

enabl ed: false
nf Li st :

- scp.com

- pcf.com

- af.com
matchCerts: -1
mat chFi el d: DNS

Aspen service mesh configurations

ORACLE

This section describes the customizatons that you can make in custom-values.yaml
file of Binding Support Function (BSF) to integrate Aspen service mesh with BSF.
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* Enable Aspen service mesh: To enable Aspen Service Mesh, set the value for
servi ceMeshCheck to true in custom values file:

i ngr ess- gat eway:

# Mandatory: This flag needs to set it "true" is Service Mesh
woul d be present where Policy will be del oyed

servi ceMeshCheck: true

» Disable init containers: Init containers do not work when the namespace
has aspen service mTLS enabled. To disable init containers, set the value for
i ni t Cont ai ner Enabl e to false in custom values file.

gl obal :
i ni t Cont ai ner Enabl e: fal se

*  PERMISSIVE rule: To set Permissive rule for Diameter Gateway and Ingress
Gateway Service, set the following flags to true in custom value file:

gl obal :
i stiolngressTlsSupport:
di anGat eway: fal se

gl obal :
i stiolngressTlsSupport:
i ngressCGateway: false

Additional Configurations

This section describes the additional customizations that you can make in custom-
values.yaml file of Binding Support Function (BSF).

* Annotation to support custom extension global parameters: To support
custom extension global parameters, update the following parameters in cust om
ext ensi on under gl obal section of custom values file:

gl obal :
cust onExt ensi on:
al | Resour ces:
| abel s: {}
annot ations: {}

| bSer vi ces:
| abel s: {}
annot ations: {}

| bDepl oynent s:
| abel s: {}
annot ations: {}

nonl bSer vi ces:

| abel s: {}
annot ations: {}
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nonl bDepl oynent s:
| abel s: {}
annot ations: {}

Annotation to support OSO: To deploy CNC Policy with OSO, you must add
the following annotation to the custom extension under global section of custom
values file:

gl obal :
cust onExt ensi on:
| bDepl oynent s:
annot ations:
oracle.comcnc: "true"

nonl bDepl oynent s:
annot ati ons:
oracle.comcnc: "true"

" Note:

After helm install is complete, all the nodes should have the above
mentioned notation.

Custom container name: You can customize the name of containers of a pod
with a prefix and suffix. To do so, add the prefix and suffix to the k8sResource
under global section of custom values file:

gl obal :
k8sResour ce:
cont ai ner:
prefix: ABC
suffix: XYz

Then, after installing BSF, you will see the container names as shown below:

Cont ai ners:
abcd- am servi ce-xyz:

Kubernetes service account name: You can use a custom service account for all
services by adding it to appi nf o section in the custom values file:

appi nf o:
servi ceAccount Narme: ocbsf saccount

" Note:

You can create the service account and roles before the installation as
well.
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When you uninstall a Helm chart from your Binding Support Function (BSF)

deployment, it removes only the Kubernetes objects that it created during installation.

Run any of the following commands to uninstall BSF:

For Helm2:

hel m del ete --purge <rel ease_nane>

where release_name is the release name used by helm command.

For Helm3:

hel n8 del ete <rel ease_nane> -n <rel ease_namespace>

where release_name is the release name used by helm command.

For example, to uninstall a release named "ocbsf",enter this command:

hel m del ete --purge ochsf

Cleaning Up Database

To clean up database, enter this command:

DROP DATABASE | F EXI STS dat abase_nane;

where database _name is the database created for this release.

For example:

DROP DATABASE | F EXI STS 'bsf release 1 5';
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Troubleshooting Binding Support Function

This section provides information to troubleshoot the common errors that may occur
during the installation and upgrade of Binding Support Function.

If hel minstall command Fails

This section covers the reasons and troubleshooting procedures if the hel m i nst al |
command fails.

Reasons for hel minstal | failure:

* Chart syntax issue [This issue could be shown in the few seconds]
Please resolve the chart specific things and rerun the hel m i nstal | command,
because in this case, no hooks should have begun.

e Most possible reason [TIMEOUT]
If any job is stuck in a pending/error state and not able to execute, it will result in
the timeout after 5 minutes as default timeout for helm command is "5 minutes". In
this case, follow the below steps to troubleshoot.

e helminstall command failed in case of duplicated chart

helminstall /hone/cloud-user/bsf 1.5.0/sprint3.1/ocbsf-1.5.0-
sprint.3.1.tgz --nanme ochsf2 --namespace ochsf2 -f cust-ashish. yanl
Error: release ochsf2 failed: configmaps "perfinfo-config-ochsf2"
al ready exists

Here, configmap 'perfinfo-config-ochsf2' exists multiple times, while creating
Kubernetes objects after pre-upgrade hooks, this will be failed. In this case also
follow the below given troubleshooting steps.

Troubleshooting steps:

1. Run the following command to cleanup the databases created by the hel m
install command :

DROP DATABASE | F EXI STS “ocpmconfig _server 1 5°;
DROP DATABASE | F EXI STS “ocpmbsf 1 57;
DROP DATABASE | F EXI STS “bsf release 1 5°;

2. Run the following command to get kubernetes objects:

kubect| get all -n <rel ease_nanmespace>

This gives a detailed overview of which objects are stuck or in a failed state.
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Run the following command to delete all kubernetes objects:

kubect| delete all --all -n <rel ease_nanmespace>
kubect| delete cm--all -n <rel ease_nanespace>

Execute the below command :

helmls --all

If this is in a failed state, please purge the namespace using the command

hel m del ete --purge <rel ease_nanmespace>

# Note:

If the execution of this command is taking more time, run the below
command parallelly in another session to clear all the delete jobs.

while true; do kubectl delete jobs --all -n
<rel ease_namespace>; sl eep 5;done

Monitor the below command:

hel m del ete --purge <rel ease_nanespace>

Once that is succeeded, press "ctrl+c" to stop the above script.

5. After the database cleanup, run the hel minstal | command.
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Cloud Native Binding Support deployment package includes ready-to-use docker
images and Helm charts to help you orchestrate containers in Kubernetes.

You can use the Docker images and Helm chart to help you deploy and manage Pods
of BSF product services in Kubernetes. Communication between Pods of services of

BSF products are preconfigured in the Helm charts.

The following table lists the docker images for BSF:

Table A-1 Docker Images for BSF

Service Name

Docker Image Name

BSF Service

oc-bsf-management

Diameter Gateway

oc-diam-gateway

Helm Test

oc-helm-test

Diameter Connector

oc-diam-connector

Query Service

oc-query

NRF Client Service

nrf-client

CM Service

oc-config-mgmt

Config Server Service

oc-config-server

Readiness Check

oc-readiness-detector

Performance Monitoring Service

oc-perf-info

Application info service

app_info

Ingress Gateway

ocingress_gateway

Egress Gateway

ocegress_gateway

Ingress/Egress Gateway update configuration

configurationupdate

Ingress/Egress Gateway init configuration

configurationinit
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Service Type

Description

ClusterlP

Exposes the service on a cluster-internal IP. Specifying this value
makes the service only reachable from within the cluster. This is
the default ServiceType.

NodePort

Exposes the service on each worker node's IP (public IP address)
at a static port (the NodePort). A ClusterlP service, to which the
NodePort service will route, is automatically created. You'll be
able to contact the NodePort service, from outside the cluster, by
requesting NodelP:NodePort .

Most BSF service use NodePort to deploy in this release.

LoadBalancer

Exposes the service externally using a cloud provider's load
balancer. NodePort and ClusterlP services, to which the external
load balancer will route, are automatically created.

For CM Service, API gateway, Diameter Gateway service, it's
recommended to use LoadBalancer type. Given that the CNE
already integrated with a load balancer (METALLB, for OCCNE
deployed on baremetal).
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Integrating Aspen with Binding Support

Function

Perform the following steps to integrate Aspen service mesh with Binding Support
Function (BSF):

1.

ORACLE

To create a privileged pod security policy for BSF namespace bsfaspen, create a
YAML file (bsf. priv.yam ) using the following sample code:

# pernmit access to all service accounts in the namespace
api Versi on: rbac. aut hori zation. k8s.io/ vl
ki nd: Rol eBi ndi ng
met adat a:
name: "psp: bsfaspen: cs-restricted"
nanespace: "bsf aspen”
rol eRef:
kind: O usterRol e
api Group: rbac. aut hori zation. k8s.io
name: "psp: privil eged"
subj ects:- kind: Group
api Group: rbac. aut hori zation. k8s.io
name: "syst em servi ceaccount s"

Add the destination-rule for mysql and prometheus services to let bsfaspen
namespace be enabled with ISTIO-Injection. To do so, create a YAML file
(aspendestinationrul e. yam ) using the following sample code:

api Version: networking.istio.io/vlal pha3
kind: DestinationRule
met adat a:
name: mysql - mysql
namespace: bsfaspen
spec:
host: "nysql.nysql.nysql aspen. svc. cluster.|ocal "
trafficPolicy:
tls:
mode: Dl SABLE

api Version: networking.istio.io/vlal pha3
kind: DestinationRule
met adat a:
nane: pronetheus
namespace: pcfaspen
spec:
host: "prometheus-server.infra.svc.cluster.local"
trafficPolicy:
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tls:
node: DI SABLE

Apply the configuration in aspendesti nati onrul e. yan file by entering following
command:

kubect! apply -f aspendestinationrul e.yan

# Note:

You may ignore these destination roles if you are deploying Aspen
without mTLS.

Then, run the following command in every MySQL node:

nysqgladmin -h 127.0.0.1 -u "username" -p "password" flush-hosts

Create namespace bsf aspen by running the following command:

kubect!| create ns bsfaspen
kubect!| |abel --overwite namespace bsfaspen istio-injection=enabled

Create secret for privileged and application database user by running the following
commands:

kubect| create -f priv-secret.yam -n bsfaspen;
kubect| create -f secret.yam -n bsfaspen;

Create privileged pod security policy for namespace created in step 3.

kubect| create -f bsf.priv.yaml -n bsfaspen;

Set the i ni t Cont ai ner Enabl e flag to false in the custom value file of occnp.

gl obal ;
i ni t Cont ai ner Enabl e: fal se

See Customizing Binding Support Function for detailed instructions on how to
customize the custom value file of BSF.

" Note:

Skip this step in case you are using CNC Console to access cm-service.
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Add policy to make cm-service enable the traffic for both encrypted as well as
clear-text. To do so, create a YAML file (aspenpol i cy. yanl ) using the following
sample code:

api Version: "authentication.istio.iolvlalphal"
ki nd: Policy
net adat a:
name: cnservice
nanespace: bsf-namespace
spec:
targets:
- name: cmservice-|oad-bal ancer-service-nane
peers:
- ntls:
mode: PERM SSI VE

Apply the configuration in aspenpol i cy. yan file by entering following command:
kubect! apply -f aspenpolicy.yan

8. Then, perform the steps listed under Installation Procedure to install Binding
Support Function (BSF).

Verify Aspen service mesh

After successfully installing Aspen mesh, make sure to verify:

* All pods contain sidecar proxy container by running the following command:

kubect| describe pod <pod-name> -n <nanespace>

" Note:

Perform this step for all pods.

e Internal traffic flowing between BSF services under the BSF namespace.

< Note:

To perform this step, you must sign in to Aspen user interface.

Disabling Aspen service mesh

To disable Aspen service mesh, perform the following steps:

1. Runkubect!| |abel command by removing last enabled value and keeping empty
label for BSF namespace:

kubect!| |abel --overwite namespace <bsf-nanespace> istio-injection=
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2. Restart all BSF pods. The new pods will contain only service containers.

kubect!| delete pods --all <bsf-nanespace>
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