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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the
US), or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections in
the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
» For Technical issues such as creating a new Service Request (SR), select 1.

* For Non-technical issues such as registration or assistance with My Oracle
Support, select 2.

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New in This Guide

This section introduces the documentation updates for Release 1.10.x in Oracle
Communications Cloud Native Network Repository Function (NRF) User's Guide.

New and Updated Features in Release 1.10.0

e Added new attributes to NF Discovery Options to enable discover validity period
per NFType and updated NF Discovery Options CNC Console section for
discovery validity period configuration.

* Added Rest based OCNRF state data retrieval feature section.

e Added new attributes related to Key ID in NF Access Token Options section.
e Added useQAut hToken attribute in SLF Options section.

*  New metrics dimensions and metrics are added in OCNRF Metrics section.

*  OCNRF supports for NFSetld parameter of 3GPP 29510 Release 16.3.0 in the
following service operations:

— NfRegister

— NfUpdate

— NfSubscription
— NfDiscover

— NfAccessToken

*  Support for SCP Registering with NRF as 3GPP 29510 Release 16.3.0 NFType:
OCNRF now allows SCP to register as a 3gpp defined NF Type. It also allows
Consumer NFs to subscribe, discover and request Access Token for SCP as 3gpp
defined NF Type.
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Introduction

This document provides information about the role of Oracle Communications Network
Repository Function (OCNRF) in 5G Service Based Architecture and how to configure
and use OCNRF.

OCNREF is a key component of the 5G Service Based Architecture. OCNRF maintains
an updated repository of all the Network Functions (NFs) available in the operator's
network along with the services provided by each of the NFs in the 5G core that

are expected to be instantiated, scaled and terminated with minimal to no manual
intervention. In addition to serving as a repository of the services, OCNRF also
supports discovery mechanisms that allows NFs to discover each other and get
updated status of the desired NFs.

OCNREF supports the following functions:

* Maintains the profiles of the available NF instances and their supported services in
the 5G core network.

* Allows consumer NF instances to discover other providers NF instances in the 5G
core network.

* Allows NF instances to track the status of other NF instances.

* Provides Oauth2 based Access Token service for consumer NF authorization.
»  Provides specific NF Type selection based on subscriber identity.

»  Supports forwarding of messages from one NRF to another NRF.

e Supports geo-redundancy to ensure service availability.

The OCNREF interacts with every other NF in the 5G core network and it supports the
above functions through the following services:

e Management Services
e Discovery Services

» AccessToken Service

Acronyms

The following table provides information about the acronyms and the terminology used
in the document.

Table 1-1 Acronyms
|

Term Definition

3GPP 3rd Generation Partnership Project
5G-AN 5G Access Network

5GC 5G Core Network
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Table 1-1 (Cont.) Acronyms

Chapter 1
Acronyms

Term Definition

5G System 3GPP system consisting of 5G Access Network (AN),
5G Core Network and UE

AMF Access and Mobility Management Function

API Gateway Application that sits in front of an application
programming interface (API) and acts as a single point
of entry for a defined group of micro services.

CNE Cloud Native Environment

Dimension Dimension is a tag of Metric.
For Example, "ocnrf_nfRegister_rx_requests_total
{{ OriginatorNfType }} {{NrfLevel }} {{Nflnstanceld }}"
In the example above, OriginatorNfType, NrfLevel, and
Nflnstanceld are dimensions.

DNS Domain Name System

FQDN Fully Qualified Domain Name

KBs Kubernetes

KPI Key Performance Indicator

MMI Machine Machine Interface

MPS Messages Per Second

NDB Network Database

NF Network Function

Network Function

A functional building block within a network
infrastructure, which has well defined external interfaces
and well defined functional behavior. In practical terms,
a network function is often a network node or physical
appliance.

Network Slice

A logical network that provides specific network
capabilities and network characteristics.

Network Slice instance

A set of Network Function instances and the

required resources (For Example, compute, storage and
networking resources) which form a deployed Network
Slice.

NF Consumer

A generic way to refer to an NF which consumes
services provided by another NF. For Example: An
AMF is referred to as a Consumer when it consumes
AMPolicy services provided by the PCF.

NF Instance

A specific instance of a network function type.

NF Producer or NF Provider

A generic way to refer to an NF which provides services
that can be consumed by another NF. For Example: A
PCF is a provider NF and provides AMPolicy Services

NRF Network Repository Function or Network Function
Repository Function

PCF Policy Control Function

PLMN Public Land Mobile Network

Resiliency The ability of the NFV framework to limit disruption and

return to normal or at a minimum acceptable service
delivery level in the fame of a fault, failure, or an event
that disrupts normal operation.
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Chapter 1
OCNRF References

Term

Definition

Scaling

Ability to dynamically extend/reduce resources granted
to the Virtual Network Function (VNF) as needed. This
includes scaling out/in or scaling up/down.

Scaling Out/In/ Horizontally

The ability to scale by add/remove resource instances
(For Example, VMs). Also called scaling Horizontally.

Scaling Up/Down/ Vertically

The ability to scale by changing allocated resources, for
example increase/decrease memory, CPU capacity or
storage size.

SCP Service Communication Proxy
SEPP Security Edge Protection Proxy
SLF Subscriber Location Function
SMF Session Management Function
URI Uniform Resource Identifier

OCNRF References

e Cloud Native Environment 1.6 Installation Guide

ORACLE

*  OCNREF Installation and Upgrade Guide

e CNC Console User's Guide

e ATS User Manual
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OCNRF Supported Services
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This section includes information about the services supported by OCNRF.

OCNRF supports the following services:

OCNRF Management Services

The OCNRF Management service is identified by the service operation name
Nnrf _NFManagenent .

OCNRF supports the following management services:

# Note:

The respective service operation name is mentioned next to each service.

Register NF instance (NFRegi st er): Allows the NF instance to register its NF
profile in the OCNRF along with the list of services provided by the NF instance.

Update NF instance (NFUpdat €): Enables the NF instance to partially update or
replace the parameters of its NF profile in the OCNRF. It also allows to add or
delete services provided by the NF instance.

This operation supports the following:

— Complete replacement of NF profile
— Add, remove, or update attributes of NF Profile
— Heart beat and load information of NF

De-register NF instance (NFDer egi st er ): Enables the NF instance to de-register
its NF profile and the services provided by the NF instance from the 5G network.

Subscribe to Status (NFSt at usSubscri be): Enables the NF instance to subscribe
the status changes of other NF instances registered in the OCNRF.

Unsubscribe to Status (NFSt at usUnsubscri be): Enables the NF instance to
unsubscribe the status changes of other NF instances.

Notifications of Status (NFSt at usNot i f y): Sends status notifications to
subscribed NFs.

Retrieval of NF list (NFLi st Retri eval ): Allows the retrieval of a list of NF
Instances that are currently registered in OCNRF. This service operation is not
allowed to be invoked from the OCNRF in a different PLMN.

Retrieval of a NF Profiles (NFProfi | eRetri eval ): Allows the retrieval of the
NF profile of a given NF instance currently registered in OCNRF. This service
operation is not allowed to be invoked from the OCNRF in a different PLMN.
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Chapter 2

OCNREF Discovery Service

The OCNRF Discovery service is identified by the service operation name
Nnrf NFDi scovery Servi ce.

OCNRF supports the following discovery service:

» Discover NF instance (NFDi scover): OCNRF supports discovery of OCNRF
Profile of the NF instances, or NF Services that match certain input criteria.

OCNREF Access Token Service

The OCNRF Access Token service handles 3GPP defined AccessToken service
operations. Oauth2.0 based token is provided by OCNRF according to inputs provided
by consumer network function in access token request.

OCNRF supports the following access token service:

» Access Token (Nnrf_AccessToken): OCNRF supports issuing OAuth2 token to
consumer NFs for accessing specific Producer Services.
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OCNRF Architecture

OCNRF comprises of various microservices deployed in Kubernetes based Cloud
Native Environment (CNE, example: OCCNE). Some common services like logs or
metrics data collection, analysis and graphs or charts visualization, and so on are
provided by the environment. The microservices integrate with the environment and
provide the necessary data.

Following are the components of OCNRF product:

* NF Registration Microservice
This microservice receives and handles the following service operations:

— NFRegister service requests from the NFs

— NFUpdate service requests from the NFs

— NFDeregister service requests from the NFs

— NFListRetrieval service requests from the NFs

— NFProfileRetrieval service requests from the NFs
— Heart-beat messages from the NFs

*  NF Subscription Microservice
This microservice performs the following service operations:

— receives and handles NFStatusSubscribe service requests from the NFs
— receives and handles NFStatusUnsubscribe service requests from the NFs
— sends NFStatusNotify service requests towards the subscribed NFs

* NF Discover Microservice
This microservice receives and handles the following service operations:

— NFDiscover service requests from the NFs

* NF AccessToken Microservice
This microservice handles 3GPP defined AccessToken service operations.
Oauth2.0 based token is provided by OCNRF according to inputs provided by
consumer network function in access token request.

*  OCNRF Auditor Microservice
This microservice is internal to OCNRF. This microservice performs the following
tasks:

— finds and deletes the expired subscription records

— finds and deletes the profile records which have been SUSPENDED for a very
long time

— monitors the heart-beat expiry, mark the NF profiles as suspended and act
appropriately on the suspended NF profiles

* OCNRF Configuration Microservice
This microservice is used to configure OCNRF. These configuration can be
changed dynamically by a operator/user using REST based interface. This
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configuration data is managed by the OCNRF configuration service and is stored
in a separate data store.

OCNREF Ingress Gateway Microservice
This microservice is entry point for accessing OCNRF supported service
operations.

OCNRF Egress Gateway Microservice
This microservice is responsible to route OCNRF initiated egress messages to
other NFs.

App Info Microservice

This microservice is responsible to get the status of microservices related to
NFManagement Service operations (that is NF Registration microservice, NF
Subscription microservice, NRF Auditor microservice).

NF Registration, NF Subscription, NRF Auditor microservices uses this
microservice to get the status of other two microservices. In case any of service is
found as down, status asking microservice will reject the incoming messages. This
microservice is also responsible to fetch DB replication status whether it is active
or not-active.

3-2



OCNRF Features

This section explains the OCNRF features.

Subscriber Location Function

OCNRF supports Subscriber Location Function (SLF) feature which identifies specific
NF Producer selection based on Subscriber Identity (like SUPI and GPSI) as
explained below:

ORACLE

Checks if SLF lookup needs to be performed before processing the discovery
request

— If Groupld is already present in the Discovery Query, even if SLF feature is
ENABLED. OCNRF will use the received Group Id and will not perform SLF
lookup.

— Supported NF Types for which SLF lookup will be performed can be
configured using "supportedNfTypeList" attributes in SLF Options. OCNRF
supports the below NF Type(s) for performing SLF lookup:

*  UDM
* UDR
*  AUSF

Finds the NF Group Id by sending SLF query (that is, Nudr_GrouplDmap service
operation) with the received Subscriber Identity (like SUPI and GPSI).

Generates NFDiscover service response using the NF Group Id received in SLF
response and other parameters.

— The received Subscriber Identifier will not be used during NF Producer
selection.

Key points:

SLF function on UDR network function will be configured with details of
subscribers mapped to group identifiers. Producer network functions will be
deployed in network belonging to group identifiers

Producer network functions will not publish the range of subscriber identities in
their network profile while registering with OCNRF

While discovering the producer network functions, consumer Network functions
will send discover query parameters including the subscriber identities like SUPI,
GPSI. Note mandatory attributes of NFDiscover service operation will be in
discovery query as per 3GPP specification 29.510 v 15.5.0. Consumer may
provide additional query parameters provided in 3GPP specification 29.510 v
15.5.0

OCNRF will need to send query to UDR with subscriber identity received in NF
Discover service operation

UDR will provide group id mapped to subscriber identity
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Chapter 4
OCNRF Forwarding

*  OCNREF will do discovery of network function using the group id provided by
UDR/SLF and send response back to consumer network function with discovered
producer network function profiles

Refer to SLF Options for more information on REST APIs.

For metrics, alerts and KPlIs, refer to NRF-SLF Metrics , OCNRF Alerts and OCNRF
KPls sections respectively.

See SLF Options to know how to configure SLF using CNC Console.

OCNRF Forwarding

OCNRF Forwarding feature forwards the service operation messages if OCNRF is not
able to fulfill the required service operation.

< Note:

Service operations with specific cases or scenarios are eligible for
forwarding.

A consumer NF instance can perform the following:

e Subscribe to changes of NF instances registered in an NRF to which it is not
directly interacting. The NF subscription message is forwarded by an intermediate
NRF to another NRF.

e Retrieve the NF profile of the NF instances registered in an NRF to which it
is not directly interacting. The NF profile retrieval message is forwarded by an
intermediate NRF to another NRF.

« Discover the NF profile of the NF instances registered in an NRF to which it is
not directly interacting. The NF discover message is forwarded by an intermediate
NRF to another NRF.

e Request OAuth 2.0 access token for the NF instances registered in an NRF to
which it is not directly interacting. The OAuth 2.0 access token service request is
forwarded by an intermediate NRF to NRF (which may issue the token).

Refer to NRF-NRF Forwarding Options for more information on REST APls.

For metrics, alerts and KPIs, refer to NRF Forwarding Metrics, OCNRF Alerts and
OCNRF KPIs sections respectively.

See Forwarding Options to know how to configure OCNRF forwarding feature using
CNC Console.

OCNRF Geo-Redundancy

ORACLE

OCNRF supports two site Geo-Redundancy to ensure service availability when one
OCNREF site is down. When OCNRF is deployed as Geo-Redundant NRF, both the
OCNRFs works in Active state. The NFs in a given site needs to configure one of the
Geo-Redundant OCNRF as the primary NRF and the other one as secondary NRF. If
the primary OCNRF is available, the NFs shall send service requests to the primary
OCNRF. In case the primary OCNRF is down, the NF shall redirect its traffic to the
secondary OCNREF till the primary OCNRF is unavailable.
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Chapter 4
NF Heartbeat enhancement

The OCNRF's State data gets replicated between the Geo-Redundant sites by using
DB tier's replication service.

With OCNRF Geo-Redundant feature, availability of OCNRF's services will work as
below:

* Unavailability of any one of NFRegistration, NFSubscription, and NrfAuditor micro-
services will result in unavailability of NFManagement service operations at
OCNRF.

* NFDiscovery and NFAccessToken services of OCNRF will continue to work as
independent service operation.

Following are the requirements for geo-redundancy:

» Both geo-redundant sites must have helm and rest based configuration (except
NRF Instanced Id, OCNRF host and port).

e Geo-Redundant sites must be time synchronized.
*  Geo-Redundant OCNREF sites must be reachable from NFs on both sites.

* NFs needs to configure Geo-Redundant OCNRF details as Primary and
Secondary NRFs.

*  NFs must not communicate to both Geo-Redundant OCNRF sites at same time.
Refer to Geo Redundancy Options for more information on REST APIs.

For metrics, alerts and KPIs, refer to GeoRedundancy metrics , OCNRF Alerts and
OCNRF KPlIs sections respectively.

See Geo Redundancy Options to know how to configure OCNRF geo-redundancy
feature using CNC Console.

NF Heartbeat enhancement

ORACLE

This feature allows the operator to configure minimum, maximum, default heartbeat
Timers and the maximum number of consecutive heartbeats the NF is allowed to miss.
Further, these values can customized per NF type.

According to 3GPP 29.510, every NF registered with the NRF keeps its operative
status alive by sending NF heartbeat requests periodically. The NF can optionally send
the heartbeatTimer value when it registers its NFProfile or when it wants to update its
registered NFProfile.

OCNRF may modify the value of the heartbeatTimer based on its configuration and
return the new value to the NF on successful registration. The NF will thereafter use
the heartbeatTimer as received in the registration response as its heartbeat interval.

In case the configuration changes at the OCNRF for the heartbeatTimer, the changed
value must be communicated to the NF in the response of the next periodic NF
Heart-Beat request or when it next sends a NFUpdate request to the OCNRF.

OCNRF monitors the operative status of all the NFs registered with it, and when it
detects that an NF has missed updating its NFProfile or sending a heartbeat for the
heartbeat interval, NRF must mark the NFProfile as SUSPENDED. The NFProfile and
its services may not longer be discoverable by the other NFs through the NfDiscovery
Service. Further, the NRF will notify the subscribed NFs of the change of status of the
NFProfile.
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Chapter 4
OCNRF NF Authentication using TLS certificate

OCNRF NF Authentication using TLS certificate

HTTPS support is a minimum requirement for 5G NFs as defined in 3GPP TS

33.501. This feature enables extending identity validation from Transport layer to the
Application layer and also provides a mechanism to validate the NF FQDN presence in
TLS certificate as added by the Service Mesh against the NF Profile FQDN present in
the request.

This feature is used by OCNRF to authenticate the Network Function before accessing
the OCNRF services. In case, authentication fails, service operation request will be
rejected. In this feature, some attributes from TLS certificate is challenged against
defined attributes.

OCNRF provides configurations to enable/disable the feature dynamically. To
enable the feature on Ingress API-GW in OCNRF deployment. Refer to

xf ccHeader Val i dat i on attribute in User Configurable Section of OCNRF Installation
Guide for more details.

Refer to NF Authentication Options for more information on REST APlIs.

For metrics, alerts and KPlIs, refer to NF Authentication Metrics, OCNRF Alerts and
OCNRF KPIs sections respectively.

See NF Authentication Options to know how to configure OCNRF authentication
feature using CNC Console.

Access Token Request Authorization

ORACLE

NRF follows and supports the 3GPP 29.510 based verification for Access Token
Authorization requests for specific NF-Producer based on the allowed NF Type, PLMN
present in the NFProfiles. Extension to this requirement is to include screening for
Access Token requests based on NF Type.

NRF plays major role as an OAuth2.0 Authorization server in 5G Service based
architecture. When a NF service Consumer needs to access the services of a NF
producer of a particular NFType and NFInstanceld, it obtains an OAuth2 access token
from the NRF. NRF performs the required authorization, and if successful, will issue
the token with the requested claims. Using this feature, OCNRF provides an option to
the user to tailor the authorization of the Producer-Consumer NF Types along with the
Producer NF's services.

User can configure mapping of the Requester NF Type, Target NF Type, and the
allowed services of the Target NF. Access Token request received based on the
configuration and is furthered processes the request only if the authorization is
successful. Allowed Services can be configured as single wild card ** which denotes
all the TargetNfs services are allowed for the consumer NF. User can also configure
the HTTP status code and error description that will be used in the Error Response
sent by the OCNRF when an Access Token request is rejected.

Access Token configurable attribute "l ogi cal Oper at or For Scope” is used while
authorizing the services in the Access Token Request's scope against the allowed
services in the configuration. If the | ogi cal Oper at or For Scope is set to "OR", at-least
one of the services in the scope will be present in the allowed services. If it is set to
"AND", all the services in the scope will be present in the allowed services.
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Service mesh for intra-NF communication

Refer to NF Access Token Options for more information on REST APIs.

For metrics, alerts and KPlIs, refer to NF AccessToken Authorization Metrics, OCNRF
Alerts and OCNRF KPIs sections respectively.

See NF Access Token Options to know how to configure OCNRF AccessToken feature
using CNC Console.

Service mesh for intra-NF communication

Oracle NRF leverages the Istio or Envoy service mesh (Aspen Service Mesh) for all
internal and external communication. The service mesh integration provides inter-NF
communication and allows API gateway co-working with service mesh. The service
mesh integration supports the services by deploying a special sidecar proxy in the
environment to intercept all network communication between microservices. Refer to
OCNRF Installation guide for more details on configuring ASM.

NF Screening

ORACLE

NF Screening supports the functionality to screen the service requests received from
5G Network Functions (NFs) before allowing access to OCNRF services.

In this feature, OCNRF screens the incoming service operations from NFs on the basis
of some attributes against set of rules configured at OCNRF. OCNRF processes the
required services only if screening is successful.

This feature provides extra security by restricting the NF that can use the service

of OCNRF. Operator can decide which NF with required attributes can access the
services provided by OCNRF. To implement this, operator can configure various
screening lists in which attributes can be configured to tell which attribute is allowed or
not.

# Note:

By default, NF Screening feature is globally disabled. This feature
can be enabled by setting the nfScreeningRulesListStatus attribute as
"ENABLED" using REST based Interface.

The screening can be in the form of Whitelist or Blacklist.

* When a screening list is configured to operate as a whitelist, the request is allowed
to access the service only if the corresponding attribute value is present in the
whitelist.

* When a screening list is configured to operate as a blacklist, the request is allowed
to access the service only if the corresponding attribute value is not present in the
blacklist.

Screening Lists can have rules for global and per NF type:

* The global level screening lists allows operators to configure screening that is
common to all NFs.

* Per NF Type level rules provides additional flexibility/granularity for screening that
can be controlled on a per NF type basis.
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Rest based OCNREF state data retrieval feature

< Note:

e The rules can be configured at both Global level and Per NF Type level.

*  "NF type list allowed to Register" is available at Global level only.

Refer to NF Screening Configuration for more information on REST APIs.

For metrics, alerts and KPIs, refer to NF Screening Metrics, OCNRF Alerts and
OCNRF KPIs sections respectively.

See NF Screening Options to know how to configure OCNRF AccessToken feature
using CNC Console.

Rest based OCNRF state data retrieval feature

Rest based OCNREF state data retrieval feature provide options for Non-Signaling APIs
to access OCNRF state data. It helps operator/user to access the OCNRF state data
to understand and debug in the event of failures.

This feature provides various queries which can help to get data as per the need.
Different query attributes helps to achieve the required data.

Refer to OCNRF state data retrieval REST APIs for more information on REST APIs.

KeyID for Access Token

ORACLE

Key-ID feature is about to add "kid" header in Access Token Response generated by
OCNREF. As per RFC 7515 section 4.1.4, the use of Key-ID (KID) is to hint indicate
which key was used to secure JWS.

Each OCNRF and NF producer(s) will have multiple keys with algorithm indexed

with "kid" configured. OCNRF Rest based configuration provides options to configure
different key-ids and corresponding OCNRF private keys and public certificates along
with corresponding oauth signing algorithms. One of the configured key-ids, can be
set as current key-id.While generating the oauth access token, OCNRF uses the keys,
algorithm and certificates corresponding to current key-id.

OCNREF configuration provides "addkeylDInAccessToken" attribute which tells to add
key-id as header in Access Token Response or not. If value is true, then currentKeylD
value will be added in "kid" header in AccessToken Response. If value is false, then
"kid" header will not be added in AccessToken Response.

Refer to NF Access Token Options for more information on REST API configuration.

Refer to OCNRF configuration status REST APIs for more information on how to
check AccessToken Signing Key Status.

Refer to OCNRF Alerts and OCNRF KPlIs sections for more information on alerts and
KPls.
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Automated Test Suite Support

Automated Test Suite Support

ORACLE

OCNRF provides Automated Test Suite for validating the functionalities. ATS allows
you to execute OCNRF test cases using an automated testing tool and then,
compares the actual results with the expected or predicted results. In this process,
there is no intervention from the user. Refer to ATS User Manual for more information.
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Configuring OCNRF

OCNREF can be configured using HELM and REST configuration. Some configuration
are performed during installation using HELM and few are modified using REST. For
HELM configuration refer to OCNRF Cloud Native Installation and Upgrade Guide.
The REST configurations can also be performed using Cloud Native Core (CNC)
Console. Refer to Configuring OCNRF using CNC Console for more details.

Mandatory Configurations

Following are the mandatory parameter, which must be configured before using
OCNRF:

* nrfPImnList: PLMN(s) served by OCNRF. This must be configured before using
any OCNRF Services.

» ocnrfHost: OCNRF Host's FQDN.
e ocnrfPort: OCNRF Host's Port.

Subscriber Location Function Configuration

ORACLE

SLF Host Configuration attribute (s| f Host Confi g) allows the user to configure the
details of SLF/UDR Network Functions.

The sl f Host Conf i g configuration consists of attributes like apiVersion, scheme,
FQDN, port, priority, etc. OCNRF allows to configure more than two host details.
However the host with highest priority is considered as Primary Host. The host with
second highest priority is considered as Secondary Host.

< Note:

e Refer 29.510, release 15.5 for definition and allowed range for
sl f Host Conf i g attributes (apiVersion, scheme, FQDN, port, priority, etc).

e Apart from priority attribute, no other attributes plays any role in Primary/
Secondary host selection.

e Apart from Primary/Secondary host, other configured hosts (if any) are
not used during any message processing.

* When more than one host is configured with highest priority, then two of
them will be picked as Primary/Secondary host randomly.

In Subscriber Location Function (SLF) feature, SLF request is first sent to Primary
SLF. In case of error from Primary SLF, request is sent to Secondary SLF based on
below configuration:
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rerouteOnResponseHttpStatusCodes: This configuration is used to determine if
the SLF request message can be sent to Secondary SLF or not. After getting
response from primary SLF, if response status code from primary SLF matches
with this configuration, then OCNRF reroutes the request to the secondary SLF.
Refer sl f Host Conf i g attribute for Primary and Secondary SLF details.

maximumHopCount: This configuration is used to determine Maximum number
of hops (SLF/NRF) that OCNRF can forward a given service request. This
configuration more useful during NRF Forwarding and SLF feature interaction.

NRF Forwarding

NRF Host Configuration attribute (nr f Host Conf i g) allows the user to configure the
details of another NRF to which forwarding will happen.

" Note:

For NRF-NRF forwarding feature to work, nr f Host Conf i g attribute must be
configured in both NRFs with each other values.

For example: OCNRF1 is forwarding requests towards OCNRF2, then

nr f Host Conf i g configuration attribute of OCNRF1 shall have OCNRF2
details and similarly nr f Host Conf i g configuration attribute of OCNRF2
shall have OCNRF1 details. These configurations are used while handling
different service operations of OCNRF.

The nr f Host Conf i g configuration consists of attributes like apiVersion, scheme,
FQDN, port, priority, etc. OCNRF allows to configure more than two host details.
However the host with highest priority is considered as Primary Host. The host with
second highest priority is considered as Secondary Host.

# Note:

e Refer 29.510, release 15.5 for definition and allowed range for
NfHostConfig attributes (apiVersion, scheme, FQDN, port, priority, etc).

e Apart from priority attribute, no other attributes plays any role in Primary/
Secondary host selection.

e Apart from Primary/Secondary host, other configured hosts (if any) are
not used during any message processing.

*  When more than one host is configured with highest priority, then two of
them will be picked as Primary/Secondary host randomly.

In NRF forwarding feature, request is first forwarded to Primary NRF. In case of error,
request is forwarded to Secondary NRF based on below configuration:

1.

ORACLE

nrfRerouteOnResponseHttpStatusCodes: This configuration is used to determine
if the service operation message can be forwarded to Secondary NRF or not.
After getting response from primary NRF, if response status code from primary
NRF matches with this configuration, then OCNRF reroutes the request to the
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secondary NRF. Refer nr f Host Conf i g attribute for Primary and Secondary NRF
details.

2. maximumHopCount: This configuration is used to determine Maximum number
of hops (SLF/NRF) that OCNRF can forward a given service request. This
configuration more useful during NRF Forwarding and SLF feature interaction.

Configuring Access Token Request Authorization

Configuration for OCNRF Access Token Request Authorization

With nf AccessTokenOpt i ons API, aut hFeat ur eConf i g attribute provides the support
required to use OCNRF Access Token Request Authorization Feature. Refer to
OCNRF Configuration REST APIs for more details.

Sample configuration to use the feature

{
"oaut hTokenExpi ryTi ne": "1h",

"aut hori zeRequester Nf": "ENABLED",

"| ogi cal Oper at or For Scope": "AND',

"audi enceType": "NF_I NSTANCE | D',

"aut hFeat ureConfig": {
“featureStatus": "Dl SABLED',
"aut hRul esConfig": [

{
“target Nf Type": " PCF",
"request er Nf Type": " AMF",
"servi ceNames": |
"npcf-am policy-control",
"npcf - event exposur e"
]
1
{
"target Nf Type": " UDM',
"request er Nf Type": " AVF",
"servi ceNames": |
]
}

1,

“errorResponses": [{
"errorCondition": "RequesterN _Unauthorized",
"responseCode": 400,
"errorResponse": "The Consuner Nf Type is not authorized to

receive access token for the requested Nftype.",

"retryAfter": "5nl',
"redirectUl": ""

H

1

okenSi gni ngDet ai | s": {
"currentKeyl D': "al4ef8elbc5c",
"addkeyl DI nAccessToken": true,
"defaul t K8SecretDetail s": {
"k8Secret Nane": "ocnrf",
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"k8Secr et NameSpace": "ocnrf"

3,
"keyDetailsList": [
{
"keyl D': "aldef8elbchc",
"al gorithn: "ES256",
"privateKey": {
"k8Secret Nane": "ocnrf",
"k8Secr et NameSpace": "ocnrf",
"fileNane": "ec_private_key pkcs8. pent
3,
"certificate": {
"k8Secret Nane": "ocnrf",
"k8Secr et NameSpace": "ocnrf",
"fileNane": "ecdsa_ocnrfapi gat ewayTest CA. cer"
}
}
]
b
"errorResponses": |
{
"errorCondition": "lnvalid _Key Details",

"responseCode": 500,

"errorResponse": "Configured Key ID details are invalid and
cannot be used",

"retryAfter": "5nf,

"redirectUl™: ""

3

{
"errorCondition": "Current_Key |Id_Not_ Configured",
"responseCode": 500,
"errorResponse": "Current Key IDis not configured",
"retryAfter": "5nf,
"redirectUl™: ""

}

Configuring NF Authentication using TLS certificate

This feature is used by OCNRF to authenticate the Network Function before accessing
the OCNRF services. In case, authentication fails, service operation request is
rejected. In this feature, some attributes from TLS certificate is challenged against
defined attributes.

OCNREF provides configuration to enable/disable the feature dynamically. Refer to
xf ccHeader Val i dat i on attribute in User Configurable Section of OCNRF Installation
Guide to enable the feature on Ingress API gateway in OCNRF deployment.
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< Note:

e This feature is disabled by default. Feature needs to be enabled at API-
GW and OCNREF levels both to make this feature work. At OCNRF level,
feature enabling/disabling can be done using mentioned configuration
below.

e Once this feature is enabled. All of NFs must re-register with FQDN
in NF Profile or NFs can send NFUpdate with FQDN. For Subscription
Service Operations, Network Functions need to register with OCNRF,
even NFs has taken Subscription Prior to enabling the feature, need to
Register with NRF for further service operations.

Configuration Required to use OCNRF NF Authentication using TLS certificate
feature

Refer to attributes under nf Aut hent i cat i onSyst enOpt i ons in NF Authentication
Options for more details.

Sample configuration to use the feature

Enable the following attributes:

{
"nf Regi strationStatus": "Dl SABLED",
"nf SubscriptionStatus": "Dl SABLED',
"nf Di scoveryStatus": "DI SABLED',
"accessTokenSt atus": " DI SABLED',
"nfProfileStatus": "DI SABLED",
"nfListRetrieval Status": "Dl SABLED",
"checkl f Nf I sRegi stered": "Dl SABLED",
"errorResponses": [{
“errorCondition": "Nf_Fqdn_Authentication_Failure",
"responseCode": 403,
"errorResponse": "Failed to authenticate NF using FQDN',
"retryAfter": "5nf,
“redirectUl": ""
1
}
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OCNRF Configuration REST APIs

Service API Interfaces

This section lists the API interface details for each OCNRF services.

Table 6-1 Service API Interfaces

Resource Resource URI HTTP Data Data Model Description
Name Method | Model for Response
for
Request
ocnrfConfigurat | {apiRoot}/nrf- GET Not ocnrfConfigurat | Retrieve all of the
ions configuration/vl/ applicabl [ions OCNREF configurations in
e single GET request. This
includes all Options and
NFScreeningRules.
generalOptions | {apiRoot}/nrf- GET Not generalOptions | Retrieve OCNRF general
configuration/vl/ applicabl options configuration.
generalOptions e
generalOptions | {apiRoot}/nrf- PUT generalO | generalOptions | Updates OCNRF general
configuration/vl/ ptions options configuration.
generalOptions
nfScreeningOpt | {apiRoot}/nrf- GET Not nfScreeningOpt | Retrieve OCNRF NF
ions configuration/v1/ applicabl |ions Screening options
nfScreeningOptions e configuration.
nfScreeningOpt | {apiRoot}/nrf- PUT nfScreeni | nfScreeningOpt | Updates OCNRF NF
ions configuration/vl/ ngOption |ions Screening options
nfScreeningOptions s configuration.
nfManagement | {apiRoot}/nrf- GET Not nfManagement | Retrieve OCNRF NF
Options configuration/vl/ applicabl | Options Management options
nfManagementOptions e configuration.
nfManagement | {apiRoot}/nrf- PUT nfManage | nfManagement | Updates OCNRF NF
Options configuration/v1/ mentOpti | Options Management options
nfManagementOptions ons configuration.
nfDiscoveryOpt | {apiRoot}/nrf- GET Not nfDiscoveryOpt | Retrieve OCNRF NF
ions configuration/vl/ applicabl [ions Discovery options
nfDiscoveryOptions e configuration.
nfDiscoveryOpt | {apiRoot}/nrf- PUT nfDiscove | nfDiscoveryOpt | Updates OCNRF NF
ions configuration/vl/ ryOptions | ions Discovery options
nfDiscoveryOptions configuration.
nfAccessToken | {apiRoot}/nrf- GET Not nfAccessToken | Retrieve OCNRF NF
Options configuration/vl/ applicabl | Options AccessToken options
nfAccessTokenOptions e configuration.
nfAccessToken | {apiRoot}/nrf- PUT nfAccess | nfAccessToken | Updates OCNRF NF
Options configuration/vl/ TokenOpt | Options AccessToken options
nfAccessTokenOptions ions configuration.
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Resource Resource URI HTTP Data Data Model Description
Name Method | Model for Response
for
Request
forwardingOptio | {apiRoot}/nrf- GET Not forwardingOptio | Retrieve OCNRF
ns configuration/v1/ applicabl | ns Forwarding options
forwardingOptions e configuration.
forwardingOptio | {apiRoot}/nrf- PUT forwardin | forwardingOptio | Updates OCNRF
ns configuration/vl/ gOptions | ns Forwarding options
forwardingOptions configuration.
slfOptions {apiRoot}/nrf- GET Not slfOptions Retrieve OCNRF SLF
configuration/v1/sIfOptions applicabl options configuration.
e
slfOptions {apiRoot}/nrf- PUT slfOptions | sIfOptions Updates OCNRF SLF
configuration/v1/slfOptions options configuration.
geoRedundanc [ {apiRoot}/nrf- GET Not geoRedundanc | Retrieve OCNRF Geo
yOptions configuration/vl/ applicabl | yOptions Redundancy options
geoRedundancyOptions e configuration.
geoRedundanc | {apiRoot}/nrf- PUT geoRedu | geoRedundanc | Updates OCNRF Geo
yOptions configuration/vl/ ndancyO | yOptions Redundancy options
geoRedundancyOptions ptions configuration.
nfAuthenticatio | {apiRoot}/nrf- GET Not nfAuthenticatio | Retrieve OCNRF NF
nOptions configuration/vl/ applicabl | nOptions Authentication options
nfAuthenticationOptions e configuration.
nfAuthenticatio | {apiRoot}/nrf- PUT nfAuthent | nfAuthenticatio | Updates OCNRF NF
nOptions configuration/vl/ icationOp | nOptions Authentication options
nfAuthenticationOptions tions configuration.
logLevelOption | {apiRoot}/nrf- GET Not logLevelOption | Retrieve OCNRF Log Level
s configuration/vl/ applicabl [s options configuration.
logLevelOptions e
logLevelOption | {apiRoot}/nrf- PUT logLevelO | logLevelOption | Updates OCNRF Log Level
S configuration/vl/ ptions S options configuration.
logLevelOptions
screening-rules | {apiRoot}/nrf- GET Not ScreeningRule | Returns all the screening
configuration/vl/screening- applicabl | sResult rules.
rules e
screening-rules | {apiRoot}/nrf- GET nfScreeni | ScreeningRule | Returns screening rules
configuration/vl/screening- ngRulesLi| sResult corresponding to the
rules stType specified NF Screening
or/and Rule List Type.
nfScreeni Query:-
ngRulesLi {apiRoot}/nrf-
stStatus

configuration/vl/screening-
rules?
nfScreeningRulesListStatu
s=<NfScreeningRulesListS
tatus>
&nfScreeningRulesListTyp
e=<NfScreeningRulesListT

ype>

ORACLE
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Chapter 6

Responses Supported by Service API Interfaces

Resource Resource URI HTTP Data Data Model Description
Name Method | Model for Response
for
Request
screening-rules | {apiRoot}/nrf- PUT NfScreeni | NfScreeningRul | Replace the complete
configuration/v1/screening- ngRules |es specified NF Screening
rules/ Rule List Type.
{nfScreeningRulesListType
}
screening-rules | {apiRoot}/nrf- PATCH PatchDoc | NfScreeningRul | Partially updates the
configuration/vl/screening- ument es specified NF Screening
rules/ Rule List Type (except read
{nfScreeningRulesListType only attributes).
}

Responses Supported by Service API Interfaces

Table 6-2 Response Body

Data Type Presence Cardinality | Response Codes Description
ProblemDetails C 1 500 Internal Server | Internal error occurred while
Error processing the service API.
ProblemDetails C 1 400 Bad Request JSON body sent by client is not correct
according to data model defined.
As per Data Model C 1 200 OK Response body contains the store
Defined values currently with OCNRF.

Common Data types and Data Models

Common data types

Table 6-3 Common Data Types

DataType

Reference

NFType

3GPP TS 29.510

NFServiceVersion

3GPP TS 29.510

ORACLE

UriScheme 3GPP TS 29.510
Fqdn 3GPP TS 29.510
Ipv6Addr 3GPP TS 29.571
Ipv4Addr 3GPP TS 29.571
Ipv4AddressRange 3GPP TS 29.510
PIlmnid 3GPP TS 29.571
Uri 3GPP TS 29.571
IpEndPoint 3GPP TS 29.510
NFType 3GPP TS 29.510
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Common Data types and Data Models

DataType

Reference

ProblemDetails

3GPP TS 29.571

Table 6-4 NfConfig

Attribute DataType Presence |Description
apiVersions array M API Version of NF
(NFServiceVersion)
scheme UriScheme M URI schema supported by NF
fqdn Fqdn M FQDN of NF
port integer (0] Port of NF
default value: 80 if scheme is HTTPR,
443 if scheme is HTTPS
apiPrefix string (0] ApiPrefix
priority integer M Priority of NF
nfinstanceld string M NF Instance Id of NF

Table 6-5 Errorinfo

Attribute DataType Presence Description
errorCondition ErrorCondition ReadOnly Error Conditions
responseCode integer M This response code is
used when corresponding
error condition occurs.
errorResponse string M This response description
is used when
corresponding error
condition occurs.
retryAfter string C The attribute indicates the

time interval after which
the NF shall retry the
request.

retryAfter header by the
OCNRF will be added only
for responseCodes - 503,
413, 429, 3xx

The value is in pHgMrS
format. Where p,q,r are
integers and H,M,S or
h,m,s denote hours,
minutes & seconds
respectively.

Range: 60s-1h
Default Value: 5m
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Attribute DataType Presence Description

redirectUrl string C The attribute indicates the
NF to redirect its request to
this uri.

location header by the
OCNRF will be added
only responseCodes - 3xx.
redirectUrl should be in
URI format.

It is mandatory to
configure redirectUrl
when responseCodes
configured.

Table 6-6 ErrorCondition

ErrorCondition

Description

SLF_Missing_Mandatory Parameters

SLF mandatory parameters are missing

SLF_Not_Reachable

SLF is not reachable from OCNRF

SLF_Subscriber_Not_Provisioned

Subscriber not provisioned in SLF

SLF_OAuthToken_Failure

SLF OauthToken Failure Occurred

NRF_Not_Reachable

NRF not reachable

NRF_Forwarding_Loop_Detection

Loop Detected

RequesterNf_Unauthorized

RequesterNfType is not authorized to receive
access token for the targetNfType

Nf_Fgdn_Authentication_Failure

Consumer NF authentication using FQDN failed

Invalid_Key_Details

Configured Key ID details are invalid and cannot be
used

Current_Key_Id_Not_Configured

Current Key ID is not configured

Table 6-7 ResponseHttpStatusCodes

Attribute DataType Description

pattern string Either pattern or codelList is
present

codelList array (integer) Either pattern or codeList is
present
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Table 6-8 ScreeningRulesResult
|

Attribute name DataType Presence | Cardinali | Description
ty
nfScreeningRulesList | array M 0..N It contains an array
(NfScreeningRules) of NF Screening

List. An empty array
means there is no
NF Screening list
configured.

General Options

Configuration Example

APL:- {apiRoot}/nrf-configuration/v1l/generalOptions
Method: PUT

Content Type: application/json

Body:

{

"nrfPlmList": [{
"mce': "310",
mc": "14"

H,

"ocnrfHost": "ocnrf-ingressgateway.ocnrf.svc.cluster.local",
“ocnrfPort": 80,

“enabl eF3": true,

“enabl eF5": true,

"maxi nunHopCount ": 3,

“defaul t Load": 5,

"defaul tPriority": 100,

"defaul tPriorityAssignnent": false,

"defaul t LoadAssi gnment": fal se

Configuration Attributes

< Note:

e If any attribute is not present in JSON request body while updating,
existing value in database will be preserved and used. Atleast one
attribute must be included during PUT request.

e nrfPImnList, ocnrfHost and ocnrfPort are mandatory values to be
configured before using OCNRF.
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Attribute Name

DataTy
pe

Constraints

Default Value

Description

nrfPImnList

array
(PImnid

)

This value will have at
least one PLMN supported
by OCNRF and this value
shall be set before using
OCNRF.

ocnrfHost

string

None

ocnrf-
ingressgateway.o
cnrf.svc.cluster.lo
cal

ocnrfHost needs to

be OCNRF's External
Routable FQDN (for
example, ocnrf.oracle.com)
OR External Routable
IpAddress (for example,
10.75.212.60) OR for
routing with in the same
K8 cluster use full OCNRF
Ingress Gateway's Service
FQDN as below format:

<hel m

rel easenane>-

i ngressgat eway. <n
amespace>. svc. <cl us
t er - domai nnane>

Example:

ocnr fingressgat eway
.nrf-1.svc.cluster.
| ocal

where ocnrf: is the helm
release name (deployment
name that will be used
during "helm install")

nrf-1: is the namespace

in which NRF will be
deployed

cluster.local: is the

K8's dnsDomain name
(dnsDomain can be found
using kubect!| -n kube-
system get confignmap
kubeadntonfig -o yani
| grep -i dnsDomai n)
This value is used in
UriList of NfListRetrieval
Service Operation
response.

ocnrfPort

integer

None

80

OCNRF Host's Port
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Attribute Name

DataTy
pe

Constraints

Default Value

Chapter 6
General Options

Description

enableF3

boolean

true or false

true

OCNREF functions as per
29510 v15.3 specification,
if this flag is set to true. If it
is set to true, then OCNRF
will compliant to 29510
v15.3. If it is set to false,
OCNRF will compliant to
29510 v15.2.

enableF5

boolean

true or false

true

OCNREF functions as per
29510 v15.5 specification,
if this flag is set to true. If

it is set to false, OCNRF
functions as per 29510
v15.2 or v15.3 specification
(depends on enableF3
flag).

defaultLoad

integer

0-100

defaultLoad value is set

in NF load attribute of
NFProfile, if this attribute
is set to true. This value

is sent in NFDiscover
response and NFProfile
sent in NFNotify operation,
in case NFProfile does not
have load attribute.

defaultPriority

integer

0 - 65535

100

This attribute is default
value of NF Priority and will
be used if NFProfile does
not have priority attribute
set by NF.

defaultLoadAssig
nment

boolean

true or false

false

Value of default NF load
will be set in NF Load
attribute of NFProfile while
sending in NFDiscover
response and NFProfile
sent in NFNotify operation,
in case NFProfile does not
have Load attribute.

defaultPriorityAss
ignment

boolean

true or false

false

Value of default NF Priority
will be set in NF Priority
attribute of NFProfile while
sending in NFDiscover
response and NFProfile
sent in NFNotify operation,
in case NFProfile does not
have Priority attribute.

maximumHopCo
unt

integer

1-5

Maximum number of
Nodes (SLF/NRF's) that
OCNRF can communicate,
to service a request.
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NF Screening Options

Configuration Example

APL:- {apiRoot}/nrf-configuration/v1/nfScreeningOptions
Method: PUT

Content Type: application/json

Body:

{
"featureStatus": "Dl SABLED',

"responseCode": 403

Configuration Attributes

# Note:

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. At-least one attribute shall be
included during PUT request.

Table 6-10 nfScreeningOptions

Attribute Name | DataTy | Constraints Default Value Description
pe
featureStatus string ENABLED DISABLED This attribute indicates if
DISABLED NF Screening Feature is

enabled or not globally

responseCode integer 403 This attribute indicates
HTTP status code which
will be returned if incoming
request does not qualify
NF Screening rules

NF Management Options

ORACLE

Configuration Example
APL:- {apiRoot}/nrf-configuration/vl/nfManagementQOptions
Method: PUT

Content Type: application/json
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Body:

{
"nf HeartBeat Ti ners": [{

"nf Type": "ALL_NF_TYPE",

"m nHbTi mer": "30s",
"maxHoTi mer": "5nt',

"defaul t HoTi nmer": "30s",

"nf Heart Beat M ssAl | owed": 3

2
{
“nf Type": "AWF",
"m nHbTi mer": "10s",
"maxHbTi mer": "120s",
"defaul t HbTi mer": "20s",
"nf Heart Beat M ssAl | owed": 1
}

]l
“nf Noti fyLoadThreshol d": 5,

“nrf Support For Prof i | eChangesl nResponse": true,
"defaul t SubscriptionValidityTime": "24h",

“nrf Support For Profil eChangesl nNotification": false,
“nf Profil eSuspendDuration": "168h",

"accept Addi tional Attributes": false,

"al | owDupl i cat eSubscriptions": true

Configuration Attributes

" Note:

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. At-least one attribute shall be
included during PUT request.

Table 6-11 nfManagementOptions

Attribute Name DataType | Constrai | Default Description
nts Values
nfHeartbeatTimers array See This attribute is used to configure
(Heartbea | Heartbeat the heartbeat related information
tinfo) Info table of the NF.
for details

It allows to configure the heartbeat
information per NFType.

By default, the nfHeartbeatTimer
information for ALL_NF_TYPE is

present.
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Attribute Name

DataType

Constrai
nts

Default
Values

Description

nfNotifyLoadThreshol
d

integer

0-99

5

OCNRF generates the Notification
trigger when difference between
the 'load' value reported by

NF in most recent heartbeat

and the last reported ‘load’ is
more than configured value of
nfNotifyloadThreshold attribute.

nrfSupportForProfileC
hangesIinResponse

boolean

true or
false

true

OCNRF sends mandatory and
modified attributes in the
NFRegister and NFUpdate
responses instead of complete
profile, if this flag is enabled.

defaultSubscriptionVal
idityTime

string

10s -
720h

24h

If Validity time attribute is

not received in SubscriptionData
during NFStatusSubscribe, this
default value will be used for
calculation of validity time (current
time + default duration).

If Validity time attribute is
received in SubscriptionData
during NFStatusSubscribe, this
is minimum value will be used

for validation and limit purpose.

It means if value provided

is less than (current time +
minimum possible range value),
then minimum range value will
be considered as validity time for
subscription and similarly in case
validity time is more than (current
time + maximum possible range
value), then maximum range value
will be considered as validity time
for subscription.

The value is in pHgMrS format.
Where p,q,r are integers and
H,M,S or h,m,s denote hours,
minutes & seconds respectively.

nrfSupportForProfileC
hangesInNotification

boolean

true or
false

false

OCNREF sends profileChanges
attribute instead of NFProfile in
Notification, if this flag is enabled.

nfProfileSuspendDura
tion

string

10s -
744h

168h

Indicates the duration for which
the NF is suspended, before it is
deleted from OCNRF database.
The value is in pHgMrS format.
Where p,q,r are integers and
H,M,S or h,m,s denote hours,
minutes and seconds respectively.

acceptAdditionalAttrib
utes

boolean

true or
false

false

OCNREF preserves additional
attributes that are not defined
by 3GPP in NFProfile/NFService
based on this attribute value.
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Table 6-11 (Cont.) nfManagementOptions

Chapter 6
NF Management Options

ptions

false

Attribute Name DataType | Constrai | Default Description
nts Values
allowDuplicateSubscri | boolean | true or true This attribute specifies if

OCNREF should allow duplicate
Subscriptions to be created or not.

Note: In case duplicate
subscriptions are not allowed
and this flag is marked

as false, there will be
performance degradation around
50% during NFStatusSubscribe
service operation.

Heartbeatinfo

Table 6-12 Heartbeatinfo

Attribute

DataType

Constraints

Description

nfType

string

NFType

All nftypes supported in 29.510 Rel
15.5.

In addition to this, ALL_NF_TYPE
and CUSTOM_NF_TYPE shall also
be supported.

ALL_NF_TYPE is the NF Type to

be used to specify the default
configuration that is to be used when
nfType specific configuration is not
present.

Notes:

e By Default record will pre-
loaded for ALL_NF_TYPE. See
table "Table 6-13" for details

e ALL_NF_TYPE element can't
be deleted

e CUSTOM_NF_TYPE is the
NFType to be used to specify
the configuration for custom NF

types

minHbTimer

string

10s-24h

The minimum HeartbeatTimer
allowed for the NF

The value is in pHgMrS format.
Where p,q,r are integers and H,M,S
or h,m,s denote hours, minutes &
seconds respectively.

maxHbTimer

string

10s-24h

The maximum HeartbeatTimer
allowed for the NF.

The value is in pHgMrS format.
Where p,q,r are integers and H,M,S
or h,m,s denote hours, minutes &
seconds respectively.

6-12



Table 6-12 (Cont.) Heartbeatinfo

Chapter 6
NF Discovery Options

Attribute DataType Constraints | Description
defaultHbTimer string minHbTimer | This default heartBeatTimer value to
and be used when the network functions

maxHbTimer | does not provide the heartBeatTimer
attributes value in NFProfile.

The value is in pHgMrS format.
Where p,q,r are integers and H,M,S
or h,m,s denote hours, minutes &
seconds respectively.

nfHeartbeatMissAllowed Integer 0-15

The allowed number of missed
HeartBeat(s) after which the
NFProfile is marked as suspended.

If the value is set to 0, NF profiles
for which even single heartbeat
is missed will be marked as
suspended.

Table 6-13 Heartbeatinfo Default Loaded Data

Attribute Default Loaded Value
nfType ALL_NF_TYPE
minHbTimer 30s

maxHbTimer 5m

defaultHbTimer 30s
nfHeartbeatMissAllowed 3

NF Discovery Options

Configuration Example

APL:- {apiRoot}/nrf-configuration/v1/nfDiscoveryOptions

Method: PUT
Content Type: application/json

Body:

{
"profilesCount!|nDi scoveryResponse":
"di scoveryResul t LoadThreshol d": 0,
"di scoveryValidityPeriodCfg": |
"nf Type": "ALL_NF_TYPE",
"validityPeriod": "1h"

b
{
“nf Type": "AMF",
“validityPeriod": "3h"
¥
{

ORACLE
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“nf Type": " CUSTOM NF_TYPE",
"validityPeriod": "2h"

Configuration Attributes

# Note:

Table 6-14 nfDiscoveryOptions

Chapter 6
NF Discovery Options

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. At-least one attribute shall be
included during PUT request.

Attribute Name

DataType

Constrai
nts

Default
Values

Description

profilesCountinDiscov
eryResponse

integer

0-20

3

This value restricts NF profile
count in NFDiscover response.

If value of this attribute is 0,

it means this functionality is
disabled, in that case all of the NF
profiles after the discovery filtering
will be returned in NFDiscover
response.

Note: If Limit attribute is present
in SearchData URI, then this
attribute is not used.

discoveryResultLoadT
hreshold

integer

0-100

This configuration is used to
select out profiles from discovery
response whose load is more than
the configured value. NFDiscover
response contains NF profiles with
load attribute value less than or
equal to this configured value.
Value 0 indicates this feature is
disabled.

discoveryValidityPerio
dCfg

array
(Discover
yValidityP
eriodCfg)

See
Discovery
ValidityPe
riodCfg
table for
details

This attribute mentions the validity
period of a discovery request

for a specific target-nf-type after
which requester NF must perform
discovery again to get the latest
values.

By default, the validityPeriod
information for ALL_NF_TYPE is
present.
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Table 6-15 DiscoveryValidityPeriodCfg

Attribute

DataTy
pe

Constraints

Description

nfType

string

NFType

All nftypes supported in 29.510 Rel 16.3.0.
In addition to this, ALL_NF_TYPE and
CUSTOM_NF_TYPE shall also be supported.

ALL_NF_TYPE is the NF Type to be used to specify
the default configuration that is to be used when nfType
specific configuration is not present.

Notes:
e By Default record will pre-loaded for

ALL_NF_TYPE. See table "NfTypeValidityPeriod
Loaded Data" for details

e ALL_NF_TYPE element can't be deleted.

¢ CUSTOM_NF_TYPE is the NFType to be used to
specify the configuration for custom NF types

validityPerio
d

string

Os - 720h

This attribute mentions the validity period of a discovery
request of a specific target-nf-type after which requester
NF must perform discovery again to get the latest
values. The value is in pHgMrS format. Where p,q,r are
integers and H,M,S or h,m,s denote hours, minutes &
seconds respectively.

Table 6-16 NfTypeValidityPeriod Loaded Data

Attribute Default Loaded Value
nfType ALL_NF_TYPE
validityPeriod 1h

NF Access Token Options

Configuration Example

APL:- {apiRootY/nrf-configuration/v1/nfAccess TokenOptions

Method: PUT

Content Type: application/json

Body:

{

"oaut hTokenExpi ryTi ne": "1h",

"aut hori zeRequester Nf": "ENABLED",
"| ogi cal Qper at or For Scope": "AND',
"audi enceType": "NF_I NSTANCE | D',
"aut hFeat ureConfig": {

"featureStatus":

"aut hRul esConfig": [

ORACLE

{

"Dl SABLED",

“target Nf Type": " PCF",
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NF Access Token Options

"requester Nf Type": " AMVF",
"servi ceNames": |
"npcf-am policy-control ",
"npcf - event exposure"

"target Nf Type": " UDM',
"requesterN Type": "AVF",
"servi ceNames": [
W
]
}
1,
“errorResponses": [{
"errorCondition": "RequesterN _Unauthorized",
"responseCode": 400,
“errorResponse": "The Consunmer Nf Type is not authorized to
receive access token for the requested Nftype.",
"retryAfter": "5nm',
"redirectUl": ""

)
}

okenSi gni ngDet ai | s": {
“current Keyl D': "aldef 8elbchc”,
"addkeyl Dl nAccessToken": true,
"defaul t KBSecret Details": {
"k8Secret Nane": "ocnrf",
"k8Secr et NameSpace": "ocnrf"

3,
"keyDetailsList": [
{
"keyl D': "aldef 8elbchc",
"al gorithni: "ES256",
"privateKey": {
"k8Secret Nane": "ocnrf",
"k8Secr et NameSpace": "ocnrf",
"fileNane": "ec_private_key pkcs8. pent
3,
"certificate": {
"k8Secret Nane": "ocnrf",
"k8Secr et NameSpace": "ocnrf",
"fileNane": "ecdsa_ocnrfapi gat ewayTest CA. cer"
}
}
]
b
"errorResponses": |
{
"errorCondition": "lInvalid _Key Details",

"responseCode": 500,

"errorResponse": "Configured Key ID details are invalid and

cannot be used",
"retryAfter": "5nf,
"redirecturl": ""
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NF Access Token Options

b

{
"errorCondition": "Current_Key |d_Not_ Configured",
"responseCode": 500,
"errorResponse": "Current Key IDis not configured",
"retryAfter": "5nf,
“redirectUl": ""

}

Configuration Attributes

# Note:

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. At-least one attribute shall be
included during PUT request.

Table 6-17 nfAccessTokenOptions

Attribute Name DataType | Constrai | Default Description
nts Values
oauthTokenExpiryTim | string 1s-168h | 1h Oauth token expiry time. The
e value is in pHgMrS format. Where

p.q,r are integers and H,M,S or
h,m,s denote hours, minutes and
seconds respectively.

Note: In case OCNRF signed
certificate expiry duration is less
than this attribute, then certificate
expiry duration is used in Access
Token Expiry Time.

authorizeRequesterNf | string ENABLE | ENABLE | This attribute validates the
D, D requester NF is registered with
DISABLE OCNRF or not. OCNRF issue
D the access token only to the

registered requester NFs.

If NF is registered, then check if
NFtype in Access Token Request
is same as in NF profile registered
with NRF and requesterPImn
received in the Access Token
Request request is same as
Registered Profile.

If the value is Disabled, OCNRF
will issue token to non-registered
NFs as well.
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Table 6-17 (Cont.) nfAccessTokenOptions

Chapter 6
NF Access Token Options

Attribute Name DataType | Constrai | Default Description
nts Values
audienceType string NF_INST | NF_INST | This value decides
ANCE_ID, [ ANCE_ID | the AudienceType in
NE TYPE AccessTokenClaim. OCNRF
- considers this value only if
targetnflnstanceld is not received
in AccessTokenRequest.
NF_INSTANCE_ID - NF Instance
Id(s) in audience IE of
AccessTokenClaim
NF_TYPE - NF Type in audience
IE of AccessTokenClaim
logicalOperatorForSco | string AND, AND This value will decide whether
pe OR values in scope will have
relationship AND or OR. If value
is AND, while looking for producer
network function profiles, token
will be issued for profiles matching
all the services-names present in
scope. If value is OR, token will be
issued for profiles matching any
of the services-names present in
scope.
authFeatureConfig AuthFeatu | See The attribute contains the
reConfig | AuthFeatu parameters required to enable
reConfig and configure NfAccessToken
table for Authorization Feature
details
tokenSigningDetails TokenSign | See null (None | This attribute allows user to
ingDetails | TokenSig | of token configure all of the details required
ningDetail | signing to sign the token generated by
s for details are | OCNRF
details configure
d)
errorResponses array(Erro | See table This attribute allows user to
rinfo) Preloaded update details for different error
Values for conditions
details

Table 6-18 PreLoaded records for errorResponses

errorCondition |responseCode |[errorResponse |retryAfter redirectUrl
Invalid_Key_Deta | 500 Configured Key | 5m
ils ID details are
invalid and
cannot be used
Current_Key_Id_ | 500 Current Key ID is | 5m
Not_Configured not configured
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AuthFeatureConfig

Table 6-19 AuthFeatureConfig

Chapter 6

NF Access Token Options

Attribute Data Type Constraints Default Value Description
featureStatus string ENABLED, DISABLED Enables/Disables
DISABLED the

NfAccessToken
Authorization
Feature.

authRulesConfig | array The attribute

(AuthConfig) defines a

mapping across
Requester NF
Type, Target NF
Type and the
allowed Services.

This attribute
should be
configured if the
authFeatureStatu
sissetto
'ENABLED'

Refer Note.

errorResponses

array (Errorinfo)

See PrelLoaded
records for
AuthFeatureConfi
g
errorResponses
below

This attribute
defines the error
responses which
may be sent
during NRF
AccessToken
Authorization
failure scenarios.
This attribute will
allow to update
the error
response code
and error
response
description.

This attribute
should be
configured if the
authFeatureStatu
sissetto
'ENABLED'.

By default, the
RequesterNF_Un
authorized
condition shall be
preloaded.

Refer Note.
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Table 6-20 PreLoaded records for AuthFeatureConfig errorResponses

Table 6-21 AuthConfig

Attribute

Datatype

errorCondition |responseCode |errorResponse | retryAfter redirectUrl
RequesterNf_Un | 400 The 5m
authorized RequesterNfType
is not authorized
to receive access
token for the
targetNfType.
< Note:

Constraints

The attributes featureStatus, authRulesConfig and errorResponses can be
configured in any order and independently. However, when the feature

is enabled, it is expected that the authRulesConfig is already configured
previously or present in the current request.

Description

targetNfType

string

NFType

The attribute defines the NF Type of
the target NF.

requesterNfType

string

NFType

The attribute defines the NF Type of
the requester NF that is authorized
to access the target NF Type and its
services.

serviceNames

array(string)

None

This attribute defines the NF
services that is authorized to be
accessed by the requester NF type.
The value "*" shall indicate that all
the services are authorized to be
accessed the requester NF Type. If
"*" is to be used, The services shall
contain only a single entry in the list
with this value.

¢ Note:

All values of this structure are mandatory to be configured all together.
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Table 6-22 TokenSigningDetails
|

Chapter 6
NF Access Token Options

Attribute Datatype Constraints Description
currentKeylD string Mandatory attribute for Key ID value
Access Token Service to corresponding to which
work. token signing details used
Once currentKeyID is to sign the token.
configured, this value
cannot be null.
Newly added KeylID details
can be used after values
are validated by OCNRF.
Newly added KeyID
cannot be configured as
currentKeylD in same
request.
addkeyIDInAcces | boolean true, false. (default: false) | Value of this attribute
sToken Value for this attribute decides that KeylD value
cannot be set to true if can be added in
currentKeylID is not set. AccessToken Response or
not.
If value is true, then
currentKeylD value will
be added in AccessToken
Response. If value is
false, then value will not
be added in AccessToken
Response.
defaultk8SecretD | Defaultk8Secret | See This attribute decides the
etails Details Defaultk8SecretDetails default K8 secret details
table for details. This and these details value are
value is mandatory in used in case individual key
case secret namespace details for secret name and
and secret name of any secret namespace are not
individual key details are configured.
not configured.
keyDetailsList array(OauthKeyD | See OauthKeyDetails table | This attribute provides
etails) for details. details of oauth key details

In case any of key details
need to be modified, then
complete keyDetailList is
used for updates. Change
of specific keyld detail is
not supported.

Maximum 25 key details
can be configured.

which is used by OCNRF
to sign the token.

Added Keys status can

be get using OCNRF
configuration status REST
APIs.

Any key id details cannot
be removed if it is getting
used as currentKeyID.
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Table 6-23 DefaultK8SecretDetails
- |

Attribute

Datatype

Constraints

Chapter 6
NF Access Token Options

Description

k8SecretName

string

Mandatory if Default
K8 secret Details

are configured. Both
k8SecretName and
k8SecretNameSpace
are configured
together.

Default Kubernetes
secret name

k8SecretNameSpace

string

Mandatory if Default
K8 secret Details

are configured. Both
k8SecretName and
k8SecretNameSpace
are configured
together.

Default Kubernetes
secret namespace

Table 6-24 OauthKeyDetails
|

Attribute Datatype Constraints Description
keylD string Mandatory attribute, Unique value in list of
keyID length shall not | keys. Key Details are
exceed 36 characters | known by this value.
algorithm string Mandatory attribute, algorithm value will be
algorithm can be only | used to sign the oauth
ES256 and RS256 token.
privateKey OauthSecretFiles Mandatory attribute, OCNREF Private
see OauthSecretFiles | key details. Both
for details k8SecretName and
k8SecretNameSpace
are configured
together.
certificate OauthSecretFiles Mandatory attribute, OCNRF Public
see OauthSecretFiles | certificate
for details details. Both
k8SecretName and
k8SecretNameSpace
are configured
together.

Table 6-25 OauthSecretFiles
]

Attribute Datatype Constraints Description
k8SecretName string Optional, but Kubernetes secret
if this attribute name where key and
is present then certificate details are
k8SecretNameSpace | stored
shall be present
k8SecretNameSpace | string Optional, but if this Kubernetes

attribute is present
then k8SecretName
shall be present

namespace for secret
name
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Table 6-25 (Cont.) OauthSecretFiles

Attribute Datatype Constraints Description
fileName string Mandatory attribute Filename of Key/
certificate

NRF-NRF Forwarding Options

Configuration Example

ORACLE

APL:- {apiRoot}/nrf-configuration/v1/forwardingOptions

Method: PUT

Content Type: application/json

Body:

{

"profileRetrieval Status": "DI SABLED",
"subscriptionStatus": "Dl SABLED',
"di scoveryStatus": "Dl SABLED',
"accessTokenStatus": "Dl SABLED",
"nrfHostConfig": [{
"nflnstancel d": "c56a4180- 65aa- 42ec- a945- 5f d21dec0538",
"api Versions": [{
"api VersionlnUri": "vi1",
"api Ful | Version": "15.5.0"
H,
"schene": "http",
"fgdn": "ocnrf-1-ingressgateway.ocnrf.svc.cluster.local",
"priority": 100,
"port": 80
H,
“nrf Rer out eOnResponseHt t pSt at usCodes": {
"pattern": "7[3,5][0-9]{2}$"
¥
"errorResponses": [{
"errorCondition": "NRF_Not_ Reachable",
"responseCode": 504,
"errorResponse”: "NRF not reachabl e",
"retryAfter": "5nf,
“redirectUl": ""
3 A
“errorCondition": "NRF_Forwarding_Loop_Detection",
"responseCode": 508,
"errorResponse": "Loop Detected",
"retryAfter": "5nf,
“redirectUl": ""

H
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Configuration Attributes

¢ Note:

Table 6-26 forwardingOptions

Chapter 6
NRF-NRF Forwarding Options

If any attribute is not present in JISON request body while updating, existing
value in database will be preserved and used. At-least one attribute shall be
included during PUT request.

Attribute Name DataType

Constrai
nts

Default
Values

Description

nrfHostConfig array

(NFConfig
)

This is used to configure Primary
and Secondary NRF Details which
is used for forwarding various
requests.

It allows to configure details of
NRF like apiVersion, scheme,
FQDN, port, etc.

The only supported value for
apiVersioninUri is v1. Hence the
apiVersions attribute must have
at least one data record with
apiVersioninUri attribute values
set as v1.

This configuration allows you to
configure more than two NRF
Details.

NRF with highest priority is
considered as Primary NRF

for forwarding messages. NRF
with second highest priority is
considered as Secondary NRF for
forwarding.

To reset this attribute, please send
empty array, for example:-

"nrfHostConfig": [ ]

If this attribute is already set then
there is no need to provide the
value again.

nrfRerouteOnRespon
seHttpStatusCodes

Response
HttpStatu
sCodes

pattern or
specific
code list

"pattern™:
""3,9]
[0-9]{2}$"

This configuration is used to
determine if the service operation
message needs to forwarded to
Secondary NRF. After getting
response from primary NRF,

if response status code from
primary NRF matches with the
configured response status code
list, then NRF reroutes the
request to the secondary NRF.
Refer nrfHostConfig for details
for Primary and Secondary NRF
details.
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Table 6-26 (Cont.) forwardingOptions

Chapter 6
NRF-NRF Forwarding Options

Attribute Name DataType | Constrai | Default Description
nts Values
profileRetrievalStatus | string ENABLE | DISABLE [ This attribute controls the
D, D forwarding of NFProfileRetrieval
DISABLE service operation messages. If the
D flag is set to true and OCNRF
is not able to complete the
request due to unavailability of
any matching profile, then OCNRF
forwards the NfProfileRetrieval
request to the configured NRF
host(s) and relays the response
received from forwarding NRF
to the Consumer NF. If flag is
false, OCNRF will not forward the
NfProfileRetrieval request in any
case. It will return a response to
consumer NF without forwarding
it.
subscriptionStatus string ENABLE | DISABLE | This attribute controls the
D, D forwarding of NFStatusSubscribe,
DISABLE NFStatusUnsubscribe service
D operation messages. If the flag

is set to true and OCNRF

is not able to complete the
request due to unavailability of
any matching profile, then OCNRF
forwards the NfStatusSubscribe/
NfStatusUnSubscribe request to
the configured NRF host(s) and
relays the response received from
forwarding NRF to the Consumer
NF. If flag is false, OCNRF will not
forward the NFStatusSubscribe/
NFStatusUnSubscribe request in
any case. It will return a

response to consumer NF without
forwarding it.

Note: NFStatusSubscribe
forwarding is supported only
if Subscription Condition

is NflnstanceldCond in the
NFStatusSubscribe request.
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Table 6-26 (Cont.) forwardingOptions

Attribute Name DataType | Constrai | Default Description
nts Values
discoveryStatus string ENABLE | DISABLE [ This attribute controls the
D, D forwarding of NFDiscover service
DISABLE operation messages. If the flag
D is set to true and OCNRF

is not able to complete the
request due to unavailability of
any matching profile, then OCNRF
forwards the NFDiscover request
to the configured NRF host(s) and
relays the response received from
forwarding NRF to the Consumer
NF. If flag is false, OCNRF will not
forward the NFDiscover request
in any case. It will return a
response to consumer NF without

forwarding it.
accessTokenStatus string ENABLE | DISABLE | This attribute controls the
D, D forwarding of AccessToken
DISABLE service operation messages. If
D the flag is set to true and

OCNREF is not able to complete
the request due to unavailability
of any matching Producer NF,
then OCNRF forwards the
AccessToken request to the
configured NRF host(s) and
relays the response received from
forwarding NRF to the Consumer
NF. If flag is false, OCNRF will not
forward the AccessToken request
in any case. It will return a
response to consumer NF without

forwarding it.
errorResponses array See This attribute defines the error
(Errorinfo) PreLoade | responses which may be sent
d values | during NRF Forwarding scenarios.
below This attribute will allow to update

the error response code and
error response description for
preloaded error conditions.

Table 6-27 PreLoaded records for errorResponses

errorCondition |responseCode |[errorResponse |retryAfter redirectUrl
NRF_Not_Reach | 504 NRF not 5m

able reachable

NRF_Forwarding | 508 Loop Detected 5m

_Loop_Detection
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SLF Options

ORACLE

Configuration Example

APL:- {apiRoot}/nrf-configuration/v1/slfOptions
Method: PUT

Content Type: application/json

Body:

{
"supportedNf TypeList": [],

"preferredSubscriberl dType": "SUPI",
"sl fHost Config": [{
“nflnstancel d": "c56a4180- 65aa- 42ec- a945- 5f d21dec0538",
"api Versions": [{
"api VersionlnUri": "v1",
"api Ful | Version": "15.5.0"

H,

"schene": "http",

"fgdn": "ocudrSIf-1-ingressgateway.ocnrf.svc.cluster.local",
"priority": 100,

"port": 80

H,
"rerout eOnResponseHt t pSt at usCodes": {

"codeList": [134]
b
“featureStatus": "DI SABLED',
"useQAut hToken": fal se,
"errorResponses": [{
"errorCondition": "SLF_M ssing_Mndatory_Parameters",
"responseCode": 400,
"errorResponse": "Mandatory parameter mssing for SLF
Lookup",
"retryAfter": "5nf,
"redirectUl™: ""

"errorCondition": "SLF Subscriber Not_ Provisioned",
"responseCode”: 200,

"errorResponse": "Subscriber not provisioned in SLF",
"retryAfter": "5nf,

"redirectUl™: ""

"errorCondition": "SLF_Not Reachabl e",
"responseCode"”: 504,

"errorResponse": "SLF not reachabl e",
"retryAfter": "5nf,

“redirectUl": ""

"errorCondition": "SLF_QAuthToken Failure",
"responseCode"”: 500,
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"errorResponse": "SLF Caut hToken Failure Cccurred",
"retryAfter": "5nf,
“redirectUl": ""

}

Configuration Attributes

# Note:

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. At-least one attribute shall be
included during PUT request.

Table 6-28 slIfOptions

Attribute Name DataType | Constrai | Default Description
nts Values

featureStatus string ENABLE | DISABLE |Enables/disables the SLF Feature.
D, D e Incase Groupld is already
DISABLE present in Search Query,
D even value of this attribute is

ENABLED. OCNRF will use
the Group Id received and
will not communicate to SLF/
UDR.

e If Subscriber Id is present
in Search Query it will be
ignored and will not be used
to perform discovery search
in OCNRF.
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Table 6-28 (Cont.) sifOptions

Attribute Name DataType | Constrai | Default Description
nts Values
slfHostConfig array This is used to configure Primary
(NFConfig and Secondary SLF Details which
) is used for forwarding various
requests.

It allows to configure details
of SLF like apiVersion, scheme,
FQDN, port, etc.

The only supported value for
apiVersioninUri is v1. Hence the
apiVersions attribute must have
at least one data record with
apiVersioninUri attribute values
set as v1.

This configuration allows you

to configure more than 2 SLF
Details.

SLF with highest priority is
considered as Primary SLF

for forwarding messages. SLF
with second highest priority is
considered as Secondary SLF for
forwarding.

If supportedNfTypelList is set, then
operator must set this attribute.
This is because this value will

be used to contact the network
function hosting the SLF.

To reset this attribute, please send
empty array, for example:-

"slfHostConfig": [ ]

If this attribute is already set then
there is no need to provide the

value again.
supportedNfTypeList | array NF Type list for which SLF need to
(NfType) be supported.

SLF look up will happen only
for NF Types mentioned in this
configuration.

OCNREF supports the below
NF Type(s) for performing SLF

lookup:

. UDM
. UDR
e AUSF

To reset this attribute, send
empty array, for example:
"supportedNfTypeList™: [ ]

If this value is set, then
slfHostConfig shall also be set.
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Attribute Name

DataType

Default
Values

Constrai
nts

Description

Type

preferredSubscriberld

string

SUPI or
GPSI

SUPI

This attribute will only be

used, in case different type

of subscriber identifiers (SUPI,
GPSI) are present in NFDiscover
service operation message, which
subscriber identifier shall be used
for the query to SLF

ttpStatusCodes

rerouteOnResponseH

Response
HttpStatu
sCodes

pattern or

codelList. |"[3,5]

See table
Response
HttpStatu
sCodes
for details

"pattern”:

[0-9]{2}$"

This attribute will be used after
getting response from primary
SLF (SLF Config with highest
priority), if response code from
primary SLF is present/matches
this configuration, then OCNRF
will reroute the SLF query to
secondary SLF (SLF Config with
second highest priority).

useOAuthToken

boolean

true or false

false

This attribute is used while

doing SLF query to UDR/SLF

to query the Access Token
Service of OCNREF to get Oauth
access token details for UDR/SLF
network function to which query
will be done. If value of this
attribute is true, SLF function of
OCNRF access the Access Token
Service. If value of this attribute is
false, SLF function will not access
the Access Token Service and
will do SLF query without Oauth
Access Token.

errorResponses

array
(Errorinfo)

See

d values
below

PreLoade

This attribute defines the error
responses which may be sent
during SLF processing. This
attribute will allow to update
the error response code and
error response description for
preloaded error conditions.

Table 6-29 PreLoaded records for errorResponses

errorCondition |responseCode |[errorResponse |retryAfter redirectUrl
SLF_Missing_Ma | 400 Mandatory 5m
ndatory _Paramet parameter
ers missing for SLF
Lookup
SLF_Not_Reach |504 SLF not 5m
able reachable
SLF_Subscriber_ | 200 Subscriber not 5m
Not_Provisioned provisioned in
SLF
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Table 6-29 (Cont.) PreLoaded records for errorResponses

errorCondition |responseCode |[errorResponse |retryAfter redirectUrl
SLF_OAuthToken | 500 SLF OauthToken | 5m
_Failure Failure Occurred

Geo Redundancy Options

Configuration Example
API: {apiRoot¥/nrf-configuration/vl/geoRedundancyQOptions

Method: PUT
Content Type: application/json
Body:

{
"geoRedundancyFeat ureSt atus": "Dl SABLED",

"replicationLatency": "5s",
"moni tor Nrf Servi ceStatuslnterval ": "5s",
"moni t or DBRepl i cati onStatuslnterval ": "5s"

Configuration Attributes

< Note:

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. Atleast one attribute shall be
included during PUT request.

Table 6-30 geoRedundancyOptions
|

Attribute Name | Data Constraints Default Description
Type Values
featureStatus string ENABLED, DISABLE | Enables/Disables the
DISABLED D geoRedundancy feature in
OCNRF.
replicationLatenc | string 1s-10m 5s This attribute defines the
y time taken for the data

in the database to

get replicated between
GeoRedundant OCNRFs. The
value is in pHgMrS format.
Where p,q,r are integers and
H,M,S or h,m,s denote hours,
minutes & seconds respectively.
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Attribute Name

Data
Type

Constraints

Default
Values

Description

monitorNrfServic
eStatusinterval

string

1s - 10s

5s

This attribute defines the time
interval for monitoring the
aggregated Nf_Management
service status (combined status
of nfRegistration, nfSubscription
and nrfAuditor service). The
value is in pHgMrS format.
Where p,q,r are integers and
H,M,S or h,m,s denote hours,
minutes & seconds respectively.

monitorDBReplic
ationStatusinterv
al

string

1s-10s

5s

This attribute defines the time
interval for monitoring the DB
replication status. The value

is in pHgMrS format. Where
p.q.r are integers and H,M,S or
h,m,s denote hours, minutes &
seconds respectively.

NF Authentication Options

ORACLE

Configuration Example

API: {apiRoot}/nrf-configuration/vl/nfAuthenticationOptions

Method: PUT

Content Type: application/json

Body:

{

"nf Regi strationStatus": "Dl SABLED",
"nf SubscriptionStatus": "Dl SABLED',
"nfDi scoveryStatus": "DI SABLED',

"accessTokenSt at us":

"nfProfileRetrieval Status":
"nfLi stRetrieval Status":

"Dl SABLED",
"Dl SABLED",
"Dl SABLED",

"checkl f Nf I sRegi stered": "Dl SABLED",

"errorResponses”:

[{

"errorCondition": "Nf_Fgdn_Authentication_Failure",
"responseCode": 403,
"errorResponse": "Failed to authenticate NF using FQDN',
"retryAfter": "5nf,

"redirectUl":

H

Configuration Attributes
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< Note:

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. At least one attribute shall be
included during PUT request.

Table 6-31 nfAuthenticationOptions
- |

Attribute Name | Data Constraints Default Description

Type Values
nfRegistrationSta | string ENABLED, DISABLE | This attribute controls the
tus DISABLED D authentication of consumer

NF for NFRegister, NFUpdate
and NFDeregister service
operations. If value of this
attribute is ENABLED, then
identity of consumer NF is
validated. If value of this
attribute is DISABLED, then
validation is not performed for
consumer NF.

nfSubscriptionSta | string ENABLED, DISABLE | This attribute controls the

tus DISABLED D authentication of consumer

NF for NFStatusSubscribe and
NFStatusUnsubscribe service
operations. If value of this
attribute is ENABLED, then
identity of consumer NF is
validated and NRF allows the
subscription only if the NF is
registered with OCNRF. If value
of this attribute is DISABLED,
then validation is not performed
for consumer NF.

nfDiscoveryStatu | string ENABLED, DISABLE | This attribute controls the

S DISABLED D authentication of consumer
NF for NFDiscover service
operation. If value of this
attribute is ENABLED, then
identity of consumer NF is
validated. If value of this
attribute is DISABLED, then
validation is not performed for
consumer NF.

In case NF identity is

not present in discovery
request messages then
validation is performed as per
checklfNflsRegistered attribute.
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Attribute Name

Data
Type

Constraints

Default
Values

Chapter 6
NF Authentication Options

Description

accessTokenStat
us

string

ENABLED,
DISABLED

DISABLE
D

This attribute controls the
authentication of consumer
NF for AccessToken service
operation. If value of this
attribute is ENABLED, then
identity of consumer NF is
validated. If value of this
attribute is DISABLED, then
validation is not performed for
consumer NF.

nfProfileRetrieval
Status

string

ENABLED,
DISABLED

DISABLE
D

This attribute controls the
authentication of consumer NF
for NF Profile Retrieval service
operation. If value of this
attribute is ENABLED, then
identity of consumer NF is
validated. If value of this
attribute is DISABLED, then
validation is not performed for
consumer NF.

nfListRetrievalSta
tus

string

ENABLED,
DISABLED

DISABLE
D

This attribute controls the
authentication of consumer NF
for NF List Retrieval service
operation. If value of this
attribute is ENABLED, then
identity of consumer NF is
validated. If value of this
attribute is DISABLED, then
validation is not performed for
consumer NF.

errorResponses

array
(Errorinfo

)

See
PreLoade
d values
below

This attribute defines the error
responses which may be sent
for NF Authentication scenarios.
This attribute will allow to
update the response code, error
response description, retryAfter
and redirectUrl for preloaded
error conditions.

checklfNflsRegist
ered

string

ENABLED,
DISABLED

DISABLE
D

This attribute controls the
mechanism if there is need to
check if NF is registered or

not with OCNRF. If value of
this attribute is ENABLED, then
validation is performed. If value
of this attribute is DISABLED,
then validation is not performed
for consumer NF.

e discovery request does not
contain requester-nf-
instance-fqdn and value of
nfDiscoveryAuthenticationS
tatus is ENABLED.
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errorCondition |responseC |errorResponse retryAfter redirectUrl
ode

Nf_Fgdn_Authent | 403 Failed to authenticate NF | 5m

ication_Failure using FQDN

Log Level Options

Configuration Example

ORACLE

APIl:{apiRoot}/nrf-configuration/v1/logLevelOptions

Method: PUT

Content Type: application/json

Body:

{

"nf Subscri ptionLogLevel ": "WARN',
"nf Regi strationLogLevel ": "WARN',
"nf Di scoveryLogLevel ": "WARN',

"nf AccessTokenLogLevel ": "WARN',
"nrfAuditorLoglLevel ": "WARN',
"nrfConfigurationLogLevel ": "WARN'

Configuration Attributes

" Note:

Table 6-33

logLevelOptions

If any attribute is not present in JSON request body while updating, existing
value in database will be preserved and used. Atleast one attribute shall be
included during PUT request.

evel

WARN, INFO, DEBUG,
TRACE

Attribute Name | Data Type | Constraints Default Description
Values
nfSubscriptionLo | string OFF, FATAL, ERROR, WARN Application Log Level
glLevel WARN, INFO, DEBUG, for the NFSubscription
TRACE Microservice
nfRegistrationLog | string OFF, FATAL, ERROR, WARN Application Log Level
Level WARN, INFO, DEBUG, for the NFRegistration
TRACE Microservice
nfDiscoveryLogL | string OFF, FATAL, ERROR, WARN Application Log Level

for the NFDiscovery
Microservice
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TRACE

Attribute Name | Data Type | Constraints Default Description
Values
nfAccessTokenLo | string OFF, FATAL, ERROR, WARN Application Log Level
glLevel WARN, INFO, DEBUG, for the NFAccessToken
TRACE Microservice
nrfAuditorLogLev | string OFF, FATAL, ERROR, WARN Application Log Level
el WARN, INFO, DEBUG, for the NRFAuditor
TRACE Microservice
nrfConfigurationL | string OFF, FATAL, ERROR, WARN Application Log
ogLevel WARN, INFO, DEBUG, Level for the

NRFConfiguration
Microservice

NF Screening Configuration

Configuration Example

Screening Rules List Update

NF screening rules update particular rule configuration (except read only attributes)

URI: http://host:port/nrf-configuration/vl/screening-rules/CALLBACK_URI

Method: PUT

Content Type: application/json
Body:

Request Body

{
"nf Screeni ngType": "BLACKLI ST",

"nf Screeni ngRul esLi st Status": "ENABLED',

"gl obal Screeni ngRul esData": {

“failureAction": "SEND ERRCR',
“nf Cal | BackUriList": [
{
"i pv4Addr essRange": {
“start": "155.90.171.123",
"end": "233.123.19. 165"
b
"ports":[10, 20]
¥
{
"i pv6Addr essRange": {
“start":
“end":
}
}

ORACLE

"1001: cdba: 0000: 0000: 0000: 0000: 3257: 9652",
"3001: cdba: 0000: 0000: 0000: 0000: 3257: 9652"
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"anf Scr eeni ngRul esDat a": {
“failureAction": "CONTI NUE",
“nfCal | BackUriList": [

{
"fqgdn": "ocnrf-d5g.oracl e.conf
b,
{
"i pv4Addr essRange": {
“start": "155.90.171.123",
“end": "233.123.19. 165"
3,
"ports":[10, 20]
}

Screening Rules List Get

NF screening rules get all rules
URI: http://host:port/nrf-configuration/vl/screening-rules/

Method: GET

Response Body:

{
“nf Screeni ngRul esList": [
{
"nf Screeni ngRul esLi st Type": "NF_FQDN',
"nf Screeni ngType": "BLACKLI ST",
"nf Screeni ngRul esLi st Status": "Dl SABLED"
¥
{
“nf Screeni ngRul esLi st Type": "NF_I P_ENDPO NT",
"nf Screeni ngType": "BLACKLI ST",
"nf Screeni ngRul esLi st Status": "ENABLED',
"anf Scr eeni ngRul esData": {
“failureAction": "SEND ERROR',
“nfl pEndPointList": |
{
"i pv4Address": "198.21.87.192",
"ports": |
10,
20
]
}
]
}
¥
{

"nf Screeni ngRul esLi st Type": "CALLBACK URI",
"nf Screeni ngType": "BLACKLI ST",

"nf Screeni ngRul esLi st Status": "ENABLED',
"gl obal Screeni ngRul esData": {
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“failureAction": "SEND ERRCR',
“nfCal | BackUriList": [
{
"fqgdn": "ocnrf-d5g.oracle.conf,
"ports": |
10,
20

"nf Screeni ngRul esLi st Type": "PLMN ID',
"nf Screeni ngType": "BLACKLI ST",
"nf Screeni ngRul esLi st Status": "Dl SABLED"

"nf Screeni ngRul esLi st Type": "NF_TYPE REGQ STER',
"nf Screeni ngType": "WH TELI ST",
"nf Screeni ngRul esLi st Status": "ENABLED',
"gl obal Screeni ngRul esData": {
“failureAction": "SEND ERRCR',
“nf TypeList": [
" SMF",
" PCE"

Screening Rules List Partial Update

NF screening rules get particular configured rule
URI: http://host:port/nrf-configuration/vl/screening-rules/CALLBACK_URI

Method: GET

Response Body:

{
"nf Screeni ngRul esLi st Type": "CALLBACK URI",

"nf Screeni ngType": "BLACKLI ST",
"nf Screeni ngRul esLi st Status": "ENABLED',
"gl obal Screeni ngRul esData": {
“failureAction": "SEND ERROR',
“nfCall BackUriList": [
{
"i pv4Addr essRange": {
"start": "155.90.171.123",
"end": "233.123.19. 165"

}

orts": [
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10,
20
]
}
{
"i pv6Addr essRange": {
"start": "1001: cdba: 0000: 0000: 0000: 0000: 3257: 9652",
"end": "3001: cdba: 0000: 0000: 0000: 0000: 3257: 9652"
}
}

]

¥

"anf Scr eeni ngRul esDat a": {
“failureAction": "SEND ERRCR',
“nfCal | BackUriList": [

{
"fqgdn": "ocnrf-d5g.oracl e.conf
¥
{
"i pv4Addr essRange": {
"start": "155.90.171.123",
"end": "233.123.19.165"
¥
"ports": |
10,
20
]
}

NF screening rules partial rule update
URI: http://host:port/nrf-configuration/v1/screening-rules/CALLBACK_URI

Method: PATCH
Content-Type: application/json-patch+json

Request Body:

[

{"op":"remove", "path":"/gl obal Screeni ngRul esDat a/
nf Cal | BackUri Li st/2/ports/0"},

{"op":"replace", "path":"/gl obal Screeni ngRul esDat a/
failureAction", "val ue": "CONTINUE"},

{"op":"add", "path":"/nrfScreeni ngRul esDat a", "val ue":
{"failureAction": "SEND ERROR', "nf Cal | BackUri List":

[{"i pv4AddressRange": {"start" : "189.163.192.10","end":

"190.178.127.10"}}1}}
]

Configuration Attributes
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Data

ta

Attribute name Data type Presenc | Description
e

nfScreeningRulesList | NfScreeningRulesLis | C ReadOnly. It is returned while

Type tType retrieving the rule.

nfScreeningType NfScreeningType M Screening type of complete
screening list. Blacklist or whitelist.
All the rules can be either blacklist or
whitelist.

nfScreeningRulesList | NfScreeningRulesLis | M Enables or disables complete

Status tStatus screening list.

globalScreeningRule | NfScreeningRulesDa | O This attribute will be present if

sData ta global screening rules need to be
configured.

customNfScreeningR | NfScreeningRulesDa | O This attribute will be present if

ulesData ta screening rules for custom NF need
to be configured.

nrfScreeningRulesDa | NfScreeningRulesDa | O This attribute will be present if

ta ta screening rules for NRF need to be
configured.

udmScreeningRules | NfScreeningRulesDa | O This attribute will be present if

Data ta screening rules for UDM need to be
configured.

amfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for AMF need to be
configured.

smfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for custom SMF
need to be configured.

ausfScreeningRules | NfScreeningRulesDa | O This attribute will be present if

Data ta screening rules for AUSF need to be
configured.

nefScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for NEF need to be
configured.

pcfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for PCF need to be
configured.

nssfScreeningRules | NfScreeningRulesDa | O This attribute will be present if

Data ta screening rules for NSSF need to be
configured.

udrScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for UDR need to be
configured.

ImfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for IMF need to be
configured.

gmicScreeningRules | NfScreeningRulesDa | O This attribute will be present if

screening rules for GMLC need to be
configured.
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ules

ta

Attribute name Data type Presenc | Description
e
fiveG_EirScreeningR | NfScreeningRulesDa | O This attribute will be present if

screening rules for EIR need to be
configured.

sData

ta

seppScreeningRules | NfScreeningRulesDa | O This attribute will be present if

Data ta screening rules for SEPP need to be
configured.

upfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for UPF need to be
configured.

n3iwfScreeningRules | NfScreeningRulesDa | O This attribute will be present if

Data ta screening rules for IWF need to be
configured.

afScreeningRulesDat | NfScreeningRulesDa | O This attribute will be present if

a ta screening rules for AF need to be
configured.

udsfScreeningRules | NfScreeningRulesDa | O This attribute will be present if

Data ta screening rules for UDSF need to be
configured.

bsfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for BSF need to be
configured.

chfScreeningRulesD | NfScreeningRulesDa | O This attribute will be present if

ata ta screening rules for CHF need to be
configured.

nwdafScreeningRule | NfScreeningRulesDa | O This attribute will be present if

screening rules for NWDAF need to
be configured.

Table 6-35 NfScreeningRulesData
|

Attribute nhame Data type Presenc | Description
e
failureAction FailureAction M Indicates what action needs to be

taken during failure

nfFqdn NfFqdn C This attribute may be present if
screeningListType is NF_FQDN
nfCallBackUriList array(NfCallBackUri) | C This attribute may be
present if screeningListType is
CALLBACK_URI
nflpEndPointList array(NflpEndPoint) | C This attribute shall be
present if screeningListType is
NF_IP_ENDPOINT
plmnList array(PImnld) C This attribute shall be present if
screeningListType is PLMN_ID
nfTypeList array(string) C This attribute shall be

present if screeningListType is
NF_TYPE_REGISTER
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Table 6-36 NfScreeningRulesListType

Enumeration value Description

"NF_FQDN" Screening List type for NF FQDN

"NF_IP_ENDPOINT" Screening list type for IP Endpoint

"CALLBACK_URI" Screening list type for callback URIs in NF Service
and nfStatusNotificationUri in SubscriptionData

"PLMN_ID" Screening list type for PLMN ID

"NF_TYPE_REGISTER" Screening list type for allowed NF Types to register

Table 6-37 NfScreeningType

Enumeration value Description

"BLACKLIST" When a screening list is configured to operate as a
blacklist, the request is allowed to access the service
only if the corresponding attribute value is not present in
the blacklist.

"WHITELIST" When a screening list is configured to operate as a
whitelist, the request is allowed to access the service
only if the corresponding attribute value is present in the
whitelist.

Table 6-38 NfScreeningRulesListStatus

Enumeration value Description
"ENABLED" Screening List feature is enabled to apply the rules
"DISABLED" Screening List feature is disabled

Table 6-39 FailureAction

Enumeration value Description
"CONTINUE" Continue Processing
"SEND_ERROR" Send response with configured HTTP status code

Table 6-40 NfFqdn

Attribute Name Data Type Presenc | Description
e

faqdn array(FQDN) C Exact FQDN to be matched. This is
conditional, at least one attribute is
present.

pattern array(string) C Regular Expression for FQDN. This
is conditional, at least one attribute is
present.
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Table 6-42 NfCallBackUri
- |

Attribute Name Data Type Presence Description

ipv4Address Ipv4Addr C IPv4 address to be
matched. See NOTE
below

ipv4AddressRange Ipv4AddressRange C Range of IPv4
addresses. See NOTE
below

ipv6Address Ipv6Addr C IPv6 address to be
matched. See NOTE
below

ipv6AddressRange Ipv6AddressRange C Range of IPv6
addresses. See NOTE
below

port array(integer) (0] If this attribute is not
configured then it will
not be considered for
validation

portRange array(PortRange) O If this attribute is not
configured then it will
not be considered for
validation

# Note:
This is conditional, only one attribute must be present (Either of the
ipv4Address, ipv4AddressRange, ipv6Address, ipv6AddressRange).

Attribute Name Data Type Presenc | Description
e

fqdn FQDN C Exact Fgdn to be matched. See
NOTE below

pattern string C Regular Expression for FQDN,
Ipv4Address, Ipv6Address. See
NOTE below

ipv4Address Ipv4Addr C IPv4 address to be matched. See
NOTE below

ipv4AddressRange | Ipv4AddressRange |C Range of IPv4 addresses. See
NOTE below

ipv6Address Ipv6Addr C IPv6 address to be matched. See
NOTE below

ipv6AddressRange Ipv6AddressRange | C Range of IPv6 addresses. See
NOTE below

port array(integer) (0] If this attribute is not configured then
it will not be considered for validation

portRange array(PortRange) (0] If this attribute is not configured then

it will not be considered for validation
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pattern, ipv4Address, ipv4AddressRange, ipv6Address, ipv6AddressRange).

Table 6-43 PortRange

range

Attribute Name Data Type Presenc | Description
e
start integer M First value identifying the start of
port range
end integer M Last value identifying the end of port

Table 6-44 PortRange

IPv6 Address range

Attribute Name Data Type Presenc | Description
e
start Ipv6Addr M First value identifying the start of an
IPv6 Address range
end Ipv6Addr M Last value identifying the end of an
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OCNRF state data retrieval REST APIs

REST API Details

"api Root " is concatenation of the following parts

* scheme: http, https

» the fixed string "://"

e authority (host and optional port)

host and port will be CNCC host and port details

Table 7-1 API Details

state-data/vl/
subscription-
details

Subscription related
data.

Both query request
attributes and query
result attributes can
be used together to
get specific results

API HTTP Description HTTP response codes
method
supported
{apiRoot}/nrf- GET This API fetches NF 200 OK with NFProfileDetails, if NF
state-data/v1/nf- Profile related data. Details found
details Both query request | 200 OK with Empty List
attributes and query | <NFProfileDetails>, if NF Details
result attributes can not found
be used together to [ 400 BAD Request, if request is not
get specific results proper
404 NOT FOUND - If no NF Details
found for input attributes and query
request attribute is used to get
details based on specific attribute
500 INTERNAL ERROR - If
any internal error occurred while
accessing OCNRF state data
{apiRoot}/nrf- GET This API fetches 200 OK - SubscriptionDetails , if

subscription details found
200 OK - Empty List
<SubscriptionDetails >, if
subscription details not found

400 BAD Request, if request is not
proper

404 NOT FOUND - If no NF Details
found for input attributes and query
request attribute is used to get
details based on specific attribute

500 INTERNAL ERROR - If
any internal error occurred while
accessing OCNRF state data

Details of nf-details URI

Query request parameters supported by nf-details URI

ORACLE
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< Note:

These attributes can be used to get results based on specific input
attributes. These attribute are optional to API. In case no query request
and result attribute is mentioned, then only NFinstance Ids will be
provided for all of the NF Profiles.

In case complete profile is needed, query request attributes shall contain
specific attributes nf-instance-id or nf-fqdn. Otherwise only NFinstance
Ids will be provided for all of the NF Profiles by default and additionally
query result attributes can be provided to get additional details.

At-most one query request attribute is supported, data is returned based
on the request attribute.

Table 7-2 Query request attributes supported by nf-details URI

Name Data Type | Details Query Example with API
nf-instance-id string NF Instance Id of {apiRoot}/nrf-state-data/v1/nf-
Network Function details?nf-instance-id=<NF

Instance ID>

nf-fgdn string NF Profile FQDN {apiRoot}/nrf-state-data/v1/nf-
details?nf-fqgdn=<Profile level
NF FQDN>

nf-status string NF Profile Status {apiRoot}/nrf-state-data/v1/nf-
details?nf-status=<Profile level
NF Status>

Query result parameters supported by nf-details URI

" Note:

These attributes can be used to get specific attributes of NF Profile in the
response. User can mention them as wish to see in the response.

These attributes can be mention in query using result-
attributes=<Requested Attribute 1>,<Requested Attribute 2>

Different query result attributes can be mention together comma (,)
separated in query to get specific results.

In case no result attribute is mentioned, then only nf-instance-id and
nf-fqdn will be returned.

Some of the attributes are optional in NFProfile. In case specific result
attribute is asked but it is not present in NFProfile then its value will be
marked UNKNOWN.
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Table 7-3 Query result attributes supported by nf-details URI

Name Details Query Example with API
fqdn NF Profile FQDN required | {apiRoot}/nrf-state-data/v1/nf-details?nf-
in Result attributes instance-id=<NF Instance ID>&result-
attributes=fgdn
nfType NF Type required in Result | {apiRoot}/nrf-state-data/vl/nf-details?nf-
attributes instance-id=<NF Instance ID>&result-
attributes=nftype
nfServices NF Services {apiRoot}/nrf-state-data/v1/nf-details?nf-
(Servicelnstanceld and instance-id=<NF Instance ID>&result-
Service Name) required in | attributes=nfServices
Result attributes
nfStatus NF Profile Status required | {apiRoot}/nrf-state-data/vl/nf-details?nf-

in Result attributes

fgdn=<NF FQDN>&result-
attributes=nfStatus

Response structure supported by nf-details URI

Table 7-4 NFProfileDetails
- |

Name

Details

Response Example

dataTimeStamp

Timestamp when data was
returned

{

"dat aTi neSt anp": "2020- 11- 24T15: 55:
48. 0002",
"“nf Profil eDat aCount": 3,
“nfProfileData":
[{"nflnstanceld":"13515195-
€537- 4645- 9b97- 96ec797f bbbe", "f qdn

:"ocanfl.oracle.conf},

{"nflnstancel d":"23515195-
€537- 4645- 9b97- 96ec797f bbbe", "f qdn

:"ocpcf 1. oracl e. con'},

{"nflnstancel d":"33515195-
€537- 4645- 9b97- 96ec797f bbbe", "f qdn

:"ocudrl.oracle.conf}

]

nfProfileDataCou
nt

Count of NF profile data
elements in response

same as above

nfProfileData

NF Profile data attributes
requested in Query result
attributes

same as above
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Details of subscription-details URI

Query request parameters supported by subscription-details URI

# Note:

These attributes can be used to get results based on specific input
attributes. These attribute are optional to API. In case no query request
and result attribute is mentioned, then only subscription ids will be
provided for all of the Subscriptions.

In case complete subscription is needed, query request attributes shall
contain specific attributes subscription-id. Otherwise only Subscription
Ids will be provided by default and additionally query result attributes can
be provided to get additional details.

At-most one query request attribute is supported, data is returned based
on the request attribute.

Table 7-5 Query request attributes supported by subscription-details URI

Name Data Type | Details Query Example with API
subscription-id string Subscription Id for {apiRoot}/nrf-state-data/vl/
which data is required | subscription-details?subscription-
id=<SUBSCRIPTION ID>
nf-status- string NF Status Notification | {apiRoot}/nrf-state-data/v1l/
notification-uri URI for which data is | subscription-details?nf-status-
required notification-uri=<NF Status
Notification URI>

Query result parameters supported by subscription-details URI

# Note:

These attributes can be used to get specific attributes of Subscription in
the response. User can mention them as wish to see in the response.

These attributes can be mention in query using result-
attributes=<Requested Attribute 1>,<Requested Attribute 2>

Different query result attributes can be mention together comma (,)
separated in query to get specific results.

In case no result attribute is mentioned, then only default attributes
(subscriptionld) will be returned.

Some of the above attributes are Optional in Subscription data. In case
specific result attribute is asked but it is not present in Subscription then
its value will be marked UNKNOWN.
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Table 7-6 Query result attributes supported by subscription-details URI
|

Name Details Query Example with API
regNfFgdn Requestor NF FQDN {apiRoot}/nrf-state-data/vl/
required in Result subscription-details?result-
attributes attributes=reqNfFqdn,reqgNfType
reqNfType Requestor NF Type {apiRoot}/nrf-state-data/v1/subscription-
required in Result details?subscription-id=<SUBSCRIPTION
attributes ID>&result-attributes=reqNfType
nfStatusNotificati | NF Status Notification {apiRoot}/nrf-state-data/v1/subscription-
onuUri URI required in Result details?subscription-id=<SUBSCRIPTION
attributes ID>&result-attributes=reqNfType
validity Time Validity Time required in {apiRoot}/nrf-state-data/v1/subscription-
Result attributes details?subscription-id=<SUBSCRIPTION
ID>&result-attributes=reqNfType

Response structure supported by subscription-details URI

Table 7-7 SubscriptionDetails

|
Name Details Response Example

dataTimeStamp | Timestamp when data was

returned {
"dat aTi neSt anp":

"2020- 11- 24T15: 55: 48. 000Z",
"subscri ptionDat aCount": 3,
"subscriptionData":

[{"subscriptionld":"alc5600116e940

3bb032b214d564b729", "reqNf Fgqdn": "a

nfl.oracle.con', "regqNf Type": " AMF"}

{"subscriptionld":"blc5600116e9403
bb032b214d564b729", "r eqNf Fqdn": " pc
f1l.oracle.cont,"reqNf Type": "PCF"},

{"subscriptionld":"clc5600116e9403
bb032b214d564b729", "reqNf Fqdn": "am
f2.oracle.conf, "reqN Type": " UNKNOW
i

]
}

subscriptionData | Count of subscription data | same as above
Count elements in response

subscriptionData | Subscription data attributes | same as above
Data requested in query result
attributes

Refer to OCNRF Alerts and OCNRF KPIs sections alerts and KPIs for more
information respectively.
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Sample Queries

ORACLE

Following are the queries with examples.

Query#1 - Fetches all of the NF Instancelds
Sample query: {api Root}/nrf-state-data/vl/nf-details

Sample response:

{
"dat aTi neSt anp": "2020- 11- 24T15: 55: 48. 000Z",

“nf Profil ebDataCount": 3,
“nfProfileData":[{"nflnstanceld":"13515195-
¢537-4645-9b97- 96ec797f bbbe", "f qdn": "ocanf 1. oracl e. conf'},
{"nflnstancel d":"23515195-
¢537-4645-9b97- 96ec797f bbbe", "f qdn": "ocpcf 1. oracl e. cont'},
{"nflnstancel d":"33515195-
c537- 4645-9b97- 96ec797f bbbe", "f gdn": "ocudr 1. or acl e. con'}

]

Query#2 - Fetches all of the NF Instancelds along with requested additional
result attributes
Sample query: {api Root}/nrf-state-data/vl/nf-details

Sample response:

{
"dat aTi neSt anp": "2020- 11- 24T15: 55: 48. 000Z",

“nf Profil eDat aCount": 3,
"nfProfileData":[{"nflnstanceld":"13515195-
€537-4645-9b97- 96ec797f bbbe", "f qdn": "ocpcf 1. oracl e. cont', "nf Type": "PCF"},

{"nflnstancel d":"23515195-
€537-4645-9b97- 96ec797f bbbe", "f qdn": "ocpcf 2. oracl e. cont', "nf Type": "PCF"},

{"nflnstancel d":"33515195-
c537-4645-9b97- 96ec797f bbbe", "f qdn": "ocudr 1. oracl e. cont', "nf Type": " UDR"}
]
}

Query#3 - Fetches complete NF Profile based on NF Instance ID
Sample query: {api Root}/nrf-state-data/vl/ nf-details?nf-instance-id=<NF
I nstance |1 D>

Sample response:

{
"dat aTi neSt anp": "2020- 11- 24T15: 55: 48. 000Z",

"nf Profil eDataCount": 1,
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"nfProfileData":[{<< !'!'!!1Conmplete NF Profilel!l!l >>}]

Query#4 - Fetches NF Profile FQDN attribute value based on NF Instance ID
Sample query: {api Root }/nrf-state-data/vl/ nf-details?nf-instance-id=<Nr
I nstance | D>&resul t-attributes=fqdn

Sample response:

{
"dataTi neSt anp": "2020- 11- 24T15: 55: 48. 000Z",

“nf Profil eDat aCount": 1,
"nfProfileData":[{"nflnstanceld":"33515195-
€537- 4645- 9b97- 96ec797f bbbe", "f qdn": "ocpcf 1. oracl e. coni' } ]

}

Query#5 - Fetches NF Services attribute of NF Profile based on NF Instance ID
Sample query: {api Root}/nrf-state-data/vl/ nf-details?nf-instance-id=<Nr
Instance | D>&resul t-attributes=nfServices

Sample response:

{
“dat aTi meSt anp": " 2020- 11- 24T15: 55: 48. 000Z",

“nf Profil eDataCount": 1,

"nfProfileData":[{"nflnstanceld":"33515195-
c537- 4645- 9b97- 96ec797f bbbe", " nf Servi ces":
[{"<servicelnstancel d":"aaaa", "servi ceNane": "ABC'},

{"<servicel nstancel d": "bbbb", "servi ceNane": " XYZ"}]

}H

Query#6 - Fetches complete NF Profile based on NF FQDN
Sample query: {api Root}/ nrf-state-data/vl/ nf-details?nf-fqdn=<NF FQDN>

Sample response:

{

“dat aTi meSt anp": " 2020- 11- 24T15: 55: 48. 000Z",

"nf Profil eDataCount": 1,

"nfProfileData":[{<< !'!I!1Conmplete NF Profilell!l >>}]
}

Query#7 - Fetches NF Status attribute value of NF Profile based on NF Instance
ID

Sample query: {api Root }/nrf-state-data/vl/ nf-details?nf-instance-id=<Nr
Instance | D>&result-attributes=nfStatus

Sample response:

{
“dat aTi meSt anp": " 2020- 11- 24T15: 55: 48. 000Z",
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“nf Profil eDat aCount": 1,
"nfProfileData":[{"nflnstanceld":"33515195-
c537- 4645- 9b97- 96ec797f bbbe", "nf St at us": " Suspended"}]

}

Query#8 - Fetches NFInstance Id and its NF Status attribute value based on NF
FQDN

Sample query: {api Root }/ nrf-state-datal/vl/nf-detail s?nf-fqdn=<NF

FQDN>&r esul t-attri but es=nf St at us

Sample response:

{
"dataTi neSt anp": "2020- 11- 24T15: 55: 48. 000Z",

“count": 3,
"nfProfileData":[{"nflnstanceld":"13515195-
€537-4645- 9b97- 96ec797f bbbe", "nf St at us": " Suspended"}]

}

Query#9 - Fetches NF Profile details based on NF Status
Sample query: {api Root }/ nrf-state-datal/vl/nf-detail s?nf-status=<NF
Status>&resul t-attributes=fqdn, nf Type

Sample response:

{
“dat aTi meStanp": "2020-11-24T15: 55: 48. 000Z",

“nf Profil eDataCount": 3,

"nfProfileData": [{"nflnstanceld":"13515195-
c537-4645- 9b97- 96ec797f bbbe", "fqdn":"ocpcf 1. oracle. cont,
"nf Type": " PCF"},

{"nflnstancel d":"23515195-
c537-4645- 9b97- 96ec797f bbbe", "fqdn":"ocpcf 2. oracl e. cont',
"nf Type": " PCF"},

{"nflnstancel d":"33515195-
c537-4645- 9b97- 96ec797f bbbe", "fqdn":"ocudr 1. oracl e. cont,
"nf Type": " UDR"}

]

}

Query#10 - Fetches all of the subscriptions
Sample query: {api Root }/nrf-state-datal/vl/subscription-details

Sample response:

{
"dataTi neStamp": "2020- 11- 24T15: 55: 48. 000Z",

"subscri ptionDat aCount™: 3,
"subscriptionData": [{"subscriptionld":
"a1c5600116e€9403bb032b214d564b729"},
{"subscriptionld":
"b1c5600116€9403bb032b214d564b729"},
{"subscriptionld":
"¢1¢c5600116€9403bb032b214d564h729"}
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Query#11- Fetches all of the subscriptions along with requested result attributes
Sample query: {api Root }/nrf-state-data/vl/subscription-details?result-
attributes=regNf Fqdn, regNf Type

Sample response:

{
"dataTi neStamp": "2020- 11- 24T15: 55: 48. 000Z",

"subscri ptionDat aCount™: 3,

"subscriptionData":
[{"subscriptionld":"alc5600116e9403bb032b214d564b729", "reqNf Fqdn": "anf 1.
oracl e. cont', "reqNf Type": "AMF"},

{"subscriptionld":"blc5600116e9403bb032b214d564b729", "reqNf Fqdn": "pcfl. 0
racle.con', "regNf Type": "PCF"},

{"subscriptionld":"clc5600116e9403bb032b214d564b729", "reqNf Fqdn": "anf 2. o
racl e. cont', "regNf Type": " UNKNOWN' }

]
}

Query#12 - Fetches Subscription Data based on Subscription ID
Sample query: {api Root }/ nrf-state-data/vl/subscription-details?
subscri ption-i d=<SUBSCRI PTI ON | D>

Sample response:

{
"dat aTi meSt anp": " 2020- 11- 24T15: 55: 48. 0002",
"subscriptionDataCount": 3,
"subscriptionData":[<< !'!'!!Conpl ete Subscription Data!!!!>>]
}

Query#13 - Fetches specific attributes of Subscription Data based on
Subscription ID

Sample query: {api Root}/nrf-state-data/vl/ subscription-details?
subscription-i d=<SUBSCRI PTI ON | D>&resul t-attri but es=regNf Fqdn, r egNf Type

Sample response:

{
"dat aTi neStanp": "2020-11- 24T15: 55: 48. 000Z",

"subscri ptionDat aCount": 3,

"subscriptionData":
[{"subscriptionld":"alc5600116e9403bb032b214d564b729", "reqNf Fqdn": "anf 1.
oracl e. cont', "reqNf Type": "AMF"},

{"subscriptionld":"blc5600116€9403bb032b214d564b729", "regNf Fgdn": "pcfl.0
racle. con', "reqgNf Type": " PCF"},

{"subscriptionld":"clc5600116€9403bb032b214d564b729","reqNf Fqdn": "anf 2. 0
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racle. con', "regNf Type": " UNKNOWN' }

]
}

Query#14 - Fetches Subscription IDs based on nf-status-notification-uri
Sample query: {api Root }/ nrf-state-data/vl/subscription-detail s?nf-
status-notification-uri=<NrF Status Notification UR >& esult-
attribut es=regNf Fgdn, reqNf Type

Sample response:

{
"dat aTi neStanp": "2020-11-24T15: 55: 48. 000Z",

"subscri ptionDat aCount": 2,

"subscriptionData":
[{"subscriptionld":"alc5600116e9403bb032b214d564b729", "regNf Fqdn": "anf 1.
oracl e. cont', "reqNf Type": "AMF"},

{"subscriptionld":"blc5600116€9403bb032b214d564b729", "r eqNf Fgdn": " UNKNOW
N, "regNf Type": " PCF"}

]
}
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API details

apiRoot is concatenation of the following parts:

e scheme:- http, https

e the fixed string "://"

e authority (host and optional port) host and port will be CNCC host and port details

Table 8-1 API Details
|

API HTTP method Description HTTP response codes
supported

{apiRoot}/nrf- GET This API fetches Access 200 OK with

status-data/vl/ Token Signing Data Status | AccessTokenSigningDat

accessTokenSign from OCNRF. aStatus, if Access Token

ingDataStatus OCNRF provides option Signing data details found.

to configure access token | 200 OK with Empty List
signing key and certificate | <AccessTokenSigningDa
details. Using this API, it ta> inside

can be checked that details | AccessTokenSigningDat
provided are valid or not aStatus, if Access Token
and specific key details can | Signing data details not

be used to sign the token. | found.

APl example

Sample API:- {apiRoot}/nrf-status-data/v1l/accessTokenSigningDataStatus

Met hod: - CET
Sanpl e response: -
{

"dat aTi neSt anp": "2020- 11- 24T15: 55: 48. 000Z2",

"accessTokenSi gni ngKeysCount": 2,

"accessTokenSi gningData": [{"keyl D': "Keyld0l", "privateKey":
{ "fileName": "KeyldOl-privateKey.pent, "isValid": true,
"inval i dReason": null },

“certificate":
{ "fileName": "Keyl dOl-publicCertificate.crt", "isValid": true,
"invali dReason": null, "expiryTime": "2021-11-24T15: 55: 48. 000Z"}

}1

{"keyl D': "Keyld02", "privateKey":
{ "fileName": "KeyldO2-privateKey.pent', "isValid": false,
"inval i dReason": "Key file not found" },

“certificate":
{ "fileName": "Keyl dO2-publicCertificate.crt", "isValid": false,
"invalidReason": "Key file not found", "expiryTine":null }
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Table 8-2 AccessTokenSigningDataStatus

Attribute DataType Description

dataTimeStamp string Time stamp when Data was retrieved
accessTokenSigningKeysC | integer Count of keys in response

ount

accessTokenSigningData | array(AccessTok | See AccessTokenSigningData for details

enSigningData)

Table 8-3 AccessTokenSigningData

Attribute DataType Description

keylD string Key Id for the Access Token Signing Data

privateKey AccessTokenSig | Private key details corresponding to Keyld
ningDataDetails

certificate AccessTokenSig | Public Certificate details corresponding to
ningDataDetails | Keyld

Table 8-4 AccessTokenSigningDataDetails
e __________________________________|

Attribute DataType Description
fileName string File Name of the Private Key and Public
Certificate
isValid boolean (true or | Details provided are valid to use or not.
false)
invalidReason string In case i sVal i d value is false then the

reason why the key or certificate is not valid
is provided are i nval i dReason.

expiryTime string This attribute is applicable only for certificate.

This will tell when certificate will get expire.
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Configuring OCNRF using CNC Console

This section provides information for configuring Oracle Communications Network
Repository Function.

CNC Console Interface

ORACLE

CNC Console Login
Following is the procedure to login to CNC Console:

1. Open any browser.

2. Enter the URL: http://<host name>:<port number>.
3. Enter valid credentials.
4

Click Log in. The CNC Console interface is displayed.

Figure 9-1 CNC Console

— ORACLE ® About @ Signout
HOME

. Welcome!

BSF >

MNRF >

POLICY >

SCP >

UDR P

Top Ribbon

The top ribbon has following options:

1. About
2. Sign Out
3. Help
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< Note:

The Collapse button at the left side allows the user to collapse the left pane.
Help navigates to the swagger.

Left Pane - NFs and APIs

The left pane displays the list of Network Functions and respective APIs.

Right Pane - Details View

The right pane displays details of the parameters that can be updated in the selected
API.

OCNRF Configuration

This section provides configuration steps for OCNRF parameters using CNC Console.

General Options

To configure the general options follow the procedure:

1. From the left navigation menu, navigate to NRF and then General Options. The
General Options screen is displayed.
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Figure 9-2 General Options

General Options

Default Load Assignment: true

Default Priority Assignment: true
Default Load: 5

Default Priority: 100

Enable 29510 v15.3.0: true

Enable 29510 v15.5.0: true
Maximum Hop Count: 3

OCNRF Host: ocnrf-ingressgateway.ocnrf.svc.cluster.loc

OCNRF Port: 80

4 NRF PLMN List

MCC MNC ®

2. Click Edit from the top right side to edit or update General Options parameter.
The screen is enabled for modification.

Provide the values for the attributes as described in General Options.
Click Add provided under NRF PLMN List section to add MCC and MNC.
Add MCC and MNC values in the field.

Click Save on Add NRF PLMN List window.

N o o ;M @

Click Save to save the general options.

Editing NRF PLMN List
To edit an existing NRF PLMN List:

1. Click Edit from the top right side to edit or update General Options parameter.
The screen is enabled for modification.

Click Edit provided under NRF PLMN List section to edit the PLMN list.
Modify the attribute values as per the requirement.
Click Save on Edit NRF PLMN List window.

g M w0 D

Click Save to save the updated general options.
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Deleting NRF PLMN List
To delete a NRF PLMN List Parameter:

1. Click Edit from the top right side to edit or update General Options parameter.
The screen is enabled for modification.

2. Click Delete from the action items of NRF PLMN List section under each Rules
Data.
The " Do you want to delete the record?" message appears.

3. Click OK to delete the parameter.

4. Click Save to save the updated general options.

NF Management Options

To configure the NF Management Options follow the procedure:

1. From the left navigation menu, navigate to NRF and then NF Management
Options. The NF Management Options screen is displayed.

Figure 9-3 NF Management Options

NF Management Options

NF Notify Load Threshold: 5

NRF Support For Profile Changes In true
Response:

Default Subscription Validity Time: 24h
NRF Support For Profile Changes In false
Notification:

NF Profile Suspend Duration: 168h
Accept Additional Attributes: false

Allow Duplicate Subscriptions: true

P NF Heartbeat Timers

2. Click Edit from the top right side to edit or update NF Management Options
parameter. The screen is enabled for modification.

3. Provide the values for the attributes as described in NF Management Options.

4. Click Add provided under NF Heartbeat Timers section to add the Heartbeat
Timers parameters.

5. Enter the values for heartbeat timers as described in NF Management Options.
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6. Click Save on Add NF Heartbeat Timers window.

7. Click Save to save the NF Management Options.

Editing NF Heartbeat Timers
To edit an existing NF Heartbeat Timers:

1. Click Edit from the top right side to edit or update NF Management Options
parameter. The screen is enabled for modification.

2. Click Edit provided under NF Heartbeat Timers section to edit the host
information.

3. Modify the attribute values as per the requirement.
4. Click Save on Edit NF Heartbeat Timers window.

5. Click Save to save the updated NF Management Options.

Deleting NF Heartbeat Timers
To delete a NF Heartbeat Timers Parameter:

1. Click Edit from the top right side to edit or update NF Management Options
parameter. The screen is enabled for modification.

2. Click Delete from the action items of Edit NF Heartbeat Timers section under
each NF Heartbeat Timers.
The " Do you want to delete the record?" message appears.

3. Click OK to delete the parameter.

4. Click Save to save the updated NF Management Options.

NF Discovery Options

ORACLE

To configure the NF Discovery Options follow the procedure:

1. From the left navigation menu, navigate to NRF and then NF Discovery Options.
The NF Discovery Options screen is displayed.

Figure 9-4 NF Discovery Options

NF Discovery Options Z Edit O Refresh @ Help

Discovery Result Load Threshold:

Profile Count In Discovery Response: 3

4 Discovery Validity Period
NF Type Validity Period ®

ALL_NF_TYPE 1h Z T

2. Click Edit from the top right side to edit or update NF Discovery Options
parameter. The screen is enabled for modification.
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Provide the values for the attributes as described in NF Discovery Options:

a. Increment or decrement the Discovery Result Load Threshold parameter
using the arrow keys.

b. Increment or decrement the Profiles Count In Discovery Response
parameter using the arrow keys.

Click Add provided under Discovery Validity Period section to add the validity
information.

Enter the values for rules configuration as described in NF Discovery Options.
Click Save on Add Discovery Validity Period window.

Click Save to save the NF Discovery Options.

Editing Discovery Validity Period

To edit an existing Discovery Validity Period:

1.

4,
5.

Click Edit from the top right side to edit or update NF Discovery Options
parameter. The screen is enabled for modification.

Click Edit provided under Discovery Validity Period section to edit the host
information.

Modify the attribute values as per the requirement.
Click Save on Edit Discovery Validity Period window.

Click Save to save the updated NF Discovery Options.

Deleting NF Type

To delete a NF type:

1.

3.
4.

Click Edit from the top right side to edit or update NF Discovery Options
parameter. The screen is enabled for modification.

Click Delete from the action items of Discovery Validity Period section.
The " Do you want to delete the record?" message appears.

Click OK to delete the NF type details.

Click Save to save the updated NF Discovery Options.

NF Access Token Options

To configure the NF Access Token Options follow the procedure:

1.

ORACLE

From the left navigation menu, navigate to NRF and then NF Access Token
Options. The NF Access Token Options screen is displayed.
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Figure 9-5 NF Access Token Options

NF AccessToken Options

Audience Type: NF_INSTANCE_ID
Authorize Requester NF: ENABLED
Logical Operator For Scope: AND
OAuth Token Algorithm: ES256

OAuth Token Expiry Time: 1h

4 Access token authorization feature

Feature status: DISABLED

> Access token authorization feature rules configuration

> Access token authorization error responses

Click Edit from the top right side to edit or update NF Access Token Options
parameter. The screen is enabled for modification.

Provide the values for the attributes as described in NF Access Token Options.

Click Add provided under Access token authorization feature rules
configuration section to add the rules.

Enter the values for rules configuration as described in NF Access Token Options.
Click Save on Add Access token authorization error responses window.

Click Add provided under Access token authorization error responses section
to add the error response details.

Enter the values for rules configuration as described in NF Access Token Options.

Click Save on Add Access token authorization error responses window.

10. Click Save to save the NF Access Token Options.

Editing NF Access Token Options

To edit an existing NF Access Token Options:

1.

Click Edit from the top right side to edit or update NF Access Token Options
parameter. The screen is enabled for modification.

Modify the attribute values as per the requirement.
Click Save on Edit NF Access Token Options window.

Click Save to save the updated NF Access Token Options.
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Deleting NF Access Token Options
To delete a NF Access Token Options:

1. Click Edit from the top right side to edit or update NF Access Token Options
parameter. The screen is enabled for modification.

2. Click Delete from the action items of Edit NF Access Token Options section
under each Access token authorization feature rules configuration.
The " Do you want to delete the record?" message appears.

3. Click OK to delete the parameter.
4. Click Save to save the updated NF Access Token Options.

" Note:

Follow above procedures for editing or deleting Access token authorization
€rror responses.

Forwarding Options

ORACLE

To configure the Forwarding Options follow the procedure:

1. From the left navigation menu, navigate to NRF and then Forwarding Options.
The Forwarding Options screen is displayed.

Figure 9-6 Forwarding Options

Forwarding Options

NF Profile Retrieval Status: DISABLED
Subscription Status: DISABLED
Discovery Status: DISABLED

AccessToken Status: DISABLED

P NRF Host Config
» NRF Reroute On Response HTTP Status Codes

> Error Responses

2. Click Edit from the top right side to edit or update Forwarding Options
parameter. The screen is enabled for modification.

3. Provide the values for the attributes as described in NRF-NRF Forwarding
Options.

9-8



9.

Chapter 9
OCNRF Configuration

Click Add provided under NRF Host Config section to add the host information.

Enter the values for rules configuration as described in NRF-NRF Forwarding
Options.

Click Save on Add NRF Host Config window.

Click Add provided under Error Responses section to add the error response
details.

Enter the values for rules configuration as described in NRF-NRF Forwarding
Options.

Click Save on Add Error Responses window.

10. Click Save to save the Forwarding Options.

Editing NRF Host Config

To edit an existing NRF Host Config:

1.

2
3
4,
5

Click Edit from the top right side to edit or update Forwarding Options
parameter. The screen is enabled for modification.

Click Edit provided under NRF Host Config section to edit the host information.
Modify the attribute values as per the requirement.
Click Save on Edit NRF Host Config window.

Click Save to save the updated Forwarding Options.

Deleting NRF Host Config

To delete a NRF Host Config:

1.

SLF Options

Click Edit from the top right side to edit or update Forwarding Options
parameter. The screen is enabled for modification.

Click Delete from the action items of NRF Host Config section.
The " Do you want to delete the record?" message appears.

Click OK to delete the host config details.

Click Save to save the updated Forwarding Options.

< Note:

Follow above procedures for editing or deleting the Error Responses.

To configure the SLF Options follow the procedure:

1.

ORACLE

From the left navigation menu, navigate to NRF and then SLF Options. The SLF
Options screen is displayed.
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Figure 9-7 SLF Options

SLF Options

Preferred Subscriber ID Type: SUPI
Feature Status: DISABLED
Supported NF Type List:

UseOAuthToken: false
> Reroute On Response HTTP Status Codes
> SLF Host Config

> Error Responses

Click Edit from the top right side to edit or update SLF Options parameter. The
screen is enabled for modification.

Provide the values for the attributes as described in SLF Options.

In Edit mode, Add HTTP status code information under Reroute On Response
HTTP Status Codes section.

Enter the values for HTTP status codes as described in SLF Options.

Click Add provided under SLF Host Config section to add the host information.
Enter the values for rules configuration as described in SLF Options.

Click Save on Add SLF Host Config window.

Click Add provided under Error Responses section to add the error response
details.

Enter the values for rules configuration as described in SLF Options.
Click Save on Add Error Responses window.

Click Save to save the SLF Options.

Editing SLF Host Config

To edit an existing SLF Host Config:

1.

g o W D

Click Edit from the top right side to edit or update SLF Options parameter. The
screen is enabled for modification.

Click Edit provided under SLF Host Config section to edit the host information.
Modify the attribute values as per the requirement.

Click Save on Edit SLF Host Config window.

Click Save to save the updated SLF Options.
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Deleting SLF Host Config
To delete a SLF Host Config:

1. Click Edit from the top right side to edit or update SLF Options parameter. The
screen is enabled for modification.

2. Click Delete from the action items of SLF Host Config section.
The " Do you want to delete the record?" message appears.

3. Click OK to delete the host config details.
4. Click Save to save the updated SLF Options.

" Note:

Follow above procedures for editing or deleting the Error Responses.

Geo Redundancy Options

To configure the Geo Redundancy Options follow the procedure:

1. From the left navigation menu, navigate to NRF and then Geo Redundancy
Options. The Geo Redundancy Options screen is displayed.

Figure 9-8 Geo Redundancy Options

Geo Redundancy Options

Feature Status: DISABLED
Replication Latency: 55
Monitor NRF Service Status Interval: 5s

Monitor DB Replication Status Interval: 5s

2. Click Edit from the top right side to edit or update Geo Redundancy Options
parameter. The screen is enabled for modification.

3. Provide the values for the attributes as described in Geo Redundancy Options:
a. Select the Feature Status from the drop-down menu.

b. Enter the values for Replication Latency, Monitor NRF Service Status
Interval and Monitor DB Replication Status Interval.

4. Click Save.
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NF Authentication Options

To configure the NF Authentication Options follow the procedure:

1.

6.
7.

From the left navigation menu, navigate to NRF and then NF Authentication
Options. The NF Authentication Options screen is displayed.

Figure 9-9 NF Authentication Options

NF Authentication Options

NF Registration Status: DISABLED

NF Subscription Status: DISABLED
NF Discovery Status: DISABLED
Access Token Status: DISABLED

NF Profile Retrieval Status: DISABLED
NF List Retrieval Status: DISABLED

Check if NF is registered: DISABLED

> Error Responses

Click Edit from the top right side to edit or update NF Authentication Options
parameter. The screen is enabled for modification.

Provide the values for the attributes as described in NF Authentication Options.

Click Add provided under Error Responses section to add the error response
details.

Enter the values for rules configuration as described in NF Authentication Options.
Click Save on Add Error Responses window.

Click Save to save the NF Authentication Options.

Editing Error Responses

To edit an existing Error Responses:

1.

ORACLE

Click Edit from the top right side to edit or update NF Authentication Options
parameter. The screen is enabled for modification.

Click Edit provided under Error Responses section to edit the error response
details.

Modify the attribute values as per the requirement.
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4. Click Save on Edit Error Responses window.

5. Click Save to save the updated NF Authentication Options.

Deleting Error Responses
To delete a Error Responses:

1. Click Edit from the top right side to edit or update NF Authentication Options
parameter. The screen is enabled for modification.

2. Click Delete from the action items of Error Responses section.
The " Do you want to delete the record?" message appears.

3. Click OK to delete the error response details.

4. Click Save to save the updated NF Authentication Options.

Log Level Options

To configure the Log Level Options follow the procedure:

1. From the left navigation menu, navigate to NRF and then Log Level Options. The
Log Level Options screen is displayed.

Figure 9-10 Log Level Options

Log Level Options

NF Subscription Log Level: WARN
NF Registration Log Level: WARN
NF Discovery Log Level: WARN
NF Access Token Log Level: WARN
NRF Auditor Log Level: WARN

NRF Configuration Log Level: WARN

2. Click Edit from the top right side to edit or update Log Level Options parameter.
The screen is enabled for modification.

3. Select the values for the following attributes from the drop-down menu:
a. NF Subscription Log Level
b. NF Registration Log Level
c. NF Discovery Log Level
d. NF Access Token Log Level
e. NRF Auditor Log Level
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f. NRF Configuration Log Level
Refer to Log Level Options for more information.

4. Click Save.

NF Screening Options

To configure the NF Screening Options follow the procedure:

1. From the left navigation menu, navigate to NRF and then NF Screening Options.
The NF Screening Options screen is displayed.

Figure 9-11 NF Screening Options

NF Screening Options

Response Code: 403
Feature Status: DISABLED

2. Click Edit from the top right side to edit or update NF Screening Options
parameter. The screen is enabled for modification.

3. Provide the values for the attributes as described in NF Screening Options:
a. Enter the Response Code value in the field.
b. Select the Feature Status from the drop-down menu.

4. Click Save.

Screening Rules

NF Screening supports the functionality to screen the service requests received from
5G Network Functions (NFs) before allowing access to OCNRF services. In this
feature, OCNRF screens the incoming service operations from NFs on the basis of
some attributes against set of rules configured at OCNRF. OCNRF processes the
required services only if screening is successful. This feature provides extra security
by restricting the NF that can use the service of OCNRF.

Using the screening lists, operator can decide which NF can access the services
provided by OCNRF by configuring attributes based on the requirement.

CALLBACK URI

ORACLE

Screening list type for callback URIs in NF Service and nfStatusNotificationUri in
SubscriptionData.

NRF screens the callback URI present in the request before allowing access to
management service. Host present in callback URI (FQDN+port or IP+port) must be
used for screening. In CALLBACK URI, the attributes that can be modified are FQDN,
Port and IP address.
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Configuring Callback URI Parameters

ORACLE

To configure Callback URI parameters follow the procedure:

1.

3.

4,

From the left navigation menu, navigate to NRF and then Screening Rules.
Under Screening Rules select CALLBACK URI. The CALLBACK URI screen
is displayed.

Figure 9-12 Callback URI

< Screening Rules

CALLBACK URI Z Edit O Refresh @ Help
CALLBACK URI
NF FQDN

Status:
NF IP ENDPOINT

NF Screening Type:
NF TYPE REGISTER

PLMN_ID » Global Screening Rules Data
» Custom NF Screening Rules Data
» UDM Screening Rules Data
» NRF Screening Rules Data

» AMF Screening Rules Data

Click Edit from the top right side to edit or update a CALLBACK URI parameter.
The screen is enabled for modification.

Provide the values for the attributes as follows:

a. Select Status from drop-down menu.

b. Select the required NF Screening Type from drop-down menu.

c. Choose the Failure Action for specific Rules Data from drop-down menu.

d. Click Add provided under NF Callback URIs section based on the
requirement for each Rules Data to add NF Callback URIs. Refer to Callback
URI parameters for more information in parameter values and description.

Click Save.

Modifying NF Callback URIs

The user can edit and delete the NF Callback URIs.

Editing NF Callback URIs

To edit an existing NF Callback URIs:

1.

In the Edit Mode of Callback URI screen, click Edit from the NF Callback URIs
section under each Rules Data. The Edit NF Callback URIs Screen appears.

Modify the attribute values as per the requirement.
Click Save.
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Deleting NF Callback URIs

To delete a NF Callback URIs Parameter:

1.

Click Delete from the action items of NF Callback URIs section under each Rules
Data.
The " Do you want to delete the record" message appears.

Click OK to delete the parameter.

NRF screens the Fully Qualified Domain Name (FQDN) present in the request before
allowing access to management service.

In NF FQDN, the attributes that can be modified are pattern, fgdn in NFProfile and
fgqdn in NFService.

Configuring NF FQDN Parameters

ORACLE

Follow the procedure to configure NF FQDN parameters:

1.

From the left navigation menu, navigate to NRF and then select Screening Rules.
Under Screening Rules, select NF FQDN. The NF FQDN screen is displayed.

Figure 9-13 NF FQDN

< Screening Rules 2 Edit

NF FQDN Q Refresh @ Help

CALLBACK URI
NF FQDN

Status:
NF IP ENDPOINT

NF Screening Type:
NF TYPE REGISTER

PLMN_ID » Global Screening Rules Data
» Custom NF Screening Rules Data
> UDM Screening Rules Data

> NRF Screening Rules Data

» AMF Screening Rules Data

Click Edit from the top right side to edit or update the NF FQDN parameter. The
Edit NF FQDN screen is displayed.

Provide the values for the attributes as follows:

a. Select Status from drop-down menu.

b. Select the required NF Screening Type from drop-down menu.

c. Choose the Failure Action for specific Rules Data from drop-down menu.

d. Enter the Pattern and FQDN values under NF FQDN section based on the
requirement for each Rules Data.

Click Save.
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< Note:

Repeat the above steps for all the Rules Data.

NRF screens the IP endpoint(s) present in the request before allowing access to
management service.

Configuring NF IP Endpoint parameters

To configure NF IP Endpoint parameters follow the procedure:

1.

4,

From the left navigation menu, navigate to NRF and then Screening Rules.
Under Screening Rules select NF IP Endpoint. The NF IP Endpoint screen
is displayed.

Figure 9-14 NF IP Endpoints

< Screening Rules

NF [P ENDPOINT Z Edit O Refresh @ Help

CALLBACK URI

NF FQDN

Status:
NF IP ENDPOINT

NF Screening Type:
NF TYPE REGISTER

PLMN_ID » Global Screening Rules Data
P Custom NF Screening Rules Data
» UDM Screening Rules Data

» NRF Screening Rules Data

» AMF Screening Rules Data

Click Edit from the top right side to edit or update NF IP Endpoint parameters. The
screen is enabled for modification.

Provide the values for the attributes as follows:

a. Select Status from drop-down menu.

b. Select the required NF Screening Type from drop-down menu.

c. Choose the Failure Action for specific Rules Data from drop-down menu.

d. Click Add provided under NF IP Endpoint section based on the requirement
for each Rules Data to add NF IP Endpoint. Refer to NF IP Endpoint for more
information in parameter values and description.

Click Save.

Modifying NF IP Endpoint

The user can edit or delete the NF IP Endpoint.

ORACLE
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Editing NF IP Endpoint

To edit an existing NF IP Endpoint:

1.

2.
3.

In the Edit Mode of NF IP Endpoint screen, click Edit from the NF IP Endpoint
section under each Rules Data. The Edit NF IP Endpoint Screen appears.

Modify the attribute values as per the requirement.
Click Save.

Deleting NF IP Endpoint

To delete a NF IP Endpoint Parameters:

1.

2.

Click Delete from the action items of the NF IP Endpoint section under each
Rules Data.
The " Do you want to delete the record” message appears.

Click OK to delete the parameter.

NRF screens the NF type present in the in-coming service request.

Configuring NF IP Type Register parameters

ORACLE

Following is the procedure to configure NF IP Type Register parameters:

1.

3.

From the left navigation menu, navigate to NRF and then Screening Rules. Under
Screening Rules select NF IP Type Register. The NF IP Type Register screen is
displayed.

Figure 9-15 NF IP Type Register

< Screening Rules

NF TYPE REGISTER Z Edit O Refresh @ Help

CALLBACK URI

NF FQDN

Status:
NF [P ENDPOINT I

NF Screening Type:
NF TYPE REGISTER

PLMN_ID 4 Global Screening Rules Data

Failure Action:

NF Type List:

Click Edit from the top right side to edit or update a NF IP Type Register
parameters. The screen is enabled for modification.

Provide the values for the attributes as follows:
a. Select Status from drop-down menu.
b. Select the required NF Screening Type from drop-down menu.

c. Choose the Failure Action and NF Type List for Global Screening Rules
Data.
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4. Click Save.

PLMN ID Parameters

NRF screens the PLMN Id present in the request before allowing access to
management service.

Configuring PLMN ID Parameters

ORACLE

To configure PLMN ID parameters follow the procedure:

From the left navigation menu, navigate to NRF and then Screening Rules. Under
Screening Rules select PLMN ID. The PLMN ID screen is displayed.

Figure 9-16 PLMN ID

< .
Screening Rules PLMN 1D 2 Edt O Refresh @ Help

CALLBACK URI
NF FQDN

Status:
NF I[P ENDPOINT

NF Screening Type:
NF TYPE REGISTER

PLMN_ID » Global Screening Rules Data
> Custom NF Screening Rules Data
> UDM Screening Rules Data
» NRF Screening Rules Data

» AMF Screening Rules Data

Click Edit from the top right side to edit or update a PLMN ID parameters. The
screen is enabled for modification.

Provide the values for the attributes as follows:
Select Status from drop-down menu.

a.
b. Select the required NF Screening Type from drop-down menu.

0

Choose the Failure Action for specific Rules Data from drop-down menu.

d. Click Add provided under PLMN List section based on the requirement for
each Rules Data to add PLMN List. Refer to Configuring NF Screening for
more information in parameter values and description.

Click Save.

Modifying PLMN ID

The user can edit or delete the PLMN ID.
Editing PLMN ID

To edit an existing PLMN ID:
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1. Inthe Edit Mode of PLMN ID screen, click Edit from the PLMN List section under
each Rules Data. The Edit PLMN List Screen appears.

2. Modify the attribute values as per the requirement.

3. Click Save.

Deleting PLMN ID
To delete a PLMN ID Parameters:

1. Click Delete from the action items of the PLMN List section under each Rules
Data.
The " Do you want to delete the record" message appears.

2. Click OK to delete the parameter.
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OCNRF Metrics

This section includes information about metrics for Oracle Communications Network

ORACLE

Repository Function.

" Note:

Sample OCNRF dashboard for Grafana is delivered to the customer through
OCNRF Custom Templates. Metrics and functions used to achieve KPI are
covered in OCNRF Custom Templates. Refer to Oracle Help Center site for
the information about OCNRF Custom Templates.

Dimensions Legend for the Metrics

The following table includes the details about the metrics dimensions:

Table 10-1 Dimensions Legend

Dimension Details

application application name, here it is ocnrf

vendor For OCNREF, vendor is Oracle

Method HTTP Method Name. For example: PUT, GET

Status HTTP Status Code in response

Uri URI defined to identify the Service Operation at Ingress Gateway

Node Name of the kubernetes worker node on which microservice is
running

NrfLevel OCNRF Deployment Name by which OCNRF can be identified, it
will be OCNRF Instance Id passed through helm

NfType Types of Network Functions (NF)

Nflnstanceld Unique identity of the NF Instance sending request to OCNRF

HttpStatusCode HTTP Status Code

ServiceName Name of the service instance (for example: "nudm-sdm")

Servicelnstanceld

Unique ID of the service instance within a given NF Instance

UpdateType(Partial/ NF Update with PUT (Complete) or PATCH (Partial) methods

Complete)

OperationType Dimension is for NFSubscribe Service operation to tell if the
request is to create or update the subscription

NotificationEventType This dimension indicates subscription request is for which event
types. For example: NF_REGISTERED, NF_DEREGISTERED
and NF_PROFILE_CHANGED

TargetNfType Dimension indicates request is for which target NF type
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Table 10-1 (Cont.) Dimensions Legend

Dimension

Details

RequesterNfType

Dimension indicates the NF type which originating the request.
This value comes from UserAgent header. For NFDiscover
Service operation it is taken from Search Query.

In case no header or value, this value will be UNKNOWN in the
metrics

TargetNflnstanceld

Dimension indicates the target NF Instance Id for NF Access
Token

ClientNflnstanceld

Dimension indicates the client NF Instance Id for NF Access
Token

RejectionReason

Dimension indicates the rejection reason for NF Access Token

SubscriptionldType

Dimension indicates the Subscription Id type for which SLF query
is received

Groupld

Dimension indicates the Groupld returned by SLF/UDR
corresponding to Subscriptionld

BucketSize

Dimension indicates how many profiles are returned in the
response of Discovery request. Range is not configurable.
Possible values are 0-10, +Inf. According to NF profiles returned,
corresponding bucket will be incremented by one. For example, if
2 profiles are returned, then bucket 2 will be incremented by one.
Profiles getting returned more than 10 will fall in +Inf bucket.

DBOperation

Create,update,delete and find

TableName

OCNREF Table Name

SubscriptionStatus

Status of subscription shall be 'SUBSCRIBED', 'SUSPENDED' or
'UNSUBSCRIBED'

DbReplicationStatus

"ACTIVE" or "INACTIVE"

RemoteNTrflnstanceld

Remote OCNREF Instance Id

HeartbeatTimer

The heartbeatTimer of the NfProfile. The value is considered in
seconds.

TLSFqgdn

FQDN received in TLS Certificate

NfFgdn

FQDN of consumer NF.

This dimension will only be available if the service mesh sends
the consumer NF FQDN in XFCC header, otherwise this value will
be UNKNOWN in the metrics

ServiceOperation

Service operations as defined in 3gpp specification for NRF

Scope

Scope as received in the AccessToken Request

ResponseReason

Response Reason in Response sent back to NF

Subscriptionid

Subscription Id generated by OCNRF for NFStatusSubscribe
Service Operation

NFType

Used in Gateway metrics.

NF Type extracted from URI. Path is /nxxx-yyy/vz/.......
Where xxx will be changed to (Upper Case) is NFType
UNKNOWN if unable to extract NFType from the path
Example: nnrf-nfm/v1/nf-instances

ORACLE
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Table 10-1 (Cont.) Dimensions Legend

Dimension Details

NFServiceType Used in Gateway metrics.
NF Type extracted from URI. Path is /nxxx-yyy/vz/.......
Where nxxx-yyy is NFServiceType
UNKNOWN if unable to extract NFServiceType from the path
Example: nnrf-nfm/v1/nf-instances

Host Used in Gateway metrics.
(Ip or fqdn): port of gateway

HttpVersion Http protocol version - HTTP/1.1, HTTP/2.0

Scheme Http protocol scheme - HTTP, HTTPS, UNKNOWN

ClientCertldentity

Used in Gateway metrics.

Certificate Identity of the client, SAN=127.0.0.1,localhost
CN-=localhost, N/A if data is not available

Route_Path

Used in Gateway metrics.
Path predicate/Header predicate that matched the current request

Instanceldentifier

Used in Gateway metrics.

Prefix of the pod configured in helm when there are multiple
instances in same deployment- Prefix configured in helm
otherwise UNKNOWN

ErrorOriginator

Used in Gateway metrics.

This tag captures the ErrorOriginator - ServiceProducer, Nrf,
IngressGW, None

Direction

Used in Gateway metrics.
Direction of the request or response. egress, egressOut

error_reason

Reason for failure response received. If message is sent in the

response, then it is filled with the message otherwise exception
class is filled. In case of successful response it is filled with "no-
error".

Examples: error_reason="no_error" (In case

successful response is received),
error_reason="java.nio.channels.ClosedChannelException",
error_reason="unable to find valid certification path to requested
target"

Keyld Key Id from Access Token Configuration used to sign the Access
Token

KeyType Key type of Access Token Configuration (private key or certificate)

isCurrentKeyld True or False, when specific metric is for current key id in Access

Token Configuration.
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OCNRF Gateways Metrics

Table 10-2 OCNRF Gateways Metrics
|

Metric Name Metric Details Metric filter Metric Type Dimensions
Total number of Total number of oc_ingressgateway_http_re | Counter Method
ingress requests requests received at | quests_total NFType
OCNRF .
NFServiceType
Host
HttpVersion
Scheme
Route_path
Instanceldentifier
ClientCertldentity
NF Register Success | Total number oc_ingressgateway_http_re | Counter Method
of successful sponses_total{Status="201 NFType
NFRegister service | CREATED",Route_path=~" NEServiceTs
operations at *nnrf-nfm/vl/nf- ervicelype
OCNRF instances.*",Method="PUT" Host
} HttpVersion
Scheme
Route_path
Instanceldentifier
ClientCertldentity
NF Update Total number of oc_ingressgateway_http_re | Counter Status
Success (Complete | successful NFUpdate | sponses_total{Status="200 Method
Replacement) service operations at | OK",Route_path=~"*nnrf- Rout th
OCNRF nfm/ivi/nf- oute_pa
instances.*",Method="PUT" NFType
} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
NF Update Total number of oc_ingressgateway_http_re | Counter Status
Success (Partial successful NFUpdate | sponses_total{Status=~".*2 Method
Replacement) service operations at | .*",Route_path=~"-*nnrf- Rout th
OCNRF nfm/va/nf- oute_pa
instances.*",Method="PAT NFType
CH"} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity

ORACLE
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Metric Name Metric Details Metric filter Metric Type Dimensions
NF List/Profile Total number of oc_ingressgateway_http_re | Counter Status
Retrieval Success successful NF List/ | sponses_total{Status=~".*2 Method
Profile retrieval X" Route_path=~"*nnrf- Rout th
service operations at | nfm/vl/nf- oute_pa
OCNRF instances.*",Method="GET NFType
"} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
Access Token Total number of oc_ingressgateway_http_re | Counter Status
Success successful Access sponses_total{Status="200 Method
Token service OK",Route_path=~".*/ Rout th
operations at oauth2/token*."} oute_pa
OCNRF NFType
NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
NF De-register Total number of oc_ingressgateway_http_re | Counter Status
Success successful service sponses_total{Status="204 Method
operations at NO_CONTENT",Route_pat Rout th
OCNRF h=~"*nnrf-nfm/v1/nf- oute_pa
instances.*",Method="DEL NFType
ETE"} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
NF Subscribe Total number oc_ingressgateway_http_re | Counter Status
Success of successful sponses_total{Status="201 Method
NFStatusSubscribe | CREATED",Route_path=~" Rout th
service operations at | .*nnrf-nfm/v1/ oute_pa
OCNRF subscriptions.*",Method="P NFType
0sT"} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
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Metric Name Metric Details Metric filter Metric Type Dimensions
NF Unsubscribe Total number of oc_ingressgateway_http_re | Counter Status
Success successful sponses_total{Status="204 Method
NFStatusUnSubscrib | NO_CONTENT",Route_pat Rout th
e service operations | h=~"*nnrf-nfm/v1/ oute_pa
at OCNRF subscriptions.*",Method="D NFType
ELETE"} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
NF Discover Success | Total number oc_ingressgateway_http_re | Counter Status
of successful sponses_total{Status=~"2.* Method
NFDiscover service | ",Route_path=~"*nnrf- Rout th
operations at disc/vl/nf- oute_pa
OCNRF instances.*",Method="GET NFType
"} NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
4xx Responses (NF- | Total number of oc_ingressgateway_http_re | Counter Status
Instances) 4xx responses sponses_total{Status=~"4.* Method
(NfRegister/ " Route_path=~"*nnrf- Rout th
NfUpdate/NfDelete/ | nfm/v1l/nf-instances.*"} oute_pa
NfProfileRetrieval/ NFType
NfListRetrieval) NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
4xx Responses Total number of 4xx | oc_ingressgateway_http_re | Counter Status
(Subscriptions) responses sponses_total{Status=~"4.* Method
(NFStatusSubscribe/ | ",Route_path=~".*nnrf- Rout th
NFStatusUnSubscrib | nfm/v1/subscriptions.*"} oute_pa
e) NFType
NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
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Metric Details

Metric filter

Metric Type
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Dimensions

4xx Responses
(Discovery)

Total number of
4xx responses
(NfDiscover)

oc_ingressgateway_http_re
sponses_tota{Status=~"4.*
" Route_path=~"*nnrf-
disc/vl/nf-instances.*"}

Counter

Status

Method
Route_path
NFType
NFServiceType
Host

HttpVersion
Scheme

Identifier
ClientCertldentity

4xx Responses
(AccessToken)

Total number of
4xx responses
(NfAccessToken)

oc_ingressgateway_http_re
sponses_total{Status=~"4.*
" Route_path=~".*oauth2/
token.*"}

Counter

Status

Method
Route_path
NFType
NFServiceType
Host

HttpVersion
Scheme

Identifier
ClientCertldentity

5xx Responses (NF-
Instances)

Total number of
5xx responses
(NfRegister/
NfUpdate/NfDelete/
NfProfileRetrieval/
NfListRetrieval)

oc_ingressgateway_http_re
sponses_total{Status=~"5.*
" Route_path=~"*nnrf-
nfm/vl/nf-instances.*"}

Counter

Status

Method
Route_path
NFType
NFServiceType
Host

HttpVersion
Scheme

Identifier
ClientCertldentity

5xx Responses
(Subscriptions)

Total number of 5xx
responses
(NFStatusSubscribe/
NFStatusUnSubscrib
e)

oc_ingressgateway_http_re
sponses_total{Status=~"5.*
" Route_path=~"*nnrf-
nfm/v1/subscriptions.*"}

Counter

Status

Method
Route_path
NFType
NFServiceType
Host

HttpVersion
Scheme

Identifier
ClientCertldentity
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Table 10-2 (Cont.) OCNRF Gateways Metrics

Chapter 10
OCNRF Metrics

Request Processing
Latency

amount of time taken
for processing of the
request only within
Ingress gateway.

t_processing_latency_seco
nds

Metric Name Metric Details Metric filter Metric Type Dimensions
5xx Responses Total number of oc_ingressgateway_http_re | Counter Status
(Discovery) 5xx responses sponses_tota{Status=~"5.* Method
(NfDiscover) " Route_path=~"*nnrf- Rout th
disc/vl/nf-instances.*"} oute_pa
NFType
NFServiceType
Host
HttpVersion
Scheme
Identifier
ClientCertldentity
5xx Responses Total number of oc_ingressgateway_http_re | Counter Status
(AccessToken) 5xx responses sponses_total{Status=~"5.* Method
(NfAccessToken) " Route_path=~".*oauth2/ Rout th
token.*"} oute_pa
NFType
NFServiceType
Host
HttpVersion
Scheme
Instanceldentifier
ClientCertldentity
Avg NRF Latency Time (in oc_ingressgateway_reques | Timer quantile
microseconds) to t_latency_seconds Instanceldentifier
process an ingress
request. Measured
from when the
request is received to
when the response is
sent
Connection Failures | Metric to capture the | oc_ingressgateway _conne | Counter Host
Ingress Gateway connection failures | ction_failure_total Port
when connect to the Inst dentifi
destination service nstanceldentimer
fails. Here in case of error_reason
Ingress gateway, the
destination service
will be a backend
microservice of the
NF.
TLS connection
failure metrics
when connecting to
ingress.
Ingress Gateway Metric to capture the |oc_ingressgateway_reques | Timer quantile

Instanceldentifier

ORACLE
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Table 10-2 (Cont.) OCNRF Gateways Metrics

Chapter 10
OCNRF Metrics

Metric Name Metric Details Metric filter Metric Type Dimensions
Total number of Metric to capture oc_egressgateway_http_re | Counter Method
Egress requests the request count guests_total NFType
reaches the Egress .
gateway from NFServiceType
the application Host
microservice and HttpVersion
pegs with Direction Scheme
as egress. Also,
when the request Proxy
goes out of egress Instanceldentifier
gateway and pegs Direction
with Direction as
egressOut.
Total number of Metric to capture oc_egressgateway_http_re | Counter Status
Egress responses when Egress sponses_total Method
gateway sends
response back NFType
to backend NF NFServiceType
microservice and Host
pegs with Direction HttpVersion
as egress. Also,
when the response Scheme
is received Egress Instanceldentifier
gateway and pegs Direction
with Direction as
egressOut.
Connection Failures | Metric to oc_egressgateway_connec | Counter Host
Egress Gateway capture failure tion_failure_total Port
while connecting o
the backend Instanceldentifier
microservice and Direction
destination service error_reason
Egress Gateway Metric captures the | oc_egressgateway_request| Timer quantile
Request Processing | amount of time taken | _processing_latency_seco Instanceldentifier
Latency for processing of the | nds
request only within
Egress gateway.

OCNRF NF Metrics

Table 10-3 OCNRF NF Metrics

Metric Name | Metric Details Metric filter Metric Type | Recommended Dimensions
legend to see
dimension level
data (as applicable)

NfRegistrations | Number of ocnrf_nfRegiste | Counter NfRegistrations Total | NrfLevel,

Total Registration r_rx_requests_t Nflnstanceld,

Requests received | otal RequesterNfType,
NfFgdn

ORACLE
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Table 10-3 (Cont.) OCNRF NF Metrics
- |

Chapter 10
OCNRF Metrics

Metric Name | Metric Details Metric filter Metric Type | Recommended Dimensions
legend to see
dimension level
data (as applicable)

NfRegistrations | Number of ocnrf_nfRegiste | Counter NfRegistrations NrfLevel,

Responses Registration r_tx_responses Responses Total Nflnstanceld,

Total Responses sent. | _total RequesterNfType,

HttpStatusCode,
NfFgdn

NfRegistrations | Number of ocnrf_nfRegiste [ Counter NfRegistrations NrfLevel,

Per Service Registrations r_rx_requests_ Per Service Nflnstanceld,

Total received and success_perSe [ serviceName :- ServiceName,
processed rvice_total {{ serviceName }}, Servicelnstanceld,
successfully per nfinstanceld :- NfFqdn
Service. {{Nfinstanceld}} ]

NFUpdates Number of ocnrf_nfUpdate | Counter NfUpdates Total NrfLevel,

Total Update Requests | _rx_requests_t Nflnstanceld
received. otal RequesterNfType,

UpdateType
(Partial/Complete),
HttpStatusCode,
NfFqdn

NFUpdates Number of Update | ocnrf_nfUpdate | Counter NfUpdates NrfLevel,

Responses Responses sent. | _tx_responses Responses Total Nflnstanceld,

Total _total RequesterNfType,

UpdateType
(Partial/Complete),
HttpStatusCode,
NfFqdn

NFUpdates Per | Number of ocnrf_nfUpdate | Counter NFUpdates Per NrfLevel, Updatetype

Service Total NfUpdates _rx_requests_s Service =(Partial/Complete),
received and uccess_perSer [ serviceName :- Nflnstanceld,
processed vice_total {{ serviceName }}, ServiceName,
successfully per servicelnstanceld:- Servicelnstanceld,
Service. {{Servicelnstanceld}} | NfFqdn

]

Heartbeat Number of ocnrf_nfHeartb | Counter NrfLevel,

Requests Total | Heartbeat eat_rx_request Nflnstanceld,
Requests received | s_total RequesterNfType,

NfFqdn

Heartbeat Number of ocnrf_nfHeartb | Counter Nrflevel,

Responses Heartbeat eat_tx_respons Nflnstanceld,

Total Responses sent | es_total RequesterNfType,

HttpStatusCode,
NfFgdn

NF De- Number of ocnrf_nfDeregi | Counter NrfLevel,

Registration De-registration ster_rx_request Nflnstanceld,

Requests Total | requests received | s_total RequesterNfType,

NfFqdn

NF De- Number of ocnrf_nfDeregi | Counter NrfLevel,

Registration De-registration ster_tx_respon Nflnstanceld,

Responses responses sent ses_total RequesterNfType,

Total HttpStatusCode,

NfFgdn
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Table 10-3 (Cont.) OCNRF NF Metrics
- |

Chapter 10
OCNRF Metrics

Metric Name | Metric Details Metric filter Metric Type | Recommended Dimensions
legend to see
dimension level
data (as applicable)
NF De- Number of ocnrf_nfDeregi | Counter NFDeregistration Per | NrfLevel,
Registrations De-registration ster_rx_request Service ServiceName,
Per Service requests received |s_success_per [ serviceName :- Servicelnstanceld,
Total and process Service_total {{ serviceName }}, Nflnstanceld, NfFgdn
successfully per servicelnstanceld:-
Service {{Servicelnstanceld}}
]
NF List Number of ocnrf_nfListRet | Counter NrfLevel,
Retrieval NFListRetrieval rieval_rx_reque RequesterNfType,
Requests Total | requests received | sts_total NfFqdn
NF List Number of ocnrf_nfListRet | Counter NrfLevel,
Retrieval NFListRetrieval rieval_tx_respo RequesterNfType,
Responses responses sent nses_total HttpStatusCode,
Total NfFqdn
NF Profile Number of ocnrf_nfProfile | Counter NrfLevel,
Retrieval NFProfileRetrieval | Retrieval_rx_re Nflnstanceld, NfFgdn
Requests Total | requests received | quests_total
NF Profile Number of ocnrf_nfProfile | Counter NrfLevel,
Retrieval NFProfileRetrieval | Retrieval_tx_re Nflnstanceld,
Responses responses sent sponses_total HttpStatusCode,
Total NfFqdn
Number of Number of ocnrf_heartbea | Counter NrfLevel, NfType,
Heartbeats heartbeats t_missed_total Nflnstanceld, NfFgdn
missed missed.
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
Subscribe NStatusSubscribe | Subscribe_rx_r RequesterNfType,
Requests Total | requests received | equests_total OperationType,
NfFgdn
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
Subscribe NfStatusSubscribe | Subscribe_tx_r RequesterNfType,
Responses responses sent esponses_total HttpStatusCode,
Total OperationType,
NfFqdn
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
UnSubscribe NfStatusUnsubscri | Unsubscribe_rx RequesterNfType,
Requests Total | be requests _requests_total NfFqdn
received
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
UnSubscribe NfStatusUnsubscri | Unsubscribe_tx RequesterNfType,
Responses be responses sent | _responses_tot HttpStatusCode,
Total al NfFqdn
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
Notifications NfStatusNotify Notify_tx_reque NotificationEventType
Requests Sent | requests sent sts_total , TargetNfType,
NfFqdn,

Subscriptionid

ORACLE
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Table 10-3 (Cont.) OCNRF NF Metrics
- |

Chapter 10
OCNRF Metrics

Registrations

registered NFs at
any point of time

gistrations_cou
nt

Metric Name | Metric Details Metric filter Metric Type | Recommended Dimensions
legend to see
dimension level
data (as applicable)
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
Notifications NfStatusNotify Notify_rx_respo NotificationEventType
Responses responses nses_total , TargetNfType,
Received received HttpStatusCode,
NfFqdn,
Subscriptionld
NF Status Number of ocnrf_nfStatus | Counter NrfLevel,
Notifications NfStatusNotify Notify_requests NotificationEventType
Requests requests failed to | _failed_total , TargetNfType,
Failed sent out NfFgdn,Subscriptionl
d
NfDiscover Number of ocnrf_nfDiscov | Counter NfDiscover Req NrfLevel,
Requests Total | NfDiscover er_rx_requests [ TargetNf :- TargetNfType,
Requests received | _total {{ TargetNfType }}, RequesterNfType,
RequesterNfType :- [ NfFqdn
{{RequesterNfType}}
]
NfDiscover Number of ocnrf_nfDiscov | Counter NrfLevel,
Responses NfDiscover er_tx_response TargetNfType,
Total responses sent s_total RequesterNfType,
HttpResponseCode,
NfFqdn
NFDiscover Per | Number of ocnrf_nfDiscov | Counter NFDiscover NrfLevel,
Service Total NfDiscover er_rx_requests Per Service RequesterNfType,
requests received |_success_perS [ serviceName :- ServiceName,
and processed ervice_total {{ serviceName }} ] NfFqdn
successfully per
Service
Discovered Number of ocnrf_nfDiscov | Counter Discovered profiles NrfLevel,
profiles Profiles returned | er_profiles_disc [ TargetNfType :- TargetNfType,
in discovery overed_total {{TargetNfType}}, BucketSize, NfFgdn
response. Bucket :-
Depending on {{ Bucket }} ]
bucket size
and corresponding
value will tell
how many profiles
are returned
in discovery
response.
Active Number of active | ocnrf_active_re | Gauge Active Registrations | NfType, NrfLevel

[ NfType-{{ NfType }},
NrfLevel-
{{ NrfLevel }} ]

ORACLE
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Table 10-3 (Cont.) OCNRF NF Metrics
- |

Metric Name

Metric Details

Metric filter

Metric Type

Recommended
legend to see
dimension level
data (as applicable)

Chapter 10
OCNRF Metrics

Dimensions

Avg NRF
Latency taken
by NRF specific
microservice

Time taken by
NRF specific
microservice to
process the
service operation
(NfRegister/
NfUpdate/
NfDelete/
NfProfileRetrieval/
NfListRetrieval/
NfHeartbeat/
NfDiscover/
NFStatusSubscrib
e/
NFStatusUnSubsc
ribe/
NfAccessToken)
Note: Latency
calculated by this
metric doesn't
include time taken
by OCNRF API
gateway.

ocnrf_message
_processing_ti
me_seconds

Timer

Avg NRF Latency
{{ ServiceOperation }

}
{{ RequesterNfType }

}

NrfLevel,
RequesterNfType,
ServiceOperation

OCNRF
database
operations

Database
operation count
corresponding to
every service
operation

ocnrf_dbmetric
_total

Counter

Method,
DBOperation,
NrfLevel,
HttpStatusCode

Database
operation round
trip time

Time (in
microseconds)
taken by database
operation
corresponding to
every service
operation

NfRegister/
NfUpdate/
NfDelete/
NfProfileRetrieval/
NfListRetrieval/
NfHeartbeat/
NfDiscover/
NFStatusSubscrib
el
NFStatusUnSubsc
ribe/
NfAccessToken)

ocnrf_dbmetric
s_round_trip_ti
me_seconds

Timer

Method,
DBOperation,
ServiceOperation,
TableName:

(NRF Table
Names), NrfLevel,
HttpStatusCode

ORACLE
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NF Screening Metrics

Table 10-4 NF Screening metrics

Chapter 10
OCNRF Metrics

for which Screening
Failed

NFRegister requests
rejected as NF type
was not allowed to
register with NRF.

ng_nfTypeRegi
ster_requestFai
led_total

Metric Name Metric Details Metric filter Metric Type Service Dimensions
Operation

Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
for which Screening | of requests for ng_nfFqdn_req NFUpdate type, NfFqdn
Failed which screening uestFailed_total

failed against NF

FQDN screening list.
Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
Rejected due to of requests rejected | ng_nfFgdn_req NFUpdate type, NfFqdn
Screening Failed because screening uestRejected_t

failed against NF otal

FQDN screening list.
Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
for which Screening | of requests for ng_nflpEndPoi NFUpdate type, NfFqdn
Failed which screening nt_requestFaile

failed against NF IP | d_total

endpoint screening

list.
Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level NF
Rejected due to of requests rejected | ng_nflpEndPoi NFUpdate type NfFgdn
Screening Failed because screening nt_requestReje

failed against NF IP | cted_total

endpoint screening

list.
Total NF Requests The total number of | ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
for which Screening | requests for which ng_callbackUri NFUpdate, type, NfFqdn
Failed screening failed _requestFailed NFStatusSubsc

against Callback URI | _total ribe

screening list.
Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
Rejected due to of requests rejected | ng_callbackUri NFUpdate, type, NfFqdn
Screening Failed because screening _requestReject NFStatusSubsc

failed against ed_total ribe

Callback URI

screening list.
Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level NF
for which Screening | of requests for ng_plmnlid_req NFUpdate type NfFgdn
Failed which screening uestFailed_total

failed against PLMN

id screening list.
Total NF Requests The total number ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
Rejected due to of requests rejected | ng_plmnlid_req NFUpdate type, NfFqdn
Screening Failed because screening uestRejected_t

failed against PLMN | otal

id screening list.
Total NF Requests The total number of | ocnrf_nfScreeni| Counter NFRegister NRF level, NF

type, NfFgdn

ORACLE
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Table 10-4 (Cont.) NF Screening metrics

Chapter 10
OCNRF Metrics

Metric Name Metric Details Metric filter Metric Type Service Dimensions
Operation
Total NF Requests The total number of | ocnrf_nfScreeni| Counter NFRegister NRF level, NF
Rejected due to NFRegister requests | ng_nfTypeRegi type, NfFgdn
Screening Failed for which screening | ster_requestRe
failed against NF jected_total
type screening list.
NF Screening not The total number ocnrf_nfScreeni| Counter NFRegister, NRF level, NF
applied Internal Error | of times screening ng_notApplied_ NFUpdate, type, NfFqdn
not applied due to InternalError_to NFStatusSubsc
internal error. tal ribe

" Note:

In the above "NF Screening metrics" table, the dimension NF Type is a
requester NF Type.

NF Access token Metrics

Table 10-5 NF Access token metrics

Metric Name Metric Details | Metric filter Metric Type Service |Dimensions
Operatio
n

NF Access Token The total ocnrf_accessTo | Counter AccessTo | TargetNfType,

Request Received number of ken_rx_request ken ClientNfType,

Total access token s_total TargetNflnstanceld,
requests ClientNflnstanceld,
received ServiceName, NrfLevel,

NfFgdn

NF Access Token The total ocnrf_accessTo | Counter AccessTo | TargetNfType,

Responses Sent number of ken_tx_respon ken ClientNfType,

Total access token ses_total TargetNflnstanceld,
responses sent ClientNfinstanceld,

ServiceName, NrfLevel,
HttpStatusCode, NfFqdn,
Keyld, KeyType

NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,

Request Rejected access token ken_tx_rejecte ken ClientNfType,

(ClientNotAuthorized) | request for d_total TargetNflnstanceld,
which client ClientNflnstanceld,
authorized ServiceName, NrfLevel,
failed. RejectionReason

HttpStatusCode, NfFqdn,
Keyld, KeyType
RejectionReason =
ClientNotAuthorized

ORACLE
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Table 10-5 (Cont.) NF Access token metrics
|

Chapter 10
OCNRF Metrics

(ConsumerNFTypeMi
smatch)

not granted
because
consumer NF
type in profile is
not matching
with the access
token request.

d_total

Metric Name Metric Details | Metric filter Metric Type Service |Dimensions
Operatio
n
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken ClientNfType,
(ProducerWithReque | not granted d_total TargetNflnstanceld,
stedScopeNotFound) | because of no ClientNfinstanceld,
producer ServiceName, NrfLevel,
instance RejectionReason
registered for HttpStatusCode, NfFgdn,
service/s in the Keyld, KeyType
scope. RejectionReason =
ProducerWithRequestedSc
opeNotFound
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken ClientNfType,
(ProducerWithReque | not granted d_total TargetNflnstanceld,
stedNflnstanceldNot | because of no ClientNfinstanceld,
Found) producer ServiceName, NrfLevel,
instance RejectionReason
registered for HttpStatusCode, NfFqdn,
No producer Keyld, KeyType
instance is RejectionReason =
registered at all ProducerWithRequestedNf
for provided InstanceldNotFound
target Instance
Id in request.
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken ClientNfType,
(InconsistentScope) | not granted d_total TargetNflnstanceld,
because ClientNflnstanceld,
services in the ServiceName, NrfLevel,
scope belong RejectionReason
to different NF HttpStatusCode, NfFgdn,
types. Keyld, KeyType
RejectionReason =
InconsistentScope
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken ClientNfType,

TargetNflnstanceld,
ClientNflnstanceld,
ServiceName, NrfLevel,
RejectionReason
HttpStatusCode, NfFgdn,
Keyld, KeyType
RejectionReason =
ConsumerNFTypeMismatc
h

ORACLE
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Table 10-5 (Cont.) NF Access token metrics
|

Chapter 10
OCNRF Metrics

(SecretNotAccessible

)

not granted
because the
secret for
current key id is
not accessible.

d_total

Metric Name Metric Details | Metric filter Metric Type Service |Dimensions
Operatio
n
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken ClientNfType,
(ProducerNFTypeMis | not granted d_total TargetNflnstanceld,
match) because ClientNflnstanceld,
producer NF ServiceName, NrfLevel,
type in profile is RejectionReason
not matching HttpStatusCode, NfFgdn,
with the access Keyld, KeyType
token request. RejectionReason =
ProducerNFTypeMismatch
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken ClientNfType,
(InternalError) not granted d_total TargetNflnstanceld,
because failure ClientNfinstanceld,
at NRF due to ServiceName, NrfLevel,
internal error. RejectionReason
HttpStatusCode, NfFqdn,
Keyld, KeyType
RejectionReason =
ProducerNFTypeMismatch
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(ConsumerNfTypeNo | not granted d_total TargetNflnstanceld,
tAllowed) because the ClientNflnstanceld, Scope,
consumer NrfLevel, HttpStatusCode,
NFType is not NfFqdn, Keyld, KeyType
allowed to RejectionReason =
access the ConsumerNfTypeNotAllow
requested NF. ed
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(ConsumerPImnNotA | not granted d_total TargetNflnstanceld,
llowed) because the ClientNflnstanceld, Scope,
consumer NF NrfLevel, HttpStatusCode,
PLMN is not NfFqdn, Keyld, KeyType
allowed to RejectionReason =
access the ConsumerPImnNotAllowed
requested NF.
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,

TargetNflnstanceld,
ClientNflnstanceld, Scope,
NrfLevel, HttpStatusCode,
NfFqdn, Keyld, KeyType
RejectionReason =
SecretNotAccessible
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Table 10-5 (Cont.) NF Access token metrics

Chapter 10
OCNRF Metrics

Metric Name Metric Details | Metric filter Metric Type Service |Dimensions
Operatio
n
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(InvalidFileData) not granted d_total TargetNflnstanceld,
because the ClientNfinstanceld, Scope,
current key id NrfLevel, HttpStatusCode,
file data is NfFgdn, Keyld, KeyType
invalid. RejectionReason =
InvalidFileData
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(NamespaceNotAcce not granted d_total TargetNflnstanceld,
ssible) because the ClientNfinstanceld, Scope,
namspace for NrfLevel, HttpStatusCode,
current key id is NfFqdn, Keyld, KeyType
not accessible. RejectionReason =
NamespaceNotAccessible
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(FileNotFound) not granted d_total TargetNfinstanceld,
because the file ClientNflnstanceld, Scope,
not found in NrfLevel, HttpStatusCode,
secrets. NfFqdn, Keyld, KeyType
RejectionReason =
FileNotFound
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(CurrentKeyldNotCon not granted d_total TargetNflnstanceld,
figured) because the ClientNflnstanceld, Scope,
current key id is NrfLevel, HttpStatusCode,
not configured. NfFqdn, Keyld, KeyType
RejectionReason =
CurrentKeyldNotConfigure
d
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,
(ExpiredCertificate) | Not granted d_total TargetNflnstanceld,
because the ClientNflnstanceld, Scope,
OCNRF NrfLevel, HttpStatusCode,
certificate is NfFqdn, Keyld, KeyType
expired. RejectionReason =
ExpiredCertificate
NF Access Token Number of ocnrf_accessTo | Counter AccessTo | TargetNfType,
Request Rejected access token ken_tx_rejecte ken RequesterNfType,

(BadRequest) not granted d_total TargetNflnstanceld,
because the ClientNflnstanceld, Scope,
Request is NrfLevel, HttpStatusCode,
incorrect. NfFqdn, Keyld, KeyType
RejectionReason =
BadRequest
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NRF Configuration Metrics

Table 10-6 NRF Configuration Metrics
|

Chapter 10
OCNRF Metrics

Metric Metric Details Metric Filter Metric Service |Dimensions
Name Type Operatio
n

OCNRF Oauth Token ocnrf_oauth_key | Gauge Configurat | Keyld, KeyType,
Oauth Token | Signing keys Data_healthStatu ion isCurrentKeyld,
Signing health status s NrfLevel
Keys Health Value 0 - Healthy
Status value 1 -

Unhealthy
OCNRF Oauth Current ocnrf_oauth_curr | Gauge Configurat | NrfLevel
Oauth Key Id entKeyld_configu ion
Current Configuration redStatus
Keyld Status Value O - Healthy
Configuratio value 1 -
n Status Unhealthy
OCNRF Oauth Token ocnrf_oauth_key | Gauge Configurat | Keyld,
Oauth Token | Signing keys Data_expiryStatu ion isCurrentKeyld,
Signing Expiry Status s NrfLevel
Keys Expiry (Value is expiry
Status time in epoch

time)

NRF-SLF Metrics

Table 10-7 NRF-SLF metrics
- -]

Metric Name Metric Details Metric filter Metric Type Service |Dimensions
Operatio
n
Discover Request The total number of | ocnrf_nfDiscover_For | Counter NFDiscov | TargetNfType,
Received For SLF NF Discover request | SLF_rx_requests_tot er NRFLevel,
Total received for SLF al NfFqdn
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Table 10-7 (Cont.) NRF-SLF metrics
|

Metric Name

Metric Details

Metric filter

Metric Type

Service
Operatio
n

Chapter 10
OCNRF Metrics

Dimensions

Discover Response
Sent For SLF Total

The total number
of NF Discover
responses sent for
SLF

ocnrf_nfDiscover_For
SLF_tx_responses_t
otal

Counter

NFDiscov
er

TargetNfType,
NRFLevel,
HttpStatusCod
e,
ResponseReas
on, NfFqdn
Possible
Response
Reasons:

ResponseReas
on=
SLFCommunic
ationFailure

ResponseReas
on=
MandatoryPara
msMissing
ResponseReas
on=
SLFSubscriber
NotProvisioned

ResponseReas
on=
ErrorFromSLF
ResponseReas
on=
InternalError
ResponseReas
on =
SuccessFromS
LF
ResponseReas
on =
GroupldUsedFr
omSearchQuer

y

SLF Query Requests
Sent Total

The total number of
SLF query request
sent

ocnrf_SLF_tx_reques
ts_total

Counter

NFDiscov
er

TargetNfType,
NRFLevel,
SubscriptionldT
ype, NfFgdn

SLF Query
Responses Received
Total

The total number of
SLF query response
received

ocnrf_SLF_rx_respo
nses_total

Counter

NFDiscov
er

TargetNfType,
NRFLevel,
SubscriptionldT
ype,HttpStatus
Code, Groupld,
NfFgdn

ORACLE
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Table 10-7 (Cont.) NRF-SLF metrics

Chapter 10
OCNRF Metrics

Metric Name Metric Details Metric filter Metric Type Service |Dimensions
Operatio
n
SLF Round Trip Time | Time (in ocnrf_slf_round_trip_ | Timer NFDiscov | TargetNfType,
Total microseconds) after |time_seconds er SubscriptionldT
sending query to SLF ype,
and getting response HttpStatusCod
from SLF e, Groupld,
NrfLevel, SLF
ApiRoot,
NfFgdn
NRF Forwarding Metrics
Table 10-8 NRF Forwarding Metrics
. ______________________________________________ _________ |
Metric Name Metric Details Metric filter Metric Type Service |Dimensions
Operatio
n
NF Access Token The total number ocnrf_forward_acces | Counter AccessTo | TargetNfType,
Requests Forwarded | of Access Token sToken_tx_requests_ ken ClientNfType,

Total

Request forwarded to
Primary/Secondary
NRF

total

TargetNflnstanc
eld,
ClientNflnstanc
eld,
ServiceName,
NrfLevel,
NfFgdn

ORACLE
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Table 10-8 (Cont.) NRF Forwarding Metrics
|

Metric Name

Metric Details

Metric filter

Metric Type

Service
Operatio
n

Chapter 10
OCNRF Metrics

Dimensions

NF Access
Token Forwarded
Responses Total

The total number

of Access Token
Responses for
request forwarded to
Primary/Secondary
NRF

ocnrf_forward_acces
sToken_rx_response
s_total

Counter

AccessTo
ken

TargetNfType,
ClientNfType,
TargetNflnstanc
eld,
ClientNflnstanc
eld,
ServiceName,
NrfLevel,HttpSt
atusCode,
RejectionReas
on, NfFqdn
RejectionReas
on:
e InternalErr
or
*  NRFComm
unicationF
ailure
. ErrorFrom
NRF
o NRFForwa
rdingConfi
gurationMi
ssing
*  LoopDetec
ted
*NotApplicable
is applicable for
2xx Status
code

NF Profile Retrieval
Requests Forwarded
Total

The total number

of Profile Retrieval
Request forwarded to
Primary/Secondary
NRF

ocnrf_forward_nfProfi
leRetrieval_tx_reque
sts_total

Counter

NFProfile
Retrieval

NrfLevel,
Nflnstanceld,
NfFqdn

ORACLE
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Table 10-8 (Cont.) NRF Forwarding Metrics

Chapter 10
OCNRF Metrics

Metric Name Metric Details Metric filter Metric Type Service |Dimensions
Operatio
n
NF Profile The total number ocnrf_forward_nfProfi | Counter NFProfile | NrfLevel,
Retrieval Forwarded | of Profile Retrieval leRetrieval_rx_respo Retrieval | Nflnstanceld,
Responses Total Responses for nses_total HttpStatusCod
Request forwarded to e,
Primary/Secondary RejectionReas
NRF on, NfFqdn
RejectionReas
on:
e InternalErr
or
*  NRFComm
unicationF
ailure
. ErrorFrom
NRF
. NRFForwa
rdingConfi
gurationMi
ssing
e LoopDetec
ted
*NotApplicable
is applicable for
2xx Status
code
NF Status Subscribe | The total number ocnrf_forward_nfStat | Counter NFStatus | NrfLevel,
Forwarded Requests | of Status Subscribe | usSubscribe_tx_requ Subscribe | RequesterNfTy
Total Request forwarded to | ests_total , pe,
Primary/Secondary NFStatus | OperationType,
NRF Unsubscri| NfFqdn
be

ORACLE
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Table 10-8 (Cont.) NRF Forwarding Metrics
|

Metric Name

Metric Details

Metric filter

Metric Type

Service
Operatio
n

Chapter 10
OCNRF Metrics

Dimensions

NF Status
Subscribe Forwarded
Responses Total

The total number of
Responses for Status
Subscribe Request
forwarded to Primary/
Secondary NRF

ocnrf_forward_nfStat
usSubscribe_rx_resp
onses_total

Counter

NFStatus
Subscribe

NFStatus
Unsubscri
be,

NrfLevel,

RequesterNfTy

pe,

HttpStatusCod

e,

OperationType,

RejectionReas

on, NfFqdn

RejectionReas

on:

e InternalErr
or

*  NRFComm
unicationF
ailure

. ErrorFrom
NRF

. NRFForwa
rdingConfi
gurationMi
ssing

e LoopDetec
ted

*NotApplicable

is applicable for

2xx Status

code

NF Discovery
Forwarded Requests
Total

The total number

of NF Discovery
Request forwarded to
Primary/Secondary
NRF

ocnrf_forward_nfDisc
over_tx_requests_tot
al

Counter

NFDiscov
er

NrfLevel,
TargetNfType,
RequesterNfTy
pe, NfFgdn

ORACLE
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Table 10-8 (Cont.) NRF Forwarding Metrics

Chapter 10
OCNRF Metrics

Metric Name Metric Details Metric filter Metric Type Service |Dimensions
Operatio
n
NF Discovery The total number of | ocnrf_forward_nfDisc | Counter NFDiscov | NrfLevel,
Forwarded Responses for NF over_rx_responses_t er TargetNfType,
Responses Total Discovery Request | otal RequesterNfTy
forwarded to Primary/ pe,
Secondary NRF HttpResponse
Code,
RejectionReas
on, NfFqdn
RejectionReas
on:
e InternalErr
or
*  NrfCommu
nicationFail
ure
e NrfForward
ingConfigu
rationMissi
ng
o LoopDetec
ted
ErrorFromNrf
*NotApplicable
is applicable for
2xx Status
code
Avg Latency for NRF | Time taken by NRF | ocnrf_forward_round | Timer NFStatus | NrfLevel,
Message Forwarding | specific microservice | _trip_time_seconds Subscribe | RequesterNfTy
to forward the , pe,
message to other NFStatus | ServiceOperati
Primary/Secondary Unsubscri| on, NfFgdn
NRF with the service be,
operation: NFProfile
(NFProfileRetrieval/ Retrieval,
NFDiscover/ NFDiscov
NFStatusSubscribe/ er,
NfStatusUnsubscribe AccessTo
/AccessToken) ken

ORACLE
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GeoRedundancy metrics

Table 10-9 GeoRedundancy metrics

Chapter 10
OCNRF Metrics

SUSPENDED by the
OCNRF Auditor

SUSPENDED when
a profile has missed
nfHeartBeatMissAllo
wed.

Metric Name Metric Details Metric filter Metric Type Service Dimensions
Operation
DB Replication status | The current ocnrf_dbreplica | Gauge NA NrfLevel,
replication status tion_status DbReplicationS
of the DBTier tatus
service. This metric
is pegged only if
the GeoRedundancy
Feature is enabled.
DB Replication down | Time taken for ocnrf_dbreplica | Timer NA NrfLevel,DbRe
Time the replication tion_down_time plicationDownS
status to change _seconds tartTime,DbRe
from "INACTIVE" plicationDownE
to "ACTIVE". ndTime
This metric is
pegged only if
the GeoRedundancy
Feature is enabled.
Total Nflnstances The number of ocnrf_nf_switch | Counter NfRegister, NrfLevel,
switched over from NFInstances that got | _over_total NfUpdate,NfDe | Nflnstanceld,R
mated site switched over from register, emoteNTrflnstan
the mated site. NfHeartbeat celd,ServiceOp
eration,Operati
onType,
NfFqdn
Total NfSubscriptions | The number of ocnrf_nfSubscri | Counter NfStatusSubscr | NrfLevel,Subsc
switched over from NfSubscriptions that | ptions_switch_ ibe,NfStatusUn | riptionld,Remot
mated site got switched over over_total subscribe, eNrflnstanceld,
from the mated site. NrfAuditor ServiceOperati
on,OperationTy
pe
Total Nfinstances The number of ocnrf_stale_nf_ | Counter NA NrfLevel,
removed by OCNRF | Nflnstances that get | deleted_total Nflnstanceld,
as it is stale deleted by the NfStatus,
NrfAuditor when it NfFqdn
detects a record to
be stale.
Total NfSubscriptions | The number of ocnrf_stale_nfS | Counter NA NrfLevel,NfSub
removed by OCNRF | NfSubscriptions that | ubscriptions_de scriptionld,Sub
as it is stale get deleted by the leted_total scriptionStatus
NrfAuditor when it
detects a record to
be stale.
Total Nflnstances The number of ocnrf_nf_suspe | Counter NA NrfLevel,
that have been profiles that have nded_total Nflnstanceld,Nf
marked as been marked as Status,

HeartbeatTimer
, NfFqdn
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Table 10-9 (Cont.) GeoRedundancy metrics

Chapter 10
OCNRF Metrics

Metric Name

Metric Details

Metric filter

Metric Type

Service
Operation

Dimensions

Total NfSubscriptions
whose validityTime
has expired

The number
of NfSubscriptions
whose validityTime
has expired

ocnrf_nfSubscri
ptions_expired_
total

Counter

NrfLevel,
Subscriptionld

NF AccessToken Authorization Metrics

Table 10-10 NF AccessToken Authorization Metrics

)

consumer NF is not

authorized to access
the requested NF or
its services.

Metric Name Metric Details Metric filter Metric Type Service |Dimensions
Operatio
n
NF Access Token Number of access ocnrf_accessToken_t | Counter NfAccess | TargetNfType,
Request Rejected token not granted X_rejected_total Token RequesterNfTy
(AuthScreeningFailed | because the pe,

TargetNflnstanc
eld,
ClientNflnstanc
eld,
ServiceName
Scope,
NrfLevel,
NfFqdn,
HttpStatusCod
e
RejectionReas
on =
ClientNotAuthor
ized

ORACLE
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NF Authentication Metrics

Table 10-11 NF Authentication Metrics
- ]

Chapter 10
OCNRF KPIs

Metric Name Metric Details Metric filter Metric Type Service Dimensions
Operation
NF Authentication | The total number ocnrf_nf_authenticati | Counter NrfLevel, NFAccessToke
Failure Total of request for on_failure_total Method, n/
which FQDN based ServiceOper | NFRegistration/
Authentication failed ation, NFSubscription
at OCNRF INFDiscovery/
NfFqdn, NfListRetrieval/
TLSFgdn NfProfileRetrie
val
For
NfListRetrieval
and

NfProfileRetrie
val
serviceOperati
ons NfFqgdn is
filled as
NotApplicable.

If OC-XFCC-
DNS header is
not received at
NRF
Microservice
then TLSFqdn
is filled as
"UNKNOWN".

OCNRF KPIs

This section includes information about KPIs for Oracle Communications Network
Repository Function (OCNRF).

ORACLE

" Note:

Sample OCNRF dashboard for Grafana is delivered to the customer through
OCNRF Custom Templates. Metrics and functions used to achieve KPI are
already covered in OCNRF Custom Templates.
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Table 10-12 KPI Details

Chapter 10

OCNRF KPIs

KPI Name KPI Details Metric used for KPI Servic | Respo
e nse
Operat | code
ion
OCNREF Ingress | Rate of HTTP oc_ingressgateway_http_requests_t | All Not
Request requests otal Applica
received at ble
OCNREF Ingress
Gateway
NF Register ) _ NFRegi | 201
Success zg;l(l{rstataffjgirlzggressgat eway_http_responses_t ster
CREATED', Rout e_pat h=~"_*nnrf - nf nf v1/ nf -
instances. *", Met hod="PUT"}[5nj))
sum(irate(oc_ingressgateway_http_r
esponses_total{Status="201
CREATED",Route_path=~"*nnrf-
nfm/vl/nf-
instances.*",Method="PUT"}[5m]))
NF Update sum(irate(oc_ingressgateway_http_r | NFUpd | 200
Success esponses_total{Status="200 ate
(Complete OK",Route_path=~"*nnrf-nfm/v1/nf-
Replacement) instances.*",Method="PUT"}[5m]))
NF DeRegister sum(irate(oc_ingressgateway_http_r | NFDere | 204
Success esponses_total{Status="204 gister
NO_CONTENT",Route_path=~"-*nnr
f-nfm/v1/nf-
instances.*",Method="DELETE"}
[5m]))
NF Subscribe sum(irate(oc_ingressgateway_http_r | NFStat | 201
Success esponses_total{Status="201 usSubs
CREATED",Route_path=~"_*nnrf- cribe
nfm/vl/
subscriptions.*",Method="POST"}
[5m))
NF Unsubscribe sum(irate(oc_ingressgateway_http_r | NFStat | 204
Success esponses_total{Status="204 usUnsu
NO_CONTENT",Route_path=~".*nnr | bscribe
f-nfm/vl/
subscriptions.*",Method="DELETE"}
[5mI))
NF Discover sum(irate(oc_ingressgateway_http_r | NFDisc | 200
Success esponses_total{Status=~"2.*",Route | over
_path=~"*nnrf-disc/vl/nf-
instances.*",Method="GET"}{5m]))
4xx Responses sum(irate(oc_ingressgateway_http_r | NFRegi | 4xx
(NF-Instances) esponses_total{Status=~"4.*",Route | ster/
_path=~"*nnrf-nfm/v1/nf- NFUpd
instances.*}[5m])) ate/
NFDere
gister
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Table 10-12 (Cont.) KPI Details

Chapter 10

OCNRF Alerts

KPI Name KPI Details Metric used for KPI Servic | Respo
e nse
Operat | code
ion
4xx Responses sum(irate(oc_ingressgateway_http_r | NFStat | 4xx
(Subscriptions) esponses_total{Status=~"4.*",Route | usSubs
_path=~"*nnrf-nfm/v1/ cribe/
subscriptions.*"}[5m])) NFStat
usUnsu
bscribe
4xx Responses sum(irate(oc_ingressgateway_http_r | NFDisc | 4xx
(Discovery) esponses_total{Status=~"4.*",Route | over
_path=~"*nnrf-disc/vl/nf-
instances.*"}[5m]))
5xx Responses sum(irate(oc_ingressgateway_http_r | NFRegi | 5xx
(NF-Instances) esponses_total{Status=~"5.*",Route | ster/
_path=~"*nnrf-nfm/v1/nf- NFUpd
instances.*}[5m])) ate/
NFDere
gister
5xx Responses sum(irate(oc_ingressgateway_http_r | NFStat | 5xx
(Subscriptions) esponses_total{Status=~"5.*",Route | usSubs
_path=~"*nnrf-nfm/v1/ cribe/
subscriptions.*"}[5m])) NFStat
usUnsu
bscribe
5xx Responses sum(irate(oc_ingressgateway_http_r | NFDisc | 5xx
(Discovery) esponses_total{Status=~"5.*",Route | over
_path=~"*nnrf-disc/vl/nf-
instances.*"}[5m]))
This section includes information about alerts for OCNRF.
Table 10-13 Alert Details
Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
System
Level
Alerts
ORACLE 10-30



Table 10-13 (Cont.) Alert Details

Chapter 10
OCNRF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided

OcnrfNfStat | All the Critical descripti | 1.3.6.1.4. | 'up' The alert is cleared

usUnavailab | OCNRF on: 1.323.5.3.| Note: This is | @utomatically when the

le services 'OCNRF  [36.1.2.70 | 4 OCNREF services start
are services |16 prometheus becoming available.
unavailabl unavailabl metric used | Steps:
ﬁgigﬂgg € forinstance 3 check for service

summary availability specific alerts.
the : monitoring.
OCNRF 'kubernet If this metric |2~ Refer the application
Is getting es_name is not logs on Kibana and
deployed space: available check for database
or {{$labels. use the related failures like
purged. kubernet similar metric connectivity, invalid
These es_name as ex secrets etc. The logs
posed ;
OCNRF space}}, by the can be filtered based
services timestam monitoring on the services.
considere p: { with system .
d are query Yy . 3. Dgpendlng on the
nfregistrat "time()" }} failure reason, take the
ion, (. | first | resolution steps.
nfsubscri value | 4. In case the issue
ption, humanize persists, contact My
nrfauditor, Timestam Oracle Support.
nrfconfigu ph
ration, {{end}}:
nfaccesst All
oken, OCNRF
nfdiscove services
ry, are
appinfo, unavailabl
ingressga e
teway
and
egressgat
eway
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Table 10-13 (Cont.) Alert Details

Chapter 10
OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfPodsR | A pod Major descripti [ 1.3.6.1.4. | 'kube_pod_c | The alert is cleared
estart belonging on:'Pod [1.323.5.3.| ontainer_stat | automatically if the specific
to any of <Pod 36.1.2.70 | us_restarts_t | pod is up.
the Name> 17 otal Steps:
OCNRF has Note: This is o
services restarted. a kubernetes 1. Refer the_appllcatlon
have summary metric. If this logs on Kibana
restarted. : metric is not and filter based
‘kubernet available, on pod name,
es_name use the check for _database
space: similar metric r_elated fallur_e_s
{$labels. as exposed like connectivity,
namespa by the kubernetes secrets
cel}, monitoring etc.
podname: system. 2. Check orchestration
{{Slabels. logs for liveness
pod}}, or readiness probe
timestam failures.
p: {{ with
query 3. Incase the issue
"time()" }} persists, contact My
{{.|first]| Oracle Support.
value |
humanize
Timestam
p 1}
{end}}:
A Pod
has
restarted'
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Table 10-13 (Cont.) Alert Details

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
NnrfNFMan | Either Critical descripti | 1.3.6.1.4. | "up' The alert is
agementSer | NFRegist on: 1.323.5.3.| Note: This is | cleared when all
viceDown ration or 'OCNRF  [36.1.2.70 | 4 the Nnrf_NFManagement
NFSubscr Nnrf_Man | 18 prometheus services are available
iption or agement metric used | that is nfregistration,
NrfAudito service for instance | nfsubscription and
r services <nfregistr availability nrfauditor.
are ation| _ monitoring. If Steps:
:.navallabl ggsountl)scrl this metricis |1 check if NfService
nrfauditor not available, specific alerts
use the
> is down' =c ) are generated to
similar metric understand which
summary as exposed service is down.
: by the
'kubernet monitoring [2. Checkthe
es_name system. orchestration logs
space: of nfregistration,
{{$labels. nfsubscription and
kubernet nrfauditor services and
es_name check for liveness
space}}, or readiness probe
timestam failures.
p: {{ with 3 R L
query . efer the lappllcatlon
"time()" }} ngs on Kibana and
(. | first | fllter.based on above
value | service names. Check
humanize for ERROR WARNING
Timestamn Iogs.for each of these
Py services.
{{end}}: 4. Refer the application
NFManag logs on Kibana and
ement filter the service
Service Is appinfo, check for
down’ the service status
of the nfregistration,
nfsubscription and
nrfauditor services.

5. Depending on the
failure reason, take the
resolution steps.

6. In case the issue
persists, contact My
Oracle Support.
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Table 10-13 (Cont.) Alert Details

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
NnrfAccess | NFAcces | Critical descripti | 1.3.6.1.4. | "up' The alert is cleared when
TokenServic | sToken on: 1.323.5.3.| Note: This is | the Nnrf_AccessToken
eDown service is 'OCNRF  [36.1.2.70 | 4 service is available.
unavailabl Nnrf_NFA | 20 prometheus Steps:
e g(r:]essTok ][“eF”C used |3 Check the
service or instance orchestration logs of
nfaccesst availability nfaccesstoken service
- monitoring. If and check for liveness
oken is this metric is :
down' : or readiness probe
not available failures.
summary use the
: similar metric | 2. Refer the application
'kubernet as exposed logs on Kibana
es_name by the and filter based on
space: monitoring nfaccesstoken service
{{$labels. system. names. Check for
kubernet ERROR WARNING
es_name logs.
space}}, i
timestam 3. Dgpendlng on the
p: {{ with failure .reason, take the
query resolution steps.
"time()" }} 4. In case the issue
{{. [first] persists, contact My
value | Oracle Support.
humanize
Timestam
p 1}
{end}}:
NFAcces
sToken
service
down'
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Table 10-13 (Cont.) Alert Details

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
NnrfNFDisc | NFDiscov | Critical descripti |1.3.6.1.4. | 'up' The alert is cleared when
overyServic | ery is on: 1.323.5.3.| Note: This is | the Nnrf_NFDiscovery
eDown unavailabl 'OCNRF  [36.1.2.70 | 4 service is available.
e. Nnrf_NF |19 prometheus | Steps:
Discovery metric used
service for instance |1+ Checkthe
nfdiscove availability orc_hestratlon Iog_s of
ry is monitoring. If nfdiscovery service
down' this metric is and cht_ack for liveness
summary not available, or readiness probe
. use the failures.
‘kubernet similar metric | 2, Refer the application
es_name as exposed logs on Kibana
Space: by the and filter based on
{{Slabels. monitoring nfdiscovery service
kubernet system. names. Check for
€s_name ERROR WARNING
space}}, logs.
timestam
p: {{ with 3. Depending on the
query failure reason, take the
"time()" }} resolution steps.
. [ first] 4. In case the issue
value | .
. persists, contact My
humanize Oracle Support
Timestam ’
p 1}
{end}}:
NFDiscov
ery
service
down'
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Table 10-13 (Cont.) Alert Details

Chapter 10
OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfRegist | None of | Critical descripti |1.3.6.1.4. | 'up' The alert is cleared when
rationServic | the pods on: 1.323.5.3.| Note: This is | the niregistration service is
eDown of the 'OCNRF  [36.1.2.70 | 4 available.
NFRegist NF_Regist 21 prometheus | Steps:
ration ration metric used
microserv service forinstance |1+ Check the_
ice is nfregistrat availability orche_strat!on Iogs_of
available. ion is monitoring. If nfregistration service
down' this metric is and cht_ack for liveness
summary not available, or readiness probe
. use the failures.
'kubernet similar metric | 2, Refer the application
es_name as exposed logs on Kibana
space: by the and filter based on
{{3labels. monitoring nfregistration service
kubernet system. names. Check for
es_name ERROR WARNING
space}}, logs.
timestam
p: {{ with 3. Depending on the
query failure reason, take the
"time()" }} resolution steps.
. [ first] 4. In case the issue
value | .
humanize persists, contact My
Timestam Oracle Support.
p 1}
{{end}}:
NFRegist
ration
service is
down'
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Table 10-13 (Cont.) Alert Details

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfSubsc | None of | Critical descripti |1.3.6.1.4. | 'up’ The alert is cleared when
riptionServi | the pods on: 1.323.5.3.| Note: This is | the nfsubscription service
ceDown of the 'OCNRF  [36.1.2.70 | 4 is available.
NFSubscr NFSubscr| 22 prometheus Steps:
iption iption ;
microserv service gffg;;ﬁﬁg 1. Check the
ice is nfsubscri st orchestration logs of
: c availability nfsubscription service
available. ption is monitoring. If i
down. : = and check for liveness
this metric is or readiness probe
summary not available, failures.
: use the
'kubernet similar metric | 2. Refer the application
es_name as exposed logs on Kibana
space: by the and filter based on
{{$labels. monitoring nfsubcription service
kubernet system. names. Check for
es_name ERROR WARNING
space}}, logs.
timestam )
p: {{ with 3. Dgpendlng on the
query failure reason, take the
"time()" }} resolution steps.
{{. [first] 4. In case the issue
value | persists, contact My
humanize Oracle Support.
Timestam
p1
{end}}:
NFSubscr
iption
service is
down'
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Table 10-13 (Cont.) Alert Details

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfDiscov | None of | Critical descripti | 1.3.6.1.4. | 'up' The alert is cleared when
eryService |the pods on: 1.323.5.3.| Note: This is | the nfdiscovery service is
Down of the 'OCNRF  [36.1.2.70 | 4 available.
NFDiscov NFDiscov | 23 prometheus Steps:
ery ery :
ice is nfdiscove st orchestration logs of
: - availability nfdiscovery service
available. ryis monitoring. If y ser
down' : o and check for liveness
this metric is or readiness probe
summary not available, failures.
: use the
'kubernet similar metric | 2. Refer the application
es_name as exposed logs on Kibana
space: by the and filter based on
{{$labels. monitoring nfdiscovery service
kubernet system. names. Check for
es_hame ERROR WARNING
space}}, logs.
timestam .
p: {{ with 3. Dgpendlng on the
query failure reason, take the
"time()" }} resolution steps.
{{ . [first| 4. In case the issue
value | persists, contact My
humanize Oracle Support.
Timestam
P}
{end}}:
NFDiscov
ery
service
down'
ORACLE 10-38



Table 10-13 (Cont.) Alert Details

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfAcces | None of | Critical descripti |1.3.6.1.4. | 'up’ The alert is cleared when
sTokenServi| the pods on: 1.323.5.3.| Note: This is | the nfaccesstoken service
ceDown of the 'OCNRF  [36.1.2.70 | 4 is available.
NFAcces NFAcces |24 prometheus Steps:
rsnToken sToken metricused |1 Check the
icroserv service for instance )
ice is nfaccesst st orchestration logs of
: - availability nfaccesstoken service
available. oken is o
down monitoring. If and check for liveness
this metric is or readiness probe
summary not available, failures.
: use the
'kubernet similar metric | 2. Refer the application
es_name as exposed logs on Kibana
space: by the and filter based on
{{$labels. monitoring nfaccesstoken service
kubernet system. names. Check for
es_hame ERROR WARNING
space}}, logs.
timestam .
p: {{ with 3. Dgpendlng on the
query failure reason, take the
"time()" }} resolution steps.
{. [first] 4. In case the issue
value | persists, contact My
humanize Oracle Support.
Timestam
p
{end}}:
NFAcces
stoken
service
down'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfAudito | None of | Critical descripti |1.3.6.1.4. | 'up' The alert is cleared when
rServiceDo | the pods on: 1.323.5.3.| Note: This is | the nrfauditor service is
wn of the 'OCNRF  [36.1.2.70 | 4 available.
NrfAudito NrfAu_dlto 26 prometheus | Steps:
r rservice metric used
microserv nrfauditor for instance |+ Check the_
ice is is down' availability orches_tratlon Ic_;gs of
available. summary monitoring. If nrfauditor service and
: this metric is check for liveness
'kubernet not available or readiness probe
es_name use the ' failures.
{S{P$zla§§éls. Ziéﬂeifp:on;ggic 2. Refer the application
es_name itoring audi i
space}}, moni on nrfauditor service
timestam system. names. Check for
- {{ with ERROR WARNING
query logs re_Iated to thread
"time()" }} exceptions.
{{. [first] 3. Depending on the
value | failure reason, take the
humanize resolution steps.
Timestam
ph 4. In case the issue
{end}}: persists, contact My
NrfAudito Oracle Support.
r service
down'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfConfig | None of | Critical descripti |1.3.6.1.4. | 'up’ The alert is cleared when
urationServi | the pods on: 1.323.5.3.| Note: This is | the nrfconfiguration service
ceDown of the 'OCNRF  [36.1.2.70 | 4 is available.
NrfConfig NrfConfig | 25 prometheus | Steps:
uration uration metric used
microserv service for instance 1. Check the_
ice is nrfconfigu availability orchestragon qus
available. ration is monitoring. If of nr_fconflguratlon
down' this metric is service and che_ck for
summary not available, I|veness_or readiness
. use the probe failures.
‘kubernet similar metric | 2, Refer the application
€s_name as exposed logs on Kibana
space: by the and filter based
{{Slabels. monitoring on nrfconfiguration
kubernet system. service names. Check
es_name for ERROR WARNING
spacet}, logs related to thread
timestam exceptions.
p: {{ with
query 3. Depending on the
"time()" }} failure reason, take the
{{.|first]| resolution steps.
;alue | . 4. In case the issue
umanize .
Timestam persists, contact My
Oracle Support.
p
{end}}:
NrfConfig
uration
service
down'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfApplInf | None of | Critical descripti |1.3.6.1.4. | 'up' The alert is cleared when
oServiceDo | the pods on: 1.323.5.3.| Note: This is | the app-info service is
wn of the 'OCNRF  [36.1.2.70 | 4 available.
App Info Appinfo |27 prometheus | Steps:
microserv service metric used
ice is appinfo is for instance 1. Check the_
available. down' availability orch_estratlor_l logs of
summary monitoring. If appinfo service and
. this metric is check fpr liveness
'kubernet not available, or readiness probe
es_name use the failures.
space: similar metric | 2, Refer the application
{{Slabels. as exposed logs on Kibana and
kubernet by the filter based on appinfo
es_name monitoring service names. Check
spacet}, system. for ERROR WARNING
timestam logs related to thread
p: {{ with exceptions.
query
"time()" }} 3. Depending on the
{{.|first]| failure reason, take the
value | resolution steps.
_rllgmanlze 4. In case the issue
imestam -
persists, contact My
?{}gnd B Oracle Support.
Appinfo
service
down'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
Ocnrfingres | None of | Critical descripti |1.3.6.1.4. | 'up' The alert is cleared when
sGatewayS | the pods on: 1.323.5.3.| Note: This is | the ingressgateway service
erviceDown | of the 'OCNRF  [36.1.2.70 | 4 is available.
Ingress- Ingress- | 28 prometheus | Steps:
Gateway Gateway metric used
microserv service for instance |+ Check the_
ice is ingressga availability orqhestratlon logs
available. teway is monitoring. If of |ngress-gateway
down. this metric is service and che_ck for
summary not available, I|veness_or readiness
. use the probe failures.
'kubernet similar metric | 2, Refer the application
es_name as exposed logs on Kibana
space: by the and filter based
{{Slabels. monitoring on ingress-gateway
kubernet system. service names. Check
€s_name for ERROR WARNING
spacel}, logs related to thread
timestam exceptions.
p: {{ with
query 3. Depending on the
"time()" }} failure reason, take the
{.|first] resolution steps.
\r/]alue | . 4. In case the issue
umanize .
Timestam persists, contact My
Oracle Support.
p 1}
{{end}}:
Ingress-
gateway
service
down'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfEgres | None of | Critical descripti | 1.3.6.1.4. | 'up' The alert is cleared when
sGatewayS | the pods on: 1.323.5.3.| Note: This is | the egressgateway service
erviceDown | of the 'OCNRF  [36.1.2.70 | 4 is available.
Egress- Egress- 129 prometheus | Note: The threshold
Gateway Gateway metric used | is configurable in the
leecroserv ZZ:Z::gat for instance | alerts.yaml
ice is Hahili
available. eway is ?nvgl:sgrl:lr%. it Steps:
down’ this metricis |1. Checkthe
summary not available, orchestration logs
: use the of egress-gateway
'kubernet similar metric service and check for
es_name as exposed liveness or readiness
space: by the probe failures.
f({ft')ae?ﬁ'est gz?g;rmg 2. Refer the application
es name logs on Kibana
space}}, and filter based
podname: on egress-gateway
{{$labels. service names. Check
kubernet for ERROR WARNING
es_pod_n logs re_Iated to thread
ame}}, exceptions.
timestam 3. Depending on the
p: {{ with failure reason, take the
query resolution steps.
“time()" }}
{. | first| 4. In case the issue
value | persists, contact My
humanize Oracle Support.
Timestam
p 1}
{end}}:
Egress-
Gateway
service
down'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfMemo | A pod Minor descripti [ 1.3.6.1.4. | 'container_m | The alert gets cleared
ryUsageCro | has on: 1.323.5.3.| emory_usag | when the memory
ssedMinorT | reached 'OCNRF [36.1.2.70 | e_bytes"cont [ utilization falls below the
hreshold the Memory |30 ainer_spec_ | Minor Threshold or crosses
configure Usage for memory_limit | the major threshold, in
d minor pod <Pod _bytes' which case
threshold( name> Note: This is | OcnrfMemoryUsageCrosse
50%) of has a kubernetes | dMajorThreshold alert shall
its crossed metric used | b€ raised.
memory the forinstance | Note: The threshold
resource configure availability is configurable in the
limits. d minor monitoring. If alerts.yaml
threshold the metric is | If guidance required,
(50 %) not available, | contact My Oracle Support.
(value={{ use the
$value }}) similar metric
of its as exposed
limit.' by the
summary monitoring
. system.
‘namespa
ce:
{{$labels.
namespa
cel},
podname:
{{$labels.
pod,
timestam
p: {{ with
query
“time()" }}
{{.|first]
value |
humanize
Timestam
p 1}
{end}}:
Memory
Usage of
pod
exceeded
50% of its
limit.’
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfMemo | A pod Major descripti [ 1.3.6.1.4. | 'container_m | The alert gets cleared
ryUsageCro | has on: 1.323.5.3.| emory_usag | when the memory
ssedMajorT | reached 'OCNRF [36.1.2.70 | e_bytes' utilization falls below the
hreshold the Memory |31 ‘container_sp | Major Threshold or crosses
configure Usage for ec_memory_ | the critical threshold, in
d major pod <Pod limit_bytes' | Which case
threshold( name> —_, . . | OcnrfMemoryUsageCrosse
60%) of has Note: This is dCriticalThreshold alert
its crossed akupernetes shall be raised.
memory the major meF”C used Note: The threshold
resource threshold( for mstgnce is configurable in the
limits. 60%) availability | it vam
(value = monltornjg: If if aui )
the metric is guidance required,
{{ $value : tact My Oracle Support.
fits not available, | €ON y pp
I}i]:)r1ict).' u.se.the .
similar metric
summary as exposed
; by the
Crﬁmespa monitoring
{{$labels. system.
namespa
cel},
podname:
{{$labels.
pod,
timestam
p: {{ with
query
“time()" }}
{{.|first]
value |
humanize
Timestam
p 1}
{end}}:
Memory
Usage of
pod
exceeded
60% of its
limit.’
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Alert

Trigger
Conditio
n

Severity

Alert
details
provided

OID

Metric Used

Chapter 10

OCNREF Alerts

Resolution

Notes

OcnrfMemo
ryUsageCro
ssedCritical
Threshold

A pod
has
reached
the
configure
d critical
threshold
(70% ) of
its
memory
resource
limits.

Critical

descripti
on:
'OCNRF
Memory
Usage for
pod <Pod
name>
has
crossed
the
configure
d critical
threshold
(70%)
(value =
{{ $value
M of its
limit.'
summary

‘namespa
ce:
{{$labels.
namespa
cel},
podname:
{{$labels.
kubernet
es_pod_n
amey}},
timestam
p: {{ with
query
“time()" }}
{{.|first]|
value |
humanize
Timestam

p 3}
{end}}:
Memory
Usage of
pod
exceeded
70% of its
limit.'

1.3.6.1.4.

1.323.5.3.
36.1.2.70

32

‘container_m
emory_usag
e_bytes'
‘container_sp
ec_memory_
limit_bytes'
Note: This is
a kubernetes
metric used
for instance
availability
monitoring. If
the metric is
not available,
use the
similar metric
as exposed
by the
monitoring
system.

The alert gets cleared
when the memory
utilization falls below the
Critical Threshold.

Note: The threshold

is configurable in the
alerts.yaml

If guidance required,

contact My Oracle Support.

ORACLE
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTotalln | The total | Minor descripti [1.3.6.1.4. | 'oc_ingressg | The alert is cleared either
gressTraffic | OCNRF on: 1.323.5.3.| ateway_http_ | when the total Ingress
RateAbove | Ingress Total'lngr [36.1.2.70 | requests_tot | Traffic rate falls below the
MinorThres | Message ess traffic | 01 al' Minor threshold or when
hold rate has Rate is the total traffic rate cross
crossed above the Major threshold, in
the configure which case the
configure d minor OcnrfTotalingressTrafficRat
d minor threshold eAboveMinorThreshold
threshold i.e. 800 alert shall be raised.
of 800 requests Note: The threshold
TPS. per is configurable in the
Default second alerts.yaml
value of (current Steps:
this alert value is: '
trigger {{ $value Reassg;s why thg OCNRF
point in 1) is receiving additional
NrfAlerty summary traffic (for example: geo
. redundancy OCNRF is
alues.ya : X
mlis ‘timestam unavailable).
when p: {{ with If this is unexpected,
OCNRF query contact My Oracle Support.
Ingress “time()" }}
Rate {{. [first]
crosses value |
80 % of humanize
1000 Timestam
(Maximu p
m ingress {end}}:
request Traffic
rate) Rate is
above 80
Percent
of Max
requests
per
second(1
000)'
ORACLE 10-48



Table 10-13 (Cont.) Alert Details
|

Chapter 10

OCNREF Alerts

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTotalln | The total | Major descripti [1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
gressTraffic | OCNRF on: 'Total |1.323.5.3.| ateway_http_ | the total Ingress Traffic rate
RateAbove | Ingress Ingress 36.1.2.70 | requests_tot | falls below the Major
MajorThres | Message traffic 02 al' threshold or when the total
hold rate has Rate is traffic rate cross the Critical
crossed above threshold, in which case
the major the
configure threshold OcnrfTotalingressTrafficRat
d major i.e. 900 eAboveCriticalThreshold
threshold requests Note: The threshold is
of 900 per configurable in the
TPS. second alerts.yaml alert shall be
Default (current raised.
value of value IIS: Steps:
this alert %);Wa ue Reassess why the OCNRF
trigger is receiving additional
point in summary traffic (for example: geo
NrfAlertv . redundancy OCNRF is
alues.ya timestam unavailable).
ml is p: {{ with -
when query If this is unexpected,
OCNRE “time()" }} contact My Oracle Support.
Ingress {{ . [first|
Rate value |
crosses humanize
90 % of Timestam
1000 p 1}
(Maximu {end}}:
m ingress Traffic
request Rate is
rate) above 90
Percent
of Max
requests
per
second(1
000)'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTotalln | The total | Critical descripti [1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
gressTraffic | OCNRF on: 'Total |1.323.5.3.| ateway_http_ | the Ingress Traffic rate
RateAbove | Ingress Ingress 36.1.2.70 | requests_tot | falls below the Critical
CriticalThre | Message traffic 03 al' threshold.
shold rate has Rate is Note: The threshold
crossed at_)qve is configurable in the
the . critical alerts.yaml
configure threshold _
d critical i.e. 950 Steps:
threshold requests Reassess why the OCNRF
of 950 per is receiving additional
TPS. second traffic (for example: geo
Default (current redun(_:iancy OCNRFis
value of value is: unavailable).
this alert {{ $value If this is unexpected,
trigger 1y contact My Oracle Support.
pointin summary
NrfAlertvV :
alues.ya ‘timestam
ml is p: {{ with
when query
OCNRF "time()" }}
Ingress {{.|first]|
Rate value |
crosses humanize
95 % of Timestam
1000 p 1}
(Maximu {{end }}:
m ingress Traffic
request Rate is
rate) above 95
Percent
of Max
requests
per
second(1
000)'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTransa | The Warning |descripti |1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
ctionErrorR | number on: 1.323.5.3.| ateway_http_ | the number of failure
ateAbove0. | of failed ‘Transacti | 36.1.2.70 | responses_to | transactions are below 0.1
1Percent transactio on Error |04 tal' percent of the total
nsis rate is transactions or when the
above 0.1 above 0.1 number of failure
percent of Percent transactions cross the 1%
the total of Total threshold in which case the
transactio Transacti OcnrfTransactionErrorRate
ns. ons AbovelPercent shall be
(current raised.
value is Steps:
{{ $value
Ik 1. Check the Service
summary specific metrics
: to understand the
timestam specific service
p: {{ with request errors.
query for examp_le:
"time()" }} ocnrf_nfDlscover__tx_r
{. | first] esponses_total with
value | statusCode ~= 2xx.
humanize 2. If guidance required,
Timestam contact My Oracle
P} Support.
{{ end }}:
Transacti
on Error
Rate
detected
above 0.1
Percent
of Total
Transacti
ons'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTransa | The Warning |descripti |1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
ctionErrorR | number on: 1.323.5.3.| ateway_http_ | the number of failure
ateAbovelP | of failed ‘Transacti | 36.1.2.70 | responses_to | transactions are below 1%
ercent transactio on Error |05 tal' of the total transactions or
nsis rate is when the number of failure
above 1 above 1 transactions cross the 10%
percent of Percent threshold in which case the
the total of Total OcnrfTransactionErrorRate
transactio Transacti AbovelOPercent shall be
ns. ons raised.
(curre_nt Steps:
value is
{ $value 1. Check the Service
})'summ specific metrics
ary: to understand the
‘timestam specific service
p: {{ with request errors.
query for example:
“time()" }} ocnrf_nfDiscover_tx_r
{{. [first] esponses_total with
value | statusCode ~= 2xx.
humanize
Timestam 2. If guidance required,
ph contact My Oracle
{{end }¥: Support.
Transacti
on Error
Rate
detected
above 1
Percent
of Total
Transacti
ons'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTransa | The Minor descripti [1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
ctionErrorR | number on: 1.323.5.3.| ateway_http_ | the number of failure
ateAbovel0 | of failed ‘Transacti | 36.1.2.70 | responses_to | transactions are below
Percent transactio on Error |06 tal' 10% of the total
ns has rate is transactions or when the
crossed above 10 number of failure
the minor Percent transactions cross the 25%
threshold of Total threshold in which case the
of 10 Transacti OcnrfTransactionErrorRate
percent of ons Above25Percent shall be
the total (current raised.
transactio value is Steps:
ns. { $value
Ik 1. Check the Service
summary specific metrics
: to understand the
timestam specific service
p: {{ with request errors.
query for examp_le:
"time()" }} ocnrf_nfDlscover__tx_r
{. | first] esponses_total with
value | statusCode ~= 2xx.
humanize 2. If guidance required,
Timestam contact My Oracle
P} Support.
{{ end }}:
Transacti
on Error
Rate
detected
above 10
Percent
of Total
Transacti
ons'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTransa | The Major descripti [1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
ctionErrorR | number on: 1.323.5.3.| ateway_http_ | the number of failure
ateAbove?25 | of failed ‘Transacti | 36.1.2.70 | responses_to | transactions are below
Percent transactio on Error |07 tal' 25% of the total
ns has rate is transactions or when the
crossed above 25 number of failure
the minor Percent transactions cross the 50%
threshold of Total threshold in which case the
of 25 Transacti OcnrfTransactionErrorRate
percent of ons Above50Percent shall be
the total (current raised.
transactio value is Steps:
ns. { $value
Ik 1. Check the Service
summary specific metrics
: to understand the
timestam specific service
p: {{ with request errors.
query for examp_le:
"time()" }} ocnrf_nfDlscover__tx_r
{. | first] esponses_total with
value | statusCode ~= 2xx.
humanize 2. If guidance required,
Timestam contact My Oracle
P} Support.
{{ end }}:
Transacti
on Error
Rate
detected
above 25
Percent
of Total
Transacti
ons'
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfTransa | The Critical descripti [1.3.6.1.4. | 'oc_ingressg | The alert is cleared when
ctionErrorR | number on: 1.323.5.3.| ateway_http_ | the number of failure
ateAbove50 | of failed ‘Transacti | 36.1.2.70 | responses_to | transactions are below
Percent transactio on Error |08 tal 50 percent of the total
ns has rate is transactions.
crossed above 50 Steps:
the minor Percent
threshold of Total 1. Check the Service
of 50 Transacti specific metrics
percent of ons to understand the
the total (current specific service
transactio value is request errors.
ns. {{ $value for example:
) ocnrf_nfDiscover_tx_r
summary esponses_total with
. statusCode ~= 2xx.
timestam 2.  If guidance required,
p: {{ with contact My Oracle
query Support.
“time()" }}
{{.|first]
value |
humanize
Timestam
p 1}
{{ end }}:
Transacti
on Error
Rate
detected
above 50
Percent
of Total
Transacti
ons'
OCNRF
Application
Alerts
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfRegist | The Critical descripti [ 1.3.6.1.4. | 'ocnrf_active | The alert is cleared when 1. Oper
eredNFsBel | number on: 'The |1.323.5.3.| _registrations | the number of registered ator
owCriticalT | of NFs number |36.1.2.70 | _count' NFs are above the critical shall
hreshold currently of 09 threshold. confi
rgglstered registered Steps: qure
with NFs No Ati ) o the
OCNRF detected o. ction rgquwed. This is "
is below below an information alert. horIE:js
the critical
critical threshold \s/alue
threshold. \(/c;tljlzr:zlrg with
Default : res
value of {{ $value ectFt)o
this alert ) the
trigger summary num
point in : ber
NrfAlertvV 'kubernet of
alues.ya es_name NFs
ml is space: expe
when {{$labels. cted
Registere kubernet withi
d NFs es_name n the
count space}}, netw
with nftype: ork.
OCNRF {{$labels.
is below Requeste 2. NFs
2. rNfType}}, with
nrflevel: NFSt
{{$labels. atus
NrfLevel}} as
, 'SUS
podname: PEN
{{$labels. DED'
kubernet or
es_pod_n "UN
ame}}, DISC
timestam OVE
p: {{ with RAB
query LE'
"time()" }} shall
{{.|first] not
value | be
humanize consi
Timestam dere
p das
{end }} regist
The ered.
number
of
registered
NFs
detected
below
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
critical
threshold.
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfRegist | The Major descripti [ 1.3.6.1.4. | 'ocnrf_active | The alert is cleared when 1. Oper
eredNFsBel | number on: 'The |1.323.5.3.| _registrations | the number of registered ator
owMajorThr | of NFs number |36.1.2.70 | _count NFs are above the major shall
eshold currently of 10 threshold. confi
registered registered Steps: qure
with NFs ) ) o the
OCNRF detected NO.ACtIOI’] rgquwed. This is n
is below below an information alert. thorIE:js
the major major
threshold. threshold \s/alue
Default \(/(;.L:l:f:;t with
value of : res
this alert {{ $value ectFt)o
trigger by the
point in summary num
NrfAlertv : ber
alues.ya 'kubernet of
ml is es_name NFs
when space: expe
Registere {{$labels. cted
d NFs kubernet withi
count es_name n the
with space}}, netw
OCNRF nftype: ork.
is greater {{$labels.
than NfType}}, 2. NFs
equal to 2 nrflevel: with
and less {{$labels. NFSt
than NrfLevel}} atus
below 10. ) as
podname: 'SUS
{{$labels. PEN
kubernet DED'
es_pod_n or
ame}}, "UN
timestam DISC
p: {{ with OVE
query RAB
"time()" }} LE'
{{. [first] shall
value | not
humanize be
Timestam consi
p3 dere
{{end }}: d as
The regist
number ered.
of
registered
NFs
detected
below
major
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threshold.
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfRegist | The Minor descripti [ 1.3.6.1.4. | 'ocnrf_active | The alert is cleared when 1. Oper
eredNFsBel | number on: 'The |1.323.5.3.| _registrations | the number of registered ator
owMinorThr | of NFs number |36.1.2.70 | _count' NFs are above the minor shall
eshold currently of 11 threshold. confi
rgglstered registered Steps: qure
with NFs No Action requi isi the
OCNRF detected i equired. This is h
is below below an information alert. thorIE:js
the minor minor
threshold. threshold \s/alue
Default \(/(;.L:l:f:;t with
value of : res
this alert {{ $value ectFt)o
trigger by the
point in summary num
NrfAlertv : ber
alues.ya 'kubernet of
ml is es_name NFs
when space: expe
Registere {{$labels. cted
d NFs kubernet withi
count es_name n the
with space}}, netw
OCNRF nftype: ork.
is greater {{$labels.
than NfType}}, 2. NFs
equal to nrflevel: with
10 and {{$labels. NFSt
less than NrfLevel}} atus
below 20. ) as
podname: 'SUS
{{$labels. PEN
kubernet DED'
es_pod_n or
ame}}, "UN
timestam DISC
p: {{ with OVE
query RAB
"time()" }} LE'
{{.|first] shall
value | not
humanize be
Timestam consi
p3 dere
{{end }}: d as
The regist
number ered.
of
registered
NFs
detected
below
minor
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threshold.
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
OcnrfRegist | The Warning |descripti |1.3.6.1.4. | 'ocnrf_active | The alert is cleared when 1. Oper
eredNFsBel | number on: 'The |1.323.5.3.| _registrations | the number of registered ator
owThreshol | of NFs number |36.1.2.70 | _count' NFs are approaching minor shall
d currently of 12 threshold. confi
rgglstered regls_tered Steps: qure
with NFs is No Ati ) o the
OCNRF approachi 0. ction rgquwed. This is
. - an information alert. thres
is ng minor hold
approachi threshold value
ng minor (current
: s
threshold. value is: with
Default {{ $value resp
value of ) ect to
this alert summary the
trigger “'kubernet num
point in es_name ber
NrfAlertv space: of
alues.ya {{$labels. NFs
ml is kubernet expe
when es_name cted
Registere spacel}, withi
d NFs nftype: n the
count {{$labels. netw
with NfType}}, ork.
OCNRF nrflevel:
is greater {{$labels. 2. NFs
than NrfLevel}} with
equal to , NFSt
20 and podname: atus
less than {{$labels. as
below 30. kubernet 'SUS
es_pod_n PEN
amel}, DED'
timestam or
p: {{ with "UN
query DISC
"time()" }} OVE
{{.|first] RAB
value | LE'
humanize shall
Timestam not
pH be
{{end }}: consi
The dere
number d as
of regist
registered ered.
NFs
approachi
ng minor
threshold.
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Metric Used

Resolution
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Notes

OcnrfDbRe
plicationStat
uslnactive

The db
tier
replicatio
n service
status is
inactive
across
the
georedun
dant
OCNRFs.
The
Alarm is
raised/
cleared
only if the
Georedun
dancy
feature is
enabled.

Critical

descriptio
n: 'The
Database
Replicatio
n Status
is
currently
INACTIV
E.

summary:
'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},
nftype:
{{$labels.
NfType}},
nrflevel:
{{$labels.
NrfLevel}}

dbreplicat
ionstatus:
{{$labels.
DbReplic
ationStat
us}},
podname:
{{$labels.
kubernet
es_pod_n
amet},
timestam
p: {{ with
query
“time()" }}
{.|first]
value |
humanize
Timestam
p
{{end }}:
The
database
replicatio
n status
is
INACTIV
E.

1.3.6.1.4.

1.323.5.3.
36.1.2.70

13

‘ocnrf_dbrepli
cation_status

The alert is cleared
when the dbtier replication
services is active.

The
Alarm
shall be
included
only if the
Georedun
dancy
feature is
enabled.
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Metric Used
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Resolution

Notes

OcnrfAcces
sTokenReq
uestsReject
ed

OCNRF
rejected
an
AccessTo
ken
Request

Warning

descripti
on:
'AccessTo
ken
request(s
) have
been
rejected
by
OCNRF
(current
value is:
{{ $value

1))

summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
timestam
p: {{ with
query
“time()" }}
{.|first]|
value |
humanize
Timestam

P
{{end }}

AccessTo
ken
Request
has been
rejected
by
OCNREF'

1.3.6.1.4.
1.323.5.3.
36.1.2.70
14

‘ocnrf_acces
sToken_tx_re
jected_total'

The alert is cleared
automatically.
Steps:

The Rejection Reason
shall be present in the
alert.

In case

the RejectionReason

is AuthScreeningFailed/
ClientNotAuthorized, either
the configurations need to
be reevaluated or check
the consumer NF that has
requested for unauthorized
token.

For other reason, follow the
RejectionReason.
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Table 10-13 (Cont.) Alert Details

Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided

OcnrfNfAuth | OCNRF | Warning | descripti | 1.3.6.1.4. | 'ocnrf_nf_aut | The alert is cleared
enticationFa | rejected a on: 1.323.5.3.| hentication_f | automatically.

ilureReques | service ‘Service [36.1.2.70 | ailure_total' | Steps:

tsRejected | request request(s | 15 No Action required for

due to NF ) received OCNREF. This is an
aqthentic from NF information alert. The
ation have Response Reason shall be

failure been present in the alert
rejected

by

OCNRF
(current
value is:
{{ $value

1))

summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
timestam
p: {{ with
query
“time()" }}
{.|first]
value |
humanize
Timestam

p
{{end}}:
Request
rejected
for Nf
FQDN
based
Authentic
ation
failure.'
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Table 10-13 (Cont.) Alert Details

e
Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details

n provided

OcnrfAcces | OCNRF | Critical descripti [ 1.3.6.1.4. | ocnrf_access | The alert is cleared
sTokenCurr | Access on: 1.323.5.3.| Token_tx_rej | automatically as this will
entKeyldNot | Token '‘AccessTo| 36.1.2.70 | ected_total [ be raised when OCNRF
Configured | Rejected ken 33 recieves Access Token
due to request(s Request and at that point
CurrentkK ) have Current Key Id is not
eyld not been selected.

configure rejected
d by
OCNRF
(current
value is:
{{ $value

1))

summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
timestam
p: {{ with
query
“time()" }}
{.|first]|
value |
humanize
Timestam

P
{{end }}

AccessTo
ken
Request
has been
rejected
by
OCNRF
as
Current
Key Id is
not
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
configure
d,l
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Table 10-13 (Cont.) Alert Details

e
Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details

n provided

OcnrfAcces | OCNRF | Critical descripti [ 1.3.6.1.4. | ocnrf_access | The alert is cleared
sTokenCurr | Access on: 1.323.5.3.| Token_tx_rej | automatically as this will
entKeyldinv | Token '‘AccessTo| 36.1.2.70 | ected_total | be raised when OCNRF
alidDetails | Rejected ken 34 receives Access Token
due to request(s Request and at that point
token ) have Current Key Id details are
signign been invalid.

details rejected
correspon by

dign to OCNRF
CurrentK (current
eyld are value is:
invalid { $value

1))

summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
amey}},
KeyType:
{{$labels.
KeyType}}
Rejection
Reason:
{{$labels.
Rejection
Reason}},
timestam
p: {{ with
query
“time()" }}
{{.|first]
value |
humanize
Timestam

P
{{end }}

AccessTo
ken
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Notes

Request
has been
rejected
by
OCNRF
as
CurrentkK
eyld
details
are
invalid.'
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Table 10-13 (Cont.) Alert Details

e
Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details

n provided

OcnrfOauth | Oauth Critical descripti [ 1.3.6.1.4. | ocnrf_oauth_ | The alert is cleared
CurrentKey | Current on: 1.323.5.3.| currentKeyld | when current key id is
NotConfigur [ Key ID is 'OCNRF [36.1.2.70 | _configuredS | configured.

ed not Oauth 35 tatus Steps:

configure Access . )
d 9 token Configure valid current

key id in Access Token

Current - :
Configuration

Key Id is
not
configure
dl
summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
timestam
p: {{ with
query
“time()" }}
{{.|first]|
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token
Current
Key Id is
not
configure
d.

ORACLE 10-70



Table 10-13 (Cont.) Alert Details

Alert

Trigger
Conditio
n

Severity

Alert
details
provided

OID
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Notes

OcnrfOauth
CurrentKey
DataHealth
Status

Oauth
Current
Key ID
details
health is
not good

Critical

descripti
on:
'OCNRF
Oauth
Access
token
Current
Key Id
status is
not
healthy'

summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
Keyld:
{{$labels.
Keyld}},
KeyType:
{{$labels.
KeyType}}
timestam
p: {{ with
query
“time()" }}
{{.|first]
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token
Current
Key Id
status is

1.3.6.1.4.

1.323.5.3.
36.1.2.70

36

ocnrf_oauth_
keyData_hea
lthStatus

The alert is cleared when
current key id status is
healthy.

Steps:

Key Data Health

Status details can be
checked using OCNRF
configuration status REST
APIs and configuration
microservice logs.
Rectify the condition by
checking ErrorCondition
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
not
healthy.'
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Alert
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Metric Used

Resolution
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Notes

OcnrfOauth
NonCurrent
KeyDataHe
althStatus

Oauth
Non
Current
Key
details
health is
not good

Info

descripti
on:
'OCNRF
Oauth
Access
token
Non
current
Key Id
status is
not
healthy'

summary

'kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
Keyld:
{{$labels.
Keyld}},
KeyType:
{{$labels.
KeyType}}
timestam
p: {{ with
query
“time()" }}
{{.|first]
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token non
current
Key Id

1.3.6.1.4.

1.323.5.3.
36.1.2.70

37

ocnrf_oauth_
keyData_hea
lthStatus

The alert is cleared when
current key id status is
healthy.

Steps:

Key Data Health

Status details can be
checked using OCNRF
configuration status REST
APIs and configuration
microservice logs.
Rectify the condition by
checking ErrorCondition
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
status is
not
healthy.'
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Resolution

Notes

OcnrfOauth
CurrentCerti
ficateExpirin
gln24Hours

Oauth
Current
Key ID
details
are
expiring
in less
than 24
hours

Critical

descripti
on:
'OCNRF
Oauth
Access
token
current
Key Id
certificate
is
expiring
in less
than 24
hours'

summary

‘kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
Keyld:
{{$labels.
Keyld}},
timestam
p: {{ with
query
“time()" }}
{{.|first]|
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token
current
Key Id
certificate
is

1.3.6.1.4.

1.323.5.3.
36.1.2.70

38

ocnrf_oauth_
keyData_expi
ryStatus

The alert is cleared when
key expiry time is more
than 24 hours.

Steps:

Replace expiring certificate
key pair with new ones
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
expiring
in less
than 24
hours.'
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Resolution

Notes

OcnrfOauth
NonCurrent
CertificateE
xpiringin24
Hours

Oauth
Non
Current
Key ID
details
are
expiring
in less
than 24
hours

Info

descripti
on:
'OCNRF
Oauth
Access
token non
current
Key Id
certificate
is
expiring
in less
than 24
hours'

summary

‘kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
Keyld:
{{$labels.
Keyld}},
timestam
p: {{ with
query
“time()" }}
{{.|first]|
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token non
current
Key Id
certificate
is

1.3.6.1.4.
1.323.5.3.
36.1.2.70
39

ocnrf_oauth_
keyData_expi
ryStatus

The alert is cleared when
key expiry time is more
than 24 hours.

Steps:

Replace expiring certificate
key pair with new ones

ORACLE
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
expiring
in less
than 24
hours.'
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Chapter 10

OCNREF Alerts

Resolution

Notes

OcnrfOauth
CurrentCerti
ficateExpirin
gIn30days

Oauth
Current
Key ID
details
are
expiring
in more
than 24
hours and
less than
30 days

Critical

descripti
on:
'OCNRF
Oauth
Access
token
current
Key Id
certificate
is
expiring
in less
than 30
days'
summary

‘kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
Keyld:
{{$labels.
Keyld}},
timestam
p: {{ with
query
“time()" }}
{{.|first]|
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token
current
Key Id
certificate
is

1.3.6.1.4.

1.323.5.3.
36.1.2.70

40

ocnrf_oauth_
keyData_expi
ryStatus

The alert is cleared when
certificate for current key
id's expiry time is more
than 30 days.

Steps:

Replace expiring certificate
key pair with new ones
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Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details
n provided
expiring
in less
than 30
days.'
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Table 10-13 (Cont.) Alert Details

e
Alert Trigger | Severity | Alert oID Metric Used | Resolution Notes
Conditio details

n provided

OcnrfOauth | Oauth Info descripti | 1.3.6.1.4. | ocnrf_oauth_ | The alert is cleared when
NonCurrent | Non on: 1.323.5.3.| keyData_expi | certificate for non-current
CertificateE | Current 'OCNRF [36.1.2.70 | ryStatus key id's certificate expiry
xpiringIin30d | Key ID Oauth 41 time is more than 30 days.
ays details Access Steps:

are token non . -
Replace expiring certificate

expirin current it
in Eworg Key Id key pair with new ones

than 24 certificate
hours and is

less than expiring
30 days in less
than 30
days'
summary

‘kubernet
es_name
space:
{{$labels.
kubernet
es_name
space}},n
rflevel:
{{$labels.
NrfLevel}}
podname:
{{$labels.
kubernet
es_pod_n
ame}},
Keyld:
{{$labels.
Keyld}},
timestam
p: {{ with
query
“time()" }}
{{.|first]|
value |
humanize
Timestam

P

{{end }}
OCNRF

Oauth
Access
token non
current
Key Id
certificate
is
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Alert Trigger A
Conditio

n

Severity

details
provided

lert oID

Metric Used

Resolution Notes

in

expiring

than 30
days.'

less

OCNREF Alert Configuration

This section describes the Measurement based Alert rules configuration for OCNRF.
The Alert Manager uses the Prometheus measurements values as reported by
microservices in conditions under alert rules to trigger alerts.

# Note:

names

pace.

e Alertfile is packaged with OCNRF custom templates. The OCNRF
templates.zip file can be downloaded from MOS. Unzip the OCNRF
templates.zip file to get NrfAlertRules.yaml file.

* Review the NrfAlertRules.yaml file and edit the value of the parameters
in the NrfAlertRules.yaml file (if needed to be changed from default
values) before configuring the alerts. See below table for details.

« kubernetes_namespace is configured as kubernetes namespace in
which NRF is deployed. Default value is OCNRF. Please update
the NrfAlertRules.yaml file to reflect the correct OCNRF kubernetes

Alert details which can be updated in NrfAlertRules.yaml file before

configuration

Table 10-14 Ale

rts

Alert Name

Details

Default Value

Notes

OcnrfTotallngress
TrafficRateAbove
MinorThreshold

Traffic Rate is
above 80 Percent
of Max requests
per second

Greater than/
equal to 800 and
Less than 900

Maximum Ingress rate considered is
1000 requests per second.

So, here in default value 800 is 80%
of 1000 and 900 is 90% of 1000.

For example, if value need to

be updated then depending upon
maximum ingress request rate, set

[ 90% of Max Ingress Request Rate]
and [ 80% of Max Ingress Request
Rate] for this alert
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Alert Name

Details

Default Value
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Notes

OcnrfTotallngress
TrafficRateAbove
MajorThreshold

Traffic Rate is
above 90 Percent
of Max requests
per second

Greater than/
equal to 900 and
Less than 950

Maximum Ingress rate considered is
1000 requests per second.

So, here in default value 900 is 90%
of 1000 and 950 is 95% of 1000.

For example, if value need to

be updated then depending upon
maximum ingress request rate, set

[ 90% of Max Ingress Request Rate]
and [ 95% of Max Ingress Request
Rate] for this alert

OcnrfTotallngress
TrafficRateAbove
CriticalThreshold

Traffic Rate is
above 95 Percent
of Max requests
per second

Greater than/
equal to 950

Maximum Ingress rate considered is
1000 requests per second.

So, here in default value 950 is 95%
of 1000.

For example, if value need to

be updated then depending upon
maximum ingress request rate, set

[ 95% of Max Ingress Request Rate]
for this alert

OCNREF Alert configuration in Prometheus

This section describes the measurement based Alert rules configuration for OCNRF in

Prometheus.

_NAME_ :- Helm Release of Prometheus

_Namespace_ :- Kubernetes NameSpace in which Prometheus is installed

1. Take Backup of current configuration map of Prometheus:

kubect| get configmaps NAME -server -o yam -n _Namespace_ > /tnp/
tempConfi g. yam

2. Check and add OCNRF Alert file name inside Prometheus configuration map:

sed -i
sed -i

"/rule files:/a\

tempConfi g. yan

"/etc\/config\/alertsnrf/d /tnp/tenmpConfig.yan
\- /etc/config/alertsnrf' /tnp/

3. Update configuration map with updated file name of OCNRF alert file:

kubect |

replace configmap _NAME -server -f [tnp/tenmpConfig.yam

4. Add OCNRF Alert rules in configuration map under file name of OCNREF alert file:

kubect |
pat ch

"$(cat ~/NrfAlertrules.yam)"

patch confignmap _NAME -server -n _Nanespace --type merge --
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< Note:

The Prometheus server takes an updated configuration map that is
automatically reloaded after approximately 60 seconds. Refresh the
Prometheus GUI to confirm that the OCNRF Alerts have been reloaded.

Disable OCNRF Alert in Prometheus

Steps to disable Alerts in Prometheus:

1.

Edit NrfAlertrules.yaml file to remove specific alert:
Sample alert content from NrfAlertrules.yaml is below. This is to provide idea of a
specific alert details in NrfAlertrules.yaml which need to be disabled.

## ALERT SAVPLE START##
- alert: CenrfTrafficRat eAboveM nor Threshol d
annot at i ons:
description: 'Ingress traffic Rate is above ninor
threshold i.e. 800 nps (current value is: {{ $value }})’
summary: 'Traffic Rate is above 80 Percent of Max
requests per second(1000)'
expr:
sun(rate(oc_ingressgateway_http_requests_total {app_kubernetes_i o_nam
e="i ngressgat eway", kuber net es_namespace="ocnrf"}[2n])) >= 800 < 900
| abel s:
severity: M nor
## ALERT SAVPLE END##

Remove specific alert content which need to be disabled.

Perform Alert configuration again. See OCNRF Alert configuration in Prometheus
section above for detailed steps.

Disabling Alerts

This section explains the procedure to disable the alerts in OCNRF.

1.
2.

ORACLE

Edit NrfAlertrules.yaml file to remove specific alert.

Remove complete content of the specific alert from the NrfAlertrules.yaml file.
For example: If you want to remove Cenr f Tr af f i cRat eAboveM nor Thr eshol d alert,
remove the complete content:

## ALERT SAMPLE START##

- alert: CenrfTrafficRateAboveM nor Threshol d
annot ati ons:
description: 'Ingress traffic Rate is above minor threshold i.e.
800 nps (current value is: {{ $value }})’
sunmary: ' Traffic Rate is above 80 Percent of Max requests per
second(1000)"
expr:
sun(rate(oc_ingressgateway_http_requests_total {app_kubernetes_i o_nanme="ingres
sgat eway", kuber net es_namespace="ocnrf"}[2n])) >= 800 < 900
| abel s:
severity: M nor
## ALERT SAMPLE END##
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3. Perform Alert configuration. See OCNRF Alert Configuration section above for
details.

Configuring SNMP Notifier

ORACLE

This section describes the procedure to configuring SNMP Notifier.

Configure and Validate Alerts in Prometheus Server
Refer to OCNRF Alert Configuration section for procedure to configure the alerts.

Validating Alerts
After configuring the alerts in Prometheus server, a user can verify that by following
steps:

e Open the Prometheus server from your browser using the <IP>:<Port>
e Navigate to Status and then Rules

e Search Ocnrf. OcnrfAlerts list is displayed.

< Note:

If you are unable to see the alerts, it means the alert file is not loaded
in a proper format which the Prometheus server accepts. Modify the file
and try again.

Configuring SNMP-Notifier
Configure the IP and port of the SNMP trap receiver in the SNMP Notifier using the
following procedure:

1. Execute the following command to edit the deployment:

kubect| edit deploy <snnp_notifier_depl oyment _nane> -n <namespace>

Example:
$ kubect! edit depl oy occne-snnp-notifier -n occne-infra
2. Edit the destination as follows:

--snnp. desti nati on=<desti nation_i p>: <desti nation_port>

Example:
--snnp. destinati on=10. 75. 203. 94: 162

Checking SNMP Traps
Following is an example on how to capture the logs of the trap receiver server to view
the generated SNMP traps:

$ docker logs <trapd_container_id>
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Sample output:

2020- 04-29 15:34:24 10.75.203.103 [UDP: [10.75.203.103]:2747-
>[172.17. 0. 4]:162] : DI SMAN- EVENT- M B: : sysUpTi nel nst ance = Ti neti cks:
(158510800) 18 days, 8:18:28.00 SNVPv2- M B: : snnpTrapQ D. 0
= OD: SNWPv2-SM::enterprises.323.5.3.36.1.2.7003
SNMPv2- SM : :enterprises. 323.5.3.36.1.2.7003.1 =
STRING "1.3.6.1.4.1.323.5.3.36.1.2.7003[]" SNWPv2-
SM::enterprises.323.5.3.36.1.2.7003.2 = STRING "critical"
SNMPv2- SM : :enterprises. 323.5.3.36.1.2.7003.3 = STRING "Status:
critical- Alert: QenrfActiveSubscribersBel owCritical Threshold Summary:
nanespace: ocnrf, nftype:5G EIR nrflevel:6faflbbc-6eda-4454-a507-
aldef 8elbc5c, podnane: ocnrf-nrfauditor-6b459f 5db5- 4kvt 4,

ti mestanp: 2020-04-29 15:33:24.408 +0000 UTC. Current nunber
of registered NFs detected below critical threshold. Description: The
number of registered NFs detected below critical threshold (current
val ue

is: 0)

MIB Files for OCNRF
There are two MIB files which are used to generate the traps. The user need to update
these files along with the Alert file in order to fetch the traps in their environment.

¢ OCNRF-MIB-TC-1.10.0.mib
This is considered as OCNRF top level mib file, where the Objects and their data
types are defined.

¢ OCNRF-MIB-1.10.0.mib
This file fetches the Objects from the top level mib file and based on the Alert
notification, these objects can be selected for display.

# Note:

MIB files are packaged along with OCNRF Custom Templates. Download
the file from MOS. Refer to OCNRF Installation and Upgrade guide for more
details.
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