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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table provides information about the acronyms and the terminology used in the

document.

Table Acronyms

Acronym

Definition

3GPP

3rd Generation Partnership Project

API

Application Programming Interface

CCA

Client Credentials Assertion, 3gpp-Shi-Client-Credentials header is defined by
3GPP. The header contains a client credentials assertion.

CNC Console

Oracle Communications Cloud Native Configuration Console

DNS

Domain Name System

FQDN

Fully Qualified Domain Name

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol Secure

K8s

Kubernetes

LCI

Load Control Information

LC-H

Load Control based on LCI Header

MCC

Mobile Country Code

MNC

Mobile Network Code

NF

Network Function

NRF

Oracle Communications Cloud Native Core, Network Repository Function

OCl

Overload Control Information

OLC-H

Overload Control based on OCI Header

PLMN

Public Land Mobile Network

REST

Representational State Transfer

SBI

Service Based Interface

SCP

Oracle Communications Cloud Native Core, Service Communication Proxy

SCPC

Service Communication Proxy Control

SEPP

Oracle Communications Cloud Native Core, Security Edge Protection Proxy

SPN

Service Proto Name

SRV

Service Records

URI

Uniform Resource Identifier

XFCC

x-forwarded-client-cert is a proxy header that indicates TLS certificate information.
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What's New In This Guide

This section introduces the documentation updates for release 23.4.x.

Release 23.4.4 - F88459-05, October 2024

There are no updates made to this document.

Release 23.4.3 - F88459-04, July 2024

There are no updates made to this document.

Release 23.4.2 - F88459-03, April 2024

Added oci Enabl ed and oci Rul eNane parameters to Routing Config Set and Configuring
Routing Options sections.

Updated the value of del i ver yTi meout Ms from 120000 to 5000 in the Configuring Traffic
Feed Data Director section.

Release 23.4.1 - F88459-02, February 2024

Added kaf kaPartitionSel ectionLogi c and del i veryTi meout Msparameters in the
Configuring Traffic Feed Data Director section as part of the Message Feed
enhancements.

Updated the Configuring SCP Features section to enable or disable the NFProfile
Processing enhancements supported by SCP.

Release 23.4.0 - F88459-01, December 2023

Added NRF as supported NFtype to the egress rate limiter data in the Configuring Egress
Rate Limiting and Global Egress Rate Limiting section.

The following changes are made as part of the NRF Configuration using DNS SRV
Resolution feature:

— Updated the Configuring SCP Features section to enable or disable NRF configuration
using the DNS SRV resolution feature.

— Added the NRF SRV Configuration section to create or configure the new NRF SRV
configuration for the given nrfSrvFqdn.

— Added the NRF FQDN Instanceld Mapping section to fetch the NRF FQDN and
corresponding instanceld mapping details.

— Updated the Configuring NRF section with information about the support for load
balancing feature for the delegated discovery request.

The following changes are made as part of the Overload Control Based on the Overload
Control Information Header feature:

— Updated the Configuring SCP Features section to enable or disable the Overload
Control Information (OCI) feature.

— Added the Configuring Overload Configuration Information section with information
about overload control configuration parameters required for sending OCI to peers.

— Added the Configuring Overload Configuration Information Threshold section with
information about overload control configurations required for the OciThresholdConfig
threshold levels to generate self -OCI by SCP.
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« Updated the Configuring Routing Options section as a part of the SCP Response Timeout
Extension feature.

« Updated the default value for transport failures in SCP in Configuring Routing Options and
Routing Config Set sections.

* Added the Configuring Mediation Rule section for creating, modifying, and deleting
Mediation rules.
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Introduction

This document provides information about how to configure the services and manageable
objects in Oracle Communications Cloud Native Core, Service Communication Proxy (SCP)
using Representational State Transfer Application Programming Interfaces (REST APIs).

The core network in 5G follows a service-based architecture, where network functions provide
services that can be utilized using REST APIs by other functions. This allows the adoption of
web-scale technologies and software that are used by different organizations in the
telecommunications network.

SCP provides routing, load balancing, rate limiting, static configuration, dynamic discovery, and
so on, functionalities to other 5G Network Functions (NFs). For more information about SCP
functionalities and features, see Oracle Communications Cloud Native Core, Service
Communication Proxy User Guide.

@ Note

The performance and capacity of the SCP system may vary based on the call model,
feature or interface configuration, network conditions, and underlying CNE and
hardware environment.

1.1 References

e Oracle Communications Cloud Native Core, Service Communication Proxy User Guide

e Oracle Communications Cloud Native Core, Service Communication Proxy Installation,
Upgrade, and Fault Recovery Guide
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SCP Configuration Using REST APIs

This chapter provides information about how to configure Oracle Communications Cloud
Native Core, Service Communication Proxy (SCP) using REST APIs.

SCP can be configured using Helm and REST configurations. Some configurations are
performed during SCP installation using Helm and a few configurations are modified using
REST APIs. REST configurations can also be performed using the Oracle Communications
Cloud Native Configuration Console (CNC Console).

For more information about SCP configuration types, see the following guides:

*  For Helm configuration: Oracle Communications Cloud Native Core, Service
Communication Proxy Installation, Upgrade, and Fault Recovery Guide.

* For REST configurations using the CNC Console: Oracle Communications Cloud Native
Core, Service Communication Proxy User Guide.

SCP uses GET, PUT, DELETE, and so on HTTP methods to retrieve, update, and remove
REST API configuration data.

@® Note

* The PUT method for multiple rules as a single payload through a single APl is not
allowed unless specified explicitly.

» If the query parameter is incorrect, SCP does not return an error response but
considers an API call without any query parameter, and therefore the GET ALL
output is returned in the response.

SCP Service Interfaces
SCP provides the following service interfaces:

* Signaling Interface: The signaling interface is exposed by SCP data plane called SCP-
Worker. This interface is used to receive all 5G signaling traffic.

» Config Interface: The config interface is exposed by SCP control plane called SCPC-
Config. This interface is used to receive all SCP configuration traffic.

SCP Signaling Service
SCP provides the following Signaling services:
«  FQDN

— Consumer NFs may use SCP Signaling service's FQDN to send 5G signaling traffic to
SCP for routing. The Kubernetes service FQDN is of the following format:

* fqgdn = scp-worker. <namespace>. <donai n>. Where, namespace is Kubernetes
namespace as provided during the Helm installation, and domain is as provided in
the Helm chart (values.yaml) while installation.

Cloud Native Core, Service Communication Proxy REST Specification Guide
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Chapter 2
Configuring SCP Features

*  If user NFs are deployed outside of Kubernetes cluster, then operator must ensure
that this FQDN is resolvable by consumer NFs.

*  Operator can specify the public or Kubernetes-cluster FQDN of SCP in the Helm
chart (val ues. yam , scplnfo.fqdn" = <rel easeNane>- scp-
wor ker . <Nanespace>. <donai n>) during installation.

IP Address

— Consumer NFs may use SCP Signaling service's IP address to send the 5G signaling

traffic to SCP for routing.

— IPis <gl obal . publ i cSi gnal i ngl P> as provided in the Helm chart (values.yaml) during

SCP installation.

® Note
Only IPv4 is supported.

Port

— Consumer NFs require port information along with FQDN or IP address to send 5G

signaling traffic to SCP for routing.

— Portis <gl obal . publ i cSi gnal i ngPort > as provided in the Helm chart (values.yaml)

during SCP installation.

SCP Config Service

SCP provides the following Config service:

FQDN
— Operator may use SCP Config service's FQDN to configure SCP for routing.
— The Kubernetes service FQDN is of the following format:

* fqdn = scpc-config-svc. <nanespace>. <domai n>. Where, <nanespace> is
Kubernetes namespace as provided during the Helm installation, and <donai n> is
as provided in the Helm chart (values.yaml) during SCP installation.

*  Operators must ensure that this FQDN is resolvable if operating from outside of
the Kubernetes cluster.

IP Address

— Consumer NFs may use SCP Config service's IP Address to configure SCP for
routing.

— IPis <scpc- soot hsayer. confi gServi ce. publ i cConfi gl P> as provided in the Helm
chart (values.yaml) during SCP installation.

Port

— Operators require port information along with FQDN or IP address to configure SCP for
routing.

— Port is 8081 that is a fixed port and cannot be configured.

2.1 Configuring SCP Features

This section provides REST API configurations to enable SCP features.
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Chapter 2
Configuring SCP Features

The following table describes the resource name to retrieve, add, or update SCP features.

Table 2-1 Resource Name

Resource Name Resource URI HTTP Description
Method

scp-features locscp/scpce- GET Retrieves all the SCP features configured list at
configuration/vl/ SCP or specific records based on the query
scp-features parameters.

scp-features locscp/scpce- GET Retrieves records based on featureName as a path
configuration/vl/ variable.
scp-features/
{featureName}

scp-features /ocscp/scpc- PUT Adds or updates the SCP feature interplmn routing
configuration/vl/ configurations in SCP.
scp-features/
{featureName}

Data Model

Request Body

The following table describes the field names of the SCPFeaturesWrapper data type.
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Table 2-2 SCPFeaturesWrapper

- _____________________________________________________|
Field Name Data Type P Description

featureName String M Indicates the unique feature name as
per the requirement.

Supported values are:

e nodel d_routing: To enable or
disable Release 16 Model D based
routing.

- nedi ati on: To enable or disable
Mediation.

e interplm_routing: To enable or
disable the support for 5G SBI
roaming.

« global egress ratelinit:To
enable or disable the Global Egress
Rate Limiting and its specific
configurations.

- enhanced_nf_status_processi
ng: To enable or disable the
SUSPENDED NF Status
processing.

e scp_user_agent _info: To enable
or disable addition of the "User-
Agent" header in the SCP
originated messages towards NRF.

e | ci:Toenable or disable Load
Control based on the Load Control
Information (LCI) Header feature.

- Traffic Feed: To enable or
disable copying of both request and
response messages routed through
SCP towards Data Director

e egress_host preference: To
enable or disable egress host
preference.

e location_hdr_update for_hos
t _m smat ch: To enable or disable
inter-SCP routing of subsequent 5G
SBI request messages for unknown
FQDNs as part of the Location
Header for Host Mismatch feature.

e cca_header validation:To
enable or disable Client Credentials
Assertion (CCA) header validation.

- heal th_check: Enables the Health
Check API feature. By default, this
feature is enabled.

e oaut h2_support: This parameter
enables or disables the OAuth2.0
(Open Authorization) access tokens
feature.

e nrf_bootstrap_info: To enable
or disable NRF configuration using
the DNS SRV resolution feature and
its configuration.
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Table 2-2 (Cont.) SCPFeaturesWrapper
|
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Configuring SCP Features

Field Name Data Type P Description

e 0cCi : To enable or disable the
Overload Control Information (OCI)
feature.

e ignore_unknown_nfservice: To
enable or disable NFProfile
Processing enhancements
supported by SCP.

- enhanced_error_rsp: To enable
or disable Error Response
enhancement supported by SCP.

enabled Boolean M Enables or disables a feature.

The values can be true or false. By

default, this value is false.

featureSpecificConfig customObject (0] Indicates feature specific configuration
objects.

Table 2-3 Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

global_egress_ratelimit

featureSpecificConfig :
{ "renoteScpOneEnabl ed":
"fal se",

"renot eScpTwoEnabl ed":
"fal se" }

This parameter enables or disables the Global
Egress Rate Limiting feature.

r enot eScpOneEnabl ed: This parameter
indicates whether SCP cache connectivity
should be started for the remote SCP
participant.

Type: Boolean

r emot eScpTwoEnabl ed: This parameter
indicates whether SCP cache connectivity

should be started for the remote SCP
participant.

modeld_routing

f eatureSpecificConfig:

{ "caching": "true",

"enf orceReqSpeci fi cSveDi sco
very": "true" }

This parameter enables or disables the Model D
Indirect 5G SBI Communication feature.

cachi ng: This parameter indicates whether
local cache is enabled for Model D rules.

enf or ceReqSpeci fi cSvcDi scovery: This

parameter enforces NF Service specific
Discovery Request when possible.

mediation NA Not applicable for mediation.
Keep this field blank.
interplmn_routing NA Not applicable for inter-plmn routing.

Keep this field blank.
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName) featureSpecificConfig

Description

enhanced_nf_status_processing featureSpecificConfig :

{ "enhancedSuspendedSt at eRo
uting": "["AMF", PCF']" ,
"suspendedSt at eRout i ng":
["UDM'] }

This parameter enables or disables the NF
Status Processing feature.
enhancedSuspendedsSt at eRout i ng: This
parameter is used to indicate the list of NFTypes
for which SCP would consider "SUSPENDED"
NFs available for routing or alternate routing
only when alternate is not available in the
"REGISTERED" state. This parameter is used to
list NFTypes eligible for Mode 3. An * means
that all NFTypes are eligible for Mode 3.

suspendedsSt at eRout i ng: This parameter is
used to indicate the list of NFTypes for which
SCP would consider "SUSPENDED" NFs
available for routing. This parameter is used to
list the NFTypes eligible for Mode 2. An * means
that all NFTypes are eligible for Mode 2.

Type: array(NFType)

Note: To specify all NFTypes for Mode-3, the list
has to be specified with the wildcard *.

Example:

featureSpecificConfig :

{ "enhancedSuspendedSt at eRouting":

"["*"]", "suspendedStateRouting":

[]}

Note:

*  Mode 1: If the
enhanced _nf _status_processing is set
to false, only NFs in the REGISTERED
state are considered for routing.

*  Mode 2: If the
enhanced_nf _status_processing is set
to true and suspendedsSt at eRout i ng is
present, all configured NFs are considered
for routing, irrespective of their NF state
(REGISTERED or SUSPENDED).

*  Mode 3: If the
enhanced_nf _status_processing is set
to true and
enhancedSuspendedsSt at eRout i ng is
present, SCP considers SUSPENDED NFs
available for routing or alternate routing only
when the alternate NF is not available in the
REGISTERED state.

< IfenhancedSuspendedSt at eRouti ng is
set to a subset of NF types such as AMF
and PCF, SCP applies routing Mode 3 for
AMF and PCF, and the remaining NF types
will be routed to Mode 1.

e IfsuspendedSt at eRoutingissetto a
subset of NF types such as AMF and PCF,
SCP applies routing Mode 2 for AMF and
PCF, and the remaining NF types will be
routed to Mode 1.

- If suspendedSt at eRout i ng and
enhancedSuspendedsSt at eRout i ng are
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

configured for mutually exclusive NF types
such as UDM and PCF, then SCP will route
UDM to Mode 2 and PCF to Mode 3,
respectively, and the remaining NF types
will be routed to Mode 1.

scp_user_agent_info

"“featureSpecificConfig":

{ "user Agent Header For mat " :
" NFTYPE- NFI NSTANCEI D FQDN',
"uni quel D': "string/text
input” }

This parameter enables or disables addition of
"User-Agent" header in the SCP originated
messages towards NRF.

user Agent Header For mat : This parameter
indicates the format of the"User-Agent" header
that is added in the SCP originated message
requests towards NRF. SCP supports the
following formats of the "User-Agent" header:

*  NFTYPE-NFINSTANCEID FQDN

*  NFTYPE-NFINSTANCEID-FQDN

*  NFTYPE-FQDN NFINSTANCEID

*  NFTYPE-FQDN-NFINSTANCEID

*  NFTYPE-NFINSTANCEID
NFTYPE-FQDN

« NFTYPE

*  NFTYPE-UNIQUEID

uni quel D: This parameter is applicable only for
NFTYPE-UNIQUEID. If you configure

user Agent Header For mat as NFTYPE-
UNIQUEID, you must configureuni quel D.
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

Ici

"“featureSpecificConfig":

{ "scpLci ConveyanceEnabl e":
fal se, "relayPeerLci":

true,

"scplLci Conveyancel nterval ":
5000,

"scplLci ConveyanceM nLoadCha
nge": 5,

"scplLci ConveyanceM nLoadThr
eshol d": 30,

"scplLci Conveyancet oUnknownP
eer": false,

"peer Lci Processi ngM nLoadCh
ange": 5,

"unknownPeer Lci Expiry":

300 }

scpLci ConveyanceEnabl e: This parameter
enables SCP to add its LCI in request and
response.

e Default value: false

rel ayPeer Lci : This parameter allows SCP to
forward the received LCI header from producer
NF

e Default value: true

scpLci Conveyancel nt erval : This parameter
indicates periodic intervals for reporting SCP
LCI to a peer NF. For each interval, SCP's LCl is
reported to the peer NF irrespective of any
change to SCP LCI. Sending SCP LCI
periodically ensures that the peer NF has not
missed earlier reported SCP LCI. The SCP LCI
load value is measured by SCP as the current
load value of SCP if the load is more than
configured

scpLci ConveyanceM nLoadThr eshol d or 0 if
the load is less than

scpLci ConveyanceM nLoadThr eshol d.

*  Default value: 5000 milliseconds

* Range: 1000 to 3600000 milliseconds

Note:

*  This LCI conveyance is not limited by
scpLci ConveyanceM nLoadThr eshol d
or scpLci ConveyanceM nLoadChange
parameter.

*  However, if the SCP load value is lesser
than
scpLci ConveyanceM nLoadThr eshol d,
then it reports 0 as a load considering SCP
is not loaded.

* LCI goes to peer NF if there is a message
for that NF.

scpLci ConveyanceM nLoadChange: This
parameter indicates the minimum delta change
in load to convey LCI. It is applicable when SCP
Load value goes beyond the

scpLci ConveyanceM nLoadThr eshol d value.
»  Default value: 5%

* Range: 5% to 25%

Example:

e Ifthe load changes from 30 to 35 or 35 to
30, LCl is conveyed.

« if the load changes from 30 to 32, no LCl is
conveyed.

scpLci ConveyanceM nLoadThr eshol d: This

parameter indicates that SCP considers this

parameter as a starting point for updating its

original load value to peers.

e Default value: 30%

* Range: 0% to 60%

Note: If the SCP load value is less than the
scpLci ConveyanceM nLoadThr eshol d, then
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

SCP reports zero as a LCl load, considering
SCP is not loaded. A zero load value is
conveyed as part of the

scpLci Conveyancel nterval .

scpLci Conveyancet oUnknownPeer : This
parameter is boolean that denotes whether SCP
should convey its LCI to unknown peers or not.
When it is enabled, SCP includes its Load LCl in
every message which is going to that unknown
peer.

e Default value: false

Note: If the SCP load value is less than the
scpLci ConveyanceM nLoadThr eshol d, then
SCP reports zero as a LCl load, considering
SCP is not loaded.

peer Lci Processi ngM nLoadChange: This
parameter indicates minimum load change
threshold in peer NF's load as indicated in LCI
or from NRF noatification that should trigger LCI
processing at SCP for that peer NF.

e Default value: 5%

* Range: 0% to 25%

unknownPeer Lci Expi ry: This parameter
indicates the existence of unknown peer LCl in
SCP. The unknown peer represents inter PLMN
NFs. When SCP receives LCI load value from
inter PLMN NFs, it caches this LCI load value for
the period of unknownPeer Lci Expi ry.

e Default value: 300 seconds

* Range: 30 to 900 seconds

traffic_feed

NA

The f eat ur eSpeci fi cConfi g field in not
applicable for traffic_feed. You must keep its
value empty, for example,
featureSpecificConfig: {}
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

egress_host_preference

"“featureSpecificConfig":
{ "hostPreference":

{ "request":
{ "api Root Hdr Present":
"passThrough",

"api Root Hdr Not Present ":

"ip", "scpGeneratedNrfMg":

"ip" }, "response":
{ "headers":
"fol | owRequest” } 1},

"fgdnResol ution": { "fqgdn":

“nfProfile",
"interPl mFgdn": "dns" } }

host Pr ef erence. request . api Root Hdr Pres
ent : This parameter indicates the Host
(":authority" header) preference for egress
request if "3gpp-Shi-Target-apiRoot" header is
present in the ingress request.

»  Default value: passThrough

* Range: ip, fqdn, or passThrough

If set as:

— ip: IPis used in host of egress
message requests.

— fgdn: FQDN is used in host of egress
message requests.

—  passThrough: Uses the same type of
host in egress message requests as it
is received in ingress message
requests.

host Pr ef erence. request . api Root Hdr Not P
resent : This parameter indicates the host
preference (":authority" header) for egress
request if "3gpp-Shi-Target-apiRoot" header is
not present in the ingress request.

e Default value: ip

* Range: ip or fqdn

If set as:
e ip: IPis used in host of egress message
requests.

- fgdn: FQDN is used in host of egress
message requests.

host Pr ef erence. request . scpGener at edNr

f Msg: This parameter indicates the host

preference (":authority" header) for SCP

generated NRF messages.

e Default value: ip

* Range: ip or fqdn

If set as:
e ip: IPis used in host of egress message
requests.

«  fgdn: FQDN is used in host of egress
message requests.

host Pr ef er ence. response. header s: This

parameter indicates the host preference for

headers in egress message responses. Host

present in "location" header or "3gpp-Shi-Target-

apiRoot" header will be updated as per

configuration.

e Default value: followRequest

* Range: followRequest, ip, or fqdn

If set as:

e ip: IP is used in host of location header or
3gpp-Shi-Target-apiRoot header for egress
message responses.
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

«  fgdn: FQDN is used in host of location
header or 3gpp-Shi-Target-apiRoot header
for egress message responses.

» followRequest: Uses the same host as used
for corresponding egress message request.

Note: If the location header contains absolute

URI, SCP does not update the authority in

absolute URI.

f gdnResol uti on. f gdn: This parameter

indicates the resolution preference of egress

message requests host FQDN if present.

e Default value: nfProfile

* Range: dns or nfProfile

If set as:

* dns: DNS resolution is used to resolve fqdn
selected for egress message request.

« nfProfile: IP Endpoint is used to resolve
fqdn selected for egress message request.

f gdnResol uti on. i nter Pl mFgdn: This

parameter indicates the resolution preference of

egress message requests inter-plmn FQDN if
present.

e Default value: dns

* Range: dns or nfProfile

If set as:

* dns: DNS resolution is used to resolve fqdn
selected for egress message request.

« nfProfile: IP Endpoint is used to resolve
fqdn selected for egress message request.

location_hdr_update_for_host_mis
match

NA

It is applicable when the "Location" header in
the "201 Created" response has authority
(FQDN or IP) different from the producer's
authority ( FQDN or IP) where the message is
sent.

The featureSpecificConfig field is not applicable
for location_hdr_update_for_host_mismatch

Keep this field blank.
For example, f eat ureSpeci ficConfig: {}

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 11 of 393



ORACLE’

Chapter 2
Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

cca_header_validation

{ "featureSpecificConfig":
{ "validations":

[ { "type": "subject",
“errorProfil eName":
"ccaVerificationError",
"producer Nf Types": ["UDM',
"AVF'] ), { "type":

"header Presence",
“errorProfileNane":
"ccaHeader Not Present Error",
“producer Nf Types": ["UDM',
"AMF'] } ], "tls_crt_san":
{ "preferred_validation_ord
er": [ "URI-1D URN', "DNS-
D" 1,
"max_entries_to_process":

30} }}

val i dati ons: This parameter indicates the list
of all the validations that SCP performs on 3gpp-
Shi-Client-Credentials header.

e Default value: {"t ype":

noon

"subject","errorProfileNane":

non

"ccaVerificationError","producerNf
Types”: [ ]}
* Range: subject, headerPresence

t ype: This paremeter indicates the type of

validation:

* headerPresence: SCP checks the presence
of the 3gpp-Shi-Client-Credentials header
in the ingress request.

— Validation will pass if the header is
present.

— Validation will fail if the header is not
present.

e subject: SCP checks the NF instance ID
from the "sub" parameter in the 3gpp-Shi-
Client-Credentials header with the NF
instance ID from the list of SANs in the
client's TLS certificate. SANs directly have
the NF Instance Id or the client's other
identity, like the FQDN or IP address, which
will be used to get the NF Instance Id. If the
3gpp-Shi-Client-Credentials header is not
present, then this validation will not be
performed.

— Validation will pass if the NF instance
ID from the "sub" parameter matches
the NF instance ID from the SAN.

— Validation will fail if the NF instance ID
from the "sub" parameter doesn't
match the NF instance ID from the
SAN.

—  Default value: subject

— Range: subject, headerPresence

error Profil eName: This parameter is used to
generate an error response if the corresponding
validation fails. Error profiles can be configured
using the REST API: / ocscp/ scpc-
configuration/{version}/
errorProfileConfig.

*  Default value: ccaVerificationError

* Range: NA

producer NFTypes: This parameter mentions
the name of the producer NF Type.

e Default value: null

« Range: NA

tls _crt_san.preferred validation_orde
I : This parameter indicates the order format-
wise from which SCP picks SAN from the
client's TLS certificate for verification of the
"subject" type of validation.
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

. Default value: URI-ID-URN, DNS-ID, IP-
ADDRESS, URI-ID-APIROOT

* Range: URI-ID-URN, DNS-ID, IP-
ADDRESS, URI-ID-APIROOT

tls_crt_san.max_entries_to_process:

This parameter indicates the maximum number

of SANs from the client's TLS certificate that

SCP picks for validation.

e Default value: 30

* Range: 1-100
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

health_check

featureSpecificConfig:
"v1": scpHeal t hAPI ;
successRspType:

"200W t hEnpt yPayl oad",
overl oad:

avgScpLoadThr eshol dVval ue:
75, overl oadRspProfile:
“heal t hCheckErrorProfile"
next HopSCP:

i sScpHeal t hCheckSvcEnabl ed:

fal se request Ti meout: 1000
pol l'inglnterval: 1000
consecutiveErrorResp: 3
conseutiveSuccessResp: 3

This parameter enables the SCP Health Check
API feature, which is the default configuration.

avgScpLoadThr eshol dVal ue: This parameter

provides the overall average SCP load threshold

value.

*  Default value: 75%

* Range: 75% - 90%

successRspType: This parameter indicates

successful responses for a healthy SCP.

*  Default value:
200StatusCodeAndEmptyPayload

* Range: 200WithPayLoad,
200WithEmptyPayload, and
204WithNoContent

error Profil eName: This parameter indicates

the error profile configuration for the health

query response in the exception conditions.

. Default value: healthCheckErrorProfile. For
more information about this parameter, see
Configuring Error Profiles.

Sample healthCheckErrorProfile:

{ "name": "heal thCheckErrorProfile",
“errorProfile": { "status": 503,
“cause": "NF_CONGESTION', "title":
"NF service is overloaded/ congested",
“detail": "NF service is overloaded/
congested" }

i sScpHeal t hCheckSvcEnabl ed: This
parameter enables or disables the SCP health
check API feature in inter-scp scenarios.

e Default value: false

* Range: true or false

pol |'i ngl nt er val : This parameter indicates
the duration to control the periodicity of health
check requests in inter-scp scenarios.

*  Default value: 1000ms

* Range: 300ms -60000ms

request Ti meout : This parameter indicates the
timer to monitor the waiting time for health check
response in inter-scp scenarios.

e Default value: 1000ms

* Range: 300ms -60000ms

noCf Consecut i veEr r or Resp: This parameter
indicates the total number of consecutive failure
responses that leads to failover in inter-scp
scenarios.

e Default value: 3

e Range:1-20

noOf Consecut i veSuccessResp: This
parameter indicates the total number of
consecutive successful responses that leads to
fallback in inter-scp scenarios.

e Default value: 3
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o
Feature(featureName) featureSpecificConfig Description

e Range:1-20
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

oauth2_support

"“featureSpecificConfig":

{ "scpAccessTokenCapability
[ ' "1 NDI RECT_COM W TH_DELEG_
D sC',

"| NDI RECT_COM W THOUT _DELEG

_bsc ],
"accessTokenConveyance":
true,

"oaut h2AccessTokenVal i dati o
n": fal se,

"accessTokenVal i dationTypes
"r ["TYPEL"],

"accessTokenRef reshGuardTi m
e": 60000,

"accessTokenVal i di t yGuar dTi
me": 30000,

"accessTokenC eanUpPost Expi
ry": 900000,

"accessTokenH storySi ze":
10, "accessTokenCacheSi ze":
50000, "requesterlnfo":

[ "Dl SCOVERY- HEADERS",

" CCA- HEADER', " USER- AGENT-
HEADER' ], "cacheEnabl ed":
fal se }

This parameter enables or disables the
OAuth2.0 (Open Authorization) access tokens
feature.

scpAccessTokenCapabi | i ty: This parameter
indicates Access token support for the listed
indirect communication modes at SCP. (ENUM)

Possible values:
[INDIRECT_COM_WITH_DELEG_DISC,
INDIRECT_COM_WITHOUT_DELEG_DISC]

. INDIRECT_COM_WITH_DELEG_DISC:
SCP initiates access token request toward
NRF in delegated discovery service
request.

INDIRECT_COM_WITHOUT _DELEG_DIS
C: SCP is expected to forward the service
request with or without access token as per
configuration at SCP. SCP is not expected
to initiate access token request toward NRF.

accessTokenConveyance: This parameter
conveys acquired access token in the "3gpp-
Shi-Access-Token" header in service response
to consumer NFs.

e Default value: true

* Range: true or false

oaut h2AccessTokenVal i dat i on: This
parameter enables or disables validation of
OAuth2 access token from consumer NFs.
»  Default value: Disabled

* Range: Disabled or Enabled

accessTokenVal i dati onTypes: This

parameter configures the list of required

validation types in the network.

e Default value: empty as default, only TYPE1
is in scope.

accessTokenRef reshGuar dTi ne: This

parameter initiates proactive refresh of cached

access token when the configured time expires.

The proactive refresh occurs if the relevant SBI

messages are in exchange.

e Default value: 60000ms

* Range: 100ms - 300000ms

accessTokenVal i di t yGuar dTi me: This
parameter indicates the time before the access
token expiry when SCP considers not to use the
existing access token and obtains new access
token in the service request forwarded to
producer NFs.

*  Default value: 30000ms

* Range: 100ms - 300000ms

accessTokend eanUpPost Expi ry : This
parameter indicates the duration to purge the
token from cache.

*  Default value: 900000ms

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 16 of 393



ORACLE’

Chapter 2
Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

* Range: Oms - 3600000ms
accessTokenHi st orySi ze: This parameter
indicates the number of access tokens signature
history to identify whether the access token
initiated by SCP or not.

*  Default value: 10 records

* Range: 0 - 20 records
accessTokenCacheSi ze: This parameter
indicates the number of access tokens that can
be cached in SCP.

*  Default value: 50000 records

* Range: 5000 - 100000 records

request er | nf o: This parameter indicates
access token requester (consumer NF) Info to
generate the access token request.

*  Prioritized list of default values:

1. DISCOVERY-HEADERS
2. CCA-HEADER

3. USER-AGENT-HEADER

cacheEnabl ed: This parameter enables or
disables caching of access tokens.
*  Default value: true

* Range: true or false

nrf_bootstrap_info

"featureSpecificConfig":
"source":
"DNS_SRV ",

"deRegi st er ScpDuri ngM gr at
ion": "false"

sour ce: This field is used to select whether the
NRF Configuration Using DNS SRV Resolution
feature should be enabled or disabled. SCP will
enable the feature if the source is DNS_SRV.

e Default value: DNS_SRV

deRegi st er ScpDuri ngM grati on: In the
migration from static to DNS SRV task, if static
and DNS SRV NRF configurations are the
same, then this parameter will be used to
deregister SCP with the old or static NRFset.

e Default value: false

* Range: true or false
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

olcHSupportind

"featureSpecificConfig":

{
"ol cHSupport | nd":

true,

"scpCci Conveyancel nterval "
2000,

"scpCci RecoveryVal i dityPer
iod": 3600,

"next HopScpCci Enabl ed";
true,

"next HopScpCci Rul eNane":
Next HopScpCci Rul eNane",

"next HopSeppCci Enabl ed":
true,

"next HopSeppCci Rul eNane":
Next HopSeppCci Rul eNang",
"scpCci Conveyance":

{

"enabl e": true,

"unknownPeer":
{
"request":
true,
"response":
true
}
1
}

If this parameter is set to true, SCP sends the

ol cHSupport | nd parameter in SCP NF profile
when registering with NRF (NFRegister) or
updating NRF (NFUpdate) to indicate that SCP
supports Overload Control Information feature
based on the 3gpp-Shi-Oci header.

e Default value: true

* Range: true or false

scpCei Conveancel nt erval : This parameter is
the interval for reporting SCP OCI to peer NFs.
For every interval until the validity period, the
last sent OCI is reported to peer NF, irrespective
of any change to SCP OCI. Sending SCP OCI
periodically ensures that the peer NF has not
missed an earlier reported SCP OCI. The same
OCI header as sent on the last OCI threshold
change or validity period expiry is sent.

»  Default value: 2000 milliseconds
* Range: 2000 to 3600000 milliseconds

Note: OCl is sent to peer NFs only if there is a
message for that NF.

scpCci RecoveryVal i di tyPeri od: This
parameter indicates the validity period to send
OCI headers to peers when SCP recovers from
a congestion state. SCP sends OCI to peers
with reduction metric as 0.

e Default value: 3600 seconds

* Range: 5 to 3600 seconds

next HopScpCci Enabl ed: If this parameter is
set to true, the OCI feature is enabled for SCP
scope OCI.

. Default value: true

. Range: true, false

next HopScpCci Rul eNane: If
nextHopScpOciEnabled is set to true, OCI
feature enforcement is done based on

oci Confi gRul e configured with the name
provided as value for this parameter.

e Default value: NextHopScpOciRuleName
* Range: NextHopScpOciRuleName
Note: When ociConfigRule is configured for
nextHopScpOciRuleName, set relayPeerOci to
false and ociEnforcement to true.

next HopSeppCci Enabl ed: If this parameter is
set to true, OCI enforcement is enabled for
SEPP scope OCI.

»  Default value: true

. Range: true, false

next HopSeppCci Rul eNane: If
nextHopSeppOciEnabled is set to true, OCI
feature enforcement is done based on

oci Confi gRul e configured with the name
provided as value for this parameter.
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

»  Default value: NextHopSeppOciRuleName
* Range: NextHopSeppOciRuleName
Note: When ociConfigRule is configured for
nextHopSeppOciRuleName, set relayPeerOci to
false and ociEnforcement to true.

scpCci Conveyance: enabl e: If this parameter
is set to true, SCP starts conveying the 3gpp-
Shi-Oci header based on self-overload
information.

e Default value: true

* Range: true or false

scpCei Conveyance: unknownPeer : request :
If this parameter is set to true, SCP starts
conveying self-OCl tagged to requests toward
unknown peers. For unknown peers,
identification of peer NFs is done based on
message request's FQDN.

»  Default value:false

* Range: true or false

scpCci Conveyance: unknownPeer : r esponse:
If this parameter is set to true, SCP starts
conveying self-OCl tagged to responses toward
unknown peers.

*  Default value:false

* Range: true or false

ignore_unknown_nfservice

NA

The f eat ur eSpeci fi cConfi g field in not
applicable for ignore_unknown_nfservice. You
must keep its value empty, for example,
featureSpecificConfig: {}

enhanced_error_rsp

"featureSpecificConfig":
{

r obl enDet ai | sEnhancenent

{

"errorDetail MaxSi ze":

}

2100

This parameter adds routing attempt information
to Probl enDet ai | s when SCP generates error
responses.

errorDet ai | MaxSi ze: This parameter
manages the maximum length limit of the
compiled error string in the det ai | parameter
of probl enDet ai | s. SCP truncates the error
string from end if the compiled string is greater
than the maximum limit.

e Default value: 2100 Bytes
* Range: 1000 to 3100 Bytes

Response Body

The following table describes response body data models that varies based on the REST

operation status.
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Table 2-4 Response Body Data Type

Configuring

Chapter 2
SCP Features

Data Type P Cardinality Response Description
Codes
array(SCPFeaturesWrap | M 1 200 OK Indicates the list of SCP
per) features
(SCPFeaturesWrapper)
matching criteria.
ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query

parameters.

JSON Format

[
{

"featureNane": "string",

"enabl ed": fal se,

"featureSpecificConfig": {

}
A

Resource Definition

GET REST API

This resource fetches the SCP feature details (SCPFeaturesWrapper) based on the query

parameters.

If no query parameter is provided, all the SCP feature detail are returned.

Resource URI: /ocscp/scpc-configuration/vl/scp-features

The following table describes the URI query parameters supported by the GET method on this

resource.

Table 2-5 URI Query Parameters Supported by the GET Method
|

Field Name Data Type P Description
featureName String Specifies the identity of
featureName for which SCP
features are fetched.
@ Note

featureName is a valid combination of query parameter or path variable.
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Table 2-6 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Description
Codes
array(SCPFeaturesWrap | M 1 200 OK Indicates the list of SCP
per) features or specific record
based on query parameters.
ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query
parameters.
Example

Successful response 1

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ scp-
features" -H "accept: application/json"

[
{

"featureNane": "interplm_routing",
"enabl ed": fal se,
"featureSpecificConfig": {

}

Successful response 2

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- confi guration/vl/ scp-
features/interplm_routing" -H "accept: application/json”

{

"featureName": "interplm_routing",
"enabl ed": fal se,
"featureSpecificConfig": {

}

Successful response 3

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ scp-
feat ures?featureName=i nterpl m_routing" -H "accept: application/json"
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{
"featureName": "interplm_routing",
"enabl ed": fal se,
"featureSpecificConfig": {
}
}

Successful response 4

curl -X GET "http://10.75.212.104: 32287/ ocscp/ scpc-configuration/vl/ scp-
features/egress_host preference"-H "accept: application/json"

Code: 200

{

"featureNane": "egress_host preference”,
"enabl ed": fal se,
"featureSpecificConfig": {
"fgdnResol ution": {
“fgdn": "nfProfile",
“interPl mFgdn": "dns"

}

ost Preference": {
"request": {
"api Root Hdr Present": "passThrough",
"scpGenerat edNr f Msg": "ip",
"api Root Hdr Not Present": "i p"
¥
“response": {
"headers": "fol | owRequest"
}

}
}
}

Failure case 1

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpe- confi guration/ vl/ scp-
f eat ures?f eat ur eName=routi ng_options" -H "accept: application/json"

Response Body:
{

"title": "Not Found",

"status": "404",

"detail": "SCP Features configuration data not found against given query
paraneter(s), Please refer to the User Quide.",

"instance": "/ocscp/scpc-configuration/vl/scp-features?
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f eat ureName=routi ng_opti ons",
"cause": "DATA NOT_FOUND'

}

Failure case 2

curl -X GET "http://10.75.212.104: 32287/ ocscp/ scpc-configuration/vl/ scp-
features/ egress_host preferenceheaderl" -H "accept: application/json”

Response Body:
{
"title": "Not Found",
"status": "404",
"detail": "SCP Features configuration data not found agai nst given query
paraneter(s), Please refer to the User Guide.",
"instance": "/ocscp/scpc-configuration/vl/ scp-features/
egress_host _preferenceheader1",
"cause": "DATA NOT_FOUND'

}

PUT REST API

This resource adds or updates the SCP feature interplmn routing configuration using the
request body.

Resource URI: /ocscp/scpc-configuration/v1l/scp-features/{featureName}

Table 2-7 Data Structures Supported by the PUT Response Body
|

Data Type P Cardinality Response Description
Codes
SCPFeaturesWrapper M 1 200 OK Indicates the SCP feature
configuration data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP
TS 29.571 section 5.2.4.1.

Example
Successful response 1:

$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ scp-
features" -H "accept: application/json" -H "Content-Type: application/json" -
d "{\"featureName\":\"interpl m_routing\",

\"enabl ed\":\"fal se\",\"featureSpecificConfig\":\"{}\"}}"

{

"featureNane": "interplm_routing",
"enabl ed": fal se,
"featureSpecificConfig": {
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}
}
200 OK

Successful response 2:

curl -X PUT "http://10.75.212.104: 32287/ ocscp/ scpc-configuration/vl/ scp-
features/egress_host preference" -H "accept: */*" -H "Content-Type:
application/json" -d

"{\"featureName\":\"egress_host preference\",\"enabl ed\": fal se,\"featureSpecif
i cConfig\":{\"fgdnResol ution\":

{\"fagdn\":\"nfProfile\",\"interPl mFgdn\":\"dns\"},\"host Preference\":
{\"request\":

{\"api Root Hdr Present\":\"passThrough\",\"scpGenerat edNrf Mg\ ":\"ip\",\"api Root
Hdr Not Present\":\"ip\"},\"response\": {\"headers\":\"fol | ownRequest\"}}}}"

{

"featureNane": "egress_host preference”,
"enabl ed": fal se,
"featureSpecificConfig": {
"fgdnResol ution": {
“fgdn": "nfProfile",
“interPl mFgdn": "dns"

}

ost Preference": {
"request": {
"api Root Hdr Present": "passThrough",
"scpGenerat edNr f Msg": "ip",
"api Root Hdr Not Present": "i p"
b,
"response": {
"headers": "foll owRequest”
}
}
}

}
200 OK

Failure case:

@® Note

In case SCP is not configured with local or foreign PLMNs and invalid NF type is
configured for this feature, you receive a Bad Request 400 with error message.

$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ scp-
features" -H "accept: application/json" -H "Content-Type: application/json"
d "{\"featureName\":\"interpl m_routing\",

Cloud Native Core, Service Communication Proxy REST Specification Guide
F88459-05 September 10, 2025

Copyright © 2021, 2024, Oracle and/or its affiliates. Page 24 of 393



ORACLE’

Chapter 2
Configuring Routing Options

\"enabl ed\":\"fal se\",\"featureSpecificConfig\":\"{}\"}}"

Response Body:

{
"title": "Bad Request",
"status": "400",
"detail": "Mssing mandatory configuration. Atleast one |ocal PLMN ( SCP

Profile) and one renote PLMN (SeppConfig) should be configured for enabling
this feature.",

"instance": "/ocscp/scpc-configuration/vl/scp-features”,

"cause": "MANDATORY_I E_|I NCORRECT"

}

2.2 Configuring Routing Options

Parameters for Configuring Routing Options

The following table describes the parameters for configuring routing options.

Table 2-8 Parameters for Routing Options

Parame
ter
Name

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

odEnabl
ed

Enables or
disables the Outlier
Detection feature.

false

true,
false

Yes

Yes

Yes

Yes

odRuleN
ame

Indicates the name
of the rule holding
the configuration of
outlier detection.
The outlier
detection feature
works based on
configuration under
this rule.

defaultR
ule

NA

Yes

Yes

Yes

Yes

ociEnabil
ed

Enables and
disables the
Overload Control
Information feature.

false

true,
false

Yes

Yes

Yes

Yes

ociRule
Name

Indicates the name
of the rule holding
the configuration of
Overload Control
Information. The
Overload Control
Information feature
works based on the
configuration under
this rule.

defaultO
ciConfig
Rule

NA

Yes

Yes

Yes

Yes
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responseTimeout
up to 15 seconds,
users must take
caution when
configuring high
response timeout
values. A larger
number of requests
with delayed
responses will have
a negative impact
on the scp-worker's
overall
performance.
Therefore, users
should only set
larger
responseTimeout
values, for
instance, more
than 10 seconds,
for those services
that really need
them.

SCP can only
support up to 200
gueries per second
with a response
time of more than
10 seconds.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF

respons (M Indicates the 1 100-150 | Yes Yes Yes Yes
eTimeou allotted time to second |00 ms
t respond to a The

message request. supporte

When the response d values

timeout expires, can be

SCP initiates in's' or

alternate routing to 'ms'.

the available Where,

alternate NF or 's'is

pod. seconds

Note: Even though and 'ms’

SCP supports 15

configuring milliseco

nds.
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including the initial
and all subsequent
routing attempts.

Note: The
totalTransactionLife
time value should
be greater than the
value obtained by
multiplying
responseTimeout
by the total
maximum number
of attempts(pod
level + service
level).

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
totalTran | M Indicates the total |6 100 - Yes Yes Yes Yes
sactionLi time allowed to seconds | 240000
fetime forward a request, ms
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attempts value
is setto 1 for
both service
and pod level,
the total
transaction
lifetime field
value is not
required. If the
Max Routing
attempts value
is set to
greater than 1
for both
service and
pod level, then
the total
transaction
lifetime field
value is
considered for
rerouting
processing.
Rerouting of
request
messages is
always
considered as
Max Routing
attempts value
minus one
(-1), that is,
Rerouting of
request
messages =
(Max Routing

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
Max M Indicates the 1 for Pod | 1-5 Yes Yes Yes Yes
Routing maximum number | Level. 3
Attempts of forward routing | for
attempts at a Service
service level. Level
*  Maximum
number of
times SCP is
allowed to
forward a
request
message. If
the Max
Routing
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Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
attempts
value) -1
The default routing
attempt is 1.
reRoute | M e This "reRoute | 301, Yes Yes Yes Yes
Conditio parameter lists | Conditio | 302,
nList the HTTP nList": 303,
status codes | [{"statu | 304,
that SCP uses | sCode": | 307,
to attempt "5xx"}, |308,
alternative { "status | 400,
routing. If the | Code™: 401,
upstream "429"}, |403,
server { "status | 404,
responds with | Code": 405,
any of these "307"}, |406,
configured { "status | 407,
response Code": |408,
codes, SCP "308"}] |409,
will try 410,
rerouting 411,
based on the 412,
configured 413,
alternate 414,
routing 415,
mechanism. 416,
e Inthe event of 417,
a response 421,
timeout, 422,
connect 425,
failure, refused 426,
stream, or 428,
GOAWAY 429,
frame received 431,
on any 451,
connection, 500,
SCP attempts 501,
to reroute the 502,
request. These 5083,
options 504,
(events) are 505,
not 506,
configurable 507,
and are 508,
supported by 510,
SCP. 511, 5xx
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capacity as second
level criteria.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
actions |M Supported actions: | Forward | NA Yes NA Yes Yes
*  Forwards the
ingress
service
request to
selected
egress
producer NF.
*  Sends
Response with
configured
result code
and message.
loadBala | M Priority Only: Use | Priority_ | NA Yes Yes Yes Yes
ncingAlg priority as the first | only
orithm level criteria. Use
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Services of the
same type) in
the range of
0-65535, to be
used for NF
Service
selection;
lower values
indicate a
higher priority.
If priority is
present in
either NF
profile or
nfServiceList
parameters,
those profiles
or parameters
take
precedence
over this value.
This default
priority value is
used for NF
service
instance
selection if
priority is not
published by
producer NFs
while
registration
with NRF in
NF profile,
including both
NF profile and
nfServiceList
parameters.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
defaultPr| M Priority 1 0-65535 | Yes No Yes
iority (relative to
other NF
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the range of
0-65535,
expressed as
a weight
relative to
other NF
service
instances of
the same type;
if capacity is
also present in
either NF
profile or
nfServiceList
parameters,
those profiles
or parameters
take
precedence
over this value.
This default
capacity value
shall be used
for NF service
instance
selection if
capacity is not
published by
producer NFs
while
registration
with NRF in
NF profile,
including both
NF profile and
nfServiceList
parameters.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
defaultC | M Capacity 65535 0-65535 | Yes No Yes Yes
apacity information in
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proxy mode, all the
requests have the
authority as SCP.
SCP forwards
those requests to
respective
Producers after
making required
authority changes
in the requests
(both initial and
subsequent).
Currently, reverse
proxy mode is
supported only for
some interfaces. If
the parameter is
set to false, then
transparent proxy
mode is enabled.

If the

rever seProxySup
port parameter is
set to true, it
supersedes
initialServiceReque
st.routePolicy even
if it is set to
'Forward_Route'
and creates rules
for initial messages
in the
Load_balance way.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
reverseP | M Enables reverse false true, Yes No Yes No
roxySup proxy support for a false
port service. In reverse

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 33 of 393



ORACLE’

Table 2-8 (Cont.) Parameters for Routing Options

Chapter 2

Configuring Routing Options

when a
request cannot
be processed
due to an
internal
resource being
exhausted
Option:

Send Answer
with
configured
HTTP status
code. For
more
information,
see "HTTP
Status Code
and
Applicability
for Rerouting"
in Oracle
Communicatio
ns Cloud
Native Core,
Service
Communicatio
n Proxy User
Guide.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
exceptio | M Resource Abandon| NA Yes No Yes Yes
nErrorR Exhausted Action: | with no
esponse «  Action taken |Answer
S
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Send Answer

with

configured http

status code.
For more
information,
see "HTTP
Status Code
and
Applicability

for Rerouting"

in Oracle

Communicatio

ns Cloud
Native Core,
Service

Communicatio
n Proxy User

Guide.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
exceptio | M No Producer Send NA Yes No Yes Yes
nErrorR Response Action Answer
esponse . Action taken | With
S when the configur
routing of a ed http
request is status
abandoned code
due to a (Default
response 504).
timeout.
e Option:
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Send Answer
with
configured
HTTP status
code. For
more
information,
see "HTTP
Status Code
and
Applicability
for Rerouting"
in Oracle
Communicatio
ns Cloud
Native Core,
Service
Communicatio
n Proxy User
Guide.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
exceptio | M Connection Failure | Send NA Yes No Yes Yes
nErrorR Action: Answer
esponse «  Actiontaken [With
S when the configur
routing of a ed http
request is status
abandoned code
when the last | (Default
egress 504).
connection
selection fails
e Option:
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Send Answer
with
configured http
status code.
For more
information,
see "HTTP
Status Code
and
Applicability
for Rerouting"
in Oracle
Communicatio
ns Cloud
Native Core,
Service
Communicatio
n Proxy User
Guide.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
exceptio | M Host not found Send NA Yes No Yes Yes
nErrorR Action: Answer
esponse . Action taken | With
S when the configur
routing of a ed http
request is status
abandoned code
due to FQDN | (Default
of the host not | 204):
being found
e Option:
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

deploym
entMode
|

Indicates
deployment model
of the NF or NF
service.

e Default,
SITE_WIDE is
supported for
all NF
services.

¢ REGIONAL
deployment is
supported only
for CHF NF in
addition to
SITE_WIDE.

e Limitation:
PRIMARY_SE
CONDARY_PA
IR deployment
is not
supported.

SITE_WI
DE

NA

Yes

Yes

Yes No

assignPr
eferredL
ocality

SCP assigns its
own locality as a
preferred locality
for NF discovery if
assignPreferredLoc
ality is enabled and
the 3gpp-Shi-
Discovery-
preferredlocality
header is absent in
ingress service
requests.

false

true,
false

Yes

NA

Yes No

override
Preferre
dLocality

SCP overrides the
3gpp-Shi-
Discoverypreferred
-locality header
received in the
service request
and uses its own
locality as
preferred-locality
for NF discovery if
overridePreferredL
ocality is enabled,
and the 3gpp-Shi-
Discoverypreferred
-locality header is
present in ingress
service requests

false

true,
false

Yes

NA

Yes No
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Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF

forward | M Controls the false true, Yes NA Yes No
Revised forwarding of false
Preferre assigned or
dLocality overridden values

of 3gpp-Shi-

Discovery-

preferred-locality

headers to the next

hop SCP.
initialSer | M Considers NA NA Yes NA Yes Yes
viceReq routePolicy and
uest reroutePolicy for

the initial service

request.
subsequ | M Considers NA NA NA NA Yes No
entServi routePolicy and
ceReque reroutePolicy for
st subsequent service

requests.

Note: This

parameter is not

applicable for

notification

message
service |M Name of the NF SCP NA Yes Yes Yes Yes

service. level

config
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attempts value
is setto 1 for
both service
and pod level,
the total
transaction
lifetime field
value is not
required. If the
Max Routing
attempts value
is set to
greater than 1
for both
service and
pod level, then
the total
transaction
lifetime field
value is
considered for
rerouting
processing.
Rerouting of
request
messages is
always
considered as
Max Routing
attempts value
minus one
(-1), that is,
Rerouting of
request
messages =
(Max Routing

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
nextHop | M Indicates the 2 1-5 Yes Yes No Yes
SCP.ser maximum number | attempts
vice.max of reroute attempt
Routing (retries) at service
Attempts level.
e Maximum
number of
times SCP is
allowed to
forward a
request
message. If
the Max
Routing

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 40 of 393



ORACLE’

Table 2-8 (Cont.) Parameters for Routing Options

Chapter 2

Configuring Routing Options

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
attempts
value) -1
The default routing
attempt is 1.
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attempts value
is setto 1 for
both service
and pod level,
the total
transaction
lifetime field
value is not
required. If the
Max Routing
attempts value
is set to
greater than 1
for both
service and
pod level, then
the total
transaction
lifetime field
value is
considered for
rerouting
processing.
Rerouting of
request
messages is
always
considered as
Max Routing
attempts value
minus one
(-1), that is,
Rerouting of
request
messages =
(Max Routing

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF

nextHop | M Indicates the 1 1-5 Yes Yes Yes
SCP.ser maximum number | attempt
viceEnd of reroute attempts
point.ma (retries) at NF or
xRouting pod level.
Attempts e Maximum

number of

times SCP is

allowed to

forward a

request

message. If

the Max

Routing
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processing all
retries should
not exceed the
total
transaction
lifetime.

e totalTransactio
nLifetime value
should be
greater than
the value
obtained by
multiplying
responseTime
out by total
maximum
number of
attempts (pod
level + service
level).

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
attempts
value) -1
The default routing
attempt is 1.
nextHop (M Indicates the 4 100-150 | Yes Yes No Yes
SCPres allotted time to seconds | 00 ms
ponseTi respond to a
meout message request.
When the response
timeout expires,
SCP performs
alternate rerouting
to the available
alternate NF or
pod, or sends an
error message.
nextHop | M Indicates the total |7 100 - Yes Yes No Yes
SCP.tota time allowed to seconds | 240,000
ITransact forward a request ms
ionLifeti to Next Hop SCP.
me Note:
*  The total time
consumed in
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

nextHop
SCP.exc
eptions

Host not found
Action
e Action taken
when the
routing of a
request is
abandoned
due to FQDN
of the host not
found.
e Options:
— Abandon
with no
Answer
— Send
Answer
with
configured
http status
code.
Refer to
HTTP
Status
Code and
applicabilit
y for
rerouting.

Send
Answer
with
configur
ed http
status
code
(Default
504).

Yes

No

Yes

nextHop
SCPloa
dBased
Congesti
onContr
olEnable
d

Enables and
disables Load
Based Congestion
Control for
nextHopSCP.

true

true,
false

Yes

No

No

Yes
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

nextHop
SCP.nfS

erviceLo
adBased
Congesti
onContr

olCfg

Name of the rule
holding the
configuration of
congestion control
for nextHopSCP.
Based on the
configuration under
this rule,
congestion control
works.

defaultR
uleForN
extHopS

cp

"alte
rnate
Rout i
ngOns
et Thr
eshol
dPerc
ent":
80,

"alte
rnate
Rout i
ngAba
t emen
tThre

No Yes
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

shol d
Perce
nt":
75,

"thro
ttleO
nsetT
hr esh
ol dPe
rcent

90

"thro
ttleA
bat em
ent Th
resho
| dPer
cent"
85

"shi M
sgPri
ority
Di sca
rdFro

24,

"erro
r Pr of
il eCo
nfigu
ratio
n": {

"erro
r Code
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

503,

"erro
r Caus
e":

"NF_C
ONGES
TI ON'

"erro
rTit
e":

" NF
serv
ce

is
over|
oaded

conge
st ed"

"erro
r Desc
ript
on":

" NF
serv
ce

is
over|
oaded

conge
st ed"

"retr
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Configuring Routing Options

Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

yAfte

g

"redi
rectu
r|||.

nextHop

SEPP.tot
alTransa
ctionLifet
ime

*  Time
consumed in
processing of
all retries
should not
exceed the
total
transaction life
time.

*  The total time
allowed to
forward a
request,
including initial
and all
subsequent
routing
attempts

Note:

totalTransactionLife

time value should
be greater than the
value obtained by
multiplying
responseTimeout
by total maximum
number of attempts

(pod level + service

level).

7
seconds

100 -
240000

Yes

Yes

No Yes
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attempts value
is set to 1 for
both Service
and Pod level,
the total
transaction
lifetime field
value is not
needed and If
the Max
Routing
attempts value
(including both
service and
pod level) is
greater than 1,
total
transaction
lifetime value
is considered
in rerouting
processing.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
nextHop | M Indicates the 4 100-150 | Yes Yes No Yes
SEPPre allotted time to seconds | 00 ms
sponseT respond to a
imeout message request.
When the response
timeout expires,
SCP performs
alternate rerouting
to the available
alternate NF or
pod, or sends an
error message.
nextHop | M e Number of 2 1to5 Yes Yes No Yes
SEPPse reroute
rvice.ma attempt
xRouting (retries) at
Attempts NF/Pod level
¢ Maximum
number of
times SCP is
allowed to
forward a
request
message. If
the Max
Routing
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attempts value
is setto 1 for
both Service
and Pod level,
the total
transaction
lifetime field
value is not
needed and If
the Max
Routing
attempts value
(including both
service and
pod level) is
greater than 1,
total
transaction
lifetime value
is considered
in rerouting
processing.

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
nextHop | M Number of re- |1 1to5 Yes Yes No Yes
SEPP:se route attempt
rviceEnd (retries) at
point.ma NF/Pod level
xRouting Maximum
Attempts number of
times SCP is
allowed to
forward a
request
message. If
the Max
Routing
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Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF

nextHop | M This "reRoute | 301, Yes Yes No Yes
SEPPre parameter lists | Conditio | 302,
RouteCo the HTTP nList": 303,
nditionLi status codes | [{ "statu | 304,
st that SCP uses | sCode": | 307,

to attempt "5xx"}, |308,

alternative { "status | 400,

routing. If the | Code™: 401,

upstream "429" 1, |403,

server { "status | 404,

responds with | Code™: 405,

any of these "307"}, |406,

configured { "status | 407,

response Code": 408,

codes, SCP "308"} |409,

will try 410,

rerouting 411,

based on the 412,

configured 413,

alternate 414,

routing 415,

mechanism. 416,

In the event of 417,

a response 421,

timeout, 422,

connect 425,

failure, refused 426,

stream, or 428,

GOAWAY 429,

frame received 431,

on any 451,

connection, 500,

SCP attempts 501,

to reroute the 502,

request. These 503,

options 504,

(events) are 505,

not 506,

configurable 507,

and are 508,

supported by 510,

SCP. 511, 5xx
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

nextHop
SEPP.ex
ceptions

Host not found
Action
e Action taken
when the
routing of a
request is
abandoned
due to FQDN
of the host not
found.
e Options:
— Abandon
with no
Answer
— Send
Answer
with
configured
http status
code.
Refer to
HTTP
Status
Code and
applicabilit
y for
rerouting.

Send
Answer
with
configur
ed http
status
code
(Default
504).

Send
Answer
with
configur
ed http
status
code
(Default
503).

Yes

No

No

Yes

nextHop
SEPP.lo

adBased
Congesti
onContr

olEnable
d

Enables and
disables Load
Based Congestion
Control for
nextHopSEPP.

true

true,
false

Yes

No

No

Yes
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

nextHop

SEPP.nf

ServicelL
oadBase
dConges
tionCont

rolCfg

Name of the rule
holding the
configuration of
congestion control
for nexthopSEPP.
Based on the
configuration under
this rule,
congestion control
will work.

defaultR
uleForN
extHopS

epp

"rul e
Nane"

"defa
ul tRu
| eFor
Next H
opSep

P,

"cong
estio
nCont
rol Co
nfi gD
ata":

"v1":

"alte
rnate
Rout

ngOns
et Thr
esho
dPerc
ent":
80

"alte
rnate
Rout

ngAba
tenen
tThre

Yes

No Yes
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

shol d
Perce
nt":
75,

"thro
ttleO
nsetT
hr esh
ol dPe
rcent

90

"thro
ttleA
bat em
ent Th
resho
| dPer
cent"
85

"shi M
sgPri
ority
Di sca
rdFro

24,

"erro
r Pr of
il eCo
nfigu
ratio
n": {

"erro
r Code
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

503,

"erro
r Caus
e":

"NF_C
ONGES
TI ON'

"erro
rTit
e":

" NF
serv
ce

is
over|
oaded

conge
st ed"

"erro
r Desc
ript
on":

" NF
serv
ce

is
over|
oaded

conge
st ed"

"retr
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Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
yAfte
re:
g
"redi
rectu
r||I.
}
}
}
}
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

alternate
NFGrou
pRouting
Options

This parameter
decides the
alternate routing
mode, depending
on which scp-
worker derives the
alternate producer
NF
. Different
modes are
described
below

—  NF_SET:
SCP
performs
alternate
routing
based on
the Model
C Indirect
5G SBI
Communi
cation
format.
This is the
default
mode.

— DNS_SRV
: SCP
performs
alternate
routing
based on
the DNS
SRV
query.

—  NF_SET_
FOLLOW
ED_BY_D
NSSRV:
SCP
performs
alternate
routing
based on
NF Set
and then
with DNS
SRV.

—  STATIC_
CONFIG:

NF_SET

NF_SET
DNS_S
RV
NF_SET
_FOLLO
WED_B
Y_DNSS
RV
STATIC_
CONFIG
NF_SET
_FOLLO
WED_B
Y_STATI
C_CON
FIG

Yes

No

No

Yes
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

SCP
performs
alternate
routing
based on
the static
configurati
on.

— NF_SET_
FOLLOW
ED_BY_S
TATIC_C
ONFIG:
SCP
performs
alternate
routing
based on
NF Set,
and then
using
static
configurati
on.

cbEnabl
ed

Enables and
disables circuit
breaking.

false

true,
false

Yes

No

Yes

Yes
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Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF
cbRuleN | M Name of the rule defaultR | - Yes Yes
ame holding the ule
configuration of
Circuit Breaking. {
Based on
configuration under |, le
this rule, Circuit ru .
Breaking works. Nane
"defa
ultRu
I eu ,
"dat a
" : {
VLR
{
"http
2MaxR
eques
ts":
1000
}
}
}
loadBas | M Enables and true true, Yes No Yes Yes
edCong disables Load false
estionCo Based Congestion
ntrolEna Control
bled
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Parame | P
ter
Name

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

nfServic | M
eLoadBa
sedCong
estionCo
ntrolCfg

Name of the rule
holding the
configuration of
congestion control.
Based on the
configuration under
this rule,
congestion control
works.

defaultR
ule

"rul e
Nane"

"defa
ultRu
| e",

"cong
estio
nCont
rol Co
nfi gD
ata":

"v1":

"alte
rnate
Rout i
ngOns
et Thr
eshol
dPerc
ent":
80,

"alte
rnate
Rout i
ngAba
t enen
tThre
shol d
Perce
nt":
75,
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

"thro
ttleO
nsetT
hr esh
ol dPe
rcent

90

"thro
ttleA
bat em
ent Th
resho
| dPer
cent"
85

"shi M
sgPri
ority
Di sca
rdFro

24,

"erro
r Pr of
il eCo
nfigu
ratio
n": {

"erro
r Code

503,
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Parame
ter
Name

P

Description

Default
Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

Applica
ble for
R15
Mode

Applica
ble for
R16
Mode

"erro
r Caus
e":

"NF_C
ONGES
TI ON'

"erro
rTit
e":

" NF
serv
ce

is
over|
oaded

conge
st ed"

"erro
r Desc
ript
on":

" NF
serv
ce

is
over|
oaded

conge
st ed"

"retr
yAfte
r.
g
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Table 2-8 (Cont.) Parameters for Routing Options

Parame (P Description Default | Value Applica | Applica | Applica | Applica
ter Values |Range |bleto ble to ble for | ble for
Name NF Pod R15 R16
Service |Level Mode Mode
Level within
NF

"redi
rectu
ri":

Table 2-9 deploymentCHF

Enumeration value

CHF Deployment

REGIONAL Regional CHF deployment, that is, CHFs, are deployed in primary
region and secondary regions. A region may consist of one or more
locality.

SITE_WIDE Site specific CHF deployment, that is, CHF instances, are deployed as

per SCP's site deployment.

PRIMARY_SECONDARY_PAI
R

Primary and Secondary CHF deployment using ChfServicelnfo. Primary
and Secondary CHF instance information is published in ChfServicelnfo
while registering with NRF.

Table 2-10 initialServiceRequest

routePolicy

reroutePolicy

Load_Balance

Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite. This
enables SCP to perform alternate routing from one service to
another.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion (Applicable for Release 15 only)

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup (Applicable for Release 15 only)
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Table 2-10 (Cont.) initialServiceRequest

- __________________________________________________|
routePolicy reroutePolicy

Forward_Route Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite. This
enables SCP to perform alternate routing from one service to
another.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion (Applicable for Release 15 only)

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup (Applicable for Release 15 only)

Table 2-11 subsequentServiceRequest

- __________________________________________________|
routePolicy reroutePolicy

Load_Balance Reroute options:

* RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite. This
enables SCP to perform alternate routing from one service to
another.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion (Applicable for Release 15 only)

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup (Applicable for Release 15 only)

Forward_Route Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite. This
enables SCP to perform alternate routing from one service to
another.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion (Applicable for Release 15 only)

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup (Applicable for Release 15 only)

Configuring Operations for Routing Options
You can configure routing options by using these operations: LIST, GET, PUT, and PATCH.

The following section provides sample details of the operations to configure routing options.

Request_Type: GET
URI: /ocscp/scpc-configuration/vl/routingoptions/

Port: 8081
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curl --header 'Content-type: application/json'

Chapter 2
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--header 'accept: application/

json' --request CGET http://<SCP configuration FQDN>: 8081/ ocscp/ scpc-

configuration/vl/routingoptions/<serviceName>

"odEnabl ed": fal se,
"cbEnabl ed": fal se

"oci Enabl ed": fal se,

"odRul eNane": "defaul t Rul e",
"cbRul eNane": "defaul t Rul e",
"oci Rul eNane": "defaul t Cci ConfigRule",

"pod": {

"maxRout i ngAt t enpt s":

"al ternat eRouting": true,
"| oadBal anci ngAl gorithnf: "Round_Robin"

}

“node": "NF_SET"
}

"’rv": {

"al t er nat eNFG oupRout i ngOpti ons": {

"name": "nudm uecnt,

"maxRouti ngAttenpts": 3,

"actions": "Forward",

"| oadBal anci ngAl gorithnt: "Priority_only",
"| oadBasedCongest i onCont r ol Enabl ed": true,

"nf Servi ceLoadBasedCongesti onControl Cfg": "defaul tRul e",
"defaul tPriority": 1,

"defaul t Capacity": 65535,

"reverseProxySupport": true,

"initial ServiceRequest": {
"routePolicy": "Forward_ Route",
“reroutePolicy": "RerouteWthinSite"

}

}
}

ubsequent Servi ceRequest ": {
"routePolicy": "Forward_Route",
“reroutePolicy": "RerouteWthinSite"

"total TransactionLifetime":

"reRout eCondi tionList":

{
"statusCode": "307"
}y
{
"statusCode": "308"
}y
{
"statusCode": "429"
}y
{
"statusCode": "5xx"
}
]1
"responseTi meout": "1s",
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"exceptionErrorResponses": |

{

nane": "Resource_Exhausted",
"action": "Send_Answer",
“error_code": 504,

“error_response": "Gateway Ti neout"

nane": "No_Response",
"action": "Send_Answer",
“error_code": 504,

“error_response": "Gateway Ti neout"

nane": "Connect Failure",
"action": "Send_Answer",
“error_code": 504,

“error_response": "Gateway Ti neout"

nane": "No_Host",
"action": "Send_Answer",
“error_code": 504,

“error_response": "Gateway Ti neout"

name": "Db_LookUp_Error",
"action": "Send_Answer",
“error_code": 500,

Chapter 2
Configuring Routing Options

“error_response": "Session/Subscriber binding not found/look-up failure

at OCSCP- SDS Service"

1
],
"depl oynent Model ": "SI TE_W DE",
"name": "nudmuecnt,

"assignPreferredLocal ity": false,
"overridePreferredLocality": false,

"forwardRevi sedPreferredLocal ity": fal se,

"next HOpSEPP":  {
"total TransactionLifetim": "7s",
"responseTi meout": "4s",
"service": {
"maxRouti ngAttenpts": 2
1

ervi ceEndpoint": {
“maxRouti ngAttenpts": 1
}

oadBasedCongest i onControl Enabl ed": true,

"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul t Rul eFor Next HopSepp",

"reRout eCondi tionList": [

{

"statusCode": "307"
}l
{

"statusCode": "308"
}l
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{
"statusCode": "429"

"statusCode": "5xx"

}
1
"exceptions": [
{
"nane": "No_Host",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Ti nmeout"

}

]
b
"next HopScp": {
"total TransactionLifetinme": "7s",
"responseTi meout": "4s",
"service": {
“maxRouti ngAttenpts": 2
¥
"servi ceEndpoint": {
“maxRouti ngAttenpts": 1
¥
"| oadBasedCongest i onCont r ol Enabl ed": true,
"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul t Rul eFor Next HopScp",
"exceptions": |
{
“name": "No_Host",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tinmeout"

Request_Type: PUT
URI: /ocscp/scpc-configuration/vl/routingoptions
Port: 8081

Message

curl -X PUT http://<SCP configuration FQDN>: 8081/ ocscp/ scpc-configuration/vl/
routi ngoptions/nanf-comi \

-H ' Content-Type: application/json' \

-d

{
"odEnabl ed": fal se,
"cbEnabl ed": fal se,
"oci Enabl ed": fal se,
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"odRul eNane": "defaul t Rul e",
"cbRul eNane": "defaul tRul e",
"oci Rul eName": "defaul t Cci ConfigRul e",
"pod": {
"maxRout i ngAttenpts": 1,
"al ternat eRouting": true,
"| oadBal anci ngAl gorithnf: "Round_Robin"

b
"al t ernat eNFG oupRout i ngOpti ons": {
"nmode": "NF_SET"
b
"srv': |
"name": "nanf-comi',
"maxRout i ngAttenpts": 3,
"actions": "Forward",
"| oadBal anci ngAl gorithnf': "Priority_only",
"| oadBasedCongest i onCont r ol Enabl ed": true,
"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul tRul e",
"defaul tPriority": 1,
"defaul t Capacity": 65535,
"reverseProxySupport": true,
"initial ServiceRequest": {
"routePolicy": "Forward_Route",
“reroutePolicy": "RerouteWthinSite"
¥
"subsequent Servi ceRequest": {
"routePolicy": "Forward_Route",
"reroutePolicy": "RerouteWthinSite"
}
}

otal TransactionLifetime": "6s",
"reRout eCondi tionList": [

{
"statusCode": "307"
}1
{
"statusCode": "308"
}1
{
"statusCode": "429"
}1
{
"statusCode": "5xx"
}
]1
"responseTi meout ": "1s",
"exceptionErrorResponses": |
{
"name": "Resource_Exhausted",

"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Ti neout"

nane": "No_Response",
"action": "Send_Answer",
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“error_code": 504,
“error_response": "Gateway Ti neout"

nane": "Connect Failure",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Ti neout"

"nanme": "No_Host",

"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Ti neout"

name": "Db_LookUp_Error",
"action": "Send_Answer",
“error_code": 500,

Chapter 2
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“error_response": "Session/Subscriber binding not found/look-up failure

at OCSCP- SDS Service"
}
] il

"depl oynent Model ": "SI TE_W DE",
“name": "nanf-commt',
"assignPreferredLocal ity": false,
"overridePreferredLocality": false,
"forwardRevi sedPref erredLocal ity": fal se,
"next HOpSEPP":  {

"total TransactionLifetim": "7s",

"responseTi meout": "4s",

"service": {

“maxRouti ngAttenpts": 2
}

"serviceEndpoint": {
“maxRouti ngAttenpts": 1

}

oadBasedCongest i onControl Enabl ed": true,

"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul t Rul eFor Next HopSepp",

"reRout eCondi tionList": [

{

"statusCode": "307"
}l
{

"statusCode": "308"
}l
{

"statusCode": "429"
}l
{

"statusCode": "5xx"
}

] ’
"exceptions": |

{

nane": "No_Host",
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"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tinmeout"

}
]
b
"next HopScp": {
"total TransactionLifetim": "7s",
"responseTi meout": "4s",
"service": {
“maxRouti ngAttenpts": 2
¥
"serviceEndpoint": {
“maxRouti ngAttenpts": 1
¥
"| oadBasedCongest i onCont r ol Enabl ed": true,
"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul t Rul eFor Next HopScp",
"exceptions": [
{
"nane": "No_Host",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Timeout"
}
]
}

}

Request_Type: PUT
URI: /ocscp/scpc-configuration/vl/routingoptions/

Port: 8081

Message

curl -X "PUT" \

"http://<SCP configuration FQDN>: 30446/ ocscp/ scpc-configuration/vl/
routi ngoptions/ nnef - event exposure' \

-H "accept: application/json' \

-H ' Content-Type: application/json' \

-d

"odEnabl ed": fal se,
"cbEnabl ed": fal se,
"oci Enabl ed": fal se,
"odRul eName": "defaul t Rul e",
"cbRul eName": "defaul t Rul e",
"oci Rul eNane": "defaul t Cci ConfigRul e",
"pod": {
"maxRouti ngAttenpts": 1,
"al t ernat eRouting": true,
"| oadBal anci ngAl gorithnf: "Round_Robi n"
¥
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"al t er nat eNFG oupRout i ngOpti ons": {
"node": "NF_SET"

b
"srv': |
"name": "nanf-comi',
"maxRout i ngAttenpts": 3,
"actions": "Forward",
"| oadBal anci ngAl gorithnf': "Priority_only",
"| oadBasedCongest i onCont r ol Enabl ed": true,
"nf Servi ceLoadBasedCongestionControl Cf g": "defaul tRul e",
"defaul tPriority": 1,
"defaul t Capacity": 65535,
"reverseProxySupport": true,
"initial ServiceRequest": {
"routePolicy": "Forward_Route",
"reroutePolicy": "RerouteWthinSite"
¥
"subsequent Servi ceRequest": {
"routePolicy": "Forward_Route",
"reroutePolicy": "RerouteWthinSite"
}
}

otal TransactionLifetime": "6s",
"reRout eCondi tionList": [

{
"statusCode": "307"
¥
{
"statusCode": "308"
¥
{
"statusCode": "429"
¥
{
"statusCode": "5xx"
}
1,
"responseTi meout ": "1s",
"exceptionErrorResponses": |
{
"name": "Resource_Exhausted",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
¥
{
"nanme": "No_Response"
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
¥
{

nane": "Connect Failure",

"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Ti neout"
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nane": "No_Host",

"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Ti neout"

name": "Db_LookUp_Error",
"action": "Send_Answer",
“error_code": 500,

Chapter 2
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“error_response": "Session/Subscriber binding not found/look-up failure

at OCSCP- SDS Service"
}
] il

"depl oynent Model ": "SI TE_W DE",
"name": "nanf-commt',
"assignPreferredLocal ity": false,
"overridePreferredLocality": false,
“forwardRevi sedPreferredLocal ity": false,
"next HOpSEPP":  {

"total TransactionLifetim": "7s",

"responseTi meout": "4s",

"service": {

“maxRout i ngAttenpts": 2
}

"serviceEndpoint": {
“maxRouti ngAttenpts": 1

}

oadBasedCongesti onControl Enabl ed": true,

"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul t Rul eFor Next HopSepp",

"reRout eCondi tionList": [

{
"stat usCode": "307"
¥
{
"stat usCode": "308"
¥
{
"statusCode": "429"
¥
{
"statusCode": "5xx"
}
1,
"exceptions": |
{
"nane": "No_Host"
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Timeout"
}
]
¥
"next HopScp": {

"total TransactionLifetime": "7s",
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"responseTi meout": "4s",
"service": {

“maxRouti ngAttenpts": 2
}

ervi ceEndpoint": {
“maxRouti ngAttenpts": 1
}1
"| oadBasedCongest i onCont r ol Enabl ed": true,
"nf Servi ceLoadBasedCongesti onControl Cf g": "defaul t Rul eFor Next HopScp",
"exceptions": |

{
“name": "No_Host",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Timeout"
}

]
}
p

Request_Type: PATCH
URI: /ocscp/scpc-configuration/vl/routingoptions/
Port: 8081

Message

curl -X PATCH http://<SCP configuration FQDN External |P>:8081/ocscp/scpc-
configuration/vl/routingoptions/<service nane> \

-H ' Content - Type: application/merge-patch+son' \

-d '

"srv': {

name": "nudm uecnt,
"reverseProxySupport": true

}

xcepti onErrorResponses": [

{

nane": "Db_LookUp Error",

"action": "Send Answer",

“error_code": 500,

“error_response": "Session/Subscriber binding not found/
| ook-up failure at OCSCP-SDS Service"

}
]
y

2.3 Configuring Overload Configuration Information

This section provides information about overload control configuration parameters required for
sending OCI to peers.
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Resources

The following table describes the resource name to retrieve, add, or update overload control
configuration data:

Table 2-12 Resources

Resource Name Resource URI HTTP Method or Description
Custom Operation

oci-config /ocscp/scpe-configuration/vl/ | GET Retrieves OCI config at SCP.
oci-config

oci-config locscp/scpc-configuration/vl/ | PUT Updates OCI config parameters.
oci-config

oci-config /ocscp/scpe-configuration/vl/ | DELETE Removes OCI config rule.
oci-config

Resource Definition
GET

This resource fetches the OCI Config details (OCIConfigWrapper) based on the query
parameters.

If no query parameter is provided, all the SCP feature details are returned.
Resource URI: / ocscp/ scpc-configuration/vl/oci-config
Response Body

Response body data model varies based on the REST operation status.

Table 2-13 Response Body Parameters

Data Type P Cardinalit | Response Codes Description
y
OCIConfigWrapp | M 1 200 OK Indicates the list of OCI Config
er (OClIConfigWrapper) matching criteria.
ProblemDetails |M 1 404 NOT FOUND Returns when data is not found for given query
parameters.

Example of a successful response:

curl -X GET "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ oci-
config" -H "accept: application/json”

Code: 200
{

"oci ConfigRul e": "defaultCci ConfigRul e",
"data":
{

“relayPeerCci": fal se,

"oci Enforcenent”: true,
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"oci Enforcenent Action": "REROUTE",

"oci SendErrorProfile": "defaultErrorProfile",
“interPl mCci Enforcenent": fal se,

"oci Traf fi cRecoveryPol i cy":

{
"recoveryPolicy": "1 NCREMENTAL",
"stepl nPercentage": 10,
"stepDurationlnvs": 100
}7
"oci Enf or cenent Pol i cy":
{
“enforcement Pol i cy": "PERCENTAGE_ W TH_PRI ORI TY",
"maxShi MessagePri orityFor Qci Enf orcement™: 15
}

Example of a failure response:

curl -X GET "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/v2/ oci -
config" -H "accept: application/json”

"title": "Not Found",

"status": "404",

"detail": "Cci_Config data not found against given query paraneter(s).
Pl ease refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/ oci-config?oci ConfigRul e=abc",

"cause": "DATA NOT_FOUND'

}

PUT

This resource updates the OCI config using the request body.

Resource URI: ocscp/ scpc- confi guration/vl/oci-config

Table 2-14 Data Structures Supported by the PUT Response Body

er

Data Type P Cardinalit | Response codes Description
y
OCIConfigWrapp | M 1 200 OK Indicates the list of OCI Config

(OCIConfigWrapper) matching criteria.

ProblemDetails

M 1 400 BAD REQUEST Returns error with problem details structure as
defined in 3GPP TS 29.571 Section 5.2.4.1.
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Example of a successful response:

curl -X PUT "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ oci-
config" -H "accept: application/json”

Code: 200
{
[
{
"oci ConfigRule": "defaultCci ConfigRule",
"data":
{
"relayPeerCci": fal se,
"oci Enf orcenent": true,
"oci Enf or cenent Action": "RERCUTE",
"oci SendErrorProfile": "defaultErrorProfile",
"interPl mQCci Enforcenent": fal se,
"oci Traf fi cRecoveryPolicy":
{
"recoveryPolicy": "I NCREMENTAL",
"stepl nPercentage": 10,
"stepDurationlnMs": 100
¥
"oci Enf or cement Pol i cy":
{
"enforcement Policy": "PERCENTAGE W TH PRI ORI TY",
"maxShi MessagePri orityFor Qci Enf orcenment™: 15
}
}
}
]
}
DELETE

This resource deletes the OCI config using the request body.

Resource URI: ocscp/ scpc- confi guration/vl/oci-config

Table 2-15 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardinalit | Response Codes Description
y
OCIConfigWrapp | M 1 200 OK Indicates the list of OCI Config
er (OCIConfigWrapper) matching criteria.
ProblemDetails | M 1 403 Forbidden Returns when data is not found for given query
parameters.

Example of a successful response:

Request:

curl -X 'DELETE'\ 'http://10.75.225.82: 30636/ ocscp/ scpc-configuration/vl/oci-
confi g?oci Confi gRul e=defaul t Cci ConfigRule'\ -H '"accept: application/json'
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Response:

"title":
‘status":
"detail ":

be del eted",

" For bi dden",
"403",
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"Gven oci config rule is used in routing options hence cannot

"instance": "/ocscp/scpc-configuration/vl/oci-config?

oci Confi gRul e=def aul t Cci Confi gRul e",

}

Data Model

Table 2-16 OCIConfigWrapper
- _____________ _____________________________________________|

"cause": "OPERATI ON_NOT_ALLOVED'

enent

Field Name Data Type Default Value Description

rel ayPeer Cci Boolean false If this parameter is set to true, SCP forwards the OCI header
received from downstream peer in the ingress messages to
upstream peers with the egress messages.
e Default value: false
* Range: true, false

oci Enf or cenent Boolean true Enables or disables overload corrective action on the OCI
information received from peer. Overload corrective actions
can send error responses or reroute based on
ociEnforcementAction.
e Default value: true
* Range: true, false

oci Enf or cenent Acti | Enum REROUTE Decides OCI enforcement action, such as send error or

on reroute.
SENDERROR: SCP immediately sends error responses
without trying for alternate peers.
REROUTE: SCP attempts to reroute to available alternate
peers. If it is not able to reroute, SCP sends error responses
back.
e Default value: REROUTE
¢ Range: SENDERROR and REROUTE

Cci SendErrorProfil [ String defaultErrorProfil | In reference to the error response profile, SCP sends error

e e responses because of overload correction action based on
OCI.
e Default value: defaultErrorProfile

i nt er Pl mCci Enf or ¢ | Boolean false Enables or disables OCI enforcement toward remote PLMN

peers.
. Default value: false

. Range: true, false
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Table 2-17 ociTrafficRecoveryPolicy

Field Name Data Type Default Value
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Description

recoveryPol i cy Enum INCREMENTAL

Decides the traffic recovery policy after OCI enforcement
action.

INCREMENTAL: Increments traffic in steps to 100% based
on "st epl nPer cent age" and "st epDur ati onl niVs"
parameters.

IMMEDIATE: Increments traffic to 100% immediately.

e Default value: INCREMENTAL

* Range: INCREMENTAL, IMMEDIATE

st epl nPer cent age Integer 10

Defines the size of a step in percentage of reduced traffic
when the INCREMENTAL policy is configured.
e Default value: 10

e Range:5-15

stepDurationl nMs Integer 100

Defines the duration of a step when the INCREMENTAL
policy is configured. Traffic is incremented after this duration
for every step during traffic recovery after OCI enforcement
action.

e Default value: 100

*« Range: 50 - 10000

Table 2-18 ociEnforcementPolicy

Field Name Data Type Default Value

Description

PERCENTAGE
WITHPRIORITY

enf orcement Pol i cy |Enum

Decides the traffic recovery policy toward a peer after OCI
enforcement action.

PERCENTAGE_WITH_PRIORITY: Enforces OCI action on
percentage of messages as received in reduction metric if
priority of message is greater than

"maxShi MessagePri ori t yFor Cci Enf or cement ™.

PERCENTAGE_ONLY: Enforces OCI action on percentage

of messages as received in the reduction metric.

*  Default value: PERCENTAGE_WITH_PRIORITY

* Range: PERCENTAGE_WITH_PRIORITY,
PERCENTAGE_ONLY

max Shi MessagePri or 15
i tyFor Cci Enf orcene

nt

Integer

Defines maximum priority value below which OCI
enforcement action will not be applied.
e Default value: 15

« Range:0-31

JSON Format

Current JSON Format:

{
"oci ConfigRul e": "defaultCci ConfigRule",
"data":
{
"relayPeerCci": fal se,
"oci Enforcement": true,

"oci Enforcenent Action":
"oci SendErrorProfile":

" RERQUTE",
"defaul tErrorProfile",
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"interPl mQCci Enf orcement”: fal se,
"oci Traf fi cRecoveryPol i cy":

{
“recoveryPolicy": "I NCREMENTAL",
"stepl nPercentage": 10,
"stepDurationlnMs": 100
}1
"oci Enf or cenent Pol i cy":
{
"enforcement Pol i cy": "PERCENTAGE_W TH PRI ORI TY",
" maxShi MessagePri orityFor Cci Enf orcement": 15
}

Error Profile:

{
"name": "oci ErrorProfile",
"errorProfile":
{
"status": 500,
"cause": " NF_SERVI CE_FAI LOVER',
"cust onCause": nul |,
“title":"I NTERNAL SERVER ERRCR',
"detail":"SCP is unable to route because peer NF overload as per
reported OCl ",
"retryAfter": 0,
“redirect URL": nul |
}
}

2.4 Configuring Overload Configuration Information Threshold

This section provides information about overload control configurations required for the
Cci Threshol dConfi g threshold levels to generate self-Overload Control Information (OCI) by
SCP.

Resources

The following table describes the resource name to retrieve, add, or update overload control
configuration data:

Table 2-19 Resources
|

Resource Resource URI HTTP Method Description
Name or Custom
Operation
oci-threshold- /ocscp/scpce- GET Retrieves all SCP OCI threshold config data configured at
config configuration/vl/scp- SCP.
worker/oci-threshold-
config
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Table 2-19 (Cont.) Resources

Resource Resource URI HTTP Method Description
Name or Custom
Operation
oci-threshold- /ocscp/scpce- GET Retrieves an SCP OCI threshold config data configured
config configuration/vl/scp- based on the threshold level at SCP when the threshold level
worker/oci-threshold- is provided as query parameters. However, this query
config parameter is optional. If it is absent, then it retrieves all SCP
OCI threshold config data configured at SCP.
oci-threshold- /ocscp/scpc- PUT Adds or updates SCP OCI threshold config data at SCP.
config configuration/vl/scp-
worker/oci-threshold-
config

Resource Definition

GET REST API

This resource fetches the SCP OCI threshold config data based on the query parameters.
If no query parameter is provided, all the SCP OCI threshold config data is returned.
Resource URI: / ocscp/ scpc-configuration/vl/ scp-worker/oci-threshol d-

config

Table 2-20 URI Query Parameters Supported by the GET Method

|
Field Name Data Type P Description

thresholdLevel String M Indicates the names of supported threshold levels such as
WARN, MINOR, MAJOR, and CRITICAL.

PUT REST API

This resource adds or updates the SCP OCI threshold config configuration using the request
body.

Resource URI: / ocscp/ scpc-configuration/vl/ scp-worker/oci-threshol d-
config

Table 2-21 Data Structures Supported by the PUT Response Body

Data Type P Cardinalit | Respons | Description
y e Codes
OciThresholdConfigWr | M 1 200 OK Indicates the names of supported threshold levels such as
apper WARN, MINOR, MAJOR, and CRITICAL.
ProblemDetails M 1 400 BAD | Returns error with problem details structure as defined in
REQUEST | 3GPP TS 29.571 Section 5.2.4.1.
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Table 2-22 URI Query Parameters Supported by the DELETE Method

Name Data Type | P Cardinalit | Description
y
thresholdLevel String M 1 Indicates all the custom threshold levels apart from WARN,
MINOR, MAJOR, and CRITICAL.

® Note
* Avalid combination of query parameters is provided as follows:
— thresholdLevel

*  Only custom threshold levels can be removed. The default levels such as WARN,
MINOR, MAJOR, or CRITICAL, cannot be removed.

Table 2-23 Data Structures Supported by the DELETE Response Body

Data Type P Cardinalit | Respons | Description
y e Codes
None 1 200 OK In successful cases, only response code is returned.
ProblemDetails M 1 404 NOT | When no matching entry is found.
FOUND
Data Model

The following table describes the field names of the OciThresholdConfigWrapper data type:

Table 2-24 OciThresholdConfigWrapper

Field Name Data Type P Description

t hreshol dLeve | String M Indicates the supported threshold levels such as WARN, MINOR,
| MAJOR, and CRITICAL.

Cci Threshol dC | Object M Indicates the OciThresholdConfig data.

onfig

Table 2-25 OciThresholdConfig

Field Name Data Type P Range Description
gener at eCci He | Boolean M true, false | Controls the generation of self- OCI, which is created by
ader SCP, for different threshold levels. If this parameter is set to

true. The OCI header for self-overload is added to HTTP
messages on load update for this OCI level.

onSet Threshol [ Integer M 2-100 Indicates the onset overload threshold value based on the
d CPU usage.

abat enent Thr e | Integer M 1-99 Indicates the abatement overload threshold value based on
shol d the CPU usage.
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Table 2-25 (Cont.) OciThresholdConfig

Field Name Data Type P Range Description
over | oadReduc | Integer M 0-100% Indicates the value of the Overload-Reduction-Metric
tionMetric attribute in the 3gpp-Sbi-Oci header that is configured at

each overload level, for example, the percentage (%) of
traffic that the consumer NF must reduce toward SCP.

periodOf Val i d [ Integer M 5-3600 Indicates the value of the Period-of-Validity attribute in the

ity seconds 3gpp-Shi-Oci header that is configured at each overload
level.

abat ement Ti me | Integer M 50 msto | Indicates the abatement time for overload level change.

InMI1iSecond 5000 ms

S

The following table provides the default values of the Cci Thr eshol dConfi g parameter:

Table 2-26 OciThresholdConfig

thresholdLevel onsetThreshold | abatementThre |overload | periodOfValidity abatementTime
shold Reductio
nMetric
WARN 68 65 10 5 seconds 200 ms
MINOR 75 70 20 5 seconds 200 ms
MAJOR 80 78 30 5 seconds 200 ms
CRITICAL 86 82 40 5 seconds 200 ms

JSON format for SCP OCI threshold config

{
"t hreshol dLevel ": "CRI TI CAL",
"data":
{
"onSet Threshol d": 86,
"abat ement Threshol d": 82,
"abat ement Timel nM | 1§ Seconds": 200,
"generat eCci Header": fal se,
"over | oadReducti onMetric": 40,
"periodOValidity": 5
}
b
{
"t hreshol dLevel ": "MAJOR',
"data":
{
"onSet Threshol d": 80,
"abat ement Threshol d": 78,
"abat ement Timel nM | 1§ Seconds": 200,
"generat eCci Header": fal se,
"over | oadReducti onMetric": 30,
"periodOValidity": 5
}
b
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“threshol dLevel ": "M NOR',

"data":

{
"onSet Threshol d": 75,
"abat enment Threshol d": 70,
"abat ement Timel nM I | i Seconds": 200,
"generat eCci Header": fal se,
"overl| oadReductionMetric": 20,
"periodOfValidity": 5

"t hreshol dLevel ": "WARN',

"data":

{
"onSet Threshol d": 68,
"abat enment Threshol d": 65,
"abat ement Ti mel nM I | i Seconds": 200,
"generat eCci Header": fal se,
"overl| oadReductionMetric": 10,
"periodOfValidity": 5

2.5 Routing Options Configurations

This REST APl is used to configure routing options at the NFType, NFServicename, and
message type levels. The API takes input as NFType, NFServicename, and so on.

The user can specify only the granularity levels using this API; the actual routing options are
configured in another table named Routing Config Set. For more information, see Routing
Config Set. The name of the routing option is provided in the Routing Options Configurations
API as a value for the routingConfigSetName parameter.

Resources

The following table describes the resource name to retrieve, add, update, and remove routing
option configurations based on the query parameters.

Resource URI : http://<authority>:<port>/ocscp/scpc-configuration/{version}/routing-options-
config/{routingOptionsConfigName}

Authority: loadbalancer or fqdn
Port: nodeport(lp address) or internal port (For fqdn)

loadbalancerip: 10.75.225.111
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Resource Name

Resource URI

HTTP Method

Query Parameter

Description

routing-options-config

ocscp/scpc-
configuration/{version}/
routing-options-config

GET

* nftype : Get
Routing Options
config for given
nftype.

* nfservicename :
Get Routing
Options config for
given
nfservicename.

* isnotification: Get
notification
Routing Options

Valid Query Parameter

combinations:

*  nftype

e nftype +
nfservicename

 nfType +
nfservicename +
messagetype

* nftype+tmessagety
pe

°  no parameters

e nfservicename+m
essagetype

° messagetype

e nfservicename

Retrieves routing
option hame
configurations for given
filters; if no query
parameter is specified,
it will return all the data
present in the table.

configuration/{version}/
routing-options-config/
{routingOptionsConfig
Name}

routing-options-config | ocscp/scpc- GET - Retrieve the routing
configuration/{version}/ option configuration
routing-options-config/ name for the given
{routingOptionsConfig name.
Name}

routing-options-config | ocscp/scpc- PUT - Updates or creates
configuration/{version}/ routing options
routing-options-config/ configurations for
{routingOptionsConfig parameters.
Name}

routing-options-config | ocscp/scpc- DELETE - Deletes routing option

configurations for given
names.

Data Model

Request Body (PUT)

The following table describes the field names of the RoutingOptionsConfiguration data type.
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Table 2-28 RoutingOptionsConfiguration

Chapter 2
Routing Options Configurations

Field Name Data Type P Default Allowed | Description
Values Values
routingOptionsConfigN | String M - - Unique name to identify the routing
ame options configurations.
routingConfigSetName | String M - - Name of the routing configuration
used to retrieve routing options
from another table (Routing Config
Set); if a rule with this name is not
present in the Routing Config Set
table, then the request is rejected.
nftype NFType: C All 5G_EIR, | The NF type for which routing
*  TS29.510 section AMF, options are configured.
Table 6.1.6.3.3-1: AUSF,
Enumeration BSF, CHF,
«  custom NF type LMF, NEF,
NRF,
NSSF,
NWDAF,
PCF,
SEPP,
SCP, SMF,
SMSF,
UDM,
UDR

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 85 of 393



ORACLE Chapter 2
Routing Options Configurations

Table 2-28 (Cont.) RoutingOptionsConfiguration

Field Name Data Type P Default Allowed | Description
Values Values

nfservicename Name of the 5G SBI C All n5g-eir- The NF service name for which

service: eic, namf- | routing options are configured

. 3GPP services comm,
defined as per namf-evts,
TS29.510 section namf-loc,
6.1.6.3.11 namf-mt,
Enumeration: nausf-
ServiceName and auth,

e 5g-shi-notification nausf-
for all notification sorprotecti
messages on, nausf-

«  Add custom upuprotect

service name ion, nbsf-
managem

ent, nchf-
converged
charging,
nchf-
spendingli
mitcontrol,
nchf-
spendingli
mitcontrol,
nimf-loc,
nnef-
pfdmanag
ement,
nnef-
eventexpo
sure, nnef-
afsession
withqos,
nnrf-disc,
nnrf-nfm,
nssf-
nssaiavail
ability,
nnssf-
nsselectio
n, nnwdaf-
analyticsin
fo,
nnwdaf-
eventssub
scription,
npcf-am-
policy-
control,
npcf-
bdtpolicyc
ontrol,
npcf-
eventexpo
sure,npcf-
policyauth
orization,
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Table 2-28 (Cont.) RoutingOptionsConfiguration
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Routing Options Configurations

Field Name

Data Type

P

Default
Values

Allowed
Values

Description

npcf-
smpolicyc
ontrol,
npcf-ue-
policy-
control,
ampolicy,
bdtpolicyc
ontrol,
smpolicy,
ue-policy,
nscp-5g-
sbi-proxy,
nsmf-
event-
exposure,
nsmf-
pdusessio
n, nsmsf-
sms,
nudm-ee,
nudm-pp,
nudm-
sdm,
nudm-
ueau,
nudm-
uecm,
nudr-dr,
nudr-
group-id-
map, 5g-
shi-
notification

nmediatio
n-http,
ocscp-sds

messagetype

List

notification
-message

notification
-message

The list indicates which message
type the configuration is applicable
to.
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@® Note

Chapter 2
Routing Options Configurations

* A defaultRule is created during a fresh deployment or upgrade. This rule cannot

be deleted or updated.

{

}

“routingQOptionsConfigName": "defaultConfig",

“nf Type": "ALL",
"servi ceName":

"ALL",

“messageTypelist": ["notification-nessage"],
“routingConfigSet Nane": "defaultRoutingConfigSet",

« If the above mentioned conditional parameters are not provided in the payload,

then the default value is used for them.

Payload example for PUT request

"routingQptionsConfigName": "defaultConfig",
"routingConfigSetNane": "anf-notification",

"nftype":

"nfservicetype": "ALL",
"messagetype": ["notification-message"]

Data Model

"ALL",

Request Body (GET)

Table 2-29 RoutingOptionsConfiguration

The following table describes the field names of the RoutingOptionsConfiguration data type.

Field Name Data Type P Default Allowed | Description

Values Values
routingOptionsConfigN | String M - - Unique name to identify the routing
ame option configurations.
routingConfigSetName | String M - - Name of the routing configuration

used to retrieve routing options
from another table (Routing Config
Set); if a rule with this name is not
present in the Routing Config Set
table, then the request is rejected.
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Table 2-29 (Cont.) RoutingOptionsConfiguration

Field Name Data Type P Default Allowed | Description
Values Values

nftype NFType: M All 5G_EIR, | The NF type for which routing
e TS29.510 section AMF, options are configured

Table 6.1.6.3.3-1: AUSF,

Enumeration BSF, CHF,
«  custom NF type LMF, NEF
NRF,
NSSF,
NWDAF,
PCF,
SEPP,
SCP, SMF,
SMSF,
UDM,
UDR
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Table 2-29 (Cont.) RoutingOptionsConfiguration

Field Name Data Type P Default Allowed | Description
Values Values

nfservicename Name of the 5G SBI M All n5g-eir- The NF service name for which

service: eic, namf- | routing options are configured.

. 3GPP services comm,
defined as per namf-evts,
TS29.510 section namf-loc,
6.1.6.3.11 namf-mt,
Enumeration: nausf-
ServiceName and auth,

e 5g-shi-notification nausf-
for all notification sorprotecti
messages on, nausf-

«  Add custom upuprotect

service name ion, nbsf-
managem

ent, nchf-
converged
charging,
nchf-
spendingli
mitcontrol,
nchf-
spendingli
mitcontrol,
nimf-loc,
nnef-
pfdmanag
ement,
nnef-
eventexpo
sure, nnef-
afsession
withqos,
nnrf-disc,
nnrf-nfm,
nssf-
nssaiavail
ability,
nnssf-
nsselectio
n, nnwdaf-
analyticsin
fo,
nnwdaf-
eventssub
scription,
npcf-am-
policy-
control,
npcf-
bdtpolicyc
ontrol,
npcf-
eventexpo
sure,npcf-
policyauth
orization,
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Table 2-29 (Cont.) RoutingOptionsConfiguration
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Field Name Data Type P Default Allowed
Values Values

Description

npcf-
smpolicyc
ontrol,
npcf-ue-
policy-
control,
ampolicy,
bdtpolicyc
ontrol,
smpolicy,
ue-policy,
nscp-5g-
sbi-proxy,
nsmf-
event-
exposure,
nsmf-
pdusessio
n, nsmsf-
sms,
nudm-ee,
nudm-pp,
nudm-
sdm,
nudm-
ueau,
nudm-
uecm,
nudr-dr,
nudr-
group-id-
map, 5g-
shi-
notification

nmediatio
n-http,
ocscp-sds

messagetype String M notification | notification
-message | message

Indicate whether routing options are
for notification messages or not.

Payload example for GET response

{
"routingQptionsConfigName": "defaultConfig",
"routingConfigSetNane": "anf-notification",
"nftype": "ALL",
"nfservicetype": "ALL",
"messagetype": ["notification-message"]

}
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Resource Definition
GET REST API:
This resource fetches the routing options configurations for the specified rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/routing-options-
config?

nf t ype=<nf Type>&&nf ser vi cenane=<nf servi cenane>&&i snot i fi cati on=<yes/ no
>

The following table describes the URI query parameters supported by the GET method on this
resource.

Table 2-30 URI query parameters

Field Name

Data Type P Description

nftype

String (0] Parameter to fetch routing
option data based on nftype.

nfservicename

String (0] Parameter to fetch routing
options based on
nfservicenames.

messageType

String (0] Query parameter to fetch
routing options for notification
messages or non-natification
messages.

@® Note

If no query parameter is specified, the response will contain all the data.

The following table describes the data structures supported by the GET Response Body on
this resource.

Table 2-31 Data structures

Data Type P Cardinality Response Codes Description
RoutingOptionsConfigu | M 1 200 OK The routing option
ration configuration for the
given parameters.
ProblemDetails M 1 404 Problem details
Example

Successful response 1

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config?
nf Type=ALL&ser vi ceNanme=ALL

HTTP/ 1.1 200 K

[{"routingOptionsConfigNane":"defaul t Config","nfType": "ALL", "servi ceName": "ALL
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, "messageTypelList":["notification-
message"], "routingConfi gSet Nane": "def aul t Rout i ngConfi gSet "}]

Successful response 2

curl -v -H "Content-Type: application/json" --request GET 'http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config?nfType=UDM

HTTP/ 1.1 200 K

[{"routingOptionsConfigNane":"newRQConfig", "nf Type":"UDM', "servi ceName": " ALL",
“messageTypelList":["notification-
message"], "routingConfi gSet Nare": " def aul t Rout i ngConfi gSet"}]

Failure Case 1

curl -v -H "Content-Type: application/json"--request GET ‘'http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config?
nf Type=ALL&ser vi ceNane=asa'

HTTP/ 1.1 400 Bad Request

{"title":"Bad Request","status":"400","detail":"Invalid nfService nane
provided no rule can be created for invalid nfService.Please refer to the
User Quide.","instance":"/ocscp/scpc-configuration/vl/routing-options-config?

nf Type=ALL&ser vi ceName=asa", "cause": " | NVALI D_REQUEST BODY"}

Failure Case 2

curl -v -H "Content-Type: application/json" --request GET 'http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config?nfType=Aas’

HTTP/ 1.1 400 Bad Request

{"title":"Bad Request","status":"400","detail":"Invalid Nftype provided no
rule can be created for invalid nfType. Please refer to the User
Cuide.","instance":"/ocscp/ scpc-configuration/vl/routing-options-config?

nf Type=Aas", "cause": "1 NVALI D_REQUEST_BCDY"}

GET REST API:
This resource fetches the routing option configurations for the specified rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/routing-options-
confi g/ {routingOpti onsConfi gNane}
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Table 2-32 URI query parameters

O
Field Name Data Type P Description

routingOptionsConfigName String (0] The name of the routing
option for which
routingOptionsConfig needs
to be retrieved.

The following table describes the data structures supported by the GET Response Body on
this resource.

Table 2-33 Data structures
|

Data Type P Cardinality Response Codes Description

RoutingOptionsConfigu | M 1..N 200 OK The routing option

ration configuration with all
other parameters.

Example of Congestion Control Configuration for GET

Success case

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
defaul t Config

HTTP/ 1.1 200 K

[{"routingOptionsConfigNanme":"default Config","nfType": "ALL", "servi ceName": "ALL

, "messageTypelList":["notification-
message"], "routingConfi gSet Narme": " def aul t Rout i ngConfi gSet"}]

Failure case

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/ routing-options-config/
def aul t Confi g1

HTTP/ 1.1 404 Not Found

{"title":"Not Found","status":"404","detail":"RoutingOptionsConfig data not
found agai nst given query parameters”,"instance":"/ocscp/scpc-
configuration/vl/routing-options-config/

def aul t Confi g1", "cause": " DATA_NOT_FOUND'}

PUT REST API:
This resource creates or updates the routing option configurations for the specified rules.

Resource URI: / ocscp/ scpc-configuration/{version}/routing-options-
confi g/ {routingOpti onsConfi gNane}
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Table 2-34 URI query parameters

O
Field Name Data Type P Description

routingOptionsConfigName String (0] The name used to identify the
routing options configuration.

Table 2-35 Data Structures Supported by the PUT Response Body
|

Data Type P Cardina | Response codes | Description
lity

RoutingOptionsCo | M 1 201 Created Response if a new record in the table is
nfigurationWrapper created.

RoutingOptionsCo | M 1 200 OK Response if an existing record in the
nfigurationWrapper table is updated.

ProblemDetails M 1 400 Returns problem details.
Example

Successful response

curl -v -H "Content-Type: application/json" --request PUT http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
defaul tConfig -d '{

"routingOptionsConfigName": "defaultConfig",

“nf Type": "ALL",

"servi ceName": "ALL",

"messageTypelist": [

"notification-nessage"

] L]
"routingConfigSet Nane": "default RoutingConfigSet"

HTTP/ 1.1 200 K

{"routingOptionsConfigNane":"defaul t Config","nfType":"ALL","servi ceName":"ALL"
, "messageTypeList":["notification-
message"], "routingConfi gSet Name": " def aul t Rout i ngConfi gSet"}

Failure Case 1

curl -v -H "Content-Type: application/json" --request PUT http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
defaul t Configl -d '{

“routingOptionsConfigName": "defaultConfigl",

"nf Type": "ALL",

"serviceName": "ALL",

"messageTypelist": [

"notification-nmessage"
]

"routingConfigSet Nane": "default RoutingConfigSet"
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HTTP/ 1.1 400 Bad Request

{"title":"Bad Request","status":"400","detail":"routingOptionsConfigNane

i nsi de RoutingOptionsConfig data does not match with routingOptionsConfigNane

passed through API. Please refer to the User CGuide.","instance":"/ocscp/sc
configuration/vl/routing-options-config/
defaul t Confi gl", "cause": "I NVALI D_KEY_COVBI NATI ON'}

Failure Case 2

curl -v -H "Content-Type: application/json" --request PUT http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
defaul tConfigl -d '{

"routingQOptionsConfigName": "default Config2",

"nf Type": "AlLLaa",

"serviceName": "ALL",

"messageTypelList": [

"notification-nessage”
]

"routingConfigSet Nane": "defaultRoutingConfigSet"
}I

HTTP/ 1.1 400 Bad Request

{"title":"Bad Request","status":"400","detail":"Invalid Nftype provided no
rule can be created for invalid nfType. Please refer to the User
Quide.","instance":"/ocscp/ scpc-configuration/vl/routing-options-config/

defaul t Configl", "cause": "I NVALI D REQUEST BODY"}

Failure case 3

curl -v -H "Content-Type: application/json" --request PUT http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
defaul tConfig -d ' {

"routingOptionsConfigName": "defaultConfig",

"nf Type": "UDM',

"servi ceName": "ALL",

"messageTypelist": [

"notification-nessage"

] L]
"routingConfigSet Nane": "defaul t RoutingConfigSet"
}I

HTTP/ 1.1 400 Bad Request

{"title":"Bad Request","status":"400","detail":"Cannot update NFType

Servi ceNane or MessageType of default Configuration present for

Rout i ngOptionsConfig. Please refer to the User Guide.","instance":"/ocscp/
scpc-configuration/vl/routing-options-config/

def aul t Confi g", "cause": " | NVALI D_REQUEST_BODY"}

DELETE REST API:

This resource deletes the routing options configurations for the specified rules.
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Resource URI: / ocscp/ scpc- confi guration/{version}/routing-options-
confi g/ {routingOpti onsConfi gNane}

Table 2-36 URI query parameters supported by the DELETE method on this resource

Field Name

Data Type P Description

routingOptionsConfigName String (0] The name of the routing

options configuration which
needs to be deleted.

Table 2-37 Data structures supported by the Delete Response Body on this resource

Data Type P Cardinalit | Response codes Description
y
Default M 1 200 OK -
ProblemDetails M 1 400/404 Problem details.
Example

Successful response

curl -v -H

"Content-Type: application/json"--request DELETE http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/abc HTTP/
1. 1204No Cont ent

Failure case 1

curl -v -H "Content-Type: application/json" --request DELETE http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
def aul t Confi gl1

HTTP/ 1.1 404 Not Found

{"title":"Not Found","status":"404","detail":"RoutingOptionsConfig data not
found against given routingOptionsConfig Nane","instance":"/ocscp/scpc-
configuration/vl/routing-options-config/

defaul t Confi gl1", "cause": " DATA_NOT_FOUND'}

Failure case 2

curl -v -H "Content-Type: application/json" --request DELETE http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-options-config/
defaul t Config

HTTP/ 1.1 403 For bi dden

{"title":"Forbidden","status":"403", "detail":"Default Configuration present
for RoutingOptionsConfig cannot be del eted","instance":"/ocscp/ scpc-
configuration/vl/routing-options-config/

defaul t Config", "cause": " OPERATI ON_NOT_ALLOAED'}
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Chapter 2
Configuring System Options

These options are used to control system behavior per service. The user can configure

SystemOptions by using the operations GET and PUT.

@® Note

*  The default systemOptions are provided during the installation of Service

Communication Proxy through Helm.

e The existing Qut | i er Det ect i on parameters (URI: / ocscp/ scpc-
confi guration/vl/ systenoptions) cannot be modified. The same
functionality is achieved using the Qut | i er Det ecti on (URI: / ocscp/ scpc-
configuration/{version}/outlier-detection)APItothe

next HopScpODRul e rule assigned to odScpRul eNane.

REST Message sample
Request_Type: GET and PUT

URI: http://<SCP configuration FQDN External

configuration/vl/ systenoptions

{

"cbEnabl ed": fal se,
"odEnabl ed": true,
"odScpRul eNane": "next HopScpODRul e",
"odSeppEnabl ed": fal se,
"odSeppRul eNare": "defaul t Rul ",
"chScpEnabl ed": fal se,
"cbScpRul eNane": "defaul t Rul e",
"cbSeppEnabl ed": fal se,
"cbSeppRul eNare": "defaul t Rul ",
"f orwar dNf Di scover yHeaders": true,
"trafficPolicy": {

"connectionPool ": {

“http": {
“idleTineout": "600s"

b
"https": {
“idleTineout": "600s"
b
"tep': |
"connect Ti neout ": "250ms",
"t cpKeepal ive": {
"enabl e": true,
"probes": 9,
"time": "180s",
"“interval": "1s"
}
}

}

utlierDetection": {

Cloud Native Core, Service Communication Proxy REST Specification Guide
F88459-05
Copyright © 2021, 2024, Oracle and/or its affiliates.

| P>: 8081/ / ocscp/ scpc-

September 10, 2025
Page 98 of 393



ORACLE Chapter 2
Configuring System Options

"consecutiveErrors": 100,
“interval"; "86400s",

"baseEj ectionTime": "5s",
"maxEj ectionPercent": 100

}
}1
n t | " ‘ " 9003“ ’

"dnsQueryTi meout": "5000ns"
}

The following table describes System Options parameters.

Table 2-38 Configuring Parameters for System Options

. _______________________________________________|
Parameter Value Description

cbEnabled Boolean Provides information whether Circuit- Breaking is
enabled. The default value is false.

For more information, see Circuit Breaking
Configurations

Note: This attribute change is not allowed due to
other attributes controlling circuit breaking in
InterPLMN routing and interSCP routing.

odEnabled Boolean Provides information whether the Outlier Detection
feature is enabled. The default value is false.

For more information, see Outlier Detection
Configuration

odScpRuleName String Indicates the name of the rule holding the
configuration of outlier detection for next Hop SCP.
The Outlier Detection feature for next Hop SCP
works based on configuration under this rule.

For more information, see Outlier Detection
Configuration

odSeppEnabled Boolean Enables or disables the Outlier Detection feature
for the next Hop SEPP.

For more information, see Outlier Detection
Configuration

odSeppRuleName String Indicates the name of the rule holding the
configuration of outlier detection for next Hop
SEPP. The Outlier Detection feature for next Hop
SEPP works based on configuration under this
rule.

For more information, see Outlier Detection
Configuration

cbScpEnabled Boolean Enables or disables circuit breaking for next Hop
SCP.The default value is false.

For more information, see Circuit Breaking
Configurations

cbScpRuleName String Name of the rule holding the configuration of
Outlier detection for next Hop SCP. Based on
configuration under this Rule, circuit breaking for
next Hop SCP will work.The default value is
"defaultRule" string.{ "rul eNane":

"defaul tRul e", "data": { "vi":

{ "http2MaxRequests": 1000 } } }

For more information, see Circuit Breaking
Configurations
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Table 2-38 (Cont.) Configuring Parameters for System Options

Parameter

Value

Description

cbSeppEnabled

Boolean

Enables or disables circuit breaking for next Hop
SEPP.The default value is false.

For more information, see Circuit Breaking
Configurations

cbSeppRuleName

String

Name of the rule holding the configuration of circuit
breaking for next Hop SEPP. Based on
configuration under this Rule, circuit breaking for
next Hop SEPP will work.The default value is
"defaultRule" string.{ "rul eNane":

"defaul tRul e", "data": { "vi":

{ "http2MaxRequests": 1000 } } }

For more information, see Circuit Breaking
Configurations

forwardNfDiscoveryHeaders

Boolean

Enables or disables the forwarding of discovery
headers to next hop SCP. The default value is true.

trafficPolicy.connectionPool.ht
tp.idleTimeout

String

The idle timeout for upstream connection pool
connections. The idle timeout is defined as the
period in which there are no active requests. If not
set, there is no idle timeout. When the idle timeout
is reached the connection will be closed. Note that
request based timeouts mean that HTTPS/2
PINGs will not keep the connection alive. The
default value is 3600s.

trafficPolicy.connectionPool.ht
tps.idleTimeout

String

The idle timeout for upstream connection pool
connections is defined as the period in which there
are no active requests. If not set, there is no idle
timeout. When the idle timeout is reached, the
connection will be closed. Note that request-based
timeouts mean that HTTP/2 PINGs will not keep
the connection alive. The default value is 3600s.

trafficPolicy.connectionPool.tc
p.connectTimeout

String

TCP Connection timeout. Valid time units are ns,
us (or ps), ms, s. For example: 300ms.

trafficPolicy.connectionPool.tc
p.tcpKeepalive

TcpKeepalive

Contains the TcpKeepalive information. If set,
enable TCP Keepalives to upstream peer. All the
parameters of tcpkeepAlive are needed if this
information is being configured.

p.tcpKeepalive.time

trafficPolicy.connectionPool.tc | Boolean Indicate to enable or disable tcp keepalive for
p.tcpKeepalive.enable upstream connections.

The default value is true.
trafficPolicy.connectionPool.tc | Integer Maximum number of keepalive probes to send
p.tcpKeepalive.probes without response before deciding the connection is

dead. For example: 9

The default value is 9, minimum value is 1, and

maximum value is 16.
trafficPolicy.connectionPool.tc | String The time duration a connection needs to be idle

before keep-alive probes start being sent. Valid
time unit is second. For example: 180s

The default value is 180 seconds, minimum value
is 1 second, and maximum value is 7200 seconds.
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Table 2-38 (Cont.) Configuring Parameters for System Options

Parameter

Value

Description

trafficPolicy.connectionPool.tc
p.tcpKeepalive.interval

String

The time duration between keep-alive probes. Valid
time unit is seconds. For example: 1s

The default value is 1 second, minimum value is 1
second and maximum value is 120 seconds.

outlierDetection.consecutiveE
rrors

Integer

Number of errors before a host is ejected from the
connection pool. Defaults to 5. When the upstream
host is accessed over HTTP, a 502, 503 or 504
return code qualifies as an error. When the
upstream host is accessed over an opaque TCP
connection, connect timeouts and connection error/
failure events qualify as an error.

Note:These parameters are not modifiable, and the
new OutlierDetection API is used to fill in this
information.

For more information, see Qutlier Detection
Configuration

outlierDetection.interval

String

Time interval between ejection sweep analysis.
Format: 1h/1m/1s/1ms. Must be >=1ms.
Default is 10s.

Note:These parameters are not modifiable, and the
new OutlierDetection API is used to fill in this
information.

For more information, see Outlier Detection
Configuration

outlierDetection.baseEjection
Time

String

Minimum ejection duration. A host will remain
ejected for a period equal to the product of
minimum ejection duration and the number of times
the host has been ejected. This technique allows
the system to automatically increase the ejection
period for unhealthy upstream servers. format:
1h/1m/1s/1lms. Must be >=1ms. Default is 30s.
Note:These parameters are not modifiable, and the
new OutlierDetection API is used to fill in this
information.

For more information, see Outlier Detection
Configuration

outlierDetection.maxEjectionP
ercent

Integer

Maximum % of hosts in the load balancing pool for
the upstream service that can be ejected.
Defaults to 10%

Note:These parameters are not modifiable, and the
new OutlierDetection API is used to fill in this
information.

For more information, see Qutlier Detection
Configuration

ttl

String

Indicates the duration in which the DNS record is
valid. This is used by DNS SRV feature to refresh
the DNS SRV record.

The range is between 30 to 86400 seconds.

dnsQueryTimeout

String

The maximum amount of time in milliseconds to
wait for a response during a DNS SRV query.
The range is between 30 to 86400
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2.7 Configuring NRF

This section provides information about configuration of NRF preferred by SCP for access

token requests.

Resources

Chapter 2
Configuring NRF

The following table describes the resource name to retrieve and update the NRF data based

on the query parameters.

Table 2-39 Resource Name

Request Body

Resource Name Resource URI HTTP Description
Method
nrf-configuration locscp/scpce- GET Retrieves NRF configurations.
configuration/vl/nrf-
configuration
nrf-configuration locscp/scpce- PUT Updates NRF configurations.
configuration/v1/nrf-
configuration
Data Model

The following table describes the field names of the NrfConfigurationWrapper data model.

Table 2-40 NrfConfigurationWrapper

Field Name Data Type | P Default Value Supported Description
Values
Service String M "nnrf-oauth2" "nnrf-oauth2", Indicates the service name of the
"nnrf-disc" preferred NRF configuration.
NrfConfigData JSON M See Table 2-41 Configures preferred NRF.
This parameter can be configured
as nrflnstanceld or nrfSetld or both.

Table 2-41 NrfConfigData
e

Field Name Data Type P Default Value Description
nrflnstanceld String C 6faflbbc-6e4a-2 | Indicates the NF Instance ID of the
828-a507- preferred NRF.
aldef8elbcba Note: When only nfinstanceid is provided,
then SCP forwards the route to the
matching NRF with nfinstanceid.
nrfSetld Array C setnrfll.nrfset.5g | The NF Set ID of the preferred NRF.

c.mnc012.mcc34
5

Array(nrfSetid) uses the value from the
first index even if multiple values are
added.

Note: When only nfSetld is provided, then
SCP supports load balancing to the
matching NRFs selected by nfSetld.
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@® Note

If both nfinstanceid and nfSetld are provided, SCP forwards the route to the matching
NRF with nfinstanceid; if it fails, then SCP does an alternate route to the NRFs
selected by nfSetid.

Resource Definition
GET REST API
This resource fetches the NrfConfiguration data based on the query parameters.

Resource URI: /ocscp/scpc-configuration/v1/nrf-configuration

Table 2-42 URI Query Parameters Supported by the GET Method

Field Name Data Type P Description

Service String (0] Indicates the configuration name. If the
parameter is empty, all configurations are
returned.

Table 2-43 array(NrfConfigurationWrapper)

Field Name P Cardinality Response Description

Code
array(NrfConfigurationWrapp | M 1 200 OK The list of NrfConfigurations available.
er)

Preferred NRF oauth2 GET SCP JSON example:

$ curl -X'CGET" '"http://10.75.212.36: 30174/ ocscp/ scpc-configuration/vl/nrf-
configuration?service=nnrf-oauth2' -H 'accept:
application/json'

{
"service": "nnrf-oauth2",
“nrfConfigbData": {
"nrflnstancel d": "6faf lbbc-6eda-2828-a507-aldef 8elbc5a",
"nrfSetld": [
“setnrfl 1. nrfset.5gc. mc012. ncc345"
]
}
}
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Preferred NRF disc GET SCP JSON example:

$ curl -X"GET" '"http://10.75.226.46: 32224/ ocscp/ scpc-configuration/vl/nrf-
configuration?service=nnrf-disc' -H"'accept:
application/json'

{
"service": "nnrf-disc",
"nrfConfigData": {
"nrflnstancel d": "6faf lbbc-6eda-2828-a507-al4ef 8elbcha",
"nrfSetld": [
"setnrfl 1. nrfset.5gc. mc012. ncc345"
]
}
}

PUT REST API
This resource update the NrfConfiguration data using the request body.

Resource URI: /ocscp/scpc-configuration/v1/nrf-configuration

Table 2-44 Data Structures Supported by the PUT Response Body
|

Name P Cardinality Response Description
Code
NrfConfiguration M 1 200 OK Indicates NrfConfiguration to be set.
ProblemDetails M 1 400 BAD Returns when both the nfinstancid
REQUEST and nrfsetid are not present.

JSON Example of NRF Configuration for PUT

Successful response for NRF oauth2:

$ curl -X"PUT" "http://10.75.212. 36: 30898/ ocscp/ scpc-configuration/vl/nrf-
configuration?service=nnrf-oauth2' -H 'accept: */*' -H ' Content-Type:
application/json' -d ' {"service": "nnrf-oauth2","nrfConfigData":
{"nrflnstancel d": "6faf lbbc-6eda-2828-a507-aldef8elbc5a","nrfSetld":
["setnrfl1l.nrfset.5gc. mc012. ncc345"]}}

{
"service": "nnrf-oauth2",
“nrfConfigbData": ({
"nrflnstanceld": "6faflbbc-6eda-2828-a507-aldef 8elbcsa",
"nrfSetld": [
"setnrfl 1. nrfset.5gc. mc012. ncc345"
]
}
}
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Successful response for NRF disk:

$ curl -X"PUT" '"http://10.75.226.46: 32224/ ocscp/ scpc-configuration/vl/nrf-
configuration?service=nnrf-disc' -H"'accept: */*' -H'Content-Type:
application/json' -d

{
"service": "nnrf-disc",
"nrfConfigData": {
"nrflnstancel d": "6faf lbbc-6eda-2828-a507-al4ef 8elbcha",
"nrfSetld": [
"setnrfll. nrfset.5gc. mc012. ncc345"
]
}
p

Failure response:

$ curl -X"PUT" "http://10.75.212. 36: 30898/ ocscp/ scpc-configuration/vl/nrf-
configuration?service=nnrf-oauth2' -H 'accept: */*' -H ' Content-Type:
application/json' -d ' {"service": "nnrf-oauth2","nrfConfigData": { }}'

"title": "Forbidden",
"status": "403",

“detail": "Mnimmone val ue nfinstanceid or nfinstancesetid nmust present”,
"instance": "/ocscp/scpc-configuration/vl/nrf-configuration?service=nnrf-
oaut h2",

"cause": "I NVALI D_REQUEST_BODY"
}

2.8 OAuth2.0 Configurations

This section provides information about NRF configurations and configuring access token
granularity and requests for NF types or NF service instances.

2.8.1 Configuring OAuth2.0 Access Token Granularity

This section provides information about configurations required for access token granularity
and access token requests for NFType, specific NF, or NF instance ID.

Resources

The following table describes the resource name to retrieve, add, and delete the access token
granularity configurations data based on the query parameters.
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Resource Name Resource URI HTTP Description
Method

oauth2-authorization/ | /ocscp/scpc- GET Retrieves access token granularity configurations.
access-token- configuration/vl/
granularity oauth2-authorization/

access-token-

granularity
oauth2-authorization/ | /ocscp/scpc- PUT Adds an access token granularity configuration.
access-token- configuration/vl/
granularity oauth2-authorization/

access-token-

granularity
oauth2-authorization/ | /ocscp/scpc- DELETE | Removes an access token granularity configuration.
access-token- configuration/vl/
granularity oauth2-authorization/

access-token-

granularity

Data Model

Request Body

The following table describes the field names of the accessTokenGranularityWrapper data
model.

Table 2-46 accessTokenGranularityWrapper

Field Name Data Type P Default Value Description
ruleName String defaultNonRoaming Indicates the unique string that
works as an ID.
data AccessTokenGra | M See Table 2-47 Indicates the specific data for each
nularityData OAuth2 configuration type.

@® Note

There are two default entries: one for non-roaming and another for roaming.

Table 2-47 AccessTokenGranularityData
e ______________________________________ |

Field Name Data Type P Default Value Range Description
requesterPImnid | PLMN List C null empty or plmn Indicates the list of Local
S ids PLMNSs IDs.

Note: These can be present
for NON_ROAMING traffic,
but not mandatory to have it
in this scenario.
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sTokenGranularit
y

Field Name Data Type P Default Value Range Description
targetPImnlds PLMN List null empty or plmn Indicates the list of target
ids PLMN IDs.
Note: These can be present
for NON_ROAM NG traffic as
well, but not mandatory to
have it in this scenario.
trafficScenario enum M NON-ROAMING | NON-ROAMING | Represents Local PLMN
messages.
consumerNfType | Array (0] null empty or Valid Indicates the list of consumer
S NF Type NF types.
targetNfTypes Array M * * or Valid NF Indicates the list of Target NF
Types types.
targetServiceNa | Array (0] null empty or valid Indicates the list of Target
mes service names service names.
supportedAcces | enum M NF-TYPE NF-TYPE or NF- | This configuration is used

INSTANCE

when SCP initiates access
token process. Based on this
value, SCP determines
whether to use NF-Type of
NF-Instance based query.

There possible values are:

e NF-TYPE: NF:
Represents target NF
type based access
token.

*  NF-INSTANCE:
Represents target NF
instance ID based
access token.
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e","nflnsta
ncel d",

"scope", "nf
Type","targ
et Nf Type"],

"preferred"

t"stri ngl",
"string2"]
}1

"interScp":
{

"mandat or y"

["grant _typ
e","nflnsta
ncel d",
"scope",

"nf Type",
"target Nf Ty
pe","target
Nf Set1d"],

"preferred"

["stringl",
"string2"]
}
¥
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Field Name Data Type P Default Value Range Description
accessTokenReq | accessTokenReq | O Structure of composite type | Access token request info
Info Info Data accessTokenReq configuration is used when
Info Data: SCP initiates access token
process. SCP composes
"accessToke query parameters based on
nReq nf o": these mandatory and _
preferred parameters. Also, it
{ provides separate section for
. . intra-SCPand inter-SCP.
l'ocal Pl m The operator is expected to
{ configure
_ AccessTokenReql nfo" as
"intrascp”: per the allowed access token
{ in the deployed network.
e The Mandat ory list
" mandat or y" defines the attributes
: that are required in an
["grant _typ access token request so

that NRF can issue the
access token.

e Thepreferred list
defines the attributes
that are expected to be
used in access token
requests based on their
presence in 5G SBI
requests from consumer
NF; for example, if
attributes are present,
they are used in access
token requests;
otherwise, they are not.
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Field Name

Data Type

P

Default Value

Range

Description

"rempt ePl m

"

"intraScp":
{

"mandat or y"

["grant typ
e","nflnsta
ncel d",

"scope", "nf

Type","targ
et Nf Type"],

"preferred"

["stringl",
"string2"]
b
}

Default:

"accessToke
nReql nf o":

{

"l ocal Pl m"

{

"intraScp":
{

"mandat or y"

["grant _typ

e","nflnsta
ncel d",

"scope", "nf
Type","targ
et Nf Type"]

b

"interScp":
{
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Table 2-47 (Cont.) AccessTokenGranularityData

e ______________ _____________ _________ ______________________|
Field Name Data Type P Default Value Range Description

"mandat or y"

["grant typ

e","nflnsta
ncel d",

"scope", "nf
Type","targ
et Nf Set 1 d",

"target Nf Se
trd"],]
}

}
}

Response Body

The response body data model varies based on Rest operation status.

Table 2-48 Response Body
|

Data Type P Cardinality Response Codes Description
array(accessTokenGranulari | M 1 200 OK Indicates the list of
tyWrapper) oauth2 configurations

(accessTokenGranula
rityWrapper) Matching
criteria.

ProblemDetails M 1 400 BAD REQUEST | Returns when invalid
combination or more
than 3 query
parameters are
provided.

JSON Example of "accessTokenGranularityWrapper"

[
{

"rul eNane": "defaul t NonRoam ng",
"data": {
"trafficScenario": "NON ROAM NG',
"target Nf Types": [

"y

]

upport edAccessTokenG anul arity": "NrF- TYPE",
"accessTokenReqgl nfo": {
"l ocal Plm": {
"intraScp": {
"mandat ory": ["grant _type", "nflnstanceld",

nf Type", "t ar get Nf Type"]

"scope",
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"interScp": {
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"mandatory": ["grant_type","nflnstanceld",
"scope", "nf Type", "target Nf Set 1 d", "target Nf Set | d"]
}

"requesterPl mlds": [{"ncc":"325","mc":"13"}, { "mcc": "326","mc":

}
}
1
b
{
"rul eNane": "Configl",
"data": {
"14'}],

"tal'get Pl n.nldsn [{nn.CCu:||324u7un.nCn:||12||}’ { lln.ccn: ||327||’n rmC"Z " 15u}] ’

"trafficScenario": "NON-ROAM NG',
"consumer Nf Types": ["PCF","UDM'],
"target Nf Types": ["PCF","UDM],

"target ServiceNames": ["nudm uecnt, "nudm sdnm'],
"support edAccessTokenGranul arity": "NFTYPE",

"accessTokenReql nfo": {
“local Plm": {
"intraScp": {

"mandatory"”: ["grant_type","nflnstancel d",

"scope", "nf Type", "target Nf Type"],

"preferred": ["requesterFqdn","targetPl m"]

}1
"interScp": {

"mandat ory": ["grant _type","nflnstanceld", "scope", "nfType",

“target Nf Type", "target Nf Set1d"],

"preferred": ["requesterFqdn","targetPl m"]

Resource Definition

GET REST API

This resource fetches the Oauth2 configuration (accessTokenGranularityWrapper) based on

the query parameters.

If no query parameter is provided, all message priorities are returned.

Resource URI: /ocscp/scpc-configuration/v1l/oauth2-authorization/access-token-granularity

Table 2-49 URI Query Parameters Supported by the GET Method

Field Name Data Type P

Description

ruleName String

Indicates the configuration name. If the
parameter is empty, all configurations are
returned.
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Table 2-50 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Description

Code
array(accessTokenGranula | M 1 200 OK Indicates the list of OAuth2
rityWrapper) configurations

(accessTokenGranularityWrapp
er) matching criteria.

ProblemDetails M 1 400 BAD Returns when an invalid
REQUEST combination or more than three
query parameters are provided.

Example

Successful response 1

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-confi guration/ vl/ oaut h2-
aut hori zati on/ access-token-granularity" -H "accept: application/json"

Response Body:

[
{

"rul eNanme": "defaul t NonRoani ng",
"data": {
"trafficScenario": "NON ROAM NG',
"target Nf Types": [

"y

]

upport edAccessTokenG anul arity": "NrF- TYPE",
"accessTokenReql nfo": {
“local Plm": {
"intraScp": {
"mandatory”: ["grant_type","nflnstanceld",

nf Type", "target Nf Type"]
b
"interScp": {
"mandatory": ["grant_type", "nflnstanceld", "scope","
"target Nf Type", "target Nf Set|d"]

}

"scope",

nf Type",

}
o
{
"rul eName": "Configl",

"data": {

"requesterPl mlds": [{"mcc":"325","mc":"13"}, { "nmcc": "326","mc":
"14'}],

"targetPlmlds": [{"mcc":"324","mc":"12"}, { "nrc": "327","mmc": "15"}],

"trafficScenario": "NON-ROAM NG',

"consumer Nf Types": ["PCF","UDM'],

"target Nf Types": ["PCF","UDM],

"target ServiceNames": ["nudm uecn, "nudm sdn']
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"support edAccessTokenGranul arity": "NFTYPE",
"accessTokenReqgl nfo": {
“local Plm": {
"intraScp": {
"mandatory": ["grant_type","nflnstancel d",
"scope", "nf Type", "target Nf Type"],
"preferred": ["stringl","string2"]
b
"interScp": {
"mandatory": ["grant_type","nflnstanceld", "scope
“target Nf Type", "target Nf Set1d"],
"preferred": ["stringl","string2"]

Successful response 2
$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- confi gu

aut hori zati on/ access-t oken-granul arity?rul eNanme=def aul t NonRo
"accept: application/json"

[

{
"rul eNane": "defaul t NonRoam ng",
"data": {
“trafficScenario": "NON ROAM NG',
"target Nf Types": [
1,
"support edAccessTokenGranul arity": "NFTYPE",
"accessTokenReqgl nfo": {
“local Plm": {
"intrascp": {
"mandatory": ["grant _type","nflnstanceld",
"scope", "nf Type", "target Nf Type"]
¥
"interScp": {

"mandatory": ["grant _type","nflnstanceld", "scope
"target Nf Type", "target Nf Set1d"]
}
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Failure response

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- confi gurati on/ vl/ oaut h2-
aut hori zati on/ access-token-granul arityrul eName=0j hasf| akhsdvg" -H "accept:
application/json"

{
"title": "Not Found",
"status": "404",
"detail": "access Token Granularity configuration data not found agai nst

given query paraneter(s), Please refer to the User Quide",
"instance": "/ocscp/scpc-configuration/vl/rul eNanme=oj hasfl akhsdvg",
"cause": "DATA NOT_FOUND'

}

PUT REST API

This resource adds one Oauth 2 configuration (accessTokenGranularityWrapper) using the
request body.

If no query parameter is provided, all message priorities are returned.

Resource URI: /ocscp/scpc-configuration/v1l/oauth2-authorization/access-token-granularity

Table 2-51 Data Structures Supported by the PUT Response Body

Name P Cardinality Response Description
Code
array(accessTokenGranularit | M 1 200 OK Indicates the list of oauth2
yWrapper) configurations
(accessTokenGranularityWrapper)
matching criteria.
ProblemDetails M 1 400 BAD Returns the ProblemDetails when
REQUEST an invalid combination or more than
three query parameters are
provided.

Example

Successful response$ curl -X PUT "http://10.75.226. 108: 32551/ ocscp/ scpc-
configuration/vl/ oaut h2-aut hori zati on/ access-token-granul arity" -H "accept:
application/json" -H "Content-Type: application/json" -d

“{\"rul eName\":\"Config2\",\"data\":{\"trafficScenario \":\"NO\N

ROAM NG "}, \"target Nf Types\":\

["PCR\"]},\"supportedAccessTokenG anul arity\": " NFType\"}"

{
"rul eNane": "Config2",

"data": {

"trafficScenario ": "NON-ROAM NG',

"target Nf Types": ["PCF'],

"support edAccessTokenG anul arity": "NFType"
}
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200 X
Failure response$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpc-
configuration/vl/ oaut h2-authorization/access-token-granul arity” -H "accept:
application/json" -H "Content-Type: application/json" -d
“{\"rul eName\":\"Config2\",\"data\": {\"target Nf Types\":\
["PCF\"]},\"supportedAccessTokenG anul arity\": " NFType\"}"
{
"title": "Bad Request",
"status": "400",
"detail": "trafficScenario Chject is mssing, Please refer to the User
CQui de. ",
"instance": "/ocscp/scpc-configuration/vl/ oauth2-authorization/access-token-
granularity",
"cause": "MANDATORY_| E_M SSI NG'
}

DELETE REST API

This resource removes one Oauth 2 configuration (accessTokenGranularityWrapper) based on
guery parameters.

Resource URI: /ocscp/scpc-configuration/v1l/oauth2-authorization/access-token-granularity

Table 2-52 URI Query Parameters Supported by the DELETE Method
|

Name

Data Type P Cardinality Description

ruleName

Defines the name of the rule.
The name of the rule must be
unigue.

String (0] 1

Table 2-53 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardinality Response Description
Code
None - - 204 OK In a success case, only the
response code is returned.
ProblemDetails M 1 404 NOT Returns when no matching
FOUND entry is found.
Example

Successful response

$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc- confi gurati on/ v1l/ oaut h2-
aut hori zati on/ access-token-granul arity?rul eName=Confi g2"-H "accept: application/
json"*/*"

204K

Failure response
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$ curl -X DELETE "http://10.75.226. 108: 32551/ ocscp/ scpc- confi guration/ v1/ oaut h2-
aut hori zati on/ access-token-granul arity?rul eNane=Confi g222" -H "accept: */*"

{
"title": "Not Found",

"status": "404",

"detail": "oauth2-authorization/access-token-granularity configuration data
not found for the given 'rul eNane': Config222",

"instance": "/ocscp/scpc-configuration/vl/ oauth2-authorizationy/ Config222",

"cause": "DATA NOT_FOUND'

2.8.2 Configuring OAuth2.0 Local PLMN Required

This section provides information about configurations required for local PLMN OAuth2.0.

Resources

The following table describes the resource name to retrieve, add, and remove the Oauth2
required configurations data based on the query parameters.

Table 2-54 Resource Name

required-config

Resource Name Resource URI HTTP Description

Method
oauth2-authorization/ | /ocscp/scpc- GET Retrieves the Oauth2 required configurations.
local-pImn-oauth2- configuration/vl/

oauth2-authorization/
local-plmn-oauth2-
required-config

required-config

oauth2-authorization/ | /ocscp/scpc- PUT Adds and updates the Oauth2 required configuration.
local-plmn-oauth2-

configuration/vl/
oauth2-authorization/
local-plmn-oauth2-
required-config

required-config

oauth2-authorization/ | /ocscp/scpc- DELETE | Removes one Oauth2 required configuration.
local-plmn-oauth2-

configuration/vl/
oauth2-authorization/
local-plmn-oauth2-
required-config

Data Model

Request Body

The following table describes the field names of the Oauth2RequiredWrapper data model.

Table 2-55 Oauth2RequiredWrapper

Field Name Data Type P Default Value Description

ruleName String M default Indicates a unique
string that works as an
ID.
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Field Name

Data Type

P

Default Value

Description

data

dData

LocalNfOauth2Require

M

See Table 2-56

Indicates the specific
data for each OAuth2
configuration type.

Table 2-56 LocalNfOauth2RequiredData

Field Name Data Type P Default Value Range Description
nfType String M * * or Valid NF Indicates the producer NF
type types for this configuration.
localPImnids PLMN List 0] - empty or Valid Indicates the list of Local
service Names | PLMNs IDs of Producers.
Following this pattern:
[{Elrmcil:51234lllﬂrmc":
“ 987" } , {u rrccu : “ 1231- ,
" ITnC" : " 987" } ,
{...}....]
serviceNames Array (@) - empty or valid Indicates the list valid
service names services names of NF types.
nfinstanceldsList | Array (@) - empty or Indicates the list of producer
instance ids NF instances IDs.
nfServicelnstanc | Array 0] - empty or service | Indicates the list of producer
eldsList instance ids NF service IDs.
oauth2Required | Boolean M false true or false OAuth2Required indicates

that OAuth2.0 based

authorization is required:

e Iftrue, it means an
access token is required
at the selected target NF
service instance and for
service requests.

« |If false, then it means an
access token is not
required at the selected
target NF service
instance for service
requests.
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Table 2-56 (Cont.) LocalNfOauth2RequiredData
|

Field Name Data Type P Default Value Range Description
defaultScope Oauth2DefaultSc | O {scopeSour ce: |"SERVI CE- Provides different scopes
opeData NFTYPE} SPECI FI C'/ " NF | selection options which can
-TYPE"/ be used in the access token
" CUSTOM process.
SCOPE" SERVICE-SPECIFIC: The

scope is selected from
incoming service request.

NF-TYPE: The scope is
selected based on the
configured NF type (all the
services under this NF type
will be the scope list).

CUSTOM-SCOPE: Allows to
explicitly configure the
required NF services for
scope.

Table 2-57 Oauth2DefaultScopeData Model

o
Field Name Data Type P Default Value Description

scopeSource enum M NFTYPE Indicates enum with
three different
values:ScopeSour ce
Enum { " SERVI CE-
SPECI FIC', "NF-
TYPE", " CUSTOM
SCOPE"; }

scopelist Array C - List of of valid
services, this is
mandatory when
scopeSour ce is
CUSTOM-SCOPE
and SERVI CE-
SPEC! FI Cand NF-
TYPE are null.

Response Body

The response body data model varies based on REST operation status.

Table 2-58 Response Body
|

Data Type P Cardinality Response Codes Description
array(Oauth2Required | M 1 200 OK List of OAuth2
Wrapper) configurations

(Oauth2RequiredWrap
per) matching criteria.
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“nf Type": "AWF",

"l ocal Pl rml ds": [ {" nmce': 325", "mc": " 13"} ) { "nce”:

Data Type P Cardinality Response Codes Description
ProblemDetails 1 400 BAD REQUEST Returns when an
invalid combination or
more than three query
parameters are
provided.
Example,
[
{
"rul eNane": "default",
"data": {
“nf Type": "*"
"oaut h2Requi red": fal se,
"defaul t Scope": {
"scopeSour ce": "NF-TYPE"
}
}
oA
"rul eNane": "configl",
"data": {

"326","mc": "14"}],

"serviceNanes": ["nudmee"],
"nflnstanceldsList": ["laaf lbbc-6eda-4454-a507-11111111111",
"laaf 1bbc- 6eda- 4454- a507- 222222222222" ],
"nf Servi cel nstancel dsLi st": ["laaf lbbc- 6eda-4454-0000-11111111111",
"laaf 1bbc- 6eda- 4454- 0000- 222222222222" ],
"oaut h2Requi red": true,
"defaul t Scope": {
"scopeSour ce": " CUSTOM SCOPE",
"scopel ist":["nudmuecnt, "nudm sdni]

Resource Definition

GET REST API

This resource fetches the Oauth2 configuration (Oauth2RequiredWrapper) based on the query

parameters.

Resource URI: /ocscp/scpc-configuration/vl/oauth2-authorization/local-plmn-oauth2-required-

config
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Table 2-59 URI Query Parameters Supported by the GET Method
|

Field Name Data Type P Description

ruleName String (0] Indicates the configuration name. If the
parameter is empty, all configurations are
returned.

Table 2-60 Data Structures Supported by the GET Response Body

Data Type P Cardinality Response Description

Code
array(Oauth2RequiredWra | M 1 200 OK Indicates the list of oauth2
pper) configurations

(Oauth2RequiredWrapper)
matching criteria.

ProblemDetails

M 1 400 BAD Returns when an invalid
REQUEST combination or more than three
query parameters are provided.

Example

Successful response 1$ curl -X GET "http://10.75.226. 108: 32551/ ocscp/ scpc-
configuration/vl/ oaut h2-aut hori zation/ | ocal - pl m-oaut h2-required-config" -H
"accept: application/json"

[

{
"rul eNange": "default",
"data": {
“nf Type": "*"
"oaut h2Requi red": fal se,
"defaul t Scope": {
"scopeSource": "NF-TYPE'
}
}
3o A
"rul eNane": "configl",
"data": {
“nf Type": "AWF",

“local Plmlds": [{"ntc":"325","mc":"13"}, { "ncc": "326","mc": "14"}],
“servi ceNames": ["nudmee"],
"nflnstancel dsList": ["laaf lbbc-6eda-4454-a507-11111111111",
"laaf 1bbc- 6eda- 4454- a507- 222222222222" ],
"nf Servi cel nstancel dsLi st": ["laaf lbbc-6eda-4454-0000-11111111111",
" laaf 1bbc- 6eda- 4454- 0000- 222222222222"],
"oaut h2Requi red": true,
"defaul t Scope": {
"scopeSour ce": " CUSTOM SCOPE",
“scopel ist":["nudmuecnt, "nudm sdni]
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Failure response$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-
configuration/vl/ oaut h2-aut hori zation/| ocal - pl m- oaut h2-required-
confi grul eName=o0j hasf | akhsdvg" -H "accept: application/json"

{
"title": "Not Found",
"status": "404",
"detail": "oauth2 configuration data not found against given query

paraneter(s), Please refer to the User Quide",
"instance": "/ocscp/scpc-configuration/vl/ rul eNane=oj hasf | akhsdvg",
"cause": "DATA_NOT_FOUND'

}

PUT REST API

This resource adds one Oauth 2 configuration (Oauth2RequiredWrapper) using the Request
Body.

Resource URI: /ocscp/scpc-configuration/v1/oauth2-authorization/local-plmn-oauth2-required-
config

Table 2-61 Data Structures Supported by the PUT Response Body

Name P Cardinality Response Description
Code
array(Oauth2RequiredWrapp | M 1 200 OK Indicates the list of oauth2
er) configurations
(Oauth2RequiredWrapper)
matching criteria
ProblemDetails M 1 400 BAD Returns when an invalid
REQUEST combination or more than three
query parameters are provided.

Example

Successful response$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpc-
configuration/vl/ oaut h2-aut hori zation/| ocal - pl m-oaut h2-required-config" -H
"accept: application/json" -H "Content-Type: application/json" -d

“{\"rul eName\ ":\"Config2\",\"data\":

{\"NFType\":\"PCF\ "}, \ " oaut h2Requi red\": true}"

{
"rul eNane": "Config2",
"data": {
“nf Type": "PCF",
"oaut h2Required": true,
}
}
200 K
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DELETE REST API

This resource removes one Oauth 2 configuration (Oauth2RequiredWrapper) based on query
parameters.

Resource URI: /ocscp/scpc-configuration/v1/oauth2-authorization/local-plmn-oauth2-required-
config

Table 2-62 URI Query Parameters Supported by the DELETE Method

- _________________ |
Name Data Type P Cardinality Description

ruleName String (0] 1 Indicates the rule name.

Table 2-63 Data Structures Supported by the DELETE Response Body
e

Data Type P Cardinality Response Description
Code
None - - 204 OK Returns the successful
response. Only response code
is returned.
ProblemDetails M 1 404 NOT Returns when no matching
FOUND entry is found.
Example

Successful response

$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/
oaut h2- aut hori zati on/ | ocal - pl m- oaut h2-requi r ed- confi g?rul eName=Confi g2" -H
"accept: application/json" */*"

204 K

Failure response$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc-
configuration/vl/ oaut h2-aut hori zation/ | ocal - pl m-oaut h2-required-config?
rul eName=Confi g222" -H "accept: */*"

{
"title": "Not Found",
"status": "404",
"detail": "Cauth2 configuration data not found for the given 'rul eNane':
Confi g222",
"instance": "/ocscp/scpc-configuration/vl/ oauth2-authorizationy/Config222",
"cause": "DATA_NOT_FOUND'
}

2.9 Configuring Error Profiles

This section provides information about configuring different Error Profiles, which can be used
to build problem details sent in response body to the consumer.
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The following table describes the resource name to retrieve, add, update, and remove error
profile configuration based on the query parameters.

Table 2-64 Resource Name

configuration/{version}/
error-response-profile/
{name}

name is in use, it can't be deleted.

Resource Name Resource URI HTTP Description
Method
error-response-profile | /ocscp/scpc- GETALL Retrieves all error profile configurations.
configuration/{version}/
error-response-profile
error-response-profile | /ocscp/scpc- GET Retrieves error profile configuration for given name.
configuration/{version}/
error-response-profile/
{name}
error-response-profile | /ocscp/scpc- PUT Add or update error profile configuration for given name.
configuration/{version}/
error-response-profile/
{name}
error-response-profile | /ocscp/scpc- DELETE | Deletes error profile configuration for a given name; if the

Data Model

Request Body

The following table describes the field names of the ErrorProfileData data type.

Table 2-65 ErrorProfileData

Field Name Data Type P Description

name (256) String M Name of the configuration
record

errorProfile JSON M Error Profile JSON object

Table 2-66 ErrorProfile

Parameter Data Type | P Default Allowed | Description
Value Value
status Integer M 500 300-511 HTTP Status Code
cause String M UNSPECI F | For list of | This parameter indicates the list of error causes
| ED_NF_F | error that are specific to the occurrence of the
Al LURE causes, problem.
see
Table 2-72
customCause String C null NA User defined custom cause. This field will be
(256) used only if cause field value is set to
"CUSTOM".
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Parameter Data Type | P Default Allowed | Description
Value Value
title String O I nternal | NA If this field is null, a standard HTTP status code
(256) Server description is added.
Error
detail enum (@] null NA If present, the same data is used; otherwise, the
application can add it optionally.
retryAfter Integer C 0 NA This parameter indicates the number of seconds
after client should retry.
redirectURL String C null NA This parameter indicates the AbsoluteURL of
(256) the resource to which the message is
redirected.

Request Body JSON Format

{
"name": "defaultErrorProfile",
“errorProfile": {
"status": 500,
"cause": "UNSPECI FI ED_NF_FAI LURE",
"cust onCause": nul |,
"title": "INTERNAL_SERVER ERRCR',
"detail": null,
"retryAfter": 0,
"redirectURL": null
}
}

Resource Definition

GET REST API:

This resource fetches all the error profile based on the query parameters.

Resource URI: / ocscp/ scpc-configuration/{version}/error-response-profile

The following table describes the data structure supported by the GET method on this

resource.

Table 2-67 Data structures supported by the GET Response Body

Data Type P Cardina | Response codes | Description
lity
errorProfile M 1.N 200 OK Indicates error profile configurations.

This resource fetches all the error profile based on name.

Resource URI: / ocscp/ scpc-confi guration/{version}/error-response-

profil e/ {nane}
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The following table describes the path parameter supported by the GET method on this

resource.

Table 2-68 Path Parameter

Name Data Type P Description
name String Fetches configurations on
name.
Example

Successful response - 1

$ curl -X"CGET'\ '"http://10.75.212.104: 31109/ ocscp/ scpc-configuration/vl/

error-response-profile'\ -H 'accept:
application/json'

[

{
"name": "ccaHeader Not PresentError",
"errorProfile": {
"status": 400,
"cause": "MANDATORY_I E_M SSING',
"title": "BAD REQUEST",
"detail": "Bad Request, Mandatory 3gpp-Shi-Cient-Credential header
m ssi ng",
“retryAfter": 0
1
b
{
"name": "ccaVerificationError",
"errorProfile": {
"status": 403,
"cause": "CCA VERI FI CATI ON_FAI LURE",
"title": "FORBI DDEN',
"detail": "Forbidden, CCA verification failed",
“retryAfter": 0
1
¥
{
"name": "defaultErrorProfile",
"errorProfile": {
"status": 500,
"cause": "UNSPECI FI ED NF_FAI LURE",
"title": "I NTERNAL SERVER ERRCR',
"detail": "Internal Server Error",
“retryAfter": 0
1
¥
{

"errorProfile": {
“status": 5083,
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"cause": "NF_CONGESTI ON_RI SK",
"title": "NF service is overloaded/ congested",
"detail": "NF service is overloaded/congested"
}
}
]

Successful response - 2

$ curl -X "GET"\'http://10.75.212.104: 31109/ ocscp/ scpc-configuration/vl/error-
response-profile/defaul tErrorProfile'\ -H 'accept:
application/json'

[
[

{
"rul eName": "udmtest",
"data": {
“nf Servi ceName": "nudm uecnt,
“htt pMet hods": [
" GET",
" PCST"
1,
"messageType": "REQUEST",
"enabl eAssi gnPriority": true,
"assignPriority": 10,
“enabl eOverridePriority": fal se,
"overridePriority": -1
}
}
]
Failure Case

$ curl -X "GET'\'http://10.75.212.104: 31109/ ocscp/ scpc-configuration/vl/error-
response-profile/defaultError'\-H "accept: application/json’

{
"title": "Not Found",

"status": "404",

"detail": "Error Profile data not found against given name. Please refer to
the User Cuide.",

"instance": "/ocscp/scpc-configuration/vl/error-response-profile/
defaul tError",

"cause": "DATA _NOT_FOUND'

}
]

PUT REST API:
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This resource adds or updates the error profile configuration using the request body.
Resource URI: / ocscp/ scpc-configuration/{version}/error-response-
profil e/ { nane}

Table 2-69 Data Structures Supported by the PUT Response Body
|

Data Type P Cardina | Response codes | Description
lity
errorProfile M 1 200 OK Indicates Error Profile to be added.
ProblemDetails M 1 400/404 Returns ProblemDetails.
Example

Successful response

$ curl -X "PUT"\"'http://10.75.212.104: 31109/ ocscp/ scpc-configuration/vl/error-
response-profile/defaul tErrorProfile'\ -H 'accept:

application/json'\ -H'Content-Type:

application/json'\ -d '{"name":

“defaul tErrorProfile","errorProfile": {"status": 500, "cause":

"UNSPECI FI ED_NF_FAILURE","title": "INTERNAL_SERVER ERROR', "detail":
“Internal

Server Error", "retryAfter": 0}}'

{
"name": "defaul tErrorProfile",
"errorProfile": {
"status": 500,
"cause": "UNSPECI FI ED NF_FAI LURE",
"title": "INTERNAL SERVER ERRCR',
"detail": "Internal Server Error",
"retryAfter": 0
}
}
Failure Case

$ curl -X "PUT"\"'http://10.75.212.104: 31109/ ocscp/ scpc-configuration/vl/error-
response-profile/defaul tErrorProfile' \-H 'accept:

application/json'\-H "' Content-Type:

application/json'\ -d '{"name":

"defaul tErrorProfile","errorProfile": {"status": 500, "cause":
"abc","title":

"I NTERNAL_SERVER ERROR',"detail": "Internal Server Error",
"retryAfter":

0}’

{
"title": "Bad Request",
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"status": "400",

"detail": "The val ue given should be either 'custom or present in
ApplicationError EnumList. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/error-response-profile/
defaul tErrorProfile",

"cause": "MANDATORY_I E_M SSI NG'

}
DELETE REST API:

This resource deletes the error profile configuration data based on name.

Resource URI: / ocscp/ scpc-confi guration/{version}/error-response-
profil e/ { nane}

Table 2-70 Path Parameter

Name Data Type P Description
name String M Delete configurations for
name.

Table 2-71 Data structures supported by the Delete Response Body on this resource

Data Type P Cardinalit | Response codes Description
y
ProblemDetails M 1 400/404 Problem Details.
Example

Successful response

$ curl -X "DELETE \'http://10.75.212.104:31109/ ocscp/ scpc-configuration/vl/
error-response-profile/defaultErrorProfile’ \-H'accept: application/

json' Server response

Code Details

204

Response headers

date: Fri,12 May 2023 07:13:56 GMI

Failure case

$ curl -X 'DELETE \'http://10.75.212.104: 31109/ ocscp/ scpc-configuration/vl/
error-response-profile/defaultErrorProfile’ \ -H 'accept: application/json'

{
"title": "Not Found",

"status": "404",

"detail": "Error Profile data not found against given name. Please refer to
the User Cuide.",

"instance": "/ocscp/scpc-configuration/vl/error-response-profile/
defaul tErrorProfile”,
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"cause": "DATA_NOT_FCUND'
}

Protocol or application Error

Table 2-72 Common Protocol and Application Errors
|

Protocol or application Error HTTP status code Description

INVALID_API 400 Bad Request The HTTP request contains an
unsupported API name or API version
in the URI.

INVALID_MSG_FORMAT 400 Bad Request The HTTP request has an invalid
format.

INVALID_QUERY_PARAM 400 Bad Request The HTTP request contains an

unsupported query parameter in the
URI. See NOTE 1.

MANDATORY_QUERY_PARAM_INCO [ 400 Bad Request A mandatory query parameter, or a
RRECT conditional query parameter that is
mandatory, for an HTTP method was
received in the URI with a semantically
incorrect value. See NOTE 1.

OPTIONAL_QUERY_PARAM_INCORR | 400 Bad Request An optional query parameter for an
ECT HTTP method was received in the URI
with a semantically incorrect value that
prevents successful processing of the
service request. See NOTE 1.

MANDATORY_QUERY_PARAM_MISSI | 400 Bad Request A query parameter that is defined as
NG mandatory, or as conditional but
mandatory, for an HTTP method is not
included in the URI of the request. See
NOTE 1.

MANDATORY_IE_INCORRECT 400 Bad Request A mandatory |IE within the JSON body,
within a variable part of an

api Speci fi cResour ceUri Part or
within an HTTP header, or a conditional
IE but mandatory for an HTTP method
was received with a semantically
incorrect value. See NOTE 1.

OPTIONAL_IE_INCORRECT 400 Bad Request An optional IE within the JSON body or
within an HTTP header for an HTTP
method was received with a
semantically incorrect value that
prevents successful processing of the
service request. See NOTE 1.

MANDATORY_IE_MISSING 400 Bad Request A mandatory IE within the JSON body
or within the variable part of an

api Speci fi cResourceUri Part or
within an HTTP header, or a conditional
IE but mandatory, for an HTTP method
is not included in the request. See
NOTE 1.

UNSPECIFIED_MSG_FAILURE 400 Bad Request The request is rejected due to an
unspecified client error. See NOTE 2.
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Protocol or application Error

HTTP status code

Description

RESOURCE_CONTEXT_NOT_FOUND

400 Bad Request

The notification request is rejected
because the callback URI still exists in
the receiver of the notification, but the
specific resource context identified
within the notification payload is not
found in the NF service consumer.

CCA_VERIFICATION_FAILURE

403 Forbidden

The request is rejected due to a failure
to verify the CCA at the receiving entity,
for example, an NRF or NF service
producer.

TOKEN_CCA_MISMATCH

403 Forbidden

The request is rejected due to a
mismatch between the subject claim in
the access token and the subject claim
in the CCA.

MODIFICATION_NOT_ALLOWED

403 Forbidden

The request is rejected because the
contained madification instructions
attempt to modify IE, which is not
allowed to be modified.

SUBSCRIPTION_NOT_FOUND

404 Not Found

The request for modification or deletion
of the subscription is rejected because
the subscription is not found in the NF.

RESOURCE_URI_STRUCTURE_NOT
_FOUND

404 Not Found

The request is rejected because a fixed
part after the first variable part of an

api Speci fi cResourceUri Part (as
defined in clause 4.4.1 of 3GPP TS
29.501 [5]) is not found in the NF.

This fixed part of the URI may represent
a sub-resource collection, for example,
contexts, subscriptions, policies, or a
custom operation.

See NOTE 5.

INCORRECT_LENGTH

411 Length Required

The request is rejected due to the
incorrect value of the content-length
header field.

NF_CONGESTION_RISK

429 Too Many Requests

The request is rejected due to
excessive traffic which, if continued over
time, may lead to (or may increase) an
overload situation.

INSUFFICIENT_RESOURCES

500 Internal Server Error

The request is rejected due to
insufficient resources.

UNSPECIFIED_NF_FAILURE

500 Internal Server Error

The request is rejected due to
unspecified reason at the NF. See
NOTE 3.

SYSTEM_FAILURE

500 Internal Server Error

The request is rejected due to generic
error condition in the NF.

NF_FAILOVER

500 Internal Server Error

The request is rejected due to the
unavailability of the NF, and the
requester may trigger an immediate re-
selection of an alternative NF based on
this information. See NOTE 6
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Table 2-72 (Cont.) Common Protocol and Application Errors

e ____________________________________________________|
Protocol or application Error HTTP status code Description

NF_SERVICE_FAILOVER 500 Internal Server Error The request is rejected due to the
unavailability of the NF service, and the
requester may trigger an immediate re-
selection of an alternative NF service
based on this information. See NOTE 6.

NF_CONGESTION 503 Service Unavailable The NF experiences congestion and
performs overload control, which does
not allow the request to be processed.

See NOTE 4.
TARGET_NF_NOT_REACHABLE 504 Gateway Timeout The request is not served as the target

NF is not reachable.
TIMED_OUT_REQUEST 504 Gateway Timeout The request is rejected due to a request

that has timed out at the HTTP client.

@® Note

NOTE 1: inval i dParans attribute is included in the "ProblemDetails" data structure,
indicating unsupported, missing, or incorrect IEs, query parameters, or 3gpp-Shi-
Discovery-* headers.

@ Note

NOTE 2: This application error indicates an error in the HTTP request, and there is no
other application error value that can be used instead.

@® Note

NOTE 3: This application error indicates an error condition in the NF, and there is no
other application error value that can be used instead.

@® Note

NOTE 4: If the reason for rejection is a temporary overload, the NF may include in the
response a Retry-After header field to indicate how long the service is expected to be
unavailable.

@® Note

NOTE 5: If the request is rejected because of an error in an URI before the first
variable part of an "apiSpecificResourceUriPart", the "404 Not Found" HTTP status
code may be sent without the "ProblemDetails" data structure indicating a protocol or
application error.
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@® Note

NOTE 6: The NF service consumer (as receiver of the cause code) should stop
sending subsequent requests addressing the resource contexts in the producer's NF
instance (for NF_FAILOVER) or NF service instance (for NF_SERVICE_FAILOVER) to
avoid massive rejections. The NF service consumer may reselect an alternative NF
service producer as specified in clause 6.5 of 3GPP TS 23.527 [38], for example,
using the binding indication of resource context. It is implementation specific for the
NF service consumer to determine when and whether the NF producer becomes
available again, for example, when there is no other alternative available or at expiry
of a local configured timer.

2.10 Configuring CanaryRelease Options

You can configure CanaryRelease options using REST APIs. The supported operations are:
LIST, GET, and PATCH.

The following REST message samples provide the details about the operations and
parameters for CanaryRelease Options. The default values of parameters related to
CanaryRelease are mentioned in the following samples, however, you can modify these
values. These parameters are applicable at the pod level.

REST Message Samples

Request_Type: GET
URI: / ocscp/ scpc-confi guration/ vl/ canaryrel ease/

Port: 8081

Message

[{

"canar yRel easeFl ag": fal se,
"servi ceNane": "nudm uecnt
"api Ful | Version": "1.R15.1.0",
“canaryTraffic": 5

}
Example:
curl --header 'Content-type: application/json' --header 'accept: application/

json' --request GET http://<SCP configuration FQDN External |P>;8081/ocscp/
scpc-configuration/vl/ canaryrel ease/

[{
"canar yRel easeFl ag": fal se,
"serviceNane": "nudm uecnt,
"api Ful | Version": "2.R16.1.0",

"canaryTraffic": 5
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Request_Type: LIST
Message

curl --header 'Content-type: application/json' --header 'accept: application/
json' --request GET http://<SCP configuration FQDN External |P>; 8081/ ocscp/
scpc-configuration/vl/ canaryrel ease/

[{
"canar yRel easeFl ag": fal se,
"servi ceName": "nudm uecnt,
"api Ful | Version": "2.R16.1.0",
"canaryTraffic": 5

}

Request_Type: PATCH
Field Name and Type: canaryReleaseFlag <Boolean>

Description: Enable or disable canary release support. Set the value of the
canaryReleaseFlag field and mention the serviceName for which the configuration is required
in the resource path of the following curl command.

Default Value: null

Message: canaryReleaseFlag UPDATE Command

curl --header "Content-Type: application/json” --request PATCH --data '{
"canaryRel easeFl ag": true

}' http://<SCP configuration FQDN External |P>:8081/ocscp/scpc-

configuration/vl/ canaryrel ease/ <servi ceNane>

Request_Type: PATCH
Field Name and Type: apiFullVersion <String>

Description: The API full version of the canary service. Set the value of the apiFullVersion
field and mention the serviceName for which the configuration is required in the resource path
of the following curl command.

Default Value: null

Message: apiFullVersion UPDATE Command

curl --header "Content-Type: application/json" --request PATCH --data '{
"api Ful | Version": "2.R16.1.0"

}' http://<SCP configuration FQDN External |P>:8081/ocscp/scpc-

configuration/vl/ canaryrel ease/ <servi ceNane>
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Request_Type: PATCH
Field Name and Type: canaryTraffic <Integer>

Description: The traffic that should be distributed to Canary release. Set the value of the
canaryTraffic field and mention the serviceName for which the configuration is required in the
resource path of the following curl command.

Default Value: null

Message: canaryTraffic UPDATE Command

curl --header "Content-Type: application/json" --request PATCH --data '{
“canaryTraffic": 10

}' http://<SCP configuration FQDN External |P>:8081/ocscp/scpc-

configuration/vl/ canaryrel ease/ <servi ceNane>

2.11 Outlier Detection Configuration

This section describes the REST API configurations required for Outlier Detection. Outlier
Detection is configured for each service in the routing option and for inter-SCP and SEPP in
System Options. Outlier Detection configurations created using this REST API are used in
Routing Options for NF Services and in System Options for inter-SCP and SEPP. This feature
can be disabled at the global or system level and enabled at the NF service level in the routing
option to work for those services.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the
outlier-detection resource type.

Table 2-73 Resources

Resource Name Resource URI HTTP Method Description

outlier-detection /ocscp/scpc-configuration/ GET Retrieves all outlier-detection
{version}/outlier-detection configurations.

outlier-detection locscp/scpc-configuration/ GET Retrieves outlier-detection configuration
{version}/outlier-detection/ for a given ruleName.
{ruleName}

outlier-detection /ocscp/scpc-configuration/ PUT Create or update the outlier-detection
{version}/outlier-detection/ configuration for a given ruleName.
{ruleName}

outlier-detection /ocscp/scpc-configuration/ PATCH Updates outlier-detection configuration by
{version}/outlier-detection/ ruleName.
{ruleName}

outlier-detection /ocscp/scpc-configuration/ DELETE Removes outlier-detection configuration
{version}/outlier-detection/ for a given ruleName. If the rule is in use,
{ruleName} then it cannot remove the ruleName.

Data Model

Request Body

The following table describes outlierDetectionConfig data types.
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Field Name Data Type P Default | Range Description
Value
ruleName String M NA NA Provides the unique rule
present in the outlier
detection table that must not
be repeated.
consecutiveErrors | Integer (0] 100 5-500 Number of consecutive errors
after which an endpoint is
considered unhealthy.
interval String (0] 86400 30 seconds - | Interval after which stale
seconds | 86400 records are removed from the
seconds outlier data cache. Stale
records are identified as the
records that are not
referenced by any message in
this interval.
Note: The i nt erval value
must be significantly greater
than baseEj ecti onTi nme.
baseEjectionTime | String (0] 5 1 second - Duration for which an
seconds | 500 seconds | endpoint is ejected
ErrorList Array(String) | O ["Conn [["Connecti o] List with errors to be
ection |n Error", considered for outlier
Error™ |["Tine detection.
, outs", 301,
"Time 302, 303,
outs", |304, 307,
500, 308, 400,
501, 401, 403,
502, 404, 405,
503, 406, 407,
504, 408, 409 ,
505, 410, 411,
506, 412, 413,
507, 414, 415,
508, 416, 417,
510, 421, 422,
511] 425, 426,
428, 429,
431, 451,
500, 501,
502, 503,
504, 505,
506, 507,
508, 510,
511]
Response Body
JSON Format
{
"rul eName": "defaul tRul e",

"outlierDetectionConfigData": {

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 135 of 393



ORACLE Chapter 2
Outlier Detection Configuration

"consecutiveErrors": 100,
"interval": "86400s",
"baseEj ectionTine": "5s",
"ErrorList": [
"500"
]
}
}

Response Body
JSON Format

{
"rul eNane": "defaul t Rul e",
"outlierDetectionConfigData": {
"consecutiveErrors": 100,
"interval": "86400s",
"baseEj ectionTine": "5s",
"ErrorList": [
"500"
]
}
}

Resource Definition

This section describes GET, PUT, PATCH, and DELETE resource types supported by this
feature.
GET REST API

This section describes the resources to fetch all the outlier-detection configurations.
Resource URI: / ocscp/ scpc-configuration/{version}/outlier-detection

Table 2-75 Data Structures Supported by the GET Response Body

Data Type P Cardinalit | Response Codes Description
y
outlierDetectionConfig | M 1,,N 200 OK Indicates outlier-detection configurations.

Resource to fetch all the outlier-detection configurations based on ruleName.
Resource URI: / ocscp/ scpc-confi guration/{version}/outlier-detection/
{rul eNane}

Table 2-76 Path Parameters

e _____________________ ________ __________________________|
Name Data Type P Description

ruleName String M Fetches configurations on ruleName.
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Table 2-77 Data Structures Supported by the GET Response Body
|

Data Type P Cardinalit | Response codes Description

y
outlierDetectionConfig | M 1 200 OK Indicates outlier-detection configurations.
ProblemDetails M 1 404 Provides problem details.

PUT REST API
This section describes outlier-detection configurations for a given data.
Resource URI: / ocscp/ scpc-configuration/{version}/outlier-detection/

{rul eNane}

Table 2-78 Data Structures Supported by the PUT Request Body
|

Data Type P Cardinalit | Response Codes Description
y
outlierDetectionConfig | M 1 200 OK Indicates outlier-detection configurations.
ProblemDetails M 1 400 or 404 BAD Provides problem details.
REQUEST

PATCH REST API

This section describes resource to update the outlier-detection configurations using the request
body.

Resource URI: / ocscp/ scpc-configuration/{version}/outlier-detection/
{rul eNane}

Table 2-79 Data Structures Supported by the PATCH Request Body
e

Name Data Type P Description

ruleName String M Rule name for which Outlier Detection
configuration is modified.

outlierDetectionConfig | JSON 0 patchDocument to be sent. For example,

[{ "op": "replace", "path": "/
outlierDetectionConfigDatal/interval",
"value": "50s" }][{ "op": "replace",
“path": "/outlierDetectionConfigData/
ErrorList", "value": ["500","501"] }]

DELETE REST API

This section describes resources to fetch all the outlier-detection configurations based on
ruleName.

Resource URI: / ocscp/ scpc-configuration/{version}/outlier-detection/
{rul eNane}
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P
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ruleName

String

M

Fetch configurations on ruleName.

Table 2-81 Data Structures Supported by the DELETE Request Body

Data Type P Cardinalit | Response codes Description
y
ProblemDetails M 1 400 or 404 BAD Provides problem details.
REQUEST

2.12 Configuring NF Service Groups

Service Communication Proxy (SCP) provides NF Service Group configuration and the
operator provides the primary and secondary CHF instance information to create the routing
rules based on the CHF NF topology information, which is provided by NRF through NF
register, reregister, or change notifications.

Parameters for Configuring NF Service Groups

Table 2-82 Parameters for NF Service Groups

Resource Name

Resource URI

HTTP method or
custom operation

Description

servicegroups

{apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups/{serviceName}
Ex: {apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups/nchf-
spendinglimitcontrol

GET

Returns the NF Service for a
given serviceName.

nfType=value&serviceName=
value

Ex: {apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups?
nfType=CHF&serviceName=n
chf-spendinglimitcontrol

servicegroups {apiRoot}/ocscp/scpc- GET Returns a list of NF Services
configuration/vl/ for a given NF Type.
servicegroups?nfType=value
Ex: {apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups?nfType=CHF

servicegroups {apiRoot}/ocscp/scpc- PUT Updates the NF Service.
configuration/vl/
servicegroups

servicegroups {apiRoot}/ocscp/scpc- PATCH Updates a single NF Service
configuration/vl/ based on serviceName or
servicegroups? Updates multiple NF Services

based on NF Type.
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Resource Name

Resource URI

HTTP method or
custom operation

Description

servicegroups

{apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups/{serviceName}
Ex: {apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups/nchf-
spendinglimitcontrol

DELETE

Deletes the given NFService

with serviceName.

servicegroups

{apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups?nfType=value
Ex: {apiRoot}/ocscp/scpc-
configuration/vl/
servicegroups?nfType=CHF

DELETE

Deletes all the services for a

given NF Type.

Resource Definition

Table 2-83 Supported Parameters

Request
Body

Query
Parameter

HTTP
method or
custom
operation

Data type

P Cardinalit

y

Response | Descriptio
Codes n

servicenam | n/a

e

GET

NFService
Group

200 OK Upon
success, a
response
body is
returned
containing
the
NFService
Group for
requested
Service
Name.

servicenam | n/a

e

GET

String

The
response
body
contains
the
message
indicating
that the
there were
no services
found for
the
requested
Service
Name.

404 NOT
FOUND
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Query Request HTTP Data type Cardinalit | Response | Descriptio
Parameter | Body method or y Codes n
custom
operation
serviceNa | NFService | PATCH String 1 200 OK Upon
me: GroupModi success,
Optional fiableFields the
nfType: object with following
Optional any of the message is
Note: attributes. returned:
Either one | Note: Data Updated
of above Model for NE Service
parameters | this request with
are body is serviceNa
mandatory. | provided in me: nchf-
Both “Data spendingli
cannot be | Models" mitcontrol
left empty. | section.
serviceNa | NFService | PATCH String 1 403 primaryRe
me: GroupModi FORBIDDE | gionLocaliti
Optional fiableFields N es can not
nfType: object with be empty
Optional any of the or its size
attributes. cannot be
Note: Data zero.
Model for
this request
body is
provided in
"Data
Models"
section.
serviceNa | NFService | PATCH String 1 400 BAD If both the
me: GroupModi REQUEST | request
Optional fiableFields parameters
nfType: object with are
Optional any of the missing,
attributes. then Bad
Note: Data Request
Model for error is
this request returned
body is with the
provided in following
"Data message:
Models" Pl ease
section. pass
ei t her
service
Nanme or
nf Type.
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Query
Parameter

Request
Body

HTTP
method or
custom
operation

Data type

Cardinalit
y

Response
Codes

Descriptio
n

serviceNa
me

n/a

DELETE

String

200 OK

Upon
success,
the
following
message is
returned:
Successfull
y deleted
the Nf
Service for
ServiceNa
me:

nchf -
spendi ngl
imtcontr
ol

nfType

n/a

GET

List<NFSer
viceGroup>

200 OK

Upon
success, a
response
body is
returned
containing
a List of
NFService
Group's for
requested
nfType.

nfType

n/a

GET

String

404 BAD
REQUEST

Required
parameter
'nfType' is
not
present.

nfType

n/a

DELETE

String

200 OK

Upon
SuUCCess,
the
following
message is
returned:
Successfull
y deleted
all Services
for

NFType :
CHF.
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Query Request HTTP Data type Cardinalit | Response | Descriptio
Parameter | Body method or y Codes n

custom

operation

n/a "NFService | PUT NFService 1 200 OK Upon
Group” Group success, a
object with response
updated body is
fields. returned
Note: containing
Sample the
data is updated
provided in NFService
Example Group
column and object.
also the
"Data
Model" for
this
Request
Body could
be found in
the "Data
Models"
section.

n/a "NFService | PUT String 1 403 Not
Group" FORBIDDE | allowed to
object with N modify
updated NfType or
fields. serviceNa
Note: me of
Sample NFService
data is Group.
provided in
Example
column and
also the
"Data
Model" for
this
Request
Body could
be found in
the "Data
Models"
section.
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Query Request HTTP Data type Cardinalit | Response | Descriptio
Parameter | Body method or y Codes n
custom
operation
n/a "NFService | PUT String 1 400 BAD If any of
Group" REQUEST | the
object with mandatory
updated parameters
fields. are missing
Note: in the
Sample Request
data is Body, then
provided in BAD
Example REQUEST
column and error would
also the be
"Data returned.
Model" for Note: Refer
this to Data
Request Model for
Body could Mandatory
be found in parameters
the "Data
Models"
section.
n/a "NFService | PUT String 1 400 BAD If
Group" REQUEST | "primaryRe
object with gionLocaliti
updated es"
fields. attribute in
Note: Request
Sample Body is
data is assigned
provided in with empty
Example list, then a
column and BAD
also the REQUEST
"Data error would
Model" for be returned
this as this
Request value
Body could cannot be
be found in empty.
the "Data Response
Models” message:
section. Primary
Region
Localities
for a NF
Service
cannot be
Null or
empty.

Data Models for NF Service Groups

NFServiceGroup
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Table 2-84 NFServiceGroup

- _______________________________________________|
Field Name Type P Description(With default Values)

nfType Enum M NRF, UDM, AMF, SMF, AUSF, NEF, PCF, SMSF,
NSSF, UDR, LMF, GMLC, 5GEIR, SEPP, UPF,
N3IWF, AF, UDSF, BSF, CHF, NWDAF,
CUSTOM_ORACLE_SCP Note: This parameter
cannot be modified.

serviceName String M Only CHF Services are supported: nchf-
convergedcharging, nchf-spendinglimitcontrol.
Note: This parameter cannot be modified.

primaryRegionLocalities List<Stri |M This parameter can be modified, but empty values
ng> cannot be assigned to this parameter.

secondaryRegionLocalities List<Stri | O This is an optional parameter and can be modified.
ng>

ReroutePolicy

Table 2-85 ReroutePolicy

|
Field Name Type P Description(With default Values)

rerouteOptions Enum M Default values: RerouteWithinSite
This enables SCP to perform alternate routing from
one service to another.

NFServiceGroupModifiableFields

Table 2-86 NFServiceGroupModifiableFields
|

Field Name Type P Description(With default Values)
primaryRegionLocalities List<Stri | O This parameter can be modified, but empty values
ng> cannot be assigned to this parameter.

secondaryRegionLocalities List<Stri | O
ng>

Configuring NF Service Groups
User can configure routing options by using the operations GET, PUT, and PATCH.

The following table provides sample details of the operations to configure routing options.

Table 2-87 NF Service Groups Operations

|
Operations Message

GET

curl -X GET "http://10.178.246. 62: 31108/ ocscp/ scpc-
configuration/vl/ servicegroups/ nchf-spendinglinitcontrol"

-H "accept: application/json"
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Table 2-87 (Cont.) NF Service Groups Operations

- _________________________________________________________|
Operations Message

PUT
curl -X PUT "http://10.178.246. 62: 31108/ ocscp/ scpc-
configuration/vl/servicegroups"

-H "accept: application/json"
-H "Content-Type: application/json"

-d "{ \"nfType\": \"CHR\", \"serviceNane\": \"nchf-
spendi nglimitcontrol\", \"prinaryRegi onLocalities\":

[ \"Loc7\", \"USEast\",\"Loc6\" ],

\"secondaryRegi onLocal ities\": [ \"Loc8\", \"LocO\" ],
\"reroutePolicy\": { \"rerouteQptions\":
\"RerouteWthinRegion\" } } }"

PATCH
curl -X PATCH "http://10.178. 246. 62: 31108/ ocscp/ scpc-
configuration/vl/servicegroups?servi ceNane=nchf -
spendinglimtcontrol”

-H "accept: application/json"
-H "Cont ent - Type: application/ merge- pat ch+j son”

-d "{ \"primaryRegi onLocalities\": [ \"Loc7\" ] }

2.13 Configuring NF Topology Groups

This section describes the configuration on Service Communication Proxy (SCP), which allows
SCP to:

» determine the 5G topology from NRF and use it for creating the routing rules.

* stop determining the 5G topology information from NRF and utilize the user configured or
updated NF profiles.

5G Topology Source Information

SCP uses this configuration to determine the 5G topology source, and to create the routing
rules accordingly.

TopologySourceinfo
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NF Type (M)

5G topology source (M)

e All 3gpp 5G defined NF types
— As defined in TS29.510 section 6.1.6.3.3
String: NFType

e Custom NF types

*  NRF (default)
— learning from NRF

« LOCAL

Enumeration: TopologySource

Table 2-89 Enumeration: TopologySource

Enumeration Value

Description

"NRF"

SCP 5G Topology information source is NRF.

"LOCAL"

SCP 5G Topology information source is user

configured and not from NRF.

This status may result from an NF service failure

and may trigger restoration procedures. For more

information, see clause 6.2 of 3GPP 23.527 [27].

e Transition from NRF ==> LOCAL: Stop
learning from NRF and use available,
modified, or created information from SCP.

«  Transition from LOCAL ==> NRF: Start
learning from NRF and create the routing rules
accordingly. In this scenario statically
configured NF rules may get deleted because
their information is not available in NRF.

Table 2-90 Resources and Methods Overview

Resource Resource URI | HTTP Method | Request Body, | Response Description
Name or Custom Query Status Code,
Operation Parameters Body
topologysource | {apiroot}/ocscp/ | PUT Body 200 OK Create or update
scpe- «  TopologyS the topology
configuration/vl ource source
/ information for all
topologysourcei the NF types.
nfo
topologysource | {apiroot}/ocscp/ | GET Query Read the
scpc- Parameters topology source
configuration/vl . NFType information for all
/ the NF types.
topologysourcei
nfo
NFtopologysour | {apiroot}/ocscp/ | PUT Body 200 OK Create or update
ce scpe- . «  TopologyS the topology
(individual NF | configuration/vl ource source
types) information for a
topologysource/ specific NF type.
{NFType}
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Resource Resource URI |HTTP Method |Request Body, | Response Description
Name or Custom Query Status Code,
Operation Parameters Body

NFtopologysour | {apiroot}/ocscp/ | GET Query Read the
ce scpc- Parameters topology source
(individual NF | configuration/vl «  NFType information for a
types) specific NF type.

topologysource/

{NFType}

5G NF Topology Information

This information is used for configuring 5G NF profiles for the NF whose source has been set
to "Local". When the learning source is set to "Local", users can modify the 5G NF profile
irrespective of whether they are learned from NRF, that is, source="NRF', or configured
statically, that is, source='Local'.

@ Note

By setting the source to Local, the system does not delete already determined profiles.

Table 2-91 Parameters for NF Topology Groups
|

Resour | Resources and Methods HTTP Request Body, Response Status | Descrip
ce Overview Method | Query Code, Body tion
Name or Parameters
Custom
Operati
on
nf- {apiRoot}/ocscp/scpc- GET Query Parameters [+ 200, OK, Read a
instance | configuration/vl/nf-instances/ *  NFType SearchResult. | collectio
s (Store) .  ServiceName For more n of NF
. NF instance Id information, Instance
e Max number of see S:
NF profiles Table 2-93.
For more * 400 Bad
information, see Request, .
Query Parameters. SProbIemDetan
e 500 Internal
server error,
ProblemDetail
s
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Table 2-91 (Cont.) Parameters for NF Topology Groups

Chapter 2

Configuring NF Topology Groups

Resour
ce
Name

Resources and Methods
Overview

HTTP
Method
or
Custom
Operati
on

Request Body,

Query
Parameters

Response Status
Code, Body

Descrip
tion

nf-
instance
s (Store)

{apiRoot}/ocscp/scpc-
configuration/vl/nf-instances/

GET

Query Parameters

. NFType (M)

e array(ServiceN
ame) (O)

200, OK,
uriList, For
more
information,
see

Table 2-94.

— The
response
body
contains a
" links"
object
containing
the URI of
each NF
in the
SCP, or
an empty
object if
there are
no NFs to
return in
the query
result, that
is,
because
there are
no
learned or
configured
NFs in the
SCP, or
because
there are
no
matching
NFs of the
type
specified
in the "nf-
type"
query
parameter

e 400 Bad
Request,
ProblemDetail
s

. 500 Internal
Server error,

Read a
collectio
n of NF
Instance
Id.
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Table 2-91 (Cont.) Parameters for NF Topology Groups
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Configuring NF Topology Groups

Resour |Resources and Methods HTTP Request Body, Response Status | Descrip
ce Overview Method | Query Code, Body tion
Name or Parameters
Custom
Operati
on
ProblemDetail
s
nf- {apiRoot}/ocscp/scpc- GET Query Parameters | 200 OK, NFProfile | Read
instance | configuration/vl/nf-instances/ e nla the
(Docum | {nflnstancelD} Body profile of
ent) e nla a given
NF
Instance
nf- {apiRoot}/ocscp/scpc- PUT Body 200 OK, NFProfile | Register
instance | configuration/vl/nf-instances/ *  NFProfile 201 Created, or
(Docum | {nfinstancelD} NFProfile configur
ent) ein SCP
a new
NF
Instance
, or
replace
the
profile of
an
existing
NF
Instance
, by
providin
g an NF
profile.
nf- {apiRoot}/ocscp/scpc- PATCH | Body e 200 OK, Modify
instance | configuration/vl/nf-instances/ *  PatchDocume NFProfile the NF
(Docum | {nflnstancelD} ntltcontains [« 204, NO profile of
ent) the list of content an
changes to be existing
made to the NF
profile of the Instance
NF Instance,
according to
the JSON
PATCH format
specified in
IETF RFC
6902.
nf- {apiRoot}/ocscp/scpc- DELETE | Query e 204,NO Deregist
instance | configuration/vl/nf-instances/ * nla content eror
(Docum | {nfinstancelD} Body delete
ent) e nla from
SCP a
given NF
Instance

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 149 of 393



ORACLE’

Query Parameters

Table 2-92 Query Parameters

Chapter 2
Configuring NF Topology Groups

Name Data P Cardina | Description Applicability
Type lity
nf-type |NFType |M 1 This IE shall contain the NF | NF type of the NF Instances
type of the NF Service whose status is requested to
Producer being queried. be monitored.
service- |array(Se |O 1..N If included, this IE contains an | Service name offered by the
names |rviceNa array of service names for NF Instances whose status is
me) which SCP is queried to requested to be monitored.
provide the list of NF profiles. | This parameter is optional but
SCP returns the NF profiles | if provided it returns with NF
that have at least one NF profile information.
service matching the NF
service names in this list. If
not included, the NRF returns
all the NF service names
registered in the NF profile.
nf- Nflnstan | O 0.1 Identity of the NF instance NF Instance ID of the NF
instance | celd being queried. Instance whose status is
-id requested to be monitored.
limit integer | O 0.1 Maximum number of Query-Params-Ext1.
NFProfiles to be returned in
the response.

SearchResult

Table 2-93 SearchResult

Attribut | Data P Cardina | Description

e name |type lity

nfinstan | array(NF | M 1..N It contains an array of NF Instance profiles, matching the

ces Profile) search criteria indicated by the query parameters of the query
request. An empty array means there is no NF instance that
can match the search criteria.

uriList

Table 2-94 uriList

Attribut | Data type P Cardina | Description

e hame lity

_links map(LinksValueSc | O 1.N For the description of the members, see clause
hema) 4.9.4 of 3GPP TS 29.501.

Configuring NFProfile

Following are the minimum information required by SCP for statically configuring the NFProfile.
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@® Note

Chapter 2
Configuring NF Topology Groups

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-95 Configuring NFProfile

Attribute name Data P Cardinali | Description
type ty
nfinstanceld String M Identity of the NF instance being queried.
nfType NFType |M This IE contains the NF type of the NF
Service Producer being queried.
nfStatus NFStatus | M 1 This contains the NF status of NF Service
Producer.
nsiList array(Stri | O 0..N Returned when SMF is provided as the
ng) NFType.
fqdn String 0] 0.1 FQDN of the NF.
interPImnFqdn String o 0.. If the NF needs to be discovered by other
NFs in a different PLMN, then an FQDN that
is used for inter-PLMN routing.
ipv4Addresses array(Stri | O 0..N IPv4 addresses of the NF.
ng)
priority Integer (@) 0.1 Priority (relative to other NFs of the same
type) in the range of 0-65535, to be used for
NF selection; lower values indicate a higher
priority.
locality String (@) 0..1 Operator defined information about the
location of the NF instance.
Note: This value is case-sensitive.
udminfo UDMinfo | O 0.1 Specific data for the UDM (ranges of SUPI,
group ID...).
ausflnfo AUSFInfo | O 0.1 Specific data for the AUSF (ranges of SUPI,
group ID...).
amfinfo AMFInfo |O 0.1 Specific data for the AMF (AMF Set ID, ...).
smfinfo SMFInfo | O 0.1 Specific data for the SMF (DNN's, ...).
pcflnfo PCFInfo |O 0.1 Specific data for PCF.
chflnfo CHFInfo | O 0.1 Specific data for CHF.
nfServices array(NF | O 0..N List of NF Service Instances. It includes the
Service) services produced by the NF that can be
discovered by other NFs, if any.
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Table 2-95 (Cont.) Configuring NFProfile
|

Attribute name

Data
type

P

Cardinali
ty

Chapter 2
Configuring NF Topology Groups

Description

nrfRegionOrSetld

String

0.1

If not provided, it is taken as "default”. It must
lie under supportedNRFRegionOrSetldList of
SCP profile, otherwise the Profile is rejected.

If supportedNRFRegionOrSetldList of SCP
profile is not provided, it must be left empty.

If supportedNRFRegionOrSetldList of SCP
profile is provided, then it must be set to any
one of the configured nrfRegionOrSetid.

It is the Region (in case of rel15) or Setld (in
case of rel16) of NRF to which the profile
belongs to.

Note: nrfRegionOrSetld is an SCP
introduced parameter and used only for NRF
profiles or Statically configured profiles.

nfSetldList

List

0..N

Set ID to which NF belongs to.

capacity

Integer

0.1

Static capacity information in the range of
0-65535, expressed as a weight relative to
other services of the same type.

load

Integer

0.1

Dynamic load information, ranged from O to
100, indicates the current load percentage of
the NF service.

servingScope

String

0.1

An SCP parameter that is used only for NRF
profiles or statically configured profiles.

If it is not provided, it is considered as
"default". It must remain under servingScope
of SCP, otherwise the profile is rejected.

If servingScope of SCP is not provided, then
it must be left blank.
If servingScope of SCP is provided, it must

be set to any one of the configured
servingScope.

custominfo

String

0.1

Provides custom information for an NF.
It is applicable only for SCP or
CUSTOM_ORACLE_SCP NF types.

Configuring UDMinfo

Following are the minimum information required by SCP for statically configuring UDMInfo.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.
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Table 2-96 Configuring UDMinfo
|

Attribute name Data P Cardina | Description
type lity

supiRanges array(Su | O 0..N List of SUPI ranges whose profile data is available
piRange in the UDM instance.
)

gpsiRanges arrray(ld | O 0..N List of GPSI ranges whose profile data is available
entityRa in the UDM instance.
nge)

Configuring AUSFInfo

Following are the minimum information required by SCP for statically configuring AUSFInfo.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-97 Configuring AUSFInfo
O

Attribute nhame Data P Cardina | Description
type lity

supiRanges array(Su | O 1.N List of SUPI ranges that can be served by the
piRange AUSF instance. If not provided, the AUSF can
) serve any SUPI.

routinglndicators array(Str | O 0..N List of Routing Indicator information that allows to
ing) route network signaling with SUCI (see 23.003

[12]) to the AUSF instance. If not provided, the
AUSF can serve any Routing Indicator.

Groupld String (0] 0.1 Identifier of the AUSF group. If not provided, the
AUSF instance does not pertain to any AUSF
group.

Configuring AMFInfo

Following are the minimum information required by SCP for statically configuring AMFInfo.

® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-98 Configuring AMFInfo
|

Attribute name Data P Cardina | Description
type lity

guamiList array(Gu | M 1.N List of supported GUAMIs.
ami)
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Configuring SMFInfo

Following are the minimum information required by SCP for statically configuring SMFInfo.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-99 Configuring SMFInfo
|

Attribute name Data P Cardina | Description
type lity
sNssaiSmfinfoList | array(Sn (M 1.N List of parameters supported by the SMF per S-
ssaiSmfl NSSAI.
nfoltem)
pgwFqgdn String (0] 0.1 The FQDN of the PGW if the SMF is a combined
SMF/PGW-C.
accessType array(Ac | O 0..N If included, this IE shall contain the access type
cessTyp (B3GPP_ACCESS and/or NON_3GPP_ACCESS)
e) supported by the SMF. If not included, it is
assumed the both access types are supported.

Configuring PCFInfo

Following are the minimum information required by SCP for statically configuring PCFInfo.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-100 Configuring PCFInfo
|

Attribute name Data P Cardina | Description
type lity

supiRanges array(Su | O 1.N List of ranges of SUPIs that can be served by the
piRange PCF instance. If not provided, the PCF can serve
) any SUPI.

Configuring CHFInfo

Following are the minimum information required by SCP for statically configuring CHFInfo.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.
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Table 2-101 Configuring CHFInfo
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Attribute name Data P Cardina | Description
type lity

supiRangeList array(Su | O 1.N List of SUPI ranges that can be served by the CHF
piRange instance. If not provided, the CHF can serve any
) SUPI.

gpsiRangeList arrray(ld | O 0..N List of GPSI ranges that can be served by the CHF
entityRa instance. If not provided, the CHF can serve any
nge) GPSI.

Configuring NFService

Following are the minimum information required by SCP for statically configuring NFService.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-102 Configuring NFService
O

Attribute name Data P Cardina | Description
type lity
servicelnstanceld | String M 1 Unique ID of the service instance within a given NF
Instance.
serviceName Service |M 1 Name of the service instance, that is, "udm-sdm".
Name
nfServiceStatus NFServi | M 1 Status of the NF Service Instance.
ceStatus
versions array(NF [ M 1.N The API versions supported by the NF Service and
Service if available, the corresponding retirement date of
Version) the NF Service.
scheme UriSche | M 1 URI scheme, for example, "http", "https". Note:
me Only HTTP is supported.
fqdn String (0] 0.1 FQDN of the NF Service Instance.
ipEndPoints array(lp |O 0.. IP addresses and port information of the Network
EndPoin Function, including IPv4 and IPv6 address, where
t) the service is listening for incoming service
requests. Note: IPV4 is supported.
apiPrefix String (0] 0.1 Optional path segments is used to construct the
{apiRoot} variable of the different APl URIs, as
described in 3GPP 29.501 [5], clause 4.4.1.
priority Integer | O 0.1 Priority, relative to other services of the same type,
in the range of 0-65535 must be used for the NF
service selection; lower values indicate a higher
priority.
capacity Integer | O 0.1 Static capacity information in the range of 0-65535,
expressed as a weight relative to other services of
the same type.
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Chapter 2
Fetching Release 15 Routing Rules

Table 2-102 (Cont.) Configuring NFService

Attribute name Data P Cardina | Description
type lity
load Integer | O 0.1 Dynamic load information, ranged from 0 to 100,
indicates the current load percentage of the NF
service.

The Cust onl nf o parameter is used only for nfType as "SCP" or "CUSTOM_ORACLE_SCP".

Table 2-103 Custominfo

Attribute Name Data Type | Range P Cardinalit | Description
y
Release 15 Deployment
mateScplnfo None NA 0] 1 Provides information about mate SCP.
This parameter is only applicable for
releaseVersion as "R15"
mateScplnfo.capacity | Integer 0-65535 o 1 Indicates the capacity of mate SCP.
mateScplnfo.priority Integer 0-65535 @) 1 Indicates the priority of mate SCP.
mateScplnfo.scpFqdn | String NA (@) 1 Indicates the FQDN of mate SCP.
mateScplinfo.scpinstan | String NA 0] 1 Indicates the NFInstanceld of mate SCP.
celd
mateScpinfo.mateSCP | List(String) | NA (@) 0..N Indicates the list of Localities served by mate
Localities SCP.
Release 16 Deployment
mateScplnfoList List 0-N @) 1 Indicates the list to provide information about
mate SCPs.
mateScplnfoList.capaci | Integer 0-65535 o 1 Indicates the capacity of mate SCP.
ty
mateScplnfolList.priorit | Integer 0-65535 @) 1 Indicates the priority of mate SCP.
y
mateScplnfolList.scpFq | String NA o) 1 Indicates the FQDN of mate SCP.
dn
mateScplnfoList.scplns | String NA o 1 Indicates the NFInstanceld of mate SCP.
tanceld
mateScplnfoList.mateS | List(String) [ NA o] 0..N Indicates the list of Localities served by mate
CPLocalities SCP.

@® Note

Only for self SCP, you can modify Custominfo using this REST API. You can add,
modify, and remove mate SCP information for self SCP.

2.14 Fetching Release 15 Routing Rules

This section provides the following information about Release 15 Routing Rules configurations:
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Request_Type: GET

URI: / ocscp/ scpc-configuration/vl/routing-rul es

Port: 8080

Chapter 2

Fetching Release 15 Routing Rules

Description: Retrieve a collection list of routing rules (virtual services) configured in SCP.

Table 2-104 Parameter for fetching routing rules

Name

DataType

P

Cardinality

Description

nfFqdn

FQDN

@)

1

FQDN of NF service.

nfType

NFType

1

This IE shall contain the NF
type of the NF for which
Routing Rules are being
fetched.

nflnstanceld

Nflnstanceld

Identity of the NF instance for
which Routing Rules are
being fetched.

nfServiceType

NFService

NFService, that is, nudm-
uecm, for which Routing
Rules are being fetched.

nflp

Ipv4Addr

IPv4 address for which
Routing Rules are being
fetched.

nfServicelnstancel
d

String

NF Service Instance ID for
which Routing Rules are
being fetched.

To be used along with
nfinstanceld.

@ Note

*  Only one or two Query parameters are supported.

* Valid combination of two query parameters are provided as follows:

— nfFgdn + nfType

— Nflp+ nfServiceType

— nflnstanceld + nfServicelnstanceld

Table 2-105 Data Structures Supported by the GET Response Body on this Resource

Data Type P Cardinality Response Code Description

array 1 200 OK List of routing Rules (Virtual

(VirtualServices) Services) matching criteria.

ProblemDetails M 1 400 BAD Returns when an invalid
REQUEST combination or more than two

query parameters are
provided.
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Sample Data Structure:

[{

"spec": {

"hosts": ["string"],

"http": [{
"mat ch":

[{

"app_nane": "string",

"aut

}

hority": {

"exact": "string",

"ocscpc_exact _into": "string",

"ocscpw range_match": {
"additional Propl": O,
"additional Prop2": O,
"additional Prop3": 0

¥

"ocscpw snssai " {
"additional Propl": "string",
"addi tional Prop2": "string",
"additional Prop3": "string"

¥

"prefix": "string",

"regex": "string"

headers": {

"addi tional Propl": {
"exact": "string",
"ocscpc_exact _into": "string",
"ocscpw range_nmatch": {
"addi tional Propl": O,
"addi tional Prop2": 0,
"additional Prop3": 0
¥
"ocscpw snssai " {
"additional Propl": "string",
"additional Prop2": "string",
"additional Prop3": "string"
¥
"prefix": "string",
"regex": "string"
¥
"addi tional Prop2": {
"exact": "string",
"ocscpc_exact _into": "string",
"ocscpw range_nmatch": {
"addi tional Propl": O,
"addi tional Prop2": O,
"additional Prop3": 0
¥
"ocscpw snssai " {
"additional Propl": "string",
"additional Prop2": "string",
"addi tional Prop3": "string"
¥
“prefix": "string",
"regex": "string"
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¥
"addi tional Prop3": {
"exact": "string",
"ocscpc_exact _into": "string",
"ocscpw range_match": {
"addi tional Propl": O,
"addi ti onal Prop2": O,
"addi tional Prop3": 0
b
"ocscpw_snssai " {
"addi tional Propl": "string",
"addi tional Prop2": "string",
"addi tional Prop3": "string"
b
“prefix": "string",
"regex": "string"
}
b
“met hod": {
"exact": "string",
"ocscpc_exact _into": "string",
"ocscpw range_match": {
"addi tional Propl": O,
"addi tional Prop2": 0,
"addi tional Prop3": 0
¥
"ocscpw snssai " {
"addi tional Propl": "string",
"addi tional Prop2": "string",
"addi tional Prop3": "string"
¥
"prefix": "string",
"regex": "string"
b
“schene": {
"exact": "string",
"ocscpc_exact _into": "string",
"ocscpw range_match": {
"addi tional Propl": O,
"addi tional Prop2": 0,
"addi tional Prop3": 0
¥
"ocscpw snssai " {
"addi tional Propl": "string",
"addi tional Prop2": "string",
"addi tional Prop3": "string"
¥
"prefix": "string",
"regex": "string"
b
“uri": {
"exact": "string",
"ocscpc_exact _into": "string",
"ocscpw_range_match": {
"addi tional Propl": O,
"addi tional Prop2": 0,
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“additional Prop3": 0
}1

"ocscpw snssai " {

"addi tional Propl": "string",
"addi tional Prop2": "string",
"addi tional Prop3": "string"

¥
"prefix": "string",
"regex": "string"
}
H,
"ocscpc_app_info": {
"api _version": "string",
"ocscpc_app_nane": "string",
"ocscpc_group_id": "string",

"ocscpc_trigger_points": "string"

¥

"ocscpe_congestion": {
"ocscpc_alt rte clear": 0,
"ocscpc_alt _rte_onset": 0,
"ocscpc_error_code": 0,
"ocscpc_throttle clear": O,
"ocscpc_throttle onset": 0

¥

"ocscpc_forward_route": {
"ocscpc_host™: "string",

"ocscpc_host _header": "string",

"ocscpe_l oad": O,

"ocscpe_nf _instance_id": "string",
"ocscpc_service_instance_id": "string",

"ocscpw api _prefix": "string"
}1
"ocscpc_type": "string",
"ocscpw reattenpt _on": "string",
"ocscpw reroutes": {
"ocscpw_reroute_attenpts": 0

¥
"ocscpw_rproxy": true,
"retries": {
"attenmpts": 0,
“perTryTimeout": "string"
¥
"route": [{

"destination": {
"endpoi nts": [{
"address": "string",
"ports": {

"addi ti onal Propl":
"addi ti onal Prop2":
"addi tional Prop3":

}
}] 1
"host": "string",
"l ocation": "string",
"port": {
"number": 0
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¥

"ports": [{
“name": "string",
“number": 0,
“protocol": "string"

H,

"resolution": "string"

}

cscpe_l oad": O,
"ocscpw api _prefix": "string",
"ocscpw nf _instance_id": "string",
“ocscpw priority": O,
"ocscpw service_instance_id": "string",
"weight": 0
H,

"timeout": "string"

H,
"ocscp_nf_instance_id": ["string"]

1

Example: Successful response

$ curl -X GET "http://10.75.236.84: 32360/ ocscp/ scpc-configuration/vl/routing-
rul es?nf Type=NRF&nf Fqdn=nrf 1svc. scpsvc. svc. cluster.local " -H "accept: */*"

[{
"spec": {
"hosts": ["nrflsvc.scpsvc. svc.cluster.local:8080-nnrf-disc"],
"http": [{
"match": [{
uri": |
"regex": "Innrf-disc/vl/(.*)\\?2?(?: &?2["=&] *=["=&] *)*"
¥
"app_nane": "END_NCDE"
H,
"route": [{
"destination": {
"host": "nrflsvc.scpsvc.svc.cluster.local",
"port": {
“nunber": 8080
¥
"l ocation": "MESH EXTERNAL",
"ports": [{
“nunber": 8080,
“protocol ": "HITP2",
"nane": "http2"
H,
"resolution": "DNS'
¥
“wei ght": 5000,
"ocscpw priority": 0,
"ocscpw nf _instance_ id": "6faflbbc-6eda-4454-a507-
aldef 8elbcbha",

"ocscpw service_instance id": "fel37ab7-740a- 46ee-
aa5c- 951806d77b02",
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"ocscpc_load": 0O

H,
"retries": {
"attenmpts": 1,
“perTryTi meout": "1s"
¥

"ocscpw reroutes": {
"ocscpw_reroute_attenpts": 2

¥

"ocscpw reattenpt_on":

"5xx, 404, 408, retri abl e- 4xx, 410, 429, 307, 308"

"timeout": "6s",

"ocscpc_type": "END NODE

"ocscpe_congestion": {
"ocscpc_alt _rte_onset": 80,
"ocscpc_alt _rte clear": 75
"ocscpc_throttle onset": 90,
"ocscpc_throttle clear": 85
"ocscpc_error_code": 503

b

"ocscpc_forward_route": {

"ocscpc_host": "nrflsvc.scpsvc. sve. cluster.local:8080"

"ocscpc_host _header": ":authority",

"ocscpc_load": 0O

"ocscpe_nf _instance_id": "6faflbbc-6eda- 4454-a507-
aldef 8elbcbha",

"ocscpc_service_instance id": "fel37ab7-740a- 46ee-

aabc-951806d770b02"

1
bAoA
"mat ch": [{
uri: {
"prefix": "/nnrf-disc/vl"
¥
"app_nane": "END_NCDE"
H,
"route": [{
"destination": {
"host": "nrflsvc.scpsvc.svc.cluster.local”
"port": {
“number": 8080
¥
"l ocation": "MESH EXTERNAL"
"ports": [{
“number": 8080
“protocol ": "HTTP2"
“name": "http2"
H,
"resolution": "DNS"
¥
"wei ght": 5000
“ocscpw priority": O,
"ocscpw _nf _instance_id": "6faflbbc-6eda- 4454-a507-
aldef 8elbcbha",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aa5c- 951806d77b02",
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"ocscpc_load": 0O

H,
"retries": {
"attenmpts": 1,
“perTryTi meout": "1s"
¥

"ocscpw reroutes": {
"ocscpw_reroute_attenpts": 0

¥

"ocscpw reattenpt_on":

"5xx, 404, 408, retri abl e- 4xx, 410, 429, 307, 308"

"timeout": "6s",

"ocscpc_type": "END NODE

"ocscpe_congestion": {
"ocscpc_alt _rte_onset": 80,
"ocscpc_alt _rte clear": 75
"ocscpc_throttle onset": 90,
"ocscpc_throttle clear": 85
"ocscpc_error_code": 503

}
H,
"ocscp_nf_instance_id": ["6faflbbc-6eda- 4454-a507- aldef 8elbc5a"]
}
b A
"spec": {
"hosts": ["ocscp-scp-worker.scpsvc. svc. cluster. | ocal:8000-nnrf-disc"],
“http": [{
"match": [{
urit

"regex": "(/.*)?/nnrf-disc/vl/(.*)\\??2(?: &?
[h=8] *=["=g] *)*"
}7
“app_nane": "END_NODE"

H,
"route": [{
"destination": {
"host": "nrflsvc.scpsvc.svc.cluster.local”
"port": {
“nunber": 8080
h
"l ocation": "MESH EXTERNAL"
"ports": [{
“nunber": 8080
“protocol ": "HTTP2"
“name": "http2"
H,
"resolution": "DNS
¥
"wei ght": 5000
“ocscpw priority": O,
"ocscpw _nf _instance_id": "6faflbbc-6eda- 4454-a507-
aldef 8elbcha",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aa5c- 951806d77b02",
"ocscpc_load": 0O

H,
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"retries": {
"attenmpts": 1,
“perTryTi meout": "1s"

¥

"ocscpw reroutes": {
"ocscpw_reroute_attenpts": 2

¥

"ocscpw reattenpt_on":

"5xx, 404, 408, retri abl e- 4xx, 410, 429, 307, 308"

"timeout": "6s",

"ocscpc_type": "END NODE

"ocscpe_congestion": {
"ocscpc_alt _rte_onset": 80,
"ocscpc_alt _rte clear": 75
"ocscpc_throttle onset": 90,
"ocscpc_throttle clear": 85
"ocscpc_error_code": 503

1
1

Failure Case

e If the number of Query Parameters is greater than three, following is the error response:

$ curl -X GET "http://1ocal host:8081//ocscp/scpc-configuration/vl/routing-
rul es?nf Type=NRF&nf Ser vi ceType=nnr f - nf m&nf | nst ancel d=abcd" -H "accept: */*"
Error response for above curl Request:

Response Code: 400

Response Status: Error: BAD REQUEST

Response Body : { "title": "Bad Request", "status": "400", "detail"

"Maxi mum 2 Query Paraneters are allowed", "instance": "/ocscp/scpc-
configuration/vl/routing-rul es?nf Type=NRF&nf Servi ceType=nnrf -

nf m&nf I nst ancel d=6f af 1bbc- 6e4a- 4454- a507- al4ef 8elbc5a", "cause"

"I NVALI D_MSG_FORMAT" }

Response Headers

connection: keep-alive content-type: application/problemjson date
Wed30 Dec 2020 07:16:52 GMI transfer-encoding: chunked

« If any invalid combination of Query Parameters is requested, following is the error
response:

$ curl -X GET "http://local host: 8081/ ocscp/ scpc-configuration/vl/routing-
rul es?nf Type=NRF&nf | nst ancel d=6f af 1bbc- 6eda- 4454- a507- aldef 8elbc5a" -H
"accept: */*"

Error response for above curl Request:

Response Code: 400

Response Status: Error: BAD REQUEST

Response Body: { "title": "Bad Request", "status": "400", "detail"
"Requested conbination of Query Parameters is not allowed", "instance": "/
ocscp/ scpe-configuration/vl/routing-rules?

nf Type=NRF&nf | nst ancel d=6f af 1bbc- 6e4a- 4454- a507- aldef 8elbc5a", "cause"

"I NVALI D_MSG_FORMAT" }
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Response Headers :
connection: keep-alive content-type: application/problemtjson date:
Wed30 Dec 2020 07:16:52 GMI transfer-encoding: chunked

2.15 Configuring Ingress Rate Limiting

This section provides the following information about Ingress Rate Limiting configuration:

e List of resources required for retrieving, configuring, and deleting the Ingress Rate Limiting
data.

e Ingress Rate Limiter data name and data type.
e Functionalities of GET, PUT, and DELETE APIs.

Resources

The following table describes the resources for retrieving, configuring, and deleting the Ingress
Rate Limiting data.

Table 2-106 Ingress Rate Limiting Resource Names

Resource Name Resource URI HTTP Query Parameters Description
Method

ingressRateLimiter /ocscp/scpce- GET NFType or FQDN or Retrieves Ingress Rate Limiting
configuration/v1/ Nflnstanceld data configured to the
ratelimit/ingress corresponding supplied query

parameters.

ingressRateLimiter locscp/scpce- PUT NA Configures Ingress Rate Limiting
configuration/vl/ data using the supplied request
ratelimit/ingress body in the JSON format.

ingressRateLimiter locscp/scpce- DELETE | FQDN or Nflnstanceld | Deletes Ingress Rate Limiting data
configuration/vl/ corresponding to supplied query
ratelimit/ingress parameters.

Data Model

Request Body
The following table describes Ingress Rate Limiter data name and data type.

Table 2-107 IngressRateLimiterData

Name DataType P Cardinalit | Description
y
nfType NFType C 1 Indicates the supported NFType as described in

the 3GPP TS 29.510 section 6.1.6.3.3: UDM,
AMF, SMF, AUSF, NEF, NRF, PCF, SMSF, NSSF,
UDR, LMF, GMLC, F5GEIR, SEPP, UPF, N3IWF,
AF, UDSF, BSF, CHF. NWDAF,
CUSTOM_ORACLE_SCP, SCP.

fqdn String C Indicates the FQDN of consumer NF.

Nflnstanceld String C Nflnstanceld of consumer NF

enabled Boolean o 1 Indicates whether the rate limiting is enabled for
nfType/fqdn. Default value is false.

data Data M 1 Indicates the rate limit configuration data.
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Data
The following table describes the types of data.

Table 2-108 Data Name and Type
|

Name DataType P Cardinalit | Description
y
config Config M 1 Indicates the rate limit data.
errorResponse ErrorResponse M 1 Indicates the error handling related data.
Config

Table 2-109 Config Data Type
|

Name DataType |P Cardinalit | Range Description

y
durationin | integer M 1 1-300 Indicates the time unit in seconds to
Sec calculate the rate.
rate integer M 1 1- 50000 Indicates the messages or time unit

to be accepted.

burstPerce | integer (0] 1 0-100 Indicates the Burst percentage
ntage used to calculate the number of

burst messages allowed per 100ms.
The default value is 0.

Note: Burst Control is not
supported. Therefore, any value set
for this parameter does not take
effect.

Table 2-110 ErrorResponse
|

Name DataType |P Cardinalit | Range Description

y
errorResp | String (0] 1 0-200 characters Indicates the Custom Error String
onse used in cause field of the

ProblemDetails structure as defined
in the 3GPP TS 29.571 section
5.2.4.1.

Default value shall be a constant
string "INGRESS-RATE-
LIMITER:TOO MANY REQUESTS"
auto configured by SCP.

errorCode | Int M 1 3XX,4XX,5XX Indicates the Http Status code.

JSON Format

{
"data": {
"config": {
"durationlnSec": 0,
"rate": 0,

"burst Percentage" : 0
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}1

"errorResponse”: {
“errorCode": 0,
“errorResponse": "string"

}

}

nabl ed": true,

“fqgdn": "string",
“nfinstanceid":"string",
“nf Type": "string"

Response Body
The response body data model varies based on the Rest operation status. For more
information, refer to the subsequent sections.

Table 2-111 Response Body Data Type

Data Type Description

IngressRateLimiterData Same as the request body as described in Table 2-107.

ProblemDetails Returns when an invalid combination or more than two query parameters are
provided.

None Indicates an empty body.

Resource Definition

GET REST API
This resource fetches the Ingress Rate Limiting Configuration based on the query parameters.
If no query parameter is provided, all the Ingress Rate Limiting Configuration data is returned.

Resource URI: / ocscp/ scpc-configuration/vl/ratelinmt/ingress

The following table describes URI query parameters supported by the GET method on this
resource.

Table 2-112 URI Query Parameters

Name Data Type P Cardinalit | Description
y

Fgdn String @) 1 Indicates the FQDN of consumer NF.

Nflnstanceld String (@) 1 Nflnstanceld of consumer NF

NFType NFType o 1 Indicates the NFType supported as described in
the 3GPP TS 29.510 section 6.1.6.3.11: UDM,
AMF, SMF, AUSF, NEF, PCF, SMSF, NSSF,
UDR, LMF, GMLC, F5GEIRSEPP, UPF, N3IWF,
AF, UDSF, BSF, CHF, NWDAF,
CUSTOM_ORACLE_SCP, SCP.

® Note

Only 1 Query parameters is supported at a time.
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The following table describes data structures supported by the GET Response Body on this
resource.

Table 2-113 Data Structures

Data Type P Cardinalit | Respons | Description
y e Code

array(IngressRateLimit | M 1 200 OK Indicates the list of Ingress Rate Limiting

erData) Configuration data.

IngressRateLimiterDat | M 1 200 OK Indicates the Ingress Rate Limiting

a Configuration data.

ProblemDetails M 1 400 BAD | Indicates that the requested combination of
REQUEST | Query Parameters is not allowed.

ProblemDetails M 1 404 NOT | Indicates that there is no matching entry found.
FOUND

Example:

Successful response

curl -X GET "http://10.75.225.82: 31578/ ocscp/ scpc-configuration/vl/ratelimt/
i ngress?nf Type=PCF" -H "accept: */*"
{
"nf Type": "PCF",
"data": {
"config": {
“rate": 1000,
“durationlnSec": 1,
"burst Percentage": 0
¥
"errorResponse": {
“errorResponse": "TOO MANY REQUESTS",
“errorCode": 429

}

nabl ed": true

}

Failure response, If the Ingress rate limiting data is not configured.

curl -X GET "http://10.75.225.82: 31578/ ocscp/ scpc-configuration/vl/ratelimt/
i ngress?fqdn=anf" -H "accept: */*"

{
“title": "Not Found",
"status": "404",
"detail": "Ingress Rate Limiting Configuration data not found against given

query paraneter.",
"instance": "/ocscp/scpc-configuration/vl/ratelinit/ingress?fqdn=anf",
"cause": "DATA NOT_FOUND'

}

PUT API
This resource adds Ingress Rate Limiting Configuration using the Request Body.
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Resource URI: / ocscp/ scpc-configuration/vl/ratelinmt/ingress

® Note
One of the following fields must be present in the request body:
*  Fqdn
*  NFType

The following table describes Data structures supported by the PUT Response Body on this
resource.

Table 2-114 Data Structures Supported by the PUT Response Body
|

Data Type P Cardinalit | Response Codes Description
y
IngressRateLimiterDat | M 1 200 OK Indicates the Ingress Rate Limiting
a Configuration data.
ProblemDetails M 1 400 BAD REQUEST Indicates that both NFType and Fqdn is provided

in the request.

Returns when an invalid combination or more
than two query parameters are provided.

Example:

Successful response

curl -X PUT "http://10.75.225.82: 30361/ ocscp/ scpc-configuration/vl/ratelimt/
ingress" -H "accept: */*" -H "Content-Type: application/json" -d "{\"data\":
{\"config\":{\"durationlnSec\":1,\"rate\":80},\"errorResponse\":
{\"errorCode\":429,\"errorResponse\ ":\"| NGRESS- RATE- LI M TER TOO MANY
REQUESTS\"}},\"enabl ed\": true,\"nf Type\":\"UDM "}"

{
"nf Type": "UDM',
"data": {
"config": {
"rate": 80,
"durationlnSec": 1,
"burst Percentage": 0
¥
"errorResponse": {
"errorResponse": "I NGRESS- RATE-LI M TER TOO MANY REQUESTS",
“errorCode": 429
}
}

"enabl ed": true
}

200 X
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Failure response: If both FQDN and NFType are given in the request body.

curl -X PUT "http://10.75.225.82; 31578/ ocscp/ scpc-configuration/vl/ratelimt/
ingress" -H "accept: */*" -H "Content-Type: application/json" -d "{\"data\":
{\"config\":{\"durationlnSec\":1,\"rate\":200},\"errorResponse\":
{\"errorCode\":429,\"errorResponse\":\"TOO MANY

REQUESTS\"}},\"enabl ed\": true, \"fqgdn\":\"udm oracl e. com",\"nf Type\":\"UDM "}"

{

"title": "Bad Request",

"status": "400",

"detail": "Both NFType and Fgdn is provided in the request body, Only one
of the 2 fields can be provided.",

"instance": "/ocscp/scpc-configuration/ratelimt/ingress",

"cause": "I NVALI D_KEY_COVBI NATI ON'

}

Failure response: if r at e divided by dur at i onl nSec is less than 10, then the configuration is
considered as invalid.

curl -X "PUT" \
“http://10.75.215.197: 32438/ ocscp/ scpc-configuration/vl/ratelimt/ingress' \
-H "accept: */*' \
-H ' Content-Type: application/json' \

-d '{
"data": {
"config": {

“bur st Percentage": 0,
“durationlnSec": 1,
"rate": 1
}1
"errorResponse": {
"errorResponse": "I NGRESS- RATE- LI M TER TOO MANY REQUESTS',
“errorCode": 429

}
}

nabl ed": true,
"fgdn": "anflsvc.oracle.conf

}
{
"title": "Bad Request",
"status": "400",
"detail": "rate divided by durationlnSec should be nore than or equal to

10, Please refer to the User Cuide.",
"instance": "/ocscp/scpc-configuration/vl/ratelimt/ingress",
"cause": "MANDATORY_| E_| NCORRECT"

}

DELETE API:
This resource deletes the Ingress Rate Limiting Configuration data based on the query
parameters.

Resource URI: / ocscp/ scpc-configuration/vl/ratelimt/ingress
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The following table describes URI query parameters supported by the DELETE method on this
resource.

Table 2-115 URI Query Parameters Supported by the DELETE Method
|

Name Data Type P Cardinalit | Description
y
Fgdn String @) 1 Indicates the FQDN of consumer NF.
Nflnstanceld String (0] 1 Nflnstanceld of Consumer NF
® Note

Rate limit configuration corresponding to NFType is used as the default configuration
and only update operation is supported on it.

The following table describes Data structures supported by the DELETE Response Body on
this resource.

Table 2-116 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardinalit | Respons | Description
y e Code
None 200 OK Indicates that the response is successful.
ProblemDetails M 1 404 NOT | Indicates that there is no matching entry found.
FOUND Returns when an invalid combination or more
than two query parameters are provided.
Example

Successful response

curl -X DELETE

"http://10.75.225.82: 31578/ ocscp/ scpc-configuration/vl/ingressratelinter?
fqdn=udm oracl e. com' -H

"accept: */*" 200 OK

Failure Response: When no matching entry is found.

curl -X DELETE
"http://10.75.225.82: 31578/ ocscp/ scpc-configuration/vl/ingressratelimter?
fqdn=anf" -H "accept:

*[x" L "title": "Not Found", "status": "404", "detail": "Ingress Rate
Linting

Configuration data not found against given fqgdn.", "instance":

"/ ocscp/ scpc-configuration/vl/ratelimt/ingress?fqdn=anf", "cause":
" DATA_NOT_FOUND'

1
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2.16 Configuring Egress Rate Limiting and Global Egress Rate

Limiting

Table 2-117 Eg

This section provides the information about Egress Rate Limiting and Global Egress Rate
Limiting configurations:

e List of resources required for retrieving, configuring, and deleting the rate limiting data.

Rate limiter data name and data type.
Functionalities of GET, PUT, and DELETE REST APIs.

Resources

The following table describes the resources for retrieving, configuring, and deleting the egress
rate limiting data.

ress Rate Limiting Resource Names

Resource Name Resource URI HTTP Query Parameters Description
Method

egressRateLimiter locscp/scpce- GET Combination of Retrieves egress rate limiting data
configuration/vl/ NFType/FQDN/ configured to the corresponding
ratelimit/egress serviceName supplied query parameters.

egressRateLimiter locscp/scpce- PUT NA Configures egress rate limiting data
configuration/vl/ using the supplied request body in
rateimit/egress the JSON format.

egressRateLimiter locscp/scpce- DELETE | Combination of Removes egress rate limiting data
configuration/vl/ NFType/FQDN/ corresponding to supplied query
ratelimit/egress serviceName parameters.

Data Model

Request Body
The following table describes egress rate limiter data name and data type.

Table 2-118 EgressRateLimiterData

Name DataType P Cardinalit | Description
y

nfType NFType C 1 Indicates the supported NFType as described in
the 3GPP TS 29.510 section 6.1.6.3.3: NRF,
UDM, AMF, SMF, AUSF, NEF, PCF, SMSF,
NSSF, UDR, LMF, GMLC, F5GEIR, SEPP, UPF,
N3IWF, AF, UDSF, BSF, CHF, NWDAF,
CUSTOM_ORACLE_SCP, SCP.

serviceName ServiceName C 1 Indicates the ServiceName as per the supported
NFType.

fqdn String C Indicates the FQDN of producer NF.

enabled Boolean 0] Indicates whether the rate limiting is enabled for
this entry: Default value is false.

data Data M 1 Indicates the rate limit configuration data.

Data
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The following table describes the types of data.

Table 2-119 Data Name and Type
|

Name DataType P Cardinalit | Description
y
config Config M 1 Indicates the rate limit data.
errorResponse ErrorResponse C 1 Indicates the error handling related data.
Config

Table 2-120 Config Data Type

Name DataType |P

Cardinalit
y

Range

Description

durationin
Sec

integer

1

1-300

Indicates the time unit in seconds to
calculate the rate.

rate integer

1- 75000

Indicates the messages / time unit
to be accepted when
aggregatedRate is set to O or the
Global Egress Rate Limit feature is
disabled.

aggregate
dRate

integer

0- 75000

Indicates the messages / time unit
to be accepted when the Global
Egress Rate Limit feature is
enabled.

If it is set to O, this field is ignored
and this configuration is not
considered for Global Egress Rate
Limit. It is considered for local rate
limit.

burstPerce
ntage

integer

0-100

Indicates the Burst percentage
used to calculate the number of
burst messages allowed per 100ms.
Note: Burst Control is not
supported. Therefore, any value set
for this parameter does not take
effect.

action String

"sendResponse" / "AlternateRoute"
Default value is "sendResponse"

Defines the action if the rate limit
guota is exhausted.

"sendResponse": send configured
error response back immediately

"AlternateRoute": attempt alternate
routing
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Table 2-121 ErrorResponse
|

Name DataType |P Cardinalit | Range Description

y
errorResp | String (0] 1 0-200 Indicates the Custom Error String
onse used in cause field of the

ProblemDetails structure as defined
in the 3GPP TS 29.571 section
5.2.4.1.

Default value shall be a constant
string "EGRESS-RATE-
LIMITER:TOO MANY REQUESTS"
auto configured by SCP.

errorCode | Int M 1 3XX,4XX,5XX Indicates the Http Status code.

JSON Format

{
"data": {
"config": {
"action": "string",
"aggregat edRate": 0,
“bur st Percentage": 0,
"durationlnSec": 0,
"rate": 0
h
"errorResponse": {
"errorCode": 0,
“errorResponse": "string"
1
b
"enabl ed": true,
"fqgdn": "string",
"nf Type": "string",
"serviceNane": "string"

Response Body
The response body data model varies based on the REST operation status.

Table 2-122 Response Body Data Type
|

Data Type Description

EgressRateLimiterData Same as the request body as described in Table 2-118.

ProblemDetails Indicates the ProblemDetails structure as defined in the 3GPP TS 29.571 section
5.24.1.

None Indicates an empty body.

Resource Definition

GET REST API
This resource fetches the egress rate limiting configuration based on the query parameters. If
no query parameter is provided, all the egress rate limiting configuration data is returned.
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Resource URI: /ocscp/scpc-configuration/vl/ratelimit/egress

The following table describes URI query parameters supported by the GET method on this
resource.

Table 2-123 URI Query Parameters

Name Data Type P Cardinalit | Description
y
NFType NFType @) 1 Indicates the supported NFType as described in

the 3GPP TS 29.510 section 6.1.6.3.3: UDM,
AMF, SMF, AUSF, NEF, PCF, SMSF, NSSF,
UDR, LMF, GMLC, F5GEIRSEPP, UPF, N3IWF,
AF, UDSF, BSF, CHF, NWDAF,
CUSTOM_ORACLE_SCP, SCP.

serviceName ServiceName @) 1 Indicates the ServiceName as per the supported
NFType.
Fgdn String 0] 1 Indicates the FQDN of producer NF.
® Note

The valid combination of query parameters are as follows:
*  Fqgdn + serviceName

* Fqgdn + NFType

*  Fqgdn

* serviceName

*  NFType
The following table describes data structures supported by the GET Response Body on this
resource.

Table 2-124 Data Structures Supported by the GET Response Body on this resource

Data Type P Cardinalit | Respons | Description
y e Code

array M 1 200 OK Indicates the list of egress rate limiting

(EgressRateLimiterDat configuration data.

a)

EgressRateLimiterData | M 1 200 OK Indicates the egress rate limiting configuration

data.

ProblemDetails M 1 400 BAD | Indicates that the requested combination of
REQUEST | query parameters is not allowed.

ProblemDetails M 1 404 NOT | Indicates that there is no matching entry found.
FOUND

Example:
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Successful response - 1, Combination of Fqdn, serviceName

$ curl -X GET "http://10.75.224.67:31612/ ocscp/ scpc-configuration/vl/
ratelimt/egress?servi ceNane=nudm uecmg&f gdn=udnisvc. scpsvc. svc. cluster. | ocal "
-H "accept: */*"

{

"fgdn": "udnmilsvc. scpsvc. svc.cluster.local",
"serviceName": "nudm uecnt,

"data": {
"config": {
"rate": 1000,

"durationlnSec": 1,
"action": "AlternateRoute",
"bur st Percentage": 0,
"aggregat edRat e": 5000
b
"errorResponse": {
"errorResponse”: "TOO MANY REQUEST",
"errorCode": 429

}
}

nabl ed": true

Successful response - 2, Only serviceName

$ curl -X GET "http://10.75.224.67:31612/ ocscp/ scpc-configuration/vl/
ratelimt/egress?servi ceName=nudm uecnt -H "accept: */*"

{
"serviceName": "nudm uecnt,
"data": {
"config": {
“rate": 1000,
"durationlnSec": 1,
"action": "AlternateRoute",
"bur st Percentage": 0,
"aggregat edRat e": 5000
¥
"errorResponse": {
“errorResponse": "TOO MANY REQUEST",
"errorCode": 429
}
b
"enabl ed": true
}

Failure case, Incorrect combination of parameters such as NFType and serviceName

$ curl -X GET "http://10.75.226.108: 30331/ ocscp/ scpc-configuration/vl/
ratelimt/egress?nf Type=UDM&ser vi ceName=nudm uecm' -H "accept: */*"
Response Body :

{
"title": "Bad Request",
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"status": "400",

"detail": "Requested conbination of Query Parameters is not allowed, please
refer to the User Cuide",

"instance": "/ocscp/scpc-configuration/vl/ratelinit/egress?
nf Type=UDM&ser vi ceName=nudm uecni',

"cause": "I NVALI D QUERY_PARAM'

}

PUT REST API
This resource adds and updates egress rate limiting configuration using the Request Body.

Resource URI: /ocscp/scpc-configuration/vl/ratelimit/egress

The following table describes data structures supported by the PUT Response Body on this
resource.

Table 2-125 Data Structures Supported by the PUT Response Body

Data Type P Cardinalit | Response Codes Description
y
EgressRateLimiterData | M 1 200 OK Indicates the egress rate limiting configuration
data.
ProblemDetails M 1 400 BAD REQUEST Indicates that both NFType and Fqdn is provided

in the request.

The ProblemDetails structure is defined in the
3GPP TS 29.571 Section 5.2.4.1.

® Note
The valid combination of fields in the request body is as follows:
* Fqdn, serviceName

* Fqdn, NFType

*  Fqdn

* serviceName

*  NFType
Example:

Successful response - 1, Combination of Fgqdn and ServiceName.

Configuring with a global rate of 5000 with aggregatedRate field.

$ curl -X PUT "http://10.75.226.108: 32042/ ocscp/ scpc-confi guration/vl/
ratelimt/egress" -H "accept: */*" -H "Content-Type: application/json" -d
“{\"data\":{\"config\":

{\"action\":\"Al ternateRoute\",\"durationlnSec\":1,\"rate\":100},\"errorRespon
se\":{\"errorCode\":429,\"errorResponse\":\"EGRESS RATE LI M TER TOO MANY
REQUEST\"}},\"enabl e\":true, \"fqdn\":\"udnmtl. vzw. com ", \ "servi ceName\ ": \ "nudm
uecm"}"

{
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“fqgdn": "udnl.vzw. cont',

"servi ceNane": "nudm uecnt,

"enabl ed": true,

"data": {

"config": {

"rate": 100,
"durationlnSec": 1,
"bur st Percentage" : 0,

"action": "AlternateRoute"
}1
"gl obal Config": {

"rate": 120,

"durationlnSec": 1,
"bur st Percentage" : 0,
"action": "AlternateRoute"
¥
"errorResponse": {
"errorResponse":
“errorCode": 429
1
}
}

200 X

Chapter 2
Configuring Egress Rate Limiting and Global Egress Rate Limiting

" EGRESS_RATE_LIM TER TOO MANY REQUEST",

Successful response - 2, Combination of Fgqdn and ServiceName.

curl -X'"PUT \

"http://<SCP configuration FQDN>: 30446/ ocscp/ scpc-configuration/vl/

ratelinmt/egress' \
-H "accept: */*' \

-H ' Content-Type: application/json" \

-d '{
"fgdn": "nefl. vzw cont',

"servi ceNane": "nnef-event exposure",

"enabl ed": true,
"data": {
"config": {
"rate": 100,

"durationlnSec": 1,
"bur st Percentage" : 0,

"action": "AlternateRoute"
}y
"gl obal Config": {

"rate": 120,

"durationlnSec": 1,
"bur st Percentage" : 0,
"action": "AlternateRoute"
¥
"errorResponse": {
"errorResponse":
“errorCode": 429
}
}
p

"EGRESS_RATE_LI M TER: TOO MANY REQUEST",
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Failure case 1: Incorrect combination of fields such as NFType and serviceName in request
body

$ curl -X PUT "http://10.75.226.108: 30331/ ocscp/ scpc-configuration/vl/
ratelimt/egress" -H "accept: */*" -H "Content-Type: application/json" -d
“{\"data\":{\"config\":

{\"action\":\"Al ternateRoute\",\"durationlnSec\":1,\"rate\": 300}, \"errorRespon
se\":{\"errorCode\":0,\"errorResponse\":\"\"}},\"enabl e\": true

A'nf Typel":\"UDM ", \"servi ceName\ ":\ " nudm uecm "}"

Response Body:
{

"title": "Bad Request",

"status": "400",

"detail": "Incorrect conbination of Keys in request Body, please refer to
the User Cuide",

"instance": "/ocscp/scpc-configuration/vl/ratelimt/egress",

"cause": "I NVALI D_KEY_COVBI NATI ON'

}

Failure response: if r at e divided by dur ati onl nSec is less than 10, then the configuration is
considered as invalid.

curl -X "PUT" \
“http://10.75.215.197: 32438/ ocscp/ scpc-configuration/vl/ratelinit/egress' \
-H "accept: */*' \
-H ' Content-Type: application/json' \

-d ' {
"data": {
"config": {

"action": "sendResponse",
“bur st Percentage": 0,
“durationlnSec": 1,
"rate": 1,
"aggregat edRate": 0
¥
"errorResponse": {
"errorResponse": "EGRESS- RATE-LIM TER TOO MANY REQUESTS",
“errorCode": 429

}
}

nabl ed": true,
"fgdn": "udnmilsvc. scpsvc. svc.cluster.|local"

}I
{
"title": "Bad Request",
"status": "400",
"detail": "rate divided by durationlnSec should be nore than or equal to

10, Please refer to the User Cuide.",
"instance": "/ocscp/scpc-configuration/vl/ratelimt/egress",
"cause": "MANDATORY_| E_| NCORRECT"

}

DELETE REST API
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This resource deletes the egress rate limiting configuration data based on the query
parameters.
Resource URI: /ocscp/scpc-configuration/vl/ratelimit/egress

The following table describes URI query parameters supported by the DELETE method on this
resource.

Table 2-126 URI Query Parameters Supported by the DELETE Method

Name Data Type P Cardinalit | Description
y
NFType NFType (@) 1 Indicates supported NFType as described in the

3GPP TS 29.510 section 6.1.6.3.3: UDM, AMF,
SMF, AUSF, NEF, PCF, SMSF, NSSF, UDR, LMF,
GMLC, F5GEIR, SEPP, UPF, N3IWF, AF, UDSF,
BSF, CHF, NWDAF, CUSTOM_ORACLE_SCP,

SCP.

serviceName ServiceName @) 1 Indicates the ServiceName as per supported
NFType.

Fgdn String 0] 1 Indicates the FQDN of producer NF.

® Note
The valid combination of query parameters are provided as follows:
e Fqdn, serviceName
e Fqdn, NFType
e Fqdn

e serviceName
The following table describes data structures supported by the DELETE Response Body on
this resource.

Table 2-127 Data Structures Supported by the DELETE Response Body

Data Type P Cardinalit | Respons | Description
y e Code
None 200 OK Indicates that the response is successful.
ProblemDetails M 1 400 BAD | Indicates that the requested combination of
REQUEST | query parameters is not allowed.
ProblemDetails M 1 404 NOT | Indicates that there is no matching entry found.
FOUND
Example

Successful response - 1, Combination of Fqdn and serviceName

$ curl -X DELETE "http://10.75.226.108: 30331/ ocscp/ scpc-configuration/vl/
ratelimt/egress?f gdn=udml. vzw. con&ser vi ceName=nudm uecni -H "accept :
*[*" 2000K
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Successful response - 2, Only Fgdn Delete

$ curl

- X DELETE "http://10.75.226.108: 30331/ ocscp/ scpc-configuration/vl/

egressratelinmter?fqgdn=udnl. vzw. cont -H "accept :

* [k

200K

Failure case 1, Incorrect query parameter like NFType

$ curl

- X DELETE "http://10.75.226.108: 30331/ ocscp/ scpc-configuration/vl/

ratelimt/egress?nfType=UDM -H "accept:

*[*" Response Body:{ "title": "Bad Request", "status": "400",

"detail": "Requested Del ete conbination of Query Paraneters is not allowed,
pl ease refer to the User CGuide", "instance": "/ocscp/scpcconfiguration/
vl/ratelimt/egress?nf Type=UDM', "cause":

"1 NVALI D_QUERY_PARAM'}

Failure case 2, When no matching entry is found

$ curl

- X DELETE "http://10.75.226.108: 30331/ ocscp/ scpcconfiguration/

vl/ratelimt/egress?servi ceName=nudm sdnf-H "accept:

*[*" Response Body:{ "title": "Not Found", "status": "404",
“detail": "Egress Rate Limiting configuration data not found agai nst
gi ven

query paraneter(s),

"instance":
"/ ocscp/ scpc-configuration/vl/ratelimt/egress?
servi ceName=nudm sdnt, "cause": "DATA_NOT_FOUND'}

Pl ease refer to the User Guide",

2.17 Configuring Dynamic Logging

Service Communication Proxy (SCP) provisions an option to change log levels of SCP
microservices dynamically through SCP configuration service.

Retrieving all Service Level Logs

Table 2-128 Retrieving all Service Level Logs

Resource URI

HTTP Content Type
Method

Response Codes

Configuration attributes

for all service level logs

http://<ip>:<port>/
ocscp/scpc-
configuration/vi/all/
logging

GET application/json

e 200: Successfully returns Log Levels of all SCP
microservices

e 404: No SCP Log levels found in system

Configuration attributes

at service level logs

http://<ip>:<port>/
ocscp/scpc-
configuration/vl/
<microservice-name>/

logging

GET application/json

e 200: Successfully returns Log Levels of all SCP
microservices

e 404: No SCP Log levels record found for microservice
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Resource URI HTTP Content Type Response Codes
Method

http://<ip>:<port>/ PUT application/json e 200: Successfully returns Log Levels of all SCP
ocscp/scpc- microservices
con_figuratio_n/vl/ e 400: Request Body is empty for service
<microservice-name>/ «  404: No SCP Log levels record found for microservice
logging

® Note

The following microservices are supported: scp-wor ker, scpc-notification, scpc-

configuration, scpc-audit, and scpc-subscription.

Response Body of GET Method for all Service Level Logs:

[
{
"scpc-audit": {
"appLogLevel ": "WARN',
"packageLoglLevel ": [
{
"packageName": "library",
"l ogLevel For Package": " OFF"
}
1,
"l ogRat eControl ": {
"rate": 1,
"l ogLevel ": "OFF"
}
1

cpc-notification": {
"appLogLevel ": "WARN',
"packageLogLevel ": [

"packageName": "library",
"l ogLevel For Package": " OFF"
}
1,
"| ogRateControl ": {
"rate": 1,
"l ogLevel ": "OFF"
}
¥
"scpc-subscription": {
"appLogLevel ": "WARN',
"packagelLoglLevel ": [
{
"packageName": "library",
"l ogLevel For Package": " OFF"
}
1,
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"l ogRateControl ": {
"rate": 1,
“l ogLevel ": "OFF"
}
¥
"scpe-configuration': {
"appLogLevel ": "INFO',
"packageLoglLevel ": [
{
"packageName": "library",
"l ogLevel For Package": " OFF"
}
1,
"l ogRat eControl ": {
"rate": 1,
"l ogLevel ": "OFF"
}
¥
"scp-worker": {
"appLogLevel ": "WARN',
"packagelLoglLevel ": [

"packageName": "library",
"l ogLevel For Package": " OFF"
}
1,
"l ogRat eControl ": {
"rate": 1,
"l ogLevel ": "COFF"
}

} y

"scp-cache": {
"appLogLevel ": "WARN',
"packageLoglLevel ": [

{
"packageName": "library",
"l ogLevel For Package": " OFF"
}
1,
"l ogRat eControl ": {
"rate": 1,
"l ogLevel ": "OFF"
}

}
}
]

Response Body of GET Method at Service Level Logs:

{
"appLogLevel ": "I NFO',
"packagelLogLevel ": [
{
"| ogLevel For Package": "library",

"packageNarme": " OFF"
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}

1,

"l ogRat eControl ": {
"rate": 1,
"l ogLevel ": " OFF"

}
}

Response Body of PUT Method at Service Level Logs:

"appLogLevel ": "I NFO',
"packagelLogLevel ": [

{

"l ogLevel For Package":

"packageName": " OFF"
}
1,
"l ogRat eControl ": {
"rate": 1,
"l ogLevel ": "OFF"

}
}

Table 2-129 Logging

"l'ibrary",

Chapter 2
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Attribute Name Data Type | Constraints Default Description
Values
appLogLevel string INFO,DEBUG,WARN,ERR | WARN Specifies the log level of
OR the application
Note: WARN - data plane
(scp-worker); INFO -
control planes (scpc-audit,
scpc-subscription, scpc-
notification, and scpc-
configuration)
packagelLoglLevel |array See Specifies a list of individual
(PackagelLo PackagelLo | packages and their
gLevel) gLevel table | respective log levels
logRateControl See See LogRateControl table | See Specifies the log levels of
LogRateCo LogRateCo | the application to support
ntrol table ntrol table | rate control.

Table 2-130 PackageLogLevel

Attribute Name Data Type | Constraints Default Description
Values
packageName string root root Specifies the name of the
package
logLevelForPackag | string INFO,DEBUG,WARN,ERR | WARN Specifies the log level for
e OR,FATAL,OFF, TRACE the given package
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Table 2-131 LogRateControl
- _______________________________ |

Attribute Name Data Type | Constraints Default Description
Values
rate Integer 1-1000 1 Specifies the average

number of logs per second
that should be allowed.

logLevel string ERROR,WARN,INFO,DEB | OFF Specifies the log level to
UG, TRACE,OFF control log rate.

Log levels during deployment

The default log levels of SCP Services can be set during deployment time as below:

# Axxkxxkkx | OG LEVELS OF ALL SERVICES ****x*xx% 4
servi celLoglevel s:
scpcAudit: &auditLogLevel Ref | NFO
scpcConfiguration: &configlLoglLevel Ref | NFO
scpcSubscription: &subsLoglLevel Ref | NFO
scpcNotification: &notiflLogLevel Ref | NFO
scpWrker: &workerLogLevel Ref WARN

# kkkkkkkhkkkhkkkhkhkhkkhk*k END kkkkhkkkhkkdkkhkdhkkrkkkxx #

@® Note

The variables start with & are reference variables that must not be modified.

Changing log levels from internal config pod
The log levels can be changed form inside config pod.

Step: curl -X GET "http://localhost:8081/ocscp/scpc-configuration/vl/all/logging” -H "accept:
application/json" or to get log level of particular service. curl -X GET "http://localhost:8081/
ocscp/scpc-configuration/vl/<microservice-name>/logging" -H "accept: application/json" Step3:
To change log level of a service. Updating all services(PUT ALL) at once not supported. curl -X
PUT "http://localhost:8081/ocscp/scpc-configuration/vl/<microservice-name>/logging" -H
"accept: application/json" -H "Content-Type: application/json" -d

"\"appLogLevel\":\"warn\" \"packagelLogLevel\":

[{\"packageName\":\"library\" \"logLevelForPackage\":\"OFF\"}]}"

1. Execute the following command into config pod:
kubect| exec -it <config_pod_name> -n <namspace> bash
2. Check log levels of all services as follows:

curl -X GET "http://local host: 8081/ ocscp/ scpc-configuration/vl/all/
l oggi ng" -H "accept: application/json"
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3. Get log level of particular service as follows:

curl -X GET "http://local host: 8081/ ocscp/ scpc-configuration/vl/
<mi croservi ce-name>/ | oggi ng" -H "accept: application/json"

4. To change log level of a service. Updating log level for all the services at once (PUT ALL)
is not supported:

curl -X PUT "http://local host: 8081/ ocscp/ scpc-configuration/vl/

<m croservi ce-nanme>/ | oggi ng" -H "accept: application/json" -H "Content-
Type: application/json" -d "{\"appLogLevel\":\"warn\",\"packageLogLevel\":
[{\"packageName\":\"library\" ,\"l ogLevel For Package\":\"OFF\"}]}"

For performing logging configurations using the CNC Console, see Oracle Communications
Cloud Native Core, Service Communication Proxy User Guide.

2.18 Fetching Release 16 Routing Rules

This section provides details about fetching routing information that is supported in Release 16
deployment. The following information is fetched for routing:

« List of resources required for retrieving routing information

e URI Query parameters supported by the GET method

e Data structures supported by the GET response body

For information about Release 16, see 3GPP TS 23.501 version 16.6.0 Release 16.

Resources

The following table describes the resource name to retrieve a collection of routing information.

Table 2-132 Resource Name

Resource Name Resource URI HTTP Description
Method
routing-rules-r16 locscp/scpce- GET Retrieves a collection or list of routing information
configuration/vl/ (NflnstanceServices) configured in SCP.
routing-rules-r16 Use this API when Model C support is enabled in SCP. For

information about enabling this feature, see Oracle
Communications Cloud Native Core, Service Communication
Proxy Installation, Upgrade, and Fault Recovery Guide.

Resource Definition

This resource fetches the routing information (NflnstanceServices) based on the query
parameters.

If no query parameter is provided, all the routing information is returned.

Resource URI: / ocscp/ scpe-configuration/vl/routing-rul es-r16
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Table 2-133 URI Query Parameters Supported by the GET Method

Name Data Type P Cardinalit | Description
y

nfSetld String @) 1 Indicates the nfSetld of the NF.

nfFqdn FQDN 0 1 Indicates the FQDN of NF service.

nfType NFType o 1 Indicates the NF type of the NF for which routing
information is fetched.

nflnstanceld Nflnstanceld 0] 1 Identifies the NF instance for which routing
information is fetched.

nfServiceType NFService o 1 Indicates NFService, for example, nudm-uecm,
for which routing information is fetched.

nflp Ipv4Addr @) 1 Indicates the IPv4 address for which routing
information is fetched.

nfServicelnstanceld String C 1 Indicates the NF Service Instance ID for which
routing information is fetched.
Use it with nflnstanceld.
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® Note

*  Supports only 0 to 3 query parameters.

* The valid combinations of 1 query parameter are as follows:
— nfSetld
— nflp
— nfFgdn
— nfType
— nflnstanceld
— nfServiceType

* The valid combinations of 2 query parameters are as follows:
— nfSetld + nfFqdn
— nfSetld + nflp
— nfSetld + nflnstanceld
— nfSetld + nfType
— nfSetld + nfServiceType
— nfFgdn + nfServiceType
— Nflp+ nfServiceType
— nflnstanceld + nfServicelnstanceld

* The valid combinations of 3 query parameters are as follows:
— nfSetld + nfFgdn + nfServiceType
— nfSetld + nflp + nfServiceType
— nfSetld + nfinstanceld + nfServicelnstanceld

» If there are more than 3 query parameters, these combinations are considered as
invalid.
The following tables describe query parameters for Local and InterSCP.

Table 2-134 One Query Parameter for Local and InterSCP
|

Parameter Local InterSCP (Foreign) Description

nflnstnaceld Allowed Allowed Identifies the NF instance for which routing
information is fetched.

nfSetld Allowed NA Indicates the nfSetld of the NF.

nfType Allowed NA Indicates the NF type of the NF for which routing
information is fetched.

nfServiceType Allowed NA Indicates NFService, for example, nudmuecm,
for which routing information is fetched.

locality NA Allowed Identifies the InterSCP unknown instance for
which routing information is fetched.

nfFgdn Allowed Allowed Indicates the FQDN of NF service.
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Table 2-134 (Cont.) One Query Parameter for Local and InterSCP

e ____________________________________________ ____________________________|
Parameter Local InterSCP (Foreign) Description

nflp Allowed Allowed Indicates the IPv4 address for which routing
information is fetched.

Two Query Parameter for Local and InterSCP

Table 2-135 Two Query Parameter for Local and InterSCP
e

Parameter Local InterSCP (Foreign) Description

nfSetld + nfFgdn Allowed NA nfSetld of the NF and FQDN of NF service.

nfSetld + nflp Allowed NA nfSetld of the NF and IPv4 address for which
routing information is fetched.

nfSetld + nflnstnaceld | Allowed NA nfSetld of the NF and identity of the NF instance
for which routing information is fetched.

nfSetld + nfType Allowed NA nfSetld of the NF and the NF type for which
routing information is fetched.

nfSetld + Allowed NA nfSetld of the NF and NFService, for example,

nfServiceType nudm-uecm, for which routing information is
fetched.

nfFqdn + Allowed NA FQDN of the NF service and the NF service

nfServiceType type, for example, nudm-uecm, for which routing
information is fetched.

nflp+ nfServiceType Allowed NA IPv4 address of the NF and the NF service type,

for example, nudm-uecm, for which routing
information is fetched.

nflnstanceld + Allowed NA Identity of the NF instance and the NF Service
nfServicelnstanceld Instance ID for which routing information is
fetched.
Note: To be used with nflnstanceld.
nfFqgdn + locality NA Allowed FQDN of NF service and identity of the

InterSCP of unknown records for which routing
information is fetched.

nflp+ locality NA Allowed IPv4 address of the NF and identity of the
InterSCP of unknown records for which routing
information is fetched.

nflnstanceld + locality | NA Allowed Identity of the NF instance and identity of the
InterSCP of unknown records for which routing
information is fetched.

Three Query Parameter for Local and InterSCP

Table 2-136 Three Query Parameter for Local and InterSCP
e

Parameter Local InterSCP (Foreign) Description

nfSetld + nfFqdn + Allowed NA Fetches SCP routing rules information for

nfServiceType Release 16 using nfSetld, nfFqdn, and
nfServiceType.

nfSetld + nflp + Allowed NA Fetches SCP routing rules information for

nfServiceType Release 16 using nfSetld, nflp, and
nfServiceType.
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Table 2-136 (Cont.) Three Query Parameter for Local and InterSCP
|

Parameter Local InterSCP (Foreign) Description

nfSetld + nflnstanceld | Allowed NA Fetches SCP routing rules information for

+ nfServicelnstanceld Release 16 using nfSetld, nflnstanceld, and
nfServicelnstanceld.

Data Structures Supported by the GET Response Body on this Resource
The following tables describes the supported data type by the GET response body.

Table 2-137 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Code Description

array(NfinstanceServic | M 1 200 OK Indicates the list of routing rules

es) (Nflnstance Services) matching
criteria.

ProblemDetails M 1 400 BAD REQUEST Returns when an invalid
combination or more than three
query parameters are provided.

NflnstanceServices

{

local: [
{
"ki nd":"NFIl nst anceSer vi ceMappi ng",
"spec": {
"hosts": [
"string"
1,
"nf Type": "string",
"nf Set sList":{
nf Set | dList:["string"]
¥
“nflnstancel d": " 3f af 2bbc- 6e4a- 2828- a507- al4ef 8elbc7b",
"nf Servi ceToRout eMappi ng": {
"nf Servi ceToRout esLi st Map": {

"defaul t":{
"hosts":|
"string"

]

estinations":|

]
1
"nnrf-nfm:{
"hosts":|
"string"

]

estinations":|
{
"dest Wi ght": {
"wei ght": 0,

Cloud Native Core, Service Communication Proxy REST Specification Guide
F88459-05 September 10, 2025

Copyright © 2021, 2024, Oracle and/or its affiliates. Page 190 of 393



ORACLE Chapter 2
Fetching Release 16 Routing Rules

"destination":{
"host":"string",
"port":{

"nurmber": 0
1

"http2MaxRequests": 0

b
"i sRenot eScp": f al se,

"ocscpe_l oad": 0,

"ocscpw priority":0,

"ocscpw nf _instance_id":"string",
"ocscpw _service_instance_id":"string"

¥
"serviceSetlds":null
}
]
¥
"nnrf-disc":{
"hosts":|
"string"
1,
"destinations":[
{
"dest Wi ght ": {
"wei ght": 0,
"destination":{
"host":"string",
"port":{
“number": 0
¥
"http2MaxRequests": 0
b
"i sRenot eScp": f al se,
"ocscpe_l oad": 0,
"ocscpw priority":0,
"ocscpw nf _instance_id":"string",
"ocscpw _service_instance_id":"string"
¥
"serviceSetlds":null
}
]
}
}
}
¥
"metadata": {
"name":"string",
"nanmespace”: "string"
¥
"api Version": "string"
1,
foreign:
[
{

"kind": "InterSCPRoutinglnfo",
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"spec": {
"hosts": ["udnlsvc. defaul t.svc.cluster.|ocal:8080"
"udmisvc. defaul t. svc. cl uster. | ocal : 8080- nudm uecnt
"192.168. 2. 143: 8080- nudm uecnt', "192.168. 2. 143: 8080"],
“locality": "Locl",
“nfSetldList": [],
“nflnstancel dList": ["9faf lbbc- 6eda- 4454-a507- aldef 8elbc5b"],
“primryDestinationList": [{

"wei ght": 100,
"destination": {
"host": "ocscp-Ilocal scp-worker.scpsvc. svc. cluster.local”
"port": {
"nunmber": 8000
}

"htt p2MaxRequest s": 100000
}

i SRenot eScp": true
"ocscpe_l oad": O,
"ocscpw priority": 0
"ocscpw nf _instance_id": "3faflbbc-6eda-4454-a507-aldef 8elbc5e"
"ocscpw service_instance_id": "f86b54b7-aef 9-4c78-
b346- 3bf b7f 380811"
H,

"secondaryDestinationList": {}

} y
"metadata": {
"nane": "interScpRoutinglnfo",
"nanespace": "scpsvc"
} y
"api Version": "v1"
}
]
}
Example:

Successful Responsel

$ curl -X GET "http://10.75.236. 84: 32360/ ocscp/ scpc- confi guration/vl/routing-
rul es-r16?nf Type=NRF" -H "accept: */*"
{
"local": [
{
"spec": {
"nflnstancel d": "6faf 1bbc- 6e4a- 2828- a507- al4ef 8elbc5a”
"nf Servi ceToRout eMappi ng": {
"nf Servi ceToRout esLi st Map": {

"default": {
"hosts": [
nul |

],

"destinations": [

{

"destinationlnfo": {
"destination": {
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"port": {
"nurber": 80
}
b
"weight": 0

"ocscpw priority": 0
"ocscpw nf _instance_id": "6faflbbc-6eda-2828-a507-

aldef 8elbcbha",
"ocscpw service_instance_id": "6faflbbc- 6eda-2828-a507-
aldef 8elbcbha",
"ocscpc_load": O
}
}
]
¥
"nnrf-nfm: {
"hosts": [
“nrflsvc. scpsvc. sve. cluster.|ocal : 8080-nnrf-nfni
1,
“destinations": [
{
"destinationlnfo": {
"destination": {
"host": "nrflsvc.scpsvc.svc.cluster.local”
"port": {
“number": 8080
¥
“location"; "MESH EXTERNAL",
"ports": |
{
“number": 8080
“protocol ": "HTTP2",
"name": "http2"
}
1,
"resolution": "DNS
¥
"wei ght": 5000,
"ocscpw priority": 0
"ocscpw nf _instance_id": "6faflbbc-6eda-2828-a507-
aldef 8elbcbha",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aa5c- 951806d77b01",
"ocscpc_load": O
}
}
]
¥
"nnrf-disc": {
"hosts": [
"nrflsvc. scpsve. sve. cluster.|ocal:8080-nnrf-disc”
1,
“destinations": [
{
"destinationlnfo": {
"destination": {
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"host": "nrflsvc.scpsvc.svc.cluster.local"”
"port": {
“nunber": 8080
b
"l ocation": "MESH EXTERNAL",
"ports": |
{
"nunber": 8080
"protocol ": "HTTP2",
"name": "http2"
}
1
"resolution": "DNS'
ight": 5000,

"ocscpw priority": 0

"ocscpw nf _instance_id": "6faflbbc-6eda-2828-a507-

aldef 8elbcha",

"ocscpw service_instance_ id": "fel37ab7-740a- 46ee-

aabc- 951806d77b02",

"ocscpc_load": O

}

hosts": |
nul

] il
"nf Set sLi st"

{

"nfSetldList": [

"Regl”
]
}

}
}
{

"spec": {

"nf | nst ancel d"

" nf Typen n NRF“

"6f af 1bbc- 6e4a- 2828- a507- aldef 8elbc5b”

"nf Servi ceToRout eMappi ng": {
"nf Servi ceToRout esLi st Map": {

"defaul t":
"host s":
nul |
]

{

{
[

estinations": |

"destinationlnfo": {
"destination": {

}

"port": {
"nurber": 80
}
"weight": 0
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"ocscpw priority": 1
"ocscpw nf _instance_id": "6faflbbc-6eda-2828-a507-

aldef 8elbc5b",
"ocscpw service_instance_id": "6faflbbc- 6eda-2828-a507-
aldef 8elbc5b",
"ocscpc_load": O
}
}
]
¥
"nnrf-nfm: {
"hosts": [
“nrf2svc. scpsvce. sve. cl uster. | ocal : 8080-nnrf - nf ni
1,
“destinations": [
{
"destinationlnfo": {
"destination": {
"host": "nrf2svc.scpsvc. svc. cluster.local”
"port": {
“number": 8080
¥
“location"; "MESH EXTERNAL",
"ports": |
{
“number": 8080
“protocol ": "HTTP2",
"name": "http2"
}
1,
"resolution": "DNS
¥
"wei ght": 5000,
"ocscpw priority": 1
"ocscpw nf _instance_id": "6faflbbc-6eda-2828-a507-
aldef 8elbc5b",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aabc- 951806d77b01",
"ocscpe_load": O
}
}
]
¥
"nnrf-disc": {
"hosts": [
"nrf2svc. scpsve. sve. cluster. | ocal : 8080-nnrf-disc”
1,
“destinations": [
{
"destinationlnfo": {
"destination": {

"host": "nrf2svc.scpsvc. svc. cluster.local”
"port": {

"nunber": 8080
} )

"l ocation": "MESH EXTERNAL",
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"ports": |
{
"nunber": 8080,
"protocol ": "HTTP2",
"name": "http2"
}

1,

"resolution": "DNS"
¥
"wei ght": 5000,

"ocscpw priority": 1,

"ocscpw nf _instance_id": "6faflbbc-6eda-2828-a507-
aldef 8elbc5b",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aabc- 951806d77b02",

"ocscpc_load": O

b
"hosts": [
nul |
1,
“nf SetsList": {
"nfSetldList": [
"Regl"
]
b
“nf Type": " NRF"
}

}
]

7oreign": []

Successful Response2:

$ curl -X GET "http://10.75.226.108: 30701/ ocscp/ scpc- confi guration/vl/routing-
rul es-r16?nf Type=AUSF&nf Set | d=NONE" -H "accept: */*"
{

"local": [
{
"spec": {
“nfInstancel d": "8faf 1bbc- 6e4a- 2828- a507- aldef 8elbc5b",
"nf Servi ceToRout eMappi ng": {
"nf Servi ceToRout esLi st Map": {
"default": {
"hosts": [
"10.75.226. 108:i p",
"ausfsvc_fqdn"

]
}

ausf-auth": {
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"hosts": [
“nrf2svc. scpsvc. sve. cluster. | ocal : 8080- nausf - aut h"
]

“destinations": [
{

"destinationlnfo": {
"destination": {

"host": "nrf2svc.scpsvc. svc. cluster.local”
"port": {
“nunber": 8080
b
“location"; "MESH EXTERNAL",
"ports": |
{
"nunber": 8080
“protocol ": "HTTP2",
"name": "http2"
}

1,

"resolution": "DNS"
¥
"wei ght": 5000,

"ocscpw priority": 1

"ocscpw nf _instance_id": "8faflbbc-6eda-2828-a507-
aldef 8elbc5b",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aabc- 951806d77b01",

"ocscpc_load": O

}
}
]
¥
"nausf-sorprotection": {
"hosts": [

“nrf2svc. scpsvc. sve. cluster. | ocal : 8080- nausf - sor prot ecti on"

]

estinations": |
{
"destinationlnfo": {
"destination": {

"host": "nrf2svc.scpsvc. svc. cluster.local”
"port": {
“nunber": 8080
b
“location"; "MESH EXTERNAL",
"ports": |
{
“nunber": 8080
“protocol ": "HTTP2",
"name": "http2"
}

]l

"resolution": "DNS
}1
"wei ght": 5000,
"ocscpw priority": 1
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"ocscpw nf _instance_id": "8faflbbc-6eda-2828-a507-
aldef 8elbc5b",

"ocscpw service_instance_id": "fel37ab7-740a- 46ee-
aabc- 951806d77b02",

"ocscpc_load": O

"nf SetsList": {},
“nf Type": " AUSF"
1
1
]

7oreign": []

Failure cases

If the number of query parameters is greater than 3.

$ curl -X GET "http://1ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-
rul es-r16?nf Type=NRF&nf Ser vi ceType=nnrf -
di sc&nf 1 p=10. 75. 226. 108&nf | nst ancel d=6f af 1bbc- 6e4a- 4454- a507- aldef 8elbcba" -H
"accept: */*"
Error response for above curl Request:
Response Code: 400
Response Status: BAD REQUEST
Response Body : { "title": "Bad Request", "status": "400", "detail": "Maxi num
3 Query Paraneters are allowed, please refer to the User Cuide"
"instance": "/ocscp/scpc-configuration/vl/routing-rules-r16?
nf Type=NRF&nf Ser vi ceType=nnrf -
di sc&nf 1 p=10. 75. 226. 108&nf | nst ancel d=6f af 1bbc- 6eda- 4454- a507- al4ef 8elbc5a”
"cause": "I NVALI D_MSG_FORVAT" }
Response Headers
connection: keep-alive content-type: application/problemjson date: Wed30
Dec 2020 07:16:52 GMr transfer-encodi ng: chunked

If any invalid combination of query parameters is requested.

$ curl -X GET "http://local host: 8081/ ocscp/ scpc-configuration/vl/routing-
rul es-r 16?nf Type=NRF&nf Servi ceType=nnrf-nfn' -H "accept: */*"

Error response for above curl Request:

Response Code: 400

Response Status: BAD REQUEST

Response Body: { "title": "Bad Request", "status": "400", "detail":
"Requested conbination of Query Paraneters is not allowed, please refer to
the User Cuide",

"instance": "/ocscp/scpc-configuration/vl/routing-rules-r16?

nf Type=NRF&nf Servi ceType=nnrf-nfni', "cause": "I NVALI D_MSG FORMAT" }

Response Headers :
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connection: keep-alive
Dec 2020 07:16:52 GVI
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content-type: application/problemtjson date: Wed30

transfer-encodi ng: chunked

This section provides information about fetching upgrade and rollback event information.

Resources

The following table describes the resource name to retrieve the list of upgrade and rollback

events.

Table 2-138 Upgrade and Rollback Resource Name

configuration/vl/

upgraderollbackevents

Resource Name Resource URI HTTP Description
Method
upgraderollbackevents | /ocscp/scpc- GET Retrieves a collection or list of upgrade and rollback events.

Resource Definition

This resource fetches upgrade or rollback events based on the query parameters.

If no query parameter is provided, all the events are returned.

Resource URI: / ocscp/ scpc-confi gurati on/ vl/ upgrader ol | backevent s

Table 2-139 URI Query Parameters Supported by the GET Method
e

Name Data Type P Cardinalit | Description Allowed Values
y
serviceName String o 1 Name of the *  scpc-audit
service «  scpc-configuration
e scpc-notification
*  scpc-subscription
e scp-worker
Example: scpc-audit
event String (@) 1 Event to be e Pre_Upgrade_Started
filtered «  Pre_Upgrade_Completed

*  Pre_Upgrade_Failed

*  Post_Upgrade_Started

»  Post_Upgrade_Completed
e Post_Upgrade_Failed

*  Pre_Rollback_Started

*  Pre_Rollback_Completed
*  Pre_Rollback_Failed

e Post_Rollback_Started

*  Post_Rollback_Completed
*  Post_Rollback_Failed
Example: Pre_Upgrade_Started
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Table 2-139 (Cont.) URI Query Parameters Supported by the GET Method

Name Data Type P Cardinalit | Description Allowed Values
y

sourceRelease String (@) 1 Source release | Any string followed the convention.

version for Example: 101400

performing

upgrade and

rollback.

The convention

to identify a

release is as

follows:

e 1.120is
identified as
101200

e 114.0is
identified as
101400

targetRelease String o 1 Target release Any string followed the convention.

version for Example: 221000

performing

upgrade and

rollback.

The convention

to identify a

release is as

follows:

e 1.15.0is
identified as
101500

e 221.0is
identified as
221000

Table 2-140 Data Structures Supported by the GET Response Body
|

Data Type P Cardinalit | Response Code Description
y
array(UpgradeRollbackEvent) | M 1 200 OK List of events matching criteria.

Example Response

$ curl -X GET "curl -X CGET "http://10.75.224. 18: 32054/ ocscp/ scpc-
configuration/vl/ upgraderol | backevents" -H "accept: */*"" -H "accept: */*"
[

{

"serviceName": "scpc-configuration”,

"event": "Pre_Upgrade_ Started",

"sour ceRel ease": "011200",

"target Rel ease": "011300",

"creationTinestanmp": "2021-05-26T00: 36: 40. 000+00: 00"

"serviceName": "scpc-configuration”,
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"event": "Pre_Upgrade_Conpl eted",
"sour ceRel ease": "011200",
"target Rel ease": "011300",

"creationTi mestanmp": "2021-05-26T00: 40:

"serviceName": "scpc-configuration”,
"event": "Post_Upgrade Started",
"sour ceRel ease": "011200",

"target Rel ease": "011300",

"creationTi mestanmp": "2021-05-26T00: 50:

"serviceName": "scpc-configuration”,
"event": "Post_Upgrade Conpleted",
"sour ceRel ease": "011200",

"target Rel ease": "011300",

"creationTi mestanmp": "2021-05-26T01: 02:

"serviceName": "scpc-configuration”,
"event": "Upgrade_Conpl et ed",

"sour ceRel ease": "011200",

"target Rel ease": "011300",

"creationTi mestanmp": "2021-05-26T01: 17:

"servi ceNane": "scp-worker",
"event": "Pre_Upgrade Started",
"sourceRel ease": "011200",
"target Rel ease": "011300",

"creationTi mestanmp": "2021-05-26T01: 31:

"serviceName": "scpc-subscription”,
"event": "Pre_Upgrade_ Started",
"sour ceRel ease": "011300",

"target Rel ease": "011400",

"creationTi mestanmp": "2021-05-26T04: 01:

"serviceName": "scpc-subscription”,
"event": "Pre_Upgrade Started",
"sour ceRel ease": "011300",

"target Rel ease": "011400",

"creationTi mestanmp": "2021-05-26T04: 15:

"serviceName": "scpc-subscription”,
"event": "Pre_Upgrade Started",
"sour ceRel ease": "011300",

"target Rel ease": "011400",

"creationTi mestanmp": "2021-05-26T04: 28:
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2.20 Updating HELM Configurable Parameters with REST APIs

This section provides REST API parameters required to update the Helm configurable options
after SCP deployment.

Configuring Operations for PUT ALL Method

Request_Type: PUT ALL

URI: /ocscp/scpc-configuration/vl/tracing

Message:

[{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,

"servi ceNane" :

1

"scp-wor ker"

Table 2-141 REST API: PUT ALL Method
T

Parameter Description DataType Value Range Mandat
ory

msgTracingEnable | Enable/Disable jaeger trace Boolean True/False Yes

d

msgJsonBodyEnab | Enable/Disable body Boolean True/False Yes

led decoding in jager traces

serviceName Name of the service to which | String (scp-worker) | scp-worker Yes

tracing is applied

Success Response

Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing

Request Body:

[{

"nmegTraci ngEnabl ed": true,
"nmsgJsonBodyEnabl ed": fal se,
"servi ceNanme": "scp-worker"

"scp-worker"

}H

Response:

[{
"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,
"servi ceNane":

H

Error Response

e Scenario 1: When the serviceName is anything else other than scp-worker

Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing
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Request Body:

[{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,
"servi ceNane": "scp-workerbjasd"

H

Response Header:

Status Code: 400 Bad

Request connection: keep-alive
content-type: application+problem/json
date: Mon, 15 Feb 2021 05:57:49 GMT
transfer-encoding: chunked

Response Body: { "title": "Invalid Service Nane", "status": "400",
"cause":"Invalid Service Nange" }

e Scenario 2: When the mandatory parameters are missing.
Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing

Request Body:

[{

"bacd": true,
"msgJsonBodyEnabl ed": fal se,
"servi ceName": "scp-worKkerbj asd"

1

Response Body: { "status": "400", "error":"Bad Request" }

e Scenario 3: When the mandatory parameters' keys are incorrect.
Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing

Request Body:

[{

"bacd": true,
"msgJsonBodyEnabl ed": fal se,
"servi ceNaneasd": "scp-worker"

1

Response Body:

{ "status": "400", "error":"Bad Request" }

Configuring Operations for PUT Single Method
Request_Type: PUT

URI: /ocscp/scpc-configuration/vl/tracing/{serviceName}
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- -~ ]

Parameter

Description
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DataType

Value Range

serviceName

Name of the service to which
tracing is applied.

String

scp-worker

Message:

{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,

"servi ceNane":

}

Table 2-143 REST API: PUT Single Method

"scp-wor ker”

Parameter Description DataTyp | Value Range Mandat
e ory
msgTracingEnable | Enable/Disable jaeger trace Boolean | True/False Yes
d
msgJsonBodyEnab | Enable/Disable json body Boolean | True/False Yes
led trace
serviceName Name of the service to which | String scp-worker Yes
tracing parameters are
applied.

Success Response

Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing/scp-worker

Request Body:

{

“megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,
“servi ceName": "scp-worker"

"scp-worker"

}

Response:

{
"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,
"servi ceNane":

}

Error Response

e Scenario 1: When the serviceName is anything else other than scp-worker and the service
name does not match with the servicename in URI.
Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing/scp-worker
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Request Body:

{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,

"servi ceNane": "scp-workerbjasd"

}

Response Header:

Status Code: 400 Bad Request
Request connection: keep-alive
content-type: application+problem/json
date: Mon, 15 Feb 2021 05:57:49 GMT
transfer-encoding: chunked

Response body:

{ "title": "lInvalid Service Name", "status": "400",
"cause":"Invalid Service Nane" }

Scenario 2: When the mandatory parameters are missing.

Chapter 2
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Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing/scp-worker

Request Body:

{

"msgJsonBodyEnabl ed": fal se,
"servi ceName": "scp-worker"

}

or
{

"megTraci ngEnabl ed": true,
"servi ceName": "scp-worker

}

or

{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,

}

Response Body:

{ "status": "400", "cause":"<attribute-name> cannot be enpty"

}

Scenario 3: When the mandatory parameters' keys are incorrect.

Request URI: http://<hostname>:<port>/ocscp/scpc-configuration/vl/tracing/scp-worker

Request Body:

{

"bacd": true,
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"msgJsonBodyEnabl ed": fal se,
"servi ceNaneasd": "scp-worker"

}
Response body:

{ "status": "400", "error":"Bad Request" }

Configuring Operations for GET Method
Request_Type: GET

URI: /ocscp/scpc-configuration/vl/tracing/{serviceName} and /ocscp/scpc-configuration/vl/
tracing

Message:

[{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,
"servi ceName": "scp-worker"

1

Table 2-144 REST API: GET Method

- ___________________________________________________________|
Parameter Description DataType Value Range

serviceName Service Name to which String scp-worker
tracing will be applied

Success Response
Request URI: /ocscp/scpc-configuration/v1/tracing/scp-worker

Response body:

[{

"megTraci ngEnabl ed": true,
"msgJsonBodyEnabl ed": fal se,
"serviceName": "scp-worker"

1

Error Response
Scenario 1: When the serviceName is anything else other than scp-worker
Request URI: /ocscp/scpce-configuration/vl/tracing/scp-worker-xyz

Response body:

{ "title": "Invalid Service Name", "status": "400", "cause":"lnvalid Service
Name" }
Supported HTTP Status Code

e« 200 - In case of success

e 400 - In case of Bad Request or invalid serviceName
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404 - In case when serviceName is not found

Curl Commands

GET:

curl -X GET -i 'http://<hostname>: <port>/ocscp/ scpc-configuration/vl/
tracing/'

PUT ALL:

curl -X PUT -H ' Content-Type: application/json" -i "http://

<host nane>: <port >/ ocscp/ scpc-configuration/vl/tracing/' --data

"[{"megTraci ngEnabl ed": t rue, "nsgJsonBodyEnabl ed": f al se, "servi ceNane": "scp-
wor ker"}]"

PUT Single:
curl -X PUT -H ' Content-Type: application/json'" -i "http://
<host nane>: <port >/ ocscp/ scpc-configuration/vl/traci ng/ scp-worker' --data

"{"msgTraci ngEnabl ed": true, "nmsgJsonBodyEnabl ed": f al se, "servi ceNane": " scp-
wor ker "}

For information about HELM parameters, see the Oracle Communications Cloud Native Core,
Service Communication Proxy Installation, Upgrade, and Fault Recovery Guide.

2.21 Configuring Alternate NF Group

This section provides the following Alternate NF Group REST API configurations:

Resource URIs for the alternatenfgroup resource type.
Types of data model.

URI query parameters supported by GET, PUT, and DELETE methods.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the
alternatenfgroup resource type.

Table 2-145 alternatenfgroup Resource Type

Resource Name Resource URI HTTP Mandat | Query | Description
Method | ory (M) |Parame
or ters
Optiona
I(0)
alternatenfgroup locscp/scpce- GET (@) » serv | Retrieves the alternate NF
configuration/vl/ iceP | group configuration data that
alternatenfgroup/ roto | are configured for
configuration Na | corresponding query

me | parameters.
- apiP | Displays both statically
refix | configured and alternate NF
group data determined from
NF profiles.
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Resource Name Resource URI HTTP Mandat | Query | Description
Method |ory (M) |Parame
or ters
Optiona
I(0)
alternatenfgroup locscp/scpe- PUT (0] NA Configures the alternate NF
configuration/vl/ group configuration data
alternatenfgroup/ using the request body in the
configuration JSON format.
alternatenfgroup locscp/scpce- DELETE |M serviceP | Removes the alternate NF
configuration/vl/ rotoNam | group configuration data for
alternatenfgroup/ e corresponding query
configuration parameters.
alternatenfgroup locscp/scpce- PUT @) NA Refreshes the alternate NF
configuration/vl/ group data when required.
alternatenfgroup/
refreshdnssrvdata
Data Model

The following tables describe different data models required for configuring Alternate NF

Group.

Table 2-146 AlternateNFGroupData

Name Data Type P Cardina | Range |Description
lity or

Support

ed

Value
dnsSRVConfigurati | AlternateNFGroup |M 1 NA The data type of the DNS
on Configuration SRV configuration.
array(dnsSrvRecor | DNSSRVRecord M 1 NA This is the alternate NF group
ds) configuration data.

Table 2-147 AlternateNFGroupConfiguration

Name Data Type P Cardina | Range |Description
lity or

Support
ed
Value

serviceProtoName | String M 1 Extract | The service proto name of the
and producer NF.
validate | The DNS SRV format:
asper | service._proto. nane.
SCP ttl IN SRV priority
FQDN g ght port target.
regex

servi cePr ot oNane
represents
_service._proto.nane
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Name Data Type P Cardina | Range |Description
lity or
Support
ed
Value
apiPrefix String @) 1 NA This is used while
constructing destination URI.
If empty or null, then the
string is provided.

Table 2-148 DNSSRVRecord

Name Data Type P Cardina | Range |Description
lity or
Support
ed
Value
target String M 1 Validate | Indicates the target NF type.
as per
SCP
FQDN
regex
port String M 1 0-65535 | Indicates the port number of
the ipEndPoint attribute.
ttl Long 0] 1 30-8640 | Determines the availability of
0 data in the network and when
seconds | the data can be removed.
If the TTL value received is
not within this range, then the
default TTL value, which is
900s, is used as configured in
the System Config table.
type String (0] 1 SRV Identifies the record type.
dclass String @) 1 IN Defines DNS class values.
priority Long M 1 0-65535 | Prioritizes the NF selection.
weight Long M 1 0-65535 | Specifies a relative order or
position for entries with the
same priority. For more
information, see RFC 2782.

Table 2-149 AlternateNFGroupRefreshData

Name Data Type P Cardina | Range | Description
lity or
Support
ed
Value
refreshAll String @) 1 true or | Indicates whether all the
false alternate NF group data
should be refreshed or not.
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Name Data Type P Cardina | Range |Description
lity or
Support
ed
Value
spnlist Array @) 1 NA Provides the list of service
proto names to be refreshed.

Table 2-150 ProblemDetails
- - - |

Name Data Type P Cardina | Description
lity

type String (0] 1 Identifies the problem type.

title String M 1 Summarizes the problem type.

status String M 1 Indicates the HTTP status code for the
occurrence of the problem type.

detail String M 1 Provides a description specific to the
occurrence of the problem type.

instance String M 1 Identifies the specific occurrence of this
problem type.

cause String M 1 Defines the application error cause
specific to the occurrence of this
problem type.

Request Body

The following table describes the AlternateNFGroupConfiguration data type.

Table 2-151 AlternateNFGroupConfiguration Data Type

Data Type

Description

on

AlternateNFGroupConfigurati

Indicates the data type of the DNS SRV configuration.
For more information, see Table 2-147.

Response Body

The response body data model varies based on the REST operation status. For more
information, see the information provided in the subsequent tables.

Table 2-152 Response Body Data Type

Data Type Description
DNSSRVData This is the alternate NF group configuration data.
None Empty body

Resource Definition

This section describes GET, PUT, and DELETE resource types supported by Alternate NF

Group.
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GET API

This resource fetches the alternate NF group configuration based on the query parameters.
Resource URI: /ocscp/scpc-configuration/v1/alternatenfgroup/configuration

Request Body

There is no request body in GET Request API.

Table 2-153 URI Query Parameters Supported by the GET Method

. ______________________________|
Name Data Type P Cardina | Description
lity
serviceProtoName | String @) 1 The service proto name of the producer
NF

apiPrefix String 0] 0.1 Optional path segments used to
construct the {apiRoot} variable of the
different APl URIs as described in 3GPP
29.501.

@® Note

If none of the aforementioned query parameters are provided, all the user provisioned
serviceProtoName data are returned.

Table 2-154 Data Structures Supported by the GET Response Body
|

Data Type P Cardina | Respon | Description
lity se
Codes
array(DNSSRVDat (M 1 200 OK | This is the alternate NF group
a) configurations data.
ProblemDetails M 1 400 BAD | This data structure is sent if the query
REQUE | parameters validation fails.
ST
ProblemDetails M 1 404 This data structure is sent when no
NOT matching entry is found.
FOUND | For information about the
ProblemDetails structure, see 3GPP TS
29.571.

@® Note

The GET request only retrieves the records provisioned by users.

The following examples are of successful and failed responses.

Success response:

curl -X GET "http://10.75.212.178: 31147/ ocscp/ scpc-configuration/vl/
al ternat enf group/ confi gurati on?
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servi ceProt oName=_http. tcp.nf2stub. scpsvc.svc" -H "accept: */*"

Response Body:

[{

"dnsSRVConfiguration": {
"serviceProtoName": " _http. tcp.nf2stub. scpsvc. svc"
"api Prefix": "USEast"

¥

"dnsSrvRecords": [{

"target": "nf2stub.scpsvc.svc",
"port": 8080
"ttl": 86400,
"type": "SRV',
"dclass": "IN,
"priority": 1,
"wei ght": 60

b

{
"target": "nf2lstub. scpsvc.svc"
"port": 8080
"ttl": 86400,
"type": "SRV',
"dclass": "IN,
"priority": 20,
"weight": 20

3

{
"target": "nf22stub.scpsvc. svc"
"port": 8080
"ttl": 86400,
"type": "SRV',
"dclass": "IN,
"priority": 10,
"weight": 20

}

]
}H

Failure response: If the alternate NF group data is not configured.

curl -X GET "http://10.75.212.178: 31147/ ocscp/ scpc-configuration/vl/
al ternat enf group/ confi gurati on?
servi ceProt oName=_http. tcp.nf23432stub. scpsvc. svc" -H "accept: */*"

{
"title": "Not Found"

"status": "404",

"detail": "Alternate NF Goup Configuration not found against given query
par anet ers"

"instance": "/ocscp/scpc-configuration/vl/alternatenfgroup/configuration?
servi ceProt oName=_http. tcp.nf23432stub. scpsvc. svc"

"cause": "DATA NOT_FOUND'

}

PUT API
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This resource adds the alternate NF group configuration using the request body.

Resource URI: /ocscp/scpc-configuration/v1/alternatenfgroup/configuration

Table 2-155 Data Structures Supported by the PUT Request Body

|
Data Type Description

AlternateNFGroupConfigurati | Indicates the data type of the DNS SRV configuration.
on For more information, see Table 2-147.

Table 2-156 Data Structures Supported by the PUT Response Body

Data Type P Cardina | Respon | Description
lity se
Codes
AlternateNFGroup |M 1 200 OK [ This response is used when an existing
Configuration record is updated.
AlternateNFGroup | M 1 201 This response is used when a new entry
Configuration CREATE | is created.
D
ProblemDetails M 1 400 BAD | This response is used when the request
REQUE | body validation fails. For example, when
ST serviceProtoName is missing in the
request body.
For information about the
ProblemDetails structure, see 3GPP TS
29.571.

@® Note

The PUT request for Alternate NF Group is allowed only when the entry for that spn is
already present in DNS SERVER otherwise, it gives a 404 Not Found error for such
spn.

The following examples are of successful and failed responses.

Success response:

curl -X PUT "http://10.75.225.82;: 30361/ ocscp/ scpc-configuration/vl/
al ternatenfgroup/configuration" -H "accept: */*" -H "Content-Type:
application/json" -d "{

"api Prefix": "USEast",

"serviceProtoNane": " _http. tcp.nf2stub. scpsvc. svc"
}Il
Response:
{
"serviceProtoName": " _http. tcp.nf2stub. scpsvc. svc",
"api Prefix": "USEast"
}
200 X
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Failure response: Invalid request body

curl -X PUT "http://10.75.225.82;: 31578/ ocscp/ scpc-configuration/vl/
al ternatenfgroup/configuration" -H "accept: */*" -H "Content-Type:
application/json" -d "{

"api Prefix": "USEast",

"serviceProtoNanme": " _http. npcf.rcklca63.we. pcf.5gc. oper. cont

b

Response:

{
"title": "Bad Request",

"status": "400",

"detail": "Invalid request body received, please refer to the User Guide",
"instance": "/ocscp/scpc-configuration/vl/alternatenfgroup/configuration”,
"cause": "I NVALI D_REQUEST BODY"

DELETE API
This resource removes the alternate NF group configuration based on the query parameters.

Resource URI: /ocscp/scpc-configuration/vl/alternatenfgroup/configuration

Table 2-157 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardina | Respon | Description
lity se
Codes
None 200 OK | This response is used when the query is
successful.
Problem Details M 1 404 This response is used when no
NOT matching entry is found.

FOUND | For information about the
ProblemDetails structure, see 3GPP TS
29.571.

Problem Details M 1 400 BAD | This response is used when

REQUE | serviceProtoName is missing in the

ST request.

For information about the
ProblemDetails structure, see 3GPP TS
29.571.

@® Note

The DELETE request body removes only the records provisioned by users.

The following examples are of successful and failed responses.
Success response:
curl -X DELETE "http://10.75.212.178: 31147/ ocscp/ scpc-confi guration/vl/

al t er nat enf gr oup/ confi guration?
servi ceProtoName=_http. tcp.nf2stub. scpsvc.svc" -H "accept: */*"
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200 X

Failure response: When no matching entry is found.

curl -X DELETE "http://10.75.212.178: 31147/ ocscp/ scpc-configuration/vl/
al ternat enf group/ confi gurati on?
servi ceProtoName=_http. tcp.nf21232stub. scpsvc. svc" -H "accept: */*"

{

"title": "Not Found",

"status": "404",

"detail": "Alternate NF Goup Configuration not found against given query
paraneters",

"instance": "/ocscp/scpc-configuration/vl/alternatenfgroup/configuration?
servi ceProt oName=_http. tcp.nf21232st ub. scpsvc. svc",
"cause": "DATA NOT_FOUND'

}

REFRESH DNS Data API

This resource refreshes the alternate NF group configuration based on the request body
parameters.

Resource URI: /ocscp/scpc-configuration/{version}/alternatenfgroup/refreshdnssrvdata

Table 2-158 Data Structures Supported by the PUT Request Body

- __________________________________________________|
Data Type Description

AlternateNFGroupRefreshDat | Indicates whether all the alternate NF group data should be refreshed or
a not.

For more information, see Table 2-149.

The following examples are of successful and failed responses.
Success response:
curl -X PUT "http://10.75.212.178: 31147/ ocscp/ scpc-configuration/vl/

al ternat enf group/ refreshdnssrvdata" -H "accept: */*" -H "Content- Type:
application/json" -d "{

"“refreshAll": "true",
"spnlist": [
]

}Il

Response:

{
"“refreshAll": "true",
"spnlist": []

}

200 &K
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Failure response: Invalid request body

curl -X PUT "http://10.75.212.178: 32137/ ocscp/ scpc-configuration/vl/
al ternat enf group/ refreshdnssrvdata" -H "accept: */*" -H "Content- Type:
application/json" -d "{"spnlist":[]}"

{
"title": "Bad Request",
"status": "400",
"detail": "Invalid request body received, please refer to the User Guide",

"instance": "/ocscp/scpc-configuration/vl/alternatenfgroup/
refreshdnssrvdat a",
"cause": "I NVALI D REQUEST BODY"

}

2.22 Configuring Server Header
This section describes the Server Header REST API configuration.

Resources

The following table describes the resource name to retrieve and update server header
configurations in SCP.

Table 2-159 Resource Name

Resource Name Resource URI HTTP Description
Method
serverheader locscp/scpce- GET Retrieves server header configurations in SCP.
configuration/{version}/
serverheader
serverheader /ocscp/scpc- PUT Updates server header configurations in SCP.
configuration/{version}/
serverheader
Data Model

The following table describes different types of server header parameters.
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Default Value
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Description

enableEnhanceServerHeader | Boolean
Behavior

false

Enables or disables the enhanced
server header behavior.

Possible values are: true, false, 1,
or 0.

The enhanced server header
format: List of <NF-Type>-<NF-
Instance Id> in reverse order of
tried producers.

Producer generated error: <NF-
Type2>-<NF-Instance 1d2> <NF-
Typel>-<NF-Instance Id1>

SCP generated error: SCP-<scp
fqdn> <NF-Type2>-<NF-Instance
Id2> <NF-Typel>-<NF-Instance

ld1>

sideCarProxyServerHeader | List<String> M

Empty List

Indicates the list of strings(eg:
envoy,istio-envoy etc.. )/string
patterns(eg: e.*y, etc) to identify
from server header value if error
response is generated by side car
proxy. If response received by SCP
carries any of the configured strings
or patterns in
sideCarProxyServerHeader and
response code matches with any of
the configured
sideCarProxyStatusCode, it will be
treated as sidecar/service mesh
generated error.

Applicable to both
enableEnhanceServerHeaderBeha
vior and
enableEnhanceServerHeaderBeha
viorv2.

Note: This parameter allows the
string regex patterns.
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Field Name

Data Type

P

Default Value

Description

addServerHeaderIlnProducer
Response

Boolean

false

Enables or disables the addition of
a server header in producer NF-
generated error responses by SCP
during the default behavior (which
means both
enableEnhanceServerHeaderBeha
vior and
enableEnhanceServerHeaderBeha
viorV2 are false).
If set to TRUE
e SCP will add a server header
with the producer's information
if a server header is not
present in the error response
received from the upstream
peer.

If set to FALSE

e SCP will not add a server
header with the producer's
information if the server header
is not present in the error
response received from the
upstream peer. The received
response is passed as it is to
the consumer.

Possible values are: true, false, 1,
or 0.

sideCarProxyStatusCode

List<Integer>

503

Indicates the list of server header
status codes(503 etc.)/class of
status code(5xx,4xx) to identify if
error response is generated by side
car proxy.

If response received by SCP carries
any of the configured strings or
patterns in
sideCarProxyServerHeader and
response code matches with any of
the configured
sideCarProxyStatusCode, it will be
treated as sidecar/service mesh
generated error.

Supported range or patterns are:
5xx and 4xx

Values range: 400-599

Applicable to both
enableEnhanceServerHeaderBeha
vior and
enableEnhanceServerHeaderBeha
viorV2.
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Table 2-160 (Cont.) Types of Server Header Parameters
|

Field Name Data Type P Default Value Description
enableEnhanceServerHeader | Boolean M false Enables or disables the new custom
BehaviorV2 behavior.

The behavior enabled is mutually
exclusive with
enableEnhanceServerHeaderBeha
vior.

Resource Definition
GET REST API

URL: curl -X GET "http://10.75.236.15:30862/ocscp/scpc-configuration/vl/serverheader" -H
"accept: application/json"

Request URI: /ocscp/scpc-configuration/{version}/serverheader
Example of a curl request:

curl -X GET "http://10.75.236. 15: 30862/ ocscp/ scpc-configuration/vl/ serverheader"
-H "accept: application/json"

Response Data Structure:

Response of "curl -X GET "http://10.75.236.15: 30862/ ocscp/ scpc-
configuration/vl/ serverheader" -H "accept: application/json""

"“enabl eEnhanceSer ver Header Behavi or": fal se,
"si deCar ProxyServer Header": [],

“addSer ver Header | nProducer Response": fal se,
"enabl eEnhanceSer ver Header Behavi or V2": fal se,
"si deCar ProxySer ver Header St at usCode": [ "503"]

PUT REST API
Request URI: /ocscp/scpc-configuration/{version}/serverheader

Example of a curl command:

curl -X PUT "http://10.75.236.15: 30862/ ocscp/ scpc- configuration/vl/
serverheader" -H "accept: application/json" -H "Content-Type: application/
j Sonll - d n

{\"enabl eEnhanceSer ver Header Behavi or\": f al se, \ " si deCar Pr oxySer ver Header\ ":

[\"envoy\"],\"addServer Header | nProducer Response\ ": f al se, \ "enabl eEnhanceSer ver H
eader Behavi or V2\ ": f al se, \ " si deCar Pr oxySer ver Header St at usCode\ ":
[V"503\ ", \"4xx\"]}"
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2.23 Configuring SBI Message Priority

This section provides Service Based Interface (SBI) Message Priority REST API configurations
to support SCP behavior for SBI Messages priority headers received in message requests and
responses.

Resources

Chapter 2
Configuring SBI Message Priority

The following table describes the resource name to retrieve, add, update, and remove SBI

message priority information based on the query parameters.

Table 2-161 Resource Name

message-priority

Resource Name Resource URI HTTP Description
Method

sbi-message-priority locscp/scpce- GET Retrieves the SBI Message Priority configured in SCP.
configuration/v1/sbi-
message-priority

sbi-message-priority locscp/scpce- PUT Adds and updates the SBI Message Priority configured in
configuration/vl/shi- SCP.
message-priority

sbi-message-priority /ocscp/scpc- PATCH Updates or modifies the SBI Message Priority configured in
configuration/v1/sbi- SCP.
message-priority

sbi-message-priority locscp/scpce- DELETE | Removes the configured SBI Message Priority from SCP.
configuration/v1/shi-

Data Model

Request Body

The following table describes the field names of the ShiMsgPriorityWrapper data type.

Table 2-162 ShiMsgPriorityWrapper

Field Name

Data Type

P

Default Value

Description

ruleName

String

default

Indicates the unique name for
ruleName.

nfServiceName

String

Indicates all 3GPP defined NF
Services as per 3GPP TS29.510.

httpMethods

String

Indicates the list of String HTTP
methods, such as GET, POST, PUT,
PATCH, DELETE, and OPTIONS.

messageType

String

Indicates the incoming request
type. Possible values are:
REQUEST or RESPONSE.

enableAssignPriority

boolean

false

Indicates whether the SMP header
is available or not in the ingress
message.

assignPriority

String

16

Indicates the "3gpp-Shi-Message-
Priority" header value. The value
range is between 0 and 31.
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Field Name Data Type P Default Value Description

enableOverridePriority boolean false Indicates whether the SMP header
is available or not in the ingress
message.

overridePriority String (@) 16 Indicates the "3gpp-Shi-Message-
Priority" header value.

* indicates that the default value is applicable for all the possible message priority rules.

Response Body

The following table describes response body data models that varies based on the REST

operation status.

Table 2-163 Response Body Data Type

DataType P Cardinality Response Description
Codes
array(ShiMsgPriorityWrapper | M 1 200 OK Indicates the list of Message
Priorities (ShiMsgPriorityWrapper)
that matches the criteria.
ProblemDetails M 1 400 BAD Returns when an invalid
REQUEST combination or more than three
guery parameters are provided.
JSON Format
[
{
"rul eNane": "default",
"data": {
"nf Servi ceNane": "*",
"httpMet hods": |
e
] 1
"messageType": "*",
"enabl eAssignPriority": false,
"assignPriority": 16,
"enabl eOverridePriority": false,
"overridePriority": 16
}
3o A
}

Resource Definition

GET REST API
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This resource fetches the message priority (SBIMessagePriorityBean) based on the query
parameters.

If no query parameter is provided, all the message priority are returned.

Resource URI: /ocscp/scpc-configuration/v1l/shi-message-priority

The following table describes the URI query parameters supported by the GET method on this

resource.

Table 2-164 URI Query Parameters Supported by the GET Method
|

Field Name DataType P Description

ruleName String (0] Indicates the name of ruleName.

nfServiceName String (@) Indicates all 3GPP defined NF Services
as per 3GPP TS29.510 (callback and
custom).

httpMethod String (@] Indicates HTTP methods, such as GET,
POST, PUT, PATCH, DELETE, and
OPTIONS.

messageType String (0] Indicates the message request or
response. Possible values are: REQUEST
or RESPONSE.

@® Note

The valid combination of query parameters is as follows:

ruleName

nfServiceName

httpMethod

messageType

nfServiceName + httpMethod + messageType
nfServiceName + httpMethod

nfServiceName + messageType

httpMethod + messageType

Table 2-165 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Description
Codes
array(SbiMsgPriorityWra | M 1 200 OK Indicates the list of Message
pper) Priority
(SbiMsgPriorityWrapper) that
matches the criteria.
ProblemDetails M 1 400 BAD Returns when an invalid
REQUEST combination or more than 3
query parameters are
provided.
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Example
Successful response - 1

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- confi guration/vl/ shi-
message-priority" -H "accept: application/json”

[
{
"rul eNane": "default",
"data": {
“nf Servi ceName": "*",
"httpMethods": |
o
1,
"messageType": "*",
"enabl eAssignPriority": false,
"assignPriority": 16,
"enabl eOverridePriority": false,
"overridePriority": 16
}
b
{
"rul eNang": "udmtest",
"data": {
"nf Servi ceNarme": "nudm uecni',
"httpMet hods": |
" GET",
" PCST"
1,
"messageType": "REQUEST",
"enabl eAssignPriority": true,
"assignPriority": 10,
"enabl eOverridePriority": false,
"overridePriority": -1
}
}
]

Successful response - 2

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ sbi-
message- priority?nf Servi ceName=nudm uecni -H "accept: application/json"
[
[
{

"rul eNane": "udmtest"”,
"data": {
"nf Servi ceNane": "nudm uecnt,
"httpMet hods": |
"GET",
" PCST"
1,
"messageType": "REQUEST",
"enabl eAssignPriority": true,
"assignPriority": 10,
"enabl eOverridePriority": false,
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“overridePriority": -1
}
}
]

Successful response - 3

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- configuration/vl/ shi-
message- priority?nf Servi ceNane=nudm uecnm&messageType=REQUEST" -H "accept:
application/json"

[

{
"rul eNane": "udmtest",
"data": {
“nf Servi ceNane": "nudm uecnt,
"httpMethods": |
" GET",
" PCST"
1,
"messageType": "REQUEST",
"enabl eAssi gnPriority": true,
"assignPriority": 10,
“enabl eOverridePriority": false,
"overridePriority": -1
}
}

Successful response - 4

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ sbi-
message-priority?rul eNane=default" -H "accept: application/json"
{
"rul eNane": "default",
"data": {
"nf Servi ceName": "*",
"httpMethods": [
W
1
"messageType": "*",
"enabl eAssignPriority": false,
"assignPriority": 16,
"enabl eOverridePriority": false,
"overridePriority": 16

PUT REST API
This resource adds or updates the SBI message priority configuration using the request body.

Resource URI: /ocscp/scpc-configuration/v1l/shi-message-priority
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Table 2-166 Data Structures Supported by the PUT Response Body
|

Data Type P Cardinality Response Description
Codes
SbiMsgPriorityWrapper |M 1 200 OK Indicates the SBI message
priority configuration data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP
TS 29.571.
Example

Successful response - 1

$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ shi-
message-priority" -H "accept: application/json" -H "Content-Type: application/
json" -d "{\"ruleName\":\"nudmtest\", \"data\":

{\"nf Servi ceNane\ ":\"nudm uecm ", \ "htt pMet hods\ ":

[\"PUT\" , \"PATCH\ "], \ "messageType\ ":\ "REQUEST\ ", \ "enabl eAssi gnPriority\":true,
\"assignPriority\":10,\"enabl eQverridePriority\":true,\"overridePriority\": 10}
p

{
"rul eNane": "nudmtest”,
"data": {
"nf Servi ceNane": "nudm uecnt,
"httpMet hods": [
"PUT",
" PATCH'
1
"nmessageType": "REQUEST",
"enabl eAssignPriority": true,
"assignPriority": 10,
"enabl eQverridePriority": true,
"overridePriority": 10
}
}
200 K

Successful response - 2

curl -X"PUT" \

"http://<SCP configuration FQDN>: <port >/ ocscp/ scpc-configuration/vl/sbi-
message-priority' \

-H "accept: */*' \

-H ' Content-Type: application/json" \

-d ' {
"rul eNane": "nef _qos_test",
"data": {

"nf Servi ceNane": "3gpp-as-session-with-qos",
“htt pMet hods": [

" CGET",

" PCST"
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1,

"messageType": "REQUEST",
"enabl eAssignPriority": true,
"assignPriority": 10,
"enabl eOverridePriority": false,
“overridePriority": 1

}
}

Failure case 1: Due to missing data object in the request body.

$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpc- configuration/vl/ shi-
message-priority" -H "accept: application/json" -H "Content-Type: application/
json" -d "{\"rul eNane\":\"nudmtest\"}"

Response Body:

{
"title": "Bad Request",
"status": "400",
"detail": "data Object is mssing, Please refer to the User Guide.",
"instance": "/ocscp/scpc-configuration/vl/shi-nessage-priority",
"cause": "MANDATORY_I E_M SSI NG'

Failure case 2: Due to missing fields in request body.

$ curl -X PUT "http://10.75.226.108: 32551/ ocscp/ scpe- confi guration/vl/ shi-
message-priority" -H "accept: application/json" -H "Content-Type: application/
json" -d "{\"data\":

{\"assignPriority\":10,\"dNNs\":\"\" \"enabl eAssignPriority\":true,\"enabl eOve
rridePriority\":true,\"httpMethods\":

[\"PUT\ ", \"PATCH\ "], \ "messageType\ ":\ "REQUEST\ ", \ "overridePriority\":10,\"sNSS
Als\": A"\ "} \"rul eNane\":\"nudm test\"}"

Response Body:

{
"title": "Bad Request",
"status": "400",
"detail": "nfServiceName is mssing, Please refer to the User Cuide.",
"instance": "/ocscp/scpc-configuration/vl/sbhi-message-priority”,
"cause": "MANDATORY_I| E_M SSI NG'

PATCH REST API
This resource adds or updates the message priority configuration using the request body.

Resource URI: /ocscp/scpc-configuration/v1l/shi-message-priority
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Table 2-167 URI Query Parameters Supported by the PATCH method

Name Data Type P Cardinality Description

ruleName String 1 Indicates the name of
ruleName.

patchDocument String M 1 Indicates the patchDocument

to be added to the request
body.
Example:

[{"op":"replace", "path"
:"/datal

nf Servi ceNane", "val ue":
"nudm sdn'},
{"op":"replace", "path":
"/ dat a/

nmessageType","
EQUEST"},
{"op":"replace","path":
"/ datal

htt pMet hods", "val ue":

["GET"]}]

value": "R

Successful response

$ curl -X PATCH "http://10.75.226.108: 32551/ ocscp/ scpc-confi guration/vl/ shi-
message- priority?rul eName=udm test1" -H "accept: application/json" -H "Content-

Type: application/ nerge- pat ch+j son"

-d "[{\"op\":\"replace\",\"path\":\"/data/

nf Servi ceNane\ ", \"val ue\":\"nudm sdm "}, {\"op\":\"replace\",\"path\":\"/dat a/
messageType\",\"val ue\":\"REQUEST\ "}, {\"op\":\"replace\",\"path\":\"/dat a/
htt pMet hods\",\"value\": [\"GET\ "] }]"

Table 2-168 PATCH Response Body

Data Type P Cardinality Response Description
Code
ShiMsgPriorityWrapper |M 1 200 OK Indicates the SBI message
priority configuration data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP

TS 29.571.

Response body

{

"rul eNane": "udmtest1",

"data": {

"nf Servi ceNane": "nudm sdnf,

"httpMethods": [
IIE i1l
]y

"messageType": "REQUEST",

"enabl eAssi gnPriority": true,
. 25,

"assignPriority"
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"enabl eOverridePriority": false,
"overridePriority": 16

}
}

DELETE REST API
This resource removes the message priority configuration data based on query parameters.
Resource URI: /ocscp/scpc-configuration/v1l/shi-message-priority

Table 2-169 URI Query Parameters Supported by the DELETE method

Name Data Type P Cardinality Description
ruleName String (@) 1 Indicates the name of
ruleName.
@ Note

ruleName is a valid combination of query parameters.

Table 2-170 Data Structures Supported by the DELETE Response Body

Data Type P Cardinality Response Description
Code
None 204 OK Returns only the response
code in successful scenarios.
ProblemDetails M 1 404 NOT Returns when no matching
FOUND entry is found.
Example

Successful response - 1

$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc-confi guration/vl/ shi-
message-priority?rul eNane=udmtest" -H "accept: application/json" */*"

204 K

Failure case 1: When no matching entry is found.

$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc-configuration/vl/ shi-
message- priority?rul eNane=udmtest” -H "accept: */*"

Response Body:
{

"title": "Not Found",

"status": "404",

"detail": "Shi Message Priority configuration data not found for the given
"rul eNane': udmtest”,

"instance": "/ocscp/scpc-configuration/vl/ shi-message-priority/udmtest”,
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}
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2.24 Pod Overload Control Configurations

This section provides information about overload policy configurations to control and discard

request messages sent to scp-worker.

2.24.1 Configuring Pod Overload Control Policy

This section provides information about configurations required for CPU and pending
transactions onset threshold, abatement threshold, and abatement time for SCP-Worker.

Resources

The following table describes the resource name to retrieve, add, update, and remove the
SCP-Worker Pod Overload Control Policy data based on the query parameters.

Table 2-171 Resource Name

overload-control-policy

Resource Name Resource URI HTTP Description
Method
pod-overload-control- | /ocscp/scpc- GET Retrieves all the scp-worker Pod Overload Control Policy
policy configuration/vl/scp- data configured in SCP.
worker/pod-overload-
control-policy
pod-overload-control- | /ocscp/scpc- GET Retrieves the scp-worker Pod Overload Control Policy data
policy configuration/vl/scp- configured based on the threshold level in SCP when the
worker/pod-overload- threshold level is provided as query parameters, which is
control-policy optional. If it is absent, then it retrieves all Overload Control

Policy data configured in SCP.

pod-overload-control- | /ocscp/scpc- PUT Adds or updates the scp-worker Pod Overload Control Policy
policy configuration/vl/scp- data to SCP.

worker/pod-overload- Note:

control-policy e You can add new customized threshold levels.

«  While configuring threshold levels, ensure that onset
and abatement thresholds do not overlap with other
threshold levels.

e While configuring the WARN level, you should configure
the lowest possible onset and abatement thresholds.

e Ensure that the abatement threshold is lesser than the
onset threshold.

pod-overload-control- | /ocscp/scpc- DELETE | Removes the configured scp-worker Pod Overload Control
policy configuration/vl/pod- Policy data at the threshold level.

Note: SCP does not allow the removal of default threshold
levels: MINOR, MAJOR, WARN, and CRITICAL.

Data Model

Request Body

The following table describes the field names of the OverloadCtrlPolicyWrapper data type.
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|
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Data

Field Name Data Type P Description

thresholdLevel String M Indicates the name of a threshold level,
for example, MINOR, MAJOR, WARN,
and CRITICAL.

data WorkerPodOICtrlPolicy | M Contains the cpuOverloadConfig data.

Table 2-173 WorkerPod

OlICtriPolicyData

Config

Field Name Data Type P Description
cpuOverloadConfig Object M Contains CPU overload control details.
pendingTransactionOverload | Object C Configures the parameters such as

onSetThreshold, abatementThreshold,
and abatementTimelnMilliseconds for all
the threshold levels.

Note: The
pendingTransactionOverloadConfig
parameter is optional, but if a user wants
to keep this configuration, then all three
parameters of this configuration should be
provided.

Table 2-174 CpuOverloadConfig
e

Field Name

Data Type

Range

Description

onSetThreshold

Integer

2-100

Indicates the Pod CPU overload
onset threshold value for a
congestion level.

Note: This value is the
percentage of CPU utilization.

abatementThreshold

Integer

Indicates the congestion level
abatement threshold value.
Note: This value is the
percentage of CPU utilization.

abatementTimelnMilliSeco
nds

Integer

50 ms to 5000

ms

Indicates the congestion level
abatement threshold time.

Table 2-175 pendingTransactionOverloadConfig

Field Name

Data Type

P

Range

Description

onSetThreshold

Integer

M

2-100

Indicates the Pod pending
transaction overload onset
threshold value for a congestion
level.

Note: This value is the
percentage of the maximum
allowed pending transactions
supported by SCP.
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Table 2-175 (Cont.) pendingTransactionOverloadConfig

o
Field Name Data Type P Range Description

abatementThreshold Integer M 1-99 Indicates the congestion level
abatement threshold value.
Note: This value is the
percentage of the maximum
allowed pending transactions
supported by SCP.

abatementTimelnMilliSeco | Integer M 50ms to Indicates the congestion level
nds 5000ms abatement threshold time.

Table 2-176 CpuOverloadConfig Threshold Level

Threshold Level onSetThreshold abatementThresh | Abatement Time
old in millisecond
WARN 75 70 200
MINOR 82 76 200
MAJOR 87 83 200
CRITICAL 92 88 200
@ Note
These alarms are raised when the CPU utilization reaches the mentioned threshold
level.

Table 2-177 pendingTransactionOverloadConfig Threshold Level

Threshold Level onSetThreshold abatementThreshold | Abatement Time in
millisecond
WARN 75 70 200
MINOR 82 76 200
MAJOR 87 83 200
CRITICAL 92 88 200
@® Note

These alarms are raised when the pending transaction reaches the mentioned
threshold level.

Resource Definition
GET REST API

This resource fetches the scp-worker Pod Overload Control Policy data based on the query
parameters.

If no query parameter is provided, all the Overload Control Policy data is returned.
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Resource URI: /ocscp/scpc-configuration/v1l/scp-worker/pod-overload-control-policy

Table 2-178 URI Query Parameters Supported by the GET Method

e ______________________ _______________________________________|
Description

Field Name

Data Type

P

thresholdLevel

String

M

Indicates the name of a threshold level,
for example, MINOR, MAJOR, WARN,
and CRITICAL.

This is the threshold level for which the
query is being triggered. This returns the
overload Control policy configuration for
the queried threshold level.

Table 2-179 Data Structures Supported by the GET ALL Response Body
|

apper>

Data Type P Cardinality Response Description
Code
List<OverloadCtrlPolicyWr | M 1 200 OK Indicates the list of

OverloadCtrlPolicyWrapper
data.

Table 2-180 Data Structures Supported by the GET Response Body

Data Type

P

Cardinality

Response
Code

Description

OverloadCtrlPolicyWrappe
r

200 OK

Indicates the
OverloadCtrlPolicyWrapper

configuration data.

On successful response, returns
the overload Control
configuration data.

404 NOT
FOUND

Returns error with problem
details in case of any issue and
if the query is unable to fetch the
results. This data type can have
403 response code that
indicates operation is not
allowed.

ProblemDetails M 1

Example

Successful response

{
"t hreshol dLevel ": "CRI Tl CAL",

"data": {
"cpuQverl oadConfig": {
"onSet Threshol d": 95,
"abat enent Threshol d": 92,
"abatenent TimelnM | | i Seconds": 90
b
"pendi ngTransacti onOver | oadConfi g": {
"onSet Threshol d": 95,
"abat enent Threshol d": 92,
"abatenent TimelnM | | i Seconds": 50
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PUT REST API

This resource adds or updates the scp-worker Pod Overload Control Policy configuration data
using the request body.

Resource URI: /ocscp/scpc-configuration/v1l/scp-worker/pod-overload-control-policy

Table 2-181 Data Structures Supported by the PUT Response Body
|

Name P Cardinality Response Description
Code
OverloadCtrlPolicyWrapper M 1 200 OK Indicates the

OverloadCtrlPolicyWrapper
configuration data.

On successful response, returns
the overload Control configuration

data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP TS

29.571. This data type can have
403 response code that indicates
operation is not allowed.

Returns BAD request in case
request is incorrect. In response,
sends probLemDetails as defined in
29.571.

Example

Successful response

curl -X PUT "http://10.75.227.181: 30258/ ocscp/ scpc-configurati on/ V1/ scp-

wor ker / pod- over | oad- control -policy" -H "accept: */*" -H "Content-Type:
application/json" -d "{\"data\":{\"cpuQverl oadConfig\":

{\"abat enent Threshol d\": 96, \ "abat enent Ti mel nM | | i Seconds\": 600, \ " onSet Thr eshol
d\":97}},\"threshol dLevel \":\"Level 1\"}"

Response Code: 201 CREATED
Response Body:

{

“threshol dLevel ": "Level 1",
"data": {

"cpuQverl oadConfig": {

"onSet Threshol d": 97,

"abat enent Threshol d": 96,
"abatenent TimelnM | | i Seconds": 90

}1
"pendi ngTransacti onOver| oadConfig": {
"onSet Threshol d": 97,

"abat enent Threshol d": 96,
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"abatenment TimelnM | | i Seconds": 50

}
}
DELETE REST API

This resource removes the scp-worker Pod Overload Control Policy configuration data based
on the query parameters.

Resource URI: /ocscp/scpc-configuration/v1l/scp-worker/pod-overload-control-policy

Table 2-182 URI Query Parameters Supported by the DELETE Method

- _________________ |
Name Data Type P Cardinality Description

thresholdLevel String M 1 Indicates the name of a custom
threshold level.

This is the threshold level for
which the query is being
triggered. This returns the
overload Control policy
configuration for the queried
threshold level.

® Note
» thresholdLevel is a valid combination of query parameters.

*  Only custom threshold levels can be removed. The default levels, MINOR,
MAJOR, WARN, and CRITICAL cannot be removed.

Table 2-183 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardinality Response Description
Code
None 204 OK Returns the successful

response in case deletion of
record is successful.

ProblemDetails M 1 404 NOT Returns when no matching
FOUND entry is found. This data type
can have 403 response code
that indicates operation is not
allowed.

Example
Successful response
curl -X DELETE "http://10.75.227.181: 30258/ ocscp/ scpc-confi guration/V1l/ scp-

wor ker / pod- over | oad- control - pol i cy?t hreshol dLevel =LEVEL1" -H "accept:
application/json"

Response code : 204 No Content
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2.24.2 Configuring Pod Overload Action Policy

This section describes SCP-Worker Pod Overload Action Policy configurations based on the
threshold level.

Resources

The following table describes the resource name to retrieve, add, update, and remove the
SCP-Worker Pod Overload Action Policy data based on the query parameters.

Table 2-184 Resource Name

Resource Name Resource URI HTTP Description
Method
pod-overload-action- /ocscp/scpce- GET Retrieves all the scp-worker Pod Overload Action Policy data
policy configuration/vl/scp- configured in SCP.
worker/pod-overload-
action-policy
pod-overload-action- locscp/scpce- GET Retrieves the scp-worker Pod Overload Action Policy data
policy configuration/vl/scp- configured based on the threshold level in SCP.
worker/pod-overload-
action-policy
pod-overload-action- /ocscp/scpce- PUT Adds scp-worker Pod Overload Action Policy data to SCP. By
policy configuration/vl/scp- default, this policy supports MINOR, MAJOR, and CRITICAL
worker/pod-overload- levels.
action-policy Note:

*  You can add new customized threshold levels.

* Do not configure the Warn threshold level.
pod-overload-action- locscp/scpce- DELETE | Removes the configured scp-worker Pod Overload Action
policy configuration/vl/scp- Policy data by the threshold level.

worker/pod-overload- Note: You cannot remove MINOR, MAJOR, and CRITICAL
action-policy threshold levels.
Data Model

Request Body

The following table describes the field names of the OverloadActionWrapper data type.

Table 2-185 OverloadActionWrapper

Field Name

Data Type

P

Description

thresholdLevel

String

Indicates the name of a threshold level,
for example, MINOR, MAJOR, and
CRITICAL.

data

cyData

WorkerPodOlActionPoli | M

Contains the cpuOverloadConfig data.
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Table 2-186 WorkerPodOIlActionPolicyData
|

Field Name

Data Type

Range

Description

overloadAction

Enum

NO_ACTION
and DISCARD

Indicates the overloadAction
objects, for example:
NO_ACTION and DISCARD.
NO_ACTION indicates that no
action is taken for the configured
thresholdLevel.

DISCARD indicates that the
messages can be discarded
based on the "3gpp-Shi-
Message-Priority" header or
percentage.

The default value is DISCARD.

errorResponsePercentage

Integer

100

Indicates the percentage of
messages with error responses
when overloadAction is
DISCARD.

ErrorProfileConfiguration

Object

NA

Indicates error profiles to be
used for responding with error
responses if overloadAction is
configured.

DiscardPolicyType

Enum

DISCARD_PE
RCENTAGE
and
SBI_MESSAG
E_PRIORITY

Indicates the DiscardPolicyType
objects. For example:
DISCARD_PERCENTAGE and
SBI_MESSAGE_PRIORITY.
DISCARD_PERCENTAGE
enables the discard message by
percentage.

SBI_MESSAGE_PRIORITY
enables the discard message by
priority.

Table 2-187 ErrorProfileConfiguration

Field Name Data Type Default Value | Description
errorCode Integer 429 Indicates an HTTP status error
code.
errorCause String NF_CONGEST | Indicates the cause of the pod
ION_RISK overload.
errorTitle String SCPisin pod | Indicates the name of the error.
overload
congestion
errorDescription String SCP Describes the cause of the
<podName> error.
pod is in
<congestion
level> pod
overload
congestion
retryAfter String NA Indicates the interval to start the
next retry attempt.
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Table 2-187 (Cont.) ErrorProfileConfiguration

o
Field Name Data Type P Default Value |Description

redirectUrl String (0] NA Indicates the alternate URL to
redirect request messages.

Resource Definition
GET REST API

This resource fetches the scp-worker Pod Overload Action Policy data based on the query
parameters.

If no query parameter is provided, all the Overload Action Policy data is returned.

Resource URI: /ocscp/scpc-configuration/vl/scp-worker/pod-overload-action-policy

Table 2-188 URI Query Parameters Supported by the GET Method
|

Field Name Data Type P Description

thresholdLevel String M Indicates the name of a threshold level,
for example, MINOR, MAJOR, and
CRITICAL.

This is the threshold level for which the
query is being triggered. This returns the
overload action policy configuration for the
queried threshold level.

@® Note

thresholdLevel is a valid combination of query parameters.

Table 2-189 Data Structures Supported by the GET ALL Response Body
|

Data Type P Cardinality Response Description
Code
List<OverloadActionPolicy 1 200 OK Indicates the list of
Wrapper> OverloadActionPolicyWrapper
data.

Table 2-190 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Description
Code
OverloadActionPolicyWrap 1 200 OK Indicates the
per OverloadActionPolicyWrapper

configuration data.
On successful response, returns
the overload Action
configuration data.

Example
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Successful response

curl -X GET "http://10.75.227.181: 30258/ ocscp/ scpc-configuration/vl/ scp-
wor ker / pod- over | oad- acti on-pol i cy?t hreshol dLevel =CRI TI CAL" -H "accept:
application/json"

Response code : 200 K
Response dat a:

{
"t hreshol dLevel ": "CRI TI CAL",
"data": {
"over| oadAction": "DI SCARD',
"errorResponsePercentage": 100,
"errorProfileConfiguration": {
“errorCode": 429,
"errorCause": "",
“errorTitle": "",
“errorDescription": "",
¥
"di scardPol i cyType": "DI SCARD PERCENTAGE"
}
}

PUT REST API

This resource adds or updates the scp-worker Pod Overload Action Policy configuration data
using the request body.

Resource URI: /ocscp/scpc-configuration/vl/scp-worker/pod-overload-action-policy

Table 2-191 Data Structures Supported by the PUT Response Body

e ______________________ _______________________________________|
Field Name P Response Codes Description

OverloadActionWrapper M 200 OK Indicates the OverloadAction
configuration data.

On successful response, returns the
overload Action configuration data.

ProblemDetails M 400 BAD REQUEST Returns the ProblemDetails structure as
defined in 3GPP TS 29.571. This data
type can have 403 response code that
indicates operation is not allowed.

Returns BAD request in case request is
incorrect. In response, sends
probLemDetails as defined in 3GPP TS
29.571.

Example

Successful response

curl -X PUT "http://10.75.227.181: 30258/ ocscp/ scpc-confi gurati on/ V1/ scp-

wor ker / pod- over | oad- action-policy” -H "accept: */*" -H "Content-Type:
application/json" -d "{\"data\":

{\"di scardPol i cyType\":\" DI SCARD PERCENTAGE\",\"errorProfileConfiguration\":
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{\"errorCause\":\"\" \"errorCode\":429,\"errorDescription\":\"string\",\"error
Title\":\"string\",\"redirectUrl\":\"string\",\"retryAfter\":\"string\"},\"err
or ResponsePer centage\ ": 67,\"overl oadAction\":\"NO ACTIOM"},\ "t hreshol dLevel \'"
‘\"Level 1\ "}"

Response Code: 201 CREATED
Response Dat a:

“threshol dLevel ": "Level 1",
"data": {
"overl oadAction": "NO ACTI ON',
"errorResponsePer centage": 100,
"errorProfileConfiguration": {
"errorCode": 429,
"errorCause": "",
“errorTitle": "string",
“errorDescription": "string",
"retryAfter": "string",
“redirectUl": "string"
¥
"di scardPol i cyType": "DI SCARD PERCENTAGE"

DELETE REST API

This resource removes the scp-worker Pod Overload Action Policy configuration data based on
the query parameters.

Resource URI: /ocscp/scpc-configuration/vl/scp-worker/pod-overload-action-policy

Table 2-192 URI Query Parameters Supported by the DELETE Method
|

Field Name

Data Type P Cardinality Description

thresholdLevel

String M 1 Indicates the name of a
threshold level, for example,
MINOR, MAJOR, and
CRITICAL.

This is the threshold level for
which the query is being
triggered. This returns the
overload Action policy
configuration for the queried
threshold level.

@® Note

thresholdLevel is a valid combination of query parameters.
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Table 2-193 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardinality Response Description
Code
None 204 NO Returns the successful
CONTENT response in case deletion of
record is successful.
ProblemDetails M 1 404 NOT Returns when no matching
FOUND entry is found. This data type
can have 403 response code
that indicates operation is not
allowed.
Example

Successful response

curl -X DELETE "http://10.75.227.181: 30258/ ocscp/ scpc-configuration/vl/ scp-
wor ker / pod- over | oad- acti on-pol i cy?t hreshol dLevel =LEVEL1" -H "accept:
application/json"

Response Code: 204 No Content

2.24.3 Configuring Pod Overload Discard Policy

This section describes SCP-Worker Pod Overload Discard Policy configurations based on the
threshold level.

Resources

The following table describes the resource name to retrieve, add, update, and remove the
SCP-Worker Pod Overload Discard Policy data based on the query parameters.

Table 2-194 Resource Name

worker/pod-overload-
discard-policy

Resource Name Resource URI HTTP Description
Method

pod-overload-discard- |/ocscp/scpc- GET Retrieves all the scp-worker Pod Overload Discard Policy
policy configuration/vl/scp- data configured in SCP.

worker/pod-overload-

discard-policy
pod-overload-discard- |/ocscp/scpc- GET Retrieves the scp-worker Pod Discard Policy data configured
policy configuration/vl/scp- based on the threshold level in SCP.

worker/pod-overload-

discard-policy
pod-overload-discard- |/ocscp/scpc- PUT Adds the scp-worker Pod Discard Policy data to SCP. By
policy configuration/vl/scp- default, this policy supports MINOR, MAJOR, and CRITICAL

levels.
Note:
*  You can add new customized threshold levels.

e Do not configure the Warn threshold level.
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worker/pod-overload-
discard-policy

Resource Name Resource URI HTTP Description

Method
pod-overload-discard- |/ocscp/scpc- DELETE | Removes the configured scp-worker Pod Discard Policy data
policy configuration/vl/scp- by the threshold level.

Note: You cannot remove MINOR, MAJOR, and CRITICAL

threshold levels.

Data Model

Request Body

The following table describes the field names of the DiscardPolicyWrapper data type.

Table 2-195 DiscardPolicyWrapper

Field Name

Data Type

Description

thresholdLevel

String

Indicates the name of a threshold level,
for example, MINOR, MAJOR, WARN,
and CRITICAL.

data

WorkerPodOlDiscardP
olicyData

Contains the cpuOverloadConfig data.

Table 2-196 DiscardPolicyConfig Threshold Level

Threshold Level

discardPercentage

sbhiMsgPriorityDiscardForm

MINOR 20 16
MAJOR 50 8
CRITICAL 70 4

Table 2-197 WorkerPodOIDiscardPolicyData

Field Name

Data Type

Range

Description

discardPercentage

Integer

1-100

Indicates the percentage of
messages to be discarded if the
CPU overload threshold level
exceeds the configured limit.

sbiMsgPriorityDiscardFro
m

Integer

Discards the requests having
SBI message priority greater
than or equal to the configured
limit.

Resource Definition

GET REST API

This resource fetches the scp-worker Pod Overload Discard Policy data based on the query
parameters.

If no query parameter is provided, all the Discard Policy data is returned.

Resource URI: /ocscp/scpc-configuration/vl/scp-worker/pod-overload-discard-policy
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Table 2-198 URI Query Parameters Supported by the GET Method

e ______________________ _______________________________________|
Description

Field Name

Data Type

P

Chapter 2
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thresholdLevel

String

M

Indicates the name of a threshold level,
for example, MINOR, MAJOR, WARN,
and CRITICAL.

This is the threshold level for which the
query is being triggered. This returns the
overload Discard policy configuration for
the queried threshold level.

Table 2-199 Data Structures Supported by the GET ALL Response Body
|

r>

Data Type P Cardinality Response Description
Code
List<DiscardPolicyWrappe | M 1 200 OK Indicates the list of

DiscardPolicyWrapper data.

Table 2-200 Data Structures Supported by the GET Response Body

Data Type

P

Cardinality

Response
Code

Description

DiscardPolicyWrapper

M

200 OK

Indicates the
DiscardPolicyWrapper
configuration data.

On successful response, returns
the overload Discard
configuration data.

ProblemDetails

404 NOT
FOUND

Returns error with problem
details in case of any issue and
if the query is unable to fetch the
results. This data type can have
403 response code that
indicates operation is not
allowed.

Example

Successful response

curl -X GET "http://10.75.227.181: 30258/ ocscp/ scpc-configuration/vl/ scp-
wor ker / pod- over | oad- di scar d- pol i cy?t hreshol dLevel =CRI TI CAL" -H "accept:
application/json"

Response Code: 200 OK

Response Body:

{

"t hreshol dLevel ":

"data": {

"di scardPercentage": 30,

"CRI TI CAL",

"shi MsgPriorityDi scardFront: 4
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PUT REST API

This resource adds or updates the scp-worker Pod Overload Discard Policy configuration data
using the request body.

Resource URI: /ocscp/scpc-configuration/v1l/scp-worker/pod-overload-discard-policy

Table 2-201 Data Structures Supported by the PUT Response Body

Field Name P Response Codes Description
DiscardPolicyWrapper M 200 OK Indicates the DiscardPolicy configuration
data.

On successful response, returns the
overload Discard configuration data.

ProblemDetails

M 400 BAD REQUEST Returns the ProblemDetails structure as
defined in 3GPP TS 29.571. This data
type can have 403 response code that
indicates operation is not allowed.

Returns BAD request in case request is
incorrect. In response, sends
probLemDetails as defined in 29.571.

Example

Successful response

curl -X PUT "http://10.75.227.181: 30258/ ocscp/ scpc-configurati on/ V1/ scp-

wor ker / pod- over | oad- di scard-policy" -H "accept: */*" -H "Content-Type:
application/json" -d "{\"data\":

{\"di scardPercentage\": 40,\"shi MsgPriorityD scardFrom": 19},\"threshol dLevel \"
:\"LEVELI\"}"

Response Code: 201 OK
Response Body:

"threshol dLevel ": "LEVEL1",
"data": {
"di scardPercentage": 40,
"shi MsgPriorityDi scardFronm': 19
}
}

DELETE REST API

This resource removes the scp-worker Pod Overload Discard Policy configuration data based
on the query parameters.

Resource URI: /ocscp/scpc-configuration/v1l/scp-worker/pod-overload-discard-policy
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Table 2-202 URI Query Parameters Supported by the DELETE Method

Field Name

Data Type

P

Cardinality
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Description

thresholdLevel

String

1

Indicates the name of a
threshold level, for example,
MINOR, MAJOR, WARN, and
CRITICAL.

This is the threshold level for
which the query is being
triggered. This returns the
overload Discard policy
configuration for the queried
threshold level.

® Note

thresholdLevel is a valid combination of query parameters.

Table 2-203 Data Structures Supported by the DELETE Response Body

2.25 Configuring SEPP InterPImn Info

Successful response

Data Type P Cardinality Response Description
Code
None 200 OK Returns the successful
response in case deletion of
record is successful.
ProblemDetails M 1 404 NOT Returns when no matching
FOUND entry is found. This data type
can have 403 response code
that indicates operation is not
allowed.
Example

curl -X DELETE "http://10.75.227.181: 30258/ ocscp/ scpc-configuration/vl/ scp-
wor ker / pod- over | oad- di scar d- pol i cy?t hreshol dLevel =LEVEL1" -H "accept:

application/json"

Response Code: 204 No Content

This section provides SEPP InterPImn Info REST API configurations to enable SCP integration
with Security Edge Protection Proxy (SEPP) to route 5G Service Based Interface (SBI)
roaming subscriber traffic outside the network to the required Public Land Mobile Network

(PLMN).
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Resources
The following table describes the resource name to retrieve, add, update, and remove SEPP
Info based on the query parameters.

Table 2-204 Resource Name
B

Resource Name Resource URI HTTP Description
Method

sepp-config locscp/scpce- GET Retrieves all the SEPP Info configured list at SCP
configuration/vl/ or specific records based on the query parameters.
sepp-config

sepp-config locscp/scpce- GET Retrieves SEPP Info records based on
configuration/vl/ nflnstanceld as a path variable.
sepp-config/
{nfinstanceld}

sepp-config /ocscp/scpce- PUT Adds or updates SEPP Info details configured in
configuration/vl/ SCP.
sepp-config/
{nfInstanceld}

sepp-config /ocscp/scpc- PATCH | Updates or modifies SEPP Info details configured
configuration/v1/ in SCP.
sepp-config/
{nfInstanceld}

sepp-config /ocscp/scpc- DELETE | Removes the configured SEPP Info details based
configuration/vl/ on nflnstanceld.
sepp-config/
{nfInstanceld}

Data Model

Request Body

The following table describes the field names of the InterPImnRoutinginfo data type.

Table 2-205 InterPImnRoutinginfo
- ________________________________________________________|
Field Name Data Type P Description
nfinstanceld String Specifies the identity of the NF instance
for which routing information is fetched.
mcc String M Indicates the mobile country code.
It is a three digit number ranging from 0
to 9.
mnc String M Indicates the mobile network code.
It can be of two or three digits ranging
from 0 to 9.
http String M Enables the HTTP connection.
The value can be 0 to 65535.
https String M Enables the HTTPS connection.
The value can be 0 to 65535.

Response Body
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The following table describes response body data models that varies based on the REST

operation status.

Table 2-206 Response Body Data Type

Data Type P Cardinality Response Description
Codes
array(InterPImnRoutingl | M 1 200 OK Indicates the list of SEPP Info
nfo) (InterPImnRoutinglnfo)
matching criteria.
ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query

parameters.

JSON Format

[

{
"nflnstancel d" : "1f af 1bbc- 6eda- 4454- a507- al4ef 8elbcba",
"sepplnfo": {

"remotePl mList": [{
"mce": 327",
“mc": "15"

BoA
"mcet: 328",
"mc": "16"

boA
"mcet: 329",
“mc": 17"

H,

"seppPorts": {
“http": "8000",
“https": "8090"

1

}
HoA
}

Resource Definition

GET REST API

This resource fetches the SEPP Info details (InterPImnRoutinginfo) based on the query

parameters.

If no query parameter is provided, all the SEPP info details are returned.

Resource URI: /ocscp/scpc-configuration/vl/sepp-config

The following table describes the URI query parameters supported by the GET method on this

resource.
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Table 2-207 URI Query Parameters Supported by the GET Method

- _____________________________ ___________________|
Field Name Data Type P Description

nflnstanceld String (0] Specifies the identity of the NF
instance for which routing
information is fetched.

@ Note

nflnstanceld is a valid combination of query parameter or path variable.

Table 2-208 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Description

Codes
array(InterPImnRoutingl | M 1 200 OK Indicates the list of SEPP Info
nfo) (InterPImnRoutingInfo) or

specific record based on the
query parameters.

ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query
parameters.
Example

Successful response - 1

$ curl -X CGET "http://10.75.226.108: 32551/ ocscp/ scpc-confi guration/ vl/ sepp-
config" -H "accept: application/json"

[

{
"nflnstancel d": "1f af 1bbc- 6eda- 4454- a507- al4ef 8elbc6a",
"sepplnfo": {

"renmotePl mList": [{
"mce": 327",
"mc": "15"

oA
"nce': 328",
"mc": "16"

H,

"seppPorts": {
"http": "8000",
"https": "8090"

}

}

Successful response - 2

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- confi guration/ vl/ sepp-
confi g?nfl nstancel d=1f af 1bbc- 6e4a- 4454- a507- aldef 8elbc6a" -H "accept:
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application/json"

{
"nflnstancel d": "1f af 1bbc- 6eda-4454- a507- al4ef 8elbc6a"
"sepplnfo": {
"remotePl mList": [{
"mee": 327",
"mc": "15"
oA
"nce": 328",
"mc": "16"
H,
"seppPorts": {
"http": "8000",
"https": "8090"
}
}
}

Successful response - 3

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc- confi guration/ vl/ sepp-
confi g/ 1f af 1bbc- 6eda- 4454- a507- al4ef 8elbc6a" -H "accept: application/json”

{
"nflnstanceld": "1f af 1bbc- 6eda- 4454-a507- al4ef 8elbc6a"
"sepplnfo": {
“remotePl mList": [{
"nce": "327,
"mc": "15"
bAoA
"nce": "328",
"mc": "16"
H,
"seppPorts": {
"http": "8000",
"https": "8090"
}
1
}

Failure case 1

$ curl -X GET "http://10.75.226.108: 32551/ ocscp/ scpc-confi guration/ vl/ sepp-
confi g?nfl nstancel d=4f af 1bbc- 5e4a- 4454- a507- al4ef 8elbc6a" -H "accept:
application/json”

Response Body:
{

"title": "Not Found"

"status": "404",

"detail": "Sepp Info configuration data not found against given query
paraneter(s), Please refer to the User QGuide"

"instance": "/ocscp/scpc-configuration/vl/ sepp-config?
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nf I nst ancel d=4f af 1bbc- 5eda- 4454- a507- al4ef 8elbc6a",
"cause": "DATA NOT_FOUND'

}
PUT REST API
This resource adds or updates the SEPP Info configuration using the request body.

Resource URI: /ocscp/scpc-configuration/vl/sepp-config/{nfinstanceld}

Table 2-209 Data Structures Supported by the PUT Response Body
|

Data Type P Cardinality Response Description
Codes
InterPImnRoutinginfo M 1 200 OK Indicates the InterPImn
RoutingInfo configuration
data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP
TS 29.571 section 5.2.4.1.
Example

Successful response

$ curl -X PUT "http://10.75.226.108: 32466/ ocscp/ scpc-confi guration/ vl/ sepp-
confi g/ 2f af 1bbc- 6eda- 4454- a507- aldef 8elbc6a" -H "accept: */*" -H "Content-
Type: application/json" -d "{ \"nflnstanceld\": \"9faf lbbc- 6eda- 4454- a507-
aef01al01a06\", \"seppinfo\": { \"renotePl mList\": [{ \"ncc\": \"267\"
\"mc\": \"321\" }], \"seppPorts\": { \"http\": \"8000\", \"https\":
\"4430\" } }} '

{
"nflnstancel d": "2faf 1bbc- 6eda- 4454- a507- al4ef 8elbc6a",
"sepplnfo": {
"remotePl mList": [{
"mce": 267",
"mc": "321"
H,
“seppPorts": {
"http": "8000",
"https": "4430"
}
1
}
200 &K

PATCH REST API
This resource adds or updates the SEPP Info configuration using the request body.

Resource URI: /ocscp/scpc-configuration/vl/sepp-config/ {nfinstanceld}
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Table 2-210 URI Query Parameters Supported by the PATCH method
|

Name Data Type P Cardinality Description

nflnstanceld String 1 Specifies the identity of the
NF instance for which routing
information is fetched.

patchDocument String M 1 Indicates the patchDocument

to be sent.
Example:

[{"op":"replace", "path"
"/ seppl nf o/ seppPort s/
http","val ue":"8000"}

{"op":"replace","path":
"/ seppl nfol seppPorts/
https", "val ue": "9000"}]

Successful response: Request Body

$ curl -X PATCH "http://10.75.226.108: 32551/ ocscp/ scpcconfi guration/ vl/ sepp-
confi g/ 2f af 1bbc- 6eda- 4454- a507- aldef 8elbc6a" -H "accept: application/json" -H
"Cont ent - Type: application/merge-patch+json" -d
"T{\"op\":\"replace\",\"path\":\"/seppl nfol seppPorts/
https\",\"value\":\"9010\"}, {\"op\":\"replace\",\"path\":\"/sepplnfo/

seppPorts/http\",\"value\":1"9100\"}]"

Table 2-211 PATCH Response Body

Data Type P Cardinality Response Description
Code
InterPImnRoutinginfo M 1 200 OK Indicates the InterPImn
Routinglnfo configuration
data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP
TS 29.571 section 5.2.4.1.

Response body

{
"nflnstanceld": "2faflbbc- 6eda-4454-a507- aldef 8elbc6a",
"sepplnfo": {

"remotePl mList": [{
"nce": "327",
"mc": "15"

bAoA
"nce": "328",
"mc": "16"

H,

"seppPorts": {
"http": "9010",
"https": "9000"

}
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DELETE REST API
This resource removes the SEPP Info configuration data based on query parameters.

Resource URI: /ocscp/scpc-configuration/vl/sepp-config/{nfinstanceld}

Table 2-212 URI Query Parameters Supported by the DELETE method

|
Name Data Type P Cardinality Description

nfinstanceld String 0 1 Specifies the identity of the

NF instance for which routing

information is fetched.

@® Note

nflnstanceld is a valid combination of query parameter or path variable.

Table 2-213 Data Structures Supported by the DELETE Response Body
|

Data Type P Cardinality Response Description
Code
None 204 OK In successful scenarios, only
response code is returned.
ProblemDetails M 1 404 NOT When no matching entry is
FOUND found.
Example

Successful response - 1

$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc- confi guration/vl/ sepp-
confi g/ 2f af 1bbc- 6eda- 4454- a507- al4ef 8elbc6a" -H "accept: application/json"

* [k

204 K

Failure case 1: When no matching entry is found.

$ curl -X DELETE "http://10.75.226.108: 32551/ ocscp/ scpc-confi guration/vl/ sepp-
confi g/ 4f af 1bbc- 5eda- 4454- a507- al4ef 8elbc6a” -H "accept: application/json”

Response Body:

{
"title": "Not Found",
"status": "404",
"detail": "Sepp Info configuration data not found agai nst given query

paraneter(s), Please refer to the User CGuide",
"instance": "/ocscp/scpc-configuration/vl/ sepp-config4faflbbc-5eda- 4454-
ab07- aldef 8elbcb6a",
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"cause": "DATA_NOT_FCUND'
}

2.26 Configuring App Routing Options

The following section provides configuration details about routing options applicable for
Mediation.

Resources

The following table describes the resource name to retrieve, add, update, and remove App
routing options.

Table 2-214 Resource Name

Resource Name Resource URI HTTP Description
Method
approutingoptions /ocscp/scpc- GET ALL | Retrieves all configured App routing options.

configuration/{version}/
approutingoptions

approutingoptions /ocscp/scpe- GET Retrieves the configured App routing options specified using
configuration/{version}/ the field appname.
approutingoptions/ Note: Routing options can be specified only for Mediation,
{appname} therefore only "mediation” appname is supported.
approutingoptions locscp/scpce- PUT Updates the configured App routing options specified using
configuration/{version}/ the field appname.
approutingoptions/ Note: You cannot create new routing options but you can
{appname} only update them. Routing options for appname Mediation
can only be updated.
approutingoptions locscp/scpce- DELETE | Removes the configured App routing options specified using
configuration/{version}/ the appname field.
approutingoptions/ Note: DELETE method is not supported.
{appname}
Data Model

The following table describes the supported data type.

Table 2-215 approutingoptions
- ______ __________________________ |

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Value
appName String M 1 Indicates the name of the mediation | mediation

application for which the routing
option has to be configured.
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Table 2-215 (Cont.) approutingoptions
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Field Name

Data Type

P

Cardinalit | Description

Allowed
y Values

Default
Value

routingOptions

JSON

1 Indicates the JSON structure to NA

store the routing options.

{ "appNa
nme":
"medi ati
on",
"routing

Opti ons"

{ "vi":

{ "retry
" true,
"maxRetr
yAtt enpt
s": 2,

"respons
eTi meout
"ot1st,
"excepti
onErrorR
esponses

[.{ "sta
t usCode"

[ "DEFAU
LT 1,
"action"

"continu
e_proces
sing" }
1113

Table 2-216 approutingOptions

t

Field Name Data Type P Description Default Value
retry boolean Indicates whether to attempt retry or not when | true
the routing fails.
maxRetryAttemp | INT 0] Indicates the maximum number of retry 2
ts attempts.
Minimum value is 1, Maximum value is 0.
responseTimeou | String (@) Indicates the allotted time to respond to a 1s

message request.
This value must be in seconds.
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Field Name Data Type P Description Default Value
exceptionErrorR | JISON Specifies the methods to handle exceptions in "exceptionkrr
esponses case of routing failures. or Responses”:

Note: exceptionErrorResponses is used to
specify how exceptions are to be handled. By
default, one exception configuration is created
during deployment where statusCode is
DEFAULT and action is continue_processing,
this means, if during mediation invocation, if any
exception occurs it is continue_processing. To
change this behavior, you can create own
exceptionConfiguration by specifying action on
specific statusCodes.

[ { "statusCo
de":

[ "DEFAULT" ]
, "action":

"continue_pro
cessing" } ]

Table 2-217 exceptionErrorResponses

Field Name Data Type | P Cardinalit | Description Default Value
y
statusCode List<String | M 1..N Indicates the list of status codes HTTP Status Codes, HTTP
> that matches with the status code | Status with other defined
received from the application. The | custom status
required action specified by action |(RESPONSE_TIMEOUT and
field is taken. CONNECTION_FAILURE)
action String M 1 Indicates the action to be taken send_error_response: Error
when the above mentioned status | to be sent if the received
code is received. status code from application
is present in the statusCode
list.
continue_processing:
Continue with processing of
message if the received
status code from application
is present in the statusCode
list.
errorProfileConfi | JISON C 1 The error profile to be sent when NA
guration (mandator the action to perform is
y when send_error_response when the
action=sen statusCode matches.
d_error_re
sponse)

Table 2-218 errorProfileConfiguration

Field Name

Data Type

P

Description

Default Value

errorCode

Int

Indicates configurable error codes
to be sent by SCP to consumer
NFs.

Valid HTTP status codes
include 5xx and 4xx error
codes, as well as custom
error codes such as
DEFAULT,
RESPONSE_TIMEOUT, and
CONNECTION_FAILURE.
For example, 500, 502, 400,
404 and so on.
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Table 2-218 (Cont.) errorProfileConfiguration
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Field Name Data Type P Description Default Value
errorCause String Indicates the error cause that is NA
specific to the occurrence of the
problem.
errorTitle String @) Indicates the title of the error. NA
errorDescription String (@) Indicates an explanation specific to | NA
the occurrence of the problem.
retryAfter String C Indicates the retry interval. Mandatory if ERROR code is
3xx series and action is
send_error_response. The
time unit supported is
seconds.
Example: 2s, 3s, and so on.
redirectUrl String C Indicates the AbsoluteURL of the Mandatory if ERROR code is
resource to which the message is | 3xx series and action is
redirected to. send_error_response.

Default Routing Options

"appName": "nediation",
"routingQotions": {
"retry": true,
"maxRetryAttenpts": "2",
“serviceTinmeout": "1s",
"exceptionErrorResponses": |
{
"statusCode": |
" DEFAULT"

!
)
)

ction": "continue_procesing"

}
}

Request or Response Body

The following table describes response body based on the REST operation status.

RoutingOptions
{
"appnanme": "nediation"
"routingQptions":
{
"retry": true,

"maxRetryAttenpts": 4,

"serviceTimeout": 5 s,

"exceptionkrrorResponses": [{
"stat usCode":
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"response_timeout", "SERVI CE_UNAVAI LABLE" ]
"action": "send error",
“errorProfileConfiguration": {

Resource Definition

"error Code":

503,

Chapter 2
Configuring App Routing Options

“errorCause": "MEDI ATI ON_NOT_REACHABLE",

"errorTitle":

"Medi ation service unreachabl e",

“errorDescription": "Mediation service is not reachable",
“retryAfter": "5",
“redirectUl": ""

GET REST API

This resource retrieves routing options for all the applications.

Resource URI: /ocscp/scpc-configuration/{version}/approutingoptions

The following table describes the data structure supported by the GET method on this

resource.

Table 2-219 Data Structure Supported by the GET Method

Data Type P Cardinality Response Description
Codes
approutingoptions M 1..N 200 OK Routing options configuration for
the Application.

This resource retrieves routing options for the application specified by appname.

Resource URI: /ocscp/scpc-configuration/{version}/approutingoptions/{appname}

The following table describes the path parameters supported by the GET method on this

resource.

Table 2-220 Path Parameters Supported by the GET Method

Name

Data Type

P

Description

appname

String

M

Fetches configurations on app name.
The supported value is "mediation".

Table 2-221 Data Structures Supported by the GET Response Body on this Resource

Data Type P Cardinality Response Code Description
approutingoptions M 1 200 OK Indicates the routing options
configuration for the Application.
ProblemDetails M 1 404 NOT FOUND Indicates that there is no matching
entry found.
Example
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Success response for GET and GET ALL

curl -X GET "http://10.75.175.233: 30953/ ocscp/ scpc-configuration/vl/
approutingoptions" -H "accept: application/json"

HTTP/ 1.1 200 K

Connection: keep-alive
Transf er - Encodi ng: chunked

Cont ent - Type: application/json

Date: Tue, 24 May 2022 12:08:49 GVI

[

{
"appName": "nediation",
"routingQptions": {
"retry": fal se,
"maxRetryAttenpts”: 6,
"responseTi meout": "10",
"exceptionErrorResponses": |
{
"statusCode": |
" DEFAULT"
1,
"action": "continue_processing"
¥
{
"statusCode": |
"501"
1,
"action": "send_error_response",
"errorProfileConfiguration": {
“errorCode": 501,
"errorCause": "NOT FOUND',
"errorTitle": "NOT FOUND ",
"errorDescription": "NOT FOUND',
"retryAfter": "",
"redirectUl": ""
}
}
]
}
}

Success response 2

curl -X GET "http://10.75.175.233: 30953/ ocscp/ scpc-configuration/vl/
approuti ngoptions/ medi ati on" -H "accept: application/json"

HTTP/ 1.1 200 K

Connection: keep-alive
Transf er- Encodi ng: chunked

Cont ent - Type: application/json

Date: Tue, 24 May 2022 12:08:49 GMI
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{
"appNane": "nediation",
"routingQOptions": {
"retry": fal se,
"maxRetryAttenpts": 6,
"responseTi meout": "10",
"exceptionErrorResponses": [
{
"statusCode": |
" DEFAULT"
1,
"action": "continue_processing"
¥
{
"statusCode": |
"501"
1,
"action": "send_error_response",
“errorProfileConfiguration": {
“errorCode": 501,
“errorCause": "NOT FOUND',
"errorTitle": "NOT FOUND ",
“errorDescription": "NOT FOUND',
"retryAfter": "",
“redirectuUl": ""
}
}
]
}
}

Failure response

curl -X GET "http://10.75.175.233: 30953/ ocscp/ scpc-configuration/vl/
approutingoptions/med" -H "accept: application/json"

HTTP/ 1.1 404 Not Found

Connection: keep-alive
Transf er- Encodi ng: chunked

Cont ent - Type: application/json

Date: Tue, 24 May 2022 12:08:49 GVI

{
"title": "Not Found",

"status": "404",

"detail": "App Routing Options response data not found agai nst given query
paraneter(s)",

"instance": "/ocscp/scpc-configuration/vl/ approutingoptions/ned",

"cause": "DATA NOT_FOUND'

}
PUT REST API
This resource configures routing options for the application.

Resource URI: /ocscp/scpc-configuration/{version}/approutingoptions/{appname}
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Table 2-222 Data Structures Supported by the PUT Request Body on this Resource

Data Type

P Cardinality Description

approutingoptions

M 1 Indicates the routing options configuration for
the Application.

Table 2-223 Data Structures Supported by the PUT Response Body on this Resource

Data Type P Cardinality Response Code Description

approutingoptions M 1 200 OK Indicates the routing options
configuration for the Application.

ProblemDetails M 1 404 NOT FOUND Indicates that there is no matching
entry found.

ProblemDetails M 1 400 BAD REQUEST Returns the ProblemDetails
structure as defined in 3GPP TS
29.571.

Example

Success response

curl -X PUT "http://10.75.175.233: 30953/ ocscp/ scpc-configuration/vl/

approuti ngoptions/ medi ati on" -H "accept: application/json" -H "Content-Type:
application/json" -d "{\"appName\":\"nmediation\",\"routingQptions\":
{\"retry\":fal se,\"maxRetryAttenpts\":6,\"responseTi meout\":\"10\",\"exception
Error Responses\": [{\"statusCode\":
[\"DEFAULT\"],\"action\":\"continue_processing\"}, {\"statusCode\":
[\"501\"],\"action\":\"send_error_response\",\"errorProfileConfiguration\":
{\"errorCode\":501,\"errorCause\":\"NOT FOUND\",\"errorTitle\":\"NOTI FOUND
\",\"errorDescription\":\"NOT

FOUND\ ", \"retryAfter\":\"\" \"redirectUrl\":\"\"}}]}}"

HTTP/ 1.1 201 &

Connection: keep-alive
Transf er - Encodi ng: chunked

Cont ent - Type: application/json

Date: Tue, 24 May 2022 12:08:49 GMI

{
"appNane": "nediation",
"routingQOptions": {
"retry": fal se,
"maxRetryAttenpts": 6,

"responseTi meout": "10",
"exceptionErrorResponses": [
{

"statusCode": [
" DEFAULT"
] L]

"action": "continue_processing"
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¥
{
"statusCode": [
"501"
1
"action": "send_error_response",
“errorProfileConfiguration": {
“errorCode": 501,
“errorCause": "NOT FOUND',
"errorTitle": "NOT FOUND ",
“errorDescription": "NOT FOUND',
"retryAfter": "",
"redirectUrl": ""
}
}

Failure response

curl -X PUT "http://10.75.175.233: 30953/ ocscp/ scpc-configuration/vl/
approutingoptions/med" -H "accept: application/json" -H "Content- Type:
application/json" -d "{\"appName\":\"nmediation\",\"routingQptions\":
{\"retry\":fal se,\"maxRetryAttenpts\":6,\"responseTi meout\":\"10\",\"exception
Error Responses\": [{\"statusCode\":
[\"DEFAULT\"],\"action\":\"continue_processing\"}, {\"statusCode\":
[\"501\"],\"action\":\"send_error_response\",\"errorProfileConfiguration\":
{\"errorCode\":501,\"errorCause\":\"NOT FOUND\",\"errorTitle\":\"NOT FOUND
\",\"errorDescription\":\"NOT

FOUND\ ", \"retryAfter\":\"\" \"redirectUrl\":\"\"}}]}}"

HTTP/ 1.1 400 Bad Request
Connection: keep-alive
Transf er- Encodi ng: chunked

Cont ent - Type: application/json

Date: Tue, 24 May 2022 12:08:49 GVI

{
"title": "Bad Request",
"status": "400",
"detail": "App Nane nust always be mediation",
"instance": "/ocscp/scpc-configuration/vl/ approutingoptions/ned",
"cause": "I NVALI D_QUERY_PARAM
}

DELETE REST API

This resource removes all the application routing options based on ruleName.

® Note
DELETE method is not supported.
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Resource URI: /ocscp/scpc-configuration/{version}/approutingoptions/{appname}

Table 2-224 Path Parameters Supported by the DELETE Response Body on this Resource

Name

Data Type P

Description

appname

String M

Removes configurations on app nhame.

Table 2-225 Data Structures Supported by the DELETE Response Body on this Resource

Data Type P Cardinality Response Code Description

ProblemDetails M 1 404 NOT FOUND Indicates that there is no matching
entry found.

ProblemDetails M 1 400 BAD REQUEST Returns the ProblemDetails
structure as defined in 3GPP TS
29.571.

2.27 Configuring Mediation Trigger Point

This section describes the trigger points configurations to define the filter criteria for a message
to decide whether to invoke mediation or not.

Resources

The following table describes the resource name to retrieve, add, update, and remove
Mediation trigger points.

Table 2-226 Resource Name

config

mediation-trigger-point-config/
{ruleName}

Resource Name Resource URI HTTP Description
Method

mediation-trigger-point- | /ocscp/scpc-configuration/{version}/ | GET Retrieves all Mediation trigger point
config mediation-trigger-point-config configurations.
mediation-trigger-point- | /ocscp/scpc-configuration/{version}/ | GET Retrieves Mediation trigger point configuration
config mediation-trigger-point-config/ for the specified ruleName.

{ruleName}
mediation-trigger-point- | /ocscp/scpc-configuration/{version}/ | PUT Configures Mediation trigger point configuration
config mediation-trigger-point-config/ for the specified data.

{ruleName}
mediation-trigger-point- | /ocscp/scpc-configuration/{version}/ | PATCH Updates the Mediation trigger point
config mediation-trigger-point-config/ configuration by ruleName.

{ruleName}
mediation-trigger-point- | /ocscp/scpc-configuration/{version}/ | DELETE | Removes the Mediation trigger point

configuration for the specified ruleName.

Data Model

The following table describes the supported data type.
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Table 2-227 MediationTriggerPointConfig
|

Field Name Data Type P Cardinalit | Description
y
ruleName String M 1 Unique rule name for each mediation
configuration.

It is a unique primary key.

triggerPoints Array(TriggerPoint) M 1..N List of trigger points to be enabled if matches.

One or more of the following trigger
points:"requestingress”, "requestEgress",

"responselngress", "responseEgress"

nfType NFType C 1 NFType for which mediation configuration is
required.

NFType is as per 3GPP TS 29.510 Section
6.1.6.3.3 Enumeration: NFType.

serviceName String C 1 The service of NFType for which mediation
configuration is required.

NFType is as per 3GPP TS29.510 Section
6.1.6.3.11 Enumeration: ServiceName.

match Array(Match) @) 1..N List of match blocks to be satisfied for the rule to
be activated.

The list of match blocks have OR semantics.
Minimum number of blocks is 1.
Maximum number of blocks is 20.

groupld String 0 1 groupld for which mediation configuration is
required.

Mediation configuration for a specific group is
applicable to the mediation requests or
responses received only from the same group.
HTTP Mediation service consumer NFs which
requires the same mediation rules can be
grouped together using this groupld.

httpMethods Array(String) o 1..N HTTP methods
(GET,POST,PUT,PATCH,DELETE,OPTIONS)

@® Note

For each trigger point configuration, the combination of NfType, serviceName, and
httpMethods methods must be unique. No new records can be added with the same
combination.

For example, if a configuration exists with the following values: ruleName=medRulel,
nfType=UDM, serviceName=nudm-uecm, httpMethod = {PUT, POST}, then adding a
similar configuration with the same combination of nfType, serviceName, and
httpMethods with a different rule name as specified are not allowed:
ruleName=medRule2, nfType=UDM, serviceName=nudm-uecm, httpMethod = {PUT,
POST}.
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Enumeration value

Description

"requestingress”

Mediation invocation after receiving the ingress 5G SBI request message.

"requestEgress"

Mediation invocation before forwarding the 5G SBI request message.

"responselngress”

Mediation invocation after receiving the ingress 5G SBI response
message.

"responseEgress”

Mediation invocation before forwarding the 5G SBI response message.

Table 2-229 Match

Field Name Data Type

Description Required

headers HeaderBodyMatch([]

List of header name and header value to match using | anyOf
the MatchType comparison. All conditions inside a
single header block have AND semantics.

Minimum number of elements or conditions is 1.
Maximum number of elements or conditions is 5.

body HeaderBodyMatch(]

List of the "body IE" JSON Pointer and value at that anyOf
Pointer to match using the MatchType comparison. All
conditions inside a single body block have AND
semantics.

Minimum number of elements or conditions is 1.

Maximum number of elements or condition is 5.

Table 2-230 HeaderBodyMatch

Field Name Data Type P Cardinality Description

name String 1 Name of the header or the bodylE JSON
Pointer.
Note: List of predefined headers available at in
this section. JSON Pointer must point to basic
data types. Arrayed and Object values are not
supported.

match_type MatchType M 1 One of the supported match operators.

value String C 0.1 Value of the header or bodylE to be matched.
The value is only required if match_type is not
range.

range Range C 0.1 Range start (inclusive).
It is used only when match_type is range.

@ Note

Either the value or the range attribute must be present.
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Table 2-231 MatchType

Field Name Data Type Description Required

exact String Matching is performed using the exact oneOf
comparison.

prefix String Matching is performed using the prefix oneOf
comparison.

range String Matching is performed using the range oneOf
comparison.

regex String Matching is performed using the ECMAScript oneOf
Regular Expression comparison.

Table 2-232 Range

- _______________________________________________|
Field Name Data Type P Cardinality Description

start String o 0.1 The first value, that is, range start
inclusive, identifying the start of the range.
This string consists of only digits.

Pattern: "[0-9]+$"

end String (@] 0..1 The last value, that is, range end
inclusive, identifying the end of the range.

This string consists of only digits.
Pattern: "[0-9]+$"

Examples
Request body
{

"groupld": "string",
“rul eNane": "string",

"match": [
{
"body": |
{

"range": {
"start": 0,
"end": 0

}

tch-type": "exact",
n IlstrI ngll,

name":
"val ue": "string"

}
]l
"headers": [
{
"range": {
"start": 0,
"end": 0
}

tch-type": "exact",
name": "string",

"val ue": "string"
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}
1,
}
]

"httpMet hods": ["PUT","POST"]
"nf Type": "5G EIR',
"triggerPoints": [
"request Egress"
]
}

Response body:

ervi ceName": "5g-shi-notification",

Chapter 2
Configuring Mediation Trigger Point

The response body for GET is the list of the following JSON structure.

The response body of PUT and PATCH is the following JSON structure.

{
"groupld": "string",
"rul eNane": "string",

"match": |
{
Ilbodyll: [
{
"range": {
"start": O,
"end": 0
}1
"mat ch-type": "exact",
"name": "string",
"value": "string"
}
]l
"headers": |
{
"range": {
"start": O,
"end": 0
}1
"mat ch-type": "exact",
"name": "string",
"value": "string"
}
]l

}
]

"nf Type": "5G EIR',
"triggerPoints": [
"request Egress"
]
}
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This resource retrieves all the Mediation trigger point configurations.

Resource URI: /ocscp/scpc-configuration/{version}/mediation-trigger-point-config

Table 2-233 Data Structures Supported by the GET Response Body on this Resource

Data Type P Cardinality Response Description
Code
MediationTriggerPointConfig | M 1.N 200 OK Indicates Mediation trigger point

configurations.

This resource retrieves all the Mediation trigger point configurations based on ruleName.

Resource URI: /ocscp/scpc-configuration/{version}/mediation-trigger-point-config/{ruleName}

Table 2-234 Path Parameters Supported by the GET Response Body on this Resource

Field Name

Data Type

P

Description

ruleName

String

M

Fetches configurations on ruleName

Table 2-235 Data Structures Supported by the GET Response Body on this Resource

Data Type P Cardinality Response Description
Code
MediationTriggerPointConfig | M 1 200 OK Indicates Mediation trigger point
configurations.
ProblemDetails M 1 404 NOT Indicates that there is no matching
FOUND entry found.
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HTTP/ 1.1 200 K
Connection: keep-alive

Transf er-Encodi ng: chunked
Cont ent - Type: application/json
Date: Tue, 24 May 2022 12:06:48 GVI

{

"rul eNane": "Mediation_rulel",
"nf Type": "UDR',

Success response for GET and GET ALL

"servi ceNane": "nudr-group-id-map",

"httpMethods": [

" PUT"
1,

curl -X GET "http://10.75.215.251: 30131/ ocscp/ scpc-configurati on/vl/ medi ation-
trigger-point-config" -H "accept: application/json"
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"match": [
{
“headers": |
{
"name": "api-version",

"val ue": "v2",
"mat ch-type": "exact"

}
1
“body": |
{
"name": "anfld",
"val ue": "100",
"mat ch-type": "prefix"
}

]
}
]

riggerPoints": [
"request Egress",
"request|ngress”,
"responseEgress”

]

roupld": "groupl"

Success response 2

Chapter 2
Configuring Mediation Trigger Point

curl -X GET "http://10.75.215.251: 30131/ ocscp/ scpc-configurati on/vl/ mediation-
trigger-point-config/Mediation rulel" -H "accept: application/json"

HTTP/ 1.1 200 K

Connection: keep-alive
Transf er- Encodi ng: chunked

Cont ent - Type: application/json

Date: Tue, 24 May 2022 12:08:49 GVI

"rul eNane": "Mediation_rulel",

"nf Type": "UDR',

"servi ceNane": "nudr-group-id-mp",
"httpMet hods": [

" pUT"
]1
"match": |
{
"headers": |
{
"nane": "api-version",
"value": "v2",
"mat ch-type": "exact"
}

I,
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"body": |
{

name": "anfld",
"val ue": "100",
"mat ch-type": "prefix"
}
]
1
]

riggerPoints": [
"request Egress",
"request | ngress”,
"responseEgress”

]

roupld": "groupl"

Failure response

url -X GET "http://10.75.215.251: 30131/ ocscp/ scpc-configurati on/vl/ nmediati on-
trigger-point-config/med" -H "accept: application/json”

HTTP/ 1.1 404 Not Found

Connection: keep-alive

Transf er- Encodi ng: chunked

Cont ent - Type: application/ probl emtj son
Date: Tue, 24 May 2022 12:07:30 GVl

{
"title": "Not Found",

"status": "404",

"detail": "Mediation Configuration for given Rul eNane not found . Please
refer to the User Cuide.",

"instance": "/ocscp/scpc-configuration/vl/ mediation-trigger-point-config/

med",

"cause": "DATA NOT_FOUND'
}
PUT REST API

This resource configures Mediation trigger points for the specified data.

Resource URI: /ocscp/scpc-configuration/{version}/mediation-trigger-point-config/{ruleName}

Table 2-236 Data Structures Supported by the PUT Request Body on this Resource

Data Type P Cardinality Description
MediationTriggerPointConfig | M 1 Indicates Mediation trigger point configurations to be
added.
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Table 2-237 Data Structures Supported by the PUT Response Body on this Resource

Data Type P Cardinalit | Response Description
y Code
MediationTriggerPointConfig | M 1 200 OK Indicates Mediation trigger point
configurations.

ProblemDetails M 1 404 NOT Indicates that there is no matching entry
FOUND found.

ProblemDetails M 1 400 BAD Returns the ProblemDetails structure as
REQUEST defined in 3GPP TS 29.571.

Example

Success response

curl -X "PUT" \

"http://<SCP configuration FQDN>: 30446/ ocscp/ scpc-configuration/vl/
medi ation-trigger-point-config/ Mediation_rulel" \

-H "accept: application/json' \

-H ' Content-Type: application/json' \

-d ' {
“rul eNane": "Mediation_rulel",
“nf Type": "NEF",

"serviceName": "3gpp-as-session-w th-gos",
"httpMet hods": |

" pUT"
]1
"match": [
{
"headers": |
{
"name": "api-version",
"val ue": "v2",
"mat ch-type": "exact"
}
]l
"body": [
{
"nane": "anfld",
"val ue": "100",
"mat ch-type": "prefix"
}

]
}
]

riggerPoints": |
"request Egress",
"request | ngress”,
"responseEgress”

]

roupld": "groupl"
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Failure response

curl -X PUT "http://10.75.215.251: 30131/ ocscp/ scpc-configurati on/ vl/ medi ation-
trigger-point-config/med" -H "accept: application/json" -H "Content-Type:
application/json" -d "{\"nfType\":\"udr\",\"servi ceNane\":\"nudr-group-id-
map\ ", \"groupld\":\"groupd\",\"rul eName\":\"Medi ation_rul el\",\"httpMethods\":
[\"PUT\"],\"match\":[{\"headers\": [{\"match-type\":\"exact\",\"name\":\"api -
version\",\"value\":\"v2\"}],\"body\": [{\"mat ch-
type\":\"prefix\",\"nane\":\"anfld\",\"value\":\"100\"}]}],\"triggerPoints\":
[\"request Egress\",\"requestlngress\",\"responseEgress\"]}" -v

HTTP/ 1.1 400 Bad Request

Connection: keep-alive

Transf er- Encodi ng: chunked

Cont ent - Type: application/ probl emtj son
Date: Tue, 24 May 2022 12:03:14 GVl

* Connection #0 to host 10.75.215.251 left intact

{
"title": "Bad Request",
"status": "400",
"detail": "Api ruleName and request body rul eName must be sane.",

"instance": "/ocscp/scpc-configuration/vl/ mediation-trigger-point-config/
Medi ation_rul e",
"cause": "I NVALID_KEY"

}
PATCH REST API
This resource updates the Mediation trigger point configuration for the specified data.

Resource URI: /ocscp/scpc-configuration/{version}/mediation-trigger-point-config/{ruleName}

Table 2-238 Data Structures Supported by the PATCH Request Body on this Resource
|

Data Type

P Cardinality Description

string

M 1 The patch body in the string format that must be

updated.

Table 2-239 Data Structures Supported by the PATCH Response Body on this Resource

Data Type P Cardinalit | Response Description
y Code
MediationTriggerPointConfig | M 1 200 OK Indicates Mediation trigger point
configurations.
ProblemDetails M 1 400 BAD Returns the ProblemDetails structure as
REQUEST defined in 3GPP TS 29.571.
ProblemDetails M 1 404 NOT Indicates that there is no matching entry
FOUND found.

Example
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Success response:

curl -X PATCH "http://10.75.215. 251: 30131/ ocscp/ scpc-configuration/vl/

medi ation-trigger-point-config/ Mediation rulel" -H "Content-Type: application/
mer ge- patch+json" -d '[{ "op": "replace", "path": "/nmatch/0/headers/0/name"
“value":"anfld" }]

HTTP/ 1.1 200 K

Connection: keep-alive
Transf er- Encodi ng: chunked
Cont ent - Type: application/json
Date: Tue, 24 May 2022 12:26:55 GVl

* Connection #0 to host 10.75.215.251 |eft intact
{"rul eNane": "Medi ation_rul el", "nf Type":"UDR", "servi ceName": " nudr - gr oup- i d-
map", "htt pMet hods": ["PUT"], "match": [{"headers"

[{"nane":"anfld","val ue":"v2", "match-type":"exact"}], "body":

[{"name":"anfld","val ue": " 100", "match-type":"prefix"}]}],"triggerPoints":

["request Egress", "request | ngress"”,

responsekgress"], "groupld": "groupl"}

Failure response -1

curl -X PATCH "http://10.75.215. 251: 30131/ ocscp/ scpc- confi guration/vl/

medi ation-trigger-point-config/ Mediation_rulel"” -H "Content-Type: application/
mer ge- patch+j son" -d '[{ "op": "replace", "path": "/match/0/headers/0/name",
"val ue":"anfld" }]

HTTP/ 1.1 404 Not Found

Connection: keep-alive

Transf er-Encodi ng: chunked
Cont ent - Type: application/ probl emtj son
Date: Tue, 24 May 2022 12:23:18 GMI

* Connection #0 to host 10.75.215.251 |eft intact
{"title":"Not Found","status":"404","detail":"Mediation_Configuration for
given Rul eNane not found . Please refer to the User CGuide.'rul eNane':

Medi ation_rulel","instance":"/ocscp/ scpc-configuration/vl/ mediation-trigger-
poi nt - confi g/ Medi ati on_rul el", "cause": " DATA NOT_FOUND"}

Failure response -2

curl -X PATCH "http://10.75.215. 251: 30131/ ocscp/ scpc-configuration/vl/
medi ation-trigger-point-config/ Mediation_rulel" -H "Content-Type: application/
mer ge- patch+json" -d '[{ "op": "replace", "path": "match/0/headers/ match-

type", "value":"prefix" }]

HTTP/ 1.1 400 Bad Request

Connection: keep-alive

Transf er-Encodi ng: chunked
Cont ent - Type: application/ probl em+j son
Date: Tue, 24 May 2022 12:26:21 GMI
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* Connection #0 to host 10.75.215.251 |eft intact

{"title":"Bad Request","status":"400","detail":"Invalid Patch

Document ", "i nstance": "/ ocscp/ scpc-configuration/vl/ mediation-trigger-point-
confi g/ Medi ation_rulel","cause":"| NVALI D_REQUEST_BODY"}

DELETE REST API
This resource retrieves all the Mediation trigger point configuration based on ruleName.

Resource URI: /ocscp/scpc-configuration/{version}/mediation-trigger-point-config/{ruleName}

Table 2-240 Path Parameters Supported by the DELETE Response Body on this Resource

Field Name

Data Type P Description

ruleName

String M Removes configurations on ruleName

Table 2-241 Data Structures Supported by the DELETE Response Body on this Resource

Data Type P Cardinality Response Description
Code
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP TS
29.571.
ProblemDetails M 1 404 NOT Indicates that there is no matching
FOUND entry found.

Example

Success response

curl -X DELETE "http://10.75.215. 251: 30131/ ocscp/ scpc-confi guration/vl/
medi ation-trigger-point-config/medl" -H "accept: application/json"

HTTP/ 1.1 204 No Content
Date: Tue, 24 May 2022 12:22:00 GVI

Failure response

curl -X DELETE "http://10.75.215. 251: 30131/ ocscp/ scpc-confi guration/vl/
medi ation-trigger-point-config/medl" -H "accept: application/json"

HTTP/ 1.1 404 Not Found

Connection: keep-alive

Transf er-Encodi ng: chunked

Cont ent - Type: application/ probl emtj son
Date: Tue, 24 May 2022 12:05:38 GVl

{
“title": "Not Found",
"status": "404",
"detail": "Mediation_Configuration for given Rul eName not found . Please

refer to the User Cuide.",
"instance": "/ocscp/scpc-configuration/vl/ mediation-trigger-point-config/
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medl1",
"cause": "DATA_NOT_FCUND'
}

2.28 Configuring Mediation Rule

Section Title

This section describes the configuration of mediation rules for creating, modifying, and deleting
Mediation rules using the Rest API.

Resources

The following table describes the resource name to retrieve, add, update, and remove
Mediation rules.

Table 2-242 Resource Name

Resource Name Resource URI HTTP Description
Method
HTTP Mediation *  ${mediationConfig.baseUrl}/ GET Retrieves all Mediation rules.

mediation/v1/rules

*  ${mediationConfig.baseUrl}/
mediation/v1/rules/

HTTP Mediation ${mediationConfig.baseUrl}/ GET Retrieves Mediation rule for the specified
mediation/v1/rules/{ruleName} ruleName.
HTTP Mediation ${mediationConfig.baseUrl}/ PUT Creates or updates Mediation rule.

mediation/v1/rules/{ruleName}

HTTP Mediation ${mediationConfig.baseUrl}/ DELETE | Removes the Mediation rule.
mediation/v1/rules/{ruleName}

@® Note

As mediation can be used by other NFs, a base URL is needed. This is defined in
properties as ${mediationConfig.baseUrl}. In the case of SCP, the value is: /ocscp/
scpc-configuration, creating the URL like this: /ocscp/scpc-configuration/mediation/v1l/
rules

Data Model

The following table describes the supported data type.

Table 2-243 MediationRulesConfig

Field Name Data Type P Cardinalit | Description
y
ruleName String M 1 Unique rule name for each mediation rule.

It is a unique primary key.

format String M 1 Indicates the Format in which the rules are
defined, such as DRL.
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Table 2-243 (Cont.) MediationRulesConfig
|

Field Name Data Type P Cardinalit | Description
y
status String M 1 Indicates the status of the rule. It can have the
following values:
« DRAFT
e APPLIED

The following fields are allowed to be modified in
DRAFT status: Mediation Mode, Code, and
State. The valid values for state are SAVE,
CLONE, COMPILE, and APPLY. The Mediation
Mode can only be modified in APPLIED status.
The valid values for state are SAVE, CLONE, or
DRAFT.

mode String M 1 Indicated whether the rule applies to mediation

active or mediation test.

*  Mediation Active allows actual messages to
be manipulated according to configured
mediation rules.

*  Mediation Test executes the mediation rule
on message copy instead of the actual
message and verifies the behavior of the
mediation rule.

state String M 1 Indicates the action to be applied to the rule.
The default value is SAVE

Note:The DRAFT state is an invalid transition
that could lead to an error.

code String M 1 Indicates the configurable drool expression that
matches the request/response headers and
body sent by SCP.

New Rule Name String M 1 Indicates the new name of the rule.
This field appears when a CLONE state is
selected.
® Note

For each mediation rule configuration, the rule name must be unique. No new rules
can be added with the same name.

Request Body JSON Format

{
"name": "string",
"format": "DRL",
"status": ["DRAFT","APPLIED'],
"mode": ["MEDI ATI ON_ACTI VE', " MEDI ATI ON_TEST"],
"state": ["SAVE","APPLY","DRAFT","COWPILE", "CLONE"],
"code": "string"

}
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Example

{

"name": "rul eTest1",

“format": "DRL",

"status": "DRAFT",

"mode": "MEDI ATI ON_TEST",

"state": "SAVE',

"code": "package com oracle. cgbu. ocnedi ation. nfrediation;\n \ninport
com oracl e. cgbu. ocnedi ati on. factdetail s. Request;\ ni nport
com oracl e. cgbu. ocnedi ation. factdetail s. Response; \ ni nport
java.util.Map;\ninmport java.util.HashMap; \ndialect \"mvel\"\n\nrule
\"rul eTest 1\"\ nwhen\n req : Request(headers.has(\"Header1\") == true)\nthen
\n req. headers. add(\ " NewHeader 1\ ", \ " 132465\ ")\ nend"

}

Response Body JSON Format

{
"name": "string",
“format": "DRL",
“node": ["MEDI ATI ON_ACTI VE', " MEDI ATI ON_TEST"],
“status": ["DRAFT","APPLIED'],
"code": "string"
}
Example
{

"name": "rul eTest1",

“format": "DRL",

"node": " MEDI ATI ON_ACTI VE",

"status": "DRAFT",

"code": "package com oracle. cgbu. ocnedi ation. nfredi ation;\n \ninport
com or acl e. cgbu. ocnedi ati on. fact det ai | s. Request ; \ ni nport
com or acl e. cgbu. ocnedi ati on. fact det ai | s. Response; \ ni nport
java.util.Map;\ninmport java.util.HashMap; \ndialect \"mvel\"\n\nrule
\"rul eTest 1\"\ nwhen\n req : Request(headers.has(\"Header1\") == true)\nthen
\n req. headers. add(\ " NewHeader 1\ ", \ " 132465\ ")\ nend"

}
Resource Definition
GET REST API

This resource retrieves all the Mediation rules.

Resource URI: /ocscp/scpc-configuration/mediation/v1/rules

Table 2-244 Data Structures Supported by the GET Response Body on this Resource

Data Type P Cardinality Response Description
Code
MediationRules M 1.N 200 OK Indicates Mediation rules.
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This resource retrieves all the Mediation rules based on ruleName.

Resource URI: /ocscp/scpc-configuration/mediation/v1l/rules/{ruleName}

Table 2-245 Path Parameters Supported by the GET Response Body on this Resource

Field Name

Data Type P Description

ruleName

String M Fetches rule by ruleName

Table 2-246 Data Structures Supported by the GET Response Body on this Resource

Data Type P Cardinality Response Description
Code
MediationRule M 1 200 OK Indicates Mediation rules.
ProblemDetails M 1 404 NOT Indicates that there is no matching
FOUND entry found.

Example
Success response for GET ALL
curl -X GET "http://10.75.213.183: 31612/ ocscp/ scpc-configurati on/ nedi ation/vl/

rul es"
-H "accept: application/json"

{
"name": "rul eTest0",
“format": "DRL",
“mode": " MEDI ATI ON_ACTI VE",
"status": "DRAFT",

"code": "package com oracle. cgbu. ocnedi ati on. nfmedi ation; inport
com oracl e. cgbu. ocnedi ation. factdetails. Request; dialect \"mvel\" rule
\"rul eTest 0\" when req : Request (headers. has(\"NewTestO\") == true) then
req. headers. add(\"TestO\",\"0\") end"

b

{
"name": "rul eTest1",
“format": "DRL",
“mode": " MEDI ATI ON_ACTI VE",
"status": "DRAFT",

"code": "package com oracle. cgbu. ocnedi ati on. nfedi ation; inport
com oracl e. cgbu. ocnedi ation. factdetails. Request; dialect \"mvel\" rule
\"rul eTest1\" when req : Request (headers. has(\"NewTest1\") == true) then
req. headers. add(\"Test 1\",\"1\") end"

}
]
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Success response for GET

curl -X GET "http://10.75.213.183: 31612/ ocscp/ scpc-configurati on/ nedi ation/vl/
rules/rul eTest0" -H
"accept: application/json"

"name": "rul eTest0",

"format": "DRL",

"mode": " MEDI ATI ON_ACTI VE",

"status": "DRAFT",

"code": "package com oracle. cgbu. ocredi ation. nfredi ation; inport
com oracl e. cgbu. ocnedi ation. factdetails. Request; dialect \"mvel\" rule
\"rul eTest 0\" when req : Request (headers. has(\"NewTestO\") == true) then
req. headers. add(\"TestO\",\"0\") end"

}

Failure response

curl -X GET "http://10.75.213.183: 31612/ ocscp/ scpc-configurati on/ medi ation/v1/
rules/rul eTest$" -H
"accept: application/json”

{
"title": "NOT_FOUND',
"status": 404,
"detail": "Rule: ruleTest$ was not found",
"cause":

"com oracl e. cgbu. ocredi ati onconfi g. servi ce. Rul esConfi gServi ce. | anbda$f i ndByNam
e$0( Rul esConfi gServi ce. java: 45)\ nj ava. base/

java.util.Optional.orEl seThrowm Optional .java: 403)\ ncom or acl e. cgbu. ocnedi ati on
config. service. Rul esConfi gServi ce. fi ndByName( Rul esConfi gServi ce.java: 45)\ ncom
oracl e. cgbu. ocnedi ati onconfi g.control | er. Rul esConfigController.get Rul eByName(R
ul esConfigController.java: 45)\ nj ava. base/
jdk.internal.reflect.NativeMethodAccessorlnpl.invokeO(Native Method)

\' nj ava. base/
jdk.internal.reflect.NativeMethodAccessorlnpl.invoke(NativeMethodAccessorlnpl.
java: 77)\ nj ava. base/

jdk.internal.reflect.Del egati ngMet hodAccessor | npl . i nvoke(Del egati ngMet hodAcces
sorlnpl.java: 43)\nj ava. base/

java.lang.refl ect. Met hod. i nvoke( Met hod. j ava: 568) \ nor g. spri ngf r amewor k. web. net h
od. support . I nvocabl eHandl er Met hod. dol nvoke( | nvocabl eHandl er Met hod. j ava: 205) \ no
rg.springframewor k. web. net hod. support. | nvocabl eHandl er Met hod. i nvokeFor Request (
I nvocabl eHandl er Met hod. j ava: 150) \ nor g. spri ngf r amewor k. web. servl et. nvc. met hod. a
nnot at i on. Servl et | nvocabl eHand! er Met hod. i nvokeAndHandl e( Ser vl et | nvocabl eHandl e
r Met hod. j ava: 117)\ nor g. spri ngf ramewor k. web. servl et . mvc. met hod. annot at i on. Reque
st Mappi ngHandl er Adapt er . i nvokeHand! er Met hod( Request Mappi ngHandl er Adapt er . j ava:
895)\ nor g. spri ngf ramewor k. web. servl et. nvc. met hod. annot at i on. Request Mappi ngHand
| er Adapt er. handl el nt er nal ( Request Mappi ngHandl| er Adapt er . j ava: 808) \ norg. spri ngfr
amewor k. web. servl et. mvc. net hod. Abst r act Handl er Met hodAdapt er . handl e( Abst r act Han
dl er Met hodAdapt er . j ava: 87) \ nor g. spri ngf ramewor k. web. servl et. Di spat cher Servl et.
doDi spat ch(Di spat cher Servl et . java: 1072)\ nor g. spri ngf ramewor k. web. servl et. Di spa
t cher Servl et. doServi ce(Di spat cher Servl et . j ava: 965)\ nor g. spri ngf r amewor k. web. se
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rvl et. Framewor kSer vl et . processRequest ( Framewor kSer vl et . j ava: 1006) \ nor g. spri ngf
ramewor kK. web. servl et. Framewor kSer vl et . doGet ( Fr amewor kSer vl et . j ava: 898) \ nj avax

servlet.http. HtpServlet.service(H tpServlet.java: 497)\ norg. spri ngframewor k. we
b. servl et. Framewor kSer vl et . servi ce( Framewor kServl et . j ava: 883)\ nj avax. servlet. h
ttp. HtpServlet.service(HtpServlet.java: 584)\ni 0. undertow. servl et. handl ers. Se
rvl et Handl er. handl eRequest ( Servl et Handl er . j ava: 74)\ ni 0. undert ow. servl et . handl e
rs. FilterHandl er $Fi |l terChainl npl. doFilter(FilterHandl er.java: 129)\ norg. spri ngf
ramewor kK. web. filter. Request ContextFilter.doFilterlnternal (Request ContextFilter
.java: 100)\ nor g. spri ngf ramewor k. web. filter. OncePer Request Fi |l ter. doFilter(OnceP
erRequest Filter.java: 117)\ni 0. undertow. servl et. core. ManagedFi | ter. doFi | ter (Man
agedFil ter.java: 61)\ni 0. undertow. servl et. handl ers. Fi | t er Handl er $Fi | t er Chai nl np
| .doFilter(FilterHandler.java: 131)\ norg. spri ngframewor k. web. filter. FornCont ent
Filter.doFilterlnternal (FornmContentFilter.java:93)\norg.springfranmework. web. f

I ter.OncePer Request Fil ter. doFilter(OncePerRequestFilter.java:117)\ni 0. undertow
.servlet.core. ManagedFi | ter. doFi | t er (ManagedFi | ter.java: 61)\ni 0. undert ow. serv

et. handl ers. Fil terHandl er $Fi | t er Chai nl npl . doFi | ter (Fil terHandl er.java: 131)\ nor
g. springframework. boot . act uate. metrics. web. servl et. WebMicMetricsFilter.doFilte
rinternal (WebM/cMetricsFilter.java: 96)\norg. springframework. web. filter.OncePer
Request Fil ter. doFilter(OncePerRequestFilter.java:117)\ni 0. undertow. servl et. cor
e. ManagedFi | ter. doFi | t er (ManagedFi | ter. java: 61)\ ni 0. undertow. servl et. handl ers.
FilterHandl er$FilterChai nl npl . doFilter(FilterHandl er.java: 131)\ norg. springfram
ewor k. web. filter.CharacterEncodingFilter.doFilterlnternal (CharacterEncodi ngFi

ter.java: 201)\ norg. springframework. web. filter.OncePer RequestFilter.doFilter(On
cePerRequest Filter.java: 117)\ ni 0. undert ow. servl et. core. ManagedFi | ter. doFi | ter(
ManagedFi | ter.java: 61)\ ni 0. undertow. servl et. handl ers. Fi | t er Handl er $Fi | t er Chai n
[ npl . doFilter(FilterHandl er.java: 131)\ ni 0. undertow. servl et. handl ers. Fi |l t er Hand
| er. handl eRequest (Fi | ter Handl er. j ava: 84) \ ni 0. undert ow. servl et. handl ers. securit
y. Servl et Securi t yRol eHandl er. handl eRequest ( Ser vl et Securi t yRol eHandl er. j ava: 62)
\ni 0. undert ow. servl et. handl ers. Servl et Chai n$1. handl eRequest ( Ser vl et Chai n. j ava

68) \ ni 0. undert ow. servl et. handl ers. Servl et Di spat chi ngHandl er. handl eRequest ( Serv
| et Di spat chi ngHandl er.java: 36)\ ni 0. undertow. servl et. handl ers. Redi rect Di r Handl e
r. handl eRequest (Redi rect Di r Handl er. j ava: 68)\ ni 0. undert ow. servl et. handl ers. secu
rity. SSLI nf or mati onAssoci ati onHandl er. handl eRequest ( SSLI nf or mat i onAssoci ati onH
andl er.java: 117)\ ni 0. undert ow. servl et. handl ers. security. Servl et Aut henti cati onC
al I Handl er. handl eRequest ( Ser vl et Aut hent i cati onCal | Handl er. java: 57)\ ni 0. underto
w. server. handl ers. Predi cat eHandl er. handl eRequest ( Pr edi cat eHandl er. java: 43)\ni o
.undertow. security. handl ers. Abstract Confi denti al i tyHandl er. handl eRequest ( Abstr
act ConfidentialityHandl er.java: 46)\ni 0. undertow. servl et. handl ers. security. Serv
| et ConfidentialityConstraintHandl er. handl eRequest ( Servl et Confi dentialityConstr
ai nt Handl er. j ava: 64)\ ni 0. undert ow. security. handl ers. Aut henti cati onMechani snmsHa
ndl er. handl eRequest ( Aut henti cat i onMechani snsHandl er. j ava: 60)\ ni 0. undert ow. serv
| et.handl ers. security. CachedAut henti cat edSessi onHandl er . handl eRequest ( CachedAu
t henti cat edSessi onHandl er. j ava: 77)\ ni 0. undert ow. security. handl ers. Abst ract Secu
rityCont ext Associ ati onHandl er. handl eRequest (Abstract Securi t yCont ext Associ ati on
Handl er . j ava: 43)\ ni 0. undert ow. server. handl ers. Predi cat eHandl er . handl eRequest (P
redi cat eHandl er. java: 43)\ ni 0. undert ow. servl et . handl ers. SendEr r or PageHandl er. ha
ndl eRequest ( SendEr r or PageHand| er . j ava: 52)\ ni 0. undert ow. server. handl ers. Predi ca
t eHandl er. handl eRequest ( Pr edi cat eHandl er. j ava: 43)\ ni 0. undert ow. servl et . handl er
s. Servletlnitial Handl er. handl eFi r st Request (Servl et I nitial Handl er. java: 275)\ni o
.undertow. servl et. handl ers. Servl et I nitial Handl er. access$100( Servl et ni ti al Hand
ler.java: 79)\ ni 0. undert ow. servl et. handl ers. Servl et ni ti al Handl er $2. cal | (Servl e
tInitial Handl er.java: 134)\ ni 0. undert ow. servl et. handl ers. Servl et | niti al Handl er $
2.call(Servletlnitial Handl er.java: 131)\ ni 0. undert ow. servl et. core. Servl et Reques
t Cont ext Thr eadSet upAct i on$1. cal | (Ser vl et Request Cont ext Thr eadSet upActi on. j ava: 4
8)\ ni 0. undert ow. servl et. core. Cont ext Cl assLoader Set upActi on$1. cal | (Cont ext O ass
Loader Set upActi on. java: 43)\ ni 0. undert ow. servl et. handl ers. Servl et I ni tial Handl er
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. di spat chRequest (Servl et I nitial Handl er.java: 255)\ ni 0. undert ow. servl et. handl ers
.Servletlnitial Handl er. access$000( Servl et | nitial Handl er. j ava: 79)\ ni 0. undert ow.
servl et. handl ers. Servl et I nitial Handl er $1. handl eRequest (Servl et I ni ti al Handl er. j
ava: 100)\ ni 0. undert ow. server. Connect or s. execut eRoot Handl er (Connect ors. j ava: 387
)

\ni 0. undert ow. server. Ht t pServer Exchange$1. run( Ht t pSer ver Exchange. j ava: 852)\ nor
g.j boss. t hreads. Cont ext C assLoader Savi ngRunnabl e. run( Cont ext O assLoader Savi ngR
unnabl e. j ava: 35)\ nor g. j boss. t hr eads. EnhancedQueueExecut or. saf eRun( EnhancedQueu
eExecut or. j ava: 2019) \ nor g. j boss. t hr eads. EnhancedQueueExecut or $Thr eadBody. doRun
Task( EnhancedQueueExecut or. j ava: 1558)\ nor g. j boss. t hr eads. EnhancedQueueExecut or
$Thr eadBody. r un( EnhancedQueueExecut or . j ava: 1449)\ nor g. xni 0. Xni oWor ker $Wor ker Th
readFact ory$1$1. run( Xni oWor ker . j ava: 1282)\ nj ava. base/
java.lang. Thread. run(Thread. j ava: 842)"

}
PUT REST API

This resource configures Mediation rules for the specified data.

Resource URI: /ocscp/scpc-configuration/mediation/v1/rules/{ruleName}

Table 2-247 Path Parameters Supported by the PUT Response Body on this Resource

|
Field Name Data Type P Description

ruleName String M Modify rule by ruleName

Table 2-248 Data Structures Supported by the PUT Response Body on this Resource
]

Data Type P Cardinality =~ Response Description
Code
MediationRule M 1 200 OK Modify Mediation rules.
MediationRule M 1 201 Create Mediation rules.
CREATED
ProblemDetails M 1 404 NOT Indicates that there is no
FOUND matching entry found.
Example

Success response for PUT

curl -X PUT "http://10.75.213.183: 31612/ ocscp/ scpc-configurati on/ nedi ation/vl/
rules" -H "accept: application/json"

J—

"nanme": "rul eTest0",

“format": "DRL",

“mode": " MEDI ATI ON_ACTI VE",

"status": "DRAFT",

"code": "package com oracle. cgbu. ocnedi ati on. nfmedi ation; inport
com oracl e. cgbu. ocnedi ation. factdetails. Request; dialect \"mvel\" rule
\"rul eTest 0\" when req : Request (headers. has(\"NewTestO\") == true) then
req. headers. add(\"TestO\",\"0\") end"
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"name": "rul eTest1",

“format": "DRL",

"mode": " MEDI ATI ON_ACTI VE",

"status": "DRAFT",

"code": "package com oracle. cgbu. ocnedi ati on. nfmedi ation; inport
com oracl e. cgbu. ocnedi ation. factdetails. Request; dialect \"mvel\" rule
\"rul eTest1\" when req : Request (headers. has(\"NewTest1\") == true) then
req. headers. add(\"Test 1\ ", \"1\") end"

}
]

Success response for PUT

curl -X PUT "http://10.75.213.183: 31612/ ocscp/ scpc-configurati on/ nedi ation/vl/
rul es/rul eTest0" -H "accept: application/json" -d '{"name":

“rul eTest0","format": "DRL","status": "DRAFT","node":

"MEDI ATI ON_TEST", "state": "SAVE',"code": "package

com oracl e. cgbu. ocnmedi ati on. nfmedi ati on;\n \ninport

com oracl e. cgbu. ocnedi ati on. factdetail s. Request;\ ni nport

com oracl e. cgbu. ocnedi ati on. factdetail s. Response; \ ni nport
java.util.Map;\ninmport java.util.HashMap; \ndialect \"mvel\"\n\nrule
\"rule_test456\"\nwhen\n req : Request(headers.has(\"QherStuff\") == true)
\nthen \n req. headers. add(\"TEST\",\" 132465\ ")\ nend"}"

"name": "rul eTest0",

“format": "DRL",

"mode": " MEDI ATI ON_ACTI VE",

"status": "DRAFT",

"code": "package com oracle. cgbu. ocnedi ation. nfrediation;\n \ninport
com oracl e. cgbu. ocnedi ati on. factdetail s. Request ;\ ni nport
com oracl e. cgbu. ocnedi ati on. factdetail s. Response; \ ni nport
java.util.Map;\ninmport java.util.HashMap; \ndialect \"mvel\"\n\nrule

\"rule_test456\"\nwhen\n req : Request(headers.has(\"QherStuff\") == true)
\nthen \n req. headers. add(\" TEST\",\" 132465\ ")\ nend"
}

Failure response

curl -X PUT "http://10.75.213.183: 31612/ ocscp/ scpc-configurati on/ medi ation/vl/
rul es/rul eTest0" -H "accept: application/json" -d '{"name":

“rul eTest0","format": "DRL","status": "DRAFT","node":

"MEDI ATI ON_TEST", "state": "SAVE'}'

{

"title": "BAD_REQUEST",

"status": 400,

"detail": "Fields: [code], are required and missing for rules with state:
SAVE",

"cause":

"com or acl e. cgbu. ocnedi ati onconfi g. val i dat or. Rul eConfi gVal i dat or. val i dat eRequi
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redFi el ds(Rul eConfi gVal i dat or.java: 40)\ ncom oracl e. cgbu. ocnmedi ati onconfi g. serv
i ce. Rul esConfigService. saveRul eByNane( Rul esConfi gServi ce.java: 59)\ ncom oracl e
cgbu. ocnedi ati onconfig. control | er. Rul esConfi gController.saveRul eByName( Rul esCo
nfigController.java: 67)\njava. base/
jdk.internal.reflect.NativeMethodAccessorlnpl.invokeO(Native Method)

\ nj ava. base/

jdk.internal.reflect.NativeMet hodAccessor|npl.invoke(NativeMethodAccessor! npl
java: 77)\ nj ava. base/
jdk.internal.reflect.Del egati ngMet hodAccessor | npl . i nvoke(Del egati ngMet hodAcces
sorlnpl.java: 43)\nj ava. base/

java.lang.reflect. Method. i nvoke(Met hod. j ava: 568)\ nor g. spri ngf ranewor k. web. net h
od. support . I nvocabl eHandl er Met hod. dol nvoke( | nvocabl eHandl er Met hod. j ava: 205) \ no
rg. springfranmewor k. web. met hod. support. I nvocabl eHandl er Met hod. i nvokeFor Request (
I nvocabl eHandl er Met hod. j ava: 150) \ nor g. spri ngf r amewor k. web. servl et. mvc. net hod. a
nnot at i on. Servl et | nvocabl eHandl er Met hod. i nvokeAndHandl e( Ser vl et | nvocabl eHandl e
r Met hod. j ava: 117)\ nor g. spri ngf ramewor k. web. servl et . mvc. met hod. annot at i on. Reque
st Mappi ngHandl er Adapt er . i nvokeHandl er Met hod( Request Mappi ngHandl er Adapt er. j ava
895)\ nor g. spri ngf ramewor k. web. servl et. nvc. met hod. annot at i on. Request Mappi ngHand
| er Adapt er. handl el nt er nal ( Request Mappi ngHand! er Adapt er . j ava: 808)\ nor g. spri ngfr
amewor k. web. servl et. mvc. net hod. Abst ract Handl er Met hodAdapt er . handl e( Abst ract Han
dl er Met hodAdapt er . j ava: 87) \ nor g. spri ngf ramewor k. web. servl et . Di spat cher Servl et.
doDi spat ch( Di spat cher Servl et.java: 1072)\ nor g. spri ngf ranewor k. web. servl et. Di spa
t cher Servl et . doServi ce( Di spat cher Servl et. j ava: 965)\ nor g. spri ngf r amewor k. web. se
rvl et. Framewor kSer vl et . processRequest ( Framewor kSer vl et . j ava: 1006) \ nor g. spri ngf
ramewor K. web. servl et. Framewor kSer vl et . doPut ( Fr amewor kSer vl et . j ava: 920) \ nj avax
servlet.http. HtpServlet.service(HtpServlet.java: 520)\ norg. springframework. we
b. servl et. Framewor kSer vl et . servi ce( Framewor kServl et . j ava: 883)\ nj avax. servlet. h
ttp. HtpServlet.service(HtpServlet.java: 584)\ni 0. undertow. servl et. handl ers. Se
rvl et Handl er. handl eRequest ( Ser vl et Handl er . j ava: 74)\ ni 0. undert ow. servl et. handl e
rs. FilterHandl er $FilterChainl npl.doFilter(FilterHandl er.java: 129)\ norg. spri ngf
ramewor K. web. filter. Request ContextFilter.doFilterlnternal (Request ContextFilter
.java: 100)\ nor g. spri ngf ramewor k. web. filter. OncePer Request Fi |l ter. doFilter(OnceP
erRequest Filter.java: 117)\ni 0. undertow. servl et. core. ManagedFi | ter. doFi | ter (Man
agedFil ter.java: 61)\ni 0. undertow. servl et. handl ers. Fi | t er Handl er $Fi | t er Chai nl np
|.doFilter(FilterHandler.java: 131)\ norg. spri ngframewor k. web. filter. FornmCont ent
Filter.doFilterlnternal (FornContentFilter.java:93)\norg.springfranmework. web. f

I ter.OncePer Request Fil ter. doFilter(OncePerRequestFilter.java:117)\ni 0. undertow
.servlet.core. ManagedFi | ter. doFi | t er (ManagedFi | ter.java: 61)\ni 0. undert ow. serv
et. handl ers. Fil terHandl er $Fi | t er Chai nl npl . doFi | ter (Fi | terHandl er.j ava: 131)\ nor
g. springframework. boot . act uate. metrics. web. servl et. WebMicMetricsFilter.doFilte
rinternal (WebM/cMetricsFilter.java: 96)\norg. springframework. web. filter.OncePer
Request Fil ter. doFilter(OncePerRequestFilter.java:117)\ni 0. undertow. servl et. cor
e. ManagedFi | ter. doFi | t er (ManagedFi | ter. java: 61)\ ni 0. undertow. servl et. handl ers.
FilterHandl er$FilterChai nl nmpl . doFilter(FilterHandl er.java: 131)\ norg. springfram
ewor k. web. filter.CharacterEncodingFilter.doFilterlnternal (CharacterEncodi ngFi
ter.java: 201)\ norg. springframework. web. filter.OncePer RequestFilter. doFilter(On
cePer Request Filter.java: 117)\ ni 0. undert ow. servl et. core. ManagedFi | ter. doFi | ter(
ManagedFi | ter.java: 61)\ ni 0. undertow. servl et. handl ers. Fi | t er Handl er $Fi | t er Chai n
I npl . doFilter(FilterHandl er.java: 131)\ ni 0. undertow. servl et. handl ers. Fi |l t er Hand
| er. handl eRequest (Fi | ter Handl er. j ava: 84) \ ni 0. undert ow. servl et. handl ers. securit
y. Servl et Securi t yRol eHandl er. handl eRequest ( Ser vl et Securi t yRol eHandl er. j ava: 62)
\ni 0. undert ow. servl et. handl ers. Servl et Chai n$1. handl eRequest ( Ser vl et Chai n. j ava
68) \ ni 0. undert ow. servl et. handl ers. Servl et Di spat chi ngHandl er. handl eRequest ( Serv
| et Di spat chi ngHandl er.java: 36)\ ni 0. undertow. servl et. handl ers. Redi rect Di r Handl e
r. handl eRequest (Redi rect Di r Handl er. j ava: 68)\ ni 0. undert ow. servl et. handl ers. secu
rity. SSLI nf or mati onAssoci ati onHandl er. handl eRequest ( SSLI nf or mat i onAssoci ati onH
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andl er.java: 117)\ ni 0. undert ow. servl et. handl ers. security. Servl et Aut henti cati onC
al I Handl er. handl eRequest ( Ser vl et Aut hent i cati onCal | Handl er.java: 57)\ ni 0. underto
w. server. handl ers. Predi cat eHandl er. handl eRequest ( Pr edi cat eHandl er. java: 43)\ni o
.undertow. security. handl ers. Abstract Confi denti al i tyHandl er. handl eRequest ( Abstr
act ConfidentialityHandl er.java: 46)\ni 0. undertow. servl et. handl ers. security. Serv
| et ConfidentialityConstraintHandl er. handl eRequest ( Servl et Confi dentialityConstr
ai nt Handl er. j ava: 64)\ ni 0. undert ow. security. handl ers. Aut henti cati onMechani snmsHa
ndl er. handl eRequest ( Aut henti cat i onMechani snmsHandl er. j ava: 60)\ ni 0. undert ow. serv
| et.handl ers. security. CachedAut henti cat edSessi onHandl er . handl eRequest ( CachedAu
t henti cat edSessi onHandl er. j ava: 77)\ ni 0. undert ow. security. handl ers. Abst ract Secu
rityCont ext Associ ati onHandl er. handl eRequest (Abstract Securi t yCont ext Associ ati on
Handl er . j ava: 43)\ ni 0. undert ow. server. handl ers. Predi cat eHandl er . handl eRequest (P
redi cat eHandl er. java: 43)\ ni 0. undert ow. servl et . handl ers. SendEr r or PageHandl er. ha
ndl eRequest ( SendEr r or PageHand| er . j ava: 52)\ ni 0. undert ow. server. handl ers. Predi ca
t eHandl er. handl eRequest ( Pr edi cat eHandl er. j ava: 43)\ ni 0. undert ow. servl et . handl er
s. ServletInitial Handl er. handl eFi r st Request (Servl et I nitial Handl er. java: 275)\ni o
.undertow. servl et. handl ers. Servl etlnitial Handl er. access$100( Servl et I ni ti al Hand
ler.java: 79)\ni 0. undertow. servl et. handl ers. Servl et ni ti al Handl er $2. cal | (Servl e
tInitial Handl er.java: 134)\ ni 0. undertow. servl et. handl ers. Servl et I ni ti al Handl er $
2.call(Servletlnitial Handl er.java: 131)\ ni 0. undert ow. servl et. core. Servl et Reques
t Cont ext Thr eadSet upAct i on$1. cal | (Ser vl et Request Cont ext Thr eadSet upActi on. j ava: 4
8)\ ni 0. undert ow. servl et. core. Cont ext Cl assLoader Set upActi on$1. cal | (Cont ext O ass
Loader Set upActi on. java: 43)\ ni 0. undert ow. servl et. handl ers. Servl et I ni tial Handl er
. di spat chRequest (Servl et I nitial Handl er.j ava: 255)\ ni 0. undert ow. servl et. handl ers
.Servletlnitial Handl er. access$000( Servl et | ni ti al Handl er. j ava: 79)\ ni 0. undert ow.
servl et. handl ers. Servl et nitial Handl er $1. handl eRequest (Servl et I ni ti al Handl er . |
ava: 100)\ ni 0. undert ow. server. Connect or s. execut eRoot Handl er (Connect ors. j ava: 387
)

\'ni 0. undertow. server. Ht t pServer Exchange$1. run( Ht t pSer ver Exchange. j ava: 852)\ nor
g.j boss. t hreads. Cont ext Cl assLoader Savi ngRunnabl e. run( Cont ext O assLoader Savi ngR
unnabl e. j ava: 35)\ nor g. j boss. t hr eads. EnhancedQueueExecut or. saf eRun( EnhancedQueu
eExecut or. j ava: 2019)\ nor g. j boss. t hr eads. EnhancedQueueExecut or $Thr eadBody. doRun
Task( EnhancedQueueExecut or. j ava: 1558) \ nor g. j boss. t hr eads. EnhancedQueueExecut or
$Thr eadBody. r un( EnhancedQueueExecut or. j ava: 1449)\ nor g. xni 0. Xni oWor ker $\Wor ker Th
readFact ory$1$1. run( Xni oWor ker . j ava: 1282)\ nj ava. base/

java. | ang. Thread. run( Thread. j ava: 842)"

}

DELETE REST API
This resource retrieves all the Mediation rules based on ruleName.

Resource URI: /ocscp/scpc-configuration/mediation/v1/rules/{ruleName}

Table 2-249 Path Parameters Supported by the DELETE Response Body on this

Resource
-
Field Name Data Type P Description
ruleName String M Deletes Mediation rules by ruleName
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Table 2-250 Data Structures Supported by the DELETE Response Body on this
Resource

Data Type P Cardinality Response Description

Code
MediationRule M 1 204 Deleted Mediation rule.
ProblemDetails M 1 404 Indicates that there is no

matching entry found.

Example
Success response for DELETE
curl -X DELETE "http://10.75.213.183: 31612/ ocscp/ scpc-confi guration/

medi ation/v1l/rul es/rul eTest 999" -H
"accept: application/json"

Failure response

curl -X DELETE "http://10.75.213.183: 31612/ ocscp/ scpc-confi guration/
medi ation/vl/rul es/rul eTest$" -H
"accept: application/json"

{
"title": "NOT_FOUND',
"status": 404,
"detail": "Rule: ruleTest$ was not found",
"cause":

"com oracl e. cgbu. ocnedi ati onconfi g. servi ce. Rul esConfi gServi ce. | anbda$del et eByN
ane$1( Rul esConfigService. java: 52)\ nj ava. base/

java.util.Optional.orEl seThrow Optional .java: 403)\ ncom or acl e. cgbu. ocnedi ati on
config. service. Rul esConfigService. del et eByName( Rul esConfi gServi ce.java: 52)\nco
m or acl e. cgbu. ocnedi ati onconfi g. control | er. Rul esConfi gController.del eteRul eByN
anme( Rul esConfigControl |l er.java: 52)\njava. base/
jdk.internal.reflect.NativeMethodAccessorlnpl.invokeO(Native Method)

\ nj ava. base/
jdk.internal.reflect.NativeMethodAccessorlnpl.invoke(NativeMethodAccessorlnpl.
java: 77)\ nj ava. base/

jdk.internal.reflect.Del egati ngMet hodAccessor | npl . i nvoke(Del egati ngMet hodAcces
sorlnpl.java: 43)\nj ava. base/

java.lang.reflect. Method. i nvoke(Met hod. java: 568)\ nor g. spri ngf ranewor k. web. net h
od. support. | nvocabl eHandl er Met hod. dol nvoke( | nvocabl eHandl er Met hod. j ava: 205)\ no
rg. springfranmewor k. web. met hod. support. I nvocabl eHandl er Met hod. i nvokeFor Request (
I nvocabl eHandl er Met hod. j ava: 150) \ nor g. spri ngf r amewor k. web. servl et. mvc. net hod. a
nnot at i on. Servl et | nvocabl eHandl er Met hod. i nvokeAndHandl e( Ser vl et | nvocabl eHandl e
rMet hod. j ava: 117)\ nor g. spri ngf r amewor k. web. servl et. mvc. met hod. annot at i on. Reque
st Mappi ngHandl er Adapt er . i nvokeHand! er Met hod( Request Mappi ngHandl er Adapt er . j ava:
895)\ nor g. spri ngframewor k. web. servl et. nvc. met hod. annot at i on. Request Mappi ngHand
| er Adapt er. handl el nt er nal ( Request Mappi ngHand| er Adapt er . j ava: 808)\ nor g. spri ngfr
amewor k. web. servl et. mvc. net hod. Abst ract Handl er Met hodAdapt er . handl e( Abst r act Han
dl er Met hodAdapt er . j ava: 87) \ nor g. spri ngf ramewor k. web. servl et . Di spat cher Servl et.
doDi spat ch( Di spat cher Servl et.java: 1072)\ nor g. spri ngf ranewor k. web. servl et. Di spa
t cher Servl et. doServi ce(Di spat cher Servl et . j ava: 965)\ nor g. spri ngf r amewor k. web. se
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rvl et. Framewor kSer vl et . processRequest ( Framewor kSer vl et . j ava: 1006) \ nor g. spri ngf
ramewor kK. web. servl et. Framewor kSer vl et . doDel et e( Framewor kServl et . j ava: 931)\ nj av
ax.servlet.http. HtpServlet.service(HtpServlet.java: 523)\ norg. spri ngf ramewor k
.web. servl et. Framewor kSer vl et . servi ce( Framewor kSer vl et . j ava: 883) \ nj avax. servl e
t.http. HtpServlet.service(HtpServlet.java: 584)\nio.undertow. servlet.handlers
. Servl et Handl er. handl eRequest ( Ser vl et Handl er. j ava: 74)\ ni 0. undert ow. servl et. han
dlers. FilterHandl er $Fi | ter Chai nl npl . doFilter(FilterHandler.java:129)\norg. spr

ngf ramewor k. web. filter. Request ContextFilter.doFilterlnternal (Request Cont ext Fi

ter.java: 100)\ norg. springframework. web. filter.OncePer RequestFilter. doFilter(On
cePerRequest Filter.java: 117)\ ni 0. undert ow. servl et. core. ManagedFi | ter. doFi | ter(
ManagedFi | ter.java: 61)\ ni 0. undertow. servl et. handl ers. Fi | t er Handl er $Fi | t er Chai n
I npl . doFilter(FilterHandl er.java: 131)\ norg. springframework. web. filter.FornCont
entFilter.doFilterInternal (FornContentFilter.java: 93)\norg.springframework. web
filter.OncePerRequestFilter.doFilter(OncePerRequestFilter.java: 117)\ni 0. under
tow. servl et. core. ManagedFi | ter. doFi | t er (ManagedFi | ter.java: 61)\ ni 0. undert ow. se
rvlet.handl ers. FilterHandl er$FilterChai nl npl.doFilter(FilterHandler.java: 131)\
norg. springframework. boot . actuat e. metri cs. web. servl et. WebM/cMetricsFilter. doF

[terlnternal (WebM/cMetricsFilter.java: 96)\norg. springframework. web.filter.Once
Per Request Fi I ter. doFi | ter (OncePer Request Filter.java: 117)\ ni 0. undert ow. servl et .
core. ManagedFi | ter. doFi | ter (ManagedFi | ter.java: 61)\ni 0. undertow. servl et. handl e
rs. FilterHandl er $Fi | terChainl npl.doFilter(FilterHandl er.java: 131)\ norg. spri ngf
ramewor K. web. filter. CharacterEncodingFilter.doFilterlnternal (CharacterEncodi ng
Filter.java: 201)\ norg. springfranmework. web.filter.OncePer RequestFilter.doFilte

r (OncePer Request Filter.java: 117)\ ni 0. undertow. servl et. core. ManagedFi | t er. doFi

ter(ManagedFil ter.java: 61)\ni 0. undertow. servl et. handl ers. Fil terHandl er$FilterC
hai nl npl . doFi [ ter(FilterHandl er.java: 131)\ni 0. undertow. servl et. handl ers. Filter
Handl er . handl eRequest (Fi | t er Handl er. j ava: 84)\ ni 0. undert ow. servl et. handl ers. sec
urity. Servl et SecurityRol eHandl er. handl eRequest ( Servl et SecurityRol eHandl er. j ava
:62)\ ni 0. undertow. servl et. handl ers. Servl et Chai n$1. handl eRequest ( Ser vl et Chai n. j
ava: 68)\ ni 0. undert ow. servl et. handl ers. Servl et Di spat chi ngHandl er. handl eRequest (
Servl et Di spat chi ngHandl er. j ava: 36)\ ni 0. undert ow. servl et. handl ers. Redi rect Di r Ha
ndl er. handl eRequest ( Redi rect Di r Handl er. j ava: 68)\ ni 0. undert ow. servl et. handl ers

security. SSLI nf ormati onAssoci ati onHandl er. handl eRequest ( SSLI nf or mat i onAssoci at
i onHandl er.java: 117)\ ni o. undert ow. servl et. handl ers. security. Servl et Aut henti cat
i onCal | Handl er . handl eRequest ( Servl et Aut henti cati onCal | Handl er. j ava: 57)\ ni 0. und
ertow. server. handl ers. Predi cat eHandl er. handl eRequest ( Predi cat eHandl er. j ava: 43)
\ ni 0. undertow. security. handl ers. Abstract Confi dentialityHandl er. handl eRequest (A
bstract Confi dentialityHandl er.java: 46)\ ni 0. undertow. servl et. handl ers. security.
Servl et ConfidentialityConstraintHandl er. handl eRequest (Servl et Confi dentialityCo
nstrai nt Handl er. j ava: 64)\ ni 0. undert ow. security. handl ers. Aut henti cati onMechani s
msHandl er . handl eRequest ( Aut hent i cat i onMechani snmsHandl er . j ava: 60)\ ni 0. undert ow.
servl et. handl ers. security. CachedAut henti cat edSessi onHandl er . handl eRequest ( Cach
edAut hent i cat edSessi onHandl er. j ava: 77) \ ni 0. undert ow. security. handl ers. Abstract
Securi tyCont ext Associ at i onHandl er. handl eRequest ( Abstract Securi t yCont ext Associ a
tionHandl er.java: 43)\ ni 0. undert ow. server. handl ers. Predi cat eHandl er. handl eReque
st (Predi cat eHandl er. java: 43)\ ni 0. undert ow. servl et. handl ers. SendEr r or PageHandl e
r. handl eRequest ( SendEr r or PageHandl er . j ava: 52)\ ni 0. undert ow. server. handl ers. Pre
di cat eHandl er. handl eRequest ( Predi cat eHandl er. j ava: 43)\ ni 0. undert ow. servl et. han
dlers. Servletlnitial Handl er. handl eFi r st Request (Servl et I nitial Handl er. j ava: 275)
\ni 0. undert ow. servl et. handl ers. Servl et nitial Handl er. access$100( ServletInitia

Handl er. j ava: 79)\ ni 0. undert ow. servl et. handl ers. Servl et ni ti al Handl er $2. cal | ( Se
rvletlnitial Handl er.java: 134)\ ni 0. undert ow. servl et. handl ers. Servl et I ni ti al Hand
ler$2.call(Servletlnitial Handl er.java: 131)\ ni 0. undertow. servl et. core. Servl et Re
quest Cont ext Thr eadSet upActi on$1. cal | ( Servl et Request Cont ext Thr eadSet upAction.j a
va: 48)\ ni 0. undert ow. servl et. core. Cont ext O assLoader Set upActi on$1. cal | (Context C
| assLoader Set upAction. j ava: 43)\ ni 0. undertow. servl et. handl ers. Servl et I nitial Han
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dl er. di spat chRequest (Servl et I ni tial Handl er.j ava: 255)\ ni 0. undert ow. servl et. hand
lers.Servletlnitial Handl er. access$000( Servl et | nitial Handl er.java: 79)\ ni 0. under
tow. servl et. handl ers. Servl et I nitial Handl er $1. handl eRequest ( Servl et | ni ti al Hand
er.java: 100)\ ni 0. undert ow. server. Connect ors. execut eRoot Handl er (Connect ors. j ava
:387)\ ni 0. undert ow. server. H t pServer Exchange$1. run(Ht t pSer ver Exchange. j ava: 852
)

\norg.j boss.threads. Cont ext O assLoader Savi ngRunnabl e. run( Cont ext Cl assLoader Sav
i ngRunnabl e. j ava: 35)\ nor g. j boss. t hr eads. EnhancedQueueExecut or . saf eRun( Enhanced
QueueExecut or. j ava: 2019)\ nor g. j boss. t hr eads. EnhancedQueueExecut or $Thr eadBody. d
oRunTask( EnhancedQueueExecut or. j ava: 1558)\ nor g. j boss. t hreads. EnhancedQueueExec
ut or $Thr eadBody. r un( EnhancedQueueExecut or . j ava: 1449)\ nor g. xni 0. Xni oWr ker $Wor k
er Thr eadFact or y$1$1. run( Xni oVWor ker . j ava: 1282)\ nj ava. base/
java.lang. Thread. run(Thread. j ava: 842)"

}

2.29 Configuring Route Groups

This section describes REST API configurations required for Route Groups.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the
route-groups resource type.

Table 2-251 Resource Name

Resource Name Resource URI HTTP Description
Method
route-groups /ocscp/scpc- GET e Reads a collection of route groups.
configuration/vl/route- «  Reads the route group configuration of a given route
groups group name.

*  Retrieves configured route groups based on the
supplied query parameters as filtering criteria.

route-groups /ocscp/scpc- PUT Configures a new route group or replaces the configuration
configuration/vl/route- of an existing route group by providing a route group
groups configuration in the request body.

route-groups /ocscp/scpc- DELETE | Removes the configuration of an existing route group.
configuration/vl/route-
groups

Resource: route-groups

Resource URI: /ocscp/scpc-configuration/v1/route-groups

Resource Definition

This section describes GET, PUT, and DELETE resource types supported by Route Group.
GET REST API

The following table describes the URI query parameters supported by the GET method on this
resource.

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

September 10, 2025

Copyright © 2021, 2024, Oracle and/or its affiliates. Page 285 of 393



ORACLE Chapter 2
Configuring Route Groups

@® Note

* The names of the query parameters in the following tables are case sensitive.

»  The combination of query parameters are not supported. If no query parameter is
specified, it retrieves all the records. Otherwise, only one query parameter at a
time is supported.

Table 2-252 URI Query Parameters Supported by the GET Method
|

Field Name DataType P Cardinalit | Description

y
routeGroupld string o 0.1 Indicates the unique route group ID.
routeGroupType RouteGroupType o 0.1 Indicates all route groups

configured using specified
addressing parameters such as
fgdn, nflnstanceld, or ipv4address.

primaryRoute PrimaryRoute 0] 0.1 Indicates specific route group
configuration for the specified fqdn,
nflnstanceld, or ipv4address.

For IR, only the primaryRoute query
parameter with only one element
(ipv4Address and port) in the list is
supported.

Note: As this query parameter
considers the JSON format as an
input string, you must use the
"data-urlencode" annotation in the
curl command.

@® Note

To get all route groups, do not provide any query parameters.

The following table describes the data structure supported by the GET response body on this
resource:

Table 2-253 Data Structure Supported by the GET Response Body
|

Data Type P Cardinalit | Response Code Description
y
array(routeGroupRecord) M 1 200 OK The response body contains a list

of route group configuration
equivalent to the criteria for
received requests.

ProblemDetails M 1 404 NOT FOUND This data structure is sent when no
matching entry is found.

For information about the
ProblemDetails structure, see
3GPP TS 29.571.
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@® Note

All the supported HTTP error status is applicable with a ProblemDetails data type as
described in Oracle Communications Cloud Native Core, Service Communication
Proxy User Guide. For more information, see Clause 5.2.7 of 3GPP TS 29.500.

The following example is of a successful response.

curl -v -X PUT "http://10.75.215.87: 30287/ ocscp/ scpc-configuration/vl/route-
groups" -H "accept: */*" -H "Content-Type: application/json" -

d' {"routeGoupld":"udml", "rout eG oupType": "1 PV4" "primaryRoute":

{"ipEndPoi nts":

[{"i pv4Address":"200.200. 200. 210", "port": 80}]}, "al t ernat eRout eLi st":

[{"api Prefix":"USEast", "capacity":10,"i pv4Addr esses":

["200. 200. 200. 220"], "port": 80, "priority": 10,"scheme": "http"},

{"api Prefix":"USEast", "capacity": 10,"i pv4Addresses":

["200. 200. 200. 230", "200. 200. 200. 235"], "port": 80, "priority": 10, "schene": "http"}
1Y

Response:
201 K

{"routeG oupld":"udnl", "routeG oupType": "I PV4", "primaryRoute": {"i pEndPoi nts":
[{"i pv4Address":"200.200. 200. 210", "port": 80}]}, "al t ernat eRout eLi st ":
[{"ipv4Addresses":

["200. 200. 200. 220"], "port": 80, "priority": 10, "“capacity": 10, "api Prefix": " USEast "
,"schenme": "http"}, {"i pv4Addresses":

["200. 200. 200. 230", " 200. 200. 200. 235"], "port": 80, "priority": 10, "capacity": 10,"a
pi Prefix":"USEast", "scheme":"http"}]}

PUT REST API
There are no URI query parameters supported by the PUT method on this resource.

The following table describes the data structure supported by the PUT request body on this
resource:

Table 2-254 Data Structure Supported by the PUT Request Body

Data Type P Cardina | Description
lity

routeGroupRecord M 1 Indicates the route group configuration data.

The following table describes the data structures supported by the PUT response body on this
resource:
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Table 2-255 Data Structures Supported by the PUT Response Body

Data Type P Cardinalit | Respons | Description
y e Code
routeGroupRecord M 1 200 OK Indicates the updated or replaced existing route
group configuration data equivalent to the
criteria for received requests.
routeGroupRecord M 1 201 Indicates the successful creation of new route
Created group configuration data as per received
requests.
ProblemDetails M 1 400 BAD | This response is used when the request body
REQUEST | validation fails. For example, when
serviceProtoName is missing in the request
body.
For information about the ProblemDetails
structure, see 3GPP TS 29.571.

® Note

All supported HTTP error status is applicable with a ProblemDetails data type. For
more information, see Clause 5.2.7 of 3GPP TS 29.500.

The following example is of a successful response.

curl -X GET "http://10.75.215.87;: 30287/ ocscp/ scpc-confi guration/vl/route-

groups" -H
Response:

200 X

"accept: application/json"

[{"routeG oupld":"udnml", "routeG oupType": "I PV4", "prinaryRoute": {"i pEndPoi nts":
[{"i pv4Address":"200.200. 200. 210", "port": 80}]}, "al t ernat eRout eLi st":

[{"i pv4Addresses":

["200. 200. 200. 220"], "port": 80, "priority": 10, "capacity": 10, "api Prefix": " USEast"
,"schene": "http"}, {"i pv4Addr esses":
["200. 200. 200. 230", "200. 200. 200. 235"], "port": 80, "priority": 10, "capacity": 10,"a
pi Prefix":"USEast", "scheme":"http"}]}][root @uster ocscp]

DELETE REST API

The following table describes the URI query parameters supported by the DELETE method on

this resource:

Table 2-256 URI Query Parameters Supported by the DELETE Method

Name Data Type | P Cardinalit | Description
y
routeGroupld string M 1 Indicates the unique route group ID.
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All the supported HTTP error status is applicable with a ProblemDetails data type. For
more information, see Clause 5.2.7 of 3GPP TS 29.500.

The following example is of a successful response.

curl -v -X DELETE "http://10.75.215.87: 30287/ ocscp/ scpc-configuration/vl/

rout e- groups?rout eG oupl d=udmt" -H

204 No Content

Data Model

"accept: application/json"

The following tables describe different data models required for configuring Route Group.

Table 2-257 routeGroupRecord
e

Name

Data Type

Cardinalit
y

Description

routeGroupld

string

1

Indicates the unique route group name or ID.

routeGroupType

RouteGro
upType

1

Addresses parameters such as fqdn,
nflnstanceld, or ipv4address, used in route
group configuration.

primaryRoute

PrimaryRo
ute

Indicates the target endpoint information for the
first routing attempt of 5G SBI message.

e Atleast one of the first attempt route
information parameters is included in the
route configuration.

* If the primaryRoute parameter is present,
then the alternateRouteList parameter is
also present.

e If the primaryRouteList parameter is
present, then the alternateRouteList
parameter is absent.

e The valid combinations are primaryRoute
and alternateRouteList, primaryRouteList,
All other combinations are invalid.

alternateRouteList

array(Rout
eRecord)

Indicates the route (target endpoint info)
information to be used in alternate NF selection
and load-balancing at SCP in alternate routing
of 5G SBI message.

Table 2-258 PrimaryRoute
e ____________________ |

Name Data Type Cardinalit | Description
y

fqdn Fgdn 0.1 Indicates the FQDN of primary route, that is, for
the first routing attempt of a 5G SBI message
request.

port integer 0.1 Indicates the port number. The minimum value
is 0 and the maximum value is 65535.Port is
defined if FQDN is present.
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Name Data Type Cardinalit | Description
y
nflnstanceld Nflnstance 0.1 Indicates the NF instance ID of primary route,
Id that is, for the first routing attempt of a 5G SBI
message request.
ipEndPoints array(IpEn 0.1 Indicates the list of all IPv4 addresses of
dPaint) primary route, that is, for the first routing attempt

of a 5G SBI message request.

@® Note

Table 2-259 IpEndPoint

At least one of the primary route addressing parameters such as fqdn,
nflnstanceld, or ipEndPoints must be included in the route configuration.

The primary route has the authority, FQDN or IP and port information, which is
matched with ":authority" pseudo header of the first routing attempt to select a
producer NF. Note that the scheme and apiPrefix are not considered.

The port is defined if FQDN is present.

Attribute Name Data Type Cardinalit | Description
y
ipv4Address Ipv4Addr 0.1 Indicates the IPv4 address.
port integer 1 Indicates the port number. The minimum value

is 0 and the maximum value is 65535.

@® Note

At most only one occurrence of ipv4Address is included in this data structure.

Table 2-260 RouteRecord

Name Data Type Cardinalit | Description
y
fqdn Fqdn 0.1 Indicates the FQDN of primary route, that is, for
the first routing attempt of a 5G SBI message
request.
nflnstanceld Nflnstance 0.1 Indicates the NF instance ID of primary route,
Id that is, for the first routing attempt of a 5G SBI
message request.
ipv4Addresses array(lpv4 0..N Indicates the list of all IPv4 addresses of
Addr) primary route, that is, for the first routing attempt
of a 5G SBI message request.
port integer 0.1 Indicates the port number. The minimum value
is 0 and the maximum value is 65535.
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Name

Data Type | P

Cardinalit
y

Description

priority

integer @)

0.1

Indicates the priority (relative to other NFs of the
same route list) within the range of 0 to 65535
for NF selection and alternate routing. The lower
values indicate a higher priority.

capacity

integer @)

Indicates the static capacity information within
the range of 0 to 65535. It is expressed as a
weight relative to other NF instances of the
same route list.

apiPrefix

string @)

Indicates the optional path segments to
construct the {apiRoot} variable of the different
APl URIs as described in Clause 4.4.1 of 3GPP
TS 29.501.

scheme

UriSchem |M
e

Indicates the URI scheme, for example, "http" or
"https".

@® Note

» At least one of the primary route addressing parameters such as fqdn,
nfinstanceld, or ipv4address, must be included in the route configuration.

» If the port number is absent, SCP uses the default HTTP port number, that is, TCP
port 80 for "http" URIs or TCP port 443 for "https" URIs as specified in Internet
Engineering Task Force (IETF) Request for Comments (RFC) 7540.

Table 2-261 Enumeration: RouteGroupType

Enumeration Value

Description

"FQDN" Route group with FQDN in route group configuration.
"NFINSTANCEID" Route group with NF instance ID in route group configuration.
"IPV4" Route group with IPv4 addresses in route group configuration.

Table 2-262 Simple Data Types

Type Name Type Definition Description

Fgdn string Indicates the FQDN of the NF service.

Ipv4Addr string Indicates the string identifying an IPv4 address formatted in
the "dotted decimal" notation as defined in IETF RFC 1166.
Pattern: "~(([0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])\.){3}
([0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])$'

Nflnstanceld string Indicates the string uniquely identifying an NF instance.

The format of the NF Instance ID is a Universally Unique
Identifier (UUID) version 4 as described in IETF RFC 4122.
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Attribute Name Data Type | P Cardinalit | Description
y

type Uri 0] 0.1 Identifies the problem type. A URI reference
according to IETF RFC 3986.

title string (@) 0.1 Indicates a short human-readable summary of
the problem type. It should not change from
occurrence to occurrence of the problem.

status integer 0 0.1 Indicates the HTTP status code for the
occurrence of the problem.

detail string 0] 0.1 Indicates a human-readable explanation specific
to the occurrence of the problem.

instance Uri 0o 0.1 Indicates a URI reference that identifies the
specific occurrence of the problem.

cause string C 0.1 Indicates a machine-readable application error
cause specific to the occurrence of the problem.
It should be present and provide application-
related error information if available.

invalidParams array(Invali| O 1..N Indicates the description of invalid parameters

dParam) for a request rejected due to invalid parameters.

For more information about the ProblemDetails structure, see Section 5.2.4.1 of 3GPP TS

29.571.

2.30 Configuring Consumer NF Info

This section describes Consumer NF Info parameters that are used to determine the identity of
consumer NFs that send message requests to SCP.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the

Consumerlinfo resource type.

Table 2-264 Resources

Resource
Name

Resource URI

Consumerinfo

Consumerinfo

[ ocscp/ scpc-configuration/

{versi on}/ consumer Nf | nf o/

header | nfo

/ ocscp/ scpc-configuration/

{version}/consumner Nf | nf o/

header | nfo

HTTP Description

Method

GET Retrieves consumerinfo
data

PUT Configures
Consumerinfo data

Data Model

Request Body
The following table describes Consumerinfo name and data type.
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Name

Data
Type

P

Cardina
lity

Description

primaryHeaderNa
me

String

1

The header name to identify the consumer NF
according to the ingress rate limiting
configurations.

This is a mandatory parameter. This parameter is
given priority over the secondaryHeaderName
parameter.

The default value is "X-Forwarded-Client-Cert".

It can use the following values:
*  "User-Agent"
*  "X-Forwarded-Client-Cert"

secondaryHeaderN
ame

String

The header name to identify the consumer NF
according to the ingress rate limiting
configurations.

This is an optional parameter.

The default value is ™.

It can use the following values:
*  "User-Agent"
*  "X-Forwarded-Client-Cert"

format

String

The header format to identify the consumer NF

according to the ingress rate limiting

configurations.

It supports the following formats:

e Formatl: NFTYPE-NFINSTANCEID FQDN or
NFTYPE-NFINSTANCEID-FQDN

¢ Format2: NFTYPE-FQDN NFINSTANCEID or
NFTYPE-FQDN-NFINSTANCEID

*  Format3: NFTYPE-NFINSTANCEID

e Format4: NFTYPE-FQDN

*  Format5: NFTYPE

Where,

* NFTYPE indicates the type of consumer NF.

*  NFINSTANCEID indicates the instance ID of
the consumer NF.

*  FQDN indicates the FQDN of the consumer
NF

In the aforementioned example, "-" is a separator

and NFInstancelD, FQDN, and Hostname are

supported IDs.

separator

String

This is the separator that the User-Agent header
uses to separate NFINSTANCEID and FQDN.
The default value is space ().

certExtractindex

String

The certificate extract index contains certificate
information in the XFCC header.

This parameter is used to decode "X-Forwarded-
Client-Cert" for the FQDN.

The default value is 0.

extractField

String

This is the name of the field that has to be retrieved
from the XFCC header.
The default value is DNS.
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Table 2-265 (Cont.) Consumerinfo
|

Name Data P Cardina | Description
Type lity
extractindex String M 1 Index where the Field configured in 'extractField" is

present in the XFCC header for extraction.
The default value is 0.

Json Format:

{
“primaryHeader Nane": "string",
"secondar yHeader Name": "string",
“format": "string",
"separator": "string",
“certExtractlndex": "string",
"extractField": "string",
"extract!|ndex": "string"

1

Response Body

Response body data model:

Data Type Description

Consumerinfo Determines the header type such as XFCC or User-Agent, in the ingress message
request.

ProblemDetails Returns when an invalid combination or more than two query parameters are
provided.

Resource Definition:

This section describes GET and PUT resource types supported by Consumerinfo.

GET API
This section describes the resource to fetch the existing Consumerinfo configuration.

Resource URI: / ocscp/ scpc- confi gurati on/ vl/ consumer NFI nf o/ header I nfo

Table 2-266 Data structures supported by the GET Response Body on this resource
e ___________ |

Field Name |P Cardina | Response Description
lity Code
consumerinfo | M 1 200 OK Determines the header type such as XFCC or
User-Agent, in the ingress message request.
ProblemDetail | M 1 400 BAD Returns when an invalid combination or more than
S REQUEST two query parameters are provided.

curl -X GET "http://10.75.237.50: 31578/ ocscp/ scpc-configuration/vl/
consuner NFl nf o/ header I nfo" -H "accept: application/json"

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

September 10, 2025

Copyright © 2021, 2024, Oracle and/or its affiliates. Page 294 of 393



ORACLE Chapter 2
Configuring SCP Services

{
"primaryHeader Name": "User- Agent",
“format": "<NFType>-<NFl nstancel D>- <FQDN>",
}
]
PUT API

This resource configures the use of Ingress Rate Limiting Configuration header using the
Request Body.

Resource URI: / ocscp/ scpc- confi gurati on/ vl/ consumer NFI nf o/ header I nfo

Table 2-267 Data structures supported by the PUT Response Body on this resource
. ____________ |

Data Type P Cardina | Response Description
lity Code
consumerinfo | M 1 200 OK Determines the header type such as XFCC or
User-Agent, in the ingress message request.
ProblemDetail | M 1 400 BAD Returns when an invalid combination or more than
S REQUEST two query parameters are provided.

Success Response

curl -X PUT "http://10.75.237.50; 31337/ ocscp/ scpc-configuration/vl/
consuner Nf I nf o/ header I nfo" -H "accept: */*" -H "Cont
{

"primryHeader Name": "X-Forwarded-Cient-Cert",

"secondar yHeader Nare": " User-Agent",

"user Agent Header For mat ": " NFTYPE, NFI NSTANCE!I D, FQDN',

"user Agent Header Separator": " SPACE",

"xf ccHeader Cert Extract | ndex": "0",

"xfccHeader Extract Fi el d": "DNS",

"xf ccHeader Extract I ndex": "0"

}
Response body

[
{
“primaryHeader Name": "X-Forwarded-Cient-Cert",
"secondar yHeader Name": "User - Agent",
"user Agent Header For mat ": " NFTYPE- NFI NSTANCEI D FQDN',
"user Agent Header Separat or": " SPACE",
"xf ccHeader Cert Extract | ndex": "0",

"xf ccHeader Extract Fi el d": "DNS",
"xf ccHeader Extract | ndex": "0"

2.31 Configuring SCP Services

This section provides configuration information about thread watchdog and queue alerts
threshold required for SCP microservices.
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The following table describes the resource name to retrieve and update configuration at the
SCP microservices level.

configuration/{version}/
scp-service-config/
{serviceName}

Resource Name Resource URI HTTP Description
Method
scp-service-config locscp/scpce- GET ALL | Retrieves all the SCP microservices configurations.
configuration/{version}/
scp-service-config
scp-service-config locscp/scpce- GET Retrieves SCP microservices configurations based on
configuration/{version}/ servicename.
scp-service-config/
{serviceName}
scp-service-config /ocscp/scpce- PUT Updates all the SCP microservices configurations based on

servicename.

Data Model

This REST API is used to update microservice level configurations for SCP, therefore the data

model is generic.

Generic Data Model

Table 2-269 ScpServiceConfigs

Field Name Data Type | P Cardinalit | Descripti | Allowed Values
y on
serviceName String M 1 Indicates | Valid microservice names of SCP, for example,
the SCP e scpc-notification
microservi | . scp-worker
cename. |.  gcp-nrfproxy
e scpc-subscription
e scpc-alternate-resolution
e scpc-audit
e scpc-configuration
e scp-cache
e scp-load-manager
scpServiceConfigs Map<Strin | M 1 Contains | -
g, microservi
IScpServic ce level
eConfigVal configurati
ue> ons
provided
with the
type of
configurati
ons and
value in
the JSON
structure.
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Specific Data Model
TaskinfoScpConfig

The following data model is defined to specify thread related configurations.

Table 2-270 ScpServiceConfigValue
- _______ ________________________ |

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Values
type Type M 1 Indicates the type of configuration | VALUE VALUE

to identify whether the value is
single or range.

value List<Taskl | M 1 Indicates the list of values that List of For default
nfoScpCo specify the thread information TaskInfoSc | values,
nfig> configurations. pConfig. see

For more |Table 2-27
informatio | 1.

n, see
Table 2-27
1.
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- ___________________ |
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Field Name Data Type | P Cardinalit | Description Allowed Value | Default Value
y
queueName String NA 1 Indicates the name of | The set of The set of
the queue for which allowed values | default values for
these configurations for each each supported
are applicable. supported micro- | micro-service,
service, for for example,
example, serviceName, is
serviceName, is | as follows:
as follows: serviceName:
serviceName: scpc-notification

scpc-notification

e notificationQ
ueue

*  waitingQueu
e

e runQueue

serviceName:

scp-worker

e scpDownstr
eamExecuto
rQueue

*  scpNrfProxy
Downstream
ExecutorQu
eue

*  scpUpstrea
mExecutorQ
ueue

*  scpClientEx
ecutorQueu
e

* scpUpdateS
SLCertsQue
ue

*  scpMediatio
nDownstrea
mExecutorQ
ueue

e scpReconfig
ureEgressR
LExecutorQ
ueue

»  scpTrafficFe
edExecutor
Queue

serviceName:

scp-nrfproxy

*  scpDownstr
eamExecuto
rQueue

*  scpUpstrea
mExecutorQ
ueue

e notificationQ
ueue

e waitingQueu
e

e runQueue

serviceName:

scp-worker

e scpDownstr
eamExecuto
rQueue

e scpNrfProxy
Downstream
ExecutorQu
eue

e scpUpstrea
mExecutorQ
ueue

e scpClientEx
ecutorQueu
e

e scpUpdateS
SLCertsQue
ue

e scpMediatio
nDownstrea
mExecutorQ
ueue

e scpReconfig
ureEgressR
LExecutorQ
ueue

e scpTrafficFe
edExecutor
Queue

serviceName:

scp-nrfproxy

e scpDownstr
eamExecuto
rQueue

e scpUpstrea
mExecutorQ
ueue

serviceName:
scp-cache
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Table 2-271 (Cont.) TaskinfoScpConfig

Chapter 2

Configuring SCP Services

Field Name Data Type | P Cardinalit | Description Allowed Value | Default Value
y
serviceName: e accessToke
scp-cache nCohEvExe
e accessToke cutorQueue
nCohEVExe |«  accessToke
cutorQueue nAppEVExe
* accessToke cutorQueue
NAppEVEXe |«  scpCacheEx
cutorQueue ecutorQueu
e scpCacheEx e
ecutorQueu | serviceName:
€ scp-load-
serviceName: manager
scp-load- e sutLciCohEv
manager ExecutorQu
e sutLciCohEv eue
ExecutorQu |«  sutLciAppEv
eue ExecutorQu
*  sutLciAppEv eue
ExecutorQu |«  peerLciCoh
eue EvExecutor
e peerLciCoh Queue
EvExecutor |. peerLciApp
Queue EvExecutor
e peerLciApp Queue
EvExecutor |. loadCohEVE
Queue xecutorQue
* loadCohEVE ue
xecutorQue |. loadAppEVE
ue xecutorQue
* loadAppEVE ue
xecutorQue
ue
criticalQLogThreshold | String @] 1 Indicates the 0-100% 85%
percentage (%) value
for queue usage
threshold upon
reaching which a
"critical" alert is raised.
majorQLogThreshold | String 0] 1 Indicates the 0-100% 75%
percentage (%) value
for queue usage
threshold upon
reaching which a
"major" alert is raised.
minorQLogThreshold | String o 1 Indicates the 0-100% 65%
percentage (%) value
for queue usage
threshold upon
reaching which a
"minor" alert is raised.

Queue names and Usages
The following lists the queue names and their usages:
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Worker queue nhames

* scpDownstreamExecutorQueue: Downstream (message received from consumer)
message handling thread pool queue

*  scpNrfProxyDownstreamExecutorQueue: Downstream message handling thread pool
queue for nrfProxy

e scpUpstreamExecutorQueue: Upstream (response received) message handling thread
pool queue

» scpClientExecutorQueue: Currently not in use
e scpUpdateSSLCertsQueue: Thread pool queue for all the ssl certificate related threads

* scpMediationDownstreamExecutorQueue: Downstream message handling thread pool
gqueue for mediation

* scpReconfigureEgressRLExecutorQueue: RateLimiter thread pool queue

» scpTrafficFeedExecutorQueue: Traffic feed thread pool queue

NRF Proxy Queue Names

e scpDownstreamExecutorQueue: Downstream(message received from Worker) message
handling thread pool queue

e scpUpstreamExecutorQueue: Upstream (response received) message handling thread
pool queue

Notification Queue Names

* notificationQueue: If a notification arrives at SCP, it is placed in the notification queue,
which has a capacity of 5000

e waitingQueue: The notification is removed from the notification queue and added to the
waiting queue, which has a capacity of 5000 for each nf type

* runQueue: Finally, the notification is moved from waitingQueue to runQueue. The
notification is processed from runQueue; capacity is 40.

Cache Queue Names

* accessTokenCohEvExecutorQueue: A queue the cache service uses to service access
token coherence requests.

» accessTokenAppEvExecutorQueue: A queue the cache service uses to serve access
token application requests.

» scpCacheExecutorQueue: SCP cache executor queue for the thread pool used to serve
global rate-limiting coherence requests.

Load Manager Names

e sutLciCohEvExecutorQueue: A queue the Load Manager service uses to service LCI
coherence event requests.

e sutLciAppEvExecutorQueue: A queue the Load Manager service uses to service LCI
application event requests.

« peerLciCohEvExecutorQueue: A queue that the Load Manager service uses to service
requests for peer LCI coherence events.

» peerLciAppEvExecutorQueue: A queue that the Load Manager service uses to service
requests for peer LCI application event services.

e loadCohEvExecutorQueue: A queue that the Load Manager service uses to service load
coherence event requests.
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* loadAppEvExecutorQueue: A queue that the Load Manager service uses to service load
application event requests.

® Note

All queue capacities are 10,000 for worker and NRF queues. These queue capacities
are not configurable and only allow threshold value updates.

The following data model is defined to specify thread related configurations.

Table 2-272 ThreadWatchDogScpServiceConfig

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Values
type Type M 1 Indicates the type of configuration | VALUE VALUE

to identify whether the value is
single or range.

value List<Threa | M 1 Indicates the list of values that List of For
dWatchDo specify the thread information Threadwat | informatio
gConfig> configurations. chDogCon | n about
fig. For default
more values,
informatio |see

n, see Table 2-27
Table 2-27 | 2.

2.

Table 2-273 ThreadWatchDogConfig

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Value
enableThreadWatchDo | Boolean M 1 Specifies whether to enable or true or true
o] disable liveliness failures. false
If this parameter is set to true,
liveliness fails whenever the
watchdog reports a stuck or
deadlocked thread.
watchDogMonitoringInt | int o 1 Indicates the time interval used by | 500-10000 | 3000
erval watchdog to monitor if any threads
are stuck.The time interval is in
milliseconds.
watchDoglnterval int O 1 Indicates the maximum time 5000-9000 | 9000
allowed for threads to be 00 Note:
nonresponsive. Watchdog uses this Default
time to determine if a thread is value for
stuck. The time interval is in scpce-
milliseconds. notification
For example, if watchDoglnterval is micro-
10s and a thread does not respond service for
for 10s, then watchdog marks that rlis
thread as stuck or nonresponsive. deploymen
tis 15m,
for
example,
900000
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Table 2-273 (Cont.) ThreadWatchDogConfig

Chapter 2

Configuring SCP Services

times threadWatchDog attempts to
check if a thread is stuck before
marking the thread as hung or
stuck.

For instance, if this value is 3, then
the watchdog will check if a thread
is stuck for 3 times continuously
before marking it as stuck/hung.

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Value
watchDogFailureCount | int 0] 1 Indicates the maximum number of [ 1-25 5

The following data model is defined to specify inter pod resiliency configurations.

Table 2-274 ConnectivityWatchDogServiceConfig

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Values
type Type M 1 Indicates the type of configuration | VALUE VALUE
to identify whether the value is
single or range.
value List<Conn | M 1 Indicates the list of values that List of For
ectivityWat specify the pod resiliency Connectivi | informatio
chDogCon configurations. tyWatchDo [ n about
fig> gConfig. default
For more | values,
informatio |see
n, see Table 2-27
Table 2-27 | 4.
4.

Table 2-275 ConnectivityWatchDogConfig
- ______ __________________________ |

al

retries in milliseconds

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Value

enableConnectivityWat | Boolean M 1 Specifies whether to enable or true or true
chDog disable interpod resiliency check. false
connectivitytMonitoring | int (@) 1 Indicates the time interval for 500-10000 | 1000
Interval resiliency in milliseconds.
connectivityRetryThres | int (@) 1 Indicates the maximum number of | 0-5 2
hold attempts to be made if any pod is

not reachable.
connectivityResponseT | int o 1 Indicates the maximum response 500-10000 | 2000
imeout timeout in milliseconds for the client

to error out.
connectivityRetrylnterv | int (@) 1 Indicated the time interval between |500-10000 | 500

The following data model is defined to specify routing options configurations.
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Table 2-276 RoutingOptionsScpServiceConfig

Chapter 2
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Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Values
type Type M 1 Indicates the type of configuration | VALUE VALUE
to identify whether the value is
single or range.
value List<Routi | M 1 Indicates the list of values that List of For
ngOptions specify the pod resiliency RoutingOp | informatio
Config> configurations. tionsConfi | n about
g. For default
more values,
informatio |see
n, see Table 2-27
Table 2-27 | 7.
7.

Table 2-277 RoutingOptionsConfig

Field Name Data Type | P Cardinalit | Description Allowed | Default
y Values Value
responseTimeout int M 1 Indicates the maximum response 0-10 1
timeout in seconds.
maxRetryAttempts int M 1 Indicates the maximum number of | 0-5 0
attempts to establish the
connection.

Micro-service data model

The list of service specific data model are as follows:

SCPC-NOTIFICATION

The SCP service configuration API uses the following data models for scpc-notification service:

*  ScpServiceConfigValue

e ThreadWatchDogScpServiceConfig

*  ConnectivityWatchDogServiceConfig

Request Body

{

"serviceNane": "scpc-notification",

"scpServi ceConfigs": {
"tasklnfo": {

"type": "VALUE",
"value": [
{

"queueNane": "notificati onQueue",
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%

"queueName": "waitingQueue",
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“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

b

{
"queueName": "runQueue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%

}

]
¥
"connecti vi t yWat chDogl nfo": {

“value": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}
¥
"notificationThreadWat chDogl nfo": {
“value": {
"enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
}

}
}

Response Body

{

"serviceNane": "scpc-notification",
"scpServi ceConfigs": {
"tasklnfo": {

"type": "VALUE",
"value": [
{

"queueNane": "notificati onQueue",
"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

b

{
"queueNarme": "waitingQueue",
"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%

b

{

"queueNane": "runQueue",
"critical QogThreshol d": "85%,
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"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

}
]
¥
"connecti vi t yWat chDogl nfo": {

“value": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}

¥
"notificationThreadWat chDogl nfo": {
“value": {
"enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
}

SCPC-WORKER

Chapter 2
Configuring SCP Services

The SCP service configuration API uses the following data models for the scp-worker service:

*  ScpServiceConfigValue

e ThreadWatchDogScpServiceConfig
*  ConnectivityWatchDogServiceConfig
*  RoutingOptionsScpServiceConfig

Request Body

{

"serviceName": "scp-worker",
"scpServiceConfigs": {
"tasklnfo": {

"type": "VALUE",
"value": [
{

"queueName": "scpDownst reanExecut or Queue",
"critical QogThreshol d": "859%,

"maj or QLogThreshol d": "75%,

"m nor QogThreshol d": " 65%

3
{
"queueName": "scpNrfProxyDownst reanmExecut or Queue",
"critical QogThreshol d": "859%,
"maj or QLogThreshol d": "75%,
"m nor QogThreshol d": " 65%
3
{

"queueName": "scpUpstreanExecut or Queue",
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“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

b
{
"queueNare": "scpd i ent Execut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "scpUpdat eSSLCert sQueue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "scpMedi ati onDownst r eanExecut or Queue”,
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "scpReconfi gureEgressRLExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
}
]
¥
"routingQptions": {
"value": {
"scpc-notification": {
"responseTi meout ": "1s",
"maxRetryAttenmpts": 0
}
}
¥
"t hreadWat chDogl nfo": {
“value": {
"enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
¥
"connecti vi t yWat chDogl nfo": {

“value": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}

}

"podOverl oadControl ": {
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"cpuOverl oadConfig": {
"enabl ed": true

}

endi ngTransacti onOver | oadConfig": {

"enabl ed": true

}
}
}
}

Response Body

{

"servi ceNane": "scp-worker",
"scpServi ceConfigs": {

"tasklnfo": {
"type": "VALUE",
"value": [

{

"queueNane": "scpDownstreanmExecut or Queue”,
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

"queueNanme": "scpNrfProxyDownst reanExecut or Queue",
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

"queueNane": "scpUpstreanExecut or Queue",
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

"queueNarme": "scpd ient Execut or Queue",
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

"queueName": "scpUpdat eSSLCert sQueue",
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

"queueNane": "scpMedi ati onDownst r eamExecut or Queue",

"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
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"queueName": "scpReconfi gureEgressRLExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
}
]
¥
"routingQptions": {
“value": {

"scpc-notification": {
"responseTi meout ": "1s",
"maxRetryAttempts": 0

}

}

¥

"t hreadWat chDogl nfo": {
“value": {

"enabl eThr eadWat chDog": true,

"wat chDogMoni t ori ngl nterval ": 1000,

“wat chDogl nterval ": 9000,

“wat chDogFai | ureCount": 1

}
¥
"connecti vi t yWat chDogl nfo": {

“value": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout ": 5000,
“connectivityRetrylnterval": 1000

}

¥
"podOverl oadControl ": {

"cpuQverl oadConfig": {

"enabl ed": true

}

endi ngTransacti onOver | oadConfig": {
"enabl ed": true
}
}
}
}

SCPC-NRFPROXY

Chapter 2
Configuring SCP Services

The SCP service configuration APl uses the following data models for scp-nrfproxy service:

e ScpServiceConfigValue
e ThreadWatchDogScpServiceConfig
e ConnectivityWatchDogServiceConfig

Request Body

{

"servi ceName": "scp-nrfproxy",
"scpServiceConfigs": {
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"tasklnfo": {

"type": "VALUE",
"value": [
{

"queueName": "scpDownst reanExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

"queueName": "scpUpstreanExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
}
]
¥
"nrf Thr eadWat chDogl nfo": {
“value": {
"enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
¥
"connecti vi t yWat chDogl nfo": {

“val ue": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

Response Body

{

"servi ceNane": "scp-nrfproxy",
"scpServi ceConfigs": {
"tasklnfo": {

"type": "VALUE",
"value": [
{

"queueNane": "scpDownstreanExecut or Queue”,

"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%

"queueNane": "scpUpstreanExecut or Queue",
"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
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"m nor QogThreshol d": "65%
}
]
¥
"nrf Thr eadWat chDogl nfo": {
“value": {
"enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
¥
"connecti vi t yWat chDogl nfo": {

“value": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

SCPC-CONFIGURATION
The SCP service configuration APl uses the following data models for scp-nrfproxy service:

e ThreadWatchDogScpServiceConfig
*  ConnectivityWatchDogServiceConfig

Request Body

{

"serviceName": "scpc-configuration,
"scpServiceConfigs": {
"connect i vi t yWat chDogl nfo": {

"val ue": {
"connectivitytMnitoringlnterval": 1000,
"enabl eConnect i vit yWat chDog": true,
"connectivityRetryThreshol d": 3,
"connectivityResponseTi meout ": 5000,
"connectivityRetrylnterval": 1000

}

1
"configurationThreadWat chDogl nfo": {
"val ue": {

"enabl eThr eadVat chDog": true,

"wat chDogMbni t ori ngl nterval ": 1000,

"wat chDogl nterval ": 9000,

"wat chDogFai | ureCount™: 1
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Response Body

{

"servi ceNane": "scpc-configuration",
"scpServi ceConfigs": {
"connecti vi t yWat chDogl nfo": {

"val ue": {
"connectivitytMnitoringlnterval": 1000,
"enabl eConnectivityWat chDog": true,
"connectivityRetryThreshol d": 3,
"connecti vityResponseTi meout": 5000,
"connectivityRetrylnterval": 1000

}

¥
"configurationThreadWat chDogl nfo": {
“val ue": {

"enabl eThr eadWat chDog": true,

“wat chDogMoni t ori ngl nterval ": 1000,

“wat chDogl nterval ": 9000,

“wat chDogFai | ureCount": 1

}

}

}
}

SCPC-SUBSCRIPTION

Chapter 2
Configuring SCP Services

The SCP service configuration APl uses the following data models for scpc-subscription

service:
e ThreadWatchDogScpServiceConfig
e ConnectivityWatchDogServiceConfig

Request Body

{
"servi ceName": "scpc-subscription”,
"scpServiceConfigs": {
"connecti vi t yWat chDogl nfo": {
“val ue": {

"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout ": 5000,
“connectivityRetrylnterval": 1000

}
¥
"subscri ptionThreadWat chDogl nf 0": {
“val ue": {
“enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
}
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Response Body

{

"serviceNane": "scpc-subscription”,
"scpServi ceConfigs": {
"connecti vi t yWat chDogl nfo": {

"val ue": {
"connectivitytMnitoringlnterval": 1000,
"enabl eConnectivityWat chDog": true,
"connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}

¥
"subscriptionThreadWat chDogl nfo": {
"val ue": {

"enabl eThr eadWat chDog": true,

“wat chDogMoni t ori ngl nterval ": 1000,

“wat chDogl nterval ": 9000,

“wat chDogFai | ureCount": 1

SCPC-AUDIT

Chapter 2
Configuring SCP Services

The SCP service configuration API uses the following data models for scpc-subscription

service:
e ThreadWatchDogScpServiceConfig
e ConnectivityWatchDogServiceConfig

Request Body

{

"serviceName": "scpc-audit",
"scpServiceConfigs": {
"audi t Thr eadWat chDogl nf 0": {
“val ue": {
“enabl eThr eadWat chDog": true,
"wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
¥
"connecti vi t yWat chDogl nfo": {

“val ue": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivit yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout ": 5000,
“connectivityRetrylnterval": 1000
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Response Body

{
"serviceNane": "scpc-audit",
"scpServi ceConfigs": {
"audi t Thr eadWat chDogl nf 0": {
"val ue": {
"enabl eThr eadWat chDog": true,
“wat chDogMoni t ori ngl nterval ": 1000,
“wat chDogl nterval ": 9000,
“wat chDogFai | ureCount": 1
}
¥
"connectivityWat chDogl nfo": {

“val ue": {
"connectivitytMnitoringlnterval": 1000,
"enabl eConnectivit yWat chDog": true,
"connectivityRetryThreshol d": 3,
"connecti vityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}

}
}
}

SCPC-ALTERNATE-RESOLUTION
The SCP service configuration AP| uses the following data models for scp-nrfproxy service:

e ThreadWatchDogScpServiceConfig
e ConnectivityWatchDogServiceConfig

Request Body

{

"serviceName": "scpc-alternate-resol ution",
"scpServiceConfigs": {
"connecti vi t yWat chDogl nfo": {

“val ue": {
"connectivitytMnitoringlnterval": 1000,
“enabl eConnectivi t yWat chDog": true,
“connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}

¥
"al t ernat eResol uti onThr eadWat chDogl nfo": {
“val ue": {

“enabl eThr eadWat chDog": true,

"wat chDogMoni t ori ngl nterval ": 1000,

“wat chDogl nterval ": 9000,
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“wat chDogFai | ureCount": 1
1
1
}
}

Response Body

{

"serviceNane": "scpc-alternate-resolution”,
"scpServi ceConfigs": {
"connecti vi t yWat chDogl nfo": {

"val ue": {
"connectivitytMnitoringlnterval": 1000,
"enabl eConnectivityWat chDog": true,
"connectivityRetryThreshol d": 3,
"connecti vityResponseTi meout": 5000,
“connectivityRetrylnterval": 1000

}

¥
"al t ernat eResol uti onThr ead\Wat chDogl nfo": {
"val ue": {

"enabl eThr eadWat chDog": true,

“wat chDogMoni t ori ngl nterval ": 1000,

“wat chDogl nterval ": 9000,

“wat chDogFai | ureCount": 1

SCP-CACHE

Chapter 2
Configuring SCP Services

The SCP service configuration API uses the following data models for scp-cache service:

e ScpServiceConfigValue

Request Body

{

"servi ceName": "scp-cache",
"scpServiceConfigs": {
"tasklnfo": {

"type": "VALUE",
“value": [
{

"queueName": "accessTokenCohEvExecut or Queue",
“critical QogThreshol d": "859%,

"maj or QLogThreshol d": "75%,

"m nor QogThreshol d": "65%

1,
{
"queueName": "accessTokenAppEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QLogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
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"queueName": "scpCacheExecut or Queue",
“critical QogThreshol d": "859%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%

Response Body

{
"serviceNane": "scp-cache",
"scpServi ceConfigs": {
"tasklnfo": {
“type": "VALUE",
"value": [
{
"queueNane": "accessTokenCohEvExecut or Queue",
"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueNane": "accessTokenAppEvExecut or Queue",
"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
"m nor QLogThreshol d": "65%
b
{
"queueNane": "scpCacheExecut or Queue",
"critical QogThreshol d": "85%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
}
]
}
}
}

SCP-LOAD-MANAGER

Chapter 2
Configuring SCP Services

The SCP service configuration API uses the following data models for scp-load-manager

service:

e ScpServiceConfigValue

Request Body

{
"serviceName": "scp-|oad- manager",
"scpServiceConfigs": {
"tasklnfo": {
"type": "VALUE",
“value": [
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{
"queueName": "sut Lci CohEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "sut Lci AppEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "peerLci CohEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "peerLci AppEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueNare": "l oadCohEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
3
{
"queueName": "| oadAppEvExecut or Queue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
}

Response Body

{

"servi ceNane": "scp-|oad-manager",
"scpServi ceConfigs": {

"tasklnfo": {

"type": "VALUE",
"value": [
{

"queueNanme": "sutLci CohEvExecut or Queue",
"critical QogThreshol d": "85%,

"maj or QogThreshol d": "75%,

"m nor QogThreshol d": "65%
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"queueName": "sut Lci AppEvExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

"queueName": "peerLci CohEvExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

"queueName": "peerLci AppEvExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75% ,
“m nor QogThreshol d": "65%

"queueNare": "l oadCohEvExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

"queueNare": "l oadAppEvExecut or Queue",

“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
“m nor QogThreshol d": "65%

Resource Definition

GET REST API

This resource retrieves routing options for all the applications.

Chapter 2
Configuring SCP Services

Resource URI: /ocscp/scpc-configuration/{version}/scp-service-config

Table 2-278 Data Structures Supported by the GET Response Body on this Resource

Data Type

P

Cardinality

Response Code

Description

scpServiceConfigs

1.N

200 OK

Retrieves configurations for SCP
microservices.

This resource retrieves routing options for the application specified by serviceName.

Resource URI: /ocscp/scpc-configuration/{version}/scp-service-config/{serviceName}
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Table 2-279 Path Parameters

e ___________________________ _____________________________|
Name Data Type P Description

serviceName String M Retrieves configurations on microserviceName.
The supported values are worker, notification,
and nrfproxy.

Table 2-280 Data Structures Supported by the GET Response Body on this Resource

e _______________________________ |
Data Type P Cardinality Response Code Description

scpServiceConfigs M 1 200 OK Indicates service configurations for
SCP microservices.

ProblemDetails M 1 404 Returns when an invalid
combination or more than two
query parameters are provided.

Curl GET/GET ALL command
GET ALL

Success Response

curl -X GET  http://10.75.213. 144: 31343/ ocscp/ scpc-confi guration/vl/ scp-
service-config -H 'accept: application/json' -v

* About to connect() to 10.75.213.144 port 31343 (#0)

Trying 10.75.213. 144. ..
* Connected to 10.75.213. 144 (10.75.213.144) port 31343 (#0)
CET /ocscp/ scpc-configuration/vl/ scp-service-config HITP/ 1.1
User-Agent: curl/7.29.0
Host: 10.75.213.144: 31343
accept: application/json

HTTP/ 1.1 200 K

Connection: keep-alive

Transf er-Encodi ng: chunked

Cont ent - Type: application/json

Date: Thu, 17 Nov 2022 06:12:26 GMI

NNANNANANV V V VYV

[{"serviceName": "scp-nrfproxy", "scpServiceConfigs":{"tasklnfo":
{"type":"VALUE", "val ue":
[{"queueName": "scpDownst r eanExecut or Queue”, "critical QLogThreshol d": "85% , "ngj 0
rQogThreshol d":"75% , " nm nor QLogThr eshol d": "65% },
{"queueName": "scpUpst r eanExecut or Queue", "critical QLogThreshol d": "85% , "nmaj or QL
ogThreshol d":"75% , "m nor Q.ogThreshol d": "65%}]}, " nrf Thr eadWat chDogl nf 0" :
{"val ue":
{"enabl eThr ead\Wat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}, "connecti vi t yWat chDogl nf 0" : {"val ue":
{"connectivitytMnitoringlnterval":1000, "enabl eConnecti vityWat chDog":true, "con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vi t yRet

rylnterval ":1000}}}}, {"servi ceName": "scp-worker", "scpServi ceConfigs":
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{"tasklnfo":{"type":"VALUE", "val ue":

[{"queueName": "scpDownst r eanExecut or Queue”, "critical QLogThreshol d": "85% , "maj o
r QogThreshol d": " 75% , " m nor QLogThr eshol d": " 65% },

{" queueName": "scpNrf ProxyDownst r eanExecut or Queue", "critical QuogThreshol d": " 85%
", "maj or QogThreshol d":"759% , "m nor Q.ogThreshol d": "65%},

{"queueName": "scpUpst r eanExecut or Queue", "critical QLogThreshol d": "85% , "nmaj or QL
ogThreshol d":"75% , "m nor QLogThr eshol d": " 65%'},

{"queueName": "scpd i ent Execut or Queue", "critical QogThreshol d":"85% , "maj or QLog
Threshol d": " 75%, "mi nor QLogThr eshol d": " 65% },

{"queueName": "scpUpdat eSSLCert sQueue", "critical QogThreshol d":"85% , "maj or QLog
Threshol d": " 75%, "mi nor QLogThr eshol d": " 65% },

{"queueName": "scpMedi at i onDownst r eamExecut or Queue", "criti cal Q ogThreshol d": "85
9% , " maj or QLogThreshol d": " 75% , "mi nor QLogThreshol d": "65% },

{"queueName": "scpReconfi gur eEgr essRLExecut or Queue", "criti cal Q.ogThreshol d": "85
9% , " maj or QLogThreshol d": " 75% , "mi nor QLogThreshol d":"65% }]}, "routingOptions":
{"val ue":{"scpc-notification":

{"responseTi meout ": "1s", "maxRet ryAttenpts": 0}}}, "t hreadWat chDogl nf o": {"val ue":
{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}, "connecti vi t yWat chDogl nf 0" : {"val ue":
{"connectivitytMnitoringlnterval":1000,"enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vit yRet
rylnterval ":1000}}}}, {"servi ceName": "scpc-al t ernat e-

resol ution","scpServiceConfigs":{"connectivityWtchDogl nfo":{"val ue":
{"connectivitytMnitoringlnterval":1000, "enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vit yRet
rylnterval ":1000}}, "al t er nat eResol ut i onThr eadWat chDogl nf 0" : {"val ue":

{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}1}}, {"servi ceName": "scpc-

audit", "scpServi ceConfigs": {"audit ThreadWat chDogl nfo": {"val ue":

{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}, "connecti vi t yWat chDogl nf 0": {"val ue":
{"connectivitytMnitoringlnterval": 1000, "enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vit yRet
rylnterval ":1000}}}}, {"servi ceName": "scpc-configuration","scpServiceConfigs":
{"connectivityWat chDogl nfo": {"val ue":
{"connectivitytMnitoringlnterval":1000,"enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vit yRet
rylnterval ":1000}}, "confi gurati onThr eadWat chDogl nf 0": {"val ue":

{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}}}, {"servi ceName": "scpc-
notification","scpServiceConfigs":{"tasklnfo":{"type":"VALUE", "val ue":
[{"queueName": "notificati onQueue","critical QogThreshol d":"85% ,"maj or QogThre
shol d": " 759%, "m nor QogThreshol d": "65%},

{"queueName": "wai ti ngQueue", "critical QogThreshol d":"85% , "maj or QogThreshol d"
:"75% , " m nor QLogThreshol d": " 65% },

{"queueName": "runQueue", "critical QogThreshol d":"85% , "maj or QLogThreshol d": " 75
9% , " m nor QLogThreshol d":"65%}]}, "connecti vi t yWat chDogl nf o": {"val ue":
{"connectivitytMnitoringlnterval":1000, "enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vityRet
rylnterval ":1000}}, "notificationThreadWat chDogl nfo": {"val ue":

{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}}}, {"servi ceName": "scpc-

subscription", "scpServi ceConfigs":{"connectivityWatchDoglnfo":{"val ue":
{"connectivitytMnitoringlnterval":1000, "enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vit yRet
rylnterval ": 1000} }, "subscri pti onThr eadWat chDogl nf o": {"val ue":

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 319 of 393



ORACLE Chapter 2
Configuring SCP Services

{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}}}]

GET Command
Success Response

curl -X GET  http://10.75.213. 144: 31343/ ocscp/ scpc-confi guration/ vl/ scp-
service-config/scp-worker -H "accept: application/json' -v

*

About to connect() to 10.75.213.144 port 31343 (#0)
Trying 10.75.213.144. ..
Connected to 10.75.213. 144 (10.75.213. 144) port 31343 (#0)
CET /ocscp/ scpc-configuration/vl/ scp-service-config/scp-worker HITP/ 1.1
User-Agent: curl/7.29.0
Host: 10.75.213. 144: 31343
accept: application/json

*

*

HTTP/ 1.1 200 OK

Connection: keep-alive

Transf er-Encodi ng: chunked

Content - Type: application/json

Date: Thu, 17 Nov 2022 06:17:08 GMI

NNANNANANYV V V VYV

{"serviceName": "scp-worker","scpServi ceConfigs":{"tasklnfo":

{"type":"VALUE", "val ue":

[{"queueName": "scpDownst r eanExecut or Queue”, "critical QLogThreshol d": "85% , "maj o
r QogThreshol d":"75% , " m nor QLogThr eshol d": " 65% },

{" queueName": "scpNrf Pr oxyDownst r eanExecut or Queue", "critical QuogThreshol d": " 85%
", "maj or QogThreshol d": " 759%, "m nor QLogThr eshol d": "65%},

{"queueName": "scpUpst r eanExecut or Queue”, "critical QogThreshol d": "85% , "maj or QL
ogThreshol d": " 75% , " m nor QLogThr eshol d": " 65% },

{"queueName": "scpd i ent Execut or Queue", "critical QogThreshol d":"85% , "maj or QLog
Threshol d": " 75% , "m nor Q.ogThreshol d": "65% },

{"queueName": "scpUpdat eSSLCer t sQueue", "critical QogThreshol d":"85% , "maj or QLog
Threshol d": " 75% , "m nor QLogThreshol d": "65% },

{"queueName": "scpMedi at i onDownst r eamExecut or Queue", "cri ti cal Q ogThreshol d": "85
9%, "maj or QLogThreshol d": " 75%, "m nor QLogThr eshol d": "65%},

{"queueName": "scpReconf i gur eEgr essRLExecut or Queue", "cri ti cal QtogThreshol d": "85
9%, "maj or QLogThreshol d": " 759%, "m nor QLogThreshol d": "65%}]}, "routingOptions":
{"val ue": {"scpc* Connection #0 to host 10.75.213.144 left intact
-notification":

{"responseTi neout ": "1s", "maxRetryAttenpts": 0}}}, "t hr eadWat chDogl nf 0" : {"val ue":
{"enabl eThr eadWat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt er v
al ": 9000, "wat chDogFai | ureCount ": 1}}, "connecti vi t yWat chDogl nf 0" : {"val ue":
{"connectivitytMnitoringlnterval":1000, "enabl eConnecti vityWat chDog":true, "con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connect i vi t yRet

rylnterval ":1000}}}}
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Failure Response

curl -X'GET "http://10.75.224.107: 31368/ ocscp/ scpc-configuration/vl/ scp-
servi ce-confi g/ Worker1' -H "accept: application/json' -v

About to connect() to 10.75.224.107 port 31368 (#0)
Trying 10. 75. 224. 107. ..
Connected to 10.75.224.107 (10.75.224.107) port 31368 (#0)
CET /ocscp/ scpc-configuration/vl/ scp-service-config/Wrkerl HTTP/ 1.1
User-Agent: curl/7.29.0
Host: 10.75.224.107: 31368
accept: application/json

*

>
>
>
>
>
< HTTP/ 1.1 404 Not Found

< Connection: keep-alive

< Transfer-Encodi ng: chunked

< Content-Type: application/probl emtjson
< Date: Thu, 18 Aug 2022 09:08:36 GVI

<

*

Connection #0 to host 10.75.224.107 left intact

{"title":"Not Found","status":"404", "detail":"Scp_Service_ Configuration for
given serviceNarme not found . Please refer to the User Guide.","instance":"
ocscp/ scpc-configuration/vl/ scp-service-config/

Wor ker 1", " cause": " DATA NOT_FOUND'}

/

PUT REST API
This resource configures routing options for the application.

Resource URI: /ocscp/scpc-configuration/{version}/scp-service-config/{appname}

Table 2-281 Data Structures Supported by the PUT Request Body on this Resource

Data Type P Cardinalit | Description
y
scpSserviceConfigs 1 M scp-service-configs for the application.

Table 2-282 Data structures supported by the PUT Response Body on this resource

Data Type P Cardinality Response Code Description

scpServiceConfigs M 1 200 OK Indicates service configurations for
SCP microservices.

ProblemDetails M 1 400/404 Returns when an invalid

combination or more than two
query parameters are provided.

Curl PUT Command
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Success Response

curl -X'"PUT" "http://10.75.213. 144: 31343/ ocscp/ scpc-configuration/vl/ scp-
service-config/scpc-alternate-resolution' \
“connectivityRetrylnterval": 1000

-H "accept: application/json' \
-H ' Content-Type: application/json' \
-d '
"serviceNane": "scpc-alternate-resol ution",
"scpServi ceConfigs": {
"connectivit yWat chDogl nfo": {

"value": {
"connectivitytMnitoringlnterval": 1000,
"enabl eConnecti vi t yWat chDog": true,
"connectivityRetryThreshol d": 3,
"connectivityResponseTi meout": 5000,
"connectivityRetrylnterval": 1000

}

b
"al t ernat eResol uti onThr eadWat chDogl nfo": {
"value": {

"enabl eThr eadWat chDog": true,

"wat chDogMbni t oringl nterval ": 1000,

"wat chDogl nterval ": 9000,

"wat chDogFai | ureCount": 1

}
}
}

VVVVYVVVVVVYVVVVVYVYVYVYVYVYVYVYV

>}

{"serviceName": "scpc-al ternate-resol ution","scpServi ceConfigs":
{"connectivityWat chDogl nfo": {"val ue":

{"connectivitytMnitoringlnterval":1000, "enabl eConnecti vityWat chDog":true,"con
nectivityRetryThreshol d": 3, "connecti vityResponseTi neout ": 5000, "connecti vi t yRet
rylnterval ": 1000} }, "al t er nat eResol uti onThr ead\Wat chDogl nf 0": {"val ue":

{"enabl eThr ead\Wat chDog": t r ue, "wat chDoghbni t ori ngl nt erval ": 1000, "wat chDogl nt erv
al ": 9000, "wat chDogFai | ureCount": 1}}}}

Failure Response 1

curl -X'PUT "http://10.75.224.107: 31368/ ocscp/ scpc-confi guration/vl/ scp-
service-config/ Notification' -H "accept: application/json' -H ' Content-
Type: application/json' -d ' {

"serviceNane": "NOTI FI CATI ON',
"scpServiceConfigs": {
"Taskl nf oScpConfig": {

"type": "VALUE",
"value": [
{

"queueName": "notificationQueue",
"critical QogThreshol d": "869%,
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"maj or QogThreshol d": "76% ,
“m nor QogThreshol d": "66%

b
{
"queueNare": "waitingQueue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
b
{
"queueName": "runQueue",
“critical QogThreshol d": "859%,
"maj or QogThreshol d": "75%,
"m nor QogThreshol d": "65%
}
]
}
}
>
5

Chapter 2
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{"timestamp":"2022-08-18T09: 13: 28. 253+00: 00", "stat us": 400, "error": " Bad

Request ", "path":"/ocscp/ scpc-configuration/vl/ scp-service-config/

Notification"}

Failure Response 2

curl -X "PUT" "http://10.75.224.107: 31368/ ocscp/ scpc-configuration/vl/ scp-

servi ce-confi g/ Subscription' \

> -H'accept: application/json' \
> -H'Content-Type: application/json' \
> -d'{
> "serviceNane": "subscription",
> "scpServiceConfigs": {
> "Taskl nfoScpConfig": {
> "type": "VALUE",
> "value": [
> {
> "queueNarme": "notificationQueue",
> "critical QogThreshol d": "86%,
> "maj or QogThreshol d": "76%,
> "m nor QogThreshol d": "66%
> 3
> {
> "queueNarme": "waitingQueue",
]

}
> "critical QogThreshol d": "85%,
> "maj or QogThreshol d": "75%,
> "m nor QogThreshol d": "65%
> 3
> {
> "queueName": "runQueue",
> "critical QogThreshol d": "85%,
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V V.V V V V

>}

"maj or QogThreshol d*: "75%,
"m nor QogThreshol d": "65%

}
]
}
}

Chapter 2
Configuring Load Control Information

{"title":"Not Found","status":"404", "detail":"Scp_Service_Configuration for
given serviceNane not found . Please refer to the User Guide.","instance":"/
ocscp/ scpc-configuration/vl/ scp-service-config/
Subscri ption","cause": " DATA NOT_FOUND'}

2.32 Configuring Load Control Information

This section describes REST API configurations required for the Load Control based on the
Load Control Information (LCI) Header feature:

Resource

The following table describes the resource URIs and the corresponding HTTP methods for the
to retrieve, add, or update SCP features.

Table 2-283 Resources

Resource Name Resource URI HTTP Method Description

scp-features /ocscp/scpc- GET Retrieves records based on
configuration/vl/scp- featureName as a path variable.
features/Ici

scp-features locscp/scpe- PUT To enable/disable the scp feature
configuration/vl/scp- and its parameters.
features/Ici

Data Model

Request Body

The following table describes LCISpecificConfig data types.

Table 2-284 LCISpecificConfig
- ________________________ |

Field Name Data Type P Default Range Description
Value
scpLciConveyanceEna | Boolean M false NA This parameter enables or disables
ble the addition of SCP LCI.
relayPeerLci Boolean M true NA This parameter enables or disables
the relay of the peer's LCI.
scpLciConveyancelnter | Integer (@) 5000 1000 This parameter governs the
val millisecon | miliseconds - periodicity of LCI conveyence. After
ds 3600000 the duration specified in this
miliseconds parameter, SCP LCI is transmitted
to peers.
scpLciConveyanceMin | Integer M 5 5-25 This parameter indicates the
LoadChange minimum eligible change in load
while conveying LCI.
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Field Name

Data Type

P

Default
Value

Range

Description

LoadThreshold

scpLciConveyanceMin

Integer

30

0-60

This parameter allows SCP to
define a minimum load change
threshold that can trigger the
generation of an LCI header and
report it to peers if allowed.

nknownPeer

scpLciConveyancetoU

Boolean

false

NA

This parameter indicates whether
SCP can send its LCI to an
unknown peer NF.

oadChange

peerLciProcessingMinL | Integer

0-25

This parameter allows SCP to
define a minimum load change in a
peer NF's load as indicated in LCI,
which can trigger a re-evaluation of
routing rules.

unknownPeerLciExpiry | Integer

300
seconds

30 seconds -
900 seconds

This parameter specifies the
minimum number of seconds
required to remove an unknown
peer's LCI from cache.

Table 2-285 Response Body Data Type

Response Body

The following table describes response body data models that vary based on the REST

operation status.

Data Type P Cardinality Response Description
Codes
array(SCPFeaturesWrapper) | M 1 200 OK Indicates the list of SCP features
(SCPFeaturesWrapper) matching
criteria.
ProblemDetails M 1 404 NOT Returns when the data is not found
FOUND for given query parameters.

JSON Format

Current JSON For mat
{

"featureName": "lci",

"enabl ed": fal se,

"featureSpecificConfig": {
"scpLci ConveyanceEnabl e": fal se,
"rel ayPeerLci": true,
"scpLci Conveyancel nterval ": 2000,
"scplLci ConveyanceM nLoadChange": 5,
"scplLci ConveyanceM nLoadThreshol d": 30,
"scplLci Conveyancet oUnknownPeer": fal se,
"peerLci Processi ngM nLoadChange": 5,
"unknownPeer Lci Expiry": 300
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Resource Definition
GET REST API

This section describes the resource to fetch all the SCP feature details (SCPFeaturesWrapper)
based on the query parameters.

If no query parameter is provided, all the SCP feature detail are returned.
Resource URI: ocscp/ scpc-confi guration/vl/ scp-features/|ci
The following table describes the URI query parameters supported by the GET method on this

resource.

Table 2-286 Parameters Supported by the GET Method

- _____________________________ ___________________|
Field Name Data Type P Description

featureName String (0] Specifies the identity of
featureName for which SCP
features are fetched.

@® Note

featureName is a valid combination of query parameter or path variable.

Table 2-287 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response Description

Codes
array(SCPFeaturesWrap | M 1 200 OK Indicates the list of of LCI
per) header Info

(SCPFeaturesWrapper) (or)
Get specific record based on
query parameters.

ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query
parameters.
Example

Successful response - 1

curl -X GET "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ scp-features/
lci" -H"accept: application/json”

Code: 200 { {
"featureName": "lci",
"enabl ed": fal se,
"featureSpecificConfig": {

"scpLci ConveyanceEnabl e": fal se,
"rel ayPeerLci": true,
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"scpLci Conveyancel nterval ": 2000,
"scpLci ConveyanceM nLoadChange": 5,
"scpLci ConveyanceM nLoadThr eshol d": 30,
"scpLci Conveyancet oUnknownPeer": fal se,
"peer Lci Processi ngM nLoadChange": 5,
"unknownPeer Lci Expi ry": 300

Failure case 1

curl -X GET "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ scp-
features/|ciheader 1" -H "accept: application/json®
Response Body:

{

"title": "Not Found",

"status": "404",

"detail": "SCP Features configuration data not found agai nst given query
paraneter(s), Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/ scp-features/lciheader 1",

"cause": "DATA NOT_FOUND'

}

PUT REST API

This resource adds or updates the SCP feature interplmn routing configuration using the
request body.

Resource URI: ocscp/ scpc- confi guration/vl/scp-features/|ci

Table 2-288 Data Structures Supported by the PUT Response Body
|

Data Type P Cardinality Response Description
Codes
SCPFeaturesWrapper M 1 200 OK Indicates the SCP feature
Iciheader configuration data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP
TS 29.571 section 5.2.4.1.

Example
Successful response:

curl -X PUT "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ scp-
features/lciheader" -H "accept: */*" -H "Content-Type: application/json" -d
‘ {
“featureName": "lci",
"enabl ed": fal se,
"featureSpecificConfig": {
"scpLci ConveyanceEnabl e": fal se,
"relayPeerLci": true,
"scpLci Conveyancel nterval ": 2000,
"scpLci ConveyanceM nLoadChange": 5,
"scpLci ConveyanceM nLoadThr eshol d": 30,
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"scpLci Conveyancet oUnknownPeer": fal se,
"peer Lci Processi ngM nLoadChange": 5,
"unknownPeer Lci Expi ry": 300

}
} 200 OK

Failure case 1:

@® Note

In case SCP is not configured with local or foreign PLMNs and invalid NF type is
configured for this feature, you receive a Bad Request 400 with error message.

curl -X PUT "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ scp-
features/lci"-H "accept: */*"-H "Content- Type:
application/json"-d "
{
“title": "Bad Request",
"status": "400",
“detail": "Unknown Feature: |xi not supported. Please refer to the User
CQui de. ",
"instance": "/ocscp/scpc-configuration/vl/scp-features/Ixi",
"cause": "MANDATORY_| E_I NCORRECT"

}
400 Bad Request

Failure case 2:

curl -X PUT "http://10.75.214.171: 30970/ ocscp/ scpc-configuration/vl/ scp-
features/lci"-H "accept: */*"-H "Content-Type:

application/json"-d "
{

"title": "Bad Request",

"status": "400",

"detail": "SCP conveyance interval range should be between 100ns to 3600ns
"instance": "/ocscp/scpc-configuration/vl/ scp-features/lci”,

"cause": "MANDATORY_| E_| NCORRECT"

}
400 Bad Request

2.33 Message Feed Configurations

This section provides information about message feed Data Director configurations at SCP.

2.33.1 Configuring Traffic Feed Data Director

This section describes the Traffic Feed Data Director configurations.
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Table 2-289 Resources
-~ ]
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director-config

configuration/{version}/
5gsbi-traffic-feed/data-
director-config

Resource nhame Resource URI HTTP Description
method or
custom
operation
5gsbi-traffic-feed/data- | /ocscp/scpc- GET Retrieves Traffic Feed Data

Director Config configured at SCP.

5gsbhi-traffic-feed/data-
director-config

/ocscp/scpce-
configuration/{version}/
5gshi-traffic-feed/data-
director-config

Adds Traffic Feed Data Director
Config configured at SCP.

5gsbi-traffic-feed/data-
director-config

/ocscp/scpce-
configuration/{version}/
5gsbi-traffic-feed/data-
director-config

PATCH

Updates Traffic Feed Data Director
Config configured at SCP.

Data Model

Request Body

Table 2-290

trafficFeedDataDirectorConfig

Field Name

Data Type

Default
Value

Description

tionLogic

kafkaPartitionSelec | String

RoundRobin

Indicates the logic to select Kafka partitions to
route messages.

RoundRobin: All the messages are
distributed across all the available partitions
in a round-robin order.

KeyBased: Messages with the same
correlation-id are routed to the same partition.
This ensures the same transaction messages
are routed to the same partition.

deliveryTimeoutMs

Integer 5000
milliseconds

Indicates an upper bound on the time to
report success or failure to the SCP
application from the Kafka Producer Library
When this period expires, the Kafka producer
reports a failure to application. The value of
this configuration should be greater than or
equal to the sum of requestTimeoutMs and
lingerMs.

trafficFeedBootStra | Object with host NA

A list of host or port pairs to use for

pServer and port info establishing the initial connection to the Kafka
host String cluster.
port Integer
topic String NA Topic name that SCP uses to write on Kafka
Broker.
securityProtocol String None Protocol used to communicate with brokers.

The values are: PLAINTEXT, SSL,
SASL_PLAINTEXT, SASL_SSL.
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Table 2-290 (Cont.) trafficFeedDataDirectorConfig

Field Name

Data Type

Default
Value

Description

sasIMechanism

String

None
Recommende
d: PLAIN

SASL mechanism used for client connections.
The values are: PLAIN.

keySerializer

String

Json

Key serialization
Two Serialization option supported: JSON
and STRING.

valueSerializer

String

Json

Value serialization
Two Serialization option Supported

JSON,STRING

acks

String

The number of acknowledgments the

producer NF requires the leader to have

received before considering a request

complete.

Available options:

e 0-The producer NF never waits for an
acknowledgment from the server at all.

e 1-The producer NF responds after the
leader write without waiting for
acknowledgment from all the followers.

e all - The producer NF waits for the full set
of in-sync replicas to acknowledge the
record.

Note: Parameter to change the behavior of
underlying kafka library.

retryCount

Integer

Number of times producer NFs send data to
broker in case of error.

Note: Parameter to change the behavior of
underlying kafka library.

retryBackoffMs

Long

100

The amount of time to wait before attempting
to retry a failed request to a given topic
partition.

Note: Parameter to change the behavior of
underlying kafka library.

requestTimeoutMs

Integer

1000

The maximum amount of time the client waits
for the response of a request.

Note: Parameter to change the behavior of
underlying kafka library. Oracle Support shall
be consulted before modifying the default
value. The value of this parameter must not
be more than the threadWatchDog time of the
scp-worker microservice.

trafficfeedBlocking
SendTimeoutMs

Integer

500

The amount of time for which the producer
will block sending messages to the broker
when the producer is not able to connect to
the broker.

maxValue: 200000, minValue: 100

Note: Parameter to change the behavior of
underlying kafka library. Increasing this value
more than the threadWatchDog time of the
worker microservice can result in a worker
pod crash.
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Table 2-290 (Cont.) trafficFeedDataDirectorConfig

Field Name

Data Type

Default
Value

Description

trafficfeedDegradati
onperiod

Integer

1000 The amount of time the producer waits before
sending to the broker when a previous
attempt to connect to the broker has failed.

maxValue: 10000, minValue: 10

Note: Parameter to change the behavior of
underlying kafka library.

trafficfeedConsecut
iveFailures

Integer

10 The number of consecutive failures allowed
by SCP before blocking the producer from
sending messages.

maxValue: 100, minValue: 1

Note: Parameter to change the behavior of
underlying kafka library.

batchSize

Integer

16384 It specifies the batch size in bytes based on
which records are collected together into
fewer requests and sent.

Note: Parameter to change the behavior of

underlying kafka library.

lingerMs

Long

2 It specifies the amount of time for which the
producer will wait to allow other records to be
sent so that the sends can be batched
together.

Note: Parameter to change the behavior of
underlying kafka library.

trafficfeedMaxBlock
MsConfig

Long

10 The configuration controls how long the
KafkaProducer's send() method will block.
Note: Parameter to change the behavior of
underlying kafka library.

bufferMemory

Long

33554432 The total bytes of memory the producer can
use to buffer records waiting to be sent to the
server.

Note: Parameter to change the behavior of

underlying kafka library.

Response body data model varies based on Rest operation status. Details can be found in the
subsequent sections.

Response Body

Table 2-291 Response Body

Data Type P Cardina | Response codes | Description
lity
trafficFeedDataDire | M 1 200 OK List of Producer Configuration matching
ctorConfig criteria.
ProblemDetails M 1 400 BAD Returns when invalid input are provided.
REQUEST
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JSON Format

"kaf kaPartitionSel ectionLogic":"RoundRobin",
"trafficFeedBoot StrapServerList": [

{

“host": "10.75.212. 228",

"port": 31215

}
]

"sas| Mechani sni':

ecurityProtocol": "none",
"none",

"keySerializer": "json",

"val ueSerializer":

"acks": "0",
"retryCount™: 0,

uj Sonu ,

"del i veryTi meout Ms": 120000,

"retryBackof f Ms": 100,

"request Ti meout Ms": 1001000,
"trafficfeedBl ocki ngSendTi meout Ms": 500,

"trafficfeedDegradationperiod":

1000,

"trafficfeedConsecutiveFailures": 10,

"bat chSi ze": 16384,

"l'ingerMs": 2,

"trafficfeedMaxBl ockMsConfig":

"buf fer Memory": 33554432

Resource Definition

GET REST API:

10,

Chapter 2
Message Feed Configurations

Resource to fetch the Traffic server Configuartion Info Details based on the json version.

Resource URI: / ocscp/ scpc-configuration/{version}/5gsbi-traffic-feed/

data-director-config

Table 2-292 Data structures supported by the GET Response Body

Data Type P

Cardina
lity

Response codes

Description

trafficFeedDataDire | M
ctorConfig

1

200 OK

Producer Configuration Info Data

PUT REST API:

Resource to add or update the Traffic server of Producer Configuration using the Request

Body.

Resource URI: / ocscp/ scpc-configuration/{version}/5gsbi-traffic-feed/

data-director-config

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 332 of 393



ORACLE’

Chapter 2
Message Feed Configurations

Table 2-293 Data Structures Supported by the PUT Response Body
|

Data Type P Cardina | Response codes | Description
lity
trafficFeedDataDire | M 1 200 OK A list of host or port pairs to use for
ctorConfig(json) establishing the initial connection to the
Kafka cluster.
String M 1 400 BAD Returns Problem description when
REQUEST invalid input is provided.

PATCH REST API:

Resource to add or update the Traffic server Configuartion using the Request Body.

Resource URI: / ocscp/ scpc-configuration/{version}/5gshi-traffic-feed/
data-director-config

Table 2-294 URI Query Parameters Supported by the PATCH Method
|

Name Data Type P Cardina | Description
lity
patchDocument String M 1 patchDocument need to be send
Example: [{"op":"add","path™: "/
keySerializer", "value": "JSON"}],
[{"op":"add","path": "/topic", "value":
"scpTopicl"},
[{"op":"replace", "path™:"/
trafficFeedBootStrapServer", "value™:
[{ "host":"12.11.11.11", "port":8095 } } ]
String M 1 400 BAD | Returns Problem description when
REQUE | invalid input is provided.
ST

2.33.2 Configuring Traffic Feed Trigger Point Config

This section describes the Traffic Feed Trigger Point configurations.

Table 2-295 Resources
- - ]

traffic-feed/trigger-
point/{ruleName}

Resource nhame Resource URI HTTP method or custom Description
operation
5gsbi-traffic-feed/ | /ocscp/scpc- GET Retrieves all the Traffic Feed
trigger-point configuration/ Trigger Point configuration at
{version}/5gsbi- SCP.
traffic-feed/trigger-
point
5gsbhi-traffic-feed/ | /ocscp/scpc- GET Retrieves Traffic Feed Trigger
trigger-point configuration/ Point configurations at SCP
{version}/5gsbi- for given ruleName.
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Table 2-295 (Cont.) Resources

Resource name

Resource URI

HTTP method or custom
operation

Chapter 2
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Description

traffic-feed/trigger-
point/{ruleName}

5gsbi-traffic-feed/ | /ocscp/scpc- PUT Updates Traffic Feed Trigger
trigger-point configuration/ Point configuration at SCP for
{version}/5gsbi- given ruleName.
traffic-feed/trigger-
point/{ruleName}
5gsbhi-traffic-feed/ |/ocscp/scpc- PATCH Updates Traffic Feed Trigger
trigger-point configuration/ Point configuration at SCP for
{version}/5gsbi- given ruleName.
traffic-feed/trigger-
point/{ruleName}
5gsbi-traffic-feed/ | /ocscp/scpc- DELETE Removes Traffic Feed Trigger
trigger-point configuration/ Point configurations at SCP
{version}/5gsbi- for given ruleName.

Data Model

Request Body

Table 2-296 trafficFeedTriggerPointConfig

- ____________________ ______________________|
Field Name Data Type P Description
ruleName String M The rule's name must be in

string format.It must have a
unique rule name.
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Field Name

Data Type

P

Description

serviceName

String

The name of the services for
which rule is applied: nnrf-
nfm, nnrf-disc, nudm-sdm,
nudm-uecm, nudm-ueau,
nudm-ee, nudm-pp, namf-
comm, namf-evts, namf-mt,
namf-loc, nsmf-pdusession,
nsmf-event-exposure, nausf-
auth, nausf-sorprotection,
nausf-upuprotection, nnef-
pfdmanagement, npcf-am-
policy-control, npcf-
smpolicycontrol, npcf-
policyauthorization, npcf-
bdtpolicycontrol, nsmsf-sms,
nnssf-nsselection, nnssf-
nssaiavailability, nudr-dr,
nudr-group-id-map, nimf-loc,
n5g-eir-eic, nbsf-
management, nchf-
spendinglimitcontrol, nnwdaf-
eventssubscription, nnwdaf-
analyticsinfonpcf-
eventexposure, npcf-ue-
policy-control, nchf-
convergedcharging, 5g-sbi-
notification, nnef-
eventexposure, nnef-
afsessionwithgos

allowedtrafficPerce
ntage

Integer

0-100% of traffic can be sent
to traffic feed.

triggerPoints

Array(TriggerPoint)

List of trigger points to be
enabled if matches. One or
more of following:

*  RxRequest

¢ TxRequest

* RxResponse

¢ TxResponse

Response Body

Response body data model varies based on Rest operation status.

subsequent sections.

Table 2-297 Response Body
|

Details can be found in the

Data Type P Cardinality Response codes | Description
array (trafficFeed M 1 List of traffic Feed
TriggerPoint config) configuration
matching criteria.
ProblemDetails M 1 Returns when

REQUEST

invalid input are
provided.
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JSON Format

"rul eNane": "string",
"serviceNane": "string",
"trafficFeedTri ggerPoi nt ConfigData":

{

"al | owedTraf fi cPercentage": 0,
“triggerPoints": [
"RxRequest " ]

Resource Definition

GET REST API

Resource to fetch the message-copy-traffic-config details based on the json version.
Resource URI: / ocscp/ scpc-configuration/vl/ 5gsbi-traffic-feed/trigger-

poi nt

Table 2-298 Data Structures Supported by the GET Response Body
|

Data Type P Cardinality Response codes | Description
trafficFeedTriggerP | M 1 200 OK configuration for
ointConfig Traffic Feed

PUT REST API
Resource to put the message-copy-traffic-config details based on the json version.

Resource URI: / ocscp/ scpc-configuration/vl/ 5gsbhi-traffic-feed/trigger-
poi nt/rul eNane

Successful Response:

curl -X "PUT" \

“http://<SCP configuration FQDN>: 30446/ ocscp/ scpc-configuration/vl/ 5gshi -
traffic-feed/trigger-point/nef trafficfeed rule' \

-H "accept: */*' \

-H ' Content-Type: application/json' \

-d ' {
“rul eNane": "nef trafficfeed rule",
"servi ceName": "nnef-eventexposure",

"trafficFeedTriggerPoi nt ConfigData": {
"al | owedTraf fi cPercentage": 70,
"triggerPoints": [

"RxRequest "
]
}
}
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Table 2-299 Data Structures Supported by the PUT Response Body
|

Data Type P Cardinality Response codes | Description
trafficFeedTriggerP | M 1 200 OK configuration for
ointConfig Traffic Feed

PATCH REST API

Resource to add or update the message-copy-traffic-config using the Request Body.

Resource URI: / ocscp/ scpc-configuration/vl/ 5gsbi-traffic-feed/trigger-

poi nt

Table 2-300 Data Structures Supported by the PATCH Response Body

Name

Data Type

P

Cardinality

Description

ruleName

String

1

Rule name for
which Ingress and
Egress Traffic
configuration can
be modified.

serviceName

String

Update
serviceName for
provided ruleName
[{ "op": "replace”,
"path": "/
serviceName",
"value": "nausf-
auth" }]

trafficFeedTriggerP
ointConfig

Json

patchDocument
need to be send
example:

[{ "op": "replace",
"path": "/
trafficFeedTriggerP
ointConfigData/
allowedTrafficPerce
ntage", "value":
"50" ]

[{ "op™": "replace",
"path": "/
trafficFeedTriggerP
ointConfigData/
triggerPoints",
"value™:
['RxRequest","TxR
equest"] }]
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2.34 Congestion Control Configurations

This REST APl is used to configure the congestion control configuration rules. The user uses
this API to configure congestion control configurations, and the name of this rule is provided in
Routing Options at the service level.

Resources

The following table describes the resource name to retrieve, add, update, and remove the
congestion control configuration based on the query parameters.

Table 2-301 Resource Name

configuration/{version}/
congestion-control/
{ruleName}

Resource Name Resource URI HTTP Description
Method
congestion-control ocscp/scpc- GET Retrieves congestion control configuration rules for a given
configuration/{version}/ rulename.
congestion-control/
{ruleName}
congestion-control ocscp/scpc- GET Retrieves all congestion control configuration rules.
configuration/{version}/
congestion-control
congestion-control ocscp/scpc- PUT Updates the congestion control configuration rule.
configuration/{version}/
congestion-control/
{ruleName}
congestion-control ocscp/scpc- DELETE | Deletes the congestion control configuration rule.

Data Model

Request Body

The following table describes the field names of the CongestionControlConfig data type.

Table 2-302 CongestionControlConfig

Field Name Data Type P Default Value Description
ruleName String M "ruleName": Name of the rule to
"defaultRule” identify the congestion
control configuration.
congestionControlConfi| NFServiceLoadBased |M - NFServiceLoadBased
gData CongestionControl CongestionControl

Table 2-303 NFSerAviceLoadBasedCongestionControl

Field Name Data Type |P Allowed Description

Value
alternateRoutingOnsetThr | Integer M 0-100 This field indicates the threshold percentage for onset
esholdPercent alternate routing.

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05
Copyright © 2021, 2024, Oracle and/or its affiliates.

September 10, 2025
Page 338 of 393



ORACLE’

Table 2-303 (Cont.) NFSerAviceLoadBasedCongestionControl

Chapter 2

Congestion Control Configurations

Field Name Data Type |P Allowed Description
Value
alternateRoutingAbateme | Integer M 0-100 This field indicates the threshold percentage for
ntThresholdPercent alternate routing abatement.
throttleOnsetThresholdPe | Integer M 0-100 This field indicates threshold percentage for onset
rcent throttling.
throttleAbatementThresho | Integer M 0-100 This field indicates the threshold percentage for
IdPercent throttle abatement.
shiMsgPriorityDiscardFro | Integer M 0-31 This field indicates the priority of the message, after
m which the message is discarded. For example, if the
value is 30, then messages with priority 0-29 are high
priority, and other low-priority messages are throttled.
errorProfileConfiguration | ErrorProfile | M -
Configuratio
n

Table 2-304 ErrorProfileConfiguration

Field Name Data Type | P Default Allowed | Description
Value Value
ErrorCode Integer M - Valid Indicates configurable error codes to be sent by
HTTP SCP to consumer NFs.
status
codes like
5xX, 4XX
error
codes.
errorCause String (0] - - Indicates the error cause that is specific to the
occurrence of the problem.
errorTitle String (@) - - Indicates the title of the error.
errorDescription String (0] - - Indicates an explanation specific to the
occurrence of the problem.
retryAfter String (@) - - Indicates the retry interval.
Note: The retryAfter header is applicable only
for 429, 503, and 307 errors.
redirectUrl String (0] - - Indicates the absolute URL of the resource to
which the message is redirected.

Request/Response Body JSON Format (GET)

Response Body, Example:

{

"rul eNane": defaul tRule

"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Threshol dPercent": 80,
"al t er nat eRout i ngAbat ement Thr eshol dPercent": 75,
"throttleOnset Threshol dPercent": 90,
"throttl eAbatenment Threshol dPercent™: 85,
"sbi MsgPriorityDi scardFront': 24,
“errorProfileConfiguration": {
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"errorCode": 503,

"errorCause": "NF_CONCESTI ON',

"errorTitle": "NF service is overloaded/ congested",
"errorDescription": "NF service is overloaded/congested",
"retryAfter": "5",

"redirectUrl™: ""

Request/Response Body JSON Format (PUT)

Request Body, Example:

{

"rul eNane": defaul tRule
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Threshol dPercent ": 80,
"al t er nat eRout i ngAbat ement Thr eshol dPercent": 75,
"throttleOnset Threshol dPercent": 90,
"throttl eAbat ement Threshol dPercent™: 85,
"sbi MsgPriorityDiscardFront': 24,
“errorProfileConfiguration": {
"errorCode": 503,
"errorCause": "NF_CONGESTI ON',
"errorTitle": "NF service is overloaded/congested”,
"errorDescription”: "NF service is overloaded/congested",
"retryAfter": "5",
"redirectUl": ""

Response body, Example:

{

“rul eNane": defaul tRule
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Threshol dPercent": 80,
"al t er nat eRout i ngAbat ement Thr eshol dPercent": 75,
“throttleOnset Threshol dPercent": 90,
“throttl eAbat enent Threshol dPercent": 85,
"sbi MsgPriorityDiscardFront': 24,
“errorProfileConfiguration": {
"errorCode": 503,
"errorCause": "NF_CONCESTI ON',
"errorTitle": "NF service is overloaded/ congested",
"errorDescription": "NF service is overloaded/congested",
"retryAfter": "5",
"redirectUl™: ""
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Resource Definition

GET REST API:

This resource fetches all the congestion control configurations rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/congestion-control/
The following table describes the data structure supported by the GET method on this

resource.

Table 2-305 Data structures supported by the GET Response Body
|

Data Type P Cardina | Response codes | Description
lity
List<CongestionCo | M 1 200 OK The congestion control configuration
ntrolConfig> with a rule name.
Example
{

“rul eNane": defaul tRule
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Threshol dPercent": 80,
"al t er nat eRout i ngAbat ement Thr eshol dPercent": 75,
“throttleOnset Threshol dPercent": 90,
“throttl eAbat enent Threshol dPercent": 85,
“shi MsgPriorityDiscardFront: 24,
“errorProfileConfiguration": {
"errorCode": 503,
"errorCause": "NF_CONCESTI ON',
"errorTitle": "NF service is overloaded/ congested",
"errorDescription": "NF service is overloaded/ congested",
"retryAfter": "5",
"redirectUrl": ""

GET REST API:
This resource fetches the congestion control configurations for the specified rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/congestion-control/
{rul eNane}

The following table describes the URI query parameters supported by the GET method on this
resource.

Table 2-306 URI query parameters

Field Name

Data Type P Description

ruleName

String (0] The name of the congestion
control rule used to retrieve
the respective configurations.

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

September 10, 2025

Copyright © 2021, 2024, Oracle and/or its affiliates. Page 341 of 393



ORACLE’

Chapter 2
Congestion Control Configurations

The following table describes the data structure supported by the GET method on this
resource.

Table 2-307 Data structures supported by the GET Response Body
|

Data Type P Cardina | Response codes | Description
lity
CongestionControl | M 1..N 200 OK The congestion control configuration
Config with a rule name.
Problem details M 1 404 NOT Found Problem details

Curl Example for GET

Successful response

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/ congestion-control/defaul trule

HTTP/ 1.1 200 K

{
"rul eName": "defaul tRul e",
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Thr eshol dPercent": 80,
"al t er nat eRout i ngAbat enent Thr eshol dPercent": 75,
"throttleOnset Threshol dPercent": 90,
"throttl eAbat ement Threshol dPercent": 85,
"shi MsgPriorityD scardFrom': 24,
"errorProfileConfiguration": {
“errorCode": 503,
"errorCause": "NF_CONGESTI ON',
"errorTitle": "NF service is overloaded/ congested",
"errorDescription": "NF service is overloaded/congested",
"retryAfter": "5",
“redirectUl": ""
1
}
}
Failure case

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/ congestion-control/rx

HTTP/ 1.1 404 Not Found

{
"title": "Not Found",

"status": "404",

"detail": "Congestion control configuration data not found for provided
rul eName in path parameter(s)",

"instance": "/ocscp/scpc-configuration/vl/congestion-control/rx",

"cause": "DATA_NOT_FOUND'

}
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PUT REST API:

This resource adds or updates the congestion control configurations for the specified rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/congestion-control/
{rul eNane}

Table 2-308 URI query parameters

Field Name

Data Type P Description

ruleName

String (0] The name of the congestion
control rule used to add the
respective configurations.

Table 2-309 Data structures
-]

Data Type P Cardinalit | Response codes Description

y
CongestionControlConf| M 1 200 OK CongestionControlConfiguration with the rule
ig name when an existing record is updated.
CongestionControlConf| M 1 201 CongestionControlConfiguration with the rule
ig name when an existing record is updated.
Problem details M 1 404 NOT Found Problem details

Curl Example for PUT

Success response:

curl -v -H "Content-Type: application/json" --request PUT -d '{

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
*

*

*

V V.V V V V

"rul eNane": "r2",
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Thr eshol dPercent": 80,
"al t er nat eRout i ngAbat enent Thr eshol dPercent": 75,
“throttl eOnset Threshol dPercent™: 90,
“throttl eAbat ement Threshol dPercent": 85,
"shi MsgPriorityD scardFron': 24,
"errorProfileConfiguration": {
“errorCode": 503,
"errorCause": "NF_CONGESTI ON',
"errorTitle": "NF service is overloaded/ congested",
"errorDescription": "NF service is overloaded/ congested",
"retryAfter”: "5",
“redirectUl": ""

}

}' http://1ocal host: 8081/ ocscp/ scpc-configuration/vl/ congestion-control/r2
Trying 127.0.0.1..

TCP_NODELAY set

Connected to |ocal host (127.0.0.1) port 8081 (#0)

PUT /ocscp/ scpc-configuration/vl/ congestion-control/r2 HITP/ 1.1

Host: | ocal host: 8081

User-Agent: curl/7.61.1

Accept: */*

Cont ent - Type: application/json

Cont ent - Lengt h: 560
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* Vv

upl oad conpletely sent off: 560 out of 560 bytes

< HTTP/ 1.1 201 Created
< Connection: keep-alive
< Transfer-Encodi ng: chunked
< Content-Type: application/json
< Date: Fri, 18 Aug 2023 10:50:12 GVI
<
* Connection #0 to host l|ocal host left intact
{
"rul eNane"; "r2",
"congestionControl ConfigbData": {
"al t er nat eRout i ngOnset Threshol dPercent": 80,
"al t er nat eRout i ngAbat ement Thr eshol dPercent": 75,
“throttleOnset Threshol dPercent”: 90,
“throttl eAbat enent Threshol dPercent": 85,
"shi MsgPriorityDiscardFron': 24,
“errorProfileConfiguration": {
"errorCode": 503,
"errorCause": "NF_CONCESTI ON',
"errorTitle": "NF service is overloaded/ congested",
"errorDescription": "NF service is overloaded/congested",
"retryAfter": "5",
"redirectUrl™: ""
}
}
}

Failure case 1

curl -X 'PUT" \
“http://10.75.226.21: 32474/ ocscp/ scpc-configuration/vl/ congestion-
control/r2' \
-H "accept: application/json' \
-H ' Content-Type: application/json" \
-d ' {
"rul eName": "rl1",
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Threshol dPercent": 30,
"al t er nat eRout i ngAbat enent Thr eshol dPercent": 20,
"throttl eOnset Threshol dPercent": 50,
"throttl eAbat ement Threshol dPercent": 60,
"shi MsgPriorityD scardFrom': 20,
"errorProfileConfiguration": {
“errorCause": "string",
"errorTitle": "string",
“errorDescription": "string",
"retryAfter": "string",

"“redirectUl": "string"
}
}
p
HTTP/ 1.1 400 Bad Request
{
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“title": "Bad Request",

"status": "400",

"detail": "Rule nane should be sane in path paraneter and request body.",
"instance": "/ocscp/scpc-configuration/vl/congestion-control/rl1",
"cause": "I NVALI D_KEY"

Failure case 2

curl -X'PUT" \
“http://10.75.226.21: 32474/ ocscp/ scpc-configuration/vl/ congestion-
control /r1" \
-H "accept: application/json' \
-H ' Content-Type: application/json" \
-d ' {
"rul eName": "rl1",
"congestionControl ConfigData": {
"al t er nat eRout i ngOnset Thr eshol dPercent": 30,
"al t er nat eRout i ngAbat enent Thr eshol dPercent": 20,
"throttl eOnset Threshol dPercent": 50,
"throttl eAbat ement Threshol dPercent": 60,
"shi MsgPriorityD scardFronm': 20,
"errorProfileConfiguration": {
“errorCause": "string",
"errorTitle": "string",
“errorDescription": "string",
"retryAfter": "string",

“redirectUl": "string"
}
}
p
HTTP/ 1.1 400 Bad Request
{

"title": "Bad Request",

"status": "400",

"detail": "Invalid errorCode configured in section
errorProfileConfiguration. Please refer user guide.",

"instance": "/ocscp/scpc-configuration/vl/ congestion-control/rl1",

"cause": "MANDATORY_| E_| NCORRECT"

}
DELETE REST API:
This resource deletes the congestion control configurations for the specified rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/congestion-control/
{rul eNane}

Table 2-310 URI query parameters

Field Name Data Type P Description

ruleName String (0] The name of the congestion
control rule that needs to be
deleted.
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Table 2-311 Data structures supported by the Delete Response Body on this resource
|

Data Type P Cardinalit | Response codes Description

y
Default M 1 204 OK -
ProblemDetails M 1 400/404 Problem details.

Curl Example for Delete

Successful response

curl -v -H "Content-Type: application/json" --request DELETE http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/ congestion-control/r2

HTTP/ 1.1 204 No Content

< Date: Fri, 18 Aug 2023 10:55:57 GMI
<

* Connection #0 to host |ocal host |eft intact

Failure case

curl -v -H "Content-Type: application/json" --request DELETE http://
| ocal host: 8081/ ocscp/ scpc-configurati on/vl/ congestion-control/rx

HTTP/ 1.1 404 Not Found

{
"title": "Not Found",

"status": "404",

"detail": "Congestion control configuration data Not Found for the given
rul eName in path parameter(s)",

"instance": "/ocscp/scpc-configuration/vl/congestion-control/rx",

"cause": "DATA NOT_FOUND'

}

2.35 Circuit Breaking Configurations

This REST APl is used to configure the circuit-breaking configuration rules. The user will use
this API to configure CB configurations, and the name of this rule will be provided in Routing
Options at the service level and System Options at the global level for inter-SCP and SEPP.

Resources

The following table describes the resource name to retrieve, add, update, and remove the
circuit breaking configuration based on the query parameters.

e Resource URI Structure: http: //<aut hority>: <port>/ ocscp/ scpc-configuration/
{version}/circuit-breaking/{rul eNarme}

e Authority: loadbalancer or fqdn
e Port: nodeport(lp address) or internal port (For fqdn)
e loadbalancerip: 10.75.225.111
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e Example : http://10.75.225.111:32456/0ocscp/scpc-configuration/{version}/circuit-breaking/
{ruleName} or
http://ocscp-scpc-configuration:8081/ocscp/scpc-configuration/{version}/circuit-breaking/
{ruleName}

Table 2-312 Resource Name
- -~ ]

Resource Name Resource URI HTTP Description
Method
circuit-breaking ocscp/scpc- GET Retrieves the circuit breaking configuration rule.

configuration/{version}/
circuit-breaking/
{ruleName}
circuit-breaking ocscp/scpc- GET Retrieves all circuit breaking configuration rules.
configuration/{version}/
circuit-breaking

circuit-breaking ocscp/scpce- PUT creates a circuit breaking configuration rule if not present;
configuration/{version}/ otherwise, it updates the existing one.
circuit-breaking/
{ruleName}

circuit-breaking ocscp/scpc- DELETE | Deletes the circuit breaking configuration rule.

configuration/{version}/
circuit-breaking/
{ruleName}

Data Model
Request Body

The following table describes the field names of the CircuitBreakingConfig data type.

Table 2-313 CircuitBreakingConfig

e ___________________ _______________________________|
Field Name Data Type P Default Value Description

ruleName String M - The rule name to
identify the circuit
breaker configuration.

CircuitBreakingConfig | CircuitBreakingConfig |M - circuitBreakingConfigD
ata

Table 2-314 CircuitBreakingConfigData
e

Field Name Data Type |P Allowed Description
Value
http2MaxRequests Integer M 1000 Maximum number of requests SCP routes to a NF

service instance, waiting for a response before
stopping further routing requests to it.

Request/Response Body JSON Format (GET)

Response Body, Example:

{
"rul eName": "newCBRul e",

"circuitBreaki ngConfigData": {
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"ht t p2MaxRequests": 1200

}
}

Request/Response Body JSON Format (PUT)

Request Body, Example:

{
"rul eNane": "newCBRul e",

"circuitBreaki ngConfigData": {
"htt p2MaxRequest s": 1200
}
}

Response body, Example:

{
“rul eNane": "newCBRul e",
"circuitBreaki ngConfigbata": {
"htt p2MaxRequest s": 1200
}
}

Resource Definition

GET REST API:

Chapter 2
Circuit Breaking Configurations

This resource fetches the circuit breaking configurations for the specified rules.

Resource URI: / ocscp/ scpc-configuration/{version}/circuit-breaking/

{rul eNane}

The following table describes the URI query parameters supported by the GET method on this

resource.

Table 2-315 URI query parameters

Field Name

Data Type

Description

ruleName

String

The name of the circuit
breaking rule used to retrieve
the respective configurations.

The following table describes the data structure supported by the GET method on this

resource.

Table 2-316 Data structures supported by the GET Response Body

Data Type P Cardina | Response codes | Description
lity
CircuitBreakingCon | M 1 200 OK The circuit breaking configuration with a
fig rule name.
ProblemDetails M 1 404 Problem details
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Example

Success response

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/circuit-breaking/ defaultRule

HTTP/ 1.1 200 OK
{

"rul eNane": "defaul tRule",
"circuitBreakingConfigbata": {
"htt p2MaxRequest s": 1000

}
}

Failure case

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/circuit-breaking/ defaul tRul el

HTTP/ 1.1 404 Not Found

{
“title": "Not Found",
"status": "404",
“detail": "Congestion control configuration data not found for provided

rul eNane in path paraneter(s)",
"instance": "/ocscp/scpc-configuration/vl/circuit-breaking/defaultRulel",
"cause": "DATA_NOT_FOUND'

}

GET REST API:

This resource fetches all circuit breaking configuration rules.

Resource URI: / ocscp/ scpc-configuration/{version}/circuit-breaking

The following table describes the data structure supported by the GET method on this
resource.

Table 2-317 Data structures supported by the GET Response Body
|

Data Type P Cardina | Response codes | Description

lity
CircuitBreakingCon | M 1..N 200 OK The circuit breaking configuration with a
fig rule name.

Example of Congestion Control Configuration for GET

Command : curl -X'CET" \
“http://10.75.213.193: 30066/ ocscp/ scpc-configuration/vl/circuit-breaking' \
-H "accept: application/json'

Response:
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[

{
"rul eNane": "defaul tRul e",
"circuitBreakingConfigbata": {
"htt p2MaxRequest s": 1000
}
}

]

PUT REST API:
This resource adds or updates the circuit breaking configurations for the specified rules.

Resource URI: / ocscp/ scpc-confi gurati on/{version}/circuit-breaking/
{rul eNane}

Table 2-318 URI query parameters

Field Name

Data Type P Description

ruleName

String (0] The name of the circuit
breaking rule using which the
respective configurations will
be retrieved.

Table 2-319 Data structures

Data Type P Cardinalit | Response codes Description
y
CircuitBreakingConfig | M 1 200 OK This response is generated when an existing
record is updated.
CircuitBreakingConfig M 1 201 This response is generated when a new record
is created.
CircuitBreakingConfig M 1 404 Problem details

Example of Congestion control configuration for PUT

Success response:

curl -v -H "Content-Type: application/json" -X PUT http://local host: 8081/
ocscp/ scpc-configuration/vl/circuit-breaking/defaultRule -d '{
"rul eName": "defaul tRul e",
"circuitBreakingConfigbata": {
"htt p2MaxRequest s": 1000
}
p

HTTP/ 1.1 200 K

{"rul eNane": "defaul t Rul ", "ci rcui t Breaki ngConfi gDat a":
{"http2MaxRequest s": 1000} }

Cloud Native Core, Service Communication Proxy REST Specification Guide

F88459-05

September 10, 2025

Copyright © 2021, 2024, Oracle and/or its affiliates. Page 350 of 393



ORACLE’

Chapter 2
Circuit Breaking Configurations

Failure case 1

curl -v -H "Content-Type: application/json" -X PUT http://local host: 8081/
ocscp/ scpc-configuration/vl/circuit-breaking/defaultRulel -d '{
"rul eName": "defaul tRul e",
"circuitBreaki ngConfigbata": {
"htt p2MaxRequest s": 1000

}
}I
HTTP/ 1.1 400 Bad Request
{"title":"Bad Request","status":"400","detail":"Please provide sanme rul eName
in Path Variable and Request Body. Please refer to the User
Quide.","instance":"/ocscp/ scpc-configuration/vl/circuit-breaking/

defaul t Rul e1", "cause": " MANDATORY_ | E_ M SSI NG'}

DELETE REST API:
This resource deletes the circuit breaking configurations for the specified rules.

Resource URI: / ocscp/ scpc-configuration/{version}/circuit-breaking/
{rul eNane}

Table 2-320 URI query parameters

Field Name Data Type P Description

ruleName String (0] The name of the circuit
breaking rule that needs to
be deleted.

Table 2-321 Data structures supported by the Delete Response Body on this resource

Data Type P Cardinalit | Response codes Description
y
Default M 1 204 OK -
ProblemDetails M 1 403/404 Problem details.
Example

Successful response

curl -v -H "Content-Type: application/json" -X DELETE http://local host: 8081/
ocscp/ scpc-configuration/vl/circuit-breaking/defaul t Rul eq
HTTP/ 1.1 204 No Content

Failure case 1

curl -v -H "Content-Type: application/json" -X DELETE http://|ocal host: 8081/
ocscp/ scpc-configuration/vl/circuit-breaking/defaultRule

HTTP/ 1.1 403 For bi dden

{"title":"Forbidden","status":"403","detail":"Default rule cannot be del eted.
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Please refer to the User CGuide.","instance":"/ocscp/scpc-configuration/vl/
circuit-breaking/ defaul t Rul e", " cause": " OPERATI ON_NOT_ALLOAED'}

Failure case 2

curl -v -H "Content-Type: application/json" -X DELETE http://local host: 8081/
ocscp/ scpc-configuration/vl/circuit-breaking/defaul t Rul eqq

HTTP/ 1.1 404 Not Found

{"title":"Not Found","status":"404","detail":"Circuit Breaking Configuration
data not found agai nst given query parameter(s). Please refer to the User
Quide.","instance":"/ocscp/ scpc-configuration/vl/circuit-breaking/

defaul t Rul 111", "cause": " DATA NOT_FOUND'}

2.36 Routing Config Set

This REST API is used to define custom routing options for notification message only.

The routing configuration set defined using this API is used as a reference in another table,
Routing Options Configuration. For more information, see Routing Options Configurations.

Resources

The following table describes the resource name to retrieve, add, update, and remove routing
config set configurations based on the query parameters.

Table 2-322 Resource Name

Resource Name Resource URI HTTP Method Query Parameter Description

routing-config-set locscp/scpce- GET None Get routing
configuration/vl/ configurations based
routing-config-set/ on
<routingConfigSetNam routingConfigSetName.
e>

routing-config-set locscp/scpce- GET None Get all routing
configuration/vl/ configurations.
routing-config-set/

routing-config-set /ocscp/scpce- PUT None Updates or creates
configuration/vl/ new routing
routing-config-set/ configurations, similar
<routingConfigSetNam to routing options.
e>

routing-config-set locscp/scpce- DELETE None Deletes routing option
configuration/vl/ configurations for given
routing-config-set/ names.
<routingConfigSetNam
e>

Data Model

Request Body (PUT)

The following table describes the field names of the ConfigureRoutingConfigSet data type.
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Table 2-323 ConfigureRoutingConfigSet
- __________________________ |

Field Name Data Type

Default
Values

Allowed
Values

Routing

Description

Chapter 2
Config Set

routingConfigSetName | String

rule. This rule
used in

RoutingOption
as a reference

Unique name that
identifies the routing

name is

sConfig

configureRoutingOptio

ns ns

ConfigureRoutingOptio | M

This field defin
routing option
configurations.

es the

Table 2-324 Parameters for Configure Routing Options

Parameter Name | Description Default Values Value Applica | Applica
Range |bleto ble to
NF Pod
Service | Level
Level within
NF
odEnabled Enables or disables the false true, Yes Yes
outlier detection feature. false
odRuleName Indicates the name of the rule | defaultRule NA Yes Yes
holding the configuration of
outlier detection. The outlier
detection feature works based
on configuration under this
rule.
ociEnabled Enables and disables the false true, Yes Yes
Overload Control Information false
feature.
ociRuleName Indicates the name of the rule | defaultOciConfigRu | NA Yes Yes
holding the configuration of le
Overload Control Information.
The Overload Control
Information feature works
based on the configuration
under this rule.
responseTimeout | Indicates the allotted time to | 1 second 100-100 | Yes Yes
respond to a message 00 ms
request. When the response The
timeout expires, SCP supporte
performs alternate rerouting d values
to the available alternate NF can be
or pod. If no alternate NFs or in's' or
pods are available, SCP 'ms'.
sends an error message. Where,
's'is
seconds
and 'ms'
is
milliseco
nds.
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

attempts at a service level.

e The maximum number of
times SCP is allowed to
forward a request
message. If the max
routing attempts value is
set to 1 for both service
and pod levels, the total
transaction lifetime field
value is not required. If
the max routing attempts
value is set to greater
than 1 for both service
and pod levels, then the
total transaction lifetime
field value is considered
for rerouting processing.

*  Rerouting of request
messages is always
considered as the max
routing attempts value
minus one (-1), that is,
rerouting of request
messages = (max routing
attempts value) -1.

The default route attempt is 1.

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
totalTransactionLife | Indicates the total time 6 seconds 100 - Yes Yes
time allowed to forward a request, 240000
including the initial and all ms
subsequent routing attempts.
Note: The
totalTransactionLifetime value
should be greater than the
value obtained by multiplying
responseTimeout by the total
maximum number of attempts
(pod level + service level).
max Routing Indicates the maximum 1 for Pod Level. 3 | 1-5 Yes Yes
Attempts number of forward routing for Service Level
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
reRouteConditionLi |+  This parameter lists the "reRouteCondition | 301, Yes Yes
st HTTP status codes that | List": 302,
SCP uses to attempt [ { "statusCode": 303,
alternative routing. If the | "5xx"}, 304,
upstream server { "statusCode": 307,
responds with any of "429" }, 308,
these configured { "statusCode": 400,
response codes, SCP will | "307" }, 401,
try rerouting based on { "statusCode": 403,
the configured alternate | "308"}] 404,
routing mechanism. 405,
e Inthe eventof a 406,
response timeout, 407,
connection failure, 408,
refused stream, or 409,
GOAWAY frame received 410,
on any connection, SCP 411,
attempts to reroute the 412,
request. These options 413,
(events) are not 414,
configurable and are 415,
supported by SCP. 4186,
417,
421,
422,
425,
426,
428,
429,
431,
451,
500,
501,
502,
503,
504,
505,
506,
507,
508,
510,
511, 5xx
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Chapter 2

Routing Config Set

NF Services of the same
type) in the range of 0—
65535 is to be used for
NF Service selection;
lower values indicate a
higher priority. If priority
is present in either an NF
profile or nfServiceList
parameter, those profiles
or parameters take
precedence over this
value.

This default priority value
is used for NF service
instance selection if
priority is not published
by producer NFs during
registration with NRF in
the NF profile, including
both NF profile and
nfServiceList parameters.

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
actions Supported actions: Forward NA Yes NA
*  Forwards the ingress
service request to the
selected egress producer
NFE
e Sends a response with
the configured result
code and message.
e Abandons or drops the
ingress service request.
loadBalancingAlgor | Priority Only: Use priority as | Priority_only NA Yes Yes
ithm the first-level criteria. Use
capacity as a second-level
criteria.
defaultPriority e Priority (relative to other |1 NA Yes No
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name

Description

Default Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

defaultCapacity

Capacity information in
the range of 0—65535 is
expressed as a weight
relative to other NF
service instances of the
same type; if capacity is
also present in either an
NF profile or
nfServicelList parameter,
those profiles or
parameters take
precedence over this
value.

e This default capacity
value shall be used for
NF service instance
selection if capacity is not
published by producer
NFs during registration
with NRF in the NF
profile, including both NF
profile and nfServiceList
parameters.

65535

NA

Yes

No

reverseProxySupp
ort

Enables reverse proxy
support for a service. In
reverse proxy mode, all the
requests have the same
authority as SCP. SCP
forwards those requests to
the respective producers after
making the required authority
changes in the requests (both
initial and subsequent).
Currently, reverse proxy mode
is supported only for some
interfaces. If the parameter is
set to false, then transparent
proxy mode is enabled.

If the reverseProxySupport
parameter is set to true, it
supersedes
initialServiceRequest.routePol
icy even if it is set to
'Forward_Route' and creates
rules for initial messages in
the Load_balance way.

Note:This parameter is not
applicable for R16
deployment.

false

true,
false

Yes

No
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name

Description

Default Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

exceptionErrorRes
ponses

Resource Exhausted Action:

e Action taken when a
request cannot be
processed due to an
internal resource being
exhausted

e Options: Abandon with
no answer

Send an answer with the

configured HTTP status code.

For more information, see
"HTTP Status Code and
Applicability for Rerouting" in
Oracle Communications
Cloud Native Core, Service
Communication Proxy User
Guide.

Abandon with no
Answer

NA

Yes

No

exceptionErrorRes
ponses

No Producer Response
Action

* Action taken when the
routing of a request is
abandoned due to a
response timeout.

e Options: Abandon with
no Answer

Send Answer with configured

http status code. For more

information, see "HTTP

Status Code and Applicability

for Rerouting” in Oracle

Communications Cloud

Native Core, Service

Communication Proxy User

Guide.

Send Answer with
configured http
status code
(Default 504).

NA

Yes

No
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name

Description

Default Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

exceptionErrorRes
ponses

Connection Failure Action:

*  Action taken when the
routing of a request is
abandoned when the last
egress connection
selection fails

e Options:

Abandon with no Answer

Send Answer with configured
HTTP status code. For more
information, see "HTTP
Status Code and Applicability
for Rerouting" in Oracle
Communications Cloud
Native Core, Service
Communication Proxy User
Guide.

Send Answer with
configured http
status code
(Default 504).

NA

Yes

No

exceptionErrorRes
ponses

Host not found Action:

*  Action taken when the
routing of a request is
abandoned due to FQDN
of the host not being
found

e Options:

Abandon with no Answer

Send Answer with configured
http status code. For more
information, see "HTTP
Status Code and Applicability
for Rerouting” in Oracle
Communications Cloud
Native Core, Service
Communication Proxy User
Guide.

Send Answer with
configured http
status code
(Default 504).

NA

Yes

No

exceptionErrorRes
ponses

DB Lookup Error

Note: This parameter is not
supported.

Send Answer with
configured http
status code
(Default 500).

NA

Yes

No
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name

Description

Default Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

deploymentModel

Indicates deployment model
of the NF or NF service.

. Default, SITE_WIDE is
supported for all NF
services.

*  REGIONAL deployment
is supported only for CHF
NF in addition to
SITE_WIDE.

e Limitation:
PRIMARY_SECONDARY
_PAIR deployment is not
supported.

SITE_WIDE

NA

Yes

Yes

assignPreferredLoc
ality

SCP assigns its own locality
as a preferred locality for NF
discovery if
assignPreferredLocality is
enabled and the 3gpp-Shi-
Discovery-preferredlocality
header is absent in ingress
service requests.

false

true,
false

Yes

NA

overridePreferredL
ocality

SCP overrides the 3gpp-Shbi-
Discoverypreferred-locality
header received in the service
request and uses its own
locality as preferred-locality
for NF discovery if
overridePreferredLocality is
enabled, and the 3gpp-Shi-
Discoverypreferred-locality
header is present in ingress
service requests.

false

true,
false

Yes

NA

forwardRevisedPre
ferredLocality

Controls the forwarding of
assigned or overridden values
of 3gpp-Shi-Discovery-
preferred-locality headers to
the next hop SCP.

false

true,
false

Yes

NA

initialServiceReque
st

Considers routePolicy and
reroutePolicy for the initial
service request.

NA

NA

Yes

NA

subsequentService
Request

Considers routePolicy and
reroutePolicy for subsequent
service requests.

Note: This parameter is not
applicable for natification
message

NA

NA

NA

NA

service

Name of the NF service.

SCP level config

NA

Yes

Yes
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

1.

e.maxRoutingAtte | number of reroute attempt
mpts (retries) at service level.

Maximum number of
times SCP is allowed to
forward a request
message. If the Max
Routing attempts value is
set to 1 for both service
and pod level, the total
transaction lifetime field
value is not required. If
the Max Routing
attempts value is set to
greater than 1 for both
service and pod level,
then the total transaction
lifetime field value is
considered for rerouting
processing.

Rerouting of request
messages is always
considered as Max
Routing attempts value
minus one (-1), that is,
Rerouting of request
messages = (Max
Routing attempts value)
-1

The default routing attempt is

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
nextHopSCP.servic | Indicates the maximum 2 attempts 1-5 Yes Yes
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

- ____________________________________________________ |
Description

Parameter Name

Default Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

nextHopSCP.servic
eEndpoint.maxRou
tingAttempts

Indicates the maximum
number of reroute attempts
(retries) at NF or pod level.

Maximum number of
times SCP is allowed to
forward a request
message. If the Max
Routing attempts value is
set to 1 for both service
and pod level, the total
transaction lifetime field
value is not required. If
the Max Routing
attempts value is set to
greater than 1 for both
service and pod level,
then the total transaction
lifetime field value is
considered for rerouting
processing.

Rerouting of request
messages is always
considered as Max
Routing attempts value
minus one (-1), that is,
Rerouting of request
messages = (Max
Routing attempts value)
-1

The default routing attempt is

1.

1 attempt

1-5

Yes

Yes

nextHopSCP.respo
nseTimeout

Indicates the allotted time to
respond to a message
request. When the response
timeout expires, SCP
performs alternate rerouting
to the available alternate NF
or pod or sends an error
message.

4 seconds

100-100
00 ms

Yes

Yes
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name

Description

Default Values

Value
Range

Applica
ble to
NF
Service
Level

Applica
ble to
Pod
Level
within
NF

nextHopSCP.totalTr
ansactionLifetime

Indicates the total time
allowed to forward a request
to Next Hop SCP.

Note:

e The total time consumed
in processing all retries
should not exceed the
total transaction lifetime.

e The
totalTransactionLifetime
value should be greater
than the value obtained
by multiplying
responseTimeout by the
total maximum number of
attempts (pod level +
service level).

7 seconds

100 -
240000
ms

Yes

Yes

nextHopSCP.excep
tions

Host not found Action
*  Action taken when the
routing of a request is
abandoned due to the
FQDN of the host not
found.
e Options:
— Abandon with no
answer
— Send an answer with
the configured http
status code. Refer to
the HTTP Status
Code and
applicability for
rerouting.

Send Answer with
configured http
status code
(Default 504).

Yes

nextHopSCP.loadB
asedCongestionCo
ntrolEnabled

Enables and disables load
based congestion control for
nextHopSCP.

true

true,
false

Yes

No

nextHopSCP.nfSer
viceLoadBasedCon
gestionControlCfg

Name of the rule holding the
configuration of congestion
control for nextHopSCP.
Based on the configuration
under this rule, congestion
control works.

defaultRuleForNext
HopScp
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2
Routing Config Set

Parameter Name

Description

Default Values

Value
Range

Applica | Applica
ble to ble to
NF Pod
Service | Level
Level within
NF

nextHopSEPP.total
TransactionLifetime

The time consumed in
processing all retries
should not exceed the
total transaction lifetime.
*  The total time allowed to
forward a request,
including the initial and
all subsequent routing
attempts.
Note: The
totalTransactionLifetime value
should be greater than the
value obtained by multiplying
responseTimeout by the total
maximum number of attempts
(pod level + service level).

7 seconds

100 -
240000

Yes Yes

nextHopSEPP.resp
onseTimeout

Indicates the allotted time to
respond to a message
request. When the response
timeout expires, SCP
performs alternate rerouting
to the available alternate NF
or pod or sends an error
message.

4 seconds

100-100
00 ms

Yes Yes

nextHopSEPP.servi
ce.maxRoutingAtte
mpts

Number of reroute
attempts (retries) at the
NF/Pod level.

e The maximum number of
times SCP is allowed to
forward a request
message. If the max
routing attempts value is
set to 1 for both service
and pod levels, the total
transaction lifetime field
value is not needed and
If the maximum number
of routing attempts
(including both service
and pod levels) is greater
than 1, the total
transaction lifetime value
is considered in rerouting
processing.

1to5

Yes Yes
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

The maximum number of
times SCP is allowed to
forward a request
message. If the max
routing attempts value is
set to 1 for both service
and pod levels, the total
transaction lifetime field
value is not needed and
If the maximum number
of routing attempts
(including both service
and pod levels) is greater
than 1, the total
transaction lifetime value
is considered in rerouting
processing.

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF

nextHopSEPP.servi|+  Number of reroute 1 1to5 Yes Yes

ceEndpoint.maxRo attempts (retries) at the

utingAttempts NF/Pod level.
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Chapter 2

Routing Config Set

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
nextHopSEPP.reRo|+  This parameter lists the | "reRouteCondition | 301, Yes Yes
uteConditionList HTTP status codes that | List": 302,
SCP uses to attempt [ { "statusCode": 303,
alternative routing. If the | "5xx"}, 304,
upstream server { "statusCode": 307,
responds with any of "429" }, 308,
these configured { "statusCode": 400,
response codes, SCP will | "307" }, 401,
try rerouting based on { "statusCode": 403,
the configured alternate | "308"}] 404,
routing mechanism. 405,
e Inthe eventof a 406,
response timeout, 407,
connection failure, 408,
refused stream, or 409,
GOAWAY frame received 410,
on any connection, SCP 411,
attempts to reroute the 412,
request. These options 413,
(events) are not 414,
configurable and are 415,
supported by SCP. 4186,
417,
421,
422,
425,
426,
428,
429,
431,
451,
500,
501,
502,
503,
504,
505,
506,
507,
508,
510,
511, 5xx
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Chapter 2
Routing Config Set

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
nextHopSEPP.exce | Host not found Action Send Answer with | Send Yes No
ptions *  Action taken when the configured http Answer
routing of a request is status code with
abandoned due to the (Default 504). configur
FQDN of the host not ed http
found. status
«  Options: code
—  Abandon with no (Default
answer 504).
— Send an answer with
the configured http
status code. Refer to
the HTTP Status
Code and
applicability for
rerouting.
nextHopSEPP.Iload | Enables and disables load- true true, Yes No
BasedCongestionC | based congestion control for false
ontrolEnabled the nextHopSEPP.
nextHopSEPP.nfSe | Name of the rule holding the | defaultRuleForNext | - Yes -
rviceLoadBasedCo | configuration of congestion HopSepp
ngestionControlCfg | control for nexthopSEPP.
Based on the configuration
under this rule, congestion
control will work.
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Chapter 2

Routing Config Set

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
alternateNFGroup | This parameter decides the NF_SET NF_SET | Yes No
RoutingOptions alternate routing mode, DNS_S
depending on which scp- RV
worker derives the alternate NF_SET
producer NF _FOLLO
e Different modes are WED_B
described below Y_DNSS
— NF_SET: SCP RV
performs alternate STATIC_
routing based on the CONFIG
Model C Indirect 5G NF_SET
SBI Communication _FOLLO
format. This is the WED_B
default mode. Y_STATI
— DNS_SRV: SCP C_CON
performs alternate FIG
routing based on the
DNS SRV query.
— NF_SET_FOLLOWE
D_BY_DNSSRV:
SCP performs
alternate routing
based on NF Set
and then with DNS
SRV.
—  STATIC_CONFIG:
SCP performs
alternate routing
based on the static
configuration.
— NF_SET_FOLLOWE
D_BY_STATIC_CO
NFIG: SCP performs
alternate routing
based on NF Set,
and then using static
configuration.
cbEnabled Enables and disables circuit | false true, Yes No
breaking. false
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Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF
cbRuleName Name of the rule holding the | defaultRule -
configuration of circuit
breaking. Based on the
configuration under this rule,
circuit breaking works.
{
"rul eNane":
"defaul t Rul e",
"data": {
"vi': {
"htt p2MaxRequest s":
1000
}
}
}
loadBasedCongesti| Enables and disables load- true true, Yes No
onControlEnabled | based congestion control. false
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Table 2-324 (Cont.) Parameters for Configure Routing Options
|

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF

nfServiceLoadBas | Name of the rule holding the | defaultRule
edCongestionContr | configuration of congestion
olCfg control. Based on the
configuration under this rule,
congestion control works.

{

"rul eName" :
"def aul t Rul ",

"congesti onContr ol Con
figbhata": {
"vl": {

"al t er nat eRout i ngOnse
t Threshol dPercent ":
80,

"al t er nat eRout i ngAbat
enment Thr eshol dPer cent
" 75,

"thrott| eOnset Thresho
| dPercent": 90,

"t hrottl eAbat ement Thr
eshol dPercent": 85,

"sbi MsgPriorityDi scar
dFrom': 24,

“errorProfileConfigur
ation": {

"errorCode": 503,

“errorCause":
" NF_CONGESTI ON',

"errorTitle": "NF
service is
over| oaded/
congest ed",

“errorDescription":
"NF service is
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Table 2-324 (Cont.) Parameters for Configure Routing Options

Parameter Name | Description Default Values Value Applica | Applica
Range |[bleto ble to
NF Pod
Service | Level
Level within
NF

}
}
}

over | oaded/
congest ed",

"retryAfter": "5",

"redirectUl"™: ""

}

Table 2-325 deploymentCHF
- ___________________________________________________|

Enumeration value

CHF Deployment

REGIONAL Regional CHF deployment, that is, CHFs, are deployed in primary
region and secondary regions. A region may consist of one or more
locality.

SITE_WIDE Site specific CHF deployment, that is, CHF instances, are deployed as

per SCP's site deployment.

PRIMARY_SECONDARY_PAI
R

Primary and Secondary CHF deployment using ChfServicelnfo. Primary
and Secondary CHF instance information is published in ChfServicelnfo
while registering with NRF.

Table 2-326 initialServiceRequest

routePolicy

reroutePolicy

Load_Balance

Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite and
RerouteAcrossMatedSite.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup

Forward_Route

Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite and
RerouteAcrossMatedSite.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup
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Table 2-327 subsequentServiceRequest

- __________________________________________________|
routePolicy reroutePolicy

Load_Balance Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite and
RerouteAcrossMatedSite.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup

Forward_Route Reroute options:

*  RerouteDisabled

e Options in SITE_WIDE deployment: RerouteWithinSite and
RerouteAcrossMatedSite.

e Options in REGIONAL deployment: RerouteWithinRegion and
RerouteAcrossRegion

e Options in PRIMARY_SECONDARY_PAIR deployment:
RerouteWithinPairGroup

Resource Definition
GET REST API:
This resource fetches the routing conifig set configurations for the specified rules.

Resource URI: / ocscp/ scpc-configuration/{version}/routing-config-set/
{routingConfi gSet Nane}

The following table describes the URI query parameters supported by the GET method on this
resource.

Table 2-328 URI query parameters

O
Field Name Data Type P Description

routingConfigSetName String (0] The name of the routing
config set used to retrieve the
respective configurations.

The following table describes the data structures supported by the GET Response Body on
this resource.

Table 2-329 Data structures
|

Data Type P Cardinality Response Codes Description

ConfigureRoutingConfi | M 1 200 OK The routing options

gSet with the rule name.

ProblemDetails M 1 404 Problem details
Example
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Successful response

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-config-set/
def aul t Rout i ngConf i gSet

HTTP/ 1.1 200 K

{"routingConfigSet Nane": "def aul t Routi ngConfigSet","confi gureRoutingOptions"
{"odEnabl ed": f al se, "cbEnabl ed": f al se, "odRul eNane": "def aul t Rul ", " cbRul eNarme": "
defaul t Rul ", " pod":
{"maxRoutingAttenpts":1, "al ternateRouting":true, "l oadBal anci ngAl gorithni:"Roun
d_Robin"}, "al t ernat eNFG oupRout i ngOpti ons": {"node": "NF_SET"}, "srv"
{"name": "5g- shi -
notification","mxRoutingAttenpts": 3, "actions":"Forward","| oadBal anci ngAl gorit
hnd':"Priority only","| oadBasedCongesti onCont rol Enabl ed": t rue, "nf Servi ceLoadBas
edCongestionControl Cfg":"defaul tRul e","defaultPriority": 1, "defaul t Capacity": 65
535, "rever seProxySupport":fal se,"initial ServiceRequest"
{"routePolicy":"Forward Route","reroutePolicy":"RerouteWthinSite"},"subsequen
t Servi ceRequest "

{"routePolicy":"Forward Route","reroutePolicy":"RerouteWthinSite"}},"total Tra
nsactionLifetine":"6s","reRouteConditionList":[{"statusCode":"307"},
{"statusCode":"308"}, {"statusCode":"429"},

{"statusCode": "5xx"}],"responseTi meout ":"1s", "excepti onError Responses”
[{"name": " Resource_Exhausted","action":"Send_ Answer","error_code":503,"error _r
esponse": "Servi ce Unavail able"},

{"name": "No_Response","action":"Send_Answer","error_code": 504, "error_response"
:"Gateway Timeout"},

{"name": " Connect Failure","action":"Send_Answer","error_code":503,"error_respo
nse":" Service Unavail able"},
{"name":"No_Host","action":"Send Answer", "error_code": 503, "error_response":"Se
rvice Unavail able"},

{"name":"Db_LookUp Error","action":"Send_ Answer","error_code": 500, "error_respo
nse": " Sessi on/ Subscri ber binding not found/look-up failure at OCSCP- SDS
Service"}], "depl oyment Model ": "SI TE W DE", "name": " 5g- shi -
notification","assignPreferredLocality":false,"overridePreferredLocality":fals
e, "forwar dRevi sedPreferredLocal i ty": fal se, " next HopSEPP"

{"total TransactionLifetine":"7s","responseTi neout":"4s", "service":

{"maxRout i ngAtt enpt s": 2}, "servi ceEndpoi nt"

{"maxRout i ngAttenpts": 1}, "l oadBasedCongest i onCont r ol Enabl ed": true, "nf Servi celLo
adBasedCongest i onCont rol Cf g": " def aul t Rul eFor Next HopSepp", "r eRout eCondi ti onLi st
":[{"statusCode":"307"}, {"statusCode":"308"},{"status* Connection #0 to host

| ocal host left intact

Code":"429"}, {"statusCode": "5xx"}], "exceptions"
[{"name":"No_Host","action":"Send_Answer","error_code": 504, "error_response":"G
ateway Tineout"}]}, "nextHopScp"

{"total TransactionLifetine":"7s","responseTi neout":"4s", "service":

{"maxRout i ngAtt enpt s": 2}, "servi ceEndpoi nt"

{"maxRout i ngAttenpts": 1}, "l oadBasedCongest i onCont r ol Enabl ed": true, "nf Servi celLo
adBasedCongest i onCont rol Cf g": " def aul t Rul eFor Next HopScp", "exceptions":
[{"name":"No_Host","action":"Send_Answer","error_code":503,"error_response":"S

ervi ce Unavailable"}]}}}
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Failure case

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-config-set/defaultConfig

HTTP/ 1.1 404 Not Found

{"title":"Not Found","status":"404","detail":"RoutingConfigSet data not found
agai nst given RoutingConfigSetName . Please refer to the User

Quide.","instance":"/ocscp/ scpc-configuration/vl/routing-config-set/

defaul t Config", "cause": " DATA NOT_FOUND'}

GET REST API:

This resource fetches all routing configurations rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/routing-config-set

The following table describes the data structures supported by the GET Response Body on
this resource.

Table 2-330 Data structures

Data Type P Cardinality Response Codes Description
ConfigureRoutingConfi | M 1.N 200 OK The routing options
gSet with the rule name.

Example of Congestion Control Configuration for GET

Success case

curl -v -H "Content-Type: application/json" --request GET http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-config-set

HTTP/ 1.1 200 KX

[{"routingConfigSet Nane": "def aul t Routi ngConfigSet", " confi gureRoutingOptions":
{"odEnabl ed": f al se, "cbEnabl ed": f al se, "odRul eNane": "def aul t Rul e", " cbRul eNarme": "
def aul t Rul ", " pod":

{"maxRoutingAttenpts":1, "al ternateRouting":true, "l oadBal anci ngAl gorithni:"Roun
d_Robin"}, "al t ernat eNFG oupRout i ngOpti ons": {"node": "NF_SET"}, "srv":

{"name": " 5g- shi -

notification”,"mxRoutingAttenpts":3, "actions":"Forward","| oadBal anci ngAl gorit
hn:"Priority_only","| oadBasedCongesti onCont r ol Enabl ed": t rue, "nf Servi ceLoadBas
edCongestionControl Cfg":"defaul tRul e", "defaul tPriority": 1, "defaul t Capacity": 65
535, "reverseProxySupport":fal se,"initial Servi ceRequest”:
{"routePolicy":"Forward_Route","reroutePolicy":"RerouteWthinSite"},"subsequen
t Servi ceRequest":

{"routePolicy":"Forward_Route", "reroutePolicy":"RerouteWthinSite"}},"total Tra
nsactionLifetinme":"6s","reRouteConditionList":[{"statusCode":"307"},
{"statusCode":"308"}, {"statusCode":"429"},

{"statusCode": "5xx"}],"responseTi meout ":"1s", "excepti onError Responses”:
[{"name": " Resource_Exhausted", "action":"Send_Answer","error_code":503,"error_r
esponse”: "Servi ce Unavail able"},

{"name": "No_Response","action":"Send_Answer","error_code": 504, "error_response"
:"Gateway Timeout"},
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{"name": " Connect Failure","action":"Send_Answer", "error_code":503,"error_respo
nse":" Servi ce Unavail able"},
{"name":"No_Host","action":"Send_Answer", "error_code": 503, "error_response":"Se
rvice Unavail able"},
{"name":"Db_LookUp_Error","action":"Send_Answer", "error_code": 500, "error_respo
nse": " Sessi on/ Subscri ber binding not found/look-up failure at OCSCP- SDS
Service"}], "depl oyment Model ": "SI TE_ W DE", "name": " 5g- shi -
notification","assignPreferredLocality":false,"overridePreferredLocality":fals
e, "forwardRevi sedPreferredLocal i ty": fal se, " next HipSEPP"

{"total TransactionLifetime":"7s","responseTi meout":"4s", "service"

{"maxRout i ngAt t enpt s": 2}, "servi ceEndpoi nt "

{"maxRout i ngAttenpts": 1}, "l oadBasedCongest i onCont r ol Enabl ed": true, "nf Servi celLo
adBasedCongestionCont rol Cf g": " def aul t Rul eFor Next HopSepp", "r eRout eCondi ti onLi st
“:[{"statusCode":"307"},{"statusCode":"308"},{"statu* Connection #0 to host

| ocal host left intact

sCode": "429"}, {"statusCode": "5xx"}], "exceptions"
[{"name":"No_Host","action":"Send_Answer","error_code": 504, "error_response":"G
ateway Tineout"}]}, "nextHopScp"

{"total TransactionLifetime":"7s","responseTi meout":"4s", "service"

{"maxRout i ngAt t enpt s": 2}, "servi ceEndpoi nt "

{"maxRouti ngAttenpts": 1}, "l oadBasedCongesti onCont r ol Enabl ed": true, "nf Servi ceLo
adBasedCongest i onCont rol Cf g": " def aul t Rul eFor Next HopScp", "excepti ons"
[{"name":"No_Host","action":"Send_Answer","error_code": 503, "error_response":"S
ervice Unavailable"}]1}}}]

PUT REST API:

This resource creates or updates the routing config set configurationss for the specified rules.

Resource URI: / ocscp/ scpc-confi guration/{version}/routing-config-set/
{routingConfi gSet Nane}

Table 2-331 URI query parameters

Field Name

Data Type P Description

routingConfigSetName String (0] The name of the routing

config set rule used to create
the respective routing
options.

Table 2-332 Data Structures Supported by the PUT Response Body
-

Data Type P Cardina | Response codes | Description
lity
ConfigureRoutingC | M 1 200 OK This response is generated when an
onfigSet existing record is updated.
ConfigureRoutingC | M 1 201 This response is generated when a new
onfigSet record is created.
ProblemDetails M 1 400 Returns problem details.
Example
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curl -v -H "Content-Type: application/json" --request PUT http://
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| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-config-set/defaultConfig -

d’' {
"routingConfigSet Nane": "defaultConfig",
"configureRoutingOptions": {
"odEnabl ed": fal se,
"cbEnabl ed": fal se,
“oci Enabl ed": fal se,
“odRul eNane": "defaul tRul e",
“cbRul eNane": "defaul tRul e",
"oci Rul eNanme": "defaul t Cci ConfigRul e",
"pod": {
“maxRouti ngAttenmpts": 1,
"al ternateRouting": true,

"| oadBal anci ngAl gorithn': "Round_Robi n"

¥
“al t er nat eNFG oupRout i ngOpti ons": {
"node": "NF_SET"
¥
"srv": {
“name": "5g-shi-notification",
“maxRout i ngAttenmpts": 3,
"actions": "Forward",
"| oadBal anci ngAl gorithnt: "Priority_only",
"| oadBasedCongesti onCont rol Enabl ed": true,
"nf Servi ceLoadBasedCongesti onControl Cfg": "defaul t Rule",
“defaul tPriority": 1,
"defaul t Capacity": 65535,
"reverseProxySupport": fal se,
"initial ServiceRequest": {
"routePolicy": "Forward Route",
"reroutePolicy": "RerouteWthinSite"
¥
"subsequent Servi ceRequest ": {
"routePolicy": "Forward Route",
"reroutePolicy": "RerouteWthinSite"
}
}

"total TransactionLifetime": "6s",
"reRout eCondi tionList": [

{
"statusCode": "307"
}1
{
"statusCode": "308"
}1
{
"statusCode": "429"
}1
{
"statusCode": "5xx"
}
]l
"responseTi meout": "1s",
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"exceptionErrorResponses": |

{
"name": "Resource_Exhausted",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
b
{
"nane": "No_Response",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
b
{
"name": "Connect Failure",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
b
{
"nane": "No_Host",
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
3
{

"nane": "Db_LookUp_Error",
"action": "Send_Answer",
“error_code": 500,

Chapter 2
Routing Config Set

“error_response": "Session/Subscriber binding not found/ Il ook-up

Cloud Native Core, Service Communication Proxy REST Specification Guide
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failure at OCSCP-SDS Service"

}
1,

"depl oynent Model ": "SI TE W DE",

"name": "5g-shi-notification",

"assignPreferredLocality": false,
"overridePreferredLocality": false,
"f orwar dRevi sedPref erredLocal i ty": false,

"next HOpSEPP":  {
"total TransactionLifetinme":
"responseTi meout ": "4s",
"service": {
"maxRout i ngAttenpts": 2
}

ervi ceEndpoi nt": {
"maxRout i ngAttenpts": 1
}

oadBasedCongesti onCont rol Enabl ed": true,

“nf Servi ceLoadBasedCongestionControl Cf g": "defaul t Rul eFor Next HopSepp",

“reRout eCondi tionList": [

{

"statusCode": "307"
}1
{

"statusCode": "308"
}1
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{
"statusCode": "429"
3
{
"statusCode": "5xx"
}
1,
"exceptions": |
{
"name": "No_Host",
"action": "Send_Answer",
"error_code": 504,
"error_response": "Gateway Ti neout"
}
]
¥
"next HopScp": {
"total TransactionLifetinme": "7s",
"responseTi meout ": "4s",
"service": {
"maxRout i ngAttenpts": 2
b
"servi ceEndpoint": {
"maxRouti ngAttenpts": 1
}

oadBasedCongesti onCont rol Enabl ed": true,
“nf Servi ceLoadBasedCongestionControl Cf g": "defaul t Rul eFor Next HopScp",
“exceptions": [
{
"name": "No_Host",
"action": "Send_Answer",
"error_code": 504,
"error_response": "Gateway Tineout"

HTTP/ 1.1 201 Created

{"routingConfigSet Nane": "defaul t Config","configureRoutingOptions":

{"odEnabl ed": f al se, "cbEnabl ed": f al se, "odRul eNane": "def aul t Rul ", " cbRul eNare": "
defaul t Rul ", " pod":

{"maxRoutingAttenpts":1, "al ternateRouting":true,"l oadBal anci ngAl gorithni:"Roun
d_Robin"}, "al ternat eNFG oupRout i ngOpti ons": {"node": "NF_SET"}, "srv":

{"nane": " 5g- shi -

notification","mxRoutingAttenpts":3, "actions":"Forward","| oadBal anci ngAl gorit
hmi:"Priority_only","| oadBasedCongesti onControl Enabl ed":true, "nf Servi ceLoadBas
edCongestionControl Cfg":"defaul tRul e", "defaul tPriority": 1, "defaul t Capacity": 65
535, "reverseProxySupport":fal se,"initial Servi ceRequest":

{"routePolicy": "Forward_Route","reroutePolicy":"RerouteWthinSite"}, "subsequen
t Servi ceRequest":

{"routePolicy":"Forward Route", "reroutePolicy":"RerouteWthinSite"}},"total Tra
nsactionLifetine":"6s","reRouteConditionList":[{"statusCode":"5xx"},
{"statusCode":"307"}, {"statusCode":"429"},
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{"statusCode":"308"}],"responseTi meout ":"1s", "excepti onError Responses"”:
[{"name": "Resource_Exhausted", "action":"Send_Answer","error_code":503,"error _r
esponse": "Servi ce Unavail able"},

{"name": "No_Response","action":"Send_Answer","error_code": 504, "error_response"
:"Gateway Timeout"},

{"name": " Connect Failure","action":"Send_Answer", "error_code":503,"error_respo
nse":" Service Unavail able"},

{"name":"No_Host","action":"Send_Answer", "error_code": 503, "error_response":"Se
rvice Unavail able"},

{"name":"Db_LookUp_Error","action":"Send_Answer", "error_code": 500, "error_respo
nse": " Sessi on/ Subscri ber binding not found/look-up failure at OCSCP- SDS
Service"}], "depl oyment Model ": "SI TE_ W DE", "nane": " 5g- shi -
notification","assignPreferredLocality":false,"overridePreferredLocality":fals
e, "forwardRevi sedPreferredLocal i ty": fal se, "next HOpSEPP":

{"total TransactionLifetime":"7s","responseTi meout ":"4s", "service":

{"maxRout i ngAt t enpt s": 2}, "servi ceEndpoi nt":

{"maxRout i ngAttenpts": 1}, "l oadBasedCongest i onCont r ol Enabl ed": true, "nf Servi celLo
adBasedCongest i onCont rol Cf g": " def aul t Rul eFor Next HopSepp", "r eRout eCondi ti onLi st
" [{"statusCode": "5xx"}, {"statusCode":"307"}, {"statusCode":"429* Connection

#0 to host |ocal host left intact

"}, {"statusCode":"308"}], "exceptions":
[{"name":"No_Host","action":"Send_Answer","error_code": 504, "error_response": "G
ateway Tineout"}]}, "nextHopScp":

{"total TransactionLifetime":"7s","responseTi meout ":"4s", "service":

{"maxRout i ngAt t enpt s": 2}, "servi ceEndpoi nt ":

{"maxRouti ngAttenpts": 1}, "l oadBasedCongesti onCont r ol Enabl ed": true, "nf Servi ceLo
adBasedCongest i onCont rol Cf g": " def aul t Rul eFor Next HopScp", "exceptions":
[{"name":"No_Host","action":"Send_Answer", "error_code": 503, "error_response":"S
ervice Unavailable"}]}}}

Failure Case

1.
curl -v -H "Content-Type: application/json" --request PUT http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-config-set/defaultConfig -
d’ {
"routingConfigSet Nane": "defaultRoutingConfigSet",
"configureRoutingOptions": {
"odEnabl ed": fal se,
"cbEnabl ed": fal se,
“oci Enabl ed": fal se,
“odRul eNane": "defaul tRul e",
“cbRul eNane": "defaul tRul e",
"oci Rul eNarme": "defaul t Cci ConfigRul e",
"pod": {
“maxRout i ngAttenmpts": 1,
"al ternateRouting": true,
"| oadBal anci ngAl gorithnl': "Round_Robi n"

}

| t er nat eNFGr oupRout i ngOptions": {
"node": "NF_SET"

}

"srv": {
“name": "5g-shi-notification",
“maxRout i ngAttenmpts": 3,
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"actions": "Forward",

"1 oadBal anci ngAl gorithnf': "Priority_only",

"| oadBasedCongest i onCont r ol Enabl ed": true

“nf Servi ceLoadBasedCongesti onControl Cfg": "defaul t Rul "

“defaul tPriority": 1,

"defaul t Capacity": 65535

“reverseProxySupport": fal se,

“initial ServiceRequest": {
“routePolicy": "Forward_Route"
“reroutePolicy": "RerouteWthinSite"

b

"subsequent Servi ceRequest": {
“routePolicy": "Forward_Route"
“reroutePolicy": "RerouteWthinSite"
}

¥

"total TransactionLifetim": "6s"

"reRout eCondi tionList": [

{
"stat usCode": "307"
b
{
"stat usCode": "308"
b
{
"stat usCode": "429"
3
{
"stat usCode": "5xx"
}
1,
"responseTi meout": "1s",
"exceptionErrorResponses": [
{
"name": "Resource_Exhausted"
"action": "Send_Answer",
"error_code": 503,
"error_response": "Service Unavail abl e"
b
{
"nane": "No_Response"
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
b,
{
"name": "Connect _Failure"
"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
b,
{

“name": "No_Host"

"action": "Send_Answer",
“error_code": 504,
“error_response": "Gateway Tineout"
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"nane": "Db_LookUp_Error",

"action": "Send_Answer",

"error_code": 500,

“error_response": "Session/Subscriber binding not found/ Il ook-up
failure at OCSCP-SDS Service"

}

] il
"depl oynent Model ": "SI TE W DE",

"name": "5g-shi-notification",
"assignPreferredLocality": false,
"overridePreferredLocality": false,
"f orwar dRevi sedPref erredLocal i ty": false,
"next HOpSEPP":  {

“total TransactionLifetim": "7s",

"responseTi meout ": "4s",

"service": {

"maxRout i ngAttenpts": 2

b
"servi ceEndpoint": {

"maxRouti ngAttenpts": 1
b
"| oadBasedCongest i onCont rol Enabl ed": true,
“nf Servi ceLoadBasedCongestionControl Cf g": "defaul t Rul eFor Next HopSepp",
“reRout eCondi tionList": [

{
"statusCode": "307"
b
{
"statusCode": "308"
b
{
"statusCode": "429"
b
{
"statusCode": "5xx"
}
1,
"exceptions": |
{
"name": "No_Host",
"action": "Send_Answer",
"error_code": 504,
"error_response": "Gateway Tineout"
}
]
¥
"next HopScp": {
“total TransactionLifetim": "7s",
"responseTi meout ": "4s",
"service": {
"maxRout i ngAttenpts": 2
¥

"servi ceEndpoint": {
"maxRout i ngAttenpts": 1
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}

oadBasedCongesti onCont rol Enabl ed": true,
"“nf Servi ceLoadBasedCongestionControl Cf g": "defaul t Rul eFor Next HopScp",
"exceptions": |

{

name": "No_Host",

"action": "Send_Answer",
“error_code": 504,
"error_response": "Gateway Ti neout"

HTTP/ 1.1 400 Bad Request

{"title":"Bad Request","status":"400","detail":"RoutingConfigSet Name in
request Body does not match with RoutingConfigSet provided with APl .Please
refer to the User Cuide","instance":"/ocscp/scpc-configuration/vl/routing-
config-set/defaul t Config", "cause":"| NVALI D_KEY_COVBI NATI ON'}

DELETE REST API:
This resource deletes the routing config sets for the specified rules.
Resource URI: / ocscp/ scpc-confi guration/{version}/routing-config-set/

{routingConfi gSet Nane}

Table 2-333 URI query parameters supported by the DELETE method on this resource

Field Name Data Type P Description

routingOptionsConfigName | String (0] The name of the routing
options configuration which
needs to be deleted.

Table 2-334 Data structures supported by the Delete Response Body on this resource

Data Type P Cardinalit | Response codes Description
y
Default M 1 200 OK -
ProblemDetails M 1 400/404 Problem details.
Example

Successful response

curl -v -H "Content-Type: application/json" --request DELETE http://
| ocal host : 8081/ ocscp/ scpc-configuration/vl/routing-config-set/defaultConfig

HTTP/ 1.1 204 No Content

Cloud Native Core, Service Communication Proxy REST Specification Guide
F88459-05 September 10, 2025
Copyright © 2021, 2024, Oracle and/or its affiliates. Page 382 of 393



ORACLE’

Chapter 2
NRF SRV Configuration

Failure case 1

curl -v -H "Content-Type: application/json" -X DELETE http://local host: 8081/
ocscp/ scpc-configuration/vl/routing-config-set/defaultRule

HTTP/ 1.1 403 For bi dden

{"title":"Forbidden","status":"403","detail":"Default rule cannot be del eted.
Pl ease refer to the User Guide.","instance":"/ocscp/scpc-configuration/vl/

routing-config-set/defaultRule","cause": " OPERATI ON_NOT_ALLOAED'}

Failure case 2

curl -v -H "Content-Type: application/json" --request DELETE http://
| ocal host: 8081/ ocscp/ scpc-configuration/vl/routing-config-set/
def aul t Rout i ngConf i gSet

HTTP/ 1.1 403 For bi dden

{"title":"Forbidden","status":"403", "detail":"Default Configuration present
for Routing Config set cannot be deleted","instance":"/ocscp/scpc-
configuration/vl/routing-config-set/

def aul t Routi ngConfigSet", " cause": " OPERATI ON_NOT_ALLOAED"}

2.37 NRF SRV Configuration

This section provides the following NRF SRV Configuration Rest API:

* Resource URIs for the nrfsrvconfig resource type.
* Types of data model.

e URI query parameters supported by GET, PUT, and DELETE methods.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the
nrfsrvconfig resource type.

Table 2-335 nrfsrvconfig Resource Type

Resource Name Resource URI HTTP Description
Method

nrfsrvconfig /ocscp/scpce-configuration/ PUT Creates the new NRF SRV configuration for
{version}/nrfsrvconfig/ the given nrfSrvFgdn or updates the existing
{nrfSrvFqdn} NRF SRV configuration.

nrfsrvconfig /ocscp/scpce-configuration/ GET Get the NRF SRV configuration for the given
{version}/nrfsrvconfig/ NRF SRV FQDN.
{nrfSrvFqdn}

nrfsrvconfig locscp/scpce-configuration/ GET Get all the NRF SRV configuration available
{version}/nrfsrvconfig in the database.

nrfsrvconfig /ocscp/scpce-configuration/ DELETE Removes the NRF SRV configuration for the
{version}/nrfsrvconfig/ given NRF SRV FQDN.
{nrfSrvFqdn}
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® Note
» Use the Configure Alternate NF Group section to refresh the NRF SRV FQDN.
»  Set "spnlist" with NRF SRV in SPN format, and setrefreshAl | to false.

Resource Definition

This section describes GET, PUT, and DELETE resource types supported by NRF SRV
configuration.

PUT API

This resource creates the new NRF SRV configuration or updates the existing NRF SRV
configuration by taking NRFSRVConfigData as the request body.

Resource URI: /ocscp/scpc-configuration/{version}/nrfsrvconfig/{nrfSrvFqdn}

Request Body

Table 2-336 Data Structures Supported by the PUT Request Body

|
Data Type Description

NRFSRVConfigData Indicates the data type of the NRF SRV configuration.
For more information, see Table 2-340.

Table 2-337 Data Structures Supported by the PUT Response Body
e

Data Type P Cardina | Respon | Description
lity se

Codes
NRFSRVConfigDat | M 1 200 OK | This response is used when an existing
a record is updated.
NRFSRVConfigDat | M 1 201 This response is used when a new entry
a CREATE | is created.

D
ProblemDetails M 1 400 BAD | This response is used when request

REQUE | body validation fails.

ST

The following example is of NRF SRV Configuration REST API for PUT method.

Response:

curl -X "PUT" \

“http://10.75.226. 46: 30590/ ocscp/ scpc-configuration/vl/ nrfsrvconfig/
nrf2svc. scpsvc. sve. cluster.local' \

-H "accept: application/json' \

-H ' Content-Type: application/json' \

-d ' {

"nrfSrvFqdn": "nrf2svc. scpsvc. sve. cluster.local"”,

"nrfSrvConfig": {

"nfSetldList": [
"setnrfk2. nrfset.5gc. mc012. ncc345"
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]

"per fornBubscription": true,
"performAudit”: true,
"registerScp": true,
"api Prefix": "USEast",
"schene": "http",
"versions": |
{
“api VersionlnUi": "v1",
"api Ful | Version": "1.0.0"

}

1,

"serviceNames": [
"nnrf-nfnt,
"nnrf-disc",
“nnrf - oaut h2"

1,

"islnterPl mFgdn": true
}
p

Example of NRF SRV Configuration REST API for PUT Method Bad Request

Use case: A configuration where no entry contains 'v1' in apiVersionlnUri.

curl -X"PUT" \
"http://10.75.226. 46: 30590/ ocscp/ scpc-configuration/vl/ nrfsrvconfig/
nrf2svc. scpsvc. sve. cluster.local' \
-H "accept: application/json' \
-H ' Content-Type: application/json" \
-d '{
"nrfSrvConfig":{
"api Prefix":"USEast",
"islnterPl mFqdn":"fal se",
“nfSetldList":]
"setnrfl 1. nrfset.5gc. mc012. ncc346"
]

"performiudit":"fal se",

"perfornBubscription":"fal se",

"plmList":|
{
"nce”: 410",
“mc":"213"
}

]l
"registerScp":"fal se",
"schene": "http",
"servi ceNames": |
“nnrf-nfnf,
"nnrf-disc",
"nnrf-oaut h2"
]l
"versions":|
{
"api Ful | Version":"1.0.0",
"api VersionlnUri":"v2"
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}
]

}1

"nrfSrvFgdn": "nrflsvc. scpsvc. svc. cl uster.|local "
}
}I
Response
{

"title":"Bad Request"”,

"status": 400,

"detail":"Atleast one entry in the version list nmust have its api Version

set as vl. Please refer to the User QGuide.",
"instance":"/ocscp/ scpc-configuration/vl/ nrfsrvconfig/
nrflsvc. scpsvc. svc. cluster.|local ",
"cause": " MANDATORY_I E_| NCORRECT"
}

GET API

This resource fetches the NRF SRV configuration based on the supplied nrfSrvFgdn or fetches
all the records.

Resource URI: /ocscp/scpc-configuration/{version}/nrfsrvconfig/{nrfSrvFgdn}

Table 2-338 Data Structures Supported by the GET Response Body

Data Type P Cardina | Respon | Description
lity se
Codes
NRFSRVConfigDat | M 1.N 200 OK | This response is used when a record is
a fetched.
ProblemDetails M 1 404 This response is used when no
NOT matching entry is found.
FOUND
ProblemDetails M 1 400 BAD | This response is used when query
REQUE | parameter validation fails.
ST

The following example is of NRF SRV Configuration REST API for GET method.
Response:
curl -X "GET" \

"http://10.75.226. 46: 30590/ ocscp/ scpc-configuration/vl/ nrfsrvconfig/
nrf2svc. scpsvc. sve. cluster.local' \

-H "accept: application/json'
DELETE API
This resource removes the NRF SRV configuration for the given nrfSrvFqdn.

Resource URI: /ocscp/scpc-configuration/{version}/nrfsrvconfig/{nrfSrvFqdn}
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Table 2-339 Data Structures Supported by the DELETE Response Body

Data Type P Cardina | Respon | Description
lity se
Codes
None - - 204 NO | This response is used when the query is
CONTE | successful.
NT
Problem Details M 1 404 This response is used when no
NOT matching entry is found.
FOUND
Problem Details M 1 400 BAD | This response is used when query
REQUE | parameter validation fails.
ST

The following example is of NRF SRV Configuration REST API for DELETE method.

Response:

curl -X 'DELETE \

“http://10.75.226. 46: 30590/ ocscp/ scpc-configuration/vl/ nrfsrvconfig/
nrf2svc. scpsve. sve. cluster.local ' \

-H "accept: application/json'

Data Model

The following tables describe different data models required for configuring NRF SRV data.

Table 2-340 NRFSRVConfigData

Name Data Type P Default Description
Value
nrfSrvFqdn String M NA The data type of NRF SRV FQDN for
the corresponding NRF SRV
configuration.
nrfSrvConfig NRFSRVConfig M NA This is the NRF SRV configuration data.

Table 2-341 NRFSRVConfig

Name Data Type P Default Description

Value
plmnList List (0] NA List of the NRF serving PLMN.
nfSetldList List M NA This is the Setld list for this NRF SRV

configuration.

You can configure multiple nfSetlds, but
the NRF profile and rule creation will
only take into account the nfSetld from
the Oth index.

This setld must be unique for each NRF
SRV configuration; that is, this setld
must not be present in any other NRF
SRV configuration.
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Name

Data Type

Default
Value

Chapter 2
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Description

performSubscription

boolean

true

This field allows to decide whether NRF
from this NRF SRV should be used for a
subscription or not.

The possible values are true or false.

performAudit

boolean

true

This field allows to decide whether NRF
from this NRF SRV should be used for a
audit or not.

The possible values are true or false.

registerScp

boolean

false

This field allows to decide whether to
register SCP with the NRF from the
NRF Set.

The possible values are true or false.

scheme

UriScheme

NA

This field is used for the URI Scheme.
The supported value is http/https.

versions

array(NFServiceVersion)

NA

This field lists the NFServiceVersion.
Configuring multiple API versions is
permissible, but at least one entry in the
version list must have its
apiVersionlnUri set to "v1." This is
because SCP currently utilizes "v1" for
its self-generated requests towards
NRF.

apiPrefix

String

NA

This field is used in the URI while
communicating with NRF.

serviceNames

array(ServiceName)

"nnrf-

nfm","nnrf-

disc","nnrf-
oauth2"

Indicates the service name of the NRF
SRV configuration.

The nnrf-nfm and nnrf-disc are
mandatory for NRF SRV configurations.

The supported value is nnrf-nfm/nnrf-
disc/nnrf-oauth2.

isInterPImnFqdn

boolean

false

This field allows you to choose whether
or not to map the NRF from this NRF
SRV resolution to the InterPImn Fqgdn.

Table 2-342 NFServiceVersion

Name Data Type Default Description
Value
apiVersionlnUri String NA The apiVersionInUri is used in the URI
while communicating with NRF. The
supported value is v1/v2.
apiFullVersion String NA The apiFullVersion should be in format

X.y.Z.
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Allowed or Not Allowed API operations

Table 2-343 Different Types of Scenarios

o
Scenario Allowed or Not Allowed Notes

If per f or mAudi t is true, and the nnrf- | Not Allowed nnrf-nfm service is mandatory
nfm service is configured as a service
for audit (global helm configuration),
user can remove its entry from the NRF
SRV configuration.

If inserting or updating nfSetld with a Not Allowed -
value that already exists in another
nfSetld configuration.

If per f or mAudi t is true, and the nnrf- | Not Allowed nnrf-disc service is mandatory
disc service is configured as a service
for audit (global helm configuration),
user can remove its entry from the NRF
SRV configuration.

If nrf Servi ceFor Audi t is nnrf-disc Allowed -
and supported NRF services should
have disc and user can change
performAudit to true

If nrf Servi ceFor Audi t is nnrf-nfm Allowed -
and supported NRF services should
have mgmt and user can change
performAudit to true

If model-D is enabled and nrfSetID (or | Not Allowed nnrf-disc service is mandatory
nrflnstanceld) is present in the
NRF_CONFIG table for nnrf-disc, and
user can remove the nnrf-disc service
from the NRF SRV configuration.

If OAuth2 is enabled and nrfSetID (or Not Allowed -
nrflnstanceld) is present in the
NRF_CONFIG table for nnrf-oauth2,
and user can remove the nnrf-oauth2
service from the NRF SRV
configuration.

The r egi st er Scp can be set from Allowed -
false to true when nrfset has mgmt
service configured in the supported
NRF service list.

The per f or nBubscri pti on can be set| Allowed -
from false to true when nrfset has mgmt
service configured in the supported
NRF service list.

Configuring the version with the Not Allowed Configuring multiple API versions is
"apiVersionInUri" value as v2 only. permissible, but at least one entry in the
version list must have its
apiVersionlnUri set to "v1". This is
because SCP currently utilizes "v1" for
its self-generated requests towards
NRF.
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@® Note

Service types nnrf-nfm and nnrf-disc are mandatory for Table 2-341 table
configurations. Deletion of nnrf-nfm and nnrf-disc service types from the NRF SRV
profile is not supported.

2.38 NRF FQDN Instanceld Mapping

This section describes REST API configurations required for the mapping the NRF FQDN
Instanceld.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the
nrffgdninstanceidmapping resource type.

Table 2-344 nrffqdninstanceidmapping Resource Type

Resource Name Resource URI HTTP Description
Method
nrffgdninstanceidmapping /ocscp/scpc-configuration/ GET Fetches the NRF FQDN and corresponding
{version}/ instanceid mapping details.
nrffqdninstanceidmapping

Resource Definition

This section describes GET resource types supported by NRF FQDN Instanceld Mapping.
GET API

This resource fetches the NRF FQDN and corresponding instanceid mapping details.

Resource URI: /ocscp/scpc-configuration/{version}/nrffqdninstanceidmapping

Table 2-345 Data Structures Supported by the GET Response Body
|

Data Type P Cardina | Respon | Description
lity se
Codes
NRFFQDNInstance | M 1.N 200 OK | This response is used when a record is
IdMappingData fetched.

The following example is of NRF FQDN Instanceld Mapping REST API for GET method.

Response:

curl -X "' CGET

"http://10.75.226. 46: 31527/ ocscp/ scpc- configuration/vl/
nrff gdni nst ancei dmappi ng'

-H "accept: application/json'

[
{

"nrfFgdn": "nrf2svc.scpsvc.svc. cluster.|local ",
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"data": {
"vl1": {
"nflnstancel d": "el2013b2-590d- 39ab- 9aba- dac025f 69a65",
“nrfRegionOrSetld": "setnrfll.nrfset.5gc. mc012. ncc345"
"svcNameSveNf | nstancel d": {
"nnrf-nfnl: "fel37ab7- 740a- 46ee- aa5c- 951806d77b01"
"nnrf-disc": "fel37ab7-740a- 46ee-aa5c-951806d77h02"
"nnrf-oauth2": "fel37ab7-740a- 46ee- aa5c- 951806d77b03"

}
}
}
3
{
"nrfFqdn": "nrf3svc. scpsvc. sve. cluster.local”,
"data": {
"vl1": {
“nflnstancel d": "4ca42748-72e2- 3dd7- b4a0- 4e664b021312"
“nrfRegionOrSetld": "setnrfll.nrfset.5gc. mc012. ncc345"
"svcNameSveNf | nstancel d": {
"nnrf-nfnl: "fel37ab7- 740a- 46ee- aa5c- 951806d77b01"
"nnrf-disc": "fel37abh7-740a- 46ee- aa5c- 951806d77b02"
"nnrf-oauth2": "fel37ab7-740a- 46ee- aa5c- 951806d77b03"
}
}
}
3
{
"nrfFgdn": "nrf4svc. scpsvc.svc. cluster.local ",
"data": {
"vi1": {
"nflnstancel d": "91b26862-b80f - 3607- a8ef - 43b429cf 3b30"
“nrfRegionOrSetld": "setnrfll.nrfset.5gc. mc012. ncc345"
"svcNameSveNf | nstancel d": {
"nnrf-nfnl: "fel37ab7-740a- 46ee- aa5c- 951806d77b01"
"nnrf-disc": "fel37abh7-740a- 46ee- aa5c- 951806d77b02"
"nnrf-oauth2": "fel37ab7-740a- 46ee- aa5c- 951806d77b03"
}
}
}
3
{
"nrfFgdn": "ocnrf-ingressgateway.ocnrf.svc.cluster.local"
"data": {
"vl1": {
“nflnstancel d": "85e3cce9- d6f 1- 3af 6- abbb- 1419cf b38eld"
"nrfRegionOrSetld": "setnrfll.nrfset.5gc. mc012. ncc345"
"svcNameSveNf | nstancel d": {
"nnrf-nfnl: "fel37ab7-740a- 46ee- aa5c- 951806d77b01"
"nnrf-disc": "fel37abh7-740a- 46ee- aa5c- 951806d77b02"
"nnrf-oauth2": "fel37ab7-740a- 46ee- aa5c- 951806d77b03"
}
}
}
}
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Data Model

The following tables describe different data models required for mapping NRF FQDN
Instanceld data.

Table 2-346 NRFFQDNInstanceldMappingData

Name Data Type P Default Description
Value
nrfFqdn String M NA This is the NRF FQDN received from
DNS server.
data JSON M NA This is the mapping detail of instanceid
corresponding to the NRF FQDN.

2.39 Viewing SCP Feature Status

This section describes REST API configurations required for knowing the status of SCP
features.

Resources

The following table describes the resource URIs and the corresponding HTTP methods for the
scpfeaturestatus resource type.

Table 2-347 scpfeaturestatus Resource Type

Resource Name Resource URI HTTP Description
Method
scpfeaturestatus /ocscp/scpc-configuration/ GET Fetches the runtime status of NRF migration
{version}/scpfeaturestatus task.

Resource Definition

This section describes GET resource types to fetch the runtime status of the NRF migration
task.

Resource URI: /ocscp/scpc-configuration/{version}/scpfeaturestatus

Table 2-348 Data Structures Supported by the GET Response Body
|

Data Type P Cardinalit | Respons | Description

y e Codes
SCPFeatureStatusDat | M 1 200 OK This response is used when a record is fetched.
a

The following example is of SCP Feature Status REST API for GET method.

Response:

curl -X "'CGET
"http://10.75.226. 46: 31527/ ocscp/ scpc-confi gurati on/ vl/ scpfeat urest at us'
-H "accept: application/json'
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[

{
"feature": "nrf_bootstrap_info",
"adm n": "ENABLED',
"status": "ENABLED'
}
]
Data Model

The following tables describe different data models required for SCP Feature Status REST
API.

Table 2-349 SCPFeatureStatusData
|

Name Data Type P Default Description
Value

feature String M nrf_bootstra | Indicates the names of the services,
p_info such as nrf_bootstrap_info.

Note: Currently, this API is only
supported for nrf_bootstrap_info

feature.

admin String M Disabled Indicates the admin status for
performing the migration.

status String M Disabled Indicates the runtime status of the
feature.

creationtimestamp Integer M NA Indicates the time of creation of the

event, for example, creationTimestamp™:
"2021-05-26T01:17:15.000+00:00

updatetimestamp Integer M NA Indicates the time of updation of the
event, for example, updateTimestamp":
"2021-05-26T06:24:15.000+00:00
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HTTP Status Code and Applicability for
Rerouting

This section describes the HTTP status codes usage on SBI. HTTP status codes are carried in
the ":status" pseudo header field in HTTP/2, as defined in subclause 8.1.2.4 in IETF RFC
7540.

The following table specifies HTTP status codes per HTTP method which is supported on SBI.
Support of the HTTP status code is:

e Mandatory, which is marked in table as "M". This signifies that all 3GPP NFs support the
processing of the specific HTTP status code for the specific HTTP method, when received
in a HTTP response message. In such cases the 3GPP NF also supports the handling of
the "ProblemDetails" JSON object with the Content-Type header field set to the value
"application/problem+json" for HTTP status codes 4xx and 5xx, if the corresponding API
definition in the related technical specification does not specify another response body for
the corresponding status code;

*  Service specific, which is marked in table as "SS" and means that the requirement to
process the HTTP status code depends on the definition of the specific API; or

* Not applicable, which is marked in table as "N/A". This means that the specific HTTP
status code shall not be used for the specific HTTP method within the 3GPP NFs.

* Applicable for Rerouting column describes if the status code is applicable for rerouting at
SCP. These Status codes can be configured in Routing options for each NF services.

NOTE 1: "200 OK" response used on SBI shall contain body.

NOTE 2: If the NF acting as an HTTP Client receives 2xx response code not appearing in
table, the NF shall treat the received 2xx response: - as "204 No Content" if 2xx response does
not contain body; and - as "200 OK" if 2xx response contains body.

HTTP status code supported on SBI

Table A-1 HTTP status code supported on SBI
|

HTTP Status Applica | HTTP Method

Code ble for
Rerouti
ng

DELETE| GET PATCH |POST PUT

100 Continue N/A N/A N/A N/A N/A No

200 OK (NOTE 1) |SS M SS SS SS No

201 Created N/A N/A N/A SS SS No

202 Accepted SS N/A SS SS SS No

204 No Content M N/A SS SS SS No

(NOTE 2)

300 Multiple N/A N/A N/A N/A N/A No

Choices

303 See Other SS SS N/A SS SS No
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Table A-1 (Cont.) HTTP status code supported on SBI

Appendix A

307 Temporary SS SS SS SS SS Yes 307 (Should be

Redirect included as part of
3xx)

308 Permanent SS SS SS SS SS Yes 308 (Should be

Redirect included as part of
3xXx)

400 Bad Request M M M M M No

401 Unauthorized (M M M M M No

403 Forbidden SS SS SS SS SS No

404 Not Found SS SS SS SS SS Yes 404

405 Method Not SS SS SS SS SS No

Allowed

406 Not N/A N/A N/A N/A N/A No

Acceptable

408 Request SS SS SS SS SS Yes 408

Timeout

409 Conflict N/A N/A SS SS SS Yes 409 (should be
included as part of
"retriable-4xx" )

410 Gone SS SS SS SS SS Yes 410

411 Length N/A N/A M M M No

Required

412 Precondition SS SS SS SS SS No

Failed

413 Payload Too N/A N/A M M M No

Large

414 URI Too Long | N/A M N/A N/A N/A No

415 Unsupported | N/A N/A M M M No

Media Type

429 Too Many N/A N/A N/A N/A N/A Yes

Requests

500 Internal Server (M M M M M Yes 500

Error

501 Not SS SS SS SS SS Yes 501

Implemented

502 Bad Gateway |SS SS SS SS SS Yes 502 (Should be
included as part of
gateway error and
"5xx")

503 Service M M M M M Yes 503 (Should be

Unavailable included as part of
II5XXII)

504 Gateway SS SS SS SS SS Yes 504 (Should be

Timeout included as part of

"B5xx")

NF as HTTP Client

Besides the HTTP Status Codes defined in the API specification, a NF as HTTP client should
support handling of 1xx, 3xx, 4xx and 5xx HTTP Status Codes specified in above table,
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following the client behavior in corresponding IETF RFC where the received HTTP Status
Code is defined.

When receiving a hot recommended or not recognized 1xx, 3xx, 4xx or 5xx HTTP Status
Code, a NF as HTTP client should treat it as x00 status code of the class, as described in
clause 6 of IETF RFC 7231.

If 100, 200/204, 300, 400 or 500 response code is not defined by the API specification, the
client may follow guidelines below:

e For 1xx (Informational):
— Discard the response and wait for final response.
e For 2xx (Successful):

— Consider the service operation is successful if no mandatory information is expected
from the response payload in subsequent procedure.

— If mandatory information is expected from response payload in subsequent procedure,
parse the payload following description in subclause 6.2.1 of IETF RFC 7231 [11]. If
parse is successful and mandatory information is extracted, continue with subsequent
procedure.

— Otherwise, consider service operation has failure and start failure handling.
*  For 3xx (Redirection):

— Retry the request towards the directed resource referred in the Location header, using
same request method.

*  For 4xx (Client Error):

— Validate the request message and make correction before resending. Otherwise, stop
process and go to error handling procedure.

*  For 5xx (Server Error):

— Stop process and go to error handling process.

NF as HTTP Server

A NF acting as an HTTP server is able to generate HTTP status codes specified in above table
per indicated HTTP method.

An HTTP method which is not supported by 5GC SBI API specification is rejected with the
HTTP status code "501 Not Implemented".

NOTE 1: In this case, the NF does not need to include in the HTTP response the "cause"
attribute indicating corresponding error since the HTTP status code "501 Not Implemented"
itself provides enough information of the error, that is, the NF does not recognize the HTTP
method.

If the specified target resource does not exist, the NF rejects the HTTP method with the HTTP
status code "404 Not Found".

If the NF supports the HTTP method but not by a target resource, the NF rejects the HTTP
method with the HTTP status code "405 Method Not Allowed" and includes in the response an
Allow header field containing the supported method(s) for that resource.

NOTE 2: In this case, the NF does not need to include in the HTTP response the "cause"
attribute indicating corresponding error since the HTTP status code "405 Method Not Allowed"
itself provides enough information of the error and hence the Allow header field lists HTTP
method(s) supported by the target resource.
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If the received HTTP request contains incorrect optional IE, the NF discards the incorrect IE.

If the NF supports the HTTP method by a target resource but the NF cannot successfully fulfill
the received request, the following requirements apply.

A NF as HTTP Server should map application errors to the most similar 3xx/4xx/5xx HTTP
status code specified in table 5.2.7.1-1. If no such code is applicable, it should use "400 Bad
Request" status code for errors caused by client side or "500 Server Internal Error” status code
for errors caused on server side.

If the received HTTP request contains unsupported payload format, the NF rejects the HTTP
request with the HTTP status code "415 Unsupported Media Type". If the HTTP PATCH
method is rejected, the NF includes the Accept-Patch header field set to the value of supported
patch document media types for a target resource i.e. to "application/merge-patch+json" if the
NF supports "JSON Merge Patch" and to "application/json-patch+json" if the NF supports
"JSON Patch". If the received HTTP PATCH request contains both "JSON Merge Patch" and
"JSON Patch" documents and the NF supports only one of them, the NF ignores unsupported
patch document.

NOTE 3: The format problem might be due to the request's indicated Content-Type or Content-
Encoding header fields, or as a result of inspecting the payload body directly.

If the received HTTP request contains payload body larger than the NF is able to process, the
NF rejects the HTTP request with the HTTP status code "413 Payload Too Large".

If the result of the received HTTP POST request used for a resource creation is equivalent to
the existing resource, the NF rejects the HTTP request with the HTTP status code "303 See
Other" and includes in the HTTP response a Location header field set to the URI of the existing
resource.

Protocol and application errors common to several 5GC SBI API specifications for which the
NF includes in the HTTP response a payload body ("ProblemDetails" data structure or
application specific error data structure) with the "cause" attribute indicating corresponding
error are listed in below table.

Table A-2 Protocol and Application Errors

- _______________________ _____________________|
Parameters HTTP status code Description
INVALID_API 400 Bad Request The HTTP request contains an

unsupported APl name or API
version in the URI.

INVALID_MSG_FORMAT 400 Bad Request The HTTP request has an invalid
format.

INVALID_QUERY_PARAM 400 Bad Request The HTTP request contains an
unsupported query parameter in
the URI.

MANDATORY_IE_INCORRECT | 400 Bad Request A mandatory IE or conditional IE

in data structure, but mandatory
required, for an HTTP method
was received with a semantically
incorrect value. (NOTE 1)

MANDATORY_IE_MISSING 400 Bad Request IE which is defined as mandatory
or as conditional in data
structure, but mandatory
required, for an HTTP method is
not included in the payload body
of the request. (NOTE 1)
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Table A-2 (Cont.) Protocol and Application Errors

Appendix A

Parameters

HTTP status code

Description

UNSPECIFIED_MSG_FAILURE

400 Bad Request

The request is rejected due to
unspecified client error. (NOTE 2)

MODIFICATION_NOT_ALLOWE
D

403 Forbidden

The request is rejected because
the contained modification
instructions attempt to modify IE
which is not allowed to be
modified.

SUBSCRIPTION_NOT_FOUND

404 Not Found

The request for modification or
deletion of subscription is
rejected because the subscription
is not found in the NF.

RESOURCE_URI_STRUCTURE
_NOT_FOUND

404 Not Found

The request is rejected because
a fixed part after the first variable
part of an
"apiSpecificResourceUriPart" (as
defined in subclause 4.4.1 of
3GPP TS 29.501) is not found in
the NF. This fixed part of the URI
may represent a sub-resource
collection (e.g. contexts,
subscriptions, policies) or a
custom operation. (NOTE 5)

INCORRECT_LENGTH

411 Length Required

The request is rejected due to
incorrect value of a Content-
length header field.

NF_CONGESTION_RISK

429 Too Many Requests

The request is rejected due to
excessive traffic which, if
continued over time, may lead to
(or may increase) an overload
situation.

INSUFFICIENT_RESOURCES

500 Internal Server Error

The request is rejected due to
insufficient resources.

UNSPECIFIED_NF_FAILURE

500 Internal Server Error

The request is rejected due to
unspecified reason at the NF.
(NOTE 3)

SYSTEM_FAILURE

500 Internal Server Error

The request is rejected due to
generic error condition in the NF.

NF_CONGESTION

503 Service Unavailable

The NF experiences congestion
and performs overload control,
which does not allow the request
to be processed. (NOTE 4)

NOTE 1: "invalidParams" attribute is included in the "ProblemDetails" data structure indicating

missing or incorrect IE.

NOTE 2: This application error indicates error in the HTTP request and there is no other
application error value that can be used instead.

NOTE 3: This application error indicates error condition in the NF and there is no other
application error value that can be used instead.
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NOTE 4: If the reason for rejection is a temporary overload, the NF may include in the
response a Retry-After header field to indicate how long the service is expected to be

unavailable.

NOTE 5: If the request is rejected because of an error in the URI before the first variable part
of "apiSpecificResourceUriPart", then the "404 Not Found" HTTP status code may be sent
without the "ProblemDetails" data structure indicating protocol or application error.
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Error Code Generated by SCP

This section describes HTTP error responses generated by SCP:

Table B-1 SCP Generated Error Responses

HTTP Status Code

Sample Error Scenarios at SCP

400

When SCP receives a request with malformed URL (For example, % is
added URL after apiRoot).

400 Not Found

When SCP receives request with the 3gpp-sbi-routing-binding header
and an invalid version.

400 Bad Request

When SCP receives a request with the malformed 3GPP-SBI-routing-
binding header.

411 Length Required

Not Applicable

413 Payload Too Large

Not Applicable

429 Too Many Requests

When the ingress rate exceeds the configured limit for a given
consumer, SCP rejects the additional messages with the error code.

431 Request Header Fields Too Large

When SCP receives a request with the total length of the headers are
larger than 8k.

500 Internal Error

e Sample 1: When payload size content length exceeds the 256 KB
threshold limit.

«  Sample 2: When the response is bigger than configured.
maxPay| oadSi zel nKb.

e Sample 3: When SCP receives a request with incorrect content-
length header field.

503 NF_CONGESTION

e Sample 1: When the producer is overloaded and no alternates are
available.

e Sample 2: When the SCP is overloaded based on configured
thresholds.

503 Service Unavailable

When SCP receives a request with the 3gpp-sbi-routing-binding header
and an invalid APl name.

504 Gateway Timeout

When no response is received from a producer for the configured
response timeout value.

508 Loop Detected

When SCP receives a via header with its own FQDN or IP.
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