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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table provides information about the acronyms and the terminologies used in the
document:

Table Acronyms and Terminologies

Field Description

5G-AN 5G Access Network

5GC 5G Core Network

5G-GUTI 5G Globally Unique Temporary Identifier

5GS 5G System

AMF Access and Mobility Management Function

API Application Programming Interface

ASM Aspen Service Mesh

AUSF Authentication Server Function

CNE Oracle Communications Cloud Native Core, Cloud Native
Environment

CRD Custom Resource Definition

Csv Comma Separated Value

cnPCRF Cloud Native Policy and Charging Rules Function

EIC Equipment Identity Check

EGW Egress Gateway

EIR Equipment Identity Register

HTTP Hypertext Transfer Protocol

IGW Ingress Gateway

JSON JavaScript Object Notation

NEF Oracle Communications Cloud Native Core, Network
Exposure Function

NF Network Function

NRF Oracle Communications Cloud Native Core, Network
Repository Function

NSI ID Network Slice Instance Identifier

NSSAI Network Slice Selection Assistance Information

NSSF Oracle Communications Cloud Native Core, Network Slice
Selection Function

NSSP Network Slice Selection Policy

PDB Provisioning Database

PDBA Provisioning Database Application

PDBI Provisioning Database Interface

PEI Permanent Equipment Identifier

PCF Policy Control Function

PCRF Policy and Charging Rules Function

PSP Pod Security Policy

PVC Persistent Volume Claim

REST Representational State Transfer

SBA Service-Based Architecture (SBA)
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Table (Cont.) Acronyms and Terminologies

Field Description

SBI Service Based Interface

SEPP Oracle Communications Cloud Native Core, Security Edge
Protection Proxy

SH Diameter Interface

SLF Subscriber Location Function

SMF Session Management Function

SOAP Simple Object Access Protocol

TPS Transaction Per Second

UDM Unified Data Management

UDR Oracle Communications Cloud Native Core, Unified Data
Repository

VSA Vendor Specific Attribute

UDSF Unstructured Data Storage Function

XML Extensible Markup Language
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What's New In This Guide

This section introduces the documentation updates for Release 24.1.x.

Release 24.1.1 - F94025-02, July 2024

¢ General Updates:

Updated the release number to 24.1.1 in the entire document.

¢ Installation Updates:

Added suppressNoti fi cati onEnabl ed parameter in the Global Configurable
Parameters section.

* Upgrade, Rollback, and Uninstall Updates:

Updated the upgrade paths in the Upgrading UDR section.
Updated the rollback paths in the Supported Rollback Paths section.

Release 24.1.0 - F94025-01, April 2024

e Updated the release version to 24.1.0 in the following sections:

Downloading Unified Data Repository Package

Pushing the Images to Customer Docker Registry

Installing UDR Package

Verifying Installation

Post Installation Task

Global Configurable Parameters

nudr-drservice Microservice Parameters

nudr-dr-provservice Microservice Parameters

nudr-notify-service Microservice Parameters

nrf-client-service Microservice Parameters

nudr-config Microservice Parameters

nudr-config-server Microservice Parameters

nudr-diameterproxy Microservice Parameters

alternate-route Microservice Parameters

nudr-perf-info Microservice Parameters

appinfo microservice parameters

diam-gateway Parameters

alternate-route Microservice Parameters

nrf-client-service Microservice Parameters

ocudr-ingressgateway-sig Microservice Parameters

ocudr-egressgateway Microservice Parameters

Upgrading UDR
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— Supported Rollback Paths

* Added the following parameter in Global Configurable Parameters:

— maxNumberOfSubscriptions

* Added the following parameters in nudr-drservice Microservice Parameters:

— gracefulShutdown.gracePeriod

—  nfType

— nfFqdn

— notificationThreadPool.corePoolSize

— notificationThreadPool.maxPoolSize

— notificationThreadPool.maxQueueCapacity

e Added the following parameters in nudr-dr-provservice Microservice Parameters:

— gracefulShutdown.gracePeriod

—  nfType

— nfFqdn

— provLogsEnabled

— provLogsApiNames

— notificationThreadPool.corePoolSize

— notificationThreadPool.maxPoolSize

— notificationThreadPool.maxQueueCapacity

* Added the following parameters in nudr-notify-service Microservice Parameters:

— gracefulShutdown.gracePeriod
— egressThreadPool.corePoolSize
— egressThreadPool.maxPoolSize
— egressThreadPool.maxQueueCapacity
* Added the gracefulShutdown.gracePeriod parameter in the followings sections:

— nudr-config Microservice Parameters

— nudr-config-server Microservice Parameters

* Added the following parameters in ocudr-ingressgateway-sig Microservice Parameters,
and ocudr-ingressgateway-prov Microservice Parameters:

— global.nfType

— global.nfFgdn

— deployment.customExtension.annotations
— gracefulShutdown.gracePeriod

e The following ciphers are deprecated in ocudr-ingressgateway-sig Microservice
Parameters:

—  TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
—  TLS_DHE_RSA_WITH_AES_256_CCM

* Added the following parameters in ocudr-egressgateway Microservice Parameters and
alternate-route Microservice Parameters:
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— deployment.customExtension.annotations
— gracefulShutdown.gracePeriod

Added the following parameter in nudr-perf-info Microservice Parameters:

— gracefulShutdown.gracePeriod

Added the following parameter in nudr-diameterproxy Microservice Parameters:

— gracefulShutdown.gracePeriod
— convertFieldsUnderSubscriberEntityToUpperCase

Added the following parameters in appinfo microservice parameters:

— gracefulShutdown.gracePeriod
— controlled_shutdown.operationlStateResourcePath
— global.nfType

Added the following parameters in Database Resolution Auditor Service:

— gracefulShutdown.gracePeriod
— dbcrAuditinterval

Added Postupgrade procedure. For more information, see Postupgrade Tasks.

Added procedure to update keys and certificates in the existing secrets. For more
information, see Creating Private Keys and Certificates for Ingress Gateway.

Added section for secondary path for PCF notifications. For more information, see
Secondary Path for PCF Notifications When the Primary PCF is Unavailable.

Added Performance 17.2K N36 and 6.56K Notifications Policy in the resource requirement.
For more information, see Resource Requirements and Performance 17.2K N36 and

6.56K Notifications Policy.
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Introduction

This guide describes how to install or upgrade Oracle Communications Cloud Native Core,
Unified Data Repository (UDR) in a cloud native environment.

@® Note

e This guide covers the installation instructions when Podman is the container
platform with Helm as the Packaging Manager. For any other container platform,
the operator must use the commands based on to their deployed container
runtime environment.

e kubect| commands can vary based on the platform deployment. Replace kubect |
with Kubernetes environment-specific command line tool to configure Kubernetes
resources through kube-api server. The instructions provided in this document are
as per the CNE version of kube-api server.

/\ Caution

User, computer and applications, and character encoding settings may cause an issue
when copy-pasting commands or any content from PDF. PDF reader version also
affects the copy-pasting functionality. It is recommended to verify the pasted content
especially when the hyphens or any special characters are part of the copied content.

1.1 Overview

UDR is a key component of the 5G Service Based Architecture (SBA). It is implemented as a
cloud native function and offers a unified database for storing application, subscription,
authentication, service authorization, policy data, session binding, and application state
information.

@® Note

The performance and capacity of the UDR system may vary based on the call model,
feature or interface configuration, and underlying CNE and hardware environment,
including but not limited to, the size of the json payload, operation type, and traffic
model.

It provides:

e an HTTP2 based RESTful interface and APIs to provision other Network Functions (NFs)
data.

e provisioning clients to access stored data.

As per the 3GPP specifications, UDR supports the following functionality:

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
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e Storage and retrieval of subscription data by UDM

e Storage and retrieval of policy data by PCF

*  Storage and retrieval of structured data for exposure

e Storage and retrieval of SLF information consumed by NRF

« Application data (including Packet Flow Descriptions (PFDs) for application detection, AF
request information for multiple UEs) by the NEF

*  Subscription and Notification feature

UDR:

e leverages a common Oracle Communications Cloud Native Framework.

e is compliant with 3GPP 29.505 Release 15 specification UDM data access.

e is compliant with 3GPP 29.519 Rel 16(backward compatible with Rel 15) specification for
PCF data access.

e is compliant with 3GPP 29.519 Rel16 specification for NEF data access.

» has tiered architecture providing separation between the connectivity, business logic and
data layers.

e uses MySQL NDB Cluster CGE edition as the backend database in the Data Tier.

e registers with NRF in the 5G network, so the other NFs in the network can discover UDR
through NRF.

e registers UDR with services: DR-SERVICE and GROUP-ID-MAP.

Unstructured Data Storage Function (UDSF):

e Supports storage and retrieval of unstructured data by any 5G NF. The specifications of
UDSEF is not defined by 3gpp.

*  This functionality is part of Oracle's 5G UDR solution.

Subscriber Location Function (SLF):

e Supports Nudr-groupid-map service as defined by 3GPP

* Registers with NRF for Nudr-groupid-map service

e Is complaint with 3GPP Release 16 for APIs to be consumed by 5G NRF
e Supports REST or JSON based provisioning APIs for SLF data

5G Equipment Identity Register (EIR) supports:

REST/JSON based provisioning of 5G EIR profile

e Bulk import of 5G EIR subscriber data via PDBI interface
e Nb5g-eir_EquipmentldentityCheck Service API
5G EIR as per 3GPP TS 29.511

1.2 References

Refer to the following documents while deploying UDR:

e Oracle Communications Cloud Native Core, Unified Data Repository User Guide

e Oracle Communications Cloud Native Core, Provisioning Gateway Guide
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e QOracle Communications Cloud Native Core, Cloud Native Environment Installation,
Upgrade, and Fault Recovery Guide

e Oracle Communications Cloud Native Core, Converged Policy Installation, Upgrade, and
Fault Recovery Guide

e Oracle Communications Cloud Native Core, Network Repository Function, Upgrade, and
Fault Recovery Guide.

e QOracle Communications Cloud Native Core, Network Function Data Collector User Guide

e Oracle Communications Cloud Native Core, cnDBTier User Guide
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Installing UDR

This chapter provides information about installing Oracle Communications Cloud Native Core,
Unified Data Repository (UDR) in a cloud native environment.

@® Note

UDR supports both fresh installation, and it can also be upgraded from 23.1.x. 22.4.x.
and 22.3.x. For more information on how to upgrade UDR, see Upgrading Unified

Data Repository.

2.1 Prerequisites

Before installing and configuring UDR, ensure that the following prerequisites are met:
2.1.1 Software Requirements
This section lists the software that must be installed before installing UDR.

Table 2-1 Preinstalled Software

Software Versions

Kubernetes 1.28.6, 1.27.5, 1.26.x, 1.25.x, and 1.24.x
Helm 3.13.2,3.12.3, 3.12.0, 3.10.3, and 3.8.2
Podman 4.2.0,4.0.2,and 3.4.2

To check the versions of the preinstalled software in the cloud native environment, run the
following commands:

kubect| version

hel m versi on

Podman ver si on

The following software are available if UDR is deployed in CNE. If you are deploying UDR in
any other cloud native environment, these additional software must be installed before
installing UDR. To check the installed software, run the following command:

helnB |'s -A

The list of additional software items, along with the supported versions and usage, is provided
in the following table:

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
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Table 2-2 Additional Software

Software Version Required for

OpenSearch Dashboard 2.3.0 Logging

OpenSearch 2.3.0 Logging

containerd 1.7.5 Container Lifecycle Managemet

Fuentd Opensearch 1.16.2 Logging

MetalLB 0.13.11 Loadbalancer

Prometheus 2.44.0 Metrics and Alerts

Grafana 9.5.3 Metrics and KPIs

Jaeger 1.52.0 Tracing

Istio 1.18.2 Service mesh

Kyverno 1.9.0 Logging

cert-manager 1.12.4 Certificates management

Velero 1.12.0 Migration, backup and restore for
Kubernetes cluster

2.1.2 Environment Setup Requirements

This section describes the environment setup required for installing UDR.

2.1.2.1 Client

Machine Requirements

This section describes the requirements for client machine, that is, the machine used by the
user to run deployment commands.

The client machine should have:

2.1.2.2 Netwo

Helm repository configured.
network access to the Helm repository and Docker image repository.
network access to the Kubernetes cluster.

required environment settings to run the kubect | and docker, and Podnman commands.
The environment should have privileges to create a namespace in the Kubernetes cluster.

Helm client installed with the 'push’ plugin. Configure the environment in such a manner
that the hel m i nst al | command to deploy the software in the Kubernetes cluster.

rk Access Requirement

The Kubernetes cluster hosts must have network access to the following repositories:

Cloud Native Core, Uni
F94025-02

Local Helm repository: It contains the UDR Helm charts. To check if the Kubernetes cluster
hosts can access the local Helm repository, run the following command:

hel m repo update

fied Data Repository Installation, Upgrade, and Fault Recovery Guide
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» Local docker image repository: It contains the UDR docker images. To check if the
Kubernetes cluster hosts can access the local Docker image repository, pull any image
with an image-tag using either of the following commands:

podman pul | <Podnman-repo>/ <i nage- nane>: <i mage-t ag>

Where:

— <Podman-r epo> is the IP address or host name of the Podman repository.
— <i mage- nanme> is the Docker image name.

— <imge-tag> is tag assigned to the Docker image used for the UDR pod.

@® Note

Run the kubect | and hel mcommands on a system based on the deployment
infrastructure. For instance, it can be run on a client machine such as VM, server, local
desktop, and so on.

2.1.2.3 Server or Space Requirement

For information about server or space requirements, see Oracle Communications Cloud Native
Core, Cloud Native Environment Installation, Upgrade, and Fault Recovery Guide

2.1.2.4 Access to OpenStack Environment

The user should have access to an existing OpenStack environment, including the OpenStack
desktop. This environment is configured with appropriate resource flavors and network
resources that allow its users to allocate resources to the virtual machines.

2.1.2.5 Availability of a Public Key

The user must have a public key for logging into the Bootstrap Host. This key should be placed
into the customer OpenStack environment using the Import Key tab on the Launch
Instance - Key Pair dialog box or through the Compute — Access and Security.

2.1.2.6 UDR Software

For UDR software, the user must install Kubernetes v1.27.5 and HELM v3.12.3. The UDR
software consists of:

« Helm Charts that reflect the UDR software version. It is a zipped tar file.
« Docker images of the microservices that are shared as tar file.
Tools Package

It consists of deployment template yaml files for the nudr-migration and nudr-bulk-import
services.

2.1.2.7 CNE Requirement

This section is applicable only if you are installing UDR on Cloud Native Environment (CNE).

UDR supports CNE 23.3.%, 23.4.x, and 24.1.x

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
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To check the CNE version, run the following command:

echo $OCCNE_VERS|I ON

@® Note

If cnDBTier 23.4.0 is used during installation, set the ndb_al | ow copying alter table
parameter to 'ON' in the ocudr_udr_10msub_dbtier_24.1.0_custom_values_24.1.0 or
ocudr_slf_37msub_dbtier_24.1.0_custom_values_24.1.0 files before installing UDR or
SLF.

For more information about CNE, see Oracle Communications Cloud Native Core, CloudNative
Environment Installation, Upgrade, and Fault Recovery Guide.

2.1.2.8 cnDBTier Requirement

UDR supports cnDBTier 23.3.x, 23.4.x, and 24.1.x cnDBTier must be configured and running
before installing UDR. For more information about cnDBTier installation, see
OracleCommunications Cloud Native Core, cnDBTier Installation, Upgrade, and Fault
Recovery Guide..

2.1.2.9 OSO Requirement

UDR supports Operations Services Overlay (OSO) 23.4.x, 23.3.x, and 23.2.x, for common
operation services (Prometheus and components such as alertmanager, pushgateway) on a
Kubernetes cluster, which does not have these common services. For more information on
installation procedure, see Oracle Communications Cloud Native Core, Operations Services
Overlay Installation and Upgrade Guide.

2.1.2.10 CNC Console Requirements

UDR supports CNC Console 24.1.x. For more information about CNC Console, see Cloud
Native Configuration Console Installation, Upgrade, and Fault Recovery Guide.

2.1.3 Resource Requirements

This section lists the resource requirements to install and run UDR, SLF, EIR, UDR Hooks, and
UDR Tools.

@® Note

The performance and capacity of the UDR system may vary based on the call model,
feature or interface configuration, and underlying CNE and hardware environment,
including but not limited to, the size of the json payload, operation type, and traffic
model.
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Table 2-3 Resource Profile for UDR Deployment

Chapter 2
Prerequisites

Resourc | Minimum | Minimum | Default Default Performa | Performa | Performa | Performa
e (Includin (Includin | nce-25K | nce-10K [ nce-25K |nce
Require g side g side Diameter | Policy SHand |[17.2K
ment car car Only 2K SOAP | N36 and
requirem requirem 6.56K
ent) ent) Notificati
ons
Policy
CPU 26 CPUs |48 CPUs |64 CPUs |102 71 CPUs | 136 122 GB 241
CPUs CPUs CPUs
Memory |26 GB 48 GB 64CPUs |102 GB 86 GB 118 GB 134 GB 189 GB
Ephemer |21 GB 21 GB 38 GB 38 GB 23 GB 38 GB 53 GB 66 GB
al
Storage
Individual | Minimum | Minimum | Default Default Performa | 10K Performa | Performa
Microserv | Resource | Resource | Resource | Resource | nce 25K | Performa | nce 25K |nce 17.2K
ice Requirem | Requirem | Requirem | Requirem | Diameter | nce SH and N36 and
Resource | ents for [entsfor |entsfor |ents for Policy 2K SOAP | 6.56K
Requirem UDR UDR UDR UDR Notificatio
ents ns Policy

For information about resources required for UDR hooks and UDR tools, see:

* Resource Requirements for UDR Hooks

» Resource Requirements for UDR Tools

Table 2-4 Resource Profile for SLF Deployment

Resource | Minimum |Minimum |Default Default Performan | Performan | Performan
Requirem (Including (Including | ce-5.5K ce-36K ce-12.1K
ent side car side car SLF SLF SLF
(Includes requireme requireme

side car nt) nt)

requireme

nt)

CPU 22 CPUs 40 CPUs 47 CPUs 79 CPUs 149 CPUs | 265 CPUs | 117 CPUs
Memory 18 GB 36 GB 47 GB 78 GB 133 GB 161 GB 84 CPUs
Ephemeral | 18 GB 18 GB 30 GB 30 GB 32GB 42 GB 27 CPUs
Storage

Individual Minimum Minimum Default Default Performanc | Performanc | Performanc
Microservic | Resource | Resource |Resource |Resource |e 5.5K for |e 36K for e 12.1K for
e Resource | Requireme | Requireme | Requireme | Requireme | SLF SLF SLF
Requireme |nts for SLF | nts for SLF [ nts for SLF | nts for SLF

nts

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025

Page 5 of 99



ORACLE’

Table 2-5 Resource Profile for EIR Deployment

Chapter 2
Prerequisites

Resource Minimum Minimum Default Default Performance-1
Requirement (Including (Including OK EIR
(Includes side side car side car Lookup

car requirement) requirement)

requirement)

CPU 22 CPUs 40 CPUs 47 CPUs 80 CPUs 104 CPUs
Memory 18 GB 36 GB 47 GB 79 GB 90 GB
Ephemeral 18 GB 18 GB 30 GB 30 GB 37GB
Storage

Individual Minimum Minimum Default Default Performance
Microservice Resource Resource Resource Resource 10K for EIR
Resource Requirements | Requirements | Requirements | Requirements

Requirements [ for EIR for EIR for EIR for EIR

2.1.3.1 Default Resource Requirements for UDR

The following table shows the default resource requirements to deploy UDR:

Table 2-6 Default Resource Requirements: UDR with Aspen Service Mesh (ASM)

Enabled
. ___________________ |
Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemera
Per Pod default | Storage
deployme
nt)

nudr- 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
drservice

nudr-dr- 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
provservice

nudr-config | 2 CPUs 2GB 1GB 4 CPUs 4GB 2GB
nudr- 2 CPUs 2GB 1GB 2 2 CPUs 4GB 2GB
config-

server

ingressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
way-sig

ingressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
way-prov

egressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4 GB 2GB
way

nudr- 2 CPUs 2GB 1GB 2 4 CPUs 4 GB 2GB
diameterpr

oxy

diam- 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
gateway

nudr- 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
ondemand

migration

nudr-notify- | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
service
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Chapter 2
Prerequisites

Table 2-6 (Cont.) Default Resource Requirements: UDR with Aspen Service Mesh
(ASM) Enabled

Microservi
ce Name

CPU Per
Pod

Memory
Per Pod

Ephemera
| Storage
Per Pod

Replicas
(As per
default
deployme
nt)

Total CPU

Total
Memory

Total
Ephemera
| Storage

alternate-
route

2 CPUs

2GB

1GB

2

4 CPUs

4GB

2GB

perf-info

1CPU

1GB

1GB

2CPU

2GB

2GB

app-info

0.5 CPU

1GB

1GB

2CPU

2GB

2GB

nudr-nrf-
client-
nfmanage
ment

1CPU

1GB

1GB

2CPU

2GB

2GB

nudr-dbcr-
auditor-
service

2 CPUs

2GB

1GB

2CPU

2GB

1GB

Total

CPU

Memory

Ephemeral
Storage

Total
resources
(Considerin
g Main
service
containers)

56 CPUs

56 GB

31GB

Additional
Resources
(Hooks/Init/
Update
Containers)

8 CPUs

8 GB

7GB

Total
Resources

64 CPUs

64 GB

38 GB

Total side
car
resources
(Applicable
for ASM
setups)

38 CPUs

38 GB

NA

Grand Total
for UDR
with side
car
requiremen
t

102 CPUs

102 GB

38 GB

@ Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,

2GB RAM, and 4G ephemeral storage for each pod.
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2.1.3.2 Minimum Resource Requirements for UDR

The minimum resource requirements to install UDR with ASM enabled are:

Chapter 2
Prerequisites

Table 2-7 Minimum Resource Requirements: UDR with Aspen Service Mesh (ASM)

Enabled
. _________________ __________________ |
Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage | (As per Memory Ephemera

Per Pod minimum | Storage
deployme
nt)

nudr- 1CPU 1GB 1GB 1 1CPU 1GB 1GB
drservice

nudr-dr- 1CPU 1GB 1GB 1 1CPU 1GB 1GB
provservice

nudr-config | 1 CPU 1GB 1GB 1CPU 1GB 1GB
nudr- 1CPU 1GB 1GB 1CPU 1GB 1GB
config-

server

nudr-nrf- 1CPU 1GB 1GB 1 1CPU 1GB 1GB
client-

nfmanage

ment

ingressgate | 2 CPUs 1GB 1GB 1 2 CPUs 2GB 1GB
way-sig

ingressgate | 2 CPUs 1GB 1GB 1 2 CPUs 2GB 1GB
way-prov

egressgate | 2 CPUs 1GB 1GB 1 2 CPUs 2GB 1GB
way

nudr- 1CPU 1GB 1GB 1 1CPU 1GB 1GB
diameterpr

OxXy

diam- 1CPU 1GB 1GB 1 1CPU 1GB 1GB
gateway

nudr- 1 CPU 1GB 1GB 1 1 CPUs 1GB 1GB
ondemand

migration

nudr-notify- | 1 CPU 1GB 1GB 1 1CPU 1GB 1GB
service

alternate- |2 CPU 1GB 1GB 1 2CPU 2GB 1GB
route

perf-info 1CPU 1GB 1GB 1CPU 1GB 1GB
app-info 0.5 CPU 1GB 1GB 1CPU 1GB 1GB
nudr-dbcr- |1 CPUs 1GB 1GB 1CPU 1GB 1GB
auditor-

service

Total - - - - CPU Memory Ephemeral

Storage
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Chapter 2
Prerequisites

Table 2-7 (Cont.) Minimum Resource Requirements: UDR with Aspen Service Mesh
(ASM) Enabled

Microservi
ce Name

CPU Per
Pod

Memory
Per Pod

Ephemera
| Storage
Per Pod

Replicas
(As per
minimum
deployme
nt)

Total CPU

Total
Memory

Total
Ephemera
| Storage

Total UDR
resources
(Considerin
g default
values)

20 CPUs

20GB

16 GB

Additional
Resources
(Hooks/Init/
Update
Containers)

6 CPUs

6 GB

5GB

Total
Resources

26 CPUs

26 GB

21GB

Total side
car
resources
(Applicable
for ASM
setups)

22 CPUs

22 GB

NA

Grand Total
for SLF
with side

car

48 CPUs

48 GB

21GB

® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,

2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.3 Performance 25K Diameter

The resources required to deploy diameter based microservices are:

Table 2-8 Resources for Diameter Based Microservices

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
per pod | Storage

nudr-diam- | 6 CPUs 4GB 1GB 2 12 CPUs 8 GB 2GB

gateway

nudr- 3 CPUs 4GB 1GB 19 57 CPUs 76 GB 19GB

diameterpr

oxy
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Table 2-8 (Cont.) Resources for Diameter Based Microservices

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
per pod | Storage

Additional |- - - - 2 CPUs 2GB 2GB

Resources

(Hooks/Init/

Update

Containers)

Total - - - - 71CPUs |86 GB 23GB

Resources

2.1.3.4 10K Performance Policy

The resources required to deploy 10K Performance Policy are:

Table 2-9 Resource Requirement for 10K Performance Policy

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
per pod | Storage

ingress- 6 CPUs 5GB 1GB 5 30CPUs |25GB 5GB

gateway

nudr- 5 CPUs 4 GB 1GB 10 50 CPUs 40 GB 10 GB

drservice

nudr-notify- | 4 CPUs 4GB 1GB 7 28 CPUs 25GB 7GB

service

egress- 4 CPUs 4 GB 1GB 4 16 CPUs 16 GB 4 GB

gateway

Additional |- - - - 12 CPUs 12 GB 12 GB

Resources

(Hooks/Init/

Update

Containers)

Total - - - - 136 CPUs | 118 GB 38 GB

Resources

2.1.3.5 Performance 25K SH and 2K SOAP

The resources required to deploy Performance 25K SH and 2K SOAP are:

Table 2-10 Performance 25K SH and 2K SOAP

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
per pod | Storage

nudr-diam- | 6 CPUs 4GB 1GB 3 18 CPUs |12GB 3GB

gateway

nudr- 3 CPUs 4GB 1GB 19 57 CPUs |76 GB 19GB

diameterpr

oxy
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Table 2-10 (Cont.) Performance 25K SH and 2K SOAP

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
per pod | Storage

ingressgate | 2 CPU 2GB 1GB 2 4 CPUs 4 GB 2GB

way-sig

ingressgate | 2 CPU 2GB 1GB 2 4 CPUs 4GB 2GB

way-prov

egressgate | 2 CPU 2GB 1GB 2 4 CPUs 4 GB 2GB

way

nudr- 2 CPU 2GB 1GB 2 4 CPUs 4GB 2GB

drservice

nudr-dr- 2CPU 2GB 1GB 2 4 CPUs 4GB 2GB

provservice

nudr-config | 1 CPU 1GB 1GB 2 2 CPUs 2GB 2GB

nudr- 1CPU 1GB 1GB 2 2 CPUs 2GB 2GB

config-

server

alternate- |1 CPU 1GB 1GB 2 2 CPUs 2GB 2GB

route

perf-info 1CPU 1GB 1GB 2 CPUs 2GB 2GB

app-info 1CPU 1GB 1GB 2 CPUs 2GB 2GB

nudr-nrf- 1CPU 1GB 1GB 2 CPUs 2GB 2GB

client-

nfmanage

ment

nudr-dbcr- |1 CPUs 1GB 1GB 1 1CPU 1GB 1GB

auditor-

service

Additional 14 CPUs 14 GB 8 GB

Resources

(Hooks/Init/

Update

Containers)

Total 122 CPUs | 134 GB 53 GB

Resources
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2.1.3.6 Default Resource Requirements for SLF

Table 2-11 Default Resource Requirements: SLF with ASM enabled
|

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |[ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
nudr- 2CPUs |[2GB 1CPUs [1GB 1GB 2 6 CPUs |6 GB 2GB
drservic
e
nudr-dr- |2 CPUs |2 GB 1CPUs |[1GB 1GB 2 6 CPUs |6 GB 2GB
provserv
ice
nudr- 2CPUs |(2GB 1CPU |1GB 1GB 2 6 CPUs |6 GB 2GB
config
nudr- 2CPUs (2GB 1CPU |[1GB 1GB 2 6 CPUs |6GB 2GB
config-
server
nudr-nrf- [1 CPU |1 GB 1CPU |1GB 1GB 2 4CPUs |4GB 2GB
client-
nfmanag
ement
ingressg |2 CPUs |2 GB 1CPUs [1GB 1GB 2 6 CPUs |6 GB 2GB
ateway-
sig
ingressg |2 CPUs |2 GB 1CPUs [1GB 1GB 2 6 CPUs |6 GB 2GB
ateway-
prov
egressg |2CPUs |2 GB 1CPUs [1GB 1GB 2 6 CPUs |6 GB 2GB
ateway
alternate | 2 CPUs (2 GB 1CPU |[1GB 1GB 2 6 CPUs |6GB 2GB
-route
perf-info [1CPU |1GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
app-info |0.5CPU |1 GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
dbcr-
auditor-
service
Total - - - - - - CPU Memory | Epheme
ral
Storage
SLF - - - - - - 39 CPUs |39 GB 23GB
resource
Require
ment
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Chapter 2

Prerequisites

Table 2-11 (Cont.) Default Resource Requirements: SLF with ASM enabled

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |[ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
Addition | - - - - - - 8 CPUs |8GB 7GB
al
Resourc
es
(Hooks/
Init/
Update
Containe
rs)
SLF - - - - - - 47 CPUs | 47 GB 30 GB
Total
Resourc
es
Total - - - - - - 32 CPUs|31GB NA
side car
resource
s
Total - - - - - - 79 CPUs|78GB |30GB
Resourc
es
® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,
2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.7 Minimum Resource Requirements for SLF

The resource requirements to install SLF with ASM enabled are:
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Prerequisites

Table 2-12 Minimum Resource Requirements: SLF with ASM Enabled
- ]

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
nudr- 1CPU |1GB 1CPU |1GB 1GB 1 2CPUs |2GB 1GB
drservic
e
nudr-dr- |1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
provserv
ice
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
config
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
config-
server
nudr-nrf- |1 CPU |1 GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
client-
nfmanag
ement
ingressg |2 CPUs |1GB 1CPU |[1GB 1GB 1 3CPUs |2GB 1GB
ateway-
sig
ingressg |2 CPUs |1GB 1CPU 1GB 1GB 1 3CPUs |2GB 1GB
ateway-
prov
egressg |2CPUs |1GB 1CPU |1GB 1GB 1 3CPUs |2GB 1GB
ateway
alternate |2 CPU |1 GB 1CPU 1GB 1GB 1 3CPUs |2GB 1GB
-route
perf-info |1 CPU | 1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
app-info |0.5CPU |1 GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
dbcr-
auditor-
service
Total - - - - - - CPU Memory | Epheme
ral
Storage
SLF - - - - - - 16 CPUs| 12 GB 12 GB
resource
Require
ment
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Table 2-12 (Cont.) Minimum Resource Requirements: SLF with ASM Enabled

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |[ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
Addition |- - - - - - 6 CPUs |6GB 6 GB
al
Resourc
es
(Hooks/
Init/
Update
Containe
rs)
SLF - - - - - - 22 CPUs| 18 GB 18 GB
Total
Resourc
es
Total - - - - - - 18 CPUs| 18 GB NA
side car
resource
S
Total - - - - - - 40 CPUs| 36 GB 18 GB
Resourc
es

@® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,
2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.8 Performance 5.5K for SLF

The performance based resource requirements are as follows:

@ Note

This deployment can support 5.7K SLF traffic (200 Provisioning + 5500 SLF Lookup).
The subscriber size on cnDBTier used for testing is 12M.
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Table 2-13 Resource Requirements - Performance
|

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
nudr- 5CPUs (4GB 4CPUs |4GB 1GB 4 36 CPUs|32GB 4GB
drservic
e
nudr-dr- |5 CPUs |4 GB 4CPUs |4GB 1GB 2 18 CPUs| 16 GB 2GB
provserv
ice
nudr- 2CPUs (2GB 1CPU |[1GB 1GB 2 6 CPUs |6GB 2GB
config
nudr- 2CPUs |[2GB 1CPU |[1GB 1GB 2 6 CPUs |6 GB 2GB
config-
server
nudr-nrf- [1 CPU |1 GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
client-
nfmanag
ement
ingressg |6 CPUs |4 GB 4CPUs |4GB 1GB 2 20 CPUs| 16 GB 2GB
ateway-
sig
ingressg |6 CPUs |4 GB 4 CPUs |4GB 1GB 2 20 CPUs| 16 GB 2GB
ateway-
prov
egressg |2CPUs |2 GB 2CPUs |1GB 1GB 2 8 CPUs |6 GB 2GB
ateway
alternate | 2 CPUs |2 GB 1CPU 1GB 1GB 2 6 CPUs |6GB 2GB
-route
perf-info [1CPU |1GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
app-info |0.5CPU |1 GB 1CPU |1GB 1GB 2 4CPUs |4GB 2GB
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
dbcr-
auditor-
service
Total - - - - - - CPU Memory | Epheme
ral
Storage
SLF - - - - - - 77 CPUs| 63 GB 25GB
resource
Require
ment
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Table 2-13 (Cont.) Resource Requirements - Performance

Chapter 2

Prerequisites

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
Addition |- - - - - - 7CPUs |7GB 7GB
al
Resourc
es
(Hooks/
Init/
Update
Containe
rs)
SLF - - - - - - 84 CPUs| 70 GB 32GB
Total
Resourc
es
Total - - - - - - 65 CPUs| 63 GB NA
side car
resource
S
Total - - - - - - 149 133GB |32GB
Resourc CPUs
es
® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,
2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.9 Performance 36K for SLF

The performance deployment can support 36K SLF traffic + 1.26K Provisioning. The
subscriber size on cnDBTier used for testing is 50M.

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 17 of 99



ORACLE Chapter 2
Prerequisites

Table 2-14 Resource Requirements - Performance
|

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
nudr- 7CPUs (4GB 3CPUs |1GB 1GB 10 100 50 GB 10 GB
drservic CPUs
e
nudr-dr- |4 CPUs |4 GB 3CPUs |1GB 1GB 2 14 CPUs| 10 GB 2GB
provserv
ice
nudr- 2CPUs (2GB 1CPU |[1GB 1GB 2 6 CPUs |6GB 2GB
config
nudr- 2CPUs |[2GB 1CPU |[1GB 1GB 2 6 CPUs |6 GB 2GB
config-
server
nudr-nrf- [1 CPU |1 GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
client-
nfmanag
ement
ingressg |6 CPUs |4 GB 3CPUs |1GB 1GB 10 90 CPUs| 50 GB 10 GB
ateway-
sig
ingressg |6 CPUs |4 GB 3CPUs |1GB 1GB 2 18 CPUs| 10 GB 2GB
ateway-
prov
egressg |2CPUs |2 GB 2CPUs |1GB 1GB 2 8 CPUs |6 GB 2GB
ateway
alternate | 2 CPUs |2 GB 1CPU 1GB 1GB 2 6 CPUs |6GB 2GB
-route
perf-info [1CPU |1GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
app-info |0.5CPU |1 GB 1CPU |1GB 1GB 2 4CPUs |4GB 2GB
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
dbcr-
auditor-
service
Total - - - - - - CPU Memory | Epheme
ral
Storage
SLF - - - - - - 173 119 GB |39GB
resource CPUs
Require
ment
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Table 2-14 (Cont.) Resource Requirements - Performance

Chapter 2

Prerequisites

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
Addition | - - - - - - 3CPUs |3GB 3GB
al
Resourc
es
(Hooks/
Init/
Update
Containe
rs)
SLF - - - - - - 176 122 GB |42 GB
Total CPUs
Resourc
es
Total - - - - - - 89 CPUs| 39 GB NA
side car
resource
s
Total - - - - - - 265 161 GB |42 GB
Resourc CPUs
es
® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,
2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.10 Performance 12.1K for SLF

The performance deployment can support 12.1K SLF traffic + 1.26K Provisioning. The

subscriber size on cnDBTier used for testing is 37M.
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Table 2-15 Resource Requirements - Performance
|

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
nudr- 6 CPUs (4GB 2CPUs |1GB 1GB 3 24 CPUs| 15 GB 3GB
drservic
e
nudr-dr- |4 CPUs |4 GB 1CPUs [1GB 1GB 2 12 CPUs| 10GB 2GB
provserv
ice
nudr- 2CPUs (2GB 1CPU |[1GB 1GB 1 3CPUs |3GB 1GB
config
nudr- 2CPUs |[2GB 1CPU |[1GB 1GB 1 3CPUs |3GB 1GB
config-
server
nudr-nrf- [1 CPU |1 GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
client-
nfmanag
ement
ingressg |6 CPUs |4 GB 4CPUs |1GB 1GB 4 40 CPUs|20GB |4 GB
ateway-
sig
ingressg |4 CPUs |4 GB 2CPUs |1GB 1GB 2 12 CPUs| 10 GB 2GB
ateway-
prov
egressg |1 CPUs |1GB 1CPUs [1GB 1GB 2 4CPUs |4GB 2GB
ateway
alternate | 2 CPUs |2 GB 1CPU 1GB 1GB 2 6 CPUs |6GB 2GB
-route
perf-info [1CPU |1GB 1CPU |[1GB 1GB 2 4CPUs |4GB 2GB
app-info |[1CPU |1GB 1CPU |1GB 1GB 2 4CPUs |4GB 2GB
nudr- 1CPU |1GB 1CPU |[1GB 1GB 1 2CPUs |2GB 1GB
dbcr-
auditor-
service
Total - - - - - - CPU Memory | Epheme
ral
Storage
SLF - - - - - - 73 CPUs| 57 GB 24 GB
resource
Require
ment
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Table 2-15 (Cont.) Resource Requirements - Performance

Chapter 2
Prerequisites

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
Addition |- - - - - - 3CPUs |3GB 3GB
al
Resourc
es
(Hooks/
Init/
Update
Containe
rs)
SLF - - - - - - 76 CPUs| 60 GB 27 GB
Total
Resourc
es
Total - - - - - - 41 CPUs| 24 GB NA
side car
resource
S
Total - - - - - - 117 84 GB 27 GB
Resourc CPUs
es
® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,
2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.11 Default Resource Requirements for EIR

Table 2-16 Default Resource Requirements: EIR

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemera
Per Pod default for the | Storage
deployme Pod
nt)
nudr- 2 CPUs 2GB 1GB 2 4 CPUs 4 GB 2 GB
drservice
nudr-dr- 2 CPUs 2 GB 1GB 2 4 CPUs 4 GB 2 GB
provservice
nudr-config | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
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Table 2-16 (Cont.) Default Resource Requirements: EIR

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemera
Per Pod default for the | Storage
deployme Pod
nt)
nudr- 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
config-
server
nudr-nrf- 1CPU 1GB 1GB 2 4 CPUs 4GB 2GB
client-
nfmanage
ment
ingressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
way-sig
ingressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
way-prov
egressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
way
alternate- |2 CPUs 2GB 1GB 2 4 CPUs 2GB 2GB
route
perf-info 1CPU 1GB 1GB 2 CPUs 2GB 2GB
app-info 0.5 CPU 1GB 1GB 2 CPUs 2GB 2GB
nudr-dbcr- |1 CPU 1GB 1GB 1CPU 1GB 1GB
auditor-
service
Total - - - - CPU Memory Ephemeral
Storage
EIR - - - - 39CPUs |39GB 23 GB
resource
Requireme
nt
Additional |- - - - 8 CPUs 8 GB 7GB
Resources
(Hooks/Init/
Update
Containers)
EIR Total |- - - - 47 CPUs (47GB 30 GB
Resources
Total side |- - - - 33CPUs |32GB NA
car
resources,
if installed
with ASM
Total - - - - 80CPUs |79GB 30GB
Resources
® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,

2GB RAM, and 4G ephemeral storage for each pod.
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2.1.3.12 Minimum Resource Requirements for EIR

Table 2-17 Minimum Resource Requirements: EIR

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemeral
Per Pod minimum for the Storage
deployme Pod
nt)
nudr- 1CPU 1GB 1GB 1 1 CPUs 1GB 1GB
drservice
nudr-dr- 1CPU 1GB 1GB 1 1 CPUs 1GB 1GB
provservice
nudr-config | 1 CPU 1GB 1GB 1 CPUs 1GB 1GB
nudr- 1CPU 1GB 1GB 1 CPUs 1GB 1GB
config-
server
nudr-nrf- 1CPU 1GB 1GB 1 1 CPUs 1GB 1GB
client-
nfmanage
ment
ingressgate | 2 CPUs 1GB 1GB 1 2 CPUs 1GB 1GB
way-sig
ingressgate [ 2 CPUs 1GB 1GB 1 2 CPUs 1GB 1GB
way-prov
egressgate | 2 CPUs 1GB 1GB 1 2 CPUs 1GB 1GB
way
alternate- |2 CPU 1GB 1GB 1 2 CPUs 1GB 1GB
route
perf-info 1CPU 1GB 1GB 1 CPUs 1GB 1GB
app-info 0.5 CPU 1GB 1GB 1 CPUs 1GB 1GB
nudr-dbcr- |1 CPU 1GB 1GB 1CPU 1GB 1GB
auditor-
service
Total - - - - CPU Memory Ephemeral
Storage
EIR - - - - 16 CPUs [12GB 12 GB
resource
Requireme
nt
Additional |- - - - 6 CPUs 6 GB 6 GB
Resources
(Hooks/Init/
Update
Containers)
EIR Total - - - - 22 CPUs 18 GB 18 GB
Resources
Total side |- - - - 18 CPUs 18 GB NA
car
resources,
if installed
with ASM
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Table 2-17 (Cont.) Minimum Resource Requirements: EIR

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemeral
Per Pod minimum for the Storage

deployme Pod
nt)

Total - - - - 40CPUs |36GB 18 GB

Resources

® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,

2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.13 Performance 10K for EIR

The performance based resource requirements are as follows:

@® Note

This deployment can support 10k EIR EIC traffic. The subscriber size on cnDBTier
used for testing is 300k.

Table 2-18 Resource Requirements - Performance 10K for EIR

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemera
Per Pod default for the | Storage
deployme Pod
nt)
nudr- 4 CPUs 4GB 1GB 6 24CPUs |24GB 6 GB
drservice
nudr-dr- 4 CPUs 4GB 1GB 2 8 CPUs 8 GB 2GB
provservice
nudr-config | 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
nudr- 2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
config-
server
nudr-nrf- 1CPU 1GB 1GB 2 2 CPUs 2GB 2GB
client-
nfmanage
ment
ingressgate | 6 CPUs 4GB 1GB 5 30CPUs |20GB 5GB
way-sig
ingressgate | 6 CPUs 4GB 1GB 2 12CPUs |8GB 2GB
way-prov
egressgate | 2 CPUs 2GB 1GB 2 4 CPUs 4 GB 2GB
way
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Table 2-18 (Cont.) Resource Requirements - Performance 10K for EIR

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total
ce Name |Pod Per Pod | Storage | (As per Memory Ephemera
Per Pod default for the | Storage
deployme Pod
nt)
alternate- |2 CPUs 2GB 1GB 2 4 CPUs 4GB 2GB
route
perf-info 1CPU 1GB 1GB 2 2 CPUs 2GB 1GB
app-info 0.5 CPU 1GB 1GB 2 2 CPUs 2GB 2GB
nudr-dbcr- |1 CPU 1GB 1GB 1CPU 1GB 1GB
auditor-
service
Total - - - - CPU Memory Ephemeral
Storage
EIR - - - - 97 CPUs |83GB 30GB
resource
Requireme
nt
Additional |- - - - 7 CPUs 7GB 7GB
Resources
(Hooks/Init/
Update
Containers)
Total - - - - 104 CPUs |90 GB 37GB
Resources
® Note

If the debug tool is enabled, then the additional resource requirements are 1 CPU,

2GB RAM, and 4G ephemeral storage for each pod.

2.1.3.14 Performance 17.2K N36 and 6.56K Notifications Policy

The performance deployment can support 17.2K N36 + 6.56K Notifications Policy.

Table 2-19 Resource Requirements - Performance

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
Per Pod | Storage

ingressgate | 6 CPUs 4 GB 1GB 9 54 CPUs 36 GB 9GB

way-sig

ingressgate | 4 CPUs 4GB 1GB 2 8 CPUs 8 GB 2GB

way-prov

nudr- 6 CPUs 4GB 1GB 17 102 CPUs |68 GB 17 GB

drservice

nudr-dr- 4 CPUs 4GB 1GB 2 8 CPUs 8 GB 2GB

provservice
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2.1.3.15 Resource Requirements for UDR Hooks

Table 2-19 (Cont.) Resource Requirements - Performance

Chapter 2
Prerequisites

Microservi | CPU Per Memory Ephemera | Replicas | Total CPU | Total Total

ce Name |Pod Per Pod | Storage Memory Ephemera
Per Pod | Storage

nudr-notify- | 4 CPUs 4GB 1GB 7 28CPUs |28GB 7GB

service

egress- 4 CPUs 4GB 1GB 4 16 CPUs 16 GB 4 GB

gateway

nudr-config | 1 CPU 1GB 1GB 2 CPUs 2GB 2GB

nudr- 1CPU 1GB 1GB 2 CPUs 2GB 2GB

config-

server

alternate- |1 CPUs 1GB 1GB 2 2 CPUs 2GB 2GB

route

perf-info 1CPU 1GB 1GB 2 2 CPUs 2GB 2GB

app-info 1CPU 1GB 1GB 2 CPUs 2GB 2GB

nudr-nrf- 1CPU 1GB 1GB 2 CPUs 2GB 2GB

client-

nfmanage

ment

nudr-dbcr- |1 CPU 1GB 1GB 1 1CPU 1GB 1GB

auditor-

service

Additional |- - - - 12 CPUs 12 GB 12 GB

Resources

(Hooks/Init/

Update

Containers)

Total - - - - 241 CPUs | 189 GB 66 GB

Resources

For UDR hooks, the following set of resources should be available;

Table 2-20 Install, Upgrade, Rollback, Delete or Uninstall, and Test Hooks
|
Hook Name CPU Memory Side car CPU | Side car Ephemeral
Requirement | Requirement [Requirement |Memory Storage
Requirement | Requirement
nudr-config- 1CPU 1GB 1CPU 1GB 1GB
server-pre-
install
nudr-config- 1CPU 1GB 1CPU 1GB 1GB
server-post-
install
nudr-config- 1CPU 1GB 1CPU 1GB 1GB
server-pre-
upgrade
nudr-config- 1CPU 1GB 1CPU 1GB 1GB
server-post-
upgrade

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 26 of 99



ORACLE’

Chapter 2
Prerequisites

Table 2-20 (Cont.) Install, Upgrade, Rollback, Delete or Uninstall, and Test Hooks
-

pre-install

Hook Name CPU Memory Side car CPU | Side car Ephemeral

Requirement | Requirement [Requirement |Memory Storage
Requirement | Requirement

nudr-config- 1CPU 1GB 1CPU 1GB 1GB

server-pre-

rollback

nudr-config- 1CPU 1GB 1CPU 1GB 1GB

server-post-

rollback

nudr-config- 1CPU 1GB 1CPU 1GB 1GB

server-pre-

delete

nudr-config- 1CPU 1GB 1CPU 1GB 1GB

server-post-

delete

nudr-pre-install | 1 CPU 1GB 1CPU 1GB 1GB

nudr-post-install | 1 CPU 1GB 1CPU 1GB 1GB

nudr-pre- 1CPU 1GB 1CPU 1GB 1GB

upgrade

nudr-post- 1CPU 1GB 1CPU 1GB 1GB

upgrade

ingressgateway | 1 CPU 1GB 1CPU 1GB 1GB

-pre-install

ingressgateway | 1 CPU 1GB 1CPU 1GB 1GB

-pre-upgrade

ingressgateway | 1 CPU 1GB 1CPU 1GB 1GB

-pre-rollback

ingressgateway |1 CPU 1GB 1CPU 1GB 1GB

-pre-delete

ingressgateway | 1 CPU 1GB 1CPU 1GB 1GB

-post-upgrade

ingressgateway | 1 CPU 1GB 1CPU 1GB 1GB

-post-rollback

ingressgateway | 1 CPU 1GB 1CPU 1GB 1GB

-pre-upgrade-

oauth-validator

egressgateway- | 1 CPU 1GB 1CPU 1GB 1GB

pre-install

egressgateway- | 1 CPU 1GB 1CPU 1GB 1GB

pre-upgrade

egressgateway- | 1 CPU 1GB 1CPU 1GB 1GB

pre-rollback

egressgateway- | 1 CPU 1GB 1CPU 1GB 1GB

pre-delete

egressgateway- | 1 CPU 1GB 1CPU 1GB 1GB

post-upgrade

egressgateway- | 1 CPU 1GB 1CPU 1GB 1GB

post-rollback

alternate-route- | 1 CPU 1GB 1CPU 1GB 1GB
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Table 2-20 (Cont.) Install, Upgrade, Rollback, Delete or Uninstall, and Test Hooks
-

Hook Name

CPU
Requirement

Memory
Requirement

Side car CPU
Requirement

Side car
Memory
Requirement

Ephemeral
Storage
Requirement

alternate-route- | 1 CPU 1GB 1CPU 1GB 1GB
pre-upgrade

alternate-route- | 1 CPU 1GB 1CPU 1GB 1GB
pre-rollback

alternate-route- | 1 CPU 1GB 1CPU 1GB 1GB
pre-delete

alternate-route- | 1 CPU 1GB 1CPU 1GB 1GB
post-upgrade

alternate-route- | 1 CPU 1GB 1CPU 1GB 1GB
post-rollback

perf-info-pre- 1CPU 1GB 1CPU 1GB 1GB
install

perf-info-pre- 1CPU 1GB 1CPU 1GB 1GB
upgrade

perf-info-pre- 1CPU 1GB 1CPU 1GB 1GB
rollback

perf-info-pre- 1CPU 1GB 1CPU 1GB 1GB
delete

perf-info-post- |1 CPU 1GB 1CPU 1GB 1GB
upgrade

perf-info-post- |1 CPU 1GB 1CPU 1GB 1GB
rollback

app-info-pre- 1CPU 1GB 1CPU 1GB 1GB
install

app-info-pre- 1CPU 1GB 1CPU 1GB 1GB
upgrade

app-info-pre- 1CPU 1GB 1CPU 1GB 1GB
rollback

app-info-pre- 1CPU 1GB 1CPU 1GB 1GB
delete

app-info-post- |1 CPU 1GB 1CPU 1GB 1GB
upgrade

app-info-post- |1 CPU 1GB 1CPU 1GB 1GB
rollback

nudr-nrf-client- |1 CPU 1GB 1CPU 1GB 1GB
nfmanagement-

pre-install

nudr-nrf-client- |1 CPU 1GB 1CPU 1GB 1GB
nfmanagement-

pre-upgrade

nudr-nrf-client- |1 CPU 1GB 1CPU 1GB 1GB
nfmanagement-

pre-rollback

nudr-nrf-client- |1 CPU 1GB 1CPU 1GB 1GB
nfmanagement-

pre-delete
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Table 2-20 (Cont.) Install, Upgrade, Rollback, Delete or Uninstall, and Test Hooks

Hook Name CPU Memory Side car CPU | Side car Ephemeral
Requirement | Requirement [Requirement |Memory Storage
Requirement | Requirement

nudr-nrf-client- |1 CPU 1GB 1CPU 1GB 1GB
nfmanagement-
post-upgrade
nudr-nrf-client- |1 CPU 1GB 1CPU 1GB 1GB
nfmanagement-
post-rollback
test 1CPU 1GB NA NA 1GB

® Note

*  These hooks are applicable for both SLF and UDR deployments with ASM.
However, these hooks are executed on demand, for example, during install,
uninstall, upgrade, rollback, or helm-test cases.

» All the hooks in the above table except test are cleared once the job is completed.

2.1.3.16 Resource Requirements for UDR Tools

The resource details to install UDR Tools are:

Table 2-21 UDR Tools with ASM Enabled

Microse | CPU Memory | Sidecar | Sidecar | Epheme | Replica | Total Total Total
rvice Per Pod | Per Pod | contain | contain |ral s (As CPU Memory | Epheme
Name er CPU |er Storage | per (Micro |forthe |[ral
Per Pod | Memory | Per Pod | default |service |Pod Storage
Per Pod deploy |+ (Micro
ment) Sidecar | service
Contain |+
ers) Sidecar
Contain
ers)
nudr- 4 CPUs |6GB 2CPUs |1GB 1GB 1 6 CPUs |7 GB 1GB
bulk-
import
nudr- 4 CPUs |4GB 2CPUs |1GB 1GB 1 6 CPUs |5GB 1GB
migratio
n
nudr- 4 CPUs |3GB 2CPUs |1GB 1GB 1 6 CPUs |5GB 1GB
export-
tool
® Note

If the Debug tool is enabled, then you need additional resources; 1 CPU, 2GB RAM
and 4G ephemeral storage for each pod.

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
F94025-02 September 3, 2025
Copyright © 2019, 2024, Oracle and/or its affiliates. Page 29 of 99



ORACLE’

Chapter 2
Installation Sequence

2.2 Installation Sequence

This section describes UDR preinstallation, installation, and postinstallation tasks.

2.2.1 Prelnstallation Tasks

Before installing UDR, perform the tasks described in this section:

2.2.1.1 Downloading Unified Data Repository Package

To download the UDR package from My Oracle Support (MOS), perform the following steps:

S A s

6
7
8.
9

Log in to My Oracle Support using your login credentials.

Select the Patches and Updates tab.
In the Patch Search console, select Product or Family (Advanced) option.

Enter Oracl e Communi cations C oud Native Core - 5Gin Product field and select the
product from the Product drop-down list.

From the Release drop-down list select Oracle Communications Cloud Native Core
Unified Data Repository <release_number>. Where, <release_number> indicates the
required release number of OCUDR.

Click Search. The Patch Advanced Search Results list appears.
Select the required patch from the search results. The Patch Details window appears.
Click Download. The File Download window appears.

Click the <p****+*** <release_number>_Tekelec>.zip file to download the package.

2.2.1.2 Pushing the Images to Customer Docker Registry

UDR deployment package includes ready-to-use images and Helm charts to orchestrate
containers in Kubernetes.

To push the images to the registry:

1.

Unzip the release package to the location where you want to install UDR. The package is
as follows: Rel easeNane_pkg_Rel easenunber.tgz.

Untar the UDR package zip file to get UDR image tar file:
tar -xvf ocudr_pkg 24 1 1 0 0.tgz

This command results into ocudr _pkg_24 1 1 0 0.t gz directory. The directory consists of
following:

e ocudr_pkg 24 1 1 0_0.tgz

e ocudr-24.1.1.tgz (helm chart)

e ocudr-24.1.1.tgz.sha256 (checksum)

* nudr-bulk-import-24.1.1.tgz (helm chart for bulk import tool)
* nudr-bulk-import-24.1.1.tgz.sha256 (checksum)

e nudr-export-tool-24.1.1.tgz (helm chart for export tool)

e nudr-export-tool-24.1.1.tgz.sha256 (checksum)
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nudr-migration-tool-24.1.1.tgz (helm chart for migration tool)

nudr-migration-tool-24.1.1.tgz.sha256 (checksum)

ocudr-servicemesh-config-24.1.0.tgz (service mesh helm chart)

nudr-export-tool-24.1.1.tgz.sha256 (checksum)

ocudr-servicemesh-config-24.1.0.tgz.sha256 (checksum)

ocudr-images-24.1.1.tar (docker images)

ocudr-images-24.1.1.tar.sha256 (checksum)

ocudr_custom_configtemplates_24.1.1.zip

ocudr_custom_configtemplates_24.1.1.zip.sha256

Readme.txt (Contains cksum and md5sum of tarballs)

3. Verify the package content from the Readne. t xt file.

4. Run one of the following commands to load the ocudr-images-24.1.1.tar file into the
Docker system. Run the following command:

docker load --input /root/ocudr-imges-24.1.1.tar

sudo podman |oad --input /root/ocudr-imges-24.1.1.tar

5. To verify if the image is loaded correctly, run the following command:

docker images | grep ocudr

@® Note

If required, re-tag and push the images according to their repository.

The following table lists the docker images for UDR:

Table 2-22 UDR Images

Service Name Image Image Version
nudr-drservice ocudr/ 241.1
nudr_datarepository_service
ocudr/debug-tools 24.1.1
nudr-dr-provservice ocudr/ 24.1.1
nudr_datarepository_service
ocudr/debug-tools 24.1.1
nudr-notify-service ocudr/nudr_notify_service 24.1.1
ocudr/debug-tools 24.1.1
nrf-client ocudr/nrf-client 24.1.5
ocudr/debug-tools 24.1.1
ingressgateway ocudr/ocingress_gateway 24.1.8
ocudr/configurationinit 24.1.8
ocudr/configurationupdate 24.1.8
ocudr/debug-tools 24.1.1
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hook

Service Name Image Image Version
egressgateway ocudr/ocegress_gateway 24.1.8
ocudr/configurationinit 24.1.8
ocudr/configurationupdate 24.1.8
ocudr/debug-tools 24.1.1
nudr-config ocudr/nudr_config 24.1.1
ocudr/debug-tools 24.1.1
nudr-config-server ocudr/ocpm_config_server 24.1.3
ocudr/debug-tools 24.1.1
nudr-diameterproxy ocudr/nudr_diameterproxy 24.1.1
ocudr/debug-tools 241.1
diam-gateway ocudr/nudr_diameterproxy 24.1.1
ocudr/debug-tools 24.1.1
nudr-ondemand-migration ocudr/ 24.1.1
nudr_ondemand_migration
ocudr/debug-tools 24.1.1
alternate-route ocudr/alternate_route 24.1.8
ocudr/debug-tools 24.1.1
nudr-perf-info ocudr/perf-info 24.1.3
ocudr/debug-tools 24.1.1
nudr-app-info ocudr/app-info 24.1.3
ocudr/debug-tools 24.1.1
nudr-bulk-import ocudr/nudr-bulk-import 24.1.1
ocudr/nudr-xmltocsv 24.1.1
ocudr/nudr-pdbitocsv 24.1.1
ocudr/debug-tools 2411
nudr-export-tool ocudr/nudr-export-tool 24.1.1
ocudr/debug-tools 24.1.1
nudr-migration ocudr/ 24.1.1
nudr_pre_migration_hook
ocudr/nudr_migration 24.1.1
ocudr/debug-tools 24.1.1
nudr-dbcr-auditor-service ocudr/ 24.1.1
nudr_dbcr_auditor_service
ocudr/debug-tools 2411
ingressgateway/egressgateway/ | ocudr/common_config_hook 24.1.8
alternate-route/perf-info/app-info
hooks
nudr-pre-install-hook/nudr-pre- | ocudr/nudr_common_hooks 2411
upgrade-hook/nudr-post-
upgrade-hook/nudr-post-
rollback-hook/nudr-post-install-
hook
nudr-bulk-import-pre-upgrade- | ocudr/ 241.1

nudr_bulk_import_pre_upgrade
_hook
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Table 2-22 (Cont.) UDR Images
- ____________________ |

Service Name Image Image Version
nudr-bulk-import-post-upgrade- | ocudr/ 24.1.1
hook nudr_bulk_import_post_upgrad

e_hook
nudr-export-tool-pre-upgrade- ocudr/ 24.1.1
hook nudr_export_tool_pre_upgrade

_hook
nudr-export-tool-post-upgrade- | ocudr/ 24.1.1
hook nudr_export_tool_post_upgrad

e_hook
test ocudr/nf_test 24.1.1

® Note

The nudr-notify-service and nudr-diameterproxy-service microservices are not
required for SLF deployment and nudr-notify-service, nudr-diameterproxy, and
nudr-ondemand-migration are not required for EIR deployment. So, disable these
services by setting the 'enabled’ value as 'false’ under the nudr-diameterproxy and
nudr-notity-service, and nudr-ondemand-migration sections of the custom values
file. For more information, see User Configurable Parameter.

Run one of the following commands to tag the images to the registry:

docker tag <image-name>: <i mage-tag> <docker-repo>/ <i mage- name>: <i nage- t ag>

sudo podman tag <custoner repo>/<i magen name>: <i mage versi on> <cust oner
repo>/ <i magen nane>: <i mage versi on>

Sample Tag Commands:

# podman tag ocudr/nudr_datarepository service:24.1.1 <customer repo>/
nudr_dat arepository_service:24.1.1

# podman tag ocudr/nrf-client:24.1.5 <customer repo>/nrf-client:24.1.5
# podman tag ocudr/nudr_common_hooks: 24. 1.1 <cust onmer repo>/
nudr_common_hooks: 24. 1.1

# podman tag ocudr/nf test:24.1.1 <custoner repo>/nf _test:24.1.1

# podman tag ocudr/nudr_bul k_inport:24.1.1 <custoner repo>/

nudr_bul k_inport:24.1.1

# podman tag ocudr/nudr_bul k_inport _pre_install _hook:24.1.1 <cust oner
repo>/ nudr_bul k_inport _pre_install _hook:24.1.1

# podman tag ocudr/nudr_bul k_inport _post _upgrade_hook: 24. 1. 1 <cust orer
repo>/ nudr _bul k_i nport _post _upgrade_hook: 24.1.1

# podman tag ocudr/nudr_export tool pre_install _hook:24.1.1 <custoner
repo>/ nudr_export _tool pre_install _hook:24.1.1

# podman tag ocudr/nudr_export _tool post _upgrade _hook: 24. 1.1 <cust omer
repo>/ nudr_export tool post _upgrade_hook:24.1.1

# podman tag ocudr/nudr_export _tool:24.1.1 <custoner repo>/
nudr_export tool:24.1.1

# podman tag ocudr/nudr_migration:24.1. 1 <custoner repo>/
nudr_mgration:24.1.1
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# podman tag ocudr/nudr_pre_migration_hook:24.1.1 <customer repo>/
nudr_pre_nmigration_hook:24.1.1

# podman tag ocudr/nudr_config:24.1.1 <custoner repo>/nudr_config:24.1.1
# podman tag ocudr/ocpm config _server:24.1.3 <custoner repo>/

ocpm config_server:24.1.3

# podman tag ocudr/ocingress_gateway: 24. 1.5 <customer repo>/

oci ngress_gateway: 24.1. 5

# podman tag ocudr/ocegress_gateway: 24.1.5 <custoner repo>/
ocegress_gateway: 24.1.5

# podman tag ocudr/configurationinit:24.1.5 <custoner repo>/
configurationinit:24.1.5

# podman tag ocudr/configurationupdate: 24. 1.5 <customer repo>/
configurationupdate: 24.1.5

# podman tag ocudr/debug-tool s:24.1.1 <custoner repo>/debug-tools:24.1.1
# podman tag ocudr/alternate_route:24.1.5 <custoner repo>/

alternate route:24.1.5

# podman tag ocudr/common_config_hook: 24.1.5 <custoner repo>/
como_config_hook: 24.1.5

# podman tag ocudr/perf-info:24.1.3 <custoner repo>/perf-info:24.1.3
# podman tag ocudr/app-info:24.1.3 <customer repo>/app-info:24.1.3

# podman tag ocudr/nudr_dbcr_auditor_service:24.1.1 <customer repo>/
nudr_dbcr _auditor_service:24.1.1

Below microservices are applicable only in UDR mode.

# podman tag ocudr/nudr_notify service:24.1.1 <custoner repo>/
nudr_notify service:24.1.1

# podman tag ocudr/nudr_di aneterproxy:24.1.1 <custoner repo>/
nudr_di amet erproxy: 24.1.1

# podman tag ocudr/nudr_di am gat eway: 24. 1. 1 <cust oner repo>/
nudr_di am gat eway: 24. 1.1

# podman tag ocudr/nudr_ondemand_mi gration: 24.1.1 <custoner repo>/
nudr_ondenand_nigration: 24.1.1

@® Note

e <customer_repo> is the local docker registry on the cluster having Port
Number, if registry has a port attached to it.

e For OCCNE, copy the package to bastion server and use localhost:5000 as
CUSTOMER_REPO to tag the images and push to bastion docker registry.

*  You may need to configure the Docker certificate before the push command to
access customer registry via HTTPS, otherwise, docker push command may
fail.

Run one of the following commands to push the images to the registry:

docker push <docker-repo>/ <i mage- name>: <i nage-t ag>

# sudo podman push <custoner repo>/<i nagen nane>; <i nage versi on>
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Beginning from OC-CNE 1.9, Docker is replaced by Podman. Run the following
sample Podman command to push the Docker image:

Sample Push Commands:

podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push
podnan push

HHAHFRHFHFHFHFHHHFHFHFHF R AR

<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner
<cust oner

repo>/ readi ness_check: 24.1. 1

repo>/ nudr _dat arepository _service:24.1.1
repo>/nrf-client:24.1.5

repo>/ nudr _common_hooks: 24.1. 1
repo>/nf_test:24.1.1

repo>/ nudr_bul k_inport:24.1.1
repo>/nudr_bul k _inmport _pre_install _hook:24.1.1
repo>/ nudr _bul k_i nport _post _upgrade_hook: 24.1. 1
repo>/ nudr_export _tool pre_install _hook:24.1.1
repo>/ nudr_export _tool post _upgrade_hook:24.1.1
repo>/ nudr _export _tool:24.1.1
repo>/nudr_migration:24.1.1
repo>/nudr_pre_mgration_hook:24.1.1
repo>/nudr_config:24.1.1

repo>/ ocpmconfig_server:24.1.3

repo>/ oci ngress_gat eway: 24.1. 8

repo>/ ocegress_gateway: 24. 1.8
repo>/configurationinit:24.1.8

repo>/ configurationupdate: 24. 1.8

repo>/ debug-tools:24.1.1

repo>/alternate route:24.1.8

repo>/ common_confi g_hook: 24.1.8
repo>/perf-info:24.1.3

repo>/ app-info:24.1.3

repo>/ nudr _dbcr _auditor_service:24.1.1

Below microservices are applicable only in UDR mode.

# podman push
# podman push
# podman push
# podman push

<cust oner
<cust oner
<cust oner
<cust oner

repo>/ nudr_notify service:24.1.1
repo>/ nudr _di aneterproxy:24.1.1
repo>/ nudr _di am gat eway: 24.1. 1
repo>/ nudr_ondemand_mgration:24.1.1

8. Run the following command to untar the Helm files:
tar -xvzf ocudr-24.1.1.tgz

9. To download the ocudr_custom_configtemplates_24.1.1.zip, click the file available on My
Oracle Support (MOS).

10. Unzip the template to get ocudr_custom_configtemplates 24.1.1.zip file that contains the

following:

e ocudr_custom_values_24.1.1.yaml - Custom values for UDR or SLF used during helm

installation.

e ocudr_nudr_bulk_import_custom_values_24.1.1.yaml - Custom value file for UDR bulk

import tool.
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ocudr_nudr_export_tool_custom_values_24.1.1.yaml - Custom value file for UDR
export tool.

ocudr_nudr_migration_tool_custom_values_24.1.1.yaml - Custom value file for UDR
migration tool.

ocudr_servicemesh_config_custom_values_24.1.0.yaml - Custom values for UDR
service mesh charts used during helm installation.

commonConfig_rollback.py - Rollback scripts for Database Schema rollback.

RollBack_Schema_15.3.py - Rollback scripts for Schema rollback to 15.3 version
specification.

ocslf_alerts_24.1.0.yaml - SLF Alerts template for CNE 1.8 and below. Applicable for
0OSO 1.6.x and 22.3.x versions.

ocslf_alerts_haprom_24.1.0.yaml - SLF Alerts CRD for CNE 1.9 and above. Applicable
only for CNE deployments

ocslf_dashboard_24.1.0.json - SLF KPI and metrics representation template that
should be loaded on Grafana.

ocslf_dashboard_haprom_24.1.0.json - SLF KPI and metrics representation template
that should be loaded on Grafana (CNE 1.9 and Above).

ocslf_kibanaconfig_24.1.0.json - SLF Kibana Template for logging that should be
loaded on Kibana.

ocudr_alerts_24.1.0.yaml - UDR Alerts CRD, Applicable only for CNE deployments.

ocudr_dashboard_24.1.0.json - UDR KPI and metrics representation template that
should be loaded on Grafana.

ocslf_alerts_24.1.0.yaml - EIR Alerts CRD, Applicable only for CNE deployments.

oceir_dashboard_24.1.0.json - EIR KPI and metrics representation template that
should be loaded on Grafana.

ocslf_mib_24.1.0.mib - SLF top level mib file, where the Objects and their datatypes
are defined.

ocslf_mib_tc_24.1.0.mib - SLF mib file, where the Objects and their data types are
defined.

ocudr_mib_24.1.0.mib - OCUDR top level mib file, where the Objects and their data
types are defined.

ocudr_mib_tc_24.1.0.mib - OCUDR mib file, where the Objects and their data types
are defined.

oceir_mib_24.1.0.mib - EIR top level mib file, where the Objects and their datatypes
are defined.

oceir_mib_tc_24.1.0.mib - EIR mib file, where the Objects and their data types are
defined.

toplevel.mib - Top level MIB file, where the Objects and their data types are defined.
ocudr_nudr_config_api_24.1.0.yaml - Open API spec file.
ocudr_mgm_api_24.1.0.yaml - Open API Spec for MGM APIs
/db_conflict_resolution_sglfiles/EIR_mode_ndb_replication_insert_ UPGRADE.sq|l
/db_conflict_resolution_sglfiles/SLF_mode_ndb_replication_insert. UPGRADE.sq|

/db_conflict_resolution_sglfiles/ALL_mode_ndb_replication_insert.sql
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* /db_conflict_resolution_sqlfiles/EIR_mode_ndb_replication_insert.sql
* /db_conflict_resolution_sqlfiles/SLF_mode_ndb_replication_insert.sql

* /db_conflict_resolution_sqlfiles/ALL_mode_ndb_replication_insert UPGRADE.sq|

® Note

It is recommended to configure the Docker certificate before running the push
command to access customer registry through HTTPS, otherwise docker push
command may fail.

2.2.1.3 Verifying and Creating Namespace

This section explains how to verify and create a namespace in the system.

@® Note

This is a mandatory step, and must be performed before proceeding any further. The
namespace created or verified in this step is used as an input for further steps in the
installation procedure.

To verify and create a namespace:

1. Run the following command to verify if the required namespace already exists in the
system:
In the output of the above command, if the namespace exists, continue with the Naming
Convention for Namespaces section.

kubect| get nanespace

2. If the required namespace is not available, create the namespace using the following
command::

kubect| create namespace <required namespace>

3. Update the global.nameSpace parameter in the ocudr-24.1.x-custom-values.yaml file with
the namespace created in the previous step.
For example, the following kubectl command create the namespace ocudr kubect |
create nanespace ocudr

gl obal : # NaneSpace where secret is deployed nameSpace: ocudr

Naming Convention for Namespaces

The namespace should::

e start and end with an alphanumeric character.
e contain 63 characters or less.

e contain only alphanumeric characters or '-'.

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
F94025-02 September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates. Page 37 of 99



ORACLE’

2.2.1.4 Creating Service Account, Role, and RoleBinding

@® Note

Chapter 2
Installation Sequence

It is recommended to avoid using the prefix, kube- when creating a namespace. The

prefix is reserved for Kubernetes system namespaces.

This section is optional and it describes how to manually create a service account, role, and
rolebinding. It is required only when customer needs to create a role, rolebinding, and service
account manually before installing UDR.

@ Note

The secret(s) should exist in the same namespace where UDR is getting deployed.

This helps to bind the Kubernetes role with the given service account.

Creating Service Account, Role, and RoleBinding

1.

Run the following command to create a UDR resource file:

vi <ocudr-resource-file>

Example:

vi ocudr-sanpl e-resource-tenpl ate. yan

Update the ocudr - sanpl e-resour ce-t enpl at e. yam with release specific information:

@ Note

Make sure to update <helm-release> and <namespace> in the following template

with respective UDR namespace and UDR helm release name.

A sample template to update the ocudr-sample-resource-template.yaml file with is given

below:

#

# Sanple tenplate start

#

api Version: vl

ki nd: Servi ceAccount

met adat a:
name: <hel mrel ease>-servi ceaccount
namespace: <namespace>

api Version: rbac. authori zation. k8s.io/vl
kind: Role
met adat a:

name: <hel mrel ease>-role

namespace: <namespace>
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rul es
- api G oups:
"" # "" indicates the core APl group
resources:
- services
- configmaps
- pods
- secrets
- endpoints
- persistentvol unecl ai ms
verbs
- get
- watch
- list
- update
- api G oups:
- apps
resources:
- depl oynent s
- stateful sets
verbs
- get
- watch
- list
- update
- api G oups:
- autoscal ing
resources:
- hori zont al podaut oscal ers
verbs
- get
- watch
- list
- update
- api G oups:
- rbac. authorization. k8s.io
resources:
- roles
- rol ebi ndi ngs
verbs
- get
- watch
- list
- update
- api G oups:
- noni toring. coreos. com
resources:
- pronet heusrul es
verbs
- get
- watch
- list
- update

api Version: rbac. authori zation. k8s.io/vl
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ki nd: Rol eBi ndi ng

met adat a:
name: <hel mrel ease>-rol ebi ndi ng
namespace: <namespace>

rol eRef:
api G oup: rbac. authorization.k8s.io
kind: Role
nane: <helmrel ease>-role

subj ect s:

- kind: ServiceAccount
nane: <hel mrel ease>-servi ceaccount
namespace: <namespace>

#

# Sanpl e tenplate end
#

3. Run the following command to create the service account, role and role binding:

kubect| -n <ocudr-namespace> create -f ocudr-sanpl e-resource-tenplate. yan

Example: kubect| -n ocudr create -f ocudr-sanpl e-resource-tenpl ate. yan

4. Update the servi ceAccount Nane parameter in the ocudr - cust om val ues-24. 1. x. yan file
with the value updated in the name field under ki nd: Servi ceAccount . For more
information about the ser vi ceAccount Name parameter, see Global Configurable
Parameters.

2.2.1.5 Pod Security Policy, Role, and Role Binding Creation

The Debug Tool provides third-party troubleshooting tools for debugging the runtime issues in
a lab environment. The following tools are available to debug UDR issues:

e tcpdump
. ip

* netstat

e curl

*  ping

« dig

Running Debug tool containers from CNE version 23.2.0

Follow the steps below to run the debug tool containers from CNE version 23.2.0:

* You must update Kyverno policy to allow running of debug tool containers from CNE
version 23.2.0 onwards.

*  Exclude the udr deployment namespace by editing the cluster policy di sal | ow
capabi | i ti es. For more information, see UDR Compatibility with Kubernetes, CNE and
Kyverno Policies.

Running Debug tool containers for previous CNE versions:

This section describes how to create a Pod Security Policy (PSP), role, and role binding
resources. These resources are used to define the Role Based Access Control (RBAC) rules
for debug container running as part of each pod.
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This step is optional. It is required only when the debug tool is enabled and customer wants to
create a role, role binding, and service account for it manually.

This role binding should be associated with the service account that you have created in
Creating Service Account, Role, and RoleBinding section.

To create a PSP, role, and role binding resources:

1.

Add the following sample template to the sample resource input yaml file (ocudr-debug-

tool-rbac.yaml).

api Version: policy/vlbetal
ki nd: PodSecurityPolicy
met adat a:
nanme: ocudr - debug-t ool - psp
spec:
al I owPrivil egeEscal ation: true
al | owedCapabilities:
- NET_ADM N
- NET_RAW
fsG oup:
ranges:
- max: 65535
mn: 1
rul e: Mist RunAs
runAsUser:
rul e: Mist RunAsNonRoot
selLi nux:
rul e: RunAsAny
suppl ermrent al G- oups:
rul e: RunAsAny
vol unes:
- confighap
- downwar dAPI
- enptyDir
- persistent Vol uned ai m
- projected
- secret

api Version: rbac. authori zation. k8s.io/vl
kind: Role
met adat a
nane: <ocudr-hel mrel ease- name>- debug-tool -rol e
namespace: <ocudr-nanespace>
rul es
- api G oups:
- policy
resources:
- podsecuritypolicies
verbs
- use
resour ceNanes
- ocudr - debug- t ool - psp

api Version: rbac. authori zation. k8s.io/vl
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name: <ocudr-hel mrel ease- nane>- debug-t ool - r ol ebi ndi ng
nanespace: <ocudr-namespace>

rol eRef:

api G oup: rbac. authorization.k8s.io

kind: Role

nane: <ocudr-hel mrel ease- name>- debug-tool -rol e

subj ect s:
- kind: Goup

api G oup: rbac. authorization.k8s.io
name: <hel mrel ease>-servi ceaccount
namespace: <ocudr-nanespace>

2. Run the following command to create the resources:

kubect| -n <ocudr-namespace> create -f ocudr-debug-tool -rbac. yam

The debug container uses readOnlyRootFileSystem, allowPrivilegeEscalation, and
allowedCapabilities parameters as part of PSP. Other parameters are mandatory for PSP
creation and you can customize them as per the CNE environment. It is recommended to use
the default values used in the same template.

The PSP parameters are as follows:

Table 2-23 PSP Parameters
- |

Parameter Description

apiVersion It defines the versioned schema of this representation of an
object.

kind It is a string value representing the REST resource this object
represents.

metadata Standard object's metadata.

metadata.name

Name must be unique within a namespace.

spec

spec defines the policy enforced.

spec.allowPrivilegeEscalation

This parameter controls whether or not a user is allowed to
set the security context of a container to true.

spec.allowedCapabilities

This parameter provides a list of capabilities that are allowed
to be added to a container.

spec.fsGroup

It controls the supplemental group applied to some volumes.
RunAsAny allows any fsGroup ID to be specified.

spec.runAsUser

It controls the user ID with which the containers are run.
RunAsAny allows any runAsUser to be specified.

spec.seLinux

In this parameter, RunAsAny allows any seLinuxOptions to
be specified.

spec.supplementalGroups

It controls the group IDs that containers can add. RunAsAny
allows any supplementalGroups to be specified.

spec.volumes

This parameter provides a list of allowed volume types. The
allowable values correspond to the volume sources that are
defined when creating a volume.

The Role parameters are as follows:
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Parameter Description

apiVersion It defines the versioned schema of this representation of an
object.

kind It is a string value representing the REST resource this object
represents.

metadata Standard object's metadata.

metadata.name

Name must be unique within a namespace.

metadata.namespace

Namespace defines the space within which each name must
be unique.

rules

Rules holds all the PolicyRules for this Role.

apiGroups

APIGroups is the name of the APIGroup that contains the
resources.

rules.resources

Resources is a list of resources this rule applies to.

rules.verbs

Verbs is a list of verbs that apply to ALL the ResourceKinds
and AttributeRestrictions contained in this rule.

rules.resourceNames

ResourceNames is an optional list of names to which the rule
applies.

The role binding parameters are as follows:

Table 2-25 Role Binding Parameters

Parameter Description

apiVersion It defines the versioned schema of this representation of an
object.

kind It is a string value representing the REST resource this object
represents.

metadata Standard object's metadata.

metadata.name

Name must be unique within a namespace.

metadata.namespace

Namespace defines the space within which each name must
be unique.

roleRef

RoleRef can reference a Role in the current namespace or a
ClusterRole in the global namespace.

roleRef.apiGroup

APIGroup is the group for the resource being referenced

roleRef.kind

Kind is the type of resource being referenced

roleRef.name

Name is the name of resource being referenced

subjects

Subjects holds references to the objects, the role applies to.

subjects.kind

Kind of object being referenced. Values defined by this API
group are "User", "Group", and "ServiceAccount".

subjects.apiGroup

APIGroup holds the API group of the referenced subject.

subjects.name

Name of the object being referenced.

2.2.1.6 Configuring cnDBTier

With cnDBTier, UDR facilitates automatic user creation with its pre-install hook. However,
ensure that there is a privileged user on the NDB cluster, which has privileges similar to root
user. This user should have necessary permissions to allow connections from remote hosts.
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For cnDBTier version 24.1.0, enable the flag ndb_al | ow_copyi ng_al ter _tabl e on cnDBTier
configurations during installation.

Single Site Deployment

Perform the following steps on each of the SQL nodes.

1.

Log in to MySQL on each of the API nodes of cnDBTier to verify this.

mysql >sel ect host from nmysqgl.user where User='<privil eged username>';

1 rowinset (0.00 sec)

If you do not see '%' in the output of the above query, modify this field to allow remote
connections to root.

mysql >updat e nysql.user set host='"% where User='<privileged usernane>;
Query OK, Orowsaffected (0.00 sec)

Rowsnmatched: 1 Changed: 0 Warnings: 0

mysqgl > flushprivil eges;

Query OK, Orowsaffected (0.06 sec)

@® Note

Perform this step on each SQL node.

Multiple Site Deployment

To configure cnDBTier in case of multiple site deployment:

1.

Update mysqld configuration in the cnDBTier custom values file before the installing or
upgrading UDR or SLF.

gl obal :
ndbconfi gurations:
api
auto_increnent _increnment: 3
auto_increnent _offset: 1
® Note

e Setthe aut o_i ncrenent _i ncr enent parameter as same as number of
sites. For example: If the number of sites is 2, set its value as 2 and if the
number of sites is 3, set its value as 3.

e Setthe aut o_i ncrenent _of f set parameter as site ID. For example: The
site ID for Site 1 is 1, Site 2 is 2, for Site 3 is 3 and so on.
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If the fresh installation or upgrade of UDR or SLF on cnDBTier is not planned, then run the
following command to edit the exiting mysgldconfig configmap on all the cnDBTier sites.

kubect!| edit configmap nysql dconfig <db-site-nanmespace>

For Example: kubect| edit configmap nysql dconfig -n sitel

® Note

Update the aut o_i ncrenent _i ncrenent and aut o_i ncrenent _of f set
values as mentioned in the previous step for all sites.

2.2.1.7 Configuring Multiple Site Deployment

In case of multiple site deployment of EIR or SLF, there is only one subscriber database which
is used by each site and different configuration databases for each site, as each site has its
own configuration. To have different configuration databases and same subscriber database,
you need to create secrets accordingly. For more information about creating secrets, see
Creating Kubernetes Secret - DBName, Username, Password, and Encryption Key.

To configure multiple site deployment:

1.

Configure nf I nst ancel d under the gl obal section of the ocudr-custom-
values-24.1.1.yaml file differently for each UDR, SLF, or EIR site deployed.

@® Note

Ensure the nf | nst ancel d configuration in the global section is same as that in
the appPr of i | e section of nrf-client.

gl obal :

# Unique IDto register to NRF, Should be configured differently on
multi site deployments for each SLF/ UDR

nflnstanceld: &nflnsld 5a7bd676- ceeb- 44bb- 95e0- f 6a55a328b03

nrf-client:
confi gmapAppl i cationConfig:
profile: |-
appProfiles=[{"nflnstancel d":"5a7bd676- ceeb- 44bb- 95e0-
f 6a55a328b03", " nf St at us": " REG STERED", "f qdn": " ocudr -
i ngressgat eway. myudr. svc. cluster.local ", "nf Type": " UDR", "al | onedNf Types"
["NRF"], "pl mList"
[{"mmc":" 14", "ntc":"310"}],"priority": 10, "capacity":500,"l oad":0,"locality"
: "bangal ore", "nf Services": [{"l oad": 0, "scheme": "http", "versions"
[{"api Ful | Version":"2.1.0.al pha-3","api VersionlnUri":"v1"}],"fqdn": "ocudr-
i ngressgat eway. myudr. svc. cluster.local ", "i pEndPoi nt s"
[{"port":"80","i pv4Address":"10.0.0.0","transport":"TCP"}], "nf Servi ceSt at us
":"REGQ STERED', "al | owedNf Types"
["NRF"], "servicel nstancel d": "547d42af - 628a- 4d5d-
a8hd- 38c4ha672682", "servi ceNane": " nudr - gr oup- i d-
map","priority": 10, "capacity":500}], "udrlnfo"
{"groupld":"udr-1","external G oupl dentifiersRanges"
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[{"start":"10000000000", "end":"20000000000"}], " supi Ranges":
[{"start":"10000000000", "end":"20000000000"}], "gpsi Ranges":
[{"start":"10000000000", "end":"20000000000"}]}, "heart Beat Ti mer": 90, " nf Ser vi
cePersi stence": fal se, "nf Profil eChangesSupportind":fal se, "nf Set|dList":
["setxyz.udrset.5gc. mc012. ncc345"]}]

2. Configure f ul | nameOverri de under the confi g- ser ver section to <helm-release-
name>-config-server. It should be different for each site deployed.

confi g-server:
full nameQverride: ocudrl-config-server

3. Configure fullnameOverride under the appinfo section to <helm-release-name>-app-info.
It should be different for each site deployed.

appi nf o:
full naneQverride: ocudrl-app-info

4. For cnDBTier configurations in multiple site deployment, see Configuring cnDBTier.

2.2.1.8 Creating Kubernetes Secret - DBName, Username, Password, and Encryption
Key

UDR Database

For UDR application, twotypes of databases are required:

1. Subscriber Database: Subscriber database includes all subscriber data such as SLF, EIR,
PCF, UDM, and NEF data.

2. Configuration database: Configuration database includes configuration content for all
microservices.

UDR Users

This section explains how database administrators can create users and database in a single
and multisite deployment.

@® Note

»  Before running the procedure for georedundant sites, ensure that the cnDBTier for
georedundant sites is already up and replication channels are enabled.

*  While performing a fresh installation, if UDR is already deployed, purge the
deployment, and remove the database and users that were used for the previous
deployment. For uninstallation procedure, see Uninstalling UDR.

There are two types of UDR database users with different set of permissions:

< Privileged User: This user requires to be granted remote access and complete set of
permissions to create, alter, and drop udrdb and udrconfigdb databases across the SQL
nodes. If necessary, the user should have the required permissions to create the
application user.

e Application User: This user provided in the secret can be created by the UDR if
global.prelnstall.createUser=true in the custom-values.yaml. If the application user is
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manually created, then the user requires to be granted remote access and have a
minimum set of permission for the udrdb and udrconfigdb to insert, update, get, and
remove the records across the SQL nodes.

Single Site Deployment

To create a secret, run the following command:

kubect| create secret generic ocudr-secrets --fromliteral =dbname=<dbnane> - -
fromliteral =confi gdbname=<confi gdbnanme> --from

literal =privil egedUser name=<pri vi | egedUser name> --from

literal =privil egedPasswor d=<pri vi | egedPassword> --from

literal =dsuser nane=<udr user Name> --fromliteral =dspasswor d=<udr user Passwor d>
--fromliteral =encrypti onKey=" M secret passphrase' -n <ocudr-nanespace>

Example

kubect| create secret generic ocudr-secrets --fromliteral =dbname=udrdb - -
fromliteral =confi gdbname=udr configdb --from

literal =privil egedUser name=privUsr --from

literal =privil egedPasswor d=privUsrPasswd --fromliteral =dsuser nane=udruser --
fromliteral =dspasswor d=udrpasswd --fromliteral =encryptionKey="M secret
passphrase' -n myudr

Multiple Site Deployment

In case of multiple site deployment, configure the conf i gdbname differently for each site. Each
site has its own configuration content and it is stored separately in their respective
configuration databases. Multiple UDRs under the same segment also have different
configuration databases.

To create a secret in case of two site deployment, run the following commands:

1. For site 1:

kubect| create secret generic ocudr-secrets --fromliteral =dbname=<dbnane>
--fromliteral =confi gdbname=<confi gdbnamel> --from

literal =privil egedUser name=<pri vi | egedUser name> --from

literal =privil egedPasswor d=<pri vi | egedPassword> --from

l'iteral =dsuser nane=<udr user Nane> --from

l'iteral =dspasswor d=<udr user Password> --from|iteral =encrypti onkKey=" M
secret passphrase' -n <ocudrl-namespace>

Example:

kubect| create secret generic ocudr-secrets --fromliteral =dbnane=udrdb --
fromliteral =confi gdbname=udr configdbl --from

literal =privil egedUser name=privUsr --from

literal =privil egedPassword=privUsrPasswd --fromliteral =dsuser name=udr user
--fromliteral =dspasswor d=udrpasswd --fromliteral =encryptionKey="©MW
secret passphrase' -n nyudr
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For site 2:

kubect| create secret generic ocudr-secrets --fromliteral =dbname=<dbnane>
--fromliteral =confi gdbname=<confi gdbname2> --from

literal =privil egedUsername=<pri vil egedUser name> --from

literal =privil egedPasswor d=<pri vi | egedPassword> --from

l'iteral =dsuser nane=<udr user Nane> --from

l'iteral =dspasswor d=<udr user Password> --fromliteral =encrypti onKey="M
secret passphrase' -n <ocudr2-nanmespace>

Example:

kubect| create secret generic ocudr-secrets --fromliteral =dbname=udrdb - -
fromliteral =confi gdbname=udr confi gdb2 --from

literal =privil egedUser name=privUsr --from

literal =privil egedPasswor d=privUsrPasswd --fromliteral =dsuser nane=udr user
--fromliteral =dspasswor d=udrpasswd --fromliteral =encryptionKey="©MW
secret passphrase' -n nyudr

2.2.1.9 Enabling HTTP1.1

By default, UDR, EIR or SLF deployment supports HTTP2 requests. To enable HTTP1,
perform the following steps:

® Note
*  This configuration is required for CNC Console to perform provisioning on UDR or
SLF deployment.

*  CNC Console communicates only to ingressgateway-prov service for provisioning.
Ingressgateway-prov communicates over selected ingressgateway-
prov.global.publicHttp1SignalingPort port (81 port by default) which is a HTTP1.1
specific port. This configuration is not required to be enabled for ingressgateway-

sig.

Enable the enabl el nconi ngHt t p1 parameter under ingressgateway section in ocudr-
custom-values file.

Configure the port to be used for HTTP1 using publ i cHt t p1Si gnal i ngPort under
global section in ocudr-custom-values file.

To enable HTTPS on HTTP1 port, enable the configuration enabl eTLSI nconi ngHt t p1
under i ngr essgat eway section in ocudr-custom-values file.

@® Note

There are additional configurations to enable HTTPS on Ingress Gateway. For
more information, see Enabling HTTPS on Ingress Gateway and Egress Gateway.
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Sample template

i ngressgat eway- prov:
gl obal :

# port on which UDR s API-Gateway service i s exposed

# If httpsEnabled is false, this Port would be HTTP/ 2.0 Port (unsecured)

# If httpsEnabled is true, this Port would be HTTPS/ 2.0 Port (secured
SsL)

publicHtt pSignalingPort: 80

publ i cHtt psSi gnal i ngPort: 443

# HTTP1 Port

publicHtt plSi gnalingPort: 81

# Enable HITP1
enabl el ncom ngHtt pl: true

# Enabl e Secure HTTP1
enabl eTLSI ncomi ngHtt pl: true

e You are required to configure routes on cncc-core-custom-values file to connect to its port
on ingressgateway for the provisioning routes configured. For this, check the
r out esConf i g section as follows:
CNCC Core routesConfig

i ngress- gat enay:
rout esConfi g:

# uri should be configured with UDR/ SLF ingressgateway fqdn with HTTP1
port. (Exanple: ocudr-ingressgateway. ocudr: 81)
# 81 used above shoul d be same as publicHtplSignalingPort configured in
ocudr-custom val ues.yam file
- id: udr_ingress

uri: http://<FQDN>: <PORT>

path: /nudr-dr-prov/**, [nudr-dr-nmgnm **, /nudr-group-id-mp-prov/**, /slf-
group-prov/ **

2.2.1.10 Enabling HTTPS on Ingress Gateway and Egress Gateway

This step is optional. It is required only when SSL settings need to be enabled on Ingress
Gateway and Egress Gateway microservices of UDR.

@® Note

For more information about the ssl section configuration, see UDR Configuration
Parameters.
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© mportant

If the certificates are not available, then create them following the instructions given in
the Creating Private Keys and Certificates for Ingress Gateway section of this guide.

2.2.1.10.1 Enabling HTTPS on Ingress Gateway

To enable HTTPS on Ingress Gateway:

1. Enablei ni tssl and enabl el ncom ngHt t ps parameters in the i ngr essgat eway-
si g and i ngr essgat eway- pr ovsections of the ocudr-custom-values.yaml file.

2. Configure the following details in the ssl section under ingressgateway

«  Configure the following details in the ssl section of i hgr essgat eway- si g and
i ngr essgat eway- pr ov in the ocudr-custom-values.yaml file.

— Kubernetes namespace
— Kubernetes secret name holding the certificate details

— Certificate information

# Configure this section to support TLS with ingress gateway
ssl:

# TLS verison used

tlsVersion: TLSvl.2

# Secret Details for certificates
privat eKey:
k8Secret Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
rsa:
fileName: rsa private_key pkcsl. pem
ecdsa:
fileName: ecdsa private_key pkcs8.pem

certificate:
k8Secret Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
rsa:
fileName: apigatewayrsa. cer
ecdsa:
fileName: apigat ewayecdsa. cer

caBundl e:
k8Secret Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
fileName: caroot.cer

keySt or ePasswor d:
k8Secr et Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
fileNanme: Kkey.txt

t rust St or ePasswor d:
k8Secr et Narme: ocudr - gat eway- secr et
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k8NaneSpace: ocudr
fileNanme: trust.txt

initial Algorithm RS256

® Note

If there are different sets of ssl certificates for the signaling and the provisioning
interface, use two different secrets for i ngr essgat eway- si g and
i ngr essgat eway- prov.

2.2.1.10.2 Enabling HTTPS on Egress Gateway

To enable HTTPS on Egress Gateway:

1. Enable the out goi ngHt t ps parameter under gl obal section of the ocudr-custom-
values.yaml file.

2. Configure the following details in the ssl section of egr essgat eway in the ocudr-custom-
values.yaml file.

* Kubernetes namespace
» Kubernetes secret name holding the certificate details

e Certificate information

# Configure this section to support TLS with egress gateway
ssl:

# TLS verison used

tlsVersion: TLSvl.2

initial Algorithm RS256

# Secret Details for certificates
privat eKey:
k8Secr et Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
rsa:
fileName: rsa private_key pkcsl. pem
ecdsa:
fileName: ecdsa private_key pkcs8. pem

certificate:
k8Secr et Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
rsa:
fileName: apigatewayrsa. cer
ecdsa:
fileName: apigat ewayecdsa. cer

caBundl e:
k8Secr et Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
fileName: caroot. cer

keySt or ePasswor d:
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k8Secret Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
fileName: Kkey.txt

t rust St or ePasswor d:
k8Secret Narme: ocudr - gat eway- secr et
k8NaneSpace: ocudr
fileNanme: trust.txt

2.2.1.11 Creating Kubernetes Secret - Keys and Certificates for OAuth2 Support

This section describes how to create Kubernetes secret to store keys and certificates for
OAuth2 support. This step is optional. It is required only when you want to enable Oauth2
validation on UDR Ingress Gateway microservice.

Creating a Secret to Store Keys and Certificates for OAuth2

To create a secret for storing keys and certificates for OAuth2:

1. NRF creates access tokens using following private keys.
ECDSA private key (Example: ecdsa_private_key pkcs8. pem

RSA private key (Example: rsa_pri vat e_key_pkcs1. pem)

2. To validate these access tokens, create a secret and configure the certificates fetched from
NRF into the ocudr-ingress-gateway. The certificates naming format should be:

<nrflnstancel d>_<Al gorithmJised>. crt (6faflbbc-6eda-4454-a507-
aldef 8elbcbc_ES256. crt

3. To create a secret:
a. Log in to Bastion Host or a server that has kubect | .

b. Run the following command to create a namespace for the secret:

kubect| create namespace ocudr

c. Run the following command to create kubernetes secret for NF access token
validation:

kubect| create secret generic oauthsecret --from
fil e=6f af 1bbc- 6eda- 4454- a507
-aldef 8elbc5c_ES256.crt -n ocudr

@ Note

The file names in the above command are same as in Step 1.

d. Run the following command to verify whether a secret is created successfully or not:

kubect| describe secret oauthsecret -n ocudr

Updating an OAuth Token

To update an OAuth token:
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1. Log into Bastion Host or a server that has kubect | .
2. To update the secret with new or updated details:

a. Run the following command to delete the secret:

kubect| delete secret oauthsecret -n ocudr

b. Update the certificates required from NRF.
c. Run the following command to recreate the secret with updated details:

kubect| create secret generic oauthsecret --fromfile=0263663c-
f5c2-4d1b-9170-f7b1a9116337_ES256.crt -n ocudr

2.2.1.12 Creating Persistent Volume Claim

This step is optional and is required when the UDR 1.12.0 and lower bulk import tool is
deployed. For newer version, this is not required.

@® Note

The bulk import Persistent Volume Claim (PVC) and xmltocsv container PVC are
created automatically using helm.

To create a PVC:

1. Use the following sample template for previous release versions and save it as <file-
name>.yaml file.
PersistentVolumeClaim Bulk Import Service

api Version: vl
ki nd: Persi stentVol umeC ai m

met adat a:
nane: bul ki nport persistentclaim
spec:
storageC assNane: <Pl ease Provide your StorageC ass Nanme>
accesshbdes:
- ReadWiteOnce
resources:
requests:
storage: 1G

2. Run the following command to create a PVC.

kubect| create -f <file-nane>.yam

3. Run the following command to verify whether a PVC is created or not.

kubect| get pvc -n <namespace>
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Figure 2-1 Verifying PVC Creation

[cloud-userfudr-dev2-cne-1-6rcS5-bastion-1

NAME

bulkimportpersistentclaim Bound pv
[cloud-userdudr-dev2-cne-1-6rcS-bastion-1 By

4. Run the following command to verify whether a Persistent Volume (PV) is created and
bound to the PVC volume.

kubect!| get pv

Figure 2-2 Verifying PV Creation

- - -1 Bulk_ $ kubectl get pv

NAME CAPACITY ACCESS MODES  RECLAIM POLICY STATUS CLAIM
STORAGECLASS

pvc-1c726c3e-97al-47b7-a363- f1f47375d5eb 3061 Delete Bound occne-infra/occne-elastic-elasticsearch-master-d
ic-elasticsearch-master-1 occne-esmaster-sc
pvc-Ba78a20c-ebf8-4fbd-a2e9-81c209994d65 30Gi i Delete Bound occne-infra/occne-elastic-elasticsearch-data-oc
-elasticsearch-data-1 occne-esdata-sc
pvc-adbaPa09-806c-4450-a22f- fcb344c05955 3061 Delete Bound occne-infra/occne-elastic-elasticsearch-master-g
ic-elasticsearch-master-0 occne-esmaster-sc

pvc-e7f1c582-cdfl-4346-8d27-9fe2ccebbde? 16i Delete Bound bulktest/bulkimportpersistentclail
3

standard

m
pvc-e9d17d3a-4fab-4209-a813-1751eab6202e  30Gi Delete Bound occne-infra/occne-elastic-elasticsearch-data-oc
-elasticsearch-data-0 occne-esdata-sc

For more information about Bulk Import Provisioning, see Oracle Communications Cloud
Native Core, Unified Data Repository User Guide.

2.2.1.13 UDR Compatibility with Kubernetes, CNE and Kyverno Policies

Perform the below steps before starting the ASM deployment to avoid ASM deployment failure
due to Kubernetes version 1.27, CNE verion 24.1.x, and Kyverno policies.

kubect| patch clusterpolicy disallowcapabilities --type "json" -p
"[{"op":"add", "path":"/spec/rul es/ 0/ excl ude/ any/ 0/ r esour ces/
nanmespaces/-","value":"testns"}] testns need to replace wth user ns.

2.2.1.14 Configuring UDR to Support Aspen Service Mesh

UDR leverages the Platform Service Mesh (for example, Aspen Service Mesh (ASM)) for all
internal and external TLS communication by deploying a special sidecar proxy in each pod to
intercept all the network communications. The service mesh integration provides inter-NF
communication and allows API gateway to co-work with service mesh. The service mesh
integration supports the services by deploying a special sidecar proxy in each pods to intercept
all the network communications between microservices.

The Service Mesh configurations are classified into:

* Control Plane: It involves adding labels or annotations to inject sidecar. The control plane
configurations are already part of NF Helm chart.

- Data Plane: It helps in traffic management like handling NF call flows by adding Service
Entries (SE), Destination Rules (DR), Envoy Filters (EF), and other resource changes like
apiVersion change between versions. This is done manually depending on the NF
requirement and Service Mesh deployment.

Data Plane Configuration

Data Plane configuration consists of following Custom Resource Definitions (CRDs):
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Service Entry (SE)
Destination Rule (DR)
Envoy Filter (EF)

Peer Authentication

Virtual Service (VS)
Request Authentication (RA)
Policy Authorization (PA)

® Note

Use Helm charts to add or delete CRDs that you may require due to Service Mesh
upgrades to configure features across different releases.

The Data Plane configuration is applicable in following scenarios:

NF to NF Communication: During NF to NF communication where sidecar is injected on
both NFs, you need SE and DR to communicate to the other NF, otherwise sidecar rejects
the communication. All Egress communications of NFs must have an entry for SE and DR
and the same needs to be configured.

@® Note

For out of cluster communication, you must configure the core DNS with producer
NF end point to enable the access.

Kube-api-server: For Kube-api-server, there are few NF flows that require access to
Kubernetes API server. The Service Mesh proxy (mTLS enabled) may block this. As per
F5 recommendation, the NF need to add SE for Kubernetes API server for its own
namespace.

Envoy Filters: Sidecars rewrite the header with its own default value as a result the
headers from back end services are lost. So, you need Envoy Filters to help in passing the
headers from back end services to use it as it is.

Peer Authentication: This template can be used to change the default mTLS mode on the
deployment. It allows values such as STRICT, PERMISSIVE, and DISABLE.

Virtual Service: If the target host returns 503 error response in the first attempt, then by
default Istio tries to access the target host for two more times. To configure the number of
retry attempts, use virtual service. Based on this configured number, Istio tries to access
the target host.

@® Note

If there is a requirement to configure multiple destination hosts, then it is
recommended to use separate virtual services for each destination host instead of
using one common virtual service.

Request Authentication: This template is used to configure JWT tokens for OAuth use
case. NF need to authenticate the OAuth token sent by consumer NFs. This is done by
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using the public key of the NRF signing certificate and telling ServiceMesh to authenticate
the token. UDR and SLF do not use this feature.

* Policy Authorization: Istio Authorization Policy enables access control on workloads in
the mesh. Authorization policy supports CUSTOM, DENY and ALLOW actions for access
control. When CUSTOM, DENY and ALLOW actions are used for a workload at the same
time, the CUSTOM action is evaluated first, then the DENY action, and finally the ALLOW
action is evaluated.

You need CRDs for the following UDR and SLF use cases:

e UDR to NRF communication (applicable for UDR and SLF)

» UDR to Notifications (applicable to UDR only)

e Kube-api-server (applicable to UDR and SLF)

e Envoy Filter for Serverheader and XFCC (applicable for UDR and SLF)

2.2.1.14.1 UDR Service Mesh Values.yaml File

A sample UDR Service Mesh values.yaml is given below:

@® Note

To connect to vDBTier, create an SE and DR for MySQL connectivity service if the
database is in different cluster. Else, the sidecar rejects request as vDBTier does not
support sidecars.

servi ceEntries
# Required to communicate to k8 api server
- hosts: |-
[ "kubernetes.default.svc.cluster.local"
"kubernetes. defaul t.svc. cluster.local 1" ] # kubernetes cluster name
exportTo: |-
[ "." ] # refers to the current namespace
| ocation: MESH | NTERNAL
addresses: |-
[ "198.223.0.1",
"198.223.0.2" ]
ports:
- nunber: 443
nane: https
protocol : HTTPS
nane: kube- api-server

# Add Service Entries for the producer NF's. Provide the public fgdn host
list along with the corresponding service entry related settings
- hosts: |-
[ "nrfl123.oracle.con ] # pubic fqgdn of destination NF (NRF)
exportTo: |-
[ "]
| ocation: MESH EXTERNAL
ports:
- nunber: 8081
nane: http2-8081
protocol: TCP
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- nunber: 8082
name: http2- 8082
protocol: TCP
resol ution: NONE # should be NONE/DNS - if we are using
wi | dchars in fqdn it must be NONE
nanme: nrf # unique name in service entry and
destination rule to identify destination NF

# Below entry is required to send out notifications from UDR
#- hosts: |-
[ "notifyurl.oracle.cont ]
[ ocation: MESH EXTERNAL
portno: 80
portname: http2
port protocol : HTTP2
resol uti on: NONE
name: notify
nanespace: ocudr

HoHH O H R

destinati onRul es:
- host: "nrf123. oracle. con
mode: DI SABLE
nane: ocudr-to-other-nf-dr-test
shitiners: true
t cpConnect Ti meout : " 750ns"
t cpKeepAl i veProbes: 3
t cpKeepAl i veTi ne: "1500ns"
t cpKeepAlivelnterval : "1s"
- host: "notifyurl.oracle.cont
mode: DI SABLE
name: notify
shitiners: false

H oH H

# Add Envoy Filters for server header and XFCC filters w.r.t to asmversion
1.6.x

#envoyFilters_v_16x:

# - name: xfccfilter

# | abel sel ector: "app. kubernetes.io/instance: ocudr”

# confi gpat ch:

# - appl yTo: NETWORK_FI LTER

# filtername: envoy.filters.network.http_connection_manager

# operation: MERGE

# typeconfig: type.googl eapis. conl

envoy. config.filter.network.http_connection_manager.v2. H t pConnect i onManager
# configkey: forward client _cert_details

# configval ue: ALWAYS FORWARD ONLY

# - name: serverheaderfilter

# | abel sel ector: "app. kubernetes.io/instance: ocudr”

# confi gpat ch:

# - appl yTo: NETWORK_FI LTER

# filternanme: envoy.filters.network.http_connection_manager

# operation: MERGE

# typeconfig: type.googl eapis. conl

envoy. config.filter.network.http_connection_manager.v2. H t pConnect i onManager
# configkey: server_header_transformation

# configval ue: PASS_THROUGH
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# Add Envoy Filters for server header and XFCC filters w.r.t to asmversion
1.9.x & 1.11.x
envoyFilters_v_19x_111x:
- nane: xfccfilter
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- appl yTo: NETWORK_FI LTER
filternane: envoy.filters.network.http_connection_manager
operation: MERGE
typeconfig: type.googl eapis. conl
envoy. extensions. filters.network. http_connecti on_manager. v3. H t pConnecti onMana
ger
configkey: forward client cert _details
configval ue: ALWAYS FORWARD ONLY
- name: serverheaderfilter
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- appl yTo: NETWORK_FI LTER
filternane: envoy.filters.network.http_connection_manager
operation: MERGE
typeconfig: type.googl eapis. conl
envoy. extensions. filters.network. http_connecti on_manager. v3. H t pConnecti onMana
ger
confi gkey: server_header _transformation
configval ue: PASS THROUGH
- nane: customhttp-stream
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- appl yTo: NETWORK_FI LTER
filternane: envoy.filters.network.http_connection_manager
operation: MERGE
typeconfig: type.googl eapis. conl
envoy. extensions. filters.network. http_connecti on_manager. v3. H t pConnecti onMana
ger
configkey: server_header _transformation
configval ue: PASS THROUGH
streamidle_timout: "6000ns"
max_stream duration: "7000ns"
pat chCont ext: S| DECAR_CUTBOUND
networkFilter |istener_port: 8000
- nanme: customtcpsocket-tinmeout
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- applyTo: FILTER CHAIN
pat chCont ext: S| DECAR | NBOUND
operation: MERGE
transport _socket connect tineout: "750ms"
filterChain_listener_port: 8000
- nane: customhttp-route
| abel sel ector: "app. kubernetes.iol/instance: ocudr"
confi gpatch
- appl yTo: HTTP_ROUTE
pat chCont ext: S| DECAR_CUTBOUND
operation: MERGE
route_idle timout: "6000ns"
route_max_streamduration: "7000ns"
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htt pRout e_rout eConfi guration_port: 8000
vhost name: "ocudr. svc. cl uster: 8000"
- nane: | ogical dnscl uster
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- appl yTo: CLUSTER
clusterservice: rchltxekvzwcanf-y-ec-
X-002. anf . 5gc. mc480. ncc311. 3gppnet wor k. or g
operation: MERGE
| ogi cal dns: LOG CAL_DNS
- appl yTo: CLUSTER
clusterservice: rchltxekvzwcand-y-ec-
X-002. anf . 5gc. mc480. ncc311. 3gppnet wor k. or g
operation: MERGE
| ogi cal dns: LOG CAL_DNS
- nane: sl fexactbal ancesanpl e
| abel sel ector: "app. kubernetes.io/ name: ingressgateway- prov"
confi gpatch
- appl yTo: LI STENER
pat chCont ext: S| DECAR_CUTBOUND
listener_port: 5001
operation: MERGE
exact bal ance: true

#Peer Authentication is required to allow the incomng traffic with tls node
peer Aut henti cati on
- nane: allservices
| abel sel ector: "app. kubernetes.iof/part-of: ocudr"
t1 snode: PERM SSI VE
#
# Virtual Service is required to configure the retry attenpts for the
destination host.
# By configuring this retries attenpts will override the istio default
behavi our for retries for exanple for 503 response istio reties for 2 tinmes.
# If we want mutiple virtual Services to configure, we can add entries like
bel ow.
virtual Service
- nane: nrfvirtuall
host: ocudr-ocudr - egr ess- gat eway
destinati onhost: ocudr-ocudr-egress-gat eway
port: 8000
exportTo: |-
(™"
attenpts: "0"
tineout: 7s
- nane: nrfvirtual 2
host: ocudr - egress- gat enay
destinati onhost: ocudr-egress-gat eway
port: 8000
exportTo: |-
(™"
retryon: 5xx
attenpts: "1"
tineout: 7s
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# Request Authentication is required to configure ouath secrets

# Note: Only one of jwks and jwksUri should be used as per istio docunment
#request Aut henti cati on:

# - name: jwtokenwithjson

# | abel sel ector: "app: httpbin"

# i ssuer: "jwtissue"

# jwks: |-

# {

# "keys": [{

# "kid': "1,

# "kty": "EC',

# “crv": "P-256",

# “x": "Q5t1-Apuj 8uRl 20_BP9I oqvaBny MAOPTPAD peDe4",
# "y": "Y7vNMKGNAL | t eW- KII aG OUl CVRGFHE UVI 8ZoXI zRY"
# }H

# IS

# - name: jwttoken

# | abel sel ector: "app: httpbin"

# i ssuer: "jwtissue"

# jwksUri: https://exanple.com .well-known/jwks.json

#aut hori zat i onPol i ci es:
#- name: allow all-provisioning-on-ingressgat eway-ap
# |abel selector: "app. kubernetes.iol/nane: ingressgateway"”
action: "ALLOW
host s:
. AR
pat hs:
- "I'nudr-dr-prov/*"
- "/'nudr-dr-ngm *"
- "/'nudr-group-id-map- prov/*"
- "/slf-group-prov/*"
nane: al |l ow al | - shi -on-ingressgat eway- ap
| abel sel ector: "app. kubernetes.i o/ name: ingressgateway"”
action: "ALLOW
host s:
. AR
pat hs:
- "/'nudr-group-id-mp/vl/*"
xf ccval ues:
- "*DNS=<dns-url -1>"
- "*DNS=<dns-url - 2>"

HoH H O H O H R HHHHHEH R R R

# Tenplate for Service Entry,Destination Rules and Envoy Filters
# The above range of host list will be used here in the below tenplates to
create CRD s
servi cemeshResour cesTenpl ate: |
{{- range .Values.serviceEntries }}
api Version: networking.istio.io/vlal pha3
ki nd: ServiceEntry
met adat a:
name: {{ .nanme }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec:
hosts: {{ .hosts }}
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exportTo: {{ .exportTo }}
{{ if .addresses }}
addresses: {{ .addresses }}
{{ end }}
ports:
{{- range .ports }}
- nunber: {{ .nunber }}
name: {{ .nane }}
protocol: {{ .protocol }}
{{- end }}
location: {{ .location | default "MESH EXTERNAL" }}
resolution: {{ .resolution | default "NONE' }}

{{- end -}}

{{- range .Values.destinationRules }}
api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a:
name: {{ .name }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec
host: "{{ .host }}"
trafficPolicy:
tls:
mode: {{ .node | default "MJTUAL" }}
{{ if ne .node "D SABLE" }}
clientCertificate: /etc/certs/cert-chain.pem
privateKey: /etc/certs/key.pem
caCertificates: /etc/certs/root-cert.pem
{{ end }}
{{- if .sbitinmers }}
connect i onPool
tcp:
connect Ti meout: {{ .tcpConnectTineout | default "750ms" }}
t cpKeepal i ve
probes: {{ .tcpKeepAliveProbes | default 3 }}
time: {{ .tcpKeepAliveTime | default "1500ns" }}
interval: {{ .tcpKeepAlivelnterval | default "1s" }}

{{- end }}
{{- end -}}
{{- range .Values.envoyFilters v _16x }}
api Version: networking.istio.io/vlal pha3
kind: EnvoyFilter
met adat a:
name: {{ .nanme }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec
wor kl oadSel ector:
| abel s:
{{ .labelselector }}
confi gPat ches:

{{- range .configpatch }}
- applyTo: {{ .applyTo | default "NETWORK_FILTER" }}
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mat ch:
{{- if .patchContext }}
context: {{ .patchContext }}

{{- end }}
{{- if eq .applyTo "CLUSTER' }}
cluster:

service: {{ .clusterservice }}
{{- end }}

{{- if eq .applyTo "HTTP_ROUTE" }}
rout eConfiguration
{{- if .httpRoute_routeConfiguration_port }}
port Number: {{ .httpRoute_routeConfiguration port }}
{{- end }}
vhost :
name: {{ required ( printf "Error in % envoyFilter. vhostname is
required for routeConfiguration when applyTo is
HTTP_ROUTE. " .nane ) .vhostnane }}
{{- elseif eq .applyTo "FILTER CHAIN' }}
l'istener:
{{- if .filterChain_listener_port }}
portNumber: {{ .filterChain_listener_port }}
{{- end }}
{{- else if eq .applyTo "NETWORK_FI LTER" }}
l'istener:
{{- if .filtername }}
filterChain:
filter:
name: {{ .filternane | default
“envoy. http_connection_manager" }}
{{- end }}
{{- if .networkFilter_listener_port }}
portNumber: {{ .networkFilter listener_port }}
{{- end }}
{{- end }}
pat ch:
operation: {{ .operation | default "MERGE" }}
val ue
{{- if .typeconfig }}
typed_config
"@ype': {{ .typeconfig }}
{{ .configkey }}: {{ .configvalue }}
{{- if .streamidle_timeout }}
streamidle timout: {{ .streamidle_tineout }}
{{- end }}
{{- if .max_streamduration }}
conmon_http_protocol _options:
max_streamduration: {{ .max_streamduration }}
{{- end }}
{{- end }}
{{- if .transport_socket connect timeout }}
transport _socket connect timeout:
{{ .transport_socket connect timeout }}

{{- end }}
{{- if or .route_idle_timout .route _max_streamduration }}
route:

{{- if .route_idle_tineout }}
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ide timout: {{ .route_idle tineout }}
{{- end }}
{{- if .route_max_streamduration }}
max_stream duration
max_streamduration: {{ .route_max_streamduration }}
{{- end }}

{{- end }}
{{- if .logicaldns }}

type: {{ .logicaldns }}
{{- end }}
{{- end -}}

{{- end -}}

{{- range .Values.envoyFilters_v_19x_111x }}
api Version: networking.istio.iolvlal pha3
kind: EnvoyFilter
met adat a:
name: {{ .name }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec
wor kl oadSel ector:
| abel s:
{{ .labelselector }}
confi gPat ches:
{{- range .configpatch }}
- applyTo: {{ .applyTo | default "NETWORK_FILTER" }}
mat ch:
{{- if .patchContext }}
context: {{ .patchContext }}

{{- end }}
{{- if eq .applyTo "CLUSTER" }}
cluster:

service: {{ .clusterservice }}
{{- end }}

{{- if eq .applyTo "HTTP_ROUTE" }}
rout eConfiguration
{{- if .httpRoute_routeConfiguration_port }}
port Number: {{ .httpRoute_routeConfiguration_ port }}
{{- end }}
vhost :
name: {{ required ( printf "Error in % envoyFilter. vhostname is
required for routeConfiguration when applyTo is
HTTP_ROUTE. " .nane ) .vhostnane }}
{{- elseif eq .applyTo "FILTER CHAIN' }}
listener:
{{- if .filterChain_|listener_port }}
portNumber: {{ .filterChain_listener_port }}

{{- end }}
{{- elseif eq .applyTo "LI STENER' }}
|istener:

{{- if .listener_port }}
port Number: {{ .listener_port }}

{{- end }}
{{- else if eq .applyTo "NETWORK_FI LTER" }}
|istener:
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{{- if .filtername }}
filterChain:
filter:
name: {{ .filternane | default
“envoy. http_connection_manager" }}
{{- end }}
{{- if .networkFilter_listener_port }}
portNumber: {{ .networkFilter listener _port }}
{{- end }}
{{- end }}
pat ch:
operation: {{ .operation | default "MERGE" }}
val ue
{{- if .typeconfig }}
typed_config
"@ype': {{ .typeconfig }}
{{ .configkey }}: {{ .configvalue }}
{{- if .streamidle_timeout }}
streamidle timout: {{ .streamidle_tineout }}
{{- end }}
{{- if .max_streamduration }}
conmon_http_protocol _options:
max_streamduration: {{ .max_streamduration }}
{{- end }}
{{- end }}
{{- if .transport_socket connect timeout }}
transport _socket connect timeout:
{{ .transport_socket connect timeout }}

{{- end }}
{{- if or .route_idl e _timout .route _max_streamduration }}
route:

{{- if .route_idle_timeout }}
ide timout: {{ .route_idle tineout }}
{{- end }}
{{- if .route_max_streamduration }}
max_stream duration
max_streamduration: {{ .route_max_streamduration }}
{{- end }}

{{- end }}
{{- if .logicaldns }}

type: {{ .logicaldns }}
{{- end }}
{{- if .exactbalance }}
connection_bal ance_confi g:
exact _bal ance: {}
{{- end }}
{{- end }}

{{- end -}}

{{- range .Val ues. peer Aut hentication }}
api Version: security.istio.ioflvlbetal
ki nd: PeerAut henti cation
met adat a:
name: {{ .nanme }}
namespace: {{ .namespace | default $.Release.Nanespace }}

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02 September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates.

Page 64 of 99



ORACLE Chapter 2
Installation Sequence

spec
{{ if .labelselector }}
sel ect or
mat chLabel s:
{{ .labelselector }}
{{ end }}
mis:

mode: {{ .tlsmode }}
{{- end -}}
{{- range .Values.virtual Service }}
api Version: networking.istio.iolvlal pha3
kind: Virtual Service
met adat a:
name: {{ .name }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec
host s:
- {{ .host }}
exportTo: {{ .exportTo }}
http:
- route:
- destination:
host: {{ .destinationhost }}
port:
nunber: {{ .port }}
{{- if .timeout }}
timeout: {{ .tineout }}

{{- end }}
{{ if or .attenmpts .retryon }}
retries

{{ if .attenpts }}
attenpts: {{ .attenpts }}
{{ end }}
{{if .retryon }}
retryOn: {{ .retryon }}
{{ end }}
{{ end }}

{{- end -}}

{{- range .Values.requestAuthentication }}
api Version: security.istio.ioflvlbetal
ki nd: Request Aut henti cation
met adat a:
name: {{ .nanme }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec
sel ector
mat chLabel s:
{{ .labelselector }}
j Wt Rul es:
- issuer: {{ .issuer }}
{{ if .jwksUri }}
jwksUri: {{ .jwksUri }}
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{{ end }}

{{ if .jwks }}
jwks: {{ .jwks }}
{{ end }}

forwardOri gi nal Token: true

{{- end -}}

{{- range .Values.authorizationPolicies }}
api Version: security.istio.ioflvlbetal
ki nd: AuthorizationPolicy
met adat a:
name: {{ .name }}
namespace: {{ .namespace | default $.Release.Nanespace }}
spec:
action: {{ .action }}
rul es:
- to:
- operation:
{{- if .hosts }}
host s:
{{- range .hosts }}
- {{ . | quote -}}
{{- end }}
{{- end }}
{{- if .paths }}
pat hs:
{{- range .paths }}
- {{ . | quote -}}
{{- end }}
{{- end }}
{{- if .xfccvalues }}
when:
- key: request. headers[ X- Forwarded-C ient-Cert]
val ues:
{{- range .xfccvalues }}
- {{ . | quote -}}
{{- end }}
{{- end }}

sel ector:
mat chLabel s:
{{ .labelselector }}

{{- end -}}
Supported Fields in Custom Resource Definitions

Table 2-26 Supported Fields in Custom Resource Definitions
|

Custom Resource Definition Fields

Service Entry hosts
exportTo
addresses
ports.name
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Table 2-26 (Cont.) Supported Fields in Custom Resource Definitions

Custom Resource Definition

Fields

ports.number

ports.protocol

resolution

Destination Rule

host

mode

shitimers

tcpConnectTimeout

tcpKeepAliveProbes

tcpKeepAliveTime

tcpKeepAlivelnterval

Envoy Filter

labelselector

applyTo

filtername

operation

typeconfig

configkey

configvalue

stream_idle_timeout

max_stream_duration

patchContext

networkFilter_listener_port

transport_socket_connect_timeout

filterChain_listener_port

route_idle_timeout

route_max_stream_duration

httpRoute_routeConfiguration_port

vhostname

cluster.service

type

listener_port

exactbalance

Peer Authentication

labelselector

tlsmode

Virtual Service

host

destinationhost

port

exportTo

retryon

attempts

timeout

Request Authentication

labelselector

issuer

jwks/jwksUri
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Table 2-26 (Cont.) Supported Fields in Custom Resource Definitions

|
Custom Resource Definition Fields

Policy Authorization labelselector
action

hosts

paths
xfccvalues

2.2.1.14.2 Installation of ASM Configuration Charts

Perform the below steps to install ASM configuration charts:

1. Download the ASM charts.tar file ocudr - servi cenesh- confi g- 24. 1. 0. t gz available with
the CSAR files. .

2. Configure the custom-values.yaml file as follows:

* Modify only the data section for all the Custom Resource Definition (CRD). You can
comment the CRDs that you do not need. For example, in the CRD Service Entry
modify the default values for all the fields with the values that you want to apply. This is
applicable to all the supported CRDs.

e The key and value mentioned for each CRD's is replaced in the template section. For
example, the following sample envoy filters data shows how to configure the sample
envoy filters using different FILTERS, PORTS:

envoyFilters_v_19x_111x:
- nane: xfccfilter
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpat ch:
- appl yTo: NETWORK_FI LTER
filternane: envoy.filters.network.http_connection_manager
operation: MERGE
typeconfig: type.googl eapis. conl
envoy. extensions. filters.network. http_connection_manager.v3. H t pConnect i
onManager
configkey: forward client cert_details
configval ue: ALWAYS FORWARD ONLY
- name: serverheaderfilter
| abel sel ector: "app. kubernetes.iol/instance: ocudr"
confi gpat ch:
- appl yTo: NETWORK_FI LTER
filternane: envoy.filters.network.http_connection_manager
operation: MERGE
typeconfig: type.googl eapis. conl
envoy. extensions. filters.network. http_connecti on_manager.v3. H t pConnect i
onManager
confi gkey: server_header _transformation
configval ue: PASS_ THROUGH
- nane: customhttp-stream
| abel sel ector: "app. kubernetes.iol/instance: ocudr"
confi gpat ch:
- appl yTo: NETWORK_FI LTER
filternane: envoy.filters.network.http_connection_manager
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operation: MERGE
typeconfig: type.googl eapis. conl
envoy. extensions. filters. network. http_connection_manager. v3. Ht t pConnect
onManager
configkey: server_header _transformation
confi gval ue: PASS THROUGH
streamidle_timout: "6000ns"
max_stream duration: "7000ns"
pat chCont ext: S| DECAR_CUTBOUND
networkFilter |istener_port: 8000
- nanme: customtcpsocket-tinmeout
| abel sel ector: "app. kubernetes.iol/instance: ocudr"
confi gpatch
- applyTo: FILTER CHAIN
pat chCont ext: S| DECAR | NBOUND
operation: MERGE
transport _socket connect tineout: "750ms"
filterChain_listener_port: 8000
- nane: customhttp-route
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- appl yTo: HTTP_ROUTE
pat chCont ext: S| DECAR_CUTBOUND
operation: MERGE
route_idle timout: "6000ns"
route_max_streamduration: "7000ns"
htt pRout e_rout eConfi guration_port: 8000
vhost name: "ocudr. svc. cl uster: 8000"
- name: | ogi cal dnscl uster
| abel sel ector: "app. kubernetes.io/instance: ocudr"
confi gpatch
- appl yTo: CLUSTER
clusterservice: rchltxekvzwcanf-y-ec-
x-002. anf . 5gc. mc480. ncc311. 3gppnet wor k. or g
operation: MERGE
| ogi cal dns: LOG CAL_DNS
- appl yTo: CLUSTER
clusterservice: rchltxekvzwcand-y-ec-
x-002. anf . 5gc. mc480. ncc311. 3gppnet wor k. or g
operation: MERGE
| ogi cal dns: LOG CAL_DNS
- nane: sl fexactbal ancesanpl e
| abel sel ector: "app. kubernetes.io/ name: ingressgateway- prov"
confi gpatch
- applyTo: LI STENER
pat chCont ext: S| DECAR_CUTBOUND
listener_port: 5001
operation: MERGE
exact bal ance: true

3. Install the ASM configuration charts as below:
* Run the below Helm install command to the namespace you want to apply the
changes:

hel minstall <Rel ease-Name> -n <Namespace>
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*  Run the below command to verify if all CRDs are installed:

kubect| get <CRD-Nanme> -n <Namespace>

[cloud-user@cne-cicd- -bastion-1 ocudr-servicemesh-config]$ kubectl get se -n ocudr
NAME Hi 5 LOCATION RESOLUTION AGE

kube-api-server ["k s.default.svc.cluster.local™]  MESH_INTERNAL 8d
nrf ["nrf acle.com"] MESH_EXTERNAL 8d

* Run the below Helm upgrade command to make changes in the custom-values.yaml
file:

hel m upgr ade <Rel ease- Nanme> -n <Nanespace>

2.2.1.14.3 Verification of Charts

Pre-requisite: A system has service mesh deployed with few ASM configurations like service
entries and destination rule for UDR or SLF communication to NRF. Example: nrfl.abc.com.

To update and verify the service mesh configurations:
1. Unzip the attached zip file which contains ocudr asm charts.

2. Use the ocudr-asm-config’s values.yaml file to add a nhew SE and DR with nrfl.abc.com
and nrf2.abc.com.

3. Modify the asmResourceTemplate as needed.
4. Runt the helIm3 upgrade command on the values.yaml file.

5. Use the kubect!| get se and kubect!| get dr commands to verify the updates and ensure
service mesh applies these new changes.

For Inter-Cluster NF Communication Service Mesh verification, perform the following steps:

1. For Source NF configuration, add the destination rule mode as 'DISABLE' and in service
entry, provide the host (which is configured on DNS) and load balancer port details.

destinati onRul es:
- hosts: nrfl124.oracle.com
mode: DI SABLE
nane: nrf

2. For destination NF, configure the peerAuthentication for the namespace with mTLS mode
as 'PERMISSIVE'. A sample template is as follows:
Peer Authentication:

api Version: security.istio.iolvlbetal
ki nd: Peer Aut hentication
net adat a

narme: all service

namespace: ocudr
spec:

nls

nmode: PERM SSI VE

3. After performing the above steps, verify the inter cluster communication between two NF's.
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2.2.1.14.4 ASM Specific Configuration

To configure ASM

* Add the following annotation under global section:

# xxxxxxkk Guh-Section Start: Custom Extension G obal Parameters ****xxxx*

#*******'k*******'k*******'k*******'k*******'k*******'k**************************

gl obal :
cust onExt ensi on:
al | Resour ces:
| abels: {}
annot ati ons:
oracle.conmcnc: "true"

| bServi ces
| abels: {}
annot ations: {}
| bDepl oynment s:
| abels: {}
annot ations: {}
nonl bServi ces:
| abels: {}
annot ations: {}
nonl bDepl oyment s:
| abels: {}
annot ations: {}

# xxxxxxkk Qup- Section End: Custiom Extensions d obal Paraneters

*kkkkkkkx

#*******'k*******'k*******'k*******'k*******'k*******'k**************************

* Enable the following flag under global section in custom values file:
gl obal :
# Servicemesh related configurations

# Enabl e when depl oyed with ASM
servi ceMeshCheck: true

e Enable the following flag under ingressgateway section.
i ngressgat eway:
gl obal :

# In case of ASPEN Service Mesh enabled, to support clear text traffic
fromoutside of the cluster below flag needs to be true
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i stiolngressTlsSupport:
i ngressCat eway: true
Change Ingress Gateway Service Type to ClusterlP under the ingressgateway section.

i ngressgat eway:
gl obal :
# Service Type
type: CusterlP

Exclude actuator ports from Aspen mesh to avoid traffic through side car. These ports
should be same as actuator ports (used for readiness/liveness checks) for Ingress
Gateway and UDR microservices.

The default actuator port (service.port.management) used for UDR microservices is 9000
and ingress/egress gateway is 9090 (ingressgateway.ports.actuatorPort). If the default
ports are not changed then use the same annotation as given below. Also, exclude the
management port of nudr-nrf-client-service from nudr-nrf-client-service's side car.

nudr-nrf-client-service:

depl oynent :
cust onExt ensi on:
| abels: {}

annot ati ons:
traffic.sidecar.istio.iofexcludel nboundPorts: "9000"

@® Note

Exclude the management port of nudr-nrf-client-service from nudr-nrf-client-
service side car.

This step is conditional. In custom-values.yaml file, if any port is listed with
excludelnboundPorts and excludeOutboundPorts annotation for ingress gateway,
egressgateway, and alternate-route services, then you are required to exclude the
coherence ports along with the port added. Following are the ports used for coherence by
default.

traffic.sidecar.istio.ioflexcludel nboundPorts: 8095, 8096 9090, 7, 53
traffic.sidecar.istio.iofexcludeQutboundPorts: 8095, 8096 9090, 7, 53

Create a destination rule and service entry to enable MYSQL connectivity service to
establish a connection between UDR/SLF and NDB cluster. This is outside ASM. Sample
template is given below:

Creating a Service for External MySQL Instance

api Version: vl
ki nd: Endpoints
met adat a
name: nysql -connectivity-service-headl ess
namespace: <ocudr-nanespace>
subsets
- addresses:
- ip: <sqgl-nodel-ip>
- ip: <sqgl-node2-ip>
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ports:
- port: 3306
protocol : TCP

api Version: vl

kind: Service

met adat a
name: nysql - connectivity-service-headl ess
namespace: <ocudr-nanespace>

spec:
clusterlP: None
ports:
- port: 3306
protocol: TCP

targetPort: 3306

sessi onAffinity: None

type: CusterlP
api Version: vl
kind: Service
met adat a

name: mysql - connectivity-service

namespace: <ocudr-nanespace>
spec:

ext ernal Name: nysql - connecti vity-service-headl ess. <ocudr -
nanmespace>. svc. cl uster. |l oca

sessi onAffinity: None

type: External Nane

Creating Service Entry and Destination Rule for External Database Instance

api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a

nane: nysql -external -se

namespace: <ocudr-nanmespace>

spec:
host s
- nysql - connecti vi ty-servi ce-headl ess. <ocudr - namespace>. svc. cl uster. | ocal
ports:
- nunber: 3306
nane: nysql

protocol: MySQ
| ocation: MESH EXTERNAL

api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a
nane: nysql -external -dr
namespace: <ocudr-nanmespace>
spec:
host: mysql -connectivity-service-headl ess. <ocudr -
nanespace>. svc. cl uster. |l oca
trafficPolicy:
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tls:
node: DI SABLE

® Note

Do not use this template if you are using cnDBTier with ASM as backend for
UDR/SLF 1.9.0 or above.

* If you enable nudr-ondemand-migration service, then a policy for 4G UDR connectivity is
required as it is outside ASM.
A sample template to create an external Kubernetes service for 4G UDR along with service
entry and destination rule is given below:

External Kubernetes Service for 4G UDR

api Version: vl

ki nd: Endpoints

met adat a
name: sourceudr-service-headl ess
namespace: <ocudr-nanespace>

subset s
- addresses:
- ip: <4gudr-destination-ip>
ports:
- port: <4gudr-destination-port>
protocol : TCP

api Version: vl

kind: Service

met adat a
name: sourceudr-service-headl ess
namespace: <ocudr-nanespace>

spec:
clusterlP: None
ports:
- port: <4gudr-destination-port>
protocol: TCP

target Port: <4gudr-destination-port>
sessi onAffinity: None
type: CusterlP
api Version: vl
kind: Service
met adat a
nane: sourceudr-service
namespace: <ocudr-nanespace>
spec:
ext ernal Nane: sourceudr - servi ce- headl ess. <ocudr -
nanmespace>. svc. cl uster. |l oca
sessi onAffinity: None
type: External Nane
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Service Entry and Destination Rule (for the service created in the previous template)

api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a
name: sourceudr-external -se
namespace: <ocudr-nanmespace>
spec:
host s
- sourceudr - servi ce- headl ess. <ocudr - nanespace>. svc. cl uster. | oca
ports
- nunber: <4gudr-destination-port>
name: sourceudr
| ocation: MESH EXTERNAL
api Version: networking.istio.iolvlal pha3
kind: DestinationRule
met adat a
name: sourceudr-external - dr
namespace: <ocudr-nanmespace>
spec:
host: sourceudr-servi ce-headl ess. <ocudr - namespace>. svc. cl uster. | oca
trafficPolicy:
tls:
mode: Dl SABLE

If you are using nudr-migration tool with ASM setup, it is mandatory to create a service
entry and a destination rule for 4G UDR IP along with the port used, which is outside ASM.
Use same IP Address given in the host IP details of nudr-migration template. A sample
template is given below

api Version: networking.istio.iolvlal pha3
ki nd: ServiceEntry
met adat a
name: sourceudr-external -se
namespace: <ocudr-nanespace>
spec:
host s
- sourceudr - servi ce- headl ess. <ocudr - nanespace>. svc. cl uster. | oca
addr esses:

- 10.196. 7. 251
ports:
- number: 3867
nane: firstconnectionport
- number: 3866

nane: secondconnecti onport
| ocation: MESH EXTERNAL- - -
api Version: networking.istio.iolvlal pha3
ki nd: DestinationRule
met adat a
nanme: sourceudr-external -dr
namespace: <ocudr-nanespace>
spec:
host: sourceudr-servi ce-headl ess. <ocudr - namespace>. svc. cl uster. | oca
trafficPolicy:
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tls:
node: DI SABLE

e Torun XFCC and Server header related ATS test cases on SLF or UDR with ASM, envoy
filters are used to forward the header passed by client. Sample envoy filters template is
given below:

api Version: networking.istio.io/vlal pha3
ki nd: EnvoyFilter
met adat a

nane: <server-header envoyfilter name>

nanespace: <NF depl oynent nanespace>
spec:

wor k| oadSel ect or:

| abel s:
app. kubernetes.io/instance: <hel mrel ease name>
confi gPat ches
- appl yTo: NETWORK FILTER

mat ch:

listener:

filterChain:
filter:
nane: "envoy. http_connection_nanager"

pat ch:

operation: MERGE

val ue:

typed _config:
"@ype': type.googl eapis.conm
envoy. config.filter.network. http connection_manager.v2. Ht pConnecti onManage
r

server header transfornmation: PASS THROUGH

api Version: networking.istio.iolvlal pha3
ki nd: EnvoyFilter
met adat a

nane: <xfcc envoyfilter nane>

nanespace: <NF depl oynent nanespace>
spec:

wor k| oadSel ect or:

| abel s:
app. kubernetes.iol/instance: <hel mrel ease name>
confi gPat ches
- appl yTo: NETWORK FILTER

mat ch:

listener:

filterChain:
filter:
nane: "envoy. http_connection_nanager"

pat ch:

operation: MERGE

val ue:

typed _config:
"@ype': type.googl eapis.conm
envoy. config.filter.network. http connection_manager.v2. Ht pConnecti onManage
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forward client cert _details: ALWAYS FORWARD ONLY

e For inter pod communication on UDR or SLF deployed with ASM, create Peer
Authentication on pods. Sample template is given below:
Peer Authentication

api Version: security.istio.iolvlbetal
ki nd: PeerAut hentication
met adat a:
nane: <Peer Authentication name>
nanespace: <UDR/ SLF depl oynent nanespace>
spec:
sel ector:
mat chLabel s:
app. kubernetes.iol part-of: ocudr
nmis:
mode: PERM SSI VE

2.2.1.14.5 Deleting ASM

This section describes the steps to delete ASM.

To delete ASM, run the following command:

hel m del ete <hel mrel ease-nane> -n <nanespace>

Where,

« <hel mrel ease- nane> is the release name used by the helm command. This release name
must be the same as the release name used for ServiceMesh.

e <namespace> is the deployment namespcae used by Helm command.

For example:

hel m del ete ocudr-servi cemesh-config -n ocudr

To disable ASM, run the following command:

kubect!| |abel --overwite nanespace ocudr istio-injection=disabled

To verify if ASM is disabled, run the following command:

kubect| get se,dr, peerauthentication, envoyfilter,vs -n ocudr

2.2.1.15 Configuring udrServices and consumerNF Flags

Before installing or upgrading UDR, it is important to configure udrServices and consumerNF
flags.

e udrService: This flag indicates UDR mode. It can be either All, nudr-dr, or nudr-group-id-
map (slf). On the basis of udrService value, NF profiles regiater with NRF. If the udrService
value is 'All' or 'nudr-dr', it is filtered further on the basis of consumerNF flag.
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« consumerNF: This flag indicates consumer network functions for UDR. It is a comma
separated list of possible consumer services like PCF, UDM, NEF, or any combination of
these services.

To configure the udrService and consumerNF flags, use the following information.

« If the udrService is All, then on the basis of udrMode and consumerNF type, set the value
of allowedNFTypes in appProfile.

® Note
NRF needs to be added in allowedNFType.

The default value of consumerNF type in this mode is PCF, UDM, NEF. The details are:

Table 2-27 Allowed NF Type Values When udrService is All

Consumer NF Value of Allowed NF Type (a Notes
field in App PROFILE)
PCF "allowedNfTypes™:['"PCF","NRF"] | Only PCF related entries are
loaded in udrdb.
UDM "allowedNfTypes™:["UDM","NRF"] | Only UDM related entries are

loaded in udrdb. Make sure
diameter proxy and diameter
gateway microservices are
disabled.

NEF "allowedNfTypes™:['NEF","NRF"] | Only NEF related entries are
loaded in udrdb. Make sure
diameter proxy and diameter
gateway microservices are

disabled.
PCF, UDM "allowedNfTypes": Only PCF and UDM related
['PCF","NRF","UDM"] entries are loaded in udrdb.
PCF, NEF "allowedNfTypes™: Only PCENEF related entries are
['PCF","NRF","NEF"] loaded in udrdb.
UDM, NEF "allowedNfTypes": Only UDM and NEF related
["'UDM","NRF","NEF"] entries are loaded in udrdb. Make

sure diameter proxy and diameter
gateway microservices are

disabled.
PCF, UDM, NEF "allowedNfTypes": PCF, UDR, and UDM related
(default) ['PCF","UDM","NRF","NEF"] entries are loaded in udrdb

The default app profile request is:

[{"nflnstancel d":"5a7bd676- ceeb- 44bb- 95e0-

f 6a55a328b03", "nf St at us": " REG@ STERED', "f qdn": " ocudr -

i ngressgat eway. myudr. svc. cl uster.local ", "nf Type": " UDR", "al | owedNf Types":
["PCF","UDM', "NRF"], " pl mList":

[{"mmc":" 14", "ncc":"310"}],"priority": 10, "capacity":500,"l oad":0,"locality"
. "bangal ore", "nf Services": [{"l oad": 0, "scheme": "http", "versions":

[{"api Full Version":"2.1.0.al pha-3", "api VersionlnUri":"v1"}],"fqdn": "ocudr-

i ngressgat eway. myudr. svc. cluster.local","i pEndPoi nts":
[{"port":"80","ipv4Address":"10.0.0.0", "transport":"TCP"}], "nf Servi ceSt at us
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":"REG STERED', "al | owedNf Types"

["PCF","UDM'], "servicel nstancel d": "ae870316- 384d- 458a-

bd45- 025¢9e748976", "servi ceName": "nudr-dr", "priority": 10, "capacity": 500},
{"load":0,"schene":"http", "versions"

[{"api Full Version":"2.1.0.al pha-3","api VersionlnUri":"v1"}],"fqdn": "ocudr-

i ngressgat eway. myudr. svc. cluster.local ", "i pEndPoi nt s"
[{"port":"80","ipv4Address":"10.0.0.0","transport":"TCP"}], "nf Servi ceSt at us
":"REG STERED', "al | owedNf Types"

["NRF"], "servicel nstancel d": "547d42af - 628a- 4d5d-

a8bd- 38c4ba672682", "servi ceName": "nudr - gr oup- i d-

map", "priority":10,"capacity":500}], "udrlnfo":{"supportedDat aSets"

["POLI CY", " SUBSCRI PTION'], "groupl d": "udr-1", "ext ernal Groupl denti fi er sRanges
":[{"start":"10000000000", "end":"20000000000"}], " supi Ranges"
[{"start":"10000000000", "end": "20000000000"}], "gpsi Ranges":
[{"start":"10000000000", "end":"20000000000"}]}, "heart Beat Ti mer": 90, " nf Ser vi
cePer si

If the udrService is nudr-dr, then on the basis of udrMode and consumerNF type, set the
value of allowedNFTypes in appProfile. The default value of consumerNF is PCF.

Table 2-28 Allowed NF Type Values When udrService is nudr-dr
|

Consumer NF Value of Allowed NF Type (a Notes
field in NF PROFILE)
PCF "allowedNfTypes™":["PCF"] Only PCF related entries are
(default) loaded in udrdb.
UDM "allowedNfTypes":["UDM"] Only UDM related entries are

loaded in udrdb. Make sure
diameter proxy and diameter
gateway microservices are
disabled.

NEF "allowedNfTypes":["NEF"] Only NEF related entries are
loaded in udrdb. Make sure
diameter proxy and diameter
gateway microservices are

disabled.
PCF, UDM "allowedNfTypes™:["PCF","UDM"] | Only PCF and UDM related
entries are loaded in udrdb.
PCF, NEF "allowedNfTypes™:['"PCF","NEF"] | Only PCF and NEF related
entries are loaded in udrdb.
UDM, NEF "allowedNfTypes":["UDM","NEF"] | Only UDM and NEF related

entries are loaded in udrdb. Make
sure diameter proxy and diameter
gateway microservices are

disabled.
PCF, UDM, NEF "allowedNfTypes™: PCF, UDR, and UDM related
['PCF","UDM","NEF"] entries are loaded in udrdb.

The default appProfile request is:

nudr-dr [{"nflnstancel d":"5a7bd676- ceeb- 44bb- 95e0-

f 6a55a328b03", "nf St at us": " REG STERED", "f qdn": "ocudr -

i ngressgat eway. myudr. svc. cluster.local ", "nf Type": " UDR", "al | onedNf Types":
["PCF","UDM', "NRF"], "pl mLi st":

[{"mmc":" 14", "ntc":"310"}],"priority": 10, "capacity":500,"l oad":0,"locality"
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:"bangal ore", "nf Services":[{"l oad": 0, "schene": "http", "versions"

[{"api Full Version":"2.1.0.al pha-3","api VersionlnUri":"v1"}],"fqdn": "ocudr-

i ngressgat eway. myudr. svc. cluster.local ", "i pEndPoi nt s"
[{"port":"80","ipv4Address":"10.0.0.0","transport":"TCP"}], "nf Servi ceSt at us
":"REG STERED', "al | owedNf Types"

["PCF","UDM'], "servicel nstancel d": "ae870316- 384d- 458a-

bd45- 025¢9e748976", "servi ceNane": " nudr -
dr","priority":10,"capacity":500}],"udrlnfo":{"supportedDat aSets"

["POLI CY", " SUBSCRI PTION'], "groupl d": "udr-1", "ext ernal Groupl denti fi er sRanges
":[{"start":"10000000000", "end":"20000000000"}], " supi Ranges"
[{"start":"10000000000", "end":"20000000000"}], " gpsi Ranges"
[{"start":"10000000000", "end":"20000000000"}]}, "heart Beat Ti mer": 90, " nf Ser vi
cePersi stence": fal se, "nf Profi| eChangesSupportind":fal se, "nf Set|dList"
["setxyz.udrset.5gc. mc012. ncc345"]}]

e If the udrService is nudr-group-id-map, then set the allowedNFType in appProfile as NRF.
The default appProfile request is:

[{"nflnstancel d":"5a7bd676- ceeb- 44bb- 95e0-

f 6a55a328b03", "nf St at us": " REG STERED", "f qdn": " ocudr -

i ngressgat eway. myudr. svc. cluster.local ", "nf Type": " UDR", "al | owedNf Types"
["NRF"], "pl mList"

[{"mmc":" 14", "ntc":"310"}],"priority": 10, "capacity":500,"l oad":0,"locality"
:"bangal ore", "nf Services":[{"load": 0, "schene": "http", "versions"

[{"api Ful | Version":"2.1.0.al pha-3","api VersionlnUri":"v1"}],"fqdn": "ocudr-
i ngressgat eway. myudr . svc. cluster.local","i peEndPoi nt s"
[{"port":"80","ipv4Address":"10.0.0.0","transport":"TCP"}], "nf Servi ceSt at us
":"REG STERED', "al | owedNf Types"

["NRF"], "servicel nstancel d": "547d42af - 628a- 4d5d-

a8hd- 38c4ha672682", "servi ceNane": " nudr - gr oup- i d-

map", "priority": 10, "capacity":500}], "udrlnfo"
{"groupld":"udr-1","external G oupl dentifiersRanges"
[{"start":"10000000000", "end": "20000000000"}], "supi Ranges":
[{"start":"10000000000", "end": "20000000000"}], "gpsi Ranges":
[{"start":"10000000000", "end": "20000000000"}]}, "heart Beat Ti mer": 90, " nf Servi
cePersistence": fal se, "nf Profil eChangesSupport|nd":fal se, "nfSet!dList"
["setxyz.udrset.5gc. mc012. ncc345"]}]

2.2.1.16 Configuring eirServices and consumerNF Flags

Before installing or upgrading EIR, it is important to configure udrServices and consumerNF
flags.

e udrService: eirService indicates EIR mode. eirService is n5g-eir-eic. Set the parameter
global.udrServices to n5g-eir-eic to indicate EIR mode. n5g-eir-eic is the service used to
register EIR with NRF.

e consumerNF: This flag indicates consumer network functions for EIR.
To configure the eirService and consumerNF flags, use the following information.

« If the eirService is n5g-eir-eic, then on the basis of eirMode and consumerNF type, set the
value of allowedNfTypes in appProfile. The default value of consumerNF is AMF.
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® Note
NRF needs to be added in allowedNFType.

Table 2-29 Allowed NF Type Values When eirService is n5g-eir-eic
|

Consumer NF Value of Allowed NF Type (a Notes
field in App PROFILE)

AMF "allowedNfTypes":["AMF"] Only AMF related entries are
loaded.

The default app profile request is:

[{
“nflnstancel d": "5a7bd676-ceeb- 44bb- 95e0- f 6a55a328b03",
"nf Status": "REQ STERED',
“fqgdn": "ocudr-ingressgateway-sig.nyudr.svc.cluster.|ocal",
"nfType": "5G EIR',
"al | owedNf Types": ["AMF"],
"plmList": [{
"mc": "14",
"nce”: "310"
H,
"priority": 10,
"capacity": 500,
"l oad": O,
"l ocality": "bangal ore",
"nf Services": [{
"l oad": O,
“schene": "http",
"versions": [{
"api Ful | Version": "2.1.0.al pha-3",
"api VersionlnUri": "vl1"
H,
“fqgdn": "ocudr-ingressgat eway-sig. myudr.svc.cluster.local",
"i pEndPoi nts": [{
"port": "80",
"i pv4Address": "10.0.0.0",
"transport": "TCP"
H,
"nf ServiceStatus": "REGQ STERED',
"al | owedNf Types": ["AMF"],
"servicelnstanceld": "ae870316-384d- 458a- bd45- 025¢c9e748976",
“serviceName": "n5g-eir-eic",
“priority": 10,
"capacity": 500
H,
"heartBeat Ti mer": 90,
"nf Servi cePer si stence": false,
"nf Profil eChangesSupportind": false,
"nfSetldList": ["setxyz.udrset.5gc. mc012. ncc345"]
H
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2.2.1.17 Configuring PodDisruptionBudget Kubernetes Resource

The PodDisruptionBudget (PDB) is a Kubernetes resource, which you can use for the nudr-
drservice, nudr-notify-service, nudr-config service, config-server, nudr-diameter-proxy, and
nudr-diamgateway services. This PDB resource allows you to specify the number of concurrent
disruptions for your pods. It is helpful when a pod is deleted either deliberately or accidentally.

@® Note

The performance and capacity of the UDR system may vary based on the call model,
feature or interface configuration, and underlying CNE and hardware environment,
including but not limited to, the size of the json payload, operation type, and traffic
model.

When a Kubernetes node runs out of RAM or disk space, the pod evicts in an attempt to
ensure the node is running properly. It uses the maxAvailable parameter specified in the Helm
chart to determine the minimum number of pods that are available during a disruption, even in
the absence of the evicted pod.

@® Note

The value of the maxAvailable parameter is an absolute number.

Table 2-30 PodDisruptionBudget for SLF Deployment
|

Microservice PDB Value Specified Notes
(maxUnavailable)
ingressgateway 1 NA
egressgateway 1 NA
nudr-drservice 1 NA
nudr-dr-provservice 1 NA
nudr-config 1 NA
config-server 1 NA
alternate-route 1 NA
nrf-client 1 NA
app-info 1 NA
perf-info 1 NA
perf-info-prov 1 NA

Table 2-31 PodDisruptionBudget for UDR Deployment

Microservice PDB Value Specified Notes
(maxUnavailable)

ingressgateway 1 NA
egressgateway 1 NA
nudr-drservice 1 NA
nudr-dr-provservice 1 NA
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Table 2-31 (Cont.) PodDisruptionBudget for UDR Deployment
|

Microservice PDB Value Specified Notes
(maxUnavailable)
nudr-notify-service 1 NA
nudr-diam-gateway 1 NA
nudr-diameterproxy 1 NA
nudr-ondemand-migration 1 NA
nudr-config 1 NA
config-server 1 NA
alternate-route 1 NA
nrf-client 1 NA
app-info 1 NA
perf-info 1 NA
perf-info-prov 1 NA

Table 2-32 PodDisruptionBudget for EIR Deployment
- _________________________ |

Microservice PDB Value Specified Notes
(maxUnavailable)
ingressgateway 1 NA
egressgateway 1 NA
nudr-drservice 1 NA
nudr-dr-provservice 1 NA
nudr-config 1 NA
config-server 1 NA
alternate-route 1 NA
nrf-client 1 NA
app-info 1 NA
perf-info 1 NA
perf-info-prov 1 NA

2.2.1.18 Configuring Network Policies

Overview

The network policies allow ingress or egress rules to be defined based on Kubernetes
resources such as Pod, Namespace, IP, and Ports. These rules are selected based on
Kubernetes labels in the application. These network policies enforces access restrictions for all
the applicable data flows except communication from Kubernetes node to pod for invoking
container probe.

@® Note

Configuring network policies is an optional step. Based on the security requirements,
network policies may or may not be configured.
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For more information on the network policy, see https://kubernetes.io/docs/concepts/services-
networking/network-policies/.

Configuring Network Policies

Following are the various operations that can be performed for network policies after UDR
deployment.

Installing Network Policies

The Network Policies are part of ocudr Helm package and can be modified from
ocudr_custom_values.yaml file. The entire specification section in the
ocudr_custom_values.yaml file is taken as input for network policies. You can provide names
to each policy to differentiate the policies when deployed. The template file for network policy is
as below:

#Tenpl ate for various network Policy
{{- if .Values.qglobal.createNetworkPolicy }}
{{- range . Val ues. gl obal . networkPolicy }}
api Versi on: networking. k8s.io/vl
ki nd: NetworkPol icy
met adat a
nane: {{ .nmetadata.nane }}
spec:
{{- .spec | toYam | nindent 2 }}

{{- end -}}
{{- end }}

The ocudr_custom_values.yaml file consists of various network policies for UDR that you can
use to update the network policies. If there are no policies in a namespace by default, then all
ingress and egress traffic is allowed to and from the pods in that namespace.

- - metadata:
nane: deny-ingress-all-udr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.i o/ part-of: ocudr
pol i cyTypes:
- Ingress
- metadat a:
nane: al |l ow i ngress-sbi-udr
spec:
podSel ect or:
mat chLabel s:
app. kubernet es. i o/ name: ingressgat eway-sig
pol i cyTypes:
- Ingress
i ngress

- {1

- metadat a:
nane: al |l ow i ngress-prov-udr
spec:
podSel ect or:
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mat chLabel s:

app. kubernet es. i o/ name: ingressgat eway- prov

pol i cyTypes:
- Ingress
i ngress

- {}

- metadat a:
nane: al |l ow i ngress-di angat eway- udr
spec:
podSel ect or:
mat chLabel s:

app. kubernetes. i o/ name: nudr - di am gat eway

pol i cyTypes:
- Ingress
i ngress
- ports:
- protocol: TCP
port: 3868

- metadat a:

name: deny-egress-all-ocudr
spec:

podSel ect or:

mat chLabel s:
app. kubernetes.i o/ part-of: ocudr

pol i cyTypes:
- Egress

- metadat a:
nane: al | ow egress-through-egress-ocudr
spec:
podSel ect or:
mat chLabel s:
app. kubernet es. i o/ nane: egressgat eway
pol i cyTypes:
- Egress
egr ess:

- {}

- metadat a:
nane: al | ow egress-through-perf-ocudr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.i o/ name: perf-info
pol i cyTypes:
- Egress
egr ess:

- {}

- metadat a:
nane: al | ow egress-through-appi nf o- ocudr
spec:
podSel ect or:
mat chLabel s:

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
F94025-02
Copyright © 2019, 2024, Oracle and/or its affiliates.

Chapter 2
Installation Sequence

September 3, 2025
Page 85 of 99



ORACLE

app. kubernet es. i o/ name: appinfo
pol i cyTypes:
- Egress
egr ess:

- {}

- net adat a:

nane: al | ow egress-through-di angat eway- ocudr

spec:
podSel ect or:
mat chLabel s:

app. kubernetes. i o/ name: nudr - di am gat eway

pol i cyTypes:
- Egress
egress:

- {}

# Allow ingress for Pronetheus Metrics Scrapping

- metadat a:
name: al | owi ngress- promnet heus- udr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.io/ part-of: ocudr
pol i cyTypes:
- Ingress
i ngress
- ports:
- protocol: TCP
port: 9090 # Pronetheus Port
- protocol: TCP
port: 9000
- protocol: TCP
port: 9001
- protocol: TCP
port: 9002

- metadat a:
name: al | owi ngress-servi ce-nesh-ocudr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.i o/ part-of: ocudr
pol i cyTypes:
- Ingress
i ngress
- ports:
- protocol: TCP
port: 15021
- protocol: TCP
port: 15012
- protocol: TCP
port: 15000
- protocol: TCP
port: 15020
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# Allow egress to DB SQL and Mnitoring Ports

- metadat a:
nane: al | ow nmysql - db- udr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.i o/ part-of: ocudr
pol i cyTypes:
- Egress
egr ess:
- ports:
- protocol: TCP
port: 3306 # DB SQL Port
- protocol: TCP

port: 8080 # DB Mbnitoring Port

# Allow egress to K8s APl Port
- metadat a:
nane: al |l ow egress-k8s
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.i o/ part-of: ocudr
pol i cyTypes:
- Egress
egress:
- ports:
- protocol: TCP
port: 6443 # K8s APl Server Port

# Allow egress to Jaeger Agent
- metadat a:
nane: al |l owj aeger - udr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.io/ part-of: ocudr
pol i cyTypes:
- Egress
egress:
- ports:
- protocol: TCP
port: 4318 # Jaeger Agent Port

# Allow egress to DNS
- metadat a:
nane: al | ow egress-dns-udr
spec:

podSel ect or:

mat chLabel s:

app. kubernetes.i o/ part-of: ocudr

pol i cyTypes:
- Egress
egr ess:
- ports:

- protocol: TCP
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port: 53 # DNS TCP Port
- protocol: UDP
port: 53 # DNS UDP Port

- metadat a:
name: al | ow egress-service-nmesh-ocudr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.io/ part-of: ocudr
pol i cyTypes:
- Egress
egr ess:
- ports:
- protocol: TCP
port: 15021
- protocol: TCP
port: 15012
- protocol: TCP
port: 15000
- protocol: TCP
port: 15020
# Al'low ingress from UDR Pods
- metadat a:
name: al | owingress-from udr-pods
spec:
podSel ect or:
mat chLabel s:
app. kubernetes.io/ part-of: ocudr
pol i cyTypes:
- Ingress
i ngress
- from
- podSel ect or
mat chLabel s

app. kubernetes.iol part-of: ocudr

# Al'low egress to UDR Pods
- metadat a:
nane: al | ow egress-to-udr-pods
spec:

podSel ect or:

mat chLabel s:

app. kubernetes.i o/ part-of: ocudr

pol i cyTypes:
- Egress
egr ess:
- to:

- podSel ect or

mat chLabel s
app. kubernetes.iol part-of: ocudr

# Al'low ingress from Consol e
- net adat a:
name: al | owingress-from consol e- udr
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spec:
podSel ect or:
mat chLabel s:
app. kubernetes. i o/ nanme: nudr-config
pol i cyTypes:
- Ingress
i ngress
- from
- nanespaceSel ector: {}
podSel ect or:
mat chLabel s:
app. kubernetes.i ol part-of: cncc-core
ports
- protocol: TCP
port: 5001

- metadat a:
nane: al |l owingress-fromatspod-config-ocudr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes. i o/ nanme: nudr-config
pol i cyTypes:
- Ingress
i ngress
- from
- podSel ect or
mat chLabel s
app: ocats-udr
ports:
- protocol: TCP
port: 5001

Network policies are applicable only to a particular namespace. If the policies are required to
be valid across namespaces, for example, in CNC console, if a different namespace is installed
than that of UDR then you must edit the policy for CNC console to nudr-config as follow:

- metadat a:
nane: al |l owingress-fromconsol e-udr
spec:
podSel ect or:
mat chLabel s:
app. kubernetes. i o/ nane: nudr-config
pol i cyTypes:
- Ingress
i ngress
- from
- namespaceSel ect or
mat chLabel s:
kuber net es. i o/ net adat a. nanme=<nanespace of consol e>
podSel ect or:
mat chLabel s:
app. kubernetes.iol part-of: cncc-core
ports
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- protocol: TCP
port: 5001

When the remote transfer is enabled for subscriber export tool and subscriber bulk tool, you
must uncomment the network policy section as follows to allow the transfer:

#Uncoment line no 76 to 88 If sftp is enabled and to transfer out the files
to remote server for export too

#- metadata
nane: sftp-export-network-policy
nanespace: ocudr # shoul d be depl oyed ns
spec:
podSel ect or:
mat chLabel s:
app. kubernetes. i o/ name: nudr - export -t ool
pol i cyTypes:
- Egress
egress
- to:
- i pBl ock:
cidr: 10.121.29.66/32 #G ve the renote server ip here

H HHHH R HH R

#Uncoment line no 91 to 117 If sftp is enabled and to transfer out the

files to remote server for inport too

#- metadata

# nane: sftp-inport-egress-network-policy

# nanespace: ocudr # shoul d be depl oyed ns
# spec:

# podSel ect or

# mat chLabel s:

# app. kuber net es. i o/ name: nudr - bul k-i nport
# pol i cyTypes:

# - Egress

# egress

# - to:

# - i pBl ock:

# cidr: 10.75.229.137/ 32 #G ve the renmote server ip here
#- metadata

# nane: sftp-inport-ingress-network-policy

# nanespace: ocudr # shoul d be depl oyed ns
# spec:

# podSel ect or

# mat chLabel s:

# app. kuber netes. i o/ name: nudr - bul k-i nport
# pol i cyTypes:

# - Ingress

# i ngress

# - from

# - i pBl ock:

# cidr: 10.75.229.137/ 32 #G ve the renote server ip here
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2.2.1.18.1 Verifying Network Policies

Run the below command to check if network policies are deployed:

kubect

The sample output of the network policy is as below:

al | ow egress-dns- provgw

of =pr ovgw 4d3h
al | ow egr ess-dns- udr

of =ocudr 7d19h
al | ow egress-k8s

of =ocudr 7d19h
al | ow egress-k8s- provgw

of =pr ovgw 4d3h
al | ow egress-to- provgw pods

of =pr ovgw 4d3h
al | ow egress-to-udr- pods

of =ocudr 7d19h
al | ow-i ngress-from consol e- provgw
config 4d3h

al | ow-i ngress-from consol e-udr
config 7d19h

al | ow-i ngress-from provgw pods- provgw
of =pr ovgw 4d3h
al | ow-i ngress-fromudr-pods

of =ocudr 7d19h
al | ow-i ngress- promet heus- provgw
of =pr ovgw 4d3h
al | ow-i ngress- pronet heus- udr
of =ocudr 7d19h
al | ow-i ngress- prov-udr

pr ov 7d19h

al | ow-i ngress- provgw

i ngr essgat eway 4d3h

al | owi ngress- shi - udr

sig 7d19h

al | owj aeger - provgw

of =pr ovgw 4d3h
al | owj aeger - udr

of =ocudr 7d19h
al | ownysql - db- pr ovgw

of =pr ovgw 4d3h
al | ownysql - db- udr

of =ocudr 7d19h

get networkpolicy -n <nanespace>

deny- egress-al | - except - egw provgw

(egressgat eway) 4d3h

deny- egress-al | - except - egw udr

(egressgat eway) 7d19h
deny-ingress-all - provgw
of =pr ovgw

4d3h

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

app.

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es

kuber net es
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deny-ingress-all -udr app. kubernetes.iof part-
of =ocudr 7d19h

Table 2-33 Supported Kubernetes Resource for Configuring Network Policies
|

Parameter Description Details
apiVersion This indicates Kubernetes Data Type: string
version for access control. Default Value:

Note: This is the supported APl | networking. k8s.i o/ vl
version for network policies. This
is a read-only parameter.

kind This represents the REST Data Type: NetworkPolicy
resource this object represents. | pefault Value:
Note: This is a read-only networ ki ng. k8s.i o/ vl
parameter.
metadata.name This indicates unique name for Default Value:
the network policy. {{ .netadata.name }}
This is a mandatory parameter.
spec.{} This consists of all the Default Value: NA

information needed to define a This is a mandatory parameter.
particular network policy in the

given namespace.

For more information about this functionality, see Network Policies in the Oracle
Communications Cloud Native Core, Unified Data Repository User Guide.

2.2.1.19 Manual Creation of UDR Database and MySQL User

Follow the below steps to manaually create UDR Database and MySQL User:
1. Perform the following steps to create the UDR databases required for the deployment:

a. Run the following command to log in to one of the ndbappmysqgld node pods:
kubect| exec -it ndbappnysql d-0 -n <db-namespace>

b. Once logged into the pod, run the following command with root credentials to login to
mysq|l terminal:

mysqgl -h127.0.0.1 -uroot -p<rootPassword>
c. Run the following command to create the UDR subscriber and configuration database:

e CREATE DATABASE | F NOT EXI STS <udrdbname> CHARACTER SET utf8;

e CREATE DATABASE | F NOT EXI STS <udrconfi gdbname> CHARACTER SET utf 8;

@ Note

In case of multiple site deployment you can create the configuration database
for all sites using the similar CREATE statements. This can be performed in
one of the ndbappmysqld under any one site.
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2. Perform the following steps to create the mysql user required for accessing the UDR
databases. These instructions need to be executed on all ndbappmysgld and ndbmysq|
nodes:

a. Run the following command to log in to one of the sqgl node pods:

kubect!| exec -it ndbappnysql d- x/ ndbnysqgl d- -n <db-nanespace>

b. Once logged in to the pod, run the following command with root credentials to login to
mysq|l terminal:

mysqgl -h127.0.0.1 -uroot -p<rootPassword>

c. Run the following command to create mysql user and provide required GRANTS for
the user:

e CREATE USER | F NOT EXI STS ' <udruser> @% | DENTIFI ED BY
' <udr passwd>' ;

e (GRANT SELECT, |NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE, REFERENCES ON
<udrdbnane>.* TO '<udruser> @%;

e (GRANT SELECT, |NSERT, CREATE, ALTER, DROP, LOCK TABLES, CREATE
TEMPORARY TABLES, DELETE, UPDATE, EXECUTE, REFERENCES ON
<udr confi gdbnane>. * TO '<udruser> @%;

* FLUSH PRI VI LEGES;

@ Note

In case of multiple site deployment using the GRANT command provide
access to all UDR configuration databases created in the Step 1.

2.2.1.20 Secondary Path for PCF Notifications When the Primary PCF is Unavailable

Follow the steps to use the Egress Gateway SBIRouting to perform notification request
attempts to peerl (secondary PCF or PCRF) when peer0 (primary PCF or PCRF) response is
not successful.

@® Note

This configuration is specific for fixed hosts or IPs for PCF services.

Configure peerConfiguration and peerSetConfiguration from Egress Gateway
sbiRouting Section

Refer the following sbiRouting yaml file reference to create peer0, peerl peerConfiguration,
and set0 peerSetConfiguration instances. The peer0, peerl, and setO are custom identifiers
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used in the following example. If there are any change on the identifier name, you must modify
all applicable strings in the custom-values.yaml.

egressgat enay:
shi Rout i ng:
shi Rerout eEnabl ed: true
peer Confi guration:
- id: peer0
host: <PCF1 SERVI CE FQDN or | P>
port: <SERVI CE PORT>
api Prefix: "/"
- id: peerl
host: <PCF2 SERVI CE FQDN or | P>
port: <SERVI CE PORT>

api Prefix: "/"
peer Set Confi gurati on:
- id: setO
htt pConfi gurati on;
- priority: 1
peerldentifier: peer0
- priority: 2

peerldentifier: peerl

Configure routesConfig

Set the sbi Rout i ngEnabl ed parameter as true in routesConfig identifier that corresponds to
peerSetldentifier "set0". The following example uses default "scp_r out e" routeConfig identifier
configuration from UDR custom-values.yaml file. The scp_route, set0, scp_direct2_criteria_0,
and scp_direct2_action_0 are custom identifiers used in the following example. If there are any
change on the identifier name, you must modify all applicable strings in the custom-
values.yaml.

egressgat eway:
rout esConfi g:
# Route for Notification traffic
- id: scp_route
uri: http://dummy. dont change
path: /[**
order: 2
met adat a:
httpsTargetOnly: false
httpRuri Only: false
sbhi Routi ngEnabl ed: true # VALUE TO CHANGE

filterNanel:
name: Sbi Routi ng
args:

peer Setldentifier: set0
cust onPeer Sel ect or Enabl ed: fal se
errorHandl i ng:

- errorCriteriaSet: scp_direct2 criteria 0
actionSet: scp_direct2_action_0
priority: 1

filterNaneControl Shut down:
nane: Control | edShut downFilter
args:
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appl i cabl eShut downSt at es:
- " COVPLETE_SHUTDOMN'

Configure sbiRoutingErrorActionSets

Set the att enpt s as 2 in sbiRoutingErrorActionSets identifier that correspond to the
rout esConfi g. acti onSet identifier configured in section Configure routesConfig.

The following example uses default "scp_di rect 2_acti on_0" in shiRoutingErrorActionSets
identifier configuration from UDR custom-values.yaml file. Since the "set0" is configured with
default "scp_direct2_action_0" identifier in section Configure routesConfig, you must set the
attenpts 2 to "scp_direct2_action_0" identifier. The scp_direct2_action_0 is the custom
identifier used in the following example. If there are any change on the identifier name, you
must modify all applicable strings in the custom-values.yaml.

egressgat enay:

shi RoutingErrorActionSets:

- id: scp_direct2 action 0
action: reroute
attenpts: 2 # VALUE TO CHANGE
bl ackLi st :
enabl ed: fal se
duration: 60000

2.2.1.21 Enabling and Disabling Conflict Resolution

To enable or disable the Conflict Resolution feature, see "Conflict Resolution" section in the
Oracle Communications Cloud Native Core, Unified Data Repository User Guide.

2.2.2 Installation Tasks

This section explains how to install UDR.

@ Note

Before installing UDR, you must complete Prerequisites and Prelnstallation Tasks.

2.2.2.1 Installing UDR Package

To install the UDR package, perform the following steps:

You can install UDR either with HELM repository or with HELM tar. To install UDR in
Kubernetes cluster:

1. Run the following command to access the extracted package:
cd ocudr-<rel ease_nunber >

2. (Optional) Customize the ocudr-custom-values-24.1.1.yaml file with the required input
parameters. To customize the file, see UDR Configuration Parameters.

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
F94025-02 September 3, 2025
Copyright © 2019, 2024, Oracle and/or its affiliates. Page 95 of 99



ORACLE’

Chapter 2
Installation Sequence

3. Run the following command to install UDR:

helminstall <helmchart> [--version <OCUDR version>] --name <rel ease> --
nanespace <k8s namespace> -f <ocudr-customval ues-24.1.1.yan >

In the above command:

<helm chart> - is the name of the chart, which is of the form <helm repo>/ocudr.

<OCUDR version> - is the software version (helm chart version) of the OCUDR. This is
optional. If omitted, the default is latest version available in helm repository.

<release> - is a user defined release name to identify the helm deployment, all pod
names, service name, deployment name will be prepended by this release name. This
name should be different for each UDR/SLF site incase of multisite deployments

<k8s namespace> - is a hame of user's choice to identify the Kubernetes namespace
of the Unified Data Repository. All the Unified Data Repository microservices are
deployed in this Kubernetes namespace.

<ocudr-custom-values-24.1.1.yaml> - is the customized ocudr-custom-
values-24.1.1.yaml file. The ocudr-custom-values-24.1.1.yaml file is a part of customer
documentation. Download the file and modify it as per user site.

@ Note
If helm3 is used, run the following command to install UDR:

helminstall -nane <rel ease> --nanespace <k8s nanespace> -f <ocudr-
customval ues-24. 1. 1. yanl > <hel m chart> [--version <OCUDR versi on>]

/\ Caution

Do not exit from helm install command manually. After running the helm install
command, it takes some time to install all the services. In the meantime, you must
not press “ctrl+c" to come out from helm install command. It leads to some
anomalous behavior.

Preinstall Hook Failure Warning

If there is installation failure at the the pre-install hook and if the hook pod goes to error state
with the error log "message": " Access denied for user 'root' @127.0.0.6" (u sing
password: YES)". You must manually create the UDR databases and mysqgl user along with
GRANTS. For more information, see . When you perform these manual instructions, disable
the configuration cr eat eUser under the gl obal . prel nstal | section on the ocudr custom
values file before retrying helm installation.

2.2.3 Post Installation Task

This section explains the postinstallation tasks for UDR.
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2.2.3.1 Verifying Installation

To verify the installation:

1. Run the following command:

helm|s rel ease_nane -n <rel ease- nanespace>

Where,

<hem r el ease> is the Helm release name of UDR.

<namespace> is the namespace of UDR deployment.

In the output, if STATUS is showing as depl oyed, then the deployment is successful.

2. Run the following command to verify if the pods are up and active:

kubect| get jobs, pods -n rel ease_nanespace

Where,

<Nanmespace> is the namespace where UDR is deployed.

kubect! get pod -n ocudr

In the output, the STATUS column of all the pods must be Runni ng and the READY column of
all the pods must be n/ n, where n is the number of containers in the pod.

3. Run the following command to verify if the services are deployed and active:

kubect| get services -n rel ease_namespace

Example: kubect| get services -n ocudr

If the installation is unsuccessful or the STATUS of all the pods is not in the as Runni ng state,
perform the troubleshooting steps provided in the Oracle Communications Cloud Native Core,
Unified Data Repository Troubleshooting Guide.

2.2.3.2 Performing Helm Test

This section describes how to perform sanity check for UDR installation through Helm test. The
pods to be checked should be based on the namespace and label selector configured for the
Helm test configurations.

@® Note

Helm test can be performed only on Helm3.

Helm Test - Overview

Helm Test is a feature that validates successful installation of UDR along with the readiness of
all its pods. It also validates PVCs and confirms if they are in the bound state.
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This test also checks for all the PVCs to be in the Bound state under the release namespace
and label selector configured.

Configuring Helm Test

Before running the Hem Test command, it is important to do the following configurations:

1. Complete the Helm test configurations under the Global section of the cust om
val ues. yan file.

gl obal
# Hel mtest related configurations
test:
nf Nane: ocudr
i mage:
nanme: ocudr/nf _test
tag: 24.1.1
config:
| ogLevel : WARN
timeout: 240
resources
- hori zont al podaut oscal ers/vl
- depl oynment s/ vl
- configmaps/vl
- promet heusrul es/ vl
- serviceaccounts/vl
- poddi sruptionbudgets/vl
- roles/vl
- stateful sets/vil
- persistentvol umecl ai ms/ vl
- services/vl
- rol ebi ndi ngs/ vl
#used to enable the helmtest |ogging feature
conpl i anceEnabl e: true

For more details about the configurable parameters, see UDR Configuration Parameters.

2. Ensure the app. kubernetes.io/instance: {{ .Release.Nanme }} labelis part of all
microservice deployments. The Helm Test feature takes the labelSelector internally, along
with the helm release namespace, to select the pods and PVCs for verification.

@® Note

If the above label is not present, add it to the labels section so that the helm test
can work on specific helm release.

3. Run the following helm test command:

hel mtest <hel mrel ease_nane> -n <k8s nanespace>

Once the helm test job completes, check the output whether the test job is successful or
not.
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@® Note

* The Pod or PVC to be verified is fetched based on nhamespace and
labelselector. If the list is empty, then the Helm Test is considered as success.
If the Helm Test fails with errors, then see the Oracle Communications Cloud
Native Core, Unified Data Repository Troubleshooting Guide.

*  When the deployment has two replicas enabled for the nrf-client-
nfmanagement micro service, the helm test fails stating that one of the nrf-
client-nfmanagement pod is not ready. In such a case, this behavior is
expected and the helm test failure can be ignored.

2.2.3.3 Taking a Backup

Take a backup of the following files, which are required during fault recovery:
e Updated cust om val ues. yani file
e Updated Helm charts

e Secrets, certificates, and keys that are used during installation

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide
F94025-02 September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates. Page 99 of 99



Customizing UDR

This chapter provides information about customizing Oracle Communications Cloud Native
Core, Unified Data Repository (UDR) deployment in a cloud native environment.

A sample cust om val ues. yaml fil e is available in Custom_Templates file. For more
information on how to download the package, see Downloading Unified Data Repository

Package.

3.1 UDR Configuration Parameters

This section includes information about the configuration parameters of UDR.

3.1.1 Global Configurable Parameters

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

UDR allows customization of parameters for the different microservices and related settings.

@® Note

Mandatory parameters must be configured before the UDR deployment.

The Global Configurable Parameters are suffixed to all the container names of UDR. These
values are useful to add custom annotation(s) to all non-load balancer type services that UDR

Helm chart creates.

The following table provides global configurable parameters:

Table 3-1 Global Configurable Parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
dockerRegistry Docker registry ocudr- NA NA
from where the registry.us.oracle.c
images are pulled | om/ocudr

udrDB

mysql.dbServiceNa | Name of the mysgl-connectivity- | NA Its the connectivity

me database service | service.occne-infra service exposed by
cnDBTier
deployment.

mysql.port Port exposed by 3306 NA NA

database service

mysgl.configdbnam | Database name for | udrconfigdb NA NA

e configdb

mysql.dbname Database name for | udrdb NA NA
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y

Network Policy

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
mysql.dbUNamelLit | Database user dsusername NA NA
eral name for Literal Note: This value
must not be
modified
mysql.dbPwdLiteral | Database dspassword NA NA
password name for | Note: This value
Literal must not be
modified
mysql.dbEngine Database engine NDBCLUSTER NA NA
name Note: This value
must not be
modified
nrfClientDbName | Database name for | configdbname NA
nrf-client service Note: This value
must not be
modified
udrTracing.enable | Flag to enable udr |false true/false NA
tracing on Jaeger
udrTracing.host Jaegar service occne-tracer- NA NA
name installed on |jaeger-
the cluster agent.occne-infra
udrTracing.port Jaegar service port | 14268 NA NA
installed on the
cluster
dbenc.shavalue Encryption Key 256 256 or 512 NA
size
serviceAccountNa | Name of the null NA The service
me service account account, role and
role bindings
required for
deployment should
be created prior to
UDR installation.
For more
information see,
creating service
account.
configServerEnabl | Flag to enable &configServerEnab | true/false NA
e config-server led true
dbCredSecretNam | Name of the secret | ocudr-secrets NA NA
e created for storing
database
credentials
configServerFullNa | Name of the nudr-config-server | NA NA
meOverride Config-server to be
used in deployment
configServicePort | HTTP port for nudr- | &configServiceHttp | Valid Port Keep the reference
config microservice | Port 5001 unchanged
createNetworkPolic | Flag to enable false true/false NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

alternatRouteServi
ceEnable

Flag to enable
alternate route
service

false

true/false

NA

appinfoServiceEna
ble

Flag to enable
appinfo service.

true

true/false

NA

vendor

Logging parameter
picked up by
Kibana

Oracle

NA

NA

app_name

Logging parameter
picked up by
Kibana

alternate-route

NA

NA

performanceServic
eEnable

Flag to enable
performance info
service

false

true/false

NA

servicePorts.perfinf
OHttp

HTTP port exposed
on performance
info service

5905

valid port

NA

envJaegerQueryUrl

Jaeger URL to be
used for perf-info
service

http://occne-tracer-
jaeger-
query.occne-infra/

valid URL

NA

overloadManagerE
nabled

Enabled when
overload manager
is required. By
setting this flag to
true, readiness
check microservice
provisions the
overload
configurations to
database.

false

true/false

NA

shiCorrelationinfoE
nable

If the flag is
enabled, then the
3gpp-Shi-
Correlation-Info
header is added in
the dr-service
responses and
notification
requests in Egress
Gateway.

false

true/false

NA

ephemeralStorage.
requests.container
sLogStorage

Log storage for all
the containers
used for ephemeral
storage allocation
request.

&containersLogSto
rageRequestsRef
50

Unit: MB

NA

Do not remove
reference

ephemeralStorage.
requests.container
sCrictlStorage

Crictl storage for all
the containers
used for ephemeral
storage allocation
request.

&containersCrictISt
orageRequestsRef
2

Unit: MB

NA

Do not remove
reference
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
ephemeralStorage. | Log storage for all | &containersLogSto | NA Do not remove
limits.containersLo | the containers rageLimitsRef 1000 reference
gStorage used for ephemeral | Unit: MB
storage allocation.
ephemeralStorage. | Crictl storage for all | &containersCrictiSt | NA Do not remove
limits.containersCri | the containers orageLimitsRef 2 reference
ctiStorage used for ephemeral | Unit: MB

storage allocation

limits.

udrServices Services supported | All All/nudr-dr/nudr- For SLF, set

on UDR group-id-map/n5g- | udrServices value

deployment. This eir-eic as nudr-group-id-
configuration map.

decides the For EIR, set

schema execution udrServices value

on UDR database as n5g-eir-eic.
that is done by

nudr-preinstall

hook pod

consumerNF Network functions | If udrServices PCF/UDM/NEF

that use the UDR. | parameter is set to | (Any combination

It is a comma- Al | ; default value | of these 3)

seperated list of is PCF,UDM,NEF

Network functions. | ¢ qrservices

parameter is set to
nudr - dr ; default
value is PCF
udrorAll Services that need | &allordr nudr- NA

to be monitored by drservice,nudr-dr-

app info in "All" or provservice,nudr-

"dr'" mode notify-service,nudr-
diameterproxy,egre
ssgateway,ingressg
ateway,nudr-
config,nudr-config-
server,alternate-
route,nudr-
ondemand-
migration

slf Services that need | &slf nudr- NA

to be monitored by drservice,nudr-dr-

app info in "Anudr- provservice,egress

group-id-map" gateway,ingressgat

mode eway,nudr-
config,nudr-config-
server,alternate-
route

udsfEnable Flag to enable true trueffalse NA
UDSF services
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

m

nflnstanceld NF Instance ID of |5a7bd676- Valid UUID The reference
UDR (same is ceeb-44bb-95e0- definition remains
registered with f6a55a328b03 unchanged.
NRF) A valid Universally
Unique Identifier
(UUID) is a 128-bit
unigue number that
helps NFs to
identify NRF.
autoCreateSubscri | Flag to enable or true true/false NA
ber disable the auto
creation of the
subscriber when
the PUT operation
is performed on a
new UEID (Unique
Entity Identifier).
addDefaultBillingD
ay
diamGatewayEnabl | Flag to enable or true true/false NA
e disable
diamGateway
service.
diamGatewayReal |diameter gateway |oracle.com valid realm NA
m service realm
diamGatewayldenti | diameter gateway | nudr.oracle.com valid identity NA
ty service identity
FourGPolicyConfig | The data level smpolicy smpolicy/nssai/dnn | NA
uration.vsalevel where VSA
(Vendor Specific
Attribute) data
holding the 4G
policy content is
added.
FourGPolicyConfig | The Billing day 1 NA NA
uration.vsaDefault | value on 4G policy
BillingDay data
FourGPolicyConfig | The snssai value 2-FFFFFF NA NA
uration.snssai configurable on 4G
policy data
FourGPolicyConfig | The dnn value dnnl NA NA
uration.dnn configurable on 4G
policy data
FourGPolicyConfig | Flag to enable on- | &onDemandMigrati | true/false Keep the reference
uration.ondemand | demand migration | onEnabled false variable
Migration.enabled | service unchanged
FourGPolicyConfig | ondemand oracle.com valid realm NA
uration.ondemand | migration tool
Migration.diamReal | realm
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tity

Parameter Description Default value Range or Notes

Possible Values

(If applicable)
FourGPolicyConfig | ondemand ondemand- valid identity or Use migration
uration.ondemand | migration tool migration.nudr.orac | FQDN keyword in the
Migration.diamlden | identity le.com diameter identity

uration.sourceUdr.
hostPort

to 4G UDR

FourGPolicyConfig | Enable or disable | false true or false NA
uration.ondemand | 4G Subscriber

Migration.deleteSu | deletion

bscriberOnSource

FourGPolicyConfig | 4G Rest endpoint | http://source-end- | Valid Endpoint NA
uration.ondemand | for deletion of rest-endpoint

Migration.restEndp | subscriber

oint

FourGPolicyConfig | Source diameter tekelecl.com valid diameter NA
uration.sourceUdr.r | server realm realm

ealm

FourGPolicyConfig | Source diameter locall.tekelecl.co [ valid diameter NA
uration.sourceUdr.i | server identity m identity

dentity

FourGPolicyConfig | Source IP, refers to valid HostIP or NA
uration.sourceUdr. |4G UDR FQDN

hostlp

FourGPolicyConfig | Source Port, refers | 3868 Valid diameter port | NA

side car

127.0.0.1:15000/
ready"

serviceMeshCheck | Flag to check side | &serviceMeshFlag | true/false Keep the reference
car container false variable
readiness when unchanged
deployed with
Aspen Service
Mesh. It is enabled
when deployed
with Aspen Service
Mesh.
istioSidecarQuitUrl | Quit URL &istioQuitUrl Valid URL Keep the reference
configurable for "http:// variable
side car 127.0.0.1:15020/ unchanged
quitquitquit"
istioSidecarReady | Readiness URL &istioReadyUrl Valid URL The port used
Url configurable for "http:// should be the

admin configured
for istio proxy
container.

Keep the reference
variable
unchanged
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able

or not the
Kubernetes logging
feature is enabled

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
test.nfName NF name on which [ UDR NA NA
the helm test is
performed. For
UDR, the default
value is UDR and
is used in container
name as suffix
test.image.name Image name for nf_test NA NA
helm test container
image
test.image.tag Image versiontag |24.1.1 NA NA
for helm test
test.config.logLevel | Log level for helm | WARN Possible Values - | NA
test pod WARN
INFO
DEBUG
test.config.timeout | Timeout value for | 240 Range: 1-300 NA
helm test Unit:seconds
operation. If the
timeout value
exceeds, helm test
is considered as
failure
test.resources Kubernetes horizontalpodautos | NA NA
resources for which | calers/vl
the API version ¢ deployments/v
information needs 1
to be fetched . Configmapslvl
e prometheusrul
es/vl
e serviceaccoun
tsivl
e poddisruptionb
udgets/vl
e roles/ivl
e statefulsets/vl
e persistentvolu
meclaims/vl
e services/vl
e rolebindings/v
1
test.complianceEn | Indicates whether |true true or false NA
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arReadyUrl

configurable for
side car.

Change its value
only if the URL for
this hook is
different from the
one configured in
global section

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
preinstall.image.na | Image name for the | nudr_common_hoo | NA NA
me nudr-prehook pod | ks
which takes care of
database and table
creation for UDR
deployment
preinstall.image.tag | Image version for |24.1.1 NA NA
nudr-pre-install-
hook pod image
preinstall.config.log | Log level for pre- WARN Possible Values - NA
Level install hook pod WARN
INFO
DEBUG
preinstall.createUs | Flag to enable user | true true/false NA
er creation on SQL
nodes as part of
pre-install hook.
Itis set as ‘'false’
when installed with
vDBTier
preinstall.serviceM | Flag to check side | *serviceMeshFlag | NA Do not change this
eshCheck car container value unless it is
readiness when different from the
deployed with value configured in
Aspen Service global section
Mesh. reference
Set this parameter
to false if side car
is not enabled only
for this hook.
preinstall.istioSidec | Quit URL *istioQuitUrl NA Do not change this
arQuitUrl configurable for value unless it is
side car. different from the
Change its value value configured in
only if the URL for global section
this hook is reference.
different from the
one configured in
global section
preinstall.istioSidec | Readiness URL *istioReadyUrl NA Do not change this

value unless itis
different from the
value configured in
global section
reference
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
preUpgrade.image. | Image name of nudr_common_hoo | NA NA
name nudr-pre-upgrade | ks
pod that takes care
of database
schema updates
on UDR datastore
preUpgrade.image. | Image version of 24.1.1 NA NA
tag nudr-pre-upgrade
pod image
preUpgrade.config. | Log level of hudr- | WARN Possible Values: NA
logLevel pre-upgrade hook WARN
pod INFO
DEBUG
preUpgrade.servic | Flag to check side | *serviceMeshFlag | NA Do not change this
eMeshCheck car container value unless it is
readiness when different from the
deployed with value configured in
Aspen Service global section
Mesh. reference
Set this parameter
to false if side car
is not enabled only
for this hook.
preUpgrade.istioSi | Quit URL *istioQuitUrl NA Do not change this
decarQuitUrl configurable for value unless it is
side car. different from the
Update this value configured in
parameter only if global section
the URL of this reference
hook is different
from the one
configured in global
section
preUpgrade.istioSi | Readiness URL *istioReadyUrl NA Do not change this
decarReadyUrl configurable for value unless it is
side car. different from the
Update this value configured in
parameter only if global section
the URL of this reference
hook is different
from the one
configured in global
section
preUpgrade.upgrad | Flag to enable false true/false Change to true if
eFailed delete previous upgrade
configuration failed and try to
database. upgrade again.
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oCheck

before adding
default
configuration for
overload control

server,nudr-config

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
postinstall.image.n | Image name for the | nudr_common_hoo | NA NA
ame nudr-post-upgrade | ks
pod, which will take
care of schema
updates on the
UDR datastore
postinstall.image.ta | Image version for |24.1.1 NA NA
g nudr-post-upgrade
pod image
postinstall.config.lo | Log level for nudr- | WARN Possible Values: NA
glLevel post-upgrade hook WARN
pod INFO
DEBUG
postinstall.service | Flag to check the |*serviceMeshFlag | NA NA
MeshCheck side car container Note: Do not
readiness when change this value
deployed with unless it is different
Aspen Service from the value
mesh. For more configured in global
information, refer to section reference.
serviceMeshCheck
under global
section.
postinstall.istioSide | Quit URL *istioQuitUrl NA NA
carQuitUrl configurable for Note: Do not
sidecar. For more change this value
information, refer to unless it is different
istioSidecarQuitUrl from the value
under global configured in global
section. Change section reference.
only if the URL for
this hook is
different from the
one configured in
global section.
postinstall.istioSide | Readiness URL *istioReadyUrl NA NA
carReadyUrl configurable for Note: Do not
sidecar. For more change this value
information, refer to unless it is different
istioSidecarReady from the value
Url under global configured in global
section. Change section reference.
only if the URL for
this hook is
different from the
one configured in
global section.
postinstall.serviceT | Services to check | nudr-config- NA NA
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logLevel

post-upgrade hook

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
postinstall.service | Service check 100 NA
CheckTimeout timeout for
servicesToCheck
configuration above
postUpgrade.imag | Image name for the | nudr_common_hoo | NA NA
e.name nudr-post-upgrade | ks
pod, which takes
care of schema
updates on the
UDR datastore.
postUpgrade.imag | Image version for |24.1.1 NA NA
e.tag nudr-post-upgrade
pod image
postUpgrade.config | Log level for nudr- | WARN Possible Values: NA

WARN

e.tag

nudr-post-upgrade
pod image

pod INFO
DEBUG
postUpgrade.servic | Flag to check side | *serviceMeshFlag | NA Do not change this
eMeshCheck car container value unless it is
readiness when different from the
deployed with value configured in
Aspen Service the global section
mesh. reference.
Change to false if
side car is disabled
only for this hook
postUpgrade.istioSi [ Quit URL *istioQuitUrl NA Do not change this
decarQuitUrl configurable for value unless it is
side car. different from the
Change only if the value configured in
URL for this hook the global section
is different from the reference.
one configured in
global section.
postUpgrade.istioSi | Readiness URL *istioReadyUrl NA Do not change this
decarReadyUrl configurable for value unless it is
side car. different from the
Change only if the value configured in
URL for this hook the global section
is different from the reference.
one configured in
global section.
postRollback.imag | Image name for the | nudr_common_hoo | NA NA
e.name nudr-post-upgrade | ks
pod, which takes
care of schema
updates on the
UDR datastore.
postRollback.imag | Image version for |24.1.1 NA NA
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.logLevel

post-upgrade hook
pod

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
postRollback.config | Log level for nudr- | WARN Possible Values - NA

WARN

decarReadyUrl

configurable for
side car. Referred
to
istioSidecarReady
Url under global
section. Change
only if the url for
this hook is
different from the
one configured in
global section

INFO
DEBUG
postRollback.servic | Flag to check side | *serviceMeshFlag [ NA Do not change this
eMeshCheck car container value unless it is
readiness when different from the
deployed with value configured in
Aspen global section
Servicemesh. reference
Referred to
serviceMeshCheck
under global
section.
Change to false if
side car is disabled
only for this hook
postRollback.istioSi | Quit url *istioQuitUrl NA Do not change this
decarQuitUrl configurable for value unless it is
side car. Referred different from the
to value configured in
istioSidecarQuitUrl global section
under global reference
section.
Change only if the
url for this hook is
different from the
one configured in
global section
postRollback.istioSi | Readiness url *istioReadyUrl NA Do not change this

value unless it is
different from the
value configured in
global section
reference
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Parameter

Description

Default value

Range or

Possible Values

(If applicable)

Notes

nrfClientNfDiscover
yEnable

Flag to enable NRF
client discovery
pod

Note: Do not
enable the
nrfcientNfDisc
over yEnabl e flag.
This must be kept
disabled. Discovery
service is not used
for UDR/SLF/EIR
deployments.

false

true/false

NA

nrfClientNfManage
mentEnable

Flag to enable NRF
client management
pod

true

true/false

NA

deploymentNrfClie
ntService.envNfNa
mespace

Namespace of the
UDR deployment

myudr

NA

NA

deploymentNrfClie
ntService.envNfTyp
e

Name of nfType

udr

NA

NA

deploymentNrfClie
ntService.envCons
umeSvcName

The services to be
monitored by perf-
info to report load
and capacity of
configured
NFServices. The
format shall be

<Service
Nane of the
NF : the
NFSer vi ce
name as per
29.510>

'nudr-
drservice:nudr-
drservice'

NA

NA

initContainerEnabl
e

Flag to enable init
container. The
value of this
parameter should
be set to false
when UDR is
deployed with
Aspen Service
Mesh.

true

true/false

NA

nfName

Set to prefix of the
name of
microservices

nudr

NA

NA

applicationName

Application Name

ocudr

NA

NA
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de

version to TLS 1.2
while running the
microservices.
Retain its default
value unless you
face any issue w.r.t
SSL version on
microservices

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
egressGatewayFull | Egress gateway egressgateway NA NA
nameOverride Host. It should be
used as
{{ ReleaseName }}-
egressGatewayFull
nameOverride
egressGatewayPor | Egress gateway 8080 Valid Port NA
t Port
hookJobResources | CPU limit for pods |1 NA Applicable to helm
imits.cpu created in test job as well
Kubernetes hooks
or jobs created as
part of UDR
installation
hookJobResources | Memory limit for 1Gi NA Applicable for helm
imits.memory pods created in test job as well
Kubernetes hooks
or jobs created as
part of UDR
installation
hookJobResources | Ephemeral storage | 1024Mi NA NA
limits.ephemeral- | limits for hook pods | Unit MB
storage
hookJobResources | CPU requests for | 0.5 NA CPU allocated for
.requests.cpu pods created in hooks during
Kubernetes hooks deployment. It is
or jobs created as applicable for helm
part of UDR test job as well.
installation
hookJobResources | Memory requests | 0.5Gi NA The memory to be
.requests.memory | for pods created in allocated for hooks
Kubernetes hooks during deployment.
or jobs created as It is applicable for
part of UDR helm test job as
installation well.
hookJobResources | Ephemeral storage | 72Mi NA NA
.requests.ephemer | request for hook Unit MB
al-storage pods
tisVersionDowngra | Downgrade tls false true/false NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

Deployments.labels

added to UDR
Deployment that is
associated to a
service of Load
Balancer type

customExtension.al | Custom Labels null NA This can be used
IResources.labels | added to all the to add custom
UDR Kubernetes label(s) to all
resources Kubernetes
resources that
UDR helm chart
creates.
customExtension.al | Custom null NA This can be used
IResources.annotat | Annotations added to add custom
ions to all the UDR annotation(s) to all
Kubernetes Kubernetes
resources resources that
UDR helm chart
creates.
ASM related
annotations needs
to be added under
ASM Specific
Configuration
section.
customExtension.Ib | Custom Labels null NA This can be used
Services.labels added to UDR to add custom
Services that are of label(s) to all Load
Load Balancer type Balancer type
services UDR helm
chart creates.
customExtension.lb | Custom null NA This can be used
Services.annotatio | Annotations added to add custom
ns to UDR Services annotation(s) to all
that are of Load Load Balancer type
Balancer type services that UDR
helm chart creates.
customExtension.Ib | Custom Labels null NA This can be used

to add custom
label(s) to all
Deployments that
UDR helm chart
creates which are
associated to a
service which is of
Load Balancer

type.
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onlbDeployments.|
abels

added to UDR
Deployment that
are associated to a
Service which is
not of Load
Balancer type

Parameter Description Default value Range or Notes

Possible Values

(If applicable)
customExtension.lb | Custom null NA ASM related
Deployments.annot | Annotations added annotations needs
ations to UDR to be added under

Deployment that is ASM Specific

associated to a Configuration

Service of Load section.

Balancer type This can be used
to add custom
annotation(s) to all
Deployments that
UDR helm chart
creates which are
associated to a
service which if of
Load Balancer
type.

customExtension.n | Custom Labels null NA This can be used
onlbServices.labels | added to UDR to add custom

Services that is not label(s) to all non-

of Load Balancer Load Balancer type

type services that UDR
helm chart creates.
customExtension.n | Custom null NA This can be used
onlbServices.annot | Annotations added to add custom
ations to UDR Services annotation(s) to all
that is not of Load non-Load Balancer

Balancer type type services that
UDR helm chart
creates.

customExtension.n | Custom Labels null NA This can be used

to add custom
label(s) to all
Deployments that
are created by
UDR helm chart
which are
associated to a
service which if not
of Load Balancer

type.
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addition of
container
configuration under
extraContainersTpl
to all the
deployments under
UDR umbrella.
This parameter is
used for debug
container template

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
customExtension.n | Custom null NA ASM related
onlbDeployments.a | Annotations added annotations to be
nnotations to UDR added under ASM
Deployment that Specific
are associated to a Configuration
Service which is section
not of Load This can be used
Balancer type to add custom
annotation(s) to all
Deployments that
are created by
UDR helm chart
which are
associated to a
service which if not
of Load Balancer
type.
k8sResource.conta | Value that is null NA NA
iner.prefix prefixed to all the
container names of
UDR
k8sResource.conta | Value that is null NA NA
iner.suffix suffixed to all the
container names of
UDR
extraContainers Flag to enable DISABLED Allowed values: This configuration

- ENABLED
 DISABLED

is dependent on
extraContainers
configuration under
each microservice.

This parameter is
not used for hooks.
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

extraContainerTpl

The template for
extraContainer is
defined in this
configuration. For
now, it defines the
debugContainer
template. It is
applicable to all
microservices
under UDR
umbrella

- command:

- Ibin/sleep
infinity

i mge:
{{ .Values.g
obal . docker Re
gistry }}/
debug-
tools:24.1.1

i magePul | Pol
cy:
| f Not Present
nane:
{{ printf
"%s-tool s-
%" (include
"get prefix"
) (include
"getsuffix"
) | trunc 63
| trinPrefix
e
trinBuffix

AR}
resour ces:
requests:
ephener al -
st or age:
"512M "
cpu: "0.5"
menory: "4G"
limts:
ephener al -

st or age:

"512M "

cpu: "0.5"

NA

This is not used for
hooks.
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

menory: "4G"

securityConte
xt:

allowPrivileg
eEscal ati on:
true

capabi lities:
dr op:

ALL

add:

NET_RAW

NET_ADM N

runAsUser:
1002

vol umeMount s:

mount Path: /t
np/ t ool s

nane: debug-
tool s-dir

extraContainersVol | Debug container
umesTpl volume template

- nane:
debug-t ool s-
dir

emptyDir:

nedi um
Menory
sizeLimt:
II4G "
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

tolerationsSetting

Flag to enable the
toleration setting at
the global level. If
set to ENABLED
and local toleration
setting at each
microservice level
is set to
USE_GLOBAL_VA
LUE the same can
be used in the
microservice.

DISABLED

Allowed Values:
«  ENABLED

- DISABLED

NA

nodeSelection

Flag to enable the
nodeSelection
setting at the global
level. If set to
ENABLED and
local nodeSelection
setting at each
microservice level
is set to
USE_GLOBAL_VA
LUE the same can
be used in the
microservice.

DISABLED

Allowed Values:
o ENABLED

 DISABLED

NA

tolerations

When
global.tolerationSet
ting is ENABLED
configure toleration
here.

Example:

tol erations:
- key: "keyl"
operator:
"Equal "
val ue
"val uel"
ef fect:
"NoSchedul e"

NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)

nodeSelector.node | NodeSelector key Valid key for a label | NA
Key configuration at the for a particular
global level when node.
helmBasedConfigu
rationNodeSelector
ApiVersion at
microservice level
is set to v1 then
this configuration
comes to use. And
this configuration
does not depend
on nodeSelection
flag, once
configured this can
be used for all
microservices.

If at microservice
level this is
configured with a
different value,
then the same can
be used for that
particular
microservice.

nodeSelector.node | NodeSelector Valid value pair for | NA

Value Value configuration the above key for a
at the global level label for a
when particular node.

helmBasedConfigu
rationNodeSelector
ApiVersion at
microservice level
is set to v1 then
this configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this can be used
for all
microservices.

If at microservice
level this is
configured with a
different value,
then the same can
be used for that
particular
microservice
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fig.nodeSelector.no
deKey

NodeSelector key
for UDR hooks.
This excludes the
common service
hooks when
hooksCommonCon
fig is set to v1 then
this configuration
comes to use.

hel mBasedConf
i gurationNode
Sel ect or Api Ve
rsion

for a particular
node.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nodeSelector NodeSelector { Valid key value pair | NA
configuration when matching a node
helmBasedConfigu for nodeSelection
rationNodeSelector by a pod.
ApiVersion at
microservice level
is set to v2.
Uncomment and
use this
configuration when
required. Else keep
this commented.
hooksCommonCon | When 1 Example: NA
fig.tolerations global.tolerationSet
ting is ENABLED tol erations:
configure .o "
tolerations here. - key: keyl
operator:
"Equal "
val ue
"val uel”
effect:
"NoSchedul e"
hooksCommonCon | Node Selector API | vl Allowed Values: NA
fig.helmBasedConfi| version setting e vl
gurationNodeSelec o V2
torApiVersion
hooksCommonCon | Configuring " Valid key for a label | NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

hooksCommonCon | NodeSelector Valid value pair for | NA

fig.nodeSelector.no | value configuration the above key for a
deValue for UDR hooks, label for a
This excludes the particular node.
common service
hooks when
hooksCommonCon

fig is set to v1 then
this configuration
comes to use.

hel nBasedConf
i gur ati onNode
Sel ect or Api Ve

rsion
hooksCommonCon | Configuring {3 Valid key value pair | NA
fig.nodeSelector NodeSelector matching a node
when for nodeSelection
hooksCommonCon by a pod.

fig is set to v2.

hel nBasedConf
i gur ati onNode
Sel ect or Api Ve
rsion at

m croservice

| evel

Uncomment and
use this
configuration when
required. Else,

keep this

commented.
subscriberActivityE | Flag to enable or true or false false NA
nabled disable the

subscriber activity
logging feature

autoEnrolOnSignall | Flag to enable or true true or false NA
ing disable auto
enrolment of the
subscriber when
PUT operation is
executed on
UsageMonitoringIn
formation or
PATCH operation
on SM Data.
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

etagEnabled

Flag to enable or
disable Etag
support for SM
Data

false

true or false

NA

enableControlledS
hutdown

Flag to enable or
disable operational
state changes.

false

true or false

NA

k8sResources.hpat
.SsupportedVersions

Supported versions
for horizontal pod
autoscalers. This is
updated as per the
latest CNE version
which has
kubernetes version
1.25.

For older CNE
version, change
the value to
autoscaling/vl

autoscaling/v2

NA

NA

k8sResources.pdb.
supportedVersions

Supported versions
for pod disruption
budget

policy/vl

NA

NA

multiplelgwEnabled

Flag to include
multiple criteria,
such as TPS and
signaling
connection, in NF
Scoring calculation

true

true or false

NA

guotaVersion

This value is used
to configure the
guota entity version
in VSA data

NA

NA

DynamicQuotaVers
ion

This value is used
to configure the
dynamic quota
entity version in
VSA data

NA

NA

dbConflictResolutio
nEnabled

The configuration
enables conflict
resolution for UDR
subscriber
database when
installed on a
multiple site setup.

false

true/false

NA

maxNumberOfSub
scriptions

Limits the number
of subscriptions for
one subscriber key.
Applicable to subs-
to-notify and SNR
requests.

30

NA

NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

suppressNotificatio | Flag to enable or true true or false NA
nEnabled disable the
suppress

notification feature.

3.1.2 nudr-drservice Microservice Parameters

Following table provides the parameters for nudr-drservice microservice.

Table 3-2 nudr-drservice microservice parameters

e _____________________________________________________ |
Parameter Description Default value Range or | Notes
Possible Values
(If applicable)

image.name Docker Image | nudr_datarepositor | NA NA
name y_service
image.tag Tag or version of|24.1.1 NA NA
the Image
image.pullPolicy Indicates whether| IfNotPresent Possible Values - | NA
image needs to be Always
pulled or not IfNotPresent
Never
logging.level.root Log level of the|WARN Possible Values - | NA
nudr-drservice pod WARN
INFO
DEBUG
deployment.replicaCoun | Number of nudr-|2 NA NA
t drservice pods to

be maintained by
replica set created
with deployment

minReplicas Minimum  number| 2 NA NA
of pods
maxReplicas Maximum number| 8 NA NA
of pods
maxUnavailable Number of replicas| 1 NA This
that can go down parameter is
during a disruption used for
PodDisruption
Budget k8s
resource
service.type Kubernetes service | ClusterlP Possbile Values- It is
type for exposing ClusterlP recommende
UDR deployment d to set the
NodePort default value
LoadBalancer as ClusterlP
always.
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Parameter Description Default value Range or | Notes
Possible Values
(If applicable)
service.port.http The http port to be| 5001 NA NA
used in nudr-
drservice service
service.port.https The https port to| 5002 NA NA
be used for nudr-
drservice service
service.port.manageme | The actuator | 9000 NA NA
nt management port
to be wused for
nudr-drservice
service
resources.requests.cpu | Number of CPUs|2 NA NA
allocated for nudr-
drservice pod
during deployment
resources.requests.mem | The memory to be| 2Gi NA NA
ory allocated for nudr-
drservice pod
during deployment
resources.requests.logS | Log storage for| *containersLogStor | Unit: MB Change the
torage ephemeral storage | ageRequestsRef reference to a
allocation request different value
if  allocation
needs to be
different  for
this container
resources.requests.crictl | Crictl storage for| *containersCrictISt | NA Change the
Storage ephemeral storage| orageRequestsRef reference to a
allocation request | Unit: MB different value
if  allocation
needs to be
different  for
this container
resources.limits.cpu CPU limit allotted |2 NA NA
resources.limits.memory | Memory limit| 2Gi NA NA
allotted
resources.limits.logStora | Log storage for| *containersLogStor | NA Change the
ge ephemeral storage | ageLimitsRef reference to a
allocation limit Unit: MB different value
if  allocation
needs to be
different  for
this container
resources.limits.crictlSto | Crictl storage for| *containersCrictISt | NA Change the
rage ephemeral storage | orageLimitsRef reference to a
allocation limit Unit: MB different value
if  allocation
needs to be
different  for
this container
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

resources.target.averag
eCpuUtil

CPU utilization limit
for autoscaling to
create HPA

80

NA

NA

notify.port.http

HTTP  port on
which notify
service is running

5001

NA

NA

notify.port.https

HTTPS port on
which notify
service is running

5002

NA

NA

serviceToCheck

Essential services
on which init
container performs
readiness check

nudr-config-
server,nudr-config

Comma separated
microservice
names

NA

hikari.poolsize

Mysgl Connection
pool size

The hikari pool
connection size to
be created at start
up

100

NA

NA

hikari.connectionTimeou
t

MYSQL connection
timeout

1000
Unit: Milliseconds

NA

NA

hikari.minimumldieConn
ections

Minimum idle
MYSQL
connections

maintained

2

Valid. No, less than
poolsize configured

NA

hikari.idleTimeout

Idle MYSQL
connections
timeout

4000
Unit: Milliseconds

NA

NA

hikari.queryTimeout

Query Timeout for
a single database
query. If set to -1,
there will be no
timeout set for
database queries.

-1
Unit: Seconds

NA

NA

internalTracingEnabled

Flag to enable
Jaeger tracing for
nudr-drservice pod

false

true/false

NA

maxConcurrentPushedS
treams

Maximum number
of concurrent
requests that can
be pushed per
destination

6000

NA

NA

maxRequestsQueuedPe
rDestination

Maximum number
of requests that
can be queued per
destination

5000

NA

NA

maxConnectionsPerDest
ination

Maximum
connection allowed
per destination

10

NA

NA
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Parameter Description Default value Range or | Notes
Possible Values
(If applicable)
maxConnectionsPerlp Maximum 10 NA NA
connection allowed
per IP
requestTimeout Client request| 5000 NA NA
timeout Unit: Milliseconds
connectionTimeout Client connection| 10000 NA NA
timeout Unit: Milliseconds
idleTimeout Client connection| 0 NA NA
idle timeout Unit: Milliseconds
dnsRefreshDelay Server DNS| 120000 NA NA
refresh delay Unit: Milliseconds
pingDelay Server ping delay | 60 NA NA
Unit: Milliseconds
connectionFailureThresh | Client  connection| 10 NA NA
old failure threshold
jettyserviceMeshCheck |Flag to enable or| false true or false NA
disable jetty
service mesh
check for ASM
deployment
service.customExtensio | This can be used| null NA NA
n.labels to add custom
label(s) to nudr-
drservice Service
service.customExtensio | This can be used| null NA NA
n.annotations to add custom
annotation(s) to
nudr-drservice
Service
deployment.customExte | This can be used| null NA NA
nsion.labels to add custom
label(s) to nudr-
drservice
Deployment
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Table 3-2 (Cont.) nudr-drservice microservice parameters

- __________________________________________ |
Parameter Description Default value Range or | Notes
Possible Values
(If applicable)

deployment.customExte | This can be used NA NA
nsion.annotations to add custom|sjdecar.istio
annotation(s)  to| j o/
nudr-drservice pr oxyCPU;

deployment "2000n

sidecar.istio
.ol
proxyCPULi m t
"2000m
sidecar.istio
.ol
pr oxyMenory:
"G
sidecar.istio
.ol
pr oxyMenor yLi
mt: "1G"
proxy.istio.i
o/ config: |

term nati onDr
ai nDur at i on:
60s

concurrency:
8

startupProbe.failureThre | It is the| 40 NA NA
shold configurable Unit: Seconds
number of times
the startup probe is
retried for failures.

Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

startupProbe.periodSec |It is the time|5 NA NA
onds interval for every| Unit: Seconds
startup probe
check.

Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters
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name provisioned.
If there are any
changes done to
this through CNC

console, then the
default group
should be

reprovisioned with
the modified group

name. But if the
change is done
through helm
values and helm
upgrade is
performed, then

the default group
will be created with
the updated name.

Parameter Description Default value Range or | Notes
Possible Values
(If applicable)
extraContainers This configuration| USE_GLOBAL_VA | Allowed Values: NA
decides service| LUE . ENABLED
level - DISABLED
extraContainer . USE_GLOBAL
support. The
default value is _VALUE
dependent on what
is configured in the
global level
serviceMeshCheck Flag to check| *serviceMeshFlag | NA Do not
service mesh. Set change this
to false when side value unless it
car is not included is different
for this service from the value
configured in
global section
istioSidecarReadyUrl Readiness url| *istioReadyUrl NA Do not
configurable for change this
side car. value unless it
Change this url is different
only if it is different from the value
from the side car configured in
container url in this global section
microservice
defaultGroupldEnabled |Flag to enable or| False True or False NA
disable the Default
Group ID feature
defaultSLFGroupName | The default group| DefaultGrp True or False NA
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Parameter Description Default value Range or | Notes
Possible Values
(If applicable)
tolerationsSetting Flag to enable the| USE_GLOBAL_VA | Allowed Values: NA
toleration setting at| LUE . ENABLED
the  microservice . USE GLOBAL
:sz: or global _VALUE
if set to  DISABLED
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.
If set to ENABLED
tolerations
configuration below
in the same section
is used.
nodeSelection Flag to enable the| USE_GLOBAL_VA | Allowed Values: NA
nodeSelection LUE «  ENABLED
seting  at  the . USE_GLOBAL
or gosallevel, VALUE
if set to e DISABLED
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.
If set to ENABLED
tolerations
configuration below
in the same section
is used.
This is applicable
for v2 apiVersion
nodeSelector
configuration.
tolerations When 1 NA NA
tolerationsSetting Example:
is ENABLED
configure . )
tolerations here. tolerations:
- key: "keyl"
operator:
"Equal "
val ue:
"val uel”
effect:
"NoSchedul e"
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

helmBasedConfiguration
NodeSelectorApiVersion

Node Selector API
version setting

vl

Allowed Values:
. vl
e V2

NA

nodeSelector.nodeKey

NodeSelector key
configuration at the
microservice level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
vl then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid key for a label
for a particular
node

NA

nodeSelector.nodeValue

NodeSelector
Value configuration
at the global level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
vl then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid value pair for
the above key for a
label for a
particular node

NA

nodeSelector

NodeSelector
configuration when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v2

Uncomment and
use this
configuration when
required. Else keep
this commented.

it

Valid key value pair
matching a node
for nodeSelection
by a pod

NA

subscriptionDataSubscri
ptionsOnly

NA

False

NA

NA

onDemandMigrationEna
bled

Flag to enable or
disable the on
demand migration
service.

False

True or False

NA
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Response

the EIC
(Equipment Identity
Check) response.
When there is a
PElI match found
on EIR but the
query parameters
SUPI or GPSI do

NOWN

Parameter Description Default value Range or | Notes
Possible Values
(If applicable)
convertUeidToStandard | Enable to convert|false True or False NA
ueld key to
standard format
while provisioning
or updating profile.
eirConfigurations.default | Configuration to set| EQUIPMENT_UNK | GREYLISTED/ NA

BLACKLISTED/
WHITELISTED/
EQUIPMENT_UNK
NOWN

query parameters
SUPI or GPSI do

not match, the
default value will be
EQUIPMENT
UNKNOWN
response. This can
be updated to
WHITELISTED,GR
EYLISTED, or
BLACKLISTED
using this
configuration.

not match, the

default value will be

EQUIPMENT

UNKNOWN

response. This can

be updated to

WHITELISTED,GR

EYLISTED, or

BLACKLISTED

using this

configuration.
eirConfigurations.access | Flag to enable or|true true/false NA
LogEnabled disable the access

Log feature
onDemandMigrationSig | Flag to enable or|false true or false NA
Enabled disable on-demand

migration for

provisioning

interface
eirConfigurations.default | Configuration to set| EQUIPMENT_UNK | GREYLISTED/ NA
ResponselMEINotFound | the EIC| NOWN BLACKLISTED/

(Equipment Identity WHITELISTED/

Check) response. EQUIPMENT_UNK

When there is a NOWN

PEI match found

on EIR but the
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configurations, you
must not change
the default value.

Parameter Description Default value Range or | Notes
Possible Values
(If applicable)

gracefulShutdown.grace | It is the graceful|60s NA NA
Period shutdown time | Unit: Seconds

limit.
nfType Configures the NF|UDR NA NA

type using Helm

charts for error

detail content.
nfFqdn Configures the NF|udrO0l1.oracle.com | Valid fqdn NA

FQDN using Helm

charts for error

detail content.
notificationThreadPool.c | Thread pool| 100 NA NA
orePoolSize configurations  for

notification

processing.

Note: This is

engineering

configurations, you

must not change

the default value.
notificationThreadPool.m | Thread pool | 1500 NA NA
axPoolSize configurations  for

notification

processing.

Note: This is

engineering

configurations, you

must not change

the default value.
notificationThreadPool.m | Thread pool | 10000 NA NA
axQueueCapacity configurations  for

notification

processing.

Note: This is

engineering

3.1.3 nudr-dr-provservice Microservice Parameters

Following table provides the parameters for nudr-dr-provservice microservice.
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uests.memory

for nudr-drservice pod during
deployment

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
image.name | Docker Image name nudr_datarepositor | NA NA
y_service
image.tag Tag of Image 24.1.1 NA NA
image.pullPoli | This setting allows you to IfNotPresent Possible Values - | NA
cy determine whether image Always
need to be pulled or not IiNotPresent
Never
logging.level.r | Log level of the nudr- WARN Possible Values - | NA
oot drservice pod WARN
INFO
DEBUG
deployment.re | Number of nudr-drservice 2 NA NA
plicaCount pods to be maintained by
replica set created with
deployment
minReplicas | Minimum number of pods 2 NA NA
maxReplicas | Maximum number of pods 8 NA NA
maxUnavailab | Number of replicas that can |1 NA This
le go down during a disruption parameter is
used for
PodDisruption
Budget
Kubernetes
resource
service.type | The Kubernetes service type | ClusterlP Possible Values- Suggested to
for exposing UDR deployment «  ClusterlP be set as
. NodePort ClusterlP
. LoadBalancer (default value)
oadBalance always
service.port.ht| The HTTP port to be used in | 5001 NA NA
tp nudr-drservice service
service.port.ht| The HTTPS port to be used | 5002 NA NA
tps for nudr-drservice service
service.port.m| The actuator management 9000 NA NA
anagement port to be used for nudr-
drservice service
resources.req | The CPU to be allocated for |2 NA NA
uests.cpu nudr-drservice pod during
deployment
resources.req | The memory to be allocated | 2Gi NA NA
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uests.logStor
age

storage allocation request

ageRequestsRef
Unit: MB

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

resources.req | Log storage for ephemeral *containersLogStor | NA Change the

reference to a
different value
if allocation
needs to be
different for
this container

mldleConnect

ions

connections maintained

resources.req | Crictl storage for ephemeral | *containersCrictiSt | NA Change the
uests.crictlSto | storage allocation request orageRequestsRef reference to a
rage Unit: MB different value
if allocation
needs to be
different for
this container
resources.limi | Cpu allotment limitation 2 NA NA
ts.cpu
resources.limi | Memory allotment limitation 2Gi NA NA
ts.memory
resources.limi | Log storage for ephemeral *containersLogStor | Unit: MB Change the
ts.logStorage | storage allocation limit ageLimitsRef reference to a
different value
if allocation
needs to be
different for
this container
resources.limi | Crictl storage for ephemeral | *containersCrictISt | NA Change the
ts.crictlStorag | storage allocation limit orageLimitsRef reference to a
e Unit: MB different value
if allocation
needs to be
different for
this container
resources.tar | CPU utilization limit for 80 NA NA
get.averageC | creating HPA
puUtil
notify.port.http | HTTP port on which notify 5001 NA NA
service is running
notify.port.http | HTTPS port on which notify | 5002 NA NA
S service is running
serviceToChe | Essential services on which | nudr-config- Comma separated | NA
ck init container will perform server,nudr-config | microservice
readiness checks. names
hikari.poolsize | The hikari pool connection 100 NA NA
size to be created at start up
hikari.connect | MYSQL connection timeout 1000 Unit: Milliseconds | NA
ionTimeout Unit: Milliseconds
hikari.minimu | Minimum idle MYSQL 2 Valid No, less than | NA

poolsize configured
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)

hikari.idleTim | Idle MYSQL connections 4000 NA NA
eout timeout Unit: Milliseconds
hikari.queryTi | Query timeout for a single -1 NA NA
meout databse query. If set to -1, Unit: Seconds

there will be no timeout set for

database queries.
internalTracin | Flag to enable/disable jaeger | false true/false NA
gEnabled tracing for nudr-drservice
maxConcurre | Maximum number of 6000 NA NA
ntPushedStre | concurrent requests that can
ams be pushed per destination
maxRequests | Maximum number of requests | 5000 NA NA
QueuedPerDe | that can be queued per
stination destination
maxConnecti | Maximum connection allowed | 10 NA NA
onsPerDestin | per destination
ation
maxConnecti | Maximum connection allowed | 10 NA NA
onsPerlp per IP
requestTimeo | Client request timeout 5000 NA NA
ut Unit: Milliseconds
connectionTi | Client connection timeout 10000 NA NA
meout Unit: Milliseconds
idleTimeout Client connection idle timeout | 0 NA NA

Unit: Milliseconds
dnsRefreshD | Server DNS refresh delay 120000 NA NA
elay Unit: Milliseconds
pingDelay Server ping delay 60 NA NA
Unit: Milliseconds

connectionFai | Client connection failure 10 NA NA
lureThreshold | threshold
jettyserviceM | Flag to enable or disable jetty | false true/false NA
eshCheck service mesh check for ASM

deployment
service.custo | This can be used to add null NA NA
mExtension.la | custom label(s) to nudr-
bels drservice Service.
service.custo | This can be used to add null NA NA
mExtension.a | custom annotation(s) to nudr-
nnotations drservice Service.
deployment.c | This can be used to add null NA NA
ustomExtensi | custom label(s) to nudr-
on.labels drservice Deployment.
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- _______________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

deployment.c | This can be used to add NA NA

ustomExtensi | custom annotation(s) to nudr- | sj decar.isti o

on.annotation | drservice deployment. ol

S pr oxy CPU:
"2000nt
sidecar.istio
.iof
proxyCPULi m t

"2000nt

sidecar.istio
.iof
pr oxyMenory:
"1G "
sidecar.istio
.iof
pr oxyMenor yLi
mt: "1G"
proxy.istio.i
o/ config: |

term nationDr

ai nDurati on:
60s
concurrency:
8
startupProbe.f| It is the configurable number |40 NA NA
ailureThreshol | of times the startup probe is | Unit: Seconds
d retried for failures.
Note: Do not change this
value. If there is delay in pod
coming up and probe is killing
the pod then tune these
parameters
startupProbe. | It is the time interval for every |5 NA NA
periodSecond | startup probe check. Unit: Seconds
S Note: Do not change this
value. If there is delay in pod
coming up and probe is killing
the pod then tune these
parameters
extraContaine | This configuration decides at | USE_GLOBAL_VA | Allowed Values: NA
rs this microservice level the LUE . ENABLED
extra container need to be . DISABLED

used or not. The default value
lets it to be dependent on
what is configured at the
global level

- USE_GLOBAL
_VALUE
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USE_GLOBAL_VALUE, the
global.tolerations configured
value is used.

If set to ENABLED, the
tolerations configuration
below in the same section is
used.

This is applicable for the v2
apiVersion nodeSelector
configuration.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
serviceMesh | Enable when deployed in *serviceMeshFlag | NA Do not
Check serviceMesh, refer to the change this
serviceMeshCheck in global value unless it
section. It is set as false when is different
side car is not included for from the value
this service configured in
global section
reference
istioSidecarR | Readiness URL configurable | *istioReadyUrl NA Do not
eadyUrl for side car, refer to global change this
section istioSidecarReadyUrl. value unless it
Change this value only if the is different
URL is different for the side from the value
car container in this configured in
microservice global section
reference
onDemandMi | Flag to enable or disable the | False True or False NA
grationEnable | on demand migration service
d
tolerationsSet | Flag to enable the toleration | USE_GLOBAL_VA | Allowed Values: NA
ting setting at the microservice LUE «  ENABLED
level or global level . . USE GLOBAL
If set to .
USE_GLOBAL_VALUE, the . B\I/SAAL\;EED
global.tolerations configured
value is used.
If set to ENABLED, the
tolerations configuration
below in the same section is
used.
nodeSelection | Flag to enable the USE_GLOBAL_VA | Allowed Values: NA
nodeSelection setting at the LUE . ENABLED
the microservice level or . USE GLOBAL
global level . VALUE
If setto - DISABLED
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when
helmBasedConfigurationNode
SelectorApiVersion is set to
V2.

Uncomment and use this
configuration when required.
Else keep this commented.

Parameter Description Default value Range or Notes

Possible Values

(If applicable)
tolerations When tolerationsSetting is 1] NA NA

ENABLED, tolerations are Example:
configured here.

tol erations:

- key: "keyl"

operator:

"Equal "

val ue:

"val uel"

effect:

"NoSchedul e"
helmBasedCo | Indicates the Node Selector | vl Allowed Values: NA
nfigurationNo | API version setting. . Vi
deSelectorApi . v
Version
nodeSelector. | Indicates the NodeSelector " Valid key for a label | NA
nodeKey key configuration at the for a particular

microservice level . node
When
helmBasedConfigurationNode
SelectorApiVersion is set to
v1, this configuration comes
into use. This configuration
does not depend on the
nodeSelection flag. Once
configured, this is used for all
the microservices.
nodeSelector. | Indicates the NodeSelector v Valid value pair for | NA
nodeValue Value configuration at the the above key for a
global level . label for a
When particular node
helmBasedConfigurationNode
SelectorApiVersion is set to
v1, this configuration comes
into use. This configuration
does not depend on the
nodeSelection flag. Once
configured, this is used for all
the microservices.
nodeSelector | NodeSelector configuration { Valid key value pair | NA

matching a node
for nodeSelection
by a pod

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025

Page 40 of 195



ORACLE’

Chapter 3

UDR Configuration Parameters

Table 3-3 (Cont.) nudr-dr-provservice microservice parameters

change the default value.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
convertUeidT | Enable to convert ueld key to | false true/false NA
oStandard standard format while
provisioning or updating
profile.
onDemandMi | Flag to enable or disable on- | false true or false NA
grationProvEn | demand migration for
abled provisioning interface
gracefulShutd | It is the graceful shutdown 30s NA NA
own.gracePeri | time limit. Unit: Seconds
od
nfType Configures the NF type using | UDR NA NA
Helm charts for error detail
content.
nfFqdn Configures the NF FQDN udr001.oracle.com | Valid fqdn NA
using Helm charts for error
detail content.
provLogsEna | Flag to enable or disable false true/false NA
bled provision logging feature.
provLogsApiN | List of APl names supported | nudr-dr-prov nudr-dr-prov,nudr- | NA
ames for provision logging feature. group-id-map-
prov,slf-group-
prov,n5g-eir-prov
notificationThr | Thread pool configurations for | 100 NA NA
eadPool.core | notification processing.
PoolSize Note: This is engineering
configurations, you must not
change the default value.
notificationThr | Thread pool configurations for | 1500 NA NA
eadPool.max | notification processing.
PoolSize Note: This is engineering
configurations, you must not
change the default value.
notificationThr | Thread pool configurations for [ 10000 NA NA
eadPool.max | notification processing.
QueueCapaci | Note: This is engineering
ty configurations, you must not

3.1.4 nudr-notify-service Microservice Parameters

Following table provides the parameters for nudr-notify-service microservice.
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orcodes

for retry

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
enabled flag to enable nudr- | true true or false For SLF
notify-service. deployment, this
microservice must
not be enabled.
image.name Docker Image nudr_notify_servic | NA NA
name. e
image.tag Tag or version of 2411 NA NA
Image.
image.pullPolicy A value that IfNotPresent Possible Values - | NA
defines whether to Always
pull an image or
not. IfNotPresent
Never
notification.retryco | Number of 3 Range: 1 - 10 Retry is based on
unt notification notification.retrye
attempts in case of rrorcodes
notification failures. configuration
notification.retryint | The retry interval 5 Range: 1 - 60 NA
erval for notifications in Unit: Seconds
case of failure.
notification.retryerr | Error codes eligible | "400,429,500,503" | Valid HTTP status | Give comma

codes comma

separated error

bled

Jaeger tracing for
nudr-notify-service.

notifications in separated codes
case of failures.
hikari.poolsize Mysqgl Connection |10 NA Create the hikari
pool size. pool connection
size at start up
hikari.connectionTi | MYSQL connection | 60000 NA NA
meout timeout. Unit: Milliseconds
hikari.minimumldle | MYSQL connection | Minimum idle 2 Valid. No, less than
Connections timeout. MYSQL poolsize configured
connections
maintained
hikari.idleTimeout | Idle MYSQL 4000 NA NA
connections Unit: Milliseconds
timeout.
hikari.queryTimeou | Query timeout for a | -1 NA NA
t single database Unit: Seconds
query. If setto -1,
there will be no
timeout set for
database queries.
serviceToCheck Essential services | nudr-drservice Comma separated | NA
on which init microservice
container performs names
readiness check.
internalTracingEna | Flag to enable false true/false NA

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 42 of 195



ORACLE’

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Chapter 3

UDR Configuration Parameters

Table 3-4 (Cont.) nudr-notify-service microservice parameters

of pods.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
maxConcurrentPus | Maximum number | 6000 NA NA
hedStreams of concurrent
requests that can
be pushed per
destination.
maxRequestsQueu | Maximum number | 5000 NA NA
edPerDestination | of requests that
can be queued per
destination.
maxConnectionsPe | Maximum 10 NA NA
rDestination connection allowed
per destination.
maxConnectionsPe | Maximum 10 NA NA
rip connection allowed
per IP.
requestTimeout Client request 5000 NA NA
timeout. Unit: Milliseconds
connectionTimeout | Client connection | 10000 NA NA
timeout. Unit: Milliseconds
idleTimeout Client connection 0 NA NA
idle timeout. Unit: Milliseconds
dnsRefreshDelay | Server DNS 120000 NA NA
refresh delay. Unit: Milliseconds
pingDelay Server ping delay. |60 NA NA
Unit: Milliseconds
connectionFailureT | Client connection 10 NA NA
hreshold failure threshold.
jettyserviceMeshC | Flag to enable or false true or false NA
heck disable jetty
service mesh
check for ASM
deployment.
logging.level.root Log level of the WARN Possible Values: NA
notify service pod. «  WARN
« INFO
- DEBUG
deployment.replica | Number of nudr- 2 NA NA
Count notify-service pods
to be maintained
by replica set
created with
deployment.
minReplicas Minimum number |2 NA NA
of pods.
maxReplicas Maximum number |4 NA NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

u

allocated during
deployment.

maxUnavailable Number of replicas | 1 NA This parameter is
that can go down used for
during a disruption. PodDisruptionBudg
et Kubernetes
resource
http.proxy.port Port for connecting | *egressport NA Do not change the
to Egress Gateway reference
service.
service.type Kubernetes service | ClusterIP Possbile Values- Suggested to be
type for exposing ClusterlP set as ClusterlP
UDR deployment. (default value)
NodePort always
LoadBalancer
service.port.http The http port to be | 5001 NA NA
used in notify
service to receive
signals from nudr-
notify-service pod.
service.port.https | The https port to 5002 NA NA
be used in notify
service to receive
signals from nudr-
notify-service pod.
service.port.manag | The actuator 9000 NA NA
ement management port
to be used for
notify service.
resources.requests | Number of CPUs 2 NA NA
.cpu allocated for notify
service pod during
deployment.
resources.requests | Memory allocated | 2Gi NA NA
.memory for nudr-notify-
service pod during
deployment.
resources.requests | Log storage for *containersLogStor | Unit: MB Change the
.logStorage ephemeral storage | ageRequestsRef reference to a
allocation request. different value if
allocation needs to
be different for this
container
resources.requests | Crictl storage for *containersCrictlSt | Unit: MB Change the
.crictIStorage ephemeral storage | orageRequestsRef reference to a
allocation request. different value if
allocation needs to
be different for this
container
resources.limits.cp | Number of CPUs 2 NA NA
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number of times
the startup probe is
retried for failures.
Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
resources.limits.me | Memory allotment | 2Gi NA NA
mory limitation
resources.limits.log | Log storage for *containersLogStor | Unit: MB Change the
Storage ephemeral storage | ageLimitsRef reference to a
allocation limit. different value if
allocation needs to
be different for this
container
resources.limits.cri | Crictl storage for *containersCrictlSt | NA Change the
ctlStorage ephemeral storage | orageLimitsRef reference to a
allocation limit. Unit: MB different value if
allocation needs to
be different for this
container
resources.target.av | CPU utilization limit | 80 NA NA
erageCpuUtil for autoscaling
(creating HPA).
service.customExt | Custom Labels null NA NA
ension.labels added to nudr-
notify-service
specific service.
service.customExt | This can be used null NA NA
ension.annotations | to add custom
annotation(s) to
nudr-notify-service.
deployment.custom | This can be used | null NA NA
Extension.labels to add custom
label(s) to nudr-
notify-service
deployment.
deployment.custom | This can be used | null NA NA
Extension.annotati |to add custom
ons annotation(s) to
nudr-notify-service
deployment.
startupProbe failur | Itis the 40 NA NA
eThreshold configurable Unit: Seconds
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

startupProbe.perio
dSeconds

It is the time
interval for every
startup probe
check.

Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

5
Unit: Seconds

NA

NA

extraContainers

This configuration
decides service

USE_GLOBAL_VA
LUE

Allowed Values:

NA

side car
Change only if the
url is different for

« ENABLED

level . - DISABLED

extraContainer . USE GLOBAL

support. The —

default value is _VALUE

dependent on what

is configured in the

global level
serviceMeshCheck | Enable when *serviceMeshFlag | NA Do not change this

deployed in value unless it is

serviceMesh. Set it different from the

to false when side value configured in

car is not included global section

for this service reference
istioSidecarReady | Readiness url *istioReadyUrl NA Do not change this
Url configurable for value unless it is

different from the
value configured in
global section

USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

the side car reference
container in this
microservice
tolerationsSetting | Flag to enable the | USE_GLOBAL_VA | Allowed Values: NA
toleration setting at | LUE . ENABLED
Ithe rlnlcrolsebrvllce . USE_GLOBAL
' + DISABLED
If set to
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rationNodeSelector
ApiVersion

version setting

e vl
e V2

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nodeSelection Flag to enable the |USE_GLOBAL_VA | Allowed Values: NA
nodeSelection LUE . ENABLED
setting at the - USE_GLOBAL
mlcrloserwce level VALUE
or global level. . DISABLED
If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.
If set to ENABLED
tolerations
configuration below
in the same section
is used.
This is applicable
for v2 apiVersion
nodeSelector
configuration.
tolerations When 1 NA NA
tolerationsSetting Example:
is ENABLED
configure . .
tolerations here. tolerations:
- key: "keyl"
operator:
"Equal "
val ue
"val uel”
effect:
"NoSchedul e"
helmBasedConfigu | Node Selector API | vl Allowed Values: NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

nodeSelector.node
Key

NodeSelector key
configuration at the
microservice level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag.
Once configured
this is used for all
microservices.

Valid key for a label
for a particular
node

NA

nodeSelector.node
Value

NodeSelector
value configuration
at the global level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid value pair for
the above key for a
label for a
particular node

NA

nodeSelector

NodeSelector
configuration when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v2

Uncomment and
use this
configuration when
required. Else keep
this commented.

Valid key value pair
matching a node
for nodeSelection
by a pod

NA

gracefulShutdown.
gracePeriod

It is the graceful
shutdown time
limit.

30s
Unit: Seconds

NA

NA

retryNotificationEx
piry

It is the expiry time
to delete the
expired
notifications.

86400
Unit: Seconds

NA

NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)

egressThreadPool. | Thread pool 100 NA NA
corePoolSize configurations for
notification
processing.

Note: This is
engineering
configurations, you
must not change
the default value.

egressThreadPool. | Thread pool 1500 NA NA
maxPoolSize configurations for
notification
processing.

Note: This is
engineering
configurations, you
must not change
the default value.

egressThreadPool. | Thread pool 10000 NA NA
maxQueueCapacit | configurations for
y notification

processing.

Note: This is

engineering

configurations, you
must not change
the default value.

3.1.5 nrf-client-service Microservice Parameters

Based on UDR mode: configmapApplicationConfig.profile.appProfiles

If the alternate route service is enabled, then configure alternateNRFRetryCount to 1 in the
NRF retry configuration as follows:

nrfRetryConfig=[{"servi ceRequest Type": " ALL_REQUESTS", "pri mar yNRFRet ryCount ": 1,
"nonPrimar yNRFRet ryCount ": 1, "al t er nat eNRFRet ryCount ": 1, "error ReasonsFor Fai | ure
["503","504", "500", " Socket Ti meout Exception", "JsonProcessi ngException", " Unknown
Host Excepti on", "NoRout eToHost Excepti on", "I OException"], "gat ewayErr or Codes":
["503"], "request Ti meout ": 10},

{"servi ceRequest Type": " AUTONOMOUS_NFREGQ STER', " pri mar yNRFRet ryCount ": 1, "nonPri
mar yNRFRet ryCount ": 1, "al t er nat eNRFRet ryCount ": - 1, "err or ReasonsFor Fai | ure":
["503","504", "500", " Socket Ti meout Excepti on", "JsonProcessi ngExcepti on", " Unknown
Host Excepti on", "NoRout eToHost Excepti on", "I OException"], "gat ewayErr or Codes":
["503"], "request Ti meout ": 10}]

heal t hCheckConfi g={"heal t hCheckCount": -1, "heal t hCheckl nterval ": 5, "request Ti neo
ut": 10, "error ReasonsFor Fai | ure":
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["503", "504", "500", "Socket Ti neout Exception", "1 OExcepti on"], "gat ewayEr r or Codes"
(1}

There are four different profiles for appProfiles field as follows:

® Note

Instanceld passed in profile should be same as that mentioned in global section.
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UDSDF ENABLED

MODE

PROFILE

FALSE

ALL

[{"nflnstanceld":"5a7bd676-
ceeb-44bb-95e0-
f6a55a328b03","nfStatus":"REGIS
TERED","fgdn":"ocudr-
ingressgateway.myudr.svc.cluster.|
ocal","nfType":"UDR","allowedNfT
ypes":
['PCF","UDM","NRF"],"pImnList":
[{"'mnc™:"14","mcc":"310"}],"priority
":10,"capacity":500,"load":0,"locali
ty":"bangalore”,"nfServices":
[{"load":0,"scheme":"http","version
s"
[{"apiFullVersion":"2.1.0.alpha-3","
apiVersionInUri":"v1"}],"fgdn":"ocu
dr-

ingressgateway.myudr.svc.cluster.|
ocal","ipEndPoints":
[{"port":"80","ipv4Address":"10.0.0
.0","transport":"TCP"}],"nfService
Status":"REGISTERED","allowed
NfTypes":
['PCF","UDM"],"servicelnstanceld
""ae870316-384d-458a-
bd45-025¢c9e748976","serviceNa
me":"nudr-
dr","priority":10,"capacity":500},
{"load":0,"scheme":"http","version
s"
[{"apiFullVersion":"2.1.0.alpha-3","
apiVersionInUri":"v1"}],"fgdn":"ocu
dr-

ingressgateway.myudr.svc.cluster.|
ocal","ipEndPoints":
[{"port":"80","ipv4Address":"10.0.0
.0","transport":"TCP"}],"nfService
Status":"REGISTERED","allowed
NfTypes":
['NRF"],"servicelnstanceld":"547d
42af-628a-4d5d-
a8bd-38c4ba672682","serviceNa
me":"nudr-group-id-
map","priority":10,"capacity":500}],
"udrinfo":{"supportedDataSets":
['POLICY","SUBSCRIPTION"],"gr
oupld":"udr-1","externalGrouplden
tifiersRanges":
[{"start":"10000000000","end":"20
000000000"}],"supiRanges":
[{"start":"10000000000","end":"20
000000000"}],"gpsiRanges":
[{"start":"10000000000","end":"20
000000000"}]},"heartBeatTimer":9
0,"nfServicePersistence":false,"nf
ProfileChangesSupportind™:false,"
nfSetldList":
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UDSDF ENABLED MODE PROFILE
['setxyz.udrset.5gc.mnc012.mcc3
45"}
NUDR-DR [{"nfinstanceld":"5a7bd676-

ceeb-44bb-95e0-
f6a55a328b03","nfStatus":"REGIS
TERED","fgdn":"ocudr-
ingressgateway.myudr.svc.cluster.|
ocal","nfType":"UDR","allowedNfT
ypes™:
["PCF","UDM","NRF"],"plmnList":
[{"'mnc":"14","mcc":"310"}],"priority
":10,"capacity":500,"load":0,"locali
ty":"bangalore”,"nfServices":
[{"load":0,"scheme":"http","version
s™
[{"apiFullVersion":"2.1.0.alpha-3","
apiVersionInUri":"v1"}],"fqgdn":"ocu
dr-
ingressgateway.myudr.svc.cluster.|
ocal","ipEndPoints":
[{"port":"80","ipv4Address":"10.0.0
.0","transport":"TCP"}],"nfService
Status":"REGISTERED","allowed
NfTypes™:
['PCF","UDM"],"servicelnstanceld
""ae870316-384d-458a-
bd45-025c9e748976","serviceNa
me":"nudr-
dr","priority":10,"capacity":500}],"u
drinfo":{"supportedDataSets":
['POLICY","SUBSCRIPTION"],"gr
oupld":"udr-1","externalGrouplden
tifiersRanges":
[{"start":"10000000000","end":"20
000000000"}],"supiRanges":
[{"start":"10000000000","end":"20
000000000"}],"gpsiRanges":
[{"start":"10000000000","end":"20
000000000"}},"heartBeatTimer":9
0,"nfServicePersistence":false,"nf
ProfileChangesSupportind":false,"
nfSetldList":
['setxyz.udrset.5gc.mnc012.mcc3
457
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PROFILE

NUDR-GROUP-ID-MAP

[{"nflnstanceld":"5a7bd676-
ceeb-44bb-95e0-
f6a55a328b03","nfStatus":"REGIS
TERED","fqdn":"udr1-
ingressgateway.atspatch-1111","nf
Type":"UDR","allowedNfTypes":
['NRF"],"plmnList":
[{"mnc™:"14","mcc":"310"}],"priority
":10,"capacity":500,"load":0,"locali
ty":"bangalore”,"nfServices":
[{"load":0,"scheme":"http","version
s"
[{"apiFullVersion":"2.1.0.alpha-3","
apiVersionInUri":"v1"}],"fgdn":"ocu
dr-
ingressgateway.myudr.svc.cluster.|
ocal","ipEndPoints":
[{"port":"80","ipv4Address":"10.0.0
.0","transport":"TCP"}],"nfService
Status":"REGISTERED","allowed
NfTypes":
['NRF"],"servicelnstanceld":"547d
42af-628a-4d5d-
a8bd-38c4ba672682","serviceNa
me":"nudr-group-id-
map","priority":10,"capacity":500}],
"udrinfo:
{"groupld":"udr-1","externalGroupl
dentifiersRanges™:
[{"start":"10000000000","end":"20
000000000"}],"supiRanges":
[{"start":"10000000000","end":"20
000000000"}],"gpsiRanges":
[{"start":"10000000000","end":"20
000000000"}]},"heartBeatTimer":9
0,"nfServicePersistence":false,"nf
ProfileChangesSupportind™:false,"
nfSetldList":
['setxyz.udrset.5gc.mnc012.mcc3
45"}
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PROFILE

N5G-EIR-EIC (EIR Mode)

[{"nfinstanceld": "5a7bd676-
ceeb-44bb-95e0-f6a55a328b03",
"nfStatus": "REGISTERED",
"fgdn": "ocudr-
ingressgateway.myudr.svc.cluster.|
ocal", "nfType": "5G_EIR",
"allowedNfTypes": ["AMF"],
"plmnList": [{ "mnc": "14", "mcc":
"310" }], "priority": 10, "capacity":
500, "load": 0, "locality":
"bangalore”, "nfServices":

[{ "load": 0, "scheme": "http",
"versions": [{ "apiFullVersion™:
"2.1.0.alpha-3", "apiVersionInUri":
"v1"}], "fqdn": "ocudr-
ingressgateway.myudr.svc.cluster.|
ocal", "ipEndPoints": [{ "port":
"80", "ipv4Address": "10.0.0.0",
"transport™: "TCP" }],
"nfServiceStatus™:
"REGISTERED",
"allowedNfTypes": ["AMF"],
"servicelnstanceld":
"ae870316-384d-458a-
bd45-025c9e748976",
"serviceName": "n5g-eir-eic",
"priority": 10, "capacity": 500 }],
"heartBeatTimer": 90,
"nfServicePersistence": false,
"nfProfileChangesSupportind":
false, "nfSetldList":
['setxyz.udrset.5gc.mnc012.mcc3
45"}
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PROFILE

TRUE

NA

[{"nflnstanceld":"abae35e5-
cc45-4016-8dd4-89598e5311b9","
nfType":"UDSF","nfStatus":"REGI
STERED","heartBeatTimer":60,"pl
mnList":
[{"mnc":"14","mcc":"310"}],"fqdn":"
ocudr-
ingressgateway.myudr.svc.cluster.|
ocal","allowedNfTypes":
['PCF","UDM"],"capacity":1000,"lo
ad":0,"priority":10,"udsfInfo":
{"groupld":"udr-1","supiRanges":
[{"start":"10000000000","end":"20
000000000"}},"nfServicePersiste
nce":false,"nfServices":
[{"servicelnstanceld":"b066742a-
€270-4c91-
b59c-23afe81fa715","serviceNam
e":"nudsf-
dr","nfServiceStatus":"REGISTER
ED","priority":10,"capacity":1000,"
scheme™:"http","versions":
[{"apiVersionInUri":"v1","apiFullVer
sion":"1.1.0.0"}]}],"nfProfileChang
esSupportind™:false}]

Other nrf-client-service configuration parameters are as follows:

Table 3-6 nrf-client-service parameters

Parameter Description Default Value M/oIC Ranges or
Possible
Values
configmapApplicati | Primary NRF Hostname | nrfDeployName- M NA
onConfig.profile.pri | and Port nrf-1-nrf-
maryNrfApiRoot simulator.nrfDeploy
Namespace-
nrf-1.svc:5808
configmapApplicati | Secondary NRF - NA NA
onConfig.profile.se | Hosthame and Port
condaryNrfApiRoot
configmapApplicati | Scheme of primary and | http NA http, https
onConfig.profile.nrf | secondary NRF http or
Scheme https
configmapApplicati | Default downtime(in PT120S NA NA
onConfig.profile.ret | Duration) of an NRF
ryAfterTime detected to be
unavailable.
configmapApplicati | The NfType of the NF NRF NA NA
onConfig.profile.nrf | registering
ClientType
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Values

configmapApplicati | the NFType for which PCF NA NA
onConfig.profile.nrf | the NF wants to
ClientSubscribeTyp | subscribe to the NRF
es
configmapApplicati | The NfProfile of the NF | [{}] NA NA
onConfig.profile.ap | to be registered with
pProfiles NRF
configmapApplicati | Support for 29.510 true NA NA
onConfig.profile.en | Release 15.3
ableF3
configmapApplicati | Support for 29.510 true NA NA
onConfig.profile.en | Release 15.5
ableF5
configmapApplicati | Retry Interval after a 5000 NA 1.4.0
onConfig.profile.re | failed autonomous
gistrationRetryInter | registration request
val
configmapApplicati | Retry Interval after a 5000 NA 1.4.0
onConfig.profile.su | failed autonomous
bscriptionRetrylinte | subscription request
rval
configmapApplicati | Retry Interval after a 5000 NA 1.4.0
onConfig.profile.dis | failed autonomous
coveryRetrylnterval | discovery request
configmapApplicati | Time Period(seconds) 3600 NA NA
onConfig.profile.re | before the Subscription
newalTimeBeforeE | Validity time expires
Xpiry
configmapApplicati | The default validity 30 NA NA
onConfig.profile.val | time(days) for
idityTime subscriptions
configmapApplicati | Enable Renewal of true NA NA
onConfig.profile.en | Subscriptions
ableSubscriptionAu | automatically
toRenewal
configmapApplicati | This value specifies the |- NA NA
onConfig.profile.nf | rate at which the NF
HeartbeatRate shall heartbeat with the

NRF. The value shall be

configured in terms of

percentage(1-100). if the

heartbeatTimer is 60s,

then the NF shall

heartbeat at

nfHeartBeatRate *

60/100
configmapApplicati | Enable false NA NA
onConfig.profile.ac | additionalAttributes as
ceptAdditionalAttrib | part of 29.510 Release
utes 155
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Values

configmapApplicati | The duration(seconds) |5 NA NA
onConfig.profile.ret | after which nrf-client
ryForCongestion should retry to a NRF

server found to be

congested
configmapApplicati | The data-set value to be | - NA NA
onConfig.profile.su | used in queryParams for
pportedDataSetld | NFs autonomous/on-

demand discovery
configmapApplicati | Enable virtual NRF false NA NA
onConfig.profile.en | session retry by
ableVirtualNrfResol | Alternate routing service
ution
configmapApplicati | Virtual NRF FQDN used | nrf.oracle.com NA NA
onConfig.profile.virt | to query static list of
ualNrfFqdn route
configmapApplicati | http or https http NA NA
onConfig.profile.virt
ualNrfScheme
configmapApplicati | - - NA 1.4.0
onConfig.profile.virt
ualNrfPort
configmapApplicati | Enable use SCP on - NA NA
onConfig.profile.us | alternate routing service
eAlternateScpOnAl
ternateRouting
configmapApplicati | Number of health status |2 NA 1.4.0
onConfig.profile.su | notification retries to a
bscriberNotification | subscriber
Retry
configmapApplicati | Timeout Non 3GPP URL | - NA NA
onConfig.profile.tim | Resource Path(s)
eoutUrlPaths ConfigurationtimerProfile

Json
configmapApplicati | Timer Profile JSON - NA NA
onConfig.profile.tim | Configuration
erProfileJson
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Parameter Description Default Value M/OIC Ranges or
Possible
Values
configmapApplicati | The grace period at nrf- |2 NA 141
onConfig.profile.re | client for which it shall
questTimeoutGrac | wait for a response from
ePeriod the NRF. This value shall
be added to value
configured at
configmapApplicationCo
nfig.profile.requestTimeo
ut.
Unit: seconds
The setting support for
2s (means in seconds)
or 50ms (means in
milliseconds) format
from Release 1.6.x
configmapApplicati | Configurations required | - NA 1.4.0
onConfig.profile.nrf | for the NRF Retry
RetryConfig mechanism NRF
Alternate Route Retry
Feature
configmapApplicati | Type of service ALL_REQUESTS |NA 1.4.0
onConfig.profile.ser | operation for which
viceRequestType | configuration is
applicable NRF
Alternate Route Retry
Feature
configmapApplicati | Number of retries for 1 NA 1.4.0
onConfig.profile.pri | primary instance NRF
maryNRFRetryCou | Alternate Route Retry
nt Feature
configmapApplicati | Number of retries for 1 NA 1.4.0
onConfig.profile.no | non-primary instance
nPrimaryNRFRetry | NRF Alternate Route
Count Retry Feature
configmapApplicati | Number of retry attempt | 1 NA 1.4.0
onConfig.profile.alt | NRF Alternate Route
ernateNRFRetryCo | Retry Feature
unt
configmapApplicati | httpStatusCode or error | ['503","504","500," | NA 141
onConfig.profile.err | conditions for which SocketTimeoutExc
orReasonsForFailu | retry shall be attempted | eption”,"JsonProce
re NRF Alternate Route ssingException”,"U
Retry Feature nknownHostExcept
ion","NoRouteToHo
stException","IOEx
ception™]
configmapApplicati | Timeout 10 NA 1.4.0
onConfig.profile.re | period(seconds) where
questTimeout no response is received
from NRF NRF Alternate
Route Retry Feature
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Values
configmapApplicati | httpStatusCode sent by | ["'503"] NA 1.4.0
onConfig.profile.gat | gateway for which retry
ewayErrorCodes shall be attempted NRF
Alternate Route Retry
Feature
configmapApplicati | Configurations required | - NA 1.4.0
onConfig.profile.he | for the Health check of
althCheckConfig NRFs NRF Alternate
Route Retry Feature
configmapApplicati | Consecutive success/ 1 NA 1.4.0
onConfig.profile.he | failure operation count
althCheckCount (default -1 means
disabled) NRF Alternate
Route Retry Feature
configmapApplicati | Interval duration in 5 NA 1.4.0
onConfig.profile.he | seconds to perform
althCheckinterval | health check NRF
Alternate Route Retry
Feature
configmapApplicati | Timeout 10 NA 1.4.0
onConfig.profile.re | period(seconds) where
questTimeout no response is received
from NRF NRF Alternate
Route Retry Feature
configmapApplicati | httpStatusCode or error | ['503","504","500," | NA 141
onConfig.profile.err | conditions for which the | SocketTimeoutExc
orReasonsForFailu | NRF is considered as eption”,"JsonProce
re unhealthy NRF Alternate | ssingException”,"U
Route Retry Feature nknownHostExcept
ion","NoRouteToHo
stException”,"|IOEx
ception™]
configmapApplicati | httpStatusCode sent by | [] NA 1.4.0
onConfig.profile.gat | gateway for the NRF
ewayErrorCodes shall be considered
unhealthy NRF Alternate
Route Retry Feature
configmapApplicati | enable NRF retry - NA 141
onConfig.profile.en
ableNrfRetry
configmapApplicati | Number of retry attempt | - NA 1.4.1
onConfig.profile.ma
xNrfRetries
configmapApplicati | enable NRF alternate - NA 141
onConfig.profile.en | routing service
ableNrfAlternateRo
uting
configmapApplicati | set alternate routing - NA 141
onConfig.profile.alt | error codes
ernateRoutingError
Codes
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Chapter 3
UDR Configuration Parameters

Parameter Description Default Value M/OIC Ranges or
Possible
Values
nrf-client- - - NA NA
nfdiscovery
configmapApplicati | A reference to the nrf- *configRef NA NA
onConfig client.configMapApplicati
on
nfProfileConfigMod | Configuration Mode for | REST NA NA
e NfProfilevalues: - REST,
HELM
image NRF Client Microservice | nrf-client NA NA
image name
imageTag NRF Client Microservice | 24.1.5 NA NA
image tag
envJaegerSampler | - 1 NA NA
Param
envJaegerSampler | - ratelimiting NA NA
Type
envJaegerService |- nrf-client- NA NA
Name nfdiscovery
cpuRequest Resource Details 2 NA NA
cpuLimit - 2 NA NA
memoryRequest - 1Gi NA NA
memoryLimit - 1Gi NA NA
minReplicas Min replicas to scaleto |2 NA NA
maintain an average
CPU utilization
maxReplicas Max replicas to scaleto |5 NA NA
maintain an average
CPU utilization
averageCpuUtil - 80 NA NA
type - ClusterlP NA NA
cacheDiscoveryRe | Set to true if the true NA NA
sults discovery results should
be cached.
envDiscoveryServi | Discovery Service Port | 5910 NA NA
cePort used for subscribing to
management Service
envManagementSe | Management Service 5910 NA NA
rvicePort Port used to send
subscriptions to the
Management Service
commonCfgClient. | Flag to enable/disable false NA NA
enabled dynamic logging using
common configuration
service
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Chapter 3

UDR Configuration Parameters

Parameter

Description

Default Value

M/OIC

Ranges or
Possible
Values

commonCfgServer.
configServerSvcNa
me

This attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.The Nf
Configuration Service
name or the common
config service.

Do not comment this line
in case you want to
deploy both config-
server and APIGW in
same namespace
simultaneously

Otherwise comment this
line and use 'host'

‘common-config-
server'

NA

NA

commonCfgServer.
host

The Host name of the Nf
Configuration Service
name or the common
config service.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

‘common-config-
server'

NA

NA

commonCfgServer.
port

The port of the Nf
Configuration Service
name or the common
config service.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

80

NA

NA

commonCfgServer.
pollingInterval

The interval at which the
discovery service shall
poll the configuration
service to check for
updates in msThis
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

5000

NA

NA

dbConfig.dbHost

The db host to which the
helm hooks shall
connect to load the json
scheme and default
configurations.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

10.75.225.4

NA

NA
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Chapter 3
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Parameter

Description

Default Value

M/OIC

Ranges or
Possible
Values

dbConfig.dbPort

The db port to which the
helm hooks shall
connect to load the json
scheme and default
configurations.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

3306

NA

NA

dbConfig.secretNa
me

The database secretThis
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

'nrfclient-mysql'

NA

NA

dbConfig.dbName

The database name
which will be used to
store the common
configuraiton.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

ocpm_config_serve
r

NA

NA

dbConfig.dbUNam
eLiteral

The db literal name that
shall be used as per the
secrets configured.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

mysql-username

NA

NA

dbConfig.dbPwadlLit
eral

The db password literal
name that shall be used
as per the secrets
configured. This attribute
shall be configured only
if
commonCfgClient.enabl
ed is set to true.

mysql-password

NA

NA

logging.level.root

default system log level

WARN

NA

NA

logging.level.nrfclie
nt

default application log
level

WARN

NA

NA

serviceMeshCheck

This attributes allows to
enable serviceMesh
when used with ASM
deployment.

false

NA

NA
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Chapter 3
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Parameter

Description

Default Value

M/OIC

Ranges or
Possible
Values

istioSidecarQuitUrl

The sidecar (istio quit
url) when deployed in
serviceMesh. This value
shall be considered only
when
serviceMeshCheck is
true.

default: http://
127.0.0.1:15000/
quitquitquit

NA

NA

istioSidecarReady
Url

The sidecar (istio ready
url) when deployed in
serviceMesh. This value
shall be considered only
when
serviceMeshCheck is
true.default :http:/
127.0.0.1:15000/ready

NA

NA

metricPrefix

A prefix that shall be
added to all the metric
names.By default, this
shall contain the value
configured in the global
section metricPrefix

(0]

NA

NA

metricSuffix

A suffix that shall be
added to all the metric
names.By default, this
shall contain the value
configured in the global
section metricSuffix

NA

NA

cacheServicePortS
tart

Coherence Port for
communication

8095

NA

NA

cacheServicePortE
nd

Coherence Port for
communication

8096

NA

NA

nrf-client-
nfmanagement

NA

NA

configmapApplicati
onConfig

A reference to the nrf-
client.configMapApplicati
on

*configRef

NA

NA

nfProfileConfigMod
e

Configuration Mode for
NfProfile

values: - REST, HELM

REST

NA

NA

image

Deployment specific
configuration for Nrf-
Client Management
Microservice. NRF
Client Microservice
image name.

nrf-client

NA

NA

imageTag

NRF Client Microservice
image tag

24.15

NA

NA
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Chapter 3

UDR Configuration Parameters

Parameter Description Default Value M/OIC Ranges or
Possible
Values

envJaegerSampler | - 7' NA NA
Param
envJaegerSampler | - ratelimiting NA NA
Type
envJaegerService |- nrf-client- NA NA
Name nfmanagement
replicas Resource Details 1 NA NA
cpuRequest CPU Request 1 NA NA
cpuLimit CPU Limit 1 NA NA
memoryRequest Memory Request 1Gi NA NA
memoryLimit Memory Limit 1Gi NA NA
type ClusterlP NA NA
commonCfgClient. | Flag to enable/disable false NA NA
enabled dynamic logging using

common configuration

service
commonCfgServer. | This attribute shall be ‘common-config- NA NA
configServerSvcNa | configured only if server'
me commonCfgClient.enabl

ed is set to true.The Nf

Configuration Service

name or the common

config service.

Do not comment this line

in case you want to

deploy both config-

server and APIGW in

same namespace

simultaneously

Otherwise comment this

line and use 'host'
commonCfgServer. | The Host name of the Nf | ‘common-config- NA NA
host Configuration Service server'

name or the common

config service.This

attribute shall be

configured only if

commonCfgClient.enabl

ed is set to true.
commonCfgServer. | The port of the Nf 80 NA NA
port Configuration Service

name or the common

config service.This

attribute shall be

configured only if

commonCfgClient.enabl

ed is set to true.
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Chapter 3
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Parameter

Description

Default Value

M/OIC

Ranges or
Possible
Values

commonCfgServer.
pollingInterval

The interval at which the
discovery service shall
poll the configuration
service to check for
updates in msThis
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

5000

NA

NA

dbConfig.dbHost

The db host to which the
helm hooks shall
connect to load the json
scheme and default
configurations.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

10.75.225.4

NA

NA

dbConfig.dbPort

The db port to which the
helm hooks shall
connect to load the json
scheme and default
configurations.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

3306

NA

NA

dbConfig.secretNa
me

The database secretThis
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

nrfclient-mysq|

NA

NA

dbConfig.dbName

The database name
which will be used to
store the common
configuraiton.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

ocpm_config_serve
r

NA

NA

dbConfig.dbUNam
eLiteral

The db literal name that
shall be used as per the
secrets configured.This
attribute shall be
configured only if
commonCfgClient.enabl
ed is set to true.

mysql-username

NA

NA
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Parameter

Description

Default Value

M/OIC

Ranges or
Possible
Values

dbConfig.dbPwadLit
eral

The db password literal
name that shall be used
as per the secrets
configuredThis attribute
shall be configured only
if
commonCfgClient.enabl
ed is set to true.

mysql-password

NA

NA

logging.level.root

default system log level

WARN

NA

NA

logging.level.nrfclie
nt

default application log
level

WARN

NA

NA

serviceMeshCheck

This attributes allows to
enable serviceMesh
when used with ASM
deployment.

false

NA

NA

istioSidecarQuitUrl

The sidecar (istio quit
url) when deployed in
serviceMesh. This value
shall be considered only
when
serviceMeshCheck is
true.

default : http://
127.0.0.1:15000/

NA

NA

istioSidecarReady
Url

The sidecar (istio ready
url) when deployed in
serviceMesh. This value
shall be considered only
when
serviceMeshCheck is
true.default :

http://127.0.0.1:15000/ready

NA

NA

metricPrefix

A prefix that shall be
added to all the metric
names.By default, this
shall contain the value
configured in the global
section metricPrefix

"oc"

NA

NA

metricSuffix

A suffix that shall be
added to all the metric
names.By default, this
shall contain the value
configured in the global
section metricSuffix

NA

NA

cacheServicePortS
tart

Coherence Port for
communication

8095

NA

NA

cacheServicePortE
nd

Coherence Port for
communication

8096

NA

NA
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3.1.6 nudr-config Microservice Parameters

Following table provides the parameters for nudr-config microservice.
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Chapter 3

UDR Configuration Parameters

Extension.labels

custom label(s) to
nudr-config
deployment

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
enabled Flag to enable *configServerEnabl | NA Do not change this
nudr-config service | ed parameter value
logging.level.root Log level of the WARN Possible Values: NA
nudr-config pod WARN
INFO
DEBUG
image.name Docker Image nudr_config NA NA
name
service.customExt | Use this to add null NA NA
ension.labels custom label(s) to
nudr-config service
service.customExt | Use this to add null NA NA
ension.annotations | custom
annotation(s) to
nudr-config service
deployment.custom | Use this to add null NA NA
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t

single database
query. If set to -1,
there will be no
timeout set for
database queries.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
deployment.custom | Use this to add NA NA
Extension.annotati | custom annot ati ons:
ons annotation(s) to
nudr-config sidecar.istio
deployment .
.iol
pr oxyCPU:
"1000m'
sidecar.istio
.iol
pr oxyCPULi m t
"1000nt
sidecar.istio
.iol
pr oxyMenory:
n 1G n
sidecar.istio
.iol
pr oxyMenor yLi
mt: "1G"
proxy.istio.i
o/ config: |
term nationDr
ai nDur ati on:
60s
hikari.poolsize Configuration of 25 NA NA
MYSQL connection
pool size
hikari.connectionTi | MYSQL connection | 1000 Unit: Milliseconds | NA
meout timeout
hikari.minimumldle | Minimum idle 2 Valid. No, less than | NA
Connections MYSQL poolsize configured
connections
maintained
hikari.idleTimeout | Idle MYSQL 4000 Unit: Milliseconds | NA
connections
timeout
hikari.queryTimeou | Query timeout for a | -1 Unit: Seconds NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

Storage

ephemeral storage
allocation limit

ageLimitsRef

service.type Kubernetes service | ClusterIP Possible Values: Suggested to be
type for exposing ClusterlP set as ClusterlP
UDR deployment NodePort (default value)
LoadBalancer always
image.pullPolicy This setting IfNotPresent Possible Values: NA
ensures if image Always
need to be pulled IfNotPresent
or not
Never
service.port.manag | Actuator 9000 NA NA
ement management port
to be used for
nudr-config service
service.port.https | The https port to 5002 NA NA
be used for nudr-
config service
service.port.http The http port to be | 5001 NA NA
used in nudr-config
service
resources.target.av | CPU utilization limit | 80 NA NA
erageCpuUtil for autoscaling
(creating HPA)
resources.requests | Memory allocated | 2Gi NA NA
.memory for nudr-config pod
during deployment
resources.requests | Log storage for *containersLogStor | Unit: MB Change the
.logStorage ephemeral storage | ageRequestsRef reference to a
allocation request different value if
allocation needs to
be different for this
container
resources.requests | Crictl storage for *containersCrictlSt | Unit: MB Change the
.crictIStorage ephemeral storage | orageRequestsRef reference to a
allocation request different value if
allocation needs to
be different for this
container
resources.limits.me | Memory allotment | 2Gi NA NA
mory limit
resources.requests | CPUs allocated for |2 NA NA
.cpu nudr-config pod
during deployment
resources.limits.cp | CPU allotment 2 NA NA
u limitation
resources.limits.log | Log storage for *containersLogStor | Unit: MB Change the

reference to a
different value if
allocation needs to
be different for this
container
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

resources.limits.cri
ctlStorage

Critical storage for
ephemeral storage
allocation limit

*containersCrictlSt
orageLimitsRef

Unit: MB

Change the
reference to a
different value if
allocation needs to
be different for this
container

image.tag

Tag or version of
Image

24.1.1

NA

NA

deployment.replica
Count

Number of nudr-
config pods to be
maintained by
replica set created
with deployment

NA

NA

minReplicas

Minimum number
of pods

NA

NA

maxReplicas

Maximum number
of pods

NA

NA

startupProbe.failur
eThreshold

It is the
configurable
number of times
the startup probe is
retried for failures.
Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

40

Unit: Seconds

startupProbe.perio
dSeconds

It is the time
interval for every
startup probe
check.

Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

Unit: Seconds

extraContainers

This configuration
decides service
level
extraContainer
support. The
default value is
dependent on what
is configured in the
global level

USE_GLOBAL_VA
LUE

Allowed Values:
o ENABLED

 DISABLED

- USE_GLOBAL
_VALUE

NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

side car

Change only if the
url is different for
the side car
container in this
microservice

serviceMeshCheck | Enable when *serviceMeshFlag | NA Do not change this
deployed in value unless it is
serviceMesh. Set it different from the
to false when side value configured in
car is not included global section
for this service reference
istioSidecarReady | Readiness url *istioReadyUrl NA Do not change this
Url configurable for value unless it is

different from the
value configured in
global section
reference

tolerationsSetting

Flag to enable the
toleration setting at
the microservice
level or global level.

If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

USE_GLOBAL_VA
LUE

Allowed Values:
o ENABLED

- USE_GLOBAL
_VALUE
- DISABLED

NA

nodeSelection

Flag to enable the
nodeSelection
setting at the
microservice level
or global level.

If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

This is applicable
for v2 apiVersion
nodeSelector
configuration.

USE_GLOBAL_VA
LUE

Allowed Values:
o ENABLED

. USE_GLOBAL
_VALUE

 DISABLED

NA
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Table 3-7 (Cont.) nudr-config microservice parameters

Value

Value configuration
at the global level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
tolerations When 1 NA NA
tolerationsSetting Example:
is ENABLED,
configure .
tolerations here. tolerations:
- key: "keyl"
operator:
"Equal "
val ue
"val uel"
effect:
"NoSchedul e"
helmBasedConfigu | Node Selector API |v1 Allowed Values: NA
rationNodeSelector | version setting e v
ApiVersion ERY)
nodeSelector.node | NodeSelector key |['* Valid key for a label | NA
Key configuration at the for a particular
microservice level node
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.
nodeSelector.node | NodeSelector " Valid value pair for | NA

the above key for a
label for a
particular node
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gracePeriod

shutdown time
limit.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nodeSelector NodeSelector { Valid key value pair | NA
configuration when matching a node
helmBasedConfigu for nodeSelection
rationNodeSelector by a pod
ApiVersion is set to
V2.
Uncomment and
use this
configuration when
required. Else keep
this commented.
gracefulShutdown. | It is the graceful 30s Unit: Seconds NA

3.1.7 nudr-config-server Microservice Parameters

Following table provides the parameters for nudr-config-server Microservice.

Table 3-8 nudr-config-server microservice parameters

gentPort

Jaeger agent for
config-server
tracing

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
enabled Flag to enable *configServerEnabl | NA Do not change this
nudr-config-server |ed default value
service
image Image name of ocpm_config_serve [ NA NA
config-server r
imageTag Tag or version of 24.1.3 NA NA
Image
pullPolicy It helps to decide IfNotPresent Allowed Values: NA
on policy for image IfNotPresent
pull Never
Always
global.nfName NF name used to | nudr NA NA
add with config
server service
name
global.envJaegerA | Host FQDN for " NA NA
gentHost Jaeger agent
service for config-
server tracing
global.envJaegerA | Portto connectto |6831 Valid Port NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

global.serviceMesh
Enabled

Enable when
deployed in
serviceMesh. Set
this parameter to
false when side car

*serviceMeshFlag

NA

Do not change this
value unless it is
different from the
value configured in
global section

is not included for reference
this service
global.istioSidecar | Readiness url *istioQuitUrl NA Do not change this
QuitUrl configurable for value unless it is
side car different from the
Change only if URL value configured in
is different for side global section
car container in this reference
microservice
global.istioSidecar | Readiness url *istioReadyUrl NA Do not change this
ReadyUrl configurable for value unless it is
side car different from the
Change this value configured in
parameter value global section
only if the url is reference
different for side
car container in this
microservice
global.logStorage | Log storage for *containersLogStor | Unit MB Do not change
ephemeral storage | ageRequestsRef reference unless a
request different value
needs to be
configured
global.crictlStorage | Crictl storage for *containersCrictlSt | Unit MB Do not change

that must be
available, even
during a disruption

ephemeral storage | orageRequestsRef reference unless a
request different value
needs to be
configured
envLoggingLevelA | Log level of the WARN Possible Values: NA
pp nudr-config-server WARN
pod INFO
DEBUG
replicas Number of nudr- 1 NA NA
config-server pods
to be maintained
by replica set
created with
deployment
minAvailable Number of pods 0 NA This parameter is

used for
PodDisruptionBudg
et Kubernetes
resource
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

Extension.labels

to add custom
label(s) to nudr-
config-server
deployment

service.type Kubernetes service | ClusterlP Possible Values: Suggested to be
type for exposing ClusterlP set as ClusterlP
UDR deployment NodePort (default value)
always
LoadBalancer y
resources.requests | Number of CPUs 2 NA NA
.cpu allocated for nudr-
config-server pod
during deployment
resources.requests | Memory allocated | 512Mi NA NA
.memory for nudr-config-
server pod during
deployment
resources.limits.cp | CPU allotment 2 NA NA
u limitation
resources.limits.me | Memory allotment | 2Gi NA NA
mory limitation
resources.limits.ep | Ephemeral storage | 1024Mi Unit MB NA
hemeralStorage allocation limits
service.customExt | Use this parameter | null NA NA
ension.labels to add custom
label(s) to nudr-
config-server
service
service.customExt | Use this parameter | null NA NA
ension.annotations | to add custom
annotation(s) to
nudr-config-server
service
deployment.custom | Use this parameter | null NA NA
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Table 3-8 (Cont.) nudr-config-server microservice parameters

ons

Extension.annotati

to add custom
annotation(s) to
nudr-config-server
deployment

annot at i ons:

sidecar.istio
.iol

pr oxyCPU:
"1000m

sidecar.istio

.iol

pr oxyCPULi m t
"1000nt

sidecar.istio
.iol

pr oxyMenory:

n 1G n

sidecar.istio
.iol

pr oxyMenor yLi
mt: "1G"

proxy.istio.i
o/ config: |

term nationDr
ai nDur at i on:
60s

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
deployment.custom | Use this parameter NA NA

fullnameOverride

Full name to be
used for
configuration
server service

udr-config-server

NA

This configuration
must be updated to
<Helm-release-
name>-config-
server if multiple
ocudr/ocslf
deployments are
done within the
same kubernetes
namespace.

Example: ocudrl-
config-server

on

installedChartVersi

Chart version to be
read by hooks

Valid version

NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

riodSeconds

every readiness
probe check

readinessProbe.init | Configurable wait | 70 NA Do not change this
ialDelaySeconds time before Unit: Seconds value. If there is
performing the first any delay in pod to
readiness probe by come up and probe
Kubelet is killing the pod
then you should
tune these
parameters
readinessProbe.pe | Time interval for 10 NA Do not change this

Unit: Seconds

value. If there is
any delay in pod to
come up and probe
is killing the pod
then you should

outSeconds

after which the
probe times out

tune these
parameters
readinessProbe.tim | Number of seconds| 3 NA Do not change this
eoutSeconds after which the default value
probe times out
readinessProbe.su | Minimum 1 NA Do not change this
ccessThreshold consecutive default value
successes for the
probe to be
considered
successful after
having failed
readinessProbe.fail | When a Pod starts |3 NA Do not change this
ureThreshold and the probe fails, default value
Kubernetes tries
failureThreshold
times before giving
up
livenessProbe.initia | Configurable wait | 60 NA Do not change this
IDelaySeconds time before Unit: Seconds value. If there is
performing the first any delay in pod to
liveness probe by come up and probe
Kubelet is killing the pod
then you should
tune these
parameters
livenessProbe.peri | Time interval for 15 NA Do not change this
odSeconds every liveness Unit: Seconds value. If there is
probe check any delay in pod to
come up and probe
is killing the pod
then you should
tune these
parameters
livenessProbe.time | Number of seconds| 3 NA Do not change this

default value
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Table 3-8 (Cont.) nudr-config-server microservice parameters

eThreshold

and the probe fails,
Kubernetes tries
failureThreshold
times before giving

up

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
livenessProbe.succ | Minimum 1 NA Do not change this
essThreshold consecutive default value
successes for the
probe to be
considered
successful after
having failed
livenessProbe.failur | When a Pod starts |3 NA Do not change this

default value

USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

extraContainers This configuration | USE_GLOBAL_VA | Allowed Values: NA
decides service LUE e ENABLED
level +  DISABLED
extraContainer . USE GLOBAL
support. The VALUE
default value is -
dependent on what
is configured in the
global level

tolerationsSetting | Flag to enable the | USE_GLOBAL_VA | Allowed Values: NA
toleration setting at | LUE .  ENABLED
the microservice . USE_GLOBAL
level or global level. VALUE
If set to - DISABLED
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ed

nodeSelector

Parameter Description Default value Range or Notes

Possible Values

(If applicable)
nodeSelection Flag to enable the |USE_GLOBAL_VA | Allowed Values: NA

nodeSelection LUE . ENABLED

setting at the . USE GLOBAL

iccsenvce el
g ' - DISABLED

If set to

USE_GLOBAL_VA

LUE

global.tolerations

configured value is

used.

If set to ENABLED

tolerations

configuration below

in the same section

is used.

This is applicable

for v2 apiVersion

nodeSelector

configuration.

tolerations When 1 Example: NA

tolerationsSetting

IS Ef’_\'AB'-ED tol erations:

configure - key: "keyl"

tolerations here. cy: e}/

operator:
n Equal n
val ue:

“val uel"

effect:

"NoSchedul e"
helmBasedConfigu | Node Selector API |v1 Allowed Values: NA
rationNodeSelector | version setting e vl
ApiVersion . 2
nodeSelectorEnabl | Flag to enable vl | false true/false NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

nodeSelectorKey

NodeSelector key
configuration at the
microservice level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid key for a label
for a particular
node

NA

nodeSelectorValue

NodeSelector
Value configuration
at the global level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid value pair for
the above key for a
label for a
particular node

NA

nodeSelector

NodeSelector
configuration when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
V2.

Uncomment and
use this
configuration when
required. Else keep
this commented.

{

Valid key value pair
matching a node
for nodeSelection
by a pod

NA

gracefulShutdown.
gracePeriod

It is the graceful
shutdown time
limit.

30s

Unit: Seconds

NA

3.1.8 nudr-diameterproxy Microservice Parameters

Following table list parameters for nudr-diameterproxy microservice.
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Table 3-9 nudr-diameterproxy microservice parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
enabled Flag to enable true NA NA
nudr-diameterproxy
service
image.name Name of the nudr_diameterprox | NA NA
Docker Image y
image.tag Tag or version of 2411 NA NA
Image
image.pullPolicy This setting IfNotPresent Possible Values: NA
indicates if image Always
need to be pulled [fNotPresent
or not
Never
logging.level.root | The log level of the | WARN Possible Values: NA
nudr-diameterproxy WARN
server pod INFO
DEBUG
deployment.replica | Number of nudr- 2 NA NA
Count config-server pods
to be maintained
by replica set
created with
deployment
serviceToCheck Essential services | nudr-config-server [ Comma separated | NA
on which init microservice
container may names
perform readiness
checks
minReplicas Minimum number |2 NA NA
of pods of nudr-
diameterproxy
maxReplicas Maximum number |4 NA NA
of pods of nudr-
diameterproxy
maxUnavailable Number of replicas | 1 NA This parameter is
that can go down used for
during a disruption PodDisruptionBudg
et k8s resource
hikari.poolsize Hikari pool 20 NA NA
connection size to
be created at start
up
hikari.connectionTi | MYSQL connection | 1000 Unit: Milliseconds | NA
meout timeout
hikari.minimumldle | Minimum idle 2 Valid. No, less than | NA
Connections MYSQL poolsize configured
connections
maintained
hikari.idleTimeout | Idle MYSQL 4000 Unit: Milliseconds | NA
connections
timeout
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be used for nudr-
diameterproxy
service

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
hikari.queryTimeou | Query timeout for a | -1 Unit: Seconds NA
t single database
query. If set to -1,
there will be no
timeout set for
database queries.
maxConcurrentPus | Maximum number | 6000 NA NA
hedStreams of concurrent
requests that can
be pushed per
destination
maxRequestsQueu | Maximum number | 5000 NA NA
edPerDestination | of requests that
can be queued per
destination
maxConnectionsPe | Maximum 10 NA NA
rDestination connection allowed
per destination
maxConnectionsPe | Maximum 10 NA NA
rip connection allowed
per IP
requestTimeout Client request 5000 Unit: Milliseconds | NA
timeout
connectionTimeout | Client connection | 10000 Unit: Milliseconds | NA
timeout
idleTimeout Client connection |0 Unit: Milliseconds | NA
idle timeout
dnsRefreshDelay | Server DNS 120000 Unit: Milliseconds | NA
refresh delay
pingDelay Server ping delay |60 Unit: Milliseconds | NA
connectionFailureT | Client connection | 10 NA NA
hreshold failure threshold
jettyserviceMeshC | Flag to enable or false true or false NA
heck disable jetty
service mesh
check for ASM
deployment
service.type Kubernetes service | ClusterlP Possible Values: Suggested to be
type for exposing e ClusterlP set as ClusterlP
UDR deployment «  NodePort (default value)
+  LoadBalancer |aways
service.port.http The HTTP portto |5001 NA NA
be used in nudr-
diameterproxy
service
service.port.https | The HTTPS port to | 5002 NA NA
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ctiStorage

ephemeral storage
allocation limit

orageLimitsRef

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
service.port.manag | The actuator 9000 NA NA
ement management port
to be used for
nudr-diameterproxy
service
service.port.diamet | The diameter port | 6000 NA NA
er to be used for
nudr-diameterproxy
service
resources.requests | The number of 2 NA NA
.cpu CPUs allocated for
nudr-diameterproxy
pod during
deployment
resources.requests | The memory to be | 2Gi NA NA
.memory allocated for nudr-
diameterproxy pod
during deployment
resources.requests | Log storage for *containersLogStor | Unit: MB Change the
.logStorage ephemeral storage | ageRequestsRef reference to a
allocation request different value if
allocation needs to
be different for this
container
resources.requests | Crictl storage for *containersCrictlSt | Unit: MB Change the
.crictlStorage ephemeral storage | orageRequestsRef reference to a
allocation request different value if
allocation needs to
be different for this
container
resources.limits.cp | Maximum number |2 NA NA
u of CPUs allocated
for nudr-
diameterproxy pod
resources.limits.me | Maximum memory | 2Gi NA NA
mory to be allocated for
nudr-diameterproxy
pod
resources.limits.log | Log storage for *containersLogStor | Unit: MB Change the
Storage ephemeral storage | ageLimitsRef reference to a
allocation limit different value if
allocation needs to
be different for this
container
resources.limits.cri | Crictl storage for *containersCrictlSt | Unit: MB Change the

reference to a
different value if
allocation needs to
be different for this
container
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Table 3-9 (Cont.) nudr-diameterproxy microservice parameters

ension.annotations

custom
annotation(s) to
nudr-diameterproxy
service

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
resources.target.av | CPU utilization limit | 80 NA NA
erageCpuUtil for auto scaling
(creating HPA)
drservice.port.http | HTTP port on 5001 NA NA
which dr-service is
running
drservice.port.https | HTTPS port on 5002 NA dr-service port is
which dr-service is required in
running diameterproxy
application
diameter.realm Host realm of oracle.com String value NA
diameterproxy
diameter.identity FQDN (identity) of | nudr.oracle.com String value NA
the diameterproxy
in diameter
messages
diameter.strictParsi | Enable strict false NA NA
ng parsing of
Diameter AVP and
Messages
diameter.|O.thread | Number of threads |0 0to 2* CPU If the threadcount
Count to handle |10 is 0 then
operations in application
diameterproxy pod chooses the
threadCount based
on pod profile size
diameter.lO.queue | Queue size forIO |0 2048 to 8192 Count should be
Size the power of 2.
If the queueSize is
0 then application
chooses the
queueSize based
on pod profile size
diameter.message | Number of threads |0 0 to 2* CPU If the threadcount
Buffer.threadCount | to handle is 0 then
messages in application
diameterproxy pod chooses the
threadCount based
on pod profile size
service.customExt | Use this to add null NA NA
ension.labels custom label(s) to
nudr-diameterproxy
service
service.customExt | Use this to add null NA NA
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Table 3-9 (Cont.) nudr-diameterproxy microservice parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

deployment.custom
Extension.labels

Use this to add
custom label(s) to
nudr-diameterproxy
deployment

null

NA

NA

deployment.custom
Extension.annotati
ons

Use this to add
custom
annotation(s) to
nudr-diameterproxy
deployment

null

NA

NA

startupProbe.failur
eThreshold

It is the
configurable
number of times
the startup probe is
retried for failures.
Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

40

Unit: Seconds

NA

startupProbe.perio
dSeconds

It is the time
interval for every
startup probe
check.

Note: Do not
change this value.
If there is delay in
pod coming up and
probe is killing the
pod then tune
these parameters

Unit: Seconds

NA

extraContainers

This configuration
decides service
level
extraContainer
support. The
default value lets it
to be dependent on
what is configured
in the global level

USE_GLOBAL_VA
LUE

Allowed Values:

e ENABLED

« DISABLED

- USE_GLOBAL
_VALUE

NA

serviceMeshCheck

Flag to enable
serviceMesh. Set
this to false when
side car is not
included for this
service

*serviceMeshFlag

NA

Do not change this
value unless it is
different from the
value configured in
global section
reference
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Table 3-9 (Cont.) nudr-diameterproxy microservice parameters

side car

Change this value
only if the URL is
different for side
car container in this
microservice

Parameter Description Default value Range or Notes

Possible Values

(If applicable)
istioSidecarReady | Readiness URL *istioReadyUrl NA Do not change this
Url configurable for value unless it is

different from the
value configured in
global section
reference

tolerationsSetting

Flag to enable the
toleration setting at
the microservice
level or global level.

If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

USE_GLOBAL_VA
LUE

Allowed Values:
«  ENABLED

- USE_GLOBAL
_VALUE
«  DISABLED

NA

nodeSelection

Flag to enable the
nodeSelection
setting at the
microservice level
or global level.

If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

This is applicable
for v2 apiVersion
nodeSelector
configuration.

USE_GLOBAL_VA
LUE

Allowed Values:
«  ENABLED

- USE_GLOBAL
_VALUE
«  DISABLED

NA

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 86 of 195



ORACLE’

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Chapter 3

UDR Configuration Parameters

Table 3-9 (Cont.) nudr-diameterproxy microservice parameters

Value

Value configuration
at the global level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Parameter Description Default value Range or Notes

Possible Values

(If applicable)
tolerations When 1 Example: NA

tolerationsSetting

ICSOII’E‘If’i\IgAu?:ED, tol erations:

tolerations here. - key: "keyl
operator:

"Equal "

val ue:

"val uel"

effect:

"NoSchedul e"
helmBasedConfigu | Node Selector APl |v1 Allowed Values: NA
rationNodeSelector | version setting e v
ApiVersion . v
nodeSelector.node | NodeSelector key |'' Valid key for a label | NA
Key configuration at the for a particular

microservice level node
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.
nodeSelector.node | NodeSelector " Valid value pair for | NA

the above key for a
label for a
particular node
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SubscriberEntityTo
UpperCase

subscriber entity to
UpperCase

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nodeSelector NodeSelector { Valid key value pair | NA
configuration when matching a node
helmBasedConfigu for nodeSelection
rationNodeSelector by a pod
ApiVersion is set to
v2
Uncomment and
use this
configuration when
required. Else keep
this commented.
convertFieldsUnder | To convert the false NA NA
SubscriberEntityTo | fields in the
UpperCase subscriber entity to
uppercase
onDemandMigratio | Flag to enable or false true or false NA
nDiameterEnabled | disable on-demand
migration for
diameter interface.
gracefulShutdown. | It is the graceful 30s true or false NA
gracePeriod shutdown time limit
convertFieldsUnder | Convert keys under | false true or false NA

3.1.9 appinfo microservice parameters

Following table list configurable parameters for appinfo microservice.
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Table 3-10 appinfo microservice parameters

image needs to be
pulled or not.

Always
IfNotPresent
Never

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
replicaCount Indicates the 2 Valid number NA
number of pods,
which needs to be
created as part of
deployment.
image Name of the app-info NA NA
docker image of
app info service
imageTag Tag of the image of | 24.1.3 NA NA
app info service
pullPolicy Indicates if the IfNotPresent Possible Values - NA
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enabled

persistent
configuration
needs to be
enabled.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
dbHooklmage.nam | Image name of common_config_h | Not Applicable NA
e dbHook ook
dbHooklmage.tag | Image tag name of |24.1.5 Not Applicable NA
dbHook
dbHooklmage.pull | Indicates if the IfNotPresent Possible Values - NA
Policy image needs to be Always
pulled or not IfNotPresent
Never
service.type Defines service ClusterIP Possible Values- NA
type used for UDR ClusterlP
deployment NodePort
LoadBalancer
global.logStorage | Log storage for *containersLogStor | Unit MB Do not change
ephemeral storage | ageRequestsRef reference unless a
request different value
needs to be
configured
global.crictlStorage | Crictl storage for *containersCrictlSt | Unit MB Do not change
ephemeral storage | orageRequestsRef reference unless a
request different value
needs to be
configured
resources.limits.cp | CPU Limit forapp |[0.5 NA NA
u info pod
resources.limits.me | Memory Limit for 1Gi NA NA
mory app info pod
resources.limits.ep | Ephemeral storage | 1024Mi Unit MB NA
hemeralStorage allocation limits
resources.requests | Requested CPU 0.5 NA NA
.cpu usage for app info
pod to come up
resources.requests | Requested 1Gi NA NA
.memory memory usage for
app info pod to
come up
nodeSelector Node selector to { NA NA
stick to one slave
node
tolerations Pod tolerations 1 NA NA
commonCfgClient. | Set it to true if true true or false NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

commonCfgServer. | Service name of nudr-config Valid server NA
configServerSvcNa | common service name.
me configuration Example: nudr-

service to which config

the client tries to

poll for

configuration

updates
commonCfgServer. | Host name of 10.75.224.123 Valid host details NA
host common

configuration

server to which
client tries to poll
for configuration
updates. This value
is picked up if
commonCfgServer.
configServerSvcNa
me is not available.

commonCfgServer. | Port of common 5001 Valid Port NA
port configuration
server

commonCfgServer. | This is the interval | 5000 Valid period NA
pollinginterval between two
subsequent polling
requests from
configuration client

to server
appinfo.debug Specifies the log false Possible Values - NA
level of app info true or false

service. When this
parameter is set to
true, the log level of
app info is DEBUG,
otherwise, log level
is INFO or WARN.

log.level.appinfo Identifies log level | INFO Possible Values: NA
of app info WARN
DEBUG
INFO
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

infraServices

Infrastructure
services.

If using OCCNE
1.4 or if you don't
want to monitor
infra services such
as db-monitor
service, then the
parameter should
be set as an empty
array.

If infraServices is
not set, by default
appinfo shall
monitor status of
db-monitor-svc and
db-replication-svc.

NA

NA

core_services

List of
microservices
monitored by app
info depending on
UDR mode.

It refers to *allordr
or *slf or *eir from
the Global

Configurable
Parameters

section.

*allordr

Possible Values:
*allordr, *slf, or
5g_eir: *eir

NA

istioSidecarQuitUrl

Defines the URL
that is used for
quitting service
mesh side car. This
URL is used to quit
the istio side car
after successful
completion of hook
job.

*istioQuitUrl

Not Applicable

Do not change this
value unless the
URL is different for
the side car
container in this
microservice.

istioSidecarReady
Url

Defines the URL
that is used for
checking the
service mesh
sidecar status and
start application
when the status is
ready.

*istioReadyUrl

Not Applicable

Do not change this
value unless the
URL is different
from the sidecar
container in this
microservice.

serviceMeshCheck

Set this parameter
as true, when side
car is deployed in
serviceMesh and
as false when side
car is not included
for this service.

*serviceMeshFlag

Not Applicable

Do not change this
value unless it is
different from the
value configured in
the global section
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
tolerationsSetting | Flag to enable the | USE_GLOBAL_VA | Allowed Values: NA
toleration setting at | LUE . ENABLED
the microservice . USE GLOBAL
level or global level. VALUE
If set to -
USE_GLOBAL_VA * DISABLED
LUE
global.tolerations
configured value is
used.
If set to ENABLED
tolerations
configuration below
in the same section
is used.
nodeSelection Flag to enable the | USE_GLOBAL_VA | Allowed Values: NA
nodeSelection LUE «  ENABLED
setting at the . USE GLOBAL
microservice level VALUE
or global level. -
If set to + DISABLED
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.
If set to ENABLED
tolerations
configuration below
in the same section
is used.
This is applicable
for v2 apiVersion
nodeSelector
configuration.
tolerations When 1 Example: NA
tolerationsSetting
foﬁf’i\'é?ﬁé-ED' tol erations:
tolerations here. - key: ke}/l
operator:
"Equal "
val ue:
"val uel"
effect:
"NoSchedul e"
helmBasedConfigu | Node Selector API |v2 Allowed Values: NA
rationNodeSelector | version setting e v
ApiVersion . w2
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configuration to
scrape and monitor
the replication
status from app to
database

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nodeSelector NodeSelector { Valid key value pair | NA
configuration when matching a node
helmBasedConfigu for nodeSelection
rationNodeSelector by a pod
ApiVersion is set to vl Example:
ve zone: Antartica
For v1, you can
have key:vaue pair
configured.
maxUnavailable Number of replicas | 50% Not applicable NA
that can go down
during a disruption
watchMySQL It monitors the false true or false NA
MySQL connectiviy
service
dbStatusUri URI of the MySQL [http://occne- |NA NA
connector db- noni t or -
database monitor |[svc. occne-
service. URL must |j nfra: 8080/ db
be changed -tier/status/
according to the | ocal
setup
scrapelnterval Time interval in 5 NA NA
seconds, the app
try to connect to
database.
replicationStatusCh | Enabling the flag false true or false NA
eck will monitor the
replication status
realtimeDbStatusU [ This will monitor http://occne- |NA NA
ri the realtime db- noni t or -
database status of |svc. occne-
the URL i nfra: 8080/ db
-tier/status/
cluster/
| ocal /
realtime
replicationUri This will monitor http://occne- |NA NA
the replication db- noni t or -
status from appto |svc. occne-
the database in site|j nf r a: 8080/ db
-tier/status/
replication
replicationinterval | This is the 30 NA NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
prometheusUrl This is the http://occne- |NA NA
promethues kube- prom
service URL. The |[st ack-kube-
URL must be pr onet heus. oc
changed according | cne- i nf r a: 80/
to the setup. cne-23-1/
promet heus
alertmanagerUrl This is the alert http://occne- |NA NA
manager service | pr omet heus-
URL. The URL al ert nanager.
must be changed |occne-
according to the infra: 80
setup.
gracefulShutdown. | It is the graceful 60s Unit: Seconds NA
gracePeriod shutdown time
limit.
controlled_shutdow | This is control "/operationalState" | NA NA
n.operationIStateR | shutdown feature
esourcePath operational state
information
retrieval path.
global.nfType NFType used by udr Valid nftype, should | NA
app-info service be small letters

3.1.10 nudr-perf-info Microservice Parameters

Following table list parameters for nudr-perf-info microservice.

Table 3-11 nudr-perf-info microservice parameters

to be pulled or not

Parameter Description Default value Range or Possible Values
(If applicable)
replicaCount Indicates the number pods 2 Valid number
which need to be created as
part of deployment.
image Name of the docker image of | perf-info NA
perf info service
imageTag Tag of the image of perfinfo |24.1.3 NA
service
imagePullPolicy Indicates if the image needs | Always Possible Values -

Always
IfNotPresent
Never

dbHooklmage.nam
e

Image name of dbHook

common_config_h
ook

Not Applicable

dbHooklmage.tag

Image tag name of dbHook

24.15

Not Applicable
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Parameter

Description

Default value

Range or Possible Values
(If applicable)

dbHooklmage.pull
Policy

Pull policy of image

IfNotPresent

Possible Values -
Always
IfNotPresent
Never

service.type

K8s service type

ClusterlP

Possible Values-
ClusterlP
NodePort
LoadBalancer

global.logStorage

Log storage for ephemeral
storage request

*containersLogStor
ageRequestsRef

Unit MB

Do not change reference
unless a different value needs
to be configured

global.crictiStorage

Crictl storage for ephemeral

*containersCrict|St

Unit MB

storage request orageRequestsRef | g not change reference
unless a different value needs
to be configured
resources.limits.cp | CPU Limit 1 NA
u
resources.limits.me | Memory Limit 1Gi NA
mory
resources.limits.ep | Ephemeral Storage allocation | 1024Mi Unit MB
hemeralStorage limits
resources.requests | CPU Requested 1 NA
.cpu
resources.requests | Memory Requested 1Gi NA
.memory
nodeSelector Node selector to stick to one | {} NA
slave node
tolerations Pod Toleration 1] NA
affinity Pod Affinity configurations {3 NA
commonCfgClient. | Set it to true if persistent true true/false
enabled configuration needs to be
enabled.
commonCfgServer. | Service name of common nudr-config Valid server service name
configServerSvcNa | configuration service to which
me the client tries to poll for
configuration updates
commonCfgServer. | Host name of Common 10.75.224.123 Valid host details
host configuration server to which
client tries to poll for
configuration updates. This
value is picked up if
commonCfgServer.configServ
erSvcName is not available
commonCfgServer. | Port of Common 5001 Valid Port
port Configuration server
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Parameter Description Default value Range or Possible Values
(If applicable)
commonCfgServer. | This is the interval between 5000 Valid period
pollingInterval two subsequent polling
requests from config client to
server
commonServiceNa | This is the common service alt-route Not Applicable
me name that is currently
requesting for configuration
updates from server
ingress.enabled Ingress flag control false trueffalse
configmapPerforma | Prometheus server k8s http://occne- Not Applicable
nce.prometheus service URL Information prometheus-
server.occne-
infra:80
configmapPerforma | Jaeger Agent K8s service occne-tracer- Not Applicable
nce.jaeger URL Information jaeger-

agent.occne-infra

configmapPerforma
nce.jaeger_query_
url

Jaeger Query k8s service
URL Information

http://occne-tracer-
jaeger-
guery.occne-infra

Not Applicable

overloadManager.p
erfinfoScrapelnterv
al

Overlaod Manager Scrape
Interval

30

Unit: Seconds

section istioSidecarReadyUrl.
Change only if the url is
different for the side car
container in this microservice

log.level.perfinfo Log level for perf-info service | WARN Possible Values -
WARN
INFO
DEBUG
istioSidecarQuitUrl | Quit url configurable for side | *istioQuitUrl Not ApplicableNote: Do not
car, change this value unless it is
referred to global section different from the value
istioSidecarQuitUrl. configured in global section
Change only if the url is reference
different for the side car
container in this microservice
istioSidecarReady | Readiness url configurable for | *istioReadyUrl Not ApplicableNote: Do not
Url side car, referred to global change this value unless it is

different from the value
configured in global section
reference

serviceMeshCheck

Enable when deployed in
serviceMesh, referred to the
serviceMeshCheck in global
section. Set to false when
side car is not included for
this service

*serviceMeshFlag

Not ApplicableNote: Do not
change this value unless it is
different from the value
configured in global section
reference

overloadManager.e
nabled

Enable when overload
manager is enabled.

*overloadEnabled

Not Applicable.

Do not change this value
unless it is different from the
value configured in global
section.
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Parameter

Description

Default value

Range or Possible Values
(If applicable)

metrics.

overloadManager.a | Based on this, overload 40 Not Changed
jacentLevelDuratio | threshold level happens.
n
overloadManager.i | Default svcName for Ingress | ingressgateway -
ngressGatewaySvc | Gateway
Name
overloadManager.i | This parameter can be left - Not Changed
ngressGatewayHos | blank as svcName is
t configured.
overloadManager.i | Default svicName for Ingress | 80 Default port for
ngressGatewayPor | Gateway. ingressgateway.
t
overloadManager.i | Based on this, overload 1 It can be changed to different
ngressGatewayScr | manager send requests to value.
apelnterval Ingress Gateway. By default,
itis 1 second.
overloadManager.i | Based on this, failure rate 60 It can be changed to different
ngressGatewayFail | time series is formed. value.
ureRateLength
overloadManager.p | Based on this parameter, 10 It can be changed to different
erfiInfoScrapelnterv | perfinfo gets CPU and value.
al memory from perf-info itself.
overloadManager.n | NF Type value should be UDR This value should not be
fType UDR changed.
tagNamespace Dimension names used for namespace Values for CNE 1.8 or OSO
metrics. are: {tagNamespace:
kubernetes_namespace}
Values for CNE 1.9 and
above is: {tagNamespace:
namespace}
tagContainerName | Dimension names used for container Values for CNE 1.8 or OSO
metrics. are: {tagContainerName:
container_name}Value for
CNE 1.9 and above is:
{tagContainerName:
container}
tagServiceName Dimension names used for service Values for CNE 1.8 or OSO

are: {tagServiceName:
kubernetes_name}Value for
CNE 1.9 and above is:
{tagServiceName: service}

tolerationsSetting

Flag to enable the toleration
setting at the microservice
level or global level.

If set to
USE_GLOBAL_VALUE
global.tolerations configured
value is used.

If set to ENABLED tolerations

configuration below in the
same section is used.

USE_GLOBAL_VA
LUE

Allowed Values:

«  ENABLED
e USE_GLOBAL_VALUE
 DISABLED
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Parameter

Description

Default value

Range or Possible Values
(If applicable)

nodeSelection

Flag to enable the

USE_GLOBAL_VA
LUE

Allowed Values:

ed

nodeSelector

nodeSelection setting at the . ENABLED
microservice level or global . USE GLOBAL VALUE
level - DISABLED
If set to
USE_GLOBAL_VALUE
global.tolerations configured
value is used.
If set to ENABLED tolerations
configuration below in the
same section is used.
This is applicable for v2
apiVersion nodeSelector
configuration.
tolerations When tolerationsSetting is 1] Example:
ENABLED, configure
tolerations here. tolerations:

- key: "keyl"
operator: "Equal"
val ue: "val uel"
effect:

"NoSchedul e"

helmBasedConfigu | Node Selector API version vl Allowed Values:
rationNodeSelector | setting e vl
ApiVersion Y )
nodeSelectorEnabl | Flag to enable v1 false true/false

nodeSelectorKey

NodeSelector key
configuration at the
microservice level when
helmBasedConfigurationNode
SelectorApiVersion is set to
v1 then this configuration is
used. And this configuration
does not depend on
nodeSelection flag, once
configured this is used for all
microservices.

Valid key for a label for a
particular node

nodeSelectorValue

NodeSelector Value
configuration at the global
level when
helmBasedConfigurationNode
SelectorApiVersion is set to
v1 then this configuration is
used. And this configuration
does not depend on
nodeSelection flag, once
configured this is used for all
microservices.

Valid value pair for the above
key for a label for a particular
node
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Parameter

Description

Default value

Range or Possible Values
(If applicable)

nodeSelector

NodeSelector configuration
when
helmBasedConfigurationNode
SelectorApiVersion is set to
V2.

Uncomment and use this
configuration when required.
Else keep this commented.

{

Valid key value pair matching
a node for nodeSelection by a
pod

envMysglDatabase

Database name in which the
leader election table needs to
be created

udr Conf i gDB

NA

envLeaderElection
TableName

Table name to be used for the
leader election table

| eader el ecti
on

NA

maxUnavailable

Number of replicas that can
go down during a disruption

50%

NA

gracefulShutdown.

gracePeriod

It is the graceful shutdown
time limit.

30s

Unit: Seconds

3.1.11 diam-gateway Parameters

Following table list configurable parameters for diam-gateway microservice.

Table 3-12 diam-gateway microservice parameters

Parameter Description Default Value Range or Notes
Possible Values
(If applicable)

global.servicePorts | HTTP Service Port | 8000 Valid Port NA
.diamGatewayHttp | exposed
global.servicePorts | Diameter Service |3868 Valid Port NA
.diamGatewayDiam | Port
eter
global.servicePorts | Config server 5807 Valid Port NA
.configServerHttp | connection Service

port
global.servicePorts | Binding Service 8080 Valid Port NA
.bindingHttp Port
global.servicePorts | Diameter Cache 5801 Valid Port NA
.diamGatewayDist | Service port
Cache
global.servicePorts | Database 8000 Valid Port NA
.dbConnStatusHttp | connection check

Service port
global.containerPor | Monitoring 9000 Valid Port NA
ts.monitoringHttp | Container Port
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Table 3-12 (Cont.) diam-gateway microservice parameters

diameter service
port

Parameter Description Default Value Range or Notes
Possible Values
(If applicable)
global.containerPor | HTTP Container 8000 Valid Port NA
ts.diamGatewayHitt | Port
p
global.containerPor | Diameter 3868 Valid Port NA
ts.diamGatewayDia | Connection
meter Container Port
global.containerPor | Diameter Cache 5801 Valid Port NA
ts.diamGatewayDis | Container Port
tCache
global.containerPor | Signaling 8100 Valid Port NA
ts.configContainer | Container Port
SignalingHttp
global.containerPor | Configuration 8101 Valid Port NA
ts.configContainer | Monitoring
MonitoringHttp Container Port
image Docker image diam-gateway not applicable NA
name
imageTag Docker image tag [24.1.1 not applicable not applicable
replicas replicas of diam- 2 not applicable not applicable
gateway
maxUnavailable Number of replicas | 1 not applicable This parameter is
that can go down used for
during a disruption PodDisruptionBudg
et Kubernetes
resource
envLoggingLevelA | diam-gateway log | INFO DEBUG, INFO, not applicable
pp level WARN, ERROR
envDiameterPort diam-gateway 3868 valid port number | not applicable

envDiameterRealm

diameter server
realm

*diamGatewayReal
m

not applicable

not applicable

envDiameterldentit

diameter server

*diamGatewayldent

not applicable

not applicable

ionStrictParsing

diameter AVP and
messages

y identity ity
envDiameterlOThr | Number of thread |0 0to 2* CPU not applicable
eadCount for 1O operation
envDiameterlOQue | Queue size for IO |0 2048 to 8192 not applicable
ueSize
envDiameterMsgB | Number of threads |0 0 to 2* CPU not applicable
ufferThreadCount | for process the

message
envDiameterMsgB | Queue size of 0 1024-4096 not applicable
ufferQueuesSize processing

message
envDiameterValidat | Strict parsing of false not applicable strict parsing
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Table 3-12 (Cont.) diam-gateway microservice parameters

Parameter

Description

Default Value

Range or

Possible Values

(If applicable)

Notes

envDiameterHostlp

Host IP value in
capability
exchange message

not applicable

If the server wants
to validate host IP
address and need
to add all
Kubernetes node
name and IP
address.

format:
nodename=ipaddre
ss

ension.annotations

annotations that
needs to be added
to nudr-diam-
gateway specific
service.

enableConfigServic | config server *configServerEnabl | true/false not applicable
e support for diam- | ed
gateway
resources.limits.cp | max CPU allotment | 2 not applicable not applicable
u for diam-gateway
pod
resources.limits.me | Maximum memory |2 not applicable not applicable
mory allotment for diam-
gateway pod
resources.limits.ep | Ephemeral storage | 1024Mi Unit: MB not applicable
hemeral-storage allocation limits
resources.requests | CPU allocated for |2 not applicable not applicable
.cpu diam-gateway pod
during deployment
resources.requests | Memory allocated |2 not applicable not applicable
.memory for diam-gateway
pod during
deployment
resources.requests | Ephemeral storage | 72Mi Unit MB not applicable
.ephemeral-storage | allocation request
service.type Kubernetes diam- | LoadBalancer ClusterlP Recommends to
gateway service NodePort set LoadBalancer
type for exposing LoadBalancer as default value
UDR deployment always
service.customExt | Custom labels that | null NA This can be used
ension.labels needs to be added to add custom
to nudr-diam- label(s) to nudr-
gateway specific diam-gateway
service. deployment.
service.customExt | Custom null NA This can be used

to add custom
annotation(s) to
nudr-diam-gateway
deployment.
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Table 3-12 (Cont.) diam-gateway microservice parameters

Parameter

Description

Default Value

Range or

Possible Values

(If applicable)

Notes

Extension.annotati
ons

annotations that
needs to be added
to nudr-diam-
gateway specific
deployment.

service.externalTraf | Restricts the LBVM | Cluster Cluster/Local
ficPolicy to use only the IP
of local worker
node for routing
traffic on which
diameter gateway
is deployed.
deployment.custom | Custom labels that | null NA This can be used
Extension.labels needs to be added to add custom
to nudr-diam- label(s) to nudr-
gateway specific diam-gateway
deployment. deployment.
deployment.custom | Custom null NA This can be used

to add custom
annotation(s) to
nudr-diam-gateway
deployment.

fullnameOverride

pod-name in
deployment

diam-gateway

not applicable

not applicable

peerConfig.setting

Diameter peer
setting

reconnectDelay:
3responseTimeout:
4connectionTimeO
ut:
3watchdoginterval:
6transport:
"TCP'reconnectLimi
t: 50

Not Applicable

1. Reconnect
delay for
diameter
reconnect (in
seconds).

2. total
turnaround
time for
process the
diameter
messages (in
sec).

3. TCP
connection
timeout time
(in sec).

4. DWR and
DWA
messages
every number
of time (in sec)

5. Transport layer

6. reconnect the
number of time
if diameter
peer is down
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Table 3-12 (Cont.) diam-gateway microservice parameters

Parameter

Description

Default Value

Range or

Possible Values

(If applicable)

Notes

bled

pod congestion
feature enable flag

readinessProbe.init | Configurable wait | 80 Not Applicable Do not change this
ialDelaySeconds time before Unit: Seconds value. If there is
performing the first delay in pod
readiness probe by coming up and
the kubelet probe is killing the
pod then tune
these parameters.
readinessProbe.pe | Time interval for 5 Not Applicable Do not change this
riodSeconds every readiness Unit: Seconds value. If there is
probe check. delay in pod
coming up and
probe is killing the
pod then tune
these parameters.
resources.requests | Ephemeral storage | 72Mi Unit: MB Not Applicable
.ephemeral-storage | allocation request.
livenessProbe.initia | Configurable wait | 80 Not Applicable Do not change this
IDelaySeconds time before Unit: Seconds value. If there is
performing the first delay in pod
liveness probe by coming up and
the kubelet. probe is killing the
pod then tune
these parameters.
livenessProbe.peri | Time interval for 20 Not Applicable Do not change this
odSeconds every liveness Unit: Seconds value. If there is
probe check. delay in pod
coming up and
probe is killing the
pod then tune
these parameters.
internalTracingEna | Flag to enable/ false true/false NA
bled disable jaeger
tracing for nudr-
ondemand-
migration-service
podCongetion.ena | diameter-gateway | false true/false NA

notificationRetryCo | PNR retry error 3002,3004,3005,30 | Valid diameter

de.diameter code configurations | 06,4003,5012 error code

notificationRetryCo | PNR retry error *notificationRetryEr | NA Do not change
de.http code configurations | rorCode reference
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peer node
information

Parameter Description Default Value Range or Notes
Possible Values
(If applicable)
peerConfig.clientPe | Diameter client Information should | NA
ers node information - realm be yaml list
"seagul I 1. com
identity:
"seagul | 1a. se
agul | 1. con
real m
"west. com
identity:
"seagul | . west
. cont
Diameter server null Information should | NA

be yaml list

extraContainers

This configuration
decides at this
microservice level
the extra container
need to be used or
not.

USE_GLOBAL_VA
LUE

Allowed values:

< ENABLED

«  DISABLED

- USE_GLOBAL
_VALUE

This configuration
decides service
level
extraContainer
support. The
default value lets it
to be dependent on
what is configured
in the global level

serviceMeshCheck

Enable when
deployed in
serviceMesh,
referred to the
serviceMeshCheck
in global section.
Set to false when
side car is not
included for this
service

*serviceMeshFlag

Not Applicable

Do not change this
value unless it is
different from the
value configured in
global section
reference

istioSidecarReady
Url

Readiness url
configurable for
side car,

referred to global
section
istioSidecarReady
Url.

Change only if the
URL is different for
the side car
container in this
microservice

*istioReadyUrl

Not Applicable

Do not change this
value unless it is
different from the
value configured in
global section
reference
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Table 3-12 (Cont.) diam-gateway microservice parameters

Parameter

Description

Default Value

Range or
Possible Values
(If applicable)

Notes

podCongestion.ena
bled

Enable or disable
the Diameter
Gateway Pod
Congestion feature

false

true/false

NA

tolerationsSetting

Flag to enable the
toleration setting at
the microservice
level or global level.
If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

USE_GLOBAL_VA
LUE

Allowed Values:
. ENABLED

- USE_GLOBAL
_VALUE
«  DISABLED

NA

nodeSelection

Flag to enable the
nodeSelection
setting at the
microservice level
or global level.

If set to
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

This is applicable
for v2 apiVersion
nodeSelector
configuration.

USE_GLOBAL_VA
LUE

Allowed Values:
o ENABLED

- USE_GLOBAL
_VALUE
«  DISABLED

NA

tolerations

When
tolerationsSetting
is ENABLED,
configure
tolerations here.

Example:

tol erations:
- key: "keyl"
operator:
"Equal "
val ue
"val uel"
ef fect:
"NoSchedul e"

NA
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Table 3-12 (Cont.) diam-gateway microservice parameters

Parameter

Description

Default Value

Range or
Possible Values
(If applicable)

Notes

helmBasedConfigu
rationNodeSelector
ApiVersion

Node Selector API
version setting.

vl

Allowed Values:
o vl
e V2

NA

nodeSelector.node
Key

NodeSelector key
configuration at the
microservice level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid key for a label
for a particular
node.

NA

nodeSelector.node
Value

NodeSelector
Value configuration
at the global level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Valid value pair for
the above key for a
label for a
particular node.

NA

nodeSelector

NodeSelector
configuration when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
V2.

Uncomment and
use this
configuration when
required. Else keep
this commented.

{

Valid key value pair
matching a node
for nodeSelection
by a pod

NA

gracefulShutdown.
gracePeriod

The graceful
shutdown period
used for Diameter
Gateway service
termination.

30s

Unit Seconds

NA
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3.1.12 ocudr-ingressgateway-sig Microservice Parameters

The following table provides parameters for ocudr-ingressgateway microservice (API Gateway)

Table 3-13 ocudr-ingressgateway microservice (APl Gateway) parameters

configured nfList
FQDN validation
needs to be
performed

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
global.type ocudr- LoadBalancer Possible Values: NA
ingressgateway ClusterlP
service type NodePort
LoadBalancer
global.metalLblpAll | Flag to enable true true/false NA
ocationEnabled Address Pool for
Metallb
global.metalLblpAll | Address Pool for metallb.universe.tf/ | NA NA
ocationAnnotation | Metallb address-pool:
signaling
global.staticNodeP | Flag to enable false NA NA
ortEnabled static node port
global.istiolngressT | Flag to enable false true/false NA
IsSupport.ingressG | clear text traffic
ateway from outside the
cluster when
Service Mesh is
enabled
global.xfccHeaderV | Flag to determine if | &xfccValidationEna | true/false NA
alidation.validation. | incoming xfcc bled false
enabled header needs to be
validated
global.xfccHeaderV | List of configured | nfList: Valid Network NA
alidation.validation. | NF FQDN's against| -scpl.com Function List,
nfList which the -scp2.com which is available
matchField as part of XFCC
parameter present Header
in the XFCC
header of incoming
request is validated
global.xfccHeaderV | The number of -1 (Value =-1 NA
alidation.validation. | certificates that validation to be
matchCerts need to be performed against
validated starting all entries, value =
from the right most +ve number, then
entry in the XFCC validate starting
header from the right most
entry backwards)
global.xfccHeaderV | Field in XFCC Subject.CN Valid XFCC header | NA
alidation.validation. | header against field
matchField which the
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

protection.congesti
onControl.actionSa
mplingPeriod

od the
(isSchedulerTimeS
ensitiveAction)
action will be
executed only on
the specified time
(actionSamplingPer
iod *
monitoringInterval)

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.xfccHeaderV | Field determines 500 Valid HTTP error NA
alidation.validation. | the errorCode to be code
errorCodeOnValida | sent in response
tionFailure when XFCC

header validation

fails at Ingress

Gateway
global.publicHttpsS | Https Signaling Yes 443 NA
ignalingPort port
openTracing.jaeger | To send b3 zipkin | Yes (If false NA
.enableb3Propagati | headers instead of | jaegerTracingEnabl
on uber-trace-id ed is true)
dbConfig.backupD | configure when No NA NA
bName your backup table

should have

separate schema
islpv6Enabled Set this flag to true | No NA NA

when deployed in

Ipv6 enabled setup
pod- podProtection Yes false NA
protection.enabled | feature can be

enabled and

disabled using this

flag
pod- Interval in which Yes 100 (ms) NA
protection.monitori | the state of the
nginterval resource is

checked and

updated

accordingly
pod- the congestion Yes false NA
protection.congesti | control mechanism
onControl.enabled | of pod protection

can be enabled

and disabled using

this flag
pod- the number of Yes 10 NA
protection.congesti | times the pod has
onControl.stateCha | to remain in same
ngeSampleCount | state in order to

transition to

different state
pod- actionSamplingPeri | Yes 3 NA
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alidation.validation.
errorCauseOnValid
ationFailure

cause to be
returned when
XFCC header
validation fails at
Ingress Gateway.
This error is
populated in
ProblemDetails
response in
ProblemDetails.ca
use section

Failed

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
pod- Any meaning full Yes Normal at index 0, | NA
protection.congesti | name of the Doc at index 2,
onControl.states[i]. | congestion state .
name Congested at index
3
pod- Each state is Yes 0, at index O, NA
protection.congesti | identified by the 1 atindex 1,
onControl.states[i]. | weight. The weight 2 at index 2
weight defines the
criticality of the
state. Lower the
state lower the
criticality
pod- The action that has | Yes MaxConcurrentStre | NA
protection.congesti | to be executed at amsUpdate,
onControl.states][i]. | the current state AcceptincomingCo
entryAction[j].actio nnections
n
pod- the argument Yes NA NA
protection.congesti | corresponding to
onControl.states[i]. | action
entryAction(j].args
global.xfccHeaderV | Supports virtual NA NA
alidation.validation. | host and static
peerList FQDNS both. It is
backward
compatible with
nfLIst(old
configuration).
global.xfccHeaderV | Configurable error | Validation of SCP | NA NA
alidation.validation. | description to be failed
errorDescriptionOn | returned when
ValidationFailure XFCC header
validation fails at
Ingress Gateway.
This error is
populated in
ProblemDetails
response in
ProblemDetails.d
etail section
global.xfccHeaderV | Configurable error | XFCC Validation NA NA
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

global.xfccHeaderV
alidation.validation.

errorTitleOnValidati
onFailure

Configurable error
title to be returned
when XFCC
header validation
fails at Ingress
Gateway. This error
is populated in
ProblemDetails
response in
ProblemDetails.tit
le section.

Internal Server
Error

NA

NA

global.xfccHeaderV
alidation.validation.
retryAfter

Retry-after value in
seconds populated
in Retry-After
header and sent in
response, when
XFCC header
validation fails at
Ingress Gateway
and the value
configured for
errorCodeOnValida
tionFaulire lies in
3xx series

Retry-After value in
seconds

NA

global.xfccHeaderV
alidation.validation.
redirectUrl

Redirect-Url string
populated in
LOCATION header
and sent in
response when
XFCC header
validation fails at
Ingress Gateway
and the value
configured for
errorCodeOnValida
tionFaulire lies in
3xx series

Valid redirect url

NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

xfcc.xfccHeaderVal | Configurable NA NA
idation.validation.er | exception or error [ error Tri gger:
rorTrigger type and details for
an error scenario in
Ingress Gateway
for XFCC

exceptionType

XFCC_HEADER N
OT_PRESENT_OR
_ENPTY

error Code:
"500"

errorDescri pt
i on:
"Val i dation
of SCP
failed"

error Cause
xfcc header
is not
present or
empty in the
request

errorTitle
"I nternal
Server Error"

retryAfter:

redirectUrl :

exceptionType

XFCC_MATCHCER
TCOUNT_GREATE
R THAN_CERTS_
| N_HEADER

error Code:
"500"

errorDescri pt
i on:
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

"Val i dati on
of SCP
failed"

error Cause
mat chCerts
count is
greater than
the certs in
the request

errorTitle
"I nternal
Server Error"

retryAfter:

redirect Ul :

exceptionType

XFCC_HEADER |
NVALI D

error Code:
"500"

errorDescri pt
i on:
"Val i dation
of SCP
failed"

error Cause
xfcc header
isinvalid

errorTitle
"I nternal
Server Error"

retryAfter:

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates. Page 112 of 195



ORACLE’

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Chapter 3

UDR Configuration Parameters

Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Policy

policy of image

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
redirectUl:
image.name Docker image ocingress_gateway | NA NA
name
image.tag Tag or version of 24.1.8 NA NA
Image
image.pullPolicy This setting IfNotPresent Possible Values: NA
indicates if image Always
needs to be pulled IfNotPresent
or not
Never
initContainersimag | Docker Image configurationinit NA NA
e.name name
initContainersimag | Tag or version of 24.1.8 NA NA
e.tag Image
initContainersimag | This setting IfNotPresent Possible Values - NA
e.pullPolicy indicates if image Always
need to be pulled
or not IfNotPresent
Never
updateContainersl | Docker Image configurationupdat | NA NA
mage.name name e
updateContainersl | Tag or version of 24.1.8 NA NA
mage.tag Image
updateContainersl | This setting IfNotPresent Possible Values - NA
mage.pullPolicy indicates if image Always
need to be pulled
or not IfNotPresent
Never
dbHooklmage.nam | Image name of common_config_h | NA NA
e dbHook ook
dbHooklmage.tag | Image tag name of |24.1.8 NA NA
dbHook
dbHooklmage.pull | Indicates the pull IfNotPresent Possible Values: NA

Always
IfNotPresent
Never

service.ssl.tlsVersi
on

TLS version to be
used

TLSv1.2, TLSv1.3

Valid TLS version

These are service
fixed parameters

ey.k8NameSpace

which secret is
created

service.ssl.privateK | Name of the secret | ocudr-gateway- NA NA
ey.k8SecretName | that store keys and | secret

certificates
service.ssl.privateK | Namespace in ocudr NA NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)

service.ssl.privateK | RSA private key rsa_private_key pk| NA NA
ey.rsa.fileName stored in the secret | csl.pem
service.ssl.privateK | ECDSA private key | ecdsa_private_key | NA NA
ey.ecdsa.fileName | stored in the secret | _pkcs8.pem
service.ssl.certifica | Name of the secret | ocudr-gateway- NA NA
te.k8SecretName | that store keys and | secret

certificates
service.ssl.certifica | Namespace in ocudr NA NA
te.kBNameSpace |which secret is

created
service.ssl.certifica | RSA certificate apigatewayrsa.cer | NA NA
te.rsa.fileName stored in the secret
service.ssl.certifica | ECDSA certificate | apigatewayecdsa.c | NA NA
te.ecdsa.fileName | stored in the secret | er
service.ssl.caBundl | Name of the secret | ocudr-gateway- NA NA
e.k8SecretName that store keys and | secret

certificates
service.ssl.caBundl | Namespace in ocudr NA NA
e.k8NameSpace which secret is

created
service.ssl.caBundl | Name of caBundle | caroot.cer NA NA
e.fileName file stored in the

secret
service.ssl.keyStor | Name of the secret | ocudr-gateway- NA NA
ePassword.k8Secr | that store keys and | secret
etName certificates
service.ssl.keyStor | Namespace in ocudr NA NA
ePassword.k8Nam | which secret is
eSpace created
service.ssl.keyStor | Keystore password | key.txt NA NA
ePassword.fileNam | stored in the secret
e
service.ssl.trustSto | Name of the secret | ocudr-gateway- NA NA
rePassword.k8Secr | that store keys and | secret
etName certificates
service.ssl.trustSto | Namespace in ocudr NA NA
rePassword.k8Nam | which secret is
eSpace created
service.ssl.trustSto | trustStore trust.txt NA NA
rePassword.fileNa | password stored in
me the secret
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

service.initialAlgorit
hm

Algorithm to be
used for SSL
verification when
request lands on
secure port of
Ingress Gateway.
You can use
ES256, but use its
corresponding
certificates also.

RS256

RS256/ES256

NA

httpl.client.keepAli
ve

httpl.1 settings
when enablehttpl
is set to true. If
keepAlive is set as
false, then the
connection is
closed after one
request.

false

true/false

NA

httpl.client.useCon
nectionPool

http1.1 settings
when enablehttpl
is set to true. If
useConnectionPool
is set as false, it
creates new
connection instead
of looking for active
connections

false

true/false

NA

resources.limits.cp
u

CPU allotment
limitation

NA

NA

resources.limits.me
mory

Memory allotment
limitation

2Gi

NA

NA

resources.limits.init
ServiceCpu

Maximum number
of CPUs that
Kubernetes allow
the ingress-
gateway init
container to use

NA

NA

resources.limits.init
ServiceMemory

Memory limit for
ingress-gateway
init container

1Gi

NA

NA

resources.limits.up
dateServiceCpu

Maximum number
of CPUs that
Kubernetes allow
the ingress-
gateway update
container to use

NA

NA

resources.limits.up
dateServiceMemor

y

Memory limit for
ingress-gateway
update container

1Gi

NA

NA

resources.limits.co
mmonHooksCpu

CPU Limit of
database Hook
Container

NA

NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

resources.limits.co
mmonHooksMemo

ry

Memory limit of
database Hook
Container

1Gi

NA

NA

resources.requests
.cpu

Number of CPUs
allocated for ocudr-
endpoint pod

NA

NA

resources.requests
.memory

Memory allocated
for ocudr-endpoint
pod

2Gi

NA

NA

resources.requests
.initServiceCpu

Number of CPUs
that the system
guarantees for
ingress-gateway
init container, and
Kubernetes uses
this value to decide
the node to place
the pod

NA

NA

resources.requests
.initServiceMemory

Memory allotment
that the system
guarantees for
ingress-gateway
init container, and
Kubernetes uses
this value to decide
the node to place
the pod

1Gi

NA

NA

resources.requests
.updateServiceCpu

Number of CPUs
that the system
guarantees for
ingress-gateway
update container,
and Kubernetes
uses this value to
decide the node to
place the pod

NA

NA

resources.requests
.updateServiceMe
mory

Memory allotment
that the system
guarantees for
ingress-gateway
update container,
and Kubernetes
uses this value to
decide the node to
place the pod

1Gi

NA

NA

resources.requests
.commonHooksCp
u

Db Hook Container
CPU request, and
K8s uses this
value to decide on
which node to
place the pod.

NA

NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
resources.requests | Db Hook Container | 1Gi NA NA
.commonHooksMe | CPU request, and
mory K8s uses this
value to decide on
which node to
place the pod.
resources.target.av | CPU utilization limit | 80 NA NA
erageCpuUtil for auto scaling
maxUnavailable Number of pods 1 NA NA
always running
minReplicas Minimum replicas |2 NA NA
to scale to maintain
an average CPU
utilization
maxReplicas Maximum replicas |5 NA NA
to scale to maintain
an average CPU
utilization
log.level.root Log level shown on | WARN Possible Values: NA
ocudr-endpoint pod WARN INFO
DEBUG
log.level.ingress Log level shown on | WARN Possible Values: NA
ocudr- WARN INFO
ingressgateway DEBUG
pod for ingress
related flows
log.level.oauth Log level shown on | WARN Possible Values: NA
ocudr- WARN INFO
ingressgateway DEBUG
pod for oauth
related flows
log.level.updateCo | Log level for WARN Possible Values: NA
ntainer Update container WARN INFO
DEBUG
log.level.configclien | Log level for Config | WARN Possible Values: NA
t Client WARN INFO
DEBUG
log.level.hook Log level for hook | WARN Possible Values: NA
WARN INFO
DEBUG
log.level.cncc.secur| Log level for cncc | WARN Possible Values: NA
ity logs WARN INFO
DEBUG
log.level.traceldGe | Flag to enable true true/false NA
nerationEnabled Traceld Generation
initssl Flag to initialize false NA NA
SSL related
infrastructure in
init/'update
container
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list of services
hosted by service
producer

id-map

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
jaegerTracingEnabl | Flag to enable false true/false NA
ed Jaeger Tracing
openTracing.jaeger | FQDN of Jaeger occne-tracer- Valid FQDN NA
.udpSender.host agent service jaeger-
agent.occne-infra
openTracing.jaeger | UDP port of Jaeger | 6831 Valid Port NA
.udpSender.port agent service
openTracing.jaeger | Sampler makesa |0.5 Range: 0.0 - 1.0 For example, if the
.probabilisticSampl | random sampling value set is 0.1,
er decision with the approximately 1 in
probability of 10 traces are
sampling. This sampled.
parameter
indicates the
probabilistic
Sampler on Jaeger.
ciphersuites Supported cipher NA NA
suites for SSL -
TLS _ECDHE_ECD
SA WTH_AES 2
56_GCM SHA384
TLS ECDHE_RSA
_WTH_AES 256
_GCM _SHA384
TLS ECDHE_RSA
_W TH_CHACHA2
0_POLY1305_SH
A256
TLS _ECDHE_ECD
SA WTH AES 1
28 _GCM SHA256
TLS ECDHE_RSA
_WTH_AES 128
_GCM_SHA256
oauthValidatorEna | Flag to enable false NA NA
bled OAUTH validator
nfType NF type of the UDR NA Mandatory when
service producer oauthValidatorEna
bled is true
producerScope Comma separated | nudr-dr,nudr-group- | Valid service list Mandatory when

oauthValidatorEna
bled is true
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

allowedClockSkew
Seconds

Set this value if
clock on the
parsing NF
(producer) is not
perfectly in sync
with the clock on
the consumer NF
that created the
JWT

0
Unit: Seconds

NA

Mandatory when
oauthValidatorEna
bled is true

enablelnstanceldC
onfigHook

Flag to enable a
preUpgrade hook
when persistent
config is enabled. It
populates
Instanceld
configuration
based on the
content of
nrfPublickeyKubeS
ecret if instance id
configuration
existed for previous
release then that is
picked

true

true/false

NA

nrfPublickeyKubeS
ecret

Name of the secret
that stores public
key(s) of NRF

oauthsecret

NA

Mandatory when
oauthValidatorEna
bled is true

nrfPublickeyKubeN
amespace

Namespace of the
NRF publicKey s
ecret

ocudr

NA

Mandatory when
oauthValidatorEna
bled is true

validationType

It can be either
"strict" or "relaxed".
Strict means that
incoming requests
without
"Authorization"(Acc
ess Token) header
are rejected.
Relaxed means
that if incoming
request contains
"Authorization"
header, it is
validated. If
incoming request
does not contain
"Authorization"
header, validation
is ignored

strict

strict/relaxed

Mandatory when
oauthValidatorEna
bled is true

producerPImnMNC

MNC of service
producer

14

Valid MNC

NA

producerPImnMCC

MCC of service
producer

310

Valid MCC

NA
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limit configured on
ingress gateway
client towards the
backend

Unit: Milliseconds

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

errorCodeOnValida | Error code to 401 Valid http error NA
tionFailure return on oauth code

validation failure
errorCodeOnToken | Error code to 400 Valid http error NA
Absence return when oauth code

token is not

present
oauthErrorConfig.e | Error title InvalidOAuthAcces | NA NA
rrorTitle information to sToken

return in error

response Problem

details
oauthErrorConfig.e | Error description to | UNAUTHORIZED [ NA NA
rrorDescription return in error

response Problem

details
oauthErrorConfig.e | Error cause to NA NA
rrorCause return in response
oauthErrorConfig.r | Redirect URL null NA NA
edirectUrl configuration
oauthErrorConfig.r | Value of retryAfter | null NA NA
etryAfter to be configured
enablelncomingHtt | Flag to enable true NA NA
p HTTP requests
enablelncomingHtt | Flag to enable false true or false NA
ps HTTPS requests
enableOutgoingHtt | Flag to enable false true or false NA
ps outgoing HTTPS

requests
maxConcurrentPus | Jetty client settings | 6000 Valid Number NA
hedStreams for maximum

concurrent streams
maxConnectionsPe | Jetty client settings | 10 Valid Number NA
rDestination for maximum

connections per

destination
maxRequestsQueu | Queue Size at the | 5000 Valid Number NA
edPerDestination | ocudr-endpoint pod
maxConnectionsPe | Number of 10 Valid Number NA
rip connections from

endpoint to other

microservices
connectionTimeout | Connection timeout | 10000 NA NA

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 120 of 195



ORACLE’

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Chapter 3

UDR Configuration Parameters

Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

car

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
requestTimeout Request timeout 1000 NA NA
limit configured on | Unit: Milliseconds
ingress gateway
client towards the
backend
serviceMeshCheck | Flag to check *serviceMeshFlag | true/false NA
service mesh
istioSidecarQuitUrl | Quit URL *istioQuitUrl Valid url NA
configured for side
car
istioSidecarReady | Readiness URL *istioReadyUrl Valid url NA
Url configured for side Note: The port

used should be the
admin configured
for istio proxy
container.

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 121 of 195



ORACLE

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Chapter 3

UDR Configuration Parameters
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to connect to
different
microservices of
UDR

#
configuring
rout es
rout esConfig:
- id
traffic_nmappi
ng_http

uri:
http://{{ .Re
| ease. Nane }}
- nudr -
drservi ce: 500
1

path: /
nudr - dr/**
order: 1
net adat a
#
oaut hval i dat
on route
| eve

oaut hVal i dat o
r

enabl ed:

*oaut hEnabl ed
#

xf ccHeader Va

i dation

route |evel

xf ccHeader Va
i dation:

# When
enabl ed on
gl oba
section, the
same gets
referred here

# Set
to false, if
needs to be
di sabl ed for
this
particul ar
route

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
routesConfig Routes configured NA NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

val i dati onEna
bl ed
*xfccVal i dat
onEnabl ed
-id
traffic_nmappi
ng_http_udsf

uri:
http://{{ .Re
| ease. Nane }}
- nudr -
drservice: 500
1

path: /
nudsf-dr/**

order: 2

net adat a

#

oaut hval i dat
on route
| eve

oaut hVal i dat o
r

enabl ed:

*oaut hEnabl ed
#

xf ccHeader Va

i dation

route |evel

xf ccHeader Va
i dation:

# When
enabl ed on
gl oba
section, the
same gets
referred here

# Set
to false, if
needs to be
di sabl ed for
this
particul ar
route
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

val i dati onEna

bl ed

*xfccVal i dat

onEnabl ed

-id

traffic_nmappi

ng_http_group
uri:

http://{{ .Re

| ease. Nane }}

- nudr -

drservice: 500

1
path: /

nudr - gr oup-

i d- map/ **
order: 3
net adat a

#

oaut hval i dat

on route

| eve

oaut hVal i dat o
r

enabl ed:

*oaut hEnabl ed
#

xf ccHeader Va

i dation

route |evel

xf ccHeader Va
i dation:

# When
enabl ed on
gl oba
section, the
same gets
referred here

# Set
to false, if
needs to be
di sabl ed for
this
particul ar

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates. Page 124 of 195



ORACLE

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Chapter 3

UDR Configuration Parameters

Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

route

val i dati onEna
bl ed
*xfccVal i dat
onEnabl ed
-id
traffic_nmappi
ng _http eir

uri:
http://{{ .Re
| ease. Nane }}
- nudr -
drservice: 500
1

pat h: /n5g-
eir-eic/**
order: 4
net adat a
#
oaut hval i dat
on route
| eve

oaut hVal i dat o
r

enabl ed:

*oaut hEnabl ed
#

xf ccHeader Va

i dation

route |evel

xf ccHeader Va
i dation:

# When
enabl ed on
gl oba
section, the
same gets
referred here

# Set
to false, if
needs to be
di sabl ed for
this
particul ar
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Extension.labels

label(s) to ingress
gateway
deployment

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
route
val i dati onEna
bl ed:
*xfccVal i dat
onEnabl ed
service.customExt | Use this to add null NA NA
ension.labels custom label(s) to
ingressgateway
service
service.customExt | Use this to add null NA NA
ension.annotations | custom
annotation(s) to
ingress gateway
service
deployment.custom | Use to add custom | null NA NA
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Extension.annotati
ons

to add custom
annotation(s) to
ingressgateway-sig
specific
deployment

annot at i ons:

sidecar.istio
.iol

pr oxyCPU:
"3000m

sidecar.istio

.iol

pr oxyCPULi m t
"3000nt

sidecar.istio
.iol

pr oxyMenory:

n 1G n

sidecar.istio
.iol

pr oxyMenor yLi
mt: "1G"

proxy.istio.i
o/ config: |

term nationDr

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
deployment.custom | This can be used NA NA

eoutSeconds

after which the
probe times out

ai nDurati on:
60s
readinessProbe.init | Configurable wait | 30 NA Do not change this
ialDelaySeconds time before Unit: Seconds value. If you see
performing the first delays in pod to
readiness probe by come up and probe
Kubelet is killing the pod
then you should
tune these
parameters
readinessProbe.pe | Time interval for 10 NA Do not change this
riodSeconds every readiness Unit: Seconds value. If you see
probe check delays in pod to
come up and probe
is killing the pod
then you should
tune these
parameters
readinessProbe.tim | Number of seconds| 3 NA Do not change this

default value
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

eThreshold

and the probe fails,
Kubernetes tries
failureThreshold
times before giving

up

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
readinessProbe.su | Minimum 1 NA Do not change this
ccessThreshold consecutive default value
successes for the
probe to be
considered
successful after
having failed
readinessProbe.fail | When a Pod starts |3 NA Do not change this
ureThreshold and the probe fails, default value
Kubernetes
indicates
failureThreshold
time before giving
up
livenessProbe.initia | Configurable wait | 30 NA Do not change this
IDelaySeconds time before Unit: Seconds value. If you see
performing first delays in pod to
liveness probe by come up and probe
Kubelet is killing the pod
then you should
tune these
parameters
livenessProbe.peri | Time interval for 15 NA Do not change this
odSeconds every liveness Unit: Seconds value. If you see
probe check delays in pod to
come up and probe
is killing the pod
then you should
tune these
parameters
livenessProbe.time | Number of seconds| 3 NA Do not change this
outSeconds after which the value
probe times out
livenessProbe.succ | Minimum 1 NA Do not change this
essThreshold consecutive value
successes for the
probe to be
considered
successful after
having failed
livenessProbe.failur | When a Pod starts |3 NA Do not change this

value
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

service to which
the client tries to
poll for
configuration
updates

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
extraContainers This configuration | USE_GLOBAL_VA | Allowed Values: NA
decides service LUE « ENABLED
level +  DISABLED
extraContainer . USE GLOBAL
support. The VALUE
default value is -
dependent on what
is configured in the
global level
commonCfgClient. | Flag to enable true true/false NA
enabled persistent
configuration
commonCfgServer. | Service name of nudr-config Valid server NA
configServerSvcNa | common service hame
me configuration

commonCfgServer.
host

Host name of
common
configuration
server to which
client tries to poll
for configuration
updates

10.75.224.123

Valid host details

This value is picked
up if
commonCfgServer.
configServerSvcNa
me is not available

alidation.enabled

enable the user-
agent feature

commonCfgServer. | Port of Common 5001 Valid port NA
port Configuration

server
commonCfgServer. | Interval between 5000 Valid period NA
pollinginterval two subsequent

polling requests

from configuration

client to server
commonsServiceNa | Common service | igw NA NA
me name that is

currently

requesting for

configuration

updates from

server
userAgentHeaderV | This flag is used to | HELM HELM/REST NA
alidationConfigMod | accept the user-
e agent

configurations from

HELM or REST
userAgentHeaderV | This flag is used to | false true/false NA
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

userAgentHeaderV
alidation.consumer
NfTypes

This parameter is
used to configure
the NF Types, like
PCF, NRF, UDM
that are using UDR
services

EMPTY

All NF Types that
are defined in 3gpp
specification.
Example
PCFENRFNEF,UD
M

NA

restoreBackupOnin
stall

Flag to enable
restore when data
is picked up from
backup table
during installation
of ingress gateway

false

true/false

NA

dropTablesOnUpgr
ade

This flag when
enabled drops the
common
configuration tables
on Helm upgrade if
there is no data in
the tables

false

true/false

NA

autoRedirect

Flag to enable
redirection in
Ingress Gateway. If
enabled, Ingress
Gateway redirects
to URL present in
location header
when the response
code is 301, 302,
303, 307, or 308

true

true/false

NA

serverHeaderConfi
gMode.serverHead
erDetails.enabled

This flag is to
enable or disable
server header.

false

true/false

NA

global.logStorage

Ephemeral storage
configuration for
log storage

No

NA

global.crictIStorage

Ephemeral storage
configuration for
crictl storage

No

NA

podProtectionConfi
gMode

This configuration
is to enable pod
protection
configuration to
rest based or helm
based.

NA

HELM or REST

NA
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

nfSpecificConfig

This configuration
is to enable or
disable the NF
specific default
value configuration
and a list of
configuration files
is defined in the
default
configuration list.

NA

nf Speci fi cCon
fig:

enabl ed:
fal se

featureLi st

podpr ot ection
trafficreject
nmode

r eadi nessconf
ig
errorcodeseri
esli st
messagel oggi n
g

server headerd
etails
rout el evel rat
elimting
ocpol i cymapp
ng
routesconfigu
ration

ocdi scar dpol
cies

error codepr of
iles

oaut hval i dato
rconfiguratio
n

- |l ogging

NA

ephemeralStorage
Limit

Ephemeral storage
limit

No

NA
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Table 3-13 (Cont.) ocudr-ingressgateway microservice (APl Gateway) parameters

nfig.localLciHeader
Validity

the LCI headers
reported to the
consumer NF. LCI
headers are
reported again if
the headers are
reported as
previously expired.

milliseconds)

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.publicHttp1S | HTTP1 Signaling - NA NA
ignalingPort port
global.staticHttpIN | HTTP1 Node Port | - NA NA
odePort
global.containerHtt | Container Httpl - NA NA
plPort port
global.enablelncom | global flag to - NA NA
ingHttp1 enable or disable

HTTP1
global.enableTLSIn | global flag to - NA NA
comingHttpl enable or disable

HTTP1 in TLS or

NON TLS mode
userAgentHeaderV | parameter to YES Helm NA
alidationConfigMod | configure mode of
e configuration. It

can be either

REST or HELM
userAgentHeaderV | flag to enable or NO False NA
alidation.enabled | disable the feature
userAgentHeaderV | parameter to NO NA NA
alidation.validation | decide the type of
Type validation when

User-Agent header

is not present in

the incoming

request
userAgentHeaderV [ list of valid NO NA NA
alidation.consumer | consumer NF types
NfTypes as per 3GPP

specification
global.IciHeaderCo | Flag to enable or false true or false NA
nfig.enabled disable the LCI

headers reporting
global.IlciHeaderCo | If current load level |40 NA NA
nfig.loadThreshold |[is beyond the

previously

computed load

level +

loadThreshold, LCI

headers are

reported again.
global.IciHeaderCo | Validity period of 1000 (value in NA NA
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the producer NF

4-a507-
aldef8elbcll

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.IciHeaderCo | Header name, NA NA
nfig.producerSvcld | which holds the cust om produc
Header producer svc er svc header

identity. - T
global.ociHeaderC | Flag to enable or false true or false NA
onfig.enabled disable the OCI

headers reporting
global.ociHeaderC | Header name, custom_producer_ | NA NA
onfig.producerSvcl | which holds the svc_header
dHeader producer svc

identity.
global.ociHeaderC | Validity period of 5000 (value in NA NA
onfig.validityPeriod | the OCI headers milliseconds)

reported to the

consumer NF. OCI

headers are

reported again if

the headers are

reported as

previously expired.
global.ociHeaderC | Range to identify | "[0-10]" NA NA
onfig.overloadConfi | the minor overload
gRange.minor condition
global.ociHeaderC | Range to identify | "[10-70]" NA NA
onfig.overloadConfi | the major overload
gRange.major condition
global.ociHeaderC | Range to identify | "[70-100]" NA NA
onfig.overloadConfi | the critical overload
gRange.critical condition
global.ociHeaderC | Reduction metric to | 5 (Possible values | NA NA
onfig.reductionMetr | be reported for the |1 to 9 both
ics.minor minor overload inclusive)

condition
global.ociHeaderC | Reduction metric to | 10 (Possible values | NA NA
onfig.reductionMetr | be reported for the |5 to 15 both
ics.major major overload inclusive)

condition
global.ociHeaderC | Reduction metric to | 30 (Possible values | NA NA
onfig.reductionMetr | be reported for the | 10 to 50 both
ics.critical critical overload inclusive)

condition
global.nfinstanceld | NF instance Id of | 6faflbbc-6e4a-445 | NA NA
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gracePeriod

shutdown time
limit.

Unit: Seconds

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.svcToSvclns | Back-end service | nf-registration NA NA
tanceldMapping.sv | name, which
cName should match the

producerSvcldHea

der value and perf

info reported

service name for

the LCl or OCI

headers reporting.
global.svcToSvclins | Back-end service | fe7d992b-0541-4¢7 | NA NA
tanceldMapping.se | instance id to be d-ab84-
rvicelnstanceld included in the LCI | c6d70b1b01bl

or OCI headers
global.perfInfoConfi | Configurable 5000 NA NA
g.pollinginterval interval at which

the load

infromation is

polled from the

perf-info service at

GW
global.perflnfoConfi | Perf-Info service NA NA NA
g.serviceName name
global.perflnfoConfi | Perf-Info service NA NA NA
g.host Host IP
global.perfinfoConfi | Perf-Info service NA NA NA
g.port port
global.perflnfoConfi | Perf-Info service NA NA
g.perfInfoRequest | request endpoint /1 oad
Map
global.http1PortNa | The port name for | http NA NA
me httpl port exposed

on ingressgateway
global.nfType Configures the NF | UDR NA NA

type using Helm

charts for error

detail content.
global.nfFgdn Configures the NF | udrO01.oracle.com | Valid fqdn NA

FQDN using Helm

charts for error

detail content.
gracefulShutdown. | It is the graceful 60s NA NA

3.1.13 ocudr-ingressgateway-prov Microservice Parameters

The following table provides parameters for ocudr-ingressgateway-prov microservice (API

Gateway)
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Table 3-14 ocudr-ingressgateway-prov microservice (APl Gateway) parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

image.tag Tag or version of Image |24.1.8 Not Applicable NA
commonCfgClient. | Flag to enable common | true true/false NA
enabled configuration client
commonCfgServer. | Service name of nudr-config Valid server NA
configServerSvcNa | common configuration service nhame
me service to which the

client tries to poll for

configuration updates
commonCfgServer. | Host name of Common | 10.75.224.123 Valid host details NA
host configuration server to

which client tries to poll

for configuration

updates. This value is

picked up if

commonCfgServer.confi

gServerSvcName is not

available
commonCfgServer. | Time interval between 5000 Valid period NA
pollingInterval two subsequent polling

requests from

configuration client to

server
commonCfgServer. | Port of Common 5001 Valid Port NA
port Configuration server
commonsServiceNa | This is the common igw Not Applicable NA
me service name that is

currently requesting for

configuration updates

from server
connectionTimeout | Connection timeout limit | 20000 Unit: Milliseconds | NA

configured on ingress

gateway client towards

the backend
global.xfccHeaderV | Configurable error cause | XFCC Validation NA NA
alidation.validation. | to be returned when Failed
errorCauseOnValid | XFCC header validation
ationFailure fails at Ingress Gateway.

This error is populated in

ProblemDetails

response in

ProblemDetails.cause

section
global.xfccHeaderV | Field determines the 500 Valid http error NA
alidation.validation. | errorCode to be sent in code
errorCodeOnValida | response when XFCC
tionFailure header validation fails at

Ingress Gateway

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

Copyright © 2019, 2024, Oracle and/or its affiliates.

September 3, 2025
Page 135 of 195



ORACLE’

Chapter 3

UDR Configuration Parameters

Table 3-14 (Cont.) ocudr-ingressgateway-prov microservice (APl Gateway) parameters

alidation.validation.
redirectUrl

populated in LOCATION
header and sent in
response when XFCC
header validation fails at
Ingress Gateway and
the value configured for
errorCodeOnValidationF
aulire lies in 3xx series

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
global.xfccHeaderV | Configurable error Validation of SCP | NA NA
alidation.validation. | description to be failed
errorDescriptionOn | returned when XFCC
ValidationFailure header validation fails at
Ingress Gateway. This
error is populated in
ProblemDetails
response in
ProblemDetails.detail
section
global.xfccHeaderV | Configurable error title to | Internal Server NA NA
alidation.validation. | be returned when XFCC | Error
errorTitleOnValidati | header validation fails at
onFailure Ingress Gateway. This
error is populated in
ProblemDetails
response in
ProblemDetails.title
section.
global.xfccHeaderV | The number of -1 (Value =-1 NA
alidation.validation. | certificates that need to validation to be
matchCerts be validated starting performed against
from the right most entry all entries, value =
in the XFCC header +ve number, then
validate from
starting from the
right most entry
backwards)
global.xfccHeaderV | Field in XFCC header Subject.CN Valid XFCC header | NA
alidation.validation. | against which the field
matchField configured nfList FQDN
validation needs to be
performed
global.xfccHeaderV | List of configured NF nflList Valid url list NA
alidation.validation. | FQDN'’s against which e scpl.com received in
nfList the matchField « scp2.com Subject.CN if the
parameter present in the matchField is
XFCC header of Subject.CN
incoming request is
validated
global.xfccHeaderV | Redirect-Url string Valid redirect url NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
global.xfccHeaderV | Retry-after value in Retry-After value in | NA
alidation.validation. | seconds populated in seconds
retryAfter Retry-After header and
sent in response, when
XFCC header validation
fails at Ingress Gateway
and the value configured
for
errorCodeOnValidationF
aulire lies in 3xx series
istioSidecarQuitUrl | Quit URL configured for | *istioQuitUrl Not Applicable This value is
side car not to be
changed
unless it is
different from
the value
configured in
the global
section
reference
istioSidecarReady | Readiness URL *istioReadyUrl Not Applicable This value is
Url configured for side car not to be
changed
unless it is
different from
the value
configured in
the global
section
reference
maxConcurrentPus | Maximum number of 6000 Valid Number NA
hedStreams concurrent pushed
streams for Jetty client
configuration
maxConnectionsPe | Max connections 10 Valid Number NA
rDestination allowed per destination
from Ingress Gateway
maxConnectionsPe | Maximum number of 10 Valid Number NA
rip connections allowed
from endpoint to other
microservices
maxRequestsQueu | Queue Size at the 5000 Valid Number NA
edPerDestination | ocudr-ingressgateway
pod
nfType The NFType of the UDR Not Applicable v
service producer
Mandatory when
oauthValidatorEna ebled
is true
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(If applicable)

Table 3-14 (Cont.) ocudr-ingressgateway-prov microservice (APl Gateway) parameters
|

Notes

nrfPublickeyKubeN
amespace

Namespace of the NRF
publicKey secret
Mandatory when
oauthValidatorEna ebled
is true

ocudr

Not Applicable

NA

producerScope

Comma separated list of
services hosted by
service producer
Mandatory when
oauthValidatorEna ebled
is true

nudr-dr-prov,nudr-
group-id-map-
prov,slf-group-prov

Valid service list

NA

requestTimeout

Request timeout limit
configured on ingress
gateway client towards
the backend

1000

Unit: Milliseconds

NA
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rout esConfig:
- id
traffic_mappi
ng_http_prov

uri
http://{{ .Re
| ease. Nane }}
-nudr-dr-
provservice:5
001

path: /
nudr - dr -
prov/**

order: 1

met adat a

#

oaut hVal i dati
on route
| evel

oaut hVal i dat o
r

enabl ed
*oaut hEnabl ed
For Prov

#
xf ccHeader Va
i dation
route |leve

xf ccHeader Va
i dation

val i dati onEna
bl ed:
*xfccValidati
onEnabl edPr ov
- id:
traffic_mappi
ng_http_mgmnt
uri
http://{{ .Re

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
routesConfig Routes configured to routesConfig Not Applicable NA
connect to different
microservices of UDR #
configuring
routes
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- ________________________________________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

| ease. Nane }}
-nudr-dr-
provservice: 5
001

path: /
nudr - dr -
ngm**

order: 2

met adat a

#

oaut hval i dat i
on route
| evel

oaut hVal i dat o
r

enabl ed
*oaut hEnabl ed
For Prov

#
xf ccHeader Va
i dation
route |leve

xf ccHeader Va
i dation

val i dati onEna
bl ed:
*xfccVvalidati
onEnabl edPr ov
- id
traffic_mappi
ng_http_group
_prov

uri:
http://{{ .Re
| ease. Nane }}
- nudr-dr -
provservice: 5
001

path: /
nudr - gr oup-
i d- map-
prov/**

order: 3

met adat a
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

#
oaut hVal i dati
on route
| evel

oaut hVal i dat o
r

enabl ed
*oaut hEnabl ed
For Prov

#
xf ccHeader Va
i dation
route |leve

xf ccHeader Va
i dation

val i dati onEna
bl ed:
*xfccValidati
onEnabl edPr ov
- id:
traffic_mappi

ng http sif g
roup_prov
uri:
http://{{ .Re
| ease. Nane }}
-nudr - dr-

provservice: 5
001

path: /slf-
group- prov/ **

order: 4

met adat a

#

oaut hval i dat i
on route
| evel

oaut hVal i dat o
r

enabl ed
*oaut hEnabl ed
For Prov
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- ________________________________________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

#
xf ccHeader Va
i dation
route | eve

xf ccHeader Va
i dation

val i dati onEna
bl ed:
*xfccValidati
onEnabl edPr ov
- id:
traffic_mappi
ng http eir_p
rov

uri:
http://{{ .Re
| ease. Nane }}
-nudr-dr-
provservice: 5
001

pat h: /n5g-
eir-prov/**

order: 5

met adat a

#

oaut hval i dat i
on route
| evel

oaut hVal i dat o
r

enabl ed
*oaut hEnabl ed
For Prov

#
xf ccHeader Va
i dation
route |leve

xf ccHeader Va
i dation

val i dati onEna
bl ed:
*xfccVal i dati
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

onEnabl edPr ov
- id:
traffic_mappi
ng http_dber _
prov

uri:
http://{{ .Re
| ease. Nane }}
- nudr - dbcr -
audi t or -
service: 5001

path: /
nudr - dbcr/ **

order: 6

met adat a

#

oaut hval i dat i
on route
| evel

oaut hVal i dat o
r

enabl ed
fal se

#
xf ccHeader Va
i dation
route | eve

xf ccHeader Va
i dation

val i dati onEna
bl ed: fal se

serviceMeshCheck

Flag to enable
serviceMesh

*serviceMeshFlag

Not Applicable

This value is
not to be
changed
unless it is
different from
the value
configured in
the global
section
reference
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Table 3-14 (Cont.) ocudr-ingressgateway-prov microservice (APl Gateway) parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.IciHeaderCo | If current load level is 40 NA NA
nfig.loadThreshold | beyond the previously

computed load level +

loadThreshold, LCI

headers are reported

again.
global.lciHeaderCo | Validity period of the LCI | 1000 (value in NA NA
nfig.localLciHeader | headers reported to the | milliseconds)
Validity consumer NF. LCI

headers are reported

again if the headers are

reported as previously

expired.
global.IciHeaderCo | Header name, which NA NA
nfig.producerSvcld | holds the producer svc | cust om produc
global.ociHeaderC | Flag to enable or disable | false true or false NA
onfig.enabled the OCI headers

reporting
global.ociHeaderC | Header name, which custom_producer_ | NA NA
onfig.producerSvcl | holds the producer svc | svc_header
dHeader identity.
global.ociHeaderC | Validity period of the 5000 (value in NA NA
onfig.validityPeriod | OCI headers reported to | milliseconds)

the consumer NF. OCI

headers are reported

again if the headers are

reported as previously

expired.
global.ociHeaderC | Range to identify the "[0-10]" NA NA
onfig.overloadConfi | minor overload condition
gRange.minor
global.ociHeaderC | Range to identify the "[10-70]" NA NA
onfig.overloadConfi | major overload condition
gRange.major
global.ociHeaderC | Range to identify the "[70-100]" NA NA
onfig.overloadConfi | critical overload
gRange.critical condition
global.ociHeaderC | Reduction metric to be |5 (Possible values | NA NA
onfig.reductionMetr | reported for the minor 1to 9 both
ics.minor overload condition inclusive)
global.ociHeaderC | Reduction metric to be | 10 (Possible values | NA NA
onfig.reductionMetr | reported for the major 5to 15 both
ics.major overload condition inclusive)
global.ociHeaderC | Reduction metric to be | 30 (Possible values | NA NA
onfig.reductionMetr | reported for the critical | 10 to 50 both
ics.critical overload condition inclusive)
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Table 3-14 (Cont.) ocudr-ingressgateway-prov microservice (APl Gateway) parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.nflnstanceld | NF instance Id of the 6faflbbc-6e4a-445 | NA NA

producer NF 4-a507-

aldef8elbcll

global.svcToSvclins | Back-end service name, | nf-registration NA NA
tanceldMapping.sv | which should match the
cName producerSvcldHeader

value and perf info

reported service name

for the LCI or OCI

headers reporting.
global.svcToSvclns | Back-end service fe7d992b-0541-4c7 | NA NA
tanceldMapping.se | instance id to be d-ab84-
rvicelnstanceld included in the LCI or €c6d70b1b01b1

OCI headers
global.perflnfoConfi | Configurable interval at | 5000 NA NA
g.pollinginterval which the load

infromation is polled

from the perf-info

service at GW
global.perflnfoConfi | Perf-Info service name | NA NA NA
g.serviceName
global.perfinfoConfi | Perf-Info service Host IP | NA NA NA
g.host
global.perflnfoConfi | Perf-Info service port NA NA NA
g.port
global.perfiInfoConfi | Perf-Info service request NA NA
g.perfInfoRequest | endpoint /| oad
Map
global.IciHeaderCo | Flag to enable or disable | false true or false NA
nfig.enabled the LCI headers

reporting
global.http1PortNa | The port name for httpl | http NA NA
me port exposed on

ingressgateway
global.nfType Configures the NF type | UDR NA NA

using Helm charts for

error detail content.
global.nfFgdn Configures the NF udr001l.oracle.com | Valid fqdn NA

FQDN using Helm

charts for error detail

content.
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Table 3-14 (Cont.) ocudr-ingressgateway-prov microservice (APl Gateway) parameters

gracePeriod

shutdown time limit.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
deployment.custom | This can be used to add NA NA
Extension.annotati | custom annotation(s) to |annot ati ons:
ons ingressgateway-prov
specific deployment sidecar.istio
.iol
pr oxy CPU.
"3000nt
sidecar.istio
.iol
proxyCPULi m t
"3000nt
sidecar.istio
.iol
pr oxyMenory:
n 1G n
sidecar.istio
.iol
pr oxyMenor yLi
mt: "1G"
proxy.istio.i
o/ config: |
term nati onDr
ai nDurati on:
60s
gracefulShutdown. | It is the graceful 60s Unit: Seconds NA

Following table list parameters for ocudr-egressgateway microservice (API Gateway).

Table 3-15 ocudr-egressgateway microservice parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
enabled Flag to enable true true/false NA
egress gateway
image.name Docker image ocegress_gateway | NA NA
name
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

ServiceMemory

egress-gateway init
container

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
image.tag Tag or version of 24.1.8 NA NA
image
image.pullPolicy This setting IfNotPresent Possible Values - NA
indicates if image Always
needs to be pulled
or not IfNotPresent
Never
initContainersimag | Docker image configurationinit NA NA
e.name name
initContainersimag | Tag or version of 24.1.8 NA NA
e.tag Image
initContainersimag | This setting IfNotPresent Possible Values - NA
e.pullPolicy indicates if image Always
needs to be pulled
or not IfNotPresent
Never
updateContainersl| | Docker Image configurationupdat | NA NA
mage.name name e
updateContainersl| | Tag or version of 24.1.8 NA NA
mage.tag Image
updateContainersl | This setting IfNotPresent Possible Values - | NA
mage.pullPolicy indicates if image Always
needs to be pulled
or not IfNotPresent
Never
dbHookimage.nam | Image name of common_config_h [ NA NA
e dbHook ook
dbHookimage.tag | Tag or version of 24.1.8 NA NA
dbHook Image
dbHooklmage.pull | Pull policy of image | IfNotPresent Possible Values - NA
Policy Always
IfNotPresent
Never
resources.limits.cp | CPU allotment 2 NA NA
u limitation
resources.limits.me | Memory allotment | 2Gi NA NA
mory limitation
resources.limits.init | Maximum number |1 NA NA
ServiceCpu of CPUs that
Kubernetes allow
the egress-gateway
init container to use
resources.limits.init | Memory limit for 1Gi NA NA
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

resources.limits.up | Maximum number |1 NA NA
dateServiceCpu of CPUs that
Kubernetes allow
the egress-gateway
update container to

use
resources.limits.up | Memory limit for 1Gi NA NA
dateServiceMemor | egress-gateway
y update container
resources.limits.co | CPU limit for 1 NA NA
mmonHooksCpu database Hook

container
resources.limits.co | Memory limit for 1Gi NA NA
mmonHooksMemo | database Hook
ry container
resources.requests | CPU allotment for |2 NA NA
.cpu ocudr-

egressgateway pod
resources.requests | Memory allotment | 2Gi NA NA
.memory for ocudr-

egressgateway pod
resources.requests | Number of CPUs 1 NA NA
.initServiceCpu that system

guarantees for
egress-gateway init
container, and
Kubernetes uses
this value to decide
the node to place
the pod

resources.requests | Memory limit that | 1Gi NA NA
.initServiceMemory | system guarantees
for egress-gateway
init container, and
Kubernetes uses
this value to decide
the node to place
the pod

resources.requests | Number of CPUs 1 NA NA
.updateServiceCpu | that system
guarantees for
egress-gateway
update container,
and Kubernetes
uses this value to
decide the node to
place the pod
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

te.rsa.fileName

stored in the secret

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

resources.requests | Memory limit that | 1Gi NA NA
.updateServiceMe | system guarantees
mory for egress-gateway

update container,

and Kubernetes

uses this value to

decide the node to

place the pod
resources.requests | Number of CPUs 1 NA NA
.commonHooksCp | request for
u database Hook

container, and

Kubernetes uses

this value to decide

the node to place

the pod
resources.requests | Memory request for | 1Gi NA NA
.commonHooksMe | database Hook
mory container and

Kubernetes uses

this value to decide

on which node to

place the pod.
resources.target.av | CPU utilization limit | 80 NA NA
erageCpuUtil for auto scaling
service.ssl.tlsVersi | TLS versionto be | TLSv1.2 Valid TLS version | These are service
on used fixed parameters
service.initialAlgorit | Algorithm to be RS256 RS256/ES256 NA
hm used. You can use

ES256, but use its

corresponding

certificates
service.ssl.privateK | Name of the secret | ocudr-gateway- NA NA
ey.k8SecretName | that store keys and | secret

certificates
service.ssl.privateK | Namespace in ocudr NA NA
ey.k8NameSpace | which secret is

created
service.ssl.privateK | RSA private key rsa_private_key_ pk | NA NA
ey.rsa.fileName stored in the secret | csl.pem
service.ssl.privateK | ECDSA private key | ecdsa_private_key [ NA NA
ey.ecdsa.fileName | stored in the secret | _pkcs8.pem
service.ssl.certifica | Name of the secret | ocudr-gateway- NA NA
te.k8SecretName | that store keys and | secret

certificates
service.ssl.certifica | Namespace in ocudr NA NA
te.kBNameSpace |which secretis

created
service.ssl.certifica | RSA certificate apigatewayrsa.cer | NA NA
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shown on ocudr-
egressgateway pod
for egress related
flows

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
service.ssl.certifica | ECDSA certificate | apigatewayecdsa.c | NA NA
te.ecdsa.fileName | stored in the secret | er
service.ssl.caBundl | Name of the secret | ocudr-gateway- NA NA
e.k8SecretName that store keys and | secret
certificates
service.ssl.caBundl | Namespace in ocudr NA NA
e.k8NameSpace which secret is
created
service.ssl.caBundl | caBundle file name | caroot.cer NA NA
e.fileName stored in the secret
service.ssl.keyStor | Name of the secret | ocudr-gateway- NA NA
ePassword.k8Secr | that store keys and | secret
etName certificates
service.ssl.keyStor | Namespace in ocudr NA NA
ePassword.k8Nam | which secret is
eSpace created
service.ssl.keyStor | keyStore password | key.txt NA NA
ePassword.fileNam | file name stored in
e the secret
service.ssl.trustSto | Name of the secret | ocudr-gateway- NA NA
rePassword.k8Secr | which stores keys | secret
etName and certificates
service.ssl.trustSto | Namespace in ocudr NA NA
rePassword.k8Nam | which secret is
eSpace created
service.ssl.trustSto | trustStore trust.txt NA NA
rePassword.fileNa | password stored in
me the secret
maxUnavailable Number of pods 24.1.8 NA NA
always running
minReplicas Minimum number |1 NA NA
of replicas to scale
to maintain an
average CPU
utilization
maxReplicas Maximum number |4 NA NA
of replicas to scale
to maintain an
average CPU
utilization
log.level.root Log level to be WARN valid level NA
shown on ocudr-
egressgateway pod
log.level.egress Log level to be INFO valid level NA
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

.probabilisticSampl
er

r on Jaeger

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

log.level.oauth Logs level to be INFO valid level NA

shown on ocudr-

egressgateway pod

for oauth related

flows
log.level.updateCo | Log level for INFO valid level NA
ntainer update container
log.level.configclien | Log level for INFO valid level NA
t configuration client
log.level.hook Log level for hook | INFO valid level NA
fullnameOverride | Name to be used | ocudr- NA This configuration

for deployment egressgateway is commented by

default.

initssl Flag to initialize false NA NA

SSL related

infrastructure in init

or update container
jaegerTracingEnabl | Flag to enable false true/false NA
ed Jaeger Tracing
openTracing.jaeger | FQDN of Jaeger ocche-tracer- Valid FQDN NA
.udpSender.host agent service jaeger-

agent.occne-infra

openTracing.jaeger | UDP port of Jaeger | 6831 Valid Port NA
.udpSender.port agent service
openTracing.jaeger | probabilisticSample | 0.5 Range: 0.0-1.0 Sampler makes a

random sampling
decision with the
probability of
sampling. For
example if the
value set is 0.1,
approximately 1 in
10 traces are

Url

configurable for
side car

sampled.
enableOutgoingHtt | Flag to enable false true or false NA
ps outgoing HTTPS
requests
istioSidecarQuitUrl | QuitUrl *istioQuitUrl Valid url NA
configurable for
side car
istioSidecarReady | Readiness url *istioReadyUrl Valid url NA

Note: The port
used should be the
admin configured
for istio proxy
container.

serviceMeshCheck

Flag to enable
serviceMesh

*serviceMeshFlag

true/false
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

httpsTargetOnly

This is global
parameter which
will be taken into
consideration if
route (under
routeConfig
section ) based
httpsTargetOnly
parameter is not
available.

#true: Select
ShiRouting
instances for https
list only

#false: Run existing
logic as per
provided scheme.

false

true/false

Double quotes to
be enclosed for
values of
httpsTargetOnly

httpRuriOnly

This is global
parameter which
will be taken into
consideration if
route (under
routeConfig
section) based
httpRuriOnly
parameter is not
available.

#true: Means
change Scheme of
RURI to http

#false: Keep
scheme as is.

false

true/false

Double quotes to
be enclosed for
values of
httpsRuriOnly

shiRouting.shiRouti
ngDefaultScheme

Default scheme
applicable when
3gpp-shi-target-
apiroot header is
missing

HTTPS

http/https

NA

shiRouting.sbiRero
uteEnabled

Set this flag to true
if re-routing to
multiple SCP
instances is to be
enabled.

false

true/false

NA

shbiRouting.peerCo
nfiguration[0].id

Peer identifier for
the peer

Value to be
configured based
on SCP details

NA

NA

sbiRouting.peerCo
nfiguration[0].host

First ShiRouting
instance HTTP IP/
FQDN

Value to be
configured based
on SCP details

NA

NA

shiRouting.peerCo
nfiguration[O].port

First SbiRouting
instance Port

Value to be
configured based
on SCP details

NA

NA
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

shiRouting.peerCo | First ShiRouting Value to be NA NA
nfiguration[0].apiPr | instance apiPrefix. | configured based
efix Change this value |on SCP details

to corresponding

prefix if /" is not

expected to be

provided along.

Applicable only for

SCP with TLS

enabled.
sbiRouting.peerCo | This will have Http | Value to be NA NA
nfiguration[0].virtua | VirtualFQDN. configured based
IHost on SCP details
sbiRouting.peerSet | This is the peer set | Value to be NA NA
Configuration[Q].id | id that contains list | configured based

of http and http on SCP details

instances
shiRouting.peerSet | This denotes the Value to be NA NA
Configuration[0].htt | priority of the http | configured based
pConfiguration[0].p [ instance that on SCP details
riority request needs to

be forwarded.

Lower the priority,

higher the

preference
sbiRouting.peerSet | This denotes the Value to be NA NA
Configuration[Q].htt | peer id that is configured based
pConfiguration[0].p | present in the list of | on SCP details
eerldentifier peers configured

with unique ids
sbiRouting.peerSet | This denotes the Value to be NA NA
Configuration[0].htt | priority of the https | configured based
psConfiguration[0]. | instance that on SCP details
priority request needs to

be forwarded.

Lower the priority,

higher the

preference
sbiRouting.peerSet | This denotes the Value to be NA NA
Configuration[0].htt | peer id that is configured based
psConfiguration[0]. | present in the list of | on SCP details
peerldentifier peers configured

with unique ids
headlessServiceEn | Enabling this will false true/false NA
abled make the service

type default to

ClusterlP
oauthClient.enable | Flag to enable false true or false Enable based on
d oauth client Oauth

configuration
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

routesConfig

Valid routes to be
configured for UDR
egress traffic

rout esConfig:
# Route for
NRF traffic
- id:
nrf_nfmdirec
t
uri:
egress://
dummy. dont cha
nge
path: /
nnrf-nfnf **
order: 1
# Route for
Notification
traffic
- id:
scp_route
uri:
http://
dummy. dont cha
nge
path: [**
order: 2
net adat a:

htt psTar get On
ly: false

httpRuri Only:
fal se

shi Rout i ngEna
bl ed: false

filterNanel:
nane:

SBI Rout i ngFi |

ter

peer Set | dent i
fier: set0

al t ernat eOnRe
route: false

filterNanme2:

Valid routes

The scpSetld to be
configured based
on the setld used
for SCP route.
These sets are
configured under
SCP section.
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

to be sent to
alternate route
service. By default
itis HTTP

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nane:
SBI Rer out e
retries:
2
met hods:
CET, POST,
PUT, DELETE,
PATCH
st at uses:
BAD REQUEST,
| NTERNAL _SERV
ER _ERRCR,
BAD_GATEWAY,
NOT_FOUND
dnsSrv.host Host of DNS 127.0.0.1 Valid host IP NA
Alternate Route
Service
dnsSrv.alternateRo | Service name of alternate-route Valid service name | NA
uteSvcName Alternate Route of alternate route
Service. service
If Service name is
provided, then this
parameter is picked
for integrating
Egress Gateway
with alternate route
service. If IP or
FQDN is expected
to be provided then
update this
parameter as blank
and update above
parameter
accordingly.
If this parameter is
populated with data
then above
parameter can be
ignored
dnsSrv.port Port of DNS 80 Valid port NA
Alternate Route
Service
dnsSrv.scheme Scheme of request | HTTP HTTP/HTTPS NA
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

merPimnMNC

consumer

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
dnsSrv.errorCodeO | Configurable error | 425 Valid HTTP error NA
nDNSResolutionFa | code used in case code
ilure of DNS resolution
failure
dnsSrv.errorDescri | Error description NA NA
ptionOnDNSResol | for DNS resolution
utionFailure failure. Populated
in ProblemDetails
response in
ProblemDetails.det
ail section.
dnsSrv.errorCause | Error cause for NA NA
OnDNSResolution | DNS resolution
Failure failure. Populated
in ProblemDetails
response in
ProblemDetails.cau
se section.
dnsSrv.errorTitleOn | Error title for DNS [ ™ NA NA
DNSResolutionFail | resolution failure.
ure Populated in
ProblemDetails
response in
ProblemDetails.title
section.
oauthClient.enable | Flag to enable false true or false Enable based on
d oauth client Oauth
configuration
oauthClient.dnsSrv | Flag to enable false true/false NA
Enabled DNS SRV for oAuth
oauthClient.httpsg | Flag to enable false true/false NA
nabled HTTPS support,
which is a deciding
factor for oauth
request scheme
and search query
parameter in dns-
srv request
oauthClient.virtualF | virtualFgdn value | localhost:port NA Mandatory if
qdn that needs to be oauthClient.dnsSrv
populated and sent Enabled is true
in dns-srv query
oauthClient.staticN | List of Static NRF's | - localhost:port NA Mandatory if
rfList oauthClient.enable
dis true
oauthClient.nfType | NF type of service | UDR NA Mandatory if
consumer oauthClient.enable
dis true
oauthClient.consu | MNC of service 14 Valid MNC NA
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

oauthClient.consu
merPimnMCC

MCC of service
consumer

310

Valid MCC

NA

oauthClient.maxNo
nPrimaryNrfs

Maximum number
of non-primary
NRF instances to
query based on
retryErrorCodeSeri
es configured (from
the list of non-
primary NRF
instances
available) if a
failure response is
received from
primary NRF

NA

Mandatory if
oauthClient.enable
d is true

oauthClient.apiPref
iX

apiPrefix that
needs to be
appended in the
Oauth request flow

Valid String

Mandatory if
oauthClient.enable
dis true
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attempts for current
NRF are exhausted
and last received
response from
NRF matches
retryErrorCodeSeri
es from errorSetld
(4XX, 5XX) and
errorCodes.

If the configured
attempts for current
NRF are not
exhausted and the
previously received
error matches
retryErrorCodeSeri
es from errorSetld
(4XX, 5XX) and
errorCodes then
retry same NRF
again.

errorCodes can be
configured with
specific set of
errorCodes for a
particular
errorSetld, or can
be configured as
"-1", if configured
"-1" then the entire
range of
errorCodes is
considered for that
particular
errorSetld

error Codes:

401, 402,
403, 404
errorSetld:
5XX

error Codes:
-1

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
oauthClient.retryEr | Determines Valid http errors NA
rorCodeSeriesForS | fallback condition |-
ameNrf to other non errorSetld:
primary NRF AXX
instances if
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Table 3-15 (Cont.) ocudr-egressgateway microservice parameters

ceptionListForNext
Nrf

Ti meout Except
i on

I nt errupt edEx
ception
Executi onExce
ption
JsonProcessin
gException

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
oauthClient.retryEr Valid HTTP errors | NA
rorCodeSeriesForN -
extNrf errorSet | d:
4XX
error Codes:
400, 401,
402, 403, 404
errorSetld:
5XX
error Codes:
-1
oauthClient.retryEx | List of available Valid exception NA
ceptionListForSam | exceptions for -
eNrf oauth client while [ Tj mpout Except
sending i on
AccessToken )
requests to NRF.
When an exception I nt e_r rupt edex
matches one of the | CEPLI ON
exceptions in - _
retryExceptionList, | ExecutionExce
it tries next ption
available NRF -
instance based on | 3sonProcessi n
priority instead of gExcept i on
retrying same NRF.
oauthClient.retryEx Valid Exception NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

oauthClient.connec
tionTimeout

Determines the
connection timeout
in milliseconds for
jetty client in case
of subscription
requests to NRF-
Client Management
Service and
Access Token
requests to NRF

1000
Unit: milliseconds

NA

Mandatory if
oauthClient.enable
dis true

configuration. It is
used to query
access token from
default NRF if
access token is not
successfully
fetched from any of
the available NRF
instances

oauthClient.request| Determines the 1000 NA Mandatory if
Timeout request timeout in | Unit: milliseconds oauthClient.enable
milliseconds for dis true
jetty client for
access token
requests to NRF
oauthClient.attempt | Determines the 1 NA Mandatory if
sForPrimaryNRFIn | number of attempts oauthClient.enable
stance available to query dis true
primary NRF
oauthClient.attempt | Determines the 1 NA Mandatory if
sForNonPrimaryN | number of attempts oauthClient.enable
RFInstance available to query dis true
non-primary NRF
oauthClient.default | Default NRF localhost:port NA NA
NRFInstance instance

oauthClient.oauthC
lient.defaultErrorCo
de

Default error code
to be sent in
response to
requesterNf when
an error response
from NRF is
received for an
AccessToken
request.

503

Valid Error Code

Mandatory if
oauthClient.enable
dis true
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

oauthClient.nrfClie | The service name | ocnf-client- NA NA
ntConfig.serviceNa | of NRF-Client nfmanagement
me Management

Service used for
constructing
Subscription URL
and sending out
subscription
request.

When
serviceName field
is empty then
nrfClientConfig.hos
tis used in NRF-
Client management
service
subscription
request URL for
host configuration

oauthClient.nrfClie | The host 10.75.224.123 Valid host ip/fqdn NA
ntConfig.host configuration for

NRF-Client

management

service for sending
subscription
requests when
service name is not

configured
oauthClient.nrfClie | The port 8080 Valid Port NA
ntConfig.port configuration for

NRF-Client

management

service for sending
subscription

requests
oauthClient.nrfClie | The request I1/nrf-client/ NA NA
ntConfig.nrfClientR | mapping URL for | subscriptions/
equestMap sending nrfRouteList

subscription
requests from
Egress-Gateway to
NRF-Client
management
service

maxConcurrentPus | Maximum number | 1000 Valid Number NA
hedStreams of concurrent
pushed streams for
Jetty client
configuration

maxConnectionsPe | Max connections 4 Valid Number NA
rDestination allowed per

destination from
Ingress Gateway
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Extension.labels

needs to be added
to egress gateway
specific
deployment

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
maxRequestsQueu | Queue Size at the | 5000 Valid Number NA
edPerDestination ocudr-
ingressgateway
pod
maxConnectionsPe | Maximum number |10 Valid Number NA
rip of connections
allowed from
endpoint to other
microservices
connectionTimeout | Connection timeout | 10000 NA NA
configured on Unit: Milliseconds
ingress gateway
client towards the
backend
requestTimeout Request timeout 1000 NA NA
configured on Unit: Milliseconds
ingress gateway
client towards the
backend
jettyldleTimeout Idle timeout 0 Unit: Milliseconds | NA
allowed for Jetty in #(ms,<=0 ->to
milliseconds make timeout
infinite)
k8sServiceCheck | Flag to enable load | false true/false NA
balancing for
egress instead of
Kubernetes
service.customExt | Custom labels that | null NA This can be used
ension.labels needs to be added to add custom
to egress gateway label(s) to
specific service egressgateway
Service.
service.customExt | Custom null NA This can be used
ension.annotations | Annotations that to add custom
needs to be added annotation(s) to
to egress gateway egressgateway
specific services Service.
deployment.custom | Custom labels that | null NA This can be used

to add custom
label(s) to
egressgateway
Deployment.
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Extension.annotati
ons

to add custom
annotation(s) to
egressgateway
deployment.

annot at i ons:

sidecar.istio
.iol

pr oxyCPU:
"1000m

sidecar.istio

.iol

pr oxyCPULi m t
"1000nt

sidecar.istio
.iol

pr oxyMenory:

n 1G n

sidecar.istio
.iol

pr oxyMenor yLi
mt: "1G"

proxy.istio.i
o/ config: |

term nationDr

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
deployment.custom | This can be used NA NA

eoutSeconds

after which the
probe times out

ai nDurati on:
60s
readinessProbe.init | Configurable wait | 30 NA Do not change this
ialDelaySeconds time before Unit: Seconds value. If you see
performing first delays in pod to
readiness probe by come up and probe
the Kubelet is killing the pod
then you should
tune these
parameters
readinessProbe.pe | Time interval for 10 NA Do not change this
riodSeconds every readiness Unit: Seconds value. If you see
probe check delays in pod to
come up and probe
is killing the pod
then you should
tune these
parameters
readinessProbe.tim | Number of seconds| 3 NA Do not change this

default value
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eThreshold

and the probe fails,
Kubernetes tries
failureThreshold
times before giving

up

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
readinessProbe.su | Minimum 1 NA Do not change this
ccessThreshold consecutive default value
successes for the
probe to be
considered
successful after
being failed
readinessProbe.fail | When a pod starts |3 NA NA
ureThreshold and the probe fails,
Kubernetes
failureThreshold
times before giving
up
livenessProbe.initia | Configurable wait | 30 NA Do not change this
IDelaySeconds time before Unit: Seconds value. If you see
performing the first delays in pod to
liveness probe by come up and probe
Kubelet is killing the pod
then you should
tune these
parameters
livenessProbe.peri | Time interval for 15 NA NA
odSeconds every liveness Unit: Seconds
probe check
Note: Do not
change this value.
If you see delays in
pod coming up and
probe is killing the
pod then you
should consider
tuning these
parameters.
livenessProbe.time | Number of seconds| 3 NA Do not change this
outSeconds after which the default value
probe times out
livenessProbe.succ | Minimum 1 NA Do not change this
essThreshold consecutive default value
successes for the
probe to be
considered
successful after
being failed
livenessProbe.failur | When a Pod starts |3 NA Do not change this

default value
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

extraContainers

This configuration
decides service
level
extraContainer
support. The
default value lets it
to be dependent on
what is configured
in the global level

USE_GLOBAL_VA
LUE

Allowed Values:

«  ENABLED

« DISABLED

- USE_GLOBAL
_VALUE

NA

commonCfgClient.
enabled

Flag to enable
common
configuration client

true

true/false

NA

commonCfgServer.
configServerSvcNa
me

Service name of
common
configuration
service to which
the client tries to
poll for
configuration
updates

nudr-config

Valid server
service name

NA

commonCfgServer.
host

Host name of
Common
configuration
server to which
client tries to poll
for configuration
updates. This value
is picked up if
commonCfgServer.
configServerSvcNa
me is not available

10.75.224.123

Valid host details

NA

commonCfgServer.
port

Port number of
Common
Configuration
server

5001

Valid port

NA

commonCfgServer.
pollingInterval

Time interval
between two
subsequent polling
requests from
configuration client
to server

5000

Valid period

NA

commonServiceNa
me

The common
service name that
is currently
requesting for
configuration
updates from
server

egw

NA

NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

restoreBackupOnlin | This flag when false true/false NA
stall enabled picks up

data from the

backup table

during installation
of ingress gateway

dropTablesOnUpgr | This flag when false true/false NA
ade enabled drops the
common

configuration tables
on Helm upgrade if
there is no data in
the tables

httpRuriOnly This flag is enabled | false trueffalse NA
when the alternate
route schema is set
to HTTPS in nudr-
nrf-client section

autoRedirect Flag to enable false true/false NA
redirection in
Egress Gateway. If
enabled, Egress
Gateway redirects
to the URL present
in location header
when the response
code is 301, 302,
303, 307, or 308.

global.configurable | Configurable Yes (If NA NA
ErrorCodes.errorSc | exception or error | ConfigurableErrorC
enariosli].exception | type for an error odes is enabled
Type scenario in Ingress | and as per need)
Gateway.

The only supported
values are
ConnectionTimeout
, RequestTimeout,
UnknownHostExce
ption,
ConnectException,
RejectedExecution
Exception,
SSLHandshakeExc
eption,
InternalError and
NotFoundExceptio
n,ClosedChannelE
xception
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

routeConfigMode

Mode of route
configuration for
sbiRouting.
Possible values are
HELM, REST

No

Helm

NA

configureDefaultRo
ute

Flag to configure
default route.
Configure this flag
when
routeConfigMode is
configured as
REST.

No

True

NA

dbConfig.backupD
bName

configure when
your backup table
should have
separate schema

No

NA

NA

componentValidato
r

custom validator
configuration are
needed for hooks
to populate values
in database

No

"com.oracle.comm
on.egw.EgressCust
omValidator"

NA

dependentValidator
s

It has comma
separated values.
for eg:
"com.oracle.comm
on.oauth.OauthCus
tomValidator,
com.oracle.commo
n.igw.IngressCusto
mValidator"

No

NA

islpv6Enabled

Set this flag to true
when deployed in
Ipv6 enabled setup

No

false

NA

routesConfig[0].he
ader

Provide the header
name and regex
(header predicate)
in route to match
header in the
incoming request.

No

NA

NA

routesConfig[0].filte
rName2.exceptions

The type
exceptions on
which the re-route
need to be
attempted.

Yes (If
shiRerouteEnabled
is true)

NA

NA

deploymentEgress
Gateway.imageTag

Image Tag name of
egress gateway

No

1.14.0

NA

global.logStorage

Ephemeral storage
configuration for
log storage

No

NA
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)
global.crictlStorage | Ephemeral storage | No 0 NA
configuration for
crictl storage
nfSpecificConfig This configuration | No NA
is to enable or nf Speci fi cCon
disable the NF fig:
specific default enabl ed:
value qonflguratlon fal se
and a list of f eat List:
configuration files ea urg Ist:
is defined in the - 1'ogging
default -
configuration list. f orwar dheader
details
peerconfigura
tion
peersetconfig
uration
rout esconfigu
ration
messagel oggin
g
honorDnsRecordttl | This configuration | No honorDnsRecordttl: | NA
is to enable false
whether to honor
the TTL values
while resolving
FQDN.
unusedDestination | This configuration | No unusedDestination | NA
Cleanup is used to enable Cleanup: false
scheduler which
will remove unused
FQDN after
configured idle
time.
unusedDestination | This configuration | No unusedDestination | NA
CleanupAfter is used to decide CleanupAfter:
when to clean up 20000 #(ms)
unused destination.
unusedDestination | This configuration | No unusedDestination | NA
CleanupScheduler | is the time interval CleanupScheduler:
when the scheduler 600000 #(ms)
should run.
ephemeralStorage | Ephemeral storage | No 0 NA
Limit limit
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ddfgdnToHeader

user agent header
should be
generated with
fgdn

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

cncc.enablehttpl | This flag is used for | false true/false NA

enabling httpl

traffic on Ingress

Gateway. This

need not be

enabled unless you

need to receive

http1 traffic on

Ingress Gateway
userAgentHeaderV | This flag is used to | HELM HELM/REST NA
alidationConfigMod | accept user-agent
e configurations from

HELM or REST
userAgentHeaderV | This flag is used to | false true/false NA
alidation.enabled | enable the user-

agent feature
userAgentHeaderV | Use this parameter | Empty All NF Types that | NA
alidation.consumer | to confgure who is are defined in 3gpp
NfTypes consuming UDR specification.

from different NF Example

Types, example like PCENRFENEFUD

PCENRFUDM M
serverHeader.auto | To enable No NA default is false
BlacklistProxy.enab | blacklisting in
led server header

feature
serverHeader.auto | List of error codes | No NA NA
BlacklistProxy.error | to check for
CodelList blacklisting
serverHeader.auto | Time to blacklista |No NA NA
BlacklistProxy.black | peer in
listingPeriod milliseconds
userAgentHeaderC | parameter to No HELM NA
onfigMode configure mode of

configuration
userAgentHeader.e | flag to enable or No False NA
nabled disable the feature
userAgentHeader.n | consumer nf type | No empty string NA
fType
userAgentHeader.n | instance id of No empty string NA
finstanceld consumer nf type
userAgentHeader.a | flag to indicate if No false NA
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nfig.loadThreshold

decides whether or
not to send the
header in the next
response using this
threshold value

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

userAgentHeader.o | flag to indicate if No false NA
verwriteHeader user agent header

should be

overwritten if

already present in

the request
userAgentHeader.n | fqdn of nf No empty string NA
fFgdn
routesConfig[0].filte | Number of re- No NA NA
rName2.withServer | routes to be
HeaderSupport.retr | attempted to
ies alternate SCP

instances if request

matches this

route's path in

server header

scenario
routesConfig[0].filte | The type of No NA NA
rName2.withServer | methods for which
HeaderSupport.me | the re-route need
thods to be attempted in

server header

scenario
routesConfig[0].filte | The type response | No NA NA
rName2.withServer | error codes on
HeaderSupport.sta | which the re-route
tuses need to be

attempted in server

header scenario
routesConfig[0].filte | The type No NA NA
rName2.withServer | exceptions on
HeaderSupport.exc | which the re-route
eptions need to be

attempted in server

header scenario
routesConfig[0].me | To enable or No NA default is false
tadata.serverHead | Disable server
erEnabled header feature
routesConfig[0].me | List of NF types for | No NA NA
tadata.serverHead | server header
erNFtypes
global.IciHeaderCo | Flag to enable LCI | False True or False NA
nfig.enabled Header
global.IciHeaderCo | Egress Gateway 40 NA NA
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onfig.overloadConfi
gRange

service load level is
determined based
on this
configuration range

major: "[80-85]"
critical: "[90-100]"

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

global.IciHeaderCo | Used to send the 1000 NA NA
nfig.localLciHeader | LCI Header
Validity response for each

specific interval. If

it is 60000 ms for

every 60 sec, this

response is sent
global.IciHeaderCo | Using this header, | ConsumerHeader |NA NA
nfig.consumerSvcl | EGW identifies the
dHeader destination address

details and based

on that, it decides

whether or not to

send the Ici header
global.IciHeaderCo | This header is UDRHeader NA NA
nfig.producerSvcld | configured in the
Header same way in which

the header from

the response of

back-end service

(nudr-drservice) is

received
global.ociHeaderC | Flag to enable OCI | False True or False NA
onfig.enabled Header
global.ociHeaderC
onfig.consumerSvc
IdHeader
global.ociHeaderC | This header is UDRHeader NA NA
onfig.producerSvcl | configured in the
dHeader same way in which

the header from

the response of

back-end service

(nudr-drservice) is

received.
global.ociHeaderC | Used to send OCI | 5000 NA NA
onfig.validityPeriod | Header in the

response for each

specific interval. If

it is 30000 ms for

every 30 sec, this

response is sent.
global.ociHeaderC | The back-end minor: "[0-80]" NA NA
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Map

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
global.ociHeaderC | Indicates the minor: 5 #(Possible | NA NA
onfig.reductionMetr | percentage value |values 1 to 9 both
ics in which we will inclusive)
give information to | major: 15
consumer that how | 4(possible values 5
much traffic will be |5 15 poth
dropped before inclusive)
sending. critical: 25
#(Possible values
10 to 50 both
inclusive)
global.nfinstanceld | Indicates the global | *nfinsid NA NA
value being used at
the NF level.
global.svcToSvclns | Indicates the back- | ocudr-nudr- NA NA
tanceldMapping.sv | end service name, | drservice
cName which is
configured. This
value should match
with the service in
which perf-info
reports the load.
global.svcToSvclins | This value is ae870316-384d-45 | NA NA
tanceldMapping.se | unique for the 8a-
rvicelnstanceld service and it bd45-025¢9e74897
needs to be 6
configured with the
same value in
which NFProfile
(for nudr-drservice)
for the svc level is
sent.
global.perflnfoConfi | Configurable
g.pollinginterval interval at which
load infromation is
polled from the
perf-info service at
Gateway.
global.perfinfoConfi | Perf-Info service NA NA NA
g.serviceName name
global.perfinfoConfi | Perf-Info service NA NA NA
g.host Host IP
global.perflnfoConfi | Perf-Info service NA NA NA
g.port port
global.perfiInfoConfi | Perf-Info service NA NA
g.perfInfoRequest | request endpoint /| oad
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

deDupeResponse
Header

Used for handling
the duplicate
values in the
response headers.
Multiple values can
be provided with a
space.

For example:
content-type
nettylatency
requestmethod,
RETAIN_LAST

False

True or False

NA

oauthEnabled

To enable or
disable oauth at
the route level

False

True or False

NA

httpl.enableOutgoi
ngHTTP1

Flag to enable or
disable the
outgoing http1.1
traffic for Egress
Gateway

False

True or False

NA

shiroutingerrorcrite
riasets.id

Unique id for
sbiRoutingErrorCrit
eriaSet

NA

NA

NA

sbiroutingerrorcrite
riasets.method

Methods for which
areroute or retry is
triggered

NA

NA

NA

sbiroutingerrorcrite
riasets.response.st
atuses.statusSerie
s

Http Status series
for which a reroute
or retry is triggered
when an error
response from
downsream is
received

NA

NA

NA

shiroutingerrorcrite
riasets.response.st
atuses.status

Specific HTTP
status that belongs
to statusSeries for
which a reroute or
retry has to be
triggered. To
enable a retry or
reroute for all the
HTTP status
belonging to
statusSeries,
configure as -1

NA

NA

NA

shiroutingerrorcrite
riasets.response.ex
ceptions

Specific exceptions
for which a reroute
or retry is triggered

NA

NA

NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

shiroutingerrorcrite
riasets.response.h
eadersMatchingScr

ipt

A comma
separated String
values in the
following format:

1st token:
headerCheck
(Hard coded
values)

2nd to n-1 token:
Header names that
need to be
validated

nth token: regex
expression for the
header validation

Note: The final
result would be an
aggregated OR of
the individual
header checks.

NA

NA

NA

shiroutingerroractio
nsets.id

Unique Id for
sbiRoutingErrorActi
onSet

NA

NA

NA

sbiroutingerroractio
nsets.action

Action that needs
to be taken when a
specific criteria set
is matched.
Currently, only 2
values are
supported:
reroute/retry

NA

NA

NA

shiroutingerroractio
nsets.attempts

Maximum number
of retries to either
same or different
peer in case of
error or failures
from the back-end.

NA

NA

NA

shiroutingerroractio
nsets.blackList.ena
bled

Flag to enable the
peer blacklist
feature using the
server headers
received in the
response.

NA

NA

NA

sbiroutingerroractio
nsets.blackList.dur
ation

The duration for
which the peer is
blacklisted and no
traffic is routed to
that peer for this
period.

NA

NA
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- ___________________ |
Parameter Description Default value Range or Notes
Possible Values
(If applicable)

http1.enableOutgoi | Flag to enable or NA NA NA
ngHTTP1 disable outgoing
http1.1 traffic for
Egress Gateway

dnsRefreshDelay | Dns Refresh Delay | 10000 NA NA
in milli-seconds Unit: Milliseconds
gracefulShutdown. | It is the graceful 60s NA NA
gracePeriod shutdown time Unit: Seconds
limit.

3.1.15 alternate-route Microservice Parameters

Following table list parameters for alternate-route microservice.

Table 3-16 alternate-route microservice parameters

Parameter Description Default value Range or Notes
Possible Values
(If applicable)

extraContainers This configuration | USE_GLOBAL_VA | Allowed Values: NA

decides service LUE e ENABLED
level - DISABLED
extraContainer . USE GLOBAL
support. The VALUE

default value lets it
to be dependent on
what is configured
in the global level

replicaCount Indicates the 2 Any valid number | NA
number of pods from1lto4
that need to be

created as part of

deployment
deploymentDnsSrv. | Name of the alternate_route NA NA
image docker image of

Alternate Route

application
deploymentDnsSrv. | Tag or version of 24.1.8 NA NA
tag the image of

Alternate Route

application
deploymentDnsSrv. | This setting IfNotPresent Possible Values: NA
pullPolicy indicates if image Always

need to be pulled [fNotPresent

or not

Never

dbHooklmage.nam | Image name of common_config_h | Not Applicable NA
e dbHook ook
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Extension.labels

needs to be added
to alternate-route
Kubernetes
deployment

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
dbHooklmage.tag | Tag or version of 24.1.8 Not Applicable NA
dbHook image
dbHooklmage.pull | Pull policy of image | IfNotPresent Possible Values: NA
Policy Always
IfNotPresent
Never
service.type Type of Kubernetes | ClusterlP Possible Values: NA
service ClusterlP
NodePort
LoadBalancer
service.customExt | Custom labels that | null NA NA
ension.labels needs to be added
to alternate-route
Kubernetes service
service.customExt | Custom null NA NA
ension.annotations | Annotations that
needs to be added
to alternate-route
Kubernetes service
deployment.custom | Custom labels that | null NA NA
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number

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
deployment.custom | his can be used to NA NA
Extension.annotati | add custom annot ati ons:
ons annotation(s) to
egressgateway si decar.istio
deployment. .
.iof
pr oxyCPU:
"1000nt
sidecar.istio
.iof
pr oxyCPULi m t
"1000nt
sidecar.istio
.iof
pr oxyMenory:
"G "
sidecar.istio
.iof
pr oxyMenor yLi
mt: "1G"
proxy.istio.i
o/ config: |
termnati onDr
ai nDurati on:
60s
minReplicas Minimum number |1 NA NA
of replicas to scale
to maintain an
average CPU
utilization
maxReplicas Maximum number |5 NA NA
of replicas to scale
to maintain an
average CPU
utilization
ports.servicePort | Port number of 80 Valid Port NA
Kubernetes service
ports.containerPort | Container port 8004 Valid Port NA
number that
represents a
network portin a
single container
ports.actuatorPort | Actuator Port 9090 Valid Port NA
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pattern for FQDN
while triggering
DNS-SRV query

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
log.level.root Log level for root WARN Possible Values: NA
logs WARN
INFO
DEBUG
log.level.altroute Log level for WARN Possible Values: NA
alternate route logs WARN
INFO
DEBUG
log.level.configclien | Log level for WARN Possible Values: NA
t configuration client WARN
logs INFO
DEBUG
coherence.port Coherence port No 8000 NA
coherence.messagi| Port used by No 8095 NA
ngPortl Coherence for
communication
coherence.messagi| Port used by No 8096 NA
ngPort2 Coherence for
communication
log.level.hook Log level for hook [warn Possible Values: NA
logs WARN
INFO
DEBUG
staticVirtualFgdns[ | Name of the virtual | NA Valid name: NA
Ol.name FQDN ex: http://
abc.test.com
staticVirtualFgdns[ | Name of the NA target FQDN NA
0].alternateFqdns|O0 | alternate FQDN ex: abc.test.com
].target mapped to above
virtual FQDN
staticVirtualFgdns[ | Port number of the | NA Valid Port NA
0].alternateFgdns|O | alternate FQDN
].port
staticVirtualFgdns| | Priority number of | NA Priority Number NA
0O].alternateFqdns|[O0 | the alternate
]-priority FQDN
dnsSrvEnabled Flag to enable true true/false NA
DNS-SRV query to
coreDNS Server
dnsSrvFqdnSetting | Flag to enable the | true true/false NA
.enabled usage of custom
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

dnsSrvFqdnSetting
.pattern

Flag to enable the
usage of custom
pattern for FQDN
while triggering
DNS-SRV query

" {scheme}._tcp.
{fqdn}."

NA

NA

asynTaskExecutor.
corePoolSize

This is the number
of threads available
in the "registration”
thread pool which
performs
registration
asynchronously

10

Valid number

NA

asynTaskExecutor.
maxPoolSize

This is the limit for
maximum number
of threads in the
"registration”
thread pool

10

Valid number

NA

asynTaskExecutor.
gueueCapacity

This is the limit for
number of requests
that get queued for
the availability of
thread from
"registration”
thread pool

100

Valid number

NA

refreshTaskExecut
or.corePoolSize

This is the number
of threads available
in the "auto-
refresh” thread
pool that performs
"auto-refresh”
scheduled task

10

Valid number

NA

refreshTaskExecut
or.maxPoolSize

This is the limit for
maximum number
of threads in the
"auto-refresh"
thread pool

10

Valid number

NA

refreshTaskExecut
or.queueCapacity

Limit for number of
requests that get
gueued for the
availability of
thread from "auto-
refresh” thread
pool

20

Valid number

NA

cleanupTaskExecut
or.corePoolSize

Number of threads
available in the
"auto-cleanup”
thread pool which
performs "auto-
cleanup"
scheduled task

Valid number

NA
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

cleanupTaskExecut
or.maxPoolSize

Limit for maximum
number of threads
in the "auto-
cleanup" thread
pool

Valid number

NA

cleanupTaskExecut
or.queueCapacity

Limit for number of
requests that get
gueued for the
availability of
thread from "auto-
cleanup" thread
pool

Valid number

NA

refreshScheduler.e
nabled

Flag to enable the
"auto-refresh”
scheduled task

true

true/false

NA

refreshScheduler.in
terval

Use this to trigger
"refresh-scheduler:
as per time interval
configured in
minutes

60

Unit: Minutes

NA

refreshScheduler.a
uditorShuffle

Flag to enable
auditor (auto-
refresh)
functionality to
randomly rotate
among available
non-leader pods

false

true/false

NA

refreshScheduler.th
rottling.burstLimit

Limit for number of
DNS-SRV queries
that can be sentin
single loop while
doing auto-refresh.
It should always be
greater than zero

50

Valid Number

NA

refreshScheduler.th
rottling.burstinterva
|

Time to wait (in
seconds) before
triggering the next
burst of DNS-SRV
queries while doing
auto-refresh. This
should always be
greater than zero

Unit: Seconds

NA

refreshScheduler.th
rottling.threadPool
Size

Number of threads
in
ThreadPoolExecut
ors that schedules
the auto refresh
bursts as per
burstinterval

Valid Number

NA

cleanupScheduler.
enabled

Flag to enable the
"auto-cleanup”
scheduled task

true

true/false

NA
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outSeconds

after which the
probe times out

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
cleanupScheduler.i | Use to trigger 100 Unit: Minutes NA
nterval "cleanup-
scheduler" as per
time interval
configured in
minutes
cleanupScheduler.l | This time interval in | 200 Unit: Minutes NA
astUsedInterval minutes is used for
selection of records
for cleanup
readinessProbe.init | Configurable wait | 30 Unit: Seconds Do not change this
ialDelaySeconds time before value. If you see
performing the first delays in pod to
readiness probe by come up and probe
the Kubelet is killing the pod
then tune these
parameters
readinessProbe.tim | Number of seconds| 3 Unit: Seconds Do not change this
eoutSeconds after which the default value.
probe times out
readinessProbe.pe | Time interval for 10 Unit: Seconds Do not change this
riodSeconds every readiness value. If you see
probe check delays in pod to
come up and probe
is killing the pod
then tune these
parameters
readinessProbe.su | Number of seconds| 1 NA Do not change this
ccessThreshold after which the default value.
probe times out
readinessProbe.fail | When a Pod starts |3 NA Do not change this
ureThreshold and the probe fails, default value
Kubernetes tries
failureThreshold
times before giving
up
livenessProbe.initia | Configurable wait | 30 Unit: Seconds Do not change this
IDelaySeconds time before value. If you see
performing the first delays in pod to
liveness probe by come up and probe
the Kubelet is killing the pod
then tune these
parameters
livenessProbe.time | Number of seconds| 3 Unit: Seconds Do not change this

default value
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Parameter

Description

Default value

Range or
Possible Values
(If applicable)

Notes

.commonHooksMe
mory

database Hook
container.
Kubernetes uses
this value to decide
the node to place
the pod

livenessProbe.peri | Time interval for 15 Unit: Seconds Do not change this
odSeconds every liveness value. If you see
probe check delays in pod to
come up and probe
is killing the pod
then tune these
parameters
livenessProbe.succ | Minimum 1 NA Do not change this
essThreshold consecutive default value.
successes for the
probe to be
considered
successful after
having failed
livenessProbe.failur | When a Pod starts |3 NA Do not change this
eThreshold and the probe fails, default value
Kubernetes tries
failureThreshold
times before giving
up
resources.limits.cp | CPU Limit 2 NA NA
u
resources.limits.me | Memory Limit 2Gi NA NA
mory
resources.limits.co | CPU limit of 1 Not applicable NA
mmonHooksCpu database Hook
container
resources.limits.co | Memory limit of 1Gi Not applicable NA
mmonHooksMemo | database Hook
ry container
resources.requests | Number of CPUs 1 NA NA
.cpu requested
resources.requests | Memory 2Gi NA NA
.memory Requested
resources.requests | Number of CPU 1 Not Applicable NA
.commonHooksCp | request for
u database Hook
container.
Kubernetes uses
this value to decide
the node to place
the pod
resources.requests | Memory request for | 1Gi Not Applicable NA
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side car.

Change only if the
URL is different for
the side car
container in this
microservice

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
target.averageCpu | Limit of CPU 80 Unit: Percent NA
util utilization (in
percentage) of the
Pod for auto scaler
to pitch-in
jaegerTracingEnabl | Flag to enable false true/false NA
ed Jaeger tracing
openTracing.jaeger | Jaeger Host occne-tracer- Valid host details NA
.udpSender.host jaeger-
agent.occne-infra
openTracing.jaeger | Jaeger Port 6831 Valid Port NA
.udpSender.port number
openTracing.proba | Probabilistic 0.5 Range: 0.0-1.0 Sampler makes a
blisticSampler Sampler on Jaeger random sampling
decision with the
probability of
sampling. For
example: If the
value set is 0.1,
approximately 1 in
10 traces will be
sampled.
istioSidecarQuitUrl | Quit URL *istioQuitUrl NA Do not change this
configurable for value unless it is
side car. different from the
Change only if the value configured in
URL is different for global section
the side car reference
container in this
microservice
istioSidecarReady | Readiness URL *istioReadyUrl Not Applicable Do not change this
Url configurable for value unless it is

different from the
value configured in
global section
reference

serviceMeshCheck

Flag to enable
service mesh. Set
this to false when
side car is not
included for this
service

*serviceMeshFlag

Not Applicable

Do not change this
value unless it is
different from the
value configured in
global section
reference

commonCfgClient.
enabled

Flag to enable
persistent
configuration

true

true/false

NA
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Parameter

Description

Default value

Range or

Possible Values

(If applicable)

Notes

commonCfgServer.
configServerSvcNa
me

Service name of
common
configuration
service to which
the client tries to
poll for
configuration
updates

nudr-config

Valid server
service name

NA

commonCfgServer.
host

Host name of
Common
configuration
server to which
client tries to poll
for configuration
updates. This value
is picked up if
commonCfgServer.
configServerSvcNa
me is not available

10.75.224.123

Valid host details

NA

commonCfgServer.
port

Port of Common
Configuration
server

5001

Valid Port

NA

commonCfgServer.
pollinginterval

Interval between
two subsequent
polling requests
from configuration
client to server

5000

Valid period

NA

commonServiceNa
me

This is the common
service name that
is currently
requesting for
configuration
updates from
server

alt-route

Not Applicable

NA

restoreBackupOnin
stall

This flag when
enabled picks up
the data from the
backup table
during installation
of ingress gateway

false

true/false

NA

dropTablesOnUpgr
ade

This flag when
enabled drops the
common
configuration tables
on Helm upgrade if
there is no data in
the tables

false

true/false

NA

global.metricPrefix

NF level metric
prefix that is added
to all the metrics

No

empty string

NA
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USE_GLOBAL_VA
LUE
global.tolerations
configured value
can be used.

If set to ENABLED
tolerations
configuration below
in the same section
is used.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
global.metricSuffix | NF level metric No empty string NA
suffix that is added
to all the metrics
metricPrefix Service level metric | No empty string NA
prefix that is added
to all the metrics
metricSuffix Service level metric | No empty string NA
suffix that is added
to all the metrics
minAvailable Number of Pods Yes 0 This parameter is
must always be used for
available, even PodDisruptionBudg
during a disruption. et Kubernetes
resource
dbConfig.backupD | Configure when No NA NA
bName your backup table
should have
separate schema
global.logStorage | Ephemeral storage | No 0 NA
configuration for
log storage
global.crictiStorage | Ephemeral storage | No 0 NA
configuration for
crictl storage
ephemeralStorage | Ephemeral storage | No 0 NA
Limit limit
tolerationsSetting | Flag to enable the | USE_GLOBAL_VA | Allowed Values: NA
toleration setting at | LUE .  ENABLED
the microservice . USE GLOBAL
Ilth\;iItct)cr) global level. _VAL_UE
DISABLED
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Key

configuration at the
microservice level
when
helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

Parameter Description Default value Range or Notes
Possible Values
(If applicable)
nodeSelection Flag to enable the |USE_GLOBAL_VA | Allowed Values: NA
nodeSelection LUE . ENABLED
setting at the . USE GLOBAL
iccservce ol
If set to e DISABLED
USE_GLOBAL_VA
LUE
global.tolerations
configured value is
used.
If set to ENABLED
tolerations
configuration below
in the same section
is used.
This is applicable
for v2 apiVersion
nodeSelector
configuration.

tolerations When 1 Example: NA
tolerationsSetting
is EfNAB'-ED' tol erations:
configure ) .o "
tolerations here. key: keyl

operator:
n Equal n
val ue:

"val uel”

effect:

"NoSchedul e"
helmBasedConfigu | Node Selector API |v1 Allowed Values: NA
rationNodeSelector | version setting e v
ApiVersion . v
nodeSelector.node | NodeSelector key | Valid key for a label | NA

for a particular
node
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Parameter Description Default value Range or Notes
Possible Values
(If applicable)

nodeSelector.node | NodeSelector Valid value pair for | NA

Value Value configuration the above key for a
at the global level label for a
when particular node.

helmBasedConfigu
rationNodeSelector
ApiVersion is set to
v1 then this
configuration is
used. And this
configuration does
not depend on
nodeSelection flag,
once configured
this is used for all
microservices.

nodeSelector NodeSelector { Valid key value pair | NA
configuration when matching a node
helmBasedConfigu for nodeSelection
rationNodeSelector by a pod.
ApiVersion is set to
V2.
Uncomment and
use this

configuration when
required. Else keep
this commented.

gracefulShutdown. | It is the graceful 60s Unit: Seconds NA
gracePeriod shutdown time
limit.

3.1.16 Database Resolution Auditor Service

The following table list the user parameters for database resolution auditor service.

Table 3-17 Database Resolution Auditor Service
|

Parameter Description Default value Range or Possible
Values (If applicable)
enabled Flag for enable or false true or false
disable nudr-notify-
service
image.name Docker image name nudr_dbcr_auditor_servi | NA
ce
image.tag Docker image tag 241.1 NA
replicas replicas of 1 NA
nudr_dbcr_auditor_servi
ce
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Parameter

Description

Default value

Range or Possible
Values (If applicable)

service.type

nudr_dbcr_auditor_servi
ce service type

ClusterlP

The Kubernetes service
type for exposing UDR
deployment:

ClusterlP

NodePort

LoadBalancer

minReplicas

Minimum replicas
Minimum number of
pods.

NA

maxReplicas

Maximum replicas
Maximum number of
pods.

NA

maxUnavailable

Number of replicas that
can go down during a
disruption.

This parameter is used
for PodDisruptionBudget
k8s resource.

NA

service.port.http

HTTP port

The HTTP port to be
used in
nudr_dbcr_auditor_servi
ce

5001

NA

service.port.https

HTTPS port

The HTTP port to be
used in
nudr_dbcr_auditor_servi
ce.

5002

NA

service.port. manageme
nt

Management port.

The actuator
management port to be
used for
nudr_dbcr_auditor_servi
ce.

9000

NA

deployment.replicaCoun
t

Replicas of
nudr_dbcr_auditor_servi
ce pod.

Number of
nudr_dbcr_auditor_servi
ce pods to be
maintained by replica
set created with the
deployment.

NA

hikari.poolsize

Mysqgl Connection pool
size

The hikari pool
connection size to be
created at start up.

10

NA

hikari.connectionTimeou

t

MYSQL connection
timeout

1000

Unit: Milliseconds
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Parameter

Description

Default value

Range or Possible
Values (If applicable)

single database query. If
set to -1, there will be no
timeout set for database
queries.

hikari.minimumldieConn | Minimum idle MYSQL 5 Valid number is less
ections connections maintained than poolsize configured
hikari.idleTimeout Idle MYSQL connections | 4000 NA

timeout Unit: Milliseconds
hikari.queryTimeout Query timeout for a -1 NA

Unit: Seconds

eCpuUtil

autoscaling.
CPU utilization limit for
creating HPA.

logging.level.root Log Level WARN Possible Values -
Log level of the export WARN
tool pod.
001 po INFO
DEBUG
resources.requests.cpu | CPU Allotment for nudr- |2 NA
notify-service pod.
The CPU to be allocated
for notify service pod
during deployment.
resources.requests.mem | Memory allotment for 2Gi NA
ory nudr-bulk-import pod.
The memory to be
allocated for nudr-bulk-
import pod during
deployment.
resources.requests.logS | Log storage for 50 NA
torage ephemeral storage Unit: MB
allocation request.
resources.requests.crictl | Crictl storage for 2 NA
Storage ephemeral storage Unit: MB
allocation request.
resources.limits.cpu CPU allotment limitation. | 2 NA
resources.limits.memory | Memory allotment 2Gi NA
limitation.
resources.limits.logStora | Log storage for 1000 NA
ge ephemeral storage Unit: MB
allocation limit.
resources.limits.crictlSto | Crictl storage for 2 NA
rage ephemeral storage Unit: MB
allocation limit.
resources.target.averag | CPU utilization limit for | 80 NA
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Parameter

Description

Default value

Range or Possible
Values (If applicable)

startupProbe.failureThre
shold

Configurable number of
times startup probe will
be retried for failures.

Note: Do not change
this value. If there is
delay in pod coming up
and probe is killing the
pod, then you must

adjust these parameters.

40
Unit: Seconds

NA

startupProbe.periodSec
onds

Time interval for every
startup probe check.

Note: Do not change
this value. If we see
delays in pod coming up
and probe is killing the
pod then we should
consider tuning these
parameters.

Unit: Seconds

extraContainers

Configuration to enable
debug tool container

DISABLED

Disabled or enabled

serviceMeshCheck

Enable when deployed
in serviceMesh, referred
to the
serviceMeshCheck in
global section. Set to
false when side car is
not included for this
service.

*serviceMeshFlag

NA

Note: Do not change this
value unless it is
different from the value
configured in global
section reference.

istioSidecarReadyUrl

Readiness URL
configurable for sidecar,
refer to the global
section
istioSidecarReadyUrl.

Change only if the URL
is different for the
sidecar container in this
microservice.

*istioReadyUrl

NA

Note: Do not change this
value unless it is
different from the value
configured in global
section reference.

tolerationsSetting

Flag to enable micro
service level or global
level toleration setting.

If set to
USE_GLOBAL_VALUE
global.tolerations then
configured value will be
used.

If set to ENABLED,
service specific
tolerations setting will be
used.

USE_GLOBAL_VALUE

Allowed Values:
ENABLED D

USE_GLOBAL_VALUE
DISABLE
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Parameter

Description

Default value

Range or Possible
Values (If applicable)

nodeSelection

Flag to enable micro
service level or global
level nodeSelection
setting.

If set to
USE_GLOBAL_VALUE
global.tolerations
configured value will be
used.

If set to ENABLED,
service specific
tolerations setting will be
used.

This is applicable for v2
apiVersion nodeSelector
configuration.

USE_GLOBAL_VALUE

Allowed Values:
ENABLED D

USE_GLOBAL_VALUE
DISABLE

tolerations

Configure the tolerations
when tolerationsSetting
is ENABLED.

—

]

NA

configuration when
helmBasedConfiguration
NodeSelectorApiVersion
is set to v2.

helmBasedConfiguration | Node Selector API v2 Allowed Values:
NodeSelectorApiVersion | version setting e vl

o V2
nodeSelector NodeSelector {3 Valid key value pair

matching a node for
nodeSelection by a pod.

vl Example: zone:

ditException

tables to be monitor.

Antartica
For v1 you can have
key:value pair
configured.
dbConflictResolution.au | The list of exception The following NA

configuration can be
used as default value if
deployed in EIR mode.

ID1ITODATASEX,ID2TO
DATASEX,ID3TODATA$
EX,IDATODATAS$EX,ID5
TODATAS$EX,ID6 TODAT
ASEX,ID7TODATASEX,P
ROFILE_DATASEX

If installed in SLF, UDR,
or All modes change the
value as following:

ID1ITODATASEX,ID2TO
DATASEX,ID3TODATAS$
EX,IDATODATAS$EX,ID5
TODATAS$EX,PROFILE_
DATA$EX
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Parameter

Description

Default value

Range or Possible
Values (If applicable)

dbConflictResolution.del
eteException

The list of exception
tables to be cleared
without auditing.

All mode:
GROUP_ID_MAPS$EX,S
LF_GROUP_NAMESEX,
PCF_DATA$EX,SUBSC
RIPTIONSEX,NEF_DAT
ASEX,EXPOSURE_DAT
AS$EX,NEF_SUBSCRIP
TIONSEX,AUTHENTICA
TION_DATASEX,UDM_A
UTH_ENCS$EX,CONTE
XT_DATA_1$EX,CONTE
XT_DATA_2$EX,UDM _
DATA1$EX,UDMSUBSE
X,UDM_DATA2$EX,UE_
UPDATE_CONFIRMATI
ON_DATAS$EX,UE_SPE
CIFIC_DATA 1$EX,UE_
SPECIFIC_DATA 2$EX,
UDM_SHARED_ DATA$
EX,PROVISIONED_DAT
A_1$EX,UDM_SUBSCR
IPTIONS$EX,PCF_AMDA
TA$SEX,PCF_UEPOLICY
SET$EX

You can configure the
following values based
on deployment mode:

* UDR Mode:
PCF_DATASEX,SU
BSCRIPTIONSEX,N
EF_DATASEX,EXP
OSURE_DATASEX,
NEF_SUBSCRIPTI
ONSEX,AUTHENTI
CATION_DATASEX,
UDM_AUTH_ENC$
EX,CONTEXT_DAT
A_1$EX,CONTEXT
_DATA_2$EX,UDM
_DATA1$EX,UDMS
UBS$EX,UDM_DATA
23EX,UE_UPDATE
_CONFIRMATION_
DATASEX,UE_SPE
CIFIC_DATA_1$EX,
UE_SPECIFIC_DAT
A_2$EX,UDM_SHA
RED_DATASEX,PR
OVISIONED_DATA _
1$EX,UDM_SUBSC
RIPTIONSEX,PCF_
AMDATASEX,PCF_
UEPOLICYSETS$EX

e SLF Mode:
GROUP_ID_MAP$

NA
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Table 3-17 (Cont.) Database Resolution Auditor Service

Parameter

Description

Default value

Range or Possible
Values (If applicable)

EX,SLF_GROUP_N
AMESEX

eteConsumer

data tables to be
audited.

EIR Mode:
EIR_DATASEX
dbConflictResolution.del | The list of consumer All mode: NA

PROFILE_DATA,GROU
P_ID_MAPPCF_DATAN
EF_DATA,EXPOSURE_
DATA, AUTHENTICATIO
N_DATA,UDM_AUTH_E
NC,CONTEXT_DATA 1,
CONTEXT_DATA_2,UD
M_DATA1
UDMSUB,UDM_DATA2,
UE_UPDATE_CONFIR
MATION_DATA,UE_SPE
CIFIC_DATA_1,UE_SPE
CIFIC_DATA_2,PROVISI
ONED_DATA_1,EIR_DA
TA,PCF_AMDATA,PCF _
UEPOLICYSET

You can configure the

following values based

on deployment mode:

*  EIR mode:
PROFILE_DATA,EI
R_DATA

. SLF mode:
PROFILE_DATA,GR
OUP_ID_MAP

« UDR mode:

PROFILE_DATA,PC
F_DATA,NEF_DATA
[EXPOSURE_DATA
,AUTHENTICATION
_DATA,UDM_AUTH
_ENC,CONTEXT_D
ATA_1,CONTEXT_
DATA_2,UDM_DATA
1
UDMSUB,UDM_DA
TA2,UE_UPDATE_
CONFIRMATION_D
ATA,UE_SPECIFIC
_DATA_1,UE_SPEC
IFIC_DATA_2,PROV
ISIONED_DATA 1,
PCF_AMDATA,PCF
_UEPOLICYSET
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Table 3-17 (Cont.) Database Resolution Auditor Service

Parameter

Description

Default value

Range or Possible
Values (If applicable)

dbConflictResolution.au
ditldxtodata

The list of data id tables
to be audited.

EIR mode:
ID1ITODATA,ID2TODATA
,ID3TODATA,ID4TODAT
A,ID5TODATA,ID6TODA
TA,ID7TODATA

You can configure the
following values based
on deployment mode:

All/SLF/UDR modes:
ID1ITODATA,ID2TODATA
,ID3TODATA,ID4TODAT
A,ID5STODATA

NA

mateSitesigwlIPList

It is a comma separated
list of mate site Ingress
gateway provisioning IPs
or FQDN with port.

Example: In case of
three-site setup installed
on myudrl, myudr2, and
myudr3 namespaces
and the release name
used is ocudr. The
configuration must be
same as the default
value for sitel installed
on myudrl namespace.
For site2 installed on
myudr2 namespace, the
value must be
http://ocudr-

i ngressgat eway-
prov. nyudr: 80, ht
tp://ocudr-

i ngressgat eway-
prov. nyudr 3: 80 so
that site2 has the details
of its mate sites.

The site3 installed on
myudr3 namespace, the
value should be
http://ocudr-

i ngressgat eway-
prov. myudr: 80, ht
tp://ocudr-

i ngressgat eway-
prov. nyudr 2: 80, so
that site3 has the details
of its mate sites.

http://ocudr-

i ngr essgat eway-
prov. nyudr 2: 80, h
ttp://ocudr-

i ngr essgat eway-
prov. myudr 3: 80

Valid IP with port or
FQDN with port. This
must be comma
separated.

gracefulShutdown.grace
Period

The graceful shutdown
period used for Diameter
Gateway service
termination.

30s
Unit Seconds

NA
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Table 3-17 (Cont.) Database Resolution Auditor Service
|

Parameter Description Default value Range or Possible
Values (If applicable)
dbcrAuditinterval Specifies the database | 900000 NA
audit interval. This is an | Unit: Milliseconds
engineering

configuration, it is
recommended to not
modify this value.
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Upgrading UDR

This chapter provides information about upgrading Oracle Communications Cloud Native Core,
Unified Data Repository (UDR) deployment to the latest release.

To upgrade UDR 23.4.x to 24.1.x, follow the instructions given in the Helm Upgrade section.

4.1 Supported Upgrade Path

The following table lists the supported upgrade paths for UDR:

Table 4-1 Supported Upgrade Path

- ________________________________|
Source UDR Release Target UDR Release

23.3.x, 23.4.x, and 24.1.0 2411

4.2 Preupgrade Tasks

This section provides information about preupgrade tasks to be performed before upgrading
UDR:
» Take a backup of the current custom-values.yaml file.

e Update the new custom_values.yaml file. For more details about Helm configurable
parameters, see UDR Configuration Parameters.

«  Provisioning traffic must be stopped when the upgrade procedure is performed.

« Make sure that the current deployment is good for an upgrade before you perform an
upgrade on the existing deployment. To verify the current deployment, see Verifying
Installation.

» Before upgrading, perform sanity check using Helm test. See Performing Helm Test
section for the Helm test procedure.

e Install or upgrade the network policies, if applicable. For more information, see Configuring
Network Policies.

Upgrade Prerequisites
Before upgrade procedure, ensure that the following prerequisites are met.

Perform the following steps on the UDR, SLF and EIR mode database:

*  Run the following command to log in to one of the ndbappmysqld nodes.
kubect! exec -it ndbappnysqld-0 -n <cndbtier-ns> bash
*  Run the following command to log in to mysqgl terminal.

mysqgl -h127.0.0.1 -u<udruser> - p<udrpasswor d>
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*  Run the following SQL statements.

-- Use configuration database, Should be run for all configuration
dat abases across different site deploynents for nultisite
use <useconfigdb>;
CREATE TABLE | F NOT EXI STS ERROR_CATALQOG (
M CROSERVI CE_I D varchar (10) NOT NULL,
APP_ERROR _CCDE varchar (5) NOT NULL,
CATEGORY varchar (20) NOT NULL,
DETAI L varchar (420) NOT NULL,
TROUBLESHQOTI NG_| NFO var char (1000),
PRI MARY KEY (M CROSERVI CE_I D, APP_ERRCR_CODE)

)

4.3 Upgrade Task

This section provides information about the sequence of tasks to be performed for upgrading
an existing UDR deployment.

Helm Upgrade

To upgrade UDR 23.4.x to 24.1.1, follow the instructions given below.

@® Note

During in service upgrade from 23.4.x to 24.1.1, there can be a traffic loss of about
1%.

Upgrading an existing deployment replaces the running containers and pods with new
containers and pods. If there is no change in the pod configuration, it is not replaced. Unless
there is a change in the service configuration of a microservice, the service endpoints remain
unchanged. For example, ClusterlP.

To upgrade multiple site deployment, see Upgrade of Multiple Site Deployments.

Configuring cnDBTier in UDR and SLF

1. Enable the flag ndb_al | ow_copyi ng_al t er _t abl e on cnDBTier configurations and upgrade
cnDBtier. This step is applicable only for cnDBTier 24.1.1.

@® Note

The above configuration is required only when you upgrade cnDBTier and it can
be preformed post the UDR upgrade to maintain the upgrade procedure order.

2. The below step is applicable only for multiple site cnDBtier deployment.

Update mysqld configuration in the cnDBTier custom values file before the installing or
upgrading UDR or SLF.

gl obal :
ndbconfi gurations:

api
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auto_increment _i ncrement: 3
auto_increment _offset: 1

® Note

e Setthe aut o_i ncrenent _i ncrenent parameter as same as number of
sites. For example: If the number of sites is 2, set its value as 2 and if the
number of sites is 3, set its value as 3.

* Setthe aut o_i ncrenent _of f set parameter as site ID. For example: The
site ID for Site 1 is 1, Site 2 is 2, for Site 3 is 3 and so on.

e If the fresh installation or upgrade of UDR or SLF on cnDBTier is not planned,
then run the following command to edit the exiting mysqgldconfig configmap on
all the cnDBTier sites.

kubect!| edit configmap nysql dconfig <db-site-namespace>

For Example: kubect| edit configmap nmysqldconfig -n sitel

@ Note

Update the aut o_i ncr enent _i ncr enent and
aut o_i ncrement _of f set values as mentioned in the previous step
for all sites.

Upgrading UDR

/\ Caution
»  Stop the provisioning traffic before you start the upgrade procedure.
* Do not configure UDR while the upgrade is in progress.

» Do not exit the hel m upgr ade command manually. After running the hel m
upgr ade command, it takes sometime (depending upon number of pods to
upgrade) to upgrade all of the services. Do not press "ctrl+c" to exit the hel m
upgr ade command. It may lead to anomalous behavior.

1. Untar the latest OCUDR software components and if required, re-tag and push the images
to customer's repository. For more information about extracting OCUDR software
components, see Pushing the Images to Customer Docker Registry.

2. Take a backup of the 23.4.x version's <ocudr-values.yaml> file.
3. Modify the ocudr-custom-values-24.1.1 yaml file parameters as per site requirement.

4. Retain the nfInstanceld configuration for the site same as OCUDR 23.4.x values. In case
of multisite deployments, configure nfinstanceld differently for each SLF or UDR.

5. Ensure the nflnstanceld configuration in the global section is same as that in the
appProfile section of NRF client.
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@® Note

This step is applicable to all UDR installations from 1.14.x onwards.

The following steps are required only when the Control Shutdown feature need to be
enabled or it is enabled during upgrade:

e Perform the following steps when Control Shutdown feature is enabled and upgraded
from 23.1.x to 24.1.1:

a. Log into one of the cnDBtier pods using the exec command.
Example:

kubect| exec -it <pod-name> -n <namespace> bash

b. Run the following command to choose the database:

use configDB

c. Run the following command to update the supported configuration item for
operational state:

UPDATE configuration_item SET
cfg_val ue='{"operational State":"NORMAL", "operational StateH story":
[1}' where cfg_key=" OPERATI ONAL- STATUS' ;

The following steps are required only when the Network Policy and Conflict Resolution
features need to be enabled during upgrade:

*  Enable Network Policy when upgrading to 24.1.1, see Configuring Network Policies
and Network Policy section in the Oracle Communications Cloud Native Core, Unified
Data Repository User Guide.

« Enable Conflict Resolution when upgrading to 24.1.1, see Conflict Resolution section
in the Oracle Communications Cloud Native Core, Unified Data Repository User
Guide.

Assign appropriate values to core_service in the applnfo configuration based on udrMode.

® Note
This step is applicable to all UDR installations from 1.14.x onwards.
Change the configurations in the ocudr-custom-values-24.1.1.yaml file as per site

requirements. For more information about UDR configuration, see UDR Configuration
Parameters.

Run the following command to upgrade an existing UDR deployment.

$ hel m upgrade <rel ease> <hel m chart> [--version <OCUDR version>] -f
<ocudr - cust om val ues-24. 1. 1. yam >

<r el ease> is available in the output of hel m | i st command.
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<hel m chart > is the name of the chart in the form of <repository/ocudr> e.g. reg-1/ocudr
or cne-repo/ocudr.

$ hel mupgrade <rel ease> -n <namespace> <hel m chart> [--versi on <OCUDR
version>] -f <ocudr-customval ues-24.1.1.yan >

<r el ease> is available in the output of hel m | i st command.

<hel m chart > is the name of the chart in the form of <repository/ocudr> e.g. reg-1/ocudr
or cne-repo/ocudr.

11. Perform sanity check using Helm test. See Performing Helm Test section for the Helm test
procedure.

The below steps are applicable only when there is a helm upgrade failure:

e If the helm upgrade failure is intermittent, check the below error scenarios.

1.

If the helm upgrade fails with <hel m r el ease- nane>- nudr - conf i g- server -
pre-roll back/ <hel mr el ease- name>- nudr - conf i g- server - post -
rol | back hook running into Error state, checkthe logs of the failed hook.

Perform Step 3, if the logs show any of the following errors:

a. "message":"Unknown column 'tb.snapshot_id' in ‘where clause™

b. "message":"Rolling back to the savepoint and exiting...","thrown":
{"commonElementCount":0,"localizedMessage":"Table

‘udrconfigdb.snapshot_mapping' doesn't exist","message":"Table
udrconfigdb.snapshot_mapping' doesn't exist"

Update the database tables using the following workaround SQL statements:

a. Run the following command to log in to ndbappsql node pods.

"kubect| exec <sqglnode> -n <ns> -it bash"

b. Copy the below command in codeblock to a commands.sql file. The commands.sql
file can be created using vim editor that is present inside mysqgl pod.
SQL Commands

SET defaul t _storage_engi ne=NDBCLUSTER,
use udrconfi gdb;
drop table if exists snapshot mapping;
CREATE TABLE I F NOT EXI STS snapshot _mappi ng
( snapshot _id bigint(20) NOT NULL AUTO | NCREMENT,
“name’ varchar (255) COLLATE utf8 unicode _ci NOT NULL,
“created time' datetime DEFAULT CURRENT TI MESTAMP,
“restored_tine' datetinme DEFAULT NULL,
PRI MARY KEY (" snapshot id"),
UNI QUE KEY “nane’ ( name’) )
AUTO_| NCREMENT=21 DEFAULT CHARSET=utf8
COLLATE=ut f 8_uni code_ci ;
alter table topic_info _backup add col um snapshot id bigint;
alter table topic_info_backup add foreign key (snapshot _id)
ref erences snapshot mappi ng(snapshot id);
alter table configuration_itembackup add col unm snapshot id bigint;
alter table configuration_itembackup add foreign key (snapshot id)
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ref erences snapshot _mappi ng(snapshot _id);

use udrdb;

del ete from Rel easeConfig where Sitel d="5a7bd676- ceeb- 44bb- 95e0-
f 6a55a328b03" and Cf gKey="nrf-client-nf mnanagenment";

® Note

— The second SQL command use udr confi gdb mentioned above must
refer to the configuration database name of UDR or SLF

— The second last SQL command use udr db mentioned above must
refer to the subscriber database name of UDR or SLF.

— The last SQL command Si t el d mentioned above must be same as
the one configured in gl obal . nf I nst ancel d in the ocudr 24.1.1
custom-values.yaml file.

c. Run the below command to load the SQL commands to the database.

mysql -h127.0.0.1 -u<username> -p<password> < conmands. sql

After performing the above workaround, retry the rollback again using the helm upgrade
command.

Upgrade of Multiple Site Deployments

You must follow a specific order during upgrade of multiple site deployment. You must upgrade
one site at a time starting with the NF and then cnDBTier. For example, in a three site setup,
you must follow the below order for NF and cnDBTier upgrade:

Upgrade Site 1 UDR, Provisioning Gateway, CNC Console, and Tools (subscriber bulk
import and subscriber export tool) deployments if present.

Upgrade Site 1 cnDBTier

Upgrade Site 2 UDR, Provisioning Gateway, CNC Console, and Tools (subscriber bulk
import and subscriber export tool) deployments if present.

Upgrade Site 2 cnDBTier

Upgrade Site 3 UDR, Provisioning Gateway, CNC Console, and Tools (subscriber bulk
import and subscriber export tool) deployments if present.

Upgrade Site 3 cnDBTier

The above upgrade order is required because of the SQL rollback limitation applicable for
cnDBTier:

If there are schema changes on any of the tables when running on the higher n+1 release
version of cnDBTier, then when you rollback the NF to "n" version of cnDBtier, the schema
changes which happened on the higher n+1 version will not be handled and the tables with
these changes are dropped and are not re-created on the lower version. For more
information, see the Prerequisites section in the Oracle Communications Cloud Native
Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide.

Rollback of cnDBTier must be performed carefully as per the specified order mentioned in
Rollback of Multiple Site Deployments because UDR, Provisioning Gateway, and Tools
(subscriber bulk import and subscriber export tool) upgrade and rollback procedure
includes database schema changes.
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e There must not be database schema change in the current cnDBTier version to rollback. If
there is any database schema change after cnDBtier is upgraded, then these schema
changes must be reverted. You must contact My Oracle Support for assistance.

@® Note

» To enable conflict resolution feature during upgrade. For more information, see
"Conflict Resolution" section in Oracle Communications Cloud Native Core,
Unified Data Repository User Guide. You must perform the schema changes
before upgrading UDR components and cnDBTier.

»  During the upgrade procedure if there is an issue on UDR, Provisioning Gateway,
or Tools in any sites, then UDR, Provisioning Gateway, or Tools must be rolled
back immediately. Do not rollback cnDBTier. cnDBTier must be rolled back only if
there is a cnDBTier upgrade issues.

*  Verify the cnDBTier after the upgrade is complete. If there are issues, rollback the
cnDBTier immediately. Do not rollback UDR, Provisioning Gateway, or Tools, they
can remain on the higher version and are compatible with n-1 cnDBTier release.

» To avoid failures during cnDBTier rollback due to schema changes (for example,
helm upgrade, rollback performed on UDR, Provisioning Gateway, and subscriber
bulk import and subscriber export tool deployments), you can drop the modified
schema tables manually before rollback and re-create the modified schema tables
after the rollback is complete. For more information, see the Prerequisites section
in the Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade,
and Fault Recovery Guide and contact My Oracle Support for assistance.

If the Provisioning Gateway, nudr-bulk-import, and nudr-export-tool are deployed in the site, the
upgrade must be preformed in the order as follows:

e Upgrade UDR

e Upgrade Provisioning Gateway
e Upgrade nudr-bulk-import

e Upgrade nudr-export-tool

e Upgrade cnDBTier

If the upgrade fails, see the Debugging Upgrade or Rollback Failure section in the Oracle
Communications Cloud Native Core, Unified Data Repository Troubleshooting Guide.

4.4 Postupgrade Tasks

From 24.1.0 release onwards the following features are supported using REST API. The
features are migrated from HELM to REST API mode during upgrade procedure. After
upgrading from a previous release version to 24.1.0 version the features are disable by default:

e Server Header Support on IGW-Sig
* User Agent Header Support on IGW-Sig
* User Agent Header Support on EGW

Perform the following steps post the Helm upgrade to configure the following features.

» Server Header Support on IGW-Sig:
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Perform a GET operation on htt p: // <nudr _confi g_svc_| P>: <port >/ udr/ nf -
conmon- conponent / v1/i gw si g/ server header det ai | s to get the current
configurations of the feature.

{
"enabl ed": fal se,
"errorCodeSeriesld": "E1",
"configuration": {
“nf Type": "",
"nf I nstancel d": "5a7bd676-ceeb-44bb- 95e0-f 6a55a328b03"
}
}

Perform a PUT operation on htt p: // <nudr _confi g _svc_| P>: <port >/ udr/nf -
conmon- conponent / v1/i gw si g/ server header det ai | s to enable the feature
by setting the enabl ed parameter to true and configuring the nf Type and

error CodeSeri esl d as required.

{
"enabl ed": true,
"errorCodeSeriesld": "E1",
"configuration": {
“nf Type": "UDR',
"nf I nstancel d": "5a7bd676-ceeb-44bb- 95e0-f 6a55a328b03"
}
}

Perform a PUT operation on htt p: // <nudr _confi g _svc_| P>: <port >/ udr/nf -
conmmon- conponent / v1/i gw si g/ errorcodeseri esli st to configure the error
code series list.

"id": "P1",

"exceptionList": [
"Request Ti neout ",
"Connecti onTi neout ",
"UnknownHost Except i on",
" Not FoundExcept i on"

]i
"errorCodeSeries":
[

{

“errorSet": "5xx",
"errorCodes": [503]

"id": "E1",
“errorCodeSeries": [
{
“errorSet": "4xx",
“errorCodes": [
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-1
]
¥
{
“errorSet": "5xx",
“errorCodes": [
-1
]
!

]

e User Agent Support on IGW-Sig:

— Perform a GET operationon ht t p: / / <nudr _confi g_svc_I P>: <port >/ udr/ nf -
common- conponent / v1/i gw si g/ user agent header val i dat i on to get the
current configurations of the feature.

{
"enabl ed": fal se,
"val i dationType": "strict",
"consumer Nf Types": [
"PCF",
"NRF",
" UDM!
]
}

— Perform a PUT operation on htt p: // <nudr _confi g _svc_| P>: <port >/ udr/nf-
conmmon- conponent / v1/i gw si g/ user agent header val i dati on to enable the
feature by setting the enabl ed parameter to true.

{
"enabl ed": true,
"val idationType": "strict",
"consumer Nf Types": [
"PCF",
"NRF",
" UDM'
]
}

e User Agent Support on EGW:

— Perform a GET operation on ht t p: / / <nudr _confi g_svc_I P>: <port >/ udr/ nf -
conmon- conponent / v1/ egw user agent header to get the current configurations
of the feature.

"nf Fgdn": "",
"nf Type": "",
"enabl ed": fal se,

"nflnstancel d": ,
"addFqdnToHeader": fal se,
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"overwriteHeader": false

}

— Perform a PUT operation on htt p: // <nudr _confi g_svc_I P>: <port >/ udr/nf -
common- conponent / v1/ egw user agent header to enable the feature by setting
the enabl ed parameter to true and configuring the mandatory. nf Type parameter as

required.

{
"nf Fqdn": "",
"nf Type": "UDR',

"enabl ed": true,
“nflnstanceld": "",
"addFqdnToHeader": fal se,

"overwriteHeader": false

}

For more information about REST API, see Oracle Communications Cloud Native Core,
Unified Data Repository REST Specification Guide.
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Rolling Back UDR

This chapter provides information about rolling back Oracle Communications Cloud Native
Core, Unified Data Repository (UDR) deployment to the previous release.

5.1 Supported Rollback Paths

The following table lists the supported rollback paths for UDR:

Table 5-1 Supported Rollback Path

|
Source UDR Release Target UDR Release

2411 23.3.x, 23.4.x, and 24.1.0

To rollback to the previous UDR version, run the following command to check if the pods have
successfully started (shows running state).

kubect| get pods -n <namespace_nane>

Where, <nanmespace_nane> is the UDR namespace name. For example, ocudr .

If the pod logs or describe pods command results are not sufficient to handle the issue, then
rollback using Helm and proceed with Rollback DB Schema instructions.

5.2 Rollback Tasks

Run the following command to check if the pods are successfully started:

kubect| get pods -n <nanespace_nane>

@® Note

You have to rollback if there are issues that cannot be recovered by checking the logs.
You must perform a helm rollback first and then proceed with rollback database
schema instructions.

Use the backup of the 23.4.x version's <ocudr-values.yaml> file to roll back from UDR 24.1.1 to
a previous version;

1. Run the following command to obtain the revision number:

hel m hi story <hel mrel ease nane>

Example: hel m hi story ocudr
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Run the following rollback command.

® Note

For multisite deployments, run the rollback command for all sites.

hel mrol | back <hel mrel ease name> <revi sion_no>

Where, <hel m r el ease_nane> is the release name used by the Helm command.
<revi si on_no> is the release number to which UDR needs to be rolled back.
Example: hel mrol | back ocudr 1

Run the following command when you upgrade from 23.3.x or 23.4.x to 24.1.1 and then
rollback to 23.3.x or 23.4.x:

Login to nysqgl, "kubectl exec <dataNodes> -n <nanespace> -it bash"
Login to nysql password: nysql -h 127.0.0.1 -uroot -pNextGenCne
use <udrdb- nane>;
Exanpl e: use udrdb;
del ete from Rel easeConfig where Siteld=<siteld> and Cf gkey=ocudr;

To rollback multiple site deployment, see Rollback of Multiple Site Deployments.

Rollback of Multiple Site Deployments

You must follow a specific order during rollback of multiple site deployment. You must rollback
all cnDBTier sites and then rollback UDR across all sites. For example, in a three site setup
you must follow the below order for NF and cnDBTier rollback:

Rollback site 1 cnDBTier
Rollback site 2 cnDBTier
Rollback site 3 cnDBTier

Rollback Site 1 UDR, Provisioning Gateway, CNC Console, and install the rollback version
of the tools (subscriber bulk import and subscriber export tool) deployments if present.

Rollback Site 2 UDR, Provisioning Gateway, CNC Console, and install the rollback version
of the tools (subscriber bulk import and subscriber export tool) deployments if present.

Rollback Site 3 UDR, Provisioning Gateway, CNC Console, and install the rollback version
of the tools (subscriber bulk import and subscriber export tool) deployments if present.

The above rollback order is required because of the SQL rollback limitation applicable for
cnDBTier:

If there are schema changes on any of the tables when running on the higher n+1 release
version of cnDBTier, then when you rollback the NF to "n" version of cnDBtier, the schema
changes which happened on the higher n+1 version will not be handled and the tables with
these changes are dropped and are not re-created on the lower version. For more
information, see the Prerequisites section in the Oracle Communications Cloud Native
Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide.

Rollback of cnDBTier must be performed carefully as per the above specified order
because UDR, Provisioning Gateway, and Tools (subscriber bulk import and subscriber
export tool) upgrade and rollback procedure includes database schema change.
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e There must not be database schema change in the current cnDBTier version to rollback. If
there is any database schema change after cnDBtier is upgraded, then these schema
changes must be reverted. You must contact My Oracle Support for assistance.

@® Note

*  You must disable the conflict resolution feature during rollback. For more
information, see "Conflict Resolution" section in Oracle Communications Cloud
Native Core, Unified Data Repository User Guide. You must perform the schema
changes before upgrading UDR components and cnDBTier. Schema changes
performed during upgrade can be retained since the changes do not impact when
you rollback the UDR version.

» During the upgrade procedure if there is an issue on UDR, Provisioning Gateway,
or Tools in any sites, then UDR, Provisioning Gateway, or Tools must be rolled
back immediately. Do not rollback cnDBTier. cnDBTier must be rolled back only if
there is a cnDBTier upgrade issues.

»  Verify the cnDBTier after the upgrade is complete. If there are issues, rollback the
cnDBTier immediately. Do not rollback UDR, Provisioning Gateway, or Tools, they
can remain on the higher version and are compatible with n-1 cnDBTier release.

* To avoid failures during cnDBTier rollback due to schema changes (for example,
helm upgrade, rollback performed on UDR, Provisioning Gateway, and subscriber
bulk import and subscriber export tool deployments), you can drop the modified
schema tables manually before rollback and re-create the modified schema tables
after the rollback is complete. For more information, see the Prerequisites section
in the Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade,
and Fault Recovery Guide and contact My Oracle Support for assistance.

If the rollback fails, see the Debugging Upgrade or Rollback Failure section in the Oracle
Communications Cloud Native Core, Unified Data Repository Troubleshooting Guide.

5.3 Postrollback Tasks

After performing rollback, restore preupgrade data obtained earlier through manual backup.

GET API for different resources can be used to see current values in UDR, then accordingly if
any update required, individual service APIs defined for different resources can be used to
reconfigure the data backup taken before upgrade. See Oracle Communications Cloud Native
Core, Unified Data Repository REST Specification Guide for API details.
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Uninstalling UDR

This chapter provides information about uninstalling Oracle Communications Cloud Native
Core, Unified Data Repository (UDR).

6.1 Uninstalling UDR Using Helm

To uninstall or completely delete the UDR deployment, run the following command:

hel m uninstall <hel mrel ease_nanme_for_ocudr> --namespace <ocudr_nanmespace>

Where,

<hel mrel ease>

is a name provided to identify the Helm deployment.

<nanmespace>

is the name provided to identify the namespace of UDR deployment.
Example:

hel m uninstall ocudr -n ocudr

© mportant

As part of UDR uninstallation, its databases are not dropped. If you want to drop the
databases, see Removing UDR Database.

@ Note

The kubect| commands may vary depending on the platform deployment. Replace
kubectl with Kubernetes environment-specific command line tool to configure
Kubernetes resources through kube-api server. The instructions provided in this
section are as per the Oracle Communications Cloud Native Environment (OCCNE)
version of kube-api server.
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/\ Caution

User, computer and applications, and character encoding settings may cause an issue
when copy-pasting commands or any content from PDF. The PDF reader version also
affects the copy-pasting functionality. It is recommended to verify the pasted content
especially when the hyphens or any special characters are part of the copied content.

Helm keeps a record of its releases, so you can still reactivate the release after uninstalling it.

To completely remove a release from the cluster, add the - - pur ge parameter to hel m del ete
command:

hel m del ete --purge rel ease_nane

For example:

hel m del ete --purge ocudr

To verify the UDR uninstallation, run the following command:

kubect! get all -n <rel ease-namespace>

In case of successful uninstallation, no UDR resource is displayed in the command output.

If the command output displays the UDR resources or objects, then perform Deleting
Kubernetes Namespace.

If the command output displays any Kubernetes namespace, then perform Deleting
Kubernetes Namespace.

6.2 Deleting Kubernetes Namespace

This section describes how to delete Kubernetes namespace where UDR is deployed.

Run the following command to delete the Kubernetes namespace:
kubect| del ete namespace <rel ease_namespace>
Where,

<rel ease_nanespace> is the deployment namespace used by the Helm command.

For example:

kubect| del ete namespace ocudr

6.3 Removing UDR Database

This section describes how to remove database when uninstalling UDR.
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Single Site Deployment

Run the following command to remove UDR subscriber and configurations database on single
site setup

@® Note

When dropping <udr db_nane> or <udr conf i gdb_nane> database, make sure that there
are no service or tools like nudr-bulk-import or nudr-odmand-migration running. If the
service or tools are running, you must uninstall UDR deployment and UDR tools.

1. Run the following command to log in to one of the ndb app SQL node pods.

kubect| exec -it ndbappnysqld-0 -n <dbtier-ns> bash

Example:
kubect| exec -it ndbappnysqld-0 -n occne-rsl bash

2. Run the following command to log in to the SQL terminal using UDR database user
credentials.

mysql -h127.0.0.1 -u<username> -p<password>

Example:

mysgl -h 127.0.0.1 -uudruser -pudrpasswd

3. Run the following commands to drop the configuration and subscriber databases.

drop database <udrdb_nane>;
drop dat abase <udrconfigdb_nane>;

Example:

drop dat abase udrdb;
drop dat abase udrconfigdb;

Multiple Site Deployment

Run the following command to remove UDR subscriber and configurations databases on
multisite setup.

NOT_SUPPORTED

Perform the following steps on one of the sites by logging into one of the ndb app SQL
nodes.
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@® Note

When dropping <udr db_name> or <udr conf i gdb_name> DB for multiple site , Make sure
there are no service or tools like nudr-bulk-import or nudr-odmand-migration running in
any site. If the service or tools are running, you must uninstall UDR deployment and
UDR tools from all site.

Run the following command to log in to one of the ndb app SQL node pods on one of the
sites.

kubect! exec -it ndbappnysqgld-0 -n <dbtier-ns> bash

Example:
kubect! exec -it ndbappnysqld-0 -n occne-rsl bash

Run the following command to log in to the SQL terminal using UDR database user
credentials.

mysql -h127.0.0.1 -u<username> -p<password>

Example:
mysqgl -h 127.0.0.1 -uudruser -pudrpasswd
Run the following commands to drop the configuration and subscriber databases.

drop dat abase <udrdb_name>;
drop dat abase <udrconfigdb_nane>;

Example:

drop dat abase udrdb;

drop dat abase udrconfigsiteldb;
drop dat abase udrconfigsite2db;
drop dat abase udrconfigsite3db;

6.4 Cleaning UDR Deployment

This section describes how to clean the UDR deployment:

1.

Run the following command to remove all failed Helm releases:

helmls --all

If UDR Helm release is in a failed state, then run the following command to uninstall the
namespace:

hel 8 uninstal |l <rel ease-name> -n <rel ease- nanespace>
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@® Note

If this is taking more time as it is running the delete hook jobs, then run the
following script in parallel (in another session) to clear all the delete jobs.

while true; do kubectl delete jobs --all -n <rel ease-namespace>
sl eep 5;done

Monitor the "helm delete <r el ease- namespace>" command. Once that is succeeded, press
"ctrl+c" to stop the above command.

Run the following command to clean all the Kubernetes objects:

kubect| get all -n <rel ease-nanespace>

It gives a detailed overview of the current objects of <release-namespace>. Delete all
those objects.

/\ Caution

Be sure before running the following commands as it deletes all objects of
Kubernetes in the specified namespace. In case the user has created RBAC and
service account details before Helm install in the same namespace and is
required, then do not delete them. In case, custom service account was not
provided by the user and it is safe to remove it, then run the following commands
to delete the resources or objects which are not required:

Deleting all the Kubernetes objects:

kubect| delete all --all -n <rel ease-namespace>

Deleting all the current configmaps:

kubect! delete cm--all -n <rel ease- nanespace>

Run the following command to view all the pending resources not cleaned during helm
uninstall.

kubect! get all -n <rel ease-namespace>
Run the following command to delete the pending resources:
kubect| del ete <resource-type> <resource-name> -n <rel ease- nanmespace>

Run the following command to delete Kubernetes namespace:
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/\ Caution

Be sure before removing the namespace. It deletes all the resources or objects
created in the namespace.

kubect| del ete namespace <ocudr kubernetes nanespace>

Example:

kubect| del ete namespace ocudr
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Fault Recovery

This chapter describes the procedures to perform fault recovery for Oracle Communications
Cloud Native Core, Unified Data Repository (UDR) deployment.

7.1 Overview

The UDR operators can take database backup and restore them either on the same or a
different cluster. The UDR database (MySQL NDB Cluster) is used for running any command
or to follow any instruction.

@® Note

This guide describes recovery procedures to restore UDR database only. To restore all
the databases that are part of cnDBTier, see Oracle Communications Cloud Native
Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide. available on My
Oracle Support (MOS).

Database Model of UDR

UDR database consists of configuration data and subscribers data. The details are as follows:

* Configuration Data: The configuration data is exclusive for a given site. Thus, an exclusive
logical database is created and used by a site to store its configuration data. Using CNC
Console and Configuration Management service, an operator can configure data in the
respective site only.

e Subscribers Data: The subscribers data is shared across sites. Thus, a common logical
database is created and used by all sites. The data is replicated across sites to preserve
and share session with mated sites. In case of cross-sites messaging or a site failure,
shared session data helps in continuity of service.

The following image shows UDR database model in three different sites.
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Figure 7-1 Database Model
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7.2 Impacted Areas

The following table provides information about the impacted areas during UDR fault recovery:
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Table 7-1 Impacted Areas
Scenario Requires Fault Requires Fault Requires Fault Other
Recovery or re- Recovery or Re- | Recovery or re-
install of CNE? install of install of UDR?
cnDBTier?
Scenario 1: Yes, if cluster is not | Yes, if cnDBTier is | Yes
Database Migration | present not present
to a New Cluster
Scenario 2: No No Yes
Deployment Failure
Scenario 3:
Database
Corruption
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Table 7-1 (Cont.) Impacted Areas

Chapter 7
Prerequisites

Backup and
Restore

Scenario Requires Fault Requires Fault Requires Fault Other
Recovery or re- Recovery or Re- | Recovery or re-
install of CNE? install of install of UDR?
cnDBTier?
Scenario 3A: No No No Configuration
Configuration database is
Database present in the site
Corruption exclusive
database.
UDR backup and
restore of
configuration
database is
required on
impacted site.
Scenario 3B: No Yes No All sites require
Subscriber Restore DBTier Only if cnDBTier Fault Recovery.
Database from older backup | credentials are
Corruption is the only way to | changed.
restore back to
restore point.
Scenario 4: Site Yes Yes Yes
Failure
Manual Database | No No Yes

7.3 Prerequisites

Before you run any Fault recovery procedure, ensure that the following prerequisites are met:

- DBTier should be in healthy state and available on multiple sites along with UDR

* Automatic backup should be enabled on DBTier. Scheduled regular backups help to:

— Restore stable version of the UDR database

— Minimize significant loss of data due to upgrades or roll back failures

— Minimize loss of data due to system failure

— Minimize loss of data due to data corruption or deletion due to external input

— Migrate UDR database information from one site to another

e Custom values file used at the time of UDR deployment is retained

7.4 Fault Recovery Scenarios

This section describes the fault recovery procedures for various scenarios.

7.4.1 Scenario 1: Database Migration to a New Cluster
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Database failure
Moving UDR to a bigger cnDBTier

Moving UDR to a new (freshly installed) cnDBTier where upgrade is not supported

This scenario includes the following sub scenarios.

7.4.1.1 Scenario 1A: Configuration Database Migration

A scenario where you want to migrate only the configuration database to a new cluster.

To migrate configuration database:

1.

Export configuration data from an older site to a file. For information about exporting data,
see Oracle Communications Cloud Native Core, Unified Data Repository Users Guide.

(Optional) Install Kubernetes cluster on a new site. For information about installing
Kubernetes cluster, see Oracle Communications Cloud Native Core, Cloud Native
Environment Installation, Upgrade, and Fault Recovery Guide.

(Optional) Install cnDBTier on new site. For information about installing cnDBTier, see
Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade, and Fault
Recovery Guide.

Install UDR. For more information about UDR installation, see Installing UDR Package.

Import the configuration data from a file to which you have exported configuration data in
Stepl. For more information about importing data, see Oracle Communications Cloud
Native Core, Unified Data Repository User Guide.

@ Note

Common services does not provide export and import of their configuration data. This
requires rerun of its configuration APIs on a new site to reconfigure common services.

7.4.1.2 Scenario 1B: Configuration and Subscriber Database Migration

A scenario where you want to migrate the configuration as well as subscriber database to a
new cluster.

To migrate the configuration and subscriber database to a new cluster:

1.
2.

Shutdown an older site. For information about shutting down a site, see Uninstalling UDR.

(Optional) Install Kubernetes cluster on a new site. For information about installing
Kubernetes cluster, see Oracle Communications Cloud Native Core, Cloud Native
Environment Installation, Upgrade, and Fault Recovery Guide.

(Optional) To take data backup from an older site and restore it to a new site, perform
DBTier Fault recovery procedure. For more information about DBTier backup, see the
Create On-demand Database Backup chapter and to restore database to a new site, see
the Restore DB with Backup chapter in the Oracle Communications Cloud Native Core,
cnDBTier Installation, Upgrade, and Fault Recovery Guide.

Install UDR. For more information, see Installing UDR Package.
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@® Note

This procedure migrates both, the configuration as well as subscriber data to a new
cluster.

7.4.2 Scenario 2: Deployment Failure

This scenario describes how to recover UDR when its deployment corrupts.
To recover UDR:

1. Uninstall UDR. For more information, see Uninstalling UDR.

2. Install UDR. For more information, see Installing UDR Package.

7.4.3 Scenario 3: Database Corruption

This scenario describes how to recover UDR when its database (configuration database and
subscriber database) corrupts.

7.4.3.1 Scenario 3A: Configuration Database Corruption

This section describes how to recover UDR configuration database from the corrupted
database. The configuration database is stored in a site exclusive database along with its
tables. Thus, corruption of configuration database impacts only a particular site.

To recover UDR configuration database:

1. Export the configuration data using either Cloud Native Core Console or RESTAPI. For
more information about exporting configuration database, see Oracle Communications
Cloud Native Core, Unified Data Repository Users Guide.

2. Import the configuration data on new site. For more information about importing data, see
Oracle Communications Cloud Native Core, Unified Data Repository User Guide.

@® Note

Common services does not provide export and import of their configuration data. This
requires rerun of its configuration APIs on a new site to reconfigure common
components.

7.4.3.2 Scenario 3B: Subscriber Database Corruption

This section describes how to recover UDR when its subscriber database corrupts.

When the subscriber database corrupts, the database on all other sites may also corrupt due
to data replication. It depends on the replication status after the corruption has occurred. If the
data replication is broken due to database corruption, then DBTier fails in either single or
multiple sites (not all sites). And if the data replication is successful, then database corruption
replicates to all the DBTier sites and DBTier fails in all sites.

The fault recovery procedure covers following sub-scenarios:
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7.4.3.2.1 When cnDBTier Failed in Single or Multiple Sites

This section describes how to recover subscriber database when the data replication is broken
due to database corruption and DBTier has failed in either single or multiple sites (not all sites).

To recover subscriber database:

1.
2.

5.

Uninstall UDR. For information, see Uninstalling UDR.

For cnDBTier fault recovery:

a. To recover a single node failure in cnDBTier, follow the Restoring Single Node
Failure chapter in Oracle Communications Cloud Native Core, cnDBTier Installation,
Upgrade, and Fault Recovery Guide.

b. If a stand alone cnDBTier is down, follow the Restoring Database From Backup
chapter in Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade,
and Fault Recovery Guide to restore the cluster.

c. Ifthere is georeplication failure between multiple cnDBTier clusters in replication,
follow the Restoring Georeplication Failure chapter in Oracle Communications
Cloud Native Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide to
restore the data.

@ Note

The Restore Georeplication Failure chapter has a procedure for two sites where
one of the cluster has fatal error. You can perform that procedure for all the sites in
a multiple site setup.

Run the below curl command to check whether the site replication is UP or not, once the
fault recovery procedure completed:

(curl http://nysql-cluster-db-monitor-svc.occne-cndbtier: 8080/ db-tier/
status/replication/realtine)

Run the below curl command on both the sites to check grstatus is COMPLETED or not:

curl -X GET http://<svcname of replication svc>. <ns>/db-tier/gr-recovery/
site/clusterl/status

curl -X GET http://<svcname of replication svc>. <ns>/db-tier/gr-recovery/
sitel/cluster2/status

Install UDR. For more information, see Installing UDR Package.

7.4.3.2.2 When cnDBTier Failed in All Sites

This section describes how to recover subscriber database when successful data replication
corrupts all the DBTier sites.

To recover subscriber database:

1.
2.

Uninstall UDR on all sites. For more information. see Uninstalling UDR.

For cnDBTier fault recovery:
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a. To recover a single node failure in cnDBTier, follow the Restoring Single Node
Failure chapter in Oracle Communications Cloud Native Core, cnDBTier Installation,
Upgrade, and Fault Recovery Guide.

b. If a stand alone cnDBTier is down, follow the Restoring Database From Backup
chapter in Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade,
and Fault Recovery Guide to restore the cluster.

c. If there is georeplication failure between multiple cnDBTier clusters in replication,
follow the Restoring Georeplication Failure chapter in Oracle Communications
Cloud Native Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide to
restore the data.

® Note

The Restore Georeplication Failure chapter has a procedure for two sites where
one of the cluster has fatal error. You can perform that procedure for all the sites in
a multi-site setup.

Run the below curl command to check whether the site replication is UP or not, once the
fault recovery procedure completed:

(curl http://nysql-cluster-db-nonitor-svc.occne-cndbtier: 8080/ db-tier/
status/replication/realtine)

Run the below curl command on both the sites to check grstatus is COMPLETED or not:

curl -X GET http://<svcname of replication svc>. <ns>/db-tier/gr-recovery/
site/clusterl/status
curl -X GET http://<svcname of replication svc> <ns>/db-tier/gr-recovery/

sitel/cluster2/status

Install UDR. For more information, see Installing UDR Package.

7.4.4 Scenario 4: Site Failure

This section describes how to perform fault recovery when either one, multiple, or all sites have
a software failure. The following are site failure scenarios:

7.4.4.1 Scenario 4A: Single or Multiple Site Failure

This scenario applies when one or more sites, and not all sites, have failed and there is a
requirement to perform fault recovery. It is assumed that the user has cnDBTier and Oracle
Communications UDR installed on multiple sites with automatic data replication and backup
enabled.

To recover the failed sites:

1.

2.

Run the Cloud Native Environment (CNE) installation procedure to install a new cluster.
For more information, see Oracle Communications Cloud Native Core, Cloud Native
Environment Installation, Upgrade, and Fault Recovery Guide.

For cnDBTier fault recovery:
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a. To recover a single node failure in cnDBTier, follow the Restoring Single Node
Failure chapter in Oracle Communications Cloud Native Core, cnDBTier Installation,
Upgrade, and Fault Recovery Guide.

b. If a stand alone cnDBTier is down, follow the Restoring Database From Backup
chapter in Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade,
and Fault Recovery Guide to restore the cluster.

c. If there is georeplication failure between multiple cnDBTier clusters in replication,
follow the Restoring Georeplication Failure chapter in Oracle Communications
Cloud Native Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide to
restore the data.

Run the below curl command to check whether the site replication is UP or not, once the
fault recovery procedure completed:

curl http://nysql-cluster-db-nonitor-svc.occne-cndbtier: 8080/ db-tier/
status/replication/realtine

Run the below curl command on both the sites to check grstatus is COMPLETED or not:

curl -X GET http://<svcname of replication svc>. <ns>/db-tier/gr-recovery/
site/clusterl/status

curl -X GET http://<svcname of replication svc>. <ns>/db-tier/gr-recovery/
site/cluster2/status

Install UDR. For more information, see Installing UDR Package.

7.4.4.2 Scenario 4B: All Sites Failure

This scenario applies when all sites have failed and there is a requirement to perform fault
recovery. It is assumed that the user has DBTier and Oracle Communications UDR installed on
multiple sites with automatic data replication and backup enabled.

To recover all the failed sites:

1.

Run the Cloud Native Environment (CNE) installation procedure to install a new cluster.
For more information, see Oracle Communications Cloud Native Core, Cloud Native
Environment Installation, Upgrade, and Fault Recovery Guide.

For cnDBTier fault recovery:

a. To recover a single node failure in cnDBTier, follow the Restoring Single Node
Failure chapter in Oracle Communications Cloud Native Core, cnDBTier Installation,
Upgrade, and Fault Recovery Guide.

b. If a stand alone cnDBTier is down, follow the Restoring Database From Backup
chapter in Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade,
and Fault Recovery Guide to restore the cluster.

c. Ifthere is georeplication failure between multiple cnDBTier clusters in replication,
follow the Restoring Georeplication Failure chapter in Oracle Communications
Cloud Native Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide to
restore the data.

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates. Page 8 of 11



ORACLE’

Chapter 7
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@® Note

*  The auto-data backup file is one that built from scheduled automatic backup.

» The Restore Georeplication Failure chapter contains a procedure for two sites
where one of the cluster has fatal error. You can perform the same procedure
for all the sites in a multiple site setup.

3. Install UDR. For more information, see Installing UDR Package.

7.5 Manual Database Backup and Restore

This section describes how to backup and restore UDR database manually. It includes the
following procedures:

7.5.1 Backing up the UDR Database

The UDR Database has both, configuration data and provisioned subscriber data in a single
database. If there are different databases, then perform the following backup procedure per

database.
® Note

* UDR database has both configuration data and provisioned subscriber data in a
single database. If there are multiple databases, then the following backup
procedure must be performed per database.

*  The backup procedure may take longer time depending on the size of the
database. Hence, restoring it may be stale. The user must consider this before
performing these actions.

* The commands used to take database backup and restore are provided by the
MySQL cluster of DBTier.

1 ® Note

This step is OPTIONAL. By running the uninstall command, the system ensures
that there are no pending updates on UDR database. Alternatively, stop (disable)
the provisioning updates on UDR and redirect the signalling traffic to another UDR
database so that this particular UDR does not have newer updates at the time of
data backup.

Run the following command to ensure all the database transactions are committed.

hel M8 uninstal | <depl oynent Name> -n <Namespace>

where,

<depl oynment Nane> is the helm release name given to run helm3 install command.

<Nanmespace> is the namespace, which is used to create UDR Kubernetes objects. All the
UDR microservices are deployed in this Kubernetes nhamespace.
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Example: hel m uninstall ocudr -n myudr
Log in to the respective SQL node (or API node) and run the following command to take
backup of UDR database and UDR configuration database.

mysqgl dunp --quick -h127.0.0.1 —u <usernane> -p <udr databasenane>| gzip >
<udr data backup_fil ename>.sql. gz

mysqgl dunp --quick -h127.0.0.1 —u <usernane> -p <udr configuration
dat abasename>| gzip > <udr configuration data backup_filename>.sql. gz

where,

<user nanme> is the MySQL login username.

<dat abasenane> is the name of the database that UDR is currently using.
<backup_fil ename> is the user defined backup file name.

Example:

mysql dunp --quick -h127.0.0.1 -uudruser -p udrdb | gzip >

udr dbBackup. sql . gz

mysql dunp --quick -h127.0.0.1 -uudruser -p udrConfigDb | gzip >
udr Conf i gDbBackup. sql . gz

@® Note

Use the UDR database name in the command and enter the password when
prompted.

@ Note

There should be enough storage space on the current directory to save the
backup file. Depending on the subscribers count, the backup file size may be large
and it may take some time to take backup.

The backup file, '<backup_filename>.sql.gz' gets created that is used to Restoring the
UDR Database.

Install UDR again (if required). For more information, see Installing UDR Package.

7.5.2 Restoring the UDR Database

To restore the UDR database:

On the new database cluster (DBTier), log in to MySQL NDB Cluster's SQL node and
create a new UDR database where the backed up database needs to be restored.

® Note

For more details about creating the database, see Prelnstallation Tasks.
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Copy the <backup_ fil ename >.sql. gz file to new UDR database.

@® Note

In case the back up file corrupts, take the UDR database backup again following
the Backing up the UDR Database shared in the previous section.

Run the following command to restore the database to the new UDR database and enter
the password when it prompts.

gunzip < <udrdb backup_filenanme>.sql.gz | nmysql -h127.0.0.1 —u <usernane> -
p < databaseNane >

gunzip < <udr configuration db backup_filename>.sqgl.gz | nysqgl -h127.0.0.1
—u <usernanme> -p < dat abaseName >

where, <backup_fi | enane> is the user defined backup file name

<user nane> is the MySQL login username

< dat abaseNane > is the name of the database that UDR is currently using
Example:

gunzip < udrdbBackup.sql.gz | nmysql -h127.0.0.1 -uudruser -p newldrdb
gunzi p < udrConfigDoBackup.sqgl.gz | nysql -h127.0.0.1 -uudruser -p
newldr Conf i gur ati onDb

Install UDR and connect it to the newly created database.

Verify the sanity of UDR after connecting with the new database. For more information, see
Post Installation Task.
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Creating Private Keys and Certificates for
Ingress Gateway

/\ Caution

Creating keys and certificates are outside UDR scope and user or operator should
perform this at their discretion.

Following are the certificate requirements when signed by a Certificate authority (CA):

Ingress Gateway and Egress Gateway does not support certificates with Distinguished
Encoding Rules (DER) binary encoding. You must decode the certificates before creating
secret.

Certificates must be signed with a valid hash algorithm. For example, SHA256. Deprecated
or weak algorithms, for example SHAL will raise exceptions.

Additional restriction imposed in the certificate must be performed carefully. For example,
when configuring certificates with extended key usage, you must consider that Ingress
Gateway works as a TLS Web server and Egress Gateway work as a TLS Web client.

Gateway supports both RSA and ECDSA signing for ingress and egress traffic. Initial algorithm
selection is configured by using i ni ti al Al gorit hmflag in the custom-values.yaml for each
gateway. Select as follow:

For RSA use RS256
For ECDSA use ES256

Certificates for selected initialAlgorithm must be included in the ocudr-gateway-secret.

To create the private keys and certificates:

1.

Run the following command to generate RSA private key:

openssl req -x509 -nodes -sha256 -days 365 -newkey rsa: 2048 -keyout
rsa_private key -out rsa certificate.crt -config ssl.conf -passin
pass: "keyst orepasswd" - passout pass:"keystorepasswd”

Run the following command to convert the private key to .pem format:

openssl rsa -in rsa_private_key -outform PEM -out
rsa_private_key pkcsl. pem -passin pass:"keystorepasswd" -passout
pass: "keyst or epasswd”

Run the following command to generate a certificate using private key:

openssl req -new -key rsa_private_key -out apigatewayrsa.csr -config
ssl.conf -passin pass:"keystorepasswd" -passout pass:"keystorepasswd"

Cloud Native Core, Unified Data Repository Installation, Upgrade, and Fault Recovery Guide

F94025-02

September 3, 2025

Copyright © 2019, 2024, Oracle and/or its affiliates. Appendix A-1 of A-4



ORACLE’

Appendix A

@® Note

Use the following sample file of ssl.conf to configure default entries along with
storage area network (SAN) details for your certificate.

#ssl . conf

[ req ]

default _bits = 4096

di stingui shed_name = req_di stingui shed_nane
req_extensions = req_ext

[ reg_distingui shed name ]

countryName = Country Nane (2 letter code)
countryName_default = IN

stateOrProvinceNane = State or Province Name (full nane)
stat eOr Provi nceNane_default = Karnat aka

ocalityName = Locality Nanme (eg, city)

| ocalityNarme default = Bangal ore

organi zati onName = Organi zation Nane (eg, conpany)
organi zati onName_default = Oracle

conmonName = Common Nane (e.g. server FQDN or YOUR nane)
commonNane_nmex = 64

commonName_default = | ocal host
[ reg_ext ]

subj ect Alt Nane = @lt_nanes
[alt _nanes]

IP=127.0.0.1

DNS. 1 = | ocal host

Run the following set of commands to create root certificate authority (CA):

openssl req -new -keyout cakey.pem -out careq.pem-config ssl.conf -passin
pass: "keyst orepasswd" - passout pass: "keystorepasswd”

openssl x509 -signkey cakey.pem-req -days 3650 -in careq. pem -out
caroot.cer -extensions v3 ca -passin pass:"keystorepasswd"

echo 1234 > serial.txt

Run the following command to sign the server certificate with root CA private key:

openssl x509 - CA caroot.cer -CAkey cakey.pem-CAserial serial.txt -req -in
api gat ewayrsa. csr -out api gatewayrsa.cer -days 365 -extfile ssl.conf -
extensions req_ext -passin pass:"keystorepasswd”

Run the following command to generate ECDSA private key:

openssl ecparam - genkey -name prinme256vl -noout -out ecdsa_private_key.pem
openssl pkcs8 -topk8 -in ecdsa_private_key.pem -inform pem - out
ecdsa_private_key pkcs8. pem -out f orm pem - nocrypt

Run the following command to generate a certificate using private key:

openssl req -new -key ecdsa_private_key pkcs8.pem -x509 -nodes -days 365 -
out ecdsa_certificate.crt -config ssl.conf
openssl req -new -key ecdsa_private _key pkcs8.pem -out apigatewayecdsa. csr
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-config ssl.conf -passin pass:"keystorepasswd" -passout
pass: "keyst or epasswd”

8. Run the following command to sign the server certificate with root CA private key:

openssl x509 - CA caroot.cer -CAkey cakey.pem -CAserial serial.txt -req -in
api gat ewayecdsa. csr -out api gatewayecdsa. cer -days 365 -extfile ssl.conf -
extensions req_ext -passin pass:"keystorepasswd”

9. Create key.txt by entering any password.
Example: echo "keystorepasswd" > key. t xt
This password is used to configure gateway key store.

10. Create trust.txt by entering any password.
Example: echo "truststorepasswd" > trust.txt

This password is used to configure gateway trust store.

11. Run the following commands to create a secret:

kubect| create ns NaneSpace

kubect| create secret generic ocudr-gateway-secret --from

file=api gat ewayrsa.cer --fromfile=caroot.cer --from

fil e=api gat ewayecdsa.cer --fromfile=rsa_private_key_pkcsl. pem--from
file=ecdsa_private_key_pkcs8.pem--fromfile=key.txt --fromfile=trust.txt
-n <Nanmespace>

Updating Keys and Certificates in the Existing Secrets
Prerequsite: The certificates and files that need to be updated must be present in the secret.

Perform the following steps to update the existing certificates in secrets:

1. Run the following command to add a certificate:

TLS_CRT=$(baseb4 < "<certificate-name>" | tr -d '\n")
kubect| patch secret <secret-nane> -p "{\"data\":{\"<certificatename>\":\"$
{TLS CRT}\"}}"

Here,

<certificate-name> is the certificate file name.

<secret-name> is the name of the secret, for example, ocudr - gat eway- secret.
Example:

Run the following command to add a Certificate Authority (CA) Root from the car oot . cer
file to the ocudr - gat eway- secret :

TLS CRT=$(base64 < "caroot.cer" | tr -d '"\n")
kubect| patch secret ocudr-gateway-secret -p "{\"data\":{\"caroot.cer\":\"$
{TLS_CRT}\"}}" -n udr

Similarly, you can also add other certificates and keys to the ocudr - gat eway- secret .
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2. Run the following command to update an existing certificate:

TLS_CRT=$(baseb4 < "<updated-certificate-name>" | tr -d '\n")

kubect| patch secret <secret-name> -p "{\"data\":{\"<certificatenanme>\":\"$

{TLS CRT}\"}}"

Here,

<updat ed- certi fi cat e- nane> is the certificate file that contains the updated content.

Example:

Run the following command to update the private key present in the

rsa_private_key pkcsl. pemfile to the ocudr - gat eway- secret .

TLS CRT=$(base64 < "rsa_private_key_pkcsl.pemt | tr -d "\n")

kubect| patch secret ocudr-gateway-secret -p "{\"data\":

{\"rsa_private_key_pkcsl. pem":\"${TLS CRT}\"}}" -n udr

Similarly, you can also update other certificates and keys to the ocudr - gat eway- secr et .
3. Run the following command to remove an existing certificate:

kubect| patch secret <secret-name> -p "{\"data\":

{\"<certificatename>\":null}}"
Here,

<certificate-name> is the name of the certificate to be removed.

The certificate must be removed when it expires or needs to be revoked.

Example:

Run the following command to remove the CA Root from the ocudr-gateway-secret:

kubect| patch secret ocudr-gateway-secret -p "{\"data\":
{\"caroot.cer\":null}}" -n udr

Similarly, you can also remove other certificates and keys from the ocudr - gat eway- secret .

@® Note

The following are the certificate update and renewal impacts:

* Updating, adding, deleting the certificate, ot terminates all the existing connections
gracefully and re-establishes new connections for new requests.

* When the certificates expires, no new connections are established for new
requests, however, the existing connections remain active. After the renewal of the
certificates all the existing connections are gracefully terminated. And, new
connections are established with the renewed certificates.
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Rollback Instructions to Revert to 29.519
v15.3.0 for PCF Data

® Note

* In adeployed UDR, configure only 1 version of PCF data, either v16.2.0 or
v15.3.0. By default, UDR 1.6.0 supports 29.519 v16.2.0 version of PCF data.
Having multiple versions create inconsistency in the JSON data stored on UDR.

» If the user wants UDR to be compatible with PCF data 29.519 v15.3, then follow
the instructions shared in this section while deploying UDR. Do not change these
instructions if some subscribers are provisioned using any older schema.

© Important

A script named as 'rollbackPCFschema_15_3.py' is provided, as part of customer
documentation, for this procedure.

To run the script on the CNE bastion:

1. Open the script and edit the following details as per UDR database (udrdb) configurations.
mydb=

2. Run the following command:
pyt hon rol | backPCFschema_15_3. py

3. If Python is not installed on the customer setup, then log in to one of the SQL node pods.

4. Run the SQL commands in same order as it is provided in the python script.
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