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What's New In This Guide

This section introduces the documentation updates for Release 24.2.x.

Release 24.2.2 - F98164-03, September 2025

Updated the noni t or Expi r eTi ne parameter description in the Create ME Subscriptionand
Update ME Subscription sections.

Release 24.2.1 - F98164-02, October 2024

There are no changes in this release.

Release 24.2.0 - F98164-01, July 2024

The following changes are made in this document;

Added 504 error code to Supported Response Codes in the Create ME Subscription
section.

Updated description for locationType in the Create ME Subscription section.

Added a note on AF request containing Locat i onType or Ldr Type in the Create ME
Subscription section.

Updated the following sections as part of Integration with CNC Console feature:

Fetching Logging Data

Fetch Timeout Data
Fetch GMLC Configuration
Fetch AF Service ID List

Fetch Global Configurations
Add Service ID List

Delete Service ID List

Fetch SCS Short Message Entity
Update SCS Short Message Entity
Fetch QoS Profiles

Added the following sections as part of Integration with CNC Console feature:

Update GMLC Configuration
Edit Service ID List

Update QoS Profiles

Add QoS Profiles

Delete QoS Profiles

Fetch PLMN ID Map

Add PLMN ID Map

Edit PLMN ID Map

Delete PLMN ID Map
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Fetch TAl Map
Add to TAIl MAP

Edit TAl MAP

Delete from TAI Map

Fetch ECGI Map

Add to ECGI Map

Edit ECGI Map

Delete from ECGI Map
Fetch NCGI Map

Add to NCGI Map

Edit NCGI Map

Delete from NCGI Map
Fetch GNBID Map

Add to GNBID Map

Edit GNBID Map

Delete from GNBID Map
Fetch globalRanNodeld Map
Add to globalRanNodeld Map
Edit globalRanNodeld Map

Delete from globalRanNodeld Map

Fetch geoZoneldToSpatialValidity Map

Add to geoZoneldToSpatialValidity Map

Edit geoZoneldToSpatialValidity Map

Delete from geoZoneldToSpatialValidity Map

Fetching Logging Data

Updating Logging Data
Fetching Published Services from CAPIF

Create Discovery Group

Get Discovery Group

Get All Discovery Group

Delete Discovery Group

Pre-provision the Invoker

Get Invoker Details

Get All Invoker Details

Delete Invoker

Get Access Token

Update Access Token Expiry Time
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* Added a note on updating configurations only through Rest APl in CNC Console
Integration section.
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Introduction

This document provides information about how to configure the services and manageable
objects in Oracle Communications Cloud Native Core, Network Exposure Function (NEF)
using Representational State Transfer Application Programming Interfaces (REST APIs).

The core network in 5G follows a service-based architecture, where network functions provide
services that can be utilized using REST APIs by other functions. This allows the adoption of
web-scale technologies and software that are used by different organizations in the
telecommunications network.

For more information about NEF functionalities and features, see Oracle Communications
Cloud Native Core, Network Exposure Function (NEF) User Guide.

@ Note

The performance and capacity of the NEF system may vary based on the call model,
feature or interface configuration, network conditions, and underlying CNE and
hardware environment.

1.1 References

e Oracle Communications Cloud Native Core, Network Exposure Function User Guide

e Oracle Communications Cloud Native Core, Network Exposure Function Installation,
Upgrade, and Fault Recovery Guide
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NEF Configuration Using REST APIs

This chapter provides information about how to configure Oracle Communications Cloud
Native Core, Network Exposure Function (NEF) using REST APIs.

NEF can be configured using Helm and REST configurations. Some configurations are
performed during NEF installation using Helm and a few configurations are modified using
REST APIs. REST configurations can also be performed using the Oracle Communications
Cloud Native Configuration Console (CNC Console).

For more information about NEF configuration types, see the following guides:

*  For Helm configuration: Oracle Communications Cloud Native Core, Network Exposure
Function Installation, Upgrade, and Fault Recovery Guide.

e For REST configurations using the CNC Console: Oracle Communications Cloud Native
Core, Network Exposure Function User Guide.

NEF uses GET, PUT, DELETE, and so on HTTP methods to retrieve, update, and remove
REST API configuration data.

@® Note

e The PUT method for multiple rules as a single payload through a single APl is not
allowed unless specified explicitly.

» If the query parameter is incorrect, NEF does not return an error response but
considers an API call without any query parameter, and therefore the GET ALL
output is returned in the response.

e The CAPIF or NEF configuration Rest API's do not support any semantic
validation for every field. It is operator's responsibility to populate valid values in
the Rest APl and CNC Console.

2.1 Supported REST API Interfaces

Cloud Native Core, Network Exposure Function REST Specification Guide
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Supported REST API Interfaces

@® Note

If TLS is enabled in NEF, then for the API interfaces use the curl command with
https.Command:

curl --capath . --cacert caroot.cer --cert rsa certificate.crt --key
rsa_private_key pkcsl. pem--cert-type PEM-v  --http2-prior-
knowl edge --request POST
\' --url https://<IP> <TLS PORT>/<URL> \ --header 'Accept:
application/json' \ --header 'Content-Type: application/json' \ --
data ' <REQUEST BODY>'

where,

The --cert option is used to specify the client certificate file. The client certificate is
used for authentication purposes.

The --cacert option is used to specify the CA certificate file. The CA certificate is used
to verify the server's certificate.

The --capath option is used to specify the directory containing key and certificates.
The --key option is used to specify the private key file.
The --cert-type option is used to specify the type of the provided certificate.

Sample https curl command:

curl --capath . --cacert caroot.cer --cert rsa certificate.crt --key
rsa_private key pkcsl.pem--cert-type PEM -v --http2-prior-
know edge --request POST \
--url https://10.75.240.98: 443/ 3gpp- noni t ori ng- event / v1/ 4e4df 956-
a7f e-484e-a595- 0dea9235cd52/ subscri ptions \
--header 'Accept: application/json' \
--header 'Authorization: Bearer
eyJ0eXAi O JKV1Q LCIpbnzva2VyTnFt ZSI 61 mFnNCl sl mihed nBWbzdGFuY2VJZCl 61 mY
500 WNWMLTI yZDgt MIFl ZC04N FKLTAYNDIhYzEyMDAWM | sl nFszyl 611 JTM U2I n0. ey
Jpc3M O 1 0ZTRkZj kAN 1hN2ZI LTQANGUt YTUSNSOWZGVhOTI zNWNKNTI i LCIzY29wZS! 6l
j NncHAj ZTESYWQONNEL YTecwYy0ON2I zL TgwiNmivt NGQLMz 1 3ONFhOW 3G NncHAE b\WWauaXRy
cm uzZyll dmvuddl sl mv4cCl 6MTY3N | 3Nz USIMX0. HZXEMrk my 25y -
NATQWMOng Y23MBLI 7U8hy zVef ykRNj - EPg9Jz\W0z Z- D-
OvRFwy Dq9Uv @8Bf ef 37SNDCA0_VhC-
a8zf dNgFzO i j 1Ayel c4HgASm 6f Tl j gKt bi FmCEBNNVt dQkZpgMIEJVNOVKWLKr 7hSY_Mo
-wt FHOBLWU3I Ux6aZCUsd81VnzgFd6z CXUNI 2KdbGepF- Ua-
sDLEEPX11 9EnDf 8) VUgEI 7gnQ sudTi 11 RRacl UWWFopync67] JNka_kt - M\x-
XObFuUFDaxTpemrf t FI ¢cOHOI O6XM wUj Ngv- DOt Lwul 9-
uBk29Cy1Snl OMtgebRwBaeM.maA |\
--header ' Content-Type: application/json' \
--data '
{
"external I d": "5test1q895@racl e. cont',
“monitoringType": "LOCATI ON_REPORTI NG',
“l ocationType": "CURRENT LOCATI ON',
“maxi mumNurber Of Reports": 1000,
"accuracy": "Cd _ECE",
“notificationDestination":
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Supported REST API Interfaces

"https://ocnefsimocstub-svc-af: 1010/ af / notifications”

@y

2.1.1 Discovery Groups Management

NEF allows the operators to create discovery groups and assign them to API Invokers for
providing administered access to service APIs . The discovery group is a framework provided
by CAPIF to define a set of APl Exposing Functions (AEFs) with corresponding APIs. The
operators assign these groups to API invokers for defining the NEF APIs accessible to them.

The specifications of a discovery group are as follows:

A discovery group consists of information about the API providers, AEFs, and the APIs
which were published.

Discovery groups can be created by operators using NEF di scovery-group REST API.

Operators can assign discovery groups to APl invokers during pre-provisioning using the
pre- provi si oni ng REST API.

The group information is used by NEF to expose only the APIs linked to the group. Also,
on receiving a successful onboarding response for API invoker, the designated group
details are used for providing a response with the details of APIs accessible to the invoker.

The supported REST APIs for discovery group creation are as follows:

1.

4,

Get AEF Registrations: Allows the operator to send the GET regi strati ons request to
fetch the list of AEFs registered with NEF along with the AEF IDs.

Get Service APIs: This is a 3GPP defined REST API. It is used to send the GET ser vi ce-
api s request to fetch the list of service APIs corresponding to the AEF IDs.
The API response provides the list of APIs and the corresponding AEFs.

@ Note
The Get AEF Registrations and Get Service APIs

Create Discovery Group: Allows the operator to select the list of APIs corresponding to
each AEF and send a POST di scover y- gr oup request to create discovery groups.

@® Note

To create a discovery group, you must know the AEF | Ds and the list of APIs that
are published by each AEF. Use the Get AEF Regi strations and Get Service
APl s operations to get these details.

Delete Discovery Group: Allows the operator to delete any discovery groups.

2.1.1.1 Get All Registrations

This service operation is used to get details of all the API provider domains registered with
NEF.

Type: GET
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URI: / api - provi der - managenent / v1/regi strations

Initiated By: NEF Administrator

© mportant

The API domain ID received in response to this operation is used as AEF, APF and

AMF ID.

Table 2-1 Response Body Parameters

Field Name Data Type Description

apiProvDomld string The unique identifier assigned to the NEF API
management service while registering with the API
provider domain.

apiProvDomInfo string Generic information related to the API provider
domain such as details of the API provider
applications.

apiProvFuncs array This is a domain functions details list of the
individual API provider.

apiProvFuncld string The unique function identifier assigned to the NEF
APl management service while registering/
updating the API provider domain.
Note: This ID is same as the api Pr ovDonl d.

reginfo object It is the required information for the CAPIF core
function to register the API provider domain
function.

apiProvFuncinfo string Generic information related to the API provider
domain function such as details of the API provider
applications.

apiProvFuncRole string Role of API provider domain function.

reginfo.apiProvCert string Generic client certificate of the API provider
domain function.

reginfo.apiProvPubKey string Public Key of API Provider domain function.

Examples

The following example shows how you can get details of all the available API provision domain
IDs by submitting a GET request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request GET 'http://<IP
addr ess: Port >/ api - provi der - managenent / vl/regi strations' \--header 'Content-

Type: application/json'

Example of the Request Body

The following snippet shows an example of the request body.

[

“api ProvDom d" : "daf 7bb19- 68a9- 4c12- 8767-4202445d4c4f ",

Cloud Native Core, Network Exposure Function REST Specification Guide
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"“api ProvDom nfo" : "api ProvDom nfo",
“api ProvFuncs" : [

{
"api ProvFuncl d" : "daf 7bb19- 68a9- 4c12-8767- 4202445d4c4f ",
"api ProvFuncl nfo" : "API--Prov--Func--Info--APF",
"api ProvFuncRol e" : "APF",
"reglnfo" : {
“api ProvCert" : "qwerty234",
"api ProvPubKey" : "qgwerty123"
}
¥
{
"api ProvFuncl d" : "daf 7Tbb19- 68a9- 4c12-8767- 4202445d4c4f ",
"api ProvFuncl nfo" : "API--Prov--Func--Info--AW",
"api ProvFuncRol e" : "AMF",
"reglnfo" : {
“api ProvCert" : "qwerty234",
"api ProvPubKey" : "qgwerty123"
}
¥
{
"api ProvFuncl d" : "daf 7bb19- 68a9- 4c12-8767- 4202445d4c4f ",
"api ProvFuncl nfo" : "API--Prov--Func--Info-- AEF",
"api ProvFuncRol e" : "AEF",
"reglnfo" : {
“api ProvCert" : "qwerty234",
"api ProvPubKey" : "qgwerty123"
}
}

]

ai | Reason" : null,
"regSec" : "RegSec",
"suppFeat" : "BC'

2.1.1.2 Get Service APIs

This service operation is used to get the list of NEF service APlIs.
Type: GET
URI: / publ i shed- api s/ v1/ <api ProvDonl d/ AFl D>/ servi ce- api s

Initiated By: NEF Administrator

Table 2-2 Response Body Parameters
|

Field Name Data Type Description

apiName string REST API name

aefProfiles array The AEF profile information, which includes the
exposed API details.

aefld string The AEF identifier

domainName string Domain name of the API

Cloud Native Core, Network Exposure Function REST Specification Guide
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Table 2-2 (Cont.) Response Body Parameters

Field Name Data Type Description
versions array Version details of the API
apiVersion string API major version
expiry string Expiry date and time of the API version
resources array Resources supported by the API
resourceName string Name of the resource
custOperations array Custom operations without resource association.
commType string Communication type used by the API.
uri string The communication path used by the API
custOpName string Part of the URI structure for a custom operation
associated with a resource
operations array Supported HTTP methods for the API resource.
description string Text description of the API resource.
protocol string The Protocol invoked by the API
dataFormat string The service API category to which the service API
belongs to
securityMethods array Security methods supported by the API
interfaceDescriptions array Interface details
ipv4Addr string String identifying an IPv4 address
port string Port
supportedFeatures string The supported features of the API
shareablelnfo array Indicates whether the service API and the service
API category can be shared to the list of provider
domains.
capifProvDoms string List of provider domains to which the service API
information to be shared.
serviceAPICategory string The service API category to which the service API
belongs to.
apiSuppFeats string Indicates the features supported by the service API
pubApiPath string Contains the published API path
ccflds string A list of CCF identifiers where the service APl is
already published
Examples

The following example shows how can you get details of all the available APIs by submitting a
GET request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request GET 'http://<IP
addr ess: Port >/ publ i shed- api s/ v1/ 79b4641d- 066d- 44f 1- 98ec- 16d97bbc6hb64/ ser vi ce-
apis' \--header 'Content-Type: application/json' \

Example of the Response Body

September 30, 2025
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The following snippet shows an example of the request body.

[

{
"api Narme": " 3gpp- noni t ori ng-event",
"aefProfiles": [

{
"aefld": "79b4641d- 066d- 44f 1- 98ec- 16d97bbc6b64",
"domai nNane": "https://local host:8080",
"versions":|[
{
"api Version":"vl",
"expiry":"2000-01-23T04: 56: 072",
“resources":|
{
"resourceNanme": "resour ceName",
"comilype": " REQUEST_RESPONSE",
“urit:turi ",
"cust GpName": " cust CpNamre",
"operations":|
" GET",
"PCST",
" PUT",
" DELETE"
1,
"description":"description"
}
1,
"cust Qperations": |
{
"comiype": " REQUEST_RESPONSE",
"cust GpName": " cust CpNamre" ,
"operations":|
" GET",
" PCST",
" PUT",
" DELETE"
1,
"description":"description"
}
]
}
]

rotocol ": "HITP2",
"dat aFormat": " JSON',
"securityMethods":|
" QAUTH",
"PKI "
]

nterfaceDescriptions":|

{
“i pv4Addr":"i pv4Addr",
"port":5248,
"securityMethods": |
null,
nul |

Cloud Native Core, Network Exposure Function REST Specification Guide
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¥
{
"i pv6Addr":"i pv6Addr",
"port":5248,
"securityMethods":|
nul I,
nul |
]
}

}
]

"description":"description",
"supportedFeat ures": "af",
"shareabl el nfo": {
"i sShareabl e": true,
“capi f ProvDoms": |
"“capi f ProvDons",

"capi f ProvDons"

]
}

"api SuppFeat s": "af",

"pubApi Pat h": {
“ceflds": [
"ccflds",
“ccflds”
]
h
"ccfld":"ccfld"
}
]

2.1.1.3 Create Discovery Group

Chapter 2
Supported REST API Interfaces

ervi ceAPI Cat egory": "servi ceAPl Cat egory",

This service operation is used by operators to create discovery groups for enabling restricted

access of published APIs to API invokers.

Type: POST

URI: / di scovery- group/ v1/ api Provi der sG oup

Initiated By: NEF Administrator

Prerequisite: The AEF IDs and list of APIs that are publised by each AEF must be available to
create a group. To get these details use the following operations:

e Get All Reqistrations:
e Get Service APIs

Table 2-3 Request Body Parameters

Field Name Data Type

Description

groupld string

The unique discovery group identifier
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Table 2-3 (Cont.) Request Body Parameters
|

Field Name Data Type Description

apiProviderinfo string A list of provider group details. Each group shall
comprises of list of API providers , AEFs and APIs
information

apiProviderld string provider domain id or registration id created during
provider registration

aeflds string A list of Aef details. It will have list of AEF's and
API associated with each AEF

aefld string provider domain id or registration id created during
provider registration.
AEF Id is same as registration id.

apiName long apiName published to capif.

nidd

monitoring

Table 2-4 Supported Response Codes
|

Code Description

201 Successful group creation
503 Error while creating group
Examples

The following example shows how a discovery group is created by submitting a POST request
on the REST resource using cURL.

cURL Command

curl -X POST --http2-prior-know edge\ http://<IP Address: Port>/di scovery-
group/ vl/ api ProvidersGoup \ --header 'Content-Type: application/json" \ -H

Example of the Request Body
The following snippet shows an example of the request body.
{

"groupld": "group001",
"api ProviderInfo": [

{
"api Providerld": "9724655a-c6a3-4aal- bdbe-91250def 43e3",
"aeflds": [
{
"aefld": "9724655a- c6a3- 4aal- bdbe- 91250def 43e3",
"api Name": [
"3gpp- noni tori ng-event"
]
}
]
1
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Example of the Response Body

The following example shows the contents of the response body in JSON format.

{
"groupld": "group001",
"api Providerinfo": [
{
"api Providerld": "9724655a- c6a3-4aal- bdbe-91250def 43e3",
"aeflds": [
{
"aefld": "9724655a- c6a3- 4aal- bdbe- 91250def 43e3",
"api Name": [
"3gpp- moni tori ng- event "
]
}
]
}
]
}

2.1.1.4 Delete Discovery Group
This service operation is used by operator to delete a discovery group.
Type: DELETE
URI: / di scovery-group/ v1/ api Provi der sG oup/ <group_i d>
Initiated By: NEF Administrator

Table 2-5 Supported Response Codes
|

Code Description

204 Delete successfully

404 Group not found

503 Error when deleting the group
Examples

The following example shows how a discovery group is deleted by submitting a DELETE
request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request DELETE 'http://<IP
Addr ess: Port >/ api Root / di scovery- group/ v1/ api Provi der sG oup/ group001' - -
header ' Content-Type: application/json" -v
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2.1.2 API Invoker Provisioning

Chapter 2
Supported REST API Interfaces

NEF uses the pre- provi si oni ng REST API to publish the API Invoker details to CAPIF. Once
the pre-provisioning is complete, the API invoker is enabled to onboard itself to the CAPIF.

2.1.2.1 Pre-provision API Invoker

This service operation is used by an API invoker to provide its details to CAPIF before getting

onboarded.

Type: POST

URI: / pre-provi si oni ng/ v1/ api | nvokers

Initiated By: Operator or Administrator

Table 2-6 Request Body Parameters
e ________________ |

Field Name Data Type Description

apilnvokerName string The name of the API invoker.
This is a mandatory parameter.

valid_from string The date and time from when the API Invoker
provisioning starts.
This is a mandatory parameter.

valid_to string The date and time by when the API Invoker
provisioning remains valid.
This is a mandatory parameter.

group_id string The unique identity of the AEF group assigned to
the API Invoker.

email_address string The authorized email address.
This is an optional parameter.

phone long The authorized phone number.

This is an optional parameter.

Note: This parameter is not consumed by CAPIF
for any processing and additionally there is no
configuration database with CAPIF to validate its
value. Thus, it is not controlled by CAPIF.

Table 2-7 Response Body Parameters
|

Field Name

Data Type

Description

accessToken

string

The security access token for authentication
purpose. This token shall be provided in
onboarding request body (onboardingSecret
parameter).

This is a mandatory parameter.

onboardingUri

string

The onboarding URI that must be accessed by API
Invoker to onboard NEF.
This is a mandatory parameter.
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Table 2-8 Supported Response Codes

Code Description

201 API invoker onboarded successfully
400 Bad Request

Examples

The following example shows how an API Invoker is pre-provisioned by submitting a POST
request on the REST resource using cURL.

cURL Command

curl -X POST --http2-prior-know edge\ http://<IP Address: Port>/ pre-
provi sioni ng/ vl/api I nvokers \ -H 'cache-control: no-cache’ \ -H'content-
type: application/json" \ -H

Example of the Request Body

The following snippet shows an example of the request body.

{
"api | nvoker Name": "af 001",
"valid_fronf: "2020-11-11T17:28:32Z",
"valid_to": "2022-11-11T17:28:32Z",
"group_id": "ocnef-group-1"

"enmai | _address": :
"phone": 1343435

}

Example of the Response Body

The following example shows the contents of the response body in JSON format.

{

"accessToken": "eyJ0eXAi O JKV1Q LCIhbGei O JSUzI AN J9. eyJpbnZva2VyTnt ZSI 61 m udm
9rZXI t cHIvZm sZSI sl m udm®r ZXJ3JZCl 61 myhODc3NTJI LTNhOGQt NDUyMS1hYzEzLTA2Y2QLZTA3
OTN Yyl sl nNLYi | 61 kFwaU udmdr ZXJQenmvQmd2aXNpb25pbnti LCIpYXQ O ELNzc2NDALMTI sl m
V4cCl 6MIYOMDUz OTcxVhO. Y-
PndCl 8Sl eoAyzkpOELk3hvA6qoTnELMaOUx4hgGDS3vdMaegOf vhxr vnAdT2_dFt A7z2pj YxJ8GURc
1GA8byhKga9WNLRe- 7Rr i RzVI wRf TTf QT'f SRqZTxJunD5B33caS| 2pDQAKS- 8qpl g3d_dJol HzFzH6
bBXGCcq8j Ke3enl HSWV-
B2x CTAI 4t HdAqpxBHZaS93f 3hp59YU813t Jyzuv6okxJOH H7j n_j 7dN2Ghh5NznT 8sc6Kt dM nFX
PAXDx28pgVY3kYLI exngnmgpdg\WD89di | eMJj KBcCf FS7JL22_Q 2HqCAX_D99As6j r wPzi FThqVr EB
raép_i Cg",

"onboardi ngUri":"http://ocnef-ingressgateway: 80/ api -i nvoker - managenent/v1/
onboar dedl nvokers"

}

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03 September 30, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 12 of 175



ORACLE Chapter 2
Supported REST API Interfaces

2.1.2.2 Delete Pre-provisioned API Invoker

This service operation is used by an API invoker to delete its details from CAPIF after
offboarding.

Type: DELETE
URI: / pre- provi si oni ng/ v1/ api | nvoker s/ <i nvoker name>

Initiated By: Operator or Administrator

Table 2-9 Supported Response Codes
|

Code Description

204 Delete successfully

404 Not found on unknown apilnvoker Name
Examples

The following example shows how an API Invoker provisioning is deleted by submitting a
DELETE request on the REST resource using cURL.

cURL Command

curl --location --request DELETE '<IP Address: Port>/pre-provisioning/vl/
api I nvoker s/ <i nvoker name>'

2.1.2.3 Update Pre-provisioned API Invoker

This service operation is used by an API invoker to update its details in CAPIF.

@® Note

This API allows configuring valid_to and valid_from fields. Update requests raised for
any other fields are ignored.

Type: PUT
URI: / pre- provi si oni ng/ v1/ api | nvokers /{api | nvoker Nane}

Initiated By: Operator or Administrator

Table 2-10 Request Body Parameters

R
Field Name Data Type Description

apilnvokerName string It is the name of the API invoker.
This is a mandatory parameter.

valid_from string It is the date and time from when the API Invokerprovisioning starts.
This is a mandatory parameter.

valid_to string It is the date and time till when the API Invokerprovisioning remains valid.
This is a mandatory parameter.
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Table 2-10 (Cont.) Request Body Parameters

Field Name Data Type Description
group_id string It is the unique identity of the AEF group assigned to the API Invoker.
email_address string It is the authorized email address.
This is a optional parameter.
phone long It is the authorized phone number.

This is a optional parameter.

additionally there is no configuration database with CAPIF to validate its
value. Thus, it is not controlled by CAPIF.

Note: This parameter is not consumed by CAPIF for any processing and

Table 2-11 Response Body Parameters

Field Name

Data Type

Description

accessToken

string

The security access token for authentication purpose. This token shall be
provided in onboarding request body (onboardingSecret parameter).
This is a mandatory parameter.

onboardingUri

string

The onboarding URI that must be accessed byAPI Invoker to onboard
NEF.
This is a mandatory parameter.

Table 2-12 Supported Response Codes

Code Description

200 API Invoker updated successfully
400 Bad Request

404 API Invoker does not exists

Example:

The following example shows how an API Invoker is updating the previous pre-provisioned
details by submitting a PUT request on the REST resource using cURL command.

cURL command

curl -X PUT --http2-prior-know edge\ http://<IP Address: Port>/pre-
provi sioni ng/ vl/ api I nvokers/invoker-profile-1\ -H'cache-control: no-cache'
\ -H'content-type: application/json' \

Example of the Request Body

The following snippet shows an example of the request body.

{

"api I nvoker Narme": "af 001",

"valid from': "2020-11-11T17:28: 32Z",
"valid to": "2022-11-11T17:28: 327",
"group_id": "ocnef-group-1"

"emai | _address": ,
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"phone": 1343435

Example of the Response Body

The following example shows the content of the response body in JSON format.

{

"accessToken": "eyJ0eXAi G JKV1Q LCIhbCGei O JSUzI 1Ni J9. eyJpbnzZva2VyTnFt ZSI 61 m udm
9r ZXI t cHIvZm sZSI s| m udn®r ZXJJZCl 61 mvhODc3NTJI LTNhOGQX NDUy MS1hYzEzLTA2Y2QLZTA3
OTN Yyl sl nNLYi | 61 kFwaUl udmdr ZXJQemVQen®2aXNpb25pbnti LCIpYXQ O EINzc2NDALMTI sl m
V4cCl 6MIYOMDUz OTcxMh0. YPndCl 8SI eoAyzkpOELk3hvA6qoTnELMaQux4hgGDS3vdMwegOf vhxr v
nAdT2_dFt A7z2pj YxJ8GURc1A8byhKga9WNL Re- 7Rr i RzVI wRf TTf QTf SRqZTxJunD5B33caS| 2pD
QAKS- 8qpl g3d_dJol HzFzHEbBXGCcq8j Ke3enl HSWB2x CTAI 4t HIAqpxBHZaS93f 3hp59YUB13t Jy
zZuvB6okxJ9Ht H7j n_j 7dN2Chh5Nznt 8sc6Kt dM nFXPAXDx28pgVY3k YLI exngngpdg\WD89di | eMJj
KBcCf FS7JL22_Q 2HqCAx_D99As6j r wPzi FThgVr EBra6p_i Cg", "onboardi ngUri ": "http://
ocnef -i ngressgat eway: 80/ api -i nvoker managenent / v1/ onboar dedl nvoker s"

}

@® Note

No re-onboarding is required with this new access token. Currently, there is no use of
this access token.

2.1.2.4 Fetch Pre-provisioned API Invoker
This service operation is used by an API invoker to fetch its details in CAPIF.
Type: GET
URI: /pre-provisioning/vl/apilnvokers/<invokerName>

Initiated by: Operator or Administrator

Table 2-13 Supported Response Codes
|

Code Description

200 Operation completed successfully

404 Not found on unknown apilnvoker name
Example:

The following example shows how API Invoker provisioning details are fetched by submitting a
GET request on the REST resource using cURL command.

cURL command

curl --http2-prior-know edge --location --request GET '<IP Address: Port>/pre-
provi sioni ng/ vl/ api I nvoker s/ <i nvoker Nane>' \ --header ' Content-Type:
application/json' \ -v
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2.1.3 API Invoker Management

NEF uses the 3GPP defined APl _I nvoker _Managenent REST API to manage the API Invoker
onboarding and offboarding requests coming to CAPIF.

2.1.3.1 Onboard API Invoker

This service operation is used by an API invoker to onboard itself as a recognized user of
CAPIF.

Type: POST
URI: / api - i nvoker - managenent / v1/ onboar dedl nvokers

Initiated By: API Invoker

@ Note
The API invoker's onboar di ngSecr et is provided by CAPIF during invoker pre-

Table 2-14 Request/Response Body Parameters

|
Field Name Data Type Description

apilnvokerinformation string Generic information related to the API invoker,
such as details of the device or the application.
This is a mandatory parameter.

apilList array A list of APIs. When included by the API invoker in
the HTTP request message, it lists the APIs that
the API invoker intends to invoke while onboarding.
When included by the CAPIF in the HTTP
response message, it lists the APIs that the API
invoker is allowed to invoke while onboarding.

This is an optional parameter.

For more information, refer to Definition of type
APIList and Definition of type
ServiceAPIDescription tables in 3GPP TS 29.222.

notificationDestination string Notify API invoker about onboarding result.
This is a mandatory parameter.
onboardinginformation object Onboarding information about the API invoker is
necessary for the CAPIF to onboard the API
invoker.

This is a mandatory parameter.

apilnvokerPublicKey string Public Key of API Invoker.
This is a mandatory parameter.

apilnvokerCertificate string API invoker's generic client certificate.

The subject field in the certificate shall be encoded
with APl invoker ID as Common Name.
This is a mandatory parameter.

onboardingSecret string API invoker's onboarding secret, provided by
CAPIF during invoker pre-provisioning.
This is a mandatory parameter.
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Table 2-14 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Description

requestTestNotification boolean Set to true by Subscriber to request the CAPIF to
send a test notification. Set to false or omitted
otherwise.

This is a mandatory parameter.

supportedFeatures string Used to negotiate the supported optional features
of the API.

This attribute is provided in the HTTP POST
request and in the response of successful resource
creation.

This is an optional parameter.

websockNotifConfig object Configuration parameters to set up notification
delivery over Websocket protocol.
This is an optional parameter.

websockNotifConfig.request | boolean Set to true by Subscriber to request the Websocket
WebsocketUri URI.

This is an optional parameter.
websockNotifConfig.websock | string The Websocket URI.
etUri This is an optional parameter.

Supported Response Header

Table 2-15 Response Header

- _________________________________________|
Field Name Data Type Description

Location string Contains the URI of the newly created resource,
according to the structure:

[ api -invoker - managenent /v1/

onboar dedl nvoker s/ { onboar di ngl d}

Table 2-16 Supported Response Codes
|

Code Description

201 API invoker onboarded successfully
400 Bad Request

401 Unauthorized

403 Request is forbidden.

Examples

The following example shows how an API Invoker is onboarded by submitting a POST request
on the REST resource using cURL.

cURL Command

curl POST --http2-prior-know edge -v <IP Address: port>/api-invoker-
managenent/v1l/ onboar dedl nvokers -H 'accept: application/json' --header
" Content - Type: application/json'" -d
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Example of the Request Body

The following snippet shows an example of the request body.

{

"api I nvoker I nformation": "Api providerl",
"apiList": |

] il
"notificationDestination": "http:/10.75.226.101; 32128/ notifi cati ondest",

"onboar di ngl nformation": {
"api I nvokerCertificate": "",
"api | nvoker Publ i ckey": "",
"onboar di ngSecret":
"eyJ0eXAi O JKV1Q LCIhbGeci O JSUzl INi J9. eyJpbnZva2VyTnFt ZSI 61 m udn®r ZXI t cHlvZm s
ZSl sl m udn®r ZXJ3JZC 61 | Vj ZnEy ZWZhLWQBNDAt NDQAWOCO5YTY5LTEAZDkx OGIMNTg3NSI s1 nNLYi
| 61 kFwaUl udn®r ZXJQ@nVQemd2aXNpb25pbnti LCIpYXQ G ELNzc2NDALMII s| mv4cCl 6 MTYOMDUz
OrcxMh0. PJ38i pnBSYhFr 5FyKNBzmkz Ul g\WBXeEQRpRZAN(Bf S7FVet ynUK6snRdK _nc_FQ 3rvfj P
r uOOMe Ut 45Rgx 9K3Xx K-
j HLd_66RvvMBVQAT7Tzi sQ2s37yvcIXwi ZbSOqX8B2292f 2FgZ62GLZPaeAl YzUR@BLcej oWDspgsn0
z| Ls3cQzqEkr Fkf bt WRQmi vS3i PGBNyz50AMZUF6t 7_9SgC i t b9GANAX Mkdj mAf v_GZ-
YvCnuB- - 1XH Ok9e_i _bxoRVIFVADAeenE5h_LX50VKDKt O dSl 8r -
sY8ZZCqBoskr z7_053TFnFj r P9x6BMbUUVOX7hj WABZFdSwZ- A"
3
"request Test Notification": true,
"supportedFeat ures": "af01",
"websockNot i f Config": {
"request Websocket Uri": true,
"websocket Uri": ""
}
}

Example of the Response Body

The following example shows the contents of the response body in JSON format.

{

"api I nvoker | d": "fadb403b- 2d49- 420c- a0d1- 9c6cd7e3813d",
"onboar di ngl nf ormati on": {

"api | nvoker Publ i cKey":"",
"api I nvoker Certificate":,

"onboar di ngSecret": "eyJOeXAi O JKV1Q LCIhbCci G JSUzI 1N J9. eyJpbnZva2VyTnFt ZS| 61
nFVDAX| i wi aWb2b2t | ckl k1 j oi ZnFkY] QMvR1 t MTOOS00M Bj LWEWZDEt OMRY2BZTMAMINKI i w
i c3Viljoi QXBpSWb2b2t | ¢l ByZVByh3Zpc2l vbm uzyl sl m hdCl 6MITYWNTEXNTcXM wi ZXhwi j oxN
j YAMIg3Nz Eyf Q SUQPamhxnmYge@Bf nspgj 7si 4ql 4spv1WO0A OQCt s| n33NAKKCSRgNpl 8aFf kd7
i - Rhi vGs_| uqdOYedYwuv3HNf der pTpwj _zt ul ZUV7AY6x0900KdL6K-
JTaLAUKy ULWKXUFERTSqx 1Pki gf Madwai COr 62ZD-
WSEXKY2dW W _i 1yKaDEAE03SYs YEodAnBnf _sOY_PyoFi Z0t xqr waTqDU_M HQQ
eXkxns7U_Ef bA vz5Bal Kk1IW C70p3l P_f t FVdUl RwSZi VOayN3z CUgn5w2c EYLADKMS_j 20Rk5kve
QnadDAe YHf yKSnf Lxf t oxFFxalDEuXyj hk6yZzg"

¥

"notificationDestination":"http:/10.75.226.101: 32128/ noti fi cationdest",

"request Test Noti fication":true,

"websockNoti f Config":,
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"apiList":[
{
"api Name": " 3gpp- noni t ori ng- event ",
"api | d":"ac4b4be7- d2al- 4f ed- b958- f 0e495d6982a",
"aefProfiles":|

{
"aef | d":"2f b37df 9- d7ca- 4e04- a7a7- dc2167b0f 9b2",
"versions":|[
{

"expiry":"2022-01-23T04: 56: 072",
"api Version": "api Version",
"resources": |

{

"resourceNane": "resour ceNanme",
"comilype": " REQUEST RESPONSE",
“uri":"uri ",
"cust CpName": " cust CpName",
"operations":|

"CGET",

" POST",

"PUT",

" DELETE"
]

escription”:"description"
}
]

ust Operations": |
{
"commType": " REQUEST_RESPONSE",
"cust CpName": " cust CpName",
"operations":|
"CGET",
" POST",
" PUT",
" DELETE"
]

escription”:"description"

}
1,
“protocol ":"HTTP2",
"dat aFormat": " JSON',
“securityMethods":|
" CAUTH'
1,
“domai nNane": "http://ocnef-ingressgat enay: 80",
“interfaceDescriptions":|

{
"i pv4Addr": "i pv4Addr",
"i pv6Addr": nul I,
"port":5248,
"securityMethods": |
]

b
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{
"i pv4Addr":,
"i pv6Addr": "i pv6Addr",
"port":5248,
"securityMethods": |
]

}

}
]

escription":"description",
"support edFeat ures": " AF",
"shar eabl el nfo": {
"i sShareabl e":true,
"capi f ProvDoms": [
“capi f ProvDons",
“capi f ProvDons"
]
}

"api SuppFeats":,
"pubApi Pat h": {
"ceflds": [
“ccflds",
“ccfl ds"

]
b
"ccfld":"ccfld"
!
]

pi | nvoker | nformation":"Api providerl",
"support edFeat ures":

2.1.3.2 Offboard API Invoker

ervi ceAPI Cat egory": "servi ceAPl Cat egory",

Chapter 2
Supported REST API Interfaces

This service operation is used by an API invoker to offboard itself as a recognized user of NEF

Exposure Gateway.

Request Type: DELETE

Request URI: / api - i nvoker - managenent / v1/ onboar dedl nvoker s/ { onboar di ngl d}

Request Initiated By: API Invoker

Table 2-17 Supported Response Codes

Code Description
204 The individual API Invoker matching onboardingld was offboarded.
404 Not Found
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Examples

The following example shows how an API Invoker is offboarded by submitting a DELETE
request on the REST resource using cURL.

cURL Command
curl --http2-prior-know edge -X DELETE 'http://<I P Address: port>/api Root/ api -

i nvoker - managenent / v1/ onboar dedl nvoker s/ <i nvoker id > --header 'Content-
Type: application/json' -v

2.1.4 NEF Security Management

CAPIF uses the 3GPP defined capi f - securi t y- managenent service to enable API invoker to
communicate with the AF Management service to negotiate security methods and obtain
authorizations to access the NEF.

The capi f - securi ty- management service facilitates the following operations:

2.1.4.1 Obtain Security Method

This service operation is used by API invoker to negotiate and obtain service API security
method from the AF Manager service. The API invoker uses this information for authentication
with NEF while sending service requests.

Type: PUT
URI: / capi f - security/vl/trustedl nvokers/{apil nvoker!| d}
Initiated By: API Invoker

@® Note

The api | nvoker | d is obtained during API Invoker onboarding.

Table 2-18 Request/Response Body Parameters

|
Field Name Data Type Description

notificationDestination string The URI where the notification should be delivered
This is a mandatory parameter.

requestTestNotification boolean Set to true by API invoker to request the CAPIF
core function to send a test naotification as defined
in in subclause 7.6. Set to false or omitted
otherwise.

This is a mandatory parameter.
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Table 2-18 (Cont.) Request/Response Body Parameters

. _______________________________________________|
Field Name Data Type Description

securitylnfo array Represents the details of the security method for
each service API interface. When included by the
API invoker, it indicates the preferred method of
security. When included by the CAPIF core
function, it indicates the security method to be
used for the service API interface.

For details about security parameters, see

Table 2-19.

This is a mandatory parameter.

supportedFeatures string Used to negotiate the supported optional features
of the API. This attribute is provided in the HTTP
POST request and in the response of successful
resource creation.

This is an optional parameter.

websockNotifConfig string The configuration parameters to set up notification
delivery over Websocket protocol.
This is an optional parameter.

Table 2-19 Securitylnformation Parameters

- ______________________________________________|
Field Name Data Type Description

interfaceDetails object Details of the interface.
This is an optional parameter.

For more information, refer to Definition of type
InterfaceDescription table in 3GPP TS 29.222.
aefld string The aef i d is obtained from the Aef Li st
onboarding response

This is a mandatory parameter.

prefSecurityMethods array Represents the details of the security method for
each service API interface. When included by the
API invoker, it indicates the preferred method of
security. When included by the OCCAPIF, it
indicates the security method to be used for the
service API interface.

This is a mandatory parameter.

selSecurityMethod string This value is provided by the OCCAPIF. It indicates
the selected security method for the APl interface.
If it is not provided, it means that no common
security method is supported by the API invoker
and the AEF, or the selected security method is not
allowed by the local policy in OCCAPIF.

This is an optional parameter.

authenticationinfo string The Authentication related information.
This is an optional parameter.

authorizationlnfo string The Authorization related information.
This is an optional parameter.
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Examples

The following example shows how an API Invoker obtains security method using PUT request
on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --request PUT <IP Address: port>/capif-
security/vl/trustedl nvokers/5cfa2efa-d740-4408- 9a69- 18d918bf 5875 -H
"accept: application/json' --header 'Content-Type: application/json -d

Example of the Request Body

The following snippet shows an example of the request body.

{ nn

"notificationDestination": ,
"request Test Notification": "true",
"securitylnfo": |

{
"aefld": "2fb37df 9-d7ca- 4e04-a7a7- dc2167b0f 9b2",

“aut henti cationl nfo": ,
“aut hori zationlnfo": "",
“interfaceDetails": {
“i pv4Addr": "",
“i pv6Addr": "",
"port": O,
"securityMethods": [
" QAUTH'
]
¥
“pref SecurityMethods": |
" QAUTH'
]

"sel SecurityMethod": "QAUTH'
}
]

"supportedFeatures": "af",
"websockNot i f Config": {
"request Websocket Uri": true,
"websocket Uri": ""

}
X

Example of the Response Body

The following example shows the contents of the response body in JSON format.

{ nn

“notificationDestination": :
"request Test Notification": "true",
"securitylnfo": [

{
"aefld": "6106blad- cda8- 4da0- b6d4- c4e40d6f 2f Of ",

"aut henticationlnfo": ,
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"aut horizationl nfo": ,
"interfaceDetails": {
“i pv4Addr": ",
“i pv6Addr": "",
"port": O,
“securityMethods": [
" QAUTH'
]
b
"pref SecurityMethods": |
" QAUTH'
1
"sel SecurityMethod": "QAUTH'
1
]

upportedFeatures": "af",
"websockNotif Config": {
"request Websocket Uri": true,
"websocket Uri": ""

}
}

For more information about capif-security configuration using REST API, see the
"CAPIF_Security_API" section of 3GPP Technical Specification 29.222, Release 16.

2.1.4.2 Delete Security Method

This service operation is used by an API invoker to delete the service API security method
obtained from the AF Manager.

Request Type: DELETE
Request URI: / capi f-security/vl/trustedl nvokers/

Request Initiated By: API Invoker

Table 2-20 Supported Response Codes
|

Code Description

204 Deleted Successfully
404 Not Found
Examples

The following example shows how a service API security method is deleted for API Invoker by
submitting a DELETE request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --request DELETE --http2-prior-know edge -v
"http://<IP Address: port>/api Root/capif-security/vl/trustedl nvokers/
<invokerid> -H 'accept: application/json' --header 'Content-Type:
application/json'
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2.1.4.3 Obtain Authorization

This service operation is used by an API invoker to obtain authorization to access NEF service
APlIs.

Type: POST
URI: / capi f-security/vl/securities/{invokerld}/token

Initiated By: API Invoker

@® Note

The following data structure is not treated as a JSON object. It is a key, value pair data
structure to be encoded using x-www-urlencoded format as specified in subclause
17.13.4.1 of W3C HTML 4.01 Specification [22].

Table 2-21 Request Body Parameters

|
Field Name Data Type Description

grant_type string This IE shall contain the grant type as
“client_credentials".
This is a mandatory parameter.

client_id string the API invoker Identifier.
This is a mandatory parameter.

client_secret string This IE when present shall contain the onboarding
secret which is got during API invoker onboarding.
This is an optional parameter.

scope string This IE when present shall contain a list of AEF
identifiers and its associated APl names for which
the access_token is authorized for use.

It takes the format of
3gppt#aefldl:apiNamel,apiName2,...
apiNameX;aefld2:apiNamel,apiName2,...
apiNameY;...aefldN:apiNamel,apiName2,...
apiNameZ

Using delimeter "#" after the discriminator "3gpp",
"" after AEF identifier, "," between APl names and
"" between the last APl name of the previous AEF
identifier and the next AEF identifier. (NOTE 2)
Example: ' 3gpp#aef - j i angsu- nanj i ng: 3gpp-
moni t ori ng- event, 3gpp- as- sessi on-wi t h-
qos; aef - zhej i ang- hangzhou: 3gpp- cp-

par anet er - provi si oni ng, 3gpp- pf d-
managenent'

This is an optional parameter.

Note: Currently, this parameter is not supported in
request.
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Table 2-22 Response Body Parameters

. _______________________________________________|
Field Name Data Type Description

access_token string This IE shall contain JWS Compact Serialized
representation of the JWS signed JSON object
containing AccessTokenClaims.

This is a mandatory parameter.

token_type string This IE shall contain the token type (i.e. "Bearer").
This is a mandatory parameter.

expires_in DurationSec This IE when present shall contain the number of
seconds after which the access_token is
considered to be expired.

This is an optional parameter.

scope string This IE when present shall contain a list of AEF
identifiers and its associated API names for which
the access_token is authorized for use.

It takes the format of
3gpp#aefldl:apiNamel,apiName2,...
apiNameX;aefld2:apiNamel,apiName2,...
apiNameY;...aefldN:apiNamel,apiName2,...
apiNameZ

Using delimeter "#" after the discriminator "3gpp",
":" after AEF identifier, "," between API names and
"" between the last APl name of the previous AEF
identifier and the next AEF identifier. (NOTE 2)
Example: ' 3gpp#aef - j i angsu- nanj i ng: 3gpp-
moni t ori ng- event, 3gpp- as- sessi on-wi t h-
qos; aef - zhej i ang- hangzhou: 3gpp- cp-

par amet er - provi si oni ng, 3gpp- pf d-
management '

This is an optional parameter.

Table 2-23 Supported Response Codes

Code Description

200 Successful Access Token Request
400 Error in the Access Token Request
Examples

The following example shows how an API Invoker obtains authorization to access NEF service
by submitting a POST request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge -k -X POST \<IP Address: Port>/capif-security/vl/
securities/5cfa2efa-d740-4408- 9a69- 18d918bf 5875/ t oken \ \ --header ' Content-
Type: application/x-wwformurlencoded” \ -H "accept: application/json" \--
data-url encode 'client i d=85108099- 3ech-447c-8961- 1407f 519a958" \--dat a-
urlencode 'grant_type=client _credentials'

Example of the Response Body
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The following snippet shows an example of the response body.

{

"access_token": "eyJOeXA O JKV1Q LCIhbGeci G JSUzI INi J9. eyJpc3M O JkODMLZWAhMy 1hN
WFhLTQ6ZWYt Yj hhOCO5 Yy NWYy ODY4YmM LCIz Y29wZSI 61 j Nnc HAj COVhMARE ZTQt NDcwYSOOMIE
ZLVEWMGYE ZT1 I M gxYmUAM ZnOk1FI i wi ZXhwl j oxNj QMNTMVBNz Eyf Q HXNi ucwTTngpnl egsr mdun
F5v_yxnVt Quur 63HHbAY9nd_7ExbvdaFGULN8AbeV1O0TBo71 f 80OKazZy YHI vc O6Pf e XXBGHzy ol f MPP
8YaVSPckVZT7abxVwyd-
azCH53pZep74i | JaWwTW sOAFhQHdr kS kCl 2k QNAAGdeNepGUl LE1BUXgcqehuVl NnvsQer 11 er
VNUMQYyd_R- aERzvkNsqY62uk Up4n0Ch5Ts ABVDAFz9xz JHOULaY! pt CTWMBZTr weEgnC-
Kj TF2xBTvJxc_U5sp- | eP2saVbBPAQEH pBJwf dAk1vNLUEXUf ZPaK7vk9sEOQI EThUWIDQ sykw',

"t oken_type":"Bearer",

"expires_in":6496991,

"scope": "3gpp#85alc3esd- 470a- 4113- a00f - e9e281be826f : 3gpp- noni tori ng- event "

For more information about capif-security configuration using REST API, see the
"CAPIF_Security_API" section of 3GPP Technical Specification 29.222, Release 16.

2.1.5 CAPIF Event Management

The Event Management resource enables AFs and the NEF services to communicate with the
NEF Event Manager service through the capi f - event s API. This API allows them to subscribe,
unsubscribe, and receive natifications for the events managed by CAPIF.

The 3GPP defined Event Management API allows the subscribing entities, such as API
invokers and API Exposing Functions (AEFs) to subscribe to and unsubscribe from the EG
events. It also allows EG to send event natifications to the subscribing entities when the
corresponding event is detected.

2.1.5.1 Create CAPIF Event Subscription

This service operation is used to create a new event subscription resource for CAPIF event
notifications.

Type: POST
URI: / capi f - event s/ v1/{subscriberld}/subscriptions

Initiated By: AF/OCNEF Microservice

Table 2-24 Request Body Parameters
|

Field Name Data Type Description
events string Describes the event for which subscription is
required.

This is a mandatory parameter.

eventFilters string The filtering criteria that can be applied when the
event occurs. Only the events that meet the
specified filtering criteria gets notified to
consumers.

This is an optional parameter.
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Table 2-24 (Cont.) Request Body Parameters

Field Name Data Type Description
eventFilters.apilds string The unique identifier of the subscriber API.

This is an optional parameter.

Note: This parameter is applicable if the value for

the event s parameter contains any of the

following:

«  SERVI CE_API _AVAI LABLE

e SERVI CE_API _UNAVAI LABLE

«  SERVI CE_API _| NVOCATI ON_SUCCESS

«  SERVI CE_API _I NVOCATI ON_FAI LURE
eventFilters.apilnvokerlds string The unique identifier of the subscriber API Invoker.

This is an optional parameter.

Note: This parameter is applicable if the value for

the event s parameter contains any of the

following:

e APl _|I NVOKER_ONBQARDED

APl _| N\VOKER_COFFBOARDED

e SERVI CE_API _| NVOCATI ON_SUCCESS

e SERVI CE_API _| NVOCATI ON_FAI LURE

APl _I NVOKER_AUTHORI ZATI ON_REVOKED
eventFilters.aeflds string The unique identifier of the subscriber AEF.

This is an optional parameter.

Note: This parameter is applicable if the value for

the event s parameter contains any of the

following:

e SERVI CE_API _| NVOCATI ON_SUCCESS

e SERVI CE_API _| NVOCATI ON_FAI LURE
eventReq integer Describes the reporting requirements of the event

subscription.
eventReq.immRep boolean Indicates if the immediate reporting indication must

be sent.

Possible values are:

o true

« false
eventReq.notifMethod string The event notification method.

Possible values are:

 PERIODIC

*  ONE_TIME

. ON_EVENT_DETECTION
eventReq.maxReportNbr integer Maximum Number of reports to be generated
eventReq.monDur string The event monitoring duration
notificationDestination string The notification destination path.
requestTestNotification boolean Indicates if the test notification must be sent.

Possible values are:
°  true
» false
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@® Note

The data types supported by NEF complies with the 3GPP specifications. For more
information about the 3GPP data types, see 3GPP Technical Specification 29.571,
Release 16, Common Data Types for Service Based Interfaces.

Table 2-25 Supported Response Codes

|
Code Description

201 The subscription resource is created successfully.

The URI of the created resource shall be returned in the Locat i on
HTTP header.

204 No Content (successful notification)

400 Bad Request

401 Unauthorized

403 The subscription resource is not allowed to be created since one or

more of the received parameters are out of the range defined by
operator policies.

404 Not Found

For more details about error codes and their resolutions, see "HTTP Error Codes" in Oracle
Communications Cloud Native Core, Network Exposure Function Troubleshooting Guide.

Examples

The following example shows how an AF or an NEF microservice creates a subscription
request for receiving CAPIF event natifications by submitting a POST request on the REST
resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request POST 'http://<IP
address: Port >/ capi f - event s/ v1/ SUBSCRI BER_| D_1/ subscri ptions' \--header
" Content - Type: application/json' \

Example of the Request Body for a Service Availability Event Subscription

The following snippet shows an example of the request body.

"events": |
" SERVI CE_API _UNAVAI LABLE",
" SERVI CE_API _AVAI LABLE"

]

ventFilters": [
{
"apilds": |
"al1621f c5- b4d1- 4473- bbb5- abf 3aldd98ea"”,
"API 1D 2"
]

pi I nvokerlds": [

"APl _| NVOKER_I D 1",

"APl _| NVOKER_| D_2"
] )

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03 September 30, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 29 of 175


https://www.3gpp.org/ftp/Specs/archive/29_series/29.571/
https://www.3gpp.org/ftp/Specs/archive/29_series/29.571/

ORACLE

Chapter 2

Supported REST API Interfaces

"aeflds": [
"f 56ad84b- eabf - 4c59- 8d5a- 011d899dbf d1",
"AEF | D 2"
]
}
1,
"eventReq": { "inmmRep": false, "notifMethod": "ON EVENT DETECTI ON',
“maxReport Nor": 0, "monDur": "2022-12-30T06:00: 002"},
"notificationDestination": "http://local host: 8080",
"request Test Notification": false

} Ll
Example of the Response Body

"events": [
" SERVI CE_API _UNAVAI LABLE",
" SERVI CE_API _AVAI LABLE"
]

"eventFilters": |

{
"apilds": [
"al621f c5- b4d1- 4473- bbb5- abf 3aldd98ea",
"APl ID 2"

]

"api I nvokerlds": [
"APl _| NVOKER I D_1",
" APl _| NVOKER_I D_2"

] )
"aeflds": [
"f56ad84b- eabf - 4c59- 8d5a- 011d899dbf d1",

"AEF_I D_2"
]
}
1,
"eventReq": { "immRep": false, "notifMthod": "ON EVENT DETECTI ON',
“maxReport Nor": 0, "monDur": "2022-12-30T06: 00: 002"},

"notificationDestination": "http://local host:8080",
"request Test Notification": false

)
2.1.5.2 Delete CAPIF Event Subscription

This service operation is used to unsubscribe from the CAPIF event subscription.

Type: DELETE
URI: / capi f-event s/ v1l/{subscriberl d}/subscriptions/{subscriptionld}

Initiated By: AF/OCNEF Microservice

Table 2-26 Supported Response Codes

Code Description

204 Deleted successfully

Cloud Native Core, Network Exposure Function REST Specification Guide

F98164-03
Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 30 of 175




ORACLE

Chapter 2
Supported REST API Interfaces

Table 2-26 (Cont.) Supported Response Codes

- __________________________________________________|
Code Description

404 Not Found

For more details about error codes and their resolutions, see "HTTP
Error Codes" in Oracle Communications Cloud Native Core, Network
Exposure Function Troubleshooting Guide.

Examples

The following example shows how an AF or an NEF microservice deletes a subscription for
CAPIF event notifications by submitting a DELETE request on the REST resource using cURL.

cURL Command
curl --location --request DELETE '<IP Address: Port>/capif-events/vl/

SUBSCRI BER | D 1/ subscri pti ons/ 1b47df af - 6090- 4973- a483- ad72e008ad91' - header
" Content-Type: application/json' -v

2.1.5.3 Publish CAPIF Event

This service operation is used by CAPIF to publish the subscribed event notifications to AFs or
the NEF services.

Type: POST
URI: / capi f - event s/ v1/ publ i sh- event

Initiated By: OCNEF Exposure Gateway

Table 2-27 Request Body Parameters
|

Field Name Data Type Description
events string Describes the event for which subscription is
required.

This is a mandatory parameter.

producerld string This parameter describes the subscribed event
filter.
This is a mandatory parameter.

eventDetail.serviceAPIDescri | string The name of the service API.

ptions.apiName

eventDetail.apilds string The unique identifier of the subscriber API
eventDetail.apilnvokerlds string he unique identifier of the subscriber API Invoker.
eventDetail.aeflds string The unique identifier of the subscriber AEF.
eventDetail.accCtrlPolList.apil | string Indicates the topology hiding information for the
d API.
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@® Note

The data types supported by NEF complies with the 3GPP specifications. For more
information about the 3GPP data types, see 3GPP Technical Specification 29.571,
Release 16, Common Data Types for Service Based Interfaces.

Table 2-28 Supported Response Codes
|

Code Description

204 No Content (successful notification)
400 Bad Request

401 Unauthorized

404 Not Found

For more details about error codes and their resolutions, see "HTTP Error Codes" in Oracle
Communications Cloud Native Core, Network Exposure Function Troubleshooting Guide.

Examples

The following example shows how CAPIF creates a publish request for sending event
notifications to AF or NEF services by submitting a POST request on the REST resource using
cURL.

cURL Command

curl --http2-prior-know edge --location --request POST 'http://<IP
address: Port >/ capi f-events/vl/ publish-event' \--header 'Content-Type:
application/json' \

Example of the Request Body for Location Monitoring through UDM

The following snippet shows an example of the request body.

{
"events": "SERVI CE_API _AVAI LABLE",

"producer|d": "PRODUCER 1",

"eventDetail": {
"servi ceAPl Descriptions": [
{
"api Name": "api Nane"
}
1,
"apilds": [

"al621f c5- b4d1- 4473- bbb5- abf 3aldd98eaz"
]

pi I nvokerlds": |

1,

"aeflds": [

1,

"accCtrlPol List": {
"apild": "string"

}
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Example of the Response Body

204 No Content

2.1.6 Monitoring Event Subscription

The Monitoring Event (ME) resource allows API Invokers or Application Function (AFs) to read
all of the active monitoring event subscriptions or create a new monitoring event subscription at
NEF through the 3GPP- noni t ori ng- event API.

The Monitoring Event API allows the AFs to subscribe to notifications about specific events in
3GPP networks. It also allows the NEF to report the event by sending notifications to the
authorized users when the corresponding event is detected.

The 3GPP- moni t ori ng- event service facilitates the following operations:

2.1.6.1 Create ME Subscription

This service operation is used to create a new subscription resource for monitoring event
notifications.

Type: POST
URI: / 3gpp- noni tori ng-event/vl/{afld}/subscriptions
Initiated By: AF

© mportant

The af | d in path param should be same as api _i nvoker _i d in the Onboard API
Invoker Response.

Table 2-29 Request Body Parameters

Field Name Data Type Description
afld string A unique identifier of the API invoker.
This is a mandatory parameter.
externalld string A parameter for UE identification. One of the
msisdn string exter nal I q.or r'TEi sdn pargmgters must be used
for UE identification for monitoring type
LOCATION_REPORTING.
This is a mandatory parameter.
externalGroupld string Identifies a defined group of users.

NEF supports the following types:
. PDN_CONNECTIVITY_STATUS

. UE_REACHABILITY

. LOSS OF CONNECTIVITY

One of the ext ernal | d or msi sdn or

ext ernal Groupl d parameters must be used for
the above monitoring event types.
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Table 2-29 (Cont.) Request Body Parameters

Field Name Data Type

Description

monitoringType string

The type of monitoring event.
NEF supports the following types:
* LOCATION_REPORTING

«  PDN_CONNECTIVITY_STATUS
«  UE_REACHABILITY
- LOSS_OF CONNECTIVITY

This is a mandatory parameter.

maximumNumberOfReports | integer

Identifies the maximum number of event reports to
be generated.
This is an optional parameter.

@ Note

It is mandatory to
provide one of the
parameters value from
maxi mumNunber O
Reports or

noni t or Expi reTi
ne.
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Table 2-29 (Cont.) Request Body Parameters

Field Name Data Type

Description

monitorExpireTime DateTime

When the request includes milliseconds, the
response sent to the AF returns the

moni t or Expi r eTi me without milliseconds. This is
because the system converts Of f set Dat eTi ne to
Local Dat eTi me when forwarding the request to
the 5GC agent and UDM.

In the following example, the value 800 is removed
from the response.

*  Request: 2100-06-30T06:30:20.800Z

* Response: 2100-06-30T06:30:20Z

When the request includes zone information, the
moni t or Expi r eTi ne in the response returned to
AF will have the time which is converted to server
time zone. This conversion accounts for the zone
offset and zone information. As a result, the

moni t or Expi r eTi ne in response may be different
from the noni t or Expi r eTi e provided in the
request.

Sample request: 2025- 09- 19T06: 30: 00+08: 15
This is an optional parameter.

@ Note

It is mandatory to
provide the value of
either

maxi mumNunber Of
Reports or

noni t or Expi reTi
nme.
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Table 2-29 (Cont.) Request Body Parameters

. _______________________________________________|
Field Name Data Type Description

locationType string Specifies the type of location.

Possible values are:

e CURRENT_LOCATION: The requests to be
notified for the current location

¢ LAST_KNOWN_LOCATION: The requests to
be notified for the last known location

e CURRENT_OR_LAST_KNOWN_LOCATION:
The AF requests the current or last known
location

* INITIAL_LOCATION: The requests to be
notified for the initial location

@ Note

The INITIAL_LOCATION is
supported only for GMLC based
location monitoring.

This is mandatory parameter for UDM based
Location Reporting requests and GMLC based
immediate Location Reporting request.

maximumDetectionTime string The maximum duration for detecting connectivity
loss.
NEF supports only LOSS_OF_CONNECTIVITY.
reachability Type string If "monitoringType" is "UE_REACHABILITY", this

parameter identies whether the request is for
"Reachability for Data".
This is applicable for Ue-reachability_natification.

maximumLatency integer If "monitoringType" is "UE_REACHABILITY", this
parameter may be included to identify the
maximum delay acceptable for downlink data
transfers.

This is applicable for Ue-reachability_natification.

maximumResponseTime string If "monitoringType" is "UE_REACHABILITY", this
parameter can be considered to identify the
duration for which the UE remains reachable to
allow the SCS or AS to deliver the required
downlink data.

This is applicable for Ue-reachability_notification.

suggestedNumberOfDIPacket | integer If "monitoringType" is "UE_REACHABILITY", this
S parameter can be considered to identify the
number of packets that the serving gateway shall
buffer in case that the UE is not reachable.

This is applicable for Ue-reachability-notification.
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Table 2-29 (Cont.) Request Body Parameters

Field Name

Data Type

Description

idleStatusiIndication

boolean

If "monitoringType" is set to "UE_REACHABILITY",
this parameter can be considered to indicate the
notification of when a UE, for which PSM is
enabled, transitions into idle mode.

«  "true": indicate enabling of notification

- "false": indicate no need to notify

Default: "false"

This is applicable for Ue-reachability_notification.

locQoS

Indicates the level of the required precision for the
location information. QoS requirement for an
immediate MT-LR or deferred MT-LR.

If the locQoS attribute specifies that the cell level
location accuracy is required, then NEF interacts
with the appropriate GMLC deployed within the
network by invoking the 3GPP defined

Ngm ¢_Locati on_Provi deLocat i on service
operation.

Note: This is a mandatory parameter for GMLC
based location monitoring.

locQoS.hAccuracy

Horizontal positioning of the subscriber location

locQoS.VAccuracy

Vertical positioning of the subscriber location

locQoS.IcsQosClass

Defines the degree of adherence by the location
service to another quality of service parameter
(Accuracy), if requested.

IdrType

This parameter is available only for the deferred
requests for location monitoring.

Possible values are:

PERIODIC: The AF requests the location details of
the subscriber periodically.

ENTERING_INTO_AREA: The AF requests the
location details of the subscriber when the
subscriber enters a specified area. The area
details are specified in locationArea5G parameter.

LEAVING_FROM_AREA: The AF requests the
location details of the subscriber when the
subscriber leaves a specified area. The area
details are specified in locationArea5G parameter.

BEING_INSIDE_AREA: The AF requests the
location details of the subscriber when the
subscriber is in a specified area. The area details
are specified in locationArea5G parameter.

MOTION: The AF requests the location details of
the subscriber when the subscriber moves by more
than some predefined straight line distance from a
previous location.

For more details on the parameters, see 3GPP
23273 Specification

locationArea5G

Indicates the area within which the AF requests the
area event of the target subscriber.
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Table 2-29 (Cont.) Request Body Parameters

Field Name

Data Type

Description

repPeriod

Indicates the time interval between successive
reporting. It shall be present when the AF requests
to report delays periodically.

minimumReportinterval

Defines the minimum time interval between each
location reporting notification for periodic request.

Note: This parameter is not included if the
maximumNumberOfReports attribute is present
and set to a one-time event.

maxRptExpirelntvl

Defines the maximum time interval between each
location reporting notification.

samplinglnterval

Defines the maximum time interval between
consecutive evaluations by a subscriber for a
trigger event.

reportingLocEstind

Indicates if the event reporting should include
location estimation information. The location
estimation information is included in event
reporting if the value is true.

By default, the value is false.

accuracy

string

The supported value are:

« Cd _ECA : This value is applicable for UDM
based location monitoring. This value raises
requests to be notified about cell level location
accuracy.

¢ GEO_AREA: This value is applicable for GMLC
based location monitoring. This value raises
requests to be notified for the location
accuracy based on the geographic area.

This is an optional parameter.

notificationDestination

link

The destination URI where the notification for the
subscription must be sent.
This is a mandatory parameter.

@ Note

* An AF request should either contain Locat i onType or Ldr Type and be mutually
exclusive. If both are present, then NEF would throw validation failure.

e The data types supported by NEF complies with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.571, Release 16, Common Data Types for Service Based Interfaces.

Table 2-30 Supported Response Codes

Code

Description

201

The subscription resource is created successfully.
The URI of the created resource shall be returned in the Locat i on

HTTP header.
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Table 2-30 (Cont.) Supported Response Codes
|

Code Description

200 The subscription resource is created successfully.

The operation is successfully, and corresponding monitoring event
report is included.

403 The subscription resource is not allowed to be created since one or
more of the received parameters are out of the range defined by
operator policies.

The subscription resource is not allowed to be created since the Idle
Status Indication is received in the request but not supported by the

network.
415 Unsupported Media Type
504 Gateway Error

Examples

The following example shows how an AF creates a subscription request for notification about
monitoring event by submitting a POST request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --1ocation --request POST "http://<IP

addr ess: Port >/ 3gpp- noni t ori ng- event / v1/ af 1 D1000/ subscri ptions' \--header
' Content-Type: application/json' \ -H "accept: application/json -H

"aut hori zati on:

Bear er

eyJ0eXAi O JKV1Q LCIpbnzva2VyTnFt ZSI 61 m udn®r ZXI t cHIvZm sZSI sl nFsZyl 611 JTM W21 n
0. eyJpc3M G | 3OAELONYYM 1i MeMZLTRI MTT t YWESNS1hMIgx MeNKYW zZTci LCIzY29wWZSI 61 j Nn
cHAj ZmywYzk1N ct MDBKZCOOYTRrLTk5Mrt ZnNnVDNI NTQy ZWRmgj NncHAt bWWuaXRvem uZy 1l dm
VudCl sl mv4cCl 6MI'Y20DE4ANzcxMh0. Ns OARB8K7ahZYX1w- kt 4x CaX-

OEJWISW ni j COKi 81 SxZI Qcr N QnQZLUNOPzf 6Bvwhxf 7-

yPw42_JD7k9l 3ku54MuK1nNVI MAUD_nm Al Z1j Wt J9hSG39NA63eB_Ht BW3J60dMBB1_pHELTT- 8g
GTt 7MCQ_VI96REZsj HISEN9zbx Vs b5HAJ4TIMMAAIACh_L-

gFi MX9mddZ08Pvht YE_2Q pt VATsZUN 00yn6FKB6GOEYbI vgA3Wkuf ol t 400p6pa7FJbpf vTBXBK
GQLCzv33kB_Vj 1t qswpxCKj va_mA2000AZMA2Y6p9_2Qoul COLFr sl _HI aRtj F7AUg'

\

@ Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

Example of the Request Body for Location Monitoring through UDM

The following snippet shows an example of the request body.

"external I d": "9590523908@r acl e",
"moni toringType": "LOCATI ON_REPORTI NG',
"l ocationType": "CURRENT LOCATI ON',
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"maxi mum\unber Of Reports": 100,

"moni t or Expi reTi me": "2022-08-19T06: 40: 002",

"accuracy": "Cd _ECE",

"notificationDestination": "http://af-svc:80/notifications"

Example of the Response Body

{

"self": "http://ocnef-ingressgateway: 80/ 3gpp-noni t ori ng-event/vl/ af | D1000/

subscri ptions/ e3253426- bca9- 4c84- a7f 7- 2dc4b5e616bb",
"external I d": "9590523908@r acl e",
"monitoringType": "LOCATI ON_REPORTI NG',
"l ocationType": "CURRENT LOCATI ON',
"maxi munmNunber Of Reports": 100,
"moni t or Expi reTi me": "2022-08-19T06: 40: 002",
"accuracy": "Cd _ECE",
"notificationDestination": "http://af-svc:80/notifications"

@® Note

The notificationDestination link is described as follows:

http:// <AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

Example of the Request Body for GMLC Based Location Monitoring (Immediate
Request)

The following snippet shows an example of the request body:

{

"external Id": "i med5@racl e. cont,
"moni toringType": "LOCATI ON_REPORTI NG',
"maxi mumNunber Of Reports": 1,
"l ocationType": "CURRENT LOCATI ON',
"l ocQS": {
"hAccuracy": 11.0,
"vAccuracy": 11.0,
"I csQosd ass": " ASSURED'

b

"notificationDestination":
"http://af _host:af_port/af/notifications

Example of the Response Body

{

"external 1d": "imedl7@r acl e. conf',
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"l ocationlnfo": {
"geographi cArea": {
"shape": "PQ NT",
"point": {
"lon": 27.2046,
"lat": 77.4977

}
},

"moni toringType": "LOCATI ON_REPORTI NG'

Example of the Request Body for GMLC Based Location Monitoring (Deffered Request)

e |drType: PERI ODIC
The following snippet shows an example of the request body for a deferred request where,
| dr Type: PERI CDI C

{
"external I d": "Defel@acle.conf,
"monitoringType": "LOCATI ON_REPORTI NG',
"maxi mumNunber Of Reports": 2,
"moni t or Expi reTi me": "2022-04-10T06: 40: 002",
"l ocQS": {
"hAccuracy": 12.0,
"vAccuracy": 13.0,
"l csQosC ass": " ASSURED'
¥
"l dr Type": "PER ODIC',
"repPeriod": 3600,
"notificationDestination":
" http://af _host: af _port/af/notifications"
}

e |drType: MOTION
The following snippet shows an example of the request body for a deferred request where,
| dr Type: MOTI ON:

{
"external I d": "Defel@acle.cont,

"monitoringType": "LOCATI ON_REPORTI NG',
"maxi mumNunber Of Reports”: 2,
"“moni t or Expi reTi me": "2022-04-10T06: 40: 002",

"l ocQS": {

"hAccuracy": 12.0,

"vAccuracy": 13.0,

"l csQosC ass": " ASSURED"
¥
"l dr Type": "MOTION',
"m ni nunReportInterval ": 3600,
"maxRpt Expirelntvl": 4800,
"sanplinglnterval": 5000,
"reportinglLocEstInd": "true",
"l i nearDi stance": "20",
"notificationDestination":
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" http://af_host: af _port/af/notifications"
}

e |drType:: ENTERI NG | NTO AREA/ LEAVI NG_FROM AREA/ BEI NG_| NSI DE_AREA
The following snippet shows an example of the request body for a deferred request where,
| dr Type: : ENTERI NG | NTO AREA/ LEAVI NG_FROM AREA/ BEI NG | NSI DE_AREA:

{
"external 1d": "Defel@racle.cont,

"moni toringType": "LOCATI ON_REPORTI NG',
"maxi mum\unber Of Reports": 2,
"moni t or Expi reTi me": "2022-04-10T06: 40: 002",
"l ocQoS": {
“hAccuracy": 12.0,
"vAccuracy": 13.0,
"I csQosd ass": " ASSURED'

I8

"1 dr Type": "ENTERI NG_| NTO AREA",
"l ocati onAreabG': {
"geographi cAreas": |
{
n Shapell : n PO ,\rl'll ,
"point": {

n | Onn " 20 On ’
n | at " " 20 On

]
¥
"m ni nunReportinterval ": 3600,
"maxRpt Expirelntvl ": 4800,
"sanplinglnterval": 5000,
"reportingLocEstInd": "true",
"notificationDestination":
" http://af_host: af _port/af/notifications"

}

Example of the Response Body

{

"sel f": "http://ocnef-ext-ingress-gateway: 80/ 3gpp-nonitoring-event/vl/
i nvoker 2/ subscri ptions/ 4be33db8- 62b2- 4845- b0f 1- 992ae24el4bd",

"external Id": "swtch@racle.cont,

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notifications",

"moni toringType": "LOCATI ON_REPORTI NG',

"maxi mum\unber Of Reports": 3,

"moni t or Expi reTi me": "2023-04-25T06: 40: 002",

"m ni nunReportinterval ": 3600,

"maxRpt Expirelntvl": 4800,

"sanplinglnterval": 5000,

"reportinglLocEstInd": true,

"l'i nearDi stance": 20,
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"l ocQS": {

"hAccuracy": 12.0,

"vAccuracy": 13.0,

"l csQosd ass": "ASSURED'
¥
"I dr Type": "MOTI ON',

"moni tori ngEvent Report": {
"external ld": "switch@racle.conf,
"l ocationlnfo": {
"geographi cArea": {
"shape": "PO NT",
"point": {
"lon": 27.2046,
“lat": 77.4977
}
¥
"I dr Type": " MOTI ON'
b
“moni toringType": "LOCATI ON_REPORTI NG'

Example of the Request Body for UE Reachability

{
"external Id": "pdu35@acle.cont,
"moni toringType": "UE_REACHABILITY",
"maxi mumNunber Of Reports": 10,
"moni t or Expi reTi me": "2024-10-22T16: 59: 002",
"reachabilityType": "DATA",
"maxi nunLat ency": 100,
"maxi munResponseTi me": 1,
"suggest edNunber O Dl Packet s": 300,
"idleStatuslndication": "true",
"notificationDestination": "http://ocnefsim-ocstub-svc-af:1010/af/notifications”

Example of the Request Body for Loss of Connectivity

{

"externalId": "loc21@racle.cont,

"moni toringType": "LOSS_OF_CONNECTI VI TY",

"maxi mumNunber Of Reports": 10,

"moni t or Expi reTi me": "2024-10-22T16: 59: 002",

"maxi munDet ecti onTi me": 10,

"notificationDestination": "http://ocnefsim-ocstub-svc-af:1010/af/notifications”
}

Example of the Request Body for PDU Connectivity Status

{
"external Id": "pdu@racle. cont,

"noni toringType": "PDN_CONNECTI VI TY_STATUS",
"maxi mumNunber Of Reports": 10,
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"moni t or Expi reTi me": "2024-10-22T16: 59: 002",
"notificationDestination": "http://ocnefsim-ocstub-svc-af:1010/af/notifications”

}
® Note
The ConfigMapper API can be used to pre-configure DNN for a given AF ID for PDU
Session related subscription using MonitoringEvent. For more information, see
ConfigMapper API.
2.1.6.2 Get ME Subscription

This service operation is used to fetch details for a specific monitoring event subscription from

NEF.

Type: GET

URI: / 3gpp- noni tori ng-event/v1/{afld}/subscriptions/{subscriptionld}
Initiated By: AF

© Important

The af | d in path param should be same as api | nvoker | d in the Onboard API
Invoker Response.

Table 2-31 Request Body Parameters

Field Name Data Type Description

afld string A unique identifier of the API invoker.
This is a mandatory parameter.

subscriptionid string The unique identifier of the ME subscription.
This is a mandatory parameter.

Table 2-32 Response Body Parameters
|

Field Name Data Type Description
externalld string The unique identifier of the ME subscription.
This is a mandatory parameter.
notificationDestination string The path supported by AF to receive the
notifications.
This is a mandatory parameter.
monitoringType string The type of monitoring event.
maximumNumberOfReports | integer The maximum number of event reports to be

generated for the subscription.
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Table 2-32 (Cont.) Response Body Parameters

Field Name Data Type Description
locationType string Possible values are:

* CURRENT_LOCATION: The requests to be

notified for the current location

°*  LAST_KNOWN_LOCATION: The requests to

be notified for the last known location

. CURRENT_OR_LAST_KNOWN_LOCATION:

The AF requests the current or last known
location
monitorExpireTime integer The duration (in days) after which the subscription
expires.

This is an optional parameter.
maximumDetectionTime string The maximum duration for detecting connectivity

loss.

NEF supports only LOSS_OF_CONNECTIVITY.
externalGroupld string Identifies a defined group of users.

NEF supports the following types:

*  PDN_CONNECTIVITY_STATUS

*  UE_REACHABILITY

+  LOSS_OF_CONNECTIVITY
reachabilityType string If "monitoringType" is "UE_REACHABILITY", this

parameter is considered to identify whether the

request is for "Reachability for Data".

This is applicable for Ue-reachability_notification.
maximumLatency integer If "monitoringType" is "UE_REACHABILITY", this

parameter may be included to identify the

maximum delay acceptable for downlink data
transfers.

This is applicable for Ue-reachability_notification.
maximumResponseTime string If "monitoringType" is "UE_REACHABILITY", this

parameter can be considered to identify the length

of time for which the UE remains reachable to
allow the SCS or AS to deliver the required
downlink data.

This is applicable for Ue-reachability_notification.
suggestedNumberOfDIPacket | integer If "monitoringType" is "UE_REACHABILITY", this
S parameter can be considered to identify the

number of packets that the serving gateway shall

buffer in case that the UE is not reachable.

This is applicable for Ue-reachability-notification.
idleStatusiIndication boolean If "monitoringType" is set to "UE_REACHABILITY"

or "AVAILABILITY_AFTER_DDN_FAILURE", this
parameter can be considered to indicate the
notification of when a UE, for which PSM is
enabled, transitions into idle mode.

«  "true": indicate enabling of notification

- "false": indicate no need to notify

Default: "false"

This is applicable for Ue-reachability _natification,
Availability_after DDN_failure_notification, and
Availability_after DDN_failure_notification_enhanc
ement.
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Table 2-32 (Cont.) Response Body Parameters

. _______________________________________________|
Field Name Data Type Description

accuracy string Possible values are:

*  CGI_ECGI: The requests to be notified at cell
level location accuracy

* ENODEB: The requests to be notified at
eNodeB level location accuracy

*  TA_RA: The requests to be notified at TA/RA
level location accuracy

*  PLMN: The requests to be notified at PLMN
level location accuracy

TWAN_ID: The requests to be notified at
TWAN identifier level location accuracy

*  GEO_AREA: The requests to be notified of the
geographical area accuracy.

® Note

The data types supported by NEF comply with the 3GPP specifications. For more
information about the 3GPP data types, see 3GPP Technical Specification 29.571,
Release 16, Common Data Types for Service Based Interfaces.

Examples

The following example shows how an AF fetches the ME subscription details by submitting a
GET request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request GET '"http://<IP
addr ess: Port >/ 3gpp- noni t ori ng- event/v1/ af | D1000/ subscri ptions/
8834804d- 1338- 477b- b43a- 6d40a233bb3d HTTP/2' \--header ' Content- Type:
application/json' \ -H "authorization:

Bear er
eyJ0eXAi O JKV1Q LCIpbnzva2VWTnFt ZSI 61 m udn®r ZXI t cHIvZm sZSl sl nFsZyl 611 JTM W21 n
0. eyJpc3M O | 3SONELONYM 1i MzMzLTRI M1t YWESNS1hMIgx M2NKYW zZTci LCIzY29wWZSI 61 j Nn
cHAj ZmywYzk1N ct MDBKZCOOYTRrLTKS MY Zni\nIVDNI NTQy ZWROj Nnc HAt bWuaXRvent uZy1l dm
VudCl s| mv4cCl 6MTY20DE4Nz cxMh0. NsQARB8K7ahZYX1w kt 4xCaX-
CEJWISW ni j COKi 81 SxZI Qcr Nf nQZLUNIPzf 6Bvwhxf 7-
yPw42_JD7k91 3ku54MuKInNVI MAUD_mm Al Z1j Wt J9hSG39NA63eB_Ht Bw3J60dMBB1_pHELTT- 89
GTt 7MCQ_VI96REZsj HI5EN9zbx Vs b5HAJ4TIMMAASCh_L-
gFi MX9midZ08Pvht YE_2Q pt VATsZUN 00yn6FKB6GOEYbI vgA3Wkuf ol t 400p6pa7FJbpf vTBXBK
GQLCzv33kB_Vj 1t qswpxCKj va_mA2000AZMA2Y6p9 2Qoul COLFrsl _Hi aRtj F7AUg'

\

@® Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.
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Example of the Response Body

{

"self":"http://ocnef-simingress-gateway: 8080/ 3gpp- noni tori ng-
event/v1/ AF-app- 1/ subscri pti ons/ 8834804d- 1338- 477b- b43a- 6d40a233bb3d",

"external | d":"demuser 1@ acl e. cont,

“notificationDestination":"http://10.75.226.251; 30568/ af /
notifications",

“monitoringType": " LOCATI ON_REPORTI NG',

" maxi mumNurber Of Repor ts": 100,

"l ocationType": " CURRENT LQCATI ON',

"accuracy":"Cd _ECA"

@® Note

The notificationDestination link is described as follows:

http:// <AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

2.1.6.3 Delete an ME Subscription

This service operation is used to delete an ME subscription.
Type: DELETE
URI: / 3gpp- noni t ori ng- event / subscri ptions/{subscriptionld}

Initiated By: AF

Examples

The following example shows how an AF deletes the ME subscription by submitting a DELETE
request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request DELETE 'http://<IP

addr ess: Port >/ 3gpp- noni t ori ng- event/v1/ af | D1000/ subscri ptions/

8834804d- 1338- 477b- b43a- 6d40a233bb3d" \ --header 'Accept: application/json'

\" --header 'Authorization: Bearer

eyJ0eXAi O JKV1Q LCIpbnzZva2VyTnFt ZSI 61 mzvenRpZnkzl i wi YWknl j oi U MyNTYi f Q eyJpc3M
i O JnZWJzMzkONi 04YzJI LTQxMTYt CDFj Yi 1nZ&j YnN) ZGZj Zj M LCIZzY29wZS!I 61 j NncHAj YzY10
DgxOTkt N2Rj NSOOMIQsL\W hNDAt Mz FrNmY4AMz FI MThl § NncHAt bWBuaXRven uZy 11 dnVudCl sI nV
4cCl 6MTY20DEANz cxMh0. Kbx 1UDW bt u7xUYehowu_b2ql p-

MMAMQQi xVr PLbaLr PGSy 61 cPuVHKengl OzNf Y- 4CEl UHGEX v QFCGej 1 TVX00NCOKe- e9YYRVt yz -
aZN-

I NI T3Jyf aCw_zAYOpQy9t t JSBshEAgaop4Gyr yl vynKl ZpDAs9(B0I egBBbj CR7xk@nJRKIgNgzkW
DbPr XUk UOnDM| xi DX6QRAXr 3n1wW/Q6BeLVMPr R6a0z2JcqVr - | NV 7BMDXP_-

Xl 4202WASt Fvfrwk_T1v08GoWj 1xQrLSTCcKouBl X6i -

NnFrpZRILUYVI O4nb3CC60XvASIYGACt RzLexpKyneW/GH Q \
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@® Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

2.1.6.4 Update ME Subscription

Using this service operation, you can update an existing ME subscription.
Type: PUT
URI: { api Root }/ 3gpp- moni t ori ng- event/v1l/{scsAsl d}/subscriptions/{subscriptionld}

Initiated By: AF

@ Note
e The af I d (the scsAsl d in URI) in the path parameter must be same as the
api _i nvoker _i d during pre provisioning.

e GMLC interface does not support any PUT or PATCH functionality. If there is a
request on a subscription created on GMLC, it is failed stating that update is not
supported on GMLC.

Table 2-33 Request Body Parameters

Parameters Data Type Is Parameter Description

Modifiable

through PUT

request?
afld string No A unique identifier of the API invoker.

This is a mandatory parameter.

externalld string No A parameter for UE identification. One of the
msisdn string NoO ext ernal | d or nsi sdn parameters must be used for

UE identification for monitoring type
LOCATION_REPORTING.

externalGroupld string No Identifies a defined group of users.

NEF supports the following types:

*  PDN_CONNECTIVITY_STATUS

*  UE_REACHABILITY

« LOSS_OF_CONNECTIVITY

One of the ext er nal | d or nsi sdn or

ext ernal G oupl d parameters must be used for the
above monitoring event types.

monitoringType string No The type of monitoring event.
NEF supports the following types:
. LOCATION_REPORTING

< PDN_CONNECTIVITY_STATUS
«  UE_REACHABILITY
« LOSS_OF CONNECTIVITY

This is a mandatory parameter.
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Parameters

Data Type

Is Parameter
Modifiable
through PUT
request?

Description

locationType

string

Yes

Possible values are:

¢ CURRENT_LOCATION: The requests to be
notified about the current location of the
subscriber

* LAST_KNOWN_LOCATION: The requests to be
notified about the last known location of the
subscriber

+  CURRENT_OR_LAST_KNOWN_LOCATION: The
AF requests the current or last known location of
the subscriber

This is a mandatory parameter, if the monitoringType

selected is LOCATION_REPORTING.

maximumNumberOfReports

integer

Yes

Identifies the maximum number of event reports to be
generated.
This is a mandatory parameter.

monitorExpireTime

string

Yes

When the request includes milliseconds, the response
sent to the AF returns the noni t or Expi r eTi nme
without milliseconds. This is because the system
converts Of f set Dat eTi e to Local Dat eTi me when
forwarding the request to the 5GC agent and UDM.

In the following example, the value 800 is removed
from the response.

*  Request: 2100-06-30T06:30:20.800Z

* Response: 2100-06-30T06:30:20Z

When the request includes zone information, the

moni t or Expi r eTi ne in the response returned to AF
will have the time which is converted to server time
zone. This conversion accounts for the zone offset and
zone information. As a result, the

moni t or Expi r eTi ne in response may be different
from the noni t or Expi r eTi ne provided in the
request.

Sample request: 2025- 09- 19T06: 30: 00+08: 15
This is an optional parameter.

@ Note

It is mandatory to provide
the value of either

maxi mumNumber O Re
ports or

noni t or Expi r eTi ne.

maximumDetectionTime

integer

Yes

The maximum duration for detecting connectivity loss.
NEF supports only LOSS_OF_CONNECTIVITY.
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Table 2-33 (Cont.) Request Body Parameters

Chapter 2
Supported REST API Interfaces

Parameters Data Type Is Parameter Description
Modifiable
through PUT
request?
reachability Type string No If "monitoringType" is "UE_REACHABILITY", this
parameter is considered to identify whether the
request is for "Reachability for Data".
This is applicable for Ue-reachability_notification.
maximumLatency integer Yes If "monitoringType" is "UE_REACHABILITY", this
parameter may be included to identify the maximum
delay acceptable for downlink data transfers.
This is applicable for Ue-reachability_notification.
maximumResponseTime integer Yes If "monitoringType" is "UE_REACHABILITY", this
parameter can be considered to identify the length of
time for which the UE remains reachable to allow the
SCS or AS to deliver the required downlink data.
This is applicable for Ue-reachability_notification.
suggestedNumberOfDIPacket | integer Yes If "monitoringType" is "UE_REACHABILITY", this
S parameter can be considered to identify the number of
packets that the serving gateway shall buffer in case
that the UE is not reachable.
This is applicable for Ue-reachability-notification.
groupReportGuardTime integer Yes Identifies the report guard time.
This is applicable for the following types:
e PDN_CONNECTIVITY_STATUS
e UE_REACHABILITY
e LOSS_OF_CONNECTIVITY
idleStatusindication boolean Yes If "monitoringType" is set to "UE_REACHABILITY",
this parameter can be considered to indicate the
notification of when a UE, for which PSM is enabled,
transitions into idle mode.
e "true": indicate enabling of notification
» "false": indicate no need to notify
Default: "false"
This is applicable for Ue-reachability_notification.
accuracy string No The supported value is: Cd _ECGE - The requests to
be notified at cell level location accuracy.
This is an optional parameter.
notificationDestination link Yes The URI where the notification for the subscription

must be sent.
This is a mandatory parameter.

Table 2-34 Supported Response Codes

Code

Description

200

header.

The subscription resource is updated.
The URI of the created resource is returned in the Locat i on HTTP

403

The subscription resource is not created because one or more of the
received parameters are out of the range defined by operator policies.
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Table 2-34 (Cont.) Supported Response Codes

- __________________________________________________|
Code Description

The subscription resource is not created because the Idle Status
Indication is received in the request but not supported by the network.

415 Unsupported Media Type

Examples

The following example shows how an AF creates a subscription request for notification about
monitoring event by submitting a PUT request on the REST resource using cURL:

cURL Command

curl --http2-prior-know edge --location --request PUT '"http://<IP
addr ess: Port >/ 3gpp- noni t ori ng- event / v1/ af 1 D1000/ subscri ptions/ subscriptionl D
\ --header' Content - Type: application/json" \

Example of the Request Body for Location Reporting

{
"external I d": "9590523908@ acl e",

"monitoringType": "LOCATI ON_REPORTI NG',

"l ocationType": "CURRENT LOCATI ON',

"maxi mumNunber Of Reports": 100,

"moni tor Expi reTi me": "2024-10-22T16: 59: 002",

"accuracy": "Cd _ECE",

"notificationDestination": "http://af-svc:80/notifications"

Example of the Response Body for Location Reporting

{

"self": "http://ocnef-ingressgateway: 80/ 3gpp- noni t ori ng-event/vl/ af | D1000/
subscri ptions/ e3253426- bca9- 4c84-a7f 7- 2dc4b5e616bb",

"external 1d": "9590523908@0r acl e",

"moni toringType": "LOCATI ON_REPORTI NG',

"l ocationType": "CURRENT_ LOCATI ON',

"maxi mumNunber Of Reports”: 100,

"moni t or Expi reTi me": "2024-10-22T16: 59: 002",

"accuracy": "Cd _ECAd",

"notificationDestination": "http://af-svc:80/notifications”
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@® Note

The format of noti fi cati onDesti nati on parameter is as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

Where, AF Host nane is the hostname of the AF Port is the port defined for the AF.

Example of the Request Body for UE Reachability

{

}

"external Id": "pdu35@racle.cont,

“noni toringType": "UE_REACHABI LI TY",

"maxi mumNunber Of Reports”: 10,

"“noni tor Expi reTi me": "2024-10-22T16: 59: 002",
"reachabilityType": "DATA",

"maxi nuniat ency”: 100,

"maxi nunResponseTi me": 1,

"suggest edNunber O Dl Packet s": 300,

"idl eStatuslndication": "true",

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notifications”

Example of the Request Body for Loss of Connectivity

{

}

"external Id": "loc2l@racle.cont,

"moni toringType": "LOSS_OF_CONNECTI VI TY",
"maxi mumNunber Of Reports": 10,

"moni t or Expi reTi me": "2024-10-22T16: 59: 002",
"maxi munDet ecti onTi me": 10,

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notifications"

Example of the Request Body for PDU Connectivity Status

{

}

"external I d": "pdu@racle.cont,

"noni toringType": "PDN_CONNECTI VI TY_STATUS",
"maxi mumNunber Of Reports": 10,

"moni t or Expi reTi me": "2024-10-22T16; 59: 002",

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notifications"
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® Note
The ConfigMapper API can be used to pre-configure DNN for a given AF 1D for PDU
Session related subscription using MonitoringEvent. For more information, see
ConfigMapper API.
2.1.6.5 ME Notification

This service operation is used by an NF, such as Access Mobility Function (AMF) to notify
about the monitoring events corresponding to subscriptions.

Type: POST
URI: / 5gc- agent / v1/ <t ransl at or >/ <encoded- not i fi cati on-recei vi ng- servi ce-url >

where, the <translator> and the <encoded-notification-receiving-service-url> are internal to
NEF. NEF sends these values in the notification destination URL while subscribing to receive
the notification.

Initiated By: AMF

Table 2-35 Request/Response Body Parameters

- ______________________________________________|
Field Name Data Type Description

notifyCorrelationld string The parameter provided by NEF to uniquely
correlate the notifications with the subscription
This is a mandatory parameter.

reportList array See the ReportList Parameter.
This is a mandatory parameter.

Table 2-36 ReportList Parameters
|

Field Name Data Type Description

type string Describes the type of the event which triggers the
report.
This is a mandatory parameter.

gpsi string This is a mandatory parameter for notifications for
externalgroupid subscription.

refld integer

lossOfConnectReason integer If "monitoringType"
iS"LOSS_OF_CONNECTIVITY", this parameter
shall be included if available to identify the reason
why loss of connectivity is reported.
This is applicable for
Loss_of_connectivity _notification

maxAvailabilityTime integer

reachability string
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Field Name Data Type Description

idleStatusindication boolean If "monitoringType" is set to "UE_REACHABILITY"
or "AVAILABILITY_AFTER_DDN_FAILURE", this
parameter may be included to indicate the
notification of when a UE, for which PSM is
enabled, transitions into idle mode.
«  "true": indicate enabling of notification
- "false": indicate no need to notify
Default: "false"
This is applicable for Ue-
reachability_notification,Availability_after_DDN_fail
ure_notification, and
Availability_after_DDN_failure_notification_enhanc
ement

state string Describes the state of the event which triggered
the report. This IE is set to "TRUE" when
subscriptionld IE is present.
This is a mandatory parameter.

timeStamp string This IE shall contain the time at which the event is
generated.
This is a mandatory parameter.

location object Represents the location information of the UE. The
possible values are:
* nrLocationone
e eutralLocation
e n3galLocation
This is a mandatory parameter.

Table 2-37 Supported Response Codes

Code Description

204 Created

404 Not Found

400 Bad Request
The subscription resource is not allowed to be created since the Idle
Status Indication is received in the request but not supported by the
network.

503 Service Unavailable

Examples

The following example shows how the AMF notifies about monitoring event by submitting a
POST request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request POST '<IP Address: Port>/5gc-
agent / v1/ ME/ b2NuZW¥t bWuaXRvem uz2V2zZWe0czo4NMDgw |\ - - header ' Cont ent - Type:

application/json
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Example of Request Body for Location Reporting

{
"notifyCorrelationld": "8cf61446-3c28-43ad-bdb3-906031d5562c",
"reportList": [{
"type": "LOCATI ON_REPORT",
"state": {
"active": true
¥
"timeStanp": "2021-10-21T12: 22: 542"
“location": {
"nrlocation": {
"tai": {
“plmld": {
"mc": 314,
"mcet: 11
¥
“tac": "1000001"
¥
"ncgi " {
“plmld": {
"mc": 314,
"mcet: 11
¥
“nrCellld": "225BD6007"
¥
"ageCf Locationlnfornmation": 3276
"uelLocationTi mestanp”: "2021-09-15T12:; 22: 542"
}
}
}
]
}

Example of Response Body for Location Reporting

204 No Content

Example of Request Body for Loss of Connectivity

{
"notifyCorrel ationld": "1648eef6-d613-4f de-8c6d-bca551701f 43",
"reportList": [
{
"type": "LOSS_OF _CONNECTIVITY"
"gpsi": "+919845123456"
"refld": "1234"
"] ossOf Connect Reason": " DEREGQ STERED'
"timeStanmp": "2024-10-21T12: 22: 542"
"state":
{
"active": "true",
"remai nReports": "5",
"remai nDuration": "5"
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1

Example of Request Body for UE Reachability

{
"notifyCorrelationld": "14f59a2d-7369-4c02-90a7-073el170fc431",
"reportList": [
{
"type": "REACHABI LI TY_REPORT",
"gpsi": "+919845123456",
"refld": "1234",
“maxAvai | abi lityTime": "2024-10-21T12: 22: 542",
"reachability": "REACHABLE",
“timeStamp": "2023-10-21T12:02:00Z",
"idl eStatuslndication":
{
"timeStamp": "2024-10-21T12: 22: 547",
"activeTime": "5",
"subsRegTi ner": "5",
"edrxCycl eLength": "5",
"suggest edNunX Dl Packets": "5"
¥
"state":
{
"active": "true",
"remai nReports": "5",
"remai nDuration": "5"
}
H
}

Example of Request Body for PDN Connectivity Status

{
"notifld": "1bbc27c3-3928-409f - 8d4b- Of f 474aebd13",
"event Notifs": [
{
"event": "PDU_SES EST"/"PDU_SES REL",
"timeStanmp": "2024-10-22T16:59: 002",
"gpsi": "john.doe@xanpl e. cont,
"ipv4Addr": "10.120.19. 10",
"pduSessType": "I PV4",
“dnn": "dnn"
}H
}
2.1.7 ConfigMapper API

ConfigMapper API is used to pre-configure DNN for a given AF ID for a PDU Session related
subscription using Monitoring Events service.
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When NEF forwards a call towards UDM for a PDU Session subscription, NEF reads the pre-
configured DNN against the AF ID and sends it to UDM. If mapping is not available in NEF,
then DNN is not passed to UDM. All the APIs are accessed through FiveGC ingress gateway.

® Note

»  Currently, the ConfigMapper API is solely used to pre-configure the DNN for a
given AF ID for PDU Session Subscription. For information ME Subscription, see
Monitoring Event Subscription.

*  From NEF 24.1.0 release, ConfigMapper APIs are routed through Fivegcagent
Ingress Gateway instead of External Ingress Gateway.

2.1.7.1 Update Configuration Mapping

Using this service operation, you can update a pre-configured DNN mapping for a given AF ID.
Type: PUT

URI: / nef / apd- manager / { api Ver si on}/ af / confi gmap/ {i dentifier}

Initiated By: AF

Examples

The following example shows how an AF updates a pre-configured DNN mapping for a given
AF ID by submitting a PUT request on the REST resource using cURL:

cURL Command
curl --http2-prior-know edge --location --request PUT "http://<IP

addr ess: Port >/ nef / apd- manager/ v1/ af / confi gmap/ e7473247-
f 880- 4255- 952baa2b8c048369' \--header ' Content-Type: application/json" \ --

data-raw '
{
"id": "e7473247-f880-4255-952b- aa2b8c048369",
"config":
{
"dnn": "dnn"
}
}o-v

Example of the Request Body

{
"id": "e7473247-f880-4255- 952b- aa2b8c048369",

"config":

{
}

ndnnu ndnnn
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Example of the Response Body

{
"id": "e7473247-f880-4255- 952h- aa2b8c048369",

"config":

{
}

dnn": "dnnl"

HTTP Status Codes - Response
200, 400, 404

2.1.7.2 GET Configuration Mapping

Using this service operation, you can fetch a pre-configured DNN mapping for a given AF ID.
Type: GET

URI: / nef / apd- manager / { api Ver si on}/ af / confi gmap/ {i dentifier}

Initiated By: AF

Examples

The following example shows how an AF fetches a pre-configured DNN mapping for a given
AF ID by submitting a GET request on the REST resource using cURL:

cURL Command

curl --http2-prior-know edge --location --request GET 'http://<IP

addr ess: Port >/ nef / apd- manager/ v1/ af / confi gmap/ e7473247- f 880- 4255- 952b-
aa2b8c048369"' \--header 'Content-Type: application/json' \

-V

Example of the Response Body

{
"id": "e7473247-f880-4255-952b- aa2b8c048369",

"config":

{
}

dnn": "dnnl"

HTTP Status Codes - Response
200, 404

2.1.7.3 GET All Pre-configured Mapping

Using this service operation, you can fetch mapping of all pre-configured DNNs and their
respective AF IDs.

Type: GET
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URI: / nef / apd- manager / { api Ver si on}/ af / confi gmap/
Initiated By: AF

Examples

The following example shows how an AF fetches mapping of all pre-configured DNNs and their
respective AF IDs by submitting a GET request on the REST resource using cURL:

cURL Command
curl --http2-prior-know edge --location --request GET 'http://<IP
addr ess: Port >/ nef / apd- manager/v1/ af/ configmap/' \--header ' Content- Type:

application/json \
-V

Example of the Response Body

[

{
"id": "e7473247-f880-4255- 952b- aa2b8c048369",
"config":
{
"dnn": "dnnl"
}
} L
{
"id": "eaal0638-d178-4583-adf 7-ba72875aee31",
"config":
{
lldnnll: lldnnll
}
}

HTTP Status Codes - Response
200

2.1.7.4 Delete Configuration Mapping

Using this service operation, you can delete a pre-configured DNN mapping for a given AF ID.
Type: DELETE

URI: / nef / apd- manager / { api Ver si on}/ af / confi gmap/ {i dentifier}

Initiated By: AF

Examples

The following example shows how an AF deletes a pre-configured DNN mapping for a given
AF ID by submitting a DELETE request on the REST resource using cURL:
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cURL Command

curl --http2-prior-know edge --1ocation --request DELETE 'http://<IP
addr ess: Port >/ nef | apd- manager/ v1/ af / confi gmap/ e7473247- f 880- 4255- 952b-
aa2b8c048369"' \--header 'Content-Type: application/json' \

-V

HTTP Status Codes - Response
204, 404

2.1.8 AF Session with QoS

The AF Session with QoS resource allows API Invokers or Application Function (AFs) to set up
a session with NEF with required QoS based on the application and service requirement.
through the 3gpp- as- sessi on-wi t h- gos API.

The 3gpp- as- sessi on-wi t h- qos API allows the AFs to subscribe to notifications about QoS
events in 3GPP networks.

NEF supports the following event subscription:

+  QOS_MONITORING

*  QOS_NOTIF

«  USAGE_REPORT

e FAILED_RESOURCES_ALLOCATION

e SUCCESSFUL_RESOURCES_ALLOCATION

NEF does implicit subscription for SUCCESSFUL_RESOURCES_ALLOCATION and
FAILED_RESOURCES_ALLOCATION events.

NEF also allows the NEF to report the event by sending notifications to the authorized users
when the corresponding event is detected.

The 3gpp- as- sessi on-wi t h- qos service facilitates the following operations:

2.1.8.1 Create AF Session with QoS Subscription

This service operation is used to create a new subscription resource for QoS provisioning and
notifications.

Type: POST
URI: / 3gpp- as- sessi on-wi t h-qos/vl/{af | d}/subscriptions

Initiated By: AF

© mportant

The af | d in path param should be same as api | nvoker | d in the Onboard API
Invoker Response.
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Field Name

Data Type

Description

self

string

Specifies the referenced
resource provided by NEF after
subscription creation.

supportedFeatures

string

List the features supported by
NEF.

Note: OCNEF supported value is
"7C" and it corresponds to
support for features
'EthAsSessionQoS_5G',
'MacAddressRange_5G',
'AlternativeQoS_5G',
'‘QoSMonitoring_5G' and
'DisableUENotification_5G'.

notificationDestination

link

The destination URI where the
notification for the subscription
must be sent.

This is a mandatory parameter.

flowlInfo

array

Represents flow information.
This is a mandatory parameter.

flowlnfo.flowld

integer

Identifies the IP flows that is sent
during event subscription

flowlnfo.flowDescriptions

string

Indicates the packet filters of the
IP flow

ethFlowlInfo

array

The Ethernet data flow.

ethFlowInfo.EthFlowDescription

object

Defines a packet filter for an
Ethernet flow.

gosReference

string

The predefined QoS information.

altQoSReferences

array

Represent that the subscription
request is for the QOS_NOTIF
event.

This field must be included when
the AF needs to subscribe for the
QOS_NOTI F event. When this
value is available, NEF
subscribes for the QOS_NOTI F
event in the

Npcf _Pol i cyAut hori zation
request. For more information on
this request, see Oracle
Communications Cloud Native
Core, Policy User Guide.

This is an optional parameter.

disUeNotif

boolean

Specifies if QoS flow parameter
signalling to the UE should be
disabled when the SMF is
notified by the NG-RAN of
changes in the fulfilled QoS
situation.

uelpv4Addr

string

The IPv4 address of the UE.

uelpv6Addr

string

The IPv6 address of the UE.
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Field Name

Data Type

Description

macAddr

string

The Media Access Control (MAC)
address of the UE.

ipDomain

string

The IPv4 domain identifier. This
field is applicable only if
uelpv4Addr is available.

usageThreshold

object

Represent that the subscription
request for the USAGE_REPORT
event. This field must be included
when the AF needs to subscribe
for the USAGE_REPORT event.
When this value is available, NEF
subscribes for the
USACE_REPORT event in the

Npcf _Pol i cyAut hori zation
request.

usageThreshold.duration

integer

Indicates the duration in seconds
after which the usage threshold is
considered to be reached.

usageThreshold.totalVolume

integer

Indicates the total data octets for
both downlink and uplink volumer
after which the usage threshold is
considered to be reached.

usageThreshold.downlinkVolume

integer

Downlink data octets

usageThreshold.uplinkVolume

integer

Uplink data octets

sponsorinfo

object

The information about the
sponser who is sponsoring the
traffic

sponsorinfo.sponsorld

string

The sponsor ID.

sponsorinfo.aspld

string

The Application Service Provider
ID.

gosMoninfo

string

Requested Qos Monitoring
parameters. This field must be
included when the AF needs to
subscribe for the

Q0S_MONI TORI NG event. When
this value is available, NEF
subscribes for the

QOS_MONI TORI NG event in the
Npcf _Pol i cyAut hori zation
request.

This is an optional parameter.

gosMonlinfo.reqQosMonParams

array

Specifies the parameters to be
monitored for a service data flow.
The possible values are:

e DOWNLINK

*  UPLINK

*  ROUND_TRIP

gosMonlnfo.repFregs

array

Indicates the frequency for the
reporting, such as event
triggered, periodic, when the
PDU Session is released, or any
other combination.
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Table 2-38 (Cont.) Request Body Parameters
|

Field Name Data Type Description

gosMoninfo.repThreshDI integer Contains an unsigned integer.

gosMoninfo.repThreshUl integer Contains an unsigned integer.

gosMonlinfo.repThreshRp integer Contains an unsigned integer.

gosMonlnfo.waitTime integer The wait duration in seconds.

gosMoninfo.repPeriod integer The wait duration in seconds.
® Note

UE address (IP address or MAC address), Flow description(s), QoS Reference are all
mandatory parameter for a AF Session with QoS subscription. The data types
supported by NEF complies with the 3GPP specifications. For more information about
the 3GPP data types, see 3GPP Technical Specification 29.122, Release 16, T8
reference point for Northbound APIs.

Table 2-39 Supported Response Codes
|

Code Description

201 The subscription resource is created successfully.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

411 Content length required
413 Payload large

415 Unsupported Media Type
500 Internal Server Error

503 Service Unavailable
Examples

The following example shows how an AF creates a subscription request for notification about
QoS monitoring event by submitting a POST request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --1ocation --request POST 'http://<IP
addr ess: Port >/ 3gpp- as- sessi on-wi t h-qos/ v1/ af 1/ subscri ptions' \--header
' Content-Type: application/json' \ -H "accept: application/json -H
"aut hori zati on:
Bear er
eyJOeXAi O JKV1Q LCIpbnzva2VyTnFt ZSI 61 m udn®r ZXl t cHIvZm sZSl sl nFsZyl 611 JTM W21 n
0. eyJpc3M O | 3ONELONYM 1i MzMzLTRI MTTt YWE3NSLhMIgxMRNKYW zZTci LCIzY29wWZSI 61 j Nn
cHAj ZmYwYzk 1N ct MDBKZCOOYTRMLTK5MQX ZnmiNhVDNI NTQy ZWR NncHAt bWAuaXRvem uzy 1l dm
VudCl sl mv4cCl 6MTY20DE4ANz cxMh0. NsQARBBK7ahZYX1w kt 4x CaX-
CEJWISW ni j COKi 8l SxZI Qcr Nj nQZLUNIPzf 6Bvwhxf 7-
yPwA2_JD7k9l 3ku54MuKInNVI MAUD_nm Al Z1j WBt J9hSG39NA63eB_Ht Bw3J60dMPB1_pHELTT- 8¢
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GTt 7MOQ_VOBREZS] HISENOZbxVimsb5HAJ4TIMMAAIACh L -
gFi MX9n#dZO8Pvht YE_2Q pt VATsZUNj 00yn6FKB6GOEYbI vaA3Wkuf ol t 400p6pa7FJbpf vTBXBK
GQLCzv33KkB_Vj 1t gswpxCKj va_mA2000AZmA2Y6p9_2Qoul COLFrs| _Hi aRtj F7AUg'

\

® Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

Example of the Request Body

The following snippet shows an example of the request body for the QoS Monitoring and
Usage Report events subscriptions:

{

"notificationDestination": "http://ocnefsimocstub-svc-pcf: 1010/ af/
notification",

"flow nfo": [

{

“flow d": 1234,

"flowDescriptions": ["DL"]

}

"qoshonl nfo": {
"reqQosMonParams”: ["DOMLI NK', "UPLINK", "ROUND_TRIP'],
"repFreqgs": ["EVENT_TRI GGERED'],

"repThreshD ": 50,

"repThreshU ": 55,

"repThreshRp": 60,

"wait Ti ne": 66,

"repPeriod": 50

]

}l
"usageThreshol d": {

"duration": 40,
"total Vol une": 30,
"downl i nkVol une" : 99,
“uplinkVol ume" : 89
b
"qosReference": "5Q",
"uel pv4Addr": "192.168.1.21"

}

Example of the Response Body

{
"notificationDestination": "http://ocnefsimocstub-svc-pcf: 1010/ af/
notification",
"flow nfo": [
{
“flowd": 1234,
"flowDescriptions": ["DL"]

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03
Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 64 of 175



ORACLE

}

]1
"qoshMnl nfo": {
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"reqQosMonParams”: ["DOWNLI NK', "UPLINK", "ROUND_TRIP'],

"repFregs": ["EVENT_TRI GGERED'],
"repThreshD ": 50,
"repThreshU ": 55,
"repThreshRp": 60,

“wait Ti ne": 66,
"repPeriod": 50

¥

"usageThreshol d": {
“duration": 40,

“total Vol une": 30,
"downl i nkVol ung" : 99,
“upl i nkVol ume" : 89
¥
"qosRef erence": "5Q",
"uel pv4Addr": "192.168.1.21"

}

® Note

The noti ficationDestination link is described as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for

notifications>

2.1.8.2 Get QoS Session Details

This service operation is used to fetch details for a specific QoS session subscription from

NEF.
Type: GET

URI: / 3gpp- as- sessi on-wi t h-qos/ v1/{af | D}/ subscri ptions/<subscription |d>

Initiated By: AF

© Important

The af | d in path param should be same as api | nvoker | d in the Onboard API

Invoker Response.

Table 2-40 Request Body Parameters

Field Name Data Type Description

afld string A unique identifier of the API invoker.
This is a mandatory parameter.
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Field Name

Data Type

Description

subscriptionld

string

The unique identifier of the QoS subscription.
This is a mandatory parameter.

Table 2-41 Response Body Parameters

Field Name

Data Type

Description

notificationDestination

link

The destination URI where the
notification for the subscription
must be sent.

This is a mandatory parameter.

flowlInfo

array

Represents flow information.
This is a mandatory parameter.

flowInfo.flowld

integer

Identifies the IP flows that is sent
during event subscription

flowlnfo.flowDescriptions

string

Indicates the packet filters of the
IP flow

gosMoninfo

array

Qos Monitoring information. It
can be present when the event
"QOS_MONITORING" is
subscribed

reqQosMonParams

array

Requested Qos Monitoring
Parameters

repFregs

array

Indicates the frequency for the
reporting, such as event
triggered, periodic, when the
PDU Session is released, and/or
any combination.

usageThreshold

object

Represents the usage threshold.

usageThreshold.duration

integer

Indicates the duration in seconds
after which the usage threshold is
considered to be reached.

usageThreshold.totalVolume

integer

Indicates the total data octets for
both downlink and uplink volumer
after which the usage threshold is
considered to be reached.

usageThreshold.downlinkVolume

integer

Downlink data octets

usageThreshold.uplinkVolume

integer

Uplink data octets

gqosReference

string

Identifies a pre-defined QoS
information

uelpv4Addr

string

The Ipv4 address of the UE.

@ Note

The data types supported by NEF comply with the 3GPP specifications. For more
information about the 3GPP data types, see 3GPP Technical Specification 29.571,
Release 16, Common Data Types for Service Based Interfaces.
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Examples

The following example shows how an AF fetches the ME subscription details by submitting a
GET request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request GET 'http://<IP
addr ess: Port >/ 3gpp- as- sessi on-wi t h- qos/ v1/ af 1/ subscri pti ons/
f 13f 507c- 8414- 4608- 9e6e- 34d6dOf Of 530" HTTP/2' \--header ' Content- Type:
application/json' \ -H "'authorization:

Bear er
eyJ0eXAi G JKV1Q LCIpbnzva2VyTnFt ZSI 61 m udn®r ZXI t cHIvZm sZSI sl nFszyl 611 JTM U2In
0. eyJpc3M G | SONELONYYM 1i MeMzLTRi MTT t YWE3NS1hMIgXM2NKYW zZTci LCIzY29WZSI 61 j Nn
CcHAj ZnmYwYzk1N ct MDBKZCOOYTRrLTKSMQX Zni\nVDNI NTQy ZWROj Nnc HAt bVWuaXRvent uZy1l dm
VudCl sl mv4cCl 6MTY20DE4NzcxMh0. Ns QARBBK7ahZYX1w- kt 4x CaX-
CEJWASW ni j CIKi 8l SxZI Qcr N QnQZLUNIPzf 6Bvwhxf 7-
yPw42_JD7k9l 3ku54MuK1nNVI MAUD_nm Al Z1j VOt J9hSG39NAG3eB_Ht Bw3J60dMBB1_pHELTT- 89
GTt 7MCQ_VI96REZsj HISEN9zbxVmmsb5HAJ4TIMAIAAIAQh_L-
gFi MX9midZ08Pvht YE_2Q pt VATsZUN 00yn6FKB6GOEYDI vgA3Wkuf ol t 400p6pa7FJbpf vTBXBK
GQLCzv33kB_Vj 1t gswpx CKj va_mA2000AZmA2Y6p9_2Qoul COLFr sl _H aRtj F7TAUg'

\

@ Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

Example of the Response Body

{
"sel f": "http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp- as-sessi on-wi t h-
qos/vl/ af 1/ subscriptions/f13f 507c- 8414- 4608- 9e6e- 34d6d0f Of 530",
"notificationDestination": "http://ocnefsimocstub-svc-pcf:1010/af/
notification",

"flow nfo": [
{
“flowd": 1234,
"flowDescriptions": [
" DL
]
}

]

osReference": "5Q",

"uel pv4Addr": "192.168.1.21",

"usageThreshol d": {
“duration": 40,
"total Vol une": 30,
“downl i nkVol ume": 99,
“uplinkVol ume": 89

}

"qosMnl nfo": {
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"reqQosMonParans”: |
" DOWALI NK",
"UPLI NK",
"ROUND_TRI P"

]

epFregs": [
" EVENT_TRI GGERED'

1

“repThreshD ": 50,
"repThreshU ": 55,
"repThreshRp": 60,
"waitTing": 66,
“repPeriod": 50

® Note

The noti ficationDestination link is described as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

2.1.8.3 Update (PUT) AF Session with QoS Subscription

This service operation is used to update an existing subscription resource for QoS provisioning
and notifications.

@® Note

the Update QoS Subscription operation does not support the removal of any exisiting
parameter. It only supports the addition of new parameters or updating the value of an
existing parameter.

Type: PUT
URI: / 3gpp- as- sessi on-wi t h-qos/v1/{afld}/subscriptions/{subscription Id}
Initiated By: AF

© Important

The af | d in path param should be same as api | nvoker | d in the Onboard API
Invoker Response.
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Field Name

Data Type

Description

self

string

Specifies the referenced
resource provided by NEF after
subscription creation.

supportedFeatures

string

List the features supported by
NEF

notificationDestination

link

The destination URI where the
notification for the subscription
must be sent.

This is a mandatory parameter.

flowlInfo

array

Represents flow information.
This is a mandatory parameter.

flowlnfo.flowld

integer

Identifies the IP flows that is sent
during event subscription

flowlnfo.flowDescriptions

string

Indicates the packet filters of the
IP flow

ethFlowlInfo

array

The Ethernet data flow.

ethFlowInfo.EthFlowDescription

object

Defines a packet filter for an
Ethernet flow.

gosReference

string

The predefined QoS information.

altQoSReferences

array

Represent that the subscription
request is for the QOS_NOTIF
event.

This field must be included when
the AF needs to subscribe for the
QOS_NOTI F event. When this
value is available, NEF
subscribes for the Q0S_NOTI F
event in the

Npcf _Pol i cyAut hori zation
request.

This is an optional parameter.

disUeNotif

boolean

Specifies if QoS flow parameter
signalling to the UE should be
disabled when the SMF is
notified by the NG-RAN of
changes in the fulfilled QoS
situation.

uelpv4Addr

string

The IPv4 address of the UE.

uelpv6Addr

string

The IPv6 address of the UE.

macAddr

string

The Media Access Control (MAC)
address of the UE.

ipDomain

string

The IPv4 domain identifier. This
field is applicable only if
uelpv4Addr is available.
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Field Name

Data Type

Description

usageThreshold

object

Represent that the subscription
request for the USAGE_REPORT
event. This field must be included
when the AF needs to subscribe
for the USAGE_REPORT event.
When this value is available, NEF
subscribes for the
USACE_REPORT event in the

Npcf _Pol i cyAut hori zation
request.

usageThreshold.duration

integer

Indicates the duration in seconds
after which the usage threshold is
considered to be reached.

usageThreshold.totalVolume

integer

Indicates the total data octets for
both downlink and uplink volumer
after which the usage threshold is
considered to be reached.

usageThreshold.downlinkVolume

integer

Downlink data octets

usageThreshold.uplinkVolume

integer

Uplink data octets

sponsorinfo

object

The information about the
sponser who is sponsoring the
traffic

sponsorinfo.sponsorld

string

The sponsor ID.

sponsorinfo.aspld

string

The Application Service Provider
ID.

gosMoninfo

string

Requested Qos Monitoring
parameters. This field must be
included when the AF needs to
subscribe for the

Q0S_MONI TORI NG event. When
this value is available, NEF
subscribes for the

Q0S_MONI TORI NGevent in the
Npcf _Pol i cyAut hori zati on
request.

This is an optional parameter.

gosMonlinfo.reqQosMonParams

array

Specifies the parameters to be
monitored for a service data flow.
The possible values are:

*  DOWNLINK

e UPLINK

*  ROUND_TRIP

gosMonlnfo.repFreqs

array

Indicates the frequency for the
reporting, such as event
triggered, periodic, when the
PDU Session is released, or any
other combination.

gosMoninfo.repThreshDI

integer

Contains an unsigned integer.

gosMonlnfo.repThreshUl

integer

Contains an unsigned integer.

gosMonlinfo.repThreshRp

integer

Contains an unsigned integer.

gosMonlinfo.waitTime

integer

The wait duration in seconds.
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Table 2-42 (Cont.) Request Body Parameters

Field Name Data Type Description
gosMonlinfo.repPeriod integer The wait duration in seconds.
® Note

The data types supported by NEF complies with the 3GPP specifications. For more
information about the 3GPP data types, see 3GPP Technical Specification 29.122,
Release 16, T8 reference point for Northbound APIs.

Table 2-43 Supported Response Codes
|

Code Description

200 OK (Successful update of the subscription)
415 Unsupported Media Type
Examples

The following example shows how an AF modifies a subscription for QoS monitoring event by
submitting a PUT request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request PUT 'http://<IP
addr ess: Port >/ 3gpp- as- sessi on-wi t h-qos/ v1/ af 1/ subscri ptions/ b10e96ec-
ccl15-4753- af 87- 50bf 646d31e3' \--header 'Content-Type: application/json" \ -H
"aut hori zati on:

Bear er
eyJOeXAi O JKV1Q LCIpbnzva2VyTnFt ZSI 61 m udn®r ZXl t cHIvZm sZSl sl nFsZyl 611 JTM W21 n
0. eyJpc3M O | 3ONELOWYYM 1i MzMzLTRI MTTt YWESNSLhMIgxMRNKYW zZTci LCIzY29wWZSI 61 j Nn
cHAj ZmYwYzk 1N ct MDBKZCOOYTRLTK5MQX ZmiNhVDNI NTQy ZWRG) NncHAt bWAuaXRvem uzy 1l dm
VudCl sl mv4cCl 6MTY20DE4ANz cxMh0. NsQARBBK7ahZYX1w kt 4xCaX-
CEJWISW ni j COKi 8l SxZI Qcr Nj nQZLUNIPzf 6Bvwhxf 7-
yPwA2_JD7k9l 3ku54MuKInNVI MAUD_nm Al Z1j WBt J9hSG39NA63eB_Ht Bw3J60dMPB1_pHELTT- 8¢
GTt 7MCQ_VI6REZsj HISEN9zbx Vs b5HAJATIMAIAA9dCQh_L-
gFi MX9midZ08Pvht YE_2Q pt VATsZUN 00yn6FKB6GOEYbI vgA3W kuf ol t 400p6pa7FJbpf vTBXBK
GQLCzv33kB_Vj 1t qswpxCKj va_mA2000AZMA2Y6p9 2Qoul COLFrsi _Hi aRtj F7AUg'

\

@® Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

Example of the Request Body
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The following snippet shows an example of the request body for the QoS Monitoring and
Usage Report events subscriptions:

{
"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notification",
"flow nfo": [

{

“flow d": 1234,
"flowDescriptions": ["DL"]
}

]1
"qoshMonl nfo": {

"reqQosMonParams”: ["DOMLI NK', "UPLINK", "ROUND_TRIP'],
"repFreqs": ["EVENT_TRI GGERED'],

"repThreshD ": 150,

"repThreshU ": 155,

"repThreshRp": 160,

"wait Ti ne": 166,

"repPeriod": 150
}

sageThreshol d": {
“duration": 140,
"total Vol ume": 130,
“downl i nkVol unme" : 199,
“uplinkVol ume" : 189
¥
"qosRef erence": "5Q",
"al t QoSRef erences": ["BQ'],
"uel pv6Addr" : "2301:0db8:1001: 0000: 0000: 0ab9: COA8: 0113"
}

Example of the Response Body

HTTP/ 2 201

@® Note

The noti ficationDestination link is described as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

2.1.8.4 Update (Patch) AF Session with QoS Subscription

This service operation is used to partially update or replace an existing resource of a QoS
subscription.
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@® Note

the Update QoS Subscription operation does not support the removal of any exisiting
parameter. It only supports the addition of new parameters or updating the value of an
existing parameter.

Type: PATCH
URI: / 3gpp- as- sessi on-wi t h-qos/v1/{afld}/subscriptions/{subscription Id}
Initiated By: AF

© mportant

The af | d in path param should be same as api | nvoker | d in the Onboard API
Invoker Response.

Table 2-44 Request Body Parameters

Field Name Data Type Description

flowlInfo array Represents flow information.
This is a mandatory parameter.

flowlInfo.flowld integer Identifies the IP flows that is sent
during event subscription

flowlnfo.flowDescriptions string Indicates the packet filters of the
IP flow

ethFlowlInfo array The Ethernet data flow.

ethFlowInfo.EthFlowDescription | object Defines a packet filter for an
Ethernet flow.

gqosReference string The predefined QoS information.

altQoSReferences array Represent that the subscription
request is for the QOS_NOTIF
event.

This field must be included when
the AF needs to subscribe for the
QOS_NCTI F event. When this
value is available, NEF
subscribes for the QCS_NOTI F
event in the

Npcf Pol i cyAut hori zation
request.

This is an optional parameter.

disUeNotif boolean Specifies if QoS flow parameter
signalling to the UE should be
disabled when the SMF is
notified by the NG-RAN of
changes in the fulfilled QoS
situation.
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Field Name

Data Type

Description

usageThreshold

object

Represent that the subscription
request for the USAGE_REPORT
event. This field must be included
when the AF needs to subscribe
for the USAGE_REPORT event.
When this value is available, NEF
subscribes for the
USACE_REPORT event in the

Npcf _Pol i cyAut hori zation
request.

usageThreshold.duration

integer

Indicates the duration in seconds
after which the usage threshold is
considered to be reached.

usageThreshold.totalVolume

integer

Indicates the total data octets for
both downlink and uplink volumer
after which the usage threshold is
considered to be reached.

usageThreshold.downlinkVolume

integer

Downlink data octets

usageThreshold.uplinkVolume

integer

Uplink data octets

gosMoninfo

string

Requested Qos Monitoring
parameters. This field must be
included when the AF needs to
subscribe for the

Q0S_MONI TORI NG event. When
this value is available, NEF
subscribes for the

QCS_MONI TORI NG event in the
Npcf _Pol i cyAut hori zation
request.

This is an optional parameter.

gosMonlinfo.reqQosMonParams

array

Specifies the parameters to be
monitored for a service data flow.
The possible values are:

*  DOWNLINK

*  UPLINK

*  ROUND_TRIP

gosMoninfo.repFregs

array

Indicates the frequency for the
reporting, such as event
triggered, periodic, when the
PDU Session is released, or any
other combination.

gosMonlinfo.repThreshDI

integer

Contains an unsigned integer.

gosMonlinfo.repThreshUl

integer

Contains an unsigned integer.

gosMonlinfo.repThreshRp

integer

Contains an unsigned integer.

gosMonlinfo.waitTime

integer

The wait duration in seconds.

gosMonlnfo.repPeriod

integer

The wait duration in seconds.
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@® Note

The data types supported by NEF complies with the 3GPP specifications. For more
information about the 3GPP data types, see 3GPP Technical Specification 29.122,
Release 16, T8 reference point for Northbound APIs.

Table 2-45 Supported Response Codes
|

Code Description

200 OK (Successful update of the subscription)
400 Bad Request

401 Unauthorized

404 Not Found

411 Content length required
413 Payload large

415 Unsupported Media Type
500 Internal Server Error

503 Service Unavailable
Examples

The following example shows how an AF partially modifies or replace a subscription resource
for QoS monitoring event by submitting a PATCH request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --1ocation --request PATCH 'http://<IP
addr ess: Port >/ 3gpp- as- sessi on-wi t h-qos/ v1/ af 1/ subscri ptions/ b10e96ec-
cc15-4753- af 87- 50bf 646d31e3' \--header 'Content-Type: application/json" \ -H
"aut hori zati on:

Bear er
eyJ0eXA O JKV1Q LCIpbnzva2VyTnrt ZSI 61 m udn®r ZXI t cHIvZm sZSl sl nFszyl 611 JTM U2I n
0. eyJpc3M G | 3SONELONYYM 1i MeMZLTR MTT t YWESNSLIhMTgxM2NKYW zZTci LCIzY29wWZSI 61 j Nn
cHAj ZmywYzk1N ct MDBKZCOOYTRrLTKSMQX Zni\hIVDNI NTQy ZWROj Nnc HAt bVWuaXRvem uZy 1l dm
Vudd sl mv4cCl 6MIY20DE4Nz cx V0. Ns OARB8K7ahZYX1w- kt 4xCaX-
CEJWISW ni j CIKi 8l SxZI Qcr Nj QnQZLUNIPzf 6Bvwhxf 7-
yPw42_JD7k9l 3ku54MuKInNVI MAUD_nm Al Z1j WBt J9hSG39NA63eB_Ht Bw3J60dMPB1_pHELTT- 8¢
GTt 7MCQ_VI6REZsj HISEN9zbx Vs b5HAJATIMAIAA9dCh_L-
gFi MX9midZ08Pvht YE_2Q pt VATsZUN 00yn6FKB6GOEYbI vgA3Wkuf ol t 400p6pa7FIbpf vTBXBK
GQLCzv33kB_Vj 1t gswpx CKj va_mA2000AZmMA2Y6p9_2Qoul COLFrsi_H aRtj F7AUg'

\

@® Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

Example of the Request Body
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The following snippet shows an example of the request body for the QoS Monitoring and
Usage Report events subscriptions:

{
"flow nfo": [

{

“flow d": 1234,
"flowDescriptions": ["DL"]
}

]1
"qoshMonl nfo": {

"reqQosMonParams”: ["DOMLI NK', "UPLINK", "ROUND_TRIP'],
"repFreqs": ["EVENT_TRI GGERED'],

"repThreshD ": 450,

"repThreshU ": 455,

"repThreshRp": 460,

"wait Ti ne": 466,

"repPeriod": 450
}

sageThreshol d": {
“duration": 40,
"total Vol ume": 30,
"downl i nkVol urme" : 99,
“uplinkVol ume" : 89
¥
"qosReference": "5Q"

}

Example of the Response Body

HTTP/ 2 201

2.1.8.5 Delete a QoS Subscription

This service operation is used to delete an QoS subscription.

Type: DELETE

URI: / 3gpp- as-sessi on-wi t h-qos/ v1l/ {af | D}/ subscri ptions/{subscriptionl d}
Initiated By: AF

Examples

The following example shows how an AF deletes a QoS subscription by submitting a DELETE
request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --1ocation --request DELETE 'http://<IP
addr ess: Port >/ 3gpp- as- sessi on-wi t h- qos/ v1/ af 1/ subscri ptions/
f 13f 507c- 8414- 4608- 9e6e- 34d6d0f 0f 530" \  --header 'Accept: application/json'
\ --header
" Aut hori zation: Bearer
eyJ0eXAi O JKV1Q LCIpbnzva2VyTnFt ZSI 61 mzvenRpZnkzl i wi YWknl j oi U MyNTYi f Q eyJpc3M
i O InZWUz Mz kONi 04YzJI LTQxMTYt ODFj Yi 1nZGJj YnNj ZGZj Zj M LCIzY29wZS! 61 j NncHAj YZY10
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DgxOTkt N2Rj NSOOMTQeLW hNDAt Mz FriNmY4Mez FI MThl G NncHAt bWauaXRvem uzy1l dnmvudCl sl mv
4cCl 6MTY20DEANz cxMh0. Kbx 1UDW bt u7xUYehowu_b2ql p-

MMAMQQI xVr PLbgLr PGSy 61 cPuVHKengl OzNf Y- 4CEl UHGEX v QFCGej 1 TVX00NCOKe- e9YYRVt yz -
aZN-

I NI T3Jyf aCw_zAYOpQy9t t JSBshEAgaop4Gyr yl vynKl ZpDAs9(B0I egBBbj CR7xk@nJIRKIgNgzkW
DbPr XUk UOnDMQl xi DX6QRAXr 3n1wWQ6BeLVIVPr R6a0z2JcqVr - | NVs 7BMDXP_-

Xl 4202WASt Fvf rwk_T1v08GoWj 1xQrLSTCcKouBl X6i -

NnFnpZROLUYVI O4nb3C060XvASIYOACt RzLexpKyneWGH Q 1\

® Note

The authorization bearer value is obtained from the access_t oken parameter in the
response body of the Obtain Authorization API. For more information about the
parameter, see Obtain Authorization.

2.1.8.6 QoS Notification

The following service operations are used by PCF for QoS notification:

* Notify
This service operation is used by PCF to notify about the QoS events corresponding to
subscriptions:

Type: POST

URI: / 5gc- agent/ v1/ <transl at or >/ <encoded- noti fi cati on-recei vi ng-service-url >/
notify

Initiated By: PCF

* Terminate Notification
This service operation is used by PCF to terminate a notifications about the QoS events
corresponding to subscriptions:

Type: POST

URI: / 5gc- agent/ v1/ <transl at or >/ <encoded- noti fi cati on-recei vi ng-service-url >/
term nate

Initiated By: PCF

Table 2-46 Request/Response Body Parameters

|
Field Name Data Type Description

notifyURI string The parameter provided by NEF to uniquely
correlate the notifications with the subscription
This is a mandatory parameter.

Table 2-47 Supported Response Codes
- _________________________________________________________|

Code Description

204 No Content (successful notification)
400 Bad Request

401 Unauthorized

404 Not Found
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Table 2-47 (Cont.) Supported Response Codes

Code Description

411 Content length required
413 Payload large

500 Internal Server Error
503 Service Unavailable
Examples

The following example shows how the PCF notifies about QoS event by submitting a POST
request on the REST resource using cURL:

cURL Command for Notify

curl --http2-prior-know edge --1ocation --request POST '<IP

Addr ess: Port >/ 5gc- agent / v1/ QOS/ b2NuzWrt b\WQuaXRvem uz2V2Z\Ws0czo4MDgw/
notify' \--header

" Content-Type: application/json’

cURL Command for Terminate Notification

curl --http2-prior-know edge --location --request POST '<IP

Addr ess: Port >/ 5gc- agent/ v1/ Q0S/ b2NuzWrt bWduaXRvem uz2V2ZWs0czo4MDgw/
term nate \--header

" Content-Type: application/json’

Example of Request body

«  Termination Notification

{

"transaction":"http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp- as- sessi on-
Wi t h- qos/ v1/ af 2/ subscri ptions/ 8cf df 071- f a3c- 45eb- 961b- 73c3892f 7a4d",

"event Reports": [

{
}

"event": " SESSI ON_TERM NATI ON'

}

* Qos Monitoring Report Notification

{
"transaction":"http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp- as- sessi on-
wi t h-qos/ v1/ af 2/ subscri ptions/8cfdf 071- f a3c- 45eb- 961b- 73¢3892f 7a4d",
"event Reports": [
{
"event": " QOS_MONI TORI NG',
"flowds":[1, 2],
"qosMonReports": |

{
"ul Del ays":[50, 20],
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"dl Del ays": [ 10, 30],
"rtDelays":[5, 7]

}

Qos Usage Report Notification

{

"transaction":"http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp- as- sessi on-
Wi t h- qos/ v1/ af 2/ subscri ptions/ 8cf df 071-f a3c- 45eb- 961b- 73¢3892f 7a4d",

"event Reports": |

{
"event": " USAGE_REPORT",
"accunul at edUsage": {
“duration": 40,
“total Vol ume": 30,
“downl i nkVol urre": 99,
“upl i nkVol ume": 89
¥
"flow ds":[1,2]
}

}

Qos Notification Control

{
"transaction":"http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp- as- sessi on-
Wi t h- qos/ v1/ af 2/ subscri ptions/ 8cf df 071-f a3c- 45eb- 961b- 73c3892f 7a4d",
"event Reports": [
{
"event": " QOS_GUARANTEED',
“flowmds":[1,2,1,2]

}

Example of Response body

Termination Notification

“204 No Content”

Qos Monitoring Report Notification
“204 No Content”

Qos Usage Report Notification

“204 No Content”
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* Qos Notification Control

“204 No Content”

2.1.9 Traffic Influence Subscription

The Traffic Influence resource allows Application Function (AFs) to read all of the active Traffic
Influence subscriptions or create a new Traffic Influence subscription at NEF through the 3gpp-
traffic-influence API.

The Traffic Influence API allows the AFs to subscribe to notifications about specific
subscriptions. It also allows the NEF to report the event by sending notifications when an event
is detected.

The 3gpp-traffic-influence service facilitates the following operations:

2.1.9.1 Create Traffic Influence Subscription
This service operation is used to create a new subscription resource for Traffic Influence.
Type: POST
URI: / 3gpp-traffic-influence/vl/{afld}/subscriptions
Initiated By: AF

Table 2-48 Path Parameters
|

Field Name Data Type Description

afld string A unique identifier of the AF.

afServiceld string Identifies a service on behalf of which the AF is
issuing the request.

afAppld string Identifies an application.

afTransld string Identifies an NEF Northbound interface
transaction, generated by the AF.

appReloind boolean Identifies whether an application can be relocated
once a location of the application has been
selected.

dnn string Identifies the Data Network Name.

snssai string Identifies Single Network Slice Selection
Assistance Information.

externalGroupld string Group of UEs identified by External Group
Identifier.

anyUelnd boolean Identifies whether the AF request applies to any

UE. This attribute shall set to "true" if applicable for
any UE, otherwise, set to "false".

subscribedEvents string Identifies the requirement to be notified of the
event(s).
Only 'UP_PATH_CHANGE!' is supported.

gpsi string Identifies a GPSI.

ipv4Addr string String identifying an IPv4 address.

ipDomain string The IPv4 domain identifier.

ipv6Addr string String identifying an IPv6 address.

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03 September 30, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 80 of 175



ORACLE’

Table 2-48 (Cont.) Path Parameters

Chapter 2
Supported REST API Interfaces

Field Name Data Type Description

macAddr string The Media Access Control (MAC) address of the
UE.

dnaiChgType string Describes the types of DNAI change.

notificationDestination string The destination URI where the notification for the
subscription must be sent. This is a mandatory
parameter.

requestTestNotification boolean Set to true by the SCS/AS to request the NEF to
send a test notification. Set to false or do not use
this.

websockNotifConfig string Configuration parameters to set up notification
delivery over Websocket protocol.

self string Specifies the referenced resource provided by NEF
after subscription creation.

trafficFilters string Identifies IP packet filters.

ethTrafficFilters string Identifies Ethernet packet filters.

trafficRoutes string Identifies the N6 traffic routing requirement.

tfcCorrind boolean Indication of traffic correlation.

tempValidities string Indicates the time interval(s) during which the AF
request is to be applied.

validGeoZonelds string Identifies a geographic zone that the AF request
applies only to the traffic of UE(s) located in this
specific zone.

afAckind boolean Identifies whether the AF acknowledgement of UP
path event notification is expected.

addrPreserind boolean Indicates whether UE IP address should be
preserved.

suppFeat string Indicates the list of supported features.

® Note

* All the path parameters in the above table are mandatory.

* The data types supported by NEF complies with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.571, Release 16, Common Data Types for Service Based Interfaces.

Table 2-49 Supported Response Codes

Code Description

201 Created (Successful creation of subscription)
400 Bad Request

401 Unauthorized

403 Request is forbidden.

404 Not Found

411

413
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Table 2-49 (Cont.) Supported Response Codes

- __________________________________________________|
Code Description

415 Unsupported Media Type
429
500
503 Service Unavailable

default

Examples

The following example shows how an AF creates a subscription request for notification about
traffic influence by submitting a POST request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --1ocation --request POST 'http://<IP
address: Port>/ 3gpp-traffic-influence/vl/{afld}/subscriptions' \--header
" Content -

Type: application/json' \

Example of the Request Body

The following snippet shows an example of the request body.

{

"af Serviceld": "afServiceldl",
"af Transld": "1524",
"subscribedEvents": [

" UP_PATH_CHANGE"

]

"dnn": "s1",

"i pv4Addr": "66.122. 33. 88",

"dnai ChgType": "EARLY_LATE",

"notificationDestination": "http://af _fqdn: 1010/ af/notification",
"trafficFilters": |

{
"flowd": 1234,
"flowDescriptions": [
UL
]
}
1,
"trafficRoutes": [
{
"dnai": "asd",
"routelnfo": {
"i pv4Addr": "10.10.10. 10",
“portNunber": 5050
¥
"routeProfld": "profilel"
}
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Example of the Response Body

{

"af Servicel d": "af Serviceldl",
"af Appl d": null,
"af Transl d": "1524",
"appRel ol nd": nul I,
"dnn": "s1",
"snssai": null,
"external Goupld": null,
"anyUelnd": null,
"subscribedEvents": |

" UP_PATH_CHANGE"
1,
"gpsi": null,

"i pv4Addr": "66.122. 33. 88",

"i pDomain": null,

"i pv6Addr": null,

"macAddr": nul I,

"dnai ChgType": "EARLY_LATE",

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notification",

"request Test Notification": null,

"websockNot i f Config": null,

"sel f": "http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp-traffic-
i nfl uence/ v1/ d2ad29d1- 8c8e- 4f b2- 872e- 937cc34bda53/ subscri ptions/
4606ec28- 5a0a- 4451- acaf - 341733201857",

"trafficFilters": |

{
"flow d": 1234,
"flowDescriptions": [
UL
]
}

]

"ethTrafficFilters": null,
"trafficRoutes": [
{
"dnai": "asd",
"routelnfo": {
"i pv4Addr": "10.10.10.10",
“i pv6Addr": nul I,
"port Nunber": 5050
b
"routeProfld": ""
}
1
"tfcCorrind": null,
"tenpValidities": null,
"val i dGeoZonel ds": null,
"af Ackl nd": null,
"addrPreserind": null,
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"suppFeat": null

® Note

The noti ficationDestination link is described as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

2.1.9.2 Get Traffic Influence Subscription
This service operation is used to fetch details for a specific Traffic Influence from NEF.
Type: GET
URI: / 3gpp-traffic-influence/vl/{afld}/subscriptions/{subscriptionld}
Initiated By: AF

Table 2-50 Path Parameters

Field Name Data Type Description

afld string A unique identifier of the AF.

subscriptionid string A unique identifier of the subscription resource.
@ Note

« All the path parameters in the above table are mandatory.

e The data types supported by NEF complies with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.571, Release 16, Common Data Types for Service Based Interfaces.

Table 2-51 Supported Response Codes

Code Description

200 OK (Successful get the active subscription)
307

308

400 Bad Request

401 Unauthorized

403 Request is forbidden.
404 Not Found

406

429

500
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Table 2-51 (Cont.) Supported Response Codes
|

Code Description
503 Service Unavailable
default

Examples

The following example shows how an AF fetches details for a specific Traffic Influence from
NEF by submitting a GET request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request GET 'http://<IP
address: Port>/ 3gpp-traffic-influence/vl/ {afld}/subscriptions/
{subscriptionlid}' \--header 'Content-

Type: application/json' \

Example of the Response Body

{

"af Serviceld": "afServiceldl",
"af Appl d": "af ti_appl",
"af Transld": "1524",
"appRel ol nd": nul I,
"“dnn": null,
"snssai": null,
"external Goupld": null,
"anyUel nd": null,
"subscri bedEvents": [
" UP_PATH_CHANGE"

] y
"gpsi": "adf sdfusercl23ont,

"i pv4Addr": null,
“i pDomain": null,
"i pv6Addr": null,

"macAddr": nul I,
"dnai ChgType": "EARLY_LATE",
"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notification",
"request Test Notification": null,
"websockNot i f Config": null,
"sel f": "http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp-traffic-
i nfl uence/ v1l/ d2ad29d1- 8c8e- 4f b2- 872e- 937cc34bda53/ subscri ptions/
f 7271524- 2af 2- 4154- b3e6- 78d686655187",
“trafficFilters": null,
"ethTrafficFilters": null,
"trafficRoutes": [
{
"dnai": "asd",
"routelnfo": {
"i pv4Addr": "10.10.10. 10",
"ipveAddr": null,
"port Nunber": 5050
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]

}

"routeProfld": ""

"tfcCorrind": null,

"tenpValidities": null,

"val i dGeoZonel ds":
"af Ackl nd":
"addr Preser|nd":
"suppFeat":

nul I,
nul I,

nul I,
nul |

® Note

The noti ficationDestination link is described as follows:

Chapter 2
Supported REST API Interfaces

http://<AF Host nane>: <AF Port>/<any path supported by AF for
notifications>

2.1.9.3 Update Traffic Influence Subscription

This service operation is used to update a subscription resource for Traffic Influence.

Type: PUT

URI: / 3gpp-traffic-influence/vl/{afld}/subscriptions/{subscriptionld}

Initiated By: AF

Table 2-52 Path Parameters

Field Name Data Type Description
afld string A unique identifier of the AF.
subscriptionid string Identifier of the subscription resource.

@® Note

All the path parameters in the above table are mandatory.

The data types supported by NEF complies with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification

29.571, Release 16, Common Data Types for Service Based Interfaces.

Table 2-53 Supported Response Codes

Code

Description

200

OK (Successful update of the subscription)

307

308
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Table 2-53 (Cont.) Supported Response Codes
|

Code Description

400 Bad Request

401 Unauthorized

403 Request is forbidden.
404 Not Found

411

413

415 Unsupported Media Type
429

500

503 Service Unavailable
default

Examples

The following example shows how an AF updates details for a specific Traffic Influence from
NEF by submitting a PUT request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request PUT '"http://<IP
address: Port>/ 3gpp-traffic-influence/vl/ {afld}/subscriptions/
{subscriptionlid}' \--header 'Content-

Type: application/json' \

Example of the Request Body

The following snippet shows an example of the request body.

{

"af Serviceld": "af Serviceldl",
"af Transl d": "1524",
"subscri bedEvents": [
" UP_PATH_CHANGE"
1,
"dnn": "s1",
"i pv4Addr": "66.122.33.88",
"dnai ChgType": "EARLY_LATE",
"notificationDestination": "http://af_fqdn: 1010/ af/notification",
"trafficFilters": |

“flow d": 4321,
"flowDescriptions": [
UL
]
}
1,
"trafficRoutes": [
{
“dnai": "",
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"routelnfo": {
"i pv4Addr": "10.10. 10. 10",
"port Nunber": 5050

}

outeProf 1 d": "profile2"

Example of the Response Body

{

"af Serviceld": "afServiceldl",
"af Appl d": null,

"af Transld": "1524",

"appRel ol nd": nul I,

"snssai": null,
"external Goupld": null,
"anyUel nd": null,

"subscribedEvents": [
" UP_PATH_CHANGE"

1,

"gpsi": null,

"i pv4Addr": null,
"i pDomain": null,
"dnn": "s1",

"i pv4Addr": "66.122.33.88",

"macAddr": nul I,

"dnai ChgType": "EARLY_LATE",

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notification",

"request Test Notification": null,

"websockNot i f Config": null,

"sel f": "http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp-traffic-
i nfl uence/ v1l/ d2ad29d1- 8c8e- 4f b2- 872e- 937cc34bda53/ subscri ptions/
58f c8f a5- 2868- 4623- 9e58- 6aae8763f h22",

"ethTrafficFilters": null,

"trafficFilters": |

"flow d": 4321,
"flowDescriptions": [
UL
]
}
1,
"trafficRoutes": [
{
“dnai": "",
"routelnfo": {
"i pv4Addr": "10.10.10. 10",
"port Nunber": 5050
¥
"routeProfld": "profile2"
}
]
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"tfcCorrind": null,
"tenpValidities": null,

"val i dGeoZonel ds": nul |,

"af Ackl nd": null,
"addrPreserlnd": null,
"suppFeat": null

® Note

Chapter 2
Supported REST API Interfaces

The noti ficationDestination link is described as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for

notifications>

2.1.9.4 Update (Patch) Traffic Influence Subscription

This service operation is used to partially update or replace an existing resource of a Traffic

Influence subscription.

Type: PATCH

URI: / 3gpp-traffic-influence/vl/{afld}/subscriptions/{subscriptionld}

Initiated By: AF

Table 2-54 Path Parameters

Field Name Data Type

Description

afld

string

A unique identifier of the AF.

subscriptionld

string

Identifier of the subscription resource.

@® Note

e All the path parameters in the above table are mandatory."

e The data types supported by NEF complies with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.571, Release 16, Common Data Types for Service Based Interfaces.

Table 2-55 Supported Response Codes

Code Description

200 OK. The subscription was modified successfully.
307

308

400 Bad Request

401 Unauthorized

Cloud Native Core, Network Exposure Function REST Specification Guide

F98164-03

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 89 of 175


https://www.3gpp.org/ftp/Specs/archive/29_series/29.571/
https://www.3gpp.org/ftp/Specs/archive/29_series/29.571/

ORACLE’

Table 2-55 (Cont.) Supported Response Codes
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Code Description

403 Request is forbidden.
404 Not Found

411

413

415 Unsupported Media Type
429

500

503 Service Unavailable
default

Examples

The following example shows how an AF updates details for a specific Traffic Influence from
NEF by submitting a PUT request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request PATCH 'http://<IP
address: Port>/ 3gpp-traffic-influence/vl/ {afld}/subscriptions/

{subscriptionlid}' \--header 'Content-
Type: application/ merge-patch+json' \

Example of the Request Body

The following snippet shows an example of the request body.

{
"tfcCorrind": false,
"trafficRoutes": [
{
“dnai": "",
"routelnfo": {
"I pv4Addr": "170.122.123. 45",
"port Nunber": 6060
1
“routeProfld": "PAT1"
}
]
}

Example of the Response Body

{

"af Serviceld": "af Serviceldl",
"af Appl d": nul I,

"af Transl d": "1524",

"appRel ol nd": nul I,

"“dnn": null,

"snssai": null,
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"tfcCorrind": fal se,
"tenpValidities": null,
"val i dGeoZonel ds": null,
"af Ackl nd": null,
"addrPreserind": null,
"suppFeat": null
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"external Goupld": null,
"anyUel nd": null,
"subscribedEvents": [
" UP_PATH CHANGE"
1,
"gpsi": null,
"i pv4Addr": null,
"i pDomain": null,
"i pv6Addr": "2001:1234: 3333: 4444: 5555 6666: 7777: 8888",
"macAddr": null,
"dnai ChgType": "EARLY_ LATE',
"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/

notification",

"request Test Notification": null,
"websockNot i f Config": null,
"self": "http://ocnef-ext-nef-ingress-gateway: 80/ 3gpp-traffic-

i nfl uence/ vl/ d2ad29d1- 8c8e- 4f b2- 872e- 937cc34bda53/ subscri ptions/
58f c8f a5- 2868- 4623- 9e58- 6aae8763f b22",

"trafficFilters": [

{
"flowd": 4321,
"flowDescriptions": [
n ULII
]
}

1,

"ethTrafficFilters": null,
"trafficRoutes": [

{
“dnai": "",
"routelnfo": {
"i pv4Addr": "170.122.123. 45",
"ipveAddr": null,
“port Nunber": 6060
¥
"routeProfld": "PATL"
}

® Note

The noti ficationDestination link is described as follows:

http://<AF Host nane>: <AF Port>/<any path supported by AF for
notifications>
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2.1.9.5 Delete Traffic Influence Subscription
This service operation is used to delete an existing Traffic Influence subscription.
Type: DELETE
URI: / 3gpp-traffic-influence/vl/{afld}/subscriptions/{subscriptionld}
Initiated By: AF

Table 2-56 Path Parameters
-~ ]

Field Name Data Type Description

afld string A unique identifier of the AF.

subscriptionld string Identifier of the subscription resource.
® Note

* All the path parameters in the above table are mandatory.

* The data types supported by NEF complies with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.571, Release 16, Common Data Types for Service Based Interfaces.

Table 2-57 Supported Response Codes
|

Code Description

204 No Content (Successful deletion of the existing subscription)
307

308

400 Bad Request

401 Unauthorized

403 Request is forbidden.
404 Not Found

429

500

503 Service Unavailable
default

Examples

The following example shows how an AF deletes a specific Traffic Influence subscription from
NEF by submitting a DELETE request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --1ocation --request DELETE 'http://<IP
address: Port>/ 3gpp-traffic-influence/vl/{afld}/subscriptions/
{subscriptionld}' \--header 'Content-

Type: application/json' \
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2.1.9.6 Traffic Influence Notification

Chapter 2
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This service operation is used to notify about the Traffic Influence subscriptions.

Type: POST

URI: / 5gc- agent / v1/ Tl / <encoded- noti fi cati on-recei vi ngservi ce-url >

Initiated By: AF

Table 2-58 Supported Response Codes

Code Description

204 No Content (successful notification)
307

308

400 Bad Request

401 Unauthorized

403 Request is forbidden.
404 Not Found

411

413

415 Unsupported Media Type
429

500

503 Service Unavailable
default

Examples

The following example shows how the AF notifies about Traffic Influence by submitting a POST
request on the REST resource using cURL.

cURL Command

curl --http2-prior-know edge --location --request POST '/5gc-agent/vl/
<transl at or >/ <encoded- noti fi cati on-recei vi ngservi ce-

url>" \--header 'Content-
Type: application/json

Example:

curl --http2-prior-know edge --1ocation --request POST '<IP Address: Port >/
5gc-agent/v1/ Tl / b2NuzWrt dHIhZnZpY2l uZnmk1ZWbj ZTo4MDgw \ - - header ' Cont ent -

Type: application/json

{

"notifld": "82b5f 3f 9- bb5d- 4f 61- adf d- 58c1e0b3f 486",

"eventNotifs": [
{

“event": "UP_PATH CH',
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"timeStamp": "2022-12-30T06: 30: 00Z",

"supi": "string",
"gpsi": "string",
"sourceDnai": "string",

“targetDnai": "string",
“dnai ChgType": "EARLY_LATE',
"sour ceUel pv4Addr": "0.0.0.0",
"sourcelel pv6Prefix": "string",
"target Uel pv4Addr": "0.0.0.0",
"target Uel pv6Prefix": "string",
“sour ceTraRouting": {
"dnai": "",
"routelnfo": {
"ipv4Addr": "0.0.0.0",
“i pv6Addr": "",
"portNunber": 1
}

"routeProfld": ""

}

arget TraRouting": {
“dnai": "",
"routelnfo": {
"ipv4Addr": "0.0.0.0",
“i pv6Addr": "",
“port Nunber": 1

}

outeProf I d": "profilel"
b,
“ueMac": "00-0C- 29-6C- F3- E5",
“adl pv4Addr": "0.0.0.0",
"adl pv6Prefix": "string",
"rel pv4Addr": "0.0.0.0",
“relpvePrefix": "string",

“plmld": {
"nmce': 333,
"mc": 22

}

"accType": "3GPP_ACCESS",
"pduSel d": 2,
"dddStatus": " BUFFERED",
"dddTraDescriptor": {

"ipv4Addr": "0.0.0.0",
"i pv6Addr": "",
"port Nunber": 10,
"macAddr": "00-0C- 29-6C F3- E5"
}l
“maxWai t Ti me": "2022- 12- 30T06: 30: 002",
"i pv4Addr": "0.0.0.0",
"ipvePrefixes": [
“string"
] Ll
“i pv6Addrs": [
“string"
] Ll
"pduSessType": "I PV4",
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2.1.10 Device Trigger Transaction

Using Device Triggering, applications notify User Equipment (UE) to perform application-
specific tasks such as establishing communication with applications, changing device settings,
and so on. Device triggering is required when an IP address for the UE is unavailable or
unreachable by an application.

2.1.10.1 Create Device Trigger Transaction

"gfi" 1,
“appld": "string",
"et hf Descs": [
{
n et hTypell : nn
}
] )
"fDescs": [
“string"
] )
“dnn": "string",
"snssai " {
"sst": 1,
"sd": "A12345"
}l
“ul Del ays": [
1,2
] )
"dl Del ays": [
1,2
] )
"rtDelays": [
1,2
]
}
] il
n CkUri Il: nn

Type: POST

Initiated By: AF

Table 2-59 Request Body Parameters

Chapter 2
Supported REST API Interfaces

This mechanism enhances NEF functionality by introducing new APIs that allow AFs to
remotely trigger specific actions on devices within a 5G network.

This service operation is used to create a new Device Trigger transaction.

URI: / 3gpp-devi ce-triggering/vl/{afld}/transactions

Field Name

Data Type

Description

self

string

This is the link to the Device Trigger transaction
resource. This parameter is supplied by the NEF
in HTTP responses.
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Table 2-59 (Cont.) Request Body Parameters
|
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Field Name Data Type Description

externalld string Unique identifier of a user as defined. It is a
string containing a local identifier followed by
"@" and a domain identifier.

msisdn string This allows to identify the MSISDN number of a
UE.

supportedFeatures string This attribute is provided in the POST request
and in the response of creating a resource.

validityPeriod integer The validity time for a specific task.

priority string Identifies the priority of the device trigger.

applicationPortld integer This is used to uniquely identify the triggering
application addressed in the device for
destination port. It is an unsigned integer with
valid values between 0 and 65535.

appSrcPortld integer This is used to uniquely identify the triggering
application addressed in the device for originator
port. It is an unsigned integer with valid values
between 0 and 65535.

triggerPayload string The device triggering payload.

notificationDestination string A URI indicating the notification destination for
T8 notifications.

deliveryResult string The delivery result shall be included in the

HTTP responses that indicate the delivery
status of the device triggering.

Example:

The following example shows how an AF creates a Device Trigger request by submitting a

POST request using cURL.

cURL Command:

curl --http2-prior-know edge --location --request POST 'http://

<| Paddr ess: Port >/ 3gpp- devi ce-triggering/vl/ af I D1000/transactions' \--
header ' Content-Type: application/json' \ -H "accept: application/json
-H "authori zati on:

Bear er

eyJOeXAi O JKV1Q LCIpbnZva2VyTnFt ZSI 61 j EIN Ut ZnZm WFsbDQt YWZnM | s| m\heG nBWbzdG
FuY2VvJZCl 61 my50G WNAUWLTI yZDgt MTFI ZC04Nj FkLTAyNDIhYzEy MDAWM | sl nFsZyl 611 JTM U2
I n0. eyJpc3M G | yODg4YnzkMS1j ZTg1LTRINTQ ODUWYSOWZ Tk 5MIQ2 OWVBNNM LCIz Y29wWZSI 61 j

NncHAj NDJhZTNnYz At YTI hNy0OM QBLTI kOCGEt Y2Qy M3Qz ZDUz MGE2G NncHAt YXM ¢2Vzc2l vbi 13
aXRoLXFvcywzZ3BWLWRI dnl j ZS10cnl nZ2VyaWsnLDNnc HAt bVWBuaXRvem uZy 1l dmVudOnz Z3BwLX
Ry YWZma Wt aVBbHVE b i wi ZXhwi j oxNj kyM cyNDeyf Q. oi sNp8f bVucsf VecEhVWKXALGxJeN
N hFuYJ- 0CPYMAOXFILVKkvDhUknTdj xgl wnDxwnt m _4-

p9kdhDKX7R1NHe2y 2RAEt yst Lp- 8Z8NsgMat _TuCvhx_sBnl NFxQYnmex VABI W zKZMAWAI nHI AGIgX
O EKoAot t V2dg8aVYh- Ji 55LKXCOysf LOOLBj TCl f 2nRXTLDDPbI - zPv6c2Tzbl -

swr NM RsmAv6pi SeRPsGum zR8QdI z5P5HIq_ QunEpn0AKh6gZ\WUKBUMy odp VEWBUZEKOSJVal HI nB3q
507 Fhj vFx69uk- kCzKMBDOGDf YA nxN948F1F76nepkd - DTA
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Table 2-60 Supported Response Codes
|

Code Description

201 The subscription resource is created successfully.
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

411 Content length required
413 Payload large

415 Unsupported Media Type
500 Internal Server Error

503 Service Unavailable

Example of the Request Body for Device Trigger Transaction

The following snippet shows an example of the request body.

{
"nsi sdn": "998796775",

"val idityPeriod": 60,

"priority": "PRIORITY",

"applicationPortld": 4248,

"appSrcPortld": 33238,

"triggerPayl oad": "START APP1_SESSI ON',

"notificationDestination": "http://ocnefsimocstub-svc-af: 1010/ af/
notification"

}

Example of the Response Body

{

"self": "http://ocnef-ingressgateway: 80/ 3gpp-devi ce-triggering/vl/
af 1 D1000/ transact i ons/ €3253426- bca9- 4c84- a7f 7- 2dc4b5e616bb",

"nsisdn": "998796775",

"validityPeriod": 60,

"priority": "PRIORITY",

"applicationPortld": 4248,

"appSrcPortld": 33238,

"triggerPayl oad": "START_APP1_SESSI ON',

"notificationDestination": "http://ocnefsi mocstub-svc-af: 1010/ af/
notification"

}

2.1.10.2 Get Individual Device Trigger Transaction
This service operation is used to get a existing Device Trigger transaction.
Type: GET

URI: / 3gpp-devi ce-triggering/vl/{afld}/transactions/{transacti onld}
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Initiated By: AF

Example:

The following example shows how an AF retrieves an existing device trigger by submitting a

GET request using cURL.
cURL Command:

curl --http2-prior-know edge --location --request GET 'http://

<| Paddr ess: Port >/ 3gpp- devi ce-triggering/vl/ af | DL000/t ransacti ons/
8834804d- 1338- 477h- b43a- 6d40a233bb3d HTTP/2' \--header ' Content-Type:
application/json' \ -H "authorization:

Bear er

eyJOeXAi O JKV1Q LCIpbnzva2WTnFt ZSI 61 j ELN Ut ZnZnlWFsbDQ YWZM | s| mhcd nSWozdG
FuY2VvJZCl 61 my50G0 WNAUWLTI yZDgt MTFI ZCO4Nj FkLTAyNDIhYzEy MDAWM | sl nFsZyl 611 JTM U2
I n0. eyJpc3M G | yODg4Ynmzk M51j ZTg1LTRAYNTQ CDUWYSOWZTKSMIQR2 OWVBNTM LCIZ Y29WZSI 61 |

NncHAj NDJhZTNnYz At YTI hNyOOM Q3L TI kOGEt Y2Qy M3Qz ZDUz MGE2CG) NncHAt YXM ¢2Vzc2l vbi 13
aXRoLXFveywz Z3BWLWRI dn j ZS10cm nZ2VyaWsnLDNncHAt bWAuaXRvem uzZy 1l dmVudOnz Z3BwLX
Ry YWZmaWvt aVbnbHVIE b i wi ZXhwi j oxNj kyM cyNDeyf Q. oi sNp8f bVucsf VecEhVWKXALGxJeN

N hFuYJ- 0CPYMAOXFILWkvDhUknTdj xgl wnDxwnt m 4-
p9kdhDKX7R1NHe2y 2RAEt yst Lp- 8Z8Nsghvat _ TuCVhx_sBnl NFxQYnGx VABI Wz KZMAWAI
O EKoAot t V2dg8aVYh- Ji 55LKXCOysf LOOLB]j TCl f 2nRXTLDDPbI - zPv6c2Tzbl -

nH AGJgX

swr NM RsmAv6pi SeRPsGum zR8QdI z5P5HIq_ QanEpn0AKh6gZ\WUKBUMy odp VEWBUZEKOSJVal HI nB3q

507 Fhj vFx69uk- kCzKM3DOGDf YA mkN948F1F76nmepkd - DTA

Table 2-61 Supported Response Codes

Code Description

200 OK (Successful get the active subscription)
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests

500 Internal Server Error

503 Service Unavailable

Example of the Response Body

{

"sel f": "http://ocnef-ingressgateway: 80/ 3gpp-devi ce-triggering/vl/
af 1 D1000/ transact i ons/ €3253426- bca9- 4c84- a7f 7- 2dc4b5e616bb",

"nsisdn": "998796775",

"val idityPeriod": 60,

"priority": "PRIORITY",

"applicationPortld": 4248,

"appSrcPortld": 33238,

“triggerPayl oad": "START_APP1_SESSI ON',

"notificationDestination": "http://ocnefsi mocstub-svc-af: 1010/ af/
notification"

}
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2.1.10.3 Delete Individual Device Trigger Transaction

This service operation is used to delete an existing Device Trigger transaction.
Type: DELETE

URI: / 3gpp-devi ce-triggering/vl/{afld}/transactions/{transactionld}
Initiated By: AF

Example:

The following example shows how an AF deletes an existing Device Trigger by submitting a
DELETE request using cURL.

cURL Command:

curl --http2-prior-know edge --1location --request DELETE 'http://
<I Paddr ess: Port >/ 3gpp- devi ce-triggering/vl/ af | DL000/ t ransacti ons/
8834804d- 1338- 477b- b43a- 6d40a233bb3d HTTP/2' \--header ' Content-Type:
application/json' \ -H "authorization:

Bear er
eyJ0eXAi G JKV1Q LCIpbnzva2VyTnFt ZSI 61 j EIN) Ut ZnZnLWFshDQX YWZM | s1 m\ncd nBWbzdG
FuY2VvJzC 61 mY50G WNAUWLTI yZDgt MTFI ZCO4N FKLTAyNDIhYzEy MDAWM | sl nFsZyl 611 JTM U2
I n0. eyJpc3M O | yODg4YnZkM51j ZTg1LTRYNTQ CDUWYSOWZTKSMIQR2OMVBNTM LCIZY29WZS! 61 |
NncHAj NDJhZTNhYz At YTI hNy0OM BLTI kOCGEt Y2QyM3Qz ZDUz MGE2Q NncHAt YXM c2Vzc2l vbi 13
aXRoLXFvcywz Z3BWMLWRI dml j ZS10cm nZ2VyaWsnLDNncHAt bWQuaXRvem uzZy 1l dmvudOnz Z3BwLX
Ry YWZma WMt aVbbHVIE binN i wi ZXhwl j oxNj kyM cyNDeyf Q. oi sNp8f bVucsf VecEhVWKXALGxJeN
N hFuYJ- 0CPYMAOXFILWkvDhUknTdj xgl wnDxwnt m 4-
p9kdhDKX7RINHe2y 2R4Et yst Lp- 8Z8NsgMat _TuCVhx_sBnl NFxQYnxVABI Wz KZMAWAI nH AGIgX
O EKoAot t V2dg8aVYh- Ji 55LKXCOysf LOOLBj TCl f 2nRXTLDDPbI - zPv6c2Tzbl -
sw NM RsmAv6pi SeRPsGum zR8QdI z5P5HIq_QanEpn0AKh6gZWJUKBUMy odp VEWBUZEKOSJVal HI nB3q
507j Fhj vFx69uk- kCzKMBDOGDf YA nxN948F1F76mepkG - DTA

Table 2-62 Supported Response Codes
|

Code Description

200 OK

204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Delivery Report Notification

SMS-SC reports the success or failure of delivering the device trigger to the UE. Report
notification (Delivery Report Request - diameter message) on the T4 interface to NEF.
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Example notification sent by NEF incase of a successful delivery report notification received
from SMS-SC .

{

transaction: "http://ocnef-ingressgateway: 80/ 3gpp-device-triggering/vl/
af 1 D1000/ transact i ons/ €3253426- bca9- 4c84- a7f 7- 2dc4b5e616bb", "

result: " SUCCESS'

}

2.1.11 CNC Console Integration

The integration of NEF or CAPIF with the CNC Console enables you to configure and modify
different services and features using the CNC Console.

@® Note

During installation, all the configurations would be read from Helm. Any configurations
that support Update operation through REST API can only be updated using REST
API or Console and any further updates to these configurations using Helm would be
ignored. For further information, refer to Oracle Communications Cloud Native Core,
Network Exposure Function REST Specification Guide and Configuring Network
Exposure Function using the CNC Console chapter in Oracle Communications Cloud
Native Core, Network Exposure Function User Guide.

2.1.11.1 Configuring NEF Features

This section provides information about enabling NEF features.

@® Note

apiroot should point to fivegc-ingress-gateway service.

2.1.11.1.1 Fetching Logging Data
This service operation is used to fetch logging data.
Type: GET
URI: { api Root }/ nef / nf - conmon- conponent / v1/ { servi ceName}/ | oggi ng

Initiated By: CNCC

Table 2-63 Response Body Parameters
|

Field Name Data Type Description
appLogLevel string This parameter sets the application log level.
packagelLogLevel JSON This parameter sets the package log level.
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Table 2-64 packagelLoglLevel Parameters

Field Name Data Type Description
packageName string Name of the package for which log level has to
be changed.
logLevelForPackage string This is the value of log level.
Example:

The following example shows how logging data is fetched by a GET request.

{api Root }/ nef / nf - common- conponent / v1/ noni t ori ngevent s/ | oggi ng

Table 2-65 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
"appLogLevel ": "DEBUG',
"packagelLogLevel ": [
"packageName": "root",
"l ogLevel For Package": " DEBUG'
}
]
}

2.1.11.1.2 Updating Logging Data
This service operation is used to update logging data.
Type: PUT
URI: { api Root }/ nef / nf - common- conponent / v1/ { servi ceName} /| oggi ng
Initiated By: CNCC
Example:

The following example shows how logging data is updated by a PUT request.

{api Root }/ nef / nf - conmon- conponent / v1/ moni t ori ngevent s/ | oggi ng
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Example of the Request Body

{
"appLogLevel ": "DEBUG',
"packagelLogLevel ": [
"packageName": "root",
"l ogLevel For Package": " DEBUG'
1
]
}

Example of the Response Body

{
"appLoglLevel ": "DEBUG',
"packagelLoglLevel ": [
{
"packageName": "root",
"l ogLevel For Package": " DEBUG'
}
]
}

2.1.11.1.3 Fetch Timeout Data

This service operation is used to fetch timeout data.

Type: GET

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / nf - common- conponent / v1/ {servi ceNane}/ti meout

Initiated By: CNCC

Table 2-66 Response Body Parameters

Field Name Data Type Description

serviceType string Name of the NEF service.
requesttimeout string Actual value of request timeout.
Example:

The following example shows how timeout data is fetched by a GET request.

{api Root }/ nef / nf - common- conponent / v1/ noni t ori ngevent s/ ti neout

Table 2-67 Supported Response Codes

Code Description
200 OK

400 Bad Request
403 Forbidden
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Table 2-67 (Cont.) Supported Response Codes

Code Description

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{

"serviceType": "nmonitoringevents",
"requesttinmeout": "12000"

2.1.11.1.4 Fetch GMLC Configuration

This service operation is used to fetch GMLC configuration.

Type: GET

URI: { api Root }/ nef/ nf - conmon- conponent / v1/ moni t ori ngevent s/ gm cconfi gs

Initiated By: CNCC

Table 2-68 Response Body Parameters

Field Name Date Type Description
gmlcHaccuracy string Specifies the minimum horizontal accuracy.
gmlcVaccuracy string Specifies the minimum vertical accuracy.
reportinginterval integer The location reporting interval in seconds.
destlfLocQosAbsent enum Indicates the location provider when LocQos is
not present in the subscription request.
Possible values:
* udm
e gmic
Default: udm
switchOnErrorCodes.codeCause string Contains a list of error codes and causes for

which the failover must be performed.
Value to be supplied should be concatenation of
errorcode and errorcause, separated by "~~".

Example: 503 ~~ Connection Refused

Where,
errorCode: 503

errorCause: Connection Refused
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Field Name Date Type Description
explicitCancellation boolean Indicates whether an explicit cancellation
request should be sent to GMLC. It is sent:

*  when the maximumNumberOfReports are
received from GMLC.

* when Delete Subscription request is
received from AF based on the GMLC
initiated Cancel Location request.

switchToUdmOnFailure enum Enables the failover to UDM, when GMLC

subscription fails for a specific reason. The

location reporting event request is sent to UDM

when NEF receives failure from GMLC.

Possible values are:

e ALL: Enables the failover for subscription of
both immediate and deferred requests.

* IMMEDIATE: Enables the failover for
subscription of immediate location requests.

 DEFERRED: Enables the failover for
subscription of deferred location requests.

*  NONE: Disables the failover.

Default: NONE

Example:

The following example shows how GMLC configuration is fetched by a GET request.

{api Root }/ nef / nf - common- conponent / v1/ noni t ori ngevent s/ gm cconfi gs

Table 2-69 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

"gm cEnabl ed": true,

"gnl cHaccuracy": 10.0,

"gnl cVaccuracy": 10.0,
"reportinglnterval": 3600,
"dest | fLocQosAbsent™: "gnlc",
"swi tchOnError Codes": [

{

Cloud Native Core, Network Exposure Function REST Specification Guide

F98164-03

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 104 of 175



ORACLE Chapter 2
Supported REST API Interfaces

"codeCause": " 503 ~~ Connection Refused "
}1
{

"codeCause": " 503 ~~ Unknown Host Exception "
1

]

xplicitCancellation": false,
"switchToUdnOnFai l ure": "ALL"

2.1.11.1.5 Update GMLC Configuration

This service operation is used to update GMLC configuration.

Type: PUT

URI: { api Root }/ nef/ nf - conmon- conponent / v1/ moni t ori ngevent s/ gm cconfi gs
Initiated By: CNCC

Example:

The following example shows how GMLC configuration is fetched by a PUT request.

{api Root }/ nef / nf - common- conponent / v1/ noni t ori ngevent s/ gm cconfi gs

Example of the Request Body

{
"gm cEnabl ed": true,

"gm cHaccuracy": 12.0,

"gm cVaccuracy": 12.0,
"reportinglnterval": 3600,
"dest | fLocQosAbsent™: "gnlc",
"swi tchOnError Codes": [

{

3
{

}
]

"codeCause": " 503 ~~ Connection Refused "
"codeCause": " 503 ~~ Unknown Host Exception "

xplicitCancellation": false,
"switchToUdnOnFai l ure": "ALL"

@® Note

The gmicEnabled parameter cannot be modified, it can be enabled or disabled using
only helm upgrades.
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Example of the Response Body

{

"gm cEnabl ed": true,

"gn cHaccuracy": 12.0,

"gn cVaccuracy": 12.0,
"reportinglnterval": 3600,
"dest | fLocQosAbsent™: "gmc",
"swi tchOnError Codes": [

{
"codeCause": " 503 ~~ Connection Refused "
}y
{
"codeCause": " 503 ~~ Unknown Host Exception "
1

!

xplicitCancellation": false,
"switchToUdnOnFai | ure": "ALL"

2.1.11.1.6 Fetch ShortCodeNotification Configuration

This service operation is used to fetch ShortCodeNotification configuration.

Type: GET

URI:

shor

{api Root }/ nef / conmon- conponent / v1/ msi sdnl essmosns/
t codenotificationconfig

Initiated By: CNCC

Example:

The following example shows how ShortCodeNoatification configuration is fetched by a GET
request.

{api Root }/ nef / common- conponent / v1/ nsi sdnl essnosns/ short codenoti fi cationconfig

Table 2-70 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{

"shortcode": "31628870634",

Cloud Native Core, Network Exposure Function REST Specification Guide

F98164-03

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 106 of 175



ORACLE Chapter 2
Supported REST API Interfaces

"notificationUrl": "http://ocnefsimocstub-svc-af:1010/af/notification”
b
{

"shortcode": "9876543210",

"notificationUrl": "http://ocnefsimocstub-svc-af:1010/af/notification”
}

2.1.11.1.7 Update ShortCodeNotification Configuration
This service operation is used to update ShortCodeNotification configuration.
Type: PATCH

URI: { api Root }/ nef / conmon- conponent / v1/ msi sdnl essnmosms/
shortcodenotificationconfig/{short Code}

Initiated By: CNCC

Table 2-71 Response Body Parameters
- ________________________________________|

Field Name Data Type Description

shortcode string Value of Short Code

notificationUrl string Notification URL associated
Example:

The following example shows how ShortCodeNoatification configuration is update by a PATCH
request.

{api Root }/ nef / cormon- conponent / v1/ nsi sdnl essnosms/ short codenoti fi cationconfi g/
31628870634

Table 2-72 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"shortcode": "9876543210",

"notificationUl": "http://ocnefsimocstub-svc-af:1010/af/notification”
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"shortcode":

"31628870634",
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"notificationUl": "http://ocnefsimocstub-svc-af:1010/af/notification”

2.1.11.1.8 Fetch QoS Configuration

This service operation is used to fetch QoS configuration.

Type: GET

URI: { api Root }/ nef / nf - comon- conponent / v1/ qual i t yof servi ce/ qosconfi g

Initiated By: CNCC

Table 2-73 Request Body Parameters

Field Name Data Type Description

switchOnErrorCodes Array Error code configuration
convergedPeCharging Boolean Flag to enable converged PE charging
directPCRFFlowEnabled Boolean Flag to enable PCRF flow
maxQosReferencesAllowed Integer Maximum value of allowed QOS reference
switchToPCRFONAuthFailure Boolean Flag to switch towards PCRF on Auth Failure

Table 2-74 switchOnErrorCodes
- ]

Field Name Data Type Description
code String HTTP code value
cause String Cause of error in problem details

Example:

The following example shows how QoS configuration is fetched by a GET request.

{api Root }/ nef / nf - cormon- conponent / v1/ qual i t yof servi ce/ qosconfi g

Table 2-75 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable
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Example of the Response Body

{

"swi t chOnErr or Codes" :

{

"code": "404",

[

"cause": "Not Found"

}
]

onver gedPeChar gi ng": fal se,

"di r ect PCRFFI owEnabl ed": fal se,
"maxQosRef erencesAl | owed": 2,
"swi t chToOPCRFOnAut hFai | ure™: true

2.1.11.1.9 Update QoS Configuration

This service operation is used to update QoS configuration.

Type: PUT

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / nf - common- conponent / v1/ qual i t yof servi ce/ qosconfi g

Initiated By: CNCC

Example:

The following example shows how QoS configuration is updated by a PUT request.

{api Root }/ nef / nf - common- conponent / v1/ qual i t yof servi ce/ qosconfi g

Table 2-76 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{

"swi t chTOPCRFOnAut hFai | ure": true,
"conver gedPeChargi ng": fal se,

"di rect PCRFFI owEnabl ed": fal se,
"maxQosRef erencesAl | owed": 2,

"swi t chOnError Codes":

{

"code": "404",

[

"cause": "Not Found"
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Example of the Response Body

{

"swi t chToPCRFOnAut hFai | ure":

"conver gedPeChar gi ng": fal se,
"di rect PCRFFI owEnabl ed":
"maxQosRef erencesAl | owed":
"swi t chOnErr or Codes":

{
"code": "404",

"cause": "Not Found"

2.1.11.1.10 Fetch Global Configurations

Chapter 2
Supported REST API Interfaces

This service operation is used to fetch global configurations.

Type: GET

URI: { api Root }/ nef / nf - common- conponent / v1/ gl obal opti ons

Initiated By: CNCC

Table 2-77 Response Body Parameters

Field Name Data Type Description

nefSiteld String UUID of NEF Site

nfinstanceld String NF Instance ID of NEF

geoRedundancy JSON Geo-redundancy related configuration of NEF

Table 2-78 afServiceldList Parameters

Field Name Data Type Description

afServiceld String AF Service ID

dnn String Data Network Name

snssai JSON Single Network Slice selection assistance
information

routeToLoc Array Route to Location Configuration

Table 2-79 snssai Parameters

Field Name Data Type Description
sd String Service Differentiator
sst Integer Slice Service Type
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Table 2-80 routeToLoc Parameters

Field Name Data Type Description

dnai String Data Network Access identifier
routelnfo JSON Route Information

routeProfld String Route Profile ID

Table 2-81 routelnfo Parameters

Field Name Data Type Description
ipv4Addr String IPV4 Address
ipv6Addr String IPV6 Address
portNumber Integer Port Number

Table 2-82 scsShortMessageEntity Parameters

Field Name Data Type Description
address String Address
typeOfNumber String Type of number
numberingPlan String Numbering Plan

Table 2-83 qosProfiles Parameters

Field Name Data Type Description
mediaType String Media Type
maxReqBwDI String

maxReqgBwUI String

minRegBwDI String

minRegBwUI String

gosReferenceld String QOS reference ID

Table 2-84 plmnidMap Parameters

Field Name Data Type Description

pimnid String Public Land Mobile Network ID
mnc String Mobile Network Code

mcc String Mobile Country Code

Table 2-85 taiMap Parameters

Field Name Data Type Description

taild String Tracking Area ID

plmnid String Public Land Mobile Network ID.
Note: This value should be pre-configured in
plmnidMap.

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03 September 30, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 111 of 175



ORACLE’

Table 2-85 (Cont.) taiMap Parameters

Chapter 2
Supported REST API Interfaces

Field Name Data Type Description
tac String Tracking Area Code
nid String Network ID

Table 2-86 ecgiMap Parameters

Field Name Data Type Description

ecgild String EUTRA Cell Global Identifier

plmnid String Public Land Mobile Network ID.
Note: This value should be pre-configured in
plmnidMap.

eutraCellld String E-UTRAN Cell Identifier

nid String Network 1D

Table 2-87 ncgiMap Parameters

Field Name Data Type Description

ncgild String New Radio Cell Global Identifier

pimnid String Public Land Mobile Network ID.
Note: This value should be pre-configured in
plmnidMap.

nrCellld String NR Cell Identity

nid String Network 1D

Table 2-88 gNbldMap Parameters

Field Name Data Type Description

gNbld String Next Generation Node B ID
gNBValue String GNB Value

bitLength String Bit length

Table 2-89 globalRanNodeldMap Parameters

Field Name Data Type Description

nid String Network ID

eNbld String evolved NodeB ID

gNbld String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

pimnid String Public Land Mobile Network ID.
Note: This value should be pre-configured in
plmnidMap.

tngfld String Trusted non-3GPP Gateway Function ID

wagfld String W-AGF identifier

n3iwfld String N3 IWF identifier
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Field Name Data Type Description
ngeNbld String NG-eNodeB identifier
ranNodeld String RAN Node ID

Table 2-90 geoZoneldToSpatialValidityMap Parameters

Field Name Data Type Description

zone String Zone ID

prald String PRA ID

ecgiList String EUTRA Cell Global Identifier
Note: This value should be pre-configured in
ecgiMap.

ncgilList String New Radio Cell Global Identifier
Note: This value should be pre-configured in
ncgiMap.

presenceState String Allowed values are IN_AREA, OUT_OF_AREA,
UNKNOWN, and INACTIVE

additionalPrald String Additional PRA ID

globaleNbldList String Next Generation Node B ID
Note: This value should be pre-configured in
gNbldMap.

trackingArealList String Tracking Area ID
Note: This value should be pre-configured in
taiMap.

globalRanNodeldList String Next Generation Node B ID

Note: This value should be pre-configured in
gNbldMap.

Table 2-91 geoRedundancy Parameters

Field Name Data Type Description

featureStatus String Flag to enable or disable geo-redundancy
peerGRSiteList Array Configuration of NEF peer sites
handleNotification JSON Notification handler

Table 2-92 peerGRSiteList Parameters

Field Name Data Type Description
siteName String Site Name peer NEF
sitelnstanceld String Site Instance 1D of peer NEF

Table 2-93 handleNotification Parameters

Field Name

Data Type

Description

checkSiteStatus

Boolean

Flag to check peer site status

Cloud Native Core, Network Exposure Function REST Specification Guide

F98164-03

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 113 of 175



ORACLE Chapter 2
Supported REST API Interfaces

Table 2-93 (Cont.) handleNotification Parameters

o
Field Name Data Type Description

checkDBReplicationStatus Boolean Flag to check DB replication status

Example:

The following example shows how global configurations is fetched by a GET request.

{api Root }/ nef / nf - cormon- conponent / v1/ gl obal opti ons

Table 2-94 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
"tai Map": [
{
“nid: ",
"tac": "121",
“taild": "taildl",
“plmld": "plmldl"
}
1,
"ecgi Map": [
{
“nid: ",
"ecgild": "ecgildl",
“plmld": "plmldl",
"eutraCel I [ d": "23"

}
1,
"ncgi Map": [
{
“nid: ",
"ncgild": "ncgildl",
“plmld": "plmldl",
“nrCellld": "3"

}

1
"gNol dMvap": [
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{
"gNold": "gNbldl",
“gNBVal ue": "1345",
“bitLength": "23"
1
1
"nef Siteld": "9faf lbbc- 6eda- 4454- a507- aef 01al0la27",
"pl mldMap": [
{
"nmce': 234",
"mc": "123",
“plmld": "plmldl"
1
1
"qosProfiles": [
{
“medi aType": "AUDI O,
"maxRegBwDl ": ",
"maxRegBwWlJ ": "M,
“m nRegBwDl ": "",
“m nRegBWJ ": "",
"qosRef erencel d": "qosReferencel d1"
b
{
"medi aType": "VIDEOQ',
“maxReqBwDl " "M,
"maxRegBwWlJ ": "M,
“m nRegBwDI ": "",
“m nRegBWJ ": "",
"qosRef erencel d": "qosReferencel d2"
1
1
"nflnstancel d": "9faf lbbc- 6eda- 4454-a507- aef 01al0la27",
"geoRedundancy":
{
"featureStatus": "ENABLED',
"peerCGRSiteList": |
{
"siteNane": "Site-2",
"sitelnstancel d": "6faflbbc-6eda-4454-a507-aldef 8elbc5d"
}
1
“handl eNot i fication":
{
"checkSiteStatus": true,
"checkDBRepl i cationStatus": true
}
b
"af ServiceldList": [
{
"“dnn": "dnnFor Servicel d1",
"snssai":
{
"sd": "123456",
"sst": 123
b
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"routeToLoc": |

{
"dnai ": "dnnai For Servicel d1",
"routelnfo":
{
"ipv4Addr": "127.0.0.1",
"i pv6Addr": "0:0:0:0:0:0:0:1",
“port Nunber": 8080
b
"routeProfld": "rpiForServiceldl"
}
1
"af Serviceld": "afServiceldl"
b
{
"“dnn": "dnnFor Servicel d2",
"snssai":
{
"sd": "123456",
"sst": 123
b
“routeToLoc": [
{
"dnai ": "dnnai For Servi cel d2",
"routelnfo":
{
"ipv4Addr": "127.0.0.1",
"i pv6Addr": "0:0:0:0:0:0:0:1",
“port Nunber": 8080
h
"routeProfld": "rpiForServicel d2"
}
1
"af Serviceld": "af Serviceld2"
1
1
"enabl edFeat ures":
{
“gmc": false,
“deviceTrigger": false,
“msi sdnl essnosns”: fal se,
“conver gedScef Nef": true,
“monitoringEvents": true,
"qual i tyOf Service": true,
“trafficlnfluence": true
b
"gl obal RanNodel dMap": [
{
"nid: "",
"eNbld": "",

"gNbl d": "gNold1l",
“plmld": "plmldl",
“tngfld": "",
“wagfld": "",
"n3lwld: ",
“ngeNold": "",
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"ranNodel d": "ranNodel d1"

}
]

{

csShort MessageEntity":

"address": 123499789
"typeCOf Nunber": "NETWORK SPECI FI C NUMBER",
"nunberingPl an": "PRI VATE_NUMBERI NG PLAN'
}1
"geoZonel dToSpati al Val i di tyMap": [
{
"zone": "zonel"
n pr al dll: n lI7
"ecgiList": [
"ecgil d1"
]7
"ncgiList": [
"ncgi | d1"
]

resenceState": "",
"additional Prald": "",
"gl obal eNbl dList": [],
"tracki ngAreaList": [
"taildl"

] il

" gl obal RanNodel dList": [
"ranNodel d1"

]

2.1.11.1.11 Fetch AF Service ID List
This service operation is used to fetch AF service ID list.
Type: GET
URI: { api Root }/ nef / common- conponent / v1/ gl obal / af Ser vi cel dLi st
Initiated By: CNCC
Example:

The following example shows how AF service ID list is fetched by a GET request.

{api Root }/ nef / common- conponent / v1/ gl obal / af Ser vi cel dLi st

Table 2-95 Supported Response Codes

Code Description
200 OK

400 Bad Request
403 Forbidden
404 Not Found
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Code Description

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
"dnn": "dnnFor Servicel d1"
"snssai ":
{
"sd": "123456"
"sst": 123
b
"routeToLoc": [
{
“dnai": "dnnai For Servicel d1"
“routelnfo":
{
"i pv4Addr": "127.0.0.1"
"i pv6Addr": "0:0:0:0:0:0:0:1",
"port Nunber": 8080
}s
“routeProfld": "rpiForServiceldl"
1
1
"af Serviceld": "af Serviceldl"
}s
{
"dnn": "dnnFor Servi cel d2"
"snssai ":
{
"sd": "123456"
"sst": 123
b
"routeToLoc": [
{
“dnai": "dnnai For Servicel d2"
“routelnfo":
{
"i pv4Addr": "127.0.0.1"
"i pv6Addr": "0:0:0:0:0:0:0:1",
"port Nunber": 8080
}s
“routeProfld": "rpiForServiceld2"
1
1
"af Serviceld": "af Servicel d2"
}
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This service operation is used to add Service ID List.

Type: POST

Chapter 2
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URI: { api Root }/ nef / common- conponent / v1/ gl obal / af Ser vi cel dLi st/ { af Servi cel d}

Initiated By: CNCC

Table 2-96 Response Body Parameters
|
Field Name Data Type Description
afServiceld String AF Service ID
dnn String Data Network Name
snssai JSON Single Network Slice selection assistance
Information
routeToLoc Array Route to Location Configuration
Table 2-97 snssai Parameters
|
Field Name Data Type Description
sd String Service Differentiator
sst Integer Slice Service Type
Table 2-98 routeToLoc Parameters
|
Field Name Data Type Description
dnai String Data Network Access identifier
routelnfo JSON Route Information
routeProfld String Route Profile ID

Table 2-99 routelnfo Parameters
o
Field Name Data Type Description
ipv4Addr String IPV4 address
ipv6Addr String IPV6 address
portNumber Integer Port Number
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The following example shows how AF service ID list is added by a PUT request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / af Servi cel dLi st/ 334

Table 2-100 Supported Response Codes

Code

Description

200

OK
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Table 2-100 (Cont.) Supported Response Codes
|

Code Description

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"af Serviceld": "334",
"dnn": "44",
"snssai":
{
"sst": 4,
"sd": "123456"
b
"routeToLoc": []
}

Example of the Response Body

{
"af Serviceld": "334",
"dnn": "44",
"snssai ":
{
"sst": 4,
"sd": "123456"
b
"routeTolLoc": []
}

2.1.11.1.13 Edit Service ID List
This service operation is used to edit Service ID List.
Type: PATCH
URI: { api Root }/ nef / common- conponent / v1/ gl obal / af Servi cel dLi st/ {af Servi cel d}
Initiated By: CNCC

Table 2-101 Response Body Parameters

|
Field Name Data Type Description

afServiceld String AF Service ID
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Field Name Data Type Description
dnn String Data Network Name
snssai JSON Single Network Slice selection assistance
Information
routeToLoc Array Route to Location Configuration
Table 2-102 snssai Parameters
. ___________________________________________________|
Field Name Data Type Description
sd String Service Differentiator
sst Integer Slice Service Type
Table 2-103 routeToLoc Parameters
. ______________________________________________________|
Field Name Data Type Description
dnai String Data Network Access identifier
routelnfo JSON Route Information
routeProfld String Route Profile ID
Table 2-104 routelnfo Parameters
. ___________________________________________________|
Field Name Data Type Description
ipv4Addr String IPV4 address
ipv6Addr String IPV6 address
portNumber Integer Port Number

Example:

The following example shows how AF service ID list is edited by a PATCH request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / af Servi cel dLi st/ af Servi cel d1

Table 2-105 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable
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Example of the Request Body

{
"af Serviceld": "af Serviceldl",
"dnn": "dnnFor Servicel d1",
"snssai ":
{
"sst": 123,
"sd": "133456"
}y
"routeToLoc": [
{
"dnai ": "dnnai For Servi cel d1",
"routelnfo":
{
"i pv4Addr": "127.0.0.1",
"i pv6Addr": "0:0:0:0:0:0:0:1",
"port Nunber": 8080
}1
“routeProfld": "rpiForServiceldl"
}
]
}

Example of the Response Body

{
"af Serviceld": "af Serviceldl",
"“dnn": "dnnFor Servicel d1",
"snssai ":
{
"sst": 123,
"sd": "133456"
}y
"routeToLoc": [
{
"dnai ": "dnnai For Servi cel d1",
"routelnfo":
{
"i pv4Addr": "127.0.0.1",
"i pv6Addr": "0:0:0:0:0:0:0: 1",
"port Nunber": 8080
}i
"routeProfld": "rpiForServiceldl"
1
]
}

2.1.11.1.14 Delete Service ID List

This service operation is used to delete AF service ID list.

Type: DELETE

Chapter 2
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URI: { api Root }/ nef / common- conponent / v1/ gl obal / af Servi cel dLi st/ {af Servi cel d}
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Initiated By: CNCC
Example:

The following example shows how AF service ID list is deleted by a DELETE request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / af Servi cel dLi st/ 334

Table 2-106 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

2.1.11.1.15 Fetch SCS Short Message Entity

This service operation is used to fetch SCS short message entity.

Type: GET

URI: { api Root }/ nef / nf - comon- conponent / v1/ gl obal / scsShort MessageEntity
Initiated By: CNCC

Example:

The following example shows how SCS short message entity is fetched by a GET request.

{api Root }/ nef / nf - common- conponent / v1/ gl obal / scsShort MessageEntity

Table 2-107 Supported Response Codes
e

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
"address": "1234997899",
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"typeOf Nunber": "1 NTERNATI ONAL_NUMBER',
"nunberingPl an": " PR VATE_NUVBERI NG_PLAN'

2.1.11.1.16 Update SCS Short Message Entity

This service operation is used to update SCS short message entity.

Type: PUT

URI: { api Root }/ nef / nf - common- conponent / v1/ gl obal / scsShort MessageEntity
Initiated By: CNCC

Table 2-108 Response Body Parameters

Field Name Data Type Description
address String Address
typeOfNumber String Type of number
numberingPlan String Numbering plan

Example:

The following example shows how SCS short message entity is updated by a PUT request.

{api Root }/ nef / nf - cormon- conponent / v1/ gl obal / scsShort MessageEntity

Table 2-109 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"address": "1234997899",
"typeCOf Nunber": "1 NTERNATI ONAL_NUMBER',
"nunberingPl an": " PRI VATE_NUVBERI NG_PLAN'
}

Example of the Response Body

{
"address": "1234997899",

"typeOf Nunber": "1 NTERNATI ONAL_NUMBER',
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"nunberingPl an": " PR VATE_NUVBERI NG_PLAN'

2.1.11.1.17 Fetch QoS Profiles

This service operation is used to fetch QoS Profiles.

Type: GET

URI: { api Root }/ nef / conmon- conponent / v1/ gl obal / qosProf i | es
Initiated By: CNCC

Table 2-110 Response Body Parameters

Field Name Data Type Description
mediaType String Media Type
maxReqBwDI String

maxReqgBwUI String

minRegBwDI String

minRegBwUI String

gosReferenceld String QoS reference ID

Example:

The following example shows how QoS profiles is fetched by a GET request.

{api Root }/ nef / common- conponent / v1/ gl obal / qosProfil es

Table 2-111 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

[

{

“medi aType": "AUDI O,

“maxReqBwDl ": "120 Gbps",

“maxReqBwU ": "10 Gops",

“m nRegqBwDl ": "100 Mops",

“m nRegqBwWJ ": "50 Mops",

"qosRef erencel d": "qosReferencel d1"
¥
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{

"nedi aType": "VIDEOQ',

"maxReqBwDl ": "300 CGops",

"maxReqBwU ": "340 CGops",

"m nRegBwDl ": "200 Ghps",

“mnReqBwJ ": "1 Thps",

"qosRef erencel d": "qosReferencel d2"
}

2.1.11.1.18 Update QoS Profiles

This service operation is used to update QoS Profiles.

Type: PATCH

URI: { api Root }/ nef / common- conponent / v1/ gl obal / qosProf i | es/{qosProfil esl d}
Initiated By: CNCC

Table 2-112 Response Body Parameters

Field Name Data Type Description
mediaType String Media Type
maxReqBwDI String

maxReqgBwUI String

minRegBwDI String

minRegBwUI String

gosReferenceld String QoS reference ID

Example:

The following example shows how QoS profiles are updated by a PATCH request.

{api Root }/ nef / common- conponent / v1/ gl obal / qosProf i | es/ gosRef er encel d1

Table 2-113 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{

"qosRef erencel d": "qosReferencel d1",
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2.1.11.1.19 Add QoS Profiles

This service operation is used to add QoS Profiles.

Table 2-114 Response Body Parameters

"medi aType": "AUDI O,
"maxReqBwDl "
"maxReqBwWU "
"m nReqBwDI ":
"m nReqBwUl ":

{

"qosRef erencel d": "qosReferencel d1",
"medi aType": "AUDI O,

"maxReqBwDl "
" maxReqBwWU "
"m nReqBwDI ":
"m nReqBWJ ":

Type: POST

"100 bps",
"20 bps",
"10 bps",
" 10 bpsll

Example of the Response Body

"100 bps",
"20 bps",
"10 bps",
"10 bps"

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / common- conponent / v1/ gl obal / qosProf i | es/ {qosProfil esl d}

Initiated By: CNCC

Field Name Data Type Description
mediaType String Media Type
maxReqBwDI String

maxReqBwUI String

minRegBwDI String

minReqBwUI String

gosReferenceld String QoS reference ID

Example:

The following example shows how QoS profiles are added by a POST request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / qosProf i | es/ qosRef erencel d3

Table 2-115 Supported Response Codes

Code Description
200 OK

400 Bad Request
403 Forbidden

404 Not Found

406 Not Acceptable
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Table 2-115 (Cont.) Supported Response Codes
|

Code Description

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"qosRef erencel d": "qosReferencel d3",
"medi aType": "AUDI O,
"maxReqBwDl ": "100 bps",
"maxReqBwU ": "20 bps",
"m nReqBwDl ": "10 bps",
"m nReqBwUJ ": "10 bps"
}

Example of the Response Body

{
"qosRef erencel d": "qosReferencel d3",
"medi aType": "AUDI O,
"maxRegBwDl ": "100 bps",
"maxReqBwUl ": "20 bps",
"mnRegBwDl ": "10 bps",
"m nRegBwU ": "10 bps"
}

2.1.11.1.20 Delete QoS Profiles
This service operation is used to delete QoS Profiles.
Type: DELETE
URI: { api Root }/ nef / common- conponent / v1/ gl obal / qosProf i | es/ {qosProfil esl d}
Initiated By: CNCC
Example:

The following example shows how QoS profiles are deleted by a DELETE request.

{api Root }/ nef / common- conponent / v1/ gl obal / qosProf i | es/ qosRef erencel d3

Table 2-116 Supported Response Codes
|

Code Description
200 OK

400 Bad Request
403 Forbidden
404 Not Found
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Table 2-116 (Cont.) Supported Response Codes
|

Code Description

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

2.1.11.1.21 Fetch PLMN ID Map
This service operation is used to fetch PLMN ID Map.
Type: GET
URI: { api Root }/ nef / comron- conponent / v1/ gl obal / pl ml dMap
Initiated By: CNCC

Table 2-117 Response Body Parameters
|

Field Name Data Type Description

pimnid String Public Land Mobile Network ID

mnc String Mobile Network Code

mcc String Mobile Country Code
Example:

The following example shows how PLMN ID Map is fetched by a GET request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / pl mI dMap

Table 2-118 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
"nect: 234",
“mc": "123",
“plmld": "plmld1"
}
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2.1.11.1.22 Add PLMN ID Map
This service operation is used to add PLMN ID Map.
Type: POST
URI: { api Root }/ nef / common- conponent / v1/ gl obal / pl ml dMap/ { pl ml d}
Initiated By: CNCC

Table 2-119 Response Body Parameters
- ________________________________________|

Field Name Data Type Description

pimnid String Public Land Mobile Network ID

mnc String Mobile Network Code

mcc String Mobile Country Code
Example:

The following example shows how PLMN ID Map is added by a POST request.

{api Root }/ nef / common- conponent / v1/ gl obal / pl mI dMvap/ pl m2

Table 2-120 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"nmecet: 234",
"mc": "123",
"plmld": "plm2"
}

Example of the Response Body

{
"nce': "234",
"mc": "123",
"plmld": "plm2"
}
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2.1.11.1.23 Edit PLMN ID Map
This service operation is used to edit PLMN ID Map.
Type: PATCH
URI: { api Root }/ nef / common- conmponent / v1/ gl obal / pl miI dMap/ { pl ml d}
Initiated By: CNCC

Table 2-121 Response Body Parameters
e

Field Name Data Type Description

pimnid String Public Land Mobile Network ID

mnc String Mobile Network Code

mcc String Mobile Country Code
Example:

The following example shows how PLMN ID Map is edited by a PATCH request.

{api Root }/ nef / common- conponent / v1/ gl obal / pl mI dMvap/ pl m2

Table 2-122 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"nmecet: 234",
"mc": "122",
"plmld": "plm2"
}

Example of the Response Body

{
"nce': "234",
"mc": "122",
"plmld": "plm2"
}
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2.1.11.1.24 Delete PLMN ID Map

This service operation is used to delete PLMN ID Map.

Table 2-123 Response Body Parameters

Type: DELETE

Chapter 2

Supported REST API Interfaces

URI: { api Root }/ nef / common- conmponent / v1/ gl obal / pl miI dMap/ { pl ml d}

Initiated By: CNCC

Field Name Data Type Description

pimnid String Public Land Mobile Network ID
mnc String Mobile Network Code

mcc String Mobile Country Code

Example:

The following example shows how PLMN ID Map is deleted by a DELETE request.

{api Root }/ nef / common- conponent / v1/ gl obal / pl mI dMvap/ pl m2

Table 2-124 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

2.1.11.1.25 Fetch TAI Map

This service operation is used to fetch TAI Map.

Table 2-125 Response Body Parameters

Type: GET

URI: { api Root }/ nef / conmon- conponent / v1/ gl obal / t ai Map

Initiated By: CNCC

Field Name

Data Type

Description

taild

String

Tracking Area ID
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Table 2-125 (Cont.) Response Body Parameters
|

Field Name Data Type Description
pimnid String Public Land Mobile Network ID
Note: This value should be pre-configured in
plmnidMap.
tac String Tracking Area Code
nid String Network 1D
Example:

The following example shows how TAI Map is fetched by a GET request.

{api Root }/ nef / common- conponent / v1/ gl obal / t ai Map

Table 2-126 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
“nidt o
“tac": "121",
“taild": "taildl",
“plmmld": "plmld1"
}

2.1.11.1.26 Add to TAI MAP
This service operation is used to add TAI Map.
Type: POST
URI: { api Root }/ nef / cormon- conponent / v1/ gl obal / t ai Map/ {t ai | d}
Initiated By: CNCC

Table 2-127 Response Body Parameters

|
Field Name Data Type Description

taild String Tracking Area ID
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Field Name Data Type Description

pimnid String Public Land Mobile Network ID
Note: This value should be pre-configured in
plmnidMap.

tac String Tracking Area Code

nid String Network 1D

Example:

The following example shows how TAI Map is added by a POST request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / t ai Map/ 2343

Table 2-128 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
“taild": "2343",
“plmmid": "plmld1i",
"tac": "4",
“nidt: o

}

Example of the Response Body

{
"taild": "2343",
"plmld": "plmldl",
"tac": "4",
"nid": "

}

2.1.11.1.27 Edit TAI MAP

This service operation is used to edit TAI Map.

Type: PATCH
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URI: { api Root }/ nef / common- conponent / v1/ gl obal / t ai Map/ {t ai | d}

Initiated By: CNCC

Table 2-129 Response Body Parameters

Field Name Data Type Description

taild String Tracking Area ID

plmnid String Public Land Mobile Network ID
Note: This value should be pre-configured in
plmnidMap.

tac String Tracking Area Code

nid String Network ID

Example:

The following example shows how TAI Map is edited by a PATCH request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / t ai Map/ 2343

Table 2-130 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"taild": "2343",
"plmld": "plmldl",
"tac": "44",
"nid": "

}

Example of the Response Body

{
"taild': "2343",
“plmld": "pl mld1",
"tac": "44",
"nigr: ot

}
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2.1.11.1.28 Delete from TAI Map
This service operation is used to delete TAI Map.
Type: DELETE
URI: { api Root }/ nef / common- conponent / v1/ gl obal / t ai Map/ {t ai | d}
Initiated By: CNCC
Example:

The following example shows how TAI Map is deleted by a DELETE request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / t ai Map/ 2343

Table 2-131 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

2.1.11.1.29 Fetch ECGI Map
This service operation is used to fetch ECGI Map.
Type: GET
URI: { api Root }/ nef / comron- conponent / v1/ gl obal / ecgi Map
Initiated By: CNCC

Table 2-132 Response Body Parameters

Field Name Data Type Description

ecgild String EUTRA Cell Global Identifier

plmnid String Public Land Mobile Network ID
Note: This value should be pre-configured in
plmnidMap.

eutraCellld String E-UTRAN Cell Identifier

nid String Network ID

Example:

The following example shows how ECGI Map is fetched by a GET request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / ecgi Map
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Table 2-133 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
“nidt o
"ecgild": "ecgildl",
“plmmld": "plmld1",
“eutraCel | 1d": "23"
}

2.1.11.1.30 Add to ECGI Map
This service operation is used to add ECGI Map.
Type: POST
URI: { api Root }/ nef / cormon- conponent / v1/ gl obal / ecgi Map/ { ecqi | D}
Initiated By: CNCC

Table 2-134 Response Body Parameters

Field Name Data Type Description

ecgild String EUTRA Cell Global Identifier

plmnid String Public Land Mobile Network ID
Note: This value should be pre-configured in
plmnidMap.

eutraCellld String E-UTRAN Cell Identifier

nid String Network 1D

Example:

The following example shows how ECGI Map is added by a POST request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / ecgi Map/ 334
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Table 2-135 Supported Response Codes

Chapter 2

Supported REST API Interfaces

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"ecgild": "334",
“plmmld": "plmld1",
"eutraCel | 1d": "44",
“nidt:

}

Example of the Response Body

{
"ecgild": "334",
"plmld": "plmldl",
"eutraCel I I d": "44",
"nid': "

}

2.1.11.1.31 Edit ECGI Map

This service operation is used to edit ECGI Map.

Type: PATCH

URI: { api Root }/ nef / conmon- conponent / v1/ gl obal / ecgi Map/ { ecgi | D}

Initiated By: CNCC

Table 2-136 Response Body Parameters

Field Name Data Type Description

ecgild String EUTRA Cell Global Identifier

plmnid String Public Land Mobile Network ID
Note: This value should be pre-configured in
plmnidMap.

eutraCellld String E-UTRAN Cell Identifier

nid String Network ID

Example:
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The following example shows how ECGI Map is edited by a PATCH request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / ecgi Map/ 334

Table 2-137 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{

"ecgild": "334",

"plmld": "plmldl",
"eutraCel I Id":
"nid":

Example of the Response Body

{

"ecgild": "334",

"plmld": "plmldl",
"eutraCel | Id":
"nid":

2.1.11.1.32 Delete from ECGI Map
This service operation is used to delete ECGI Map.
Type: DELETE
URI: { api Root }/ nef / common- conponent / v1/ gl obal / ecgi Map/ { ecqi | D}
Initiated By: CNCC
Example:

The following example shows how ECGI Map is deleted by a DELETE request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / ecgi Map/ 334
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2.1.11.1.33 Fetch NCGI Map

This service operation is used to fetch NCGI Map.

Table 2-139 Response Body Parameters

Table 2-138 Supported Response Codes

Chapter 2

Supported REST API Interfaces

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Type: GET

URI: { api Root }/ nef / comron- conponent / v1/ gl obal / ncgi Map

Initiated By: CNCC

Field Name Data Type Description

ncgild String New Radio Cell Global Identifier

pimnid String Public Land Mobile Network ID
Note: This value should be preconfigured in
plmnidMap.

nrCellld String NR Cell Identity

nid String Network 1D

Example:

The following example shows how NCGI Map is fetched by a GET request.

{api Root }/ nef / common- conponent / v1/ gl obal / ncgi Map

Table 2-140 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable
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Example of the Response Body

{
"nid: """,
"ncgild": "ncgildl",
"plmld": "plmldl",
"nrCellld": "3"

}

2.1.11.1.34 Add to NCGI Map

This service operation is used to add NCGI Map.

Type: POST

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / common- conponent / v1/ gl obal / ncgi Map/ { ncgi | d}

Initiated By: CNCC

Table 2-141 Response Body Parameters

Field Name Data Type Description

ncgild String New Radio Cell Global Identifier

pimnid String Public Land Mobile Network ID
Note: This value should be preconfigured in
plmnidMap.

nrCellld String NR Cell Identity

nid String Network ID

Example:

The following example shows how NCGI Map is added by a POST request.

{api Root }/ nef / common- conponent / v1/ gl obal / ncgi Map/ 233

Table 2-142 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{

“ncgild": "233",

“plmld": "pl mld1",
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"nrCellld": "4",
n ni dll : nn

Example of the Response Body

{
"ncgi ld": "233",
"plmld": "plmldl",
"nrCellld": "4",
"nid": ""

}

2.1.11.1.35 Edit NCGI Map

This service operation is used to edit NCGI Map.

Type: PATCH

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / common- conponent / v1/ gl obal / ncgi Map/ { ncgi | d}

Initiated By: CNCC

Table 2-143 Response Body Parameters

Field Name Data Type Description

ncgild String New Radio Cell Global Identifier

pimnid String Public Land Mobile Network ID
Note: This value should be preconfigured in
plmnidMap.

nrCellld String NR Cell Identity

nid String Network ID

Example:

The following example shows how NCGI Map is edited by a PATCH request.

{api Root }/ nef / common- conponent / v1/ gl obal / ncgi Map/ 233

Table 2-144 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable
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Example of the Request Body

{
"ncgi ld": "233",
"plmld": "plmldl",
"nrCellld": "44",
"nid": ""

}

Example of the Response Body

{
“ncgild": "233",
“plmmld": "plmld1i",
“nrCell1d": "44",
“nid:

}

2.1.11.1.36 Delete from NCGI Map

This service operation is used to delete NCGI Map.

Type: DELETE

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / common- conponent / v1/ gl obal / ncgi Map/ {ncgi | d}

Initiated By: CNCC

Example:

The following example shows how NCGI Map is deleted by a DELETE request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / ncgi Map/ 233

Table 2-145 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests

500 Internal Server Error

503 Service Unavailable
2.1.11.1.37 Fetch GNBID Map

This service operation is used to fetch GNBID Map.

Type: GET

URI: { api Root }/ nef / common- conponent / v1/ gl obal / gNbl dMap
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Initiated By: CNCC

Table 2-146 Response Body Parameters
|

Field Name Data Type Description
gNbld String Next Generation Node B ID
gNBValue String GNB value
bitLength String Bit length
Example:
The following example shows how GNBID Map is fetched by a GET request.
{api Root }/ nef / cormon- conponent / v1/ gl obal / gNol dMap
Table 2-147 Supported Response Codes
. _____________________________________________________________|
Code Description
200 OK
400 Bad Request
403 Forbidden
404 Not Found
406 Not Acceptable
429 Too Many Requests
500 Internal Server Error
503 Service Unavailable
Example of the Response Body
{
"gNol d": "gNbldl",
"gNBVal ue": "1345",
"bitLength": "23"
}
2.1.11.1.38 Add to GNBID Map

This service operation is used to add GNBID Map.

Type: POST

URI: { api Root }/ nef / common- conponent / v1/ gl obal / gNbl dMap/ { gnbl d}
Initiated By: CNCC

Table 2-148 Response Body Parameters
|

Field Name Data Type Description

gNbld String Next Generation Node B ID
gNBValue String GNB value

bitLength String Bit length
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Example:

The following example shows how GNBID Map is added by a POST request.

{api Root }/ nef / common- conponent / v1/ gl obal / gNbl dMap/ 33

Table 2-149 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"gNold": "33",
"bitLength": "24"
"gNBVal ue": "44",
}

Example of the Response Body

{
"gNol d": 33",
"bitLength": "24"
"gNBVal ue": " 44",
}
2.1.11.1.39 Edit GNBID Map

This service operation is used to edit GNBID Map.

Type: PATCH

URI: { api Root }/ nef / cormon- conponent / v1/ gl obal / gNbl dMap/ { gnbl d}
Initiated By: CNCC

Table 2-150 Response Body Parameters
|

Field Name Data Type Description
gNbld String Next Generation Node B ID
gNBValue String GNB value
bitLength String Bit length
Example:
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The following example shows how GNBID Map is edited by a PATCH request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / gNbl dMap/ 33

Table 2-151 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"gNold": "33",
"bitLength": "24"
"gNBVal ue": "45",
}

Example of the Response Body

{
"gNbl d": 33",
"bitLength": "24"
"gNBVal ue": "45",
}

2.1.11.1.40 Delete from GNBID Map

This service operation is used to delete GNBID Map.

Type: DELETE

URI: { api Root }/ nef / comon- conponent / v1/ gl obal / gNbl dMap/ { gnbl d}
Initiated By: CNCC

Example:

The following example shows how GNBID Map is deleted by a DELETE request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / gNbl dMap/ 33

Table 2-152 Supported Response Codes

. _____________________________________________________________|
Code Description

200 OK
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Table 2-152 (Cont.) Supported Response Codes
|

Code Description

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

2.1.11.1.41 Fetch globalRanNodeld Map
This service operation is used to fetch globalRanNodeld Map.
Type: GET
URI: { api Root }/ nef / common- conponent / v1/ gl obal / gl obal RanNodel dMap
Initiated By: CNCC

Table 2-153 Response Body Parameters
|

Field Name Data Type Description

eNbld String evolved NodeB ID

gNbld String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

n3iwfld String N3 IWF identifier

ngeNbld String NG-eNodeB identifier

nid String Network 1D

plmnid String Public Land Mobile Network ID
Note: This value should be preconfigured in
plmnidMap.

ranNodeld String RAN Node ID

tngfld String Trusted non-3GPP Gateway Function ID

wagfld String W-AGF identifier

Example:

The following example shows how globalRanNodeld Map is fetched by a GET request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / gl obal RanNodel dMap

Table 2-154 Supported Response Codes
|

Code Description
200 OK
400 Bad Request
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Table 2-154 (Cont.) Supported Response Codes

Code Description

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{

"nid': ",

"eNpbld": "",
"gNol d": "gNbldl",
"plmld":
"tngfld": "",
"wagfld": "",
"n3lwfld: ",
"ngeNol d": "",
"ranNodel d":

"pl mldi",

"ranNodel d1"

2.1.11.1.42 Add to globalRanNodeld Map

This service operation is used to add globalRanNodeld Map.

Type: POST

URI: { api Root }/ nef / common- component / v1/ gl obal / gl obal RanNodel dVap/

{9l obal RanNodel d}
Initiated By: CNCC

Table 2-155 Response Body Parameters

Field Name Data Type Description

eNbld String evolved NodeB ID

gNbld String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

n3lwfld String N3 IWF identifier

ngeNbld String NG-eNodeB identifier

nid String Network 1D

pimnid String Public Land Mobile Network ID
Note: This value should be preconfigured in
plmnidMap.

ranNodeld String RAN Node ID

tngfld String Trusted non-3GPP Gateway Function ID

wagfld String W-AGF identifier
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Example:

The following example shows how globalRanNodeld Map is added by a POST request.

{api Root }/ nef / common- conponent / v1/ gl obal / gl obal RanNodel dMap/ 33

Table 2-156 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"ranNodel d": "33",
"plmld": "plmldl",
"n3lwfld:o"t,
"gNbld": "gNbldl",
"ngeNol d": "",
"wagfld": "",
“tngfld": "",
"nid': ",
"eNpld": ""

Example of the Response Body

{
“ranNodel d": "33",
“plmmld": "plmld1i",
“n3lwfld: "
"gNol d": "gNbl d1",
"ngel\bl d": "
“wagfld": ",
“tngfld': ",
“nidt o
“eNol d": "

2.1.11.1.43 Edit globalRanNodeld Map

This service operation is used to edit globalRanNodeld Map.

Type: PATCH
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URI: { api Root }/ nef / common- conponent / v1/ gl obal / gl obal RanNodel dMap/
{ gl obal RanNodel d}

Initiated By: CNCC

Table 2-157 Response Body Parameters
- ________________________________________|

Field Name Data Type Description

eNbld String evolved NodeB ID

gNbld String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

n3iwfld String N3 IWF identifier

ngeNbld String NG-eNodeB identifier

nid String Network ID

plmnid String Public Land Mobile Network ID
Note: This value should be preconfigured in
plmnidMap.

ranNodeld String RAN Node ID

tngfld String Trusted non-3GPP Gateway Function ID

wagfld String W-AGF identifier

Example:

The following example shows how globalRanNodeld Map is edited by a PATCH request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / gl obal RanNodel dMap/ 33

Table 2-158 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"ranNodel d": "33",
“plmld": "pl mld1",
"n3lwfld": "1,
"gNbl d": "gNbl d1",
" ngel\bl da'; " s
" V\B.gf ld": "" ,
"tngf 1 d": "",
"nid: ot

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03 September 30, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 150 of 175



ORACLE’

eNol d": ""

Example of the Response Body

{

"ranNodel d": "33",
"plmld": "plmldl",
"n3lwfld: "1",
"gNbld": "gNbldl",
"ngeNol d": "",
"wagfld": "",
“tngfld": "",
"nid':o"",

"eNold": ""

2.1.11.1.44 Delete from globalRanNodeld Map

This service operation is used to delete globalRanNodeld Map.

Type:

DELETE

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / common- conponent / v1/ gl obal / gl obal RanNodel dMVap/

{glob

al RanNodel d}

Initiated By: CNCC

Example:

The following example shows how globalRanNodeld Map is deleted by a DELETE request.

{api Root }/ nef / common- conponent / v1/ gl obal / gl obal RanNodel dMap/ 33

Table

2-159 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests

500 Internal Server Error

503 Service Unavailable
2.1.11.1.45 Fetch geoZoneldToSpatialValidity Map

This service operation is used to fetch geoZoneldToSpatialValidity Map.

Type: GET

URI: { api Root }/ nef / common- conponent / v1/ gl obal / geoZonel dToSpati al Val i di t yMap
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Initiated By: CNCC

Table 2-160 Response Body Parameters

Chapter 2
Supported REST API Interfaces

Field Name Data Type Description

zone String Zone ID

prald String PRA ID

ecgiList String EUTRA Cell Global Identifier
Note: This value should be preconfigured in
ecgiMap.

ncgilList String New Radio Cell Global Identifier
Note: This value should be preconfigured in
ncgiMap.

presenceState String Allowed values are IN_AREA, OUT_OF AREA,
UNKNOWN, and INACTIVE

additionalPrald String Additional PRA ID

globaleNbldList String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

trackingArealList String Tracking Area ID
Note: This value should be preconfigured in
taiMap.

globalRanNodeldList String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

Example:

The following example shows how geoZoneldToSpatialValidity Map is fetched by a GET

request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / geoZonel dToSpati al Val i di t yMap

Table 2-161 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

“zone": "“zonel",

“prald": ,
"ecgi List":
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2.1.11.1.46 Add to geoZoneldToSpatialValidity Map

"ecgildl",
n 334",
"ecgi d3"

]

[

ncgi List":

“ncgi ld1",
n 233"
]

resenceState": ,
"additional Prald": "",
"gl obal eNbl dList": [],
"tracki ngAreaList":

[

]1

" gl obal RanNodel dLi st":
[

]

"taildl"

"ranNodel d1"

Chapter 2
Supported REST API Interfaces

This service operation is used to add geoZoneldToSpatialValidity Map.

Type: POST

URI: { api Root }/ nef / conmon- conponent / v1/ gl obal / geoZonel dToSpat i al Val i di t yMap/

{geoZonel dToSpati al Val i di t yMap}
Initiated By: CNCC

Table 2-162 Response Body Parameters
e

Field Name Data Type Description

zone String Zone ID

prald String PRA ID

ecgiList String EUTRA Cell Global Identifier
Note: This value should be preconfigured in
ecgiMap.

ncgilList String New Radio Cell Global Identifier
Note: This value should be preconfigured in
ncgiMap.

presenceState String Allowed values are IN_AREA, OUT_OF_AREA,
UNKNOWN, and INACTIVE

additionalPrald String Additional PRA ID

globaleNbldList String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

trackingArealList String Tracking Area ID
Note: This value should be preconfigured in
taiMap.
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Field Name Data Type

Chapter 2
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Description

globalRanNodeldList String

Next Generation Node B ID

Note: This value should be preconfigured in

gNbldMap.

Example:

The following example shows how geoZoneldToSpatialValidity Map is added by a POST

request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / geoZonel dToSpati al Val i di t yMap/ zone2

Table 2-163 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{

“zone": "“zone2",

“prald": "",

"addi tional Prald": "",
"presenceState": "UNKNOMW',

"tracki ngAreaList":
[

"taildl"
]!
"ecgi List":
[

"ecgildl"
]!
"ncgi List":
[

"ncgi | d1"

]!
"gl obal RanNodel dLi st":

[

]!
"gl obal eNbl dLi st":

[

"ranNodel d1"
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"ranNodel d1"

2.1.11.1.47 Edit geoZoneldToSpatialValidity Map

This service operation is used to edit geoZoneldToSpatialValidity Map.

Table 2-164 Response Body Parameters

Type: PATCH

Chapter 2
Supported REST API Interfaces

URI: { api Root }/ nef / common- conponent / v1/ gl obal / geoZonel dToSpat i al Val i di t yMap/
{geoZonel dToSpati al Val i di t yMap}

Initiated By: CNCC

Field Name Data Type Description

zone String Zone ID

prald String PRA ID

ecgiList String EUTRA Cell Global Identifier
Note: This value should be preconfigured in
ecgiMap.

ncgilList String New Radio Cell Global Identifier
Note: This value should be preconfigured in
ncgiMap.

presenceState String Allowed values are IN_AREA, OUT_OF_AREA,
UNKNOWN, and INACTIVE

additionalPrald String Additional PRA ID

globaleNbldList String Next Generation Node B ID
Note: This value should be preconfigured in
gNbldMap.

trackingArealList String Tracking Area ID
Note: This value should be preconfigured in
taiMap.

globalRanNodeldList String Next Generation Node B ID

Note: This value should be preconfigured in
gNbldMap.

Cloud Native Core, Network Exposure Function REST Specification Guide
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The following example shows how geoZoneldToSpatialValidity Map is edited by a PATCH

request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / geoZonel dToSpati al Val i di t yMap/ zone2

Table 2-165 Supported Response Codes

Code Description
200 OK

400 Bad Request
403 Forbidden
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Table 2-165 (Cont.) Supported Response Codes
|

Chapter 2

Supported REST API Interfaces

Code Description

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{

"zone": "zone2",

n pr al dll : n 1" ,

“additional Prald": "",
"presenceState”: "UNKNOMW',
"tracki ngAreaList":

[
]

[
]

[

]1
"gl obal RanNodel dLi st ":

[

] il

" gl obal eNbl dLi st":
[

]

"taildl"
: cgiList":

"ecgild1"
hcgi List":

"ncgi | d1”

"ranNodel d1"

"ranNodel d1"

Example of the Response Body

{

"zone": "zone2",

“prald": "1",

"additional Prald": "",
"presenceState”: "UNKNOW',
"tracki ngAreaList":

[
1,

"ecgi List":

[

“taildl"

"ecgildl"

Cloud Native Core, Network Exposure Function REST Specification Guide
F98164-03
Copyright © 2022, 2025, Oracle and/or its affiliates.

September 30, 2025
Page 156 of 175



ORACLE’

Chapter 2
Supported REST API Interfaces

]

[

]1
" gl obal RanNodel dLi st":

[

] il

" gl obal eNol dLi st":
[

]

ncgi List":

"ncgi | d1”

"ranNodel d1"

"ranNodel d1"

2.1.11.1.48 Delete from geoZoneldToSpatialValidity Map

This service operation is used to delete geoZoneldToSpatialValidity Map.
Type: DELETE

URI: { api Root }/ nef / conmon- conponent / v1/ gl obal / geoZonel dToSpat i al Val i di t yMap/
{geoZonel dToSpati al Val i di t yMap}

Initiated By: CNCC
Example:

The following example shows how geoZoneldToSpatialValidity Map is deleted by a DELETE
request.

{api Root }/ nef / cormon- conponent / v1/ gl obal / geoZonel dToSpati al Val i di t yMap/ zone2

Table 2-166 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

2.1.11.1.49 Fetch Target NF Communication Profile Mapping

This service operation is used to fetch target NF communication profile mapping.
Type: GET

URI: { api Root }/ nef / common- conponent / v1/ fi vegcagent/
t ar get Nf Commruni cat i onProf i | eMappi ng

Initiated By: CNCC

Cloud Native Core, Network Exposure Function REST Specification Guide

F98164-03

September 30, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 157 of 175



ORACLE’

Chapter 2
Supported REST API Interfaces

Table 2-167 Response Body Parameters

Field Name Data Type Description
nfType String NF Type
activeProfile String Active Profile Name

Example:

The following example shows how target NF communication profile mapping is fetched by a
GET request.

{api Root }/ nef / common- conponent / v1/fivegcagent/
t ar get Nf Commruni cat i onProf i | eMappi ng

Table 2-168 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

[

{
“nf Type": "BSF",
"activeProfile": "nodel A"
h
{
“nf Type": "CHF",
"activeProfile": "custonCH-Mbdel D'
h
{
“nf Type": "GWC',
"activeProfile": "custonGWL.CMVodel D'
h
{
“nf Type": "PCF",
"activeProfile": "nodel A"
h
{
“nf Type": "UDM',
"activeProfile": "custonDWbdel D'
h
{

“nf Type": "UDR',
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"activeProfile": "custonmJDRWdel D'

2.1.11.1.50 Fetch Communication Profiles
This service operation is used to fetch communication profiles.
Type: GET
URI: { api Root }/ nef / common- conponent / v1/ fivegcagent/ conmuni cati onProfiles

Initiated By: CNCC

Table 2-169 Response Body Parameters
|

Field Name Data Type Description

discoveryHeaderParams JSON Discovery Headers Parameter details

communicationProfileName String Communication Profile Name

sendRoutingBindingHeader Boolean Flag to enable/disable Routing Binding Header

sendDiscoverHeaderInitMsg Boolean Flag to enable/disable Discovery Header init
Message

sendDiscoverHeaderSubsMsg Boolean Flag to enable/disable Discovery Header Subs
Message

Table 2-170 discoveryHeaderParams Parameters
|

Field Name Data Type Description

targetNfType String target NF type

discoveryServices Array List of Discovery Services

preferredLocality String Preferred Locality

supportedFeatures String Supported Features
Example:

The following example shows how communication profiles is fetched by a GET request.

{api Root }/ nef / cormon- conponent / v1/fivegcagent / comruni cati onProfiles

Table 2-171 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable
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Example of the Response Body

[

"di scover yHeader Parans":

{
"target Nf Type": "BSF",
"di scoveryServices": |
"nbsf - managenent "

]

referredLocality": null,
"supportedFeatures": null

}

omuni cationProfil eName": "custonBSFModel D',
"sendRout i ngBi ndi ngHeader": true,
"sendDi scover Header I nit Msg": true,
"sendDi scover Header SubsMsg": true

"di scover yHeader Parans":

{
"target Nf Type": "CHF",
"di scoveryServices": |
"nchf - conver gedchar gi ng"

]

referredLocality": null,
"support edFeat ures": null
¥
"communi cati onProfil eName": "cust onCHFModel D',
"sendRout i ngBi ndi ngHeader": true,
"sendDi scover Header I nit Msg": true,
"sendDi scover Header SubsMsg": true

"di scover yHeader Par ans":

{
"target Nf Type": "GWC',
"di scoveryServices": |
"ngm c-1 oc"

]

referredLocality": null,
"support edFeatures": null
¥
"communi cati onProfil eName": "cust omGML.CModel D',
"sendRout i ngBi ndi ngHeader": true,
"sendDi scover Header I nit Msg": true,
"sendDi scover Header SubsMsg": true

"di scover yHeader Parans":

{
"target Nf Type": "PCF",
"di scoveryServices": |
"npcf - pol i cyaut hori zati on"

]

referredLocality": null,
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"supportedFeatures": null
}7
“comuni cationProfileName": "custonmPCFMbdel D',
"sendRout i ngBi ndi ngHeader": true,
"sendDi scover Header I nit Msg": true,
"sendDi scover Header SubsMsg": true

"di scover yHeader Par ans":

{
"target Nf Type": "UDM',
"di scoveryServices": |
"nudm ee",
"nudm sdnft',
"nudm uecnd
1,
"preferredLocality": null,
"supportedFeatures": nul |
¥

"conmmuni cati onProfil eName": "cust onUDMvbdel D',
"sendRout i ngBi ndi ngHeader": true,

"sendDi scover Header I ni t Msg": true,

"sendDi scover Header SubsMsg": true

"di scoveryHeader Par ans":

{
"target Nf Type": "UDR',
"di scoveryServices": [
"nudr-dr"
] L
"preferredLocality": null,
"supportedFeatures": nul |
}7

"communi cati onProfil eName": "cust onUDRModel D',
"sendRout i ngBi ndi ngHeader": true,

"sendDi scover Header | ni t Msg": true,

"sendDi scover Header SubsMsg": true

2.1.11.1.51 Fetch AF Config Map

This service operation is used to fetch AF Config Map.

Type: GET

URI: { api Root }/ nef / apd- manager/v1/ af / confi gmap/

Initiated By: CNCC

Example:

Chapter 2
Supported REST API Interfaces

The following example shows how AF Config Map is fetched by a GET request.

{api Root }/ nef / apd- manager/v1/ af / confi gmap/
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Table 2-172 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

[

{
"id": "afservicel",
"config":
{
"dnn": "dan",
"snssai":
{
"sst": 233,
"sd": "FF0000"
}
}
}

2.1.11.1.52 Update AF Config Map
This service operation is used to update AF Config Map.
Type: POST
URI: {api Root }/ nef / apd- manager/v1/ af/ confi gnap/ { af Servi cel d}
Initiated By: CNCC

Table 2-173 Response Body Parameters

Field Name Data Type Description
id String AF Service ID
config JSON DNN and SNSSAI configuration

Table 2-174 config Parameters

e _____________________________ __________________________|
Field Name Data Type Description

dnn String Data Network Name
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Table 2-174 (Cont.) config Parameters

Field Name Data Type Description
snssai JSON Single Network Slice selection assistance
Information

Table 2-175 SNSSAI Parameters

Field Name Data Type Description

sst Integer Slice Service Type

sd String Service Differentiator
Example:

The following example shows how AF Config Map is updated by a POST request.

{api Root }/ nef / apd- manager/ v1/ af / confi gmap/ af servi cel

Table 2-176 Supported Response Codes
e

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{
"id": "afservicel",
"config":
{
"dnn": "dan",
"snssai":
{
"sst": 233,
"sd": "FF0O000"
}
1
}

Example of the Response Body

{

"id": "afservicel",
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"config":
{
"dnn": "dan",
"snssai":
{
"sst": 233,
"sd": "FF0000"
}
!

2.1.11.2 Configuring CAPIF Features

This section provides information about enabling CAPIF features.

@® Note

apiroot should point to network-ingressgateway service.

2.1.11.2.1 Fetching Logging Data
This service operation is used to fetch logging data.
Type: GET
URI: { api Root }/ capi f/ nf - comon- conponent / v1/ {servi cenanme}/ | oggi ng

Initiated By: CNCC

Table 2-177 Response Body Parameters
e

Field Name Data Type Description
appLogLevel string This parameter sets the application log level.
packagelLogLevel JSON This parameter sets the package log level.

Table 2-178 packagelLogLevel Parameters

Field Name Data Type Description

packageName string Name of the package for which log level has to
be changed.

logLevelForPackage string This is the value of log level.

Example:

The following example shows how logging data is fetched by a GET request.

{api Root }/ capi f/ nf - common- conponent / v1/ af ngr/ | oggi ng
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Table 2-179 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
"appLogLevel ": "DEBUG',
"packagelLoglLevel ": [
{
"packageName": "root",
"l ogLevel For Package": " DEBUG'
1
]
}

2.1.11.2.2 Updating Logging Data
This service operation is used to update logging data.
Type: PUT
URI: {api Root }/ capi f/ nf - common- conponent / v1/ {servi cename}/| oggi ng
Initiated By: CNCC

Example:

The following example shows how logging data is updated by a PUT request.

{api Root }/ capi f/ nf - cormon- conponent / v1/ af ngr/ | oggi ng

Example of the Request Body

{
"appLogLevel ": "DEBUG',
"packagelLoglLevel ": [
{
"packageName": "root",
"l ogLevel For Package": " DEBUG'
}
]
}
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Example of the Response Body

{
"appLogLevel ": "DEBUG',
"packagelLogLevel ": [
"packageName": "root",
"l ogLevel For Package": " DEBUG'
1
]
}

2.1.11.2.3 Fetching Published Services from CAPIF
This service operation is used to fetch published services.
Type: GET
URI: {api Root }/ capi f- confi guration/vl/api ngr/ nef _services

Initiated By: CNCC

Table 2-180 Response Body Parameters

|
Field Name Data Type Description

publishedService string Contains the String Concatenation of RegSec of
NEF and the API Name of the service published
from NEF to CAPIF separated by "::".

Example:

The following example shows how published services are fetched by a GET request.

{api Root }/ capi f-configuration/vl/ apingr/nef_services

Table 2-181 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{

b
{

"publ i shedService": "SitelRegSec:: 3gpp- as-sessi on-wit h-gos"
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"publ i shedService":

"publ i shedService":

"publ i shedService":

"publ i shedService":

2.1.11.2.4 Create Discovery Group

"SitelRegSec::

"SitelRegSec::

"Site2RegSec: :

"Site2RegSec: :

Chapter 2
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3gpp- noni tori ng- event "

3gpp-traffic-influence"

3gpp- as- sessi on-wi t h- gos"

3gpp- noni tori ng- event "

This service operation is used to create discovery group.

Type: POST

URI: {api Root }/ capi f-confi guration/vl/ di scovery-group/ nef Servi cesG oup

Initiated By: CNCC

Table 2-182 Response Body Parameters

Field Name Data Type Description
groupld String The unique discovery group identifier.
nefServices List of String List of Regsec and apinames published to

CAPIF (to be picked from the response of
fetching published services from CAPIF).

Example:

The following example shows how discovery group are fetched by a GET request.

{api Root }/ capi f-configuration/vl/ di scovery-group/ nef Servi cesG oup

Table 2-183 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

{

"groupld": "group4",
"nef Servi ces":
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"SitelRegSec::
"SitelRegSec::
"SitelRegSec::
"Site2RegSec: :
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3gpp- as- sessi on-wi t h- gos",
3gpp- noni tori ng-event ",
3gpp-traffic-influence",
3gpp- noni tori ng- event "

Example of the Response Body

{

"groupld": "group4",
"nef Servi ces":

[

"SitelRegSec::
"SitelRegSec::
"SitelRegSec::
"Site2RegSec: :

2.1.11.2.5 Get Discovery Group

3gpp- as- sessi on-wi t h- gos",
3gpp- noni tori ng-event",
3gpp-traffic-influence",
3gpp- noni tori ng-event"

This service operation is used to fetch discovery group.

Type: GET

URI: { api Root }/ capi f-configuration/vl/ discovery-group/ nef Servi cesG oup/ { gr oupl d}

Initiated By: CNCC

Example:

The following example shows how discovery group are fetched by a GET request.

{api Root }/ capi f-configuration/vl/ di scovery-group/ nef Servi cesG oup/ gr oup4

Example of the Response Body

{

"groupld": "group4",
"nef Servi ces":

[

"SitelRegSec::
"SitelRegSec::
"SitelRegSec::
"Site2RegSec: :

2.1.11.2.6 Get All Discovery Group

This service operation is used to fetch all discovery group.

Type: GET

3gpp- as- sessi on-wi t h- gos",
3gpp- noni tori ng-event ",
3gpp-traffic-influence",
3gpp- noni tori ng-event"
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URI: {api Root }/ capi f-configuration/vl/ di scovery-group/ nef Servi cesG oup

Initiated By: CNCC

Example:

The following example shows how all discovery group are fetched by a GET request.

{api Root }/ capi f - confi guration/vl/ di scovery-group/ nef Servi cesG oup

Example of the Response Body

{
"groupld": "group4",
"nef Servi ces":
[
"SitelRegSec: : 3gpp-
"SitelRegSec: : 3gpp-
"SitelRegSec: : 3gpp-
"Site2RegSec: : 3gpp-
]
¥
{
"groupld": "groupl",
"nef Servi ces":
[
"SitelRegSec: : 3gpp-
"SitelRegSec: : 3gpp-
]
¥
{
"groupld": "group2",
"nef Servi ces":
[
"SitelRegSec: : 3gpp-
"SitelRegSec: : 3gpp-
"Site2RegSec: : 3gpp-
]
}

2.1.11.2.7 Delete Discovery Group

This service operation is used to delete all discovery group.

Type: DELETE

as-session-wi t h-qos",
nmoni tori ng-event",
traffic-influence",
moni t ori ng- event "

as-session-wi t h-qos",
moni t ori ng- event "

nmoni tori ng-event",
traffic-influence",
moni t ori ng- event "

URI: {api Root }/ capi f- configuration/vl/ discovery-group/ nef Servi cesG oup/ { gr oupl d}

Initiated By: CNCC

Example:

The following example shows how all discovery group are deleted by a DELETE request.

{api Root }/ capi f-configuration/vl/ di scovery-group/ nef Servi cesG oup/ { gr oup4}
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This service operation is used to pre-provision invoker.

Type: POST

URI: {api Root }/ capi f-confi guration/vl/ pre-provisioning-consol e/ api | nvokers/ {api -
i nvoker - nane}

Initiated By: CNCC

Table 2-184 Response Body Parameters

Field Name Data Type Description

apilnvokerName String The name of the API invoker.

valid_from DateTime The date and time from when the API invoker
provisioning starts.

valid_to DateTime The date and time by when the API Invoker
provisioning remains valid.

group_id String The unique identity of the AEF group assigned
to the API Invoker.

accessToken String The security access token for authentication
purpose. This token shall be provided in
onboarding request body (onboardingSecret
parameter).

onboardingUri String The onboarding URI that must be accessed by
API Invoker to onboard NEF.

Example:

The following example shows how invoker is pre-provisioned by a POST request.

{api Root }/ capi f - confi guration/vl/ pre-provisioning-consol e/ api | nvoker s/ | nvoker 1

Table 2-185 Supported Response Codes

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Request Body

"api I nvoker Namre": "I nvoker1",
“valid_front: "2021-12-12T17:28: 322",
"valid_to": "2023-11-11T17:28: 322",
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"group_id": "G oupl"

Example of the Request Body

{

"accessToken":
"eyJ0eXAi O JKV1Q LCIhbCci G JSUzl 1N J9. eyJpbnzZva2VyTnFt ZSI 61 ki udmdr ZXI x1i wi Z3Jv
dXBJZCl 61 kdyb3VwMVBI sl ml udmBr ZXJJZCl 61 j | | YZEWN2E2LTgxN kt NDBhZi 1i M2l 1LThj Nj | ONT
| 1Zj BKMBI s1 nNLYi | 61 kFwaU udndr ZXJQcmvVQnB2aXNpb25pbnti LCIpYXQ G E3MIUy Nzk OMDAS
I MV4cCl 6MTcxN QW YWVHO. PY- CNGE9pNnFf dj a- _F- z-
GzwYyGL4xL Qi Jt XI | aRDoUD3kHj cf ¢l 77s3NwWDgDTmIKWHPO11 - YaAW5-
wWWf j Z0_UBAYBKHWLJ vnnpLoBU7-
LkL41WDh1axJSmAKAQQqwBpr r a2Nr GOGTed05RSzuXePt Tl ggi r 70ku_a9VnKf vYCVO6nT 3Hf MDE2m
4w2bh9n65yDC863af | ANKCE7HM gvedp i RRFROUIUKqt t zNVI HaMSuHPI g5URoZent CXLFLSI Pxwl
rJq_Mj wnCVYROvUOAX Vt eat YaBD5GW5EhLawsz GgXwt vLCDgk Ay Qrh7npNQk8Um- 9LhuYSVQ',

"onboardingUri": "http://occapif-ext-ingress-gateway: 80/ api Root/api -
i nvoker - managenent / v1/ onboar dedl nvokers",
"api | nvoker Name": "I nvoker1",

"valid front: "2024-05-09T18: 30: 002",
"valid to": "2024-05-22T18: 30: 002",
"group_id": "G oupl"

2.1.11.2.9 Get Invoker Details

This service operation is used to fetch invoker details.
Type: GET

URI: { api Root }/ capi f- confi guration/vl/ pre-provisioning-consol e/ api | nvoker s/ {api -
i nvoker - nane}

Initiated By: CNCC
Example:

The following example shows how invoker details are fetched by a GET request.

{api Root }/ capi f - confi guration/vl/ pre-provisioning-consol e/ api | nvoker s/
{1 nvoker 1}

Example of the Response Body

{
"accessToken":
"eyJ0eXAi O JKV1Q LCIhbGeci O JSUzI INi J9. eyJpbnZva2VyTnFt ZSI 61 kI udnm®r ZXI x1iwi Z3Jv
dXBJZCl 61 kdyb3VWVBI sI m udn®r ZXJJZCl 61 j I 1 YZEWN2E2LTgxN kt NDBhZi 1i M21 1LThj Nj | ONT
| 1Zj BKMBI sI nNLYi | 61 kFwaU udnBr ZXJQecmvVQenB2aXNpb25pbnti LCIpYXQ G E3MIUy Nzk OMDAS
| mv4cCl 6MIcxN QMv] YWVHO. PY- CNGE9pNhFf dj a- _F- z-
GzwYyGL4xLQAi Jt XI | aRDoUD3kHj cf ¢l 77s3NwWDgDTmTKWHPO11 - YaAW5-
wWdf j Z0_UBAy BKHWLJ _vnnpLoBU7-
LkL41WDh1axJ SmAKdQQuwBpr r a2Nr Q0GTzd05RSzuXePt Tl ggi r 70ku_a9VinKf vYCVO6nT 3Hf MDE2m
4w2bh9n65yDC863af j ANKCE7HM gve9dp_i RRFROUIUKqt t zNVI HaMSuHPI q5URoZent CXLFLSi Pxwl
rJq_Mj wnCVYROvUOAX Vt eat YaBD5GW5EhLawsz GgXwt vLCDgk Ay Qrh7npNQk8Um- 9LhuYSVQ',
"onboardingUri": "http://occapif-ext-ingress-gateway: 80/ api Root/ api -
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i nvoker - managenent / v1/ onboar dedl nvokers",
"api | nvoker Narme": "I nvoker1",
"valid_front': "2024-05-09T18: 30: 002",
"valid_to": "2024-05-22T18: 30: 002",
"group_id": "G oupl"

2.1.11.2.10 Get All Invoker Details

This service operation is used to fetch all invoker details.

Type: GET

URI: {api Root }/ capi f-confi guration/vl/ pre-provisioning-consol e/ api | nvokers
Initiated By: CNCC

Example:

The following example shows how all invoker details are fetched by a GET request.

{api Root }/ capi f - confi guration/vl/ pre-provisioning-consol e/ api | nvokers

Example of the Response Body

{

"accessToken":
"eyJOeXAi O JKV1Q LCIhbCei G JSUzI INi J9. eyJpbnzZva2Vy TnFt 2SI 61 ki udm®r ZXI x1 i w Z3Jv
dXBJZCl 61 kdyb3ViVBI sI il udn@r ZXJJZC 61 j | | YZEWN2E2LTgxNj kt NDBhZi 1i M2I 1LThj Nj | ONT
| 1Zj BKMBI sI nNLYi | 61 kFwaUl udmdr ZXJQemvQend2aXNpb25pbnti LCIpYXQ G E3MTUy NzkOMDAS
[ mvAcCl 6MIcxN QMM YWVHO. PY- CNGE9pNnFf dj a- _F- z-
GwYyGL4xLQi Jt XI | aRDoUD3kH;j cf ¢l 77s3NwWDgDTnTKWPO11 - YaAWh5-
wWdf j Z0_UBAyBKHWLJ _vnnpLoBU7-
LkL41WDh1axJ SmAKdQQuwBpr r a2Nr Q0GTzd05RSzuXePt Tl ggi r 70ku_a9VinKf vYCVO6nT 3Hf MDE2m
4w2bh9n65yDC863af j ANKCE7HM gvedp i RRFROUIUKgt t zNVI HaMSUHPI g5URoZent CXLFLSI Pxwl
r Jg_Mxj wnCVYROvUOAX Vit eat Ya8D5Ga5EhLaws z CgXwt vLCDgk Ay Qyh7npNQck8Um- 9LhuYSVQ',

"onboardingUri": "http://occapif-ext-ingress-gateway: 80/ api Root/ api -
i nvoker - managenent / v1/ onboar dedl nvokers",
"api | nvoker Nane": "Il nvoker1",

"valid fron: "2024-05-09T18: 30: 002",
"valid_to": "2024-05-22T18: 30: 002",
"group_id": "G oupl"

}7

{
"accessToken":
"eyJO0eXAi O JKV1Q LCIhbCci G JSUzI INi J9. eyJpbnzZva2Vy TnFt ZSI 61 ki udm®r ZXI xI i wi Z3Jv
dXBJZCl 61 kdyb3ViWVsI sI ml udn@r ZXJJZC 61 j | | YZEWN2E2LTgxNj kt NDBhZi 1i M2I 1LThj Nj | ONT
| 1Zj BKNMSI sI nNLYi | 61 kFwaUl udn®r ZXJQemvQend2aXNpb25pbrti LCIpYXQ O E3MIUy NzkOMDAS
I nvV4cCl 6MIcxN QMM YWVHO. PY- CNGE9pNnFf dj a- _F- z-
GwYyGL4AxLQi Jt XI | aRDoUD3kH;j cf ¢l 77s3NwWDgDTnTKWPO1I - YaAWh5-
wWWdf j Z0_UBAy BKHWLJ _vnnpLoBU7-
LkL41WDh1axJ SmAKdQQuwBpr r a2Nr Q0GTzd05RSzuXePt Tl ggi r 70ku_a9VinKf vYCVO6nT 3Hf MDE2m
4w2bh9n65yDC863af j ANKCE7HM gve9dp i RRFROUIUKQt t zNVI HaMBUHPI g5URoZent CXLFLSI Pxwl
r Jg_Mxj wnCVYROvUOAX Vit eat Ya8D5Ga5EhLaws z CgXwt vLCDgk Ay Qyh7npNQck8Um- 9LhuYSVQ',
"onboardingUri": "http://occapif-ext-ingress-gateway: 80/ api Root/ api -
i nvoker - managenent / v1/ onboar dedl nvokers",
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"api | nvoker Narme": "I nvoker 2",
"valid fron: "2024-05-09T18: 30: 002",
"valid_to": "2024-05-22T18: 30: 002",
"group_id": "G oup2"

1

{

"accessToken":
"eyJO0eXAi O JKV1Q LCIhbCGei G JSUzI 1N J9. eyJpbnzZva2Vy TnFt 2SI 61 ki udm®r ZXI x1 i wi Z3Jv
dXBJZCl 61 kdyb3VW\BI sI m udnBr ZXJJZCl 61j | 1 YZEWN2E2LTgxN kt NDBhZi 1i M2l 1LThj Nj | ONT
| 1Zj BKMSI sI nNLYi | 61 kFwaUl udnBr ZXJQenvVQemd2aXNpb25pbnti LCIpYXQ G E3MIUy Nzk OMDAS
[ nVAcCl 6MIcxN QMM YWVHO. PY- CNGE9pNnFf dj a- _F- z-
GzwYyGl4xLQOi Jt XI | aRDoUD3kHj cf ¢l 77s3NwWDgDTmTKWhPO11 - YaAWh5-
wWdf j Z0_UBAy BKHWLJ _vnnpLoBU7-
LkL41WDh1axJ SmAKdQQuwBpr r a2Nr Q0GTzd05RSzuXePt Tl ggi r 70ku_a9VimKf vYCVO6nT 3Hf MDE2m
4w2bh9n65yDC863af j ANKCE7HM gve9p_i RRFROUIUKgt t zNVI HaMSuHPI g5URoZenc CXLFLSI Pxwl
rJq_Mj wnCVYROvUOAX Vt eat YaBD5GWSEhLawsz GgXwt vLCDgk Ay Qrh7npNQk8Um- 9LhuYSVQ',

"onboardingUri": "http://occapif-ext-ingress-gateway: 80/ api Root/ api -
i nvoker - managenent / v1/ onboar dedl nvokers",
"api | nvoker Nane": "I nvoker3",

"valid_front': "2024-05-09T18: 30: 002",
"valid_to": "2024-05-22T18: 30: 002",
"group_id": "G oup3"

2.1.11.2.11 Delete Invoker
This service operation is used to delete invoker.
Type: DELETE

URI: { api Root }/ capi f-confi guration/vl/ pre-provisioning-consol e/ api | nvokers/
{i nvoker Nane}

Initiated By: CNCC
Example:

The following example shows how invoker is deleted by a DELETE request.

{api Root }/ capi f-configuration/vl/ pre-provisioning-consol e/ api | nvokers/ | nvoker 1

2.1.11.2.12 Get Access Token
This service operation is used to fetch access token.
Type: GET
URI: {api root }/ capi f/ nf- common- conponent / v1/ af ngr/ accessToken

Initiated By: CNCC
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Table 2-186 Response Body Parameters
|

Field Name Data Type Description

expiryTime string To set the validity of the token to access NEF
services.
Note:

*  Maximum value can be 86400 sec. Even if
a value greater than that is set, it is
internally still considered as 86400 sec only.

*  While obtaining the access token for a API
Invoker, if time (in sec) left in its expiry
becomes lesser than configured
expiryTime, then the system generates the
token whose expiry is set to the time (in
sec) that the API Invoker has left.

Example:

The following example shows how access token are fetched by a GET request.

{apiroot}/ capif/nf-comon-conmponent/v1l/ af ngr/accessToken

Table 2-187 Supported Response Codes
|

Code Description

200 OK

400 Bad Request

403 Forbidden

404 Not Found

406 Not Acceptable

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

Example of the Response Body

{
}

"expiryTi me": 67800

2.1.11.2.13 Update Access Token Expiry Time
This service operation is used to update access token expiry time.
Type: PUT
URI: {api root }/ capi f/ nf- common- conponent / v1/ af ngr/ accessToken
Initiated By: CNCC

Example:
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The following example shows how access token expiry time are updated by a PUT request.

{api root}/ capi f/ nf-comon- conponent/v1/ af ngr/ accessToken

Example of the Response Body

{
}

"expi ryTi me": 34800

Example of the Response Body

{
}

"expi ryTi me": 34800
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