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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table lists the acronyms and the terminologies used in the document.

Table Acronyms

Acronym Description

3GPP 3rd Generation Partnership Project

API Application Program Interface

ASM Aspen Service Mesh

ATS Oracle Communications Cloud Native Core, Automated Test Suite

CLI Command Line Interface

CNC Console Oracle Communications Cloud Native Configuration Console

DNS Domain Name System

FQDN Fully Qualified Domain Name

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

K8s Kubernetes

NF Network Function

NRF Oracle Communications Cloud Native Core, Network Repository Function
CNE Oracle Communications Cloud Native Core, Cloud Native Environment
0sO Operations Services Overlay

OCCM Oracle Communications Cloud Native Core, Certificate Management
PLMN Public Land Mobile Network

REST Representational State Transfer

SBI Service Based Interface

SCP Oracle Communications Cloud Native Core, Service Communication Proxy
SCPC Service Communication Proxy Control

SRV Service Record

TPS Transaction Per Second

URI Uniform Resource Identifier
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What's New In This Guide

This section introduces the documentation updates for release 24.3.x.

Release 24.3.0 - G11932-01, October 2024

e Updated the following sections:

—  Compatibility Matrix

— Common Services Load Lineup

— Orchestration
— SCP Features
— Supported Upgrade and Rollback Paths

— Helm

— REST API

— CNC Console
— Metrics

— Alerts
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Introduction

The purpose of this document is to highlight the changes made in Oracle Communications
Cloud Native Core, Service Communication Proxy (SCP) from release 24.2.x to release 24.3.0.
These changes may have an impact on the customer network operations and must be
considered by the customer while planning the deployment.

1.1 Compatibility Matrix

This section lists the versions of added or updated components in release 24.3.x. To know the
list of all the supported versions, see Oracle Communications Cloud Native Core Release
Notes.

Release 24.3.0

The following table lists the versions of added or updated components in this release:

Table 1-1 Compatibility Matrix

Component Compatible Versions
ATS 24.3.x

CNC Console 24.3.x

cnDBTier 24.3.X, 24.2.X, 24.1.x
CNE 24.3.x, 24.2.X, 24.1.x
OocCcM™M 24.3.x

OCI Adaptor 24.3.x

0sO 24.3.x, 24.2.X, 24.1.x

1.2 Common Services Load Lineup

This section lists the versions of added or updated common services in release 24.3.x. To
know the list of all the supported versions, see Oracle Communications Cloud Native Core
Release Notes.

Release 24.3.0

The following table lists the versions of added or updated common services in this release:

Table 1-2 Common Services Load Lineup

Common Service Version
ASM Configuration Chart 24.3.0
ATS Framework 2431
Debug-tool 24.3.1
Helm Test 24.3.2
Mediation 2431
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ORACLE Chapter 1
Software Requirements

1.3 Software Requirements

This section lists the added or updated software required to install SCP release 24.3.x. For
more information about software requirements, see Oracle Communications Cloud Native
Core, Service Communication Proxy Installation, Upgrade, and Fault Recovery Guide.

Release 24.3.0

The following table lists the versions of added or updated software required to install this
release:

Table 1-3 Software Requirements

Software Version
Helm 3.15.2
Kubernetes 1.30.x, 1.29.x, 1.28.x

The following table lists the versions of the additional software along with the usage:

Table 1-4 Additional Software

Software Version Purpose

Jaeger 1.60.0 Tracing

Kyverno 1.125 Logging
Prometheus 2.52.0 Metrics and Alerts

1.4 Orchestration

This section provides information about orchestration changes in release 24.3.x.

Release 24.3.0

The following table provides information about orchestration changes in this release:

Table 1-5 Orchestration

Orchestration Changes Status Notes

Support for in-service upgrade Yes For information about upgrade and rollback, see Supported
Upgrade and Rollback Paths.

Changes in the Yes Some of the Helm parameters are added and updated with

cust om val ues. yan file new values. For more information, see Helm.

Changes in the resource information for No No change in the resource requirements.

the cust om val ues. yan file

Changes in the CSAR package No No change in the CSAR package.

Changes in Role-Based Access Control No No new RBAC policies are added.

(RBAC) policy

Changes in Life Cycle Management NA No LCM operations are added.

(LCM) Operations

Cloud Native Core, Service Communication Proxy Network Impact Report
G11932-01 September 3, 2025
Copyright © 2021, 2024, Oracle and/or its affiliates. Page 2 of 3



ORACLE Chapter 1
Resource Requirements

Table 1-5 (Cont.) Orchestration

Orchestration Changes Status Notes

Helm Test Support Yes SCP supports Helm Test. For more information, see the
"Performing Helm Test" section in Oracle Communications
Cloud Native Core, Service Communication Proxy
Installation, Upgrade, and Fault Recovery Guide.

1.5 Resource Requirements

This section lists the added or updated resource requirements in release 24.3.x. For more
information about resource requirements, see Oracle Communications Cloud Native Core,
Service Communication Proxy Installation, Upgrade, and Fault Recovery Guide.

Release 24.3.0

There is no change in the resource requirements in this release.
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SCP Features

This chapter lists the added or updated features in release 24.3.x. For more information about
the features, see Oracle Communications Cloud Native Core, Service Communication Proxy
User Guide.

Release 24.3.0

Service Communication Proxy includes the following features or enhancements:

SCP Response Timeout Extension: With this enhancement, SCP allows users to extend
the maximum response timeout to 50 seconds. This improvement provides configuration
options to support response timeouts for NFs that require more time to serve a request.
For more information, see the "SCP Response Timeout Extension" section in Oracle
Communications Cloud Native Core, Service Communication Proxy User Guide.

Verbose Logging for SCP: This enhancement introduces verbose logging specifically for
the SCPC-Audit microservice within the control plane. For more information, see the
"Verbose Logging for SCP" section in Oracle Communications Cloud Native Core, Service
Communication Proxy User Guide.

Log Enhancement for 5G SBI Error Responses Generated by SCP: SCP has
enhanced the error logs by including information, such as sender details, subscriber ID,
error status code, error title, error details, and error cause. These details, along with the
problem details, identify the cause of the error responses generated by SCP. For more
information, see the "Log Enhancement for 5G SBI Error Responses Generated by SCP"
section in Oracle Communications Cloud Native Core, Service Communication Proxy User
Guide.

Message Feed Enhancements: The hop-by-hop-id metadata is enhanced to use different
formats to identify request-response pairs. For more information, see the "Message Feed
Enhancements" section in Oracle Communications Cloud Native Core, Service
Communication Proxy User Guide..

ATS Features

SCP ATS includes the following features or enhancements:

For more information about the features, see Oracle Communications Cloud Native Core,
Automated Test Suite Guide.

ATS Custom Abort: This feature allows users to gracefully abort the ongoing build directly
from the user interface. For more information see the "ATS Custom Abort" section in
Oracle Communications Cloud Native Core, Automated Test Suite Guide.

ATS Health Check: This feature allows you to evaluate the health of the ATS deployment
by conducting several checks after installation to ensure that all components are
functioning. For more information see the "ATS Health Check" section in Oracle
Communications Cloud Native Core, Automated Test Suite Guide.
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Supported Upgrade and Rollback Paths

This chapter lists the supported upgrade and rollback paths in release 24.3.x. For more
information about upgrade and rollback, see Oracle Communications Cloud Native Core,
Service Communication Proxy Installation, Upgrade, and Fault Recovery Guide.

Release 24.3.0

The following table lists the supported upgrade paths in this release:

Table 3-1 Supported Upgrade Paths

Source Release

Target Release

24.1.x

24.3.0

24.2.x

24.3.0

Upgrade Impact

Removed the following ciphers from ddSsl Confi gurati on. ci pher Sui tesTl sV1_2,

shi ProxySsl Configurations.client[0].cipherSuitesTl sVl 3, and

shi ProxySsl Confi gurations. server. ci pher Sui t esTl sV1_2 Helm parameters in the "Global
Parameters" section in Oracle Communications Cloud Native Core, Service Communication
Proxy Installation, Upgrade, and Fault Recovery Guide:

- TLS_DHE_RSA WITH_AES_256_GCM_SHA384
- TLS_DHE_RSA WITH_AES_128_GCM_SHA256

The following table lists the supported rollback paths in this release:

Table 3-2 Supported Rollback Paths
e

Source Release

Target Release

24.3.0

24.2.x

24.3.0

24.1.x

Rollback Impact

There is no rollback impact in this release.
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Configuration

This chapter lists the configuration changes in release 24.3.x.

4.1 Helm

This section lists the Helm parameter changes in release 24.3.x. For more information about
the Helm parameters, see Oracle Communications Cloud Native Core, Service Communication
Proxy Installation, Upgrade, and Fault Recovery Guide.

Release 24.3.0
The following are the Helm parameters changes in this release:

* Removed the following ciphers from ddSs| Confi gurati on. ci pher SuitesTl sV1_2,
shi ProxySsl Configurations.client[0].cipherSuitesTl sVl 3, and
shi ProxySsl Confi gurations. server. ci pher Sui t esTl sV1_2 Helm parameters in the
"Global parameters" section:

—  TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
—  TLS_DHE_RSA_WITH_AES_128 GCM_SHA256

@® Note

If you are using the above mentioned ciphers and upgrading to SCP 24.3.0, you
must replace these ciphers with the supported ciphers.

* Added the following Helm parameters in the "Global parameters" section as part of the
Support for TLS feature:

— tlsSessionResunptionDi sabl ed to disable TLS session resumption

— clientDi sabl edExt ensi ons to disable extensions in HTTPS communication with the
client

— server Di sabl edExt ensi ons to disable extensions in HTTPS communication with the
server

— client Al'l owedSi gnat ur eSchenes to list the allowed signature schemes for the client in
HTTPS communication

— server Al | owedSi gnat ur eSchenes to list the allowed signature schemes for the server
in HTTPS communication

— al | owedNanedGr oups to list the allowed named groups in HTTPS communication
* Updated the following parameters in the "SCP-Worker Parameters" section:
— Updated the default value of scp-wor ker . traci ngenabl e from "true" to "false".
— Updated the default sampling rate of scp- wor ker. t raceSanpl i ng from "0.1" to "0.001".

* Updated the following parameters in the "SCP-Mediation Parameters" section:
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ORACLE Chapter 4
REST API

— Updated the default value of scp- medi at i on. j aeger Traci ngEnabl ed from "true" to
"false".

— Updated the default sampling rate of scp-
medi ation. otel.jaeger.probabilisticSanplingRate from "0.5" to "0.001".

4.2 REST AP|

This section lists the REST API changes in release 24.3.x. For more information about the
REST APIs, see Oracle Communications Cloud Native Core, Service Communication Proxy
REST Specification Guide.

Release 24.3.0
The following are the REST API changes in this release:

* Updated the "Configuring SCP Features" section with addi ti onal _| oggi hg and
| og_subscri ber _i nf o parameters as part of the Log Enhancement for 5G SBI Error
Responses Generated by SCP feature.

e Added information about log rate impact based on the log levels in the "Configuring
Dynamic Logging" section.

e Updated the Trace log level for the SCPC-Audit microservice in the "Configuring Dynamic
Logging" section as part of the Verbose Logging for SCP feature.

e Updated the response timeout value range for the following parameters in the "Configuring
Routing Options" section as part of the SCP Response Timeout Extension feature:

— responseTi meout
— next HopSCP. r esponseTi neout
— next HopSEPP. r esponseTi neout

« Updated the default values for the following parameters related to cases where the host's
FQDN is not found in the "Configuring Routing Options" and "Routing Config Set" sections:

— exceptionErrorResponses
— next HopSCP. excepti ons
— next HopSEPP. excepti ons

» Updated the description of the egress_host _pr ef er ence parameter description in the
"Configuring SCP Features" section for better clarity.

« Updated the "Configuring Dynamic Logging" section with the default value for the rate,
which specifies the average number of logs allowed per second.

e Added the "Configuring TLS Version and Ciphers" section as part of the Support for TLS
feature to provide information on configuring TLS versions and ciphers.

« Removed the following deprecated parameters from the "Configuring System Options"
section:

— chEnabl ed
— http2MaxRequest s
— CQutlierDetection
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ORACLE Chapter 4
CNC Console

4.3 CNC Console

This section lists the CNC Console changes in release 24.3.x. For more information about the
CNC Console configurations, see Oracle Communications Cloud Native Core, Service
Communication Proxy User Guide.

Release 24.3.0
The following are the CNC Console changes in this release:

e Added a procedure to enable additional logging and subscriber ID for error logs in the
"Configuring the Log Enhancement Feature" section.

e Added a note in the Configuring Global Options section that the "scpc-audit" microservice
supports the TRACE log level.

« Removed the HTTP2 Max Requests field from the "Configuring the Default TTL Value"
section.
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Observability

This chapter lists the observability changes in release 24.3.x.

5.1 Metrics

This section lists the added or updated metrics in release 24.3.x. For more information about
metrics, see Oracle Communications Cloud Native Core, Service Communication Proxy User

Guide.

Release 24.3.0

The following metrics are added or updated in this release:

e Updated the ocscp_upstream servi ce_ti ne dimension of the
ocscp_metric_upstream service_time_total metric in the "Metric" section as part of the
SCP Response Timeout Extension feature.

5.2 Alerts

This section lists the added or updated alerts in release 24.3.x. For more information about
alerts, see Oracle Communications Cloud Native Core, Service Communication Proxy User

Guide.

Release 24.3.0

The following alerts are added or updated in this release:

* Updated the description and summary of the "SCPHighResponseTimeFromProducer" alert
in the "Alert" section as part of the SCP Response Timeout Extension feature.

* Added the following alerts as part of the Overload Control Based on the Overload Control
Information Header feature:

ScpSelfOCIThresholdAboveWarn
ScpSelfOCIThresholdAboveMinor
ScpSelfOCIThresholdAboveMajor
ScpSelfOCIThresholdAboveCritical

« Updated the expression for the following "Alert" section:

ScpWorkerPodCpuUtilizationAboveMinorThreshold
ScpWorkerPodCpuUtilizationAboveMajorThreshold
ScpWorkerPodCpuUtilizationAboveCritical Threshold

e Updated the summary for the following "Alert" section:

SCPProducerOverloadThrottled
SCPProducerOverloadAlternateRouted
SCPGlobalEgressRLRemoteParticipantWithDuplicateNFInstanceld
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ORACLE Chapter 5
Key Performance Indicators

5.3 Key Performance Indicators

This section lists the added or updated KPIs in release 24.3.x. For more information about
KPIs, see Oracle Communications Cloud Native Core, Service Communication Proxy User
Guide.

Release 24.3.0

There are no new KPlIs introduced in this release.
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