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Preface

e Documentation Accessibility

« Diversity and Inclusion

« Conventions

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table provides information about the acronyms and the terminology used in the

document.

Table 1 Acronyms

Acronym

Definition

3GPP

3rd Generation Partnership Project

API

Application Programming Interface

CCA

Client Credentials Assertion, 3gpp-Shi-Client-Credentials header is defined by
3GPP. The header contains a client credentials assertion.

CNC Console

Oracle Communications Cloud Native Configuration Console

DNS

Domain Name System

FQDN

Fully Qualified Domain Name

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol Secure

K8s

Kubernetes

LCI

Load Control Information

LC-H

Load Control based on LCI Header

MCC

Mobile Country Code

MNC

Mobile Network Code

NF

Network Function

NRF

Oracle Communications Cloud Native Core, Network Repository Function

OCl

Overload Control Information

OLC-H

Overload Control based on OCI Header

PLMN

Public Land Mobile Network

REST

Representational State Transfer

SBI

Service Based Interface

SCP

Oracle Communications Cloud Native Core, Service Communication Proxy

SCPC

Service Communication Proxy Control

SEPP

Oracle Communications Cloud Native Core, Security Edge Protection Proxy

SPN

Service Proto Name

SRV

Service Records

URI

Uniform Resource Identifier

XFCC

x-forwarded-client-cert is a proxy header that indicates TLS certificate information.
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What's New In This Guide

This section introduces the documentation updates for release 25.1.1xx.

Release 25.1.100 - G18280-01, April 2025

Added nfType and messageType parameters in the Configuring Traffic Feed Trigger Point
Config section.

Added the nfType parameter in the Configuring SBI Message Priority section.

Updated the range of the durationInSec parameter to 1-1 in the following sections:

— Configuring Ingress Rate Limiting

— Configuring Egress Rate Limiting and Global Egress Rate Limiting

Updated the default value of scp-worker . logRateControl . logLevel from OFF to ERROR
in the Configuring Dynamic Logging section.

Updated Table 2-219 with information about server header and error formats for the
enableEnhanceServerHeaderBehaviorV2 parameter.

Updated the Configuring Server Header section with information about
sideCarProxyStatusCode parameter to support empty list.

Updated the Configuring SCP Features section with the cacheCfgForNrfNotification
parameters to enable local cache updates or trigger a fresh discovery request to the NRF,
as part of the NF Discovery Response Cache Update Based on the Received Notifications
feature.

Updated the Trace log level for the SCPC-LoadManager microservice in the Configuring
Dynamic Logging section as part of the Verbose Logging for SCP feature.

Updated the Configuring SCP Features section with the timestamp_headers_support
parameters to enable or disable the timestamp_headers_support feature and its
configuration, as part of the Support for the 3GPP Timestamp Header feature.

Added the following sections for the Support for 3GPP Defined NFs, Custom NFs, and
Custom NF Services feature:

— Added the Configuring NFTypes-NFEServices section to describe NFTypes-NFServices
REST API parameters to add new 3GPP defined NFs, custom NFs, and custom NF
services in SCP.

— Added the Configuring Routing Options Config section to describe the routing-options-
config REST API parameters to configure a routing option.

— Added the Configuring Routing Config Set section to describe the routing-config-set
REST API parameters to define routing options parameters, such as
maxRoutingAttempts, responseTimeout, and so on.

— Added the Configuring NF Service Feature Config section to describe the nfservice-
config REST API parameters to configure NF Service Feature Config for NFType and
serviceName combinations.

— Added the Configuring NF Service Feature Config Set section to describe the
nfservice-config-set REST API parameters to configure service level features in
configName.
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— Added the Configuring Canary Release Config Set section to describe the version (API
version) attribute of the NF Service profile published by the NFs during NF registration
or update.

— Removed the following REST API sections from this document:
*  Configuring Routing Options
*  Routing Options Configurations
*  Routing Config Set
*  Configuring CanaryRelease Options

Added the following sections for the Mediation Support for User Defined Variables in Rules
and Trigger Points feature.

— Updated the Configuring SCP Features section with the Mediation
(featureSpecificConfig) parameters to enable or disable the userDefinedVariable
functionality for mediation.

— Added the Configuring Mediation Support for User Defined Variables section to
describe the configuration of user-defined variables.

— Updated the Configuring Mediation Trigger Point section to add Action parameter and
to include information about the userDefinedVariable functionality.

— Updated the Configuring App Routing Options section to include a note on
exceptionErrorResponses, detailing the proper handling of exceptions.

Updated the following in the Configuring Routing Config Set section:

— Renamed Resource Exhausted to Destination Exhausted.
— Added Destination Exhausted in the NextHopSepp section.
— Removed No Host and added Destination Exhausted in the NextHopSCP section.

Replaced serviceTimeout with responseTimeout in the Configuring App Routing Options
section.

Renamed alternateNfSelection with alternateRouting in the Configuring Routing
Config Set section.

Removed the "Configuring NF Service Groups" section because this REST APl is
deprecated from this release.

Removed all the instances of rel15 from this document because rell5 is not supported
from SCP 24.3.0.

Removed the "Fetching Release 15 Routing Rules" section as Release 15 deployment
model is deprecated from SCP 24.3.0.

Replaced the restricted words, such as master, slave, and whitelist, with primary,
secondary, and allowedlist, respectively.

Removed the supported format, Format5: NFTYPE, from the userAgentHeaderFormat
parameter in Table 2-343.

Updated userAgentHeaderSeparator parameter value from SPACE to NULL in the
Configuring Consumer NF Info section.
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Introduction

This document provides information about how to configure the services and manageable
objects in Oracle Communications Cloud Native Core, Service Communication Proxy (SCP)
using Representational State Transfer Application Programming Interfaces (REST APIs).

The core network in 5G follows a service-based architecture, where network functions provide
services that can be utilized using REST APIs by other functions. This allows the adoption of
web-scale technologies and software that are used by different organizations in the
telecommunications network.

SCP provides routing, load balancing, rate limiting, static configuration, dynamic discovery, and
so on, functionalities to other 5G Network Functions (NFs). For more information about SCP
functionalities and features, see Oracle Communications Cloud Native Core, Service
Communication Proxy User Guide.

@ Note

The performance and capacity of the SCP system may vary based on the call model,
feature or interface configuration, network conditions, and underlying CNE and
hardware environment.

1.1 References

e Oracle Communications Cloud Native Core, Service Communication Proxy User Guide

e Oracle Communications Cloud Native Core, Service Communication Proxy Installation,
Upgrade, and Fault Recovery Guide
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SCP Configuration Using REST APIs

This chapter provides information about how to configure Oracle Communications Cloud
Native Core, Service Communication Proxy (SCP) using REST APIs.

SCP can be configured using Helm and REST configurations. Some configurations are
performed during SCP installation using Helm and a few configurations are modified using
REST APIs. REST configurations can also be performed using the Oracle Communications
Cloud Native Configuration Console (CNC Console).

For more information about SCP configuration types, see the following guides:

*  For Helm configuration: Oracle Communications Cloud Native Core, Service
Communication Proxy Installation, Upgrade, and Fault Recovery Guide.

* For REST configurations using the CNC Console: Oracle Communications Cloud Native
Core, Service Communication Proxy User Guide.

SCP uses GET, PUT, DELETE, and so on HTTP methods to retrieve, update, and remove
REST API configuration data.

@® Note

* The PUT method for multiple rules as a single payload through a single APl is not
allowed unless specified explicitly.

» If the query parameter is incorrect, SCP does not return an error response but
considers an API call without any query parameter, and therefore the GET ALL
output is returned in the response.

SCP Service Interfaces
SCP provides the following service interfaces:

* Signaling Interface: The signaling interface is exposed by SCP data plane called SCP-
Worker. This interface is used to receive all 5G signaling traffic.

» Config Interface: The config interface is exposed by SCP control plane called SCPC-
Config. This interface is used to receive all SCP configuration traffic.

SCP Signaling Service
SCP provides the following Signaling services:
«  FQDN

— Consumer NFs may use SCP Signaling service's FQDN to send 5G signaling traffic to
SCP for routing. The Kubernetes service FQDN is of the following format:

*  fgdn = scp-worker.<namespace>.<domain>. Where, namespace is Kubernetes
namespace as provided during the Helm installation, and domain is as provided in
the Helm chart (values.yaml) while installation.

Cloud Native Core, Service Communication Proxy REST Specification Guide
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ORACLE Chapter 2
Configuring SCP Features

*  If user NFs are deployed outside of Kubernetes cluster, then operator must ensure
that this FQDN is resolvable by consumer NFs.

*  Operator can specify the public or Kubernetes-cluster FQDN of SCP in the Helm
chart (values.yaml, scplnfo.fqdn" = <releaseName>-scp-
worker .<Namespace>.<domain>) during installation.

« |P Address

— Consumer NFs may use SCP Signaling service's IP address to send the 5G signaling
traffic to SCP for routing.

— IPis <global .publicSignalinglP> as provided in the Helm chart (values.yaml) during
SCP installation.

® Note
Only IPv4 is supported.

e Port

— Consumer NFs require port information along with FQDN or IP address to send 5G
signaling traffic to SCP for routing.

— Portis <global .publicSignalingPort> as provided in the Helm chart (values.yaml)
during SCP installation.

SCP Config Service

SCP provides the following Config service:

«  FQDN
— Operator may use SCP Config service's FQDN to configure SCP for routing.
— The Kubernetes service FQDN is of the following format:

*  fgdn = scpc-config-svc.<namespace>.<domain>. Where, <namespace> is
Kubernetes namespace as provided during the Helm installation, and <domain> is
as provided in the Helm chart (values.yaml) during SCP installation.

*  Operators must ensure that this FQDN is resolvable if operating from outside of
the Kubernetes cluster.

« |IP Address

— Consumer NFs may use SCP Config service's IP Address to configure SCP for
routing.

— P is <scpc-soothsayer.configService.publicConfiglP> as provided in the Helm
chart (values.yaml) during SCP installation.

e Port

— Operators require port information along with FQDN or IP address to configure SCP for
routing.

— Port is 8081 that is a fixed port and cannot be configured.

2.1 Configuring SCP Features

This section provides REST API configurations to enable SCP features.

Cloud Native Core, Service Communication Proxy REST Specification Guide
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Chapter 2
Configuring SCP Features

Resources

The following table describes the resource name to retrieve, add, or update SCP features.

Table 2-1 Resource Name

Resource Name Resource URI HTTP Description
Method

scp-features locscp/scpce- GET Retrieves all the SCP features configured list at
configuration/vl/ SCP or specific records based on the query
scp-features parameters.

scp-features locscp/scpce- GET Retrieves records based on featureName as a path
configuration/vl/ variable.
scp-features/
{featureName}

scp-features /ocscp/scpc- PUT Updates the feature-specific information based on
configuration/vl/ the provided feature name in the Resource URI.
scp-features/
{featureName}

Data Model

Request Body

The following table describes the field names of the SCPFeaturesWrapper data type.
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Configuring SCP Features

Table 2-2 SCPFeaturesWrapper

Field Name Data Type Mandatory Description
(M) or
Optional(O)
featureName String M Indicates the unique feature name as

per the requirement.

Supported values are:

- modeld_routing: To enable or
disable Release 16 Model D based
routing.

- mediation: To enable or disable
Mediation.

< interplmn_routing: To enable or
disable the support for 5G SBI
roaming.

- global _egress_ratelimit: To
enable or disable the Global Egress
Rate Limiting and its specific
configurations.

- enhanced_nf status_processi
ng: To enable or disable the
SUSPENDED NF Status
processing.

e scp_user_agent_info: To enable
or disable addition of the "User-
Agent" header in the SCP
originated messages towards NRF.

e lci: To enable or disable Load
Control based on the Load Control
Information (LCI) Header feature.

- Traffic Feed: To enable or
disable copying of both request and
response messages routed through
SCP towards Data Director

- egress_host_preference: To
enable or disable egress host
preference.

- location_hdr_update_for_hos
t_mismatch: To enable or disable
inter-SCP routing of subsequent 5G
SBI request messages for unknown
FQDNs as part of the Location
Header for Host Mismatch feature.

e cca_header_validation: To
enable or disable Client Credentials
Assertion (CCA) header validation.
Note: SCP supports the 3gpp-Shi-
Client-Credentials header with x5c -
X.509 URL, not x5u - X.509 URL.

- health_check: Enables the Health
Check API feature. By default, this
feature is enabled.

Note: This feature cannot be
disabled because if it is disabled,
SCP will not be able to send the
response to the consumer,

Cloud Native Core, Service Communication Proxy REST Specification Guide
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Table 2-2 (Cont.) SCPFeaturesWrapper

Chapter 2
Configuring SCP Features

Field Name

Data Type

Mandatory
(M) or
Optional(O)

Description

potentially causing the consumer to
perceive SCP as unavailable.
Therefore, disabling this feature is
not allowed.

e oauth2_support: This parameter
enables or disables the OAuth2.0
(Open Authorization) access tokens
feature.

e nrf_bootstrap_info: To enable
or disable NRF configuration using
the DNS SRV resolution feature and
its configuration.

e oci: To enable or disable the
Overload Control Information (OCI)
feature.

e ignore_unknown_nfservice: To
enable or disable NFProfile
Processing enhancements
supported by SCP.

- enhanced_error_rsp: To combine
all the error responses from both
internal and external sources, such
as error responses generated by
SCP and error responses received
from producer NFs while performing
alternate routing.

- additional_logging: To enable
or disable the additional logging
feature.

» log_subscriber_info: To enable
or disable the log_subscriber_info
feature and configure its settings.

- timestamp_headers_support: To
enable or disable the
timestamp_headers_support
feature and configure its settings.

enabled

Boolean

Enables or disables a feature.
The values can be true or false. By
default, this value is false.

featureSpecificConfig

customObject

Indicates feature specific configuration
objects.
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Table 2-3 Mapping of FeatureSpecificConfig per Feature

Chapter 2
Configuring SCP Features

Feature(featureName)

featureSpecificConfig

Description

global_egress_ratelimit

featureSpecificConfig :
{ "remoteScpOneEnabled":
"false",
"remoteScpTwoEnabled":
"false" }

This parameter enables or disables the Global
Egress Rate Limiting feature.
remoteScpOneEnabled: This parameter
indicates whether SCP cache connectivity
should be started for the remote SCP
participant.

Type: Boolean

remoteScpTwoEnabled: This parameter
indicates whether SCP cache connectivity

should be started for the remote SCP
participant.
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Chapter 2
Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

modeld_routing

featureSpecificConfig:

{ "caching": "true",
"enforceReqSpecificSvcDisco
very": "true" ,
"cacheCfgForNrfNotification
": { "cacheUpdateMode":

[ "LOCAL_REFRESH",
"NRF_REFRESH" ] ,
"useCachedRecordOnError':
307, 308, 429, 5xx,
empty2xx } }

This parameter enables or disables the Model D
Indirect 5G SBI Communication feature.
caching: This parameter indicates whether
local cache is enabled for Model D rules.

enforceReqSpecificSvecDiscovery: This
parameter enforces NF Service specific
Discovery Request when possible.

cacheCfgForNrfNotification: Configuration
for model-based D cache updates using NRF
information. It includes two fields:
cacheUpdateMode and
useCachedRecordOnError.

cacheUpdateMode:This parameter indicates the
cache update mode for SCP when an NF profile
notification is received. The mode determines
how cache records are updated, either locally or
through a fresh discovery request to NRF,
depending on the modified NF-profile attribute.

The following values are supported:

*  NONE: Cache updates do not occur on
notification. Updates happen only based on
discovery responses. Setting the value to
"NONE" disables this feature.

¢ LOCAL_REFRESH: The cache is updated
locally if the NF-profile attribute being
modified belongs to the local cache update
category. If cacheUpdateMode is set to
LOCAL_REFRESH only and the modified
attribute requires an NRF discovery update,
the notification is ignored.

e NRF_REFRESH: The cache is refreshed
through a new discovery request to NRF if
the NF-profile attribute being modified
requires an NRF discovery update. If
cacheUpdateMode is set to
NRF_REFRESH only and the modified
attribute requires a local update, the
notification is ignored.

 [NRF_REFRESH, LOCAL_REFRESH]:
Both local and NRF-based cache updates
occur, depending on the modified NF-profile
attribute.

Upon receiving a Profile Notification, if both
modes are configured, NRF_REFRESH will
be applied first if applicable; otherwise,
LOCAL_REFRESH will be applied.

. Default value: [NRF_REFRESH,
LOCAL_REFRESH]

useCachedRecordOnError: This parameter
indicates that SCP uses the existing invalid
cached response for the defined error codes if it
receives an error response from NREF, if the
request times out, or if it receives a 2xx
response with no profiles.
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Chapter 2
Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

The allowed values include:

* Allowed values: NONE, 5xx, empty2xXx,
and all valid reroutable codes defined for
Routing Options. These include: 301, 302,
303, 304, 307, 308, 400, 401, 403, 404,
405, 406, 407, 408, 409, 410, 411, 412,
413, 414, 415, 416, 417, 421, 422, 425,
426, 428, 429, 431, 451, 500, 501, 502,
503, 504, 505, 506, 507, 508, 510, and 511.

»  Default value: ['307", "308", "429", "5xx",
"empty2xx"]

*  NONE: This value indicates that no error
codes are configured. No other error codes
can be used when "NONE" is set.

*  5xx: Indicates all supported error codes
starting with 5.

* empty2xx: This custom string is defined to
handle cases where the NRF discovery
response returns a 200 OK status with an
empty list of profiles. If this value is
configured, SCP will use the old invalid
cached response.
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Chapter 2
Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

mediation

"featureSpecificConfig":

{ "userDefinedVariable":

{ "enabled": false,
"maxUserDefinedVariableSize
"1 1024,
"maxUserDefinedVariableCoun
t": 100 } }

userDefinedVariable: Configuration wrapper for

the userDefinedVariable feature; it contains

three fields.

* enabled: This boolean parameter indicates
whether the userDefinedVariable feature is
enabled for Mediation. The default value is
false.

« maxUserDefinedVariableSize: This
integer parameter specifies the overall max
size of all userDefinedVariables included in
the request or response body for mediation.
—  Default Value: 1024
— Range: 512 - 4096

e maxUserDefinedVariableCount: This
parameter is an Integer which signifies the
total number of userDefinedVariables that
can be configured for usage at User
Defined Variables API.

—  Default Value: 100
— Range: 1-250

Notes:

. If the enabled field is set to false, rules
using userDefinedVariables can only be
saved in a draft state and cannot be moved
to the compile or applied state.

» Ifthe enabled field is changed to true and
any mediation rules are in the applied state,
the enabled field cannot be set back to false
until all applied rules are returned to draft
state.

e If userDefinedVariables are added through
the User Defined Variables API, the
maxUserDefinedVariableCount cannot be
set to a value lower than the number of
userDefinedVariables currently stored in the
database.

interplmn_routing

NA

Not applicable for inter-plmn routing.
Keep this field blank.
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Chapter 2
Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

enhanced_nf _status_processi
ng

featureSpecificConfig :

{ "enhancedSuspendedStateRo
utingll: II[IIAMFII’ PCFII]II ,
"suspendedStateRouting":

["uDi] }

This parameter enables or disables the NF
Status Processing feature.
enhancedSuspendedStateRouting: This
parameter is used to indicate the list of NFTypes
for which SCP would consider "SUSPENDED"
NFs available for routing or alternate routing
only when alternate is not available in the
"REGISTERED" state. This parameter is used to
list NFTypes eligible for Mode 3. An * means
that all NFTypes are eligible for Mode 3.

suspendedStateRouting: This parameter is
used to indicate the list of NFTypes for which
SCP would consider "SUSPENDED" NFs
available for routing. This parameter is used to
list the NFTypes eligible for Mode 2. An * means
that all NFTypes are eligible for Mode 2.

Type: array(NFType)

Note: To specify all NFTypes for Mode-3, the list
has to be specified with the wildcard *.

Example:

featureSpecificConfig :

{ "enhancedSuspendedStateRouting":

"[*"1", "suspendedStateRouting":

a3}

Note:

*  Mode 1: If the
enhanced_nf_status_processing is set
to false, only NFs in the REGISTERED
state are considered for routing.

*  Mode 2: If the
enhanced_nf_status_processing is set
to true and suspendedStateRouting is
present, all configured NFs are considered
for routing, irrespective of their NF state
(REGISTERED or SUSPENDED).

*  Mode 3: If the
enhanced_nf_status_processing is set
to true and
enhancedSuspendedStateRouting is
present, SCP considers SUSPENDED NFs
available for routing or alternate routing only
when the alternate NF is not available in the
REGISTERED state.

< If enhancedSuspendedStateRouting is
set to a subset of NF types such as AMF
and PCF, SCP applies routing Mode 3 for
AMF and PCF, and the remaining NF types
will be routed to Mode 1.

» If suspendedStateRoutingis setto a
subset of NF types such as AMF and PCF,
SCP applies routing Mode 2 for AMF and
PCF, and the remaining NF types will be
routed to Mode 1.

» If suspendedStateRouting and
enhancedSuspendedStateRouting are
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Configuring SCP Features

Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

configured for mutually exclusive NF types
such as UDM and PCF, then SCP will route
UDM to Mode 2 and PCF to Mode 3,
respectively, and the remaining NF types
will be routed to Mode 1.

scp_user_agent_info

"featureSpecificConfig":
{ "userAgentHeaderFormat":

"NFTYPE-NFINSTANCEID FQDN",

"uniquelD": "string/text
input” }

This parameter enables or disables addition of
"User-Agent" header in the SCP originated
messages towards NRF.
userAgentHeaderFormat: This parameter
indicates the format of the"User-Agent" header
that is added in the SCP originated message
requests towards NRF. SCP supports the
following formats of the "User-Agent" header:

*  NFTYPE-NFINSTANCEID FQDN

*  NFTYPE-NFINSTANCEID-FQDN

*  NFTYPE-FQDN NFINSTANCEID

*  NFTYPE-FQDN-NFINSTANCEID

*  NFTYPE-NFINSTANCEID
NFTYPE-FQDN

« NFTYPE

*  NFTYPE-UNIQUEID

uniquelD: This parameter is applicable only for
NFTYPE-UNIQUEID. If you configure
userAgentHeaderFormat as NFTYPE-
UNIQUEID, you must configureuniquelD.
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

Ici

"featureSpecificConfig":

{ "scpLciConveyanceEnable":
false, "relayPeerlLci":
true,
"scpLciConveyancelnterval™:
5000,
"scpLciConveyanceMinLoadCha
nge': 5,
"scpLciConveyanceMinLoadThr
eshold"”: 30,
"scpLciConveyancetoUnknownP
eer": false,
"peerLciProcessingMinLoadCh

ange": 5,
"unknownPeerLciExpiry":
300 }

scpLciConveyanceEnable: This parameter
enables SCP to add its LCI in request and
response.

e Default value: false

relayPeerLci: This parameter allows SCP to
forward the received LCI header from producer
NF

e Default value: true

scpLciConveyancelnterval: This parameter
indicates periodic intervals for reporting SCP
LCI to a peer NF. For each interval, SCP's LCl is
reported to the peer NF irrespective of any
change to SCP LCI. Sending SCP LCI
periodically ensures that the peer NF has not
missed earlier reported SCP LCI. The SCP LCI
load value is measured by SCP as the current
load value of SCP if the load is more than
configured
scpLciConveyanceMinLoadThreshold or 0 if
the load is less than
scpLciConveyanceMinLoadThreshold.

*  Default value: 5000 milliseconds

* Range: 1000 to 3600000 milliseconds

Note:

*  This LCI conveyance is not limited by
scpLciConveyanceMinLoadThreshold
or scpLciConveyanceMinLoadChange
parameter.

*  However, if the SCP load value is lesser
than
scpLciConveyanceMinLoadThreshold,
then it reports 0 as a load considering SCP
is not loaded.

e The LCI header will be sent along with the
message being forwarded to the peer NF.

scpLciConveyanceMinLoadChange: This
parameter indicates the minimum delta change
in load to convey LCI. It is applicable when SCP
Load value goes beyond the
scpLciConveyanceMinLoadThreshold value.
e Default value: 5%

* Range: 5% to 25%

Example:

e Ifthe load changes from 30 to 35 or 35 to
30, LCl is conveyed.

« if the load changes from 30 to 32, no LCl is
conveyed.

scpLciConveyanceMinLoadThreshold: This

parameter indicates that SCP considers this

parameter as a starting point for updating its

original load value to peers.

e Default value: 30%

* Range: 0% to 60%

Note: If the SCP load value is less than the
scpLciConveyanceMinLoadThreshold, then
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

SCP reports zero as a LCl load, considering
SCP is not loaded. A zero load value is
conveyed as part of the
scpLciConveyancelnterval.

scpLciConveyancetoUnknownPeer: This
parameter is boolean that denotes whether SCP
should convey its LCI to unknown peers or not.
When it is enabled, SCP includes its Load LCl in
every message which is going to that unknown
peer.

e Default value: false

Note: If the SCP load value is less than the
scpLciConveyanceMinLoadThreshold, then
SCP reports zero as a LCl load, considering
SCP is not loaded.

peerLciProcessingMinLoadChange: This
parameter indicates minimum load change
threshold in peer NF's load as indicated in LCI
or from NRF noatification that should trigger LCI
processing at SCP for that peer NF.

e Default value: 5%

* Range: 0% to 25%

unknownPeerLciExpiry: This parameter
indicates the existence of unknown peer LCl in
SCP. The unknown peer represents inter PLMN
NFs. When SCP receives LCI load value from
inter PLMN NFs, it caches this LCI load value for
the period of unknownPeerLciExpiry.

e Default value: 300 seconds

* Range: 30 to 900 seconds

traffic_feed

NA

The featureSpecificConfig field is not
applicable for traffic_feed. You must keep its
value empty, for example,
featureSpecificConfig: {}
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

egress_host_preference

"featureSpecificConfig":
{ "hostPreference":

{ "request":

{ "apiRootHdrPresent":
"passThrough™,
"apiRootHdrNotPresent':

"ip", "scpGeneratedNrfMsg":

"ip" }, "response":
{ "headers":
"followRequest" } },

"fgdnResolution": { "fqdn":

"nfProfile",
"interPImnFqdn™: "dns" } }

hostPreference.request.apiRootHdrPres
ent: This parameter indicates the Host
(":authority" header) preference for egress
request if "3gpp-Shi-Target-apiRoot" header is
present in the ingress request.

»  Default value: passThrough

* Range: ip, fqdn, or passThrough

If set as:

— ip: IPis used in host of egress
message requests.

— fgdn: FQDN is used in host of egress
message requests.

—  passThrough: Uses the same type of
host in egress message requests as it
is received in ingress message
requests.

Note: The :authority header in the egress
request must be FQDN irrespective of the
host configurations of
hostPreference.request.apiRootHdrP
resent and
hostPreference.request.apiRootHdrN
otPresent if the identified request is an
interplmn request.
hostPreference.request.apiRootHdrNotP
resent: This parameter indicates the host
preference (":authority" header) for egress
request if "3gpp-Shi-Target-apiRoot" header is
not present in the ingress request.
e Default value: ip
* Range: ip or fqdn

If set as:
e ip: IPis used in host of egress message
requests.

»  fgdn: FQDN is used in host of egress
message requests.

hostPreference.request.scpGeneratedNr

TMsg: This parameter indicates the host

preference (":authority" header) for SCP

generated NRF messages.

e Default value: ip

* Range: ip or fqdn

If set as:
e ip: IPis used in host of egress message
requests.

- fgdn: FQDN is used in host of egress
message requests.

hostPreference.response.headers: This
parameter indicates the host preference for
headers in egress message responses. Host
present in "location" header or "3gpp-Sbi-Target-
apiRoot" header will be updated as per
configuration.
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o
Feature(featureName) featureSpecificConfig Description

»  Default value: followRequest

* Range: followRequest, ip, or fqdn

If set as:

e ip: IPis used in host of location header or
3gpp-Shi-Target-apiRoot header for egress
message responses.

e fgdn: FQDN is used in host of location
header or 3gpp-Sbi-Target-apiRoot header
for egress message responses.

« followRequest: Uses the same host as used
for corresponding egress message request.

Note: If the location header contains absolute

URI, SCP does not update the authority in

absolute URI.

fgdnResolution.fqdn: This parameter

indicates the resolution preference of egress

message requests host FQDN if present.

*  Default value: nfProfile

* Range: dns or nfProfile

If set as:

» dns: DNS resolution is used to resolve fqdn
selected for egress message request.

» nfProfile: IP Endpoint is used to resolve
fgdn selected for egress message request.

fgdnResolution. interPImnFqgdn: This

parameter indicates the resolution preference of
egress message requests inter-plmn FQDN if
present.

e Default value: dns

* Range: dns or nfProfile

If set as:

» dns: DNS resolution is used to resolve fqdn
selected for egress message request.

« nfProfile: IP Endpoint is used to resolve
fqdn selected for egress message request.

location_hdr_update for_hos | NA It is applicable when the "Location" header in
t_mismatch the "201 Created" response has authority
(FQDN or IP) different from the producer's
authority ( FQDN or IP) where the message is
sent.

The featureSpecificConfig field is not applicable
for location_hdr_update_for_host_mismatch

Keep this field blank.
For example, featureSpecificConfig: {}
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Feature(featureName)

featureSpecificConfig

Description

cca_header_validation

{ "featureSpecificConfig":
{ "validations":

[ { "type": "subject"”,
"errorProfileName":
"ccaVerificationError",
"producerNfTypes': ["UDM",
"AMFT] }, { "type™:
"headerPresence",
"errorProfileName":
""ccaHeaderNotPresentError”,
"producerNfTypes™: ["UDM",
"AMF'] } 1, "tls_crt_san":
{ "preferred_validation_ord
er": [ "URI-ID-URN", "DNS-
0" ],
"max_entries_to_process":

30} 1}

validations: This parameter indicates the list
of all the validations that SCP performs on 3gpp-
Shi-Client-Credentials header.

e Default value: {""type":

"subject","errorProfileName":

"ccaVerificationError","producerNf
Types”: [ 1}
* Range: subject, headerPresence

type: This paremeter indicates the type of

validation:

* headerPresence: SCP checks the presence
of the 3gpp-Shi-Client-Credentials header
in the ingress request.

— Validation will pass if the header is
present.

— Validation will fail if the header is not
present.

e subject: SCP checks the NF instance ID
from the "sub" parameter in the 3gpp-Shi-
Client-Credentials header with the NF
instance ID from the list of SANs in the
client's TLS certificate. SANs directly have
the NF Instance Id or the client's other
identity, like the FQDN or IP address, which
will be used to get the NF Instance Id. If the
3gpp-Shi-Client-Credentials header is not
present, then this validation will not be
performed.

— Validation will pass if the NF instance
ID from the "sub" parameter matches
the NF instance ID from the SAN.

— Validation will fail if the NF instance ID
from the "sub" parameter doesn't
match the NF instance ID from the
SAN.

—  Default value: subject

— Range: subject, headerPresence

errorProfileName: This parameter is used to
generate an error response if the corresponding
validation fails. Error profiles can be configured
using the REST API: /ocscp/scpc-
configuration/{version}/
errorProfileConfig.

*  Default value: ccaVerificationError

* Range: NA

producerNFTypes: This parameter mentions
the name of the producer NF Type.

e Default value: null

« Range: NA
tls_crt_san.preferred_validation_orde
r: This parameter indicates the order format-
wise from which SCP picks SAN from the
client's TLS certificate for verification of the
"subject" type of validation.
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featureSpecificConfig

Description

. Default value: URI-ID-URN, DNS-ID, IP-
ADDRESS, URI-ID-APIROOT

* Range: URI-ID-URN, DNS-ID, IP-
ADDRESS, URI-ID-APIROOT

tls_crt_san.max_entries_to_process:

This parameter indicates the maximum number

of SANs from the client's TLS certificate that

SCP picks for validation.

e Default value: 30

* Range: 1-100
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Feature(featureName)

featureSpecificConfig

Description

health_check

featureSpecificConfig:
"v1": scpHealthAPI:
successRspType:
""200WithEmptyPayload",
overload:
avgScpLoadThresholdValue:
75, overloadRspProfile:
"healthCheckErrorProfile”
nextHopSCP:
isScpHealthCheckSvcEnabled:
false requestTimeout: 1000
pollingInterval: 1000
consecutiveErrorResp: 3
conseutiveSuccessResp: 3

This parameter enables the SCP Health Check
API feature, which is the default configuration.

avgScpLoadThresholdValue: This parameter

provides the overall average SCP load threshold

value.

*  Default value: 75%

* Range: 75% - 90%

successRspType: This parameter indicates

successful responses for a healthy SCP.

*  Default value:
200StatusCodeAndEmptyPayload

* Range: 200WithPayLoad,
200WithEmptyPayload, and
204WithNoContent

errorProfileName: This parameter indicates

the error profile configuration for the health

query response in the exception conditions.

»  Default value: healthCheckErrorProfile. For
more information about this parameter, see
Configuring Error Profiles.

Sample healthCheckErrorProfile:

{ "name": "healthCheckErrorProfile",
"errorProfile”: { "status": 503,
"cause": "NF_CONGESTION", "title":
"NF service is overloaded/congested”,
"detail™: "NF service is overloaded/
congested" }

isScpHeal thCheckSvcEnabled: This
parameter enables or disables the SCP health
check API feature in inter-scp scenarios.

e Default value: false

* Range: true or false

pollinglnterval: This parameter indicates
the duration to control the periodicity of health
check requests in inter-scp scenarios.

*  Default value: 1000ms

* Range: 300ms -60000ms

requestTimeout: This parameter indicates the
timer to monitor the waiting time for health check
response in inter-scp scenarios.

e Default value: 1000ms

* Range: 300ms -60000ms

noOfConsecutiveErrorResp: This parameter
indicates the total number of consecutive failure
responses that leads to failover in inter-scp
scenarios.

e Default value: 3

e Range:1-20
noOfConsecutiveSuccessResp: This
parameter indicates the total number of
consecutive successful responses that leads to
fallback in inter-scp scenarios.

e Default value: 3
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e Range:1-20
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featureSpecificConfig
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oauth2_support

"featureSpecificConfig":
{ "scpAccessTokenCapability

[ "INDIRECT_COM_WITH_DELEG_
DISC”,
" INDIRECT_COM_WITHOUT DELEG

_DISC” 1,

"accessTokenConveyance™:
true,
"oauth2AccessTokenValidatio
n": false,
"accessTokenValidationTypes
"o ["TYPE1"],
"accessTokenRefreshGuardTim
e": 60000,
"accessTokenValidityGuardTi
me™: 30000,
"accessTokenCleanUpPostExpi
ry': 900000,
"accessTokenHistorySize":
10, "accessTokenCacheSize":
50000, "requesterinfo":

[ "DISCOVERY-HEADERS",
"CCA-HEADER"™, "USER-AGENT-
HEADER" ], "cacheEnabled":
false }

This parameter enables or disables the
OAuth2.0 (Open Authorization) access tokens
feature.

scpAccessTokenCapabi lity: This parameter
indicates Access token support for the listed
indirect communication modes at SCP. (ENUM)

Possible values:
[INDIRECT_COM_WITH_DELEG_DISC,
INDIRECT_COM_WITHOUT_DELEG_DISC]

. INDIRECT_COM_WITH_DELEG_DISC:
SCP initiates access token request toward
NRF in delegated discovery service
request.

« INDIRECT_COM_WITHOUT_DELEG_DIS
C: SCP is expected to forward the service
request with or without access token as per
configuration at SCP. SCP is not expected
to initiate access token request toward NRF.

accessTokenConveyance: This parameter
conveys acquired access token in the "3gpp-
Shi-Access-Token" header in service response
to consumer NFs.

e Default value: true

* Range: true or false

oauth2AccessTokenValidation: This
parameter enables or disables validation of
OAuth2 access token from consumer NFs.
»  Default value: Disabled

* Range: Disabled or Enabled

accessTokenValidationTypes: This

parameter configures the list of required

validation types in the network.

e Default value: empty as default, only TYPE1
is in scope.

e Enumeration: validationType. TYPE1:
Represents validation for token expiry time.

accessTokenRefreshGuardTime: This
parameter initiates proactive refresh of cached
access token when the configured time expires.
The proactive refresh occurs if the relevant SBI
messages are in exchange.

*  Default value: 60000ms

* Range: 100ms - 300000ms

accessTokenValidityGuardTime: This
parameter indicates the time before the access
token expiry when SCP considers not to use the
existing access token and obtains new access
token in the service request forwarded to
producer NFs.

*  Default value: 30000ms

* Range: 100ms - 300000ms
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accessTokenCleanUpPostExpiry : This
parameter indicates the duration to purge the
token from cache.

e Default value: 900000ms

* Range: Oms - 3600000ms

accessTokenHistorySize: This parameter
indicates the number of access tokens signature
history to identify whether the access token
initiated by SCP or not.

e Default value: 10 records

* Range: 0 - 20 records

accessTokenCacheSize: This parameter
indicates the number of access tokens that can
be cached in SCP.

e Default value: 50000 records

* Range: 5000 - 100000 records
requesterInfo: This parameter indicates
access token requester (consumer NF) Info to
generate the access token request.

e Prioritized list of default values:

1. DISCOVERY-HEADERS
2. CCA-HEADER

3. USER-AGENT-HEADER

cacheEnabled: This parameter enables or
disables caching of access tokens.
e Default value: true

* Range: true or false

nrf_bootstrap_info

"featureSpecificConfig":
"'source™:
"DNS_SRV ",

"deRegisterScpDuringMigrat
ion": "false"

source: This field is used to select whether the
NRF Configuration Using DNS SRV Resolution
feature should be enabled or disabled. SCP will
enable the feature if the source is DNS_SRV.

e Default value: DNS_SRV
deRegisterScpDuringMigration: In the
migration from static to DNS SRV task, if static
and DNS SRV NRF configurations are the
same, then this parameter will be used to
deregister SCP with the old or static NRFset.

e Default value: false

* Range: true or false
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olcHSupportind

"featureSpecificConfig":

{
"olcHSupportind:

true,

"scpOciConveyancelnterval™
: 2000,

"scpOciRecoveryValidityPer
iod": 3600,

"nextHopScpOciEnabled":
true,

"nextHopScpOciRuleName™:
NextHopScpOciRuleName",

"nextHopSeppOciEnabled":
true,

"nextHopSeppOciRuleName":
NextHopSeppOciRuleName",

"'scpOciConveyance™:
{
"enable": true,
"unknownPeer"":
{
"request’:
true,
""response’':
true
}
}
}

If this parameter is set to true, SCP sends the
olcHSupportiInd parameter in SCP NF profile
when registering with NRF (NFRegister) or
updating NRF (NFUpdate) to indicate that SCP
supports Overload Control Information feature
based on the 3gpp-Shi-Oci header.

e Default value: true

* Range: true or false
scpOciConveancelnterval: This parameter is
the interval for reporting SCP OCI to peer NFs.
For every interval until the validity period, the
last sent OCI is reported to peer NF, irrespective
of any change to SCP OCI. Sending SCP OCI
periodically ensures that the peer NF has not
missed an earlier reported SCP OCI. The same
OCI header as sent on the last OCI threshold
change or validity period expiry is sent.

»  Default value: 2000 milliseconds
* Range: 2000 to 3600000 milliseconds

Note: OCl is sent to peer NFs only if there is a
message for that NF.

scpOciRecoveryValidityPeriod: This
parameter indicates the value of the validity
period to be sent in the OCI header to peers
when SCP recovers from a congestion state.
SCP sends OCI to peers with the reduction
metric set to 0.

e Default value: 3600 seconds

* Range: 5 to 3600 seconds
nextHopScpOciEnabled: If this parameter is
set to true, the OCI feature is enabled for SCP
scope OCI.

e Default value: true

. Range: true, false
nextHopScpOciRuleName: If
nextHopScpOciEnabled is set to true, OCI
feature enforcement is done based on
ociConfigRule configured with the name
provided as value for this parameter.

e Default value: NextHopScpOciRuleName
* Range: NextHopScpOciRuleName
Note: When ociConfigRule is configured for
nextHopScpOciRuleName, set relayPeerOci to
false and ociEnforcement to true.
nextHopSeppOciEnabled: If this parameter is
set to true, OCI enforcement is enabled for
SEPP scope OCI.

*  Default value: true

. Range: true, false
nextHopSeppOciRuleName: If

nextHopSeppOciEnabled is set to true, OCI
feature enforcement is done based on
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

Feature(featureName)

featureSpecificConfig

Description

ociConfigRule configured with the name
provided as value for this parameter.

e Default value: NextHopSeppOciRuleName
* Range: NextHopSeppOciRuleName
Note: When ociConfigRule is configured for
nextHopSeppOciRuleName, set relayPeerOci to
false and ociEnforcement to true.
scpOciConveyance:enable: If this parameter
is set to true, SCP starts conveying the 3gpp-
Sbi-Oci header based on self-overload
information.

*  Default value: true

* Range: true or false
scpOciConveyance:unknownPeer : request
If this parameter is set to true, SCP starts
conveying self-OCI tagged to requests toward
unknown peers. For unknown peers,
identification of peer NFs is done based on
message request's FQDN.

»  Default value:false

* Range: true or false

scpOciConveyance :unknownPeer : response:
If this parameter is set to true, SCP starts
conveying self-OCl tagged to responses toward
unknown peers.

»  Default value:false

* Range: true or false

ignore_unknown_nfservice

NA

The featureSpecificConfig field is not
applicable for ignore_unknown_nfservice. You
must keep its value empty, for example,
featureSpecificConfig: {}

enhanced_error_rsp

"featureSpecificConfig":

{

"problemDetai lsEnhancement
II: {

"errorDetai IMaxSize": 2100

}
}

This parameter adds routing attempt information
to ProblemDetai I's when SCP generates error
responses. It enables SCP to combine all the
error responses from both internal and external
sources, such as error responses generated by
SCP and error responses received from
producer NFs while performing alternate routing.
errorDetai IMaxSize: This parameter
manages the maximum length limit of the
compiled error string in the detai l parameter
of problemDetails. SCP truncates the error
string from end if the compiled string is greater
than the maximum limit.

e Default value: 2100 Bytes
* Range: 1000 to 3100 Bytes
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature

o
Feature(featureName) featureSpecificConfig Description

additional_logging This parameter appends additional log
"featureSpecificConfig": { |attributes, such as errorStatus, errorTitle,
errorDetails, errorCause, and sender, to
"ScheneratedErrorRspLoggi error response |OgS generated by SCP for
ng": { WARN Ie\_/el logs.
scpServiceNames: This parameter contains
the list of services for which SCP generates
nscpServiceNames™: [ error response Iogs.
"scp-worker” . Defaglt value: scp-worker
] . Possible Values: ALL, scp-worker

} Note:
e This value cannot be null.

» Do not set this parameter to any other
microservice when it is set to ALL.

"enabled": false,

log_subscriber_info This parameter appends User Equipment (UE)
"featureSpecificConfig": { |[identity or subscriber ID to error logs.
"scpServiceNames™: [ scpServiceNames: This parameter contains
SALL™ the list of services for which subscriber ID is
] added to their error logs.

} . Default value: ALL

. Possible Values: ALL, scp-worker, scp-
nrfproxy, and scp-nrfproxy-oauth

Note:

e This value cannot be null.

» Do not set this parameter to any other
microservice when it is set to ALL.
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Feature(featureName)

featureSpecificConfig

Description

timestamp_headers_support

"featureSpecificConfig": {

"dynamicResponseTimeout":
"true",

"updateTimestampHeaders":
"true",

"responseTransitTime": {
"downstreamNF":
50,

"downstreamSCP": 100,

"downstreamSEPP": 300

}
}
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To enable or disable the
timestamp_headers_support feature.

dynamicResponseTimeout: This
parameter, when set to true, enables SCP
to perform dynamic response time
calculations based on the received
timestamp headers. It updates or adds the
3gpp-Shi-Sender-Timestamp and 3gpp-Shi-
Max-Rsp-Time headers in the egress SBI
request. Additionally, when this parameter
is enabled, the value of
updateTimestampHeaders will not have any
impact.

— Date Type: Boolean

—  Default Value: true

— Range: true or false
updateTimestampHeaders: This
parameter, when set to true and
dynamicResponseTimeout is false, allows
SCP to add or update the 3gpp-Shi-Sender-
Timestamp and 3gpp-Shi-Max-Rsp-Time
headers in the egress SBI request. The
3gpp-Shi-Sender-Timestamp is set to
reflect the current timestamp, while the
3gpp-Shi-Max-Rsp-Time will be set to the
configured responseTimeout value for the
specific service.

—  Date Type: Boolean

—  Default Value: true

— Range: true or false

Moreover, when dynamicResponseTimeout
is true, the value of
updateTimestampHeaders will not have any
impact and should be set to true. In this
case, SCP will always add or update the
3gpp-Shi-Sender-Timestamp and 3gpp-Shi-
Max-Rsp-Time headers in the egress SBI
request.
responseTransitTime: This parameter
specifies the minimum estimated transit
time required (in milliseconds) for the
response to reach back to the original
sender, whether it's the Consumer NF, SCP,
or SEPP."'responseTransitTime":

{ "downstreamNF": 50,
"downstreamSCP": 100,
"downstreamSEPP": 300}

responseTransitTime.downstreamNF:
This parameter specifies the minimum
estimated transit time required (in
milliseconds) for the response to return to
the original requester NF.

— Date Type: Integer

Default Value: 50

Range: 0 - 10000
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Table 2-3 (Cont.) Mapping of FeatureSpecificConfig per Feature
|

featureSpecificConfig

Feature(featureName)

Description

Chapter 2
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responseTransitTime.downstreamSCP:
This parameter specifies the minimum
estimated transit time required (in
milliseconds) for the response to return to
the original requester SCP.

— Date Type: Integer

—  Default Value: 100

— Range: 0 - 10000
responseTransitTime.downstreamSEPP
: This parameter specifies the minimum
estimated transit time required (in
milliseconds) for the response to return to
the original requester SEPP.

—  Date Type: Integer

—  Default Value: 300

— Range: 0 - 10000

Response Body

The following table describes response body data models that varies based on the REST

operation status.

Table 2-4 Response Body Data Type

Data Type Mandatory Cardinality Response Description
(M) or Codes
Optional(O)
array(SCPFeaturesWrap | M 1 200 OK Indicates the list of SCP
per) features
(SCPFeaturesWrapper)
matching criteria.
ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query
parameters.

JSON Format

[
{

"featureName": "string",

"enabled": false,

"featureSpecificConfig": {

}
A
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Resource Definition
GET REST API

This resource fetches the SCP feature details (SCPFeaturesWrapper) based on the query
parameters.

If no query parameter is provided, all the SCP feature detail are returned.
Resource URI: /ocscp/scpc-configuration/vl/scp-features
The following table describes the URI query parameters supported by the GET method on this

resource.

Table 2-5 URI Query Parameters Supported by the GET Method
e ________________________________ |

Field Name Data Type Mandatory (M) or | Description
Optional(O)
featureName String (0] Specifies the identity of
featureName for which SCP
features are fetched.
@ Note

featureName is a valid combination of query parameter or path variable.

Table 2-6 Data Structures Supported by the GET Response Body
|

Data Type Mandatory Cardinality | Response Description
(M) or Codes
Optional(O)
array(SCPFeaturesWrap | M 1 200 OK Indicates the list of SCP
per) features or specific record
based on query parameters.
ProblemDetails M 1 404 NOT Returns when the data is not
FOUND found for given query
parameters.
Example

Successful response 1

$ curl -X GET "http://10.75.226.108:32551/0cscp/scpc-configuration/vl/scp-
features" -H "accept: application/json"

[
{

"featureName": "interplmn_routing",
"enabled": false,
"featureSpecificConfig": {

}
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—

Successful response 2

$ curl -X GET "http://10.75.226.108:32551/0cscp/scpc-configuration/vl/scp-
features/interplmn_routing" -H "accept: application/json"

{
"featureName": "interplmn_routing",
"enabled": false,
"featureSpecificConfig": {

}
}

Successful response 3

$ curl -X GET "http://10.75.226.108:32551/0cscp/scpc-configuration/vl/scp-
features?featureName=interplmn_routing” -H "accept: application/json"

{

"featureName": "interplmn_routing”,
"enabled": false,
"featureSpecificConfig": {

}
}

Successful response 4

curl -X GET "http://10.75.212.104:32287/0cscp/scpc-configuration/vl/scp-
features/egress_host preference'-H "accept: application/json"

Code: 200

{

"featureName": "egress_host_preference",
"enabled": false,
"featureSpecificConfig": {
"fgdnResolution™: {
"fgdn': "nfProfile",
"interPImnFgdn™: "dns"

}

ostPreference": {
"request': {
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"apiRootHdrPresent": "passThrough",
"scpGeneratedNrfMsg™: "ip",
"apiRootHdrNotPresent™: "ip"

s

"response": {
"headers': "followRequest"

}

}
}
}

Failure case 1

$ curl -X GET "http://10.75.226.108:32551/0cscp/scpc-configuration/vl/scp-
features?featureName=routing_options" -H "accept: application/json"

Response Body:
{

"title": "Not Found",

"status™: 404",

"detail": "SCP Features configuration data not found against given query
parameter(s), Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/scp-features?
featureName=routing_options",

"cause': "DATA_NOT_FOUND"

}

Failure case 2

curl -X GET "http://10.75.212.104:32287/0cscp/scpc-configuration/vl/scp-
features/egress_host_preferenceheaderl™ -H "accept: application/json*

Response Body:
{

"title": "Not Found",

"status': 404",

"detail": "SCP Features configuration data not found against given query
parameter(s), Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/scp-features/
egress_host_preferenceheaderl”,

"cause": "DATA_NOT_FOUND"

}

PUT REST API

This resource adds or updates the feature-specific information based on the provided feature
name in the Resource URI.

Resource URI: /ocscp/scpc-configuration/vl/scp-features/{featureName}
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Table 2-7 Data Structures Supported by the PUT Response Body
-

Data Type Mandatory Cardinality Response Description
(M) or Codes
Optional(O)
SCPFeaturesWrapper M 1 200 OK Indicates the SCP feature
configuration data.
ProblemDetails M 1 400 BAD Returns the ProblemDetails
REQUEST structure as defined in 3GPP
TS 29.571 section 5.2.4.1.

Example
Successful response 1.

$ curl -X PUT "http://10.75.226.108:32551/0cscp/scpc-configuration/vl/scp-
features™ -H "accept: application/json™ -H "Content-Type: application/json” -
d "{\"featureName\":\"interpImn_routing\",
\"enabled\":\"false\",\""featureSpecificConfig\":\"{}\"}}"

{

"featureName™: "interplmn_routing",
"enabled": false,
"featureSpecificConfig": {

3
}
200 OK

Successful response 2:

curl -X PUT "http://10.75.212.104:32287/0cscp/scpc-configuration/vl/scp-
features/egress_host _preference” -H "accept: */*" -H "Content-Type:
application/json" -d
"{\"featureName\":\"egress_host_preference\",\"enabled\":false,\"featureSpecif
icConfig\":{\"fgdnResolution\":
{\"fgdn\":\"nfProfile\",\"interPImnFgdn\":\"dns\"},\""hostPreference\":
{\"request\":

{\"apiRootHdrPresent\'" :\"passThrough\",\"scpGeneratedNrfMsg\":\"ip\",\"apiRoot
HdrNotPresent\":\"ip\"},\"response\":{\""headers\":\""fol lowRequest\"}}}}"

{

"featureName": "egress_host_preference",
"enabled": false,
"featureSpecificConfig": {
"fqdnResolution™: {
"fqdn": "nfProfile",
"interPImnFgdn™: "dns"

}

ostPreference": {
"request': {
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"apiRootHdrPresent": "passThrough",
"scpGeneratedNrfMsg™: "ip",
"apiRootHdrNotPresent™: "ip"

s

"response": {
"headers': "followRequest"

}

}
}

3
200 OK

Failure case:

® Note

In case SCP is not configured with local or foreign PLMNs and invalid NF type is
configured for this feature, you receive a Bad Request 400 with error message.

$ curl -X PUT "http://10.75.226.108:32551/0cscp/scpc-configuration/vl/scp-
features" -H "accept: application/json" -H "Content-Type: application/json" -
d "{\"featureName\":\"interpImn_routing\",
\"enabled\":\"false\",\"featureSpecificConfig\":\"{}\"}}"

Response Body:

{
"title": "Bad Request",

"status": 400",

"detail': "Missing mandatory configuration. Atleast one local PLMN (SCP
Profile) and one remote PLMN (SeppConfig) should be configured for enabling
this feature.",

"instance": "/ocscp/scpc-configuration/vl/scp-features",

"cause": "MANDATORY_IE_INCORRECT"

}

2.2 Configuring Routing Options Config

This section describes the routing-options-config REST API parameters to configure a routing
option based on the following parameters:

* messageType

e notificationType

*  nfType

* nfServiceName

e method

e apiSpecificResourceUri

e consumerNfType
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This REST API provides a match criteria for selecting a routing option configuration. When
SCP-Worker receives a message request, it extracts the above mentioned attributes from the
message request and matches them to select a routing option.

® Note

You must configure message routing related parameters, such as
maxRoutingAttempts, responseTimeout, and so on, as described in Configuring
Routing Config Set.

Resources

The following table describes the resource name to retrieve, add, or update routing-options-
config configuration data:

Table 2-8 Resources

Resource Name Resource URI HTTP Method or Description
Custom Operation

routing-options-config | /ocscp/scpc-configuration/ GET *  Retrieves routing options
{version}/routing-options- configuration for a given query
config parameters.

*  Retrieves all routing options
configurations if no query parameter
is specified.

Query parameters: configName, nfType,

serviceName, messageType,

notificationType, consumerNfType,
method, and apiSpecificResourceUri.

routing-options-config | /ocscp/scpc-configuration/ GET Retrieves routing options configuration for
{version}/routing-options- a given configName.
config/{configName}
routing-options-config | /ocscp/scpc-configuration/ PUT »  Creates new routing options
{version}/routing-options- configuration.
config/{configName} +  Updates routing options configuration
if record exists based on provided
configName.

*  routingConfigSetName is a foreign
key, and its data should be available
before creating records with
configName value.

*  messageType should be available to
map to serviceType.

* nfServiceName value should be
available and exception is "*' value.

» nfType value should be available and
exception is "*' value.

e Default records
(defaultSvcNotificationConfig,
defaultSvcRequestConfig) cannot be

modified.
routing-options-config | /ocscp/scpc-configuration/ DELETE Removes routing options configuration for
{version}/routing-options- a given configName.

config/{configName}

Cloud Native Core, Service Communication Proxy REST Specification Guide
G18280-01 September 3, 2025
Copyright © 2021, 2025, Oracle and/or its affiliates. Page 32 of 430



ORACLE Chapter 2
Configuring Routing Options Config

Sample Request Body:

{
"configName": "mbkmYqfZzxO5E3vEYeUCg_gmCesZ7g85HCO",
"routingOptionsConfigData: {

"messageType": [
"notification-message"
1.
"notificationType": [
""N1_MESSAGES"
1

fType": "udm",
"nfServiceName': "nudm-uecm",
"method": [

]

piSpecificResourceUri": "udm-nudm-uecm",
consumerNFType': "*",
"routingConfigSetName": "ri1"

Resource Definition

GET

This resource fetches all the routing-options-config configurations.

Resource URI: Zocscp/scpc-configuration/{version}/routing-options-config

The following table describes the data structures supported by the GET response body on this
resource:

Table 2-9 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description
y (M) or y
Optional
(0)
routingOptionsC | M 1..N 200 OK Indicates routing-options-config configurations.
onfigDataWrapp
er

This resource fetches the routing-options-config configuration based on the configName
parameter.

Resource URI: Zocscp/scpc-configuration/{version}/routing-options-
config/{configName}

The following table describes the path parameter supported by the GET response body on this
resource:
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Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Fetches configuration information for configName.

The following table describes data structures supported by the GET response body on these

resources:

Table 2-11 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description
yWmor |y
Optional
(0)
routingOptionsC | M 1 200 OK Indicates routing-options-config configurations.
onfigDataWrapp
er
ProblemDetails |M 1 404 Not Found Indicates problem details.

This resource fetches all the routing-options-config configuration based on queryParams:
nfType, serviceName, notificationType, consumerNfType, method, apiSpecificResourceUri,
configName, and messageType.

Resource URI: /ocscp/scpc-configuration/{version}/routing-options-config?

nfType={value}&serviceName={valuel}&notificationType={value2}&consumerNfType={val
ue3}&method={valued}&apiSpecificResourceUri={value5}&configName={value6}&messageT
ype={value7}

The following table describes the query parameters that can be matched to retrieve matching

entries:

Table 2-12 Query Parameters

Name Data Type | Mandator | Description
y (M) or
Optional
(©)
nfType String (0] Indicates the nfType to search.
The NF type of the producer NF or server for which routing options are
configured.
serviceName String 0] Indicates the serviceName to search.
The NF service name of producer NF or server for which routing options are
configured.
notificationType | String @] Fetches configurations based on notificationType.
consumerNfType | String o Fetches configurations based on consumerNfType.
method String O Fetches configurations on method.
apiSpecificReso | String ] Fetches configurations on apiSpecificResourcelri.
urceUri
configName String o Fetches configurations on configName.
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Table 2-12 (Cont.) Query Parameters
|

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
messageType String (0] Fetches configurations on messageType.

The following table describes data structures supported by the GET response body on these
resources:

Table 2-13 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
ymor |y
Optional
(0)
routingOptionsC | M 1..N 200 OK Indicates routing-options-config configurations.
onfigDataWrapp
er
ProblemDetails |M 1 404 Not Found Indicates problem details.

Sample of a Successful GET Response

curl -X "GET" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/routing-
options-config/configl® -H "accept:
application/json”

{
"configName": "configl",
"routingOptionsConfigData: {
"messageType": [
"notification-message",
"'svc-request-message"
1.
"notificationType": [
""N1_MESSAGES"
1.
"nfType™: "udm",
"nfServiceName': "nudm-sdm",
"method": [
"DELETE"
1.
"apiSpecificResourceUri': "imsi-111110000/sdm-subscriptions/123",
"consumerNFType': "*",
"routingConfigSetName: "notification_req_default_config_set”
¥
"createdTimestamp™: "2024-08-06 11:18:29",
"updatedTimestamp™: "2024-08-06 11:18:29"
}
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Sample of an Error GET Response

curl -X "GET" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/routing-
options-config/configl08" -H "accept:
application/json”

"title": "Not Found",

"status': 404,

"detail": "Ocscp Routing Options Config data not found against given
configName. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/routing-options-config/
configl08",

"cause': "DATA_NOT_FOUND"

}

404 Error: Not Found

PUT
This resource configures routing-options-config configuration for a given data.

Resource URI: Zocscp/scpc-configuration/{version}/routing-options-
config/{configName}

The following table describes the path parameter supported by this resource:

Table 2-14 Path Parameter
|

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Key for configurations on routingOptionsConfig.

The following table describes the data structures supported by the PUT request body on this
resource:

Table 2-15 Request Body Parameters
|

Data Type Mandator | Cardinalit | Description

y(Myor |y

Optional

©)
routingOptionsConfigDataWr | M 1 Indicates nftypes-nfservices configurations to be added or
apper modified.

The following table describes data structures supported by the PUT response body on these
resources:
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Table 2-16 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
yM)or |y
Optional
(0)
routingOptionsC | M 1 200 OK Successfully updated routing-options-config
onfigDataWrapp data.
er
routingOptionsC | M 1 201 Created Successfully created routing-options-config
onfigDataWrapp data.
er
ProblemDetails | M 1 400 Bad Request Indicates problem details.
ProblemDetails | M 1 403 Forbidden Forbidden updating default values.

Sample of a Successful PUT Response

curl -X "PUT" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/routing-
options-config/configl® -H "accept: application/json® \
-H "accept: application/json® \
-H "Content-Type: application/json® \
-d "{
"configName": "configl",
"routingOptionsConfigData: {
"nfType™: "UDM",
"nfserviceName": "nudm-uecm",
"messageType": ["notification-message', ''svc-request-message"],
"routingConfigSetName": "udm nudm-uecm_routing_config_set",
"notificationType": ["N1_MESSAGES"],
"consumerNFType': "*",
"method": ["*"],
"apiSpecificResourceUri': "imsi-111110000/registrations/amf-3gpp-
access"
s
"createdTimestamp": "2024-04-24 14:
"updatedTimestamp": "2024-04-24 14:

50:56.0
50:56.0

"configName": "configl",
"routingOptionsConfigData: {
"messageType": [
"notification-message",
"'svc-request-message”
1.
"notificationType": [
""N1_MESSAGES"
1.
"nfType™: "UDM",
"nfServiceName™: "nudm-uecm",
"method": [

g

1.
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"apiSpecificResourceUri™: "imsi-111110000/registrations/amf-3gpp-
access",
"consumerNFType': "*",
"routingConfigSetName': "udm_nudm-uecm_routing_config_set"
1.
"createdTimestamp™: '2024-07-31 09:07:12",
"updatedTimestamp™: "2024-07-31 09:07:12"

Sample of an Error PUT Response

curl -X "PUT" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/routing-
options-config/configlll® -H "accept: application/json™ \
-H "accept: application/json® \
-H "Content-Type: application/json” \
-d "{
"configName": "configlll",
"routingOptionsConfigData: {
"nfType™: "CUSTOM_UDM",
"nfserviceName": "nudm-uecm",
"messageType": ["notification-message', ''svc-request-message"],
"routingConfigSetName": "udm nudm-uecm_routing_config_set",
"notificationType": ["N1_MESSAGES"],
"consumerNFType': "*",
"method": ["*"],
"apiSpecificResourceUri™: "imsi-111110000/registrations/amf-3gpp-
access"
1.
"createdTimestamp": '2024-04-24 14:
"updatedTimestamp": "2024-04-24 14:

50:56.0
50:56.0

"title": "Bad Request",

"status': 400,

"detail": "NfType NfService ServiceType/MessageType combination is not
configured. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/routing-options-config/
configlll",

"cause': "MANDATORY_IE_INCORRECT"
}

400 Error: Bad Request

Sample 2 of an Error PUT Response

curl -X "PUT" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/routing-
options-config/defaultSvcRequestConfig®™ -H "accept: application/json® \

-H “"accept: application/json® \

-H "Content-Type: application/json® \

-d *{

"configName": "defaultSvcRequestConfig",

"routingOptionsConfigData: {

"nfType": "CUSTOM_UDM",
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"nfserviceName': "nudm-uecm",

"messageType": ["notification-message', ''svc-request-message"],
"routingConfigSetName™: "udm_nudm-uecm_routing_config_set",
"notificationType": ["'N1_MESSAGES"],

"consumerNFType': "*",

"method": ["*"],

"apiSpecificResourceUri™: "imsi-111110000/registrations/amf-3gpp-

access"
}

3

{

"title": "Forbidden",

"status': 403,

"detail": "The default configuration cannot be updated. Please refer to
the user guide.",

"instance": "/ocscp/scpc-configuration/vl/routing-options-config/
defaul tSvcRequestConfig",

"cause": "MODIFICATION NOT_ALLOWED"

}

403 Error: Forbidden

DELETE
This resource removes the routing-options-config configuration based on configName

Resource URI: Zocscp/scpc-configuration/{version}/routing-options-
config/{configName}

The following table describes the path parameter supported by this resource:

Table 2-17 Path Parameter
- ]

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Removes configurations based on configName.

The following table describes the data structures supported by the DELETE response body on
this resource:

Table 2-18 Response Body Parameters
- ___________________ |

Data Type Mandator | Cardinalit | Response Codes Description

y(Mor [y

Optional

(0)
ProblemDetails |M 1 403 Forbidden Removes default data results
ProblemDetails | M 1 404 Not Found Indicates the problem details.
NA - 1 204 No Content Successful removal of record.
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Sample of a Successful DELETE Response

curl -X "DELETE" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/
routing-options-config/configlll® -H "accept: application/json® \ -H "accept:
application/json”

204 No Content

Sample of an Error DELETE Response

curl -X "DELETE" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/
routing-options-config/configlll® -H "accept: application/json® \
-H “"accept: application/json”

"title”: "Not Found”,

"status'': 404,

"detail": "Ocscp Routing Options Config data not found against given
configName. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/routing-options-config/
configlil",

"cause': "DATA_NOT_FOUND™

}

404 Error: Not Found

Sample 2 of an Error DELETE Response

curl -X "DELETE" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/
routing-options-config/defaultSvcRequestConfig®” -H “"accept: application/json”
\

-H "accept: application/json®

"title": "Forbidden",

"status': 403,

"detail": "The default configuration cannot be deleted. Please refer to
the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/routing-options-config/
defaul tSvcRequestConfig”,

"cause': "DATA CANT DELETED"

}

403 Error: Forbidden

Data Model

The following table describes data model for request or response:
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Table 2-19 routingOptionsConfigDataWrapper
. _______________________________________________________________________ ]
Field Name Data Type Mandatory (M) | Description
or Optional (O)
configName String M Unique configName key to identify the records.
Number of characters is 256. Allowed character
combinations should be alpha-numeric, hyphen, and
underscore.
routingOptionsConf [ JSON M User defined values for json data, structure is predefined
igData with keys as defined in routingOptionsConfigData.
createdTimestamp String Read Only Timestamp of the created record. This is not required in the
request, but it is present in the response.
updatedTimestamp String Read Only Timestamp of the updated record. This is not required in the
request, but it is present in the response.
The following table describes parameters of routingOptionsConfigData:
Table 2-20 routingOptionsConfigData Parameters
e ______________________ ___________ |
Field Name Data Type Mandatory (M) | Default Value |Range Description
or Optional
©)
nfType String M NA Allowed The NF type for which routing
character options are configured. This is
combinations either 3GPP defined NFType as per
should be TS 29.510 or custom NFType.
alpha-numeric, | Entry for NFType SCP and SEPP is
hyphen, not allowed. "*" keyword is allowed
underscore, to indicate any NFType match.
and *. Length: 100
nfServiceNam | String M NA Allowed The NF service name for which
e character routing options are configured.
combinations This is either 3GPP defined
should be serviceName as per TS29.510 or
alpha-numeric, | any custom service name.
hyphen, If a particular NFType does not
unde*rscore, have NF service, *' keyword is used
and *. for serviceName.
Length: 100
messageType | Array(Enum) M NA ["notification- List of types of messages, such as
message", notifications and SBI-messages, for
"svc-request- which the routing configurations will
message"] apply.
messageType is a foreign key
mapped to serviceType and the
mapping of servcie_type should be
available.
routingConfi | String M NA Allowed Name of the Routing Config set
gSetName character record, a rule with this name must
combinations be available.
should be
alpha-numeric,
hyphen, and
underscore.
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Table 2-20 (Cont.) routingOptionsConfigData Parameters
|

Field Name

Data Type

Mandatory (M)
or Optional

(o)

Default Value

Range

Chapter 2
Configuring Routing Options Config

Description

notification
Type

Array(Enum)

(0]

N1_MESSAGE
S,
N2_INFORMAT
ION,
LOCATION_NO
TIFICATION,
DATA_REMOV
AL_NOTIFICAT
ION,
DATA_CHANG
E_NOTIFICATI
ON, *,
LOCATION_UP
DATE_NOTIFIC
ATION,
NSSA_REAUT
H_NOTIFICATI
ON,
NSSA_REVOC
_NOTIFICATIO
N,MATCH_INF
O_NOTIFICATI
ON,
DATA_RESTOR
ATION_NOTIFI
CATION,
TSCTS_NOTIFI
CATION,LCS
KEY_DELIVER
Y_NOTIFICATI
ON,
UUAA_MM_AU
TH_NOTIFICAT
ION

Indicates the notification type.

If messageType has notification
messages, notificationType
may be configured.

If messageType is only svc-
request-message,
notificationType must be blank.

If messageType is only notification-
message, hotificationType is
optional, and it can be configured. If
not configured, *' value will be
configured.

If messageType is both,
notificationType is optional,
and it can be configured. If not
configured by user, "*' value will be
configured.

consumerNFTy
pe

String

*

Configures consumer NFType. It
decides routing options based on
the consumer NFType that sends
the message to SCP for routing.
In the current implementation, this
parameter supports "** as value,
which means match all.

If consumerNfType is not provided
or null or empty is provided, ** will
be configured for
consumerNfType.

Length: 100
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Field Name

Data Type

Mandatory (M)
or Optional

(o)

Default Value

Range

Description

method

Array(Enum)

(0]

Array having
the * value

* GET,PUT,PO
ST,PATCH,OPT
IONS, TRACE,H
EAD,CONNEC
T,DELETE

Indicates the method type. If no
value is provided, "*" is configured
for method. This indicates that
SCP-Worker will match any method
type from following list:

e GET

. PUT

. POST

. PATCH

*  OPTIONS

e TRACE

. HEAD

e CONNECT

. DELETE

Note: Both method and
apiSpecificResourceUri should

be configured for service operation
specific configurations.

apiSpecificR
esourcelri

String

REGEX expression which is used
to validate
apiSpecificResourceUri in the
RX request.

Sample:

Ingress request URI: /USEast/
nudm-uecm/v1l/
imsi-100000001/
registrations/amf-3gpp-
access

Incorrect regex:

imsi-100000001/
registrations/amf-3gpp-
access

Correct regex:

/imsi-100000001/
registrations/amf-3gpp-
access

Ingress request URI: /USEast/
nausf-auth/v1/ue-
authentications

Correct regex: *auth.*

Note: Both method and
apiSpecificResourceUri should
be configured for service operation
specific configurations.
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@® Note

* The "*" value for a parameter indicates that any value of the parameter is
accepted when matching is done.

» Duplicate entries are rejected with error response 400, Bad Request.

2.3 Configuring Routing Config Set

This section describes the routing-config-set REST API to define routing options parameters,
such as maxRoutingAttempts, responseTimeout, and so on. These parameters are mapped
with service operation related parameters in Configuring Routing Options Config. These
routing options parameters are applied to a certain message routing when matched with
service operation parameters.

Resources
The following table describes the resource name to retrieve, add, update, and remove routing
config set configurations based on the query parameters:

Table 2-21 Resources
- -~ ]

Resource Name Resource URI HTTP Method Query Description
Parameter

routing-config-set locscp/scpce- GET None Retrieves routing config set records
configuration/ based on
<version>/routing- routingConfigSetName.
config-set/
<routingConfigSetNam
e>

routing-config-set locscp/scpce- GET None Retrieves all routing config set
configuration/ records.
<version>/routing-
config-set/

routing-config-set /ocscp/scpc- PUT None e Create and update the new
configuration/ routing config set.
<version>/routing- +  Default routing config set
config-set/ record
<routingConfigSetNam (notification_req_default_config
e> _set,

svc_req_default_config_set)
can be updated.
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Table 2-21 (Cont.) Resources

Resource Name Resource URI HTTP Method Query Description
Parameter

routing-config-set locscp/scpe- DELETE None *  Removes the routing config set
configuration/ record for the given
<version>/routing- routingConfigSetName.
config-set/ «  The default routing config set
<routingConfigSetNam records
e> (natification_req_default_config

set,

svc_req_default_config_set)
cannot be removed.

»  Deletion can only be processed
if ocscp routing options has no
reference to the specified
routingConfigSetName.

Resource Definition
GET
This resource fetches the routing conifig set configurations for the specified rules.

Resource URI: Zocscp/scpc-configuration/{version}/routing-config-set/
{routingConfigSetName}

The following table describes the URI query parameters supported by the GET method on this
resource.

Table 2-22 URI query parameters

Field Name Data Type Mandatory (M) | Description
or Optional(O)
routingConfigSetName | String o The name of the routing config set used to retrieve the
respective configurations.

The following table describes the data structures supported by the GET response body on this
resource:

Table 2-23 Data Structures

Data Type Mandatory (M) | Cardinality Response Codes Description
or Optional(O)
routingConfigSetWrapp | M 1 200 OK The routing options with the rule
erv2 name.
ProblemDetails M 1 404 Not Found Problem details
Example
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Sample Successful Response

curl -v -H "Content-Type: application/json" --request GET http://
localhost:8081/0cscp/scpc-configuration/vl/routing-config-set/
notification_req_default config_set

200 OK

{

"routingConfigSetName": "notification_req_default_config_set",
"routingOptions": {
"srv'": {
"maxRoutingAttempts": 3,
"alternateRouting": true

1.
"pod": {
"alternateRouting": true,
"maxRoutingAttempts": 1
}

"alternateNFGroupRoutingOptions": {
"mode": "NF_SET"

s

"totalTransactionLifetime'": "6s",

"responseTimeout": "1s",

"reRouteConditionList": [{

"statusCode": "307"

"statusCode™: 308"
"statusCode™: '"429"

}
}
. {
"statusCode": "5xx"
}
}
}

-

"statusCode": "timeout"

- {

"statusCode": '"connectionError"”

1.
"exceptionErrorResponses": [{
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"
3 {
"name": "No_Response",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default _exception_error_no_response"
3 {
"name': ""Connect_Failure",
"action": "Send_Answer",
"error_code": 504,
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"error_response': "Gateway Timeout",

"error_profile": "default_exception_error_connect_failure"
. {

"name": "No_Host",

"action": "Send_Answer",

"error_code": 400,

"error_response': ""Bad Request",

"error_profile": "default_exception_error_no_host"
. {

"name": "Insufficient Time",

"action": "Send_Answer",

"error_code": 504,

"error_response': "Gateway Timeout",

"error_profile": "timeHdrInsufficientTimeErrorProfile

"nextHopSCP": {

"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {

}

}

]

"maxRoutingAttempts': 2

erviceEndpoint™: {
"maxRoutingAttempts™: 1

eRouteConditionList”: [{
"'statusCode": "connectionError"

}

"exceptions'": [{

"name": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,

"error_response': "Gateway Timeout",
"error_profile":

"default_exception_error_destination_exhausted"

]
}

}

"nextHopSEPP™: {

"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {

}

"maxRoutingAttempts™: 2

"serviceEndpoint": {

}

"maxRoutingAttempts™: 1

eRouteConditionList”: [{
"statusCode": "307"

A

"statusCode": "308"
A

"statusCode": "429"
A

"statusCode": "bxx"
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5 {

"statusCode": "timeout"

5 {

"statusCode': "connectionError"
}

1.
"exceptions'": [{
"name': ""No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': "Bad Request",
"error_profile": "default_exception_error_no_host"
3 A
"name": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"
}
1
}

ssignPreferredLocality": false,
"overridePreferredLocality": false,
"forwardRevisedPreferredLocality': false
}1
"createdTimestamp™: "2024-11-15 08:07:32",
"updatedTimestamp™: "2024-11-15 08:07:32"

Sample Failure Response

curl -v -H "Content-Type: application/json" --request GET http://
localhost:8081/0cscp/scpc-configuration/vl/routing-config-set/defaultConfig

404 Not Found

{"title":"Not Found","status":"404","detail":"RoutingConfigSet data not found
against given RoutingConfigSetName . Please refer to the User

Guide.","instance":"/ocscp/scpc-configuration/vl/routing-config-set/
defaultConfig","cause":"DATA_NOT_FOUND"}

This resource fetches the routing config set configurations for all rules.
Resource URI: /ocscp/scpc-configuration/{version}/routing-config-set

The following table describes the data structures supported by the GET response body on this
resource:
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Table 2-24 Data Structures

Data Type Mandatory (M) | Cardinality Response Codes Description
or Optional(O)

routingConfigSetWrapp | M 1.N 200 OK The routing options data with the
erv2 rule name.

Sample Routing Config Set Configurations for GET:

curl - v - H "Content-Type: application/json"--request GET http: //
localhost:8081/0ocscp/scpc-configuration/vl/routing-config-set

200 OK

[{

"routingConfigSetName": "notification_req_default_config_set”,
"routingOptions™: {
"srv's {
"maxRoutingAttempts™: 3,
"alternateRouting”: true

3
"pod: {
"alternateRouting”: true,
"maxRoutingAttempts™: 1
}

IternateNFGroupRoutingOptions™: {
"mode': "NF_SET"

}

otalTransactionLifetime': "6s",
"responseTimeout™: "1s",
"reRouteConditionList": [{
"statusCode": "307"
"statusCode": "308"
"statusCode": "429"

"'statusCode": "5xx"

"statusCode": "timeout"

L
e T e T e T e T e

"statusCode": "connectionError"

}
1.
"exceptionErrorResponses™: [{
"name': "Destination_Exhausted",
"action™: "Send_Answer",
"error_code™: 504,
"error_response’: "Gateway Timeout™,
"error_profile":
"default_exception_error_destination_exhausted”
3 A

"name': ""No_Response",
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"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default_exception_error_no_response"
3 A
"name": "Connect_Failure”,
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default_exception_error_connect_failure
3 A
"name': ""No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': "Bad Request",
"error_profile": "default_exception_error_no_host"
3 A
"name": "Insufficient _Time",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile': "timeHdrInsufficientTimeErrorProfile

}
1.
"nextHopSCP": {
"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {
"maxRoutingAttempts™: 2
1.
"serviceEndpoint": {
"maxRoutingAttempts™: 1
1.
"reRouteConditionList": [{
"statusCode": "connectionError"
}
1.
"exceptions": [{
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"

}
1
s
"nextHopSEPP™: {
"totalTransactionLifetime'": "7s",
"responseTimeout": "4s",
"service": {
"maxRoutingAttempts™: 2
1.
"serviceEndpoint": {
"maxRoutingAttempts™: 1
1.
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"reRouteConditionList": [{
"statusCode™: 307"

"statusCode": "308"
"statusCode": "429"

}
}
+ {
"statusCode': "5xx"
}
}
}

-

"statusCode": "timeout"

- {

"statusCode": '"connectionError"

1,
"exceptions": [{
"name": "No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': "Bad Request",
"error_profile": "default_exception_error_no_host"
3 {
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"
}
]
s
"assignPreferredLocality": false,
"overridePreferredLocality": false,
"forwardRevisedPreferredLocality": false
s
"createdTimestamp™: "2024-10-15 08:07:32",
"updatedTimestamp™: "2024-10-15 08:07:32"
. {
"routingConfigSetName": "svc_req_default config_set"”,
"routingOptions": {
"srv': {
"maxRoutingAttempts": 3,
"alternateRouting": true

s
"pod": {
"alternateRouting": true,
"maxRoutingAttempts™: 1
}

IternateNFGroupRoutingOptions™: {
"mode": "NF_SET"

}

otalTransactionLifetime": "6s",
"responseTimeout": "1s",
"reRouteConditionList": [{
"statusCode': 307"

A
"statusCode": "308"
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"statusCode": "429"
"statusCode": "bxx"

"statusCode": "timeout"

b A
b A
b A
b A

"statusCode": "connectionError"

}
1.
"exceptionErrorResponses”: [{
"name': ""No_Response",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default_exception_error_no_response"
3 A
"name": "Connect_Failure”,
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default_exception_error_connect_failure
3 A
"name": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"
3 A
"name': ""No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': "Bad Request",
"error_profile": "default_exception_error_no_host"
3 A
"name": "Insufficient _Time",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile': "timeHdrInsufficientTimeErrorProfile

}
1.
"nextHopSCP": {
"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {
"maxRoutingAttempts™: 2
}

erviceEndpoint": {
"maxRoutingAttempts™: 1
1.
"reRouteConditionList": [{
"statusCode": "connectionError"
}
1.
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"exceptions": [{
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"

}
1

1.

"nextHopSEPP™: {
"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {

"maxRoutingAttempts™: 2
}

erviceEndpoint™: {
"maxRoutingAttempts™: 1
}1
"reRouteConditionList": [{
"statusCode": "307"

» {
"statusCode": "308"

"statusCode": "429"

}
}
+ {
"statusCode': "5xx"
}
}
}

-

"statusCode": "timeout"

- {

"statusCode": '"connectionError"

1.

"exceptions": [{
"name": "No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': '""Bad Request",
"error_profile": "default_exception_error_no_host

3 {
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"

}

]
X

ssignPreferredLocality": false,
"overridePreferredLocality": false,
"forwardRevisedPreferredLocality": false
}1
"createdTimestamp™: "2024-10-15 08:07:32",
"updatedTimestamp™: "2024-10-15 08:07:32"
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=]

PUT

This resource creates or updates routing config set records for the specified
routingConfigSetName.

Resource URI: Zocscp/scpc-configuration/{version}/routing-config-set/
{routingConfigSetName}

Table 2-25 URI Query Parameters

Field Name Data Type Mandatory (M) | Description
or Optional(O)
routingConfigSetName String M The name of the routing config set rule using which
the respective routing config set is created or updated.

Table 2-26 Data Structures Supported by the PUT Response Body

Data Type Mandat | Cardina | Response Codes | Description

ory (M) | lity

or

Optiona

1(0)
routingConfigSetW | M 1 200 OK This response is generated when an
rapperv2 existing record is updated.
routingConfigSetW | M 1 201 This response is generated when a new
rapperv2 record is created.
ProblemDetails M 1 400 Bad Request | Returns problem details.

Sample Success Response of Routing Config Set Configurations for PUT:

curl -v -H "Content-Type: application/json" --request PUT http://
localhost:8081/0cscp/scpc-configuration/vl/routing-config-set/configl -d

"{"routingConfigSetName':"configl", " routingOptions":{"'srv":
{""maxRoutingAttempts":3,"alternateRouting":true}, pod":
{"alternateRouting":true,"maxRoutingAttempts™:1},"alternateNFGroupRoutingOptio
ns':
{"mode":"NF_SET"},"totalTransactionLifetime':"6s", " responseTimeout™:"1s","reRo
uteConditionList":[{"statusCode":""307"},{"'statusCode™:""'308"},
{"statusCode":""429"},{" "statusCode":""5xx"},{"statusCode": "timeout"},
{"statusCode": "connectionError'}]," exceptionErrorResponses":
[{"'name":"Destination_Exhausted","action":"Send_Answer","error_code':504,"erro
r_response':"Gateway Timeout'},

{"'name":"No_Response","
:"Gateway Timeout'},
{""name":"Connect_Failure","action":"Send_Answer","error_code":504,"error_respo
nse':"Gateway Timeout"},
{""name":"No_Host","action":"Send_Answer","error_code":504,"error_response":"Ga
teway Timeout"},

{"name":"Insufficient_Time","action":"Send_Answer","error_code':504,"error_res

action:"Send_Answer","error_code':504,"error_response"
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ponse':"Gateway Timeout"}],"nextHopSCP":
{"totalTransactionLifetime":"7s", " "responseTimeout":"4s","reRouteConditionList"
:[{"'statusCode":""connectionError'}], " "service":
{""maxRoutingAttempts':2},"serviceEndpoint":
{""maxRoutingAttempts':1},"exceptions":

[{"'name":"No_Host","action":"Send Answer","error_code":504,"error_response':"G
ateway Timeout'},
{""name":"Destination_Exhausted","action':""Send_Answer","error_code":504,"error
_response':"Gateway Timeout"}]}, " 'nextHopSEPP":
{"totalTransactionLifetime'":"7s", " "responseTimeout":"4s",""service":
{""maxRoutingAttempts':2},"serviceEndpoint":
{"maxRoutingAttempts":1},"reRouteConditionList":[{"statusCode":"307"},
{"statusCode":""308"},{" "statusCode:"429"},{"statusCode":"5xx"},{"'statusCode" :
"timeout"}, {“"statusCode": "connectionError"}],"exceptions':
[{'name":"Destination_Exhausted","action":"Send_Answer","error_code":504,"erro
r_response':"'Gateway

Timeout"}]}, "assignPreferredLocality':false,"overridePreferredLocality":false,

"forwardRevisedPreferredLocality':false}}"
201 Created

{""routingConfigSetName'":"configl","routingOptions":{"srv":
{""maxRoutingAttempts':3,"alternateRouting":true}, "pod":
{"alternateRouting":true,"maxRoutingAttempts":1},"alternateNFGroupRoutingOptio
ns':
{"mode":"NF_SET"},"totalTransactionLifetime':"6s", " responseTimeout™:"1s","reRo
uteConditionList":[{"statusCode":"307"},{" 'statusCode":""'308"},
{"statusCode":"429"},{" "statusCode":""5xx"},{""statusCode": "timeout"},
{""statusCode': 'connectionError"}], exceptionErrorResponses":
[{'name":"Destination_Exhausted","action":"Send_Answer","error_code":504,"erro
r_response':"Gateway Timeout'},
{""name":"No_Response","action":""Send_Answer","error_code':504,"error_response"
:"Gateway Timeout'},
{"name":"Connect_Failure","action":"Send_Answer","error_code":504,"error_respo
nse':"Gateway Timeout"},
{"name":"No_Host","action":"Send_Answer","error_code":504,"error_response":"Ga
teway Timeout"},
{"name":"Insufficient_Time","action":"Send_Answer","error_code'":504,"error_res
ponse':"Gateway Timeout"}],"nextHopSCP":
{"totalTransactionLifetime":"7s", " "responseTimeout":"4s","reRouteConditionList"
:[{"'statusCode" :"connectionError'}], " "service":
{""maxRoutingAttempts':2},"serviceEndpoint":
{""maxRoutingAttempts':1},"exceptions":

[{"'name":"No_Host","action":"Send Answer","error_code":504,"error_response':"G
ateway Timeout'},
{"'name":"Destination_Exhausted","action':""Send_Answer","error_code":504,"error
_response':"Gateway Timeout"}]}, " 'nextHopSEPP":
{"totalTransactionLifetime'":"7s", "responseTimeout":"4s","service":
{""maxRoutingAttempts':2},"serviceEndpoint":
{"maxRoutingAttempts":1},"reRouteConditionList":[{"statusCode":"307"},
{"statusCode':""308"},{" statusCode:"429"},{"statusCode":"5xx"},{"'statusCode" :
"timeout"}, {"statusCode": "connectionError"}],"exceptions™:
[{'name":"Destination_Exhausted","action":"Send_Answer","error_code":504,"erro
r_response':"'Gateway

Timeout"}]}, "assignPreferredLocality':false,"overridePreferredLocality":false,
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"forwardRevisedPreferredLocality':false}, " "createdTimestamp™:""2024-11-20

09:57:45","updatedTimestamp":""2024-11-20 09:57:45"}

Sample Success Response 2 of Routing Config Set Configurations for PUT:

curl -X "PUT" \

"http://10.75.225.5:31768/0cscp/scpc-configuration/vl/routing-config-set/

configl® \
-H "accept: application/json® \
-H "Content-Type: application/json” \
-d -

"routingConfigSetName': "configl",
"routingOptions": {
"srv'": {
"maxRoutingAttempts": 3,
"alternateRouting": true

1.
"pod": {
"alternateRouting": true,
"maxRoutingAttempts": 1
}

"alternateNFGroupRoutingOptions": {
"mode": "NF_SET"

s

"totalTransactionLifetime'": "6s",

"responseTimeout": "1s",

"reRouteConditionList": [{

"statusCode": 307"

}1

"statusCode™: '"308"
}1

"statusCode™: '"429"
3 {

"statusCode™: "5xx"
3 A{

"statusCode": "timeout"
3 {

"statusCode": '"connectionError"
}

1.

"exceptionErrorResponses": [{
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,

"error_response': "Gateway Timeout",

"error_profile":
"default_exception_error_destination_exhausted"
3. {
"name": "No_Response",
"action": "Send_Answer",
"error_code": 504,

"error_response': "Gateway Timeout",
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"error_profile": "default_exception_error_no_response"

"name': "Connect_Failure”,

"action": "Send_Answer",

"error_code": 504,

"error_response': "Gateway Timeout",

"error_profile": "default_exception_error_connect_failure"

"name": "No_Host",

"action": "Send_Answer",

"error_code": 400,

"error_response': "Bad Request",

"error_profile": "default_exception_error_no_host"

"name": "Insufficient Time",

"action": "Send_Answer",

"error_code": 504,

"error_response': "Gateway Timeout",

"error_profile": "timeHdrInsufficientTimeErrorProfile

SCP™: {
alTransactionLifetime': "7s",
ponseTimeout™: "4s",

vice": {
"maxRoutingAttempts™: 2

viceEndpoint”: {
"maxRoutingAttempts™: 1

outeConditionList": [{
"statusCode": "connectionError"

}

eptions™: [{

"name": "Destination_Exhausted",

"action": "Send_Answer",

"error_code": 504,

"error_response': "Gateway Timeout",

"error_profile":
on_error_destination_exhausted"

}

SEPP": {
alTransactionLifetime': "7s",
ponseTimeout™: "4s",

vice": {
"maxRoutingAttempts™: 2

viceEndpoint”: {
"maxRoutingAttempts™: 1

outeConditionList": [{
"statusCode": "307"

1 {
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"statusCode": "308"

A
"statusCode": "429"
A
"statusCode": "bxx"
A
"statusCode": "timeout"
A
"statusCode": "connectionError"
}

1.
"exceptions": [{
"name': ""No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response”: "Bad Request”,
"error_profile": "default_exception_error_no_host"
3 A
"name": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"
}
1
1.
"assignPreferredLocality": false,
"overridePreferredLocality": false,
"forwardRevisedPreferredLocality': false

}
3

201 Created

{

"routingConfigSetName': "configl",
"routingOptions": {
"srv': {
"maxRoutingAttempts": 3,
"alternateRouting": true

1.
"pod": {
"alternateRouting": true,
"maxRoutingAttempts™: 1
}

I'ternateNFGroupRoutingOptions': {
"mode": "NF_SET"

}

otalTransactionLifetime": "6s",
"responseTimeout™: "1s",
"reRouteConditionList": [{
"statusCode™: "307"

A
"statusCode": "308"

A
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"statusCode": "429"

3 A{

"statusCode": "5xx"
3 A{

"statusCode": "timeout"
3 A{

"statusCode": '"connectionError"

}
1,
"exceptionErrorResponses™: [{
"name'": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"

3 {
"name': "No_Response",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default_exception_error_no_response"

3 {
"name': "Connect_Failure”,
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "default_exception_error_connect_failure

3 {
"name': "No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': ""Bad Request",
"error_profile": "default_exception_error_no_host"

3 {
"name": "Insufficient Time",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile": "timeHdrInsufficientTimeErrorProfile

}
1.
"nextHopSCP": {
"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {
"maxRoutingAttempts': 2
s
"serviceEndpoint™: {
"maxRoutingAttempts™: 1
s
"reRouteConditionList": [{
"statusCode': "connectionError"
}
1.

"exceptions": [{
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"name": "Destination_Exhausted",

"action": "Send_Answer",

"error_code": 504,

"error_response': "Gateway Timeout",

"error_profile":
"default_exception_error_destination_exhausted"

}
1

1.

"nextHopSEPP™": {
"totalTransactionLifetime": "7s",
"responseTimeout": "4s",
"service": {

"maxRoutingAttempts': 2
1.
"serviceEndpoint": {
"maxRoutingAttempts™: 1
1.
"reRouteConditionList": [{
"statusCode™: "307"

}1
"statusCode": "308"
"statusCode": "429"
A
"statusCode": "bxx"
A
"statusCode": "timeout"
b Aq
"statusCode': "connectionError"
}

1.
"exceptions": [{
"name': ""No_Host",
"action": "Send_Answer",
"error_code": 400,
"error_response': "Bad Request",
"error_profile": "default_exception_error_no_host"
3 A
"name": "Destination_Exhausted",
"action": "Send_Answer",
"error_code": 504,
"error_response': "Gateway Timeout",
"error_profile":
"default_exception_error_destination_exhausted"
}
1
1.
"assignPreferredLocality": false,
"overridePreferredLocality": false,
"forwardRevisedPreferredLocality': false
s
"createdTimestamp™: "2024-10-15 08:07:32",
"updatedTimestamp™: '2024-10-15 08:07:32"
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Sample Fail Response of Routing Config Set Configurations for PUT:

curl -v -H "Content-Type: application/json" --request PUT http://
localhost:8081/0cscp/scpc-configuration/vl/routing-config-set/configll23 -d

"{"routingConfigSetName':"configl", " routingOptions":{"'srv":
{""maxRoutingAttempts":3,"alternateRouting":true}, pod":
{"alternateRouting":true, " "maxRoutingAttempts":1},"alternateNFGroupRoutingOptio
ns':

{"mode":"NF_SET"},"totalTransactionLifetime':"6s", " responseTimeout":"1s","reRo
uteConditionList":[{"statusCode":"307"},{" statusCode":""308"},
{"statusCode':"429"},{" "statusCode":""5xx"},{" "statusCode": "timeout"},
{"statusCode": "connectionError'}]," exceptionErrorResponses":
[{"'name":"Destination_Exhausted","action":"Send_Answer","error_code':504,"erro
r_response':"Gateway Timeout'},
{""name":"No_Response","action
:"Gateway Timeout'},
{ ‘name":"Connect_Failure",
nse':"Gateway Timeout"},
{"name":"No_Host","action
teway Timeout"},
{"name":"Insufficient_Time","action":"Send_Answer
ponse':"Gateway Timeout"}], "nextHopSCP".
{"totalTransactionLifetime":"7s", " "responseTimeout":"4s","reRouteConditionList"
:[{"'statusCode":""connectionError*}], " service":
{"maxRoutingAttempts":2},"serviceEndpoint":
{"maxRoutingAttempts':1},"exceptions':
[{"name":"No_Host","action":"Send Answer
ateway Timeout"},
{"name":"Destination_Exhausted","action":"Send_Answer
_response'':"Gateway Tlmeout"}]} "nextHopSEPP":
{"totalTransactionLifetime'":"7s","responseTimeout":"4s",
{"maxRoutingAttempts":2},"serviceEndpoint":
{"maxRoutingAttempts":1},"reRouteConditionList":[{"statusCode":"307"},
{"statusCode":""308"},{"statusCode:"429"},{"statusCode":"5xx"},{" ' statusCode":
"timeout"}, {"statusCode": "connectionError"}],"exceptions":
[{"'name":"Destination_Exhausted","action":"Send _Answer","error_code":504,"erro
r_response™:"Gateway
Timeout"}]}, "assignPreferredLocality':false,"overridePreferredLocality":false,
"forwardRevisedPreferredLocality':false}}”

:"Send_Answer","error_code":504,"error_response"

action":"Send_Answer","error_code'":504,"error_respo

:"Send_Answer","error_code":504,"error_response":"Ga

,''error_code":504,"error_res

error_code":504,"error_response':"G

,'error_code':504,"error

service":

400 Bad Request

{
"title": "Bad Request",

"status™: 400,

"detail": "ConfigName in request Body does not match with ConfigName
provided in APl. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/routing-config-set/configll23",

"cause': "INVALID_KEY_COMBINATION"

DELETE
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This resource removes the routing config set configuration for the specified rules.

Resource URI: Zocscp/scpc-configuration/{version}/routing-config-set/
{routingConfigSetName}

Table 2-27 URI Query Parameters Supported by the DELETE Method on this Resource

Field Name Data Type Mandatory (M) or Description

Optional(O)
routingOptionsConfigN | String 0] The name of the routing options configuration
ame which should be removed.

Table 2-28 Data Structures Supported by the Delete Response Body on this Resource

Data Type Mandator | Cardinalit | Response codes Description
y (M) or y
Optional(
0)
NA M 1 204 No Content Successful deletion of routing config set
records.
ProblemDetails M 1 403 Forbidden Indicates problem details.
ProblemDetails M 1 404 Not Found Indicates problem details.

Sample Successful Response of Routing Config Set Configurations for DELETE:

curl -v -H "Content-Type: application/json" --request DELETE http://
localhost:8081/0cscp/scpc-configuration/vl/routing-config-set/defaultConfig

204 No Content

Sample Fail Response of Routing Config Set Configurations for DELETE:

curl -v -H "Content-Type: application/json" -X DELETE http://localhost:8081/
ocscp/scpc-configuration/vl/routing-config-set/
notification_req_default config_set

403 Forbidden

{"title":"Forbidden","status':403,"detail":"The default configuration cannot
be deleted. Please refer to the User Guide.","instance":"/ocscp/scpc-
configuration/vl/routing-config-set/
notification_req_default_config_set","cause":"DATA CANT DELETED"}

Sample Fail Response 2 of Routing Config Set Configurations for DELETE:

curl -v -H "Content-Type: application/json” --request DELETE http://
localhost:8081/0ocscp/scpc-configuration/vl/routing-config-set/configl

404 Not Found

{"title”:"Not Found","status":404,"detail":"RoutingConfigSet data not found
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Please refer to the User

Guide.","instance":"/ocscp/scpc-configuration/vl/routing-config-set/
configl"”,"cause":"DATA_NOT_FOUND"}

Data Model

Request or Response Body (PUT)

The following table describes the field names of the routingConfigSetWrapperV2 data type.

Table 2-29 routingConfigSetWrapperV2

Field Name

Data Type

Mandatory (M) or
Optional(O)

Default
Values

Allowed
Values

Description

routingConfigSetName

String

M

Unique name that
identifies the routing
config set. This rule
name is used in
RoutingOptionsConf
ig as a reference.

routingOptionsroutingC
onfigSetWrapperV2

JSON

This field defines the
routing option
configurations.

createdTimestamp

String

Read Only

Timestamp of the
created record. This is
not required in the
request, but it is
present in the
response.

updatedTimestamp

String

Read Only

Timestamp of the
updated record. This is
not required in the
request, but it is
present in the
response.

The following table describes the RoutingOptionsV2 parameters:
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Table 2-30 Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
responseTime | M 1 100-100 | Indicates the allotted time to Yes Yes
out second |00 ms respond to a message request.
The When the response timeout
supporte | expires, SCP performs alternate
d values | rerouting to the available alternate
can be | NF or pod. If no alternate NFs or
in's'or | pods are available, SCP sends an
'ms'. error message.
Where, | Data Type: string
's'is
seconds
and 'ms'
is
milliseco
nds.
totalTransacti | M 6 100 - Indicates the total time allowed to | Yes Yes
onLifetime seconds | 240000 | forward a request, including the
ms initial and all subsequent routing
attempts.
Note: The totalTransactionLifetime
value should be greater than the
value obtained by multiplying
responseTimeout by the total
maximum number of attempts (pod
level + service level).
Data Type: string
pod M - - See Table 2-37. - -
Data Type:
PodLevelRoutingOptionsV2
service M - - See Table 2-38. - -
Data Type:
ServiceLevelRoutingOptionsV2
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Data Type: array(ProblemData)

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
reRouteCondi | O - 301, e This parameter lists the HTTP | No Yes
tionList 302, status codes that SCP uses to
303, attempt alternative routing. If
304, the upstream server responds
307, with any of these configured
308, response codes, SCP will try
400, rerouting based on the
401, configured alternate routing
403, mechanism.
404, «  If SCP encounters errors such
405, as "ConnectionError" or
406, "Timeout" while routing to the
407, upstream server, and these
408, errors are configured, SCP will
409, attempt to reroute using the
410, configured alternate routing
411, mechanism.
412, Example:
413,
jig: "reRouteConditionList":
416, [
417, {
421, "statusCode": "5xx"
422, },
425, {
426, "statusCode": "429"
428, }
429, ’
431 {
451: "statusCode': "307"
500, s
501, {
502, "statusCode": "308"
503, },
504, {
505, "statusCode":
506, "timeout"
507,
508, 3
510, {
511, "statusCode":
5XX, "'connectionError"
“timeout"| }
; 1
"connect
ionError"
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
exceptionErro | O - This Destination Exhausted Action: The | Yes No
rResponses range is | action taken when a request
fixed, cannot be processed due to an
and you | internal resource being exhausted.
are not | send an answer with the
allowed [ configured HTTP status code. For
to add more information, see "HTTP
any Status Code and Applicability for
addition | Rerouting" in Oracle
al Communications Cloud Native
entries | core, Service Communication
tothe | proxy User Guide.
il/f)tu I Note: You must configure
configur error_;_)rofl le under
e lesser | €XceptionErrorResponses
than five | Pecause error_code and
entries, | €rror_response will be
the deprecated from the next release.
missing | Example:
entries { "name":
willbe  fepastination Exhausted”,
igltl?/mat' "action": "Send_Answer",
“error_code": 504,
added, |,, - .
as error_response": "Gateway
shown in | Timeout™, “error_profile™:
the "default_exception_error_de
default | stination_exhausted” }
value Data Type:
column. | Array(ExceptionErrorResponse)
If you
attempt
to enter
more
than five
entries,
the
request
will be
rejected.
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
exceptionErro | O - This No Producer Response Action: Yes No
rResponses range is | Action taken when the routing of a
fixed, request is abandoned due to a
and you | response timeout.
are not | send Answer with configured
allowed | HTTP status code. For more
toadd [information, see "HTTP Status
any Code and Applicability for
addition | Rerouting” in Oracle
al Communications Cloud Native
entries | core, Service Communication
tothe | proxy User Guide.
list. If )
you Example:
configur |{ ""name”: "No_Response”,
e lesser | "action™: "Send_Answer™,
than five | "error_code": 504,
entries, |'error_response": "Gateway
the Timeout", "error_profile":
missing | “default_exception_error_no
entries | response” }
willbe [ Data Type:
automatl | Array(ExceptionErrorResponse)
cally
added,
as
shown in
the
default
value
column.
If you
attempt
to enter
more
than five
entries,
the
request
will be
rejected.
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
exceptionErro | O - This Connection Failure Action: Action | Yes No
rResponses range is | taken when the routing of a request
fixed, is abandoned when the last egress
and you | connection selection fails
are not | send Answer with configured
allowed | HTTP status code. For more
toadd |jnformation, see "HTTP Status
any Code and Applicability for
addition | Rerouting" in Oracle
al Communications Cloud Native
entries | core, Service Communication
tothe | proxy User Guide.
list. If )
you Example:
configur [{ "name™:
e lesser | "Connect_Failure",
than five | "action: "Send_Answer",
entries, |"error_code": 504,
the "error_response”: "GCateway
missing | Timeout", "error_profile":
entries [ "default_exception_error_co
willbe [ nnect_failure" }
automati [ pata Type:
cally Array(ExceptionErrorResponse)
added,
as
shown in
the
default
value
column.
If you
attempt
to enter
more
than five
entries,
the
request
will be
rejected.
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
exceptionErro | O - This Host not found Action: Action taken | Yes No
rResponses range is | when the routing of a request is
fixed, abandoned due to FQDN of the
and you | host not being found
are not | send Answer with configured
allowed | HTTP status code. For more
toadd |jnformation, see "HTTP Status
any Code and Applicability for
addition | Rerouting" in Oracle
al Communications Cloud Native
entries | Core, Service Communication
tothe | proxy User Guide.
list. If )
you Example:
configur |{ ""name”: "No_Host",
e lesser | "action": "Send_Answer",
than five | "error_code": 400,
entries, |™error_response™: "Bad
the Request™, "error_profile":
missing | “default_exception_error_no
entries | host" }
willbe [ Data Type:
automatl | Array(ExceptionErrorResponse)
cally
added,
as
shown in
the
default
value
column.
If you
attempt
to enter
more
than five
entries,
the
request
will be
rejected.
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
exceptionErro | O - This Insufficient Processing Time Yes No
rResponses range is | Action: The action taken when an
fixed, SBI request received from a
and you | downstream consumer NF or SCP
are not | has already timed out, based on
allowed | the received timestamp headers.
to add Send Answer with configured
any HTTP status code. For more
addition | information, see "HTTP Status
al Code and Applicability for
entries | Rerouting” in Oracle
to the Communications Cloud Native
list. If Core, Service Communication
you Proxy User Guide.
configur f example:
e lesser "
than five { name_ - Cn
entries, InSL_Jff|C|ent_T|me ,
the "action": "Send_Answer",
missing | €rror_code™: 504,
entries | 'error_response': "Gateway
willbe | Timeout", "error_profile":
automati | "timeHdrInsufficientTimeErr
cally orProfile” }
added, | Data Type:
as Array(ExceptionErrorResponse)
shown in
the
default
value
column.
If you
attempt
to enter
more
than five
entries,
the
request
will be
rejected.
assignPreferr | O false true, SCP assigns its own locality asa | Yes NA
edLocality false preferred locality for NF discovery if
assignPreferredLocality is enabled
and the 3gpp-Shi-Discovery-
preferredlocality header is absent
in ingress service requests.
Data Type: boolean
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
overridePrefer | O false true, SCP overrides the 3gpp-Shi- Yes NA
redLocality false Discoverypreferred-locality header
received in the service request and
uses its own locality as preferred-
locality for NF discovery if
overridePreferredLocality is
enabled, and the 3gpp-Shi-
Discoverypreferred-locality header
is present in ingress service
requests.
Data Type: boolean
forwardRevise | O false true, Controls the forwarding of assigned | Yes NA
dPreferredLoc false or overridden values of 3gpp-Shi-
ality Discovery-preferred-locality
headers to the next hop SCP.
Data Type: boolean
nextHopSCP | M - - See Table 2-32 - -
Data Type: NextHopSCPV2
nextHopSEP | M - - See Table 2-35 - -
P Data Type: NextHoOpSEPPV2
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Table 2-30 (Cont.) Parameters of RoutingOptionsV2

NF_SET_FOLLOWED_B
Y_DNSSRV: SCP
performs alternate routing
based on NF Set and then
with DNS SRV.

STATIC_CONFIG: SCP
performs alternate routing
based on the static
configuration.
NF_SET_FOLLOWED_B
Y_STATIC_CONFIG:
SCP performs alternate
routing based on NF Set,
and then using static
configuration.

Data Type: Enum(DNSSRVType)

Parameter Mandat | Default |Value Description and Data Type Applica | Applica
Name ory (M) |Values |Range ble to ble to
or NF Pod
Optiona Service | Level
1(0) Level within
NF
alternateNFG | M NF_SET | NF_SET | This parameter decides the Yes No
roupRoutingO DNS_S | alternate routing mode, depending
ptions RV on which scp-worker derives the
NF_SET | alternate producer NF
_FOLLO |+ Different modes are described
WED_B as follows:
Y_DNSS — NF_SET: SCP performs
RV alternate routing based on
STATIC the Model C Indirect 5G
CONFIG SBI Communication
NF_SET format. This is the default
_FOLLO mode.
WED_B — DNS_SRV: SCP performs
Y_STATI alternate routing based on
C_CON the DNS SRV query.
FIG

Table 2-31 ExceptionErrorResponse

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
name Name of the exception. M NA NA Yes Yes
Data Type: String
action Indicates the action to be taken M Send_Ans | NA Yes Yes
when the exception name is wer
received.
Data Type: String
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Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
error_code Indicates the status code to use (@] 504 NA Yes Yes
when creating a response for this
exception name.
Data Type: Integer
error_response Indicates the details to include in (0] <empty NA Yes Yes
the response for this exception. string>
Data Type: String
error_profile Indicates the name of the error (0] NA NA Yes Yes
profile referenced in
ERROR_PROFILE_CONFIG. If
provided, the response will be
generated based on the parameters
defined in the error profile.
Data Type: String

Table 2-32 NextHopSCPV2
e

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range eto NF e to Pod
Optional Service Level
(0) Level within NF
service See Table 2-33 M - - Yes Yes
Data Type: NextHopSCPServiceV2
serviceEndpoint See Table 2-33 M - - Yes Yes
Data Type:
NextHopSCPServiceEndpointV2
responseTimeout Indicates the allotted time to M NA 100 msto | Yes Yes
respond to a message request. 50,000 ms
When the response timeout (or0.1sto
expires, the SCP either reroutes the 50 s)
request to an available alternate NF
or pod, or sends an error message.
Data Type: String
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|

Parameter Name

Description and Data Type

Mandator

y (M)/
Optional

(0)

Default
Value

Chapter 2
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Value
Range

Applicabl
e to NF
Service
Level

Applicabl
e to Pod
Level
within NF

reRouteConditionList

Indicates error conditions that
prompt SCP to attempt alternate
routing.

If SCP encounters errors such as
connectionError while routing to the
upstream server, and if these errors
are configured, SCP tries rerouting
based on the configured alternate
routing mechanism.

Example:

"reRouteConditionList":

[
{

"'statusCode":
"connectionError"

}
]

Data Type: String

(0]

"connectio
nError"”

No

Yes

totalTransactionLifetim
e

Indicates that the time consumed in
processing all retries should not
exceed the total transaction lifetime.
This refers to the total time allowed
to forward a request, which includes
the initial request and all
subsequent routing attempts.

Data Type: String

NA

100 ms to
240,000
ms(orls
to 240 s)

Yes

Yes
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Table 2-32 (Cont.) NextHopSCPV2

Parameter Name

Description and Data Type

Mandator

y (M)/
Optional

(0)

Default
Value

Chapter 2
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Value
Range

Applicabl
e to NF
Service
Level

Applicabl
e to Pod
Level
within NF

exceptions

Destination Exhausted Action: The
action taken when a request cannot
be processed due to an internal
resource being exhausted.

(0]

504

Only one
entry is
allowed.
 Ifyou
do not
provid
e an
entry,
the
defaul
t entry
will be
added

o f
more
than
one
entry
is
provid
ed, it
will be
reject
ed.

Yes

Table 2-33 NextHopSCPServiceV2
|

attempts (retries) at the service
level.

This is the maximum number of
times the SCP is allowed to forward
a request message.

* If the Max Routing Attempts
value is set to 1, the Total
Transaction Lifetime field
value is not required.

* If the Max Routing Attempts
value is greater than 1, the
Total Transaction Lifetime
value is considered during the
rerouting process.

Data Type: Integer

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
maxRoutingAttempts Indicates the number of reroute M NA 1-5 Yes Yes
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attempts (retries) at the NF/Pod
level.

This is the maximum number of
times the SCP is allowed to forward
a request message at the NF/Pod
level.

e If the Max Routing Attempts
value is set to 1 for both the
Service and Pod level, the
Total Transaction Lifetime
field value is not needed.

* If the Max Routing Attempts
value (including both Service
and Pod levels) is greater than
1, the Total Transaction
Lifetime value will be
considered during the rerouting
process.

Data Type: Integer

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
maxRoutingAttempts Indicates the number of re-route M NA 1-5 Yes Yes

Table 2-35 NextHopSEPPV2

forward a request, including the
initial request and all subsequent
routing attempts.

Data Type: String

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
responseTimeout Indicates the allotted time to M NA 100 msto |Yes Yes
respond to a message request. 50,000 ms
When the response timeout (or0.1sto
expires, the SCP either reroutes the 50 s)
request to an available alternate NF
or pod, or sends an error message.
Data Type: String
totalTransactionLifetim | Indicates that the time consumed in [ M NA 100 msto |Yes Yes
e processing all retries should not 240,000
exceed the total transaction lifetime. ms(orls
This is the total time allowed to to 240 s)
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|
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"'statusCode': "429"

"statusCode": "307"

e e e

"'statusCode": "308

Data Type: Array(ProblemData)

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
reRouteConditionList Indicates the HTTP response codes | O - 301, 302, |No Yes
for which SCP will attempt alternate 303, 304,
routing. If the upstream server 307, 308,
responds with any of these 400, 401,
configured response codes, SCP 403, 404,
will reroute the request based on 405, 406,
the configured alternate routing 407, 408,
mechanism. 409, 410,
If SCP encounters other errors such 411, 412,
as connectionError or timeout while 413, 414,
routing to the upstream server, and 415, 416,
if these errors are configured, SCP 417, 421,
tries rerouting based on the 422, 425,
configured alternate routing 426, 428,
mechanism. 429, 431,
Example: 451, 500,
501, 502,
" - - 503, 504,
reRouteConditionList": 505, 506,
[ 507, 508,
{ 510, 511,
"statusCode": "5xx" 5xx,"conn
, ectionErro
r,"timeout
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Table 2-35 (Cont.) NextHopSEPPV2

Parameter Name

Description and Data Type

Mandator
y (M)/
Optional
(0)

Default
Value
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Value
Range

Applicabl
e to NF
Service
Level

Applicabl
e to Pod
Level
within NF

exceptions

Destination Exhausted Action: The
action taken when a request cannot
be processed due to an internal
resource being exhausted.

Data Type:
Array(ExceptionErrorResponse)

(0]

504

This range
is fixed,
and you
are not
allowed to
add any
further
entries to
this list.
 Ifyou
config
ure
fewer
than
two
entrie
s, the
missin
g
entry
will be
added
autom
aticall
y, as
show
nin
the
defaul
t
value
colum
n.

* Ifyou
attem
pt to
enter
more
than
two
entrie
s, the
reque
st will
be
reject
ed.

Yes

No
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Table 2-35 (Cont.) NextHopSEPPV2

Parameter Name

Description and Data Type

Mandator

y (M)/
Optional

(0)

Default
Value

Chapter 2
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Value
Range

Applicabl
e to NF
Service
Level

Applicabl
e to Pod
Level
within NF

exceptions

Host Not Found Action: The action
taken when the routing of a request
is abandoned due to the FQDN of
the host not being found.

(0]

400

This range
is fixed,
and you
are not
allowed to
add any
further
entries to
this list.
 Ifyou
config
ure
fewer
than
two
entrie
s, the
missin
g
entry
will be
added
autom
aticall
y, as
show
nin
the
defaul
t
value
colum
n.

* Ifyou
attem
pt to
enter
more
than
two
entrie
s, the
reque
st will
be
reject
ed.

Yes

No
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- ]
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el

Data Type: String

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
statusCode Indicates the HTTP response codes | O - 301, 302, |Yes Yes
for which SCP will attempt alternate 303, 304,
routing. If the upstream server 307, 308,
responds with any of these 400, 401,
configured response codes, SCP 403, 404,
will attempt to reroute the request 405, 406,
based on the configured alternate 407, 408,
routing mechanism. 409, 410,
SCP will also attempt to reroute the 411,412,
request in the event of a response 413, 414,
timeout, connection failure, refused 415, 416,
stream, or when a GOAWAY frame 417,421,
is received on any connection. 422, 425,
These events are not configurable 426, 428,
and are supported by SCP by 429, 431,
default. 451, 500,
) 501, 502,
Example: 503, 504,
505, 506,
"reRouteConditionList: 507, 508,
L 510, 511,
{ 5xx
"statusCode": "bxx"
}
{
"statusCode": "429"
}
{
"statusCode": "307"
}
{
"statusCode": "308"
}
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Parameter Name

Description and Data Type

Mandator

y (M)/
Optional

(0)

Default
Value

Value
Range

Applicabl | Applicabl

e to NF
Service
Level

e to Pod
Level
within NF

maxRoutingAttempts

Indicates the number of re-route
attempts (retries) at the NF/Pod
level.

This is the maximum number of
times the SCP is allowed to forward
a request message at the NF/Pod
level.

e If the Max Routing Attempts
value is set to 1 for both the
Service and Pod level, the
Total Transaction Lifetime
field value is not needed.

* If the Max Routing Attempts
value (including both Service
and Pod levels) is greater than
1, the Total Transaction
Lifetime value will be
considered during the rerouting
process.

Data Type: Integer

M

NA

1-5

Yes

Yes

alternateRouting

This parameter determines whether
SCP will attempt alternate routing.
Data Type: Boolean

true

true or
false
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Table 2-38 ServiceLevelRoutingOptionsV2

Parameter Name Description and Data Type Mandator | Default Value Applicabl | Applicabl
y (M)/ Value Range e to NF e to Pod
Optional Service Level
(0) Level within NF
maxRoutingAttempts Indicates the number of re-route M NA 1-5 Yes Yes
attempts (retries) at the NF/Pod
level.

This is the maximum number of
times the SCP is allowed to forward
a request message at the NF/Pod
level.

e If the Max Routing Attempts
value is set to 1 for both the
Service and Pod level, the
Total Transaction Lifetime
field value is not needed.

* If the Max Routing Attempts
value (including both Service
and Pod levels) is greater than
1, the Total Transaction
Lifetime value will be
considered during the rerouting
process.

Data Type: Integer

alternateRouting This parameter determines whether | M true true or - -
SCP will attempt alternate routing false
based on the configured alternate
NF selection mechanism.

Data Type: Boolean

2.4 Configuring NF Service Feature Config

This section describes the nfservice-config REST API to configure NF Service Feature Config
for NFType and serviceName combinations. Each entry points to an NF Service Feature Config
Set name, which is configured using the nfservice-config-set REST API.

Resources

The following table describes the resource name to retrieve, add, or remove nfservice-config
configuration data:

Table 2-39 Resources

Resource Name Resource URI HTTP Method or Description
Custom Operation

nfservice-config locscp/scpce-configuration/ GET Retrieves nfServiceConfig for given query
{version}/nfservice-config parameters if the record exists.

Retrieves all nfServiceConfig records if
query parameter is not provided.

Query parameters: nfType, serviceName,
and configName.

Cloud Native Core, Service Communication Proxy REST Specification Guide
G18280-01 September 3, 2025
Copyright © 2021, 2025, Oracle and/or its affiliates. Page 82 of 430



ORACLE’

Table 2-39 (Cont.) Resources

Resource Name

Resource URI

HTTP Method or
Custom Operation
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Description

nfservice-config

locscp/scpce-configuration/
{version}/nfservice-config/
{configName}

GET

Retrieves nfServiceConfig for a given
configName if the record exists.

{version}/nfservice-config/
{configName}

nfservice-config locscp/scpc-configuration/ PUT Creates mapping of NF type and NF
{version}/nfservice-config/ service to nfServiceConfigSetName.
{configName} Mapping to nfServiceConfigSetName is
possible only if that record is available.
Ensure that provided nfType and
serviceName records are available.
Update nfServiceConfig if record exists:
» nfType and nfService can be
updated, but its mapping should be
available.
»  configName cannot be updated.
e The serviceName "*' value is
accepted to indicate any match.
*  The nfType *' value is accepted to
indicate any match.
e The default record name cannot be
updated.
nfservice-config locscp/scpce-configuration/ DELETE Removes NF Services configurations for

the given configName.
The default record

(defaultNfServiceConfig) cannot be
removed.

Resource Definition

GET

This resource fetches all the nfServiceConfig configurations.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config

The following table describes the data structures supported by the GET response body on this
resource:

Table 2-40 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
nfServiceConfig | M 1..N 200 OK Indicates successful retrieval of all
Wrapper nfServiceConfigWrapper objects.

This resource fetches the nfServiceConfig configuration based on configName.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config/
{configName}
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The following table describes the path parameter supported by this resource:

Table 2-41 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Fetches configuration information for configName.

The following table describes data structures supported by the GET response body on these
resources:

Table 2-42 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description

ymor |y

Optional

(0)
nfServiceConfig | M 1 200 OK Indicates successful retrieval of all
Wrapper nfServiceConfigWrapper objects.
ProblemDetails |M 1 404 Not Found Indicates problem details.

Sample of a Successful GET Response

curl -X "GET" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/
nfservice-config/configl®™ -H "accept: application/json*

{
"configName": "configl",
"nfServiceConfig": {
"nfType": "UDM",
"nfServiceName": "nudm-uecm",
"nfServiceConfigSetName™: "udm_nudm uecm configl"
}
"createdTimestamp": "2024-04-24 14:50:56.0",
"updatedTimestamp": "2024-04-24 14:50:56.0"
}

Sample of an Error GET Response

curl -X "GET® "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/
nfservice-config/config2® -H "accept: application/json*

{
"title”: "Not Found”,
"status': 404,
"detail™: "NF Service Configuration data not found against given

configName. Please refer to the User Guide.",
"instance": "/ocscp/scpc-configuration/vl/nfservice-config/c2342v”,
"cause": "DATA_NOT_FOUND"
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404 Error: Not Found

PUT
This resource configures nfservice-config for given data.

Resource URI: /ocscp/scpc-configuration/{version}/nfservice-config/
{configName}

The following table describes the path parameter supported by this resource:

Table 2-43 Path Parameter
- ]

Name Data Type | Mandator | Description
y (M) or
Optional
©)
configName String M Key for PUT operation.

The following table describes the data structures supported by the PUT request body on this
resource:

Table 2-44 Request Body Parameter
|

Data Type Mandator | Cardinalit | Response Codes Description

y(Mor [y

Optional

©
nfServiceConfig | M 1 200 OK Indicates nfServiceConfigWrapper
Wrapper configurations to be added or modified.

The following table describes data structures supported by the PUT response body on these
resources:

Table 2-45 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
yWMor |y
Optional
(0)
nfServiceConfig | M 1 200 OK Indicates successful update of nfServiceConfig
Wrapper configurations.
nfServiceConfig (M 1 201 Created Indicates successful creation of nfServiceConfig
Wrapper configurations.
ProblemDetails | M 1 400 Bad Request Indicates problem details.
ProblemDetails |M 1 403 Forbidden Updates the default data results.

Sample of a Successful PUT Response

curl -X "PUT" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config/
configl® \
-H "accept: application/json® \
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-H "Content-Type: application/json® \

-d {

"configName": "configl",

"nfServiceConfig": {
"nfType": "UDM",
"nfServiceName: "nudm-uecm",
"nfServiceConfigSetName™: "udm_nudm uecm configl"

}
3
{
"configName": "configl",
"nfServiceConfig": {
"nfType": "UDM",
"nfServiceName": "nudm-uecm",
"nfServiceConfigSetName™: "udm_nudm uecm configl"
s
"createdTimestamp™: "2024-04-24 14:50:56.0",
"updatedTimestamp™: "2024-04-24 14:50:56.0"
}

Sample of an Error PUT Response

curl -X "PUT" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config/
config2® \
-H "accept: application/json® \
-H "Content-Type: application/json” \
-d "{
"configName": "config2",
"nfServiceConfig": {
"nfType": "UDM",
"nfServiceName": "nudm-uecm",
"nfServiceConfigSetName™: "udm_nudm uecm config2"

"title": "Bad Request",

"status': 400,

"detail": "NfServiceConfig should have unique combination of nfType and
nfServiceName. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nfservice-config/c4"”,

"cause': "MANDATORY_IE_INCORRECT"

}

400 Error: Bad Request

Sample 2 of an Error PUT Response

curl -X "PUT" \
"http://10.75.224.103:30937/0cscp/scpc-configuration/vl/nfservice-config/
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defaultNfServiceConfig® \
-H "accept: application/json® \
-H "Content-Type: application/json® \
-d " {
"configName": "defaultNfServiceConfig",
"nfServiceConfig": {
"nfType™: "UDM",
"nfServiceName': "*",
"nfServiceConfigSetName": "defaultNfServiceConfigSet"
}
}

"title": "Forbidden",

"status': 403,

"detail": "The default configuration cannot be updated. Please refer to
the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nfservice-config/
defaul tNfServiceConfig",

"cause": "MODIFICATION NOT_ALLOWED"

}

403 Error: Forbidden

DELETE
This resource removes all the nfservice-config configurations based on configName.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config/
{configName}

The following table describes the path parameter supported by this resource:

Table 2-46 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Removes configurations based on combination of configName.

The following table describes the data structures supported by the DELETE response body on
this resource:

Table 2-47 Response Body Parameters
e

Data Type Mandator | Cardinalit | Response Codes Description
y(Mor [y
Optional
©)
n/a M 1 204 No Content Removes the configuration of combination of
nfType and nfServiceName
ProblemDetails | M 1 404 Not Found Indicates the problem details.
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Table 2-47 (Cont.) Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
yM)or |y
Optional
(0)
ProblemDetails | M 1 403 Forbidden Removes the default data results.

Sample of a Successful DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config/
configl® \
-H "accept: application/json® \
-H "Content-Type: application/json

204 No Content

Sample of an Error DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config/
configh® \
-H "accept: application/json® \
-H "Content-Type: application/json”

"title”: "Not Found",

"status'': 404,

"detail": "NF Service Configuration data not found against given
configName. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nfservice-config/config5"”,

"cause': "DATA_NOT_FOUND"

}

404 Error: Not Found

Data Model

The following table describes data model for request or response:

Table 2-48 nfServiceConfigWrapper

Field Name Data Type Mandatory (M) | Description
or Optional (O)

configName String M Unigue configName key to identify record.

Number of characters is 256. Allowed character
combinations should be alpha-numeric, hyphen, and
underscore.
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Field Name Data Type Mandatory (M) | Description
or Optional (O)

nfServiceConfig JSON M Provides configuration values of nfType, nfServiceName,
and nfServiceConfigSetName.

createdTimestamp String Read Only Timestamp of the created record. This is not required in the
request, but it is present in the response.

updatedTimestamp String Read Only Timestamp of the updated record. This is not required in the
request, but it is present in the response.

The following table describes parameters of nfServiceConfig:

Table 2-49 nfServiceConfig Parameters

Field Name Data Type Mandatory (M) | Default Value |Range Description
or Optional
(0)
nfType String M NA Allowed The NF type for which routing
character options are configured. This is
combinations either 3GPP defined NFType as per
should be TS 29.510 or custom NFType.
alpha- numeric, | The * value is accepted to indicate
hyphen, any match.
underscore, Length: 100
and *.
serviceName | String M NA Allowed The NF service name for which
character routing options are configured.
combinations | This is either 3GPP defined
should be serviceName as per TS29.510 or
alpha- numeric, | any custom service name.
hyphen, If a particular NFType does not
underscore, have NF Service, the ™' keyword
and *. should be provided for
serviceName.
The "*' value is accepted to indicate
any match.
Length: 100
nfServiceCon | String M NA Allowed Indicates configName records are
figSetName character available.
combinations
should be
alpha- numeric,
hyphen,
underscore,
and blank.
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"nfServiceConfigSetName™: "udm_nudm_uecm configl"

2.5 Configuring NF Service Feature Config Set

This section describes the nfservice-config-set REST API parameters to configure service level
features in configName. This configuration is mapped with an NFType and serviceName
combination using the nfservice-config REST API as described in Configuring NF Service

Feature Config.

Resources

The following table describes the resource name to retrieve, add, update, and remove
nfservice config set configurations based on the query parameters:

Table 2-50 Resources

Resource Name

Resource URI

HTTP Method

Description

nfservice-config-set

locscp/scpce-
configuration/{version}/
nfservice-config-set

GET

Retrieves all stored NF services configuration records.

configuration/{version}/
nfservice-config-set/
{configName}

nfservice-config-set locscp/scpe- GET Get NF services configuration for given configName.
configuration/{version}/
nfservice-config-set/
{configName}
nfservice-config-set locscp/scpce- PUT Create new NF service config set.
configuration/{version}/ Update nfServiceConfigSetData if the record
nfservice-config-set/ exists. configName cannot be updated.
{confighame} The default record (defaultNfServiceConfigSet) can be
updated.
New record cannot be created if rule mentioned in
cbRuleName, odRuleName, ociRuleName,
canaryReleaseConfigName,
nfServicelLoadBasedCongestionControlCfg are
not present in the respective tables.
nfservice-config-set locscp/scpce- DELETE Removes NF service configuration data for the given

configName.

Removal of information can proceed when no
references of configName is present in the
OCSCP_NF_SERVICE_CONFIG table.

Resource Definition

GET

This resource fetches all the nfservice-config-set configuration.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config-set

The following table describes the data structures supported by the GET response body on this
resource:
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Table 2-51 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
nfServiceConfig | M 1..N 200 OK Indicates nfServiceConfigSet configuration.
SetWrapper

This resource fetches the nfservice-config-set configuration based on configName.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config-set/
{configName}

The following table describes the path parameter supported by this resource:

Table 2-52 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Fetches configuration information for configName.

The following table describes data structures supported by the GET response body on these
resources:

Table 2-53 Response Body Parameters
- ___________________ |

Data Type Mandator | Cardinalit | Response Codes Description
yM)or |y
Optional
©)
nfServiceConfig | M 1 200 OK Indicates nfServiceConfigSet configurations.
Wrapper
ProblemDetails | M 1 404 Not Found Indicates problem details.

Sample of a Successful GET Response

curl -X "GET" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
nfservice-config-set/udm_nudm _uecm_configl® \
-H "accept: application/json*

"configName™: "udm_nudm_uecm_configl"”,
"nfServiceConfigSetData™: {
"defaultPriority": 1,
"defaultCapacity': 65535,
"altRoutingDnsSrvModeSupported™: false,
"loadBasedCongestionControlEnabled™”: true,
"nfServicelLoadBasedCongestionControlCfg”: "defaultRule”,
"cbEnabled”: false,
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"cbRuleName™: "defaultRule",
"odEnabled": false,
"odRuleName": "defaultRule",
"ociEnabled": false,
"ociRuleName": "defaultOciConfigRule",
"canaryReleaseEnabled": false,
"canaryReleaseConfigName": "default",
"nextHopSCP": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg'": "defaultRuleForNextHopScp"
s
"nextHopSEPP™: {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg': "defaultRuleForNextHopSepp

}
}

"createdTimestamp™: "2024-05-02 02:26:30.0",
"updatedTimestamp™: "2024-05-02 02:26:30.0"

}

Sample of a Fail GET Response

curl -X "GET" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
nfservice-config-set/udm_nudm_uecm_configl08" \
-H "accept: application/json*

"title": "Not Found",

"status': 404,

"detail": "NF Service Config Set Data not found against given configName.
Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nfservice-config-set/
udm_nudm_uecm_configl08",

"cause': "DATA_NOT_FOUND"
}

404 Error: Not Found

PUT
This resource configures nfservice-config-set configuration for given data.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config-set/
{configName}

The following table describes the path parameter supported by this resource:

Cloud Native Core, Service Communication Proxy REST Specification Guide
G18280-01 September 3, 2025

Copyright © 2021, 2025, Oracle and/or its affiliates. Page 92 of 430



ORACLE Chapter 2
Configuring NF Service Feature Config Set

Table 2-54 Path Parameter

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Unique identifier of the records.

The following table describes the data structures supported by the PUT request body on this
resource:

Table 2-55 Request Body Parameter

Data Type Mandator | Cardinalit | Description
y(Myor |y
Optional
(0)
nfServiceConfigWrapper M 1 Indicates nfServiceConfigWrapper
configurations to be added or modified.

The following table describes data structures supported by the PUT response body on these
resources:

Table 2-56 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description

y(Mor [y

Optional

©)
nfServiceConfig | M 1 200 OK Indicates successful update or replacement of
Wrapper nfServiceConfigSet configurations for

configName

nfServiceConfig | M 1 201 Created Indicates creation of nfServiceConfigSet
SetWrapper configurations for configName.
ProblemDetails |M 1 400 Bad Request Indicates problem details.

Sample of a Successful PUT Response

curl -X "PUT" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
nfservice-config-set/udm_nudm_uecm_configl® \
-H “"accept: application/json® \
-H "Content-Type: application/json® \
-d "{
"configName": "udm_nudm_uecm_configl”,
"nfServiceConfigSetData': {
"defaultPriority": "1",
"defaultCapacity': "65535",
"altRoutingDnsSrvModeSupported”: false,
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg": "'rl1",
"cbEnabled": false,
"cbRuleName™: "defaultRule”,
"odEnabled": false,
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"odRuleName™: "defaultRule”,
"ociEnabled": false,
"ociRuleName": "defaultOciConfigRule”,
"canaryReleaseEnabled": false,
"canaryReleaseConfigName": "default",
"nextHopSCP": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg'": "defaultRuleForNextHopScp"
1.
"nextHopSEPP™": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg":
"defaul tRuleForNextHopSepp"
}
}
3

"configName": "udm_nudm_uecm_configl”,
"nfServiceConfigSetData": {
"defaultPriority": "1",
"defaultCapacity': "65535",
"altRoutingDnsSrvModeSupported”: false,
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg": "rl1",
"cbEnabled": false,
"cbRuleName™: "defaultRule”,
"odEnabled": false,
"odRuleName™: "defaultRule”,
"ociEnabled": false,
"ociRuleName": "defaultOciConfigRule”,
"canaryReleaseEnabled": false,
"canaryReleaseConfigName": "default",
"nextHopSCP": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg': "defaultRuleForNextHopScp"
1.
"nextHopSEPP™": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg":
"defaul tRuleForNextHopSepp"
}
s
"createdTimestamp™: "2024-04-24 14:50:56.0",
"updatedTimestamp™: "2024-04-24 14:50:56.0"

Sample of an Error PUT Response

curl -X "PUT" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
nfservice-config-set/udm_nudm_uecm_config” \

-H "accept: application/json® \

-H "Content-Type: application/json® \

-d "{
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"configName": "udm_nudm_uecm_configl”,
"nfServiceConfigSetData'": {
"defaultPriority": "1",
"defaultCapacity': "70000",
"altRoutingDnsSrvModeSupported”: false,
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg": "rl1",
"cbEnabled": false,
"cbRuleName™: "defaultRule”,
"odEnabled": false,
"odRuleName™: "defaultRule”,
"ociEnabled": false,
"ociRuleName": "defaultOciConfigRule”,
"canaryReleaseEnabled": false,
"canaryReleaseConfigName": "default",
"nextHopSCP": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg': "defaultRuleForNextHopScp"
1.
"nextHopSEPP™": {
"loadBasedCongestionControlEnabled": true,
"nfServicelLoadBasedCongestionControlCfg":
"defaul tRuleForNextHopSepp"

}
}
%
{
"title": "Bad Request",
"status": 400,

"detail": "Field defaultCapacity cannot be more than "65535"",
"instance": "/ocscp/scpc-configuration/vl/nfservice-config-set/
udm_nudm_uecm_config",

"cause': "INVALID_DATA"

}

400 Error: Bad Request

DELETE
This resource removes all the nfservice-config-set configuration based on configName.

Resource URI: Zocscp/scpc-configuration/{version}/nfservice-config-set/
{configName}

The following table describes the path parameter supported by this resource:

Table 2-57 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Removes configurations based on combination of configName.
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The following table describes the data structures supported by the DELETE response body on
this resource:

Table 2-58 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
n/a M 1 204 No Content Removes the configuration of combination of

nfType and nfServiceName.

ProblemDetails | M 1 404 Not Found Indicates the problem details.
ProblemDetails |M 1 403 Forbidden Indicates the error when trying to remove a

record with a reference in the foreign table
(OCSCP_NF_SERVICE_CONFIG) or the
default record removal.

Sample of a Successful DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config-
set/udm_nudm_uecm_configl08" \
-H "accept: application/json® \
-H "Content-Type: application/json”

204 No Content

Sample of an Error DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config-
set/udm_nudm _uecm_configl08® \
-H "accept: application/json® \
-H "Content-Type: application/json”

"title": "Not Found",

"status": 404,

"detail": "NF Service Config Set Data not found against given configName.
Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nfservice-config-set/
udm_nudm_uecm_configl08",

"cause': "DATA_NOT_FOUND"
}

404 Error: Not Found

Sample 2 of an Error DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nfservice-config-
set/cl® \
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-H "Content-Type: application/json”

"title": "Forbidden",

"status": 403,

"detail": "The given configName is referred by "NF Service Config" hence
cannot be deleted. Please refer to the User Guide.",
"instance": "/ocscp/scpc-configuration/vl/nfservice-config-set/cl”,

""cause: "DATA_CANT_DELETED"

}

403 Error: Forbidden

Data Model

The following table describes data model for request or response:

Table 2-59 nfServiceConfigSetWrapper

Field Name Data Type Mandatory (M) | Description
or Optional (O)
configName String M Unique configName to identify the records of

nfServiceConfigSet.
Allowed character combinations should be alpha-numeric,
hyphen, and underscore.

nfServiceConfigSet | JSON M Indicates JSON structure to hold different NFService

Data specific configurations.

createdTimestamp String Read Only Timestamp of the created record. This is not required in the
request, but it is present in the response.

updatedTimestamp String Read Only Timestamp of the updated record. This is not required in the

request, but it is present in the response.

The following table describes parameters of nfServiceConfigSetData:
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- ____________ ______________ |

Field Name

Data Type

Mandatory (M)
or Optional

(0)

Default Value

Range

Chapter 2
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Description

defaultPrior
ity

nt

M

NA

0-65535

Priority (relative to other NF
Services of the same type) in the
range of 0-65535, to be used for NF
Service selection. The lower values
indicate a higher priority. If priority
is present in either NF profile or
nfServiceList parameters, those will
have precedence over this value.
This default priority value shall be
used for NF service instance
selection only if priority is not
published by producer NFs while
registering with NRF in NF profile
(including both NF profile and
nfServiceList parameters).

defaultCapac
ity

nt

NA

0-65535

Capacity information in the range of
0-65535, expressed as a weight
relative to other NF service
instances of the same type. If
capacity is also present in either NF
profile or nfServiceList parameters,
those will have precedence over
this value.

This default capacity value shall be
used for NF service instance
selection only if capacity is not
published by producer NFs while
registering with NRF in NF profile
(including both NF profile and
nfServiceList parameters).

altRoutingDn
sSrvModeSupp
orted

boolean

false

true or false

Indicates whether alternate routing
is supported using DNS SRV.

loadBasedCon
gestionContr
olEnabled

boolean

true

true or false

Enables or disables congestion
control for the associated service.

nfServiceloa
dBasedConges
tionControlC
fg

String

NA

Name of the rule holding the
configuration of congestion control.
Based on the configuration under
this rule, congestion control will be
applied.

cbEnabled

boolean

false

true or false

Enables or disables circuit breaking
for the associated service.

cbRuleName

String

NA

Name of the rule holding the
configuration of circuit breaking.
Based on the configuration under
this rule, circuit breaking is
activated.

odEnabled

boolean

false

true or false

Enables or disables the Outlier
Detection feature.
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Field Name

Data Type

Mandatory (M)
or Optional

(0)

Default Value

Range

Description

odRuleName

String

(0]

NA

Name of the rule holding the
configuration of Outlier Detection.
Based on the configuration under
this rule, the Outlier Detection is
activated.

ociEnabled

boolean

false

true or false

Enables or disables OCI for the
associated service.

ociRuleName

String

NA

Name of the rule holding the
configuration of OCI. Based on the
configuration under this rule, OCl is
activated.

canaryReleas
eEnabled

boolean

false

true or false

Enables or disables canary traffic
for the associated service.

canaryReleas
eConfigName

String

NA

Name of the rule holding the
configuration of canary traffic.
Based on the configuration under
this rule, canary traffic routing is
activated.

nextHopSCP

Json

NA

Service specific configuration to
apply when routing to the next hop
SCP.

nextHopSEPP

Json

NA

Service specific configuration to
apply when routing to the next hop
SEPP.

Table 2-61 nextHopSCP

Field Name Data Type Mandatory (M) | Default Value |Range Description

or Optional

(0)
loadBasedCon [ boolean M true true or false Enables or disables congestion
gestionContr control for the associated service
olEnabled for the next hop SCP.
nfServiceloa | String o] NA - Name of rule holding the
dBasedConges configuration of congestion control.
tionControlC Based on configuration under this
fg Rule, congestion control will be

applied for next hop SCP.

Table 2-62 nextHopSEPP

Field Name Data Type Mandatory (M) | Default Value |Range Description

or Optional

©
loadBasedCon | boolean M true true or false Enables or disables congestion
gestionContr control for the associated service
olEnabled for the next hop SEPP.
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Table 2-62 (Cont.) nextHopSEPP

Field Name Data Type Mandatory (M) | Default Value |Range Description

or Optional

(0)
nfServiceloa | String o] NA - Name of the rule holding the
dBasedConges configuration of congestion control.
tionControlC Based on the configuration under
fg this rule, congestion control is

applied for the next hop SEPP.

2.6 Configuring NFTypes-NFServices

This section describes the NFTypes-NFServices REST API parameters configuration to add
new 3GPP defined NFs, custom NF types, and custom NF services in SCP.

@ Note

*  You must configure NFType and NFService parameters before configuring routing
related parameters and feature level parameters.

e apiName, NFType. and NFService values are not case-sensitive irrespective of the
scenarios they are configured.

»  SCP stores NFType value in uppercase, NFService and apiName values in
lowercase, irrespective of the scenarios they are configured.

» apiName received in RX request is always case-insensitive.

Resources

The following table describes the resource name to retrieve, add, or update nftypes-nfservices
configuration data:

Table 2-63 Resources

Resource Name Resource URI HTTP Method or Description
Custom Operation

nftypes-nfservices locscp/scpc-configuration/ GET *  Retrieves NF types and NF services
{version}/nftypes-nfservices configurations for given query
parameters.

e Retrieves all NF types and NF
services configurations if no query
parameter is used.

Query parameters are: nfType,

serviceName, and configName.

nftypes-nfservices locscp/scpc-configuration/ GET Retrieves NF type and NF service
{version}/nftypes-nfservices/ configuration for a given configName.
{configName}
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Table 2-63 (Cont.) Resources
|

Resource Name

nftypes-nfservices

Resource URI HTTP Method or Description
Custom Operation
locscp/scpce-configuration/ PUT *  Creates new NF type and NF service
{version}/nftypes-nfservices/ configurations. Ensure that NF type
{configName} and NF serviceName combination is
unique.

» Updates to NF type or NF service
fields of an existing configuration are

not allowed.
nftypes-nfservices /ocscp/scpce-configuration/ DELETE *  Removes NF type and NF service
{version}/nftypes-nfservices/ configurations for a given
{configName} configName.

*  Removal of parameters can only be
proceeded if no other table has a
reference to NF_TYPE and
SERVICE_NAME combination.

e Configuration containing nfType as
SCP cannot be removed.

Resource Definition

GET

This resource fetches the nftypes-nfservices configuration based on the query parameters.
Resource URI: Zocscp/scpc-configuration/{version}/nftypes-nfservices

The following table describes the data structures supported by the GET response body on this
resource:

Table 2-64 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description

y (M) or y

Optional

(0)
NfServiceWrapp | M 1..N 200 OK Indicates nftypes-nfservices configurations.
er

This resource fetches the nftypes-nfservices configuration based on the configName
parameter.

Resource URI: Zocscp/scpc-configuration/{version}/nftypes-nfservices/
{configName}

The following table describes the path parameter supported by this resource:
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Table 2-65 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Fetches configuration information for configName.

The following table describes data structures supported by the GET response body on these
resources:

Table 2-66 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
ymor |y
Optional
(0)
NfServiceWrapp | M 1 200 OK Indicates nftypes-nfservices configurations.
er
ProblemDetails |M 1 404 Not Found Indicates problem details.

This resource fetches all the nftypes-nfservices configurations based on configName, nfType,
and serviceName query parameters.

Resource URI: /ocscp/scpe-configuration/{version}/nftypes-nfservices?
configName={value}&nfType={value2}&serviceName={value3}

The following table describes the query parameters:

Table 2-67 Query Parameters
- ____________________________________________________________________|

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String (0] e Provide any number of query parameters (maximum three).
nfType String e) *  The request fetches configuration that matches three query parameters.
serviceName String (0]

The following table describes data structures supported by the GET response body on these
resources:

Table 2-68 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
yM)or |y
Optional
(0)
NfServiceWrapp | M 1 200 OK Indicates nftypes-nfservices configurations.
er
ProblemDetails |M 1 404 Not Found Indicates problem details.
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Sample of a Successful GET Response

curl -X "GET" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/nftypes-
nfservices/configl® -H "accept: application/json”

{
"configName": "configl",
"nfServiceData": {
"nfType": "UDM",
"serviceName'": "nudm-uecm",
"apiName': "apiNamel",
"serviceType": ["notification-message-service", "request-message-
service"]
1.
"createdTimestamp": "2024-04-24 14:50:56.0",
"updatedTimestamp": "2024-04-24 14:50:56.0"
}

Sample of an Error GET Response

curl -X "GET" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/nftypes-
nfservices/configl08® -H "accept:
application/json”

{
"title": "Not Found",

"status': 404",

"detail': "NfTypes-NfServices data not found against given configName.
Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nftypes-nfservices/configl08”,

"cause": "DATA_NOT_FOUND"

}

404 Error: Not Found

Sample 2 of an Error GET Response

curl -X "GET" "http://10.75.213.61:32586/0cscp/scpc-configuration/vl/nftypes-
nfservices?configName=configl08" -H "accept:
application/json”

{
"title": "Not Found",

"status': 404",

"detail": "NfTypes-NfServices data not found against given query
parameter(s). Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nftypes-nfservices/configl08”,

"cause": "DATA_NOT_FOUND"

}

404 Error: Not Found
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PUT
This resource configures nftypes-nfservices for given data.

Resource URI: Zocscp/scpc-configuration/{version}/nftypes-nfservices/
{configName}

The following table describes the data structures supported by the PUT response body on this
resource:

Table 2-69 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
NfServiceWrapp | M 1 200 OK Indicates nftypes-nfservices configurations to be
er added or modified.

This resource fetches the nftypes-nfservices configuration based on the configName
parameter.

Resource URI: Zocscp/scpc-configuration/{version}/nftypes-nfservices/
{configName}

The following table describes the path parameter supported by this resource:

Table 2-70 Path Parameter
- ]

Name Data Type | Mandator | Description
y (M) or
Optional
(©)
configName String M Key for PUT operation.

The following table describes data structures supported by the PUT response body on these
resources:

Table 2-71 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description
yM)or |y
Optional
(0)
NfServiceWrapp | M 1 201 Created Indicates new nftypes-nfservices configuration
er creation.
NfServiceWrapp | M 1 200 OK Updates the existing record.
er
ProblemDetails | M 1 400 Bad Request Indicates problem details.
ProblemDetails |M 1 403 Forbidden Updates the fields that cannot be modified.
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Sample of a Successful PUT Response

curl -X "PUT" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nftypes-nfservices/
configl® \
-H "accept: application/json® \
-H "Content-Type: application/json” \
-d "{
"configName": "configl",
"nfServiceData": {
"nfType": "UDM",
"serviceName'": "nudm-uecm",
"apiName': "apiNamel",
"serviceType": [
"notification-message-service",
"request-message-service"

1
}
3
{
"configName": "configl",
"nfServiceData": {
"nfType": "UDM",
"serviceName': "nudm-uecm",
"apiName': "apiNamel",
"serviceType": ["notification-message-service", "request-message-
service"]
1.
"createdTimestamp": "2024-04-24 14:50:56.0",
"updatedTimestamp": "2024-04-24 14:50:56.0"
}

Sample of an Error PUT Response

curl -X "PUT" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nftypes-nfservices/
config2® \
-H “"accept: application/json® \
-H "Content-Type: application/json® \
-d *{
"configName™: "config2",
"nfServiceData": {
"nfType™: "UDM",
"serviceName": "nudm-sdm”,
"apiName': "apiNamel",
"serviceType": [
"notification-message-service",
"request-message-service"
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}

3

{
"title": "Bad Request",
"status': 400,
"detail": "ApiName is not unique. Please refer to the User Guide.",
"instance": "/ocscp/scpc-configuration/vl/nftypes-nfservices/config2”,
"cause': "MANDATORY_IE_INCORRECT"

}

400 Error: Bad Request

Sample 2 of an Error PUT Response

curl -X "PUT" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nftypes-nfservices/
configl® \
-H "accept: application/json® \
-H "Content-Type: application/json” \
-d "{
"configName": "configl",
"nfServiceData": {
"nfType": "nfT2",
"serviceName": "nfsvcl”,
"apiName': "something",
"serviceType": []

}

reatedTimestamp": "string",
"updatedTimestamp": "string"

"title": "Forbidden",

"status': 403,

"detail": "NF Type and NF Service Name should not be modified for
existing configuration. Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nftypes-nfservices/configl”,

"cause': "MODIFICATION_NOT_ALLOWED"

}

403 Error: Forbidden

DELETE
This resource removes the nftypes-nfservices configuration based on configName.

Resource URI: /ocscp/scpc-configuration/{version}/nftypes-nfservices/
{configName}

The following table describes the path parameter supported by this resource:
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Table 2-72 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Removes configurations based on configName.

The following table describes the data structures supported by the DELETE response body on
this resource:

Table 2-73 Response Body Parameters
e

Data Type Mandator | Cardinalit | Response Codes Description
y (M) or y
Optional
©)
None - 1 204 No Content In successful cases, only response code is
returned.
ProblemDetails | M 1 404 Not Found Indicates the problem details.

Sample of a Successful DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nftypes-nfservices/
configl08® \
-H "accept: application/json® \
-H "Content-Type: application/json”

Response: 200 OK or 204 No
Content

Sample of an Error DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:32265/0cscp/scpc-configuration/vl/nftypes-nfservices/
configl08® \
-H “"accept: application/json® \
-H "Content-Type: application/json”

"title": "Not Found",

"status'': 404,

"detail": "NfTypes-NfServices data not found against given configName.
Please refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/nftypes-nfservices/configl08",

"cause": "DATA_NOT_FOUND"

}

404 Error: Not Found
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Data Model

The following table describes data model for request or response:

Table 2-74 NfServiceWrapper

Field Name Data Type Mandatory (M) [ Description
or Optional (O)

configName String M Unique configuration name to identify the record.
Number of characters is 256. Allowed character
combinations should be alpha-numeric, hyphen, and

underscore.

nfServiceData JSON M Provides configuration values of nfType, apiName,
serviceName, and serviceType.

createdTimestamp String Read Only Timestamp of the created record. This is not required in the
request, but it is present in the response.

updatedTimestamp String Read Only Timestamp of the updated record. This is not required in the

request, but it is present in the response.

The following table describes parameters of nfServiceData:

Table 2-75 nfServiceData Parameters

Field Name Data Type Mandatory (M) | Default Value |Range Description
or Optional
(0)
nfType String M NA Allowed The NF type for which routing
character options are configured. This is
combinations either 3GPP defined NFType as per
should be TS 29.510 or custom NFType.
alpha-numeric, |Length: 100
hyphen, and
underscore.
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Field Name Data Type Mandatory (M) | Default Value |Range Description
or Optional
(0)
serviceName | String M NA Allowed The NF service name for which
character routing options are configured.
combinations This is either 3GPP defined
should be serviceName as per TS29.510 or
alpha-numeric, | any custom service name.
hyphen, and For proxy network entities, such as
underscore. SCP and SEPP, serviceNanme
“default” is not | st pe configured only with
supported as & | poservice' value. Apart from SCP
Service name. | and SEPP, if a particular NFType
does not have NF Service,

‘noservice' keyword should be

provided for serviceName.

Note:

*  "noservice" is a keyword used
by SCP to indicate that the
corresponding has no
NFService.

*  If you have added an NFType
with serviceName as
"noservice", and want to add a
new serviceName for the
same NFType, follow these
steps:

1. Remove the NFType,
"noservice" entry.

2. Add NFType, <new
serviceName> entry
again.

Length: 100

apiName String (0] NA Allowed Ensure that the API name is unique

character across all records.

combinations In the absence of apiName, its

should be value is automatically configured as

alpha-numeric, | serviceName. This must be

hyphen, and configured if apiName and

underscore. serviceName values are different.
apiName must be defined if
apiName to be used in API URI for
this service APl is different from
serviceName published in NF

Profile.

When serviceName is set as

'noservice', apiName configuration

is not allowed.

Length: 256
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Table 2-75 (Cont.) nfServiceData Parameters

Field Name Data Type Mandatory (M) | Default Value |Range Description
or Optional
(0)
serviceType |Array(String) M ["notification- When this attribute is blank,
["'notificat |message- serviceType is automatically
ion- service", configured for both notification-
message- “request- message-service and request-
service" message- message-service.
" ’ service"] When NFType is SCP and SEPP,
request-

serviceType is configured for both

mess?ge: notification-message-service and
service"] request-message-service. When
or serviceName is set to 'noservice',
["notificat serviceType configuration is
ion- allowed to have only "notification-
message- message-service" value for NF
service"] other than SCP and SEPP. When

serviceName is set to 'noservice',
and serviceType is blank,
serviceType is automatically
configured to notification-message-
service only for NF other than SCP
and SEPP.

2.7 Configuring Canary Release Config Set

The canary-release REST API inspects the version (API version) attribute of the NF Service
profile published by the NFs during NF registration or update. It can identify the release as a
canary version if the version matches the configured value. There are two versions of API,
Production version (older version) and Canary version (newer version) of the service instance.
SCP distributes traffic between the Production version and the Canary versions based on
operator configuration.

The following sample REST messages provide the details about the operations and
parameters for CanarayRelease Options. The default values of parameters related to
CanaryRelease are mentioned in the following samples, however, you can modify these
values. These parameters are applicable at the pod level.

Resources

The following table describes the resource name to retrieve, add, or update canary-release
configuration data:

Table 2-76 Resources
|

Resource Name Resource URI HTTP Method or Description
Custom Operation
canary-release locscp/scpc-configuration/ GET Retrieves all stored canary release
{version}/canary-release configuration data.
canary-release /ocscp/scpce-configuration/ GET Retrieves canary release configuration
{version}/canary-release/ data for the given configName.
{configName}
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Table 2-76 (Cont.) Resources
|

Resource Name

Resource URI

HTTP Method or
Custom Operation

Chapter 2
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Description

canary-release

{configName}

locscp/scpce-configuration/
{version}/canary-release/

PUT

Creates new canary release config data.
Updates canary release data if the record
exists.

configName cannot be updated. The
default record
(defaultCanaryConfigName) can be
updated.

canary-release

{configName}

/ocscp/scpce-configuration/
{version}/canary-release/

DELETE

Removes canary release configuration
data for the given configName.

Cannot remove the records if it is used in
the
OCSCP_NF_SERVICE_CONFIG_SET
table.

The default record
(defaultCanaryConfigName) cannot be
deleted.

Resource Definition

GET

This resource fetches all the canary release configurations.

Resource URI: Zocscp/scpc-configuration/{version}/canary-release

The following table describes the data structures supported by the GET response body on this

resource:

Table 2-77 Response Body Parameters

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
canaryReleaseD | M 1.N 200 OK Fetches all canary release data record.
ata

This resource fetches the canary release configuration based on configName.

Resource URI: Zocscp/scpc-configuration/{version}/canary-release/

{configName}

The following table describes the path parameter supported by this resource:

Table 2-78 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Fetches configuration information for configName.
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The following table describes data structures supported by the GET response body on these
resources:

Table 2-79 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description
yM)or |y
Optional
(0)
canaryReleaseD | M 1 200 OK Indicates canaryReleaseData configurations.
ata
ProblemDetails |M 1 404 Not Found Indicates problem details.

Sample of a Successful GET Response

curl -X "GET" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
canary-release/configl® \
-H "accept: application/json*

{
"configName": "configl",
"canaryData'": {
"apiFullVersion": "2.0.0",
"canaryTraffic": 5
s
"createdTimestamp": "2024-04-24 14:50:56.0",
"updatedTimestamp": "2024-04-24 14:50:56.0"
}

Sample of an Error GET Response

curl -X "GET" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
canary-release/configl™ \
-H "accept: application/json*

"title": "Not Found",

"status": 404,

"detail”: "Canary release data not found against given configName. Please
refer to the User Guide.",

"instance™: "/ocscp/scpc-configuration/vl/canary-release/configl”,

"cause': "DATA_NOT_FOUND"

}

404 Error: Not Found

PUT
This resource configures canary release configuration for given data.

Resource URI: /ocscp/scpc-configuration/{version}/canary-release/
{configName}
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The following table describes the path parameter supported by this resource:

Table 2-80 Path Parameter
- |

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Unique identifier for the record configName.

The following table describes the data structures supported by the PUT request body on this
resource:

Table 2-81 Request Body Parameters
|

Data Type Mandator | Cardinalit | Description
yMor |y
Optional
(0)
canaryReleaseData M 1 The canaryRelease data to be added or updated.

The following table describes data structures supported by the PUT response body on these
resources:

Table 2-82 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
canaryReleaseD | M 1 200 OK Indicates successful update of canary release
ata configurations.
canaryReleaseD | M 1 201 Created Indicates successful creation of canary release
ata configurations.
ProblemDetails | M 1 400 Bad Request Indicates the problem details.

Sample of a Successful PUT Response

curl -X "PUT" \
"http://10.75.224.103:30937/0cscp/scpc-configuration/vl/canary-release/
configl® \
-H “"accept: application/json® \
-H "Content-Type: application/json® \
-d {
"configName": "configl",
"canaryData": {
"apiFullVersion": "2.0.0",
"canaryTraffic": 5

"configName": "configl",
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"canaryData": {
"apiFullVersion": "2.0.0",
"canaryTraffic": 5

},

"createdTimestamp™: "2024-08-02 09:47:12",

"updatedTimestamp™: "2024-08-02 09:47:12"

Sample of an Error PUT Response

curl -X "PUT" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
canary-release/configl® \
-H "accept: application/json® \
-H "Content-Type: application/json” \
-d "{
"configName": "configl",
"canaryData": {
"apiFullVersion": "adfasdfldksfa;sdfk;asdlfasdfljsadf",
"canaryTraffic": 5

"title": "Bad Request",

"status': 400,

"detail": "Field apiFullVersion format is incorrect. Please refer to the
user guide.",

"instance": "/ocscp/scpc-configuration/vl/canary-release/configl",

"cause': "INVALID_VALUE"

}

400 Error: Bad Request

DELETE
This resource removes all the canary release configuration based on configName.

Resource URI: Zocscp/scpc-configuration/{version}/canary-release/
{configName}

The following table describes the path parameter supported by this resource:

Table 2-83 Path Parameter

Name Data Type | Mandator | Description
y (M) or
Optional
(0)
configName String M Removes configurations based on configName.

The following table describes the data structures supported by the DELETE response body on
this resource:
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Table 2-84 Response Body Parameters
|

Data Type Mandator | Cardinalit | Response Codes Description

yM)or |y

Optional

(0)
NA M 1 204 No Content Successful deletion of nfServiceConfigData.
ProblemDetails |M 1 404 Not Found Indicates the problem details.
ProblemDetails | M 1 403 Forbidden Indicates the problem details.

Sample of a Successful DELETE Response

curl -X "DELETE® \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
canary-release/configl® \
-H “"accept: application/json®

204 No Content

Sample of an Error DELETE Response

curl -X "DELETE" \ "http://10.75.224.103:32265/0cscp/scpc-configuration/vl/
canary-release/configl® \
-H "accept: application/json*

"title": "Not Found",

"status": 404,

"detail": "Canary release data not found against given configName. Please
refer to the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/canary-release/configl",

"cause': "DATA_NOT_FOUND"

}

404 Error: Not Found

Sample 2 of an Error DELETE Response

curl -X "DELETE" \
"http://10.75.224.103:30937/0cscp/scpc-configuration/vl/canary-release/
defaultCanaryConfigName® \
-H "accept: application/json*

"title": "Forbidden",

"status": 403,

"detail": "The default configuration cannot be deleted. Please refer to
the User Guide.",

"instance": "/ocscp/scpc-configuration/vl/canary-release/
defaultCanaryConfigName",

"cause': "DATA_CANT_DELETED"
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}

403 Error: Forbidden

Data Model

The following table describes data model for request or response:

Table 2-85 canaryReleaseData

Field Name Data Type Mandatory (M) | Description
or Optional (O)
configName String M Unique configName key to identify canary release
configuration.
Allowed character combinations should be alpha-numeric,
hyphen, and underscore.
canaryData JSON M JSON containing apiFullVersion of canaryTraffic.
createdTimestamp | String Read Only Timestamp of the created record. This is not required in the
request, but it is present in the response.
updatedTimestamp | String Read Only Timestamp of the updated record. This is not required in the
request, but it is present in the response.

The following table describes parameters of canaryData:

Table 2-86 canaryData

Field Name Data Type Mandatory (M) | Default Value |Range Description

or Optional

(0)
apiFullVersi | String M NA - API version to redirect requests.
on
canaryTraffi |int M NA 0-100 Represents percentage of traffic to
c be routed.

2.8 Configuring NF Topology Groups

This section describes the configuration on Service Communication Proxy (SCP), which allows
SCP to:

« determine the 5G topology from NRF and use it for creating the routing rules.

e stop determining the 5G topology information from NRF and utilize the user configured or
updated NF profiles.

5G Topology Source Information

SCP uses this configuration to determine the 5G topology source, and to create the routing
rules accordingly.

TopologySourcelnfo
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Table 2-87 TopologySourcelnfo
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NF Type (M)

5G topology source (M)

e All 3gpp 5G defined NF types

String: NFType

e Custom NF types

— As defined in TS29.510 section 6.1.6.3.3

*  NRF (default)
— learning from NRF

« LOCAL

Enumeration: TopologySource

Table 2-88 Enumeration: TopologySource

Enumeration Value

Description

"NRF"

SCP 5G Topology information source is NRF.

"LOCAL"

SCP 5G Topology information source is user

configured and not from NRF.

This status may result from an NF service failure
and may trigger restoration procedures. For more
information, see clause 6.2 of 3GPP 23.527 [27].
e Transition from NRF ==> LOCAL: Stop
learning from NRF and use available,
modified, or created information from SCP.

«  Transition from LOCAL ==> NRF: Start
learning from NRF and create the routing rules
accordingly. In this scenario statically
configured NF rules may get deleted because
their information is not available in NRF.

Table 2-89 Resources and Methods Overview

Resource Resource URI | HTTP Method | Request Body, | Response Description
Name or Custom Query Status Code,
Operation Parameters Body
topologysource | {apiroot}/ocscp/ | PUT Body 200 OK Create or update
scpe- «  TopologyS the topology
configuration/vl ource source
/ information for all
topologysourcei the NF types.
nfo
topologysource | {apiroot}/ocscp/ | GET Query Read the
scpc- Parameters topology source
configuration/vl . NFType information for all
/ the NF types.
topologysourcei
nfo
NFtopologysour | {apiroot}/ocscp/ | PUT Body 200 OK Create or update
ce scpe- . «  TopologyS the topology
(individual NF | configuration/vl ource source
types) information for a
topologysource/ specific NF type.
{NFType}
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Resource Resource URI |HTTP Method |Request Body, | Response Description
Name or Custom Query Status Code,
Operation Parameters Body

NFtopologysour | {apiroot}/ocscp/ | GET Query Read the
ce scpc- Parameters topology source
(individual NF | configuration/vl «  NFType information for a
types) specific NF type.

topologysource/

{NFType}

5G NF Topology Information

This information is used for configuring 5G NF profiles for the NF whose source has been set
to "Local". When the learning source is set to "Local", users can modify the 5G NF profile
irrespective of whether they are learned from NRF, that is, source="NRF', or configured
statically, that is, source='Local'.

@ Note

By setting the source to Local, the system does not delete already determined profiles.

Table 2-90 Parameters for NF Topology Groups
|

Resour | Resources and Methods HTTP Request Body, Response Status | Descrip
ce Overview Method | Query Code, Body tion
Name or Parameters
Custom
Operati
on
nf- {apiRoot}/ocscp/scpc- GET Query Parameters [+ 200, OK, Read a
instance | configuration/vl/nf-instances/ *  NFType SearchResult. | collectio
s (Store) .  ServiceName For more n of NF
. NF instance Id information, Instance
e Max number of see S:
NF profiles Table 2-92.
For more * 400 Bad
information, see Request, .
Query Parameters. SProbIemDetan
e 500 Internal
server error,
ProblemDetail
s

Cloud Native Core, Service Communication Proxy REST Specification Guide
G18280-01
Copyright © 2021, 2025, Oracle and/or its affiliates.

September 3, 2025
Page 118 of 430



ORACLE’

Table 2-90 (Cont.) Parameters for NF Topology Groups

Chapter 2

Configuring NF Topology Groups

Resour
ce
Name

Resources and Methods
Overview

HTTP
Method
or
Custom
Operati
on

Request Body,

Query
Parameters

Response Status
Code, Body

Descrip
tion

nf-
instance
s (Store)

{apiRoot}/ocscp/scpc-
configuration/vl/nf-instances/

GET

Query Parameters

. NFType (M)

e array(ServiceN
ame) (O)

200, OK,
uriList, For
more
information,
see

Table 2-93.

— The
response
body
contains a
" links"
object
containing
the URI of
each NF
in the
SCP, or
an empty
object if
there are
no NFs to
return in
the query
result, that
is,
because
there are
no
learned or
configured
NFs in the
SCP, or
because
there are
no
matching
NFs of the
type
specified
in the "nf-
type"
query
parameter

e 400 Bad
Request,
ProblemDetail
s

. 500 Internal
Server error,

Read a
collectio
n of NF
Instance
Id.
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Table 2-90 (Cont.) Parameters for NF Topology Groups

Chapter 2
Configuring NF Topology Groups

Resour |Resources and Methods HTTP Request Body, Response Status | Descrip
ce Overview Method | Query Code, Body tion
Name or Parameters
Custom
Operati
on
ProblemDetail
s
nf- {apiRoot}/ocscp/scpc- GET Query Parameters | 200 OK, NFProfile | Read
instance | configuration/vl/nf-instances/ e nla the
(Docum | {nflnstancelD} Body profile of
ent) e nla a given
NF
Instance
nf- {apiRoot}/ocscp/scpc- PUT Body 200 OK, NFProfile | Register
instance | configuration/vl/nf-instances/ *  NFProfile 201 Created, or
(Docum | {nfinstancelD} NFProfile configur
ent) ein SCP
a new
NF
Instance
, or
replace
the
profile of
an
existing
NF
Instance
, by
providin
g an NF
profile.
nf- {apiRoot}/ocscp/scpc- PATCH | Body e 200 OK, Modify
instance | configuration/vl/nf-instances/ *  PatchDocume NFProfile the NF
(Docum | {nflnstancelD} ntltcontains [« 204, NO profile of
ent) the list of content an
changes to be existing
made to the NF
profile of the Instance
NF Instance,
according to
the JSON
PATCH format
specified in
IETF RFC
6902.
nf- {apiRoot}/ocscp/scpc- DELETE | Query e 204,NO Deregist
instance | configuration/vl/nf-instances/ * nla content eror
(Docum | {nfinstancelD} Body delete
ent) e nla from
SCP a
given NF
Instance
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Query Parameters

Table 2-91 Query Parameters

Chapter 2
Configuring NF Topology Groups

Name Data Mandat | Cardina | Description Applicability
Type ory (M) | lity
or
Optiona
1(0)
nf-type |NFType |M 1 This IE shall contain the NF | NF type of the NF Instances
type of the NF Service whose status is requested to
Producer being queried. be monitored.
service- |array(Se | O 1..N If included, this IE contains an | Service name offered by the
names |rviceNa array of service names for NF Instances whose status is
me) which SCP is queried to requested to be monitored.
provide the list of NF profiles. | This parameter is optional but
SCP returns the NF profiles | if provided it returns with NF
that have at least one NF profile information.
service matching the NF
service names in this list. If
not included, the NRF returns
all the NF service names
registered in the NF profile.
nf- Nflnstan | O 0.1 Identity of the NF instance NF Instance ID of the NF
instance | celd being queried. Instance whose status is
-id requested to be monitored.
limit integer | O 0.1 Maximum number of Query-Params-Ext1.
NFProfiles to be returned in
the response.

SearchResult

Table 2-92 SearchResult

Attribut | Data Mandat | Cardina | Description
e name |type ory (M) | lity
or
Optiona
I(0)
nfinstan | array(NF | M 1..N It contains an array of NF Instance profiles, matching the
ces Profile) search criteria indicated by the query parameters of the query
request. An empty array means there is no NF instance that
can match the search criteria.
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uriList

Table 2-93 uriList
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Attribut | Data type Mandat | Cardina | Description
e name ory (M) |lity
or
Optiona
1(0)
_links map(LinksValueSc | O 1.N For the description of the members, see clause
hema) 4,9.4 of 3GPP TS 29.501.

Configuring NFProfile

Following are the minimum information required by SCP for statically configuring the NFProfile.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-94 Configuring NFProfile
e ________________ |

Attribute name Data Mandato | Cardinali | Description
type ry (M)or |ty
Optional(
0)
nfinstanceld String M Identity of the NF instance being queried.
nfType NFType |M This IE contains the NF type of the NF
Service Producer being queried.
nfStatus NFStatus | M 1 This contains the NF status of NF Service
Producer.
nsiList array(Stri | O 0..N Returned when SMF is provided as the
ng) NFType.
fqdn String (@) 1 FQDN of the NF.
pimnlist array(PIm | O 1 PLMN(s) of the Network Function: This IE
nid) shall be present if the information is available
for the NF. For a Self SCP, it represents the
list of PLMNs served by the SCP.
interPImnFqdn String (0] 0.1 If the NF needs to be discovered by other
NFs in a different PLMN, then an FQDN that
is used for inter-PLMN routing.
ipv4Addresses array(Stri | O 0..N IPv4 addresses of the NF.
ng)
priority Integer O 0.1 Priority (relative to other NFs of the same
type) in the range of 0-65535, to be used for
NF selection; lower values indicate a higher
priority.
locality String o] 0.1 Operator defined information about the
location of the NF instance.
Note: This value is case-sensitive.
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Table 2-94 (Cont.) Configuring NFProfile

Attribute name

Data
type

Mandato
ry (M) or
Optional(
0)

Cardinali
ty

Chapter 2
Configuring NF Topology Groups

Description

udminfo

UDMInfo

o

0.1

Specific data for the UDM (ranges of SUPI,
group ID...).

ausfinfo

AUSFInfo

Specific data for the AUSF (ranges of SUPI,
group ID...).

amfinfo

AMFInfo

Specific data for the AMF (AMF Set ID, ...).

smfinfo

SMFInfo

Specific data for the SMF (DNN's, ...).

pcfinfo

PCFInfo

Specific data for PCF.

chflnfo

CHFInfo

Specific data for CHF.

nfServices

array(NF
Service)

O0|0|0|0|0O

o|le|e|e|e
Z|k|k|k|R

List of NF Service Instances. It includes the
services produced by the NF that can be
discovered by other NFs, if any.

nrfRegionOrSetld

String

If not provided, it is taken as "default". It must
lie under supportedNRFRegionOrSetldList of
SCP profile, otherwise the Profile is rejected.
If supportedNRFRegionOrSetldList of SCP
profile is not provided, it must be left empty.
If supportedNRFRegionOrSetldList of SCP
profile is provided, then it must be set to any
one of the configured nrfRegionOrSetid.

It is the Setld of NRF to which the profile
belongs to.

Note: nrfRegionOrSetld is an SCP
introduced parameter and used only for NRF
profiles or Statically configured profiles.

nfSetldList

List

Set ID to which NF belongs to.

capacity

Integer

Static capacity information in the range of
0-65535, expressed as a weight relative to
other services of the same type.

load

Integer

Dynamic load information, ranged from O to
100, indicates the current load percentage of
the NF service.

servingScope

String

An SCP parameter that is used only for NRF
profiles or statically configured profiles.

If it is not provided, it is considered as
"default”. It must remain under servingScope
of SCP, otherwise the profile is rejected.

If servingScope of SCP is not provided, then
it must be left blank.

If servingScope of SCP is provided, it must
be set to any one of the configured
servingScope.

custominfo

String

0.1

Provides custom information for an NF.
It is applicable only for SCP or
CUSTOM_ORACLE_SCP NF types.

Configuring UDMinfo

Following are the minimum information required by SCP for statically configuring UDMInfo.
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@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-95 Configuring UDMInfo
|

Attribute name Data Mandat | Cardina | Description
type ory (M) |lity
or
Optiona
1(0)
supiRanges array(Su | O 0..N List of SUPI ranges whose profile data is available
piRange in the UDM instance.
)
gpsiRanges arrray(ld | O 0..N List of GPSI ranges whose profile data is available
entityRa in the UDM instance.
nge)

Configuring AUSFInfo

Following are the minimum information required by SCP for statically configuring AUSFInfo.

@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-96 Configuring AUSFInfo
|

Attribute name Data Mandat | Cardina | Description
type ory (M) |lity
or
Optiona
1(0)
supiRanges array(Su | O 1.N List of SUPI ranges that can be served by the
piRange AUSF instance. If not provided, the AUSF can
) serve any SUPI.
routinglndicators array(Str | O 0..N List of Routing Indicator information that allows to
ing) route network signaling with SUCI (see 23.003
[12]) to the AUSF instance. If not provided, the
AUSF can serve any Routing Indicator.
Groupld String (0] 0.1 Identifier of the AUSF group. If not provided, the
AUSF instance does not pertain to any AUSF
group.

Configuring AMFInfo

Following are the minimum information required by SCP for statically configuring AMFInfo.
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@® Note

The parameters mentioned in the following table are according to the 3GPP TS 29.510
specification and SCP uses only these parameters.

Table 2-97 Configuring AMFInfo
|

Attribute name Data Mandat | Cardina | Description
type ory (M) |lity
or
Optiona
1(0)
guamiList array(Gu | M 1.N List of supported GUAMIs.
ami)

Configuring SMFInfo

Following are the minimum information required by SCP for statically configuring SMFInfo.

@® Note

The parameters mentioned in the following 