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Preface

«  Documentation Accessibility

« Diversity and Inclusion

e Conventions

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

Below table provides information about the acronyms used in the document.

Table Acronyms

Acronym Definition

AMF Access and Mobility Management Function

BSF Oracle Communications Cloud Native core Binding Support
Function

CHF Charging Function

CM Configuration Management

CUSTOMER_REPO

Docker registry address including the port number, if the docker
registry has an associated port.

IMAGE_TAG Image tag from release tar file. You can use any tag number.
However, make sure that you use that specific tag number while
pushing docker image to the docker registry.

MCC Mobile Country code

METALLB_ADDRESS_POOL

Address pool which configured on metallb to provide external
IPs.

MNC Mobile Network code

NRF Network Repository Function

PCF Policy Control Function

REST API Representational State Transfer Application Program Interfaces
(REST API)

CNPCRF Cloud Native Policy and Charging Rules Function

SAN Subject Alternate Name

SMF Session Management Function

UDR Unified Data Repository
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What's New In This Guide

This section introduces the documentation updates for release 25.1.2xx.

Release 25.1.201 - G25512-02, January 2026

There is no change to this document in this release.

Release 25.1.200 - G25512-01, July 2025

* Added the Diameter Gateway Congestion Migration APIs to support data migration of
Diameter Gateway service congestion control configurations.

* Added the Bulwark Congestion Migration APIs to support data migration of Bulwark service
congestion control configurations.

* Updated the following APIs for Supports Traffic Detection on SMF-N7 and TDF using
Sd Interface feature:

— Updated the Pol i cy Session Viewer APls API's sessi onType parameter to handle
SM TDF_Sessi on in Session Viewer API section.

— Added the Audi t Tdf Sessi on parameter in Session Management Service API section
to support auditing of TDF stale sessions.

— Added the PCF Traffic Profile ADC Rule APIs for configuring the Traffic profile with
ADC rules for PCF.

— Added the PCF Predefined ADC Rule APIs for configuring the predefined ADC rule for
PCF.

— Added the PCF Predefined ADC Rule Base APIs for configuring the predefined ADC
rule base for PCF.

« Updated the following APIs for Supports Reattempt after Backoff during N1N2
Communication feature.

— Added the Timer Service APIs to provide timer related configurations.
— Added the Mated Region APIs to provide mated region configurations.
— Added the Site Fallback APIs to provide site fallback configurations.

— Updated the Recreate Attenpts APIs in Recreate Attempts Profile section with
following request/response body parameters:

* reattenpt ErrorCodeSettings
* rateLimtSettings

— Updated the i nt er f aceType parameter in Recreate Attempts Profile section to support
AMF and NRF values.

— Updated the Pol i cy NF Communi cation Profiles APIs in NE Communication Profiles
section with r eat t enpt Set t i ngs request/response body parameter.

e Updated the GET, POST, PUT, and DELETE Custom Vendor to new APIs.
e Updated the GET, POST, PUT, and DELETE Time Period to new APIs.
e Updated the GET, POST, PUT, and DELETE Media Profile to new APIs.
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Added the Diameter Gateway Congestion Migration APIs to provide support for data
migration between older versions of Diameter Gateway Congestion Control feature, to the
current Diameter Gateway Congestion Control feature in Policy 25.1.200.

Updated the following API's sample payload information for UDR Connector, CHF
Connector, Diameter Connector, Diameter Gateway, Notifier, and AM services in
Congestion Control section.

Congestion Control Configurations

Congestion Control Threshold Profile
— Inport/Export Congestion Control Settings

I nport/Export Congestion Control Threshold Profiles

Updated the following API's sample payload information for UDR Connector, CHF
Connector, Diameter Connector, Diameter Gateway, Notifier, and AM services in
Congestion Control Load Shedding Profiles section.

— Congestion Control Load Shedding Rul es
— Congestion Control Load Shedding Profiles
— Inport/Export Congestion Control Load Shedding Rul es

Updated the Congestion Control Load Sheddi ng Rul es APIs in Congestion Control Load
Shedding Profiles section with following request/response body parameters:

— discardPriorityPercentage.range
— discardPriorityPercentage. percentage

Updated the Dat a Sour ces APIs in Data Sources section with LdapRet ry request/response
body parameters.

Updated the UE Pol i cy APIs in UE Policy section with the following request/response body
parameters:

— amf.enableConsolidation
— allowT3501RetransmissionConsolidation

Added the Rx Reauth Profiles section to provide the details of Rx reauth profiles.

Added the following parameters to Binding Service:
— revalidateEnable
— bsfRetryProfRevalid

Added Diameter Connector to describe the parameters in configuring Diameter Connector
service.

Added PDS UE ID Configuration Settings, which is used to configure UE ID based query
on PolicyDS database.

Removed Pod Protection at Ingress Gateway section from Common Services REST
Specifications, as currently Policy supports configuring pod protection at Ingress Gateway
only through REST API.

Updated Diameter Settings to replace congesti onMessagePriorityProfil e parameter
under Di anBet t i ngsCongesti onControl and over| oadMessagePriorityProfile
parameter under Di anSet ti ngsOver | oadCont rol with nessagePri ority to configure the
message priority profile name for congestion control and overload control.
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Introduction

This document provides information about how to configure the services and manageable
objects in Oracle Communications Cloud Native Core Converged Policy using
Representational State Transfer Application Program Interfaces (REST API).

1.1 Overview

The Policy solution provides a standard policy design experience and a consistent user
experience. This solution supports both 4G and 5G networks. In addition, there is an overlap in
PCF and PCRF functionalities, such as need for a policy engine, policy design, Rx, similarity
between Sy and Nchf_Spending LimitControl, and so on. Policy utilizes this overlap to build
microservices that can be used for providing PCRF and PCF functionalities. Although, it is a
unified policy solution, you can deploy PCF and PCRF independently.

Policy is a functional element for policy control decision and flow based charging control
functionality. It provides the following functions:

Policy rules for application and service data flow detection, gating, QoS, and flow based
charging to the Session Management Function (SMF)

Access and Mobhility Management related policies to the Access and Mobility Management
Function (AMF)

UE Route Selection Policies (URSP) rules to User Equipement (UE) through AMF

Access to subscription information relevant for policy decisions in a Unified Data
Repository (UDR)

Network control for service data flow detection, gating, and Quality of Service (QoS)
Flow based charging towards the Policy and Charging Enforcement Function (PCEF)

Receiving session and media related information from Application Function (AF) and
informing AF of traffic plane events

Provision of PCC Rules to PCEF through the Gx reference point

The CNC Policy supports the above functions through the following services:

Session Management Service
Access and Mobility Service

Policy Authorization Service

User Equipment (UE) Policy Service
PCRF Core Service

Binding Service

Policy Data Source Service

Usage Monitoring Service

Notifier Service

NWDAF Agent
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ORACLE Chapter 1
References

@® Note

The performance and capacity of the Policy system may vary based on the Call
model, Feature/Interface configuration, underlying CNE and hardware environment,
including but not limited to the complexity of deployed policies, policy table size ,
object expression and custom json usage in policy design.

For more information about the Policy supported services, see Oracle Communications Cloud
Native Core, Converged Policy User's Guide.

1.2 References

Refer the following documents for more information about Policy:

e Oracle Communications Cloud Native Core, Converged Policy User's Guide

e Oracle Communications Cloud Native Core, Converged Policy Installation, Upgrade and
Fault Recovery Guide

1.3 OpenAPI Specification

Policy supports the OpenAPI version 1.0.0.

Cloud Native Core, Converged Policy REST Specification Guide
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Policy REST Specifications

This chapter provides information about REST specifications used in Oracle Communications
Cloud Native Core, Converged Policy (Policy).

@® Note

action is a query parameter that has been provided for each individual import api,
which can either have replace or ignore value. If the action parameter is not
provided, then the default value is ignore.

2.1 PCF Traffic Profile ADC Rule

Table 2-1 PCEF traffic for adc rule APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get Traffic ADC Rule | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/

policydata/pcfsm/
adctrafficrules/
{trafficAdcRuleName}

Update Traffic Adc PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Rule configuration/vl/
policydata/pcfsm/
adctrafficrules/
{trafficAdcRuleName}

Delete Traffic ADC DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Rule configuration/vl/
policydata/pcfsm/
adctrafficrules/
{trafficAdcRuleName}

Create Traffic ADC POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule configuration/vl/
policydata/pcfsm/
adctrafficrules

Get and Update Operations

Table 2-2 TrafficAdcRule Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

teld string M

description string (0]

Cloud Native Core, Converged Policy REST Specification Guide
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Chapter 2
PCF Traffic Profile ADC Rule

Table 2-2 (Cont.) TrafficAdcRule Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

param.diameter.adcRule string (0]
.name
param.diameter.adcRule string (@)
.maxAuthUL
param.diameter.adcRule string O
.maxAuthDL
param.diameter.adcRule string 0]
.MonitoringKey
param.diameter.adcRule string: Enum o Allowed values:
.FlowStatus 0

e 1

e 2

« 3
param.diameter.adcRule string 0]
.tdfApplicationldentifier
param.diameter.adcRule string: Enum o Allowed values:
.tdfRedirectSupport 0

e 1

e 2
param.diameter.adcRule string : Enum 0] Allowed values:
tdfRedirectAddressType 0

« 1

e 2

e 3

e 4
param.diameter.adcRule string @)
.tdfRedirectServerAddre
ss
param.diameter.adcRule string : Enum 0] Allowed values:
.tdfMuteNotification 0

« 1
param.diameter.adcRule string (0]
.Serviceldentifier
param.diameter.adcRule string o
.RatingGroup
param.diameter.adcRule string : Enum O Allowed values:
.ReportingLevel e 0

o 1

e 2
param.diameter.adcRule string : Enum (@) Allowed values
.Online - 0

o 1

e 2
param.diameter.adcRule string : Enum o Allowed values
.Offline - 0

e 1

e 2
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Chapter 2

PCF Traffic Profile ADC Rule

Table 2-2 (Cont.) TrafficAdcRule Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
param.diameter.adcRule string : Enum (@) Allowed values:
.MeteringMethod 0

o 1
e 2
« 3
« 3
param.diameter.adcRule string (0]
.Precedence

A sample of the request or response body:

"nane": "string",

"description": "string",

"param di anet er. adcRul e. name": "string",

"param di anet er. adcRul e. maxAut hUL": "4292566642",

"param di anet er. adcRul e. maxAut hDL": "4294206946",

"param di anet er. adcRul e. Moni t ori ngKey": "string",

"param di anet er. adcRul e. Fl owSt atus": "0",

"param di anet er. adcRul e. tdf Applicationldentifier": "string",
"param di anet er. adcRul e. t df Redi r ect Support": "0",

"param di anet er. adcRul e. t df Redi rect AddressType": "0",
"param di anet er. adcRul e. t df Redi rect Server Address": "string",
"param di anet er. adcRul e. tdf Mut eNoti fication": "0",

"param di anet er. adcRul e. Servi celdentifier": "56562570273140140",

"param di anet er. adcRul e. Rati ngG oup":

"834230701429507004586357990032488266149954030625803028841937860169",

"param di anet er. adcRul e. ReportingLevel ": "0",
"param di anet er. adcRul e. Onl i ne": "0",

"param di aneter. adcRul e. O0ffline": "0",
"param di anet er. adcRul e. Met eri nghet hod": "0",
"param di anet er. adcRul e. Precedence":

"082282151896732255224072394658191119482788772631487340307602311123858135"

}

Import or Export PCF traffic profile ADC rule APIs

Table 2-3 Import or Export PCF traffic profile ADC rule APIs

API Name Request Type Request Url Possible Result Code
Import Traffic Adc Rule  POST {apiRoot}/oc-cnpolicy- See Table A-3
configuration/vl/
policydata/pcrf/adcrules/
import
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Chapter 2

PCF Traffic Profile ADC Rule

Table 2-3 (Cont.) Import or Export PCF traffic profile ADC rule APIs
|

API Name Request Type Request Url Possible Result Code
Export Traffic Adc Rule  GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/
policydata/pcrf/adcrules/
export

Table 2-4 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M

sourceVersion String M Build version

date String M Date in pattern "yyyy-

MM-dd'T'HH:mm:ss'Z"
exportData M
errors

A sample of the import or export request:

—

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [

{

"name": "string",

"description":

"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .

"string",
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.

nane": "string",

maxAut hUL": "4264534498",

maxAut hDL": "4293625992",

Moni tori ngKey": "string",

Fl owStatus": "0",

tdf Applicationldentifier": "string",
t df Redi r ect Support": "0",

t df Redi r ect Addr essType": "0",

t df Redi rect Server Address": "string",
tdf MuteNotification": "0",

Serviceldentifier": "27725208328769",
RatingG oup": "50423799",
ReportingLevel ": "0",

Oline": "0",

Ofline": "0",

Met eri ngMet hod": "0",

Precedence":

"616801263210908668475153217630024988"

1
]!
"errors": [
{
"name": "string",
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"message”: "string"
}
]
}

2.2 PCF Predefined ADC Rule

Table 2-5 PCF Predefined ADC Rule APIs

Chapter 2
PCF Predefined ADC Rule

HTTP Method or
Custom Operation

Description Resource URI

Possible Result Code

Get Predefined Adc GET

Rule

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
predefinedadcrules/
{predefinedAdcRuleNa
me}

See Table A-1

Update Predefined PUT

Adc Rule

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
predefinedadcrules/
{predefinedAdcRuleNa
me}

See Table A-2

Delete Predefined Adc | DELETE

Rule

/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
predefinedadcrules/
{predefinedAdcRuleNa
me}

See Table A-4

Create Predefined Adc | POST

Rule

{apiRoot}/oc-cnpolicy-
configuration/v1/
policydata/pcfsm/
predefinedadcrules

See Table A-3

Get and Update Operations

Table 2-6 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

diameter predefined string (@)

ADC rule profile name

diameter predefined string (0]

ADC rule name

diameter predefined string (@)

ADC rule profile

description

A sample of the request or response body:

{ n

"diameter predefined ADC rule profile name": "string",
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PCF Predefined ADC Rule

"di ameter predefined ADC rul e name": "string",
"diameter predefined ADC rule profile description": "string"

}

Import or Export PCF predefined ADC rule APIs

Table 2-7 Import or Export PCF predefined ADC ruel APIs

API Name Request Type Request Url Possible Result Code
Import Predefined Adc  POST {apiRoot}/oc-cnpolicy- See Table A-3
Rule configuration/vl/

policydata/pcfsm/
predefinedadcrules/

import
Export Predefined Adc  GET {apiRoot}/oc-cnpolicy- See Table A-1
Rule configuration/vl/

policydata/pcfsm/
predefinedadcrules/
export

Table 2-8 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M

sourceVersion String M Build version

date String M Date in pattern "yyyy-

MM-dd'T'HH:mm:ss'Z"
exportData M
errors

A sample of the import or export request:

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [
{
“di ameter predefined ADC rule profile name": "string",
“di amet er predefined ADC rule nane": "string",
“di ameter predefined ADC rule profile description": "string"
}
1,
"errors": [

{

nane": "string",
"message”: "string"
}
]
}
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2.3 PCF Predefined ADC Rule Base

Table 2-9 PCF predefined adc rule base APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Predefined Adc GET {apiRoot}/oc-cnpolicy- | See Table A-1

Rule Base configuration/vl/

policydata/pcfsm/
predefinedadcrulebase

s/

{predefinedAdcRuleBa

seName}
Update Predefined PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Adc Rule Base configuration/vl/

policydata/pcfsm/
predefinedadcrulebase

s/

{predefinedAdcRuleBa

seName}
Delete Predefined Adc | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Rule Base configuration/vl/

policydata/pcfsm/
predefinedadcrulebase

s/

{predefinedAdcRuleBa

seName}
Create Predefined Adc | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule Base configuration/vl/

policydata/pcfsm/
predefinedadcrulebase
s

Get and Update Operations

Table 2-10 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string (0]

diameter predefined string (@)

ADC rule base name

param.diameter.adcPred string (0]
efBaseRule.description

A sample of the request or response body:

{
"name": "string",
"di aneter predefined ADC rul e base name": "string",

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 7 of 474



ORACLE’

Chapter 2

PCF Predefined ADC Rule Base

"param di amet er. adcPr edef BaseRul e. description": "string"

}

Import or Export PCF predefined ADC rule APIs

Table 2-11 Import or Export PCF predefined ADC ruel APIs

Rule Base configuration/vl/
policydata/pcfsm/
predefinedadcrulebases/

export

API Name Request Type Request Url Possible Result Code
Import Predefined Adc  POST {apiRoot}/oc-cnpolicy- See Table A-3
Rule Base configuration/vl/
policydata/pcfsm/
predefinedadcrulebases/
import
Export Predefined Adc  GET {apiRoot}/oc-cnpolicy- See Table A-1

Table 2-12 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M

sourceVersion String M Build version

date String M Date in pattern "yyyy-

MM-dd'T'HH:mm:ss'Z"
exportData M
errors

A sample of the import or export request:

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [
{
“name": "string",
“dianeter predefined ADC rul e base name": "string",

“param di anmet er. adcPr edef BaseRul e. description": "string"

}
1,

"errors": [

{

nane": "string",
"message”: "string"
}
]
}
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2.4 Mated Region

Table 2-13 Policy Mated Region APIs
|

API Name

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Mated Region

Possible Result Code

Get Mated Region GET

{apiRoot}/oc-cnpolicy-
configuration/vl/general/
matedRegion/
{matedRegionName}

See Table A-1

Update Mated Region PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/general/
matedRegion/
{matedRegionName}

See Table A-2

Delete Mated Region DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/general/
matedRegion/
{matedRegionName}

See Table A-4

Create Mated Region POST

{apiRoot}/oc-cnpolicy-
configuration/vl/general/
matedRegion

See Table A-3

Get and Update Operations

Table 2-14 Request/Response Body Parameters

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

name string

M

The unique name for the
site. This name is used
to refer to the site in
other configuration
screen, such as Site
Fallback.

The name can only
contain the characters
A-Z, a—z, 0-9, period
(), hyphen (-), and
underline (). The
maximum length is 255
characters.

siteld string

The UUID of the site.

A sample of the request or response body:

{

nane": "string",
"siteld": "string"

}
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Import or Export Mated Region APIs

Chapter 2
Mated Region

Table 2-15 Import or Export Mated Region APIs

APl Name Request Type

Request Url Possible Result Code

Import Mated Region POST

{apiRoot}/oc-cnpolicy- See Table A-3
configuration/vl/general/
matedRegion/import

Export Mated Region GET

{apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/general/
matedRegion/export

Table 2-16 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M

sourceVersion String M Build version

date String M Date in pattern "yyyy-

MM-dd'T'HH:mm:ss'Z"
exportData M
errors

A sample of the import or export request:

{
"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [
{
"name": "string",
“siteld": "string"
}
1,
"errors": [
{
"name": "string",
"message”: "string"
}
]
}
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2.5 Site Fallback

Table 2-17 Policy Site Fallback APIs

API Name HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Site Fallback GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/general/
siteFallback/
{siteFallbackName}

Update Site Fallback PUT {apiRoot}/oc-cnpolicy- See Table A-2

configuration/vl/general/
siteFallback/
{siteFallbackName}

Delete Site Fallback DELETE {apiRoot}/oc-cnpolicy- See Table A-4
configuration/vl/general/
siteFallback/
{siteFallbackName}

Create Site Fallback POST {apiRoot}/oc-cnpolicy- See Table A-3
configuration/vl/general/
siteFallback

Get and Update Operations

Table 2-18 Request/Response Body Parameters

______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string (0] The drop down list of
site names that can be
choosen to be the
fallback site. This list is
populated from Policy
Mated Region
Configurations.

fallbackList FallbackList (0] Fallback list name and
their preference order.

Table 2-19 FallbackList

|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

fallbackSiteName string o The drop down list of
fallback site names. This
list is populated from
Policy Mated Region
Configurations.

preferenceOrder integer (@) The preference order of
the selected site.
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A sample of the request or response body:

{
"name": "string",
"fall backList": [
{
“fall backSiteName": "string",
“preferenceOrder": 0
}
]
}

Import or Export Site Fallback APIs

Table 2-20 Import or Export Site Fallback APIs

______________________________________________________________________________|
API Name Request Type Request Url Possible Result Code

Import Site Fallback POST {apiRoot}/oc-cnpolicy- See Table A-3
configuration/vl/general/
siteFallback/import

Export Site Fallback GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/general/
siteFallback/export

Table 2-21 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M

sourceVersion String M Build version

date String M Date in pattern "yyyy-

MM-dd'T'HH:mm:ss'Z"
exportData M
errors

A sample of the import or export request:

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": |

{
“name": "string",
“fall backList": [
{
"fall backSi teName": "string",
"preferenceOrder”: 0
}
]
}
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],

“errors": |

{

name": "string",

"message”: "string"
}

]

}

2.6 Timer Service

Table 2-22 Policy Timer Service APls

Chapter 2
Timer Service

API Name HTTP Method or
Custom Operation

Resource URI Possible Result Code

Get Individual Timer GET
Service Configuration

{apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/
services/timerService

Update Timer Service PUT
Configuration.

{apiRoot}/oc-cnpolicy- See Table A-2
configuration/vl/
services/timerService

Get and Update Operations

Table 2-23 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
timerEnabled boolean o Enable or Disable the
timer service.
advancedSettings AdvancedSettings O To add additional
advanced settings keys
to the settings.

Table 2-24 AdvancedSettings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
key string o Specifies the key name.
value string (@) Specifies the value of
the key.

Sample body request for Put operation for timer service:

{

“timerEnabl ed": true,
"advancedSettings": |

{

"key": "string",

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 13 of 474



ORACLE

"value": "string"
}
]
}

Table 2-25 Import/Export Timer Service

Chapter 2
Timer Service

Configuration

API Name Request Type Request Url Possible Result Code
Export Timer Service GET {apiRoot}/oc-cnpolicy- See Table A-1
Configuration configuration/vl/

services/timerService/

export
Import Timer Service POST {apiRoot}/oc-cnpolicy- See Table A-3

configuration/vl/
services/timerService/
import

Table 2-26 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional
topic String M
sourceVersion String M Build version
date String M Date in pattern "yyyy-
MM-dd'T'HH:mm:ss'Z"
exportData M

Sample Request Body structure for Import and Export operations:

{
"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": {
"timerEnabled": true,
"advancedSettings": [
{
"key": "string",
"value": "string"
}
]
}
}
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2.7 Bulwark Congestion Migration

Bulwark Service Congestion Control Data Migration

Table 2-27 Bulwark Congestion Migration APIs

Chapter 2
Bulwark Congestion Migration

congestion control
previous version
configuration data
to current version

API Description HTTP Method or Resource URI Description Possible Result
Custom Code
Operation
Get Bulwark GET {apiRoot}/oc- To get the status of See Table A-1
Congestion cnpolicy- data migration
Migration Details configuration/vl/ details when the
congestioncontrol/  systems is
bulwark/migration  upgraded from the
older version to
current version.
Migrate bulwark POST {apiRoot}/oc- Migrate congestion See Table A-3

cnpolicy-
configuration/v1/
congestioncontrol/
bulwark/migration

control previous
version
configuration data
to current version
by taking some
required inputs
from the user and
this migration is the
one-time activity
after version
upgrade from old
version to current
version.

Table 2-28 Request/Response Congestion Migration Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
enabled boolean M This enables the
congestion control
feature after successful
migration.
activeThresholdProfile  string M The name of the active

threshold profile.

thresholdProfiles

CongestionThresholdsPr M

This new thresholds

ile

ofile profile will be created
with this profile data.
activeLoadSheddingProf string M The active load

shedding rule.

loadSheddingRules

CongestionControlLoad M

Shedding

This load shedding
profile will configure as
default profile for
congestion load
shedding rules.
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Table 2-29 Request/Response CongestionThresholdsProfile

Chapter 2

Bulwark Congestion Migration

Field Name Field Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

name string M

A new thresholds profile
will be created with this
profile name to migrate
the old version
thresholds data.

value CongestionThresholdDat M
a

This queue data will be
applied for different
congestion states to
migrate the old version
threshold data.

isCustomProfile boolean M

This CPU data will be
applied for congestion
states to migrate the old
version thresholds data.

Table 2-30 Request/Response CongestionControlLoadShedding

Field Name Field Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

name string M

The provided load
shedding profile will
become the default
profile for congestion
load shedding rules.
Value: Provide previous
version profile name.

value CongestionLoadSheddin M
gState

This Respective Discard
Priority data will be
applied for congestion
states to migrate the old
version thresholds data.

isCustomProfile boolean M

Is this custom profile.

Table 2-31 Request/Response CongestionThresholdState

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
state string M The congestion state:
DANGER_OF_CONGE
STION,
CONGESTION_L1,
CONGESTION_L2,
CONGESTED.
resourceUsageLimit CongestionResourceUsa M The congestion stare
geLimit resource values.
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Table 2-32 Request/Response CongestionResourceUsageLimit

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

cpu integer M The congestion resource
threshold limit for CPU.
This value can be in the
range of 1 - 100.

queue integer M The congestion resource
threshold limit for
Queue. This value can
be in the range of 1 - 40.

Table 2-33 Request/Response CongestionLoadSheddingState

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

state string M

discardPriority integer M

discardPriorityPercentag DiscardPriorityPercentag O

e e

Table 2-34 Request/Response DiscardPriorityPercentage

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

range string M

percentage integer M

Sample for GET Congestion migration details:

{
"mgrated": true,
"attempts": O,
"cause": "string"

}

Sample for add (POST) migration details from previous version configuration data to current
version:

{
"enabl ed": true,
"activeThreshol dProfile": "string",
“threshol dProfiles": [

{

nane": "profileName",
"value": |
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{
"state": "CONGESTED',

"resourceUsageLimt": {
"cpu": 45,
"queue": 40
}
}
1,
"isCustonmProfile": true
1
]

ctivelLoadSheddi ngProfile": "string",
"I oadSheddi ngRul es": |

{

nane": "rul eNane",
“value": [
{
"state": "CONGESTED',
"discardPriority": 5,
"discardPriorityPercentage": [
{
“range": "1 or 11-13",
"percentage": 23
}
]
}
1,
"isCustonmProfile": true
}
]
}
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@® Note

When Policy 25.1.200 or any of the later versions is fresh installed or when Policy is
upgraded from any of the previous versions to Policy 25.1.200 or later versions, after
the Bulwark congestion migration is completed, the updated Congestion Control REST
API does not accept the configuration of acti veThr eshol dPr of i | e parameter in the
request body. This is inline with all services congestion control behaviour.

Sample REST API:

Met hod: PUT
URL: ../oc-cnpolicy-configuration/vl/ congestionConfigurations/bul wark
Header :

Cont ent - Type: application/json
Accept: application/json
Body:
{
"enabl e": true,
"st at eChangeSanpl eCount " : 5
"stateCal cul ationlnterval ": 5000

}

When Policy is upgraded from any of the previous versions to 25.1.200 or later
versions, before the Bulwark congestion migration completed, the updated Congestion
Control REST API accepts the acti veThr eshol dProfi | e parameter in the Request
Body as this is old Bulwark congestion behaviour and is not inline with all services
congestion control behaviour.

Sample REST API:

Met hod: PUT
URL: ../oc-cnpolicy-configuration/vl/ congestionConfigurations/bul wark
Header :

Cont ent - Type: application/json
Accept: application/json
Body:
{
"activeThreshol dProfile":" DEFAULT",
"enabl e": true,
"st at eChangeSanpl eCount ": 5,
"stateCal cul ationlnterval ": 5000

}
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Chapter 2
Diameter Gateway Congestion Migration

2.8 Diameter Gateway Congestion Migration

Table 2-35 Diameter Gateway Congestion Migration APIs

control previous
version
configuration data
to current version

API Name HTTP Method or Resource URI Description Possible Result
Custom Code
Operation
Get Diameter- GET {apiRoot}/oc- To get the status of See Table A-1
Gateway cnpolicy- data migration
Congestion configuration/vl/ details when the
Migration Details congestioncontrol/  systems is
diameter-gateway/ upgraded from the
migration older version to
current version.
Migrate congestion POST {apiRoot}/oc- Migrate congestion See Table A-3

cnpolicy-
configuration/v1/
congestioncontrol/
diameter-gateway/
migration

control previous
version
configuration data
to current version
by taking some
required inputs
from the user and
this migration is the
one-time activity
after version
upgrade from old
version to current
version.

Table 2-36 Request/Response Congestion Migration Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

enable boolean M This enables the

congestion control
feature after successful
migration.

thresholdsProfileData

ThresholdsProfileData M

This new thresholds
profile will be created
with this profile data.

a

loadSheddingProfileData LoadSheddingProfileDat M

This load shedding
profile will configure as
default profile for
congestion load
shedding rules.

ata

ata

messagePriorityProfileD MessagePriorityProfileD M

This message priority
profile will configure as
default profile for
message priority profile,
and this will be the
common profile for both
overload and congestion
control feature.
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Table 2-37 Request/Response ThresholdsProfileData

______________________________________________________________________________|
Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

profileName string M A new thresholds profile
will be created with this
profile name to migrate
the old version
thresholds data.

queueData CongestionStateData M This queue data will be
applied for different
congestion states to
migrate the old version
threshold data.

cpubData CongestionStateData M This CPU data will be
applied for congestion
states to migrate the old
version thresholds data.

Table 2-38 Request/Response LoadSheddingProfileData

______________________________________________________________________________|
Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

profileName string M The provided load
shedding profile will
become the default
profile for congestion
load shedding rules.
Value: Provide previous
version profile name.

ruleDiscardPriorityData CongestionStateData M This Respective Discard
Priority data will be
applied for congestion
states to migrate the old
version thresholds data.

loadSheddingResponse LoadSheddingResponse M This congestion

CodeData CodeData response result code will
configure as common
response code for all
congestion discards in
advance settings

configurations.
ruleDiscardPriorityPerce CongestionStatePriority M This is to decide the
ntageData PercentageData result code is the

general result code or
experimental result
code, so if this value is
greater than then the
congestionResponseRe
sultCode is consider as
experimental result
code.
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Table 2-39 Request/Response CongestionStateData

______________________________________________________________________________|
Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

queueData.state string M Specifiy different

congestion states. The
allowed values are:

+ DANGER_OF_CON

GESTION

* CONGESTION_L1
+  CONGESTION_L1
* CONGESTED

queueData.value integer M Provide a numerical
value in the range of
1-2147483647.

cpuData.state string M Specifiy different
congestion states. The
allowed values are:
e CONGESTION_L1
* CONGESTION_L1

cpuData.value integer M Provide a numerical
value in the range of
1-100.

ruleDiscardPriorityData. string M Specifiy different

state congestion states. The

allowed values are:
+  CONGESTION_L1
. CONGESTION_L1

ruleDiscardPriorityData. integer M Provide a numerical
value value in the range of
1-31.

Table 2-40 Request/Response CongestionStatePriorityPercentageData

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

state string M

discardPriorityPercentag DiscardPriorityPercentag M

esData e

Table 2-41 Request/Response DiscardPriorityPercentage

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

range string M

percentage integer M
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Table 2-42 Request/Response LoadSheddingResponseCodeData
|

Field Name Field Type

Chapter 2

Diameter Gateway Congestion Migration

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

congestionResponseRe integer
sultCode

M

Provide a numerical
value in the range of
1001-5999.

congestionResponseVen integer
dorld

Provide a numerical
value in the range of
0-4294967295

Table 2-43 Request/Response MessagePriorityProfileData
|

Field Name Field Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

profileName string M This message priority

profile will configure as
default profile for
message priority profile,
and this will be the
common profile for both
overload and congestion
control feature

Value: Provide previous
version profile name.

Sample for GET Congestion migration details:

Sample for add (POST) migration details from previous version configuration data to current

{
"mgrated": true,
"attenmpts": 0,
"cause": "string"

}

version:

{

"enabl e": true,

"threshol dsProfileData": {
"profileNane": "string",
"queueData": [

{
“state": "string",
“value": 0
}
1,

"cpubData": |

{
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"state": "string",
"value": 0

}
]
b
"I oadSheddi ngProfil eData": {

"profileName": "string",
"rul eDi scardPrioritybData": [

{
"state": "string",
“value": 0
}
1,
"rul eDi scardPriorityPercentageData": [
{
"state": "string",
“discardPriorityPercentagesData": [
{
"range": "1 or 11-13",
"percentage": 23
}
]
}

] L
"| oadSheddi ngResponseCodeDat a": {

"congesti onResponseResul t Code": O,
"congesti onResponseVendor|d": 0

}
b
"messagePriorityProfileData": {
"profileName": "string"

}
}

2.9 Congestion Control

® Note
The default Congestion Control Threshold profile cannot be updated by the User.

The Pod Congestion Control PCF services, resource URI parameter { servi ceNane} values

can be:

*  bulwark

e binding

e usage-non
e policy-ds
e pcf-sm

e pcrf-core

e pcf-ue
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e oc-di am gat eway
e diamconnector
e udr-connector

e chf-connector

e pcf-am

e notifier

Table 2-44 Congestion Control Configurations

Chapter 2
Congestion Control

API Description HTTP Method or Resource URI Description Possible Result
Custom Code
Operation
Get congestion GET {apiRoot}/oc- To get enable, See Table A-1
control cnpolicy- stateChangeSampl
configurations. configuration/vl/ eCount and
congestionConfigur stateCalculationinte
ations/ rval
{serviceName}
Update congestion PUT {apiRoot}/oc- To update enable, See Table A-2
control cnpolicy- stateChangeSampl
configurations. configuration/v1/ eCount and
congestionConfigur stateCalculationinte
ations/ rval
{serviceName}

Get and Update Operations

Table 2-45 Request/Response Body Parameters

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

enable boolean

M

Enable or Disable the
Pod Congestion Control
feature.

stateChangeSampleCou integer
nt

After how many
continuous intervals,
state can be changed.
The count can range
from 1 to 2147483647.
Default value: 5

stateCalculationinterval integer

Number of interval in
milliseconds, after which
the pod congestion state
will be re-verified.
Default value: 200ms

advancedSettings

AdvancedSettings (@)

To add additional
advanced settings keys
to the settings.
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Table 2-46 AdvancedSettings
|

Chapter 2
Congestion Control

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
key string @) Specifies the key name.
value string (@) Specifies the value of

the key.

Sample body request for PUT operation for Congestion Control Settings:

"st at eChangeSanpl eCount": 5,
"stateCal cul ationlnterval ":

“value": "string"

{
"enabl e": true,
"advancedSettings": |
{
"key": "string",
1
]
}

200,

Table 2-47 Congestion Control Threshold Profile
e

API Description

HTTP Method or
Custom

Resource URI

Description

Possible Result
Code

control threshold
profile.

cnpolicy-
configuration/vl/
congestionThreshol
dProfiles/
{serviceName}/
{profileName}

Operation
Update congestion PUT {apiRoot}/oc- To update the See Table A-2
control active cnpolicy- active threshold
threshold profile configuration/vl/ profile.
congestionActiveTh
resholdProfile/
{serviceName}/
Get congestion GET {apiRoot}/oc- To get the CPU and See Table A-1
control active cnpolicy- Queue threshold of
threshold profile configuration/vl/ DANGER_OF_CO
congestionThreshol NGESTION,
dProfiles/ CONGESTION_L1,
{serviceName} CONGESTION_L2
and CONGESTED
states for all
threshold profiles
Update congestion PUT {apiRoot}/oc- To update the CPU See Table A-2

and Queue
threshold of
DANGER_OF_CO
NGESTION,
CONGESTION_L1,
CONGESTION_L2
and CONGESTED
states of specific
threshold profile.
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Table 2-47 (Cont.) Congestion Control Threshold Profile
|

HTTP Method or
Custom
Operation

API Description

Resource URI

Description

Chapter 2
Congestion Control

Possible Result
Code

Get Congestion GET

{apiRoot?/oc-

Get the configured See Table A-1

Control Threshold cnpolicy- threshold profile for
Profiles configuration/vl/ the selected policy
congestionThreshol service.
dProfiles/
{serviceName}
Add congestion POST {apiRoot}/oc- To add new See Table A-3
control threshold cnpolicy- congestion
profile. configuration/vl/ threshold profile
congestionThreshol with specified name
dProfiles/
{serviceName}/

{profileName}

Delete congestion DELETE
control threshold
profile.

{apiRoot}/oc-
cnpolicy-
configuration/vl/

dProfiles/
{serviceName}/
{profileName}

To delete new
congestion
threshold profile
congestionThreshol with specified name

See Table A-4

GET, PUT, and POST Operations

Table 2-48 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name String M This value should be
same as the
profil eNane in path
variable.
value CongestionThresholdSta M Provide the congestion
te state.
isCustomProfile Boolean M Denotes that this profile
is custom created.
Note: Currently user can
create custom profiles
only. Hence this value
should be settotrue.
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Table 2-49 CongestionThresholdState

Chapter 2
Congestion Control

Field Name Data Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

state String M

The value can be
following pod
Congestion states:
e DANGER_OF _CON
GESTION
e CONGESTION_L1
e CONGESTION_L2
» CONGESTED
Bulwark service
supports only two states
DANGER_OF_CONGE
STION and
CONGESTED.

resourceUsageLimit CongestionResourceUsa M
geLimit

The Threshold profiles
resource usage limits for
CPU & Queue.

Table 2-50 CongestionResourceUsageLimit

Field Name Data Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

cpu integer M

Specifies the Queue
percentage for Bulwark
and Queue (pending
requests) for all other
Policy services across
all the congestion levels.
For Bulwark the range is
1 to 100 and for other
services the range is
between 1 to
2147483647.

queue integer M

Specifies the CPU
percentage across all
the congestion levels.
The number can be
between 1 to 100.

Sample body request for PUT and POST operations for Bulwark Service:

{

"name": "profil eName",
"isCustonProfile": true,
"value": [

{
"state": "DANGER_OF_CONGESTI ON',

"resourceUsageLimt": {
"cpu": 80,
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"queue": 75
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 90,
"queue": 85
}
}
1}

Sample body request for PUT and POST operations for Congestion Threshold Profiles:

{
“name": "profileName"
"isCustonProfile": true
"value": [
{
"state": "DANGER_OF_CONGESTI ON'
"resourceUsageLimt": {
"cpu": 70,
"queue": 30
}
¥
{
"state": "CONGESTION_L1"
"resourceUsageLimt": {
"cpu": 75,
"queue": 36
}
¥
{
"state": "CONGESTION_L2"
"resourceUsageLimt": {
"cpu": 80,
"queue": 42
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 85,
"queue": 48
}
}
1}
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Table 2-51 Imort/Export Congestion Control Settings

Chapter 2
Congestion Control

API Name Request Url Request Type Description
Export Congestion {apiRoot}/oc-cnpolicy- GET To export congestion
Control Settings configuration/v1/ control settings
congestionConfiguration
s/export
Import Congestion {apiRoot}/oc-cnpolicy- POST To import congestion
Control Settings configuration/vl/ control settings
congestionConfiguration
s/import?action={action}

Table 2-52 Request/Response Body Parameters
|

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M It should be
commonconfig.congestio
nControlSettings

sourceVersion String M Build version

date String M Date in pattern "yyyy-
MM-dd'T'HH:mm:ss'Z"

exportData Congestion Control M Array for Congestion

Settings Data Control Settings. This

array contains JSON
objects for each service
that supports congestion
control feature.

"topic": "conmmonconfig. congestionControl Settings",

"sourceVersion": "24.3.0-beta.5",
"date": "2024-08-29T07: 15: 097",
"exportData": [

{
"servi ceNane": "binding",
"st at eChangeSanpl eCount": 5,
"stateCal culationlnterval": 200,
"enabl e": fal se

H

{
"servi ceNane": "di aneter-gateway"”,
"st at eChangeSanpl eCount ": 10,
"stateCal culationlnterval": 1000,
"enabl e": true

H

{
"servi ceNane": "pcf-snf,
"st at eChangeSanpl eCount": 2,
"stateCal cul ationlnterval": 5000,
"enabl e": fal se

H
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"servi ceName": "usage-non",
"st at eChangeSanpl eCount": 5,
"stateCal culationlnterval": 200,

"servi ceNane": "pcrf-core",
"st at eChangeSanpl eCount": 5,
"stateCal cul ationlnterval": 200,

"servi ceNane": "policy-ds",
"st at eChangeSanpl eCount": 5,
"stateCal cul ationlnterval": 200,

"st at eChangeSanpl eCount": 5,
"stateCal cul ationlnterval": 200,

"serviceName": "udr-connector",
"st at eChangeSanpl eCount": 2,
"stateCal cul ationlnterval": 5000,

"serviceName": "chf-connector",
"st at eChangeSanpl eCount": 2,
"stateCal cul ationlnterval": 5000,

"bul war k",

"st at eChangeSanpl eCount": 2,
"stateCal cul ationlnterval": 5000,

{
"enabl e": fal se
}l
{
"enabl e": true
}l
{
"enabl e": fal se
}l
{
"servi ceNanme": "pcf-ue"
"enabl e": fal se
}l
{
"enabl e": true
}l
{
"enabl e": true
}l
{
"servi ceName" :
"enabl e": true
}

Table 2-53 Import/Export Congestion Control Threshold Profiles

Chapter 2
Congestion Control

API Name

Request Url

Request Type

Description

Export Congestion
Control Threshold
Profiles

{apiRoot}/oc-cnpolicy-
configuration/v1/
congestionThresholdProf
iles/export

To export congestion
control threshold profiles
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Table 2-53 (Cont.) Import/Export Congestion Control Threshold Profiles

action={action}

API Name Request Url Request Type Description
Import Congestion {apiRoot}/oc-cnpolicy- POST To import congestion
Control Threshold configuration/vl/ control threshold profiles
Profiles congestionThresholdProf

iles/import?

Table 2-54 Request/Response Body Parameters

Profiles Data

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M It should be
commonconfig.congestio
nThresholdProfiles

sourceVersion String M Build version

date String M Date in pattern "yyyy-
MM-dd'T'HH:mm:ss'Z"

exportData Congestion Threshold M Array for Congestion

Control Threshold
Profiles. This array
contains JSON objects
of each service that
supports congestion
control feature.

—~

"topic": "conmmonconfig. congestionThreshol dProfiles",

"sour ceVersion":

"24.3.0-beta. 5",

"date": "2024-08-29T07:17:37Z",
"exportData": [
{
"congestionThreshol dProfiles": [
{
"nane": " DEFAULT",
"value": [
{
"state": "DANGER_OF_CONGESTI ON',
"resourceUsageLimt": {
"cpu": 70,
"queue": 120
}
¥
{
"state": "CONGESTION_L1",
"resourceUsageLimt": {
"cpu": 75,
"queue": 150
}
¥
{
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"state": "CONGESTION_L2"
"resourceUsageLimt": {

"cpu": 80,
"queue": 180
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 85,
"queue": 200
}
}
1,
"isCustonProfile": false
}
1,
"servi ceName": "bi nding"
¥
{

"activeThreshol dProfile": "DEFAULT"
"congestionThreshol dProfiles": [

{
"name": " DEFAULT",
"value": [
{
"state": "DANGER _OF CONGESTI ON'
"resourceUsageLimt": {
"cpu": 60,
"queue": 20
}
b
{
"state": "CONGESTION L1",
"resourceUsageLimt": {
"cpu": 70,
"queue": 30
}
b
{
"state": "CONGESTION L2",
"resourceUsageLimt": {
"cpu": 75,
"queue": 40
}
b
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 80,
"queue": 50
}
}
1,
"isCustonmProfile": false
}
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1,
"servi ceNane": "di anet er - gat enay"
¥
{
"congestionThreshol dProfiles": [
{
"name": " DEFAULT"
"value": [
{
"state": "DANGER_OF CONGESTI ON',
"resourceUsageLimt": {
“cpu": 77,
"queue": 140
}
¥
{
"state": "CONGESTION _L1"
"resourceUsageLimt": {
"cpu": 78,
"queue": 160
}
¥
{
"state": "CONGESTION_L2"
"resourceUsageLimt": {
"cpu": 79,
"queue": 180
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 80,
"queue": 200
}
}
1,
"isCustonProfile": false
}
1,
"servi ceNanme": "pcf-snf
¥
{
"congestionThreshol dProfiles": [
{
"name": " DEFAULT"
"value": [
{

"state": "DANGER_OF CONGESTI ON',
"resourceUsageLimt": {
"cpu": 70,
"queue": 80
}
¥

{
"state": "CONGESTION _L1"
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"resourceUsageLimt": {
"cpu": 75,
"queue": 100
}
¥

{
"state": "CONGESTION_L2"

"resourceUsageLimt": {
"cpu": 80,
"queue": 120
}
¥

{
"state": "CONGESTED',

"resourceUsageLimt": {
"cpu": 85,
"queue": 140
}
}
1,
"isCustonProfile": false
}
!
¥
{

"congestionThreshol dProfiles": [

{

ervi ceName": "usage- nmon"

"name": " DEFAULT"
"value": [

{
“state": "DANGER OF_CONGESTI ON',

"resourceUsageLimt": {

"cpu": 60,
"queue": 250
}
h
{
"state": "CONGESTION _L1"
"resourceUsageLimt": {
"cpu": 65,
"queue": 300
}
h
{
"state": "CONGESTION_L2"
"resourceUsageLimt": {
"cpu": 75,
"queue": 350
}
h
{

"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 85,
"queue": 400
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}
}
1,
"isCustonProfile": false
b
{
"pane": "pl"
"value": [
{
"state": "DANGER_OF CONGESTI ON',
"resourceUsageLimt": {
"cpu": 96,
"queue": 50
}
¥
{
"state": "CONGESTION _L1"
"resourceUsageLimt": {
"cpu": 97,
"queue": 100
}
¥
{
"state": "CONGESTION_L2"
"resourceUsageLimt": {
"cpu": 98,
"queue": 150
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 99,
"queue": 200
}
}
1,
"isCustonProfile": true
}
1,
"servi ceNane": "pcrf-core"
¥
{
"congestionThreshol dProfiles": [
{
"name": " DEFAULT"
"value": [
{

"state": "DANGER_OF CONGESTI ON',
"resourceUsageLimt": {
"cpu": 65,
"queue": 50
}
¥

{
"state": "CONGESTION _L1"
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"resourceUsageLimt": {
"cpu": 70,
"queue": 100
}
¥

{
"state": "CONGESTION_L2"

"resourceUsageLimt": {
"cpu": 75,
"queue": 150
}
} y

{
"state": "CONGESTED',

"resourceUsageLimt": {
"cpu": 80,
"queue": 200
}
}
1,
"isCustonProfile": false
}
!
¥
{

"congestionThreshol dProfiles": [

{

ervi ceName": "policy-ds"

"name": " DEFAULT"
"value": [

{
“state": "DANGER OF_CONGESTI ON',

"resourceUsageLimt": {

"cpu": 77,
"queue": 140
}
¥
{
"state": "CONGESTION _L1"
"resourceUsageLimt": {
"cpu": 78,
"queue": 160
}
¥
{
"state": "CONGESTION_L2"
"resourceUsageLimt": {
"cpu": 79,
"queue": 180
}
¥
{

"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 80,
"queue": 200
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}
}
1,
"isCustonProfile": false
}
1,
"servi ceNanme": "pcf-ue"
¥
{
"congestionThreshol dProfiles": [
{
"name": " DEFAULT",
"value": [
{
"state": "DANGER_OF CONGESTI ON',
"resourceUsageLimt": {
"cpu": 55,
"queue": 60
}
¥
{
"state": "CONGESTION L1"

"resourceUsageLimt": {
"cpu": 65,
"queue": 70
}
b

{
"state": "CONGESTION_L2",

"resourceUsageLimt": {
"cpu": 75,
"queue": 80

"state": "CONGESTED'
"resourceUsageLimt": {
"cpu": 85
"queue": 90

}
1,

"isCustonProfile": false

"servi ceName": "udr-connector"

"congestionThreshol dProfiles": [

{
"name": " DEFAULT",
"value": [
{

"state": "DANGER OF_ CONGESTI ON'
"resourceUsageLimt": {
"cpu": 55,
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"queue": 60
}
¥
{
"state": "CONGESTION_L1",
"resourceUsageLimt": {
"cpu": 65,
"queue": 70
}
¥
{
"state": "CONGESTION_L2",
"resourceUsageLimt": {
"cpu": 75,
"queue": 80
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 85,
"queue": 90
}
}
1,
"isCustonmProfile": false
}
1,
"servi ceNane": "chf-connector"”
¥
{
"congestionThreshol dProfiles": [
{
"name": "DEFAULT"
"value": [
{
"state": "DANGER OF CONGESTI ON',
"resourceUsageLimt": {
"cpu": 80,
"queue": 75
}
¥
{
"state": "CONGESTED',
"resourceUsageLimt": {
"cpu": 90,
"queue": 85
}
}
1,
"isCustonmProfile": false
}
1,
"servi ceNanme": "bul wark"
}
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2.10 Congestion Control Load Shedding Profiles

Congestion Control Load Shedding Rules APIs

@® Note

The default Congestion Control Load Shedding Rule cannot be updated by the User.

The Pod Congestion Control PCF services, resource URI parameter { servi ceNane} values
can be:
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notifier
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Table 2-55 Congestion Control Load Shedding Rules APIs
|

API Description

HTTP Method or
Custom

Resource URI

Description

Possible Result
Code

Operation
Get Congestion GET /oc-cnpolicy- Gets the load See Table A-1
Control Load configuration/vl/ shedding rules for
Shedding Rules congestionLoadSh  bul war k,
eddingRule/ bi ndi ng, usage-
{serviceName} mon, policy-ds,
pcf-sm perf-
core, pcf-ue,
oc-di am
gat eway, diam
connect or, udr-
connector, chf-
connector, pcf-
am and
notifier
services.
Update congestion PUT {apiRoot}/oc- To update the See Table A-2
control load cnpolicy- discard priority of
shedding rule. configuration/vl/ DANGER_OF_CO
congestionLoadSh NGESTION,
eddingRule/ CONGESTION_L1,
{serviceName}/ CONGESTION_L2
{ruleName} and CONGESTED
states of specific
threshold rule.
Add congestion POST {apiRoot}/oc- To add new See Table A-3
control load cnpolicy- congestion load
shedding rule. configuration/vl/ shedding rule with
congestionLoadSh specified name
eddingRule/
{serviceName}/
{ruleName}
Delete congestion DELETE {apiRoot}/oc- To delete See Table A-4
control load cnpolicy- congestion load
shedding rule. configuration/vl/ shedding rule with
congestionLoadSh specified name
eddingRule/
{serviceName}/
{ruleName}

Table 2-56 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name String M This value should be
same as the r ul eNane
in path variable.
value CongestionLoadSheddin M This value should be
gState different congestion
states.
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Table 2-56 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

isCustomProfile Boolean M

Denotes that the rule is
custom created by user.
Note: Currently user can
create custom rules only.
Hence this value should
be settotrue.

Table 2-57 CongestionLoadSheddingState

Field Name Data Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

state String M

The value can be
following pod
Congestion states:
e DANGER_OF _CON
GESTION
e CONGESTION_L1
e CONGESTION_L2
» CONGESTED
Bulwark service
supports only two states
DANGER_OF_CONGE
STION and
CONGESTED.

discardPriority integer M

The discard priority
value for the requests.
The minimum value is 0
and maximum value is
31.

Default Value: 5

discardPriorityPercentag DiscardPriorityPercentag O
e e

The discard priority
range or percentage for
the requests.

Note: This is applicable
only to Di anet er
Gat eway service.
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Table 2-58 DiscardPriorityPercentage

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
range string M The discard priority
value or range for the
requests.

The values allowed is a
number such as 1 or a
pattern like 11- 13.

Note: This is applicable
only to Di anet er
Gat eway service.

percentage integer M The percentage of
requests that needs to
be discarded. The
minimum value is 1 and
maximum value is 100.

Example: 23

Note: This is applicable
only to Di anet er
Gat eway service.

Sample body request for Put and Post operations for Priority Based Load Shedding for
Bulwark Service:

nane": "rul eName",
"val ue":
[

{
"state": "CONGESTED',

"discardPriority": 10

"state": "DANGER_OF_ CONGESTI ON',
"discardPriority": 20
}
]

"isCustonProfile": true

Sample body request for Put and Post operations for Priority Based Load Shedding for
Other Policy Services :

{

name": "rul eName",
"val ue":

[
{
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"state": "CONGESTED',
“discardPriority": 20

"state": "CONGESTION L2",
“discardPriority": 24

"state": "CONGESTION L1",
“discardPriority": 27

“state": "DANGER OF_CONGESTI ON',

"discardPriority": 30
}
]1

"isCustonProfile": true

}

Chapter 2
Congestion Control Load Shedding Profiles

Sample body request for Put and Post operations for Priority and Percentage based

Load Shedding for Diameter Gateway Services:

{
"name": "rul eName",
"val ue": |
{

"state": "CONGESTED',

“discardPriorityPercentage":

{
"range": 11
"percentage": 20
}
]
¥
{
“state": "CONGESTION_L2"
“discardPriorityPercentage":
{
"range": 1-3
"percentage": 30
b
{
"range": 5
"percentage": 60
}
]
¥
{

"state": "CONGESTION L1",

“discardPriorityPercentage":

{
"range": 5-10
"percentage": 60
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b
{
"range": 1-3
"percentage": 30
b
{
"range": 12
"percentage": 70
}
]
¥
{
“state": "DANGER_OF_ CONGESTI ON'
“discardPriorityPercentage": [
{
"range": 6
"percentage": 70
}
]
}

]1
"isCustonProfile":

Congestion Control Load Shedding Profile APls

Chapter 2
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Table 2-59 Congestion Control Load Shedding Profiles

API Description HTTP Method or
Custom
Operation

Resource URI

Possible Result
Code

Description

Get Congestion GET

{apiRoot}/oc-

To get the name, See Table A-1

Control Load cnpolicy- type and active
Shedding Profiles configuration/vl/ load shedding rule.
congestionLoadSh
eddingProfile/
{serviceName}
Update Congestion PUT {apiRoot}/oc- To update name See Table A-2
Control Load cnpolicy- and
Shedding Profile configuration/vl/ loadSheddingRule
congestionLoadSh Name
eddingProfile/
{serviceName}

Table 2-60 Request/Response Body Parameters

Field Name Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name M Name of the load
shedding profile.
loadSheddingRuleName String M Name of profile name

which we want to
activate.
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Table 2-60 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
type String M This value will be
congesti on always.

Sample body request for Get operations for Load Shedding Profiles:

{
"name": "l oadSheddi ngProfile",
"1 oadSheddi ngRul eNare": " DEFAULT",
"type": "congestion"

}

Sample body request for Put operations for Load Shedding Profiles:

{

"nane": "l oadSheddi ngProfile",

"| oadSheddi ngRul eNanme": "I oadSheddi ngRul e",

"type": "congestion"

}

Import or Export Congestion Control Load Shedding Rules

Table 2-61 Import/Export Congestion Control Load Shedding Rules

API Name Request Url Request Type Description
Export Congestion {apiRoot}/oc-cnpolicy- GET To export congestion
Control Load Shedding  configuration/vl/ control load shedding
Rules congestionLoadSheddin rules

gRule/export
Import Congestion {apiRoot}/oc-cnpolicy- POST To import congestion
Control Load Shedding  configuration/vl/ control load shedding
rules congestionLoadSheddin rules

gRule/import?

action={action}

Table 2-62 Request/Response Body Parameters

Field Name Data Type Mandatory/Optional/ Description
Conditional
topic String M commonconfig.congestio
nLoadSheddingRules
sourceVersion String M Build version
date String M Date in pattern "yyyy-
MM-dd'T'HH:mm:ss'Z™
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Table 2-62 (Cont.) Request/Response Body Parameters
-

Field Name Data Type Mandatory/Optional/ Description
Conditional
exportData Congestion Load M Array for Congestion
Shedding Data Control Settings. This

array contains JSON
objects for each service
that supports congestion
control feature.

"topic": "commonconfig. congestionLoadSheddi ngRul es"
"sourceVersion": "25.1.100"

"date": "2025-01-03T09: 29: 46Z",

"exportData": [

{
"congest i onLoadSheddi ngProfiles": [
{
"name": "l oadSheddi ngProfile",
"| oadSheddi ngRul eNane": " DEFAULT",
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": " DEFAULT",
"value": [
{
“state": "DANGER OF_CONGESTI ON',
"discardPriority": 27
1
{
“state": "CONGESTION L1",
"discardPriority": 19
1
{
"state": "CONGESTION_L2",
"discardPriority": 17
1
{
"state": "CONGESTED',
"discardPriority": 15
}
1,
"isCustonProfile": false
3
{
"name": "DEFAULT_PRI ORI TY_AND_PERCENTAGE",
"value": [
{

“state": "DANGER OF_CONGESTI ON',
"discardPriorityPercentage": [
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"range": "27-31",
"percentage": 50

"state": "CONGESTION _L1"
“discardPriorityPercentage": [
{
"range": "19-26",
"percentage": 50
b
{
"range": "27-31",
"percentage": 75

"state": "CONGESTION_L2"
“di scardPriorityPercentage": [
{
"range": "17-18",
"percentage": 50

"range": "19-26",
"percentage": 75

"range": "27-31",
"percentage": 100

]
¥
{
"state": "CONGESTED',
“discardPriorityPercentage": [
{
"range": "15-31",
"percentage": 100
}
]
}
1,
"isCustonmProfile": false
}

!
¥
{

"congest i onLoadSheddi ngProfiles": [

{
"nanme": "l oadSheddi ngProfile"
"I oadSheddi ngRul eNane": " DEFAULT"

ervi ceName": "oc-di am gat eway"
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"type": "congestion"

}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": "DEFAULT"
"value": [
{
"state": "DANGER _OF CONGESTI ON',
“discardPriority": 29
¥
{
"state": "CONGESTION _L1"
“discardPriority": 23
¥
{
"state": "CONGESTION_L2"
“discardPriority": 17
¥
{
"state": "CONGESTED',
“discardPriority": 15
}
1,
"isCustonProfile": false
}
1,
"servi ceName": "udr-connector”
¥
{
"congest i onLoadSheddi ngProfiles": [
{
"name": "l oadSheddi ngProfile"
"| oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": "DEFAULT"
"value": [
{

"state": "DANGER OF_CONGESTI ON',
“discardPriority": 28

¥

{
"state": "CONGESTION _L1"
“discardPriority": 25

¥

{
"state": "CONGESTION_L2"
“discardPriority": 20

¥

{

"state": "CONGESTED',
“discardPriority": 17
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}
1,
"isCustonProfile": false
}
1,
"servi ceName": "di am connector"
¥
{
"congest i onLoadSheddi ngProfiles": [
{
"name": "l oadSheddi ngProfile"
"| oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": "DEFAULT"
"value": [
{
"state": "DANGER_OF_ CONGESTI ON',
"discardPriority": 30
¥
{
"state": "CONGESTION _L1"
“discardPriority": 27
¥
{
"state": "CONGESTION_L2"
“discardPriority": 24
¥
{
"state": "CONGESTED',
“discardPriority": 20
}
1,
"isCustonProfile": false
}
1,
"servi ceName": "bi nding"
¥
{
"congest i onLoadSheddi ngProfiles": [
{
"name": "l oadSheddi ngProfile"
"| oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": "DEFAULT"
"value": [
{

"state": "DANGER OF_CONGESTI ON',
“discardPriority": 27
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}1
{
"state": "CONGESTION L1",
“discardPriority": 19
}1
{
"state": "CONGESTION L2",
“discardPriority": 17
}1
{
"state": "CONGESTED',
“discardPriority": 15
}
] il
"isCustonProfile": false
}
] )
“servi ceName": "pcf-sn
}1
{
"congest i onLoadSheddi ngProfiles": [
{
"nanme": "l oadSheddi ngProfile",
"I oadSheddi ngRul eName": " DEFAULT",
"type": "congestion"
}
] )
"congest i onLoadSheddi ngRul es": [
{
"nane": "DEFAULT",
"value": [
{
"state": "DANGER OF_ CONGESTI ON',
"discardPriority": 30
}1
{
"state": "CONGESTION L1",
“discardPriority": 27
}1
{
"state": "CONGESTION L2",
“discardPriority": 24
}1
{
"state": "CONGESTED',
“discardPriority": 20
}
] il
"isCustonProfile": false
}
] )
"servi ceName": "usage-non"
}1
{

"congest i onLoadSheddi ngProfiles": [

{
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"nane": "l oadSheddi ngProfile"
"| oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"

}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": "DEFAULT"
"value": [
{
"state": "DANGER _OF CONGESTI ON',
“discardPriority": 29
¥
{
"state": "CONGESTION _L1"
“discardPriority": 23
¥
{
"state": "CONGESTION_L2"
“discardPriority": 17
¥
{
"state": "CONGESTED',
“discardPriority": 15
}
1,
"isCustonProfile": false
}
1,
"servi ceNane": "pcrf-core"
¥
{
"congest i onLoadSheddi ngProfiles": [
{
"name": "l oadSheddi ngProfile"
"| oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"name": "DEFAULT"
"value": [
{

"state": "DANGER OF_CONGESTI ON',
“discardPriority": 28

¥

{
"state": "CONGESTION _L1"
“discardPriority": 20

¥

{
"state": "CONGESTION_L2"
“discardPriority": 17

¥

{
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"state": "CONGESTED',
“discardPriority": 15

}
1,
"isCustonProfile": false
}
1,
"servi ceNane": "policy-ds"
¥
{
"congest i onLoadSheddi ngProfiles": [
{
"nanme": "l oadSheddi ngProfile"
"| oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"nane": "DEFAULT"
"value": [
{
"state": "DANGER_OF_ CONGESTI ON',
“discardPriority": 29
¥
{
"state": "CONGESTION _L1"
“discardPriority": 23
¥
{
"state": "CONGESTION_L2"
“discardPriority": 17
¥
{
"state": "CONGESTED',
“discardPriority": 15
}
1,
"isCustonProfile": false
}
1,
"servi ceName": "chf-connector”
¥
{
"congest i onLoadSheddi ngProfiles": [
{
"nanme": "l oadSheddi ngProfile"
"I oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
1,
"congest i onLoadSheddi ngRul es": [
{
"nane": "DEFAULT"
"value": [
{
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"state": "DANGER OF_CONGESTI ON',
“discardPriority": 28

"state": "CONGESTION _L1"
“discardPriority": 25

"state": "CONGESTION_L2"
“discardPriority": 20

"state": "CONGESTED',
“discardPriority": 17
!
1
"isCustonProfile": false
}

!
b

{

"congest i onLoadSheddi ngProfiles": [

{

ervi ceName": "pcf-ue"

"name": "l oadSheddi ngProfile"
"I oadSheddi ngRul eNane": " DEFAULT"
"type": "congestion"
}
]

ongest i onLoadSheddi ngRul es": [
{
"nane": "DEFAULT"
"value": [
{
"state": "DANGER OF_CONGESTI ON',
“discardPriority": 20

"state": "CONGESTED',
“discardPriority": 10
1
1
"isCustonProfile": false
}
1
"servi ceNane": "bul wark"
1
]
}
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Table 2-63 Policy General Settings APIs Schema updated for supporting Shi-

correlation:
Description HTTP Method Resource URI Application Type |Response Status
Get NRF Agent GET {apiRoot}/oc- application/json See Table A-1
Service cnpolicy-
configuration/vl/
services/nrfAgent
Update NRF Agent | PUT {apiRoot}/oc- application/json See Table A-2
Service cnpolicy-
configuration/vl/
services/nrfAgent
Import NRF agent | POST {apiRoot}/oc- application/json
service cnpolicy-
configuration/v1/
services/nrfAgent/
export
Export NRF agent | GET {apiRoot}/oc- application/json
service cnpolicy-
configuration/vl/
services/nrfAgent/
import

Table 2-64 Request/Response Body Parameters

ching.enableFeature

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
nrfAgentNfCommProfile | String (0] NRF Agent
Communication Profile
onDemandDiscoveryCa | Boolean (0] Indicates NRF Client to

cache the profile data

and use it to process the
future discovery on-
demand requests.

Default value: false
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Chapter 2
NRF Agent

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

onDemandDiscoveryCa
ching.queryParameters

String

0]

Accepts the list of
parameters that NRF
Client uses to fetch the
profile data from cache.

Note: The query
parameters in the
request from SM
service, AM service, UE
Policy service must
match and must be in
the same order as the
data received from NRF.
Otherwise, NRF Client
can not process the
request.

Supported values:

e target-nf-type

*  requester-nf-type
e target-nf-set-id

e service-names

e amf-region-id

e amf-set-id

*  GUAMI

onDemandDiscoveryCa
ching.refreshBeforeExpir
yTime

String

Indicates the time in
milliseconds before
expiration when a
rediscovery must be
performed for the
requested discovery
parameters.

Default value: 4500

onDemandDiscoveryCa
ching.limitCacheEntries

String

Parameter to set the
upper bound of cache
registries allowed to be
retained.

Default value: 2000

onDemandDiscoveryCa
ching.retentionPeriod

String

Indicates the time a
record is allowed to stay
in database after expiry
and before any clean
process is executed.

Default value:
864000000

Note: Retention Period
value is ignored when
force discovery is
enabled
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Chapter 2
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ching.auditorPurgePerce
ntage

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
onDemandDiscoveryCa | String (@) Parameter to set time in
ching.auditorSchedulerl milliseconds to activate
nterval the Discovery Cache
auditor service to clean
stale records.
Default value: 1800000
onDemandDiscoveryCa | String (0] Parameter to set the

percentage of the
cached
DiscoveryRequests that
will be pruned once the
threshold has been
passed.

Default value: 20

Sample Response/Request body structure for GET and PUT operations respectively:

{

“nrfAgent Nf ConmProfile": "string"

"onDenandDi scover yCachi ng":

{

"enabl eFeature": fal se,
"queryParameters": [],

"refreshBef oreExpi ryTine": 4500,

"l'imtCacheEntries": 2000,
"retentionPeriod": 864000000,
"audi t or Schedul erInterval ":
"audi t or Pur gePer cent age": 20

2.12 Error Configurations

1800000,

API support is available for EXPORT/IMPORT of error handler configurations.

Table 2-65 Supported REST APIs

Description HTTP Method or Resource URI Media Type Possible Result
Custom Code
Operation
Export Error GET {apiRoot}/oc- application/json See Table A-1
Configuration cnpolicy-
configuration/vl/
services/
errorHandler/
errorConfiguration/
export
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Table 2-65 (Cont.) Supported REST APIs

Chapter 2
Diameter Error Codes

action=replace*

Description HTTP Method or Resource URI Media Type Possible Result
Custom Code
Operation
Import Error POST {apiRoot}/oc- application/json See Table A-3
Configuration cnpolicy-
configuration/vl/
services/
errorHandler/
errorConfiguration/
import?

This section describes the body parameters for Error Import or Export Configurations.

Table 2-66 Request/Response Body Parameters

Field Name Data Type Mandatory( M)/ Description
Optional(O)/
Conditional( C)
topic string M Topic of each managed
object
sourceVersion string O System version of
product from which data
is exported
date string o] Current Timestamp
exportData array (@) Exported list of error

rules configurations

2.13 Diameter Error Codes

Table 2-67 Supported REST APIs - Diameter Error Codes
|

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Get Diameter Error
Codes

GET

/oc-cnpolicy-
configuration/vl/
diameter/
diameterErrorCodes/

{appld}

200:
400:
404:
500:
503:

OK

Bad request

Not Found

Internal Server Error
Service Unavailable

Update Diameter Error
Codes

PUT

/oc-cnpolicy-
configuration/vl/
diameter/
diameterErrorCodes/

{appld}

200:
400:
404:
500:
503:

OK

Bad request

Not Found

Internal Server Error
Service Unavailable
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Table 2-67 (Cont.) Supported REST APIs - Diameter Error Codes

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Export Diameter Error | GET /oc-cnpolicy- 200: OK
Codes configuration/v1/ 400: Bad request
diameter/
diameterErrorCodes/ 404: Not Found
export 500: Internal Server Error
503: Service Unavailable
Import Diameter Error | POST /oc-cnpolicy- 200: OK
Codes configuration/v1/ 400: Bad request
diameter/
diameterErrorCodes/ 404: Not Found
500: Internal Server Error

import

503: Service Unavailable

Get and Update Diameter Error Codes

Table 2-68 Request/Response Body Parameters

ode

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
appld string Mandatory Specifies the application ID.
errorCodes array Mandatory Specifies the error parameters.
conditionName string Mandatory Specifies the system defined
name for a given condition.
useExperimentalRes | boolean Optional Indicates whether to use the
ultCode Result Code AVP (268) or
Experimental Result AVP (297)
when an error result is generated
by Policy.
errorMessage string Optional Specifies the description for a
defined condition. It is
recommended to use
descriptions that clearly explain
the condition.
diameterResultCode | string Conditional Specifies the Diameter result
code for a defined condition.
experimentalResultC | string Conditional Specifies the custom Diameter

result code for a defined
condition.

Sample Request body for Diameter Error Codes PUT operation:

{
"appld": "RX",
"errorCodes": [

{

"condi ti onNane":

"useExperi nent al Resul t Code": fal se,

"errorMessage": "Enforcenent session not found for current

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

"1 P CAN session not established",

request”,

January 15, 2026
Page 59 of 474



ORACLE Chapter 2
Diameter Error Codes

"di amet er Resul t Code": "3012"

Sample Response body structure for Diameter Error Codes GET and PUT operation:

{
"appld": "Rx",
"errorCodes": [
{
“conditionName": "I P CAN session not established",
"useExperinent al Resul t Code": fal se,
"errorMessage": "Enforcenent session not found for current request"”,
“di amet er Resul t Code": "3012"
}
]
}

Import and Export Diameter Error Codes

Table 2-69 Request or Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
topic string Mandatory Topic of each managed
object
sourceVersion string Optional System version of
product from which data
is exported
date string Optional Current timestamp
exportData array Mandatory Exported list of Error
Codes.
appld string Mandatory Specifies the application
ID.
errorCodes string Mandatory Specifies the error
parameters.
conditionName string Mandatory Specifies the error
condition name
useExperimentalResult | Boolean Optional Indicates whether to use
Code the Result Code AVP

(268) or Experimental
Result AVP (297) when
an error result is
generated by BSF.

errors.message string Optional Error message

diameterResultCode string Conditional Specifies the custom
Diameter result code for
a defined condition.
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Sample Request Body structure for Diameter Error Codes Import and Export operations:

{

"topic": "diameter.errorcodes.test",
"sourceVersion": "23.2.0-0d-20230307",
"date": "2023-03-10T17:44:08Z",
"exportData": [

{
"appld": "Rx",
“errorCodes": |
{
"conditionNane": "I P CAN session not established",
"useExperi nent al Resul t Code": fal se,
"errorMessage": "Enforcenent session not found for current request",
"di amet er Resul t Code": "3012"
}
]
1

2.14 Session Viewer

Table 2-70 Policy Session Viewer APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Session GET {apiRoot}/oc-cnpolicy- | See Table A-1
query/vl/sessions
Delete Session DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

query/vl/sessions
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Get and Delete Session

Table 2-71 Request Parameters

Chapter 2
Session Viewer

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

sessionType string M Allowed Values:

1. SM_Policy_Associat
ion

2. AM_Policy Associat
ion

3. PA_Policy Associati
on

4. SM_TDF_Session

5. PCRF_Core_Sessio
n

6. Binding_Session
7. User_Data

8. UE_Policy_Associat
ion

9. Usage_Monitoring
10. All

DELETE with "All"
option is implemented to
delete all subscriber/
session for SM and PA
session type only.
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Table 2-71 (Cont.) Request Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
identifierType string M Allowed Values:
¢ SUPI
 IMSI
. MSISDN
*  POLICY_ASSOC._|
D
 DIAMETER_SESSI
ON_ID
«  GPSI
. PEI

SM Service supports all
the values from 1-6

UE Service supports
SUPI, GPSI, PEI, and
POLICY_ASSOC_ID

AM Service supports
SUPI, GPSI, and
POLICY_ASSOC_ID

PA service only supports
POLICY_ASSOC_ID

PCRF-CORE supports
(IMSI, MSISDN ,IPV4,
IPV6,
DIAMETER_SESSION_|
D)

USER-DATA supports
SUPI and GPSI

UE Service supports
( SUPI and
POLICY_ASSOC_ID)

Usage Monitoring
supports SUPI and
GPsI

ALL supports SUPI and
GPsI

identifierValue string M Indicates the value of
the selected identifier

type.
sessionSubtype string 0] Allowed Values:
e ALL

e GX

« RX

« SD

remote boolean 0] Allowed Values:
e true

- false

getUserData boolean M Allowed Values:
o true

« false
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Sample Response body structure for GET operation:

"string"

cURL Commands

The following are sample cURL commands for some of the services:

For UE Service

GET

curl -X GET "http://<local host>/ oc-cnpolicy-query/vl/ sessions?

i dentifierType=POLI CY_ASSCC | D& denti fierVal ue=5bc04e63- b2h8- 4084-

b8d5- 577¢8d05a0b2&sessi onType=UE Pol i cy_Associ ation" -H "accept: application/
j son"

DELETE

curl -X DELETE "http://<l ocal host >/ oc-cnpol i cy-query/vl/ sessions?
i dentifierType=SUPI & dentifierVal ue=i msi - 10000000002&sessi onType=UE_Pol i cy_Ass
ociation" -H "accept: application/json"

For PA Service

GET

curl -X GET "http://<local host>/ oc-cnpolicy-query/vl/ sessions?

i dentifierType=POLI CY_ASSCC | D& dentifi erVal ue=5bc04e63- b2b8- 4084-

b8d5- 577c8d05a0b2&sessi onType=PA Pol i cy_Associ ation" -H "accept: application/
j son"

DELETE

curl -X DELETE "http://<l ocal host >/ oc-cnpol i cy-query/vl/ sessions?
i dentifierType=POLI CY_ASSCC | D& denti fierVal ue=73c3a7cd- af db- 4ce6- 828b-
a0f d2bd40laeé&sessi onType=PA Pol i cy_Associ ation" -H "accept: application/json"

For AM Service

GET

curl -X GET "http://<local host>/ oc-cnpolicy-query/vl/ sessions?

i dentifierType=supi & denti fi erVal ue=i nmsi - 450081000000001&sessi onType=AM Pol i cy
_Association" -H "accept: application/json"

DELETE

curl -X DELETE "http://<local host >/ oc-cnpol i cy-query/vl/ sessions?
i dentifierType=SUPI & denti fi erVal ue=i msi - 450081000000001&sessi onType=AM Pol i cy
_Associ ation" -H "accept: application/json”

For PCRF Core Service

GET

curl -X "GET" \ "https://<local host>/oc-cnpolicy-query/vl/sessions?
get User Dat a=t rueé&i denti fi er Type=MslI SDN& denti fi erVal ue=01151601062&sessi onType
=PCRF_Core_Session' \ -H 'accept: application/json'

DELETE
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curl -X "DELETE \ 'https://<local host>/ oc-cnpolicy-query/vl/ sessions?
get User Dat a=t rueé&i dent i fi er Type=M5I SDN& denti fi er Val ue=01151601062&sessi onType
=PCRF_Core_Session' \ -H 'accept: application/json'

2.15 Policy General Settings

Table 2-72 Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Get Individual General | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Configuration configuration/vl/

general
Update General PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Configuration configuration/vl/

general
Export Global GET {apiRoot}/oc-cnpolicy- | See Table A-1
Configurations configuration/vl/

general/export
Import Global POST {apiRoot}/oc-cnpolicy- | See Table A-3
Configurations configuration/vl/

general/import

Get and Update Operations

Table 2-73 Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

apiGatewayHost

String

o

Name for the API
gateway host

apiGatewayPort

Number

o

Port number of the API
gateway

enableMetrics

boolean

This determines if
system metrics is
enabled. This will take
priority on global metrics
config

Default Value: TRUE

enableTLS

boolean

This determines if TLS
is enabled
Default Value: TRUE

enableTracing

boolean

This determines if
tracing is enabled
Default Value: TRUE

enableSubscriberLog

boolean

This determines if
subscriber logging is
enabled for a subscriber
Default Value: FALSE
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Chapter 2
Policy General Settings

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

perHost

string

o

Valid url of PER host to
receive the PER record.
The format of the url is:
http://per-host:per-port,
where per-host specifies
the PER host and per-
port specifies the PER
port. For example, http://
localhost:8101/vl/echo

enablePER

boolean

This determines whether
to enable/disable Policy
Event Record (PER)
feature

Default Value: false

enableSBICorrelation

boolean

This determines whether
to enable/disable
correlation-info header
in PCF

Default Value: false

enhancedLogging

Array

Used to configure the
enhanced logging for
Policy. For details on the
parameters under in
section, see Table 2-74.

Table 2-74 Request/Response Parameters for Enhanced Logging

eEnhancedLogging

Name Data Type Mandatory (M)/ Description
Optional (O)
enhancedLogging.enabl | Boolean (@) Specifies whether to

enable or disable
enhanced logging for the
Policy deployment.

Default value: false
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Table 2-74 (Cont.) Request/Response Parameters for Enhanced Logging

Name

Data Type

Mandatory (M)/
Optional (O)

Description

enhancedLogging.staleS
essionDeletionLogLevel

String

0]

Specifies the log level
for stale session
deletions.

The available log levels
for stale session
deletions are:

o TRACE

. DEBUG

. INFO

. WARN

o ERROR

The logs for Policy stale
binding deletion are
generated at the
specified level.

Note: The value of this
field does not modify in
any way the log level for
Policy. The root log level
of Policy must be either
the same log level
defined in the selected
or lower for these
deletion logs to appear.
For example, if the stale
session deletions log
level is at INFO, then
Policy log level must be
either TRACE, DEBUG,
or INFO.

Default value: INFO.

enhancedLogging.enabl
eLogUEldentifierInfo

Boolean

Specifies whether to
enable or disable UE
Identifier information for
the Policy deployment.

Default value: false

enhancedLogging.enabl
eLogUelnfolnSessionDe
letion

Boolean

Specifies whether to
enable or disable UE
Identifier information in
stale session deletion
logging. When this field
is disabled, the UE
Identifier information in
the logs are masked.
That is, the identifier
information appears like
XXXX'.

Default value: false
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Table 2-74 (Cont.) Request/Response Parameters for Enhanced Logging

Name Data Type Mandatory (M)/

Optional (O)

Description

enhancedLogging.enabl | Boolean 0]

eTruncateStackTrace

Specifies whether to
enable or disable the
Stack Trace Truncation
feature.

When this field is
enabled, the amount of
lines configured on all
stack traces are
truncated.

Default value: true

enhancedLogging.stack
TraceLines

Integer O]

This field is configured
to limit the number of
lines shown on the stack
trace.

Default value: 5

Sample Request body structure for PUT operations:

{

"enabl eTraci ng": true,
"enabl eMetrics": true,
"api Gat ewayHost": "string",
" 80,
"enabl eTl s": true,
"enabl eSubscri berLog": true,
"enabl ePER': true,
"perHost": "string",
"enabl eSBI Correl ation": true,
"enhancedLoggi ng": {
"enabl eTruncat eSt ackTrace": true,
"stackTraceLines": 0,
"enabl eEnhancedlLoggi ng": true,
"st al eSessi onDel eti onLogLevel ": "string",
"enabl eLogUEl dentifierlnfo": true,
"enabl eLogUel nf ol nSessi onDel etion": true

Sample Response body structure for GET and PUT operations:

"enabl eTraci ng": true,
"enabl eMetrics": true,

"api Gat ewayHost": "string",
"enabl eTl s": true,

"enabl eSubscri berLog": true,
"enabl ePER": true,
"perHost": "string",
"enhancedLoggi ng": {
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Export/import Global Configurations

"enabl eEnhancedlLoggi ng": true,

"st al eSessi onDel eti onLogLevel ": "string",
"enabl eLogUEl denti fierlnfo": true,
"enabl eLogUel nf ol nSessi onDel etion": true,

"enabl eTruncat eSt ackTrace":

"stackTraceLines": 0

true,

Table 2-75 Request/Response Body Parameters

Chapter 2
Policy General Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
string Current timestamp
exportData array Exported list of diameter
settings. For more
information, see Get and
Update Operations
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": {

"enabl eTraci ng": true
"enabl eMetrics": true

"api Gat ewayHost": "string",

"" 80,

"enabl eTl s": true,

"enabl eSubscri berLog": true,

"enabl ePER": true,
"perHost": "string",
"enabl eSBI Correl ati on
"enhancedLoggi ng": {

true,

"enabl eTruncat eSt ackTrace":

"stackTraceLi nes":

01

true,

"enabl eEnhancedLoggi ng": true,
"st al eSessi onDel etionLogLevel ": "string",

"enabl eLogUEl dentifierlnfo": true,

"enabl eLogUel nf ol nSessi onDel etion": true
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2.16 Subscriber Logging

Table 2-76 Supported REST APIs

Chapter 2
Subscriber Logging

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create Subscriber POST {apiRoot}/oc-cnpolicy- | See Table A-3
Logging configuration/vl/
subscriberActivityLoggi
ng
Export Subscriber GET {apiRoot}/oc-cnpolicy- | See Table A-1
Logs configuration/vl/
subscriberActivityLoggi
ng/export
Import Subscriber POST {apiRoot}/oc-cnpolicy- | See Table A-3
Logs configuration/vl/
subscriberActivityLoggi
ng/import
Get Subscriber GET {apiRoot}/oc-cnpolicy- | See Table A-1
Logging configuration/vl/
subscriberActivityLoggi
ng/{identifierValue}
Update Subscriber PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Logging configuration/vl/
subscriberActivityLoggi
ng/{identifierValue}
Delete Subscriber DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Logging configuration/vl/
subscriberActivityLoggi
ng/{identifierValue}

Get and Create Subscriber Logging

Table 2-77 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

enable boolean M

type string M

value string M

Sample Request body structure for POST operation:

{
"enabl e": true,
"type": "gpsi",
"val ue": "string"
}
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Sample Response body structure for GET, POST, and PUT operations:

[

{
"date": "string",
"errors": |
{
"message": "string",
“name": "string"
}
1,
"exportData": |
{
“enabl e": true,
"type": "gpsi”,
"value": "string"
}
1,
"sourceVersion": "string",
"topic": "string"
}

[a—

Delete Subscriber Logging

Table 2-78 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

identifiervValue string M Subscriber Identifier

Export/import Subscriber Logging s

Table 2-79 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string (0] Current timestamp
exportData array M Exported list of
subscriber logs. For
more information, see
Get and Create
Subscriber Logging.
sourceVersion string (0] System version of
product from which data
is exported
topic string M Topic of each managed

object
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Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
1
1,
"exportData": [
{
“enabl e": true,
"type": "gpsi”,
"value": "string"
1
1,
"sourceVersion": "string",
"topic": "string"
}

2.17 Recreate Attempts Profile

Chapter 2
Recreate Attempts Profile

This section describes the service URIs available to create and configure reattempt profiles for

Policy.

Table 2-80 Policy Recreate Attempts Profile APIs

services/common/
reattemptsProfile/
{retryProfileName}

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create Reattempt POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
services/common/
reattemptsProfile
Get Reattempt Profile | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/common/
reattemptsProfile/
{retryProfileName}
Update Reattempt PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Profile configuration/vl/
services/common/
reattemptsProfile/
{retryProfileName}
Delete Reattempt DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Profile configuration/vl/

Request and Response Body Parameters

This section describes the request and response parameters used in reattempt profile APIs.
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Table 2-81 Request and Response Body Parameters (for POST and PUT operations)

Field Data Ma | Description
Name Type nd
ato
ry(
M)/
Op
tio
na
I(O
)
Co
ndi
tio
na
I(C
)
name String M | The unique name for the reattempt profile. This name is used to refer to the
reattempt profile in other service configuration screen, such as SM Service.
The name can only contain the characters A-Z, a—z, 0-9, period (.), hyphen
(), and underline (). The maximum length is 255 characters.
interface | String O | The interface for which a reattempt profile is being created. The interface
Type types are:
e BSF
«  AMF
* NRF
reattemp | BSFRec | O | Creates a number of reattempts that should be run for the choosen interface
tSettings | reateAtt type.
empt
reattemp | Reattem | O | Provide Re-attempt Error Code settings details.
tErrorCo | ptErrorC
deSettin | odeSetti
gs ngs
rateLimit | RateLimi| O | Provide Rate Limiting settings details.
Settings | tSettings
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Table 2-82 BSFRecreateAttempt

Field Data | Mand | Description
Name Type |atory(
M)/
Optio
nal(O)
I
Condi
tiona
I(C)
number |integ |M To configure the maximum number of reattempts that are allowed for a
OfAttem | er service operation.
pts On selecting BSF interface type, it is the number of reattempts that must be

run when PCF Binding request fails. It takes a range between 0 - 50.

On selecting NRF interface type, it is the numb of reattempts that must be run

when AMF discovery request fails. It takes a range between 0 - 100.

On selecting AMF interface type, it is the number of reattempt that must be

run when N1N2 Subscribe, N1IN2 Transfer, NIN2 Failure Notification requests

fails. It takes a range between 0 - 100.
backOff |Atte |O The amount of time that represents each back-off timer.

TimerCo | mpt Note: In case the number of configured attempts in the Back-off timer
nfig configurations table is less than the set value for Maximum Number of

Attempts, the remaining attempts uses the back off timer and max random

number of the last configured attempt.

Note: Policy supports a maximum of 20 back-off timer configurations.
threshol |integ | O The threshold limit for the Pending Operations. Once this value is reached, no
dLimitLe | er pending operations are added to the table.
vel Range: 0 - 1000 for BSF interface type.

Range: 0 - 360000 for NRF/AMF interface type.

Table 2-83 Attempt

Field
Name

Data
Type

Ma
nd
ato
ry(
M)/
Op
tio
na
I(0
)
Co
ndi
tio
na
I(C
)

Description

index

integer

o

Represents the number of back-off timer.

backOff
Timer

integer

M

Configure back-off timer for every reattempt request in seconds.
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Table 2-83 (Cont.) Attempt

Field
Name

Data
Type

Ma
nd
ato
ry(
M)/
Op
tio
na
I(O
)
Co
ndi
tio
na
I(C
)

Description

maxRan
domNu
mber

integer

(0]

Configure any random number in milliseconds that is added to the back-off
timer. This can be in the range of 0-5000 milliseconds. If this is not configured
then the back-off timer is considered without an random value.

Table 2-84 ReattemptErrorCodeSettings

Field Data Ma | Description
Name Type nd
ato
ry(
M)/
Op
tio
na
I(0
)
Co
ndi
tio
na
I(C
)
reattemp | boolean | O | To enable reattempt for internal failure, for example: request timed out at UE
tOnlinter service.
gaIFallur Default value: true
reattemp | Reattem | O | Configure the list of combination of HTTP error code and cause for reattempt
tErrorCo | ptErrorC with back off.
des odes A maximum of 32 combinations of error code and cause can be provided.
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Table 2-85 ReattemptErrorCodes

Field Data Ma | Description
Name Type nd
ato
ry(
M)/
Op
tio
na
I(0
)
Co
ndi
tio
na
I(C
)

errorCod | integer |M | Provide the HTTP error code for which the reattempt is applicable. It is a
e number and can range from 100-999.

errorCau | [string] | O | Provide the cause for an error code so that reattempt is made only for the
ses matching causes of the error code.

Note: The Error Cause value should be in upper case. Use only underscore
' ' between words, and do not use space.

Table 2-86 RateLimitSettings

- __________________________________________________|
Field Data Ma | Description
Name Type nd
ato
ry(
M)/
Op
tio
na
I(0
)

Co
ndi
tio
na
I(C
)
rateLimit | integer | M | Configure the rate limit threshold per second for NF service operation(s). This

PerSeco value can be in the range between 0 - 700.
nd Default value: 50

Sample Request body structure for POST and PUT operations:

{

name": "string",
"interfaceType": "bsf",
"reattenpt Settings": {
"nunber O Att enpt s™: 0,
"backO f Ti mer Config": [
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{
"index": O,
"backO fTimer": 0,
"maxRandomNunber": 5000
}

]1
"t hreshol dLi mi t Level ": 0
}1

"reattenpt ErrorCodeSettings": {
"reattenpt Onl nternal Failure": true,
"reattenpt ErrorCodes": |

{
“errorCode": 999,
“errorCauses": [
"string"
]
}

]
}

ateLimtSettings": {
"rateLimtPerSecond": 50
}

nane": "string",
"interfaceType": "bsf",
"reattenpt Settings": {
"nunber Of At tenpt s*: 0,
"backCf f Ti mer Config": [
{
"index": O,
"backOr fTimer": 0,
" maxRandom\unber": 5000
1
1,
"threshol dLinmitLevel": 0
b

"reattenpt ErrorCodeSettings": {
"reattenpt Onl nternal Failure": true,
"reattenpt ErrorCodes": |

{
"errorCode": 999,
“errorCauses": [
"string”
]
}
]

b

"rateLinitSettings": {
"rateLimtPerSecond": 50

}

}

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

Chapter 2
Recreate Attempts Profile

January 15, 2026
Page 77 of 474



ORACLE’

Chapter 2
Recreate Attempts Profile

cURL Command for GET

curl -X GET "http://<IP Address>/ api - docs/ oc-cnpol i cy-configuration/vl/
servi ces/ common/reattenptsProfilel/ <retryProfil eNane>" -H "accept: application/
j son"

cURL Command for POST

curl -X POST "http://<IP Address>/ api -docs/ oc-cnpol i cy-configuration/vl/
services/ comon/reattenptsProfile" -H "accept: application/json" -H "Content-
Type: application/json" -d "{ \"alternateRoutingSettings\":

{ \"enabl eFal I back\": true, \"errorCodesAlternateRoute\":

[ { \"errorCauses\": [ \"string\" ], \"errorCode\": 0} ],
\"errorCodesReAttenpt\": [ { \"errorCauses\": [ \"string\" ], \"errorCode\":
0} ], \"localityPreference\": \"DlI FFERENT\ ",

\ " maxNunf Al t er nat eRout i ngAttenpts\": 3, \"nfSetPreference\": \"DI FFERENT\",
\"priorityPool\": false, \"reAttenptFailedNF\": true, \"reAttenptSameNf\":
true, \"retryFal |l backAfterlinterval\": 900,

\"useAl ternateSCPfor Al ternateRouting\": true, \"useSbiBindinglnformation\":
true }, \"enabl eAlternateRouting\": true, \"enableRetry\": true, \"name\":
\"string\", \"retrySettings\": { \"maxi mumNunberOfRetries\": 3},
\"server Header Support\": \"DI SABLED\"}"

Export or Import Retry Profile

Table 2-87 Response Body Parameters for Import Request
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string (0] Specifies the current
timestamp
errors:message string (@) Specifies the error
message.
errors:name string 0] Specifies the name of
the error.
exportData array M Exported retry profile.

For more information,
see Table 2-91.

key string (0] Indicates the ID of Retry
Profile

sourceVersion string (0] System version of
product from which data
is exported

topic string M Topic of each managed
object
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Import/Export Recreate Attempt Profile

Chapter 2
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API Name Request Type Request Url Possible Result Code
Export Recreate Profile GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/
services/common/
reattemptsProfile/export
Import Recreate Profile POST {apiRoot}/oc-cnpolicy- See Table A-3

configuration/vl/
services/common/
reattemptsProfile/import

Table 2-89 Request/Response Body Parameters

Profiles Data

Field Name Data Type Mandatory/Optional/ Description
Conditional

topic String M It should be
commonconfig.congestio
nThresholdProfiles

sourceVersion String M Build version

date String M Date in pattern "yyyy-
MM-dd'T'HH:mm:ss'Z"

exportData Congestion Threshold M Array for Congestion

Control Threshold
Profiles. This array
contains JSON objects
of each service that
supports congestion
control feature.

Sample Request Body structure for Import and Export operations:

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [

{

name": "string",
"interfaceType": "bsf",
"reattenptSettings": {
"number Of At tenpt s”: 0,
"backCOf f Ti mer Config": [
{
"index": 0,
"backCi f Timer": O,
"maxRandonunber " : 5000
}
]

"t hreshol dLi m tLevel ": 0
}l

"reattenpt ErrorCodeSettings": {

"reattenpt Onlnternal Failure": true,
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“reattenpt ErrorCodes": |
{
"errorCode": 999,
"errorCauses": [
"string"
]
}
]
¥
"ratelLimtSettings": {
“rateLinmtPerSecond": 50

}
}
1,
"errors": [
{
"nanme": "string",
"message”: "string"
}

]
}

2.18 Retry Profile

This section describes the service URIs available to create and configure retry profiles for
Policy.

Table 2-90 Supported REST APIs for Retry Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Retry Profile POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/common/
retryprofiles

Get Retry Profile GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/common/
retryprofiles/
{retryProfileName}

Update Retry Profile PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
services/common/
retryprofiles/
{retryProfileName}

Export Retry Profiles | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/

services/common/
retryprofiles/export

Import Retry Profiles POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/

services/common/
retryprofiles/import

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026
Copyright © 2019, 2026, Oracle and/or its affiliates. Page 80 of 474



ORACLE

Chapter 2
Retry Profile

Table 2-90 (Cont.) Supported REST APIs for Retry Profile

Description

HTTP Method or Resource URI Possible Result Code
Custom Operation

Delete Retry Profile

DELETE

{apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
services/common/
retryprofiles/
{retryProfileName}

Request and Response Body Parameters

This section describes the request and response parameters used in retry profile APIs.

Table 2-91 Request and Response Body Parameters (for POST and PUT operations)

Field Name |Data Mandat | Description
Type ory(M)/
Optiona
1(0)/
Conditi
onal(C)
alternateRouti | Alternat | Optional | Specifies the alternate routing settings for a retry profile.
ngSettings eRouting
Settings
enableAlterna | boolean | Optional | Specifies whether to enable or disable alternate routing.
teRouting On enabling this switch, ensure that you configure the parameters
under the Alternate Routing Settings group.
When enabled, alternate routing is attempted when Policy
messages are not delivered successfully to an external NF
destination. It may happen because of an exception on the Egress
Gateway, such as connection error, timeout, or a failure returned by
the external NF or an intermediate router.
enableRetry | boolean | Optional | Specifies whether to enable or disable retry for failed messages

between core microservices of Policy.

On enabling this switch, ensure that you configure the parameters
under Retry Settings group. However, if the switch is disabled, the
configurations in the Retry Settings group are not taken into
consideration.

When enabled, retries are attempted when PCF encounters
internal send failures for egress messages.

A failure to send egress messages internally indicates an
exception in the core service, such as SM service, UDR or CHF
connector, and so on. The exception can occur while connecting to
the next microservice or a failure on the microservice itself. For
example, egress message did not reach the egress gateway. This
also includes the connection errors and timeouts on the core
microservice.

Note: Since the failure is internal, the external NF and SCP (if
applicable) remain the same during retry attempt.
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Table 2-91 (Cont.) Request and Response Body Parameters (for POST and PUT
operations)

Field Name |Data Mandat | Description
Type ory(M)/
Optiona
1(0)/

Conditi
onal(C)

name string Optional | Specifies the unique name for the retry profile.
The
name
can only
contain
the
characte
rs A—Z,
a-z, 0—
9, period
()
hyphen
(-), and
underlin
e ().
The
maximu
m length
is 255
characte
rs.

retrySettings | RetrySet | Optional | Specifies the retry settings for a retry profile.

tings
serverHeader | Enum Optional | Specifies whether to enable or disable server header. The value
Support The configured in this parameter is used when PCF acts as a
valid consumer and receives server header in error response messages.
values - Disabled: Disable server header. On disabling server header,
for this Policy as a consumer searches for alternate producer without
paramet considering the value of server header.
er are_ as *  Single Instance: Accept only one value in the server header.
follow: When the value is configured as Single Instance and server
‘ 2:35L header contains multiple values, Policy rejects the header.
ED e Multi Instance: Accept only one value in the server header.
. MU
LTI_
INS
TAN
CE
e SIN
GLE
_IN
STA
NC
E
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Table 2-91 (Cont.) Request and Response Body Parameters (for POST and PUT

operations)

Field Name

Data
Type

Mandat | Description
ory(M)/
Optiona
1(0)/
Conditi
onal(C)

ignoreCustom
server
headervalue

String

expression.

Optional | This field appears on selection of either "Single Instance" or "Multi
Instance" value for the field Server Header Support. In this field
you can specify the string pattern that can be ignored in the server
header value. This is provided in the form of regular expression.
The regular expression evaluates the server header content to
ignore the strings that match the pattern specified the regular

Table 2-92 AlternateRoutingSettings

Field Name

Data Type

Mandatory(M)/Optional(O)/
Conditional(C)

Description

enableFallback

boolean

Optional

Specifies whether to
enable or disable
falling back to the
higher priority
destination that
failed earlier (after
the retry interval).
Policy attempts
fallback even if the
current destination is
available.

When enabled,
Policy attempts to
fallback to a higher
priority NF
destination. The
priority of NF
destination is
determined by
Alternate Route
service (either via
DNS-SRYV resolution
or by static
configuration).

By default, it is
disabled.

ute

errorCodesAlternateRo

AlternateRoutingErrorCo
des

Optional

Specifies the HTTP
error codes for which
Policy retries
alternate routing on
receiving the error
response from the
destination network
function or Egress
Gateway.
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Table 2-92 (Cont.) AlternateRoutingSettings

Field Name

Data Type

Mandatory(M)/Optional(O)/
Conditional(C)

Chapter 2
Retry Profile

Description

errorCodesReAttempt

AlternateRoutingErrorCo
des

Optional

Specifies the HTTP
error codes for which
Policy does not look
for alternate
producer and retries
the request to the
same producer NF
or SCP that failed in
the first attempt.
Policy considers this
parameter only
when Re-attempt to
same NF switch is
enabled.

localityPreference

ENUM

The valid values for this
parameter are as follow:
e DIFFERENT

*  NONE
« SAME

Optional

Specifies the locality
preference when
choosing the
alternate producer
for a failed request.

Policy excludes the
producer (received
in the failed request)
and selects an
alternate producer
based on the value
provided for this
attribute.

*  Same: Chooses
the next
producer from
the same
locality as the
previous
request.

» Different:
Chooses the
next producer
from a different
locality.

*  None (default):
Locality filter
does not apply.
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Table 2-92 (Cont.) AlternateRoutingSettings
|

Chapter 2
Retry Profile

Field Name Data Type Mandatory(M)/Optional(O)/ | Description
Conditional(C)

maxNumOfAlternateRo | boolean Optional Specifies the

utingAttempts number of retries

that PCF attempts
on receiving error
response from
Ingress Gateway.
The number of retry
attempts can be in
the range of 1 to 10.

Note: The value
configured for this
parameter does not
include the initial
attempt. For
instance, if you set
the value as 3,
Policy performs the
retry cycle three
times after the initial
attempt.

If the retry attempts
are exhausted,
Policy fails the
transaction with an
exception. In certain
cases, the number of
retry attempts can
be greater than the
available alternate
destinations to be
tried. If such a
situation arises,
Policy fails the
transaction when no
alternate destination
is available even if
retry attempts are
still available.
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Chapter 2
Retry Profile

The valid values for this

parameter are as follow:

« DIFFERENT
*  NONE
« SAME

Field Name Data Type Mandatory(M)/Optional(O)/ | Description
Conditional(C)
nfSetPreference ENUM Optional Specifies the NF set

preference when
choosing the
alternate producer
for an initial request.

Policy excludes the
producer (received
in the failed request)
and selects an
alternate producer
based on the value
provided for this
attribute.

*  Same: Selects
the next
producer from
the same NFSet
as the previous
request.

» Different:
Selects the next
producer from a
different NFSet.

*  None (default):
NFSets filter
does not apply.

Note: This

parameter applies

only to initial
requests. For
subsequent
requests, the default
behavior is to
choose the same

NFSet irrespective of

the value configured

for this field.
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Field Name

Data Type

Mandatory(M)/Optional(O)/
Conditional(C)

Chapter 2
Retry Profile

Description

reAttemptFailedNF

boolean

Optional

When you set the
value for this
parameter to true,
Policy initiates the
retry cycle and
sends request to the
selected NF when
the following
conditions are true:

e Retry attempts
made to all
available NF
instances

. Maximum
Number of
Alternate
Routing Attempt
is not exhausted

reAttemptSameNf

boolean

Optional

Specifies whether
Policy shall send the
request to the same
NF that failed in the
first attempt. If you
set the value to true,
make sure to
configure the value
for

error CodesReAtte
npt attribute.

By default, the value

is false for this
parameter.
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|
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al

Field Name Data Type Mandatory(M)/Optional(O)/ | Description
Conditional(C)
retryFallbackAfterinterv | integer Optional Specifies the time in

seconds after which
Policy re-attempts a
request to a higher
priority destination.

In case of fallback,
when a route is
being determined
while the current
destination has not
failed, PCF attempts
to fallback to a
higher priority NF
destination. Priority
of NF destination is
determined by
Alternate Route
service, either
through DNS-SRV
resolution or static
configuration.

You can set the
value for retry after
interval from O to
86,400 seconds.

By default, the value
is set to 0, which
means that a high
priority destination is
blocklisted.

Note:

 This
configuration
applies to
subsequent
message
routing only.

»  Blacklisting may
still be done by
Egress Gateway

* AnNF
destination
(FQDN) is not
re-attempted
within the
context of a
single
operation, such
as SM
Modification
request
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|
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ernateRouting

Field Name Data Type Mandatory(M)/Optional(O)/ | Description
Conditional(C)
useAlternateSCPforAlt | boolean Optional Specifies whether to

enable or disable
choosing alternate
SCP to reach the
alternate destination.

If you set the value
for this parameter as
true, Egress
Gateway uses an
alternate SCP for
routing to an
alternate NF
destination. If there
are fewer SCPs than
alternate NF
destinations, Egress
Gateway tries
sending the request
through one of the
previously used
SCPs.

Note: Additional
SCP configuration is
required for Egress
Gateway. For more
information, see
Oracle
Communications
Cloud Native Core,
Converged Policy
Installation, Upgrade
and Fault Recovery
Guide.
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Table 2-92 (Cont.) AlternateRoutingSettings
|
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on

Field Name Data Type Mandatory(M)/Optional(O)/ | Description
Conditional(C)
useShiBindingInformati | boolean Optional Specifies whether to

enable or disable
use of information
received in 3gpp-shi-
binding header.
When Policy
receives the unique
NF Instance ID in
the error response, it
retrieves 3gpp-sbi-
binding header for
that particular NF
instance, and then
extracts the Setld to
choose the alternate
producer. This
parameter is
considered only for
subsequent retry
requests.

By default, the value
is false for this
attribute.

Note: When the
value is set to false,
the NFSet
Preference
parameter is not
taken into
consideration.

Table 2-93 AlternateRoutingErrorCodes

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

errorCauses string Optional Specifies the HTTP error
You can configure up | code. For example, 504
to five error causes
per error code.

errorCode integer Mandatory Specifies the error cause.

You can configure up
to 10 error codes for
a retry profile.

Enter a range in
[100-999] number

For example,
GATEWAY_TIMEOUT,
NF_TIMEOUT.
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Table 2-94 RetrySettings

- ________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

maximumNumberOfRetries | integer Optional Specifies the number of
The number of retry | retries that PCF attempts on
attempts can be in encountering failure while
the range of 1 to 10. | sending egress messages

Note: It is between Policy core
mandatory to microservices.

configure this Note: The value configured
parameter if Retry for this parameter does not
on Internal Send include the initial attempt.
Failure parameter is | For instance, if you set the
set to true. value as 3, Policy performs

the retry cycle three times
after the initial attempt.

Sample Request body structure for POST and PUT operations:

{
"al ternateRoutingSettings": {

"enabl eFal | back": true,
"errorCodesAl ternateRoute": [
{
“errorCauses": [
"string"
] 1
“errorCode": 0
}
]

"errorCodesReAttenpt": |
{
“errorCauses": |
"string"
1,
“errorCode": 0
}
1,
"l ocalityPreference": "Dl FFERENT",
"maxNunmf Al t er nat eRout i ngAttenpts”: 3,
"nf Set Preference": "Dl FFERENT",
"reAttenpt Fai | edNF": true,
"reAttenpt SaneNf": true,
"retryFal | backAfterlinterval": 900,
"useAl t ernat eSCPf or Al t er nat eRouti ng": true,
"useShi Bi ndi ngl nformation": true

}

nabl eAl t ernat eRouting": true,
"enabl eRetry": true,
"name": "string",
"retrySettings": {
"maxi mumNunber Of Retries": 3

b
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"server Header Support": "DI SABLED'
}

Sample Response body structure for GET, POST, and PUT operations:

{
"al ternat eRoutingSettings": {

"enabl eFal | back": true,
"errorCodesAl ternat eRoute": |
{
“errorCauses": |
"string"
]

"errorCode": 0
}
]

"errorCodesReAttenpt": |
{
“errorCauses": |
"string"
]

"errorCode": 0
}
]

"l ocalityPreference": "Dl FFERENT",
"maxNunmOf Al t er nat eRout i ngAttenpts”: 3,

"nf Set Preference": "Dl FFERENT",

"reAttenpt Fai | edNF": true,

"reAttenpt SaneNf": true,

"retryFal | backAfterlnterval ": 900,

"useAl t ernat eSCPf or Al t er nat eRouti ng": true,
"useShi Bi ndi ngl nfornation": true

}

nabl eAl t ernat eRouting": true,
"enabl eRetry": true,
"nane": "string",
"retrySettings": {

"maxi mumNunber Of Retries": 3
}

"server Header Support": " DI SABLED"

cURL Command for GET

curl -X GET "http://10.75.168.25: 31679/ oc-cnpol i cy-configuration/vl/services/
conmon/ retryprofiles/<retryProfil eNane>" -H "accept: application/json”

cURL Command for POST

curl -X POST "http://10.75.168. 25: 31679/ oc- cnpol i cy-confi guration/vl/services/
common/ retryprofiles" -H "accept: application/json" -H "Content-Type:
application/json" -d "{ \"alternateRoutingSettings\": { \"enabl eFal | back\":
true, \"errorCodesAlternateRoute\": [ { \"errorCauses\": [ \"string\" ],
\"errorCode\": 0} ], \"errorCodesReAttenpt\": [ { \"errorCauses\":
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[ \"string\" ], \"errorCode\": 0} ], \"localityPreference\": \"DI FFERENT\",
\"maxNunf Al t er nat eRout i ngAttenpts\": 3, \"nfSetPreference\": \"DI FFERENT\",
\"priorityPool\": false, \"reAttenptFailedNF\": true, \"reAttenptSameNf\":
true, \"retryFal |l backAfterinterval\": 900,

\"useAl ternat eSCPfor Al ternateRouting\": true, \"useShiBi ndingl nformation\":
true }, \"enabl eAlternateRouting\": true, \"enableRetry\": true, \"name\":
\"string\", \"retrySettings\": { \"maxi mumNunber O Retries\": 3},
\"server Header Support\": \"DI SABLED\"}"

Export or Import Retry Profile

Table 2-95 Response Body Parameters for Import Request
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string (0] Specifies the current
timestamp
errors:message string (0] Specifies the error
message.
errors:name string O Specifies the name of
the error.
exportData array M Exported retry profile.

For more information,
see Table 2-91.

key string (@) Indicates the ID of Retry
Profile

sourceVersion string (0] System version of
product from which data
is exported

topic string M Topic of each managed

object

Sample Request Body structure for Import and Export operations:

{
"date": "string",
"errors": [
{

"message": "string",
" "string"
}
] L
"exportData": [
{
“al ternateRoutingSettings": {
"enabl eFal | back": true,
“errorCodesAl ternateRoute": [

nane":

{
"errorCauses": [
"string"
]1
"errorCode": 0
}
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]1
“errorCodesReAttenpt": |

{
"errorCauses": [
"string"
] y
"errorCode": 0
}

1,
“localityPreference": "Dl FFERENT",

“maxNunCf Al t er nat eRout i ngAttenpts": 3,

"nf Set Pref erence": "DI FFERENT",

"reAttenpt Fai | edNF": true,

"reAttenpt SameN " true,

“retryFal | backAfterlnterval": 900,

"useAl t ernat eSCPfor Al t er nat eRouting": true,

"useShi Bi ndi ngl nformation": true
¥
"enabl eAl ternat eRouting": true,
"enabl eRetry": true,
name": "string",
"retrySettings": {

“maxi mumNunber Of Retries": 3

}l
"server Header Support": " DI SABLED"
}
]

n eyll: n st ri r1gll7
"sourceVersion": "string",
"systenmVersion": "string",

"topic": "string"

2.19 Timer Profile

Table 2-96 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Timer Profile POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/common/
timerprofiles

Get Timer Profile GET /oc-cnpolicy- See Table A-1
configuration/vl/
services/common/
timerprofiles/
{serviceType}

Update Timer Profile PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
services/common/
timerprofiles/
{serviceType}
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configuration/vl/
services/common/
timerprofiles/
{serviceType}

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Timer Profiles | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/common/
timerprofiles/export

Import Timer Profiles | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/common/
timerprofiles/import

Delete Timer Profile DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

Get, Create, and Update Timer Profiles

Table 2-97 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

serviceType string M Specifies the following

Mobility

supported service types:

¢ PCF User Connector

e PCF Session
Management

. PCF Access and

«  PCF UE Policy
e PCF Binding Service

UDR.svcTimeoutMapping

SvcTimeoutMapping | C

Details of UDR service time

ForAMF

ForUDR out.
CHFE.svcTimeoutMapping SvcTimeoutMapping | C Details of CHF service time
ForCHF out.
BSF.svcTimeoutMapping SvcTimeoutMapping | C Details of BSF service time
ForBSF out.
SMF.svcTimeoutMapping SvcTimeoutMapping | C Details of SMF service time
ForSMF out.
AF.svcTimeoutMapping SvcTimeoutMapping | C Details of AF service time
ForAF out.
AMF.svcTimeoutMapping SvcTimeoutMapping | C Details of AMF service time

out.
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Table 2-98 SvcTimeoutMappingForUDR Parameters

______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

nudr-dr integer (@) Timeout value specified
in “3gpp-Shi-Max-Rsp-
Time” header for the
nudr-dr service. Provide
a number between 1 to
2147483647. For
example: 3000.

QUERY integer (@) Timeout value specified
in “3gpp-max-response-
time” header for the
Query messages.

SUBSCRIBE integer @) Timeout value specified
in “3gpp-max-response-
time” header for the
subscribe messages.

UNSUBSCRIBE integer 0] Timeout value specified
in “3gpp-max-response-
time” header for the
unsubscribe messages.

UPDATE integer o Timeout value specified
in “3gpp-max-response-
time” header for the
update messages.

Table 2-99 SvcTimeoutMappingForCHF Parameters

______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

nchf-spendinglimitcontrol integer O Timeout value specified
in “3gpp-Shi-Max-Rsp-
Time” header for the
nchfspendinglimitcontrol
service. Provide a
number between 1 to
2147483647. For
example: 3000.
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Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

nbsf-management integer (@) Timeout value specified

in “3gpp-Shi-Max-Rsp-
Time” header for the
nbsfmanagement
service. Provide a
number between 1 to
2147483647. For
example: 3000.

Table 2-101 SvcTimeoutMappingForSMF Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

notification integer (@) Timeout value specified

in “3gpp-Shi-Max-Rsp-
Time" header for the
notification service.
Provide a number
between 1 to
2147483647. For
example: 3000.

Table 2-102 SvcTimeoutMappingForAF Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

notification integer o Timeout value specified

in “3gpp-Shi-Max-Rsp-
Time” header for the
notification service.
Provide a number
between 1 to
2147483647. For
example: 3000.
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Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

namf-comm integer

o

Timeout value specified
in “3gpp-Shi-Max-Rsp-
Time” header for the
namf-comm service.
Provide a number
between 1 to
2147483647. For
example: 3000.

notification integer

Timeout value specified
in “3gpp-max-response-
time” header for the
notification service.

Sample Request body structure for POST and PUT operations:

{
"serviceType": "string",
"UDR': {
"svcTi meout Mappi ng": {
"nudr-dr": 3000,
"QUERY": 0,
" SUBSCRI BE": 0,
"UNSUBSCRI BE": 0
"UPDATE": 0
1
s
"CHF": {
"svcTi meout Mappi ng": {
“nchf - spendinglimtcontrol"
1
2
"BSF": {
"svcTi meout Mappi ng": {
“nbsf - managenent": 3000
!
e
"SMF: |
"svcTi meout Mappi ng": {
"notification": 3000
!
e
AR |
"svcTi meout Mappi ng": {
"notification": 3000
!
e
"AMF |

"svcTi meout Mappi ng": {
“nanf - conmi': 3000
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"notification": 3000

Export/import Timer Profiles

Table 2-104 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
systemVersion string 0] The system version.
topic string M Topic of each managed
object
sourceVersion string 0] System version of the
product from which data
is exported
date string (0] Current timestamp
exportData array M Date to be exported.
errors.message string o The error message.
errors.name string 0] The error name.

Sample Request Body structure for Import/Export operations:

"systenmVersion": "string",
"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [
{
"serviceType": "string",
"UDR": {

"svcTi meout Mappi ng": {
"nudr-dr": 3000,
"QUERY": 0,

" SUBSCRI BE": 0,
"UNSUBSCRI BE": 0,
"UPDATE": 0

}
¥
"CHF": {
"svcTi meout Mappi ng": {
"nchf-spendinglinmitcontrol™: 3000
}
b
"BSF": {
"svcTi meout Mappi ng": {
"nbsf - managenent": 3000
}
b
"SMF':
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"svcTi meout Mappi ng": {
"notification": 3000

}
¥
AR {
"svcTi meout Mappi ng": {
"notification": 3000
}
¥
"AMF
"svcTi meout Mappi ng": {
"nanf-conmi': 3000,
"notification": 3000
}
}
1
1,
“errors": |
{
"name": "string",
"message”: "string"
1

]
}

2.20 Retry Profile for PCC

Table 2-105 Supported REST APIs

Chapter 2
Retry Profile for PCC

Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create PCC Retry POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
policydata/pcrf/
pccretryprofiles
Export PCC Retry GET {apiRoot}/oc-cnpolicy- | See Table A-1
Profile configuration/vl/
policydata/pcrf/
pccretryprofiles/export
Import PCC Retry POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
policydata/pcrf/
pccretryprofiles/import
Get PCC Retry Profile | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcrf/
pccretryprofiles/
{pccRetryProfileName}
Update PCC Retry PUT {apiRoot}/oc-cnpolicy- | See Table A-2

configuration/vl/
policydata/pcrf/
pccretryprofiles/
{pccRetryProfileName}
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Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Retry Profile for PCC

Possible Result Code

Delete PCC Retry
Profile

DELETE

configuration/vl/
policydata/pcrf/
pccretryprofiles/

{apiRoot}/oc-cnpolicy-

{pccRetryProfileName}

See Table A-4

Create, Get, and Update Retry Profile for PCC

Table 2-106 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
backOffinterval integer M Enter a value between 1 and

86400

description string (0]
id string (0]
initialRetryInterval | integer M Enter a value between 0 and 30
maxRetryAttempt | integer M Enter a value between 1 and 10
maxRetryCycles integer M Enter a value between 1 and 4
maxRetryInterval integer M Enter a value between 1 and 180
name string M
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Table 2-106 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ruleFailureCode array Contains items of type string.

Supported values:
* UNKNOWN_RULE_NAME

* RATING_GROUP_ERROR

SERVICE_IDENTIFIER_ERR
OR

e GW_PCEF_MALFUNCTION

* RESOURCES_LIMITATION

«  MAX_NR_BEARERS_REAC
HED

«  UNKNOWN_BEARER_ID

«  MISSING_BEARER_ID

«  MISSING_FLOW_INFORMA
TION

«  RESOURCE_ALLOCATION_
FAILURE

«  UNSUCCESSFUL_QOS_VA
LIDATION

«  INCORRECT_FLOW_INFOR
MATION

« PS_TO_CS_HANDOVER

< TDF_APPLICATION_IDENTI
FIER_ERROR

< NO_BEARER_BOUND

«  FILTER_RESTRICTIONS

< AN_GW_FAILED

«  MISSING_REDIRECT_SERV
ER_ADDRESS

« CM_END_USER_SERVICE_
DENIED

« CM_CREDIT_CONTROL_N
OT_APPLICABLE

¢ CM_AUTHORIZATION_REJ
ECTED

< CM_USER_UNKNOWN

< CM_RATING_FAILED

Sample Request Body structure for POST and PUT operations:

"pbackOfInterval": 0,
"description": "string",
"id": "string",

"initial Retrylnterval": 0,
"maxRetryAttempt": O,
"maxRet ryCycl es": 0,
"maxRetrylnterval": O,
"nane": "string",

"rul eFai | ureCode": [
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" AN_GW FAI LED"
]
}

Chapter 2
Retry Profile for PCC

Sample Response Body structure for GET, POST and PUT operations:

{
"backOffInterval": 0,

"description": "string",

"id": "string",

"initial Retrylnterval": 0,

"maxRetryAttempt”: O,

"maxRet ryCycl es": 0,

"maxRetrylnterval": O,

"nane": "string",

"rul eFai | ureCode": |
"AN_GW FAI LED'

]

}
Export/import Retry Profile for PCC

Table 2-107 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of PCC
retry profile. For more
information, see
Table 2-106.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
“name": "string"
1
]7
"exportData": [
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"backOfinterval": 0,
"description": "string",
"id": "string",
“initial Retrylnterval": 0,
"maxRetryAttenpt": 0,
"maxRet ryCycl es": 0,
"maxRetrylnterval ": 0,
"name": "string",
"rul eFai | ureCode": [
"AN_GW FAI LED'
]
!
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Retry Profile for PCC

Table 2-108 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

pccRetryProfileName string M PCC Retry Profile Name

2.21 Retry Profile for ADC

Table 2-109 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create ADC Retry POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
policydata/pcrf/
adcretryprofiles

Export ADC Retry GET {apiRoot}/oc-cnpolicy- | See Table A-1
Profile configuration/vl/
policydata/pcrf/
adcretryprofiles/export

Import ADC Retry POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
policydata/pcrf/
adcretryprofiles/export

Get ADC Retry Profile | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcrf/
adcretryprofiles/
{adcRetryProfileName}
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Chapter 2
Retry Profile for ADC

Table 2-109 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Update ADC Retry PUT {apiRoot}/oc-cnpolicy- | See Table A-2

Profile configuration/vl/

policydata/pcrf/
adcretryprofiles/
{adcRetryProfileName}

Delete ADC Retry DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Profile configuration/vl/
policydata/pcrf/

adcretryprofiles/

{adcRetryProfileName}

Create, Get, and Update Retry Profile for ADC

Table 2-110 Data structures supported by the POST, GET, and PUT Response Body

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
backOfflnterval integer M Enter a value between 1 and

86400

description string (0]
id string (0]
initialRetrylnterval | integer M Enter a value between 0 and 30
maxRetryAttempt | integer M Enter a value between 1 and 10
maxRetryCycles integer M Enter a value between 1 and 4
maxRetryInterval integer M Enter a value between 1 and 180
name string M
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Table 2-110 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ruleFailureCode array Contains items of type string.

Supported values:
* UNKNOWN_RULE_NAME

* RATING_GROUP_ERROR

SERVICE_IDENTIFIER_ERR
OR

e GW_PCEF_MALFUNCTION

* RESOURCES_LIMITATION

«  MAX_NR_BEARERS_REAC
HED

«  UNKNOWN_BEARER_ID

«  MISSING_BEARER_ID

«  MISSING_FLOW_INFORMA
TION

«  RESOURCE_ALLOCATION_
FAILURE

«  UNSUCCESSFUL_QOS_VA
LIDATION

«  INCORRECT_FLOW_INFOR
MATION

« PS_TO_CS_HANDOVER

< TDF_APPLICATION_IDENTI
FIER_ERROR

< NO_BEARER_BOUND

«  FILTER_RESTRICTIONS

< AN_GW_FAILED

«  MISSING_REDIRECT_SERV
ER_ADDRESS

« CM_END_USER_SERVICE_
DENIED

« CM_CREDIT_CONTROL_N
OT_APPLICABLE

¢ CM_AUTHORIZATION_REJ
ECTED

< CM_USER_UNKNOWN

< CM_RATING_FAILED

Sample Request Body structure for POST and PUT operations:

"pbackOfInterval": 0,
"description": "string",
"id": "string",

"initial Retrylnterval": 0,
"maxRetryAttempt": O,
"maxRet ryCycl es": 0,
"maxRetrylnterval": O,
"nane": "string",

"rul eFai | ureCode": [
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" AN_GW FAI LED"

]
}

Chapter 2
Retry Profile for ADC

Sample Response Body structure for GET, POST and PUT operations:

{
"backOffInterval": 0,

"description": "string",

"id": "string",

"initial Retrylnterval": 0,

"maxRetryAttempt”: O,

"maxRet ryCycl es": 0,

"maxRetrylnterval": O,

"nane": "string",

"rul eFai | ureCode": |
"AN_GW FAI LED'

]

}

Export/import Retry Profile for ADC

Table 2-111 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of ADC
retry profile.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
“name": "string"
1
]7
"exportData": [
{

"backCffInterval ": 0,
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"description": "string",

"id": "string",

“initial Retrylnterval": 0,

"maxRetryAttenpt": 0,

"maxRet ryCycl es": 0,

"maxRetrylnterval ": 0,

"name": "string",

“rul eFai | ureCode": [
"AN_GW FAI LED'

]
1
1
"key": "string",
"sourceVersion": "string",
"topic": "string"

Delete Retry Profile for ADC

Table 2-112 Request/Response Body Parameters

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
Site Takeover

Description

adcRetryProfileName string

M

ADC Retry Profile Name

2.22 Site Takeover

This section describes the service URIs available to create and configure sites for takeover for

Policy.

Table 2-113 Supported REST APIs for Site Takeover

Possible Result Code

Description

HTTP Method or
Custom Operation

Resource URI

Export Site Takeovers | GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/common/
sitetakeover/export

See Table A-1

Import Site Takeovers | POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/common/
sitetakeover/import

See Table A-3
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Export or Import Site Takeover

Table 2-114 Response Body Parameters for Import Request

Chapter 2
NF Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string 0] Specifies the current
timestamp
errors:message string (@) Specifies the error
message.
errors:name string (0] Specifies the name of
the error.
exportData array M Exported Site Takeover.
For more information,
see Table 2-91.
key string (@) Indicates the ID of Site
Takeover
sourceVersion string 0] System version of
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import and Export operations:

{
"date": "string",
"errors": [
{
"message”: "string",
"name": "string"
}
1,
"exportData": |
{
"nane": "sitel",
"targetSiteld": "siteid12345"
}

2.23 NF Profile

Table 2-115 Supported REST APIs
|

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Create the NF Profile

POST

/oc-cnpolicy-
configuration/vl/
services/common/
producer-nfprofile/
{NFType}

See Table A-3
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Table 2-115 (Cont.) Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Chapter 2
NF Profile

Update the NF Profile

PUT

/oc-cnpolicy-
configuration/vl/
services/common/
producer-nfprofile/
{NFType}/
{nfInstancelD}

See Table A-2

Delete the NF Profile

DELETE

/oc-cnpolicy-
configuration/vl/
services/common/
producer-nfprofile/
{NFType}/
{nfinstancelD}

See Table A-4

Get All nfInstancelds

GET

/oc-cnpolicy-
configuration/vl/
services/common/
producer-
nfinstanceids/{NFType}

See Table A-1

Get a NF Profile

GET

/oc-cnpolicy-
configuration/vl/
services/common/
producer-nfprofile/
{NFType}
{nfInstancelD}

See Table A-1

Table 2-116 Request/Response Body Parameters

Field Name

Data Type
)

C)

Mandatory(M

Optional(O)/
Conditional(

Description

nflnstanceld

Nflnstanceld |M

Unique identity of the NF Instance.

nfType NFType M Type of Network Function
nfStatus NFStatus M Status of the NF Instance
heartBeatTimer Integer C Time in seconds expected between two

consecutive heartbeat messages from an NF
Instance to the NRF.

plmnList array(PImnid) | C PLMN(s) of the Network Function

sNssais array(Snssai) | O S-NSSAIs of the Network Function.

perPImnSnssailist | array(PImnSn | O List of S-NSSAIs supported by the Network
ssai ) Function for each PLMN.

nsiList array(string) | O NSI identities of the Network Function.

fqdn Fgdn C FQDN of the Network Function

interPImnFqdn Fgdn C Specifies the FQDN that is used for inter-PLMN

routing, if the NF needs to be discoverable by other
NFs in a different PLMN.

ipv4Addresses

array(lpv4Add | C
r

IPv4 address(es) of the Network Function
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Chapter 2
NF Profile

Table 2-116 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
ipv6Addresses rray(lpv6Addr | C IPv6 address(es) of the Network Function
allowedPImns array(PImnid) | O PLMNs allowed to access the NF instance.
allowedNfTypes array(NFType)| O Type of the NFs allowed to access the NF instance.
allowedNfDomains | array(string) | O Pattern representing the NF domain names
allowed to access the NF instance. If not provided,
any NF domain is allowed to access the NF.
allowedNssais array(Snssai) |O S-NSSAI of the allowed slices to access the NF
instance.
priority integer (0] Priority (relative to other NFs of the same type) in
the range of 0-65535, to be used for NF selection;
lower values indicate a higher priority.
capacity integer (0] Static capacity information in the range of 0-65535,
expressed as a weight relative to other NF
instances of the same type.
load integer (0] Dynamic load information, ranged from 0 to 100,
indicates the current load percentage of the NF.
locality string (0] Operator defined information about the location of
the NF instance (e.g. geographic location, data
center)
udrinfo Udrinfo (0] Specific data for the UDR (ranges of SUPI, group
ID...)
groupld NfGroupld (0] Identity of the UDM group that is served by the
UDM instance. If not provided, the UDM instance
does not pertain to any UDM group.
supiRanges array(SupiRa | O List of ranges of SUPIs whose profile data is
nge) available in the UDM instance.
gpsiRanges array(ldentity | O List of ranges of GPSIs whose profile data is
Ran ge) available in the UDM instance.
externalGroupldent | array(ldentity | O List of ranges of external groups whose profile data
ityfiersRanges Ran ge) is available in the UDM instance
supportedDataSets | array(DataSet | O List of supported data sets in the UDR instance. If
Id) not provided, the UDR supports all data sets.
bsfinfo Bsfinfo (0] Specific data for the BSF
ipv4AddressRange | array(Ilpv4Add | O List of ranges of IPv4 addresses handled by BSF. If
S res sRange) not provided, the BSF can serve any IPv4 address.
dnnList array(Dnn) (0] List of DNNs handled by the BSF If not provided,
the BSF can serve any DNN.
ipDomainList array(string) |O List of IPv4 address domains.
ipv6PrefixRanges | array(lpv6Pref| O List of ranges of IPv6 prefixes handled by the BSF.
ixR ange) If not provided, the BSF can serve any IPv6 prefix.
chflnfo Chfinfo (0] specific data for the CHF.
gpsiRangeList array(ldentity | O List of ranges of GPSI that can be served by the
Ran ge) CHF instance. If not provided, the CHF can serve

any GPSI.
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Table 2-116 (Cont.) Request/Response Body Parameters

Chapter 2
NF Profile

d

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
custominfo Object (0] Specific data for custom Network Functions
nfProfileChangesS | boolean (0] NF Profile Changes Support Indicator. This
upportind parameter indicates if the NF Service Consumer
supports receiving NF Profile Changes in the
response or not.
nfProfileChangesin | boolean (0] NF Profile Changes Indicator. This parameter

indicates if the NF Profile contains NF Profile
changes or the complete NF Profile.

Sample request body:

"nflnstancel d":

" 3f a85f 64- 5717- 4562- b3f c- 2c963f 66af a",

“nf Type": "BSF",

"nf Status": "REG STERED',

"heartBeat Timer": 0,

"plmList": [
{
"mce": “string”,
"“mc": "string"
1
]1
"sNssais": [
{
"sst": 0,
"sd": "string"
1
]1
"perPl mSnssai List": [
{
"plmld": {
"mce": "string”,
“mc": "string"
}l
"sNssai List": [
{
"sst": 0,
"sd": "string"
}
]
1
]1
"nsilList": [
"string"
]1
"fqgdn": "string",

"interPl mFgdn": "string",
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"i pv4Addresses": |

"string"
]1
"i pv6Addresses": |
"string"
]1
"al | onedPl ms": [
{
“mce": “string”,
"“mc": "string"
1
]1
"al | owedNf Types": [
"string"
]1
"al | owedNf Domai ns": |
"string"
]1
"al | onedNssai s": [
{
"sst": 0,
"sd": "string"
1
]1
"priority": 0,
"capacity": 0,
"l oad": O,

“locality": "string",
"udrinfo": {
"groupld": "string",
"supi Ranges": [
{
“start": "string",
“end": "string",
"pattern": "string"
}
]

psi Ranges": [

{
"start": "string",
“end": "string",
"pattern": "string"

}

]

{

“start": "string",
"end": "string",
"pattern": "string"
}
1,
"supportedDat aSet s": |
" APPLI CATI ON'
]
b
"bsflnfo": {
Cloud Native Core, Converged Policy REST Specification Guide
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"i pv4Addr essRanges": |
{

"start": "string",
“end": "string"

}

]1

"dnnList": [
"string"

]1

"i pDomai nLi st": [
"string"

]

i pv6PrefixRanges": |
{
“start": "string",
“end": "string"

}
]
b,
"chfinfo": {
"supi RangeList": [
{
"start": "string",
"end": "string",
"pattern": "string"
}
1,
"gpsi RangeList": [
{
"start": "string",
“end": "string",
"pattern": "string"
}
]
}

"custom nfo": {},

"recoveryTime": "string",

"nf Servi cePersi stence": true,

“nfServices": [

{
"servicel nstanceld": "string",
“serviceName": "string",
"versions": |

{
"api VersionlnUri": "string",
"api Ful | Version": "string",
"expiry": "string"

}

]

cheme": "http",
“nf ServiceStatus": "REG STERED',
“fqdn": "string",
"i pEndPoi nts": [
{
"i pv4Address": "string",
"i pv6Address": "string",
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"transport": "TCP",
"port": 0O
}
]

pi Prefix": "string",
“al | owedNf Types": |

“string"
]l
“priority": O,
“capacity": O,
"load": 0

}
]

f Profil eChangesSupportind": true,
"nf Profil eChangeslnd": true

}
Sample response body:

{
"nflnstancel d": "3fa85f64-5717-4562-b3fc-2c963f 66af a9",

"nf Type": "BSF",
"nf Status": "REQ STERED',
"heartBeat Ti ner": 0,
"plmList": [

{

nce .

mc .

"string",
" "string"
1
1
"sNssais": [
{
"sst": 0,
"sd": "string"
1
]

erPl mSnssai List": [
{
“plmld": {
" “string",
"string"

nce .

mc™:

¥
"sNssai List": [
{
"sst": 0,
"sd": "string"
}
]
}
1,
"nsiList": [
"string"
1,
"fqdn": "string",
"interPl mFqdn": "string",
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"i pv4Addresses": |

"string"
]1
"i pv6Addresses": |
"string"
]1
"al | onedPl ms": [
{
“mce": “string”,
"“mc": "string"
1
]1
"al | owedNf Types": [
"string"
]1
"al | owedNf Domai ns": |
"string"
]1
"al | onedNssai s": [
{
"sst": 0,
"sd": "string"
1
]1
"priority": 0,
"capacity": 0,
"l oad": O,

“locality": "string",
"udrinfo": {
"groupld": "string",
"supi Ranges": [
{
“start": "string",
“end": "string",
"pattern": "string"
}
]

psi Ranges": [

{
"start": "string",
“end": "string",
"pattern": "string"

}

]

{

“start": "string",
"end": "string",
"pattern": "string"
}
1,
"supportedDat aSet s": |
" APPLI CATI ON'
]
b
"bsflnfo": {
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"i pv4Addr essRanges": |
{

"start": "string",
“end": "string"

}

]1

"dnnList": [
"string"

]1

"i pDomai nLi st": [
"string"

]

i pv6PrefixRanges": |
{
“start": "string",
“end": "string"

}
]
b,
"chfinfo": {
"supi RangeList": [
{
"start": "string",
"end": "string",
"pattern": "string"
}
1,
"gpsi RangeList": [
{
"start": "string",
“end": "string",
"pattern": "string"
}
]
}

"custom nfo": {},

"recoveryTime": "string",

"nf Servi cePersi stence": true,

“nfServices": [

{
"servicel nstanceld": "string",
“serviceName": "string",
"versions": |

{
"api VersionlnUri": "string",
"api Ful | Version": "string",
"expiry": "string"

}

]

cheme": "http",
“nf ServiceStatus": "REG STERED',
“fqdn": "string",
"i pEndPoi nts": [
{
"i pv4Address": "string",
"i pv6Address": "string",
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"transport": "TCP",
"port": 0O
}
1,
“api Prefix": "string",
"al | owedNf Types": |
“string"
1,
“priority": O,
“capacity": O,
"l oad": O

}
]

"nf Profil eChangesl

}

2.24 Session Managem

f Profil eChangesSupportind": true,

nd": true

ent Service

Table 2-117 Supported REST APIs

Chapter 2
Session Management Service

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get Session GET {apiRoot}/oc-cnpolicy- | See Table A-1
Management Service configuration/vl/
services/pcfsm
Update Session PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Management Service configuration/vl/
services/pcfsm
Export Session GET {apiRoot}/oc-cnpolicy- | See Table A-1
Management Service configuration/vl/
services/pcfsm/export
Import Session POST {apiRoot}oc-cnpolicy- | See Table A-3
Management Service configuration/v1/
services/pcfsm/import

Get and Update Sessi

on Management Service

Table 2-118 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)
system SystemConfiguration | O
user SmUserConfiguratio | O
n
policy Policy (0]
policyControlRequestTrigger | PolicyControlReques | O
tTrigger
binding SmBindingConfigura | O
tion
qgos QOSConfiguration 0]
rule RuleConfiguration
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Chapter 2
Session Management Service

Table 2-118 (Cont.) Request/Response Body Parameters

ration

Field Name Data Type Mandatory(M)/ Description
Optional(O)
charging ChargingConfigurati | O
on
trafficControl TrafficControlConfigu | O

imsEmergencySession

IMSEmergencySessi | O
onConfiguration

audit

AuditConfiguration (0]

extendedAudit
guration

AuditExtendedConfi | O

pendingTransaction

PendingTransaction | O
Configuration

nwdaf
on

SmNwdafConfigurati | O

advancedSettings

AdvancedSettings M

Table 2-119 SystemConfiguration

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

componentTracing | boolean

Enabled

0]

Determines if component tracing is
enabled.

Component tracing is used to evaluate
system process latency in detail level.

Default Value: false

pcf_fqdn string

This is the PCF FQDN used by the PCF
to register Binding data to BSF. AF may
use this FQDN to communicate with
PCF on N5 reference point.

Default Value: pcf-smservice.pcf

pcf_diamrealm string

This is the PCF diameter realm used by
the PCF to register Binding data to BSF.
Diameter based AF may use this
diameter realm to communicate with
PCF on Rx reference point.

Default Value: pcf-smservice.svc

pcf_diamidentity string

This is the PCF diameter identity used
by the PCF to register Binding data to
BSF. Diameter based AF may use this
diameter identity to communicate with
PCF on Rx reference point.

Default Value: pcf-smservice.svc

snssai string

This is the PCF SNSSAI used by the
PCF to register Binding data to BSF.
AF/BSF may use this SNSSAI to
discover proper PCF.

Format: sst,sd. Default Value:
0-000000
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Table 2-119 (Cont.) SystemConfiguration

Chapter 2
Session Management Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
metricsEnabled boolean @) This determines if system metrics is
enabled. This will take priority on global
metrics config.
Default Value: true
smfNotificationRetr | string @) Defines the retry profile configuration for
yProfile session management.
overrideSupported | string, ENUM o Specifies the list of supported features
Features that can be configured to override
system embedded values. For example,
SessionRuleErrorHandling, NetLoc, and
S0 on.
enableCustomJson | boolean @) Specifies either to enable or disable
customized JSON file reading.
nfCommProfile string @) Specifies the NF communication profile
used by SMF.
dataCompressionsS | string o Specifies the data compression scheme
cheme used by SM. Following are the allowed
values for this field:
* Disabled
*  MySQL_Compressed
e Zlib_Compressed
By default, this value remains disabled.
dbEncodingEnable | boolean @) Specifies either to enable or disable
d database encoding.
Default Value: false

Table 2-120 SmUserConfiguration

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
validateUser boolean o Determines if user validate is enabled.
HTTP 400 with cause
USER_UNKNOWN returns, if this is
enabled and user not found in UDR.
Default Value: FALSE
queryUser boolean @) Determines if user query from UDR is
enabled. Default Value: TRUE
queryUserOnUpdat | boolean @) Determines if user query from UDR on
e update is enabled. Default Value:
FALSE
queryUserOnDelet | boolean o Determines if user query from UDR on
e delete is enabled. Default Value: FALSE
gqueryUserOnReaut | boolean o Determines if user query from UDR on
h reuath is enabled.

Default Value: FALSE
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Table 2-120 (Cont.) SmUserConfiguration
|

Chapter 2
Session Management Service

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
subsToNotifyEnabl | boolean @) Determines if subscribe to nofity about
ed subscriber data change is enabled.

Default Value: true
ignoreSubsNotificat | boolean o Ignore subscriber's notification check.
ionCheck Default Value: false

Note: Currently, this field is not used by

the Policy application.
enableChfQueryAll | boolean @) Determines whether to enable on-

demand retrieval of policy counters for a

subscriber from OCS synchronously.
enableAsyncChfQu | boolean 0] Determines whether to enable on-
ery demand retrieval of policy counters for a

subscriber from OCS asynchronously.
enableOcsQueryAll | boolean @) Determines whether to fetch policy

counters for a subscriber from OCS.
forceLookupOcsDa | boolean (0] Determines whether to perform force
taOnSmUpdate lookup for OCS Data.

Default Value: false
enableSmDataQue | boolean 0]
ry
enableOsdQuery | boolean Determines whether to perform on

demand lookup for Policy Counters to be

fetched from OCS.

Default Value: false
includeSnssailnUs | boolean @) Determines if Snssai is included for
erQuery SmPolicyData for PCF query and

subscribe to UDR for Notification.
includeDnnInUser | boolean O Determines if Dnn is included for
Query SmPolicyData for PCF query and

subscribe to UDR for Notification.
disableSubscriberV | boolean o Determines if subscriber variables are
ariables stored or not in the PCF database.

Default Value: false
IdapData.enable boolean @) PCF fetches user profile from LDAP

through PDS.

Default Value: false
operatorSpecificDa | boolean @) PCF fetches OperatorSpecificData
ta.subscribeToNotif (imported using Custom Schema) from
y UDR.

Table 2-121 Policy
e

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
evaluateEnabled boolean (0] This determines if policy evaluation is

enabled or not. Default Value: TRUE
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Table 2-122

PolicyControlRequestTrigger

Chapter 2
Session Management Service

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

defaultPolicyContro
IRequestTriggers

defaultPolicyContro
IRequestTriggers
[string, ENUM]

o

Default Policy Control Request
Trigger(s) to install on PDU session at
SM Policy association establishment.
This is a comma split string.

Example: [ PLMN_CH, RES_MO_RE,
AC_TY_CH, UE_IP_CH, UE_MAC_CH,
AN_CH_COR, US_RE, APP_STA,
APP_STO, AN_INFO, CM_SES_FAIL,
PS_DA_OFF, DEF_QOS_CH,
SE_AMBR_CH, QOS_NOTIF,
NO_CREDIT, PRA_CH, SAREA_CH,
SCNN_CH, RE_TIMEOUT,
RES_RELEASE, SUCC_RES_ALLO,
RAT_TY_CH, REF_QOS_IND_CH,
SCELL_CH ]

Table 2-123 SmBindingConfiguration

or

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
bsfRetryProfileForl | string @) Retry Profile to be used when PCF fails
nitMsgs to send a create message to a producer
node.
bindingOperationE | boolean 0 This determines if binding operation
nabled (register and deregister) to the BSF is
enabled. Default Value: TRUE
uselLocalConfigure | boolean (0] Whether to use local configured BSF
dBsfAlways without Always discovering. Default
Value: FALSE
useLocalConfigure | boolean o Whether to use local configured (if
dBsfWhenNotDisco having) BSF when not discovered or
vered discover failed.Default Value: FALSE
useHttp2 boolean o Determines if using http/2 to
communicate with BSF. Otherwise use
http/1.1. Default Value: TRUE
abortOnBindingErr | boolean o Determines if PCF (SM service) should

abort terminate session when binding
error is received.
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Table 2-123 (Cont.) SmBindingConfiguration
|

Chapter 2
Session Management Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
bsfRetryProfileFor | string @) Retry Profile to be used when PCF fails
SubsqtMsgs to send an in-session message to a
producer node.

Note:

e If both “Retry Profile for Initial
Messages” and “Retry Profile for
Subsequent Messages” are not
configured (default case) no retry is
attempted.

e If both “Retry Profile for Initial
Messages” and “Retry Profile for
Subsequent Messages” are
configured, retries is attempted
accordingly.

e If “Retry Profile for Initial Messages”
is configured but “Retry Profile for
Subsequent Messages” is not
configured then the profile for initial
messages is used for subsequent
messages. (to be backward
compatible with release 1.8.x)

* If “Retry Profile for Initial Messages”
is not configured but “Retry Profile
for Subsequent Messages” is
configured then retry is not
attempted for initial messages but is
attempted for subsequent
messages.

bsfRecreateAttemp | string 0] Specifies to either enable or disable the
tState BSF recreate attempts functionality. The
possible values:

Enabled

Disable

Disable and Cleanup

bsfReattemptProfil | string @) Specifies the reattempt profile to be

e used for binding recreate attempts.

bsfNfCommProfile | string o Specifies the NF communication profile
used by BSF.
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Table 2-123 (Cont.) SmBindingConfiguration

Chapter 2
Session Management Service

ationMode

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
defaultBindingOper | ENUM @) Allows users to configure binding

operation mode as synchronous or
asynchronous.

Note: The mode chosen during the
CREATE request remains same during
UPDATE and TERMINATE operations
for the same SM session.

The default binding operation mode is
set to synchronous.

Note: To ensure backward compatibility,
if this attribute is not available in the
database, the value is set to
"Synchronous"

After performing necessary
configurations, user may use the policy
action - Set Binding Registration
Mode to to update configurations for
specific policies. For more information,
see Oracle Communications Cloud
Native Core, Converged Policy Design
Guide.

Table 2-124 QOSConfiguration

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)ain
ts
defaultQos5qi string (@) This is the 5Qi of default Qos which will
be applied if no default Qos is requested
by UE.

Default Value: 9
defaultQosArpPree | ENUM @) This is the ARP PreemptionCapability of
mptCap default Qos which will be applied if no

default Qos is requested by UE.

Default Value: MAY_PREEMPT
defaultQosArpPree | ENUM (@) This is the ARP PreemptionVulnerability
mptVuln of default Qos which will be applied if no

default Qos is requested by UE. Default

Value: NOT_PREEMPTABLE
defaultQosArpPrior | string @) This is the ARP Priority Level of default
ityLevel Qos which will be applied if no default

Qos is requested by UE.

Default Value: 1
installDefQoslfNot | boolean 0] This determines whether to install
Requested default Qos to the PDU session if UE

not requested Default Value: TRUE
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Table 2-124 (Cont.) QOSConfiguration

Chapter 2
Session Management Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)ain
ts
gosDataldPrefix string @) This is the prefix of gos data id used by
PCF to generate qos data id. For
example, prefix is "qosdata_", the
generated gos data id is qosdata_0,
chgdata_1, etc. Default Value:
gosdata_
updateDefaultPcfR | boolean @) This determines whether to update Qos
uleWithAuthDefQo of default PccRule with the authDefQos
S of session rule. Default Value: TRUE

Table 2-125 RuleConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)ain
ts

Description

appRulePrecedenc
eMax

string

0]

This value defines the maximum value
for precedence of a PCC rule as
authorized by the establishment of an
application flow by the AF. If multiple
rules are applied to the same packet
flow or UE resource (i.e., overlapping
rules) a rule with lower precedence
value takes the priority over a rule with
higher precedence value. The value of
-1 is used to not set the precedence of a
rule (NOT RECOMMENDED). Default
Value: 899

appRulePrecedenc
eMin

string

This value defines the minimum value
for precedence of a PCC rule as
authorized by the establishment of an
application flow by the AF. If multiple
rules are applied to the same packet
flow or UE resource (i.e., overlapping
rules) a rule with lower precedence
value takes the priority over a rule with
higher precedence value. The value of
-1 is used to not set the precedence of a
rule (NOT RECOMMENDED). Default
Value: 400

defaultPccRule5qi

string

This is the 5Qi of default pcc rule.
Default Value: 9

defaultQosArpPrior
ityLevel

string

This is the ARP Priority Level of qos of
default pcc rule The range is 1 to 15.
Values are ordered in decreasing order
of priority, for example, with 1 as the
highest priority and 15 as the lowest
priority. Default Value: 15

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 125 of 474



ORACLE’

Table 2-125 (Cont.) RuleConfiguration
|

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)ain
ts

Chapter 2
Session Management Service

Description

defaultPccRuleArp
PreemptCap

ENUM

o

This is the ARP PreemptionCapability of
gos of default PCC rule.
* NOT_PREEMPT

e MAY_PREEMPT
Default Value: NOT_PREEMPT

defaultPccRuleArp
PreemptVuln

ENUM

This is the ARP PreemptionVulnerability
of qos of default pcc rule.
. PREEMPTABLE

*  NOT_PREEMPTABLE
Default Value: PREEMPTABLE

defaultPccRuleArp
PriorityLevel

string
example: 15

This is the ARP Priority Level of gos of
default pcc rule The range is 1 to 15.
Values are ordered in decreasing order
of priority, for example, with 1 as the
highest priority and 15 as the lowest
priority. Default Value: 15

defaultPccRulePre
cedence

string

This is the precedence of default pcc
rule. Default Value: 3000

installDefaultPccRu
le

ENUM

This determine whether and how to

install default pcc rule for a PDU session

 ALWAYS

* IF_NO_PROVISIONED_RULE:
Only if no other provisioned rule is
configured

* |IF_NO_RULE: Only if no other rule
(predefined or provisioned) is
configured/installed

*  NEVER

Default Value: IF_NO_RULE

defaultPccRuleProf
ile

string

If a default PCC Rule Profile is
configured by the user, it is applied to
the chosen PCC Rule.

ruleldPrefix

string

This is the prefix of rule id of the pcc rule
or session rule auto generated by PCF.
for example, prefix is "0_", the generated
rule id is 0_0, 0_1, etc. Default Value:

0

switchFlowInToOut
Enabled

boolean

This determines whether to switch "in" to
"out" in flow description. The src and
desc will be switched as well. For
example, if enabled, "permit in ip from
2800:a00:cc01:c056:1c00:de10:c481:f1
93/128 to 2800:a00:800:7::1:3b/128
36004" will be changed to "permit out ip
from 2800:a00:800:7::1:3b/128 36004 to
2800:a00:cc01:c056:1c00:de10:c481:f1
93/128" Default Value: FALSE

packetFilterUsageT
oTrueForPreliminar
yServicelnfo

string
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Table 2-125 (Cont.) RuleConfiguration

Chapter 2
Session Management Service

uestedRuleData

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)ain
ts
ruleConflictsStrate | string @)
9y
setPacketFilterUsa | boolean @)
geToTrueForPrelimi
naryServicelnfo
defaultPolicyContro | string, ENUM @) This is the default Policy Control
IRequestTriggers Request Trigger(s) to install on PDU
session at SM Policy association
establishment. This is a comma split
string.
defaultPccRuleReq | string, ENUM 0]

Table 2-126 ChargingConfiguration

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

chgDataldPrefix string o This is the prefix of chg data id used by
PCF to generate chg data id. For
example, prefix is "chgdata_", the
generated chg data id is chgdata_0,
chgdata_1, etc. Default Value:
chgdata_

offline boolean 0] Indicates the offline charging is
applicable to the PDU session.

online boolean @) Indicates the online charging is
applicable to the PDU session.

primaryChfAddress | string @) Specifies the primary CHF address.

primaryChflnstanc | string o Specifies the Instance ID of the primary

eld CHF.

primaryChfSetld string @) Specifies the Set ID of the primary CHF.

secondaryChfAddr | string @) Specifies the secondary CHF address.

ess

secondaryChfinsta | string @) Specifies the Instance ID of the

nceld secondary CHF.

secondaryChfSetld | string (@) Specifies the Set ID of the secondary
CHFE.

useSubscriberDef | boolean @) Indicates whether to use the online

ChgMethod value defined in the PDU session.
Default Value: true
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Chapter 2

Session Management Service

Table 2-127 TrafficControlConfiguration
- _____________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
tcDataldPrefix string @) This is the prefix of traffic control data id

used by PCF to generate tc data id. For
example, prefix is "tcdata_", the
generated tc data id is tcdata_0,
tcdata_1, etc. Default Value: tcdata_

Table 2-128

IMSEmergencySessionConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

arpPreemptCap

ENUM

M

Defines whether a
service data flow may
get resources that were
already assigned to
another service data
flow with a lower priority
level.

Default Value:
MAY_PREEMPT

arpPreemptVuln

boolean

Defines whether a
service data flow may
lose the resources
assigned to it in order to
admit a service data
flow with higher priority
level.

Default Value:
NOT_PREEMPTABLE

arpPriorityLevel

integer ($int32)

Defines the relative
importance of a
resource request.

Default Value: 1

Any number of values
are permitted for
Emergency DNNs

string

DNN included in the
request from SMF to
PCF to establish an

emergency session.

Table 2-129 AuditConfiguration
|

in minutes from [1-1440]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
enable boolean 0] Determines whether to
send registration request
to Audit service or not.
Default Value: true
frequency: Enter a range | integer M Default Value: 330
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Table 2-129 (Cont.) AuditConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
Session Management Service

Description

maxTtl: Enter a range in
minutes from [10-20160]

integer

M

Defines the maximum
age of a SM policy
association after which a
record is purged from
PCF SM database
without sending further
queries to SM.

Default Value: 2880

notificationRate: Enter a
range in seconds from
[20-700]

integer

Defines the number of
stale records which
Audit service will notify
to Session Management
(SM) service in one
second.

Default Value: 50

ttl: Enter a range in

minutes from [5-10080]

integer

Default Value
: 1440

Table 2-130 AuditExtendedConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

pendingOperation

AuditPendingOperation

M

Pending Operation
details.

smPolicyAssociation AuditSmPolicyAssociatio | M SM Policy Association
n details.
tdfSession AuditTdfSession M TDF Session details for

Audit.
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Table 2-131 AuditPendingOperation

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

notificationRate integer 0] Defines the number of
pending operation
records which Audit
service notifies to
Session Management
(SM) service in one
second.

Note: The notification
rate for all the operations
of Audit service remains
the same. Policy does
not allow to configure
different values for
different operations.
Therefore, by default the
notification rate
configured for the
SmPolicyAssociation
section applies for
Pending Operations.

Default Value: 50

ttl integer (0] Defines the age of a
pending operation after
which a record is
considered to be stale.
This is a non modifiable
field.

Default Value: 0

maxTtl integer 0] Defines the maximum
age of a pending
operation after which a
record is purged from
PCF SM database
without sending further
queries to SM.

Default Value: 2880

frequency integer (0] Defines the frequency
with which the Audit
service performs audit of
the pending operation
table for the Retry
Timestamps that have
been reached.

Default Value: 10

enableAlternateSite boolean 0] The site takeover profile.

alternateSiteld string 0] Specifies if the site
takeover must be
enabled in case of
failure.
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Table 2-132 AuditSmPolicyAssociation

Chapter 2

Session Management Service

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

enable

boolean

0]

Determines whether to
send registration request
to Audit service or not.
Default Value: True

notificationRate

integer

Defines the number of
stale records which
Audit service notifies to
Session Management
(SM) service in one
second.

Default and
Recommended Value:
50

Note: To configure
higher number than the
recommended value,
contact My Oracle

Support (https://
support.oracle.com)

ttl

integer

Defines the age of a SM
policy association after
which a record is
considered to be stale
on PCF and the SMF is
queried for presence of
such associations.
Default Value: 1440

maxTtl

integer

Defines the maximum
age of a SM policy
association after which a
record is purged from
PCF SM database
without sending further
gueries to SM.

Default Value: 2880
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Table 2-132 (Cont.) AuditSmPolicyAssociation
|

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
Session Management Service

Description

minAuditAttempts

integer

M

Specifies the minimum
number of consecutive
failed audit attempts
until maxTTL / forceTTL
is reached.

If maxTTL is reached
and audit_attempts + 1
>= Minimum Audit
Attempts for maxTTL,
Audit service sends
notification to SM
service with maxTTL
flag set to true. SM
Service sends DELETE
request to PDS and
Binding Service.

Range: 0-99
Default Value: 0

Note: If maxTTL is not
reached and if audit
attempts are reached,
the number of audit
attempts are
incremented until
maxTTL is reached.

frequency

integer

Defines the time when
next audit for the SM
service table is done
after delta time if
auditing this table has
been finished before this
specified time.

Default Value: 10

Table 2-133 AuditTdfSession
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

enable boolean (0] SM determines whether

to send registration
request to Audit service
or not.

Default Value: True
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Table 2-133 (Cont.) AuditTdfSession

Chapter 2
Session Management Service

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

notificationRate

integer

o

Defines the number of
TDF stale records which
Audit service notifies to
Session Management
(SM) service in one
second.

Default Value: 50

ttl

integer

Defines the age of a
TDF session after which
a record is considered to
be stale on PCF and the
TDF is queried for
presence of such
associations.

Default Value: 1440

maxTtl

integer

Defines the maximum
age of a pending
operation after which a
record is purged from
PCF SM database
without sending further
gueries to SM.

Default Value: 2880

minAuditAttempts

integer

Specifies the minimum
number of consecutive
failed audit attempts
until maxTTL / forceTTL
is reached.

If maxTTL is reached
and audit_attempts + 1
>= Minimum Audit
Attempts for maxTTL,
Audit service sends
notification to SM
service with maxTTL
flag set to true. SM
Service deletes stale
TDF Session from
TdfSession table.

If maxTTL is not
reached and if audit
attempts are reached,
the number of audit
attempts are
incremented until
maxTTL is reached.

Range: 0-99
Default Value: 0
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Table 2-133 (Cont.) AuditTdfSession

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
Session Management Service

Description

frequency

integer

o

Defines the time
frequency with which the
Audit service performs
audit for the stale
sessions in TdfSession
table. If the audit of
TdfSession table is
finished before this
specified time, then next
audit for this table
happens after the delta
time.

Default Value: 10

queryTDF

boolean

On true, SM sends a
RAR request with
Tdfsession toward TDF.

On false, SM deletes the
Tdfsession.

Default Value: False

Table 2-134 PendingTransactionConfiguration

Field Name Data Type Mandatory(M)/ Description
Optional(O)
enter a range in integer M Indicates the time between two
milliseconds from consecutive retry UpdateNotify
[0-10000] messages when UpdateNotify message
is held back from being sent to SMF.
The default value for this field is 1000.
enter a range from | integer M Indicates the count for UpdateNotify
[0-5] message to be retried when it is held
back from sending to SMF.
The default value for this field is 2.
errorUpdateNotifyH | string @) On Update Notify to SMF triggered by
andlingApp Rx, this configuration decides if it should

RETRY (with UpdateNotifyRetryBackoff
and UpdateNotifyRetryCount settings)
or DISCARD when receiving 400
Pending Transaction response from
SMFE

The default value for this field is
DISCARD. The allowed values are:

* DISCARD (0)

- RETRY (1)
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Table 2-134 (Cont.) PendingTransactionConfiguration
|

Field Name Data Type Mandatory(M)/ Description

Optional(O)
updateNotifyHandli | string @) On Update Notify to SMF triggered by
ng Subscriber Notification, this

configuration decides if it should RETRY
(with UpdateNotifyRetryBackoff and
UpdateNotifyRetryCount settings) or
DISCARD when receiving 400 Pending
Transaction response from SMF.

The default value for this field is RETRY.
The allowed values are:

+  DISCARD (0)

- RETRY (1)

Table 2-135 SmNwdafConfiguration
e _____________________ _____________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
enableNwdafData boolean (@) To enable or disable the
Nwdaf data.

Table 2-136 AdvancedSettings

- ________________________________ ______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

key string 0] Specifies the key name.
value string (0] Specifies the value of
the key.

For more information on the Advanced Settings "Keys" and "Values", see "Session
Management Service" section of "Configuring Policy Using CNC Console" in Oracle
Communications Cloud Native Core, Converged Policy User Guide.

Sample Request body structure for GET and PUT operations:

{
"system': {
"conponent Traci ngEnabl ed": true,
"pcf _fqdn": "pcf-snservice. oacl e. cont',
"pcf _dianreal n': "oacle.conf,
"pcf _diamdentity": "pcf-snservice. oacle.conf,
"snssai": "0,000000",
"metricsEnabl ed": true,
"snfNotificationRetryProfile": "string",
"overrideSupportedFeatures": [
"TSC'
]

nabl eCust omJson": true,
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"nf CommProfile": "string",

"dat aConpr essi onSchenme": "string",
"dbEncodi ngEnabl ed": true,

"rxReaut hProfil eFor RxCreate": "string",
"rxReaut hProf i | eFor RxUpdate": "string"

I8

"user": {

"val i dateUser": true,

"queryUser": true,

"queryUser OnUpdate": true,
"queryUser OnDel ete": true,

"queryUser OnReaut h": true,
"subsToNot i f yEnabl ed": true,
"ignoreSubsNotificationCheck": true,
"enabl eChf QueryAl I ": true,

"enabl eAsyncChf Query": true,

"enabl eCcsQueryAl I ": true,

"enabl eAsyncOcsQuery": true,

"f or ceLookupQOcsDat aOnSnlpdat e": true,
"enabl eSnDat aQuery": true,

"enabl eOsdQuery": true,
"includeSnssai | nUser Query": true,
"incl udeDnnl nUser Query": true,

"di sabl eSubscri berVari abl es": true,
"| dapDat a. enabl e": true,

"oper at or Speci fi cDat a. subscri beToNotify": true

olicy": {
"eval uat eEnabl ed": true

ol i cyCont rol Request Tri gger": {

"def aul t Pol i cyCont r ol Request Tri ggers": [
"PLMN_CH'

]

inding": {

"bsf RetryProfileForlnitMgs": "string",

"bi ndi ngQper ati onEnabl ed": true,

"uselLocal Confi guredBsf Al ways": true,
"useLocal Confi guredBsf WhenNot Di scovered": true,
"useHtt p2": true,

"abort OnBi ndi ngError": true,

"bsf Ret ryProf i | eFor Subsqt Msgs": "string",
"bsf Nf CommProfile": "string",

"bsf Recreat eAttenpt State": "string",
"bsfReattenptProfile": "string",

"def aul t Bi ndi ngQper ati onMbde": " SYNCHRONQUS'

b
"gos": {

"qosDat al dPrefix": "qosdata ",
"updat eDef aul t Pcf Rul eW t hAut hDef Qos": true,
"instal | Def Qosl f Not Request ed": true,

"defaul t Qosbqi ": "9",

"def aul t QosAr pPreenpt Cap": " MAY_PREEMPT",

"def aul t QosAr pPreenpt Vul n": " NOT_PREEMPTABLE",
"def aul t QosArpPriorityLevel ": "1"
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b
"rule": {
"defaul t Pol i cyCont rol Request Tri ggers": [
"SUCC RES ALLO!
1,
"packet Fi | t er UsageToTr ueFor Prel i mi naryServicelnfo": "string",
"installDefaultPccRule": "ALWAYS",
"defaul t PccRul eProfile": "string",
"ruleldPrefix": "0_",
"defaul t PccRul e5qi ": "9",
"def aul t PccRul ePrecedence"”: "3000",
"def aul t PccRul eAr pPreenpt Cap": " NOT_PREEMPT",
"def aul t PccRul eRequest edRul eData": |
"SUCC _RES ALLO!
1,
"def aul t PccRul eAr pPreenpt Vul n": " PREEMPTABLE",
"ruleConflictsStrategy": "INSTALL",
"appRul ePrecedenceM n": "400",
"appRul ePrecedenceMax": "899",
"def aul t PccRul eArpPriorityLevel ": "15",
"swit chFl ow nToCut Enabl ed": true,
"set Packet Fi | t er UsageToTr ueFor Prel i mi naryServicel nfo": true
b
"charging": {
"chgDat al dPrefix": "chgdata ",
"primaryChf Address": "string",
"primaryChflnstanceld": "string",
"primaryChf Setld": "string",
"secondar yChf Address": "string",
"secondaryChfl nstanceld": "string",
"secondaryChfSet I d": "string",
"online": true,
"offline": true,
"useSubscri ber Def ChgMet hod": true
b
"trafficControl": {
"tcDatal dPrefix": "tcdata "
b
"i msEmer gencySessi on": {
"Any nunber of values are pernitted for Enmergency DNNs": [
"string"
1,
"arpPriorityLevel ": 15,
"ar pPreenpt Cap": "NOT_PREEMPT",
"ar pPreenpt Vul n": " NOT_PREEMPTABLE"

b
"audit": {
"enabl e": true,
"enter a range in sec from[20-700]": 50,
"enter a range in mnutes from/[1-10080]": 1440,
"enter a range in mnutes from/[1-20160]": 2880,
"enter a range in mnutes from[1-1440]": 330
b

"extendedAudit": {
"pendi ngOperation": {
“notificationRate": O,
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"ttl": 0,
"maxTtl": 0,
"frequency": 0,
"enabl eAlternateSite": true,
"alternateSiteld": "string"
b
"snPol i cyAssoci ation": {
"enabl e": true,
"notificationRate": 0,
"ttl": 0,
"maxTtl": 0,
“m nAudi t Attenpts": 5,
"frequency": 0

¥

"t df Session": {
“enabl e": true,
"notificationRate": 0,
"ttl": 0,
"maxTtl": 0,
“m nAudi t Attenpts": 5,
"frequency": 0,
"queryTDF": true

1

I8

"pendi ngTransaction": {

"enter a range in nmilliseconds from/[0-10000]": 1000,

"enter a range from[0-5]": 2,

"errorUpdat eNot i f yHandl i ngApp": "string",

"updat eNot i fyHandl i ng": "string"
}7
"nwdaf ": {

"enabl eNwdaf Data": true
}

dvancedSettings": [
{
“key": "string",
"value": "string"
}
]
}

Export/import Session Management Service

Table 2-137 Request/Response Body Parameters

Chapter 2
Session Management Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors:message string
errors:name string
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Table 2-137 (Cont.) Request/Response Body Parameters

Chapter 2
Session Management Service

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

exportData array

Exported list of session
management service.
For more information,
see Get and Update
Session Management
Service.

sourceVersion string

System version of
product from which data
is exported

topic string

Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{

"date": "string",
“errors": |
{
"message”: "string",
! "string"
}
1,
"exportData": {
"advancedSettings": [

{

nane":

"key": "string",
"value": "string"
}
1
"audit": {
"enabl e": true,
"frequency": 330,
"maxTtl": 2880,

"notificationRate": 50,
"ttl": 1440

}

"bi nding": {
"abort OnBi ndi ngError": true,
"bi ndi ngQper ati onEnabl ed": true,
"bsf Nf CoormProfile": "string",
"bsfRetryProfileForlnitMgs": "string",
"bsf RetryProfil| eFor Subsqt Msgs": "string",
" def aul t Bi ndi ngQOper ati onMbde": " SYNCHRONOUS",
"useHttp2": true,
"uselLocal Confi guredBsf Al ways": true,
"useLocal Confi gur edBsf WhenNot Di scovered": true

},
"charging": {
“chgDat al dPrefix": "chgdata_",
"of fline": true,
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“online": true,

“primaryChf Address": "string",
“primryChfInstanceld": "string",
"primaryChfSetld": "string",
"secondar yChf Address": "string",
"secondaryChflnstanceld": "string",
"secondaryChfSetd": "string",
"useSubscri ber Def Chghet hod": true

i msEner gencySessi on": {
"“ar pPreenpt Cap": "MAY_PREEMPT",
"ar pPreenpt Vul n": "NOT_PREEMPTABLE",
“arpPriorityLevel": 0,
"enmergencyDNNs": [
“string"
]
}

endi ngTransaction": {
"updat eNot i f yRet ryBackoff": 1000,
"updat eNoti fyRetryCount": 2

}

olicy": {
"eval uat eEnabl ed": true

}

ol i cyControl Request Tri gger": {
“def aul t Pol i cyCont rol Request Tri ggers": [
"AC TY_CH'
]
}

"qos": {
"defaul t Qusbqi ": 9,
"def aul t QosAr pPreenpt Cap": "MAY_PREEMPT",
"def aul t QosAr pPreenpt Vul n": "NOT_PREEMPTABLE",
"defaul t QusArpPrioritylLevel ": 1,
"instal | Def Qosl f Not Request ed": true,
"qosDat al dPrefix": "qosdata ",
"updat eDef aul t Pcf Rul eW t hAut hDef Qos": true
b
"rule": {
"appRul ePrecedenceMax": 899,
"appRul ePrecedenceM n": 400,
"defaul t PccRul e5qi ": 9,
"def aul t PccRul eAr pPreenpt Cap": " NOT_PREEMPT",
"def aul t PccRul eAr pPreenpt Vul n": " PREEMPTABLE",
“defaul t PccRul eArpPriorityLevel ": 15,
"def aul t PccRul ePrecedence": 3000,
“defaul t PccRul eProfile": "string",
"instal |l Defaul t PccRul e": "ALWAYS",
"packet Fi | t er UsageToTrueFor Prel i mi naryServicel nfo": true,
“ruleConflictsStrategy": "INSTALL",
“ruleldPrefix": "0_",
"set Packet Fi | t er UsageToTr ueFor Prel i m naryServi cel nfo": true,
"swit chFl ow nToQut Enabl ed": true
h
"system': {
"conmponent Traci ngEnabl ed": true,
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"enabl eCust omison": true,

"metricsEnabl ed": true,

“nf CommProfile": "string",

"overrideSupportedFeatures": [
"3GPP-PS-Data- Of f "

]

cf _diam dentity": "pcf-snservice.oracle.con',
"pcf _dianreal m': "oracle.cont,
"pcf _fqgdn": "pcf-smservice.oracle.cont,
“snfNotificationRetryProfile": "string",
"snssai": "0,000000"
¥
"trafficControl": {
"tcDatal dPrefix": "tcdata "
¥
"user": {
"di sabl eSubscriberVari abl es": true,
"enabl eAsyncChf Query": true,
"enabl eAsyncOcsQuery": true,
“enabl eChf QueryAl I ": true,
“enabl eCcsQueryAl | ": true,
"enabl eOsdQuery": true,
"enabl eSnDat aQuery": true,
"ignoreSubsNotificationCheck": true,
"incl udeDnnl nUser Query": true,
"includeSnssai | nUser Query": true,
"| dapDat a. enabl e": true,
"oper at or Speci fi cDat a. subscri beToNoti fy": true,
"queryUser": true,
"queryUser OnDel ete": true,
"queryUser OnReaut h": true,
"queryUser OnUpdat e": true,
"subsToNot i f yEnabl ed": true,
"val i dateUser": true

}
b,

"sourceVersion": "string",
"topic": "string"

}

2.25 Session Rule

Table 2-138 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Session Rule POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfsm/
sessionrules

Export Session Rules | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfsm/
sessionrules/export
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Table 2-138 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Import Session Rule POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfsm/
sessionrules/import

Get Session Rule GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfsm/
sessionrules/
{sessionRuleName}

Update Session Rule | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
policydata/pcfsm/
sessionrules/
{sessionRuleName}

Delete Session Rule DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
policydata/pcfsm/
sessionrules/
{sessionRuleName}

Get, Create, and Update Session Rules

Table 2-139 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
authDefQosld string (0] Authorized default QoS
information
authSessAmbr AuthSessAmbr (0] Authorized Session-AMBR
description string (0] Specifies the description of
the Session Rule
name string M Specifies the name of the
Session Rule
refCondData string specifies the reference to
the condition data
sessRuleld string M Specifies the Session Rule
ID

Table 2-140 AuthSessAmbr

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

downlink string (0] AMBR for downlink

Enter a value starting
with number and ending
bps or Kbps or Mbps or
Gbps or Tbhps
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Table 2-140 (Cont.) AuthSessAmbr
|

Chapter 2
Session Rule

Enter a value starting
with number and ending
bps or Kbps or Mbps or
Gbps or Thps

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

uplink string (0] AMBR for uplink

Sample Request body structure for POST and PUT operations:

{

"aut hDef Qosl d": "string",

"aut hSessAnbr": {

"downlink": "string",
"uplink": "string"

}

"nane": "string",

escription": "string",

"ref CondData": "string",
"sessRul el d": "string"

Sample Response body structure for GET, POST, and PUT operations:

{
"aut hDef Qosl d": "string",
"aut hSessAmbr": {
"downlink": "string",
"uplink": "string"
3
"description": "string",
"name": "string",
"ref CondData": "string",
"sessRul eProfileld": "string"
}

Delete Session Rule

Table 2-141 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

sessionRuleName string M Session Rule Name
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Export/import Session Rule

Table 2-142 Request/Response Body Parameters

Chapter 2
Session Rule

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors:message string Error message
errors:name string Name of the error
exportData array Exported list of session
rules. For more
information, see Get,
Create, and Update
Session Rules
key string Indicates the ID of
Session Rule
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
“name": "string"
1
1
"exportData": [
{
"aut hDef Qosl d": "string",
"aut hSessAmbr": {
“downlink": "string",
“uplink": "string"
¥
"description": "string",
“name": "string",
"ref CondData": "string",
“sessRuleld": "string"
1
1
"key": "string",
"sourceVersion": "string",
"topic": "string"
}
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2.26 Session Rule Profile

Table 2-143 Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Session Rule Profile

Possible Result Code

Create Session Rule
Profile

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
sessionruleprofiles

See Table A-3

Export Session Rule
Profiles

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
sessionruleprofiles/
export

See Table A-1

Import Session Rule
Profile

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
sessionruleprofiles/
import

See Table A-3

Get Session Rule
Profile

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
sessionruleprofiles/
{sessionRuleProfileNa
me}

See Table A-1

Update Session Rule
Profile

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
sessionruleprofiles/
{sessionRuleProfileNa
me}

See Table A-2

Delete Session Rule
Profile

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
sessionruleprofiles/
{sessionRuleProfileNa
me}

See Table A-4

Get, Create, and Update Session Rule Profiles

Table 2-144 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
authDefQosld string (0] Authorized default QoS
information
authSessAmbr AuthSessAmbr o Authorized Session-AMBR
description string Specifies the description of
the Session Rule Profile
name string M Specifies the name of the
Session Rule Profile
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Table 2-144 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
refCondData stiring
sessRuleProfileld string M Specifies the Session Rule

Profile ID

Table 2-145 AuthSessAmbr
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
downlink string 0] AMBR for downlink
uplink string (@) AMBR for uplink

Sample Request body structure for POST and PUT operations:

{
"aut hDef Qosl d": "string",
"aut hSessAmbr": {
"downlink": "string",
“uplink": "string"
b
“description": "string",
"name": "string",
"ref CondData": "string",
"sessRul eProfileld": "string"
}

Sample Response body structure for GET, POST, and PUT operations:

{
"aut hDef Qosl d": "string",
"aut hSessAnbr": {
"downlink": "string",
"uplink": "string"
b
"description": "string",
"nane"; "string",
"ref CondData": "string",
"sessRul eProfileld": "string"
}
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Delete Session Rule Profile

Table 2-146 Request/Response Body Parameters

Chapter 2
Session Rule Profile

Field Name Data Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

sessionRuleProfileName string M

Session Rule Profile Name

Exportlimport Session Rule Profile

Table 2-147 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors:message string Error message
errors:name string Name of the error
exportData array Exported list of session
rule profiles. For more
information, see Get,
Create, and Update
Session Rule Profiles.
key string Indicates the ID of
Session Rule Profile
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{

"message": "string",
n n st rl ng||

nane":

}
1,
"exportData": [
{
“aut hDef Qosl d": "string",
"aut hSessAmbr": {
“downlink": "string",
“uplink": "string"

}

escription": "string",
“name": "string",
"ref CondData": "string",
"sessRul eProfileld": "string"
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}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

2.27 QoS Information

Table 2-148 Supported REST APIs

Chapter 2
QoS Information

HTTP Method or
Custom Operation

Description

Resource URI

Possible Result Code

Create QoS POST

Information

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosinformation

See Table A-3

Export QoS GET

Information

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosinformation/export

See Table A-1

Import QoS POST

Information

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosinformation/import

See Table A-3

Get QoS Information GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosinformation/
{gosiInformationName}

See Table A-1

Update QoS PUT

Information

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosinformation/
{gosInformationName}

See Table A-2

Delete QoS DELETE

Information

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosinformation/

{gosInformationName}

See Table A-4

Get, Create, and Update QoS Information

Table 2-149 Request/Response Body Parameters
e _________________ __________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
5qi string ($int32) (0] Identifier for the authorized

enter a range in
[0-255] number

QoS parameters for the
service data flow. It shall be
included when the QoS data
decision is initially
provisioned.
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Table 2-149 (Cont.) Request/Response Body Parameters

Chapter 2
QoS Information

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

arp

Arp

o

Indicates the allocation and
retention priority. It shall be
included when the
Authorized Default QoS is
initially provisioned.

averWindow

integer

Represents the duration
over which the guaranteed
and maximum bitrate shall
be calculated. The allowed
integer value ranges from 1
to 4095.

Default Value: 2000

description

string

The description of the Qos
Information.

maxDataBurstVol

integer

Denotes the largest amount
of data that is required to be
transferred within a period of
5GAN PDB. The allowed
integer value ranges from 1
to 4095.

Default Value: 2000

name

string

The name of the Qos
Information.

priorityLevel

integer ($int32)

Unsigned integer indicating
the 5QI Priority Level, within
arange of 1 to 127.

Table 2-150 Arp

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

preemptCap ENUM M Defines whether a

service data flow may

get resources that were

already assigned to
another service data
flow with a lower priority
level. Possible values
are:

e NOT_PREEMPT :
Shall not trigger
pre-emption.

. MAY_PREEMPT :
May trigger pre-
emption.
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Table 2-150 (Cont.) Arp

Chapter 2
QoS Information

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

preemptVuln ENUM M Defines whether a

service data flow may

lose the resources

assigned to it in order to
admit a service data
flow with higher priority
level. Possible values
are:

*  NOT_PREEMPTAB
LE : Shall not be
pre-empted.

e PREEMPTABLE :
May be pre-empted.

priorityLevel integer ($int32)

Unsigned integer
indicating the ARP
Priority Level, within the
range 1 to 15.

Sample Request body structure for POST and PUT operations:

{
"Bgi": "string",
“arp": {
"preenpt Cap": "MAY_PREEMPT",
"preenpt Vul n": "NOT_PREEMPTABLE",
"priorityLevel™: 0
}

"aver Wndow': 2000,
"description": "string",
" maxDat aBur st Vol ": 2000,
"nane": "string",
“priorityLevel": "string"

Sample Response body structure for GET, POST, and PUT operations:

{
"5qi": "string",
"arp": {
"preenpt Cap": " MAY_PREEMPT",
"preenpt Vul n": "NOT_PREEMPTABLE",
"priorityLevel": 0
3,
"aver Wndow': 2000,
"description": "string",
" maxDat aBur st Vol ": 2000,
"nane": "string",
"priorityLevel": "string"
}
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Delete QoS Information

Table 2-151 Request/Response Body Parameters

Chapter 2
QoS Information

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

gosinformationName string M Qos Information Name

Export/import QoS Information

Table 2-152 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string M Current timestamp
exportData array M Exported list of QoS
information. For more
information, see Get,
Create, and Update QoS
Information .
key string M Indicates the ID of QoS
Information
sourceVersion string M System version of
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{

"date": "string",
"errors": [
{
"message": "string",
" "string"
}
1,
"exportData": [
{
"5qgi": "string",
"arp": {
"preenpt Cap": "MAY_PREEMPT",
"preenpt Vul n": "NOT_PREEMPTABLE",
“priorityLevel": 0

nane":

}l
"aver Wndow': 2000,

"description": "string",
"maxDat aBur st Vol ": 2000,
“name": "string",
“priorityLevel": "string"
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}
]

ey": "string",
"sour ceVersion":
"topic": "string"

2.28 QoS Data

"string",

Table 2-153 Supported REST APIs
|

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
QoS Data

Possible Result Code

Create QoS Data

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosdata

See Table A-3

Export QoS Data

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosdata/export

See Table A-1

Import QoS Data

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosdata/import

See Table A-3

Get QoS Data

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosdata/
{gosDataName}

See Table A-1

Update QoS Data

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosdata/
{gosDataName}

See Table A-2

Delete QoS Data

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
gosdata/

{gosDataName}

See Table A-4

Get, Create, and Update QoS Data s

Table 2-154 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
5qi string ($int32) (0] Identifier for the authorized
enter a range in QoS parameters for the
[0-255] number service data flow. It shall be
included when the QoS data
decision.
arp Arp 0] ARP information
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Table 2-154 (Cont.) Request/Response Body Parameters

Chapter 2
QoS Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
averwindow string 0] Awerwindow details.
defQosFlowlIndication boolean (0] Indicates that the dynamic
PCC rule shall always have
its binding with the QoS
Flow associated with the
default QoS rule. Default
value is "FALSE", if not
present and has not been
supplied previously.
description string 0] The description of the Qos
Data
gbrDI string , Enter a value | O Indicates the guaranteed
starting with number bandwidth in downlink.
and ending bps or
Kbps or Mbps or
Gbps or Thps
gbrul string , Enter a value | O Indicates the guaranteed
starting with number bandwidth in uplink.
and ending bps or
Kbps or Mbps or
Gbps or Thps
maxDataBurstVol integer ($int32) O] Denotes the largest amount
Enter a value of data that is required to be
between 1 and 4095 transferred within a period of
5GAN PDB (NOTE).
maxPacketLossRateDI integer ($int32) (0] Indicates the downlink
Enter a value maximum rate for lost
between 0 and 1000 packets that can be
tolerated for the service data
flow.
maxPacketLossRateUl integer ($int32) 0] Indicates the uplink
Enter a value maximum rate for lost
between 0 and 1000 packets that can be
tolerated for the service data
flow.
maxbrDI string , Enter a value | O Indicates the max bandwidth
starting with number in downlink.
and ending bps or
Kbps or Mbps or
Gbps or Thps
maxbrul string , Enter a value | O Indicates the max bandwidth
starting with number in uplink.
and ending bps or
Kbps or Mbps or
Gbps or Thps
name string M The name of the Qos Data
priorityLevel integer ($int32) (0] Defines the relative

Enter a value
between 1 and 127

importance of a resource
request.
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Table 2-154 (Cont.) Request/Response Body Parameters

Chapter 2
QoS Data

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

gnc

boolean

O

Indicates whether
notifications are requested
from 3GPP NG-RAN when
the GFBR can no longer (or
again) be guaranteed for a
QoS flow during the lifetime
of the QoS flow.

gosld

string

O

Specifies the QoS Id.

reflectiveQos

boolean

Indicates whether the QoS
information is reflective for
the corresponding service
data flow. Default value is
"FALSE", if not present and
has not been supplied
previously.

sharingKeyDI

string

Indicates, by containing the
same value, what PCC rules
may share resource in
downlink direction.

sharingKeyUlI

string

Indicates, by containing the
same value, what PCC rules
may share resource in
uplink direction.

Table 2-155

Arp

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

preemptCap

ENUM

M

Defines whether a
service data flow may
get resources that were
already assigned to
another service data
flow with a lower priority
level.

preemptVuln

ENUM

Defines whether a
service data flow may
lose the resources
assigned to it in order to
admit a service data
flow with higher priority
level.

priorityLevel

integer ($int32)

enter a range in [1-15]
number

Defines the relative
importance of a
resource request.
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Sample Request body structure for POST and PUT operations:

{

Sample Response body structure for GET, POST, and PUT operations:

{

"5gi": 0,
"arp": {
"preempt Cap": "MAY_PREEMPT",
"preenpt Vul n": "NOT_PREEMPTABLE",
"priorityLevel": 0
¥
"aver Wndow': 2000,
"def QosFl ow ndi cation": true,
"description": "string",
"gbrD": "string",
"gbru": "string",
"maxDat aBur st Vol ": 0,
"maxPacket LossRateD ": 0,
"maxPacket LossRateU ": 0,
"maxbrDl ": "string",
"maxbru": "string",
"nane": "string",
"priorityLevel": 0,
"gnc": true,
"qosld": "string",
"reflectiveQos": true,
"sharingKeyD ": "string",
"sharingKeyU ": "string"

"5qi": 0,
"arp": {
"preenpt Cap": " MAY_PREEMPT",
"preenpt Vul n": "NOT_PREEMPTABLE",
"priorityLevel": 0
b
"aver Wndow': 2000,
"def QosFl owl ndi cation": true,
"description": "string",
"gbrDi": "string",
"gbrU": "string",
" maxDat aBur st Vol ": 0,
"maxPacket LossRateDl ": O,
"maxPacket LossRateU ": 0,
"maxbrD ": "string",
"maxbrU": "string",
"name": "string",
"priorityLevel ": 0,
“gqnc": true,
"gosld": "string",
"reflectiveQos": true,
"sharingKeyD ": "string",
"sharingKeyU": "string"
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Delete QoS Data

Table 2-156 Request/Response Body Parameters

- __________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

gosDataName string M Qos Data Name

Export/import QoS Data s

Table 2-157 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string M Current timestamp
exportData array M Exported list of QoS

data. For more
information, see Get,
Create, and Update QoS
Data s.

key string (0] Indicates the ID of QoS
Data

sourceVersion string 0] System version of
product from which data
is exported

topic string (0] Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{
"message": "string",
“name": "string"
1
1
"exportData": [
{
"5gi": 0,
"arp": {
"preenpt Cap": "MAY_PREEMPT",
“preenpt Vul n": "NOT_PREEMPTABLE",
“priorityLevel": 0
b
"aver W ndow': 2000,
"def QosFl owl ndi cation": true,
"description": "string",
"gbrD": "string",
"gbrU": "string",
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"maxDat aBur st Vol ": 0,
"maxPacket LossRateDl ": 0,
"maxPacket LossRateU ": 0,
"“maxbrDl ": "string",
“maxbru": "string",
"name": "string",
“priorityLevel": O,
"gnc": true,
"qosld": "string",
"reflectiveQos": true,
“sharingKeyDl ": "string",
“sharingKeyU": "string"
!
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

2.29 Traffic for PCC Rule

Table 2-158 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create Traffic PCC POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule configuration/vl/
policydata/pcrf/
pccrules
Export Traffic PCC GET {apiRoot}/oc-cnpolicy- | See Table A-1
Rule configuration/vl/

policydata/pcrf/
pccrules/export

Import Traffic PCC POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule configuration/vl/
policydata/pcrf/
pccrules/import

Get Traffic PCC Rule | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcrf/
pccrules/
{trafficPccRuleName}

Update Traffic PCC PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Rule configuration/vl/
policydata/pcrf/
pccrules/
{trafficPccRuleName}

Delete Traffic PCC DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Rule configuration/vl/
policydata/pcrf/
pccrules/
{trafficPccRuleName}
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Chapter 2
Traffic for PCC Rule

Table 2-159 Data structures supported by the POST, GET, and PUT Response Body

Rule.ReportingLeve
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

description string (0]
name string M
param.diameter.pcc | string (0] Allowed values
Rule.ARP.Preempti e 0
onCapability . 1
param.diameter.pcc | string (0] Allowed values
Rule.ARP.Preempti e 0
onVulnerability e 1
param.diameter.pcc | string (0]
Rule.ARP.PriorityLe
vel
param.diameter.pcc | string (0]
Rule.FlowDescripti
ons
param.diameter.pcc | array (0]
Rule.FlowInformati
ons
param.diameter.pcc | string (0] Allowed values
Rule.FlowStatus - 0

o 1

e 2

« 3
param.diameter.pcc | ENUM (0]
Rule.bearerUsage
param.diameter.pcc | string (0] Allowed values
Rule.MeteringMeth 0
od . 1

e 2

« 3
param.diameter.pcc | string (0]
Rule.MonitoringKey
param.diameter.pcc | string (0] Allowed values
Rule.Offline e 0

o 1
param.diameter.pcc | string (0] Allowed values
Rule.Online - 0

o 1
param.diameter.pcc | string (0]
Rule.Precedence
param.diameter.pcc | string (0]
Rule.RatingGroup
param.diameter.pcc | string (0] Allowed values
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Table 2-159 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
param.diameter.pcc | string (0] Allowed values
Rule.RequiredAcce e 1
ssinfo « 2
e 3
param.diameter.pcc | string (0] Allowed values
Rule.ResourceAlloc - 0
ationNotification
param.diameter.pcc | string (0]
Rule.Serviceldentifi
er
param.diameter.pcc | string (0]
Rule.applicationSer
viceProviderldentity
param.diameter.pcc | string (0]
Rule.maxAuthDL
param.diameter.pcc | string (0]
Rule.maxAuthUL
param.diameter.pcc | string (0]
Rule.minRateDL
param.diameter.pcc | string (0]
Rule.minRateUL
param.diameter.pcc | string (0] Allowed values:
Rule.qci e 1
e 2
« 3
e 4
5
e 6
o 7
- 8
9
e 65
e 66
e 69
e 70
param.diameter.pcc | string (0]
Rule.sponsorldentit
y
param.diameter.pcc | string (0]
Rule.tdfApplicationl
dentifier
param.diameter.pcc | string (0] Allowed values

Rule.tdfMuteNotific

ation

- 0
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Table 2-159 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
param.diameter.pcc | string (0] Allowed values
Rule.tdfRedirectAd - 0
dressType e 1
e 2
« 3
param.diameter.pcc | string (0]
Rule.tdfRedirectSer
verAddress
param.diameter.pcc | string (0] Allowed values

Rule.tdfRedirectSu

pport

- 0
e 1

Table 2-160 param.diameter.pccRule.FlowInformations

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
flowDescription string 0]
flowDirection string M Allowed values:
o -1
0
e 1
e 2
e 3
tos string 0]
tosMask string (0]

Sample Request Body structure for POST and PUT operations:

{

"description";

nane .

"param di anet er.
"param di anet er.
"param di anet er
"param di anet er.

"string",

"string",
"param di anet er

. pccRul e. ARP. PreenptionCapabi lity": "0",

"flowDescription": "string",

o

"string"

{
"flowDirection":
"tos": "string",
"t osMask":

}

1,

"param di anet er. pccRul e. Fl owSt atus": "0",
"param di anet er. pccRul e. Met eri nghet hod": "0",
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"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.

pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.

Moni t ori ngKey": "string",
Ofline": "0",

Online": "0",

PSt 0CSSessi onContinuity": "0",

Precedence": "string",

RatingG oup": "string",
ReportingLevel ": "0",

Requi redAccessinfo": "1",

Resour ceAl | ocationNotification": "0",
Serviceldentifier": "string",

appl i cationServi ceProviderldentity":
maxAut hDL": "string",

maxAut hUL": "string",

m nRateDL": "string",

m nRateUL": "string",

nane": "string",
in II: n ]-II7
sponsorldentity": "string",

tdf Applicationldentifier": "string",
tdf Mut eNoti fication": "0",

t df Redi rect Addr essType": "0",

t df Redi rect Server Address": "string",
t df Redi r ect Support™: "0"

Chapter 2
Traffic for PCC Rule

“string",

Sample Response Body structure for GET, POST and PUT operations:

{

"description"; '
"string",
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.

nane :

{

"string",

pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.

ARP. Preenpti onCapabi lity": "0",
ARP. Preenpti onVul nerability": "0",
ARP. PriorityLevel": "string",

Fl owDescriptions": "string",

Fl ow nformations": |

“flowDescription": "string",

"flowDirection":

"tos": "string",

"t osMask":

}
1,

"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.

"string"

pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.

o

Fl owSt atus": "0",
Met eri ngMet hod": " 0",

MonitoringKey": "string",
Ofline": "0",

Oline": "0",

PSt 0CSSessi onContinuity": "0",

Precedence": "string",

Rati ngGoup": "string",
ReportingLevel ": "0",

Requi redAccessinfo": "1",

Resour ceAl | ocationNotification": "0",
Serviceldentifier": "string",

appl i cationServi ceProviderldentity":
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"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.
"param di anet er.

pccRul e. maxAut hDL":
pccRul e. maxAut hUL":
pccRul e. mi nRat eDL":
pccRul e. mi nRat eUL":

"string",
"string",
"string",
"string",

pccRul e. name": "string",

pccRule.qci™: "1",

pccRul e. sponsorldentity": "string",
pccRul e. tdf Applicationldentifier": "string",

pccRul e. tdf Mut eNoti fi cation":

" Ou ,

pccRul e. t df Redi rect Addr essType": "0",
pccRul e. t df Redi rect Server Address": "string",
pccRul e. t df Redi rect Support™: "0"

Export/import Traffic for PCC Rule

Table 2-161 Request/Response Body Parameters

Chapter 2
Traffic for PCC Rule

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of traffic
Pcc Ruke. For more
information, see
Table 2-159.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
"name": "string"
}

]1
"exportData": [

{

"description": "string",

nane":

"par am di anet er
"par am di anet er
"par am di anet er
"par am di anet er

"string",
. pccRul e. ARP. PreenptionCapabi lity": "0",

. pccRul e. ARP. PreenptionVul nerability": "0",
.pccRul e. ARP. PrioritylLevel": "string",

. pccRul e. Fl owDescri ptions": "string",
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"par am di anet er

{
“fl owDescri
“fl owDirect
"tos": "str
"t osMask":
}

]

}
]

ey": "string",

aram di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .
"param di anet er .

. pccRul e. Fl ow nformations": |

ption": "string",
i Onll: ll_lll,

i ngn7

"string"

Fl owSt at us": "0",

Met eri ngMet hod": "0",

Moni tori ngKey": "string",
Ofline": "0",

Oline": "0",

PSt 0oCSSessi onContinuity": "0",
Precedence": "string",
RatingGoup": "string",
ReportingLevel ": "0",

Requi redAccessinfo": "1",

Resour ceAl | ocati onNoti fication":
Serviceldentifier": "string",
applicationServiceProviderldentity":
maxAut hDL": "string",

maxAut hUL": "string",

m nRateDL": "string",

m nRateUL": "string",

nanme": "string",

gci": "1,

sponsorldentity": "string",

tdf Applicationldentifier": "string",
tdf MuteNotification": "0",

t df Redi rect Addr essType": "0",

t df Redi rect Server Address": "string",
t df Redi r ect Support": "0"

pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.
pccRul e.

" OII

"sourceVersion": "string",

"topic": "string"

Delete Traffic for PCC Rule

Table 2-162 Request/Response Body Parameters

Chapter 2
Traffic for PCC Rule

l

"string",

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

trafficPccRuleName string M Traffic PCC Rule Name

Cloud Native Core, Converged Policy REST Specific
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

ation Guide

January 15, 2026
Page 163 of 474



ORACLE’

2.30 Traffic for PCC Profile

Table 2-163 Supported REST APIs

Chapter 2
Traffic for PCC Profile

Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create Traffic PCC POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
policydata/pcrf/
pccruleprofiles
Export Traffic PCC GET {apiRoot}/oc-cnpolicy- | See Table A-1
Profile configuration/vl/
policydata/pcrf/
pccruleprofiles/export
Import Traffic PCC POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
policydata/pcrf/
pccruleprofiles/import
Get Traffic PCC Profile | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcrf/
pccruleprofiles/
{trafficPccProfileName}
Update Traffic PCC PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Profile configuration/vl/
policydata/pcrf/
pccruleprofiles/
{trafficPccProfileName}
Delete Traffic PCC DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

configuration/vl/
policydata/pcrf/
pccruleprofiles/
{trafficPccProfileName}

Create, Get, and Update Traffic for PCC Profile

Table 2-164 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string (0]
name string M
param.diameter.pcc | string (0] Allowed values
Profile.ARP.Preemp e 0
tionCapability e 1
param.diameter.pcc | string (0] Allowed values
Profile. ARP.Preemp e 0
tionVulnerability . 1
param.diameter.pcc | string (0]
Profile. ARP.Priority
Level
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Table 2-164 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

param.diameter.pcc | string (0]
Profile.FlowDescrip
tions
param.diameter.pcc | array (0]
Profile.FlowInforma
tions
param.diameter.pcc | string (0] Allowed values
Profile.FlowStatus 0

e 1

o 2

« 3
param.diameter.pcc | ENUM (0]
Profile.bearerUsag
e
param.diameter.pcc | string (0] Allowed values
Profile.MeteringMet - 0
hod e 1

o 2

« 3
param.diameter.pcc | string (0]
Profile.MonitoringK
ey
param.diameter.pcc | string (0] Allowed values
Profile.Offline - 0

e 1
param.diameter.pcc | string (0] Allowed values
Profile.Online e 0

e 1
param.diameter.pcc | string (0]
Profile.Precedence
param.diameter.pcc | string (0]
Profile.RatingGroup
param.diameter.pcc | string (0] Allowed values
Profile.ReportingLe - 0
vel e 1

e 2
param.diameter.pcc | string (0] Allowed values
Profile.RequiredAcc e 1
essinfo « 2

c 3
param.diameter.pcc | string (0] Allowed values
Profile.ResourceAll 0
ocationNotification
param.diameter.pcc | string (0]

Profile.Serviceldent
ifier
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Table 2-164 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

param.diameter.pcc | string (0]
Profile.applicationS
erviceProviderldenti
ty
param.diameter.pcc | string (0]
Profile.maxAuthDL
param.diameter.pcc | string (0]
Profile.maxAuthUL
param.diameter.pcc | string (0]
Profile.minRateDL
param.diameter.pcc | string (0]
Profile.minRateUL
param.diameter.pcc | string (0] Allowed values:
Profile.qci e 1

e 2

e 3

e 4

e« 5

e 6

e 7

- 8

e 9

e 65

e 66

e 69

e 70
param.diameter.pcc | string (0]
Profile.sponsoriden
tity
param.diameter.pcc | string (0]
Profile.tdfApplicatio
nidentifier
param.diameter.pcc | string (0] Allowed values
Profile.tdfMuteNotifi 0
cation
param.diameter.pcc | string (0] Allowed values
Profile.tdfRedirectA - 0
ddressType e 1

e 2

e 3
param.diameter.pcc | string (0]
Profile.tdfRedirectS
erverAddress
param.diameter.pcc | string (0] Allowed values

Profile.tdfRedirectS
upport

0
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Table 2-165 param.diameter.pccProfile.Flowinformations
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
flowDescription string (0]
flowDirection string M Allowed values:
o -1
0
e 1
e 2
e 3
tos string (0]
tosMask string 0]

Sample Request Body structure for POST and PUT operations:

{
"description": "string",
"nane": "string",
"param di anet er. pccProfile. ARP. PreenptionCapabi lity": "0",
"param di anet er. pccProfil e. ARP. PreenptionVul nerability": "0",
"param di aneter. pccProfile. ARP. PriorityLevel": "string",
"param di anet er. pccProfile. Fl owDescriptions": "string",
"param di amet er. pccProfile. Fl ow nformations": |
{
“flowDescription": "string",
“flowDirection": "-1",
“tos": "string",
"tosMask": "string"
1
1,
"param di aneter. pccProfile. Fl owStatus": "0",
"param di anet er. pccProfile. Meteringvet hod": "0",
"param di anet er. pccProfile. MnitoringKey": "string",
"param di aneter. pccProfile. Offline": "0",
"param di aneter. pccProfile.Online": "0",
"param di aneter. pccProfile. Precedence": "string",
"param di aneter. pccProfile. RatingGoup": "string",
"param di anet er. pccProfile. ReportingLevel ": "0",
"param di anet er. pccProfil e. Requi redAccessl nfo": "1",
"param di anet er. pccProfile. ResourceAl | ocati onNotification": "0",
"param di aneter. pccProfile. Serviceldentifier": "string",
"param di anet er. pccProfile.applicationServiceProviderldentity": "string",
"param di anet er. pccProfile. maxAuthDL": "string",
"param di anet er. pccProfile. maxAuthUL": "string",
"param di aneter. pccProfile.ninRateDL": "string",
"param di aneter. pccProfile.nmnRateUL": "string",
"param di aneter. pccProfile.qci": "1",
"param di anet er. pccProfile.sponsorldentity": "string",
"param di aneter. pccProfile.tdf Applicationldentifier": "string",
"param di aneter. pccProfile.tdf MuiteNotification": "0",
"param di anet er. pccProfile.tdf Redi rect AddressType": "0",
"param di anet er. pccProfile.tdf Redirect Server Address": "string",
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"param di amet er. pccProfile.tdf Redirect Support": "0"

}

Chapter 2
Traffic for PCC Profile

Sample Response Body structure for GET, POST and PUT operations:

.pccProfile. ARP. PreenptionCapability": "0",

.pccProfile. ARP. PreenptionVul nerability": "0",

.pccProfile. ARP. PriorityLevel": "string",
.pccProfile. Fl owDescriptions": "string",

.pccProfile. Flow nfornations": [

Fl owSt at us":

n Ou ,

Met eri ngMet hod": "0",

Moni t ori ngKey": "string",
n Oll’
IIOII,

Ofline":
Online":
Precedence":

"string",

RatingGoup": "string",
ReportingLevel ": "0",

Requi redAccesslnfo": "1",
Resour ceAl | ocationNotification":

n O",

applicationServiceProviderldentity": "string",

Serviceldentifier": "string",
maxAut hDL": "string",

maxAut hUL": "string",

m nRateDL": "string",

m nRateUL": "string",

gei": "1,

sponsor |l dentity": "string",

tdf Applicationldentifier": "string",

tdf MuteNoti fication":
t df Redi rect Addr essType": "0",

n Ou ,

t df Redi rect Server Address": "string",
t df Redi r ect Support": "0"

{
"description": "string",
"name": "string",
"param di anet er
"param di anet er
"param di anet er
"param di anet er
"param di anet er
{
“flowDescription": "string",
“flowDirection": "-1",
“tos": "string",
"tosMask": "string"
}
1,
"param di anet er. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di anet er. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
"param di anet er. pccProfile.
"param di aneter. pccProfile.
"param di anet er. pccProfile.
"param di anet er. pccProfile.
"param di aneter. pccProfile.
"param di anet er. pccProfile.
"param di anet er. pccProfile.
"param di anet er. pccProfile.
"param di aneter. pccProfile.
"param di anet er. pccProfile.
"param di aneter. pccProfile.
"param di aneter. pccProfile.
}

Export/import Traffic for PCC Profile

Table 2-166 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
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Table 2-166 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

errors:message string

errors:name string

exportData array M Exported list of traffic

Pcc Profile. For more
information, see
Table 2-164.

key string Indicates the ID

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": |
{
"message”: "string",
"name": "string"
}
]!
"exportData”: [
{

"description": "string",

"nanme": "string",

"param di aneter. pccProfile. ARP. PreenptionCapability": "0",
"param di aneter. pccProfile. ARP. Preenpti onVul nerability": "0",
"param di aneter. pccProfile. ARP. PriorityLevel": "string",
"param di aneter. pccProfile. Fl owDescriptions": "string",

"param di aneter. pccProfile.Fl ow nformations": [

{
“flowDescription": "string",
“flowDirection": "-1",
"tos": "string",
"tosMask": "string"

}

]

aram di amet er. pccProfile. Fl owStatus": "0",
"param di aneter. pccProfile. MeteringMethod": "0",
"param di aneter. pccProfile.MnitoringKey": "string",
"param di aneter. pccProfile. Offline": "0",
"param di aneter. pccProfile.Online": "0",
"param di aneter. pccProfile.Precedence": "string",
"param di aneter. pccProfile.RatingGoup": "string",
"param di aneter. pccProfile. ReportingLevel": "0",
"param di anet er. pccProfil e. Requi redAccessinfo": "1",
"param di aneter. pccProfile. ResourceAl | ocationNotification": "0",
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"param di anet er. pccProfile. Serviceldentifier": "string",

"param di anet er. pccProfile.applicationServiceProviderldentity":
“string",

"param di anet er. pccProfile. maxAut hDL": "string",

"param di anet er. pccProfile. maxAut hUL": "string",

"param di anet er. pccProfile.mnRateDL": "string",

“param di anet er. pccProfile.mnRateUL": "string",

"param di anet er. pccProfile.qci": "1",
“param di amet er. pccProfil e.sponsorldentity": "string",
"param di anmet er. pccProfile.tdf Applicationldentifier": "string",

"param di anet er. pccProfile.tdf MuiteNotification": "0",

"param di anet er. pccProfile.tdf Redi rect AddressType": "0",
"param di anet er. pccProfil e.tdf Redirect Server Address": "string",
"param di anet er. pccProfile.tdf Redi rect Support": "0"

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Traffic for PCC Profile

Table 2-167 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
trafficPccProfileName string M Traffic PCC Profile
Name

2.31 Traffic for Diameter QoS

Table 2-168 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Traffic Diameter | POST {apiRoot}/oc-cnpolicy- | See Table A-3

QoS configuration/vl/

policydata/pcrf/
diameterqos

Export Traffic Diameter | GET {apiRoot}/oc-cnpolicy- | See Table A-1
QoS configuration/vl/
policydata/pcrf/
diametergos/export

Import Traffic Diameter | POST {apiRoot}/oc-cnpolicy- | See Table A-3
QoS configuration/vl/
policydata/pcrf/
diameterqos/import
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Table 2-168 (Cont.) Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2

Traffic for Diameter QoS

Possible Result Code

Get Traffic Diameter
QoS

GET

{apiRoot}/oc-cnpolicy-

configuration/vl/
policydata/pcrf/
diametergos/

{trafficDiameterQoSNa

me}

See Table A-1

Update Traffic
Diameter QoS

PUT

{apiRoot}/oc-cnpolicy-

configuration/vl/
policydata/pcrf/
diameterqos/

{trafficDiameterQoSNa

me}

See Table A-2

QoS

Delete Traffic Diameter

DELETE

{apiRoot}/oc-cnpolicy-

configuration/vl/
policydata/pcrf/
diametergos/

{trafficDiameterQoSNa

me}

See Table A-4

Create, Get, and Update Traffic for Diameter QoS

Table 2-169 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string (0]
name string M
param.diameter.qos | string (0] Allowed values:
Profile. ARP.Preemp - 0
tionCapability . 1
param.diameter.qos | string (0] Allowed values:
Profile. ARP.Preemp e 0
tionVulnerability . 1
param.diameter.qos | string (0]
Profile. ARP.Priority
Level
param.diameter.qos | string (0] Allowed values:
Profile.ResourceAll e 0
ocationNotification
param.diameter.qos | string (0]
Profile.maxAuthDL
param.diameter.qos | string (0]
Profile.maxAuthUL
param.diameter.qos | string (0]
Profile.minRateDL
param.diameter.qos | string (0]
Profile.minRateUL
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Table 2-169 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
param.diameter.qos | string (0] Allowed values:
Profile.qci e 1
e 2
e 3
e 4
« 5
e 6
. 7
e 8
e 9
e 65
e 66
e 69
e 70

Sample Request Body structure for POST and PUT operations:

{
"description": "string",
"name": "string",
"param di amet er. qosProfil e. ARP. PreenptionCapability": "0",
"param di amet er. qosProfil e. ARP. PreenptionVul nerability": "0",
"param di amet er. qosProfile. ARP. PriorityLevel": "string",
"param di amet er. qosProfil e. ResourceAl | ocationNotification": "0",
"param di amet er. gosProfil e. maxAut hDL": "string",
"param di amet er. gosProfil e. maxAut hUL": "string",
"param di amet er. qosProfile.mnRateDL": "string",
"param di amet er. gosProfile.mnRateUL": "string",
"param di amet er. gosProfile.qci": "1"

}

Sample Response Body structure for GET, POST and PUT operations:

{
"description": "string",
"name": "string",
"param di amet er. gosProfil e. ARP. PreenptionCapability": "0",
"param di amet er. gosProfil e. ARP. PreenptionVul nerability": "0",
"param di ameter. gosProfile. ARP. PriorityLevel": "string",
"param di amet er. gosProfil e. ResourceAl | ocati onNotification": "0",
"param di armet er. qosProfil e. maxAut hDL": "string",
"param di armet er. qosProfil e. maxAut hUL": "string",
"param di amet er. qosProfile.minRateDL": "string",
"param di armet er. qosProfile.minRateUL": "string",
"param di ameter. gqosProfile.qci": "1"
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Export/import Traffic for Diameter QoS

Table 2-170 Request/Response Body Parameters

Chapter 2
Traffic for Diameter QoS

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of traffic
diameter QoS. For more
information, see
Table 2-169.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{
"message": "string",
“string"
1
1,
"exportData": [
{
"description": "string",
"string",
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
"par am di anet er. qosProfile.
1
1,
"key": "string",
"sourceVersion": "string",
"topic": "string"
}
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Delete Traffic for Diameter QoS

Table 2-171 Request/Response Body Parameters

Field Name Data Type Constraints Mandatory(M)/ Description
Optional(O)/
Conditional(C)
trafficDiameterQoS | string M Traffic Diameter
Name QoS Name

2.32 Traffic for ADC Rule

Table 2-172 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Traffic Adc Rule | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcrf/
adcrules

Export Traffic Adc Rule | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/

policydata/pcrf/
adcrules/export

Import Traffic Adc Rule | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcrf/
adcrules/import

Get Traffic Adc Rule GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcrf/
adcrules/
{trafficAdcRuleName}

Update Traffic Adc PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Rule configuration/vl/
policydata/pcrf/
adcrules/
{trafficAdcRuleName}

Delete Traffic Adc Rule | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
policydata/pcrf/
adcrules/
{trafficAdcRuleName}

Create, Get, and Update Traffic for ADC Rule

Table 2-173 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

description string (0]
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Table 2-173 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string M
param.diameter.adc | string (0] Allowed values:
Rule.FlowStatus 0

e 1

e 2

« 3
param.diameter.adc | string (0] Allowed values:
Rule.MeteringMeth e 0
od e 1

e 2

« 3
param.diameter.adc | string (0]
Rule.MonitoringKey
param.diameter.adc | string (0] Allowed values:
Rule.Offline 0

e 1
param.diameter.adc | string (0] Allowed values:
Rule.Online - 0

e 1
param.diameter.adc | string (0]
Rule.Precedence
param.diameter.adc | string (0]
Rule.RatingGroup
param.diameter.adc | string (0] Allowed values:
Rule.ReportingLeve « 0
| e 1
param.diameter.adc | string (0]
Rule.Serviceldentifi
er
param.diameter.adc | string (0]
Rule.maxAuthDL
param.diameter.adc | string (0]
Rule.maxAuthUL
param.diameter.adc | string M
Rule.name
param.diameter.adc | string (0]
Rule.tdfApplicationl
dentifier
param.diameter.adc | string (0] Allowed values:
Rule.tdfMuteNotific - 0
ation
param.diameter.adc | string (0] Allowed values:
Rule.tdfRedirectAd .
dressType .
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Table 2-173 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
param.diameter.adc | string (0]
Rule.tdfRedirectSer
verAddress
param.diameter.adc | string (0] Allowed values:
Rule.tdfRedirectSu 0
pport . 1

Sample Request Body structure for POST and PUT operations:

{

"description”:

name":
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd
"paramd

"string",
"string",

i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er. adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er. adcRul e.
i amet er. adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.
i amet er . adcRul e.

Fl owSt at us": "0",

Met eri ngMet hod": " 0",
Moni t ori ngKey": "string",
Ofline": "0",

Online": "0",
Precedence": "string",
Rati ngG oup": "string",
ReportingLevel ": "0",

Serviceldentifier": "string'

maxAut hDL": "string",
maxAut hUL": "string",
name": "string",

tdf Applicationldentifier": '

tdf MuteNotification": "0",

‘string”,

t df Redi rect Addr essType": "0",

t df Redi rect Server Address": '

t df Redi rect Support™: "0"

‘string”,

Sample Response Body structure for GET, POST and PUT operations:

{

"description": "string",

name"
"paramd

"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.
"param di aret er.

"string",

i amet er. adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.
adcRul e.

Fl owStatus": "0",

Met eri ngMet hod": "0",
Moni t ori ngKey": "string",
Ofline": "0",

Online": "0",
Precedence": "string",
RatingG oup": "string",
ReportingLevel ": "0",

Serviceldentifier": "string'

maxAut hDL": "string",
maxAut hUL": "string",

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 176 of 474



ORACLE Chapter 2
Traffic for ADC Rule

"param di amet er. adcRul e. nane": "string",

"param di anet er. adcRul e. t df Applicationldentifier": "string",
"param di anet er. adcRul e. t df Mut eNoti fication": "0",

"param di anet er. adcRul e. t df Redi rect AddressType": "0",
"param di amet er. adcRul e. t df Redi rect Server Address": "string",
"param di anet er. adcRul e. t df Redi rect Support": "0"

Export/import Traffic for ADC Rule

Table 2-174 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

errors array

errors:message string

errors:name string

exportData array M Exported list of traffic

Adc Rule. For more
information, see Create
Get, and Update Traffic
for ADC Rule

key string Indicates the ID

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message”: "string",
"name": "string"
}
1,
"exportData": |
{

“description": "string",

"name": "string",

"param di anet er. adcRul e. Fl owSt at us": " 0",

"param di anet er. adcRul e. Met eri ngMet hod": "0",
“param di amet er. adcRul e. Moni t ori ngKey": "string",
"param di amet er. adcRul e. O0ffline": "0",

"param di anet er. adcRul e. Onl'i ne": "0",

“param di amet er . adcRul e. Precedence": "string",
"param di amet er. adcRul e. Rati ngG oup": "string",
"param di anet er . adcRul e. ReportingLevel ": "0",
“param di amet er. adcRul e. Serviceldentifier": "string",
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“param di amet er. adcRul e. naxAut hDL": "string",

“param di amet er. adcRul e. naxAut hUL": "string",

“param di amet er. adcRul e. nane": "string",

"param di anet er. adcRul e. t df Appl i cationldentifier": "string",
"param di anet er. adcRul e. t df Mut eNot i fi cation": "0",

"param di anet er . adcRul e. t df Redi rect Addr essType": "0",
“param di amet er. adcRul e. t df Redi r ect Server Address": "string",
"param di anet er . adcRul e. t df Redi rect Support": "0"

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Traffic for ADC Rule

Table 2-175 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

trafficAdcRuleName string M Traffic ADC Rule Name

2.33 Time Period

Table 2-176 PCRF and PCF Time Period APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Time Period GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
timePeriod/
{timePeriodName}

Update Time Period PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
timePeriod/
{timePeriodName}

Delete Time Period DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
timePeriod/
{timePeriodName}

Create Time Period POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
timePeriod
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Chapter 2
Time Period

Table 2-177 PCRF Time Period REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get Time Period GET {apiRoot}/ocpm/ See Table A-1
pcrf/vl/configuration/

policy/timePeriod/
{timePeriodName}

Update Time Period PUT

{apiRoot}/ocpm/ See Table A-2
pcrf/vl/configuration/
policy/timePeriod/
{timePeriodName}

Delete Time Period DELETE

{apiRoot}/ocpm/ See Table A-4
pcrf/vl/configuration/
policy/timePeriod/
{timePeriodName}

Create Time Period POST

{apiRoot}ocpm/ See Table A-3
pcrf/vl/configuration/
policy/timePeriod

Table 2-178 PCF Time Period REST APIs

Description HTTP Method or
Custom Operation

Resource URI Possible Result Code

Get Time Period GET

{apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
timePeriod/
{timePeriodName}

Update Time Period PUT

{apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
timePeriod/
{timePeriodName}

Delete Time Period DELETE

{apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
timePeriod/
{timePeriodName}

Create Time Period POST

{apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
timePeriod

Create, Get, and Update Time Period

Table 2-179 Data structures supported by the POST, GET, and PUT Response Body

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string (0] Provide the description.
name string M Provide the name.
precedence string (0] Provide the precedence.
timeSlot TimeSlot (0]

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 179 of 474



ORACLE Chapter 2
Time Period

Table 2-180 TimeSlot
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

daysOfMonth string (0]

daysOfWeek string (0]

endTime string 0]

monthsOfYear string (0]

startTime string (0]

years string (0]

Sample Request Body structure for GET, POST, and PUT operations:

{
"nane": "string",
"description": "string",
"precedence": "string",
“tineSlot": |
{
"years": "string",
"mont hsOf Year": "string",
"daysOf Month": “"string”,
"daysOf Week": "string",
"startTime": "string",
"endTi me": "string"
}
]
}

Export/limport Time Period

Table 2-181 Export/import Time Period APls

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Import Time Period POST {apiRoot}/ocpm/pcrfivl/  See Table A-3
configuration/policy/
timePeriod/import

Export Time Period GET {apiRoot}/ocpm/pcrfivl/  See Table A-1
configuration/policy/
timePeriod/export

PCF Import Time Period POST {apiRoot}/oc-cnpolicy- See Table A-3
configuration/vl/
timePeriod/import

PCF Export Time Period GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/

timePeriod/export
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Table 2-182 Request/Response Body Parameters

Chapter 2
Time Period

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of time
period.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [
{
"nanme": "string",
"description": "string",
"precedence": "string",
"timeSlot": [
{
"years": "string",
"mont hsOf Year": "string",
"daysOf Month": "string",
"daysOf Week": "string",
"startTime": "string",
"endTime": "string"
}
]
}
1,
"errors": [
{
"nanme": "string",
"message": "string"
}
]
}
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2.34 Predefined Pcc Rule Base

Table 2-183 Supported REST APIs
|

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Chapter 2
Predefined Pcc Rule Base

Create Predefined Pcc
Rule Base

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedpccrulebase
s

See Table A-3

Export Predefined Pcc
Rule Base

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedpccrulebase
s/export

See Table A-1

Import Predefined Pcc
Rule Base

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedpccrulebase
s/import

See Table A-3

Get Predefined Pcc
Rule Base

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedpccrulebase
s/
{predefinedPccRuleBa
seName}

See Table A-1

Update Predefined Pcc
Rule Base

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedpccrulebase
s/
{predefinedPccRuleBa
seName}

See Table A-2

Delete Predefined Pcc
Rule Base

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedpccrulebase
s/
{predefinedPccRuleBa
seName}

See Table A-4

Create, Get, and Update Predefined Pcc Rule Base

Table 2-184 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string M

param.diameter.pcc | string o

PredefBaseRule.de

scription

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 182 of 474



ORACLE’

Chapter 2
Predefined Pcc Rule Base

Table 2-184 (Cont.) Data structures supported by the POST, GET, and PUT Response
Body

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

param.diameter.pcc | string (0]

PredefBaseRule.na

me

Sample Request Body structure for POST and PUT operations:

{
"name": "string",
"param di amet er. pccPredef BaseRul e. description": "string",
"param di amet er. pccPredef BaseRul e. nane": "string"

}

Sample Response Body structure for GET, POST and PUT operations:

{
"name": "string",
"param di amet er. pccPr edef BaseRul e. description": "string",
"par am di anet er . pccPr edef BaseRul e. nane": "string"

}

Export/import Predefined Pcc Rule Base

Table 2-185 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

errors array

errors:message string

errors:name string

exportData array M Exported list of

predefined Pcc Rule
Base. For more
information, see
Table 2-184.

key string Indicates the ID

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed
object
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Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
" “string"
}
]1
"exportData": [
{

nane":

nane": "string",
"par am di anet er . pccPredef BaseRul e. description": "string",
"par am di anet er . pccPr edef BaseRul e. nane": "string"

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Predefined Pcc Rule Base

Table 2-186 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
predefinedPccRuleBase | string M Predefined Pcc Rule
Name Base Name

2.35 Predefined Pcc Rule

Table 2-187 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Predefined Pcc | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule configuration/vl/
policydata/pcrf/
predefinedpccrules

Export Predefined Pcc | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Rule configuration/vl/
policydata/pcrf/
predefinedpccrules/

export
Import Predefined Pcc | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule configuration/vl/

policydata/pcrf/
predefinedpccrules/
import
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Table 2-187 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Predefined Pcc GET {apiRoot}/oc-cnpolicy- | See Table A-1
Rule configuration/vl/
policydata/pcrf/
predefinedpccrules/
{predefinedPccRuleNa

me}
Update Predefined Pcc | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Rule configuration/vl/

policydata/pcrf/
predefinedpccrules/
{predefinedPccRuleNa

me}
Delete Predefined Pcc | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Rule configuration/vl/

policydata/pcrf/
predefinedpccrules/
{predefinedPccRuleNa
me}

Create, Get, and Update Predefined Pcc Rule

Table 2-188 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string M

param.diameter.pcc | string (0]

PredefRule.Monitori

ngKey

param.diameter.pcc | string (0]

PredefRule.descript

ion

param.diameter.pcc | string (0]

PredefRule.name

Sample Request Body structure for POST and PUT operations:

{
"name": "string",
"param di amet er. pccPredef Rul e. Moni tori ngKey": "string",
"param di amet er. pccPredef Rul e. description": "string",
"param di amet er. pccPredef Rul e. name": "string"

}

Sample Response Body structure for GET, POST and PUT operations:

{

nane": "string",
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"param di amet er. pccPredef Rul e. Moni t ori ngKey": "string",
"param di amet er. pccPredef Rul e. description": "string",
"param di anet er . pccPredef Rul e. name": "string"

}

Export/import Predefined Pcc Rule

Table 2-189 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of
predefined Pcc Rule.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

"date": "string",
"errors": [
{
"message": "string",

name": "string"

}
]1
"exportData": [

{

name": "string",

"par am di anet er . pccPredef Rul e. Moni t ori ngKey": "string",
"par am di anet er . pccPredef Rul e. descri ption": "string",
"par am di anet er . pccPredef Rul e. nane": "string"

}

ey": "string",
"sourceVersion": "string",
“topic": "string"

]
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Delete Predefined Pcc Rule

Table 2-190 Request/Response Body Parameters

Chapter 2
Predefined Adc Rule Base

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
predefinedPccRuleNam | string M Predefined Pcc Rule
e Name

2.36 Predefined Adc Rule Base

Table 2-191 Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Create Predefined Adc
Rule Base

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedadcrulebase
s

See Table A-3

Export Predefined Adc
Rule Base

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedadcrulebase
slexport

See Table A-1

Import Predefined Adc
Rule Base

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedadcrulebase
s/import

See Table A-3

Get Predefined Adc
Rule Base

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedadcrulebase
s/
{predefinedAdcRuleBa
seName}

See Table A-1

Update Predefined
Adc Rule Base

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedadcrulebase
s/
{predefinedAdcRuleBa
seName}

See Table A-2

Delete Predefined Adc
Rule Base

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcrf/
predefinedadcrulebase
s/
{predefinedAdcRuleBa
seName}

See Table A-4
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Chapter 2
Predefined Adc Rule Base

Create, Get, and Update Predefined Adc Rule Base

Table 2-192 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string M

param.diameter.adc | string (0]

PredefBaseRule.de

scription

param.diameter.adc | string (0]

PredefBaseRule.na

me

Sample Request Body structure for POST and PUT operations:

{
"nane": "string",
"param di anet er. adcPr edef BaseRul e. description": "string",
"param di anet er. adcPr edef BaseRul e. name": "string"

}

Sample Response Body structure for GET, POST and PUT operations:

{
"name": "string",
"param di amet er. adcPr edef BaseRul e. description": "string",
"param di amet er. adcPr edef BaseRul e. nane": "string"

}

Export/import Predefined Adc Rule Base

Table 2-193 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of
predefined Adc Base
Rule.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 188 of 474



ORACLE Chapter 2
Predefined Adc Rule

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
" “string"
}
]1
"exportData": [
{

nane":

nane": "string",
"par am di anet er . adcPr edef BaseRul e. description": "string",
"par am di anet er . adcPr edef BaseRul e. nane": "string"

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Predefined Adc Rule Base

Table 2-194 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
predefinedAdcRuleBase | string M Predefined Adc Rule
Name Base Name

2.37 Predefined Adc Rule

Table 2-195 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Predefined Adc | POST {apiRoot}/oc-cnpolicy- | See Table A-3

Rule configuration/vl/

policydata/pcrf/
predefinedadcrules

Export Predefined Adc | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Rule configuration/vl/
policydata/pcrf/
predefinedadcrules/

export
Import Predefined Adc | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Rule configuration/vl/

policydata/pcrf/
predefinedadcrules/
import
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Table 2-195 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Predefined Adc GET {apiRoot}/oc-cnpolicy- | See Table A-1
Rule configuration/vl/
policydata/pcrf/
predefinedadcrules/
{predefinedAdcRuleNa

me}
Update Predefined PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Adc Rule configuration/vl/

policydata/pcrf/
predefinedadcrules/
{predefinedAdcRuleNa

me}
Delete Predefined Adc | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Rule configuration/vl/

policydata/pcrf/
predefinedadcrules/
{predefinedAdcRuleNa
me}

Create, Get, and Update Predefined Adc Rule

Table 2-196 Data structures supported by the POST, GET, and PUT Response Body

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

name string M

param.diameter.adc | string (0]

PredefRule.descript

ion

param.diameter.adc | string (0]

PredefRule.name

Sample Request Body structure for POST and PUT operations:

{
"name": "string",
"param di anet er. adcPr edef Rul e. description": "string",
"par am di anet er . adcPr edef Rul e. name": "string"

}

Sample Response Body structure for GET, POST and PUT operations:

{
"name": "string",
"param di amet er. adcPr edef BaseRul e. description": "string",
"param di armet er. adcPr edef BaseRul e. nane": "string"

}
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Export/import Predefined Adc Rule

Table 2-197 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of
predefined Adc Rule.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{

"date": "string",
"errors": |
{
"message": "string",
" “string"
1
]l
"exportData": [
{

nane":

nane": "string",
"par am di anet er . adcPr edef BaseRul e. description": "string",
"par am di anet er . adcPr edef BaseRul e. nane": "string"

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Predefined Adc Rule

Table 2-198 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
predefinedAdcRuleNam | string M Predefined Adc Rule
e Name
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2.38 PCRF Presence Reporting Area

Table 2-199 Supported REST APIs

Chapter 2
PCRF Presence Reporting Area

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create PCRF Pesence | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Reporting Area configuration/vl/

policydata/pcrf/pras
Export PCRF Pesence | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Reporting Area configuration/vl/

policydata/pcrf/pras/

export
Import PCRF Pesence | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Reporting Area configuration/vl/

policydata/pcrf/pras/

import
Get PCRF Pesence GET {apiRoot}/oc-cnpolicy- | See Table A-1
Reporting Area configuration/vl/

policydata/pcrf/pras/

{praPcrfName}
Update PCRF PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Pesence Reporting configuration/vl/
Area policydata/pcrf/pras/

{praPcrfName}
Delete PCRF Pesence | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Reporting Area configuration/vl/

policydata/pcrf/pras/

{praPcrfName}

Create, Get, and Update Pra

Table 2-200 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
descrption string (0]
id string M
name string M
praltems array (0]
type string Allowed value:

Core Network pre-configured

Table 2-201 praltems
e _____________________ _____________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

cgi Cui (0]
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Table 2-201 (Cont.) praltems

Chapter 2

PCRF Presence Reporting Area

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ecgi Ecgi 0] Allowed values:
o -1
0
. 1
o 2
« 3
home_enodeb HomeEnodeb (0]
macro_enodeb MacroEnodeb 0]
rai RAI
sai SAl
tai TAI
type string Allowed values:

o tai

e rai

* macro_enodeb
*  home_enodeb

e ecgi
e sai
 cgi

Table 2-202 cgi

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

ci string 0]

lac string (0]

mcc string (0]

mnc string (0]

Table 2-203 ecgi

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

eci string 0]

mcc string (0]

mnc string (0]
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Table 2-204 home_enodeb
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

henb string (0]

mcc string (0]

menb string 0]

mnc string (0]

Table 2-205 macro_enodeb
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

mcc string (0]

menb string (0]

mnc string (0]

Table 2-206 rai
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

lac string 0]

mcc string (0]

mnc string (0]

rac string 0]

Table 2-207 sai
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

lac string (@)

mcc string (@)

mnc string (0]

sac string (@)

Table 2-208 tai
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

mcc string (0]

mnc string (0]

tac string (@)
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Sample Request Body structure for POST and PUT operations:

{

"description": "string",

"id": "string",

nane :

"string",

"praltens": |

]

Cloud Native Core, Converged Policy REST Specification Guide
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Ilcgi ll: {
"Ci": "S'[ril’lg",
“lac": "string",

mce": “string”,
n I'TnC": "Stl’l ng|l
}l
"ecgi": {

"eci": "string",
" ustrl ng“,
"string"

nce .

mc™:

}

ome_enodeb": {

“henb": "string",

mce": “string”,

“menb": "string",

mc": "string"

}

cro_enodeb": {
" “string",

nce .

“menb": "string",

}l
“rai": {
“lac": "string",

mc": "string"

mce": “string”,
“mc": "string",
“rac": "string"
¥
"sai": {

“lac": "string",

mce": “string”,
“mc": "string",
"sac": "string"
}l
"tai": {
“mce": "string",
“mc": "string",

“tac": "string"

}

ype": "cgi

ype": "Core Network pre-configured"
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Chapter 2
PCRF Presence Reporting Area

Sample Response Body structure for GET, POST and PUT operations:

{

"description": "string",

"id": "string",

nane :

"string",

"praltens": |

]

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Ilcgi ll: {
"Ci": "S'[ril’lg",
“lac": "string",

mce": “string”,
n I'TnC": "Stl’l ng|l
}l
"ecgi": {

"eci": "string",
" ustrl ng“,
"string"

nce .

mc™:

}

ome_enodeb": {

“henb": "string",

mce": “string”,

“menb": "string",

mc": "string"

}

cro_enodeb": {
" “string",

nce .

“menb": "string",

}l
“rai": {
“lac": "string",

mc": "string"

mce": “string”,
“mc": "string",
“rac": "string"
¥
"sai": {

“lac": "string",

mce": “string”,
“mc": "string",
"sac": "string"
}l
"tai": {
“mce": "string",
“mc": "string",

“tac": "string"

}

ype": "cgi

ype": "Core Network pre-configured"
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Export/import Pra

Table 2-209 Request/Response Body Parameters

Chapter 2
PCRF Presence Reporting Area

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of Pra.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{
"message": "string",
"name": "string"
1
1
"exportData": [
{
"description": "string",
"id": "string",
"name": "string",
"praltens": |
{
"cgi"r {
"ci": "string",
"lac": "string",
"mce": “string",
"mc": "string"
B
"ecgi": |
"eci": "string",
"mce": “string",
"mc": "string"
}

ome_enodeb": {
"henb": "string",

"mce": “string",
"menb": "string",
"mc": "string"
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"macro_enodeb": {

"mce": “string”,
"menb": "string",
"mc": "string"

2

"rai": {
"lac": "string",
"mce": “string”,
"mc": "string",
"rac": "string"

2

"sai " |
"lac": "string",
"mce": “string”,
"mc": "string",
"sac": "string"

2

"tai": {
"mce": “string”,
"mc": "string",
"tac": "string"

2

"type": "cgi"

}
1
"type": "Core Network pre-configured"
1
1
"key": "string",

"sourceVersion": "string",
"topic": "string"

Delete Pra

Table 2-210 Request/Response Body Parameters

- ___________________ |
Field Name Data Type Constraints Mandatory(M)/ Description
Optional(O)/

Conditional(C)

praPcrfName string M Pra Pcrf Name

2.39 Media Profile

Table 2-211 PCRF and PCF Media Profile APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Media Profile GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
mediaProfile/
{mediaProfileName}
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Table 2-211 (Cont.) PCRF and PCF Media Profile APIs

Chapter 2
Media Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Update Media Profile | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
mediaProfile/
{mediaProfileName}

Delete Media Profile DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
mediaProfile/
{mediaProfileName}

Create Media Profile POST {apiRoot}/oc-cnpolicy- | See Table A-3

configuration/vl/
mediaProfile

Table 2-212 PCRF Media Profile APIs

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Get Media Profile

GET

locpm/pcrfivl/
configuration/policy/
mediaProfile/
{mediaProfileName}

See Table A-1

Update Media Profile

PUT

{apiRoot}/ocpm/
pcrfivl/configuration/
policy/mediaProfile/
{mediaProfileName}

See Table A-2

Delete Media Profile

DELETE

{apiRoot}/ocpm/
pcrf/vl/configuration/
policy/mediaProfile/
{mediaProfileName}

See Table A-4

Create Media Profile

POST

{apiRoot}/ocpm/
pcrf/vl/configuration/
policy/mediaProfile

See Table A-3

Table 2-213 PCF Media Profile APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Media Profile GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
mediaProfile/
{mediaProfileName}

Update Media Profile | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
mediaProfile/
{mediaProfileName}

Delete Media Profile DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

configuration/vl/
mediaProfile/
{mediaProfileName}
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Table 2-213 (Cont.) PCF Media Profile APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Media Profile POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
mediaProfile

Create, Get, and Update Media Profile

Table 2-214 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
codecName string M
description string Provide the description of the
Media.
frameSizelnBytes | integer M enter a range in 0 to 65535
frameSizelnMS number M
id string M
mediaType string M
name string M
pTime integer M enter a range in 0 to 65535
payLoad integer M enter a range in 0 to 255
sampleRate integer M enter a range in 0 to 65535
transportType string ENUM M Possible values:
RTP/AVP
RTP/SAVP
RTP/AVPF
useDefaultPTime | boolean M

Sample Request Body structure for GET, POST, and PUT operations:

{
"id": "string",
"panme": "string",
"description": "string",
"codecName": "string",
"transport Type": "RTP/ AVP",
"medi aType": "string",
"enter a range in 0 to 255": 255,
"enter a range in 0 to 65535": 65535,
"frameSi zel nM5": 0,
"useDefaul t PTime": true
}

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 200 of 474



ORACLE’

Export/import Media Profile

Table 2-215 Export/import Media Profile APIs

Chapter 2
Media Profile

Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Import Media Profile POST {apiRoot}/ocpm/pcrfivl/  See Table A-3
configuration/policy/
mediaProfile/import
Export Media Profile GET {apiRoot}/ocpm/pcrfivl/ See Table A-1
configuration/policy/
mediaProfile/export
PCF Import Media POST {apiRoot}/oc-cnpolicy- See Table A-3
Profile configuration/vl/
mediaProfile/import
PCF Export Media GET {apiRoot}/oc-cnpolicy- See Table A-1

configuration/vl/
mediaProfile/export

Table 2-216 Export/import Media Profile Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string M Current timestamp
errors array M
errors:message string M
errors:name string M
exportData array M Exported list of media
profile.
key string M Indicates the ID
sourceVersion string (0] System version of the
product from which data
is exported
topic string M Topic of each managed

object

Sample Request Body structure for Import/Export operations:

"topic": "string",

"sourceVersion": "string",

"date": "string",
"exportData": |

{

"id": "string",

"name": "string",
“description": "string",
"codecName": "string",
"transport Type": "RTP/ AVP",
"medi aType": "string",
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"enter a range in 0 to 255": 255,
"enter a range in 0 to 65535": 65535,
"frameSi zel nM5": 0,

"useDef aul t PTi me": true

}
1,
“errors": |
{
"nanme": "string",
"message”: "string"
}

]
}

Delete Media Profile

Table 2-217 Request/Response Body Parameters

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

mediaProfileName string M Media Profile Name

2.40 Match List

Table 2-218 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Match List GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/v1/
policydata/common/
matchList/export

Import Match List POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/common/
matchList/export

Delete Match List DELETE {apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
matchList/export

Export/import Match List

Table 2-219 Request/Response Body Parameters

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

date string (0] Current timestamp
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Table 2-219 (Cont.) Request/Response Body Parameters

Chapter 2
Match List

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

exportData.description | string (0]

Includes a brief
description of the match
list.

exportData.id string M

A unique identifier for
the match list. This
unique identifier cannot
be changed once set.

exportData.options.label | string O

Includes a label for the
match list.

exportData.items array M

Includes a list or array of
homogeneous items in
the match list. The data
type of the items in the
list must be the same as
the data type of
exportData.type
parameter.

exportData.name string M

Specifies the name of
the match list.

exportData.type string M

Specifies the data type
of the items in the match
list. The allowed data
types are:

e string

e wildcard

° ipv4

* ipv6

*  Regular expression

sourceVersion string 0]

System version of the
product from which data
is exported

topic string M

Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
“message": "string",
“name": "string"
}
1,
"exportData": |
{
"description": "string",
“id": "string",
"items": |
“string"
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1
"name": "string",
"type": "string"
}
] il

"sourceVersion": "string",
"topic": "string"

Sample cURL GET command

curl -X GET "http://10.75.151. 216: 30726/ api - docs/ oc- cnpol i cy-confi guration/vl/
pol i cydat a/ common/ mat chlLi st/ export" -H "accept: application/json"

Sample cURL POST command

curl -X POST "http://10.75.151. 216: 30726/ api - docs/ oc- cnpol i cy-
configuration/vl/ policydatal/ common/ matchList/inport” -H "accept: application/
probl emtj son" -H "Content-Type: application/json" -d "{ \"date\": \"string\",
\"errors\": [ { \"nmessage\": \"string\", \"nane\": \"string\" } ],
\"exportData\": [ { \"description\": \"string\", \"id\": \"string\",
\"items\": [ \"string\" ], \"name\": \"string\", \"type\": \"string\" } ],
\"sourceVersion\": \"string\", \"topic\": \"string\"}"

Sample cURL DELETE command

curl -X 'DELETE ' http://1ocal host: 8000/ oc-cnpolicy-configuration/vl/
pol i cydat a/ cormon/ mat chLi st/ {mat chLi st Nane}' -H 'accept: */*'

2.41 Dropdown Blocks

Table 2-220 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export dropdown GET {apiRoot}/oc-cnpolicy- | See Table A-1

blocks configuration/vl/

policydata/common/
dropdownBlocks/

export
Import Dropdown POST {apiRoot}/oc-cnpolicy- | See Table A-3
Blocks configuration/vl/

policydata/common/
dropdownBlocks/
import
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Export/import Dropdown Blocks

Table 2-221 Request/Response Body Parameters

Chapter 2
Dropdown Blocks

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData.attrName string

exportData.description | string

exportData.options.label | string

exportData.options.valu | string

e

exportData.topic string

exportData.type string

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed

object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
“message": "string",
“name": "string"
1
1
"exportData": |
{
"attrNane": "string",
"description": "string",
“options": [
{
"label": "string",
"value": "string"
}
1,
“topic": "string",
"type": "DYNAM C'
1
1
"sourceVersion": "string",
"topic": "string"
}
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2.42 Custom Vendor

Create, Get, and Update Custom Vendor

Table 2-222 PCRF and PCF Custom Vendor APIs

Chapter 2
Custom Vendor

API Name HTTP Method or Resource URI Description Possible Result
Custom Code
Operation

Get Custom GET {apiRoot}/oc- Fetch the provided See Table A-1
Vendor cnpolicy- Custom Vendor

configuration/vl/ details.

customVendor/

{customVendorNa

me}
Create Custom POST {apiRoot}/oc- Create a Custom See Table A-3
Vendor cnpolicy- Vendor

configuration/v1/

customVendor
Update Custom PUT {apiRoot}/oc- Update the See Table A-2
Vendor cnpolicy- provided Custom

configuration/vl/ Vendor information.

customVendor/

{customVendorNa

me}
Delete custom DELETE {apiRoot}/oc- Delete the provided See Table A-4
Vendor cnpolicy- Custome vendor

configuration/vl/ information.

customVendor/

{customVendorNa

me}

Table 2-223 PCRF Custom Vendor APIs

API Name HTTP Method or Resource URI Description Possible Result
Custom Code
Operation
Get Custom GET {apiRoot}/ocpm/ Fetch the provided See Table A-1
Vendor perfivl/ Custom Vendor
configuration/ details.
policy/
customVendor/
{customVendorNa
me}
Create Custom POST {apiRoot}/ocpm/ Create a Custom See Table A-3
Vendor pcrfivl/ Vendor
configuration/
policy/
customVendor
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Table 2-223 (Cont.) PCRF Custom Vendor APIls

API Name HTTP Method or Resource URI Description Possible Result
Custom Code
Operation
Update Custom PUT {apiRoot}/ocpm/ Update the See Table A-2
Vendor perfivl/ provided Custom
configuration/ Vendor information.
policy/
customVendor/
{customVendorNa
me}
Delete custom DELETE {apiRoot}/ocpm/ Delete the provided See Table A-4
Vendor pcrfivl/ Custome vendor
configuration/ information.
policy/
customVendor/
{customVendorNa
me}

Table 2-224 PCF Custom Vendor APIs

Vendor

API Name HTTP Method or Resource URI Description Possible Result
Custom Code
Operation

Get Custom GET {apiRoot}/oc- Fetch the provided See Table A-1
Vendor cnpolicy- Custom Vendor

configuration/v1/ details.

customVendor/

{customVendorNa

me}
Create Custom POST {apiRoot}/oc- Create a Custom  See Table A-3
Vendor cnpolicy- Vendor

configuration/vl/

customVendor
Update Custom PUT {apiRoot}/oc- Update the See Table A-2
Vendor cnpolicy- provided Custom

configuration/vl/ Vendor information.

customVendor/

{customVendorNa

me}
Delete custom DELETE {apiRoot}/oc- Delete the provided See Table A-4

cnpolicy- Custome vendor
configuration/vl/ information.
customVendor/

{customVendorNa

me}

Table 2-225 Data structures supported by the POST, GET, and PUT Response Body

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string (0] Provide descripiton about the
Custom Vendor.
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Table 2-225 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name string M Provide a name to the Custom
Vendor.
value string (0] Provide a value to the Custom
Vendor.

Sample Request Body structure for POST and PUT operations:

{
"nane": "string",
"description": "string",
"value": "string"

}

Export/import Custom Vendor

Table 2-226 Export/import Custom Vendor REST APIs

e __________________________|
Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Custom Vendor | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/common/
customattributes/
customvendor/export

Import Custom Vendor | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/common/
customattributes/
customvendor/import

Table 2-227 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

errors array

errors:message string

errors:name string

exportData array M Exported list of custom

avp.
key string Indicates the ID

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 208 of 474



ORACLE Chapter 2
Custom Schema

Table 2-227 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
1
1
"exportData": |
{
"description": "string",
“name": "string",
"value": "string"
1
1
"key": "string",
"sourceVersion": "string",
"topic": "string"
}

2.43 Custom Schema

Table 2-228 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Custom GET {apiRoot}/oc-cnpolicy- | See Table A-1

Schema configuration/vl/

policydata/common/
customattributes/

customschema/export
Import Custom POST {apiRoot}/oc-cnpolicy- | See Table A-3
Schema configuration/vl/

policydata/common/
customattributes/
customschema/import
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Export/import Custom Schema

Table 2-229 Request/Response Body Parameters

Chapter 2
Custom AVP

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData.name string
exportData.type string
key
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |

{

"nmessage": "st

}

nane":

]1
"exportData": [

{

ring",

"string"

"name": "string",

"tag": [
"string"
]
}
]

ey": "string",
"sourceVersion": "
"topic": "string"

2.44 Custom AVP

string",

Table 2-230 Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Create Custom AVP

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
customattributes/avp

See Table A-3
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Table 2-230 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Custom AVP GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/common/
customattributes/avp/
export

Import Custom AVP POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/common/
customattributes/avp/
import

Get Custom AVP GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/common/
customattributes/avp/
{customAVPName}

Update Custom AVP PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/v1/
policydata/common/
customattributes/avp/
{customAVPName}

Delete Custom AVP DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
policydata/common/
customattributes/avp/
{customAVPName}

Create, Get, and Update Custom AVP Name

Table 2-231 Request/Response Body Parameters

- _________________ ______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

vendorSpecificFlag | boolean

avpCode string
avpType string * enumerated
o float32
e float64
e grouped
c id
* int32
° int64

e ipFilterRule
e octetString

e time

°  uint32
e uint64
e uri

e utf8String
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Table 2-231 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string
mandatoryFlag boolean
mayEncryptFlag boolean
name string M
protectFlag boolean
rootAvp string
vendorld string M 10415
5535
21274
9
5263
3076
255
2636
4874

vendorSpecificFlag | boolean

Sample Request body structure for POST and PUT operations:

{

"Vendor Speci ficFlag": true,
"avpCode": "string",
"avpType": "address"”,
"description": "string",
"mandat oryFl ag": true,
"mayEncrypt Fl ag": true,
"nane": "string",
"protectFlag": true,

"root Avp": "ADC Rul e-Definition:10415",
"vendorld": "10415",
"vendor Speci ficFlag": true

Sample Response body structure for GET, POST, and PUT operations:

{

"Vendor Speci fi cFl ag": true,

"avpCode": "string",

"avpType": "address",

"description": "string",

"mandat oryFl ag": true,

"mayEncrypt Fl ag": true,

"name": "string",

"protectFlag": true,

"root Avp": "ADC- Rul e-Definition:10415",
"vendorld": "10415",
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"vendor Speci fi cFlag": true

}

Delete Custom AVP

Table 2-232 Request/Response Body Parameters

Chapter 2
Custom AVP

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

customAVPName string M Custom AVP Name

Export/limport Custom AVP

Table 2-233 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of custom
avp.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
“name": "string"
1

1,
"exportData": [
{

"Vendor Speci fi cFlag": true,
"avpCode": "string",
"avpType": "address",
"description": "string",
“mandat or yFl ag": true,
“mayEncrypt Fl ag": true,
“nhame": "string",
"protectFlag": true,
"root Avp": "ADC- Rul e-Definition:10415",
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"vendorld": "10415",
"vendor Speci ficFlag": true
}
1,
"key": "string",

"sourceVersion": "string",
"topic": "string"

2.45 Charging Server

Table 2-234 Supported REST APIs
|

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Charging POST /oc-cnpolicy- See Table A-3

Server configuration/v1/policy/
chargingServer

Export Charging GET /oc-cnpolicy- See Table A-1

Server configuration/vl/policy/
chargingServer/export

Import Charging POST /oc-cnpolicy- See Table A-3

Server configuration/vl/policy/
chargingServer/import

Get Charging Server | GET /oc-cnpolicy- See Table A-1
configuration/v1/policy/
chargingServer/
{chargingServerName}

Update Charging PUT /oc-cnpolicy- See Table A-2

Server configuration/vl/policy/
chargingServer/
{chargingServerName}

Delete Charging DELETE /oc-cnpolicy- See Table A-4

Server configuration/vl/policy/
chargingServer/
{chargingServerName}

Get, Create, and Update Charging Server

Table 2-235 Request/Response Body Parameters
e ______________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string
hostName string
name string M
port string
protocol string M diameter
radius
tacacs+
security boolean
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Table 2-235 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
transport string M tcp
udp
sctp

Sample Request body structure for POST and PUT operations:

{
"description": "string",
"host Nane": "string",
"nane": "string",
"port": "string",
"protocol": "diameter",
"security": true,
“"transport": "sctp"

}

Sample Response body structure for GET, POST, and PUT operations:

{
"description": "string",
"host Nane": "string",
"name": "string",
"port": "string",
"protocol": "dianeter",
"security": true,
“transport": "sctp"

}

Delete Charging Server

Table 2-236 Request/Response Body Parameters
|

Field Name Data Type Constraints Mandatory(M)/ Description
Optional(O)/
Conditional(C)
chargingServerNa | string M Charging Server
me Name

Export/import Charging Server

Table 2-237 Request/Response Body Parameters
e ______________________ _____________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp
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Table 2-237 (Cont.) Request/Response Body Parameters

Chapter 2
Charging Server

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
errors array
errors:message string
errors:name string
exportData array M Exported list of charging
server. For more
information, see Get,
Create, and Update
Charging Server.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
“message": "string",
“name": "string"
}
1,
"exportData": |
{
"description": "string",
“host Nane": "string",
"name": "string",
"port": "string",
“protocol ": "diameter",
"security": true,
“"transport": "sctp"
}
1,
"key": "string",
"sourceVersion": "string",
"topic": "string"
}
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2.46 PCRF Public Log

Table 2-238 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Pcrf Log GET {apiRoot}ocpm/ See Table A-1
pcrfivl/configuration/
diameter/logPcrf/
export

Import Pcrf Log POST {apiRoot}/ocpm/ See Table A-3
pcrfivl/configuration/
diameter/logPcrf/
import

Get Pcrf Log GET {apiRoot}/ocpm/ See Table A-1
pcrf/vl/configuration/
service/logPcrf
Update Pcrf Log PUT {apiRoot}/ocpm/ See Table A-2
pcrfivl/configuration/
service/logPcrf

Get and Update PCRF Public Log

Table 2-239 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
packagelLoglLevel | Array (0]
rootLogLevel string M Allowed values:
e trace
e debug
e info
° warn
e error
o fatal

Table 2-240 packageLogLevel
- _________________________________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
logLevelForPackage string o Allowed values:
e trace
e debug
* info
e warn
e error
o fatal
packageName string M
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Export/import PCRF Public Log

Table 2-241 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of Pcrf Log.

For more information,

see Get and Update
PCRF Public Log.

sourceVersion string System version of the
product from which data
is exported

topic string Topic of each managed
object

2.47 User Service

Table 2-242 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get User Service GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pcfuser

Update User Service | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
services/pcfuser

Export User Service GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pcfuser/export

Import User Service POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/pcfuser/
import

Get and Update User Service

Table 2-243 Request/Response Body Parameters

Field Name Data Type Constraints Mandatory(M)/ | Description
Optional(O)/
Conditional(C)a
ints

chf chf configuration (0]

common CommonConfigu (@)

ration
db DBConfiguration (0]
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Table 2-243 (Cont.) Request/Response Body Parameters

Chapter 2
User Service

Field Name Data Type Constraints Mandatory(M)/ | Description
Optional(O)/
Conditional(C)a
ints
system UserSystemConf O
iguration
udr UDRConfiguratio (0]
n

Table 2-244 chf Configuration
e _____________________ _____________________ |

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

chf.retryProfileForlnitMs
gs

String

@)

Specifies the retry or
alternate routing options
to communicate with
CHFE

chf.retryProfileForSubsq
tMsgs

String

Specifies the retry or
alternate routing options
to send subsequent
messages to CHFE

chf.nfCommProfile

String

Indicates whether to
assign a profile created
on the NF
Communication Profile
page to CHFE
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Table 2-244 (Cont.) chf Configuration

Chapter 2
User Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

chf.pcfServiceName String (0] Specifies the custom/

3gpp defined PCF
service name to be
included in the Binding
Header in the
subscription request or
notification responses
sent towards CHF.

Possible values:

«  Aggregate or
custom service
name that
represents a group
of PCF services
with aggregated
service level
information.

For example: npcf -
custom service

e Any of the 3GPP
defined PCF
service names such
as npcf -
smpol i cycontrol
or npcf-am
pol i cy-control

By default, the value of
this parameter is empty.

Table 2-245 CommonConfiguration

example: 1000

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

requestTimeout string (@)

resourceGetSub boolean o
Table 2-246 DBConfiguration
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
indexing Indexing (0]
keysPrecedence ENUM (0]
userindexKeys ENUM (@)
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Chapter 2
User Service

Table 2-247 Indexing
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
indexByExtid boolean (0]
indexByImsi boolean (0]
indexByMsisdn boolean o
indexByNai boolean (0]

Table 2-248 UserSystemConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

apiRoot

string

@)

This is PCF User
Service APl Root URI. It
is part of PCF user
service. This value is
auto injected at service
deployment. User can
also configure this
manually. Default
Value:N/A

logLevel

string, ENUM

Indicates the log level of
PCF Session
Management (SM)
service. Default Value:
WARN

Table 2-249 UDR Configuration
- ________________________________ ______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
udr.retryProfileForlnitMs | string (0]
gs
udr.baseUri string (0]
example: /nudr-drivl
udr.supportedFeatures | string (0]
example: f
udr.smDataVSANames | sting (0]
udr.amDataUri string (0]
example: /policy-
data/ues/{ueld}/am-data
udr.uePolicySetUri string (0]
example: /policy-
data/ues/{ueld}/ue-
policy-set
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Table 2-249 (Cont.) UDR Configuration
|

Chapter 2
User Service

Notify

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
udr.smDataUri string 0]
example: /policy-
data/ues/{ueld}/sm-data
udr.usageMonUri string (0]
example: /policy-
data/ues/{ueld}/sm-data/
{usageMonld}
udr.subsToNotifyUri string 0]
example: /policy-data/
subs-to-notify
udr.subsToNotifySubsld | string 0]
Uri example: /policy-data/
subs-to-notify/{subsId}
udr.retryProfileForSubsq | string
tMsgs
udr.smDataSubscription | integer
Resource
smDataSubscriptionRes | string, ENUM
ource
udr.discoverUdrWithPoli | boolean udr
cyAsSupportedDataSet
udr.requestTimeout string 0]
example: 1000
udr.explodeSnssai boolean (0]
udr.enableDiscoveryOn | boolean 0]
Demand
udr.retrySubscriptionAs | string (0]
udr.nfCommProfile String 0] Indicates whether to
assign a profile created
on the NF
Communication Profile
page to UDR.
udr.sendTargetAPIRoute | boolean (0] Specifies whether to
InSubsToNotify send target API route
header in subscribe to
notify request towards
UDR.
udr.sendInitDiscParamsl | boolean (0] Specifies whether to
nSubsToNotify send discovery
parameters in subscribe
to notify request towards
UDR.
udr.sendProdldInSubsTo | boolean (0] Specifies whether to

send producer Id in
Discovery header in
subscribe to notify
request towards UDR.
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Table 2-249 (Cont.) UDR Configuration
|

Chapter 2
User Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

enableHttp11 boolean (0]

Sample Request body structure for PUT operations:

{

}

}

}

"systent: {
"api Root": "string"
"common": {
"request Ti meout": "1000"
b": {
"keysPrecedence": |
" MBI SDN'
1,
"user | ndexKeys": [
"nsi sdn”
1,
"indexing": {
"i ndexByMsi sdn": true,
"indexByExtid": true,
"indexByl nmsi": true,
"indexByNai ": true
}
udr": {
"retryProfileForlnitMgs": "string",
"baseUri": "/nudr-dr/v1",
"supportedFeatures": "f",
"snDat aVSANanes": "string",
"anDataUri": "/policy-datalues/{ueld}/amdata",
"uePolicySetUri": "/policy-datal/ues/{ueld}/ue-policy-set",
"snDataUri": "/policy-datalues/{ueld}/smdata",
"usageMonUri": "/policy-datalues/{ueld}/smdatal/{usagehonld}",
"subsToNotifyUri": "/policy-datal/subs-to-notify",
"subsToNoti fySubsldUri": "/policy-datalsubs-to-notify/{subsld}",
"retryProfil eFor Subsqt Msgs": "string",
"snDat aSubscri pti onResource": "1",
"di scover Udr Wt hPol i cyAsSuppor t edDat aSet": true,
"request Ti meout": "1000",
"expl odeSnssai ": true,
"enabl eDi scover yOnDemand": true,
"retrySubscriptionAs": "subsequent",
"nf CommProfile": "string",
"sendTar get API Rout el nSubsToNot i fy": true,
"sendl ni t Di scParansl nSubsToNotify": fal se,
"sendProdl dl nSubsToNoti fy": fal se

}

chi: {
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"retryProfileForlnitMgs": "string",
"retryProfil eForSubsqt Msgs": "string",
"nf CoomProfile": "string"

"pcf Servi ceNane": "string"

}1
"advancedSettings": [
{
"key": "string",
"value": "string"
1

]

Sample Response body structure for GET and PUT operations:

{
"systent: {
"api Root": "string"
¥
"common": {
"request Ti neout": "1000"
¥
"db": {
"keysPrecedence": |
" MBI SDN'
1,
"user | ndexKeys": [
“msi sdn”
1,
"indexing": {
"i ndexByMsi sdn": true,
"indexByExtid": true,
"indexByl nsi": true,
"indexByNai ": true
}
¥
"udr": {
"retryProfileForlnitMgs": "string",
"baseUri": "/nudr-dr/v1",

"supportedFeatures": "f",
"snDat aVSANanes": "string",

"anDataUri": "/policy-datalues/{ueld}/amdata",
"uePolicySetUri": "/policy-datalues/{ueld}/ue-policy-set",
"snDataUri": "/policy-datalues/{ueld}/smdata",

"usageMonUri": "/policy-datal/ues/{ueld}/smdatal/{usagehonld}",
"subsToNotifyUri": "/policy-datalsubs-to-notify",

"subsToNot i fySubsldUri": "/policy-datal/subs-to-notify/{subsld}",

"retryProfil eForSubsqt Msgs": "string",

"snDat aSubscri pti onResource": "1",

"di scover Udr Wt hPol i cyAsSupport edDat aSet": true,
"request Ti neout": "1000",

"expl odeSnssai ": true,

"enabl eDi scover yOnDemand": true,
"retrySubscriptionAs": "subsequent",
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"nf CommProfile": "string",
"sendTar get API Rout el nSubsToNoti fy": true,
"sendl nit Di scParansl nSubsToNotify": fal se,
"sendProdl dl nSubsToNoti fy": fal se

b

"chf": {
"retryProfileForlnitMgs": "string",
"retryProfil eForSubsqt Msgs": "string",
"nf CoomProfile": "string"

}

dvancedSettings": [

{
"key": "string",
"value": "string"
!
]
}

Export/import User Service

Table 2-250 Request/Response Body Parameters

Chapter 2
User Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of user
service. For more
information, see Get and
Update User Service.
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": |
{
"message": "string",
“name": "string"
1
1
"exportData": {
"chf": {
“nf CommProfile": "string",
“retryProfileForlnitMgs": "string",
"retryProfil eForSubsqt Msgs": "string"
b
"common": {

"request Ti meout": 1000,
"resourceGet Sub": true
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}

"db": {

}

}

}
b,

"indexing": {
"indexByExtid": true,
"indexBylnsi": true,
"i ndexByMsi sdn": true,
"indexByNai": true

}

eysPrecedence": |
" EXTI D'

]

serl ndexKeys": [
"extid"

]

ystem': {
"api Root": "string"

dr": {

“anDataUri": "/policy-data/ues/{ueld}/amdata",

"baseUri": "/nudr-dr/v1",

"di scover Udr Wt hPol i cyAsSupport edDat aSet": true,

"enabl eDi scover yOnDemand": true,

“enabl eHt t p11": true,

"expl odeSnssai ": true,

“nf CommProfile": "string",

"request Ti meout ": 1000,

“retryProfileForinitMgs": "string",
“retryProfileForSubsqt Msgs": "string",

"sendl ni t Di scPar ansl nSubsToNotify": fal se,

"sendProdl dl nSubsToNoti fy": fal se,

"sendTar get APl Rout el nSubsToNotify": true,

"snDat aSubscri pti onResource": "1",

"snDataUri": "/policy-datalues/{ueld}/smdata",
"subsToNoti fySubsldUri™: "/policy-datalsubs-to-notify/{subsld}
"subsToNotifyUri": "/policy-datalsubs-to-notify",
"supportedFeatures": "f",

"uePolicySetUri": "/policy-datalues/{ueld}/ue-policy-set",
"usageMnUri": "/policy-datalues/{uel d}/sm data/{usagehonld}"

"sourceVersion": "string",
"topic": "string"

}
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2.48 Test Policy Projects

Table 2-251 Supported REST APIs
|

Chapter 2
Test Policy Projects

project

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Export test policy GET {apiRoot}/oc-cnpolicy- | See Table A-1
project configuration/vl/
policymgmt/policytests/
testpolicyproject/export
Import test policy POST {apiRoot}/oc-cnpolicy- | See Table A-3

configuration/vl/
policymgmt/policytests/
testpolicyproject/import

Export/import Test Policy Projects s

Table 2-252 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

exportData.script string

exportData.servcieType | string

exportData.suiteName | string

exportData.testcase.field | string

Val.basicInfo.caseDesc

exportData.testcase.field | string

Val.basicInfo.caseName

exportData.inputVal string

exportData.resVal string

exportData.name string

exportData.reqDataMod | string

el

exportData.resDataMod | string

el

exportData.suiteName | string

exportData.testCaseScri | string

pt

key string

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed
object
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Sample Request Body structure for Import/Export operations:
{
"date": "string",
"exportData": |
{
"script": "string",
"serviceType": "string",
"suiteName": "string",
“testCase": |
{
"fieldval": {
"basiclnfo": {
"caseDesc": "string",
"caseNane": "string"
¥
"inputval": {},
"resval ": {}
¥
"name": "string",
"reqDat aMobdel ": "string",
"resDat aMobdel ": "string",
"suiteName": "string",
"testCaseScript": "string"
}
]
}
1,
"key": "string",
"sourceVersion": "string",
"topic": "string"
}
2.49 Data Model
Table 2-253 Supported REST APIs
Export data model HTTP Method or Resource URI Possible Result Code
Custom Operation
Import data model GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/

policymgmt/policytests/
datamodels/export

Description POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policymgmt/policytests/
datamodels/import
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Export/import Data Model s

Table 2-254 Request/Response Body Parameters

Chapter 2
Data Model

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

exportData.description | string

exportData.enumitems.n | string
ame

exportData.enumltems.v | string
alue

exportData.fields.descrip | string
tion

exportData.fields.itemTy | string
pe.objectType

exportData.fields.itemTy | string
pe.primitiveType

exportData.fields.itemTy | string
pe.type

exportData.fields.labelN | string
ame

exportData.fields.name | string

exportData.fields.object | string

Type

exportData.fields.primitiv | string
eType

exportData.fields.type string
exportData.id string

exportData.labelName | string

exportData.multiValue string

exportData.name string

exportData.type string

key string

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed

object

Sample Request Body structure for Import/Export operations:

{

"date": "string",
"exportData": [
{
"description": "string",
“enumltems": [

{

nane": "string",
"value": "string"
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}
1,
“fields": [

{

"description": "string",

"iteniType": {

"obj ect Type": "string",

"primtiveType": "bool ean",

"type": "object"
}

abel Narme": "string",
"name": "string",

"obj ect Type": "string",

"prinmitiveType": "string",

"type": n arrayn

}
1
"id": "string",
"| abel Narme": "string",
"mul tiValue": true,
"name": "string",
"type": "enun
}
],
"key": "string",

"sourceVersion": "string",
"topic": "string"

2.50 Policy Projects

Table 2-255 Supported REST APIs

Chapter 2
Policy Projects

Description HTTP Method | Resource URI Possible Result Code
or Custom
Operation
Import policy projects POST {apiRoot}/oc-cnpolicy- See Table A-3
configuration/v1/policymgmt/
policyprojects/import
Export Policy Projects GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/v1/policymgmt/
policyprojects/export
Get policy project GET {apiRoot}/oc-cnpolicy- See Table A-1

configuration/v1/policymgmt/
policyprojects?
policyProjectName=projectNam
e&serviceName=service
where, serviceName is a
mandatory query Parameter
and policyProjectName is an
optional parameter.

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 230 of 474



ORACLE’

Table 2-255 (Cont.) Supported REST APIs
|

Chapter 2
Policy Projects

State

Description HTTP Method | Resource URI Possible Result Code
or Custom
Operation

Expot Policy GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/v1/policymgmt/
policyprojects/policy/export/

{serviceName}/
{policyProjectName}/
{policyName}

Import Policy POST {apiRoot}/oc-cnpolicy- See Table A-3
configuration/v1/policymgmt/
policyprojects/policy/import

Delete policy project DELETE {apiRoot}/oc-cnpolicy- See Table A-4
configuration/v1/policymgmt/
policyprojects/{serviceName}/
{policyProjectName}

Update Policy Project PUT {apiRoot}/oc-cnpolicy- See Table A-2

configuration/v1/policymgmt/
policyprojects/{serviceName}/
{policyProjectName}

Get, Create, and Update Policy Projects

Table 2-256 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
description string (0] Specifies the description
of a policy project.
name String (0] Specifies the name of a
policy project.
policy array 0]
serviceType String 0] Specifies the following

supported service types:
*  PCF Session

Management

e PCF Access and
Mobility

e PCRF Core

e PCF UE Policy
PCF Data Source
*  Usage Monitoring

Sample Response body structure for GET, POST, and PUT operations:

{
"date": "string",
“errors": [
{

"message": "string",
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| }
"7xportData": [
{

nane":

"description": "string",

"string"

"entrance": true,

"key": "string"

"layout": "stri

ngn’

"name": "string",

"out put Model s":
“string"

1,

"policy": [
{

"“entrance":

"l ayout™: "

[

true,
string",

"name": "string",
"out put Model s": [

"string"

],

“script": "

}
]

"script": "stri
"serviceType":

}
]

ey": "string",

string"

“projectld": "string",

ngn’
"string"

"sourceVersion": "string",

"topic": "string"

Delete Policy Projects

Table 2-257 Request/Response Body Parameters

Chapter 2
Policy Projects

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

policyProjectName string M Policy Project Name

Export/limport Policy Projects

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": |
{
"message": "string",
“name": "string"
1
1
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"exportData": [
{
"description": "string",
"entrance": true,
"key": "string",
"layout": "string",
"name": "string",
"out put Model s": [
“string"
1
"policy": [
{
“entrance": true,
"layout": "string",
"name": "string",
"out put Model s": |
"string"
1
"script": "string"
}
]

rojectld": "string",
"script": "string",
"serviceType": "string"
1
]

n eyll: n st ri r1gll7
"sourceVersion": "string",
"topic": "string"

2.51 Policy Library

Table 2-258 Supported REST APIs - Peer Node

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Policy Library | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policymgmt/
policylibrary/export

Import Policy Library POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policymgmt/
policylibrary/import
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Export/import Policy Library

Table 2-259 Request/Response Body Parameters

Chapter 2
Policy Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData.hasReturn boolean
exportData.layout string
exportData.library string
exportData.name string
exportData.paramList array
exportData.script string
exportData.service string
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"exportData": |
{
“hasReturn": true,
"layout": "string",
“library": "string",
"name": "string",
"paranList": [
"string”
1,
“script": "string",
"service": "string"
}
1,
"sourceVersion": "string",
"topic": "string"
}

2.52 Policy Data
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Table 2-260 Supported REST APIs

API Name HTTP Method or Resource URI Possible Result Code
Custom Operation

Export Policy Data with | POST {apiRoot}/oc-cnpolicy- | See Table A-3
or without configuration/vl/
Dependencies policymgmt/policydata/
export
® Note

The Policy Data export API returns a Resour cel d in response to the POST request.
The Resour cel d is the background task id for the POST operation. This id can be
used to track the policy data export requests, and download the export data.

For example, the POST API for Policy Data export operation takes the project name,
policy name, and service type as input. The response of this API contains the resource
id of the file created for export. You can use this resource Id to download the export
data at any point of time. For more information about the API to download the export
data, see Bulk Import Export Controller.

Export Policy Data

Table 2-261 Request Body Parameters
e _____________________ _____________________ |

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name string M Name of the project.
policies array M Name of the policies.
serviceType string M Service type.

Note: Only AM and SM
service types are
supported.

includeDependencies boolean (0] This is a flag to decide, if

dependencies must be

included with export
data. Provide any of the
following values:

* true: Export all the
dependent MOs of
the policy names
provided in the
policies field

« false: Does not
export all the
dependent MOs of
the policy names
provided in the
policies field
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Sample Request Body structure for Export operations:

[

{

"policyProjects": |
“name": "string",
"policies": [

"string"
]
}
1,
"serviceType": "string"
}

]

Below are the status displayed by Polcy Data export:
e INIT: The policies are being validated and export of MOs is not started.
 IN_PROGRESS: The export is running.

« DONE: The export is complete. Following are the possible status if the export is in DONE
status:

— SUCCESS : The export is successful
— FAILED : When error exist in all the Policies exported.
— PARTIAL_SUCCESS : The export is partially successful

2.53 URSP

Table 2-262 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create URSP POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfue/ursps

Export URSP GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfue/ursps/
export

Import URSP POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfue/ursps/
import

Get URSP GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfue/ursps/
{urspName}

Update URSP PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
policydata/pcfue/ursps/
{urspName}

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 236 of 474



ORACLE

Table 2-262 (Cont.) Supported REST APIs

Chapter 2
URSP

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Delete URSP DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

configuration/vl/
policydata/pcfue/ursps/

{urspName}

Get, Create, and Update URSPs

Table 2-263 Request/Response Body Parameters

a value between 0
and 255.

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
name string M Name of the URSP rule.
precedence integer($int32) Enter | M Precedence value of the

URSP rule.

routeSelectionDescriptorList

UrspRouteSelection | O

DescriptorList

List of URSP routes.

trafficDescriptors

TrafficDescriptorlE

List of traffic descriptors.

Table 2-264 UrspRouteSelectionDescriptorList

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

routePrecedence integer($int32) M

routeSelectionDescriptor
Components

RouteSelectionDescript | M
orComponentlE

Table 2-265 UrspRouteSelectionDescriptorList

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

routePrecedence integer($int32) (0]

routeSelectionDescriptor
Components

RouteSelectionDescript | O
orComponentlE

Table 2-266 RouteSelectionDescriptorComponentlE

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
routeSelectionDescriptor | ENUM o
Type
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Table 2-266 (Cont.) RouteSelectionDescriptorComponentlE

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
value RouteSelectionDescript | O
orComponent

Table 2-267 TrafficDescriptorlE

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
trafficDescriptorType ENUM (0]
value RouteSelectionDescript | O
orComponent

Table 2-268 RouteSelectionDescriptorComponentlE

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
routeSelectionDescriptor | ENUM (0]
Type
value TrafficDescriptorCompon | O
ent

Sample Request body structure for POST and PUT operations:

{
"name": "string",
"precedence": 0,
"routeSel ectionDescriptorList": |
{
"rout ePrecedence": 0,
"rout eSel ectionDescri pt or Conponents": [
{
"rout eSel ectionDescriptorType": "DNN',
"value": {}
}
]
}
1,
“trafficDescriptors": [
{
“trafficDescriptorType": "CONNECTI ON _CAPABI LI TI ES",
“value": {}
}
]
}
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Chapter 2
URSP

Sample Response body structure for GET, POST, and PUT operations:

{
"name": "string",
"precedence": 0,
"routeSel ectionDescriptorList": [
{
“rout ePrecedence": 0,
"rout eSel ectionDescri pt or Conponents”: |
{
"routeSel ectionDescriptorType": "DNN',
"val ue": {}
}
]
}
1,
"trafficDescriptors": [
{
“trafficDescriptorType": "CONNECTI ON CAPABI LI TI ES",
"val ue": {}
}
]
}
Delete URSP

Table 2-269 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

urspName string M URSP Name

Export/import URSP

Table 2-270 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of

URSPervice. For more
information, see Get,
Create, and Update
URSPs.

key string Indicates the ID of
URSP

sourceVersion string System version of
product from which data
is exported

topic string Topic of each managed

object
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Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
}
1,
"exportData": [
{
“name": "string",
"precedence": 0,
"routeSel ectionDescriptorList": |
{
"rout ePrecedence": 0,
"rout eSel ectionDescri ptorConponents": |
{
"rout eSel ectionDescriptorType": "DNN',
"val ue": {}
}
]
}
1,
“trafficDescriptors": [
{
"trafficDescriptorType": "CONNECTI ON CAPABI LI TIES",
"val ue": {}
}
]
}

]

ey": "string",
"sourceVersion": "string",
"topic": "string"

2.54 UPSI

Table 2-271 Supported REST APIs
e

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create UPSI POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfue/upsis

Export UPSI GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfue/upsis/
export
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Table 2-271 (Cont.) Supported REST APIs
|

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
UPSI

Possible Result Code

Import UPSI

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfue/upsis/
import

See Table A-3

Get UPSI

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfue/upsis/
{upsiName}

See Table A-1

Update UPSI

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfue/upsis/
{upsiName}

See Table A-2

Delete UPSI

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfue/upsis/

{upsiName}

See Table A-4

Get, Create, and Update UPSIs

Table 2-272 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
name string M Name of the UPSI.
pimn Pimn M PLMN Identity
upsc integer($int32) Enter | M Defines UE Policy Section
a value between 0 Code. Enter a number
and 65535. between 0 and 65,535.
urspRules string 0] Defines URSP rules.

Table 2-273 PImn

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
mcc string M Specifies a Mobile
Valid Range [0-999] Country Code. enter a 2
or 3 digit number.
mnc string M Specifies a Mobile
Valid Range [0-999] Network Code. enter a 2
or 3 digit number.

Sample Request body structure for POST and PUT operations:

{
"name": "string",
"plm": {
"nmce":

"string",
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"mc": "string"
}1
"upsc": 0,
"urspRules": [
"string"

]
}

Chapter 2
UPSI

Sample Response body structure for GET, POST, and PUT operations:

{
"nane": "string",
"plm": {
"mce": "string",
"mc": "string"
B
"upsc": 0,
"urspRul es": [
"string"
]
}
Delete UPSI

Table 2-274 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

upsiName string M UPSI Name

Export/import UPSI

Table 2-275 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors:message string
errors:name string
exportData array Exported list of UPSI
service. For more
information, see Get,
Create, and Update
UPSIs.
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed

object
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Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
}
1,
"exportData": [
{
“name": "string",
“plm": {
"nmce': "string”,
“mc": "string"
¥
"upsc": 0,
"urspRules": [
"string"
]
}
1,
"sourceVersion": "string",
"topic": "string"
}

2.55 Traffic Control Data

Table 2-276 Supported REST APIs

HTTP Method or
Custom Operation

Description Resource URI

Chapter 2
Traffic Control Data

Possible Result Code

Create Traffic Control | POST

Data

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
trafficcontroldata

See Table A-3

Export Traffic Control | GET

Data

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
trafficcontroldata/
export

See Table A-1

Import Traffic Control | POST

Data

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
trafficcontroldata/
import

See Table A-3

Get Traffic Control GET

Data

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
trafficcontroldata/
{trafficControlDataNam

e}

See Table A-1
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Table 2-276 (Cont.) Supported REST APIs

Chapter 2
Traffic Control Data

Data

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Update Traffic Control | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Data configuration/vl/
policydata/pcfsm/
trafficcontroldata/
{trafficControlDataNam
e}
Delete Traffic Control | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

configuration/vl/
policydata/pcfsm/
trafficcontroldata/
{trafficControlDataNam

e}

Get, Create, and Update Traffic Control Data

Table 2-277 Request/Response Body Parameters

Field Name Data Type Mandatory( | Description
M)/
Optional(O)/
Conditional(
C)aints
description string 0] The description of the Traffic
Control policy data.
flowStatus ENUM (0] The following options are available:
ENABLED-UPLINK
e ENABLED-DOWNLINK
e ENABLED
« DISABLED
¢ REMOVED
Enum determining what action to
perform on traffic. Possible values
are: [enable, disable, enable_uplink,
enable_downlink] . The default
value "ENABLED" shall apply, if the
attribute is not present and has not
been supplied previously.
muteNotif boolean (0] Indicates whether application's start
or stop notification is to be muted.
The default value "FALSE" shall
apply, if the attribute is not present
and has not been supplied
previously.
name string M The name of the Traffic Control
policy data.
redirectinfo Redirectinfo (0] Redirect Information
routeToLocs RouteToLocs 0] Route To Locs Information
tcld string (0] Specifies the traffic control ID.
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Chapter 2
Traffic Control Data

Table 2-277 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory( | Description
M)/
Optional(O)/
Conditional(
C)aints
trafficSteeringPolldDI string (0] Reference to a pre-configured traffic
steering policy for downlink traffic at
the SMF.
trafficSteeringPolldUlI string (@) Reference to a pre-configured traffic
steering policy for uplink traffic at
the SMF.
upPathChgEvent UpPathChgEvent @) Up Path Chg Event Information

Table 2-278 Redirectinfo
- ]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
redirectAddressType ENUM (0] This string provides
forward-compatibility
with future extensions to
the enumeration but is
not used to encode
content defined in the
present version of this
API.
redirectEnabled boolean (0] Indicates the redirect is
enabled.
redirectServerAddress | string 0] Indicates the address of
the redirect server.

Table 2-279 RouteTolLocs
]

Field Name Data Type Constraints Mandatory(M)/ Description
Optional(O)/
Conditional(C)
dnai string (0] Identifies the
location of the
application.
routelnfo Routelnfo (0] Includes the traffic
routing information.
routeProfld string (0] Identifies the
routing profile Id.
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Table 2-280 Routelnfo
- ]

Chapter 2
Traffic Control Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ipv4Addr string (0] Ipv4 address of the
tunnel end point in the
data network.
ipv6Addr string (@) Ipv6 address of the
tunnel end point in the
data network
portNumber integer ($int32) O UDP port number of the
Enter a number greater tunnel end point in the
than or equal to 0 data network.

Table 2-281 UpPathChgEvent
O

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

dnaiChgType

ENUM

0]

The following options
are available:

. EARLY

. EARLY_LATE

. LATE

Possible values are -
EARLY: Early notification
of UP path
reconfiguration. -
EARLY_LATE: Early and
late notification of UP
path reconfiguration.
This value shall only be
presentin the
subscription to the DNAI
change event. - LATE:
Late notification of UP
path reconfiguration.
This string provides
forwardcompatibility with
future extensions to the
enumeration but is not
used to encode content
defined in the present
version of this API.

notifCorreld

string

It is used to set the
value of Notification
Correlation ID in the
notification sent by the
SMF.

notificationUri

string
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Sample Request body structure for POST and PUT operations:

{
"description": "string",
"flowStatus": "Dl SABLED',
"muteNotif": true,
"nane": "string",
"redirectinfo": {
"redirect AddressType": "|PV4_ADDR',
"redirect Enabl ed": true,
"redirect Server Address": "string"

}1
"routeToLocs": [
{
“dnai": "string",
“routelnfo": {
“i pv4Addr": "string",
“i pv6Addr": "string",
“portNunber": 0
}l
“routeProfld": "string"
}
]

cld": "string",

"trafficSteeringPol IdD": "string",

"trafficSteeringPol IdU": "string",

"upPat hChgEvent": {
"dnai ChgType": "EARLY",
"notifCorreld": "string",
"notificationUri": "string"

}

}

Sample Response body structure for GET, POST, and PUT operations:

{
"description": "string",
"flowStatus": "DI SABLED",
"nuteNotif": true,
"name": "string",
"redirectInfo": {
"redirect AddressType": "I PV4_ADDR',
"redirect Enabl ed": true,
"redirect Server Address": "string"

}!
"routeToLocs": [
{
"dnai": "string",
"routelnfo": {
"i pv4Addr": "string",
"i pv6Addr": "string",
"portNunber": 0
}l
"routeProfld": "string"
}
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]

cld": "string",
"trafficSteeringPol 1dD": "string",
"trafficSteeringPol IdU": "string",
"upPat hChgEvent": {

"dnai ChgType": "EARLY",
"notifCorreld": "string",
"notificationUri": "string

}
}

Delete Traffic Control Data

Table 2-282 Request/Response Body Parameters

Chapter 2
Traffic Control Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

trafficControlDataName string M Traffic Control Data Name

Export/import Traffic Control Data

Table 2-283 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

date string

Current timestamp

exportData array

Exported list of traffic
control data service. For
more information, see
Get, Create, and Update
Traffic Control Data.

key string

Indicates the ID of Traffic
Control Data

sourceVersion string

System version of
product from which data
is exported

topic string

Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{
"message": "string",
"name": "string"
}
]l
"exportData": [
{

"description": "string",
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“flowStatus": "Dl SABLED',
“muteNotif": true,
"name": "string",
“redirectinfo": {
"redirect AddressType": "|PVA_ADDR',
"redirect Enabl ed": true,
“redirect Server Address": "string"

¥
"routeToLocs": [
{
"dnai": "string",
"routelnfo": {
"i pv4Addr": "string",
"i pv6Addr": "string",
"portNunber": 0
b
"routeProfld": "string"
}
1,
“tcld": "string",

“trafficSteeringPol 1dD": "string",
“trafficSteeringPol IdU": "string",
"upPat hChgEvent ": {
"dnai ChgType": "EARLY",
“notifCorreld": "string",

"notificationUi": "string"
}
!
1
"key": "string",
"sourceVersion": "string",

"topic": "string"

2.56 PCC Rule

Table 2-284 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create PCC Rule POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfsm/
pccrules

Export PCC Rules GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfsm/
pccrules/export

Import PCC Rule POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfsm/
pccrules/import
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Table 2-284 (Cont.) Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
PCC Rule

Possible Result Code

Get PCC Rule

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccrules/
{pccRuleName}

See Table A-1

Update PCC Rule

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccrules/
{pccRuleName}

See Table A-2

Delete PCC Rule

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccrules/
{pccRuleName}

See Table A-4

Get, Create, and Update PCC Rules

Table 2-285 Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

afSigProtocol

ENUM

o]

Indicates the protocol used for
signalling between the UE and
the AF. The default value
"NO_INFORMATION" shall
apply, if the attribute is not
present and has not been
supplied previously.

gosFlowUsage

ENUM

Indicates the QoS flow usage.
The default value is not
applicable for this field. Users
can select GENERAL or
IMS_SIG from the drop down
list as per the requirement.

appld

string

A reference to the application
detection filter configured at
the UPF.

appReloc

boolean

Indication of application
relocation possibility. The
default value
"NO_INFORMATION" shall
apply, if the attribute is not
present and has not been
supplied previously.

contVer

string

Indicates the content version
of the PCC rule.

description

string

The description of the PCC
rule
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Table 2-285 (Cont.) Request/Response Body Parameters

Chapter 2
PCC Rule

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

flowlnfos

FlowInfos

(0]

An array of IP flow packet filter
information.

name

string

M

The name of the PCC rule

pccRuleld

string

Univocally identifies the PCC
rule within a PDU session.

precedence

string

Determines the order in which
this PCC rule is applied
relative to other PCC rules
within the same PDU session.
It shall be included if the
"flowlnfos" attribute is included
or may be included if the
"appld" attribute is included
when the PCF initially
provisions the PCC rule.

refChgData

string

A reference to the
ChargingData policy decision
type.

refCondData

string

A reference to the condition
data.

refQosData

string

A reference to the QoSData
policy type decision type.

refTcData

string

A reference to the
TrafficControlData policy
decision type.

reflUmData

string

A reference to
UsageMonitoringData policy
decision type.

type

ENUM

Table 2-286

FlowInfos

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

ethFlowDescription

ethFlowDescription

o

Ethernet Flow
Description Information

flowDescription string (0] Indicates the details
about flow. Enter a
description for the flow.

flowDirection ENUM (@] Indicates the flow

direction. Select from
the following options:
e DOWNLINK

*  UPLINK
* BIDIRECTIONAL
*  UNSPECIFIED
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Table 2-286 (Cont.) Flowinfos

Chapter 2
PCC Rule

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
flowLabel string (0] The Ipv6 flow label
header field.
name string M Indicates the name for
the flow
packFiltld string 0] An identifier of packet
filter
packetFilterUsage boolean (0] The packet shall be sent
to the UE. The default
value "FALSE" shall
apply, if the attribute is
not present and has not
been supplied previously
spi string (0] The security parameter
index of the IPSec
packet.
tosTrafficClass string 0] Contains the Ipv4 Type-

of-Service and mask
field or the Ipv6 Traffic-
Class field and mask
field.

Table 2-287 ethFlowDescription
e

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
destMacAddr string (0] A string indicating MAC
enter a MAC address. Enter a valid
address ,such as'3D-F2- MAC address. For
C9-A6-B3-4F". example, 3D-F2-C9-A6-
B3-4F
ethType string (0] A two-octet string that

represents the
Ethertype, in
hexadecimal
representation.

Each character in the
string shall take a value
of "0" to "9" or "A" to "F"
and shall represent 4
bits. The most significant
character representing
the 4 most significant
bits of the ethType shall
appear first in the string,
and the character
representing the 4 least
significant bits of the
ethType shall appear
last in the string.
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Table 2-287 (Cont.) ethFlowDescription
|

Chapter 2
PCC Rule

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
fDesc string (0] Contains the flow
description for the Uplink
or Downlink IP flow. It
shall be present when
the Ethertype is IP.
fDir ENUM (0] Indicates the packet
filter direction. Select
from the following
options:
* DOWNLINK
e UPLINK
° BIDIRECTIONAL
«  UNSPECIFIED
sourceMacAddr string (0] Enter a source MAC
enter a MAC Address. For example,
address ,such as'3D-F2- 3D-F2-C9- A6-B3-4F
C9-A6-B3-4F'
vlanTags string (0] Customer-VLAN and/or

Service-VLAN tags
containing the VID,
PCP/DEI fields.

Each field is encoded as
a two-octet string in
hexadecimal
representation. Each
character in the string
shall take a value of "0"
to "9" or "A" to "F" and
shall represent 4 bits.
The most significant
character representing
the 4 most significant
bits of the VID or
PCF/DElI field shall
appear first in the string,
and the character
representing the 4 least
significant bits of the VID
or PCF/DEI field shall
appear last in the string.

Sample Request body structure for POST and PUT operations:

"af Si gProtocol ": "NO_| NFORMVATI ON',

"appld": "string",
"appRel oc": true,

"contVer": "string",
"description": "string",

"flow nfos": [
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PCC Rule
{

"et hFl owDescription": {
"dest MacAddr": "string",
"ethType": "string",
“fDesc": "string",

"fDir": "Bl D RECTI ONAL",
"fdesc": "string",
“fdir": "Bl D RECTI ONAL",
“sourceMacAddr": "string",
"vlanTags": [

"string"
]

¥

"flowDescription": "string",

"flowDirection": "Bl DI RECTI ONAL",

“flowLabel ": "string",

"name": "string",

"packFiltld": "string",

"packet FilterUsage": true,

"spi": "string",

"tosTrafficC ass": "string"

1

] 1
"name": "string",
"pccRul el d": "string",
"precedence": "string",
"ref ChgbData": |
"string"
] 1
"ref CondData": "string",
"ref QsData": [
"string"
] 1
"ref TcData": |
"string"
] 1
"ref UnData": |
"string"
] 1
"type": "DYNAM C'

Sample Response body structure for GET, POST, and PUT operations:

{
"af Si gProtocol ": "NO_| NFORMATI ON',

"appld": "string",
"appRel oc": true,
"contVer": "string",
"description": "string",
"flow nfos": [
{
“et hFl owDescription": {
"dest MacAddr": "string",
"ethType": "string",
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“fDesc": "string",
"fDir": "Bl D RECTI ONAL",
"fdesc": "string",
"fdir": "Bl D RECTI ONAL",
“sourceMacAddr": "string",
"vlanTags": [
"string"
]
}

| owDescription": "string",
"flowDirection": "Bl DI RECTI ONAL"
“flowLabel ": "string",
"name": "string",
"packFiltld": "string",
"packet FilterUsage": true,
"spi": "string",
"tosTrafficC ass": "string"
!
1
"name": "string",
"pccRul el d": "string",
"precedence": "string",
"ref ChgbData": [
"string"
1
"ref CondData": "string",
"ref QsData": |
"string"
1
"ref TcData": [
"string"
1
"refUnData": [
"string"
1
"type": "DYNAM C'

Delete PCC Rule

Table 2-288 Request/Response Body Parameters

Chapter 2
PCC Rule

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

PCCRuleName string M PCC Rule Name
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Export/import PCC Rule s

Table 2-289 Request/Response Body Parameters

Chapter 2
PCC Rule

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of PCC
Rule. For more
information, see Get,
Create, and Update
PCC Rules .
key string Indicates the ID
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
"name": "string"
}
]1
"exportData": [
{

"af Si gProtocol ": "NO_| NFORVATI ON',
"appld": "string",
"appRel oc": true,

“contVer": "string",
"description": "string",
“flow nfos": [

{

"et hFl owDescri ption": {
"dest MacAddr": "string",
"ethType": "string",
"fDesc": "string",
“fDir": "Bl DI RECTI ONAL",
"fdesc": "string",
“fdir": "Bl DI RECTI ONAL",
"sourceMacAddr": "string",
"vlanTags": [

"string"

]

}

“flowDescription": "string",
"flowDirection": "Bl DI RECTI ONAL",

“flowLabel ": "string",
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"name": "string",
"packFiltld": "string",
"packet Fi |l terUsage": true,
"spi": "string",
"tosTrafficC ass": "string"
}
1,
"name": "string",
"pccRuleld": "string",
"precedence": "string",
“refChgbData": [
“string"
1,
“ref CondData": "string",
“ref QosData": [
“string"
1,
“ref TcData": [
“string"
1,
"refUnData": [
“string"
1,
"type": "DYNAM C'
}
]

n eyll: n st ri r1gll7
"sourceVersion": "string",
"topic": "string"

2.57 PCC Rule Profile

Table 2-290 Supported REST APIs

Chapter 2
PCC Rule Profile

HTTP Method or
Custom Operation

Description

Resource URI

Possible Result Code

Create PCC Rule
Profile

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccruleprofiles

See Table A-3

Export PCC Rule
Profiles

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccruleprofiles/export

See Table A-1

Import PCC Rule
Profile

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccruleprofiles/import

See Table A-3

Get PCC Rule Profile | GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
pccruleprofiles/
{pccRuleProfileName}

See Table A-1
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Table 2-290 (Cont.) Supported REST APIs
|

Chapter 2
PCC Rule Profile

Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Update PCC Rule PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Profile configuration/vl/
policydata/pcfsm/
pccruleprofiles/
{pccRuleProfileName}
Delete PCC Rule DELETE {apiRoot}/oc-cnpolicy- | See Table A-4

configuration/vl/
policydata/pcfsm/
pccruleprofiles/

{pccRuleProfileName}

Get, Create, and Update PCC Rule Profile

Table 2-291 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints

afSigProtocol ENUM 0] Specifies the protocol used
for signaling between the
UE and the AR

gosFlowUsage ENUM (0] Indicates the QoS flow
usage. The default value is
not applicable for this field.
Users can select GENERAL
or IMS_SIG from the drop
down list as per the
requirement.

appld string (0] A reference to the
application detection filter
configured at the UPF.

appReloc boolean (0] Specifies application
relocation possibility.

contVer string (0] Specifies the content
version of the PCC rule.

description string 0] Description of PCC Rule
Profile.

flowlnfos FlowInfos 0] An array of IP flow packet
filter information.

id string M Unique identifier of PCC
Rule Profile

name string M Specifies the name of PCC
Rule Profile.
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Table 2-291 (Cont.) Request/Response Body Parameters

Chapter 2
PCC Rule Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints

precedence string Determines the order in
which this PCC rule is
applied relative to other
PCC rules within the same
PDU session. It shall be
included if the flowInfos
attribute is included or may
be included if the appld
attribute is included when
the PCF initially provisions
the PCC rule.

refChgData string A reference to the
ChargingData policy
decision type.

refCondData string A reference to the condition
data.

refQosData string A reference to the QoSData
policy type decision type.

refTcData string A reference to the
TrafficControlData policy
decision type.

refUmData string A reference to
UsageMonitoringData policy
decision type.

type ENUM Possible values are:
«  DYNAMIC
 PREDEFINED

Table 2-292 FlowlInfos

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

ethFlowDescription

ethFlowDescription

Defines a packet filter for
an Ethernet flow.

flowDescription string Specifies the packet
filters of the IP flow(s).

flowDirection ENUM Indicates the direction/
directions that a filter is
applicable, downlink
only, uplink only or both
down- and uplink
(bidirectional).

flowLabel string Ipv6 flow label header
field.

name string M

packFiltld string An identifier of packet

filter.
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Table 2-292 (Cont.) Flowinfos

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
PCC Rule Profile

Description

packetFilterUsage

boolean

The packet shall be sent
to the UE. The default
value FALSE shall
apply, if the attribute is
not present and has not
been supplied
previously.

spi

string

Specifies the security
parameter index of the
IPSec packet.

tosTrafficClass

string

Specifies the Ipv4 Type-
of-Service and mask
field or the Ipv6 Traffic-
Class field and mask
field.

Table 2-293 ethFlowDescription

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

destMacAddr

string
enter a MAC

address ,such as'3D-F2-
C9-A6-B3-4F'.

A string indicating MAC
address. Enter a valid
MAC address. For
example, 3D-F2-C9-A6-
B3-4F

ethType

string

A two-octet string that
represents the
Ethertype, in
hexadecimal
representation.

Each character in the
string shall take a value
of "0" to "9" or "A" to "F"
and shall represent 4
bits. The most significant
character representing
the 4 most significant
bits of the ethType shall
appear first in the string,
and the character
representing the 4 least
significant bits of the
ethType shall appear
last in the string.

fDesc

string

Indicates the details
about flow. Enter a
description for the flow.
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Table 2-293 (Cont.) ethFlowDescription

Chapter 2
PCC Rule Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
fDir ENUM Indicates the flow
direction. Select from
the following options:
. DOWNLINK
*  UPLINK
* BIDIRECTIONAL
*  UNSPECIFIED
sourceMacAddr string Enter a MAC Address.
enter a MAC For example, 3D-F2-C9-
address ,such as'3D-F2- A6-B3-4F
C9-A6-B3-4F'
vlanTags string Customer-VLAN and/or

Service-VLAN tags
containing the VID,
PCP/DEI fields.

Each field is encoded as
a two-octet string in
hexadecimal
representation. Each
character in the string
shall take a value of "0"
to "9" or "A" to "F" and
shall represent 4 bits.
The most significant
character representing
the 4 most significant
bits of the VID or
PCF/DEI field shall
appear first in the string,
and the character
representing the 4 least
significant bits of the VID
or PCF/DEI field shall
appear last in the string.

Sample Request body structure for POST and PUT operations:

"af Si gProtocol ": "NO | NFORVATI ON',
“appld": "string",
"appRel oc": true,

"contVer": "string",
"description": "string",
“flowl nfos": [

{

"et hFl owDescription": {
"dest MacAddr": "string",
"ethType": "string",
"fDesc": "string",
“fDir": "Bl DI RECTI ONAL",
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PCC Rule Profile

"fdesc": "string",
“fdir": "Bl D RECTI ONAL",
“sourceMacAddr": "string",
"vlanTags": [
"string"
]
¥
"flowDescription": "string",
"flowDirection": "Bl DI RECTI ONAL",
“flowLabel ": "string",
"name": "string",
"packFiltld": "string",
"packet FilterUsage": true,
"spi": "string",
"tosTrafficC ass": "string"
!
]

id: "string",
nane": "string",
"precedence": "string",
"ref ChgbData": [

"string"
1
"ref CondData": "string",
"ref QsData": [

"string"
1
"ref TcData": |

"string"
1
"refUnData": [
"string"

] )
"type": "DYNAM C'

Sample Response body structure for GET, POST, and PUT operations:

{
"date": "string",
"errors": |
{
"message": "string",
“name": "string"
}
]!
"exportData": |
{

"af Si gProtocol ": "NO_| NFORVATI ON',
"appld": "string",

"appRel oc": true,

“contVer": "string",
"description": "string",

“flow nfos": [
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{
"et hFl owDescription": {

"dest MacAddr": "string",
"ethType": "string",
"fDesc": "string",
"fDir": "Bl D RECTI ONAL",
"fdesc": "string",
"fdir": "Bl D RECTI ONAL",
"sourceMacAddr": "string",
"vlanTags": [
"string"
]
2
"flowDescription": "string",
"flowDirection": "Bl D RECTI ONAL",
"flowLabel ": "string",
"name": "string",
"packFiltld": "string",
"packet Fi |l terUsage": true,
"spi": "string",
"tosTrafficC ass": "string"
}
1
"id": "string",
“name": "string",
"precedence": "string",
"ref ChgbData": |
“string"
1
“ref CondData": "string",
“ref QosData": |

“string"

1

“ref TcData": [
"string"

1

“ref UmData": [
“string"

]

"type": "DYNAM C'

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"
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Delete PCC Rule Profile

Table 2-294 Request/Response Body Parameters

Chapter 2
PCC Rule Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
PCCRuleProfileName string M PCC Rule Profile
Name

Export/import PCC Rule Profile

Table 2-295 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of PCC
Rule Profile. For more
information, see Get,
Create, and Update
PCC Rule Profile .
key string Indicates the ID
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
“name": "string"
1
]1
"exportData": [
{

"af Si gProtocol ": "NO_| NFORVATI ON',
“appld": "string",
"appRel oc": true,

“contVer": "string",
"description": "string",
“flow nfos": [

{

"et hFl owDescription": {
"dest MacAddr": "string",
"ethType": "string",
"fDesc": "string",
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"fDir": "Bl D RECTI ONAL",
"fdesc": "string",
"fdir": "Bl D RECTI ONAL",

"sour ceMacAddr": "string",

"vlanTags": |
"string"
]
}

| owDescription": "string",

"flowDirection": "Bl Dl RECTI ONAL",

“flowLabel ": "string",
"name": "string",
"packFiltld": "string",
"packet FilterUsage": true,

"spi": "string",
"tosTrafficC ass": "string"

}

] il

Ilidll: "String"’

"name": "string",

"precedence": "string",

“refChgData": [
“string"

] il

"ref CondData": "string",

“ref QosData": [
“string"

] il

"ref TcData": [
“string"

] il

"refUnData": [
“string"

] il

"type": "DYNAM C'

}
] 1
n eyll: n stri r1gll7

"sourceVersion": "string",
"topic": "string"

2.58 Condition Data

Table 2-296 Supported REST APIs

Chapter 2
Condition Data

HTTP Method or
Custom Operation

Description

Resource URI

Possible Result Code

Create Condition Data POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
conditiondata

See Table A-3
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Table 2-296 (Cont.) Supported REST APIs
|

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Condition Data

Possible Result Code

Export Condition Data

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
conditiondata/export

See Table A-1

Import Condition Data

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
conditiondata/import

See Table A-3

Get Condition Data

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
conditiondata/
{conditionDataName}

See Table A-1

Update Condition Data

PUT

{apiRoot}/oc-cnpolicy-
configuration/v1/
policydata/pcfsm/
conditiondata/
{conditionDataName}

See Table A-2

Delete Condition Data

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
conditiondata/
{conditionDataName}

See Table A-4

Get, Create, and Update Condition Data

Table 2-297 Request/Response Body Parameters

example : YYYY-
MM-DDTHH:MM:SS

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
activationTime string, (0] The time when the decision

data shall be activated.

condld string (0] Specifies the condition ID.
deactivationTime string (0] The time when the decision
example : YYYY- data shall be deactivated.
MM-DDTHH:MM:SS
description string (0] The description of the
Condition Data policy data.
name string M The name of the Condition

Data policy data.

Sample Request body structure for POST and PUT operations:

{

"activationTi ne": "YYYY- MV DDTHH MVt SS*,
"condld": "string",

"deactivationTi ne": "YYYY- MV DDTHH: MM SS",
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"description": "string",
“name": "string"

Sample Response body structure for GET, POST, and PUT operations:

{
"date": "string",
"errors": |
{
"message": "string",

nane": "string"

1
1,
"exportData": [

{

"activationTime": "YYYY- MM DDTHH. MM SS',
"condld": "string",

"deactivationTinme": "YYYY- MV DDTHH: WM SS",
"description": "string",

nane": "string"

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Condition Data

Table 2-298 Request/Response Body Parameters

|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

conditionDataName string M The name of the Condition
Data policy data.

Export/import Condition Data

Table 2-299 Request/Response Body Parameters

- ________________________________ ______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

date string Current timestamp

exportData array Exported list of condition
data. For more
information, see Get,
Create, and Update
Condition Data .

key string Indicates the ID
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Table 2-299 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
1
1
"exportData": [
{
"activationTine": "YYYY- MV DDTHH. MM SS*,
"“condl d": "string",
"deactivationTime": "YYYY- MV DDTHH: MM SS",
"description": "string",
“name": "string"
1
1
"key": "string",

"sourceVersion": "string",
"topic": "string"

2.59 Charging Data

Table 2-300 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Charging Data | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
policydata/pcfsm/
chargingdata

Export Charging Data | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/pcfsm/
chargingdata/export
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Table 2-300 (Cont.) Supported REST APIs
|

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Charging Data

Possible Result Code

Import Charging Data

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
chargingdata/import

See Table A-3

Get Charging Data

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
chargingdata/
{chargingDataName}

See Table A-1

Update Condition Data

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
chargingdata/
{chargingDataName}

See Table A-2

Delete Charging Data

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfsm/
chargingdata/

{chargingDataName}

See Table A-4

Get, Create, and Update Charging Data

Table 2-301 Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

afChargingldentifiercgiList

integer ($int64),
Enter a value
between 0 and

0]

Univocally identifies the
charging control policy data
within a PDU session.

4294967295
appSvcProvid string (0] Indicates the application
service provider identity.
chgld string M Specifies the charging id.
description string 0] The description of the

Charging Data.
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Table 2-301 (Cont.) Request/Response Body Parameters

Chapter 2
Charging Data

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

meteringMethod

ENUM

O

The following options are
available

DURATION

¢ VOLUME

. DURATION_VOLUME
e EVENT

Defines what parameters
shall be metered for offline
charging. If the attribute is
not present but it has been
supplied previously, the
previous information
remains valid. If the attribute
is not present and it has not
been supplied previously or
the attribute has been
supplied previously but the
attribute is set to NULL, the
metering method pre-
configured at the SMF is
applicable as default
metering method.

name

string

The name of the Charging
Data.

offline

boolean

Indicates the offline
charging is applicable to the
PDU session or PCC rule.
The default value "FALSE"
shall apply, if the attribute is
not present and has not
been supplied previously.
(NOTE)

online

boolean

Indicates the online
charging is applicable to the
PDU session or PCC rule.
The default value "FALSE"
shall apply, if the attribute is
not present and has not
been supplied previously.
(NOTE)

ratingGroup

integer ($int64),
Enter a value
between 0 and
4294967295

The charging key for the
PCC rule used for rating
purposes.
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Table 2-301 (Cont.) Request/Response Body Parameters

Chapter 2
Charging Data

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)aints

Description

reportingLevel ENUM (0]

The following options are
available:

+ SER_ID_LEVEL

+  RAT_GR_LEVEL

. SPON_CON_LEVEL
Defines on what level the
SMF reports the usage for
the related PCC rule. If the
attribute is not present but it
has been supplied
previously, the previous
information remains valid. If
the attribute is not present
and it has not been supplied
previously or the attribute
has been supplied
previously but it is set to
NULL, the reporting level
pre-configured at the SMF is
applicable as default
reporting level.

sdfHandl boolean

serviceld integer ($int64), @]
Enter a value
between 0 and

4294967295

Indicates the identifier of the
service or service

component the service data
flow in a PCC rule relates to.

sponsorld string 0]

Indicates the sponsor
identity.

Sample Request body structure for POST and PUT operations:

"af Chargi ngldentifier": 0,
"appSvcProvid": "string",
"chgld": "string",
"description": "string",

"met eri ngMet hod": " DURATI ON',
"nane": "string",
"of fline": true,
"online": true,
"ratingGoup": O,
"reportinglLevel ":
"sdf Handl ": true,
"serviceld": 0,
"sponsorld": "string"

"RAT_GR LEVEL",
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Chapter 2
Charging Data

Sample Response body structure for GET, POST, and PUT operations:

{

"date": "string",

"errors": |
{

"message": "string",
" "string"

1

1,

"exportData": [

{
“af Chargingldentifier": 0,
"appSvcProvid": "string",
“chgld": "string",
"description": "string",
“met eri ngMet hod": " DURATI ON',
“name": "string",
"of fline": true,
“online": true,
“ratingGoup": O,
"reportinglLevel": "RAT GR LEVEL",
"sdf Handl ": true,
"serviceld": 0,
"sponsorld": "string"

}

nane":

]

ey": "string",
"sourceVersion": "string",
"topic": "string"

—

Delete Charging Data

Table 2-302 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

chargingDataName string M Charging Data Name

Export/import Charging Data

Table 2-303 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of charging

data. For more
information, see Get,
Create, and Update

Charging Data.
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Table 2-303 (Cont.) Request/Response Body Parameters

Chapter 2
Charging Data

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
key string Indicates the ID
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
"name": "string"
}
1,
"exportData": [
{
"af Chargi ngldentifier": 0,
"appSvcProvlid": "string",
"chgld": "string",
"description": "string",
"met eri ngMet hod": " DURATI ON',
"name": "string",
"of fline": true,
"online": true,
"ratingGoup": O,
"reportinglLevel ": "RAT _GR LEVEL",
"sdf Handl ": true,
"serviceld": 0,
"sponsorld": "string"
}
1,
"key": "string",
"sourceVersion": "string",
“topic": "string"
}
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2.60 Service Area Restriction

Table 2-304 Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Service Area Restriction

Possible Result Code

Create Service Area
Restriction

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfam/
servicearearestrictions

See Table A-3

Export All Service
Area Restrictions

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfam/
servicearearestrictions/
export

See Table A-1

Import All Service Area
Restrictions

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfam/
servicearearestrictions/
import

See Table A-3

Get Service Area
Restriction

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfam/
servicearearestrictions/
{serviceAreaRestrictio
nName}

See Table A-1

Update Service Area
Restriction

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfam/
servicearearestrictions/
{serviceAreaRestrictio
nName}

See Table A-2

Delete Service Area
Restriction

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/pcfam/
servicearearestrictions/
{serviceAreaRestrictio
nName}

See Table A-4
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Get, Create, and Update Service Area Restriction s

Table 2-305 Request/Response Body Parameters

Chapter 2
Service Area Restriction

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

ServiceArea |O
RestrictionAr
eas

areas

A list of Areas. These areas

are:

¢ allowed areas if
RestrictionType is
"ALLOWED_AREAS"

. not allowed areas if
RestrictionType is
"NOT_ALLOWED_ARE
AS

description Number O

Specifies description of the
Service Area Restriction

maxNumOfTAs boolean (0]

Specifies maximum number
of TAs

name string M

Specifies hame of the
Service Area Restriction

restrictionType ENUM (0]

Possible values are:

o ALLOWED_AREAS

o NOT_ALLOWED_ARE
AS

Table 2-306 ServiceAreaRestrictionAreas

Field Name Data Type Description
areaCodes String Specifies area codes.
tacs String List of Type Allocation Codes. A

decimal number between 0 and
65535.

Sample Request body structure for POST/PUT operation:

"areas": |
{
"areaCodes": "string",
"tacs": |
"string"
]
}
]

escription": "string",

"maxNunf TAs": 0,

"name": "string",
"restrictionType": "ALLOAED AREAS'

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 275 of 474



ORACLE Chapter 2
Service Area Restriction

Sample Response body structure for GET, POST, and PUT operations:

[
{
"date": "string",
"errors": |

{
"message": "string",
" "string"
}
1,
"exportData": |
{

"areas": |

{

nane”:

"areaCodes": "string",
"tacs": [
"string"
]
}
]

escription": "string",
"maxNunf TAs": 0,
“name": "string",
"restrictionType": "ALLOMNED AREAS'
}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"

Delete Service Area Restriction s

Table 2-307 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
serviceAreaRestrictionName | string M Service Area Restriction
Name

Export/import Service Area Restrictions

Table 2-308 Request/Response Body Parameters

- ________________________________ ______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

date string Current timestamp
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Table 2-308 (Cont.) Request/Response Body Parameters

Chapter 2
Service Area Restriction

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
exportData array Exported list of service
area restrictions. For
more information, see
Get, Create, and Update
Service Area Restriction
S
key string Indicates the ID
sourceVersion string System version of
product from which data
is exported
systemVersion
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

[
{

"date": "string",
“errors": |
{
"message": "string",
" “string"
}
]1
"exportData": |
{
"areas": |
{
"areaCodes": "string",
"tacs": [
"string"
]
}

nane”:

]

escription": "string",
"maxNunf TAs": 0,
"nane": "string",
“restrictionType": "ALLOAED AREAS'

}
]

ey": "string",
"sourceVersion": "string",
"topic": "string"
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2.61 PCF Presence Reporting Area

Table 2-309 Supported REST APIs

Chapter 2
PCF Presence Reporting Area

HTTP Method or
Custom Operation

Description

Resource URI

Possible Result Code

POST

Create Presence
Reporting Area

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
pras

See Table A-3

GET

Export Presence
Reporting Area

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
pras/export

See Table A-1

POST

Import Presence
Reporting Area

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
pras/import

See Table A-3

GET

Get Presence
Reporting Area

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
pras/
{presenceReportingAr
eaName}

See Table A-1

PUT

Update Presence
Reporting Area

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
pras/
{presenceReportingAr
eaName}

See Table A-2

DELETE

Delete Presence
Reporting Area

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
pras/
{presenceReportingAr
eaName}

See Table A-4

Get, Create, AND Update Presence Reporting Areas

Table 2-310 Request/Response Body Parameters GET, PUT, and POST operations

reaEcgilist

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints

ecgiList PresenceReportingA | O Represents the list of

tracking areas that
constitutes the area. This IE
shall be present if the
subscription or the event
report is for tracking UE
presence in the tracking
areas. For non 3GPP
access the TAI shall be the

N3GPP TAL

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 278 of 474



ORACLE’

Chapter 2
PCF Presence Reporting Area

Table 2-310 (Cont.) Request/Response Body Parameters GET, PUT, and POST

operations

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

globalRanNodeldList

PresenceReportingA
reaglobalRanNodeld
List

o

Represents the list of NG
RAN node identifiers that
constitutes the area. This IE
shall be present if the Area
of Interest subscribed is a
list of NG RAN node
identifiers.

name

string

The unique name assigned
to the PRA.

prald

String

The unique identifying
number of the PRA list. The
ID must be numeric value
between 0 and 16777125.

ncgiList

PresenceReportingA
reaNcgiList

Represents the list of NR
cell Ids that constitutes the
area. This IE shall be
present if the Area of
Interest subscribed is a list
of NR cell Ids.

presenceState

ENUM

Indicates whether the UE is
inside or outside of the area
of interest (e.g presence
reporting area or the LADN
area), or if the presence
reporting area is inactive in
the serving node.

Select any one of the

following values:

¢ IN_AREA : Indicates
that the UE is inside or
enters the presence
reporting area.

e OUT_OF AREA:
Indicates that the UE is
outside or leaves the
presence reporting
area.

e UNKNOWN : Indicates
it is unknown whether
the UE is in the
presence reporting area
or not.

¢ INACTIVE : Indicates
that the presence
reporting area is
inactive in the serving
node.
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Chapter 2
PCF Presence Reporting Area

Table 2-310 (Cont.) Request/Response Body Parameters GET, PUT, and POST

operations

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

trackingArealList

PresenceReportingA
reaTrackingArealist

o

Represents the list of
tracking areas that
constitutes the area. This IE
shall be present if the
subscription or the event
report is for tracking UE
presence in the tracking
areas. For non 3GPP
access the TAI shall be the
N3GPP TAI.

Table 2-311 PresenceReportingAreaEcgiList

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

ecgilist. eutraCellld

String, enter a 7 digit
hexadecimal value

M

28-bit string identifying
an E-UTRA Cell Id as
specified in hexadecimal
representation. Each
character in the string
shall take a value of "0"
to "9" or "A" to "F" and
shall represent 4 bits.
The most significant
character representing
the 4 most significant
bits of the Cell Id shall
appear first in the string,
and the character
representing the 4 least
significant bit of the Cell
Id shall appear last in
the string.

Pattern: '*[A-Fa-f0-9]
{n$

Example:

An E-UTRA Cell Id

0x5BD6007 shall be
encoded as "5BD6007".

ecgiList. plmnid

PImnid

PLMN Identity
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Table 2-312 PresenceReportingAreaglobalRanNodeldList

Chapter 2
PCF Presence Reporting Area

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

globalRanNodeldList.gN
bld

GNbld

This field is included if
the RAN Node Id
represents a gNB. When
present, this field
contains the identifier of
the gNB.

globalRanNodeldList.n3l
wfld

string

This field is included if
the RAN node belongs
to non 3GPP access (i.e
a N3IWF).

If included, this field
contains the FQDN of
the N3IWF.

globalRanNodeldList.ng
eNbld

string

This field is included if
the RAN Node Id
represents a NG-eNB.
When present, this field
contains the identifier of
an NG-eNB.

globalRanNodeldList.pl
mnlid

PImnlid

Indicates the identity of
the PLMN that the RAN
node belongs to.

Table 2-313 Pimnid

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

Plmnld.mcc String M Specifies a Mobile Country
Code of the PLMN. enter a 2
or 3 digit number.

Plmnid.mnc Stirng M Specifies a Mobile Network
Code of the PLMN. enter a 2
or 3 digit number.
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Table 2-314 PresenceReportingAreaNcgilList

Chapter 2
PCF Presence Reporting Area

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

ncgiList.nrCellld

String, enter a 9 digit
hexadecimal value

M

36-bit string identifying
an NR Cell Id as
specified in hexadecimal
representation. Each
character in the string
shall take a value of "0"
to "9" or "A" to "F" and
shall represent 4 bits.
The most significant
character representing
the 4 most significant
bits of the Cell Id shall
appear first in the string,
and the character
representing the 4 least
significant bit of the Cell
Id shall appear last in
the string.

Pattern: ""A-Fa-f0-9]
{91%'

Example:

An NR Cell Id
0x225BD6007 shall be

encoded as
"225BD6007".

ncgiList.plmnid

PImnid

M

PLMN Identity

Table 2-315 PresenceReportingAreaTrackingArealList

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

trackingArealList. pimnid | PImnlid PLMN Identity
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Table 2-315 (Cont.) PresenceReportingAreaTrackingArealList

Chapter 2
PCF Presence Reporting Area

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

trackingArealList.tac string, enter a 4 or 6

digit hexadecimal value

28-bit string identifying
an E-UTRA Cell Id as
specified, in
hexadecimal
representation. Each
character in the string
shall take a value of "0"
to "9" or "A" to "F" and
shall represent 4 bits.
The most significant
character representing
the 4 most significant
bits of the Cell Id shall
appear first in the string,
and the character
representing the 4 least
significant bit of the Cell
Id shall appear last in
the string.

Pattern: "[A-Fa-f0-9]
ns

Example:

An E-UTRA Cell Id
0x5BD6007 shall be
encoded as "5BD6007".

Sample Request body structure for POST and PUT operations:

{
"ecgilList": [
{
"eutraCell1d": "string",
“plmld": {
n "Strl ngn’
"string"

nce .

mc":

}
}
1,

" gl obal RanNodel dLi st": [
{

n g’\bl dll : {
“bitLength": 0,
"gNoVal ue": "string"

}l

"n3lwfld": "string",

"ngeNol d": "string",

“plmld": {

n "Strl ngn’
"string"

nce .

mc":
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PCF Presence Reporting Area

1
"name": "string",
"ncgiList": |
{
“nrCellld": "string",
“plmld": {
“mcet: "string",
“mc": "string"
1
1
]

rald": "string",
"presenceState": "I NACTIVE'",
"tracki ngArealist": [

“plmld": {
“mcet: "string”,
“mc": "string"
1

ac": "string"

Sample Response body structure for GET, POST, and PUT operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
}
1,
"exportData": [
{
"ecgiList": [
{
"eutraCell Id": "string",
"plmld": {
"mce": "string”,
"mc": "string"
}
}
1,
"gl obal RanNodel dLi st": |
{
"gNold": {

"bitLength": 0,

"gNbVal ue": "string"
¥
"n3lwfld": "string",
"ngeNol d": "string",
"plmld": {

" "string",

nce .
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"mc": "string"
}
}
1
"name": "string",
"negi List": [
{
“nrCellld": "string",
"plmld": {
"mce": “string”,
"mc": "string"

}
}
]

“prald": "string",

"presenceState": "I NACTIVE",

“tracki ngAreaList": [

"plmld": {
"mce": “string”,
"mc": "string"
2
“tac": "string"
}
]
1
1
"key": "string",

"sourceVersion": "string",
"topic": "string"

Delete Presence Reporting Areas

Chapter 2
PCF Presence Reporting Area

Table 2-316 Request/Response Body Parameters for DELETE operation
|

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

presenceReportingAreaNa | string
me

M

Presence Reporting Area
Name

Export/limport Presence Reporting Areas

Table 2-317 Request/Response Body Parameters for Export/import operations
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 285 of 474




ORACLE Chapter 2
PCF Presence Reporting Area

Table 2-317 (Cont.) Request/Response Body Parameters for Export/import operations

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

exportData array Exported list of
presence reporting area.
For more information,
see Get, Create, AND
Update Presence
Reporting Areas.

key string Indicates the ID

sourceVersion string System version of
product from which data
is exported

topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{
"message": "string",
"name": "string"
1
1
"exportData": |
{
"ecgiList": [
{
"eutraCellId": "string",
"plmld": {
"mce": “string”,
"mc": "string"
}
}
1,
"gl obal RanNodel dList": [
{
"gNbld": {
"bitLength": 0,
"gNbVval ue": "string"
}s
"n3lwfld": "string",
"ngeNol d": "string",
"plmld": {
"mce": “string”,
"mc": "string"
}
}

I,

"name": "string",
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“ncgiList": |
{
“nrCell1d": "string",
"plmld": {
"mce": “string”,
"mc": "string"
}

}
]

rald": "string",
"presenceState": "I NACTIVE",
“tracki ngAreaList": [

{
"plmld": {
"mce": “string”,
"mc": "string"
b
"tac": "string"
}
]
!
1
"key": "string",

"sourceVersion": "string",
"topic": "string"

2.62 Policy Table

Table 2-318 Supported REST APIs

HTTP Method or
Custom Operation

Description

Resource URI

Chapter 2
Policy Table

Possible Result Code

Get Policy Tables GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
policytables

See Table A-1

Create Policy Tables POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
policytables

See Table A-3

Export Policy Tables GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
policytables/export

See Table A-1

Import Policy Tables POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
policydata/common/
policytables/import

See Table A-3
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Table 2-318 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Delete Policy Table DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
policydata/common/
policytables/
{serviceName}/
{policyTableName}

Get and Create Policy Table s

Table 2-319 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
columns array (0] Specifies the column of
a policy table.
name String (0] Specifies the name of a
policy table.
description name (0] Specifies the description
of a policy table.
rows array (@) Specifies the rows of a
policy table.

Sample Request body structure for POST operation:

{
"colums": |
{
"dat aType": "accessType",
"i sKey": true,
"name": "string"
}
1,
"description": "string",
"name": "string",
"rows": [
{}
1,
"serviceNane": "string",
"serviceType": "string"
}

Sample Response body structure for GET and POST operations:

{

"date": "string",
“errors": |

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 288 of 474



ORACLE

{
"message": "string",
“name": "string"
}
1,
"exportData": [
{
“colums": |
{
"dataType": "accessType",
"i sKey": true,
“name": "string"
}
1,
"description": "string",
"name": "string",
"rows": |
{}
1,
"servi ceNanme": "string"
}

],

"sourceVersion": "string",

"topic": "string"

}

Delete Policy Table s

Table 2-320 Request/Response Body Parameters

Chapter 2
Policy Table

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
policyTableName string M Policy Table Name
serviceName string M Service Name

Export and Import Policy Tables

The following table describes the request and response body parameters for Import and Export

operations:

Table 2-321 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors:message string Error message.
errors:name string Error name.
exportData array Exported list of policy

tables. For more
information, see Get and
Create Policy Table s.
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Chapter 2
Policy Table

Table 2-321 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Supported Actions for Importing Policy Tables

The following table describes the actions supported by Policy when the user imports Policy

Tables:

Table 2-322 Supported Actions for Importing Policy Tables

Action

Description

ignore

On selecting the i gnor e option, no changes are
made to the existing Policy Table. The Policy Table
in the imported file is ignored or skipped. No
changes are made to the UUIDs and existing
policies remain unaffected with this option.

retain

On selecting the r et ai n option, no changes are
made to the existing Policy Table. The Policy Table
in the imported file is ignored or skipped. No
changes are made to the UUIDs and existing
policies remain unaffected with this option.

replace

On selecting the r epl ace option, the existing
Policy Table is completely replaced with the Policy
table in the imported file. Since UUIDs are re-
generated for rows and columns, the user needs to
update the existing policies that use the Policy
Table being replaced with the new one.

merge

On selecting the Merge option, rows of the existing
Policy Table are merged with the rows of the Policy
table in the imported file only if the schema for key
and non-key columns is same for both the Policy
Tables. All rows of the existing table with conflict
are replaced with the new rows from the imported
table.

Note: Two rows are considered to be in conflict
when they have same values for the Key columns.

In case of a conflict, the rows of the existing Policy
Table are replaced with the rows of the new Policy
Table. In this case, the UUIDs remain unaffected
and do not impact the existing policies.

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": |
{
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"message”: "string",
n n St ri nglI
}
] 1
"exportData": [
{
“colums": |
{
"dat aType": "accessType",
"i sKey": true,
n n St r i r.]gll

}

nane":

nane :

]

escription": "string",
name": "string",
"rows": |

{}
]l

"serviceName": "string

}

],

"sourceVersion": "string",
"topic": "string"

}

2.63 Policy Counter Id

Table 2-323 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Policy Control | POST {apiRoot}/oc-cnpolicy- | See Table A-3

Id configuration/vl/

policydata/common/
policycounterids

Export Policy Control | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Id configuration/vl/
policydata/common/
policycounterids/export

Import Policy Control | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Id configuration/v1/
policydata/common/
policycounterids/import

Get Policy Control Id GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
policydata/common/
policycounterids/
{policyCounterldName}

Update Policy Control | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Id configuration/vl/
policydata/common/
policycounterids/
{policyCounterldName}
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Table 2-323 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Delete Policy Control | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Id configuration/vl/
policydata/common/
policycounterids/
{policyCounterldName}

Get, Create, and Update Policy Counter Id s

Table 2-324 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
defaultStatus string (0] Specifies the default status of
Policy Counter Id.
desc string (0] Specifies the description of
Policy Counter Id.
id string (0] Specifies the ID of Policy
Counter Id.
name string M Specifies the name of Policy
Counter Id.

Sample Request body structure for POST and PUT operations:

{
"colums": |
{
"dat aType": "accessType",
"i sKey": true,
“name": "string"
}
1,
"description": "string",
"name": "string",
"rows": [
{}
1,
"serviceNane": "string",
"serviceType": "string"
}

Sample Response body structure for GET, POST, and PUT operations:

{
"date": "string",
“errors": |
{
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"message": "string",
n n St ri nglI
!
] il
"exportData": [
{

“colums": |

{

nane":

"dat aType": "accessType",
"i sKey": true,
n n St r i I,.]gll

nane :

}
]

escription": "string",
name": "string",
"rows": |

{}
1,

“serviceName": "string"

}

],

"sourceVersion": "string",
"topic": "string"

—

Delete Policy Counter Id s

Table 2-325 Request/Response Body Parameters

Chapter 2
Policy Counter Id

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

policyControlldName string M Policy Counter Id's Name

Export/import Policy Counter Id s

Table 2-326 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of policy
control id. For more
information, see Get,
Create, and Update
Policy Counter Id s .
key string Indicates the ID
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object
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Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
}
] il
"exportData": [
{
“colums": |
{
"dat aType": "accessType",
"i sKey": true,
"name": "string"
}
] )
"description": "string",
“name": "string",
“rows": |
{}
] )
"servi ceNanme": "string"
}
] il
"sourceVersion": "string",
"topic": "string"
}

2.64 Diameter Settings

This section describes the available service URIs to retrieve and update diameter settings.

Table 2-327 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get Diameter Settings | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
diameter/settings
Update Diameter PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Settings configuration/vl/
diameter/settings
Export Diameter GET {apiRoot}/oc-cnpolicy- | See Table A-1
Settings configuration/vl/
diameter/settings/
export
Import Diameter POST {apiRoot}/oc-cnpolicy- | See Table A-3
Settings configuration/vl/
diameter/settings/
import
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Get and Update Operations

Chapter 2
Diameter Settings

This section describes the body parameters for APIs for diameter settings.

Table 2-328 Request and Response Body Parameters

Control

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

congestionControl DiamSettingsCongestion | O Specifies the congestion

control configurations.

overloadControl DiamSettingsOverloadC | O Specifies the overload
ontrol control configurations.
timer DiamSettingsTimer @) Specifies the timer
configurations for
Diameter Gateway.
transport DiamSettingsTransport | O Specifies the transport
protocol configurations
for Diameter Gateway.
topologyhiding DiamSettingTopologyhidi | O Specifies the topology
ng hiding configurations for
Diameter Gateway.
messageTimers DiamSettingsMessageTi | O Specifies the request
mers timer configurations for
Diameter applications.
messagePriority DiameterSettingsMessa | O Specifies the message
gePriority priority profile.
advancedSettings DiamAdvancedSettings | O Specifies the list of key/

value pair.

Table 2-329 DiamSettingsCongestionControl

gProfile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

congestionLoadSheddin | string (0] Specifies the load

shedding profile name
for congestion control.

Table 2-330 DiamSettingsOverloadControl
|

rofile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

overloadLoadSheddingP | string Optional Specifies the load

shedding profile name
for overload control.
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Table 2-331 messagePriority

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

messagePriorityProfile | string Optional Specifies the message
priority profile name for
overload control and
congestion control.

Table 2-332 DiamSettingsTimer

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
connectionTimeout Number M Defines the connection
timeout interval in
seconds.
The default value is 3
seconds.
reconnectDelay Number M Defines the time frame

to delay before
attempting to reconnect
after a connection failure
in seconds.

The default value is 3
seconds.

responseTimeout Number M Defines the response
timeout interval in
milliseconds.

The default value is
5000 ms.

watchdoglinterval Number M Defines the watchdog
interval in seconds.
The default value is 6
seconds.

Table 2-333 DiamSettingsTransport

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
protocol string, Enum: Array([] (@) Specifies the Diameter
protocol. The values:
[TCP, SCTP].
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Table 2-334 DiamSettingsMessageTimers

Chapter 2
Diameter Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

appld intger (0] Specifies the diameter

application ID for which
topology hiding feature
is to be enabled.
Example: 16777236

appResponseTimeoutVa
lue

integer

Specifies the application
response timeout value
in milliseconds.
Minimum: 3

Maximum: 2147483647
Example: 5000

cmdCodeResponseTime
outValueMap

Map(String:String)

Specifies Command
Code Response
Timeout for AAR, STR,
RAR and ASR.

Table 2-335 DiamAdvancedSettings
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
key string o Specifies the key name.
value string @) Specifies the value of

the key.

Sample Request body structure for GET and PUT operations:

"tinmer": {
"reconnect Del ay":
"responseTi meout "

g
: "5000",

"connectionTi neout": "3",

"wat chdogl nt er val
}!
"transport”: {
"protocol ": "TCP"
}!

"congestionControl "

neowg

-

"congesti onLoadSheddi ngProfile": "string",

}

ver| oadControl ":

{

"over| oadLoadSheddi ngProfile": "string",

b

"messagePriority":

"messagePriorityProfile": "string"

}

: opol ogyhi di ng": {
"Enabl eTopol ogyHi

{

ding": true,
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"AppsToHi de": [
" "
]
b
"messageTi mers": |
{
"appld": 16777236,
"appResponseTi meout Val ue": 5000,

"cmdCodeResponseTi meout Val ueMap”:

"258": 5000,
"265": 5000,
"272": 5000,
"274": 5000,
"275": 5000,
" 8388635": 5000,
" 8388636": 5000,
"8388637": 5000

}
}
1,

"advancedSettings": [
{
"key": "string",
"value": "string"
1
]
}

Export and Import Diameter Settings

Chapter 2
Diameter Settings

The following table describes the request and response parameters for export and import

operations:

Table 2-336 Request and Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Optional Specifies the current
timestamp.
errors.message string Optional The reason of the
failure.
error.name string Optional Name of the
components that the
user is unable to export
or import successfully.
exportData array Mandatory Exported list of diameter
settings. For more
information, see Get and
Update Operations.
sourceVersion string Optional System version of
product from which data
is exported.
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Table 2-336 (Cont.) Request and Response Body Parameters
|

Chapter 2
Diameter Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
topic string Mandatory Topic of each managed
object.

Sample Request Body structure for Import/Export operations:

{

"topic": "string",
"sourceVersion": "string",
"date": "string",

"exportData": {

"timer": {
"reconnect Del ay": "3",
"responseTi meout": "5000",
"connectionTi neout": "3",
"wat chdogl nterval ": "6"

3

"transport": {
"protocol ": "TCP"

3

"congestionControl": {
"congest i onLoadSheddi ngProfile": "string",

}

verl oadControl ": {

"over| oadLoadSheddi ngProfile": "string",

}

"messagePriority": {

"messagePriorityProfile": "string"

}

| opol ogyhi di ng": {

"Enabl eTopol ogyH di ng": true,
"AppsToHi de": [
"o

]
3

"messageTi mers": |

{

"appl d":
"appResponseTi neout Val ue": 5000,

"cndCodeResponseTi meout Val ueMap”:
"258":
"265":
"272":
"274":
"275":

16777236,

5000,
5000,
5000,
5000,
5000,

" 8388635": 5000,
" 8388636": 5000,
" 8388637": 5000
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]

dvancedSettings": [
{
"key": "string",
"value": "string"
}
1,
"errors": [

{

name": "string",
"message”: "string"
}
]
}

2.65 Diameter Routing Table

Table 2-337 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Export Diameter GET {apiRoot}/oc-cnpolicy- | See Table A-1
Routing Table configuration/vl/
diameter/routingTable/
export
Import Diameter POST {apiRoot}/oc-cnpolicy- | See Table A-3
Routing Table configuration/vl/
diameter/routingTable/
import
Get Diameter Routing | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Table configuration/vl/
diameter/routingTable
Update Diameter PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Routing Table configuration/vl/
diameter/routingTable

Get and Update Operations

Table 2-338 Request/Response Body Parameters

- ________________________ |
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

defaultRoute

routeTable

Table 2-339 defaultRoute

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

serverlD string 0]
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Table 2-340 routeTable

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

applDs

hosts string

name string @]

priority string (0]

realms string

type Realm

Sample Request body structure for PUT operations:

"defaul t Route": {
"serverld": "string"

¥
"routeTable": [
{
"applds": |
L
1,
"hosts": |
"string"
1,
"name": "string",
"priority": "string",
"realns": |
"string"
1,
"serverlds": [
"string"
1,
“type": "Host"
}

Sample Response body structure for GET and PUT operations:

{

"defaul t Route": {
"serverld": "string"

b
"routeTable": [
{
"applds": [
IIAI I n
1,
"hosts": [
"string"

I
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"nanme": "string",
“priority": "string",
“realnms": |

"string"

]l
"serverlds": [
“string"

]

ypen n I_bst n

Export/import Diameter Routing Table

Table 2-341 Request/Response Body Parameters

Chapter 2
Diameter Routing Table

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

date string

Current timestamp

exportData array

Exported list of
diamteter routing table.
For more information,
see Get and Update
Operations.

sourceVersion string

System version of
product from which data
is exported

topic string

Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{

"date": "string",
"exportData": {
"defaul t Route": {
"serverld": "string"

}y
"routeTable": [
{
"applds": [
llAI | n
] il
"hosts": |
"string"

]1
“name": "string",
“priority": "string",
"real ns"; [

"string"
]1
"serverlds": [
"string"

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 302 of 474



ORACLE’

}

1
)
)
},

"sour ceVersion":

"topic": "string"

2.66 Data Sources

Table 2-342 Supported REST APIs
|

Create Data Sources

ypell " I_bst n

"string",

HTTP Method or
Custom Operation

Resource URI

Chapter 2
Data Sources

Possible Result Code

Get Data Sources

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
datasources/
{datasourceName}

See Table A-1

Update Data Sources

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
datasources/
{datasourceName}

See Table A-2

Delete Data Source

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
datasources/
{datasourceName}

See Table A-4

Create Data Sources

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
datasources

See Table A-3

Import Data Sources

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
datasources/import

See Table A-3

Export Data Sources

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
datasources/export

See Table A-1

Get, Create, and Update Data Sources

Table 2-343 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name string M Data Source Name
description string (0] Details about the data source.
type string (0] Type of data source. Possible
values are: Enum:[ LDAP, Sy]
admin_state boolean (@] when value is set to true,
datasource (Sy) interaction takes
place.
Default Value: true
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Table 2-343 (Cont.) Request/Response Body Parameters

Chapter 2
Data Sources

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

realm string (0] Defines the realm of the primary
and optional secondary servers to
connect (required).

enable_subscriptio | boolean (0] Indicates whether MPE needs to

n subscribe to notifications from
SH.
Default Value: true

use_notif_eff boolean (0] Specifies the User Data Request /
Answer will allow multiple data
references, Service Indications,
and Identity Sets. The User Data
Answer will be able to combine
DataReference items resulting in
the User Data Answer contents
including a single XML document
with the separate XML sections
populated.

ocs_from_peer_no | boolean (0] Selecting diameter peer nodes as

des primary, secondary, tertiary, and
quaternary servers for Sy data
source type.

refPeerNodePrimar | string (0] Primary diameter peer node

y server.

refPeerNodeSecon | string (0] Secondary diameter peer node

dary server.

refPeerNodeTertiar | string (0] Tertiary diameter peer node

y server.

refPeerNodeQuater | string (0] Quaternary diameter peer node

nary server.

timer_profile string - -

read_connection string (0] Number of read connections
established with data source.
Possible values are: Enum:[ 1, 2,
3,4,5,6,7,8,9, 10]

primary_server PrimaryServer M Primary data source server. The
LDAP connection will be
established with primary data
source.

secondary_server |[CommonServer |O Secondary data source server. If
Primary server is not reachable,
then LDAP connection will be
established with secondary (if
available).

tertiary_server CommonServer | O Tertiary data source server. If

primary and secondary are not
reachable, then LDAP connection
will be established with tertiary (if
available) .
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Chapter 2
Data Sources

Table 2-343 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
quaternary_server | CommonServer |O Quaternary data source server. If
primary , secondary and tertiary
are not reachable then LDAP
connection will be established
with tertiary (if available) .
search_criteria SearchCriteria (0] The criteria on which the data
source search will be performed.
search_filter SearchFilter (0] The search filter during the data
source search.
Idap_retry LdapRetry (0] The retry configuration for LDAP

requests.

Table 2-344 PrimaryServer

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
identity string M Primary server identity.
addr string M Load balancer IP of
Diameter gateway.
port string M Primary server Port.
Possible values are:
Enter a range in
[0-65535] number.

Table 2-345 CommonServer

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
identity string @] Common server identity.
addr string 0] Load balancer IP of
Diameter gateway.
port string M Common server Port.
Possible values are:
Enter a range in
[0-65535] number.

Table 2-346 SearchCriteria

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

rootDN string O -

baseDN string (@) -
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Table 2-346 (Cont.) SearchCriteria

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
type string (0] Possible values are:
Enum:[ NAI, MSISDN,
IMSI ]

Table 2-347 SearchFilter

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
id_filters_type string (@) Possible values are:
Enum:[ NAI, MSISDN,
IMSI |

Table 2-348 LdapRetry

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
retry_enabled Boolean o Possible values are:
True, False.
max_retry_count Integer O Possible values are: 1,
2.
retry_on_error_timeout  List of Integers o Possible values are:

Positive Integers

Sample Request body structure for GET, POST, and PUT operations:

—~

"name": "string",
“description": "string",
“type": "LDAP",
"admi n_state": true,
"realm': "string",
“enabl e_subscription": true,
"use notif _eff": true,
"ocs_from peer_nodes": true,
"ref Peer NodePrimary": "string",
"r ef Peer NodeSecondary": "string",
"ref Peer NodeTertiary": "string",
"ref Peer NodeQuat ernary": "string",
"sh_profile": "vi",
“timer_profile": "string",
"read_connection": "1",
"primry_server": {

"identity": "string",

"addr": "string",

"port": "string"
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}1
"secondary_server":
"identity": "stri
"addr": "string",
"port": "string"
}1
"tertiary_server":
"identity": "stri
"addr": "string",
"port": "string"

I8

"quaternary_server"

"identity": "stri
"addr": "string",
"port": "string"

I8

"search_criteria":

{
ng",

{
ng",

-
ng",

{

"rootDN': "string",
"baseDN': "string",

utypeu: n NAl "
}

earch_filter": {

"id filters_type"

"retry_on_error_timeout": [O0]

}

“ldap_retry": {
"retry_enabl ed":
"max_retry_count”

}

}

Delete Data Sources

: " ’\IAI n

true,
. 0,

Table 2-349 Request/Response Body Parameters

Chapter 2
Data Sources

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

Data Source Name string M Data Source Name

Export/limport Data Sources

Table 2-350 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string - Current timestamp
exportData array - Exported list of data
sources. For more
information, see Get,
Create, and Update
Data Sources.
key string - Indicates the ID
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Table 2-350 (Cont.) Request/Response Body Parameters

Chapter 2
Data Sources

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
sourceVersion string - System version of the
product from which data
is exported
systemVersion string -
topic string - Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"systemversion": "string",
"topic": "string",
"sourceVersion": "string",

"date": "string",
"exportData": [

{

"name": "string",
"description": "string",
"type": "LDAP",
"adm n_state": true,
"realnm: "string",
"enabl e_subscription": true,
"use_notif eff": true,
"ocs_from peer_nodes": true,
"ref Peer NodePrimary": "string",
"ref Peer NodeSecondary": "string",
"ref Peer NodeTertiary": "string",
"ref Peer NodeQuat ernary": "string",
"sh_profile": "v1",
“timer_profile": "string",
"read_connection": "1",
"primry_server": {
“identity": "string",
"addr": "string",
"port": "string"
b
"secondary_server": {
"identity": "string",
"addr": "string",
"port": "string"
b
"tertiary_server": {
“identity": "string",
"addr": "string",
"port": "string"
b
"quaternary_server": {
"identity": "string",
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“addr": "string",
"port": "string"

¥

"search_criteria": {
“rootDN': "string",
"baseDN': "string",
"type": "NAI"

}

earch_filter": {
"id_filters_type": "NAI"

}
}
1,
"errors": [
{
"nanme": "string",
"message”: "string"
}

]
}

2.67 Bulk Import Export Controller

Table 2-351 Supported REST APIs

Chapter 2

Bulk Import Export Controller

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Bulk Import POST {apiRoot}/oc-cnpolicy- |200: OK
configuration/v1/ 201: Created
administration/import 401 Unauthorized
403: Forbidden
404: Not Found
Import Status GET {apiRoot}/oc-cnpolicy- |200: OK
configuration/v1/ 401: Unauthorized
administration/import/ . .
{importResourceld}/ 403: Forbidden
status 404: Not Found
Import Report GET {apiRoot}/oc-cnpolicy- |200: OK
configuration/v1/ 401: Unauthorized
administration/import/ ) .
{importResourceld}/ 403: Forbidden
report 404: Not Found
Import Resource Ids GET {apiRoot}/oc-cnpolicy- |200: OK
configuration/vl/ 401: Unauthorized
administration/import 403: Forbidden
404: Not Found
Bulk Export POST {apiRoot}/oc-cnpolicy- |200: OK
configuration/vl/ 201: Created
administration/export 401: Unauthorized
403: Forbidden
404: Not Found
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Table 2-351 (Cont.) Supported REST APIs
|

Chapter 2
Bulk Import Export Controller

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Export Status for GET {apiRoot}/oc-cnpolicy- |200: OK
Policy configuration/v1/ 401: Unauthorized
administration/export/ . .
{exportResourceld}/ 403: Forbidden
status 404: Not Found
Export Report for GET {apiRoot}/oc-cnpolicy- |200: OK
Policy configuration/vl/ 401: Unauthorized
administration/export/ ) .
{exportResourceld}/ 403: Forbidden
report 404: Not Found
Download Exported GET {apiRoot}/oc-cnpolicy- |200: OK
File configuration/v1/ 401: Unauthorized
administration/export/ . .
{exportResourceld}/ 403: Forbidden
download 404: Not Found
Export Resource lds GET {apiRoot}/oc-cnpolicy- |200: OK
configuration/v1/ 401: Unauthorized
ini ti t .
administration/expor 403: Forbidden
404: Not Found

@® Note

The Bulk Import/Export APIs return a Resour cel d in response to the POST
request. The Resour cel d is the background task id for the POST operations. This id
can be used to track the import or export requests, and download the export data.

For example, the POST API for bulk export operation takes MO name as input. The
response of this API contains the resource id of the file created for export. You can use
this resource Id to download the export data at any point of time.

Below are the status displayed by Bulk import/export:
* IN_PROGRESS: The import/export is running.

« DONE: The import/export is finished. Following are the possible status if the import/export

is in DONE status:

— SUCCESS : The import/export is successful

— FAILED : The import/export is failed

— PARTIAL_SUCCESS : The import/export is partially successful
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2.68 Consistent Logging Level

Table 2-352 Supported REST APIs - Consistent Logging Level
|

Chapter 2
Consistent Logging Level

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get All (Export) GET /oc-cnpolicy- See Table A-1

Consistent Logging configuration/vl/

Level conLoggingLevelConfi
gl/export/{serviceType}

Import Consistent POST /oc-cnpolicy- See Table A-3

Logging Level configuration/vl/
conLoggingLevelConfi
g/import/{serviceType}

Get Consistent GET /oc-cnpolicy- See Table A-1

Logging Level configuration/vl/
conLoggingLevelConfi
g/{serviceType}

Update Consistent PUT /oc-cnpolicy- See Table A-2

Logging Level configuration/vl/
conLoggingLevelConfi
g/{serviceType}

Get and Update Consistent Logging Level

Table 2-353 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
appLogLevel String M Defines the application's root log
level.
packagelLoglLevel: String (0] Defines the log level for the
logLevelForPackage package.
packagelLogLevel:pac | String (0] Defines the package name.
kageName
serviceType String M Specifies the following supported

service types:

PCRF Core
PCF Session Management
PCF Access and Mobility
PCF UE Policy

PCF User Connector
NRF Discovery Client
NRF Management Client
Policy DS

Sample Request body for Consistent Logging Level PUT operation:

{

"appLogLevel ": "DEBUG',
"packagelLogLevel ": [

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 311 of 474




ORACLE’

{
"| ogLevel For Package": "DEBUG',

"packageNanme": "string"
}
]
}

Chapter 2
Consistent Logging Level

Sample Response body structure for Consistent Logging Level GET and PUT operation:

{
"appLogLevel ": "DEBUG',
"packagelLogLevel ": |
"| ogLevel For Package": "DEBUG',
"packageNanme": "string"
}
]
}

Import and Export Consistent Logging Level

Table 2-354 Request/Response Body Parameters

Field Name Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

date string

Current timestamp

exportData array

Exported list of
Consistent Logging
Level. For more
information, see Get and
Update Consistent

Logging Level.

key string

Indicates the ID

sourceVersion string

System version of
product from which data
is exported

topic string

Topic of each managed
object

Sample Request Body structure for Consistent Logging Level Import and Export

operations:

{
"date": "string",
"exportData": {
"appLogLevel ": "DEBUG',
"packagelLogLevel ": [

{

"l ogLevel For Package": "DEBUG',

"packageName": "string"
}
]
e
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n keyll : n st r i ngll ,
"sourceVersion": "string",
"topic": "string"

}

2.69 Load Shedding Profile

This section describes the available service URIs to create and configure load shedding
profiles for CNC Policy.

Table 2-355 Supported REST APIs - Load Shedding Profile
e

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create Load Shedding | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profile configuration/vl/
diameter/
loadsheddingprofiles
Get Load Shedding GET {apiRoot}/oc-cnpolicy- | See Table A-1
Profile configuration/vl/
diameter/
loadsheddingprofiles/
{loadsheddingName}
Update Load Shedding | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Profile configuration/vl/
diameter/

loadsheddingprofiles/
{loadsheddingName}

Export Load Shedding | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Profiles configuration/vl/
diameter/
loadsheddingprofiles/
export

Import Load Shedding | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Profiles configuration/vl/
diameter/
loadsheddingprofiles/
import

Delete Load Shedding | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Profile configuration/vl/
diameter/
loadsheddingprofiles/
{loadsheddingName}

Get, Create, and Update Load Shedding Profile

The following table describes the request and response body parameters used in APIs for load
shedding profiles.
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Table 2-356 Request and Response Body Parameters

Chapter 2
Load Shedding Profile

The supported values
are:
e Overload Control

e congestion

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
loadSheddingRules | CongestionLoadShed | Optional Specifies the list of configured
dingRules Congestion Load Shedding
Rules.
name string Mandatory Specifies the ungiue name of the
load shedding profile.
overloadLoadSheddin | OverloadLoadSheddi | Optional Specifies the list of configured
gRules ngRules Overload Load Shedding Rules.
type Enum Optional Specifies the type of load

shedding profile. The load
shedding profile can be one of
the following types:

e Congestion Control

*  Overload Control

Table 2-357 CongestionLoadSheddingRules

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ansWithResultCode | Enum Optional Specifies the result code,
The supported values returned in the answer response,
are: when request message is
- DIAMETER_TO rejected as part of congestion
O_BUSY control.
. DIAMETER_UN
ABLE_TO_COM
PLY
«  DIAMETER_UN
ABLE_TO_DELI
VER
. EXPERIMENTAL
_RESULT_COD
E
discardPriority integer Mandatory Specifies the discard priority for
the congestion load shedding
rule. The discard priority value
can be a number from 0 to 15.
Any request message with equal
or lower priority is rejected.
resultCode integer Conditional Note: Specify a value for this

parameter when you choose
EXPERI MENTAL_RESULT_CO
DE value for the

ansW t hResul t Code parameter.

Specifies the custom result code,
which is returned in the answer
response when service request is
rejected due to congestion
control.
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Table 2-357 (Cont.) CongestionLoadSheddingRules
|

Chapter 2
Load Shedding Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
state Enum Optional Specifies the type of state for
The supported values which you are defining the rule.
are:
« CONGESTED
* DANGER_OF_C
ONGESTION
vendorld integer Conditional Note: Specify a value for this

parameter when you choose
EXPERI MENTAL_RESULT_CO
DE value for the

ansWt hResul t Code parameter.

Specifies the vendor ID, which is
returned in the answer response
when service request is rejected
due to congestion control.

Table 2-358 OverloadLoadSheddingRules
- _________________ |

The supported values
are:

. L1
. L2
. L3
. L4

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ansWithResultCode | Enum Optional Specifies the result code,
The supported values returned in the answer response,
are: when request message is
« DIAMETER_TO rejected as part of overload
O_BUSY control.
+ DIAMETER_UN
ABLE_TO_COM
PLY
+ DIAMETER_UN
ABLE_TO_DELI
VER
EXPERIMENTAL
_RESULT_COD
E
discardPriority integer Mandatory Specifies the discard priority for
the overload shedding rule. The
discard priority value can be a
number from 0 to 15. Any request
message with equal or lower
priority is rejected.
level Enum Mandatory Specifies the name of the level.

The name specified in this
parameter must match the level
name in Ingress Gateway's
ocdiscardpolicies.
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Table 2-358 (Cont.) OverloadLoadSheddingRules

Chapter 2
Load Shedding Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
resultCode integer Conditional Note: Specify a value for this
parameter when you choose
EXPERI MENTAL_RESULT_CO
DE value for the
ansW t hResul t Code parameter.
Specifies the custom result code,
which is returned in the answer
response when service request is
rejected due to overload control.
vendorld integer Conditional Note: Specify a value for this

parameter when you choose
EXPERI MENTAL_RESULT_CO
DE value for the

ansW t hResul t Code parameter.

Specifies the vendor ID, which is
returned in the answer response
when service request is rejected
due to overload control.

Sample Request body for Load Shedding Profile (PUT and POST operations):

"ansWthResul t Code": " DI AVMETER TOO BUSY",

"ansWthResul t Code": "Dl AMETER_TOO _BUSY",

{
"| oadSheddi ngRul es": [
{
"discardPriority": 0,
"resul t Code": 0,
"state": "CONGESTED',
"vendorld": O
}
1,
"nane": "string"
"over | oadLoadSheddi ngRul es”
{
"discardPriority": 0,
“level ": "L1",
"resul t Code": 0,
"vendorld": O
}
1,
"type": "DI AVETER TOO BUSY"
}
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Chapter 2
Load Shedding Profile

Sample Response body for Load Shedding Profile (PUT, GET, and POST operation):

"ansW t hResul t Code": " DI AMETER _TOO _BUSY",

{
"| oadSheddi ngRul es": |

{
“discardPriority": 0,
"resul t Code": 0,
"state": "CONGESTED',
"vendorld": 0

1

],

"nane": "string",

"over | oadLoadSheddi ngRul es":

"ansW t hResul t Code": " DI AMETER _TOO _BUSY",

{
“discardPriority": 0,
"level": "L1",
"resul t Code": 0,
"vendorld": 0

}

]1
"type": "DI AVETER TOO BUSY"

Import and Export Load Shedding Profile

Table 2-359 Request and Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Optional Specifies the current
timestamp.

errors.message string Optional The reason of the
failure.

error.name string Optional Name of the
components that the
user is unable to export
or import successfully.

exportData array Mandatory Exported list of Load
Shedding Profiles. For
more information, see
Get, Create, and Update
Load Shedding Profile.

key string Optional Indicates the ID of the
load shedding profile.

sourceVersion string Optional System version of
product from which data
is exported.

topic string Mandatory Topic of each managed
object.
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Sample Request Body structure for Load Shedding Profile Import and Export

operations:
{
"date": "string",
“errors": [
{
"message": "string",
“name": "string"
1
1,
"exportData": [
{
"| oadSheddi ngRul es": |
{
"ansWt hResul t Code": " DI AMETER TOO BUSY",
"discardPriority": 0,
"resul t Code": O,
"state": "CONGESTED',
"vendorld": O
}
1,
“name": "string",
"over| oadLoadSheddi ngRul es": [
{
"ansWt hResul t Code": " DI AMETER TOO BUSY",
"discardPriority": 0,
"level": "L1",
"resul t Code": O,
"vendorld": O
}
1,
“type": "DI AVETER TOO BUSY"
}

]

n eyll: IlStrI ng",
"sourceVersion": "string",
"topic": "string"

2.70 Message Priority Profile

Table 2-360 Supported REST APIs - Message Priority Profile

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Message POST {apiRoot}/oc-cnpolicy- | See Table A-3
Priority Profile configuration/vl/
diameter/

messagepriorityprofiles
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Chapter 2
Message Priority Profile

Table 2-360 (Cont.) Supported REST APIs - Message Priority Profile
|

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Get Message Priority
Profile

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
diameter/
messagepriorityprofiles
/
{messagepriorityName

}

See Table A-1

Update Message
Priority Profile

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
diameter/
messagepriorityprofiles
/
{messagepriorityName

}

See Table A-2

Export Message
Priority Profiles

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
diameter/
messagepriorityprofiles
lexport

See Table A-1

Import Message
Priority Profiles

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
diameter/
messagepriorityprofiles
/import

See Table A-3

Delete Message
Priority Profile

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
diameter/
messagepriorityprofiles
/
{messagepriorityName

}

See Table A-4

Get, Create, and Update Message Priority Profile

Table 2-361 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
name string Mandatory Unique name of the message
priority profile.
priorityRules [] array Optional Specifies configured message
priority rules.
priorityRules conditions Optional Specifies the conditions for
[].conditions message priority rule.
priorityRules string Mandatory Specifies the type of application.
[].conditions.applicati
on
priorityRules string Mandatory Specifies the type of message for
[].conditions.message the selected application.
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Table 2-361 (Cont.) Request/Response Body Parameters

Chapter 2
Message Priority Profile

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

priorityRules
[].conditions.preDefin
edAVPConditions

array Optional

Specifies the pre-defined AVP
conditons.

enableDRMPPriority | boolean Optional

When this switch is enabled, the
priority for the message rule is
assigned from DRMP AVP.

enableOCMessagePr | boolean
iority

Optional

When this switch is enabled, the
prioroty for the message rule is
assigned from OC- Message-
Priority header attribute.
Note: In case both Use DRVP
PriorityandUse OC
Message-Priorityis
enabled, then OC- Message-
Priority value is considered. In
case both are disabled then the
default message priority is
considered.

messagePriority integer Mandatory

Specifies the priority assigned to
the message. It can be a number
from O to 15.

ruleName string Mandatory

Specifies the unique name of the
message priority rule.

rulePriority integer Mandatory

Specifies the priority assigned to
the message priority rule.

Sample Request body for Message Priority Profile PUT operation:

{
"name": "string",
"priorityRules": [
{

"rul eNane": "string",
"messagePriority": 8,
"rulePriority": 3,
"enabl eDRVPPriority": true,
"enabl eOC\MessagePriority": true,
"condi tions": {

"application": "&",

"message": "CCR',

" preDefi nedAVPCondi tions": [

{

"condi tionNane": "CC-Request- Type",

"condi tionCperator": "EQUALS",

"condi tionCSl Dval ue": [

"string"

1,
"condi tionCCRTVal ue": "UPDATE_REQUEST",
"condi ti onRxRTVal ue": [

"I NI TI AL_REQUEST"
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] L

"condi tionServi ceURNI Dval ue": [
"string"

] L

"condi tionMPS| dVal ue": [
"string"

] L

"conditionMCPTTI dVal ue": |
"string"

] L

"condi tionMCVi deol dVal ue": |
"string"

]

ondi tionReservPriorityValue": [
"string"
] Ll
"condi ti onSNRTypeVal ue": |
" ABORT_SESSI ON_REQUEST"

] L

"conditi onDRMPVal ue": |
"string"

] L

"conditionCcMsgPriorityValue": [
"string"

]

}
]
}

Chapter 2
Message Priority Profile

Sample Response body structure for Message Priority Profile GET and PUT operation:

{
"nane": "string",
"priorityRules": [
{

“rul eNane": "string",
"messagePriority": 8,
“rulePriority": 3,
"enabl eDRVPPriority": true,
"enabl eOCMessagePriority": true,
"condi tions": {
"application": "Gx",
"message”: "CCR',
"“preDefi nedAVPCondi tions": [
{
"condi tionNane": "CC-Request- Type",
"condi tionCperator": "EQUALS',
"condi tionCSlI Dval ue": [
"string"
]

"condi ti onCCRTVal ue": "UPDATE REQUEST",
"condi ti onRxRTVal ue": [
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"I'NI TI AL_REQUEST"

]

"string"

1,

"condi tionMPS| dVal ue": [

"string"

1,

"condi ti onMCPTTI dVal ue": [

"string"

1,

"condi ti onMCVi deol dVal ue":

"string"

]

"string"

]

1,

"condi ti onDRVMPVal ue":

"condi ti onSNRTypeVal ue": [
" ABORT_SESSI ON_REQUEST"

"string"

]

ondi tionCcMsgPriorityVal ue":

"string"

Import and Export Message Priority Profile

"condi tionServi ceURNI Dval ue": [

ondi tionReservPriorityValue": [

Table 2-362 Request/Response Body Parameters

Chapter 2
Message Priority Profile

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors.message string The reason of the
failure.
errors.name string Name of the
components that failed
to export or import.
exportData array Exported list of Message
Priority Profile. For more
information, see Get,
Create, and Update
Message Priority Profile.
key string Indicates the ID
sourceVersion string System version of

product from which data
is exported
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Table 2-362 (Cont.) Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
topic string Topic of each managed
object

Sample Request Body structure for Message Priority Profile Import and Export
operations:

{
"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [

{

name": "string",
“priorityRules": [
{
“rul eNane": "string",
"messagePriority": 8,
“rulePriority": 3,
"enabl eDRVPPriority": true,
"enabl eCCMessagePriority": true,
"conditions": {
"application": "G&x",
"message": "CCR',
"preDefi nedAVPCondi tions": [
{
"condi tionName": " CC- Request- Type",
"condi tionCperator": "EQUALS",
"condi tionCSl Dval ue": [
"string"
1,
"condi tionCCRTVal ue": "UPDATE_REQUEST",
"condi ti onRxRTVal ue": [
"I NI TI AL_REQUEST"
1,
"condi tionServi ceURNI Dval ue": |
"string”
1,
"condi ti onMPSI dVal ue": |
"string"
1,
"condi ti onMCPTTI dVal ue": |
"string"
1,
"condi ti onMCVi deol dVal ue": [
"string"
1,
"condi tionReservPriorityVal ue": |
"string"

1,
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"condi ti onSNRTypeVal ue": |
" ABORT_SESSI ON_REQUEST"

] 1

“condi ti onDRVPVal ue": [
"string"

]

“conditionOcMsgPriorityValue": |

"string"
]
}
]
}
}
]
}
1,
"errors": [
{
"nanme": "string",
"message”: "string"
}

]
}

2.71 Congestion Threshold

Table 2-363 Supported REST APIs - Congestion Threshold

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Congestion GET {apiRoot}/oc-cnpolicy- | See Table A-1
Threshold configuration/vl/

threshold/

{serviceType}

{serviceType} available
value is "diam-

gateway"
Update Congestion PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Threshold configuration/vl/

threshold/

{serviceType}

{serviceType} available
value: "diam-gateway"

Export Congestion GET {apiRoot}/oc-cnpolicy- | See Table A-1
Thresholds configuration/vl/

threshold/export/

{serviceType}

{serviceType} available
value: "diam-gateway"
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Table 2-363 (Cont.) Supported REST APIs - Congestion Threshold
|

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Import Congestion
Thresholds

POST

configuration/vl/
threshold/import/
{serviceType}

{apiRoot}/oc-cnpolicy-

{serviceType} available
value: "diam-gateway"

See Table A-3

Get and Update Congestion Threshold

Table 2-364 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
stateCalculationInterv | integer Mandatory Specifies the interval at which
al congestion state is calculated.
stateChangeSample | integer Mandatory Specifies the continuous sample
Count counts for which calculated state

remains the same.

thresholds Threshold Mandatory An array to define threshold

values for each resource for a
given state,

Table 2-365 Request/Response Body Parameters for Thresholds

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
state string Optional Specifies the congestion state.
The state can be in either
DANGER_OF _CONGESTI ONand
CONGESTED.
resourceUsagelLimit | ResourceUsageLimit | Mandatory Specifies the resource usage

limit for a defined state.

Table 2-366 Request/Response Body Parameters for ResourceUsageLimit

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
cpu integer Mandatory Specifies the threshold value for

CPU message.

For
DANGER_OF_CONGESTION
(DOC) state, CPU default value:
60

For CONGESTED state, CPU
default value: 80
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Table 2-366 (Cont.) Request/Response Body Parameters for ResourceUsageLimit

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
memory integer Mandatory Specifies the threshold value for
memory message.
Default Value: 60
queue integer Mandatory Specifies the threshold value for

number of messages in the
queue

For
DANGER_OF_CONGESTION
(DOC) state, Queue count default
value: 20

For CONGESTED state, Queue
count default value: 50

Sample Request body for Congestion Threshold GET and PUT operation:

{

"stateCal cul ationlnterval": 100,
"st at eChangeSanpl eCount ": 10,
"thresholds": [

{
"state": "CONGESTED',
“resourceUsageLimt": {
"cpu": 80,
"menory": 60,
"queue": 50
}
¥
{
"state": "DANGER_OF CONGESTI ON',
“resourceUsageLimt": {
"cpu": 60,
"menory": 60,
"queue": 20
}
}

]
}

Import and Export Congestion Threshold

Table 2-367 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp
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Table 2-367 (Cont.) Request/Response Body Parameters

Chapter 2
Congestion Threshold

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

errors.message

The reason of the
failure.

errors.name

Name of the
components that failed
to export or import.

exportData

array

Exported list of
Congestion Threshold.
For more information,

see Get and Update
Congestion Threshold.

key

string

Indicates the ID

sourceVersion

string

System version of
product from which data
is exported

topic

string

Topic of each managed
object

Sample Request Body structure for Congestion Threshold Import and Export

"stateCal cul ationlnterval ":

operations:
{
"date": "string",
“errors": |
{
"message”: "string",
"name": "string"
}
]!
"exportData": {

"st at eChangeSanpl eCount ":

"threshol ds": [

"state": "CONGESTED',

"resourceUsageLimt": {

"state": "DANGER_OF_ CONGESTI ON',
"resourceUsageLimt": {

80,

60,

{
"cpu”: 80,
" menory"
"queue": 50
}
H
{
"cpu”: 60,
" menory"
"queue": 30
}
}

]
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}

I8

"sour ceVersion":
"topic": "string"

2.72 Peer Node Sets

(Required) <Enter introductory text here, including the definition and purpose of the concept.>

"string",

Table 2-368 Supported REST APIs
e

Description

HTTP Method or
Custom Operation

Chapter 2
Peer Node Sets

Resource URI Possible Result Code

Create Peer Node Set

POST

{apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/

diameter/peernodesets

Get Peer Node Set

GET

{apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
diameter/
peernodesets/

{peerNodeSetName}

Update Peer Node Set

PUT

{apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
diameter/
peernodesets/

{peernodesetName}

Delete Peer Node Set

DELETE

{apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
diameter/
peernodesets/

{peerNodeSetName}

Get, Create, and Update Peer Nodes

Table 2-369 Request/Response Body Parameters

Field Name Data Type Mandato | Description

ry(Mm)/

Optional(

0)/

Conditio

nal(C)
description String (0] Description of the Peer Node Set
name String (0] Unique Name of the Peer Node Set.
realm String (0] The realm name, that is, FQDNs to all of that

computers that transact diameter traffic.

Primary Server String (0] The primary server for a TDF client.
Secondary Server String (0] The Secondary server for a TDF client.
Tertiary Server String O The Tertiary server for a TDF client.
Quaternary Server String (0] The Quaternary server for a TDF client.

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 328 of 474



ORACLE Chapter 2
Peer Nodes

Sample Request body structure for POST and PUT operations:

{
"description": "string",
"nane": "string",
"realnf: "string",
"ref Peer NodePrimary": "string",
"r ef Peer NodeQuat ernary": "string",
"r ef Peer NodeSecondary": "string",
"ref Peer NodeTertiary": "string",
"type": "tdf"

Sample Response body structure for GET, POST, and PUT operations:

"description": "string",

"name": "string",

"realnf: "string",

"ref Peer NodePrimary": "string",
"ref Peer NodeQuat ernary”: "string",
"ref Peer NodeSecondary": "string",
"ref Peer NodeTertiary": "string",
"type": "tdf"

2.73 Peer Nodes

Table 2-370 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Peer Node POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
diameter/peernodes

Get All (Export) Peer | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Nodes configuration/vl/
diameter/peernodes/
export

Import Peer Nodes POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
diameter/peernodes/
import

Get Peer Node GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
diameter/peernodes/
{peernodeName}

Update Peer Node PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
diameter/peernodes/
{peernodeName}
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Table 2-370 (Cont.) Supported REST APIs
|

HTTP Method or
Custom Operation

Description

Resource URI

Chapter 2
Peer Nodes

Possible Result Code

Delete Peer Node DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
diameter/peernodes/
{peernodeName}

See Table A-4

Get, Create, and Update Peer Nodes

Table 2-371 Request/Response Body Parameters

Field Name Data Type Mandato | Description
ry(Mm)/
Optional(
0)/
Conditio
nal(C)
diamName String (@) Unigue Name of the Peer Node
dtype String (0] Defines which type of Diameter Service it
should take up. The value can be Application
function (af) or diameter routing agent(dra).
host String (@) The host name. Enter a FQDN, ipv4 or ipv6
address available for establishing diameter
transport connections to the peer node.
identity String (0] An identity to define a node in a realm.
initiateConnection boolean (@) Set it to True to initiate a connection for this
peer node.
Default Value: FALSE
port Number (0] The port number. Enter a number from 0 to
65535.
realm String (@] The realm name, that is, FQDNs to all of that
computers that transact diameter traffic.
reconnectLimit Number

Sample Request body structure for POST and PUT operations:

“di amNane": "string",
"dtype": "af",
"host": "string",
"identity": "string",
"initiateConnection":
"port": "3868",
"realm': "string",
"reconnectLimt":

true,

n 3||
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Sample Response body structure for GET, POST, and PUT operations:

{
"di amNane": "string",
"dtype": "af",
"host": "string",
"identity": "string",
"initiateConnection": true,
"port": "3868",
"realnf: "string",
"reconnectLimt": "3"

—

Delete Peer Nodes

DELETE - delete peer node

Table 2-372 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

Peer Node Name string M Peer Node Name

Export/import Peer Nodes

Table 2-373 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of peer
nodes. For more
information, see Get,
Create, and Update
Peer Nodes.
key string Indicates the ID
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

[

{
"date": "string",
“errors": |
{

"message": "string",
n n St r I ngll

nane”:
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1,
"exportData": [
{

“di amNane": "string",
“dtype": "af",
“host": "string",
“identity": "string",
"initiateConnection": true,

“port": "3868",
“realnf: "string",
“reconnectLimt": "3"
}
1
"key": "string",

"sourceVersion": "string",
"topic": "string"

2.74 Access and Mobility Service

Table 2-374 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get Access and GET {apiRoot}/oc-cnpolicy- | See Table A-1
Mobility Service configuration/vl/
services/pcfam
Update Access and PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Mobility Service configuration/vl/
services/pcfam
Export Access and GET {apiRoot}/oc-cnpolicy- | See Table A-1
Mobility Management configuration/vl/
Service services/pcfam/export
Import Access and POST {apiRoot}oc-cnpolicy- | See Table A-3
Mobility Service configuration/v1/
services/pcfam/import

Get and Update Access and Mobility Service

Table 2-375 Request/Response Body Parameters
O

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
app AppConfiguration (0]
system AMServiceSystemC | O
onfiguration
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Table 2-376  AppConfiguration

Chapter 2
Access and Mobility Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
defaultRfsp string (0] RFSP (Rat Frequency
Selection Priority)
defaultServAreaResCfgl | string (0] SAR (Service Area
d Restriction)
defaultTriggers ENUM 0]

Table 2-377 AMServiceSystemConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

amfNotificationRetryProf
ile

string

o

Specifies the retry
profile configuration for
Access and Mobility
service.

amNfCommProfile

string

Specifies the NF
communication profile
used by AMF.

enableHttp2Client

boolean

Enables http2 client.
Default Value: TRUE

isSubscribe

boolean

Indicates whether
service is subscribed.
Default Value: TRUE

isValidateUser

boolean

Determines if user
validate is enabled.
HTTP 400 with cause
USER_UNKNOWN
returns, if this is enabled
and user not found in
UDR. Default Value:
FALSE

logList

AMServiceSystemConfi
gurationLogList

rootLogLevel

string, ENUM

Indicates the log level of
PCF Session
Management (SM)
service. Default Value:
WARN

usePolicyService

boolean

If selected, uses the
policy service.
Component tracing is
used to evaluate system
process latency in detail
level. Default
Value:TRUE

useUserPolicy

boolean

If selected uses the user
service. Default
Value:TRUE
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Table 2-377 (Cont.) AMServiceSystemConfiguration
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
enableLimitingSessionB | boolean (0] Specifies whether to
yPerUser enable the Limiting the

Number of Sessions
functionality.
Default value: false

maxSessionLimitUser integer C Enables to configure the
maximum number of
sessions to be limited by
the user if Enable Max
Session Limit flag is
enabled.

The value of this
parameter ranges
between 1 and 2.

Default value: 1

Table 2-378 AMServiceSystemConfigurationLogList
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

level ENUM 0]

name string M

Table 2-379 UserConfiguration
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

validateUser (0] Determines if user

validate is enabled.
HTTP 400 with cause
USER_UNKNOWN
returns, if this is enabled
and user not found in
UDR. Default Value:
FALSE
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Table 2-379 (Cont.) UserConfiguration

Chapter 2
Access and Mobility Service

Field Name Data Type Mandatory(M)/
Optional(O)/
Conditional(C)

Description

queryUserOnCreate boolean (0]

Determines if user query
from UDR is enabled.
When this option is
enabled, PDS queries
the UDR about the
subscriber contained in
the UE Association
create request by
sending a GET request
for “ue-policy-set”
resource on the nudr-dr
service.

Default Value: true

subscribeToNotify boolean (0]

When Subscribe to
Notify is enabled, Policy
subscribes with the UDR
to get notified on
changes in subscriber
profile.

Default Value: true

queryUserOnUpdate boolean 0]

Determines if user query
from UDR on update is
enabled. When this
option is enabled, PDS
queries the UDR about
the subscriber present in
the UE Association
update request by
sending a GET request
for “ue-policy-set”
resource on the nudr-dr
service.

Default Value: false

queryUserOnTerminate | boolean (0]

Determines if user query
from UDR on delete is
enabled. When this
option is enabled, PCF
queries the UDR about
the subscriber present in
the UE Association
delete request by
sending a GET request
for “ue-policy-set”
resource on the nudr-dr
service.

Default Value: false

Sample Request body structure for POST and PUT operations:

"system': {
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"enabl eLi ni ti ngSessi onByPer User": true,
"maxSessionLimtUser": 1

¥

"user": {
"val i dateUser": fal se,
"queryUserOnCreate": true,
"subscribeToNotify": true,
"queryUser OnUpdat e": fal se,
"queryUser OnTermi nate": fal se

}

olicy": {
"evaluate": true
b
"rules": {
“defaul t ServAreaResCfgl d": "",
“defaul t Triggers": []
b
"audit": {
"enabl e": true,
"queryAMF": fal se,
"notificationRate": 50,
"ttl": 1440,
"maxTt!": 2880,
"frequency": 10

Chapter 2
Access and Mobility Service

Sample Response body structure for GET, POST, and PUT operations:

{

"audit": {
"enabl e": true,
"frequency": 330,
"maxTtl": 2880,
"notificationRate": 50,
"quer yAMF": true,
"ttl": 1440

}

"policy": {
"eval uate": true

b
"rules": {
"defaul t Rf sp": 3,
"defaul t ServAreaResCfgld": "string",
"defaul t Triggers": [
"LCOC_CH!'
]
b
"system': {
"amNf CommProfile": "string",
"anfNotificationRetryProfile": "string"
b
"user": {
"queryUser OnCreate": true,
"queryUser OnTerm nate": true,
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"queryUser OnUpdat e": true,
"subscribeToNotify": true,
"val i dateUser": true

Export/import Access and Mobility Service

Table 2-380 Request/Response Body Parameters

Chapter 2
Access and Mobility Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors:message string
errors:name string
exportData array Exported list of access
and mobility
management service.
For more information,
see Get and Update
Access and Mobility
Service.
sourceVersion string System version of
product from which data
is exported
topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

"date": "string",
"errors": [
{
"message": "string",
" "string"

}
1,

"exportData": {
"audit": {

"enabl e": true,
"frequency": 330,
"maxTtl": 2880,
"notificationRate": 50,
"quer yAMF": true,
"ttl": 1440

nane":

}

olicy": {

"eval uate": true

1

"rules": {

"defaul t Rfsp": 3,

"defaul t ServAreaResCfgld": "string",
"defaul t Tri ggers": [
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"LOC_CH'
]
b
"system': {
"am\f ComProfile": "string",
“anf Notificati onRetryProfile":
b
"user": {
"queryUser OnCreate": true,
"queryUser OnTermi nate": true,
"queryUser OnUpdate": true,
“subscribeToNotify": true,
"val i dateUser": true
!
2
"sourceVersion": "string",

"topic": "string"

}

2.75 Policy Authorization Service

Table 2-381 Supported REST APIs

"string"

Chapter 2
Policy Authorization Service

Description HTTP Method or {apiRoot}/oc- Possible Result Code
Custom Operation chpolicy-

configuration/v1l/

services/pcfpa
Get Policy GET {apiRoot}/oc-cnpolicy- | See Table A-1
Authorization Service configuration/vl/

services/pcfpa
Update Policy PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Authorization Service configuration/vl/

services/pcfpa
Export All Policy GET {apiRoot}/oc-cnpolicy- | See Table A-1
Authorization Service configuration/vl/

services/pcfpa/export
Import Policy POST {apiRoot}oc-cnpolicy- | See Table A-3
Authorization Service configuration/vl/

services/pcfpa/import

Get and Update Policy Authorization Service

Table 2-382 Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/

Conditional(C)aints

Description

imsEmergencySession

ration

IMSEmergencySessi | O
onPAServiceConfigu

system

System
Configuration
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Chapter 2
Policy Authorization Service

Table 2-383 IMSEmergencySessionPAServiceConfiguration
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
emergencyServiceURNS | string (0] Specifies the Uniform

Any number of values
are permitted for
Emergency Service
URNSs

Resource Name (URN)
values for emergency
and other well-known
services.

reservationPriority Types

ENUM

Specifies the IMS
Signalling Priority.

Table 2-384 System Configuration
- _________________________________________ |

e

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
afDirectReply boolean (@) Specifies, if reply must
be sent to AF before the
PCF that sends the
policy decision to SMF,
after successful session
binding.
afNotificationsRetryProfil | string Specifies the retry

profile configuration for
Policy Authorization.

afSubsNotifySegment

string example:
termination

Specifies AF
subscription notify uri
segment appended to
AF subs notify uri. For
example,
{NatificationUri}/notify.
"notify" is the
subscription notify uri
segment.

afTerminateUriSegment

string example:
termination

Specifies AF notify to
terminate uri segment
appended to AF notify
uri. For example,
{NotificationUri}/
termination.
"termination” is the
terminate uri segment.

overrideSupportedFeatu
res

string

Defines the supported
features that can be
configured to override
system embedded
values. Represent a
string separated by
comma. For example,
"InfluenceOnTrafficRoulti
ng,SponsoredConnectivi
ty".

The "™ means an empty
supported feature set.
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Table 2-384 (Cont.) System Configuration

Chapter 2
Policy Authorization Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
paNfCommProfile string 0] Specifies the NF
communication profile
used by AF.
dataCompressionSchem | string (0]
e
authorizationLifetime Long 0] If included implies

authorization lifetime
feature is to be
negotiated, includes a
value higher than 0
specifying Authorization
Lifetime AVP.

Default Value: null

reportPartialFailedEvent

Sample Request body structure for PUT operations:

{

"i msEmer gencySessi on": {

"energencyServi ceURNs": [
"string"
1,
"reservationPriorityTypes": |
"PRIO_1"

]

b

"systent: {
"af DirectReply": true,
"overrideSupportedFeatures": "string",
"af Term nat eUri Segment™: "term nate",
"af SubsNot i fySegment": "notify",
"af NotificationsRetryProfile": "string",
"paNf CommProfile": "string",
"dat aConpr essi onSchenme": "string",
"authLifetime": true,
"reportPartial Fail edEvent”: "1 NDI CATI ON_OF LOSS_OF_ BEARER'

}

}

Sample Response body structure for GET, POST, and PUT operations:

{
"i msEner gencySession": {
"energencyServi ceURNs": [
"string"
] ]
"reservationPriorityTypes": [
"PRIO_1"

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 340 of 474



ORACLE Chapter 2
Policy Authorization Service

]

b
"system': {
"af Direct Repl y": true,
"overrideSupportedFeatures": "string",
"af Term nateUri Segrment™: "termnate",
"af SubsNot i fySegment": "notify",
"af NotificationsRetryProfile": "string",
"paNf CommProfile": "string",
"dat aConpr essi onSchenme": "string",
"authLifetine": true,
"reportPartial Fail edEvent": "I NDI CATI ON_OF_LOSS OF BEARER'
}

Export/import Policy Authorization Service

Table 2-385 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of policy

authorization service.
For more information,
see Get and Update
Policy Authorization
Service.

sourceVersion string System version of
product from which data
is exported

topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": |
{
"message": "string",
“name": "string"
1
]!
"exportData": {

"i neEner gencySessi on": {

"energencyServi ceURNs": [
"string"
1,
"reservationPriorityTypes": |
"PRIO 1"

]

¥

"systen': {
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"af Direct Repl y": true,
"af NotificationsRetryProfile": "string",

"af SubsNot i fySegment": "notify",

"af Termi nateUri Segrment": "termnate",
"overrideSupportedFeatures": "string",

"paNf CommProfile": "string",

Chapter 2
Policy Authorization Service

"reportPartial Fail edEvent": "1 NDI CATI ON_OF_FAI LED_RESOURCES_ALLOCATI ON'

}
b,

"sourceVersion": "string",

"topic": "string"

}

Audit Authorization Service

Table 2-386 Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

enable

boolean

0]

Specifies whether to
enable or disable the
stale Rx session audit
and deletion.

When this parameters is
enabled, SM Service
registers with Audit
service for monitoring
Rx sessions.

Default Value: false

ttl

integer

Specifies the Time To
Live (TTL) of Rx
sessions.

Range: 0-21600
Default Value: 1440

maxTtl

integer

Specifies the maximum
Time To Live (TTL) of Rx
sessions.

Default Value: 4320
Range: 0-21600

notificationRate

integer

Maximum amount of app
session cleanup
requests per second.

Default Value: 50

frequency

integer

Specifies how long the
Audit Service waits for
next audit cycle.

Default Value: 10
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Table 2-386 (Cont.) Request/Response Body Parameters

Chapter 2
Policy Authorization Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

nullAsStale boolean 0] If EXPI RY_TI MESTAMP

or S| TEI D contains
NULL value, (legacy
stale records after
upgrade) they will be
considered in the next
audit cycle as TTL
expired.

Default Value: false

Sample Request Body structure for GET/PUT operations:

{
"systent': {

"af Direct Reply": true,
"overrideSupportedFeatures": "string",
"af Term nateUri Segrment": "termnate",
"af SubsNot i fySegment": "notify",
"af NotificationsRetryProfile": "string",
"paNf CommProfile": "string",
"dat aConpr essi onScheme": "string",
"authLifetim": true,

"reportPartial Fail edEvent": "I NDI CATI ON_OF_LOSS OF BEARER'

msEmer gencySessi on": {

"Any nunber of values are pernitted for Energency Service URNs": [

"string"

]

eservationPriorityTypes": [
"PRIO_1"
]
¢
"nwdaf ": {
"enabl eNwdaf Data": true
2
"audit": {
"enabl e": true,
"ttl": 1440,
"maxTt1": 4320,
"notificationRate": 50,
"frequency": 10,
"nul | AsStal e": true

}

dvancedSettings": [
{
"key": "string",
"value": "string"
1
]
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2.76 UE Policy

Table 2-387 Supported REST APIs
|

Chapter 2
UE Policy

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get UE Policy Service GET {apiRoot}/oc-cnpolicy- See Table A-1
configuration/vl/
services/pcfue
Update UE Policy PUT {apiRoot}/oc-cnpolicy- See Table A-2
Service configuration/vl/
services/pcfue
Export All UE Policy GET {apiRoot}/oc-cnpolicy- See Table A-1
Service configuration/vl/
services/pcfue/export
Import UE Policy POST {apiRoot}/oc-cnpolicy- See Table A-3
Service configuration/v1/
services/pcfue/import

Get and Update UE Policy

Table 2-388 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
amf AMFConfiguration (0]
system UEPolicyServiceSyst| O
emConfiguration
user UserUEPolicyServic | O
eConfiguration
homePLMN HomePLMNConfigur | O
ation
nlMsgTransferSettings N1MessageTransfer | O
SettingsConfiguratio
n
timerSettings TimerSettingsConfig | O
uration
nlMsgRetransmissionSettin | NIMessageRetrans | O
gs missionSettingsConfi
guration
audit AuditConfiguration (0]
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Table 2-389 AMFConfiguration
|

Chapter 2
UE Policy

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

enableHttp11Client boolean 0]

naSMsgTransferMaxSiz | integer ($int32) (0] Enter a range in

e [0-65535] number

amf.ueAMFCommProfile | string 0] Specifies the NF
communication profile
used by AMF.

amf.ueNASCommProfile | string (0] Specifies the NF
communication profile
used by NAS.

amf.ueAMFRetryProfile | string 0]

Notification

amf.ueNASRetryProfilel | string 0]

nitial

amf.ueNASRetryProfileS | string (0]

ubs

amf.ueAMFDiscoveryCri | string (0]

teria

amf.sendShiBhForN1N2 | String (0] Indicates when to send

TransferReq the SBI binding header

for NIN2Transfer

request. The options can

be:

*  When binding
information
changes: Sends the
binding header in
the HTTP request
only whenever there
is a change in the
binding information.

*  Always: Sends the
binding header in all
the N1N2Transfer
requests.

*  Never: Never
includes the binding
header in any
N1N2Transfer
request.

Default value: When
binding information
changes

Note: This configuration
will override the values
being set towards NF
Communication Profile
under NAS (The NF
Communication Profile
for NAS is mandatory to
be set in UE service
configuration).
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Table 2-389 (Cont.) AMFConfiguration

Chapter 2
UE Policy

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
amf.sendRoutingBhForN | String (0] Indicates when to send
1N2TransferReq the routing binding

header for N1IN2Transfer

request. The options can

be:

*  Always: Sends the
routing binding
header in all the
N1N2Transfer
requests.

*  Never: Never sends
the routing binding
header in any
N1N2Transfer
request.

Default value: There is
no default value
configured for this field.

Note:

»  This configuration
will override the
values being set
towards NF
Communication
Profile under NAS
(The NF
Communication
Profile for NAS is
mandatory to be set
in UE service
configuration).

*  Torollback the
value of the
parameter from
"ALWAYS"/"NEVER
" to default value,
click Please Select.

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 346 of 474



ORACLE

Table 2-389 (Cont.) AMFConfiguration

Chapter 2
UE Policy

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

amf.sendDiscHeaderFor
N1N2TransferReq

String

O

Indicates whether to
send the discovery
header for N1IN2Transfer
request when the routing
binding information is
not present. The options
can be:

*  Always: Sends the
discovery header in
all the
N1N2Transfer
requests when the
routing binding
header is not
included.

*  Never: Never sends
the discovery
header in any
N1N2Transfer
request.

Default value: There is
no default value
configured for this field.

Note:

e This configuration
will override the
values being set
towards NF
Communication
Profile under NAS
(The NF
Communication
Profile for NAS is
mandatory to be set
in UE service
configuration).

*  Torollback the
value of the
parameter from
"ALWAYS"/"NEVER
" to default value,
click Please Select.

amf.enableConsolidation

Boolean

Specifies whether to
enable consolidation of
policy decisions for a
UE. When enabled,
multiple sequenced
policy decisions are
consolidated as part of
the next UE Policy
Management Procedure.
Default value: False
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Chapter 2
UE Policy

Table 2-390 UEPolicyServiceSystemConfiguration
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
loglevel String, ENUM (0] Indicates the log level of
PCF Session
Management (SM)
service. Default Value:
WARN
notifUriRoot string (0]
enableLimitingSessionB | boolean o Specifies whether to
yPerUser enable the Limiting the
Number of Sessions
functionality.
Default value: false
maxSessionLimitUser integer C Enables to configure the

maximum number of
sessions to be limited by
the user if Enable Max
Session Limit flag is
enabled.

The value of this
parameter ranges
between 1 and 2.

Default value: 1

Table 2-391 UserUEPolicyServiceConfiguration

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
asyncChfQueryEnabled | Boolean (0] When this button is
enabled, PCF interacts
with CHF in
Asynchronous mode.
chfQueryEnabled Boolean (0] If this switch is enabled,
PCF fetches policy
counters from CHF.
isChfQueryEnabled Boolean 0] If this switch is enabled,
PCF fetches policy
counters from CHF.
queryUser boolean (0] Determines if user query
from UDR is enabled.
Default Value: TRUE
validateUser boolean 0] Determines if user

validate is enabled.
HTTP 400 with cause
USER_UNKNOWN
returns, if this is enabled
and user not found in
UDR. Default Value:
FALSE
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Table 2-391 (Cont.) UserUEPolicyServiceConfiguration

Chapter 2
UE Policy

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

queryUserOnCreate

boolean

0]

Determines if user query
from UDR is enabled.
When this option is
enabled, PDS queries
the UDR about the
subscriber contained in
the UE Association
create request by
sending a GET request
for “ue-policy-set”
resource on the nudr-dr
service.

Default Value: true

subscribeToNotify

boolean

When Subscribe to
Notify is enabled, Policy
subscribes with the UDR
to get notified on
changes in subscriber
profile.

Default Value: true

queryUserOnUpdate

boolean

Determines if user query
from UDR on update is
enabled. When this
option is enabled, PDS
queries the UDR about
the subscriber present in
the UE Association
update request by
sending a GET request
for “ue-policy-set”
resource on the nudr-dr
service.

Default Value: false

queryUserOnTerminate

boolean

Determines if user query
from UDR on delete is
enabled. When this
option is enabled, PCF
queries the UDR about
the subscriber present in
the UE Association
delete request by
sending a GET request
for “ue-policy-set”
resource on the nudr-dr
service.

Default Value: false

uePolicyDataEnabled

Boolean

If this switch is enabled,
PCF fetches
UEPolicyData from
nUDR.
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Table 2-392 HomePLMNConfiguration

Chapter 2
UE Policy

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
mcc Number (0] The Mobile Country
Code and Mobile
Network Code of the
Home PLMN.
Default Value: NA
mnc Number (0] The Mobile Country

Code and Mobile
Network Code of the
Home PLMN.

Default Value: NA

Table 2-393 N1MessageTransferSettings

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

n1lMsgMaxSize

Number

o

Maximum number of
URSP Rules to be
encoded in a single UE
Policy Section (UPSI)
container.

Default Value: 2000

uePolicySectionMaxSize

Number

The maximum size in
bytes of a "MANAGE UE
POLICY COMMAND"
after encoding to send
out to AMF for delivery
to UE.

Default Value: 2000

maxNoOfURSPRules

Number

Maximum number of
URSP Rules to be
encoded in a single UE
Policy Section (UPSI)
container.

Default Value: 4
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Table 2-393 (Cont.) N1MessageTransferSettings
|

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
UE Policy

Description

upscStart

Number

o

This fields indicate the
range of UPSC
allocation by PCF and
can be used to maintain
a dedicated range of
UPSCs used by PCF
generated UPSIs.
Configuring these fields
avoids the conflict of
UPSCs between the UE
built-in UPSC and the
PCF delivered UPSC.

Note: If the UPSI based
policy action is also
used for non-fragmented
URSP delivery, then the
range of UPSCs used by
that method should be
outside the range
configured here.

Default Value: Start:
0

upscEnd

Number

This fields indicate the
range of UPSC
allocation by PCF and
can be used to maintain
a dedicated range of
UPSCs used by PCF
generated UPSiIs.
Configuring these fields
avoids the conflict of
UPSCs between the UE
built-in UPSC and the
PCF delivered UPSC.

Note: If the UPSI based
policy action is also
used for non-fragmented
URSP delivery, then the
range of UPSCs used by
that method should be
outside the range
configured here.

Default Value: End:
65535
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Table 2-394 TimerSettings

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
UE Policy

Description

T 3501 Timer Duration

Number

o

If it's value is zero, T
3501 Timer handling
functionality will be
disabled. If a non-zero
value is configured, then
the timer will be initiated
after every N1 transfer
received successfully
from AMF from the N1
Notify.

Default Value: 5000

backOffTimerDuration

Number

The action to be taken
by PCF when the AMF
notifies the PCF that it
could not deliver the
"MANAGE UE POLICY
COMMAND" message
to UE.

Default Value: 15000

Table 2-395 N1MessageRetransmissionSettings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

On T 3501 Timer Expiry | Enumeration (0] The action to be taken

by PCF when N1
notification is not
received within
configured duration
defined in T 3501 Timer
Duration.

Default Value: Abort
N1 Delivery
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Table 2-395 (Cont.) N1IMessageRetransmissionSettings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
onTransactionFailureNoti | Number (@) The action to be taken
fication by PCF when the AMF

notifies the PCF that it
could not deliver the
"MANAGE UE POLICY
COMMAND" message
to UE.

Default Value: Abort

The value for the Skip
Fragment label must be
"SKIP".

The value for the Re-
Transmit N1 Message
label must be
"RETRANSMIT".

The value for the Abort
N1 Delivery label must

be "ABORT".
onUEPolicyCommandRe | Enumeration 0] The action to be taken
ject by PCF when the UE

notifies the PCF that it
could not process the

"MANAGE UE POLICY
COMMAND" message.

Default Value: Abort

The value for the Skip
Fragment label must be
"SKIP".

The value for the Re-
Transmit N1 Message
label must be
"RETRANSMIT".

The value for the Abort
N1 Delivery label must
be "ABORT".
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Table 2-395 (Cont.) N1IMessageRetransmissionSettings

Chapter 2
UE Policy

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

maxNoOfRetransmissio
ns

Enumeration

0]

Maximum number of re-
transmissions to be
attempted (excluding the
initial attempt) after
which UE service shall
not try further to re-send
the same fragment to
AMF

Default Value: 2

The value of the drop
down items are as
follows:

. Re-Transmit N1
Message-
RETRANSMIT

e Skip Fragment-
SKIP

e Abort N1 Delivery-
ABORT

reTransmissionFailureBe
havior

Enumeration

The behavior of PCF UE
service if the N1
message is not
delivered to the UE after
a maximum number of
re-transmissions have
been tried.

Default Value: Abort

The value for the Skip
Fragment label must be
"SKIP".

The value for the Abort
N1 Delivery label must
be "ABORT".

allowT3501Retransmissi
onConsolidation

Boolean

Specifies whether to
enable consolidation of
UE policy decisions for
re-transmission on
T3501 expiration. When
disabled, no
consolidation is
performed and
sequenced policy
decisions are processed
after the current UE
policy management
procedure or re-
transmission completes.
Default value: False

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02

Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 354 of 474



ORACLE Chapter 2
UE Policy

Table 2-396 AuditConfiguration

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

enable boolean (@] If this flag is enabled,
UE service registers
with Audit service for
auditing the records in
UEPol i cyAssoci ation
table. Once the
registration is
successful, a record for
UE service is created in
the

Audi t Regi stration
table.

Default Value: False

query AMF boolean (0] If this flag is enabled,
the UE service sends
the stale session
notification received
from Audit service to
AMF to check if the
session is present in
AMF.

Default Value: False

notificationRate integer M Defines the maximum
number of stale records,
which Audit Service
notifies to UE service in
one second.

Value of this parameter
ranges between 20 and
700.

Default Value: 50

ttl integer M Defines the age of the
UE Policy Association,
after which a record is
considered to be stale
on PCF and the AMF is
queried (if query AMF is
set to TRUE) for
presence of such
associations.

Value of this parameter
ranges between 1 and
10080.

Default Value: 1440
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Table 2-396 (Cont.) AuditConfiguration

Chapter 2
UE Policy

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

maxTtl integer M

Defines the maximum
age of a UE Policy
Association, after which
a record is considered
as stale and is purged
from PCF UE database
without sending further
queries to AMF.

Value of this parameter
ranges between 1 and
20160.

Default Value: 2880

frequency integer M

Defines the time when
next audit for the UE
service table is done
after delta time if
auditing this table has
been finished before this
specified time.

Value of this parameter
ranges between 1 and
1440.

Default Value: 10

Sample Request body structure for PUT operations:

{
"anf": {
"ueAMFComProfile": "string",
"ueAMFRet ryProfil eNotification": "string",
"ueNASComProfile": "string",
"ueNASRetryProfilelnitial": "string",
"ueNASRet ryProf i | eSubs": "string"
b
"audit": {
"enabl e": true,
"frequency": 5,
"maxTt1": 2880,
"notificationRate": 50,
"quer yAMF": true,
"ttl": 1440
b
"homePLMN': {
"nce": 0,
mc": 0

}

1MsgRet ransni ssi onSettings": {

"maxNoCf Ret ransmi ssions": 2,

"onT3501Ti mer Expi ry": "ABORT",
"onTransactionFailureNotification": "ABORT",
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"onUEPol i cyComandRej ect": " ABORT",

"reTransm ssi onFai | ureBehavi or": "ABORT"
¥
"nlMsgTransferSettings": {

"maxNoOf URSPRul es": 4,

"nlMsgMaxSi ze": 2000,

"uePol i cySecti onMaxSi ze": 2000,

"upscEnd": 65535,

"upscStart": 0

b

"systenm': {
"enabl eLi m tingSessi onByPer User": true,
"maxSessi onLi mi t User": 1,
"notifUriRoot": "string"

b

"tinmerSettings": {
"backO f Ti mer Duration": 15000,
"t 3501Ti mer Duration": 5000

b

"user": {
"asyncChf QueryEnabl ed": true,
"chf Quer yEnabl ed": true,
"i sChf QueryEnabl ed": true,
"queryUser OnCreate": true,
"queryUser OnTerm nate": true,
"queryUser OnUpdat e": true,
"subscribeToNotify": true,
"uePol i cyDat aEnabl ed": true,
"val i dateUser": true

Sample Response body structure for GET and PUT operations:

{
"system': {
"enabl eLi m ti ngSessi onByPer User": true,
"maxSessionLinmitUser": 1

¥

"user": {
"val i dateUser": false,
"queryUserOnCreate": fal se,
"subscribeToNotify": fal se,
"queryUser OnUpdat e": fal se,
"queryUser OnTermi nate": fal se

¥

"homePLMN'": {
"mcet: "0,
"mc": "0"

1

"niMsgTransferSettings": {
"nlMsgMaxSi ze": 2000,

"uePol i cySecti onMaxSi ze": 2000,
"maxNoOf URSPRul es": 4,
"upscStart": 0,
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"upscEnd": 65535
b
"timerSettings": {
"backO f Ti nerDuration": 15000
"t 3501Ti mer Duration": 5000
b
"niMsgRet ransm ssionSettings": {
"onTransactionFailureNotification": "ABORT",
"onT3501Ti mer Expi ry": "ABORT",
"onUEPol i cyCommandRej ect": "ABORT",
"maxNoCOf Ret ransmi ssions": 2,
"reTransm ssi onFai | ureBehavi or": " ABORT"
b
"audit": {
“enabl e": fal se,
"queryAMF": fal se,
"notificationRate": 50,
"ttl": 1440,
"maxTt!": 2880,
"frequency": 10

Export/import UE Policy

Table 2-397 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of UE

policy service. For more
information, see Get and
Update UE Policy

sourceVersion string System version of
product from which data
is exported

topic string Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{

"anf": {
"ueAMFComProfile": "string",
"ueAMFRet ryProfil eNotification": "string",
"ueNASComProfile": "string",
"ueNASRetryProfilelnitial": "string",
"ueNASRet ryProfil eSubs": "string"

}

"audit": {

"enabl e": true,
"frequency": 5,
"maxTtl": 2880,
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"notificationRate": 50,
"quer yAMF": true,
"ttl": 1440
b
"homePLMN": {
"nce": 0,
mc": 0

}1
"nlMsgRet ransmi ssionSettings": {

"maxNoCOf Ret ransni ssi ons": 2,
"onT3501Ti mer Expi ry": "ABORT",

"onTransact i onFai | ureNotification":

" ABORT",

"onUEPol i cyComandRej ect": " ABORT",

"reTransm ssi onFai | ureBehavi or":
¥
"nlMsgTransferSettings": {

"maxNoOf URSPRul es": 4,

"nlMsgMaxSi ze": 2000,

"uePol i cySecti onMaxSi ze": 2000,

"upscEnd": 65535,

"upscStart": 0

}1
"systenm': {

"enabl eLi m ti ngSessi onByPer User ":

"maxSessi onLi m t User": 1,
"notifUriRoot": "string"
}7

"tinmerSettings": {

"backO f Ti mer Duration": 15000,
"t 3501Ti mer Duration": 5000

b

"user": {
"asyncChf QueryEnabl ed": true,
"chf Quer yEnabl ed": true,
"i sChf QueryEnabl ed": true,
"queryUser OnCreate": true,
"queryUser OnTerm nate": true,
"queryUser OnUpdat e": true,
"subscribeToNotify": true,
"uePol i cyDat aEnabl ed": true,
"val i dateUser": true

}

2.77 PCRF Core Service

Description

Table 2-398 Supported REST APIs

HTTP Method or
Custom Operation

n ABO?T“

true,

Resource URI

Chapter 2
PCRF Core Service

Possible Result Code

Get PCRF Core Service

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
settings

See Table A-1
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Table 2-398 (Cont.) Supported REST APIs
|

Chapter 2
PCRF Core Service

Service

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Update PCRF Core PUT {apiRoot}/oc-cnpolicy- See Table A-2
Service configuration/vl/

services/pcrfcore/

settings
Export PCRF Core GET {apiRoot}/oc-cnpolicy- See Table A-1
Service configuration/vl/

services/pcrfcore/

settings/export
Import PCRF Core POST {apiRoot}/oc-cnpolicy- See Table A-3

configuration/vl/
services/pcrfcore/
settings/import

Get and Update Core Service

Table 2-399 Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)aints

Description

advancedSettings

AdvanceSettingsCon
figuration

o

user UserConfiguration (0]

mcptt MCPTTConfiguratio | O
n

audit AuditConfiguration 0]

usageMonService UsageMonServiceC | O
onfiguration

pendingTransaction pendingTransaction |O

Configuration

Table 2-400 AdvancedSettings
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

key string 8

value string (0]

For more information on the Advanced Settings "Keys" and "Values", see PCRF Core Service
Configurations "Settings" section of "Configuring Policy Using CNC Console" in Oracle
Communications Cloud Native Core, Converged Policy User Guide.
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Table 2-401 UserConfiguration

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
enableSubscriberV | boolean (@] If this switch is enabled, PCRF Core
ariables controls the querying and saving of
remote subscriber state variables (SSV)
on PDS.

When CCR message is received by
PCRF Core, then it queries PDS to fetch
SSV for the user, instead of retrieving it
locally.

By default, the switch remains disabled.

IdapData.enable boolean (@] If this is true, PCRF-Core fetches user
profile from LDAP through PDS.
ocsSpendingLimit. | boolean (@) If this is true, PCRF-Core fetches user
enable profile from 4G OCS.
ocsSpendingLimit. | boolean @) When this switch is enabled, PCRF Core
asyncQuery performs on-demand lookup of Policy
Counters for a subscriber.
ocsSpendingLimit.f | boolean 0] When this switch is enabled, PCRF Core
orceLookup forces OCS lookup for Policy counters
for a subscriber.
smPolicyData.enab | boolean o If this value is true, PCRF-Core fetches
le SMPolicyData from nUDR.
smPolicyData.quer | boolean @) Determines if user query from UDR on
yOnDelete delete is enabled. When this option is

true, PCRF Core queries the UDR about
the subscriber present in the SM
Association delete request by sending a
GET request for “SmPolicyData”
resource on the nudr-dr service.

smPolicyData.quer | boolean o Determines if user query from UDR on
yOnReauth reauth is enabled. When this option is
true, PCRF Core queries the UDR about
the subscriber, when it receives a
Reauthorization request, such as Rx or
Policy Authorization request by sending
a GET request for “SmPolicyData”
resource on the nudr-dr service.

smPolicyData.quer | boolean o Determines if user query from UDR on
yOnUpdate update is enabled. When this value is
true, PCRF Core queries the UDR about
the subscriber present in the SM
Association update request by sending a
GET request for “SmPolicyData”
resource on the nudr-dr service.

Note: The PDS caches the subscriber
profile when the “Subscribe To Notify”
option is enabled, in that case, the
PCRF core may not always reach the
UDR when the subscriber profile is
found in the local cache.
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Table 2-401 (Cont.) UserConfiguration

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
PCRF Core Service

Description

smPolicyData.subs
cribeToNotify

boolean

o

When this value is true, the PCRF Core
subscribes with UDR to get notified for
any changes in subscriber profile.

validateUser

boolean

If the User profile, for any of the User
Data types given under the User Data
Types group, is fetched successfully, the
user is considered to be a known user.
However, if the user profile lookup has
failed on all the configured data sources,
the user profile is marked as Unknown.
If this value is true and user is marked
as Unknown, the session creation
requests are rejected.

If this value is false and user is marked
as Unknown, the session creation
requests are handled and sessions are
created successfully.

smPolicyData.auto
Enrollment

boolean

To specify whether to enable or disable
the autoprovisioning of the subscriber
profile at UDR when the subscriber
profile is not available.

smPolicyData.defa
ult.snssai

string

To configure a default S-NSSAI, which
will be used when a subscriber is auto-
enrolled on the UDR. This parameter is
applicable only when Auto-Enrollment
on UDR is set to true. The value
configured here must match the Default
S-NSSAI configured on UDR.

operatorSpecificDa
ta.enable

boolean

If this switch is enabled, PCRF fetches
OperatorSpecificData (imported using
Custom Schema) from nUDR.

operatorSpecificDa
ta.subscribeToNotif

y

boolean

When this switch is enabled, PCRF Core
subscribes to get notified of any
changes in the profile.

Default Value: true

Table 2-402 MCPTT

a range in minutes
from [1-15]

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
defaultBearerARP
Priority Level: enter | integer (0] Indicates the priority level. It ranges

between 1-15.
Default Value: 1
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Table 2-402 (Cont.) MCPTT

Chapter 2
PCRF Core Service

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
Preemption Array O Indicates if the preemption cabaility is
Capability: enter a enabled or disabled. It can take the
from following values:
[PREEMPTION_C e PREEMPTION_CAPABILITY_ENA
APABILITY_ENAB BLED
LED or e PREEMPTION_CAPABILITY_DISA
PREEMPTION_CA BLED
PABILITY_DISABL Default Value:
ED] PREEMPTION_CAPABILITY_ENABLE

D
Preemption Array 0 Indicates if the preemption vulnerability
Vulnerability: enter is enabled or disabled. It can take the
a from following values:
[PREEMPTION_V *  PREEMPTION_VULNERABILITY_
ULNERABILITY_E ENABLED
NABLED or +  PREEMPTION_VULNERABILITY_
PREEMPTION_VU DISABLED
LNERABILITY_DIS Default Value:
ABLED] PREEMPTION_VULNERABILITY_DISA
BLED

defaultPreemption
Control
Default Preemption | Array 0 Includes the Default Preemption Control
Control Info: enter information:
a from e LEAST_RECENT_ADDED_FLOW
[LEAST_RECENT_ +  MOST_RECENT_ADDED_FLOW
ADDED_FLOW or *  HIGHEST_BANDWIDTH_FLOW
XDODSI-EFISRII:ELCOEV’:I/-E)T Default Value:
HIGHEST BAND LEAST_RECENT_ADDED_FLOW
WIDTH_FLOW ]

Table 2-403 AuditConfiguration

Field Name Data Type Mandato | Description
ry(m)/
Optional(
0)/
Conditio
nal(C)
enable boolean M Determines whether to send registration
request to Audit service or not.
By default, this switch is enabl ed.
frequency integer Defines the frequency by which Audit service
notifies to PCRF Core service in one second.
gxSessionMaxTtl integer Defines the maximum age of a Gx session
after which a record is purged from PCRF
Core database (Gx Session table) without
sending further queries to PGW.
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Table 2-403 (Cont.) AuditConfiguration

Chapter 2
PCRF Core Service

Field Name Data Type Mandato | Description
ry(m)/
Optional(
0)/
Conditio
nal(C)
gxSessionTtl integer Defines the age of a Gx session after which
arecord is considered to be stale on PCRF
Core and the PGW is queried for presence of
such associations.
notificationRate: integer Defines the number of stale records which
enter a range in sec Audit service notifies to PCRF Core service
from [20-700] in one second.
Default Value: 50
rxSessionMaxTtl integer Defines the maximum age of an Rx session
after which a record is purged from PCRF
Core database (Rx Session table) without
sending further queries to PGW.
rxSessionTtl integer Defines the age of an Rx session after which
arecord is considered to be stale on PCRF
Core and the PGW is queried for presence of
such associations.
sessionMaxTtl integer

Table 2-404 UsageMonServiceConfiguration

Field Name Data Type Mandato | Description
ry(M)/
Optional(
0)/
Conditio
nal(C)
enable boolean Specifies whether to enable or disable Usage
Monitoring service for PCRF.
By default, this switch is di sabl ed.
apnList List [string] Specifies the list of APNs for which usage

monitoring is enabled. If you leave this field
empty, Usage Monitoring is enabled for all
APNs.

attributeForwarding

interfaceType string Indicates the interface type for which the
profile applies.

messageType string Indicates the message type for which the
profile applies

forwardingProfile string Refers to the configured attribute forwarding

Profile.
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Table 2-405 pendingTransactionConfiguration

Chapter 2
PCRF Core Service

Mandato
ry(m)/
Optional(
0)/
Conditio
nal(C)

Field Name Data Type

Description

enabled boolean

Specifies whether to enable or disable
pending transaction service for PCRF.
By default, this switch is di sabl ed.

rarRetryBackoff Integer

Specifies the time gap between the
consecutive retry RAR messages when
PGW is sending error response with cause of
DIAMETER_PENDING_TRANSACTION and
RAR message is triggered by PDS/AF/PRE.

rarRetryCount Integer

Specifies the count for RAR messages when
P-GW is sending error response with cause
of DIAMETER_PENDING_TRANSACTION
and RAR message is triggered by
Notification message from PDS/AF/PRE

userNotifyReauthErro
rHandling

List [string]

Specifies if an RAR initiated by User
Noatification message need to be discarded or
retried when it is responded by P-GW with an
error of
DIAMETER_PENDING_TRANSACTION.

afReauthErrorHandlin
g

List [string]

Specifies if an RAR initiated by AF message
should be discarded or retried when it is
responded by P-GW with an error of
DIAMETER_PENDING_TRANSACTION.

reauthErrorHandling | List [string]

Specifes if an RAR initiated by any message
should be discarded or retried when it is
responded by P-GW with an error of
DIAMETER_PENDING_TRANSACTION.

Sample Request body structure for GET and PUT operations:

{
"advancedSettings": [

{
"key": "string",
"val ue": "string"
}
]

"user": {
“val i dateUser": true,
“enabl eSubscri ber Vari abl es":
"snPol i cyDat a. enabl e": fal se,
"| dapDat a. enabl e": true,
"ocsSpendi ngLinit.enable": false,
"ocsSpendi ngLinit. forceLookupOnUpdat e":
"snPol i cyDat a. subscri beToNotify": true,
"snPol i cyDat a. queryOnUpdat e": fal se,
"snPol i cyDat a. queryOnDel ete": fal se,

fal se,
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"snPol i cyDat a. queryOnReaut h": fal se,
"snPol i cyDat a. aut oEnrol | nent": true,
"snPol i cyDat a. defaul t. snssai": "string",
"ocsSpendi ngLi m t.asyncQuery": fal se,
"oper at or Speci fi cDat a. enabl e": true,
"oper at or Speci fi cDat a. subscri beToNotify": true
¥
"mptt": {
"defaul t Bearer ARP": {
“enter a range in mnutes from[1-15]": 1,
“enter a from [ PREEMPTI ON_CAPABI LI TY_ENABLED or
PREEMPTI ON_CAPABI LI TY_DI SABLED] ": " PREEMPTI ON_CAPABI LI TY_ENABLED",
“enter a from [ PREEMPTI ON_ VULNERABI LI TY_ENABLED or
PREEMPTI ON_VULNERABI LI TY_DI SABLED] ": "PREEMPTI ON_VULNERABI LI TY_DI SABLED"
¥
"defaul t PreenptionControl": {
"enter a from[LEAST RECENT ADDED FLOWor MOST_RECENT ADDED FLOW or
H GHEST _BANDW DTH FLOW]": "LEAST RECENT ADDED FLOW
}
¥
"audit": {
"enabl e": true,
"enter a range in sec from[20-700]": 50,
"enter a range in mnutes from[1-10080]": 1440,
"gxSessi onMaxTtl": 0,
"enter a range from[0-255]": 5,
"enter a range in mnutes from/[1-20160]": 2880,
"enter a range in mnutes from[1-1440]": 330
¥
"usageMnService": {
"enabl e": true,
"apnList": [
"string"
1,
"attributeForwarding": [
{
"interfaceType": "TGPP_GX',
"messageType": "CCR_IN TIAL",
“forwardingProfile": "string"
}
"pendi ngTransaction": {
“enabl ed": true,
“rarRetryBackof f": "800",
"rarRetryCount": "2",
"user Not i f yReaut hError Handl i ng": 1,
"af Reaut hError Handl i ng": 1,
“reaut hErrorHandling": 1,
"wai t &xUpdat eBef or eRej ect Durati on": 0,
"ski pPol i cyOnReaut hRetry": true
}
]
}
}
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Export/import Core Service

Table 2-406 Request/Response Body Parameters

Chapter 2
PCRF Core Service

Field Name Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

date string

Current timestamp

exportData array

Exported list of core
service. For more
information, see Get and
Update UE Policy

sourceVersion string

System version of
product from which data
is exported

topic string

Topic of each managed
object

Sample Request Body structure for Import/Export operations:

"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": {
"advancedSettings": |

{
"key": "string",
"value": "string"
}
1,
"user": {

"val i dateUser": true,

"enabl eSubscri ber Vari abl es": fal se,

"snPol i cyDat a. enabl e": fal se,

"| dapDat a. enabl e": true,

"ocsSpendi ngLinit.enable": false,

"ocsSpendi ngLinit. forceLookupOnUpdate": fal se,

"snPol i cyDat a. subscri beToNotify": true,

"snPol i cyDat a. queryOnUpdat e": fal se,

"snPol i cyDat a. queryOnDel ete": fal se,

"snPol i cyDat a. queryOnReaut h": fal se,

"snPol i cyDat a. aut oEnrol | nent": true,

“snPol i cyDat a. defaul t.snssai": "string",

"ocsSpendi ngLi m t.asyncQuery": fal se,

"oper at or Speci fi cDat a. enabl e": true,

"oper at or Speci fi cDat a. subscri beToNotify": true
¥
"mepttt:

"def aul t Bearer ARP": {

"enter a range in mnutes from[1-15]": 1,
“enter a from [ PREEMPTI ON_CAPABI LI TY_ENABLED or

PREEMPTI ON_CAPABI LI TY_DI SABLED] ": " PREEMPTI ON_CAPABI LI TY_ENABLED",
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"enter a from [ PREEMPTI ON_ VULNERABI LI TY_ENABLED or
PREEMPTI ON_VULNERABI LI TY_DI SABLED] ": "PREEMPTI ON_VULNERABI LI TY_DI SABLED"
¥
"defaul t PreenptionControl": {
"enter a from[LEAST RECENT ADDED FLOW or MOST_RECENT ADDED FLOW or
H GHEST_BANDW DTH FLOW ] ": "LEAST RECENT ADDED FLOW
}
¥
"audit": {
"sessionMaxTtl": 0,
“enabl e": true,
"enter a range in sec from[20-700]": 50,
"enter a range in mnutes from/[1-10080]": 1440,
"gxSessi onMaxTt!l": O,
"enter a range from[0-255]": 5,
"enter a range in mnutes from/[1-20160]": 2880,
"enter a range in mnutes from[1-1440]": 330
¥
"usageMnService": {
“enabl e": true,
“apnList": [
"string"

]

ttributeForwarding": [

{
"interfaceType": "TGPP_GX",
"messageType": "CCR_IN TIAL",
"forwardingProfile": "string"
}

2.78 Serving Gateway

Table 2-407 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create Serving POST {apiRoot}/oc-cnpolicy- | See Table A-3
Gateway configuration/vl/
services/pcrfcore/sgws
Export Serving GET {apiRoot}/oc-cnpolicy- | See Table A-1
Gateway configuration/vl/
services/pcrfcore/sgws
lexport
Import Serving POST {apiRoot}/oc-cnpolicy- | See Table A-3
Gateway configuration/vl/
services/pcrfcore/sgws
/import
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Chapter 2
Serving Gateway

Table 2-407 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Serving Gateway | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pcrfcore/sgws
/
{servingGatewayName

}
Update Serving PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Gateway configuration/vl/

services/pcrfcore/sgws
/
{servingGatewayName

}
Delete Serving DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Gateway configuration/vl/

services/pcrfcore/sgws
/
{servingGatewayName

}

Create, Get, and Update Serving Gateway

Table 2-408 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

description string

mccMnc string

name string M

sgwlpAddress array

Sample Request Body structure for POST and PUT operations:

{
“description": "string",
"mcchhe": "string",
"name": "string",
"sgwW pAddress": [

"string"

]

}

Sample Response Body structure for GET, POST and PUT operations:

{
"description": "string",
"mcchhe": "string",
"nane": "string",
"sgwl pAddress": |
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"string"
]
}

Export/import Serving Gateway

Table 2-409 Request/Response Body Parameters

Chapter 2
Serving Gateway

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of serving
gateway. For more
information, see
Table 2-408.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
"name": "string"
}
1,
"exportData": [
{
"description": "string",
"mceMhe": “string”,
"nanme": "string",
"sgw pAddress": [
"string"
]
}
1,
"key": "string",
"sourceVersion": "string",
“topic": "string"
}
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2.79 Network for PGW

Chapter 2

Network for PGW
Delete Serving Gateway
Table 2-410 Request/Response Body Parameters
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
servingGatewayName string M Serving Gateway Name

Table 2-411 Supported REST APIs

Description

HTTP Method or
Custom Operation

Resource URI

Possible Res

ult Code

Create Network PGW

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
network/pgws

See Table A-3

Export Network PGW

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
network/pgws/export

See Table A-1

Import Network PGW

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
network/pgws/import

See Table A-3

Get Network PGW

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
network/pgws/
{networkPGWName}

See Table A-1

Update Network PGW

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
network/pgws/
{networkPGWName}

See Table A-2

Delete Network PGW

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pcrfcore/
network/pgws/
{networkPGWName}

See Table A-4

Create, Get, and Update Network for PGW

Table 2-412 Data structures supported by the POST, GET, and PUT Response Body
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

backupHostName (0]

capabilities array (0]
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Chapter 2
Network for PGW

Table 2-412 (Cont.) Data structures supported by the POST, GET, and PUT Response

Body
- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
capacity string (0]
description string (0]
diameterRealm string (0]
fqdn string (0]
hostName string (0]
ipDomainld string (0]
name string M
neDiameterld array (0]

Sample Request Body structure for POST and PUT operations:

{
"backupHost Name": "string",

"capabilities": [
"string"

1,

"capacity": "string",

"description": "string",

"di aneterReal m': "string",

"fqdn": "string",

"host Nane": "string",

"i pDomai nl d": "string",

"name": "string",

"neDi aneterld": [
"string"

]

}

Sample Response Body structure for GET, POST and PUT operations:

{
"backupHost Nane": "string",

"capabilities": |
"string"

1

"capacity": "string",

"description": "string",

"diameterReal m': "string",

"fqdn": "string",

"host Name": "string",

"i pDomai nl d": "string",

"name": "string",

"neDiameterld": [
"string"

]

}
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Export/import Network for PGW

Table 2-413 Request/Response Body Parameters

Chapter 2
Network for PGW

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors array
errors:message string
errors:name string
exportData array M Exported list of network
for PGW. For more
information, see
Table 2-412.
key string Indicates the ID
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"errors": [
{
"message": "string",
“name": "string"
1
1,
"exportData": |
{
"backupHost Name": "string",
"capabilities": [
"string"
1,
"capacity": "string",
"description": "string",
“diameterReal m': "string",
"fqgdn": "string",
"host Nane": "string",
"i pDomai nld": "string",
"name": "string",
"neDiameterld": [
"string"
]
1

]

ey": "string",
"sourceVersion": "string",
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Network for GGSN
"topic": "string"
}
Delete Network for PGW
Table 2-414 Request/Response Body Parameters
Field Name Data Type Mandatory(M)/ Description

Optional(O)/
Conditional(C)

networkPGWName string M Network PGW Name

2.80 Network for GGSN

Table 2-415 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Create Network GGSN | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/pcrfcore/
network/ggsns

Export Network GGSN | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pcrfcore/
network/ggsns/export

Import Network GGSN | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/pcrfcore/
network/ggsns/import

Get Network GGSN GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pcrfcore/
network/ggsns/
{networkGGSNName}

Update Network PUT {apiRoot}/oc-cnpolicy- | See Table A-2
GGSN configuration/vl/
services/pcrfcore/
network/ggsns/
{networkGGSNName}

Delete Network GGSN | DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
services/pcrfcore/
network/ggsns/
{networkGGSNName}
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Create, Get, and Update Network for GGSN

Chapter 2
Network for GGSN

Table 2-416 Data structures supported by the POST, GET, and PUT Response Body

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

backupHostName (0]

capabilities array (0]

capacity string (0]

description string (0]

diameterRealm string (0]

hostName string (0]

ipDomainlid string (0]

name string M

neDiameterld array (0]

Sample Request Body structure for POST and PUT operations:

{
"backupHost Nane": "string",

"capabilities": [
"string"

1

"capacity": "string",
"description": "string",
"diameterReal m': "string",
"host Name": "string",
"i pDomai nl d": "string",
"name": "string",
"neDiameterld": [

"string"

]

}

Sample Response Body structure for GET, POST and PUT operations:

{
"backupHost Nane": "string",

"capabilities": |
"string"
1,
"capacity": "string",
"description": "string",
"diameterReal nf': "string",
"host Nane": "string",
"i pDonai nl d": "string",
"nane"; "string",
"neDi ameterld": |
"string"
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Export/import Network for GGSN

Table 2-417 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string Current timestamp

errors array

errors:message string

errors:name string

exportData array M Exported list of network

for GGSN. For more
information, see
Table 2-416.

key string Indicates the ID

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
“errors": |
{
"message”: "string",
"name": "string"
}
1,
"exportData": |
{
"backupHost Name": "string",
"capabilities": [
"string"
1,
"capacity": "string",
"description": "string",
"diameterReal m': "string",
"host Nane": "string",
"i pDomai nld": "string",
"name": "string",
"neDi ameterld": [
"string"
]
}
1,
"key": "string",

"sourceVersion": "string",
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"topic": "string"
}
Delete Network for GGSN

Table 2-418 Request/Response Body Parameters
|

Field Name Data Type Constraints Mandatory(M)/ Description
Optional(O)/
Conditional(C)
networkGGSNNam | string M Network GGSN
e Name

2.81 Audit Service

Table 2-419 Supported REST APIs
|

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get Audit Service GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/audit
Update Audit Service |PUT {apiRoot}/oc-cnpolicy- | See Table A-2
configuration/vl/
services/audit
Export Audit Service GET {apiRoot}/oc-cnpolicy- | See Table A-1
Configuration configuration/vl/
services/audit/export
Import Audit Service POST {apiRoot}/oc-cnpolicy- | See Table A-3
Configuration configuration/vl/
services/audit/import

Get and Update Audit Services

Table 2-420 Request/Response Body Parameters

|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)aints

auditEnabled boolean (0] Determines whether to send
registration request to Audit
service or not.

Default Value: True

logLevel String (0] Indicates the log level of
PCF Session Management
(SM) service.
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Table 2-420 (Cont.) Request/Response Body Parameters

Chapter 2
Audit Service

BeforeForceDelete

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints
forcedDeletion.minAttempts | integer (0] Specifies the minimum

number of consecutive failed
audit attempts until

maxTTL / forceTTL is
reached.

If maxTTL is reached and
audit_attempts + 1 >=
Minimum Audit Attempts for
maxTTL, Audit service
sends notification to SM
service with maxTTL flag
set to true. SM Service
sends DELETE request to
PDS and Binding Service.

Range: 0-99
Default Value: 0

Note: If maxTTL is not
reached and if audit
attempts are reached, the
number of audit attempts
are incremented until
maxTTL is reached.

Sample Request body structure for PUT operation:

{

"audi t Enabl ed": true,

"forcedDel etion": {

}
}

"m nAtt enpt sBef or eForceDel ete": 5

Sample Response body structure for GET, POST, and PUT operations:

{

"audi t Enabl ed": true,

"forcedDel etion": {

"m nAtt enpt sBef or eForceDel ete": 5

}
}
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Export/import Audit Service s

Table 2-421 Request/Response Body Parameters

Chapter 2
Audit Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array Exported list of policy
audit service. For more
information, see Get and
Update Audit Services.
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

{
"topic": "conmon. audi t service. cfg",
"sourceVersion": "24.3.0-rc. 11",
"date": "2024-10-28T06: 05: 297",
"exportData": {
"audi t Enabl ed": true,
"forcedDel etion": {
"m nAt t enpt sBef or eFor ceDel et e":
1
}
}

Audits Scheduled REST API

@® Note

35

The "Audits Scheduled REST API" must be accessed through Audit port.

Table 2-422 Services Audits Scheduled API description:
|

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Audit Service Fetch GET {apiRoot}/audits/ See Table A-1
{serviceName}

Get Audit Table Data | GET {apiRoot}/audit? See Table A-1

for CM GUI serviceName={service
Name}&tableName={ta
bleName}

Get Statistics for a GET {apiRoot}/audits/stats/ | See Table A-1

table {serviceName}
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Table 2-422 (Cont.) Services Audits Scheduled API description:
|

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Operation Name for PUT {apiRoot}/audit/ See Table A-2

Audit {operationName}

Audit Service PUT {apiRoot}/audits/ See Table A-2

Registration {serviceName}

Audit Service DELETE {apiRoot}/audits/ See Table A-4

Deregistration {serviceName}

GET Audit for all GET {apiRoot}audit See Table A-1

services

Table 2-423 Request/Response Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
serviceName string M Identifier of the
requestor NF service,
e.g. pcf-sm
operationName string M Operation name for
audit , e.g. NOW/
PAUSE/RESUME
tableName string M Table name thats need

to be audited.

2.82 Binding Service

Table 2-424 Supported REST APIs - Binding Service

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Get Binding Service GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/binding

Update Binding PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Service configuration/vl/
services/binding
Export Binding GET {apiRoot}/oc-cnpolicy- | See Table A-1
Services configuration/vl/
services/binding/export
Import Binding POST {apiRoot}/oc-cnpolicy- | See Table A-3
Services configuration/vl/

services/binding/import
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Get and Update Binding Service

Table 2-425 Request/Response Body Parameters

Chapter 2
Binding Service

sfWhenNotDiscovere
d

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
abortOnBindingError | boolean (0] Determines if PCF (SM service)
should abort terminate session
when binding error is received.
bindingOperationEna | boolean (0] This determines if binding
bled operation (register and
deregister) to the BSF is enabled.
Default Value: TRUE
bsfEnabled boolean (0] Determines if BSF is enabled or
disabled.
bsfNfCommProfile String (0] Specifies the NF communication
profile used by BSF.
bsfRetryProfileForlnit | string (0] Retry Profile to be used when
Msgs PCF fails to send a create
message to a producer node .
bsfRetryProfileForSu | string (0] Retry Profile to be used when
bsqtMsgs PCF fails to send an in-session
message to a producer node.
defaultBindingOperati | Enum (0] Allows users to configure binding
onMode operation mode as synchronous
or asynchronous.
enableApnFilterBySn | boolean (@) This parameter can be used to
ssai enable or disable limiting of
number of bindings at DNN +
SNSSAI + IP domain level at
Binding service.
enableSessionLimitB | boolean (0] This parameter can be used to
yUser enable or disable user level
limiting for bindings at Binding
service.
maxSessionLimitByA | integer (0] This parameter can be used to
pn specify the maximum session
limit for DNN + SNSSAI + IP
domain level.
maxSessionLimitByU | integer (0] This parameter can be used to
ser specify the maximum session
limit for a particular user.
useHttp2 boolean (0] Determines if using http/2 to
communicate with BSF.
Otherwise use http/1.1. Default
Value: TRUE
useLocalConfiguredB | boolean (@) Whether to use local configured
sfAlways BSF without Always discovering.
Default Value: FALSE
useLocalConfiguredB | boolean (0] Whether to use local configured

(if having) BSF when not
discovered or discover
failed.Default Value: FALSE
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Table 2-425 (Cont.) Request/Response Body Parameters

Chapter 2
Binding Service

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

enableVSAInRegister
Request

boolean

(0]

Determines if PCF sends Vendor-
Specific-Attribute in the Binding
Create or Register request. By
default, the value is set to false.

vendorID

integer

Note: This field becomes active
only when Enable Vendor
Specific Attribute in Register
Request switch is enabled.
Specifies the Vendorl ID that is
mapped to the vendor | d in the
Vendor-Specific-Attribute.

dataCompressionSch
eme

Specifies the data compression
scheme used by Binding Service.
Following are the allowed values
for this field:

e Disabled

e Zlib_Compressed

By default, this value remains
disabled.

audit

BindingAuditConfigur
ation

Provide Binding Audit
Configuration details.

maxSessionCleanup
Mode

String
Enum:[Local,
Remote]

Binding service uses this flag to
send request to SM service for
either local or remote session
clean up. The allowed values for
this flag are:

e Local

« Renote

On choosing the flag to Local ,
PCF deletes the session locally
and does not send notify

terminate request toward SMF.

Default Value: Local

maxSessionForceDel
eteOnExpiryOfWaitTi
mer

integer

On Max Session C eanup
Mode set to Renpt e this toggle
flag appears. It makes

forceDel et eOnExpi ryOF Vit T
i mer flag to true or false which is
used in SM service request for
remote cleanup.

Default Value: false
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Table 2-425 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description

Optional(O)/

Conditional(C)
maxSessionForceDel | boolean (@] On Max Session C eanup
eteOnError Mbde set to Renot e this toggle

flag appears. It makes
forceDel et eOnError flag to
true or false which is used in SM
service request for remote
cleanup.

On SM service notify terminate
request failure and based on
forceDel et eOnError flag, the
session with 4xx and 5xx
response status codes are
deleted except for the 404 status
code.

Default Value: false

advancedSettings AdvanceSettings (0]

Table 2-426 BindingAuditConfiguration

|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

enable boolean (@] Determines whether to
send registration request
to Audit service or not.
Default Value: True

enter a range in sec integer M Defines the number of

from [20-700] stale records which
Audit service notifies to
Binding service in one
second. The allowed
value ranges 20 to 700
seconds.
Default Value: 50

enter a range in minutes integer M Defines the binding age

from [1-10080] in minutes, of the
binding entry after which
Binding service deletes
the stale sessions.
Range: 1-10080
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Table 2-426 (Cont.) BindingAuditConfiguration
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Binding Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

minAuditAttempts integer M Specifies the minimum

number of consecutive
failed audit attempts until
maxTTL / forceTTL is
reached.

If maxTTL is reached
and audit_attempts + 1
>= Minimum Audit
Attempts for maxTTL,
Audit service sends
notification to Binding
Service with maxTTL
flag set to true. Binding
Service deletes the
corresponding
contextbinding
information from its
database.

Range: 0-255
Default Value: 0

Note: If maxTTL is not
reached and if audit
attempts are reached,
the number of audit
attempts are
incremented until
maxTTL is reached.

enter a range in minutes integer
from [1-1440]

Minimum audit passes
interval in minutes.
Range: 1-1440

revalidateEnable boolean

Determines whether to
revalidate the binding
session details with BSF.

When this field is
enabled, Binding service
sends a request for
revalidating the binding
session records for valid
PDU sessions in BSF.

Default value: False

bsfRetryProfRevalid string

Specifies the retry profile
for revalidating the
session binding records
with BSF.
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Table 2-427 AdvancedSettings

Chapter 2
Binding Service

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
key string (0] Specifies the key name.
value string (0] Specifies the value of
the key.

For more information on the Advanced Settings "Keys" and "Values", see "Binding Service"
section of "Configuring Policy Using CNC Console" in Oracle Communications Cloud Native

Core, Converged Policy User Guide.

Sample Response body structure for Binding Service GET and PUT operation:

{
"bsf Enabl ed": true,

"useLocal Confi guredBsf Al ways": fal se,
"useLocal Confi gur edBsf WhenNot Di scovered": true,
"useHt t p2": true,
"abort OnBsfError": fal se,
"maxSessi onLi m t ByUser": 10,
"maxSessi onLi m t ByApn": 2,
"enabl eSessi onLi m t ByUser": true,
"enabl eApnFi | terBySnssai ": true,
"enabl eVSAI nRegi st er Request": fal se,
" dat aConpr essi onScheme": "0",
"audit": {
"enabl e": true,
"enter a range in sec from[20-700]": 50,

"enter a range in mnutes from|[1-10080]": 7200,

"m nAudi t Attenpts": 5,

"enter a range in mnutes from[1-1440]": 330
"reval i dat eEnabl e": fal se,

"bsfRetryProf Reval id": "string"

b

"maxSessi onCl eanupMode”: "Local ",
"maxSessi onFor ceDel et eOnExpi ryOrVWai t Ti ner": fal se,
"maxSessi onFor ceDel eteOnError";: fal se,
"advancedSettings": [
{
"key": "string",
"value": "string"
1
]
}
}
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Import and Export Binding Service

Table 2-428 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
errors.message The reason of the
failure.
errors.name Name of the

components that failed
to export or import.

exportData array Exported list of Binding
Service. For more
information, see Get and
Update Binding Service.

key string Indicates the ID

sourceVersion string System version of
product from which data
is exported

topic string Topic of each managed
object

Sample Request Body structure for Binding Service Import and Export operations:

{
"topic": "string",
"sourceVersion": "string",
"date": "string",
"errors": [
{
"nanme": "string",

"message”: "string"
}

1,

"exportData": {
"bsfRetryProfileForlnitMgs": "string",
"bsf Enabl ed": true,

"useLocal Confi guredBsf Al ways": true,
"useLocal Confi gur edBsf WhenNot Di scovered": true,
"useHttp2": true,
"abortOnBsfError": true,
"bsf Ret ryProf i | eFor Subsqt Msgs": "string",
"enter a range in nunber from([1-100]": 2,
"enabl eSessi onLi m t ByUser": true,
"enabl eApnFi | terBySnssai ": true,
"bi ndi ngSer vi ceNf ConmProfile": "string",
"enabl eVSAI nRegi st er Request": true,
"enter a 6 digit Vendor ID': "000111",
"dat aConpr essi onSchenme": "string",
"audit": {

"enabl e": true,

"enter a range in sec from[20-700]": 50,
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"enter a range in mnutes from/[1-10080]": 7200,

“m nAudi t Attenpts": 5,

"enter a range in mnutes from[1-1440]": 330

}

xSessi onC eanuphMbde": "Local ",

"maxSessi onFor ceDel et eOnExpi ryOf Vi t Ti mer™: true,

"maxSessi onFor ceDel et eOnError":
"advancedSettings": |
{
"key": "string",
"value": "string"
}
]
}
}

2.83 NF Communication Profiles

true,

Chapter 2
NF Communication Profiles

This section describes the service URIs available to create and configure NF communication

profiles for CNC Policy.

Table 2-429 Policy NF Communication Profiles APls

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Create NF POST {apiRoot}/oc-cnpolicy- | See Table A-3
Communication Profile configuration/vl/
services/common/
nfcommprofiles
Get NF GET {apiRoot}/oc-cnpolicy- | See Table A-1
Communication Profile configuration/vl/
services/common/
nfcommprofiles/
{nfCommunicationProfi
leName}
Update NF PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Communication Profile configuration/vl/
services/common/
nfcommprofiles/
{nfCommunicationProfi
leName}
Export NF GET {apiRoot}/oc-cnpolicy- | See Table A-1
Communication configuration/vl/
Profiles services/common/
nfcommprofiles/export
Import NF POST {apiRoot}/oc-cnpolicy- | See Table A-3
Communication configuration/vl/
Profiles services/common/
nfcommprofiles/import
Delete NF DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Communication Profile configuration/vl/
services/common/
nfcommprofiles/
{nfCommunicationProfi
leName}
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Chapter 2
NF Communication Profiles

Get, Create, and Update NF Communication Profile

This section describes the request and response parameters used in NF communication profile

APIs.

Table 2-430 Request and Response Body Parameters

onModel

Field Name Data Type Mandato | Description
ry(m)/
Optional(
0)/
Conditio
nal(C)
nfCommunicationProf | string M The unique name for the NF communication
ileName profile. This name is used to refer to the
profile in other service configuration screen,
such as SM Service, User Connector, and so
on.
The name can only contain the characters
A-Z, a-z, 0-9, period (.), hyphen (-), and
underline (). The maximum length is 255
characters.
policyNfCommunicati | String (0] Indicates the communication model, in which

the Policy NF is deployed.
Provide any of the following values:

e CUSTOM
e Model_B
e Model_C
e Mode_D

Default value: CUSTOM

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 388 of 474



ORACLE Chapter 2
NF Communication Profiles

Table 2-430 (Cont.) Request and Response Body Parameters
|

Field Name Data Type Mandato | Description
ry(m)/
Optional(
0)/
Conditio
nal(C)
nfDiscoverySettings.d | DiscoveryParam M Indicates the discovery parameter to be used
iscoveryParameters Note: in the 3gpp-shi-discovery-<discovery-
This parameter>.
paramete | This parameter is ignored when the
ris "policyNfCommunicationModel" is set to
mandator | MODEL_B.
y when
either of
the
following
attributes
is set to
true:
° sen
dDi
SCO
ver
yHe
ade
rin
itM
Sg
° sen
dbi
SCO
ver
yHe
ade
r Su
bsM
Sg
nfDiscoverySettings.s | boolean (0] This value indicates if PCF must include the
endDiscoveryHeaderl following 3gpp-sbi-discovery-<discovery-
nitMsg parameter> parameters in SBI messages:
»  Parameters that create a subscription,
such as POST messages
e Parameters that do not belong to a
subscription, such as GET or PATCH
messages
Default value: False, for Custom model.
This attribute is ignored when
"policyNfCommunicationModel" is set to any
value other than CUSTOM.
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Table 2-430 (Cont.) Request and Response Body Parameters

Field Name Data Type Mandato | Description

ry(m)/

Optional(

0)/

Conditio

nal(C)
nfDiscoverySettings.s | boolean (0] This value indicates if PCF must include the
endDiscoveryHeader following 3gpp-sbi-discovery-<discovery-
SubsMsg parameter> parameters in SBI messages:

e Parameters to update a subscription,
such as PUT messages when unable to
fill in a 3gpp-sbi-routing-binding header.

e Parameters to delete a subscription,
such as DELETE messages when
unable to fill in a 3gpp-sbi-routing-
binding header.

Default value: False, for Custom model.

This attribute is ignored when
"policyNfCommunicationModel" is set to any
value other than CUSTOM.

nfDiscoverySettings.s | boolean false Indicates if PCF must include 3gpp- shi -
endTargetApiRootHe t ar get - api r oot header in initial request
aderlnitMsg messages.

If the user selects Model D for Policy NF
Communication Model, the value for this
parameter must be set to false. For other
Policy NF Communication Model values, the
default value is true.

onDemandDiscovery | String (0] Indicates whether to cache the NF profiles in
Caching.forceDiscove NRF clinet or to skip caching and receive the
ry response directly from NRF.

Value of this parameter can be 0 or 1.

e — When the value of OC-Force-
Rediscovery parameter is set to 0, it
enables the feature and caches the
NF profiles details received from
NRF in NRF Client.

—  When the value of OC-Force-
Rediscovery parameter is set to 1, it
disables the feature and retrieves
the NF profiles directly from NRF
while responding to the query from
the backend services.

Default value: 0
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Table 2-430 (Cont.) Request and Response Body Parameters

dBindingHeader

Field Name Data Type Mandato | Description
ry(m)/
Optional(
0)/
Conditio
nal(C)
onDemandDiscovery | String (e Indicates whether to cache the NF profiles in
Caching.retentionPeri NRF clinet or to skip caching and receive the
od response directly from NRF.
Value of this parameter can be 0 or 1.
¢ — When the value of OC-Force-
Rediscovery parameter is set to O, it
enables the feature and caches the
NF profiles details received from
NRF in NRF Client.
—  When the value of OC-Force-
Rediscovery parameter is set to 1, it
disables the feature and retrieves
the NF profiles directly from NRF
while responding to the query from
the backend services.
Default value: 0
nfBindingSettings.bin | boolean M Indicates the binding level that must to be
dingLevel Note: included in the 3gpp-shi-binding header
This when PCF adds this header in a message to
paramete | another NF.
ris Provide any of the following values:
mandator
y when e NF_SET
the * NF_INSTANCE
sendBi
ndi ngH
eader
paramete
rissetto
true.
nfBindingSettings.sen | boolean (e Indicates if PCF includes the 3gpp-sbi-

binding header in SBI messages for the
subscription creation, modification, or
notification requests and responses, as
applicable.

Default value: False, for Custom model.

This attribute is ignored when
"policyNfCommunicationModel" is set to any
value other than "Custom".
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Table 2-430 (Cont.) Request and Response Body Parameters

Field Name

Data Type

Mandato
ry(m)/
Optional(
0)/
Conditio
nal(C)

Description

nfBindingSettings.sen
dServiceName

boolean

(0]

Indicates whether to enable or disable the
support for sending service name in binding
header.

Possible values:

e true: includes svcnane in the Binding
Header sent towards NFs such as UDR,
AMF, or BSF (customized) except for
CHF, which contains the 3GPP defined
PCF service name.

e false: does not include svchane in the
Binding Header.

Default value : false

nfBindingSettings.sen
dRoutingBindingHea
der

boolean

Indicates if PCF includes the 3gpp-shi-
routing-binding header in SBI messages for
the subscription creation, modification, or
notification requests, as applicable.

Default value: False

nfBindingSettings.sen
dCallbackHeader

boolean

Indicates if PCF includes the 3gpp-sbi-
callback header in SBI messages for the
subscription creation, modification, or
notification requests, as applicable.
Default value: False, for Custom model.

This attribute is ignored when
"policyNfCommunicationModel" is set to any
value other than CUSTOM. For more
information, see Table 2-433

nfServerSettings

NFServerSettings

Specifies the server header settings for the
NF communication profile.

nfServerSettings.sen
dServerHeader

Boolean

Indicates if services Converged Policy
microservices include server header while
sending an error response.

nfServerSettings.serv
erHeaderErrorCodes

String

Specifies the error codes for which service
header is generated. The error codes can be
from 100 to 999.

Note: If no error is specified, then Converged
Policy sends server header for all error
responses.

retryAndAlternateRou
tingSettings.retryProfi
lelnitMsg

string

Specifies the retry or alternate routing

options when an SBI message is not

delivered successfully in any of the following

scenarios:

e POST operation to create a subscription

*  GET or PATCH request not belonging to
a subscription
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Table 2-430 (Cont.) Request and Response Body Parameters

Field Name Data Type Mandato | Description
ry(m)/
Optional(
0)/
Conditio
nal(C)
retryAndAlternateRou | string (0] Specifies the retry or alternate routing
tingSettings.retryProfi options when an SBI message that updates,
leSubsMsg deletes or notifies a subscription is not
delivered successfully.
nfCorrelationSettings. | string (0] Indicates whether to carry subscriber
sendCorrelationHead identifier included in SBI messages and can
er be used for SBI message correlation.
Default Value: false
nfCorrelationSettings. | string (0] Displays the types of values that can be
allowedCorrelationInf included in Correlation-info Header. Currently
oldType only SUPI and GPSI are supported.
reattemptSettings ReattemptSettings (0] Provide Re-attempt Settings details.

Table 2-431 ReattemptSettings
|

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

onReattempt

enableNFServiceOperati boolean

@)

This is a global flag to
enable re-attempt for NF
service operations.
Default Value: false

es

iles

nfServiceOperationProfil NFServiceOperationProf O

Configure the list of NF
Service Operations
along with Reattempts
Profile.

Table 2-432 NFServiceOperationProfiles
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

nfServiceOperation string Enum:[] 0] Configure the list of NF

Service Operations. The
possible values are:
*  AMFDiscovery

*  N1N2MessageSubs

cribe

*  N1N2MessageTrans
fer

*  N1NZ2TransferFailur
eNotification

reattemptProfile

NFServiceOperationProf O

iles

Provide the Reattempts
Profiles for the selected
service operation.
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Defult Header Values

The following table informs about the default values of Binding headers for each of the
supported communication models:

Table 2-433 Defult Header Values for Communication Model

e _______________________________________|
Flags Model B Model C Model D Custom

Send Target Api True True False True

Root Header in
Initial Message

Send Discovery False False True False

Header In Initial
Messages

Send Discovery False False True False

Header In
Subsequent
Messages

Send Binding
Header

True True True False

Send Routing False True True False

Binding Header

Send Callback False True True False

Header

Sample Request body for NF Communication Profile POST and PUT operations:

{

"nf Conmuni cati onProfil eName": "String",
"pol i cyNf Communi cat i onhbdel ": " CUSTOM',
"nf Di scoverySettings": {
"di scoveryParaneters": |
{
"paramName": "TARGET_NF_SET_| D',
"paranval ue": "string"

}
]

endDi scover yHeader I nit Msg": fal se,
"sendDi scover yHeader SubsMsg": fal se,
"sendTar get Api Root Header I nit Msg": fal se

}

nDenandDi scover yCachi ng": {
"forceDiscovery": O,
"retentionPeriod": 10000

}

fBi ndi ngSettings": {
"bi ndi ngLevel ": "NF_SET",
"sendBi ndi ngHeader": fal se,
"sendRout i ngBi ndi ngHeader": fal se,
"sendCal | backHeader": fal se,
"sendServi ceName": fal se
3
"nf Server Settings": {

"sendSer ver Header": true,
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"server Header Error Codes": [
0
]
b,
"retryAndAl t ernat eRoutingSettings": {
"retryProfilelnitMg": "string",

"retryProfil eSubsMsg": "string"
}

fCorrelationSettings": {

"sendCorrel ati onHeader": true,

"al | owedCorrel ationl nfol dType": [

“imsi"

]
}1

"reattenpt Settings": {
"enabl eNFSer vi ceOperati onReattenpt": true,
"nf ServiceQperationProfiles": [

{
“nf Servi ceQperation": "AWDi scovery",
"reattenptProfile": "string"
}
]
}
}
Sample Response body structure for NF Communication Profile GET, POST, and PUT
operation:
{

"nf Comruni cati onProfil eName": "string",
"pol i cyNf Cormuni cat i onhbdel ": " CUSTOM',
"nf Di scoverySettings": {
"di scoveryParaneters": |
{
"paranmName": "TARGET_NF_SET | D",
"paranval ue": "string"
}
]

endDi scoveryHeader | nit Msg": fal se,
"sendDi scover yHeader SubsMsg": fal se,
"sendTar get Api Root Header I nit Msg": fal se
¥
"onDenmandDi scoveryCachi ng": {
"forceDi scovery": O,
"retentionPeriod": 10000

}

fBi ndi ngSettings": {

"bi ndi ngLevel ": "NF_SET",

"sendBi ndi ngHeader": fal se,

"sendRout i ngBi ndi ngHeader": fal se,

"sendCal | backHeader": fal se

¥
"nf ServerSettings": {
"sendServer Header": true,
"server Header Error Codes": [
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]
}

}

"retryAndAl t ernat eRoutingSettings": {
"retryProfilelnitMg": "string",
"retryProfil eSubsMsg": "string"

fCorrelationSettings": {

"sendCorr el at i onHeader":

"al | owedCorrel ationl nfol dType": [

"insi "
]
}
}

Import and Export NF Communication Profile

Table 2-434 Import/Export NF Communication Profile

Chapter 2
NF Communication Profiles

Communication Profiles

API Name Request Type Request Url Possible Result Code
Export NF GET {apiRoot}/oc-cnpolicy- See Table A-1
Communication Profiles configuration/vl/

services/common/

nfcommprofiles/export
Import NF POST {apiRoot}/oc-cnpolicy- See Table A-3

configuration/vl/
services/common/
nfcommprofiles/import

Table 2-435 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

date string 0] Current timestamp

error.message string (0] The reason of the
failure.

error.name string (0] Name of the
components that failed
to export or import.

exportData array M Exported list of NF
Communication Profile.
For more information,
see Get, Create, and
Update NF
Communication Profile.

key string (0] Indicates the ID of NF
Communication Profile.

sourceVersion string 0] System version of
product from which data
is exported

topic string M Topic of each managed

object
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Sample Request Body structure for NF Communication Profile Import and Export

operations:

"systenVersion": "string",
"topic": "string",
"sourceVersion": "string",
"date": "string",
"exportData": [
{
"nf Conmruni cati onProfil eName": "String",
"pol i cyNf Cormuni cat i onhMbdel ": " CUSTOM',
"nfDiscoverySettings": {
“di scoveryParaneters": |
{
"paramName": "TARGET_NF_SET_ID',
"paranVal ue": "string"
}
]

endDi scover yHeader I ni t Msg": fal se,
"sendDi scover yHeader SubsMsg": fal se,
"sendTar get Api Root Header I nit Msg": fal se

}

nDemandDi scoveryCachi ng": {
"i gnor eCacheAndFor ceDi scovery": 0,
“forceDiscovery": 0,
“retentionPeriod": 10000
¥
"nf Bi ndi ngSettings": {
“bi ndi ngLevel ": "NF_SET",
"sendBi ndi ngHeader": fal se,
"sendRout i ngBi ndi ngHeader": fal se,
"sendCal | backHeader": fal se,
"sendServi ceName": fal se
¥
"nf ServerSettings": {
"sendServer Header": true,
"server Header Error Codes": [
0
]
¥
"retryAndAl ternat eRoutingSettings": {
“retryProfilelnitMg": "string",
"retryProfil eSubsMsg": "string"

}

fCorrelationSettings": {
"sendCorrel ati onHeader": true,
"al | onedCorrel ationlnfol dType": |
"imsi"
]
}

eattenpt Settings": {

"enabl eNFSer vi ceQperati onReattenpt": true,

“nf Servi ceQperationProfiles": |

{
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"nf Servi ceCperation": "AMDi scovery",
"reattenptProfile": "string"

}
]
}
}
1,

"errors": [

{

name": "st
"message":
}
]
}

2.84 PDS Settings

Table 2-436 Supported REST APIs

Description

ring",
"string"

HTTP Method or
Custom Operation

Resource URI

Chapter 2
PDS Settings

Possible Result Code

Export PDS Settings

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pds/
pdsSettings/export

See Table A-1

Import PDS Settings

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pds/
pdsSettings/import

See Table A-3

Get PDS Settings

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pds/
pdsSettings

See Table A-1

Update PDS Settings

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/pds/
pdsSettings

See Table A-2

Get and Update PDS Settings

Table 2-437 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
audit.enable boolean (0] Specifies whether to send
registration request to Audit
service or not.
audit.notificationRat | integer M Specifies the number of stale
e records which Audit service
notifies to PDS service in one
second.
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Table 2-437 (Cont.) Request/Response Body Parameters
|

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Chapter 2
PDS Settings

Description

audit.pdsProfileMin
AuditPasslInterval

integer

M

Specifies the minimum interval (in
minutes) between start times of
two consecutive audit passes for
the pdssubscriber table.

audit.pdsProfileSes
sionAge

integer

Specifies the age (in minutes) of
PDS profile (GPSI-SUPI-NAI
mapping) after which the profile is
considered to be stale in Policy
and PDS subscriber table is
queried for presence of such
associations.

audit.pdsProfileSes
sionMaxAge

integer

Specifies the age (in minutes) of
PDS profile (GPSI-SUPI-NAI
mapping) after which the profile is
purged from the database without
sending any queries to PDS
subscriber table.

audit.subscriberMin
AuditPasslInterval

integer

Specifies the minimum interval (in
minutes) between start times of
two consecutive audit passes for
the pdssubscriber table.

audit.subscriberSes
sionAge

integer

Specifies the age (in minutes) of
PDS subscriber entry after which
a record is considered to be stale
on Policy and services (SM, AM,
UE, and PCRF Core) are queried
for presence of such associations.

audit.subscriberSes
sionMaxAge

integer

Specifies the age (in minutes) of
PDS subscriber entry after which
arecord is purged from the
database and no query requests
are sent to services for presence
of such associations.

common.enableFet
chAndResubscribe

boolean

If the value for this parameter is
set to true, PDS refetches the
data and revalidates the
subscription when the number of
sessions exceeds the configured
limit at PDS.

common.enableHtt
p2

boolean

If the value for this parameter is
set to true, the HTTP2 remains
enabled. By default, HTTP2
remains disabled.

common.requestTi
meout

string

If PDS Setting is updated then set
the timeout as 3000 for the initial
flow to succeed.
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Table 2-437 (Cont.) Request/Response Body Parameters

Chapter 2
PDS Settings

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

common.typeOfSea
rch

string

(0]

Specifies the PDS query search
for a PdsProfile. By default, Multi-
UE ID Search is set.

Note: The Type of Search
(conmon. t ypeOf Sear ch) and
Preference Order

(common. pref erenceOr der)
fields will not be imported or
updated through PDS Settings,
either via the GUI or REST API.
These configurations must be
updated using PDS UE ID
Configuration. For more
information, see PDS UE ID
Configuration Settings.

common.preferenc
eOrder

array

If typeOfSearch parameter is set
to Preferential Search, then the
user can select the search index
in order of their preference.
Possible values for
preferenceOrder are : [ "SUPI",
"GPSI", [ "GPSI", "SUPI'],
['GPSI", [ "SUPI"].

Note: The Type of Search
(comon. t ypeOf Sear ch) and
Preference Order

(conmmon. pref erenceOr der)
fields will not be imported or
updated through PDS Settings,
either via the GUI or REST API.
These configurations must be
updated using PDS UE ID
Configuration. For more
information, see PDS UE ID
Configuration Settings.

common.sessionCo
untPerDnnList

SessionCountPer
DnnList

If enableFetchAndResubscribe
parameter is set to true, user can
configure the number of sessions
per DNN using this group of
parameters.

pcrf_core_bas_uri

string

Specifies the base URI of the
PCRF Core service.

remoteSSVRootPat
h.amPolicyData

string

Specifies the root path of
subscriber state variables under
amPolicyData.

remoteSSVRootPat
h.enableEndSessio
nSSVRemoteToUD
R

boolean

Specifies if the dynamic write
should happen at the time of
policy execution or at the end of
the last session for a subscirber.

remoteSSVRootPat
h.operatorSpecificD
ata

string

Specifies the path of subscriber
state variables under
operatorSpecificData.
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Table 2-437 (Cont.) Request/Response Body Parameters

Chapter 2
PDS Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
remoteSSVRootPat | string M Specifies the path of subscriber
h.smPolicyData state variables under
SMPolicyData.
You can provide multiple paths
separated by commas.
remoteSSVRootPat | string M Specifies the path of subscriber
h.spendingLimitDat state variables under
a SpendingLimitData.
remoteSSVRootPat | string M Specifies the path of subscriber
h.uePolicySet state variables under uePolicySet.

Table 2-438 SessionCountPerDnnList

Parameter Name | Data Type Mandatory(M)/
Optional(O)/

Conditional(C)

Description

dnn string (0]

Specifies the Data Network
Name. The allowed expression for
DNN is ["[A-Za-z0-9-.]+$]. Spaces
and other characters are not
allowed. (NA allowed)

maxSessionsCount | integer (0]

Specifies the number of sessions
after which PDS refetches and
revalidates subscriptions. You can
enter a number from 1 to 20.

sd string (0]

Specifies the Slice Differentiator
Name. The allowed expression for
SD is A([A-Fa-f0-9]+|NA)$.
Spaces and other characters are
not allowed.

sst string (0]

Specifies the Slice or Service
Type name in the S-NSSAI. You
can enter a number from 0 to 255
or NA.

Sample Request body structure for PUT operations:

{

"audit": {
"enabl e": true,
"notificationRate": 50,
"pdsProfil eAge": 4500,
"pdsProfil eMaxAge": 8820,
"pdsProfileM nAudi t Passlnterval ": 1170,
"subscri ber M nAudi t Passl nterval ": 390,
"subscri ber Sessi onAge": 1500,
"subscri ber Sessi onMaxAge": 2940

¥

"common": {
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"enabl eFet chAndResubscri be": true,

"enabl eHt t p2": true,
"request Ti meout": "string",

"typef Search": "Preferential Search",

"preferenceOrder”: [

"SUPI ",
"GPSl " 1,
"sessi onCount Per DnnLi st": [

{
“dnn": "string",
"maxSessi onsCount": 1,
"sd": "string",
"sst": 0

}

]
}7
"renot eSSVRoot Pat h":  {
"anPol i cyData": [
"string"

1,

"enabl eEndSessi onSSVRenot eToUDR" :

"operatorSpecificbData": [
"string"

] L

"snPol i cyData": [
"string"

] L

"spendingLinmtData": |
"string"

] L

"uePolicySet": [
"string"

]

}

}

Sample Response body structure for GET and PUT operations:

{
"audit": {
"enabl e": true,
"notificationRate": 50,
"pdsProfil eAge": 4500,
"pdsProfil eMaxAge": 8820,

"pdsProfil eM nAudi t Passl nterval ":
"subscri ber M nAudi t Passl nterval *:

"subscri ber Sessi onAge": 1500,
"subscri ber Sessi onMaxAge": 2940
¥
"common": {
"enabl eFet chAndResubscri be":
"enabl eHt t p2": true,

"request Ti neout": "string",
"sessi onCount Per DnnList": [
{
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“dnn": "string",
"maxSessi onsCount": 1,
"sd": "string",
"sst": 0
1
]
}7
"renot eSSVRoot Pat h":  {
"anPol i cyData": [
"string"

1,

"enabl eEndSessi onSSVRenot eToOUDR": true,

"operatorSpecificbData": [
"string"

] L

"snPol i cyData": [
"string"

] L

"spendingLintData": |

"string"

]

ePolicySet": [
"string"
]
}
}

Sample Response Body structure for PUT and POST operations for

SessionCountPerDnnList

{
"r enot eSSVRoot Pat h": {},

"common": {
"enabl eHt t p2": fal se,
"request Ti neout": "1000",
"enabl eFet chAndResubscri be": true,
"sessi onCount Per DnnList": [
{
"sst": "11",
"sd": "abc123",
“dnn": "internet",
"maxSessi onsCount": 1

}
]
¥
"audit": {
"enabl e": true,
"notificationRate": 50,
"subscri ber Sessi onAge": 1500,
"subscri ber Sessi onMaxAge": 2940,
"subscri ber M nAudi t Passl nterval ": 10,
"pdsProfil eAge": 4500,
"pdsProfil eMaxAge": 8820,
"pdsProfil eM nAuditPasslnterval": 10
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"advancedSettings": []
}

Sample Response Body structure for PUT and POST operations for
SessionCountPerDnnList (subscription revalidation of uePolicySetData and
amPolicyData

{
"renot eSSVRoot Pat h": {},

"common": {
"enabl eHt t p2": fal se,
"request Ti neout": "1000",
"enabl eFet chAndResubscri be": true,
"sessi onCount Per DnnList": [
{
"sst": "NA",
"sd": "NA",
"dnn": "NA",
"maxSessi onsCount": 1
}
]
¥
"audit": {
"enabl e": true,
"notificationRate": 50,
"subscri ber Sessi onAge": 1500,
"subscri ber Sessi onMaxAge": 2940,
"subscri ber M nAudi t Passl nterval ": 10,
"pdsProfil eAge": 4500,
"pdsProfil eMaxAge": 8820,
"pdsProfil eM nAuditPasslnterval": 10

}1
"advancedSettings": []

For more information on the Advanced Settings "Keys" and "Values", see "PDS settings"
section of "Configuring Policy Using CNC Console" in Oracle Communications Cloud Native
Core, Converged Policy User Guide.

Export and Import PDS Settings

Table 2-439 Request and Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array M Exported list of PDS
settings.
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object
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Sample Request Body structure for Import and Export operations:

{
"date": "string",
"exportData": {
"audit": {
“enabl e": true,
“notificationRate": 50,
"pdsProfil eAge": 4500,
"pdsProfil eMaxAge": 8820,
"pdsProfil eM nAuditPasslnterval ": 1170,
“subscri ber M nAudi t Passl nterval ": 390,
"subscri ber Sessi onAge": 1500,
"subscri ber Sessi onMaxAge": 2940
¥
"common": {
“enabl eFet chAndResubscri be": true,
"enabl eHt t p2": true,
"request Ti neout": "string",
"sessi onCount Per DnnList": [
{
“dnn": "string",
"maxSessi onsCount": 1,
"sd": "string",
"sst": 0
}
]
¥
"r enot eSSVRoot Pat h": {
"anPol i cyData": |
"string"
1,
"enabl eEndSessi onSSVRenot eToUDR": true,
"operatorSpecificbData": |
"string"
1,
"snPolicyData": |
"string"
1,
"spendingLinmtData": |
"string"
1,
"uePolicySet": |
"string"
]
}
¥
"sourceVersion": "string",
"topic": "string"
}
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2.85 PDS Workflow

Table 2-440 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export PDS Workflows | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pds/
pdsWorkflow/export

Import PDS Workflows | POST {apiRoot}/oc-cnpolicy- | See Table A-3
configuration/vl/
services/pds/
pdsWorkflow/import

Get PDS Workflows GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/pds/
pdsWorkflow

Update PDS PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Workflows configuration/vl/
services/pds/
pdsWorkflow

Delete PDS Workflow |DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
services/pds/
pdsWorkflow

Get and Update PDS Workflows

Table 2-441 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
workflows boolean Specifies the PDS worflow.
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Table 2-441 (Cont.) Request/Response Body Parameters

- _________________ _______________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

type string Specifies the PDS workflow type.

The values can be chosen as:

«  Default - On selecting this
option, the default PDS
behavior applies.

e Charging Profile selection
based on User Profile - On
selecting this option, you can
configure whether to select
user profile from LDAP or
UDR.

e Charging Profile selection
based on Notification - On
selecting this option, you can
configure to select user
profile based on Notification
from UDR.

» Datasource selection
based on PRE - On
selecting this option, you can
configure to select
datasource based on PRE.

*  Custom - For a custom
workflow, contact Oracle
Policy engineering team and
paste the workflow in JSON
format provided by the team.

subtype string On selecting the Charging
Profile selection based on
Notification workflow type, the
Profile type can be selected as:
. LDAP

- UDR

Sample Request/Response body structure for GET and PUT operations:

{
“wor kfl ows": {},
"type": "string",
"subtype": "string"
}

Cloud Native Core, Converged Policy REST Specification Guide
G25512-02 January 15, 2026

Copyright © 2019, 2026, Oracle and/or its affiliates. Page 407 of 474



ORACLE’

Export/import PDS Workflows

Table 2-442 Request/Response Body Parameters

Chapter 2
Policy Engine

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData array M Exported list of PDS
Workflows.
sourceVersion string System version of the
product from which data
is exported
topic string M Topic of each managed
object

Sample Request Body structure for Import/Export operations:

‘string",

ng"

{
"topic": "string",
"sourceVersion": '
"date": "string",
"exportData": {
"wor kfl ows": {},
"type": "string",
"subtype": "stri
}
}

2.86 Policy Engine

Table 2-443 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Export Policy Engine | GET {apiRoot}/oc-cnpolicy- | See Table A-1
configuration/vl/
services/policyengine/
export
Import Policy Engine POST {apiRoot}/oc-cnpolicy- | See Table A-3

configuration/vl/
services/policyengine/
import

Cloud Native Core, Converged Policy REST Specification Guide

G25512-02
Copyright © 2019, 2026, Oracle and/or its affiliates.

January 15, 2026
Page 408 of 474



ORACLE’

Export/import Policy Engine

Table 2-444 Request/Response Body Parameters

Chapter 2
NWDAF Agent

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date string Current timestamp
exportData.loglevel string

exportData.supportedSe | string
rvices.relativeUrl

exportData.supportedSe | string
rvices.servicelLabel

exportData.supportedSe | string
rvices.serviceName

sourceVersion string System version of the
product from which data
is exported

topic string M Topic of each managed

object

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"exportData": {
"l ogLevel ": "WARN',
"supportedServices": |
{
"relativeUrl": "string",
"serviceLabel": "string",
"serviceName": "string"
}
]
b
"sourceVersion": "string",
"topic": "string"
}

2.87 NWDAF Agent

Table 2-445 Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation
Get NWDAF Agent GET {apiRoot}/oc-cnpolicy- | See Table A-1
Service configuration configuration/vl/
services/nwdafAgent
Update NWDAF Agent | PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Service configuration configuration/vl/
services/nwdafAgent
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Table 2-445 (Cont.) Supported REST APIs

Description HTTP Method or Resource URI Possible Result Code
Custom Operation

Export NWDAF Agent | GET {apiRoot}/oc-cnpolicy- | See Table A-1
Service configuration configuration/vl/

services/nwdafAgent/

export
Import NWDAF Agent | POST {apiRoot}/oc-cnpolicy- | See Table A-3
Service configuration configuration/vl/

services/nwdafAgent/

import
Create Autonomous POST {apiRoot}/oc-cnpolicy- | See Table A-3
Subscription configuration/vl/

autonomousSubscripti
on/sliceLoadLevel

Get Autonomous GET {apiRoot}/oc-cnpolicy- | See Table A-1
Subscription configuration/vl/
autonomousSubscripti
on/sliceLoadLevel/

{sliceLoad}
Update Autonomous PUT {apiRoot}/oc-cnpolicy- | See Table A-2
Subscription configuration/vl/

autonomousSubscripti
on/sliceLoadLevel/

{sliceLoad}
Delete Autonomous DELETE {apiRoot}/oc-cnpolicy- | See Table A-4
Subscription configuration/vl/

autonomousSubscripti
on/sliceLoadLevel/

{sliceLoad}
Get All Autonomous GET {apiRoot} /oc-cnpolicy- | See Table A-1
Subscription configuration/vl/

autonomousSubscripti
on/sliceLoadLevel/

export
Import Autonomous POST {apiRoot}/oc-cnpolicy- | See Table A-3
Subscription configuration/vl/

autonomousSubscripti
on/sliceLoadLevel/
import

Get and Update NWDAF Agent

Table 2-446 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)
advancedSettings array M List of key/value pair
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Table 2-447 SmAdvancedSettings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
key string (0] Specifies the key name.
value string (0] Specifies the value of
the key.

Sample Request body structure for GET and PUT operations:

{
"advancedSettings": [
{
"key": "string",
“value": "string"
}
]
}

Export/import Session Management Service

Table 2-448 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
date String 0] Current timestamp
exportData.advancedSet | array (0] List of key/value pair
tings
exportData.advancedSet | string (0] Specifies the key name
tings.key
exportData.advancedSet | string 0] Specifies the value of
tings.value the key
sourceVersion String (0] Version of the source
systemVersion String (0] Version of the system
topic String M

Sample Request Body structure for Import/Export operations:

{
"date": "string",
"exportData": {
"advancedSettings": [
{
"key": "string",
"value": "string"
}
]
¥
"sourceVersion": "string",
"systenmVersion": "string",
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"topic": "string"

}

Slice Load Level

Table 2-449 Get, Put, Post, and Update Slice Load Level
-

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
immRep Boolean 0] Indication of immediate
reporting
snssai String M Identification of network

slice to which the
subscription applies.

threshold Integer M Indication of slice load
level in percentage

Sample Request body structure for GET and PUT operations:

{
"imRep": true,
"snssai": "string",
"threshold": 0

}

Export/import Slice Load Level

Table 2-450 Request/Response Body Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
Date string (0] Current timestamp
Errors array (0] List of errors
Errors.Message string 0] Error message
Errors.Name string (0] Name of the error
exportData array (0] Exported list of session
rule profiles.
exportData.immRep Boolean (0] Indication of immediate
reporting
exportData.snssai String (0] Identification of network
slice to which the
subscription applies.
exportData.threshold Integer 0] Indication of slice load
level in percentage
sourceVersion string 0] System version of
product from which data
is exported
topic string M Topic of each managed
object
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Sample Request Body structure for Import/Export operations:

[

{
"date": "string",
"errors": |
{
"message": "string",
“name": "string"
}
1,
"exportData": |
{
“i mRep": true,
"snssai": "string",
“threshold": 0
}
1,
"sourceVersion": "string",
"topic": "string"
}

2.88 Notifier Service

This section describes the APIs used to configure Notifier Service.

2.88.1 Notifier Configurations

This URI is used to configure the Notifier Service from CNC Console to send SMPP messages

to external notification servers.

Table 2-451 Supported REST APIs that can be configured from CNC Console
|

Description HTTP Method or Custom Resource URI

Operation
To update Notifier Service PUT {apiRoot}/oc-cnpolicy-
configuration configuration/vl/services/notifier

For details on Request/Response
Body Parameters for PUT notify,
see Table 2-452.

To get individual Notifier Service | GET

{apiRoot}/oc-cnpolicy-

configuration configuration/vl/services/notifier
For details on Request/Response
Body Parameters for GET
smsGateway, see Table 2-452.

To export Notifier Service GET {apiRoot}/oc-cnpolicy-

configuration. configuration/vl/services/notifier /

export
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Table 2-451 (Cont.) Supported REST APIs that can be configured from CNC Console
|

configuration.

Description HTTP Method or Custom Resource URI
Operation
To import Notifier Service POST {apiRoot}/oc-cnpolicy-

configuration/vl/services/notifier/
import

For details on Request/Response
Body Parameters for POST
smsGateway, see Table 2-452

Table 2-452 Request/Response Body Parameters for Notifier Configurations

Field Name | Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
smppConfigur | string M Enables the Subscriber Natification using SMPP
ation.isEnable Protocol.
d Default Value: false
smppConfigur | string (0] ESME Source Address.
ggon.sourceA By default this field is empty.
r
smppConfigur | String M All the SMS Gateways that are created in SMS
ation.defaultS GATEWAY CONFIGURATION page.
msGatewayGr
oup
smppConfigur | String M Indicates the SMS Gateway Connection Timeout in
ation.connect milliseconds.
TimeoutMillis Range: 1-60000
Default Value: 30000
smppConfigur | String M Indicates the timeout (in milliseconds) for the response
ation.respons going towards SMS Gateway.
eTimeoutMilli Range: 1-60000
S
Default Value: 10000
smppConfigur | string (0] Indicates the ESME Source address type of number:
ation.sourceA «  UNKNOWN
ddrTON +  INTERNATIONAL
. NATIONAL
. NETWORK_SPECIFIC
. SUBSCRIBER_NUMBER
¢ ALPHANUMERIC
e ABBREVIATED
Default Value: UNKNOWN
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Table 2-452 (Cont.) Request/Response Body Parameters for Notifier Configurations

Field Name |Data Type Mandatory(M | Description
/
Z)ptionaI(O)I
Conditional(
C)
smppConfigur | String (0] ESME Source Address Number Plan Indicator:
ation.sourceA *  UNKNOWN
ddrNpi « ISDN (E163/E164)
o DATA (X, 121)
 TELEX
« LAND_MOBILE
*  NATIONAL
. PRIVATE
* ERMES
e INTERNET
«  WAP
Default Value: UNKNOWN
advancedSetti To configure the Keys and values for advanced settings.
ngs

Sample Request/Response body structure for PUT operation:

{
"snppConfiguration": {
"i sEnabl ed": true,

"sourceAddr": "3.3.2.2",

"def aul t SmsGat ewayG oup": "gatewayl",

"connect Ti meout M I 1is":
"responseTi meout M | 1is":

30000,

10000,

"sour ceAddr Ton": " UNKNOWN',
"sour ceAddr Npi ": " UNKNOMN'

3,
"advancedSettings": []

}

2.88.2 SMS Gateway

This URI is used to configure the SMS Gateway.

Table 2-453 Supported REST APIs to configure SMS Gateway
|

Description

HTTP Method or Custom
Operation

Resource URI

To get the configuration of a
particular SMS Gateway.

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/smsGateway/
{smsGatewayName}

Where <smsGatewayName> is
the SMS Gateway name.
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Table 2-453 (Cont.) Supported REST APIs to configure SMS Gateway

Description

HTTP Method or Custom

Operation

Resource URI

To delete the configuration of a
particular SMS Gateway.

DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/smsGateway/
{smsGatewayName}

Where <smsGatewayName> is
the SMS Gateway name.

To update the configuration of a
particular SMS Gateway.

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/smsGateway/
{smsGatewayName}

Where <smsGatewayName> is
the SMS Gateway name.

For details on Request/Response
Body Parameters for PUT
smsGateway, see Table 2-454

To create a new SMS Gateway.

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/smsGateway/
For details on Request/Response
Body Parameters for POST
smsGateway, see Table 2-454

To export the list of all the SMS
Gateways.

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/smsGateway/
{export}

To import the list of all the SMS
Gateways.

POST

{apiRoot}/oc-cnpolicy-
configuration/vl/smsGateway/
{import}

For details on Request/Response
Body Parameters for POST
smsGateway.import, see

Table 2-454

Table 2-454 Request/Response Body Parameters for PUT/POST operations on

smsGateway
. _________________ ________ ________________________________________|
Field Name Data Type Mandator | Description
y(Mm)/
Optional(
o)/
Condition
al(C)
description string (0] Free-form text that identifies the SMS Gateway server
within the network. Enter up to 250 characters.
By default, the value is left empty.
name M Enter the name of the SMS Gateway server.
The name can be lower case alphanumeric
characters, '-' or '.', and must start and end with an
alphanumeric character.
By default, the value is left empty.
primarySmscHo M Enter the Host Name of the primary SMSC Host

st

server.
By default, the value is left empty.
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Table 2-454 (Cont.) Request/Response Body Parameters for PUT/POST operations on

smsGateway
- ________________________________________|
Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)
requestDelivery (0] Specify the mode of delivery receipt.

Receipt

This field accepts the following integer values:

e Otoindicate
REQUEST _DELIVERY_RECEIPT_NO

e 1toindicate
REQUEST DELIVERY RECEIPT_SUCCESS_F
AILURE

e 2toindicate
REQUEST_DELIVERY_RECEIPT_FAILURE

Default Value: 0

Size

maxByteLength (0] Maximum number of bytes allowed for the message.
The length of the message can range between 1 to
254 bytes.
Default Value: 140
longMsgMaxByt (0] Maximum number of bytes allowed in a long message.
eLength The length of the message can range between 1 to
999 bytes.
Default Value: 500
longMessageEn M Enables the long messages.
abled Default Value: true
longMessageDel M Specify the long message delivery method. It can take
iveryMethod the following integer values:
e 0toindicate SEGMENTATION AND
REASSEMBLY (SAR) to deliver the long
messages in segments
e 1toindicate the MESSAGE_PAYLOAD to deliver
the long messages in payload
Default Value: 0
truncateLongMe M Indicates whether to truncate messages longer than
ssages the specified length.
Default Value: false
failMaxMessage M Specifies the maximum length of the message after

which the message fails.
Default Value: true

Sample Request/Response body structure for PUT smsGateWay operation:

"description": "testing",
"test",

nane :

"primrySnscHost": "host_3",
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"request Del i veryRecei pt": 2,
"maxByt eLengt h": 140,

"l ongMsgMaxByt eLengt h": 500,

"l ongMessageEnabl ed": true,

"l ongMessageDel i ver yMet hod": O,
"truncat eLongMessages": fal se,
“fail MaxMessageSi ze": true

Chapter 2
Notifier Service

Sample Request/Response body structure for POST smsGateWay.import operation:

"topic": "conmmon.notifierservice.snsgateway"”,
"sourceVersion": "1.6.0",
"date": "2023-03-14T08:01: 482",
"exportData": [

{

"description": "testing",
" vrest”.

name":
"primrySnmscHost": "host 3",
"request Del i veryRecei pt": 2,
"maxByt eLength": 140,

"I ongMsgMaxByt eLengt h": 500,

"I ongMessageEnabl ed": true,

"I ongMessageDel i ver yMet hod": 0,
"truncat eLongMessages”: fal se,
"fail MaxMessageSi ze": true

}H

2.88.3 SMSC HOST Info

This URI is used to configure the SMSC Host.

Table 2-455 Supported REST APIs to configure SMS Gateway

Description HTTP Method or Custom Resource URI
Operation
To get the SMSC Host name. GET {apiRoot}/oc-cnpolicy-

configuration/vl/smscHostInfo/
{smscHostName}

To delete the SMSC Host name. | DELETE

{apiRoot}/oc-cnpolicy-
configuration/vl/smscHostInfo/
{smscHostName}
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Table 2-455 (Cont.) Supported REST APIs to configure SMS Gateway

Description

HTTP Method or Custom

Operation

Resource URI

To update the configuration of a
particular SMSC Host.

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/smscHostInfo/
{smscHostName}

For details on Request/Response
Body Parameters for PUT
smscHostInfo.smscHostName,
see Table 2-456

To create a new SMSC Host.

POST

{apiRoot}/oc-cnpolicy-
configuration/v1l/smscHostInfo/
{smscHostName}

For details on Request/Response
Body Parameters for POST
smscHostInfo.smscHostName,
see Table 2-456

To export the list of all the SMSC
Hosts.

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/smscHostInfo/
{export}

To import the list of all the SMSC
Hosts.

POST

{apiRoot}/oc-cnpolicy-
configuration/v1l/smscHostInfo/
{import}

For details on Request/Response
Body Parameters for POST
smsHostInfo.import, see

Table 2-456

Table 2-456 Request/Response Body Parameters for PUT/POST
smscHostinfo.smscHostName.

Field Name Data Type Mandator | Description
y(Mm)/
Optional(
o)/
Condition
al(C)
name string M Enter the name of the SMSC Host server.
The name can be lower case alphanumeric
characters, - or '.", and must start and end with an
alphanumeric character.
By default, the value is left empty.
host String M Enter the Host Name of the SMSC server.
The host can be Ipv4, Ipv6 or FQDN with optional port
value.
By default, the value is left empty.
port Integer M Enter the Port number of the SMSC server.
Range: 0-65535
By default, the value is left empty.
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Sample Request/Response body structure for PUT/POST operations:

{
"nanme": "host 2",
"host": "1.1.1.9",
"port": 8002

}

Sample Request/Response body structure for POST operation to import the details:

{

"topic": "conmmon.notifierservice.snschost",

"sour ceVersion":

"1.6.0",

"date": "2023-03-15T13:21:02Z",
"exportData": [
{
"nane": "host 4",
"host": "1.1.1.7",
“port": "8000"

H

2.89 Usage Monitoring

This section describes the APIs used to configure Usage Monitoring service.

2.89.1 Usage Monitoring Service

Table 2-457 Supported operations

HTTP Method or Custom
Operation

Description

Resource URI

GET

Get Usage Monitoring Service

{apiRoot}/oc-cnpolicy-
configuration/vl/services/pcfum
For details on the Request/
Response Body Parameters, see
Table 2-458

PUT

Update Usage Monitoring
Service

{apiRoot}/oc-cnpolicy-
configuration/vl/services/pcfum
For details on the Request/
Response Body Parameters, see
Table 2-458

POST

Import Usage Monitoring Service

{apiRoot}/oc-cnpolicy-
configuration/vl/services/pcfum/
import

For details on the Request/
Response Body Parameters, see
Table 2-458
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Table 2-457 (Cont.) Supported operations
|

HTTP Method or Custom Description Resource URI

Operation

GET Export Usage Monitoring Service | {apiRoot}/oc-cnpolicy-
configuration/vl/services/pcfum/
export

For details on the Request/
Response Body Parameters, see
Table 2-458

Table 2-458 Request/Response Body Parameters for GET/PUT/POST operations

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional (O)/

Conditional (C)

enablePRE Boolean M Indicates whether to
enable or disable
interaction with PRE for
Policy evaluation as per
the match list.

dataRolloverProfile String (@) Indicates the default
data rollover profile to
use for UDR provided
data limits for which
rollover is applicable.
That is, "Data Rollover"
attribute is set to "true”
and a separate "Data
Rollover Profile" attribute
is not provided.

enableQuotaMigration String 0] Indicates whether 4G to
5G UDR Quota Data
Migration is in progress.
If so, Policy considers
the custom attributes
from 4G UDR for quota
calculation and update.

Default value: false

Note: Disabling this flag
while 4G to 5G
Subscriber Data
Migration is incomplete
may result in Quota loss.
It is recommended to not
fallback to 4G PCRF
once this flag is disabled
as after this, the data
provided to 4G PCRF
may NOT be up to date.
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations
|

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

reversePriority String (0] Indicates the priority
consideration order.
When this flag is
enabled: Higher number
indicates lower priority

When this flag is
disabled: Higher number
indicates higher priority

Default value: true

enableProRatedQuota | String (0] lindicates whether pro-
rated data calculation
should be applied to the
selected plan at a time
of activation or not.

Default value: false

enableProRatedQuotaF | String (0] lindicates whether pro-
orBillingDayChange rated data calculation
should be applied to the
selected plan at a time
obilling day change .

Default value: false

minimumVolumeGrant Integer M Enter the minimum grant
value (in bytes) that can
be approved for volume
based usage monitoring.
If the grant value
published by PRE is less
than the value for this
field, then Policy
considers the minimum
grant value out of the
two.

After deducting the
current grant, if the
remaining grant value is
less than the minimum
grant value, then the
remaining grant is also
added to the current
grant.

Default value: 2048

Range: 512 - 1048576
(AMB)
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations
|

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

maximumVolumeGrant | Integer M Enter the maximum
grant value (in bytes)
that can be approved for
volume based usage
monitoring. If the grant
value published by PRE
is greater than the value
for this field, then Policy
considers the maximum
grant value out of the
two.

Default value: 2048

Range: 1024 -
107374182400 (100 GB)

minimumTimeGrant Integer M Enter the minimum grant
value (in seconds) that
can be approved for time
based usage monitoring.
If the grant value
published by PRE is less
than the value for this
field, then Policy
considers the minimum
grant value out of the
two.

After deducting the
current grant, if the
remaining grant value is
less than the minimum
grant value, then the
remaining grant is also
added to the current
grant.

Default value: 300

Range: 30 - 3600 (1
hour)

maximumTimeGrant Integer M Enter the maximum
grant value (in seconds)
that can be approved for
time based usage
monitoring. If the grant
value published by PRE
is greater than the value
for this field, then Policy
considers the maximum
grant value out of the
two.

Default value: 300

Range: 60 - 86400 (1
hour)
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional (O)/

Conditional (C)

inactivityTime Integer (0] Enter the time interval
(in seconds) during
which if no packets are
received for a given
monitoring key, PGW or
SMF stops measuring
the time.

Default value: 86400

Range: 0 - 604800 (7

Days)
usageAccumulationStart | Enumeration (@) Select the start time and
DateTime date from when the

Usage Monitoring
service starts counting
the usage reset
periodicity. The values
are:

e Plan Start Date and
Time: Counted from
the plan start date
and time as
provisioned on the
UDR.

*  Plan Activation Date
and Time: Counted
from the plan
activation date and
time as provisioned
on the UDR.

e Period Start Date
and Time: Counted
from the period start
date and time.

applyBillingDay String (@) Indicates if the flexible

billing cycle option is

enabled.

The accepted values

are:

e Current Billing
Cycle

*  NextBilling Cycle

Default value: Next
Billing Cycle
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST

operations
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
dataCompressionSchem | String (0] Used to configure the

e

data compression in

UmContext table.

This flag accepts the

following values:

- Disabled:
Indicates that the
data will not be
compressed and
will be stored in the
column in
uncompressed
format. The value of
COVPRESSI ON_SCH
EME for that row is
set to the default
value 0.

- WsQ
Conpr essed:
Indicates that the
data will be
compressed using
MySQL and will be
stored in the column
in compressed
format. The value of
COVPRESSI ON_SCH
EME for that row is
setto 1.

« Application
Conpr essed:
Indicates that the
data will be
compressed using
Zlib and will be
stored in the column
in compressed
format. The value of
COVPRESSI ON_SCH
EME for that row is
set to 2.

Default value: Disabled

When accessing the
data from

UnCont ext . v, the
application determines
the compression status
based on the value of
COVPRESSI ON_SCHEME
and does the
decompression
accordingly.
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST

operations

Field Name

Data Type

Mandatory(M)/
Optional (O)/
Conditional (C)

Description

For more details on data
compression, see Usage
Monitoring on Gx
Interface in Oracle
Communications Cloud
Native Core, Converged
Policy User Guide.

weekStartDay

Enumeration

Enter the starting day of
the week.
Default value: Sunday

defaultVolumeGrant.gra
ntVolumeSource

Enumeration

Note: This field
becomes active when
you select Grant Unit as
Percent.

Accepts one of the
following values:

. Initial Volume:
Calculate grant
volume from the
initial volume.

e Used Volume:
Calculate grant
volume from the
used volume.

*  Remaining Volume:
Calculate grant
volume from the
remaining volume.

Default value: Initial

Volume

defaultVolumeGrant.gra
ntVolumeUnit

Enumeration

Accepts one of the
following values:

. Percent: Grant
volume is calculated
as a percentage.

* Bytes: Grant
volume is calculated
as an absolute
value.

Default value: Percent
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST

operations
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
defaultVolumeGrant.gra | Integer M If Grant Unit is
ntVolumeValue Percent:

Enter the default Grant
Volume in percentage,
which is considered
when PRE is not
invoked or PRE does not
return a decision.

This value is applied to
the Total Volume and
divided equally among
the Uplink and Downlink
Volumes when available.

Default value: 10
Range: 1-100

When the grant value is
0 and Grant is not
calculated by PRE, then
volume based Usage

Monitoring is disabled
for the session.

If Grant Unit is Bytes:

Enter the default Grant
Volume in Bytes, which
is considered when PRE
is not invoked or PRE
does not return a
decision.

This value is applied to
the Total Volume and
divided equally among
the Uplink and Downlink
Volumes when available.

Default value: 2048

Range: 512 - 1048576
(1 MB)

When the grant value is
0 and Grant is not
calculated by PRE, then
volume based Usage
Monitoring is disabled
for the session.
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST

operations

Field Name

Data Type

Mandatory(M)/
Optional (O)/
Conditional (C)

Description

defaultTimeGrant.grantT
imeSource

Enumeration

o

Note: This field
becomes active when
you select Grant Unit as
Percent.

Accepts one of the
following values:

. Initial Duration:
Calculate grant time
from the initial
duration.

e Used Duration:
Calculate grant time
from the used
duration.

*  Remaining
Duration: Calculate
grant time from the
remaining duration.

Default value: Initial

Volume

defaultTimeGrant.grantT
imeUnit

Enumeration

Accepts one of the

following values:

*  Percent: Grant time
is calculated as a
percentage.

. Seconds: Grant
time is calculated as
an absolute value.

Default value: Percent
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations
|

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

defaultTimeGrant.grantT | Integer M If Grant Unit is
imeValue Percent:

Enter the default Grant
time in percentage,
which is considered
when PRE is not
invoked or PRE does not
return a decision.

Default value: 10
Range: 1-100

When the grant value is
0 and grant is not
calculated by PRE, then
time based Usage

Monitoring is disabled
for the session.

If Grant Unit is
Seconds:

Enter the default Grant
time in seconds, which
is considered when PRE
is not invoked or PRE
does not return a
decision.

Default value: 3600

Range: 30 - 86400 (1
day)

When the grant value is
0 and grant is not
calculated by PRE, then
time based Usage
Monitoring is disabled
for the session.

defaultUsageLevels.min | Integer M Enter threshold value in
orUsagelevel percentage indicating
minor usage.
Default value: 50
defaultUsageLevels.maj [ Integer M Enter threshold value in
orUsagelevel percentage indicating

major usage.
Default value: 75

defaultUsageLevels.criti | Integer M Enter threshold value in
calUsagelevel percentage indicating
critical usage.

Default value: 95
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations
|

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

defaultUsageLevels.exh [ Integer M Enter threshold value in
austedUsagelevel percentage indicating
usage level has
exhausted allowed limit.
Default value: 100

customAttributeMapping | String (@) Enter a string identifying
.resetDay the custom attribute in
UDR response that
represents the usage
reset day.

Example: SmPolicyData/
umDataLimits/{limitld}/

billingDay
customAttributeMapping | String (@) Maps the custom
.dataPlanName attribute available in the

UDR provided data limit
to name. A "name"
associated with the data
limit can be used in a
Selection Profile to
select the plan to apply
when multiple active
plans are found.Default
vlaue: SmPolicyData/
umDataLimits/{limitld}/

name
customAttributeMapping | String (@) Maps the custom
.dataPlanPriority attribute available in the

UDR provided data limit
to priority. A "priority"
associated with the data
limit would help to select
the plan to apply when
multiple active plans are
found.

Possible values allowed
in this field in UDR Data
Limit are: any integer.
Default value:
SmPolicyData/
umDataLimits/{limitld}/

priority
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations
|

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

customAttributeMapping | String (0] Maps the custom
.dataPlanType attribute available in the
UDR provided data limit
to type. A "type"
associated with the data
limit would help to order
the selection of the plan.
Possible values allowed
in this field in UDR Data
Limit are: "base", "pass",
"top-up".

A separate configuration
would order the
selection, for example:
Pass > Base Plan > Top-
up.

Default value:
SmPolicyData/
umDataLimits/{limitld}/
type

Default value to apply if
this mapped attribute is
absent: base

The Plan Type, Priority
within that Plan Type
and the Selection Order
of Plan Types together
decide the order of
selection of Data Plans.

customAttributeMapping | String (@) Maps the custom
.dataRollover attribute available in the
UDR provided data limit
to indicate whether
rollover is enabled for
this data limit.

Possible values allowed
in this field in UDR Data
Limit are: "true" and
"false".

Default value:
SmPolicyData/
umDataLimits/{limitld}/
rollover

Default value to apply if

this mapped attribute is
absent: false
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST
operations

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

conflictResolution.enabl | Boolean (0] Indicates if the ETag

eEtag functionality is enabled

or disabled between

PDS and UDR. By

default, this is disabled.

Following scenarios may

occur if it is enabled:

*  When the Usage
Monitoring service
sends a GET
request for the first
time, then PDS will
fetch latest ETag
details from UDR
and update it in
THE pdssubscriber
table.

* when the Usage
Monitoring service
sends PATCH
request to PDS,
PDS sends the
request to UDR
using if-match
header. UDR
matches the ETag
of PDS with UDR. If
it matches, then
UDR replies with
the latest ETag that
gets udpated on
PDS.

e If the If-Match
headers failS, it
means ETag on
PDS does not
match with UDR.
UDR replies with
412 error response
and based on the
response code,
Usage Monitoring
service sends a
force request to
PDS to get the
latest ETag from
UDR and update it
on PDS database.

conflictResolution.conflic | Integer @) Specifies the number of
tRetryAttempt retry the Usage
Monitoring service will
do when if-match will fail
on UDR.Default value: 5
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST

operations

Field Name

Data Type

Mandatory(M)/
Optional (O)/
Conditional (C)

Description

dataLimitSelection

Reference

o

Indicates the data limit
selection profile to use
while selecting a data
limit among more than
one active data limits
provided by UDR.

audit.enable

Boolean

Used to enable or
disable the Audit
registration for Usage
Monitoring service.
When this field is
enabled, Usage
Monitoring sends
registration request to
Audit service.When this
field is disabled, Usage
Monitoring sends de-
registration request to
Audit service.

Default value: true

audit.notificationRate

Integer

Indicates the number of
stale records that Audit
service notifies to Usage
Monitoring service in
one second.

audit.ttl

Integer

Indicates the age of a
Usage Monitoring
session, after which the
session is considered to
be stale and the PCRF
Core service is queried
for the presence of such
associations.

Note: This value should
be higher than the Gx
session audit.

audit.maxTtl

Integer

Indicates the maximum
age of a
UMPolicyAssociation,
after which the session
is purged from
UMContext database
without sending further
gueries.

Note: This value should
be higher than the Gx
session audit.
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Table 2-458 (Cont.) Request/Response Body Parameters for GET/PUT/IPOST

operations
. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
audit.minAuditAttempts | Integer (0] Indicates the minimum

number of queries to
PCRF Core service
before deleting a
session.

audit.frequency

Integer (0] Defines the time when
next audit for the Usage
Monitoring service table
is done after delta time if
auditing this table has
been finished before this
specified time.

Table 2-459 MessageDefaultPriorityUMService
|

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
enter a range from [0-31] String O Defines the discard
message priority for
different Usage
Monitoring API end
points.Allowed Values:
0-31
umCongestionErrorCode String o Configure the response

code of the rejected
messages by Usage
Monitoring due to
congestion state. By
default, Usage
Monitoring service
sends 503 as response
code. If configured then
it shall be 5xx only.
Allowed Values: 5xx

Default Value: 503

Sample Request/Response body structure for GET operation:

"enabl ePRE":

“enter a
“enter a
“enter a
“enter a
“enter a

range
range
range
range
range

fal se,

in bytes from[512-1048576]": 2048,

in bytes from[1024-1000000000000]": 2048,
in seconds from[30-3600]": 300,

in seconds from [60-86400]": 300,

in seconds from[0-604800]": 86400,

"dataRol | overProfile": "string",
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"enabl eQuotaM gration": "string",
"reversePriority": "string",
"enabl eProRat edQuota": "string",
"enabl ePr oRat edQuot aFor Bi | | i ngDayChange": "string",
"UsageAccunul ati on StartDateTi me shoul d be one of PLAN_START,
PLAN_ACTI VATI ON, PERI OD_START.": "PLAN_START",
"Week Start Day should be one of SUNDAY, MONDAY, TUESDAY, WEDNESDAY,
THURSDAY, FRI DAY or SATURDAY.": " SUNDAY",
"NEXT_BI LLI NG_CYCLE, CURRENT_BI LLI NG CYCLE": "NEXT_BILLI NG CYCLE",
" dat aConpr essi onSchene": "0",
"defaul t Vol uneGant": {
"Grant Vol une Source should be one of IN TIAL_VOLUMVE, USED VOLUME,
REMAI NI NG VOLUME. ": "I NI TI AL_VOLUME",
"Grant Vol une Source should be one of VOLUME_PERCENT, VOLUME_BYTES. ":
" VOLUME_PERCENT",
"grant Vol umeVal ue": 0
b
"defaul t TimeGant": {
"Grant Tinme Source should be one of |IN TIAL_DURATI ON, USED DURATI ON,

REMAI NI NG_DURATI ON. ": "1 NI TI AL_DURATI ON',
"Grant Tinme Source should be one of TIME_PERCENT, TIME_BYTES. ":
" TI ME_PERCENT",

"grant Ti meVal ue": 0
}7
"def aul t UsagelLevel s": {

"enter a range in Percent from[0-100]": 100
}

"customAttri but eMappi ng": {
"enter a Reset Day, such as 'SnPolicyData/unDataLimts/{linitid}/

billingDay'.": "string",

"enter a Data Plan name, such as 'SnPolicyData/unDataLimts/{linitid}/
name'.": "string",

"enter a Data Plan Priority, such as 'SnPolicyData/unmDataLimts/{limtid}/
priority'.": "string",

"enter a Data Plan Type, such as 'SnPolicyData/unDataLimts/{linitid}/
type'.": "string",

"enter a Data Rollover, such as 'SnPolicyData/unmDataLimts/{limtid}/
rollover'.": "string",

"enter a Data Rollover Profile, such as 'SnPolicyData/unbDatalLimts/
{limtid}/rolloverProfile .": "string"

}

"conflictResolution": {
"enabl eEt ag": true,
"conflictRetryAttenpt": 0

}7

"dataLimtSel ection": {

"sel ectionRules": |

{
"Enter Integer Value": O,
“limtldentifier": "string",
“conditions": [

{
"Paranmeter Nane shoul d be SERVI NG NODE_LOCATI ON. ":

" SERVI NG_NODE_L OCATI ON',
"Qperator should be one of MATCH or EQUAL.": "MATCH',
"value": "string"
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}
]
}
]

"sortingRules": [

{

"Enter Integer Value": O,

Chapter 2
Usage Monitoring

"Sorting Paranmeter Name shoul d be one of RESET_PERI OD, START_DATE,

END_DATE. ": "RESET_PERI OD",

"Sorting Order should be one of ASC, DSC ": "ASC'

}
]

"defaul tDataLim tProfile": "string",
"defaul tDataLimtSortProfile": "string",
"sel ectionOrderl": "base",
"sel ectionOrder2": "base",
"sel ectionOrder3": "base"
2
"audit": {
"enabl e": true,
"enter a range in sec from[20-700]": 50,

"enter a range in minutes from[1-10080]":

"m nAudi t Attenpts": 5,
"enter a range in mnutes from[1-1440]":

}

ssageDefaul tPriority": {
"enter a range from[0-31]": "31",
"unCongest i onError Code": "503"
}

dvancedSettings": |
{
"key": "string",
"value": "string"
1
]
}

ef aul t Dat aLi mit Sel ectionProfile": "string",

7200,

330

For more information on the Advanced Settings "Keys" and "Values", see "Configuring Usage
Monitoring" section of "Configuring Policy Using CNC Console" in Oracle Communications

Cloud Native Core, Converged Policy User Guide.
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2.89.2 Attribute Forwarding Profile

Table 2-460 Supported operations

Chapter 2
Usage Monitoring

HTTP Method or Custom Description
Operation

Resource URI

GET Get Attribute Forwarding Profile

PUT Update Attribute Forwarding
Profile

DELETE Delete Attribute Forwarding
Profile

POST Create Attribute Forwarding
Profile

POST Import Attribute Forwarding
Profile

GET Export Attribute Forwarding
Profile

{apiRoot}/oc-cnpolicy-
configuration/vl/services/
common/
attributeForwardingProfiles/
{attributeForwardingProfileName}
where

<attri but eForwardi ngProfil
eName> is the attribute forwarding
profile name.

{apiRoot}/oc-cnpolicy-
configuration/vl/services/
common/
attributeForwardingProfiles/
{attributeForwardingProfileName}
where

<attri but eForwar di ngProfil
eNane> is the attribute forwarding
profile name.

{apiRoot}/oc-cnpolicy-
configuration/vl/services/
common/
attributeForwardingProfiles/
{attributeForwardingProfileName}
where

<attri but eForwardi ngProfil
eNane> is the attribute forwarding
profile name.

{apiRoot}/oc-cnpolicy-
configuration/vl/services/
common/
attributeForwardingProfiles/

For details on the Request/
Response Body Parameters, see
Table 2-461.

{apiRoot}/oc-cnpolicy-
configuration/vl/services/
common/
attributeForwardingProfiles/import
For details on the Request/
Response Body Parameters, see
Table 2-461.

{apiRoot}/oc-cnpolicy-
configuration/vl/services/
common/
attributeForwardingProfiles/export
For details on the Request/
Response Body Parameters, see
Table 2-461.
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Table 2-461 Request/Response Body Parameters for GET and POST operations

Field Name Data Type

Mandatory(M)/
Optional (O)/
Conditional (C)

Description

forwardedAttribute.attrib ~ String
uteName

forwardedAttribute.attrib Enumeration
uteSource

forwardedAttribute.attrib  Enumeration
uteSelection

forwardedAttribute.prede String
finedAttributeLocation

forwardedAttribute.attrib ~ String
uteLocation

C

M

Name of the attribute.

Source of the attribute to
be forwarded.

Attribute Source
provides the following
options:

*  Request Message:
The incoming
request message
such as Gx CCR
message or SM
Policy Association
Create message.

e User Data: Data
received from
different data
sources such as
UDR and CHF.

e Session Data: Data
saved in the session
(association)
previously, such as
saved APN/DNN
value.

Attribute Selection can
be:

. Predefined
e Custom

This parameter can be
filled when the Attribute
Selection is of
Predefined type.

It indicates the path/
location at which this
attribute can be found by
the source (forwarder)
micro-service.

This parameter can be
filled when the Attribute
Selection is of Custom
type.

It indicates the path/
location at which this
attribute can be found by
the source (forwarder)
micro-service.
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Sample Request/Response body structure for GET operation:

{
"name": "string",
"forwardedAttribute": |
{
"attributeNane": "string",
"attributeSource": "enter any one value from
[\"REQUEST\",\"UDR",\"SESSIO\\"] ",
"attributeSelection": "enter value from[\"PREDEFINED\",\"CUSTOM "] ",
“predefinedAttributelLocation": "string",
"attributelLocation": "string"
}
]
}

2.89.3 UM Data Limit Selection Profile

Table 2-462 Supported Operations

HTTP Method or Custom Description Resource URI
Operation
GET Get Usage Monitoring Data Limit  {apiRoot}/oc-cnpolicy-
Selection Profile configuration/v1l/policydata/
usagemon/

datalimitselectionprofiles/
{umDataLimitSelectionProfileNam
e}

where

<unDat aLi nmit Sel ecti onProf i
| eNane> is the Data Limit
Selection profile name.

PUT Update Usage Monitoring Data  {apiRoot}/oc-cnpolicy-
Limit Selection Profile configuration/vl/policydata/
usagemon/

datalimitselectionprofiles/
{umDataLimitSelectionProfileNam
e}

where

<unDat aLi nit Sel ecti onPr of i
| eNane> is the Data Limit
Selection profile name.

DELETE Delete Usage Monitoring Data {apiRoot}/oc-cnpolicy-
Limit Selection Profile configuration/vl/policydata/
usagemon/

datalimitselectionprofiles/
{umDataLimitSelectionProfileNam
e}

where

<unDat aLi mi t Sel ecti onProfi
| eName> is the Data Limit
Selection profile name.
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Table 2-462 (Cont.) Supported Operations

Chapter 2
Usage Monitoring

HTTP Method or Custom Description Resource URI
Operation
POST Create Usage Monitoring Data {apiRoot}/oc-cnpolicy-

Limit Selection Profile

POST Import Usage Monitoring Data
Limit Selection Profile

GET Export Usage Monitoring Data
Limit Selection Profile

configuration/vl/policydata/
usagemon/
datalimitselectionprofiles

For details on the Request/
Response Body Parameters, see
Table 2-463.

{apiRoot}/oc-cnpolicy-
configuration/v1/policydata/
usagemon/
datalimitselectionprofiles/import
For details on the Request/
Response Body Parameters, see
Table 2-463.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/
datalimitselectionprofiles/export
For details on the Request/
Response Body Parameters, see
Table 2-463.

Table 2-463 Request/Response Body Parameters for GET operation

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
name String M Unique name to identify
the Data Limit Selection

Profile.
selectionRules.type Enumeration (@) Indicates the selection

rules type.
selectionRules.priority Integer M Indicates the selection

rule priority.
selectionRules.alwaysM Boolean M When this is true, no
atch conditions shall be

evaluated. This can be

used as a CATCH ALL

Selection Rule.

Default: False
selectionRules.dataLimit String C Uniquely identifies the
Profile UM Data Limit Profile by

a name. This field is for

configuration purpose

only and not transmitted
over the network.
selectionRules.limitldenti String C Specifies the limit
fier identifier. Multiple limit
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Table 2-463 (Cont.) Request/Response Body Parameters for GET operation

_______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description

Optional (O)/

Conditional (C)

selectionRules.condition Object M
s

selectionRules.condition Indicates the type of
s.parameterType parameter on which the
condition will be applied.

*  Forwarded Attribute
- Am attribute
forwarded by the
core service, for e.g.
Serving Gateway
MCCMNC / IP
Address, APN etc.
*  Policy Decision Tag
- A Tag applied by
the policy.
selectionRules.condition  String C This field is displayed
s.attributeName when Parameter Type is
"Forwarded Attribute".

selectionRules.condition Accepts the following
s.operator values:

e Equals

*  Not Equals

e LessThan

*  Greater Than

*  Matches
selectionRules.condition String Displays the list of
s.value configured Match Lists

when the Operator is

"Matches".

Sample Request/Response body structure for GET operation:

{
"nane": "string",
"sel ectionRules": [
{

“type": "DATA LIMT_PROFI LE",
"priority": 0,
"al waysMatch": true,
"dataLimitProfile": "string",
“"l'imtldentifier": "string",
"conditions": [
{
"application": "Gx",
"message": "CCR',
"preDefinedAVPCondi tions": |
{
"condi ti onNane": "CC-Request - Type",
"condi tionCSl Dval ue": [
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T90. nir3eghaVBr * n8- eZVeUf havn. yELKj bEPSuygr H93pZnZsLX xcl 4af vV1j w8poOl t, Of

i 7YK68T6dqZ6j * WK6zgPQ73ARNP6POLCNO,  XvUU wHO0?97?

Rz 4Hp4UCE9gxHnGy, dWAT7*5i by G Jq6MZk8PQz ROLJI 5mMhi ANdpb8r hy8cPenL7PF?
OPyhFDJdI , Dbh1?* zybcqAnmBg9- E4Pz(0. 0Sr Rr aGA 11ND- OY?dhVgalj 6VIpnHK6N, N?

p7AXv. - 8mA6Jf G yc15t nHhqyPBCpMBc 1S0, y FpLMhFHGCTKy 4TMaby DBFvwC6h! YNdZANLF62?
5zy5l, gX. . 0-

onmrdbaAPDIkKi nt 6Sdj | Prbl i 2, ywl- - 71B0eSj Y6] GNpNRBFNRI1r LMch70Zget xM gt K,

1CyvRi j p, 9pOLA, ESEf BchgXXx1hOKk| V7A55J4nmN ¢l DaTwZUXgr pi G sSMMGGcxhk6T-

ot FghPnd4, A- JAshdl c4. yJP* XuyZHOLDRcNf, HhsPi Ly?Nmi xbpEx- 6Hf 1s6dU7UEpFV?
CFW3PupW.* bl | Qk4L454d- zmixVkaVeanQbt QVgf AY3t 4nFxt VCQovPh2uf f hf E,

Zr bXnJTz51 Fnn26BTI cpB, FPsCxBPIMNMAT?by Si eohKOYR?

Fp7hXl obG uyPKz TkNvFKVWVAND73V7?sJ7NTLi GsR2L4x| t 5saElp. AKW P, WLW cshFbi ?
cT3Khh-

Wi zi CS5f z4nZd2uWhd- 1FSd1r cJol B5vnTkc @ gJ9z29y. MHBKOf 6Yq, zAWKxKnF5y XSX8i Fpgz4j n
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J1i f 2*N6LnCxDTs6Z, - TShl FXHVYol 786* 39e309?425Q
0CzKi UXp5N7Ft BLEbn8pxdL1DDj gK, Jnez XR7Rf G. qE8bi dWhO7 PayykvzcWHH3kyf PbY6x MUGLwt H
938q@t 6t 0GBvz15ZCVR?kUC?Kcul(G ?YXKA3, R3gxDFW Eb4l TqFSEw, E5RBdI P,
dJMIGksKt sUZI || Lub20C6* UANTC-
Bl Ecz\WWGKz0a2zf r 7t y SHiTtxbXRVBTex 3gdveut ZwUCkr Vj i 8pj 950UWMO7v pr AU
1,
“condi tionCCRTVal ue": "UPDATE_REQUEST",
“conditi onRxRTVal ue": [
"I NI TI AL_REQUEST"
1,
“condi tionServi ceURNI Dval ue": [
"1, Vnj 9p. MZI xvBFi Lr* YRHTOxCf C* Y*kGmw kB- 8j 1Jgf nDcggkf eKHFNL-
CdHSAT vPx* AXGEagPAXvx0Q@wr dBJr OpT5V, hF847pVFbHgx* yMYr 7svKG 2TC?ut LpLenQsq?
| KnDAI NKaYbcr OzyzZb3AzX?W i . dnbl 7i Y80W/d2. vL1V- 5, NBBoxA-
MIK67f 9WQ@HDNNsi zzFCD8I gH. T, j Mur | bEhksKqTzki aNWwdBg8r Twot BnRVJ Geaf W
Bj SKNUoM4* FAR- 0?7, 0i - J*D. Bj ?2JAvOpuz0A2ESszsi j i UBA-
z2vHgpecCqgzKCUsR TogsNc893aVA. ew3POf G H5P* BMKAhUpwTRt YHWOC3. ?-
hbGuJOSwWDIl 6hKge, 2a*xG 56aFNLcDPndi z,
w3QBy 95l wZeOc* TIw. 2B7] GOL2unDSE59c TOEvUuOSUNLMX4r KaPMIT6* . * Vir N* XF,
oUQYzJEEPZSPt mCWU- YkoWih, j MCnt cRw nRr Bl u7Gi - EDgW¥ 2w gbL-
VRCODRf UXW i | ¢l FKIwhuWoj k4p1d JYf 03n¥ 7THg4Gsdj hF-
Q\HYv, 7j aCi 70sg. XPXsqne9d, 3J1R *- df TT4nB?E. D. eYb4h8y*j qmyhbl DvO8HSF-
T13eXUgqG OKBEVE- - r M\, bo?HI y- -
wXk Bkt sx9GBOWZFBcvf GFhUHADsI . | OLRKVBUl VaqQWr6i 700f eaUpMoFt ai VDWL1K??0r 81 .1 ?
st WA, exKXw&ZSzhcel Py ?Xl z QM Xky hulbKmBVXD] 5nmAACI nhZgk, 3ekMJ B. . re2u4?
2Dj OyoCNz0J0SJ0eeny9cUPVIxX9y 71 ONBYTv Thy 7wPs PKQSZvnrZe- Ba9bQ k, nExi 2ki TTTt VbNi d-
mdj ZkHoe5bcR?1 21 CD7qvun bM_Rg1* 6pw. MMBSWMKOK8bnoAGLFXdQJf zS7Rne -
| 3w bj j AFg53U, ?RXQBI Q6LYNVf Cut -
WK9eadTgpWLi Qy*a3Zt L5l 7JJr VDsK7gB98OW 8Mks9kuRWV, VQVRhOiI RHPf 21c2HoL1J 7ugNQvpf X
JgL?4l MeKhbl HAj Kxf vbsV. v5UD8C
VEDZj r 9N3PVWBDgUgnwl sf pl E8dSv5I r FTYCnT mbx Y4H SpgvLcwoOnR* 9yj ., Vj a26gB7J0A3N, OBM
eELFhseaZ4bvRW zJeUoc3t 4YSo., 3zDXsJ3p8uX7WC?Lnf doby, GHOE?
2EVni TNRmeaPL7* gnzv3voUCRCI64xepuMAQDha5Goy Tf 4ZB?ek WUNsW
1,
“condi tionMPSl dVal ue": |
"string"
1,
“condi ti onMCPTTI dVal ue": |
"string"
1,
“condi tionMCVi deol dVal ue": |
"string"

]

onditionReservPriorityValue": [
"string"
] Ll
“condi ti onSNRTypeVal ue": |
" ABORT_SESSI ON_REQUEST"

]

ortingRules": [
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{
"index": O,
"paramet er Type": "START_DATE",
“attributeNanme": "string",
“order": "string"

}

2.89.4 UM Data Limit Profile

Table 2-464 Supported operations

HTTP Method or Custom Description Resource URI

Operation

GET Get Usage Monitoring Data Limit {apiRoot}/oc-cnpolicy-
Profile configuration/v1/policydata/

usagemon/datalimitprofiles/
{umDataLimitProfileName}
where

<unDat aLi mit Profi| eName> is
the Data Limit profile name.

PUT Update Usage Monitoring Data  {apiRoot}/oc-cnhpolicy-
Limit Profile configuration/v1/policydata/
usagemon/datalimitprofiles/
{umDataLimitProfileName}
where
<unDat aLi mi t Profi | eName> is
the Data Limit profile name.

DELETE Delete Usage Monitoring Data {apiRoot}/oc-cnpolicy-
Limit Profile configuration/vl/policydata/
usagemon/datalimitprofiles/
{umDataLimitProfileName}
where
<unDat aLi m t Profi | eNane> is
the Data Limit profile name.

POST Create Usage Monitoring Data {apiRoot}/oc-cnpolicy-
Limit Profile configuration/vl/policydata/
usagemon/datalimitprofiles
For details on the Request/
Response Body Parameters, see

Table 2-465.
POST Import Usage Monitoring Data {apiRoot}/oc-cnpolicy-
Limit Profile configuration/vl/policydata/

usagemon/datalimitprofiles/import
For details on the Request/
Response Body Parameters, see

Table 2-465.
GET Export Usage Monitoring Data {apiRoot}/oc-cnpolicy-
Limit Profile configuration/v1/policydata/

usagemon/datalimitprofiles/export
For details on the Request/
Response Body Parameters, see
Table 2-465.
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Table 2-465 Request/Response Body Parameters for GET and POST operations

Field Name Data Type

Mandatory(M)/
Optional (O)/
Conditional (C)

Description

name String

limitldentifier String

priority Integer

umLevel Enumeration

profileType Enumeration

planType Enumeration
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M

Uniquely identifies the
UM Data Limit Profile by
a name. This field is for
configuration purpose
only and not transmitted
over the network.

Specifies the limit
identifier. Multiple limit
identifiers may have the
same priority.

A Priority to weigh it with
other Data Limit Profiles
and/or UDR provisioned
Data Limits of the same
Plan Type. The priority
can be used by Policy or
Data Limit Selection
Profile for choosing
among different
candidate profiles.

The Plan Type, Priority
within that Plan Type and
the Selection Order of
Plan Types together
decide the order of
selection of Data Plans.

Indicates the level of the
usage monitoring
instance (PDU Session
level or per Service).

Default value: Session
Level

Type of the Data Limit
Profile.

Default value:
SUBSCRIBER

Note: Striked-out entries
are for future.

Type of the Plan such as
Base, Top-up, and Pass.
This help to determine
the priority in selecting
the plan over other
types. The priority is
configurable in service
configuration screen.

Default value: Base
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Table 2-465 (Cont.) Request/Response Body Parameters for GET and POST operations

Field Name Data Type

Mandatory(M)/
Optional (O)/
Conditional (C)

Description

parentPlan Reference

usageLimit Integer

resetPeriod Enumeration

resetDay

excessUsageLimit.perce Integer
ntage

excessUsageLimit.durati Integer
on
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O

Identifies a Data Limit
Profile as a parent data
plan. Any attribute that is
not explicitly configured
in this plan shall be
taken from the parent
plan (if present).
Indicates usage limit for
this Data Limit Profile.

Default value: False

Indicates whether the
periodicity is "YEARLY",
"MONTHLY", "WEEKLY",
"DAILY" or "HOURLY".

Default value: Monthly

Enter a string identifying
the custom attribute in
UDR response that
represents the usage
reset day.

Example: SmPolicyData/
umDataLimits/{limitld}/
billingDay

Indicates the percentage
of base volume/time up
to which excess usage is
allowed.

Range: 100 - 1500

Note: If all the Excess
Usage Limit fields are
left empty, the grant shall
continue indefinitely.

Indicates the length of
time in seconds. This is
inclusive of the base
duration. That is the
value in this field
indicates the total
duration to be consumed
including base + excess.

Range: 3600 -
31536000 (1 Year)

Note: If all the Excess
Usage Limit fields are
left empty, the grant shall
continue indefinitely.
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Table 2-465 (Cont.) Request/Response Body Parameters for GET and POST operations

_______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description

Optional (O)/

Conditional (C)

excessUsageLimit.volum Integer O Total data octets for both

eTotal downlink and uplink.
This is inclusive of the
base total volume.

Range: 512 -
1073741824000 (1000
GB)

Note: If all the Excess
Usage Limit fields are
left empty, the grant shall
continue indefinitely.

excessUsageLimit.volum Integer O Uplink data octets. This
eUplink is inclusive of the base
uplink volume.
Range: 512 -
1073741824000 (1000
GB)

Note: If all the Excess
Usage Limit fields are
left empty, the grant shall
continue indefinitely.

excessUsageLimit.volum Integer (@) Downlink data octets.
eDownlink This is inclusive of the
base downlink volume.

Range: 512 -
1073741824000 (1000
GB)

Note: If all the Excess
Usage Limit fields are
left empty, the grant shall
continue indefinitely.

inactivityTime Integer (@) Enter the time interval (in
seconds) during which if
no packets are received
for a given monitoring
key, PGW or SMF stops
measuring the time.
Default value: 86400

Range: 0 - 604800 (7
Days)
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Table 2-465 (Cont.) Request/Response Body Parameters for GET and POST operations

_______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description

Optional (O)/

Conditional (C)

dataRolloverProfile Reference O To map the custom
attribute available in the
UDR provided data limit
to a pre-configured
rollover profile. See
"Data Rollover Profile"
for more information.
Possible values allowed
in this field in UDR Data
Limit are: A "Data
Rollover Profile" name
pre-configured on Policy.

Default value:
SmPolicyData/
umDataLimits/{limitld}/
rolloverProfile

reversePriority Boolean O Indicates the priority
consideration order.
When this flag is
enabled: Higher number
indicates lower priority

When this flag is
disabled: Higher number
indicates higher priority
Default value: true

allowExcessUsage Boolean (@) Indicates whether or not
excess usage is allowed
for this Data Limit Profile.
When Excess Usage is
allowed, Usage
Monitoring shall continue
to grant and accumulate
usage even after
consuming 100% of
allocated volume/time.
The QoS, Charging etc.
parameters can be
controlled at PCRF Core
Policy on account of the
consumed usage.

Default value: False

Sample Request/Response body structure for GET operation:

“name": "string",
“limtldentifier": "string",
"noni toringKey": "string",
"priority": "string",
"unLevel ": "SESSI ON LEVEL",
"profileType": "SUBSCRI BER',
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"planType": "BASE",

"parentPlan": "string",

"usageLimt": {
"Enter in range [3600-2592000]": 3600,
"Enter in range [512-107374182400]": 512

¥
"resetPeriod": {
"period": "MONTHLY",
"Enter a number": 3
¥
"resetDay": {
"type": "FIRST_DAY",
"day": 0,
"Enter time in HH MM SS fornmat": "00:00: 00"
¥

"excessUsageLimt": {
"percentage": 1000,
"duration": 2592000,

"vol umeTotal ": 107374182400,
"vol uneUpl i nk": 107374182400,
"vol umeDownl i nk": 107374182400

b

"inactivityTinme": "string",

"dat aRol | overProfile": "string",

"enabl eQuot aM gration": true,

"reversePriority": true,

"al | owExcessUsage": true

2.89.5 Data Limit Sorting Profile

Table 2-466 Supported operations

HTTP Method or Custom Description Resource URI

Operation

GET Get Data Limit Sorting Profile {apiRoot}/oc-cnpolicy-
configuration/v1/policydata/
usagemon/

dataLimitSortingProfiles/
{dataLimitSortingProfileName}
where

<dat aLi m t SortingProfileNa
ne> is the Data Limit Sorting
profile name.

PUT Update Data Limit Sorting Profile {apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/
dataLimitSortingProfiles/
{dataLimitSortingProfileName}
where
<dat aLimt SortingProfil eNa
ne> is the Data Limit Sorting
profile name.
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HTTP Method or Custom
Operation

Description

Resource URI

DELETE Delete Data Limit Sorting Profile

POST Create Data Limit Sorting Profile

POST

Import Data Limit Sorting Profile

GET Export Data Limit Sorting Profile

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/
dataLimitSortingProfiles/
{dataLimitSortingProfileName}
where

<dat aLi m t SortingProfileNa
nme> is the Data Limit Sorting
profile name.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/
dataLimitSortingProfiles

For details on the Request/
Response Body Parameters, see
Table 2-467.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/
dataLimitSortingProfiles/import
For details on the Request/
Response Body Parameters, see
Table 2-467.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/
dataLimitSortingProfiles/export
For details on the Request/
Response Body Parameters, see
Table 2-467.

Table 2-467 Request/Response Body Parameters for GET and POST operations

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
name String M Name of the Data Limit
Sorting Profile
sortingRules.index Integer M Specifies the index. The
sorting rules are applied
in the order of index.
sortingRules.parameterT Specifies the type of the
ype parameter.
sortingRules.attributeNa  String C Specifies the name of
me the attribute.
sortingRules.order String o Specifies the order.
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Sample Request/Response body structure for GET operation:

{
"nane": "string",
"sortingRules": |
{
"index": 0,
"paramet er Type": "START_DATE",
"attributeNane": "string",
"order": "string"
1
]
}

2.89.6 Data Rollover Profile

Table 2-468 Supported operations

HTTP Method or Custom
Operation

Description

Resource URI

GET Get Data Rollover Profile

PUT Update Data Rollover Profile

DELETE

Delete Data Rollover Profile

POST Create Data Rollover Profile

POST Import Data Rollover Profile
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{apiRoot}/oc-cnpolicy-
configuration/v1/policydata/
usagemon/dataRolloverProfiles/
{dataRolloverProfileName}
where

<dat aRol | over Prof i | eName>
is the Data Rollover profile name.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/dataRolloverProfiles/
{dataRolloverProfileName}
where

<dat aRol | over Prof i | eName>
is the Data Rollover profile name.

{apiRoot}/oc-cnpolicy-
configuration/v1/policydata/
usagemon/dataRolloverProfiles/
{dataRolloverProfileName}
where

<dat aRol | over Prof i | eNane>
is the Data Rollover profile name.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/dataRolloverProfile
For details on the Request/
Response Body Parameters, see
Table 2-469.

{apiRoot}/oc-cnpolicy-
configuration/vl/policydata/
usagemon/dataRolloverProfiles/
import

For details on the Request/
Response Body Parameters, see
Table 2-469.
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Table 2-468 (Cont.) Supported operations

HTTP Method or Custom Description Resource URI
Operation
GET Export Data Rollover Profile {apiRoot}/oc-cnpolicy-

configuration/vl/policydata/
usagemon/dataRolloverProfiles/
export

For details on the Request/
Response Body Parameters, see
Table 2-469.

Table 2-469 Request/Response Body Parameters for GET and POST operations

_______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description

Optional (O)/

Conditional (C)

name String M Uniquely identifies the
Data Rollover Profile by
a name.

dataRolloverEnabled Boolean M Indicates whether to

enable or disable the
data rollover.

rolloverDataConsumptio Enumeration M Indicates when to

n consume the rollover
data.

maximumNumberOfRoll Integer M Indicates how many

overs cycles the data plan can

rollover. A value of 0
means there is not limit
to the number of cycles
the left over data can
rollover.

Range: 0 to 24

Default value: 0 (No
limit)
dataRolloverPercentage Integer M This field indicates the
percentage of left over
data volume/time to
rollover to the next cycle.

Range: 0 to 100
Default value: 100.

rolloverCap Boolean M Indicates whether to
enable or disable a cap
(maximum limit) on the
total data volume/time to
be allotted for the next
billing cycle or period.
The maximum cap shall
be applied on the total of
base plan volume/time
and total accumulated
rolled over volume/time.
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Table 2-469 (Cont.) Request/Response Body Parameters for GET and POST operations

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)
maximunRolloverThresh Integer O Indicates the percentage
old.baseDataPercentage of base plan data
volume/time that is
allowed as rollover data
volume/time.

Range: 0 to 100
maximunRolloverThresh Integer O Indicates the length of
old.maximunDurationThr time in seconds.
eshold Range: 3600 - 2592000

(30 Days)
maximunRolloverThresh Integer (0] Total data octets for both
old.maximunVolumeTotal downlink and uplink.
Threshold Range: 512 -

107374182400 (100 GB)
maximunRolloverThresh Integer (@) Uplink data octets.
old.maximunVolumeUpli Range: 512 -
nkThreshold 107374182400 (100 GB)
maximunRolloverThresh Integer o Downlink data octets.
old.maximunVolumeDow Range: 512 -
nlinkThreshold 107374182400 (100 GB)
minimunRolloverThresho Integer o Indicates the length of
Id.minimunDurationThre time in seconds. The
shold remaining duration if

applicable shall be rolled

over to the next period if
it is greater than the
threshold value
configured here.

Range: 0 - 2592000 (30

Days)
minimunRolloverThresho Integer (@) Total data octets for both
Id.minimunVolumeTotalT downlink and uplink. The
hreshold remaining total volume if

applicable shall be rolled

over to the next period if
it is greater than the
threshold value
configured here.

Range: 0 -

107374182400 (100 GB)
minimunRolloverThresho Integer O Uplink data octets. The

Id.minimunVolumeUplink
Threshold

remaining uplink volume
if applicable shall be
rolled over to the next
period if it is greater than
the threshold value
configured here.

Range: 0 -
107374182400 (100 GB)
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Table 2-469 (Cont.) Request/Response Body Parameters for GET and POST operations

Field Name Data Type Mandatory(M)/ Description
Optional (O)/
Conditional (C)

minimunRolloverThresho Integer O Downlink data octets.
Id.minimunVolumeDownli The remaining downlink
nkThreshold volume if applicable shall

be rolled over to the next

period if it is greater than

the threshold value

configured here.

Range: 0 -

107374182400 (100 GB)
rolloverCapSettings.dura Integer C Indicates the length of
tion time in seconds.

Range: 3600 - 2592000

(30 Days)
rolloverCapSettings.volu Integer C Total data octets for both
meTotal downlink and uplink.

Range: 512 -

107374182400 (100 GB)
rolloverCapSettings.volu Integer C Uplink data octets.
meUplink Range: 512 -

107374182400 (100 GB)
rolloverCapSettings.volu Integer C Downlink data octets.

meDownlink

Range: 512 -
107374182400 (100 GB)

Sample Request/Response body structure for GET operation:

{

"nane": "string",

"dat aRol | over Enabl ed":

true,

"rol | over Dat aConsunption": "BEFORE PARENT PLAN',
"maxi num\unber O Rol | overs":

"dat aRol | over Percentage": 0,

"rol | overCap": true,

"maxi nunRol | over Threshol d": {
"baseDat aPer cent age":
"maxi munDur at i onThr eshol d":
"maxi munVol uneTot al Threshol d":

100,

107374182400,

"maxi munVol uneUpl i nkThreshol d": 107374182400,

"maxi munVol uneDownl i nkThr eshol d":

}

i ni munRol | over Threshol d": {
"m ni munDur ati onThreshol d":
"m ni munVol uneTot al Thr eshol d":

107374182400

107374182400,

"m ni munVol uneUpl i nkThreshol d": 107374182400,

"m ni munVol uneDownl i nkThr eshol d":

}

ol | over CapSettings": {

"duration": 2592000,
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"vol umeTotal ": 107374182400,
"vol umeUpl i nk": 107374182400,
"vol umeDownl i nk": 107374182400

}
}

2.90 Acquire lock

Table 2-470 Supported operations:
|

HTTP Method or Custom Description Resource URI
Operation
POST To acquire locks for multiple keys | {apiRoot}/v1/locks

For Bulwark service:

http:/{{BULWARK_HOST}}:
{BULWARK_PORT}}/v1/locks

Sample cURL command for POST operation:

curl --location "http://local host:8080/v1/Iocks' \
--header 'oc-origination-request-timestanp: 1718017076394' \
--header ' Content-Type: application/json' \
--data '{
"keys": [
{

3,
{

}
1,
"| easeDuration": 2500,
"| ockWai t Ti meout": 4000,
"servicelnfo": {
"servi ceName": "postman",

"servicelD': "postmn",
"contextInfo": "{\"nmsgType\":\" MSGTYPE_CREATE\"}"

key": "inmsi-450081000000030"

key": "inmsi-450081000000031"

}

Table 2-471 Request/Response Body Parameters for POST operation:

Field Name Data Type Mandatory (M)/ Description
Optional (O)/
Conditional (C)

keys Array M Indicates the key for
which the lock is
requested
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Table 2-471 (Cont.) Request/Response Body Parameters for POST operation:

Field Name Data Type Mandatory (M)/ Description
Optional (O)/
Conditional (C)
leaseDuration Long M Duration in milliseconds

for which lock is kept
once the acquisition is
successful. After this
duration, the lock will be
released automatically.
This is used as default
global leaseDuration, if
key specific
leaseDuration is not
provided.

Either overall
leaseDuration OR key-
specific leaseDuration
must be presentin a
request.

In case of this field is
missing, overall
leaseDuration will be
considered for a given
key.

Note: It can be "0" for
the requests where they
do not want to release
lock timeout. It means
the lock will be there
indefinitely until explicitly
released.
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Chapter 2
Acquire lock

Table 2-471 (Cont.) Request/Response Body Parameters for POST operation:

Field Name

Data Type

Mandatory (M)/
Optional (O)/
Conditional (C)

Description

lockWaitTimeout

Long

C

Duration in milliseconds
for which consumer
service will wait for the
response to get a lock.
The same duration
would be used by
Bulwark to poll for the
lock if a lock is not
available.

This parameter is used
as default global
lockWaitTimeout, if key
specific lockWaitTimeout
is not provided.

Either overall
lockWaitTimeout OR
key-specific
lockWaitTimeout must
be present in a request.

In case of this field is
missing, overall
lockWaitTimeout will be
considered for a given
key.

Note: It can be "0 for
the requests where they
do not want to wait for
lock and respond
immediately.

servicelnfo

Array

Contains the details of
the service requesting
the lock, such as service
name, service ID, and
context.

Table 2-472 Parameters for keys description

Field Name Data Type Mandatory (M)/ Description
Optional (O)/
Conditional
keys.key String M Key for which consumer-
service is requesting a
lock
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Table 2-472 (Cont.) Parameters for keys description

Chapter 2
Acquire lock

Field Name

Data Type

Mandatory (M)/
Optional (O)/
Conditional

Description

keys.leaseDuration

Long

C

Duration in milliseconds
for which lock is kept
once the acquisition is
successful. After this
duration, the lock will be
released automatically.

Either overall
leaseDuration OR key-
specific leaseDuration
must be presentin a
request.

In case of this field is
missing, overall
leaseDuration will be
considered for a given
key.

Note: It can be "0" for
the requests where they
do not want to release
lock timeout. It means
the lock will be there
indefinitely until explicitly
released.

keys.lockWaitTimeout

Long

Conditional

Duration in milliseconds
for which consumer
service will wait for the
response to get a lock.
The same duration
would be used by
Bulwark to poll for the
lock if a lock is not
available.

Either overall
lockWaitTimeout OR
key-specific
lockWaitTimeout must
be present in a request.

In case of this field is
missing, overall
lockWaitTimeout will be
considered for a given
key.

Note: It can be "0" for
the requests where they
do not want to wait for
lock and respond
immediately.
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Table 2-473 Parameters for service name

Chapter 2
Acquire lock

Field name Data Type Mandatory (M)/ Description
Optional (O)/
Conditional (C)
servicelnfo.serviceName | String M Service name from
which request is sent
[SM-Service, AM-
Service, UE Policy
Service]
serviceinfo.serviceld String M POD-ID of service from
which request is sent
serviceinfo.context String 0] Client's context
information kept with a
bulwark.

Sample request body structure for GET operation;

{
"keys": [
{
"key": "key-1",
"| easeDuration": 5000,
"] ockWai t Ti meout": 1000
¥
{
"key": "key-2",
"| easeDuration": 3000,
"] ockWai t Ti meout": 2000
¥
{
"key": "key-3",
"| easeDuration": 2000,
"] ockWai t Ti meout": 3000
}
1
"| easeDuration": 6000,
"] ockWai t Ti meout": 3000,
"servicelnfo": {
"servi ceNane": "PCF_SM,
"servicelD': "pcf-smpodl"
"context": "{"userl": "imsi-1"}"
1
}
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2.91 Release Lock

Table 2-474 Supported operations

HTTP Method or Custom
Operation

Description

Chapter 2
Release Lock

Resource URI

DELETE

To release the lock with key and
lockID.

{apiRoot}/v1/locks/{lockID}?
regParam={unlockRequestBody}

Sample cURL command for DELETE operation:

curl --location --request DELETE 'http://Iocal host:8080/v1/| ocks/
2a7d69f 4- 4364- 4f 6d- af 72- 0702ch7690767?
r eqPar anF%/ BY22k ey s R 2%8A%%BY22i nsi - 450081000000030%22%2C%22i nsi - 4500810000000
3192296 DYRCY22ser vi cel nf 0%2298A% BYR2ser vi ceName%229BAYR2nat a%22%2C¥22ser vi cel
DIR298AYR2| ocal host %R22%2C¥22cont ext | nf 0%22%3AYR2% B¥%oCY22nsg Ty pe¥%b COR2%YBAY CYR
2NMSGTYPE_CREATEYS CY2 2% DYR 2% DYa DY A

Sample request body structure for DELETE operation:

"keys": ["key-1", "key-2", "key-3"],

{
"servicelnfo": {
"servi ceNanme": "PCF_SM',
"servicelD': "pcf-smpodl"
}
}

2.92 Server Retry on already locked keys

Table 2-475 Supported operations

HTTP Method or Custom
Operation

Description

Resource URI

PUT

Used to enable / disable the
server side retry for already
locked keys.

{apiRoot}/nf-common-component
Iv1/bulwark/settings

Table 2-476 Request/Response Body Parameters for PUT operation:

Field Name Data Type Mandatory (M)/ Description
Optional (O)/
Conditional (C)

enabled M Indicates whether to

enable server retry on
already locked keys.

Default value: false
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Table 2-476 (Cont.) Request/Response Body Parameters for PUT operation:

stsPerKey

Field Name Data Type Mandatory (M)/ Description
Optional (O)/
Conditional (C)
maxPendingLockReque | Integer M Indicates the maximum

number of pending lock
requests allowed per
key.

Range: 1 to 10

Default value: 5

Sample request body structure for PUT operation:

{

"server Ret ryOnAl readyLocked": {
true,

"enabl ed":

"maxPendi ngLockRequest sPer Key": 5

2.93 Rx Reauth Profiles

Table 2-477 Supported REST APIs - Rx Reauth Profiles

Description

HTTP Method or
Custom Operation

Resource URI

Possible Result Code

Create Rx Reauth
Profile

POST

/oc-cnpolicy-
configuration/vl/
services/common/rx-
reauth-profiles

See Table A-3

Get Rx Reauth Profile

GET

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/common/rx-
reauth-profiles/
{rxReauthProfileName}

See Table A-1

Update Rx Reauth
Profile

PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/
services/common/rx-
reauth-profiles/
{rxReauthProfileName}

See Table A-2

Export Rx Reauth
Profile

GET

/oc-cnpolicy-
configuration/vl/
services/common/rx-
reauth-profiles/export

See Table A-1

Import Rx Reauth
Profile

POST

/oc-cnpolicy-
configuration/vl/
services/common/rx-
reauth-profiles/import

See Table A-3
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Table 2-477 (Cont.) Supported REST APIs - Rx Reauth Profiles
|

Resource URI Possible Result Code

Description HTTP Method or
Custom Operation

Delete Rx Reauth DELETE

Profile

{apiRoot}/oc-cnpolicy- | See Table A-4
configuration/vl/
services/common/rx-
reauth-profiles/
{rxReauthProfileName}

Get, Create, and Update Rx Reauth Profile

This section describes the request and response parameters used in NF communication profile

APIs.

Table 2-478 Request and Response Body Parameters

Field Name Data Type Mandato | Description
ry(M)/
Optional(
0)/
Conditio
nal(C)
Name string (0] -
Settings - (o) -
mediaType string (0] Enter the name of the media type.
Allowed Values: ALL, AUDIO, DATA,
APPLICATION, VIDEO, CONTROL, TEXT,
MESSAGE, NOMEDIATYPE, OTHER
Default Value: All
precedence integer (0] When the Notify-Update triggered by Rx
request towards SMF fails and the request
comes with multiple media components then
use this precedence value to determine
which of these will determine the final Reauth
Action.
Allowed Values: 1-99
Default Value: Null
acceptAllErrors boolean (0] When the Notify-Update triggered by Rx
request towards SMF fails with any error
code or cause and this field is set as True,
then we would say that the ErrorCode and
ErrorCause matched successfully.
Allowed Values: False
Default Value: True, False
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Table 2-478 (Cont.) Request and Response Body Parameters

Field Name Data Type Mandato | Description
ry(M)/
Optional(
o)/
Conditio
nal(C)
errors boolean (0] When the Notify-Update triggered by Rx
request towards SMF fails with any error
code or cause and the Accept All Errors
field is set as False, check the Table 2-479
example table and match the ErrorCode and
ErrorCause of the failure.
Note: If the ErrorCode is configured and
ErrorCause is left empty, PCF will compare
only the ErrorCode and allow any
ErrorCause for that specific error to match.
Default Value: Empty List
exceptions string (@) When the Notify-Update triggered by Rx
Request towards SMF fails with any
exception, then match the exception of the
failure.
Default Value: Empty List
reauthAction string (0] Given that all following conditions for current
setting are met:
1. MediaType specified matches
2. Error matched successfully or Exception
matches successfully
Then PCF can take the Reauth Action.
Allowed Values: SEND_ASR,
SUPPRESS_ASR, SEND_RAR
Default Value: SEND_ASR
Table 2-479 ErrorCode and ErrorCause Combination
- ___________________________________ |
Configuration ErrorCode ErrorCause Expectation
Nothing configured 5XX/4xx NA No match
503 Match
{"error code": 503 SERVICE_UNAVAILABL | Match
503, "error E
cause": ""} 503 CUSTOM_503 Match
404 No match
503 Match
{ 503 SERVICE_UNAVAILABL | Match
“error code": E
503, "error
cause":
" SERVI CE_UNAVAI LA
BLE",
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Table 2-479 (Cont.) ErrorCode and ErrorCause Combination

. __________________________________________________________|
Configuration ErrorCode ErrorCause Expectation

Chapter 2
Rx Reauth Profiles

R i 404 Match
error code":

503, "error
cause":
"NF_CONGESTED",
"error code"
503, "error
cause":

" CUSTOM 503"
"error code"
404, "error
cause":

" NOT_FOUND'

1

503 SERVICE_UNAVAILABL | Match
{ E

“error code": 503 CUSTOM _503 Match

503, “error 404 NOT_FOUND Match
cause":

" SERVI CE_UNAVAI LA
BLE",

“error code"

404, "error
cause":
"NOT_FOUND'

“error code"

503, "error

cause": ,

}

Sample Request body for Rx Reauth Profile POST and PUT operations:

{

name": "string",
"settings": [
{
"medi aType": "ALL",
"precedence": 99,
"accept Al l Errors": true,
“errors": |
{
“errorCode": 999
“errorCause": "string"
}
1,
"exceptions": |
{
"exception": "TI MEQUT_ EXCEPTI ON'
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}
]

"reaut hAction": "SEND ASR'

Sample Response body structure for Rx Reauth Profile GET, POST, and PUT operation:

{

name": "string",
"settings": [
{
"medi aType": "ALL",
"precedence": 99,
"acceptAll Errors": true,
"errors": |
{
“errorCode": 999,
“errorCause": "string"
}
1,
"exceptions": [
{
"exception": "TI MEQUT EXCEPTI ON'
}
]

"reaut hAction": "SEND ASR'

Sample Request Body structure for Rx Reauth Profile Import and Export operations:

{

name": "string",
"settings": [
{
“nmedi aType": "ALL",
"precedence": 99,
"accept Al l Errors": true,
"errors": [
{
"errorCode": 999,
“errorCause": "string"

}
] 1
"exceptions": [
{
"exception": "TI MEQUT_EXCEPTI ON'
}

] 1
"reaut hAction": "SEND ASR'
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2.94 Diameter Connector

Chapter 2
Diameter Connector

The Diameter Connector API allows to configure Diameter Connector.

Table 2-480 Supported REST APIs
e __________________________ |

HTTP Method or Custom
Operation

Description

Resource URI

GET Get Diameter Connector service | oc-cnpolicy-configuration/vl/
services/diamConnector
PUT Update Diameter Connector oc-cnpolicy-configuration/vl/
service services/diamConnector
POST Import Diameter Connector oc-cnpolicy-configuration/vl/
service services/diamConnector/import
GET Export Diameter Connector oc-cnpolicy-configuration/v1/

service

services/diamConnector/export

Table 2-481 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
general (0] Allows to configure
Diameter Connector.
staleRequestCleanup (0] Allows to configure stale
request cleanup for
Diameter Connector.
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Table 2-482 General Configuration
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
ratTypeNRRedCapEnabl | boolean (@) When this parameter is
ed enabled and if the RAT

Type in the PDU session
is NR_REDCAP, PCF
sends the RATType AVP
with value NR_REDCAP to
P-CSCF in AAA and
RAR messages.

When this parameter is
disabled and Rx session
is established for the
RedCap devices for
which the RAT Type of
the PDU session is
NR_REDCAP:

»  Policy accepts the
session and sends
AAA and RAR
messages to P-
CCSCF without
RATType AVP.

*  Policy increments
di am avp_droppe
d metric.

Default value: false

Table 2-483 staleRequestCleanup Configuration

. _______________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

enableLateArrival boolean (@) Indicates whether to
validate an incoming
request if it is stale
during arrival.

Enable this field to stop
processing the incoming
requests to Diameter
Connector if it already
stale.

Default value: false
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Table 2-483 (Cont.) staleRequestCleanup Configuration

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

enableLateProcessing boolean (0] Indicates whether to
validate a request at
Diameter Connector if it
is stale during
processing.

Enable this field to stop
processing the requests
at Diameter Connector if
it becomes stale during
processing.

Default value: false

shiTimerEnabled boolean (0] Indicates whether to
handle HTTP SBI
headers that are
attached to incoming
request.

Default value: false

skipLateProcessingForT | boolean (0] Indicates whether to skip
erminate validating requests of
type DELETE if the
request becomes stale
during arrival and
processing.

Default value: false

Sample Request/Response parameters for GET operation:

{

"general ": {
"rat TypeNRRedCapEnabl ed": fal se
}

"st al eRequest d eanup": {

"enabl eLateArrival": fal se,

"enabl eLat eProcessing": fal se,

"ski pLat eProcessi ngFor Term nate": fal se,
"sbi Ti mer Enabl ed": fal se

cURL Commands

The following is a sample cURL command for GET operation:

curl -X "CGET" \"http://100.77.63.77: 30331/ oc-cnpol i cy-configuration/vl/
servi ces/ di anConnector' \ -H 'accept: application/json'
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2.95 PDS UE ID Configuration Settings

The PDS UE ID Configuration Settings API allows to configure UE ID based query on PolicyDS

database.

Table 2-484 Supported REST APIs

Chapter 2
PDS UE ID Configuration Settings

HTTP Method or Custom Description Resource URI
Operation
GET Get PDS UE ID Configuration oc-cnpolicy-configuration/vl/
settings services/pds/
pdsUEldConfiguration
PUT Update PDS UE ID Configuration | oc-cnpolicy-configuration/vl/
settings services/pds/
pdsUEIdConfiguration
POST Import PDS UE ID Configuration | oc-cnpolicy-configuration/vl/
settings services/pds/
pdsUEldConfiguration/import
GET Export PDS UE ID Configuration | oc-cnpolicy-configuration/vl/
settings services/pds/
pdsUEIdConfiguration/export
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Table 2-485 Request/Response Body Parameters

Chapter 2

PDS UE ID Configuration Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

typeOfSearch string (@) Indicates the type of

query to be performed

on the PolicyDS

database. This field
provides a dropdown list
with the following
options:

*  Multi_UE_ID_SEAR
CH: Specifies a key
preference for PDS
search query used
to look up for a
Pdsprofile
record.When Multi-
UE ID Search is
selected the search
query uses OR
criteria and the
search time will be
higher.

PREFERENTIAL_S
EARCH: When
Preferential Search
is selected,
Preference Order
field is displayed. It
allows to query
based on preferred
primary key.

+  SINGLE_UE_ID_P
REFERENTIAL_SE
ARCH: Specifies a
key preference for
PDS search query
used to look up for
a PDSSubscriber
record.
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Table 2-485 (Cont.) Request/Response Body Parameters

Chapter 2

PDS UE ID Configuration Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
preferenceOrder string (0] This parameter must be
configured when

t ypef Sear ch

parameter is configured

as

PREFERENTI AL_SEARCH

The value of

pr ef erenceOr der

parameter specifies the

prefered order of keys
used for querying the
database.

e SUPI: Query based
on SUPI value. Itis
mandatory to
provide a valid
SUPI value.

*  GPSI: Query based
on GPSl value. Itis
mandatory to
provide a valid
GPSI value.

e SUPI, GPSI: Query
on SUPI first and
then on GPSI. It is
mandotory to
provide at least a
valid SUPI or GPSI
value.

. GPSI, SUPI: Query
on GPSI first and
then on SUPL. Itis
mandotory to
provide at least a
valid SUPI or GPSI
value.

primaryKeyCombination | string (@) Specifies the required

primary key
combination. The
primary key combination
can be SUPI,GPSI or
SUPI/GPSI.

On selecting the
required primary key
combination, the
requests to PDS is
expected to mandatorily
contain that ID.
Otherwise, the request
is rejected with 400
HTTP error code.
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Table 2-485 (Cont.) Request/Response Body Parameters

Chapter 2

PDS UE ID Configuration Settings

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

migrationInProgress boolean O The Migration In

Progress flag is
applicable only when
switching between
MULTI_UE_ID_SEARC
H/
PREFERENTIAL_SEAR
CH and
SINGLE_UE_ID_PREF
ERENTIAL_SEARCH.

This flag is enabled
when the records are
being migrated from
PDSProfile to
PDSSubscriber.

This flag can be
disabled once the
migration of all the
records are complete.
The expectation is that
all records must be
migrated to updated
format.

While disabling
Migration In Progress,
Policy console displays
the following warning:

"Migration should be
disabled only when all
the records have been
migrated. Are you sure
you want to disable it?".

If Migration In
Progress flag is
disabled while the
migration of records is
still in progress, the non-
migrated records will go
stale and can be
cleaned up by Audit.

Note In case of multi-

site deployment:

*  Migration In
Progress flag can
be disabled for a
site only if migration
is enabled in all the
sites with the
updated
configuration.
Otherwise,
migration cannot be
disabled.
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Table 2-485 (Cont.) Request/Response Body Parameters

. __________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/

Conditional(C)

*  Migration should be
disabled in all the
sites almost
simultaneously to
avoid stale
subscriptions being
left in PDS.

*  Migration from
Single to Single with
different Primary
Key combinations
should be done in
all sites almost
simultaneously to
avoid stale
subscription being
left in PDS

skipValidation boolean O This section is used to
verify the migration

status at each site.

Sample Request/Response parameters for PUT operation:

"typeOf Search": "string",
"preferenceOrder": |
"string"

]

ri mar yKeyConbi nation": "string",
“mgrationlnProgress": true,
"skipValidation": true

cURL Commands

The following is a sample cURL command for PUT operation:

curl -X 'PUT" \

"http://<host>: <port>/oc-cnpolicy-configuration/vl/ services/pds/
pdsUElI dConf i guration' \

-H "accept: application/json' \

-H ' Content-Type: application/json" \

-d ' {

"typeOf Search": "string",

"preferenceOrder”: |

"string"

1,

"pri mar yKeyConbi nation": "string",
"mgrationlnProgress": true,
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"ski pvalidation": true

}
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Common Services REST Specifications

This chapter provides information about the REST specifications for Common Services used in
Oracle Communications Cloud Native Core Converged Policy. You can use the following APIs
to update configurations related to the Overload Control feature.

3.1 OAuth Validator REST API Configuration

This REST API configuration is required for enabling access token validation using NRF
Instance ID and key-ID (K-ID).

Before this configuration, perform the prerequisite steps and helm configuration explained in
"Configuring Secrets to Enable Access Token " section in Oracle Communications Cloud
Native Core, Converged Policy Installation, Upgrade and Fault Recovery Guide.

After the Helm configuration, send the REST requests to Ingress Gateway to use configured
public key certificates. Using REST-based configuration, you can distinguish between the
certificates configured on different NRFs and can use these certificates to validate the token
received from a specific NRF.

This REST API configuration is required for enabling access token validation using NRF
Instance ID and key-ID (K-ID). This URI can be used to update oauth configuration that is used
for validating token sent in request to Ingress Gateway. By default, the i nst ancel dl i st and
keyl dLi st are null and validation mode is INSTANCEID_ONLY.
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Table 3-1 OAuth Validator Configuration

Chapter 3
OAuth Validator REST API Configuration

Description HT Resource URI Content
TP Type
Me
tho
d
or
Cu
sto
m
Op
era
tio
n
Update or PU /AnfType}/nf-common-component/vl/{serviceName}/ applicati
Add oauth T  oauthvalidatorconfiguration on/json
configuration Example:
that will be
\lj:lﬁgaz?r:g http://10.75.152. 236: 8000/ pcf/ nf - common-
token sent in conponent / v1/i gw oAut hVal i dat or Confi guration
request to
Ingress
Gateway.
Note: By
default,
i nstancel dL
ist,
keyl dLi st
are null and
validation
mode is
| NSTANCEI D_
ONLY. This
configuration
is only
applicable
when oauth
feature is
enabled via
Helm chart.
Sample JSON:

"oAut hVal i dat or Confi guration": {

"type": "object",

"description": "Validator configurations for oAuth",

"properties": {
"keyldList": {

Iltypell: [llarray"’llnul |Il]7
"uni quel tens": true,

"maxltens": 150,

"description": "Array containing KD based configuration",

"items": {
"anyOf": [
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"type": "object",
"properties": {
"keyld":{"type": "string", "nminLength": 1, "maxLength":
36, "pattern": "[a-zA-Z0-9]"},
"kSecret Name": {"type": "string"},
"certNane": {"type": "string"},
“certAlgorithn: {"type": "string"}
b
"required": [
"keyld",
"kSecr et Narme",
"certNane",
“cert Al gorithn

}
}

i nstanceldList": {
"type": ["array","null"],
"uni quel tens": true,
"maxltenms": 150,
“description": "Array containing Instance Id based configuration",
"items": {
"anyOf": [
{
"type": "object",
"properties": {
"instanceld": {"type": "string"},
"kSecret Name": {"type": "string"},
"certNane": {"type": "string"},
“certAlgorithn: {"type": "string"}

b
"required": [
"instanceld",
"kSecr et Nane",
"cert Nane",
“cert Al gorithnm
]
}
]

}

b,

"oaut hVal i dati onMbde": {
"type": "string",
"enum': |

"KI D_ONLY",
"I NSTANCEI D_ONLY",
" Kl D_PREFERRED"

] Ll
"description": "Mde of validation"

}
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3.2 CCA Header Validation

Table 3-2 CCA Header Validation APIs

Chapter 3

CCA Header Validation

API Description

HTTP Method or
Custom

Resource URI

Description

Possible Result
Code

Operation
GET CCA header GET {apiRoot}/ Gets the details See Table A-1
information. {nfType}/nf- stored in DB for
common- property
component/vl/igw/ ccaheader.
ccaheader
Content Type:
application/json
Update the CCA PUT {apiRoot}/ Replaces the See Table A-2
details using PUT. {nfType}/nf- existing values with
common- the new value sent.
component/vl/igw/
ccaheader
Content Type:
application/json
Update the CCA PATCH {apiRoot}/ Updates the value See Table A-2
details using {nfType}/nf- of the parameters
PATCH. common- modified.
component/vl/igw/
ccaheader
Content Type:
application/json
Get and Update Operations

Table 3-3 Request/Response Body Parameters

Attribute Name

Data Type

Mandatory(M)/Optional(O)/

Conditional(C)

Description

enabl ed

boolean

M

Indicates if the CCA validation feature flag is
enabled or disabled.
Note: This is a read-only parameter.

If you want to enable this feature, use

met adat a. ccaHeader Val i dat i on. enabl ed
parameter in routesConfig for

accesst oken_mappi ng id in Helm.

Constraints: true, false
Default Value: false

m nExpi ryTi ne

integer

NA

Indicates the minimum time of expiry for the CA
Root certificate.
Default Value: 0

max TokenAge

integer

Indicates the maximum token age allowed.
Note: It skips the check if the value is 0.

Constraints: 0 - 86400 seconds
Default Value: 0
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Table 3-3 (Cont.) Request/Response Body Parameters

Attribute Name Data Type | Mandatory(M)/Optional(O)/ Description
Conditional(C)

role string M Indicates the CCA token validator role to match
the audience claim in the header.
Note: This is a read-only parameter.

Default Value: NRF

subKey string M Indicates if the certificate extension name to be
read in the public key certificate received in CCA
request.

Note: This is a read-only parameter.

Default Value: subjectAltName

val i dati onRul e string M Indicates the CCA validation rule.

» strict: NRF validation rules are applied.

* relaxed: "Issued At" validation is not
mandatory. Validation rules are applied to
Producer NF.

Constraints: strict, relaxed
Default Value: strict

k8Secr et Narre string M Indicates the name of the Kubernetes secret in
which the CA bundle is present.

Note: After fresh installation, these attributes
must be configured with appropriate values as
per the system requirement using the Rest API
as these values are sample ones.

Example k8Secr et Nane:
ocnr f accesst oken-secr et

k8NameSpace string M Indicates the Kubernetes namespace in which
CA bundle is present.

Note: After fresh installation, these attributes
must be configured with appropriate values as
per the system requirement using the Rest API
as these values are sample ones.

Example k8NameSpace: b2-gate-
zeta-13775736-pcfl

fileNane string M Indicates the name of the CA bundle file used
for CCA. This is the file generated by certificate
and key generation steps.

Note: After fresh installation, these attributes
must be configured with appropriate values as
per the system requirement using the Rest API
as these values are sample ones.

Example: fi |l eNane: caroot. cer

Sample Body Request:

"role":"NRF",

"subKey": "subj ect Al t Nane",

"enabl ed": true,

“fileNane":"caroot.cer",

"k8NaneSpace": "b2- gat e- zet a- 13775736- pcf 1",
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"maxTokenAge": 10,
"k8Secr et Name": "ocnrfaccesst oken-secret”,
“m nExpiryTi me": 1000,

"val idationRule":"strict"

3.3 Egress Gateway for SCP Health

Peer Configuration

Table 3-4 Peer Configuration supported REST APIs details:

Description HTTP Method or Resource URI Content Type Possible Result
Custom Codes
Operation

Get Peer GET AnfType}/nf- application/json See Table A-1
Configuration common-

component/vl/

{serviceName}/

peerconfiguration

Update Peer PUT AnfType}/nf- application/json See Table A-2
Configuration common-

component/vl/

{serviceName}/

peerconfiguration

Get All Peer GET AnfType}/nf- application/json See Table A-1
Configuration common-

component/vl/

{serviceName}/

{instanceld}/

peerconfiguration

Update All Peer PUT AnfType}/nf- application/json See Table A-2
Configurations common-

component/vl/

{serviceName}/

{instanceld}/

peerconfiguration

Table 3-5 Request/Response Body Parameters
e

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
id string (@) Peer identifier
Note: Unique value in
peerconfiguration
host string (@) Host details of a peer.It
can be IPv4, IPv6 and
FQDN details.
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Chapter 3

Egress Gateway for SCP Health

Table 3-5 (Cont.) Request/Response Body Parameters

Field Name

Data Type

Mandatory(M)/
Optional(O)/
Conditional(C)

Description

virtualHost

string

o

Host details of a remote
peer. For SLF feature,
the virtualHost is SCP
peer details. It must be a
valid FQDN.This FQDN
is sent to Alternate
Route Service for DNS
SRV resolution.

port

string

o

Port details of a peer.

apiPrefix

string

API prefix details of a
peer.

Note: Keep the value as
‘' only

healthApiPath

string

Path of health API /
scp-api-root/vl/

st at us. This attribute is
added to maintain the
health status of the API.
This attribute is added
as part of monitoring the
availability of SCP health
status.

Peer Monitoring Configuration

Table 3-6 Peer Monitoring Configuration supported REST APIs details:

Description HTTP Method or Resource URI Content Type Possible Result
Custom Codes
Operation
Get Peer GET AnfType}/nf- application/json See Table A-1
Monitoring common-
Configuration component/vl/
{serviceName}/
peermonitoringconf
iguration
Update Peer PUT AnfType}/nf- application/json See Table A-2
Monitoring common-
Configuration component/vl/
{serviceName}/
peermonitoringconf
iguration
Get All of Peer GET AnfType}/nf- application/json See Table A-1
Monitoring common-
Configuration component/vl/
{serviceName}/

{instanceld}/
peermonitoringconf
iguration
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Table 3-6 (Cont.) Peer Monitoring Configuration supported REST APIs details:

Description HTTP Method or Resource URI Content Type Possible Result
Custom Codes
Operation
Update All of Peer PUT AnfType}/nf- application/json See Table A-2
Monitoring common-
Configurations component/vl/
{serviceName}/
{instanceld}/
peermonitoringconf
iguration

Table 3-7 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
enabled Boolean 0] Attribute to enable or
disable monitoring at a
global level.

Default value: false

timeout Long (0] Flag to configure the
duration after which calls
to the SCP health APl is
timed out. This is
provided in milliseconds.
The allowed value
ranges from 300
milliseconds to 10000
milliseconds.

Default value: 1000

frequency Long 0] Indicates the frequency
or interval at which
Egress Gateway
microservice initiates
health check calls
toward SCP. This is
provided in milliseconds.
The allowed value
ranges from 300
milliseconds to 10000
milliseconds.

Default value: 2000

failureThreshold Integer o Indicates the number of
consecutive failure
responses after which a
healthy SCP can be
marked as unhealthy.
The allowed value
ranges 1 to 10.

The maximum number
of attempts to mark SCP
unhealthy is 10.

Default value: 3
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Table 3-7 (Cont.) Request/Response Body Parameters

______________________________________________________________________________|
Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)

successThreshold Integer (@) Indicates the number of
successful responses
after which an unhealthy
SCP can be marked as
healthy.

Health API call to given
SCP shall succeed
consecutively to these
many attempts before it
is marked as Available
from UNAVAILABLE.
The allowed value
ranges 1 to 10.

Default value: 3

Sample body:

"enabl ed": true,
"tinmeout": 1000,
"frequency": 2000,
"failureThreshol d": 3,
"successThreshol d": 3

Peer Set Configuration

Table 3-8 Peerset Configuration supported REST APIs details:
|

Description HTTP Method or Resource URI Content Type Possible Result
Custom Codes
Operation
Get Peerset GET {apiRoot}/egw/ application/json See Table A-1
Configuration healthStatus/
peerSet/{peerSetid}
List of Peerset GET {apiRoot}egw/ application/json See Table A-1
Configuration healthStatus/
peerSet
Get the list of peer GET AnfType}/nf- application/json See Table A-1
sets wherein each common-
peer set consists of component/vl/
ID and list of http or {serviceName}/
https instances. peersetconfiguratio
n
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Chapter 3
Egress Gateway for SCP Health

Table 3-8 (Cont.) Peerset Configuration supported REST APIs details:
|

Description HTTP Method or Resource URI Content Type Possible Result
Custom Codes
Operation

Add or update the  PUT, PATCH, AnfType}/nf- application/json see Table A-2

list of peer sets common-

wherein each peer component/vl/

set consists of ID {serviceName}/

and list of http or peersetconfiguratio

https instances. n

Table 3-9 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
id string (@) Identifier for Peer Set
httpConfiguration array(PeerldentiferConfig O Configuration for HTTP
uration) based Peers. This value
will be selected, if
3GPPAPIRootScheme
value is http
httpsConfiguration array(PeerldentifierConfi O Configuration for HTTPs
guration) based Peers. This value
will be selected, if
3GPPAPIRootScheme
value is https

Table 3-10 PeerldentifierConfiguration
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
priority integer o Priority of peer to be
used in a peer set
peerldentifier string (@) Peer identifier is the
value of peer configured
during PeerConfiguration
Sample body:
peer Set Confi gurati on|
{
Ili dll : "Set OII ,
"httpConfiguration":[
{
"priority": 1,
"peerldentifier": "peerl"
H,
"httpsConfiguration":|[
{
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"priority": 1,
"peerldentifier": "peerl"

1

3.4 OC Policy Mapping

This URI can be used to update service names and corresponding policy name for the service
which is mapped to "ocDiscardPolicies" based on "policyName" and also to enable/disable the
Overload Control feature and the sampling period in overload control. By default, the Overload
Control feature is disabled and the sampling period is the 60s. To enable the feature, REST
API needs to be invoked and update the enabled flag to true.

Table 3-11 Supported REST APIs

Description HTTP Method or Custom Resource URI
Operation
Get OC Policy Mapping GET PCF/nf-common-component/vl/

{serviceName}/ocpolicymapping

Update OC Policy Mapping PUT PCF/nf-common-component/vl/
{serviceName}/{instanceld}/
ocpolicymapping

Partially OC Policy Mapping PATCH PCF/nf-common-component/vl/
{serviceName}/{instanceld}/
ocpolicymapping

Get, Update, and Patch OCPolicyMapping

Table 3-12 Request/Response Body Parameters

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)aints

enabled boolean M To enable or disable

Overload Control feature.
Set values to:
e true: To enable

« false: To disable

mappings.svcName string M The SVC entry to determine
a mapping between service
and discard policy name per
service.

mappings.policyName string M The discard policy entry to
determine a mapping
between service and
discard policy name per
service.

samplingPeriod integer M Time frame for each cycle of
Overload Control per
service. Its value is in
milliseconds.
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"enabl ed": true,
"mappi ngs": [

"svcName": "sm pcf.cont,
"pol i cyNane": "QOCDP1"

¥
{
"svcName": "cm pcf.cont,
"pol i cyNane": "QOCDP2"
¥
{
"svcName": "l ocal host",
"policyNane": "QOCDP3"
H,

"sanplingPeriod": 200

3.5 Error Code Profiles

This URI can be used to update the errorCodeProfiles that are used in Overload Control
feature for populating details in error responses when a request is discarded.

By default, the errorCodeProfiles remains null.

Table 3-13 Supported REST APIs

Chapter 3
Error Code Profiles

Sample Request/Response body structure for GET, PUT, and PATCH operations:

Description

HTTP Method or Custom
Operation

Resource URI

profiles

Get error code profiles GET PCF/nf-common-component/vl/
{serviceName}/errorcodeprofiles

Update error code profiles PUT PCF/nf-common-component/vl/
{serviceName}/{instanceld}/
errorcodeprofiles

Partially update the error code PATCH PCF/nf-common-component/vl/

{serviceName}/{instanceld}/
errorcodeprofiles

Get, Update, and Patch errorCodeProfile

Table 3-14 Request/Response Body Parameters
|

Field Name Data Type

Mandator | Description
y(M)/
Optional(
o)/
Condition
al(C)

name string

M Error name.
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Chapter 3
Error Code Profiles

Table 3-14 (Cont.) Request/Response Body Parameters

Field Name Data Type

Mandator
y(M)/
Optional(
0)/
Condition
al(C)

Description

errorCode integer

M

errorCode field in an errorScenario determines the
HttpStatusCode that needs to be populated in

ProblemDetails (HttpStatus field) response from
IGW when the exception occurred at IGW matches
the configured errorScenario's exceptionType field.

errorCause string

errorCause field in an errorScenario determines the
error cause that needs to be populated in
ProblemDetails (Cause field) response from IGW
when the exception occurred at IGW matches the
configured errorScenario's exceptionType parameter.

errorTitle string

errorTitle field in an errorScenario determines the title
that needs to be populated in ProblemDetails (Title
field) response from IGW when the exception
occurred at IGW matches the configured
errorScenario's exceptionType parameter.

redirectURL string

redirectUrl field in an errorScenario determines the
redirection URL, this value is populated in LOCATION
header while sending response from IGW. The header
is populated only when the exception occurred at IGW
matches the configured errorScenario's exceptionType
parameter, the errorCode configured for the particular
errorScenario lies in 3xx error series and the
redirectUrl field for the particular errorScenario is
configured appropriately.

retry-after string

retryAfter field in an errorScenario determines the
value in seconds/ particular date after which the
service should be retried, this value is populated in
Retry-After header while sending response from
IGW. The header is populated only when the
exception occurred at IGW matches the configured
errorScenario's exceptionType parameter, the
errorCode configured for the particular errorScenario
lies in 3xx error series and the retryAfter field for the
particular errorScenario is configured appropriately in
seconds.

errorDescription | string

errorDescription field in an errorScenario determines
the description that needs to be populated in
ProblemDetails (Detail field) response from IGW
when the exception occurred at IGW matches the
configured errorScenario's exceptionType field.

Sample Request/Response body structure for GET, PUT, and PATCH operations:

[

{
"nane": "error300",
"errorCode": 300,
“errorCause": "",
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"errorTitle": ,
"redirectURL": "",

"retry-after": ,
“errorDescription":

nane": "error500",
"errorCode": 500,

"errorCause": ,

"errorTitle": ,
"redirectURL": "",

"retry-after": ,
“errorDescription":

nane": "error429",
"errorCode": 429,

"errorCause": ,

"errorTitle": "",
"redirectURL": "",

"retry-after": ,
“errorDescription":

3.6 OC Discard Policies

Chapter 3
OC Discard Policies

This URI can be used to update discard policies that will be used in overload control to select
the appropriate policy from the configured list based on the load level of a particular service. By
default, ocDicardPolicies will be null.

Table 3-15 Supported REST APIs
e __________________________ |

Description

HTTP Method or Custom
Operation

Resource URI

Policy

Get Discard Policies GET PCF/nf-common-component/vl/
{serviceName}/ocdiscardpolicies

Update Discard Policy PUT PCF/nf-common-component/vl/
{serviceName}/{instanceld}/
ocdiscardpolicies

Partially update the Discard PATCH PCF/nf-common-component/vl/

{serviceName}/{instanceld}/
ocdiscardpolicies
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Get, Update, and Patch OCDiscardData

Chapter 3
OC Discard Policies

Table 3-16 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)
name string M Name of the discarded policy.
scheme string M Discarded policy scheme.
The value can
be:
e PriorityBase
d
*  Percentage
Based
policies.value integer M Value of priority above which requests are considered
as potential candidates for drop. Percentage of
requests to drop in the current sampling period over
the calculated rate in the previous sampling period.
policies.action string (0] Defines the action to be taken on selected requests
The vaue can rejection based on error code.
be:
RejectWithError
Code
policies.level string (0] Defines the overload level.
policies.errorCod | string (0] The error code profiles.
eProfile

Sample Request/Response body structure for GET, PUT, and PATCH operations:

{
"name": " OCDP2",
"scheme": "PercentageBased",
"policies": |
{
"val ue": 20,
"action": "RejectWthErrorCode",
“level ": "L1",
"errorCodeProfile": "error4l1"
H
{
"val ue": 40,
"action": "RejectWthErrorCode",
“level": "L2",
"errorCodeProfile": "error4l2"
H
{
"val ue": 60,
"action": "RejectWthErrorCode",
“level": "L3",
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"errorCodeProfile": "error413"

h
{
"val ue": 80,
"action": "RejectWthErrorCode",
"level": "L4",
"errorCodeProfile": "error414"
h
{
"val ue": 95,
"action": "RejectWthErrorCode",
"level": "L5",
"errorCodeProfile": "error4l5"
}
¥
{
"name": "QOCDP1",
"schene": "PriorityBased",
"policies": [
{
"val ue": 30,
"action": "RejectWthErrorCode",
"level": "Mnor",
"errorCodeProfile": "error300"
h
{
"val ue": 20,
"action": "RejectWthErrorCode",
"level": "Critical",
"errorCodeProfile": "error500"
}
}

3.7 Overload Level Threshold

Chapter 3
Overload Level Threshold

This URI can be used to configure the Overload Threshold Level. The data is saved in a line

with service_name perf-info and used by the overload manager.

Table 3-17 Supported REST APIs

Operation

Description HTTP Method or Custom

Resource URI

Get Overload Threshold Value of | GET
the required SVC (Backend
service).

/PCF/nf-common-component/v1l/
perf-info/overloadLevelThreshold

Update the Overload Threshold | PUT
Value of the required SVC
(Backend service).

/PCF/nf-common-component/v1/
perf-info/overloadLevelThreshold

Delete the Overload Threshold DELETE
Value of the required SVC
(Backend service).

/PCF/nf-common-component/v1/
perf-info/overloadLevelThreshold
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Update overloadLevelThreshold

Chapter 3
Overload Level Threshold

Table 3-18 Request/Response Body Parameters

holdList.level T
hresholdList.I
evel

Field Name |Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
<)
svcName string M Name of the backend service (svcName).
You can configure the threshold values for the following
services:
« PCRF Core
e Diameter Connector
e PCF Session Management
e PCF Access and Mobility
«  PCF UE Policy
e CHF Connector
*  UDR Connector
® Note
For PCRF-CORE
deployment mode,
configuring overload level
threshold for SM Service,
AM Service, and UE Policy
Service is not required.
For PCF deployment mode,
configuring the overload
level threshold for PCRF
Core is not required.
metricsThres | array M List of criteria used to calculate the load level.
holdList
metricsThres | string M Name of criteria:
holdList.metri e cpu
csName « svc_pending_count
- svc_failure_count
°  NEnmory
metricsThres | array M List of threshold values
holdList.levelT
hresholdList
metricsThres | string M Specifies the name of the level: L1/L2/L3
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Chapter 3
Overload Level Threshold

Table 3-18 (Cont.) Request/Response Body Parameters

holdList.levelT
hresholdList.o
nsetValue

Field Name |Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
<)
metricsThres | integer M If the metric level goes below this value, load level goes
holdList.levelT to a lower value.
hresholdList.a The abatement values for each of the metrics are as
batementValu follows:
e °  Cpu (Calucalted in percentage (%)) and ranges
between 1-100
e svc_pendi ng_count (Accepts an integer value)
and ranges between 1 to 1000000
- svc_failure_count (Accepts an integer value)
and ranges between 1 to 1000000
* menory (Calucalted in percentage (%)) and ranges
between 1-100
metricsThres |integer M If the metric level goes above this value, load level is set.

The onset value of L1 is less than the abatement value
of L2 and the onset value of L2 is less than the
abatement value of L3.

The onset values for each of the metrics are as follows:

Cpu (Calucalted in percentage (%)) and ranges
between 1-100

svc_pendi ng_count (Accepts an integer value)
and ranges between 1 to 1000000
svc_failure_count (Accepts an integer value)
and ranges between 1 to 1000000

menory (Calucalted in percentage (%)) and ranges
between 1-100

Sample Request/Response body structure for GET/PUT operation:

{

"svcName": "ztt-overl oad-occnp-pcf-snf,
"metricsThreshol dList": [

{

"metricsNane": "svc_pendi ng_count",

"l evel Threshol dList": [

{

"l evel ":
"onset Val ue":

"l evel ":
"onset Val ue":

"abat enent Val ue":

"l evel ":
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"onset Val ue": 400,
"abat enent Val ue": 360

"level": "L4",
"onset Val ue": 600,
"abat enent Val ue": 540

"level": "L5",
"onset Val ue": 800,
"abat enent Val ue": 720

3.7.1 Overload Level Threshold Profiles

This URI can be used to configure the Overload Threshold Level Profiles. The data is saved in
a line with service_name perf-info and used by the overload manager.

Table 3-19 Supported REST APIs

Description

HTTP Method or Custom
Operation

Chapter 3
Overload Level Threshold

Resource URI

particular profile.

Get the Overload Threshold GET /oc-cnpolicy-configuration/vl/
Profile of the required SVC overloadlevelThreshold/
(Backend service). activeProfile
For details on Request/Response
Body Parameters for GET
activeProfile, see Table 3-20
Activate the Overload Threshold | PUT /oc-cnpolicy-configuration/vl/
Profile overloadlevelThreshold/
activeProfile
For details on Request/Response
Body Parameters for PUT
activeProfile, see Table 3-20
Get all the overload threshold GET /oc-cnpolicy-configuration/vl/
profiles names which includes overloadlevelThreshold/profiles
default and custom profiles For details on Request/Response
Body Parameters for GET
profiles, see Table 3-21
Get Overload Threshold Value for | GET /oc-cnpolicy-configuration/vl/

overloadlevelThreshold/profiles/
{name}

For details on Request/Response
Body Parameters for GET
profiles/{name}, see Table 3-22
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Table 3-19 (Cont.) Supported REST APIs

Description

HTTP Method or Custom
Operation

Chapter 3
Overload Level Threshold

Resource URI

Profile.

Adds a new Overload Threshold | POST /oc-cnpolicy-configuration/vl/
Profile overloadlevelThreshold/profiles/
{name}
For details on Request/Response
Body Parameters for POST
profiles/{name}, see Table 3-22
Update the profile. PUT /oc-cnpolicy-configuration/vl/
overloadlevelThreshold/profiles/
{name}
For details on Request/Response
Body Parameters for PUT
profiles/{name}, see Table 3-22
Delete the Overload Threshold DELETE /oc-cnpolicy-configuration/vl/
Profile of the required SVC overloadlevelThreshold/profiles/
(Backend service). {name}
Migrate the data from standalone | POST /oc-cnpolicy-configuration/vl/
to profile i.e if any overloadlevelThreshold/migrate
overloadlevelThreshold data is For details on Request/Response
already configured then it will Body Parameters for POST
migrate that data to profile migrate, see Table 3-23
name - Name of the profile
activate - if after migration ,
profile should be activated
Exports the Overload Threshold | GET /oc-cnpolicy-configuration/vl/
Profile. overloadlevelThreshold/export
Imports the Overload Threshold | POST /oc-cnpolicy-configuration/vl/

overloadlevelThreshold/import

For details on Request/Response
Body Parameters for POST
(import), see Table 3-24.

Table 3-20 Request/Response Body Parameters for GET/IPUT activeProfile

Field Name Data Type

y(M)/
Optional(
0)/
Condition
al(C)

Mandator | Description

name string

M Name of the active profile.

Sample Request/Response for GET/PUT activeProfile

"name": "cust ont
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Table 3-21 Request/Response Body Parameters for GET profiles

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)

name string M Name of the profile.

isCustomProfile | string M To specify the type of profile: default or custom

Sample Request/Response for GET profiles

[

{
"name": "defaul t",
"isCustonProfile":fal se
HA
“name": "custont,
"isCustonProfile":true
}

Table 3-22 Request/Response Body Parameters for GET/PUT/POST profiles/{name}

|
Field Name Data Type Mandatory(M Description

)

Optional(O)/

Conditional(

C)

name string M Name of the profile.
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Table 3-22 (Cont.) Request/Response Body Parameters for GET/PUT/POST profiles/
{name}
]

Field Name Data Type Mandatory(M Description
)

Optional(O)/
Conditional(
C)
value.svcNam string M Name of the backend service (svcName).
€ You can configure the threshold values for the following
services:
» PCRF Core
»  Diameter Connector
e PCF Session Management
*  PCF Access and Mobility
e PCF UE Policy
*  CHF Connector
*  UDR Connector
® Note
For PCRF-CORE
deployment mode,
configuring overload level
threshold for SM Service,
AM Service, and UE Policy
Service is not required.
For PCF deployment mode,
configuring the overload
level threshold for PCRF
Core is not required.
value.metrics array M List of criteria used to calculate the load level.
ThresholdList
value.metrics  string M Name of criteria:
ThresholdList. e Ccpu
metricsName « svc_pendi ng_count
- svc_failure_count
e NEnDry
value.metrics array M List of threshold values
ThresholdList.
levelThreshold
List
value.metrics  string M Specifies the name of the level: L1/L2/L3.
ThresholdList.
levelThreshold
List.level
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Table 3-22 (Cont.) Request/Response Body Parameters for GET/PUT/POST profiles/
{name}

. _______________________________________________________________________________|
Field Name Data Type Mandatory(M Description

)
Optional(O)/
Conditional(
C)
value.metrics integer M If the metric level goes below this value, load level goes
ThresholdList. to a lower value.
levelThreshold The abatement values for each of the metrics are as
List.abatemen follows:
tValue *  Cpu (Calucalted in percentage (%)) and ranges
between 1-100
e svc_pendi ng_count (Accepts an integer value)
and ranges between 1 to 1000000
- svc_failure_count (Accepts an integer value)
and ranges between 1 to 1000000
* menory (Calucalted in percentage (%)) and ranges
between 1-100
value.metrics integer M If the metric level goes above this value, load level is set.

ThresholdList.

levelThreshold
List.onsetValu

e

The onset value of L1 is less than the abatement value

of L2 and the onset value of L2 is less than the

abatement value of L3.

The onset values for each of the metrics are as follows:

°  Cpu (Calucalted in percentage (%)) and ranges
between 1-100

e svc_pendi ng_count (Accepts an integer value)
and ranges between 1 to 1000000

- svc_failure_count (Accepts an integer value)
and ranges between 1 to 1000000

* menory (Calucalted in percentage (%)) and ranges
between 1-100

Sample Request/Response for GET/PUT/POST profiles/{name}

{
"nane". "custont,
"value": [
{

"svcName": "service-nane-pcrf-core",
"metricsThreshol dList": [
{
"metricsNane": "cpu",
"l evel Threshol dList": [

{
"level ": "L1",
"onset Val ue": 49,
"abat ement Val ue": 41
b
{
"level ": "L2",
"onset Val ue": 48,
"abat ement Val ue": 47
b
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{
"level": "L3",
"onset Val ue": 52,
"abat ement Val ue": 50
}

Table 3-23 Request/Response Body Parameters for POST migrate

Field Name Data Type Mandator | Description
y(M)/
Optional(
0)/
Condition
al(C)
name string M Name of the profile to migrate.
activate string M To activate the profile.
Set value to:
e true: To activate
- false: Not to activate

Sample requesti/response for GET profiles list

"name":"mgrate_profile",
"activate":true/fal se

Table 3-24 Request/Response Body Parameters for POST (import)

Field Name |Data Type Mandatory(M | Description

)

Optional(O)/

Conditional(

C)
exportData.na | string M Name of the profile.
me
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Table 3-24 (Cont.) Request/Response Body Parameters for POST (import)

Field Name |Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
<)
exportData.va | string M Name of the backend service (svcName).
lue.svcName You can configure the threshold values for the following
services:
« PCRF Core
e Diameter Connector
e PCF Session Management
*  PCF Access and Mobility
e PCF UE Policy
e CHF Connector
*  UDR Connector
® Note
For PCRF-CORE
deployment mode,
configuring overload level
threshold for SM Service,
AM Service, and UE Policy
Service is not required.
For PCF deployment mode,
configuring the overload
level threshold for PCRF
Core is not required.
exportData.va | array M List of criteria used to calculate the load level.
lue.metricsThr
esholdList
exportData.va | string M Name of criteria:
lue.metricsThr e Ccpu
esholdList. me « svc_pendi ng_count
ricsName « svc_failure_count
e menory
exportData.va | array M List of threshold values
lue.metricsThr
esholdList.lev
elThresholdLi
st
exportData.va | string M Specifies the name of the level: L1/L2/L3.
lue.metricsThr
esholdList.lev
elThresholdLi
st.level
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Table 3-24 (Cont.) Request/Response Body Parameters for POST (import)

lue.metricsThr
esholdList.lev
elThresholdLi
st.onsetValue

Field Name |Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
<)
exportData.va | integer M If the metric level goes below this value, load level goes
lue.metricsThr to a lower value.
esholdList.lev The abatement values for each of the metrics are as
elThresholdLi follows:
st.abatement °  Cpu (Calucalted in percentage (%)) and ranges
Value between 1-100
e svc_pendi ng_count (Accepts an integer value)
and ranges between 1 to 1000000
- svc_failure_count (Accepts an integer value)
and ranges between 1 to 1000000
* menory (Calucalted in percentage (%)) and ranges
between 1-100
exportData.va | integer M If the metric level goes above this value, load level is set.

The onset value of L1 is less than the abatement value

of L2 and the onset value of L2 is less than the

abatement value of L3.

The onset values for each of the metrics are as follows:

°  Cpu (Calucalted in percentage (%)) and ranges
between 1-100

e svc_pendi ng_count (Accepts an integer value)
and ranges between 1 to 1000000

- svc_failure_count (Accepts an integer value)
and ranges between 1 to 1000000

e menory (Calucalted in percentage (%)) and ranges
between 1-100

Sample Request/Response Body Parameters for POST (import)

"exportData": |
{
"nane": "TestProfile",
"value": [
{

"svcName": "pcrf-core",
"metricsThreshol dList": [

“metricsName": "cpu",
"l evel Threshol dLi st": [
{
"level ": "L1",

"abat enent Val ue": 41,
"onset Val ue": 44

"l evel": "L2",
"abat enent Val ue": 47,
"onset Val ue": 49
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b

{
"level": "L3",
"abat ement Val ue": 50,
"onset Val ue": 52

}

3.8 NF profile registration with NRF

These URIs can be used to update or retrieve PCF NF profile to be registered with Network
Repository Function (NRF).

Table 3-25 Supported REST APIs
e __________________________ |

Description HTTP Method or Custom Resource URI
Operation
Get PCF NfProfile GET PCF/nf-common-component/vl/

nrf-client-nfmanagement/
nfProfileList

Update PCF NfProfile PUT PCF/nf-common-component/vl/
nrf-client-nfmanagement/
nfProfileList

The sample request body structure for GET and PUT operation is as follows:

[

“nflnstancel d":"fe7d992b- 0541- 4c7d- ab84- c6d70b1b0123",
“nf Type": "PCF",
“nf Status":"REG STERED',
"plmList":null,
“nsiList":null,
"fqgdn":"occnp-ocpmingress-gat eway. ocpcf.svc",
“interPl mFgdn": nul I,
"i pv4Addresses": nul |,
"i pv6Addresses": nul |,
"priority":null,
"capacity":null,
"l oad": 80,
“locality":null,
"pcflnfo":{
“dnnList":[
"internet",
"volte"
1,
"supi Ranges": |
{
"start":"12123444444",
"end":"232332323323232",
"pattern”:null
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ustom nfo":null,

"recoveryTime":null,
“nf Services": [

{

"servi cel nstancel d": "03063893- cf 9e- 4f 7a- 9827- 067f 6f a9dd01",

"servi ceName": "npcf -am pol i cy-control ",

"versions":|[
{
"api VersionlnUri":"vl",
"api Ful | Version":"1.0.0",
"expiry":null
}
1,
"scheme": "http",

"nf Servi ceStatus": " REG STERED",
"fqgdn":"occnp- ocpmingress-gat eway. ocpcf. svc”,
"interPl mFgdn":null,
"i pEndPoi nts": nul I,
“api Prefix":null,
"defaul tNotificationSubscriptions":null,
"al | owedPl ms": nul I,
"al | owedNf Types": [
" AMF",
" NEF"
]

| | owedNf Dormai ns": nul |,
"al | owedNssai s": nul |,
"priority":null,
"capacity":null,
"l'oad": null,
"recoveryTinme":null,
"support edFeat ures": nul |

"servi cel nstancel d": "03063893- cf 9e- 4f 7a- 9827- 067f 6f a9dd02",

"servi ceNane": "npcf -snpolicycontrol ",

"versions":|[
{
"api VersionlnUri":"vl",
"api Ful | Version":"1.0.0",
“expiry":null
}
]

scheme":"http",

"nf Servi ceStatus": " REG STERED",
"fqgdn":"occnp- ocpm i ngress-gat eway. ocpcf.svc”,
"interPl mFgdn":nul I,

"i pEndPoi nts": nul I,

“api Prefix":null,

"defaul tNotificationSubscriptions":null,
"al | owedPl ms": nul I,

"al | owedNf Types": [

" SMF",

" NEF",
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" pp"
]

| I owedNf Dormai ns": nul |,
"al | owedNssai s": nul |,
"priority":null,
"capacity":null,
"l'oad": null,
"recoveryTime":null,
"support edFeat ures": nul |

"servicel nstancel d": "03063893- cf 9e- 4f 7a- 9827- 067f 6f a9dd03",
"servi ceName": "npcf - ue- pol i cy-control ",
"versions":|[
{
"api VersionlnUri":"vl",
"api Ful | Version":"1.0.0",
"expiry":null
}
]

cheme":"http",
"nf Servi ceStatus": " REG STERED",
"fqgdn":"occnp- ocpmingress- gat eway. ocpcf.sve”,
"interPl mFgdn": nul I,
"i pEndPoi nts": nul I,
“api Prefix":null,
"defaul tNotificationSubscriptions":null,
"al | owedPl ms": nul I,
"al | owedNf Types": [

" ANE"

]

| I owedNf Dormai ns": nul |,
"al | owedNssai s": nul |,
"priority":null,
"capacity":null,
"l'oad": null,
"recoveryTime":null,
"support edFeat ures": nul |

3.9 Server Header at Ingress Gateway

This section describes the Common Config Server URIs that you can use to enable and
configure server header at Ingress Gateway. The server header is included in the error
responses sent by Ingress Gateway for the errors generated at Ingress Gateway as well as
backend microservices.
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@® Note

You can configure server header at both global and route level. However, if you define
server header configuration at both global and route level, the route level configuration
(irrespective of being enabled or disabled) takes precendence over the global level
configuration.

Error Code Series List

The following table describes the URIs available to define and retrieve error code series list:

Table 3-26 Supported REST APIs for Error Code Series List
|

Description HTTP Method or Custom Resource URI
Operation
Get Error Code Series List GET {apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeserieslist
Define Error Code Series List PUT {apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeserieslist
Delete Error Code Series List PUT {apiRoot}/PCF/nf-common-
To delete the configurations, put | component/v1/igw/
an empty json in the request. errorcodeserieslist
[]

The sample request body structure for PUT operation is as follows:

[

{
"id": "E1",
“errorCodeSeries":
[
{
“errorSet": "4xx",
“errorCodes": [400, 408]
h
{
"errorSet": "5xx",
“errorCodes": [500, 503]
1
]
h
{
"id": "E2",

"errorCodeSeries":

[

"errorSet": "4xx",
“errorCodes": [-1]
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Table 3-27 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)

id string M Specifies the unique ID that is used in the
error CodeSeri esl d while configuring server header
at global or route level.

errorCodeSeries | string M Specifies an errorSet (4XX, 5XX) in errorCodeSeries
.errorSet for matching server response.

errorCodeSeries | array M Specifies the error codes in a specific error set against
.errorCodes which the server response is validated for populating

server header.

Configuring Server header (global level)

The following table describes the URIs available to enable and configure server header at
global level:

Table 3-28 Supported REST APIs
e __________________________ |

Description HTTP Method or Custom Resource URI
Operation
Get Server Header GET /PCF/nf-common-
component/v1/igw/
serverheaderdetails
Define Server Header PUT /PCF/nf-common-
component/v1/igw/

serverheaderdetails

The sample request body structure for PUT operation is as follows:

{

"enabl ed": fal se, # Set to false if we want Server Header
to be generated at Route Level

"errorCodeSeriesld": "E1", # See "errorcodeserieslist" resource

above for nore details.
“configuration": {
"nf Type": "PCF",
"nflnstanceld": "123456" # NF Instance |d of the PCF
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Table 3-29 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)

enabled boolean M When the value for this parameter is set to true, server
headers are generated at a global level.

To generate server headers at route level, set the
value to false.

errorCodeSeries | string M Specifies the error list IDs. For more information, see
Id Table 3-26.

configuration.nfT | string M Specifies the type of network function.

ype Default value: PCF

configuration.nfl | string M Specifies the NF Instance ID of the PCFE

nstanceld

Configuring Server header (route level)

The following table describes the URIs available to enable and configure server header at
route level:

Table 3-30 Supported REST APIs

Description HTTP Method or Custom Resource URI
Operation

Get Route Level Configuration GET /PCF/nf-common-
component/v1/igw/
routesconfiguration

Define Server Header at Route PUT /PCF/nf-common-

Level component/v1/igw/
routesconfiguration

The sample request body structure for PUT operation is as follows:

[{

"id": "smcreate_session_route",
"serverHeaderDetails": {
"enabl ed": true,
“errorCodeSeriesld": "El"
}

}H

The sample request body structure to clear route using PUT operation is as follows:

[]
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Table 3-31 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)

id string M Specifies the route IDs for which you need to define
server header.

You can define the server header at route level for any
of the following supported route IDs:

*  sm_create_session_route

e sm_delete_session_route

e sm_update_session_route

e udr_notify_route

e chf_terminate_route

e chf_notify_route

°  pa_create_session_route

e pa_delete_session_route

*  pa_update_session_route

e pa_events_subscription_route

°  reverse_ue_service

e reverse_user_udr_notify_service
e reverse_user_chf_notify_service
» reverse_nrf_discovery_service

e reverse_nrf_management_service
e reverse_nrf_notify_service

e reverse_soapconnector_service
*  reverse_ue_service_notify

e am_create_session_route

e am_delete_session_route

e am_update_session_route

serverHeaderDe | boolean M Set the value for this parameter to true if you want to
tails.enabled define server header at the route level.
serverHeaderDe | string M Specifies the error list IDs. For more information, see
tails.errorCodeS Table 3-26.

eriesld

The sample request body structure for GET operation is as follows:

[{
1

"id":"smcreate_session_route"

3.10 Rate Limiting

3.10.1 Rate Limiting at Ingress Gateway

This section describes the URIs that you can use to configure route level rate limiting in
persistent configuration at Ingress Gateway.
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Error Code Profiles
The following table describes the URIs available to define and retrieve error code profiles in
persistent configuration:

Table 3-32 Supported REST APIs for Error Code Profiles
|

Description HTTP Method or Custom Resource URI
Operation

Get Error Code Profiles GET {apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeprofiles

Define Error Code Profiles PUT {apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeprofiles

The sample request body structure for PUT operation is as follows:

[{
"name": "error429",

“errorCode": 429,

“errorCause": "Too Many Request",

“errorTitle": "",

“redirect URL": "",

“retry-after": ,
“errorDescription":

H

Table 3-33 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(Mm)/
Optional(
o)/
Condition
al(C)

name string M Specifies the unique name for the error profile.

errorCode string M errorCode field in an errorScenario determines the
HttpStatusCode that needs to be populated in

ProblemDetails (HttpStatus field) response from
IGW when the exception occurred at IGW matches
the configured errorScenario's exceptionType field.

errorCause string M errorCause field in an errorScenario determines the
error cause that needs to be populated in
ProblemDetails (Cause field) response from IGW
when the exception occurred at IGW matches the
configured errorScenario's exceptionType parameter.

errorTitle string (0] errorTitle field in an errorScenario determines the title
that needs to be populated in ProblemDetails (Title
field) response from IGW when the exception
occurred at IGW matches the configured

errorScenario's exceptionType parameter.
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Table 3-33 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)

redirectUrl field in an errorScenario determines the
redirection URL, this value is populated in LOCATION
header while sending response from IGW. The header
is populated only when the exception occurred at IGW
matches the configured errorScenario's exceptionType
parameter, the errorCode configured for the particular
errorScenario lies in 3xx error series and the
redirectUrl field for the particular errorScenario is
configured appropriately.

redirectURL string (0]

retry-after string (0] retryAfter field in an errorScenario determines the
value in seconds/ particular date after which the
service should be retried, this value is populated in
Retry-After header while sending response from
IGW. The header is populated only when the
exception occurred at IGW matches the configured
errorScenario's exceptionType parameter, the
errorCode configured for the particular errorScenario
lies in 3xx error series and the retryAfter field for the
particular errorScenario is configured appropriately in

seconds.

errorDescription | string (0] errorDescription field in an errorScenario determines
the description that needs to be populated in
ProblemDetails (Detail field) response from IGW
when the exception occurred at IGW matches the

configured errorScenario's exceptionType field.

Configuring Rate Limit for Policy

The following table describes the URIs available to enable and configure ratelimit:

Table 3-34 Supported REST APIs
|

Description HTTP Method or Custom Resource URI
Operation

Get Rate Limit GET {apiRoot}/PCF/nf-common-
component/v1/igw/
routelevelratelimiting

Define Rate Limit PUT {apiRoot}/PCF/nf-common-
component/v1/igw/
routelevelratelimiting

The sample request body structure for PUT operation is as follows:

"enabl ed": true,
"sanpl i ngPeriod": 2000,
"rateLimtPolicies": |
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name" :
"val ue":

n Rl“,
51

"action": "RejectWthErrorCode",
"schene": "PriorityBased",

"errorCodeProfile":

"error429"

Chapter 3
Failure Count at Ingress Gateway

Table 3-35 Request/Response Body Parameters

errorCodeProfile

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)
enabled boolean M Specifies whether to enable or disable rate limiting
feature.
samplingPeriod M Specifies the duration for each cycle of route rate limit.
The value of sampling period is defined in
milliseconds.
rateLimitPolicies. | string M Specifies the unique name of the discard policy.
name
rateLimitPolicies. | integer M Specifies the value of priority above which requests
value are considered as potential candidates for drop.
rateLimitPolicies. | string M Specifies the action such as silent drop or rejection for
action the selected requests.
rateLimitPolicies. | string M Specifies the scheme on the basis of which requests
scheme are selected to be dropped.
The only supported value for this parameter is
PriorityBased.
rateLimitPolicies. | string M Specifies the error code profile. For more information,

seeTable 3-32.

Configuring Rate Limit for Policy at route level

For details on configuring rate limit for policy at route level, see Route Level Configuration.

3.11 Failure Count at Ingress Gateway

This section describes the URIs that you can use to configure failure count at Ingress Gateway.
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Description

HTTP Method or Custom
Operation

Resource URI

Get Error Code Series List

GET

{apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeserieslist

Define Error Code Series List

PUT

{apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeserieslist

Delete Error Code Series List

PUT

To delete the configurations, put
an empty json in the request.

I

{apiRoot}/PCF/nf-common-
component/v1/igw/
errorcodeserieslist

The sample request body structure for PUT operation is as follows:

"AXX"

L

L

"Bxx",

S

{
"id": "E1",
“errorCodeSeries": [
{
"errorSet":
“error Codes'
400,
408
]
b
{
“error Codes'
500,
503
]
1
]
b
{
"id": "E2",
“errorCodeSeries": [
{
"errorSet":
“error Codes'
-1
]
1
]
1
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Table 3-37 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)

id string M Specifies the unique ID that is used in the
error CodeSeri esl d while configuring server header
at global or route level.

errorCodeSeries | string M Specifies an errorSet (4XX, 5XX) in errorCodeSeries
.errorSet for matching server response.

errorCodeSeries | array M Specifies the error codes in a specific error set against
.errorCodes which the server response is validated for populating

server header.

Failure Count for Policy at Route Level
The following table describes the URIs available to define and retrieve failure count at route
level:

Table 3-38 Supported REST APIs for Failure Count at Route Level
e _________________________ |

Description HTTP Method or Custom Resource URI
Operation

Get failure count at route level GET {apiRoot}/PCF/nf-common-

Configuration component/v1/igw/
routesconfiguration

Define failure count at route level | PUT {apiRoot}/PCF/nf-common-

Configuration component/v1/igw/
routesconfiguration

For details on configuring the failure count for Policy at route level, see Route Level
Configuration.

Configuring both Failure Count and Rate Limiting Overload
Error Code Series List for Failure Count

For details on configuring error code series list for failure count, see Error Code Series List
under Configuring Failure Count Overload section.

Error Code Profile for Rate Limiting

For details on configuring error code profile for failure count, see Error Code Profiles in Rate
Limiting at Ingress Gateway.

Rate Limit for Policy

For details on configuring rate limit for Policy, see Configuring Rate Limit for Policy in Rate
Limiting at Ingress Gateway.

Route Level for Failure Count and Rate Limiting

For details on configuring the route level for failure count and rate limiting, see Route Level
Configuration.
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3.12 Route Level Configuration

The following table describes the URIs available to enable and configure rate-limit at route
level:

Table 3-39 Supported REST APIs

Description HTTP Method or Custom Resource URI
Operation

Get Rate Limit at route level GET {apiRoot}/PCF/nf-common-

Configuration component/v1/igw/
routesconfiguration

Define Rate Limit at route level PUT {apiRoot}/PCF/nf-common-

Configuration component/v1/igw/
routesconfiguration

The sample request body structure for PUT operation is as follows:

[

{
"id": "smcreate_session_route",
“rateLimiting": {
"met hods": |
{
"nanme": "POST",
"rate": 3,
"rateLimtPolicy": "RL"
}
]
b
“failureReqCount Error CodeSeriesld": "E1l"
¥
{
"id": "smupdate_session_route",
“rateLinmiting": {
"met hods": |
{
"nanme": "POST",
"rate": 6,
"rateLimtPolicy": "RL1"
}
]
b
“failureReqCount Error CodeSeriesld": "E1"
¥
{

"id": "smdel ete_session_route",
“rateLinmiting": {

"met hods": |
{
"name": "POST",
"rate": 3,

"rateLimtPolicy": "RL"
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“failureReqCount Error CodeSeriesld": "E1"

Table 3-40 Request/Response Body Parameters

ErrorCodeSeries
Id

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)
id string M Specifies the route IDs for which you need to define
the rate limit.
You can define the rate limit at route level for any of
the following supported route IDs.
For the list of supported route IDs for each service,
see Overload Control section in Oracle
Communications Cloud Native Core, Converged
Policy User Guide.
rateLimiting.met | string (0] Specifies the name of the HTTP method such as GET,
hods.name DELETE, or POST. The rate limit is calculated by
considering the method along with the route ID.
rateLimiting.met | integer (0] Specifies the rate for route level rate limit. Any
hods.rate requests with sbi-priority header with a value greater
than the configured number are discarded.
rateLimiting.met | string (0] Specifies the unique rate limit policy name. For more
hods.rateLimitPo information, see Table 3-34.
licy
failureRegCount | string (0] Specifies the mapping between error series and

failure count.

3.13 Controlled Shutdown at Ingress and Diameter Gateway

This section describes the URIs that you can use to enable and configure Controlled Shutdown
at Ingress and Diameter Gateway.

Operational State

The following table describes the URIs available to define and retrieve operational state:

Table 3-41 Supported REST APIs for Operational State

Description HTTP Method or Custom Resource URI
Operation
GET Operational State GET {apiRoot}/controlledShutdown/
operationalState
PUT Operational State PUT {apiRoot}/controlledShutdown/

operationalState
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The sample request body structure for PUT operation is as follows:

{
"operational State": "NORMAL"

}

Table 3-42 Request/Response Body Parameters
|

Field Name Data Type Mandator | Description
y(m)/
Optional(
o)/
Condition
al(C)
Operational Enum M Specifies the operational state
State . NORMAL
. PARTIAL_S
HUTDOWN
* COMPLETE
_SHUTDO
WN

Operational State History

The following table describes the URIs available to retrieve operational state history:

Table 3-43 Supported REST APIs for Operational State History
|

Description HTTP Method or Custom Resource URI
Operation
GET Operational State History GET {apiRoot}/oc-cnpolicy-
configuration/vl/
controlledShutdown/
operationalStateHistory

The sample request body structure for GET operation is as follows:

[

{
"id": "ea01053b- 5a3b- 4de2- 850b- 7210bf 2a04d5",
"type": "operational State",
"value": "{\"state\":\"NORMAL\"}",
"timeStamp": "2022-08-30T08: 12: 45. 88519",
"status": " SUCCESS'

}

Table 3-44 Request/Response Body Parameters
|

Field Name Data Type Description
id uuID Auto-generated 1D
type String Type of historical data
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Table 3-44 (Cont.) Request/Response Body Parameters

Field Name Data Type Description

value String Operational state value

timeStamp Date Logs the timestamp when the operational state event took
place

status String e Success: Successful in switching of operational state
e Failure: Fail in switching of operational state

Table 3-45 Request Parameters
|

Field Name Data Type Mandatory(M)/ Description
Optional(O)/
Conditional(C)
Offset Integer (0] Offset is a position in the
set of records.
Limit Integer (@) Limit as an option allows
to limit the number of
rows returned from a
query.
Page Integer (@) Page shows the number
of records.
@ Note

If offset and Limit are not provided in the API, then the query fetches all the records
from the database.

Controlled Shutdown Error Mapping

The following table describes the URIs available to define and retrieve Controlled Shutdown

Error Mapping:

Table 3-46 Supported REST APIs for Controlled Shutdown Error Mapping

Description HTTP Method or Custom Resource URI
Operation

GET Controlled Shutdown Error | GET {apiRoot}/oc-cnpolicy-

Mapping configuration/vl/
controlledShutdown/
errorMapping

PUT Controlled Shutdown Error | PUT {apiRoot}/oc-cnpolicy-

Mapping configuration/vl/

controlledShutdown/
errorMapping

The sample request body structure for PUT operation is as follows:

"routeErrorProfileList":

{
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"errorProfileName": "ERR 400",
"routelds": [
"sm updat e_sessi on_route"

¥
{
"errorProfileName": "ERR 100",
"routelds": [
"sm create_session_route"
]
¥
{
"routelds": [
"sm del ete_session_route",
“udr_notify route"
1,
“errorProfileName": "ERR 1200"
}

Table 3-47 Request/Response Body Parameters

- ________________________________________|
Field Name Data Type Mandator | Description

y(M)/
Optional(
0)/
Condition
al(C)

Chapter 3

Controlled Shutdown at Ingress and Diameter Gateway

List

routeErrorProfile | Array M Specifies the route error profile list.
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Table 3-47 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(m)!
Optional(
o)/
Condition
al(C)
routeErrorProfile | Array M Specifies the route ID.

List.routelDs You can define the server header at route level for any
of the following supported route IDs:
< sm_create_session_route

e sm_delete_session_route

e sm_update_session_route

e udr_notify_route

e chf_terminate_route

e chf_notify_route

e pa_create_session_route

e pa_delete_session_route

e pa_update_session_route

e pa_events_subscription_route
e pa_events_unsubscription_route
e am_create_session_route

e am_delete_session_route

e am_update_session_route

e ue_create_session_route

* ue_update_session_route

e ue_delete_session_route

* nl_message_notify

e reverse_soapconnector_service
« reverse_nrf_notify_service

e binding_audit_notify_route

e udr_um_notify_route

routeErrorProfile | String M Specifies the error code profile.
List.errorProfileN
ame

Message Type

The following table describes the URIs available to define and retrieve Message Type:

Table 3-48 Supported REST APIs for Message Type
|

Description HTTP Method or Custom Resource URI
Operation
GET Message Type GET {apiRoot}/oc-cnpolicy-

configuration/vl/diameter/
controlledshutdown/
errormappings/{messageType}

PUT Message Type PUT {apiRoot}/oc-cnpolicy-
configuration/vl/diameter/
controlledshutdown/
errormappings/{messageType}
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The sample request body structure for PUT operation is as follows:

. "CER',
t Code":
"7899",

"useExperi nent al Resul t Code": true,

{
"messageType"
"ansW t hResul
"resul t Code":
"vendor | d":

}

n 2u

" CUSTOM RESULT_CODE"

Table 3-49 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(M)/
Optional(
o)/
Condition
al(C)
messageType String M Type of the request
ansWithResultC | Enum M Specifies the result code, returned in the answer
ode The supported response.
values are:
 DIAMETER
_TOO_BUS
Y
 DIAMETER
_UNABLE_
TO_COMPL
Y
« DIAMETER
_UNABLE_
TO_DELIVE
R
e CUSTOM_R
ESULT_CO
DE
resultCode Integer M Specify a value for this parameter when you choose
CUSTOM _RESULT_CCDE value for the
ansW t hResul t Code parameter.
Specifies the custom result code, which is returned in
the answer response.
useExperimental | Boolean (0] Specify a value for this parameter when you choose
ResultCode CUSTOM _RESULT_CODE value for the
ansW t hResul t Code parameter.
Specifies the value of result code by user according to
their requirement.
Result code associates with the vendor ID, when the
useExperimentalResultCode is true.
vendorld Integer (0] Specify a value for this parameter when you choose

CUSTOM _RESULT_ CCDE value for the
ansW t hResul t Code parameter and
useExperi nent al Resul t Code is true.
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Export/import

The following table describes the URIs available to define and retrieve Export/Import:

Table 3-50 Supported REST APIs for Export/import

Description HTTP Method or Custom
Operation

Resource URI

GET Export GET

{apiRoot}/oc-cnpolicy-
configuration/vl/diameter/
controlledshutdown/
errormappings/export

Put Import PUT

{apiRoot}/oc-cnpolicy-
configuration/vl/diameter/
controlledshutdown/
errormappings/import

The sample response body structure for PUT operation is as follows:

"exportData": |

{
"messageType": "Rx_AARI",
"ansW t hResul t Code": "CUSTOM RESULT_CCDE",
"useExperinent al Resul t Code": fal se,
“resul t Code": "1300"

¥

{
"messageType": "Rx_AAR U,
"ansWt hResul t Code": "Dl AMETER TOO BUSY",
"useExperinment al Resul t Code": fal se

¥

{
"messageType": "STR',
"ansW t hResul t Code": "CUSTOM RESULT_CCDE",
"useExperinent al Resul t Code": true,
“resul t Code": "2109",
“vendorld": "1"

}

Table 3-51 Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(Mm)/
Optional(
o)/
Condition
al(C)

messageType String M Type of the request
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Table 3-51 (Cont.) Request/Response Body Parameters

Field Name Data Type Mandator | Description
y(Mm)/
Optional(
o)/
Condition
al(C)
ansWithResultC | Enum M Specifies the result code, returned in the answer
ode The supported response.
values are:
 DIAMETER
_TOO_BUS
Y
« DIAMETER
_UNABLE_
TO_COMPL
Y
. DIAMETER
_UNABLE_
TO_DELIVE
R
e CUSTOM_R
ESULT_CO
DE
resultCode Integer M Specify a value for this parameter when you choose
CUSTOM _RESULT_CCDE value for the
ansW t hResul t Code parameter.
Specifies the custom result code, which is returned in
the answer response.
useExperimental | Boolean (0] Specify a value for this parameter when you choose
ResultCode CUSTOM _RESULT _CODE value for the
ansW t hResul t Code parameter.
Specifies the value of result code by user according to
their requirement.
Result code associates with the vendor ID, when the
useExperimentalResultCode is true.
vendorld Integer (0] Specify a value for this parameter when you choose

CUSTOM_RESULT_CODE value for the
ansW t hResul t Code parameter and
useExperi nent al Resul t Code is true.

3.14 NF Scoring for a Site

The following table describes the URI available to define NF Scoring:
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Description HTTP Method or Custom Resource API
Operation
GET for NF Score GET /oc-cnpolicy-configuration/vl/

nfscore
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Field Name

Mandatory (M)/
Optional(O)/
Conditional(C)

Datatype

Description

NF Score

M

Float

The score of a site
based on NF-specific
factors (metrics, alerts,
and so on).

detailedReport

NA

Detailed report of
NFScore calculation.

scoringFactors

NA

Comprises the factors
that contributed to the
NFScore

criteria

NA

Factors involved in
NFScore calculation

Criteria are present for a
specific factor If it is
enabled for NF-Scoring.

maxScore

Integer

Max score of that factor

maxScore is present for
a specific factor If it is
enabled for NF-Scoring.

calculatedScore

Float

calculated score of that
factor

calculatedScore are
present for a specific
factor If it is enabled for
NF-Scoring.

additionallnfo

NA

additional info related to
factor's score
calculation.

configuredValue

Integer

An expected value
configured for a factor

configuredValue is
present for a specific
factor If it is enabled for
NF-Scoring.

actualValue

Float

An actual value for a
particular factor after
doing factor-specific
configuration.
actualValue is present
for a specific factor If it is
enabled for NF-Scoring.

totalSvcs

Integer

Total configured
services.

totalSvcs is present
when the factor SVC-
Health is enabled
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Table 3-53 (Cont.) Fields
|

Field Name

Mandatory (M)/
Optional(O)/
Conditional(C)

Datatype

Chapter 3
NF Scoring for a Site

Description

upSvcs

cC

Integer

Total running services.

upSvcs is present when
the factor SVC-Health is
enabled

totalSites

Integer

Total configured sites

totalSites is present
when the factor
replicationHealth is
enabled.

availableLinks

Integer

Total healthy sites

availableLinks is present
when the factor
replicationHealth is
enabled.

critical

Integer

Critical alert's
contribution to alert's
calculated score

This attribute is present
when ActiveAlerts are
enabled as NF-Scoring
factor

major

Float

Major alert's contribution
to alert's calculated
score

This attribute is present
when ActiveAlerts are
enabled as NF-Scoring
factor

minor

Float

Minor alert's contribution
to alert's calculated
score

This attribute is present
when ActiveAlerts are
enabled as NF-Scoring
factor

failedFactors

Float

Enabled factors that
failed to contribute to
NFScore

This attribute is present
when an application fails
to calculate the score for
1 or more factors.

detail

NA

Factor's failure reason

This attribute is present
when there are 1 or
more failed factors.

Note: When the Enable flag is true for any criteria, then its related fields will be shown.
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Sample Response Body for GET NF Score:

{
"NFScore": 129,

"detail edReport": {
"scoringFactors": |

{
“criteria": "tps",
"maxScore": 100
"cal cul at edScore": 75,
"additional Info": {
"confi guredVal ue": 4000
"act ual Val ue": 3000
}
1
{
“criteria": "serviceHeal th"
"maxScore": 100
"cal cul at edScore": 70,
"additional Info": {
"total Sves": 10,
"upSves": 7
}
1
{
“criteria": "signallingConnections"
"maxScore": 100
"cal cul at edScore": 50,
"additional Info": {
"configuredVal ue": 50
"actual Val ue": 25
}
1
{
“criteria": "replicationHealth"
"maxScore": 100
"cal cul at edScore": 50,
"additional Info": {
"total Sites": 3,
"avai |l abl eLi nks": 1
}
¥
{
“criteria": "localityPreference"
"maxScore": 100, #renove
"cal cul at edScore": 100
¥
{
"criteria": "activeAlert",
"score": -30,#renanme to "cal cul at edScore"
"additional Info": {
"critical": -10,
"major": -20
"mnor": 0
}
}
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]

}1
"failedFactors": [
{
“criteria": "replicationHealth",
"detail": "failed to calculate replicationHealth score"
}

]

3.15 Configuration for User-Agent Header Generation at Egress
Gateway

Configuring User-Agent Header in Egress Gateway

This section describes the URIs that you can configure for user-agent header generation at
Egress Gateway.

The configuration to enable and disable the generation of the user-agent header can be done
using REST API exposed by the config-service when sending the following JSON body.

Table 3-54 Supported REST APIs for User-Agent Generation
|

Description HTTP Method or Custom Resource URI
Operation
PUT User-Agent Generation PUT http://<config-service

IP>:<config-service
PORT>/pcf/nf-common-
component/vl/egw/
useragentheader

CURL command for PUT Operation: curl -X PUT http://10.75.232.35: 8000/ pcf/nf -
conmon- conponent / v1l/ egw user agent header -H "Content-Type: application/json" -d

The sample request body structure for PUT operation is as follows:

{
"enabl ed": true,
"nf Type": "PCF",
“nflnstancel d": "fe7d992b-0541-4c7d-ab84-c6d70b1b0555",
"nfFgdn": "pcf.oracle.org",
"addFqdnToHeader": true,
"overwiteHeader": true
}
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Table 3-55 Request Body Parameters

Field Name |Data Type Mandat | Description

ory(M)/

Optiona

1(0)/

Conditi

onal(C)
egress- Boolean M Specifies whether the feature is enabled or disabled.
gateway.user By default, the value is set to false.
AgentHeader.
enabled
egress- String M This parameter holds the nfType that will be used to generate
gateway.user the user agent header.
AgentHeader.
nfType
egress- String (0] This parameter represents the UUID of the CNPCF
gateway.user deployment that will be used to generate the user agent
AgentHeader. header.
nflnstanceld
egress- Boolean M This parameter specifies if the user agent will use the FQDN
gateway.user information under the module to append it when generating
AgentHeader. the user agent header.The default value is set to 'false’
addFqdnToHe meaning that the FQDN information will not be encoded into
ader the user agent header during its generation.

By default, the value is set to false.

egress- String (0] This is an optional parameter and can be present or not, if
gateway.user operators want to include the FQDN string configured under
AgentHeader. this section then the parameter
nfFgdn userAgentHeader.addFgdnToHeader needs to be enabled.
egress- Boolean M This parameter is used to govern if we want to include the
gateway.user User-Agent header generated at CNPCF Egress Gateway or
AgentHeader. forward the User-Agent received from service request. By
overwriteHea default it will be set to true as CNPCF always generates its
der own service requests.
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Result Codes

This section provides detailed information about result codes.
GET HTTP Method

The following table describes the possible result codes for GET method:

Table A-1 Result Codes for GET
|

Code Description

200 OK

204 Successful

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error
503 Service Unavailable

PUT HTTP Method

The following table describes the possible result codes for PUT method:

Table A-2 Result Codes for PUT
- - |

Code Description

200 Updated

201 Created

204 Successfully updated
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

408 Request Timeout
409 Conflict

412 Precondition Failed
500 Internal Server Error
503 Service Unavailable
504 Gateway Timeout
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POST HTTP Method

The following table describes the possible result codes for POST method:

Table A-3 Result Codes for POST

Appendix A

Code Description

200 OK

201 Imported/Created
204 Successfully created
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

408 Request Timeout
409 Conflict

412 Precondition Failed
500 Internal Server Error
503 Service Unavailable
504 Gateway Timeout

DELETE HTTP Method

The following table describes the possible result codes for DELETE method:

Table A-4 Result Codes for DELETE

Code Description

200 OK

204 Successfully Deleted
400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error
503 Service Unavailable
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