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Preface

«  Documentation Accessibility

« Diversity and Inclusion

e Conventions

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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Acronyms

The following table lists the acronyms and the terminologies used in the document:

Table Acronyms

Acronym Description

A-CNCC Core Agent CNC Console is a CNCC Core instance which
manages local NF(s) and local OCCNE common services(s).
A-CNCC is managed by M-CNCC.

A-CNCC contains A-CNCC Core Ingress Gateway.
A-CNCC has no IAM component.
A-CNCC is also known as A-CNCC Core or aCncc Core.

AD Active Directory

ASM Aspen Service Mesh

BSF Oracle Communications Cloud Native Core, Binding Support
Function

CNC Console Oracle Communications Cloud Native Configuration Console

cnDBTier Oracle Communications Cloud Native Core, cnDBTier

CNE Oracle Communications Cloud Native Core, Cloud Native
Environment

CNI Container Network Interface

CNLB Cloud Native Load Balancer

CRD Custom Resource Definitions

CRUD Operations CREATE, READ, UPDATE, DELETE

Cs Common Service

ECDSA Elliptic Curve Digital Signature Algorithm

EIR Equipment Identity Register

GRR Geo Replication Recovery

HTTPS Hypertext Transfer Protocol Secure

1AM Identity Access Management

Instance NF or CNE common service managed by either M-CNCC
Core or A-CNCC Core.

KPI Key Performance Indicator

LCM Lifecycle Management

LDAP Lightweight Directory Access Protocol

LDAPS Lightweight Directory Access Protocol (Over SSL)

MC Multicluster. In multicluster, a single CNC Console can
manage NF instances that access different Kubernetes
clusters.

MCMI Multiple Clusters Multiple Instances
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Table (Cont.) Acronyms

Acronym

Description

M-CNCC

Manager CNC Console or mCncc is a CNC Console instance
which manages multiple A-CNCC and local instances.

Non OCI:

M-CNCC has two components M-CNCC IAM and M-CNCC
Core

OCl:

M-CNCC has only M-CNCC Core component. M-CNCC IAM
is substituted with OCI IAM.

M-CNCC Core

Manager CNC Console Core or M-CNCC Core (also known
as mCncc Core) is a core component of M-CNCC that
provides GUI and API access portal for accessing NF and
OCCNE common services.

M-CNCC Core contains M-CNCC Core Ingress Gateway and
M-CNCC Core back-end microservices.

M-CNCC IAM

Manager CNC Console IAM or M-CNCC IAM (also known as
mCncc lam) is an IAM component of M-CNCC.

M-CNCC IAM contains M-CNCC IAM Ingress Gateway and
M-CNCC IAM back-end microservices.

M-CNCC Kubernetes cluster

Kubernetes cluster hosting M-CNCC

MO Managed Objects

MOS My Oracle Support

mTLS Mutual Transport Layer Security

NRF Oracle Communications Cloud Native Core, Network
Repository Function

OcCl Oracle Cloud Infrastructure

OCNADD Oracle Communications Network Analytics Data Director

OCNF Oracle Communications Network Function

osDC Oracle Software Delivery Cloud

0sO Oracle Communications Operations Services Overlay

PROVGW Provisioning Gateway

RBAC Role Based Access Control

Release Stream

A release stream is a sequence of releases for a product
available to the customer. Example of release streams are
24.1.x, 24.2.x, 24.3.x, 25.1.1xx, 25.1.2xx, 25.2.1xx, and so
on.

REST API Representational State Transfer Application Programming
Interface

SAML Security Assertion Markup Language

SBA Service Based Architecture

SBI Service Based Interface

SCP Oracle Communications Cloud Native Core, Service
Communication Proxy

SCsSI Single Cluster Single Instance

SEPP Oracle Communications Cloud Native Core, Security Edge
Protection Proxy

Site Kubernetes Cluster
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Table (Cont.) Acronyms

Acronym Description

SSO Single Sign On

TLS Transport Layer Security

UDR Oracle Communications Cloud Native Core, Unified Data
Repository

UE User Equipment

URI Subscriber Location Function

UuID Universally Unigque Identifier

Cloud Native Configuration Console REST Specifications Guide
G55156-01 July 30, 2026
Copyright © 2023, 2026, Oracle and/or its affiliates. Page 3 of 3



What's New In This Guide

This section introduces the documentation updates for release 26.1.2xx.

Release 26.1.200 - G55156-01, July 2026
Added the following REST APIs:

e List all the components configured in the realm

* Retrieve a single specific component by ID

» Update the component

e Updated the Supported Response Codes of the various REST APIs.
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Introduction

This document provides information about how to configure the services and manageable
objects in Oracle Communication Cloud Native Configuration Console using Representational
State Transfer Application Program Interfaces (REST APIs).

1.1 Overview

The Cloud Native Configuration Console (CNC Console) is a single screen solution to
configure and manage Network Functions (NFs).

The CNC Console has the following modules:

* CNC Console Core (CNCC Core): CNCC Core acts as Graphical User Interface (GUI) or
Application Programming Interface (API) portal for NFs and Oracle Communications Cloud
Native Environment (OCCNE) common services. CNCC Core module is the part of CNC
Console that integrates with other cloud native core network functions.

* CNC Console Identity and Access Management (CNCC IAM): CNCC IAM acts as local
identity provider and as a broker for external identity provider. CNCC IAM module includes
the required authentication and authorization procedures such as creating and assigning
roles to users.

Oracle Cloud Infrastructure (OCI)

Oracle Cloud Infrastructure (OCI) is a set of complementary cloud services that enable you to
build and run a range of applications and services in a highly available hosted environment.
OCI provides high-performance compute capabilities (as physical hardware instances) and
storage capacity in a flexible overlay virtual network that is securely accessible from your on-
premises network.

OCI provides a single point platform for all Oracle products. Thus, deploying the CNC NFs on
the OCI allows operational efficiency. In addition to this, the OCI also provides reduced Total
Cost of Ownership (TCO), better performance, resource utilization, and persistence.

For more information, see Oracle Cloud Infrastructure Documentation and Oracle
Communications Cloud Native Core OCI Adaptor, NF Deployment on OCI Guide.

® Note
CNC Console 1AM is not applicable for OCI deployment

1.2 Reference

Refer to the following documents for more information:

e Oracle Communications Cloud Native Configuration Console Installation, Upgrade, and
Fault Recovery Guide

e Oracle Communications Cloud Native Configuration Console User Guide
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e Oracle Communications Cloud Native Configuration Console Network Impact Report

e Oracle Communications Cloud Native Configuration Console Troubleshooting Guide
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REST Specifications for Non OCI Deployment

This chapter provides information about REST specifications used in Oracle Communications
Cloud Native Configuration Console.

For HELM configurations, see Oracle Communications Cloud Native Configuration Console
Installation, Upgrade, and Fault Recovery Guide.

For the configurations using CNC Console, see Oracle Communications Cloud Native
Configuration Console User Guide.

@ Note

*  You can also refer to occncc_confi guration_openapi _<version>.j son (included
in the CNCC package). It contains the full REST API specification, including
endpoints, parameters, request/response schemas, and error responses.

e The examples in this documentation use the cncc realm by default. To perform the
same operations on the default realm, replace cncc with mast er in all URI paths
and request payloads.

2.1 Generate access token

CNC Console uses Generat e access token REST API to generate the access token.

Type: POST
URI:

POST /{real n}/protocol/openi d-connect/token

Table 2-1 Request Body Parameters

Type Field Name Data Type Description

Body client_id string Name of the client

Body username string Login Username

Body password string Login Password

Body grant_type string Type of Authorization used
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-iamingress-service-port}/cncc/
aut h/ real ns/ mast er/ pr ot ocol / openi d- connect/ t oken

Cloud Native Configuration Console REST Specifications Guide
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Chapter 2
Create a new user

Example curl command:

curl --location --request POST 'http://${cncc-iamingress-extrenal-ip}:${cncc-
i am i ngress-service-port}/cncc/auth/real ns/ mast er/ prot ocol / openi d- connect /

t oken' \

--header ' Content-Type: application/x-ww-formurlencoded \

--data-urlencode 'client_id=admn-cli' \

--data-urlencode 'usernane=admin' \

--data-url encode ' passwor d=xxxxxx' \

--data-url encode 'grant _type=password

Example of the Request Body

The following is the example of the request body:

{

“client_id":"admin-cli",
"usernane": "adm n",
"password": "<Password Val ue>",
“grant _type": "password",

}

Example of the Response Body

The following is the example of the response body:

{
"access_token": "eyJhbCGci O JSUzI 1N I sl nR5¢cCl gG Ai Sl dUl'i wi a2l G ag”,
"expires_in": 60,
"refresh_expires_in": 1800,
"refresh_token": "eyJhbGci G JI Uzl INi I sI nR5¢cCl gO Ai SI dUli wi a2l kI CI xM'
"not - bef ore-policy": 0,
"session_state": "52dd8d7c-f8d9-4009-9c34-0262bb7d3722",
"scope": "email profile"
}

Table 2-2 Supported Response Codes

Code Description

200 OK Access token generated.
400 Bad Request Bad Request

401 Unauthorized Invalid user credentials
404 Not Found Realm not found

500 Internal Server Error Internal Server Error

2.2 Create a new user

CNC Console uses Create a new user REST API to create a new user. The user name must
be unique.

Type: POST
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URI:

POST /{real n}/users

Chapter 2
Create a new user

Table 2-3 Request Body Parameters

Type Field Name

Data Type Mandat | Description
ory(M)/
Option
al(o)/

Conditi
onal(C)

Body username

string M Name of user to be created.

Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-i amingress-service-port}/cncc/
adnm n/ aut h/ adm n/ r eal s/ cncc/ users

Example curl command:

{curl --location --request POST 'http://${cncc-iamingress-extrenal-ip}:$
{cncc-iamingress-service-port}/cncc/adnmi n/ auth/ adm n/real ns/ cncc/ users' \
--header 'Authorization: Bearer <token>' \

--header ' Content-Type: application/json' \

--data-raw '{  "enabled": true,

"usernane": "user6"}'

Example of the Request Body

The following is the example of the request body:

{ "username": "user6"}

Example of the Response Code

The following is the example of the response code:

201 Created

Table 2-4 Supported Response Codes
|

Code

Description

201 Created

Create a new user. Username must be unique. {Requires
payload}

400 Bad Request

Bad Request

401 Unauthorized

Missing Authentication

403 Forbidden

Forbidden

404 Not Found

Realm not found

409 Conflict

User exists with the same username

500 Internal Server Error

Internal Server Error

Cloud Native Configuration Console REST Specifications Guide
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2.3 Get Users

CNC Console uses Get users REST API to return a list of users.

Type: GET
URI:

CET /{realn}/users

Sample URI:

http://${cncc-i amingress-extrenal -ip}: ${cncc-i amingress-service-port}/cncc/
aut h/ adnmi n/ real ns/ cncc/ users

Example curl command:

curl --location --request CGET "http://${cncc-iamingress-extrenal -ip}: ${cncc-
i am i ngress-service-port}/cncc/aut h/ adnin/real ms/ cncc/ users' \
--header 'Authorization: Bearer <token>'

Example of the Response Body

The following is the example of the response body:

[

"id": "aaladf 75- 7b59- 43c1- 8405- e0f d8b43d734",
“usernane": "user",
"firstName": "CNCC',
"l ast Nane": "user",
"email": "user @xanple. cont',
"email Verified": true,
"attributes": {
"departnent”: [
]
b
"userProfil eMetadata”: {
"attributes": [
{
"name": "usernanme",
“di spl ayNane": "${usernane}",
"required": true,
"readOnly": true,
"validators": {
"user nane- prohi bi t ed-characters": {
"ignore.enpty.value": true

Cloud Native Configuration Console REST Specifications Guide
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}1

“mul tivalued": {
n rraxll: n 1II

}1

“length": {
"max": 255
"ignore.enpty.value": true
"mn": 3

}1

" up- user name- not - i dn- hormogr aph": {
"ignore.enpty.value": true
}
}

[tivalued": false

"name": "email",
"di spl ayName": "${emnil}",
"required": fal se,
"readOnly": fal se,
"validators": {

“mul tivalued": {

n rraxll: n 1II
}1
“length": {
"max": 255
"ignore.enpty.value": true
}1
"email": {
"ignore.enpty.value": true
}

}

[tivalued": false

"name": "firstName"

"di spl ayName": "${firstNanme}",
"required": fal se,

"readOnly": fal se,
"validators": {

" per son- name- pr ohi bi t ed- charact ers"

"ignore.enpty.value": true

¥
“mul tival ued": {
"max": "1"
¥
“length": {
"max": 255
"ignore.enpty.value": true
}
h
"nul tivalued": false
"nanme": "l ast Name"

"di spl ayNarme": "${l ast Nanme}",
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G55156-01

Copyright © 2023, 2026, Oracle and/or its affiliates.

Chapter 2
Get Users

July 30, 2026
Page 5 of 36



ORACLE

"required": false,
"readOnly": fal se,
"validators": {

Chapter 2
Get Users

" per son- name- pr ohi bi t ed-characters": {

"ignore.enpty.value": true

b
“mul tivalued": {
"max": "1
b
“length": {
"max": 255,
"ignore.enpty.value": true
}
¥
"mul tival ued": false
}
1,
"groups": |
{
"name": "user-metadata",
"di spl ayHeader": "User metadata"
"di spl ayDescription": "Attributes,
met adat a"
}
]
}

nabl ed": true
“creat edTi mestanp": 1764569865712
“totp": false,

"di sabl eabl eCredenti al Types": [],
"requiredActions": [],
"notBefore": O,

"access": {

"manage": true

Table 2-5 Supported Response Codes

which refer to user

Code Description

200 OK OK

400 Bad Request Bad Request

401 Unauthorized

Missing Authentication

403 Forbidden Forbidden

404 Not Found Realm not found

500 Internal Server Error

Internal Server Error
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2.4 Retrieve Specific User Information by Username

CNC Console uses Get REST API to retrieve specific user information by username.

Type: GET
URI:
CET /{real n}/users?username={user name}

Table 2-6 Request Path Parameters

Type Field Name Data Type Description
Path username string Username of user.
Sample URI:

http://${cncc-iamingress-extrenal -ip}: ${cncc-i amingress-service-port}/cncc/
aut h/ admi n/ r eal ms/ cncc/ user s?user name=user

Example curl command:

curl --location --request CGET "http://${cncc-iamingress-extrenal -ip}: ${cncc-
i am i ngress-service-port}/cncc/aut h/ adni n/ real ms/ cncc/ user s?user nane=user' \

- - header

"Aut hori zation: Bearer <token>'

Example of the Response Body

The following is the example of the response body:

[

"id": "aaladf 75- 7b59- 43c1- 8405- e0f d8bh43d734",
"usernane": "user",
"firstName": "CNCC',
"| ast Nane": "user",
"email": "user @xanple. cont',
"emai | Verified": true,
"attributes": {
"departnent”: [
]
}

"userProfil eMetadata”: {
"attributes": [
{

"name": "usernane",
“di spl ayNane": "${usernane}",
"required": true,
"readOnly": true,
"validators": {
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"user nane- pr ohi bi t ed-characters": {
"ignore.enpty.value": true

}1

“mul tivalued": {
"max": "1"

}1

“length": {
"max": 255
"ignore.enpty.value": true
"mn": 3

}1

" up- user name- not - i dn- hormogr aph": {
"ignore.enpty.value": true
}
}

[tivalued": false

"name": "email",
"di spl ayName": "${emnil}",
"required": fal se,
"readOnly": fal se,
"validators": {

“mul tivalued": {

n rraxll: n 1II
}1
“length": {
"max": 255
"ignore.enpty.value": true
}1
"email": {
"ignore.enpty.value": true
}

}

[tivalued": false

"name": "firstName"

"di spl ayName": "${firstNanme}",
"required": false,

"readOnly": fal se,
"validators": {

" per son- name- pr ohi bi t ed-characters": {

"ignore.enpty.value": true

}

mul tival ued”: {
n rraXll : n 1II

}

ength": {
"max": 255
"ignore.enpty.value": true
}
}

[tivalued": false
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"nanme": "l ast Nange"
"di spl ayName": "${l ast Narme}",
"required": fal se,
"readOnly": fal se,
"validators": {
" per son- name- pr ohi bi t ed-characters": {

"ignore.enpty.value": true

mul tival ued”: {

ength": {

"ignore.enpty.value": true

[tivalued": false

"name": "user-nmetadata",
"di spl ayHeader": "User netadata"
"di spl ayDescription": "Attributes, which refer to user

i
i
}
k
}
1,
"groups": [
{
met adat a"
}
]
}

nabl ed": true

“creat edTi mestanmp": 1764569865712

“totp": false,

"di sabl eabl eCredenti al Types": [],
"requiredActions": [],

“not Before": 0,
"access": {

"manage": true
}

Table 2-7 Supported Response Codes

Code

Description

200 OK

If the user exists, return a non-empty array with
user details.
If the user does not exist, returns an empty array.

400 Bad Request

Bad Request

401 Unauthorized

Missing Authentication

403 Forbidden

Forbidden

404 Not Found

Realm not found

500 Internal Server Error

Internal Server Error
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Chapter 2
Get individual user details by user ID

CNC Console uses CGet individual user details by user IDREST API to get individual

user details.

Type: GET

URI:

CET /{real n}/user/{id}

Table 2-8 Request Path Parameter

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
id string M Id of the user
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-i amingress-service-port}/cncc/
aut h/ admi n/ real ms/ cncc/ user s/ 2a3113c0- 48de- 46d9- a563- 6ce95eabbae4

Example curl command:

curl --location --request CGET 'http://${cncc-iamingress-extrenal-ip}:${cncc-
i am i ngress-service-port}/cncc/aut h/ adm n/ real ns/ cncc/ users/

754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe' \
--header ' Authorization: Bearer <token>'

Example of the Response Body

The following is the example of the response body:

{
"id": "754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe",

"createdTi nestanp": 1661232491550,
"username": "ul",
"email": "user @xanpl e.cont',
“firstName": "CNCC',
"] ast Nane": "User",
"enabl ed": true,
"totp": false,
"emai |l Verified": false,
"di sabl eabl eCredenti al Types": [],
"requiredActions": [],
"not Before": 0,
"access": {
"manageG oupMenber shi p": true,
"reset Password": true,
"view': true,
“mapRol es": true,
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"inpersonate": true,
"manage": true

}

Table 2-9 Supported Response Codes
|

Code Description

200 OK OK

401 Unauthorized Missing Authentication

403 Forbidden Forbidden

404 Not Found Realm not found/User not found
500 Internal Server Error Internal Server Error

2.6 Update Existing User

CNC Console uses Updat e exi sting user REST API to make updates to an existing user.

Type: PUT
URI:
PUT /{real n}/users/{id}

Table 2-10 Request Path Parameters
|

Type Name Description Data Type
Path id id of user string
Body username (Optional) Updated string
username
Body firstName (Optional) Updated first | string
name
Body lastName (Optional) Updated last | string
name
Body email (Optional) Updated string
email
Body enabled (Optional) Whether user | boolean
is enabled
Body emailVerified (Optional) Whether boolean
email is verified
Body attributes (Optional) Custom user | object
attributes
Sample URI:

http://${cncc-iamingress-extrenal -ip}: ${cncc-iamingress-service-port}/cncc/
aut h/ adni n/ real ms/ cncc/ user s/ 2a3113c0- 48de- 46d9- a563- 6¢ce95eabbaed
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Example curl command:

Chapter 2
Delete the User

curl --location --request PUT "http://${cncc-iamingress-extrenal -ip}: ${cncc-
i am i ngress-service-port}/cncc/aut h/ adm n/ real nms/ cncc/ users/

7a2d3608- 95b2- 4a88- 8ef b- dad48e7778e2" \
-d ' {

"firstNane": "CNCC',

"l ast Nane": "user",

"email": "new@nmail.cont,

"enabl ed": true,

"emai | Verified": true

"attributes": {

"departnent”: ["CNCC']

}
X

--header 'Authorization: Bearer <token>'

Input Payload:

"firstName": "CNCC',

"l ast Nane": "user",

"emai | ": "new@nmail.conl,

"enabl ed": true,

"emai | Verified": true,

"attributes": {
"departnent”: "CNCC'

}
}

Example of the Response Body

The following is the example of the response body:

204 No Content

Table 2-11 Supported Response Codes

Code

Description

204 No Content

No Content

400 Bad Request

Invalid input data

401 Unauthorized

Missing Authentication

403 Forbidden

Forbidden

404 Not Found

Realm or user not found

409 Conflict

Email or username already exists

500 Internal Server Error

Internal Server Error

2.7 Delete the User

CNC Console uses Del ete the User REST API to delete the user.
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Type: DELETE
URI:
DELETE /{real n}/users/{id}

Table 2-12 Request Path Parameters

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
id string M Id of the user
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-iamingress-service-port}/cncc/
aut h/ adnmi n/ real ms/ cncc/ user s/ 2a3113c0- 48de- 46d9- a563- 6¢ce95eabbaed

Example curl command:
curl --location --request DELETE 'http://${cncc-iamingress-extrenal-ip}:$
{cnce-iamingress-service-port}/cncc/auth/ adm n/ real ns/ cncc/ users/

7a2d3608- 95b2- 4a88- 8ef b- dad48e7778e2' \--header 'Authorization: Bearer
<t oken>'

Example of the Response Code

The following is the example of the response code:

204 No Content

Table 2-13 Supported Response Codes

Code Description

204 No Content No Content

401 Unauthorized Missing Authentication

403 Forbidden Forbidden

404 Not Found Realm not found/User not found
500 Internal Server Error Internal Server Error

2.8 Set up a New Password for the User or Reset the Temporary

Password

CNC Console uses Setup a New Password for the Useror Reset the Tenporary Password
REST API to set up a new password for the user and Reset the temporary password.

Type: PUT
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URI:

PUT /{real m/users/{id}/reset-password

Table 2-14 Request Parameters

Type Name Description Data type
Path id Id of user string
Body type type string
Body value value of new password | string
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-i amingress-service-port}/cncc/
aut h/ admi n/ real ms/ cncc/ user s/ 2a3113c0- 48de- 46d9- a563- 6ce95eabbaed/ r eset -

passwor d

Example curl command:

curl --location --request PUT 'http://${cncc-iamingress-extrenal-ip}:${cncc-

i am i ngress-service-port}/cncc/aut h/ adm n/ real nms/ cncc/ users/

754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe/ r eset - password’ \

--header 'Authorization: Bearer <token>'

\

--header ' Content-Type: application/json' \

--data-raw '{ "type":"

Val ues>", "tenporary": fal se}’

Example of the Request Body

password", "val ue";

<Passwor d

The following is the example of the request body:

{

"type":"password",

"val ue": "<Password Val ue>"

}

Example of the Response Code

The following is the example of the response code:

204 No Content

Table 2-15 Supported Response Codes

. __________________________________________________ |
Description

Code

204 No Content

Set up a new password for the CNCC user {Requires
payload}.

400 Bad Request

Invalid Password
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Table 2-15 (Cont.) Supported Response Codes

Code Description

401 Unauthorized Missing Authentication
403 Forbidden Forbidden

404 Not Found Realm not found

500 Internal Server Error Internal Server Error

2.9 Get Realm-level Role Mappings

CNC Console uses Get Real m | evel Role Mappi ngs REST API to get realm-level role
mappings for a specific user id.

Type: GET
URI:
CET/{realn}/rol es

Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-iamingress-service-port}/cncc/
aut h/ admi n/ real ms/ cncc/ rol es

Example curl command:
curl --location --request CET "http://${cncc-iamingress-extrenal-ip}: ${cncc-

i am i ngress-service-port}/cncc/aut h/admi n/real ms/cncc/roles' \
--header 'Authorization: Bearer <token>'

Example of the Response Body

The following example shows the contents of the response body in JSON format:

[

{
"id": "fc5006e0-3927-4034-a0lf - af 70d779f 1f 8",
"nanme": "ADM N',
"description": "Has access to all NF resources and can perform CRUD
operations",
"conmposite": true,
“clientRole": false,
“containerld": "cncc"
¥
{

"id": "lacd6cda- 115a- 44ae- bf 5f - 139577f 9df 0a",

"nanme": "POLICY_WRI TE",

"description": "Has access to only PCOLICY resources and can perform
CRUD operation on Managed Chjects of PCOLICY.",

"conposite": true,

“clientRole": false,
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"containerld": "cncc"

b

Table 2-16 Supported Response Codes

Code Description

200 OK OK

401 Unauthorized Missing Authentication
403 Forbidden Forbidden

404 Not Found Realm not found

500 Internal Server Error Internal Server Error

2.10 Add Realm-level Role Mappings to the User

CNC Console uses Add Real m | evel Role Mappings to the User REST API to add realm-
level role mappings to the user.

Type:POST

URI:

POST/ {real m/users/{id}/rol emappi ngs/real m

Table 2-17 Request Path Parameter

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
id string M Id of the user.
Sample URI:

http://${cncc-iamingress-extrenal -ip}: ${cncc-i amingress-service-port}/cncc/
aut h/ adnmi n/ real ms/ cncc/ user s/ 754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe/ r ol e-
mappi ngs/ real m

Example curl command:

curl --location --request POST 'http://${cncc-iamingress-extrenal-ip}:${cncc-
i am i ngress-service-port}/cncc/aut h/ adni n/ real ms/ cncc/ users/

754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe/ r ol e- mappi ngs/real m \

--header 'Authorization: Bearer <token>' \

--header ' Content-Type: application/json' \

--data-raw ' [

{
"id": "c47babch-4cc8-4b59- 96bd- 2ef 7e57121bd",
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"nanme": "BSF_READ',

“description": "Has access to only BSF resources and can only perform READ
Managed Objects of BSF.",

"conposite": true,

“clientRole": false,

"containerld": "cncc"

}

K

Example of the Request Body

The following is the example of the request body:

[

{
"id": "c47ba6cs-4cc8- 4b59- 96bd- 2ef 7e57121bd",

"nanme": "BSF_READ',

"description": "Has access to only BSF resources and can only perform READ
Managed bjects of BSF.",

"conposite": true,

"clientRole": false,

"containerld": "cncc"

}
]

Example of the Response Code

The following is the example of the response code:

204 No Content

Table 2-18 Supported Response Codes
|

Code Description

204 No Content No Content

400 Bad Request Bad Request

401 Unauthorized Missing Authentication
403 Forbidden Forbidden

404 Not Found Realm not found

404 Not Found User not found

404 Not Found Role not found

500 Internal Server Error Internal Server Error

2.11 Get Realm-level Role Mappings for a specific user id

CNC Console uses Get Real m | evel Role Mappings for a specific user REST API to add
realm-level role mappings to the user.

Type:GET
URI:
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CET/ {real n}/users/{id}/rol e-mappi ngs/real m

Table 2-19 Request Path Parameters

Field Name Data Type Mandatory(M | Description

)

Optional(O)/

Conditional(

C)
id string M ID assigned to the user
Sample URI:

http://${cncc-i amingress-extrenal -ip}:${cncc-i amingress-service-port}/cncc/
aut h/ adnmi n/ real ms/ cncc/ user s/ 754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe/ r ol e-
mappi ngs/ real m

Example curl command:

curl --location --request CET "http://${cncc-iamingress-extrenal-ip}:${cncc-
i am i ngress-service-port}/cncc/aut h/ adnmi n/ real ms/ cncc/ users/

754d6f 6b- 4cch- 44f 1- abf 1- 00d717885dbe/ r ol e- mappi ngs/real m \

--header 'Authorization: Bearer <token>'

Example of the Request Body

The following is the example of the request body:

[

"id": "fc5006e0-3927-4034- a01f - af 70d779f 1f 8",

"name": "ADM N',

"description": "Has access to all NF resources and can perform CRUD
operations",

"composite": true,

"clientRole": false,

"containerld": "cncc"

¥

{
"id": "503c9b40- bl5e- 4f 88- 891f - €712495dd87f ",
"name": "Custerl",
"description": "Gants role to clusterl”,
"composite": false,
"clientRol e": fal se,
"containerld": "cncc"

|

Table 2-20 Supported Response Codes

Code Description
200 OK OK
401 Unauthorized Missing Authentication
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Table 2-20 (Cont.) Supported Response Codes

Code Description

403 Forbidden Forbidden

404 Not Found Realm not found
404 Not Found User not found

500 Internal Server Error Internal Server Error

2.12 Remove All User Sessions Associated with the User

CNC Console uses Renove All User Sessions Associated with the User REST API to
remove all user sessions associated with the user.

Type:POST

URI:

POST /{real n}/users/{id}/| ogout

Table 2-21 Request Path Parameter

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
id string M Id of the user
Sample URI:

http://${cncc-iamingress-extrenal -ip}: ${cncc-iamingress-service-port}/cncc/
aut h/ admi n/ real ms/ cncc/ user s/ 48cf 183c- d3e4- 4917- b3e5- 5e01109f 534c¢/ | ogout

Example curl command:

curl --location --request POST '${cncc-iamingress-extrenal-ip}:${cncc-iam
i ngress-service-port}/cncc/ aut h/ admi n/real ns/ cncc/ user s/ 48cf 183c- d3e4- 4917-
b3e5- 5e01109f 534c/ | ogout ' \

--header 'Authorization: Bearer <token>'

Example of the Response Code
The following is the example of the response code:

204 No Content
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Table 2-22 Supported Response Codes

Code Description

204 No Content No Content

401 Unauthorized Missing Authentication
403 Forbidden Forbidden

404 Not Found Realm not found

404 Not Found User not found

500 Internal Server Error Internal Server Error

2.13 Get the Client details

CNC Console uses Get the Cdient details REST API to get clients belonging to the realm.
Type: GET

URI:

CGET/{realn}/clients

Sample URI:

http://${cncc-i amingress-extrenal -ip}: ${cncc-i amingress-service-port}/cncc/
aut h/ adnmi n/real ns/cncc/clients

Example curl command:

curl --location --request GET '${cncc-iamingress-extrenal-ip}:${cncc-iam
i ngress-service-port}/cncc/auth/ admi n/real ns/cncc/clients' \--header
"Aut hori zation: Bearer <token>'

Example of the Response Body

The following example shows the contents of the response body in JSON format:

[

"id": "b7fal7bd- 135f - 441b- a5f 2- 1ea4897e04f c",
"clientld": "account",

nane": "${client_account}",
"rootUrl": "${aut hBaseUrl}",
"baseUr|": "/real ns/cncc/account/",

"surrogat eAut hRequi red”: fal se,
"enabl ed": true,
"al waysDi spl ayl nConsol e": fal se,
"clientAuthenticatorType": "client-secret",
"SeCI’et"Z Thkdkkkdxkxx"
"redirectUris": [

"/ real ms/ cncc/ account/*"

]i
"webOrigins": [],
"not Before": O,
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“bearer Onl y"

. fal se,

"consent Required": fal se,

"st andar dFl owEnabl ed":

true,

“inplicitFloweEnabl ed": false,
"direct Access@ ant sEnabl ed": fal se,
"servi ceAccount sEnabl ed": fal se,

“publicCient": false,

“front channel Logout": fal se,

"protocol ": "openid-connect"”,
"attributes": {
"realmclient": "fal se",

" pOSt | Ogout redirect.uris": "+"

b

Table 2-23 Supported Response Codes

Chapter 2
Update the Client

Code

Description

200 OK

OK

401 Unauthorized

Missing Authentication

403 Forbidden

Forbidden

404 Not Found

Realm not found

500 Internal Server Error

Internal Server Error

2.14 Update the Client

CNC Console uses Update the Cient REST API to update the client. This API can be used
to update the redirect URI.

Type: PUT
URI:

PUT/ {real n}/clients/{id}

Table 2-24 Request Body Parameters

Field Name

Data Type

Mandatory(M
)
Optional(O)/
Conditional(
C)

Description

clientld

string

M

Name of the client
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Table 2-25 Request Path Parameter

Chapter 2
Update the Client

Field Name Data Type Mandatory(M | Description
)
Optional(O)/
Conditional(
C)
id string M ID of the client
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-i amingress-service-port}/cncc/

aut h/ admi n/ real ms/ cncc/ cl i ent s/ 9f aaa454- bbaf - 4af 0- 91dd- 2d01aa82776d

Example curl command:

curl --location --request PUT "http://${cncc-iamingress-extrenal -ip}: ${cncc-
i amingress-service-port}/cncc/auth/adm n/real ns/cncc/ clients/9f aaadb4-

bbaf - 4af 0- 91dd- 2d01aa82776d" \
--header 'Authorization: Bearer <token>' \
--header ' Content-Type: application/json' \
--data-raw ' {
"clientld": "cncc","rootUrl": "http://10.75.241. 74: 30006"

}

Example of the Request Body

The following is the example of the request body:

{

"clientld": "cncc",
"rootUrl": "http://10.75.241.74:30006"

}

Example of the Response Code

The following is the example of the response code:

204 No Content

Table 2-26 Supported Response Codes

Code Description

204 No Content No Content

400 Bad Request Bad Request

401 Unauthorized Missing Authentication
403 Forbidden Forbidden

404 Not Found Realm not found

404 Not Found User not found
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Table 2-26 (Cont.) Supported Response Codes

Code Description
409 Conflict Conflict - Client already exists
500 Internal Server Error Internal Server Error

2.15 List all the components configured in the realm

CNC Console uses Li st all the conponents configured in the realmREST API to get all
the components belonging to the realm.

Type: GET
URI:
CET/ {real n}/ conponent s

Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-iamingress-service-port}/cncc/
aut h/ adni n/ real ms/ cncc/ conponent s

Example curl command:

curl --location --request CGET '${cncc-iamingress-extrenal-ip}:${cncc-iam
i ngress-service-port}/cncc/aut h/ adm n/ real ns/ cncc/ conponents' \ - - header
"Aut horization: Bearer <token>'

Example of the Response Body

The following example shows the contents of the response body in JSON format:

[

{
"id": "52cdaab68- 16ee-4281- aadf - 35d2ad3ad336",

"name": "creation date",
"providerld": "user-attribute-I|dap-nmapper",
"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W.f VDHA"
"config": {
"I dap.attribute": |
"whenCr eat ed"

!

i s.mandatory.in.ldap": [
“fal se"

!

ead.only": |
“true"

!

[ ways. read. val ue. from | dap": [
“true"

I,
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“user.model . attribute": [
"“creat eTi mest anp”

]
!
b
{
"id": "f8c30914-bb76-4074- ace8-2e6ddc86dect”,
"name": "emil",
"providerld": "user-attribute-Idap-mpper",
"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W f VDHA"
"config": {
"I dap.attribute": |
"mai "
1
"is.mandatory.in.ldap": [
"fal se"
1
"al ways.read. val ue.fromldap": [
"fal se"
1
"read.only": [
"true"
1
“user.model .attribute": [
"email"
]
!
b
{

"id": "a73810f 0- 47f 2- 40a8- 8638- 1265592e0d46",
"name": "Max Cients Limt",
"providerld': "max-clients",
"provi der Type":
"org. keycl oak. services.clientregistration.policy.CientRegistrationPolicy",
"parentld": "master",
"subType": "anonynous",

"config": {
"max-clients": |
" 200"
]
}
3
{
"id": "4812404f-0754- 4f 3f - b517- c3df 318bd957",
"name": "MSAD account controls",
"providerld": "nsad-user-account-control-napper",
"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W f VDHA"
"config": {
“al ways. read. enabl ed. val ue. from I dap": [
“true"
]
}
3
{
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"id": "5fece912-f58c- 4f e4- albf - 56890d4a94h0",
"name": "hmac- generat ed",

"providerld": "hmac-generated",

"provider Type": "org.keycl oak. keys. KeyPr ovi der",
"parentld": "master",

"config": {
"priority": [
" 100"
1,
"algorithm: [
" HS256"
]
!
b
{
"id": "89d2a381-94ac-4bcl-b5c6-7e3c3730ca64",
"name": "rsa-generated",

"providerld': "rsa-generated",
"provider Type": "org.keycl oak. keys. KeyProvi der",
"parentld": "master",

"config": {
“priority": [
"100"
]
1
}
{

"id": "9a86leld- Oaee- 414b-8612- 97d688b1b408",
"name": "Trusted Hosts",
"providerld": "trusted-hosts",
"provi der Type":
"org. keycl oak. services. clientregistration.policy.CientRegistrationPolicy",
"parentld": "master",
"subType": "anonynous",

"config": {
"host - sendi ng-regi stration-request-nust-match": [
“true"
1,
“client-uris-must-mtch": [
“true"
]
}
3
{

"id": "710b78dc-a273- 4691-a317- 337eebh88641e",
"name": "nmodify date",
"providerld": "user-attribute-I|dap-mapper",
"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W f VDHA"
"config": {

"I dap.attribute": |

“whenChanged"
1,
"is.mandatory.in.ldap": [
“fal se"

I,
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"al ways.read. val ue.fromldap": [

"true"

]

ead.only": [
“true"

]

ser.nodel . attribute": [
"modi fyTi mest anp”

Chapter 2
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]
}
3
{
"id": "da8e26a0- 7c34- 4542- 97ch- cc8bf 393d894"
"name": "last name"
"providerld": "user-attribute-I|dap-mapper"
"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W f VDHA"
"config": {
"I dap.attribute": |
"sn"
1,
"is.mandatory.in.ldap": [
“true"
1,
"al ways.read. val ue.fromldap": [
“true"
1,
“read.only": [
“true"
1,
“user.model .attribute": [
"l ast Nane"
]
}
3
{

"id": "aelb51b94- 04b5- 4f 08- 84el-f 7c10f 05b7ac”

nane": "usernamne"

"providerld": "user-attribute-I|dap-mapper"

"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",

"parentld": "pMisaAcKS52Pws2W f VDHA"

"config": {
"I dap.attribute": |
Ilui dll
]l
"is.mandatory.in.ldap": [
“true"
]l
“read.only": [
“true"

]

"fal se"

1

ser.nodel . attribute": [
"user nane"
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}
b
{
"id": "22af Ob0Oe- 14d6- 4b99- a598- 20e55¢c98aedc",
"name": "aes-generated",
"providerld': "aes-generated",
"provider Type": "org.keycl oak. keys. KeyProvi der",
"parentld": "master",
"config": {
“priority": [
"100"
]
}
b
{

"id": "73c75959-498c- 4b9e- a75c- e5b4d71e3cd0",
"name": "Consent Required",
"providerld": "consent-required",
"provi der Type":
"org. keycl oak. services.clientregistration.policy.CientRegistrationPolicy",
"parentld": "master",
"subType": "anonynous",

"config": {}

3

{
"id": "25b09alb- 5aee- 4159-9223-f f 9b38d6albl",
"name": "Allowed Cient Scopes",

"providerld": "allowed-client-tenplates",
"provi der Type":
"org. keycl oak. services.clientregistration.policy.CientRegistrationPolicy",
"parentld": "master",
"subType": "authenticated",

"config": {
"al | owdefaul t-scopes": [
“true"
]
}
3
{
"id": "900al579- 3b5c- 42d8- b3e8- 68d33a2765d2",
"name": "hnmac- gener at ed- hs512",

"providerld": "hmac-generated",
"provider Type": "org.keycl oak. keys. KeyProvi der",
"parentld": "master",

"config": {
“priority": [
"100"
1,
“algorithn': [
"HS512"
]
}
3
{

"id": "8372a450- 59b0- 4641- 9aee- 336d27983aab",
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"providerld": "declarative-user-profile",

"provider Type": "org.keycl oak. userprofile.UserProfileProvider",

"parentld": "master",

"config": {

"kc.user.profile.config": [
“{\"attributes\":[{\"name\":\"username\",\"di spl ayNane\":\" ${ user nane}

\"\"validations\":{\"length\": {\"mn\":3,\"max\": 255}, \ "user name- pr ohi bi t ed-
characters\":{},\"up-username-not-i dn- homograph\": {}},\"permi ssions\":
{\"viemw":[\"admin\", \"user\"],\"edit\":
[\"admi n\ ", \"user\"]},\"mul tival ued\":fal se},
{\"name\":\"enai [\",\"di spl ayNarme\":\"${emai [ }\",\"validations\":{\"email\":
{},\"length\": {\"max\":255}},\"required\": {\"rol es\":
[\"user\"]},\"permissions\":{\"viewm":[\"admi n\",\"user\"],\"edit\":
[\"admi n\ ", \"user\"]},\"mul tival ued\":fal se},
{\"name\":\"firstName\",\"di spl ayNarme\":\"${firstNanme}\",\"validations\":
{\"l'ength\": {\"max\": 255}, \ " per son- name- pr ohi bi t ed-characters\":
{}}.,\"required\": {\"roles\":[\"user\"]},\"permissions\":{\"viem":
[\"admi n\ ", \"user\"],\"edit\":[\"admi n\",\"user\"]},\"nul tival ued\": fal se},
{\"name\":\"l ast Narme\ ", \ " di spl ayNanme\":\ " ${| ast Nane}\",\"val i dations\":
{\"l'ength\": {\"max\": 255}, \ " per son- name- pr ohi bi t ed-characters\":
{}}.,\"required\": {\"roles\":[\"user\"]},\"permissions\":{\"viem":
[\"admi n\ ", \"user\"],\"edit\":
[\"admi n\ ", \"user\"]},\"mul tivalued\":fal se}],\"groups\":[{\"name\":\"user-
met adata\ ", \ "di spl ayHeader\":\ " User
met adata\",\"di spl ayDescription\":\"Attributes, which refer to user
metadata\"}],\"unmanagedAttri butePolicy\":\"ENABLED\ "}"

]
}
3
{
"id": "db72e90f - 33d6- 409f - ba92- 591eal65h44a",
"name": "All owed Protocol Mpper Types",

"providerld": "allowed-protocol - mappers",
"provi der Type":
"org. keycl oak. services.clientregistration.policy.CientRegistrationPolicy",
"parentld": "master",
"subType": "authenticated",
"config": {
"al | owed- protocol - mapper-types": [
"oi dc- user model - at t ri but e- mapper"”,
"sanl -rol e-1ist-mpper",
"oi dc-ful | - name- mapper",
"oi dc- sha256- pai rwi se- sub- mapper ",
"oi dc- user model - property- mapper",
"oi dc- addr ess- mapper ",
“sam - user-property-mpper",
“sam -user-attribute-mapper"

"id": "d249f 14b- e6ed- 41el- 9f c2- €526eb0b9424",

"name": "Kerberos principal attribute mapper",

"providerld": "kerberos-principal-attribute-mpper",

"providerType": "org.keycl oak. st orage. | dap. napper s. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W f VDHA"
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"config": {}
3
{
"id": "3f13chd3- e3bd- 4f f 8- 80d3- 74045af 377e0"
"name": "first name",
"providerld": "user-attribute-I|dap-nmapper"
"provi der Type": "org. keycl oak. storage. | dap. mappers. LDAPSt or ageMapper ",
"parentld": "pMisaAcKS52Pws2W f VDHA"
"config": {
"I dap.attribute": |
"en®
1,
"is.mandatory.in.ldap": [
“true"
1,
"al ways.read. val ue.fromldap": [
“true"
1,
“read.only": [
“true"
1,
“user.model .attribute": [
“firstName"
]
}
3
{

"id": "4796c78e-87dc- 4329-9c30- 7cf cfc9291ef "
"name": "Allowed Cient Scopes"
"providerld': "allowed-client-tenplates”,
"provi der Type":
"org. keycl oak. services. clientregistration.policy.CientRegistrationPolicy"
"parentld": "master",
"subType": "anonynous",

"config": {
"al | owdef aul t-scopes": [
“true"
]
}
} il
{

"id": "1b44bc21- b71d- 492a- bb02- 842ce4d40d6a”
"name": "Full Scope Disabl ed"
"providerld': "scope",
"provi der Type":
"org. keycl oak. services. clientregistration.policy.CientRegistrationPolicy"
"parentld": "master",
"subType": "anonynous",
"config": {}

"id": "ba4e8c45- 16a7- 44ef - aaf 1- 99cc2284f 0d0"
"name": "Allowed Protocol Mpper Types"
"providerld": "allowed-protocol - mappers"
"provi der Type":
"org. keycl oak. services. clientregistration.policy.CientRegistrationPolicy"
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"parentld": "master",

"subType": "anonynous",

"config": {

"al | owed- prot ocol - mapper-types": [

"oi dc-ful | - name- mapper",
"oi dc- user model - property- mapper",
"0i dc- sha256- pai rwi se- sub- mapper ",
“sam -user-attribute-nmapper"”,
"oi dc- addr ess- mapper ",
“sam - user-property-mapper",
"oi dc- usermodel - at t ri but e- mapper ",
“sam -rol e-1ist-mpper"

"id": "pMisaAcKS52Pws 2L f VDHA",
"name": "ldap",
"providerld": "Idap",
"provi der Type": "org. keycl oak. storage. User St or ageProvi der ",
"parentld": "master",
"config": {
“full SyncPeriod": |
w_oq
1
"pagi nation": [
"true"
1
"connectionTrace": [
"fal se"
1
"startTls": [
"fal se"
1
"connectionPool i ng": [
"fal se"
1
“usersDn": [
"ou=peopl e, dc=or acl e, dc=or g"

]

achePolicy": |
n ’\D_@O_'Ell
]

seKer ber osFor Passwor dAut henti cation": [
“fal se"

]

i nport Enabl ed": [
“true"

] )

"enabl ed": |

“true"

] )
"changedSyncPeriod": |
Il_ 1|I

] )

"bindCredential": |
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"hkkkkkkkkkx

] il

"usernaneLDAPAttribute": |
n ui dll

] il

“bindDn": |
"cn=admi n, dc=or acl e, dc=or g"

] il

“vendor": |
“edirectory"”

] il

"uui dLDAPAttri bute": [
“entryUu D'

]

onnectionUrl": [
"l dap: / /1 dapl- openl dap. | dap. svc. cluster. | ocal : 389"
]

| | owKer ber osAut henti cation": [
“fal se"

]

yncRegi strations": |
"true"

]

ut hType": [
Ilsi rrpl eIl
] )
“krbPrincipal Attribute": [
“krb5Pri nci pal Name"

]

earchScope": [
n 1|I
]

seTruststoreSpi": |

n al mysll
] il

"usePasswor dMbdi f yExt endedOp": |
“fal se"

]

rustEmail": [
“fal se"

]

serbj ect G asses": |
“inet OrgPerson, organizational Person, person, top

]

enovel nval i dUser sEnabl ed": [
“true"
1,
“rdnLDAPAttribute": [
"uid"
1,
"edi t Mode": [
"READ_ONLY"
1,
“val i dat ePasswordPol i cy": [
“fal se"
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Table 2-27 Supported Response Codes

Code Description

200 OK Get all the components configured in the realm.
401 Unauthorized Missing Authentication

403 Forbidden Forbidden

404 Not Found Realm not found

500 Internal Server Error Internal Server Error

2.16 Retrieve a single specific component by ID

CNC Console uses Retrieve a single specific conmponent by | DREST API to retrieve a
single specific component by ID.

Type: GET
URI:

/{real n}/conponent s/ {i d}

Table 2-28 Request Body Parameters
|

Type Field Name Data Type Mandatory(M | Description

)

Optional(O)/

Conditional(

C)
Path id string M Id of the component.
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-i amingress-service-port}/cncc/
aut h/ admi n/ real ms/ cncc/ conponent s/ {i d}

Example curl command:

curl --location --request CGET '${cncc-iantingress-extrenal-ip}:${cncc-iam
i ngress-service-port}/cncc/ aut h/ adm n/ real ns/ cncc/ conponent s/
pMHsaAcKS52Pws2W.f VDHA' \ - - header ' Authorization: Bearer <token>'

Example of the Response Body

The following example shows the contents of the response body in JSON format:

{
"id": " pMisaAcKS52Pws 2WLf VDHA",

"name": "ldap",
"providerld": "ldap",
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“provider Type": "org. keycl oak. st orage. User St or agePr ovi der"

"parentld": "master"
“config": {
"full SyncPeriod": |
Il_lll
]1
"pagi nation": [
"true"
]1
"connectionTrace": [
"fal se"
]1
"startTls": [
"fal se"
]1
"connectionPooling": |
"fal se"
]1
"usersDn": [
"ou=peopl e, dc=or acl e, dc=or g"

]

achePolicy": [

n ’\D_MO_'EII

] L

"useKer ber osFor Passwor dAut henti cation": [
“fal se"

]

i nport Enabl ed": [
"true"

1,

"enabl ed": |
"true"

1,

"changedSyncPeriod": |
noq

]

"bindCredential": |

"kkkkkkkxxx"

]1

"usernaneLDAPAttribute": [
Iluidll

]1

"bindDn": |
"cn=admi n, dc=or acl e, dc=org"

]1

"vendor": |
"edirectory"”

]1

"uui dLDAPAttribute": [
“entryuUu D'

]1

"connectionUl": [
"l dap: / /1 dapl- openl dap. | dap. svc. cluster.|ocal : 389"

]1

"al | owKer ber osAut hentication": [
“fal se"
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]

yncRegi strations": |
"true"

]

ut hType": |
IISi rrpl elI

] y

"krbPrincipal Attribute": [

"krb5Princi pal Name"

] y
"searchScope": [
n 1Il

]

seTruststoreSpi": |
n al V\Bys”

1,

Chapter 2

Update the component

"usePasswor divbdi f yExt endedOp": [

"fal se"

]1
"trustEmail": [
"fal se"

]

servj ect G asses": |

"i net OrgPerson, organizational Person, person, top"

]

"true"

]1
"rdnLDAPAttribute": |

n ui dll

] y

"edi t Mode": [
"READ_ONLY"

]

al i dat ePasswordPolicy": [
“fal se"

enmovel nval i dUser sEnabl ed": |

Table 2-29 Supported Response Codes

Code

Description

200 OK

Get a specific component by ID

401 Unauthorized

Missing Authentication

403 Forbidden

Forbidden

404 Not Found

Realm not found/Component not found

500 Internal Server Error

Internal Server Error

2.17 Update the component

CNC Console uses Updat e the conmponent REST API to update the component.
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Type: PUT
URI:
/{real n}/conponent s/ {i d}

Table 2-30 Request Body Parameters
|

Type Field Name Data Type Mandatory(M | Description
)Cl)ptional(O)I
Conditional(
C)
Path id string M Id of the component.
Body id string M id of the LDAP component
Body name string M name of the component
Body providerld string M provider type identifier
Body providerType string M provider class
Body parentld string M realm to which component
belongs
Body config object M configuration object
Body bindCredential string M LDAP bind password
Sample URI:

http://${cncc-iamingress-extrenal -ip}:${cncc-iamingress-service-port}/cncc/
aut h/ admi n/ real ms/ cncc/ conponent s/ {i d}

Example curl command:

curl --location --request PUT \

“http://10.75.213. 68: 30085/ cncc/ aut h/ admi n/ r eal ms/ nmast er/ conponent s/
pMHsaAcKS52Pws 2WLf VDHA" |\

--header "Authorization: Bearer $TOKEN' \

--header "Content-Type: application/json" \

--data-binary '{

"id":" pMHsaAcKS52Pws 2VILf VDHA"

“name":"| dap",

“providerld":"|dap",

"provider Type": "org. keycl oak. st orage. User St or agePr ovi der ",
"parentld":"nmaster"”,

"config":{

"pagination":["true"],

“full SyncPeriod":["-1"],

"connectionTrace":["fal se"],

"startTls":["fal se"],

"connectionPool ing":["fal se"],

"usersDn": [ "ou=peopl e, dc=oracl e, dc=org"],
"cachePol i cy": ["NO_CACHE"],

"useKer ber osFor Passwor dAut henti cation":["fal se"],
“inportEnabled":["true"],

"enabled":["true"],

"bindCredential ":["adm n"],
"usernanelLDAPAttribute": ["uid"],

Cloud Native Configuration Console REST Specifications Guide
G55156-01 July 30, 2026
Copyright © 2023, 2026, Oracle and/or its affiliates. Page 35 of 36



ORACLE Chapter 2
Update the component

“bi ndDn": [ " cn=admi n, dc=or acl e, dc=org"],

"changedSyncPeriod":["-1"],

"vendor":["edirectory"],

"uui dLDAPAttribute":["entryUul D'],
“connectionUl":["ldap://I|dapl-openl dap.|dap.svc.cluster.local:389"],
“al | owKer ber osAut hentication":["fal se"],

"syncRegi strations":["true"],

"aut hType":["sinple"],

“krbPrincipal Attribute":["krb5Principal Name"],

"searchScope": ["1"],

"useTruststoreSpi":["al ways"],

"usePasswor dvbdi f yExt endedOp": ["fal se"],

“trustEmail":["fal se"],

"user (hj ect G asses":["inet OrgPerson, organizational Person, person, top"],
“removel nval i dUser sEnabl ed": ["true"],

"rdnLDAPAttribute":["uid"],

"edi t Mbde": ["READ_ONLY"],

"val i dat ePasswor dPol i cy":["fal se"]

}

y

Example of the Response Body

The following example shows the contents of the response body in JSON format:

Table 2-31 Supported Response Codes
|

Code Description

204 OK Updated the component

400 Bad Request Bad Request

401 Unauthorized Missing Authentication

403 Forbidden Forbidden

404 Not Found Realm not found/Component not found
409 Conflict Conflict - Component already exists
500 Internal Server Error Internal Server Error
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This section provides information about REST specifications used in Oracle Communications
Cloud Native Configuration Console while deployed in Oracle Cloud Infrastructure (OCI).

3.1 Generate Access Token

CNC Console uses Generat e access token REST API to generate the access token.

Type: POST
URI:

/ oaut h2/ v1/t oken

Sample URI:

https://<oci-iam domai n-url>/v1/token

Example curl command:

curl --location 'https://<oci-iamdonain-url>/oauth2/vl/token' \

--header ' Content-Type: application/x-ww-formurlencoded \

--header 'Authorization: Basic <Base64 encoding of client credentials in the
format "clientld:clientSceret">" \

--data-url encode 'grant_type=password \

--data-url encode 'usernane=testuser' \

--data-url encode ' password=*****x' |\

--dat a-url encode 'scope=urn:opc:idm __nyscopes__ offline_access' -s

Example of the Response Body

The following is the example of the response body:

200 &K

{
"access_token":

"eyJhbGci O JSUzIANiIsl. ..ot _LcCZYwDQJIJTI oj 2PJ8y1W 91 2Q',
"token_type": "Bearer",
"expires_in": 3600

3.2 Create a New User

CNC Console uses Create a new user REST API to create a new user.
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Type: POST
URI:

[admi n/vl/ Users

Sample URI:

https://<oci-iam domain-url>/adni n/vl/ Users

Example curl command:

curl --location 'https://<oci-iamdonain-url>/adnin/vl/ Users' \
--header 'Authorization: Bearer
eyJhbCGci O JSUzI INiIsl................. _LcCZYWDQIJTI oj 2PJ8y1W 91 2Q '\
--header ' Content-Type: application/json' \
--data-raw ' {

"schemas": |

"urn:ietf:parans:scimschemas: core:2.0: User"
1,
"name": {

"givenNanme": "user",

"fam | yNane": "test"

}

serName": "user @r acl e. cont',
"emails": [
{
"val ue": "user @racl e. cont,
"type": "work",
"primry": true
!
]
p

Example of the Response Body

The following is the example of the response body:

201 K
{
"i dcsCreatedBy": {
"type": "User",
“display": "Test User",
"val ue": "5427ea861e2c479895b8375b19c6827a",
"ocid":
"oci dl. user.ocl..aaaaaaaaxszu5pi 3i udj f a2t kkz3onobf nk3ct uqgyg3zsa7gx4sohi kr boq"
“$ref": "https://<oci-iam domain-url>: 443/ adm n/v1l/ Users/
5427e€a861e2c479895b8375b19c6827a"
}1
"id": "del8f42c3eeb474d98853574h1927200",
"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: user: User": {
"i sFederat edUser": fal se,
“preferredU Landi ngPage": "MApps"

b
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"meta": {
"created": "2024-01-23T11:01:02.0092",
"l ast Modi fied": "2024-01-23T11:01: 02. 009Z",
"version": "7842e880caf c44d49f 30cdad4436¢cfc2",
"resourceType": "User"
“location": "https://<oci-iamdomain-url>:443/adm n/vl/ Users/
del8f 42c3eeb474d98853574b1927200"
¥
"active": true
"di spl ayName": "user121 dummy",
"i dcsLast Modi fiedBy": {
"val ue": "5427ea861e2c479895h8375b19c6827a",
“display": "Test User"
"ocid":
"oci dl. user.ocl..aaaaaaaaxszu5pi 3i udj f a2t kkz3onobf nk3ct uqqyg3zsa7gx4sohi kr boq"

"type": "User",
"$ref": "https://<oci-iamdomai n-url>: 443/ admi n/v1l/ Users/
5427ea861e2c479895b8375b19c6827a"
¥
"name": {
"gi venName": "user121"
“fam | yNarme": "dunmy"
“formatted": "user121 dummy"
¥
"urn:ietf:params:sci mschenas: oracle:idcs: extension:userState: User": {
"l ocked": {
"on": false
}
¥

"ocid": "ocidl.user.ocl...gwwy",
"user Nane": "user121",
"schemas": |
“urn:ietf:params:scimschenas: core:2.0: User"
“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: user State: User"
“urn:ietf:parans:scimschenmas: oracl e:idcs: extension: user: User"
1,
"domai nCci d": "oci dl.domain. ocl...j6kgka"
"conpartment Ccid": "ocidl.tenancy.ocl...pojwedwxe34a"
"tenancyCci d": "ocidl.tenancy.ocl...we34a"
"urn:ietf:params:scimschenas: oracl e:idcs: extension: capabilities:User": {
"canUseApi Keys": true,
"canUseAut hTokens": true
"canUseConsol ePassword": true,
"canUseCust omer Secr et Keys": true
"canUseQAut h2d i ent Credential s": true,
"canUseSnt pCredential s": true,
"canUseDbCredential s": true

3.3 Get All User

CNC Console uses Get al | user REST API to get all users.
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Type: GET
URI:
[ admi n/v1/ Users
Sample URI:
https://<oci-iam domain-url>/adni n/vl/ Users
Example curl command:
curl --location 'https://<oci-iamdonain-url>/adnin/vl/ Users' \
--header 'Authorization: Bearer
"eyJhbGei G JSUzI AN ISl .ot _LcCZYwDQIJTI oj 2PJ8y1W 91 2Q
Example of the Response Body
The following is the example of the response body:
201 K
{

"schemas": |

“urn:ietf:parans:scimapi:nessages: 2. 0: Li st Response”

] ’

"total Results": 36,

"Resources": [

{
"urn:ietf:params:sci mschenas: oracl e:idcs: extension: user: User": {

"i sFederatedUser": fal se,

“preferredU Landi ngPage": "MApps"
¥
"i dcsCreatedBy": {

"type": "App",

“display": "idcsjob",

“value": "4ed77d9256654268aa286ecl1a959dbe2",

“$ref": "https://<oci-iam domain-url>: 443/ adm n/v1l/ Apps/
4ed77d9256654268aa286ec1a959dbe2"

¥

"id": "a07ebelf5b5543608803561b97265f cd",
"meta": {

“created": "2024-01-18T05: 39:01.9782",

"l ast Modi fied": "2024-01-18T05: 39: 01. 978Z",

"version": "186f6d8f4364492ab5¢c79659d2¢c33263",

"resourceType": "User",

“location": "https://<oci-iamdomain-url>:443/adm n/vl/ Users/

a07ebelf 5b5543608803561b97265f cd"
¥
"active": true,
"di spl ayNane": "CSV User7",
"i dcsLast Modi fiedBy": {
"value": "4ed77d9256654268aa286ec1a959dbe2",
“display": "idcsjob",
"type": "App",
“$ref": "https://<oci-iam domain-url>: 443/ adm n/v1l/ Apps/
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4ed77d9256654268aa286ec1a959dbe2"

¥
"name": {
"gi venName": "CSV',
“fam [ yNane": "User7",
“formatted": "CSV User7"
¥
"urn:ietf:params:scimschemas: oracl e:idcs: extension: userState: User": {
"l ocked": {
"on": false
}
¥
"ocid":

"oci dl.user.ocl..aaaaaaaar gl 7rbnj 4s7ayj i ykve7ozj oxf kp7dub7gpwubvpcl 3ysmihe4ha"
"user Nane": "CSV7",
"schemas": |
"urn:ietf:paranms:scimschemas: core:2.0: User",

"urn:ietf:paranms:sci mschemas: oracl e:idcs: extension: user State: User",
“urn:ietf:parans:scimschenmas: oracl e:idcs: extension: user: User"
] L
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk
aIl7
"conpart ment Cci d":
"oci d1.tenancy. ocl.. aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

“urn:ietf:params:scimschenas: oracle:idcs: extension: capabilities:User": {
"canUseApi Keys": true,
"canUseAut hTokens": true,
"canUseConsol ePassword": true,
"canUseCust omer Secr et Keys": true,
"canUseQAut h2Cl i ent Credential s": true,
"canUseSnt pCredential s": true,
"canUseDbCredential s": true

3.4 Get Specific User

CNC Console uses Get all user REST API to get a specific user.

Type: GET
URI:
Cloud Native Configuration Console REST Specifications Guide
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/admi n/v1/ Users/{{userid}}

Sample URI:

https://<oci-iam domai n-url >/ adni n/vl/ Users/{{userid}}

Sample user format:

{
"id': 12...x3,

"ocid": "ocidl...op",
"user Nane": "testuser"

For {{userid}} field, "id" as well as "ocid" can be used.

Example curl command:

curl --location 'https://<oci-iamdonain-url>/adnin/vl/ Users/

oci dl.user.ocl...jrdq" \

--header 'Authorization: Bearer

eyJhbGci O JSUzI INiIsl................. _LcCZYWDQIJTI of 2PJ8y1W 91 2Q

Example of the Response Body

The following is the example of the response body:

200 OK{
"idcsCreatedBy": {
“type": "User",
“display": "Userl"
"val ue": "411lbdad4c26044aaa8c8cab88da48e86"
"ocid":
"oci dl. user.ocl..aaaaaaaabwoa5vcnxot 5nexef x5i saat 77t qdnj 62i ul sxxei ycwuce4wraq"
"$ref": "https://<oci-iam domain-url>:443/adni n/vl/ Users/
411bdad4c26044aaa8c8cah88da48e86"
} y
"id": "30857d89710942e2b5bd67e37d7¢c0c15",
"urn:ietf:parans:scimschenas: oracl e:idcs: extension: user: User": {
"i sFederatedUser": fal se
1

"meta": {
"created": "2023-12-15T10: 09: 05. 4872",
"l astModified": "2024-01-11T07:11: 23. 4852",
"version": "75a47233965648079c0b09%aadblc4d64",
"resourceType": "User",
“location": "https://<oci-iam domain-url>:443/adnin/vl/ Users/
oci d1. user. ocl. . aaaaaaaaf nvamiekbzxj zyg3f d2b2o3ei mcwdhnycypj nf udi yf I fi d3jrdq"

b

Cloud Native Configuration Console REST Specifications Guide
G55156-01 July 30, 2026
Copyright © 2023, 2026, Oracle and/or its affiliates. Page 6 of 30



Chapter 3

ORACLE
Get Specific User

"active": true,
"di spl ayName": "Karan CGupta",
"urn:ietf:params:sci mschenas: oracle:idcs: extension:nfa:User": {
"preferredDevice": {
"val ue": "620a0cdelf 6e42f 38f ca609a6097f bf e",
"$ref": "https://<oci-iam domain-url>: 443/ adm n/v1/ Devices/
620a0cdelf 6e42f 38f ca609a6097f bf e"
3,
"l ogi nAttenpts": O,
"nfaStatus": "ENROLLED",
"preferredAut henticationFactor": "PUSH'

|3
"i dcsLast Modi fiedBy": {
"val ue": "af2d1df 6c13f493b9f 3131baae2e8638",
“display": "idcssso",
"ocid":
"oci d1. domai napp. ocl. i ad. amaaaaaasvqgsr 3yar ymeans3hx2nz34nkypz3pand77oei it hvx3a
x34asaa",
"type": "App",

"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
af 2d1df 6¢13f 493b9f 3131baae2e8638"

¥
"name": {
"gi venName": "Karan",
"fam | yNane": "Qupta",
“formatted": "Karan Gupta"
¥
"urn:ietf:params:sci mschenas: oracle:idcs: extension:userState: User": {
"l ocked": {
"on": false
}
¥
"ocid":

"oci dl. user.ocl..aaaaaaaaf nvanuekbzxj zyg3f d2b203ei ncw3hnycypj nfudi yfl fi d3j rdq"

"user Nane": "karan",
"urn:ietf:params:scimschenas: oracle:idcs: extension: OCl Tags": {

"definedTags": [

{
"val ue": "corp/karan. k. gupt a@r acl e. cont',
"key": "CreatedBy",
“namespace": "Oracl e- Tags"
¥
{
"val ue": "2023-12-15T10: 09: 05. 4542",
"key": "CreatedOn",
“namespace": "Oracl e- Tags"
}
]
¥
"emails": |

{

"secondary": fal se,
"verified": true,
"type": "recovery",
"primary": false,
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"val ue": "karan. k. gupt a@r acl e. con

¥
{
"secondary": fal se,
"verified": true,
"type": "work",
"primary": true,
"val ue": "karan. k. gupt a@r acl e. con
}
1,
"schemas": |

“urn:ietf:paranms:scimschemas: core:2.0: User",
"urn:ietf:paranms:sci mschemas: oracl e:idcs: extension: user State: User",
“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: OCl Tags",
"urn:ietf:paranms:scimschemas: oracl e:idcs: extension: nfa: User",
“urn:ietf:parans:scimschenmas: oracl e:idcs: extension: user: User"
1,
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk
a",
"conpart ment Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",
"tenancyCci d":
"oci dl.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",
"urn:ietf:params:scimschenas: oracle:idcs: extension: capabilities:User": {
"canUseApi Keys": true,
"canUseAut hTokens": true,
"canUseConsol ePassword": true,
"canUseCust omer Secr et Keys": true,
"canUseQAut h2d i ent Credential s": true,
"canUseSnt pCredential s": true,
"canUseDbCredential s": true

3.5 Delete User

CNC Console uses Del ete User REST API to delete user.

Type: DELETE
URL:

/adm n/v1/ Users/{{userid}}

Sample URI:

https://<oci-iam domai n-url >/ adnmi n/vl/ Users/{{userid}}
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Sample user format:

{
"id": 12...x3,

"ocid": "ocidl...op",
"user Nane": "testuser"

For {{userid}} field, "id" as well as "ocid" can be used.

Example curl command:

curl --location --request DELETE 'https://<oci-iam domain-url>/adm n/vl/ Users/
oci d1.user.ocl...fs6tq \

--header 'Authorization: Bearer

eyJhbGci QG JSUzI INiIsl. ...t _LcCZYwDQIJTI of 2PJ8y1W 0l 2Q \

--header ' Content-Type: application/json'

Example of the Response Body

The following is the example of the response body:

204 No Content

3.6 Set up a New Password for the User

CNC Console uses Set up a New Password for the User REST API to set up a new
password for the user.

Type: GET
URI:

/ admi n/ v1/ User Passwor dChanger/{{userid}}

Sample URI:

https://<oci-iam domai n-url >/ adnm n/v1l/ User Passwor dChanger/{{userid}}

Sample user format:

{
"id': 12...x3,

"ocid": "ocidl...op",
"user Nane": "testuser"
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For {{userid}} field, "id" as well as "ocid" can be used.
Example curl command:
curl --location --request PUT 'https://<oci-iam donain-url>/admn/vl/

User Passwor dChanger/ oci d1. user. ocl...vpcta' \
--header 'Authorization: Bearer

eyJhbGci G JSUzI AN Isl. ...t _LcCZYwDQIJTI o] 2PJ8y1W 00l 2Q \
--header ' Content-Type: application/json \
--data-raw ' {

"password": "Wl come@?23Bro",

"schemas": [

"urn:ietf:parans:sci mschemas: oracl e:idcs: User Passwor dChanger "

]
p

Example of the Response Body

The following is the example of the response body:

200 X
{
"schemas": [
"urn:ietf:parans:sci mschemas: oracl e:idcs: User Passwor dChanger "
1,
"id": "023aa77a7ccd419db579dc6707c43e03",
"meta": {
"resourceType": "UserPasswordChanger",
"l ocation": "https://<oci-iam domain-url>:443/admi n/vl/
User Passwor dChanger /
oci d1. user.ocl..aaaaaaaa7hz5l hf 4a64aekqndcvol r hscj 25udr z7gux44kl 7pckdl gvpct a"

}

omai nCci d":
"oci dl. domai n. ocl. . aaaaaaaat zwhl abvhgwnvj 6ei aoksj wge2sxxwzl snbzl j r 3tt cs5nj 6kgk
a" )
"conpart ment Cci d":
"oci dl.tenancy. ocl..aaaaaaaaboqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",
"tenancyCci d":
"oci dl.tenancy. ocl..aaaaaaaaboqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",
"ocid":
"oci dl. user.ocl..aaaaaaaa7hz5l hf 4a64aekqndcvol r hscj 25udr z7gux44kl 7pckdl gvpct a”
}

400 Bad Request
{
"schemas": [
“urn:ietf:parans:scimapi:mssages:2.0:Error",
"urn:ietf:parans:scimapi:oracle:idcs: extension: nessages: Error”

1,
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"detail": "The password does not meet the criteria of the password policy
because: [The password nust have at |east 12 characters.]",
"status": "400",

"urn:ietf:params:scimapi:oracle:idcs: extension: messages: Error": {
"messagel d": "error.identity.passwordngnt. pwdpolicyViol ation"

}

3.7 Get all groups of the domain

CNC Console uses Get all groups of the domai n REST API to get all groups of the
domain.

Type: GET
URI:

/adm n/ v1/ G oups

Sample URI:

https://<oci-iam donmai n-url >/ adni n/vl/ G oups

Example curl command:

curl --location 'https://<oci-iamdonain-url>/adnin/vl/ Goups' \
--header 'Authorization: Bearer
eyJhbGci G JSUzI AN Isl. ...t _LcCZYwDQIJTI of 2PJ8y1W Q08I 2Q

Example of the Response Body

The following is the example of the response body:

200 K
{
"schemas": |
“urn:ietf:parans:scimapi:nmessages: 2. 0: Li st Response”
1,
"total Results": 58,
"Resources": [
{
"di spl ayName": " SCP_WRI TE",
"i dcsLast Modi fiedBy": {
"type": "User",
"val ue": "fc0f9952563e4b4399f 4869f c066673d",
“display": "Userl",
"ocid":
"oci dl.user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpqg"
"$ref": "https://<oci-iam domain-url>: 443/ adm n/v1/ Users/
f c0f 9952563e4b4399f 4869f c066673d"

}l
"idcsCreatedBy": {
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Iltypell: n l.Ber ll,
"ocid":
"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpq"
“display": "Userl",
"val ue": "fc0f9952563e4b4399f 4869f c066673d",
"$ref": "https://<oci-iamdomain-url>: 443/ admi n/v1/ Users/
f c0f 9952563e4b4399f 4869f c066673d"
}1
"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: G oup”: {
“description": "Read and Wite access to SCP Resource"
}1
leret all: {
"version": "418190f 8f 2c64e4f a380f 5d2673b9f 37"
"created": "2023-11-14T09:05:39.001Z",
"l ast Modi fied": "2023-11-21T03: 53: 00. 352Z"
"resourceType": "G oup",
“location": "https://<oci-iamdomain-url>:443/adm n/vl/ G oups/
d29818f c6ald4be9883699766a8f 026¢"
}1
"id": "d29818f c6ald4be9883699766a8f 026¢c"
"ocid":
"oci dl1. group. ocl. . aaaaaaaahwdyf gkvz42t szor y5nkz4kuha6i uwah26j 4pgt uyhi c3gssq2j q
"urn:ietf:params:scimschenas: oracle:idcs: extension: OCl Tags": {
"definedTags": [

{
"key": "CreatedBy"
“namespace": "Oracl e- Tags"
“val ue": "corp/shreyas. b@racl e. cont
¥
{
"key": "CreatedOn",
“namespace": "Oracl e- Tags"
"val ue": "2023-11-14T09: 05: 38. 977Z"
}
]
¥
"schemas": |

“urn:ietf:params:scimschenas: core:2.0: Goup"
“urn:ietf:params:sci mschenas: oracl e:idcs: extension: OCl Tags"

“urn:ietf:paranms:sci mschemas: oracl e:idcs: extension: group: G oup”
]1
"domai nCci d"
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk
aIl7
"conpart nent Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
“menmber shi pType": "static"
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"di spl ayNane": "SCP_WRI TE",
"i dcsLast Modi fiedBy": {
"type": "User",
"val ue": "5427ea861e2c479895b8375b19c6827a"
“display": "Test User"
"ocid":
"oci dl. user.ocl..aaaaaaaaxszu5pi 3i udj f a2t kkz3onobf nk3ct uqqyg3zsa7gx4sohi kr boq"
"$ref": "https://<oci-iam domai n-url>: 443/ admi n/v1/ Users/
5427ea861e2c479895b8375b19c6827a"
¥
"i dcsCreatedBy": {
"type": "User",
"ocid":
"oci dl. user.ocl..aaaaaaaaxszu5pi 3i udj f a2t kkz3onobf nk3ct uqqyg3zsa7gx4sohi kr boq"
“display": "Test User"
"val ue": "5427ea861e2c479895b8375b19c6827a"
"$ref": "https://<oci-iam domain-url>: 443/ admi n/v1/ Users/
5427ea861e2c479895b8375b19c6827a"
¥
"urn:ietf:params:sci mschemas: oracl e:idcs: extension: group: Goup”: {
“description": "Exanple Description"
¥
"meta": {
"version": "1d57c48a69c1485chf a732d0f 6c6d5h5"
"created": "2024-01-16T05:58: 21. 6527",
"l ast Modi fied": "2024-01-16T05: 58: 21. 6527"
"resourceType": "G oup",
“location": "https://<oci-iamdomain-url>:443/adm n/vl/ G oups/
0a71625b839a41d4a70814bd336e€9580"
¥
"id": "0a71625b839a41d4a70814bd336e9580"
"ocid":
"oci dl. group. ocl..aaaaaaaazu4nl 2j | sl 5i avnvnj szbwr dmygn4f o5n7hbyng6nooaansj ynf q

"
ll

"external I d": "123456",
"schemas": |
“urn:ietf:params:scimschenas: core:2.0: Goup”

“urn:ietf:paranms:sci mschemas: oracl e:idcs: extension: group: G oup”
]1
"domai nCci d"
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk
aIl7
"conpart nent Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
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“menmber shi pType": "static"

400 Bad Request

{
"schemas": |
“urn:ietf:params:scimapi:nessages:2.0:Error",
“urn:ietf:parans:scimapi:oracle:idcs: extension: nessages: Error"
1,
"detail": "The password does not meet the criteria of the password policy
because: [The password nust have at |east 12 characters.]",
"status": "400",
"urn:ietf:params:scimapi:oracle:idcs: extension: messages: Error": {
"messagel d": "error.identity.passwordngnt. pwdpolicyViol ation"
}
}

3.8 Get all groups of a specific user

CNC Console uses Get all groups of a specific user REST API to get all hroups of a
spcific user.

Type: GET
URI:

/adm n/v1l/ Goups?filter=nenbers[type eq "User" and value eq "{{userid}}"]

Sample URI:

https://<oci-iam domai n-url >/ adm n/v1l/ G oups?filter=nenbers[type eq "User"
and val ue eq
"{{userid}}"]

Sample user format:

{
"id": 12...x3,

"ocid": "ocidl...op",
"user Nane": "testuser"

For {{userid}} field, "id" as well as "ocid" can be used.
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Example curl command:

Replace <USER-ID> with required user's id .

curl --location --globoff 'https://<oci-iamdomain-url>/adn n/vl/ G oups?
filter=menbers[typeiR0eqiR0%22User 9%22%20and%20val ue%20eq¥%20%22<USER- | D>%22] '
\--header 'Authorization: Bearer

eyJhbGci G JSUzI AN Isl. ...t _LcCZYwDQIJTI of 2PJ8y1W C8l 2Q

Example of the Response Body

The following is the example of the response body:

200 OK{
"schemas": [
"urn:ietf:parans:scimapi: messages: 2.0: Li st Response”

]

otal Results": 3,
"Resources": [
{
"di spl ayNane": "Domai n_Adm nistrators",
"i dcsLast Modi fiedBy": {
"type": "App",
"val ue": "6923eddd11d1457084f 550273b51027a",
"display": "idcssnt,
"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
6923eddd11d1457084f 550273b51027a"
¥
"idcsCreatedBy": {
"type": "App",
"display": "idcssnt,
"val ue": "6923eddd11d1457084f 550273b51027a",
"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
6923eddd11d1457084f 550273b51027a"
¥

"urn:ietf:parans:sci mschemas: oracl e:idcs: extension: group: G oup”:

"description": "Domain Adm nistrators”
}1
"meta": {
"version": "a9d7f9a%9e7114c2994f e729f 0506739a"
"created": "2023-10-06T05: 23: 58. 569Z"
"l ast Modi fied": "2023-10-06T05: 23: 58. 569Z"
"resourceType": "G oup",
"l ocation": "https://<oci-iamdomain-url>:443/adm n/vl/ G oups/
2c715a2f 00b44e3f ab0Odced1c5798d84"
}1
"id": "2c715a2f 00b44e3f ab0dced1c5798d84",
"ocid":
"oci dl. group. ocl. . aaaaaaaaenl 5su2ej gkzonyj dcrtt52nvgf k53zgggj p2vfj a5l ya742dqng
"schemas": [
"urn:ietf:parans:sci mschemas: core: 2.0: G oup”,

"urn:ietf:parans:sci mschemas: oracl e:idcs: extension: group: G oup”
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] L

"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk
aIl7

"conpart ment Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

"urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
“menber shi pType": "static"

}
b
{
"di spl ayNane": "SCP_READ',
"idcsLast Modi fiedBy": {
"type": "App",
"val ue": "4ed77d9256654268aa286ecl1a959dbe2",
“display": "idcsjob",
"ocid":
"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpqg"
"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
4ed77d9256654268aa286ec1a959dbe2"

}1

"i dcsCreatedBy": {
Iltypell: n Lberll’
"ocid":

"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpq"
“display": "Shreyas Rao B",
"val ue": "fc0f9952563e4b4399f 4869f c066673d",
"$ref": "https://<oci-iamdomai n-url>: 443/ admi n/v1l/ Users/
f c0f 9952563e4b4399f 4869f c066673d"
} ’

"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: G oup”:

{
“description": "Has access to only SCP resources and can only
per f orm READ Managed bjects of SCP."
¥
"meta": {
"version": "8alf0617369a444da296ef 6ce2b73a9e",
"created": "2023-11-14T09: 05: 28.413Z",
"l ast Modi fied": "2024-01-25T03: 56: 30. 173Z",
"resourceType": "G oup",
"location": "https://<oci-iamdomain-url>:443/adm n/v1l/ G oups/
5d315d352e8c4af 38e590b71ed6d2699"
¥
"id": "5d315d352e8c4af 38e590h71ed6d2699",
"ocid":
"oci d1. group. ocl. . aaaaaaaava7e65qhunBt at qzzk43t qyb5f 7t xwb56ukbht | xf 5neb54yy4oq
"urn:ietf:params:scimschenas: oracle:idcs: extension: OCl Tags": {
“definedTags": |
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{
"key": "CreatedBy",
"namespace": "Oracl e- Tags",
“val ue": "corp/shreyas. b@racl e. cont
¥
{
"key": "CreatedOn",
"namespace": "Oracl e- Tags",
"val ue": "2023-11-14T09: 05: 28. 391Z"
}
]
¥
"schemas": |

“urn:ietf:parans:sci mschenas: core: 2.0: Goup",
“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: OCl Tags",

“urn:ietf:params:sci mschemas: oracl e:idcs: extension: group: G oup”
] L
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhgwnvj 6ei aoksj wge2sxxwzl snézl j r 3t t cs5nj 6kgk
aIl7
"conpartment Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

"urn:ietf:params:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
"menber shi pType": "static"
}
b,
{
"di spl ayNane": "SCP_WRI TE",
"i dcsLast Modi fiedBy": {
"type": "App",
"val ue": "4ed77d9256654268aa286ecla959dhe2",
“display": "idcsjob",
"ocid":
"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpq"
"$ref": "https://<oci-iam domain-url>: 443/ adm n/v1/ Apps/
4ed77d9256654268aa286ec1a959dbe2"

}1

"i dcsCreatedBy": {
Iltypell: n Lberll’
"ocid":

"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpq"
“display": "Shreyas Rao B",
"val ue": "fc0f9952563e4b4399f 4869f c066673d",
"$ref": "https://<oci-iamdomain-url>: 443/ admi n/v1l/ Users/
f c0f 9952563e4b4399f 4869f c066673d"
} ’

"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: G oup”:
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“description": "Has access to only SCP resources and can
per form CRUD operations on Managed Cbjects."”
} L
n rret aIl : {
"version": "f4fcceb2a4014355a0a099ea22f 0f 2da",
"created": "2023-11-14T09: 05: 39.001Z",
"l ast Modi fied": "2024-01-25T03: 56: 30. 043Z",
"resourceType": "G oup",
“location": "https://<oci-iamdomain-url>:443/adm n/vl/ G oups/
d29818f c6ald4be9883699766a8f 026¢"
} L
"id": "d29818f c6a1d4be9883699766a8f 026¢c",
"ocid":
"oci d1. group. ocl. . aaaaaaaahwdyf gkvz42t szor y5nkz4kuha6i uwah26j 4pgt uyhi c3gssq2j q
"urn:ietf:params:sci mschenas: oracle:idcs: extension: OCl Tags": {
"definedTags": [

{
"key": "CreatedBy",
"namespace": "Oracl e- Tags",
“val ue": "corp/shreyas. b@racl e. cont
¥
{
"key": "CreatedOn",
"namespace": "Oracl e- Tags",
"val ue": "2023-11-14T09: 05: 38.977Z"
}
]
¥
"schemas": |

“urn:ietf:params:sci mschenas: core:2.0: G oup”,
“urn:ietf:params:sci mschenas: oracl e:idcs: extension: OCl Tags",

“urn:ietf:paranms:scimschemas: oracl e:idcs: extension: group: G oup”
] L
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk

a 1
"conpartment Cci d":
"oci dl.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl.. aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

"urn:ietf:params:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
"menber shi pType": "static"
}
}
1,
"startlndex": 1,
"itemsPerPage": 50
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3.9 Create a group

CNC Console uses Create a group REST API to create a group.

Type: POST
URI:

[ admi n/ v1/ Groups

Sample URI:

https://<oci-iam domai n-url >/ adni n/ vl/ G oups

Sample user format:

{
"id": 12...x3,

"ocid": "ocidl...op",
“user Nane": "testuser"

For {{userid}} field, "id" as well as "ocid" can be used.

Example curl command:

curl --location --globoff '"https://<oci-iamdonmain-url>/adnin/vl/ G oups?
filter=menbers[type¥20eqi209%22User 9%22%20and%20val ue¥20eq%20%220oci d1. user. ocl. .
Q2] \

--header 'Authorization: Bearer

eyJhbGei O JSUzI AN ISl ..ot _LcCZYWDQIJTI oj 2PJ8y1W 09I 2Q

Example of the Response Body

The following is the example of the response body:

200 OK{
"schemas": |
“urn:ietf:parans:scimapi:nessages: 2. 0: Li st Response"
1,
"total Results": 3,
"Resources": [
{
"di spl ayName": " Donmi n_Admi ni strators”,
"i dcsLast Modi fiedBy": {
"type": "App",
"val ue": "6923eddd11d1457084f 550273b51027a",
“display": "idcssnt,
"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
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6923eddd11d1457084f 550273b51027a"
} y
"i dcsCreatedBy": {
"type": "App",
“display": "idcssnt,
"val ue": "6923eddd11d1457084f 550273b51027a",
"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
6923eddd11d1457084f 550273b51027a"
} y

"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: G oup”:

“description": "Domain Administrators"”
}1
llrmtall: {
"version": "a9d7f9a9%e7114c2994f e729f 0506739a",
"created": "2023-10-06T05:23:58.569Z",
"l ast Modi fied": "2023-10-06T05: 23: 58. 569Z"
"resourceType": "G oup",
"location": "https://<oci-iamdomain-url>:443/adm n/vl/ G oups/
2¢715a2f 00b44e3f ab0dced1c5798d84"
}1
"id": "2c715a2f 00b44e3f ab0dced1c5798d84",
"ocid":
“oci d1. group. ocl. . aaaaaaaaenl 5su2ej gkzonyj dcrtt 52nvgf k53zgggj p2vfj a5l ya742dqnqg
"schemas": |
“urn:ietf:params:sci mschenas: core:2.0: G oup”,

“urn:ietf:paranms:scimschemas: oracl e:idcs: extension: group: G oup”
] L
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk

a 1
"conpart ment Cci d":
"oci dl.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci dl.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

"urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
“member shi pType": "static"
}

b,
{
"di spl ayNane": "SCP_READ',
"i dcsLast Modi fiedBy": {
"type": "App",
"val ue": "4ed77d9256654268aa286ecl1a959dbe2",
“di splay": "idcsjob",
"ocid":
"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpq"
"$ref": "https://<oci-iamdomain-url>: 443/ adm n/v1l/ Apps/
4ed77d9256654268aa286ec1a959dbe2"

b
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"i dcsCreatedBy": {
"type": "User",
"ocid":
"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpq"
“display": "Shreyas Rao B",
"val ue": "fc0f9952563e4b4399f 4869f c066673d",
"$ref": "https://<oci-iamdomain-url>: 443/ admi n/v1l/ Users/
f c0f 9952563e4b4399f 4869f c066673d"
¥

"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: G oup”:

{
“description": "Has access to only SCP resources and can only
per f orm READ Managed bjects of SCP."
¥
"meta": {
"version": "8alf0617369a444da296ef 6ce2b73a9e",
"created": "2023-11-14T09: 05: 28. 4132",
"l ast Modi fied": "2024-01-25T03: 56: 30. 173Z",
"resourceType": "G oup",
"location": "https://<oci-iamdomain-url>:443/adni n/vl/ G oups/
5d315d352e8c4af 38e590b71ed6d2699"
¥
"id": "5d315d352e8c4af 38e590h71ed6d2699",
"ocid":
“oci d1. group. ocl. . aaaaaaaava7e65qhunBt at qzzk43t qyb5f 7t xwb56ukbht | xf 5neb54yy4oq
"urn:ietf:params:sci mschenas: oracle:idcs: extension: OCl Tags": {
“definedTags": |

{
"key": "CreatedBy",
"namespace": "Oracl e- Tags",
“val ue": "corp/shreyas. b@racl e. cont
¥
{
"key": "CreatedOn",
"namespace": "Oracl e- Tags",
"val ue": "2023-11-14T09: 05: 28. 3912"
}
]
¥
"schemas": |

“urn:ietf:paranms:sci mschenas: core:2.0: Goup",
“urn:ietf:paranms:sci mschenas: oracle:idcs: extension: OCl Tags",

“urn:ietf:paranms:sci mschemas: oracl e:idcs: extension: group: G oup”
] 1
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk

a 1
"conpartment Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl.. aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",
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“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
"menber shi pType": "static"
}
b,
{
"di spl ayNane": "SCP_WRI TE",
"i dcsLast Modi fiedBy": {
"type": "App",
"val ue": "4ed77d9256654268aa286ec1a959dhe2",
“display": "idcsjob",
"ocid":
"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢cx3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpqg"
"$ref": "https://<oci-iam domain-url>: 443/ adm n/v1/ Apps/
4ed77d9256654268aa286ec1a959dbe2"

}1

"i dcsCreatedBy": {
Iltypell: n Lberll’
"ocid":

"oci dl. user.ocl..aaaaaaaa7i et h5a2q72052uu56¢x3xwi ggl dj pndp63zt 7j o4a7hhhcnyvpqg"
“display": "Shreyas Rao B",
"val ue": "fc0f9952563e4b4399f 4869f c066673d",
"$ref": "https://<oci-iamdomain-url>: 443/ admi n/v1/ Users/
f c0f 9952563e4b4399f 4869f c066673d"
} y

"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: G oup”:

{
"description": "Has access to only SCP resources and can
perform CRUD operations on Managed bjects."”
} L
n rret aIl : {
"version": "f4fcceb2a4014355a0a099ea22f 0f 2da",
"created": "2023-11-14T09: 05:39.001Z",
"l ast Modi fied": "2024-01-25T03: 56: 30. 043Z",
"resourceType": "G oup",
"location": "https://<oci-iam domain-url>:443/adm n/vl/ G oups/
d29818f c6ald4be9883699766a8f 026¢"
} L
"id": "d29818f c6ald4be9883699766a8f 026¢c",
"ocid":
"oci dl1. group. ocl. . aaaaaaaahwdyf gkvz42t szor y5nkz4kuha6i uwah26j 4pgt uyhi c3gssq2j q
"urn:ietf:params:sci mschenas: oracle:idcs: extension: OCl Tags": {
"definedTags": [

{

"key": "CreatedBy",

"namespace": "Oracl e- Tags",

“val ue": "corp/shreyas. b@racl e. cont
¥
{

"key": "CreatedOn",

"namespace": "Oracl e- Tags",

"val ue": "2023-11-14T09: 05: 38.977Z"
}
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]
}

chemas": [
“urn:ietf:parans:sci mschenas: core: 2.0: Goup",
“urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: OCl Tags",

“urn:ietf:parans:scimschenas: oracl e:idcs: extension: group: G oup”
] L
"domai nCci d":
"oci d1. domai n. ocl. . aaaaaaaat zwhl abvhqwnvj 6ei aoksj wge2sxxwzl snbzl j r 3t t cs5nj 6kgk
aIl7
"conpart ment Cci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3

43",

"tenancyCci d":
"oci d1.tenancy. ocl. . aaaaaaaa5oqwzi y4bngi ebry6l et ze4s2ap5x5pv4esur hc6poj wedwxe3
43",

"urn:ietf:paranms:sci mschenas: oracl e:idcs: extension: dynanic: Goup": {
“menber shi pType": "static"
}

}
]

tartlndex": 1,
"itemsPerPage": 50

3.10 Delete a group

CNC Console uses Del ete a group REST API to delete a group.

Type: DELETE
URI:
/admi n/ v1/ G oups/ {{groupi d}}

Sample URI:

https://<oci-iam domai n-url >/ adm n/v1l/ G oups/{{groupid}}

Sample group:

{{
"di spl ayNane": "Exanpl eG oup”,
“id": "fafc...6ad",
"ocid": "ocidl.group.ocl...4fq",
}
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Populate {{groupid}} as "id" of sample group

Example curl command:

curl --location --request DELETE 'https://<oci-iam domain-url>/admn/vl/

G oups/ f 4f clef ec8a1478f be858chbe95456ad’ \
--header 'Authorization: Bearer

eyJhbGei O JSUZI AN ISl .o oov oo _LcCZYWDQIJTI of 2PI8y1W 09l 2Q

Example of the Response Body

The following is the example of the response body:

204 No Content

3.11 Update group details

CNC Console uses Updat e group details REST API to update group details.

Type: PATCH
URI:
[ admi n/ v1/ G oups/ {{groupi d}}

Sample URI:

https://<oci-iam domai n-url >/ adnin/v1l/ G oups/ {{groupid}}

Sample group:

{{
"di spl ayNane": "Exanpl eGroup",
"id': "f4fc.. . 6ad",
"ocid": "ocidl.group.ocl...4fq",
}

Populate {{groupid}} as "id" of sample group

Example curl command:

curl --location --request PATCH 'https://<oci-iam domain-url>/adm n/vl/ G oups/

ef ac9f 16bf 5949318e36¢32f 6¢4b4574' \
--header 'Authorization: Bearer

eyJhbGei O JSUZI AN ISI. ..o _LcCZYwDQIJTI of 2PJ8y1W 09I 2Q |

--header ' Content-Type: application/json' \
--data '{
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"schemas": [
“urn:ietf:parans:scimapi:nmessages: 2. 0: Pat chQp"
] il
"Qperations": [
{
Ilopll: llrepl aCe",
"path": "displ ayName",
"val ue": "Enpl oyees from Exanpl e"
1
]
}I

Example of the Response Body

The following is the example of the response body:

{
"di spl ayNane": "Enpl oyees from Exanpl e",
"i dcsLast Modi fiedBy": {
"type": "User",
"val ue": "5427ea861e2c479895h8375b19c6827a",
“display": "Test User",
"ocid":
"oci d1. user.ocl..aaaaaaaaxszu5pi 3i udj f a2t kkz3onobf nk3ct uqqyg3zsa7gx4sohi kr boq"

"$ref": "https://<oci-iamdomain-url>: 443/ admi n/v1l/ Users/
5427ea861e2c479895h8375b19c6827a"
¥
"i dcsCreatedBy": {
"type": "User",
"ocid": "ocidl.user.ocl...krboqg",
“display": "Test User",
"val ue": "5427ea861e2c479895h8375b19c6827a",
"$ref": "https://<oci-iamdomai n-url>: 443/ admi n/v1l/ Users/
5427ea861e2c479895bh8375b19c6827a"
¥

"urn:ietf:params:sci mschenmas: oracl e:idcs: extension: group: Goup”: {
"description": "Exanple Description"
¥
"meta": {
"version": "7a72fc34066347a9aaf ccf 7258614c4d",
"created": "2024-01-24T08:50: 30.2092",
"l ast Modi fied": "2024-01-24T09: 47: 34. 308Z",
"resourceType": "G oup",
"location": "https://<oci-iam domain-url>:443/adm n/vl/ G oups/
ef ac9f 16bf 5949318e36¢32f 6¢4b4574"
|3
"id": "efac9f 16bf 5949318e36c32f 6¢4b4574",
"ocid": "ocidl.group.ocl...wq",
"external I d": "123456",
"schemas": |
“urn:ietf:params:sci mschenas: core: 2. 0: G oup”,
“urn:ietf:parans:scimschenas: oracl e:idcs: extension: group: G oup”
1,
"domai nCcid": "ocidl.domain.ocl...j6kgka",
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"conpartment Ccid": "ocidl.tenancy.ocl...xe34a",
"tenancyCci d": "ocidl.tenancy.ocl...we34a"

3.12 Assign group to a user

Chapter 3
Assign group to a user

CNC Console uses Assi gn group to a user REST API to assign a group to a user.

Type: PATCH
URI:
/adm n/ v1/ G oups/ {{groupid}}

Sample URI:

https://<oci-iam domai n-url >/ adm n/v1l/ G oups/{{groupid}}

Sample group:

{{
"di spl ayNane": "Exanpl eG oup”,
“id": "fafc...6ad",
"ocid": "ocidl.group.ocl...4fq",
}

Populate {{groupid}} as "id" of sample group

Example curl command:

curl --location --request PATCH 'https://<oci-iam domain-url>/adm n/vl/ G oups/

ef ac9f 16bf 5949318e36¢32f 6¢c4b4574" \
--header ' Content-Type: application/json' \
--header 'Authorization: Bearer

eyJhbGci QG JSUzI AN Isl. ... _LcCZYWDQIJTI oj 2PJ8y1W 0l 2Q \
--data '{
"schenmas": [

"urn:ietf:parans:scimapi:nessages: 2. 0: Pat chQp"

],

"Qperations": [

{
"op": "add",
"path": "menbers",
"value": [
{
"val ue": "<userid>",
"type": "User"
}
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}
]
p

Sample user format:

{
"id": 12...x3,

"ocid": "ocidl...op",
"user Nane": "testuser"

Populate <userid> as "id" of Sample User

Example of the Response Body

The following is the example of the response body:

{
"di spl ayNanme": "Enpl oyees from Exanpl e",
"i dcsLast Modi fiedBy": {
"type": "User",
"val ue": "5427ea861e2c479895b8375b19c6827a",
"display": "Test User",
"ocid": "ocidl. user.ocl...krboqg",
"$ref": "https://<oci-iamdomain-url>:443/admi n/vl/ Users/
5427ea861e2c479895b8375b19c6827a"
¥
"idcsCreatedBy": {
"type": "User",
"ocid": "ocidl. user.ocl...krboqg",
"display": "Test User",
"val ue": "5427ea861e2c479895b8375b19c6827a",
"$ref": "https://<oci-iamdonmain-url>:443/admi n/vl/ Users/
5427ea861e2c479895b8375b19c6827a"

}

rn:ietf:parans: scimschenmas: oracl e:idcs: extension: group: Goup": {
"description": "Exanple Description”
¥
"meta": {
"version": "7a72fc34066347a9aaf ccf 7258614c4d"
"created": "2024-01-24T08:50: 30. 2092",
"l ast Modi fied": "2024-01-24T09: 47: 34. 308Z"
"resourceType": "G oup",
"l ocation": "https://<oci-iamdomain-url>:443/adm n/vl/ G oups/
ef ac9f 16bf 5949318e36¢32f 6¢4b4574"
¥
"id": "efac9f 16bf 5949318e36¢32f 6¢4b4574",
"ocid": "ocidl.group.ocl...oewq",
"external Id": "123456"
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"schemas": |
“urn:ietf:params:sci mschenas: core:2.0: G oup”,
“urn:ietf:parans:scimschenas: oracl e:idcs: extension: group: G oup”
1,
"domai nCcid": "ocidl.domain. ocl...j6kgka",
"conpartment Ccid": "ocidl.tenancy.ocl...we34a",
"tenancyCci d": "ocidl.tenancy.ocl...4wxe34a"

3.13 Assign multiple groups to a user

CNC Console uses Assign multiple groups to a user REST API to assign multiple groups
to a user.

Type: POST

URI:

/adm n/v1/ Bul k
/admin/v1/Groups/{{groupid}}

Sample URI:

https://<oci-iam domai n-url >/ adni n/v1l/ Bul k

Example curl command:

curl --location --request PATCH 'https://<oci-iam donain-url>/adm n/vl/ G oups/
ef ac9f 16bf 5949318e36¢32f 6¢4b4574" \

--header ' Content-Type: application/json' \

--header 'Authorization: Bearer

eyJhbGci G JSUzI INN ISl ...t _LcCzZYwDQJIJTI 0j 2PJ8y1W @91 2Q \
--data '{
"schemas": [

"urn:ietf:parans:scimapi:nessages: 2. 0: Pat chQp"

I8

"Qperations": [

{
"op": "add",
“path": "menmbers",
“value": [
{
"val ue": "<userid>",
"type": "User"
}
]
1

Example of the Response Body
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The following is the example of the response body:

curl --location 'https://<oci-iamdonain-url>/adnin/vl/Bulk' \
--header ' Content-Type: application/json' \
--header 'Authorization: Bearer

eyJhbGci O JSUzI INiIsl................. _LcCZYWDQIJTI oj 2PJ8y1W 91 2Q \
--data '{"schenmms":["urn:ietf:params:scimapi:nmessages: 2.0: Bul kRequest"],
"Qperations":

[

{

“met hod":; " PATCH', "pat h": "/ G oups/ <gr oupi d>",
"data":{"schemas":["urn:ietf:parans:scimapi:messages: 2.0: Patch"],
"Qperations":[{"op":"add", "path": "nenbers", "val ue":

[{"val ue":"<userid>","type":"User"}]}]}

b

{

“met hod":; " PATCH', "pat h": "/ G oups/ <gr oupi d>",
"data":{"schemas":["urn:ietf:parans:scimapi:messages: 2.0: Patch"],
"Qperations":[{"op":"add", "path": "nenbers", "val ue":
[{"value":"<userid>","type":"User"}]}]}

—— —

Populate different groups with <groupid>, to assign multiple groups to user, <userid>

Sample user format:
{
"id": 12...x3,

"ocid": "ocidl...op",
"user Nane": "testuser"

Populate <userid> as "id" field of sample User

Sample group format:

{
"di spl ayNane": "Exanpl eG oup”,
“id": “"fafc...6ad",
"ocid": "ocidl.group.ocl...4fq",
}
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Populate <groupid> as "id" of sample group
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