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About This Guide

ORACLE

About This Guide

The Oracle® Enterprise Communications Broker Administrator's Guide provides the following
information about the (Communications Broker) hardware and software.

e Supported platforms

e How to get the system operational

e Initial configuration

e Maintenance and troubleshooting

Oracle Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Documentation Set

The following table describes the documentation set for the Communications Broker.

Document Name

Document Description

Release Notes

Administrator's Guide
User's Guide

Embedded Help system

SBC Family Security Guide

Contains information about the current release,
including specifications, requirements, new
features, enhancements, inherited features, known
issues, caveats, and limitations.

Describes how to deploy the system.

Describes how to configure SIP signaling
management and how to tailor the system to
specific needs.

Contains task-oriented topics for configuring,
administering, maintaining, and troubleshooting the
Communications Broker hardware and software.

Provides information about security considerations
and best practices from a network and application
security perspective for the Enterprise family of
products.

Related Documentation

The following table describes related documentation for the Communications Broker.

Document Name

Document Description

Administrative Security Essentials Guide

ACLI Reference Guide

Contains conceptual and procedural information for
supporting the Admin Security and Admin Security
with ACP feature sets.

Contains explanations of how to use the ACLI, as
well alphabetical listings and descriptions of all
ACLI commands and configuration parameters.
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Document Name Document Description

Accounting Guide Contains information about accounting support,
including details about RADIUS and Diameter
accounting and FTP push.

Revision History

The following table lists changes to this document and the corresponding dates of publication.

Date Description
July 2024 Initial Release Oracle Enterprise Communications
Broker 4.2.0.

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support (CAS) can assist
you with My Oracle Support registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/
index.html. When calling, make the selections in the sequence shown below on the Support
telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking, and Solaris Operating System Support.
3. Select one of the following options:
*  For technical issues such as creating a new Service Request (SR), select 1.

e For non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer
Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or call the Oracle
Support hotline for your local country from the list at http://www.oracle.com/us/support/contact/
index.html. The emergency response provides immediate coverage, automatic escalation, and
other features to ensure that the critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely affects
service, traffic, or maintenance capabilities, and requires immediate corrective action. Critical
situations affect service and/or system operation resulting in one or several of these situations:

«  Atotal system failure that results in loss of all transaction processing capability
e Significant reduction in system capacity or traffic handling capability
e Loss of the system's ability to perform automatic system reconfiguration

e Inability to restart a processor or the system
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e Corruption of system databases that requires service affecting corrective actions
* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Under the Oracle Communications sub-header, click the Oracle Communications
documentation link.
The Communications Documentation page appears. Most products covered by these
documentation sets appear under the headings "Network Session Delivery and Control
Infrastructure” or "Platforms."

4. Click on your Product and then Release Number.
A list of the entire documentation set for the selected product and release appears.

5. To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.
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Applicable Platforms

Oracle provides the Oracle Enterprise Communications Broker (referred to as Communications
Broker in this document) as an appliance and as an application for operation on virtual
machines. When running as an appliance, Oracle packages the Communications Broker
software with the Oracle Server X9-2 and X8-2 for Communications. When running as a virtual
application, you can deploy the Communications Broker software on any third-party Common
Off The Shelf (COTS) hardware that meets the specified guidelines.

Instructions for installation and maintenance of the Oracle Server X9-2 and X8-2 for
Communications are common to the Session Border Controller, Session Router, and other
appliance applications.

The Oracle Server X9-2 and X8-2 for Communications documentation identifies all of the
hardware interfaces. For cabling the applicable Communications Broker interfaces, as named
in the hardware documentation, use:

e sOp0O—Service access

+ wancomO—Management access

e wancoml/wancom2 —High Availability (HA) access
*  SER MGT(COM1)—Serial management access

Run the application as a virtual machine over a VM system, such as Oracle VM Server, and
use VM management software, such as Oracle VM Manager, to create and maintain your
virtual machines.

For Virtual Machine installation instructions, see the "Platforms" chapter of the Oracle
Enterprise Session Border Controller ACLI Configuration Guide. If you use COTS hardware,
see the applicable documentation provided by your hardware vendor.

Software Packaging

ORACLE

The P-CZ 4.2.0 build image is labeled nnPCZ420.bz. The image is compressed by the zlib
software library and includes all software components needed to install and operate the Oracle
Enterprise Communications Broker (Communications Broker).

< Note:

Note that you must obtain a license if you want to use TLS for media and signaling.
You do not need a TLS license for SSH, SFTP, and HTTP operations. See "Add a
License with the Set License Function."

Communications Broker software delivered for virtual machines includes the following
packages:

1-1
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Image Name Description

nnPCZ420.bz Standalone compressed image - This .bz image
package is primarily used to load and operate
theCommunications Broker software as an
appliance.
You can also use the .bz image for existing virtual
machines. Create your virtual machine according to
specifications. Then copy this image to your
machine ( /code), and point your boot parameters
to it.

nnPCz420-img-bin.ova Virtual Machine Template - Import to a virtual
machine hypervisor to create the entire machine.

Caveats and Limitations for X9-2 Support

Following are the caveats and limitations for X9-2 support in Communications Broker 4.2.0
Release.

* NVME is not supported in the Communications Broker 4.2.0 Release.

e Storage partitioning to Boot disk and system disk is not supported. This also should not
affect any functionality, as from a product perspective, we do not change the /boot , / code
partitions.

* VMWare is not supported on X9-2 in the Communications Broker 4.2.0 Release.

Oracle Server X9-2 Platform Preparation

ORACLE

Oracle Communications produces a variety of software products that run on the Oracle Server
X9-2 platform, including Oracle session delivery applications.

Use your Hardware documentation to install and establish system management by way of
Oracle Integrated Lights Out Manager (ILOM). Then use the steps below to prepare the Oracle
X9-2 for session delivery software installation.

1. Confirm applicable firmware on the server.

e To check the firmware versions installed in the server, go to the ILOM web interface,
and navigate to System Information, Firmware.

e Software and firmware versions qualified for use with Oracle Session Delivery products
include:

— ILOM —v5.1.0.20
— BIOS — 61060500

2. Upgrade or downgrade the firmware on the server as necessary. See the ILOM
documentation for ILOM upgrade instructions.

3. Configure the BIOS settings. (Settings navigation may differ based on the BIOS version.)

a. Observe the boot procedure, logged to the console during bootup, and use the
documented key sequence to interrupt the boot and display the BIOS configuration
dialogs. For example, pressing the F2 key is a common way to enter BIOS
configuration from a terminal application that supports function keys.

b. Navigate to the Boot menu and, depending on the software distribution you are using,
set the USB or CD as the first device followed by the disk controller. (Navigation: Boot)
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c. Disable Hyper-Threading. (Navigation: Advanced, Processor Configuration, Hyper-
Threading)

d. Disable CPU power limit. (Navigation: Advanced / CPU Power Management
Configuration)

e. Disable C6 Reporting. (Navigation: Advanced / CPU Power Management
Configuration, CPU C6 report)

f. Change Energy Performance to Performance. For example, set
"ENERY_PERF_BIAS_CFG" mode to "PERF". (Navigation: Advanced / CPU Power
Management Configuration, Energy Performance)

g. To decrease boot up time, Oracle recommends disabling Intel PXE Boot Agent for both
onboard and NIC ethernet ports. Press F2 and navigate to Advanced, Network Stack
Configuration. Then disable IPv4 PXE support.

# Note:

PXE boot is not supported in this release.

h. Reboot the server.

4. Perform a cold shutdown by removing all system power.

Available Connections

Please read all of the information for each of the available connections prior to cabling the
Oracle Server X9-2.

Port Description You Need:
NET MGT Provides a 10/100/1000 BASE-T Category 6 (or better) Ethernet
Ethernet connection to the cable to connect the NET MGT

Service Processor (SP) through  port to your network

an RJ-45 connector. The NET IP address for this port (required
MGT port provides support from DHCP or a static address)
connections to the SP using the

Oracle Integrated Lights Out

Manager (ILOM) CLI and Web

interface. By default, the NET

MGT port is configured to use

DHCP to automatically obtain an

IP address. Alternatively, you can

assign a static IP address to the

NET MGT port. To use the NET

MGT port, you must configure its

network settings. When

configured, use the NET MGT

port IP address to log on to the

device using a browser or secure

shell.
NET O The 1 Gbps host management A Category 6 (or better) Ethernet
RJ-45 connector port enables you cable to connect to the NET O
to connect the Oracle Server port to your network
X9-2 to your network. Network parameters such as an

IP address (can be provided by
DHCP services or assigned a
static address in the OS)

ORACLE 13
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Port

Description

You Need:

SER MGT (COM1)

USB

Provides a TIA/EIA-232 serial
Oracle/Cisco standard connection
to the SP through an RJ-45
connector.

SER MGT (COML1) connects to
either Service Processor by
default, but can be redirected to
the host.

Default settings:

¢ 8N1: eight data bits, no
parity, one stop bit

e 115200 baud

Provides USB3.0 connection to
the computer. You can connect
and disconnect USB cables to the
USB port without affecting server
operations.

A terminal device (For example,
terminal, connection to a terminal
server, or computer such as a
laptop running terminal emulation
software)

A cable to connect the terminal
device to the SER MGT (COM1)
port

Installation media
Note: Maximum USB cable
length: 5 meters

X9-2 Back Panel Connectors and Ports

The following figure shows the locations of cable connectors and ports on the back of Oracle
Server X9-2 and the cables and devices that you connect to them.

ORACLE
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Call Out

Cable Port or Expansion Slot

Description

1

Power supply O input power
Power supply 1 input power

The server has two power supply
connectors, one for each power
supply, labeled PSO and PS1.
Power supply 0 input power and
Power supply 1 input power both
connect to a rack power
distribution unit (PDU).

Do not attach power cables to the
power supplies until you finish
connecting the data cables to the
server. The server goes into
Standby power mode, and the
Oracle ILOM service processor
initializes when the AC power
cables are connected to the
power source. System messages
might be lost after 60 seconds if
the server is not connected to a
terminal, PC, or workstation.

Oracle ILOM signals a fault on
any installed power supply that is
not connected to an AC power
source, which might indicate a
loss of redundancy.

OCP-V3 NIC QSFP

(Optional) 10/25/50/100/200 Gbs
Open Compute Project (OCP)
Version 3.0 (V3) Network
Interface Card (NIC) with two
QSFP ports (PORT 1 and PORT
2)

Two QSFP 28/56 GbE Ethernet
connectors for the Ethernet
controller.

Note: These ports are not used
for the Session Router or
Enterprise Session Router.

Network management port (NET
MGT)

The service processor NET MGT
port is the optional connection to
the Oracle ILOM service
processor. The service processor
NET MGT port uses an RJ-45
cable for a 100/1000BASE-T
connection.

The NET MGT port is configured
by default to use Dynamic Host
Configuration Protocol (DHCP).

Host Management Ethernet port
(NET 0)

NET 0: 1 Gbps Host
Management RJ-45 connector
port

The host management Ethernet
port enables you to connect the
system to the network. The
Ethernet port uses an RJ-45
cable for a 1 Gbps Host
Management connection.
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Call Out Cable Port or Expansion Slot Description
5 Serial management port (SER The service processor SER MGT
MGT) port uses an RJ-45 cable and

terminal (or emulator) to provide
access to the Oracle ILOM
command-line interface (CLI).
Using Oracle ILOM, you can
configure it to connect to the
system console.

This port does not support
network connections.

6 USB port The USB port supports hot-
plugging. You can connect and
disconnect a USB cable or a
peripheral device while the server
is running without affecting
system operations.

Cable the Oracle Server X9-2

ORACLE

After mounting the Oracle Server X9-2 in an equipment rack and installing all components, use
the following instructions to connect all appropriate data cables to the ports before powering
the system up and beginning the configuration.

Oracle qualified the following configurations of the Oracle Server X9-2.
e Configuration A: A four-port 10GBASE-T Ethernet NIC

»  Configuration B: A four-port 10-Gigabit QSFP+ NIC

e Configuration C: A two-port 40-Gigabit QSFP+ NIC

The quad-port NICs use Intel XL710 series cards.

On board interfaces for all configurations include:

e One 100/1000 BASE-T RJ-45 Oracle Integrated Lights Out Manager (ILOM) service
processor (SP) network management (NET MGT) port

e One 1 Gbps Host Management RJ-45 connector port, labeled NET 0
e One RJ-45 serial management (SER MGT) port

1-6
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Figure 1-1 Oracle Server X9-2 Configuration A: four-port 10GBASE-T Ethernet NIC

sOpl
1p0
spare slp slpl
wancom2 s0p0
wancoml unused

Figure 1-2 Oracle Server X9-2 Configuration B: four-port 10-Gigabit QSFP+ NIC

spare sOpl
wancom?2 slp0 | slpl

< Note:

The spare port can be used for the sOp0 Interface.
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Figure 1-3 Oracle Server X9-2 Configuration C: two-port 40-Gigabit QSFP+

Option 2:  sOpO Optional
Two 40G cables
sOpl
RS Option 2:
wAnEkma Two 40G sipl
wancoml unused cables s1p0

s0p0 sOp2 Option 1:
Option 1: s1p0 slp2 One 40G to
One 40G to sOp3 four 10G cable
four 10G cable S0Pl

slpl

Oracle recommends using Category 6 (or better) for all Ethernet connections.

You do not need to use every port for proper operation.

Cable the Local Console

ORACLE

You can connect the Administration console to the local SER MGT (COML1) serial console port.
You can also operate the console using serial emulation over ILOM.

To cable a console connection:
* Connect a serial console cable with an RJ-45 connector to the SER MGT port.
e Connect ethernet to the ILOM port and use serial emulation.

When configuring boot loader parameters, set the Console Device to COM1. Never use
COM2 or VGA. The Oracle Server X9-2 server cannot boot the system when set to the default
of VGA. You must change this bootparameter when deploying over this platform.

Refer to the section "Change Boot Parameters by Interrupting a Boot in Progress" within the
Installation and Platform Preparation Guide to learn how to set your Console Device
bootparameter to "COM1". Refer to Set Up a Remote Console to learn how to run an SSH
session via iLOM using Virtual Serial Port Emulation.

Follow this procedure to cable your console:

1. Locate the appropriate cables to connect to the Oracle Server X9-2.

2. To cable a serial connection, insert the serial console cable into the SER MGT (COM1)
port.

Figure 1-4 Connecting to USB and SER MGT (COM1) Ports

COM1 UsSB
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# Note:

Refer to the Oracle Server X9-2 hardware documentation for information on how
to configure the terminal application to connect to the console, and how to
establish communications with the Oracle Server X9-2.

For installation procedures, insert the USB stick in the USB port.
Lead the cables neatly away from the rear panel.

Plug in the cables to their respective destination components.

Connect ILOM to the Oracle Server X9-2

Use the following procedure to make a connection to the Oracle Server X9-2 Oracle Integrated
Lights Out Manager (ILOM) port. For a remote permanent connection to the Service Processor
over the ILOM connection, use the rear panel NET MGT port.

" Note:

Keep Ethernet cables separated from power cables by at least 60mm where possible
and never run them in the same channel of the rack without segregation.

e Category 6 (or better) Ethernet

Locate the cable to connect to the Oracle Server X9-2 for Communications.

Plug the RJ-45 connector into the ILOM port.

Figure 1-5 Connecting to ILOM over the Network

NET MGT

Lead the cable neatly away from the rear panel.
Connect the other end of the cable to the LAN.

Refer to the Oracle Server X9-2 hardware documentation for information about how to
configure the Web browser application to connect to the console, and how to establish
communications with the Oracle Server X9-2.

Install the Software on the Oracle Server X9-2

ORACLE

Communications Broker 4.2.0 requires software installation when deployed on the Oracle
Server X9-2.

Software installation to Oracle Server X9-2 includes the following high-level steps:

Insert your installation media into the USB slot or connect the 1ISO image by way of Oracle
Integrated Lights Out Manager (ILOM) virtual media.

1-9
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2. Power on the Oracle Server X9-2.

3. Observe the startup process, and press F8 to enter the boot menu when it becomes

available.
4. Select the bootable USB or ISO setting.

# Note:

You may need to scroll through the list to reach the ISO setting.

# Note:

If you are performing ISO installation for the 2", or the 3™ time onwards (not the
18t time.)

a. Press 'e' when the screen prompts.
b. Type factory-default at the end of the line.

c. Press Cirl-x.

5. Save and exit the boot menu.
The Oracle Server X9-2 starts the Communications Broker installation.

6. Change the Console Device boot parameter to COM1 during installation. If you miss this
change during the installation, power on and off the device or catch the boot parameter
interrupt and change as soon as possible.

7. Remove the USB media when prompted by the Oracle Server X9-2.

8. Allow the Oracle Server X9-2 complete the installation process and boot to the newly
installed Communications Broker software.

Next Steps After the Software Installation

ORACLE

Oracle recommends the following steps after installation on the Oracle Server X9-2 platform
onCommunications Broker 4.2.0.

1. Execute the format hard-disk command, per your requirements. See the "Formatting the
Disk Volume" for reference and instructions.

2. Turn off the Communications Broker using the Halt command. This provides a graceful
software shutdown, after which the hardware is still powered on.

3. Power cycle the hardware using the power switch, a power controller, or by physically
disconnecting and reconnecting the power cable.

To configure Communications Broker, refer to the ACLI Configuration Guide.
Boot parameter changes to consider prior to service configuration include:

* Set the Target Name to your preferred Communications Broker name.

* Setthe Console Device to COML1 (serial).

e Setthe IP Address to your preferred management port IP address.

« Set the Netmask for your management port IP address.
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Set the Gateway address for your management port IP address.

# Note:

The boot parameters default Boot File is “/boot/bzimage”. Be aware that upgrading
code includes obtaining images with, for example, an PCz prefix and the .bz file
extension.

Oracle Server X8-2 Platform Preparation

Oracle Communications produces a variety of software products that run on the Oracle Server
X8-2 platform. See the Release Notes for which Oracle Communications applications run on
the X8-2.

ORACLE

Use your Hardware documentation to install and establish system management by way of
Oracle Integrated Lights Out Manager (ILOM). Then use the steps below to prepare the Oracle
X8-2 for session delivery software installation.

1.

# Note:

The ILOM Cable Connection procedure also displays ILOM cabling.

Confirm applicable firmware on the server.

To check the firmware versions installed in the server, go to the ILOM web interface,
and navigate to System Information, Firmware.

Software and firmware versions qualified for use with Oracle Session Delivery products
include:

- ILOM—v4.0.3.34
— BIOS—51.01.01.00

Upgrade or downgrade the firmware on the server as necessary. Go to https://
docs.oracle.com/cd/E81115_01/index.html for ILOM upgrade instructions.

Configure the BIOS settings. (Settings navigation may differ based on the BIOS version.)

a.

Observe the boot procedure, logged to the console during bootup, and use the
documented key sequence to interrupt the boot and display the BIOS configuration
dialogs. For example, pressing the F2 key is a common way to enter BIOS
configuration from a terminal application that supports function keys.

Navigate to the Boot menu and, depending on the software distribution you are using,
set the USB or CD as the first device followed by the disk controller. (Navigation: Boot)

Disable Hyper-Threading. (Navigation: Advanced, Processor Configuration, Hyper-
Threading)

# Note:

Refer to "Hyperthreading and CPU Affinity" in the Session Border Controller
Installation Guide for Oracle guidelines on the use of Hyper-threading.
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d. Disable CPU power limit. (Navigation: Advanced / CPU Power Management
Configuration)

e. Disable C6 Reporting. (Navigation: Advanced / CPU Power Management
Configuration, CPU C6 report)

f. Change Energy Performance to Performance. For example, set
"ENERY_PERF_BIAS_CFG" mode to "PERF". (Navigation: Advanced / CPU Power
Management Configuration, Energy Performance)

g. To decrease boot up time, Oracle recommends disabling Intel PXE Boot Agent for both
onboard and NIC ethernet ports. Press F2 and navigate to Advanced, Network Stack
Configuration. Then disable IPv4 PXE support.

" Note:
PXE boot is not supported in this release.
h. Reboot the server.

4. Initialize the Hard Disk Drive.

a. Open the ILOM remote system console to observe the system's boot cycle, and
interrupt the boot cycle to enter the MegaRAID configuration utility.

Figure 1-6 Selecting RAID Configuration

Aptio Setup Utility - Copyright (C) 2017 American Meg

b. Navigate the utility to establish your virtual drive's operation, initially including the
Configure action.
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Figure 1-7 Begin RAID Configuration

Aptio Setup Utility - Copuyright (C 017 American M

» Configure

c. Clear the configuration, regardless of the initial state.

Figure 1-8 Clear Any Existing RAID Configuration

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.
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d. Access the menu from which you create a virtual drive.

Figure 1-9 RAID - Create Virtual Drive

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

= Virtual Drive

e. Setthe RAID level to RAID-1.

Figure 1-10 Set Drive to RAID1

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

[RATID1]
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f. Select your drives.

Figure 1-11 RAID - Select Drives

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

g. Itis common to select all drives at this point.

Figure 1-12 Select All Drives

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

Check A1l
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h. Save the RAID configuration.

Figure 1-13 Save RAID Configuration

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

e Configuration

i. The system allows you to Confirm your configuration and continue with initialization.
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Figure 1-14 Initialize RAID Configuration

Aptio Setup Utility - Copuyright (C

Contirm [Disabled]

j.  After the initialization completes, return to the Main Menu to Save and Exit.

Figure 1-15 Exit RAID Configuration

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

«it Setup

Save configuration and exit?

ORACLE 117



Chapter 1

Oracle Server X8-2 Platform Preparation

5. Perform a cold shutdown by removing all system power.

Available Connections

Please read all of the information for each of the available connections prior to cabling the

Oracle X8-2.

Port

Description

You Need:

NET (0-2)

NET MGT

SER MGT (COM1)

ORACLE

From left to right:
* 1 GigE ports - Net 0
e 10 GigE ports - Net 1, Net 2

Enables you to connect the X8-2
to your network.

Provides a 10/100/1000 BASE-T
Ethernet connection to the
Service Processor (SP) through
an RJ-45 connector. The NET
MGT port provides support
connections to the SP using the
Oracle Integrated Lights Out
Manager (ILOM) CLI and Web
interface. By default, the NET
MGT port is configured to use
DHCP to automatically obtain an
IP address. Alternatively, you can
assign a static IP address to the
NET MGT port. To use the NET
MGT port, you must configure its
network settings. When
configured, use the NET MGT
port IP address to log on to the
device using a browser or secure
shell.

Provides a TIA/EIA-232 serial
Oracle/Cisco standard connection
to the SP through an RJ-45
connector.

SER MGT (COML1) connects to
either Service Processor by
default, but can be redirected to
the host.

Default settings:

*  8N1: eight data bits, no
parity, one stop bit

e 9600 baud (change to
115200 baud)

*  Disable hardware flow
control (CTS/RTS)

»  Disable software flow control
(XON/XOFF)

A Category 6 (or better) Ethernet
cable to connect to the NET O
port to your network

Network parameters such as an
IP address (can be provided by
DHCP services or assigned a
static address in the OS)

Additional Category 6 (or better)
Ethernet cables and Ethernet
addresses as needed for
additional connections to NET 0,
1and 2.

Category 6 (or better) Ethernet
cable to connect the NET MGT
port to your network

IP address for this port (required
from DHCP or a static address)

A terminal device (For example,
terminal, connection to a terminal
server, or computer such as a
laptop running terminal emulation
software)

A cable to connect the terminal
device to the SER MGT (COM1)
port
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Port Description You Need:

uUSB Provides USB3.0 connectionto  Installation media
the computer. You can connect Note: Maximum USB cable
and disconnect USB cables to the length: 5 meters
USB port without affecting server
operations.

Cable the Oracle X8-2

After mounting the Oracle X8-2 in an equipment rack and installing all components, use the
following instructions to connect all appropriate data cables to the ports before powering the
system up and beginning the configuration.

Oracle qualified the following configurations of the Oracle X8-2.

e Configuration A: One Four-port 10 GigE NIC

e Configuration B: Two Four-port 10 GigE NICs (each of the three slots are qualified)

e Configuration C: One QSFP NIC (in quad port mode only) and ONE Four-port 10 GigE NIC

# Note:

The X8-2 does not support the 40G interface speed.

On board interfaces for all configurations include:

*  One RJ-45 serial management (SER MGT) port

One 10/100/1000BASE-T RJ-45 Oracle Integrated Lights Out Manager (ILOM) service
processor (SP) network management (NET MGT) port

One 1000BASE-T RJ-45 Gigabit Ethernet (GbE) port, labeled NET O
Two 10/25GbE SFP+ Ethernet ports, labeled NET 1 and NET 2
*  Two 10GBASE-T RJ-45 Gigabit Ethernet (GbE) ports, labeled NET 1 and NET 2

# Note:

The 10/25GbE SFP+ Ethernet NET 1 port is the HA port. When using an SFP+ port,
network connectivity is disabled on the 10GBASE-T RJ-45 GbE (NET 1) Ethernet
port.
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Figure 1-16 Oracle X8-2 Configuration A (4x10 GigE NIC)

slpl
1

NETMGT Netl SERMGT
(ILOM) (Wancom1) (com1)
NetD Net2
(Wancom0) (Wancom2)

Figure 1-17 Oracle X8-2 Configuration B (Two 4x10 GigE NICs)

slpl sip3
1 3 3

.3'..‘. 3
T
|

NET MGT Netl g
(ILOM) (Wancom1) (com1)
Net0 Net2
(WancomO0} (Wancom2)

Figure 1-18 Oracle X8-2 Configuration B (One QSFP and One 4x10 GigE NICs)

slp3
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slp2 slpO
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Caution:

Please review your Oracle X8-2 Product Notes. Notes for release 1.1.2 describes
physical issues with some optical transceivers installed into an SFP28 port.

Oracle recommends using Category 6 (or better) for all Ethernet connections.

You do not need to use every port for proper operation.

Cable the Local Console

ORACLE

You can connect the Administration console to the local SER MGT (COML1) serial console port.
You can also operate the console using serial emulation over ILOM.

To cable a console connection:
e Connect a serial console cable with an RJ-45 connector to the SER MGT port.
e Connect ethernet to the ILOM port and use serial emulation.

When configuring boot loader parameters, set the Console Device to COM1. Never use
COM2 or VGA. The Oracle X8-2 server cannot boot the system when set to the default of
VGA. You must change this bootparameter when deploying over this platform.

Refer to the section "Change Boot Parameters by Interrupting a Boot in Progress" within the
Installation and Platform Preparation Guide to learn how to set your Console Device
bootparameter to "COML1". Refer to the section Set Up a Remote Console (SSH) to learn how
to run an SSH session via iLOM using Virtual Serial Port Emulation.

Follow this procedure to cable your console:

1. Locate the appropriate cables to connect to the Oracle X8-2.

2. To cable a serial connection, insert the serial console cable into the SER MGT (COM1)
port.

Figure 1-19 Connecting to USB and SER MGT (COM1) Ports

'==-':=.=.:-.ij

L B

USB SER MGT
(COM1)

¢ Note:

Refer to the Oracle X8-2 hardware documentation for information on how to
configure the terminal application to connect to the console, and how to establish
communications with the Oracle X8-2.

3. Forinstallation procedures, insert the USB stick in the USB port.

4. Lead the cables neatly away from the rear panel.
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Plug in the cables to their respective destination components.

Connect ILOM to the Oracle X8-2

Use the following procedure to make a connection to the Oracle X8-2 Oracle Integrated Lights
Out Manager (ILOM) port. For a remote permanent connection to the Service Processor over
the ILOM connection, use the rear panel NET MGT port.

# Note:

Keep Ethernet cables separated from power cables by at least 60mm where possible
and never run them in the same channel of the rack without segregation.

e Category 6 (or better) Ethernet

Locate the cable to connect to the Oracle X8-2 for Communications.
Plug the RJ-45 connector into the ILOM port.

Figure 1-20 Connecting to ILOM over the Network

NET MGT
(ILOM)

Lead the cable neatly away from the rear panel.
Connect the other end of the cable to the LAN.

Refer to the Oracle X8-2 hardware documentation for information about how to configure
the Web browser application to connect to the console, and how to establish
communications with the Oracle X8-2.

Install the Software on the X8-2

The Oracle Communications Session Router (OCSR) requires software installation when
deployed on the Oracle X8-2.

ORACLE

Software installation to Oracle X8-2 includes the following high-level steps:

1.

Insert your installation media into the USB slot or connect the ISO image by way of Oracle
Integrated Lights Out Manager (ILOM) virtual media.

Power on the Oracle X8-2.

Observe the startup process, and press F8 to enter the boot menu when it becomes
available.

Select the bootable USB or ISO setting.

# Note:

You may need to scroll through the list to reach the ISO setting.
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5. Save and exit the boot menu.
The Oracle X8-2 starts the OCSR installation.

6. Change the Console Device boot parameter to COM1 during installation. If you miss this
change during the installation, power on and off the device or catch the boot parameter
interrupt and change as soon as possible.

7. Remove the USB media when prompted by the Oracle X8-2.

8. Allow the Oracle X8-2 complete the installation process and boot to the newly installed
OCSR software.

Next Steps After the Software Installation

Oracle recommends the following steps after installation on the Oracle X8-2 platform on the
OCSR.

1. Execute the OCSR format hard-disk command, per your requirements. See the
"Formatting the Disk Volume" for reference and instructions. .

2. Turn off the OCSR using the Halt command. This provides a graceful software shutdown,
after which the hardware is still powered on.

3. Power cycle the hardware using the power switch, a power controller, or by physically
disconnecting and reconnecting the power cable.

To configure the OCSR, refer to the ACLI Configuration Guide.

Boot parameter changes to consider prior to service configuration include:
e Set the Target Name to your preferred OCSR name.

e Setthe Console Device to COM1 (serial).

e Setthe IP Address to your preferred management port IP address.

e Set the Netmask for your management port IP address.

* Set the Gateway address for your management port IP address.

# Note:

The boot parameters default Boot File is “/boot/bzimage”. Be aware that upgrading
code includes obtaining images with, for example, an SCz prefix and the .bz file
extension.

Cable a Netra Server X8-2 for Acme Packet HA Node

ORACLE

The following procedure explains how to cable a Netra Server X8-2 for Acme Packet High
Availability (HA) node using single rear interface support.

1. Insert one end of an Ethernet cable into wancom1 or wancomz2 on the rear panel of Netra
Server X8-2 for Acme Packet #1. The release tab on the RJ-45 jack clicks into place when
you insert it properly.
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NOT_SUPPORTED:

The Communications Broker 4.0.0 Release enables support for High Availibility
using the Wancom1 or Wancom2 ports. With this enhancement you can use
Communications Broker as HA with either wancoml1 or wancom2 or both
wancoml and wancomz2 ports (wancom2 as redundant interface). Please note,
support for this feature is available on X8-2 hardware. For Wancomz2 support,
connect the cable between the Wancom2 ports on both hardware (similar to
Wancom1).

2. Review the Cabling diagram:

Figure 1-21 Cable the Rear Interface for HA

Netl Net2
(Wancoml) (Wancom2)

F [_ g if-'a sessssninaee
.._...:.. o s o =iy t ..
:f L .'!5;:, am I'l -aa:n..

|
NET MGT SERMGT
(ILOM) (com1)
Net(
(Wancom)

NET MGT NEtl SER MGT
{iLom) (Wancom1) (com1)
NetO Net2
(Wancom0} (Wancom2}

3. Insert the other end of the Ethernet cable into the corresponding management interface on
the rear panel of the Netra Server X8-2 for Acme Packet #2 as shown in the following

illustration.

For example, If you use wancoml or wancom2 on Netra Server X8-2 for Acme Packet
#1, then you connect it to wancoml1 or wancom2 on Netra Server X8-2 for Acme Packet
#2.

HA Cabling

Category 6 Ethernet cables are required for cabling two HA nodes together.
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Rear Panel Cabling for HA

ORACLE"

You can use one connection for High Availability (HA) redundancy support between the two
members of an HA node. Oracle recommends reserving wancomO as the boot and
maintenance interface. You can use wancoml or wancomz2 for sharing HA information.

Figure 1-22 Oracle X8-2 Configuration A (4x10 GigE NIC)

.=:=-'-'-::=~ \

NET MGT Netl SERMGT
{ILOM) (Wancom1) (com1)
NetD Net2
(Wancom0}) (Wancom2|

Figure 1-23 Oracle X8-2 Configuration B (Two 4x10 GigE NICs)

NET MGT Netl g
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Figure 1-24 Oracle X8-2 Configuration B (One QSFP and One 4x10 GigE NICs)
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Cable a Netra Server X8-2 for Acme Packet HA Node

The following procedure explains how to cable a Netra Server X8-2 for Acme Packet High
Availability (HA) node using single rear interface support.

1. Insert one end of an Ethernet cable into wancom1 or wancomz2 on the rear panel of Netra
Server X8-2 for Acme Packet #1. The release tab on the RJ-45 jack clicks into place when
you insert it properly.

NOT_SUPPORTED:

The Communications Broker 4.0.0 Release enables support for High Availibility
using the Wancom1 or Wancom?2 ports. With this enhancement you can use
Communications Broker as HA with either wancom1 or wancom2 or both
wancom1 and wancom?2 ports (wancom?2 as redundant interface). Please note,
support for this feature is available on X8-2 hardware. For Wancom2 support,
connect the cable between the Wancom2 ports on both hardware (similar to
Wancom1).

2. Review the Cabling diagram:

Figure 1-25 Cable the Rear Interface for HA
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3. Insert the other end of the Ethernet cable into the corresponding management interface on
the rear panel of the Netra Server X8-2 for Acme Packet #2 as shown in the following
illustration.

For example, If you use wancoml or wancom2 on Netra Server X8-2 for Acme Packet
#1, then you connect it to wancoml or wancom2 on Netra Server X8-2 for Acme Packet
#2.
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Configure the BIOS Setting

The Netra Server X3-2 requires the following changes to run Oracle Enterprise
Communications Broker. This procedure shows where to make changes in the BIOS setup

utility.
1. Setthe USB slot as the first boot device, making the disk controller the second boot
device.

Aptio Setup Utility - Copyright (C) ZB11 American Megatrends, Inc.

[USB:USBA:ATP ACME Packet 11881

onnected to 172.44.44.32 | mm 0 )] ‘ﬁcﬁve Clients: 1| FPS: 34.6

2. Set Hyper-Threading to Disabled.
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3.

4.
5.
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;| Oracle(R] Integrated I_T&hls QOut Maw Remote Console

Redirection Devices Keyboard Video Help

1] 172.44.11.32

fAptio Setup Utility - Copyright (C) Z2A11 American Megatrend=s, Inc.
Advanced

Processors Enabled for Windous XP a
and Linux (03 optimized

X for Hyper-Threading
Execute Disable Bit [Enabled] Technology) and

Hardware Prefetcher [Enabled] Disabled for other 0S

Ad jacent Cache Line [Enabled] (05 not optimized for
Prefetch Hyper-Threading

DCU Streamer Prefetcher Hyper-Threading Technology). When

DCU IP Prefetcher Disabled 1
Intel Virtualization Enabled <: Select 3creen

Technology 4: Select Item

b CPU Pouwer Management Confi ter: Select

+/-: Change Opt.

F1: General Help

(CTRL+(] from serial
keyboard)

f: Scroll Help Pane Up
fAi: Scroll Help Pane Doun
ESC: Exit

Version 2.14.1219. Copyright (C) Z811 American Megatrends, Inc.

Connected to 172.44.11.32 | R 8 ‘Ac‘ti'\-'e CIients:'1‘FF'8234.8

Change Energy Performance to Performance.

;| Oracle(R] Integrated I_T&hls Out Maw Remote Conscle l

Redirection Devices Keyboard Video Help

1| 172.44.11.32

fiptio Setup Utility - Copyright (C) ZA11 American Megatrends., Inc.
Advanced

CFU Fower Management Configuration Optimize between
performance and pouwer

Power Technology [Custom] savings. Windows ZB888

Intel SpeedStep [Enabled]l and later 0OSes

Turbo Mode [Enabled] overrides this wvalue

CPU C3 Report [Disabled]l according to its power

CFU Cb report Energy Performance plan.

CPU C? report Performance

Package C-States Balanced Performance
Balanced Energy : 3elect Screen

Uncore Frequency Scali|@i=g (IS ST-S1-1%4 i Select Item

er: 3elect

-: Change Opt.

F1: General Help

(CTRL+(] from serial

keyboard)

Q: Scroll Help PFane Up

fi: Scroll Help Pane Doun

ESC: Exit

Version 2.14.1219. Copyright (C) 2811 fimerican Megatrends, Inc.

Connected to 172.44.11.32 | R B ‘Ac‘ti'\-'e Clients: 1|FPS: 34.2

After setting Performance, press Escape to return to the main menu.
Select Save and Exit to apply the changes.

The system reboots using the newly configured settings.
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Virtual Systems

The Communications Broker Software Only distribution is designed to operate on virtual
machines running on generic, off-the-shelf servers. Refer to your version's Release Notes to
see what hypervisors can support the .Communications Broker.

You can install the virtual machine software on the hardware of your choice. The number of
VMs supported by a server is constrained only by the resources on your system.

Minimum VM Resources

Each VM instance requires the following minimum allocation or network resources.
« CPUcores: 5

¢ Memory: 8GB RAM

e Hard drive storage: 40GB

¢ Interfaces: 4 recommended

# Note:

These resources support up to 120,000 users in the database.

If your deployment requires supporting more than 120,000 entries in the user database (up to
one million), use the following resources.

e CPUcores: 8
¢ Memory: 16GB RAM
e Hard drive storage: 40GB

* Interfaces: 4 recommended

Format Hard Drive

Run the command format-hard-drive, as described in the Oracle® Enterprise Session
Director Configuration Guide immediately after successful installation.

Log On to the System

ORACLE

Communications Broker requires you to set passwords for the Admin and User accounts the
first time you power up a new or factory reset system by way of local access. You cannot
access the Admin and User accounts until you set the corresponding passwords. Use either an
SSH connection or console connection when setting passwords. You can log on to the system
after setting passwords.

Before you begin, plan your passwords to meet the following requirements:
e 8-64 characters
* Include three of the following:

— Lower case letters

— Uppercase letters
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— Numerals
— Punctuation

The system leads you through the process for setting the Admin and User passwords, as
follows:

1. Power up Communications Broker.
The system prompts you to set the User account password.

2. Atthe prompt, type acme, and press ENTER. The system prompts you to enter the
password that you want for the User account.

3. Set your User account password, and press ENTER.
4. Type enable, and press ENTER.
The system prompts you to set the Admin account password.
5. Type packet, and press ENTER.
The system prompts you to enter the password that you want for the Admin account.
6. Set your Admin account password, and press ENTER.
The system logs you in as Admin.
7. Type setup prod, and press ENTER.
8. Type 1, and press ENTER.
9. Type 5, press ENTER, and save.
10. Type setup entitlements, and press ENTER.
11. Type 1, and press ENTER.
12. Set the Session Capacity from 0-32000, press ENTER, and save.

13. Type run setup, and press ENTER. This initializes the product and configures, for
example, the HTTP Server object for using the GUI.

See Setting Up System Basics for a complete description of the run setup command and
its equivalent Set Initial Configuration system operation.

14. Access the GUI using the configured management address to proceed with further
configuration.
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Hardware Installation Summary

Installing the Oracle Enterprise Communications Broker (Communications Broker) in your rack
requires the steps summarized below. This checklist is only an overview. It is not designed to
substitute for following the detailed procedures in the hardware installation guides.

If running the Communications Broker as a virtual application, refer to the hardware vendor's
installation instructions for hardware to learn how to access the software while it boots. From a
console connection, there is little difference to the way successful startup appears as an
appliance versus a virtual machine.

1. Unpack the Communications Broker.

2. Install the Communications Broker into your rack.
3. Install power supplies.

4. Install fan modules.

5. Install physical interface cards.

6. Cable the Communications Broker.

Make sure you complete installation procedures fully and note the safety warnings to
prevent physical harm to yourself and/or damage to your Communications Broker.

After you complete the hardware installation procedures, establish a connection to the
Communications Broker. Then load the Communications Broker software image you want
to use and establish basic operating parameters.

Connecting to The Oracle Enterprise Communications Broker

ORACLE

By default, Oracle delivers the Oracle Enterprise Communications Broker (Communications
Broker) with no management IP address. You must set this address the first time you start the
system. See the System Boot section.

You can connect to the Communications Broker through a direct console connection or by
creating a remote SSH session. Both methods provide a wide range of configuration,
monitoring, and management options. IP-based management access, including SSH and the
web GUI, requires an IP address for your management port. This address is specified in the IP
Address boot parameter.

# Note:

The system displays the IP Address parameter with different names, depending on
the context.

* The boot parameters field name is IP Address.

e The initial configuration wancomO address field name is Management Interface IP
Address.

e The ACLI Show Interfaces command field name is wancomO.
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By default, Oracle enables SSH, SFTP, and web GUI connections to the Communications
Broker. The connections are only accessible by way of the IP Address. You cannot use SSH,
SFTP, or the web GUI until you set the IP address.

Depending on the platform, you may need to install the software installation upon first startup.
Use the console connection to perform and monitor software installation. The Communications
Broker requires most configuration by way of the web GUI. Procedures requiring the ACLI
include the following:

e Change the default management interface IP address.
* Format the hard drive.
e Set and change the password.

e Set and change the SIP Monitor and Trace filters.

Local Connections and Time-outs

ORACLE

The ACLI is available through serial and SSH connections. Prior to software installation, you
reach the ACLI through a local, serial connection.

When deploying the Oracle Enterprise Communications Broker (Communications Broker) on a
virtual machine, the virtual machine manager provides console access through a virtual serial
connection. See the documentation for your virtual machine to learn how to access the
console. Working with the virtual machine console is the same as working on dedicated
hardware.

When deploying on dedicated hardware, refer to "Applicable Platforms" in the hardware
documentation for instructions on connecting to the Communications Broker console.

Plug one end of the cable into your terminal and the other end into the RJ-45 port, located on
the back of your server.

To set up a console connection to the Communications Broker:
1. Setthe connection parameters for your terminal to the default boot settings:
e Baud rate: 115,200 bits/second
e Data bits: 8
e Parity: No
e Stopbit: 1
e Flow control: None

2. Connect your PC to the Communications Broker with a serial cable. Refer to your
hardware documentation for the location of your server's serial port.

3. Power on the Communications Broker.

The system boots. Upon successful boot, the system prompts you to log on.
Password:

4. Enter acme when prompted to log into User mode of the ACLI.
The system displays the ACLI's user mode prompt :

ORACLE>
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5. If necessary, enter Superuser mode by typing enable at the ACLI prompt, and press Enter.
The system ACLI prompts you for the superuser password:
ORACLE>enable
Password:

6. Enter packet to log into Superuser mode of the ACLI.

The system changes the ACLI prompt to:
ORACLE#

7. Proceed with system configuration or setup.

You can control the amount of time it takes for your console connection to time out by setting
the Console Timeout parameter in the system configuration. Default: 0, which means no time
out enforcement. When your connection times out, the Communications Broker displays the
login sequence again and prompts you for the passwords.

SSH Connections and Time-outs

You can use SSH to connect to the Oracle Enterprise Communications Broker
(Communications Broker) and provision the Communications Broker remotely through the
management interface over IP. You configure the management interface IP during system
setup, or by way of the Communications Broker boot parameters.

The Oracle Enterprise Communications Broker can support up to five concurrent SSH and
SFTP sessions. Note that only one user can carry out configuration tasks at a time.

To connect to the Communications Broker, you need to know the IP address of its
administrative interface (wancom0). You can find the Communications Broker wancomO IP
address by using the ACLI to display the boot parameter value named IP Address.

You can manage the SSH connections to the Communications Broker by setting certain ACLI
parameters and by using certain commands:

* To view the users who are currently logged into the system, use the show users
command. You can see the ID, timestamp, connection source, and privilege level for active
connections.

e From Superuser mode in the ACLI, you can terminate the connections of other users to
free up connections. Use the Kill user command, with the corresponding connection ID.

*  When you reboot the Communications Broker from an SSH session, you lose IP access
and the connection.

Initiate SSH without Username and Password

ORACLE

Many SSH clients allow you to initiate an SSH connection without specifying a username. To
initiate an SSH connection to the Oracle Enterprise Communications Broker (Communications
Broker) without specifying usernames and SSH user passwords:

1. Open your SSH client.

2. Atthe promptin the SSH client, type the ssh command, a space, the IPv4 address of your
Oracle Enterprise Communications Broker, and press Enter.

The SSH client prompts you for a password before connecting to the Communications
Broker. Enter the Communications Broker User mode password. After authentication, an
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SSH session is initiated and you can continue with tasks in User mode or enable
Superuser mode.

Note that some clients interpret SSH session initiation without a Username as a means of
logging in with your system login name. The preceding procedure does not work for such
clients.

# Note:

You can also create connections to the Communications Broker using additional
Username and password options.

SSH with Username and Password

To initiate an SSH connection to the Oracle Enterprise Communications Broker with an SSH
username and password:

GUI Access

To access theOracle Enterprise Communications Broker (Communications Broker) for ongoing
configuration and management, you must use the GUI. The system allows only a few user and

ORACLE

1.

In the ACLI at the Superuser prompt, type the ssh-password and press Enter. Enter the
name of the user you want to establish. Then enter a password for that user when
prompted. Passwords do not appear on your screen.

SYSTEM# ssh-password

SSH username [saved]: MJones
Enter new password: 95X-SD

Enter new password again: 95X-SD

# Note:

After you configure ssh-password, the SSH login accepts the username and
password you set, as well as the default SSH/SFTP usernames: User and admin.

Configure your SSH client to connect to your Oracle Enterprise Communications Broker’s
management IPv4 address using the username you just created. The standard version of
this command would be:

ssh -1 MJones 10.0.1.57

Enter the SSH password you set in the ACLI.

MJones@10.0.2.54 password: 95X-SD

Enter your User password to work in User mode on the Oracle Enterprise Communications
Broker. Enable Superuser mode and enter your password to work in Superuser mode.

An SSH session window opens and you can enter your password to use the ACLI.

provisioning procedures by way of the ACLI, such as setting the initial management IP address

and changing GUI access passwords. The system does not allow disabling the GUI.
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You can configure GUI access by way of HTTP or HTTPS at the configured management
address, which you must set prior to attempting to log on.

When a user accesses the GUI, the Communications Broker displays the log on screen. Upon
successful log on, the system allows access to the System Administration and Service
Provisioning controls.

Setting Your Login Banner

The Oracle Enterprise Communications Broker allows the user to create and edit the message
displayed in the Login banner dialog, which appears upon successful login.

1. Click the System tab.

The Oracle Enterprise Communications Broker displays the system panel.
2. Open the System Operations Link.

The Oracle Enterprise Communications Broker lists the Systems Operations commands.
3. Click the Set login banner link.

The Oracle Enterprise Communications Broker displays the Set login banner dialog,
which includes a text box allowing the user to write a login message.

4. Type your banner text and save.

The Oracle Enterprise Communications Broker sets the login banner.

System Boot

Whenever your Oracle Enterprise Communications Broker boots, the following information
about the tasks and settings for the system appear in your terminal window.

«  System boot parameters

* From what location the software image is being loaded: an external device or internal flash
memaory

* Requisite tasks that the system is starting
* Log information: established levels and where logs are being sent
e Any errors that might occur during the loading process

After the loading process is complete, the ACLI login prompt appears.

# Note:

You can set boot parameters using the ACLI or the GUI. Boot parameter definitions,
which help you understand what you should set them to, are provided below.

Oracle Enterprise Communications Broker Boot Parameters

ORACLE

Boot parameters specify the information that your Oracle Enterprise Communications Broker
uses at boot time when it prepares to run applications. The Oracle Enterprise Communications
Broker’s boot parameters:

e Allow you to set the IP address for the management interface (wancomO).
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« Allow you to set a system prompt. The target name parameter also specifies the title name
displayed in your web browser and SNMP device name parameters.

» Determine the software image to boot and from where the system boots that image.
e Sets up the username and password for network booting from an external FTP server.

In addition to providing details about the Oracle Enterprise Communications Broker’s boot
parameters, this section explains how to view, edit, and implement them.

When displaying the boot parameters, your screen shows a help menu and the first boot
parameter (boot device). Press Enter to continue down the list of boot parameters.

Upload the Stage 3 Boot Loader and System Image

ORACLE

Whenever you upgrade the software image, upload the Stage 3 boot loader and the new
system image file to the system.

The Stage 3 boot loader is generally backward compatible with previous releases, but Oracle
recommends that you install the Stage3 boot loader from the same Major.Minor version as the
system image. It is not normally necessary to update the boot loader when installing a
maintenance or patch release when the Major.Minor release is the same.

System upgrades typically consist of transferring the new system image and Stage 3 boot
loader to the system and setting boot parameters to the new system software. To ensure
compatibility, copy the Stag