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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New In This Guide

This section introduces the documentation updates for Release 11.1 in Oracle
Communications EAGLE LNP Application Processor Security Guide.

Release 11.1 - G63366-01, October 2026

There are no updates to this guide in this release.
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Introduction

This chapter contains general information such as an overview of the manual, how to get
technical assistance, and where to find additional information.

1.1 Overview

This document provides guidelines and recommendations for configuring the Oracle
Communications EAGLE LNP Application Processor (ELAP) to enhance the security of the
system. The recommendations herein are optional and should be considered along with the
approved security strategies of your organization. Additional configuration changes that are not
included herein are not recommended and may hinder the product's operation or Oracle's
capability to provide appropriate support.

1.2 Scope and Audience

This guide is intended for administrators that are responsible for product and network security.

1.3 Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to assure
personal safety, to minimize possible service interruptions, and to warn of the potential for
equipment damage.

Table 1-1 Admonishments

Icon Description
Danger:
(This icon and text indicate the possibility of
personal injury.)

DANGER

. Warning:

(This icon and text indicate the possibility of
equipment damage.)

WARNING
Caution:
(This icon and text indicate the possibility of
service interruption.)

CAUTION
Topple:

& (This icon and text indicate the possibility of
personal injury and equipment damage.)

TOPPLE
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Manual Organization

1.4 Manual Organization

This manual contains the following chapters:

Introduction contains general information such as an overview of the manual, how to get
technical assistance, and where to find more information.

ELAP Security Overview describes basic security considerations and provides an overview
of ELAP security.

Implementing ELAP Security explains ELAP security features.

Secure Deployment Checklist contains a security checklist to help secure ELAP.

Secure Turnover to Customer describes the secure turnover process to ensure the security
of delivered systems.

1.5 Related Publications

For information about additional publications related to this document, refer to the Oracle Help
Center site. See Locate Product Documentation on the Oracle Help Center Site for more
information on related product publications.

1.6 Locate Product Documentation on the Oracle Help Center

Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1.
2.
3.

Access the Oracle Help Center site at http://docs.oracle.com.

Click I ndustri es.

Under the Oracle Communications subheading, click the Or acl e Conmruni cati ons
docunent at i on link.

The Communications Documentation page appears. Most products covered by these
documentation sets will appear under the headings "Network Session Delivery and Control
Infrastructure” or "Platforms."

Click on your Product and then the Release Number.
A list of the entire documentation set for the selected product and release appears.

To download a file to your location, right-click the PDF link, select Save t arget as (or
similar command based on your browser), and save to a local folder.
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ELAP Security Overview

This chapter describes basic security considerations and provides an overview of ELAP
security.

2.1 Basic Security Considerations

The following principles are fundamental to using any application securely:

Keep software up to date. This includes the latest product release and any patches that
apply to it. Consult with your Oracle support team to plan for ELAP software upgrades.

Limit privileges as much as possible. Users should be given only the access necessary
to perform their work. User privileges should be reviewed periodically to determine
relevance to current work requirements.

Monitor system activity. Establish who should access which system components, and
how often, and monitor those components.

Install software securely. For example, use firewalls, secure protocols such as SSL, and
strong passwords.

Learn about and use the ELAP security features. See Implementing ELAP Security for
more information.

Keep up to date on security information. Oracle regularly issues security-related patch
updates and security alerts. You must install all security patches as soon as possible. See
the "Critical Patch Updates and Security Alerts" Web site: http://www.oracle.com/
technetwork/topics/security/alerts-086861.html

2.2 Overview of ELAP Security

The main functions of the ELAP are:

Accept and store data provisioned by the customer from LSMS over the provisioning
network

Update and reload provisioning data to the EAGLE Service Module cards

The Multi-Purpose Server (MPS) hardware platform supports high-speed provisioning of large
databases for the EAGLE. The MPS system is composed of hardware and software
components that interact to create a secure and reliable platform.

As shown in Figure 2-1, the MPS supports two types of network address translation (NAT),
Port Forwarding and Static Address Mapping. In both cases, the MPS will have private IP
addresses that are not available outside of the firewall-protected internal network. The firewall
will translate particular addresses and port numbers to the internal addresses for the MPS.
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Figure 2-1 Generic ELAP Deployment Model

Web Ul
. Web Ul LSMS
Client(s) Cliznt(s)

External Network,
public addresses
192.168.61.x

Internal Network,
private addresses
192.168.0.x

NAT Firewall
192.168.61.1 192.168.0.1
(192.168.61.2)

192.168.0.2  192.168.0.3

Port Forwarding
port dest. address comment MPS A MPS B
80 192.168.0.2 HTTP -> MPS A
8473 192.168.0.2 Banner ->MPS A S
8881 192.168.0.2 HTTP -> MPS B Static Address Mapping
8882 192.168.0.2 suExec ->MPS B ext. address int. address
8883 192.168.0.2 Banner ->MPS B 192.168.61.1 192.168.0.2

192.168.61.2 192.168.0.3

Eagle A
@ Note

The addresses in Figure 2-1 are examples. Addresses are not restricted to particular
classes/ranges. Port assignments are shown in ELAP Firewall Port Assignments.

The ELAP provides two user interfaces (Uls):

e Text-based Ul
e Graphical Ul (GUI)

Before

you can use the GUI, you must use the text-based Ul to initialize and configure the

ELAP software. For information, see ELAP Initialization and First Configuration and ELAP
Software Configuration in Administration and LNP Feature Activation Guide.

®

Note

After a fresh installation of ELAP, the GUI is accessible via the HTTPS protocol only,
which supports encryption of data exchanged between the web server and the
browser. For more information, see ELAP Support for HTTPS on GUI in Administration
and LNP Feature Activation Guide.

For more information about the overall design and functions of the ELAP, see the ELAP
Functional Description in Administration and LNP Feature Activation Guide.

2.3 Root User

s Disabled for SSH Login

The root user can log in through the serial interface for installation of the application. The root

user wi

Il not have the permission to log in as an SSH user.

EAGLE LNP Application Processor Security Guide

G63366-01

October 29, 2026

Copyright © 2000, 2026, Oracle and/or its affiliates. Page 2 of 3



ORACLE Chapter 2
Root User Is Disabled for SSH Login

To login as an SSH user, the user admusr is provided. The admusr can run all commands, and
when root permissions are required sudo can be used along with admusr.
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Implementing ELAP Security

3.1 ELAP

This chapter explains security related configuration settings that may be applied to the ELAP.

Support for HTTPS on GUI

The ELAP Support for HTTPS on GUI feature enables the use of the HTTPS protocol, which
supports encryption of data exchanged between the web server and the browser. After a fresh
installation of ELAP, the GUI is accessible via HTTPS only; the HTTP protocol is disabled since
there is no encryption. For more information, see ELAP Support for HTTPS on GUI in
Administration and LNP Feature Activation Guide.

3.2 User and Group Administration

The ELAP user interface (Ul) comes pre-defined with Ul users to provide a seamless transition
to the GUI. For instance, there is a pre-defined user that is used to access the User
Administration menu, as shown in Table 3-1.

Table 3-1 ELAP Ul Logins

Login Name Access Granted

elapmaint Maintenance menu and all submenus

elapdatabase Database menu and all submenus

elapdebug Debug menu and all submenus

elapplatform Platform menu and all submenus

uiadmin User Administration menu

elapall All of the above menus

elapconfig Configuration menu and all submenus (text-based Ul)

The User Administration menu is used to set up and perform administrative functions for
users and groups, and also to maintain an authorized IP address list, terminate active
sessions, and modify system defaults.
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Figure 3-1 User Administration Menu

=4 User Administration

= Users

----- L Add User

----- ] Modify User

----- ] Delete User

----- ] Retrieve User

----- D Feset Password
= Groups

----- L Add Group

----- ] Modify Group

----- ] Delete Group

----- D Retrieve Group

= Authorized IPs

----- L Add Authorized Ul P
----- ] Rermove Authorized Ul
----- D List all Authorized LI |
----- D Change Ul IP Authoriz
----- " Terminate Ul Sessions
----- 7 Modify Defaults

Establishing Groups and Group Privileges

Each user is assigned to a group, and permissions to a set of functions are assigned to the
group. The permissions determine the functions and restrictions for the users belonging to the
group. ELAP users can fall into one of the following default groups:

e maint

+ database

e platform
e debug

¢ admin

e readonly

The readonly group is the default group for new users. The readonly group contains only
actions that view status and information.

The User Administration, and then Groups menu allows administrator access to group
functions to add, modify, delete, and retrieve a group. For more information, see Groups Menu
under User Administration Menu in Administration and LNP Feature Activation Guide.

Creating Users and Assigning to Groups

Each user that is allowed access to the user interface is assigned a unique username. This
username and associated password must be provided during login.

Prior to adding a user, determine which group the user should be assigned based on their
operational role. The group assignment determines the functions that a user can access. After
determining the proper group for a user, use the User Administration, and then Users menu
to add the user.
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In addition to the group permissions that apply to a user, the administrator can set other user-
specific permissions or restrictions for a specific user when adding the user. The User
Administration, and then Users menu can also be used to modify, delete, and retrieve user
accounts, and to reset passwords. For more information, see Users Menu under User
Administration Menu in Administration and LNP Feature Activation Guide.

3.3 User Authentication

Users are authenticated through a unique username and password when logging in to the UL.
The following rules govern passwords:

e Must be at least eight characters in length

e Must include at least one alpha character

e Must include at least one numeric character

e Must not contain three or more of the same alphanumeric character in a row

e Must not contain three or more consecutive ascending or descending alphanumeric
characters in a row

e Must not contain the user account name or its reverse

e Must contain at least one of the following special punctuation characters: question mark
(?), period (.), exclamation point (), comma (,), or semi-colon(;)

e Must not use blank, null, or default passwords

The system administrator can change password-related default settings, such as maximum
password age and password reuse limit. For information, see Modifying System Defaults.

Changing Default Passwords

As a security measure, the passwords for the default ELAP Ul users (for example, uiadmin)
and operating system users (for example, root) must be changed from their default values to
user-defined values. For more information, see Secure Turnover to Customer.

Changing User Passwords

The Change Password screen available from the ELAP GUI main menu provides all ELAP
users with the capability to change their password. To change the password, the current
password must be entered, then the new password is entered. The new password is confirmed
by retyping the new password and clicking the Set Password button.

Password Change for System Users

The elapdev and appuser users can use the passwd command provided by the operating
system. If changing a password using the passwd command, then the Linux PAM credit rules
are used.

The system user elapconfig uses the option provided in the ELAP Configuration Menu. Linux
PAM rules are not applicable while changing the password for the elapconfig user. Only the
configured minimum password length applies.

@ Note

If the password for the appuser or elapconfig user is changed by the root user, the
appuser or elapconfig user will be prompted to change the password again.
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Resetting a User Password

The User Administration, and then Users, and then Reset Password screen enables the
system administrator to select a username and change the associated password.

3.4 Modifying System Defaults

The User Administration, and then Modify Defaults screen enables the administrator to
manage system defaults. Following are examples of the system defaults that you can modify
from this screen:

e Maximum failed user login attempts before disabling a user account

e Maximum number of days that a user account can be inactive until it is automatically
disabled

e Maximum number of days before a user password must be changed
e Number of unique passwords required before a previously used password can be reused

For a complete list and more information, see Modify System Defaults under User
Administration Menu in Administration and LNP Feature Activation Guide.

3.5 Authorized IP Addresses

ELAP security functions limit access to the ELAP GUI to specific IP addresses. The specified
allowed IP addresses are kept in an ELAP list that can be added to, deleted from, and
retrieved only by an authorized user. These functions also allow an authorized user to use the
GUI to toggle authorized IP address checking to be on or off. The User Administration, and
then Authorized IPs menu enables you to add, remove, and list authorized Ul IP addresses,
and to change the Ul IP address authorization status.

For more information, see ELAP Security Functions and Authorized IP Address Menu under
User Administration Menu in Administration and LNP Feature Activation Guide.

3.6 Secure File Transfer Protocol

The ELAP supports secure File Transfer Protocol (FTPS) sessions with external servers for
transfer of various files from the ELAP. The authentication process requires a self-signed digital
certificate (user name & password only) for authenticating the sessions. The transfer of files is
driven from the external server.

3.7 Installing an SSL Certificate For a Provisionable Interface
With Customized Parameters

Perform the following steps to install a certificate with customized parameters:

1. Loginto ELAP as admusr.

2. Sign the certificate files on the ELAP A server:

sudo /usr/bin/openssl req —x509 -sha<SHA Hash>-nodes -days <No of days to
certify the certificate for, after which the certificate shall expire> -
subj "/CN=<ELAP A QU |Pv4 |IP address >" -newkey rsa: <RSA Key Managenent> -
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keyout /usr/TKLC plat/etc/ssl/server.key -out /usr/ TKLC plat/etc/ssl/
server.crt
Sign the certificate files on the ELAP B server in the same way.

Restart the httpd service on both the ELAP A and B servers by using the following
commands:

[adnusr @mps-A ~]$ sudo service httpd restart
[adnusr @mps-B ~]$ sudo service httpd restart

Open the ELAP A and B GUIs using https and install the SSL certificates. Use the
following commands to open the ELAP A and ELAP B GUI using the IP:

https://<ELAP A GU P>
https://<ELAP B GU [|P>

Verify that the certificates installed successfully and the ELAP A and B GUIs opened
successfully.

If the ELAP GUI does not open, on the ELAP A and B servers, follow these steps to
reconfigure the network on ELAP through the elapconfig menu. This will re-install the SSL
certificates with the default parameters.

[ admusr @mps- A ~] $sudo su — el apconfig

[---n-- ELAP Configuration Menu-------- \
oy oontigaion T }
S
e T e T |
) aehenge seowre sl 1eve

| 6| Platform Menu |
T ontqure NP server T |
|| whte osaster Reoovery |
AN |
LR L L L TR PP R /

Enter Choice: 2

a. Enter choice 2 to access the Configure Network Interfaces Menu:

b. Enter choice 1 to Configure Provisioning Network:

[----Configure Network Interfaces Menu--\

| 1| Configure Provisioning Network |
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|
| 2] Configure DSM Network |
R R LR LEPEEPEE |
| 3| Configure Forwarded Ports |
R e LRI EEEEPLE |
| 4] Configure Status NAT Addresses |
R P EPEE |
| e ] Exit |
R T /

Enter Choice: 1

ELAP software is running. Stop it? [N: Y

ELAP A provisioning network | P Address [10.75.141.47]:
ELAP B provisioning network | P Address [10.75.141.48]:
ELAP provi si oning network net mask [ 255.255. 255. 128] :

ELAP provi sioning network default router [10.75.141.1]:
ELAP | ocal provisioning Virtual |P Address [10.75.141.49]:

c. Select Enter to reconfigure the network with the same configuration.

d. Contact My Oracle Support to re-run the procedure.

Copy key and cert files for the t pdPr ovd process running on Port 20000.

cp /usr/ TKLC plat/etc/ssl/server.key /usr/ TKLC plat/etc/ssl/server. pem
cp /usr/ TKLG plat/etc/ssl/server.crt /usr/ TKLC plat/etc/ssl/server. cert

Restart the t pdPr ovd process by killing the existing process and letting it restart.

ps -eaf | grep tpdProvd

Cut put :
t pdProvd 13468 1 0 03:42 2 00: 00: 04 /usr/ TKLC pl at/ bi n/t pdProvd
kill -9 <pid>

Exanple: kill -9 13468

Run ps again to check process is restarted

ps -eaf | grep tpdProvd

Qut put :

t pdProvd 9090 1 304:09 ? 00: 00: 00 /usr/TKLC pl at/bi n/t pdProvd

10. Repeat Steps 8 and 9 on LSMS B, as well.

3.8 Installing an SSL Certificate For a Provisionable Interface
From a Trusted Certificate Authority

Perform the following steps to install an SSL certificate from a trusted Certificate Authority
(CA):

1.

Log in as the admusr user on both the ELAP A and B servers, create anew certificate
directory (/ var/ TKLC/ ELAP/ free/ certi fi cat e), provide permissions to the new
directory, and change to the new directory:

[ adnusr @mps-A ~]$ pwd
/ home/ adnusr
[admusr @mps-A ~]$ sudo nmkdir /var/ TKLC/ el ap/free/certificate
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[ adnusr @mps-A ~]$ sudo chmod 777 /var/ TKLC/ el ap/free/certificate
[adnmusr @ps-A ~]$ cd /var/ TKLC el ap/free/certificate

Generate a certificate signing request (CSR) and private key files for the ELAP A server
using the following commands from the certificate directory:

sudo /usr/bin/openssl req -x509 -sha<SHA Hash>-nodes -days <No of days to
certify the certificate for, after which the

certificate shall expire>newkey rsa: 2048 -nodes —keyout server.key

—out server.csr -subj "/C=US/ ST=New Yor k/ L=Br ookl yn/ O=Exanpl e Br ookl yn
Conpany/ QU=Exanpl e Org Unit/CN=<ELAP GU |Pv4 |IP address, e.qg,

1. 1. 1. 1>/ emai | Addr ess=xxx@yy. cont

The commands should generate the following files on the ELAP A server:

[adnusr @mps-A certificate]$ Is —Irt
STWr----- 1 root root 1679 Jul 13 11:08 server.key
STWr----- 1 root root 968 Jul 13 11:08 server.csr

Generate certificate signing request (CSR) and private key files for the ELAP B server in
the same way (steps 2 - 3), using the file serverB.csr for ELAP B.
The following files will be generated on the ELAP B server:

[adnusr @mps-B certificate]$ Is —Irt
STWr----- 1 root root 1679 Jul 13 11:02 server.key
STWF----- 1 root root 968 Jul 13 11:02 serverB.csr

Send the generated CSR files (server.csr and serverB.csr) to the CA. The CA will provide
signed certificate (server.crt and serverB.crt) files in return.

Copy the appropriate files to the appropriate ssl directory, and rename (in the B server
only) as needed:

a. Onthe ELAP A server, copy the two files generated through the openssl commands
(server.key and server.csr) and the file provided by the CA for the ELAP A server
(server.crt) to the / usr/ TKLC/ pl at / et c/ ssl directory.

b. Onthe ELAP B server, copy the two files generated through the openssl commands
(server.key and serverB.csr) and the file provided by the CA for the ELAP B server
(serverB.crt) to the / usr/ TKLC pl at / et ¢/ ssl directory.

c. After copying serverB.crt to the / usr/ TKLC/ pl at/ et c/ ssl directory on the ELAP B
server, rename it to server.crt.

Restart the httpd service on both the ELAP A and B servers by using the following
commands:

[adnusr @mps- A certificate]$ sudo service httpd restart
[adnusr @mps-B certificate]$ sudo service httpd restart

Open the ELAP A and B GUIs using https and install the SSL certificate. Use the following
commands to open the ELAP A and B GUIs:

https://<ELAP A GU | P>
https://<ELAP B GU | P>
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8. \Verify that the ELAP A and B GUIs opened successfully with the installed certificate.
9. If the ELAP GUI does not open, follow these steps on the ELAP A and B servers:
a. Openthe/etc/httpd/conf.d/ssl.conf file:

[ adnusr @mps-A certificate]$ sudo vi /etc/httpd/ conf.d/ssl.conf

b. Edit/etc/ httpd/ conf. d/ssl.conf and un-comment the appropriate code:

e If the CA provides ca.crt (CA intermediate certificate), change from:

#SSLCertificateChainFile /etc/httpd/conf/ssllcrt/ca.crt

to:
SSLCertificateChainFile /etc/httpd/conf/ssllcrt/ca.crt
- If the CA provides CA certificate(s), change from:

#SSLCACertificatePath /etc/httpd/ conf/ca-cert
#SSLCACertificateFile /usr/share/ssl/certs/ca-bundle.crt

to:

SSLCACertificatePath /etc/httpd/conf/ca-cert
SSLCACertificateFile /usr/share/ssl/certs/ca-bundle.crt

c. Make sure that these files (CA certs) are copied to the right path on both servers, as
mentioned in / et ¢/ ht t pd/ conf. d/ ssl . conf.

d. Restart the httpd service using the following command on both servers:

[adnusr @mps- A certificate]$ sudo service httpd restart
[adnusr @mps-B certificate]$ sudo service httpd restart

e. Verify that the ELAP A and B GUIs open successfully.
10. Copy key and cert files for the t pdPr ovd process running on Port 20000.

cp /usr/ TKLC plat/etc/ssl/server. key /usr/TKLC plat/etc/ssl/server. pem
cp /usr/ TKLC plat/etc/ssl/server.crt /usr/TKLC plat/etc/ssl/server.cert

11. Restart the t pdPr ovd process by killing the existing process and letting it restart.

ps -eaf | grep tpdProvd

Qut put :
t pdProvd 13468 1 003:42°7? 00: 00: 04 /usr/ TKLC pl at/ bi n/t pdProvd
kill -9 <pid>

Example: kill -9 13468

Run ps again to check process is restarted

ps -eaf | grep tpdProvd

Qut put :

t pdProvd 9090 1 304:09 ? 00: 00: 00 /usr/ TKLC pl at/ bi n/tpdProvd

12. Repeat Steps 10 and 11 on LSMS B, as well.
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3.9 Installing an SSL Certificate For a VIP With Customized

Parameters

Perform the following steps to install an SSL certificate for a Virtual IP (VIP) with customized
parameters:

1.
2.
3.

Log into ELAP A as admust.
Change the directory to / usr/ TKLC/ pl at/ et ¢/ ssl /.

Execute the following command to list the files in the directory / usr/ TKLC/
plat/etc/ssl/.
Sample output for the previous command:

[root@atal-a ssl]# |s -Itrh server_vip*
STWr----- 1 root elap 1.7K Jul 15 04:27 server _vip. key
STWr----- 1 root elap 1.1K Jul 15 04:27 server _vip.crt

The certificate file server_vip.crt is present in the directory / usr/ TKLC/ pl at/ et c/ ssl /.
Continue with the next step to sign the certificate after exiting from the root user.

Sign the certificate on the ELAP A server according to the information determined in Step 1
using the following command:

sudo /usr/bin/openssl req —x509 -sha<SHA Hash>-nodes -days <No of days to
certify the certificate for, after which the certificate shall expire> -
subj "/CN=<ELAP A VIP | Pv4 address >" -newkey rsa: <RSA Key Managenent> -

keyout /usr/TKLC/ plat/etc/ssl/server vip.key -out /usr/TKLC/ plat/etc/ssl/
server_vip.crt

Sign the certificate files on the ELAP B server in the same way.

Restart the httpd service on both the ELAP A and B servers by using the following
commands:

[ admusr @mps-A ~]$ sudo service httpd restart
[admusr @mps-B ~] $ sudo service httpd restart

Open the GUI using VIP IPv4 IP using https and install the SSL certificate using the
following command:

https://<ELAP A VIP | P>

Verify that the certificate installed successfully and the GUI opened successfully.

If the ELAP GUI does not open on the ELAP A server, follow these steps to reconfigure the
VIP IP addresses on ELAP through the elapconfig menu. This will re-install the SSL
certificates with the default parameters:

[ admusr @ps-A ~]$ sudo su — el apconfig
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a. Enter choice 2 to access the Configure Network Interfaces Menu:

[---en-- ELAP Configuration Menu-------- \
U D eay contigatien T }
T ot gure tetverk 1 mterfaces rom |
e T e T |
] mchnge seure gt keve

| 6| Platform Menu |
T ontire e server T |
Ty ate bosster meoovery T !
AR |
D L R LT TR EP PP EPEPEPP /

Enter Choice: 2
b. Enter choice 1 to Configure Provisioning Network:

[----Configure Network Interfaces Menu--\

Enter Choice: 1

ELAP software is running. Stop it? [N: Y

ELAP A provisioning network | P Address [10.75.141.47]:
ELAP B provisioning network | P Address [10.75.141.48]:
ELAP provi sioni ng network netmask [255.255. 255.128]:

ELAP provisioning network default router [10.75.141.1]:
ELAP | ocal provisioning Virtual |P Address [10.75.141.49]:

c. Press Enter to reconfigure the network with the same configuration.

d. Contact to re-run the procedure.
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3.10 Installing an SSL Certificate For a VIP From a Trusted
Certificate Authority

Perform the following steps to install an SSL certificate for a Virtual IP (VIP) from a trusted
Certificate Authority (CA):

1.

a H w0 b

Log in as the admusr user on both the ELAP A and B servers, create anew certificate
directory (/ var/ TKLC el ap/ free/), provide permissions to the new directory, and
change to the new directory:

[ admusr @mps-A ~] $ pwd

/ home/ adnusr

[ adnusr @mps-A ~]$ sudo nkdir /var/ TKLC/ el ap/free/certificate

[ adnusr @ps-A ~]$ sudo chmod 777 /var/ TKLC/ el ap/free/certificate
[adnusr @ps-A ~]$ cd /var/TKLC el ap/free/certificate

When the ELAP is configured in IPv4 configuration, log in to ELAP A as admusr.
Switch to the root user as "su -".
Change the directory to / usr/ TKLC pl at/ et ¢/ ssl /.

Execute the following command to list the files in the directory / usr/ TKLC/
plat/etc/ssl/.
Sample output for the previous command:

[root @Natal -a ssl]# Is -1trh server_vip*
STWr----- 1 root elap 1.7K Jul 15 04:27 server_vip. key
STWF----- 1 root elap 1.1K Jul 15 04:27 server_vip.crt

The certificate file server_vip_v4.crt is present in the directory / usr/ TKLC/
pl at/ et c/ ssl /. Continue with the next step to sign the certificate after exiting from the
root user.

Generate certificate signing request (CSR) and private key files for ELAP A server using
the following commands from within the certificate directory.

The certificate file server_vip_v4.crt is generated since the VIP is configured in IPv4
configuration. Enter the following commands on ELAP A server:

sudo /usr/bin/openssl req -x509 -sha<SHA Hash>-nodes -days <No of days to
certify the certificate for, after which the certificate shall expire>-
newkey rsa: 2048 -nodes —keyout server _vip.key —out server_vip.csr -subj "/
C=US/ ST=New Yor k/ L=Br ookl yn/ O=Exanpl e Br ookl yn Conpany/ OU=Exanple Og Unit/
CN=<ELAP VI P | Pv4 address>/ emai | Addr ess=xxx@yy. cont

@® Note

The -subj option in the following commands has example fields, which must be
replaced with your organization-specific domain information. The /C field is for
your country, /ST is for state, /L is for location, /O is for organization, /OU is for
organizational unit, and /CN is the common name field, which is the IP address or
fully-qualified domain name that you want to use with your certificate.
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13.
14.
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These commands generate the following files on the ELAP A server:

[admusr @mps-A certificate]$ I's —Irt
SPWr----- 1 root root 1679 Jul 15 11:08 server _vip. key
SPWr----- 1 root root 968 Jul 15 11:08 server _vip.csr

Generate certificate signing request (CSR) and private key files for ELAP B server by
executing steps 1 to 7. Sign the certificate files on the ELAP B server in the same way. Use
the files serverB_vip.csr for ELAP B.

These commands generate the following files on the ELAP B server:

[adnusr @mps-B certificate]$ Is —Irt
-rwr--r-- 1 root root 1679 May 21 11:02 server_vip_v4. key
-rwr--r-- 1 root root 968 May 21 11:02 serverB vip_v4.csr

Send the generated CSR file (server_vip.csr) to the CA. The CA will provide signed
certificate file (server_vip.crt) in return.
Copy the appropriate files to the appropriate ssl directory, and rename as needed:

* Onthe ELAP A server, copy the two files generated through the openssl commands
(server_vip.key, server_vip.csr) and the file provided by the CA (server_vip_v4.crt) to
the /usr/ TKLC/ pl at / et c/ ssl directory.

e Onthe ELAP B server, copy the two files generated through the openssl command
(' server_vip.key, serverB_vip.csr) and the file provided by the CA for the ELAP B
server ( serverB_vip_v4.crt) tothe/ usr/ TKLC/ pl at/ et c/ ssl directory.

After copying serverB_vip.crt to the / usr/ TKLC pl at / et ¢/ ssl directory on the ELAP B
server, rename it to server _vip.crt.

Restart the httpd service on both the ELAP A and B servers by using the following
commands:

[adnusr @mps- A certificate]$ sudo service httpd restart
[adnusr @mps-B certificate]$ sudo service httpd restart

Open the GUI using VIP IPv4 IP using https and install the SSL certificate using the
following command:

https://<ELAPVIP | P>

Verify that the certificate installed successfully and the GUI opened successfully.
If the ELAP GUI does not open, follow these steps on the ELAP A and B servers:
a. Openthe/etc/httpd/ conf.d/ssl.conf file:

[ adnusr @mps-A certificate]$ sudo vi /etc/httpd/ conf.d/ssl.conf

b. Edit/etc/ httpd/ conf. d/ssl.conf and un-comment the appropriate code:

* If the CA provides ca.crt (CA intermediate certificate), change from:

#SSLCertificateChainFile /etc/httpd/conf/ssllcrt/ca.crt
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to:
SSLCertificateChainFile /etc/httpd/conf/ssllcrt/ca.crt
« If the CA provides CA certificate(s), change from:

#SSLCACertificatePath /etc/httpd/ conf/ca-cert
#SSLCACertificateFile /usr/sharel/ssl/certs/ca-bundle.crt

to:

SSLCACertificatePath /etc/httpd/ conf/ca-cert
SSLCACertificateFile /usr/sharel/ssl/certs/ca-bundle.crt

c. Make sure that these files (CA certs) are copied to the right path on both servers, as
mentioned in/ et ¢/ ht t pd/ conf . d/ ssl . conf.

d. Restart the httpd service using the following command on both servers:

[admusr @mps- A certificate]$ sudo service httpd restart
[admusr @mps-B certificate]$ sudo service httpd restart

e. Verify that the ELAP A and B GUIs open successfully.
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Configuring IPSec for Secure Packet
Transmission between All Hosts

Perform the following steps to enable IPSec service between nodes, for example, between
LSMS and ELAP nodes, and so on.

1. Switch to the root user as "su -".

2. Enable the service to be started and run the command:

systentt| enabl e ipsec

[ admusr @mps- A~]$ systenct| enabl e ipsec

[adnusr @mps-A~] $ Created symink /etc/systend/ systenm multi-
user.target.wants/ipsec.service ->

[usr/liblsystend/ systenlipsec.service

3. Configure the firewall (if enabled) to allow 500 and 4500/UDP ports for the IKE, ESP, and
AH protocols by adding the IPsec service:

firewall-cnd --add-service="ipsec"
firewall -cnd --runtine-to-pernmnent

4. Initialize the new NSS database and run the following command as root:

i psec initnss

For example:

[ admusr @mps- A~] $ i psec initnss

[adnmusr @ms-A ~]$ Initializing NSS database
5. Create Host-to-Host VPN Link. Change the directory to / et c/i psec. d/ .
6. Create a new file with the name nmy_host - t o- host . conf.

7. Edit the file and enter all the details shown below:
It is mandatory to maintain the gap of one tab between conn mytunnel and auto=start.
Similarly, the user needs to make more than one tunnel using “-also” keyword. For
example, "conn mytunnel-also".

conn nytunne
auto=start
keyexchange=i ke
phase2=esp
pfs=no
type=t unne
aut hby=secr et
leftid=(ip address of self linux nachine)
left=(ip address of self |inux nmachine)
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right=(ip address of remote |inux machine)
rightid=(ip address of remote |inux machine)

If more than one IPSec connection is required, for example, from LSMS to multiple ELAPs,
then write as mentioned below:

conn nytunne
auto=start
keyexchange=i ke
phase2=esp
pf s=no
type=t unne
aut hby=secr et
leftid=(ip address of self |inux nachine)
left=(ip address of self |inux machine)
right=(ip address of renote |inux machine)
rightid=(i p address of remote |inux machine)

conn nytunnel -al so
auto=start
keyexchange=i ke
phase2=esp
pf s=no
type=t unne
aut hby=secr et
leftid=(ip address of self |inux nachine)
left=(ip address of self |inux machine)
right=(ip address of renote |inux machine)
rightid=(ip address of remote |inux machine)

8. Create a new file with the name ipsec.secrets. Edit the file and enter the following details.
Here, pre-shared-key could be any passphrase:

siteA-public-1P siteB-public-1P: PSK "pre-shared-key"

In case of multiple sites:

siteA-public-1P siteB-public-1P: PSK "pre-shared-key"
siteA-public-1P siteC public-1P: PSK "correspondi ng-pre-shared- key"

9. Edit file /etc/ipsec.conf. Go to line no. 17 and comment the flag oe=off like and save the
file:

#oe=of f
10. Start the IPsec services and run the command:
systenct| start ipsec
11. If the conf file is modified, restart the IPsec services and run the command:

systentt| restart ipsec
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12. To verify the tunnel creations and traffic flow, run the following command:

13.
14.

i psec traffic

For example:

[ adnusr @ms- A~ # i psec traffic 006 #4. "nytunnel", type=ESP,
add_tinme=1666264187, inBytes=600, outBytes=544,id="X.X.X.X

Appendix A

006 #6: "nytunnel -

al so", type=ESP, add tine=1666264189, inBytes=2820, outBytes=2024,id="X. X. X. X

Follow the same steps at the peer end.

Below is the sample site scenario where 1 LSMS and 2 ELAP hosts are connected:

LSMS Site IP: 10.71.141.10

ELAP Site A: 10.71.141.20

ELAP Site B: 10.71.141.21

Sample Files for LSMS Site (10.71.141.10)

File - /etc/ipsec.d/my_host-to-host.conf

conn nytunne
auto=start
keyexchange=i ke
phase2=esp
pf s=no
type=t unne
aut hby=secr et
leftid=10.75.141. 10
| eft =10. 75. 141. 10
ri ght=10. 75. 141. 20
ri ghtid=10.75. 141. 20

conn nytunnel -al so
auto=start
keyexchange=i ke
phase2=esp
pf s=no
type=t unne
aut hby=secr et
leftid=10.75.141. 10
| eft =10. 75. 141. 10
ri ght=10.75. 141. 21
ri ghtid=10.75.141. 21

File - /etc/ipsec.d/ipsec.secrets

10. 75.141.10 10.75.141.20 : PSK "Abc1234"
10. 75.141.10 10.75.141.21 : PSK "Abc1234"

Sample Files for ELAP Site A (10.71.141.20)

File - /etc/ipsec.d/my_host-to-host.conf

conn nytunne
auto=start
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keyexchange=i ke
phase2=esp

pfs=no

type=t unne

aut hby=secr et

[ eftid=10.75.141.20
[ eft=10. 75. 141. 20

ri ght=10. 75. 141. 10
rightid=10.75.141. 10

File - /etc/ipsec.d/ipsec.secrets

10.75.141. 20 10.75.141.10 : PSK "Abc1234"

Sample Files for ELAP Site B (10.71.141.21)

File - /etc/ipsec.d/my_host-to-host.conf

conn nytunne
auto=start
keyexchange=i ke
phase2=esp
pf s=no
type=t unne
aut hby=secr et
leftid=10.71.141.21
left=10.71.141. 21
ri ght=10. 75. 141. 10
ri ghtid=10.75.141. 10

File - /etc/ipsec.d/ipsec.secrets

10.71.141.21 10.75.141.10 : PSK "Abcl1234"
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Secure Deployment Checklist

Use the following security checklist to help secure ELAP and its components:

e Change default passwords

e Configure ELAP firewall port assignments

« Enable HTTPS and disable HTTP

e Enforce strong password management

e Restrict admin functions to the required administrator groups

«  Utilize the Authorized IP addresses feature

B.1 ELAP Firewall Port Assignments

If a firewall is installed in the provisioning network between the MPS systems or between the
MPS system(s) and the provisioning system, it must be configured to allow selected traffic to
pass. Firewall protocaol filtering for the various interfaces is defined in this table (from the
perspective of each MPS).

@® Note

The information in the following table is used for both internal customer network
configuration and VPN access for support.

Table B-1 Firewall Requirements

Server IP Address | TCPI/IP Port |Inbound Outbound Use/lComments
Interface

ELAP Application Firewall Requirements:

Port 1 Provisioning | 22 Yes Yes SSH/SCP/SFTP
IP or VIP
configured
on ELAP

Port 1 NTP server |[123 Yes Yes NTP - Needed for time-sync.
IP(s)
configured
on ELAP

Port 1 Provisioning | 80 Yes No APACHE - Needed for ELAP
IP or VIP Web-based GUI.

configured
on ELAP
Port 1 Provisioning | 8473 Yes Yes GUI server (process) -
IP or VIP Needed by ELAP Web-
configured based GUI.

on ELAP
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Table B-1 (Cont.) Firewall Requirements

Appendix B
ELAP Firewall Port Assignments

Server IP Address | TCPIIP Port | Inbound Outbound Use/Comments
Interface
ELAP Application Firewall Requirements:
Port 1 Provisioning | 9691 Yes Yes Used for HSOPD watcher.
IP or VIP
configured
on ELAP
Port 1 Provisioning | 1030 Yes Yes Used for bulkdownload
IP or VIP between LSMS and ELAP.
configured
on ELAP
Port 1 Provisioning | 7483 Yes No Used for download the
IP or VIP normal provisioning data
configured from LSMS to ELAP.
on ELAP
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Secure Turnover to Customer

To ensure security of systems delivered to our customers and to satisfy Oracle policies, all
passwords must be owned by the customer once transfer of ownership of systems has
occurred.

C.1 Secure Turnover Process

Three key requirements address the fundamental principles of the secure turnover process:

e Oracle default passwords shall not remain on fielded systems.
e Oracle default passwords shall not be revealed to customers.

e Customer installed passwords shall not be known by Oracle.

Goals of the Secure Turnover Process
Following are the goals of the password handoff process:

1. Install the system securely with Oracle internal default passwords (passwords exclusively
known and used by Oracle personnel).

2. Change the special account passwords during the installation process to a unique value
(meeting password complexity rules required by the system).

3. Provide a non-repudiation process for the customer agent to set all special passwords.

Secure Turnover Procedure
Perform the following steps for secure system turnover:

1. System servers are installed by Oracle personnel using common ISO deliverables and
installation procedures. The OS root password, OS admusr password, and the passwords
for the default ELAP Ul login accounts are from the build process, and are private and
known only by Oracle.

2. Following installation, the Oracle installer performs a login to each server OS (real and
virtual) as admusr and changes the password to a new unique secure password. The
Oracle installer then switches user to root and changes the root password to a new unique
password.

3. The Oracle installer uses a web browser to log in to the application on each relevant server
using each default ELAP Ul login name (such as uiadmin) and changes the password to a
new unique password. For a list of the pre-defined ELAP Ul login names, see Table 3-1.

4. As a precursor to the official handoff of the system (all servers) to the customer, the Oracle
installer ensures that the new unique passwords for root, admusr, and default ELAP Ul
login accounts have been securely given to the authorized customer agent.

5. The authorized customer agent is instructed to log in to each OS account on each server
(real and virtual) and change the password for accounts admusr and root to the authorized
operational setting for the customer.
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6. The customer agent is instructed to use a web browser to log in to each relevant
application server and change the password for the default ELAP Ul login accounts to the
authorized operational password for the customer.

7. Following the entry of the new passwords by the customer agent, the Oracle installer or
authorized Oracle agent attempts to log in to each server using the previously known
password. This should result in a failed login attempt verifiable in the server logs.

8. The customer agent again logs in to each OS account and the default ELAP Ul login
accounts using the new customer passwords to verify success with the new customer
passwords.
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