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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

* For Hardware, Networking, and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table provides information about the acronyms and the terminology used in the

document.

Table Acronyms

Acronym Description

3GPP 3rd Generation Partnership Project

5GC 5G Core Network

5GS 5G System

AF Application Function

API Application Programming Interface

AMF Access and Mobility Management Function

AnLF Analytics Logical Function

ASM Aspen Service Mesh

CAP4C Converged Analytics Platform for Communication

CNC Cloud Native Core

CNE Oracle Communications Cloud Native Core, Cloud Native
Environment

CSP Communications Service Provider

FE Front End

FQDN Fully Qualified Domain Name

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

KPI Key Performance Indicator

HA High Availability

IMSI International Mobile Subscriber Identity

K8s Kubernetes

MDT Mobile Data Terminal

ME Monitoring Events

MICO Mobile Initiated Connection Only

ML Machine Learning

MLOPs Machine Learning Operations

MTLF Model Training Logical Function

Network Slice A logical network that provides specific network capabilities and
network characteristics.

NEF Oracle Communications Cloud Native Core, Network Exposure
Function

NF Network Function

NRF Oracle Communications Cloud Native Core, Network Repository
Function

NSI Network Slice instance. A set of Network Function instances and
the required resources (such as compute, storage and networking
resources) which form a deployed Network Slice.

NSSF Oracle Communications Cloud Native Core, Network Slice Selection
Function
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Table (Cont.) Acronyms

Acronym Description

OCNWDAF Oracle Communications Networks Data Analytics Function
OAM Operations, Administration, and Maintenance

PLMN Public Land Mobile Network

RAN Radio Access Network

REST Representational State Transfer

SBA Service Based Architecture

SBI Service Based Interface

SMF Session Management Function

SNMP Simple Network Management Protocol

SUPI Subscription Permanent Identifier

UDM Unified Data Management

UE User Equipment

UPF User Plane Function

UDR Oracle Communications Cloud Native Core, Unified Data Repository
UbDM Unified Data Management

URI Uniform Resource Identifier
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What's New In This Guide

This section introduces the documentation updates for Release 23.2.x in Oracle
Communications Networks Data Analytics Function User Guide.

Release 23.2.0.0.1 - F80228-02, August 2023

There are no updates to this document in this release.

Release 23.2.0 - F80228-01, June 2023

* Support for Geofencing Analytics: The User Equipment (UE) Abnormal Behavior
Analytics section is updated to include the new geofence analytics information. To
configure geofences, see Geofence Settings. To monitor geofences, see Geofence

Monitoring.
* Network Performance Analytics ID: Added a new section, Network Performance

Analytics for this feature. The supported Rest APIs for this feature are documented in the
Network Performance Analytics APIs section.

* Service Mesh Integration: Added a new section, Service Mesh for Intra-NF
Communication for this feature.

* Updated the sections in the Configuring OCNWDAF Using CNC Console chapter with the
latest GUI screens.
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Introduction

The Oracle Communications Networks Data Analytics Function (OCNWDAF) is a Network
Function (NF) that assists in collecting and analyzing data in a 5G network. This document
provides information about the role of Oracle Communications Networks Data Analytics
Function (OCNWDAF) in 5G Network Architecture and OCNWDAF services and managed
objects.

1.1 Overview

Oracle Communications Network Data Analytics Function (OCNWDAF) is a Network Function
(NF) in the 5G core network of the 5G Network Architecture.

About Oracle Communications Networks Data Analytics Function

The OCNWDAF enables the operator to collect and analyze the data in the network through an
analytics function. The 5G technology requires prescriptive analytics to drive closed-loop
automation and self-healing networks. In a 5G network, the consumers of data are 5G NFs,
Application Functions (AFs), and Operations, Administration, and Maintenance (OAM) and the
data producers are NFs. The OCNWDAF supports the following functions:

¢ OCNWDAF collects data from Access and Mobility Management Function (AMF), Session
Management Function (SMF), and Network Repository Function (NRF) in the network. The
data is collected directly from the NFs or through the Network Exposure Function
(OCNEF).

¢ The OCNWDAF is designed to provide analytics information to consumer such as NFs,
AFs and OAM.

A 5G network contains a vast number of devices and sensors generating an enormous amount
of data. The OCNWDAF function allows the Communications Service Providers (CSPs) to
efficiently monitor, manage, automate, and optimize their network operations by the data
collected and analytics generated across the network. The OCNWDAF also helps the CSPs in
achieving the operational efficiency and provides an enhanced service experience.

The analytics information provided by the OCNWDAF is either statistical information based on
past events or predictive information. This analytics information is used to balance the
resources on the network. The OCNWDAF can predict the User Equipment (UE) location and
also detect if the UE is in an abnormal location. Based on the collected analytics information,
the CSPs can roll out new services or modify the existing services without waiting for a
maintenance window in the network. This ensures significantly fewer chances of network
experiencing downtime.

An OCNWDAF consumer can avail analytics information for different analytic events.
Alternatively, the consumers can subscribe or unsubscribe for specific analytics information as
a one-time event or periodically get notified when a specifically defined event (for example, a
threshold is breached) is detected.

The NRF discovers the OCNWDAF instances for the NF consumers in the network. The
OCNWDAF information can also be locally configured on the NF consumers. The OCNWDAF
selection function in the consumer NF selects an OCNWDAF instance among available
OCNWDAF instances. Different OCNWDAF instances present in the 5G network can be
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configured to provide a specific type of analytics information. This information about the
OCNWDAF instance is described in the OCNWDAF profile stored in the NRF. The consumer
NFs that need specific analytics types query the NRF and include the Analytics ID based on
the required data.

1.2 References

For more information about OCNWDAF, refer to the following documents:

Oracle Communications Networks Data Analytics Function Solution Guide

Oracle Communications Networks Data Analytics Function Installation and Fault Recovery
Guide

Oracle Communications Networks Data Analytics Function Troubleshooting Guide
3GPP Technical Specification 29.520, 5G System Network Data Analytics Services

3GPP Technical Specification 23.288, Architecture enhancements for 5G System (5GS) to
support Network Data Analytics Services

3GPP Technical Specification 29.508, 5G System Session Management Event Exposure
Services

3GPP Technical Specification 29.510, 5G System Network Function Repository Services

3GPP Technical Specification 29.518, 5G System Access and Mobility Management
Services
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OCNWDAF Architecture

This chapter describes the OCNWDAFs detailed design and architecture.

2.1 Oracle Communications Networks Data Analytics Function
Architecture

OCNWDAF comprises of various microservices deployed in a Kubernetes based Cloud Native
Environment (CNE, example: OCCNE). The environment provides some common services
such as logs or metrics data collection, analysis, graphs or charts visualization, and so on. The
OCNWDAF uses standard interfaces from the Service Based Architecture (SBA) to collect data
through subscription or request model from other network functions.

The microservices integrate with the environment and provide the necessary data.

The OCNWDAF architecture is depicted in the diagram below:

Figure 2-1 OCNWDAF Architecture
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« Provides the data to backend CAP4C
e Collects the processed analytics information from CAP4C

* Provides the analytics information to the consumer NFs and AFs

Converged Analytics Platform for Communication (CAP4C)

e Processes data from the Front End (FE)
* Examines streaming data in real time to enable thresholding and other uses

* Implements OCNWDAF analytics information (Statistical, Predictive, and Abnormal
Behavior)

e Automates machine learning models

e Provides visualization and reports

2.2 Oracle Communications Networks Data Analytics Function
Design

The following diagram depicts the detailed design of OCNWDAF:

Figure 2-2 OCNWDAF Design
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The OCNWDAF current architecture is aligned with 3GPP Release 16 but supports some
common features in Release 17 such as Slice Load Level Analytics, Network Performance
Analytics, NF Load Analytics, and so on.
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OCNWDAF Front End

The Front End (FE) interacts with 5G NFs to gather information. The OCNWDAF interacts with
5G NFs through the Service Based Architecture (SBA) or Service Based Interface (SBI) as
defined in 3GPP TS 23.288 and TS 29.520.

Described below are the specialized OC-NWDAF microservices:

@® Note

Some common services are also described below. The common services can be used
by other 5G NFs along with OCNWDAF.

Ingress Gateway

This microservice is an entry point for accessing OCNWDAF supported service operations and
provides the functionality of an OAuth validator.

Egress Gateway
This microservice is responsible to route OCNWDAF initiated egress messages to other NFs.

For more information on Ingress and Egress Gateway, see Oracle Communications Cloud
Native Core, Cloud Native Environment User Guide.

Scheduler
Offers scheduling services for timed events such as periodic consumer report naotifications.
Model Manager

e Tracks the consumer analytics requests, timeframe, and data items required within the
training data set to the respective ML models.

*  Sends requests of models to be trained to the CAP4C and tracks the ML models that
CAPAC builds.

Analytics Subscription Service

Enables service consumers to subscribe or unsubscribe to different analytics from the
OCNWDAF. It handles all the subscription requests from the consumers and updates or
cancels the subscription requests from the consumers. The network analytics subscription
service sends analytics information notifications to the NFs, AFs, and OAM when the
subscribed event occurs in the network.

Analytics Information Service

This service enables consumers to request and obtain different analytics information from the
OCNWDAF based on the 3GPP defined Analyticsinfo API. This service is based on the REST
API request-response model. The network analytics information service handles the request
for analytics based on the AnalyticsID. The service responds to the request and provides the
analytics information if the requested analytics are available.

Data Collection Service

For 3GPP 5G sources, the Data Collection service enables the OCNWDAF to retrieve data
from various sources (for example, NFs such as AMF and SMF), this data is used for
computation of network analytics. The Data Collection Service ensures the OCNWDAF
efficiently obtains the appropriate data with the proper granularity.
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The Data Collection Controller and Data Collector microservices together form the Data
Collection Service of the OCNWDAF. Data is collected to generate predictive and descriptive
analytics based on analyticsID. The OCNWDAF subscribes to (or cancels subscription) a
Event ID (or set of Event IDs) by invoking the Nnf_EventExposure_Subscribe (or
Nnf_EventExposure_Unsubscribe) service operation. If OCNWDAF subscribes to a Event ID
(or set of EventIDs), the NFs notify the OCNWDAF by invoking Nnf_EventExposure_Notify
service operation. For example, the NFs can notify the OCNWDAF with a event report.

- Data Collection Control Service: This service interacts with producer NFs to manage
their subscriptions. This service also monitors and updates the consumers subscription
information.

- Data Collector Service: This service receives data from the producer NFs and streams
data to the CAP4C Analytics Engine.

NRF Client Service

Integrates with NRF for OCNWDAF registration, discovery, and service status or load related
information, along with application and performance information services. NRF discovery helps
in the on-demand discovery of network functions. NRF management helps in the autonomous
discovery of network functions.

Converged Analytics Platform for Communication (CAP4C)

The Analytics Engine (CAP4C) is the core of OCNWDAF, which supports data collection
through the Front End (FE) module. The data collected is processed with the help of ML
models. Predictive or descriptive data analysis is performed and data is transmitted through
real-time stream processing.

Listed below are the OCNWDAF specific microservices (along with the common
microservices):

* Ingress and Egress Gateways: They are used in the OCNWDAF Front End (FE).

- DBTier MySQL database: Is used for general configuration, storage of microservice data
(including dynamic state data) and ML models. Some specialized reports are also
generated using the DBTier.

* Time-Series database: This database is based on MySQL cluster and emulates time-
series to optimize data access and data elimination. It stores all the time-series data used
for statistical reports and ML model datasets. Supports data roll-up (suchas 1 upto 5
minute samples, 5 up to 15-minute samples, 15 minutes up to an hour sample and so on),
allowing the storage of much older data in an efficient manner. Allows for fast and efficient
data culling.

- Kafka: A reliable and scalable distributed event streaming platform. It is used for internal
as well as external delivery and consumption of data and events. It exports special
measurements and events to external consumers. It also imports measurements and
events from operator sources such as a messaging bus and data lake.

- Stream Processors: Cleans, merges, and splits data as required and examines data in
windows to detect threshold crossings or perform complex calculations.

« Model Controller: Receives model generation or execution requests from the OCNWDAF
FE. The Model Controller manages and directs work to the Executor pool.

* Model Executor: Is a variable pool of resources that trains or executes models.
e OCNWDAF Portal: Performs the following functions:
— Manages the OCNWDAF dashboards

— Provides visualization of analytics information
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OCNWDAF Features

This section explains the OCNWDAF features.

3.1 Automated Test Suite Support

OCNWDAF provides Automated Test Suite (ATS) for validating the functionalities. ATS allows
you to run OCNWDAF test cases using an automated testing tool, and then compares the
actual results with the expected or predicted results. In this process, there is minimal user
intervention.

For more information on installing and configuring ATS, see Oracle Communications Network
Analytics Suite Automated Test Suite Guide.

3.2 Support for Georedundancy

Overview

A network comprises of multiple sites, and each site can be located at different data centres
and can be spread across geographic locations. Georedundancy is data replication of one site
across multiple sites to efficiently handle failure scenarios and ensure High Availability (HA). A
network failure can occur due to reasons such as network outages, software defects, hardware
issues, and so on. These failures impact the continuity of network services. Georedundancy is
used to mitigate such network failures and ensure service continuity in a network. In a
georedundant deployment, when a failure occurs at one site, an alternate site takes ownership
of all the subscriptions and activities of the failed site. The alternate site ensures consistent
data flow, service continuity, and minimal performance loss.

Georedundant Deployment Architecture

The OCNWDAF supports both 2-site and 3-site georedundant deployments. The following
diagram depicts a 3-site georedundant deployment.
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Figure 3-1 Georedundant Architecture
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Redundancy agent

Redundancy Agent is the microservice introduced to maintain communication and enable site
transfer between the mated sites. It uses a heartbeat mechanism to broadcast the liveness of a
site and receives liveness updates from mated sites.

Site transfer is based on the configured priority of the mated sites. The redundancy agent of
every site maintains a priority list of the mated sites. The priority list is configured using the
Helm chart. A site can access the priority list of other sites using the DB and build the
ownership matrix. When a site failure occurs at the primary site, the ownership is transferred to
the secondary site. If the secondary site fails, the ownership is transferred to the tertiary site
and so on. Identifying and recognizing a failed site is based on a quorum, where a majority of
active sites agree on the failed status of the site.

An NF sends a subscription request to the Analytics Subscription Service. The subscription
service verifies if the subscription exists and if it is a new subscription, it stores the subscription
data and the Site ID. The Redundancy agent accordingly responds with a status to the
subscription service. If the status is ACTIVE, the Analytics Subscription Service continues with
the subscription request. If the Analytics Subscription Service receives any other status, it
responds to the subscription request with an HTTP 5XX response. The subscription service
updates and maintains site status based on the response received by the Redundancy agent.
If a subscription request is received from a NF when the site is down, the transfer of
responsibility to mated site is the addressed by the Redundancy Agents, the request is
forwarded to the site which is currently handling all the subscription requests of the site which
is down. If a core component failure occurs, the Redundancy Agent intimates the Subscription
Service, the Subscription Service caches the data sent by Redundancy Agent, and further this
data is referred by Subscription Service while accepting fresh subscriptions. The Analytics
Information Service also operates like the Analytics Subscription Service. The Redundancy
Agent provides the site liveness data to the Data Collection Service when there is a change in
the core component status, the Data Collection Service caches the data sent by Redundancy
Agent, and further this data is referred by Data Collection Service while accepting fresh data
collection requests.
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Each site configures the remote OCNWDAF sites that it shall be georedundant with.

The DB replication service must be in good health.

Georedundant sites must be time synchronized.

Georedundant OCNWDAF sites must be reachable from NFs from all three sites.

The NFs register their services and maintain heartbeats with the OCNWDAF. The data is
replicated across the georedundant OCNWDAFs, thereby allowing the NFs to seamlessly
move between the OCNWDAFs in case of failure.

The configurations at each site shall be the same to allow the OCNWDAFs at all sites to
handle the subscriber NFs in the same manner.

This feature is configured using HELM.

Georedundant Deployment Failure Scenarios

Listed below are possible failure scenarios in georedundant deployments and the respective
failure recovery mechanisms to prevent network failures:

Table 3-1 Failure Scenarios

Failure Scenario

Failure Recovery

One of the mated OCNWDAF sites is down, and
the heartbeat is not exchanged.

The Redundancy Agent updates the ownership
matrix and transfers site ownership to the active
site based on the existing ownership matrix.

The mated OCNWDAF site is up, but the heartbeat
exchange is missed.

Redundancy Agent marks the unresponsive mated
site as UNAVAILABLE and after number of
heartbeats missed crosses the configured
threshold, the Redundancy Agent marks the site as
INACTIVE. Transfer of ownership is then initiated
based on the priority list.

Heartbeats are exchanged, but the OCNWDAF site
is experiencing a core component failure.

In case of core component failure, the redundancy
agent uses the K8s client to identify the failure of
core components.

The Redundancy Agent updates the ownership
matrix and transfers site ownership to the active
site based on the existing ownership matrix.

cnDBTier Primary Replication Channel Failure,
cnDBTier Secondary Replication Channel Failure
and cnDBTier Both Replication Channel Failure

cnDBTier takes appropriate action. For more
information, see, Oracle Communications Cloud
Native Core cnDBTier Installation, Upgrade, and
Fault Recovery Guide.

® Note

Transferring ownership
in this case may result
some data loss.
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Failure Scenario

Chapter 3
Support for Georedundancy

Failure Recovery

Complete cnDBTier Failure or DB Connection
Failure with OCNWDAF.

Redundancy Agent updates the current status of
the OCNWDAF site as unavailable/down, ,
updates the ownership matrix, and sends the
heartbeat to mated sites. Redundancy Agent
determines the status of the DB and takes
appropriate action. For more information on
cnDBtier recovery, see, Oracle Communications
Cloud Native Core cnDBTier Installation, Upgrade,
and Fault Recovery Guide

NF unable to send or communicate with local
OCNWDAF.

The NF uses the DNS (or SCP Model-D) to obtain
the IP of the secondary site which will now be
responsible for the current site.

@® Note

* In case of cnDBTier replication channel failures or complete cnDBrtier failure, see,
Oracle Communications Cloud Native Core cnDBTier Installation, Upgrade, and

Fault Recovery Guide

*  When one or more core components of an OCNWDAF instance fails, the
OCNWDAF instance marks itself as INACTIVE, and broadcasts this message to
other mated sites. The mated sites initiate the ownership transfer process.

Two Site Georedundancy

The following diagram depicts a two site georedundant deployment:

Figure 3-2 Two Site Georedundancy

Ownership Matrix Site Status
Site 1| Site 2 Site 1: ACTIVE
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The ownership matrix determines the transfer of ownership when a site failure occurs. The site
failure is determined by the site status. The site status can be ACTIVE, INACTIVE,
SUSPENDED, DISCOVERY and UNAVAILABLE. The ownership transfer occurs as per the
ownership matrix when the site is INACTIVE, SUSPENDED or UNAVAILABLE.

For example, when Site 2 is INACTIVE, based on the ownership matrix Site 1 becomes the
owner of all subscriptions owned by Site 2.

Three Site Georedundancy

The following diagram depicts a three site georedundant deployment:

Figure 3-3 Three Site Georedundancy
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The ownership matrix determines the transfer of ownership when a site failure occurs. The site
failure is determined by the site status. The site status can be ACTIVE, INACTIVE,
SUSPENDED, DISCOVERY and UNAVAILABLE. The ownership transfer occurs as per the
ownership matrix when the site is INACTIVE, SUSPENDED or UNAVAILABLE.

For example, when Site 1 is down, Site 2 takes ownership of the subscriptions at Site 1. If Site
2 is also down Site 3, assumes ownership of subscriptions at Site 1. The transfer of ownership
is based on the priority configured in the Ownership Matrix.

Managing Georedundancy
Deploy
To deploy OCNWDAF in a georedundant environment:

* Install cnDBTier version 22.4.0 or above on each configured site. Ensure the DB
Replication Channels between the sites are UP. For information about installing cnDBTier,
see "Installing cnDBTier" in Oracle Communications Cloud Native Core cnDBTier
Installation, Upgrade, and Fault Recovery Guide.

»  Deploy OCNWDAF over the replicated cnDBTier sites. Ensure the sites have different
names. For information about installing and deploying OCNWDAF, see Oracle
Communications Cloud Native Core Networks Data Analytics Function Installation Guide
and Fault Recovery Guide.

« Ensure that the redundancy agent details are added to the common gateway routing rules.

Configure Georedundancy

Configure the georedundancy specific parameters in the OCNWDAF instances on the
replicated sites. Configure the following parameters in the redundancy agents properties file to
enable and configure georedundancy in the deployed sites:

e Setthe GEO_REDUNDANCY_ENABLE parameter to true.

« Ensure that the following parameters are properly configured (based on number of
georedundant sites in the deployment) in the redundancy agents properties file:

— GEO_RED_AGENT_SITE_SECONDARY_SITEID

— GEO_RED_AGENT_SITE_SECONDARY_ADDRESS
— GEO_RED_AGENT_SITE_TERTIARY_SITEID

— GEO_RED_AGENT_SITE_TERTIARY_ADDRESS

— GEO_RED_SITE_SELF_PRIORITY

— GEO_RED_AGENT _SITE_ID

— GEO_RED_AGENT_SELF _ADDRESS

— GEO_RED_AGENT_NUMBER_OF MATED_SITE

For example:

CGEO_RED_AGENT_NUMBER_OF MATED SITE: 2

CGEO_RED _AGENT_SI TE_SECONDARY_SI TEI D:  OCNWDAF- XX- 2

CGEO RED AGENT_SI TE_SECONDARY_ADDRESS: http://ocn-nwdaf - gat eway- servi ce: 8088
CGEO_RED_AGENT_SI TE_TERTI ARY_SI TEI D:  OCNWDAF- XX- 3

CEO RED AGENT_SI TE_TERTI ARY_ADDRESS: http://ocn- nwdaf - gat eway- servi ce: 8088

* If the deployment is a two site georedundant deployment the tertiary site is not a part of the
georedundant deployment, set a placeholder value. It should not be empty.
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* After OCNWDAF instances are deployed over replicated cnDBTier sites, run the following

command:

helminstall {releasenane} {chartlocation} -n

{nanespace}

For example:

helminstall grdagent charts -n nwdaf

Configure the following parameters to enable and configure georedundancy in the custom

values file for OCNWDAF:

Table 3-2 REDUNDANCY AGENT CONFIGURATION
|

Parameter

Description

Default Value

ocnwdaf.cluster.namespace

Name space of the deployment
Note:

Change this to the name space of
OCNWDAF deployments.

ocn-nwdaf

ocnnwdaf.geored.hooks.database

Database information for the hook

nwdaf_subscription

ocnnwdaf.geored.hooks.table

Table information for the hook

nwdaf_subscription

ocnnwdaf.geored.hooks.columnl

Column1 information for the hook

record_owner

ocnnwdaf.geored.hooks.column2

Column2 information for the hook

current_owner

ocnnwdaf.geored.hooks.image

Image information for the hook

ocnwdaf-
docker.dockerhub-
phx.oci.oraclecorp.
com/nwdaf-cap4c/
nwdaf-cap4c-
mysql:8.0.30

ocnnwdaf.geored.agent.name

Name of the deployment

ocn-
nwdaf_georedagen
t

etPort

ocnnwdaf.geored.agent.replicas Number of Replicas 1

ocnnwdaf.geored.agent.image.source Image for GRD Agent occne-repo-
Note: host:5000/occne/
Modify this value if the image is in a redagent-ms-
different repository. dev:1.0.31

ocnnwdaf.geored.agent.image.pullPolicy | Image Pull Policy IfNotPresent

ocnnwdaf.geored.agent.resources.limits. | CPU Limit 1

cpu

ocnnwdaf.geored.agent.resources.limits. | Memory Limit 1Gi

memory

ocnnwdaf.geored.agent.resources.reque | CPU Request 1

st.cpu

ocnnwdaf.geored.agent.resources.reque | Memory Request 1Gi

st.memory

ocnnwdaf.geored.agent.service.type Service Type of the Deployment ClusterIP

ocnnwdaf.geored.agent.service.port.con | Container Port of the Deployment 9181

tainerPort

ocnnwdaf.geored.agent.service.port.targ | Target Port of the Deployment 9181
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Table 3-2 (Cont.) REDUNDANCY AGENT CONFIGURATION
|

eusport.targetPort

Parameter Description Default Value
ocnnwdaf.geored.agent.service.port.na | Name of the Service Port ocnwdafgeoredage
me ntport
ocnnwdaf.geored.agent.service.prometh | Container Port of the Prometheus 9000
eusport.containerPort

ocnnwdaf.geored.agent.service.prometh | Target Port of the Prometheus 9000

ocnnwdaf.geored.agent.service.prometh
eusport.name

Name of the Prometheus

Note:

Modify the port name based on the
promethus on the deployed setup.

http-cnc-metrics

AGENT_SITE_NUMBER

ocnnwdaf.geored.agent.env.GEO_RED __ | Enable/Disable HTTP2 TRUE
AGENT_SERVER_HTTP2_ENABLED

ocnnwdaf.geored.agent.env.GEO_RED __ | Time Interval To check HeartBeat in 10000
AGENT_HEARTBEAT_INTERVAL_MS | "ms"
ocnnwdaf.geored.agent.env.GEO_RED_ | Number of Time Times to check Heart |5
AGENT_HEARTBEAT_THRESHOLD Beat

ocnnwdaf.geored.agent.env.GEO_RED _ | Number of Time Times to check Heart |5
AGENT_CORE_COMP_THRESHOLD | Beat toward Core Components provides
ocnnwdaf.geored.agent.env.GEO_RED_ | Current Site Number 1

ocnnwdaf.geored.agent.env.GEO_RED _
AGENT_SITE_ID

Current Site ID

OCNWDAF-XX-1

AGENT_OCNWDAF_CORE_COMPON
ENT_LIST

ocnnwdaf.geored.agent.env.GEO_RED__ | Number of Mated Sites. It is updated 1
AGENT_NUMBER_OF_MATED_SITE |based on GRD Sites in sync.
ocnnwdaf.geored.agent.env.GEO_RED__ | Current Agent Address. The resolvable
AGENT_SELF_ADDRESS URL of the OCNNWDAF Gateway

service. This address should be

reachable outside the cluster .
ocnnwdaf.geored.agent.env.GEO_RED _ | Check Interval for OCNWDAF 10000
AGENT_MICROSERVICE_LIVELINESS | Microservice in "ms".
_MS
ocnnwdaf.geored.agent.env.GEO_RED __ | List of OCNWDAF microservices that ocn-nwdaf-

needs to be verified.

subscription

ocnnwdaf.geored.agent.env.GEO_RED _
SITE_SUBSCRIPTION_OWNERSHIP_
TRANSFER_URL

Subscription API for Ownership Transfer

http://ocn-nwdaf-
subscription-
service-
internal:8087/
nnwdaf-
eventssubscription/
v1/subscriptions/
updateServingOwn
er

ocnnwdaf.geored.agent.env.GEO_RED _
SITE_DATA_COLLECTION_URL

Data Collection API for Ownership
Check

http://ocn-nwdaf-
data-collection-
service-
internal:8081/ra/
notify
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Table 3-2 (Cont.) REDUNDANCY AGENT CONFIGURATION
|

Parameter

Description

Default Value

ocnnwdaf.geored.agent.env.GEO_RED _
AGENT_DBTIER_REPLICATION_STAT
US_URL

cnDBTier Monitor Service URL for
Replication

Use the Reachable
Monitor Service
from Deployed
CNDB namespace.
For example: http://
mysql-cluster-db-
monitor-svc.
{cndbnamspace}.s
vC.
{domainname}:808
0/db-tier/status/
replication

ocnnwdaf.geored.agent.env.GEO_RED _
AGENT_DBTIER_STATUS_URL

cnDBTier Monitor Service URL for Local

Use the Reachable
Monitor Service
from Deployed
CNDB namespace.
For example: http://
mysq|l-cluster-db-
monitor-svc.
{cndbnamspace}.s
vC.
{domainname}:808
0/db-tier/status/
local

ocnnwdaf.geored.agent.env.GEO_RED_
AGENT_SITE_SECONDARY_SITEID

Secondary Site ID

OCNWDAF-XX-2

ocnnwdaf.geored.agent.env.GEO_RED _
AGENT_SITE_SECONDARY_ADDRES
S

Secondary Site Address

The Resolvable
URL of the
OCNWDAF
Gateway of
Secondary Site.

This address
should be
reachable outside
the cluster

ocnnwdaf.geored.agent.env.GEO_RED_
AGENT_SITE_TERTIARY_SITEID

Tertiary Site ID

OCNWDAF-XX-3

ocnnwdaf.geored.agent.env.GEO_RED _
AGENT_SITE_TERTIARY_ADDRESS

Tertiary Site Address

The Resolvable
URL of the
OCNWDAF
Gateway of Tertiary
Site.

This address
should be
reachable outside
the cluster

ocnnwdaf.geored.agent.env.GEO_RED_
AGENT_DB_URL

IP of the Site cnDBTier

The Cluster IP/
External IP of the
CNDB

ocnnwdaf.geored.agent.env.GEO_RED _
AGENT_USERNAME

Name of the DB User with privileges to
GRD DB and Subscription DB. The user
should have access to both GRD and
Subscription Databases

occneuser
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Table 3-2 (Cont.) REDUNDANCY AGENT CONFIGURATION
|

Parameter Description Default Value

ocnnwdaf.geored.agent.env.GEO_RED__ | Password for the DB User password

AGENT_PASSWORD

ocnnwdaf.geored.agent.env.GEO_RED __ | Enable/Disable GRD false

AGENT_ENABLE

ocnnwdaf.geored.agent.env.GEO_RED__ | Port of the DB 3306

AGENT_DB_PORT

ocnnwdaf.geored.agent.env.GEO_RED__ | Name of the GRD Database georedagent

AGENT_DB_NAME

ocnnwdaf.geored.agent.env.GEO_RED__ | Config Server URL for the Site's http://nwdaf-cap4c-

AGENT_CONFIG_SERVER OCNWDAF spring-cloud-
config-server:8888

Procedure to Migrate From Two Site Georedundancy to Three Site Georedundancy

To deploy a tertiary site in a two site georedundant environment, update tertiary site
parameters in the redundancy agents properties file.

e Update the parameters GEO_RED_AGENT_SITE_TERTIARY_SITEID,
GEO_RED_AGENT_SITE_TERTIARY_ADDRESS, GEO_RED_SITE_SELF_PRIORITY
to include the new site in the priority list and the address list for all sites including the
existing sites and the new site as well.

e Update GEO_RED_AGENT_NUMBER_OF_MATED_SITE parameter in the helm chart to
increase the number of mated sites to 3 for all sites.

e Configure and deploy georedundancy service on each site. Run the following command:

helminstall {releasenane} {chartlocation} -n
{nanespace}

Disable Georedundancy

To disable georedundancy set the ENABLE_GEO_REDUNDANCY parameter to false in the
redundancy agents properties file.

Remove a OCNWDAF site from a Georedundant Deployment
Prerequisites

Disable replication on the CNDB MySQL Cluster. For more information see the procedure to
Gracefully stop geo-replication in the Oracle Communications Cloud Native Core cnDBTier
User Guide.

Perform the following steps:

« Remove the OCNWDAF site from the DNS Service List.

* Delete the georedundant service from the site and remove the database from sites CNDB
database.

* Remove the site references from other sites and upgrade their Redundancy Agents.
For example: If Site 3 is being removed, remove the reference of Site 3 from both Site 1
and Site 2 Redundancy Agents and upgrade the services.
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3.3 Service Mesh for Intra-NF Communication

OCNWDAF leverages the service mesh support for all internal and external communication.
The service mesh integration provides intra-NF communication and allows API gateway
coworking with service mesh. The service mesh integration supports the services by deploying
a special sidecar proxy in the environment to intercept all network communication between
microservices.

@® Note

For service mesh integration, the service mesh must be available in the cluster in
which OCNWDAF is installed.

For more information about configuring service mesh, see Oracle Communications Networks
Data Analytics Function Installation and Fault Recovery Guide.
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OCNWDAF Interfaces

This chapter describes the OCNWDAF interfaces, which are used by consumer NFs and
OCNWDAF for subscription data and analytics collection.

4.1 OCNWDAF Data Collection from NFs

The OCNWDAF collects data from 5G NFs (the OCNWDAF and the NF providing the data
belong to the same PLMN). The OCNWDAF uses the NnF interface for data collection. The
figure below depicts the interface:

Figure 4-1 NnF Interface

NWDAF MNnf Any NF

The OCNWDAF uses the NnF interface to:

* Request a subscription for data delivery from a particular context.
e Cancel a subscription for data delivery from a particular context.

* Request a specific data report for a particular context.

4.2 Analytics Collection by a Network Function

A 5G NF can request network analytics information from the OCNWDAF through a Nnwdaf
interface, where the OCNWDAF and the NF belong to the same PLMN. The diagram below
depicts the Nnwdaf interface:

Figure 4-2 Nnwdaf Interface

Any NF Nnwdaf NWDAF

The Nnwdaf interface is used to:

* Request subscription to network analytics delivery for a particular context.
»  Cancel subscription to network analytics delivery for a particular context.

* Request a specific report of network analytics for a particular context.
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OCNWDAF Services

This chapter describes the OCNWDAF services.

5.1 Analytics Subscription Service

The Analytics Subscription Service handles the subscription and natification functions in the
OCNWDAF. The NF service consumers can subscribe or unsubscribe to the notification for
different analytics information from the OCNWDAF through this service. The service is
implemented as per 3GPP TS 29.520(v16.11).

The consumer NFs use the APIs for subscribing or unsubscribing and updating the existing
subscription for OCNWDAF analytics events. The consumers are notified of the observed
events as per the subscription request, and the notification can be:

A single notification: Analytics Subscription Service sends only a single notification and
purges the subscription.

A periodic notification: Analytics Subscription Service receives the periodic analytics
generated from the Analytics Generation Service as per the notification period specified in
the subscription request. A notification is generated for the received analytics data. On
receiving this notification, subscriptionld and Notification URI mapping is fetched,
notification data is prepared, and a REST call is made to the Notification URI.

A specific event notification: The Analytics Subscription Service processes the
subscription request, validates the subscription information, generates the subscriptionID,
and stores the subscription request in the subscription database. The Data Collection
Service waits for the notification data corresponding to the observed events (such as
configured thresholds breached) from the Analytics Generation Service and is invoked by
using REST APIs.

The subscription can be for descriptive (KPIs and statistics) and predictive analytics (future
event prediction). The subscription data is validated, and requests are stored in the
subscription database.

Based on the subscription data, the Analytics Subscription Service intimates the Data
Collection Service to gather data corresponding to the subscribed events from one or more NF
functions.

The probable consumers of the Nnwdaf_EventsSubscription service are listed below:

Policy Control Function (PCF)

Network Slice Selection Function (NSSF)

Access and Mobility Management Function (AMF)
Session Management Function (SMF)

Network Exposure Function (NEF)

Application Function (AF)

Operations, Administration, and Maintenance (OAM)
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The Nnwdaf interface is used for communication between the 5G consumers and OCNWDAF
in the Nnwdaf_EventsSubscription service.

5.2 Analytics Information Service

The Analytics Information Service enables the consumer NFs to request and get specific
analytics from the OCNWDAF. The nwdaf-analyticsinfo service manages the functions related
to the Analytics Information Service. The service is implemented according to 3GPP TS
29.520(v16.0). Analytics Information Service is a REST API based service.

@® Note

This service handles only HTTP2 requests.

The Analytics Information Service provides the following kinds of analytics information:

«  Descriptive Analytics: If the parameters startTime and endTime specify a past time, then
the request is for the statistics reports.

e Predictive Analytics: If the parameters startTime and endTime specify a future time, then
the request is for the predictive analytics.

The Analytics Information Service provides analytics information corresponding to the Analytics
ID in the consumer request.

The probable consumers of the Nnwdaf_Analyticsinfo service are listed below:

e Policy Control Function (PCF)

* Network Slice Selection Function (NSSF)

* Access and Mobility Management Function (AMF)
e Session Management Function (SMF)

*  Network Exposure Function (NEF)

*  Application Function (AF)

e Operation, Administration, and Maintenance (OAM)

5.3 Data Collection Service

This service collects data from the sources listed below for different types of analytics:

e Global management data configured by the CSP.
* NFs data available in the 5G network.
e Data available in the individual NFs (for example, UE or UE group information).

The data collected is used as the basis for computing the analytics information. The data
collection service handles the NF instance identification for the UEs and raises subscription
requests to various NFs for NF data. It also receives notifications from the NFs for the
subscribed events. This service enables the OCNWDAF to efficiently obtain appropriate data
with the proper granularity. The operator can configure the OCNWDAF to collect analytics
information from the NFs for future analytics requests. The operator defines the volume and
maximum data storage. If the OCNWDAF has collected sufficient data to provide the requested
information, it can skip the data collection procedure. The OCNWDAF can send an error
response to the analytics consumer if the requested analytics are not available with the

Networks Data Analytics Function User Guide
F80228-02 October 28, 2025

Copyright © 2022, 2022, Oracle and/or its affiliates. Page 2 of 7



ORACLE Chapter 5
Data Collection Service

OCNWDAF. The data collection service retrieves behavior data for individual UEs or groups of
UEs and global UE information.

The collected data helps in computing predictive and descriptive analytics based on the
AnalyticsID. Following AnalyticsIDs are supported:

¢ UE Mobility

* Slice Load Level

e Abnormal behavior (unexpected UE location)
* NF Load

* Network Performance

Data Collection Procedure from NFs:

The following call flow depicts the data collection procedure from various NFs:

Figure 5-1 Data Collection from NFs

OCDATACOLLECTION NF

Nnf_EventExposure_Subscribr/UnSubscribe

A 4

A

Nnf_EventExposure_Notify

1. The Data Collection Service enables the OCNWDAF to subscribe or unsubscribe to an
Event ID (or a set of Event ID(s)) by invoking the Nnf_EventExposure_Subscribeor
Nnf_EventExposure_Unsubscribe service operation.

2. The NFs notify the OCNWDAF of requested analytics (for example, event report) by
invoking the Nnf_EventExposure_Notify service operation.

The following event exposure services enable OCNWDAF data collection:

Table 5-1 Exposure Services
|

Service producer Service

AMF Namf_EventExposure
SMF Nsmf_EventExposure
UDM Nudm_EventExposure
NEF Nnef_EventExposure
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Table 5-1 (Cont.) Exposure Services

- __________________________|
Service producer Service

NRF Nnrf_NFDiscovery
Nnrf_NFManagement

Data Collection from NRF

The OCNWDAF uses the NRF NF discovery service (Nnrf_NFDiscovery) to dynamically
discover NF instances and their services in the 5G Core (5GC). This activity can be periodic or
based on any specific event in the network. The OCNWDAF also utilizes the NRF MF
Management Service (Nnrf_NFManagement), NFStatusSubscribe (NFStatusSubscribe), and
NFStatusNotify services to obtain information about change in NF status. The information
collected by these NRF services is used for obtaining NF Load analytics and maintaining a
network map for data collection.

@® Note

The Nnrf_NFDiscovery service is invoked only after NFStatusSubscribe service to
eliminate race conditions of NF status change after the NRF discovery but before the
NRFStatusSubscribe service.

NRF NFStatusSubscribe Service

The NFStatusSubscribe service is used to create an OCNWDAF subscription to the NRF. The
OCNWDAF gets notified by the NRF when a specific NF instance profile or set of NF instance
profiles are modified or deregistered in the NRF.

Figure 5-2 NF Status Subscribe

NF Status Subscribe Service

OCNWDAF in MNRF in Serving
Serving PLMMN PLMM
POST Request

9

HTTP Response Code (201
Created/4xx/5xx/3xx)

(RS K S—

1. The OCNWDAF invokes the NFStatusSubscribe service to receive notifications about
events (such as registration, deregistration, profile change) related to the Target NF
located in the same PLMN by a POST request to the NRF.

2. The NRF authorizes or rejects the subscription request based on the validity of attributes in
the POST request.
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3. If the request is successful, a subscription is created and a HTTP response code "201

Created" is returned to the OCNWDAF.

4. |If the request fails an appropriate HTTP response code is returned (4xx, 5xx or 3xx)

indicating the reason for the failure.
NRF NFStatusNotify Service

This service operation notifies the OCNWDAF subscribed to NRF about registration (or
deregistration) and profile changes of target NF (or NF instances).

Figure 5-3 NF Status Notify

NF Status Notify Service

OCNWDAF in
Semnving PLMN

POST Request

MRF in Serving
PLMMN

F

HTTP Response Code (204 No
Content/dxx/5xx/3xx)

(R, A P —

1. The NRF invokes the NFStatusNotify service POST request to the subscribed OCNWDAF
to indicate any registration or profile changes in the target NF (or NF instances).

2. If the request is successful, the OCNWDAF responds with a "204 No content" HTTP

response code.

3. If the request fails an appropriate HTTP response code is returned (4xx, 5xx or 3xx)

indicating the reason for the failure.

NRF NFDiscover Service

This service is used to obtain a set of NF instances (represented by their NF profile) that are
currently registered with the NRF based on the input query parameters. The results are
obtained in the SearchResult format. The information obtained is stored for further processing

to obtain NF load analytics.
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Figure 5-4 NF Discovery Service

NF Discovery Service

HTTP Response Code (200
Okidxx/5xx/Ixx)

OCNWDAF in NRF in Serving
Senving PLMN FLMMN

E GET Request E

E >

- E

1. The OCNWDAF invokes the NFDiscover service GET request with query parameter "nf-
instances" to the NRF.

2. If the request is successful, the NRF responds with a "200 OK" HTTP code with the
response body containing the requested NF profile information based on the request

query.

3. If the request fails an appropriate HTTP response code is returned (4xx, 5xx or 3xx)
indicating the reason for the failure.

Data Collection from Operations, Administration, and Maintenance (OAM)

The OCNWDAF subscribes to the OAM for the data required to compute analytics information.
The OAM processes the request and provides the requested data to the OCNWDAF.

The following call flow depicts the data collection procedure from the OAM:

Figure 5-5 Data Collection from OAM

MWDAF OAM
Subscribe
(Imput) »
Data
Frocessing
Subscribe
€ (Output)

1. OCNWDAF subscribes to the notifications related to the services provided by the OAM.
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2. Based on the subscription request from OCNWDAF, the OAM performs data processing
and prepares the data to be shared with the OCNWDAF.

3. OCNWDAF obtains the requested data from the OAM.

5.4 Analytics Generation Service

The Analytics Generation service facilitates the generation of descriptive and predictive
analytics provided by OCNWDAF. The service interfaces with the Data Collection service to
obtain the raw data reports collected from different NFs and uses Analytics Engine (CAP4C)
for the analytics processing.

In addition, the Analytics Generation service notifies the Analytics Subscription service about
the generated analytics and obtains the generated analytics from either DBtier or Time Series
Database. The service forms the core of OCNWDAF along with Data Collection and Analytics
DB services. It is also responsible for interfacing with CAP4C to provision and fetch the trained
ML models from the running Machine Learning Operations (MLOPS) service pipeline.

Also, the Analytics Generation service is responsible for performing features, such as
managing subscription level aggregations, unrolling the raw data reports into a simple format,
formatting the generated analytics into the OCNWDAF event notification format. In the case of
complex descriptive analytics and predictions, the Analytics Generation service uses the
backend Analytics Engine (CAP4C) data pipeline.

5.5 Analytics Database Service

The Analytics Database (DB) service communicates with the Analytics Information, Analytics
Subscription, Data Collection, and Analytics Generation services for performing the following
database operations:

e Storing or updating the analytics data into the analytics database

* Finding and deleting records from the analytics database
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OCNWDAF Subscription and Analytics
Requests

This chapter describes consumer subscription and analytics request procedures.

6.1 Analytics Subscription Request to the OCNWDAF

This section describes how the OCNWDAF service consumers subscribe or unsubscribe to the
OCNWDAF to obtain analytics information. The Nnwdaf_AnalyticsSubscription service is used
to subscribe, unsubscribe, and modify existing subscriptions to the OCNWDAF.

Figure 6-1 OCNWDAF Consumer Subscription Request

| NW DAF Service Consumer | NWDAF

1. Nnwdaf_AnalyticsSubscription_Subscribe/
Mnwdaf_AnalyticsSubscription_LUnsubscribe

2. Nnwdaf_Analytics Subscription_Mot iy

1. The OCNWDAF service consumer initiates or cancels a subscription to analytics
information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe or
Nnwdaf_AnalyticsSubscription_Unsubscribe service operation. When a subscription to
analytics information is received, the OCNWDAF determines whether triggering data
collection is required. If the service invocation is for a subscription modification, the NF
service consumer includes an identifier (Subscription Correlation ID) to be modified in the
Nnwdaf_AnalyticsSubscription_Subscribe request.

2. If the OCNWDAF service consumer subscribes to analytics information, the OCNWDAF
notifies the service consumer with the analytics information by invoking the
Nnwdaf_AnalyticsSubscription_Notify service operation, based on the request from the
service consumer, for example, Analytics Reporting Parameters.

6.2 Analytics Information Request to OCNWDAF

This section describes how the OCNWDAF service consumers request and obtain analytics
information from the OCNWDAF. The Nnwdaf_Analyticsinfo service is used to request and
obtain information from the OCNWDAF.
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Figure 6-2 Analytics Request

I MWDAF Service Consumer | NWDAF

1. Nnwdaf_Analyticsinfo_Request

2 Mnwdaf_Analyticsinfo_Request
response

1. The OCNWDAF service consumer requests analytics information by invoking the

Chapter 6

Correlation between Network Data and Service Data

Nnwdaf_Analyticsinfo_Request service operation.

2. On receiving the request, the OCNWDAF determines if a data collection needs to be
triggered. If the requested analytics information is not present, it triggers a data collection

request.

3. If the OCNWDAF has the requested information, it responds to the consumer with the

requested analytics information.

® Note

The consumer sends an HTTP GET request to obtain analytics data based on the
query parameter value of the "event-id" attribute. Along with event-id, the ana-req
attribute can be specified. It contains the parameter timeAnaNeeded, which sets the
time when the analytics information is needed. Once the time specified
timeAnaNeeded is crossed, the consumer does not need to wait for the analytics
information any longer, and the OC-NWDAF sends an error response to the consumer.

6.3 Correlation between Network Data and Service Data

The correlation information from each NF input data helps OCNWDAF correlate data from
different NFs. The following table contains correlation information:

@ Note

The correlation information is not listed in the input data per network data analytics.

Table 6-1 Correlation between network data and service data

Correlation Information

Description

Timestamp, IP address 5-tuple

To correlate data from AF and from UPF

Timestamp, AN Tunnel Info (Clause 9.3.2.2, 3GPP
TS 38.413 [16])

To correlate UPF data and OAM data which are

reported by the RAN

Timestamp, UE IP address

To correlate data from UPF and SMF

Timestamp, SUPI

To correlate data from SMF and AMF

Timestamp, SUPI, DNN, S-NSSAI or UE IP

address

To correlate data from SMF and PCF
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Table 6-1 (Cont.) Correlation between network data and service data

- __________________________|
Correlation Information Description

Timestamp, RAN UE NGAP ID To correlate AMF data and OAM data reported by
(Clause 9.3.3.2, 3GPP TS 38.413 [16]) and Global [the RAN

RAN Node ID

Timestamp, Application ID, IP filter information To correlate data from SMF and AF
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OCNWDAF Analytics

An OCNWDAF consumer can avail analytics information or reports for various events in the
network. The consumers can subscribe (or unsubscribe) to the OCNWDAF to obtain specific
analytics reports as a one-time event or periodically get notified when a defined event is
detected. The analytics information provided by the OCNWDAF is either statistical information
on past events or predictive information which can be used to balance the resources in the
network.

The OCNWDAF assists in collecting and analysing data in a 5G network. The OCNWDAF
currently supports NFs as data producers but the data consumers can be not only be 5G NFs
but AFs and OAM can also be consumers of analytics information. The OCNWDAF allows the
Communications Service providers (CSPs) to efficiently monitor, manage, automate, and
optimise their network operations by analysing the data collected across the network.

Listed below are the type of analytics reports that OCNWDAF can provide:

e Historical analytics

e Future analytics

*  Reports when a thresholds are crossed

e Predictions on network behaviour and resource usage
e Prediction of abnormal events in the network

The Analytics Subscription Service and Analytics Information Service are used for obtaining
different analytics reports. The Analytics Subscription Service obtains periodic reports based
on future or current events, threshold and abnormal event reports. The Analytics Information
Service obtains historic statistical reports and prediction reports.

Analytics Request

A consumer analytics request (subscription or information request) to the OCNWDAF contains
the following information:

e Analytics ID(s): Analytics ID identifies the requested type of analytics.
e Analytics Filter Information (optional)

e Target of Analytics Reporting: The target indicates the object(s) for which Analytics
information is requested. It includes entities such as a specific UE or a group of UE(s) or all
UEs.

e Analytics Reporting Information with the following parameters:

— Inthe case of Analytics Subscription requests, event reporting parameters are defined
as per 3GPP TS 23.502 (version 3, table 4.15.1-1).

— In the case of Analytics Subscription requests, Reporting Thresholds are defined,
which are the conditions on the level of each requested analytics. When the threshold
is crossed, the OCNWDAF notifies the consumer. The specified conditions may

include rules like "below", "above", or "crossed". The default rule is "crossed" if no
matching rule is provided.

e Analytics target period: Time interval which includes both start and end time (in UTC
format). The target period specified can be either the past time or future time.
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— An Analytics target period specified in past time is indicative of a analytics statistics
request.

— An Analytics target period specified in the future time is indicative of a analytics
prediction request.

By setting start time and end time to the same value, the consumer of the analytics can
request analytics or subscribe to analytics for a specific time rather than for a time interval.

Preferred level of accuracy of the analytics (for example, low or high).

For Analytics Information requests, the time when analytics information is required can be
specified. If the time is reached and no analytics are received the consumer does not wait
for the analytics information any longer and the OCNWDAF sends an error response to the
consumer.

The maximum number of objects (optional). This specifies the number of objects in a list of
analytics for each request.

Maximum number of SUPIs is an optional parameter that specifies the number of relevant
SUPIs in the analytics object to be returned in the analytics response. When this
parameter is not specified, the OCNWDAF returns all the relevant SUPIs in the analytics
object.

Analytics Report

The OCNWDAF provides the following analytics information to the consumer:

Analytics information based on specified Analytics ID and target time.
Noatification Correlation Information for Analytics Subscription requests.
The OCNWDAF provides the following additional information:

— Timestamp of analytics generation. The analytics consumer can determine the
relevance of analytics information based on the timestamp received.

— Validity period, the time until which the analytics information is valid.

— Probability assertion: This indicates confidence in the prediction. The confidence is
expressed as a value based on definition of parameters "Preferred level of accuracy"
and "Analytics Target Period" in the consumer request and the data availability with
OCNWDAF. The OCNWDAF returns a value of zero confidence if sufficient data is not
collected to match the requested accuracy level within the analytics target time. If the
analytics target time is not specified, the OCNWDAF waits till adequate data is
collected then provides a response or notification.

@® Note

Statistical analytics does not contain this parameter as confidence in
prediction is not applicable for this type of analytics.

The OCNWDAF provides the following analytics:

Slice Load level analytics

UE Mobility analytics

UE Abnormal Behaviour analytics
NF Load Level analytics

Network Performance analytics
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7.1 Slice Load Level Analytics

The OCNWDAF provides Slice Load Level analytics to the consumers at the Network Slice
level, Network Slice instance level, or both. To generate this analytics report, the OCNWDAF
need not have information about the subscribers in the slice, the slice load level analytics
information is not subscriber specific. The OCNWDAF notifies slice specific network status
analytics information to the subscribed consumers. The Analytics Subscription service and
Analytics Information service expose the slice load level analytics to the consumers.

The Analytics ID used for the slice load level information is “SLICE_LOAD_LEVEL"(for
Analytics Subscription Service) or "LOAD_LEVEL_INFORMATION” (for Analytics Information
Service).

@® Note

In the current release, only one network instance per slice is supported.

Figure 7-1 Slice Load Level Workflow

= INWDAF| | AMF | | sMF | [ NssF | | NRF | [ oAm |

l(Consumr)

1. Nnwdaf_Analyticsinfo_Reqliest /
Nnwdaf_AnalyticsSubscription_Subscribe
(Analytjcs ID = Load level inforfnation

Filters = S-SSAL Aol [NSI ID(s), jhresholds])

2. Nnrf_NFDiscovery_Reqdest

5. Ngmf_EventExposure_Subsdribe

6. Nsmf_EventExposure_Subscribe

7. NWDAF derives
shice load analytics

8.Nnwdaf| Analyticsinfo_Requestjresponse /
Nnwdgf_AnalyticsSubscription) Notify

1. A consumer subscribes to an OCNWDAF (Nnwdaf_AnalyticsSubscription_Subscribe) or
sends a request to an OCNWDAF (Nnwdaf _Analyticsinfo_Request) with the Analytics ID
and optional filters such as S-NSSAI, NSI ID, Area of Interest and Load level threshold
value. The following steps are optional and applicable only if the nature of the requests
matches the criterion listed below:

e The analytics request received by the OCNWDAF can be for historical or current data.
If the OCNWDAF does not have the slice load information and the request is for
historical data, it fetches the data from OAM. Suppose the request is for current data
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and OCNWDAF does not have the information, it performs an NRF discovery to
discover AMF, SMF and NSSF instance(s) to fetch the relevant data based on the
analytic filters provided in the analytics subscription service.

« If the consumer NF analytics subscription request does not contain the NSI ID(s), the
OCNWDAF invokes a Nnssf_NSSelection_Get request to the NSSF to obtain the NSI
ID(s) to the corresponding S-NSSAI in the subscription.

The OCNWDAF can collect input data from the NRF to derive resource usage
statistics and predictions for a Network Slice instance.

The OCNWDAF sends a Namf_EventExposure_Subscribe request to subscribe to the
AMF's event exposure service. The OCNWDAF collects data on the number of UEs
currently registered on the specific Network Slice (if the slice is available) and its
constituent Network Slice instance(s). It also collects information on UEs access and
mobility based on the event ID "UE moving in or out of Area of Interest". If the optional
event Filters S-NSSAI, NSI ID(s) (if available), and Area of Interest are provided in the
request, the OCNWDAF collects the corresponding UE IDs.

The OCNWDAF subscribes to the SMF's event exposure service to collect data on the
number of PDU sessions currently registered on a specific Network Slice (if the slice is

available) and its constituent Network Slice instance(s). The PDU session establishment or
release event information is collected.

4. The OCNWDAF derives the slice load analytics and delivers it to the consumers by
invoking OCNWDAF_AnalyticsSubscription_Notify or OCNWDAF_Analyticsinfo_Request
response.

Consumer request to OCNWDAF

A consumer request for Slice Load Level analytics contains:

e Analytics ID: “SLICE_LOAD_LEVEL” (for Analytics Subscription Service) or
LOAD_LEVEL_INFORMATION” (for Analytics Information Service).

e Analytics filter information:

S-NSSAIl and NSI ID: The S-NSSAI is the network slice identifier. The use of NSI ID in
the network is optional and depends on the deployment choices of the operator. If the
NSI ID is specified, it is associated with S-NSSAI. The NSI ID is only applicable when
the consumer is NSSF.

Area of Interest (Aol) (Optional)
Load level threshold value

List of NF types (Optional)

List of analytics subsets (Optional)

Maximum number of objects: When the Analytics Filter Information does not include
the NSI ID, the "maximum number of objects" indicates the maximum number of
Network Slice instances expected in the output. It is an optional parameter.

The OCNWDAF reports when the load level of the network slice instance crosses the threshold
value specified in the network analytics subscription service.

The analytics is generated on specified event detection (Network Analytics Information
Service) or if the defined threshold is reached (Network Analysis Subscription Service). In this
case, the event and threshold are related to the load level in the slice.

Slice Load Level Analytics Report

The following analytics information is obtained:
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*  Network Slice load statistics

*  Network Slice load predictions

The Network Slice load statistics include the following information:

Table 7-1 Network Slice Load statistics

Chapter 7

Slice Load Level Analytics

Parameter

Data type

P

Cardinality

Description

Load Level
Information

loadLevellnformati

on

M

1 up to the
maximum value

Load level
information of the
network slice
calculated per time
period. Load level
is based on the
maximum number
of UEs or sessions
that the slice can
support and is
limited by the
maximum
configured UEs or
sessions. The load
level value is the
either the value of
"Percent UE" or
"Percent Session",
whichever is the
highest.

S-NSSAI

String

Otol

The S-NSSAI is the
network slice
identifier. This
information is
obtained from the
analytics request.

Number of UE
Registrations

Integer

1 up to the
maximum value

The number of UE
registrations within
the Network Slice.

Percent UE

Integer

1 up to the
maximum value

Is a proprietary
value obtained by
the percentage of
Number of UE
registrations in the
slice and the
configured value of
maximum UEs per
S-NSSAI.

Number of PDU
Sessions

Integer

1 up to the
maximum value

The number of
PDU Sessions
established within
the Network Slice.
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Table 7-1 (Cont.) Network Slice Load statistics

Chapter 7

Slice Load Level Analytics

Parameter

Data type

P

Cardinality

Description

Percent Sessions

Integer

M

1 up to the
maximum value

Is a proprietary
value obtained by
the percentage of
Number of PDU
Sessions in the
slice and the
configured value of
maximum sessions
per S-NSSAI.

Exceed Load Level
Threshold

Boolean

True or False

Is true when the
load level threshold
is crossed within
the time period of
the analytics
report.

Table 7-2 Type LoadLevellnformation

Type Name

Type Definition

Description

LoadLevellnformation

Integer

network slice

Load level information of the

The Network Slice load predictions include the following information:

Table 7-3 Network Slice Load Predictions
- ]

Parameter

Data type

P

Cardinality

Description

Load Level
Information

loadLevellnformati | M

on

1 up to the
maximum value

Load level
information of the
network slice
calculated per time
period. Load level
is based on the
maximum number
of UEs or sessions
that the slice can
support and is
limited by the
maximum
configured UEs or
sessions. The load
level value is the
either the value of
"Percent UE" or
"Percent Session",
whichever is the
highest.

S-NSSAI

String

Oto1l

The S-NSSAl is a
network slice
identifier.
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Parameter

Data type

P

Cardinality

Description

Number of UE
Registrations

Integer

1 up to the
maximum value

The number of UE
registrations in the
Network Slice.

Percent UE

Integer

1 up to the
maximum value

Is a proprietary
value obtained by
the percentage of
Number of UE
registrations in the
slice and the
configured value of
maximum UEs per
S-NSSAL.

Number of PDU
Sessions

Integer

1 up to the
maximum value

The number of
PDU Session
established in the
Network Slice.

Percent Sessions

Integer

1 up to the
maximum value

Is a proprietary
value obtained by
the percentage of
Number of PDU
Sessions in the
slice and the
configured value of
maximum sessions
per S-NSSAI.

Exceed Load Level
Threshold

Boolean

True or False

Is true when the
load level threshold
is crossed within
the time period of
the analytics
report.

Confidence

Uinteger

Oto1l

Indicates the
confidence of this
prediction. It has a
value range from
Minimum "0" up to
Maximum "100".

7.2 UE Related Analytics

Networks Data Analytics Function User Guide

F80228-02

OCNWDAF provides the following UE related analytics:

«  UE mobility analytics. For more information, see UE Mobility Analytics.

« UE abnormal behavior analytics (unexpected UE location, proprietary geofencing feature).
For more information, see User Equipment (UE) Abnormal Behavior Analytics.

The OCNWDAF service consumer may request for these analytics separately, or in a

combined manner.
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7.2.1 UE Mobility Analytics

OCNWDAF provides UE mobility statistical or predictive analytics to allow consumers to do the
following:

e Collect UE mobility related information from 5G NFs (such as AMF).

* Perform data analytics on the collected information to obtain UE mobility descriptive or
predictive analytics.

@® Note

The detailed information collected by the OCNWDAF can be network data from 5GCs.

«  UE mobility related network data collected from 5GC is UE location information.

UE Mobility Workflow

Figure 7-2 UE Mobility Workflow

Consumers OC-NWDAF AMF

Nnwdaf_Analyticsinfo_Request/
Nnwdaf_Analytics Subscription_Subseribe

v

Namf_EventExposure_Subscribe

Namf_EventExposure Notify

OC-NWDAF derives

requested analytics

Nnwdaf_Analyticsinfo_Request response/
Nnwdaf_Analytics Subscription_Notify

New Analytics
generated for this UE

Nnwdaf_Analytics Subscription_Notify

S

1. The consumer sends a request to OCNWDAF for analytics on a specific UE or a group of
UEs, using either the Nnwdaf_Analyticsinfo or the Nnwdaf_AnalyticsSubscription service.
The consumer can request statistics or predictions or both. The type of analytics is set to
UE mobility information. The NF provides the UE ID or Internal Group ID in the Target of
Analytics Reporting.

2. If the request is authorized, and in order to provide the requested analytics, OCNWDAF
may subscribe to events with all the serving AMFs for notification of location changes.
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@® Note

This step may get skipped when OCNWDAF has the requested analytics available
already.

@® Note

OCNWDAF determines the AMF serving the UE or the group of UEs as described
in 3GPP 23.288 6.2.2.1.

3. OCNWDAF derives the requested analytics.

4. OCNWDAF provides the requested UE mobility analytics to the consumer, using either
Nnwdaf_Analyticsinfo_Request response or Nnwdaf_AnalyticsSubscription_Notify,
depending on the service used in step 1.

5. |If at step 1, the consumer has subscribed to receive notifications for UE mobility analytics,
after receiving event notification from the AMFs subscribed by OCNWDAF in step 2,
OCNWDAF may generate new analytics and provide them to the NF.

Consumer Request to OCNWDAF
A consumer request for this analytics information contains:

e Analytics ID: “UE Mobility”
* The following filters can be specified in the subscription request:
— Asingle UE or a group of UEs (the Target of analytics reporting)

— Analytics target period indicating the time period over which the statistics or predictions
are requested

— Preferred level of accuracy of the analytics (low or high)

— A Notification Correlation ID and Notification Target Address in a subscription

Output UE Mobility Analytics

The following UE mobility analytics information is obtained by OCNWDAF:
*  UE mobility descriptive analytics

*  UE mobility predictive analytics

The following table lists the UE mobility descriptive analytics:

Table 7-4 UE mobility descriptive analytics

- ___________________ |
Parameter Data type P Cardinality Description

Time slot entry DateTime @) Oto1l This attribute
identifies the
timestamp when
the UE arrives at
the location.
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Table 7-4 (Cont.) UE mobility descriptive analytics

Chapter 7
UE Related Analytics

Parameter

Data type

P

Cardinality

Description

Time slot start

ScheduledCommu
nicationTime

o

Oto1l

Identifies time of
the day and day of
the week which are
valid within the
observation period
when the UE
moves.

Duration

DurationSec

This attribute
identifies the time
duration the UE
stays in the
location. If the
analytics result
applies for a group
of UEs, it indicates
the average
duration for the
group of UEs.

UE location

UserLocation

This attribute
contains the
detailed location,
the
uelLocationTimesta
mp attribute in the
3GPP access type
of UserLocation
data type shall not
be provided.

UE location Ratio

SamplingRatio

Oto1l

Indicates the
percentage of UEs
in the group (in
case of a UE
group)

The following table lists the UE mobility predictive analytics:

Table 7-5 UE mobility predictive analytics

Parameter

Data type

P

Cardinality

Description

Time slot entry

DateTime

Oto1l

This attribute
identifies the
timestamp when
the UE arrives at
the location.

Time slot start

ScheduledCommu
nicationTime

Oto1l

Identifies time of
the day and day of
the week which are
valid within the
observation period
when the UE
moves.
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Table 7-5 (Cont.) UE mobility predictive analytics

- ___________________ |
Parameter Data type P Cardinality Description

Duration DurationSec M 1 This attribute
identifies the time
duration the UE
stays in the
location. If the
analytics result
applies for a group
of UEs, it indicates
the average
duration for the
group of UEs.

UE location UserLocation M 1 Indicates the
predicted location
during the analytics
target period.

Confidence Uinteger C Oto1l Indicates the
confidence of a
prediction

Ratio SamplingRatio C Otol Indicates the

percentage of UEs
in the group (in
case of a UE
group)

@® Note

e When the target of analytics reporting is an individual UE, for example, one UE ID
(SUPI) is included, OCNWDAF provides the analytics mobility result (list of
(predicted) time slots) to the service consumer(s) for the UE.

e The results for UE groups address the group globally. The ratio is the proportion of
UEs in the group at a given location at a given time.

e The time slots are provided by order of time, possibly overlapping. The locations
are provided by decreasing value of ratio for a given time slot. The sum of all
ratios on a given time slot must be equal or less than 100%. Depending on the list
size limitation, the least probable locations on a given analytics target period may
not be provided.

7.2.2 User Equipment (UE) Abnormal Behavior Analytics

OCNWDAF provides UE abnormal behavior analytics that allow consumers to identify a
specific UE or a group of UEs with abnormal behavior.

The UE abnormal behavior analytics consumer subscribes analytics about abnormal behavior
from OCNWDAF based on the UE subscription, network configuration, or application layer
request.

OCNWDAF performs data analytics on abnormal behavior provided there is a related
subscription.

OCNWDAF provides the following types of UE abnormal behavior analytics:
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Unexpected UE location: The UE location is monitored to determine if the UE is an
unexpected location.

Geofencing: Geofences are virtual fences or perimeters around physical locations, they
can be used to trigger events when a UE enters or exits the region.

UE Abnormal Behavior Workflow

Figure 7-3 UE Abnormal Behavior Workflow

1.

Consumer NF ‘ ‘ AMF | SMF | NWDAF ‘ ‘ NEF ‘ ‘ AF ‘
Ta. Nnwdaf_|AnalyticsSubscription_Subscribe
> 1b. Nnef_AnalyticsExposure_Subscribe
Th. Nnwdaf_AnalylicsSubscription_{Subscribe
2a. Namf_EventExposure_Subscribe (Event ID)
———————t ————————— = [s
2b. Namf_EventExposure_Notify
___________________ >
3a. Nsmf_EventExposure_Subscribe (Event ID)
————————— !
3b. Nsmf_EventExposure_Notify
4. Data analytics for
misbehavior UE identification
5a.Nnwdaf |AnalyticsSubscription_Notify (Exception ID)
+ ____________________________
5b.Nnwdaf_AnalyticsSubscription_Notify (Exception ID)
———————— >
5b. Nnef_AnalyticsExposure_Notify (Exception 1D)
a. A consumer subscribes to or requests OCNWDAF using

Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_Analyticsinfo_Request (Analytics
ID set to "Abnormal behavior", Target of Analytics Reporting set to Internal-Group-
Identifier, any UE or SUPI, Analytics Filter Information).

A consumer NF may subscribe to or request abnormal behavior notification or
response from OCNWDAF for a group of UEs, any UE, or a specific UE. The Analytics
ID indicates OCNWDAF to identify misused or hijacked UEs through abnormal
behavior analytics.

AF to OCNWDAF: Nnwdaf_AnalyticsSubscription_Subscribe or
Nnwdaf_Analyticsinfo_Request (Analytics ID, Target of Analytics Reporting set to
External-group identifier, any UE or External UE ID, Analytics Filter Information)
For untrusted AFs, the AF sends the subscription through a NEF, where the AF
invokes NEF service Nnef_AnalyticsExposure_Subscribe or
Nnef_AnalyticsExposure_Fetch (Analytics ID, Target of Analytics Reporting set to
External-group-identifier, any UE or External UE ID, Analytics Filter Information).

An AF may also subscribe to or request abnormal behavior notification or response
from OCNWDAF for a group of UEs, a specific UE or any UE, where the subscription
or request message may contain expected UE behavior parameters identified on the
application layer. If an External-Group-Ildentifier is provided by the AF, the NEF
interrogates UDM to map the External-Group-ldentifier to the Internal-Group-Identifier
and obtain SUPI list corresponding to the Internal-Group-Identifier.
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OCNWDAF to AMF: Namf_EventExposure_Subscribe (Event ID(s), Event Filter(s),
Internal-Groupldentifier, any UE or SUPI).

OCNWDAF sends subscription requests to the related AMF to collect UE behavioral
information if it has not subscribed such data.

@® Note

OCNWDAF determines the related AMF(s). The AMF sends event reports to
OCNWDAF based on the report requirements contained in the subscription
request received from OCNWDAF.

If requested by OCNWDAF through Event Filter(s), the AMF checks whether the
UE's behavior matches its expected UE behavioral information. In this case, the
AMF sends event reports to OCNWDAF only when it detects that the UE's
behavior deviated from its expected UE behavior.

OCNWDAF performs data analytics for misused or hijacked UEs identification. Based on
the analytics and operator's policies, OCNWDAF determines whether to send a notification
to the consumer NF or AF.

OCNWDAF to consumers (AMF or PCF or SMF depending on the subscription):
Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_Analyticsinfo_Response (Analytics 1D,
Exception ID, Internal-Group-ldentifier or SUPI, Exception level) (which is used depending
on the service used in step 1a).

If OCNWDAF determines to send a notification or response to the consumer 5G NFs,
OCNWDAF invokes Nnwdaf_EventSubscription_Notify or
Nnwdaf_Analyticsinfo_Response services. Based on the notification or response, the 5G
NFs adopt configured actions to resolve, mitigate, or avoid the risks.

@ Note

* Based on the notification, the AF can adopt corresponding actions, for
example, adjusting the recommended TCP Window size and the Service Start
and End times.

Consumer request to OCNWDAF

A consumer request for this analytics information contains:

Analytics ID: “Abnormal Behavior”
The target of analytics reporting which can be a single "UE" or "any UE"
Target time period of the request

Expected UE behavior parameters, these parameters are used to define the geofencing
area.

Expected analytics type

List of exception IDs: List of exception IDs indicates the specific analytics requested by the
consumer.
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@® Note

Expected analytics type and list of Exception IDs are mutually exclusive, only one
of them are specified in the request. The following table provides information
about the correlation between expected analytics type and exception IDs:

Table 7-6 Expected analytics type and Exception IDs
|

Expected analytics type Exception IDs
Mobility —  Unexpected UE location
—  Geofencing

e The analytics filter should at least include S-NSSAI (if the target of analytics reporting is
any UE)

*  Area of interest

e Application ID

«  DNN

e Optionally, maximum number of objects and maximum number of SUPIs
* Natification Correlation ID and Target Address in the subscription.

UE Geofencing Analytics

Geofences are virtual fences around physical locations. Geofences can be used to trigger
events when a UE enters or exits the defined region. Geofences are defined by using the
ExpectedUeBehaviourData parameter in the analytics request. A proprietary exception 1D
"UE_GEOFENCE" is defined to obtain geofencing analytics information. On receiving an
analytics request from a consumer, the OCNWDAF detects if the UE location is within the
fence or outside the fence or if the UE location is unknown, and accordingly the OCNWDAF
provides the analytics report to the consumer.

When OCNWDAF detects UEs that deviate from the expected behavior, for example, in case
an unexpected UE location or an abnormal traffic pattern is displayed, the OCNWDAF notifies
the consumer with UE Abnormal Behavior Analytics.

UE Abnormal Behavior Analytics

The following UE abnormal behavior analytics information is obtained by OCNWDAF:

Table 7-7 UE abnormal behavior analytics
|

Parameter Data type Mandatory or Cardinality Description
Optional
excep Exception M 1 Contains the
exception
information.
Exception ID Exceptionid M 1 Indicates the

Exception ID. For
analytics related to
geofencing, the
exception ID is
"UE_GEOFENCE"
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Parameter

Data type

Mandatory or
Optional

Cardinality

Description

Exception Level

Integer

o

Oto1l

Measured level,
compared to the
threshold

Exception trend

ExceptionTrend

Otol

The supported
values are
"IN_FENCE",
"OUT_FENCE" or
"UNKNOWN",
based on the UE
location with
respect to the
geofencing area.

Groupld

Array

1 up to the
maximum value

Indicates the
internal group
identifier

SUPI list

Array

1 up to the
maximum value

Indicates the
SUPIs of the UEs
affected with
Exception

Ratio

SamplingRatio

Otol

Indicates the
estimated
percentage of the
UEs affected by
Exception within
the target of
analytics reporting

sampRatio

SamplingRatio

Oto1l

Indicates the
estimated number
of UEs affected by
Exception
(applicable when
Target of Analytics
Reporting = "any
UE")

dnn

Dnn

Otol

Identifies DNN, a
full DNN with both
the Network
Identifier and
Operator Identifier,
or a DNN with the
Network Identifier
only.

Shall be present if
the "dnns" was
provided within
EventSubscription
during the
subscription for
event notification
procedure.
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Table 7-7 (Cont.) UE abnormal behavior analytics
|

Parameter Data type Mandatory or Cardinality Description
Optional
snssai Snssai C Oto1l Identifies the
network slice
information.

Shall be present if
the "snssais" was
provided within
EventSubscription
during the
subscription for
event notification
procedure.

confidence Uinteger C Oto1l Indicates the
confidence of the
prediction.

Enumeration Exceptionid

Table 7-8 Exceptionld

- ___________________________________|
Enumeration Value Description
UNEXPECTED_UE_LOCATION Unexpected UE location
UE_GEOFENCE Geofencing

Enumeration ExceptionTrend

Table 7-9 ExceptionTrend
|

Enumeration Value Description

IN_FENCE Indicates the UE is within the defined geofence
area.

OUT_FENCE Indicates the UE is outside the defined geofence
area.

UNKNOWN The location of the UE is unknown.

Type NetworkArealnfo

Table 7-10 NetworkArealnfo

- ______________________ |
Attribute name Data type P Cardinality Description

ecgis Array (0] OtoN Is the list of E-
UTRA cell
identities.

ncgis Array @) OtoN Is the list of NR cell
identities
gRanNodelds Array O OtoN Is the list of list of
the NG-RAN
nodes.
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Attribute name Data type P Cardinality Description

tais Array @) OtoN Is the list of
tracking area
identities.

Type EventReportingRequirement

Table 7-11 EventReportingRequirement

Attribute name

Data type

P

Cardinality

Description

accuracy

Accuracy

@)

Otol

Preferred level of
accuracy of the
analytics.

startTs

DateTime

Oto1l

UTC time
indicating the start
time of the
observation period.

The absence of
this attribute
means subscription
at the present time.

endTs

DateTime

Oto1l

UTC time
indicating the end
time of the
observation period.

The absence of
this attribute
means subscription
at the present time.

If provided, it shall
not be less than
the start time.

sampRatio

SamplingRatio

Otol

Percentage of
sampling (1 up to
100%) among
impacted UEs.

maxSupiNbr

Uinteger

Oto1l

Represents the
maximum number
of SUPIs expected
in an object.

Applicable for the
event(s) providing
a list of SUPIs
during the
analyticis
response.
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Table 7-11 (Cont.) EventReportingRequirement

Attribute name Data type P

Cardinality Description

maxObjectNbr Uinteger

Otol Maximum number
of objects expected
for an analytics
report. It's only
applicable for the
event(s) which may
provide more than
one entries or
objects during
event notification.

timeAnaNeeded DateTime

Oto1l UTC time
indicating the time
when analytics
information is
needed.

Enumeration NotificationMethod

Table 7-12 NotificationMethod

Enumeration Value

Description

THRESHOLD

OCNWDAF subscription is notified when the
defined threshold exceeds.

Enumeration Accuracy

Table 7-13 Accuracy

Enumeration Value

Description

LOW

Low accuracy

HIGH

High accuracy

Type SamplingRatio

Table 7-14 SamplingRatio

Name Definition

Description

SamplingRatio Integer

Unsigned integer indicating
Sampling Ratio , expressed as
percentage value from 1 up to
100.

7.3 Network Function (NF) Load Analytics

The OCNWDAF can provide NF load analytics information to the analytics consumer. The
analytics generated by OCNWDAF can be either predictive or statistical, based on the type of

consumer analytics request.
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NF Load Analytics Workflow

The following workflow depicts an analytics consumer request to OCNWDAF for NF load
analytics:

Figure 7-4 NF Load Analytics Workflow

NF ‘ ‘ NWDAF ‘

2-5. Data Collection
from OAM Procedure 1

e

8. UE Input Data Colection

|11, New analytics generated |
for the target NF load

@® Note

Data collection from OAM is not supported in the current release.

The consumer NF sends an analytics request to the OCNWDAF for NF load analytics of a
specific NF. The analytics request is either a Nnwdaf_Analyticsinfo or a
Nnwdaf_AnalyticsSubscription request. The Analytics ID is set to NF load, the target for
analytics and the analytics filter are also specified in the request. The NF can request
statistics or predictions or both and can also provide a time window during which the
analytics are generated and shared.

The request is authorized and then the OCNWDAF subscribes to the NRF to receive
notifications about load and status changes of NF instances identified by the NF ids. The
Nnrf_NFManagement_NFStatusSubscribe service is used to subscribe for each NF
instance.

The NRF notifies the OCNWDAF of any changes in the load and status NF instances by
using Nnrf_NFManagement_NFStatusNotify service.

4. The OCNWDAF derives the requested analytics.
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The OCNWDAF provides requested NF load analytics to the consumer NF along with the
corresponding Validity Period or Area of Interest, using either the
Nnwdaf_Analyticsinfo_Request response or Nnwdaf_AnalyticsSubscription_Subscribe
response, based on the consumer NF request.

If the consumer NF request is a subscription request, the OCNWDAF generates new
analytics based on the Analytics target period or Reporting Threshold specified in the
request. The OCNWDAF receives natifications from the NRF whenever there is a change
in the NF load of the target NF, accordingly the OCNWDAF generates new analytics
information for the consumer NF.

Consumer request to OCNWDAF

A typical consumer request for NF load analytics consists of the following:

The analytics ID is set to NF_Load.

The Target of Analytics Reporting : Only "any UE" is currently supported.
Analytics filter information, consisting of the following:

— S-NSSAI (optional)

— Either NF Instance IDs or NF Set IDs or NF types are required. The order of
precedence is NF Type, NF Instance ID , and then NF Set ID. If all or any two of them
exist in the same request, one with the highest precedence is used.

— List of analytics subsets (optional)

Preferred level of accuracy (optional)

Accuracy level per analytics subset (optional)

Preferred order of results (ascending or descending) (optional)
Reporting Threshold (optional)

Analytics target time

If the consumer has opted for a subscription, the Notification Correlation Id and the
Notification Target Address are included.

NF Load Data Collection

The OCNWDAF collects the following NF data to generate NF load analytics:

Table 7-15 Data Collection
]

Information Collected Source Description

NF Load NRF The load of specific NF instances

in their NF profile.

NF Status NRF The status of specific NF

instances. The status can be
registered, suspended or not
discoverable.
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® Note
OCNWDAF can request NRF for data related to NF instances.

«  OCNWDAF can correlate the NF resources configuration with NF resource usage
for generating the analytics output.

For more information see Data Collection from NRF.

Output NF Load Analytics
The following analytics information is obtained:

* NF load statistics information
* NF load prediction information

The NF load statistics include the following information:

Table 7-16 NF Load Statistics
]

Parameter Data Type P Cardinality Description
List of resource Integer M 1 up to the List of observed
status maximum value load information for

each NF instance
along with the
corresponding NF
id or NF Set ID (as

applicable).

NF Type NFType M 1 Type of the NF
instance.

NF Instance ID Nfinstanceld M 1 Identification of the
NF instance.

NF Set ID NfSetld (@] Oto1l Identification of the
NF instance set

NF Status NfStatus 0 Oto1l The availability

status of the NF in
the Analytics target
period. Itis
expressed as a
percentage of time
per status value.
The possible
values are
registered,
unregistered, or
undiscoverable.

NF resource usage | Integer C Oto1l The average usage
of assigned
resources (CPU,
memory, and disk).

NF load Integer C Oto1l The average load
on the NF instance
during the analytics
target period.
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Parameter Data Type P Cardinality Description

NF peak load Integer Oto1l The maximum load
on the NF instance
during the analytics
target period.

NF load (per area | Integer C Oto1l The average load

of interest) of the NF instances
over the area of
interest.

S-NSSAI Snssai C Oto1l Identifies the S-

NSSAI.

The NF load prediction include the following information:

Table 7-17 NF Load Statistics

Parameter

Data Type

Cardinality

Description

List of resource
status

Integer

1 up to the
maximum value

List of observed
load information for
each NF instance
along with the
corresponding NF
id or NF Set ID (as
applicable).

NF Type

NFType

Type of the NF
instance.

NF Instance ID

Nfinstanceld

Identification of the
NF instance.

NF Set ID

NfSetld

Otol

Identification of the
NF instance set

NF Status

NfStatus

Oto1l

The availability
status of the NF in
the Analytics target
period. It is
expressed as a
percentage of time
per status value.
The possible
values are
registered,
unregistered, or
undiscoverable.

NF resource usage

Integer

Otol

The average usage
of assigned
resources (CPU,
memory, and disk).

NF load

Integer

Oto1l

The average load
on the NF instance
during the analytics
target period.
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Parameter Data Type

P

Cardinality

Description

NF peak load Integer

Oto1l

The maximum load
on the NF instance
during the analytics
target period.

Confidence Uinteger

Otol

Indicates the
confidence of this
prediction.

NF load (per area
of interest)

Integer

Otol

The average load
of the NF instances
over the area of
interest.

S-NSSAI Snssai

Oto1l

Identifies the S-
NSSAI.

Enumeration NFType

Table 7-18 NFType

Enumeration Value Description

"NRF" Network Function: NRF
"UDM" Network Function: UDM
"AMF" Network Function: AMF
"SMF" Network Function: SMF
"AUSF" Network Function: AUSF
"NEF" Network Function: NEF
"PCF" Network Function: PCF
"SMSF" Network Function: SMSF
"NSSF" Network Function: NSSF
"UDR" Network Function: UDR
"LMF" Network Function: LMF
"GMLC" Network Function: GMLC
"5G_EIR" Network Function: 5G-EIR
"SEPP" Network Entity: SEPP
"UPF" Network Function: UPF
"N3IWF" Network Function and Entity: N3IWF
"AF" Network Function: AF
"UDSF" Network Function: UDSF
"BSF" Network Function: BSF
"CHF" Network Function: CHF
"NWDAF" Network Function: NWDAF
"PCSCF" Network Function: P-CSCF
"CBCF" Network Function: CBCF
"UCMF" Network Function: UCMF
"HSS" Network Function: HSS
"SOR_AF" Network Function: SOR-AF
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Table 7-18 (Cont.) NFType
|

Enumeration Value Description

"SPAF" Network Function: SP-AF
"MME" Network Function: MME
"SCSAS" Network Function: SCS/AS
"SCEF" Network Function: SCEF
"SCP" Network Entity: SCP
"NSSAAF" Network Function: NSSAAF
"ICSCF" Network Function: I-CSCF
"SCSCF" Network Function: S-CSCF
"DRA" Network Function: DRA
"IMS_AS" Network Function: IMS-AS
"AANF" Network Function: AAnF
"5G_DDNMF" Network Function: 5G DDNMF
"NSACF" Network Function: NSACF
"MFAF" Network Function: MFAF
"EASDF" Network Function: EASDF
"DCCF" Network Function: DCCF
"MB_SMF" Network Function: MB-SMF
"TSCTSF" Network Function: TSCTSF
"ADRF" Network Function: ADRF
"GBA_BSF" Network Function: GBA BSF
"CEF" Network Function: CEF
"MB_UPF" Network Function: MB-UPF
"NSWOF" Network Function: NSWOF
"PKMF" Network Function: PKMF
"MNPF" Network Function: MNPF
"SMS_GMSC" Network Function: SMS-GMSC
"SMS_IWMSC" Network Function: SMS-IWMSC
"MBSF" Network Function: MBSF
"MBSTF" Network Function: MBSTF
"PANF" Network Function: PANF

Type Nflnstanceld

Table 7-19 Nfinstanceld

Type Name

Type Definition

Description

Nflnstanceld

String

String uniquely identifying a NF
instance. The format of the NF
Instance ID shall be a Universally
Unique Identifier (UUID) version
4, as described in IETF RFC
4122 [15].
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Type Name

Type Definition
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Description

NfSetld

String

below:

or

>
Example:

cc345

NF Set Identifier. Formatted as

set <Set | D>. <nftype>set . 5gc
. MCc<MNC>. nee<MCCs

set <Set | D>. <NFType>set . 5gc
. ni d<NI D>. mc<MNC>. nce<MCC

set xyz. snfset.5gc. mc012. m

Type NfStatus

Table 7-21 NfStatus
|

Attribute name Data type P Cardinality Description
statusRegistered SamplingRatio C Oto1l Percentage of time
with status
“registered”
statusUnregistered | SamplingRatio C Oto1l Percentage of time
with status
“unregistered”
statusUndiscovera | SamplingRatio C Oto1l Percentage of time
ble with status
“undiscoverable”

@® Note

The total of status values should be equal or lower than 100%. At least one value is

provided.

Type Shssai

Table 7-22 Snssai
- - - ]

Attribute name

Data type

Cardinality

Description

sst

Uinteger

1

Represents the
Slice or Service
Type. It indicates
the expected
Network Slice
behavior in terms
of features and
services. The
allowed range is 0
to 255.
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Attribute name

Data type

Cardinality

Description

sd

String

Oto1l

Represents the

Slice Differentiator
in the 3-octet string
format.

7.4 Network Performance Analytics

Overview

The OCNWDAF provides network Performance analytics to the consumer. It includes
information about resource consumption by the gNodeB (gNB), a key component in the 5G
Radio Access Network (RAN), as well as key mobility performance indicators in the Area of
Interest (Aol). The gNodeB is a base station in the 5G network. The Network Performance
analytics provides information such as gNB status, gNB resource usage, communication, and
mobility performance in the Area of Interest (Aol). It also provides statistics or predictions on
the number of UEs in that Aol. The OCNWDAF can provide predictive or statistical analytics
based on consumer requests.

Network Performance Analytics Workflow

The following diagram depicts the workflow of an analytics consumer request to OCNWDAF for
Network Performance analytics:
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Figure 7-5 Network Performance Analytics
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The analytics consumer sends an analytics request to the OCNWDAF for Network
Performance analytics. The analytics request is either an analytics subscription request
(Nnwdaf_AnalyticsSubscription_Subscribe) or an analytics information request
(Nnwdaf_Analyticsinfo_Request). In the request, the Analytics ID is set to Network
Performance. The request also specifies the target of analytics reporting, the filter (Area of
Interest), reporting thresholds, and the analytics target period.

The OCNWDAF sends a discovery request to the NRF to obtain information about the
AMFs present in the AMF region of the Area of Interest (Aol). The OCNWDAF subscribes
to the NRF to get the NF load and status information about these AMFs.

The OCNWDAF subscribes to the OAM services to get the status, load, and resource
usage information of the Aol.

The OCNWDAF collects information about the number of UEs in the Area of Interest from
the AMF using Namf_EventExposure_Subscribe service and the Target of Event Reporting
specified in the analytics request.

The OCNWDAF derives the analytics information and sends either a
Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_Analyticsinfo_Request response to the
analytics consumer.

The OCNWDAF is notified about any change in the network performance, such as a
change in gNB status, gNB resource usage, communication, and mobility performance in
the Aol during the specified target period. The OAM detects the changes or changes in the
NF load is reported by the NRF.
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The OCNWDAF derives analytics based on the most recently collected data.

The OCNWDAF uses the Nnwdaf_AnalyticsSubscription_Notify to notify the analytics
consumer about changes in the analytics information during the specified analytics target
period or when reporting thresholds are breached.

Consumer Request to OCNWDAF

A consumer request for Network Performance analytics contains the following information:

The analytics ID is set to Network Performance.

The Target of Analytics Reporting: This can be a UE or internal group identifier of a group
for which the analytics information is required. The group contains the UEs that are located
in the Area of Interest during the time specified in the Analytics target period. The target of
analytics reporting is set to "any UE" by default.

Analytics filter information consisting of the following:

— Area of Interest (a list of TA or Cells) specifying the focus area. This parameter is
mandatory if the Target of Analytics Reporting parameter is set to "any UE". Providing
the filter information is optional if the Target of Analytics Reporting parameter is set to
any other value.

— Subset of analytics (optional)

Reporting threshold (optional)

Analytics target period, the period for which the statistics or predictions are required.
Maximum number of objects (optional)

In an analytics subscription request, the Notification Correlation Id and the Notification
Target Address are included.

Request Parameters

Listed below are the parameters in the network performance analytics request:

Table 7-23 Request Parameters

Parameter Data Type Presence Description

eventSubscriptions array(EventSubscription) | M Specifies the subscribed

event. The event
parameter within the
subscription is set to
"NETWORK_
PERFORMANCE".
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Parameter

Data Type

Presence

Description

evtReq

ReportingIinformation

o

Represents the
reporting requirements
of the event
subscription. If this
parameter is not
provided, the default
values for
Reportinginformation is
used. The notification
method "notifMethod"
within
Reportinginformation
takes precedence over
the notificationMethod
within
EventSubscription.

notificationURI

Uri

The URI to which
OCNWDAF sends the
reports.

eventNotifications

array(EventNotification)

Notifications about
individual events.

This parameter is
present if the immediate
reporting indication in
the "immRep" attribute
within the "evtReq"
attribute is set to true in
the event subscription
and the reports are
available.

This parameter is
provided in response to
the OCNWDAF
subscription if
immediatereport is true
and the reports are
available.

failEventReports

array(FailureEventinfo)

This parameter is
provided by
theOCNWDAF. When
this parameter is
available, it contains the
event(s) for which the
subscription is not
successful, it also
includes the failure
reason(s). This
parameter is populated
and returned in the
response for the error
case.

consNfinfo

ConsumerNflnformation

Represents the analytics
consumer NF
information.
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Table 7-23 (Cont.) Request Parameters

Chapter 7
Network Performance Analytics

Parameter

Data Type

Presence

Description

notifCorrld

String

M

Notification correlation
identifier. It is generated
after a successful
subscription and is
returned in the
response.

supportedFeatures

SupportedFeatures

This parameter is
provided by the NF
service consumer in the
POST request for
creating an OCNWDAF
Event Subscription
resource, and it is also
provided in response to
the corresponding
request.

@® Note

For a complete list of request parameters see, Network Performance Analytics APIs.

@® Note

The data types supported by OCNWDAF comply with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification

29.520, Release 17, Network Data Analytics Services.

Network Performance Data Collection

The OCNWDAF requires resource utilization and RAN status of the gNbs to generate Network
Performance analytics. It also requires PDU session and UE Handover information. This
information is obtained from OAM. The Network Performance ID also requires information on
the number of UEs from the AMF. The OCNWDAF collects the needed information from the

following sources to generate Network Performance analytics:

Table 7-24 Data Collection
]

Information Collected Source Description

gNodeB Resource Utilization OAM Radio resource utilization

(CPU, Memory, Storage) information.

RAN Status OAM The status of the RAN.

PDU Session Success and OAM Success or failure information of
Failure PDU sessions.

UE Handover Success and OAM Success or failure information of
Failure UE handovers.

Number of UEs AMF Number of UEs in Area Report.
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Chapter 7

Network Performance Analytics

For more information see, Data Collection from Operations, Administration, and Maintenance

OAM

Output Network Performance Analytics

The following types of analytics information is obtained:

*  Network Performance statistics

«  Network Performance predictions

The predictive analysis has an additional parameter, "Confidence", which indicates the
accuracy of the prediction.

Table 7-25 Network Performance Analytics

Parameter

Data Type

Presence

Description

event

NwdafEvent

M

Event that is notified.

start

DateTime

o

UTC time indicating the
start time of the
observation period. The
absence of this attribute
means subscription at
present time.

expiry

DateTime

It defines the expiration
time after which the
analytics information will
become invalid.

timeStampGen

DateTime

It defines the timestamp
of analytics generation.

nwPerfs

array (NetworkPer flnfo)

The network
performance
information.

Type NetworkPerflnfo

Table 7-26 NetworkPerfinfo

Attribute Name

Data type

Description

networkArea

NetworkArealnfo

The network area to
which the subscription
applies.

nwPerfType

NetworkPerfType

The type of network
performance.

relativeRatio

SamplingRatio

The reported relative
ratio expressed in
percentage. Either the
relativeRatio or
absoluteNum is
provided.

absoluteNum

Uinteger

The reported absolute
number.
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Table 7-26 (Cont.) NetworkPerfinfo

Chapter 7
Network Performance Analytics

Attribute Name

Data type

P Description

confidence

Uinteger

Indicates the confidence
of the prediction. If
sufficient data is
unavailable during the
specified analytics target
time interval, the
confidence value
returned is "0".

Enumeration NetworkPerfType

Table 7-27 NetworkPerfType
|

Enumeration value

Description

GNB_ACTIVE_RATIO

Indicates the ratio of active gNBs (up and running)
to the total number of gNBs.

GNB_COMPUTING_USAGE

Indicates the gNodeBs computing resource usage.

GNB_MEMORY_USAGE

Indicates gNodeBs memory usage.

GNB_DISK_USAGE

Indicates gNodeBs disk usage.

NUM_OF UE

Indicates the number of UEs.

SESS_SUCC_RATIO

Indicates the ratio of the successful PDU session
setups to the total PDU session setup attempts.

HO_SUCC_RATIO

Indicates the ratio of successful handovers to the
total handover attempts.

@® Note

The data types supported by OCNWDAF comply with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.520, Release 17, Network Data Analytics Services.
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Configuring OCNWDAF Using CNC Console

This chapter describes how to configure different global and service parameters in Oracle
Communications Networks Data Analytics Function (OCNWDAF) using the CNC Console
application. OCNWDAF provides a console interface using the highly secure GUI service,
which allows you to use an interactive interface for interacting with the other OCNWDAF
services.

8.1 OCNWDAF GUI Login

The OCNWDAF Graphical User Interface (GUI) can be accessed only after logging in to the
CNC Console application. Before proceeding, ensure that the CNC Console is installed. For
more information, see "Installing OCNWDAF GUI" section of Oracle Communications Networks
Data Analytics Function Installation and Fault Recovery Guide.

Before logging in to the CNC Console application, create a user name and password. For more
information on user name creation, see "Configuring CNC Console IAM" section in Cloud
Native Configuration Console User Guide.

Using these login credentials, you can log in to the CNC Console.

1. Open a web browser and enter the URL: htt p: // cncc- cor e-
i ngressgat eway. cncc. svc. cl uster. | ocal : port nunber/ and press Enter.

@® Note

port number is the cncc-i am i ngress-port number.

The login page opens.
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Chapter 8
Slice Load Monitoring

Figure 8-1 CNC Console Login

ORACLE

Login to CNC Console

Username or email

Password

Enter the Username and Password.
Click Log In.

On the Console home page, select OCNWDAF instance from the Please Select Instance
drop-down field.

On a new browser tab, the Slice Load Monitoring page appears.

8.2 Slice Load Monitoring

The Slice Load Monitoring screen displays the overview of the network and allows the user
to perform the following actions:

Search: A search bar is available with option to select the following filters:
— Tracking Area

— Region

— Date Range

Logout

See Slice Load Monitoring Threshold information.

Obtain NF Load Monitoring information

Obtain Geofence Monitoring information

Access the Configuration screen (only if the user has NWDAF_WRITE access).

The following Slice Load Monitoring screen is visible to the Network Operator:
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Slice Load Monitoring

Figure 8-2 Slice Load Monitoring
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8.3 Slice Load Monitoring

Click the Slice Load Monitoring button, the following screen displays:

Figure 8-3 Slice Load Monitoring

Slice Load Monitoring
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No data o display.

................ R E

The Slice Load Monitoring screen displays the following slice information:
* Active Slices

e The user can see the slice load information during a specified time duration. The time
duration can be selected from the Showing last drop down list.

*  Slice Load Monitoring Threshold information about the active slices:
- Time

— SNSSAI
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— Event

— SNSSAI Load %
— Active Sessions %
— UEs In Slice

— Sessions In Slice

8.4 NF Load Monitoring

Click the NF Load Monitoring button, the following screen appears:

Figure 8-4 NF Load Monitoring

NF Load Monitoring Logout

Y Nofilter selected

Region Southwest: Austin, TX Date Range Select range

Nf Load Monitoring

Peak Load Values Average Load Valuss

- | b944d27d-4... | aTOT00B2-6e...| 19 fd94a69c-bc .. | 24865302 FAfe-... d1887a2f-6d6c...| 3575734 08... | bI44d27d4... | dBabAacS-90... | fdIda69c-be...
.| a363cb12-8e81...
| 00000000-0... | 00000000-0... | 00000000-O...

24865302 -fAfe-.. | fd0942b0-0f6d-... = - e
4865202 fAfe-...| FAO420-Offc—.| (o 60d8ca53-a5d1-..| 00000000-000... 00000000000
-+ 00000000-0000... | 60000000-0000... -0f6d-...| a7070082-601...| 00O00000-00C... | 0OODO00D-0000... 0000000.0000.0000.00.

Showing last 10 (<}

Slice Load Monitoring @y NF Load Monitaring

The NF Load Monitoring screen lists the following information:
¢ Peak Load Values

e Average Load Values

Use the Showing last option to provide the number of previous NF loads information to be
displayed on the screen.

8.5 Geofence Monitoring

Click the Geofence Monitoring button, the following screen displays:
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Figure 8-5 Geofence Monitoring

Geofence Monitoring

Geofence Monitoring Threshold

Chapter 8
OCNWDAF Configuration Page

The Geofence Monitoring screen displays the following geofence information:

* Active Geofences

«  Geofence Monitoring Threshold information about the active geofences:

- Id
— Name

— Region

8.6 OCNWDAF Configuration Page

To open the Configuration page, click Configuration button at the bottom of the Slice Load

Monitoring page.

@® Note

Access to the Configuration button in the Slice Load Monitoring page is available

only when the user has NWDAF_WRITE access.
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Figure 8-6 Configuration

======
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The user can perform the following actions through the Configuration page:

* Access the Slice Settings

* Access the Geographical Settings

* Access the Geofence Settings

* Logout

« Perform a search using the Search bar, by applying the following filters:
— Tracking Area
— Region

— Date Range

8.6.1 Slices Setting Screen

The Configuration screen displays the Slices Settings option. Click on the Slices Settings
button, the following screen appears:
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Figure 8-7 Slices Settings

Configuration

T o e e

The user can perform the following actions on the Slices Settings screen:

* Add New Slice
* View the configured slices and the following slice parameters:
— Time
— S-NSSAI
— S-NSSAIl Load %
— Active Sessions %
— Sessions In Slice
— UEsIn Slice

* Modify existing slice information using the Edit Value button. This button appears as a pop
up on clicking the three dot menu option on the right side of each configured slice listed on
the screen.

» Delete an existing slice, using the Delete button. This button appears as a pop up on
clicking the three dot menu option on the right side of each configured slice listed on the
screen.

8.6.1.1 Add a New Slice

To add a new slice, click Add New Slice button in the Slices Settings screen. A form with the
fields to add a new slice "Add Slice", appears on the right side of the screen:
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Figure 8-8 Add Slice

Add Slice x
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el

Provide the following information to create a new slice:

Table 8-1 New Slice

e ________________________ ____________________|
Parameter Type Description

Slice Difference (SD) String Is a hexadecimal number (up to 6
characters) to identify different
slices of the same type.

Slice Service Type (SST) Unsigned integer Value: 0 up to 127 is
standardized, and 128 up to 255
is operator specific.

Maximum UEs Integer The maximum number of user
equipments allowed in the slice.

Maximum Sessions Integer The maximum number of
sessions allowed in the slice.

Time Window Seconds Threshold detection window time.
Default: 5 minutes.

Window Advancement Seconds Threshold detection window
advancement. Default: 15
seconds.

Time Spent Seconds Time spent in window opposite
accepted state.

Overlay Color Color Select a display color for the
slice.

Click the Add button after entering all the fields to create a new slice. The new slice will be
listed in the Slices Settings screen.

8.6.1.2 Edit an Existing Slice

To edit a slice, click dotted menu button on the right side of the slice to be edited. Click the Edit
value option that appears as a pop up on the screen.

The Edit Slice form appears on the right side of the screen.
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Modify the required fields to edit the slice. Click Save to apply the changes to the slice.

8.6.1.3 Delete a Slice

To delete a slice, click the three dot menu button on the right side of the slice to be deleted. A
pop up appears which has an option to Delete slice.

Click Delete, a Delete Slice confirmation dialog box appears on the screen. Click Delete to
confirm deletion or Cancel to cancel slice deletion.

After the slice is successfully deleted, a Success message appears on the screen.

8.6.2 Geographical Settings

The Configuration screen displays the Geographical Settings option. Click on the

Geographical Settings option on the left side of the screen. The Geographical Settings
screen appears.

Figure 8-9 Geographical Settings

- e L A e —— - LT A e —— -

Use this screen to Select Existing Region or Create New Region.

8.6.2.1 Create New Region

Click Create New Region to create a new region.
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Figure 8-10 Create New Region

Editing Cell x

* Provide a Region Name, and then select the cell in the grid.

e The Editing Cell screen displays on the right side of the screen to update the region
information. Provide the following details:

— Slice
— Cell Name
— Tracking Area Name
— Longitude
— Latitude
— Geo Longitude
— Geo Latitude
* Click Save to save the changes.

e Click Cancel to discard the changes.

8.6.2.2 Select Existing Region and Edit Cells

The Geographical Settings screen has an option to Select Existing Region. To visualize an
existing region, click Select Existing Region drop down and select the desired region from the
displayed list.
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Figure 8-11 Existing Region

Configuration
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A grid of cells in the selected region are displayed, select cell that you want to edit and the
Editing Cell form appears on the right side of the screen:

Figure 8-12 Edit Cell

The following fields can be edited:

e Slice

e Cell Name
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Tracking Area Name
Longitude

Latitude

Geo Longitude

Geo Latitude

Click Save to save the changes or Cancel to discard the changes.

8.6.3 Geofence Settings

The Configuration screen displays the Geofences Settings option. Click on the Geofences
Settings option on the left side of the screen. The Geofences Settings screen appears:

Figure 8-13 Geofences Settings

Configuration
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Geotencessetings =)
. fegon

The user can perform the following actions on the Geofences Settings screen:

Add New Geofence

View the configured geofences and the following geofence parameters:
— Name
— Region

Modify existing geofence information using the Edit Value button. This button appears as a
pop up on clicking the three dot menu option on the right side of each configured geofence
listed on the screen.

Delete an existing geofence, using the Delete button. This button appears as a pop up on
clicking the three dot menu option on the right side of each configured geofence listed on
the screen.

8.6.3.1 Add New Geofence

To add a new geofence, click Add New Geofence button in the Geofence Settings screen. A
form with the fields to add a new geofence "Add Geofence", appears on the right side of the
screen:
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Figure 8-14 Add New Geofence

Provide the following information to create a new geofence:

e Provide a Geofence Name. This is a required field.

« Select Region from the drop-down list. A map to Draw your geofence area: appears on
the screen. Select the geofence points on the map.

Figure 8-15 Draw Geofence

Add Geofence X
nnnnnnnn
E |
l e N ‘
Southwest: Austin, T
yyyyyyyyyy
0000000000
Draw your geofence area:
o o
LT

e Select an Overlay Color.

Click the Add button after entering all the fields to create a new geofence. The new geofence
will be listed in the Geofence Settings screen. Click Cancel to discard the changes.
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8.6.3.2 Edit Value

To edit a geofence, click dotted menu button on the right side of the geofence to be edited.
Click the Edit value option that appears as a pop up on the screen.

The Edit Geofence form appears on the right side of the screen.

Modify the required fields to edit the geofence. Click Save to apply the changes to the
geofence or click Cancel to discard the changes.

8.6.3.3 Delete

To delete a geofence, click the three dot menu button on the right side of the geofence to be
deleted. A pop up appears which has an option to Delete geofence.

Click Delete, a Delete geofence confirmation dialog box appears on the screen. Click Delete to
confirm deletion or Cancel to cancel geofence deletion.

After the geofence is successfully deleted, a Success message appears on the screen.
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Supported REST API Interfaces

This chapter describes the REST APIs supported by OCNWDAF.

9.1 Analytics Subscription Service

REST APIs create, modify, and delete OCNWDAF Event Subscriptions. REST APIs also send
notifications about the observed event to the consumer NF.

Create an OCNWDAF Event Subscription

URI: { api Root }/ nwdaf - event ssubscri pti on/ vl/ subscriptions
Method: POST

Request Body:

Type: NnwdafEventsSubscription

Table 9-1 Request Body Parameters
|

Name Data Type P Cardinality Description

NnwdafEventsSub | Object M 1 Creates a new

scription individual
OCNWDAF event

subscription
resource using a
POST request.

Response:

Table 9-2 Supported Response Codes

- __________________________|
Response Code Description

201 Created The response to successfully creating an
OCNWDAF event subscription using a POST
request. The stored subscribed event is returned.

400 Bad Request The response to a POST request if the create
subscription request does not contain valid data.
500 Internal Server Error The response to a request if there is an internal

server processing error.

Delete an OCNWDAF Event Subscription using SubscriptionlD
URI: { api Root }/ ocnwdaf - event ssubscri ption/ vl/subscriptions/{subscriptionld}
Method: DELETE

Response:
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Table 9-3 Supported Response Codes
|

Response Code Description

204 No Content The response to a successful delete subscription
request.

404 Not found The response to a DELETE request if the
subscription is not found.

500 Internal Server Error The response to a request if there is an internal
server processing error.

Notify the Consumer NF about an observed event
URI: Notification URI

Method: POST

Request Body:

Type: NnwdafEventsSubscriptionNotification

Table 9-4 Request Body Parameters
|

Name Data Type P Cardinality Description
NnwdafEventsSub | Array M luptoN Provides
scriptionNotificatio information about
n observed events.
Response:

Table 9-5 Supported Response Codes

Response Code Description

204 No Content The response to a successful notification event.

500 Internal Server Error The response to a request if there is an internal
server processing error.

9.2 Analytics Information Service

REST APIs are used to obtain analytics information from the Analytics Database service. The
Analytics information service invokes Data collection and Analytics generation services by
sending POST requests with specific AnalyticsIDs.

Retrieve OCNWDAF analytics information

URI: { api Root }/ nnwdaf - anal yti csi nfo/vl/anal ytics
Method: GET

Request Body:

Type:
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Table 9-6 Request Body Parameters

Chapter 9
OCNWDAF Analytics APIs

Name

Data Type

P

Cardinality Description

ana-req

EventReportingRe
quirement

o

Oto1l Specifies the
analytics event
reporting
requirement
information.

event-id

Eventld

1 Included to identify
the analytics.

event-filter

EventFilter

Oto1l Included to identify
the analytics when
filter information is
needed for the

related event.

supported-features

SupportedFeatures

Filters irrelevant
responses related
to unsupported
features.

Oto1l

tgt-ue

TargetUelnformatio
n

Oto1l Identifies the target

UE information.

Response:

Table 9-7 Supported Response Codes

Response Code

Description

200 OK

A successful response, returned with requested
analytics information in the message body.

204 No Content

Response if the requested analytics data does not
exist.

400 Bad Request

Response to the request:

*  When NF consumers request both statistical
and predictive analytics.

*  When the requested supportedFeatures or
AnalyticsID is not valid.

*  When the request has invalid optional
parameters.

* In the absence of EventFilter in Request
Parameters for data collection.

422 Unprocessable Entity

The response for the request when OCNWDAF-
NRFClient is not registered.

500 Internal Server Error

The response to a request if there is an internal
server processing error.

9.3 OCNWDAF Analytics APIs

The 5G NFs can subscribe (or cancel) to a specific network analytics and also obtain a
network analytics report for a particular context from the OCNWDAF. The analytics supported
are Slice Load Level, UE Mobility, UE Abnormal Behavior, NF Load Level and Network
Performance Analytics.
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@® Note

Pre-requisites:

* The NRF is deployed and running.
The OCNWDAF is deployed and running.

Chapter 9
OCNWDAF Analytics APIs

*  The Notification microservice is deployed and running.
*  OCNWDAF profile is created.
*  OCNWDAF token is created.

The following APIs are invoked to obtain analytics information:

UE Abnormal Behavior Analytics

Slice Load Level Analytics

UE Mobility Analytics

NF Load Analytics

Network Performance Analytics

9.3.1 UE Abnormal Behavior Analytics

This service operation is used to subscribe to UE Abnormal Behavior Analytics.

Type: POST

URI: { api Root }/ nnwdaf - event ssubscri ption/vl/subscriptions/

Initiated By: Consumers

Table 9-8 Request Body Parameters

Field Name

Data Type

Description

notificationURI

Uri

The URI which receives the requested notifications
from the OCNWDAF. This parameter is provided
by the NF service consumer in the HTTP POST
request that creates the subscriptions for event
notifications.

supportedFeatures

SupportedFeatures

The supported feature number.

evtReq

ReportingInformati
on

Is the event reporting information applicable for
each event. It contains the following attributes:
* immRep

* notifMethod

*  maxReportNbr

e monDur

immRep

Boolean

Immediate reporting indication.

If this value is set to "true" the OC-NWDAF
includes the reports of the events subscribed (if
available), in the HTTP POST response.

notifMethod

String

Event notification method. The allowed values are:
e ON_EVENT_DETECTION

maxReportNbr

Integer

Maximum number of reports.
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Table 9-8 (Cont.) Request Body Parameters

Chapter 9
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Field Name Data Type Description
monDur Date time Monitoring the duration.
eventSubscriptions Array(EventSubscri | A description of the subscribed events. It contains
ption) the following attributes:
e event
°  tgtUe
*  exptAnaType
*  exptUeBehav
event String Indicates that the event subscribed is
"ABNORMAL_BEHAVIOUR".
tgtUe TargetUelnformatio | Identifies the target UE information for which the
n subscription applies by "supis" , "intGrouplds" and
"anyUe" attributes.
exptAnaType ExpectedAnalytics | Represents expected UE analytics type.
Type It should be set to "MOBILITY"
Absent if the "excepRequs" attribute is provided.
exptUeBehav ExpectedUeBehavi | Represents expected UE behaviour, it is used to
ourData define a geofence.
supis Array Identifies a SUPI for an UE.
intGrouplds Array Represents an internal group identifier and
identifies a group of UEs.
anyUe Boolean Identifies any UE when set to true.
anySlice Boolean True: Indicates applicable to all slices.
False: Indicates not applicable to all slices.
excepRequs Array Represents a list of Exception Ids with associated
thresholds.
excepld Exceptionld Describes the Exception ID. The allowed values
are "UE_GEOFENCE" or
"UE_UNEXPECTED_LOCATION
excepTrend ExceptionTrend Indicates whether the UE's location is IN_FENCE,
OUT_FENCE, or UNKNOWN.
exceplLevel Integer Measured exception level compared to the
threshold value.
networkArea NetworkArealnfo Represents the network area where the NF service
consumer wants to know the analytics result.
extraReportReq EventReportingRe | The extra event reporting requirement information.
quirement
startTs DateTime UTC time indicating the start time of the
observation period.
The absence of this attribute means subscription at
the present time.
endTs DateTime UTC time indicating the end time of the
observation period.
The absence of this attribute means subscription at
the present time.
If provided, it shall not be less than the start time.
notificationMethod NotificationMethod | Indicates the notification method.
snssaia String Identifies of network slice to which the subscription

belongs.
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Field Name

Data Type

Description

stationarylndication

StationaryIndicatio
n

Identifies whether the UE is stationary or mobile

expectedUmts Array Identifies the UE's expected geographical
movement.

nwArealnfo NetworkArealnfo Represents the network area information of the
user where the UE is located.

ecgis Array Contains a list of E-UTRA cell identities.

plmnlid PImnid Indicates PLMN where Enhanced Coverage shall
be restricted.

mcc Integer Mobile Country Code

mnc Integer Mobile Network Code

eutraCellld Array EUTRA cell identifier

nid

ncgis Array Contains a list of NR cell identities.

tais Array Contains a list of tracking area identities.

gRanNodelds Array Contains a list of the NG-RAN nodes.

geographicAreas Array Identifies a list of geographic area of the user
where the UE is located.

point Integer Geographical area consisting of a single point,
represented by its longitude and latitude.

shape SupportedGADSha | This field takes on the value of the point.

pes
point GeographicalCoord | Represents the longitude and latitude of a point.
inates

civicAddresses Array Identifies a list of civic addresses of the user where
the UE is located.

validityTime Date time Identifies when the expected UE behaviour
parameters expire, the parameters are deleted
locally on expiry.

repPeriod Date time Repetition period for periodic reporting.

sampRatio SamplingRatio Percentage of sampling among impacted UEs.

grpRepTime Datetime Group reporting guard time for aggregating the

reports for a group of UEs .

When the event parameter is "ABNORMAL_BEHAVIOUR", the following analytics are

provided:

1. ldentification of target UE(s) to which the subscription applies by "supis”, "intGrouplds" or
"anyUe" attribute in the "tgtUe" attribute.

2. [Expected analytics type through the "exptAnaType" attribute.

3. Expected UE behavior through "exptUeBehav" attribute.

4. Either "excepRequs" or "exptAnaType" shall be provided if subscribed event is
"ABNORMAL_BEHAVIOUR".

5. Only "excepld" and "excepLevel" within the Exception data type apply to the "excepRequs"

attribute within EventSubscription data type.
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@® Note

The data types supported by OCNWDAF comply with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.520, Release 16, Network Data Analytics Services.

Table 9-9 Supported Response Codes
|

Code Description
201 The subscription resource is created successfully.
400 Bad Request.

The request is incorrect and subscription is not created.
500 Indicates a internal server processing error.
Examples

The following example shows how an NF creates a subscription request for UE Abnormal
Behavior Analytics by submitting a POST request on the REST resource using cURL.

cURL Command

curl --location --request POST ' {HTTP_ENDPO NT}' \--header ' Content-Type:
application/json' \--data-raw ' {JSON OBJECT}'

Example of the Request Body

{"notificationUR ": "http://10.123. 158. 150: 32082/ not i fi cati on",
"supportedFeatures": "010",
"event Subscri ptions":

[{ "event": "ABNORMAL_BEHAVI OUR', "extraReportReq":

{"startTs": "2023-05-11T22:13:21Z", "endTs": "2023-05-11T22:33:21Z"}
" expt UeBehav":
{"expectedunts": [{
"geographi cAreas": [{ "shape": "POLYGON', "offsetAngle": O,
“includedAngle": 0, "uncertaintyAtitude": 0, "confidence": 0, "innerRadius":
0, "altitude": 0, "uncertaintyEllipse":

{"semi Major": 0.0, "semMnor": 0.0, "orientationMjor": 0}
"uncertainty": 0,
"uncertai ntyRadi us": 0,
"point": {"lon": 0.0, "lat": 0.0},
"pointList":
[{"lon": 14, "lat": 10},
{"lon": 14, "lat": 15},
{"lon": 19, "lat": 15},
{"lon": 19, "lat": 10}]}],

"umt Time": {"timeCfDay": "", "dayOfWeek": 1}}],
"validityTime": "2023-06-12T22:13: 272"},
"tgtUe":
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{"supis": ["insi-334800660487647"], "anyUe": fal se}

"excepRequs": [\{"excepld": "UE GEOFENCE", "excepLevel":
5, "excepTrend": "OUT_OF FENCE'}],

"snssais": [\{"sst": 2, "sd": "405060"}]}],

"evtReq": {"notifMethod": "ONE_TIME", "nmonDur":
"2023-05-17T22: 13: 212", "immRep": fal se, "maxReportNor": 100, "repPeriod": 1,
"sanpRatio": 75, "grpRepTine": 0}}

9.3.2 Slice Load Level Analytics

This service operation is used to subscribe to Slice Load Level Analytics.
Type: POST
URI: { api Root }/ nnwdaf - event ssubscri pti on/ vl/ subscriptions/

Initiated By: Consumers

Table 9-10 Request Body Parameters

- ______________________________________________|
Field Name Data Type Description

notificationURI uri The URI which receives the requested notifications
from the OCNWDAF. This parameter provided by
the NF service consumer in the HTTP POST
request that creates the subscriptions for event

notifications.
supportedFeatures SupportedFeatures | The supported feature number.
evtReq ReportingInformati | Is the event reporting information applicable for
on each event. It contains the following attributes:

* immRep

* notifMethod

*  maxReportNbr
¢ monDur

immRep boolean Immediate reporting indication.

This value is set to "true" the OC-NWDAF includes
the reports of the events subscribed, if available, in
the HTTP POST response.

notifMethod string Event notification method. The allowed values are:
* ON_EVENT_DETECTION
«  ONE_TIME
 PERIODIC
maxReportNbr integer Maximum Number of Reports.
monDur Date time Monitoring duration.
eventSubscriptions array(EventSubscri | A description of the subscribed events. It contains
ption) the following attributes:
« event
e anySlice

* |oadLevelThreshold
. notificationMethod
*  snssaia

event string Indicates that the event subscribed is load level
information of Network Slice,

"SLICE_LOAD_LEVEL"
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Table 9-10 (Cont.) Request Body Parameters

Field Name

Data Type

Description

anySlice

boolean

»  True: Indicates applicable to all slices.
»  False: Indicates not applicable to all slices.

loadLevelThreshold

integer

The OCNWNDAF reports the corresponding network
slice load level to the NF service consumer when
the load level of the network slice identified by
snssais has reached.

notificationMethod

NotificationMethod

Indicates the notification method. The allowed

values are:

*  PERIODIC: The subscription of OCNWDAF
event is periodic.

*  THRESHOLD: The subscription of OCNWDAF
event is on exceeding threshold value.

snssaia

String

Identifies of network slice to which the subscription
belongs.

Sst

Uinteger

Unsigned integer, within the range 0 up to 255,
representing the Slice or Service Type.

sd

String

3-octet string, representing the Slice Differentiator,
in hexadecimal representation.

When the event parameter is "SLICE_LOAD_LEVEL", the following analytics are provided:

1. The Network slice load level threshold in the "loadLevelThreshold" attribute if the
"notifMethod" attribute in "evtReq" attribute is "ON_EVENT_DETECTION" or the
"notificationMethod" attribute in "eventSubscriptions" attribute is "THRESHOLD" or

"OMITTED".

2. ldentification of network slice(s) to which the subscription applies through the identification
of network slice(s) in the "snssais" attribute or as indicated in the "anySlice" attribute.

@® Note

The data types supported by OCNWDAF comply with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.520, Release 16, Network Data Analytics Services..

Table 9-11 Supported Response Codes

Code Description
201 The subscription resource is created successfully.
400 Bad Request.

The request is incorrect and subscription is not created.
500 Indicates a internal server processing error.
Examples

The following example shows how an NF creates a subscription request for Slice Load Level
analytics by submitting a POST request on the REST resource using cURL.

October 28, 2025
Page 9 of 45


https://www.3gpp.org/ftp/Specs/archive/29_series/29.520/
https://www.3gpp.org/ftp/Specs/archive/29_series/29.520/

ORACLE

cURL Command

Chapter 9

OCNWDAF Analytics APIs

curl --location --request PCST '{HTTP_ENDPO NT}' \--header ' Content-Type:

application/json' \--data-raw '{JSON OBJECT}'

Example of the Request Body

{ "notificationURI": "https://{CONSUMERAPI ROOT}/ notification",

"supportedFeatures": "100",
"evtReq": {
"imRep": false,
“notifMethod": "ON_EVENT_DETECTI ON',
"maxReport Nor": O,
“nmonDur": "2022-06- 24T04: 00: 002" }
"event Subscriptions": [{
"event": "SLICE_LOAD LEVEL",
"anySlice": false, "loadLevel Threshold": 10,
"notificationMethod": "THRESHOLD',

"snssaia": [{
"sst": 2,
"sd": null }] }1}

9.3.3 UE Mobility Analytics

This service operation is used to subscribe to UE Mobility Analytics.

Type: POST

URI: { api Root }/ nnwdaf - event ssubscri pti on/vl/ subscriptions/

Initiated By: Consumers

Table 9-12 Request Body Parameters

Field Name Data Type Description

notificationURI uri The URI which receives the requested notifications
from the OCNWDAF. This parameter provided by
the NF service consumer in the HTTP POST
request that creates the subscriptions for event
notifications.

supportedFeatures SupportedFeatures | The supported feature number.

evtReq ReportingIinformati | Is the event reporting information applicable for

on each event. It contains the following attributes:

e immRep
* notifMethod
*  maxReportNbr
*  monDur

immRep boolean Immediate reporting indication.
This value is set to "true" the OC-NWDAF includes
the reports of the events subscribed, if available, in
the HTTP POST response.

notifMethod string Event notification method. The allowed values are:
e ONE_TIME
« PERIODIC
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Table 9-12 (Cont.) Request Body Parameters
|

Field Name Data Type Description
maxReportNbr integer Maximum Number of Reports.
monDur Date time Monitoring duration.
eventSubscriptions array(EventSubscri | A description of the subscribed events. It contains
ption) the following attributes:
* event
°  tgtUe
*  networkArea
event string Indicates that the event subscribed is
"UE_MOBILITY".
tgtUe TargetUelnformatio | Identifies the target UE information for which the
n subscription applies by "supis" , "intGrouplds" and
"anyUe" attributes.
networkArea NetworkArealnfo Identification of network area to which the
subscription applies.
supis array Identifies a SUPI for an UE.
intGrouplds array Represents an internal group identifier and

identifies a group of UEs.

anyUe boolean Identifies any UE when set to true.

When the event parameter is "UE_MOBILITY", the following analytics are provided:

1. Identification of target UE(S) to which the subscription applies by "supis" or "intGrouplds"
attribute in the "tgtUe" attribute.

2. ldentification of network area to which the subscription applies through the identification of
network area by "networkArea" attribute.

@® Note

The data types supported by OCNWDAF comply with the 3GPP specifications. For
more information about the 3GPP data types, see 3GPP Technical Specification
29.520, Release 16, Network Data Analytics Services.

Table 9-13 Supported Response Codes
|

Code Description
201 The subscription resource is created successfully.
400 Bad Request.

The request is incorrect and subscription is not created.
500 Indicates a internal server processing error.
Examples

The following example shows how an NF creates a subscription request for UE Mobility
Analytics by submitting a POST request on the REST resource using cURL.
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curl --location --request PCST '{HTTP_ENDPO NT}' \--header ' Content-Type:
application/json' \--data-raw '{JSON OBJECT}'

Example of the Request Body

{ "notificationURI": "https://{CONSUMERAPI ROOT}/ notification",
"supportedFeatures": "002",

"evtReq": {

"immRep": "fal se",

"notifMethod": "PERI QDI C',

"maxReport Nor": O,
“nmonDur": "2022-06-24T04: 00: 002" 1},

"event Subscriptions": [{
"event": "UE_MOBILITY",
"tgtUe": {

"supis": ["{VALI DSUPID}"],

"intGouplds": null,
"anyUe": false 1},
"net wor kArea": nul |

H

9.3.4 NF Load Analytics

This service operation is used to subscribe to NF Load Analytics.

Type: POST

URI: { api Root }/ nnwdaf - event ssubscri pti on/vl/ subscriptions/

Initiated By: Consumers

Table 9-14 Request Body Parameters

Field Name Data Type Description

AnySlice boolean Default is FALSE. If TRUE ignore any snssais,
array of Snssai or slice IDs.

event string Event that is subscribed, in this case "NF_LOAD".

networkArea array Identification of network area to which the

subscription applies. The absence of networkArea
means subscription to all network areas.

@ Note

It should be set to
"null". It is an optional
field.

Networks Data Analytics Function User Guide
F80228-02
Copyright © 2022, 2022, Oracle and/or its affiliates.

October 28, 2025
Page 12 of 45



ORACLE’

Chapter 9
OCNWDAF Analytics APIs

Table 9-14 (Cont.) Request Body Parameters

Field Name

Data Type

Description

startTs

date format in UTC
timezone

UTC time indicating the start time of the
observation period.

The absence of this attribute means subscription at
the present time.

endTS

date format in UTC
timezone

UTC time indicating the end time of the
observation period.

The absence of this attribute means subscription at
the present time.

If provided, it should not be less than the start time.

notificationMethod

string

Indicates the notification method.
When notificationMethod is not provided, the
default value is "THRESHOLD".

matchingDir

boolean

A matching direction may be provided alongside a
threshold. If omitted, the default value is
CROSSED. This field is optional.

nfLoadLvIThds

Indicates when the reporting should start after the
after the average load level is reached. This field is
provided if the "notifMethod" in "evtReq" is set to
"ON_EVENT_DETECTION" or
"notificationMethod" in "eventSubscriptions" is set
to "THRESHOLD" or omitted.

e "congLevel": integer

. "nfLoadLevel": integer,

*  "nfCpuUsage": integer,

- "nfMemoryUsage": integer,

*  "nfStorageUsage": integer

nflnstancelds

array

An array of Identification(s) of NF instances. This
field is optional.

nfSetlds

array

An array of Identification(s) of NF instance sets.
This field is optional.

nfTypes

array

An array of Identification(s) of NF types. This field
is optional.

snssais

array

Identification(s) of network slice to which the
subscription applies. This field is optional and
should be set to NULL.

tgtUe

array(TargetUelnfor

mation)
o anyUe,
boolean

e supis, array of
Supi

Only applicable to determine AMF or SMF (from
the SUPI). Identifies target UE information.

congThresholds array Represents the congestion threshold levels.
e "congLevel": 20,
. "nfLoadLevel": 50,
*  "nfCpuUsage": 90,
*  "nfMemoryUsage": 95,
*  "nfStorageUsage": 80
exptAnaType string It should be set to "MOBILITY"

Represents expected UE analytics type. Absent if
the "excepRequs" attribute is provided.
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Table 9-14 (Cont.) Request Body Parameters

Field Name

Data Type

Description

evtReq

array

Should be ON_EVENT_DETECTION if thresholds
are defined, or notificationMethod is THRESHOLD.

Represents the reporting requirements of the event
subscription.

If omitted, the default values within the
Reportinginformation data type apply.

*  "immRep": false, Set by default

e "notifMethod": "ON_EVENT_DETECTION",
*  "maxReportNbr": integer,

*  "monDur": date format in UTC timezone,

*  "repPeriod": integer and optional,

» "sampRatio": integer and optional,

e "grpRepTime": integer and optional

notificationURI

Uri

URI where to receive the requested notifications.
Identifies the recipient of Notifications sent by the
OCNWDAF.

supportedFeatures

string

This property should be “NfLoad”.

Table 9-15 Supported Response Codes

Code Description
201 The subscription resource is created successfully.
400 Bad Request.

The request is incorrect and subscription is not created.
500 Indicates a internal server processing error.
Examples

The following example shows how an NF creates a subscription request for NF load analytics
by submitting a POST request on the REST resource using cURL.

cURL Command

curl --location --request PUT '{api Root}/nnwdaf - event ssubscription/vl/
subscriptions/' \--header 'Content-Type: application/json' \--data-raw

"{request _body}

Example of the Request Body

{

"event Subscri ptions":

{

[

"anySlice": true,

"event": "NF_LOAD',

"networkArea": null,
"extraReportReq": {

"startTs": "2022-09-06T05: 00: 302",

"endTs": "2022-10-19T23:59: 597"
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b
“notificationMethod": "THRESHOLD',
“matchingDir": null,
“nf LoadLvl Thds": [
{
“conglLevel ": 20,
“nf LoadLevel ": 20,
“nf CpuUsage": 90,
“nf MenoryUsage": 95,
“nf St orageUsage": 80
}
]

nfl nstancelds": null,
"“nfSetlds": null,
“nf Types": |

" GVE"
1
"snssaia": null,
"tgtUe": {
"supis": null,
"intGouplds": null,
"anyUe": fal se

}

ongThreshol ds": |
{
“conglLevel ": 20,
"nf LoadLevel ": 50,
“nf CpuUsage": 90,
“nf MenoryUsage": 95,
“nf St orageUsage": 80
1
1
"expt AnaType": "MOBILITY"
1
1
"evtReq": {
"imRep": fal se,
"notifMethod": "ON EVENT DETECTI ON',
"maxReport Nbr": 50,
"monDur": "2022-10-19T23:59:59Z",
"repPeriod": 10,
"sanpRatio": 75,
"grpRepTine": 0
¥

“notificationUR": "{apiRoot}/notification",

“supportedFeatures": "040"
}

Example of the Response Body

{

"event Subscriptions": [

{

"anySlice": true,

Networks Data Analytics Function User Guide
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"event": "NF_LOAD',
"extraReportReq": {
"startTs": "2022-09-06T05: 00: 302",
"endTs": "2022-10-19T23:59: 592"
b
“notificationMethod": "THRESHOLD',
“nf LoadLvl Thds": [
{
“conglLevel ": 20,
“nf LoadLevel ": 20,
“nf CpuUsage": 90,
“nf MenoryUsage": 95,
“nf St orageUsage": 80
}
]

nf Types": [
n A'\A:II ,
n S'\A:Il

]

ongThreshol ds": [
{
"conglLevel ": 20,
"nf LoadLevel ": 50,
“nf CpuUsage": 90,
“nf MenoryUsage": 95,
“nf St orageUsage": 80
1
1
"expt AnaType": "MOBILITY"
1
1
"evtReq": {
"imRep": fal se,
"notifMethod": "ON EVENT DETECTI ON',
"maxReport Nbr": 50,
"monDur": "2022-10-19T23:59:59Z",
"repPeriod": 10,
"sanpRatio": 75,
"grpRepTine": 0
¥
"notificationURI": "{apiRoot}/notification",
“supportedFeatures": "040"

}

9.3.5 Network Performance Analytics APIs

Create a Network Performance Analytics Subscription

Chapter 9
OCNWDAF Analytics APIs

This service operation is used to create a Network Performance Analytics subscription.

Type: POST

URI: {apiroot}: {serverPort}:/nnwdaf - event subscri pti on/ <api version>/subscriptions
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Parameter Description Example
{apiroot} The IP used to access the
OCNWDAF subscription.
{serverport} The port used to access the
OCNWDAF subscription. Default
value is 8080.
{subscriptionl d} Subscription ID
{anal yticsl d} The analytics ID is
"NETWORK_PERFORMANCE"
{support ed- f eat ur es} 080
{tgt-ue} Encoded Target UE information.
{
“supis": null,
“intGouplds":
nul I,
“anyUe": true
}
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Table 9-16 (Cont.) Endpoint Parameters
|

Parameter Description Example
{event-filter} Encoded event filter value.
{
"anySlice": false,
"net wor kArea": {
"ecgis": |
{
"plmld": {
“mcct: "611",
"mc": "946"
}1
“eutraCel | I d":
" 60De3B8",
"nid":
" 2f 9Ccf eEC9a"
}
] 1]
"ncgis": |
{
"plmld": {
"mce: 375",
"“mc": "36"
}1
“nrCellld": "eFdEDCE7D',
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Table 9-16 (Cont.) Endpoint Parameters
|

Parameter Description Example
"nid":
" e5D8B1EbD11"
}
] il
"gRanNodel ds": |
{
"plmld": {
“mcet: 791",
"mc": "230"

b

“n3lwfld": "CBlE5ba",

"gNbl d": {

"bitLength": 32,

"gNBVal ue": "BF6BIE"

b

"ngeNol d": " SMacr oNGeNB-
F5CCC',

"wagfld": "8f",

"tngfld": "1a473d3D",

“nid":
" BFbBAabEBD3",
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Parameter

Description

Example

"eNbl d": " MacroeNB-
f 26ab"

1,
"tais": |

{

"plmld": {

nmcet: "585",

mc": "162"

"ebef 4B",

“nid":
"f Df C6bbC673"

}

b

"nwPer f Types":
["NUM OF_UE"]

}
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Table 9-16 (Cont.) Endpoint Parameters

Parameter Description Example
{ana-req} Encoded value of analytics
requirements. {

"startTs":"2023-02-08T12
:00: 10. 000021",

"endTs": " 2023-05-13T12: 0
2:05. 000000",

"ti meAnaNeeded": "2024- 12
-13T12: 00: 01. 000000",
"maxChj ect Nor": 10,

"sampRatio": 1

Initiated By: Consumers

Request Body Parameters

Table 9-17 Type NnwdafEventsSubscription

Parameter Data Type Presenc | Description
e
eventSubscriptions array(EventSubscri | M Subscribed events. The event parameter
ption) within event subscriptions is
"NETWORK PERFORMANCE"
evtReq ReportingInformati | O Represents the reporting requirements
on of the event subscription. If this

parameter is not given then the default
values for Reportinglnformation is used.
The notification method "notifMethod"
within ReportingInformation takes
precedence over notificationMethod
within EventSubscription.

notificationURI URI C URI to which the NWDAF sends the
reports.
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Parameter Data Type Presenc | Description
e
eventNotifications array(EventNotifica | C Notifications about Individual Events.
tion) Present only if the immediate reporting

indication in the "immRep" attribute
within the "evtReq" attribute is set to true
in the event subscription, and the
reports are available.

Present in the response to NWDAF
subscription if "immRep" is true and the
reports are the available.

failEventReports array(FailureEventl | O Supplied by the NWDAF. When this
nfo) parameter is available,it contains the
event(s) for which the subscription is not
successful including the failure
reason(s). This parameter is populated
and returned in response to the error
case.
consNflnfo ConsumerNfinform | O Represents the analytics consumer NF
ation information.
notifCorrld String M Notification correlation ID. It is generated
after successful subscription and is
returned back in the response.
supportedFeatures SupportedFeatures | C This parameter is supplied by NF

service consumer in the POST request
for creation of an NWDAF Event
Subscriptions resource, and supplied by
the NWDAF in the reply of
corresponding request.

Value is "080" for Network Performance
ID.

Table 9-18 Type EventSubscription

Parameter Data Type Presence Description

event NwdafEvent M Event that is subscribed.
The value for network
performance ID is
"NETWORK
PERFORMANCE"

extraReportReq EventReportingRequire | O The extra event

ment reporting requirement

information.

loadLevelThreshold Integer C Indicates that the

NWDAF shall report the
corresponding network
slice load level to the NF
service consumer where
the load level of the
network slice identified
by snssais is reached.
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Table 9-18 (Cont.) Type EventSubscription
|

Parameter

Data Type

Presence

Chapter 9
OCNWDAF Analytics APIs

Description

matchingDir

MatchingDirection

o

A matching direction
may be provided
alongside a threshold. If
omitted, the default
value is CROSSED.

networkArea

NetworkArealnfo

Identification of network
area to which the
subscription applies.

The absence of this
parameter means the
subscription is
applicable to all the
network areas.

notificationMethod

NotificationMethod

Indicates the notification
method.

repetitionPeriod

DurationSec

Shall be supplied for
notification method
"PERIODIC" by the
"notificationMethod"
attribute.

tgtUe

TargetUelnformation

Identifies target UE
information.

nwPerfRequs

array(NetworkPerfRequir
ement)

Represents the network
performance
requirements. This
attribute shall be
included when
subscribed event is
"NETWORK_PERFORM
ANCE".

It may only be present if
"applds" attribute is
provided.

Table 9-19 Type NnwdafEventsSubscriptionNotification

Parameter Data Type Presence Description

eventNotifications array (EventNotification) | C Notifications about
individual events.

subscriptionld String M String identifying a

subscription to the
Nnwdaf_EventsSubscrip
tion service.

Networks Data Analytics Function User Guide

F80228-02

Copyright © 2022, 2022, Oracle and/or its affiliates.

October 28, 2025
Page 23 of 45



ORACLE Chapter 9
OCNWDAF Analytics APIs

Table 9-20 Type EventNotification

- _______________________ _______________________________________|
Parameter Data Type Presence Description

event NwdafEvent M Subscribed events. The
event parameter within
event Subscriptions has
to be "NETWORK
PERFORMANCE"

start DateTime (@) It defines the start time
from when the analytics
information becomes
valid.

expiry DateTime 0] It defines the expiration
time after which the
analytics information will
become invalid.

timeStampGen DateTime C It defines the timestamp
of analytics generation.

nwPerfs array(NetworkPerflnfo) |C The network
performance
information.

Table 9-21 Supported Response Codes

Code Description
201 The subscription is created successfully.
400 Bad Request.

The request is incorrect and subscription is not created.
500 Indicates a internal server processing error.
Examples

The following example shows how an NF creates a subscription for Network Performance
analytics by submitting a POST request on the REST resource using cURL.

cURL Command

curl --location '10.123.159. 23: 8087/ nnwdaf - event ssubscri ption/v1l/
subscriptions' \
--header 'accept: application/json' \
--header ' Content-Type: application/json' \
--data '{
"notificationURI": "http://prodcon-1:9282/receive",
"support edFeat ures": "080",
"event Subscriptions": [
{
"event": "NETWORK PERFORMANCE",
"extraReportReq": {
"startTs": "2023-03-15T18: 00: 00Z",
"endTs": "2023-03-16T18: 30: 002",
"accuracy": null,
"sampRatio": 70,
"maxChj ect Nor": 5,

Networks Data Analytics Function User Guide
F80228-02 October 28, 2025
Copyright © 2022, 2022, Oracle and/or its affiliates. Page 24 of 45



ORACLE Chapter 9
OCNWDAF Analytics APIs

“maxSupi Nor": 2,
"timeAnaNeeded": nul |
}1
"| oadLevel Threshol d": 1,
"nf LoadLvl Thds": [

{
"conglLevel ": 20,
"nf CpuUsage": 90,
"nf LoadLevel ": 11,
"nf MenoryUsage": 95,
"nf St orageUsage": 80
}
1
"notificationMethod": "THRESHOLD',
"snssaia": |
{
"sst": 1,
"sd": "102030"
}
1
"tgtUe": {
“supis": null,
"intGouplds": null,
"anyUe": true
1

flnstancelds": null,
"nfSetlds": null,

"mat chingDir": "CROSSED',
"net wor kArea": {

"ecgis": |
{
“plmld": {
llrmcll: |I611I|’
n rr.r1CI|: n 946"
}7

"eutraCel I Id": "60De3B8",
"nid": "2f9CcfeECIa"

1
] il
“ncgis": |
{
“plmld": {
n n’DC" : " 375" ,
llnncll: II36II
}1
"nrCellld": "OEOFB2773",
"nid": "e5D8B1EbDI11"
1
] il
"gRanNodel ds": |
{
“plmld": {
llrmcll: " 791"’
n n"nC" : " 230"

}7
"n3lwfld": "CBlE5ba",
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"gNol d": {
"bitLength": 32,
"gNBVal ue": " BF6BIE"

b
"ngeNol d": " SMacr oNGeNB- F5CCC',
"wagfld"; "8f",
"tngfld": "1a473d3D",
"nid": "BFbBAabEBD3",
"eNol d": "MacroeNB-f26ab"
!
1
“tais": |
{
“plmld": {
"nmce": "585",
"mc": "162"
b
“tac": "ebef4B",
"nid": "fDf C6bbC673"
!
]
b
"nf Types": |
" ANE"
]
}
1
"evtReq": {
"notifMethod": "ONE_TIME",
"monDur": "2023-04-14T11:10: 002",
“imRep": fal se,
“maxReport Nor": 2,
“repPeriod": 1,
"sampRatio": 70,
"grpRepTine": 60
1

}

Example of the Request Body

{
"event Subscriptions": [
{

"anySlice": "NA",
"applds": null,
"dnns": null,
"dnais": null,
"event": "NETWORK_PERFORMANCE',
/'l necessary for subscribing to AMF

"net wor kArea": //
Il 29.554 - 5.6.2.8
{
"ecgis": |
{
“plmld": {

Networks Data Analytics Function User Guide
F80228-02
Copyright © 2022, 2022, Oracle and/or its affiliates.

for nunber of
---applicable if anyUE: true---

October 28, 2025
Page 26 of 45



ORACLE Chapter 9
OCNWDAF Analytics APIs
"nce': "611",
"mc": "946"
b
"eutraCell1d": "60De3B8",
"nid"': "2f9CcfeEC9a"
!
1
“ncgis": |
{
“plmld": {
"mce": 375",
"mc": "36"
b
"nrCellld": "eFdEDcE7D",
"nid": "e5D8B1EbDI11"
!
1
"gRanNodel ds": |
{
“plmld": {
"nce': "791",
“mc": "230"
b
"n3lwfld": "CBlESha",
"gNol d": {
"bitLength": 32,
"gNBVal ue": " BF6BIE"
b
"ngeNol d": " SMacr oNGeNB- F5CCC',
"wagfld"; "8f",
"tngfld": "1a473d3D",
"nid": "BFbBAabEBD3",
"eNol d": "MacroeNB-f26ab"
1
1
“tais": |
{
“plmld": {
"nmce": "585",
"mc": "162"
b
“tac": "ebef4B",
"nid"': "fDf C6bbC673"
1
]
b
"extraReportReq": {
"startTs": "2022-11-23T05: 00: 30Z",
"endTs": "2022-11-30T23:59: 592"
b
"| oadLevel Threshol d": O,
Il default THRESHOLD
"notificationMethod": "THRESHOLD',
Il default CROSSED
"matchingDir": "ASCENDI NG / DESCENDI NG / CROSSED',

"nf LoadLv| Thds":
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"nflnstancelds": null,
"nfSetlds": null,
"nf Types": [
n Shﬂ:ll
]

sildlnfos": null,
"nsi Level Thrds": null,
"qosRequ": null,
"qosFl owRet Thds": nul I,
"ranUeThrouThds": null,
"repetitionPeriod": O,
"snssaia": "NA",

"tgtUe": {
/1 Not applicable to NETWORK PERFORMANCE
“supis": null,
"intGouplds": null,
"anyUe": fal se
}

ongThreshol ds": nul I,

Il ----applicable if applds is provided ----- but applds is not
applicable to NetworkPerformance, so default is not provided in which case
analytics is for overall traffic as per sk3 doc

"nwPer f Requs": {

“nwPer f Type": {
"GNB_ACTI VE RATIO": null,
" GNB_COVPUTI NG_USAGE": nul I,
"GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USAGE": nul I,
"NUM_OF_UE": nul I,
"SESS SUCC RATIO': null,
"HO SUCC RATIO': null
b
/] Either "relativeRatio" or "absol uteNunt shall be provided
"relativeRatio": null,
"absol uteNunt': nul |

}

wRequs": null,
"excepRequs": nul I,
"expt AnaType": nul |,
"expt UeBehav": nul |

}
1
Il 29.523 - 5.6.2.4
"evtReq": {

"imRep": fal se,

/1 default ON_EVENT_DETECTI ON
/1 1f thresholds are defined then ON EVENT DETECTION , otherw se
THRESHOLD
"notifMethod": "ON EVENT DETECTION / THRESHOLD',
"maxReport Nor": 500,
"monDur"; "2022-11-30T23:59: 592",
“repPeriod": 10,
"sampRatio": 75,
"grpRepTine": 0
¥
"notificationURI": "http://100.77.47.210:5002/ notification",
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Il 29.571 - 5.2.2-3
/1 as per shared req doc sk3 - 080 for Network Performance
"support edFeat ures": "080",
Il applicable if imMRep is true
"event Notifications": {
"event": "NETWORK PERFORMANCE",

“start": ,

“expiry": "",

“timeStampGen": "",

/1 1f the requested period identified by the "startTs" and "endTs"
attributes in the EventReportingRequirement type is a future time period,
whi ch neans the analytics result is a prediction. If no sufficient data is
collected to provide the confidence of the prediction before the tine
deadline, the NWDAF shall return a zero confidence

"nwPerfs": [

{
"networ kArea": {
Il 29.554 - 5.6.2.8

"ecgis": null,
"ncgis": null,
"gRanNodel ds": nul I,
"tais": null

b,

“nwPer f Type": {
"GNB_ACTI VE_RATIO': nul I,
" GNB_COMPUTI NG_USAGE": nul |,
" GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USACGE": nul I,
"NUM_OF_UE": nul I,
"SESS_SUCC RATIO': null,
"HO_SUCC_RATIO': null

}

relativeRatio": null,
"absol uteNunt: null,
"confidence": null

}1

Il Supplied by the NWDAF. \Wen available, shall contain the event(s)
for which the subscription is not successful including the failure reason(s).

"fail Event Reports": |

Il Nwdaf Event

"event": "NETWORK PERFORMANCE",

"failureCode": "UNAVAI LABLE DATA / BOTH STAT PRED NOT_ALLOWED /
UNSATI SFI ED REQUESTED ANALYTI CS TIME / OTHER'

}
1,

Il Either "taiList" or one of "nfld", "nfSetld" shall be provided
"consNf I nfo": {

“nfld": "uuid",
“nfSetld": "",
“taiList": [
{
“plmld": {
[l TS 38.413
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n rr.DCII : nn ,
n rr.r1CII : nn
} 1
/1 38.413
n t aCll : nn

]
}

/1 notifCorrld, string, requires support of feature EneNA (seens |ike

this feature needs to be additionally supported in order to provide
notification correlation id to subscribing NF

"notifCorrld": null
}

Example of the Response Body

{

"event Subscriptions": [

{
"anySlice": "NA",
"applds": null,
"dnns": null,
"dnais": null,

"event": "NETWORK_PERFORMANCE',
/1l necessary for subscribing to AMF for nunber of UEs

"net wor kArea": // ---applicable if anyUE: true---
Il 29.554 - 5.6.2.8
{
"ecgis": |
{
“plmld": {
"nce": "611,
"mc": "946"
}

"eutraCell1d": "60De3B8",
"nid': "2f9CcfeEC9a"

1
] il
"ncgis": |
{
“plmld": {
"nce": "375",
"mc": "36"
}1
"nrCellld": "eFdEDCE7D",
"nid': "e5D8B1EbD11"
}
] il
"gRanNodel ds": |
{
“plmld": {
"nce": "791,
"mc": "230"

}a
“n3lwfld": "CBlESbha",
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"gNol d": {
"bitLength": 32,
"gNBVal ue": " BF6BIE"
¥
"ngeNol d": " SMacr oNGeNB- F5CCC',
"wagfld"; "8f",
"tngfld": "1a473d3D",
"ni d": "BFbBAabEBD3",
“eNbl d": "MacroeNB-f26ab"
1
1,
“tais": |
{
“plmld": {
"mce": 585",
"mc": "162"
¥
“tac": "ebef4B",
"nid": "fDf C6bbC673"
1
]

¥

"extraReportReq": {

"startTs": "2022-11-23T05: 00: 302",
"endTs": "2022-11-30T23:59: 592"

¥

"| oadLevel Threshol d": O,

Il defaul t THRESHOLD

"notificationMethod": "THRESHOLD',

Il defaul t CROSSED

"matchingDir": "ASCENDI NG / DESCENDI NG / CROSSED',

"nf LoadLvl Thds": nul I,

"nflnstancelds": null,

"nfSetlds": null,

"nf Types": [

" SVE"

1,

"nsildinfos": null,

"nsi Level Thrds": null,

"qosRequ": null,

"qosFl owRet Thds": nul I,

"ranUeThrouThds": null,

"repetitionPeriod": O,

"snssaia": "NA",

"tgtUe": {

/1 Not applicable to NETWORK PERFORMANCE
“supis": null,

"intGouplds": null,

"anyUe": fal se

¥

"congThreshol ds": nul I,

Il ----applicable if applds is provided ----- but applds is not
applicable to NetworkPerformance, so default is not provided in which case
analytics is for overall traffic as per sk3 doc

"nwPer f Requs": {

“nwPer f Type": {
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"GNB_ACTI VE RATIO": null,
" GNB_COVPUTI NG_USAGE": nul I,
" GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USAGE": nul I,
"NUM_OF_UE": nul I,
"SESS SUCC RATIO': null,
"HO SUCC RATIO': null
b
/] Either "relativeRatio" or "absol uteNunt shall be provided
"relativeRatio": null,
"absol ut eNunt': nul |
¥
"bwRequs": null,
"excepRequs": nul I,
"expt AnaType": nul |,
"expt UeBehav": nul |

1,
Il 29.523 - 5.6.2.4
"evtReq": {
"imRep": fal se,
/1 default ON_EVENT_DETECTI ON
/1 1f thresholds are defined then ON EVENT DETECTION , otherw se
THRESHOLD
"notifMethod": "ON EVENT DETECTION / THRESHOLD',
"maxReport Nor": 500,
"monDur"; "2022-11-30T23:59: 592",
“repPeriod": 10,
"sampRatio": 75,
"grpRepTine": 0
¥
"notificationURI": "http://100.77.47.210:5002/ notification",
/I 29.571 - 5.2.2-3
/1 as per shared req doc sk3 - 080 for Network Performance
"support edFeat ures": "080",
Il applicable if imMRep is true
"event Notifications": {
"event": "NETWORK PERFORMANCE",

"start": ,

“expiry": "",

“timeStampGen": "",

/1 1f the requested period identified by the "startTs" and "endTs"
attributes in the EventReportingRequirement type is a future time period,
whi ch neans the analytics result is a prediction. If no sufficient data is
collected to provide the confidence of the prediction before the tine
deadl ine, the NWDAF shall return a zero confidence

"nwPerfs": [

{
"networ kArea": {
Il 29.554 - 5.6.2.8

"ecgis": null,
"ncgis": null,
"gRanNodel ds": nul I,
"tais": null

}7
“nwPer f Type": {
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"GNB_ACTI VE_RATIO': nul I,
" GNB_COMPUTI NG_USAGE": nul I,
" GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USAGE": nul I,
"NUM_OF_UE": nul I,
"SESS_SUCC RATIO': null,
"HO_SUCC_RATIO': null

}

el ativeRatio": null,
"absol uteNunt: null,
"confidence": null

}1

Il Supplied by the NWDAF. \Wen available, shall contain the event(s)
for which the subscription is not successful including the failure reason(s).

"fail Event Reports": [

Il Nwdaf Event

"event": "NETWORK PERFORMANCE",

"failureCode": "UNAVAI LABLE DATA / BOTH STAT PRED NOT ALLOWED /
UNSATI SFI ED REQUESTED ANALYTI CS TIME / OTHER'

}
1,

Il Either "taiList" or one of "nfld", "nfSetld" shall be provided
"consNf I nfo": {

“nfld": "uuid",
“nfSetld": "",
“taiList": [
{
“plmld": {
[l TS 38.413
"nce”: "M,
“mc": ""
b,
/1 38.413
"tac": ""
}

]
¥
/1 notifCorrld, string, requires support of feature EneNA (seens |ike
this feature needs to be additionally supported in order to provide
notification correlation id to subscribing NF
"notifCorrld": null
}

Modify an existing Network Performance Analytics Subscription

This service operation is used to modify an existing Network Performance Analytics
subscription.

Type: PUT

URI: {apiroot}: {serverPort}:/nnwdaf - event subscri pti on/ <api version>/
subscriptions/{subscriptionld}

For information on endpoint parameters see, Table 9-16.
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Initiated By: Consumers

For information on request body parameters see, Table 9-17

Table 9-22 Supported Response Codes

Code Description
204 The subscription resource is successfully updated.
400 Bad Request
The request is incorrect and subscription is not updated.
500 Indicates a internal server processing error.
Examples

The following example shows how an NF updates a Network Performance Analytics
subscription by submitting a PUT request on the REST resource using cURL.

cURL Command

curl --location --request PUT '10.123.159.23: 8087/ nnwdaf -

event ssubscri ption/vl/ subscriptions/371d8527-dcc9-4179-9d67- 82e5¢93f c206" \

--header ' Content-Type: application/json \

--data ' {

"notificationURI": "http://prodcon-1:9282/receive",
"supportedFeat ures”: "080",
"event Subscriptions": [

{

"event": "NETWORK_PERFORMANCE',
"extraReportReq": {

"startTs": "2023-03-15T18: 00: 002",
"endTs": "2023-03-16T18: 30: 002",
“accuracy": null,

"sampRatio": 70,

"maxChj ect Nor": 5,

"maxSupi Nor": 2,

“timeAnaNeeded": nul |
¥
"| oadLevel Threshol d": 1,
"nf LoadLvl Thds": [

{
"conglLevel ": 20,
"nf CpuUsage": 90,
"nf LoadLevel ": 11,
"nf MenoryUsage": 95,
"nf St orageUsage": 80
}
1
"notificationMethod": "THRESHOLD',
"snssaia": |
{
"sst": 1,
"sd": "102030"
}
1
"tgtUe": {
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“supis": null,
"intGouplds": null,
"anyUe": true
}1
"nflnstancelds": null,
"nfSetlds": null,

"mat chingDir": "CROSSED',
"net wor kArea": {

[

“plmld": {
llrmcll: |I611I|’
mc": " 946"

}1
"eutraCel I Id":
"nid":

"60De3B8",
" 2f 9Ccf eEC9a"

[

“plmld": {
n n’DC" : n 375" ,
rr.r1CI|: II36II

}1
"nrCell 1d":
"nid":

"0EOFB2773",
" e5D8B1EbD11"

"gRanNodel ds": |

“ecgis":
{
}
1,
"ncgi s":
{
}
1,
{
}
1,
"tais":
{
}
]
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}

fTypes": |
n A“A:ll

}
1,

"evtReq": {
"notifMethod": "ONE_TIME",
"monDur": "2023-04-14T11:10: 00Z",
“imRep": fal se,
“maxReport Nor": 2,
“repPeriod": 1,
"sampRatio": 70,
"grpRepTine": 60

}

Example of the Request Body

{
"event Subscriptions": [
{
"anySlice": "NA",
"applds": null,
"dnns": null,
"dnai s": null,

"event": "NETWORK_PERFORMANCE',
/1 necessary for subscribing to AMF for nunber of UEs

"net wor kArea": // ---applicable if anyUE: true---
Il 29.554 - 5.6.2.8
{
"ecgis": |
{
“plmld": {
"nce": "611",
"mc": "946"
}

"eutraCell1d": "60De3B8",
"nid"': "2f9Ccf eEC9a"

“plmld": {
"nce": "375",
"mc": "36"

}1

"nrCellld": "eFdEDCE7D",

"nid': "e5D8B1EbD11"
}

] il

"gRanNodel ds": |
{

“plmld": {
"nce": "791,
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“mc": "230"
1
"n3lwfld": "CBlESha",
"gNol d": {
"bitLength": 32,
"gNBVal ue": " BF6BIE"
1
"ngeNbl d": " SMacr oNGeNB- F5CCC'
“wagfld": "8f"
"tngfld": "1a473d3D",
"nid": "BFbBAabEBD3"
"eNol d": "MacroeNB-f26ab"
!
1
“tais": |
{
“plmld": {
"nmce": "585",
"mc": "162"
1
"tac": "ebef4B"
"nid"': "fDf C6bbC673"
!
]
h
"extraReportReq": {
"startTs": "2022-11-23T05: 00: 302"
"endTs": "2022-11-30T23:59: 592"
h
"| oadLevel Threshol d": O,
Il default THRESHOLD
"notificationMethod": "THRESHOLD'
11l default CROSSED
"matchingDir": "ASCENDI NG / DESCENDI NG / CROSSED',
"nf LoadLvl Thds": null,
"nflnstancelds": null,
"nfSetlds": null,
"nf Types":
" SVE"
1
"nsildlnfos": null
"nsi Level Thrds": null
"qosRequ": null,
"qosFl owRet Thds": nul |
"ranUeThrouThds": nul |
"repetitionPeriod": O,
"snssaia": "NA",
"tgtUe": {
/1 Not applicable to NETWORK PERFORMANCE
“supis": null,
"intGouplds": null
"anyUe": fal se
h
"congThreshol ds": nul |
Il ----applicable if applds is provided ----- but applds is not

applicable to NetworkPerformance, so default is not provided in which case
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analytics is for overall traffic as per sk3 doc
"nwPer f Requs": {

“nwPer f Type": {
"GN\B_ACTI VE_RATIO": null,
" GNB_COVPUTI NG_USAGE": nul I,
" GNB_MEMORY_USAGE": nul I,
"GN\B_DI SK_USAGE": nul |,
"NUM_OF_UE": nul I,
"SESS SUCC RATIO': null,
"HO SUCC RATIO': null

b

/] Either "relativeRatio" or "absol uteNunt shall be provided

“relativeRatio": null,

"absol ut eNunt': nul |

}

wRequs": null,
"excepRequs": nul I,
"expt AnaType": nul |,
"expt UeBehav": nul |

1,
Il 29.523 - 5.6.2.4
"evtReq": {
"imRep": fal se,
/1 default ON_EVENT_DETECTI ON
/1 1f thresholds are defined then ON EVENT DETECTION , otherw se
THRESHOLD
"notifMethod": "ON EVENT DETECTION / THRESHOLD',
"maxReport Nor": 500,
"monDur"; "2022-11-30T23:59: 592",
“repPeriod": 10,
"sampRatio": 75,
"grpRepTine": 0
¥
"notificationURI": "http://100.77.47.210:5002/ notification",
/I 29.571 - 5.2.2-3
/1 as per shared req doc sk3 - 080 for Network Performance
"supportedFeat ures": "080",
Il applicable if imMRep is true
"event Notifications": {
"event": "NETWORK PERFORMANCE",

"start": ,

“expiry": """,

“timeStampGen": "",

/1 1f the requested period identified by the "startTs" and "endTs"
attributes in the EventReportingRequirement type is a future time period,
whi ch neans the analytics result is a prediction. If no sufficient data is
collected to provide the confidence of the prediction before the tine
deadline, the NWDAF shall return a zero confidence

"nwPerfs": [

{
"networ kArea": {
Il 29.554 - 5.6.2.8
"ecgis": null,
"ncgis": null,
"gRanNodel ds": nul I,
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"tais": null

b,

“nwPer f Type": {
"GNB_ACTI VE_RATIO': nul I,
" GNB_COMPUTI NG_USAGE": nul I,
" GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USAGE": nul I,
"NUM_OF_UE": nul I,
"SESS_SUCC RATIO': null,
"HO_SUCC_RATIO': null

}

el ativeRatio": null,
"absol uteNunt: null,
"confidence": null

}1

Il Supplied by the NWDAF. \Wen available, shall contain the event(s)
for which the subscription is not successful including the failure reason(s).

"fail Event Reports": [

Il Nwdaf Event

"event": "NETWORK PERFORMANCE",

"failureCode": "UNAVAI LABLE DATA / BOTH STAT PRED NOT ALLOWED /
UNSATI SFI ED REQUESTED ANALYTI CS TIME / OTHER'

}
1,

[ Either "taiList" or one of "nfld",
"consNfI nfo": {

"nfSetld" shall be provided

“nfld": "uuid",
“nfSetld": "",
“taiList": [
{
“plmld": {
[l TS 38.413
"ncet: MM,
“mc": ""
3,
/1 38.413
"tac": ""
}

]
¥
/1 notifCorrld, string, requires support of feature EneNA (seens |ike
this feature needs to be additionally supported in order to provide
notification correlation id to subscribing NF
"notifCorrld": null

}

Obtain Network Performance Analytics Subscription Information

This service operation is used to obtain information about an existing Network Performance
Analytics subscription.

Type: GET
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URI: {apiroot}: {serverPort}:/nnwdaf - event subscri pti on/ <api version>/
subscriptions/{subscriptionld}?event-id={anal yticsld}&supported-
features={supported-features}&tgt-ue={tgt-ue}&event-filter={event-filter}&ana-
req={ ana- req}

For information on endpoint parameters see, Table 9-16.
Initiated By: Consumers

For information on request body parameters see, Table 9-17

Examples

The following example shows how an NF gets subscription information by submitting a GET
request on the REST resource using cURL.

cURL Command

curl --location 'http://10.123.159. 29: 8080/ nnwdaf - anal yti csi nf o/ vl/anal ytics?
event - i d=NETWORK_PERFORMANCE&suppor t ed- f eat ur es=0804&t gt -
ue=%257B%250A%25209%2520%2520%25209252092520%2520%2520%2522supi s92522%253A%2520
nul | 9%252C%250A%25209252092520%2520%2520%25209252092520%2522i nt G- oupl ds%25229%25
3A%2520nul | %252CY%250A%252092520%2520%2520%25209252092520%2520%2522any Ue%2522%2
53A%2520t r ue%250A%257D&event -

filter=0257B%2522anySl i ce%25229%253Af al se¥®52C%2522appl ds¥%25229%253A%255B%25221 Q
PKI TNJSE%25229255D%252C%2522dnns 925229253 A%255B%2522KCRFf 30. | af Qu2. f Ont r 029252
29255D%252C%2522dnai s925229%253A%255B%2522KuDMa. f DOCY2540DgvaY7. dQUxS69. uTvFz6K
CRFf 30. | af Qu2. f Ont r 02925229255D%252C%2522net wor kAr ea%25229%253A%257B%2522ecgi s%
25229%253A%55B%257B%2522pl ml d%25229%253A%257BY2522mcc%2522%253A%2522611925229%2
52C%2522mc%2522%253A%2522946925229%257D%252C%2522eut r aCel | | d925229%253A%252260D
e3B89R5229252C%2522ni d%2522%253A%25222f 9Ccf eEC9a%R5229@257DYR255D9252C%2522ncgi s
92522%253A%255B%257B%2522pl rml d92522%253A%257B%2522ntc¥25229%253A%2522375%2522%
252C92522mc9R522%253A%252236925229%257D%252C%2522nr Cel | | d92522%253A%2522eFdEDC
E7DY25229%252C%2522ni d9%2522%253A%2522e5D08B1END11925229%257D%2550%252C¥%2522gRanNo
del ds%25229%253A%255B%257B%2522p! ml d%2522%253A%257BY2522mcc¥%2522%253A%2522791%
25229252C%2522mc¥%2522%253A%2522230925229%257D%252C%2522n31 w | d9%25229%253A%2522C
B1E5ba%?2522%252C%2522gNbl d%2522%253A%257B%2522bi t Lengt h92522%253A329252C%2522g
NBVal ue%®2522%253A%2522BF6BIEYR25229257D%R52C%2522ngeNbl d925229%253A%2522SMacr oNG
eNB-

F5CCCu25229252C%2522wagf | d9%@2522%@253A%25228f %25229%252C%2522t ngf | d%25229253A%252
21a473d3D%R522%252C%2522ni d%25229253A%2522BFhBAabEBD3%2522%252C%2522eNol d9%2522
9R53A%2522Macr oeNB-

f 26ab%2522%257D9R55D9%R52C%2522t ai s92522%253A%255B%257B%2522pl rml d92522%253A%25
7BY2522ntc¥5229%253A%2522585%2522%252C¥%2522mc 9252292 53A%2522162%2522%257D%252
CYR522t acyR522%253A%2522ebef 4B%25229%252C%2522ni d%25229%253A%2522f Df C6bbC673%252
29257D%255D%257D%252CY2522nwPer f Types9®@522%253A%255B%2522NUM OF _UE%25229%255D%2
57D&ana-

req=9%257BY%250A%25209252092520%2520%2522st art Ts%2522%253A%25222020- 07- 08T129%253
A009253A10. 000021925229252C%250A%2520%25209252092520%2522endTs %25229%253A%25222
021-12- 13T129%253A02%253A05. 000000%25229%252C%250A%2520%2520%25209252092522t i meA
naNeeded%25229253A%25222022- 12- 13T12%253A00%253A01. 000000%2522%252CY%250A%2520%
25209252092520%2522max 0bj ect Nor %25229%253A0%252CY%250A%2520925209%2520%2520%2522s
anpRat i 0%2522%253A1%250A%257D
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Example of the Response Body

{
"event Subscriptions": [
{
"anySlice": "NA",
"applds": null,
"dnns": nul I,
"dnai s": null,

"event": "NETWORK_PERFORMANCE',
/1l necessary for subscribing to AMF for nunber of UEs

"net wor kArea": // ---applicable if anyUE: true---
Il 29.554 - 5.6.2.8
{
"ecgis": |
{
“plmld": {
"nce": "611",
"mc": "946"
}

"eutraCell1d": "60De3B8",
"nid"': "2f9Ccf eEC9a"

}
1,
"ncgis": |
{
“plmld": {
"nce": "375",
"mc": "36"
¥
“nrCellld": "eFdEDCE7D",
"nid': "e5D8B1EbD11"
}
1,
"gRanNodel ds": |
{
“plmld": {
"nce": "791,
"mc": "230"
¥
"n3lwfld": "CBlE5ha",
"gNold": {
"bitLength": 32,
"gNBVal ue": "BF6BIE"
¥
"ngeNol d": " SMacr oNGeNB- F5CCC",
"wagfld": "8f",
"tngfld": "1a473d3D',
"nid": "BFbBAabEBD3",
"eNol d": "MacroeNB-f26ab"
}
1,
"tais": |
{
“plmld": {
"nce": "585",
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mc": "162"
}1
"tac": "ebef4B",

"nid": "fDf C6bbC673"

]
}

xtraReportReq": {
"startTs": "2022-11-23T05: 00: 30Z",
"endTs": "2022-11-30T23:59: 592"
b
"| oadLevel Threshol d": O,
Il default THRESHOLD
"notificationMethod": "THRESHOLD',
Il default CROSSED
"matchingDir": "ASCENDI NG / DESCENDI NG / CROSSED',
"nf LoadLvl Thds": null,
"nflnstancelds": null,
"nfSetlds": null,
"nf Types": [
" SVE"
]

sildlnfos": null,
"nsi Level Thrds": null,
"qosRequ": null,
"qosFl owRet Thds": nul I,
"ranUeThrouThds": null,
"repetitionPeriod": O,
"snssaia": "NA",

"tgtUe": {
/1 Not applicable to NETWORK PERFORMANCE
“supis": null,
"intGouplds": null,
"anyUe": fal se
}

ongThreshol ds": nul I,

Il ----applicable if applds is provided ----- but applds is not
applicable to NetworkPerformance, so default is not provided in which case
analytics is for overall traffic as per sk3 doc

"nwPer f Requs": {

“nwPer f Type": {
"GNB_ACTI VE RATIO": null,
" GNB_COVPUTI NG_USAGE": nul I,
"GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USAGE": nul I,
"NUM_OF_UE": nul I,
"SESS SUCC RATIO': null,
"HO SUCC RATIO': null
b,
/] Either "relativeRatio" or "absol uteNunt shall be provided
"relativeRatio": null,
"absol uteNunt': nul |

}

wRequs": null,
"excepRequs": nul I,
"expt AnaType": nul |,
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"expt UeBehav": nul |

1,
Il 29.523 - 5.6.2.4
"evtReq": {
“imRep": fal se,
/1 default ON_EVENT_DETECTI ON
/1 1f thresholds are defined then ON EVENT DETECTION , otherw se
THRESHOLD
"notifMethod": "ON EVENT DETECTION / THRESHOLD',
"maxReport Nor": 500,
"monDur"; "2022-11-30T23:59: 592",
“repPeriod": 10,
"sampRatio": 75,
"grpRepTine": 0
¥
"notificationURI": "http://100.77.47.210:5002/ notification",
/Il 29.571 - 5.2.2-3
/1 as per shared req doc sk3 - 080 for Network Performance
"support edFeat ures": "080",
Il applicable if imMRep is true
"event Notifications": {
"event": "NETWORK PERFORMANCE",

"start": ,

“expiry": "",

“timeStampGen": "",

/1 1f the requested period identified by the "startTs" and "endTs"
attributes in the EventReportingRequirement type is a future time period,
whi ch neans the analytics result is a prediction. If no sufficient data is
collected to provide the confidence of the prediction before the tine
deadl ine, the NWDAF shall return a zero confidence

“nwPerfs": |

{
"networ kArea": {
Il 29.554 - 5.6.2.8

"ecgis": null,
"ncgis": null,
"gRanNodel ds": nul I,
"tais": null

¥
“nwPer f Type": {
"GNB_ACTI VE RATIO": null,
"GNB_COVPUTI NG_USAGE": nul I,
"GNB_MEMORY_USAGE": nul I,
"GNB_DI SK_USAGE": nul I,
"NUM_OF_UE": nul I,
"SESS SUCC RATIO': null,
"HO _SUCC RATIO': null
¥
"relativeRatio": null,
"absol uteNunt: null,
“confidence": null

}1
Il Supplied by the NWDAF. \Wen available, shall contain the event(s)
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for which the subscription is not successful including the failure reason(s).
"fail Event Reports": [

Il Nwdaf Event

"event": "NETWORK PERFORMANCE",

"failureCode": "UNAVAI LABLE DATA / BOTH STAT PRED NOT ALLOWED /
UNSATI SFI ED REQUESTED ANALYTI CS TIME / OTHER'

}
1,

Il Either "taiList" or one of "nfld", "nfSetld" shall be provided
"consNfI nfo": {

“nfld": "uuid",
“nfSetld": "",
“taiList": [
{
“plmld": {
Il TS 38.413
"nce”: MM,
“mc": ""
3,
/1 38.413
"tac": ""
}

]
¥
/1 notifCorrld, string, requires support of feature EneNA (seens |ike
this feature needs to be additionally supported in order to provide
notification correlation id to subscribing NF
"notifCorrld": null
}

Delete an existing Network Performance Analytics Subscription

This service operation is used to delete an existing Network Performance Analytics
subscription.

Type: DELETE

URI: {apiroot}: {serverPort}:/nnwdaf - event subscri pti on/ <api version>/
subscriptions/{subscriptionld}

For information on endpoint parameters see, Table 9-16.

Initiated By: Consumers

Table 9-23 Supported Response Codes

Code Description
204 The subscription resource is successfully deleted.
404 Not found

The following example shows how an NF deletes subscription information by submitting a
DELETE request on the REST resource using cURL.
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cURL Command

curl --location '10.123.159.23: 8087/ nnwdaf - event ssubscri ption/v1l/
subscri ptions/371d8527-dcc9- 4179- 9d67- 82e5¢93f c206
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This chapter describes the following information about OCNWDAF alerts:
OCNWDAF Alert Configuration

 System Level Alerts

*  Application Level Alerts

10.1 OCNWDAF Alert Configuration

This section describes the measurement based alert rules configuration for OCNWDAF. The
Alert Manager uses the Prometheus measurements values as reported by microservices in
conditions under alert rules to trigger alerts.

OCNWDAF Alert configuration in Prometheus
The following procedure is used to configure alerts in Prometheus:

1. Download the ocn-nwdaf - al erting-rul es. yan file. Edit this file to configure the alert
rules. The parameters in the file that can be edited include nane of the alert, r ul es for the
alert including al ert name and the expression expr defined to trigger the alert.

2. Copy the updated ocn- nwdaf - al erting-rul es. yan file to Bastion Host.

3. Run the following command:
kubect!l apply -f ocn-nwdaf-alerting-rules.yam -n ocn-nwdaf

4. To verify if the Custom Resource Definition (CRD) is created, run the following command:
kubect| get pronetheusrule -n ocn-nwdaf

5. Verify the alerts in the Prometheus GUI, the alert name and expression is listed. See
example below:

Figure 10-1 Prometheus GUI

vV OCN_NWDAF_DATA_COLLECTION_NOT_RUNNING (0 active)

name: OCN_NWDAF_DATA_COLLECTION_NOT_RUNNING
expr: up{app="ocn-nudaf-data-collection"} == @

Alert Rules

The alerts are configured on the Prometheus server. The metrics scraped correspond to a pod
that runs a single microservice, so each alert belongs to one of the pods running. Prometheus
continously collects metrics and when any of the alerting rules are met, the alert is triggered.
All the alert rules are written in one or multiple . ynl files and deployed as described in
procedure OCNWDAF Alert configuration in Prometheus. Listed below are the alert rules for
the various alerts captured for OCNWDAF:

Status Alert Rule

- name: <ALERT NAME>
rul es:
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- alert: <ALERT NAME>
expr: up{app="SERVICE LABEL"} == 0

Example:

- name: OCN_NWDAF_DATA_COLLECTI ON_NOT_RUNNI NG

rul es:
- alert: OCN_NWDAF_DATA COLLECTI ON_NOT_RUNNI NG
expr: up{app="ocn-nwdaf-data-collection"} == 0

Traffic Alert Rule

e Request rate rule:

- nanme: <ALERT NAME>
rul es:
- alert: <ALERT NAME>
expr: >
sum
wi t hout ( net hod, st at us, out cone, excepti on, app, i nst ance, cont ai ner, pod, pod_t enp
| ate_hash) (rate(http_server_requests_seconds_count{uri="<URI ENDPQO NT>"}
[1n])) > 1000

Example:

- name: H GH_ABNORMAL_BEHAVI OUR_REQUEST RATE

rul es:
- alert: H GH ABNORVAL_BEHAVI OUR REQUEST_RATE
expr: sum

wi t hout ( net hod, st at us, out cone, excepti on, app, i nstance, cont ai ner, pod, pod_t enp
| ate_hash) (rate(http_server_requests_seconds_count{uri="nnwdaf -
anal yticsinfo/vl/ anal yti cs?event-i d=ABNORMAL_BEHAVI OUR'}[1n])) > 1000

e Failure rate request rule:

- nanme: <ALERT NAME>

rul es:

- alert: <ALERT NAMVE>

expr: >
(sum

wi t hout ( net hod, out cone, excepti on, app, i nstance, cont ai ner, pod, pod_tenpl ate_ha
sh) (rate(http_server_requests_seconds_count{uri="<URl
ENDPO NT>", status=~"[4-5].."}[1n]))/ ignoring(status) sum
wi t hout ( net hod, st at us, out cone, excepti on, app, i nstance, cont ai ner, pod, pod_t enp
| ate_hash) (rate(http_server requests_seconds_count{uri="<UR ENDPQO NT>"}
[1n))) * 100 > 70

Example:

- name: H GH_ABNORMAL_BEHAVI OUR_REQUEST FAI LURE_RATE

rul es:
- alert: H GH_ABNORMAL_BEHAVI OUR_REQUEST_FAI LURE_RATE
expr: (sum

wi t hout ( net hod, out cone, excepti on, app, i nstance, cont ai ner, pod, pod_t enpl ate_ha
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sh) (rate(http_server_requests_seconds_count{uri="nnwdaf - anal yti csinfo/vl/
anal yti cs?event -i d=ABNORVAL_BEHAVI OUR", stat us=~"[4-5].."}[ 1))/

i gnoring(status) sum

wi t hout ( net hod, st at us, out cone, excepti on, app, i nstance, cont ai ner, pod, pod_t enp
| ate_hash) (rate(http_server_requests_seconds_count{uri="nnwdaf -

anal yticsinfo/vl/anal yti cs?event-i d=ABNORMAL_BEHAVI QUR'}[1nj))) * 100 > 70

CPU Alert Rule

- nane: <ALERT NAME>
rul es:
- alert: <ALERT NAVE>
expr: system cpu_usage{app="<SERVI CE LABEL>"} * 100 > 80

Example:

- nane: OCN_NWDAF_DATA COLLECTI ON_HI GH_CPU_LOAD
rul es:
- alert: OCN_NWDAF_DATA COLLECTI ON HI GH CPU_LQAD
expr: system cpu_usage{app="ocn- nwdaf - dat a- col | ection"} * 100 > 80

JVM Memory Usage Alert Rule

- nane: <ALERT NAME>
rul es:
- alert: <ALERT NAME>
expr: >

(sum(avg_over _tine(jvmnenmory used bytes{area="heap", app="<SERVI CE
LABEL>"} [1ni))/
sum(avg_over _tine(jvmnenory_nax_byt es{area="heap", app="<SERVI CE LABEL>"}
[1n))) * 100 > 80

Example:

- nane: OCN_NWDAF_DATA COLLECTI ON_H GH_JVM HEAP_MEMORY_USAGE
rul es:
- alert: OCN_NWDAF_DATA COLLECTI ON_HI GH JVM HEAP_MEMORY_USAGE
expr: (sunm{avg_over_tinme(jvmnenory_used_byt es{area="heap", app="ocn-
nwdaf - dat a-col l ection"} [1n]))/
sum(avg_over _tinme(jvm nenory_nax_byt es{area="heap", app="ocn- nwdaf - dat a-
collection"}[1n))) * 100 > 80

10.2 System Level Alerts

This section lists the system level alerts.
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OCN_NWDAF_ANALYTICS_HIGH_CPU_LOAD

Table 10-1 OCN_NWDAF_ANALYTICS_HIGH_CPU_LOAD

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.

OCN_NWDAF_COMMUNICATION_HIGH_CPU_LOAD

Table 10-2 OCN_NWDAF_COMMUNICATION_HIGH_CPU_LOAD
e

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.

OCN_NWDAF_CONFIGURATION_SERVICE_HIGH_CPU_LOAD

Table 10-3 OCN_NWDAF_CONFIGURATION_SERVICE_HIGH_CPU_LOAD

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.

OCN_NWDAF_DATA_COLLECTION_HIGH_CPU_LOAD

Table 10-4 OCN_NWDAF_DATA_COLLECTION_HIGH_CPU_LOAD
e

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.
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OCN_NWDAF_GATEWAY_HIGH_CPU_LOAD

Table 10-5 OCN_NWDAF_GATEWAY_HIGH_CPU_LOAD
|

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.

OCN_NWDAF_MTLF_HIGH_CPU_LOAD

Table 10-6 OCN_NWDAF_MTLF_HIGH_CPU_LOAD
e

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.

OCN_NWDAF_SUBSCRIPTION_HIGH_CPU_LOAD

Table 10-7 OCN_NWDAF_SUBSCRIPTION_HIGH_CPU_LOAD
|

Field Details

Description CPU load is high at the pod where the
microservice is running.

Affected Functions All

Cause CPU load is more than 80% of the allocated
resources.

OCN_NWDAF_ANALYTICS_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-8 OCN_NWDAF_ANALYTICS_HIGH_JVM_HEAP_MEMORY_USAGE
e

Field Details

Description The average of the memory heap usage is high.
Affected Functions All

Cause The heap memory usage is more than the 80%.

OCN_NWDAF_COMMUNICATION_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-9 OCN_NWDAF_COMMUNICATION_HIGH_JVM_HEAP_MEMORY_USAGE

|
Field Details

Description The average of the memory heap usage is high.
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Table 10-9 (Cont.)
OCN_NWDAF_COMMUNICATION_HIGH_JVM_HEAP_MEMORY_USAGE

Field Details
Affected Functions All
Cause The heap memory usage is more than the 80%.

OCN_NWDAF_CONFIGURATION_SERVICE_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-10 OCN_NWDAF_CONFIGURATION_SERVICE_HIGH_JVM_HEAP_MEMORY _

USAGE

- __________________________|
Field Details
Description The average of the memory heap usage is high.
Affected Functions All
Cause The heap memory usage is more than the 80%.

OCN_NWDAF_DATA_COLLECTION_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-11 OCN_NWDAF_DATA_COLLECTION_HIGH_JVM_HEAP_MEMORY_USAGE
e

Field Details

Description The average of the memory heap usage is high.
Affected Functions All

Cause The heap memory usage is more than the 80%.

OCN_NWDAF_GATEWAY_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-12 OCN_NWDAF_GATEWAY_HIGH_JVM_HEAP_MEMORY_USAGE
|

Field Details

Description The average of the memory heap usage is high.
Affected Functions All

Cause The heap memory usage is more than the 80%.

OCN_NWDAF_MTLF_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-13 OCN_NWDAF_MTLF_HIGH_JVM_HEAP_MEMORY_USAGE
|

Field Details

Description The average of the memory heap usage is high.
Affected Functions All

Cause The heap memory usage is more than the 80%.
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OCN_NWDAF_SUBSCRIPTION_HIGH_JVM_HEAP_MEMORY_USAGE

Table 10-14 OCN_NWDAF_SUBSCRIPTION_HIGH_JVM_HEAP_MEMORY_USAGE

Field Details

Description The average of the memory heap usage is high.
Affected Functions All

Cause The heap memory usage is more than the 80%.

10.3 Application Level Alerts

This section lists the application level alerts.

OCN_NWDAF_ANALYTICS_NOT_RUNNING

Table 10-15 OCN_NWDAF_ANALYTICS_NOT_RUNNING

Field Details
Description The microservice is not available or not reachable.
Cause Microservice ocn-nwdaf-analytics is down.

OCN_NWDAF_COMMUNICATION_NOT_RUNNING

Table 10-16 OCN_NWDAF_COMMUNICATION_NOT_RUNNING

Field Details
Description The microservice is not available or not reachable.
Cause Microservice ocn-nwdaf-communication is down.

OCN_NWDAF_CONFIGURATION_SERVICE_NOT_RUNNING

Table 10-17 OCN_NWDAF_CONFIGURATION_SERVICE_NOT_RUNNING

Field Details

Description The microservice is not available or not reachable.

Cause Microservice ocn-nwdaf-configuration-service is
down.

OCN_NWDAF_DATA_COLLECTION_NOT_RUNNING

Table 10-18 OCN_NWDAF_DATA_COLLECTION_NOT_RUNNING

Field Details
Description The microservice is not available or not reachable.
Cause Microservice ocn-nwdaf-data-collection is down.
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Table 10-19 OCN_NWDAF_GATEWAY_NOT_RUNNING

Field Details
Description The microservice is not available or not reachable.
Cause Microservice ocn-nwdaf-gateway is down.

OCN_NWDAF_MTLF_NOT_RUNNING

Table 10-20 OCN_NWDAF_MTLF_NOT_RUNNING

Field Details
Description The microservice is not available or not reachable.
Cause Microservice ocn-nwdaf-mtlf is down.

OCN_NWDAF_SUBSCRIPTION_NOT_RUNNING

Table 10-21 OCN_NWDAF_SUBSCRIPTION_NOT_RUNNING

Field Details
Description The microservice is not available or not reachable.
Cause Microservice ocn-nwdaf-subscription is down.

HIGH_ABNORMAL_BEHAVIOUR_REQUEST |

RATE

Table 10-22 HIGH_ABNORMAL_BEHAVIOUR_REQUEST_RATE

Field Details

Description The number of requests received per second is
high.

Cause Traffic is high, above 1000 requests per second.

URI Endpoint nnwdaf - anal yti csi nf o/ vl/anal ytics?
event - i d=ABNORMAL_BEHAVI QUR

Affected Functions ABNORMAL_BEHAVIOUR

HIGH_UE_MOBILITY_REQUEST_ RATE

Table 10-23 HIGH_UE_MOBILITY_REQUEST_RATE

Field Details

Description The number of requests received per second is
high.

Cause Traffic is high, above 1000 requests per second.

URI Endpoint nnwdaf - anal yti csi nfo/ vl/anal ytics?
event -i d=UE_MOBI LI TY

Affected Functions UE_MOBILITY
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HIGH_EVENT_SUBSCRIPTION_REQUEST_RATE

Table 10-24 HIGH_EVENT_SUBSCRIPTION_REQUEST_RATE

Field Details

Description The number of requests received per second is
high.

Cause Traffic is high, above 1000 requests per second.

URI Endpoint nnwdaf - event ssubscri ption/vl/

subscriptions

Affected Functions

UE_MOBILITY, SLICE_LOAD_LEVEL,
ABNORMAL_BEHAVIOUR

HIGH_ABNORMAL_BEHAVIOUR_REQUEST |

FAILURE_RATE

Table 10-25 HIGH_ABNORMAL_BEHAVIOUR_REQUEST_FAILURE_RATE

Field Details

Description The number of requests failing per second is high.

Cause The request failing rate is more than the 70%.

URI Endpoint nnwdaf - anal yti csi nf o/ vl/anal ytics?
event - i d=ABNORMAL_BEHAVI QUR

Affected Functions ABNORMAL_BEHAVIOUR

HIGH_UE_MOBILITY_REQUEST_ FAILURE_RATE

Table 10-26 HIGH_ABNORMAL_BEHAVIOUR_REQUEST_FAILURE_RATE

Field Details

Description The number of requests failing per second is high.

Cause The request failing rate is more than the 70%.

URI Endpoint nnwdaf - anal yti csi nf o/ vl/anal ytics?
event -i d=UE_MOBI LI TY

Affected Functions UE_MOBILITY

HIGH_EVENT_SUBSCRIPTION_REQUEST_FAILURE_RATE

Table 10-27 HIGH_EVENT_SUBSCRIPTION_REQUEST_FAILURE_RATE

Field Details

Description The number of requests failing per second is high.
Cause The request failing rate is more than the 70%.
URI Endpoint nnwdaf - event ssubscri ption/v1l/

subscriptions

Affected Functions

UE_MOBILITY, SLICE_LOAD_LEVEL,
ABNORMAL_BEHAVIOUR
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