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Preface

«  Documentation Accessibility

« Diversity and Inclusion

e Conventions

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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My Oracle Support (MOS)

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

» For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

* For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table provides information about the acronyms and the terminology used in the

document.

Table Acronyms and Terminology

Acronym Definition

CA Certificate Authority

CNC Console Cloud Native Configuration Console

CNLB Cloud Native Load Balancer

CLI Command Line Interface

CN Common Name

CSP Communication Service Provider

OKE Container Engine for Kubernetes

KPI Key Performance Indicator

MPS Messages Per Second

MOS My Oracle Support

NDB Network Data Broker

NF Network Function

OcCl Oracle Cloud Infrastructure

OCCM Oracle Communication Certificate Manager

BSF Oracle Communications Cloud Native Core,
Binding Support Function

CNE Oracle Communications Cloud Native Core, Cloud
Native Environment

NRF Oracle Communications Cloud Native Core,
Network Repository Function (NRF)

PCF Oracle Communications Cloud Native Core, Policy
Control Function

SEPP Oracle Communications Cloud Native Core,
Security Edge Protection Proxy

SCP Oracle Communications Cloud Native Core,
Service Communication Proxy

NWDAF Oracle Communications Networks Data Analytics
Function

OHC Oracle Help Center

osDC Oracle Service Delivery Cloud

SvC Services

SAN Subject Alternate Name

TLS Transport Layer Security

URI Uniform Resource Identifier
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What's New In This Guide

This section lists the documentation updates for Release 25.2.2xx in Oracle Communications
Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide.

Release 25.2.200 - G49042-01, December 2025
Major Architecture Restructuring: Data Director Group Classification

This release introduces a fundamental transformation in the OCNADD architecture. The
previously singular Worker Group has been decoupled and re-architected into two specialized
functional groups: the Relay Agent Group and the Mediation Group.

This architectural shift impacts the entire system workflow and is reflected throughout this
document:

*  Group-Specific installation, configuration and uninstallation procedures:

— Configuration procedures are no longer generic to a "Worker Group." All setup
procedures are now distinct for Relay Agent nodes and Mediation nodes or
namespaces.

e Customization:
— Several unsupported parameters have been removed.
— Parameters have been classified for each group.
* Upgrades and Rollback:
— Upgrade is replaced with a migration procedure.
— In-service rollback is not supported in this release.
e Fault Recovery:

— Several procedures have been updated for the new architecture.
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Introduction

This chapter provides information about installing Oracle Communications Network Analytics
Data Director (OCNADD) and its microservices on the supported platforms.

/\ Caution

User, computer and applications, and character encoding settings may cause an issue
when copy-pasting commands or any content from PDF. PDF reader version also
affects the copy-pasting functionality. It is recommended to verify the pasted content
especially when hyphens or any special characters are part of copied content.

1.1 Overview

With the emergence of 5G networks, Communication Service Providers (CSPs) now have
access to vast amounts of data. Oracle Communications Network Analytics Data Director
(OCNADD) serves as a specialized Network Data Broker (NDB) within the 5G Network
Architecture. It collects network traffic data from various sources such as 5G network functions
(NFs), non-5G NFs, and third-party producers. OCNADD then performs a range of rule-based
operations to help CSPs maximize the value of this data. These operations include data
aggregation, data filtering, data replication, data governance, and secure data transmission for
subscribed third-party consumers.

By efficiently collecting and utilizing data, OCNADD provides CSPs with the following
advantages:

e Enhanced service quality

« Ease of scalability

e Simplified monitoring and troubleshooting

e ldentification of new revenue and network monetization opportunities
e Reduced network downtime

As an NDB, OCNADD sits between the 5G infrastructure and third-party tools or consumer
applications. Its primary function is to ensure data security, low latency, and redundancy while
efficiently collecting and processing data. By correlating and transforming acquired data based
on configurable data feed settings, OCNADD enables CSPs to generate comprehensive
dashboards and Key Performance Indicators (KPIs). These insights provide a deep
understanding of all functions within the 5G Network Architecture, allowing CSPs to improve
service quality, reduce downtime, support network scalability, and minimize losses.

In the event of network failures, OCNADD data is used for monitoring and troubleshooting.
Additionally, OCNADD offers a user-friendly GUI that supports the creation, editing, and
deletion of data feeds. For more information about OCNADD architecture and features, see the
Oracle Communications Network Analytics Data Director User Guide.

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
G49042-01 December 17, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 1 of 3



ORACLE

Chapter 1
References

Deployment Overview

OCNADD deployment models help customers optimize or reduce the Data Director footprint
based on the third-party consumer’s capability to consume data directly from the Kafka cluster.
Users can deploy different Data Director models by configuring the applicable custom values.

The OCNADD deployment consists of the following groups:
OCNADD Management Group:

The OCNADD Management Group serves as the central hub for configuration management,
health monitoring, and alarm handling across all OCNADD services. It is also responsible for
managing export and tracing for critical transactions within Data Director, ensuring
comprehensive visibility and control.

OCNADD Worker Group:
The OCNADD Worker Group is a logical entity divided into two sub-groups:

« OCNADD Relay Agent Group: Responsible for receiving data from source Network
Functions (NFs) and performing essential operations, including data aggregation, non-
transaction-based filtering, message sequencing, and metadata enrichment.

° OCNADD Mediation Group: Receives processed data from the associated Relay Agent
and applies further processing, including transaction-based filtering, correlation, storing
XDRs in supported formats to centralized data stores, and forwarding data to third-party
probes.

Both the Relay Agent Group and the Mediation Group can be linked to a worker group, which
is configurable through Helm charts. Within this worker group, the Mediation service can be
associated with a specific Relay Agent. To establish this association, update the Mediation
values file with the namespace and cluster details of the Relay Agent using Helm charts.

For more details, refer to the OCNADD Deployment Models section to understand the
available deployment models and determine the required resources before proceeding with
installation.

1.2 References

For more information on OCNADD, refer to the following documents:

e Oracle Communications Network Analytics Suite Release Notes

e Oracle Communications Network Analytics Suite Licensing Information User Manual
e Oracle Communications Network Analytics Automated Testing Suite Guide

e Oracle Communications Network Analytics Suite Security Guide

e Oracle Communications Network Analytics Data Director User Guide

e Oracle Communications Network Analytics Data Director Outbound Interface Specification
Guide

e Oracle Communications Network Analytics Data Director Benchmarking Guide
e Oracle Communications Network Analytics Data Director Diameter User Guide
e QOracle Communications Network Analytics Data Director vCollector Installation Guide

e Oracle Communications Network Analytics Data Director Troubleshooting Guide
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e Oracle Communications Cloud Native Core, cnDBTier Installation,Upgrade, and Fault
Recovery Guide

e Oracle Communications Cloud Native Configuration Console Installation, Upgrade, and
Fault Recovery Guide

e Oracle Communications Cloud Native Core, OCI Deployment Guide

e Oracle Communication Certificate Manager Installation, Upgrade and Fault Recovery
Guide

e Oracle Communication Certificate Manager User Guide

1.3 Oracle Error Correction Policy

The table below outlines the key details for the current and past releases, their General
Availability (GA) dates, and the end dates for the Error Correction Grace Period.

Table 1-1 Oracle Error Correction Policy

Release Number General Availability (GA) Date Error Correction Grace Period
End Date
25.2.200 December 2025 December 2026
25.2.100 September 2025 September 2026
25.1.200 July 2025 July 2026
25.1.100 February 2025 February 2026
® Note

* For the latest patch releases, see their corresponding Oracle Communications
Cloud Native Core Release Notes.

* For arelease, Sevl and Critical Patch Unit (CPU) patches are supported for 12
months. For more information, see the Oracle Communications Cloud Native Core
and Network Analytics Error Correction Policy.

1.4 Oracle Open Source Support Policies

Oracle Communications Cloud Native Core uses open source technology governed by the
Oracle Open Source Support Policies. For more information, see Oracle Open Source Support
Policies.
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Installing OCNADD

This chapter provides information about installing Oracle Communications Network Analytics
Data Director (OCNADD) on the supported platforms.

The OCNADD installation is supported over the following platforms:
e Oracle Communications Cloud Native Core, Cloud Native Environment (CNE)
e VMware Tanzu Application Platform (TANZU)

e Oracle Cloud Infrastructure (OCI)

@® Note

This document describes the OCNADD installation on CNE. However, the procedure
for installation on OCI and TANZU is similar to the installation on CNE. Any steps
unique to OCI or TANZU platform are mentioned explicitly in the document.

2.1 Prerequisites

Before installing and configuring OCNADD, make sure that the following requirements are met:
2.1.1 Software Requirements
This section lists the software that must be installed before installing OCNADD:

Table 2-1 Mandatory Software

Software Version
Kubernetes 1.33.x, 1.32.x
Helm 3.15.2
Docker/Podman 46.1
OKE (on OCI) 1.27.x

@ Note

* OCNADD 25.2.200 supports CNE 25.2.1xx and 25.1.2xx.

To check the Oracle Communications Cloud Native Core, Cloud Native Environment (CNE)
version, run the following command:

echo $OCCNE_VERS| ON
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To check the current Helm and Kubernetes versions installed in CNE, run the following
commands:

kubect| version

hel m versi on

@® Note

e Starting with CNE 1.8.0, Podman is the preferred container platform instead of
docker. For more information on installing and configuring Podman, see the Oracle
Communications Cloud Native Core, Cloud Native Environment Installation,
Upgrade, and Fault Recovery Guide.

If you are installing OCNADD on TANZU, the following software must be installed:

Table 2-2 Mandatory Software

|
Software Version

Tanzu 14.1

To check the current TANZU version, run the following command:

tanzu version

@® Note

Tanzu was supported in release 22.4.0. Release 25.2.200 has not been tested on
Tanzu.

Depending on the requirement, you may have to install additional software while deploying
OCNADD. The list of additional software items, along with the supported versions and usage,
is given in the following table:

Table 2-3 Additional Software
|

Software Version Required For

Prometheus-Operator 2.52.0 Metrics

Metallb 0.14.4 LoadBalancer

cnDBTier 25.2.1xx and 25.1.2xx MySQL Database

Druid 33.0.0 It is required for extended
storage integration with the Druid
database.
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@® Note

*  Some of the software are available by default if OCNADD is getting deployed in
Oracle Communications Cloud Native Core, Cloud Native Environment (CNE).

* Install the additional software if any of them are not available by default with CNE.

» If you are deploying OCNADD in any other environment, for instance, TANZU,
then all the above mentioned software must be installed before installing
OCNADD.

* On OCI, the Prometheus-Operator is not required. The metrics and alerts will be
managed using OCI monitoring and Alarm services.

To check the installed software items, run the following command:

helmls -A

2.1.2 Environment Setup Requirements

This section provides information on environment setup requirements for installing Oracle
Communications Network Analytics Data Director (OCNADD).

Network Requirements

The Data Director services, such as Kafka and Redundancy Agent, require external access.
These services are created as load balancer services, and the service FQDNSs should be used
for communication with them. Additionally, the service FQDNs must be configured in the DNS
server.

CNLB Network and NADs for Data Director
Egress NADs

1. Customer must know or create Egress NADs for its third-party feed endpoint requirements
before CNLB CNE cluster installation. The Egress NADs are required to be defined in the
cnl b.ini file of OCCNE for the CNLB support.

2. The Egress NADs are required to be created for the following traffic segregation scenarios:

a. Separate Egress NAD per third-party destination endpoint per third-party feed: Each
destination endpoint of the consumer adapter will have its separate egress network via
a separate Egress NAD managed by CNLB.

b. Separate Egress NAD per third-party feed: Each consumer adapter feed will have its
separate egress network via a separate Egress NAD managed by CNLB.

c. Separate Egress NAD per OCNADD: All the consumer adapter feeds will have only
one separate network via a separate Egress NAD managed by CNLB.

Ingress NADs

1. Customer must know or create the required CNLB IPs (external IPs) and ingress
OCNADDs for the Data Director Ingress Adapter service.

2. Based on the ingress traffic segregation requirement for non-Oracle NFs, the required
CNLB IPs (external IPs) and ingress OCNADDSs need to be configured for the Ingress
Adapter in advance. The ingress OCNADDs are required to be defined in the cnl b. i ni file
of OCCNE for CNLB support.
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Each Ingress Adapter service instance must have an external IP and a corresponding
ingress OCNADD created and managed by the CNLB.

Customer must know or create the ingress OCNADD for the redundancy agent external
access and IP.

Customer must know or create the required CNLB IPs (external IPs) and ingress
OCNADDs for the Data Director Kafka service. The number of ingress OCNADDs and
external IPs must be the same as the number of Kafka brokers in the cluster. This must be
done for every additional worker group that is present or needs to be created in the future.

The required CNLB external IP and corresponding ingress OCNADD must be configured in
the cnl b. i ni file of OCCNE for CNLB support.

Ingress-Egress NADs

Customer must know or create the required CNLB IPs (external IPs) and ingress-egress
NADs for the Data Director Gateway service when external access is enabled for gateway
services.

Gateway service present in each NAD group must have an external IP and a
corresponding ingress-egress NAD created and managed by the CNLB.

The required CNLB external IP and corresponding ingress-egress NAD must be configured
in the cnl b. i ni file of OCCNE for CNLB support.

For more information on the CNLB and NADs, refer to the Oracle Communications Cloud
Native Environment Installation, Upgrade, and Fault Recovery Guide.

Environment Setup on OCCNE

Network Access

The Kubernetes cluster hosts must have network access to the following repositories:

1.

Local container image repository: It contains the OCNADD container images. To check
if the Kubernetes cluster hosts can access the local container image repository, pull any
image with an image-tag using the following command:

podman pul | docker-repo/inmge-nane: i mage-tag

where,

« docker-repo is the IP address or hostname of the container image repository.

e image- nane is the container image name.

* image-tag is the tag assigned to the container image used for the OCNADD pod.

Local Helm repository: It contains the OCNADD Helm charts. To check if the Kubernetes
cluster hosts can access the local Helm repository, run the following command:

hel m repo update

Service FQDN or IP Addresses of the required OCNADD services, for instance, Kafka
Brokers, must be discoverable from outside of the cluster. This information should be
publicly exposed so that Ingress messages to OCNADD can come from outside of
Kubernetes.
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Environment Setup on OCI

OCNADD can be deployed in OCI. While deploying OCNADD on OCI, the user must use the
Operator instance/VM instead of Bastion Host.

For OCI infrastructure, see Oracle Communications Cloud Native Core OCI Adaptor, NF
Deployment on OCI Guide.

After completing the OCI infrastructure setup requirements, proceed to the next section.

Client Machine Requirements

@® Note

Run all the kubect | and hel mcommands in this guide on a system depending on the
infrastructure and deployment. This system could be a client machine, such as a
virtual machine, server, local desktop, etc.

This section describes the requirements for client machine, that is, the machine used by the
user to run deployment commands.

The client machine must meet the following requirements:

* network access to the helm repository and docker image repository.
« configured Helm repository
* network access to the Kubernetes cluster.

* required environment settings to run the kubect | , podman, and docker commands. The
environment should have privileges to create namespace in the Kubernetes cluster.

e The Helm client installed with the push plugin. Configure the environment in such a
manner that the hel m i nst al | command deploys the software in the Kubernetes cluster.

Server or Space Requirements

For information on the server or space requirements for installing OCNADD, see the following
documents:

e Oracle Communications Cloud Native Core, Cloud Native Environment Installation,
Upgrade, and Fault Recovery Guide

e Oracle Communications Network Analytics Data Director Benchmarking Guide

e Oracle Communications Cloud Native Core, cnDBTier Installation, Upgrade, and Fault
Recovery Guide
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cnDBTier Requirement

@ Note

Obtain the values of the cnDBTi er parameters listed in the section "cnDBTier
Customization Parameters" from the delivered ocnadd_dbti er _cust om val ues. yan
file and use these values in the new ocnadd_dbt i er _cust om val ues. yan file if the
parameter values in the new file differ from those in the delivered file.

If you already have an older version of cnDBTi er, upgrade cnDBTi er with resources
recommended for OCNADD by customizing the ocnadd_dbt i er _cust om val ues. yan
file in the cust om t enpl at es folder of the OCNADD package with the required
deployment parameters. Use the same PVC size as in the previous release. For more
information, see the section "cnDBTier Customization Parameters."

OCNADD supports cnDBTier 25.2.1xx and 25.1.2xx in a CNE environment. cnDBTier must be
up and running before installing the Data Director. To install cnDBTier 25.2.2xx with resources
recommended for OCNADD, customize the ocnadd_dbt i er _cust om val ues. yan file in the
custom_templates folder in the OCNADD package with the required deployment parameters.

@® Note

The ocnadd_dbti er _cust om val ues. yanl file in the DD custom_templates.zip should
normally correspond to the same version as the Data Director; however, it may be
possible that the cnDBTier custom values belong to a different version than the Data
Director. In this case, the gl obal . ver si on parameter from the

ocnadd_dbti er _custom val ues. yam should be checked, and the corresponding GA
package of cnDBTier should be used for the installation or upgrade of cnDBTier before
installing/upgrading the Data Director package.

cnDBTier parameters for the Data Director may vary. For more information, see section
cnDBTier Customization Parameters.

For more information about the cnDBTier installation procedure, see Oracle Communications
Cloud Native Core, cnDBTier Installation, Upgrade, and Fault Recovery Guide.

@® Note

For OCI Environment, use the St oraged ass as oci - bv in cnDBTier charts. To find the
storage class name, run the below command:

kubect| get sc -n <namespace>

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
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2.1.3 Capacity Planning

2.1.3.1 OCNADD Deployment Models

OCNADD supports the following deployment models:

* Model 1: OCNADD Management Group Services, Relay Agent Group Services and
Mediation Group Services in same cluster

* Model 2: OCNADD Management Group Services, Relay Agent Group Services and
Mediation Group Services in different cluster

* Model 3: OCNADD Management Group Services, Relay Agent Group Services and
Mediation Group with Kafka only

@ Note

The Data Director supports egress adapters for outbound connections. The egress
adapters add value to the message feed by filtering and synthesizing the packets
before sending the messages out on the egress connection type 'HTTP/2' or 'Synthetic
Feed'. If the customer selects a deployment model that does not include the Egress
adapter, additional features such as synthetic packet generation will not be available,
although the filtering and correlation features will be available using Kafka feeds only.

2.1.3.1.1 Model 1: OCNADD Management Group Services, Relay Agent Group Services and
Mediation Group Services in Same Cluster

This OCNADD deployment model includes all the services deployed in the same cluster. For
each OCNADD group, separate hamespaces must be created during the deployment. In this
deployment option, all the features are available. This is the default model, and the required
services are enabled by default in each OCNADD group custom values file (ocnadd- <ochadd-
group>- cust om val ues- 25. 2. 200. yam ).

In this deployment model, the default Kafka storage options are as follows:
* Relay agent Kafka is enabled with the Volatile (RAM Drive) storage option.
* Mediation Kafka is deployed with the Persistence (Disk) storage option.

Use the Ul to configure message feeds on OCNADD. The Oracle Producer NFs (SCP, NRF,
SEPP, BSF, and PCF) copy the messages to their respective source topics.

Figure 2-1 Model 1
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For this model, the user only needs to enable the required aggregation services in the ocnadd-
rel ayagent - cust om val ues- 25. 2. 200. yanl . The default parameters are as below.

gl obal
ocnaddmanagenent ;
ocnaddal arm
enabl ed: true
ocnaddconfi guration
enabl ed: true
ocnaddheal t hnoni t ori ng:
enabl ed: true
ocnaddbackuprest ore
enabl ed: true
ocnaddui rout er:
enabl ed: true
ocnaddgui
enabl ed: true
ocnaddexport :
enabl ed: fal se
ocnaddmanagenent gat eway:
enabl ed: true
gl obal
ocnaddr el ayagent :
ocnaddscpaggr egati on;
enabl ed: true
ocnaddseppaggr egat i on

enabl ed: fal se # Enable to '"true
required
ocnaddnr f aggr egat i on;
enabl ed: fal se # Enable to 'true
required
ocnaddbsf aggr egati on:
enabl ed: fal se # Enable to '"true
required
ocnaddpcf aggregati on;
enabl ed: fal se # Enable to '"true
required

ocnaddkaf ka
enabl ed: true
ocnaddr el ayagent gat enay:
enabl ed: true
gl obal
ocnaddnedi at i on:
ocnaddkaf ka
enabl ed: true
ocnaddadnmi n:
enabl ed: true
ocnaddfilter:
enabl ed: false
ocnaddnedi at i ongat eway:
enabl ed: true

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
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2.1.3.1.2 Model 2: OCNADD Management Group Services, Relay Agent Group Services and
Mediation Group Services in Different Clusters

In this OCNADD deployment model, all the OCNADD groups, for example the Management
group, Relay agent group and Mediation group, are deployed in different clusters. In this
deployment option, all the features are available.

For this deployment model, the default Kafka storage options are as follows:

* Relay agent Kafka is enabled with the Volatile (RAM Drive) storage option.

* Mediation Kafka is deployed with the Persistence (Disk) storage option.

Figure 2-2 Model 2
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To utilise this deployment option, ensure that mTLS is enabled across OCNADD for all groups.
Additionally, configure all gateways and the mediation Kafka cluster with external access
enabled.

For detailed instructions on enabling External Communication Between Gateways and Enable
External Access For Kafka Cluster, refer to the Oracle Communications Network Analytics
Data Director User Guide.

In this deployment mode, various combinations are supported. Some possible deployment
combinations include:

e Management Group Services and Relay Agent Group Services are deployed in the same
cluster, and Mediation Group Services are deployed in a different cluster (external access
for Mediation Kafka must be enabled).

« Management Group Services and Mediation Group Services are deployed in the same
cluster, and Relay Agent Group Services are deployed in a different cluster (external
access for Mediation Kafka must be enabled).

« Relay Agent Group Services and Mediation Group Services are deployed in the same
cluster, and Management Group Services are deployed in a different cluster.

Recommendation

This deployment option is recommended only when the target cluster lacks the necessary
hardware resources or has suboptimal disk throughput. Note that this configuration may result
in higher end-to-end latency.
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2.1.3.1.3 Model 3: OCNADD Management Group Services, Relay Agent Group Services and
Mediation Group with Kafka Only

Use this model when the customer does not wish to receive the message feed using HTTP/2
or TCP connection mode. The third-party monitoring application available to the customer can
consume data directly from the Kafka cluster. The Egress adapter is not required in this
deployment model; however, the OCNADD deployment requires common services such as Ul,
Configuration, Health Monitoring, Alarm, and Admin. Features like correlation-id-based load
balancing, synthetic feed, and HTTP/2 feeds are unavailable in this deployment model,
although the filtering and correlation features will be available using Kafka feeds only.

This model saves the Egress adapter resource; however, additional resources will be required
for Filtering and Correlation services once these features are used in the configurations from
the Ul. The export feature is also possible; however, it has to be enabled in the charts by
enabling the ocnaddexport service and further export configuration from the Ul.

Figure 2-3 Model 3
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This deployment model supports a direct Kafka feed. For more information, see the External
Kafka Feeds section in the Oracle Communications Network Analytics Data Director User
Guide.

In this deployment option, Mediation Group Services can co-exist with Relay Agent Group
Services and Management Group Services, or they can exist independently in a separate
cluster. Higher end-to-end latency may be reported if the Relay Agent Group and Mediation
Group are deployed in separate clusters.

The default Kafka storage options for this model are as follows:

* Relay agent Kafka is enabled with the Volatile (RAM Drive) storage option.
* Mediation Kafka is deployed with the Persistence (Disk) storage option.

The default parameters are as below.

gl obal :
ocnaddmanagenent :
# services provided for managenent
ocnaddal arm
enabl ed: true
ocnaddconfi guration:

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
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enabl ed: true
ocnaddheal t hroni t ori ng:

enabl ed: true
ocnaddbackupr est ore:

enabl ed: true
ocnaddui rout er:

enabl ed: true
ocnaddgui :

enabl ed: true
ocnaddexport :

Chapter 2
Prerequisites

enabl ed: fal se ## --> Enable to "true' if XDR

Export or Trace feature is required
ocnaddmanagenent gat eway:
enabl ed: true
gl obal :
ocnaddr el ayagent :
ocnaddscpaggr egati on:
enabl ed: true
ocnaddseppaggr egat i on:

enabl ed: fal se ## --> Enable to '"true' if data
streaming from SEPP is required
ocnaddnr f aggr egat i on:
enabl ed: fal se ## --> Enable to '"true' if data
streaming fromNRF is required
ocnaddbsf aggr egat i on:
enabl ed: fal se ## --> Enable to '"true' if data
streaming fromBSF is required
ocnaddpcf aggr egati on:
enabl ed: fal se ## --> Enable to '"true' if data
streanming fromPCF is required
ocnaddkaf ka:
enabl ed: true
ocnaddr el ayagent gat eway:
enabl ed: true
gl obal :
ocnaddmedi ati on:
ocnaddkaf ka:
enabl ed: true
ocnaddadmi n:
enabl ed: true
ocnaddfilter:
enabl ed: fal se ## --> Enable to "true' if FILTERED

or CORRELATED FILTERED kaf ka Feeds are required
ocnaddmedi at i ongat eway:
enabl ed: true

1. The aggregation service aggregates traffic from the source topics to the Kafka main topic.
Choosing any specific combination of NFs for aggregation rules is not possible. The total
traffic received is aggregated and available to the consumers.

2. The third-party consumer application must create external Kafka feeds to connect with the
Kafka cluster, which allows it to consume messages directly from the designated topic.

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
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2.1.3.2 Resource Comparison

The following table depicts the resource savings in the various deployment models:

Table 2-4 Resource Comparison

Deployment Model Model 1 Model 2 Model 3
Common Services Available Available Available
Aggregation Service Available Available Available
Adapter Service Available Available Not Available
Kafka Available Available Available
Resource Saving 0 0 60
(approx. %)
Supported Egress HTTP/2 HTTP/2 KAFKA
Interfaces TCP TCP

KAFKA KAFKA

The customer can customize the OCNADD deployment based on the identified resources.
Plan the resources based on the deployment model and services required for the specific
model.

2.1.3.3 Key Points to Consider for All Deployment Models

1. The message feeds must be created from the Ul, and aggregation rules determine the
source NF combinations for aggregation.

2. Metrics related to the feed are available on the UI.

3. OCNADD alarms can be viewed on the UI.

2.1.3.4 Kafka Storage Mode Comparison

The following table outlines the benefits of different Kafka storage options. Choose the one that
meets your requirements:

Table 2-5 Kafka Storage Mode Comparison

is largely limited by disk
read/write performance

throughput; the relay-
agent Kafka runs on a

RAM drive for faster 1/0,

while disk is used only
by the Mediation Kafka,
reducing overall disk
usage

Parameters Relay Agent Kafka Relay Agent Kafka Relay Agent Kafka
Persistence Storage Volatile Storage (RAM | Volatile Storage (RAM
(Disk) — Mediation Drive) — Mediation Drive) — Mediation
Kafka Persistence Kafka Persistence Kafka Volatile Storage
Storage (Disk) Storage (Disk) (RAM Drive)
(Default)
Throughput Data processing speed | Delivers high Delivers very high

throughput as broker
processing and I/O
latency are minimized
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RAM drives due to
slower disk read/write
performance

Parameters Relay Agent Kafka Relay Agent Kafka Relay Agent Kafka
Persistence Storage Volatile Storage (RAM | Volatile Storage (RAM
(Disk) — Mediation Drive) — Mediation Drive) — Mediation
Kafka Persistence Kafka Persistence Kafka Volatile Storage
Storage (Disk) Storage (Disk) (RAM Drive)
(Default)
Latency Higher latency than Offers low latency, but Ultra-low traffic

overall latency is
constrained by disk 1/0
since Mediation Kafka
uses disk storage mode

processing latency as
RAM drive read/write
can be in microseconds
to low milliseconds as
compared to Disk

Data Retention and
Storage

Supports high data
retention; achieving
longer retention requires
additional disk capacity
however, it is less
expensive than RAM
drive. Recommended for
use cases where data
retention is a priority.

Supports high data
retention since
Mediation Kafka can
store data longer, but it
requires additional disk
capacity. Preferable for
workloads where
throughput and retention
are of coequal priorities

Can support higher data
retention, but requires

substantially more RAM,
which can be expensive.
Best suited for scenarios
with low retention needs.

During installation, user can choose between RAM and CEPH storage modes for both the
Relay Agent and Mediation Kafka clusters based on the requirements.

2.1.3.5 Source NF and OCNADD Relay Agent Kafka Access Modes

Choose the Relay Agent Kafka access mode for forwarding traffic between source Network
Functions and OCNADD.

The following access modes are supported for the Relay Agent Kafka broker:
NF producers and OCNADD Relay Agent Kafka in the same cluster

In this mode, the Kafka cluster is not exposed externally. By default, the parameters to enable
external access for Kafka are set to f al se, hence no changes are required.

* All three ports can be used, for example 9092 for PLAI N_TEXT, 9093 for SSL, and 9094 for
SASL_SSL. However, the 9092 port is non-secure and therefore not recommended for use.

* Itis recommended to configure individual broker IPs/FQDNSs in the Kafka bootstrap server
list.

kaf ka- br oker - 0. kaf ka- br oker - headl ess. <nanespace>. svc. <domai n>: 9093/ 9092
kaf ka- br oker - 1. kaf ka- br oker - headl ess. <nanespace>. svc. <domai n>: 9093/ 9092
kaf ka- br oker - 2. kaf ka- br oker - headl ess. <nanespace>. svc. <domai n>: 9093/ 9092
kaf ka- br oker - 3. kaf ka- br oker - headl ess. <nanespace>. svc. <domai n>: 9093/ 9092

NF producers and OCNADD Relay Agent Kafka in different clusters

In this mode, the user must enable external access to the Kafka cluster using a LoadBal ancer
service type. Certificates must also be created with the LoadBalancer IP addresses assigned
to the broker. The user can create certificates manually, using the generate-certs script, or
through OCCM. For more details, see the Oracle Communications Network Analytics Suite
User Guide, specifically the Enable External Access For Kafka Cluster section.
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This section describes the resource requirements to install and run Oracle Communications
Network Analytics Data Director (OCNADD).

OCNADD deployment consists of a management group and worker group(s). Traffic
processing services are managed within the worker group, while configuration and

administration services are managed within the management group.

Resource planning for OCNADD should consider the following points:

e There will be only one management group consisting of the following services:

ocnaddconfiguration

ocnaddalarm

ocnaddhealthmonitoring

ocnaddui

ocnadduirouter

ocnaddredundancyagent

ocnaddexport

ocnaddmanagementgateway

e The Worker Group is administered by the Management Group. A worker group is
considered a logical entity that includes the following two OCNADD sub-groups and their
respective services:

Relay Agent Group

*

*

*

*

*

ocnaddkafka
kraft-controller
ocnaddnrfaggregation
ocnaddseppaggregation
ocnaddscpaggregation
ocnaddpcfaggregation
ocnaddbsfaggregation

ocnaddrelayagentgateway

Mediation Group

*

*

*

ocnaddkafka
kraft-controller
ocnaddcorrelation
ocnaddfilter
ocnaddadmin
ocnaddconsumeradapter
ocnaddstorageadapter

ocnaddmediationgateway
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e The customer needs to plan for the resources corresponding to the management group
and worker group services required.

OCNADD Resource Requirements

This following default profile can stream data from NFs up to 15K MPS and can be scaled to
handle up to 100K MPS for HTTP2/Synthetic feed when "weighted_Ib" feature is not enabled.

Table 2-6 OCNADD Resource Requirements (All DD features with Default profile)
e

OCNADD Services vCPU vCPU Memory |Memory |Min Max Partitions | Topic

Req Limit Req (Gi) |Limit(Gi) | Replica Replica Name

Management Services
ochaddconfiguration 1 1 1 1 1 1 - -
ocnaddalarm 1 1 1 1 1 1 - -
ocnaddhealthmonitorin | 1 1 1 1 1 1 - -
9
ocnaddgui 1 2 1 1 1 2 - -
ocnadduirouter 1 2 1 1 1 2 - -
ocnaddredundancyage | 2 2 3 3 1 4 - -
nt
ocnaddexport 2 4 4 64 1 2 - -
ocnaddmanagementga | 1 1 1 1 1 2 - -
teway
Relay Agent Services
ocnaddkafka 6 6 64 64 4 4 - -
kraftcontroller 1 1 2 2 3 3 - -
ocnaddscpaggregation | 2 2 2 2 1 3 18 SCP
ocnaddnrfaggregation |2 2 2 2 1 1 6 NRF
ocnaddseppaggregatio | 2 2 2 2 1 2 12 SEPP
n
ocnaddpcfaggregation 2 1 2 12 PCF
ocnaddbsfaggregation |2 2 2 2 1 1 6 BSF
ocnaddrelayagentgate |1 1 1 1 1 2 - -
way
Mediation Services

ocnaddadminservice 1 1 1 1 1 1 - -
<app-name>-adapter |3 3 4 2 14 126 MAIN
ocnaddkafka 6 6 64 64 4 4 - -
kraftcontroller 1 1 2 2 3 3 - -
ocnaddcorrelation 3 3 24 64 1 4 - -
ocnaddfilter 2 2 3 3 1 4 - -
ocnaddstorageadapter | 3 3 24 64 1 4 - -
ocnaddingressadapter |3 3 8 1 7 - -
ocnaddmediationgatew | 1 1 1 1 1 2 - -

ay
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For detailed information on the OCNADD profiles, see the "Profile Resource
Requirements" section in the Oracle Communications Network Analytics Data Director

Benchmarking Guide.

Ephemeral Storage Requirements

Table 2-7 Ephemeral Storage

Service Name

Ephemeral Storage (min) in Mi

Ephemeral Storage (max) in Mi

Management Services

ocnaddconfiguration 100 1000
ocnaddalarm 100 500
ocnaddhealthmonitoring 100 500
ocnaddredundancyagent 100 500
ocnaddexport 100 2Gi
ocnaddmanagementgateway 100 500
ocnadduirouter 500 500
Relay Agent Services
ocnaddscpaggregation 500 500
ocnhaddnrfaggregation 500 500
ocnaddseppaggregation 500 500
ocnaddpcfaggregation 500 500
ocnhaddbsfaggregation 500 500
ocnaddrelayagentgateway 100 500
Mediation Services
ocnaddadminservice 100 200
<app-name>-adapter 1000 1000
ocnaddcorrelation 100 500
ocnaddfilter 100 500
ocnaddstorageadapter 400 800
ocnaddingressadapter 400 800
ocnhaddmediationgateway 100 500

This section provides information on how to install Oracle Communications Network Analytics

Data Director (OCNADD).
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@® Note

* Itis recommended to follow the steps in the given sequence for preparing and
installing OCNADD.

» Make sure you have the required software installed before proceeding with the
installation.

* This is the installation procedure for a standard OCNADD deployment. To install a
more secure deployment (such as, adding users, changing password, enabling
mTLS, and so on) see, Oracle Communications Network Analytics Suite Security
Guide.

2.2.1 Pre-Installation Tasks

To install OCNADD, perform the preinstallation steps described in this section.

@® Note

The kubect| commands may vary based on the platform used for deploying
OCNADD. Users are recommended to replace kubect | with the environment-specific
command-line tool used to configure Kubernetes resources through the kube-api
server. The instructions provided in this document are as per the Oracle
Communications Cloud Native Core, Cloud Native Environment (CNE) version of the
kube-api server.

2.2.1.1 Downloading OCNADD Package

To download the Oracle Communications Network Analytics Data Director (OCNADD) package
from MOS, perform the following steps:

1
2
3.
4

@ N o o

Log in to My Oracle Support with your credentials.

Select the Patches and Updates tab to locate the patch.
In the Patch Search window, click Product or Family (Advanced).

Enter "Oracle Communications Network Analytics Data Director” in the Product field,
select "Oracle Communications Network Analytics Data Director 25.2.200.0.0 from
Release drop-down list.

Click Search. The Patch Advanced Search Results displays a list of releases.
Select the required patch from the search results. The Patch Details window opens.
Click Download. File Download window appears.

Click the <p******** <release_number>_Tekelec>.zip file to download the OCNADD
package file.

Extract the zip file to download the network function patch to the system where the network
function must be installed.

To download the Oracle Communications Network Analytics Data Director package from the
edelivery portal, perform the following steps:

1.

Login to the edelivery portal with your credentials. The following screen appears:
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Figure 2-4 edelivery portal

Oracle Software Delivery Cloud Need Help? Contact Software Delivery Customer Service

« Choose a category and type in a search term or software title you would like to download. '@ View Items / Continue
o Select from the drop down results or click Search - you can also select one of our most Popular Downloads.

« Alist of results will appear - additional filters will then be available to refine your search.

« Click on 'Select’ next to the title you wish to download - the software will automatically be placed in your Download Queue where you will assign a platform for each Release.

« Download Package (DLP): A collection of related Releases / Release (REL): A specific version of new functionality of a product

+ Still need help? Take our step-by-step Demo Tour or visit the FAQs.

All Categorics M | @ | clear | | Popular Downloads Download History

(Feedvack]

Select the Download Package option, from All Categories drop down list.

Enter Oracle Communications Network Analytics Data Director in the search bar.

Figure 2-5 Search

Oracle Software Delivery Cloud Need Help? Contact Software Delivery Customer Service

o Choose a category and type in a search term or software title you would like to download 1@ View Items / Continue
« Select from the drop down results or click Search - you can also select one of our most Popular Downloads.

o Alist of results will appear - additional filters will then be available to refine your search,

« Click on 'Select' next to the title you wish to download - the software will automatically be placed in your Download Queue where you will assign a platform for each Release.

« Download Package (DLP): A collection of related Releases / Release (REL): A specific version of new functionality of a product

« till need help? Take our step-by-step Demo Tour or visit the FAQs.

fiback,

List of release packages available for download are displayed on the screen. Select the
release package you want to download, the package automatically gets downloaded.

2.2.1.2 Pushing the Images to Customer and OCI Registry

@® Note

The kubect| commands may vary based on the platform used for deploying
OCNADD. Users are recommended to replace kubect | with the environment-specific
command-line tool used to configure Kubernetes resources through the kube-api
server. The instructions provided in this document are as per the Oracle
Communications Cloud Native Core, Cloud Native Environment (CNE) version of the
kube-api server.

Container Images

Oracle Communications Network Analytics Data Director (OCNADD) deployment package
includes ready-to-use container images and helm charts to help orchestrate containers in
Kubernetes. The communication between Pods of services of OCNADD are preconfigured in
the helm charts.

The following table lists the container images of OCNADD. The table depicts the default
OCNADD microservices and their respective images. However, a few more necessary images
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are delivered as part of the OCNADD package; you must push these images along with the
default images. The image names are suffixed with the OCNADD release name.

Table 2-8 Container Images for OCNADD
|

Service Name Container Image Name Image Tag
Management Services
OCNADD-Configuration ocnaddconfiguration 25.2.200
OCNADD-Alarm ocnaddalarm 25.2.200
OCNADD-HealthMonitoring ocnaddhealthmonitoring 25.2.200
OCNADD-UIRouter ocnadduirouter 25.2.200
OCNADD-GUI ocnaddgui 25.2.200
OCNADD-Redundancyagent ocnaddredundancyagent 25.2.200
OCNADD-Export ocnaddexport 25.2.200
OCNADD-ManagementGateway | ocnaddmanagementgateway 25.2.200
OCNADD-Backup-Restore ocnaddbackuprestore 25.2.200
Relay Agent Services
OCNADD-Kafka kafka-broker-x 4.1.0:25.2.200
OCNADD-Aggregation ocnaddnrfaggregation 25.2.200
ocnaddscpaggregation
ocnaddseppaggregation
ocnaddnonoracleaggregation
ocnaddpcfaggregation
ocnaddbsfaggregation
OCNADD-RelayAgentGateway ocnaddrelayagentgateway 25.2.200
Mediation Services
OCNADD-Kafka kafka-broker-x 4.1.0:25.2.200
OCNADD-Admin ocnaddadminservice 25.2.200
OCNADD-ConsumerAdapter ocnaddconsumeradapter 25.2.200
OCNADD-Filter ocnaddfilter 25.2.200
OCNADD-Correlation ocnaddcorrelation 25.2.200
OCNADD-StorageAdapter ocnaddstorageadapter 25.2.200
OCNADD-IngressAdapter ocnaddingressadapter 25.2.200
OCNADD-MediationGateway ocnaddmediationgateway 25.2.200

@® Note

The service image names are prefixed with the OCNADD release name.

The above table depicts the default OCNADD microservices and their respective
images. However, a few more necessary images are delivered as a part of the
OCNADD package, make sure to push all the images delivered with the package.

Pushing OCNADD Images to Customer Registry

To push the images to the registry:
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Untar the OCNADD package zip file to retrieve the OCNADD docker image tar file:

tar -xvzf ocnadd _pkg 25 2 200.tar.gz
cd ocnadd_pkg 25 2 200
tar -xvzf ocnadd-25.2.200.tar.gz
The directory consists of the following:
e OCNADD Docker Images File:
ocnadd- i mages- 25. 2. 200. tar
* Helm File:
ocnadd- 25. 2. 200. t gz
* Readme txt File:
Readne. t xt
e Custom Templates:
customtenpl ates. zip
» ssl_certs folder:
ssl _certs

Run one of the following commands to first change the directory and then load the ocnadd-
i mages- 25. 2. 200. t ar file:

cd ocnadd- package- 25. 2. 200

Run one of the following command to load the OCNADD images. Use the appropriate
group name (management, relayagent, or mediation) in place of "<ocnadd-group>" for the
images user is intended to load.

docker load --input /IMAGE _PATH ocnadd-i mages- 25. 2. 200. t ar

podman | oad --input /1 MAGE_PATH ocnadd-i mages-25. 2. 200. t ar

Example: Considering podman for this example to load images

podman | oad --input /1 MAGE PATH ocnadd- managenent - i mages- 25. 2. 200. t ar
podman | oad --input /1 MAGE PATH ocnadd-rel ayagent -i mages- 25. 2. 200. t ar
podman | oad --input /1 MAGE PATH ocnadd- medi ati on-i nages-25. 2. 200. t ar
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4. Run one of the following commands to verify if the images are loaded:

docker images

podman i mages

Verify the list of images shown in the output with the list of images shown in the table
Table 2-8. If the list does not match, reload the image tar file.

5. Run one of the following commands to tag each imported image to the registry:

docker tag <image-name>: <i mage-tag> <docker-repo>/ <i mage- name>: <i nage-t ag>

podman tag <i mage- name>: <i mage-tag> <docker -repo>/ <i mage- nane>: <i mage-t ag>
6. Run one of the following commands to push the image to the registry:

docker push <docker-repo>/ <i mage- name>: <i nage-t ag>

podman push <podnman-repo>/ <i mage- nane>: <i mage-t ag>

® Note

It is recommended to configure the docker certificate before running the push
command to access customer registry through HTTPS, otherwise, docker push
command may fail.

7. Run the following command to push the helm charts to the helm repository:
hel m push <i mage_nane>.tgz <hel mrepo>

8. Run the following command to extract the helm charts:
tar -xvzf ocnadd-25.2.200.tgz

9. Run the following command to unzip the custom_templates.zip file.
unzi p customtenplates.zip

Pushing OCNADD Images to OCI Registry

To push the images to the registry:

1. Untar the OCNADD package zip file to retrieve the OCNADD docker image tar file:

tar -xvzf ocnadd _pkg 25 2 200.tar.gz

cd ocnadd_pkg 25 2 200
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tar -xvzf ocnadd-25.2.200.tar.gz

The directory consists of the following:
¢ OCNADD Docker Images File:

ocnadd- i mages- 25. 2. 200. tar
* Helm File:
ocnadd- 25. 2. 200. t gz
* Readme txt File:
Readne. t xt
* Custom Templates:
customtenpl ates. zip
* ssl_certs folder:

ssl _certs

Run one of the following commands to first change the directory and then load the ocnadd-
i mges- 25. 2. 200. t ar file:

cd ocnadd- package- 25. 2. 200

Run one of the following command to load the OCNADD images. Use the appropriate
group name (management, relayagent, or mediation) in place of "<ocnadd-group>" for the
images user is intended to load.

docker load --input /IMAGE PATH ocnadd-i mages- 25. 2. 200. tar

podman | oad --input /1 MAGE_PATH ocnadd-i nages-25. 2. 200. t ar

Example: Considering podman for this example to load images

podman | oad --input /1 MAGE_PATH ocnadd- managenent - i mages- 25. 2. 200. t ar
podman | oad --input /I MAGE_PATH ocnadd-rel ayagent -i mages-25. 2. 200. t ar
podman | oad --input /1 MAGE_PATH ocnadd- medi ati on-i mages- 25. 2. 200. t ar

Run one of the following commands to verify if the images are loaded:

docker images

podman i mages
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Verify the list of images shown in the output with the list of images shown in the table
Table 2-8. If the list does not match, reload the image tar file.

Run the following commands to log in to the OCI registry:

docker login -u <REGQ STRY_USERNAME> -p <REG STRY_PASSWORD> <REG STRY_NAME>

podman | ogi n -u <REG STRY_USERNAME> -p <REG STRY_PASSWORD> <REG STRY_NAME>

# 1t will ask for password

# Enter the password generated while creating the auth token.

Where,

e REGQ STRY_NAME is <Regi on_Key>.ocir.io

* REGQ STRY_USERNAME is <Chj ect Storage Namespace>/ <identity domain>/email id
e REGQ STRY_PASSWORD is the Authtocken generated by the user.

For the details about the Region Key, refer to Regions and Availability Domains.
Identity Domain will the domain,to which the user is present.

Object Storage Namespace is available at OCI| Console> Governanace & Administration>
Account Management> Tenenancy Details> Object Storage Namespace.

Run one of the following commands to tag each imported image to the registry:

docker tag <image-name>: <i nage-tag> <docker-repo>/ <i mage- name>: <i nage-t ag>

podman tag <i mage- nanme>: <i mage-tag> <docker -repo>/ <i mage- nane>: <i mage-t ag>
Run one of the following commands to push the image to the registry:
docker push <regi on>/ <t enancy_namespace>/ <r epo- name>/ <i mage- nane>: <i mage-

tag>

podman push <regi on>/ <t enancy_namespace>/ <r epo- hame>/ <i mage- nane>: <i mage-
tag>

® Note

It is recommended to configure the docker certificate before running the push
command to access OCI registry through HTTPS, otherwise, docker push
command may fail.

Run the following command to push the helm charts to the helm repository:
hel m push <i mage_name>.tgz <hel mrepo>
Run the following command to extract the helm charts:

tar -xvzf ocnadd-25.2.200.tgz
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10. Run the following command to unzip the custom_templates.zip file.

unzi p customtenplates.zip

@® Note

All the image repositories must be public. Run the following steps to make all image
repositories public:

1. Goto OCI Console> Developer Services > Containers & Artifacts> Container
Registry.

2. Select the root Compartment.

3. Inthe Repositories and Images Search option, the images will be listed. Select
each image and click Change to Public. This step must be performed for all the
images sequentially.

2.2.1.3 Creating OCNADD Namespace

This section explains how to verify or create new namespaces in the system. In this section,
the namespaces for the management group and worker group should be created.

Naming Convention for Namespaces

While choosing the name of the namespace where you wish to deploy OCNADD, make sure
the following requirements are met:

« starts and ends with an alphanumeric character
e contains 63 characters or less

e contains only alphanumeric characters or '-'

@® Note

It is recommended to avoid using prefix kube- when creating namespace. This is
required as the prefix is reserved for Kubernetes system namespaces.

Verifying Namespaces

To verify if the required namespace already exists in the system, run the following command:
kubect| get nanespaces

If the namespace exists, you may continue with the next steps of installation.

If the required namespace is not available, create a namespace using the following command:
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The user must create the required namespaces for a centralized deployment with
multiple worker groups. If the deployment mode is centralized with the default worker
group, a single namespace is sufficient, and all Data Director services can be

deployed within it

Creating Namespaces

Run the following command to create the namespace where OCNADD services will be

deployed:

kubect| create namespace <ocnadd- group-namespace>

For Example:

# To create Managenent group namespace
kubect!| create namespace ocnadd- ngmnt

# To create Relay Agent group nanespace
kubect| create namespace ocnadd-rel ay
# To create Mediation group nanespace
kubect| create namespace ocnadd- ned

Run the following command to verify the namespaces are created:

kubect| get nanespaces

For example:

# kubect| get namepsaces
ocnadd- ngnt
ocnadd-rea
ocnadd- ned

2.2.1.4 Creating Service Account, Role, and Role Binding

This section is optional and it describes how to manually create a service account, role, and
rolebinding. It is required only when customer needs to create a role, rolebinding, and service
account manually before installing OCNADD. Skip this if choose to create by default from helm

charts.

In the case of centralized deployment, this procedure needs to be repeated for each of the

management group and worker group(s).

@® Note

The secret(s) should exist in the same namespace where OCNADD is getting
deployed. This helps to bind the Kubernetes role with the given service account.
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1. Prepare the Resource File: Run the following command to create an OCNADD resource

file:

vi ocnadd- <ocnadd- gr oup>-resource-file.yan

Replace <ocnadd- gr oup> with the required group name.

For example:

vi ocnadd- management - r esour ce-t enpl at e. yani

Update the OCNADD Resource Template: Update the created YAML file with release-
specific information. A sample template to update the YAML file is given below:

## Sanple tenplate start #

api Version: vl

ki nd: Servi ceAccount

met adat a
nanme: <nanespace>-sa-ochadd
namespace: <namespace>
aut omount Ser vi ceAccount Token: fal se

api Version: rbac. authori zation. k8s.io/vl
kind: Role
met adat a:
name: <nanespace>-Ccr
rul es:
- apiGoups: [""]
resources: ["pods", "configmaps", "services", "secrets",
"resourcequotas”, "events", "persistentvolunes", "persistentvolumeclains"]
verbs: ["*"]
- api Goups: ["extensions"]
resources: ["ingresses"]
verbs: ["create", "get", "delete"]
- apiGoups: [""]
resources: ["nodes"]
verbs: ["get"]
- api G oups: ["scheduling.vol cano.sh"]
resources: ["podgroups", "queues", "queues/status"]
verbs: ["get", "list", "watch", "create", "delete", "update"]

api Version: rbac. aut hori zation. k8s.io/vl
ki nd: Rol eBi ndi ng
met adat a:
name: <nanmespace>-crb
rol eRef:
api G oup:
kind: Role
name: <nanespace>-Ccr
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subj ect s:

- kind: ServiceAccount
nane: <nanespace>-sa-ochadd
namespace: <namespace>

api Version: rbac. aut hori zation. k8s.io/vl

ki nd: Rol eBi ndi ng

met adat a
nane: <nanespace>-crb-policy

rol eRef:
api G oup:
kind: CusterRole
name: psp: privileged

subj ect s:

- kind: ServiceAccount
nane: <nanespace>-sa-ochadd
namespace: <namespace>

## Sanple tenplate end #

Replace <nanmespace> with the respective OCNADD group hamespace.
Create Service Account, Role, and RoleBinding: Run the following command to create
the service account, role, and rolebinding for the OCNADD group:

kubect! -n <ocnadd- group- namespace> create -f ocnadd- <ocnadd- gr oup>-
resource-file.yam

Replace <ocnadd- gr oup- nanespace> with the namespace where the OCNADD group will
be deployed.

For example:

$ kubect! -n ocnadd-ngnt create -f ocnadd- managenent-resource-tenpl ate. yan

2.2.1.5 Configuring OCNADD Database

OCNADD microservices use MySQL database to store the configuration and run time data.

The database is managed by the helm pre-install hook. However, OCNADD requires the

database administrator to create an admin user in MySQL database and provide the necessary

permissions to access the databases. Before installing OCNADD it is required to create the
MySQL user and databases.
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@® Note

» If the admin user is already available, then update the credentials, such as
username and password (base64 encoded) in <chart s_di r ect ory>/
t enmpl at es/ ocnadd- secr et - hook. yam . .

« If the admin user is not available, then create it using the following procedure.
Once the user is created, update the credentials for the user in
<charts_directory>/tenpl at es/ ocnadd- secr et - hook. yam . .

Creating an Admin User in the Database

To create an admin user in the database:

1.

Run the following command to access the MySQL pod. Use the namespace in which the
cnDBTi er is deployed.

kubect! -n <cndbtier-nanespace> exec -it <nysql -pod-name> -- bash

Example: The occne- cndbti er namespace is used. The default MySQL pod name is
ndbnysql d- 0.

kubect! -n occne-cndbtier exec -it ndbnysqgld-0 -- bash
Run the following command to log in to the MySQL server using the MySQL client:

$ nysqgl -h 127.0.0.1 -uroot -p
Enter password:

To create an admin user, run the following command:

CREATE USER | F NOT EXI STS ' <ochadd admi n username>' @ % | DENTI FI ED BY
'<ocnadd admin user password>';

Example:
CREATE USER I'F NOT EXI STS 'ocdd' @9% | DENTI FI ED BY ' ocdd' ;
Where:

<ocdd> is the admin username and <ocdd> is the password for the MySQL admin user.

Run the following command to grant the necessary permissions to the admin user and run
the FLUSH command to reload the grant table:

GRANT ALL PRIVILEGES ON *.* TO 'ocdd' @% W TH GRANT OPTI ON,
FLUSH PRI VI LEGES;

Access the ocnadd- secr et - hook. yam from the OCNADD Helm files using the following
path:

ocnadd/ t enpl at es/ ocnadd- secr et - hook. yam
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Update the following parameters in the ocnadd- secr et - hook. yam with the admin user
credentials:

dat a:
MYSQL_USER. bh2NkZA==
MYSQL_ACCESS KEY: b2NkZA==

To generate the base64-encoded user and password from the terminal, run the following
command:

echo -n <string> | base64 -w 0

Where <st ri ng> is the admin username or password created in step 3.

Example:

echo -n ocdd | base64 -w 0
b2NkZA==

Update Database Name

Default Database Names:
— configuration_schema
— alarmschena

— healthdb_schema

— storageadapter_schema

These correspond to the Configuration Service, Alarm Service, and Health Monitoring
Service respectively.

When to Update:
— If you plan to use the default database names, skip this step.

— If you want to use custom database names, you must modify them before
installation.

During Reinstallation:
Before reinstalling OCNADD, the four application databases must be removed manually.

Run the following command for each database:

drop dat abase <dbnane>;

Where to Update Database Names in Helm Charts:

To apply custom database names, update all occurrences of the required database

names in the following file:

<charts_directory>/charts/ocnaddmanagenent/ ocdd- db-r esour ce. sql

2.2.1.6 Configuring Secrets for Accessing OCNADD Database

The secret configuration for OCNADD database is automatically managed during the database

creation the helm preinstall procedure.
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2.2.1.7 Configuring IP Network

This section defines OCNADD IP configuration for a single stack (either only IPv4 or IPv6) or a
dual stack supported infrastructure.

@® Note

e The IP family remains fixed once OCNADD is deployed. To change the IP family,
OCNADD must be redeployed.

* IPv6 support on OCI is not available in the current release.

e For CNE with support for IPv4 or IPv6 networks:

— IPv4 only Configurations: For the IPv4 network, update the following parameters in
ocnadd- conmon- cust om val ues. yan :

gl obal :
i pConfigurations:
i pFam | yPol i cy: SingleStack
i pFanmilies: ["IPv4"]

— IPv6 only Configurations: For the IPv6 network, update the following parameters in
ocnadd- conmon- cust om val ues. yani :

gl obal :
i pConfigurations:
i pFam | yPol i cy: SingleStack
i pFam lies: ["IPv6"]

2.2.1.8 Configuring SSL or TLS Certificates

In OCNADD, you can create SSL or TLS certificates using one of the following methods:

e Certificate generation using OCNADD script
e Certificate generation through Oracle Communication Certificate Manager (OCCM)

For step-by-step instructions on generating certificates, please refer to the Oracle
Communications Network Analytics Suite Security Guide in the "Certificate and Secret
Generation" section.

2.2.1.9 Configuring ServiceMonitor in OCCNE-INFRA

This section defines OCCNE-INFRA OCNADD ServiceMonitor configuration to scrape Kafka
Prometheus metrics.

ocnadd-servicemonitorfile

cd ocnadd- package- 25. 2. 200
sudo cp custom tenpl ates/occne_ocnadd_servi cemonitor.yam <path>/
occne_ocnadd_servi cenoni tor. yan
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Log in as root or any user with admin privileges and execute the following command to apply:

kubect! -n occne-infra apply -f <path>/occne_ocnadd_servi cenonitor.yani

2.2.2 Installation Tasks

This section describes the tasks that the user must follow for installing OCNADD.

@ Note

Before starting the installation tasks, ensure that the Prerequisites and Pre-Installation
Tasks are completed.

2.2.2.1 Installing OCNADD Package

This section describes how to install the Oracle Communications Network Analytics Data
Director (OCNADD) package. OCNADD deployment now has three groups, that is,
management, relayagent, and mediation.

Refer to the following steps to install different OCNADD groups:

Installing OCNADD Management Group

1.

Create OCNADD Namespace: Create the OCNADD namespace for the Management
Group, if not already created. For more information, see Creating OCNADD Namespace.

Creating Service Account, Role, and Role Binding: If the user has opted to manually
create a service account, role, and role binding, follow the steps outlined in the Creating
Service Account, Role, and Role Binding section.

Generate Certificates: Follow the steps outlined in the Configuring SSL or TLS
Certificates section to complete the certificate generation process for the Management
Group if it is not performed.

Update Database Parameters: To update the database parameters, see Configuring
OCNADD Database.

Update Custom Values file: Create a copy of the custom values for the Management
Group from the ocnadd- package- 25. 2. 200 folder as shown below:

# cd ocnadd- package- 25. 2. 200
# cp custom tenpl at es/ ochadd- managenent - cust om val ues- 25. 2. 200. yam ocnadd-
managenent - cust om val ues- 25. 2. 200- ngnt - gr oup. yam

Update the ocnadd- conmon- cust om val ues- 25. 2. 200. yam and ocnadd- managenent -

cust om val ues- 25. 2. 200- ngnt - gr oup. yan (depending on the type of deployment model)
with the required parameters. For more information on how to access and update the
custom values files, see Customizing OCNADD.

If OCCM is used to create the certificates, update the mandatory parameters specified in
Helm Parameter Configuration for OCCM.

Installing Management Group:
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Modify the ocnadd- managenent - cust om val ues- 25. 2. 200- ngnt - gr oup. yam file
created above and update it as shown below:

“ gl obal . ocnaddnanagenent . cl ust er. nanespace. narme” : ocnadd- ngnt
## ---> update it with nanespace created for managenent group

" gl obal . ocnaddrmanagenent . cl ust er. servi ceAccount.create : true
## ---> update this to false only if service account is created
manual | y

" gl obal . ocnaddrmanagenent . cl uster. clusterRol e.create’: true
## ---> update this to false only if cluster role is created
manual | y

" gl obal . ocnaddrmanagenent . cl ust er. cl ust er Rol eBi ndi ng. create’: true
## ---> update this to false only if cluster role binding is
created manual ly

" gl obal . ocnaddrmanagenent . cl ust er. servi ceAccount. name™: ocnadd
## ---> update ocnadd with namespace created for managenent

group

" gl obal . ocnaddrmanagenent . cl ust er. cl ust er Rol e. nane™: ocnadd
## ---> update ocnadd with namespace created for managenent

group

" gl obal . ocnaddrmanagenent . cl ust er. cl ust er Rol eBi ndi ng. name™ : ocnadd
## ---> update ocnadd with namespace created for management

group

Install the Management Group using the OCNADD Helm charts folder:

hel minstall <managenent-rel ease-nane> -f ocnadd- cormon- cust om
val ues- 25. 2. 200. yaml -f <nmanagenent-custom val ues> - - namespace
<managenent - nanespace> <hel m chart >

where:

<managenent - r el ease- name> release name of Management Group deployment
<managenent - cust om val ues> Management custom values file

<managenent - namespace> namespace where Management Group is deployed

<hel m chart > Helm chart folder of OCNADD

Example:

hel minstall OCNADD-nmgnt -f ocnadd- conmon- cust om val ues- 25. 2. 200. yam -

f ocnadd- managenent - cust om val ues- 25. 2. 200- ngnt - gr oup. yan - - nanespace
ocnadd- ngnt ocnadd

Installing OCNADD RelayAgent Group

Create OCNADD Namespace: Create the OCNADD namespace for the Relay Agent
Group, if not already created. For more information, see Creating OCNADD Namespace.
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Creating Service Account, Role, and Role Binding: If the user has opted to manually
create a service account, role, and role binding, follow the steps outlined in the Creating
Service Account, Role, and Role Binding section.

Generate Certificates: Follow the steps outlined in the Configuring SSL or TLS
Certificates section to complete the certificate generation process for the Relay Agent
Group if it is not performed.

Update Custom Values file: Create a copy of the custom values for the Relay Agent
Group from the ocnadd- package- 25. 2. 200 folder as shown below:

# cd ocnadd- package- 25. 2. 200
# cp custom tenpl at es/ ocnadd-rel ayagent - cust om val ues- 25. 2. 200. yam ocnadd-
rel ayagent - cust om val ues-25. 2. 200-r a- gr oup. yan

Update the ocnadd- cormon- cust om val ues- 25. 2. 200. yanl and ocnadd- r el ayagent -
cust om val ues- 25. 2. 200-r a- gr oup. yan (depending on the type of deployment model)
with the required parameters. For more information on how to access and update the
custom values files, see Customizing OCNADD.

If OCCM is used to create the certificates, update the mandatory parameters specified in
Helm Parameter Configuration for OCCM.

Install Relay Agent Group:

a. Modify ochadd- common- cust om val ues- 25. 2. 200. yam and update it as shown below:

" gl obal . managenent _i nf 0. nenagenent _nanespace’: ocnadd- managenent
## ---> update it with nanespace created for managenent group

b. Modify the ocnadd- r el ayagent - cust om val ues- 25. 2. 200-r a- gr oup. yani file created
above and update it as shown below:

“ gl obal . ocnaddr el ayagent . cl ust er. nanespace. name” : ocnadd- rel ay
## ---> update it with nanespace created for relayagent group

" gl obal . ocnaddr el ayagent . cl uster. servi ceAccount.create : true
## ---> update this to false only if service account is created
manual | y

" gl obal . ocnaddr el ayagent. cluster.clusterRole.create’: true
## ---> update this to false only if cluster role is created
manual | y

" gl obal . ocnaddr el ayagent . cl uster. cl ust er Rol eBi ndi ng. create™: true
## ---> update this to false only if cluster role binding is
created manual ly

" gl obal . ocnaddr el ayagent . cl uster. servi ceAccount. name™: ocnadd
## ---> update ocnadd wi th namespace created for rel ayagent

group

" gl obal . ocnaddr el ayagent . cl uster. cl uster Rol e. nane™: ocnadd
## ---> update ocnadd with namespace created for rel ayagent

group

" gl obal . ocnaddr el ayagent . cl uster. cl ust er Rol eBi ndi ng. name” : ocnadd
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## ---> update ocnadd with namespace created for rel ayagent
group

c. Install the Relay Agent Group using the OCNADD Helm charts folder:

helminstall <relayagent-rel ease-nane> -f ocnadd- cormon- cust om
val ues- 25. 2. 200. yaml -f <rel ayagent-custom val ues> --namespace
<rel ayagent - nanespace> <hel m chart >

where:

<r el ayagent - r el ease- name> release name of Relay Agent Group deployment

<r el ayagent - cust om val ues> Relay Agent custom values file

<r el ayagent - namespace> namespace where Relay Agent Group is deployed

<hel m chart > Helm chart folder of OCNADD

Example:

hel minstall OCNADD-ra -f ocnadd- conmon- cust om val ues-25. 2. 200. yan -f

ocnadd- r el ayagent - cust om val ues- 25. 2. 200-r a- gr oup. yam - - namespace
ocnadd-rel ay ocnadd

Installing OCNADD Mediation Group

1.

Create OCNADD Namespace: Create the OCNADD namespace for the Mediation Group,
if not already created. For more information, see Creating OCNADD Namespace.

Creating Service Account, Role, and Role Binding: If the user has opted to manually
create a service account, role, and role binding, follow the steps outlined in the Creating
Service Account, Role, and Role Binding section.

Generate Certificates: Follow the steps outlined in the Configuring SSL or TLS
Certificates section to complete the certificate generation process for the Mediation Group
if it is not performed.

Update Custom Values file: Create a copy of the custom values for the Mediation Group
from the ocnadd- package- 25. 2. 200 folder as shown below:

# cd ocnadd- package- 25. 2. 200
# cp custom tenpl at es/ ocnadd- medi ati on- cust om val ues- 25. 2. 200. yaml ocnadd-
medi ati on- cust om val ues- 25. 2. 200- med- gr oup. yan

Update the ocnadd- conmon- cust om val ues- 25. 2. 200. yam and ocnadd- medi at i on-

cust om val ues- 25. 2. 200- ned- gr oup. yam (depending on the type of deployment model)
with the required parameters. For more information on how to access and update the
custom values files, see Customizing OCNADD.

If OCCM is used to create the certificates, update the mandatory parameters specified in
Helm Parameter Configuration for OCCM.

Installing Mediation Group:
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Modify the ocnadd- medi at i on- cust om val ues- 25. 2. 200- ned- gr oup. yani file created
above and update it as shown below:

" gl obal . ocnaddnedi ati on. cl ust er. namespace. name”: ocnadd- depl oy
## ---> update it with nanespace created for nediation group

" gl obal . ocnaddnedi ati on. cl uster. servi ceAccount. create™: true
## ---> update this to false only if service account is created
manual | y

" gl obal . ocnaddnedi ation. cluster.clusterRole.create : true
## ---> update this to false only if cluster role is created
manual | y

" gl obal . ocnaddnedi ati on. cl uster. cl usterRol eBi nding.create’: true
## ---> update this to false only if cluster role binding is
created manual ly

" gl obal . ocnaddnedi ati on. cl ust er. servi ceAccount. nane’: ocnadd
## ---> update ocnadd with namespace created for nediation group

" gl obal . ocnaddnedi ati on. cl uster. clusterRol e.nane™: ocnadd
## ---> update ocnadd with namespace created for nediation group

* gl obal . ocnaddnedi ati on. cl ust er. cl ust er Rol eBi ndi ng. name™: ocnadd
## ---> update ocnadd with namespace created for nediation group

Install the Mediation Group using the OCNADD Helm charts folder:

hel minstall <nediation-rel ease-name> -f ocnadd- conmon- cust om
val ues- 25. 2. 200. yam -f <nedi ati on-cust om val ues> --nanespace
<medi ati on- namespace> <hel m chart>

where:

<medi ati on-r el ease- nane> release name of Mediation Group deployment

<medi at i on- cust om val ues> Mediation custom values file

<nmedi at i on- nanespace> namespace where Mediation Group is deployed

<hel m chart > Helm chart folder of OCNADD

Example:

hel minstall OCNADD-ned -f ocnadd- common- custom val ues-25. 2. 200. yam -f

ocnadd- nedi ati on- cust om val ues- 25. 2. 200- med- gr oup. yam - - namespace
ocnadd- med ocnadd

2.2.2.2 Verifying OCNADD Installation

This section describes how to verify if Oracle Communications Network Analytics Data Director
Disaster Recovery Guide (OCNADD) is installed successfully.

To check the status of the OCNADD deployment, perform the following task:
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Run the following commands to check Helm release status:

hel m status <hel mrel ease> -n <ocnadd- gr oup- namespace>

Example:

To check release status for the management group:

# hel mstatus dd-mgnt -n ocnadd- ngmnt

To check release status for the relay agent group:

# hel mstatus dd-ra -n ocnadd-rel ay

To check release status for the mediation group:

# hel m status dd-med -n ocnadd- ned

The system displays the status as deployed if the deployment is successful.

Run the following command to check whether all the services are deployed and active:

wat ch kubect!| get pod, svc -n <ocnadd- gr oup- namespace>

Example:

To check the status of pods for the management group:

# wat ch kubect!| get pod, svc -n ocnadd- mgnt

To check the status of pods for the relay agent group:

# wat ch kubect| get pod, svc -n ocnadd-rel ay

To check the status of pods for the mediation group:

# wat ch kubect!| get pod,svc -n ocnadd- med
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@® Note

» All microservices status must be Running and Ready.
» Take a backup of the following files that are required during fault recovery:
— Updated Helm charts for Management, Relay Agent, and Mediation Group(s)

— Updated custom values for Management, Relay Agent, and Mediation
Group(s)

— Secrets, certificates, and keys that are used during the installation for
Management, Relay Agent, and Mediation Group(s)

» If the installation is not successful or you do not see the status as Running for all
pods, perform the troubleshooting steps. For more information, refer to the Oracle
Communications Network Analytics Data Director Troubleshooting Guide..

2.2.2.3 Creating OCNADD Kafka Topics

To create OCNADD Kakfa topics, see the "Creating Kafka Topic for OCNADD" section of
Oracle Communications Network Analytics Data Director User Guide

2.2.2.4 Installing OCNADD GUI

This section describes how to install Oracle Communications Network Analytics Data Director
(OCNADD) GUI using the following steps:

* Install OCNADD GUI
e Configure OCNADD GUI in CNC Console
¢ Access OCNADD GUI

Install OCNADD GUI

The OCNADD GUI gets installed along with the OCNADD services.

Configure OCNADD GUI in CNCC

Prerequisite: To configure OCNADD GUI in CNC Console, you must have the CNC Console
installed. For information on how to install CNC Console and configure the OCNADD instance,
see Oracle Communications Cloud Native Configuration Console Installation, Upgrade, and
Fault Recovery Guide.

Before installing CNC Console, ensure to update the instances parameters with the following
details in the occncc_cust om val ues. yam file:

i nst ances:
- id: Clusterl-dd-instancel
type: DD Ul
owner: Custerl
ip: 10. XX. XX. XX #--> give the cluster/node IP
port: 31456 #--> give the node port of ocnaddgui

api Prefix: /<clusternane>/ <nanespace>/ ocnadd
- id: Custerl-dd-instancel

type: DD API

owner: Custerl
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ip: 10. XX. XX. XX #--> give the cluster/node IP
port: 32406 #--> give the node port of ocnaddbackendrouter
api Prefix: /<clusternane>/ <nanespace>/ ochaddap

# Applicable only for Manager and Agent core. Used for Milti-Instance-Milti -
Cluster Configuration Validation
val i dati onHook
enabl ed: false #--> add this enabled: false to validationHook

#--> do these changes under section :

cncc iamattributes

# If https is disabled, this Port would be HTTPS/ 1.0 Port (secured SSL)
publ i cHt t pSi gnal i ngPort: 30085 #--> CNC consol e nodeport

#--> add these lines under cncc-iamattributes
# If Static node port needs to be set, then set staticNodePortEnabled flag to
true and provide value for staticNodePort

# El se random node port will be assigned by K8

staticNodePort Enabl ed: true

staticH t pNodePort: 30085 #--> CNC consol e nodeport

staticHt t psNodePort: 30053

#--> do these changes under section : nanager cncc core attributes
#--> add these |ines under ntncc-core attributes

# If Static node port needs to be set, then set staticNodePortEnabled flag to
true and provide value for staticNodePort

# El se random node port will be assigned by K8

stati cNodePort Enabl ed: true

staticH t pNodePort: 30075 staticH tpsNodePort: 30043

#--> do these changes under section : agent cncc core attributes
#--> add these |ines under acncc-core attributes
# If Static node port needs to be set, then set staticNodePortEnabled flag to
true and provide value for staticNodePort
# El se random node port will be assigned by K8
staticNodePort Enabl ed: true
staticHt t pNodePort: 30076
staticH t psNodePort: 30044

If CNC Console is already installed, ensure to upgrade it with the following parameters updated
in the occncc_cust om val ues. yam file:

i nstances:
- id: Custerl-dd-instancel
type: DD-U owner: Custerl
ip: 10. XX. XX. XX #--> update the cluster/node IP
port: 31456 #--> ocnaddgui port
api Prefix: /<clusternane>/ <managenent _gr oup_nanespace>/ ocnhadd
- id: Custerl-dd-instancel
type: DD-APl owner: Clusterl
ip: 10. XX. XX. XX #--> update the cluster/node IP
port: 32406 #--> ocnaddui rout er port
api Prefix: /<clusternane>/ <managenent _group_nanespace>/ ochaddap

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide

G49042-01

December 17, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 38 of 53



ORACLE

Chapter 2
Installation Sequence

Example:

If OCNADD GUI is deployed in the occne-ocdd cluster and the ocnadd-mgmt, namespace,
then the prefix in CNC Console occncc_cust om val ues. yan will be as follows:

DD- Ul api Prefix:

/ occne- ocdd/ ochadd- ngnt / ochadd
DD- APl api Prefix:

/ occne- ocdd/ ocnadd- ngnt / ocnaddapi

Access OCNADD GUI

To access OCNADD GUI, follow the procedure mentioned in the "Accessing CNC Console"
section of Oracle Communications Cloud Native Configuration Console Installation, Upgrade,
and Fault Recovery Guide.

2.2.2.5 Adding a Mediation Group

@® Note

Adding a Mediation Group is possible using the steps listed below; however, the user
must note that all possible scenarios for this feature have not been verified, and you
may encounter a few challenges while installing an additional Mediation Group.

Assumptions:

« OCNADD is already deployed with a worker group consisting of a Relay Agent and at least
one Mediation Group.

* Management Group deployment is up and running (for example, in namespace ocnadd-
mgmt).

e To utilize the extended storage feature with MySQL in the Mediation Group being deployed
to a new cluster, ensure that network connectivity is established between the new cluster
and the MySQL cluster hosting the management group.

Procedure for Adding a New Mediation Group:

1. Follow the section Installing OCNADD Mediation Group to customize and install another
Mediation Group in the same worker group.

2. To verify the installation of the new Mediation Group, run the following command:

# wat ch kubect| get pod,svc -n ocnadd- med2

3. Follow the section Creating OCNADD Kafka Topics to create topics on the newly added
Mediation Group.

4. Once a Mediation Group is registered with the Management Group, all existing feed
configurations are automatically migrated to the newly added Mediation Group. If any
issues arise during this feed replication process, you can reinitiate the replication using the
steps outlined below:
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a. Access the configuration service pod in the Management Group hamespace

kubect| exec -ti -n <mmnagenent -group- nanespace> <configuration-service-
pod- nane> -- bash

b. Run the following curl command to re-trigger the feed replication

curl -k -X GET --location "http://ocnaddmanagenent gat eway: 12889/ ocnadd-
configuration/vl/ depl oy-resources/ <medi ati on- gr oup- nane>"

c. If secure communication (mTLS: true) is enabled, use:

curl -k -X GET --location --cert-type P12 --cert /var/securityfiles/
keystore/ serverKeyStore. p12: $OCNADD SERVER KS PASSWORD "https://
ocnaddmanagenent gat eway: 12889/ ocnadd- confi gurati on/ v1/ depl oy-resour ces/
<medi ati on- gr oup- nane>"

Where:
<medi at i on- gr oup- nane> = <Sj t eNane>: <Wor ker Narme>: <Nanespace>: <d ust er Name>
Example

If the following values are configured:

siteNanme: BLR ## cormmon custom val ues
wor ker gr oupNane: wgl ## nediation custom val ues
clusterName: cluster-1 ## nedi ati on custom val ues

And the Mediation Group is deployed in the ocnadd- med2 namespace, then the
Mediation Group name will be:

BLR: wgl: ochadd- med2: cl uster-1

Example command:

curl -k -X GET --location --cert-type P12 --cert /var/securityfiles/
keyst ore/ server KeyStore. p12: $OCNADD_SERVER KS_PASSWORD "https://
ocnaddmanagenent gat eway: 12889/ ocnadd- confi gur ati on/ v1/ depl oy-r esour ces/
BLR: wgl: ocnadd- med2: cl uster-1"

d. Verify completion: Verify that the feed replication has been successfully completed.
Note that this process may take some time.

2.2.2.6 Deleting a Mediation Group

Assumptions:

« OCNADD is already deployed with at least one Mediation Group.

*  Management Group deployment is up and running, for example, namespace "ocnadd-
mgmt".

* Mediation groups "mediation-group-1" and "mediation-group-2" deployment is up and
running, for example, namespace "ocnadd-med1" and "ocnadd-med2".

e The Mediation group "mediation-group-2" needs to be deleted.
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1. Clean up the configurations corresponding to the mediation group being deleted.
(Skip this step when changing the Kafka storage mode.)

a.

Delete all the adapter feeds corresponding to mediation-group-2 using the curl
command.

Delete all the filters applied to mediation-group-2 using the curl command.
Delete all the correlations applied to mediation-group-2 using the curl command.

Delete all the Kafka feeds corresponding to mediation-group-2 using the curl
command.

curl -k -X DELETE --location "http://ocnaddnanagenent gat eway: 12889/
ocnadd- confi guration/vl/ del ete-resources/ <medi ati on- gr oup- nane>"

If secure communication for DD is enabled (mTLS: true):

curl -k -X DELETE --location --cert-type P12 \

--cert /[var/securityfiles/keystore/

server KeySt ore. p12: $OCNADD_SERVER_KS_PASSWORD \
"https://ocnaddmanagenent gat eway: 12889/ ocnadd- confi gurati on/ v1l/ del et e-
resour ces/ <nedi ati on- gr oup- name>"

where
<medi at i on- gr oup- nane> = <Sj t eNane>: <Wr ker Name>: <Nanespace>: <O ust er Name>
Example:

Given the following parameter values and the mediation group deployed in ochadd-
med2 namespace:

siteName: BLR
wor ker gr oupNane: wgl
clusterNane: cluster-1

Then the mediation group name will be:

BLR wgl: ocnadd- med2: cl uster-1

The command will be:

curl -k -X DELETE --location --cert-type P12 \

--cert /var/securityfiles/keystore/

server KeySt ore. p12: $OCNADD_SERVER_KS_PASSWORD \
“https://ocnaddmanagenent gat eway: 12889/ ocnadd- confi gurati on/ vl/ del et e-
resour ces/ BLR wgl: ocnadd- ned2: cl uster-1"

If some feeds from the mediation group are not deleted due to a network failure, re-
execute the deletion step to ensure all feeds are removed.
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@® Note

For the scenario where only one Mediation Group is deployed, clean up the
configurations corresponding to the Mediation Group being deleted using the
OCNADD UL:

* Delete all the adapter feeds corresponding to the worker group.
» Delete all the filters applied to the worker group.

» Delete all the correlations applied to the worker group.

» Delete all the Kafka feeds corresponding to the worker group.

Uninstall the Mediation Group:

hel m uni nstal |l <nedi ati on-group2-rel ease-name> -n <medi ati on- group2-
nanespace>

Example:

hel m uninstall dd-nmed2 -n ocnadd- med2

Delete the Mediation Group nhamespace.
(Skip this step when changing the Kafka storage mode.)

kubect| del ete namespace <nedi ati on-group2- nanespace>

Example:

kubect| del ete namespace ocnadd- med2

2.2.2.7 Deleting a Relay Agent Group

Assumptions:

OCNADD is already deployed with at least one Mediation Group.

Management Group deployment is up and running, for example, namespace "ocnadd-
mgmt".

Relay Agent group "relayagent-group-1" deployment is up and running, for example,
namespace "ocnadd-real".

The Relay Agent group "relayagent-group-1" needs to be deleted.

Clean up the configurations corresponding to the Relay Agent group being deleted.
(Skip this step when changing the Kafka storage mode.)

* Delete the Global OCNADD Metadata configuration from the UI.
* Delete all the Ingress filters applied to this Relay Agent group from the UL.
Uninstall the Relay Agent group:

hel m uni nstal | <rel ayagent-groupl-rel ease-name> -n <rel ayagent - groupl-
nanespace>
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Example:

hel muninstal | dd-real -n ocnadd-rea

Delete the Relay Agent group namespace.
(Skip this step when changing the Kafka storage mode.)

kubect| del ete namespace <rel ayagent-groupl- namespace>

Example:

kubect| del ete namespace ocnadd-rea

2.2.2.8 Deleting a Worker Group

Deletion of a worker group involves the removal of all sub-groups, including relay agent groups
and mediation groups, that are associated with it.

Assumptions

The OCNADD is already deployed with at least one worker group.

Management Group deployment is up and running, for example, namespace "ocnadd-
mgmt".

Worker group "worker-groupl” has Relay Agent "relayagent-groupl" and "mediation-
groupl" and their deployment is up and running, for example, namespace "ocnadd-rea"
and "ocnadd-med".

The worker group "worker-groupl" needs to be removed. Therefore, the associated Relay
Agent "relayagent-groupl” and Mediation "mediation-groupl1” group must be removed.

Clean up the configurations corresponding to the worker group being deleted.
For example, if it is "worker-group1"™:

* Delete all the adapter feeds corresponding to worker-groupl from the UI.
* Delete all the filters applied to worker-groupl from the Ul.

* Delete all the correlations applied to worker-groupl from the Ul.

* Delete all the Kafka feeds corresponding to worker-groupl from the Ul.

Uninstall the Mediation group:

hel m uni nstal | <nedi ati on-groupl-rel ease-name> -n <medi ati on-groupl-
nanespace>

Example:

hel muni nstal | dd-nedl -n ocnadd- ned

Delete the Mediation group nhamespace:

kubect| del ete namespace <nedi ati on-groupl- nanespace>
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hel m uni nstal | <rel ayagent-groupl-rel ease-name> -n <rel ayagent - gr oupl-

nanespace>

Example:

hel muninstall dd-real -n ocnadd-rea

5. Delete the Relay Agent group nhamespace:

kubect| del ete namespace <rel ayagent-groupl-namespace>

Example:

kubect| del ete namespace ocnadd-rea

2.2.2.9 Creating Alarms and Dashboard in OCI

This step is necessary only for the Data Director deployment on the OCI platform. Follow the
steps explained in the section 'Creating Alarms and Dashboards in OCI' from the Oracle

Communications Network Analytics Data Director User Guide.

2.2.2.10 Adding or Updating Load Balancer IPs in SAN When OCCM is Used

The certificates created by OCCM will not contain any IP values in the SAN field except the
values provided in the gl obal . <groupnane>. certificate.occm san. *.ips field in the custom
values file for Kafka broker, ingress adapter, redundancy agent, and gateway certificates.

To add or update the LoadBalancer IPs of these services in the SAN, follow the steps
mentioned below. Refer to Helm Parameter Configuration for OCCM for a detailed description

of the different Helm parameters.

2.2.2.10.1 Adding Loadbalancer IPs for Management Gateway Services

Adding LoadBalancer IPs for Management Gateway Services

1. Update the gl obal . ocnaddnanagenent . certificat es. occm san. managenent _gat eway. i ps
field in ocnadd- managenent - cust om val ues- 25. 2. 200. yanl of the required management

group.
Update Management Gateway LoadBalancer IPs

gl obal :
ocnaddmanagenent ;
certificates:
occm
san:
managenment _gat eway:
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i ps: ["10.10.10.10"] # Add the LoadBal ancer IP of the

nmanagenent gat eway service

a.

If single certificate is not enabled, update the

gl obal . ocnaddmanagenent . certificates. occm san. managenent _gat eway. update_re
qui red and

gl obal . ocnaddmanagenent . certificates. occm san. nanagenent _gat eway. uui d. serv
er fields in ocnadd- managenent - cust om val ues- 25. 2. 200. yanm of the required
management group.

Management Gateway SAN upgrade

gl obal
ocnaddmanagenent :
certificates
occm
san:
managenent _gat eway:
update_required: true # Set to true, default is
fal se
uui d
server: 5e765aeb- aelb-426b- 8481- f 8f 3dcdd645e #
Provide the UUID value of the certificate MANAGEMENTGATEWAY- SECRET-
SERVER- <nanmespace> from OCCM where <namespace> i s the nmanagement group
nanespace

If single certificate is enabled for OCNADD, update the

gl obal . certificates.occm san. ocnadd. updat e_required and

gl obal . certificates.occm san. ocnadd. uui d. server fields in ocnadd- common-
cust om val ues- 25. 2. 200. yanl .

OCNADD SAN upgrade

gl obal :
certificates:
occm
san:
ocnadd:
update_required: true # Set to true, default is false
uui d:
server: b5e765aeb- aelb-426b-8481-f 8f 3dcdd645e # Provide
the UUI D value of the certificate OCNADD- SECRET- SERVER- <nanespace> from
OCCM where <namespace> is the nediation group namespace

Run Helm upgrade for the Management Group namespace.
Helm upgrade

hel m upgrade <nmanagenent - group-rel ease-name> -f <comon-cust om val ues> - f
<managenent - gr oup- cust om val ues> -n <managenent - gr oup- ns> <ocnadd- hel m
chart -l ocation>

New certificates will be created. Verify them through the OCCM Ul. Management Gateway
will also restart after the Helm upgrade is completed and will start using the newly created
certificates.
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2.2.2.10.2 Adding LoadBalancer IP for Redundancy Agent

1. Update the gl obal . ocnaddnanagenent . certificates. occm san. redundancy_agent. i ps
field in ocnadd- managenent - cust om val ues- 25. 2. 200. yam of the required management

group.
Update Agent LoadBalancer IPs

gl obal :
ocnaddmanagenent ;
certificates:
occm
san:
redundancy_agent:
ips: ["10.10.10.10"] # Add the LoadBal ancer IP of the
redundancy agent service

2. a. If single certificate is not enabled, update the
gl obal . ocnaddmanagenent . certificates. occm san. redundancy_agent . updat e_requ
iredand
gl obal . ocnaddmanagenent . certificates. occm san. redundancy_agent. uui d. server
fields in ocnadd- managenent - cust om val ues- 25. 2. 200. yani of the required
management group.
Redundancy Agent SAN upgrade

gl obal
ocnaddmanagenent ;
certificates
occm
san:
redundancy_agent :
update _required: true # Set to true, default is
fal se
uui d
server: 5e765aeb- aelb-426b- 8481-f 8f 3dcdd645e #
Provide the UUD value of the certificate REDUNDANCYAGENT- SECRET- SERVER-
<namespace> from OCCM where <namespace> i s the nanagement group
nanespace

b. If single certificate is enabled for OCNADD, update the
gl obal . certificates.occm san. ocnadd. update_required and
gl obal . certificates.occm san. ocnadd. uui d. server fields in ocnadd- conmon-
cust om val ues- 25. 2. 200. yani .
OCNADD SAN upgrade

gl obal :
certificates:
occm
san:
ocnadd:
update_required: true # Set to true, default is false
uui d:
server: b5e765aeb- aelb-426b- 8481-f 8f 3dcdd645e # Provide
the UU D value of the certificate OCNADD- SECRET- SERVER- <nanespace> from
OCCM where <namespace> i s the nediation group namespace
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Run Helm upgrade for the Management Group namespace.
Helm upgrade

hel m upgrade <nmanagenent-group-rel ease-name> -f <common-custom val ues> -f
<managenent - gr oup- cust om val ues> -n <managenent - gr oup- ns> <ocnadd- hel m
chart-Ilocation>

New certificates will be created. Verify them through the OCCM UI. The Redundancy
Agent will restart after the Helm upgrade and begin using the newly created certificates.

2.2.2.10.3 Adding Loadbalancer IPs for Relay Agent Kafka

1.

2.

Update the gl obal . ocnaddr el ayagent. certificates. occm san. kaf ka. i ps field in
ocnadd-r el ayagent - cust om val ues- 25. 2. 200. yanl of the required Relay Agent group.
Update Relay Agent Kafka LoadBalancer IPs

gl obal :
ocnaddr el ayagent :
certificates:
occm
san:
kaf ka:
i ps: ["10.10.10.10", "10.10.10.11", "10.10.10.12",
"10.10.10.13"] # Add the LoadBal ancer |P of each Kafka broker service

a. If single certificate is not enabled, update
gl obal . ocnaddr el ayagent . certificates. occm san. kaf ka. updat e_r equi red and
gl obal . ocnaddr el ayagent. certificates. occm san. kaf ka. uui d. server in the same
custom values file.
Relay Agent Kafka SAN upgrade

gl obal :
ocnaddr el ayagent :
certificates:
occm
san:
kaf ka:
update required: true # Set to true, default is false
uui d:
server: 5e765aeb- aelb-426b- 8481-f8f 3dcdd645e  # UUID of
KAFKABROKER- SECRET- SERVER- <namespace> from OCCM

b. If single certificate is enabled for OCNADD, update
gl obal . certificates.occm san. ocnadd. update_required and
gl obal . certificates.occm san. ocnadd. uui d. server in ocnadd- cormon- cust om
val ues-25. 2. 200. yani .
OCNADD SAN upgrade

gl obal :
certificates:
occm
san:
ocnadd:
update_required: true # Set to true, default is false
uui d:
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server: 5e765aeb-aelb-426b-8481-f8f 3dcdd645e  # UUI D of
OCNADD- SECRET- SERVER- <nanespace> from OCCM

3. Run Helm upgrade for the Relay Agent group namespace.
Helm upgrade

hel m upgrade <rel ayagent-rel ease-nane> -f <conmon-cust om val ues> -f
<rel ayagent - gr oup- cust om val ues> -n <rel ayagent - gr oup- ns> <ocnadd- hel m
chart-location>

4. New certificates will be created. Verify them through the OCCM UI. Kafka brokers will
restart after the Helm upgrade and will start using the newly created certificates.

2.2.2.10.4 Adding LoadBalancer IPs for Relay Agent Gateway Services

1. Update the gl obal . ocnaddr el ayagent. certificates. occm san. managenent _gat eway. i ps
field in ocnadd- r el ayagent - cust om val ues- 25. 2. 200. yanl of the required Relay Agent

group.
Update Relay Agent Gateway LoadBalancer IPs

gl obal :
ocnaddr el ayagent :
certificates:
occm
san:
rel ay_gat eway:
i ps: ["10.10.10.10"] # Add the LoadBal ancer IP of the Rel ay
Agent Gateway service

2. a. If single certificate is not enabled, update
gl obal . ocnaddr el ayagent. certificates.occm san.rel ay_gateway. update _require
d and
gl obal . ocnhaddr el ayagent . certificates.occm san. rel ay_gat eway. uui d. server in
the same custom values file.
Relay Agent Gateway SAN upgrade

gl obal :
ocnaddr el ayagent :
certificates:
occm
san:
rel ay_gateway:
update_required: true # Set to true, default is false
uui d:
server: 5e765aeb- aelb-426b- 8481-f 8f 3dcdd645e  # UUI D of
RELAYGATEWAY- SECRET- SERVER- <namespace> from OCCM

b. If single certificate is enabled for OCNADD, update
gl obal . certificates.occm san. ocnadd. update_required and
gl obal . certificates.occm san. ocnadd. uui d. server in ocnadd- cormon- cust om
val ues- 25. 2. 200. yani .
OCNADD SAN upgrade

gl obal :
certificates:
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occm
san:
ocnadd:
update_required: true # Set to true, default is false
uui d:
server: 5e765aeb- aelb-426b- 8481-f 8f 3dcdd645e  # UUI D of
OCNADD- SECRET- SERVER- <nanespace> from OCCM

3. Run Helm upgrade for the Relay Agent group namespace.
Helm upgrade

hel m upgrade <rel ayagent-group-rel ease-name> -f <common-custom val ues> -f
<rel ayagent - gr oup- cust om val ues> -n <rel ayagent - gr oup- ns> <ocnadd- hel m
chart-location>

4. New certificates will be created; verify them in the OCCM UI. The Relay Gateway will
restart after the Helm upgrade is completed and will start using the newly created
certificates.

2.2.2.10.5 Adding LoadBalancer IPs for Mediation Kafka

1. Update the gl obal . ocnaddnedi ation. certificates.occm san. kaf ka. i ps field in ocnadd-
medi ati on- cust om val ues- 25. 2. 200. yani of the required Mediation group.
Update Mediation Kafka LoadBalancer IPs

gl obal :
ocnaddnedi at i on:
certificates:
occm
san:
kaf ka:
i ps: ["10.10.10.10", "10.10.10.11", "10.10.10.12",
"10.10.10.13"] # Add the LoadBal ancer | Ps of each Kafka broker service

2. a. If single certificate is not enabled, update
gl obal . ocnaddmedi ati on. certificates. occm san. kaf ka. updat e_requi red and
gl obal . ocnaddnedi ation. certificates.occm san. kaf ka. uui d. server in the same
custom values file.
Mediation Kafka SAN upgrade

gl obal :
ocnaddmedi at i on:
certificates:
occm
san:
kaf ka:
update _required: true # Set to true, default is false
uui d:
server: 5e765aeb- aelb-426b-8481-f8f 3dcdd645e  # UUI D of
KAFKABROKER- SECRET- SERVER- <namespace> from OCCM

b. If single certificate is enabled for OCNADD, update
gl obal . certificates.occm san. ocnadd. update_required and
gl obal . certificates.occm san. ocnadd. uui d. server in ocnadd- cormon- cust om
val ues-25. 2. 200. yan .
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OCNADD SAN upgrade

gl obal :
certificates:
occm
san:
ocnadd:
update_required: true # Set to true, default is false
uui d:
server: b5e765aeb-aelb-426b-8481-f8f 3dcdd645e # UU D of
OCNADD- SECRET- SERVER- <nanespace> from OCCM

3. Run Helm upgrade for the Mediation group namespace.
Helm upgrade

hel m upgrade <nedi ati on-rel ease-name> -f <comon-custom val ues> -f
<medi at i on- gr oup- cust om val ues> -n <nedi ati on- gr oup- ns> <ocnadd- hel m chart -
| ocation>

4. New certificates will be created; verify them through the OCCM UI. Kafka Brokers will
restart after the Helm upgrade is completed and will begin using the newly generated
certificates.

2.2.2.10.6 Adding LoadBalancer IPs for Ingress Adapter

1. Update the gl obal . ocnaddnedi ation. certificates.occm san.ingress_adapter.ips
field in ocnadd- nedi at i on- cust om val ues- 25. 2. 200. yam of the required Mediation

group.
Update Ingress Adapter LoadBalancer IPs

gl obal :
ocnaddredi ati on:
certificates:
occm
san:
i ngress_adapter:
i ps: ["10.10.10.10", "10.10.10.11", "10.10.10.12",
"10.10. 10. 13"] # Add the LoadBal ancer |Ps of each Ingress Adapter service

2. a. If single certificate is not enabled, update
gl obal . ocnaddnedi ation. certificates.occm san.ingress_adapter.update requir
ed and
gl obal . ocnaddnedi ation. certificates.occm san.ingress_adapter. uuid. server in
the same custom values file.
Ingress Adapter SAN upgrade

gl obal :
ocnaddnedi ati on:
certificates:

occm
san:
i ngress_adapter:
update required: true # Set to true, default is false
uui d:
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server: 5e76b5aeb-aelb-426b-8481-f8f3dcdd645e # UUI D of
| NGRESSADAPTER- SECRET- SERVER- <nanmespace> from OCCM

b. If single certificate is enabled,
updategl obal . certificates. occm san. ocnadd. update_required
andgl obal . certificates. occm san. ocnadd. uui d. server in ocnadd- conmon- cust om
val ues- 25. 2. 200. yani .
OCNADD SAN upgrade

gl obal :
certificates:
occm
san:
ocnadd:
update_required: true # Set to true, default is false
uui d:
server: 5e765aeb- aelb-426b-8481-f 8f 3dcdd645e  # UUI D of
OCNADD- SECRET- SERVER- <nanespace> from OCCM

3. Run the Helm upgrade for the Mediation group namespace.
Helm upgrade

hel m upgrade <nedi ati on-group-rel ease-nane> -f <conmon-cust om val ues> -f
<medi ati on- group- cust om val ues> -n <nedi ati on- group- ns> <ocnadd- hel m chart -
| ocation>

4. New certificates will be created with the updated SAN entries. Verify them through the
OCCM UL.

5. Run a second Helm upgrade to apply the updated certificates after restart.

hel m upgrade <nedi ati on-group-rel ease-name> -f <conmon- cust om val ues> -f
<medi at i on- gr oup- cust om val ues> -n <nedi ati on- gr oup- ns> <ocnadd- hel m chart -
| ocation> --set

gl obal . ocnaddmedi at i on. env. adni n. OCNADD | NGRESS_ADAPTER UPGRADE_ENABLE=t r ue

2.2.2.10.7 Adding Loadbalancer IPs for Mediation Gateway Services

1. Update the gl obal . ocnaddnedi ation. certificates. occm san. management _gat eway. i ps
in ocnadd- nedi at i on- cust om val ues- 25. 2. 200. yam of the required Mediation group.
Update Mediation Gateway Load balancer IPs

gl obal :
ocnaddnedi at i on:
certificates:
occm
san:
nmedi ati on_gat eway:
i ps: ["10.10.10.10"] # Add the | oadbal ancer |P of
the medi ation gateway service

2. a. If single certificate is not enabled, then update the
gl obal . ocnaddnedi ation. certificates.occm san. nedi ati on_gat eway. updat e_requ
ired and
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gl obal . ocnaddredi ati on. certificates.occm san. medi ati on_gat eway. uui d. server
in ocnadd- nedi ati on- cust om val ues- 25. 2. 200. yam of the required Mediation group.
Mediation Gateway SAN upgrade

gl obal :
ocnaddnedi ati on:
certificates:

occm
san:
nedi ati on_gat eway:
update required: true #
Set to true, default is false
uui d:
server: 5e765aeb- aelb-426b-8481-f 8f 3dcdd645e #

Provide the UUD value of the certificate MED ATI ONGATEWAY- SECRET-
SERVER- <nanmespace> from OCCM where <namespace> i s the Mediation group
nanespace

If single certificate is enabled for OCNADD, then update the

gl obal . certificates.occm san. ocnadd. update_required and

gl obal . certificates.occm san. ocnadd. uui d. server in ochadd- cormon- cust om
val ues- 25. 2. 200. yam .

OCNADD SAN upgrade

gl obal :
certificates:
occm
san:
ocnadd:
update_required: true # Set
to true, default is false
uui d:

server: b5e765aeb- aelb-426b- 8481-f 8f 3dcdd645e #
Provide the UUID value of the certificate OCNADD- SECRET- SERVER-
<namespace> from OCCM where <namespace> is the Mediation group
nanespace

Run Helm upgrade for the Mediation group namespace.

$ hel m upgrade <medi ati on-group-rel ease-nane> -f <common- cust om val ues> -f
<nedi at i on- gr oup- cust om val ues> -n <medi ati on- gr oup- ns> <ocnadd- hel m chart -
| ocation>

New certificates will be created; verify the same through the OCCM Ul. Mediation Gateway
will also restart after the Helm upgrade is completed and will start using the newly created
certificates.

2.2.3 Post-Installation Tasks

2.2.3.1 Enabling Traffic Segregation Using CNLB

This feature is introduced as part of traffic segregation support in OCNADD. To enable it, see
'‘Enabling or Disabling Traffic Segregation Using CNLB in OCNADD ' section in the Oracle
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Communications Network Analytics Data Director User Guide. It is recommended to enable
this feature after completing the deployment of the target release.

2.2.3.2 Enabling Two Site Redundancy

This feature is introduced as part of Georedundancy in OCNADD. To enable it, see "Two Site
Redundancy Enable' section in the Oracle Communications Network Analytics Data Director
User Guide. It is recommended to enable this feature after completing the deployment of the
target release.

2.2.3.3 Enabling Druid as Extended Storage Feature

This feature is introduced as part of extended storage in Data Director. To enable it, see the
“Druid Integration with OCNADD” section in the Oracle Communications Network Analytics
Data Director User Guide. The feature is recommended to be enabled after the release
installation is completed. Extended storage using the cnDBTier database is available by
default.

2.2.3.4 vCollector Integration for Diameter Feed

In this release, integration with vCollector has been provided. The vCollector acquires the
Diameter traffic from vDSR using port mirroring. The vCollector is deployed as a virtual
machine outside the OCNADD cluster and provides the acquired Diameter traffic to Data
Director over the Kafka interface. The vCollector is configured and managed by the Data
Director OAM services. This feature is introduced as part of the Diameter feed capabilities in
Data Director. To enable integration with vCollector, refer to the vCollector Integration with Data
Director section in the Oracle Communications Network Analytics Data Director Diameter User
Guide. The feature is recommended to be enabled after the release installation is completed.
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Customizing OCNADD

This chapter describes how to customize the Oracle Communications Network Analytics Data
Director (OCNADD) deployment, supported deployment models, and provides a list of
configuration parameters in the Helm file that are used for customization. The OCNADD
deployment is customized by overriding the default values of various configurable parameters.

3.1 Customize Configuration Parameters

Perform the following procedure to customize the OCNADD custom values files as per
requirements for all the OCNADD groups.

e Ensure that you have the Data Director charts tgz file, which is available in the extracted
release package. For information about how to download the release package from MOS,
see Downloading OCNADD Package.

«  Extract the OCNADD package if not already extracted, and unzip the
custom t enpl at es. zi p. Change the directory to cust om t enpl at es to access the following
custom values file

— ocnadd- conmon- cust om val ues- 25. 2. 200. yam
— ocnadd- managenent - cust om val ues- 25. 2. 200. yam
— ocnadd-rel ayagent - cust om val ues- 25. 2. 200. yam

— ocnadd- medi ati on- cust om val ues- 25. 2. 200. yani

3.1.1 Modify the Commons custom values file

Edit the ocnadd- common- cust om val ues- 25. 2. 200. yanl and update the following parameters:

1. Update the repository path in gl obal . env. r epo. REPO HOST_PORT:

<cust oner
repository path>

2. Update the site name in cl ust er. si t eNane (for example Bangalore, Chicago, etc.).

3. Update the database IP and database name:

e db_ip:10.20. 30. 40 (Update with DB instance IP or with FQDN, for example nysq| -
connectivity-service. <cnDBTi er nanespace>.)

e db_port: 3306 (If using a different port for DB, change it. By default, the DB port is
3306.)

e configuration_db: configuration_schema (Update the DB name as per the section
Update Database Name. No change is needed if default DB names are used.)

e alarmdb: al arm schema (Update the DB name as per the section Update Database
Name. No change is needed if default DB names are used.)

e heal th_db: heal t hdb_schema (Update the DB name as per the section Update
Database Name. No change is needed if default DB names are used.)
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Change the Prometheus Monitoring details based on the desired MPS profile. The default
threshold MPS is 1500000:

cluster.nps: 1500000

<Optional>Update JAAS Password for Mediation Kafka

The following JAAS password property is used for authentication between Aggregation
Services and the Mediation Kafka Cluster. Update the following property to change the
JAAS password:

cl uster.aggJaasSecret: <jaas password>

Creating Registry Credentials:
If the user image repository is protected and has an authentication mechanism, follow the
steps below:

a. Use the kubect| command to create a secret named r egcr ed with the credentials of
the image repository.

b. Update the i magePul | Secr et . enabl e field to t r ue as follows:

i magePul | Secret :
enabl e: true ## --> update this to "true'
Storage class:

a. If deploying on Tanzu, update the st or aged ass with the respective storage class
name of the TANZU platform, for example zf s- st or age- pol i cy.

b. If deploying on OCI, update the st or ageC ass with the respective storage class name
of the OCI platform. It should be oci - bv.

@ Note

This step is specific to the TANZU and OCI platform. Skip this step if you are
installing OCNADD on CNE. For CNE, the default storageClass is standard.

Loadbalancer on OCI:
Update the following parameters in the file:

global .env.oci: false =====> set it to true
gl obal . env. subnet Cci d: <subnet _ocid> # Add the OCID of the subnet that
user want to use for creating |oad bal ancer

3.1.2 Modifying Management custom values file

Edit the ocnadd- nanagenent - cust om val ues- 25. 2. 200. yan and update the following
parameters:

1.

Update the CLUSTER- | NFO parameters:

cl uster. domai nNanme: <cluster domain name where managenent group is planned
for depl oynent >

cluster.clusterNane: <cluster name where managenment group is planned for
depl oyment >
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<Optional> Updating the OCNADD Backup Cronjob:
Modify the below backup parameters as needed. For more information on backup and
restore, see the "Fault Recovery" section.

BACKUP_STORAGE : Represents Backup storage PVC size
BACKUP_CRONEXPRESSI ON : Represents the time of execution
PURGE_DAYS : Represents the backup retention period in days

ocnaddbackupr est or e:
ocnaddbackupr est or e:
nane: ocnaddbackuprestore
env:
BACKUP_STORAGE: 20G
BACKUP_CRONEXPRESSI ON: "0 8 * * *"
PURGE_DAYS: 7

<Optional> When the management group is deployed in a separate cluster from the relay
agent or mediation group, external communication between gateways must be enabled.
For detailed instructions on enabling external communication, refer to "Enable External
Communication Between OCNADD Gateways" in the Oracle Communications Network
Analytics Data Director User Guide.

3.1.3 Modifying Relay Agent custom values file

Update the management namespace in commons custom values (ocnadd- conmon- cust om
val ues- 25. 2. 200. yan ) file if it is not updated.

gl obal . managenent _i nf 0. management _nanespace: <management group nanmespace>

If the relay agent group is deployed in a separate cluster from the management group, then
external communication between the gateways must be enabled. For detailed instructions on
enabling external communication, refer to Enable External Communication Between OCNADD
Gateways in the Oracle Communications Network Analytics Data Director User Guide.

Edit the relay agent YAML file (for example, ocnadd- r el ayagent - cust om val ues- 25. 2. 200-
ra- group. yan ) created after making a copy of the ocnadd- r el ayagent - cust om
val ues-25. 2. 200. yan and update the following parameters:

1.

Update the CLUSTER-INFO parameters:

cl uster. domai nNane: <cluster donmain nane where relay agent group is

pl anned for depl oynment >

cluster.clusterNane: <cluster name where relay agent group is planned for
depl oynent >

Update the logical name of the worker group to which this relay agent group is associated:

cl ust er. workergroupNane: <Logi cal nane of the worker group> (for exanple
wor ker1 or myddworker)
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3. Enable the specific Aggregation service. The default values are mentioned below. The user
can enable the specific Aggregation service by setting t r ue against the specific
Aggregation service:

gl obal :
ocnaddr el ayagent :

ocnaddscpaggr egati on:
enabl ed: true

ocnaddseppaggr egat i on:
enabl ed: fal se

ocnaddnr f aggr egat i on:
enabl ed: fal se

ocnaddbsf aggr egat i on:
enabl ed: fal se

ocnaddpcf aggr egat i on:
enabl ed: fal se

4. Kafka Preinstall Configuration Changes:

a. <Optional > To change the profiles of the brokers, edit the respective values (CPU,
memory, storage, external-access, security, j aas- passwor d, replicas, internal
replication factor, and so on) in the Kafka section of the Relay Agent custom values
file.

b. <Optional >When the security protocol is SASL and the customer is required to add
new users, update the kaf ka_server_j aas. conf files in <chart pat h>/ ocnadd/ chart s/
ocnaddr el ayagent/ chart s/ ocnaddkaf ka/ confi g.

c. <Optional > Customize of f set sTopi cRepl i cati onFact or and
transactionSt at eLogRepl i cati onFact or under
ocnaddkaf ka. ocnadd. kaf kaBr oker . kaf kaPr operti es in the Relay Agent custom
values file.

d. Update Internal Topic Replication Factor:

# Update to bel ow val ues when higher throughput with lower latency is
needed.

# This can have | ower message reliability in case a Kafka broker goes
down.

of f set sTopi cRepl i cationFactor: 1

transactionSt at eLogRepl i cationFactor: 1

# Update to bel ow val ues when hi gher nessage reliability is required
(RF>1).

# This can potentially have | ower throughput and higher latency if the
Kaf ka cluster Disk 10OPS and cluster network bandwi dth are |ess
perform ng.

of f set sTopi cRepl i cati onFactor: 2

transactionSt at eLogRepl i cati onFactor: 2

3.1.4 Modifying Mediation custom values file

Update the management namespace in commons custom values (ocnadd- conmon- cust om
val ues- 25. 2. 200. yant ) file if it is not updated.

gl obal . nanagenent _i nf 0. managenent _nanespace: <managenent group nanespace>
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If the mediation group is deployed in a separate cluster from the management group, then
external communication between the gateways must be enabled. For detailed instructions on
enabling external communication, refer to Enable External Communication Between OCNADD
Gateways in the Oracle Communications Network Analytics Data Director User Guide.

Edit the Mediation YAML file (for example, ocnadd- medi at i on- cust om val ues- 25. 2. 200- ned-
groupl. yanl) created after making a copy of the ocnadd- nedi at i on- cust om
val ues-25. 2. 200. yanl and update the following parameters:

1.

4,

Update the CLUSTER-INFO parameters:

cluster. domai nNanme: <cluster donmain nanme where mediation group is planned
for depl oynent >

cluster.clusterNane: <cluster name where nediation group is planned for
depl oyment >

Update the logical name of the worker group to which the mediation group is associated.
(Avoid using a colon in the name.)

cl uster.workergroupName: <Logi cal name of the worker group> (for exanple
wor ker1 or myddworker)

Update the associated relay agent namespace cluster information to which the mediation
group is associated:

gl obal . ocnaddnedi ati on. depl oynent . associ at edRel ayAgent NsC ust er | nf o:
<Rel ay agent namespace cluster infornation>

Example:

If the Mediation Group you want to associate with a Relay Agent Group is deployed in the
"ocnadd-deploy" namespace on "cluster-1", update the configuration parameter as follows:

gl obal . ocnaddmedi at i on. depl oynent . associ at edRel ayAgent NsC ust er | nf o:
"ocnadd- depl oy: cl uster-1"

Kafka Preinstall Configuration Changes:

a. <Optional > To change the profiles of the brokers, edit the respective values (CPU,
memory, storage, external-access, security, j aas- passwor d, replicas, internal
replication factor, and so on) in the Kafka section of the Mediation custom values file.

b. <Optional >When the security protocol is SASL and the customer is required to add
new users, update the kaf ka_server_j aas. conf files in <chart pat h>/ ocnadd/ chart s/
ocnaddnedi ati on/ chart s/ ocnaddkaf ka/ confi g.

c. <Optional > Customize of f set sTopi cRepl i cati onFact or and
transactionSt at eLogRepl i cati onFact or under
ocnaddkaf ka. ocnadd. kaf kaBr oker . kaf kaPr operti es in the Mediation custom values
file.
Update Internal Topic Replication Factor:

# Update to bel ow val ues when hi gher throughput with |ower latency is
needed.

# This can have | ower message reliability in case a Kafka broker goes
down.

of f set sTopi cRepl i cati onFactor: 1
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transactionSt at eLogRepl i cationFactor: 1

# Update to bel ow val ues when hi gher nessage reliability is required
(RF>1).

# This can potentially have | ower throughput and higher latency if the
Kaf ka cluster Disk 10OPS and cluster network bandwi dth are |ess
perform ng.

of f set sTopi cRepl i cati onFactor: 2

transactionSt at eLogRepl i cati onFactor: 2

d. <Optional > Enable RAM-based storage for the Kafka cluster. This feature has been
introduced to support RAM-based storage in the Kafka cluster. It supports higher
throughput for cases where lower message retention is needed with lower latency. To
enable RAM-based storage in the Kafka cluster, refer to Enable RAM Storage in Kafka
Cluster section in the Oracle Communications Network Analytics Data Director User
Guide.

3.1.5 OCNADD Ul Configurations Changes for Dashboard Metrics

Edit the ocnadd- managenent - cust om val ues- 25. 2. 200. yanm and update the
DD _GROUP_PROVETHEUS_API for Ul with Relay Agent and Mediation group names and
Prometheus IP & Port to enable metrics from all OCNADD groups in the Ul dashboard:

## The paraneter is a comma-separated |ist of group nane (Relay Agent or

Medi ation) and Pronetheus |IP and Port
## Add all Relay Agent and Mediation groups and their corresponding
Promet heus | P & Port

ocnaddui router:

ocnaddui rout er:
name: ocnaddui rout er
env:
gr oupNanePr om pConfi g:
- groupNane: sitel:workerl:ocnadd-depl oyl:cluster-1
pronet heusl p: http://1ocal host: 9099
- groupNane: site2:worker2:ocnadd-depl oy2: cl uster-2
pronet heusl p: http://1ocal host: 9098

For example:

1.

When OCNADD Ul is deployed at the 'BLR' site, where the Relay Agent and Mediation
groups are co-located within cluster-1, share the same worker group (wgl), and are
deployed under namespaces "dd-r el ay-agent" & "dd- medi ati on" respectively, the
parameter should be updated as follows:

gr oupNanePr om pConfi g:
- groupNanme: BLR wgl:dd-relay-agent:cluster-1
pronet heusl p: http://1ocal host: 9099
- groupNanme: BLR: wgl:dd-nediation:cluster-1
pronet heusl p: http://1ocal host: 9099

When OCNADD Ul is deployed at the 'BLR' site, where the Relay Agent and Mediation
groups exist in different clusters (for example, cluster-1 and cluster-2 respectively), share
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the same worker group (wgl), and are deployed under namespaces "dd-rel ay- agent" &
"dd- medi ati on" respectively, the parameter should be updated as follows:

gr oupNanePr om pConfi g:
- groupName: BLR: wgl:dd-relay-agent:cluster-1
pronet heusl p: http://1ocal host: 9099
- groupName: BLR: wgl:dd-nediation:cluster-2
pronet heusl p: http://1ocal host: 9100

When OCNADD Ul is deployed at the 'BLR' site, where the Relay Agent and multiple
Mediation groups exist in different clusters (for example, Relay Agent: cluster-1,
Mediationl: cluster-1, and Mediation2: cluster-2), share the same worker group (wgl), and
are deployed under namespaces "dd-rel ay-agent ", "dd- medi ati onl", and " dd-

medi ati on2" respectively, the parameter should be updated as follows:

gr oupNanePr om pConfi g:
- groupNanme: BLR wgl:dd-relay-agent:cluster-1
promet heusl p: http://1ocal host: 9099
- groupNanme: BLR wgl:dd-nediationl:cluster-1
promet heusl p: http://1ocal host: 9099
- groupNanme: BLR wgl:dd-nediation2:cluster-2
promet heusl p: http://1ocal host: 9100

3.1.6 Alerting Rules Configuration Updates

If OCNADD is to be installed in an OCI setup, remove the following files:

e <chartpath>/charts/ocnaddnmanagenent /t enpl at es/ ocnadd- ngnt - al erti ng-
rul es. yam

e <chartpath>/charts/ocnaddrel ayagent/tenpl at es/ ocnadd-r el ayagent - al erti ng-
rul es. yam

e <chartpath>/charts/ocnaddnedi ation/tenpl at es/ ocnadd- medi ati on-al erti ng-
rul es. yam

If OCNADD is to be installed in a CNE setup, all services will be monitored by Prometheus
by default. Therefore, there will not be any modifications in the Helm Chart. All the
Prometheus alert rules present in the Helm Chart will be updated in the Prometheus
server. (The label used to update the Prometheus serverisrol e: cnc-al erting-rules,
which is added by default in the Helm Charts.)

If OCNADD is to be installed in a Tanzu setup, modify the net adat a. | abel s value in the
following files as described:

e <chartpath>/charts/ocnaddnanagenent /t enpl at es/ ocnadd- ngnt - al erti ng-
rul es. yam

e <chartpath>/charts/ocnaddrel ayagent/tenpl at es/ ocnadd-r el ayagent -al erti ng-
rul es. yam

e <chartpath>/charts/ocnaddnedi ation/tenpl at es/ ocnadd- medi ati on-al erti ng-
rul es. yam

For example, use rel ease: promoperator" instead of "role: cnc-alerting-rules.
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To obtain the label details, use the following command:

kubect| get prometheus <Prometheus_Configurati on_NAVE> -n
<Pronet heus_Nanespace> - o=j sonpat h='{. spec. rul eSel ect or. mat chLabel s}'

Example:

kubect| get prometheus prom operator-kube-pronet h-promet heus -n occne-
infra -o=jsonpath="{.spec.rul eSel ector. matchLabel s}' {"rel ease: prom
operator"}

Sample Alert File:

api Version: nonitoring.coreos.con vl
ki nd: Promet heusRul e

net adat a:
| abel s:

rel ease:

prom oper at or

nane: ocnadd-al erting-rules
nanespace: {{ .Val ues. gl obal.cl uster.nameSpace. narme }}

3.2 Global Parameters

Table 3-1 Global Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
Common Custom Values Global Parameters
management_info. | STRING | NA - C This parameter should be enabled when
management_gate external communication is required
way_ip across OCNADD groups. The parameter
denotes the gateway IP of management
group. This is required only while
installing relay agent group or mediation
group.
management_info. | STRING | NA ochadd- |M The management group namespace
management_nam manage name required while installing relay
espace ment agent or mediation groups
ocnaddredundancy | BOOLE | true/ false M To enable two site redundancy charts
agent.enabled AN false
ocnaddredundancy | BOOLE | true/ false C Required if egress annotation is required
agent.egress AN false to allow traffic outside cluster
ocnaddredundancy | BOOLE | true/ false M True if upgrading from non-centralized to
agent.primary_site | AN false centralized.Default is False (direct
installation)
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Table 3-1 (Cont.) Global Parameters
|

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddredundancy | STRING | NA - Cc This parameter is required only in case
agent.primary_age the redundancy agent service is
nt_ip enabled. It is configured in the

secondary site and denotes the primary
site redundancy agent IP address or
service fqdn.

extendedStorage.d | BOOLE | true/ false M Enable if Druid database as extended
ruid.enabled AN false storage is available, else cnDBTier as

extended storage is used by default
extendedStorage.d | BOOLE | true/ true 0] The parameter depicts if TLS should be
ruid.druidTLsEnabl | AN false used for communication with Druid
ed services. Default is true
extendedStorage.d | String NA ocnadd- |M The namespace in which Druid cluster is
ruid.namespace druid deployed, if deployed in the same cluster

as Data Director
extendedStorage.d | String NA 1111 |M The loadbalancer of the Druid router
ruid.service_ip service, this must only be changed if

Druid is enabled else leave as is
extendedStorage.d | String NA 8080 M The port of the Druid router service
ruid.service_port
extendedStorage.d | String NA ocnadd- |M The name of the secret containing the
ruid.secret_name druid- Druid API credentials.

api-
secret

certificates.singlec | BOOLE | true/ false M Enable this parameter only when single
ert AN false certificate is created (using OCCM or

generate certificate script) for each
OCNADD group

initContainers.repo. | STRING | NA utils.rep | M Repo path where init image is stored
REPO_PATH 0

initContainers.cace | STRING | NA cacert.p |M Cacert file

rt.value em

cnlb.consumeradap | BOOLE | true/ false Cc If true, then egress traffic segregation
ter.enable AN false will be enabled for the consumer feeds.

It will be used for checking if Egress
NAD should be attached to consumer
adapters or not. The parameter is only
recommended to be enabled for the
OCCNE with CNLB support

cnlb.ingressadapter| BOOLE | true/ false C If true, then ingress traffic segregation
.enable AN false will be enabled for the ingress adapter
along with external access.

It will be used for checking if Ingress
NAD should be attached to ingress
adapters or not. The parameter is only
recommended to be enabled for the
OCCNE with CNLB support
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Table 3-1 (Cont.) Global Parameters
|

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
env.repo.REPO_H [ STRING | NA docker.io| M Local container registry to pull the
OST_PORT images
env.repo.REPO_PA | STRING | NA ocdd.rep | M Additional repo path
TH 0
env.oci BOOLE | true/ false M It should be set to true for OCI platform
AN false
env.subnetOcid STRING [ NA NA C It is required for OCI platform. The OCID

of the subnet that you want to use for
creating load balancers

env.topologyKey STRING | NA kubernet | M The topology key for setting up the
es.io/ topology constraints on the pod
hostnam deployment
e
stabilizationWindo |[INTEGE | NA 60 M Stabilization period in seconds post
wSeconds R which scale down starts
scaleDownPeriodS | INTEGE | NA 30 M Period of each scale down operation in
econds R seconds
scaleDownValue INTEGE | NA 1 M Number of pods which shall go down in
R every scaleDownPeriodSeconds
controlPlaneNfList | STRING | NA BSFNR |M It enlists all the control plane NFs
FPCF
proxyNfList STRING | NA SCRSE (M It enlist all the proxy NFs
PP
ssl.mTLS BOOLE |true/ false M Enable MTLS support for internal
AN false OCNADD services
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Parameter Name

Data
Type

Range

Default
Value

Mandat
ory(M)/
Optiona
I(0)/
Conditi
onal(C)

Chapter 3
Global Parameters

Description

ssl.kafkaCipherSuit
es

STRING

NA

"TLS_E
CDHE_

ECDSA_
WITH_A
ES_128
_GCM_

SHA256,
TLS_EC
DHE_E

CDSA_

WITH_A
ES_256
_GCM_

SHA384,
TLS_AE
S _256_

GCM_S
HA384,T
LS_AES
128 G

CM_SH

A256,TL
S_ECD

HE_RSA
_WITH_
AES_12
8_GCM_
SHA256,
TLS_EC
DHE_R

SA_ WIT
H_AES_
256_GC
M_SHA3
84"

M

Supported Cipher Suites for Kafka
Broker service in Data Director
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Table 3-1 (Cont.) Global Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/

Conditi
onal(C)

ssl.tlsCipherSuites | STRING | NA "TLS_E |M Support Cipher Suites for Internal
CDHE_ Services of Data Director
ECDSA_
WITH_A
ES_ 128
_GCM_
SHA256,
TLS_EC
DHE_E
CDSA_
WITH_A
ES_256
_GCM_
SHA384,
TLS_AE
S_256_
GCM_S
HA384,T
LS_AES
128 G
CM_SH
A256,TL
S_ECD
HE_RSA
_WITH_
AES_12
8_GCM_
SHA256,
TLS_EC
DHE_R
SA WIT
H_AES_
256_GC
M_SHA3
84"

ssl.CERT_EXPIRY [ STRING | NA 00*** |M Schedule for Cron Expression that will
_CRONEXPRESSI check certificate expiry at midnight
ON everyday

ssl.CERT_EXPIRY | BOOLE | true/ true M Enable cronjob schedule to check
_CRONJOB AN false certificate expiry

acl.genericAclAllow | BOOLE | true/ false M No need to change this flag here,

ed AN false genericAclAllowed=true will be used in
upgrade --set command to restrict the
generic ACL creation.

acl.kafkaClientAuth | STRING | none/ none M This Property is to enable or disable
required MTLS in Kafka.

acl.acINotAllowed |BOOLE | true/ true M This Property is used to turn on or off
AN false the Kafka ACL's.
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
cluster.termination | INTEGE | NA 5 (0] Pod grace termination
GracePeriodSecon | R
ds
cluster.siteName STRING | NA BLR M The site name where OCNADD is
deployed (e.g. Chicago, BLR)
cluster.secret.name | STRING | NA db- M Database Secret name where DB
secret credentials are stored
cluster.mysgiName [ STRING | NA occne- |M cnDBTier namespace
Space.name cndbtier
one
cluster.mysqlPod STRING | NA ndbmys (M cnDBTier Pod Name
qld-0
cluster.database.db [ STRING | NA mysql- (M Hostname or IP of cnDBTier
_ip connecti
vity-
service.
occne-
cndbtier
one'l
cluster.database.db | INTEGE | NA 3306 M DB Port
_port R
cluster.database.co [ STRING | NA configur | M Configuration Service Schema Name
nfiguration_db ation_sc
hema
cluster.database.al | STRING | NA alarm_s |M Alarm Service Schema Name
arm_db chema
cluster.database.he [ STRING | NA healthdb | M Health Service Schema Name
alth_db _schem
a
cluster.database.st [ STRING | NA storagea | M Storage Adapter Schema Name
orageadapter_db dapter_s
chema
cluster.storageClas | STRING | NA standard | M Storage Class Name
s
cluster.prometheus | INTEGE | NA 9000 (0] Port to scape metrics required if metrics
ScrapePort R enabled
cluster.prometheus | STRING | NA cne- (0] Role required to define in alert rules
PortName metrics yami
cluster.max_latenc | FLOAT | NA 0.10 M Max latency range of 100ms
y
cluster.memory_thr | INTEGE | [0-100] |90 M Max Threshold limit for memory
eshold R
cluster.cpu_thresho| INTEGE | [0-100] |85 M CPU max threshold limit
Id R
cluster.mps INTEGE | NA 1500000 | M Default MPS rate
R
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ndancyagent.enabl
e

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
cluster.serviceMoni | STRING | NA ocche- M service monitor label to scrape metrics
torLabel kube-

prom-
stack
Management Custom Values Global Parameters

ocnaddmanageme | BOOLE | true/ true M To enable alarm charts
nt.ocnaddalarm.en | AN false
abled
ocnaddmanageme | BOOLE | true/ true M To enable configuration charts
nt.ocnaddconfigura | AN false
tion.enabled
ocnaddmanageme | BOOLE | true/ true M To enable health monitoring charts
nt.ocnaddhealthmo | AN false
nitoring.enabled
ocnaddmanageme | BOOLE | true/ true M To enable backup restore charts
nt.ocnaddbackupre | AN false
store.enabled
ocnaddmanageme | BOOLE | true/ true M To enable Ul router charts
nt.ocnadduirouter.e | AN false
nabled
ocnaddmanageme | BOOLE | true/ true M To enable GUI charts
nt.ocnaddgui.enabl | AN false
ed
ocnaddmanageme | BOOLE | true/ false M To enable export service charts
nt.ocnaddexport.en | AN false
abled
ocnaddmanageme | BOOLE | true/ true M To enable Management gateway charts
nt.ocnaddmanage | AN false
mentgateway.enabl
ed
ocnaddmanageme | BOOLE | true/ false C If true, External Access will be enabled
nt.cnib.ocnaddredu | AN false for RedundancyAgent. It will be used for

checking if cnlb annotations should be
assigned to the redundancy
deployments or not. The parameter is
only recommended to be enabled for the
OCCNE with CNLB support

Default is false
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
ocnaddmanageme [ STRING | NA default/n | C This must be the oam network with
nt.cnlb.ocnaddredu f-oam- ingress definition. The entry means
ndancyagent.netwo int7@nf- single network will be used by another
rk oam-int7 site's Redundancy Agent for ingress

communication.
Update the network from the generated
cnlb annotation, Given value is an
example need to be updated as per /var/
occne/cluster/SOCCNE_CLUSTER/
artifacts/cnlbGenAnnotations.py script.
ocnaddmanageme | STRING | NA - C For two site RedundancyAgent
nt.cnlb.ocnaddredu communication only single External IP
ndancyagent.exter required to communicate.
nallP Update the IP address in the External IP
ocnaddmanageme | BOOLE | true/ false C If true, External Access will be enabled
nt.cnlb.ocnaddman | AN false for Management Gateway. It will be used
agementgateway.e for checking if cnlb annotations should
nable be assigned to the Management
gateway deployments or not. The
parameter is only recommended to be
enabled for the OCCNE with CNLB
support
ocnaddmanageme [ STRING | NA default/n | C This must be the oam network with
nt.cnlb.ocnaddman f-oam- ingress-egress definition. The entry
agementgateway.n iel@nf- means single network will be used by
etwork oam-iel gateways present in other sites for
communication.

Update the network from the generated

cnlb annotation, given value is an

example need to be updated as per /var/

occne/cluster/$OCCNE_CLUSTER/

artifacts/cnlbGenAnnotations.py script.
ocnaddmanageme [ STRING | NA - C Single External IP is required to
nt.cnlb.ocnaddman establish communication between
agementgateway.e gateways of different OCNADD groups
xternallP located in other sites.

Update the IP address in the External IP
ocnaddmanageme | BOOLE | true/ false C If true, External Access will be enabled
nt.cnlb.ocnadduiro | AN false for Ul router. It will be used for checking
uter.enable if cnlb annotations should be assigned

to the Ul Router deployments or not.
The parameter is only recommended to
be enabled for the OCCNE with CNLB
support
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Table 3-1 (Cont.) Global Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
ocnaddmanageme [ STRING | NA default/n | C Single External IP is required to route
nt.cnlb.ocnadduiro f-oam- traffic outside cluster
uter.network egri@nf Update the IP address in the External IP

-oam-
egrl
ocnaddmanageme | BOOLE | true/ false C Enable this parameter while performing
nt.migration.enable | AN false migration of configurations from source
release to target release.
ocnaddmanageme | STRING | NA old_nam | C This parameter denotes the source
nt.migration.source espace release namespace from where the
Namespace configuration should be migrated to the
target release.

ocnaddmanageme | STRING | NA occne- |M Domain name of the setup where
nt.cluster.domainN ocnadd Management Group will be deployed
ame
ocnaddmanageme | STRING | NA occne- |M Cluster name of the setup where
nt.cluster.clusterNa ocnadd Management Group will be deployed
me
ocnaddmanageme [ STRING | NA ocnadd- |M OCNADD Management Group
nt.cluster.nameSpa manage namespace
ce.name ment
ocnaddmanageme | INTEGE | NA 7 M Alarm Purge in Days

nt.cluster.env.ALA |R
RM_PURGE_DAY

S
ocnaddmanageme | INTEGE | NA 3 M Maximum number of allowed external
nt.cluster.env.OCN | R Kafka Feed

ADD_MAX_EXTE
RNAL_KAFKA FE

EDS

Relay Agent Custom Values Global Parameters
ocnaddrelayagent. | BOOLE | true/ true M To enable SCP aggregation charts
ocnaddscpaggrega | AN false
tion.enabled
ocnaddrelayagent. | BOOLE | true/ false M To enable NRF aggregation charts
ocnaddnrfaggregati | AN false
on.enabled
ocnaddrelayagent. | BOOLE | true/ false M To enable SEPP aggregation charts
ocnaddseppaggreg | AN false
ation.enabled
ocnaddrelayagent. | BOOLE | true/ false M To enable BSF aggregation charts
ocnaddbsfaggregat | AN false
ion.enabled
ocnaddrelayagent. | BOOLE | true/ false M To enable PCF aggregation charts
ocnaddpcfaggregat | AN false
ion.enabled
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Table 3-1 (Cont.) Global Parameters

Chapter 3
Global Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddrelayagent. | BOOLE | true/ false M To enable vCollector Diameter
ocnaddvcollectordi | AN false Aggregation charts
ameteraggregation
ocnaddrelayagent. | BOOLE | true/ true M To enable Relay Agent Kafka charts
ocnaddkafka.enabl | AN false
ed
ocnaddrelayagent. | BOOLE | true/ true M To enable Relay Agent gateway charts
ocnaddrelayagentg | AN false
ateway.enabled
ocnaddrelayagent. | BOOLE | true/ false C Enable this property if Relay agent
deployment.gwToM | AN false group is deployed in a separate cluster
gmtGwExternalCo and external connectivity is required
mmEnabled between management gateway and
relay agent gateway. The communication
between the gateways will be in secure
mode.
ocnaddrelayagent. | STRING | NA - C This property is for configuring Load
deployment.relayA Balancer IP for Relay Agent gateway
gentGatewaylp when external connectivity is enabled.
Add the IP Addresses in the SAN entry
as well for SSL communication
This parameter is not applicable when
cluster is CNLB enabled. For CNLB
enabled setup, refer cnlb section to
configure external IPs.
ocnaddrelayagent.c| BOOLE | true/ false C If true, external access for the Relay
nib.kafkabroker.ena| AN false Agent Kafka brokers will be enabled on
ble the CNLB enabled cluster
ocnaddrelayagent.c| STRING | NA "default/ | C This property is used for populating the
nib.kafkabroker.net nf-sig2- annotation k8s.v1.cni.cncf.io/networks
works intl@nf- Update the networks and
sig2- networks_extip with the details
int1,defa generated by the section "Enable CNLB
ult/nf- for Kafka Broker" from "OCNADD User
sig2- Guide"
int2@nf-
sig2-
int2,defa
ult/nf-
sig2-
int3@nf-
sig2-
int3,defa
ult/nf-
sig2-
int4@nf-
sig2-
int4"

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide

G49042-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

December 17, 2025
Page 17 of 69



ORACLE’

Table 3-1 (Cont.) Global Parameters
|

Chapter 3
Global Parameters

servers_sasl

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddrelayagent.c| STRING | NA "nf-sig2- | C This property is used for populating the
nib.kafkabroker.net int1/10.1 annotation oracle.com.cnc/cnlb
works_extip 0.10.10, Add the IP Addresses in the SAN entry
nf-sig2- as well for SSL communication
int2/10.1
0.10.11,
nf-sig2-
int3/10.1
0.10.12,
nf-sig2-
int4/10.1
0.10.13"
ocnaddrelayagent.k| INTEGE | NA 4 M The parameter to change the replicas for
afka.kafkaReplicas | R the Relay Agent Kafka broker.
ocnaddrelayagent.c| STRING | NA occne- |M Domain name of the setup where Relay
luster.domainName ocdd Agent Group will be deployed
ocnaddrelayagent.c| STRING | NA occne- |M Cluster name of the setup where Relay
luster.clusterName ocdd Agent Group will be deployed
ocnaddrelayagent.c| STRING | NA wgl M The logical name of the worker group to
luster.workergroup which this relay agent group belongs.
Name
ocnaddrelayagent.c| STRING | NA ocnhadd- |M OCNADD Relay Agent Group
luster.nameSpace. relay namespace
name
ocnaddrelayagent.c| STRING | NA kafka- M Relay Agent Kafka Bootstrap server for
luster.kafka.ocnadd broker:9 PLAINTEXT
_kafka_bootstrap_ 092
servers
ocnaddrelayagent.c| STRING | NA kafka- M Relay Agent Kafka Bootstrap server for
luster.kafka.ocnadd broker:9 SSL
_kafka_bootstrap_ 093
servers_ssl|
ocnaddrelayagent.c| STRING | NA kafka- M Relay Agent Kafka Bootstrap server for
luster.kafka.ocnadd broker:9 SASL
kafka_bootstrap_ 094

Mediation Custom Valu

es Global Parameters

ocnaddmediation.o | BOOLE | true/ true M To enable Mediation Kafka charts
cnaddkafka.enable | AN false

d

ocnaddmediation.o | BOOLE | true/ true M To enable Admin charts
cnaddadmin.enabl | AN false

ed

ocnaddmediation.o | BOOLE | true/ false M To enable Filter charts
cnaddfilter.enabled | AN false
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Table 3-1 (Cont.) Global Parameters
|

Chapter 3
Global Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddmediation.o | BOOLE | true/ true M To enable Mediation gateway charts
cnaddmediationgat | AN false
eway.enabled
ocnaddmediation.d | BOOLE | true/ false C Enable this property if Mediation group
eployment.gwToMg | AN false is deployed in a separate cluster and
mtGwExternalCom external connectivity is required
mEnabled between management gateway and
mediation gateway. The communication
between the gateways will be in secure
mode.
ocnaddmediation.d [ STRING | NA - C This property is for configuring Load
eployment.mediatio Balancer IP for Mediation gateway when
nGatewaylp external connectivity is enabled.
Add the IP Addresses in the SAN entry
as well for SSL communication
This parameter is not applicable when
cluster is CNLB enabled. For CNLB
enabled setup, refer cnlb section to
configure external IPs.
ocnaddmediation.d [ STRING | NA XXX M Specify the namespace and cluster
eployment.associat name of the Relay Agent that you want
edRelayAgentNsCI to associate with the mediation group.
usterinfo
ocnaddmediation.c | BOOLE | true/ false C If true, external access for the Mediation
nlb.kafkabroker.ena| AN false Kafka brokers will be enabled on the
ble CNLB enabled cluster.
ocnaddmediation.c | STRING | NA "default/ |C This property is used for populating the
nib.kafkabroker.net nf-sig2- annotation k8s.v1.cni.cncf.io/networks
works intl@nf- Update the networks and
sig2- networks_extip with the details
int1,defa generated by the section "Enable CNLB
ult/nf- for Kafka Broker" from "OCNADD User
sig2- Guide"
int2@nf-
sig2-
int2,defa
ult/nf-
sig2-
int3@nf-
sig2-
int3,defa
ult/nf-
sig2-
int4@nf-
sig2-
int4"
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Table 3-1 (Cont.) Global Parameters

Chapter 3
Global Parameters

ame

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddmediation.c | STRING | NA "nf-sig2- | C This property is used for populating the
nib.kafkabroker.net int1/10.1 annotation oracle.com.cnc/cnlb
works_extip 0.10.10, Add the IP Addresses in the SAN entry
nf-sig2- as well for SSL communication
int2/10.1
0.10.11,
nf-sig2-
int3/10.1
0.10.12,
nf-sig2-
int4/10.1
0.10.13"
ocnaddmediation.e | BOOLE | true/ false M Upgrade consumer adapter during Helm
nv.admin.OCNADD | AN false upgrade if the flag is set to true
_ADAPTER_UPG
RADE_ENABLE
ocnaddmediation.e | BOOLE | true/ false M Upgrade correlation service during Helm
nv.admin.OCNADD | AN false upgrade if the flag is set to true
_CORR_UPGRAD
E_ENABLE
ocnaddmediation.e | BOOLE | true/ false M Upgrade diameter correlation service
nv.admin.OCNADD | AN false during Helm upgrade if the flag is set to
_DIAM_CORR_UP true
GRADE_ENABLE
ocnaddmediation.e | BOOLE | true/ false M Upgrade ingress adapter during Helm
nv.admin.OCNADD | AN false upgrade if the flag is set to true
_INGRESS_ADAP
TER_UPGRADE_
ENABLE
ocnaddmediation.e | BOOLE | true/ false M Upgrade storage adapter during Helm
nv.admin.OCNADD | AN false upgrade if the flag is set to true
_STORAGE_ADAP
TER_UPGRADE_
ENABLE
ocnaddmediation.k | INTEGE | NA 4 M The parameter to change the replicas for
afka.kafkaReplicas | R the Mediation Kafka broker.
ocnaddmediation.cl | STRING | NA occne- | M Domain name of the setup where
uster.domainName ocdd Mediation Group will be deployed
ocnaddmediation.cl | STRING | NA occne- |M Cluster name of the setup where
uster.clusterName ocdd Mediation Group will be deployed
ocnaddmediation.cl | STRING | NA wgl M Enter the logical name of the worker
uster.workergroup group that this Mediation group belongs
Name to. This value must match the worker
group configured for the associated
Relay Agent.
ocnaddmediation.cl | STRING | NA ochadd- |M OCNADD Mediation Group hamespace
uster.nameSpace.n relay
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3.3 Helm Hook Parameters
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Table 3-1 (Cont.) Global Parameters

Chapter 3
Helm Hook Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddmediation.cl | STRING | NA kafka- M Mediation Kafka Bootstrap server for
uster.kafka.ocnadd broker:9 PLAINTEXT
_kafka_bootstrap_ 092
servers
ocnaddmediation.cl | STRING | NA kafka- M Mediation Kafka Bootstrap server for
uster.kafka.ocnadd broker:9 SSL
_kafka_bootstrap_ 093
servers_ssl|
ocnaddmediation.cl | STRING | NA kafka- M Mediation Kafka Bootstrap server for
uster.kafka.ocnadd broker:9 SASL
_kafka_bootstrap_ 094
servers_sasl

Table 3-2 Helm Hook Parameters

elmhook.config.upgrade_nam

e

configmap

Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddcopybackuppvcorigtot | STRING | - ocnaddcopybackup | M Hook to copy
emphelmhook.name pvcorigtotemphelm backup from
hook original to
temporary PVC.
ocnaddcopybackuppvctempto | STRING | - ocnaddcopybackup | M Hook to copy
orighelmhook.name pvctemptoorighelm backup from
hook temporary to
original PVC
ocnaddcreatetemppvchelmho | STRING | - ocnaddcreatetemp |M Hook to create
ok.name pvchelmhook temporary backup
PVC during
upgrade.
ocnaddhelmhook.config.auto_| STRING | - ocnadd-configmap- | M Name of the
backup_restore_cm auto-backup- automatic backup
restore restore ConfigMap
ocnaddmanagement.ocnaddh | STRING | - helmhook- M Name of
elmhook.config.name configmap ConfigMap
ocnaddmanagement.ocnaddh | STRING | - helmhook-rollback- | M Name of Rollback
elmhook.config.rollback_nam configmap ConfigMap
e
ocnaddmanagement.ocnaddh | STRING | - helmhook-upgrade- | M Name of Upgrade

ConfigMap
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Table 3-2 (Cont.) Helm Hook Parameters

Chapter 3
Helm Hook Parameters

Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/
Optiona
1(0)/
Conditi
onal(C)
ocnaddmanagement.ocnaddh | STRING | - ocnaddhelmhook M Helm Hook Name
elmhook.name
ocnaddpostdeleteworkergrou | STRING | - ocnaddpostdeletew | M Name of the
phelmhook.name orkergrouphelmhoo postdelete hook
k used during the
uninstallation of the
worker group
ocnaddpostdeleteworkergrou | INTEGE | - 15 M Delay between
phelmhook.retry_delay R retries
ocnaddpostdeleteworkergrou | INTEGE | - 5 M Maximum number
phelmhook.retry_max_attemp | R of retries for
t invoking delete API
for worker group
ocnaddpostinstallhelmhook.n | STRING | - ocnaddpostinstallh | M Post Install Hook
ame elmhook Name
ocnaddpostinstallworkergroup | STRING | - ocnaddpostinstallw | M Name of the
helmhook.name orkergrouphelmhoo postinstall hook
k used during the
installation of the
worker group
ocnaddpostinstallworkergroup | INTEGE | - 15 M Delay between
helmhook.retry_delay R retries
ocnaddpostinstallworkergroup | INTEGE | - 5 M Maximum number
helmhook.retry_max_attempt | R of retries for
invoking the create
worker group API
ocnaddpostrollbackhelmhook. | STRING | - ocnaddpostrollback | M Post Rollback hook
name helmhook name
ocnaddpostupgradehelmhook | STRING | - ocnaddpostupgrad | M Post Upgrade Hook
.name ehelmhook Name
ocnaddpreinstallworkergroup | STRING | - ocnaddpreinstallwo | M Name of the
helmhook.name rkergrouphelmhook preinstall hook
used during the
installation of the
worker group
ocnaddpreinstallworkergroup | INTEGE |- 15 M Delay between
helmhook.retry_delay R retries
ocnaddpreinstallworkergroup | INTEGE |- 5 M Maximum number
helmhook.retry_max_attempt | R of retries for getting
the list of worker
group names
ocnaddprerollbackhelmhook.n | STRING | - ocnaddprerollback |M Pre Rollback Hook
ame helmhook Name
ocnaddpreupgradehelmhook. | STRING | - ocnaddpreupgrade | M Pre Upgrade Hook
name helmhook Name
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3.4 Aggregation Service Parameters

Table 3-3 Aggregation Service Parameters

Chapter 3
Aggregation Service Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
BATCH_SIZE INTEGE |- 65536 (0] The maximum amount of data to be
R collected before sending the batch.
CONSUMER_POL | INTEGE |- 50 0] Polling time in ms for consumer
L_MS R
DD_METADATA_M | INTEGE | 30ms-30 | 30 (0] DD metadata cache expiry timer, default
AP_CACHE_EXPI R s is 30ms
RY_TIME_MS
DD_METADATA_M | INTEGE [ 5ms-2s |5 (0] This timer value depends on the
AP_CACHE_SCH [R attribute
EDULER_TIME_M METADATA_MAP_CACHE_EXPIRY_TI
S ME_MS. The timer value should be
adjusted up or down corresponding to
increase or decrease in
METADATA_MAP_CACHE_EXPIRY_TI
ME_MS, default is 5ms
ENABLE_AGGRE |BOOLE |true/ true M Enable metrics for Aggregation service
GATION_COUNTE | AN false
R_METRICS
ENQUEUE_SCP_ | BOOLE |true/ false C When this parameter is enabled, the
ORIGIN_MESSAG | AN false SCP originated message in Model-D call
ES model will be held by the aggregation
service until received NF originated
RxResponse/TxResponse messages or
Timer expiry. This flag is used in case of
TRANSACTION based message
sequencing.
FETCH_MAX_WAI | INTEGE | - 100 o The maximum amount of time the server
T_MS R will block before answering the fetch
request if there isn’t sufficient data to
immediately satisfy the requirement
given by fetch.min.bytes
HEARTBEAT_INT |INTEGE |- 5000 0] The expected time between heartbeats
ERVAL_MS R to the consumer coordinator when using
Kafka's group management facilities
KAFKA_COMMIT_ | INTEGE | - 1000 (0] The frequency at which consumer
INT_CONFIG R offsets are committed to the Kafka
broker
KAFKA FETCH_M | STRING | - 5767200 | O The maximum amount of data per-
AX_BYTES 0 partition the server will return
KAFKA_FETCH_M | STRING | - 1 (0] The minimum amount of data per-
IN_BYTES partition the server will return
KAFKA_MAX_AGE | INTEGE | - 7500 M The period of time in milliseconds after
_CONFIG R which we force a refresh of metadata.
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Table 3-3 (Cont.) Aggregation Service Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
KAFKA MAX PAR | STRING | - 1048580 | O The maximum amount of data per-
TITIONS_FETCH_ 0 partition the server will return.
BYTES
KAFKA_PRODUC |BOOLE |true/ false M Kafka SSL client authentication.
ER_SSL_CLIENT_ | AN false
AUTH
KAFKA_SOCKET_ | STRING | - 1048570 | O Kafka Socket Buffer setting for
BYTES_BUFFER 0 consumer
LINGER_MS INTEGE |- 1 (0] The time to wait before sending
R messages out to Kafka
MAX_POLL_INTE | INTEGE |- 30000 (0] The maximum delay between
RVAL_MS R invocations of poll() when using
consumer group management
MAX_POLL _REC |[INTEGE |- 300 (0] The maximum number of records
ORDS R returned in a single call to poll()
MESSAGE_REOR | BOOLE | true/ false 0] The parameter enables the Metric to
DERING_INCOMP | AN false check/count missing/inordered
LETE_TRANSACT messages of transactions for
ION_METRICS_E MESSAGE_SEQUENCING_TYPE=TRA
NABLE NSACTION/REQUEST_RESPONSE
MESSAGE_SEQU | INTEGE | [NONE, | NONE M NONE: No message sequencing.
ENCING_TYPE R TIME_W TIME_WINDOW: Messages received
INDOW, within window time for each partition will
TRANS be sorted separately based on time
';CQ%NE stamp and stream to kafka topic.
’ST QRES TRANSACTION: In order messages
PO_NSE] received for each transaction within
TRANSACTION_EXPIRY_TIME will be
sorted separately and stream to kafka
topic.
REQUEST_RESPONSE: In order
Request(RxRequest and TxRequest)
and/or Response pair(RxResponse and
TxResponse) messages received for
each transaction within
REQUEST_RESPONSE will be sorted
separately and stream to kafka topic.
OCNADD_AGGRE | BOOLE | true/ false (0] When enabled, this parameter allows
GATION_REDUND | AN false the system to buffer and retry messages
ANCY_BUFFER_E that fail to send to the Mediation Kafka
NABLED broker, ensuring they are successfully

forwarded. Note that enabling this
parameter requires sufficient memory to
be allocated to the aggregation service.

OCNADD_AGGRE | INTEGE | - 120000 |O Retry Threshold for TOPIC reachability
GATION_SERVICE | R
_TOPIC_RETRIES
_THRESHOLD

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
G49042-01 December 17, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 24 of 69



ORACLE’

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide

G49042-01

Table 3-3 (Cont.) Aggregation Service Parameters

Chapter 3

Aggregation Service Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
OCNADD_ASR_C | BOOLE |true/ false 0] The parameter enables network latency
LIENT_ENABLE_N| AN false metrics for aggregation service.
ETWORK_LATEN
CY_METRICS
OCNADD_KAFKA | STRING SSL M Kafka SSL Mechanism.
_SECURITY_PRO
TOCOL_SSL
ocnaddbsfaggregat | INTEGE | - 1 M The maximum number of replicas
ion.maxReplicas R required for BSF aggregation service
instance
ocnaddbsfaggregat | INTEGE | - 1 M The minimum number of replicas
ion.minReplicas R required for BSF aggregation service
instance
ocnaddbsfaggregat | STRING | - ocnaddb | M Name of the application
ion.name sfaggreg
ation
ocnaddbsfaggregat | INTEGE | - 2 M Number of max CPU for BSF
ion.resources.limit. | R Aggregation
cpu
ocnaddbsfaggregat | STRING | - 500Mi M Ephemeral Storage for BSF Aggregation
ion.resources.limit.
ephemeralstorage
ocnaddbsfaggregat | STRING | - 2Gi M Max Memory limit for BSF Aggregation
ion.resources.limit.
memory
ocnaddnrfaggregati | INTEGE | - 1 M The maximum number of replicas
on.maxReplicas R required for NRF aggregation service
instance
ocnaddnrfaggregati | INTEGE | - 1 M The minimum number of replicas
on.minReplicas R required for NRF aggregation service
instance
ocnaddnrfaggregati | STRING | - ocnaddn | M Name of the application
on.name rfaggreg
ation
ocnaddnrfaggregati | INTEGE | - 3 M Number of maximum CPUs for NRF
on.resources.limit.c| R aggregation
pu
ocnaddnrfaggregati | STRING | - 500Mi M Ephemeral Storage for NRF Aggregation
on.resources.limit.e
phemeralstorage
ocnaddnrfaggregati | STRING | - 2Gi M Max Memory limit for NRF Aggregation
on.resources.limit.
memory
ocnaddpcfaggregat | INTEGE | - 2 M The maximum number of replicas
ion.maxReplicas R required for PCF aggregation service

instance
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddpcfaggregat | INTEGE | - 1 M The minimum number of replicas
ion.minReplicas R required for PCF aggregation service
instance
ocnaddpcfaggregat | STRING | - ocnaddp | M Name of the application
ion.name cfaggreg
ation
ocnaddpcfaggregat | INTEGE | - 2 M Number of max CPU for PCF
ion.resources.limit. | R Aggregation
cpu
ocnaddpcfaggregat | STRING | - 500Mi M Ephemeral Storage for PCF Aggregation
ion.resources.limit.
ephemeralstorage
ocnaddpcfaggregat | STRING | - 2Gi M Max Memory limit for PCF Aggregation
ion.resources.limit.
memory
ocnaddscpaggrega | INTEGE | - 4 M The maximum number of replicas
tion.maxReplicas |R required for SCP aggregation service
instance
ocnaddscpaggrega | INTEGE | - 1 M The minimum number of replicas
tion.minReplicas R required for SCP aggregation service
instance
ocnaddscpaggrega | STRING | - ocnadds | M Name of the application
tion.name cpaggre
gation
ocnaddscpaggrega | INTEGE | - 3 M Number of max CPU for SCP
tion.resources.limit. | R Aggregation
cpu
ocnaddscpaggrega | STRING | - 500Mi M Ephemeral Storage for SCP Aggregation
tion.resources.limit.
ephemeralstorage
ocnaddscpaggrega | STRING | - 2Gi M Max Memory limit for SCP Aggregation
tion.resources.limit.
memory
ocnaddseppaggreg | INTEGE | - 2 M The maximum number of replicas
ation.maxReplicas |R required for SEPP aggregation service
instance
ocnaddseppaggreg | INTEGE | - 1 M The minimum number of replicas
ation.minReplicas |R required for SEPP aggregation service
instance
ocnaddseppaggreg | STRING | - ocnadds | M Name of the application
ation.name eppaggr
egation
ocnaddseppaggreg | INTEGE | - 3 M Number of max CPU for SEPP
ation.resources.limi | R Aggregation
t.cpu
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddseppaggreg | STRING | - 500Mi M Ephemeral Storage for SEPP
ation.resources.limi Aggregation
t.ephemeralstorage
ocnaddseppaggreg | STRING | - 2Gi M Max Memory limit for SEPP Aggregation
ation.resources.limi
t.memory
ocnaddvcollectordi | INTEGE | - 1 M The maximum number of replicas
ameteraggregation. | R required for
maxReplicas ocnaddvcollectordiameteraggregation
aggregation service instance
ocnaddvcollectordi | INTEGE | - 1 M The minimum number of replicas
ameteraggregation. | R required for
minReplicas ocnaddvcollectordiameteraggregation
aggregation service instance
ocnaddvcollectordi | STRING | - ocnaddv | M Name of the application
ameteraggregation. collector
name diameter
aggregat
ion
ocnaddvcollectordi | INTEGE 2 M Number of max CPU for vCollector
ameteraggregation. | R Diameter Aggregation
resources.limit.cpu
ocnaddvcollectordi | STRING 500Mi M Ephemeral Storage for vCollector
ameteraggregation. Diameter Aggregation
resources.limit.eph
emeralstorage
ocnaddvcollectordi | STRING 2Gi M Max Memory limit for vCollector
ameteraggregation. Diameter Aggregation
resources.limit.me
mory
PRODUCERS_BU | INTEGE |- 6710886 | O The total bytes of memory the producer
FFER_MEMORY |R 4 can use to buffer records waiting to be
sent to the server.
PRODUCERS_CO | STRING | none/ snappy |O The compression type for all data
MPRESSION_TYP snappy generated by the producer. Changing
E compression type to hone may impact

latency and throughput when running
OCNADD under high traffic load.

PRODUCERS_DE | INTEGE |- 120000 |O The maximum amount of time, in

LIVERY_TIMEOUT | R milliseconds, that a Kafka producer will

_MS wait for a message to be successfully
delivered to the broker and
acknowledged.

PRODUCERS_MA | INTEGE | - 10000 0] The maximum amount of time, in

X_BLOCK_MS R milliseconds, that the Kafka producer
will block when attempting to send a
record.
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Chapter 3
Aggregation Service Parameters

IRY_TIMER

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
PRODUCERS_MA | INTEGE | - 1048500 | O The maximum size of a request in bytes.
X _REQUEST SIZ |R This setting will limit the number of
E record batches the producer will send in
a single request to avoid sending huge
requests.
PRODUCERS_RE | INTEGE |- 0 (0] The number of times producer will retry
TRIES R a request that may fail due to transient
error. Configuring this property to more
than 0 may impact in throughput
REQUEST_RESP | INTEGE [ [5-500]m | 10ms C When
ONSE_MSG_SEQ |R s MESSAGE_SEQUENCING_TYPE =
UENCING_EXPIR REQUEST_RESPONSE
Y_TIMER Range [5ms-500ms]; default: 10ms
REQUEST_TIMEO | INTEGE | - 1000 (0] The configuration controls the maximum
UT_MS R amount of time the client will wait for the
response of a request
SESSION_TIME_ |INTEGE |- 15000 0] The timeout used to detect client failures
ouT R when using Kafka’'s group management
facility.
SRC_FEED_META | INTEGE | - 86400 C Initial delay in cleaning the metadata
DATA_CLEAN_DE |R cache
LAY_SEC
SRC_FEED_META | INTEGE | - 86400 C Interval after the metadata cache is
DATA_CLEAN_PE |R cleaned
RIOD_SEC
SRC_FEED_META | INTEGE |- 20 C The number of the metadata maintained
DATA HISTORY L |R in the cache
ENGTH
TOTAL_FORWARD | BOOLE | true/ false (0] The parameter enables the Metric to get
ED_MESSAGE_M | AN false total count of forwarded messages by
ETRICS_ENABLE aggregation service
TRANSACTION_M | INTEGE | [20ms-3 |200ms |C When
SG_SEQUENCIN [R 0s] MESSAGE_SEQUENCING_TYPE =
G_EXPIRY_TIMER TRANSACTION
Range [20ms-30s]; default: 200ms
WINDOW_MSG_S [ INTEGE | [5-500]m | 10ms C When
EQUENCING_EXP|R s MESSAGE_SEQUENCING_TYPE =

TIME_WINDOW
Range [5ms-500ms]; default: 10ms
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Table 3-4 Configuration Service Parameters

Chapter 3
Configuration Service Parameters

ATION_SCHEDUL

ER_PERIOD_MS

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
ocnaddconfiguratio | STRING | - ocnaddc | M Name of configuration service
n.name onfigurat

ion

MAX_ALLOWED_ | INTEGE |- 30 (0] Maximum number of allowed filters
FILTERS R
MAX_VALUES IN |INTEGE |- 20 (0] Maximum number of values allowed in
_FILTER_ATTRIB |R filter attributes
MAX_FILTERS_AS | INTEGE | - 4 (0] Maximum number of filters associated
SOC_WITH_APP |R with a single app
MAX_ACTION_TY | INTEGE |- 2 (0] Maximum number of action type in a
PE_IN_FILTER R filter with chaining
MAX_EXTERNAL_ | INTEGE | - 2 (0] Maximum number of allowed external
AGGREGATED_F |R aggregated feeds
EEDS
MAX_L3L4_ATTRI | INTEGE |- 2 0] Maximum number of allowed L3L4
BUTES R attributes
MAX_GLOBALL3L | INTEGE | - 500 (0] Maximum size of L3L4 rows
4_ROW_SIZE R
MAX_CORRELATI | INTEGE | - 3 (0] Maximum number of correlation feeds
ON_CONFIGURAT | R allowed
ION_SUPPORTED
OCNADD_MAX_W | INTEGE | - 80 0] The percentage threshold for the
ORKERGROUP_T | R maximum worker group supported
HRESHOLD_PER
CENTAGE
MAX_EXPORT_C |INTEGE |- 3 (0] The simultaneous number of export
ONFIGURATION_ |R configuration supported on the Data
SUPPORTED Director
EXPORT_CONFIG | INTEGE | [ 1-48] 24 0] The purge timer for the export
_PURGE_TIMER_ | R configuration
HR
EXPORT_PURGE | INTEGE |- 30000 (0] The delay in milisec after which the
_SCHEDULER_DE|R purging of the export configuration will
LAY_MS be checked.
CONFIG_NOTIFIC | STRING | - 200ms |O The notification sender thread fixed

delay upon which it will check for the
pending notiifications
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Chapter 3
Configuration Service Parameters

sources.limit.cpu

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
CONFIGURATION | STRING | [GET,PO | GET,PO | O The configuration of methods on which
_FILTER_METHO ST,PUT, | ST,PUT, the filter is possible
DS DELETE | DELETE
,PATCH, | ,PATCH,
CONNE | CONNE
CT,OPTI | CT,OPTI
ONS, TR | ONS, TR
ACE] ACE
ADAPTER_DEFAU | STRING | - MAIN (0] The topic name for the non oracle
LT_INGRESS_TO ingress feed adapter
PIC
ADAPTER_DEFAU | INTEGE | - 30 0] The number of partitions for the non
LT_INGRESS_PAR|R oracle ingress feed adapter
TITIONS
ADAPTER_DEFAU | INTEGE | - 1 (0] The non oracle topic replication factor
LT_INGRESS_RE |R
PLICATION_FACT
OR
ADAPTER_DEFAU | INTEGE | - 600000 |O The non oracle topic retention time in
LT_INGRESS_RET|R milisec
ENTION_MS
ADAPTER_DEFAU | STRING | - all (0] The non oracle producer
LT INGRESS _AC acknowledgement value
KS
ADAPTER_DEFAU | INTEGE | - 3 (0] The number of retries for the non oracle
LT_INGRESS_RET|R ingress adapter feed
RY
ADAPTER_DEFAU | INTEGE | - 101874 | O The buffer in bytes in the non oracle
LT_INGRESS_LIMI| R ingress adapter feed for the http
T connection
resources.limits.cp | INTEGE | - 1 M Number of maximum CPUs for each
u R configuration service instance
resources.limits.me | STRING | - 1Gi M Max Memory limit for each configuration
mory service instance
resources.limits.ep | STRING | - 500Mi M Ephemeral Storage for each
hemeralstorage configuration service
resources.requests | INTEGE | - 1 M Minimum number of CPUs required for
.cpu R each configuration service instance
resources.requests | STRING | - 1Gi M minimum Memory required for each
.memory configuration instance
resources.requests | STRING | - 100Mi M minimum Ephemeral Storage required
.ephemeralstorage for each configuration instance
ocnaddmigration.n | STRING | - ocnadd |M Name of the migration Job
ame migratio
n
ocnaddmigration.re | STRING | - 500m M Maximum CPU required for the

Migration Job
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Health Monitoring and Alarm Service Parameters

Table 3-4 (Cont.) Configuration Service Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddmigration.re | STRING | - 1Gi M Maximum Memory required for the
sources.limit. memo Migration Job
ry
ocnaddmigration.re | STRING | - 500m M Minimum CPU required for the Migration
sources.requests.c Job
pu
ocnaddmigration.re | STRING | - 1Gi M Minimum Memory required for the
sources.requests.c Migration Job
pu

3.6 Health Monitoring and Alarm Service Parameters

Table 3-5 Health Monitoring Service Parameters

Parameter Name Data Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddhealthmonitoring.nam | STRING | ocnaddh | M Health monitoring service name
e ealthmo
nitoring
HEALTH_MONITORING_TIM | INTEGE | 5000 (0] Timer to check Health of integrated
ER R services
HEALTH_METRICS_SCHED | BOOLE |true (0] Scheduler for metrics
ULED AN
HEALTH_METRICS_TIMER |INTEGE | 120000 |O Timer for health metrics
R
HEALTH_PURGE_TIME_HR | INTEGE |5 0] Health profile purging timer in hour
R
HEALTH_MONITORING_CP [INTEGE |75 M CPU threshold to raise alarm
UTHRESHOLD R
HEALTH_MONITORING_ME | INTEGE |95 M Memory threshold to raise alarm
MORYTHRESHOLD R
Logging Properties
resources.limits.cpu INTEGE |1 M Number of maximum CPUs for each
R health monitoring service instance
resources.limits.memory STRING | 1Gi M Max Memory limit for each health
monitoring service instance
resources.limits.ephemeralsto | STRING | 500Mi M Ephemeral Storage for each health
rage monitoring service
resources.requests.cpu INTEGE |1 M Minimum number of CPUs required for
R each health monitoring service instance
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Chapter 3

Health Monitoring and Alarm Service Parameters

Table 3-5 (Cont.) Health Monitoring Service Parameters

Parameter Name Data Default | Mandat | Description
Type Value ory(M)/

Optiona

1(0)/

Conditi

onal(C)
resources.requests.memory | STRING | 1Gi M minimum Memory required for each

health monitoring instance

resources.requests.ephemera | STRING | 200Mi M minimum Ephemeral Storage required
Istorage for each health monitoring instance

Table 3-6 Alarm Service Parameters
|

Parameter Data Type Range Default Value | Mandatory(M)/ | Description
Name Optional(O)/
Conditional(C)
ocnaddalarm.n [ STRING - ocnaddalarm M Application
ame name for Alarm
Service
resources.limits | INTEGER - 1 M Number of
.cpu maximum
CPUs for each
alarm service
instance
resources.limits | STRING - 1Gi M Max Memory
.memory limit for each
alam service
instance
resources.limits | STRING - 200Mi M Ephemeral
.ephemeralstor Storage for
age each alarm
service
resources.requ | INTEGER - 1 M Minimum
ests.cpu number of
CPUs required
for each alarm
service
instance
resources.requ | STRING - 1Gi M minimum
ests.memory Memory
required for
each alarm
instance
resources.requ | STRING - 200Mi M minimum
ests.ephemeral Ephemeral
storage Storage
required for
each alarm
instance
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Chapter 3

Admin Service Parameters

Parameter Data Type Range Default Value | Mandatory(M)/ | Description
Name Optional(O)/
Conditional(C)
MAX_ALARM_ | INTEGER - 1000 o Parameter to
RETRIEVE_CO fetch maximum
UNT of 1000 latest
alarm for each
severity type

3.7 Admin Service Parameters
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Table 3-7 Admin Service Parameters

esources.requests.
memory

Parameter Name | Data Range |Default | M/OIC | Description

Type Value
resources.limits.cp | INTEGE | - 1 M Number of maximum CPUs for each
u R admin service
resources.limits.me | STRING | - 1Gi M Max Memory limit for each admin
mory service instance
resources.limits.ep | STRING | - 200Mi M Ephemeral Storage for each admin
hemeralstorage service
resources.requests | INTEGE | - 1 M Minimum number of CPUs required for
.cpu R each admin service instance
resources.requests | STRING | - 1Gi M minimum Memory required for each
.memory admin instance
resources.requests | STRING | - 200Mi M minimum Ephemeral Storage required
.ephemeralstorage for each admin instance
OCNADD_EGRES | BOOLE | true/ false (0] Enable this parameter to true if traffic
S NETWORK_EN | AN false needs to be routed outside the cluster.
ABLE
OCNADD_EGRES | STRING | - oam (@) Name of the egress network configured
S_NETWORK_NA in the CNE cluster.
ME_VALUE
OCNADD_CNC_E | STRING True (0] Enable oracle.com.cnc network.
NABLE

Consumer Aapter Parameters

consumeradapter.r | INTEGE | - 3 M Number of maximum CPUs for each
esources.limits.cpu | R admin service
consumeradapter.r | STRING | - 6Gi M Max Memory limit for each admin
esources.limits.me service instance
mory
consumeradapter.r | STRING | - 1Gi M Ephemeral Storage for each admin
esources.limits.eph service
emeralstorage
consumeradapter.r | INTEGE | - 3 M Minimum number of CPUs required for
esources.requests. | R each admin service instance
cpu
consumeradapter.r | STRING | - 6Gi M minimum Memory required for each

Correlation instance
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Chapter 3
Admin Service Parameters

ORDS

Parameter Name | Data Range |Default | M/OIC Description
Type Value

consumeradapter.r | STRING | - 1Gi M minimum Ephemeral Storage required
esources.requests. for each Correlation instance
ephemeralstorage
EGRESS_SSL_HA|INTEGE |- 5 (0] SSL handshake timeout.
NDSHAKE_TIMEO | R
uTt
ENABLE_L3L4_C | BOOLE |true/ false 0] Enable L3L4 Metric.
OUNTER_METRIC | AN false
S
OCNADD_ADAPT | INTEGE | - 2 M Minimum Replicas for HTTP2 Adapter
ER_MIN_REPLICA| R
S_HTTP2
OCNADD_ADAPT | INTEGE |- 13 M Max Replicas for HTTP2 Adapter
ER_MAX_REPLIC |R
AS_HTTP2
OCNADD_ADAPT | INTEGE |- 1 M Minimum Replicas for TCP Adapter
ER_MIN_REPLICA| R
S_TCP
OCNADD_ADAPT |[INTEGE |- 9 M Max Replicas for TCP Adapter
ER_MAX_REPLIC |R
AS_TCP
MAX_TCP_CONN | INTEGE |- 6 M Max allowed TCP connection per
ECTION_PER_DE |R destination
ST
ADAPTER_KAFKA | INTEGE | - 0 (0] The minimum amount of data the server
_FETCH_MIN_BY |R should return for a fetch request
TES
ADAPTER_KAFKA | STRING | - 5767200 | O The maximum amount of data the server
_FETCH_MAX_BY 0 should return for a fetch request
TES
ADAPTER_KAFKA | STRING | - 1048570 | O The maximum amount of data per-
~MAX_PARTITION 0 partition the server will return
_FETCH_BYTES
ADAPTER_KAFKA | INTEGE | - 40 (0] The maximum amount of time the server
_FETCH_MAX_W |R will block before answering the fetch
AIT_MS request
ADAPTER_KAFKA | INTEGE | - 15000 (0] The timeout used to detect client failures
_SESSION_TIME_ |R when using Kafka’s group management
ouT facility
ADAPTER_KAFKA | INTEGE | - 5000 (0] The expected time between heartbeats
_HEARTBEAT_INT | R to the consumer coordinator when using
ERVAL_MS Kafka's group management facilities
ADAPTER_KAFKA | INTEGE | - 30000 0] The maximum delay between
_MAX_POLL_INTE|R invocations of poll() when using
RVAL_MS consumer group management
ADAPTER_KAFKA | INTEGE | - 1500 (0] The maximum number of records

MAX_POLL_REC |R returned in a single call to poll()
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Parameter Name | Data Range |Default | M/OIC Description
Type Value

ADAPTER_KAFKA | INTEGE | - 30 0] The frequency in milliseconds that the

_COMMIT_INT_C |R consumer offsets are committed to

ONFIG Kafka

ADAPTER_KAFKA | INTEGE | - 9 (0] The number of threads to run stream

_NUM_THREADS |R processing for http2 connections.

_CONFIG_HTTP2

ADAPTER_KAFKA | INTEGE | - 6 0] The number of threads to run stream

_NUM_THREADS |R processing for tcp connections.

_CONFIG_TCP

ADAPTER_KAFKA | INTEGE | - 30 (0] The amount of time in milliseconds to

_CONSUMER_PO |R block waiting for input.

LL_MS

ADAPTER_KAFKA [ STRING | - 1048570 | M The size of the TCP receive buffer

_RECEIVE_BUFF 0 (SO_RCVBUF) to use when reading

ER_BYTES data.

ADAPTER_LOG_L | STRING | [ON,OF |OFF (0] Whether to ON or OFF Kafka logs in

EVEL_KAFKA F] Adapter Service.

OCNADD_ADAPT | INTEGE 2 (0] MAX replicas for synthetic Adapter.

ER_MAX_REPLIC |R

AS_TCP

OCNADD_ADAPT | INTEGE 60 M Adapter Svc Liveness Param: this field

ER_LIVENESS D |R tells the kubelet that it should wait for

ELAY mentioned seconds before performing
the first probe.

OCNADD_ADAPT | INTEGE 15 M Adapter Svc Liveness Param: this field

ER_LIVENESS P |R specifies that the kubelet should perform

ERIOD_SECONDS a liveness probe every given number of
seconds.

OCNADD_ADAPT | INTEGE 5 M Adapter Svc Liveness Param: For the

ER_LIVENESS FA|R case of a liveness probe, triggers a

ILURE restart for that specific container if the
container failed to start for given number
of failure retries.

OCNADD_ADAPT | INTEGE 20 M Adapter Svc Liveness Param: Number

ER_LIVENESS TI |R of seconds after which the probe times

MEOUT out.

CONFIG_SVC_DA | INTEGE 3000 (0] Delay in milliseconds between Retries to

TASTREAM_OFFS [ R fetch the data stream offset from config

ET_DELAY_MS service in case of failure.

ADAPTER_KAFKA | INTEGE 30000 (0] Timeout in milliseconds to list the

_LISTCONSUMER | R Consumer Groups.

_TIMEOUT_MS

KAFKA_TOPIC_N | INTEGE 42 (0] Default number of partitions that will be

O_OF_PARTITION | R created for a topic when a new Kafka

S feed is created.

KAFKA_TOPIC_R | INTEGE 1 0] Replication Factor for the Kafka Topic of

EPLICATION_FAC |R Kafka Feed.

TOR

KAFKA_TOPIC_R |INTEGE 300000 |O Retention Time for Kafka Topic.

ETENTION_MS R
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AL_CLIENT_SSL_
HANDSHAKE_TIM
EOUT

Parameter Name | Data Range |Default | M/OIC Description
Type Value

KAFKA TOPIC_S |INTEGE 300000 |O Retention Time for the Kafka topic

EGMENT_MS R segment

EXTERNAL_CON | INTEGE 9094 (0] Kafka bootstrap server port number for

SUMER_SASL P |R SASL_SSL protocol.

ORT

KAFKA_FUTURE_ | INTEGE 25000 0] Timeout to fetch the admin client

TIMEOUT_MS R response details.

VERIFY_KAFKA_ | INTEGE 10000 (0] Timeout to verify Kafka connection in

CONNECTION_TI |R milliseconds.

MEOUT_MS

KAFKAFEED_MET | BOOLE true 0] To enable or disable metrics for Kafka

RICS_SCHEDULE | AN Feeds.

D

KAFKAFEED_MET | STRING 15s (0] Metrics timer for Kafka Feeds.

RICS_TIMER

TCP_STREAM_RE| BOOLE false (0] To enable Kafka feed stream restart.

SET_ENABLED AN This maybe required only when 3rd
Party consumer is not working properly
and frequently breaks connections with
Synthetic Feed

TCP_STREAM_RE| INTEGE | - 60 (0] The time in minutes to check if stream

SET_ELAPSED_TI|R reset is required.

ME

TCP_STREAM_RE| INTEGE 300000 |O Default 300 sec, Schedular Interval Time

SET_FIXED_DELA|R

Y_MS

TCP_STREAM_RE| INTEGE 150000 |O Default 150 sec, Schedular Initial Delay

SET_INI_DELAY_ |R to Start

MS

TCP_STREAM_RE| INTEGE 300000 |O Default 300 sec, interval to check for the

START_INTERVAL | R TCP stream restart

_Ms

TCP_CONN_INSP [ BOOLE | true/ true (0] The parameter to enable the watcher for

ECTOR_ENABLE | AN false the TCP connection in consumer

D adapter

OCNADD_INTERN | STRING TLS 0] The SSL protocol used between the

AL_CLIENT_SSL adapter and internal DD services

PROTOCOL communication

OCNADD_INTERN | STRING TLSv1.2,|O The version of TLS supported between

AL_CLIENT_SSL _ TLSv1.3 adapter and internal DD services

PROTOCOLS communication

OCNADD_INTERN | STRING 30s 0] SSL handshake timeout between

adapter and internal DD services
communication
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EC

Parameter Name | Data Range |Default | M/OIC Description
Type Value

OCNADD_SSL_CI | STRING TLS_AE | O Oracle Ciphers supported for the TLS
PHERS S 256 communication

GCM_S

HA384,T

LS_AES

128 G

CM_SH

A256,TL

S_ECD

HE_RSA

_WITH_

AES_12

8_GCM_

SHA256,

TLS_EC

DHE_R

SA_ WIT

H_AES_

256_GC

M_SHA3

84
OCNADD_ADAPT | STRING 5s M The retry interval between adapter and
ER_CONFIG_RET configuration service communication for
RY_DELAY subscription
OCNADD_ADAPT | STRING 3 M The number of retries supported for
ER_CONFIG_RET sending the delete subscription request
RY_DELETE_SUB to configuration service by consumer
S_REQ_ATTEMPT adapter service
OCNADD_ADAPT | STRING 3s M The retry interval supported for sending
ER_CONFIG_RET the delete subscription request to
RY_DELETE_SUB configuration service by consumer
S REQ_DELAY adapter service
EGRESS_TRUST |BOOLE |true/ true M The parameter to enable/disable the
STORE_ENABLED | AN false truststore between consumer adapter

and 3rd party application
EGRESS_SSL_CL [ STRING | need/ want M SSL Authentication mode to be
IENT_AUTH want supported between consumer adapter
and 3rd party communication

EGRESS_SSL_HA | STRING | - 5s M SSL handshake timeout between
NDSHAKE_TIMEO adapter and 3rd party application
uT communication
HTTP_ENABLE_S | BOOLE | true/ true M The parameter to enable the
UBSCRIBE_API_A | AN false asynchronous processing of
SYNC_PROCESSI subscription request towards the
NG configuration service
EGRESS_RESPO |INTEGE |- 120 (0] The setting (which defaults to 2 minutes)
NSE_IDLE_TIMEO | R dictates when to close a connection
UT_SEC after it becomes idle
EGRESS_RESPO | INTEGE |- 8 (0] The amount of time it takes to actually
NSE_TIMEOUT_S |R receive the response back from the

server, default is 8 sec
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E_INT

Parameter Name | Data Range |Default | M/OIC Description
Type Value

EGRESS_CHANN [ INTEGE | - 6 (@] Specifies the amount of time, in

EL TIMEOUT SE |R seconds, that the HTTP transport

C channel waits for a read request to
complete on a socket after the first read
occurs. Default is 6 sec

EGRESS_HTTP_F | STRING | - false (0] The parameter to indicate that consumer

OLLOW_REDIREC adapter does not want any redirections

TS from the 3rd party applications

SO_SEND_BUF_B | STRING 1677721 | O The send socket buffer size for the

YTES_HTTP 6 HTTP connection towards 3rd party
application

EGRESS_KEEPAL | INTEGE | - 60 (0] The keepalive will be sent after the

IVE_IDLE R connection is idle for the configured
seconds

EGRESS_KEEPAL | INTEGE | - 60 0] interval between two keepalive

IVE_INT R messages

EGRESS_KEEPAL | INTEGE | - 10 (0] The maximum number of keepalive

IVE_COUNT R packets that will be sent before
assuming the connection is dead

EGRESS_HTTP_C| INTEGE | - 100 (0] The maximum number of concurrent

LIENT_MAX_CON |R HTTP connection that can be made by

CURRENT_HTTP_ http client

CONN

EGRESS _HTTP_ |INTEGE |- 5 (0] The maximum number of concurrent

MAX_CONCURR_ |R HTTP Requests that can be sent by http

REQ_PER_HTTP_ client on the single http connection

CONN

EGRESS_MAX_C |INTEGE |- 30 (0] In the http client connection pool, the

ONNECTION_PO [R connections that are not currently in use

OL_IDLE but are maintained by the pool for reuse

EGRESS_HTTP_C| INTEGE | - 25 0] Sets the amount of quiet period for

LIENT_SHUTDOW | R shutdown of client thread pools

N_QUIET_PERIO

D_SEC

EGRESS HTTP_C|INTEGE |- 30 (0] Sets the amount of time to wait for

LIENT_SHUTDOW | R shutdown of client thread pools

N_TIMEOUT_SEC

ADAPTER_TCP_C | INTEGE | - 1000 (0] the maximum number of concurrent

LIENT_POOL_MA |R TCP connections a client can establish

X with a server

ADAPTER_TCP_C | INTEGE | - 60 (0] A TCP client channel timeout occurs

LIENT_CHANNEL |R when a TCP client doesn't receive a

_TIMEOUT response from a server within a specific
timeframe, leading to the connection
being terminated

ADAPTER_TCP_C | INTEGE | - 120 (0] The keepalive will be sent after the

LIENT_KEEPALIV |R connection is idle for the configured

E_IDLE seconds

ADAPTER_TCP_C | INTEGE | - 20 0] interval between two keepalive

LIENT_KEEPALIV |R messages
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_SSL_PROTOCOL

Parameter Name | Data Range |Default | M/OIC Description

Type Value
ADAPTER_TCP_C | INTEGE | - 5 (0] The maximum number of keepalive
LIENT_KEEPALIV |R packets that will be sent before
E_COUNT assuming the connection is dead
ADAPTER_TCP_C | INTEGE | - 60 (0] The timeout for the SSL handshake to
LIENT_SSL_HAND|R complete for the TCP connection
SHAKE
TCP_CONN_INSP | STRING | - 30s 0] The delay interval after which the TCP
ECTOR_FIXED_D connection watcher will keep on
ELAY watching the connection
TCP_CONN_INSP | STRING | - 20s (0] The initial delay after which the TCP
ECTOR_INI_DELA connection watcher will start watching
Y the connection
ADAPTER_TCP_C | INTEGE | - 60 0] The TCP connection timeout after which
ONNECT_TIMEOU| R there is no response received from the
T server
ADAPTER_TCP_C | INTEGE | - 1000 (0] The TCP connection retry interval
ONNECT_RETRY_|R
MS
ADAPTER_TCP_C | STRING | - 120000 |O The maximum wait for the TCP
ONNECT_MAX_R connection retry
ETRY_DELAY_MS
TCP_SEQ_ACK_C | STRING | - 7200000 | O The connection management timer for
ONNECTION_MG the sequence acknowledgement feature
MT_TIMER_MILLI in consumer adapter. It is configured in

milisec

SYNTHETIC_SEQ | INTEGE |- 5 (0] The timeout after which the cache
_ACK_CACHE_CL |R cleaning will happen for the sequence
EAN_DELAY_SEC ack cache
SYNTHETIC_SEQ | INTEGE 5 0] The time period an entry will remain in
_ACK_CACHE_CL |R sequence ack cache
EAN_PERIOD_SE
C
SYNTHETIC_STR | INTEGE 100000 |O The connection management timer for
EAM_ID_TRANSA |R the stream-id feature in consumer
CTION_MGMT_TI adapter. It is configured in milisec
MER_MILLI
SYNTHETIC_STR | INTEGE 2 (0] The timeout after which the cache
EAM_ID_CACHE_ |R cleaning will happen for the stream-id
CLEAN_DELAY_S cache
EC
SYNTHETIC_STR | INTEGE 2 0] The time period an entry will remain in
EAM _ID_CACHE_ |R stream-id cache
CLEAN_PERIOD_
SEC
ADAPTER_KAFKA | STRING | - MAIN M The topic name that consumer adapter
_SOURCE_TOPIC will start reading from
ADAPTER_KAFKA | STRING | - 120s M The interval after which the consumer
_TOPIC_CHECK_I adapter will check if the topic to
NITIAL_DELAY consume has been created.
OCNADD_KAFKA | STRING | - TLSv1.3 |M SSL protocol configured in consumer

adapter with Kafka cluster
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VE_SUCCESS_RE
Q_ALLOWED

Parameter Name | Data Range |Default | M/OIC Description
Type Value

ADAPTER_KAFKA | STRING | - 300000 |O The time after which the consumer

~MAX_METADATA adapter will refresh the metadata

_AGE information from the Kafka cluster

ENABLE_KAFKA | BOOLE |true/ true (0] The parameter to denote that Kafka

RECORD_TIMEST | AN false record timestamp should be used in the

AMP_PROCESSIN latency calculation

G

ADAPTER_KAFKA | BOOLE | true/ false 0] The parameter to enable the

_ENABLE_AUTO_ [ AN false autocommit of Kafka consumer offsets

COMMIT by the consumer adapter

ADAPTER_KAFKA | INTEGE | - 0 (0] The value of autocommit interval if

_AUTOCOMMIT_| |R autocommit is enabled in the consumer

NT_CONFIG adapter

STREAM_THREA | INTEGE |- 10000 (0] The initial delay in the stream

D_DELAY_MS R processing after which the
asynchronous retries will be tried.

ADAPTER_ASYN | STRING | - 30s (0] The delay after which the retry is done in

C_ENDPOINT_RE an asynchronous communication with

TRY_SCH_FXD_D the 3rd party application

ELAY

MAX_CONSECUTI | INTEGE | - 10 (0] The number of consecutive failure after

VE_ERRORS_ALL |R which the circuit is broken

OWED

MAX_CONSECUTI | STRING | - 270000 (O The consecutive successful messages

count before the circuit is deemed to be
closed again

3.7.1 Correlation Service Parameters

All the Correlation parameters are available under ocnaddadni n. correl ati on section in
ocnadd- nedi at i on- cust om val ues. yamfile.

Table 3-8 Correlation Service Parameters

Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/
Optiona
1(0)/
Conditi
onal(C)
correlation.resources.limits.cp | INTEGE | - 3 M Number of
u R maximum CPUs for
each Correlation
instance
correlation.resources.limits.m | STRING | - 64Gi M Max Memory limit
emory for each
Correlation
instance
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Admin Service Parameters

Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/
Optiona
1(0)/
Conditi
onal(C)
correlation.resources.limits.ep | STRING | - 800Mi M Ephemeral Storage
hemeralstorage for each
Correlation
instance
correlation.resources.request | INTEGE | - 3 M Minimum number
s.cpu R of CPUs required
for each
Correlation
instance
correlation.resources.request | STRING | - 24Gi M minimum Memory
s.memory required for each
Correlation
instance
correlation.resources.request | STRING | - 400Mi M minimum
s.ephemeralstorage Ephemeral Storage
required for each
Correlation
instance
correlation.minReplicas INTEGE |- 1 M Minimum replicas
R of correlation
service instance
correlation.maxReplicas INTEGE |- 4 M Maximum replicas
R of correlation

service instance

Environmental variables for Correlation service are d

eclared under

"ocnaddadmi nsvc. correl ation. env" section
ADMIN_CORRELATION_RE | STRING |- /tmp/ocnadd/ M Template file for
SOURCE_FILE deploy/ deploying

ocnaddcorrelations correlation service
ervice.yam| through admin
service.
KAFKA_STREAM_STATE STRING | - /tmp/ocnadd/kafka/ | O temporary storage
state for kafka state
store
KAFKA_REPLICATION_FAC | INTEGE |- 1 (@) replication factor
TOR R for state store
KAFKA_ENABLE_AUTO_CO | BOOLE | [true/ false (@] enable or disable
MMIT AN false] kafka auto commit
KAFKA_SOCKET_BYTES_B | INTEGE |- 104857 (0] Kafka Socket
UFFER R Buffer setting for
consumer
KAFKA_SOCKET_BYTES_B | INTEGE | - 100 o] This parameter is
UFFER_PORTION R used to multiply

with
KAFKA_SOCKET_
BYTES_BUFFER
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Admin Service Parameters

Parameter Name

Data
Type

Range

Default Value

Mandat
ory(M)/
Optiona
1(0)/
Conditi
onal(C)

Description

KAFKA_FETCH_MIN_BYTE
s

INTEGE
R

(0]

The minimum
amount of data
per-partition the
server will return

KAFKA_FETCH_MAX_BYTE
S

INTEGE
R

576720

The maximum
amount of data
per-partition the
server will return

KAFKA_FETCH_MAX_BYTE
S_PORTION

INTEGE
R

100

This parameter is
used to multiply
with
KAFKA_FETCH_M
AX_BYTES

KAFKA_MAX_PARTITIONS
FETCH_BYTES

INTEGE
R

104858

The maximum
amount of data
per-partition the
server will return.

KAFKA_MAX_PARTITIONS_
FETCH_BYTES_PORTION

INTEGE
R

10

This parameter is
used to multiply
with
KAFKA_MAX_PAR
TITIONS_FETCH_
BYTES

FETCH_MAX_WAIT_MS

INTEGE
R

100

The maximum
amount of time the
server will block
before answering
the fetch request if
there isn't sufficient
data to immediately
satisfy the
requirement given
by fetch.min.bytes

SESSION_TIME_OUT

INTEGE
R

15000

The timeout used
to detect client
failures when using
Kafka's group
management
facility.

HEARTBEAT_INTERVAL_MS

INTEGE
R

5000

The expected time
between
heartbeats to the
consumer
coordinator when
using Kafka’'s
group management
facilities
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Admin Service Parameters

Parameter Name

Data
Type

Range

Default Value

Mandat
ory(M)/
Optiona
1(0)/
Conditi
onal(C)

Description

MAX_POLL_INTERVAL_MS

INTEGE
R

30000

(0]

The maximum
delay between
invocations of poll()
when using
consumer group
management

MAX_POLL_RECORDS

INTEGE
R

500

The maximum
number of records
returned in a single
call to poll()

KAFKA_OFFSET_CONFIG

STRING

latest

default kafka data
stream offset
config

KAFKA_AUTOCOMMIT_INT_
CONFIG

INTEGE
R

50

It specifies how
often the consumer
commits its current
position, which can
be useful for
ensuring message
processing
progress.

KAFKA_COMMIT_INT_CON
FIG

INTEGE
R

50

this property will
configure the

interval at which
Kafka consumer
commits offsets.

KAFKA_NUMBER_THREAD
S_CONFIG

INTEGE
R

this property is
used to configure
the number of
threads or
consumers that
Kafka Streams or
Kafka consumers
will use for
processing
messages

KAFKA_MAX_AGE_CONFIG

INTEGE
R

7500

This property will
be used to set a
maximum age for
Kafka consumer
records

KAFKA_CONSUMER_STRA
TEGY

STRING

org.apache.kafka.cl
ients.consumer.Ro
undRobinAssignor

This property will
be used to the
strategy used for
partition
assignment when
consuming
messages from
Kafka topics
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Admin Service Parameters

Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/
Optiona
1(0)/
Conditi
onal(C)
PRODUCERS_ACKNOWLED | INTEGE | - 0 (0] producer
GMENTS R acknowledgments
CONSUMER_POLL_MS INTEGE |- 50 (0] Polling time in ms
R for consumer
BATCH_SIZE INTEGE |- 65536 o] The maximum
R amount of data to
be collected before
sending the batch.
LINGER_MS INTEGE |- 1 (0] The time to wait
R before sending
messages out to
Kafka
REQUEST_TIMEOUT_MS INTEGE |- 1000 o] The configuration
R controls the
maximum amount
of time the client
will wait for the
response of a
request
OCNADD_KAFKA_SSL_PRO| STRING | - TLSv1.3 (0] SSL Protocol
TOCOL version
OCNADD_KAFKA_SECURIT | STRING | - SASL_SSL (0] describes
Y_PROTOCOL_SASL SASL_SSL kafka
security Protocol
OCNADD_KAFKA_SECURIT | STRING | - SSL (0] describes SSL
Y_PROTOCOL_SSL kafka security
Protocol
OCNADD_KAFKA_SASL_ME| STRING | - PLAIN (0] describes SASL
CHANISM SCRAM
mechanism
OCNADD_KAFKA_SASL_JA | STRING | - ocnadd (0] kafka default jaas
AS_USERNAME username present
OCNADD_KAFKA_SASL_JA | STRING |- org.apache.kafka.c | O kafka Login module
AS_MODULE ommon.security.pla
in.PlainLoginModul
e
OCNADD_KAFKA_JAAS_SE | STRING |- jaas_password (0] jaas password for
CRET_KEY kafka
authentication
taken from the
jaas-secret with
this key
OCNADD_KAFKA_JASS SE | STRING |- jaas-secret (@] jaas-secret name
CRET_NAME
CORRELATION_LOG_LEVE | STRING | [ON,OF |OFF (@) Kafka Streams Log
L_KAFKA F] Level
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|

Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/

Optiona

1(0)/

Conditi

onal(C)
OCNADD_CORRELATION_L | STRING | - WARN o] root log level
OG_ROOT
OCNADD_CORRELATION_L | STRING | - INFO o netty log level
OG_NETTY
KAFKASTREAMS_PUNCTU | INTEGE |- 2000 (0] Kafka Stream
ATOR_TIMER R Scheduler Timer to

loop through the
Local cache for
Timer Expiry
Scenario

Environmental variables for Diameter Correlation service are declared under
"ocnaddadm nsvc. di anet ercorrel ati on. env" section

(Note: The Kafka parameters for Diameter correlation are same as explained in the
ocnaddadmi nsvc. correl ation. env)

diametercorrelation.resources | INTEGE | - 3 M Number of
limits.cpu R maximum CPUs for
each Diameter
Correlation
instance

diametercorrelation.resources | STRING | - 64Gi M Max Memory limit
limits.memory for each Diameter
Correlation
instance

diametercorrelation.resources | STRING | - 800Mi M Ephemeral Storage
limits.ephemeralstorage for each Diameter
Correlation
instance

diametercorrelation.resources | INTEGE | - 3 M Minimum number
.requests.cpu R of CPUs required
for each Diameter
Correlation
instance

diametercorrelation.resources | STRING | - 24Gi M minimum Memory
.requests.memory required for each
Diameter
Correlation
instance

diametercorrelation.resources | STRING | - 400Mi M minimum
.requests.ephemeralstorage Ephemeral Storage
required for each
Diameter
Correlation
instance

diametercorrelation.minReplic | INTEGE | - 1 M Minimum replicas
as R of Diameter
correlation service
instance
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Parameter Name Data Range | Default Value Mandat | Description
Type ory(M)/
Optiona
1(0)/
Conditi
onal(C)
diametercorrelation.maxRepli | INTEGE | - 4 M Maximum replicas
cas R of Diameter
correlation service
instance

3.7.2 Storage Adapter Service Parameters

All the Storage Adapter Service parameters are available under
ocnaddadni nsvc. st or ageadapt er section in ocnadd- medi ati on- cust om val ues. yani file.

Table 3-9 Storage Adapter Service Parameters

.ephemeralstorage

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
resources.limits.cp | INTEGE | - 3 M Number of maximum CPUs for each
u R storage adapter instance
resources.limits.me | STRING | - 64Gi M Max Memory limit for each storage
mory adapter instance
resources.limits.ep | STRING | - 400Mi M Ephemeral Storage for each storage
hemeralstorage adapter instance
resources.requests | INTEGE | - 3 M Minimum number of CPUs required for
.cpu R each storage adapter instance
resources.requests | STRING | - 64Gi M minimum Memory required for each
.memory storage adapter instance
resources.requests | STRING | - 400Mi M minimum Ephemeral Storage required

for each storage adapter instance

Environmental variables for Storage Adapter service are declared under
"ocnaddadm nsvc. st or ageadapt er. env" section

PARTITION_FETC
H_BYTES

OCNADD_STORA | BOOLE | [true,fals |true M The flag to indicate if HTTP2 should be
GE_ADAPTER_HT | AN e] used or not. Default is true
TP2_ENABLED

KAFKA_SOCKET_ | INTEGE | - 104857 | O Kafka Socket Buffer setting for
BYTES_BUFFER |R consumer

STORAGE_ADAPT | INTEGE | - 1 (0] The minimum amount of data per-
ER_KAFKA FETC |R partition the server will return
H_MIN_BYTES

STORAGE_ADAPT | INTEGE | - 104858 | O The maximum amount of data per-
ER_KAFKA MAX_|R partition the server will return.
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Table 3-9 (Cont.) Storage Adapter Service Parameters

AL_CLIENT_SSL_
PROTOCOL

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
STORAGE_ADAPT | INTEGE | - 100 0] The maximum amount of time the server
ER_KAFKA_FETC |R will block before answering the fetch
H_MAX_WAIT_MS request if there isn’t sufficient data to

immediately satisfy the requirement
given by fetch.min.bytes

STORAGE_ADAPT | INTEGE | - 90000 (0] The timeout used to detect client failures
ER_KAFKA_SESS |R when using Kafka’s group management
ION_TIME_OUT facility.
STORAGE_ADAPT | INTEGE | - 30000 0] The expected time between heartbeats
ER_KAFKA_HEAR | R to the consumer coordinator when using
TBEAT_INTERVAL Kafka’'s group management facilities
_MSs
STORAGE_ADAPT | INTEGE | - 240000 (O The maximum delay between
ER_KAFKA MAX_|R invocations of poll() when using
POLL_INTERVAL _ consumer group management
MS
STORAGE_ADAPT | INTEGE | - 900 (0] The maximum number of records
ER_KAFKA_MAX_ |R returned in a single call to poll()
POLL_RECORDS
STORAGE_ADAPT | STRING | - latest (0] default kafka data stream offset config
ER_KAFKA_OFFS
ET_CONFIG
STORAGE_ADAPT | INTEGE | - 6 0] this property is used to configure the
ER_KAFKA_NUM_|R number of threads or consumers that
THREADS_CONFI Kafka Streams or Kafka consumers will
G use for processing messages
PRODUCERS_AC | INTEGE |- 0 (0] producer acknowledgments
KNOWLEDGMENT | R
S
STORAGE_ADAPT | INTEGE | - 50 (0] Polling time in ms for consumer
ER_KAFKA_CONS|R
UMER_POLL_MS
KAFKA_BATCH_SI | INTEGE | - 75000 0] The maximum amount of data to be
ZE R collected before sending the batch.
STORAGE_ADAPT | STRING | - OFF (0] Kafka log level
ER_LOG_LEVEL_
KAFKA
OCNADD_STORA | STRING | - WARN |O root log level
GE_ADAPTER_LO
G_ROOT
OCNADD_STORA | STRING | - INFO (0] netty log level
GE_ADAPTER_LO
G_NETTY
OCNADD_INTERN | STRING | - TLS (0] The secure protocol used between

Storage adapter and internal DD
services for the HTTP communication

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide

G49042-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

December 17, 2025
Page 47 of 69



ORACLE’

Chapter 3
Admin Service Parameters

Table 3-9 (Cont.) Storage Adapter Service Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
OCNADD_INTERN | STRING | - TLSv1.2,|O The TLS version supported by HTTP
AL_CLIENT_SSL_ TLSv1.3 client in the storage adapter service
PROTOCOLS
OCNADD_INTERN | STRING | - 30s (0] The SSL handshake timeout value in the
AL_CLIENT_SSL _ HTTP client used in the storage adapter
HANDSHAKE_TIM service
EOUT
STORAGE_ADAPT | BOOLE | true/ false 0] Parameter to enable the metrics pegging
ER_METRICS_EN | AN false for the storage adapter, defaule is false
ABLED
STORAGE_ADAPT| BOOLE | true/ true (0] Parameter to enable the events on the
ER_EVENT_ENAB | AN false storage adapter, default is true
LED
EVENT_DELETE_ | INTEGE | - 5000 (0] The size of the event list that can be
BATCH_SIZE R deleted by storage adapter, default is

5000

3.7.3 Ingress Adapter Service Parameters

All the Ingress adapter service parameters are available under
ocnaddadmi nsvc. i ngressadapt er section in ocnadd- medi ati on- cust om val ues. yan file of

current release.

Table 3-10 Ingress Adapter Service Parameters
- ____________________ ________________________|
Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
resources.limits.cp | INTEGE | - 3 M Number of maximum CPUs for each
u R ingress adapter instance
resources.limits.me | STRING | - 64Gi M Max Memory limit for each ingress
mory adapter instance
resources.limits.ep | STRING | - 400Mi M Ephemeral Storage for each ingress
hemeralstorage adapter instance
resources.requests | INTEGE | - 3 M Minimum number of CPUs required for
.cpu R each ingress adapter instance
resources.requests | STRING | - 64Gi M minimum Memory required for each
.memory ingress adapter instance
resources.requests | STRING | - 400Mi M minimum Ephemeral Storage required

.ephemeralstorage

for each ingress adapter instance

Environmental variables for Ingress Adapter service are declared under
"ocnaddadm nsvc. i ngressadapt er. env" section
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TIMEOUT_MS

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
INGRESS_ADAPT | STRING | - OFF o Kafka log level
ER_LOG_LEVEL_
ROOT
INGRESS_ADAPT | STRING | - WARN |O root log level
ER_NETTY_LOG_
LEVEL
INGRESS_ADAPT | STRING | - INFO o netty log level
ER_LOG_LEVEL_
KAFKA
INGRESS_ADAPT | STRING | - PKCS12 |M trust store client key Type
ER_KEYSTORE_T
YPE
INGRESS_ADAPT | STRING | - PKCS12 |M trust store key Type
ER_TRUSTSTORE
_TYPE
INGRESS _HTTPS | STRING | - /ocnadd- | M The URL at which the client should
ERVER_ROUTE_P nonoracl stream the data towards ingress adapter
ATH enfivl/
streamin
9
INGRESS_HTTPS | INTEGE | - 30000 (0] The ingress adapter read timeout in
ERVER_READ_TI |R milisec
MEOUT_MS
INGRESS_HTTPS | INTEGE | - 30000 (0] The ingress adapter request timeout in
ERVER_REQUES |R milisec
T_TIMEOUT_MS
INGRESS_HTTPS | INTEGE | - 60000 (0] The ingress adapter connect timeout in
ERVER_CONNEC |R milisec
T_TIMEOUT_MS
INGRESS_HTTPS | INTEGE | - 120000 |O The ingress adapter idle timeout in
ERVER_IDLE_TIM | R milisec
EOUT_MS
INGRESS _HTTPS | INTEGE | - 10485 (0] The socket receive buffer size
ERVER_SOCKET_|R
RECEIVE_BUF
INGRESS_HTTPS | INTEGE | - 100 (0] The socket receive buffer size multiple
ERVER_SOCKET_|R factor. the actual read buffer bytes will
RECEIVE_BUF_P be
ORTION (INGRESS_HTTPSERVER_SOCKET_
RECEIVE_BUF *
INGRESS_HTTPSERVER_SOCKET_R
ECEIVE_BUF_PORTION)
INGRESS_HTTPS | INTEGE | - 60000 0] The ingress adapter socket timeout in
ERVER_SOCKET_|R milisec
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
INGRESS_HTTPS | BOOLE | [true,fals | true (0] The flag to indicate if keepalive should
ERVER_SOCKET_| AN €] be used in the connection
KEEPALIVE
INGRESS_HTTPS | INTEGE | - 30000 (0] Natification flush timeout in milisec
ERVER_CLOSE_N|R
OTIFY_FLUSH_TII
MEOUT_MS
INGRESS_HTTPS | INTEGE | - 30000 0] Notification read timeout in milisec
ERVER_CLOSE_N|R
OTIFY_READ_TII
MEOUT_MS
INGRESS_HTTPS | INTEGE | - 30000 (0] SSL handshake timeout in milisec
ERVER_SSL_HAN | R
DSHAKE_TIMEOU
T_MS
KAFKA_SECURIT | STRING | - PLAINT | O describes kafka security Protocol
Y_PROTOCOL EXT
INGRESS_ADAPT | STRING | - SSL (0] describes ingress adapter security
ER_SECURITY_P Protocol
ROTOCOL
KAFKA_SSL_PRO | STRING | - TLSv1.2 |O SSL Protocol version
TOCOL
KAFKA_SASL_EN | BOOLE | [true,fals | false (0] The flag to indicate if SASL is used for
ABLED AN €] the authentication
KAFKA_JAAS _CO | STRING | - org.apac | O kafka Login module
NFIG_MODULE he.kafka
.commo
n.securit
y.plain.PI
ainLogin
Module
KAFKA_JAAS_CO | STRING | - usernam [ O kafka default jaas username present
NFIG_USER e
KAFKA_JAAS_CO | STRING | - secret (0] kafka default jaas password present
NFIG_PASS
KAFKA_SASL_ME | STRING | - PLAIN |O describes SASL SCRAM mechanism
CHANISM
externalAccess.en | BOOLE | [true,fals | false 0] The flag to indicate if external access is
abled AN €] enabled for the ingress adapter
externalAccess.stat| STRING | - 10.10.10| O Default static loadbalancer IP address
icLoadBalancerlp 1

3.8 Kafka Configuration Parameters

Applicable to both Relay Agent and Mediation Kafka Clusters.
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
kafkaBroker.kafkaP | String - /kafka/ | M The path to store the kafka logs
roperties.logdirs logdir/

kafka-
logs

kafkaBroker.replica | Int 4 The number of replicas that should be
s available for the pod.
kafkaBroker.pvcCla | String 10Gi M Size of Block Volume to attach to kafka.
imSize
target.averageCpu | Int 50 The target average CPU utilization
UtilPercentage percentage.
target.memoryULtilP | Int 80 The target average memory utilization
ercentage percentage.
kafkaBroker.resour | Int 5 The maximum limit for the number of
ce.limits.cpu CPUs used for the container.
kafkaBroker.resour | String 24Gi The maximum limit for the size of the
ce.limits.memory memory used for the container.
kafkaBroker.kafkaP | Int 5 M Log Retention Time of Topic Data in
roperties.logRetent Minutes.
ionMinutes
kafkaBroker.kafkaP | String 2340000 (M The amount of time to retain tombstone
roperties.logClean message markers for log compacted
erDeleteRetention topics.
Ms
kafkaBroker.kafkaP | String TLSv1.2,|M TLS version supported.
roperties.kafkaSsIP TLSv1.3
rotocol
kafkaBroker.kafkaP | Int 1048576 | M TCP socket buffer sizes for the producer.
roperties.socketSe 0
ndBufferBytes
kafkaBroker.kafkaP [ Int 1048576 | M TCP socket buffer sizes for the
roperties.socketRe 0 consumer.
ceiveBufferBytes
kafkaBroker.kafkaP | Int 1048576 | M The maximum number of bytes in a
roperties.socketRe 00 socket request.
questMaxBytes
kafkaBroker.kafkaP | Int 4096 M Number of concurrent connections.
roperties.queuedM
axRequests
kafkaBroker.kafkaP | Int 820 M Number of threads that pick up requests
roperties.numloThr from the request queue to process them.
eads
kafkaBroker.kafkaP | Int 820 M Network threads handle requests to the
roperties.numNetw Kafka cluster, such as produce and fetch
orkThreads requests from client applications.
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Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
kafkaBroker.kafkaP | Int 640 M Number of fetcher threads used to
roperties.numRepli replicate records from each source
caFetchers broker.
kafkaBroker.kafkaP | Int 256 M The number of threads to use for various
roperties.backgrou background processing tasks.
ndThreads
kafkaBroker.kafkaP | Int 619200 (M Minimum bytes expected for each fetch
roperties.replicaFet response.
chMinBytes
kafkaBroker.kafkaP [ Int 3715200 | M The maximum number of bytes we will
roperties.replicaFet 0 return for a fetch request.
chMaxBytes
kafkaBroker.kafkaP [ Int 500 M The maximum wait time for each fetcher
roperties.replicaFet request issued by follower replicas.
chWaitMaxMs
kafkaBroker.kafkaP | Int 1048576 | M The socket receive buffer for network
roperties.replicaSo 0 requests.
cketReceiveBuffer
Bytes
kafkaBroker.kafkaP | Int 3 M The replication factor for the offsets topic
roperties.offsetsTo (set higher to ensure availability).
picReplicationFacto Internal topic creation will fail until the
r cluster size meets this replication factor
requirement.
kafkaBroker.kafkaP | Int 3 M The replication factor for the transaction
roperties.transactio topic (set higher to ensure availability).
nStateLogReplicati Internal topic creation will fail until the
onFactor cluster size meets this replication factor
requirement.
kafkaBroker.extern | Boolean false M Flag to enable External access for
alAccess.enabled Kafka.
kafkaBroker.extern | Boolean false M Flag to enable auto-discovery of
alAccess.autoDisc LoadBalancer IPs.
overy
kafkaBroker.extern | String LoadBal | M Service Type of Kafka Broker.
alAccess.type ancer
kafkaBroker.extern | Boolean false M Setting Static LoadBalancer IPs.
alAccess.setstaticL
oadBalancerlps
kafkaBroker.extern | List [] C List if LoadBalancer Static IP available
alAccess.LoadBala for use.
ncerlPList
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Table 3-11 (Cont.) Kafka Configuration Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
kafkaBroker.kafkaP | Boolean | true/ Relay Cc The property is used to enable the RAM
roperties.ramDrive false Agent based storage for the Kafka cluster in
Storage Kafka: the worker group. When enabled the
true messages in the Kafka topic will be
Mediatio stored inside the RAM and a very
n Kafka: minumum retention will be available. The
false default value is false.
By Default, the Relay Agent Kafka
cluster will use RAM drive as storage
where as Mediation Kafka cluster will be
CEPH based persistence storage

3.9 Ul Router Parameters

Listed below are the Ul Router Parameters:

Table 3-12 Ul Router Parameters

Parameter Name | Data Range |Default Mandat | Description
Type Value ory(M)/
Optiona
1(0)/
Conditi
onal(C)
DD_UIAPI STRING | - http:// M The target endpoint of ocnaddgui
ocnaddgui:80 service and use to configure the
GUI.
groupNamePromlp | OBJECT | - - M List of all the OCNADD group
Config names and their corresponding

prometheus IPs to route the GUI
request and forward the response

compartmentld STRING | - ocid.compart |C Compartment ID required on OCI
ment.oc1.xxx
XX
disk_namespace_o | STRING | - oci_computea | C Disk namespace required on OCI
Ci gent
namespace_oci STRING | - ocnaddgui_oc | C The OCI namespace
i_metrics
DD_PROMETHEU | STRING / M The Prometheus endpoint API URL
S_PATH cluster_name/ path. The update for cluster name
prometheus/a will be automatically managed by
pi/vl/ the application. User do not need
query_range to modify this parameter.
resources.limits.cp | INTEGE | - 1 M Number of maximum CPUs for
u R each Ul router service instance
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Chapter 3
Filter Service Parameters

.ephemeralstorage

Parameter Name | Data Range |Default Mandat | Description
Type Value ory(M)/

Optiona

1(0)/

Conditi

onal(C)
resources.limits.me | STRING | - 1Gi M Max Memory limit for each Ul
mory router service instance
resources.limits.ep | STRING | - 500Mi M Ephemeral Storage for each Ul
hemeralstorage router service
resources.requests | INTEGE | - 1 M Minimum number of CPUs required
.cpu R for each Ul router service instance
resources.requests | STRING | - 1Gi M Minimum Memory required for
.memory each Ul router instance
resources.requests | STRING | - 100Mi M Minimum Ephemeral Storage

required for each Ul router
instance

3.10 Filter Service Parameters

Filter Service Parameters are present under ocnaddfi | t er section in ocnadd- nmedi ati on-
custom val ues. yam file of current release.
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Table 3-13 Filter Service Parameters

.ephemeralstorage

Parameter Name | Data Range |Default Mandat | Description
Type Value ory(M)/
Optiona
1(0)/
Conditi
onal(C)
minReplicas INTEGE | - 1 M minimum number of Replicas of
R Filter Service
maxReplicas INTEGE | - 3 M maximum number of Replicas of
R Filter Service
resources.limits.cp | INTEGE | - 2 M Number of maximum CPUs for
u R each Filter service instance
resources.limits.me | String - 3Gi M Max Memory limit for each Filter
mory service instance
resources.limits.ep | String - 800Mi M Ephemeral Storage for each Filter
hemeralstorage service instance
resources.requests | INTEGE | - 2 M Minimum number of CPUs required
.cpu R for each Filter service instance
resources.requests | String - 3Gi M minimum Memory required for
.memory each Filter service instance
resources.requests | String - 500Mi M minimum Ephemeral Storage

required for each Filter service
instance

Environmental variables are present under section "ocnaddfilter.env”
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Table 3-13 (Cont.) Filter Service Parameters
|

Parameter Name | Data Range |Default Mandat | Description
Type Value ory(M)/

Optiona

1(0)/

Conditi

onal(C)
ENABLE_FILTER_ | BOOLE | [true/ true (0] To enable/disable filter metrics,
METRICS AN false] default is true
OCNADD_KAFKA | STRING |- TLSv1.3 (0] kafka SSL protocol version
_SSL_PROTOCOL
KAFKA_PRODUC | BOOLE | [true/ false (0] whether kafka producer client auth
ER_SSL_CLIENT_ | AN false] is required or not
AUTH
KAFKA_MAX_AGE | INTEGE | - 7500 (0] The period of time in milliseconds
_CONFIG R after which we force a refresh of

metadata.

KAFKA_FETCH_M | INTEGE | - 1 (0] The minimum amount of data per-
IN_BYTES R partition the server will return
KAFKA FETCH_M | STRING | - 57672000 (@] The maximum amount of data per-
AX_BYTES partition the server will return
KAFKA_MAX_PAR | STRING | - 1048580 (0] The maximum amount of data per-
TITIONS_FETCH_ partition the server will return.
BYTES
FETCH_MAX_WAI | INTEGE | - 100 (0] The maximum amount of time the
T_MS R server will block before answering

the fetch request if there isn't
sufficient data to immediately
satisfy the requirement given by
fetch.min.bytes

SESSION_TIME_ | INTEGE |- 15000 (0] The timeout used to detect client
ouT R failures when using Kafka's group
management facility.
HEARTBEAT_INT | INTEGE |- 5000 (0] The expected time between
ERVAL_MS R heartbeats to the consumer

coordinator when using Kafka’s
group management facilities

MAX_POLL_INTE |INTEGE |- 240000 (@) The maximum delay between
RVAL_MS R invocations of poll() when using
consumer group management
MAX_POLL_REC |INTEGE |- 1500 (0] The maximum number of records
ORDS R returned in a single call to poll()
CONSUMER_POL | INTEGE |- 50 (0] Polling time in ms for consumer
L_MS R
PRODUCERS_AC | INTEGE |- 1 (0] The number of acknowledgments
KNOWLEDGMENT | R the producer requires the leader to
S have received before considering a
request complete
BATCH_SIZE INTEGE |- 130000 (0] The maximum amount of data to
R be collected before sending the
batch.
LINGER_MS INTEGE | - 2 (0] The time to wait before sending
R messages out to Kafka

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide
G49042-01 December 17, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 55 of 69



ORACLE’
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Chapter 3
Filter Service Parameters

_DELAY

Parameter Name | Data Range |Default Mandat | Description
Type Value ory(M)/
Optiona
1(0)/
Conditi
onal(C)
REQUEST_TIMEO | INTEGE | - 1000 (@] The configuration controls the
UT_MS R maximum amount of time the client
will wait for the response of a
request
TRANSACTION_FI | BOOLE | [true/ true (0] To enable or disable transaction
LTER AN false] filtering
KAFKA_SOCKET_ | STRING | - 1048570 (0] Kafka Socket Buffer setting for
BYTES_BUFFER consumer
FILTER_KAFKA_P | STRING | [key/ key (@) Kafka record partitioner strategy
ARTITIONER_STR custom/
ATEGY roundrob
in]
OCNADD_FILTER | STRING | - 10s (0] The parameter denotes the initial
_KAFKA_TOPIC_| delay in checking for the Kafka
NITIAL_DELAY topic existence, default is 10sec
OCNADD_FILTER | STRING |- 20s (0] The parameter denotes the retry
_KAFKA _TOPIC _ interval for checking the Kafka
RETRY_THRESH topic existence, default is 20sec
OLD
OCNADD_CONFI | INTEGE |- 3 (@) The number of retries for the
G_RETRY_COUN [R communication towards the
T configuration service in case of
failure, default is 3
OCNADD_CONFI |INTEGE |- 5000 (0] The retry interval for the
G_RETRY_DELAY |R communication towards the
_MS configuration service in case of
failure, default is 5ms
KAFKA_DESCRIB | INTEGE |- 10000 (0] The timeout for the request to get
E_TOPIC_TIMEO |R the Kafka describe topic output
UT_MS from Kafka cluster, default is 10ms
OCNADD_FILTER | STRING |- FILTER_SER |M The type with which filter service
_HEALTH_SVC_T VICE registers with the health monitoring
YPE service
OCNADD_FILTER |INTEGE |- 10000 M The heartbeat timer on the filter
_HEALTH HB TIM|R service to exchange the heartbeat
ER with the health monitoring service,
default is 10sec
OCNADD_FILTER | INTEGE |- 1 M The number of retries with the
_HEALTH_RETRY |R healt monitoring service for the
_COUNT registration of filter service health
profile, default is 1
OCNADD_FILTER | INTEGE |- 2 M The retry delay between two
_HEALTH_RETRY |R consecutive retries for the health

profile registration of filter service,
default is 2sec
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Chapter 3
Redundancy Agent Service Parameters

Parameter Name | Data Range |Default Mandat | Description
Type Value ory(M)/
Optiona
1(0)/
Conditi
onal(C)
OCNADD_FILTER |INTEGE |- 1 M The number of maximum replicas,
_MAX_REPLICA R the health service instance reports
to the health service during health
profile registration.
OCNADD_KAFKA | STRING |- TLSv1.3 (0] SSL Protocol version
_SSL_PROTOCOL
OCNADD_KAFKA | STRING |- SSL (0] The Kafka security protocol for the
_SECURITY_PRO filter service for SSL connection
TOCOL_SSL with Kafka
Table 3-14 Redundancy Agent Service Parameter
Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
autoScaling.enable | BOOLE | true/ false M Allow Hor i zont al Aut oScal ar of
d AN false ocnaddr edundancy pods.
minReplicas INTEGE |- 1 Cc Number of minimum replicas for HPA.
R
maxReplicas INTEGE |- 1 C Number of maximum replicas for HPA.
R
resources.limit.cpu | INTEGE |- 2 M Maximum number of CPU for each pod.
R
resources.limits.me | STRING 1Gi M Maximum memory limit for each service
mory instance.
resources.limits.ep | STRING 500Mi M Ephemeral storage for each service
hemeralstorage instance.
resources.requests | INTEGE 2 M Minimum number of CPUs required for
.cpu R each service instance.
resources.requests | STRING 1Gi M Minimum memory required for each
.memory service instance.
resources.requests | STRING 500Mi M Minimum ephemeral storage required for
.ephemeralstorage each service instance.
resources.target.av | INTEGE | - 85 C Threshold set for Pod AutoScalar.
erageCpuUtilsPerc | R

entage

Environmental variables are present under section ocnaddredundancyagent.env
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Table 3-14 (Cont.) Redundancy Agent Service Parameter

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
OCNADD_REDUN | INTEGE | - 10 0] Interval of heartbeat requests sent to
DANCY_HB_INTE |R primary agent by secondary agent.
RVAL
OCNADD_REDUN | INTEGE 3 (0] Max unsuccessful heartbeat in case of
DANCY_HB_MISS |R secondary agent or max missing
ING heartbeat in case of primary agent.
OCNADD_REDUN | INTEGE 2000 0] Delay before starting periodic Kafka
DANCY_KAFKA_D |R ingress traffic rate.
ELAY_MS
OCNADD_REDUN | INTEGE 500 (0] Interval of periodic Kafka ingress traffic
DANCY_KAFKA | |R check, will switch mode of secondary
NTERVAL_MS agent if change is required during the

check.

OCNADD_REDUN | INTEGE 10 (0] Number of retries for Health registration.
DANCY_HEALTH_ |R
RETRY_COUNT
OCNADD_REDUN | INTEGE 15 (0] Delay between each retries for Health
DANCY_HEALTH_ |R Registration.
RETRY_DELAY
OCNADD_REDUN | INTEGE 120000 |O Heart Beat Timer interval to health
DANCY_HEALTH_ |R monitoring service.
HB_TIMER
OCNADD_REDUN | STRING REDUN | O Health Registration name for
DANCY_HEALTH_ DANCY REDUNDANCY agent.
SVC_TYPE

3.12 Export Service Parameters

Table 3-15 Export Service Parameters

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
autoScaling.enable | BOOLE | true/ true M Allow HorizontalAutoScalar of
d AN false ocnaddexport service pods.
minReplicas INTEGE |- 1 C Number of minimum replicas for HPA.
R
maxReplicas INTEGE |- 2 C Number of maximum replicas for HPA.
R
resources.limit.cpu | INTEGE | - 6 M Max number of cpu for each pod.
R
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Chapter 3
Helm Parameter Configuration for OCCM

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
resources.limits.me | STRING | - 24Gi M Max memory limit for each service
mory instance.
resources.limits.ep | STRING | - 2Gi M Ephemeral storage for each service
hemeralstorage instance.
resources.requests | INTEGE | - 4 M Minimum number of CPUs required for
.cpu R each service instance.
resources.requests | STRING | - 4Gi M Minimum memory required for each
.memory service instance.
resources.requests | STRING | - 100Mi M Minimum ephemeral storage required for
.ephemeralstorage each service instance.

Environmental variables are present under section ocnaddexport.env
EXPORT_BLOCKI | INTEGE |- 10 (0] The queue size to store the result set
NGQUEUE_SIZE |R from the database for the export.
EXPORT_SEQUE |BOOLE |true,fals |true 0] The parameter to decide if the result set
NCING AN e needs to be in sequence based on the

record timestamp or not.

3.13 Helm Parameter Configuration for OCCM

Table 3-16 Helm Parameter Configuration for OCCM

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
global.certificates.o | BOOLE | true/ false M Whether to use OCCM for creating
ccm.enabled AN false services.
global.certificates.o | STRING | - CAl M Name of the Issuer configured in OCCM
ccm.issuer to use to create certificate
global.certificates.o | INTEGE | - 14 M Number of days before expiry,before
ccm.renewBefore | R which OCCM will automatically update

the certificates

global.certificates.o | INTEGE | - 90 M Number of days for which certificates
ccm.days R will be valid
global.certificates.o | STRING | - - M Load balancer IP address of CNCC IAM
ccm.cnece.cnec_iam Ingress Gateway Service
_ingress_gateway.
external_ip
global.certificates.o | INTEGE | - 80 M Port of CNCC IAM Ingress Gateway
ccm.cnce.cnec_iam| R Service
_ingress_gateway.
port
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Table 3-16 (Cont.) Helm Parameter Configuration for OCCM
|

ccm.keyAlgorithm

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
global.certificates.o | STRING | - - M Load balancer IP address of CNCC
ccm.cncc.cncc_mc MCORE Ingress Gateway Service
ore_ingress_gatew
ay.external_ip
global.certificates.o | INTEGE | - 80 M Port of CNCC MCORE Ingress Gateway
ccm.cnece.cnec_me | R Service
ore_ingress_gatew
ay.port
global.certificates.o | STRING | - Clusterl [ M ID of CNCC owner of OCCM instance
ccm.cnce.cnecld
global.certificates.o | STRING | - Clusterl [ M OCCM instance id
ccm.cncc.occm_cn -occm-
cc_instance_id instance
1
global.certificates.o | STRING | - - M Specify the country field (C) in DN for
ccm.subject.countr each certificate
y
global.certificates.o | STRING | - - M Specify the state field (S) in DN for each
ccm.subject.state certificate
global.certificates.o | STRING | - - M Specify the location field (L) in DN for
ccm.subject.locatio each certificate
n
global.certificates.o | STRING | - - M Specify the organization field (O) in DN
ccm.subject.organi for each certificate
zation
global.certificates.o | STRING | - - M Specify the organization unit field (OU)
ccm.subject.countr in DN for each certificate
y.organizationUnit
global.certificates.o | STRING | - occm- o Name of the Secret storing CA
ccm.occm_cacert ca- certificate/certificate chain.
secret
global.certificates.o | STRING | - occm- 0] Name of the Secret storing truststore
ccm.truststore_key truststor and keystore key
store_secret e-
keystore
-secret
global.certificates.o | STRING | - occm- (0] Name of the Secret storing CNCC user
ccm.occm_secret secret credentials
global.certificates.o | STRING | - /Joccm- | O Mount path of the JISONs used when
ccm.volumes.json request sending request to OCCM
global.certificates.o | STRING | - loccm- | O Mount path of the script used to send
ccm.volumes.script script request to OCCM
global.certificates.o | STRING | RSA/EC | RSA C Select OCCM key algorithm, RSA for

RSA based key generation and EC for
ECDSA based key generation
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Table 3-16 (Cont.) Helm Parameter Configuration for OCCM
|

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
global.certificates.o | STRING | KEYSIZ |KEYSIZ |C Defines the keySize of RSA based key
ccm.keySize E_2048/ | E_2048 generation
KEYSIZ
E_4096
global.certificates.o | STRING | SECP38 | SECP38 | C Define the curve parameter when
ccm.ecCurve arl/ 4rl keyAlgorithm select is EC
SECP25
6rl
global.ocnaddman | BOOLE | true/ false C If update of SAN field for Redundancy
agement.certificate | AN false Agent certificates is required. Should be
s.occm.san.redund enabled post-installation when two site
ancy_agent.update redundancy is enabled.
_required
global.ocnaddman | LIST[ST |- ['10.10.1|C IPs to add in SAN for Redundancy
agement.certificate | RING] 0.10" Agent certificate. Provide the Load
s.occm.san.redund balancer IP during installation if static IP
ancy_agent.ips for loadbalancer is chosen
global.ocnaddman | STRING |- - C UUID of existing Redundancy Agent
agement.certificate certificate with names prefixed by
s.occm.san.redund REDUNDANCYAGENT-SECRET-
ancy_agent.uuid.se SERVER
rver
global.ocnaddman | BOOLE | true/ false Cc If update of SAN field for Management
agement.certificate | AN false Gateway certificates is required.
s.occm.san.manag
ement_gateway.up
date_required
global.ocnaddman | LIST[ST |- ['10.10.1|C IPs to add in SAN for Management
agement.certificate | RING] 0.10" Gateway certificate. Provide the Load
s.occm.san.manag balancer IP during installation if static IP
ement_gateway.ips for loadbalancer is chosen
global.ocnaddman | STRING | - - C UUID of existing Management Gateway
agement.certificate certificate with names prefixed by
s.occm.san.manag MANAGEMENTGATEWAY-SECRET-
ement_gateway.uui SERVER
d.server
global.ocnaddrelay | BOOLE | true/ false C If update of SAN field for Relay agent
agent.certificates.o | AN false Kafka certificates is required. Should be
ccm.san.kafka.upd enabled post-installation when external
ate_required access of Kafka is required.
global.ocnaddrelay | LIST[ST | - ['10.10.1|C IPs to add in SAN for Relay agent Kafka
agent.certificates.o | RING] 0.10", certificate. Provide the Load balancer
ccm.san.kafka.ips "10.10.1 IPs during installation if static IPs for
0.11", loadbalancer are chosen
"10.10.1
0.12"]
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Table 3-16 (Cont.) Helm Parameter Configuration for OCCM

ation.certificates.oc
cm.san.kafka.uuid.
server

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
global.ocnaddrelay | STRING | - - Cc UUID of existing Relay agent Kafka
agent.certificates.o broker certificate with names prefixed by
ccm.san.kafka.uuid KAFKABROKER-SECRET-SERVER
.server
global.ocnaddrelay | BOOLE | true/ false C If update of SAN field for Relay Agent
agent.certificates.o | AN false Gateway certificates is required.
ccm.san.relay_gate
way.update_require
d
global.ocnaddrelay | LIST[ST |- [*10.10.1|C IPs to add in SAN for Relay Agent
agent.certificates.o | RING] 0.10" Gateway certificate. Provide the Load
ccm.san.relay_gate balancer IP during installation if static IP
way.ips for loadbalancer is chosen
global.ocnaddrelay | STRING | - - C UUID of existing Relay Agent Gateway
agent.certificates.o certificate with names prefixed by
ccm.san.relay_gate RELAYAGENTGATEWAY-SECRET-
way.uuid.server SERVER
global.ocnaddrelay | BOOLE | true/ false C Enable this property when vCollector is
agent.certificates.o | AN false enabled
ccm.san.vcollector.
enabled
global.ocnaddrelay | BOOLE | true/ false Cc If update of SAN field for vCollector
agent.certificates.o | AN false certificates is required.
ccm.san.vcollector.
update_required
global.ocnaddrelay | LIST[ST |- ['10.10.1(C IPs to add in SAN for vCollector
agent.certificates.o | RING] 0.10" certificate. Provide the Load balancer IP
ccm.san.vcollector.i during installation if static IP for
ps loadbalancer is chosen
global.ocnaddrelay | STRING | - - C UUID of existing vCollector certificate
agent.certificates.o with names prefixed by VCOLLECTOR-
ccm.san.vcollector. SECRET-SERVER
uuid.server
global.ocnaddmedi | BOOLE | true/ false C If update of SAN field for Mediation
ation.certificates.oc | AN false Kafka certificates is required. Should be
cm.san.kafka.updat enabled post-installation when external
e_required access of Kafka is required.
global.ocnaddmedi | LIST[ST | - ['10.10.1|C IPs to add in SAN for Mediation Kafka
ation.certificates.oc | RING] 0.10", certificate. Provide the Load balancer
cm.san.kafka.ips "10.10.1 IPs during installation if static IPs for
0.11", loadbalancer are chosen
"10.10.1
0.12"]
global.ocnaddmedi | STRING | - - C UUID of existing Mediation Kafka broker

certificate with names prefixed by
KAFKABROKER-SECRET-SERVER

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide

G49042-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

December 17, 2025
Page 62 of 69



ORACLE’

Chapter 3

Helm Parameter Configuration for Network Policy

Table 3-16 (Cont.) Helm Parameter Configuration for OCCM
|

ation.certificates.oc
cm.san.mediation_
gateway.uuid.serve
r

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
global.ocnaddmedi | BOOLE | true/ false Cc If update of SAN field for Ingress
ation.certificates.oc | AN false Adapter certificates is required. Should
cm.san.ingress_ad be enabled post-installation when
apter.update_requir external access to Ingress Adapter/s is
ed needed.
global.ocnaddmedi | LIST[ST | - ['10.10.1|C IPs to add in SAN for Ingress Adapter
ation.certificates.oc | RING] 0.10" certificate
cm.san.ingress_ad
apter.ips
global.ocnaddmedi | STRING | - - C UUID of existing Ingress Adapter
ation.certificates.oc certificate with names prefixed by
cm.san.ingress_ad INGRESSADAPTER-SECRET-SERVER
apter.uuid.server
global.ocnaddmedi | BOOLE | true/ false C If update of SAN field for Mediation
ation.certificates.oc | AN false Gateway certificates is required.
cm.san.mediation__
gateway.update_re
quired
global.ocnaddmedi | LIST[ST |- ['10.10.1|C IPs to add in SAN for Mediation
ation.certificates.oc | RING] 0.10"] Gateway certificate. Provide the Load
cm.san.mediation_ balancer IP during installation if static IP
gateway.ips for loadbalancer is chosen
global.ocnaddmedi | STRING | - - Cc UUID of existing Mediation Gateway

certificate with names prefixed by
MEDIATIONGATEWAY-SECRET-
SERVER

3.14 Helm Parameter Configuration for Network Policy

Table 3-17 Helm Parameter Configuration for OCCM

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
ocnaddmanageme | BOOLE | true/ false M Network Policy enable for
nt.network.policy.e | AN false intercommunication of OCNADD
nable Management Group services
ocnaddmanageme | BOOLE | true/ true Cc Deny all other ingress traffic
nt.network.ingress. | AN false
denyall
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Table 3-17 (Cont.) Helm Parameter Configuration for OCCM
|

meteraggregation

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/
Optiona
I(0)/
Conditi
onal(C)
ocnaddmanageme | BOOLE | true/ true Cc Allow ingress traffic for alarm service
nt.network.ingress. | AN false
alarm
ocnaddmanageme | BOOLE | true/ true C Allow ingress traffic for configuration
nt.network.ingress. | AN false service
config
ocnaddmanageme | BOOLE | true/ true C Allow ingress traffic for health monitoring
nt.network.ingress. | AN false service
health
ocnaddmanageme | BOOLE | true/ true C Allow ingress traffic for Redundancy
nt.network.ingress. | AN false Agent service
agent
ocnaddmanageme | BOOLE | true/ true C Allow ingress traffic for Export service
nt.network.ingress. | AN false
export
ocnaddmanageme | BOOLE | true/ true C Allow ingress traffic for Management
nt.network.ingress. | AN false Gateway service
gateway
ocnaddmanageme | OBJECT | NA - C Network communication between
nt.network.ingress. ocnadd- allowed namespaces
namespaces.ocnad relay
dgroups R
ocnadd-
mediatio
n
ocnaddmanageme | OBJECT | NA -occne- |C Network communication between
nt.network.ingress. infra allowed Infra namespaces
namespaces.infra
ocnaddmanageme | BOOLE | true/ false C Allow external network connections from
nt.network.ingress. | AN false configured IPs/CIDRs/Network
external.enable
ocnaddmanageme | OBJECT | NA - C CIDRs for network communication
nt.network.ingress.
external.cidrs
ocnaddrelayagent. | BOOLE | true/ false M Network Policy enable for
network.policy.ena | AN false intercommunication of OCNADD Relay
ble Agent Group services
ocnaddrelayagent. | BOOLE | true/ true Cc Deny all other ingress traffic
network.ingress.de | AN false
nyall
ocnaddrelayagent. | BOOLE | true/ true C Allow ingress traffic for aggregation
network.ingress.ag | AN false service
gregation
ocnaddrelayagent. | BOOLE | true/ true Cc Allow ingress traffic for
network.ingress.dia | AN false diameteraggregation service
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Table 3-17 (Cont.) Helm Parameter Configuration for OCCM
|

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

I(0)/

Conditi

onal(C)
ocnaddrelayagent. | BOOLE | true/ true Cc Allow ingress traffic for Kafka service
network.ingress.kaf | AN false
ka
ocnaddrelayagent. | BOOLE | true/ true C Allow ingress traffic for Gateway service
network.ingress.gat| AN false
eway
ocnaddrelayagent. [ OBJECT | NA -occne- |C Network communication between
network.ingress.na infra allowed Infra namespaces
mespaces.infra
ocnaddrelayagent. | BOOLE | true/ false C Allow external network connections from
network.ingress.ext | AN false configured IPs/CIDRs/Network
ernal.enable
ocnaddrelayagent. | OBJECT | NA - C CIDRs for network communication
network.ingress.ext
ernal.cidrs
ocnaddmediation.n | BOOLE | true/ false M Network Policy enable for
etwork.policy.enabl | AN false intercommunication of OCNADD
e Mediation Group services
ocnaddmediation.n | BOOLE | true/ true C Deny all other ingress traffic
etwork.ingress.den | AN false
yall
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for adapter service
etwork.ingress.ada | AN false
pter
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for admin service
etwork.ingress.adm | AN false
in
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for correlation
etwork.ingress.corr | AN false service
elation
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for
etwork.ingress.dia | AN false diametercorrelation service
metercorrelation
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for filter service
etwork.ingress.filter | AN false
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for Kafka service
etwork.ingress.kafk | AN false
a
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for gateway service
etwork.ingress.gate | AN false
way
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for ingress adapter
etwork.ingress.ingr | AN false service
essadapter
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Table 3-17 (Cont.) Helm Parameter Configuration for OCCM

Parameter Name | Data Range |Default | Mandat | Description
Type Value ory(M)/

Optiona

1(0)/

Conditi

onal(C)
ocnaddmediation.n | BOOLE | true/ true C Allow ingress traffic for storage adapter
etwork.ingress.stor | AN false service
ageAdapter
ocnaddmediation.n | OBJECT | NA -occne- |C Network communication between
etwork.ingress.nam infra allowed Infra namespaces
espaces.infra
ocnaddmediation.n | BOOLE | true/ false C Allow external network connections from
etwork.ingress.exte | AN false configured IPs/CIDRs/Network
rnal.enable
ocnaddmediation.n | OBJECT | NA - C CIDRs for network communication
etwork.ingress.exte
rnal.cidrs

3.15 cnDBTier Customization Parameters

The Data Director uses cnDBTier as an independent database for the geo-redundant sites.
Therefore, by default, the ocnadd_dbti er _cust om val ues. yam provided with the OCNADD
installation is for a single-site deployment of cnDBTier.

Single-site cnDBTier deployment mode: The georeplication is unavailable. Users must
continue taking DB backups periodically, preferably on a daily basis, so that the same can be
used when fault recovery scenarios arise. Refer to the section Fault Recovery for the backup
options in the Data Director.

For information about the values of the following parameters, see the
ocnadd_dbti er_custom val ues_25. 2. 200. yanl file.

e Any change in the cnDBTier cust om val ues file introduced by the cnDBTier patch must be
updated in the cust om val ues file provided by OCNADD before deployment.

* For detailed information on the cnDBTier resources, see the section DB Profile in the
Oracle Communications Network Analytics Data Director Benchmarking Guide. The
resources in the ocnadd_dbti er _cust om val ues_25. 2. 200. yam should match the
planning guide; if not, update them according to the planning guide.

The following table lists the customized cnDBTier parameters for OCNADD

Table 3-18 cnDBTier Customization Parameters

. _______________________________________ |
Parameter Description Version

global.repository The value should be updated to point to the actual |24.3.0
path of your docker registry respectively, for
example occne-repo-host:5000/occne

global.sitename This parameter must be set to the name of current | 24.3.0
cluster
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Table 3-18 (Cont.) cnDBTier Customization Parameters

Parameter

Description

Version

global.domain

Set it to the name of Kubernetes cluster on which
cnDbTier is installed, for example occnel-cgbu-
cne-dbtier.

24.3.0

global.namespace

The Kubernetes namespace in which the cnDbTier
is deployed

24.3.0

global.storageClassName

Storage class to be used.

By default occne-dbtier-sc will be the storage class
it can be changed to any storage class name which
is currently configured in the cluster.

24.3.0

global.mgmReplicaCount

Default value to be used as in the file

24.3.0

global.ndbReplicaCount

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to 4 when cnDBTier is
planned to be used as extended storage for
XDRs

e Default value (2) to be used in the file when
cnDDbTier is not used as extended storage

24.3.0

global.ndbappReplicaCount

Default value (2) to be used as in the file

24.3.0

global.ndbappReplicaMaxCount

Default value (4) to be used as in the file

global.ndbappReplicaMaxCount should always be
greater than global.ndbappReplicaCount

24.3.0

global.apiReplicaCount

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

. In case of no replication, the minimum number
of SQL nodes required is 0.

24.3.0

global.ndb.datamemory

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to 96G when cnDBTier is
planned to be used as extended storage for
xDRs

e Default value (1G) to be used in the file when
cnDbTier is not used as extended storage

24.3.0

global.mgm.ndbdisksize

Default value (30Gi) to be used as in the file

24.3.0

global.ndb.ndbdisksize

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to
ndb.resources.limits.memory + 30Gi when
cnDBTier is planned to be used as extended
storage for xDRs

e Default value (30Gi) to be used in the file
when cnDbTier is not used as extended
storage

24.3.0

global.ndb.ndbbackupdisksize

Default value (30Gi) to be used as in the file

24.3.0

global.api.ndbdisksize

Default value (30Gi) to be used as in the file

24.3.0

global.ndbapp.ndbdisksize

Default value (20Gi) to be used as in the file

24.3.0
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Table 3-18 (Cont.) cnDBTier Customization Parameters

Parameter

Description

Version

mgm.resources.limits.cpu

Default value (1) to be used as in the file

243.0

mgm.resources.limits.memory

Default value (1Gi) to be used as in the file

24.3.0

mgm.resources.requests.cpu

Default value (1) to be used as in the file

24.3.0

mgm.resources.requests.memory

Default value (1Gi) to be used as in the file

24.3.0

ndb.resources.limits.cpu

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to 8 when cnDBTier is
planned to be used as extended storage for
XDRs

e Default value (1) to be used in the file when
cnDbTier is not used as extended storage

24.3.0

ndb.resources.limits.memory

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to 128Gi when cnDBTier is

planned to be used as extended storage for
xDRs

e Default value (4Gi) to be used in the file when

cnDbTier is not used as extended storage

24.3.0

ndb.resources.requests.cpu

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to 8 when cnDBTier is
planned to be used as extended storage for
XDRs

e Default value (1) to be used in the file when
cnDDbTier is not used as extended storage

24.3.0

ndb.resources.requests.memory

The default value in the
ocnadd_dbtier_custom_values.yaml file to be
updated as follows:

e Should be updated to 128Gi when cnDBTier is

planned to be used as extended storage for
xDRs

e Default value (4Gi) to be used in the file when

cnDbTier is not used as extended storage

24.3.0

api.resources.limits.cpu

Default value (1) to be used as in the file

24.3.0

api.resources.limits.memory

Default value (1Gi) to be used as in the file

24.3.0

api.resources.requests.cpu

Default value (1) to be used as in the file

24.3.0

api.resources.requests.memory

Default value (1Gi) to be used as in the file

24.3.0

api.ndbapp.resources.limits.cpu

Default value (1) to be used as in the file

24.3.0

api.ndbapp.resources.limits.memory

Default value (1Gi) to be used as in the file

24.3.0

api.ndbapp.resources.requests.cpu

Default value (1) to be used as in the file

24.3.0

api.ndbapp.resources.requests.memory

Default value (1Gi) to be used as in the file

24.3.0

db-
replicationsvc.dbreplsvcdeployments.en
abled

Default value (false) to be used as in the file

24.3.0

db-replicationsvc.resources.limits.cpu

Default value (1) to be used as in the file

24.3.0

Network Analytics Data Director Installation, Upgrade, and Fault Recovery Guide

G49042-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

December 17, 2025

Page 68 of 69



ORACLE’

Chapter 3

cnDBTier Customization Parameters

Table 3-18 (Cont.) cnDBTier Customization Parameters

Parameter Description Version
db- Default value (2048Mi) to be used as in the file 24.3.0
replicationsvc.resources.limits.memory

db- Default value (0.6) to be used as in the file 24.3.0
replicationsvc.resources.requests.cpu

db- Default value (1024Mi) to be used as in the file 24.3.0
replicationsvc.resources.requests.memo

ry

db-monitor-svc.resources.limits.cpu Default value (200m) to be used as in the file 24.3.0
db-monitor-svc.resources.limits.memory | Default value (500Mi) to be used as in the file 24.3.0
db-monitor-svc.resources.requests.cpu | Default value (200m) to be used as in the file 24.3.0
db- Default value (500Mi) to be used as in the file 24.3.0
monitorsvc.resources.requests.memory

@® Note

For more information about these parameters, see Oracle Communications Cloud
Native Core cnDBTier Installation, Upgrade, and Fault Recovery Guide.
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Upgrading OCNADD

This section provides information on how to upgrade an existing OCNADD deployment. The
section describes the upgrade order for source NFs, CNC Console, cnDBTier, and the upgrade
impact on the source NFs.

4.1 Migrating OCNADD to New Architecture

This section provides information on how to migrate an existing OCNADD deployment. The
section describes the migration order for source NFs, CNC Console, cnDBTier, and the impact
on the source NFs.

4.1.1 Migration Overview

The following steps outline the migration process for transitioning an existing OCNADD
deployment to the new architecture.

e The migration will follow a Blue-Green deployment approach, where both the old and new
architectures coexist.

A new deployment of the current release will be installed alongside the existing OCNADD
deployment, using the same profile to ensure equivalent throughput.

e Once the new deployment installation is verified, configurations will be migrated from the
existing deployment to the new one via OCNADD migration job.

e After successful configuration migration, traffic from source NFs will be routed to the new
deployment.

e Once the migration is completed and traffic is streaming via the new deployment, normal
traffic throughput can be resumed.

e After finalizing the migration, the existing deployment can be scaled down to release the
resources.

e After monitoring the new deployment for a sufficient period (typically several days or a
week), the existing deployment can be uninstalled. After this point, it is not possible to
route traffic via the existing deployment.

@® Note

* Itis assumed that migration is performed at approximately 20% of the currently
running traffic rate.

*  The traffic flow between the NFs and the OCNADD Kafka may degrade only when
the traffic is being switched from the existing deployment to the new deployment.

*  The traffic flow between OCNADD consumer adapters and third-party consumers
may degrade only during the switchover period.

» Alarms from the source release will not be migrated into the target release during
this migration procedure.
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4.1.2 Impact on Resource Requirement

The Blue-Green deployment approach requires additional resources during the migration
period, as both the old and new deployments will coexist temporarily. However, this approach
minimizes the impact on end-to-end traffic flow, with traffic disruption limited to the switchover
period. Also, if the migration fails after routing traffic to the new deployment, this approach
allows for a quick rollback to the existing deployment with minimal impact. The following
resources will be increased during the migration:

vCPU

Memory (additional memory will be required if RAM drive storage mode is enabled for
Relay Agent or Mediation Kafka cluster. For Relay Agent Kafka, RAM drive storage is
enabled by default in the target release)

Disk Storage PVC for Kraft Controllers deployed in the Relay Agent Kafka cluster

DB Resources — additional DB resources are required to support the database creation for
management group services (confi guration_schens, al ar m schena, and
heal t hdb_schem) in the new deployment.

® Note
During the migration process, consider the following additional requirements:

* Generate new SSL and TLS certificates for the new deployment and ensure that
they are signed using the same CA authority used in the source release. Users
can generate a single certificate for each group or a certificate for all services
individually.

» Allocate external IPs for ingress connections (Ingress adapter and Relay Agent
Kafka brokers).

» Update the CNCC console by adding a new instance for the new deployment. If
CNCC instance limits are reached, remove the existing deployment instance
before adding the new one.

@ Note

If the user plans to operate at maximum throughput supported in the target release
after migration, then the CPU and memory resources required during the migration will
be less than the total resources required to support maximum throughput.

4.1.3 Supported Migration Paths

The following table lists the supported migration paths for OCNADD:

Table 4-1 Supported Migration Path
|

Supported Release Supported Release
25.2.100 25.2.200
25.1.200 25.2.200
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4.1.4 Preparing for migration

Preparing for migration

1.
2.

Fetch the images and charts of the target release as described in Pre-Installation Tasks.

Keep a backup of the ocnadd- cust om val ues. yanl file and the extracted chart folder
ocnadd of the source release as a backup before starting the migration procedure.

Take the manual backup of the OCNADD before starting the upgrade procedures. See
Performing OCNADD Manual Backup for taking a manual backup of the OCNADD.

If external access for Kafka brokers is enabled, ensure that you have sufficient IPs in your
setup to allocate for the new deployment.

While performing the migration, you must align the custom values YAML files of the target
release as per the ocnadd/ val ues. yanl file of the source release or the older release. Do
not enable any new feature during the migration. The parent or sub-charts val ues. yan
must not be changed while performing the upgrade, unless it is explicitly specified in this
document. At least the following features must be aligned from source release to target
release:

a. CNLB configurations for OCNADD ingress and egress interface
b. ACL configurations

c. Client ACLs (for more details on creating client ACLs, refer to the section Create Client
ACLs in the Oracle Communications Network Analytics Data Director User Guide)

d. IP Family configurations

e. IntraTLS and mTLS configurations

@ Note

* Inthe target release, the gl obal . ssl . nTLS configuration in the ocnadd-
common- cust om val ues- 25. 2. 200. yan file determines whether security is
enabled in OCNADD. When set to t r ue, security is enabled; otherwise, it
is disabled. The default value for this setting is t r ue.

e IfintraTLS and mTLS are set to f al se in the existing deployment, then set
mrLS to f al se in the target release.

e IfintraTLS is setto true and mTLS is set to f al se in the existing
deployment, then set niTLS to t r ue in the target release.

e IfintraTLS and mTLS are set to t r ue in the existing deployment, then set
mrLS to t r ue in the target release.

The database name for Configuration Service, Health Service, and Alarm Service must be
modified and should be kept different from the source release in the ocnadd- conmon-
cust om val ues- 25. 2. 200. yanl before the migration:

gl obal . cl ust er. dat abase. configurati on_db: configuration_schema #
--> keep a different name for configuration db than source rel ease
gl obal . cl uster. dat abase. al arm db: al arm schema #

--> keep a different name for alarmdb than source rel ease
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gl obal . cl uster. dat abase. heal th_db: heal t hdb_schena #
--> keep a different name for health db than source rel ease

For gl obal . cl ust er. dat abase. st or ageadapt er _db, the name should be aligned as per
the source release.

7. Ensure to disable the Network Policies before the migration. The network policies can be
enabled after the migration. Refer to the section Network Policy in the Oracle
Communication Network Analytics Suite Security Guide for more details.

8. If Druid is enabled in OCNADD for the source release, then Druid configurations must be
enabled in the target release, and all required secrets must be created in the management
namespace of the target release. For more details on creating secrets, refer to the section
Druid Cluster Integration with OCNADD Site in the Oracle Communication Network
Analytics Data Director User Guide.

9. If Export feature is enabled in OCNADD for the source release, then export functionality
must be enabled in the target release, and secrets for SFTP credentials must be created in
the management namespace of the target release. For more details on creating secrets for
SFTP credentials, refer to Steps to create SFTP credential for SFTP server in the Oracle
Communication Network Analytics Data Director User Guide.

4.1.5 Migration Task
4.1.5.1 Choosing the OCNADD Deployment Model

To determine the most suitable deployment model for your use case, refer to the section
OCNADD Deployment Models. Prior to initiating the migration process, ensure that the
Management Group for both the existing and new deployments is located within the same
cluster, as this is a prerequisite for configuration migration. The deployment for the Relay
Agent and Mediation Group can be either co-located or distributed across multiple clusters,
depending on the selected deployment model.

4.1.5.2 Migration Deployment Considerations (Optional)

Users can deploy Kafka instances and create topic partitions according to the resource profile
selected for the target release during the migration. The number of aggregation service
instances and adapter instances can be scaled up as needed to accommodate increased
throughput. For information on the resource requirements for each profile, refer to the Oracle
Communications Network Analytics Data Director Benchmarking Guide.

The following example is provided for reference and should not be used as a basis for sizing or
configuring any actual deployment:

Let us say the user is deploying the 1500K MPS profile in the target release, and the source
NF is SCP.

Profile running in old release: 500K MPS

Profile opted to deploy in hew release: 1500K MPS
Example resource profile required for 1500K MPS
Rel ay agent Kafka broker instances: 20

Number of SCP instances: 57
SCP topic partition: 342
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Medi ati on Kafka broker instances: 20
Number of TCP feed instances: 59
MAIN topic partition: 354

When the migration is being performed, resources for the target release should be
configured as follows:

Rel ay Agent Kafka replica: 20
SCP topic partition: 342
Nunber of SCP instances: 20 ## ----- > as per 500K MPS profile

Medi ation Kafka replica: 20
MAIN topic partition: 354
Nunber of TCP feed instances: 28 H# ----- > as per 500K MPS profile

4.1.5.3 Installing and Verifying the OCNADD Deployment

Install the OCNADD package by referring to the section Installing OCNADD Package. While
installing OCNADD in the new architecture, it is mandatory to update the worker group name in
the custom values of both Relay Agent (ocnadd- r el ayagent - cust om val ues- 25. 2. 200. yam )
and Mediation (ocnadd- medi at i on- cust om val ues-25. 2. 200. yam ) with the worker group
namespace name of the source release.

gl obal . ocnaddr el ayagent . cl ust er. wor ker gr oupNane: wgl # Update with the
nanespace name of the worker group in source release

Additionally, refer to the section OCNADD Ul Configurations Changes for Dashboard Metrics
and update the relay agent and mediation groups with the correct worker group name to
enable Dashboard metrics in the UL.

Once the installation is completed, verify the installation by referring to the section Verifying
OCNADD Installation.

Create Kafka topics and configure topic partitions according to the selected resource profile.
For detailed instructions on creating Kafka topics, refer to the Creating OCNADD Kafka Topics
section.

4.1.5.4 Migrating Configurations

In this section, migration of all the configurations will be performed from the existing
deployment to the newly deployed setup. The configuration will be migrated via the OCNADD
migration job. The job will migrate the following OCNADD configurations:

« Standard Feeds

* Ingress Feeds

* Kafka Feeds

»  Filter configurations

*  Global L3L4 mapping configurations

«  OCNADD Metadata configurations

e Correlation and extended storage configuration

e Export configurations
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Run the following command in the management group namespace of the target release
(25.2.200) to trigger the migration job and start the configuration migration:

hel m upgrade dd-ngnmt -f ocnadd- conmon- cust om val ues- 25. 2. 200. yam -f ocnadd-
managenent - cust om val ues- 25. 2. 200- ngnt - gr oup. yanl - - nanespace

<target_rel ease_managenent _namespace> - - set

gl obal . ocnaddmanagenent . ni grati on. enabl e=true --set

gl obal . ocnaddmanagenent . ni grati on. sour ceNamespace=<sour ce_r el ease_managenent _n
amespace> ocnadd

For example,

Source release management namespace is dd- ngnt - ol d and target release management
namespace is ocnadd- ngnt

hel m upgrade dd-ngnt -f ocnadd- conmon- cust om val ues- 25. 2. 200. yanl -f ocnadd-
managenent - cust om val ues- 25. 2. 200- ngnt - gr oup. yanl - - nanespace ocnadd- ngnt --
set gl obal . ocnaddnanagenent. mi gration. enabl e=true --set

gl obal . ocnaddmanagenent . ni grati on. sour ceNamespace=dd- ngnt - ol d ocnadd

4.1.5.5 Verify Configuration Migration

Once the migration job is completed, the associated pod for that job will be marked
Completed. The job will generate a report in the logs of the configurations identified in the
source release that were successfully migrated into the target release. To access the report,
run the following command

kubect| logs -n <target_rel ease_namespace> <nigration job podnane>

Example:

kubect! logs -n ocnadd-ngnt ocnaddmi gration-hsnr9

EXPORT
Feature | Configurations
____________________________________ U,
Export Confi gurations | Available
dd-ol d: cluster-1

Feature | Configurations
____________________________________ U,
I ngr essAdapt er Conf i gur ati ons | Available

Filters | Available

L3L4Mappi ng | Available

OCNADDMet adat a | Available

Kaf kaFeeds | Available
Configurations | Available

Correl ationConfigurations | Available

OCL 2025-10-25 10:20:52.251 [main] INFO c.o.c.c.0.ms.MgrationService -
######H FEATURE: EXPORTCONFI GURATI ONS #######
Config Nane | Status
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CSV- CONFI G | SUCCESS

#####H## FEATURE: | NGRESSADAPTERCONFI GURATI ONS  #######

Config Nane | Status
................................ o,
i ngress-config | SUCCESS
####### FEATURE: FI LTERS #######

Config Nane | Status
................................ o,
Filter Configurations | SUCCESS
#HiH# FEATURE: L3LAMAPPI NG ####H#

Config Nane | Status
................................ o,
d oabl Configuration | SUCCESS
#H#H# FEATURE: OCNADDMVETADATA #####H#
Config Nane | Status
................................ o,

OCNADD Met aData Configuration | SUCCESS

#####H##E FEATURE: KAFKAFEEDS #######

Config Nane | Status
................................ o,
kaf kaf eed- confi g | SUCCESS
i FEATURE: CONFI GURATI ONS #####HH
Config Nane | Status
................................ o,
standar d- f eed-config | SUCCESS
i FEATURE: CORRELATI ONCONFI GURATI ONS ###H###H#
Config Nane | Status
................................ o,
kaf kaf eed- confi g | SUCCESS

Verify that all the feeds and other configurations are created in the target release. If the job fails
due to an error or if all the configurations are not migrated successfully, delete the job manually
and re-run the same command provided in the Migrating Configurations section to trigger the
execution again.

To get all the jobs in the target release management namespace:

kubect| get jobs.batch -n <target_rel ease_managenent _nanespace>

To delete the job in the target release management namespace:

kubect| delete jobs.batch -n <target_rel ease_managenment namespace>
ocnaddni grati on
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4.1.5.6 Configuring OCNADD GUI

Configure the OCNADD Ul if not already done by referring to the section Installing OCNADD
GUI.

4.1.5.7 Traffic Migration

Once the configurations are migrated successfully, perform the following steps:

Take the backup of the bootstrap IPs configured in source NFs for the old deployment. This
will enable you to restore traffic to the previous deployment in case the migration is
unsuccessful.

Update the bootstrap server in NFs with the Relay Agent Kafka broker IPs/FQDN to
migrate traffic to the Relay Agent Kafka cluster in the new deployment.

If NFs are deployed in the same cluster and using the FQDN as the Kafka bootstrap to
connect to OCNADD, then all the FQDNs must be updated as:
*. kaf ka- br oker - headl ess. <ns>. svc. <domai n>

where, <ns> is the namespace where the Relay Agent Kafka cluster is deployed.

The asterisk (*) indicates different broker names (kaf ka- br oker - 0, kaf ka- br oker - 1, and
S0 on).

If NFs are deployed in a different cluster and using IP addresses as the Kafka bootstrap to
connect to OCNADD, then the IP addresses in NFs must be updated with the new IP
addresses assigned to the Relay Agent Kafka brokers of the target release.

Only port 9094 on the Kafka broker is supported for establishing connectivity in this access
mode.

After the bootstrap server is updated and traffic is redirected to the Relay Agent Kafka cluster,
verify the stability of the traffic in the target release by referring to the section Verifying Traffic

Migration.

4.1.5.8 Finalizing Migration

Once the migration is complete and traffic is successfully streaming through the Relay Agent
Kafka cluster, normal traffic throughput can be restored based on the deployment profile
selected by the user. After resuming normal throughput, verify the stability of traffic using the
Verifying Traffic Migration section.

1.

@ Note

Before scaling down the deployments for the Management and Worker groups in the
old release, ensure that there is no consumer lag in the Kafka cluster of the old
deployment for any worker group.

» If consumer lag is present, the existing deployment must remain active until the
lag is fully cleared.

« If the lag has accumulated due to a connection failure between feeds and a third-
party application, ensure that the connectivity issue is resolved and all lag is
cleared before proceeding.

Scaling down all worker group resources (Source Release)
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a. Scale down Deployments
Run the following command for every deployment in the source worker group
namespace:

kubect| scal e depl oy <depl oynent _nane> -n
<source_rel ease_worker _group_nanespace> --replicas 0

b. Scale down StatefulSets
Run the following command for every StatefulSet (sts) in the source worker group
namespace:

kubect| scale sts <sts_name> -n <source_rel ease_worker_group_namespace>
--replicas 0

2. Scaling down management group resources (Source Release)
Run the following command for every deployment in the source management group
namespace:

kubect| scal e depl oy <depl oynent _nane> -n
<sour ce_r el ease_managenent _gr oup_nanespace> --replicas 0

4.1.5.9 Verifying Traffic Migration

To confirm that traffic is running stably after migration, verify the following key points:

1. Pod stability: Ensure that no pods are restarting or entering crash loops after beginning to
receive traffic.

2. Throughput metrics: Monitor both Ingress and Egress throughput to confirm that the
expected Messages Per Second (MPS) rate has been achieved.

3. Resource utilization: Check Pod CPU and Memory consumption to ensure that utilization
remains within acceptable limits and no resource bottlenecks exist.

4. Kafka consumer performance: Verify Kafka Consumer Lag to ensure that consumers
are processing messages at the required rate.

5. End-to-end latency: Measure OCNADD end-to-end latency to assess overall traffic
processing performance.

For detailed steps on collecting the necessary data, refer to the section “Troubleshooting
Traffic Stability in OCNADD?” in the Oracle Communications Network Analytics Data Director
Troubleshooting Guide.

If any critical anomalies are observed in the metrics or command outputs that significantly
impact traffic in the new architecture, the user may redirect traffic back to the existing
OCNADD deployment to avoid service disruption. To route traffic back to the old deployment,
follow the steps below:

1. Reconfigure the bootstrap IPs in the source NF with the bootstrap IPs of the old
OCNADD deployment.

2. \Verify traffic on the old deployment using throughput metrics.

During this time, the user can troubleshoot issues in the new deployment. For guidance on
resolving post-migration issues, refer to the Oracle Communications Network Analytics Data
Director Troubleshooting Guide.
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4.1.6 Post Migration Task

/\ Caution

Performing this task is irreversible and will prevent you from routing traffic back to the
existing deployment. Proceed only when you are completely satisfied with the new
deployment and have no intention of reverting to the previous version.

After this procedure is performed, if the user needs to revert to the previous release,
then the user will have to perform a Fault Recovery on the older release.

After the migration is completed, monitor the new deployment for a sufficient period of time.
Most users typically monitor the deployment for several days to a week. Once the user has
monitored the new deployment for a sufficient amount of time, the user can uninstall the
existing deployment using the following steps:

1.

Uninstall the worker groups one after another using the following command:

hel m uni nstal | <worker-group-rel ease- name> --nanespace <worker - group-
namespace>

Example:

hel m uni nstall ocnadd-wgl -namespace dd-worker-groupl

Clean up Kafka Configuration for all the worker groups.

a.

b.

C.

To list the secrets in the namespace, run:

kubect| get secrets -n <worker-group-namespace>

To delete all the secrets related to Kafka, run:

kubect| delete secret --all -n <worker-group-nanmespace>

To delete the configmap used for Kafka, run:

kubect| delete configmap --all -n <worker-group-nanespace>

To delete PVCs used for Kafka:

i. Run the following command to list the PVCs used in the namespace:

kubect| get pvc -n <worKker-group-nanespace>

ii. Run the following command to delete the PVCs used by the brokers and
zookeepers:

kubect!| delete pvc --all -n <worker-group-namespace>
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Delete all the worker group hamespaces using the below command (This step is
only needed if there is more than one worker group):

kubect| del ete namespace <worker-group-namespace>
Uninstall the management group using the following command:

hel m uni nstall <management -rel ease- name> - - nanespace <managenent - gr oup-
nanmespace>

Example:
hel m uni nstall ocnadd-nmgnt --namespace dd- ngnt - gr oup

Clean up Database
a. Logintothe MySQL client on SQL Node with the OCNADD user and password:

mysql -h <I'P_address of SQ. Node> -u <ocnadduser> -p
b. To clean up the configuration, alarm, and health database, run:
DROP DATABASE <dbnane>;
c. Toremove MySQL users while uninstalling OCNADD, run:

SELECT user FROM nysql . user;
DROP USER ' ochaddappuser @ % ;

4.2 Post Upgrade Task

@® Note

This step is required only when the OCCM is used to manage the certificates in source
and target releases and the user wants to update the Loadbalancer IPs for a service in
the target release. For step-by-step details, refer to the section Adding or Updating
Load Balancer IPs in SAN When OCCM is Used.

4.2.1 Druid Cluster Integration with OCNADD Site

Druid Cluster Integration with OCNADD Site
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@® Note

In the previous release(s) where the extended storage was available only using the
cnDBTier database, the migration from cnDBTier-based extended storage to Druid-
based extended storage is not supported. In case the user wants to move to the Druid-
based extended storage from cnDBTier-based extended storage, the user must
remove the correlation configurations, export and trace configurations before
integrating the Druid-based extended storage. After the Druid storage has been
integrated with the OCNADD site, the user can create the correlation, export and trace
configuration again.

This feature is introduced as part of extended storage in the Data Director. To enable it, refer to
the Druid Cluster Integration with OCNADD section in the Oracle Communications Network
Analytics Data Director User Guide. The feature is recommended to be enabled after the
release upgrade is completed. The extended storage using the cnDBTier database is available
by default if this Druid cluster integration is not enabled.

4.2.2 vCollector Integration for Diameter Feed

In this release, the integration with vCollector is provided. The vCollector acquires the
Diameter traffic from vDSR using port mirroring. vCollector is deployed as a virtual machine
outside the OCNADD cluster and provides the acquired Diameter traffic to Data Director over
the Kafka interface. The vCollector is configured and managed by the Data Director OAM
services. This feature is introduced as part of Diameter feed capabilities in the Data Director.
To enable the integration with vCollector, refer to the vCollector Integration with Data Director
section in the Oracle Communications Network Analytics Data Director Diameter User Guide.
The feature is recommended to be enabled after the release installation is completed.
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Rolling Back OCNADD

The upgrade for OCNADD is managed as a migration; therefore, a Helm-based rollback is not
feasible for the current release. In the event of a failed migration, a rollback to the old
deployment can be achieved by routing the traffic from source NFs back to the old deployment,
provided that the Post-Migration Task has not yet been performed and the old deployment is
still present. If the Post-Migration Task has been completed and the previous deployment is not
available, rollback can be performed by executing fault recovery on the older release.
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Uninstalling OCNADD

This chapter provides information on how to uninstall Oracle Communications Network
Analytics Data Director (OCNADD).

When you uninstall a helm chart from the OCNADD deployment, it removes only the
Kubernetes objects created during the installation.

@® Note

kubect| commands might vary based on the platform deployment. Replace
kubect | with Kubernetes environment-specific command line tool to configure
kubernetes resources through kube-api server. The instructions provided in this
document are as per the Oracle Communications Cloud Native Core, Cloud Native
Environment (CNE) version of kube-api server.

/\ Caution

*  While deleting any OCNADD resources make sure to provide the corresponding
namespace used in the deployment.

* Based on requirement, make sure to retain the OCNADD backup before the
uninstallation procedure. For more information, see Performing OCNADD Backup
Procedures.

* Ensure any configured datafeeds are deleted using the OCNADD GUI prior to
performing the OCNADD uninstallation steps. For deletion of the datafeeds, refer
to Oracle Communications Network Analytics Data Director User Guide.

 The command kubect| delete all deletes all the Kubernetes objects in the
specified namespace. In case you have created the RBAC resources and service
accounts before the Helm installation in the same namespace, and these
resources are required, then do not delete them.

The command kubect| del ete nanespace removes all the resources or objects
created in the namespace. Therefore, ensure that you run the command only
when you want to delete the namespace completely.

6.1 Uninstalling Worker Group

To uninstall a worker group, all the associated sub-groups (relay agent and mediation) should
be uninstalled. The steps below are listed only once, but they should be repeated for all relay
agent and mediation groups that should be uninstalled. All mediation groups should be
uninstalled one after another, and then the relay agent group should be uninstalled. Replace
the <ocnadd- gr oup- narmespace> with the relay agent or mediation group hamespace.
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Run the following command to uninstall the OCNADD group:

hel m uni nstal | <ocnadd- gr oup-r el ease- name> - - nanespace <ochadd- group-
nanespace>

For example:

hel m uni nstall dd-ned --nanmespace ocnadd- med
hel muninstall dd-ra --namespace ocnadd-rel ay

Clean up Kafka Configuration for all mediation and relay agent groups.
To clean up the Kafka configuration, perform the following steps:

a. To list the secrets in the namespace, run:
kubect| get secrets -n <ocnadd- group- namespace>
b. To delete all the secrets related to Kafka, run:
kubect| delete secret --all -n <ocnadd-group- nanespace>
c. To delete the configmap used for Kafka, run:
kubect!| delete configmap --all -n <ocnadd- gr oup- nanespace>

d. To delete PVCs used for Kafka:

i. Run the following command to list the PVCs used in the namespace:

kubect| get pvc -n <ocnadd- group- nanespace>

ii. Run the following command to delete the PVCs used by the brokers and Kraft
controllers:

kubect!| delete pvc --all -n <ocnadd- group- namespace>

Run the following command to delete all the objects:

a. To delete all the Kubernetes objects:
kubect!| delete all --all -n <ocnadd-group-namespace>
b. Run the following command to delete specific resources:

kubect| del ete <resource-type> <resource-nane> -n <ocnhadd- group-
nanespace>

Delete all the relay agent and mediation group namespaces using the command:

kubect| del ete namespace <ocnadd- group- namespace>
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6.2 Uninstalling Management Group

1.

Uninstall the management group using the following command:

hel m uni nstal | <nmanagenent -r el ease- name> - -nanespace <managenent - gr oup-
nanespace>

For example:
hel m uni nstall dd-ngnt --namespace ocnadd- ngnt
Check the management group namespace:

kubect| get all -n <managenent - gr oup- namespace>

In case of successful uninstallation, no OCNADD resource is displayed in the command
output.

If the command output displays OCNADD resources or objects, then perform the following
procedure to delete all the objects:

a. To delete all the Kubernetes objects:
kubect!| delete all --all -n <ngnt-group- nanespace>
b. Run the following command to delete the specific resources:

kubect| del ete <resource-type> <resource-name> -n <managenent - gr oup-
nanmespace>

c. Run the following command to delete the management group namespace:

kubect| del ete namespace <managenent - group- nanespace>

For example:

kubect| del ete namespace ocnadd- ngnt

Clean up the Database.
To clean up the database, perform the following steps:

a. Logintothe MySQL client on the SQL Node with the ocnadduser and password:

mysqgl -h <I'P_address of SQ. Node> -u <ocnadduser> -p

b. To clean up the configuration, alarm, and health database, run the following command
and pass the database names:

mysql > drop dat abase <dbnane>;
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c. Toremove MySQL users while uninstalling OCNADD, run the following commands:

SELECT user FROM nysql . user;
DROP USER ' ochaddappuser @ % ;

6.3 Verifying Uninstallation

To verify the OCNADD uninstallation, run the following command:

Check if any management, relay agent, or mediation group hamespaces exist:

kubect| get nanmespaces

The output should not list any namespaces for OCNADD groups that are uninstalled.
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Migrating to OCCM Managed Certificates

/\ Caution

» Itis expected that there will be downtime when the services are migrated to use
the new certificates generated by the OCCM. The amount of downtime will depend
on the method of migration performed as described below.

*  This procedure is applicable when certificates are being migrated within the same
release.

*  Migration supported only for current release version

This section provides information on how to migrate the certificates initially created by following
the section "Configuring SSL or TLS Certificates" during OCNADD installation.

The below steps can be followed to use certificates created by OCCM:

7.1 Upgrading the Helm Charts

/\ Caution

No configuration or existing data will be lost. The expected downtime will be equal to
the time taken to upgrade the relay agent group, the mediation group, the consumer
adapter, and correlation, plus the time required for the Kafka broker and KRaft
controller to stabilize. The Kafka broker and KRaft controller must be stabilized for all
available groups.

To manually create certificates for OCNADD, follow these steps:

1. Follow the steps to create secrets for OCCM for each management and worker group
(relay agent and mediation) namespace as specified in the "OCCM Pre-requisites for
Installing OCNADD" section in the Oracle Communications Network Analytics Suite
Security Guide.

2. Enable the OCCM based certificate management in the Management and Worker group
(relay agent and mediation) custom-values. For descriptions of the Helm parameters
required for enabling OCCM, see Helm Parameter Configuration for OCCM.

3. Upgrade the Management group helm chart:

hel m upgrade <managenent -rel ease-nane> -f ocnadd- cormon- cust om val ues. yan
-f ocnadd- managenent - cust om val ues. yam --namespace <managenent - gr oup-
namespace> <hel mchart>
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For example:

hel m upgrade dd-ngnt -f ocnadd- conmon- cust om val ues. yanl -f ocnadd-
managenent - cust om val ues. yam --namespace dd- ngnt - group ocnadd_ngnt

Upgrade the Relay Agent group helm chart:

hel m upgrade <rel ayagent-rel ease-nane> -f ocnadd- common- cust om val ues. yan
-f ocnadd-rel ayagent - cust om val ues. yam --namespace <rel ayagent - group-
nanmespace> <hel m chart>

For example:

hel m upgrade dd-rea -f ocnadd- common- cust om val ues. yam -f ocnadd-
rel ayagent - cust om val ues. yam --namespace ocnadd-rel ay ocnadd

Upgrade the Mediation group helm chart:

hel m upgrade <nedi ation-rel ease-name> -f ocnadd- conmon- cust om val ues. yanl -
f ocnadd- medi ati on- custom val ues. yam --nanespace <nedi ati on-group-
nanespace> <hel mchart> --set

gl obal . ocnaddmedi ati on. env. adni n. OCNADD | NGRESS_ADAPTER UPGRADE_ENABLE=t r ue
, gl obal . ocnaddredi ati on. env. adm n. OCNADD ADAPTER UPGRADE ENABLE=t r ue, gl obal
.ocnaddmedi ati on. env. adni n. OCNADD CORR_UPGRADE_ENABLE=t r ue, gl obal . ocnaddmed
i ation.env.adm n. OCNADD STORAGE_ADAPTER UPGRADE ENABLE=t r ue

For example:

hel m upgrade dd-ned -f ocnadd- cormon- cust om val ues.yam -f ocnadd-

medi ati on- cust om val ues. yanl --nanespace ocnadd-med ocnadd - -set

gl obal . ocnaddmedi at i on. env. adm n. OCNADD | NGRESS_ADAPTER UPGRADE_ENABLE=t r ue
, gl obal . ocnaddmedi ati on. env. adm n. OCNADD ADAPTER_UPGRADE_ENABLE=t r ue, gl obal
.ocnaddmedi at i on. env. adni n. OCNADD_CORR_UPGRADE_ENABLE=t r ue, gl obal . ocnaddmed
i ation.env.adm n. OCNADD _STORAGE_ADAPTER UPGRADE_ENABLE=t r ue

If multiple mediation groups are present repeat steps 5 for each mediation group
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Fault Recovery

This chapter provides information about fault recovery for OCNADD deployment.

8.1 Overview

This section describes procedures to perform the backup and restore for the Oracle
Communications Network Analytics Data Director (OCNADD) deployment. The backup and
restore procedures will be used in the fault recovery of OCNADD. The OCNADD operators can
take only the OCNADD-instance-specific database and required OCNADD Kafka metadata
backup and restore them either on the same or a different Kubernetes cluster.

The backup and restore procedures are helpful in the following scenarios:

*  OCNADD fault recovery

*  OCNADD cluster migration

*  OCNADD setup replication from production to development or staging
*  OCNADD cluster upgrade to a new CNE version or K8s version

The OCNADD backup contains the following data:
«  OCNADD database(s) backup

«  OCNADD Kafka metadata backup, including the topics and partitions information

@® Note

If the deployed Helm charts and the customized custom values for the management,
relay agent, and mediation groups for the current deployment are stored in the Helm
or artifact repository, then the Helm chart and custom values backup is not required.
To successfully execute backup and restore operations for Kafka metadata, it is
essential that the configuration service is operational and running. The absence of a
running configuration service prevents Kafka metadata backup and restore from being
performed.
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Figure 8-1 OCNADD Backup and Restore
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OCNADD Database(s) Backup

The OCNADD database consists of the following:

exclusive logical database is created and u

Configuration data: This data is exclusive to the given OCNADD instance. Therefore, an

sed by an OCNADD instance to store its

configuration data and operator-driven configuration. Operators can configure the
OCNADD-instance-specific configurations using the Configuration Ul service through the

Cloud Native Configuration Console.

Therefore, an exclusive logical database is

Health monitoring data: This data is also exclusive to the given OCNADD instance.

created and used by an OCNADD Health

Monitoring service instance to store the health profile of various other services.

The database backup job uses the nmysql dunp utility.

Scheduled regular backups help in:

Minimizing loss of data due to data corrupti
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*  Migration of the database information from one site to another site

OCNADD Kafka Metadata Backup
The OCNADD Kafka metadata backup contains the following information:

e Created topics information

e Created partitions per topic information
8.1.1 Fault Recovery Impact Areas
The following table shares information about impact of OCNADD fault recovery scenarios:

Table 8-1 OCNADD Fault Recovery Scenarios Impact Information
- ____________________________________ |

Scenario Requires Fault Requires Fault Requires Fault
Recovery or Recovery or Recovery or
Reinstallation of CNE? | Reinstallation of Reinstallation of Data
cnDBTier? Director?
Scenario 1: Deployment | No No Yes
Failure

Recovering OCNADD
when its deployment is

corrupted

Scenario 2: cnDBTier No Yes No

Corruption However, it requires to
restore the databases
from backup and Helm
upgrade of the same
OCNADD version to
update the OCNADD
configuration. For
example, change in
cnDBTier service
information, such as
cnDB endpoints, DB
credentials, and so on.

Scenario 3: Database No No No

Corruption However, it requires to

Recovering from restore the databases

corrupted OCNADD from old backup.

configuration database

Scenario 4: Site Failure | Yes Yes Yes
Complete site failure
due to infrastructure
failure, for example,
hardware, CNE, and so
on.

8.1.2 Prerequisites

Before you run any fault recovery procedure, ensure that the following prerequisites are met:

* cnDBTier must be in a healthy state and available on a new or newly installed site where
the restore needs to be performed.
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e Do not change DB Secret or cnDBTier MySQL FQDN or IP or PORT configurations during
backup and restore.

e Automatic backup should be enabled for OCNADD.

* Docker images used during the last installation or upgrade must be retained in the external
data storage or repository.

* The management, relay agent, and mediation group custom values file used at the time of
the OCNADD deployment must be retained. If the custom values files are not retained,
they must be recreated manually. This task increases the overall fault recovery time.

8.2 Backup and Restore Flow

7

© Important

It is recommended to keep the backup storage in the external storage that can be
shared between different clusters. This is required, so that in an event of a fault,
the backup is accessible on the other clusters. The backup job should create a PV
or PVC from the external storage provided for the backup.

In case the external storage is not made available for the backup storage, the
customer should take care to copy the backups from the associated backup PV in
the cluster to the external storage. The security and connectivity to the external
storage should be managed by the customer. To copy the backup from the backup
PV to the external server, follow Verifying OCNADD Backup.

The restore job should have access to the external storage so that the backup
from the external storage can be used for the restoration of the OCNADD
services. In case the external storage is not available, the backup should be
copied from the external storage to the backup PV in the new cluster. For
information on the procedure, see Verifying OCNADD Backup.

In case of two site redundancy feature is enabled then respective site backup
should be used to restore the site during failure recovery.
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@® Note

At a time, only one of the three backup jobs (ocnaddnmanual backup, ocnaddveri fy, or
ocnaddr est or €) can be running. If any existing backup job is running, that job needs to
be deleted to spawn the new job.

kubect| del ete job. batch/<ocnadd*> -n <namespace>

where,

* nanmespace = Namespace of OCNADD deployment

e ocnadd* = Running jobs in the namespace (ocnaddmanual backup, ocnaddveri fy,
or ocnaddr est or e)

Example:

kubect!| del ete job.batch/ocnaddverify -n ocnadd-depl oy

Backup

1.

The OCNADD backup is managed using the backup job created at the time of installation.
The backup job runs as a cron job and takes the daily backup of the following:

*  OCNADD databases for configuration, alarms, and health monitoring

« OCNADD Kafka metadata including topics and partitions, which are previously created

2. The automated backup job spawns as a container and takes the backup at the scheduled
time. The backup file OCNADD_Backup_DD- MM YYYY_hh- mm ss. t ar. bz2 is created
and stored in the PV mounted on the path / wor k- di r / backup by the backup container.

3. On-demand backup can also be created by creating the backup container. For more
information, see Performing OCNADD Manual Backup.

4. The backup can be stored on external storage.

Restore

1. The OCNADD restore job must have access to the backups from the backup PV/PVC.

2. The restore uses the latest backup file available in the backup storage if the
BACKUP_FILE argument is not given.

3. The restore job performs the restore in the following order:

a. Restore the OCNADD database(s) on the cnDBTier.

b. Restore the Kafka metadata.

8.3 OCNADD Backup

The OCNADD backup is of two types:

Automated backup

Manual backup
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Automated Backup

This is managed by the automated K8s job configured during the installation of the
OCNADD. For more information, see Updating the OCNADD Backup Cronjob step.

It is a scheduled job and runs daily at the configured time to collect the OCNADD backup
and creates the backup file OCNADD Backup_DD- MM YYYY_hh-mm ss. tar. bz2.

Manual Backup

This is managed by an on-demand job.

A new K8s job will be created on executing the Performing OCNADD Manual Backup
procedure.

The job completes after taking the backup. Follow Verifying OCNADD Backup procedure to
verify the generated backup.

8.4 Performing OCNADD Backup Procedures
8.4.1 Performing OCNADD Manual Backup

Perform the following steps to take the manual backup:

1.

Go to the cust om t enpl at es folder in the extracted OCNADD release package and update
the ocnadd_manual Backup. yam file, or the ocnadd_manual Backup_occm yani file if OCCM
is used, with the following information:

a. Value for BACKUP_DATABASES can be set to ALL (that is, confi gurati on_schema and
heal t hdb_schema), or the individual DB names can also be passed. By default, the
value is ALL.

b. Value of BACKUP_ARG can be set to ALL, DB, or KAFKA. By default, the value is ALL.

c. Update other values as follows:

api Version: batch/vl
kind: Job
met adat a
nane: ocnaddmanual backup
nanespace: ocnadd- ngmnt #---> update the managenent
nanespace

servi ceAccount Nanme: ocnadd- mgnt - sa- ocnadd #---> update the
service account name. Format:<servi ceAccount >-sa-ocnadd

cont ai ners:

- nane: ocnaddnanual backup

i mage: <repo-path>/ocdd. repo/ ocnaddbackuprestore:2.0.9 #--->
update repository path

i ni t Cont ai ners

- name: ocnaddi ni t cont ai ner

i mage: <repo-path>/utils.repo/jdk2l-openssl:1.0.9 #---> update
repository path

env:
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- nane: BACKUP_DATABASES
val ue: ALL

- nanme: BACKUP_ARG
val ue: ALL

If (1) Single Certs for each component is selected as the certificate generation
process, run the below commands:

i. Whengenerate_certs. shis used:

sed -i 's/ocnaddbackuprestore-secret/ocnadd-secret/g
ocnadd_nanual Backup. yan

sed -i 's/ocnaddbackuprestore-servercert/ocnadd-servercert/g
ocnadd_nanual Backup. yan

sed -i 's/ocnaddbackuprestore-serverprivat ekey/ ocnadd-
serverprivatekey/g' ocnadd_manual Backup. yam

ii. When OCCM is used:

sed -i 's/ocnaddbackuprestore-secret/ocnadd-secret/g'
ocnadd_nanual Backup_occm yani

sed -i 's/ocnaddbackuprestore-servercert/ocnadd-servercert/g
ocnadd_nanual Backup_occm yani

sed -i 's/ocnaddbackuprestore-serverprivat ekey/ ocnadd-
serverprivatekey/g' ocnadd_nanual Backup. yan

2. Run the following command to run the job:

kubect!| create -f ocnadd_nanual Backup. yam

OR, if OCCM is used:

kubect| create -f ocnadd_manual Backup_occm yani

8.4.2 Verifying OCNADD Backup

/\ Caution

The connectivity between the external storage through either PV/PVC or network
connectivity must be ensured.

To verify the backup, perform the following steps:

1. Gotothe custom t enpl at es folder in the extracted OCNADD release package and update
the ocnadd_veri fy_backup. yan file, or the ocnadd_verify_backup_occm yam file if
OCCM is used, with the following information:

a. Sleep time is configurable, update it if required (the default value is set to 10m).

b. Update other values as follows:

api Version: batch/vl
kind: Job
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met adat a:
name: ocnaddverify
namespace: ocnadd- ngnt Ho-->

updat e the nmanagerment namespace

servi ceAccount Name: ocnadd- ngnt - sa- ocnadd -
#---> update the service account name. Fornat:<serviceAccount >-sa-
ocnadd

cont ai ners:

- name: ocnaddverify

i mage: <repo-path>/ocdd. repo/ ocnaddbackuprestore:2.0.9 #---
> update repository path

i ni t Contai ners:

- name: ocnaddini t cont ai ner

i mage: <repo-path>/utils.repo/jdk21-openssl:1.0.9 #---
> update repository path

If (1) Single Certs for each component is selected as the certificate generation process, run
the below commands:

a. When generate_certs. shis used

sed -i 's/ocnaddbackuprestore-secret/ocnadd-secret/g
ocnadd_verify_backup. yam

sed -i 's/ocnaddbackuprestore-servercert/ocnadd-servercert/g
ocnadd_verify_backup. yam

sed -i 's/ocnaddbackuprestore-serverprivatekey/ ocnadd-
serverprivatekey/g' ocnadd_manual Backup. yam

b. When OCCM is used

sed -i 's/ocnaddbackuprestore-secret/ocnadd-secret/g'
ocnadd_verify_backup_occm yam

sed -i 's/ocnaddbackuprestore-servercert/ocnadd-servercert/g'
ocnadd_verify_backup_occm yam

sed -i 's/ocnaddbackuprestore-serverprivatekey/ ocnadd-
serverprivatekey/g' ocnadd_verify backup_occm yan

2. Run the below command to create the job:

kubect!| create -f ocnadd_verify_backup.yam

Or, use the following command if OCCM is used:

kubect!| create -f ocnadd_verify_backup_occm yam
3. If the external storage is used as PV/PVC, then enter the ochaddverify-xxxx container
using the following commands:

a. kubectl exec -it <ocnaddverify-xxxx> -n <ocnadd nanmespace> -- bash
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b. Change the directory to / wor k- di r/ backup and inside the latest backup file
COCNADD_BACKUP_DD- M YYYY_hh-mm ss. t ar. bz2, verify the DB backup and Kafka
metadata backup files.

8.4.3 Retrieving the OCNADD Backup Files

1. Run the Verifying OCNADD Backup procedure to spawn the ocnaddveri fy- xxxx.

2. Gotothe running ocnaddveri fy pod to identify and retrieve the desired backup folder
using the following commands:

a. Run the following command to access the pod:

kubect!| exec -it <ocnaddverify-xxxx> -n <ocandd- nanespace> -- bash

where,

<ocnadd- namespace> is the namespace where the ocnadd management group
services are running.

<ocnaddveri fy-xxxx> is the backup verification pod in the same namespace.

b. Change the directory to / wor k- di r/ backup and identify the backup file
"OCNADD_BACKUP_DD- MM YYYY_hh- nm ss. t ar . bz2".

c. Exitthe ocnaddverify pod.
3. Copy the backup file from the pod to the local bastion server by copying the file
OCNADD_BACKUP_DD- MM YYYY_hh- mm ss. tar. bz2, and run the following command:

kubect! cp -n <ocnadd- namespace> <ocnaddveri fy-xxxx>:/wor k- di r/ backup/
<OCNADD_Backup_DD- MM YYYY_hh-nmm ss. tar. bz2> <OCNADD Backup_DD- MM YYYY_hh-
mm ss. tar. bz2>

where,

<ocnadd- namespace> is the namespace where the ocnadd management group services are
running.

<ocnaddveri f y- xxxx> is the backup verification pod in the same namespace.
For example:
kubect! cp -n ocnadd-ngnmt ocnaddverify-drwzq: /work-dir/backup/

OCNADD_BACKUP_10- 05-2023_08-00-05. tar. bz2
OCNADD_BACKUP_10- 05-2023_08-00-05. tar. bz2

8.4.4 Copying and Restoring the OCNADD backup

1. Retrieve the OCNADD backup file.
2. Perform the Verifying OCNADD Backup procedure to spawn the ocnaddveri f y- xxxx.
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3. Copy the backup file from the local bastion server to the running ocnaddverify pod, run the
following command:

kubect| cp <OCNADD Backup_DD- MM YYYY_hh-mm ss. tar. bz2> <ocnaddveri fy-
xxxx>: [ wor k- di r/ backup/ <OCNADD Backup_DD- MV YYYY_hh-mm ss. tar. bz2> -n
<managenent - gr oup- nanespace>

For example:

kubect! cp OCNADD BACKUP_10-05-2023_08-00-05.tar.bz2 ocnaddverify-nrdxn:/
wor k- di r/ backup/ CCNADD_BACKUP_10- 05- 2023_08- 00- 05. tar. bz2 -n ocnadd- ngnt

4. Goto ocnaddverify pod and path, / wor kdi r / backup/ OCNADD _BACKUP_DD- Mt
YYYY_hh-mm ss. tar. bz2 to verify if the backup has been copied.

5. Restore OCNADD using the procedure defined in Creating OCNADD Restore Job.

8.5 Fault Recovery Scenarios

This chapter describes the fault recovery procedures for different recovery scenarios.

8.5.1 Scenario 1: Deployment Failure

This section describes how to recover OCNADD when the OCNADD deployment corrupts.

For more information, see Restoring OCNADD.

8.5.2 Scenario 2: cnDBTier Corruption

This section describes how to recover the cnDBTier corruption. For more information, see
Oracle Communications Cloud Native Core cnDBTier Installation, Upgrade, and Fault
Recovery Guide. After the cnDBTier recovery, restore the OCNADD database from the
previous backup.

To restore the OCNADD database, execute the procedure Creating OCNADD Restore Job by
setting BACKUP_ARG to DB.

8.5.3 Scenario 3: Database Corruption

This section describes how to recover from the corrupted OCNADD database.

Perform the following steps to recover the OCNADD configuration database (DB) from the
corrupted database:

1. Retain the working ocnadd backup by following Retrieving the OCNADD Backup Files
procedure.

2. Drop the existing Databases by accessing the MySql DB.
3. Perform the Copying and Restoring the OCNADD backup procedure to restore the backup.

8.5.4 Scenario 4: Site Failure

This section describes how to perform fault recovery when the OCNADD site has software
failure.
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Perform the following steps in case of a complete site failure:

1.

4.

Run the Cloud Native Environment (CNE) installation procedure to install a new
Kubernetes cluster. For more information, see Oracle Communications Cloud Native
Environment Installation, Upgrade, and Fault Recovery Guide.

Run the cnDBTier installation procedure. For more information, see Oracle
Communications Cloud Native Core cnDBTier Installation, Upgrade, and Fault Recovery
Guide.

For cnDBTier fault recovery, take a data backup from an older site and restore it to a new
site. For more information about cnDBTier backup, see "Create On-demand Database
Backup" and to restore the database to a new site, see "Restore DB with Backup" in
Oracle Communications Cloud Native Core cnDBTier Installation, Upgrade, and Fault
Recovery Guide.

Restore OCNADD. For more information, see Restoring OCNADD.

8.6 Restoring OCNADD

Perform this procedure to restore OCNADD when a fault event has occurred or deployment is
corrupted.

® Note
This procedure expects the OCNADD backup folder is retained.

Get the retained backup file "OCNADD BACKUP_DD- MM YYYY_hh-mm ss. tar. bz2".

Get the Helm charts that was used in the earlier deployment.

Run the following command to uninstall the corrupted OCNADD deployment: Management
Group or Worker Group (Relay Agent or Mediation):

hel m uni nstal |l <rel ease_nane> --namespace <nanespace>

Where,

<r el ease_nane> is the release name of the ocnadd deployment which is being
uninstalled.

<nanespace> is the namespace of OCNADD deployment which is being uninstalled.

For example: To uninstall the Management Group
hel m uninstall ocnadd-ngnt --namespace dd- ngnt - group
Install the Management Group or Worker Group (Relay Agent or Mediation) that was

corrupted and uninstalled in the previous step using the helm charts that were used in the
earlier deployment. For the installation procedure see, Installing OCNADD.

To verify whether OCNADD installation is complete, see Verifying OCNADD Installation.

Follow procedure Copying and Restoring the OCNADD backup
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Follow the below steps to create and run OCNADD restore job:

1. Restore the OCNADD database by following below steps:

Chapter 8
Creating OCNADD Restore Job

a. Gotothe customtenpl ates folder inside the extracted ocnadd-r el ease package and
update the ocnadd_r est ore. yanl or the ocnadd_restore_occm yani file if OCCM is

used, with the following information:

i. The value of BACKUP_ARG can be set to DB, KAFKA, and ALL. By default, the

value is 'ALL".

ii. The value of BACKUP_FILE can be set to folder name which needs to be

restored, if not mentioned the latest backup will be used.

iii. Update other values as below:

api Version: batch/vl
kind: Job
met adat a

name: ocnaddrestore

nanespace: ocnadd- ngnt #---> update the nanagenment namespace

servi ceAccount Name: ocnadd- mgnt - sa- ocnadd #---> update the
servi ce account name. Format: <servi ceAccount >-sa- ocnadd

cont ai ners:
- name: ocnaddrestore

i mage: <repo-path>/ocdd. repo/ ocnaddbackuprestore:2.0.9 #--->

update repository path

i ni t Cont ai ners:
- name: ocnaddi nit cont ai ner

i mage: <repo-path>/utils.repo/jdk21-openssl:1.0.9 #--->

update repository path
env:
- name: BACKUP_ARG
val ue: ALL
- nane: BACKUP_FI LE

value: "" #---> update the backup file name which needs
to be restored, if not nentioned the |atest backup will be used for
exanmpl e " OCNADD Backup_DD- MV YYYY_hh-mm ss. tar. bz2"

If (1) Single Certs for each component is selected as the certificate generation

process, run the below commands:

i. Whengenerate_certs. shis used

sed -i 's/ocnaddbackuprestore-secret/ocnadd-secret/g'

ocnadd_restore. yan

sed -i 's/ocnaddbackuprestore-servercert/ocnadd-servercert/g'

ocnadd_restore. yan

sed -i 's/ocnaddbackuprestore-serverprivat ekey/ ocnadd-

serverprivatekey/g' ocnadd_restore.yan
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ii. When OCCM is used

sed -i 's/ocnaddbackuprestore-secret/ocnadd-secret/g'
ocnadd_restore_occm yam

sed -i 's/ocnaddbackuprestore-servercert/ocnadd-servercert/g'
ocnadd_restore_occm yam

sed -i 's/ocnaddbackuprestore-serverprivat ekey/ ocnadd-
serverprivatekey/g' ocnadd_restore_occm yani

Run the following command to run the restore job:

kubect| create -f ocnadd_restore.yan

Or, use the following command if OCCM is used:

kubect| create -f ocnadd_restore_occm yamn

® Note

Make sure to delete all the backup, restore, and verify jobs before creating the
restore job. Related jobs are ocnaddbackup, ocnaddr est or e, ocnaddveri fy, and
ocnaddmanual backup.

Wait for the restore job to be completed. It usually takes 10 to 15 minutes or more
depending upon the size of the backup.

To restart the Redundancy Agent pods post OCNADD Restore, see Two-Site Redundancy
Fault Recovery.

Perform the rollout restart for the deployments in management group and all the available
worker groups (relay agent and mediation) in the provided order:

a. Perform rollout restart for management group

kubect! rollout restart deploynent -n <mgnt-grp-nanespace>
b. Perform rollout restart for relay agent group

kubect! rollout restart deploynent -n <rel ay-agent-grp-nanespace>
c. Perform rollout restart for all mediation group(s) one after the other

kubect! rollout restart deployment -n <mediation-grp-nanespace>

® Note

If the backup is not available for the mentioned date, the pod will be in an error state,
notifying the backup is not available for the given date: $DATE. In such case, provide
the correct backup dates and repeat the procedure.
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8.8 Configuring Backup and Restore Parameters

To configure backup and restore parameters, configure the parameters listed in the following
table:

Table 8-2 Backup and Restore Parameters

Parameter Data Type Range Default Value | Mandatory(M)/ | Description
Name Optional(O)/
Conditional(C)
BACKUP_STO | STRING - 20Gi M Persistent
RAGE Volume storage
to keep the
OCNADD
backups
BACKUP_CRO | STRING - 08*** M Cron
NEXPRESSIO expression to
N schedule
backup cronjob
BACKUP_ARG | STRING - ALL M KAFKA, DB, or
ALL backup
BACKUP_DATA | STRING - ALL M Individual
BASES databases or all
databases
backup that
need to be
taken
PURGE_DAYS |INTEGER - 7 M The number of
days after
which the
backup file will
be purged

8.9 Two-Site Redundancy Fault Recovery

This section describes how to perform fault recovery of the OCNADD sites with Two-Site
Redundancy enabled.

Scenario 1: When DB backup is available for both sites

1. Follow the generic recovery procedure based on the failure scenarios described in the
section "Fault Recovery."

2. Use the respective site's backup during the restore procedure.

3. Once the recovery is completed, restart the Redundancy Agent pods of the Primary site
and the Secondary site.

Scenario 2: When DB backup is not available on one of the mated sites

1. Access any one of the pods of the working site and run the below curl command to delete
Redundancy Configuration:

e kubectl exec -it -n <nanmespace> <pod> -- bash
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For example:
kubect| exec -it -n ocnadd-depl oy ocnaddnanagenent gat eway- Xxxxx -- bash

curl -k --cert-type P12 --cert /var/securityfiles/keystore/

server KeySt ore. p12: SOCNADD SERVER KS PASSWORD - -1 ocation - X DELETE
"https://ocnaddconfiguration; 12590/ ocnadd- confi guration/vl/tsr-configure/
<wor ker gr oup nane>?sync=f al se'

Where,

<wor ker gr oup- nane> is the logical name of the worker group. For example, wg1.

Follow the generic recovery procedure based on the failure scenarios described in the
section Fault Recovery Scenarios.

Once the recovery is completed, restart the Redundancy Agent pods first on the Primary
site, then on the Secondary site.

Re-create the Redundancy Configuration from the Primary UL.

@® Note

If the DB was lost on the Primary site and the user wants the Secondary site
configuration to be restored on the Primary site, then set the Way to Bidirectional
while creating the Redundancy Configuration.
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