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Preface

• Documentation Accessibility

• Diversity and Inclusion

• Conventions

Documentation Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion
Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

• For Technical issues such as creating a new Service Request (SR), select 1.

• For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

• For Hardware, Networking, and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New in This Guide

This section lists the documentation updates for Network Analytics Suite release notes
25.2.2xx.

Release 25.2.200 - G49245-01, December 2025

OCNADD 25.2.200 Release

Updated the following sections with the details of OCNADD release 25.2.200:

• OCNADD Feature Descriptions

• Media Pack

• Compatibility Matrix

• Common Microservices Load Lineup

• Security Certification Declaration

• Resolved Bug List

• Known Bug List
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1
Introduction

This document provides information about new features and enhancements to the existing
features for Oracle Communications Network Analytics Suite products.

It also includes details related to media pack, common services, security certification
declaration, and documentation pack. The detailed information of the fixes are included in the
Resolved Bug List section. For issues that are not yet addressed, see the Customer Known
Bug List.

For information on how to access key Oracle sites and services, see My Oracle Support.
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2
Feature Descriptions

This chapter provides a summary of new features and updates to the existing features for
Network Analytics Suite products released in 25.2.2xx.

2.1 OCNADD Feature Descriptions
Release 25.2.200

Oracle Communications Network Analytics Data Director (OCNADD) 25.2.200 has been
updated with the following enhancements:

• Architecture Enhancement: The data detector architecture has been enhanced to
facilitate high-volume data processing with a highly scalable solution. The Data Director
architecture for the worker group has been revamped and modularized into two distinct
components:

– OCNADD Relay Agent: The Data Director Relay Agent is engineered to handle high-
volume data streams from 5G Network Functions (NFs) with a low data retention
policy, while ensuring scalability and efficient data processing.

– OCNADD Mediation Group: The Data Director Mediation Group is a vital component
of the Data Director, leveraging high-data-retention Kafka clusters to integrate multiple
data sources. It enables secure data delivery to third-party applications supporting
various data formats using message and xDR feeds. It also supports KPIs, export, and
trace of the generated xDRs.

For more infromation, see Oracle Communications Network Analytics Data Director User
Guide.

• Diameter Feed Support (PoC/Lab Deployment Only through BETA Program):

– vCollector: The vCollector feature enables a mechanism to acquire Diameter traffic
from various network nodes, such as a Diameter Signaling Router (DSR) or any other
Diameter application.
The packet capturing shall be provided via port mirroring onto the virtual machine
running Oracle proprietary software. The virtual machine solution is known as
Diameter vCollector. This will provide the following functionalities:

* A software that will provide packet capture and filter capabilities

* A Kafka-based producer client interface that will transfer the captured packets to
the Oracle Communications Network Analytics Data Director over Kafka

* A configuration REST API to configure the traffic flow on the vCollector

* An in-memory database to store the configuration and intermediary buffer for the
captured packets

For more information, see Oracle Communications Network Analytics Data Director
Installation, Upgrade, and Fault Recovery Guide.

• Performance Improvements: Performance figures were benchmarked and added to the
benchmarking guide. The performance has been verified on the OCCNE cluster.

– Single TCP feed with 1.5M Ingress MPS and 1.5M Egress MPS
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For more information, see the Oracle Communications Network Analytics Data Director
Benchmarking Guide.
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3
Media and Documentation

3.1 Media Pack
This section lists the media package for Network Analytics Suite release 25.2.2xx. To
download the media package, see My Oracle Support (MOS).

To learn how to access and download the media package from MOS, see Accessing
Documents on MoS.

Note

The information provided in this section is accurate at the time of release but is subject
to change. See the Oracle software delivery website for the latest information.

Table 3-1    Media Pack Contents for OCNADD 25.2.200

Description Version ATS Version Upgrade Supported

Oracle Communications
Network Analytics Data
Director (OCNADD)

25.2.200 NA OCNADD 25.2.200
supports the upgrade
from 25.2.100 and
25.1.200 through
migration path.
For more information,
see Oracle
Communications
Network Analytics Data
Director Installation,
Upgrade, and Fault
Recovery Guide

.

3.2 Documentation Artifacts with MOS Patch Numbers
The following table lists the availability of various documentation artifacts such as custom
templates, compliance matrix, and dimensioning sheets. It also provides the MOS patch
numbers of these documentation artifacts for each network function.

Table 3-2    Documentation Artifacts with MOS Patch Numbers

Network Function NF Version Compli
ance
Matrix

Custom
Templat
es

Dimensi
oning
Sheet

MOS Patch Number

OCNADD 25.2.200 N N Y 38772298
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3.2.1 Accessing Network Analytics Suite Documents on MOS
This procedure describes how to access the Network Analytics Suite specific documents on
MOS using any of the following options:

• Access with Patch Number

• Access without Patch Number

3.2.1.1 Access with Patch Number
This procedure describes how to access the Network Analytics Suite specific documents on
MOS with the patch number of the release.

1. Log in to MOS using the appropriate credentials.

2. Click the Patches & Updates tab.

3. In the Patch Search console, the Number/Name or Bug Number (Simple) option
remains selected by default.

Figure 3-1    Search with Patch Number

4. Select Patch Name or Number from the drop-down list and enter the patch number in the
corresponding input field.

5. Click Search.
The Patch Simple Search Results window lists the patch.

6. Select the patch to view the details.
The Patch Details window appears.

7. Click Download.
The File Download window appears.

Chapter 3
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Figure 3-2    File Download

8. Click the <p********_<release_number>_Tekelec>.zip file.

9. Extract the release package zip file to download the network function patch to the system
where network function must be installed.

3.2.1.2 Access without Patch Number
This procedure describes how to access the Network Analytics Suite specific documents on
MOS without the patch number of the release.

1. Log in to MOS using the appropriate credentials.

2. Click the Patches & Updates tab.

3. In the Patch Search console, click the Product or Family (Advanced) option.

Figure 3-3    Search without Patch Number

4. Enter Oracle Communications Cloud Native Core - 5G in the Product field.

5. From the Release drop-down list, select Oracle Communications Network Data
Analytics Function <release_number>.

6. Click Search.
The Patch Advanced Search Results list appears.

7. Select the customer documentation patch from the list.
The Patch Details window appears.
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8. Click Download.
The File Download window appears.

Figure 3-4    File Download

9. Click the <p********_<release_number>_Tekelec>.zip file.

10. Extract the release package zip file to download the network function patch to the system
where network function must be installed.

3.3 Compatibility Matrix

Note

For seamless integration and optimal performance of CNC NFs on third party platform,
the third party platform needs to be compatible with the specified Kubernetes version.

The following table lists the compatibility matrix for OCNADD:
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Table 3-3    Compatibility Matrix for OCNADD 25.2.200
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3GPP Compatibility Matrix

The following table lists the 3GPP compatibility matrix:

Table 3-4    3GPP Compatibility Matrix

NF NF Version 3GPP

OCNADD 25.2.200 • OCNADD: NA
• SCP: Release 16 compliant
• NRF: Release 16 compliant
• SEPP: Release 16 compliant
• BSF: Release 16 compliant

Note

• For the data being sent from NRF, GZIP compression is turned off within the NRF.

• For the data being sent from SCP, OCNADD copies the base64 encoded
compressed “5g-sbi- message” to the third party consumer without decoding.

• For seamless integration and optimal performance of CNC NFs on third party
platform, the third party platform needs to be compatible with the specified
Kubernetes version.

3.4 Common Microservices Load Lineup
This section provides information about common microservices and ATS for OCNADD release
25.2.2xx:
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Table 3-5    Common Microservices Load Lineup for OCNADD 25.2.200

Version Alter
nate
Rout
e
SVC

App-
Info

ASM
Confi
gurat
ion
Chart

ATS
Fram
ewor
k

Confi
g-
Serv
er

Debu
g-
tool

Egre
ss
Gate
way

Ingre
ss
Gate
way

Helm
Test

Medi
ation

NRF-
Clien
t

Perf-
Info

25.2.200 NA NA NA NA NA NA NA NA NA NA NA NA

3.5 Security Certification Declaration
The following table lists the security tests and the corresponding dates of compliance for
OCNADD:

Table 3-6    Security Certification Declaration for OCNADD 25.2.200

Compliance Test Description Test Completion Date Summary

Static Source Code Analysis
Additional Information: Assesses
adherence to common secure
coding standards

11 December, 2025 No unmitigated critical or high
findings.

Dynamic Analysis (including fuzz
testing)
Additional Information: Tests for
risk of common attack vectors
such as OWASP Top 10 and
SANS 25

12 December, 2025 No unmitigated critical or high
findings

Vulnerability Scans
Additional Information: Scans for
CVEs in embedded 3rd party
components

12 December, 2025 No unmitigated critical or high
findings

Malware Scans
Additional Information: Scans all
deliverable software packages for
the presence of known malware

12 December, 2025 No findings

Overall Summary: No critical or severity 1 security issues were found or pending during
internal security testing.

Chapter 3
Security Certification Declaration

Network Analytics Suite Release Notes
G49245-01
Copyright © 2023, 2025, Oracle and/or its affiliates.

December 17, 2025
Page 6 of 6



4
Resolved and Known Bugs

This chapter lists the resolved and known bugs for Network Analytics Suite Release 25.2.2xx.

These lists are distributed to customers with a new software release at the time of General
Availability (GA) and are updated for each maintenance release.

4.1 Severity Definitions
Service requests for supported Oracle programs may be submitted by you online through
Oracle’s web-based customer support systems or by telephone. The service request severity
level is selected by you and Oracle and should be based on the severity definitions specified
below.

Severity 1

Your production use of the supported programs is stopped or so severely impacted that you
cannot reasonably continue work. You experience a complete loss of service. The operation is
mission critical to the business and the situation is an emergency. A Severity 1 service request
has one or more of the following characteristics:

• Data corrupted.

• A critical documented function is not available.

• System hangs indefinitely, causing unacceptable or indefinite delays for resources or
response.

• System crashes, and crashes repeatedly after restart attempts.

Reasonable efforts will be made to respond to Severity 1 service requests within one hour. For
response efforts associated with Oracle Communications Network Software Premier Support
and Oracle Communications Network Software Support & Sustaining Support, please see the
Oracle Communications Network Premier & Sustaining Support and Oracle Communications
Network Software Support & Sustaining Support sections above.

Except as otherwise specified, Oracle provides 24 hour support for Severity 1 service requests
for supported programs (OSS will work 24x7 until the issue is resolved) when you remain
actively engaged with OSS working toward resolution of your Severity 1 service request. You
must provide OSS with a contact during this 24x7 period, either on site or by phone, to assist
with data gathering, testing, and applying fixes. You are requested to propose this severity
classification with great care, so that valid Severity 1 situations obtain the necessary resource
allocation from Oracle.

Severity 2

You experience a severe loss of service. Important features are unavailable with no acceptable
workaround; however, operations can continue in a restricted fashion.

Severity 3

You experience a minor loss of service. The impact is an inconvenience, which may require a
workaround to restore functionality.

Severity 4
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You request information, an enhancement, or documentation clarification regarding your
software but there is no impact on the operation of the software. You experience no loss of
service. The result does not impede the operation of a system.

4.2 Resolved Bug List
This section provides information on the resolved bugs in Network Analytics Suite products
release 25.2.2xx.

OCNADD Resolved Bugs

Resolved Bugs

Table 4-1    OCNADD 25.2.200 Resolved Bugs

Bug ID Title Description Severity Release
Version

38437217 Kafka brokers down after
disabling External access

Kafka brokers restarted after
external access was disabled
during the broker extension
process. FQDNs were
updated on SCP and external
access was disabled in the
worker group. Although the
brokers stabilized, traffic from
SCP could not reach DD.
SCP was suspected to still
use the old bootstrap
configuration. Restarting the
SCP worker pod resolved the
issue.
Doc Impact: No Doc impact.

3 25.1.200

38413911 Aggregation feed creation
leads to UI un-responsive

While creating an aggregated
feed, clicking the Submit
button returned a 500 internal
server error. After this error,
the UI became unresponsive.
The user had to restart the
Config and Admin services
and refresh or re-login to the
UI to continue working.
Doc Impact: No Doc impact.

3 25.1.200

38371911 DD feeds inactive after DD
resizing activity. RCA
Required

A resizing activity was
performed on the DD
deployment, during which pod
configurations and SCP/MAIN
topic partitions were changed.
The DD services restarted
successfully, but the feeds
remained in an inactive state
after the operation.
Doc Impact: No Doc impact.

3 25.1.200
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Table 4-1    (Cont.) OCNADD 25.2.200 Resolved Bugs

Bug ID Title Description Severity Release
Version

38421397 After resizing, new Kafka
broker pods are in
CrashLoopBackOff post helm
upgrade

The Kafka broker count was
increased from three to five.
The newly created broker
pods entered a
CrashLoopBackOff state due
to incomplete handling of
storage format updates during
the expansion process.
Doc Impact: No Doc impact.

3 25.1.200

38300170 OCNADD metric
Latency_critical_threshold_cr
ossed alert level of 100%

When running a high-
performance profile (for
example, 270K MPS), latency
critical threshold alerts were
raised even when traffic was
low (approximately 1K MPS).
This occurred due to frequent
adapter rebalancing that
caused lag buildup and
increased latency, and
because an excessive
number of Kafka partitions
were created for high MPS
while actual traffic remained
low.
Doc Impact: No Doc impact.

3 24.3.0

38289680 Message sequencing not
working for
REQUEST_RESPONSE type
mode

DD did not maintain the
expected message
sequencing when
MESSAGE_SEQUENCING_TYPE
was set to
REQUEST_RESPONSE.
Correlation IDs showed
responses being processed
before requests.
REQUEST_RESPONSE
sequencing ensured correct
ordering within request
messages and within
response messages, but it did
not guarantee full transaction-
level sequencing. Full
sequencing required the
TRANSACTION sequencing
type.
Doc Impact: No Doc impact.

3 24.2.1

38656940 Increased LAG and E2E
latency reported

Increased end-to-end latency
and message lag were
observed in a production
environment. The
environment carried live
traffic, but the overall traffic
volume was relatively low.
Doc Impact: No Doc impact.

3 24.2.1
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Table 4-1    (Cont.) OCNADD 25.2.200 Resolved Bugs

Bug ID Title Description Severity Release
Version

38637087 DD wrong stream id parity for
synthetic feed

DD incremented HTTP/2
stream IDs sequentially for
synthetic feeds. This behavior
violated RFC 9113, which
required client-initiated
streams to use odd-numbered
stream IDs. Stream IDs
should have incremented by
two (1, 3, 5, and so on).
Doc Impact: No Doc impact.

3 25.2.100

38636908 DD Synthetic feed HTTP2
compliance issue: missing
END_STREAM flag

When DD generated a
synthetic service request
without a message body, the
END_STREAM flag was not
set in the HEADERS frame.
This behavior did not comply
with RFC 9113, which
required the END_STREAM
flag to indicate the end of the
stream.
Doc Impact: No Doc impact.

3 25.2.100

38594321 Open TCP connections are
not getting closed

A TCP connection was
opened and an HTTP/2
SETTINGS frame was sent,
but no response was
received. The connection was
not reset or properly closed. A
new TCP connection was
later opened using a different
local port. Repeated
occurrences could result in a
large number of open TCP
connections over time.
Doc Impact: No Doc impact.

3 24.3.3

38592975 Incorrect format of the body:
Base64-encoded Body issue

The synthetic messages
generated on DD were
containing the base64
encoded data instead of the
muti-part or zip encoded data
as indicated in the content-
type header of the original
received 5g SBI header frame
and data.
Doc Impact: No Doc impact.

3 25.2.100
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Table 4-1    (Cont.) OCNADD 25.2.200 Resolved Bugs

Bug ID Title Description Severity Release
Version

38554975 Upgrade process in the
Upgrade Guide incorrectly
references Management
group instead of Worker
group

The Upgrade Guide
incorrectly referred to the
Management Group instead
of the Worker Group in the
centralized upgrade
procedure steps.
Doc Impact: Updated the
OCNADD Upgrade section in
the Oracle Communications
Network Analytics Data
Director Installation, Upgrade,
and Fault Recovery Guide.

3 25.2.100

38518152 Stream-ID is changing for the
same transaction

DD changed the HTTP/2
stream ID between the
request and response
messages within the same
transaction. For example, the
request used one stream ID
while the response used a
different stream ID.
Doc Impact: No Doc impact.

3 24.2.1

38496514 No traffic being processed.
kafka-broker-0 continuously
restarting due to
crashloopback status as PVC
is full

User found that the kafka-
broker-0 was continuously
restarting due to
crashloopback status. They
identified that that this was
because the PVC for kafka
broker-0 was full. This is
causing no traffic to be
processed by DD.
Doc Impact: No Doc impact.

3 24.3.0

38407695 25.1.100_DD_feeds Adapter
pods dosen't restart during
helm upgrade

During a resizing activity, a
Helm upgrade was
performed. Only some
adapter pods restarted
successfully, while others did
not restart or apply the
updated sizing, even when
manually restarted.
Doc Impact: No Doc impact.

3 25.1.100

38353700 Synthetic adapter sends
messages through different
TCP connections

DD sent messages belonging
to the same transaction over
multiple TCP connections.
This behavior affected the
correct sequencing of
messages within a
transaction.
Doc Impact: No Doc impact.

3 25.1.200
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Table 4-1    (Cont.) OCNADD 25.2.200 Resolved Bugs

Bug ID Title Description Severity Release
Version

38347488 TPS spikes for SCP Feed The issue is similar to bug
38300170; the traffic spikes
seen are due to the frequent
and continuous rebalancing of
the Helix adapter consumer
group. Additionally, there was
external latency of up to 25
ms, which was causing the
adapter to frequently toggle
between circuit breaking and
the normal state of the
adapter, thus causing lag
accumulation and spikes in
the traffic processing.
Doc Impact: No Doc impact.

3 24.3.0

38235445 DD Correlation Service
Stopped Adding SNSSAI
Optional xDR Field

After upgrading DD to version
25.1.200, the SNSSAI
optional xDR field was no
longer included in generated
TDRs.
Doc Impact: No Doc impact.

3 25.1.200

38555780 No DD service monitor yaml
in custom templates

The Installation and Upgrade
Guide referenced a service
monitor YAML file that was
not present in the provided
custom templates.
Doc Impact: Updated the
Oracle Communications
Network Analytics Data
Director Installation, Upgrade,
and Fault Recovery Guide to
remove the mention of the
unavailable file.

4 25.2.100

38555530 DD 25.2.100 / Post Upgrade
Task need rework

The post-upgrade section of
the 25.2.100 Installation
Guide contained unclear and
misleading instructions.
Certificate update steps,
Helm upgrade dependencies,
and Kafka KRaft migration
requirements were not
accurately described for
supported upgrade paths.
Doc Impact: Updated the
Post Upgrade section of the
Oracle Communications
Network Analytics Data
Director Installation, Upgrade,
and Fault Recovery Guide.

4 25.2.100
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Table 4-1    (Cont.) OCNADD 25.2.200 Resolved Bugs

Bug ID Title Description Severity Release
Version

38555143 Update request to the section
to create topic in the Users
Guide

The Users Guide section
describing how to create
Kafka topics lacked clarity
and required updates to
improve accuracy and
usability.
Doc Impact: Updated the
Create Kafka Topics section
of the Oracle
Communications Network
Analytics Data Director User
Guide for more clarity.

4 25.2.100

38554792 Migration of Kafka Cluster to
Kraft mode" section in the
Users Guide update

After completing Kafka KRaft
migration, configuration
settings were not reset to
their original values. If left
unchanged, these settings
could cause failures during
subsequent upgrades.
Doc Impact: The Oracle
Communications Network
Analytics Data Director User
Guide was updated. Since
KRaft migration is not
applicable for 25.2.200, the
complete migration section
has been removed from the
25.2.200 user guide, and the
requested change has been
updated in 25.2.100.

4 25.2.100

38426124 Health Profile not found for
serviceId

A Kafka broker pod remained
in a pending state. Logs from
the health monitoring pod
showed errors indicating that
a required health profile for
the Zookeeper service was
not found.
Doc Impact: No Doc impact.

4 24.3.0

4.3 Known Bug List
Known Bugs tables list the known bugs and associated Customer Impact Statements.

OCNADD Known Bugs

The following table lists the known bugs for OCNADD Release 25.2.2xx.
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Table 4-2    OCNADD 25.2.200 Known Bugs

Bug
Number

Title Description Sev
erit
y

Fou
nd
In
Rel
eas
e

Customer Impact Work
aroun
d

3874972
2

Specific software
loses sync with the
Oracle DD
Synthetic Feed

At low message rates, some
synthetic feed messages are
generated with malformed
data that contains extremely
large length values. This
condition causes the
receiving software to lose
synchronization with the data
director.

3 25.2
.100

Packet decoding
fails, which causes
issues with packet
analysis.

No
workar
ound
is
availa
ble.

3875060
4

After upgrade to
25.1.200,
connection to
external helix
adapter not
established

After an upgrade from version
24.3 to 25.1.200, the system
sends an HTTP GET request
requesting an upgrade to h2c
instead of sending the
expected HTTP/2 magic
settings message. As a result,
the external adapter does not
accept the connection.

3 25.2
.100

The connection to
the external
application is not
established after
the upgrade.

No
workar
ound
is
availa
ble.

3873733
2

OCNADD 24.3.0 ||
Continuous
rebalacing and
latency issue

Adapter pods continuously
rebalance due to delayed
responses from an external
system. This behavior triggers
frequent consumer thread
rebalancing, which takes a
long time to complete and
eventually causes
unrecoverable lag.

3 24.3
.0

End-to-end latency
increases due to
continuous
rebalancing and
data lag.

The
issue
is
resolv
ed
when
the fix
for the
related
defect
is
applie
d.

3871267
3

Metadata missing
for RX and Tx
Response in case
of 2 SEPPs
sending feed

When two network elements
send feeds simultaneously,
metadata is not populated for
transmit and receive
response messages because
two transactions share the
same correlation identifier.

3 25.1
.200

Metadata
enrichment is
missing for transmit
and receive
response
messages.

No
workar
ound
is
availa
ble.

3868863
4

Advanced Feed
TLS Feed shows
Destination Status
as is Inactive

When a secure feed with
encryption is configured, data
is received by probes, but the
user interface continues to
show the destination status
as inactive and no data
appears on dashboards.

3 25.1
.200

The user interface
does not reflect the
actual data transfer
status.

No
workar
ound
is
availa
ble.
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Table 4-2    (Cont.) OCNADD 25.2.200 Known Bugs

Bug
Number

Title Description Sev
erit
y

Fou
nd
In
Rel
eas
e

Customer Impact Work
aroun
d

3868753
9

Kafka broker load
imbalance and
internal topic
rebalance || DD
25.1.200

One broker consumes
significantly more CPU and
memory than other brokers,
even after partition
reassignment.

3 25.2
.100

High load on a
single broker may
increase latency
and cause data
lag.

Manua
l
rebala
ncing
of
intern
al
topics
is
recom
mende
d.

3868750
8

'Save Changes' is
allowed even when
the required field
(Message
Direction) is
cleared in an
existing Ingress
Feed

The user interface allows
changes to be saved even
when required fields, such as
message direction, are empty
or invalid.

3 25.2
.200

Invalid
configurations can
be saved through
the user interface.

No
workar
ound
is
availa
ble.

3863699
0

DD synthetic feed
does not handle
well empty jsons in
the data frame

When packets contain a
content-length value but no
payload, empty data frames
are not generated as
expected.

3 25.2
.100

Data frames are
missing for
messages without
payloads.

An
empty
payloa
d
attribut
e must
be
includ
ed so
that an
empty
data
frame
is
gener
ated.

3863479
5

Not able to load
translations in DD
UI (25.2.100) when
25.1.100 CNCC is
used

The user interface fails to load
translation files due to a
namespace mismatch
between components.

3 25.2
.100

Data feeds cannot
be created from the
user interface.

The
names
pace
must
be
correct
ed and
the
compo
nent
reinsta
lled.
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Table 4-2    (Cont.) OCNADD 25.2.200 Known Bugs

Bug
Number

Title Description Sev
erit
y

Fou
nd
In
Rel
eas
e

Customer Impact Work
aroun
d

3857943
9

Alarm not getting
created for the
failed export
configurations

When an export configuration
fails, the user interface
indicates that an alarm should
be checked, but no alarm is
generated.

3 25.2
.200

Failure causes
cannot be traced
through alarms.

No
workar
ound
is
availa
ble.

3853845
3

pcap export
logging and
clearing no data
alarm every 5 mins
evenif the export is
happenning
properly

An alarm indicating no data
availability is raised at regular
intervals even though export
processing is functioning
correctly.

3 25.2
.200

Misleading alarm
information is
displayed.

No
workar
ound
is
availa
ble.

3835370
0

Synthetic adapter
sends messages
through different
TCP connections

Messages belonging to the
same transaction are sent
over different TCP
connections.

3 25.1
.200

Message
sequencing is
compromised in
the receiving
application.

No
workar
ound
is
availa
ble.

3825018
1

Admin service up
before kafka (Old
seq-init image
1.0.22) could
cause kafka admin
client might not
initialize

The admin service starts
before the messaging broker,
which prevents proper
initialization of the broker
client.

3 25.2
.100

Feed upgrades
may fail and
services may
remain in an
initialization state.

Old
initializ
ation
image
s must
be
remov
ed
before
install
ation
or
upgra
de.

3822452
9

Pods are getting
into Error state
during DD uninstall

Pods enter an error state
during uninstall when load
balancing is enabled.

3 25.2
.100

The deployment
cannot be
uninstalled.

The
issue
must
be
addres
sed at
the
contai
ner
platfor
m
level.
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Table 4-2    (Cont.) OCNADD 25.2.200 Known Bugs

Bug
Number

Title Description Sev
erit
y

Fou
nd
In
Rel
eas
e

Customer Impact Work
aroun
d

3821604
6

DD services in
Error/Unknown
state after server
maintenance

After a full system shutdown
and restart, most services
remain in error or unknown
states and do not recover
automatically.

3 25.2
.100

Data processing
stops due to
service recovery
failure.

No
workar
ound
is
availa
ble.

3799525
7

TSR Discrepancy
Alarm is raised
even when the
TSR configuration
is deleted and re-
created

A discrepancy alarm remains
active even after redundancy
configuration is deleted and
recreated.

3 25.1
.200

User confusion
occurs due to
incorrect alarms.

No
workar
ound
is
availa
ble.

3798378
0

Ingress adapter
crashes
continuously when
all kafka-brokers
are down

The ingress adapter
continuously restarts when
messaging brokers are
unavailable.

3 25.1
.200

Data ingestion
does not function
correctly during
broker outages.

No
workar
ound
is
availa
ble.

3818716
6

Loss of Heartbeat
alarm for
secondary
Redundancy agent
is not getting
cleared

The heartbeat alarm for a
secondary redundancy agent
is not cleared after recovery.

3 25.1
.200

No functional
impact occurs, but
alarm state
remains incorrect.

No
workar
ound
is
availa
ble.

3871726
4

After DD upgrade
from 25.1.200 to
25.2.100, some
kafka-broker pods
are in
"CrashLoopBackOf
f" status

After an upgrade, broker pods
enter a crash loop and fail to
recover.

4 25.2
.100

Data transmission
stops during the
upgrade process.

A
worker
group
reinsta
llation
must
be
perfor
med
when
applic
able.

3866176
2

Few services
shows high CPU
usage even-if there
is no such heavy
task hapenning

Some services show high
CPU usage even when there
is minimal traffic or
processing activity.

4 25.2
.200

False alarms are
displayed in the
user interface.

No
workar
ound
is
availa
ble.

3848999
4

Kafka metrics not
showing
"container" and
"service" labels
when Prometheus
is deployed without
operator support

Metrics do not include
container and service labels
when monitoring is deployed
without operator support.

4 24.2
.0

Metrics analysis is
limited due to
missing context.

No
workar
ound
is
availa
ble.
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Table 4-2    (Cont.) OCNADD 25.2.200 Known Bugs

Bug
Number

Title Description Sev
erit
y

Fou
nd
In
Rel
eas
e

Customer Impact Work
aroun
d

3666680
9

DD-GUI : "Done"
button not getting
active after saving
kafka-template
configuration

The Done button remains
inactive after saving
configuration changes.

4 24.2
.0

The user interface
workflow is
disrupted.

No
workar
ound
is
availa
ble.

3802334
3

Alarm does not
raise or raised with
invalid Alarm's
additional detail
value in secondary
site, when its
admin svc down
and config creation
or sync action
performed in
Primary site

Alarms are missing or contain
invalid details when
synchronization actions occur
while the admin service is
unavailable.

4 25.1
.200

Alarm visibility and
accuracy are
reduced.

No
workar
ound
is
availa
ble.

3805517
1

Non-Oracle NF
showing as "Not
Sending Data"
even if the
NON_ORACLE
topic is getting
updated with traffic

The user interface shows a
feed as not sending data even
though data is present in the
messaging topic.

4 25.1
.200

Incorrect status
information is
shown to the user.

No
workar
ound
is
availa
ble.

3822810
1

The screen goes to
top when we
expand the
Metadata attribute
that be below in the
list

The screen scrolls to the top
when a metadata attribute is
expanded.

4 25.1
.200

User interface
alignment is
affected.

No
workar
ound
is
availa
ble.
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