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Preface

Audience

This document describes system administration tasks for Oracle Communications Order and
Service Management (OSM) Cloud Native.

This document is intended for system administrators, system integrators, Database
Administrators (DBA), and other individuals who are responsible for managing OSM and
ensuring that the software is operating in a secure manner. This guide assumes that users
have a working knowledge of the relevant operating system, Oracle Database, Oracle
WebLogic Server, and Java J2EE software.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Diversity and Inclusion

ORACLE

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.
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OSM System Administration Overview

This chapter provides an overview of Oracle Communications Order and Service Management
(OSM) system administration tasks.

OSM System Administration Tasks

As an OSM system administrator, you can perform the following tasks:

Install and configure OSM.

Monitor and manage OSM. See "Monitoring and Managing OSM" for more information.
Read OSM log messages. See "OSM Log Messages" for more information.
Troubleshoot OSM. See "Troubleshooting OSM " for more information.

Configure the task processor. See "Configuring the Task Processor" for more information.

Partition the OSM Database schema. See "Managing the OSM Database Schema" for
more information.

Import, export, purge, and migrate data and metadata. See "Exporting and Importing OSM
Schema Data " for more information.

About OSM System Administration Programs

Use the following programs for OSM system administration:

ORACLE

Use the Oracle WebLogic Server Administration Console to monitor system components.

Use the XML Import/Export application to do the following:

Export and import the metadata used for defining the order model

Purge orders from the database

— Validate the OSM data model

— Create a graphical representation of a data model
— Purge data from the database

— Migrate data

Additionally, some operations are available using the tools provided with the OSM cloud native
toolkit.
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Changing GUI Application Appearance and
Functionality

This chapter describes how to change the appearance and functionality of Oracle
Communications Order and Service Management (OSM) GUI applications.

About Configuring the User Experience

OSM supports the customization of the information presented to and collected from web client
users to match a wide variety of user roles and tasks. This makes it easy to customize the user
experience for edits and data validation without having to code Java Server Pages (JSPs).

The web client user experience can be customized in various ways:

e Adding default values and calculating values from different fields on the order
* Viewing and selecting data dynamically from a source outside of OSM

* Adding fonts, colors, and other formatting; adding conditional formatting

» Organizing order data in tables and tabs

e Adding your own custom HTML-based online help (with hyperlinks) and tool tips for your
users

* Presenting data in one or more presentation languages

* Enforcing formats of input data, required fields and so on
* Hiding and showing fields relative to other fields

e Adding check boxes and radio buttons

e Conditionally making fields read-only or read-write

*  Provide custom information, warning, and error messages to the user to help them

About Behaviors

ORACLE

Behaviors provide the mechanism to exercise greater control over validation and presentation
of order data to Task, and Order Management web client users. (In earlier versions of OSM,
this capability was called the View Framework.) Behaviors are used mainly in the context of
manual tasks that you manage with the Task web client.

There are nine behavior types that enable you to dynamically control a specific aspect of the
order data model. (You can also add new behavior types using Oracle Communications
Service Catalog and Design - Design Studio). The included behavior types are:

e Calculation: Computes the value of a field value based on a formula that references order
data.

e Constraint: Specifies a condition that must be met for the data to be considered valid.
- Data Instance: Declares an instance that can be used by other behaviors.

e Event: Specifies an action that is performed when data is modified.
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Chapter 2
Changing Web Client Appearance and Functionality

* Information: Specifies the label, hint, and help information for the element instance.
* Lookup: Specifies a set of dynamically generated choices from which you can select.
* Read Only: Dynamically determines whether a value can be modified or not.

* Relevant: Dynamically determines whether data is visible or hidden.

e Style: Specifies the visual appearance of fields.

Behaviors can be created only for manual tasks. They can be created at the data element level
(most general), order level (more specific), or task level (most specific). After the behavior is
created in Design Studio, you can model the actions you want it to perform through its
properties settings.

See OSM Developer's Guide and Design Studio Modeling OSM Processes for more
information about behaviors.

You can use Design Studio to define additional behaviors.

Changing Web Client Appearance and Functionality

You can change the behavior of the Order Management web client and Task web client in
several ways.

Changing the Default Timeout Setting

To change the default timeout setting:

1. Unpack the oms.ear file. See OSM Developer's Guide for more information.

2. Open the SDKICustomization/osmwebui/WEB-INF/web.xml file.

w

Search for the following parameter:

session-timeout

Change the value of the session-timeout parameter to your desired value (in minutes).
Save and close the file.

Repack oms.ear. See OSM Developer's Guide for more information.

N o g »

Add the oms.ear file to the OSM container image. See "Creating OSM Cloud Native
Images" in OSM Cloud Native Deployment Guide.

# Note:

Changing the session-timeout parameter changes the automatic timeout for both
the Order Management web client and the Task web client.

Setting Table Height

ORACLE

You can specify a fixed or variable table height, depending on the value of the
is_tablelayout_height_fixed parameter in the oms-config.xml file. You can set the value of
is_tablelayout_height_fixed to True or to False. If is_tablelayout_height_fixed is set to
True, you can also set the height_of_tablelayout parameter to specify the fixed height for
tables.
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The default value of is_tablelayout_height_fixed is True.

Using fixed table heights can create excessive white space in and between tables. Setting
is_tablelayout_height_fixed to False causes table height to be solely determined by the
number of rows in the table and can help eliminate white space.

To set the table height:

1. Update the oms-config parameters through the specification files. See "Working with oms-
config Parameters in OSM Cloud Native" for more information.

2. Set the desired value for the is_tablelayout_height_fixed parameter by doing one of the
following:

» To set the table height to fixed, set is_tablelayout_height_fixed to True.

You may desire a fixed height that is different from the default. If so, change the fixed
height of all tables.

To change the fixed height of all tables, set the height_of_tablelayout parameter to
the desired value in pixels. The default is 400 pixels.

* To set the table height to variable, set is_tablelayout_height_fixed to False.

Table height will now vary for each table, depending on the number of rows in the
table.

Configuring the Data View Performance in the Order Management Web

Client

You can change the performance of the data view in the Order Management web client using
the osm-config parameters.

To set the data view performance parameters:

1. Update the oms-config parameters through the specification files. See "Working with oms-
config Parameters in OSM Cloud Native" for more information.

2. To set the database fetch limit, which sets a limit to the number of rows that can be
requested at one time, set the jdbc_fetch_size parameter to the desired number of rows.

3. To set the limit for the number of instances a multi-instance data element may have before
its display is forced into table format, set the
oracle.communications.ordermanagement.table-layout.threshold parameter to the
desired maximum number of instances.

Configuring the Display Size of Text Fields

ORACLE

You can control the size of the displayed area for text fields, and whether text fields will have
scroll bars, using the no_of_rows_in_textarea_without_scroll and
max_no_of_rows_in_textarea_with_scroll parameters in the oms-config.xml file.

The no_of_rows_in_textarea_without_scroll parameter indicates the maximum number of
rows that the field can accommodate without a scroll bar.

The max_no_of _rows_in_textarea_with_scroll parameter indicates the maximum number of
rows that the field can accommodate if the number of rows exceeds the value of the
no_of _rows_in_textarea_without_scroll parameter.

However, the scroll bar disappears and the field displays all the rows, if their number exceeds
the value of the max_no_of_rows_in_textarea_with_scroll parameter.
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For example:

If the value of no_of_rows_in_textarea_without_scroll is greater than the value of
max_no_of_rows_in_textarea_with_scroll, and the number of rows is less than or equal
to the value of no_of_rows_in_textarea_without_scroll, the field displays all the rows
without a scroll bar.

If the value of no_of_rows_in_textarea_without_scroll is greater than the value of
max_no_of _rows_in_textarea_with_scroll, and the number of rows is greater than the
value of no_of_rows_in_textarea_without_scroll, the field displays in its text area, rows
whose number equals the value of the no_of_rows_in_textarea_without_scroll
parameter. However, the field accommodates all the other rows and provides a scroll bar.

If the value of no_of_rows_in_textarea_without_scroll is less than the value of
max_no_of_rows_in_textarea_with_scroll, and the number of rows is less than or equal
to the value of max_no_of _rows_in_textarea_with_scroll, the field accommodates all
the rows and provides a scroll bar.

If the value of no_of_rows_in_textarea_without_scroll is less than the value of
max_no_of _rows_in_textarea_with_scroll, and the number of rows is greater than the
value of max_no_of _rows_in_textarea_with_scroll, the field displays all the rows in its
text area. In this case, the scroll bar is not displayed.

Setting Default Action on Orders and Tasks in the Task Web Client

You can specify a particular action as the default action to perform on orders and tasks in the
Worklist and Query screens for all users who have not set the default action in the Options
page of the Task web client. You can achieve this by configuring a parameter in the oms-
config.xml file. However, users can change the global default action configured by the
administrator to an action of their choice by setting the Default Action field in the Options
page. By default, the global default action parameter is not set to any action and the
application considers the option set by individual users as the default action to perform.

ORACLE

To set a default action on orders and tasks for all users:

1.

Update the oms-config parameters through the specification files. See "Working with oms-
config Parameters in OSM Cloud Native" for more information.

Set the DefaultUserAction parameter to the desired action.
Valid values (actions) that you can specify are:

* NoGlobalDefault (This is the default if no action is set.)
e AcceptEditTask

¢ AddRemark

* RaiseException

* ViewOrderData

*  ViewOrderProcessHistory

* ViewNotificationHistory

e CopyOrder

If no action is set for the parameter, the application considers the option (action) that is set
by individual users in the Default Action field in the Options screen.
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Customizing the Appearance of Read-Only Text Fields

ORACLE

You can customize the appearance of the text (field labels). You can change the font style,
size, color, and background color. You can customize specific text or all text across the pages.

You can customize specific text in the pages by using VF Style Rules. With VF Style Rules,
you can modify the CSS properties (font style, color, and background) for any specific field.
When you define a VF style rule for a particular read-only field, only that particular field is
customized.

To customize all read-only text:

1. Unpack the oms.ear file.
2. Open the SDK/Customization/oms-war/customScreen.css file.
3. Add the oeValueNodeReadOnly parameter and specify the properties as shown below:

.oeValueNodeReadOnly {
FONT-SIZE: 10pt;
color:blue;

}
4. Run PackOMS to generate the new oms.ear file.

5. Add the oms.ear to the OSM container image. See "Creating a Basic OSM Cloud Native
Instance" in OSM Cloud Native Deployment Guide for more detalils.

You can also customize the appearance of read-only fields by using reusable class definitions.
With reusable class definitions, you can apply some properties to some text and a different set
of properties to the other text fields. For example, you can apply a 10pt font size and blue color
to some fields, and a 14pt font style and red color to the other fields.

To customize text fields by using reusable class definitions:

1. Create a list of CSS classes. Specify all the properties for each class as shown below and
add the classes to the customScreen.css file.

.customReadOnlyValueBlue {
FONT-SIZE: 10pt;
color:blue;

}

.customReadOnlyValueRed {
FONT-SIZE: 1l4pt;
color:red;

}

2. In Design Studio, add the Style behavior for the read-only fields that you want to
customize:

For example:

e For the fields that you want to apply blue, add customReadOnlyValueBlue in the
CSS Class Name field of the Value grouping.

e For the fields that you want to apply red, add customReadOnlyValueRed in the CSS
Class Name field of the Value grouping.

3. Update the oms.ear file with the modified customScreen.css file.

4. Deploy the modified cartridges.
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5. Add the oms.ear file to the OSM container image. See "Creating a Basic OSM Cloud
Native Instance" in OSM Cloud Native Deployment Guide for more details.
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Setting Up OSM Security

This chapter describes how to set up security on your Oracle Communications Order and
Service Management (OSM) system.

About OSM Security

When you manage OSM security, you can perform the following tasks:

e Add users to groups. See "Provisioning Cartridge User Accounts" in OSM Cloud Native
Deployment Guide.

e Set up Secure Sockets Layer (SSL). See "Setting up Secure Communication with SSL/
TLS" in OSM Cloud Native Deployment Guide.

e Use WebLogic Server's LDAP or another authenticator that is integrated with WebLogic
Server. See "Setting Up Authentication" in OSM Cloud Native Deployment Guide.

¢ Note:

If you use an external security implementation such as LDAP, you should also
use a caching realm to improve performance. See "Setting Up a Caching Realm"
for more information.

e Manage credentials securely using the EncryptPasswords utility or the Oracle Fusion
Middleware Credential Store Framework (CSF). See "Secure Credential Management."

*  Manage workgroups. See OSM Order Management Web Client User's Guide for more
information.

For more information about WebLogic Server security realms, refer to the WebLogic Server
Console documentation.

# Note:
OSM supports LDAP Version 2.

Secure Solution Data Storage

ORACLE

As a fulfillment system, OSM does not need a fixed data model, and so is not required or
typically used to store sensitive data other than that used for OSM user authentication.

You can secure OSM user credentials as described in this chapter, but if your implementation
requires OSM to store or log other sensitive data that appears on orders, Oracle recommends
that you encrypt the data outside of OSM. Because the encryption happens outside of OSM,
you are responsible for developing and maintaining the encryption method.
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Adding Users to OSM

To add a user to OSM:

e Create workgroups as roles in Oracle Communications Service Catalog and Design -
Design Studio.

e Assign users to workgroups in the OSM Administrator.

For information about the users and groups created for OSM, see "Users and Groups".

Creating Workgroups as Roles in Design Studio

In Design Studio, you create roles and assign permissions to give users in that role access to
related functions in the Task and Order Management web clients and the OSM Web Service
and XML APIs.

¢ Note:

You assign individual users to roles using the Administration area of the Order
Management web client. See OSM Order Management Web Client User's Guide for
more information.

Table 3-1 describes the client functions to which you provide access.

Table 3-1 Client Permissions

|
Function Description Applies To

Create Versioned Orders Enables users to create orders for different versions of Task web client
cartridges. If not granted this permission, users can only create |\yep Service API
orders for the default version of the cartridge. XML AP

This permission relates to:
e Inthe Task web client: creating a new order

e Inthe Web Service API: using the
CreateOrderBySpecification calls

e Inthe XML API: using the CreateOrder XML API call

Exception Processing Enables users to alter the flow of a process by applying Task web client
exception statuses at any time throughout the process. XML API

This permission relates to:
* Inthe Task web client: raising exceptions on a task
e Inthe XML API: using the SetException call

Online Reports Enables users to view summarized reports on all orders and Task web client
tasks on the system.

This permission relates to:
e Inthe Task web client: using the reporting feature

ORACLE -



Table 3-1 (Cont.) Client Permissions

Function
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Applies To

Order Priority Modification

Enables users to modify the priority of an order or of a task in
an order.

This permission relates to:

¢ Inthe Order Management web client: setting the order
priority

e Inthe Task web client: setting the task priority

e Inthe Web Service API: changing the order priority using
the UpdateOrder call

e Inthe XML API: changing the order or task priority using
the UpdateOrder call

Order Management web
client

Task web client
Web Service API
XML API

Reference Number

Enables users to modify the reference number of an order.

Order Management web

Modification This permission relates to: client
«  In the Order Management web client and Task web client; | Task web client
Modifying the reference number of an order Web Service API
* Inthe Web Service APl and XML API: changing the XML API
reference number using the UpdateOrder call
Search View Enables users to access the order Query function. Order Management web

This permission relates to:
e Inthe Order Management web client: using the main
search screen for the client

* Inthe Task web client: using the Search functionality (for
example, clicking the Query button from the Worklist)

e Inthe Web Service API: using the FindOrder call
e Inthe XML API: using the Query call

client

Task web client
Web Service API
XML API

Task Assignment

Enables users to assign tasks to others.
This permission relates to:

e Inthe Task web client: assigning a task to another user
e Inthe XML API: using the AssignOrder calls

Task web client
XML API

Worklist Viewer

Enables users to access the Worklist function.
This permission relates to:

* Inthe Task web client: accessing the worklist
e Inthe XML API: using the Worklist call

Task web client
XML API

In addition to granting web client permissions, you can also grant permissions at the order level
(by associating a role to an order type) and the task level.

See the discussion about creating new roles in Design Studio Modeling OSM Processes for
more information. After you create a role, you must assign permissions to the role entities. See
"Role Editor Role Tab" in Design Studio Modeling OSM Processes for more information about
permissions for role entities.

Assigning Users to Workgroups

See the discussion about assigning users to a workgroup in OSM Order Management Web
Client User's Guide for more information.

ORACLE
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Using WebLogic Server Authenticators with OSM

OSM supports using either the WebLogic Server's embedded LDAP directory or another
authenticator that is external to, and integrated with, WebLogic Server. The latter is referred to
in this section as an external authenticator. This section provides information about how these
directories work with OSM.

# Note:

If multiple authentication providers are configured in WebLogic Server, all the
authentication providers (even if they are configured as optional in WebLogic Server)
should be active. If any of the authentication providers is not active, an exception will
be raised and the users will not be able to log in to OSM.

User-Level Authenticator Support

OSM fully supports external authenticators and embedded LDAP directories at the user level.
A user that exists in either the WebLogic server's embedded LDAP directory or in an external
authenticator receives the privileges of any group to which it is assigned in WebLogic Server.
Also, users can be assigned to workgroups in the Administration area of the OSM Order
Management web client and will receive the appropriate permissions for the workgroup.

Group-Level Authenticator Support

ORACLE

OSM also supports external authenticators and embedded LDAP directories at the group level.
A group that exists in either the WebLogic server's embedded LDAP directory or in an external
authenticator receives the privileges of any OSM group to which it is assigned in WebLogic
Server. Also, groups can be assigned to workgroups in the Administration area of the OSM
Order Management web client and will receive the appropriate permissions for the workgroup.

A child LDAP group will inherit the following from its parent LDAP group:

e Permissions from OSM roles in Design Studio

« Permissions from groups assigned in the WebLogic Administration Console
e Tasks

* Filters

*  Flexible headers

It is not possible to restrict a child group from inheriting from the parent group.

# Note:

If a user is assigned (directly or indirectly) to multiple groups which have different
query tasks for the same order, it is not predictable which query task view the user
will see when querying the order.
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Authenticator User and Group Assignment Considerations

There are some considerations and best practices to take into account when assigning users
and groups to OSM workgroups/roles.

The first step in assigning permissions for external authenticator and embedded LDAP
users and groups is to assign them to either the OMS_client or OSM_automation groups in
WebLogic Server.

Only users and groups which have been assigned directly to the OMS_client or
OSM_automation groups in WebLogic Server will be available to assign to workgroups in
the Administration area of the OSM Order Management web client. For example, if UserAl
is a member of GroupA, and GroupA has been assigned to the OMS_client group in
WebLogic Server, only GroupA will be displayed in the OSM Order Management web
client. However, when GroupA is assigned to a workgroup, UserAl (and all of the users in
GroupA) will inherit the permissions of the workgroup.

Both users and groups will be displayed the same in the OSM Order Management web
client. There is no indication which elements are users and which are groups.

If new users are added to the authenticator, they will not be able to access OSM
functionality until the OSM Metadata is refreshed. For information about refreshing OSM
metadata, see "Refreshing OSM Metadata".

Oracle recommends that you assign automation users to the OSM_automation WebLogic
Server group directly, rather than as members of a group. If you decide to assign
automation users using a group instead of individually, you must ensure that you do not
remove from the WebLogic Server group any users that are specified in the "Run As"
property of an automation plug-in.

Setting Up a Caching Realm

If you use an external security implementation such as LDAP, you should also use a caching
realm to improve performance. A caching realm holds the results of security checks in memory
so that subsequent checks are not required to communicate directly with an external security
server. The default settings for caching realms are appropriate for small numbers of users in
the external realm; however, they do not help if your external security implementation has large
numbers of users.

To set up a caching realm:

1.
2.

Log in to the WebLogic Administration Console.

In the Domain Structure tree, select Security Realms.

The Summary of Security Realms page is displayed.

Click the name of your security realm. The default name is myrealm.
The settings for the security realm are displayed.

From this window, you can change the settings for your realm.

For more information about setting up security in WebLogic Server, see Oracle Fusion
Middleware Administering Security for Oracle WebLogic Server.

ORACLE
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