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About This Content

This guide contains information about administering Oracle Communications Unified Inventory
Management (UIM). This guide includes information about how to start and stop UIM, an
overview of security for UIM, and how to manage and monitor UIM. It also includes information
about improving UIM performance, backing up and restoring UIM data, and managing the UIM
database. Documentation on third-party software products is limited to the information needed
to use UIM. If you need additional information on a third-party software application, consult the
documentation provided by the product's manufacturer.

Audience

This guide is intended for system administrators and other individuals who are responsible for
ensuring that UIM is operating in the manner required for your business.

This document assumes that you have a good working knowledge of Sun Solaris, Windows,
UNIX, IBM AlX, Oracle Fusion Middleware 12c, Oracle WebLogic, and Java J2EE software.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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Unified Inventory Management System
Administration Overview

This chapter provides an overview of Oracle Communications Unified Inventory Management
(UIM) basic administration tasks and the tools to perform those tasks.

Overview of UIM Administration Tasks

A UIM administrator is responsible for the day-to-day tasks of maintaining and managing UIM
and its users. The tasks also include managing UIM components and database.

@® Note

For information about administering a UIM cloud native deployment, see
"Administering a UIM Cloud Native Deployment".

You perform the following tasks as a UIM administrator:

Starting and stopping the UIM server. See "Starting and Stopping UIM " for more
information.

Managing UIM security. See "Understanding UIM Security" for more information.

Monitoring and managing UIM. See "Monitoring and Managing Unified Inventory
Management” for more information.

Improving UIM performance. See "Improving Unified Inventory Management Performance
" for more information.

Backing up and restoring UIM data. See "Unified Inventory Management Backup and
Restore " for more information.

Working with UIM sample reports. See "Working with Reports" for more information.

Directory Placeholders Used in This Guide

Table 1-1 lists the placeholders that are used in this guide to refer to directories related to the
UIM application.

Table 1-1 Directory Placeholders

Placeholder Default Directory Path Directory Description

MW_Home /opt/Oracle/Middleware The location where the Oracle Middleware product was
installed. This directory contains the base directory for
the WebLogic Server, a utilities directory, and other files
and directories.

WL_Home /opt/Oracle/Middleware/wlserver The base directory for the WebLogic Server core files. It

is located in the MW_Home directory.
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Table 1-1 (Cont.) Directory Placeholders

Placeholder

Default Directory Path

Chapter 1
Directory Placeholders Used in This Guide

Directory Description

Domain_Home

/opt/Oracle/Middleware/user_projects/
domains/domain_name

where domain_name is the name assigned
to the domain at installation

The directory that contains the configuration for the
domain into which UIM is typically installed, but it is
frequently set to some other directory at installation.

UIM_Home

/opt/Oracle/Middleware/user_projects/
domains/domain_name/UIM

where domain_name is the name assigned
to the domain at installation

The directory into which UIM was installed. This directory
contains various installation-related files.
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Starting and Stopping UIM

This chapter describes how to start and stop Oracle Communications Unified Inventory
Management (UIM).

About Starting and Stopping UIM

Because UIM resides on a WebLogic server, starting or stopping the WebLogic server also
starts and stops UIM.

@® Note

If the UIM environment is in a WebLogic cluster, consult the Oracle WebLogic Server
documentation for information about how to start and stop the cluster servers.

Starting the UIM Server

To start the UIM server:

1. Open a command window.

2. Navigate to the Domain_Homelbin directory.
3. Run the following command:

./startU M sh

@® Note

For managed servers in a cluster, run the following command for each managed
server:

.IstartU M sh managed_server_nanme adm n_url

For example:

./startU M sh uimmsl machi nel. oracl e. com 7001

Verifying the UIM Server Started

To verify that the UIM server started:

1. Log in to the WebLogic Remote Console by:
a. Open WebLogic Remote Console Application application.

b. Choose startup task as Add Admin Server Connection Provider.
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Stopping the UIM Server

c. Enter URL as follows:

http:// Server Name: Port

d. Enter the WebLogic server administration user name and password.
2. Enter the WebLogic server administration user name and password.
3. Inthe Domain Structure tree, expand Environment, and click Servers.
The Summary of Servers page appears.
4. View the state of the Administration Server and verify that the state is RUNNING.
If the state is not RUNNING, you may need to wait a short period and refresh the page.
5. Inthe left panel, under Domain Structure, click Deployments.
The Summary of Deployments page appears.

6. Verify that the state of the deployments for the UIM related applications are ACTIVE. The
following is a list of the UIM related applications and libraries:

cartridge_management_ws (8.3.0.0.0)

mapviewer

oracle.communications.inventory
oracle.communications.inventory.cartridgeadapter
oracle.communications.inventory.customlib(8.0,8.0.0.0.0)
oracle.communications.inventory.externallib(8.0,8.0.0.0.0)
oracle.communications.inventory.javadoc
oracle.communications.platform.cui.webapp(14.1.2.0.0,8.0.0.0.0)
oracle.communications.platform.ies(14.1.2.0.0,8.0.0.0.0)
oracle.communications.platform.poms(14.1.2.0.0,8.0.0.0.0)

oracle.communications.platform.WsFramework(14.1.2.0.0,8.0.0.0.0)

@® Note

If any of the deployments are not in the status you expected, you can use the buttons
in this window to start and stop individual deployments, if necessary.

Stopping the UIM Server

To stop the UIM server:

1. Navigate to the Domain_Homelbin directory.
2. Run the following command:
. I stopWebLogi c. sh

You can also stop the UIM server from the WebLogic Server Administration Console, by doing
the following:

1. Log in to the WebLogic Remote Console by:
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Verifying the UIM Server Stopped

a. Open WebLogic Remote Console Application application.
b. Choose startup task as Add Admin Server Connection Provider.

c. Enter URL as follows:

http:// Server Name: Port

d. Enter the WebLogic server administration user name and password.
Enter the WebLogic server administration user name and password.

In the Domain Structure tree, expand Environment, and click Servers.
The Summary of Servers page appears.

Click the Control tab and select AdminServer.

Click Shutdown and select Force Shutdown Now.

The Server Life Cycle Assistant page appears.

Click Yes.

@® Note

The procedure above stops UIM by stopping the Administration server for the
WebLogic Server. If the WebLogic Server does not shut down completely, you will not
be able to start it again due to a port conflict. If the procedure above has completed,
but some WebLogic Server processes are still running for the domain, you can use the
kill command to stop them. See "Verifying the UIM Server Stopped" for information
about verifying whether UIM and WebLogic have stopped completely.

Verifying the UIM Server Stopped

To verify that UIM has stopped, do one of the following:

Try connecting to the WebLogic Server Administration Console. If you cannot, WebLogic is
probably not running.

Look at the process list for the user who started the server. If WebLogic is running, there
will probably be at least one process with startUIM.sh in its description.

Look in the user's process list for a Java process that was started out of the Java directory
for WebLogic. Process descriptions vary from platform to platform, so look at the process
list when you know UIM is running to see what the entries look like on your platform. You
can later use this information to confirm that the WebLogic server has shut down
completely.
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Understanding UIM Security

This chapter provides an overview of security in Oracle Communications Unified Inventory
Management (UIM). You manage most aspects of UIM security externally rather than in the
application itself. This chapter does not provide detailed information about how you perform
application security tasks in external systems. Consult the documentation for these systems for
more information.

UIM Security Overview

UIM supports two categories of application security:

e Authentication is the process of identifying users (including computer processes) by user
name and password to ensure that they are allowed to access the system. See
"Authentication" for more information.

e Authorization controls access to specific parts of UIM, such as pages, actions, and data
entities. Users are granted access as the result of being assigned to application roles,
which are in turn associated with application policies. For example, when an authenticated
user logs in to UIM, the content of the main UIM page depends on their level of access.
Users with unrestricted access see links to all pages in the Tasks pane; others see only
links to the pages they are authorized to access. See "Authorization" for more information.

Figure 3-1 illustrates a simple authentication and authorization flow. A user logs in to UIM,
searches for an entity (in this case, a Network entity), views the Summary page of that entity,
and then opens the Network Information page to edit data.
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Figure 3-1 Authentication and Authorization Flow
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By default, you use two external systems to manage most aspects of UIM security:

e WebLogic Server Administration Console enables you to manage users and groups. You
create and delete users and assign passwords in this application.

e Oracle Enterprise Manager enables you to create application roles and application policies
that define what pages users can access and what actions they can take.

@® Note

This chapter includes information about tasks you perform with WebLogic Server
Administration Console and Oracle Enterprise Manager, but is not intended to replace
the documentation or Online Help for those systems.

The default systems provide a low-cost, basic set of security features. You can use the
following tools, which provide additional security functionality.

e Oracle Internet Directory is an LDAP-compliant security directory that runs on the Oracle
database. It is fully integrated into Oracle Fusion Middleware.

e Oracle Identity Management is an enterprise-scale tool for managing the end-to-end life
cycle of user identities across all resources. Oracle Identity Management is a member of
the Oracle Fusion Middleware family of products.

The use of hon-default systems requires configuration of both WebLogic Server and the
systems themselves. See the WebLogic Server and the third-party documentation for
information.

Entity security is performed by UIM itself. API security must be implemented through the
extensibility framework. See "Overview" in UIM Developer's Guide for more information about
implementing these kinds of security.

Authentication

Authentication verifies that you are who you claim to be. UIM requires authentication by user
name and password before allowing you access to the application. Login name and password
are required for access to the application home page or via direct URL to a specific page.

@® Note

UIM requires a separate sign-on from other Oracle Communications applications. You
can configure a deployment plan to enable single sign-on (SSO) for UIM and other
Oracle Communication applications to avoid the additional user sign-on processes.

The UIM login page is configured to not allow auto-completion of user names and passwords.
Password text is not echoed to the field as you type. If you enter an invalid user name or
password, the I nval i d Credential s error message is displayed.

A configurable period of user inactivity results in a session timeout. The user must provide a
user name and password to resume activity. The default session timeout is 30 minutes, but you
can configure a different one. See "Setting the Session Timeout".
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Access to UIM from web services also requires a user name and password. The user name
and password are passed into the system in the Simple Object Access Protocol (SOAP)
header of each message.

® Note

Web services are delivered over unencrypted channels, such as HTTP and Java
message service (JMS) transports. The user name and password are included in the
SOAP headers of the web service messages. When transported over an unencrypted
channel, passwords must not be passed as clear text. To avoid this vulnerability, use
digest authentication (which includes a cryptographic hash of the password) instead.

You manage user names and passwords in the WebLogic Server Administration Console (or
another application of your choice). The actual authentication process is performed by the
default authentication provider or the authentication provider provided by the chosen LDAP.
The WebLogic Server Administration Console uses embedded LDAP by default.

Password requirements are determined by the authentication provider. In the case of Web
Logic Server Embedded LDAP, passwords must be a minimum of eight characters and include
at least one numerical and one alphabetic character. Password expiration policies are also
determined by the authentication provider.

You can create groups that include similar users. Grouping users makes it easier to set up
authorization. You can assign a group to a role, which automatically grants all permissions
associated with the role to all members of the group.

See the WebLogic Server Administration Console documentation and Help for information
about creating, deleting, and managing users, groups, and passwords.

To grant access to individual pages and actions in UIM, you associate users and groups with
application roles, which are in turn associated with application policies. See "Authorization" for
more information.

Setting the Session Timeout

By default, a user session times out after 30 minutes of inactivity. The user must log back in to
UIM if the session times out. You can set the session timeout in WebLogic Server
Administration Console.

To set the session timeout:

1. Log in to the WebLogic Remote Console.

2. Inthe left panel, under Monitoring Tree, navigate to Deployments, Application
Management, oracle.communications.inventory, and then to Configuration.

3. Click Session Descriptor.
The Summary page of Session Descriptor appears.
4. In Session Timeout (in seconds), change the value to the desired number of seconds.
5. Click Save.
6. Inthe left panel, under Domain Structure, click Session Descriptor.
The Summary page of Session Descriptor appears.

7. Select the checkbox for oracle.communications.inventory.
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Chapter 3
Authentication

Click Update.
The Update Application Assistant page appears.
Choose Redeploy this application using the following deployment files.

Take the default values for Source Path and Deployment Plan Path, which reflect the
paths to the inventory.ear file and the Plan.xml file:

e UIM_Homelapplinventory.ear
e UIM_Homelapplplan/Plan.xml
Click Finish.

See the WebLogic Server Administration Console documentation and Online Help for
additional information.

Limiting the Number of Concurrent UIM Sessions

To limit or control the number of concurrent active sessions in UIM:

© g & 0w b P

N

10.

Log in to the WebLogic Administration Console.

Select Deployments.

Expand oracle.communications.inventory to show deployed modules.
Click llnventory Module to open its settings.

Go to Configuration and open General.

Locate Maximum in-memory Sessions. By default, this is set to - 1 (unlimited). Enter the
maximum number of simultaneous sessions you want to allow.

Save the configuration and activate the changes.

Verify that the deployment plan file is updated:

* For single server: SWLS_Domain/UIM/appl/plan/Plan.xml

e For a cluster: $WLS_Domain/UIM/appl/plan/ClusterPlan.xml

Confirm the plan file contains the following entry for inv.war:

<vari abl e- assi gnnent >

<name>Sessi onDescri pt or _Max| nMenor ySessi ons_168926264549033</ name>

<xpat h>/ webl ogi c- web- app/ sessi on- descri pt or/ max-i n- menory- sessi ons</ xpat h>
</vari abl e- assi gnment >

Redeploy the oracle.communications.inventory application to apply the changes.
Test by having users attempt concurrent logins. When the session limit is reached,

additional users will see the following error:

Error 500--1nternal Server Error
Cannot create new sessions as the MaxlnMenorySessions limt (1) has been
exceeded

Authenticating Web Services

Web service operations require authentication to ensure that the web service operations have
the correct permissions to access the application.
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You configure authentication by associating a web service to one or more web service policies.
Web service policies specify the details of the message-level security (digital signatures and
encryption) and reliable SOAP messaging capabilities of a web service.

Policies can be attached to the web service endpoint, which means that the policy assertions
apply to the entire web service, or at the operation level, which means that the policy
assertions apply only to the specific operation.

Web services are defined and stored in one or more web service policy files. A sample web
service policy file is shipped with UIM. You can use that file or create additional files.

See "Web Services Overview" in UIM Web Services Developer's Guide for information about
how to create web service policy files.

You can authenticate web services by associating web service policies in the following:

e Deployment plan

e WEB-INF\weblogic-webservices-policy.xml

® Note
You can view the available policies in:
«  WSDL
*  Deployment plan

*  WEB-INF\weblogic-webservices-policy.xml

You can find the available policies from <WEBLOGIC_HOME>/wiserver/modules/clients/
com.oracle.webservices.wls.jaxws-wlswss-client.jar\weblogic\wseelpolicy\runtime\.

The following sample shows the procedure for authenticating web services in UIM. You can
perform similar steps to authenticate any web services of your choice.

To authenticate web services in UIM:

e Modify the policy using plan.xml. The following examples illustrate how the default
Auth.xml is modified to Encrypt.xml in UIM/app/Plan.xml. As a result of this modification,
the SOAP request fails because an encrypted request is expected.

Default Auth.xml policy:

<vari abl e-definition>
<vari abl e>
<nanme>WPol i cy_policy: Aut h. xm _Di rection_13075993400140</ name>
<val ue>i nbound</ val ue>
</vari abl e>

<nmodul e-overri de>
<nodul e- name>l nvent or yWS. war </ nodul e- nane>
<nmodul e-t ype>war </ nodul e-t ype>
<nodul e-descriptor external ="fal se">
<root - el ement >webl ogi c- web- app</r oot - el enent >
<uri >VEB- | NF/ webl ogi ¢. xml </ uri >
<vari abl e- assi gnnent >
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<name>Ser vl et Descri pt or _I nvent or yWsSer vl et htt ps_Servl et Nane_177180096415317
</ name>
<xpat h>/ webl ogi c- web- app/ servl et - descriptor/[servlet-
name="1 nvent or yWsSer vl et htt ps"]/ ser vl et - nane</ xpat h>
<ori gi n>pl anbased</ ori gi n>
</vari abl e- assi gnnent >
<vari abl e- assi gnnment >

<name>Ser vl et Descri pt or _I nvent or yWsSer vl etj ns_Servl et Nane_177180096415318</
nane>
<xpat h>/ webl ogi c- web- app/ servl et - descriptor/[servlet-
name="1 nvent or yWsSer vl et j ns"]/ servl et - nane</ xpat h>
<ori gi n>pl anbased</ ori gi n>
</vari abl e- assi gnnent >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<root - el ement >web- app</r oot - el enent >
<uri >WEB- | NF/ web. xm </ uri >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<root - el ement >webl ogi c- webser vi ces</root - el ement >
<uri >WEB- | NF/ webl ogi c- webservi ces. xm </ uri >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<r oot - el enent >webser vi ces</r oot - el enent >
<uri >WEB- | NF/ webser vi ces. xm </ uri >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<root - el ement >webser vi ce- pol i cy-ref</root-el ement >
<uri >VEB- | NF/ webl ogi c- webser vi ces-policy. xm </ uri >
<vari abl e- assi gnnment >
<nane>WPol i cy_policy: Auth. xm _Direction_13075993400140</ name>
<xpat h>/ webser vi ce-pol i cy-ref/port-policy/[port-
name="1 nvent or yYWSHTTPPort "]/ ws- pol i cy/ [ uri="pol icy: Auth. xm "]/direction</
xpat h>
</vari abl e- assi gnnent >
<vari abl e- assi gnnment >
<nane>WPol i cy_policy: Auth. xm _Direction_13075993400140</ name>
<xpat h>/ webser vi ce-pol i cy-ref/port-policy/[port-
name="1 nvent or yWSJMSPort "] /ws- pol i cy/[uri="policy: Auth.xm "]/direction</
xpat h>
</vari abl e- assi gnnent >
</ modul e- descri pt or >

The Encrypt.xml policy:

<vari abl e>
<name>WsPol i cy_policy: Encrypt.xm _Direction_13075993400140</ nane>
<val ue>i nbound</ val ue>
</vari abl e>

<vari abl e- assi gnnent >
<name>WsPol i cy_policy: Encrypt.xm _Direction_13075993400140</ nane>
<xpat h>/ webser vi ce-pol i cy-ref/port-policy/[port-
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name="| nvent or yWSHTTPPort "]/ ws- pol i cy/[uri ="policy: Encrypt.xm "]/
direction</xpat h>
</vari abl e- assi gnnent >
<vari abl e- assi gnnment >
<name>WsPol i cy_policy: Encrypt.xm _Direction_13075993400140</ nane>
<xpat h>/ webser vi ce-pol i cy-ref/port-policy/[port-
name="| nvent or yWsJMSPort "] /ws- pol i cy/[uri="policy: Encrypt.xm "]/direction</
xpat h>
</vari abl e- assi gnnent >

You can also add the policy in the WEB-INF/weblogic-webservices-policy.xml file of the
web services WAR and then mention it in Plan.xml.

<port-policy>

<port - narme>l nvent or yYWSHTTPPor t </ por t - nane>

<ws- pol i cy>
<uri>policy: Encrypt.xm </uri>
<di rection>bot h</direction>
<st at us>enabl ed</ st at us>

</ws-policy>

</ port-policy>

<nmodul e-descriptor external ="fal se">
<root - el enent >webser vi ce- pol i cy-ref</root-el ement >
<uri >WEB- | NF/ webl ogi c-webservi ces-policy. xm </uri>
<I'--vari abl e-assi gnnent >
<name>WsPol i cy_policy: Encrypt.xm _Direction_13075993400140</ nane>
<xpat h>/ webser vi ce-pol i cy-ref/port-policy/[port-
nane="1 nvent or yYWSHTTPPort "]/ ws-pol i cy/ [ uri="pol icy: Encrypt.xm "]/
di rection</ xpat h>
</vari abl e-assi gnnent >
<vari abl e- assi gnnent >
<name>WsPol i cy_policy: Encrypt.xm _Direction_13075993400140</ nane>
<xpat h>/ webser vi ce-pol i cy-ref/port-policy/[port-
nanme="1 nvent or yWsJMSPort "]/ ws- pol i cy/[uri="policy: Encrypt.xm"]/direction</
xpat h>
</vari abl e-assi gnnent - - >
</ modul e- descri ptor>

@® Note

See "Web Services Overview" in UIM Web Services Developer's Guide for more
information on developing custom web services.

Authorization

Authorization determines whether an authenticated user has permission to view a page or to
take an action. For example, if an authenticated user does not have permission to view or
change telephone number information, the link to the Telephone Number Search page does
not appear in the Tasks panel of the UIM home page. Similarly, the user would be denied
access from a direct URL to a Telephone Number Summary page.
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There are two types of permissions in UIM:

« Taskflow permissions controls the ability to view UIM pages. For example, the
ServiceSummaryFlow taskflow permission enables a principal to open the Service
Summary page in the user interface. See "Taskflow Permissions" for a list of all the
taskflow permissions you can grant.

The full name of a taskflow permission includes path information. For example, the full
name of the ServiceSummaryFlow permission is /WEB-INF/oracle/communications/
inventory/ui/service/flow/ServiceSummaryFlow.xml#ServiceSummaryFlow.

» Resource permissions controls the ability to take specific actions on specific resource
types. For example, the Equipment.DEACTIVATE permission enables a principal to
deactivate an Equipment entity from the Equipment Summary page. See "Resource
Permissions" for a list of all the resource permissions you can grant.

The full name of a resource permission includes information about the resource type. For
example, the full name of the Equipment.DEACTIVATE permission is
resourceType=PAGE_ACTION,resourceName=Equipment. DEACTIVATE.

Users are granted permissions by their assignment to application roles and application
policies.

* Application roles define groups of users that require particular kinds of access. For
example, you can define a role for users who must be able to view but not change
telephone number information. You could define another role for users who need to be
able to make changes to telephone numbers. See "Using Application Roles" for more
information.

* Application policies are groups of permissions that grant access to pages and actions. You
associate application roles to application policies to define the access granted to users
who are assigned to those roles. For example, to grant view access for telephone
numbers, you can create a policy that includes permissions to view the Telephone Number
Summary and Telephone Number Search Results pages. See "Using Application Policies”
for more information.

You use Oracle Enterprise Manager (or another system of your choice) to administer roles and
policies for UIM. Changes you make are applied immediately without the need to restart the
server. User permission changes require that the user log out and log in again.

UIM provides the ability to extend its security so that customers can create their own custom
ways of authorizing what users see. See "Overview" in UIM Developer's Guide for more
information.

Using Application Roles

You create application roles that define the access levels appropriate for users performing
particular functions. You can create as many roles as you need and you can assign as many or
as few roles to a user as is necessary.

For example, you can assign Jaime to a Number_Admin role, allowing him to both view and
edit telephone number entities. You can assign Jagdeep to both Number_Admin and
Service_Admin roles, allowing her to view and edit telephone number entities and service
entities. You can retrieve user information, including the roles assigned to a user, through the
UserEnvironment class. See "Overview" in UIM Developer's Guide for an example.

Application policies determine the actual permissions associated with a role. Each policy
defines access to a page or action in UIM. See "Using Application Policies".
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All users are assigned to a default role that grants no access except the ability to log in to UIM.
Another default role grants super user permissions. Additional roles grant specific privileges.
See "Default Roles and Additional Roles".

® Note

The roles are displayed according to the rulesets if the following property is set true in
the rulesetPermissions.properties file:

ui mrul eset Rol ePer m ssi onsEnabl ed=t r ue

A new security role, SecureDataAccessGroup, controls access to encrypted data in UIM as
follows:

e Users assigned to the SecureDataAccessGroup role are authorized to decrypt and view
encrypted data in UIM.

e UIM Administrator users who are members of the SecureDataAccessGroup can enter
and manage the encryption key within UIM.

« UIM uses the AES-256 encryption algorithm to generate cipher text for characteristics
modeled as Encrypted.

A Warning

» Data encrypted using this system cannot be decrypted or recovered without the
corresponding encryption key. Ensure that you back up the encryption key before
using the service. Failure to do so will result in permanent loss of access to the
encrypted data.

* Once characteristic values are encrypted, they are stored in cipher format within
the UIM entity characteristic tables in the database schema. Do not modify the
generated cipher text, as any changes can lead to data inconsistencies and
prevent the original plain text from being retrieved.

| J

You use Oracle Enterprise Manager to create roles and to assign users to them. You can
assign users when you create roles. You can also update existing roles by adding and
removing users. See the Oracle Enterprise Manager documentation and Online Help for more
information.

@® Note

Before you make any changes to application roles, you should back up the system-
jazn-data.xml file located in the Domain_Homelconfiglifmwconfig/ directory.

Default Roles and Additional Roles

All users are assigned to a default role called uim-accessible-user. This role grants no access
except the ability to log in to UIM. A user with only this level of access can view the UIM home
page, but cannot view any other UIM pages or take any actions.
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Another default role, uimuser, grants super user permissions. Users assigned to this role can

access all UIM pages and actions. In some cases, such as in testing or development
environments, this may be the only role that is required.

An additional role of ProjectManager allows a user to have special privileges such as deleting
a cancelled Engineering Work Order. You can also create other additional roles and assign

them as necessary.

Creating Application Roles

To create an application role;

1. Open Oracle Enterprise Manager Console.

2. Inthe Target Navigation area, expand Application Deployments.
3. Expand oracle.communications.inventory.

4. Do one of the following:

* For standalone servers, right-click oracle.communications.inventory
(AdminServer), then select Security and Application Roles.

* For clustered environments, right-click a managed server, then select Security and

Application Roles.
The Application Role page appears.
Click the Create button.
In the Create Application Role page, enter the role name.

(Optional) Enter a display name and description.

® N o o

(Optional) To associate users or groups to the new application role:
a. Inthe Members area, click the Add button.
The Add Principal dialog box appears.
b. Search for and select a user or group, then click OK.
The dialog box closes.
9. Click OK.

Updating Application Roles

To update an application role:

1. Log into Enterprise Manager Console.

2. Inthe Target Navigation area, expand Application Deployments.
3. Expand oracle.communications.inventory.

4. Do one of the following:

*  For standalone servers, right-click oracle.communications.inventory
(AdminServer), then select Security and Application Roles.

*  For clustered environments, right-click a managed server, then select Security and

Application Roles.
The Application Role page appears.

5. Select an application role in the list, then click Edit.
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The Edit Application Role page appears.
6. Update the role name, display hame, and description, if necessary.
7. To associate users or groups to the new application role:
a. Inthe Members area, click the Add button.
The Add Principal dialog box appears.
b. Search for and select a user or group, then click OK.
The dialog box closes.
8. Click OK.

Deleting Application Roles

To delete an application role:

1. Log in to Enterprise Manager Console.

2. Inthe Target Navigation area, expand Application Deployments.
3. Expand oracle.communications.inventory.

4. Do one of the following:

e For standalone servers, right-click oracle.communications.inventory
(AdminServer), then select Security and Application Roles.

e For clustered environments, right-click a managed server, then select Security and
Application Roles.

The Application Role page appears.
5. Select an application role in the list, then click Delete.
6. In the confirmation dialog box, click Yes.

The role is deleted.

Creating and Deleting Roles for a Clustered Server

In a clustered environment, creating and deleting roles requires a wait time for the role
changes to take effect. To have immediate effect, perform the following:

1. Navigate to the Domain_Home/configlfmwconfig directory.
2. Open the jps-config.xml file.
3. Find these lines in the file:

<servi cel nstance nanme="pdp. service" provider="pdp. service. provider"> <propertySet
name="props. db. 1">

4. Add the following entry after the lines located in the previous step.

<property name="oracl e.security.jps.|dap.policystore.refresh.interval"
val ue="600000"/ >

This additional entry sets the value for the policy store refresh interval. This is value is in
milliseconds and set it according to your wait time requirements.

5. Restart the cluster.
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Using Application Policies

You use application policies to associate specific permissions, such as the ability to view the
Logical Device Search Results pages or make changes to Equipment entities, with
roles.Policies are groupings of specific permissions that you grant to users assigned to roles.

@® Note

It is possible to associate policies directly with users, but using roles reduces
duplicative work and is therefore recommended.

Because there are separate permissions for each UIM page and for the ability to make
changes on those pages, there are a large number of specific permissions that can be
assigned. As a result, you can tailor policies to grant exactly the permissions required for a
role.

For example, suppose you have two roles associated with telephone numbers. One role
(Number_User) is associated with a policy that includes permissions for viewing Telephone
Number Summary and Search Results pages. Another role (Number_Admin) is associated
with a policy that includes those same permissions as well as permission to edit telephone
number information.

You use Oracle Enterprise Manager to manage policies. To create policies, you gather together
the permissions that apply to a role or roles and then associate those permissions to the roles.

Figure 3-2 shows a portion of the Oracle Enterprise Manager Application Policies page. The
highlighted area represents the permissions associated with Number_Admin_Role. The full
names of the three permissions associated with that role are:

*  /WEB-INF/oracle/communications/inventory/ui/number/flow/
TelephoneNumberSearchResultsFlow.xml#TelephoneNumberSearchResultsFlow

*  /WEB-INF/oracle/communications/inventory/ui/number/flow/
TelephoneNumberSummaryFlow.xml#TelephoneNumberSummaryFlow

*  /WEB-INF/oracle/communications/inventory/ui/number/flow/
TelephoneNumberEditFlow.xml#TelephoneNumberEditFlow

@ Note

The permission strings are too long to be fully visible in Oracle Enterprise Manager
Application Policies page. See "Taskflow Permissions" and "Resource Permissions"
for a list of all of the permissions at full length.
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Figure 3-2 Application Policies in Oracle Enterprise Manager
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The Oracle Enterprise Manager Application Policies page lists all the policies defined for the
application, including the policies for the default roles, which are:

uim-accessible-user
LocationAdministrator
ProductAdministrator

uimuser

See the Oracle Enterprise Manager documentation and Online Help for detailed information
about working with policies.

@ Note

Before you make any changes to application policies, you should back up the system-
jaxn-data.xml file in the Domain_Homelconfig/fmwconfig/ directory.

Creating an Application Policy

You create an application policy by granting permissions to a grantee (user, group, or
application role).

To create an application policy:

1
2
3.
4

Open Oracle Enterprise Manager Console.

In the Target Navigation area, expand Application Deployments.
Expand oracle.communications.inventory.

Do one of the following:

*  For standalone servers, right-click oracle.communications.inventory
(AdminServer), then select Security and Application Policies.
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*  For clustered environments, right-click a managed server, then select Security and
Application Policies.

The Application Policies page appears.
Click the Create button.

The Create Application Grant page appears.
In the Grantee section, click the Add button.
The Add Principal dialog box appears.

Search for and select a user, group, or application role to which you want to grant
permissions.

Click OK to close the dialog box.

In the Permissions section, click the Add button.

The Add Permission dialog box appears.

Click the Permissions button.

Do one of the following in the Permission Class list:

« To add a resource permission, select oracle.security.jps.ResourcePermission.
e To add a taskflow permission, select oracle.security.jps.TaskFlowPermission.
In the Resource Name field, select Includes, then enter all or part of a permission name.
Click the arrow button.

In the Search Results area, select the permission you want to grant.

Click Continue.

The Add Permission dialog box changes to include customization information.

Select the check boxes for the permission actions you want to grant. Select All to grant all
permission actions.

Click Select.

The dialog box closes and the Permissions list includes the permission you added.
Repeat steps 11 through 17 for each permission you want to grant.

Click OK.

Updating an Application Policy

You can update application policies to include new grantees and new permissions.

To update an application policy:

1.
2.
3.
4.

Open Oracle Enterprise Manager Console.

In the Target Navigation area, expand Application Deployments.
Expand oracle.communications.inventory.

Do one of the following:

* For standalone servers, right-click oracle.communications.inventory
(AdminServer), then select Security and Application Policies.

*  For clustered environments, right-click a managed server, then select Security and
Application Policies.
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The Application Policies page appears.

In Search section, select User, Group, or Application Role in the Principal Type field.
Click the arrow button.

In the Search Results section, select the principal that has the policy you want to update.
Click the Edit button.

® N o @

The Edit Application Grant page appears.
9. To add a grantee to the policy:
a. Inthe Grantee section, click the Add button.
The Add Principal dialog box appears.

b. Search for and select a user, group, or application role to which you want to grant
permissions.

c. Click OK to close the dialog box.
d. Repeat steps 9.a through 9.c for each grantee you want to add.
10. To add permissions to the policy:

a. Inthe Permissions section, click the Add button.
The Add Permission dialog box appears.

b. Click the Permissions button.

c. Do one of the following in the in the Permission Class list:
To add a resource permission, select oracle.security.jps.ResourcePermission.
To add a taskflow permission, select oracle.security.jps.TaskFlowPermission.

d. Inthe Resource Name field, select Includes, then enter all or part of a permission
name.

e. Click the arrow button.
f. Inthe Search Results area, select the permission you want to grant.
g. Click Continue.
The Add Permission dialog box changes to include customization information.

h. Select the check boxes for the permission actions you want to grant. Select All to
grant all permission actions.

i. Click Select.
The dialog box closes and the Permissions list includes the permission you added.
j- Repeat steps 10.a through 10.i for each permission you want to grant.
11. Click OK.

Deleting an Application Policy

To delete an application policy:

1. Open Oracle Enterprise Manager Console.

2. Inthe Target Navigation area, expand Application Deployments.
3. Expand oracle.communications.inventory.
4

Do one of the following:
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* For standalone servers, right-click oracle.communications.inventory
(AdminServer), then select Security and Application Policies.

»  For clustered environments, right-click a managed server, then select Security and
Application Policies.

The Application Policies page appears.

In Search section, select User, Group, or Application Role in the Principal Type field.
Click the arrow button.

In the Search Results section, select a principal.

Click Delete.

© ® N o O

In the confirmation popup, click Yes to delete the application policy associated with the
principal.

The policy is deleted.

Changing Security Policy Providers

By default, Oracle Enterprise Manager uses an XML file as the security policy store. This file,
Domain_Homelconfiglfmwconfig/system-jazn-data.xml, is installed automatically during the
WebLogic and UIM installations.

The XML file is designed for use in development and testing environments. In production
environments, you should configure Oracle Enterprise Manager to use a database policy store.
For example, you may have a pre-existing LDAP server that you want to use for this purpose.

@® Note

Using an XML-based policy store in a production environment poses risks, such as file
corruption or inadvertent modification. It can also cause performance degradation in
environments with complex security policies.

You specify the security policy store in the Enterprise Manager Security Provider Configuration
page. See the Oracle Enterprise Manager Help and documentation for detailed instructions.

Associating Policies to Web Services

You can associate web services and web service policies in the following:

e Deployment plan

*  WEB-INF\weblogic-webservices-policy.xml

@® Note

Each time the application is deployed, the WS_Policies will have to be reconfigured.

This approach is best suited for applications that do not need frequent deployments.

To associate policies to web services, see "Authenticating Web Services".
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Entity-Level Authorization

You can control data access to individual entities in UIM. To configure entity-level authorization,
you partition the UIM database by using user groups in a security realm. You must also enable
security filtering in the application.

You must also customize UIM to apply the partitioning to entities when they are created or
update. You can use extension points and rulesets for this purpose.

Creating Partitions in the UIM Database

To create partitions in the UIM database:

1.
2.
3.

10.
11.

12.
13.

Open the WebLogic Remote Console.
Click Security Data Tree.

In the Domain Structure, navigate to Realms, myrealm, Authentication Providers, and
then DefaultAuthenticator.

Click Groups.

The Groups summary page appears.
Click New.

The Create a New Group page appears.

Enter the name for the new group. Use the following format for the new group:
ora_uim_partition#name.

@® Note

If you do not use the ora_uim_partition# prefix, UIM will not recognize the group
as a partition and the partitioning will not work.

Click Create.

The Settings page for the security realm appears.

Click the Users tab.

Click on the user name that you want to add to the new group.
The Settings page for the user appears.

Click the Groups tab.

From the Parents Groups Available list, select the group or groups that you want to add
the user to and then click on the single arrow to move the group or groups to the Chosen
list.

Click Save.

Click Release Configuration.
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@® Note

Changes made to groups in WebLogic Server are immediate, but you must log out/log
back into UIM to pick up the changes.

Enabling Security Filtering in UIM

To enable security filtering in UIM:

1. Inthe UIM_Homelconfig directory, open the system-config.properties file.

2. Set the uim.security.filter.enabled property value to True.
uimsecurity.filter.enabl ed=true

3. Save and close the file.

Supporting Virtual Users in UIM

About Virtual Users

A virtual user is a user that is not present in the WebLogic Embedded LDAP. To access UIM,
you must assign the appropriate roles to the virtual user, typically in the Identity Provider (IdP).

Prerequisites
To access UIM:

e You must be assigned a role that is part of the uim-users group.

e If you are not assigned a role in the uim-users group, you receive the following error after
successful authentication:

You do not have perm ssion to access this page. Contact the Administrator.

About the uimuser Role

UIM provides the uimuser role, which is a superuser role that grants access to all UIM
resources. Do not assign this role to all users; instead, define custom application roles to
restrict access as needed. The uimuser role is part of the uim-users WebLogic Server group.

Configuration Prerequisites for New Users
Ensure the following for any new user:

1. Assign arole that is part of the uim-users group to enable access to the UIM UI.

2. Assign the required application role in the Enterprise Manager (EM) console to grant
access to UIM resources.

Alternative Configuration Using Groups
You can configure access using groups:
1. Create a group in the WebLogic Embedded LDAP.

2. Assign the required application roles to this group in the EM console.

3. Assign the uim-users group to this newly created group to enable Ul access.
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In your IdP, create users and assign the newly created group to them.

The naming considerations are as follows:

Ensure that user and group names in EM and the WebLogic Remote Console match those
in the IdP (for example, Keycloak).

Keycloak stores usernames in lowercase, even if entered in uppercase.

Role names in Keycloak are stored with the first letter in uppercase, even if entered in

lowercase.

Taskflow Permissions

Table 3-1 lists all of the UIM taskflow permissions, sorted by component name.

Table 3-1 Taskflow Permissions

Component Access Type | Permission String Controls the Ability to:

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | List of Activities.
activity/flow/ActivityListFlow.xml#ActivityListFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | List of Activity Items and
activity/flow/ Impact Items.
ActivityltemsListFlow.xml#ActivityltemsListFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Groom Activity.
activity/flow/GroomActivityFlow.xml#GroomActivityFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Rehome Activity.
activity/flow/
RehomeActivityFlow.xml#RehomeActivityFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Activity Workspace.
activity/flow/
ActivityWorkspaceFlow.xml#ActivityWorkspaceFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Dual Tree View of Source
activity/flow/ and Target Connectivity
GroomConnectivitiesFlow.xml#GroomConnectivitiesFlo | involved in Groom operation.
w

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Insert Node Activity.
activity/flow/
InsertNodeActivityFlow.xml#InsertNodeActivityFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Wizard flow for Insert Node
activity/flow/ Activity.
InsertNodeTrainFlow.xml#InsertNodeTrainFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Remove Node Activity.
activity/flow/
RemoveNodeActivityFlow.xml#RemoveNodeActivityFlo
w

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Wizard flow for Remove
activity/flow/ Node Activity.
RemoveNodeTrainFlow.xml#RemoveNodeTrainFlow

Activity View /WEB-INF/oracle/communications/inventory/ui/project/ | Dual Tree View of Source
activity/flow/ and Target Devices involved
RehomeConnectivitiesFlow.xml#RehomeConnectivities |in Rehome operation.
Flow
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Component Access Type | Permission String Controls the Ability to:

Activity View /WEB-INF/oracle/communications/inventory/ui/admin/ | Change the password.
flow/ChangePasswordFlow.xml#ChangePasswordFlow

Business Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a business interaction

Interaction businessinteraction/flow/ from search results or the
BusinesslinteractionEditFlow.xml#BusinessinteractionE | Summary page.
ditFlow

Business View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for

Interaction businessinteraction/flow/ business interactions by
BusinessinteractionSearchResultsFlow.xml#Businessin | clicking the Business
teractionSearchResultsFlow Interactions link in the

Tasks panel.

Business View /WEB-INF/oracle/communications/inventory/ui/ Open a Business Interaction

Interaction businessinteraction/flow/ Summary by clicking on the
BusinessinteractionSummaryFlow.xml#Businessinterac | id (hyperlink) in the Business
tionSummaryFlow Interactions search results.

Business View /WEB-INF/oracle/communications/inventory/ui/ Open a Business Interaction

Interaction businessinteraction/flow/ Attachment Summary page,
BusinesslinteractionAttachmentSummaryFlow.xml#Busi | which displays the XML
nesslinteractionAttachmentSummaryFlow payload.

Characteristics View /WEB-INF/oracle/communications/inventory/ui/ View characteristics search
characteristic/flow/ results.
CharacteristicSpecificationSearchResultsFlow.xml#Cha
racteristicSearchResultsFlow

Characteristics View /WEB-INF/oracle/communications/inventory/ui/ Open a Characteristic
characteristic/flow/ Specification Summary page.
CharacteristicSpecificationSummaryFlow.xml#Characte
risticSpecificationSummaryFlow

Configuration View /WEB-INF/oracle/communications/inventory/nso/ui/ View Network Service and
configuration/flow/ VNF configurations.
ConfigSummaryFlow.xml#ConfigSummaryFlow

Custom Network View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for

Address customnetworkaddress/flow/ custom network addresses
CustomNetworkAddressSearchResultsFlow.xml#Custo | by clicking the Custom
mNetworkAddressSearchResultsFlow Network Address link in the

Tasks panel.

Custom Network View /WEB-INF/oracle/communications/inventory/ui/ Open a Custom Network

Address customnetworkaddress/flow/ Address Summary page.
CustomNetworkAddressSummaryFlow.xml#CustomNet
workAddressSummaryFlow

Custom Network Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a custom network

Address customnetworkaddress/flow/ address from search results
CustomNetworkAddressEditFlow.xml#CustomNetworkA | or a Summary page.
ddressEditFlow

Condition Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a condition by opening

consumer/flow/
ConditionEditFlow.xml#ConditionEditFlow

its page from the Related
Pages menu in an entity

page.
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Component Access Type | Permission String Controls the Ability to:

Condition View /WEB-INF/oracle/communications/inventory/ui/ Open the list of conditions
consumer/flow/ associated by using the
ConditionListFlow.xml#ConditionListFlow Related Pages menu in an

entity page.

Configuration View /WEB-INF/oracle/communications/inventory/ui/ Open a Configuration
configuration/flow/ Summary page. (For all
ConfigurationSummaryFlow.xml#ConfigurationSummar | configurations except Pipe.)
yFlow

Configuration Edit /WEB-INF/oracle/communications/inventory/ui/ Edit an entity configuration.
configuration/flow/ (For all configurations except
ConfigurationEditFlow.xml#ConfigurationEditFlow Pipe.)

Configuration Edit /WEB-INF/oracle/communications/inventory/ui/ Add a configuration item from
configuration/flow/ a Configuration Summary
ConfigurationltemAddFlow.xml#ConfigurationltemAddFI | page. (For all configurations,
ow except Pipe.)

Configuration Edit /WEB-INF/oracle/communications/inventory/ui/ Rename a configuration item
configuration/flow/ in a Configuration Summary
ConfigurationltemRenameFlow.xml#ConfigurationltemR | page.
enameFlow

Configuration Edit /WEB-INF/oracle/communications/inventory/ui/ Edit configuration
configuration/flow/ characteristics.
ConfigurationMaintainCharacteristicsFlow.xml#Configur
ationMaintainCharacteristicsFlow

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ View Connectivity Search
connectivity/flow/ page.
TDMConnectivitySearchResultsFlow.xml#TDMConnecti
vitySearchResultsFlow

Connectivity Edit /WEB-INF/oracle/communications/inventory/ui/ Create Connectivity.
connectivity/flow/

TDMConnectivityCreateFlow.xml#TDMConnectivityCre
ateFlow

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ View Connectivity Details
connectivity/flow/ page.
TDMConnectivityDetailsFlow.xml#TDMConnectivityDet
ailsFlow

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ View Connectivity Channel
connectivity/flow/ page.
TDMConnectivityChannelFlow.xml#TDMConnectivityCh
annelFlow

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ View Connectivity Design
connectivity/flow/ page.
TDMConnectivityDesignFlow.xml#TDMConnectivityDesi
gnFlow

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ View Capacity Configuration

connectivity/flow/
MultiplexedFacilityCapacityConfigurationFlow.xml#Multi
plexedFacilityCapacityConfigurationFlow

page.
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Component Access Type | Permission String Controls the Ability to:

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ View Gap Analysis.
connectivity/flow/

ConnectivityGapAnalysisFlow.xml#ConnectivityGapAna
lysisFlow

Connectivity View /WEB-INF/oracle/communications/inventory/ui/ Topology view of
connectivity/flow/ Connectivity.
ConnectivityVisualFlow.xml#ConnectivityVisualFlow

Consumer View /WEB-INF/oracle/communications/inventory/ui/ View telephone number
consumer/flow/ assignments in a Telephone
ConsumerListFlow.xml#ConsumerListFlow Number Summary page.

Cross Connect View /WEB-INF/oracle/communications/inventory/ui/ View Cross Connect
connectivity/interconnection/visualization/flow/ Visualization page.
CrossConnectsViewFlow.xml#CrossConnectsViewFlow

Custom Object View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
customobject/flow/ custom objects by clicking
CustomObjectSearchResultsFlow.xml#CustomObjectS | the Custom Obijects link in
earchResultsFlow the Tasks panel.

Custom Object View /WEB-INF/oracle/communications/inventory/ui/ Open a Custom Object
customobject/flow/ Summary page.
CustomObjectSummaryFlow.xml#CustomObjectSumm
aryFlow

Custom Object Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a custom object from
customobject/flow/ search results or a Summary
CustomObijectEditFlow.xml#CustomObjectEditFlow page.

Device Interface View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
deviceinterface/flow/ device interfaces by clicking
DevicelnterfaceSearchResultsFlow.xml#Devicelnterface | the Device Interface link in
SearchResultsFlow the Tasks panel.

Device Interface View /WEB-INF/oracle/communications/inventory/ui/ Open a Device Interface
deviceinterface/flow/ Summary page.
DevicelnterfaceSummaryFlow.xml#DevicelnterfaceSum
maryFlow

Device Interface Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a device interface from a
deviceinterface/flow/ device interface hierarchy.
DevicelnterfaceEditPopupFlow.xml#DevicelnterfaceEdit
Flow

Device Interface Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a device interface from a
deviceinterface/flow/ Device Interface Summary
DevicelnterfaceEditFlow.xml#DevicelnterfaceEditFlow | page.

Device Interface Edit /WEB-INF/oracle/communications/inventory/ui/ Bulk edit the characteristics
deviceinterface/flow/ of one or more Device
DevicelnterfaceBulkEditFlow.xml#DevicelnterfaceBulkE | Interface entities from the
ditFlow Device Interface - Bulk Edit

page.

Endpoint View /WEB-INF/oracle/communications/inventory/nso/ui/ep/ | Open Endpoint Create, View,
flow/EndPointCreateFlow.xmI#EndPointCreateFlow and Edit tabs.

Equipment View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for

equipment/flow/
EquipmentSearchResultsFlow.xml#EquipmentSearchR
esultsFlow

equipment by clicking the
Equipment link in the Tasks
panel.
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Component Access Type | Permission String Controls the Ability to:

Equipment View /WEB-INF/oracle/communications/inventory/ui/ Open an Equipment
equipment/flow/ Specification Visual page by
EquipmentSpecVisualFlow.xml#EquipmentSpecVisualF | using the Related Pages
low menu in the Equipment

Specification Summary page.

Equipment View /WEB-INF/oracle/communications/inventory/ui/ Open an Equipment
equipment/flow/ Summary page.
EquipmentSummaryFlow.xmi#EquipmentSummaryFlow

Equipment View /WEB-INF/oracle/communications/inventory/ui/ Open an Equipment Visual
equipment/flow/ page.
EquipmentViewFlow.xml#EquipmentViewFlow

Equipment Edit /WEB-INF/oracle/communications/inventory/ui/ Edit an Equipment entity from
equipment/flow/ search results or a Summary
EquipmentEditFlow.xml#EquipmentEditFlow page.

Equipment Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a range of Equipment
equipment/flow/ entities.
EquipmentRangeEditFlow.xml#EquipmentRangeEditFlo
w

Equipment Holder | View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
equipmentholder/flow/ device interfaces by clicking
EquipmentHolderSearchResultsFlow.xml#EquipmentHo | the Device Interface link in
IderSearchResultsFlow the Tasks panel.

Equipment Holder | View /WEB-INF/oracle/communications/inventory/ui/ Open an Equipment Holder
equipmentholder/flow/ Summary page.

EquipmentHolderSummaryFlow.xml#EquipmentHolder
SummaryFlow

Equipment Holder | Edit /WEB-INF/oracle/communications/inventory/ui/ Edit an equipment holder.
equipmentholder/flow/
EquipmentHolderEditFlow.xml#EquipmentHolderEditFlo

w

Favorite Items View /WEB-INF/oracle/communications/platform/cui/flows/ View the Favorites menu in
FavoriteltemsFlow.xml#FavoriteltemsFlow the UIM main page.

Favorite Items Edit /WEB-INF/oracle/communications/platform/cui/flows/ Edit the contents of the
ManageFavoritesFlow.xml#ManageFavoritesFlow Favorites menu in the UIM

main page.

Flow Identifier View WEB-INF/oracle/communications/inventory/ui/ Open a Search page for flow
flowidentifier/flow/ identifiers by clicking the
FlowldentifierSearchResultsFlow.xml#FlowldentifierSea | Flow Identifier link in the
rchResultsFlow Tasks panel.

Flow Identifier Edit WEB-INF/oracle/communications/inventory/ui/ View a Flow Identifier Edit
flowidentifier/flow/ page.
FlowldentifierEditFlow.xml#FlowldentifierEditFlow

Flow Identifier View WEB-INF/oracle/communications/inventory/ui/ View a Flow Identifier
flowidentifier/flow/ Summary page.
FlowldentifierSummaryFlow.xml#FlowldentifierSummar
yFlow

Flow Interface View /WEB-INF/oracle/communications/inventory/ui/ View a Flow Interface Create
flowinterface/flow/ page.

FlowlInterfaceCreateFlow.xml#FlowInterfaceCreateFlow

System Administrator's Guide
G50244-01 April 28, 2026
Copyright © 2012, 2026, Oracle and/or its affiliates. Page 24 of 53



ORACLE’

Table 3-1 (Cont.) Taskflow Permissions

Chapter 3
Taskflow Permissions

Component

Access Type

Permission String

Controls the Ability to:

Import

Edit

/WEB-INF/oracle/communications/inventory/ui/admin/
flow/ExecuteRuleFlow.xml#ExecuteRuleFlow

View the Inventory Import
page.

Inventory Group View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
inventorygroup/flow/ inventory groups by clicking
InventoryGroupSearchResultsFlow.xml#InventoryGroup | the Inventory Group link in
SearchResultsFlow the Tasks panel.

Inventory Group View /WEB-INF/oracle/communications/inventory/ui/ View an Inventory Group
inventorygroup/flow/ Summary page.
InventoryGroupSummaryFlow.xml#InventoryGroupSum
maryFlow

Inventory Group Edit /WEB-INF/oracle/communications/inventory/ui/ Edit an inventory group from
inventorygroup/flow/ search results or a Summary
InventoryGroupEditFlow.xml#InventoryGroupEditFlow | page.

Involvement Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a custom involvement
custominvolvement/flow/ from an entity Summary
CustomInvolvementEditFlow.xml#CustominvolvementE | page. The user can edit the
ditFlow custom involvement by

clicking Edit in the Custom
Involvement list in the entity
Summary page.

IPV4 View /WEB-INF/oracle/communications/inventory/ui/ View the IPV4 search page.
logicaldevice/flow/
IPv4SearchResultsFlow.xml#IPv4SearchResultsFlow

IPV4 Network View /WEB-INF/oracle/communications/inventory/ui/network/ | View IPV4 Network search
flow/ page.
IPv4NetworkSearchResultsFlow.xml#IPv4NetworkSear
chResultsFlow

IPV4 Network View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV4 Network Create
IPv4NetworkCreateFlow.xml#IPv4NetworkCreateFlow | page.

IPV4 Network View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV4 Network Details
IPv4NetworkDetailsFlow.xml#IPv4NetworkDetailsFlow | page.

IPV4 Address View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV4 Address Search
IPv4AddressSearchResultsFlow.xml#IPv4AddressSear | page.
chResultsFlow

IPV4 Address View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV4 Address Create
IPv4AddressCreateFlow.xml#IPv4AddressCreateFlow | page.

IPV4 Address View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV4 Address details
IPv4AddressDetailsFlow.xml#IPv4AddressDetailsFlow | page.

IPV4 Subnet View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV4 Subnet Search
IPv4SubnetSearchResultsFlow.xml#IPv4SubnetSearch | page.

ResultsFlow

IPV4 Subnet View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV4 Subnet details
IPv4SubnetDetailsFlow.xml#IPv4SubnetDetailsFlow page.

IPV4 Subnet View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV4 Subnet Partition
IPv4SubnetPartitionFlow.xml#IPv4SubnetPartitionFlow | page as popup.

IPV4 Subnet View /WEB-INF/oracle/communications/inventory/ui/ip/flow/ | View IPV4 Subnet Join page

IPv4SubnetJoinFlow.xml#IPv4SubnetJoinFlow

as popup.
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IPV6 View /WEB-INF/oracle/communications/inventory/ui/ip/flow/ | View IPV6 Search page.
IPv6SearchResultsFlow.xml#IPv6SearchResultsFlow

IPV6 Network View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV6 Network Search
IPv6NetworkSearchResultsFlow.xml#IPv6NetworkSear | page.
chResultsFlow

IPV6 Network View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV6 Network Create
IPv6NetworkCreateFlow.xml#IPv6NetworkCreateFlow | page.

IPV6 Network View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV6 Network Details
IPv6NetworkDetailsFlow.xml#IPv6NetworkDetailsFlow | page.

IPV6 Address View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV6 Address Search
IPv6AddressSearchResultsFlow.xml#IPv6AddressSear | page.
chResultsFlow

IPV6 Address View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV6 Address Create
IPv6AddressCreateFlow.xml#IPv6AddressCreateFlow | page.

IPV6 Address View /WEB-INF/oracle/communications/inventory/uif/ip/flow/ | View IPV6 Address Details
IPv6AddressDetailsFlow.xml#IPv6AddressDetailsFlow | page.

IPV6 Subnet View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV6 Subnet Search
IPv6SubnetSearchResultsFlow.xml#lPv6SubnetSearch | page.
ResultsFlow

IPV6 Subnet View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV6 Subnet Details
IPv6SubnetDetailsFlow.xml#IPv6SubnetDetailsFlow page.

IPV6 Subnet View /WEB-INF/oracle/communications/inventory/uifip/flow/ | View IPV6 Subnet Partition
IPv6SubnetPartitionFlow.xml#IPv6SubnetPartitionFlow | page as popup.

IPV6 Subnet Join | View /WEB-INF/oracle/communications/inventory/ui/ip/flow/ | View IPV6 Subnet Join page
IPv6SubnetJoinFlow.xml#IPv6SubnetJoinFlow as popup.

IP Resource View /WEB-INF/oracle/communications/inventory/ui/common/ | View IP Resources list in

flow/IPResourceListFlow.xml#IPResourceListFlow

Details page.

Logical Device View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
logicaldevice/flow/ logical devices by clicking the
LogicalDeviceSearchResultsFlow.xml#LogicalDeviceSe | Logical Device link in the
archResultsFlow Tasks panel.

Logical Device View /WEB-INF/oracle/communications/inventory/ui/ Open a Logical Device
logicaldevice/flow/ Summary page.
LogicalDeviceSummaryFlow.xml#LogicalDeviceSumma
ryFlow

Logical Device Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a logical device from
logicaldevice/flow/ search results or a Summary
LogicalDeviceEditFlow.xml#LogicalDeviceEditFlow page.

Logical Device Edit /WEB-INF/oracle/communications/inventory/ui/ Bulk edit the characteristics
logicaldevice/flow/ of one or more Logical
LogicalDeviceBulkEditFlow.xml#LogicalDeviceBulkEditF | Device entities from the
low Logical Device - Bulk Edit

page.

Logical Device Edit /WEB-INF/oracle/communications/inventory/ui/device/ | Map a device interface to a

MaintainMappingsFlow.xml#MaintainMappingsFlow

physical connector or
physical port.
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Logical Device View /WEB-INF/oracle/communications/inventory/ui/ Create Range of Logical
logicaldevice/flow/ Devices.
LogicalDeviceRangeEditFlow.xml#LogicalDeviceRange
EditFlow

Logical Device View /WEB-INF/oracle/communications/inventory/ui/ Copy Logical Device.
logicaldevice/flow/

LogicalDeviceCopyFlow.xml#LogicalDeviceCopyFlow

Logical Device View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for

Account logicaldeviceaccount/flow/ logical device accounts by
LogicalDeviceAccountSearchResultsFlow.xml#LogicalD | clicking the Logical Device
eviceAccountSearchResultsFlow Account link in the Tasks

panel.

Logical Device View /WEB-INF/oracle/communications/inventory/ui/ Open a Logical Device

Account logicaldeviceaccount/flow/ Account Summary page.
LogicalDeviceAccountSummaryFlow.xml#LogicalDevice
AccountSummaryFlow

Logical Device Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a logical device account

Account logicaldeviceaccount/flow/ from search results or a
LogicalDeviceAccountEditFlow.xml#LogicalDeviceAcco | Summary page.
untEditFlow

Logical Device Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a range of logical device

Account logicaldeviceaccount/flow/ accounts.
LogicalDeviceAccountRangeEditFlow.xml#LogicalDevic
eAccountRangeEditFlow

Map Profile Edit /WEB-INF/oracle/communications/inventory/ui/network/ | Edit the map profile from a
flow/MapProfileEditFlow.xml#MapProfileEditFlow Network Summary page.

Map Viewer View /WEB-INF/oracle/communications/inventory/ui/network/ | Open the Map Viewer
flow/MapViewFlow.xml#MapViewFlow application.

Media Resource View /WEB-INF/oracle/communications/inventory/ui/ Open a list of media
mediaresource/flow/ resources in a Logical Device
MediaResourceLogicalDeviceListFlow.xml#MediaReso |or Media Stream Summary
urcelLogicalDeviceListFlow page.

Media Stream View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
mediaresource/flow/ media streams by clicking the
MediaStreamSearchResultsFlow.xml#MediaStreamSea | Media Streams link in the
rchResultsFlow Tasks panel.

Media Stream View /WEB-INF/oracle/communications/inventory/ui/ Open a Media Stream
mediaresource/flow/ Summary page.
MediaStreamSummaryFlow.xml#MediaStreamSummar
yFlow

Media Stream Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a Media Stream entity
mediaresource/flow/ from search results or a
MediaStreamEditFlow.xml#MediaStreamEditFlow Summary page.

Network View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for

networknode/flow/
NetworkNodeSearchResultsFlow.xml#NetworkNodeSe
archResultsFlow

network nodes. The page is
opened from the topology
visualization.
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Network View /WEB-INF/oracle/communications/inventory/ui/network/ | Open a Search page for
flow/ Network entities by clicking
NetworkSearchResultsFlow.xml#NetworkSearchResult | the Network link in the Tasks
S panel.

Network View /WEB-INF/oracle/communications/inventory/ui/network/ | View a Network Summary
flow/NetworkSummaryFlow.xml#NetworkSummaryFlow | page.

Network View /WEB-INF/oracle/communications/inventory/ui/network/ | View a Network Visualization
flow/NetworkViewFlow.xml#NetworkViewFlow page.

Network View /WEB-INF/oracle/communications/inventory/ui/ Open the Topological View
nonmaptopology/flow/ page.
NonMapTopologyViewFlow.xml#NonMapTopologyView
Flow

Network Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a network edge from
networkedge/flow/ Network canvas.
NetworkEdgeEditFlow.xml#NetworkEdgeEditFlow

Network Edit /WEB-INF/oracle/communications/inventory/ui/network/ | Edit a Network entity from
flow/NetworkEditFlow.xml#NetworkEditFlow search results or a Summary

page.

Network Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a network node from
networknode/flow/ Network canvas.
NetworkNodeEditFlow.xml#NetworkNodeEditFlow

Network Address View /WEB-INF/oracle/communications/inventory/ui/ View a Network Address

Domain networkaddress/flow/ Domain Search page.
NetworkAddressDomainSearchResultsFlow.xml#Netwo
rkAddressDomainSearchResultsFlow

Network Address View /WEB-INF/oracle/communications/inventory/ui/ View a Network Address

Domain networkaddress/flow/ Domain Create page.
NetworkAddressDomainCreateFlow.xml#NetworkAddre
ssDomainCreateFlow

Network Address | View /WEB-INF/oracle/communications/inventory/ui/ View a Network Address

Domain networkaddress/flow/ Domain details page.
NetworkAddressDomainDetailsFlow.xml#NetworkAddre
ssDomainDetailsFlow

Network Service View /WEB-INF/oracle/communications/inventory/nso/ui/ns/ | View Network Service search
flow/ results.
NetworkServiceSearchResultsFlow.xml#NetworkServic
eSearchResultsFlow

Network Service View /WEB-INF/oracle/communications/inventory/nso/ui/ns/ | Open Network Service
flow/ Create page.
NetworkServiceCreateFlow.xml#NetworkServiceCreate
Flow

Network Service View /WEB-INF/oracle/communications/inventory/nso/ui/ns/ | Open Network Service
flow/ Summary page.
NetworkServiceSummaryFlow.xml#NetworkServiceSu
mmaryFlow

Network Service View /WEB-INF/oracle/communications/inventory/nso/ui/nsd/ | Open Network Service

Descriptor flow/ Descriptor Details page.
NSDSearchResultsFlow.xml#NSDSearchResultsFlow
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Component

Access Type

Permission String

Controls the Ability to:

Network Service View
Descriptor

/WEB-INF/oracle/communications/inventory/nso/ui/nsd/
flow/NSDDetailsFlow.xmI#NSDDetailsFlow

Open Network Service
Descriptor Details page.

Orchestration View /WEB-INF/oracle/communications/inventory/nso/ui/ View Orchestration Request
Request orchestrationrequest/flow/ Search Results.
OrchestrationRequestSearchResultsFlow.xml#Orchestr
ationRequestSearchResultsFlow
Orchestration View /WEB-INF/oracle/communications/inventory/nso/ui/ Open Orchestration Request
Request orchestrationrequest/flow/ Details page.
OrchestrationRequestDetailsFlow.xml#OrchestrationRe
guestDetailsFlow
Orchestration View /WEB-INF/oracle/communications/inventory/nso/ui/ Open Orchestration Request
Request orchestrationrequest/flow/ Edit page.
OrchestrationRequestEditFlow.xml#OrchestrationRequ
estEditFlow
Party View /WEB-INF/oracle/communications/inventory/ui/party/ Open a Search page for
flow/ parties by clicking the Party
PartySearchResultsFlow.xml#PartySearchResultsFlow | link in the Tasks panel.
Party View /WEB-INF/oracle/communications/inventory/ui/party/ Open a Party Summary
flow/PartySummaryFlow.xml#PartySummaryFlow page.
Party Edit /WEB-INF/oracle/communications/inventory/ui/party/ Edit a party from search
flow/PartyEditFlow.xml#PartyEditFlow results or a Summary page.
Path Analysis Edit /WEB-INF/oracle/communications/inventory/ui/ Open a Path Analysis page

connectivity/flow/
PathAnalysisFlow.xml#PathAnalysisFlow

from a Pipe or Pipe
Configuration page.

Physical Connector | View

/WEB-INF/oracle/communications/inventory/ui/
physicalconnector/flow/
PhysicalConnectorSearchResultsFlow.xml#PhysicalCon
nectorSearchResultsFlow

Open a Search page for
physical connectors from a
Physical Device or
Equipment Summary page.

Physical Connector | View

/WEB-INF/oracle/communications/inventory/ui/
physicalconnector/flow/
PhysicalConnectorSummaryFlow.xml#PhysicalConnect
orSummaryFlow

Open a Physical Connector
Summary page from a
Physical Device or
Equipment Summary page.

Physical Connector | Edit

/WEB-INF/oracle/communications/inventory/ui/
physicalconnector/flow/
PhysicalConnectorEditFlow.xml#PhysicalConnectorEdit
Flow

Edit a physical connector
from a Physical Device or
Equipment Summary page.

Physical Device View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
physicaldevice/flow/ physical devices by clicking
PhysicalDeviceSearchResultsFlow.xml#PhysicalDevice |the Physical Device link in
SearchResultsFlow the Tasks panel.

Physical Device View /WEB-INF/oracle/communications/inventory/ui/ Open a Physical Device

physicaldevice/flow/
PhysicalDeviceSummaryFlow.xml#PhysicalDeviceSum
maryFlow

Summary page.

Physical Device Edit

/WEB-INF/oracle/communications/inventory/ui/
physicaldevice/flow/
PhysicalDeviceEditFlow.xml#PhysicalDeviceEditFlow

Edit a physical device from
search results or a Summary

page.
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Component Access Type | Permission String Controls the Ability to:

Physical Jumper View /WEB-INF/oracle/communications/inventory/ui/ Topology view of Physical
connectivity/interconnection/visualization/flow/ Jumper.
PhysicalJumperViewFlow.xml#PhysicalJumperViewFlo
w

Physical Network | View /WEB-INF/oracle/communications/inventory/nso/ui/vnf/ | View PNF Search results.

Function flow/

PNFSearchResultsFlow.xml#VNFSearchResultsFlow
Physical Network | View /WEB-INF/oracle/communications/inventory/nso/ui/vnf/ | Open PNF Create tab in
Function flow/PNFCreateFlow.xml#VNFCreateFlow Network Service Create and
Details page.

Physical Network | View /WEB-INF/oracle/communications/inventory/nso/ui/vnf/ | Open PNF Summary page.

Function flow/PNFSummaryFlow.xmi#VNFSummaryFlow

Physical Port View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
physicalport/flow/ physical ports from a
PhysicalPortSearchResultsFlow.xml#PhysicalPortSearc | Physical Device or
hResultsFlow Equipment Summary page.

Physical Port View /WEB-INF/oracle/communications/inventory/ui/ Open a Physical Port
physicalport/flow/ Summary page from a
PhysicalPortSummaryFlow.xml#PhysicalPortSummaryF | Physical Device or
low Equipment Summary page.

Physical Port Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a physical port from a
physicalport/flow/ Physical Device or
PhysicalPortEditFlow.xml#PhysicalPortEditFlow Equipment Summary page.

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open an Enabled by
connectivity/flow/ Visualization page from a
EnabledbyViewFlow.xml#EnabledbyViewFlow Pipe Summary page.

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open an Enabled By
configuration/flow/ Visualization page in a Pipe
PipeConfigurationTrailListFlow.xml#PipeConfigurationTr | Configuration Summary
ailListFlow page.

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
connectivity/flow/ pipes by clicking the Pipe link
PipeSearchResultsFlow.xml#PipeSearchResultsFlow in the Tasks panel.

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open a Pipe Summary page.
connectivity/flow/

PipeSummaryFlow.xml#PipeSummaryFlow

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for pipe
connectivity/flow/ termination points.
PipeTerminationPointSearchResultsFlow.xml#PipeTerm
inationPointSearchResultsFlow

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open a Pipe Termination
connectivity/flow/ Point Summary page from a
PipeTerminationPointSummaryFlow.xml#PipeTerminati | Pipe Summary page.
onPointSummaryFlow

Pipe View /WEB-INF/oracle/communications/inventory/ui/ Open a Pipe Configuration

configuration/flow/
PipeConfigurationSummaryFlow.xml#PipeConfiguration
SummaryFlow

Summary page.
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Component Access Type | Permission String Controls the Ability to:

Pipe Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a pipe from search
connectivity/flow/PipeEditFlow.xml#PipeEditFlow results or a Summary page.

Pipe Edit /WEB-INF/oracle/communications/inventory/ui/ Edit pipe directionality from a
connectivity/flow/ Pipe Summary page.
PipeTPDirectionEditPopupFlow.xml#PipeTPDirectionEd
itPopupFlow

Pipe Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a pipe termination point
connectivity/flow/ from a Pipe Summary page.
PipeTerminationPointEditFlow.xml#PipeTerminationPoin
tEditFlow

Place View /WEB-INF/oracle/communications/inventory/ui/place/ Open a Search page for
flow/ places by clicking the Place
PlaceSearchResultsFlow.xml#PlaceSearchResultsFlow | link in the Tasks panel.

Place View /WEB-INF/oracle/communications/inventory/ui/place/ Open a Place Summary
flow/PlaceSummaryFlow.xml#PlaceSummaryFlow page.

Place Edit /WEB-INF/oracle/communications/inventory/ui/place/ Edit a place from search
flow/PlaceEditFlow.xml#PlaceEditFlow results or a Summary page.

Product View /WEB-INF/oracle/communications/inventory/ui/product/ | Open a Search page for
flow/ products by clicking the
ProductSearchResultsFlow.xml#ProductSearchResults | Product link in the Tasks
Flow panel.

Product View /WEB-INF/oracle/communications/inventory/ui/product/ | Open a Product Summary
flow/ProductSummaryFlow.xml#ProductSummaryFlow | page.

Product Edit /WEB-INF/oracle/communications/inventory/ui/product/ | Edit a product from search
flow/ProductEditFlow.xml#ProductEditFlow results or a Summary page.

Project View /WEB-INF/oracle/communications/inventory/ui/project/ | Project Search Results.
flow/
ProjectSearchResultsFlow.xml#ProjectSearchResultsFI
ow

Project View /WEB-INF/oracle/communications/inventory/ui/project/ | Create Project.
flow/ProjectCreateFlow.xml#ProjectCreateFlow

Project View /WEB-INF/oracle/communications/inventory/ui/project/ | View Project Details.
flow/ProjectDetailsFlow.xml#ProjectDetailsFlow

PropertyLocation | View /WEB-INF/oracle/communications/inventory/ui/location/ | View Property Location
flow/ Search page.
LocationSearchResultsFlow.xml#LocationSearchResult
sFlow

PropertyLocation Edit /WEB-INF/oracle/communications/inventory/ui/location/ | View Property Location
flow/LocationDetailsFlow.xml#LocationDetailsFlow Create/Edit page.

Reservation View /WEB-INF/oracle/communications/inventory/ui/ View the reservation list for
consumer/flow/ an entity by selecting from
ReservationListFlow.xml#ReservationListFlow the Related Pages menu in

an entity Summary page.

Reservation View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
consumer/flow/ reservations by clicking the
ReservationSearchResultsFlow.xml#ReservationSearc | Reservation link in the
hResultsFlow Tasks panel.
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Component Access Type | Permission String Controls the Ability to:

Reservation Edit /WEB-INF/oracle/communications/inventory/ui/ Open the Redeem
consumer/flow/ Reservation page.
RedeemReservationFlow.xml#RedeemReservationFlow

Reservation Edit /WEB-INF/oracle/communications/inventory/ui/ Edit a reservation.
consumer/flow/

ReservationEditFlow.xml#ReservationEditFlow

Role Edit /WEB-INF/oracle/communications/inventory/ui/role/flow/ | Edit a role from an entity
InventoryRoleEditFlow.xml#InventoryRoleEditFlow Summary page.

RuleSet View /WEB-INF/oracle/communications/inventory/ui/rule/flow/ | Open a Search page for
RuleSearchResultsFlow.xml#RuleSearchResultsFlow | rulesets by clicking the Rule

Set link in the Tasks panel.

RuleSet View /WEB-INF/oracle/communications/inventory/ui/rule/flow/ | Open a RuleSet Summary
RuleSummaryFlow.xml#RuleSummaryFlow page.

Service View /WEB-INF/oracle/communications/inventory/ui/service/ | Open a Search page for
flow/ services by clicking the
ServiceSearchResultsFlow.xml#ServiceSearchResults | Service link in the Tasks
Flow panel.

Service View /WEB-INF/oracle/communications/inventory/ui/service/ | Open a Service Summary
flow/ServiceSummaryFlow.xml#ServiceSummaryFlow | page.

Service View /WEB-INF/oracle/communications/inventory/ui/service/ | Open the topology view for a
flow/ service.
ServiceTopologyViewFlow.xml#ServiceTopologyViewF|
ow

Service Edit /WEB-INF/oracle/communications/inventory/ui/service/ | Edit a service from search
flow/ServiceEditFlow.xml#ServiceEditFlow results or a Summary page.

Service View /WEB-INF/oracle/communications/inventory/ui/service/ | View List of Services.
flow/ServiceListFlow.xml#ServiceListFlow

Signal Structure View /WEB-INF/oracle/communications/inventory/ui/ Open the Signal Structure
connectivity/flow/ page from the Related
SignalStructureSummaryFlow.xml#SignalStructureSum | Pages menu of a Pipe
maryFlow Summary page.

Signal Structure View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
connectivity/flow/ Signal Termination Point
SignalTPSpecificationSearchResultsFlow.xml#Signal TP | specifications by selecting
SpecificationSearchResultsFlow Map Signal Structure from

the Related Pages menu of
a Pipe Summary page.

Specification View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page for
sequencespecification/flow/ sequence specifications by
SequenceSpecificationSearchResultsFlow.xml#Sequen | clicking the Sequence
ceSpecificationSearchResultsFlow Specification link in the

Tasks panel.

Specification View /WEB-INF/oracle/communications/inventory/ui/ Open a Sequence

sequencespecification/flow/
SequenceSpecificationSummaryFlow.xml#SequenceSp
ecificationSummaryFlow

Specification Summary page.
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Function
Descriptor

Component Access Type | Permission String Controls the Ability to:

Specification View /WEB-INF/oracle/communications/inventory/ui/ Open a Search page to
specification/flow/ search for specifications by
SpecificationSearchResultsFlow.xml#SpecificationSear | clicking the Specification
chResultsFlow link in the Tasks panel.

Specification View /WEB-INF/oracle/communications/inventory/ui/ Open a Specification
specification/flow/ Summary page.
SpecificationSummaryFlow.xml#SpecificationSummary
Flow

Specification Edit /WEB-INF/oracle/communications/inventory/ui/ Edit specification
specification/flow/ relationships.
SpecificationRelationshipMaintFlow.xml#SpecificationR
elationshipMaintFlow

Tag View /WEB-INF/oracle/communications/inventory/ui/tag/flow/ | Tag Search Results.
TagSearchResultsFlow.xml#TagSearchResultsFlow

Tag View /WEB-INF/oracle/communications/inventory/ui/tag/flow/ | View Tag Summary.
TagSummaryFlow.xml#TagSummaryFlow

Telephone Number | View /WEB-INF/oracle/communications/inventory/ui/number/ | Open a Search page for
flow/ telephone numbers by
TelephoneNumberSearchResultsFlow.xml#TelephoneN | clicking the Telephone
umberSearchResultsFlow Number link in the Tasks

panel.

Telephone Number | View /WEB-INF/oracle/communications/inventory/ui/number/ | Open the Telephone Number
flow/ Summary page.
TelephoneNumberSummaryFlow.xml#TelephoneNumbe
rSummaryFlow

Telephone Number | Edit /WEB-INF/oracle/communications/inventory/ui/number/ | Edit a telephone number.
flow/

TelephoneNumberEditFlow.xml#TelephoneNumberEdit
Flow

Telephone Number | Edit /WEB-INF/oracle/communications/inventory/ui/number/ | Bulk edit the characteristics
flow/ of one or more Telephone
TelephoneNumberBulkEditFlow.xml#TelephoneNumber | Number entities from the
BulkEditFlow Telephone Number - Bulk

Edit page.
Virtual Network View /WEB-INF/oracle/communications/inventory/nso/ui/vnf/ | View VNF Search results.
Function flow/
VNFSearchResultsFlow.xml#VNFSearchResultsFlow
Virtual Network View /WEB-INF/oracle/communications/inventory/nso/ui/vnf/ | Open VNF Create tab in
Function flow/VNFCreateFlow.xml#VNFCreateFlow Network Service Create and
Details page.

Virtual Network View /WEB-INF/oracle/communications/inventory/nso/ui/vnf/ | Open VNF Summary page.

Function flow/VNFSummaryFlow.xmi#VNFSummaryFlow

Virtual Network View /WEB-INF/oracle/communications/inventory/nso/ui/vnfd/ | View Virtual Network

Function flow/ Function Descriptor search

Descriptor VNFDSearchResultsFlow.xml#VNFDSearchResultsFlo | results.

w
Virtual Network View /WEB-INF/oracle/communications/inventory/nso/ui/vnfd/ | View Virtual Network

flow/VNFDDetailsFlow.xml#VNFDDetailsFlow

Function Descriptor Details
page.
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Table 3-2 lists all the UIM resource permissions, sorted by component.

Table 3-2 Resource Permissions

Chapter 3
Resource Permissions

Component Type Permission Name Purpose

Activity Menu Action | Activity.VALIDATE Validate the Activity.

Activity Menu Action | Activity. SUBMIT Submit the Activity.

Activity Menu Action | Activity. CANCEL Cancel the Activity.

Activity Menu Action | Activity. CREATE Create the Activity.

Activity Menu Action | Activity.EDIT Edit the Activity.

Business Button Action | Businessinteraction.DELETE Delete a business interaction from

Interaction the search results.

Business Button Action | Businessinteraction.CREATE Create a business interaction from

Interaction the search results.

Business Button Action | Businessinteraction.EDIT EDIT a business interaction from

Interaction the search results.

Business Button Action | Businessinteractionltem.DELETE Delete a business interaction item

Interaction from the Business Interaction
Summary page.

Business Button Action | Businessinteractionltem.CREATE Create a business interaction item

Interaction from the Business Interaction
Summary page.

Business Button Action | Businessinteractionltem.EDIT Edit a business interaction item

Interaction from the Business Interaction
Summary page.

Business Button Action | Businessinteractionltem. TRANSFER Transfer a business interaction item

Interaction from the Business Interaction
Summary page.

Business Menu Businessinteraction.ASSOCIATE Associate a business interaction

Interaction item from the Business Interaction
Summary page.

Business Menu Action Businessinteraction.ACTIVATE Activate a business interaction

Interaction from the Business Interaction
Summary page.

Business Menu Action | Businessinteraction. APPROVE_CONFIGURATION | Approve a business interaction

Interaction S from the Business Interaction
Summary page.

Business Menu Action | Businessinteraction. CANCEL Cancel a business interaction from

Interaction the Business Interaction Summary
page.

Business Menu Action | Businesslinteraction. CANCEL_HIERARCHY Cancel a business interaction

Interaction hierarchy from the Business
Interaction Summary page.

Business Menu Action | Businessinteraction. COMPLETE Complete a business interaction

Interaction from the Business Interaction
Summary page.
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Business Menu Action | Businessinteraction. COMPLETE_HIERARCHY Complete a business interaction

Interaction hierarchy from the Business
Interaction Summary page.

Business Menu Action | Businessinteraction.DEACTIVATE Deactivate a business interaction

Interaction from the Business Interaction
Summary page.

Business Menu Action | Businessinteraction.ISSUE_CONFIGURATIONS Issue a service configuration from

Interaction the Business Interaction Summary
page.

Business Menu Action | Businessinteraction.SEND_REQUEST Send a request from the Business

Interaction Interaction Summary page.

Business Menu Action | Businessinteraction.VALIDATE Validate a business interaction

Interaction from the Business Interaction
Summary page.

Business Menu Action | Businesslinteraction.ASSOCIATE_CHILD_BI Add a child business interaction to

Interaction the hierarchy in the Business
Interaction Summary page.

Business Menu Action | Businesslinteraction.DISASSOCIATE_CHILD_BI Remove a child business

Interaction interaction from the hierarchy in the
Business Interaction Summary
page.

Characteristics Button Action | CharacteristicSpecification.DELETE Delete a Characteristic
specification from the
Characteristic Specification list.

Characteristics Button Action | CharacteristicSpecification.CREATE Create a Characteristic
specification from the
Characteristic Specification list.

Characteristics Button Action | CharacteristicSpecification.EDIT Edit a Characteristic specification
from the Characteristic
Specification list.

Common Menu Action | Configuration.MAINTAIN_CONFIG_ITEMS Maintain configuration items from

Configuration the hierarchy in the Configuration
Summary page.

Condition Button Action | Condition.DELETE Delete a condition from the
Condition List page.

Condition Button Action | Condition.CREATE Create a condition from the
Condition List page.

Condition Button Action | Condition.EDIT Edit a condition from the Condition
List page.

Connectivity Menu Action | TDMFacility. ACTIVATE Activate the Connectivity.

Connectivity Menu Action | TDMFacility.DEACTIVATE Deactivate the Connectivity.

Connectivity Menu Action | TDMFacility. COMPLETE Complete the Design version of
Connectivity.

Connectivity Menu Action | TDMFacility. CANCEL Cancel the Design version of
Connectivity.

Connectivity Button Action | TDMFacility.DELETE Delete the connectivity.

Connectivity Button Action | TDMFacility. CREATE Create the connectivity.
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Connectivity Button Action | TDMFacility.EDIT Edit the connectivity.

Connectivity Button Action | TDMConnectivityDetails.SAVE Save the TDM Connectivity details.

Connectivity Button Action | TDMConnectivityDetails.SAVE_AND_CLOSE Save the TDM Connectivity details
and navigate back to the view
mode.

Connectivity Button Action | TDMConnectivityDetails.EDIT Edit the TDM Connectivity details.

Connectivity Button Action | TDMConnectivityCreate.SAVE Create the TDM Connectivity.

Connectivity Button Action | TDMConnectivityCreate.SAVE_AND_CLOSE Create the TDM Connectivity and
navigate back to the Search page.

Connectivity Button Action | TDMConnectivityCreate.EDIT Open the TDM Connectivity details
in the Edit mode in the Create
page.

Connectivity Button Action | TDMConnectivityCreate.DELETE Delete the TDM Connectivity from
the New Channelized Connectivity
table.

Connectivity Button Action | TDMConnectivityCreate. CREATE Create a TDM Connectivity from
the New Channelized Connectivity
table.

Connectivity Menu Action | TDMFacility. DISCONNECT Disconnect Connectivity.

Cross Connect

Button Action

CrossConnectsView.DELETE

Delete the cross connect from the
Cross Connect Visual page.

Cross Connect

Button Action

CrossConnectsView.CREATE

Create the cross connect from the
Cross Connect Visual page.

Cross Connect

Button Action

CrossConnectsView.EDIT

Edit the cross connect from the
Cross Connect Visual page.

Cross Connect

Button Action

CrossConnectsView.CREATE_CROSS_ CONNECT
S

Create a cross connect in the
Cross Connect Visual page.

Custom Network

Address

Button Action

CustomNetworkAddress.DELETE

Delete a custom network address
from search results.

Custom Network

Address

Button Action

CustomNetworkAddress.CREATE

Create a custom network address
from search results.

Custom Network

Button Action

CustomNetworkAddress.EDIT

Edit a custom network address

Address from search results.

Custom Network | Menu Action | CustomNetworkAddress.ACTIVATE Activate a custom network address

Address from the Custom Network Address
Summary page.

Custom Network | Menu Action | CustomNetworkAddress.DEACTIVATE Deactivate a custom network

Address address from the Custom Network
Address Summary page.

Custom Network | Menu Action | CustomNetworkAddress.VALIDATE Validate a custom network address

Address from the Custom Network Address
Summary page.

Custom Network | Menu Action | CustomNetworkAddress.ASSOCIATE_CNA Add a child custom network

Address

address to the hierarchy in the
Custom Network Address
Summary page.
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Address

Custom Network

Menu Action

CustomNetworkAddress.DISASSOCIATE_CNA

Remove a child custom network
address from the hierarchy in the
Custom Network Address
Summary page.

Custom Object

Button Action

CustomObject.DELETE

Delete a custom object from
search results.

Custom Object

Button Action

CustomObject. CREATE

Create a custom object from
search results.

Custom Object

Button Action

CustomObject.EDIT

Edit a custom object from search
results.

Custom Object Menu Action | CustomObject. ACTIVATE Activate a custom object from the
Custom Object Summary page.

Custom Object Menu Action | CustomObject. DEACTIVATE Deactivate a custom object from
the Custom Object Summary page.

Custom Object Menu Action | CustomObject.VALIDATE Validate a custom object from the
Custom Object Summary page.

Custom Object Menu Action | CustomObject. ASSOCIATE_CO Add a child custom object to the
hierarchy in the Custom Object
Summary page.

Custom Object Menu Action | CustomObject.DISASSOCIATE_CO Remove a child custom object from

the hierarchy in the Custom Object
Summary page.

Equipment Button Action | EquipmentHolder.DELETE Delete an equipment holder from
search results.

Equipment Button Action | EquipmentHolder.CREATE Create an equipment holder from
search results.

Equipment Button Action | EquipmentHolder.EDIT Edit an equipment holder from
search results.

Equipment Button Action | Equipment.DELETE Delete an Equipment entity from
search results.

Equipment Button Action | Equipment.CREATE Create an Equipment entity from
search results.

Equipment Button Action | Equipment.EDIT Edit an Equipment entity from
search results.

Equipment Button Action | Equipment.DUPLICATE Duplicate an Equipment entity from
search results.

Equipment Menu Action | EqQuipment. ACTIVATE Activate an Equipment entity from
the Equipment Summary page.

Equipment Menu Action | Equipment.DEACTIVATE Deactivate an Equipment entity
from the Equipment Summary
page.

Equipment Menu Action | Equipment.VALIDATE Validate an Equipment entity from

the Equipment Summary page.
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Equipment Button Action | Equipment. ASSOCIATE Associate an entity with Equipment
from the Equipment portlet on the
Entity Summary Page and/or from
the hierarchy in the Physical
Device Summary page.

Equipment Menu Action Equipment.DISASSOCIATE Disassociate Equipment from the
hierarchy in the Physical Device
Summary page.

Equipment Button Action | Equipment.DISASSOCIATE Disassociate the Equipment.

Ethernet ENNI Menu Action | EthernetENNIConnectivity ACTIVATE Activate the Ethernet ENNI

Connectivity connectivity.

Ethernet ENNI Menu Action | EthernetENNIConnectivity. DEACTIVATE Deactivate the Ethernet ENNI

Connectivity connectivity.

Ethernet ENNI Menu Action | EthernetENNIConnectivity. COMPLETE Complete the Ethernet ENNI

Connectivity connectivity.

Ethernet ENNI Menu Action EthernetENNIConnectivity. CANCEL Cancel the Ethernet ENNI

Connectivity connectivity.

Ethernet ENNI Menu Action | EthernetENNIConnectivity. DISCONNECT Disconnect the Ethernet ENNI

Connectivity connectivity.

Ethernet UNI Menu Action EthernetUNIConnectivity. DEACTIVATE Deactivate the Ethernet UNI

Connectivity connectivity.

Ethernet UNI Menu Action | EthernetUNIConnectivit. COMPLETE Complete the Ethernet UNI

Connectivity connectivity.

Ethernet UNI Menu Action EthernetUNIConnectivity. CANCEL Cancel the Ethernet UNI

Connectivity connectivity.

Ethernet UNI Menu Action | EthernetUNIConnectivity. DISCONNECT Disconnect Ethernet UNI

Connectivity connectivity.

Ethernet UNI Menu Action EthernetUNIConnectivity. ACTIVATE Activate Ethernet UNI connectivity.

Connectivity

Flow Identifier Button Action | Flowldentifier. DELETE Delete a Flow Identifier entity from
the search results.

Flow Identifier Button Action | Flowldentifier. CREATE Create a Flow Identifier entity from
the search results.

Flow Identifier Button Action | Flowldentifier. SAVE Save the Flow Identifier details.

Flow Identifier

Button Action

Flowldentifier. SAVE_AND_CLOSE

Create the Flow Identifier and
navigate back to the Search page.

Flow Identifier

Button Action

Flowldentifier.EDIT

Open the Flow Identifier details in
Edit mode in the Create page.

Flow Identifier Menu Action Flowldentifier. DEACTIVATE Deactivate the flow identifier from
the Flow Identifier Summary page.
Flow Identifier Menu Action Flowldentifier. ACTIVATE Activate the flow identifier from the
Flow Identifier Summary page.
Flow Interface Menu Action FlowInterface. ACTIVATE Activate the flow interface from the
Flow Interface Summary page.
Flow Interface Menu Action | FlowInterface. DEACTIVATE Deactivate the flow interface from

the Flow Interface Summary page.
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Inventory Group

Button Action

InventoryGroup.DELETE

Delete an inventory group from
search results.

For upgrade action, manually set
this permission.

Inventory Group

Button Action

InventoryGroup.CREATE

Create an inventory group from
search results.

Inventory Group

Button Action

InventoryGroup.EDIT

Edit an inventory group from
search results.

Inventory Group

Button Action

InventoryGroupltem.DELETE

Delete an inventory group from
search results.

Inventory Group

Button Action

InventoryGroupltem.CREATE

Create an inventory group from
search results.

Inventory Group

Button Action

InventoryGroupltem.EDIT

Edit an inventory group from
search results.

Inventory Group

Menu Action

InventoryGroup.ACTIVATE

Activate an inventory group from
the Inventory Group Summary

page.

Inventory Group

Menu Action

InventoryGroup.DEACTIVATE

Deactivate an inventory group from
the Inventory Group Summary

page.

Inventory Group

Menu Action

InventoryGroup.VALIDATE

Validate an inventory group from
the Inventory Group Summary

page.

Inventory Group

Button Action

InventoryGroup.ASSOCIATE

Associate an entity with an
inventory group from the Inventory
Group portlet on the Entity
Summary page.

Inventory Group

Menu Action

InventoryGroup.ASSOCIATE_IG

Add a child inventory group to the
hierarchy in the Inventory Group
Summary page and/or add a
parent inventorygroup to the Parent
Inventory Group section in the
Inventory Group Summary page.

Inventory Group

Menu Action

InventoryGroup.DISASSOCIATE_IG

Remove a child inventory group
from the hierarchy in the Inventory
Group Summary page and/or
remove a parent inventorygroup
from the Parent Inventory Group
section in the Inventory Group
Summary page.

Inventory Group

Button Action

InventoryGroupltem.ASSOCIATE

Associate inventory group items
from the Inventory Group Summary

page.

Involvement Button Action | Involvement.DELETE Delete an involvement from an
entity Summary page.
Involvement Button Action | Involvement.CREATE Create an involvement from an

entity Summary page.
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Involvement

Button Action

Involvement.EDIT

Edit an involvement from an entity
Summary page.

IPV4 Network

Button Action

IPv4Network.DELETE

Delete IPv4 Network from the
search results.

IPV4 Network

Button Action

IPv4Network.CREATE

Create IPv4 Network from the
search results.

IP Subnet Menu Action | IPSubnet.ACTIVATE Activate IP Subnet from the IP
Subnet Details page.
IP Subnet Menu Action | IPSubnet.DEACTIVATE Deactivate IP Subnet from the IP

Subnet Details page.

IPV4 Network

Button Action

IPv4Network.EDIT

Edit IPv4 Network from the search
results.

IPV4 Network

Button Action

IPv4NetworkCreate.SAVE

Save the IPv4 Network.

IPV4 Network

Button Action

Pv4NetworkCreate. SAVE_AND_CLOSE

Save the IPv4 Network and
navigate back to the Search page.

IPV4 Network

Button Action

IPv4NetworkDetails. SAVE_AND_CLOSE

Save the changes to the IPv4
Network and navigate back to the
Search page.

IPV4 Network

Button Action

IPv4NetworkDetails.SAVE

Save the changes to IPv4 Network.

IPV4 Network

Button Action

IPv4NetworkDetails.EDIT

Edit the IPv4 Network details.

IPv4 Address Button Action | IPv4Address.DELETE Delete IPv4 Address from the
search results.

IPv4 Address Button Action | IPv4Address.CREATE Create IPv4 Address from the
search results.

IPv4 Address Button Action | IPv4Address.EDIT Edit IPv4 Address from the search
results.

IPv4 Address Button Action | IPv4AddressCreate.SAVE Save the IPv4 Address.

IPv4 Address Button Action | IPv4AddressCreate.SAVE_AND_CLOSE Save the IPv4 Address and
navigate back to the Search page.

IPv4 Address Button Action | IPv4AddressDetails.EDIT Edit the IPv4 Address details.

IPv4 Address Button Action | IPv4AddressDetails.SAVE Save the changes to the IPv4
Address.

IPv4 Address Button Action | IPv4AddressDetails. SAVE_AND_CLOSE Save the changes to the IPv4
Address and navigate back to the
Search page.

IPv4 Address Menu Action IPv4Address.ACTIVATE Activate IPv4 Address from IPv4
Address Details page.

IPv4 Address Menu Action | IPv4Address.DEACTIVATE Deactivate IPv4 Address from the
IPv4 Address Details page.

IPV4 Subnet Button Action | IPv4Subnet. ACTIVATE Activate IPv4 Subnet from the IPv4
Subnet Details page.

IPV4 Subnet Button Action | IPv4Subnet.DEACTIVATE Deactivate IPv4 Subnet from the
IPv4 Subnet Details page.

IPV4 Subnet Button Action | IPv4SubnetDetails.SAVE Save the changes to IPv4 Subnet.

System Administrator's Guide

G50244-01

Copyright © 2012, 2026, Oracle and/or its affiliates.

April 28, 2026
Page 40 of 53



ORACLE’

Table 3-2 (Cont.) Resource Permissions

Chapter 3
Resource Permissions

Component Type Permission Name Purpose

IPV4 Subnet Button Action | IPv4SubnetDetails.SAVE_AND CLOSE Save the changes to the IPv4
Subnet and navigate back to the
Search page.

IPV4 Subnet Button Action | IPv4SubnetDetails.EDIT Edit the IPv4 Subnet details.

IPV4 Subnet Menu Action | IPv4SubnetDetails.PARTITION Open the Partition popup from the
Details page.

IPV4 Subnet Menu Action | IPv4SubnetDetails.JOIN Open the Join popup from the
Details page.

IPV4 Subnet Button Action | IPv4SubnetPartition.PARTITION Partition the subnet.

IPV4 Subnet Button Action | IPv4SubnetJoin.JOIN Join the subnet.

IPV6 Network

Button Action

IPv6Network.DELETE

Delete IPv6 Network from the
search results.

IPV6 Network

Button Action

IPv6Network.CREATE

Create |IPv6 Network from the
search results.

IPV6 Network

Button Action

IPv6Network.EDIT

Edit IPv6 Network from the search
results.

IPV6 Network

Button Action

IPv6NetworkCreate.SAVE

Save the IPv6 Network.

IPV6 Network

Button Action

IPv6NetworkCreate.SAVE_AND_CLOSE

Save the IPv6 Network and
navigate back to the Search page.

IPV6 Network

Button Action

IPv6NetworkDetails.SAVE

Save the changes to IPv6 Network.

IPV6 Network

Button Action

IPv6NetworkDetails.SAVE_AND_CLOSE

Save the changes to the IPv6
Network and navigate back to the
Search page.

IPV6 Network

Button Action

IPv6NetworkDetails.EDIT

Edit the IPv6 Network details.

IPV6 Address Button Action | IPv6Address.DELETE Delete IPv6 Address from the
search results.

IPV6 Address Button Action | IPv6Address.CREATE Create IPv6 Address from the
search results.

IPV6 Address Button Action | IPv6Address.EDIT Edit IPv6 Address from the search
results.

IPV6 Address Menu Action | IPv6AddressCreate.SAVE Save the IPv6 Address.

IPV6 Address Menu Action | IPv6AddressCreate.SAVE_AND_CLOSE Save the IPv6 Address and
navigate back to the Search page.

IPV6 Address Button Action | IPv6AddressDetails.SAVE Save the changes to IPv6 Address.

IPV6 Address Button Action | IPv6AddressDetails.SAVE_AND_CLOSE Save the changes to the IPv6
Address and navigate back to the
Search page.

IPV6 Address Button Action | IPv6AddressDetails.EDIT Edit the IPv6 Address details.

IPV6 Address Button Action | IPv6Address.ACTIVATE Activate IPv6 Address from the
IPv6 Address Details page.

IPV6 Address Button Action | IPv6Address.DEACTIVATE Deactivate IPv6 Address from the
IPv6 Address Details page.

IPV6 Subnet Menu Action IPv6Subnet. ACTIVATE Activate IPv6 Subnet from the IPv6

Subnet Details page.
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IPV6 Subnet Menu Action | IPv6Subnet.DEACTIVATE Deactivate IPv6 Subnet from the
IPv6 Subnet Details page.

IPV6 Subnet Button Action | IPv6SubnetDetails.SAVE Save the changes to IPv6 Subnet.

IPV6 Subnet Button Action | IPv6SubnetDetails.SAVE_AND_ CLOSE Save the changes to the IPv6
Subnet and navigate back to the
Search page.

IPV6 Subnet Button Action | IPv6SubnetDetails.EDIT Edit the IPv6 Subnet details.

IPV6 Subnet Button Action | IPv6SubnetDetails.PARTITION Open the Partition popup from the
Details page.

IPV6 Subnet Button Action | IPv6SubnetDetails.JOIN Open the Join popup from the
Details page.

IPV6 Subnet Button Action | IPv6SubnetPartition.PARTITION Partition the subnet.

IPV6 Subnet Button Action | IPv6SubnetJoin.JOIN Join the subnet.

Logical Device

Button Action

LogicalDevice.DELETE

Delete a logical device from search
results.

Logical Device

Button Action

LogicalDevice.CREATE

Create a logical device from search
results.

Logical Device

Button Action

LogicalDevice.EDIT

Edit a logical device from search
results.

Logical Device

Button Action

DeviceMapping.DELETE

Map a physical port or connector to
a device interface from the Device
Interface Summary page.

Logical Device

Button Action

DeviceMapping.CREATE

Map a physical port or connector to
a device interface from the Device
Interface Summary page.

Logical Device

Button Action

DeviceMapping.EDIT

Map a physical port or connector to
a device interface from the Device
Interface Summary page.

Logical Device Menu Action | LogicalDevice. ACTIVATE Activate a logical device from the
Logical Device Summary page.

Logical Device Menu Action | LogicalDevice.DEACTIVATE Deactivate a logical device from
the Logical Device Summary page.

Logical Device Menu Action | LogicalDevice.VALIDATE Validate a logical device from the

Logical Device Summary page.

Logical Device

Button Action

LogicalDevice.DUPLICATE

Duplicate a logical device from the
search results page.

Logical Device

Menu Action

LogicalDevice. ASSOCIATE_LD

Add a logical device to the
hierarchy in the Logical Device
Summary page and/or from the
hierarchy in the Physical Device
Summary page.

Logical Device

Menu Action

LogicalDevice.DISASSOCIATE_LD

Remove a logical device from the
hierarchy in the Logical Device
Summary page and/or from the
hierarchy in the Physical Device
Summary page.
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Logical Device

Menu Action

Devicelnterface. ASSOCIATE_DI

Add a device interface to the
hierarchy in the Logical Device
Summary page and/or to the
hierarchy in the Device Interface
Summary page.

Logical Device

Menu Action

LogicalDevice. MAINTAIN_MAPPINGS

Maintain mappings from the
hierarchy in the Logical Device
Summary page.

Logical Device

Menu Action

Devicelnterface.DISASSOCIATE_DI

Remove a device interface from the
hierarchy in the Logical Device
Summary page and/or from the
hierarchy in the Device Interface
Summary page.

Logical Device

Button Action

LogicalDevice.ASSOCIATE

Associate the Logical Device.

Logical Device
Account

Button Action

LogicalDeviceAccount.DELETE

Delete a logical device account
from search results.

Logical Device
Account

Button Action

LogicalDeviceAccount. CREATE

Create a logical device account
from search results.

Logical Device

Button Action

LogicalDeviceAccount.EDIT

Edit a logical device account from

Account

Account search results.

Logical Device Menu Action | LogicalDeviceAccount. ACTIVATE Activate a logical device account

Account from the Logical Device Account
Summary page.

Logical Device Menu Action | LogicalDeviceAccount.DEACTIVATE Deactivate a logical device account

Account from the Logical Device Account
Summary page.

Logical Device Menu Action | LogicalDeviceAccount.VALIDATE Validate the logical device account

from the Logical Device Account
Summary page.

Logical Device
Account

Button Action

LogicalDeviceAccount. ASSOCIATE

Associate an entity with a logical
device account from the Logical
Device Account portlet on the
Entity Summary page.

Logical Device Menu Action | LDAccountConfigurationVersion.APPROVE Approve a Configuration from
Account LogicalDeviceAccount
Configuration Configuration Summary page.
Logical Device Menu Action | LDAccountConfigurationVersion.,AUTO_CONFIGU | Auto Configure a Configuration
Account RE from LogicalDeviceAccount
Configuration Configuration Summary page.
Logical Device Menu Action | LDAccountConfigurationVersion.CANCEL Cancel a Configuration from
Account LogicalDeviceAccount
Configuration Configuration Summary page.
Logical Device Menu Action | LDAccountConfigurationVersion.COMPLETE Complete a Configuration from
Account LogicalDeviceAccount
Configuration Configuration Summary page.
Logical Device Menu Action | LDAccountConfigurationVersion.CREATE_NEW_V | Create a new configuration from
Account ERSION LogicalDeviceAccount
Configuration Configuration Summary page.
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Logical Device Menu Action | LDAccountConfigurationVersion.ISSUE Issue a Configuration from

Account LogicalDeviceAccount

Configuration Configuration Summary page.

Logical Device Menu Action | LDAccountConfigurationVersion.RESUME Resume a Configuration from

Account LogicalDeviceAccount

Configuration Configuration Summary page.

Logical Device Menu Action | LDAccountConfigurationVersion.SUSPEND Suspend a Configuration from

Account LogicalDeviceAccount

Configuration Configuration Summary page.

Logical Device Menu Action | LDAccountConfigurationVersion.VALIDATE Validate a Configuration from

Account LogicalDeviceAccount

Configuration Configuration Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.APPROVE Approve a configuration from the

Configuration Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.AUTO_CONFI | Auto-configure a configuration from

Configuration GURE the Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.CANCEL Cancel a configuration from the

Configuration Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion. COMPLETE Complete a configuration from the

Configuration Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.CREATE_NEW | Create a new configuration from

Configuration _VERSION the Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.ISSUE Issue a configuration from the

Configuration Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.RESUME Resume a configuration from the

Configuration Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.SUSPEND Suspend a configuration from the

Configuration Logical Device Configuration
Summary page.

Logical Device Menu Action | LogicalDeviceConfigurationVersion.VALIDATE Validate a configuration from the

Configuration Logical Device Configuration
Summary page.

Media Button Action | Media.DELETE Delete a media file from search
results.

Media Button Action | Media.CREATE Create a media file from search
results.

Media Button Action | Media.EDIT Edit a media file from search

results.

Media Stream

Button Action

MediaStream.DELETE

Delete a media stream from search
results.
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Media Stream

Button Action

MediaStream.CREATE

Create a media stream from
search results.

Media Stream

Button Action

MediaStream.EDIT

Edit a media stream from search
results.

Media Stream

Button Action

MediaStream.DUPLICATE

Duplicate a media stream from
search results.

Media Stream Menu Action | MediaStream.ACTIVATE Activate a media stream from the
Media Stream Summary page.

Media Stream Menu Action | MediaStream.DEACTIVATE Deactivate a media stream from
the Media Stream Summary page.

Media Stream Menu Action | MediaStream.VALIDATE Validate a media stream from the

Media Stream Summary page.

Media Resource

Button Action

MediaResource. ASSOCIATE

Add a media resource to the Media
Resource portlet on the Entity
Summary page.

Media Resource

Button Action

MediaResource.DELETE

Delete a media resource from the
Media Resource portlet on the
Entity Summary page.

Media Resource

Button Action

MediaResource.CREATE

Create a media resource from the
Media Resource portlet on the
Entity Summary page.

Media Resource

Button Action

MediaResource.DUPLICATE

Duplicate a media resource from
the Media Resource portlet on the
Entity Summary page.

Media Resource

Button Action

MediaResource.EDIT

Edit a media resource from the
Media Resource portlet on the
Entity Summary page.

Network Button Action | Network.DELETE Delete a network from search
results.

Network Button Action | Network.CREATE Create a network from search
results.

Network Button Action | Network.EDIT Edit a network from search results.

Network Menu Action Network. ACTIVATE Activate a network from the
Network Summary page.

Network Menu Action | Network.DEACTIVATE Deactivate a network from the
Network Summary page.

Network Menu Action | Network.VALIDATE Validate a network from the
Network Summary page.

Network Menu Action | NetworkNodeEdge.DISASSOCIATE Disassociate a network node/node
edge from the Network Map View
and Network View.

Network Menu Action | NetworkNodeEdge.UPDATE_ASSOCIATION Update a network node/node edge
association from the Network Map
View & Network View.

Network Address | Button Action | NetworkAddressDomain.DELETE Delete Network Address Domain

Domain from the search results.
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Network Address | Button Action | NetworkAddressDomain.CREATE Create Network Address Domain

Domain from the search results.

Network Address | Button Action | NetworkAddressDomain.EDIT Edit Network Address Domain from

Domain the search results.

Network Address | Button Action | NetworkAddressDomainDetails.SAVE Save the changes to Network

Domain Address Domain.

Network Address | Button Action | NetworkAddressDomainDetails.SAVE_AND_CLOS | Save the changes to the Network

Domain E Address Domain and navigate
back to the Search page.

Network Address | Button Action | NetworkAddressDomainDetails.EDIT Edit the Network Address Domain

Domain details.

Network Menu Action | NetworkConfigurationVersion. APPROVE Approve a configuration from the

Configuration Network Configuration Summary
page.

Network Menu Action | NetworkConfigurationVersion.AUTO_CONFIGURE | Auto-configure a configuration from

Configuration the Network Configuration
Summary page.

Network Menu Action | NetworkConfigurationVersion.CANCEL Cancel a configuration from the

Configuration Network Configuration Summary
page.

Network Menu Action | NetworkConfigurationVersion. COMPLETE Complete a configuration from the

Configuration Network Configuration Summary
page.

Network Menu Action | NetworkConfigurationVersion.CREATE_NEW_VER | Create a new configuration from

Configuration SION the Network Configuration
Summary page.

Network Menu Action | NetworkConfigurationVersion.ISSUE Issue a configuration from the

Configuration Network Configuration Summary
page.

Network Menu Action | NetworkConfigurationVersion.RESUME Resume a configuration from the

Configuration Network Configuration Summary
page.

Network Menu Action | NetworkConfigurationVersion.SUSPEND Suspend a configuration from the

Configuration Network Configuration Summary
page.

Network Menu Action | NetworkConfigurationVersion.VALIDATE Validate a configuration from the

Configuration Network Configuration Summary
page.

Network Service | Button Action | NetworkService.DELETE Delete a Network Service from
search results

Network Service | Button Action | NetworkService.CREATE Create a Network Service from
search results

Network Service | Button Action | NetworkService.EDIT Edit a Network Service from search
results

Packet Network | Menu Action | PacketNetworkConnectivity. ACTIVATE Activate the packet network

Connectivity connectivity.
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Packet Network | Menu Action | PacketNetworkConnectivity. DEACTIVATE Deactivate the packet network

Connectivity connectivity.

Packet Network | Menu Action | PacketNetworkConnectivity. COMPLETE Complete the packet network

Connectivity connectivity.

Packet Network | Menu Action | PacketNetworkConnectivity. DISCONNECT Disconnect the packet network

Connectivity connectivity.

Packet Network | Menu Action | PacketNetworkConnectivity. CANCEL Cancel the packet network

Connectivity connectivity.

Packet Virtual Menu Action | PacketVirtualNetwork. ACTIVATE Activate the packet virtual network.

Network

Packet Virtual Menu Action | PacketVirtualNetwork.DEACTIVATE Deactivate the packet virtual

Network network

Party Button Action | Party.DELETE Delete a party from search results.

Party Button Action | Party. CREATE Create a party from search results.

Party Button Action | Party.EDIT Edit a party from Party search
results or the Service Summary
page.

Party Menu Action | Party. ACTIVATE Activate a party from the Party
Summary page.

Party Menu Action | Party. DEACTIVATE Deactivate a party from the Party
Summary page.

Party Menu Action | Party.VALIDATE Validate a party from the Party
Summary page.

Party Button Action | Party. ASSOCIATE Associate an entity with a party

from the Party portlet on the Entity
Summary page.

Physical Device

Button Action

PhysicalDevice.DELETE

Delete a physical device from
search results.

Physical Device

Button Action

PhysicalDevice.CREATE

Create a physical device from
search results.

Physical Device

Button Action

PhysicalDevice.EDIT

Edit a physical device from search
results.

Physical Device

Button Action

PhysicalDevice.DUPLICATE

Duplicate a physical device from
search results.

Physical Device |Menu Action | PhysicalDevice.ACTIVATE Activate physical device from the
Physical Device Summary page.

Physical Device | Menu Action | PhysicalDevice.DEACTIVATE Deactivate a physical device from
the Physical Device Summary
page.

Physical Device | Menu Action | PhysicalDevice.VALIDATE Validate a physical device from the
Physical Device Summary page.

Physical Device | Menu Action | PhysicalDevice. ASSOCIATE Add a physical device to the

Equipment Summary page and/or
to the hierarchy in the Logical
Device Summary page and/or to
the Physical Device portlet.
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Physical Device

Button Action

PhysicalDevice. ASSOCIATE_PD

Add a physical device to the
hierarchy in the Physical Device
Summary page.

Physical Device

Menu Action

PhysicalDevice.DISASSOCIATE

Remove a physical device from the
Equipment Summary page and/or
from the hierarchy in the Logical
Device Summary page and/or from
the Physical Device portlet.

Physical Device

Button Action

PhysicalDevice.DISASSOCIATE_PD

Remove a physical device from the
hierarchy in the Physical Device
Summary page.

Physical Device

Menu Action

PhysicalDevice. MAINTAIN_MAPPINGS

Maintain mappings from the
hierarchy in the Physical Device
Summary page.

Physical Device

Button Action

PhysicalDevice. ASSOCIATE

Associate the Physical Device in
Equipment Summary page.

Physical Jumper

Button Action

PhysicalJumperView.DELETE

Delete a Physical Jumper.

Physical Jumper

Button Action

PhysicalJumperView.CREATE

Create a Physical Jumper.

Physical Jumper

Button Action

PhysicalJumperView.EDIT

Edit a Physical Jumper.

Physical Jumper

Button Action

PhysicalJumperView.CREATE_PHYSICALJUMPE
R

Create a Physical Jumper.

Pipe Button Action | Pipe.DELETE Delete a pipe from search results.

Pipe Button Action | Pipe.CREATE Create a pipe from search results.

Pipe Button Action | Pipe.EDIT Edit a pipe from search results.

Pipe Button Action | Pipe.DUPLICATE Duplicate a pipe from search
results.

Pipe Menu Action | Pipe.ACTIVATE Activate a pipe from the Pipe
Summary page.

Pipe Menu Action | Pipe.DEACTIVATE Deactivate a pipe from the Pipe
Summary page.

Pipe Menu Action | Pipe.MAP_SIGNAL_STRUCTURE Associate a signal structure to a
pipe from the Pipe Summary page.

Pipe Menu Action | Pipe.REMOVE_SIGNAL_STRUCTURE Disassociate a signal structure
from a pipe from the Pipe
Summary page.

Pipe Menu Action | Pipe.VALIDATE Validate a pipe from the Pipe
Summary page.

Pipe Button Action | Pipe.MAINTAIN_CAPACITY Update Capacity from Pipe
Summary page.

Pipe Button Action | Pipe.MAINTAIN_DIRECTIONALITY Create Directionality from Pipe
Summary page.

Pipe Button Action | Pipe.MAINTAIN_TERMINATION_RESOURCES Delete TPs from Pipe TP Summary
page.

Pipe Button Action | PipeProvides.DELETE Delete on Pipe Provides page.

Pipe Button Action | PipeProvides.CREATE Create on Pipe Provides page.
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Pipe Button Action | PipeProvides.EDIT Edit on Pipe Provides page.

Pipe Button Action | PipeTrai. ASSOCIATE Associate a pipe trail from the
Manual Configure page.

Pipe Button Action | PipeTrail. DELETE Delete a pipe trail from the Manual
Configure page.

Pipe Button Action | PipeTrail. CREATE Create a pipe trail from the Manual
Configure page.

Pipe Button Action | PipeTrail. EDIT Edit a pipe trail from the Manual
Configure page.

Pipe Button Action | PipeTrail. UPDATE Update a pipe trail from the Manual
Configure page.

Pipe Menu Action | Pipe.DISCONNECT Disconnect Pipe.

Pipe Menu Action | PipeConfigurationVersion. APPROVE Approve a configuration from the

Configuration Pipe Configuration Summary page.

Pipe Menu Action | PipeConfigurationVersion.AUTO_CONFIGURE Auto-configure a configuration from

Configuration the Pipe Configuration Summary
page.

Pipe Menu Action | PipeConfigurationVersion.CANCEL Cancel a configuration from the

Configuration Pipe Configuration Summary page.

Pipe Menu Action | PipeConfigurationVersion. COMPLETE Complete a configuration from the

Configuration Pipe Configuration Summary page.

Pipe Menu Action | PipeConfigurationVersion.CREATE_NEW_VERSIO | Create a new configuration from

Configuration N the Pipe Configuration Summary
page.

Pipe Menu Action | PipeConfigurationVersion.ISSUE Issue a configuration from the Pipe

Configuration Configuration Summary page.

Pipe Menu Action | PipeConfigurationVersion.RESUME Resume a configuration from the

Configuration Pipe Configuration Summary page.

Pipe Menu Action | PipeConfigurationVersion.SUSPEND Suspend a configuration from the

Configuration Pipe Configuration Summary page.

Pipe Menu Action | PipeConfigurationVersion.VALIDATE Validate a configuration from the

Configuration Pipe Configuration Summary page.

Pipe Menu PipeConfigurationVersion.ACTIONS Actions on the Pipe Config Trall

Configuration List from the Pipe Configuration
Summary page.

Pipe Button Action | PipeConfigurationVersion.ASSOCIATE Associate a Pipe Config Trail List

Configuration from the Pipe Configuration
Summary page.

Place Button Action | Place.DELETE Delete a place from search results.

Place Button Action | Place.CREATE CREATE a place from search
results.

Place Button Action | Place.EDIT Edit a place from search results or
an entity Summary page.

Place Menu Action | Place.ASSOCIATE Associate a place from the

hierarchy in the Place Summary
page and/or Place portlet.
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Place Menu Action | Place.ASSOCIATE_PLACE Add a child place to the hierarchy
in the Place Summary page.

Place Menu Action | Place.DISASSOCIATE_PLACE Remove a child place from the
hierarchy in the Place Summary
page.

Place Menu Action | PlaceConfigurationVersion.APPROVE Approve a configuration from the

Configuration Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.AUTO_CONFIGURE Auto-configure a configuration from

Configuration the Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.CANCEL Cancel a configuration from the

Configuration Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion. COMPLETE Complete a configuration from the

Configuration Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.CREATE_NEW_VERSI | Create a new configuration from

Configuration ON the Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.ISSUE Issue a configuration from the

Configuration Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.RESUME Resume a configuration from the

Configuration Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.SUSPEND Suspend a configuration from the

Configuration Place Configuration Summary
page.

Place Menu Action | PlaceConfigurationVersion.VALIDATE Validate a configuration from the

Configuration Place Configuration Summary
page.

Product Button Action | Product.DELETE Delete a product from search
results.

Product Button Action | Product. CREATE Create a product from search
results.

Product Button Action | Product.EDIT Edit a product from search results.

Product Menu Action | Product. ACTIVATE Activate a product from the Product
Summary page.

Product Menu Action | Product.DEACTIVATE Deactivate a product from the
Product Summary page.

Product Menu Action | Product.VALIDATE_PRODUCT Validate a product from the Product
Summary page.

Product Menu Action | Product. ASSOCIATE_PRODUCT Associate a product to the

hierarchy in the Product Summary
page.
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Product Menu Action Product.DISASSOCIATE_PRODUCT Disassociate a product from the
hierarchy in the Product Summary
page.

Property Button Action | LocationSearch.CREATE Create the Property Location.

Location

Property Button Action | LocationSearch.DELETE Delete the Property Location.

Location

Property Button Action | LocationSearch.EDIT Edit the Property Location.

Location

Property Button Action | LocationDetails.EDIT Edit the Location Details.

Location

Property Button Action | LocationDetails.VALIDATE_ADDRESS Validate the Address provided in

Location Location Details page.

Property Button Action | LocationDetails. CREATE_NEC Create Network Entity Code.

Location

Property Button Action | LocationDetails.DELETE_NEC Delete Network Entity Code.

Location

Property Button Action | LocationDetails. CREATE_NEC Create Network Entity Code.

Location

Property Button Action | LocationDetails.EDIT_NEC Edit Network Entity Code.

Location

Reservation Button Action | Reservation.DELETE Delete a reservation from the
Reservations list.

Reservation Button Action | Reservation.CREATE Create a reservation from the
Reservations list.

Reservation Button Action | Reservation.EDIT Edit a reservation from the
Reservations list.

Role Button Action | Role.DELETE Delete a role from the Roles list in
an entity Summary page.

Role Button Action | Role.CREATE Create a role from the Roles list in
an entity Summary page.

Role Button Action | Role.EDIT Edit a role from the Roles list in an
entity Summary page.

Ruleset Button Action | Rule.DELETE Delete a ruleset.

Ruleset Button Action | Rule.CREATE Create a ruleset.

Ruleset Button Action | Rule.EDIT Edit a ruleset.

Service Button Action | Service.DELETE Delete a service from search
results.

Service Button Action | Service.CREATE Create a service from search
results.

Service Button Action | Service.EDIT Edit a service from search results.

Service Menu Action | Service.ACTIVATE Activate a service from the Service
Summary page.

Service Menu Action | Service. CANCEL Cancel a service from the Service
Summary page.
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Table 3-2 (Cont.) Resource Permissions
|

Component Type Permission Name Purpose

Service Menu Action | Service. COMPLETE Complete a service from the
Service Summary page.

Service Menu Action | Service.DEACTIVATE Deactivate a service from the
Service Summary page.

Service Menu Action | Service.DISCONNECT Disconnect a service from the
Service Summary page.

Service Menu Action | Service. RESUME Resume a service from the Service
Summary page.

Service Menu Action | Service.SUSPEND Suspend a service from the
Service Summary page.

Service Menu Action | Service.VALIDATE Validate a service from the Service
Summary page.

Service Menu Action | Service. ASSOCIATE Add a service to the hierarchy in
the Service Summary page.

Service Menu Action | ServiceConfigurationVersion. APPROVE Approve a configuration from the

Configuration Service Configuration Summary
page.

Service Menu Action | ServiceConfigurationVersion. AUTO_CONFIGURE | Auto-configure a configuration from

Configuration the Service Configuration
Summary page.

Service Menu Action | ServiceConfigurationVersion.CANCEL Cancel a configuration from the

Configuration Service Configuration Summary
page.

Service Menu Action | ServiceConfigurationVersion. COMPLETE Complete a configuration from the

Configuration Service Configuration Summary
page.

Service Menu Action | ServiceConfigurationVersion.CREATE_NEW_VER | Create a new configuration from

Configuration SION the Service Configuration
Summary page.

Service Menu Action | ServiceConfigurationVersion.ISSUE Issue a configuration from the

Configuration Service Configuration Summary
page.

Service Menu Action | ServiceConfigurationVersion.RESUME Resume a configuration from the

Configuration Service Configuration Summary
page.

Service Menu Action | ServiceConfigurationVersion.SUSPEND Suspend a configuration from the

Configuration Service Configuration Summary
page.

Service Menu Action | ServiceConfigurationVersion.VALIDATE Validate a configuration from the

Configuration Service Configuration Summary
page.

Specification Button Action | Specification.DELETE Delete a specification from the
Specifications list.

Specification Button Action | Specification.CREATE Create a specification from the
Specifications list.

Specification Button Action | Specification.EDIT Edit a specification from the
Specifications list.
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Chapter 3
Resource Permissions

Component Type Permission Name Purpose

Specification Button Action | SequenceSpecification.DELETE Delete a Sequence specification.

Specification Button Action | SequenceSpecification.CREATE Create a Sequence specification.

Specification Button Action | SequenceSpecification.EDIT Edit a Sequence specification.

Tag Menu Action | Tag.DELETE Delete Tag.

Tag Menu Action | Tag.CREATE Create Tag.

Tag Menu Action | Tag.EDIT Edit Tag.

Telephone Button Action | TelephoneNumber.DELETE Delete a telephone number from

Number search results.

Telephone Button Action | TelephoneNumber.CREATE Create a telephone number from

Number search results.

Telephone Button Action | TelephoneNumber.EDIT Edit a telephone number from

Number search results.

Telephone Menu Action | TelephoneNumber.ACTIVATE Activate a telephone number from

Number the Telephone Number Summary
page.

Telephone Menu Action | TelephoneNumber.DEACTIVATE Deactivate a telephone number

Number from the Telephone Number
Summary page.

Telephone Menu Action | TelephoneNumber.SNAPBACK Configure the Snapback action on

Number a telephone number from the
Telephone Number Summary
page.

Telephone Menu Action | TelephoneNumber.VALIDATE Validate a telephone number from

Number the Telephone Number Summary
page.
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Monitoring and Managing Unified Inventory
Management

This chapter provides monitoring and managing activities that you may need to perform after
installing or upgrading the Oracle Communications Unified Inventory Management (UIM)
software.

Monitoring and Managing Overview

The following list includes tasks that you may need to perform on both a single server
environment and a clustered server environment.

Managing UIM Metrics

Managing WebLogic Monitoring Exporter Metrics

Sharing JAR Files

Disabling the HTTP Port

Setting the Database Row Prefetch Size

Modifying the Default File Encoding

Modifying the Time Zone

Configuring Your Server's Timers

Registering Entities to the LifeCycle Listener

Configuring Exception-Type-to-Error-Code Mappings

Localizing UIM Error Messages

Localizing the UIM Server and the Application Server

Shutting Down an Application Server

Deploying the Inventory Enterprise Application

Configuring the SSL Policy/Certificate

Resetting/Changing the WebLogic Server's Database Connections

Setting the Default Telephone Number Edit Mask

Setting the Default Place Type

Load Balancing a Clustered Server

Configuring Topology Updates

Configuring a Geocode Service

Purging UIM Entities

Configuring Email Addresses and User Data

Configuring UIM to Evaluate System Configuration Compliance

Preventing a ZIP Bomb When Uploading Ruleset Files
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* Importing Inventory Entities in Bulk

Managing UIM Metrics

UIM provides a sample Grafana dashboard that can be used to visualize UIM metrics available
from a Prometheus data source. UIM relies on Prometheus to scrape and expose these
metrics.

See the following topics for further details:

e Configuring Prometheus for UIM Metrics

¢ Viewing UIM Metrics Without Using Prometheus

¢ Viewing UIM Metrics in Grafana

« Exposed UIM Service Metrics

Configuring Prometheus for UIM Metrics

Configure the scrape job in Prometheus for UIM as follows:

- job_name: 'job_nane
#Scheme defaults to 'http'
metrics_path: '/lnventory/netrics'
scrape_interval: 5s
basi c_auth
username: username
password: password
static_configs:
# Repeat this pattern for each managed server
- targets: ['Msl_hostname: MS1_port']
| abel s:
nanespace: sr
server_nanme: nsl

where:

e job_name refers to a particular job. For example, UIM_Production, UIM_UAT, and so on.
Use this to distinguish the various UIM instances such as UIM_Production, UIM_Pre-prod,
UIM_QA, UIM_UAT, and so on. Each of these instances will have its own job in the scrape
configuration.

e MS1_hostname refers to managed server 1.
e The nanmespace label enables multiple related instances to be grouped.

e The server_name label must match the server name configured in WebLogic server.
Viewing UIM Metrics Without Using Prometheus
UIM metrics can be viewed at:

http://hostnane: port/Inventory/metrics
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This only provides metrics of the managed server that is serving the request. It does not
provide the consolidated metrics for the entire cluster. Only Prometheus Query and Grafana
dashboards can provide the consolidated metrics.

Viewing UIM Metrics in Grafana

UIM service metrics scraped by Prometheus can be made available for further processing and
visualization.

Exposed UIM Service Metrics

The following UIM metrics are exposed via Prometheus APIs.

@® Note

« All metrics are per managed server. Prometheus Query Language can be used to
combine or aggregate metrics across all managed servers.

e All metric values are short-lived and indicate the number of requests in a particular
state since the managed server was last restarted.

*  When a managed server restarts, all the metrics are reset to 0.

Interaction Metrics

Table 4-1 lists interaction metrics exposed via Prometheus APIs.

Table 4-1 Interaction Metrics Exposed via Prometheus APIs

|
Name Type Help Text Notes

uim_sfws_capture_requests | Summary Summary that tracks the duration of This metric is observed for
sf ws capture requests. the Capturelnteraction
request.

The action can be CREATE
or CHANGE.

uim_sfws_process_requests | Summary Summary that tracks the duration of This metric is observed for
sf ws process requests. the Processinteraction
request.

The action can be
PROCESS.

uim_sfws_update_requests | Summary Summary that tracks the duration of This metric is observed for
sf ws update requests. the Updatelnteraction
request.

The action can be
APPROVE, ISSUE,
CANCEL, COMPLETE or
CHANGE.

uim_sfws_requests Summary Summary that tracks the duration of This metric is observed for
sf ws requests. the capture, process, and
update interaction requests.

Labels For All Interaction Metrics
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Managing WebLogic Monitoring Exporter Metrics

Table 4-2 lists labels for all interaction metrics.

Table 4-2 Labels for All Metrics

Label Name

Sample Value

action

COMPLETE, and CANCEL.

The values can be CREATE, CHANGE, APPROVE, CANCEL,

Service Metrics

Table 4-3 lists the metrics captured for completion of a business interaction.

Table 4-3 Service Metrics Captured for Completion of a Business Interaction

Name

Type

Help Text

Summary

essed

uim_services_proc

Counter

Counter that tracks the number of

services processed.

This metric is observed for

cancel of a service.

suspend, resume, complete, and

Labels for all Service Metrics

A task metric has all the labels that a service metric has. Table 4-4 lists the labels for all service

metrics.

Table 4-4 Labels for All Service Metrics
|

Label

Sample Value

Notes

Source of Label

spec

VoipServiceSpec

The service specification
name.

UIM Metric Label Name/Value

status

IN_SERVICE

The service status.

The values can be
IN_SERVICE,
SUSPEND,
DISCONNECT, and
CANCELLED.

UIM Metric Label Name/Value

Generic Labels for all Metrics

Table 4-5 lists the generic labels for all metrics.

Table 4-5 Generic Labels for all Metrics

Label Name Sample Value Source of the Label

server_name ms1l Prometheus Static Configs
job cmcen Prometheus Static Configs
namespace sr Prometheus Static Configs

Managing WebLogic Monitoring Exporter Metrics

UIM provides a sample Grafana dashboard that you can use to visualize WebLogic server
metrics available from a Prometheus data source. You use WebLogic Monitoring Exporter to
expose the WebLogic server metrics. WebLogic Monitoring Exporter is part of the WebLogic
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Kubernetes toolkit. It is an open source project, based at: https://github.com/oracle/weblogic-
monitoring-exporter. While the metrics are available via WME Restful Management API

endpoints, UIM relies on Prometheus to scrape and expose these metrics. This version of UIM
supports WebLogic Monitoring Exporter 2.2.2. See the WebLogic Monitoring Exporter
documentation for details on configuration and the exposed metrics.

The following topics describe a sample integration:

Deploying WebLogic Monitoring Exporter in UIM

Configuring the Prometheus Scrape Job for WebLogic Monitoring Exporter Metrics

Viewing WebLogic Monitoring Exporter Metrics Without Using Prometheus

Viewing WeblL ogic Monitoring Exporter Metrics in Grafana

Deploying WebLogic Monitoring Exporter in UIM

To deploy WebLogic Monitoring Exporter:

1.

Generate the WebLogic Monitoring Exporter WAR file by running the following command:

mkdir -p ~/ wre
cd ~/ wre

curl -x $http proxy -L https://github.con oracl e/ webl ogi c- noni t ori ng-
exporter/rel eases/ downl oad/ v2. 2. 2/ W s-exporter.war -0 W s-exporter.war
curl -x $http_proxy https://raw. githubusercontent.con oracl e/ webl ogi c-

moni tori ng- exporter/refs/tags/v2. 2. 2/ sanpl es/ kuber net es/ end2end/ dashboar d/
exporter-config.yan

jar -uvf w s-exporter.ear config.yan

This command updates the wis-exporter.war file with the exporter-config.yaml
configuration file.

Deploy the WAR file by running the following command:

java -cp path_to webl ogic_server _|ib weblogic. Depl oyer -admnurl t3://

host _name: adm nserver _port -user w s_admi n_usernane -password

w s_adni n_password -depl oy -nane nane_of the WE WAR file -source path_to
MAE WAR file -targets wWs_server _targets |ist

### Exanple :

java -cp /../../Oracle/W.S/ 12 2 1 4/ W server/server/lib/weblogic.jar

webl ogi c. Depl oyer -adm nurl t3://1ocal host: 7001 -user webl ogi ¢ -password
password -deploy -name w s-exporter -source /../../wre/w s-exporter.war -
targets AdminServer, d uster_Name
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Configuring the Prometheus Scrape Job for WebLogic Monitoring Exporter
Metrics

Configure the scrape job in Prometheus as follows:

- job_name: 'wne_job_nane
nmetrics_path: w s-exporter/netrics
basi ¢c_aut h:
usernane: webl ogi c_user name
password: webl ogi c_password
static_configs:
- targets: [AdninServer_host name: Adm nServer port]
| abel s:
# The nanespace | abel enables multiple related instances to be grouped.
# For a given WeblLogic server, the nanespace used in a WVE Pronet heus
job nust match
# the nanespace used for the corresponding U M Pronet heus job.
# In a sanple Grafana dashboard, the specified nanespace is displayed
under the Project
# drop-down nenu
namespace: nanespace
# The webl ogi c_donai nUI D | abel uniquely identifies a UMinstance
within a given namespace
# For a given WebLogic server, the webl ogi c_donai nUD used in a WE
Promet heus job nust match
# the webl ogi c_donmai nUI D used for the corresponding U M Pronet heus j ob.
# In a sanple Grafana dashboard, the specified weblogic donmainUD is
di spl ayed under the
# Instance drop-down nmenu
webl ogi ¢_domai nUI D: webl ogi ¢_domai nUl D
# The webl ogi c_serverName | abel nust natch the server nane configured
in WebLogi c.
webl ogi ¢c_server Nane: Adm nServer

# Repeat this pattern for each managed server
- targets: [MSn_hostname: Msn_port]
| abel s:
nanespace: nanespace
webl ogi ¢_domai nUI D: webl ogi ¢_domai nUl D
webl ogi ¢c_server Nane: Msn

The nanespace label enables multiple related instances to be grouped. For a given WebLogic
server, the namespace used in a WebLogic Monitoring Exporter Prometheus job must match
the namespace used for the corresponding UIM Prometheus job. In a sample Grafana
dashboard, the specified namespace is displayed under the Project drop-down menu.

The webl ogi ¢_donmai nUl Dlabel uniquely identifies a UIM instance within a given
namespace. For a given WebLogic server, the webl ogi c_donmai nUl D label used in a
WebLogic Monitoring Exporter Prometheus job must match the webl ogi ¢_donai nUl D used for
the corresponding UIM Prometheus job. In a sample Grafana dashboard, the specified

webl ogi c_domai nUl Dis displayed under the Instance drop-down menu.

The webl ogi c_ser ver Nane label must match the server name configured in WebLogic
server.
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To enable correlation with WebLogic Monitoring Exporter metrics, the namespace and

webl ogi c_domai nUl D labels have been added to the corresponding scrape job definition for
UIM metrics. With these new labels, you can reuse the dashboard's JSON files between UIM
traditional and UIM cloud native deployments.

- job_name: 'uimjob_nane'
# metrics_path defaults to '/metrics'
# schene defaults to 'http'
nmetrics_path: Inventory/netrics
static_configs:
- targets: [MSn_hostname: Msn_port]
| abel s:
nanespace: nanespace
webl ogi ¢_domai nUI D: webl ogi ¢_domai nUl D

Viewing WebLogic Monitoring Exporter Metrics Without Using Prometheus

To view WebLogic Monitoring Exporter metrics of the admin server without using Prometheus,
access the following URL:

http://adm nserver_host:adni nserver_port/w s-exporter/metrics

To view WebLogic Monitoring Exporter metrics of managed servers without using Prometheus,
access the following URL:

http:// managedSer ver N_host : managedSer ver N _port/w s-exporter/netrics

Viewing WebLogic Monitoring Exporter Metrics in Grafana

UIM provides sample Grafana dashboards to get you started with visualizations. The sample
UIM and WebLogic by Server dashboard provides a combined view of UIM cloud native and
WebLogic Monitoring Exporter metrics for one or more managed servers for a given instance in
the selected project namespace.

Import the sample weblogic_dashboard.json dashboard file from GitHub into your Grafana
environment, selecting Prometheus as the data source:

https://github.com/oracle/weblogic-monitoring-exporter/blob/master/samples/kubernetes/
end2end/dashboard

Sharing JAR Files

After you install UIM, you need to share specific JAR files with Oracle Communications Service
Catalog and Design - Design Studio for use with cartridges. Each individual UIM system
administrator must determine the best method for sharing these JAR files, based on your
company's standard practices.
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@® Note

These JAR files change with each new patchset or maintenance release. The JAR
files need to be re-distributed each time UIM is upgraded with a patchset or
maintenance release and the Design Studio system administrator needs to be notified.

For more information on sharing JAR files with Design Studio, see the chapter on “Using
Design Studio to Extend UIM" in "Using Design Studio to Extend UIM" in UIM Developer's
Guide.

Disabling the HTTP Port

After you install UIM, you can disable the HTTP (non-SSL) port if it was enabled during
installation.

To disable the HTTP port:
1. Ensure you are logged into the WebLogic Remote Console.

2. Click Edit Tree.

3. Inthe Domain Structure tree, navigate to Environment, Serversand then click
AdminServer.

The Settings for AdminServer page appears.

4. Deselect the Listen Port Enabled setting.

® Note
If you disable this port, then you must enable the SSL port.

5. Click Save.
6. Click Activate Changes.

Setting the Database Row Prefetch Size

You can specify the number of result set rows to prefetch.

1. Ensure you are logged into the WebLogic Remote Console.

2. Click Edit Tree.

3. Inthe Domain Structure tree, navigate to Services and then to Data Sources.
4. Click InventoryDataSource.

The Summary of JDBC Data Sources page appears.

o

Under Connection Pool, open the General tab.

6. Inthe Properties field, enter the following:
defaultRowPrefetch=50

7. Click Save.

8. Repeat steps 3 through 7 for InventoryTxDataSource.
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9. Click Test Configuration.
10. Restart the WebLogic Remote Server.

the Default File Encoding

The UIM installer automatically sets the default file encoding to UTF8 for both full installations
and upgrades. Check the startup script to verify that the default file encoding is set to UTF8. If
this setting is incorrect, you can manually change the default file encoding setting in the
CUSTOM SECTION segment of the startup script.

The following example shows the correct command syntax:

JAVA_OPTI ONS="${ JAVA_OPTI ONS} - Df i | e. encodi ng=UTF- 8"

the Time Zone

For full installations and upgrades, the UIM installer automatically sets the time zone for your
locale. You should check your startup script to verify that the time zone setting for your locale is
correct. If this setting is incorrect, add a line to the CUSTOM SECTION segment of your
startup script. Enter the time zone ID in a format that is recognizable by the
java.util.TimeZone object. The following example shows the command syntax:

JAVA_OPTI ONS="${ JAVA_OPTI ONS} - Duser.tinmezone=Asi a/ Shanghai "
To view a list of valid time zone values, run the following command:

inport java.util.*;

public class Ti meZonelList {
public static void nmain(String[] args) {
String[] sZonelds = Ti neZone. get Avai |l abl el Ds();
List | ZoneldLi st = Arrays. asLi st(sZonelds);
Col | ections. sort (| Zonel dLi st);
Systemout. println(lZonel dLi st);

}
}

@ Note

» If your application server and database server are located in different time zones,
set the application server's user.timezone value to match the database server's
time zone. The application server and database server time zones must match.

*  The application server time zone is defaulted to the underlying operating system
time zone. To configure a different time zone for the application server, add the
following value to the startup script at Domain_Homelbinl/setUIMenv.sh. The valid
time zone values are defined in java.util.TimeZone.

JAVA_OPTI ONS="${ JAVA_OPTI ONS} - Duser.tinmezone=timezone"

where timezone is a valid string value defining the time zone ID such as GMT or
EST.

Configuring Your Server's Timers

You can create and configure timers for:
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*  Monitoring whether the server that manages the cluster-aware timers is still running
e Custom extensions

e Cleaning up expired reservations

e Cleaning up expired entity row locks

* Recalling disconnected IP resources

» Detecting telephone number jeopardy and publishing notification events

You configure the timers for your servers in the UIM_Homelconfigltimers.properties file. For
more information, see the comments in the timers.properties file.

For UIM cloud native instance, add the timer properties to the $SPEC_PATH/projectlinstancel
config/uim/system-config/custom-config.properties file. See Monitoring and Managing a
UIM Cloud Native Deployment for more information.

Restart the corresponding UIM traditional or UIM cloud native application after you update the
timer property files.

Registering Entities to the LifeCycle Listener

You can register all or a subset of entities for create, retrieve, update, and delete (CRUD)
events. For example, you can specify that create events are generated when any entity is
created. Likewise, you can specify that update events are generated only when Equipment and
TelephoneNumber entities are updated.

Configuring Exception-Type-to-Error-Code Mappings

You can map error codes to exception types to help the persistence framework manage
validation exceptions. For example, you can map error codes to DuplicateEntityException or
to AttributeRequiredException.

You map error codes to exception types by using the UIM_Homelconfiglresources/logging/
exception.properties file. For more information, see the comments in the
exception.properties file.

Localizing UIM Error Messages

You can localize UIM error messages and items by modifying properties files in the
UIM_Homelconfiglresourcesl/logging directory.

Table 4-6 lists each property's file name, error ID range, and the error messages or items it
localizes.

Table 4-6 Properties Files for Localizing UIM Error Messages and Items.

Property File Name Error ID Range | Error Message or Item It Localizes

addressrange.properties N/A Property names for the address range cartridge

businessinteraction.properties | 270000-279999 | Error messages generated by the business
interaction module

capacity.properties 320000-329999 | Error messages generated by the capacity
module
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Table 4-6 (Cont.) Properties Files for Localizing UIM Error Messages and Items.

Property File Name

Error ID Range

Error Message or Item It Localizes

configaction.properties

240000-249999

Error messages generated by the configuration
actions

configuration.properties

240000-249999

Tree node label names

connectivity.properties

260000-269999

Error messages generated by the connectivity
module

consumer.properties

220000-229999

Error messages generated by the consumer
module

countries.properties

N/A

Error messages generated by the countries
module

custom.properties

280000-289999

Error messages generated by the custom
module

enum.properties

N/A

Error messages generated by enumeration

equipment.properties

210000-219999

Error messages generated by the equipment
module

exception.properties

N/A

Error messages generated by the framework
module

extensibility.properties

180000-189999

Error messages generated by the extensibility
module

flowidentifiers.properties

620000-629999

Error messages generated by the packet
connectivity module

importExport.properties

160000-169999

Error messages generated by the import/export
module

inventoryGroup.properties

190000-199999

Error messages generated by the inventory
group module

inventoryimport.properties

34000100 -
34000999

Error messages generated by the inventory
group module

ip.properties

610000-619999

Error messages generated by the IP address
module

location.properties

420000-420999

Error messages generated by the location
module

logicaldevice.properties

290000-299999

Error messages generated by the logical device
module

media.properties

350000-359999

Error messages generated by the media module

mediaResource.properties

360000-369999

Error messages generated by the
mediaResource module

network.properties

300000-309999

Error messages generated by the network
module

networkaddress.properties

620000-629999

Error messages generated by the network
address module

number.properties

120000-129999

Error messages generated by the number
module

party.properties

230000-239999

Error messages generated by the party role
module

place.properties

250000-259999

Error messages generated by the place module
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Table 4-6 (Cont.) Properties Files for Localizing UIM Error Messages and Items.

Property File Name

Error ID Range

Error Message or Item It Localizes

product.properties

390000-399999

Error messages generated by the product
module

project.properties

140000-149999

Error messages generated by the project
module

resource.properties

330000-339999

Resource entity names and resource-related
error messages

role.properties

90000-99999

Error messages generated by the role module

service.properties

110000-119999

Error messages generated by the service
module

signal.properties

310000-319999

Error messages generated by the connectivity
signal module

specification.properties

130000-139999

Error messages generated by the specification
module

status.properties

N/A

Error messages generated by the status module

subscriber.properties

150000-159999

Error messages generated by the subscriber
module

system.properties

100000-109999

Error messages generated by the framework
module

topology.properties

340000-349999

Error messages generated by the topology
module

workflow.properties

N/A

Error messages generated by the workflow
module

wsservice.properties

400000-409999

Error messages generated by the wsservice
module

For more information on how to localize UIM, see "Overview" in UIM Developer's Guide.

Localizing the UIM Server and the Application Server

By default, the UIM and application server software display information in English. You can set
the software to display information in another language by localizing text strings in the UIM
properties files. For more information, see "Overview" in UIM Developer's Guide.

Shutting Down an Application Server

UIM provides a script to shut down an application server. Use the following command or the
kill command on the machine running the server to be shut down:

st opWebLogi ¢. sh Adni nUser | D Admi nPasswor d Ser ver Name Admi nSer ver URL

where Adm nSer ver URL is in the format: t 3: / / Ser ver Nane: Por t Nunber

For example:

st opWebLogi c. sh webl ogi ¢ password server03 t3://wpl snroyal | : 7101
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Deploying the Inventory Enterprise Application

UIM's core functionality runs as an Enterprise Application on the application server under the
deployment name oracle.communications.inventory. The application file associated with the
inventory enterprise application is the inventory.ear file. The following describes the steps for
deployment:

@® Note

You must ensure the application is un-deployed before doing a deploy. Optionally,
ensure the temporary files for the WebLogic Server are cleaned up when the server is
shut down, so that they cannot be used as cached information.

1. Start the WebLogic administration server.
2. Log in to the WebLogic Remote Console by:
a. Open WebLogic Remote Console Application application.
b. Choose startup task as Add Admin Server Connection Provider.

c. Enter URL as follows:
http:// Server Name: Port

d. Enter the WebLogic server administration user name and password.
Enter the administration user name and password and click Login.

In the Change Center of the administration console, click Lock & Edit.
In the left Domain Structure pane of the console, select Deployments.

In the right pane under Deployments, click Install.

N o g & w

In the Install Application Assistant, navigate to or enter the directory path location of the
inventory.ear file.

8. Click the radio button next to the inventory.ear file, and click Next.
The Choose targeting style window appears.

9. Select Install this deployment as an application and click Next.

10. Ensure the deployed name of the application is set to the following:

oracl e. comruni cati ons. inventory

and click Next.
11. Review the configuration settings you have chosen and click Finish.

If you chose to change the deployment configuration later, the console returns to the
Deployments table.

12. To activate the changes, under the Change Center area of the console, click Activate
Changes.
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Configuring the SSL Policy/Certificate

This section describes the configuration of SSL with Oracle WebLogic Server. You must
configure the new self-signed certificate in the WebLogic Remote Console.

To pass custom certificates to WebLogic AdminServer:

1.

Navigate to the WL_home/serverllib directory and run the following command to create a
key and a certificate:

openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout key.pem -out
cert.pem\

-subj "/ CN=<U M _HOSTNAME> [ ST=TL /L=HYD / O=ORACLE / QU=CAGBU' - ext ensi ons
san \

-config <(echo '[req]'; echo 'distinguished_name=req'; echo '[san]';echo
"subject Alt Name=@lt _names' ;echo '[alt_names]'; \

echo ' DNS. 1=l ocal host"; \

echo ' DNS. 2=<U M HOSTNAME>' ; \

echo ' DNS. 3=<U M _HOSTNAME2>' ; \

echo ' DNS. 4=<TOPOLOGY_HOSTNAME>' ; '\

)

® Note

You can customize the certificate data entries as per your requirement.

Create a keyStore using the key and certificate created above as follows:

#create keystore in pkcs format
openssl pkcsl2 -export -in cert.pem-inkey key.pem-out keyStore.pl2 -nane
"<ALI AS_NAME>"

#convert keystore fromat from pkcs to jks
keytool -inportkeystore -srckeystore keyStore.pl2 -srcstoretype PKCS12 -
dest keystore keystore.jks -deststoretype JKS

To configure the new self-signed certificate in the WebLogic Administration Console:

1.

N o g &

Log in to the WebLogic Server Remote Console using the Administrator credentials.
The Home page appears.
Click Edit Tree.

In the Domain Structure tree, navigate to Environment, Servers and then click
AdminServer.

The Settings for AdminServer page appears.

The General tab is displayed by default.

Select SSL Listen Port Enabled.

In the SSL Listen Port field, update the value as appropriate.
Click Save.

In the Security tab, open the Keystores tab.
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8. Click Change and then from the Keystores list, select Custom Identity and Java
Standard Trust.

9. Do the following:

In the Custom Identity Keystore field, enter the full path to your JKS file as follows:
WL_Homelserverllib/keystore.jks

In the Custom Identity Keystore Type field, enter jks.

In the Custom Identity Keystore Passphrase field, enter the keystore password.
Leave the Java standard trust key as the default.

Click Save.

10. Click the SSL tab.

11. Do the following:

From the Identity and Trust Locations list, select Keystores.

In the Private Key Alias field, enter the alias name.

In the Private Key Passphrase field, enter the private key password.
Click Save.

Click Advanced.

From the Two Way Client Cert Behavior list, select Client Certs Requested But Not
Enforced.

Click Save.

12. Click Activate Changes in the Change Center in the left pane.

For more information on SSL configuration, see the WebLogic Server Administration
Console Help.

System Administrator's Guide
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@® Note

* To replace a self-signed certificate with a production-quality certificate, you
can use production-quality certificate to create KeyStore.p12 and then convert
it to JKS format.

* If you have multiple servers such as MS1, MS2, PROXY, and so on, you
should add the certificate created above to the cacerts of the JAVA_ HOME
used by the corresponding server:

keytool -inmport -alias <ALIAS NAME> -keystore $JAVA HOVE/jre/lib/
securityl/cacerts

e If you import a trusted CA certificate, no existing entry for the alias should be
in the truststore. While accessing the application, the browser prompts to
install the certificate. Install the certificate in Trusted Root Certification
Authorities.

e If you have multiple servers, repeat the preceding steps to configure the new
self-signed certificate for each server. Copy the WL_homel/serverl/lib/
keystore.jks file from the AdminServer to the other servers, and then update
the keystore location for each corresponding server in the WebLogic
Administration Console.
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Resetting/Changing the WebLogic Server's Database
Connections

You may need to reset the WebLogic server's database connections when the following
occurs:

e The database goes down while UIM is active
e UIM is started when the database is down

You reset the database connections by resetting the following JDBC data sources in the
WebLogic server administration console: InventoryDataSource, InventoryTxDataSource,
CMDSInventoryPersistentDS, InventoryMapDataSource, InvJMSPersistentDS, mds-
commsRepository, opss-audit-DBDS, opss-audit-viewDS, opss-data-source,
LocalSvcTbhIDataSource, and UIMAdapterDS.

To reset/change the database connections:

1. Log in to the WebLogic Remote Console by:
a. Open WebLogic Remote Console Application application.
b. Choose startup task as Add Admin Server Connection Provider.

c. Enter URL as follows:

http:// Server Name: Port

d. Enter the WebLogic server administration user name and password.

2. Inthe Domain Structure tree, expand Services and then click Data Sources.
The Summary of JDBC Data Sources page appears.

3. Click InventoryDataSource.

The Settings for InventoryDataSource page appears.

Click the Control tab.

Select the check box next to the data source instance that you want to reset.

Click Reset.

Click Yes.

N o g &

@® Note

If you want to change the database connection, perform the following steps from
the Connection Pool tab and modify fields.

8. Click the Connection Pool tab.

9. Modify the following fields to match your environment:
* URL
*  Properties
e Password

*  Confirm Password
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10. Repeat steps from clicking InventoryDataSource through modifying fields in the
Connection Pool tab for all the remaining data sources.

Setting the Default Telephone Number Edit Mask

The default telephone number edit mask defines the length format for telephone numbers
entered into the UIM system. This value is used when a Telephone Number specification does
not specify a ruleset extension point to customize the edit mask. See "Overview" in UIM
Developer's Guide for more information on customizing the telephone number edit mask.

The initial default value of ####H#H#H#HHH (ten digits) is specified in the numbers.properties file,
which you can modify.

When a custom ruleset or modified properties file does not specify a default edit mask, UIM
uses the initial default edit mask from the number.properties file.

To modify the default telephone number edit mask:
1. Open UIM_Homelconfiglresourcesl/logging/number.properties.
2. Find the following entry:
nunber . def aul t Edi t Mask=########
3. Change ########## to the desired length.

For example, enter ############ to set the telephone number length to 12 digits. Each
pound sign symbol (#) represents one digit.

Setting the Default Place Type

Place entities can be of several different types:
* Location

e Address

e Address Range

e Site

You can specify the default type by setting the value of the place.defaultPlaceType property in
the place.properties file. This default value determines which type appears first in the Place
Type list when you create a Place entity. By default, the value is set to Address.

To modify the default place type:
1. Open UIM_Homelconfiglresourcesl/logging/place.properties.
2. Find the following entry:

pl ace. def aul t Pl aceType

3. Change the value to the desired place type.

Load Balancing a Clustered Server

The two methods for load balancing a clustered server include a hardware-based load
balancer and a software-based proxy server.
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@® Note

Oracle recommends using the hardware-based load balancer in production
environments. Use either the hardware-based load balancer or the software-based
proxy server in test or development environments.

Depending on the type of environment being deployed, do one of the following:

e Configure the load balancer

e Configure the proxy server

Configuring the Load Balancer

The requirement for the load balancer service is server affinity, also known as a sticky session.
For example, a user starts a new session and it is load balanced to server #2. The subsequent
HTTP requests in this session is always routed to server #2 until server #2 fails.

For information on load balancer requirements, refer to the WebLogic document: Using
WebLogic Server Clusters (see Load Balancing in a Cluster).

F5 BIG-IP Configuration

For information about deploying the BIG-IP system with Oracle WebLogic Server, refer to the
deployment guide at the F5 Networks Web site.

Configuring the Proxy Server

There are several options available for the proxy server, refer to Oracle WebLogic Server
documentation for information on configuring the various proxy server options.

Configuring Topology Updates

To configure topology updates, see the following topics:

*  Configuring Asynchronous Topology Updates

e Turning Off Topology Updates

e Migrating Topology

Configuring Asynchronous Topology Updates

By default, the UIM topology is disabled. You must enable it to use the topology Ul, maps,
Service Topology, and Path Analysis. Messages related to the changes in UIM connectivity,
devices, locations, and networks are delivered to the ATA microservice from UIM. See "About
Unified Inventory Management" in UIM Concepts and "Overview" in UIM Developer's Guide for
more information about topology.

You can configure UIM to update the topology synchronously or asynchronously.

In the synchronous model, topology updates are performed immediately after the UIM
transaction is complete. This synchronous model uses REST APIs to process the business
model updates.
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The synchronous model:

Is processed immediately using REST APIs.
Requires the ATA microservice to be running.
Does not persist the messages.

Does not retry in case of a failed transaction.

In the asynchronous model, topology updates are processed as messages immediately after
the UIM transaction is complete and utilize Kafka to process the business model updates.

The asynchronous model:

Is processed immediately but sent to Kafka.

Does not require the ATA microservice to be running.
Retries in case of a failed transaction.

Persists the messages.

Provides improved scalability

Oracle recommends you to use the asynchronous model.

To configure UIM for asynchronous topology updates:

g & b P

Stop the UIM application server.

Open the UIM_homelconfigltopologyProcess.properties file.

The processSynchronous value is false by default. If the value is true, change it to false.
Save the file.

Restart the UIM application server.

Turning Off Topology Updates

You can turn off topology updates entirely if you do not want to use topology.

To turn off topology updates:

g » 0 bd PR

Stop the UIM application server.

Open the UIM_homelconfigltopologyProcess.properties file.
Change the value of the disableTopology entry to true.

Save the file.

Restart the UIM application server.

Migrating Topology

If you have turned off topology updates, you must migrate the topology before you can use any
topology-related features, such as path analysis or visualization. You should schedule this as a
maintenance task during a time when no changes to the inventory will take place.
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/\ Caution

When you perform the migration, the old topology is deleted and a new topology is
created. You should back up your old topology to ensure that you can return to it if
necessary.

You should schedule topology migrations during times when no changes to the inventory will
take place.

See " in Unified Inventory and Topology Deployment Guide for more information on migrating
topology.

Configuring a Geocode Service

To configure a geocode service, see the following topics:

« About Oracle eLocation

* Using a Geocode Service other than Oracle eLocation

About Oracle eLocation

UIM uses Oracle eLocation as the default geocode service, but you may opt to use a different
geocode service. This section describes Oracle eLocation, and provides information about
configuring UIM to use a different geocode service.

UIM interfaces with Oracle eLocation through an XML API request that is sent when you click
Validate Address from within UIM when creating a location. Oracle eLocation returns an XML
API response to UIM, indicating whether or not the address sent in the request was a valid
address. For valid addresses, the response includes a geocode, which is a specific latitude
and longitude that represents the location.

Using a Geocode Service other than Oracle eLocation

Upon installation, UIM is configured to use the Oracle eLocation geocode service. However,
you can configure UIM to use a geocode service other than the default Oracle eLocation. For
example, you may opt to use a third-party geocode service, or create a custom geocode
service to use.

UIM is tightly coupled with Oracle eLocation. As a result, when you click Validate Address
from within UIM when creating a location, UIM creates an XML request based on what the
Oracle eLocation geocode service is expecting. Similarly, UIM expects an XML response
based on what the Oracle eLocation geocode service returns. You can find detailed information
about the eLocation XML request and response structures at the following Web site:

http://el ocation.oracl e. conl geocoder/concept. htn

Using a Third-Party Geocode Service

To use a third-party geocode service, you can host your own eLocation service that:

e Handles the input XML request from UIM

* Creates a new XML request based on what the third-party geocode service is expecting

System Administrator's Guide

G50244-01

April 28, 2026

Copyright © 2012, 2026, Oracle and/or its affiliates. Page 20 of 63


http://elocation.oracle.com/geocoder/concept.html

ORACLE Chapter 4
Purging UIM Entities

*  Maps the data from the input XML request to the new XML request
e Sends the new XML request to the third-party geocode service

« Handles the response from the third-party geocode service

e Creates a new XML response based on what UIM is expecting

e Maps the data from the XML response to the new XML response

e Sends the new XML response to UIM

In this scenario, the eLocation service is just a middle tier that performs XML mapping,
allowing UIM and the third-party geocode service to communicate.

For information on how to host your own eLocation service, see Oracle Spatial eLocation
Quick Start Guide:

htt p: // downl oad. or acl e. coni ot ndocs/ product s/ spati al / pdf/ el ocati on qui ckstart. pdf

Using a Custom Geocode Service

To use a custom geocode service, you can host your own eLocation service that:

¢ Handles the input XML request from UIM

e Performs custom address analysis based on input XML request data to determine the
geocode

e Creates an XML response based on what UIM is expecting
e Sends the new XML response to UIM

In this scenario, the eLocation service hosts the custom geocode service.

For information on how to host your own eLocation service, including how to develop the
custom geocode service that runs on your eLocation service, see Oracle Spatial eLocation
Quick Start Guide:

http://downl oad. oracl e. cont ot ndocs/ product s/ spati al / pdf/ el ocati on_qui ckstart. pdf

Configuring UIM

After your eLocation service is up and running, you must configure the UIM_Home/config/
system-config.properties file to point to your eLocation service. This file defines several
properties related to the geocode service that UIM is using, such as host name, user ID,
password, and so forth. See "Setting System Properties" for more information.

Purging UIM Entities
This section describes how to perform an entity purge in UIM.

The purge tool is available as part of the ora_uim_dbtools.jar file, located in the UIM_Homel
util/ folder.

@® Note

Oracle recommends that you stop the UIM application before starting the purge
process. After the purge process is completed, start the UIM application.
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A\ Warning

Performing a purge deletes database records permanently. You must back up the
database before performing any purge operation.

UIM Entity Purge Scripts

This section provides information about the UIM entities that you can purge, and the scripts
you use to purge those entities. The entity purge process also purges entities that are referred
as entity link characteristics; however, you can prevent the purging of such entities. See
"Preventing the Purging of Entities Referred as Entity Link Characteristics" for more
information.

The purge functionality enables you to purge the following entities of UIM using purge scripts
specific to each entity:

Service: You can purge services that are in Disconnected or Cancelled status, using the
following scripts:

— servicePurge.sh (Linux)
— servicePurge.cmd (Windows)

See "UIM Service Purge Scenarios" for more information.

Service Configuration Version: You can purge service configuration versions that are in
Cancelled or Completed status, using the following scripts:

— scvPurge.sh (Linux)
— scvPurge.cmd (Windows)

Logical Device: You can purge logical devices (including their logical device interfaces)
that are in Unassigned and Installed status, and that are not associated, linked, or
referenced to any entities, using the following scripts:

— IdPurge.sh (Linux)
— IdPurge.cmd (Windows)

Logical Device Account: You can purge logical device accounts that are in Unassigned
and Installed status, and that are not associated, linked, or referenced to any entities,
using the following scripts:

— ldaPurge.sh (Linux)
— ldaPurge.cmd (Windows)

Party: You can purge parties that are not associated to any entities, using the following
scripts:

— partyPurge.sh (Linux)
— partyPurge.cmd (Windows)

Place: You can purge places that are not associated to any entities, using the following
scripts:

— placePurge.sh (Linux)

— placePurge.cmd (Windows)
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* Business Interaction/Engineering Work Order: You can purge business interactions and
engineering work orders that are in Cancelled or Completed status, using the following
scripts:

— biPurge.sh (Linux)
— biPurge.cmd (Windows)

« Connectivity Design Version Purge: You can purge connectivity design versions that are
Cancelled or Completed, using the following scripts:

— connectivityDesignVersionPurge.sh (Linux)
— connectivityDesignVersionPurge.cmd (Windows)

e Connectivity Purge: You can purge connectivities that are not associated, using the
following scripts:

— connectivityPurge.sh (Linux)

— connectivityPurge.cmd (Windows)

UIM Service Purge Scenarios

The purge tool purges services in the following scenarios:

e Cancelled services without In Service child services.

« Disconnected services without In Service child services.
e Cancelled services with cancelled child services.

« Disconnected services with disconnected child services.
e Cancelled services with disconnected child services.

« Disconnected services with cancelled child services.

« Disconnected or Cancelled services without configuration items in the Transitional or
Disconnected status for the following configuration item entities:

— Telephone Number
— IPv4Subnet

— IPv6Subnet

— IPv4Address

— IPv6Address

@® Note

The purge tool does not purge a child service in Disconnected status whose parent
service is in Pending status. However, if the disconnected child service is unassigned
from its parent service (in Pending status), the purge tool purges the child service that
is in Disconnected status.

Prerequisites

Before you perform a UIM entity purge, do the following:
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* Gather the statistics of the schema before and after running the purge scripts. You use the
following command to retrieve the statistics:

EXEC DBMS_STATS. gat her _schena_st at s(ui m db_schena_usernane);

* Provide admin privileges to the database user. For UIM cloud native, providing admin
privileges to the database user is automated.

» Back up the database before running the scripts. The scripts delete the records matching
specified criteria permanently.

*  Ensure you have the correct version of Java installed. See "UIM Software Compatibility" in
UIM Compatibility Matrix for software version requirements.

Configuring the UIM Entity Purge Environment

You set up the entity purge tool environment by performing the following tasks:

1. Extract Entity Purge Files from ora_uim_dbtools.jar

2. Set Up the Entity Purge Tool Script

3. Set Up Entity Purge Tables and Procedures

Extract Entity Purge Files from ora_uim_dbtools.jar

Extract the ora_uim_dbtools.jar from the UIM Installer. Use the following command to extract
contents of the JAR file:

jar -xvf ora_uimdbtools.jar

The JAR file contains SQL scripts and also command files for the purge tool. Save the path of
these extracted JAR files as the dbtools_extracted_dir path value which is referenced in this
section for the additional steps.

Set Up the Entity Purge Tool Script

After the files are extracted, edit the entityPurge.sh file or entityPurge.cmd files in the root
directory (where entity is the name of the entity, such as service, SCV, or party), and set the
following variables:

1. Set JAVA_HOME to the directory of your JDK.

2. Modify these parameters to point to the database:
 DB_HOSTNAME - host name of the database
 DB_PORT - database port
 DB_SERVICE_NAME - database service hame

(Optional) DB_USER_NAME — database username

(Optional) DB_PASSWD - database password

3. Set the reportFilePath variable to the location where you want the purge report files to be
generated.

Set Up Entity Purge Tables and Procedures

Before you use the purge tool, you must run a SQL script to set up the required new database
tables and procedures. Run PurgeScripts.sql on the database. This SQL script is located in
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the ora_uim_dbtools.jar/sqlscripts directory. To run this SQL script, use SQL Plus and
perform the following steps:

1. Loginto SQL Plus.
2. Run the following command:

@bt ool s_extracted_dir/sql scripts/PurgeScripts.sql

where dbtools_extracted_dir is the directory for the extracted contents of the
ora_uim_dbtools.jar file.

3. Run the corresponding purge scripts for the entities you want to purge. Table 4-7 shows
the purge type and the corresponding purge script names.

Table 4-7 Purge Type and Purge Script Names
e

Purge Type Purge Script Name

Service or ServiceConfigurationVersion ora_uim_dbtools\sqlscripts\servicePurgeScripts.sql

LogicalDevice ora_uim_dbtools\sqlscripts\ldPurgeScript.sql

LogicalDeviceAccount ora_uim_dbtools\sqlscripts\ldaPurgeScripts.sql

Party ora_uim_dbtools\sqlscripts\partyPurgeScript.sql

Place ora_uim_dbtools\sqlscripts\placePurgeScript.sql

Bl or EWO ora_uim_dbtools\sqlscripts\biPurgeScripts.sql

Connectivity Design Version ora_uim_dbtools\sqglscripts\connectivityDesignVersionScript.
sql

Connectivity ora_uim_dbtools\sqlscripts\connectivityPurgeScript.sq|

You can run this SQL script more than once if you want to drop and recreate all the purge audit
and error log tables.

Database Tables

The PurgeScripts.sql script creates the following tables to capture the purge audit and error
details:

e Purge_Error_Log
e Purge_Audit
e Purge_Helper (Internal only)

e Purge_Log (Internal only)

Purge_Error_Log

This table stores error or failure information from the purge. The purge can create errors.
Errors are created if any invalid data is detected and these issues are recorded in this table.
Table 4-8 shows the columns in the Purge_Error_Log table:

Table 4-8 Purge_Error_Log Columns

- _____________________________________________|
Column Name Description

ID ID for the table entry and primary key.
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Table 4-8 (Cont.) Purge_Error_Log Columns

Column Name

Description

ERROR_CODE

Error code for the entry which can be a SQL error code.

ERROR_MESSAGE

Error message text which can be a SQL error message.

REPORTED_DATE

Time when the error is recorded or persisted in the table.

This table records the purge reporting information. Table 4-9 shows the columns in the

Purge_Audit table:

Table 4-9 Purge_Audit Columns
|

Column Name

Description

JOBID

For every purge, a new record is created in this table. This is primary
key for the table.

PURGETYPE

Valid values: SERVICE, SCV, LD, LDA, PARTY, PLACE, and BI/EWO.

STARTDATE

The date and time when the purge is initiated. In the case of a
scheduled purge, the value is set to the scheduled time and once the
process starts the process updates this value with the time when the
process is initiated.

ENDDATE

The date and time when the purge process is completed or cancelled.

CRITERIA

The criteria string that is generated by the API using criteria specified
by the caller. You can specify information about parallel processes and
the batch size. For example:

(ADMINSTATE LIKE 'CANCELLED") AND LASTMODIFIEDDATE <=
to_date('07/30/2014:23:59:59','mm/dd/yyyy:hh24:mi:ss'):10:1000

In this example the first portion is the search criteria followed by the
number of parallel processes 10 and batch size 1000.

STATUS

The status of the purge. Has one of the following values:

POPULATE_INPROGRESS: When the purge process starts, the
STATUS column is updated to POPULATE_INPROGRESS until all
the required data is populated in the Purge_Helper table. After all
the data is populated, the STATUS column is updated to
SCHEDULED.

e SCHEDULED: A purge process is scheduled.
Note: When a scheduled purge starts, the STATUS and

STARTDATE columns are updated to INPROGRESS and the
scheduled time.

 INPROGRESS: The purge process has started.
e« CANCELLED: The purge process has been cancelled.
«  SUSPENDED: The purge process is suspended.

*  FAILED: The purge process has failed due to errors when one or
more entities were not processed. One of the reasons for an error
may be inconsistent data values.

e COMPLETED: The purge process as completed.
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Table 4-9 (Cont.) Purge_Audit Columns

Description

The parent JOBID record for each new child purge record. Having a
parent and child job exists when a purge is suspended and later
resumed.

For example, if a purge is started and later suspended, there is a
record for this job with a status of SUSPENDED. When the purge is
resumed, the original record is updated with a status of COMPLETED.
A new record is created which refers to the completed parent job
record in the JOBID column. This provides you with a history of the
purge requests.

The database schema user name that performs the purge.

The report name generated for the purge.

The entity purge functionality can be requested with the following operations:

ORACLE
Column Name
PARENTJOB
USERNAME
REPORTNAME
Operations
* Report
e Execute
e  Status
e Suspend
e Resume
 Cancel
Report

You use the report operation to run a sample version of the purge, but this operation does not
delete entities. You specify criteria and the tool determines the number of records that are
affected. These records are later deleted with the Execute operation. With this number, you
can then estimate the amount of freed disk space. This operation provides information, but
does not actually purge or delete any records.

See the following sections for information about the arguments that you can use with the report

operation for an entity purge:

«  Mandatory/Optional Arguments for Entity Purge Types with Report Operation

e« Common Arguments for Entity Purge Types with Report Operation

Mandatory/Optional Arguments for Entity Purge Types with Report Operation

This table lists the mandatory and optional arguments for entity purge types when using the

report operation.
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Table 4-10 Mandatory and Optional Arguments for Entity Purge Types
|

Purge Type Mandatory Arguments Optional Arguments
SERVICE -ed -sd
-status
-spec
SCvV -sspec -ed
-scvspec -sd
-retain
-status
LOGICALDEVICE -ed -sd
-spec or -ldid or -ldname -ldpcr
LOGICALDEVICEACCOUNT -ed -sd
-ldaspec or -Idaid
PARTY -ed -sd
-spec
PLACE -ed -sd
-spec
BI/EWO -bispec or -ewoworkflow -sd
-ed
-status
CONNECTIVITYDESIGNVERSION | -spec -ed
-retain -sd
-status
CONNECTIVITY -ed -sd
-connectivityldentifier
-spec

Specifying Entity Specifications and Entity Names Containing Spaces

If the entity specification or the entity name contains a space (for example, "Service Order"),
then you must specify the arguments as follows:

On Linux:
.I'bi Purge.sh report -bispec \'Service Order\' -status conpleted -ed 02/01/2016

On Windows:
.I'bi Purge.cnd report -bispec 'Service Order' -status conpleted -ed 02/01/2016

Common Arguments for Entity Purge Types with Report Operation

This section lists and describes the arguments that are common to all the entity purge types for
the report operation.
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@® Note

In the examples listed in this section, entity in entityPurge.sh refers to the entity type,
such as servicePurge.sh (for service entities), scvPurge.sh (for service configuration
versions), IdPurge.sh (for logical devices), and so on.

The following arguments can be used during the report operation:

-status: Use this argument to specify the status of entities. The purge tool considers only
the entities in the specified status for purging. For example:

.lentityPurge.sh report -status disconnected -ed 02/21/2012

where entity is the entity type; for example, servicePurge.sh, scvPurge.sh, or biPurge.sh.

The following list shows the only entities for which the status argument is applicable to,
including the statuses that you can specify for each entity:

— Services in Disconnected or Cancelled status
— Service Configuration Versions in Cancelled or Completed status
— Business interactions and engineering work orders in Cancelled or Completed status

-ed: Use this argument to specify an end date. The purge tool considers only the entities
with a “last modified date" on or before this end date for purging. You must specify the date
with the following format: MM/DD/YYYY. For example:

.lentityPurge.sh report -ed 02/21/2012

-sd: Use this argument to specify the start date. The purge tool considers only the entities
with a “last modified date" on or after this start date for purging. You must specify the date
with the following format: MM/DD/YYYY. For example:

.lentityPurge.sh report -ed 02/21/2012 -sd 02/21/2010

Entity Purge Reports

You use the report operation to generate the following reports for different purge types:

Service Purge Report

SCV Purge Report

Logical Device Purge Report

Logical Device Account Purge Report

Party Purge Report

Place Purge Report

BI/EWO Purge Report

Connectivity Design Version Purge Report

Connectivity Purge Report

Service Purge Report

For information about the arguments that you can use with the report operation for purge type
SERVICE, see "Common Arguments for Entity Purge Types with Report Operation".
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See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

SCV Purge Report
The following arguments are specific to purge type SCV:

e -sspec: Use this argument to specify the Service specification on which the service
configuration versions that you want to purge are based on. The purge tool considers all
the service configuration versions that are based on the specified Service specification for
purging.

e -scvspec: Use this argument to specify the Service Configuration specification on which
the service configuration versions that you want to purge are based on. The purge tool
considers all the service configuration versions that are based on the specified Service
Configuration specification for purging.

e -retain: Use this argument to specify the number of completed service configuration
versions that you want to retain for each service after the purge process is completed. This
argument is not applicable for service configuration versions having a status of Cancelled.

The following is an example of using the sspec, scvspec, and retain arguments:

.I'scvPurge. sh report —sspec BATServi ceSpec —scvspec BATServi ceConfigSpec -status
conpleted -retain 3

For information about the other arguments that you can use with the report operation for purge
type SCV, see "Common Arguments for Entity Purge Types with Report Operation”.

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Logical Device Purge Report

By default, the purge process includes logical devices in Unassigned and Installed status. The
following arguments are specific to purge type LOGICALDEVICE:

* -spec: Use this argument to specify the Logical Device specification on which the logical
devices that you want to purge are based on. The purge tool considers all the logical
devices that are based on the specified Logical Device specification for purging.

If you specify the spec argument before any other argument, then specifying the ed
argument is mandatory. For example:

.1 dPurge. sh report -spec LDSpec -ed 01/01/2018

e -ldid: This argument is mandatory when you do not specify the Logical Device
specification (-spec). Use this argument to specify the IDs of the logical devices that you
want purged.

If you specify the Idid argument before any other argument, then specifying the spec and
ed arguments is optional. For example:

.1 dPurge. sh report -1did 575001, 525004

In addition, if you specify the Idid argument before the spec argument, then specifying the
ed argument is optional. For example:

.1 dPurge.sh report -1did 575001, 525004 -spec LDSpec

« -ldname: This argument is mandatory when you do not specify either the Logical Device
specification (-spec) or the logical device ID (-Idid). Use this argument to specify the names
of the logical devices that you want purged.
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If you specify the Idname argument before any other argument, then specifying the spec
and ed arguments is optional. For example:

.1 dPurge. sh report -ldnane |ogical devicel

In addition, if you specify the Idname argument before the spec argument, then specifying
the ed argument is optional. For example:

.1 dPurge. sh report -ldnane | ogical devicel -spec LDSpec

If the logical device name contains a space, then you must specify the Idname argument
as follows:

.1 dPurge. sh report -ldnane \'logical devicell'

* -ldpcr: This flag indicates whether the logical device parent-child relationship should be
considered for the purge operation or not. If you set this flag to true, the logical device
parent-child hierarchies are also considered for purge. If this flag is set to false or if you
exclude this flag from the report operation, the logical device parent-child hierarchies are
not considered for purge. By default, this flag is set to false. For example:

.1 dPurge. sh report -ldnane |ogical devicel -ldpcr true

For information about the other arguments that you can use with the report operation for purge
type LOGICALDEVICE, see "Common Arguments for Entity Purge Types with Report

Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Logical Device Account Purge Report

By default, the purge process includes logical device accounts in Unassigned and Installed
status. The following arguments are specific to purge type LOGICALDEVICEACCOUNT:

» -ldaspec: Use this argument to specify the Logical Device Account specification on which
the logical devices that you want to purge are based on. The purge tool considers all the
logical devices that are based on the specified Logical Device Account specification for
purging. For example:

./l daPurge. sh report -Idaspec BATLDASpec -ed 01/01/2018

e -ldaid: This argument is mandatory when you do not provide the Logical Device Account
specification (-ldaspec). Use this argument to specify the IDs of the logical device accounts
that you want purged. For example:

./l daPurge.sh report -ldaid 575001, 525004 -ed 01/01/2018

For information about the other arguments that you can use with the report operation for purge
type LOGICALDEVICEACCOUNT, see "Common Arguments for Entity Purge Types with
Report Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Party Purge Report
The following argument is specific to purge type PARTY:

e -spec: Use this argument to specify the Party specification on which the parties that you
want to purge are based on. The purge tool considers all the party entities that are based
on the specified Party specification for purging. For example:

.l partyPurge.sh report -spec BATPartySpec -ed 01/01/2018
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For information about the other arguments that you can use with the report operation for purge
type PARTY, see "Common Arguments for Entity Purge Types with Report Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Place Purge Report
The following argument is specific to purge type PLACE:

* -spec: Use this argument to specify the Place specification on which the place entities that
you want to purge are based on. The purge tool considers all the place entities that are
based on the specified Place specification for purging. For example:

.I'placePurge.sh report -spec BATPI aceSpec -ed 01/01/2018

For information about the other arguments that you can use with the report operation for purge
type PLACE, see "Common Arguments for Entity Purge Types with Report Operation”.

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

BI/EWO Purge Report
The following argument is specific to purge type Bl or EWO:

e -bispec: This argument is optional if you specify the ewoworkflow argument. Use the
bispec argument to specify the Business Interaction specification on which the business
interaction entities that you want to purge are based on. The purge tool considers all the
business interaction entities that are based on the specified Business Interaction
specification for purging. For example:

./ bi Purge. sh report -bispec BATBI Spec -status conpleted -ed 01/01/2018

- -ewoworkflow: This argument is optional if you specify the bispec argument. Use the
ewoworkflow argument to specify the engineering work order (EWO) workflows for
purging. For example:

./ bi Purge. sh report -ewoworkfl ow BATWrKFl ow -status conpl eted -ed 01/01/2018

For information about the other arguments that you can use with the report operation for purge
type BI/EWO, see "Common Arguments for Entity Purge Types with Report Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation” for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Connectivity Design Version Purge Report
The following arguments are specific to purge type CONNECTIVITYDESIGNVERSION:

e -sspec: This argument is mandatory as the Purge tool considers only the PCVs of the
Connectivity with the given Pipe Specification for purging.

e -status: This argument is mandatory. You use this argument to get the Pipe Configuration
Admin status. The PCVs with COMPLETED or CANCELLED status are considered for
purging.

e -retain: This argument is mandatory if st at us is completed. It provides the number of

COMPLETED PCVs to be retained in the final purge for each pipe. This argument is not
applicable if the status is CANCELLED.

For information about the other arguments that you can use with the report operation for purge
type CONNECTIVITYDESIGNVERSION, see "Common Arguments for Entity Purge Types
with Report Operation".
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See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Connectivity Purge Report
The following argument is specific to purge type CONNECTIVITY:

e -sspec: This argument is mandatory as the Purge tool considers only the PCVs of the
Connectivity with the given Pipe Specification for purging.

e -connectivityldentifier: This argument is mandatory as the Purge tool considers only the
PCV:s of the Connectivity with the given Connectivity Identifier for purging.

For information about the other arguments that you can use with the report operation for purge
type CONNECTIVITY, see "Common Arguments for Entity Purge Types with Report

Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation” for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Execute

A Warning

A purge operation deletes database records permanently. You must back up the
database before performing any purge operation.

The Execute operation enables you to purge entities using the specified criteria. The purge
deletes rows from several tables using the specified criteria. The Execute operation always
creates a report. You are prompted for a confirmation if the purge end date specified is within
one year from the current date.

You cannot run more than one Execute operation at a time. If you need to start a new Execute
operation, then the old Execute operation must be cancelled or completed. In the case of a
suspended purge operation, no new Execute operations can be initiated until the suspended
operation is also cancelled or completed.

When an Execute purge operation is performed, a new record with a status of INPROGRESS
is created in the Purge_Audit table. When the Execute operation completes successfully, the
status is updated to COMPLETED.

See the following sections for information about the arguments that you can use with the
Execute operation for an entity purge:

Mandatory/Optional Arguments for Entity Purge Types with Execute Operation

«  Common Arguments for Entity Purge Types with Execute Operation

Mandatory/Optional Arguments for Entity Purge Types with Execute Operation

This table lists the mandatory and optional arguments for entity purge types when using the
Execute operation.
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Table 4-11 Mandatory and Optional Arguments for Entity Purge Types

Purge Type Mandatory Arguments Optional Arguments
SERVICE -ed -status
-sd
-S
-C
-t
-force
SCV -sspec -S
-scvspec -C
-retain -t
-status -force
LOGICALDEVICE -ed -ldpcr
-spec or -ldid or -ldname -sd
-S
-C
-t
-force
LOGICALDEVICEACCOUNT -ed -sd
-ldaspec or -Idaid -s
-C
-t
-force
PARTY -ed -sd
-spec -S
-C
-t
-force
PLACE -ed -sd
-spec -S
-C
-t
-force
BI/EWO -bispec or ewoworkflow -sd
-ed -S
-status -C
-t
-force
CONNECTIVITYDESIGNVERSION | -spec -ed
-retain -sd
-status -S
-C
-t
-force
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Table 4-11 (Cont.) Mandatory and Optional Arguments for Entity Purge Types
|

Purge Type Mandatory Arguments Optional Arguments
CONNECTIVITY -spec -sd
-connectivityldentifier -S
-ed -C
-t
-force

Specifying Entity Specifications and Entity Names Containing Spaces

If the entity specification or the entity name contains a space (for example, "Service Order"),
then you must specify the arguments as follows:

On Linux:

.I'bi Purge. sh execute -bispec \'Service Oder\' -status conpleted -ed 02/01/2016

On Windows:

.I'bi Purge.cnd execute -bispec 'Service Order' -status conpleted -ed 02/01/2016

Common Arguments for Entity Purge Types with Execute Operation

This section lists and describes the arguments that are common to all the entity purge types for
the Execute operation.

® Note

In the examples listed in this section, entity in entityPurge.sh refers to the entity type,
such as servicePurge.sh (for service entities), scvPurge.sh (for service configuration
versions), IdPurge.sh (for logical devices), and so on.

The following arguments can be used during the Execute operation:

« -status: Use this argument to specify the status of entities. The purge tool considers only
the entities in the specified status for purging. For example:

.lentityPurge.sh execute -status disconnected -ed 02/21/2012

where entity is the entity type; for example, servicePurge.sh, scvPurge.sh, or biPurge.sh.

The following list shows the only entities for which the status argument is applicable to,
including the statuses that you can specify for each entity:

— Services in Disconnected or Cancelled status
— Service Configuration Versions in Cancelled or Completed status
— Business interactions and engineering work orders in Cancelled or Completed status

« -ed: Use this argument to specify an end date. The purge tool considers only the entities
with a “last modified date" on or before this end date for purging. You must specify the date
with the following format: MM/DD/YYYY. For example:

.lentityPurge.sh execute -ed 02/21/2012

System Administrator's Guide
G50244-01 April 28, 2026
Copyright © 2012, 2026, Oracle and/or its affiliates. Page 35 of 63



ORACLE Chapter 4
Purging UIM Entities

« -sd: Use this argument to specify the start date. The purge tool considers only the entities
with a “last modified date" on or after this start date for purging. You must specify the date
with the following format: MM/DD/YYYY. For example:

.lentityPurge.sh execute -ed 02/21/2012 -sd 02/21/2010

« -force: Use this argument to avoid the purge operation prompting you for confirmations.
For example:

.lentityPurge.sh execute -ed 02/21/2012 -force

e -s: Use this argument to specify a start date and time for the purge to run. You must
specify the date with a format of MM/DD/YYYY:hh:mm:ss. For example:

.lentityPurge.sh execute -ed 02/21/2012 -s 06/26/2012:19: 30: 00

e -c: Use this argument to set the commit size for the purge. By default, the commit size is
set to 1000. The maximum value is 10000. If you specify a value greater than 10000, the
purge ignores the argument value and uses the maximum value of 10000. For example:

.lentityPurge.sh execute -ed 02/21/2012 -c 200

e -t: Use this argument to set the number of parallel processes allowed. By default, the
number of parallel processes is set to 10. The maximum value you can specify is 100. If
you specify a value greater than 100, the purge ignores the argument value and uses the
maximum value of 100. For example:

.lentityPurge.sh execute -ed 02/21/2012 -t 15

Entity Purge Executions

You use the Execute operation to purge entities by running the following entity purge
executions:

*  Service Purge Execution

e SCV Purge Execution

» Logical Device Purge Execution

» Logical Device Account Purge Execution

«  Party Purge Execution

e Place Purge Execution
BI/EWO Purge Execution

e Connectivity Design Version Purge Execution

e Connectivity Purge Execution

Service Purge Execution
The following is the list of tables that are affected by the service purge execution;

e Service

e Service_Char

e Party_ServiceRel

e Place_ServiceRel

e ServiceAssignment
e ServiceConsumer

e ServiceReservation
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ServiceCondition

ServiceConfigurationVersion

Businessinteraction
Configurationinput
TopologyProfile
TopologyProfileEdge
TopologyProfileNode

ServiceConfigurationltem

ServiceConfigurationltem_Char

Businessinteractionltem
EntityConsumer
EntityAssignment
EntityConfigRef

Chapter 4

Purging UIM Entities

where Entity is the entity type of the related resource. In the list of affected tables, the
EntityConsumer, EntityAssignment, and EntityConfigRef tables are applicable to the

following entity resources, which can be consumed by a Service:
— Custom Network Address

— Custom Object

— Device Interface

— Equipment

— Equipment Holder

— Geographic Location

— Geographic Site

— Logical Device Account

— Logical Device

—  Network

— Physical Connector
— Physical Device

— Physical Port

—  Pipe

— Service

— Telephone Number

Service Purge Execution Arguments

For information about the arguments that you can use with the Execute operation for purge
type SERVICE, see "Common Arguments for Entity Purge Types with Execute Operation".
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SCV Purge Execution

The following is the list of tables that are affected by the SCV purge execution:

e ServiceConfigurationVersion

* Businessinteraction

e Configurationinput

e TopologyProfile

e TopologyProfileEdge

e TopologyProfileNode

e ServiceConfigurationltem

e ServiceConfigurationltem_Char

e Businesslinteractionltem

e EntityConsumer

e EntityAssignment

e EntityConfigRef

Chapter 4

Purging UIM Entities

where Entity is the entity type of the related resource. In the list of affected tables, the
EntityConsumer, EntityAssignment, and EntityConfigRef tables are applicable to the

following entity resources, which can be consumed by a Service:

SCV Purge Execution Arguments

The following arguments are specific to purge type SCV:

Custom Network Address

Custom Object
Device Interface
Equipment
Equipment Holder
Geographic Location
Geographic Site
Logical Device Account
Logical Device
Network

Physical Connector
Physical Device
Physical Port

Pipe

Service

Telephone Number

e -sspec: Use this argument to specify the Service specification on which the service
configuration versions that you want to purge are based on. The purge tool considers all
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the service configuration versions that are based on the specified Service specification for
purging.

-scvspec: Use this argument to specify the Service Configuration specification on which
the service configuration versions that you want to purge are based on. The purge tool
considers all the service configuration versions that are based on the specified Service
Configuration specification for purging.

-retain: Use this argument to specify the number of completed service configuration
versions that you want to retain for each service after the purge process is completed. This
argument is not applicable for service configuration versions having a status of Cancelled.

The following is an example of using the sspec, scvspec, and retain arguments:

.I'scvPurge. sh execute —sspec BATServi ceSpec -scvspec BATServi ceConfigSpec -status
conpleted -retain 3

For information about the other arguments that you can use with the Execute operation for
purge type SCV, see "Common Arguments for Entity Purge Types with Execute Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Execute Operation” for the list
of mandatory and optional arguments for entity purge types when using the Execute operation.

Logical Device Purge Execution

By default, the purge process includes logical devices in Unassigned and Installed status. The
following is the list of tables that are affected by the logical device purge execution:

DEVICEINTERFACECONFIGREF

DEVICEINTERFACE_CHAR

DEVICEINTERFACE_CHAR_EXT

DEVICEINTERFACE

LOGICALDEVICECONFIGREF

LOGICALDEVICE_CHAR

LOGICALDEVICE_CHAR_EXT
LOGICALDEVICE_LOGICALDEVICEREL (if the Idpcr flag is set to true)
LOGICALDEVICE

Logical Device Purge Execution Arguments

The following arguments are specific to purge type LOGICALDEVICE:

-spec: Use this argument to specify the Logical Device specification on which the logical
devices that you want to purge are based on. The purge tool considers all the logical
devices that are based on the specified Logical Device specification for purging.

If you specify the spec argument before any other argument, then specifying the ed
argument is mandatory. For example:

.11 dPurge. sh execute -spec LDSpec -ed 01/01/2018

-Idid: This argument is mandatory when you do not provide the Logical Device
specification (-spec). Use the Idid to specify the IDs of the logical devices that you want
purged.

If you specify the Idid argument before any other argument, then specifying the spec and
ed arguments is optional. For example:

.11 dPurge. sh execute -ldid 575001, 525004
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In addition, if you specify the Idid argument before the spec argument, then specifying the
ed argument is optional. For example:

.1 dPurge. sh execute -ldid 575001, 525004 -spec LDSpec

« -ldname: This argument is mandatory when you do not specify either the Logical Device
specification (-spec) or the logical device ID (-Idid). Use this argument to specify the names
of the names of the logical devices that you want purged.

If you specify the Idname argument before any other argument, then specifying the spec
and ed arguments is optional. For example:

.1 dPurge. sh execute -l dname | ogical devicel

In addition, if you specify the Idname argument before the spec argument, then specifying
the ed argument is optional. For example:

.1 dPurge. sh execute -l dname | ogical devi cel -spec LDSpec

If the logical device name contains a space, then you must specify the Idname argument
as follows:

.1 dPurge. sh execute -ldname \'logical devicell'

e -ldpcr: This flag indicates whether the logical device parent-child relationship should be
considered for the purge operation or not. If you set this flag to true, the logical device
parent-child hierarchies are also considered for purge. If this flag is set to false or if you
exclude this flag from the report operation, the logical device parent-child hierarchies are
not considered for purge. By default, this flag is set to false. For example:

.1 dPurge. sh execute -l dname | ogical devicel -I1dpcr true -ed 01/01/2018

For information about the other arguments that you can use with the Execute operation for
purge type LOGICALDEVICE, see "Common Arguments for Entity Purge Types with Execute

Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Execute Operation” for the list
of mandatory and optional arguments for entity purge types when using the Execute operation.

Logical Device Account Purge Execution

By default, the purge process includes logical device accounts in Unassigned and Installed
status. The following is the list of tables that are affected by the logical device account purge
execution:

* LOGICALDEVICEACCOUNTCONFIGREF
* LDACCOUNTASSIGNMENT

* LDACCOUNTCONSUMER

* LDACCOUNT_CHAR

« LDACCOUNT_CHAR_EXT

* LOGICALDEVICEACCOUNT

Logical Device Account Purge Execution Arguments
The following arguments are specific to purge type LOGICALDEVICEACCOUNT:

« -ldaspec: Use this argument to specify the Logical Device Account specification on which
the logical devices that you want to purge are based on. The purge tool considers all the
logical devices that are based on the specified Logical Device Account specification for
purging. For example:
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./l daPurge. sh execute -|daspec BATLDASpec -ed 01/01/2018

e -ldaid: This argument is mandatory when you do not provide the Logical Device Account
specification (-ldaspec). Use the Idaid to specify the IDs of the logical device accounts that
you want purged. For example:

./l daPurge. sh execute -1daid 575001, 525004 -ed 01/01/2018

For information about the other arguments that you can use with the Execute operation for
purge type LOGICALDEVICEACCOUNT, see "Common Arguments for Entity Purge Types with
Execute Operation”.

See "Mandatory/Optional Arguments for Entity Purge Types with Execute Operation” for the list
of mandatory and optional arguments for entity purge types when using the Execute operation.

Party Purge Execution

The following is the list of tables that are affected by the party purge execution:
*  PARTYCONFIGREF

*  PARTY_CHAR

« PLACE_CHAR_EXT

e PARTY

Party Purge Execution Arguments
The following argument is specific to purge type PARTY:

e -spec: Use this argument to specify the Party specification on which the parties that you
want to purge are based on. The purge tool considers all the party entities that are based
on the specified Party specification for purging. For example:

. I partyPurge. sh execute -spec BATPartySpec -ed 01/01/2018

For information about the other arguments that you can use with the Execute operation for
purge type PARTY, see "Common Arguments for Entity Purge Types with Execute Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Execute Operation” for the list
of mandatory and optional arguments for entity purge types when using the Execute operation.

Place Purge Execution
The following is the list of tables that are affected by the place purge execution:

- GEOGRAPHICSITECONFIGREF
- GEOGRAPHICLOCATIONCONFIGREF
- GEOGRAPHICADDRESSCONFIGREF
- GEOADDRESSRANGECONFIGREF

- PLACE_CHAR

- PLACE_CHAR_EXT

- GEOGRAPHICPLACE

Place Purge Execution Arguments
The following argument is specific to purge type PLACE:

e -spec: Use this argument to specify the Place specification on which the place entities that
you want to purge are based on. The purge tool considers all the place entities that are
based on the specified Place specification for purging. For example:
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./ placePurge. sh execute -spec BATPl aceSpec -ed 01/01/2018

For information about the other arguments that you can use with the Execute operation for
purge type PLACE, see "Common Arguments for Entity Purge Types with Execute Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Execute Operation” for the list
of mandatory and optional arguments for entity purge types when using the Execute operation.

BIIEWO Purge Execution
The following is the list of tables that are affected by the BI/EWO purge execution:

BUSINESSINTERACTIONATTACHMENT
*«  BUSINESSINTERACTIONITEM*
 BITEM_BIITEM

*  BUSINESSINTERACTION_CHAR

*  BUSINESSINTERACTION_CHAR_EXT

« ACTIVITY

« ACTIVITYITEM

« ACTIVITY_CHAR

« ACTIVITY_CHAR_EXT

*  BUSINESSINTERACTION

*During the BI purge Execute operation, the tables that will be affected depend on the entities/
relationships that are created or associated under a Bl context. When you create a new entity
or add an existing entity under a Bl context, UIM creates a version record in the entity tables or
relationship tables for that entity.

For example, if you add a custom object entity under a Bl context, UIM does the following:

e Creates a record for the custom object in the BUSINESSINTERACTIONITEM table.
e Creates a version record for the custom object in the CUSTOMOBJECT table.

If you add a logical device parent-child hierarchy under a Bl context, UIM does the following:

« Creates a record for the logical device parent-child hierarchy in the
BUSINESSINTERACTIONITEM table.

e Creates a version record for the logical device parent-child hierarchy in the
LOGICALDEVICE_LOGICALDEVICEREL table.

In this case, when you run the Bl purge Execute operation, the following occurs:

*  For the custom object entity, UIM purges the record from the
BUSINESSINTERACTIONITEM table and the version record from the CUSTOMOBJECT
table.

*  For the logical device parent-child hierarchy, UIM purges the record from the
BUSINESSINTERACTIONITEM table and the version record from the
LOGICALDEVICE_LOGICALDEVICEREL table.

BI/EWO Purge Execution Arguments
The following arguments are specific to purge type BI/EWO:

e -bispec: This argument is optional if you specify the ewoworkflow argument. Use the
bispec argument to specify the Business Interaction specification on which the business
interaction entities that you want to purge are based on. The purge tool considers all the
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business interaction entities that are based on the specified Business Interaction
specification for purging. For example:

./ bi Purge. sh execute -bi spec BATBI Spec -status conpleted -ed 01/01/2018

« -ewoworkflow: This argument is optional if you specify the bispec argument. Use the
ewoworkflow argument to specify the engineering work order (EWO) workflows for
purging. For example:

./ bi Purge. sh execute -ewoworkfl ow BATWr kFl ow - status conpl eted -ed 01/01/2018

For information about the other arguments that you can use with the Execute operation for
purge type BI/EWO, see "Common Arguments for Entity Purge Types with Execute Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Execute Operation” for the list
of mandatory and optional arguments for entity purge types when using the Execute operation.

Connectivity Design Version Purge Execution

The following is the list of tables that are affected by the CONNECTIVITYDESIGNVERSION
purge execution:

* PIPECONFIGREF

*  PIPECONFIGURATIONITEM

e BUSINESSINTERACTIONITEM

* PIPE

« PIPECONFIGITEM_CHAR

* PIPE_CHAR

*  PIPETERMINATIONPOINT_CHAR
*  PIPECONFIGURATIONVERSION
e CONFIGURATIONINPUT

e TOPOLOGYPROFILEEDGE

e TOPOLOGYPROFILENODE

e TOPOLOGYPROFILE

e Pipe Assignment Tables

e PipeTerminationPoint Assignment Tables

Connectivity Design Version Purge Execution Arguments
The following arguments are specific to purge type CONNECTIVITYDESIGNVERSION:

e -spec: This argument is mandatory as the Purge tool considers only the PCVs of the
Connectivity with the given Pipe Specification for purging.

- -status: This argument is mandatory. You use this argument to get the Pipe Configuration
Admin status. The PCVs with COMPLETED or CANCELLED status are considered for
purging.

e -retain: This argument is mandatory if st at us is completed. It provides the number of

COMPLETED PCVs to be retained in the final purge for each pipe. This argument is not
applicable if the status is CANCELLED.

For information about the other arguments that you can use with the report operation for purge
type CONNECTIVITYDESIGNVERSION, see "Common Arguments for Entity Purge Types
with Report Operation”.
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See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

Connectivity Purge Execution

The following is the list of tables that are affected by the CONNECTIVITY purge execution:

PIPE

PLACE_PIPEREL

PIPE_CHAR

PIPEROLE

PIPEREL

PIPETPPIPETPREL

Pipe Assignment Tables
PipeTerminationPoint Assignment Tables
DEVICEINTERFACE
PIPEPIPETPREL
PLACE_PIPETERMINATIONPOINTREL
PARTY_PIPETPREL
PIPETERMINATIONPOINT_CHAR
PIPEDIRECTIONALITY
PIPETERMINATIONPOINT
PIPECAPACITYCONSUMPTION
PIPECAPACITYREQUIRED
PIPECAPACITYPROVIDED
ATTACHMENT

PIPEREL

PIPETPPIPETPREL
TRAILPIPERELPIPEREL
TRAILPIPERELTRAILPATHREL
TRAILPATH

TRAILPIPEREL
PIPECONFIGURATIONITEM
BUSINESSINTERACTIONITEM
PIPECONFIGURATIONVERSION
BUSINESSINTERACTION
CONNECTIONTERMINATIONPOINT
PROCESSINGSIGNAL
TRAILTERMINATIONPOINT
SIGNALTERMINATIONPOINT
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* INTERFACE_INTERCONNECTION

Connectivity Purge Execution Arguments
The following arguments are specific to purge type CONNECTIVITY:

e -spec or -connectivityldentifier: The Purge tool considers the Connectivity with a given
Pipe Specification (- spec) for purging. Otherwise, you can specify comma separated list
of Connectivity IDs to be purged. When you provide both - spec and -
connectivityldentifier,-connectivityldentifier isbe used for filtering
Connectivity entities.

@® Note

The given Connectivity must be in UNAVAI LABLE state. Otherwise, purge tool
does not consider it for purging.

» -ed: Use this argument to specify an end date. The purge tool considers only the entities
with the last modified date on or before this end date, for purging. You must specify the
date in the format: MM DDY YYYY.

For information about the other arguments that you can use with the report operation for purge
type CONNECTIVITY, see "Common Arguments for Entity Purge Types with Report

Operation".

See "Mandatory/Optional Arguments for Entity Purge Types with Report Operation" for the list
of mandatory and optional arguments for entity purge types when using the report operation.

The status option shows information for in-progress and suspended purge processes. It also
provides the following information related to the purge:

e Active purge information.

*  Number of entities purged.

« All the jobs related to entity purge.

* Report file name which is generated while entities are purged.

If no active purge processes are present, the Status operation displays the status of the last
completed purge.

The suspend operation suspends the purge process and allows active parallel processes to
continue to run and complete. No new processes can be created, however. Before suspending
an active purge process, the suspend operation provides the following information:

e Active purge information.
e Number of entities purged.
e All the jobs related to entity purge.

« Report file name which is generated while entities are purged.
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@® Note

One purge operation can create multiple software processes to perform the requested
purge.

A suspended operation can be cancelled or resumed, but once the purge is suspended, no
new purge operations can be initiated. After an Execute operation is suspended, the
Purge_Audit STATUS record value is updated to COMPLETED and a new record is created
with a status of SUSPENDED. The suspend option is not applicable to the purge process that
is in POPULATE_INPROGRESS status.

Please note that there are processes which are still in RUNNING status when a purge
operation is suspended. After these processes complete execution, the processes update to
DISABLED. When all the processes have changed to DISABLED status, no new processes
are created.

Resume

The resume option restarts the purge operation using the specified arguments. In this case, the
Purge_Audit STATUS value is updated to INPROGRESS for the record that was suspended.
The resume option is not applicable to the purge process that is in POPULATE_INPROGRESS
status. The following arguments can be specified when resuming a purge operation:

e -s: This argument is optional. Use the s argument to specify a start date and time for the
purge to run. You must specify the date with a format of MM/DD/YYYY:hh:mm:ss. For
example:

.lentityPurge.sh resume -s 06/26/2014: 19: 30: 00

where entity is the name of the entity, such as service, SCV, party, and so on.

e -c: This argument is optional. Use the ¢ argument to set the commit size for the purge. By
default, the commit size is set to 1000. The maximum value is 10000. If you specify a value
greater than 10000, the purge ignores the argument value and uses the maximum value of
10000. For example:

.lentityPurge.sh resume -c 200

e -t: This argument is optional. Use the t argument to set the number of parallel processes
allowed. By default, the number of parallel processes is set to 10. The maximum value you
can specify is 100. If you specify a value greater than 100, the purge ignores the argument
value and uses the maximum value of 100. For example:

.lentityPurge.sh resume -t 15

Cancel

The cancel option terminates all purge processes with a status of INPROGRESS or
SUSPENDED. It also provides the following information related to purge process, before
requesting confirmation:

e Active purge operation.
*  Number of entities purged.
« All the jobs related to entity purge.

* Report file name which is generated while entities are purged.
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After this information is provided, you must confirm the cancellation of in-progress or
suspended operations. When the purge process is cancelled, the Purge_Audit STATUS value
is updated to CANCELLED for records with an INPROGRESS or SUSPENDED status.

Preventing the Purging of Entities Referred as Entity Link Characteristics

The entities that are considered for purging could be referred as entity link characteristics in
other entities. The entity link characteristics purge is applicable to the following entities:

e Logical device

e Logical device account
 Party

* Place

When you run an entity purge, UIM displays the following warning messages, which inform you
that the purge process will permanently delete the entities that are referred as entity link
characteristics in other entities:

Warning Message During Entity Purge Report

VWarning!! Please backup data before executing the purge. Al records matching specified
criteria will be permanently del eted.

VWarning!! Specification provided is referenced as an Entity Link Characteristic. Purge
will delete all the instance data which are referred on other entity instances. Refer
System Admi ni strator guide, section ‘Purging UMEntities' to find out howto avoid the
purge of this instance data.

Warning Message During Entity Purge Execution

Warning 1: Please backup data before executing the purge. Al records matching specified
criteria will be permanently del eted.

Warning 2: <entity name, id, spec etc> provided are referenced as an Entity Link
Characteristic. Purge will delete all the instance data which are referred on other
entity instances. System Administrator guide, section ‘Purging UMEntities' to find out
how to avoid the purge of this instance data.

Are you sure you want to continue with entity purge? (Y| N)

Clicking Yes in the warning message deletes all the entities, including the entities that are
referred as entity link characteristics. Clicking No terminates the entity purge process.

Script to Prevent the Purging of Entity Link Characteristics

UIM provides the elcharScripts.sql script, which prevents the deletion of entities that are
referred as entity link characteristics.

The elcharScripts.sql script is available as part of the ora_uim_dbtools.jar file, located in the
UIM_Homelutill folder.

Ensure that you run the elcharScripts.sql script before running an entity purge to prevent the
deletion of entities that are referred as entity link characteristics.
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Configuring Email Addresses and User Data

To support the message notification functionality, you maintain users and user groups along
with their contact information. You manage this information through the embedded Lightweight
Directory Access Protocol (LDAP) server within Oracle WebLogic Server or optionally through
another LDAP-compliant product. For information about managing the embedded LDAP server
within Oracle WebLogic Server, see the following web site:

https://docs.oracle.com/en/middleware/fusion-middleware/weblogic-server/14.1.2/secmg/
Idap.html

Alternatively, there are additional products such as Oracle Identity Management - Oracle
Internet Directory that may be chosen depending on the required scale of the installation. For
more information about message notification functionality, see "Overview" in UIM Developer's
Guide.

Configuring UIM to Evaluate System Configuration Compliance

UIM includes the UIM compliance tool, which captures a snapshot of your UIM configuration
and evaluates it against established rules. These rules are based on best practices and
guidelines using which the compliance tool analyzes the UIM configuration and generates an
evaluation result that enables you to optimally configure your UIM environment.

The UIM compliance tool captures snapshots of the following:

e WebLogic domain
e UIM configuration parameters
e Database configuration parameters

The compliance tool uses a set of compliance rules to determine if a configuration value is
properly set or, if it allows a range of valid values, whether the configured value falls within that
range. The tool also verifies that required or recommended patches have been applied.

For every compliance rule, reports include a description of the rule, an indication of whether
the rule passed or failed, and the rationale for the compliance rule. For non-compliant results, a
severity level and the reason for the failure are also included.

The UIM compliance tool is packaged with the UIM software, which you can download from the
My Oracle Support website at:

https://support.oracle.com

Setting Up the UIM Compliance Tool

To set up the UIM compliance tool:

1. Download the compliance-1.2.1.zip file.

2. Create a local directory; for example, Compliance_Home.

3. Extract the contents of the compliance-1.2.1.zip file into the Compliance_Home directory.
4. Download the required third-party software for the compliance tool by doing the following:

* Navigate to the Compliance_Homelconfig directory and update the proxy.settings file
to include any proxy settings that are required to access the Internet.
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* Add the Ant binary directory to the PATH environment variable by doing one of the
following:

— On Windows, run the following command:
set YPATHYEYANT _HOVEY bi n; $PATH

— On Linux, run the following command:
export PATH=$ANT_HOME/ bi n: $PATH

e Navigate to the Compliance_Homelbin directory and run the ant command, which
downloads the required third-party software for the compliance tool.

Generate a wlfullclient.jar file by doing the following:
* Navigate to the WL_HOMEI|servetllib directory.

*  Run the following command to generate the wlifullclient.jar file in the WL_Homel
serverllib directory (where WL_Home is the directory in which the WebLogic Server is
installed):

java -jar W jarbuilder.jar

e Copy the wlfullclient.jar file into the Compliance_Homel/lib directory.

Running the UIM Compliance Tool

To run the UIM compliance tool:

1.
2.
3.

Navigate to the Compliance_Homelconfig directory
Create a new compliance.properties file.

Copy the contents of the compliance-sample.properties.file into the
compliance.properties file.

In compliance.properties file, update the following properties with the UIM Administration
Server details:

webl ogi c. host name=W.__Host Nare
webl ogi c. port=W._Port
webl ogi c. user name=W.__User Name

where:

e WL_HostName is the host name of the WebLogic Administration Server.

e WL_Portis the port number of the WebLogic Administration Server.

e WL_UserName is the user name used to log in to the WebLogic Administration Server.
Navigate to the Compliance_Homelbin directory and do the following:

On Windows, run the following script:

conpl i ance. bat

On Linux, run the following script:

conpl i ance. sh

The compliance tool generates the evaluation results in the Compliance_Homelresult
directory.
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For more information about the compliance tool, see the compliance tool
documentation, which becomes available at the following location after you install the

compliance tool:

Conpl i ance_Horme/ doc/ i ndex. ht m

Preventing a ZIP Bomb When Uploading Ruleset Files

In some scenarios, you may be required to upload ruleset files in a ZIP file. You use the
properties in the UIM_HomelconfiglimportExport.properties file to prevent a ZIP bomb when
uploading ruleset files in a ZIP file.

Table 4-12 lists and describes the properties in the importExport.properties file.

Table 4-12 Properties in the importExport.properties File

Property

Description

import.fileUploadWhiteListMimeTypes

This property validates the MIME type of the ZIP file that you are uploading.
For example:

i nport.fileUpl oadWhiteListM meTypes=text/plain, text/
csv, application/zip, application/x-zip-conpressed

import.fileUploadMaxSizeAfterUnzip

The property controls the maximum size of the ZIP file that you can upload
(in bytes). The default value is 100 MB.

For example:

i nport.fileUpl oadMaxSi zeAft er Unzi p=104857600

import.fileUploadNestedFileLimit

The property controls the number of nested levels allowed within a ZIP file.
The default value is 1. A value of 1 indicates that a ZIP file cannot contain
another ZIP file. A value of two indicates that a ZIP file can contain only one
ZIP file within it.

For example:

i nport.fileUpl oadNestedFileLimt=1

import.fileUploadZipsLimitPerLevel

This property controls the number of ZIP files allowed at each level within
the ZIP file. The default value is 0. A value of 0 indicates that every nested
level within the ZIP file can contain only one ZIP file.

For example:

i nport.fileUpl oadZi psLinitPerLevel =0

outage.fileTempLocation

This property provides the location for the outage file.
For example:

outage. fil eTenpLocati on

System Administrator's Guide
G50244-01

Copyright © 2012, 2026, Oracle and/or its affiliates.

April 28, 2026
Page 50 of 63



ORACLE

Chapter 4
Importing Inventory Entities in Bulk

Importing Inventory Entities in Bulk

Entity bulk operations enable you to perform various bulk operations on entities at a time,
based on the data you provide as input in a spreadsheet file. You can use different tabs in the
spreadsheet for each entity bulk operation. You provide the required entity information in the
spreadsheet, upload it into UIM, and subsequently UIM processes the spreadsheet file and
completes the bulk operation.

You can create the following entities in bulk by specifying the required information in the
spreadsheet file:

e Property locations

*  Network entity codes
e Logical devices

e Physical devices

e Equipment

*  Connectivities

¢ Networks

« Places
* Pipes
e Ports

» Complete device assemblies, which include logical device, physical device and equipment
at the same time

* Party
* Associate Party entities to Party Enabled Entities

You can perform the following entity-specific actions in bulk by specifying the required
information in the spreadsheet file:

*  Map physical devices to equipment and map physical devices to logical devices at the
same time

* Add shelves in racks

e Add cards in shelves

*  Map physical devices to logical devices
*  Map device interfaces to ports

e Add connectivities to networks

*  Add network nodes

e Add network edges

For entity bulk operations, UIM provides a sample spreadsheet file that contains the following
worksheet tabs:

« Locations: Use this tab to create property locations. See Table 4-13 for more information.

* NetworkEntityCodes: Use this tab to create network entity codes. See Table 4-14 for
more information.
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LogicalDevices: Use this tab to create logical devices. See Table 4-15 for more
information.

PhysicalDevices: Use this tab to create physical devices. See Table 4-16 for more
information.

Equipments: Use this tab to create equipment. See Table 4-17 for more information.

DeviceMappings: Use this tab to map a physical device to equipment, and map a physical
device to a logical device. See Table 4-18 for more information.

Devices: Use this tab to build the entire device assembly at one time, which includes
physical devices, logical devices and equipment. The name, network location, and NEC
are shared between the physical device, logical device and equipment. See Table 4-19 for
more information.

InsertShelfs: Use this tab to add shelves in a rack. See Table 4-20 for more information.
InsertCards: Use this tab to add cards in a shelf. See Table 4-21 for more information.

PortMappings: Use this tab to create ports and interfaces, and to map the ports to the
interfaces. See Table 4-22 for more information.

Connectivities: Use this tab to create connectivities. See Table 4-23 for more information.
Networks: Use this tab to create networks. See Table 4-24 for more information.

AddConnectivityEdges: Use this tab to create connectivity edges. See Table 4-25 for
more information.

NetworkNodes: Use this tab to create network nodes. See Table 4-26 for more
information.

NetworkEdges: Use this tab to create network edges. See Table 4-27 for more
information.

AssociatePlace: Use this tab to associate places. See Table 4-28 for more information.
Pipes: Use this tab to create pipes. See Table 4-29 for more information.
Places: Use this tab to create places. See Table 4-30 for more information.

ConnectivityPipeEnablement: Use this tab to enable pipes and connectivities. See
Table 4-31 for more information.

Party: Use this tab to create Party entities. See Table 4-32 for more information.

Associate Party: Use this tab to associate Party entities to Party Enabled Entities. See
Table 4-33 for more information.

@® Note

You have the option of including only the mandatory columns within various tabs in the
spreadsheet. If a column is not required and you do not want to enter a value, then
you can remove that column from the spreadsheet. This allows you to build your own
custom spreadsheet templates based on your business requirements.

Table 4-13 describes the columns defined for the Locations worksheet tab.
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Table 4-13 Locations Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.
PropertyName Name of the property location.

Street The street address of the property location.
City The city of the property location.

State The state of the property location.
PostalCode The postal code of the property location.
Country The country of the property location.
NetworkLocationCode An alphanumeric string that uniquely identifies a property location in a network.
GeoCodeAddress Valid values: true or false.

IsServiceLocation Valid values: true or false.
IsNetworkLocation Valid values: true or false.

Table 4-14 describes the columns defined for the NetworkEntityCodes worksheet tab.

Table 4-14 NetworkEntityCodes Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.

NetworkLocationCode An alphanumeric string that uniquely identifies a property location in a network.
NetworkEntityCode A string that uniquely identifies a network entity (such as a logical device) within a

network location.

Table 4-15 describes the columns defined for the LogicalDevices worksheet tab.

Table 4-15 LogicalDevices Worksheet Tab Column Headers

Column Header

Description

Action This column must have the value of CREATE.

Name The name of the logical device.

Specification The specification used to create the logical device.

NetworkLocation The network location associated to the Logical Device entity.
NetworkEntityCode A string that uniquely identifies a logical device within a network location.

Deviceldentifier

Displays the device identifier of the logical device associated with the network entity
code.

NativeEMSName

The network-facing managed element name for the resource. This name is how the
resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

LDcharacteristic

The characteristic name/value pair per cell for the Logical Device entities you are
creating. You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For example,
LDcharacteristicl, LDcharacteristic2,.....LDcharacteristicN.

Valid format: LD_Charl=value, LD_Char2=value,....LD_CharN=value.
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Table 4-16 describes the columns defined for the PhysicalDevices worksheet tab.

Table 4-16 PhysicalDevices Worksheet Tab Column Headers

Column Header

Description

Action This column must have the value of CREATE.

Name The name of the physical device.

Specification The specification used to create the physical device.
NetworkLocation The network location associated to the Physical Device entity.

SerialNumber

The serial number of the physical device.

NativeEMSName

The network-facing managed element name for the resource. This name is how the
resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

PDcharacteristic

The characteristic name/value pair per cell for the Physical Device entities you are
creating. You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For example,
PDcharacteristicl, PDcharacteristic2,.....PDcharacteristicN.

Valid format: PD_Charl=value, PD_Char2=value,....PD_CharN=value.

Table 4-17 describes the columns defined for the Equipments worksheet tab.

Table 4-17 Equipments Worksheet Tab Column Headers

Column Header

Description

Action This column must have the value of CREATE.

Name The name of the equipment.

Specification The specification used to create equipment.
NetworkLocation The network location associated to the Equipment entity.

SerialNumber

The serial number of the equipment.

NativeEMSName

The network-facing managed element name for the resource. This name is how the
resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

EQcharacteristic

The characteristic name/value pair per cell for the Equipment entities you are creating.
You can specify any number of characteristics. You can add any number of column
headers for specifying multiple characteristics for an entity. For example,
EQcharacteristicl, EQcharacteristic2,...... EQcharacteristicN.

Valid format: EQ_Charl=value, EQ_Char2=value,....EQ_CharN=value.

Table 4-18 describes the columns defined for the DeviceMappings worksheet tab.

Table 4-18 DeviceMappings Worksheet Tab Column Headers

Column Header

Description

PhysicalDevice

The name of the physical device.

LogicalDevice

The name of the logical device.

Equipment

The name of the equipment.
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Table 4-19 Devices Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.

Name The generic name for logical device, physical device, and equipment.

Deviceldentifier Specify the device identifier in the format: NetworkLocation.NetworkEntityCode.

LogicalDeviceSpecification The specification used to create the logical devices.

PhysicalDeviceSpecification The specification used to create the physical devices.

EquipmentSpecification The specification use to create the equipment.

NetworkLocation A property location that has been assigned a network location code.

NetworkEntityCode A string that uniquely identifies a network entity (such as a logical device) within a
network location.

SerialNumber The serial number for the physical device, logical device, and equipment.

MACAddress The MAC address that uniquely identifies a device.

LogicalDeviceNativeEMSName The network-facing managed element name for Logical Device. This name is how the

resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

PhysicalDeviceNativeEMSName The network-facing managed element name for Physical Device. This name is how
the resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

EquipmentNativeEMSName The network-facing managed element name for Equipment. This name is how the
resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

PDcharacteristic The characteristic name/value pair per cell for the Physical Device entities you are
creating. You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For example,
PDcharacteristicl, PDcharacteristic2,...... PDcharacteristicN.

LDcharacteristic The characteristic name/value pair per cell for the Logical Device entities you are
creating. You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For example,
LDcharacteristicl, LDcharacteristic2,...... LDcharacteristicN.

EQcharacteristic The characteristic name/value pair per cell for the Equipment entities you are
creating. You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For example,
EQcharacteristicl, EQcharacteristic2,......EQcharacteristicN.

Table 4-20 describes the columns defined for the InsertShelfs worksheet tab.

Table 4-20 InsertShelfs Worksheet Tab Column Headers
- ]

Column Header Description

Action This column must have the value of CREATE.

RackName The name of the rack in which you want to create a shelf.

ShelfSpecification The specification used to create the shelf.

ShelfName The name of the shelf.

ShelfNativeEMSName The network-facing managed element name for the resource. This name is how the
resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).
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Table 4-20 (Cont.) InsertShelfs Worksheet Tab Column Headers

Column Header Description
SerialNumber The serial number of the Equipment entity (that represents the shelf).
ShelfCharacteristic The characteristic name/value pair per cell for the Equipment entities (that represent

shelves) you are creating. You can specify any number of characteristics. You can add
any number of column headers for specifying multiple characteristics for an entity. For
example, ShelfCharacteristicl, ShelfCharacteristic2,...... ShelfCharacteristicN.

Valid format: Shelf_Charl=value, Shelf_Char2=value,....Shelf_CharN=value.

Table 4-21 describes the columns defined for the InsertCards worksheet tab.

Table 4-21 InsertCards Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.

ShelfName The name of the shelf in which you want to create a card.

CardSpecification The specification used to create the card.

Slot The slot number on the shelf to install the card, based on the equipment holder
position number.

Name The name of the card.

CardNativeEMSName The network-facing managed element name for the resource. This name is how the

resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

Abbreviation The abbreviation for the card (for example, PWR) used to derive the names of the
ports.
CardCharacteristic The characteristic name/value pair per cell for the Equipment entities (that represent

cards) you are creating. You can specify any number of characteristics. You can add
any number of column headers for specifying multiple characteristics for an entity. For
example, CardCharacteristicl, CardCharacteristic2,......CardCharacteristicN.

Valid format: Card_Charl=value, Card_Char2=value,....Card_CharN=value.

Table 4-22 describes the columns defined for the PortMappings worksheet tab.

Table 4-22 PortMappings Worksheet Tab Column Headers

Column Header Description
Action This column must have the value of CREATE.
Type Valid values:

e PhysicalDevice
*  Equipment

Name Name of the physical device or equipment.

PortSpecification The specification used to create the port.

PortName The name of the port.

PortNativeEMSName The network-facing managed element name for the resource. This name is how the

resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).
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Table 4-22 (Cont.) PortMappings Worksheet Tab Column Headers

Column Header

Description

InterfaceSpecification The specification used to create the device interface.
InterfaceName The name of the device interface.
InterfaceNativeEMSName The network-facing managed element name for the resource. This name is how the

resource is referred to by the Network Management System (NMS) or Element
Management System (EMS).

LogicalDeviceName

The logical device to which the device interface is associated.

Table 4-23 describes the columns defined for the Connectivities worksheet tab.

The valid values for Rate Code, Technology, Function, and so on, are determined
based on the Connectivity Summary or Connectivity Search pages in the UIM
application.

Table 4-23 Connectivities Worksheet Tab Column Headers

Column Header Description
Action This column must have the value of CREATE.
Technology The technology that applies to this connectivity.
Specification The specification used to create the connectivity.
Format The identification format for this connectivity. Specify only the identification formats
that are valid for the connectivity specification.
Valid values:
e LOCATION_BASED
. SERVICE_BASED
ALocation The network location code or network entity code for the A side of the connectivity.
ZLocation The network location code or network entity code for the Z side of the connectivity.
RateCode The rate code that applies to the connectivity.

OverSubscription

The oversubscription value for the connectivity.

Function

The function that applies to the connectivity.

Identifier

You can leave this column blank.

Concharacteristic

The characteristic name/value pair per cell for the Connectivity entities you are
creating. You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For example,
Concharacteristicl, Concharacteristic2,.....ConcharacteristicN.

Valid format: Con_Charl=value, Con_Char2=value,....Con_CharN=value.

AutoTermination

Specify a value of true or false. If you specify true, UIM searches for the logical
device with network entity code specified in the ALocation and ZLocation columns and
terminates with the device interface if an interface with the same rate code exists.

Adevice

Name of the logical device for the A side of the connectivity.

Zdevice

Name of the logical device for the Z side of the connectivity.
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Table 4-23 (Cont.) Connectivities Worksheet Tab Column Headers

Column Header Description

GapMessage Specify a message for accepted connectivity gaps.

Table 4-24 describes the columns defined for the Networks worksheet tab.

Table 4-24 Networks Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.

NetworkName The name of the network you want to create.

NetworkSpecification The specification used to create the network.

Topology The network topology.

NWCharacteristic The characteristic name/value pair per cell for the Network entities you are creating.
You can specify any number of characteristics. You can add any number of column
headers for specifying multiple characteristics for an entity. For example,
NWCharacteristicl, NWCharacteristic2,...... NWCharacteristicN.

Valid format; NW_Charl=value, NW_Char2=value,....NW_CharN=value.

Table 4-25 describes the columns defined for the AddConnectivityEdges worksheet tab.

Table 4-25 AddConnectivityEdges Worksheet Column Headers

Column Header Description

Action This column must have the value of CREATE.

NetworkName The name of the network in which you want to create the connectivity.
EntityType Valid value: CONNECTIVITY

EntityName The name of the connectivity.

Table 4-26 describes the columns defined for the NetworkNodes worksheet tab.

Table 4-26 NetworkNodes Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.

NetworkName The name of the network in which you want to create the network node.
EntityType Valid value: LOGICAL_DEVICE

EntityName The name of the logical device.

Table 4-27 describes the columns defined for the NetworkEdges worksheet tab.

Table 4-27 NetworkEdges Worksheet Tab Column Headers

Column Header Description

Action This column must have the value of CREATE.
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Table 4-27 (Cont.) NetworkEdges Worksheet Tab Column Headers
|

Column Header Description

NetworkName The name of the network in which you want to create the network edge.

EntityType Valid value: CONNECTIVITY

EntityName The name of the connectivity.

FromNode The originating logical device name for the connectivity that the network edge
represents.

ToNode The terminating logical device name for the connectivity that the network edge
represents.

Table 4-28 describes the columns defined for the AssociatePlace worksheet tab.

Table 4-28 Column Headers in the AssociatePlace Worksheet

Column Header

Description

Action

This column must have the value of CREATE.

PlaceType

Valid values:

e Address

*  AddressRange
e Location

- Site

PlaceName

A generic name for the place.

EntityType

The type of entity that you want to associate with the place.
Valid values:

e PhysicalDevice

*  LogicalDevice

e Equipment

e PropertyLocation

EntityName

A generic name of the entity that you want to associate with the place.

Table 4-29 describes the columns defined for the Pipes worksheet tab.

Table 4-29 Column Headers in the Pipes Worksheet

Column Header Description

Action This column must have the value of CREATE.
Specification The corresponding specification used to create the pipe.
Name A generic name for the pipe.

Medium The connection medium.

Note: The default value is Fiber for CWDM and DWDM pipes.

TransmissionSignalType

The type of signal to use. For example, specify Optical to use optical transmission
signal type.

Note: The default value is Optical for CWDM and DWDM pipes.

ParentPipe

The name of the parent pipe. Note: This is required for creating child pipes only.

StartingWavelength

The starting wavelength for the CWDM pipe.
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Table 4-29 (Cont.) Column Headers in the Pipes Worksheet

Column Header Description
StartingFrequency The starting frequency for the DWDM pipe.
NumOfChannels Number of channels (child pipes) to be created.
AutoTermination The option to terminate a pipe automatically, after it is created.
Valid values:
« TRUE
 FALSE
Note: Auto-termination of a parent pipe does not terminate the associated child
pipes.
AEntityType The entity type for the A side of the pipe.
Valid values:

e PhysicalDevice

*  LogicalDevice

*  Equipment

e PhysicalPort

*  Devicelnterface

Note: Ignore this if AutoTermination is FALSE

ZEntityType The entity type for the Z side of the pipe.

Valid values:

*  PhysicalDevice

e LogicalDevice

*  Equipment

*  PhysicalPort

*  Devicelnterface

Note: Ignore this if AutoTermination is FALSE

AEntityld The entity ID for the A side of the pipe.
Note: Ignore this if AutoTermination is FALSE
ZEntityld The entity ID for the Z side of the pipe.

Note: Ignore this if AutoTermination is FALSE

AEntityName The entity name for the A side of the pipe.
Note: Ignore this if AutoTermination is FALSE

ZEntityName The entity name for the Z side of the pipe.
Note: Ignore this if AutoTermination is FALSE

Pipecharacteristic The characteristic name/value pair for the pipe. You can specify any number of
characteristics. You can add any number of columns for specifying multiple
characteristics for a pipe with the column name Pipecharacteristic.

Table 4-30 describes the columns defined for the Places worksheet tab.

Table 4-30 Column Header in the Places Worksheet

. ___________________________________________________________ |
Column Header Description

Action This column must have the value of CREATE.
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Table 4-30 (Cont.) Column Header in the Places Worksheet
|

Column Header Description

PlaceType Valid values:
e Address
e Address Range
e Location
* Site

Specification The specification to be used for creating places.

Name A generic name for the place.

Latitude The corresponding latitude of the place, which is between -90.0000 and 90.0000
decimal degrees.

Longitude The corresponding longitude of the place, which is between -180.0000 and
180.0000 decimal degrees.

Vertical The North American V & H system vertical coordinate with a positive or negative
numeric value.

Horizontal The North American V & H system horizontal coordinate with a positive or

negative numeric value.

PlaceCharacteristic

The characteristic name/value pair for the place. You can specify any nhumber of
characteristics. You can add any number of column headers for specifying
multiple characteristics for a place with the column name PlaceCharacteristic.

GridType

The type of the grid.

Valid values are:

* FIXED

* FLEX_GRID

This is a mandatory field for DWDM optical fiber.

FlexGridChannelSize

The Flex Grid channel size.

Table 4-31 describes the columns defined for the ConnectivityPipeEnablement worksheet

tab.

Table 4-31 Column Headers in the ConnectivityPipeEnablement Worksheet

Column Header Description
Action This column must have the value of CREATE.
TrailType The type of the trail you want to associate.
Valid values:
 Pipe
e Connectivity
TrailName The name or identifier of the pipe or connectivity that you want it to be enabled by
the pipe or connectivity mentioned in the TDMFacility column.
TDMFacility The name or identifier of the pipe or connectivity with which you want to enable

the pipe or connectivity mentioned in the TrailName column.
You should provide the values in this column as follows:

*  For pipe, enter Pipe=<pipe name>

*  For connectivity, enter Connectivity=<connectivity identifier>

Table 4-32 describes the columns defined for the Party worksheet tab.
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Table 4-32 Column Headers in the Party Worksheet
|

Column Header Description

Action This column must have CREATE value.

Name Name of the Party Entity.

Specification Specification of the Party Entity.

Characteristic The characteristic name/value pair per cell for the Party entities you create. You

can specify any number of characteristics. You can add any number of column
headers for specifying multiple characteristics for an entity. For example,
Characteristicl, Characteristic2,......CharacteristicN.

Valid format: Characteristicl=value,
Characteristic2=value,....CharacteristicN=value.

Table 4-33 describes the columns defined for the AssociateParty worksheet tab.

Table 4-33 Column Headers in the AssociateParty Worksheet

Column Header Description
Action This column must have CREATE value.
Party Name of the Party Entity to be associated.
PartySpecification Specification of the Party Entity to be associated.
Role Party Role with which the Party should be associated to the Entity. If this role
does not exist, it will be created.
EntityType Type of Entity to which the Party should be associated.
The valid values are:
* LOGICALDEVICE
. EQUIPMENT
PHYSICALDEVICE
e CONNECTIVITY
- PIPE
EntityName Name of the Entity to which the Party is to be associated.

RoleCharacteristic

The characteristic name/value pair per cell for the Party Role entities to be
created during Party association.

Note: This value will only be used when the given Party Role does not exist and
is being created.

You can specify any number of characteristics. You can add any number of
column headers for specifying multiple characteristics for an entity. For
example,RoleCharacteristicl, RoleCharacteristic2,...... RoleCharacteristic3.

Valid format: RoleCharacteristicl=value,
RoleCharacteristic2=value,....RoleCharacteristicN=value.

Configuring Rest API

The configurations for REST APIs are defined in restapplication.properties located in
<domain_home>\UIM\config. The following table lists the properties that can be configured in
restapplication.properties:
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Table 4-34 Properties in the restapplication.properties File

e
Property Description

uim.rest.contextRoot The property defines the context root for the REST API war file in
Inventory.ear. To change the context root in Rest APl URL, modify the
value of this property. The default value is InventoryRSOpenAPI.

ui mrest. cont ext Root =I nvent or yRSCpenAPI

Example of URL change point:

<PROTOCOL>: / | <HOST>: <PORT>/ <CONTEXTROOT>/
servi cel nvent oryManagenent/v3/ servi ce
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Improving Unified Inventory Management
Performance

This chapter describes ways to improve Oracle Communications Unified Inventory
Management (UIM) performance.

Improving Performance of Searches That Include Characteristics

You can add characteristics to search criteria in UIM. For example, if your inventory includes
Logical Device entities based on specifications that have a characteristic called Service
Provider Name, you can add that characteristic to a logical device search. See "About Unified
Inventory Management" in UIM Concepts and "About UIM" in UIM Online Help for more
information about adding characteristics to searches.

If you regularly include four or more characteristics in an entity search such as Telephone
Number, Logical Device, or Place, you can change properties in the system-
config.properties file to improve performance. You must also run scripts to support the
database changes for this feature.

/\ Caution

Once you run these database scripts for the performance improvement, you cannot
revert the system changes back to its original state. Also, if you enable this feature for
individual entities, the SQL script content must be altered to address only those
entities.

Making Changes to the system-config.properties File

You can change the setting for all entity types or for a selection of entity types.
To improve characteristic search performance and enable this feature:

1. Navigate to UIM_Homelconfig.

2. Open the system-config.properties file.

3. Setthe inv.extendedCharSearchEnabled property to true.
4. Do one of the following:

* To enable the extended search feature for all entity types, set the
inv.extendedCharSearchEnabledForAll property to true.

* To enable the extended search feature for a selection of entity types, set the
inv.extendedCharSearchEnabledForAll property to false and add sequentially
numbered properties for the entities you want. For example:

i nv. ext endedChar Sear chEnabl edEnti ti es. 1=Tel ephoneNunber
i nv. ext endedChar Sear chEnabl edEnti ti es. 2=Logi cal Devi ce
i nv. ext endedChar Sear chEnabl edEnt i ti es. 3=Geogr aphi cPl ace
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@® Note

If you chose the option to specify one or more specific entities, some scripts
need to be altered to apply changes only to the desired entities.

If you provided specific entities in the system-config.properties file, such as Logical
Devices, you need to evaluate the contents of the following scripts and alter them to only
apply to the entities you specified:

e temp_dir_schemalsqlscripts/B23314430.sql
e temp_dir_schemalsqlscripts/B23318206.sql
e temp_dir_schemalsqlscripts/B23541213.sql

Save and close the system-config.properties file.

Making Changes to the Database Schema

To improve characteristic search performance, you must perform the following database

changes:

1. Back up the UIM database. See "Database Backup and Restore" for more information.

2. Ensure that you have database modification level privileges.

3. Create two temporary directories, temp_dir and temp_dir_schema.

4. Download the UIM software for your operating system from the Oracle software delivery
website and save it to temp_dir.

5. From the downloaded ZIP file, extract the ora_uim_dbtools.jar file into temp_dir_schema.

6. Inthe temp_dir_schema directory, open the ora_uim_dbtools.jar file and extract all the
contents into temp_dir_schema. You can ignore the additional files in this jar. They are
used in the upgrade process of the database.

7. The scripts for this feature default to enabling this feature for all entities. If you provided
specific entities in the system-config.properties file, such as Logical Devices, you need
to evaluate the contents of the following scripts and alter them to only apply to the entities
you specified:

o temp_dir_schemalsqlscripts/B23314430.sql
e temp_dir_schemalsqlscripts/B23318206.sql
e temp_dir_schemalsqlscripts/B23541213.sql

8. Open a command line window and login to SQL*Plus for the desired database. Run the
following SQL scripts providing the full path of the files. For example, use the
@scriptFileName command where scriptFileName is the full path and name of the file.

e temp_dir_schemalprocsICREATE_CHAR_EXT_TABLE.sql
o temp_dir_schemalsqlscripts/B23314430.sql
e temp_dir_schemalsqlscripts/B23318206.sql
e temp_dir_schemalsqlscripts/B23541213.sql
9. (Optional) To verify that these scripts ran successfully, you can verify that the UIM schema

includes the following elements:

* Atable named CHARACTERTICS_TABLE_MAPPING
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e A procedure named CREATE_CHAR_EXT_TABLE
e Atrigger named ADD_CHAR_COLUMN_TRIGGER

Verifying Areas When this Feature is Enabled

There are a few area that you need to verify if this feature is enabled. Ensure you review the
following areas if you reference characteristic tables directly:

- Determine if there is any impact to custom database queries in custom code such as
cartridges and web services.

- Determine if there is any impact to areas where there is direct database access.

Configuring a Shared Index Directory

For muiltiserver deployment environments (including configurations for multiple single servers,
administration/managed servers, and administration/clustered servers), you must deploy a
common shared storage, such as a storage area network, for all UIM WebLogic application
servers. Without a storage area network, results may vary on different servers because some
servers may have different domains.

Changing the Logging Level
UIM is using log4j for the logging services. For details on log4j, refer to:

https:/ /| oggi ng. apache. or g/ 1 0g4j /2. x/ manual /

The logging level is defined in the loggingconfig.xml file.

The file is located in UIM_Homelconfig.

Appender Configuration

Three default appenders are supplied by default:

e Stdout
Console Appender - used to log messages to the standard output
e rollingFile

Rolling File Appender - used to log messages to the rolling file UIM_Homellogsl/
WebLogic_Name_uim.log

The following is an example of the layout of the appender log message:

%d{yyyy-MM-dd HH:mm:ss,SSS} %-5p [%X{userName}] ["%X{requestSession}] [%c{1}]
%m%n

where:
o %d{yyyy-MM-dd HH:mm:ss,SSS}

is the Date in the format yyyy-MM-dd HH:mm:ss,SSS
e 9%-5p

is the priority of the logging event

* 9% X{userName}
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is the user name associated with the thread that generated the logging event
*  %X{requestSession}

is the session ID associated with the thread that generated the logging event. Note that the
requestSession is not included by default. The layout value needs to be modified to add
the requestSession.

.« %c{1}

is the category of the logging event with the precision specifier (ie: the decimal constant
in brackets). The precision specifier corresponds to the right most components of the
category name. For example, for the category name
oracle.communications.inventory.techpack.video.impl.VideoManagerimpl the pattern %c{1}
outputs VideoManagerimpl.

e 9%m

is the application supplied message associated with the logging event. For example:
[INV-801005] No subscriber is associated to the service.

*  %n
is the platform dependent line separator character or characters

For all parameters, see:

https:/ /1 oggi ng. apache. org/ 1 0g4j /2. x/ manual /| ayout s. ht m #Pat t er nLayout

This is a localized logging output message example:

2016-01-03 15:20:22,087 ERROR [uimuser1] [VideoManagerimpl] [INV-801005] No subscriber
is associated to the service.

It is possible to filter the logging messages by the UIM user. To enable the UIM user filter, we
need to add the following element to the default appender:

<Cont ext MapFi | ter onMat ch="ACCEPT" onM smat ch="NEUTRAL" operator="or">
<KeyVal uePai r key="user Name" val ue=""/>
</ Cont ext MapFi | t er>

The filter is already available, but commented out, in the default appender. To enable the UIM
user filter, we can uncomment the filter and add a value to the userName parameter. For
example:

<Cont ext MapFi | t er onMat ch="ACCEPT" onM smat ch="NEUTRAL" operator="or">
<KeyVal uePai r key="userNane" val ue="Justin"/>
</ Cont ext MapFi I t er >

We can list multiple users in the filter by repeating the param element. For example:

<Cont ext MapFi | ter onMat ch="ACCEPT" onM smat ch="NEUTRAL" operator="or">
<KeyVal uePai r key="userNane" val ue="Lili-Mi"/>
<KeyVal uePai r key="user Nane" val ue="Marilou"/>
<KeyVal uePai r key="user Nane" val ue="Ramesh"/>

</ Cont ext MapFi | t er>

Logger Configuration

By default the root logger is set to error and logs the messages to the standard output and the
UIM rolling file:
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<Root |evel ="error">
<Appender Ref ref="rollingFile"/>
</ Root >

Logger levels can be configured. The set of possible levels are (in the order message logging
rank):

e all: Lowest possible rank and is intended to turn on all logging

e trace: Finer-grained informational events than the debug

« debug: Fine-grained informational events that are most useful to debug an application

< info: Informational messages that highlight the progress of the application at coarse-
grained level

e warn: Potentially harmful situations

e error: Error events that might still allow the application to continue running
- fatal: Very severe error events that presumably lead the application to quit
« off: Highest possible rank and is intended to turn off logging

Several application loggers are also pre-configured in the loggingconfig.xml file. Additional
ones may be added as needed. For example, if the root logger level is set to error, but we
would like to set a UIM technology pack package logger level to debug, then we would add the
following to the loggingconfig.xml:

<Logger name="oracl e. communi cations.inventory.techpack" additivity="fal se"
| evel ="debug" >
<Appender Ref ref="rollingFile"/>

</ Logger >

® Note
Appender Additivity

The output of a log statement of logger C goes to all the appenders in C and its
ancestors. This is the meaning of the term appender additivity.

However, if an ancestor of logger C, say P, has the additivity flag set to false, then C's
output is directed to all the appenders in C and its ancestors up to and including P but
not the appenders in any of the ancestors of P.

Loggers have their additivity flag set to true by default.

Source: http://10qggi ng. apache. org/l 0g4j /2. x/ manual /i ndex. ht
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Connecting debugger to UIM

@ Tip

To enable debug logging for the UIM Ruleset Extension Point Framework, you can add
the following to the loggingconfig.xml file:

<Logger nanme="Rul eSet Logger" additivity="fal se" |evel ="debug">
<Appender Ref ref="stdout"/>
<Appender Ref ref="rollingFile"/>

</ Logger >

If you add the above, then you can comment out or remove the logger for
oracle.communications.inventory.extensibility.rules.impl. It is redundant because
debug level is enable on its parent package.

If we need to connect a debugger to the UIM WebLogic server, then we would need to edit the
file Domain_Homelbinl/setUIMEnv.sh and add the following string to the USER_MEM_ARGS
variable:

"-Xdebug - Xnoagent -Xrunjdwp:transport=dt_socket, address=1234, server =y, suspend=n -
Dj ava. conpi | er =NONE"
Example 5-1 USER_MEM_ARGS Before the Change

USER_MEM ARGS="- Xnms1024m - Xmx3000m - Xm850m - XX: MaxPer nfSi ze=1024m - Xrs -
XX: +HeapDunpOnQut OF Menor yError - XX: +UseConcMar kSweepGC - XX: +CMSA assUnl oadi ngEnabl ed -
XX: +CMBPer nGenSweepi ngEnabl ed”

Example 5-2 USER_MEM_ARGS After the Change

USER_MEM ARGS="- Xn51024m - Xnx3000m - Xm850m - XX: MaxPer nSi ze=1024m - Xrs -

XX: +HeapDumpOnQut OF Menor yError - XX: +UseConcMar kSweepGC - XX: +CMBC assUnl oadi ngEnabl ed -
XX: +CVBPer nGenSweepi ngEnabl ed - Xdebug - Xnoagent -

Xrunj dwp: transport =dt _socket, address=1234, server =y, suspend=n - Dj ava. conpi | er =NONE"

You can adjust the port by changing address=1234.

Enabling SQL and Other EclipseLink Logging

To enable SQL and other EclipseLink logging, perform the following:

1. Open a command window.

2. Navigate to the MW_Homeloracle_common/common/bin directory.

3. Start the WebLogic Scripting Tool (WLST) using the following command:
./wst.sh

4. Connect to the server on which you want to change the logging level, use the following
command:

connect(userid,password, 't3://hostname:port’)
5. Go to Custom settings using the following command:

custon()
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@® Note

‘custom()’ can take a while to process, approximately 5 minutes or more.

6. Go to TopLink using the following command:
cd(' TopLi nk')
7. List the sessions at this level using the following command:

I's()

@ Note

The following is an example of a TopLink session:

‘TopLink:Name=Session(file/share/uimcluster/domains/clusterUim 720b1357/
servers/uim_ms1/tmp/_WL_user/ oracle.communications.inventory/b0t675/APP-
INF/lib/uim-entities.jar_default'

8. Copy the session and go to that session using the following command:
cd(' session')

9. Change the EclipseLink logging level using the following command:
set (' Current Ecli pseLi nkLogLevel ', newLevel )

EclipseLink provides nine logging levels, refer to Table 5-1 for a list of the different logging
levels and a brief description of each.

Table 5-1 EclipseLink Logging Levels
e

Level Description

OFF This setting disables the generation of the log output. You may want to set logging to OFF during
production to avoid the overhead of logging.

SEVERE This level enables the reporting of failure cases only. Usually, if the failure occurs, the application stops.

WARNING This level enables the logging of issues that have a potential to cause problems. For example, a setting

that is picked by the application and not by the user.

INFO This level enables the standard output. The contents of this output are very limited. It is the default logging
level if a logging level is not set.

CONFIG This level enables the logging of such configuration details as your database login information and some
metadata information. You may want to use the CONFIG log level at deployment time.

FINE This level enables the logging of the first level of the debugging information and SQL. You may want to use
this log level during debugging and testing, but not at production.

FINER This level enables logging of more debugging information than the FINE setting. For example, the
transaction information is logged at this level. You may want to use this log level during debugging and
testing, but not at production.

FINEST This level enables the logging of more debugging information than the FINER setting, such as a very
detailed information about certain features (for example, sequencing). You may want to use this log level
during debugging and testing, but not at production.

ALL This level currently logs at the same level as FINEST.

10. To enable SQL logging, use the following command:

System Administrator's Guide
G50244-01 April 28, 2026
Copyright © 2012, 2026, Oracle and/or its affiliates. Page 7 of 60



ORACLE Chapter 5
Updating the System Configuration Files

set (' Current Ecl i pseLi nkLogLevel ', FI NE")

Updating the System Configuration Files

You use files to control many aspects of UIM performance and configuration. These system
configuration files are located in UIM_Homelconfig. Each file includes properties for which you
can set values.

This section includes reference information and examples for the following configuration files:

» config-reload.properties. See "Controlling Automatic Inventory Reloading".

¢ consumer.properties. See "Controlling Entity Consumption"”.

¢ inventoryBulkProcess.properties. See "Controlling Bulk Operations".

* importEntity.properties. See "Defining Column Headers in Spreadsheets for Importing
Entities".

* inventorylmport.properties. See "Defining Column Headers in Spreadsheets for
Importing Entities in Bulk".

« reference.properties. See "Controlling Reference Properties".

« ruleProcess.properties. See "Controlling the Work Manager".

« system-config.properties. See "Setting System Properties".

e timers.properties. See "Controlling System Timer Events".

e telephoneNumberBulk.properties. See "Controlling Ported-In Telephone Number
Consumption".

« topologyProcess.properties. See "Controlling Topology".

- outageReport.properties. See "Monitoring Outage Impacts".

Controlling Automatic Inventory Reloading

You use the config-reload.properties file to control automatic inventory reloading.

Table 5-2 lists and describes the properties in the file.

Table 5-2 Properties in the config-reload.properties file

|
Property Description

inventory.auto.reload.enable | This property enables and disables the automatic reloading of system configuration
d properties.

The default value is true. For example:

i nventory. aut o. rel oad. enabl ed=true

inventory.auto.reload.interva | This property sets the reload interval in milliseconds.
I The default value is 3000 milliseconds. For example:

i nventory. auto. rel oad. i nterval =3000
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Controlling Entity Consumption

You use the consumer.properties file to control entity consumption. The tn.* properties
pertain to the telephone number aging process and the telephone number lifecycle process.

Table 5-3 lists and describes the properties in the consumer.properties file.

Table 5-3 Properties in the consumer.properties file

Property

Description

consumer.resourcesWithQuaran
tinePeriod.1

consumer.resourcesWithQuaran
tinePeriod.2

consumer.resourcesWithQuaran
tinePeriod.3

consumer.resourcesWithQuaran
tinePeriod.4

These properties assign the Quarantine Periods for the corresponding entities.

For example:

consumer . resour cesWt hQuar anti nePeri od. 1= Tel ephoneNunber
consuner. resour cesWt hQuar anti nePeri od. 2= | PSubnet
consuner. resourcesWt hQuarantinePeriod. 3= | Pv4Address
consuner. resourcesWt hQuaranti nePeriod. 4= | Pv6Addr ess

deleteReservation.batchsize

This property controls the number of expired reservation records to be deleted for each
execution of the Cleanup Expired Reservation timer process.

The default value is 1000 records. For example:

del et eReservati on. bat chSi ze=1000

tn.defaultDisconnectedStateExp
iry

This property controls the expiration period for transitioning telephone number
assignment states from Disconnected to Transitional state.

The default value is 30 days. For example:

tn. defaul t Di sconnect edSt at eExpi ry=30

tn.enableTNDeletion

This property controls whether telephone numbers that are not consumed but were
previously assigned to services can be deleted. When the property is absent (the
default) or set to false, these telephone numbers cannot be deleted. When set to true,
they can be deleted.

For example:

tn. enabl eTNDel eti on= fal se

tn.defaultTransitionalStateExpiry

This property controls the expiration period for transitioning telephone number
assignment states from Transitional to Unassigned.

The default value is 30 days. For example:

tn.defaul t Transi ti onal St at eExpi ry=30

tn.portabilityCharacteristicName

This property specifies the telephone number characteristic that is used in portability
logic.
The default value is tnType. For example:

tn.portabilityCharacteristicNane=t nType

tn.recallTNSearchResultsLimit

This property controls the number of telephone number assignment records selected
for the TN Aging and Recall Timer process.

The default value is 500. For example:

tn.recal | TNSear chResul t sLi m t =500
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Table 5-3 (Cont.) Properties in the consumer.properties file

Property

Description

tn.winbackCharacteristicName

This property specifies the telephone number characteristic used in winback
(stealback) logic.

The default value is winback. For example:

tn. wi nbackChar act eri sti cName=wi nback

tn.defaultTransitionalState ExpiryFo
rSnapback

This property specifies the aging period (for Transitional status) for a Ported telephone
number in a snapback scenario. This value is the number of days it will remain in
Transitional status before moving to Unassigned.

The default value is 0. For example:

tn.defaul t Transi ti onal St at eExpi r yFor Snapback=0

Controlling Bulk Operations

You use the inventoryBulkProcess.properties file to control the bulk operations in UIM.

Table 5-4 lists and describes the properties in the file.

Table 5-4 Properties in the inventoryBulkProcess.properties File

Property

Description

chunkSizelnThread

This property defines the number of entities that you want processed in
a thread bulk operation. A larger number of chunks per transaction
means that fewer transactions are required to process the bulk
operation.

For example:

chunkSi zel nThr ead=50

chunkSizelnThreadForAddEdges

This property defines the number of connectivity edges that you want to
process in a thread in bulk operation.

For example:

chunkSi zel nThr eadFor AddEdges=1

MANAGED_EXECUTOR_SERVICE_NAME

This property setting is specifies the managed executor service name.
For example:

MANAGED EXECUTOR SERVI CE_NAME=i nvent or yMVES

MANAGED_EXECUTOR_SERVICE_JNDI

This property is a setting only for WebLogic.
For example:

MANAGED EXECUTOR_SERVI CE_JNDI =j ava: conp/ env/ i nvent or yMES
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Defining Column Headers in Spreadsheets for Importing Entities

You use the importEntity.properties files to specify entity information in column headers in
spreadsheets that enable you to import entities into UIM to process telephone number bulk

operations.

Example 5-3 shows the UIM_HomelconfiglimportEntity.properties file, which defines column

headers for the different spreadsheets that you use to import entities into UIM to process
telephone number bulk operations.

Example 5-3 importEntity.properties File

#SHEET NAMES

i mportentity.tn.sheet Nane=Tel ephoneNunber

importentity.tnsa.

sheet Name=TNSer vi ceAssi gnnment

i mportentity.simsheet Name=SI M

importentity.insi.

sheet Name=I MBI

i mportentity.simvappi ng. sheet Name=Si nivappi ng

#Tel ephoneNunmber SHEET COLUWMN HEADERS
importentity.tn.action=action
importentity.tn.id=tel ephoneNunber
importentity.tn.specification=specification
importentity.tn.description=description
importentity.tn.characteristic=characteristic

#TNSer vi ceAssi gnment  SHEET COLUWMN HEADERS

i mportentity.tnsa.
i mportentity.tnsa.
i mportentity.tnsa.
i mportentity.tnsa.
i mportentity.tnsa.
i mportentity.tnsa.
i mportentity.tnsa.

#SI M SHEET COLUWN

action=action

t nl d=t el ephoneNunber

servi ceSpeci fication=servi ceSpecification

servi ceNane=ser vi ceName

servi ceConfigurationSpecification=servi ceConfigurationSpecification
servi ceDescri ption=servi ceDescription
serviceCharacteristic=serviceCharacteristic

HEADERS

importentity.simaction=action

i mportentity.si mnane=nane
importentity.simspecification=specification

i mportentity.simdescription=description
importentity.simcharacteristic=characteristic

i mportentity.simdeviceldentifier=deviceldentifier
i mportentity.simnetworkLocation=networkLocation

#l M5l SHEET COLUWN HEADERS

importentity.i
importentity.i
importentity.i
importentity.insi
importentity.i
importentity.i
importentity.i

#Si mVappi ng SHEET

.action=action

. nane=nane

.speci fication=specification
.descri ption=description
.characteristic=characteristic
. si MName=SI MNanme

.simd=SIMd

COLUWN HEADERS

i mportentity.simvappi ng. acti on=acti on

i mportentity. simvappi ng. msi sdn=Ms| SDN

i mportentity. simvappi ng. si mMNane=S| MNane

i mportentity.simvapping. i nsi Name=l MSI Nane

#Specification for creating custominvol venents between SIM and MSI SDN
i mportentity. si mvappi ng. cust | nvSpecNane=Pr econfi gur eSpec
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#Fi | eUpl oad content types
importentity.fileUpl oadWiteListM meTypes=appli cation/vnd. openxni for mat s-
of fi cedocunent . spreadsheet nl . sheet

Table 5-5 describes the columns defined for the TelephoneNumber spreadsheet in the
importEntity.properties file.

Table 5-5 TelephoneNumber Spreadsheet Column Headers

Column Header

Description

action

This column must have one of the following values:

e Port In: Creates multiple ported-in telephone numbers.

e Port Out: Transitions multiple port-out telephone numbers.

*  Snapback: Transitions multiple snapback telephone numbers.
*  Winback: Transitions multiple snapback telephone numbers.

telephoneNumber

The telephone numbers that you want to create or transition.

specification

The Telephone Number specification.

description

When creating entities in bulk, all telephone numbers are created with the same name.
Specifying a description is optional.

characteristic

Characteristic specifies the characteristic name/value pair per cell for the telephone number
entities you are creating. You can specify any number of characteristics.

Table 5-6 describes the columns defined for the TNServiceAssignment spreadsheet in the
importEntity.properties file.

Table 5-6 TNServiceAssignment Spreadsheet Column Headers

Column Header

Description

action

This column must have one of the following values:
*  Port In: Creates services and service configurations and assigns the ported-in
telephone numbers as configuration items to the service configurations of the services.

*  Winback: Creates services and service configurations and assigns the winback
telephone numbers as configuration items to the service configurations of the services.

telephoneNumber

The telephone numbers that you want to create/transition and assign.

serviceSpecification

The Service specification used to create the services.

serviceName

The name of the service that you want to create.

serviceConfigurationSpecific
ation

The Service Configuration specification used to create the service configurations.

serviceDescription

The description for the service.

serviceCharacteristic

Characteristic specifies the characteristic name/value pair per cell for the services you are
creating.

Table 5-7 describes the columns defined for the SIM spreadsheet in the
importEntity.properties file.

Table 5-7 SIM Spreadsheet Column Headers

Column Header

Description

action

This column must have the value CREATE.
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Table 5-7 (Cont.) SIM Spreadsheet Column Headers

Column Header

Description

name The name of the SIM (represented by logical device) that you are creating.
specification The specification used to create the SIM (logical device).
description The description for the SIM.

characteristic

Characteristic specifies the characteristic name/value pair per cell for the SIM that you are
creating. You can add any number of column headers named characteristic for specifying
multiple characteristics.

deviceldentifier

The device identifier of the SIM (logical device) associated with the network location.

networkLocation

The network location with which the SIM is associated.

Table 5-8 describes the columns defined for the IMSI spreadsheet in the
importEntity.properties file.

Table 5-8 IMSI Spreadsheet Column Headers

Column Header

Description

action This column must have the value CREATE.

name The name of the IMSI (represented by logical device account) that you are creating.
specification The specification used to create the IMSI (logical device account).

description The description for the IMSI.

characteristic

Characteristic specifies the characteristic name/value pair per cell for the IMSI that you are
creating. You can specify any number of characteristics. You can add any number of column
headers named characteristic for specifying multiple characteristics.

SIMName

The name of the SIM (logical device) that manages the IMSI that you are creating.

SIMId

The ID of the SIM that manages the IMSI that you are creating.

Table 5-9 describes the columns defined for the SimMapping spreadsheet in the
importEntity.properties file.

Table 5-9 SimMapping Spreadsheet Column Headers

Column Header Description

action This column must have the value ASSOCIATE.

MSISDN Specify the MSIDN (represented by telephone number) that you want to associate with the
SIM.

SIMName Specify the name of the SIM (represented by logical device) that you want to associate with

MSISDN and IMSI.

IMSIName Specify the name of the IMSI (represented by logical device account) that you want to
associate with the SIM.

Defining Column Headers in Spreadsheets for Importing Entities in Bulk

You use the inventoryimport.properties files to specify entity information in column headers
in spreadsheets that enable you to import entities into UIM to process the corresponding bulk
operations.
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Example 5-4 shows the UIM_Homelconfiglinventoryimport.properties file, which defines
column headers for the different spreadsheets that you use to import entities into UIM to
process the corresponding bulk operations. See "Importing Inventory Entities in Bulk" for
descriptions on each worksheet and the corresponding column headers.

Example 5-4

i nvent oryi nmport.
i nvent oryi nmport.

# SHEET NAMES

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

inventoryimport.properties File

con. di RowLockexpi ryTi me=30000
sequence. nunber . gener ati on. separ at or =:

| oc. sheet name=Locat i ons

nec. sheet nane=Net wor kEnt i t yCodes

pl ace. sheet nane=P| aces

assocPl ace. sheet nane=Associ at ePl ace

| d. sheet name=Logi cal Devi ces

pd. sheet name=Physi cal Devi ces

eq. sheet name=Equi pment s

devi cemappi ng. sheet nane=Devi ceMappi ngs
devi ce. sheet name=Devi ces

shel f. sheet nane=I nsert Shel f s

card. sheet name=I nsert Car ds

port map. sheet name=Por t Mappi ngs

con. sheet nane=Connectivities

pi pe. sheet name=Pi pes

connPi peEn. sheet name=Connect i vi t yPi peEnabl enent
nw. sheet nanme=Net wor ks

addcon. sheet nane=AddConnect i vi t yEdges
node. sheet nane=Net wor kNodes

edge. sheet nane=Net wor kEdges

t n. sheet nane=Tel ephoneNunber

t nsa. sheet nane=TNSer vi ceAssi gnment

si m sheet nanme=SI M

i msi . sheet nane=| M5

si mmappi ng. sheet name=Si mvappi ng

di . sheet name=AddI nt er f aces

port.sheet name=AddPorts

servi cecon. sheet name=Ser vi ceConnectivity
rol es. sheet name=AddRol es
removenode. sheet name=RenoveNodes
cusobj . sheet nane=Cust onbj ect s

| da. sheet nane=Logi cal Devi ceAccount

i g. sheet name=l nvent or yG oup

del et eent . sheet nane=Del et eEntity
entig. sheet name=Enti tyl GAssoci ati on
servi ce. sheet nane=Ser vi ces

sc. sheet name=Servi ceConf i gurati ons
party. sheet nanme=Party

associ ateparty. sheet nane=Associ at eParty

#Tel ephoneNunber SHEET COLUWN HEADERS

i nvent oryi nmport.
i nvent oryi nmport.
i nvent oryi nmport.
i nvent oryi nmport.
i nvent oryi nmport.
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#TNSer vi ceAssi gnment  SHEET COLUWMN HEADERS
i nventoryinport.tnsa.action=action
i nvent oryi nport.tnsa.tnld=tel ephoneNunber

i nventoryi nport.tnsa. serviceSpecification=serviceSpecification

i nventoryi nport.tnsa. servi ceName=servi ceNanme

i nventoryi nport.tnsa. serviceConfigurationSpecification=serviceConfigurationSpe

cification
i nventoryi nport.tnsa.serviceDescription=serviceDescription

i nventoryinport.tnsa. serviceCharacteristic=serviceCharacteristic

#SI M SHEET COLUWN HEADERS

i nvent oryi nport.simaction=action

nvent oryi nport. si m name=nane

nvent oryi nport. si mspecification=specification

nvent oryi nport. si mdescription=description
nventoryinport.simcharacteristic=characteristic
nventoryinport.simdevi celdentifier=deviceldentifier
nvent oryi nport. si m networ kLocat i on=net wor kLocat i on

#1 M5l SHEET COLUWN HEADERS

i nventoryinport.imsi.action=action

nvent oryi nport. i nsi . name=nane
nventoryinport.insi.specification=specification
nventoryinport.insi.description=description
nventoryinport.insi.characteristic=characteristic
nventoryi nport. i nsi.si nNanme=S| MNane
nventoryinmport.insi.simd=SIMd

#Si mvappi ng SHEET COLUWMN HEADERS

i nvent oryi nport. si mvappi ng. acti on=action

i nvent oryi nport. si mvappi ng. msi sdn=Msl SDN

i nvent oryi nport . si mvappi ng. si nName=SI MNane

i nvent oryi nport. si nvappi ng. i msi Nane=I M5l Nane

#LOCATI ON CREATI ON SHEET COLUWN HEADERS

i nventoryinport.loc.action=Action

nvent oryi nport. | oc. propertyname=PropertyNane
nventoryinport.loc.street=Street
nventoryinport.loc.city=Cty
nventoryinport.loc.state=State

nvent oryi nport. | oc. post al code=Post al Code

nvent oryinport. | oc. country=Country

nvent oryi nport. | oc. net wor kl ocat i oncode=Net wor kLocat i onCode
nventoryinport.loc. | ongitude=Longitude
nventoryinport.loc.|atitude=Latitude
nventoryinport. | oc. geocodeaddr ess=GeoCodeAddr ess
nventoryinport.loc.isnetworkl ocation=I sNetworkLocati on
nventoryinport.loc.isservicel ocation=lsServiceLocation
nvent oryi nmport. | oc. subar ea=SubAr ea

nventoryinport.loc. characteristic=LOCCharacteristics

#NETWORKENTI TYCODE CREATI ON SHEET COLUMN HEADERS

i nvent oryi nport.nec. action=Action

i nvent oryi nport. nec. net wor kl ocat i oncode=Net wor kLocat i onCode
i nvent oryi nport. nec. networ kentitycode=Net wor kEnt i t yCode

System Administrator's Guide

G50244-01

Copyright © 2012, 2026, Oracle and/or its affiliates.

April 28, 2026
Page 15 of 60



ORACLE

#PLACE HEADERS

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace
pl ace

Chapter 5
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action=Action

speci fication=Specification
pl aceType=Pl aceType
nanme=Nanme

latitude=Latitude

[ ongi t ude=Longi t ude
vertical =Vertica

hori zont al =Hor i zont al

Addr ess=Addr ess

Addr essRange=Addr essRange
Locati on=Locati on

Site=Site

pl aceCharacteri stic=Pl aceCharacteristic

#ASSOC| ATE PLACE HEADERS

#LOG CAL DEVI CE

nvent oryi nport
nvent oryi nport
nvent oryi nport
nvent oryi nport
nvent oryi nport
nvent oryi nport
nvent or yi nport
nvent oryi nport

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.
assocPl ace.

action=Action

pl aceNane=Pl aceNare

pl aceType=Pl aceType
entityType=EntityType
entityName=EntityNane

Addr ess=Addr ess

Addr essRange=Addr essRange
Locati on=Location

Site=Site

EQUI PMENT=Equi prrent

LOG CAL_DEVI CE= Logi cal Devi ce
PHYSI CAL_DEVI CE= Physi cal Devi ce
PROPERTY_LOCATI ON= PropertylLocation
NETWORK=Net wor k

COLUWN HEADERS

ld.
ld.
Jld.
Jld.
ld.
ld.
Jld.
ld.

action=Action

name=Nane

speci fication=Specification

net wor kl ocat i on=Net wor kLocat i on

net wor kent i t ycode=Net wor KEnt i t yCode
devi cei denti fier=Deviceldentifier
nat i veensname=Nat i veEMSName
characteristic=LDcharacteristic

#PHYSI CAL DEVI CE COLUMN HEADERS

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

.action=Action

. hame=Name

. speci fication=Specification

. net wor kl ocat i on=Net wor kLocat i on
. serial nunber =Seri al Nunber

. nati veemsnanme=Nat i veEMSNane
.characteristic=PDcharacteristic

#EQUI PMENT CCLUWN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
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eq.
eq.
eq.
eq.
eq.

action=Action

name=Nane

speci fication=Specification

net wor kl ocat i on=Net wor kLocat i on
seri al nunber =Seri al Nunber

April 28, 2026
Page 16 of 60



ORACLE

i nvent oryi nport.
i nvent oryi nport.

Chapter 5
Updating the System Configuration Files

eq. nat i veensnanme=Nat i veEVMSNane
eq. characteristic=EQharacteristic

#DEVI CE MAPPI NG COLUWN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.

devi cemappi ng. physi cal devi ce=Physi cal Devi ce
devi cemappi ng. | ogi cal devi ce=Logi cal Devi ce
devi cemappi ng. equi pment =Equi prent

#DEVICE CREATI ON COLUWN HEADERS

i nvent oryi nmport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

action=Action

name=Narme

devi cei dentifier=Deviceldentifier

| ogi cal devi cespeci fi cati on=Logi cal Devi ceSpeci fication
physi cal devi cespeci fi cati on=Physi cal Devi ceSpeci fi cation
equi prent speci fi cati on=Equi pment Speci fication

devi ce. net wor kl ocat i on=Net wor kLocat i on

devi ce. net wor kent i t ycode=Net wor KEnt i t yCode

devi ce. seri al nunber =Seri al Nunber

devi ce. nacaddr ess=MACAddr ess

devi ce. | ogi cal devi cenat i veensnanme=Logi cal Devi ceNat i veEMSNane
devi ce. physi cal devi cenat i veensname=Physi cal Devi ceNat i veEVMSNane
devi ce. equi prent nat i veemsname=Equi pnent Nat i veEMSNanme

devi ce. pdcharacteri stic=PDcharacteristic

device.l dcharacteristic=LDcharacteristic

devi ce. eqcharacteri stic=EQcharacteristic

devi ce
devi ce
devi ce
devi ce
devi ce
devi ce

#INSERT SHELF CREATI ON COLUWMN HEADERS

i nvent oryi nport

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

.shel f.action=Action

shel f. racknanme=RackNane

shel f. specification=Shel f Specification
shel f. nane=Shel f Nane

shel f. nati veenmsnane=Shel f Nat i veEMSNare
shel f. seri al nunber =Seri al Nunber

shel f. characteristic=Shel fCharacteristic

#INSERT CARD CREATI ON COLUMN HEADERS

i nvent oryi nmport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

card. action=Action

car d. shel f name=Shel f Name

card. speci ficati on=CardSpecification
card. sl ot =Sl ot

card. sl ot speci fi cati on=Sl ot Speci fication
card. nane=Name

card. nati veemsnanme=Car dNat i veEMSNane
card. abbrevi ati on=Abbrevi ati on

card. characteristic=CardCharacteristic

#PCRT MAPPI NGS COLUWN HEADERS
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i nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

port map. acti on=Action

port map. t ype=Type

port map. name=Namne

port map. portspeci ficati on=Port Specification

port map. por t name=Por t Nane

port map. portnativeemsnane=Port Nat i veEMSNane
portmap.interfacespecification=lnterfaceSpecification
port map. i nt er f acename=I nt er f aceNane
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i nvent oryi nport. port
i nvent oryi nport. port
i nvent oryi nport. port

Chapter 5
Updating the System Configuration Files

map. i nt er f acenat i veensnane=I nt er f aceNat i veEVMSNane
map. | dname=Logi cal Devi ceNane
map. quantity=Quantity

#DEVI CE | NTERFACE COLUWMN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.

di
di
di
di
di

di . action=Action

nterfacespecification=InterfaceSpecification
nt er f acename=I nt er f aceNane

. hati veemrsnane=l nt er f aceNat i veEMSNane

dname=Logi cal Devi ceName

.quantity=Quantity

#PORT COLUMN HEADERS

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

#CONNECTI VTY CREATE
i nventoryi nport.con
nvent oryi nmport. con
nvent oryi mport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi mport. con
nvent oryi nmport. con
nvent oryi mport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi mport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi nmport. con
nvent oryi mport. con
nvent oryi mport. con
nvent oryi mport. con

port.
port.
port.
port.
port.
port.
port.
port.

action=Action

type=Type

name=Nane

portspeci fication=Port Specification
port nane=Por t Name

nati veensnanme=Port Nat i veEMSNane
quantity=Quantity

port nunber =Por t Nunber

COLUWN HEADERS

action=Action

t echnol ogy=Technol ogy

speci fication=Specification

f or mat =For mat

al ocati on=ALocati on

zl ocation=ZLocati on

r at ecode=Rat eCode

over subscri ption=Cversubscri ption
function=Function
identifier=ldentifier
characteristic=Concharacteristic
aut ot ermi nati on=Aut oTermi nati on
f1 owt er m nati on=F| owTer m nati on
aut ot ermi nati on=Aut oTermi nati on
gapnmessage=GapMessage

adevi ce=ADevi ce

zdevi ce=ZDevi ce

adevi cei nterface=ADevi cel nterface
zdevi cei nterface=ZDevi cel nterface
gapnmessage=GapMessage
characteristic=Concharacteristic

#SERVI CE CONNECTI VTY CREATE COLUWN HEADERS

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
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Servi
Servi
Servi
Servi
Servi
Servi
Servi
Servi
Servi

action=Action

t echnol ogy=Technol ogy

speci fication=Specification
f or mat =For mat

al ocati on=ALocati on

zl ocation=ZLocati on

r at ecode=Rat ecode
function=Function
cir=Commi ttedl nfornationRat e

cecon.
cecon.
cecon.
cecon.
cecon.
cecon.
cecon.
cecon.
cecon.
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#Addi ti onal UN

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
NNl Connectivity Attributes

#Addi ti onal

nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

Serv
Serv
Serv
Serv
Serv
Serv
Serv
Serv
Serv
Serv
Serv
Serv

Conn
con.
con.
con.
con.
con.

Chapter 5
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i cecon. ni r=Max| nf or mati onRat e

i cecon. gapmessage=GapMessage

i cecon. rat ecode=Rat ecodes

i cecon. aut ot er mi nati on=Aut oTer nmi nati on
i cecon. fl owt ermi nati on=F| owt ernmi nati on
i cecon. al d=ADevi ce

i cecon. zl d=ZDevi ce

i cecon. aDl =ADevi cel nterface

i cecon. zDl =ZDevi cel nterface

i cecon. aut ot er mi nati on=Aut oTerni nati on
i cecon. fl owt ermi nati on=Fl owt ernmi nati on
i cecon. gapmessage=GapMessage

ectivity Attributes

servi cenul tipl exi ng=Servi ceMil ti pl exi ng
bundl i ng=Bundl i ng

al | t oonebundl i ng=Al | ToOneBundl i ng

val anbased=VLANBased
maxpvncount =MaxPacket Vi rt ual Net wor kCount

i nvent oryi nport. con.internetwork=lnternetwork

#Addi ti onal

ENNI Connectivity Attributes

i nvent oryi nport. con. ot herservi ceprovi der name=Qt her Ser vi ceProvi der
i nvent oryi nport. con. ot her provi der denar cat i onpoi nt =C her Provi der Demar cat i onPoi n

t

i nvent oryi nport. con. expr Rat eCode=Expr essToRat eCode
i nvent oryi nport. con. conpl et edesi gnver si on=Conpl et eDesi gnVer si on

#PlI PE CREATE COLUWN HEADERS
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nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
pi pe.
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action=Action

speci fication=Specification

name=Nane

aut ot er mi nat i on=Aut oTer ni nati on

medi uneMedi um

transm ssi onSi gnal Type=Tr ansmi ssi onSi gnal Type
par ent Pi pe=Par ent Pi pe
startingWavel engt h=Starti ng\Wavel engt h
startingFrequency=StartingFrequency
nunf Channel s=NunOf Channel s
gridType=Gi dType

fl exGri dChannel Si ze=Fl exG i dChannel Si ze
aEntityType=AEntityType
ZEntityType=ZEntityType
aEntityld=AEntityld
zEntityld=ZEntityld
aEntityNane=AEntit yName

zEnti tyNane=ZEnti t yName

aDi Spec=ADi Speci fication

zDi Spec=ZDi Speci fication

aPor t Spec=APor t Speci fi cati on

zPor t Spec=ZPort Speci fi cati on
characteristic=Pi pecharacteristic
EQUI PMENT=Equi prent

LOG CAL_DEVI CE= Logi cal Devi ce

PHYSI CAL_DEVI CE= Physi cal Devi ce
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i nvent oryi nport. pi pe. DEVI CE_| NTERFACE= Devi cel nterface
i nvent oryi nport. pi pe. PHYSI CAL_PORT= Physi cal Port

#PI PE CONNECTI VI TY ENABLE COLUWN HEADERS
i nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.
connPi peEn.

# Network COLUWN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.

nw. ac

tion=Action

nw. narme=Net wor kNare
nw. speci fi cati on=Net wor kSpeci fication
nw. t opol ogy=Topol ogy

nw. characteri sti c=NWCharacteristic

# ADD Networ k NODES COLUWMN HEADERS

i nvent oryi nport
i nvent oryi nport
i nvent oryi nport
i nvent oryi nport

. hode.

. node. nwnanme=Net wor kNamne
.node. entitytype=EntityType
.node. entityname=EntityNane

action=Action

# Add Connectivity Edges to Network

i nvent oryi nport
i nvent oryi nport
i nvent oryi nport
i nvent oryi nport

# ADD Network EDGES CUCOLUWN HEADERS
i nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.
nvent oryi nport.

# ADD Rol es

i nvent oryi nport
i nvent oryi nport
i nvent oryi nport
i nvent oryi nport
i nvent oryi nport

# REMOVE Nodes
i nvent oryi nport
i nvent oryi nport
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.addcon. acti on=Action

. addcon. nwname=Net wor kNarre
.addcon. entitytype=EntityType
.addcon. enti tyname=EntityNane

edge.
edge.
edge.
edge.
edge.
edge.
edge.
edge.

.roles
.roles
.roles
.roles
.roles

.removenode. acti on=Acti on
. removenode. nwnane=Net wor kNanme
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action=Action

nwnane=Net wor kNane
entitytype=EntityType
entityname=EntityName
frommode=Fr omNode

t onode=ToNode

fronsubnet wor k=Fr onSubNet wor k
t osubnet wor k=ToSubNet wor k

.action=Action
.rol e=Rol e

. ent name=Ent i t yName
.enttype=EntityType
.characteristic=Rol eCharacteristic

action=Action

trail Type=Trail Type

trai |l Name=Trai | Name
TDMFaci | i ty=TDMFaci l ity

pi pe=Pi pe

connectivity=Connectivity

fi ber Channel =Fi ber Channe

channel Fr equency=Channel Fr equency

pat hl ndex=Pat hl ndex

virtual Term nation=Virtual Term nation
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# ADD CUSTOM OBJECTS COLUMN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.

# ADD | NVENTORY

cusobj . acti on=Action

cusobj . nane=Nane

cusobj . spec=Speci fication

cusobj . characteristic=COCharacteristic

CGROUP COLUWN HEADERS

i nventoryinport.ig.action=Action

i nventoryinport.ig. name=Name

i nventoryi nport.ig.spec=Specification
inventoryinport.ig.characteristic=lGCharacteristic

# ENTITY | G ASSOCI ATI ON COLUWN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.

entig.action=Action

enti g. name=Nare
entig.enttype=EntityType
entig. ent name=Entit yNane

# ADD LOG CAL DEVI CE ACCOUNT CCOLUWN HEADERS

i nventoryinport.|da.action=Action

i nvent oryi nport.| da. name=Nane

i nventoryi nport.|da. spec=Specification

i nventoryi nport.|da.l dname=Logi cal Devi ceNanme
inventoryinport.|da.characteristic=LDACharacteristic

# REMOVE Nodes
i nvent oryi nport.renovenode. acti on=Acti on
i nvent oryi nport . renovenode. nwnane=Net wor kNane

# Party COLUWN HEADERS

i nvent oryi nport. party. name=Nane

i nventoryi nport. party.specification=Specification
inventoryinport. party.characteristic=Characteristic

# Associate Party COLUWN HEADERS

i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.
i nvent oryi nport.

# DELETE ENTITY
i nvent oryi nport.

associ ateparty
associ ateparty
associ ateparty
associ ateparty
associ ateparty
associ ateparty

COLUWN HEADERS

nanme=Party

speci fication=PartySpecification

rol e=Rol e

entityType=EntityType
entityName=EntityNane

rol e.characteristic=Rol eCharacteristic

del et eent . acti on=Action

i nvent oryi nport. del et eent. ent nane=Enti t yName
i nvent oryi nport. del eteent.enttype=EntityType

# ENTITY | G ASSOCI ATI ON COLUWN HEADERS
inventoryinport.entig.action=Action

i nventoryi nport.entig. name=Nane
inventoryinport.entig.enttype=EntityType
i nventoryinport.entig.entname=EntityName

#Specification for creating custominvolvenents between SIMand MSI SDN
i nvent oryi nport. si mvappi ng. cust | nvSpecNanme=Pr econf i gur eSpec
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#Fi | eUpl oad content types

Chapter 5
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inventoryinport.fileUpl oadWiteListM nmeTypes=application/vnd. openxm f or mat s-
of fi cedocument . spreadsheet n . sheet

#SERVI CE COLUWN HEADERS

i nventoryi nport.service.action=Action

i nvent oryi nport. servi ce. name=Nane

i nventoryi nport. service. specification=Specification

i nventoryinport.service.characteristic=Characteristic

#SERVI CE CONFI G COLUWN HEADERS

Controlling Reference Properties

nvent oryi nport. sc. acti on=Action

nvent oryi nport . sc. nanme=Nane

nvent oryi nport. sc. speci fi cati on=Specification
nventoryi nport. sc.itemane=lt enNane

nventoryinport. sc.itenresource=ltenResource

nvent oryi nport.sc.itenresourcetype=IltenResourceType
nventoryinport.sc.itemaction=ltemAction

nvent oryi nport. sc. conpl et econfi g=Conpl et eConfi gurati on

You use the reference.properties file to control referenced properties.

Table 5-10 lists and describes the properties in the file. The properties are listed in order by

entity type.

Table 5-10 Properties in the reference. properties file

Property

Description

AllowCancelReferencedBusinessinteraction

This property controls the cancellation of referenced business
interactions.

The default value is true. For example:

Al | owCancel Ref er encedBusi nessl nt eracti on=true

AllowDeactivateReferencedCustomNetworkAdrr
ess

This property controls the deactivation of referenced custom network
addresses.

The default value is false. For example:

Al | owDeact i vat eRef er encedCust oniNet wor kAddr ess=f al se

AllowDeactivateReferencedCustomObject

This property controls the deactivation of referenced custom object
property.
The default value is false. For example:

Al | owDeact i vat eRef er encedCust onbj ect =f al se

AllowDeactivateReferencedEquipment

This property controls the deactivation of referenced equipment.
The default value is false. For example:

Al | owDeact i vat eRef er encedEqui pnent =f al se

System Administrator's Guide
G50244-01
Copyright © 2012, 2026, Oracle and/or its affiliates.

April 28, 2026
Page 22 of 60



ORACLE’

Chapter 5
Updating the System Configuration Files

Table 5-10 (Cont.) Properties in the reference. properties file

Property

Description

AllowedDeactivateReferencedLogialDevice

This property controls the deactivation of referenced logical devices.
The default value is false. For example:

Al | owDeact i vat eRef er encedLogi cal Devi ce=f al se

AllowDeactivateReferencedLogialDeviceAccount

This property controls the deactivation of referenced logical device
accounts.

The default value is false. For example:

Al | owDeact i vat eRef er encedLogi cal Devi ceAccount =f al se

AllowDeactivateReferencedNetwork

This property controls the deactivation of referenced networks.
The default value is false. For example:

Al | owDeact i vat eRef er encedNet wor k=f al se

AllowDeactivateReferencedPhysicalDevice

This property controls the deactivation of referenced physical devices.
The default value is false. For example:

Al | owDeact i vat eRef er encedPhysi cal Devi ce=f al se

AllowDeactivateReferencedPipe

This property controls the deactivation of referenced pipes.
The default value is false. For example:

Al | owDeact i vat eRef er encedPi pe=f al se

AllowSuspendReferencedService

This property controls the suspension of referenced services.
The default value is true. For example:

Al | owSuspendRef er encedSer vi ce=true

AllowDisconnectReferencedService

This property controls the disconnect of referenced services.
The default value is true. For example:

Al | owDi sconnect Ref er encedSer vi ce=true

AllowCancelReferencedService

This property controls the cancellation of referenced services.
The default value is true. For example:

Al | owCancel Ref er encedSer vi ce=t r ue

AllowDeactivateReferencedTelephoneNumber

This property controls the deactivation of referenced telephone
numbers.

The default value is false. For example:

Al | owDeact i vat eRef er encedTel ephoneNunber =f al se

Controlling the Work Manager

You use the ruleProcess.properties file to control Work Manager. Work Manager is used to
compile rulesets during cartridge compilation.

Table 5-11 lists and describes the properties in the file.
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Table 5-11 Properties in the ruleProcess.properties File

Property Description

WORK_MANAGER_JNDI

This property applies only to WebLogic. For example:
VORK_MANAGER_JNDI =j ava: conp/ env/ wni r ul eWor kManager

timeOutSec

This property sets the timeout in WorkManager during cartridge install.
The default value is 10000 milliseconds. For example:

timeQut Sec=10000

Setting System Properties

You use the system-config.properties file to control system configuration properties.

Table 5-12 lists the system configuration properties. Some related properties are grouped

together.

Table 5-12 Properties in the system-config.properties File

Property

Description

billofmaterial.currency

This property determines the currency that is used in bills of material
(BOMs) generated from engineering work orders, business
interactions, and projects. The default value is USD (US dollar).
Change the value to another ISO-standard currency abbreviation to
specify that currency. For example, to use the Euro in BOMs:

billof material.currency=EUR

See "About Unified Inventory Management" in UIM Concepts for more
information about BOMs.

adminServerListenerPort
adminServerListenerSSLPort

These properties set the AdminServer ports. Setting the ports allows
you to change the LDAP user password from UIM Ul using the
Change Password field under the Administration section. The
default value is 0 if nothing is specified.

businessinteraction.allowCancelWithComplete
dChild

This property controls whether a business interaction can be canceled
if it has completed children. For example:

busi nessl nteracti on. al | owCancel Wt hConpl et edChi | d=f al se

businessinteraction.allowCancelWithComplete
dConfiguration

This property controls whether a business interaction can be canceled
if it is associated to a completed configuration version. For example:

busi nesslnteracti on. al | owCancel Wt hConpl et edConf i gur at i on=f
al se

cmws.asynch.mode

This property sets the cartridge deployment mode to either
synchronous or asynchronous.

The default value is true (asynchronous). For example:

cmns. asynch. node=t r ue
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Table 5-12 (Cont.) Properties in the system-config.properties File

Property

Description

connectivity.capacityVariant

Defines the percentage by which pipe capacity can vary from a rate
code and still be validated successfully.

The default value is 4. For example:

connectivity. capacityVariant =4

connectivity.skipSameRateCodeValidationFor

Skips certain rate codes for SameRateCode validation.
For example:

connectivity. ski pSameRat eCodeVal i dat i onFor =0DU4

createlPAddress.flushSize

This property controls the number of IP Address entities to create
before flushing transactions. Do not set the value of the property to a
value greater than 500.

For example:

creat el PAddr ess. fl ushSi ze=500

createlPSubnets.flushSize

This property controls the number of IP Subnet entities to create
before flushing transactions. Do not set the value of the property to a
value greater than 500.

For example:

creat el PSubnets. fl ushSi ze=500

createlPAddress.maxLimit

This property controls the number of IP Address entities to create in
one transaction.

For example:

creat el PAddr ess. maxLi m t =20000

createlPSubnets.maxLimit

This property controls the number of IP Subnet entities to create in one
transaction.

For example:

creat el PSubnet s. maxLi m t =20000

createTN.flushSize

This property controls the number of telephone number entities to
create before calling the flush transaction. Do not set the
createTN.flushSize property to a value greater than 500.

The default value is 500. For example:

creat eTN. fl ushSi ze=500

db.sequence.cacheSize

This property sets the cache size for Oracle Sequence used for Auto
ID generation.

The default value is 75000. For example:

db. sequence. cacheSi ze=75000
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Property

Description

default.connectivity.color
default.gap.color
default.crossconnect.color
default.jumper.color
default.pipe.color
selected.connectivity.patchcolor

These properties control the colors used in the connectivity schematic
view. Colors are expressed in standard RGB values. For example:

defaul t. connectivity. col or=0, 0, 153

def aul t. gap. col or=165, 165, 165

def aul t. crossconnect. col or =0, 204, 255
defaul t.junper.col or=84, 141, 212

def aul t. pi pe. col or =165, 165, 165

sel ect ed. connecti vi ty. pat chcol or =0, 175, 0

domainName.l
domainName.2

This property sets the list of all domain names that are allowed.
For example:

domai nNane. 1=oracl e
domai nNane. 2=cl oud. oracl e

eLocation.defaultCountry

This property is used to select the default country in the Country drop-
down list while creating a property location. You set the value to one of
the two-character ISO country abbreviations listed in the
country.properties file. For example, the following entry defines the
default country as the US:

eLocati on. def aul t Count ry=US

For detailed information about eLocation configuration, see "Overview"
in UIM Developer's Guide.

eLocation.URL

This property defines the eLocation URL. The default value is:

eLocation. URL=http://eLocation. oracl e. conf eLocati on/| bs

eLocation.matchMode

This property determines the eLocation match mode. The default value
is:

eLocat i on. mat chMbde=Def aul t

See the elLocation documentation for more information about match
mode.

eLocation.http.proxyExists
eLocation.http.proxyHost
eLocation.http.proxyPort
eLocation.http.proxyUser
elLocation.http.proxyPassword

UIM allows a proxy server for connecting to the Oracle eLocation
Service, which displays base maps in UIM.

If you connect to the eLocation through a proxy server, set
elLocation.http.proxyEXxists to true, then set the other values based
on the proxy server you are using. For example:

eLocation. http. proxyExi sts=true

eLocation. http. proxyHost =wwa pr oxy. xyz. sanpl e. com
eLocation. http. proxyPort =80

eLocation. http. proxyUser =user

eLocation. http. proxyPasswor d=password
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Property

Description

fiber.maxDWDMChannelsLimit
fiber.maxCWDMChannelsLimit
fiber.DWDMStartingFrequency
fiber. DWDMMaxFrequencyLimit
fiber. CWDMStartingWavelength
fiber. CWDMMaxWavelengthLimit

These properties control number of channels, frequency, and
wavelength of the corresponding optical fiber.

fi ber. maxDWDMChannel sLi ni t =2
fiber. mxCWDMChannel sLi ni t =2
fiber. DWDMSt art i ngFr equency=1270
fi ber. DWDMVaxFr equencyLi m t =1810
fiber. CWDMVSt ar t i ng\Wvel engt h=190. 1
fi ber. CWDMvaxWavel engt hLi mi t =197. 3

inv.extendedCharSearchEnabled
inv.extendedCharSearchEnabledForAll
inv.extendedCharSearchEnabledEntities

These properties control the extended characteristic search feature.
This feature improves performance for searches for entities that
include characteristics.

See "Improving Performance of Searches That Include
Characteristics" for more information.

ip.defaultTransitionalStateExpiry

This property controls the number of days IP resources should be in
the TRANSITIONAL state before moving to UNASSIGNED state.

The default value is 30. For example:

i p. defaul t Transi tional St at eExpi ry=30

ipAddress

This property specifies the possible ipv4/ipv6 initial pattern that are
allowed. If 127.10. is specified, the system allows all ipv4 addresses
starting 127.10..

For example:

i pAddr ess=127. 10.

lockPolicy.defaultRowLockExpirationDuration

This property sets the default row lock expiration duration for the entity.
The value is defined in milliseconds. This value should be defined as
that it should be less than or equal to transaction time out.

The default value is 30000. For example:

| ockPol i cy. def aul t RowLockExpi rat i onDur at i on=30000

lockPolicy.MaxSupportedRowLocks

This property sets the default maximum number of entities to be row
locked. This should be in sync with the maximum number or range.

The default value is 100. For example:

| ockPol i cy. MaxSupport edRowLocks=100

logfactory.logexactclass
feedmessage.logexactlocation

These properties control whether the exact location and class name
are included in the log when an exception occurs. For example:

| ogfactory. | ogexact cl ass=fal se
f eedmessage. | ogexact | ocati on=fal se

logicalDevice.alertConsumptionPercent

This property alerts when the consumption percentage is above or
equal to the value you enter.

The default value is 80. For example:

| ogi cal Devi ce. al ert Consunpt i onPer cent =80
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Property

Description

logicalDevice.warnConsumptionPercent

This property warns when the consumption percentage is above or
equal to the value you enter.

The default value is 60. For example:

| ogi cal Devi ce. war nConsunpt i onPer cent =60

logicalDevice.alertConsumptionPercentColor

This property displays the consumption percentage for alerts in the
color you specify.

The default value is #940000. For example:
| ogi cal Devi ce. al ert Consunpt i onPer cent Col or =#940000

logicalDevice.warnConsumptionPercentColor

This property displays the consumption percentage for warnings in the
color you specify.

The default value is #ff7300. For example:
| ogi cal Devi ce. war nConsunpt i onPer cent Col or =#f f 7300

logicalDevice.alertConsumptionPercentTextCol
or

This property displays the text in the consumption percentage alert in
the color you specify.

The default value is #ffffff. For example:

| ogi cal Devi ce. al ert Consunpt i onPer cent Text Col or =#ffff f

logicalDevice.warnConsumptionPercentTextCo
lor

This property displays the text in the consumption percentage warning
in the color you specify.

The default value is #000000. For example:
| ogi cal Devi ce. war nConsunpt i onPer cent Text Col or =#000000

topLevelDomainName.1
topLevelDomainName.2

This property sets the list of all top-level domain names that are
allowed.

For example:

topLevel Domai nNane. 1=. com
t opLevel Domai nNane. 2=. co. uk

securityViolationLoggingEnabled

This property enables and disables security access violation logging.
For example:

securityViol ati onLoggi ngEnabl ed=t rue

system.*

These properties are used for setting system-specific settings:

syst em mi nDat e=0
syst em maxDat e=2147483647000
system | ast Modi fi edDat eThr eshol d=15

system.auth.debug

This property is used to enable and disable system authentication
when debugging. For example:

syst em aut h. debug=f al se
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Property

Description

ui.custominvolvement.setDefaultSpec.name

This property sets a default specification used when creating Custom
Involvement entities. The property is commented out by default. To set
a default Custom Involvement specification, uncomment the property
and add a specification name. For example:

ui . cust onmi nvol verrent . set Def aul t Spec. name = Def Cust | nv

ui.lastSavedSearch

This property enables or disables the last saved search.
The default value is true. For example:

ui . | ast SavedSear ch=t r ue

ui.ldsummary.portlets.disableCount

This property disables the count that appears in the Total Results field
in Logical Device Summary page portlets (sections). This property is
commented out by default.

To disable the count, uncomment the property set to true. For
example:

ui .l dsummary. portlets. di sabl eCount =t rue

ui.logicaldevicesummary.logicaldeviceaccount
portlet.deactivate

ui.logicaldevicesummary.rolesportlet.deactivat
e

ui.logicaldevicesummary.mediaportlet.deactiva
te

ui.logicaldevicesummary.biportlet.deactivate

ui.logicaldevicesummary.networknodesportlet.
deactivate

ui.logicaldevicesummary.serviceportlet.deactiv
ate

These properties control whether particular portlets (sections) are
displayed in Logical Device Summary pages. These properties are
commented out by default. To deactivate a portlet, uncomment the
relevant property. For example:

ui . | ogi cal devi cesumary. servi ceportlet. deactivate=true

ui.search.pageSize

This property sets the number of rows shown in UIM search results
pages. Search results are displayed one page at a time. When you
scroll beyond the results in a page the next page is automatically
retrieved from the database.

The default value is 500. For example:

ui . sear ch. pageSi ze=500
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Property

Description

ui.search.queryBehavior

This property determines the query behavior. There are various
choices presented to the system about how much data is queried from
the database and whether the count is retrieved for the UI.

Based on performance evaluations, one of the following values can be
picked:

«  FULL_COUNT_FULL_QUERY(1)

+  NO_COUNT_FULL_QUERY(2)

«  LIMIT_COUNT_FULL_QUERY(3)

¢ LIMIT_COUNT_LIMIT_QUERY(4)

«  NO_COUNT_LIMIT_QUERY (5)

*  FULL_COUNT_LIMIT_QUERY (6) (This is the default value)

See "Changing the Query Behavior and Row Limit Parameters" for
more information about these query behaviors, including the pros and
cons to consider when using them.

The default value is 6. For example:

ui . sear ch. quer yBehavi or =6

ui.search.queryLimit

This property sets a limit to UIM query results. The default value is
10000, which indicates that a maximum of 10000 rows will be retrieved
and displayed in the UIM query results. You can also set this property
to -1, which indicates that no limit is applied to the query results.

See "Changing the Query Behavior and Row Limit Parameters" for
more information on how this query limit is used.

For example:

ui . sear ch. queryLi m t=10000

uim.attachment.ws.log.information.enabled

This property controls logging for web service request attachments.
The default value is false, which disables information logging for the
attachment if the resource to be preconfigured is blocked or reserved.
For example:

ui m attachment.ws. | og.information. enabl ed=fal se

uim.cache.config.customization.enabled

Automatically set to true if Eclipse Link cache configuration
customization has been enabled.

Caution: Do not change this setting manually.

uim.characteristic.readonly.enabled

This property is used for read-only characteristics. The default value is
true, which validates for read-only characteristics. Set the value to
false to bypass the CharacteristicManagerimpl.validateReadOnly
method.

The default value is true. For example:

ui mcharacteristic.readonly. enabl ed=true

uim.characteristic.entitylink.rowlimit

This property sets a limit for the number of rows returned by an entity
link query. The default value is 500.

uimcharacteristic.entitylink.rowinmnt=500
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Property

Description

uim.characteristic.entitylink.executeQueryWith
outValues

This property controls whether a child drop-down is populated if the
parent is not present in entity-link search criteria. For example, the City
characteristic is characteristics on the State characteristic.

If this property is set to false and you add the City characteristic to the
search criteria, the drop-down is empty because State is not included
in the criteria. If the property is set to true, the drop-down includes all
values for City, unconstrained by State values.

ui m characteristic.entitylink.executeQueryWthout Val ues=fal
se

uim.characteristic.entitylink. maxSuggestedite
ms

This property sets the maximum number of suggested results when
entity-link drop-down lists are also auto-suggest fields. For example:

uimcharacteristic.entitylink. maxSuggestedltens=25

uim.characteristic.dropdown.entitylink.width

This property sets the width of the field in the UIM user interface for
entity-link characteristic fields. For example:

ui mcharacteristic.dropdown. entitylink.w dth=28

uim.characteristic.addCharacteristicsToResults
Table

This property determines whether entity-link characteristics are
included as columns in the search results. For example:

ui mcharacteristic.addCharacteristicsToResul tsTabl e=true

uim.characteristic.entitylink.dropdown.includel
D

This property determines whether ID values are displayed in entity-link
drop-down lists. For example:

ui m characteristic.entitylink.dropdown.includel D=true

uim.characteristic.p_wdType.mask

This property avoids hard coding of the value for password type
characteristic. For example:

ui mcharacteristic.p_wdType. mask=*****x*

uim.connectivityresultstable.pendingBilnfo.ena
ble

This property determines whether connectivities in pending business
interactions are displayed in connectivity search results. The default
value is true.

ui m connectivityresul tstabl e. pendi ngBi I nfo. enable = true

uim.default.paging.query.hint

This property defines a default query hint that is used to improve
performance of the finder APIs when invoked from Web Services.
When a search query is fired from a web service without a
SearchPolicy, then the API sets this default query hint.

For example:

ui m def aul t. pagi ng. query. hi nt =FI RST_ROW5( 25)

uim.defaultSenderEmail

This property sets the default email id of the sender, for email
notifications.

System Administrator's Guide
G50244-01
Copyright © 2012, 2026, Oracle and/or its affiliates.

April 28, 2026
Page 31 of 60



ORACLE’

Chapter 5
Updating the System Configuration Files

Table 5-12 (Cont.) Properties in the system-config.properties File

Property
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uim.entity.autoCreateDefaultVersion

This property controls the creation of default configuration versions for
Service entities. If this property is enabled, and if there is only a single
specification option for the service, a version is created during service
creation.

The default value is false. For example:

uimentity.autoCreateDef aul t Versi on=f al se

uim.entity.autoCreateDefaultVersion

This property controls whether a service configuration version is
created automatically when you create a Service entity. This behavior
applies only when the Service specification is associated to one and
only one service configuration specification. The default value is false.

For example, to enable the creation of a default service configuration
version when you create a service:

uimentity.autoCreateDef aul t Versi on=true

For more information, see "About Unified Inventory Management "in
UIM Concepts.

uim.disable.entity.event.listeners

This property enables and disables entity-level listeners. The default
value is true, which disables the event listeners. To enable event
listeners, set this property value to false. For example:

uimdisable.entity.event.listeners=true

uim.entity.maxCreateRange

This property controls the maximum number of entities that can be
created at once for entities that allow bulk creation.

The default value is 10000. For example:

uimentity. maxCreat eRange=10000

uim.entity.flushTriggerBufferSize

This property defines the number of entities created in memory for bulk
entity creation. The default value is 1000, which is equal to the
EclipseLink batch writing size as defined in the poms.properties file.
The value determines the number of persistent entities held in memory
before being persisted to the database. The value should be less than
or equal to the batch writing size. For example:

uimentity.flushTriggerBufferSi ze=1000

System Administrator's Guide
G50244-01
Copyright © 2012, 2026, Oracle and/or its affiliates.

April 28, 2026
Page 32 of 60



ORACLE

Chapter 5
Updating the System Configuration Files

Table 5-12 (Cont.) Properties in the system-config.properties File

Property

Description

uim.entityNameSearch.operators

This property enables you to choose which search operators should be
displayed in the search page for the following entities:

e Service
e Physical Device
o Party

*  Logical Device

e Custom Object

* Inventory Group

You can set the following values for this property:
- EQUALS

+ CONTAINS

* STARTS_WITH

« ENDS_WITH

For example, if you want only the EQUALS search operator to be
displayed in the Service Search page, set this property as follows:

ui m servi ceSear ch. oper at or s=EQUALS
Similarly, if you want both the EQUALS and CONTAINS operators

displayed in the Physical Device Search page, set this property as
follows:

ui m physi cal Devi ceSear ch. oper at or s=EQUALS, CONTAI NS

ui.entityNamesummary.portletName.deactivate

This property enables you to personalize entity Summary pages by
specifying the portlet name and the name of the entity Summary page
within which you want to show or hide the portlet.

For example, to hide the Roles portlet in the Party Summary page, set
this property as follows:

ui . partysunmary.rol esportlet. deactivate=true

This property setting is not user-specific, but applies to all the UIM
users.

uim.flowidentifier.id.delimiter

This property defines the delimiter to be used while concatenating the
domain name to the identifier value while building the ID of a flow
identifier.

The default value is #. For example:

uimflow dentifier.id. delimter=

uim.host.*

These properties are added to provide server host and port information
to support UIM notification functionality. For example, to set the host
name and port for the URL in notifications:

ui m host . name=ui nserver
ui m host . port =7001

See "Overview" in UIM Developer's Guide for more information about
properties for UIM notifications.
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uim.mpcenabled

This property determines whether multiple pending configuration
functionality is enabled or not. The default value is true. For example,
to disable this functionality, set this property to false:

ui m npcenabl ed=f al se

See "About Unified Inventory Management" in UIM Concepts Guide for
more information about multiple pending configuration functionality.

uim.query.cache.hint.entitylist

This property adds the RESULTS_CACHE hint to queries involving
entities. For example:

ui m query. cache. hint.entitylist=CharacteristicSpecUsageDAO

uim.query.MaxSearchResults

This property sets a limit on the number of entities retrieved for a
search. You can set the value to -1 to set no limit; search result pages
display all retrieved entities (unless a range is explicitly set on the
finder).

By default the value is 50000. You can increase the limit more than the
default value. However, you must restart the system to get the limit
value updated. If you want to set to a value that is less than the default
value, you must test the value before setting.

Examples:

ui m query. MaxSear chResul t s=-1

ui m query. MaxSear chResul t s=50000

uim.rest.dateFormat

This property sets the default date format to ISO8601 standard data
format. Any changes need the application to restart and the date
format should be compatible with SimpleDateFormat.

The default value is yyyy-MM-dd'T'HH:mm:ss.SSS'Z". For example:
ui mrest. dat eFor mat =yyyy- MM dd' T' HH: nm ss. SSS' Z'

uim.rest.limitRange

This property sets the default limit to 200, if the limit is not specified in
the URL. Value of this should be <=10000. For example:

uimrest.limtRange=200

uim.rest.includeTotalCount

This property is used for pagination and it can be disabled for better
performance.

The default value is true. For example:

uimrest.includeTotal Count =true
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uim.rest.logicalDevice.category
uim.rest.telephoneNumber.category
uim.rest.service.category

These properties set names for the Category fields of the
corresponding specifications. You can set a generic category name for
all the specifications. For example:

ui mrest.|ogical Device. cat egory=cat egory
ui mrest.tel ephoneNunber . cat egory=cat egory
ui mrest.service. category=cat egory

If the category name is different for each specification, include
separate properties for each specification. For example:

ui mrest.|ogical Devi ce. BATLDSpec. cat egor y=I dcat egory

uim.rest.service.relationshipPrefix
uim.rest.service.relationshipTypePrefix

These properties set names for the service relationships. For example:

uimrest.service.rel ationshipPrefix=serviceRel

uimrest.service.relationshi pTypePrefix=serviceRel Type

uim.security.filter.enabled

This property sets security access to allow for the configuring of
partitions. For example:

uimsecurity.filter.enabl ed=fal se

uim.serverName
uim.serverPort

These properties set server name and port for triggering email
notifications, when the request comes from a web service.

uim.serverAccessProtocol

This property sets the server access protocol. The valid values are
http and https.

The default value is https. For example:

ui m server AccessProt ocol =ht t ps

uim.supportedimageExtensions

This property defines the image extensions that are allowed.

The default values are gif, png, bmp, dib, jpg, jpeg, jpe, jfif, tif, tiff,
heic, and svg.

For example:

ui m support edl mageExt ensi ons=gi f, png, b, di b, j pg, j peq, j pe, j
fif,tif,tiff, heic,svg

uim.telephonenumber.validation.leadingzeros.i
ncluded

This property controls validation settings for creating telephone
numbers with leading zeros.

Setting the property to false (the default setting) means that leading
zeroes are stripped before checking for duplicate numbers. Setting the
property to true allows leading zeroes. For example:

ui m t el ephonenunber. val i dati on. | eadi ngzeros. i ncl uded=f al se

uim.telephonenumber.search.invGroup.enable

This property determines whether inventory groups are included in
telephone number search results. The default value is true. For
example:

ui m t el ephonenunber. search. i nvG oup. enabl e=true
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uim.ui.equipment.search.level

This property filters equipment results based on the child hierarchy
level. You can set this value to any desired equipment hierarchy level.
For example:

ui mui . equi pent . sear ch. | evel =2

uim.ui.hierarchyTrailColor
uim.ui.hierarchyTrailStyle
uim.ui.hierarchylnterconnectionColor
uim.ui.hierarchylnterconnectionStyle
uim.ui.hierarchyConnectivityExpandedColor
uim.ui.hierarchyPipeExpandedColor
uim.ui.hierarchyConnectivityExpandedStyle
uim.ui.hierarchyPipeExpandedStyle
uim.ui.hierarchyGapColor
uim.ui.hierarchyGapStyle

These properties assigns the style and color parameters that can be
customized. The available values for style are solid, dot, dash, and
dashDot. For color, you can choose any color in the CSS format. For
example:

ui mui. hierarchyTrail Col or=Bl ue
uimui.hierarchyTrail Style=Solid

ui mui . hi erarchyl nterconnecti onCol or =Bl ue

ui mui . hierarchylnterconnectionStyle=Solid

ui mui . hi erarchyConnecti vi t yExpandedCol or =G een
ui m ui . hi erar chyPi peExpandedCol or =G een

ui mui . hi erarchyConnecti vi t yExpandedSt yl e=sol i d
ui m ui . hi erarchyPi peExpandedSt yl e=sol i d

ui mui . hi erar chyGapCol or =Red

ui mui . hi erarchyGapstyl e=dash

uim.ui.propertyLocation.displaylnfo

This property displays the Property Name as Displaylnfo instead of
the default display information.

The default value is false. For example:

ui mui.propertylLocation. di spl ayl nf o=f al se

uim.ui.propertyLocation.renderCity

This property is defined to not render the City field in the Property
Location pages.

The default value is true. For example:

ui mui . propertylLocation.renderCty=true

To disable the field, set the value to false.

uim.ui.propertyLocation.renderState

This property is defined to not render the State field in the Property
Location pages.

The default value is true. For example:

ui mui . propertylLocation.render State=true

To disable the field, set the value to false.

uim.ui.propertyLocation.renderCountry

This property is defined to not render the Country field in the Property
Location pages.

The default value is true. For example:

ui mui . propertylLocation.render Country=true

To disable the field, set the value to false.
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uim.default.autosuggest.rowlimit
uim.default.autosuggest.disable

These properties control the behavior of auto-suggest in UIM. You can
disable auto-suggest and set a limit for the number of rows it displays.
For example:

ui m def aul t. aut osuggest.row i mt=20
ui m def aul t. aut osuggest . di sabl e=f al se

uim.networkentitycode.maxlength
uim.networklocation.code.minlength
uim.networklocation.code.maxlength

uim.networkentitylocation.code.delimiter.enabl
ed

uim.propertylocation.name.maxlength
uim.propertylocation.name.delimiter
poms.cache.coordination.enabled

The following properties are used for setting Property Location
settings:

ui m net wor kent i t ycode. max| engt h=10

ui m propertyl ocation. nane. maxl engt h=700

ui m net wor kl ocat i on. code. ni nl engt h=3

ui m net wor kl ocat i on. code. nax| engt h=20

ui m networkentityl ocation.code. deliniter.enabl ed=true
ui m propertyl ocation.nane.delimter=

pons. cache. coor di nati on. enabl ed=f al se

Note: The ui m propertyl ocati on. name. max| engt h
property specifies the maximum length allowed for the street address
attribute, enabling you to configure how many characters can be
entered. Restart the instance after updating this property in the
system-config.properties or custom-config.properties file,
depending on whether the deployment is traditional or cloud native.

uim.ws.search.query.range

This property sets the default maximum number of entities returned for
the findEntity web service operation. This maximum can also be
specified for a specific entity.

The default value is 1000, if this property isn't specified, and the
minimum value is 10. For example:

ui mws. sear ch. query. range=100

uim.ws.entityName.search.query.range

This property sets the default maximum number of records returned for
the findEntity web service operation for a specific entity. This maximum
can also be specified for all entities.

The default value is 1000 and the minimum value is 10. For example:

ui mws. t el ephonenunber . sear ch. query. range=100

groom.items.per.transaction

This property defines the number of riders having COMPLETED pipe
configuration versions that are to be processed per transaction.

The default value is 5. For example:

groom i tems. per.transaction=5

system.exception.writableStackTrace

This property is used to reduce CPU usage. For example:

system exception. witabl eStackTrace=fal se

ws.includeEntityFromAssignment

This property determines whether to include the entity in web service
requests from an assignment or reference.

The default value is false.

ws. i ncl udeEnt it yFr omAssi gnnent =f al se
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workflow.defaultUserSpecification.<userl>

This property sets the default Engineering Work Order page. There
can be multiple users and every user can optionally set their own
default value from the Multiple Workflow template, in the properties file.
For example:

wor kf | ow. def aul t User Speci fi cation. <user1> =
<def aul t Wor kf | owTenpl at eNarme>

wor kf | ow. def aul t User Speci fi cation. <user2> =
<def aul t Wor kf | owTenpl at eNarme>

uim.monitoring.prometheus.enabled

This property is used to enable or disable the UIM Prometheus
metrics. The default value is false.

To enable UIM Prometheus metrics, set this property to true.

Any change to this property requires a restart of the managed server
or an update of the application.

uim.monitoring.prometheus.jvm.enabled

This property is used to enable or disable the JVM metrics. The default
value is false.

To enable JVM metrics, set this property to true.

Any change to this property requires a restart of the managed server
or an update of the application.

uim.monitoring.prometheus.sfws.enabled

This property is used to enable or disable the Service Fulfillment Web
Service (SFWS) metrics. The default value is false.

To enable sfws metrics, set the value to false.

Any change to this property affects run-time and does not require a
restart or application update.

uim.monitoring.prometheus.service.enabled

This property is used to enable or disable service metrics. The default
value is false.

To enable service metrics, set the value to false.

Any change to this property affects run-time and does not require a
restart or application update.

uim.ui.search.SearchINOperatorEnable

This property is used to enable IN Operator for the String type text
fields in EntitySearch screens. The default value is false. To enable,
set the value to true.

For example:

ui m ui . sear ch. Sear chl NOper at or Enabl e=f al se

Note: If you enable this property, you may experience performance
issues.

uim.ui.search.SearchTextMaxlen

When you set the uim.ui.search.SearchINOperatorEnable value to
true, use this property to set Maximum Text Field length in the Ul
search screens. The default value is 100 characters length. For
example:

ui m ui . sear ch. Sear chText Max| en=100
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uim.ui.showDeletedEnabled This property enables or disables the values of Deleted Entities in
Search Results. The default value is false. To enable, set the value to
true. Enabling this property displays the details of pipes or
connectivities that are Disconnected or Deleted under the business
interaction context.

For example:

ui m ui . showDel et edEnabl ed=f al se

uim.ui.showDeletedEnabledEntitiesList When uim.showDeletedEnabled is set to true, this property specifies
comma separated list of entities that have the values of Deleted
Entities enabled in Search Results.

For example:

ui m ui . showDel et edEnabl edEnti ti esLi st. 1=Pi pe, Connectivity

uim.mpcTimeStampenabled This property specifies whether the MPC feature is enabled on the
same day. The default value is false and therefore MPC on the same
day is disabled by default.

To enable this, set the value to true.
For example:

ui m npcTi meSt anpenabl ed=f al se

uim.LGCLDeletePerfEnabled This property enables the HighPerforming API while deleting a logical
device that has a large number of device interfaces. This APl works
only in the live business interaction context. The default value is false.

To enable this, set the value to true.
For example:

ui m LGCLDel et ePer f Enabl ed = fal se

uim.ui.charDefaultValue This property sets a default value for the String datatype
characteristics that are created under the service configuration items.

For example:

ui mui.charDefaul t Val ue = <val ue>

uim.topology.equipment.enabled This property enables or disables the display of equipments when you
perform a property location search on the Topology page.

For example:

ui mtopol ogy. equi prent . enabl ed = true

uim.ui.mapViewEnabled This property enables map view for ATA microservice enabled
environment. The default value is false.

To enable this, set the value to true.
For example:

ui mui . mapVi ewknabl ed = fal se
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microServiceEnabled
microServiceUrl
microServiceDateFormat

The microServiceEnabled property enables the ATA microservice.
The default value is true

For example:

m croSer vi ceEnabl ed=t r ue

m croSer vi ceDat eFor mat =yyyy- Mt dd' T' HH. nm ss. SSS' Z'

After you enable the microservice using microServiceEnabled, you

must set the URL, date format, and login credentials to use the
microservice.

bootstrap.server.url

This property sets a list of host/port pairs to use for establishing the
initial connection to the Kafka cluster.

kafka.acks.config

This property sets the number of acknowledgments that source
requires the leader to have received before considering a request
complete.

If this property is set to O then the source will not wait for any
acknowledgements from the server. The record will be immediately
added to the buffer and considered as sent.

If this property is set to all then the target will wait for the total set of in-
sync replicas to acknowledge the record. The record will be
immediately added to the buffer and considered as sent.

For example:

kaf ka. acks. confi g=0

kafka.retries.config

Setting a value greater than zero causes the client to resend any
record whose send fails with a potentially transient error.

kafka.batch.size.config

This parameter helps performance on both the client and the server
and controls the default batch size in bytes. No attempt will be made to
batch records larger than this size.

Note: A batch size of O will disable batching entirely.

transaction.timeout.ms

The maximum amount of time in ms that the transaction coordinator
will wait for a transaction status update from the source before
proactively cancelling an ongoing transaction.

This property is commented out by default. To customize, uncomment
it.

Note: If this value is larger than the transaction.max.timeout.ms
value, the request will fail with | nval i dTxnTi neout Excepti on
error.

kafka.producer.transaction.bi.hashing

If this parameter is set to true, all the messages will use the same key
and reach the same partition and therefore these messages will be
processed in serial order.

This property is commented out by default. To customize, uncomment
it.

For example:

kaf ka. producer. transaction. bi . hashi ng=true

kafka.producer.source.system.id

This property is commented out by default. To customize, uncomment
it.
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kafka.client.id.config

An ID string to pass to the server while making requests. The purpose
of this is to be able to track the source of requests along with IP or port
by allowing a logical application hame to be included in server-side
request logging.

oauth.enabled

This property enables OAuth. Set this property to true to enable
OAuth.

For example:

oaut h. enabl ed=t rue

oauth.token.endpoint.uri

This property sets the OAuth endpoint URI.
For example:

oaut h. t oken. endpoi nt. uri =<identity provider oauth
t oken endpoint url>

oauth.client.id

This property sets the OAuth client ID.
For example:

oaut h. client.id=topol ogyd i ent

oauth.client.secret

This property sets the OAuth client user ID.
For example:

oauth.client.secret=<client user |D>

messagebus.tls.enabled

This property must be initialized when Kafka is SSL enabled. Set this
property to true if Kafka is SSL enabled.

For example:

messagebus. t|s. enabl ed=true

oauth.client.secret.isEncrypted

This property enables the decryption of secret or truststore password.

By default this property is set to false, which means the secret or
password is not encrypted.

If the secret or password is encrypted, set this value to true so that the
value will be decrypted.

oaut h. client.secret.isEncrypted=fal se

topology.ui.host
topology.ui.port
topology.ui.path

These properties define the host, port, and path for the ATA service UI.
For example:

t opol ogy. ui . host =htt ps: // <t opol ogy- i nst ance>. <t opol ogy-
proj ect >. t opol ogy. <host Suf fi x>

t opol ogy. ui . port =<I oadbal ancer port >

t opol ogy. ui . pat h=/ apps/ uni f i ed-t opol ogy- ui
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uim.rest.filter. CORSAllowedOrigin

CORS support for TMF web services. This property represents the
client address which is added to the response header attribute
Access-Control-Allow-Origin.

For example:

uimrest.filter.CORSA | owedOrigin = http://<host |P>:<Port>

microservice.pathAnalysis.allAlgorithm.maxHo
ps

This property sets the value for maximum hops considered in path
analysis when the algorithm All is selected.

For example:

m croservi ce. pat hAnal ysi s. al | Al gorithm naxHops=10

microService.pathAnalysis.maxPathsForTopKA
Igorithm

This property sets the value for maximum number of paths considered
when Top K Shortest or Top K Cheapest algorithm is selected.

For example:

m croServi ce. pat hAnal ysi s. maxPat hsFor TopKAI gori t hne5

uim.connectivity.virtualConnectivity.signalAddr
ess.startWithone

This property modifies the virtual connectivity signal address j value
which is set as 0 by default. To modify it, uncomment the property and
set the value to 1.

For example:

ui m connectivity.virtual Connectivity.signal Address. start Wt
hone=1

uim.ui.networkPlanAndBuild.canvas.enabled

This property enables and disables the Network Visualization page
view in the Visualization tab under Network Summary in UIM. The
default value is true. To disable, set the value to false. Disabling this
property brings back the Network Topological page view.

For example:

ui m ui . net wor kPl anAndBui | d. canvas. enabl ed=t r ue

uim.ui.network.subNetworkNodeCount

This property automatically expands subnetworks with internetwork
node count up to the defined value.

For example:

ui m ui . net wor k. subNet wor kNodeCount =1

uim.ui.disableBlIContext

This property allows switching between Business Interaction and
current contexts. The default value of this property is false. To enable
it, set the value to true. Enabling this property will allow switching
between business interaction and current context unless you manually
switch to business interaction context.

For example:

ui mui . di sabl eBl Cont ext =f al se
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uim.ui.confirmSearchWarning

This property allows the system to display a warning when you are
searching for an entity without mentioning any specification value. By
default, the value is set to false, which means the warning will not be
displayed. To enable it, set the value to true.

For example:

ui m ui . confirnBSear chWar ni ng=f al se

uim.ui.pipeEnablement.alwaysGap

This property automatically resolves connectivity gap and create trail-
bound cross-connect/trail-bound jumper in certain situations. By
default the value is set to false, which means that connectivity gap is
resolved. To disable it, set the value to true. Disabling this property
always creates a connectivity gap in pipe enablement.

For example:

ui m ui . pi peEnabl enent . al waysGap=f al se

uim.ui.showConnectivitylInFlowldentifierSearch
Result

This property toggles the appearance of the three columns in Flow
Identifier search result page: Connectivity Identifier, Network Element
Z and Network Element A associated to the Flow Identifier. By default
the value is set to true. To not display the connectivity details, you can
disable the property by setting the value to false.

For example:

ui m ui . showConnectivityl nFl ow denti fi er Sear chResul t =t rue

npd.ui.path=/apps/ata-ui/vp/
landingpagewithaskoracle

This property defines the path of Network Canvas in Topology Ul
Microservice.

uim.ui.searchResults.exportType

This property sets export Type of ADF export in Search Results pages
and other pages in UIM Ul. The possible values for this property are
hssfExcel and excelHTML. By default, the property is set to
excelHTML which provides HTML tabular data in an xIs file, while
hssfExcel provides out xlIs files that are readable through Apache POlI,
MS Excel, etc.

For example:

ui mui . sear chResul t s. export Type=excel HTM.

uim.mpcTimeStampFormat

This property allows you to choose a time gap as once in an hour
(HH), once in a minute (HH:mm), or once in a second (HH:mm:ss) for
every new pending service configuration created in the same day. The
valid values are HH, HH:mm, or HH:mm:ss. By default, the value is
set to HH:mm:ss.

For example:

ui m npcTi meSt anpFor mat =HH: nm ss

uim.ip.subnet.allowPartitionOnAssignedSubnet

This property allows any assigned IPv4 subnet to be further
partitioned. If the property is set to false, this feature will be disabled.
To enable this property, set the value to true.

For example:

ui mip.subnet.allowPartitionOnAssi gnedSubnet =t rue
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uim.ip.network.allowPubliclPRangelnPrivateDo
main

This property enables only IPv4 networks in the public IP ranges to be
assigned to the private domain. If the property is set to false, this
feature will be disabled. To enable this property, set the value to true.

For example:

ui mip. network. al | owPubl i cl PRangel nPri vat eDomai n=t ru
e

uim.ui.SFPPortCOSpecification
uim.ui.SFPCustomlnvolvmentSpec

These properties model SFP Port. The properties represent the
SFPPort CustomObject and the CustomInvolvement specifications.
The Model cartridge (ora_uim_sfpport) has these properties that are
populated with the same names. You can customize to have your own
specifications and update these properties with the new custom
specifications.

For example:

ui m ui . SFPPort COSpeci fi cation = SFPPort
ui m ui . SFPCust om nvol virent Spec = SFPPort | nvol venent

uim.ui.devicesHierarchyTreelLabel.localize

This property configures the localization of physical device and
equipment specification names. To enable this, set the value to true.
Setting the value to false allows the usage of extension point (such as
APIs) for generating custom physical device and equipment
specification names.

For example:

ui mui . devi cesHi erarchyTreelLabel . | ocal i ze=true

uim.ui.configNodeDisplayLabelFromBundle

This property displays the configuration item label from the bundle. By
default the value is set to true. To disable this property, set it to false.

For example:

ui m ui . confi gNodeDi spl ayLabel FronBundl e=true

oauth.scope
oauth.audience

These properties enable you to configure SSO using any identity
provider that is available in the market.

The examples for IDCS are as follows:

oaut h. scope=https://quick. sr.topol ogy. ui m org: 30543/
at aScope

oaut h. audi ence=https://

qui ck. sr. topol ogy. ui m or g: 30543/
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npd.createNetwork.ui.permissiblelmportFileSiz
e

This property defines the maximum file size allowed for an Excel file
during import. You use this property for importing locations, resources,
and connectivities. By default the value is set to 25600.

For example:

npd. cr eat eNet wor k. ui . per ni ssi bl el nport Fil eSi ze=25600

npd.createNetwork.ui.maxPatchLimit

This property defines the maximum number of entities that can be
added to the network in one search operation. By default the value is
set to 100.

For example:

npd. cr eat eNet wor k. ui . maxPat chLi mi t =100

npd.createNetwork.ui.paginationFetchLimit

This property defines the maximum number of rows searched for each
scroll on the table. By default the value is set to 50.

For example:

npd. cr eat eNet wor k. ui . pagi nati onFet chLi m t =50

npd.createNetwork.ui.limitRange

This property defines the maximum number of response objects
searched for each GET call. By default the value is set to 200.

For example:

npd. cr eat eNet wor k. ui . pagi nati onFet chLi m t =200

npd.createNetwork.ui.defaultCreateLocationCo
untry

This property sets the default country for a dropdown list of countries
you choose from. By default the value is set to US. You use this
property while creating a location.

For example:

npd. cr eat eNet wor k. ui . def aul t Cr eat eLocat i onCount ry=US

npd.createNetwork.ui.enniPartySpecification

This property defines the default specification for Party entities in
Network Topology. By default the value is set to Organization. You use
this property while creating a connectivity.

For example:

npd. cr eat eNet wor k. ui . enni Part ySpeci fi cati on=0r gani za
tion
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npd.createNetwork.ui.enniPartyRole

This property defines the default role for Party entities in Network
Topology. By default the value is set to Service Provider. You use this
property while creating a connectivity.

For example:

npd. cr eat eNet wor k. ui . enni Part yRol e=Ser vi ce Provi der

uim.ui.createNetworkGuidedFlow.canvas.enabl
ed

This property enables the new Create Network guided flow page in
UIM. The default value is true. To use the existing Create Network
page, set the value to false.

For example:

ui mui . creat eNet wor kQui dedFl ow. canvas. enabl ed=t r ue

smartSearch.host

This property defines the host of the Smart Search service. Use this
property only if SmartSearch service is deployed in a different
namespace. This is an optional property.

smartSearch.port

This property defines the port of the Smart Search Ul service. Use this
property only if SmartSearch service is deployed in a different
namespace. This is an optional property.

smartSearch.version

This property defines the version of the Smart Search Ul service. Itis a
mandatory property.

topology.api.host

This property defines the host of topology API service. Use this
property only if the Topology service is deployed in a different
namespace. This is an optional property.

topology.api.port

This property defines the port of topology API service. Use this
property only if the Topology service is deployed in a different
namespace. This is an optional property.

npd.getNetwork.ui.maxConcurrentRequests

This property defines the maximum number of concurrent GET
Requests triggered to fetch the Network Details.

npd.getNetwork.ui.batchSizeToFetchNetwork

This property defines the size of one batch triggered in parallel while
fetching Network Details.

smartSearch.url.enable

This property defined as true, only if SmartSearch service is running in
an environment other than the UIM cluster.

uim.ewo.myGroupActivites.fetchAccordingToU
serGroups

This property toggles the search of My Group Activities according to
user groups. By default, My Group Activities searches activities
according to the application role or Work Group. The default value is
false. If set to true, it will search activities based on the WebLogic
groups associated with your user account.

For example:

ui m ewo. myG oupActi vites. fetchAccordi ngToUser G oups=
fal se

siaMicroServiceUrl

The URL of the Impact Analysis MicroService provided in the
deployment.
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uim.ip.network.private.additionalRanges

This property specifies additional IPv4 ranges that should be
considered as private. The following private ranges are always default
and cannot be changed: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16,
and 169.254.0.0/16. To disable the additional private ranges, comment
the property or leave the value empty. Provide a comma-separated list
of CIDR blocks or explicit IP ranges; for example:
100.64.0.0/10,0.0.0.0-0.255.255.255. Restart the server for the
changes to take effect.

kafka.request.timeout.ms

This property sets maximum time (in milliseconds) the producer waits
for a Kafka broker response after sending a request. This timeout
applies only after the request reaches the broker. A lower value causes
early timeouts when a broker is running slow, while a higher value
delays failure detection.

kafka.delivery.timeout.ms

This property sets the maximum total time (in milliseconds) allowed for
a record delivery, including retries, backoff, and request timeout. This
value acts as an upper limit on the send lifecycle. If configured lower
than request.timeout.ms, records fail early.

kafka.max.block.ms

This property sets how long the producer send() call can block while
waiting for metadata or available buffer space. This property is critical
when Kafka is unreachable or bootstrap server configuration is
incorrect. A lower value enables faster failure detection, while a higher
value causes application threads to block for extended periods.

kafka.connections.max.idle.ms

This property sets how long the connections to Kafka brokers are kept
open before closed. This value manages the network resources in
long-running producer applications. A very low values may cause
frequent reconnects, while very high values may leave unused
connections open.

kafka.producer.close.timeout.ms

This property sets maximum time the producer waits for in-flight
requests to complete when the producer is closed. This setting impacts
the graceful shutdown behavior. If the value is set too low, messages
are dropped during shutdown, while if it is set too high, application
termination is delayed.

webservice.decryptAllBasedOnRole

This property allows authorized users to receive decrypted (plain-text)
values in web service responses for characteristics modeled as
Encrypted in UIM. The default value is false. Set this property to true
to return decrypted values in the response.

uim.ewo.activity.assignToGroupEnabled

This property specifies whether the Activity Assign drop-down displays
users or includes groups and roles.

For example:

ui mewo. activity. assi gnToGr oupEnabl ed=f al se

uim.tmf.populateLDCapacity

This property disables logical device capacity calculation when
generating the REST logical device response.

For example:

ui mtnf.popul ateLDCapacity = true
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Table 5-12 (Cont.) Properties in the system-config.properties File

Property

Description

nEnabled

uim.ui.network.canvas.deleteDeviceAssociatio | This property enables the association and disassociation of devices

when you perform connectivity or pipe association or disassociation.
For example:

ui mui . networ k. canvas. del et eDevi ceAssoci at i onEnabl ed
=fal se

Controlling System Timer Events

You use the timers.properties file to control system timer events.

Each timer can be defined by five properties:

firstTime: The first time to call the listener. If it is specified as relative time (without ":"),
such as 600 (in seconds), then the listener is called 10 minutes after the system is started.
If it is specified as absolute time, such as 12:00:00(noon), or 23:00:00(11PM), then the
listener is called at the specified time after the system is started.

If it is specified as "onTheHour", then the listener is processed on the next hour (for
example 08:00:00) after the system is started (for example 07:28:34).

The default is 60 seconds in relative time.

period: After the listener is called the first time, the number of seconds between repeating
expiration intervals. The listener is called when the timer expires.

The default is 600 seconds.
fixedRate: This is not used.

listener: The listener's class name. The listener's timerExpired (Timer timer) method is
processed when the timer expired.

There is no default. This property must be specified.

cluster: The flag indicates whether this timer is cluster aware. If it is set to true, then there
is only one instance of this timer running in the cluster. If it is set to false, then each server
has this timer instance running locally. The default value is true.

You normally use the default value for all timers except clusterTimeMonitor, which should
be run individually on every server in a cluster.

The properties for the timers.properties file are:
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Table 5-13 Properties in the timers.properties file

Property

Description

cleanReservation

This property controls the timer for cleaning up expired reservations. There should be only one
instance of this timer in the cluster. For example:

timer.cleanReservation. firstTi ne=600

timer.cleanReservation. peri 0d=600
timer.cleanReservation.|istener=oracle.comunications.inventory.api.consumner.inpl
. Reservat i onManager | npl

clusterTimerMonitor

This property controls the timer that monitors whether the current server that manages the
cluster-aware timers is still alive.

This timer should be running on every server in the cluster. For example:

tiner.clusterTimerMnitor.firstTi me=10

timer.clusterTimerMnitor. period=10
timer.clusterTimerMnitor.!|istener=oracle.conmunications.inventory.api.frameworKk.
timer. TinmerController

timer.clusterTimerMnitor.cluster=fal se

customTimer

This property controls a timer for custom extensions. There should be only one instance of this
timer in the cluster. For example:

timer. custoniinmer.firstTi me=300

tiner. custoni ner. peri 0d=600

timer. custoniinmer.|istener=oracle.commnications.inventory.api.comon. Ti meout Even
t Li st ener

ipAddressAging

This property controls a timer for recalling disconnected IP resources. For example:

tiner.ipAddressAging. firstTi me=600

tiner.ipAddressAgi ng. period=600

tiner.ipAddressAging. |istener=oracle.comunications.inventory.api.ip.|PResourceTi
mer Li st ener

outageAging

This property controls a timer that reloads the Outage tables automatically. These timer values
are commented by default. And therefore, you can uncomment and set the corresponding values
to reload the Outage tables automatically. For example:

timer. out ageAgi ng. firstTi me=0
timer. out ageAgi ng. peri od=0
timer. out ageAgi ng. | i stener=oracle

Note: You can manually reload the Outage reports using the Reload Outage Tables option from
the UIM application.

rowLockExpiration

This controls the timer for cleaning up expired entity row locks. For example:

tiner.rowLockExpiration. firstTi me=120

tiner. rowLockExpiration. peri od=600

tiner. rowLockExpiration.listener=oracle.conmunications.inventory.api.conmon.inpl.
RowLockExpi ryTi ner Li st ener
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Table 5-13 (Cont.) Properties in the timers.properties file

e __________________________________________________________________|
Property Description

telephoneNumberAgin | This property controls a timer for recalling disconnected telephone numbers. For example:

9 tiner.tel ephoneNunber Agi ng. first Ti me=600

timer.tel ephoneNumber Agi ng. peri 0d=600
tiner.tel ephoneNunber Agi ng. | i st ener=oracl e. communi cati ons. i nventory. api . nunber. Te
| ephoneNunber Hel per

For more information on telephone number aging and telephone number life cycles, see "About
Unified Inventory Management" in UIM Concepts.

Controlling Ported-In Telephone Number Consumption

You use the telephoneNumberBulk.properties file to control the consumption of the ported-in
telephone numbers.

Table 5-14 lists and describes the properties in the telephoneNumberBulk.properties file.

Table 5-14 Properties in the telephoneNumberBulk.properties file

|
Property Description

tn.import.fileUploadWhiteListMi | This property validates the MIME type of the spreadsheet file that you are uploading.
meTypes For example:

tn.inport.fileUpl oadWhiteListM meTypes=application/vnd. openxm f or mat s-
of fi cedocunent. spreadsheet nl . sheet

tn.import.portin.reason This property specifies the reason for porting in the telephone numbers.
For example:

tn.inport.portin.reason=Reservation for portin nunber

tn.import.portin.reservationType | This property specifies the duration of the validity for ported-in telephone number.
For example:

tn.inport.portin.reservati onType=SHORTTERM

tn.import.portin.reservedFor This property specifies the person who is making the reservation for the ported-in
telephone number.

For example:

tn.inport.portin.reservedFor=portedln user

tn.import.portin.reservedForTyp | This property specifies the type of entity or process for which the ported-in telephone
e number reservation is made.

For example:

tn.inport.portin.reservedFor Type=CUSTOMER
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Table 5-14 (Cont.) Properties in the telephoneNumberBulk.properties file

Property

Description

tn.import.portin.quarantinePerio

Ported-in telephone numbers are subject to a quarantine period (in days). After the
telephone numbers are ported in, the telephone numbers are reserved and
guarantined, which means that those ported-in telephone numbers cannot be assigned
to a service until the quarantine period is completed.

This property controls the quarantine period for ported-in telephone numbers.
For example:

tn.inport.portin.quarantinePeriod=10

tn.import.portin.serviceConifglte
mNameForTN

This property specifies the name of the service configuration item configured for the
telephone number entity.

For example:

tn.inport.portin.serviceConifgltenmNaneFor TN=Tel ephoneNunber

Controlling Topology

You use the topologyProcess.properties file to control how topology is managed in UIM.

Table 5-15 lists and describes the properties in the file.

Table 5-15 Properties in the topologyProcess.properties file

Property

Description

disableTopology

This property turns topology refresh On or Off.
The default value is true. For example:

di sabl eTopol ogy=true

processSynchronous

This property refreshes the topology immediately after the UIM transaction
is complete. For synchronous updates, the value is true and for
asynchronous updates the value is false. See "Configuring Asynchronous
Topology Updates" for more information.

The default value is false. For example:

processSynchronous=f al se

WORK_MANAGER_CLASS
WORK_MANAGER_NAME
WORK_MANAGER_THREADS

These properties are no longer used.

WORK_MANAGER_JNDI

This property is no longer used.
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Table 5-15 (Cont.) Properties in the topologyProcess.properties file

e _________________________________________________|
Description

Property

defaultBaseMap
defaultApplicationDatasource
defaultMapTileServerUrl
defaultMapCopyright

These properties define set map profile settings. These are the default
settings:

def aul t BaseMap=ELOCATI ON_MNAP

def aul t Appl i cati onDat asour ce=Ul MDATA

def aul t MapTi | eServer Url =http://el ocation. oracl e. com mapvi ewer/
ncserver

def aul t MapCopyri ght =Copyri ght \u00a9 2007, 2020 Oracle Corp

If you use a third-party geocoding service, change these values. See
"Configuring a Geocode Service" for more information.

MapViewerUrl

This property specifies the map viewer URL if it is running in a separate
domain. To specify the URL, enter the URL in the following format:

mapvi ewer Url =ht t p: / / host name: port/ mapvi ewer

simpleLinearMode
simpleLinearModeMaxCycles
continueProcessingindicator

These properties are no longer used.

Monitoring Outage Impacts

You use outageReport.properties file to control the outage reports. Outage report provides
the list of outages happened.

@® Note

If you set any property value as False, the report does not include the corresponding
information.

Table 5-16 lists and describes the properties in the file.

Table 5-16 Properties in the outageReport.properties File

Property

Description

outagereport.display.pipe_entit
y_id
outagereport.display.pipe_id
outagereport.display.pipe_name

These properties set the Pipe information in the outage report. For example:

out ager epor t
out ager epor t
out ager epor t

.display. pi pe_entity_id=true
. di splay. pi pe_id=true
. di spl ay. pi pe_name=true

outagereport.display.a.place

outagereport.display.a.coordina
tes

outagereport.display.a.device

outagereport.display.a.parentde
vice

These properties set the A side information of the pipe or connectivity in the outage
report. For example:

out ager eport
out ager eport
out ager eport
out ager eport

.display.a.place=true

.di spl ay. a. coordi nat es=true
.di splay. a. devi ce=true

.di spl ay. a. parentdevi ce=true
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Table 5-16 (Cont.) Properties in the outageReport.properties File

Property

Description

outagereport.display.z.place

outagereport.display.z.coordina
tes

outagereport.display.z.device

outagereport.display.z.parentde
vice

These properties set the Z side information of the pipe or connectivity in the outage
report. For example:

out agereport. di splay. z. pl ace=true

out ager eport. di spl ay. z. coordi nat es=true
out ager eport. di spl ay. z. devi ce=true

out ager eport. di spl ay. z. parent devi ce=true

outagereport.display.capacity

These properties set the Capacity information in the outage report. For example:

out ager eport. di spl ay. capacity=true

outagereport.display.service_en
tity_id
outagereport.display.service_id

outagereport.display.service_na
me

These properties set the Service information in the outage report. For example:

out agereport. di splay.service_entity_id=true
out ager eport. di spl ay. service_id=true
out ager eport. di spl ay. servi ce_name=true

outagereport.display.lda_entity_
id

outagereport.display.lda_id
outagereport.display.lda_name

These properties set the Logical Device information in the outage report. For example:

out agereport.display.lda_entity_id=true
out agereport. di splay.|da_id=true
out ager eport. di spl ay. | da_nanme=true

outagereport.display.customer

These properties set the customer information in the outage report. For example:

out ager eport. di spl ay. cust oner=true

outagereport.display.email

These properties set the Email information in the outage report. For example:

out agereport. di splay. emai | =true

outagereport.display.contact

These properties set the contact information in the outage report. For example:

out ager eport. di spl ay. contact =true

Setting Timeout Values for UIM

The WebLogic server supports distributed transactions, which are transactions that update
multiple resource managers, such as an application server and a database, in a single
transaction. This guarantees data integrity by ensuring that transactional updates are either
committed or rolled back in all of the participating databases.

This section explains how to set transaction timeouts for the Oracle database and JTA. In
general, the JTA timeout should be less than or equal to the Oracle database timeout:

JTA timeout <=

database timeout

Oracle recommends setting the transaction timeouts to 1800 seconds.

Setting the Oracle Database Timeout

The DI STRI BUTED_LOCK_TI MEQUT is a parameter of the database. There are two ways to
change this parameter. You can use Oracle Enterprise Manager or use sq|l.
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To change the DI STRI BUTED_LOCK_TI MEQUT parameter using sql:
1. Open SQL Plus.

2. Connect to the database.

3. Enter:

"alter systemset distributed_|ock tineout=1800 scope=spfile'

The default value for this parameter is 60 seconds, but Oracle recommends setting this
parameter to 1800 seconds.

® Note

Oracle recommends setting the database timeout value higher than the XA
transaction timeout value. Otherwise, in-doubt table locks can occur on the
database side before the WebLogic server JTA or JDBC XA can close the
transaction.

4. Restart Oracle Database to reflect the changes in DI STRI BUTED_LOCK_TI MEQUT.
5. Exit SQL Plus.

Setting the JTA Timeout

You specify how long a transaction can remain in the Active state until the transaction is rolled
back by using the WebLogic server administration console.

To set the JTA timeout value:

1. Log in to the WebLogic Remote Console by:
a. Open WebLogic Remote Console Application application.
b. Choose startup task as Add Admin Server Connection Provider.

c. Enter URL as follows:

http:// Server Name: Port

d. Enter the WebLogic server administration user name and password.
2. Inthe Domain Structure tree, expand Services, and then click JTA.
The Settings for Domain_Name pane appears.
3. Update the value in the Timeout Seconds field and then click Save.

4. Click Activate Changes.

Changing the Query Behavior and Row Limit Parameters

The query behavior and row limit parameters are defined in the system-config.properties file.
The file is located in the UIM_Homelconfig/system-config.properties.

This example shows the default options:
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ui . search. queryLi m t=10000
ui . sear ch. quer yBehavi or =6
ui . search. pageSi ze=200

Chapter 5

Changing the Query Behavior and Row Limit Parameters

The queryLimit parameter adds the rownum clause to the search query unless it is a -1 value,
which indicates that no limit is applied. The pageSize parameter is for pagination on the search
results page in the Ul.

Table 5-17 describes the options available for the Query Behavior and Row Limit parameters.

Table 5-17 Query Behavior and Row Limit Parameters

Behavior (option #) Row Limit | Count Scrolling
FULL_COUNT_FULL_QUERY (1) N/A The exact count is displayed. User can scroll through
the entire result set.
NO_COUNT_FULL_QUERY (2) N/A Not displayed. User can scroll through
the entire result set.
LIMIT_COUNT_FULL_QUERY (3) Used for If total count < row limit, then total count is | User can scroll the
count only | displayed, else the following is displayed: | results up to the row limit.
Total count: row limit (Limit Reached)
LIMIT_COUNT_LIMIT_QUERY (4) Used for If total count < row limit, then total count is | User can scroll the
count and displayed, else the following is displayed: | results up to the row limit.
query Total count: row limit (Limit Reached)
NO_COUNT_LIMIT_QUERY (5) Used for Not displayed. User can scroll the
query only results up to the row limit.
FULL_COUNT_LIMIT_QUERY (6) Used for The exact count is displayed. User can scroll the
query only results up to the row limit.

To change the Query Behavior and Row Limit parameters, perform the following:

1. Open a command window.

2. Navigate to the UIM_Homelconfiglsystem-config.properties file.

3. Open the system-config.properties file and scroll down to the ui.search.queryLimit,
ui.search.queryBehavior and ui.search.pageSize entries.

4. Change the parameters as required, to meet the specific needs of your deployment.

Refer to Table 5-18 for a description of the pros and cons of the parameter options.

5. Save and close the system-config.properties file.

Table 5-18 Parameter Options Pros and Cons

Behavior

Advantages

Disadvantages

FULL_COUNT_FULL_QUERY(1)

You know the exact count of rows satisfying

the criteria.

You can scroll through the entire result set.

while.

If the user does not give meaningful
criteria, and the number of rows
matching the criteria is large, it may take
a while to calculate the count.

If the database is not tuned correctly,
sorting the entire data set may take a
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Behavior

Advantages

Disadvantages

NO_COUNT_FULL_QUERY(2)

The query for finding the total count is not
performed. So it helps the performance of the
pages.

Usability of the page is not as good. The
scrollbar in the page is not
representative of the number of rows
satisfying the data and so user never
knows how much he needs to scroll.

If the database is not tuned correctly,
sorting the entire data set may take a
while.

LIMIT_COUNT_FULL_QUERY(3)

If the criteria is meaningful, and the number of
rows satisfying the criteria is less than the row
limit, there is no difference in the results
brought back and usability of the pages
compared to Behavior (1) or Behavior (4).

Better performance compared to Behavior (1),
as the count query is limited.

Results are more accurate compared to
Behavior (4).

User cannot scroll to the rows past the
row limit.

LIMIT_COUNT_LIMIT_QUERY(4)

If the criteria is meaningful, and the number of
rows satisfying the criteria is less than the row
limit, there is no difference in the results
brought back and usability of the pages
compared to Behavior (1) or Behavior (3).

Better performance compared to Behavior (1),
as the count query is limited.

Better performance compared to Behavior (3),
as the query is limited.

User cannot scroll to the rows past the
row limit.

If the number of rows matching the
criteria is more than the row limit, the
row limit is applied before the ordering,
so the first rows displayed may not be
the first in the sort order of the entire
dataset.

NO_COUNT_LIMIT_QUERY (5)

The query for finding the total count is not
performed. This helps the performance of the
pages. The number of rows queried is limited.

Better performance compared to Behavior (2),
as the query is limited.

User cannot scroll to the rows past the
row limit.

If the number of rows matching the
criteria is more than the row limit, the
row limit is applied before the ordering,
so the first rows displayed may not be
the first in the sort order of the entire
dataset.

FULL_COUNT_LIMIT_QUERY(6)

You know the exact count of rows satisfying
the criteria.

Better performance compared to Behavior (1),
as the query is limited.

If the user does not give meaningful
criteria, and the number of rows
matching the criteria is large, it may take
a while to calculate the count.

User cannot scroll to the rows past the
row limit.

If the number of rows matching the
criteria is more than the row limit, the
row limit is applied before the ordering,
so the first rows displayed may not be
the first in the sort order of the entire
dataset.

Disabling Sorting for Selected Entities

By default sorting entities in UIM is enabled and entities are ordered by their identifier or ID. In
calling APIs, you can set a value in the InventorySearchCriteria interface to disable sorting for
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selected entities. The method to disable sorting is setDisableOrdering() and you set the value
to true. The default value is set to false. You can disable ordering on the following selected
entities:

e Logical Devices
e Physical Devices
e Services

By disabling the sorting, you can improve the performance of the entity retrievals. See the UIM
Javadoc for more detailed information on the InventorySearchCriteria interface.

Using Hints for Improving Performance in Querying

By default including conditions and reservation are included in an entity query. In calling APls,
you can set query hints in the InventorySearchCiriteria interface to disable these being included
which can improve performance. The method to add hints on the search criteria is the
addHint() method and you set the hint type and the value to true. You can add hints for the
following:

« EXCLUDE_CONDITIONS_IN_UNASSIGNED_QUERY
« EXCLUDE_RESERVATIONS_IN_UNASSIGNED_QUERY

Example 5-5 shows sample code using the addHint() method on the
LogicalDeviceSearchCriteria class. The LogicalDeviceSearchCriteria class extends
InventorySearchCriteria interface.

Example 5-5 Sample Code Using the addHint Method on InventorySearchCriteria

Logi cal Device Id = null;

Col lection<Criterialten> criterialtens = new ArraylList<Criterialtens();
Logi cal Devi ceManager | dManager = Persi stenceHel per. makelLogi cal Devi ceManager () ;
Logi cal Devi ceSearchCriteria |dCriteria =
| dManager . makelLogi cal Devi ceSearchCriteria();
Logi cal Devi ceSpeci fication | dSpec =
(Logi cal Devi ceSpeci fication) findAndValidateSpecification(specNane);

if (IdSpec !'= null)
[ dCriteria.setLogical DeviceSpecification(ldSpec);
I dCriteria.setAssignment State(Assi gnment St at e. UNASSI GNED) ;
IdCriteria.setDistinct(true);
IdCriteria.setDisabl eOrdering(true);
I dCriteria.addH nt(
I nvent orySearchCriteriaH nts. EXCLUDE_CONDI TI ONS_I N_UNASSI GNED_QUERY, "true");
I dCriteria.addH nt(
I nventorySearchCriteriaH nts. EXCLUDE_RESERVATI ONS_| N_UNASS|I GNED_QUERY, "true");

Li st <Logi cal Devi ce> | dList =
| dManager . fi ndLogi cal Devi ce(l dCriteria);

By adding these hints to the query criteria, any existing conditions or reservations are excluded
from the query. Using these hints, you can improve the performance of the retrievals. See the
UIM Javadoc for more detailed information on the InventorySearchCriteria interface and the
LogicalDeviceSearchCriteria class.
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Customizing Visualization for Equipment View

In the equipment view, the different colors representing ports can be set based on their
assignment state. Similarly, the colors for sub-cards and sub-holders that are present on a card
can also be set. This customization can be done by using the properties present in the
visualization.properties file, present in UIM_HOMEIconfig folder.

Table 5-19 lists the properties present in the visualization.properties file.

Table 5-19 Equipment visualization properties in the visualization.properties file

Property

Description

equipment.visual.port.assignmentState.assigned

The Assigned port color property can be set by
providing the hexadecimal value of the color you
want to use. Its default value is set to #DC2020.

Example:

equi prrent . vi sual . port. assi gnnent State. assig
ned=#DC2020

equipment.visual.port.assignmentState.unassigned

The Unassigned port color property can be set by
providing the hexadecimal value of the color you
want to use. Its default value is set to #00C04B.

Example:

equi prrent . vi sual . port. assi gnnent St at e. unass
i gned=#000C04B

equipment.visual.port.assignmentState.pendingAs
sign

The Pending Assign port color property can be set
by providing the hexadecimal value of the color you
want to use. Its default value is set to #FFFF00.

Example:

equi prent . vi sual . port. assi gnnent St at e. pendi
ngAssi gn=#FFFF00

equipment.visual.port.assignmentState.pendingUn
assign

The Pending Unassign port color property can be
set by providing the hexadecimal value of the color
you want to use. Its default value is set to
#FFFFOO.

Example:

equi prrent . vi sual . port. assi gnnent St at e. pendi
ngUnassi gn=#FFFF00

equipment.visual.subCard

The Sub-Card color property can be set by
providing the hexadecimal value of the color you
want to use. Its default value is set to #02181F.

Example:

equi prrent . vi sual . subCar d=#02181F
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Table 5-19 (Cont.) Equipment visualization properties in the visualization.properties

file

Property

Description

equipment.visual.subHolder

The Sub-Holder color property can be set by
providing the hexadecimal value of the color you
want to use. Its default value is set to #02181F.

Example:

equi prrent . vi sual . subHol der =#06485F

equipment.visual.card.maxPortsToRender

This property configures the number of ports
visible on a card in equipment visualization. Its
default value is set to 30.

Example:

equi prrent . vi sual . card. maxPor t sToRender =30

Changing the uim.query.MaxSearchResults Parameter

In UIM, the default value of uim.query.MaxSearchResults from the system-
config.properties is set to 50000. This restricts the total number of fetch records that are
returned by any of the FinderAPIs, which are used in the implementation code. This avoids the
problems related to JVM Heap Memory that may arise because of insufficient search criteria in
Finder APIs or null-valued search criteria parameters in any Finder APIs. If you are altering the
default value, test in the corresponding environments before moving to the production

environment.

For the corresponding use case, if your requirement is to fetch records other than the
configured uim.query.MaxSearchResults, you can pass minimum and maximum range using
set Range (m n, max) API. The following example will search for 121 service objects of the

specification Ethernet Hub Service:

try {

Servi ceSpecification

svSpeci fi cation=findServSpecification("Ethernet Hub

Service");

Servi ceManager servMan
Per si st enceHel per. makeServi ceManager () ;

ServiceSearchCriteria criteria =

servMan. makeSer vi ceSearchCriteria();

criteria.setServiceSpecification(svSpecification);

/* this will over ride the default MaxSearchResults configured in the

Properties file */

criteria.setRange(0, 120);

servLi st = servMan.findServices(criteria);
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}cat ch(Exception e){
ut.roll back();

e.printStackTrace();
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Unified Inventory Management Backup and
Restore

This chapter describes how to back up and restore Oracle Communications Unified Inventory
Management (UIM) data.

It is important to understand how to back up critical data to protect the system against different
failures. You can save backup artifacts in various ways—by using periodic backups to tape or
fault-tolerant disks, or by manually copying files to another machine.

WebLogic Server Related Artifacts

The following sections describe the artifacts that you should back up.

Static Artifacts

Static artifacts are those that change less frequently. These include:

*  MW_Home (except user_projects/domains/idomain_name) for the Administration Server
and all the Managed Servers

*  WL_Home (by default, it resides in MW_Home and it can be configured by the user to
point to a different location) for the Administration Server and all the Managed Servers

This data is changed only while patching or upgrading the environment.

Runtime Artifacts

Runtime artifacts are those that change more frequently. These include:

e Domain_Home and UIM_Home directories in all the servers (by default, it resides in
Domain_Home, but it can be configured by the user to point to a different location.)

« UIM Application artifacts (EAR files, WAR files, PROPERTIES files) which reside outside of
the domain directory on each of the servers (in case of no_stage or external_stage
application staging modes)

This data changes frequently while updating the domain configurations, deploying an
application, and while performing other administrative changes.

Persistent Stores

A persistent store provides a built-in, high-performance storage solution for WebLogic Server
subsystems and services that require persistence. For example, it can store persistent IMS
(Java Messaging Service) messages or durable subscriber information, as well as temporarily
store messages sent to an unavailable destination using the Store-and-Forward feature. The
persistent store supports persistence to a file-based store (File Store) or to a JDBC enabled
database (JDBC Store). The default store maintains its data in the Domain_Homelservers/
AdminServer/datal/store/default directory inside the servername subdirectory of a domain's
root directory.
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Using a Shared File System to Backup the Artifacts

The best practice is to store snapshots of the above artifacts either at the file system level, or
using one of the models suggested below in "Using the Webl ogic Backup Utility" and "Using
the Pack and Unpack Utility", onto a Storage Area Network (SAN). This would ensure the local
machine failure at the physical level doesn't impact the backups.

It is best to take backups before configuration changes are done.

@® Note

Verify that the file/folder being backed up meets the file size or pathname length
requirements for the backup utility being used. For example, the maximum pathname
length for the tar application is 256 characters.

Using the WebLogic Backup Utility

You can configure Oracle WebLogic Server to make backup copies of the configuration files.
This facilitates recovery in cases where configuration changes need to be reversed or in the
unlikely case that configuration files become corrupted. When the Administration Server starts
up, it saves a JAR file named config-booted.jar that contains the configuration files. When
you make changes to the configuration files, the old files are saved in the configArchive
directory under the Domain_Home directory, in a JAR file with a sequentially numbered name
such as config-1.jar. The configuration archive is always local to the Administration Server
host. It is a best practice to back up the archives to an external location.

Using the Pack and Unpack Utility

This utility provides a way to define templates and use the template to pack a domain for
unpacking later or to unpack in another node. The domain UIM is deployed in, may contain
other applications and the administrator needs to ensure the UIM specific components are
packed, if the upgrade or patch is happening in UIM. You can use a template that contains a
subset of a domain to create a Managed Server domain directory hierarchy on a remote
machine. It would ensure that when unpacked only the UIM artifacts are restored.

Refer to the Oracle WebLogic Server documentation for more details.

The pack or unpack operation in WebLogic 14.1.2 only copies a limited set of folders to the
target domain. As a result, when working with a non-shared disk HA cluster in a traditional
environment, you need to perform the following additional steps to manually transfer essential
contents from one node to another:

1. Take backup of domain and its corresponding folder in applications folder.

2. Run the pack command as follows:

<Oracl e_Home>/ or acl e_comon/ common/ bi n/ pack. sh - domai n=<Or acl e_Hone>/
user _proj ects/ domai ns/ <Domai n_Nanme> -t enpl at e=<Tenpl at e_Name>. j ar -
t enpl at e_name=<Tenpl at e_Name> - managed=t r ue

3. Copy the created template (jar) to remote server where MS2 is to be configured.
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4. Run the unpack command as follows:

<Oracl e_Home>/ or acl e_comon/ common/ bi n/ unpack. sh -
t enpl at e=<Tenpl at e_Name>. j ar -domai n=<Or acl e_Home>/ user _proj ect s/ donai ns/
<Domai n_Name> - user _name=<Wbl ogi ¢_User Nane> - passwor d=<\Wébl ogi c_Passwor d>

5. Copy the folders sysman and UIM to unpacked domain from the actual domain. Replace

the security and servers folders in the second node. Copy config.xml file also into the
second domain.

6. Start the Admin Server, MS1, from the first machine and MS2 from the second machine.

7. If MS2 is not starting and you receive error such as follows:

webl ogi c. security. SecuritylnitializationException: Authentication for user
webl ogi ¢ denied.", "javax.net.ssl.SSLHandshakeException: PKI X path

bui | ding fail ed:

sun. security. provider.certpath. SunCert Pat hBui | der Exception: unable to find
valid certification path to requested target>

a. Access the em console from browser and download the certificate.

b. Import into JVM truststore as follows:

keytool -inport -alias <Alias_Name> -keystore $JAVA HOWVE/ | i b/ security/
cacerts -file <Certificate>

Restoring WebLogic Related Configurations and Artifacts

The following link describes the different scenarios and what needs to be restored in each of
the scenarios.

https://docs.oracle.com/en/middleware/fusion-middleware/14.1.2/asadm/introduction-backup-
recovery.html#GUID-28E7916E-0A6C-4CD3-BA29-B7DDDE7E1724

Embedded LDAP

If any of your security realms use the Default Authentication, Authorization, Credential
Mapping, or Role Mapping providers, you should maintain an up-to-date backup of the
following directory tree:

Domain_Homelservers/AdminServer/datalldap

In the preceding directory, Domain_Home is the domain root directory and AdminServer is the
directory in which the Administration Server stores run-time and security data.

For more information backing up the embedded LDAP server data, see the following topics:

e “Configure backups for embedded LDAP servers" in the Oracle WebLogic Server
Administration Console Help

* “Back Up LDAP Repository" in Managing Server Startup and Shutdown for Oracle
WebLogic Server located at the following link:

https://docs.oracle.com/en/middleware/fusion-middleware/weblogic-server/14.1.2/start/
failures.html
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If the embedded LDAP server file becomes corrupt or unusable, the Administration Server will
generate a NumberFormatException and fail to start. This situation is rare but can occur if the
disk becomes full and causes the embedded LDAP file to enter into an invalid state.

Do not update the configuration of a security provider while a backup of LDAP data is in
progress. If a change is made—for instance, if an administrator adds a user—while you are
backing up the Idap directory tree, the backups in the Idapfiles subdirectory could become
inconsistent. If this does occur, consistent, but potentially out-of-date, LDAP backups are
available, because once a day, a server suspends write operations and creates its own backup
of the LDAP data. It archives this backup in a ZIP file below the Idap/backup directory and
then resumes write operations. This backup is guaranteed to be consistent, but it might not
contain the latest security data.

Restoring Embedded LDAP Server File

To recover from an unusable embedded LDAP server file, complete the following steps:

1. Change to the following directory:
Domain_Homelservers/|AdminServer/data

2. Rename the embedded LDAP server file, as in the following example:
mv | dap | dap.old
where mv is the Unix command used to rename the file.

By renaming the file, and not deleting it completely, it remains available to you for analysis
and potential data recovery.

3. Start the Administration Server.
When the Administration Server starts, a new embedded LDAP server file is created.

4. Restore any data to the new embedded LDAP server that was added since the time the
WebLogic domain was created.

If you have configured a backup of the embedded LDAP server, you can restore the
backed up data by importing it. For information, see “Exporting and Importing Information
in the Embedded LDAP Server".

https://docs.oracle.com/en/middleware/fusion-middleware/weblogic-server/14.1.2/secmag/
Idap.html

Export and Import of LDAP Data

Alternatively, the export and import functions could also be used as described in Exporting and
Importing Information in the Embedded LDAP Server.

Database Backup and Restore

Use Recovery Manager (RMAN) to back up, restore, and recover data files, control files, server
parameter files (SPFILESs) and archived redo log files. You can use RMAN with a media
manager to back up files to external storage. You can also configure parallelism when backing
up or recovering Oracle RAC databases. In Oracle RAC, RMAN channels can be dynamically
allocated across all of the Oracle RAC instances. Channel failover enables failed operations on
one node to continue on another node. You can start RMAN from Oracle Enterprise Manager
Backup Manager or from the command line.
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For more information about using RMAN, see “Configuring Recovery Manager and Archiving",
at the following link:

https://docs. oracl e. com en/ dat abase/ or acl e/ or acl e- dat abase/ 19/ r acad/ confi guri ng-
recovery-manager - and- ar chi vi ng. ht m

@® Note

In addition to the UIM schema the MDS schema which was used in the installation
process should also be backed up for failure handling.

Backup SerializedSystemini.dat and Security Certificates

Each server instance creates a file named SerializedSystemlni.dat and locates it in the
Domain_Homelsecurity directory. This file contains encrypted security data that must be
present to boot the server. You must back up this file.

If you configured a server to use SSL, you must also back up the security certificates and keys.
The location of these files is user-configurable.
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Working with Reports

Oracle Communications Unified Inventory Management (UIM) supports Oracle Analytics
Server, which is the reporting standard for UIM. Through a downloadable patch, UIM provides
sample reports that you can run in Oracle Analytics Server.

Installing and Configuring Oracle Analytics Server

The following sections provide information on installing and configuring Oracle Analytics
Server.

This chapter assumes you are familiar with Oracle Analytics Server and its documentation,
which is available on the Oracle documentation website:

https://docs.oracle.com/en/middleware/bi/analytics-server/index.html

Installing Oracle Analytics Server

Oracle Analytics Server is not part of UIM Installer. To use Oracle Analytics Server for UIM
reporting, you must install it manually. See "UIM Software Compatibility" in UIM Compatibility
Matrix for information about which versions of Oracle Analytics Server work with this release of
UIM.

To install Oracle Analytics Server, follow the instructions in Installing and Configuring Oracle
Analytics Server, located here:

https://docs.oracle.com/en/middleware/bi/analytics-server/install-config-oas/installing-product-software.html

Configuring Oracle Analytics Server
After you have successfully installed Oracle Analytics Server, you need to configure it by
performing the following tasks:
«  Start the Oracle Analytics Server WebLogic server. See "Getting Started".

« Add a data source and establish a database connection. See "Adding a Data Source and
Establishing a Database Connection”.

e Add users. See "Adding Users".

Getting Started

To get started with configuring Oracle Analytics Server, do the following:

1. Start the Oracle Analytics Server WebLogic server by following the instructions in Oracle
Analytics Server documentation located here:

https://docs.oracle.com/en/middleware/bi/analytics-server/administer-oas/start-and-stop-your-system.html

2. Ensure you have privileges to log in to Oracle Analytics Server as an administrator.

System Administrator's Guide
G50244-01 April 28, 2026
Copyright © 2012, 2026, Oracle and/or its affiliates. Page 1 of 11


https://docs.oracle.com/en/middleware/bi/analytics-server/index.html
https://docs.oracle.com/en/middleware/bi/analytics-server/install-config-oas/installing-product-software.html
https://docs.oracle.com/en/middleware/bi/analytics-server/administer-oas/start-and-stop-your-system.html

ORACLE Chapter 7
Downloading and Installing the Sample Reports

Adding a Data Source and Establishing a Database Connection

To run reports against UIM data using Oracle Analytics Server, you must add UIM as a data
source to Oracle Analytics Server and establish a database connection to UIM.

To add a data source and establish a database connection:

1. Log in to Oracle Analytics Server as an administrator.

2. Follow the instructions for creating data sources in Administering Oracle Analytics
Publisher in Oracle Analytics Server:

https://docs.oracle.com/en/middleware/bi/analytics-server/administer-publisher-oas/set-data-sources.html

Adding Users

To provide users with view access, Oracle Analytics Server offers several security options.
To add a user and a role, and assign the role to the user:

1. Loginto Oracle Analytics Server as an administrator.

2. Determine the security model option to use from the administrator's overview. Follow the
instructions for granting permissions in Administering Oracle Analytics Publisher in Oracle
Analytics Server, located here:

https://docs.oracle.com/en/middleware/bi/analytics-server/administer-publisher-oas/configure-users-roles-
and-data-access.html

Downloading and Installing the Sample Reports

This section provides information on downloading and installing the UIM sample reports, which
are described later in this chapter.

Downloading the Sample Reports

The UIM sample reports are delivered in a separate ZIP file (OASSampleReports.zip), which
you can download from the UIM software on the Oracle Software Delivery Cloud:

https://edelivery.oracle.com

Installing the Sample Reports

You can install the sample reports by using one of the following methods:

*  Copying the ZIP file to the Oracle Analytics Server Repository

* Uploading the Sample Reports from within Oracle Analytics Server

Copying the ZIP file to the Oracle Analytics Server Repository

To install the sample reports by copying the ZIP file to the Oracle Analytics Server repository:

1. If you have not already done so, download the sample reports.

See "Downloading the Sample Reports" for more information.

2. Open the tempDirlOASSampleReports.zip file.
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3. Extract the OASSampleReports folder to the OAS_HOME/repository/Reports directory.
4. Log in to Oracle Analytics Server.
5. Inthe upper right corner of the Home page, click the Catalog link.
The Catalog appears.
6. Expand Shared Folders, and select the BIPubReports folder.
The sample reports are located in the BIPubReports folder.
7. Change the data model file to point it to the data source you created earlier.

See "Changing the Data Model Source" for instructions.

® Note

Regarding the Oracle Analytics Server Catalog, files in Shared Folders are
accessible to other users, while files in My Folder are user-specific and are not
accessible to other users.

Uploading the Sample Reports from within Oracle Analytics Server

To install the sample reports by uploading them from within Oracle Analytics Server:

1. Loginto Oracle Analytics Server.

2. Inthe upper right corner of the Home page, click the Catalog link.
The Catalog appears.

Select Shared Folder.

Create a new folder named BIPubReports under Shared Folder.
Select the BIPubReports folder.

Create a new folder named Data Models under BIPubReports.

Select the BIPubReports folder.

® N o o W

Click the Upload Resource icon.
The Upload dialog box appears.
9. Click Browse.
The Choose File to Upload window appears.
10. Navigate to tempDirIBIPubReports.
11. Select an XDOZ file and click Open. (These are the report files.)
The Upload dialog box appears.
12. Click Upload.
13. Repeat steps 7 through 12 to upload each XDOZ file.
14. Select the Data Models folder.
15. Click the Upload Resource icon.
The Upload dialog box appears.
16. Click Browse.
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The Choose File to Upload window appears.

Navigate to tempDirlBIPubReports/Data Models.

Select an XDMZ file and click Open. (These are the data model files.)
The Upload dialog box appears.

Click Upload.

Repeat steps 14 through 19 to upload each XDMZ file.

The sample reports are located in the BIPubReports folder.

Change the data model file to point it to the data source you created earlier.

See "Changing the Data Model Source" for instructions.

Understanding the Sample Reports

This section describes the following sample reports:

Connectivity Report

Connectivity Activation Report for Project Activity

Customer Service Resource Allocation Report

Customer Services Supported by Logical Device Report

Device Utilization Report

IPv4 Utilization Report

IPv6 Utilization Report

Pipe Capacity by Terminating Place Report

Services In Progress Report

Telephone Number Reports

See "Running the Sample Reports" for information on how to run the sample reports that are
described in the following sections.

Connectivity Report

This report lists available channelized connectivities based on the location provided. Also,
based on the selected connectivity, the report shows Channelized Connectivity, its riders,

capacity consumed by riders, and the service and party associated with the rider.

When running this report, you select a location or locations from the Location list. The
Connectivity list is then populated with channelized connectivities that are present at the
selected locations. You can then select a connectivity from the Connectivity list to view its
riders.
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Connectivity Activation Report for Project Activity

@® Note

Within the Oracle Analytics Server Catalog, this report name is listed as Project
Activation Report. However, when the report runs, the title of the report is Connectivity
Activation Report.

This report provides the activation details to provision the connectivity that has been
redesigned as part of a Project Activity that may involve Grooming, Rehoming, Insert Node, or
Remove Node operation. This report contains various sections that provide necessary
information to provision the changes in the network that have been planned in the inventory
project.

You can select project, activity, and impacted connectivity from the respective lists to view
Connectivity Activation for a project Activity. Current version and previous versions will be
populated automatically.

General Information

This section provides the details about the connectivity and the corresponding Project and
Activity that is making changes in the connectivity.

Cross-Connect

This section provides the details of the cross connects needs to be activated or
deactivated in the devices to provision the connectivity.

Jumper

This section provides the details of the jumpers needs to be created or removed by the
field engineer in the devices to provision the connectivity.

Reference

This section provides the design details the connectivity before and after the completion of
the Project Activity. This section is not directly used in the provisioning but rather serves as
a reference to see the end to end design of the connectivity and understand what has
changed in the project Activity.

When running this report, you select project, activity, and impacted connectivity. Current
version and previous versions are automatically populated.

Customer Service Resource Allocation Report

This report shows all services and allocated resources for a particular customer. You select a
customer name to initiate the report.

When running the report, you select a customer name.

Customer Services Supported by Logical Device Report

This report shows all services and associated customers for a particular logical device such as
router. This report is designed for service impact analysis based on a specific logical device.

When running the report, you select a logical device.
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Device Utilization Report

This report shows the capacity consumed for logical devices. It shows logical devices,
assigned device interface specifications, and utilization of the device interfaces for a given
location or logical device.

When running the report, you enter a location or a device ID, or both.

IPv4 Utilization Report

This report shows all IPv4 networks, subnets, and hosts, and the respective utilization, for a
particular IP address domain.

When running the report, you select an IP address domain name.

IPv6 Utilization Report

This report shows all IPv6 networks, subnets, and hosts, and the respective utilization, for a
particular IP address domain.

When running the report, you select an IP address domain name.

Pipe Capacity by Terminating Place Report

This report shows pipe capacity information based on the terminating place.

When running the report, you select a terminating place to see all the pipes and their capacity
for that place.

Services In Progress Report

This report shows all service instances for a particular service specification where a service
configuration is in progress.

When running the report, you select a service specification to show the services in progress.

Telephone Number Reports

A set of predefined utilization reports shows the numbers of telephone numbers within a pre-
defined range. These reports can be used to determine which telephone numbers are
assigned and which are still available for consumption. In addition, this view provides
categorization based on the consumer, such as reservation, assignment, or condition. Below is
a description of each report:

e Utilization Report by 1K Block

This report shows the number of assigned, reserved, and available telephone numbers for
a block of 1,000 numbers. The report also shows the utilization percentage.

When running the report, you select the telephone number specification to view utilization
for the blocks created using that specification.

« Utilization Report by 10K Block

This report shows the number of assigned, reserved, and available telephone numbers for
a block of 10,000 numbers. The report also shows the utilization percentage.
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When running the report, you select the telephone number specification to view utilization
for the blocks created using that specification.

e Utilization Report for 1K/10K Block by Category

This report shows the assignment status, reservation type, and condition type for
telephone numbers within a block of 1,000 or 10,000.

When running the report, you select the block to view utilization of the numbers in that
block.

« Utilization Report by Category for Toll Free Numbers

This report shows the assignment status, reservation type and condition type for toll free
numbers.

Running the Sample Reports

To run the sample reports:

1. Log in to Oracle Analytics Server.
2. Inthe upper right corner of the Home page, click the Catalog link.
The Catalog appears.

3. |If this is the first time you are running the sample reports, edit the data model to point to a
data source. For instructions on how to do this, see "Changing the Data Model Source".

@® Note

For generating IPv6 sample reports, you must run the
BIPubReports\functions.txt file in the database of the UIM data source.

4. Expand Shared Folders, and select the BIPubReports folder.
5. Click the Open link for the report you want to run.
Depending on the report you opened, a list or lists from which to select data appears.
6. Select data from the list or lists that are present for the report you are running.
7. Click Apply to apply your data selections and run the report.

The report appears.

Modifying Existing Sample Reports
You can modify the existing sample reports by:

«  Editing Existing Sample Reports to alter the report format

e Changing the Data Model Source to alter the data that appears in existing sample reports

» Setting Default Parameter Values to alter the data that appears in the report

Any reports you create by modifying the existing sample reports can be run in the same
manner as the sample reports. See "Running the Sample Reports" for more information.

Editing Existing Sample Reports
To edit an existing sample report:
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1. Loginto Oracle Analytics Server.
2. Inthe upper right corner of the Home page, click the Catalog link.
The Catalog appears.
3. Expand Shared Folders, and select the BIPubReports folder.
4. Click the Edit link for the report you want to edit.
5. Edit the report format.
For detailed information on editing the report format, click the Help icon on this page.

6. Click the Save icon.

Changing the Data Model Source

To change the Data Model Source:

1. Log in to Oracle Analytics Server.

2. Inthe upper right corner of the Home page, click the Catalog link.
The Catalog appears.

Expand Shared Folders.

Expand BIPubReports, and select the Data Models folder.

Click the Edit link for the data model you want to edit.

Click Data Model.

S

The Properties page for the selected data model appears.
7. From the Default Data Source list, select a different data source.
8. [Expand Data Model, and select Data Sets.
9. Select a data set.
The Diagram tab for the selected data set appears.
10. Click the View Actions list menu located in right corner of the data set.
11. From the View Actions menu, select Edit Data Set.
The Edit Data Set dialog box appears.
12. Change Data Source.
13. Close the Edit Data Set dialog box.
14. Click the Save icon.

Setting Default Parameter Values

To set default parameter values:

1. Log in to Oracle Analytics Server.

2. Inthe upper right corner of the Home page, click the Catalog link.
The Catalog appears.

3. Expand Shared Folders.

4. Expand BIPubReports, and select the Data Models folder.
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Click the Edit link for the data model you want to edit.
Expand Data Model, and select Parameters.

Select a parameter.

Set or change the value in the Default Value field.

Click the Save icon.

Decrypting Characteristics Stored as Cipher Text

Authorized users can decrypt characteristics that are stored in cipher text by using the UIM
database function U M_DECRYPT.

The access requirements are as follows:

You must assign the connected user to the SecureDataAccessGroup role to decrypt
encrypted values successfully.

Users without the SecureDataAccessGroup role cannot decrypt or view the plain-text
data.

The syntax is as follows:

Pl ai nText Ul M DECRYPT( <encrypted_string>)

The following example shows how to retrieve both the encrypted and decrypted values of
characteristics stored using AES encryption:

SELECT c.entityid, c.name, c.value, U MDECRYPT(c.value) AS decrypted_val ue
FROM Logi cal Devi ce_char ¢ WHERE c. val ue LI KE ' AES256% ;

Creating New Reports

You can create a new data model to create a new report. To view example queries when
creating new reports, see "Viewing Example Queries".

To create a new report:

1.
2.
3.

Understand the data model entities you intend to use in your custom report.

Log in to Oracle Analytics Server.

In the upper right corner of the Home page, click the New icon, and select Data Model.
The Properties page for the new data model appears.

From the Default Data Source list, select a data source.

Expand Data Model and select Data Sets.

The Diagram tab for the selected data set appears.

Click the New Data Set list menu and select SQL Query.

The New Data Set - SQL dialog box opens.

Do one of the following:

» Click Query Builder, select the appropriate tables, and build the query to populate the
SQL Query field.
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20.
21.

22.
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e Copy and paste a pre-written query directly into the SQL Query field.
Click OK to close the New Data Set - SQL dialog box.

Click the Save icon to save the data set.

Click the View Data tab located next to the Save icon.

From the Number of rows to return list, select the number of rows to return.
Click View.

Select Save as Sample Data to save the data.

The Diagram tab for the new data set appears.

In the upper right corner of the page, click the New icon, then select Report, then select
the Using Existing Data Model link.

The Create Report window appears.
Select the data model and choose Guide Me and then click Next.
Select Page Options as Portrait and Layout as table and then click Next.

From the Available Columns on the left side, select the columns that you want to appear in
your report and click Next.

Click Finish and save the report.

To edit the report, click on the Actions icon located in the right corner of the report and
select Edit Report.

On the Edit tab, use the listed components to create data tables, bar charts, and so on..

On the Page Layout tab, format your report by specifying portrait or landscape, headers
and footers, and so on.

Click the Save icon.

Any custom reports you create can be run in the same manner as the sample reports. See
"Running the Sample Reports" for more information.

Viewing Example Queries

You can view the queries from any of the sample reports to use an example to follow when
creating custom reports.

To view example queries:

1.
2.

N o g & w

Log in to Oracle Analytics Server.

In the upper right corner of the Home page, click the Catalog link.
The Catalog appears.

Expand Shared Folders.

Expand BIPubReports, and select the Data Models folder.

Click the Edit link for the applicable data model.

Expand Data Model, and select Data Sets.

Select a data set.

The Diagram tab for the selected data set appears.

Click the View Actions list menu located in right corner of the data set.
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9. From the View Actions menu, select Edit Data Set.

The Edit Data Set dialog box appears, showing the query.

Troubleshooting Oracle Analytics Server

Refer to the Oracle Analytics Server forum for troubleshooting information:

https://community.oracle.com/tech/developers/categories/oracle-analytics-server
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Administering a UIM Cloud Native Deployment

Perform UIM cloud native deployment administration tasks.

This chapter provides information about UIM cloud native deployment administration tasks.

Overview of UIM Cloud Native Deployment Administration Tasks

UIM cloud native deployment administration tasks include day-to-day tasks of maintaining and
managing UIM cloud native instances and its users. The tasks also include managing UIM and
other related components in your cloud native environment.

You perform the following tasks as an administrator:

Start, stop, and restart a UIM cloud native instance. See "Starting, Stopping, and
Restarting a UIM Cloud Native Instance" for more information.

Upgrade a UIM cloud native instance. See "Upgrading Your UIM Cloud Native Instance" for
more information.

Manage UIM cloud native security. See "Securing Your UIM Cloud Native Deployment” for
more information.

Monitor and manage a UIM cloud native deployment. See "Monitoring and Managing a
UIM Cloud Native Deployment" for more information.

Improve the performance of UIM. See "Improving the Performance of a UIM Cloud Native
Deployment" for more details.

Starting, Stopping, and Restarting a UIM Cloud Native Instance

The UIM cloud native toolkit provides scripts for managing your UIM cloud native instances.

To create or start a UIM cloud native instance, run the following script:

$COMMON_CNTK/ scri pt s/ create-applications.sh -i instance -p project -
s $SPEC PATH -a uim

@® Note

Run this command only when an instance is completely down. For details about
verifying if the instance started, see "Verifying the UIM Server Started".

To stop all the UIM instances, including the administrator instance, run the following
command:

$COMMON_CNTK/ scri pt s/ del et e-applications.sh -i instance -p project -
s $SPEC PATH -a uim
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e To restart the UIM managed server, run the following command:

$COMMON_CNTK/ scripts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r ns

@® Note

For details about verifying if the instance started, see "Verifying the UIM Server
Started".

e To restart the UIM administration server, run the following command:

$COMMON_CNTK/ scri pts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r adnmin

e To restart all the servers (UIM managed servers and the administration server), run the
following command:

$COMMON_CNTK/ scripts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all

Upgrading Your UIM Cloud Native Instance

You upgrade your UIM cloud native instance in the following scenarios:

* To scale down. The instances in the environment would be reduced according to the
cl ust er Si ze value specified in the <shape>uim.yaml file.

* To scale up. The instances in the environment would be increased according to the
cl ust er Si ze value specified in the <shape>uim.yaml file.

e To upgrade the UIM Docker image to a newer image.

e To install updates to system configuration properties or log_level changes.
e To use WDT extensions.

To upgrade a UIM cloud native instance, run the following command:

$COMMON_CNTK/ scri pt s/ upgrade-appl i cation.sh -i instance -p project -
s $SPEC PATH -a uim

For details about upgrading your cloud native environment, see "Upgrading the UIM Cloud
Native Environment” in UIM Cloud Native Deployment Guide.

Securing Your UIM Cloud Native Deployment

You manage most aspects of UIM security externally rather than in the application itself. For
detailed information about how you perform application security tasks in external systems, see
the corresponding product documentation for these systems. For information about UIM
security, see "UIM Security Overview".

As part of authenticating users for access to a UIM cloud native deployment, you do the
following configuration tasks:
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»  Set the session timeout. See "Setting Session Timeout for UIM Instances".

*  Authenticate web services. See "Authenticating Web Services for a UIM Cloud Native
Deployment".

e Authorization. See "Authorization in UIM Cloud Native Deployment".

Setting Session Timeout for UIM Instances

To set session timeout for your UIM instances, you add the following session timeout details in
the inventory-clusterPlan.xml file.

/1 Add below in variable-definition block, change session time out value to
desired nunmber of seconds.
<vari abl e>
<name>Sessi onDescri pt or _Ti neout Secs_16315175580860</ nane>
<val ue>1800</ val ue>
</vari abl e>

/1 Add below in inv.war nodul e-override bl ock
<nodul e-descriptor external ="fal se">
<r oot - el enent >webl ogi c- web- app</r oot - el enent >
<uri >WEB- | NF/ webl ogi c. xm </ uri >
<vari abl e- assi gnnent >
<name>Sessi onDescri pt or _Ti neout Secs_16315175580860</ name>
<xpat h>/ webl ogi c- web- app/ sessi on-descri ptor/tineout-secs</ xpat h>
<oper ati on>repl ace</ oper ati on>
</vari abl e- assi gnrment >
</ nodul e- descri pt or >

Redeploy the inventory.ear application and the corresponding deployment plan to reflect the
changes.

For more details about updating the inventory-clusterPlan.xml file in your UIM instance, see
"Customizing Images" in UIM Cloud Native Deployment Guide.

Authenticating Web Services for a UIM Cloud Native Deployment

To secure custom web services, update your deployment plan with the required policies. You
can use the security policy that is available with the Auth.xml UIM instance file, the security
policy that is available with the SampleAuth.xml Reference Web Service ZIP file, or create
your own security policy file. Custom policies are generally available in the custom webservice
war/WEB-INF/policies folder. For more details about authentication, see "Authentication".

The following example shows an update to the inventory-clusterPlan.xml file with default
Auth.xml policy:

<modul e-overri de>

<nmodul e- name>Ref er enceUi m war </ nodul e- name>

<nmodul e-t ype>war </ nodul e-t ype>

<nmodul e-descriptor external ="fal se">
<root - el ement >webl ogi c- web- app</root - el emrent >
<uri >WEB- | NF/ webl ogi c. xm </ uri >

</ nodul e- descri pt or >

<nmodul e-descriptor external ="fal se">
<root - el ement >web- app</r oot - el enent >
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<uri >WEB- | NF/ web. xm </ uri >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<root - el ement >webl ogi c- webser vi ces</root - el ement >
<uri >WEB- | NF/ webl ogi c- webservi ces. xm </ uri >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<r oot - el enent >webser vi ces</r oot - el enent >
<uri >WEB- | NF/ webser vi ces. xm </ uri >
</ modul e- descri pt or >
<modul e-descriptor external ="fal se">
<root - el ement >webser vi ce- pol i cy-ref</root-el ement >
<uri >VEB- | NF/ webl ogi c- webser vi ces-policy. xm </ uri >
<vari abl e- assi gnnent >
<nanme>WPol i cy_policy: Aut h. xm _Direction_13075993400140</ name>
<xpat h>/ webser vi ce- poli cy-ref/port-policy/[port-
name="U MRef er enceUi nHTTPPort"]/ws-policy/[uri="policy:Auth.xm "]/direction</
xpat h>
</vari abl e- assi gnnent >
<vari abl e- assi gnnent >
<nanme>WPol i cy_policy: Auth. xm _Direction_13075993400140</ name>
<xpat h>/ webser vi ce- poli cy-ref/port-policy/[port-
name="U MRef er enceUi mIMSPort "]/ ws-policy/[uri="policy:Auth.xm"]/direction</
xpat h>
</vari abl e- assi gnnent >
</ modul e- descri pt or >
</ modul e- overri de>

Authorization in UIM Cloud Native Deployment

Authorization can be achieved using Application roles and Application polices. All the
operations performed using Oracle Enterprise Manager Console for managing roles and
policies are persisted in the database. A UIM cloud native deployment does not require specific
actions to be performed for authorization. See "Authorization" for more details.

Monitoring and Managing a UIM Cloud Native Deployment

You perform monitoring and managing activities after deploying or upgrading your UIM cloud
native instance.

The tasks you perform include the following:

»  Setting the Database Row Prefetch Size

*  Modifying the Default File Encoding

*  Modifying the Time Zone for a Cloud Native Deployment

e Configuring Timers

*  Controlling Application Metrics

* Regqistering Entities to the LifeCycle Listener

e Configuring Exception-Type-To-Error-Code Mappings in a Cloud Native Deployment

e Localizing Error Messages

e Localizing the UIM Server and the Application Server
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»  Configuring the SSL Policy/Certificate for a UIM Cloud Native Deployment

e Configuring Custom Trust Store

* Resetting the WebLogic Server's Database Connections

» Setting the Default Telephone Number Edit Mask in a Cloud Native Deployment

»  Setting the Default Place Type In a Cloud Native Deployment

»  Configuring Topology Updates in a Cloud Native Deployment

*  Configuring a Geocode Service in a Cloud Native Deployment

e Purging UIM Entities in a Cloud Native Deployment

*  Configuring Email Addresses and User Data

e Configuring UIM to Evaluate System Configuration Compliance

*  Preventing a ZIP Bomb When Uploading Ruleset Files in a Cloud Native Deployment

* Importing Inventory Entities in Bulk

e Customizing UIM Functionality

For information about the following, see "Overview of the UIM Cloud Native Deployment" in
UIM Cloud Native Deployment Guide:

* Managing UIM cloud native metrics using Prometheus and Grafana

* Managing WebLogic Monitoring Exporter metrics

Setting the Database Row Prefetch Size in a Cloud Native Deployment
You can specify the number of result set rows to prefetch.

To set the database row prefetch size:

1. Update the value for the r owPr ef et chSi ze parameter in the respective <shape>/uim.yaml
file.

j dbc:
rowPr ef et chSi ze: 50

2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

Modifying the Default File Encoding for a Cloud Native Deployment

To modify the default file encoding:

1. Update the value for the j ava_opt i ons parameter in the app-uim.yaml file.

managedSer vers:
proj ect:
#JAVA OPTIONS for all nmanaged servers at project |evel
java_options: "-Dfile.encodi ng=UTF- 8"
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2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade-appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

Modifying the Time Zone for a Cloud Native Deployment

To modify the time zone:

1. Update the value for the j ava_opt i ons parameter in the app-uim.yaml file:

managedSer vers:
proj ect:
#JAVA OPTIONS for all nanaged servers at project |evel
java_options: "-Duser.timezone=Asi a/ Shanghai"

2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

For more details about modifying the time zone, see "Maodifying the Time Zone ".

Configuring Timers in a Cloud Native Deployment

To configure timers:

1. Add the timer property to the $SPEC_PATHI/project/instancelconfig/uim/system-config/
custom-config.properties file.

2. Run the following command:

$COMMON_CNTK/ scri pts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all

See "Configuring Your Server's Timers" for more details.

Controlling Application Metrics
You use the custom-config.properties file to control application metrics.

To control application metrics:

1. Add the property with the desired value in the $SPEC_PATHIprojectl/instance/
config/uim/system-config/custom-config.properties file.

2. Do the following:

* To update sfws and service metrics property values, run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

e To update jvm metrics property value, run the following command:

$COMMON_CNTK/ scripts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all

See "Setting System Properties” for details about the properties you can configure.
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Configuring Exception-Type-To-Error-Code Mappings in a Cloud Native Deployment

You can map error codes to exception types to help the persistence framework manage
validation exceptions. For example, you can map error codes to DuplicateEntityException or
to AttributeRequiredException.

To configure exception-type-to-error-code mappings:

1. Map the error codes to exception types by using the ora_uim_localization_reference
cartridge in the
model\content\product_home\config\resourcesl\logging\exception.properties file. For
more information, see the comments in the exception.properties file.

2. Build the UIM Docker image. See the section about "Customizing Images" in UIM Cloud
Native Deployment Guide for more details.

3. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

Localizing UIM Error Messages

You can localize UIM error messages and items by modifying the properties files in the
ora_uim_localization_reference cartridge located in the
model\content\product_homelconfig\resources\logging directory. See the table in
"Localizing UIM Error Messages" for details about each property's file name, error ID range,
and the error messages or items it localizes.

After modifying the properties files, build the UIM Docker image and run the following
command:

$COMMON_CNTK/ scri pt s/ upgrade-applications.sh -i instance -p project -
s $SPEC PATH -a uim

Localizing the UIM Server and the Application Server

By default, the UIM server and the application server software display information in English.
You can set the software to display information in another language by localizing text strings in
the UIM properties files. For more information, see "Overview" in UIM Developer's Guide.

Configuring SSL Policy for a UIM Cloud Native Deployment

This section describes how to configure SSL in a UIM cloud native deployment. In a UIM cloud
native deployment, you enable SSL in Ingress Controller. The following procedures provide
information about configuring SSL with Nginx Ingress Controller.

Enabling SSL

To enable SSL incoming on UIM, see "Setting Up UIM Cloud Native for Incoming Access" in
UIM Cloud Native Deployment Guide.

Configuring Incoming HTTPS Requests: Configure the external web clients that connect to
UIM cloud native to accept the certificates from UIM cloud native. The clients then connect
using the HTTPS endpoint and port 30543.

Configuring Incoming JMS Requests: For external servers that are connected to UIM cloud
native through SAF, copy the certificate for the t3 endpoint to the host where the external
domain is running.
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If your external WebLogic configuration uses Custom Identity and Java Standard Trust, to
upload the certificate to the Java Standard Trust, run the following command:

/keytool -inportcert -v -trustcacerts -alias alias -file /

path_to _copied_t3 certificate/ comoncert.pem -keystore /path_to_jdk/jre/lib/
security/cacerts -storepass default password

If, however, you are using a CustomTrust, then upload the certificate into the custom trust
keystore. The keytool is found in the bin directory of your jdk installation. The alias should
uniguely describe the environment where this certificate is from.

Configuring Custom Trust Store

You should load the UIM cloud native domain with the required certificates into the trust store
to communicate to an SSL configured external system. You should also configure custom trust
store.

To configure custom trust store for the UIM cloud native domain:

1. Load the certificate from your remote server (external system) into a trust store and make it
available to the UIM cloud native instance. Use the Java keytool to create a jks file
(truststore) that holds the certificate from your SSL server:

keytool -inportcert -v -alias alias -file /path-to/certificate.cer -
keystore /path-to/truststore.jks -storepass password

@® Note

Repeat this step to add as many trusted certificates as required.

2. Create a Kubernetes secret to hold the truststore file and the passphrase by running the
following command. For more information, see "Common TrustStore Secret" in Unified
Inventory and Topology Deployment Guide.

$COVMMON_CNTK/ scri pt s/ manage- app-credential s.sh -p project -i instance -
s $SPEC PATH create comonTr ust

3. Create the UIM cloud native instance by running the following command:

$COMMON_CNTK/ scri pt s/ create-applications.sh -i instance -p project -
s $SPEC PATH -a uim

Resetting the WebLogic Server's Database Connections

You may need to reset the WebLogic server's database connections in the following situations:
e The database goes down while UIM is active
* UIM is started when the database is down

You reset the database connections by running the manage-app-credentials.sh script with
the update option.

#Run the following script to update the database schenma details in Kubernetes
secretes

$COMMON_CNTK/ scri pt s/ manage- app- credential s.sh -i instance -p project -a uim
updat e ui ndb, rcudb
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When you reset the database connections, the following are updated:

InventoryDataSource
InventoryTxDataSource
CMDSInventoryPersistentDS
InventoryMapDataSource
InvIMSPersistentDS
mds-commsRepository
opss-audit-DBDS
opss-auditviewDS
opss-data-source
LocalSvcThIDataSource
UIMAdapterDS

JDBC data sources

To pick the latest secrets, run the following command:

#Run the follow ng script to upgrade the U Minstance to pick the |atest
secrets

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -

s $SPEC PATH -a uim

Setting the Default Telephone Number Edit Mask in a UIM Cloud Native Deployment

To modify the default telephone number edit mask:

1.

Update the number.properties file in the ora_uim_localization_reference cartridge in the
model/content/product_homel/config/resources/logging directory. See "Setting the
Default Telephone Number Edit Mask" for more details about the default telephone number
edit mask.

Build custom UIM Docker image and run the following command:

$COMMON_CNTK/ scri pt s/ upgrade-appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

See "Overview of the UIM Cloud Native Deployment” in UIM Cloud Native Deployment
Guide for information about building custom images.

Setting the Default Place Type in a Cloud Native Deployment

To set the default place type in a cloud native deployment:

1.

Add or update the property in the $SPEC_PATH/project/instance/config/uim/system-
config/custom-config.properties file. See "Setting the Default Place Type" for details
about the default place type property.

Run the following command:

$COMMON_CNTK/ scri pts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all
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Configuring Topology Updates in a Cloud Native Deployment

To configure topology updates in a cloud native deployment:

1. Add the property in the $SPEC_PATHIproject/instancel/configluim/system-config/
custom-config.properties file. See "Configuring Topology Updates" for more details
about topology updates.

2. Run the following command:

$COMMON_CNTK/ scri pts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all

Configuring a Geocode Service in a Cloud Native Deployment

To configure a Geocode service in a cloud native deployment:

1. Add the property in the $SPEC_PATHI/project/instance/config/luim/system-config/
custom-config.properties file. See "Configuring a Geocode Service" for more details
about Geocoding service.

2. Run the following command:

$COMMON_CNTK/ scripts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all

Purging UIM Entities in a Cloud Native Deployment

For UIM cloud native deployments, the purge tool is part of the DB image. The purge tool
supports various operations. See "Purging UIM Entities" for more details about purging.

@ Note

To view the purge reports and logs, ensure that Persistent Volume Mounts is enabled.

To install or update the purge utility, run the following command:

$COMMON_CNTK/ scri pts/install-database.sh -i instance -p project -s $SPEC PATH
-auim-c 9

To purge UIM schema in a UIM cloud native environment:
1. Inthe database.yaml file, set the value for pur ge to t r ue. The following example shows

the purge command for purging logical devices:

pur ge:
enabl ed: true
pur geConmand: ./l dPurge.sh report -spec LDSpec -ed 01/01/2021

See "Operations" for information about purge operations.

2. Run the following command:
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@® Note

The purge operation deletes the database records permanently. You must back up
the database before performing any purge operation.

$COMMON_CNTK/ scri pts/install -database.sh -i instance -p project -
s $SPEC PATH -a uim-c 4

@ Note

The purge execut e command needs to be run with the - f or ce option for purge to be
run successfully.

You can also run the install-database.sh script without changing the database.yaml file. You
can use this option for scheduling using the cron job:

$COMMON_CNTK/ scri pts/install-database.sh -i instance -p project -s $SPEC PATH
-auim-c 4 -u "./ldPurge.sh report -spec LDSpec -ed nm dd/yyyy"

Preventing a ZIP Bomb When Uploading Ruleset Files in a Cloud Native Deployment
In some scenarios, you may be required to upload ruleset files in a ZIP file.

To prevent a ZIP bomb when uploading ruleset files in a cloud native deployment:

1. Add the property in the $SPEC_PATHI/project/instance/config/luim/system-config/
custom-config.properties file. See "Preventing a ZIP Bomb When Uploading Ruleset
Files" for the list of properties.

2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

Customizing UIM Functionality

You can customize UIM functionality by extending the following:
* CLASSPATH
°* EXT_PRE_CLASSPATH

To extend CLASSPATH:

1. Update the value for cl asspat h in the app-uim.yaml file.

managedSer vers:
proj ect:
#CLASSPATH for all managed servers at project level, separate the jars
with colon(:)
classpath: "/U MIib/Mtasol vPersistent.jar"
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2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade-appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

To extend EXT_PRE_CLASSPTH:

1. Update the value for ext PreCl asspat h in the app-uim.yaml file.

managedSer vers:
proj ect:
#EXT _PRE CLASSPATH for all managed servers at project |evel, separate
the jars with colon(:)
ext PreC asspath: "/U MIib/Mtasol vPersistent.jar"”

2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

Improving the Performance of a UIM Cloud Native Deployment

This section describes ways to improve the performance of a UIM cloud native deployment.

You perform the following tasks to improve UIM performance:

e Improving Performance of Searches That Include Characteristics

e Changing the Logging Level

«  Enabling SQL and Other EclipselLink Logging

e Updating the System Configuration Files

e Changing the Query Behavior and Row Limit Parameters

« Disabling Sorting for Selected Entities

e Using Hints for Improving Performance in Querying

Improving Performance of Searches That Include Characteristics in a Cloud Native
Deployment

To improve the performance of searches that include characteristics:

1. Add the properties to the $SPEC_PATHI/project/instance/config/uim/system-config/
custom-config.properties file.

2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim-r all

See "Improving Performance of Searches That Include Characteristics" for more details.

Changing the Logging Level in a Cloud Native Deployment

UIM uses log4j for logging the services. For more details about log4j, see: https://
logging.apache.org/log4j/2.x/manual/.
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The logging level is defined in the $SPEC_PATHIproject/instancel/config/luim/logging/
loggingconfig.xml file.

See the Appender Configuration, Logger Configuration, and Connecting debugger to UIM sub-
sections in "Changing the Logging Level" for more details.

Enabling SQL and Other EclipseLink Logging in a Cloud Native Deployment
To enable SQL and Other EclipseLink logging:

1. Log in to Oracle Enterprise Manager Console.

2. Navigate to the oracl e. conmuni cati on. i nvent ory application deployment and choose the
managed server for which you want to enable logging.

3. Edit Current Log Level to choose FINEST.

Updating the System Configuration Files in a Cloud Native Deployment

You use files to control many aspects of UIM performance and configuration. These system
configuration files are packaged in the UIM docker image and are available in the UIM/config
folder in the runtime container. Each file includes properties for which you can set values. See
"Updating the System Configuration Files" for the list of files and available properties in each of
the files.

To override the value for any property in the configuration files:

1. Add the property with the new value in the $SPEC_PATHI/project/instance/config/uim/
system-config/custom-config.properties file.

2. Do any one of the following:

e If the added property is dynamic in nature, then run the following command:

$COMMON_CNTK/ scri pt s/ upgrade- appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

« If the added property is static in nature and if restarting the server is required, then run
the following command:

$COMMON_CNTK/ scri pts/restart-applications.sh -i instance -p project -
s $SPEC PATH -a uim-r all

Changing the Query Behavior and Row Limit Parameters in a Cloud Native Deployment

To change the query behavior and row limit parameters:

1. Update the $SPEC_PATHI/projectl/instancelconfig/uim/system-config/custom-
config.properties file.

2. Run the following command:

$COMMON_CNTK/ scri pt s/ upgrade-appl i cations.sh -i instance -p project -
s $SPEC PATH -a uim

See "Changing the Query Behavior and Row Limit Parameters" for more details about the
parameters you can change.
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