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About This Content

This guide describes how to integrate Oracle Access Manager with various Primavera products

to support Single Sign-On and SAML authentication for an on-premises deployment.

Audience

This guide is intended to be used by system or network administrators.

Scope

This guide contains the necessary information and procedures to enable form-based Single
Sign-On (SSO) and identity federation using SAML 2.0 authentication for the following
products:

Single Sign-On (SSO):

 P6 EPPM (P6, P6 mobile, and P6 Team Member Web)

*  Primavera Unifier

* Primavera Gateway

* Primavera Analytics and the web-based Configuration Utility
SAML 2.0:

 P6 EPPM (P6, P6 mobile, P6 Team Member Web, P6 Integration API, P6 Professional
Cloud Connect, and P6 EPPM Web Services)

e Primavera Unifier
e Primavera Gateway

e Primavera Analytics and the web-based Configuration Utility

@® Note

SAML authentication is not supported for P6 Professional when using Primavera
Virtual Desktop.

Using This Guide
Consider the following workflow when setting up SSO and SAML authentication:

1. Learn more about SSO and SAML Authentication. For more information, see Configuring
Single Sign-On and Configuring ldentity Federation Using SAML 2.0 Authentication.

2. Ensure that you have completed the prerequisites for configuring SSO. For more
information about the prerequisites, see Prerequisites for Configuring Single Sign-On and

the Tested Configurations documents for each product that you plan to configure with SSO

or SAML.
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Implement SSO in Oracle Access Manager using the procedures that are documented in
Configuring Oracle Access Manager and the Oracle HTTP Server WebGate for Single

Sign-On.

Use the product-specific configurations for SSO using the procedures from the following
sections:

e Configuring P6 EPPM for Single Sign-On

»  Configuring Primavera Unifier for Single Sign-On

»  Configuring Primavera Gateway for Single Sign-On and Configuring WebLogic for
Single Sign-On

e Configuring Primavera Analytics and the Web-Based Configuration Utility for Single
Sign-On and Configuring WebLogic for Single Sign-On

Ensure that you have completed the prerequisites for identity federation using SAML 2.0.
For more information about the prerequisites, see Prerequisites for Configuring Identity
Federation Using SAML 2.0 and the Tested Configurations document for each product that
you plan to enable identity federation.

Implement identity federation using the procedures that are documented in Configuring
Oracle Access Manager for Federated Identity Using SAML 2.0, Configuring P6
Professional for SAML Authentication, or Configuring P6 Integration API for SAML
Authentication.

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for

which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in

examples, text that appears on the screen, or text that you enter.
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Configuring Single Sign-On

Login is the action the user takes to authenticate and gain access to a desired application.
SSO is a process that gives users the ability to access multiple protected resources (web
pages and applications) with a single authentication. SSO is enabled by Oracle Access
Manager to eliminate the need for additional or different logins to access other applications at
the same (or lower) authentication level during the same session.

Oracle Access Manager enables administrators to create a web of trust in which a user's
credentials are verified once and are provided to each application the user runs. Using these
credentials, the application does not need to re-authenticate the user with its own mechanism.

Application SSO allows users who have been authenticated by Oracle Access Manager to
access applications without being re-authenticated.

Prerequisites for Configuring Single Sign-On
The following prerequisites must be completed for all of the Primavera applications.
Installing Oracle HTTP Server

To learn about installing Oracle HTTP Server 12c, see Installing and Configuring Oracle HTTP
Server, then see:

e Chapter 1: Planning Your Oracle HTTP Server Installation
e Chapter 2: Installing the Oracle HTTP Server Software

Also see the following documents on My Oracle Support:

How To Install Oracle HTTP Server(OHS)12c In Standalone And Colocated (Managed through
WebLogic Server) Domains (Doc ID: 1575618.1)

How To Install Oracle HTTP Server(OHS)12c In Colocated (Managed through WebLogic
Server) Domains (Doc ID: 1606339.1)

@ Note

Oracle Access Manager 12c is bundled with the Oracle HTTP Server 12c download.
When you install Oracle HTTP Server 12c, you can install Oracle Access Manager 12c
at the same time.

Configuring the Proxy Plugin Module for Oracle HTTP Server for P6 EPPM

To learn more about configuring Oracle HTTP Server as a proxy, see Using Oracle WebL ogic
Server Proxy Plug-Ins 12.1.3, and then see the following sections:

e Section 2.1: Prerequisites for Configuring the WebLogic Proxy Plug-In
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Prerequisites for Configuring Single Sign-On

e Section 2.4:Configuring the WebLogic Proxy Plug-In Manually

See also the following My Oracle Support document:

How To Configure Oracle HTTP Server (OHS) WebLogic Proxy Plugin For Primavera P6
EPPM Web Applications (Doc ID: 1446675.1)

Installing the LDAP Directory Server

You must have a supported LDAP server. You also need to create a group of users who you
want to have access to the application. See the Tested Configurations document for supported
LDAP servers.

Installing Primavera Applications

Install the most recent version of the Primavera applications that you want to configure for
SSO.

For more information about installing each of the Primavera products, refer to the installation
and configuration documents for the respective products on Oracle Help Center.

Installing and Configuring Oracle Access Manager

To install and configure Oracle Access Manager, see the Installing and Configuring Oracle
Identity and Access Management chapter of the Oracle Fusion Middleware Installation Guide
for Oracle Identity and Access Management.

Configuring and Registering Oracle HTTP Server WebGate for Oracle
Access Manager

WebGate is an access client for enforcing access policies on HTTP-based resources. The
WebGate client runs as a plugin that intercepts HTTP requests for web resources and forwards
them to the access server where access control policies are applied. You must configure it on
the same Oracle HTTP Server on which you have installed your product instances. WebGate is
automatically bundled with Oracle HTTP Server 12c.

To configure Oracle HTTP Server 12c, see the Configuring Oracle HTTP Server 12¢ WebGate
section of the Oracle Fusion Middleware Installing and Configuring Oracle HTTP Server guide.

After your WebGate has been configured with an Oracle HTTP Server, you must register your
WebGate with Oracle Access Manager by using the Oracle Access Manager Administration
Console.

To register your WebGate with Oracle Access Manager, see the Registering and Managing
OSSO0 Agents Using the Console section of the Fusion Middleware Administrator's Guide for
Oracle Access Manager with Oracle Security Token Service.

Adding OAMIdentityAsserter Provider in WebLogic

In order to add the OAMIdentityAsserter provider in WebLogic for the web-based Configuration
Utility and Primavera Gateway, you must download and install Oracle Application Development
Framework (ADF) and extend your WebLogic domain using Oracle Java Required Files (JRF)

Oracle Access Manager for Primavera Configuration Guide for On-Premises
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templates. The Oracle JRF template configures components that are not included in the
WebLogic Server installation and is used to configure domains that contain applications that
are developed using Oracle ADF and other core components.

Use the following list for guidance to ensure that you can access the OAMIdentityAsserter
provider:

1. Verify that you don't have Oracle JRF as a deployment option in the Fusion Middleware
Configuration Wizard. For more information, see Verifying That the WebLogic Domain
Contains Oracle Java Required Files.

2. If you have determined that you don’t have Oracle JRF in the WebLogic domain, complete
the tasks outlined in section Installing Oracle ADF and Manually Enabling the
OAMIdentityAsserter Provider.

Verifying That the WebLogic Domain Contains Oracle Java Required Files

Before you install Oracle ADF and extending your WebLogic domain with Oracle JRF, ensure
that you have not already extended your WebLogic domain to include Oracle JRF. To confirm
that your domain is extended by Oracle JRF:

@® Note

The following steps verify Oracle JRF deployments for one WebLogic domain. If you
intend to enable SSO and SAML for both Primavera Gateway and the web-based
Configuration Utility, then you must repeat these steps for the domain that you did not
verify.

1. Navigate to the bin folder of your WebLogic server at
<M ddl ewar e_Hone>\ Oracl e_Hone\w server\ conmon\ bi n.

2. Runconfig. cnd (for Windows) conf i g. sh (for Linux). This launches the Fusion
Middleware Configuration Wizard.

3. On the Configuration Type screen, complete the following:
a. Under What Do you want to do?, select Update an existing domain.

b. Browse to the WebLogic domain that contains Primavera Gateway or web-based
Configuration Utility servers.

c. Click Next.
4. On the Templates screen, complete the following:
a. Inthe Template Categories list, select All Templates.
b. Ensure that Oracle JRF - <Version_Number> [oracle_common] is selected.

If Oracle JRF - <Version_Number> [oracle_common] is not on the All Templates list or if it is
not selected by default, see Installing Oracle ADF and Manually Enabling the
OAMIdentityAsserter Provider for instructions on how to add it to the Fusion Middleware
Configuration Wizard.

Installing Oracle ADF and Manually Enabling the OAMIdentityAsserter Provider

Starting in WebLogic 12c, WebLogic and Oracle ADF are required to connect and use the
Oracle Repository Creation Utility (RCU) when extending a domain with Oracle JRF because
Oracle JRF natively uses a data source and database for parts of its provided functionality.
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However, the additional functionality provided by Oracle JRF is not required for the SSO and
SAML implementation of Primavera Gateway and the web-based Configuration Utility. The
following instructions provide the steps to install Oracle ADF and manually enable the
OAMIdentityAsserter provider using a database or data source.

® Note

¢ For more information about extending a WebLogic domain to include Oracle JRF
templates with a database connection, see Extending a Domain to Support
Additional Components in the Administering Oracle Fusion Middleware guide.

*  For more information about additional functionality provided by Oracle JRF
templates, see Fusion Middleware Product Templates in the Oracle Fusion
Middleware Domain Template Reference guide.

To install Oracle ADF and manually enable the OAMIdentityAsserter Provider:

1. Download and install Oracle ADF into your WebLogic deployment. For more information
about downloading and installing Oracle ADF, refer to the Oracle Application Development
Framework — Oracle ADF page at http://www.oracle.com/technetwork/developer-tools/adf/
overview/index.html.

2. Complete the following to add the OAMIdentityAsserter provider to the Fusion Middleware
Configuration Wizard:

a. Navigate to the or acl e. oanpr ovi der _<ver si on_nunber > folder at
<M ddl ewar e_Hone>/ Or acl e_Hone/ or acl e_conmmon/ nodul es/
or acl e. oanpr ovi der _<ver si on_nunber >.

b. Copy the oamAut hnPr ovi der. j ar file.

c. Navigate to the nbeant ype folder at <M ddl ewar e_Home>/ Or acl e_Hone/
w server\server\li b\ nmbeantypes.

d. Paste the oamAut hnPr ovi der . j ar file to the nbeant ypes folder.

e. Restart your WebLogic domain.

Configuring Oracle Access Manager and the Oracle HTTP
Server WebGate for Single Sign-On

There are several supported authentication schemes that you can use to enable SSO for your
Primavera applications, such as: Form (LDAP), X509 (Certificate), WNA (Windows Native
Authentication); however, this document covers the necessary procedures for form-based
authentication. If you prefer to use one of the other authentication schemes, you should review
Managing Access Manager SSO, Policies, and Testing in the Fusion Middleware
Administrator's Guide for Oracle Access Management.

The following list represents the tasks that you need to complete configure SSO for your P6
EPPM applications:

1. Reqistering an Identity Store

2. Creating an Authentication Module

3. Configuring a Host Identifier

Oracle Access Manager for Primavera Configuration Guide for On-Premises

G41240-01

December 12, 2025

Copyright © 1999, 2025, Oracle and/or its affiliates. Page 4 of 15


https://docs.oracle.com/en/middleware/fusion-middleware/14.1.2/asadm/scaling-your-environment.html#GUID-180FE9BC-14E3-4729-9D67-157F48C6FF9B
https://docs.oracle.com/en/middleware/fusion-middleware/14.1.2/asadm/scaling-your-environment.html#GUID-180FE9BC-14E3-4729-9D67-157F48C6FF9B
https://docs.oracle.com/en/middleware/fusion-middleware/14.1.2/wldtr/fusion-middleware-product-templates.html#GUID-D10C614E-C487-45A3-9346-B4ED29B8ECEE
http://www.oracle.com/technetwork/developer-tools/adf/overview/index.html
http://www.oracle.com/technetwork/developer-tools/adf/overview/index.html
https://docs.oracle.com/cd/E37115_01/admin.1112/e27239/partsso.htm

ORACLE’

Chapter 1
Configuring Oracle Access Manager and the Oracle HTTP Server WebGate for Single Sign-On

Configuring an Authentication Scheme

Protecting Your Resources

Configuring Protected Resources Under an Application Domain

Mapping Your Authentication Scheme to Your Authentication Policy

® N o g »

Testing Your Single Sign-On Implementation

Registering an Identity Store

Oracle Access Manager needs to be configured with a data source that will hold a connection
to your LDAP directory server.

For more information about managing data sources for Oracle Access Manager, see Section 4
and 4.2 in the Fusion Middleware Administrator's Guide for Oracle Access Management.

To configure a data source in Oracle Access Manager to connect to an LDAP server, follow the
instructions in Section 4.3, Managing User Identity Stores, in the Fusion Middleware
Administrator's Guide for Oracle Access Management.

® Note

You only need to complete steps 1-5 for Section 4.3.2, Registering a New User Identity
Store.

Creating an Authentication Module

After you have your directory store registered in Oracle Access Manager, you need to create
an Authentication Module that links to it. The authentication module needs to be linked to an
authentication scheme.

To create an authentication module:

Log in to the Oracle Access Manager Administration Console.
Navigate to the System Configuration tab.

Expand Access Manager and then expand Authentication Modules.
Click LDAP Authentication Module.

Click Create.

o g p 8w NP

In the Create LDAP Authentication Module dialog box, do the following:
a. Inthe Name field, enter a name for the authentication module that you want to create.

b. From the User Identity Store list, select the link that matches the LDAP data source
that you created.

c. Click Apply to save the changes.

Configuring a Host Identifier

Oracle Access Manager needs to be configured with a host identifier that matches the host
identifier variable that you created when you registered Oracle HTTP Server WebGate with
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Oracle Access Manager. When you registered your WebGate with Oracle Access Manager,
this step was completed automatically for you.

® Note

You need to create a host identifier for each application server in your environment.

If a host identifier was not created or was deleted after you created your WebGate, you will
need to create a new host identifier.

To create a new host identifier, follow the instructions in the Managing Host Identifiers section
of the Fusion Middleware Administrator's Guide for Oracle Access Management.

To confirm that you have a configured Host Identifier:

1. Loginto the Oracle Access Manager Administration Console.
2. Navigate to the Policy Configuration tab.

3. Click Host Identifier and then click Open.

4. Click Search.

5. Select the link for your Host Identifier.

6. In the Host Identifier dialog box, complete the following:

In the Host Name Validation list, ensure that the name of your host identifier under Host
Name matches the host identifier that you setup when you registered your WebGate with
Oracle Access Manager.

® Note

The host identifier field is a value that replaces host name: port in requests from
the web server to Oracle Access Manager. For example, your WebGate has a
host identifier set to PEEPPM and you make a request in the browser for a
resource, such as htt p: //ohs_<server _nanme>: <port >/ p6. WebGate makes an
IsProtected call to the Oracle Access Manager managed server to determine
whether the resource is protected; in this instance, the resource is /p6. WebGate
will pass the resource from itself to Oracle Access Manager as htt p: // PGEPPM p6
— this can be seen in trace mode logs of Oracle Access Manager — and then it
will attempt to match a policy created in Oracle Access Manager. As a result of
this substitution, redirection to Oracle Access Manager for authentication will occur
if the actual <host _name>: <port > of the web server is not set as the host identifier
value.

Configuring an Authentication Scheme

Once you have a data source that stores a connection to your LDAP server, you have to create
an authentication scheme for your Primavera applications. An authentication scheme is a
named component that defines the challenge mechanism that is required to authenticate a
user. For example, the authentication scheme determines if you will use form based
authentication, basic authentication, Windows Native Authentication, and so on.

Oracle Access Manager for Primavera Configuration Guide for On-Premises
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To create a new authentication scheme, follow the instructions in the Managing Authentication
Schemes section of the Fusion Middleware Administrator's Guide for Oracle Access
Management.

If you already have an authentication scheme, you can use it as a template to provide form
based authentication for your P6 EPPM applications.

To duplicate an authentication scheme:

1. Loginto the Oracle Access Manager Administration Console.
2. Navigate to the Policy Configuration tab.

3. Expand Authentication Schemes.

4. Click LDAP Scheme.

o

Click ¥ Duplicate.

6. Inthe Authentication Schemes dialog box, complete the following:
» Description

* Authentication Level

o Default

e Challenge Method

e Challenge Redirect URL

e Challenge URL

e Context Type

e Context Value

e Challenge Parameters

a. Inthe Name field, enter a name for your Authentication Scheme.

b. Inthe Authentication Module field, select the authentication module that you created
for your LDAP data source.

c. Click Apply to create the new authentication scheme.

Oracle Access Manager for Primavera Configuration Guide for On-Premises
G41240-01 December 12, 2025

Copyright © 1999, 2025, Oracle and/or its affiliates. Page 7 of 15


https://docs.oracle.com/cd/E27559_01/admin.1112/e27239/shared.htm#BABFCIHA
https://docs.oracle.com/cd/E27559_01/admin.1112/e27239/shared.htm#BABFCIHA

ORACLE

Chapter 1
Configuring Oracle Access Manager and the Oracle HTTP Server WebGate for Single Sign-On

@® Note

By default, the ssoCooki e: htt ponl y challenge parameter is enabled in an
authentication scheme. This parameter helps to prevent JavaScript running in the
browser from accessing the ObSSOCookie; however, it is necessary to read
ObSSOCookie in order to give applets and iFrames the ability to read from an existing
authenticated session.

If this challenge parameter is turned on it will result in the following two issues when
using P6 EPPM over SSO:

*  Error: "java.lang.ClassFormatError: Incompatible magic value 1008813135 in
class file Applet" or "Prompt For Re-authentication When Loading Any Applet
When Configured For Oracle Access Manager (OAM)". For more information
about these prompts, see Doc ID = 1242418.1 at My Oracle Support.

* Applets In P6 Are Generating A "Java Authentication Required" Prompt After
Reaching The Oracle Access Manager Session Lifetime Threshold. For more
information about this prompt, see Doc ID = 1596987.1 at My Oracle Support.

To prevent these prompts from occurring, the following challenge parameters should
be added to the authentication scheme created:

* ssoCooki e=di sabl ehtt ponly

e m scCooki es=di sabl ehttponly

For more information about the cookies used during SSO, see Understanding SSO Cookies in
the Fusion Middleware Administrator's Guide for Oracle Access Management.

Protecting Your Resources

After you have Oracle Access Manager configured with a connection to your LDAP server, a
host identifier that links to your Oracle HTTP Server WebGate for Oracle Access Manager, and
an authentication scheme, you need to create an application domain so that you can setup
policies to protect your resources and to configure a policy that points to the authentication
scheme that you want to use.

For more information about resource policies, refer to the Managing Policies to Protect
Resources and Enable SSO section of the Fusion Middleware Administrator's Guide for Oracle
Access Management.

For the steps to protect your resources, see Configuring Protected Resources Under an
Application Domain.

Oracle recommends that you protect your context roots with the following conventions:

 [context

For example, the connection ht t p: // <host _nanme>: <port >/ <cont ext > will be recognized
as a protected resource.

e [context/

For example, the connection ht t p: / / <host _nane>: <port >/ <cont ext >/ will be recognized
as a protected resource.

e [context/** or/context/.../**
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For example, the connection htt p: // <host _nane>: <port >/ <cont ext >/
<addi ti onal _cont ext _r oot s> will be recognized as a protected resource.

@® Note

The following list provides the context roots that need to be protected for each Primavera
application:

» If you require additional context roots, you must use two asterisks at the end of

your connection string (for example, . . .

/ <cont ext >/ **),

*  Protect the P6 Professional Cloud Connect resource if you intend to configure
SAML authentication for P6 Professional instances that connect to a P6 EPPM

database.

P6

/ p6

[ p6/

[ p6/ **

P6 mobile

/ p6t mas

/ p6t mas/

[ p6t mas/ **

P6 Team Member Web

/ p6t mveb

/ p6t mveb/

[ p6t meb/ **

P6 Integration API

/ Pri maver aAPI / APl APPS
[ Pri maver aAPl | APl APPS/ * *
P6 Professional Cloud Connect
/ p6pr ocl oudconnect

/ p6pr ocl oudconnect / **
P6 EPPM Web Services
/ pbws/ servi ces

/ péws/ servi ces/ **

/ p6ws/ t oken

/ péws/ downl oadt oken
Primavera Gateway

/ gat ewayapi

/ gat ewayapi /
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/ gat ewayapi / **
*  Primavera Unifier
/ bl uedoor
/ bl uedoor/
/ bl uedoor/ **
I bpl **
R
* Primavera Data Warehouse
[ p6rdb

In some instances, you must create a resource definition for context roots with an excluded
protection level. For example, Primavera Gateway deployments including P6 integrations and
direct AutoVue integrations without VueLink require you to configure context roots with
excluded protection levels. When you attempt to connect to an application using a URL that
contains an excluded context root, an SSO authentication request will not be generated.

You must configure the context roots below with an excluded protection level because they can
cause SSO authentication requests to fail during connection attempts:

*  Primavera Gateway

/ gat ewayapi / restapi/ **

/ gat ewayapi / r est api sessi on/ user sessi on
* P6 AutoVue integration without VueLink

[ p6/ VueSer vl et/ **

[ p6/ j vueDVB/ **

/ p6/ P6Aut ovueJNLPLauncher

/ p6/ P6Aut ovueJNLPLauncher/ **

/ p6/ appl ets/jogl.jar

/ p6/ appl et s/jsonrpcdj.jar

/ p6/ appl et s/ gl uegen-rt.jar

[ p6/ appl et s/jvue.jar

® Note
If you have setup AutoVue integration using VueLink, you do not need to configure
the preceding excluded protection context roots for AutoVue.

For the steps to exclude resources, see Configuring Excluded Resources Under an Application
Domain.

Configuring Protected Resources Under an Application Domain

When you registered your Oracle HTTP Server WebGate with the Oracle Access Manager, an
application domain was automatically created for you.

To protect the context roots of your Primavera applications:
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1. Loginto the Oracle Access Manager Administration Console.

2. Navigate to the Policy Configuration tab.

3. Click Application Domains and then click * Open.

4. Click Search and then search for the name of the application domain that matches your
registered WebGate name.

5. Navigate to the Resource tab.
6. Click New Resource and then do the following:
a. Inthe Type field, select HTTP.
b. Inthe Host Identifier field, select the name of the host identifier that you created.
c. Inthe Resource URL field, enter a protected context root (for example, /p6)
d. Inthe Protection Level field, select Protected.
e. Inthe Authentication Policy field, select Protected Resource Policy.
f. Click Apply.

7. In the Resources tab, highlight the entire field to the right of the Resource Type column
and then close it.

8. Click % Close.

9. Repeat this procedure for each protected resource.
Configuring Excluded Resources Under an Application Domain

When you registered your Oracle HTTP Server WebGate with the Oracle Access Manager, an
application domain was automatically created for you.

To exclude the context roots of your Primavera applications:

1. Log in to the Oracle Access Manager Administration Console.

2. Navigate to the Policy Configuration tab.

3. Click Application Domains and then click @ Open.

4. Click Search and then search for the name of the application domain that matches your
registered WebGate name.

5. Navigate to the Resource tab.

6. Click New Resource and then do the following:
a. Inthe Type field, select HTTP.
b. Inthe Host Identifier field, select the name of the host identifier that you created.
c. Inthe Resource URL field, enter an excluded context root (for example, / p6ws).
d. Inthe Protection Level field, select Excluded.
e. Click Apply.

7. In the Resources tab, highlight the entire field to the right of the Resource Type column
and then close it.

8. Click % Close.

9. Repeat this procedure for each protected resource.
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Mapping Your Authentication Scheme to Your Authentication Policy

After you create your resources and tie them to the Authentication Policy that was created for
you when the application domain was created (for example, Protected Resource Policy), you
need to map your authentication scheme to your authentication policy so that your resources
will present the login form to users for authentication:

Log in to the Oracle Access Manager Administration Console.
Navigate to the Authentication Policies tab.
Select Protected Resource Policy.

In the Authentication Scheme menu, select the authentication scheme that you created.

g » W NP

Click Apply.

Testing Your Single Sign-On Implementation

After your Oracle HTTP Server is configured with Oracle HTTP Server WebGate for Oracle
Access Manager is restarted, you can test the SSO integration before you configure SSO with
your P6 EPPM applications.

To test your SSO implementation:

1. Close all of your open browsers.
2. Open a new browser.

3. Enter the URL of a Primavera application with the following Oracle HTTP Server
convention <server_name> | <port>. For example: http://
<OHS_Server _Name>:<ohs_port>/ p6

You are redirected to a SSO form for authentication.
4. Enter the required information.

After you have been successfully authenticated, you will be redirected to the P6 EPPM
application login page. The redirection from the SSO login page to the P6 EPPM
application landing page confirms the successful setup of the Access Manager.

5. Access a Primavera application that has been enabled for SSO. If you are able to log in to
the application without having to enter your user credentials, then you have been
successful in implementing SSO.

Configuring P6 EPPM for Single Sign-On

After Oracle Access Manager has been configured to protect the P6 EPPM applications and
the WebGate has been configured with the Oracle HTTP Server to intercept requests and
confirm resource protection, the P6 EPPM applications must be configured for WebSSO. You
need to configure the applications to accept the Header Key username from a successful
Oracle Access Manager authentication in order to automatically log in to the P6 EPPM
applications.

To configure P6 EPPM for WebSSO:

1. Log in to P6 Administrator application.
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Navigate to the Authentication tab.

Expand your P6 configuration and then do the following:

a. Expand Authentication.

b. Inthe Login Mode field, select WebSSO.

c. Expand Database Instance for your P6 EPPM database instance.
d. Inthe Authentication Mode field, select WebSSO.

e. Collapse your P6 configuration.

Click Save.

Repeat the previous steps for any additional configurations that you might have.

Configuring Primavera Unifier for Single Sign-On

To configure Primavera Unifier for SSO:

1.

4,

Run confi gur e. bat (with Windows) or conf i gur e. sh (with UNIX or Linux) under
<Uni fi er _Home>/ webl ogi c.

Select OIM/IOAM Enabled to turn it on.

Complete the sso.logout field.

<Unifier_Home>: Unifier installation home directory

sso.logout: for example, htt p: // <OAM server >: 14100/ oan server/ | ogout

Restart Unifier.

Configuring Primavera Analytics and the Web-Based
Configuration Utility for Single Sign-On

To enable SSO for Primavera Analytics, refer to the Enabling SSO Authentication section of
the Fusion Middleware Security Guide for Oracle Business Intelligence Enterprise Edition.

To enable SSO for the web-based Configuration Utility, complete the instructions in Configuring
WebL ogic for Single Sign-On.

Configuring Primavera Gateway for Single Sign-On

User authentication information is stored both in the user's session data and in the context of a
server or virtual host that is targeted by a web application. Primavera Gateway requires a
logout URL to log out a user, which invalidates the application session after a user attempts to
log in to the application in a new session.

To configure the logout URL:

1.

Log in to WebLogic Enterprise Manager.
http://<Application_Server Host nane>: <Port >/ em
Select WebLogic Domain, Security, and Security Provider Configuration.

Select Configure for the Single Sigh On Provider option.
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4. Inthe Logout URL field, enter the Oracle Access Manager global logout URL:
http://<OAM Server _Host nanme>: 14100/ oani server/| ogout
5. Select OK and restart the WebLogic administration server.

After you have completed this procedure, complete the task in Configuring WebLogic for Single
Sign-On.

Configuring WebLogic for Single Sign-On

WebLogic supports a variety of LDAP providers (for example, Oracle Internet Directory). See
the Tested Configurations documents for the products with which you intend to enable with
SSO to determine the supported LDAP providers, and see your LDAP provider documentation
for details on adding users and groups to the store. One of the requirements for the web-based
applications is that you create groups in the LDAP store and assign each user that requires
access to your applications to these groups in WebLogic.

The following groups are created during the initial deployment of Primavera Gateway:

¢ PrimaveraGatewayProductionAdministrator
e PrimaveraGatewayAdminNoData

e PrimaveraGatewayProductionDeveloper

e PrimaveraGatewayProductionUser

e PrimaveraGatewayUserNoData

The following group was created during the deployment of the Primavera Data Warehouse
web-based Configuration Utility:

*  PrimaveraAnalyticsProduction

@ Note

If you have modified the name of a group in WebLogic, you must also modify the
name of the group in your LDAP provider.

Also, you must configure SSO providers in the WebLogic security realm. See Creating Single
Sign-On Authentication Providers for information on creating authentication providers.

Creating Single Sign-On Authentication Providers

To create SSO authentication providers:

1. Log in to the WebLogic Administration Console as an administrative user for either
Primavera Gateway or Primavera Analytics.

In the Change Center pane select Lock & Edit.
In the Domain Structure pane, select Security Realms.
Select myrealm in the security realm list.

In the Settings for myrealm page, select the Providers tab.

© g » w DN

Select New and enter information for a new authenticator provider.
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a. Inthe Name field, enter a name for the authenticator provider. For example,
OAM dentityAsserter.

b. Inthe Type field, select OAMIdentityAsserter.
c. Edit the newly created authenticator and set the Control Flag to Required.
d. Move the following Active Types to the Chosen column:
«  OAM_REMOTE_USER
e OAM_IDENTITY_ASSERTION
*  ObSSOCookie
e. Click Save.
7. Select New to enter information for a new authenticator provider.

a. Inthe Name field, enter a name for the provider. For example,
Pri maver aAut henti cat or.

b. Inthe Type field, select OraclelnternetDirectoryAuthenticator.

c. Inthe Common tab, select the newly created provider and set the Control Flag to
SUFFICIENT, and click Save.

d. Inthe Provider Specific tab, enter the LDAP information from Oracle Access
Manager LDAP store. Ensure you enter information in the following sections:
Connection, Users, Groups, Static Groups, Dynamic Groups (optional), and
General.

e. Click Save.
8. Inthe Domain Structure pane, select Security Realms, myrealm, and Providers.
9. Edit all other authenticators and change the Control Flag to SUFFICIENT.

10. In the Providers screen, click the Reorder Authentication Providers button and reorder
the providers in the following sequence:

a. OAMIdentityAsserter
b. PrimaveraAuthenticator
c. DefaultAuthenticator
d. DefaultldentityAsserter
11. Click OK to save your changes
12. In the Change Center pane, click Activate Changes.

13. Log out of the WebLogic Administration Console.
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Configuring ldentity Federation Using SAML
2.0 Authentication

Concepts

The following sections discuss the basic concepts of identity federation and SAML
authentication.

SAML Authentication

Security Assertions Markup Language (SAML) associates a principal with additional identity
information that can be used to determine the principal's access rights within a specific domain.

SAML is a standard that provides a means for exchanging security information across security
domains. In a typical exchange between SAML messages between two domains, one party
acts as a relying party while the other acts as an asserting party. The asserting party asserts
information, such as whether a user has been authenticated, authorized to perform a certain
action, and so forth. The relying party uses information provided by the asserting party to make
security-related decisions (for example, what types of access to a specific resource the user
should be granted).

When a user signs into a SAML-compliant service of a relying party, the service sends a
"request for authentication assertion” to the issuing authority. The issuing authority returns an
"authentication assertion" reference stating that the user was authenticated by a particular
method at a specific time. The service then passes this assertion reference to other relying
parties to validate the user's credentials. When the user accesses another SAML-compliant
site that requires authentication, that site uses the reference to request the "authentication
assertion" from the issuing authority, which states that the user has already been
authenticated. At the issuing authority, an assertion layer handles request and response
messages using SAML, which can bind to various communication and transport protocols (for
example, HTTP, SOAP, and so on).

While the user who requests an assertion always consumes assertions, the issuing authority
can act as producer and consumer since it can both create and validate assertions.

|dentity Federation

Federated identity is the mapping of user credentials across security domains (identity
providers and service providers) to allow access to hosted computing resources and services.

In a federated environment, businesses that utilize federated identity can obtain identity
information about an individual or other entity from the user's home organization or security
domain. This provides twin benefits:

» End users do not need to enter login information to access each entity, or site, where
business is conducted. This eliminates the need for users to remember and manage
multiple passwords. Users will still need accounts for each site so that the accounts can be
mapped.
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* Enterprises do not need to create additional accounts to manage the identities of users
who are already known to a partner organization.

Logging In to an Application That Utilizes Identity Federation with SAML
Authentication
The following diagram provides a general overview of the processes that occur when a user

attempts to log in to a Primavera application after SAML authentication and identity federation
has been successfully configured using Oracle Access Manager.

Primavera Applications Oracle Middleware SS0/SAML 2.0 SP {Header Based SS0) Identity Store | SAML 2.0 ldP

mo Authentication Request Initiated >

e Inercepted by S50 to Login =
e ——Authenticalion Against 6P —— >
iccessiul Logi 4]
. Authentication Header Set 5]

< User Header Parsed and Cookie Set 6]

Legend

—Request | Redirect -

«—Response | Redirect

When a user attempts to log in to a Primavera application instance that requires SAML
authentication, the following processes occur:

1. The Primavera application sends an authentication request.

2. The authentication request is intercepted by SSO in an embedded browser in which a user
is required to enter their login information.

3. The user is authenticated against the identity provider (I1dP).

4. After the user is authenticated, the IdP redirects the SAML assertion to the Service
Provider (SP).

5. The SP parses the SAML assertion and sets the authentication header.

6. WebLogic reads the header and sets the authentication cookie. The Primavera application
reads the cookie and establishes a session.

7. The user is logged in to the application.

® Note

SAML authentication is not supported for P6 Professional when using Primavera
Virtual Desktop.

Prerequisites for Configuring Identity Federation Using SAML 2.0
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Before configuring your Primavera applications for SAML authentication and identity
federation, ensure that you have completed the following prerequisites:

Configure your Primavera applications for SSO.
For details, see Configuring Single Sign-On.

Configure P6 Professional with a P6 EPPM database using P6 Professional Cloud
Connect.
For details, see the P6 Professional for EPPM Installation and Configuration Guide.

Obtain a SAML 2.0 metadata file that was exported from an IdP.
For more information, see your IdP documentation.

Configuring Oracle Access Manager for Federated Identity Using

SAML 2.0

The procedures in this section have been described from the perspective of the service
provider. Refer to your IdP documentation for instructions on configuring your IdP for federated
identity. After your IdP has been enabled for identity federation, complete the tasks from the in
the order that they appear:

1
2
3.
4

® N o o

Oracle Access Manager Administration Console as an administrator.

Enabling ldentity Federation

Creating an ldentity Store for Account Linking

(Optional) Enabling Automatic User Provisioning for the Local Identity Store used by
Service Providers

Creating an ldentity Provider Partner

Exporting SAML 2.0 Service Provider Metadata

Creating a SAML Authentication Policy

Assigning an Authentication Policy to Application Resources

Enabling Identity Federation

Prior to configuring Oracle Access Manager for Federated Identity using SAML, you need to
enable Identity Federation and Security Token Service.

Enabling Security Token Services provides the following capabilities across security domains:

Cross domain SSO for browser based Web SSO flows

Cross domain Web Services Security (WSS) for SOAP clients and servers by means of the
WS-Trust protocol

Enabling Identity Federation establishes trust between services by exchanging the following:

X.509 certificates used for sign/verify and encrypt/decrypt the Federated messages
Locations of the Federated services
SAML 2.0 metadata

To enable identity federation:

1.

In the Launch Pad tab, under Configuration, select the Available Services.
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2. Inthe Available Services tab, click Enable for the following services:
* ldentity Federation

e Security Token Service

Creating an Identity Store for Account Linking

When defining an identity provider partner record, the service provider requires local user
accounts to be mapped for imposing its access control model. The process of mapping SAML
user accounts from the IdP to the local user accounts at the service provider is known as
account linking. In this case, external user accounts that are authenticated by the identity
provider need to be mapped to generic local user accounts with permission to access
resources.

To create an identity store for account linking:

1. Inthe Launch Pad tab, under Configuration, click User Identity Stores.
2. Inthe User Identity Stores tab, under OAM ID Stores, complete the following:
a. Select the identity store that you use for SSO and then click Edit.

b. For later use, record the values in the identity store fields.

® Note

The name of the tab reflects the name of the identity store that you select.

3. Inthe User Identity Stores tab, under OAM ID Stores, click Create.
4. Inthe Create: User Identity Store tab, complete the following:
a. Inthe Store Name field, enter a name for the identity store.
For example, FederationStore

b. Inthe Login ID Attribute, under Users and Groups, enter the LDAP attribute which
identifies a unique login 1D for your users.

c. Inthe relevant fields, enter the information that you recorded from the identity store
earlier.

d. Click Apply.

5. Enable automatic user provisioning for the local identity store used by service providers by
completing the tasks in Enabling Automatic User Provisioning for the Local Identity Store
used by Service Providers.

Enabling Automatic User Provisioning for the Local Identity Store used by Service

Providers

When creating a local identity store mapping for SAML users, it is recommended that you
ensure a corresponding user account for an identity provider user ahead of time. For example,
if a user does not exist in the local store, the SAML assertion map to that user in the local
identity store will fail. To handle an identity mapping failure, Oracle Access Manager Identity
Federation features a plug-in that you can enable to automatically provision a missing identity
to the local identity store during a federated SSO operation which enables the federated SSO
to proceed.
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@® Note

This is an optional task. If you do not enable automatic user provisioning and a user
does not exist in this generic LDAP server, then the authentication / SAML assertion
can fail.

To enable automatic user provisioning for the local identity store used by service providers:

1. Navigate to <Oracle_Access_Manager_Middleware_Home>/common/bin and then
complete the following based on your operating system to open the WebLogic Scripting
Tool:

e Ifusing Linux, run w st . sh.
e If using Windows, run W st . crd.
2. Connect to the WLS admin server by running the following:
connect ()
3. Navigate to the domain runtime branch by running the following:
domai nRunt i me()
4. Enable automatic user provisioning by running the following:
put Bool eanProperty("/fedserverconfi g/ userprovisioni ngenabl ed", "true")
5. Exit the WebLogic Scripting Tool environment by running the following:
exit()

Creating an Identity Provider Partner

An identity provider is responsible for managing, authenticating, and asserting a set of user
identities for its service provider partners. In order for the Identity Federation service to perform
SSO with external identity providers, they must be defined as trusted partners.

To create an Identity Provider Partner:

1. Inthe Launch Pad tab, under Identity Federation, click Service Provider
Administration.

2. Inthe Service Provider Administration tab, click Create Identity Provider Partner.
3. Inthe Create Identity Provider Partner tab, under General, complete the following:
a. Inthe Name field, enter a unique name for the identity provider partner.
For example, FederatedProviderPartner
b. Inthe Description field, enter a unique description for the identity provider partner.
c. Select the Enable Partner check box.
d. Deselect the Default Identity Provider Partner check box.

4. In the Create Identity Provider Partner tab, under Service Information, complete the
following:

a. Inthe Protocol list, select SAML 2.0.

b. For Service Details, select Load from provider metadata.
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For Metadata File, click Browse and then select a metadata file.

@® Note
The XML metadata file should be provided by an IdP.

In the Create Identity Provider Partner tab, under User Mapping, complete the following:

a.

d.

In the User Identity Store list, select the identity store that you created in Creating an
Identity Store for Account Linking.

For example, FederationStore
Select the Map assertion Name ID to User ID Store attribute option.

In the Map assertion Name ID to User ID Store attribute field, enter the LDAP
attribute which identifies the unique login ID for your users. This should match the
defined value in Creating an Identity Store for Account Linking.

Click Save.

The Identity Provider Partner tabs opens. The name of tab has the name of the identity
provider partner that you entered.

In the Identity Provider Partner tab, complete the following:

a.

b.

C.

Click Create Authentication Scheme and Module.

The name of the authentication scheme and module is a combination of the name of
the identity provider that you created with either FederationScheme or
FederationModule appended to it. For example,
FederatedProviderPartnerFederationScheme or
FederatedProviderPartnerFederationModule.

In the Advanced pane, complete the following:

e Select Enable global logout.

e Select HTTP POST SSO Response Binding.

* Inthe Authentication Request NamelD Format list, select None.

Click Save.

Exporting SAML 2.0 Service Provider Metadata

Establishing trust between federation partners is a prerequisite to perform any federation SSO
operation between federation servers. Establishing trust involves exchanging certificate
information. If a protocol relies on PKI X.509 certificates to secure message exchanges, as
well as the locations and URLSs of the services that implement the federation protocol, you can
create a service provider SAML 2.0 metadata file in XML format for use by IdP containing
information about profiles that the service provider supports. Sites acting as identity providers
can import this metadata file to establish a relationship with the service provider.

To export SAML 2.0 service provider metadata:

1
2
3.
4

In the Launch Pad tab, under Configuration, click Federation Settings.

In the Federation Settings tab, under General, click Export SAML 2.0 Metadata.

For later use, record the location to which you export the SAML 2.0 metadata.

Provide the metadata file to the IdP when establishing a service provider partner.
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Creating a SAML Authentication Policy

When the IdP partner is created, an authentication module and scheme were also created to
impose an access control model to protect Primavera application resources. The
authentication scheme and module must then be mapped to an authentication policy in the
application domain that is created to protect Primavera application resources.

To create an authentication policy and map the federated identity authentication scheme:

1.
2.

In the Launch Pad tab, under Access Manager, click Application Domains.
In the Application Domain tab, complete the following:

a. Click Search.

b. Click the name of an application domain.

In the Application Domain tab, open the Authentication Policies tab.

® Note

The name of the tab is the name of the application domain that you clicked.

In the Authentication Policies tab, click Create Authentication Policy.
In the Create Authentication Policy tab, complete the following:

a. Inthe Name field, enter a name for the authentication policy.

b. Inthe Description field, enter a description of the authentication policy.

c. Inthe Authentication Scheme list, select the authentication scheme that you created
in Creating an Identity Provider Partner.

For example, FederatedProviderPartnerFederationScheme

d. Click Apply.

Assigning an Authentication Policy to Application Resources

To assign an authentication policy to application resources:

1.
2.

In the Launch Pad tab, under Access Manager, click Application Domains.
In the Application Domain tab, complete the following:

a. Click Search.

b. Click the name of an application domain.

In the Application Domain tab, open the Resources tab.
® Note
The name of the tab is the name of the application domain that you clicked.

In the Resources tab, complete the following:

a. Select aresource.
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@® Note

You can only select one resource at a time. Select the resources that apply to
your P6 EPPM and P6 Professional deployment. For example, if you want to
enable federated identity for P6 Professional, select P6 Professional Cloud
Connect.

b. Inthe Search Results toolbar, click Edit.

5. Inthe Resource tab, complete the following:

@® Note

The name of the tab is the name of the resource that you clicked.

a. Inthe Authentication Policy list, under Protection, select the authentication policy
that you created using Creating a SAML Authentication Policy.

b. Click Apply.

6. Repeat this procedure for each resource in every application domain that is associated
with a Primavera application.

Configuring P6 Professional for SAML Authentication

SAML can be enabled to employ LDAP authentication for P6 Professional deployments using
P6 Professional Cloud Connect when P6 EPPM has implemented Web Single Sign-In
(WebSSO0).

® Note

This implementation is not meant to enable SSO for P6 Professional. If you have
already authenticated a P6 EPPM application with an identity store, logging in to P6
Professional with SAML will require the entry of your username and password in a
configured authentication scheme (for example, form based authentication scheme).

Prior to running the procedures in this section, you must have already enabled federated
identity for P6 EPPM applications using the procedures that are described in Configuring
Oracle Access Manager for Federated Identity Using SAML 2.0 and have protected your
resources for P6 Professional Cloud Connect using Protecting Your Resources and
Configuring Protected Resources Under an Application Domain. After you have met these
conditions, complete the tasks from the following list in the order that they are listed:

1. Configuring Oracle HTTP Server WebLogic Proxy Plugin for P6 Professional Cloud
Connect

2. Configuring P6 Professional to Recognize SAML Authentication

3. Configuring P6 Administrator application for P6 Professional SAML Authentication
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Configuring Oracle HTTP Server WebLogic Proxy Plugin for P6 Professional
Cloud Connect

After the application domain has been modified in Oracle Access Manager, the Oracle HTTP
Server WebLogic proxy plugin must be updated to include a reference to your P6 Professional
Cloud Connect URL; this allows the webgate to intercept requests and redirect users to the
federated authentication login which was configured in the application domain.

To configure Oracle HTTP Server WebLogic Proxy Plugin for P6 Professional Cloud Connect:

1.

Go to <CHS_M ddl ewar e_Home>/ user _pr oj ect s/ domai ns/ <P6_EPPM Domai n>/ confi g/
f mrconfi g/ conponent s/ OHS/ i nst ances/ <i nst ance_nane>.

Editmrod_w _ohs. conf.

Add the following directives within the <I f Modul e webl ogi ¢_nodul e> element based on
your Oracle HTTP Server version and WebLogic server environment:

For non-clustered managed servers:

<I f Modul e webl ogi c_nodul e>

#For C oud Connect

<Location /p6procl oudconnect >\
W.SRequest On
\WebLogi cHost <W.S_Host _Nane>
WebLogi cPort <W.S Port>

</ Locati on>

</ 1fMdul e>

For clustered managed servers:

<I f Modul e webl ogi c_nodul e>
#For C oud Connect
<Location /p6procl oudconnect >
W.SRequest On
WebLogi cC uster <W.S Host Nanmel>: <WS Port1> <WS Host Name2>: <W.S Port 2>
</Location>
</| f Modul e>
Save the file.
Restart Oracle HTTP Server.
a. Goto <OHS_M ddl ewar e_Hone>/ user _proj ect s/ domai ns/ base_donai ns/ bi n.
b. Depending on your operating system, complete the following:
e For UNIX, run the following in a terminal:
./ st opConponent . sh <conponent _nane>
. I start Conponent . sh <conponent name>
e For Windows, run the following in a command prompt:
st opConponent . bat <conponent _name>

st art Conponent . bat <conmponent _nane>
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Configuring P6 Professional to Recognize SAML Authentication

To configure P6 Professional to recognize authentication through SAML.:

1.

Create or modify the P6 Professional Cloud Connect database alias using the Oracle
HTTP Server host and port that was configured with the WebGate. For instructions on how
to create or modify the P6 Professional Cloud Connect database alias, refer to How To
Create Or Modify A Database Alias For Project Management (Also Known As P6
Professional or Optional Client), Methodology Management, Job Services or Contractor
(Doc ID 899068.1) at https://mosemp.us.oracle.com/epmos/faces/DocumentDisplay?

afrLoop=211956235835694&id=899068.1& afrWindowMode=0& adf.ctrl-
state=17jza9qzmg_4.

For example:
<dat abase_nanme>@OHS_Host _Nanme>: <OHS_Port >/ p6pr ocl oudconnect

On the machines used to launch P6 Professional, go to dbconfi g. exe. For example,
C:\Program Fil es\ Oracl e\ Pri mavera P6\P6 Professional . This opens the Database
Configuration dialog box.

On the Welcome to DB Config page, in the Database Configuration dialog box, click
Next.

On the Select Database Alias Task page, in the Database Configuration dialog box,
complete the following:

a. Click Modify an existing database alias.
b. Click Next.

On the Select Database Alias Task page, in the Database Configuration dialog box,
complete the following:

a. Inthe Database alias field, enter the database alias that you created earlier in this
section.

b. Inthe Driver type field, select P6 Pro Cloud Connect.
c. Click Next.

On the Configure P6 Professional Cloud Connect Server page, in the Database
Configuration dialog box, complete the following:

a. Inthe Database field, enter the connection details for your P6 EPPM database.
b. Inthe URL field, enter the P6 Professional Cloud Connect URL.

c. Inthe Read Timeout field, enter the amount of time P6 Professional will wait to
receive a response from the P6 Professional Cloud Connect server.

d. Select Use SAML SSO.

e. Select Enable Client-side Cache.
f. Click Next.

Click Next.

Click Finish.
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Configuring P6 Administrator application for P6 Professional SAML

Authentication

To configure P6 Administrator application for P6 Professional SAML Authentication:

1.
2.
3.

Open P6 Administrator application.

In the Configurations tab, expand your configuration.

Expand P6ProCloudConnect, and then complete the following:

a. Expand Authentication.

b. Inthe Mode field, select SAML Token Profile.

Click Save Changes.

Ensure that Login Mode and Authentication have been set to WebSSO.

For information on setting Login Mode and Authentication to WebSSO, see Configuring P6
EPPM for Single Sign-On .

Restart the managed servers that host P6 Professional Cloud Connect.

Configuring P6 Integration API for SAML Authentication

To configure P6 Integration API for SAML authentication:

1.
2.
3.

Open P6 Administrator application.

In the Configurations tab, expand your configuration.

Expand Integration API Server, and then complete the following:

a. Expand Authentication.

b. Inthe Mode field, select SAML Token Profile.

Click Save Changes.

Ensure that Login Mode and Authentication have been set to WebSSO.

For information on setting Login Mode and Authentication to WebSSO, see Configuring P6
EPPM for Single Sign-On .

Restart the managed servers that host P6 Integration API.
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