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Enterprise Manager for Oracle Utilities extends Oracle Enterprise Manager Cloud Control to allow
monitoring and management of Oracle Utilities Application Framework-based products on remote

servers.

When Enterprise Manager for Oracle Utilities is deployed, the following features and capabilities are

available:

* Product discovery

« Target monitoring

» Environment assessment

- Patch identification and installation

« Patch migration from one environment to another
« View product configuration files

This document describes the various configuration and operational activities available to administrators
of Enterprise Manager for Oracle Utilities.

NOTE: Prior versions of this product were released as Application Management Pack for Oracle Utilities.
Please note that any references to Application Management Pack for Oracle Utilities that may occur
within this document or in images within this document refer instead to the product's new name,
Enterprise Manager for Oracle Utilities.

Related Documentation and Resources

The Help menu provides links to Enterprise Manager Help, Oracle Online Documentation, Oracle Online
Forums, and the Oracle Technology Network (OTN), where the complete documentation for Oracle
Enterprise Manager 12c is available.

This document and other Enterprise Manager for Oracle Utilities-specific documentation is available on
the Oracle Utilities section of the Oracle Technology Network (OTN) documentation site.


http://www.oracle.com/technetwork/apps-tech/utilities/documentation/index.html
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Additional information on Oracle Enterprise Manager-specific features and functionality relating to this
product is available in the Enterprise Manager Cloud Control Documentation (http://docs.oracle.com/
en/enterprise-manager/).

o ™

Note:
The documentation that accompanies this product is subject to revision and updating. Additional
information that may relate to the functionality and features in this product may be found on
My Oracle Support (MOS) at https://support.oracle.com (sign-in required). To find all articles
relating to this product, enter the search term "Enterprise Manager for Oracle Utilities" (or for
related articles, search on the product's previous name, "Application Management Pack for Oracle
Utilities").

- _/
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Architecture

Plug-in Architecture

The following diagram illustrates the Enterprise Manager for Oracle Utilities architecture.

Management Agent Management Agent

Load Balancer* :>

omMs oms Cloud Control Console
o

Figure 1. Architecture

Note:

* The load balancer and multiple OMSes depicted in the diagram above are included only to

indicate how a sample Enterprise Manager Cloud Control architecture would look in a large
organization. They are not a prerequisite or a requirement for an Enterprise Manager system
installation. If you do not have a load balancer, then the Management Agents communicate
directly with the OMSes.
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Plug-in Functionality

Product Discovery

Any manageable entity is of a target type. A specific instance of a target type is a target. For example, sf-
sunapp-00.us.oracle would be a target of target type host; sf-mydb-00:1527/CD0O000SF would be a target
of target type database.

For extensibility purposes, Enterprise Manager for Oracle Utilities provides a discovery framework and
the functionality to monitor an Oracle Utilities Environment system target type with target members of
type web application, web services, batch server and ouaf home. This models an installation of the Oracle
Utilities Application Framework (OUAF) containing the software binaries and runtime components.

High-Level View of the Discovery Process

The discovery process involves Oracle Utilities Application Framework (OUAF)-based products. Each
environment comprises the files necessary for the operation of the web application, the database, and the
threadpool worker. Thus, each OUAF-based environment and its runtime components can be modeled as
an Enterprise Manager target that contains information about the following:

+ Host (the machine on which the application server runs)
« Installed products and releases

» Web applications

- Database host (the machine on which the database runs)
- Database

- Batch servers and threadpool workers

This release of Enterprise Manager for Oracle Utilities is based on Java and offers tighter integration
with the application server and enhanced features. To leverage some of these features, as well as to
accommodate the some of the newer features of Oracle Utilities Application Framework, Enterprise
Manager for Oracle Utilities offers a new target model with new target types: System Environment, Web
Application (on page 25), Web Services (on page 24), Batch Server (on page 26) and Oracle

Utilities Home.

The Web Application and Web Services target types are closely modeled on the Application Deployment
type offered by Fusion Middleware and use some of the regions already developed by the Fusion

Middleware Enterprise Manager Plug-in. In addition, these two models use Java Management eXtension
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(JMX) MXBeans (such as JVMSystems, PerformanceStatistics) that are used for discovery and to collect

metrics.
Batch Server is a standalone JVM that uses MXBeans for discovery and monitoring.

In addition to these target types, a typical OUAF-based environment is modeled as a system target.

This system environment has as members the other new target types as well as the application server,
where the Web Application Server and the Service Application Server are deployed and to which the OEM
database instance connects.

The OUAF home target type page models the installation directory, also referred to as SPLEBASE.
Given extensive use of JMX, it must be configured properly in the OUAF environment for discovery and

performance monitoring to operate correctly.
Environment Discovery

In order for a target to be monitored, it must first be discovered and promoted. Discovery is the process of
making a target instance known to OEM. Once this has been done, the target needs to be promoted from

an unmanaged to a managed state. This process requires some prerequisite steps.

Note:

Oracle recommends after upgrading the plugin, delete existing targets and re-discover.

1. All components of the environment should be up, namely, the web application, the web service and

batch servers.

2. JMX should be configured on the target environment. To test this, use jconsole and connect to
the JMX servers using the JMX URLs. You can search the WebLogic log for the Web and EJB JMX
URLs. Examples:

service:jmk:rm :///jndi/rm://{host}:{ej bJnxPort}/ oracl e/ ouaf/ej bAppConnect or

service:jmk:rm :///jndi/rm://{host}:{webJnxPort}/ oracl e/ ouaf / webAppConnect or

The threadpoolworker logs would have the batch JMX URLs. For example, servi ce: j mc: rmi:/

[ljndi/rm://{host}:{batchJnxPort}/oracl e/ ouaf/bat chConnect or

In FW 2.2, this would be service: jm:rmi:///jndi/rni://{host}:{batchImPort}/spl/

fw' j mcConnect or
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Make sure you can connect to the URLs and that the OEMTargetsBean is present, as illustrated in
the following image:

Note:

Here, the host should be fully qualified domain name.

2] Java Monitaring & Management Console

=
Contéttion Window Help
) system@senvicesjmocrmi///jndi/mi//slc3mc8T70/orac ppConnector RS
| | | | | MBeans =
| Mimplementation

=y splfw
@ OEMTargetsBean

(2] sy icej findi/rmis//<lc03mcaT60 foracle/ jbAppConnector = (= [ =
| [ | | | mBeans sl
| MImplementation
B splfw
J JvmConnection
[ 1 OEMTargetsBean
| Performance
(181 RemateExecution
(] ices i i 1824/spl/fw/jmiConnector o [ [
| | | | | MBeans =
| MImplementation
= ) spl.fw
@ ClusteredNode
[#-[@ OEMTargetsBean
il

Expand the OEMTargetsBean, click Operations, then click the toXML button. A window should

popup and return the XML of the targets that will be discovered. Do this for each JMX connection.

|2 system@service:jmecrmiz///jndi/rmi://slc0Thgl:13070/oracle/ouaf/webAppConnector o [ (S
\ I I I | | mBeans | =
- | IMImplementation
- | orade.ouaf.base N N
| java.lang.String
[#- |, Base 0
B+ Ly VMSystem
-8 OEMTargetsBean

-8

Operation invocation

<
| £| Operation return value @

<com. splwg.base.domain.oem.OEMTargetsBean> e
=
<targets>

<com.splwg.base.domain.oem.PersistedCEMTarg
<id defined-in="com.splwg.base.support.gr
<value>»10.244.156.254-2414-9819cadc-0ed

%{/id)

(t.ypE}nracle_nuaf_ﬁarvice(/type)
4| 1 I

3. Target monitoring can be performed via JMX or REST API. You can prefer to use REST API option,

if you have any firewall restrictions. Details, to enable "JMX over REST" feature, are available below.
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a. Run configreEnv using FW menu options, choose option 57 and provide appropriate values

for the displayed variables.

b. JMX_REST_SERVICE_FLAG: This flag in the Menu options is to enable the REST API. If
this is false, then the communication happens using via JMX, the old way of the plugin

communication.

c. JMX_REST_SERVICE_FLAG is true and JMX_HTTPSSL_FLAG false, the communication
happens over the HTTP. JMX_REST_SERVICE_FLAG is true and JMX_HTTPSSL_FLAG true,

the communication happens over the HTTPS.
d. More details are available in respective Utilities FW product documentation.

4. The WebLogic domain/Fusion middleware must be discovered. To do this, perform the following:
> The WebLogic admin server must be started. Verify that it is by logging into the WebLogic

console.

o Discover the WebLogic domain and Fusion middleware using guided discovery. On the grid
console, go to Setup > Add Targets > Add Targets Manually. Select the following options on

the page:
| ORACLE Enterprise Manager Cloud Control 13¢ I." ' * v @' 'ﬂ"
Add Targets Manually Page
b Overview
Add Host Targets Add Non-Host Targets Add Non-Host Targets
Using Guided Process Using Declarative Process
7
[
E Install Agent on Host &=, Add Using Guided Process }' Add Target Declaratively

= Install Agent Results

Add Host targets by installing an agent Run guided discovery on a host to find Add targets by explicitly specifying
using remote installation process. View manageable targets. Choose to promaote monitoring properties.
status of past Agent installations. some or all discovered targets to become

managed.
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o Click Add Using Guided Process, enter the entries for the WebLogic admin server, then

continue until the WebLogic domain/Fusion middleware is discovered.

If WebLogic is configured with SSL, use the t3s protocol.

ORACLE enterprise Manager Cloud Control 13¢ M ' * M @' 'E’"

Middleware Page
Add Oracle Fusion Middleware/Weblogic Domain: Find Targets

To discover a WebLogic Domain, a Management Agent uses JMX protocol to make a t343s connection to the domain’s Administration Server If only €
the Advanced section and modify the JMX protocol from the default t3 to t3s.

* Administration Server Host {3.\
‘ * Port 7001
* Username
* Password

Node Manager Username

Node Manager Password

* Unigue Domain Identifier FarmQ1
* Agent a

Discover Application Versions

} Advanced

To discover OUAF target environments:

1. Log in to Enterprise Manager.
2. Choose Setup > Add target > Configure Auto Discovery.
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Qverview View  All Targets (120)
Status
Targets with Status 82
12%
W Up (43)
52% ™ Down (29)
35% Unknown (10)

Incidents

Updated in the last 24 hours 3

L L a |

Aute Dofroch A&

Configure Auto Discoyery

4 Inventory a Auto Discovery Results

B

Show Systems|Ir Add Targets Manually

Group

Dynamic Group
Administration Groups
Generic System
Redundancy System
Generic Service

4 compliance Summary

Standards =~ Targets

Use @ Compliance Score ) Violations

Figure 2. Selecting Auto Discovery

@ % O o 2

SYSMAM w
Initial Setup Console
‘ sAampsT 4
Add Target »
Extensibility » ]
Proxy Settings 2
Security »
Incidents 3
MNotifications 4

Provisioning and Patching 3
My Oracle Support 3
Middleware Management »
Manage Cloud Control >
Command Line Interface

Management Packs 3

3. On the Setup Discovery page, click the host where discovery is to be run, then click the Discovery

Modules button.

ORACLE Enterprise Manager Cloud Control 13¢

Setup Discovery

4 Overview

v @~

*- O~ &~

SYSMAN w

oA

Page Refreshed Dec §, 2015 8:57:06 AM PST ‘0

Automatic discovery is a process that detects hosts, vitual servers and other targets so that they can be monitored and managed by Enterprise Manager. Use the following options to

configure and schedule automatic discovery.

Configure Auto Discovery Add Targets from Auto Discovery Add Targets Manually
) Results >
& « Setup Metwork Scan Discovery Ia « Promote Discovered Targets « Add Targets with Guidance
« Setup Discovery on Hosts « Ignore Discovered Targets « Add Targets Dedaratively
Servers, Storage and Network | Targets on Hosts ~ Advanced: Discovery Modules
b Search
View v %, Collection Schedule v Discovel ues iyl Detach
A s Enabled
Host jollecuon Uiscouecdigiianaged Discovery Most Recent Ended On
Schedule Targets Targets
Modules
Every 1 - = BAE AN e i
4 msp52072.us.oracle.com O Day 16 3 5 o Dec7,2015 10:54:38 PMPST
Every 1 . 3
stcUErncus aracle.com ODay 17 13 1 & DecB, 2015 3:16:00 PM PST
4 sicosyntus oracle com @ E"aim 5 il 1 o Dec1,20152:1624 AN PST
slc06fdtus oracle.com Bvery 1 4 31 5 o Dec7, 2015 1:35.04 PM PST
Day

Figure 3. Setup Discovery

4. Ensure that the Enterprise Manager for Oracle Utilities module is on the Discovery Module list.
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ORACLE Enterprise Manager Cloud Control 13c SR

Discovery Modules : slc03rnc.us.oracle.com
Configure discovery modules and parameters on this host.

OK  Cancel
View w
Discovery Module En Target Types Discovery Pi
Enterprise Manager for Oracle Utilities Application Oracle Utilities Batch Server, Oracle Utilities Home, Oracle Utilities Web Services

QUAFEnviranmentDiscavery [] Oracle Utilities Batch Environment, Oracle Utilities Scheduler Ervironment
Oracle Cluster and High Availability Service [ Cluster, Oracle High Availability Service

Oracle Database, Listener and Automatic Storage Management [] Database Instance, Listener, Pluggable Database

Oracle Fusion Middleware [ Oracle WebLogic Domain

Oracle Home Discovery [T] Oracle Home

Oracle Secure Backup Domain [C] Oracle Secure Backup Domain

Figure 4. Verifying the module

5. Once back on the Setup Discovery page, select the host again to enable the buttons at the top.
When the desired host is selected, click the Discover Now button.

ORACLE Enterprise Manager cloud Control 13¢ v ' * v @ v 'ﬁ' 7 O\ ! SYSMAN ¥
Setup Discovery Page Refreshed Dec 8, 2016 8:68:41 AM PST )
4 overview

Automatic discovery is a process that detects hosts, vitual servers and other targets so thatthey can be monitored and managed by Enterprise Manager. Use the following options to
configure and schedule automatic discovery.

Configure Auto Discovery Add Targets from Auto Discovery Add Targets Manually
5 Results 5
Jﬁ « Setup Network Scan Discovery E. « Promote Discovered Targets E « Add Targets with Guidance
« Setup Discovery on Hosts « Ignore Discovered Targets « Add Targets Declaratively

Servers, Storage and Network | Targets on Hosts  Advanced: Discovery Modules

b Search
View w [} Collection Schedule v [ Diagnostic Details ) DiscoverNow * Discovery Modules etach
H (ol | d Wanaged GENODOd L cont Ended O
lost Schedule Targets Targets iscovery Most Recent Ended On
Modules
msp52072.us.oracle.com Bvery 1 16 3 5 o Dec7, 2015 10:54:38 PN PST
Day
4 slcd3me.us oracle com QE‘;’” 17 13 K 1 o Dec8, 2015 3:16:00 P PST =
SIc08ynfus.oracle.com Every 1 5 B 1 o Dec, 2015 2:15:24 Al PST m
Day
sIcOBfdt us.oracle.com Every 1 4 31 5 o Dec7, 2015 1:35:04 PM PST
Day
Rows Selected 1 Hosts 7

Figure 5. Running the discovery

The Target Discovery (Agent Based) window opens.

6. Click OK in the Discover Now dialog to confirm that you want to run the discovery.

-10 -
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Discover Now x
Are you sure you want to run target discovery on: slcO3mc.us.oracle.com?

Yes HNo

Figure 6. Confirming the discovery

7. A confirmation dialog appears on successful discovery of the host. Click Close to dismiss the
confirmation dialog.

[ confirmation

Discover Now - Completed Successfully

4 Hide

Close

Figure 7. Host discovery confirmation dialog

-11 -
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Promoting Targets

To promote targets so they can be managed:

1. Log in to Enterprise Manager.
2. Choose Setup > Configure Auto Discovery.
The Setup Discovery window opens. Go to the Targets on Hosts tab.

ORACLE Enterprise Manager Cloud Control 13c I.l' ' * M @' 'ﬂ" O\ .‘ SYSMAN w

Setup Discovery Page Refreshed Dec 8, 2015 8:57:06 AM PST 4.

4 Overview
Automatic discovery is a process that detects hosts, virtual servers and other targets so that they can be monitored and managed by Enterprise Manager. Use the following options to
configure and schedule automatic discovery.

Configure Auto Discovery Add Targets from Auto Discovery Add Targets Manually
—" Results —p
&Zﬁ « Setup Metwork Scan Discovery « Promote Discovered Targets E « Add Targets with Guidance
« Setup Discovery on Hosts « Ignore Discovered Targets » Add Targets Dedaratively

Servers, Storage and Metwork | Targets on Hosts =~ Advanced: Discovery Modules

b Search

View w» [ Collection Schedule v im" Detach

. . Enabled
Host gg::;g:_:::n Dlscg:ffg M?r:?g:g Discovery Most Recent Ended On
K K Modules
g
mspS2072.us.oracle.com Bvery 1 18 3 5 o Dec7, 2015 10:54:38 PM PST
Day
slc03me.us.oracle.com Every 1 17 13 1 o Dec8, 2015 3:16:00 PM PST
Day
slc05ynf.us oracle.com Every 1 5 1 1 o Dec1,2015 2:16:24 AM PST
Day
slc0Bfdt us oracle com Every 1 4 31 5 o Dec, 2015 1:35:04 PM PST
Day

Figure 8. Setup Discovery window

3. For the host on which the discovery was run, click on the number that is in the Discovered Targets

column.

-12-
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-

Automatic discovery is a process that detects hosts, virtual servers and other targets so that they can be monitored and managed by Enterprise Manager. Use the following options t

Configure Auto Discovery Add Targets from Auto Discovery Add Targets Manually
> Results >
& « Setup Network Scan Discovery « Promote Discovered Targets « Add Targets with Guidance
« Setup Discovery on Hosts « Ignare Discovered Targets « Add Targets Dedaratively
Servers, Storage and Network | Targets on Hosts | Advanced: Discovery Modules
b Search
View w Collection Schedule v i Detach
- . Enabled
Host peollaction DiscoyoreljiggManagad Discovery Most Recent Ended On
Schedule Targets Targets
Modules
Every 1 - - P
4 msp52072.us.oracle.com ] Day 16 3 5 o Dec7,2015 10:54:38 PM PST
4 sico3me.us.oracle.com Y S‘;‘;“” 8 1« Decs, 2015 6:19:48 PH PST
4 slc05ynf us oracle com @ S‘:fm Dec 1, 2015 2-16:24 AW PST
Every 1 - P
4 slcoBfdtus.oracle.com ] Day 4 31 5 o Dec7,2015 1:35:04 PM PST
# slc0Bgad.us.oracle.com ] S‘;‘;“” 7 15 1 o DecB, 2015 2:41:35 PM PST
Every 1 - . P _
f slc0Bwud.us.oracle.com O Day 5 9 0 " Way 14, 2015 11:35:08 PM PDT
Every 1 e .
4 slc07gzp.us.oracle.com ] Day 10 19 0 o Dec1,2015 3:18:46 AM PST

Figure 9. Choosing a target

4. A list of targets that were discovered but not yet promoted is displayed. Select the target you want

to promote, then click the Promote button.

-13-
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ORACLE’ enterprise Manager Cloud Control 13¢ W Enterprise ¥ Targets ¥ * = G)'
Auto Discovery Results
4 overview
Review discovered targets and promote targets to be managed by Enterprise Manager.
Configure Auto Discovery Add Targets from Auto Discovery Add Targets Manually
Results
Jj —) —p

=

« Setup Network Scan Discovery
« Setup Discovery on Hosts

« Promote Discovered Targets
« Ignore Discovered Targets

« Add Targets with Guidance
« Add Targets Dedaratively

Servers, Storage and Network (0) = Targets on Hosts (50)

b Search

View w Promgte 4 Rename

> Delete %, Ignore

Ignored Targets (0)

Detach

Target Name

V23 1_CCEI_OEM_J

promation.

Configure target properties and promote. Select discovered targets of the same type for

nvironment

W231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_batch

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us. oracle. com_home

W231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_web
agent12¢1_2_slc03rmc.us.oracle.com

agent12c2_11_slcO3rnc.us.oracle.com

Figure 10. Promoting the target

W231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_senvice

Oracle Ulilities Balch Server
Oracle Utilities Home

Oracle Utilities Web Senvices
Oracle Utilities Web Application
Oracle Home

Qracle Home

Discovered On

Dec8, 2015 10:19:50 AM PST
Dec8, 2015 10:19:50 AM PST
Dec8, 2015 10:19:50 AM PST
Dec 8, 2015 10:19:50 AM PST
Dec 8, 2015 10:19:50 AM PST
Sep 17, 2015 12:34:35 PM PDT
Sep 17, 2015 12:34:35 PM PDT

5. All related members of the target system are shown and promoted at the same time. Click the

Promote button.

ORACLE Enterprise Manager Cloud Control 13¢ A Enterprise ¥ TgesY WY @' ﬂ' v O\ ! SETHY
Page Refreshed Dec 8, 2045 10:21:05 AM PST 4.
Promote OUAF System Target GEoiey geancel
Select the system target and click Promote. 266800CE2A21403FEDS 1B
View v
Target Type Target Name Host Name '[;‘;S’c'l'ow Select
oracle_ouaf_system_util_env V231_CCB_OEM_LIN_ORA_WLS_slc03mc.u...
oracle_ouaf_webapp_util_env V231_CCB_OEM_LIN_ORA_WLS_slc03mcu. .. sic03me
oracle_ouaf_service_util_env V231_CCB_OEM_LIN_ORA_WLS_slc03mcu... slcd3mc
oracle_ouaf_home_util_env V231_CCB_OEM_LIN_ORA_WLS_slc3mcu
oracle_ouaf_batch_util_env V231_CCB_OEM_LIN_ORA_WLS_slc03rmc.u
Figure 11. Unmanaged system targets
6. A confirmation dialog appears when the promotion is successful.

-14 -
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E confirmation

Target Promotion - Completed Successfully

4 Hide

Close

Figure 12. Confirmation dialog

7. Click Close to dismiss the confirmation dialog.

8. If any changes are made to the environment configuration using the command-line utilities (e.qg.,

confi gur eEnv. sh/ cnd), the corresponding changes must also be made to the target properties. The
quickest way to do this is to remove the target and perform the discovery and promotion process.
You can also make changes by choosing Target > Setup > Monitoring Configuration and making
the appropriate updates on the Ul page.

ORACLE Enterprise Manager Cloud Control 13¢ l.l Enterprise ¥ Targets ¥ * v @ v

4 v231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_we... &

-—
t: ®) Oracle Utilities Web Application v Start Stop

Monitoring Configuration
* component Install
* Description
~ Environment ID
* Environment Name
" Host Name
~ Installation Directory
* Java Home
* JMX URL
* Oracle Home
* Web Port
* web Context Root
" Webserver Home
* Expanded Deployment
Webserver Java Home

* Administration Port

false

2310EM

slc03mc.us.oracle.com_8700
V231_CCB_OEM_LIN_ORA_WLS

slc03mc
iscratch/CCB2310231_CCB_OEM_LIN_ORA_WLS
Iscratch/CCB231/SoftwarelJavaljdk1.5.0_22

senvice jmcrmidfijndiirmi-fislc03mc8770/oraclefouafiwebAppConnector
ioraswiapploracle/product/11.2.Ofclient_1

8700

spl
Iscratch/CCB231/Software/WeblLogicwlserver_10.0

false

8700

Figure 13. Monitoring Configuration page

-15-
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Post-Promotion Tasks

The following tasks are required after a target is promoted.

1. Configure monitoring credentials. This task creates the monitoring credentials for the web

application, web services, and batch server targets. It involves navigating to Setup > Security >

Monitoring Credentials and enter the JMX credentials for all three target types. For example, the

following steps configure the credentials for the batch server. Follow the same steps for the web

application and web services targets.

a. Select the target type and click the Manage Monitoring Credentials button.

ORACLE Enterprise M. Cloud Control 13¢

Security
Monitoring Credentials

Select target type and click Manage Monitoring Credentials to setview monitoring credentials for target in

Target type Search

Manage Monitoring Credentials

i

Target Type 4 ¥ Total Targets
Listener

OMS and Repository

Oracle HTTP Server

Oracle Management Service
Oracle Utilities Batch Server
Oracle Utilities Web Application

Oracle Utilities Web Senices

® 4 o a4 o4 a4

Oracle WeblLogic Domain

Oracle WebLogic Server 12

b. Select the target and click the Set Credentials button.

| ORACLE Enterprise Manager Cloud Control 13c ..l Enterprise ¥

Security
Monitoring Credentials = Oracle Utilities Web Application
Oracle Utilities Web Application Monitoring Credentials

Select row and click Set Credentials to edit credentials.
Use the emcli create_credential_set verb with -monitoring option to create additional credential sets

Target Hame Credential Set B Search

rd SelCredEILQ%a\s X Clear &
Target Name 4 ¥ Statu Credential Set 4 ¥ Targe

)V231_CCB_OEM_LIN_ORA_WLS_slcO3mc.us.oracle.com_web  4F  OUAF JMX Credentials

c. Enter the JMX credentials. This should match the JMX credentials of the OUAF

environment.

-16 -



Enterprise Manager for Oracle Utilities Administrative Guide

‘ ORACLE Enterprise Manager Cloud Control 13c l.l Enterprise ¥

Security
Monitoring Credentials > Oracle Utilities Web Application
Oracle Utilities Web Application Monitoring Credentials

Select row and click Set Credentials to edit credentials.
Use the emcli create_credential_set verb with -monitoring option to create additional credential sets

Target Name Credential Set B Search

Vs smmuew\s X Clear F#
Target Name 4 ¥ Statu Credential Set 4 ¥ Targe

®)V231_CCB_OEM_LIN_ORA_WLS_slc03mc.us.oracle.com_web 4  OUAF JWX Credentials

d. If you prefer to use Rest API option, enter the JMX http credentials. This should match the
JMX http credentials of the OUAF environment.

e. Repeat for the Web application and Web services targets.

2. Set up monitoring configuration. For all Framework version 2.2.0-based environments, ensure that
the target monitoring configuration contain the appropriate settings for Java Home and Oracle
Home, Web Server Home and Web Server Java Home values. These are the environment variables
that are set in the host before you run splenviron.cmd/sh. Note that Web Server Home is the
location on which the WebLogic software is installed (e.g., / sp! / ni ddl ewar e10. 3. 3./ Wl server _10. 3).
Web Server Java Home is the Java location that is used as JAVA_HOME by the Web Server. For
WebLogic servers on Linu, it is same value as JROCKIT_HOME. Set up monitoring configuration

for all target types.

a. For example, to setup the monitoring configuration for the batch server, first click on the
target drop-down on the upper left, then choose Target Setup > Monitoring Configuration.

ORACLE Enterprise Manager Cloud Control 13c

4 V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_we... &

-_—
(=R © oracie Utiities Web Application v start Stop

Home
& Openthe home page in a new window.
Gen  yonitoring » Tools
& To configure and manage this WeblLogic Application

Deployment, use the Webl ogic Server Administration
Consale

Diagnastics 3

A Caontrol »

Monitoring and Diagnostics
ADD Job Activity

Information Publisher Reports Incidents 0

Descendant Target Incidents 0

Members »
Configuration Changes 0
Configuration 3
sen EJBs
Compliance »
nsinUse 0
Target Setup > Monitoring rf:gmguratmn
Req ) srminute)  0.00
Target Sitemap Administrator Access
esses (%) 0.00
Target Information Remave Target
[V S— B rrminute)  0.00

Add to Group X
B i{ 0.00
Requests (per minute)  1.47 rminute)

Properties srminute)  0.00
Pending Requests 0 )

Bean Transaction Commits (%) 0.00

-17 -



Enterprise Manager for Oracle Utilities Administrative Guide

b. Then enter the appropriate information:

ORACLG. Enterprise Manager Cloud Control 13¢c

..‘ Enterprise ¥ Targets ¥

*-

4 v231_CcCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_we... &

t= @) Oracle Utilities Web Application w Start Stop

Monitoring Configuration
* Component Install
* Description
* Environment ID
* Environment Name
" Host Name
* Installation Directory
* Java Home
* JMX URL
” Oracle Home
* Web Port
* Web Context Root
* Webserver Home
* Expanded Deployment
Webserver Java Home

* Administration Port

false

231 0EM

slc03mc.us.oracle.com_8700
V231_CCB_OEM_LIN_ORA_WLS

slc03me
iscralch/CCB2310231_CCB_OEM_LIN_ORA_WLS
Iscratch/CCB231/SoftwareiJavaljdk1.5.0_22
senvice;jmxrmiindirmiisic03me:877 0/oracle/ouatiwebAppConnector
loraswiapploracle/product/11.2.0/client_1

8700

spl
Iscratch/CCB231/Software/WeblLogiciwlserver_10.0

false

8700

c. Repeat for the Web application and Web services targets.

Viewing a Target's Home Page

To view a target's home page:

1. Log in to Enterprise Manager.
2. Click Targets > All Targets.

OI_\)ACLG' Enterprise Manager Cloud Control 13¢c

Enterprise Summary

Overview View  All Targets (120)
Status
Targets with Status  §2
12%
= Up (43)
520 @ Down (29)
359% Unknown (10)

Figure 14. Viewing all targets

...Entsrpnss'- *v @v ﬁv O\ ‘_

Al Targets

Groups
4 Inventory and Usage Systems
Show  Systems Infrastructure Virlual Server

[

~

\ND data to display

Semices

Hosts

Databases
Middleware

Business Applications

Composite Applications

4 comnliance Summary
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3. To view its home page, locate and double-click a target from the sortable and searchable All
Targets list.

SYSMAN v -

Enterprise ¥

ORACLE Enterprise Manager Cloud Control 13c

All Targets

Auto Refresh  Off B Page Refreshed Dec 8, 2015 4:15:28 PM PSTO

Refine Search View w  Search Target Name 0\ Save Search  Saved Searches w
= Target
4 Target Type — AW
get Typs Target Name Target Type e
4 Applications - - - .
Oracle Utilities Batch Server (1) slc06fdtus.oracle.com Host f
Oracle Utilities Emironment (1) slc0Bfdtus.oracle.com:3872 Agent 4+
Oracle Utilities Home (1) slc06fdi.us.oracle.com:4889_Management_Senice Oracle Management Service f
Oracle Utilities Web Application (1) B slc06fdt.us.oracle.com:4889_WManagement_Senvice_CONSOLE OMS Console 4+
- R slc06fdt us.oracle.com:4889_Management_Senice_PBS OMS Platform f
Oracle Utilities Web Services (1)
slcO6gad.us.oracle.com Host 1;1
A Cloud
Oracle Cloud (1) slc06gad.us.oracle.com:3872 Agent
slc06wud us.oracle. com Host
4 Databases
Database Instance (1) slc06wud us.oracle. com: 1830 Agent
Listener (1) —  slc07gzp.us.oracle.com Host
5lc07gzp.us.oracle.com:3872 Agent

4 Groups, Systems and Services

Database System (1)
EM Senvice (2)

Generic Senvice (2)
Generic System (1)
Management Servers (1)

A Widdleware
Application Deployment (33)

Clustered Application Deployment (3)

Java Virtual Machine (1) WebLogicServer10_3_6_0_slcO5ynfus.oracle.com_4966 Oracle Home NiA

Java Virtual Machine Paol (1) WebLogicServer10_3_6_0_s|c06fdtus.oracle.com_9176 Oracle Home NIA L

Wetadata Repository (2) ‘WebLogicServert0_3_6_0_slcO6gad.us.oracle.com_4008 Oracle Home NIA i

Oracle Fusion Middleware Farm (1) WebLogicServer10_3_G_0_s|c0Bwud.us oracle.com_4008 Oracle Home NA
webtier12c1_23_slc06fdt us.oracle.com Oracle Home NIA -

Oracle HTTP Server (1)

Figure 15. All Targets list

i Subnet-10.242 80.0/21
Subnet-10.244.152.0/21
Subnet-2606:0400:2010:504a:0:0:0:0/64
Subnet-2606:b400:2010:604d:0:0:0:0/64
V231_CCB_OEM_LIN_ORA_WLS_slc03mc.us.oracle.com
V231_CCB_OEM_LIN_ORA_WLS_slc03mc.us.oracle.com_baich
V231_CCB_OEM_LIN_ORA_WLS_slc03me.us.oracle.com_home
V231_CCB_OEM_LIN_ORA_WLS_sIc03Mc.US.0racle.com_semice

V231_CCB_OEM_LIN_ORA WLS_slc03mc.us.oracle.com_web
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Environment Target Home Page

ORACLE' Enterprise Manager Gloud Contol 13¢ Sacrerser @ooesv  gecoosy Opisunv Lpsaws O M svown

V231_CCB_OEM_LIN_ORA_WLS_slc03me.us.oracle.com & B scoancusorack.com

© Oracke Utites Emionment v ) Strt [ Stop 3 | page Reresned Dec, 2015 121620 AW T 4)
4 Incident overview B 4 system Avallability #
4 @ most Affected Members (Last 24 Hours)
Incidents
Updated inlast 7 days O Name Type g Status  Availability (%)
Breakdown of incidents updated n the last 7 days 5 N 0
Categor >
gory e o f . Q -

Forjobs whose stat dte i witin the [ 7 days
Submitted to
Status —
problems Oracle Uiitios Environment  Any Member
ol open 0
4 system Properties &
Plattorm 185_54
Operating System Lt
Des 1oeu
Environmen thame V231_CCB_OEH_LIN_ORA LS
4 Job Activities. &
Summar of s whose stat date s witin tre 1357 days
[ somch | snriome [5
4 Incident summary
View v Target Local lrget and Related targets [2] category i [£] ©0@1 a0m0
Summary Target  Severity Status Escalation  1ype
Lovel
ston o slersions is 95.335% 1 has crossad waming (80 orcrical (95) hreshald g O e Incident
Columns Hidden 14

Updated n the 1ast 31 days.

Figure 16. Environment Target Home Page

In the All Targets list under Applications you can find the target type Oracle Utilities Environment targets.

This is a system target whose members comprise other targets that make up the. The page is divided into
five regions. The regions are:

- System Properties. Contains basic information about the system.
- System Availability. Contains a list of all members of the system including availability.

« Job Summary. Contains summary information about job executions. This includes counts of all
target members of the system.

« Job Activity. This region lists all submitted jobs.

- Incidents & Problems. Problems are classified as issues that cause the plug-in to malfunction
or throw errors and exceptions. Incidents are issues that need not necessarily impact plug-in
operations, but are related to the target being monitored. Most incidents are thrown when certain
defined criteria, such as thresholds, are met. If, for example, the administrator sets a threshold of
95 percent for disk space usage, an incident is reported when that level of usage is exceeded.
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Oracle Utilities Application Framework Target Home Page

The OUAF target home page models the installation directory, also referred to as SPLEBASE. There is no

system availability as this metric is not applicable to directories. It contains the following regions.

- System Properties. Contains basic information about the ouaf home directory.

« Job Summary. Contains summary information about job executions.

« Job Activity. This region lists all submitted jobs.

« Incidents & Problems. Problems are classified as issues that cause the plug-in to malfunction

or throw errors and exceptions. Incidents are issues that need not necessarily impact plug-in

operations, but are related to the target being monitored. Most incidents are thrown when certain

defined criteria, such as thresholds, are met. If, for example, the administrator sets a threshold of

95 percent for disk space usage, an incident is reported when that level of usage is exceeded.
* Incident Summary. Summary information and messages regarding incidents recorded.

Ensure Collection of Installed Product Configuration Information

Many of the features in this product rely on information about products that have been installed. This

is collected as part of the Enterprise Manager's Metric Configuration Collection. To ensure that this has

been collected (and to avoid execution errors on certain features), go to Target > Configuration > Last

Collected from the Target Home page, then choose Actions > Refresh. This action triggers a refresh of

the configuration metrics so that the common information region is complete.

ORACLE’

Enterprise Manager Cloud Control 13¢

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_ho... &

@ Oracle Utiliies Home v Clone Patch Import {7} Patch Install Patch Migrate

Home

o]
@ Openthe home page in a new window.

Monitoring »

Diagnostics R Updatedinlast7 days ()

Control e

ontrol
e O [~

Job Activity

Information Publisher Reports

Configuration L Last Collected %

Compliance 4 Comparison & Drift Management

Target Setup » Compare

stal Open
Target Sitemap search. pen ()
Target Information
Histo

— e re——— v o

Platform

Operating System

Environment ID

Environment Name

Save.

Saved
XB6_64

Topology

Linux

slc03rmc.us.oracle.com_8700

V231_CCB_OEM_LIN_ORA_WLS

Figure 17. Collecting Target Configuration
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ORACLE' Enterprise Manager Cloud Control 13c

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_ho... &
@) Oracle Utilities Home w Clone Patch Import ﬁ Patch Install Patch Migrate

Latest Configuration O Refresh .1, Configuration Report

4 (®)Y231_CCB_OEM_LIN_ORA_WLS_slc03mc.us.oracle.com_home

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home £ Actions v

Installed Products Configuration Changes 2
Environment Configuration Ci Properti Immedizte Relai lip  MemberOf Uses UsedBy

Last collected at Dec 8, 2015 6:22:44 PM

View w T, Export

Property Name  Property Value

OUAF HOME JscratchiCCB231/W231_CCB_OEM_LIN_ORA_WLS
S IR V231_CCB_OEM_LIN_ORA_WLS
Name

Host slc03rnc us oracle.com
Environment ID slc03rnc.us.oracle.com_8700
Operating System  Linux

Platform x86_64

Figure 18. Configuration Properties
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Target Home and Performance Monitor Pages

The system members that gather performance information are the runtime targets with target type web
application, web services, and batch server. Their target home pages contain performance metrics and
other information pertinent to the particular target type.

Target monitoring can be performed via JMX or REST API. You can prefer to use REST API if you
have firewall restrictions. Details, to enable "JMX over REST" feature, are available in Installation
documentation.

About Performance Monitors

Application deployments that are available for discovery in Enterprise Manager for Oracle Utilities include
managed beans (MBeans) that are accessed with Java Management Extensions (JMX) to retrieve metrics

and measurements for batch and application-level performance monitoring.

Three target types—Web Application (on page 25), Web Services (on page 24), and Batch Server (on
page 26)—contain the connection information among their properties to allow collection of detailed
statistics over JMX.
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The Web Services Home Page

The Web Services Home page comprises five regions:

« Called Services: This region lists the services that were called along with such metrics as
Minimum, Maximum, and Average execution times, number of times called, and information about
the last call. It also has the following three command buttons:

- Add to Watchlist: You can select certain services to watch and click the "Add to Watchlist"
button to add it to the Service Watchlist area.

- Refresh: Refreshes the Called Services table from the server.

- Reset Statistics: Resets all the counters to zero; it will also re-initialize the Called Services
list.

- Service Watchlist: This table displays the list of services that you would like to watch. It supports a
Delete button to remove the service from the watchlist.

« Graph Area: Displays the Status of the service. This is a customizable area in which the customer
can add various monitoring charts. By default it displays the Status of the Business Application

Service.
ORACLE Enterprise Manager Cloud Control 13¢ W4 Enterprise ¥ 13@9‘3 MR 44 @' 'a" O\ ; SIS |
4 V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_se... & B sicoamcus oracte.com |
L= (&) oracle Utiities Web Senvices & | Page Refreshed Dec 8, 2015 14:30:06 PM GMT ) |
|
Called Services Add to Watchlist = Refresh  Reset Statistics
4 o]
View w
Select Service Name Service Type Min Time Max Time Average Time Num
CILENAVP READ 6.0 7630 263.3333333333333 3 =
CILESOBP READ 30,0 8632.0 2003.6666666666665 3
F1-OEMWEBTARGET READ 64.0 64.0 684.0 1
I Mannl aninQanira REAN - 7400 7400 740N “ . i
4 4 Service Name:
service Watchlist Delete L2

Service Name Service Type

No Data Available

.0
12:00 AM 03:00 06:00 09:00 12:00 PM 03:00 06:00 09:00
December 08 2015

“ ,
Wstatus

Table View
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Like other monitoring pages in this release, this Ul is customizable. The user can customize the Ul by

clicking the Customize icon at the top right hand corner:

=7

Both the layout and content of the page can be changed.
Web Application Home Page

The Web Application target type uses the JVMSystems MBean's ThreadMXBean and MemoryMXBean to

retrieve the following performance metrics:

 From ThreadMXBean:
> ThreadCount
> PeakThreadCount
> DaemonThreadCount
o CurrentThreadCPUTime
o CurrentThreadUserTime
* From MemoryMXBean:
o HeapMemoryUsage(init)
o HeapMemoryUsage(max)
> HeapMemoryUsage(used)
> NonHeapMemoryUsage(init)
> NonHeapMemoryUsage(max)
> NonHeapMemoryUsage(used)

The Web Application Server Home page comprises four regions:

« General Information Region: This is the summary of the overall status of the Web Application. It
tracks close to the General Information Region in the J2EE Application Server target home. The
information is extracted from ServerRuntimeMBean. This region reuses the Deployment Summary
Region provided by the Fusion Middleware Plug-in.

« Response And Load shows a simple graphic indicating historic availability and load.

- Performance Region: This region contains performance information collected from
ServletRuntimeMBean, WsseOperationRuntimeMBean, and WebAppComponentRuntimeMBean
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for various JSP pages. This region reuses the Most Requested Region provided by the Fusion
Middleware Plug-in.

- JVM Statistics Region: This region displays a set of standard JVM statistics acquired from
JVMSystems MBeans in a chart format. The user can customize these graphs to display any of the
other metrics that are collected.

A O &+ O A sroune

ORACLE" Enterprise Manager Cloud Control 13¢ o rterprise v (@) Targets v

B sicvsmeus oracke com

4 V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_we... &

= oracts Uites Web Applcation v ) start [ Stop 5 | Page Reteshed Dec 8, 2016 113045 P GHT )
4 summary 4 Response And Load
12
General Tools

10 S

@ To configure and manage this WebLogic

UpSince  Dec3, 2015 6:28:55 PM Application Deployment, use the WebL ogic Server o8
Avaitabilty (%) 0997 Administration Console 06
Monitoring and Diagnostics 04
Appiication Type ~ Enterprise Application 9 9
02
DeployedOn  myserver incidents 0 o
200AM 0300 05100 0300 1zo0PM 0300 00 030
Descendant Target Incidents 0 December 08 2015
Configuration Changes 0 —
Serviets and JSPs EJBs - Table View
4 Most Requested
Senlets and JSPs  Oracle Infrastructure Web Senvices  Java EE Web Senvices | REST Services
Invocation SLue
Name Module Name Error Count on Execution Time
(ms) ~
4 JVM statistics
4 Class Loader Adions v 4 Thread Info Actions v 4 Heap Info Actions v
a5 e 1,20
0K —_— _
o oM 1,000
ax a s00m
25 . .
b & 600m
15 - 00m
10K
x ™ 200m
Moo0am — oso0 00 0300PM 0800 Moo os00 w00 omoorM  0m00 Obooav o500 moo  o300Pw  omoo
December 05 2015 December 05 2015 December 08 2015

M Total number of dasses loaded MW Current Thread CPU Tme M Vaximum Heap Memory

Figure 19. Web Application Home page

Like other monitoring pages in this release, this Ul is customizable. The user can customize the Ul by
clicking the Customize icon in the top right-hand corner:

=

Both the layout and content of the page can be changed.
Batch Server Home Page

The Batch Server Home Page allows you to monitor thread pools, nodes, and batch process details.

Batch processes are monitored using Java Management Extensions (JMX), which is provided by the
Oracle Utilities Application Framework (OUAF), and performance monitoring is supported only for
products that are based on OUAF 2.2 or later.

In addition to monitoring batch processes, this feature can shut down thread pools, cancel thread

operations, and provides an option to set alerts based on batch metrics.
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Configuring and Connecting to JMX on an OUAF-based Product

Use this procedure only for monitoring performance for products that are based on OUAF 4.2 or later.
Using it for other products will cause the process to abort with an "Operation not supported" error.

1. Obtain BATCH_RMI_PORT and other variables from the ENVIRON.INI file as described in the

following table.

Table 1. Common Information for JMX Connections

Batch Mode Execution Mode BATCH_MODE (ENVIRON.INI)

Cluster Address Cluster Address COHERENCE_CLUSTER_AD-
DRESS (ENVIRON.INI)

Cluster Port Cluster Port COHERENCE_CLUSTER_PORT
(ENVIRON.INI)

Batch JMX Port RMI Port for connection BATCH_RMI_PORT (EN-
VIRON.INI)

Online Batch En-  Whether Online Batch is enabled BATCHENABLED (ENVIRON.INI)

abled
Online Batch Number of threads allocated to = BATCHTHREADS (ENVIRON.INI)
Threads DEFAULT threadpools

Online Batch Dae- Whether Online Batch Daemon is  BATCHDAEMON (ENVIRON.INI)
mon enabled

2. Obtain the JMX user name and password from the following files contained in SPLEBASE/ scri pt s:
o Access file: ouaf . j mx. access.file
> Encrypted password file: ouaf . j nx. password. fil e.

3. Connect to JMX using the Java API class j avax. nanagenent . renot e (JMXConnect or,

JMXSer vi ceURL) .

o If connecting to a batch server target, use the URL:

jmx:rm :///jndi/rm://server:port/spl/fw jmConnector

o If connecting to a web application target, use the URL:
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jmx:rm:///jndi/rm://server:port/oracl e/ ouaf / webAppConnect or

o If connecting to a web services target, use the URL:

jmx:rm :///jndi/rm://server:port/oracl e/ ouaf/ejbAppConnect or

If BATCH_RMI_PORT is not available, the error message "JMX support not configured" is issued. If
a connection is not available, the error message "JMX Service not available" is issued.

4. Use the following stub/beans to obtain values from the server:
o com spl wg. base. support. bat ch. managenent . Acti veBat chMBean
o com spl wg. base. support. bat ch. managenent . Acti veBat chJobMBean
° com spl wg. base. support . bat ch. nanagenent . Acti ved ust er edNodeMBean
o com spl wg. base. support . bat ch. nanagenent . Act i veCobol Bat chThr eadMBean
o com spl wg. base. support . bat ch. managenent . Acti veG i dNodeMBean

° com spl wg. base. support . bat ch. managenent . Act i veJavaBat chThr eadMBean
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Viewing and Managing Batch Processes

The Batch Monitor page comprises four sections:

« Common Information (on page 29)
« Threadpool Summary (on page 29)
- Active Batch Jobs (on page 30)

« Batch Details (on page 317)

ORACLE’ Enterprise Manager Cloud Control 13¢ Baerenisey @mosy  fpv Ov vy O A sy
4 v231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_ba... & B sicoamcus oracke.
) Orads Uiies Bateh Server v Start [ stop 31 | Page Rereshed Dec 3, 2015 13206 P GHT 4"
Gommon Information Flush Al Caches  Threadpool Summary ‘Shutdown Threadpool
Cluster Name: CLUST_11824  Cluster Address: 230.44.11.148  Cluster Port: 11825 Pool Name  Mumber of Number of Members
reads
Batch Mode: CLUSTERED Batch Daemon: false Batch RMI Port: 11824

No Data Available

4 Active Batch Jobs

Cancel Threads  Refresh  Reset Table
Viewv [ Detach

Date Time

Threadpool  JVM Name Node PID G Elapsed Time  Status User Thread Batch Worker
No Data Available
4 Batch Details
Cancel Thread | Refresh
Summary Performance Summary
Batcn Code: Elapsed Time:
Batch Description: Date Time Started
Thread: Max Execution Attempts:
Thread Limit Cancel Requested:
Batch Number: Requested By
Program Name: Records Committed:
Program Type: Records in Error:
Run Type: Work Unit Size:

Figure 20. Batch Monito_rﬁge
Common Information

This section displays information about the cluster you are connected to. It includes the Cluster Name,
Cluster Address, and Cluster Port. The section is populated automatically when the page is loaded. Flush

All Caches flushes all Cache information within the cluster.
Threadpool Summary

This section displays the individual threadpool workers that are up and running and which belong to this

cluster.

The following table describes each of the columns in the summary.
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Table 2. Threadpool Summary

ThreadPool Name of Thread pool Name
Available Threads Available number of Threads AvailableThreads
Members Number of Active Members NumberOfMembers

The section also offers a button to shut down a selected threadpool worker.

Active Batch Jobs

The Active Batch Jobs section displays all currently active batch jobs. This is displayed in the form of a

table with the following fields:

Table 3. Batch Bean

Thread Pool Name of Threadpool DistThreadPool

JVM Name Name of JVM Inherited from previous call
Node Node running on Inherited from previous call
Thread Thread Number ThreadNumber

Batch Number Batch Run Number BatchNumber

Date Time Started Date Time Job Started DateTimeStarted

Elapsed Time Elapsed time since job started ElapsedTime

Status Status of Job Status

User User used to run job Userld

When you click on an active batch job, its details populate in the Batch Details section.

This section also supports the following actions via buttons:

« Cancel Threads: Kills the selected batch job.
- Refresh: Refreshes the list of active batch jobs.
- Reset Table: Same as Refresh, except it cleans up the list and reloads it.
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Batch Details

This section displays all details about the batch job selected in the Active Batch Job section. The

following table describes the displayed fields:

Table 4. Batch Detail

Summary

Batch Code Batch Control Id
Thread Thread Number
Thread Limit Max number of threads

Batch Number Batch Run Number

Program Name Program running
Run Type Type of Run

Execution Strategy Execution Commit Strategy
Common Parameters

Language Language Code used

Maximum Commit Commit Fruegency

Records

Maximum Time- Commit Timeout

out (min)
Business Date Business Date used for job

ReRun Number Rerun Number for reruns

Thread Pool Thread Pool allocated to
Name JVM Name
Userld User Running Job

Trace Program
Start

Trace Program
End

Is Tracing on for End of job?

Is Tracing on for Start of job?

BatchCd
ThreadNumber
ThreadCount
BatchNumber
ProgramName
RunType

ExecutionStrategyClass

LanguageCd

MaximumCommitRecords

MaximumTimeoutMinutes

ProcessDate
RerunNumber

DistThreadPool

Userld

TraceProgramStart

TraceProgramEnd
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Table 4. Batch Detail (continued)

Trace SQL Is Tracing on for all SQL in job?  TraceSQL
Trace Standard Is Tracing on for debug mes- TraceStandardOut
Out sages for job?

Performance Summary

Elapsed Time Elapsed Time since start ElapsedTime

Date Time Started Date Time Job started DateTimeStarted

Max Execution At- Number of executions MaxExecutionAttempts
tempts

Cancel Requested If job has been cancelled recent- CancelRequested
ly

Requested By If CancelRequested = true then  CancelRequestedBy
0S userid of person who re-
quested the cancel

Records Commit- Number of records processed so RecordsCommitted
ted far

Records in Error Number of records in Error so far RecordsInError

Work Unit Size Size of Work unit within Execu- WorkUnitSize
tion Strategy

Work Unit Size Work Unit used for this run WorkUnitSizeThisRun
This Run

Work Units Com-  Work Units Committed so far WorkUnitsCommitted
mitted

Work Units In Error Work Units errored so far WorkUnitsInError
Work Units Work Units processes so far WorkUnitsProcessed
Processed

Additional Parameters (List of parameters from SoftParameters)

Parameter Parameter Name Element before = in array
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Table 4. Batch Detail (continued)

Value Parameter Value Element after = in array

The thread details are part of default collections, and only when a Refresh button is clicked will the details
be refreshed by calling a job or by getting the latest information from the default collections.
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Target Control Operations

The target controls provide access to common operations performed by the administrator. It includes
buttons to start and stop the application server and batch server. These buttons are available on the
applicable target home page and on the target control submenu.

ORACLE Enterprise Manager Cloud Control 13c

4 V231_CCB_OEM LIN_ORA_WLS_slc03rnc.us.oracle.com_ba... &

@ Oracle Utilities Batch Server w Start Stop

Home
& Openthe home page in a new window.
Monitoring » Cluster Address: 230.44.11.148
Diagnostics » Batch Daemon: false
Control L Create Blackout...
Job Activity End Blackout...
Information Publisher Reports Create Brownout...
Configuration » End Brownout.
Compliance » Start
Date Time
Target Setup > Stop Started iz
Target Sitemap View Log
Target Information View Config

4 Batch Details

Figure 21. Common Target Controls

Based on the target type, you can view log and configuration files, assess a target, clone an ouaf home
target (application server only), or manage the installation or migration of patches. These features can be
found on the target control submenu.

ORACLE Enterprise Manager Cloud Control 13c

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_ho... ®

a Oracle Utilities Home w Clone Patch Import {:} Patch Install Patch Migrate

Home

& Open the home page in a new window.
Monitering »
Diagnostics R Updated in last 7 days ()
Control g Create Blackout...
Job Activity End Blackout..
Information Publisher Reports Create Brownout...
Configuration » End Brownout..
Compliance > Assess
Target Setup > Clone
Target Sitemap Pateh Impart Totatopen ()
Target Information Patch Install

=y

Patch Migrate

Platform x86_64

Figure 22. Procedure-based Target Control Operations

These are job-based or deployment procedure-based operations that run the appropriate utilities that
an administrator would normally submit from the command line. As such, it is the administrator's
responsibility to ensure that jobs submitted do not conflict with each other. For example, during patch
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installation, the Start button will still be available, so if a start job is submitted, that operation will interfere

with the running patch process (and vice-versa).
The following sections describe the various features available using start/stop and the target controls.

Start/Stop

Start and Stop allows the operator to start or stop a given target. The start/stop buttons are prominently
displayed on the target home page.

View Logs

The View Logs feature allows the operator to view the contents of log files generated at the application

server level.

View Configuration Files

The View Configuration Files function lets the operator view the contents of configuration files used by the
application server.

Assess
The Assess function assesses an environment's configuration.

Import Patches

Patching an environment involves three steps:

1. Download the patches from My Oracle Support (performed manually outside of Enterprise
Manager for Oracle Utilities).

2. Import the patches into Enterprise Manager for Oracle Utilities (via the Import Patches button on
the Common Operations panel).

3. Install/Migrate the patches.

The Import Patches function must be used for the second step. This function is required for patch installs
and patch migration within the Enterprise Manager for Oracle Utilities plug-in.

Install Patches

The Install Patches function is used to install patches that have already been imported into the Enterprise

Manager for Oracle Utilities plug-in in the current environment.
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Migrate Patches

The Migrate Patches function is a special form of patch installation wherein a source environment is
compared to a destination environment. The source environment is used to identify patches that the
administrator intends to install in the current/destination environment. The identified patches should have

been imported previously for the current target's product, release and platform.
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Detailed Description of Target Control Operations

Start/Stop

As mentioned earlier, start/stop allows operators to startup/shutdown a target. In a way, it also confirms
that the environment is properly installed by checking that the configuration files contain all the values
necessary to bring up/down the environment. These are available on the target home pages for the batch

server target types.

These buttons open a dialog in which the administrator enters the credentials to connect to the server for
the purpose of either starting or stopping the target. For the web application and web services, we need
to use the “Application Deployment” targets discovered using the Oracle Fusion middleware/weblogic

domain plugin.

OOFRACLEE Ermiries Manis Comd Com v

Stop: Credentials Input

Figure 23. Credentials Input

The types of credentials that can be selected are:

- Credentials to connect to the host on which environment is running (e.g., ci ssys or oracl e)

« Credentials that were used to configure the environment (e.g., ci ssys)

You can either enter these values or select a saved credential.

When credentials are entered, clicking OK executes the selected command (Start server or Stop server).

Clicking Cancel or closing the dialog exits without starting (or stopping) the server.
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(o
Note:
The Start/Stop buttons submit jobs that perform the same function provided by the
spl . sh/spl . cnd start/stop command-line utility. Thus, the environment in which you are working

must be set up so that these utilities are available and properly functioning.

-

Environment Assessment

Environment assessment allows administrators to perform basic validation of correct installation of

Oracle Utilities Application Framework Home target page.

The following files, settings, and definitions are checked:

- Correct positioning of key files

- Key configuration settings

« Correct setting of security definitions
« Patch validation

To assess the current environment:
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1. Open the Oracle Utilities Application Framework Home target page. On the Target dropdown,
choose Control > Assess.

ORACLE Enterprise Manager Cloud Control 13c

LT WG TR TR L LA W AT ... O

@ Oracle Utilities Home w Clone Patch Import 1.} Patch Install Patch Migrate

Home

@ Openthe home page in a new window.

Monitoring >
Diagnostics >
Cantrol > Create Blackout.,
Job Activity End Blackout...
Information Fublisher Reports Create Notification Blackout .
Custom Dashboard End Motification Blackout...
Configuration [ Assess
Compliance > Clone
)
Target Setup 4 Patch Import
Target Sitemap Patch Install
Target Information Patch Migrate
INclaents

Updated in last 7 days Cl
Breakdown of incidents updated in the last 7 days
Category
Avallability
Performance
Security

Others

Problems
Totalopen (]

Figure 24. OUAF Home Target page: Assess

2. On the Credentials page, choose a set of saved credentials or enter your user name and password,
then click Next to proceed.

3. You will be directed to the Job Activity page, where you can view the results of the assessment job.
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Enterprise Manager Cloud Control 12c

t'} Enterprise * &) Targets = * Favorites * @ History =

Job

Job Activity > Job Run: OUAFENVASSESSMENTOUTLORACLE UTILITIES HOME 1420071637610 > Step: Assess
Step: Assess

Status Succeeded
Exit Code 0
Step ID 92213 H
Targets V2012 W2_DEMO_BLD2_LIN_ORA_WLS_slc03sat.us.orade.com_home

Qutput Log

Starting Environment Assessment
Lssessing Environment: W201Z W2 DEMO BLDZ LIN ORR WLS
Verifying directories..........

Verifying key filea_ ________._ OE
Verifying jar filea_________._ OE
Verifying security filea_ . _._._._. OE
Verifying product informatiom. ... _..__..__._ OE
Verifying permisasiona. ... _____._ OE
Verifying configuration state. ... _..__.._._.. OE
Verifying ayatem rescurces._ . _.._.._._. OE

Figure 25. Environment Assessment: Result

4. Click Finish to return to the Oracle Utilities Application Framework Home target page.
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Patch Import and Installation

Patching is a three-step process*:

1. Download patches from My Oracle Support (MOS): This step is performed through the My Oracle
Support Plug-in within Oracle Enterprise Manager from the top-level menu, choose Enterprise >

Provisioning and Patching > Patching & Updates.

E' *- @' 'm" O\ ; SYSM

Summary
El Page Refreshed Dec &, 2015 5:25:47
Wonitoring »

Job > Saved Se:

Reports &

’ rget Type g
Configuration » acle Home
Compliance P st

Provisioning and Paiching  » Procedure Activity
Quality Management > Procedure Library

My Oracle Support ¢ Software Library

& @

Cloud » Bare Metal Provisioning

Database Provisioning
Ag

Middleware Provisioning
He

Ag Patches & Updates k
He  SavedPatches
Ag  LinuxPatching

Systems Infrastructure Network

2. Import the downloaded patches: This process allows you to import downloaded patches which
are subsequently unpackaged into a format that is compatible with Enterprise Manager for Oracle
Utilities's installation process.

3. Install the imported patches: This process allows you to import downloaded patches and install
them into a target environment, updating relevant files in $sPLEBASE. If you deploy manually to the

web server, you must perform this step after the installation process completes.

Patch Import/Installation Notes

« In addition to the procedures described in this topic, follow the steps in the Patching Prerequisite
(on page 43) topic before installing patches in Enterprise Manager for Oracle Utilities Release
24.1.1.0.0 and later.

Important:
Installation of Service Packs for OUAF products is supported in this release. Review the
document Whitepaper: Service Pack Compliance before installing any service pack to make

sure the service pack is packaged in a compliant manner.

» Read-write access to the download directory is required.
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- For patches containing single fixes and hot fixes: Application server patch components are
installed using the standard patch install script. Database patch components are installed using a
Java version of the standard cbxpat ch. exe utility.

- Patches containing service packs using the new SP model are now supported. These type of
patches contain a file called Metadata.xml, which is used by the plug-in to install the service pack.

« During patch installation and patch migration, the installation job copies the individual patch
directories from the download staging directory to a directory on the target environment
($SPLEBASE/ oem pat ch/ i nstal | / t mp/ YYYY- M\t DD- HH M - SS). The subdirectories are sorted by install
sequence, e.g., 001- gf , 002- gf, 003- sf s. The job output clearly states the directories from which
patch installation occurs.

« During service pack installation, make sure the service pack zip file is the sole content of the
download directory.

- During any installation process—service pack, single fixes, rollups—WebLogic environments
are shut down automatically using the command-line utility spl . sh/ spl . cnd. Non-WebLogic
environments must be shut down manually.

- Due to packaging differences, only standard single fixes, group fixes and service packs using the
new service pack model are supported. An error is generated if you choose an old service pack or
rollup for import, or if the single fix or group fix is packaged in a non-standard manner.
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Patching Prerequsite

As of Enterprise Manager for Oracle Utilities Release 24.1.1.0.0, OUAF database credentials are Enterprise
Manager for Oracle Utilities stored as a named credential and referenced by the patching procedures.
Before patching an OUAF Home target, you must create the OUAF database credentials.

To set up the OUAF database credentials:

1. Navigate to Setup > Security > Named Credentials.

Iargetsv w~ @v - O\ ! SYSMAN

Initial Setup Console

3PMPS
Add Target »
i
v Extensibility b {E}
arget Type cannot be empty
Proxy Settings »
Security Console Security 3
Administrators Incidents »
Rales Motifications »
Named Credentials Pravisioning and Patching 8 {E}
Preferred Credentials My Qracle Support »
Menitaring Credentials Middleware Management 2
Privilege Delegation Manage Cloud Cantrol 8
Reqgistration Passwords Command Line Interface
Audit Data Management Packs 8 'IE}

Figure 26. Navigating to Named Credentials
2. Click the Create button.

ORACLE Enterprise Manager Cloud Control 13¢ ..l Enterpri:

Security
Named Credentials

Following are the list of named credentials you can access. This list include credentials created by you, and credentials for which explicit gran
Maximum 2000 credentials will be shown. Click on Query by Example icon to search appropriate credential.

View v Crefte # Edit [ Manage Access J{ Delete * Test ©o ViewReferences [

¢ ial Nan Creste new named credential | 4 gwner il & Buth icating Target . ial Type g;g;
GBU SYSMAN Hast Host Credentials ~ Globa
GBUORA_AE SYSMAN Host Host Credentials  Globa
NC_ORACLE_D_2015-07-22-123916 SYSMAN Database Instance Database Cred. Globa
NC_ORACLE_0O_2015-12-08-162508 SYSMAN Oracle Utilities Home ouafCredsType Globa

Columns Hidden 2

Credential Details : GBU

Figure 27. Creating Credentials
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3. Enter the appropriate credential information. Set the Scope to Global. Do not enter a target type or
target. When the credentials and Scope are set, click Save.

ORACLE Enterprise Manager Cloud Control 13¢ l.‘ Enterprise ¥ Iarge's v * v @ * 3

Security
Named Credentials = Create Credential

Create Credential

4 General Properties

* Credentialname  my creq

Credential description sample credential

* Authenticating Target

Oracle Utilities Home B
Type

* Credential type ouafDBCredsType EI

Scope () Target @ Global

4 Credential Properties
* UserName  cisadm
" Password  ssesss

* Confirm Password  ssssss

Colon-separated users
(e.0. CISUSER:CISREAD)  cisusercisread

to create synonyms
Database role which has

aread-write privilege  cisuser
(e.g. CISUSER)
Database role which has

aread only privilege (e.g. cisread|
CISREAD)

4 Access Control

Figure 28. Entering Credentials
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Patch Import
To import patches:

1. Open the OUAF Home Target Home page and click the Patch Import button.

ORACLE’ enterprise Manager Cioud Control 13¢ Ul Enterprise ¥ Targets ¥
V231_CCB_OEM LIN_ORA_WLS_slc03rnc.us.oracle.com_ho... 0
®) Oracle Utilities Home w Clone Patch Import i:E Patch Install Patch Migrate

A Incident Overview {} 4 System Availability

Incidents Availability for Last 24 Hours 0%

Updated in last 7 days 0
Breakdown of incidents updated in the last 7 days
Category (-] (%] [
Availability
Performance - - - - 4 Job Summary

Security - - - - For jobs whose star date is within the last 7

Others
S

Problems
Total Open 0
Action
4 System Properties o
Figure 29. Starting the Patch Import Process

13

2. On the first page of the Import Patches walk-through, enter the download directory (the directory
on the server where the downloaded zip files are stored when you manually downloaded them
from My Oracle Support). The path entered here should be accessible from the server on which the
target environment is hosted. After entering the path, click Next.
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ORACLE Enterprise Manager Cloud Control 13c ¢

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home
®

Patch Download Credentials
Directory

Patch Import: Patch Download Directory Step 104

4 Overview

Patch Import allows you to importthe patches, both Single Fixes and Senvice Packs, already downloaded from My Oracle Supportinto Oracle Enterprise Manager's staging area. This will allow the subsequent step of Pa
Patch Migration to be able to evaluate patch dependencies and to deploy the patches into target environment from a central repository without the need to re-download them. Enterprise Manager for Oracle Utilities Applic
supports the import of Single Fixes and Group Fixes

4 Patch Download Directory

We recommend using a shared drive to download the patches from My Oracle Support. Please provide here the path to such a download directory. Note this path should be as it appears on the server where Oracle Ente
hosted.

* Source Location

Figure 30. Entering the Patch Path

3. On the credent i al s page, choose a set of saved credentials or enter your user name and
password, then click Next to proceed.

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home

Q [ ]
Patch Download Credentials Schedule
Directory

Patch Import: Credentials

4
Host Credentials

Credential ) Preferred @ Named ) New
Credential Name GBU B
Attribute Value
UserName aeratiup
Credential Details " 2oWord T
Privilege Type SUDO
RuN AS gbuora
More Details
OUAF Credentials
Credential @ Preferred @ Named © New

Credential Name NC_ORACLE_O_2015-12-08-162506 B

Attribute Value

Credential Details ~ /S6™3M® system
Password aran
Mare Details

Figure 31. Patch Import Credentials

4. On the Schedule page, choose to either perform the import operation Now or Later. If set for Later,
click Schedule to complete the process and schedule the deployment procedure.
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V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home

©) O [ ]
Patch Download Credentials Schedule Exit
Directory

Patch Import: Schedule

4 select a date and time to schedule
@ Now

@ Later

Figure 32. Scheduling the Patch Import

Back Steplofd  Schedule

5. To check the output, go to Enterprise > Provisioning and Patching > Procedure Activity.

Summary

Monitoring

Job

Reports

Configuration
Compliance

Provisioning and Patching
Quality Management

My Cracle Support

Cloud

Job Summary

or jobs whose start date is within the 13

L AMLCAME AN |

s Page Refreshed Dec 9, 201

Procedure Activity
Procedure Library
Software Library

Bare Metal Provisioning
Database Provisioning
Widdleware Provisioning
Patches & Updates
Saved Patches

Linux Patching

Action Required Executions v

Figure 33. Import Patch Procedure Activity

6. Search the Procedure Activity list for the appropriate run item, and click the link.

ORACLE Enterprise Manager Cloud Conirol 13c

..lgmsrpﬂss' Iargels' *v @v ﬁv

Provisioning
Page Refre:
Deployment Procedure Manager
Procedure Library ~ Procedure Activity | Recyde Bin
All deployment procedures in various stages of their ifecycle are shown below, Set the refresh settings to update the page automatically. Click on the ik in the Run column to get more details on that run.
Search Text Fields | Go| Advanced Search
Edit Permissions.... | Stop [ Suspend | Resume | Retry | Delete | Reschedule
Select | Run |status | Procedure |Tvee Ownner Start Date Last
@  OuAFImpartPatch Falled QUAFImpartPatchOUTY OUAFImpor tPatchOUTY SYSMAN Dec 8, 2015 4:52:07 PM PST Deci

Figure 34. Checking a Patch Import
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7. Expand the Procedure Steps on the left and review the Import Patch Structuring / Step to view the

output.
ORACLE Enterprise Manager Cloud Control 13c aav ' i @' 'E" O\ ! SEDN
Provisioning
Procedure Activity > OUAFImporiPatch @2015-12-08 18:33:47.56 Switch to Classic View
Procedure Activity: OUAFImportPatch @2015-12-08 18:33:47.56 View Data Real Time: Manual Refresh B <
4 +/Elapsed Time: 13 seconds Procedure Actions v
Run OUAFImportPatch @2015-12-08 18:33:47.56 Scheduled Dec 8, 2015 6:33:56 PM PST Elapsed Time 13 seconds
Procedure  QUAFImportPatchOUTY StartDate Dec8, 2015 6:33:56 PM PST Execution Id  266DF76B86550DCBEN5399C0OF00ATDAF
Owner SYSMAN LastUpdated Dec 8, 2015 6:34:09 PM PST
Status Succeeded Completed Date Dec &, 2015 6:34:09 PM PST
Procedure Steps [, Switch to Stack View
View w Snow  All Steps El Import Patch - Structuring X
Selec Name Status
+/ Import Patch - Structuring [ Job Summary *, Download | Actions ¥
0o 4 PatchStructuring v
5] 4 V43010_71_OEM_GA_UIN_ORA_WLS_slc0dctqus.or: Trpe Job StartDate Dec8, 201563359 PM
Import Pateh - Structuring v Elapsed Time 10 seconds et

Completed Dec 8, 2015 6:34.09 PM E

Date PST

Step: Command (Succeeded)

i Start Date 2015.12.08 18:34:00
Completed Date  2015.12.08 18:34:08

Targets V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us oracle.com_home
2015-12-08:18:34:01 ————

2015-12-08:18:34:01 ————- Starting import from /spl/versions/OEM/download to /apl/ve

Figure 35. Patch Provisioning Procedure Activity page

On completion of the patch import job, the imported zip file is unpackaged in the appropriate staging
directory and a *. zi p- unpacked file is created.

Example: An FW V4.1.0 patch zip file called p12548444_4100_Generi c. zi p is imported and placed in/

t ugbu_oent downl oad. On completion of the import procedure, the following occurs:

1./t ugbu_oem downl oad/ p12548444_4100_Gener i c. zi p- unpacked is created. This prevents patches
that have already been imported from being processed again. If you would like a patch to be re-
imported, delete its *. zi p- unpacked file.

2. For a single fix or hotfix, / t ugbu_oen downl oad/ st agi ng_di r ect ory/ FW V4. 1. 0/ nul ti pl at f or ni
FW V4. 1. 0- 12548444/ 12548444 sf patch_info. xnl is created. This file contains information about
the patch. The contents of the file are also placed in the proper product, release, platform, and
patch number directory.

For a service pack containing the new SP model, the following file should be present: / t ugbu_oen

downl oad/ st agi ng_di rectory/ FW SP/ mul ti pl at f or mf 9999999/ Met adat a. xni .
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Patch Import Enhancements

Patch import also includes the identification of patch prerequisites and the ability to download and import
them. This feature is available from OUAF release 4.3.0 Service Pack 1 and later. All environments on

OUAF release 4.3.0 Service Pack 1 will have the old patch import flow.

SYSHAN v

ORACLE’ enterprise Manager Cloud Control 13¢

I
el Ll S b U AT R p——
(]
Patch Download Credentiale
Birectory
Step1of5 Next Cancel

Patch Import: Patch Download Directory

4 overview
Pater Impor. allaws you to imoorithe patches, both Single Fites and Senice Facks, already downloadzd fom My Oracle SLpportnto Oracle Enterprise Managers staging zre. This will allow the subseqent step of Patch Install and Patch Migraionto be zbleto evaluate patch deoendencies a1d to deploy tre patches into target
zcenmral the need ther. Enterprise lanager fcr O-acle Uliitss Applicalion currertly supooris tre impert of Single Fizes and Group Fses.

4 Patch Download Directory
We recommenc usinga shared drive to download tne paiches from My Orzcle Suspart. Please orovide here the pathto such a download directory. Note this path shculd be as it appears on he server where Oracle Enterpise Manager s hosted.

* Source Location  CEMdownhadidangt

Figure 36. Source screen

SYSHAN v

ORACLE’ Enterprise Manager Choui Control 13¢
& Bl B G e ] el e e e
C L]
Patch Download Cradentals Prerequisite Pztck List
iectry

Patch Import: Credentials Back Step20f5 Next Cancel

4 Credentials Input
Host Credentials

Credential  © Prefered ® Named @ New
Credentialame (587851 [
Attibute Value
Userhame
CredentialDetais 255" -
2rilege Tige supo
anks
Hors Detals
OQUAF Credentials
Credental  ©) Prefered © Named & New

" Userllame  test
" Password  eses

* Confim Password  eses

v Saehs  test

Figure 37. Credentials screen

-49-



Enterprise Manager for Oracle Utilities Administrative Guide

ORACLE' Entemrise Manager Cloud Contrcl 13c SYSMAN Y ...
ol T R B o e i
(o} o] .

Pateh Download Credertials Prerequisite Patch Schedule Eit
Directory List

Patch Import: Prerequisite Patch List Back Step32f5 Next  Cancel

Patchas istad here are required fo be downioaded

Patch Number

Auto dounleadprerequisit palchss

Figure 38. Prerequisite screen

The user can choose to download the prerequisite. If not, the user has to uncheck the auto download
checkbox.

ORACLE’ Enterprise Manager Cloud Control 13¢ SYSMAN Y ..
i L o B S e e
O o) ¢ L)
Patch Download Cradentials. Prerequisite Pztch List Schedule Exit
Directory
Patch Import: Schedule Back Step4off Schedule Cancel

4 selecta date and time to schedule
© Now
© Latr

Figure 39. Schedule screen

[&@ Confirmation

Procadure Submited successfuly, Do you iike to see its
execution status ?

Ifes, you will be rediectedto Procedure page.

Figure 40. Confirmation box
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Installing Patches

To install patches:

1. Open the OUAF Home Target Home Page and click the Patch Install button.

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home
o

Patch Download Credentials
Directory

Patch Install: Patch Download Directory

4 Overview

Patch Import allows you to import the patches, both Single Fixes and Service Packs, already downloaded from My Oracle Supportinto O
Patch Migration to be able to evaluate patch dependencies and to deploy the patches into target environment from a central repository w
supports the import of Single Fixes and Group Fixes.

4 Patch Download Directory

We recommend using a shared drive to download the patches from My Oracle Support. Please provide here the path to such a downlo:
hosted.

* Source Location

Figure 41. Starting the Patch Install process

2. The first page of the Patch Install walk-through appears. Enter the download directory used during
patch import (relative to the target environment). After entering your selection, click Next to

proceed.

ORACLE‘ Enterprise Manager Cloud Control 13c

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home

[ ] o}
Patch Download Credentials
Directory
Patch Install: Patch Download Directory Stey
4 Overview

Patch Impaort allows you to import the patches, both Single Fixes and Service Packs, already downloaded from My Oracle Support into Oracle Enterprise Manager's staging area. This will allow the subsequent ste
Patch Migration to be able to evaluate patch dependencies and to deploy the patches into target environment from a central repository without the need to re-download them. Enterprise Manager for Oracle Utilities
supports the import of Single Fixes and Group Fixes

4 Patch Download Directory

‘We recommend using a shared drive to download the patches from My Oracle Support. Please provide here the path to such a download directory. Note this path should be as it appears on the server where Orac
hosted

* Source Location  /splversionsiOEM/doy

Figure 42. Specifying the Install Directory

3. On the Credentials page, choose a set of saved credentials or enter the user name and password
for the environment, then click Next to proceed.
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ORACLE Enterprise Manager Cloud Control 13c

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home
°®

Patch Download Credentials DB Credentials
Directary

Patch Install: Credentials

4
Host Credentials

Credential () Preferred @ Named © New
Credential Name GBU B
Attribute Value
Userlame agrattup
Credential Details PEOmEd R
Privilege Type SUDO
Run As gbuora
More Details
OUAF Credentials
Credential () Preferred @ MNamed © MNew

Credential Name NC_ORACLE_0O_2015-12-08-162506 B

Attribute Value

Credential Details ~ USeMame system
Password e
More Details

Figure 43. Specifying Install Credentials

4. Enter the ouaf database credentials on the next page. The credentials should have been created
previously as a named credential (see the Patching Prerequisite (on page 43) topic for details).
After entering the credentials, click Next to proceed.

ORACLE' Enterprise Manager Cloud Control 13¢ SYSHAN ¥
V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home
O O [ ]
Patch Download Credentials DB Credentials Patch List
Directory

Patch Install: DB Credentials Back Step3of5 Next

4
QUAF DB Credentials

Credential @ Preferred @ Named

Preferred Credential

OUAF DB Credentials E|
Name

Credential Details Credentials will be determined at runtime.

Figure 44. Specifying Database Credentials

5. The Patches page lists candidate patches. The list includes only patches that are valid for the
target environment (based on product, release and platform), exist on the download directory, and
have not yet been installed on the target environment. Select the patch or patches to be installed.
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Use Control +d i ck or Shi ft +d i ck to select multiple patches. After making your choice(s), click
Next to proceed. Note that you cannot mix service packs and fixes. You also cannot install more
than one service pack at a time, or the install job will fail.

ORACLE Enterprise M Cloud Control 13¢ EEI

%
@ Information
Successfully retrieved patch list. 1 patches retrieved.

V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home

Patch Download Credentials DB Credentials Patch List Schedule
Directory
Patch Install: Patch List Back Step40of5 Next  Cancel
Patch Number  Patch Type Product Release Platform
22031102 FIX Fw V4.3.01.0 multiplatform

Figure 45. Selecting Patches

6. On the Schedule page, choose to either perform the installation operation Now or Later. If set for
Later, click Schedule to complete the process and schedule the deployment procedure.

@_R_A(;_lﬂejinterprise Manager Cloud Control 13c SYSHEHY
V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home
O O @) O [ ]
Patch Download Source Environment Source Credentials Destination DB Credentials Paich List

Directory Credentials

Patch Migrate: DB Credentials Back StepBof9 Hext

4

Credential _) Preferred @ MNamed

Credential Name MY_OUAF_DB_CREDS B

Attribute Value
UserName CISADM
Password

Credential Details o100 separated users...  CISUSER.CISREAD

Database role which h_ CISUSER

Database role which h...  CISREAD
Mare Details

Figure 46. Scheduling the Patch Install
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7. As with the patch import procedure, check the output by going to Enterprise > Provisioning and
Patching > Procedure Activity. On the Provisioning page, search for the appropriate run and click
on the link. To view the output, expand the Procedure Steps on the left to view the output.

ORACLE Enterprise Manager Cloud Control 13c I." ' * v @' 'm" O\ ! SIS
Provisioning
Procedure Activity = OUAFInstallPatch @2015-12-08 18:41:03.667 Switch to Classic View
Procedure Activity: OUAFInstallPatch @2015-12-08 18:41:03.667 View Data  Real Time: 30 Second Refresh B <
4 (DElapsed Time: 6 seconds Procedure Actions v
Run  OUAFInstallPatch @2015-12-08 18:41:03.667 Scheduled Dec8, 2015 6:41:11 PM PST Elapsed Time 6 seconds
Procedure  OUAFInstallPatchOUTY StartDate Dec8, 2015 6:41:11 PM PST Execution ld 266EEC30E20B19CTEN5399COF00AIAIF
Owner  SYSMAN Last Updated Dec8, 2015 6:41:13 PM PST
Status Running Completed Date
Procedure Steps [ switch to Stack View
View w Show Al Steps EI Install Patch x
Selec Name Status
©) Install Patch [ Job Summary  +,Download | Actions ¥
4 Patchinstallation
4 V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.orz Type  Job StartDate Dec8, 20156:41:12FM
7 Install Patch Elapsed Time 11 seconds FsT
Completed

Date

Step: copyPatchList (Succeeded)

m

Start Date 2015.12.08 18:41:13
Completed Date  2015.12.08 18:41:15
Targets V43010_Z1_OEM_QA_LIN_ORA_WLS_sIc09ctq.us.oracle.com_home

Step: Command (Running)

Start Date 2015.12.08 18:41:15

Completed Date

Figure 47. Install Patch Procedure Activity

Additional details regarding patch installations.

Installation occurs in the following sequence:

- Patches are copied from the download staging directory to a temporary directory on the target
($SPLEBASE/ oent pat ch/ t np).

« Patch installation is grouped by product, according to the order in which the products are listed in
the PrRoDUCT. t xt file.

- For single/hot fixes within a product, group fixes are installed first, in order of patch number. Single-
fix patches are combined as a rollup, and a group install is performed. For each of these, the
database components are installed first, followed by the application server component, and, finally,
an error-checker is executed.

« For service packs, product versions are updated by the SP installation process. There can be a
delay before this is reflected in the target home page. Refer to the section titled "Ensure Collection
of Installed Product Configuration Information” for instructions on how to refresh this information.
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Patch Install Enhancements

Patch installation functionality also includes the ability to identify patch prerequisites and notify the user
of the requirement to download and import them. This functionality is available from OUAF release 4.3.0
Service Pack 1 and later. All environments on OUAF release 4.3.0 Service Pack 1 will have the old patch

import flow.

ORACLE’ Enterprise Manager Cloud Cortral 13¢ SYSUAN ¥
I T L L ey rp—
[}
Patch Download Credentials
Directory
Patch Install: Patch Download Directory Sep1ci6 Mext Cancel
4 Overview

Patcr Importallcwe you to import he paiches, both Single Fixes and Senice Pzcks, zlready downloaded fiom My Oradle Suppartinto Oracle Enterprse Manager's staging arez. Tais wil allow the subsequent steo of Patch Instell and Patch Higration tc be able to evauale patch degendencies and to deploy the paiches into target
eironment rom a central repository witho.t e need fo re-downloadthem. Erterprise Wanagerfor Oracle Utites Application currently suaports the import of Single Fixés and Group Fixes.

4 Patch Download Directory

We recommendus ng a shared diive to Jownioad the atches from My Orace Sugport. Please piovide here e path to such a downioad directory Note th's path shotld be as it appears on the serverwrere O'ade Enterprise Manager is hosted
* Source Location  GEM/download/3ang |

Figure 48. Source

ORACLE’ Enterprise Manager Cloud Control 13¢ SYEMAN ¥
1
i e B e e s —
O (]
Patch Download Credentals DB Credentals
irecory
Patch Install: Credentials Back Step20f6 Next  Cancel
4 Credentials Input
Host Credentials
Credential Preferred @ Named New
Credenial Name T [
Attribute Value
Jsarhame
CredonfalDetais e T
Privilege Type SUDO
Ru1As
More Details
QUAF Gredentials
Credential ) Prefered © Named O Hew

Attribute Value

CredentialDetais  2%2M3Me test
asswors
Hors Detals

Figure 49. Credentials screen
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ORACLE Enterprise Manager Cloud Control 13c

L e

(o) O
Patch Download Crecenials DB Credzntials
Directory

Patch Install: DE Credentials

4
OUAF DB Credentials

Credential Prefered © Named
Credental Name B
Adribute Value
Userliame
Pzsswod =

Credential Details

Colon-seperated sers.. CISUSERGISREAD

Datatase rolewhichh...  CISUSER
Datatase rolewhichh.. CISREAD
Vore Detalls

ORACLE’ Enterprise Manager Clouc Control 13¢

@ Information

Successhullyretieved patzh st 2 patches refrisved

.
e P e TR
O O O
Patch Download Credentials DB Credentizls
Directory

Patch Install: Patch List

Selected patches wil be installed. If 1o patches are selected, then all the patchies will be installed.

Patch Number  PaichType  Product

Release
X A V43210
=i A V43210

Patch List

o T e S —

Patch List

Platform
muttpletform

multplztform
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Back Step30f6 Next ~Cancel

Figure 50. DB credentials

SYSHAN ¥
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ORACLE’ Enterprise Manager Clouc Control 13

SYSUAN v
el N el LA

Prerequisite Patch Schedulz
List

Patch Dawnload Credentials

DB Credentials Patch List
Directoy

Patch Install: Prerequisite Patch List

Patches listed in th's screen wil be installed as partof

Eack Stp50f6 Next Cancsl
screen.
Paich Number  Availability

TRUZ

Figure 52. Prerequisite patches availability

If the prerequisite patches are not available, availability is set to false, the Next button is disabled, and a
scheduling screen is made available to allow you to schedule downloading of the prerequisites.

ORACLE Enterprise Manager Clou Control 13¢

SYEMAN v
. Tl I T e pe———

Palth Download Cragentials DB Cedenials Pateh List Prerequisite Patca List Schedule
Directory

Patch Install: Schedule

Back SlepGofE Schedule  Cancel
4 selecta date and time to schedule
® Now

Later

Figure 53. Schedule screen
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Confirmation

Procedure Submited successfuly, Doyou like fo seeits

Figure 54. Confirmation Box

Patch Migration

During the product implementation lifecycle, patches are normally installed and tested on an environment,
and the process is repeated on each environment. The patch migration feature in Enterprise Manager for
Oracle Utilities allows administrators to migrate patches to all environments from a central location.

Patch migration is special form of patch installation wherein a source environment is compared to a
destination environment. The source environment is used to identify patches that the administrator
intends to install in the current/destination environment. The identified patches should have been

imported previously for the current target's product, release and platform.

The workflow is as follows:

1. On the destination environment's target home page, click the Migrate button.

2. A source target containing the patches to migrate is selected from the dropdown list.

3. Existing patches installed on both targets are analyzed and a list of patches that are installed on
the source (but not on the destination target) is created. This list is compared to the contents
of the download staging directory and only the patches that have been previously imported are
displayed for selection.

4. The selected patches are then installed by the patch installation job (the same one used in the
patch installation process), updating relevant files in $sPLEBASE. If you deploy manually to the web

server, you must perform this step after the installation process completes.

-58 -



Enterprise Manager for Oracle Utilities Administrative Guide

The Process

Patch migration is a three-step process:

1. Download patches from My Oracle Support (MOS): This step is performed through the My Oracle
Support Plug-in within Oracle Enterprise Manager from the top-level menu, choose Enterprise >
Provisioning and Patching > Provisioning & Patching.

m v - @v ﬂ-v O\ A sYsw
Summary
Wontoring . El Page Refreshed Dec 8, 2015 5:25:47
Job » Saved Se:
Reports » get Type -E
21 Configuration » 1cle Home
Compliance P st
Provisioning and Patching » Procedure Activity
Ser Quality Management » Procedure Library
Sel Wy Oracle Support 3 Software Library
Set Cloud » Bare Metal Provisioning
Database Provisioning
Ag
Hd Middleware Provisioning
Ag Patches & Updates
Hc Saved Patches k
Ag Linux Patching
Systems Infrastructure Network

2. Import the downloaded patches: This process allows you to import downloaded patches which
are subsequently unpackaged into a format that is compatible with Enterprise Manager for Oracle
Utilities's installation process.

3. Migrate/install the imported patches.

o ™
Note:
Application server patch components are installed using the standard patch install script.
Database patch components are installed using a Java version of the standard cDxPat ch. exe
utility. Note that patches using the database upgrade-install utility cdxdbi . exe are not supported
and the database component of the patch will not be installed.
- J

Migrating Patches

To migrate patches:
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1. Open the OUAF Home Target Home Page and click the Migrate Patches button to open the
Migrate Patches walk-through.

ORACLE. Enterprise Manager Cloud Control 13¢ .

[l Enterprise ¥ Targets ¥ * v

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_ho... ©

@) Oracle Utilities Home w Clone Patch Import {:} Patch Install Patch M\glalg

4 Incident Overview

ol 4 System Availability
Incidents

Availability for Last 24 Hours 0%
Updated in last 7 days ()
Breakdown of incidents updated in the last 7 days
Category

e O [~
Availability - -
Performance

A Job Summary
Security

For jobs whose start date is within the last 7 days.
Others

Suspended E
Problems

Problem E

Figure 55. Starting a Patch Migration

2. On the Download Directory page, enter the download directory used during patch import (relative to
the destination environment). After entering your selection, click Next to proceed.

ORACLE Enterprise Manager Cloud Confrol 13c

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_home
[ ]

Patch Download

Source Environment
Directory

Patch Migrate: Patch Download Directory

4 Overview

Patch Import allows you te import the patches, both Single Fixes and Service Packs, already downleaded from My Oracle Suj
Patch Migration to be able to evaluate paich dependencies and to deploy the patches into target environment from a central 1
supports the import of Single Fixes and Group Fixes.

4 Patch Download Directory
We recommend using a shared drive to download the patches from My Oracle Support. Please provide here the path to suct
hosted

* Source Location  rsions/OEMidownload

Figure 56. Specifying the Download Directory

3. On the Source page, choose the source target environment from the dropdown list. Note that only

targets with identical product/version combinations are in included in the list. After making your
selection, click Next to proceed.
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ORACLE Enterprise M Cloud Control 13¢ SYSHMAN
V43010_Z1_OEM_QA _LIN_ORA_WLS_slc09ctq.us.oracle.com_home
@) [ ]
Patch Download Source Environment Source Credentials
Directory

Patch Migrate: Source Environment Back Step3of9 Next

* Selact a source environment V43070 FOR_SELENIUN, sicOdctq.us. oracie :um,hume!B

Figure 57. Choosing a Source Environment

4. On the Source Credentials page, choose a set of saved credentials or enter the user name and

password for the source environment, then click Next to proceed.

ORACLE’ Enterprise Manager Cloud Control 13¢ SYSMAN *
V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home
O O [ ]
Patch Download Source Environment Source Credentials Destination
Directory Credentials

Patch Migrate: Source Credentials Back Stepd of9 Next

4
Host Credentials

Credential @ Preferred @ Named @ New

Credential Name STD_GBUORA_AE1 E|

Attribute Value
UserName aerattup
Credential Details Password  |™™
Privilege Type SUDO
Run As gbuara
Mare Details
QUAF Credentials
Credential ) Preferred @ Named @) New

Credential Name NC_ORACLE_O_2015-12-08-162506 B

Attribute Value

Credential Details  USeMame system
Password e
Mare Details

Figure 58. Specifying Source Credentials

5. On the Destination Credentials page, choose a set of saved credentials or enter the user name and
password for the destination environment, then click Next to proceed.

-61 -



Enterprise Manager for Oracle Utilities Administrative Guide

ORACLE Enterprise Manager Cloud Control 13c

V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home

(@} (@) O [
Patch Download Source Source C DB Credentials
Directory Credentials

Patch Migrate: Destination Credentials

A
Host Credentials

Credential @) Preferred @ Named © New

Credential Name STD_GBUORA_AE1 B

Attribute Value
UserName aerattup
Credential Details " 2%werd T
Privilege Type sUDO
Run As gbuora
More Details
OUAF Credentials
Credential @) Preferred @ Named © New

Credential Name NC_ORACLE_0_2015-12-08-162506 B

Attribute Value
Credential Details  USe™Name system
Password = e
Wore Details

Figure 59. Specifying Destination Credentials

SYSMAN

Back Step50f9 Next

6. Enter the ouaf database credentials on the next page. The credentials should have been created

previously as a named credential (see the Patching Prerequisite (on page 43) topic for details).

After entering the credentials, click Next to proceed.

DQACLE(,Enterprise Manager Cloud Control 13c

V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home

O O @) (@) [ ]
Patch Download Source Environment Source Credentials Destination DB Credentials
Directory Credentials
Patch Migrate: DB Credentials
F
Credential () Preferred @ Named

Credential Name WY_OUAF_DB_CREDS B

Attribute Value
UserName CISADM
Password %

Credential Detalls | o100 separated users... CISUSER CISREAD

Database role whichh...  CISUSER

Database role which h...  CISREAD
More Details

Figure 60. Specifying Database Credentials

SYSMAN

Patch List

Back StepG0f9 Hext

7. The Select Patches page lists candidate patches. The list includes only patches that are valid for

the target environment based on product, release and platform), exist on the download directory,
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and have not yet been installed on the destination target but are already installed in the source

target.

For a patch to be displayed in the list, it must meet all of the following criteria:

o It is valid for the product, release and platform of the environment;

o It must have been already been successfully imported, and, thus, exist on the download
directory;

o It must not yet have been installed on the destination environment; and,

o It must already be installed on the source environment.

OQACLGN Enterprise Manager Cloud Control 13¢c SYSMAN v

© Information
Successiully retrieved patch list 1 patches retrieved

V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home

Patch Download Credentials DB Credentials Patch List Schedule
Directory

Patch Install: Patch List Back Step4of5 Next  Cancel

Patch Number  Patch Type Product Release Platform
22031103 FIX Fw V43010 multiplatform

Figure 61. The Select Patches page

8. Select the patch or patches to be migrated. Use Control +0 i ck or Shi ft +d i ck to select multiple

patches. After making your choice(s), click Next to proceed.

Figure 62. Selecting Patches

9. On the Schedule page, choose to either perform the migration operation Now or Later. If set for

Later, click Schedule to complete the process and schedule the deployment procedure.
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ORACLE' Enterprise Manager Cloud Control 13¢c SYSMAN ¥
V43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home
O Q O @) [ ]
Patch Download Credentials DB Credentials Patch List Schedule
Directory
Patch Install: Schedule Back Step50f5 Schedule  Cancel

4 Select a date and time to schedule
@ Now
© Later

Figure 63. Scheduling the Migration

10. As with the patch import procedure, check the output by going to Enterprise > Provisioning and
Patching > Procedure Activity. On the Provisioning page, search for the appropriate run and click
on the link. To view the output, expand the Procedure Steps on the left to view the output.

ORACLE’ Enterprise Manager Cloud Control 13¢ aav ' - @‘ 'ﬂ" O\ ; SYSMAN ¥
Provisioning
Procedure Activity > OUAFInstallPatch @2015-12-08 18:41:03.667 Switch to Classic View
Procedure Activity: OUAFInstallPatch @2015-12-08 18:41:03.667 View Data Real Time: 30 Second Refresh B <
4 (DElapsed Time: 6 seconds Procedure Actions v
Run OQUAFInstallPatch @2015-12-08 18:41.03.667 Scheduled Dec8 201584111 PMPST Elapsed Time 6 seconds
Procedure  OUAFInstallPatchOUTY StartDate Dec8, 2015 6:41:11 PM PST Id 2B6EEC 19CTE05308COFD0ATAIF
Owner SYSMAN Last Updated Dec8, 2015 6:41:13 PMPST
Status Running Completed Date
Procedure Steps I3 Switch to Stack View
View v Show Al Steps El Install Patch X
Selec Name Status
(D) Install Patch [ Job Summary  +,Download | Actions v
= 4 Patchinstallation B
@] 4 V43010_Z1_OEM_QA_LIN_ORA WLS_slc0gciqus.or: (D) Type Job StartDate Dec8, 2015 6:41:12FM
- PST
[7" Install Patch o) Elapsed Time 11 seconds
Completed
Date

Step: copyPatchList (Succeeded)

n

L StartDate 2015.12.08 18:41:13
Completed Date 2015.12.08 18:41:15
Targets Y43010_Z1_OEM_QA_LIN_ORA_WLS_slc09ctq.us.oracle.com_home

Step: Command (Running)

StartDate 2015.12.08 18:41:15

Completed Date

Figure 64. Patch Migration Procedure Activity
Viewing Configuration Files
The View Configuration Files feature lets you review configuration details remotely without logging into

the server or the environment. This information lets you compare environments and diagnose customer

setup issues.
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1. From the appropriate Target Home Page (Web Application, Web Services, or Batch Server target

home page), choose Target > Control > View Config.

4 Sy

Geng

A

Appl

Mar

A N

A TR ) e SR P L B Sl S0 st o e ()

@ Oracie Utiities Web Application v

Home
& Open the Nome page in & New window,
Monsonng
Diagnostics
Control
Logs
Joity Activity
Infarmation Publisher Reports.
Members
Custom Dashoard
Configuration
Compaante
Target Setup
Tamel Sitemap

Target information

LES

Tools

& To configure and manage this WebLogic Applicatiol
Deployment, use the Weblogic Server Adminisiration

Create Blackout watics

End Blackout pats O

Crgate Nofification Blackoul pme 0
ges o

End Holification BIaC kot
Wiew Log

View Config

Java EE Web Services  RESTiul Services

Figure 65. Viewing Configuration Files

2. On the Credentials page, choose a set of saved credentials or enter your user name and password,

then click Next to proceed.
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ORACLE Enterprise Manager Cloud Control 13c

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_web
[ ]

Credentials Input Config File

View Configuration: Credentials Input

4
Host Credentials

Credential () Preferred @ Named © New
Credential Name GBU B
Attribute Value
UserName aeratiup
Credential Details  F2SSwerd 7T
Privilege Type SUDO
Run As gbuora
Wore Details
OUAF Credentials
Credential @ Preferred © Named @ New

* UserName system

* Password

* Confirm Password sssssssss

< Save As STD_SYSTEM_CRED

Figure 66. Specifying Credentials

3. The Configuration Files page offers a selection region to let you choose configuration files to view,

as well as a display area for the selected file.
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ORACLE' Enterprise Manager Cloud Control 13¢ sysmt
@ Information

Ceonfig file retrieved successfully
V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_batch

(@) [ ]
Credentials Input Config File
View Configuration: Config File Back Slep2c
4
Batch @ splproperties Batch - fsplapp onfig/spl
) hibernate.properties ## Properties used during testing i

spliools.loaded.applications=base,cch.cm

© threadpoolwarker properties spl.runtime.cobol.cobreall=false

@ submitbatch properties spl.runtime.utf8Databas e
_ splruntime sql.highValue=\uF8FF
Others (O Installed Fixes splruntime.cobol.encoding=UTF8
= Other Files splruntime oracle. statementCacheSize=300

splruntime.cobol sgl fetchSize=150

splruntime.cobol sgl.cache maxTotalEntries=1000

splruntime. cobol.sql.cursoredCache. maxRows=10

splruntime cobol sql.disableQueryCache=false

splruntime. environ init dir=/scratch/CCB231V231_CCB_OEM_LIN_ORA_WLSistc

#splruntime.compatibility boEmMItEMptyXMLStoredGroups=true

## Enabling System Override Feature at user level

splruntime. options. allowSystemDateOverride=true

#UnSigned Number validation-

# each product {replace F1' with the appropriate customization owner lookup value) specifies ifvalidation should be performed
# spluntime. performSignedMumbervalidation F1=true

# Set default XPath caching properties.

#-Max queries to hold in cache across all threads. 0 =no cache, -1 (default) = unlimited (assume about 7k per cached query)
#-Flush cache completely at least every X seconds. 0 (default) = never auto-flush.

#com.oracle XPath LRUSize = 2000

#com.oracle XPath.flushTimeout = 86400

## default fransformer factory used by outbound message & hitp sender

#ouaf messaging.transformerfactory = com.sun.org.apache xalan.internal.xslic.trax. TransformerFactoryimpl

#ouaf messaging.transformerfactory = org.apache.xalan.xslic.irax. TransformerFactoryimpl

spl.runtime.service. extralnstallationSenices=CILTINCP

Figure 67. Configuration File Viewer

4. Choose a configuration file by either clicking an option button from the listed items or by selecting
the Other file option and entering the path (relative to sPLBASE) of a valid configuration file. et c/
ENVI RON. | NI, will, for example, display $SPLEBASE/ et ¢/ ENVI RON. | NI .

5. Click Submit to display the file in the scrollable text area.
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V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_batch
O ®
Credentials Input Config File

View Configuration: Config File

4

Batch ) splproperties Batch - libernate
@ hibernate properties hibernate.connection.driver_class = oracle jdbc.driver.OracleDriver
hibernate.connection.url = jdbc.oracle:thin:@slc03qit 1521:.CD2310E1

© threadpoalworker properties hibernate.connection.username = cisuser

™ submitbatch properties hibernate connection.password = ENC(E0xFRIRB2CIUnBfzxm0GGtYUBM7nrK0Ze Oyw3rbF4=)
) hivemate dialect = org.hibernate dialect Oracle10gDialect

Others @ Installed Fixes hibernate.show_sql = false
& Other Files hibernate. max_fetch_depth = 2

hibernate transaction factory_class = org.hiberate. transaction. JDBCTransactionFactory
hibernate.jdbc.fetch_size = 100

hibernate.jdbc.batch_size = 30

hibernate.query.factory_class=org.hibernate hgl.classic.ClassicQueryTrans|atorFactory
hibernate.cache.use_second_level_cache =false

hibernate.query substitutions = true ", false ‘N

## Use C3P0 connection pooling, just define the below

hibernate connection.provider i hibernate. C3P0C rovider
hibernate. c3p0.min_size = 1

hibemate c3p0.max_size = 150

hibernate c3p0 timeout = 300

hibernate.c3p0.max_statements = 0

#some other values seen elsewhere, might need tweaking
hibernate.c3p0.idle_test_period=0

hibernate.c3p0.acquire_increment =1

#hibernate.connection.release_mode=on_close

Figure 68. Viewing a Configuration File

6. After viewing the selected configuration file, you can select other configuration files to view, or click
Cancel to return to the Target Home Page.

Viewing Logs

The View Logs feature allows you to view the contents of log files, including the latest thread pool worker
log, that are generated at the application server level.

To view logs:
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1. From the appropriate Target Home Page (Web Application, Web Services, or Batch Server target

home page), choose Target > Control > View Log.

ORACLE Enterprise Manager Cloud Control 13c

4 Vv231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_ba..

(® Oracle Uitilities Baich Server w Start Stop

Home

& Openthe home page in a new window.

Manitaring

Diagnostics

Contral

Job Activity

Infarmation Publisher Repors
Configuration

Compliance

Target Setup

Target Sitemap

Target Information

4 Batch Details

b rAddress: 230.44.11.148

» Daemon: false

L Create Blackout...
End Blackout...

Create Brownout...

3 End Brownaout...
L4 Start
3 Stop

View Log

View Config

Figure 69. Viewing Configuration Logs

Flus

Cluster Port: 11825

Batch RMI Port: 118

Date Time
Started

2. On the Credentials page, choose a set of saved server credentials or enter your user name and

password, then click Next to proceed.
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OI-\’ACLE‘ Enterprise Manager Cloud Control 13¢

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_batch
[ ]

Credentials Log Info

View Log: Credentials

4
Host Credentials

Credential @ Preferred @ Named © New

Credential Name STD_GBUORA_AE1 B

Attribute Value
UserName aerattup
Credential Details | 235word B
Privilege Type sUDO
LTS gbuora
More Details
QUAF Credentials
Credential @ Preferred @ Named © New

Credential Name NC_ORACLE_O_2015-12-08-174505 B

Attribute Value

Credential Detals | USerMame system
Password s
Mare Details

Figure 70. Specifying Credentials

3. The Log Info page offers a selection region to let you choose from among all available logs, as well
as a display area for the selected log.

(:) ACEG';Enterprise Manager Cloud Control 13¢

V231_CCB_OEM_LIN_ORA_WLS_slc03rnc.us.oracle.com_batch

o] [}
Credentials Log Info
View Log: Log Info Back S
4
Batch ) threadpooiworkerlog Oers - St/ENVIRON.INI
Others @ OtherFiles BSN_RMIPORT=8702
BATCHDAEMON=false
et/ENVIRON.INI DBDRIVER=oracle.jdbc.driver.OracleDriver
DBPORT=1521
Ho. Of Lines DBCONNECTION=jdbc:oracle:thin:@slc03qit1521:CD2310E1

JUVMMEMORYARG=256
DBSERVER=sIc03qgit

Submit WEB_isAppViewer=true
jvmcommands/scratch/CCB231//231_CCB_OEM_LIN_ORA_WLS/bin/splcobjrun.sh
WL_HOME=/scratch/CCB231/Software/WeblL ogic/wlserver_10.0
JAVA_HOME=/scratch/CCB231/Software/Javaidk1.5.0_22
ORACLE_HOME=joraswiapploracle/product/11.2.0/client_1
WEB_CONTEXT_ROQT=spl
#LAST MODIFIED: Wed Nov 4 11:12:40 2015
#THIS IS A SYSTEM MODIFIED FILEM
#DO NOT EDIT MANUALLY
MPLSTART=N
NLS_LANG=AMERICAN_AMERICAUTF8
SPLENCPASS=21525852545244510F0F21
JVMchild_OPTIONS=-Xmx256m -Dcom.microfocus cobol cobjvm=sun_150_64 -Dspl.runtime.socket file dir=/scratch/CCB231/V231_CCB_OEM_LIN_ORA_WLS/runtime
Diile.encoding=ISO8859_1 -cp iscralch/CCB231/v231_CCB_OEM_LIN_ORA_WLSisplapp/standaloneiconfigiscratch/CCB231/:V231_CCB_OEM_LIN_ORA_WLSisplapp
Istandalonellib/activation_api-1.1.jar/scralch/CCB231/V231_CCB_OEM_LIN_ORA_WLS/splapp/standalone/lib/cm.jariscralch/CCB231/V231_CCB_OEM_LIN_ORA_WLS
Isplapp/standaleneflib/coherence-3.6.0 jar/scratch/CCB231/V231_CCB_OEM_LIN_ORA_WL! oher k-3.6.0.jar/scralch/CCB231
N231_CCB_OEM_LIN_ORA_WLS/splapp/standalone/libicommonj-3.6.0 jar/scratch/CCB231/V231_CCB_OEM_LIN_ORA_WL! -beanutil
core-1.7.0 jar/scratch/CCB231/V231_CCB_OEM_LIN_ORA_WLS/splappistandalone/libicommons-cli-1.1.jar/scratch/CCB231/V231_CCB_OEM_LIN_ORA_WLS/splapp
Istandalonellibicommeons-codec-1.3 jar/scratch/CCB231//V231_CCB_OEM_LIN_ORA_WLS/splapps i 1ons-collecti .1.1.jar/scratch/CCB231
N231_CCB_OEM_LIN_ORA_WL: p 1.2 jariscratch/CCB231NV231_CCB_OEM_LIN_ORA_WLS/splapp/standalonedib/commons-

Figure 71. Log Info page

4. Enter the number of lines that you would like to view from the selected log. If no value is entered or
the value exceeds the number of lines in the selected log, the complete log is displayed.
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5. Click Submit to display the log in the scrollable text area.

6. After viewing the selected log, you can select other logs to view, or click Cancel to return to the

Target Home Page.

Log Viewer Enhancements

This module allows you to view all log files relating to a specified target type. Log viewer enhancements

allow display of details such as timestamp, message type, etc., lets you search for specific terms in the

log file, and lets you download the file.

Note:

The default preferred host credentials for the target type must be set beforehand.
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D) cracke Ubities Web Application »
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Diagnostics
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information Publisher Repons

» Tools

& To configure and manage this WebLogic Applicatio
Deploymient, use the Weblogss Senver Admintsiration

k Monitoring and Diagnostics

Ly View Log Messages Incidents O
I Descendant Target Incidents 0O

Configuration Changes

Members

Custom Dashboard
Configurabion
Complance

Target Setup
Target S#emagp

Target Informaton

pes  Jdava EE Web Services  RESTIUl Services

Figure 72. Log viewer menu
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ORACLE! Enterprise Manager Cloud Contrl 13- Batericey @ructsy  fpraciesy Doy Fhowwv O M vy
nn, —
1 R S S ek o e . © ) A o =
@) Oracle Utlities Web Application w start Stop Page Refrested Apr 15, 2015 12:17:25 AM PDT 4)
> LogMessages
Log Messages
©, Ssarch ‘Target Log Files.
View list of targat lag files.
Vieww  Show  Messages B View Related Wessages v ExportMessagesofle v e
Execution Context
. Nessage Message QUAF Targets .
iv "
Time T Message e . ,"De‘"“""’“"’ Avchive Log File.
Apr 13,2016 "2:17:29 AMPL Unknown Please click on Target Log 7iles fo view al tre log files assoc ated with this targettyre \iew LogFil2
Rows Selected 1 Coumns Hdden 13 ot Hoses

4 Apr 15,2016 12:47:29 AM PDT {Unknown)
Messags Level 1

Archive _

Message Please click on Targst Log Files ‘0 view al the Iogfiles assocated with tris argstiype

Figure 73. Log viewer landing page

This is a generic page. To view the target-specific log files, click Target Log Files on the side of the
screen.

ORACLE' Enterprise Manager Cloud Conirol 13c wisey @uoesy  fywotesy Drisoyy Loy O M sy

T T Y ] et .. © -

-
= @ orade utities web Appiication v start 1] stop Page Refreshed hov 13,2015 65643 AMGNT 4)
)> Log Messages > Log Fles
Log Files: i_Sy WM "0 S 5% W, WE N ) Syl o e ifs_medls (Oracle Utilities Web Application)

View v ViewlogFie  Downlozd

Name Directory Log TypeLast Modified Size (KE)
accesslog - == e - Sewer  Nov17,2)1E 105E16PH 200
corfigure log L & r Server Nov 17, 2215 105616 PH 2.00
geteorfvalue loc Server Nov 17, 21€ 1C:5€:16 PN 2.00
initialSetup.log - - - Senver Nov 17, 2012 105616 PN 200
mplloy Serer Nov 17, 201 1C:5€:16 PN 2.00
myserveriog Senver Nov 17, 2012 1C5E16 PN . 200
processTemolae log Server No 17, 2018 1C5E:16 PN 2.00
setoemnissions.shiog L = Sewer  Nov17,2)1€ 1C5E16PH 200
splshloc Server Nov 17, 2015 15616 PN 2.00
spl_web.log - - .- - Server Nov 17, 2)1E 1C:5E:16 PN 2.00
spl_xai.log Senver Nov 17, 2015 105616 PN 200
weblogic_currentlog Server Nov 17, 201€ 105616 PN 2.00
wi_doman.leg Senver Nov 17, 2012 105616 PN 200

Figure 74. Target-specific log files

In the following image, the list of log files relating to the target type are displayed. You can also can view/
download a selected log file from this screen.
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ORACLE’ Enterprise Manager Cloud Control 13t Bagvenisey @awesv  fpracesy (Duisery Lrowey O M sy
AT R T el e, O B st e
-

E= " @ orace Unites Wb Appicaton v p strt [ stop
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L SRS RS e e s me > Log Vessages > Log Files > View Lag File access.log

View Log File: access.log
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View v
Execution Context
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ECID i
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Oct8, 2015 431:C6 AM PDT Notfcation “GT favicon co HTTPI1.+* 404 1164
0ct5, 218 4:34:04 A PDT Netification “GET Isft-oem HTTP/1.1" 302261
Oct8, 2015 43404 A PDT Notifcation “GT Isft-oem HTTP/1.1" 302261
Oct3, 242 43404 A PDT Notifcation “GT Isft-oem/ ATTR/- 1302 267
0cts, 2915 4344 AN PDT Notifcation “G=T sf-oemiaginPage sp HTTPIT 1200 7200
0ct3, 21 4:34:05 AM PDT Notifcation "GT Isft-oemiaginPagesStyes.css HTTPA.1"200 338 1
gl ] D;
Rows Selected 1 Tota Rows 45
4 0ct g, 2015 4:31:06 AM PDT (Notification)

Nessage Level 0

Host P Address  10.175.151.140

Message "GET faviconico HTTPA.1" 404 1164

Figure 75. Display content of log file

search

Date ol [<] Start Eng
Time intervel te fe
Range "™ MeNel (7] TEE oo 205030ty o Nov03, 2016 (4503

Message  contains B

Figure 76. Searching for a term in a log file

Performance Portal: Custom Dashboard

This feature is available for all target types. By default, it displays the availability region and a metric
palette along with a chart toolbar and a time toolbar. You can customize this dashboard according to your
own use cases. Various charts can be viewed by selecting the charts in the metric palette, and the time

range can be selected accordingly. Also, chart values can be compared with respect to a set baseline or
with another chart.
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Note:

Users with read-only privileges cannot access the custom dashboard.

ORACLE Enterprise Manager Cloud Confrol 13¢

o Tl R ] P il B | chalindie om snw e, ©

@ Oracle Utilities Home w Clone Patch Import ﬂ Patch Install Patch Migrate

Home

& Openthe home page in a new window.

Monitoring 2
Diagnostics 2
Control b
Job Activity

Information Publisher Repors

Custom Dashboard

Configuration 3
Compliance 2
Target Setup 3
Target Sitemap

Target Infarmation
INCIOents

Updated in last 7 days U
Breakdown of incidents updated in the last 7 days
Category
Availability
Performance
Security
Others

Figure 77. Custom dashboard menu option
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Figure 78. Default custom dashboard page
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Figure 79. Charts selected and displayed on the Ul

Additional Features and Functionality

Metrics Enhancement: Batch Level of Service

This feature supported from OUAF 4.2.0 Service Pack 3 with Bug 21358792.

-75-



Enterprise Manager for Oracle Utilities Administrative Guide

ORACLE Enterprise Manager Cloud Control 13c

R E A R B SR el meieee.. O

e Oracle Utilifies Batch Server w Start Stop

Home

Flush All Caches
& Openthe home page in a new window.

Manitaring 4 Al Metrics 1245 Cluster Port: 9781
Diagnostics »  Metricand Collection Settings Batch RMI Port: 9750
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Logs ¥ Status History

Job Activity Incident Manager

Information Publisher Reports Alert History

Custom Dashboard Blackouts and Brownaouts 'teTJme Elapsed Time  Status User Threz
Configuration »

Compliance »

Target Setup »

Target Sitemap

Target Information

Batch Code:

Batch Description:
Thread:

Thread Limit:
Batch Number:
Program Name:
Program Type:

Run Type:

Figure 80. Menu to navigate to the metric
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ORACLE'’ Enterprise Manager Cioud Control 13¢ Bagnepisey @agetsy  freootesy Drsoyy Lroapy O M sowny
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4 Last Known Value  No dzta Warning / Critizal Not Applicable / Not Applicabls
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fhealthOveralResponse] Average Value No dzta Occurrences Before Alert 0
¥ Resporse Low [High Value N dta / No data Corractive Actions  None

Metric Value History Options ¥ Compare Targets.

O40CAM 0S(0 0600 0700  0&00 0900 1000 L0  1z00M OLoC 000 0300 0420
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Table View

Figure 81. BatchOverAllHealth metric

Features Available for Users with Specific Roles

A. User: Operator Privileges
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ORACLEO Enterprise Manager Cloud Control 13c

reie=i Il lm o i ol by m =m0
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Home
& Openthe home page in a new window. ﬁ
Monitoring 4
Diagnostics . b
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Job Activity End Blackout...
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Custom Dashboard End Brownout..
Configuration » Assess
Compliance 4 Clone
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Figure 82. Environment Home page functions
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OCRACLE Enterprise Manager Cloud Control 13c
D1-I_f_- B i RS ‘I_-“---L--...ﬂ

E @ Oracle Utilities Web Application Start Stop

Home
A P:
& Openthe home page in a new window.
We are L happen if the Monitoring credentials are not set or are incorrect. P
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Logs b End Blackout...
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Information Publisher Reports End Brownout._.
Members 4 Start
Custom Dashboard Stop
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Target Setup 3
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Figure 83. Web Page functions
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ORACLE Enterprise Manager Cloud Conirol 13c
VRl A B e B ety i e .. O

@ Oracle Utilities Batch Server w Start Stop

Home

i Openthe home page in a new window.
This can happen ifthe Monitoring credentials are not set or are incorrect. Ple;

Monitoring »
Diagnostics 3

Control k Create Blackout ..
Logs b End Blackout...
Job Activity Create Brownout...
Information Publisher Reports End Brownout...
Custom Dashboard Start
Configuration 3 Stop

Compliance L Yiew Log

Target Setup 3 View Config
Target Sitemap

Target Information

Figure 84. Batch Page functions
B. User: Read-Only Privileges

Prerequisite: For a read-only plugin user role to work properly (to enable the user to access modules with

previously-saved credentials), the following actions must be applied:

 Add 'Execute Command Anywhere' for 'Privileges applicable to all targets'
» Add 'Named Credential' for 'EM Resource Privileges'
« Add 'Configure Target' Privilege for Target Privileges Applicable to Specific Targets
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ORACLEO Enterprise Manager Cloud Control 13c
TR N B AR B -JFI-_-I--I-'—-I-I—-...Q

© Oracle Utilities Home w Clone Patch import i} Patch Install Patch Migrate

Home

& Openthe home page in a new window.
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Target Setup 4 [
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L L LI AT Ty
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Updated in last 7 days 0

Figure 85. Environment Home page functions
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ORACLE enterprise Manager Cloud Control 13¢
e s w8 e e s e, )
eb Application =
@ Open ihe home page in a new window
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Diagnostics »
Control » Create Blackout
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Figure 86. Web Page functions
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ORACLE Enterprise Manager Cloud Control 13c

ikl P R B L L WL s S e ... ©

@ Oracle Utilities Batch Server w Start Stop

Home

Open the home page in a new window.
This can happen if the Monitoring credentials are not set or are

Monitoring g

Diagnostics 3

Contral g Start

Job Activity Stop
Information Publisher Reports View Log
Custom Dashboard Wiew Config
Configuration [

Compliance »

Target Setup r

Target Sitemap

Target Infarmation

Figure 87. Batch Page functions

C. User: Administrator Privileges (has access to all functionality)
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ORACLE Enterprise Manager Cloud Control 13¢
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Home

& Openthe home page in a new window.
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Diagnostics 3
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[
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Figure 88. Environment Home page functions
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ORACLE Enterprise Manager Cloud Control 13c
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Figure 89. Web Page functions
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ORACLE Enterprise Manager Cloud Control 13c
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Home

& Openthe home page in a new window.
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Monitoring 4
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Custom Dashboard Start
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Target Setup 3 View Config
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Figure 90. Batch Page functions
Tips and Troubleshooting

- Discovery and metric configuration collection log information can be found in the agent perl trace
file (.../agent_inst/sysman/| og/ emagent _perl.trc).
« Environment-specific log files can be found in $SPLEBASE/ | ogs/ syst em and are named

ouaf _oent.| og.
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