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Preface

• Purpose

• Audience

• Documentation Accessibility

• Diversity and Inclusion

• Conventions

• Related Resources

• Screenshot Disclaimer

• Acronyms and Abbreviations

Purpose
This guide is designed to help acquaint you with the Oracle Banking application. This guide
provides answers to specific features and procedures that the user need to be aware of the
module to function successfully.

Audience
This document is intended for the following audience:

• Customers

• Partners

Documentation Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion
Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
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the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user
interface elements associated with an
action, or terms defined in text or the
glossary.

italic Italic type indicates book titles, emphasis, or
placeholder variables for which you supply
particular values.

monospace Monospace type indicates commands within
a paragraph, URLs, code in examples, text
that appears on the screen, or text that you
enter.

Related Resources
For more information on any related features, refer to the following documents:

• Oracle Banking Digital Experience Installation Manuals

• Oracle Banking Digital Experience Licensing Manuals

Screenshot Disclaimer
Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes; actual screens that appear in the application may
vary based on selected browser, theme, and mobile devices.

Acronyms and Abbreviations
The list of the acronyms and abbreviations used in this guide are as follows:

Table 1    Acronyms and Abbreviations

Abbreviation Description

OBDX Oracle Banking Digital Experience
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1
OBDX Servicing Application

• Prerequisites
This topic provides information on Prerequisites.

• Importing in Android Studio
This topic describes the systematic instruction to Importing in Android Studio option.

• Scan to Pay from Application Icon
This topic provides information on Scan to Pay from Application Icon.

• Device Registration and Push Registration Functionality
This topic provides information on Device Registration and Push Registration
Functionality.

• Location Tracking Metrics
This topic provides information on Location Tracking Metrics.

• Displaying Rate Option to Redirect to Playstore Page
This topic provides information on Displaying Rate Option to Redirect to Playstore
Page.

• Enabling Force Update
This topic provides information on Enabling Force Update.

• Splash Screen Migration
This topic provides information on Splash Screen Migration.

• App Update Manager
This topic provides information on App Update Manager.

1.1 Prerequisites
This topic provides information on Prerequisites.

OBDX Android App is supported only on versions n (current) and n-1 release.

1. Download and Install node JS (will be downloaded to default path).

2. Install node js from https://nodejs.org.

3. Download and Install Android Studio.

4. Download and install Android Studio from https://developer.android.com/studio/index.html.

5. Download and Install Android platforms.

6. Update Android SDK to latest API Level.

7. Gradle Version: gradle-7.5.

8. Android Gradle Plugin Version (7.4.2): 'com.android.tools.build:gradle:7.4.2' or above.

9. Set Environment variables.

10. Set following system variables:

a. Click on Windows key and type Environment Variables.

b. A dialog box will appear. Click on the Environment Variables button as shown below:
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11. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

12. Add the above variables in "PATH" system variable.
Note: OBDXCS is qualified on cloud for credential-based login, alternate login and
snapshot functionality only.
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1.2 Importing in Android Studio
This topic describes the systematic instruction to Importing in Android Studio option.

Open Android Studio.

1. Import zigbank/platforms/android in android studio by clicking on Open an Existing Project.
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1.3 Scan to Pay from Application Icon
This topic provides information on Scan to Pay from Application Icon.

Users can long press on bank’s application icon on home screen and click on scan-to-pay
option to scan QR and make payments.

To enable this feature, uncomment below from app’s AndroidManifest.xml.
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1.4 Device Registration and Push Registration Functionality
This topic provides information on Device Registration and Push Registration
Functionality.

In this version, only one device is allowed to be registered for alternate login for the same
username. If user tries to register another device with same username for alternate login, then
the previous registration on other devices will be removed. User will get an error message if
he/she tries to use PIN/PATTERN/BIOMETRIC on the de-registered devices.

While user registers his second device or same device again (by re-installing the application),
a popup will appear to notify the same.

If user confirms, then the current device will be registered, and all previous registrations will be
removed.
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If user cancel, the process is exited.

Also, in this version, only one device is allowed to be registered for push.

Bank can allow multiple devices to be registered for same username in their setup by setting
below two configurations:

ALLOWED_DEVICE_COUNT to anyvalue between than 1 and 100.

• 1 will allow on one device registration.

• 100 will allow more than one device registration.

ALLOWED_PUSH_DEVICE_COUNT any value between 1 and -1.

• 1 will only one device to be registered for push.

• -1 will only multiple devices to be registered for push.

1.5 Location Tracking Metrics
This topic provides information on Location Tracking Metrics.

This is optional. Bank needs to do if they need location tracking metrics for monitoring location-
based data. ALLOW_LOCATION_SHARE By default, the value is false. If set to true, user will get
location permission prompt to allow location tracking. It can be enabled if user’s location needs
to be tracked.

Chapter 1
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1.6 Displaying Rate Option to Redirect to Playstore Page
This topic provides information on Displaying Rate Option to Redirect to Playstore Page.

This is optional. User can have an option (“Rate Us”) in settings to display Play Store rating for
the application. This option can be enabled/disabled from UI.

Note

App should be listed on playstore before adding this functionality.

1.7 Enabling Force Update
This topic provides information on Enabling Force Update.

This configuration is optional.

To notify users of a new application version available on the Play Store, consider these
options:

1. Within App, when the App detects a new version, prompt users suggesting an update.

2. The flag checks for updates and displays a cancellable popup to the user to update their
application.

3. To implement this with the flag isAppUpdateManagerEnable to true in RootCheckFlags.

Note

Ensure that App update functionality works only when the App is downloaded from
the Play Store or via Internal App Sharing.

4. Follow the steps to check force app update: https://developer.android.com/guide/
playcore/in-app-updates/test#internal-app-sharing.

Please note below things:

1. Make sure that the app that you are using to test the in-app updates, has the lower version
code than the update version code.

2. Test with signed builds only.

3. Enable Internal app sharing.

1.8 Splash Screen Migration
This topic provides information on Splash Screen Migration.

The splash screen implementation is migrated according to latest document from google:

https://developer.android.com/develop/ui/views/launch/splash-screen/migrate.

Steps to generate xml file for svg to be used in splash:

1. Right click on /android/app/src/main/res/drawable and select New/Image Asset.
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2. Select the path to the svg.

Note

svg of bank logo is required. PNG and other image extensions won’t work.

3. Resize the image from the scroll bar so that the icon is well inside the circle.

4. Keep all the configurations as it is and create the svg.

5. It will directly generate xml files for different resolution.

6. Refer to the foreground xml in styles.xml @drawable/ic_launcher_foreground.

1.9 App Update Manager
This topic provides information on App Update Manager.

Note

In App Update functionality will be work only for the apps which will be downloaded
from play store/internal app sharing.

Follow below doc to test the in app update functionality.

https://developer.android.com/guide/playcore/in-app-updates/test.

Chapter 1
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2
Google Play Integrity

This topic describes the systematic instruction to Google Play Integrity option.

1. Go to URL https://console.developers.google.com/.

2. Create a new Project and set name of you project.
 

 

3. ChooseAPI’s & Services option from side bar.

4. In API’s & Services → Dashboard → Choose Enable APIS AND SERVICES.
 

 

5. This will redirect to Library where we need to search Google Play Integrity API..
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6. Click on Google Play Integrity API and enable it.
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7. If the application usage is high, the quota request form needs to be submitted. Fill quota
request form from below site. Also select below options.
https://support.google.com/googleplay/android-developer/contact/piaqr.
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8. Quota request - Estimated total queries per day * → The approximate load, Play Integrity
API is called once each time the app in opened.
Quota request - Estimated peak queries per second → Leave blank.

9. To enable Play Integrity responses follow below steps:
Go to Google Play Console → Side Menu → App Integrity.
 

 

Click on Settings.
 

Chapter 2

Mobile Application Builder-Android Guide
G51638-01
Copyright © 2015, 2026, Oracle and/or its affiliates.

April 14, 2026
Page 5 of 10



 

Click on Link project and then link your existing google cloud project. If it is not created
then create new and link the same.
 

 

10. Scroll down on the same screen and click on Change Responses.
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11. Enable the Meet basic Integrity & Meets Strong Integrity option and save the changes.
 

 

12. Scroll down on the same screen and click on Edit button of classic requests section.
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13. In the window that appears, select Manage and download my response encryption
keys and follow below steps to generate response encryption keys -

a. Create a new private-public key pair. RSA key size must be 2048 bits using below
command-

openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same
password for verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two
files will now appear on your mentioned path. Then upload the public.pem file on the
window which was appeared after clicking on Manage and download my response
encryption keys option.Once you upload the public.pem file it will automatically
download your_app_pkg_name.enc file. Then hit below command as:

openssl pkeyutl -decrypt -inkey your_path/private.pem -pkeyopt 
rsa_padding_mode:oaep -in
          your_path/com.demo.xz.enc > your_path/api_keys.txt.

Enter the password for private.pem. It will create api_keys.txt file on your path. It must
be consist of VERIFICATION_KEY and DECRYPTION_KEY.

b. Maintain this VERIFICATION_KEY and DECRYPTION_KEY in Play Integrity Encryption Key
for Android Service Application & Play Integrity Decryption Key for Android Service
Application System configuration properties.

14. Add project number in below property of app.properties.
<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project.
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15. Mention the time in seconds to which app can hit the play integrity api. By default it is
300seconds but you can configure as per the requirement.
Use below property in RootCheckFlags.java(workspace_installer/zigbank/platforms/
android/app/src/main/java/com/ofss/digx/mobile/android/) long playIntegrityAPICallTime =
your_time_in_seconds;

long playIntegrityAPICallTime = your_time_in_seconds;

16. Scroll down on the App Integrity page.

Navigate to Store listing visibility.

Click on Settings button.

 

 

Select Strong Integrity checks option and Save.
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Note

By enabling this setting your app will not be listed on play store of rooted device.
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3
FCM Push Notifications

This topic describes the systematic instruction to FCM Push Notifications option.

1. Go to URL https://firebase.google.com/.

2. Traverse to console and create a project.
 

 

3. Download google-services.json from below page and save to
(zigbank\platforms\android\app) directory.

4. Remember to keep the projects package name and firebase package name same.
 

 

5. Traverse to cloud messaging tab Enable Firebase Cloud Messaging API(V1) by clicking on
Manage API in Google Cloud Console.
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6. Get the Project ID from Project Setting in Firebase console.
 

 

7. Update FCM URL in system configuration (Refer Section 10) by adding
YOUR_PROJECT_ID in url which is captured on above step.

8. If proxy address is to be used, provide the same in proxy settings at System
Configurations.

9. Generate private key for your service account by using below steps-

a. In the Firebase console, open Settings > Service Accounts.

b. Click Generate New Private Key, then confirm by clicking Generate Key.

c. You can also follow below google doc - https://firebase.google.com/docs/cloud-
messaging/auth-server#provide-credentials-manually.

d. Update the FCM properties which are mentioned in System Configurations section 10.

e. If CONNECTOR is selected in Step 2 update password as below:
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4
Build Release Artifacts

This topic describes the systematic instruction to Build Release Artifacts option.

1. Clean and Rebuild your project in Android Studio.

2. In Android Studio, on the menu bar Click on Build → Edit Build Types → select release.
 

 

3. Set Minify Enabled → True & click on Proguard File selection → Navigate to proguard-
rules.pro (zigbank\platforms\android\app).
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4. Click OK → again click OK.

5. In your mobile application, set below properties as mentioned below:

a. LOGIN_SCOPE: openid

b. SERVER_TYPE: OAUTH3

Replace below $ variables with actual values as per bank's setup: (These values will be
available in the mobile application cloud configuration guide).

a. KEY_SERVER_URL: ${KEY_SERVER_URL}

b. APP_CLIENT_ID: ${Client ID} - (generated in IDCS

c. IDCS_URL: ${IDSC_URL}/oauth2/v1/token

d. WEB_URL: ${WEB_URL}

e. REDIRECT_URI: ${REDIRECT_URI} – (Set this value which is configured in IDCS
mobile application)

f. KEY_OAUTH_PROVIDER_URL: ${KEY_OAUTH_PROVIDER_URL}

6. Domain Based Setup (This is same for OBDX servicing App).
To use domain based setup enable below flag in app.properties file:

<string name="DOMAIN_BASED_CATEGORIZATION">true</string>

7. To Enable SSL.
There are 2 levels of SSL checks added in the app. One is to check SSL on app launch
only and another one is to check SSL for every api calls in UI. By default app launch SSL
is enabled & UI SSL check is disabled. Bank can enable/disable SSL by using below
properties.

ENABLE_SSL true

ENABLE_SSL_FOR_UI false

8. Enable/Disable Face biometric.
Below flag is use to enable or disable Face biometric for alternate login in OBDX app.

ALLOW_FACE_BIOMETRIC true

By default product support both biometric type i.e. Face & Fingerprint for alternate login.

9. Domain Based Setup (This is same for OBDX servicing App).
To use domain based setup, enable below flag in app.properties file -

<string name="DOMAIN_BASED_CATEGORIZATION">true</string>

10. For Generating Signed Apk: To Generate release-signed apk as follows:
On menu bar click on Build → Generate Signed Apk.
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11. If you have an existing keystore.jks file then select choose Existing else click Create New.
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12. Select Build Type as Release, Signature Version as V1(JAR Signature) and V2(Full
APK Signature) and Change APK Destination folder if you want and click Finish .
 

 

13. This will generate APKby the given name and destination folder. Default APK Destination
folder is zigbank\platforms\android\app\release.

14. Run the App and select Device or Simulator.
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15. Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Use proguard-rules.pro from
workspace_installer\zigbank\platforms\android\obdxwear using explorer.
The select obdxwear as the module and follow same signing steps with same keystore.

16. The application has a config page at launch to enter the URL of the server (for
development only). To remove this page, update the config.xml as shown below:
The application has config page to add URL. This is for development purpose only and can
be removed using below step (Update content src tag).

 

 

17. Application will work on https only, there is no support for http url further.

18. Maintenance page configs-

Enable below flag to
        show maintenance page when server is under maintenance       
<string
        name="SHOW_MAINTENANCE_PAGE">true</string>      Also add the 
status code returned when server
        is under main in below property-      <string-array
        name="MAINTENANCE_PAGE_STATUS_CODE">        <item>Your Status
      Code</item>     </string-array>

Note

You can add multiple status code.

19. To disable caching in app, make below flag to false

<bool name="ENABLE_CACHING">true</bool>
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20. To disable ssl pinning in app, make below flag to false

<bool name="ENABLE_SSL">true</bool> in app.properties.

21. To disable ssl pinning for ui in app, make below flag to false

<bool name="ENABLE_SSL_FOR_UI ">true</bool> in app.properties

.
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5
Application Security Configuration

This topic provides information on Application Security Configuration.

For Device Integrity Check Ensure Section 2 is completed.

1. We also have to maintain package name of Servicing app.
Please maintain this in respective System Configuration properties mentioned on section
10.

SSL Pinning

2. Get the list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
'<certificate.der>' with the path to your certificate.
openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -
outform der | openssl dgst -sha256 -binary | openssl enc -base64.

3. Add the hashed keys generated in point 6 to
zigbank\platforms\android\customizations\src\main\res\values\app.pr
operties.xml file in ‘certificate_public_keys’ array. Append this key to ‘sha256/’ in an
<item> tag as shown below. Multiple certificate keys can be added to
‘certificate_public_keys’ array by adding them in <item> tags.

Example:

<string-array name="certificate_public_keys">

    <item>sha256/5kJvNEMw0KjrCAu7eXY5HZdvyCS13BbA0VJG1RSP91w=</item>

</string-array>

Example: for multiple certificates:

<string-array name="certificate_public_keys">

    <item>sha256/5kJvNEMw0KjrCAu7eXY5HZdvyCS13BbA0VJG1RSP91w=</
item><item>sha256/3rgsgghoqrDegekpkkgk92Fgw1w7exyYCS1okef9Oo1w=</item>

</string-array>
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6
Adding Custom Cordova Plugin

This topic provides information on Adding Custom Cordova Plugin.

Step 1 -

Create java folder and add yout package under app(zigbank\platforms\android\app).

Create java file under your package which will extends CordovaPlugin.

Override execute method with JsonArray as a parameter.

Retrive jsonobject from JsonArray and get the data which passed from js file.

Example:

    public class GetDirectionMapPlugin extends CordovaPlugin
        {        
@Override        
public boolean execute
(String action, JSONArray args,CallbackContext 
callbackContext)                
throws JSONException {            
try{                
JSONObject object = args.getJSONObject(0);                
String yourKey = object.getString("your_key");            
}catch (Exception e)
{                
Log.e(TAG,e.getMessage());            
}            
return true;        
}    
}    

Step 2 –

Create plugin file under plugins folder of

www(zigbank\platforms\android\service\workspace\app\src\main\assets\www\plugins).

Example:

cordova.define("cordova-plugin-getdirection", function(require, exports, 
module) 
{        
var exec = cordova.require('cordova/exec');        
exports.navigate = function(args, successCallback, errorCallback)
 {            
cordova.exec(successCallback, errorCallback,"GetDirectionMapPlugin", 
"direction", 
  [args]);        
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};    
});

cordova-plugin-getdirection.getDirectionPlugin → user defined id from

cordova_plugin.js(zigbank\platforms\android\service\workspace\app\src\main\assets\ww

w\cordova_plugin.js)

GetDirectionMapPlugin→ name of java plugin class.

direction → action.

navigate → this can be use in js file to this function.

Step 3 –

Make entry of plugin in

cordova_plugin.js(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\
sr

c\main\assets\www) as below →

Example:

{        
"id": "cordova-plugin-getdirection.getDirectionPlugin", 
-> user defined id        
"file":"plugins/cordova-plugin-getdirection/www/mapgetdirection.js", -> path 
of plugin
js        
file        
"pluginId":"cordova-plugin-getdirection",            
"clobbers": [ 
"window.getDirection" -> this can be used in js file to call plugin 
]    
}

Step 4 -

Make entry of java plugin class in

config.xml(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\src\mai
n\r

es\xml) file of app as below →

Example:

<feature name="GetDirectionMapPlugin">
<param name="android-package" value="Your_Plugin_Java_Class_Path" />
</feature>    
GetDirectionMapPlugin -> Name of java plugin class

Step 5 -

Plugin calling in js file →

Chapter 6
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Example:

window.getDirection.navigate
({ 
originLatLng: origin,                
destinationLatLng: location    
})

window.getDirection -> clobber define in the cordova_plugin.js file.

navigate → name of the function defined in plugin js file.

Chapter 6
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7
Push Notification 2FA configuration

This topic provides information on Push Notification 2FA configuration.

1. This is 2fa authentication set for any transaction. With the setup, whenever any user
initiates any transaction, they will receive a push notification on the registered device. They
have to click on the notification to accept/reject the transaction. Based on the action, the
transaction will be proceeded.

2. Note: PUSH notifications are received only if user has allowed push notification when the
application was installed and logged in the mobile application for the first time.

3. If user disallows the notification when the application for installed for the first time., they will
not receive any push notifications on their devices.

4. If Push notification 2fa is enabled at bank side for any transaction then, the screen displays
message to wait for the push notification to accept/reject the transaction authentication.
The message displayed on the text as well contains a timer of 5 minutes displayed on the
UI. This value is set in the UI code. If bank needs to change this value, bank needs to
update the value in UI code:
File path: channel/metadata/user-components/push-out-of-band/push-out-of-band/hook.js

Code to be changed: const mins = <<value>>;

Update the value to what bank needs to set it. This value is in minutes.

So, ideally 5 minutes (existing value in base UI code) is an ideal time.
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8
System Configuration

This topic provides information on System Configuration.

Select the appropriate entity in System Configuration page on admin login.

Table 8-1    System Configuration

Property Name Entity Config
Name

Description

FCM Server URL Event Management FCM Server URL for Push Notification.

FCM Key Store Event Management Specifies whether to pick server key
from database or from connector.
Default DB (No change).

FCM Authorization Key Event Management FCM Private key for push notification
(Service account json file content)

Proxy Settings Entity -> Event
Management

Proxy settings to allow APNS connection
from OBDX server. The format is:
HTTP,<proxy>,<proxy port>, userId,
password.

Android Service Application Package
Name

Framework/Mobile Package name of service application.

Play Integrity Encryption Key for Android
Service Application

Framework/Mobile Play integrity encryption key for service
app.

Play Integrity Decryption Key for Android
Service Application

Framework/Mobile Play integrity decryption key for service
app.

Mobile Application Biometric Token
Expiration Time

Global Settigs/
Framework

This property allows to set token
expiration time which was issued at the
time of biometric registration.
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9
Pre-requisites for Production App

This topic provides information on Pre-requisites for Production App.

1. Enable all security configs like Play Integrity, SSL.

2. Please share release app only for security testing, as code obfuscation will be applied on
release mode only.

3. Enable force app update flag.

4. Server URL must be pointed to production environment.

5. Add SSL certificate public keys for root and intermediate certificates for SSL pinning check.

6. Check all configuration for playintegrity & SSL.
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