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Preface

e Purpose
* Audience

e Documentation Accessibility

« Diversity and Inclusion

« Conventions

* Related Resources

*  Screenshot Disclaimer

Acronyms and Abbreviations

Purpose

This guide is designed to help acquaint you with the Oracle Banking application. This guide
provides answers to specific features and procedures that the user needs to be aware of the
module to function successfully.

Audience

This document is intended for the following audience:

¢ Customers

 Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also

Mobile Application Builder Guide-iOS
G51637-02 May 22, 2026_5_
Copyright © 2015, 2026, Oracle and/or its affiliates. Page i of ii


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

ORACLE
Preface

mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user
interface elements associated with an
action, or terms defined in text or the
glossary.

italic Italic type indicates book titles, emphasis, or
placeholder variables for which you supply
particular values.

nonospace Monospace type indicates commands within
a paragraph, URLs, code in examples, text
that appears on the screen, or text that you
enter.

Related Resources

For more information on any related features, refer to the following documents:

* Oracle Banking Digital Experience Cloud Service Licensing Manuals

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes; actual screens that appear in the application may
vary based on selected browser, theme, and mobile devices.

Acronyms and Abbreviations

The list of the acronyms and abbreviations used in this guide are as follows:

Tablel Acronyms and Abbreviations

Abbreviation Description

OBDXCS Oracle Banking Digital Experience Cloud Service
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OBDX Servicing Application on Saas

This topic provides information on OBDX Servicing Application on Saas. This is the main
application for mobile banking.

e Prerequisite
This topic provides information on Prerequisite to run 10S workspace.

* Project Setup
This topic provides information on Project Setup.

» Create Project Using Remote Ul
This topic provides information on Create Project Using Remote Ul.

»  Configurations for the 10S application
This topic provides information on Configurations for the 10S application.

* Enabling SSL pinning in the application
This topic describes the systematic instruction to Enabling SSL pinning in the
application option.

« Enabling Force update
This topic provides information on Enabling Force update.

» Device Registration and Push Registration Functionality
This topic provides information on Device Registration and Push Registration
Functionality.

*  Generating Certificates for Development, Production
This topic describes the systematic instruction to Generating Certificates for
Development, Production option.

e Setup for Push Natification in the application
This topic describes the systematic instruction to Setup for Push Notification in the
application option.

* Scan to Pay from Application Icon
This topic describes the systematic instruction to Scan to Pay from Application Icon
option.

e System Configuration on server for Application
This topic provides information on System Configuration on server for Application.

* Changing App Icons and Assets
This topic provides information on Changing App Icons and Assets.

*  Archive and Export
This topic describes the systematic instruction to Archive and Export option.

1.1 Prerequisite

This topic provides information on Prerequisite to run I0S workspace.

» Download and Install node as it is required to run npm and Cordova commands.

e Latest Xcode to be download from App Store. This document is w.r.t to Xcode 26.2.
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Project Setup

* OBDXiOS Application support is provided for current iOS version and only one version
preceding that.

1.2 Project Setup

This topic provides information on Project Setup.
Ensure Nodejs Version is >= 12 and latest Xcode version available on AppStore is used.

1. Extract iOS workspace from installer and place in a folder.
2. Mobile application is Cordova Hybrid Application.

3. The base core functionality is bundle in form of frameworks. The workspace contains fat
xcframeworks for running on devices and simulator both. The same frameworks within the
workspace can we used to run on simulator and device as well.

4. Below are the frameworks present inside the workspace. Verify if these are present before
running the application on device or simulator.

a. OBDXFramework.xcframework.

b. CordovaFramework.xcframework.

c. OBDXExtensions.xcframework.

d. OBDXWatchFramework.xcframework.

5. Refer section: Configurations for the 10S application for configurations required for the
application.

6. Apple certificates and provisioning profiles are needed to run the application on devices.
Refer section: Generating Certificates for Development Production.

7. Note: OBDXCS is qualified on cloud for credential-based login, alternate login and
snapshot functionality only.

1.3 Create Project Using Remote Ul

This topic provides information on Create Project Using Remote Ul.
Ul will be deployed on Saas only, and the application will point to Saas URLSs.

To enable Ul debugging in network tab, set this property “InspectableWebView” to true in
config.

1.4 Configurations for the I0OS application

This topic provides information on Configurations for the 10S application.

Application-level configurations are present in ‘app.plist’ (ZigBank/Resources) of the
workspace.

@ Note

These are configurations for different features. The description of each is in given
below format.

Type - Data Type of value.
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Configurations for the I0S application

Purpose - Its usage.
Value — The possible values.

Configurable — Yes if bank can be allowed to change. No if the value is not allowed to be
changed.

1. For BACKEND URLs:
This is a mandatory configuration.
OpenXcode by clicking ZigBank.xcodeproj at zigbank/platforms/ios/
In your mobile application, set below properties as mentioned below:
a. LOGIN_SCOPE: openid
b. SERVER_TYPE: OAUTH3

Replace below $ variables with actual values as per bank’s setup: (Refer Mobile
Application Cloud Configuration Guide.

a. KEY_SERVER_URL: ${KEY_SERVER_URL}

b. APP_CLIENT_ID: ${Client ID} (as generated in IDCS)
c. IDCS_URL: ${IDSC_URL}/oauth2/v1/token

d. WEB_URL: ${WEB_URL}

e. REDIRECT_URI: ${REDIRECT_URI} (Set this value which is configured in IDCS
mobile application)

f. KEY_OAUTH_PROVIDER_URL: ${KEY_OAUTH_PROVIDER_URL}
2. To Enable SSL:
a. By default, SSL pinning is NO in the workspace.

Recommended to set to YES for production URLs with a valid authorized SSL
certificate on server.

For more information on fields, refer to the field description table.

Table 1-1 Enable SSL

|
SERVER_TYPE Description

CertificateType Type: String.
Purpose: File extension of SSL Pinned certificates.
Value: cer.

Note: the certificate file added in the workspace should also
have .cer extension.

Configurable: No.

Pi nnedUr | Type: Array.

Purpose: Pinning URL to be entered here. This is the https URL
of the server against which the certificate will be verified. Can add
multiple if required.

Value: https server URL.
Configurable: Yes.
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Configurations for the I0S application

Table 1-1 (Cont.) Enable SSL

|
SERVER_TYPE Description

Pi nnedCertifi cat eNane | Type: Array.

Purpose: For verification of SSL, this certificate will be pinned in
the application and verified against the server URL.

Value: Houses the certificate name (without extension) of the
pinning certificate. Old certificate (about to expire) and new one
can co-exist.

Configurable: Yes.

SSLPi nni ngEnabl ed Type: Boolean.

Purpose: To enable SSL Pinning. SSL checks are performed on
application launch.

Value: YES for enabling. NO for disabling.
Configurable: Yes.

SSLPi nni ngEnabl edNoNe | Provides the option of whether to load the login page if SSL
twor kCal | Pinning fails. SSLPinningEnabled also must be set to YES for it to
work.

If set to YES and SSLPinningEnabled is set to YES then if SSL
Pinning fails, then login page does not load.

If set to NO and SSLPinningEnabled is set to YES then if SSL
Pinning fails, then login page loads.

Configurable: Yes.

Enabl eSSLPi nni ngFor Ev | Type: Boolean.

er yRequest Purpose: To enable SSL Pinning for every request fired from
application pages in the entire application.

Value: YES, for enabling. NO for disabling.
Configurable: Yes.

b. Refer section: Enabling SSL pinning in the application on how to configure the
workspace to enable SSL pinning in the application.

3. To Enable Force Update
This is an optional configuration.

Refer section: Enabling Force update on more details on how to configure the workspace
for this.

For more information on fields, refer to the field description table.

Table 1-2 Enable SSL

O
SERVER_TYPE Description

For ceUpdat e Type: Boolean.

Purpose: To enable force update feature in the application.

Value: If set to YES, then the application will check for updates from
the Appstore and display a non-dismissing popup. User needs to
forcefully update the application. Default value: No. Recommended to
set these configurations before releasing the first version so that
force update works for future releases.

Configurable: Yes.
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Configurations for the 10S application

Table 1-2 (Cont.) Enable SSL
- _______________________________________________________|

SERVER_TYPE

Description

AppStorel D

Type: String.

Purpose: The force update will be checked against this application
ID.

Value: Enter the ID of the application from AppStore.
Configurable: Yes.

AppSt or eURL

Type: String.
Purpose: URL to AppStore redirection on click of update button.

Value: It is set to https://itunes.apple.com/in/app/id@ @AppStorelD?
mt=8.

Just replace @ @AppStorelD to what is set above for ‘AppStorelD’.

Configurable: Just update as mentioned above. Do not change the
URL.

i tunesUr | For Ver si onChe | Type: String

ck Purpose: URL to check application version in AppStore for force
update.
Value: It is set to https://itunes.apple.com/in/fapp/id@ @AppStorelD?
mt=8.
Just replace @ @AppStorelD to what is set above for ‘AppStorelD’.
Configurable: Just update as mentioned above. Do not change the
URL.

® Note

If any of the above configurations are missing or invalid, the application will display
blank screen on application launch.

4. COMMON CONFIGURATIONS

For more information on fields, refer to the field description table.

Table 1-3 COMMON CONFIGURATIONS
|

SERVER_TYPE

Description

XcodeBui | dVer si on

Build version with which the workspace is built with.
Configurable: No.

Pat chSet Ver si on

Version of the. OBDX application to identify the version of the
workspace inside the patch installer.

SUl TENAME

Group identifier for sharing keystore information.

This Should match the app group added in the profile and in Targets-
>Signing Capabilities.

App Groups are linked with the provisioning profile and its value can
be verified from the Zigbank target->Signing Capabilities.

This value is important for the secured storage of the information and
SIRI to work.

Configurable: Yes.

BankName

Name of bank to be shown on touch id / face id popup.
Configurable: Yes.

Mobile Application Builder Guide-iOS
G51637-02
Copyright © 2015, 2026, Oracle and/or its affiliates.

May 22, 2026
Page 5 of 22



ORACLE Chapter 1
Enabling SSL pinning in the application

Table 1-3 (Cont.) COMMON CONFIGURATIONS

|
SERVER_TYPE Description

Domai nDepl oynment To be always set YES for token-based development.
Configurable: No.

5. For location tracking metrics

® This is optional. Bank needs to do if they need location tracking metrics for monitoring
location-based data.

For more information on fields, refer to the field description table.

Table 1-4 Location tracking metrics

e
SERVER_TYPE Description

ALLOW_LOCATION_SHA | By default, the value is false. If set to true, user will get location
RE permission prompt to allow location tracking. It can be enabled if
user’s location needs to be tracked.

6. For displaying “Rate Us” to redirect to Appstore page

® This is optional. User can have an option (“Rate Us”") in settings to display App Store
rating for the application. This option can be enabled/disabled from Ul. Also, on click of
the option, to open AppStore page for the application set below value. For more
information on fields, refer to the field description table.

Table 1-5 Table Displaying “Rate Us” to redirect to Appstore page

|
SERVER_TYPE Description

AppStoreURL Replace @ @AppStorelD with that of the application.

1.5 Enabling SSL pinning in the application

This topic describes the systematic instruction to Enabling SSL pinning in the application
option.

SSL pinning is developer using Apple Developer Guide.

SSL pinning is required to securely connect with a https bank server URL to mitigate Man-in-
middle-attack. It is recommended to enable this in production.

By default, SSL pinning is set to NO in the application for development purpose so that the
application can connect to https URLs without SSL Pinning checks. Also, App Transport
Security is disabled to allow http URLSs.
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Chapter 1
Enabling SSL pinning in the application

@® Note

Full chain SSL certificate needs to be valid, and certificate should be issued from an
authorized SSL authority. Self-signed certificate will be rejected by 10S OS itself. OS
by default checks for a valid SSL trusted certificate using App Transport Security
(ATS). Hence, the server should have a valid certificate chain and adhere to ATS
requirements.

Keep this App Transport Security (ATS) enabled for all the targets in IOS workspace
for production-based application.

1. To enable SSL pinning, bank needs to follow the configurations mentioned in the section:
Configurations for the 10S application.

2. The SSL certificate needs to be added in the workspace. To download and add this
certificate, follow below steps:

Open bank’s https website in Safari on Mac machine.
Go to Safari -> Connection Details.
Click on Show Certificate

Select the leaf certificate

Safari  File Edit View History Bookmarks Develop Window Help

©. About Safari snbomprshared!.gbucdsintd2bom.oracleven.com

© Safari Extensions.

B ® Settings
© Privacy Report.

@ Settings for of: 2524 pr 1 oraclevcn.com.

@ Clear History.

& Create Profile.

@ Services >
1 Hide Safari
@ Hide Others
Show All
® Quit Safari
IJvy
] S Safari is using an encrypted connection to ofss-
mum-2524.snbomprshared1.gk i om. I com.

% Encryption with a digital certificate keeps information private as it's sent to or from the
n e https website ofss-mum-2524.snbomprshared1.gbucdsint02bom.oracleven.com.

el

Show Certificate m

rarke vt s dine A s mam mmamama as e Drbaen Danle aceasond b simanlo falbine itk Alaua
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Chapter 1
Enabling SSL pinning in the application

| Safari is using an encrypted connection to ofss-
mum-2524. 1 int02bom. 1 com.

L @ Encryption with a digital certificate keeps information private as it's sent to or from the
b https website ofss-mum-2524.snbomprshared1.gbucdsint02bom.oracleven.com.

L DigiCert Global Root G2
LE DigiCert Global G2 TLS RSA SHA256 2020 CA1
L [ of: 2524, ared?, 2bom.oracleven.com

f: 2524.snb shared1 int02bom.oracl com
Issued by: DigiCert Global G2 TLS RSA SHA256 2020 CA1
Expires: Friday, 23 February 2024 at 5:29:59 AM India Standard Time
© This certificate is valid

Corrtificate

Trust
] Details

L ? Hide Certificate “

Press and drag the certificate icon from Safari to any location on your machine.
Rename it to any certificate.cer.

Copy-paste the certificate inside IOS workspace at this location in

/service/workspace_installer/zigbank/platforms/ios/ZigBank/

Right Click on Resources folder in Xcode and select “Add Files to Zigbank”.
Select the certificate file which is saved in above step.

Select ZigBank target.

Choose options for adding these files:

Action: Reference files in place

Targets ™ ZigBank
OBDXSiriExtension
‘OBDXSiriExtensionUl

® ObdximessageExtension
™ OBDXWatchApp

@ oBDXWatchApp Extension
£ AccountswidgetExtension

£ NotificationService

Cancel [ Fish ]

The certificate will be added in the Resources folder.

Copy the name and add it in the app.plist against
@@PINNING_CERTIFICATE_OLD_1 for PinnedCertificateName as shown below.
Refer configuration section for this key information.

@ Note

Since this is an array, bank can add multiple certificates for

@@PINNING_CERTIFICATE_OLD_1, @@PINNING_CERTIFICATE_OLD_2.

Order doesn’t matter.
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Chapter 1
Enabling Force update

Also, since SSL certificate are renewed after the expiry
@@PINNING_CERTIFICATE_NEW_1 and @ @PINNING_CERTIFICATE_NEW_2
options are provided.

~ PinnedCertificateName Array
v Item 0 Array (2 items)
Item 0 String certificate
Item 1 & @ String { @@PINNING_CERTIFICATE_NEW_1
v Item 1 Array (2 items
Item O String @@PINNING_CERTIFICATE_OLD_2
Item 1 String @@PINNING_CERTIFICATE_NEW_2

These are the corresponding new certificate names which can be added by the bank
when the old certificates are about to expire and release this version of application to
Appstore before the old certificate expires. This will allow that the application continues
to work with SSL pinning even after old certificate has expired. Same activity bank can
continue to do for every year before old certificate expires.

To add the new certificates in workspace, bank must follow same steps as mentioned
above.

After the certificates are configured, next step is to set ‘PinnedUrl’ key in the app.plist.
Refer configuration section for this key information. Add the https URL against which
the certificates are to be verified. If there are multiple site certificates added, then bank

must set all those URLSs in each item as below:

~ PinnedUrl Array
Item 0 ©© String
Item 1 String

https://abc.bank.com
@@PINNING_URL_2

oo

1.6 Enabling Force update

This topic provides information on Enabling Force update.

This is an optional configuration but recommended.

When a new version of the application is available on AppStore, user should be naotified to
upgrade their application. This flag will check the update and display a non-cancellable
popup message to the user to update their application.

For this to happen, enable this flag and other values as mentioned in the configuration
section. Configurations for the IOS application.

Set the version for the new update in “Bundle version string (short)” in Zigbankinfo.plist
and in marketing version in Watch target->Build Settings. (Watch target setting is only
required if Watch target is present for bank in its workspace.

@® Note

Bundle version string format should be same as that of the AppStore version set
on iTunes developer portal. If Bank is uploading AppStore version 1.0 then the
bundle version should be 1.0 and so on.

So, if live app version is 1.0.1, the new application update can have version greater that
1.0.1 which can be either 2.0 or 1.0.2 or 1.1.0 or 1.1.1 etc. Once this new version is
released to Appstore, the application already installed on user’s device will compare the
installed version with new updated version.
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Chapter 1
Device Registration and Push Registration Functionality

If updated version is available, then below popup will be displayed.

Update Application

On clicking the button, user will be redirected to the Appstore page of that application.
(Ensure to set correct AppStorelD in the configuration for this redirection)

The popup header text and message can be configured in “Localizable.strings” file inside
Classes folder in the workspace for below keys:

Header — APP_UPDATE_HEADER
Message - APP_UPDATE TEXT
Button text- APP_UPDATE BTN TEXT

This feature will work only after from the time the users install the version which has this
logic enabled. Ex: If bank has 1.0 in Appstore for which this flag as false and bank releases
1.1 in Appstore with this flag enabled, then user needs to install the 1.1. application
manually. Since 1.0 didn’t have that flag enabled, it will not check for any updates.
However, every future release made to Appstore will check for any updates and display the
force update popup.

1.7 Device Registration and Push Registration Functionality

1.

This topic provides information on Device Registration and Push Registration
Functionality.

Device registration is used for alternate login registrations. Apple does not allow any
unigue identifier or device UUID to be used. Device is identified by a unique ID generated

Mobile Application Builder Guide-iOS
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Chapter 1
Device Registration and Push Registration Functionality

on application life cycle when the application is installed. New device Id will be generated
after is re-installed or alternate logic is de-registered.

Push registration is used for registering Push tokens for delivering push. These tokens are
generated by Apple and registered in OBDX server. These tokens are specific to
development and production environment. The configurations are mentioned in the system
configuration section.

Bank can allow single or multiple devices to be registered for push and alternate login.

Consider a case when a single device is allowed to be registered for alternate login, then
only one device registration will be active. If user tries to register another device with same
username for alternate login, then the previous registration of other older devices will be
removed.

While user registers his second device or same device again (by re-installing the
application), a popup will appear to notify the same.

If user confirms, then the current device will be registered, and all previous registrations
will be removed.

11:23 = ©

X
Device Registration

Registering on this device will automatically cancel previous

active registrations if any on other devices. Are you sure you
want to continue?

S -

If user cancel, the process is exited.

User will get an error message if he/she tries to login using PIN/PATTERN/FACE on the
de-registered or old devices.

Device registration count is controlled by ALLOWED_DEVICE_COUNT to any value
between than 1 and 100.

e 1 will allow on one device registration.
e 100 will allow more than one device registration.

» Refer section: System Configuration on server for more details.
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Generating Certificates for Development, Production

9. Push registration count is controlled by ALLOWED_ PUSH_DEVICE_COUNT any value
between 1 and -1.

< 1 will only one device to be registered for push.
e -1 will only multiple devices to be registered for push.

* Refer section: System Configuration on server for more details.

1.8 Generating Certificates for Development, Production

This topic describes the systematic instruction to Generating Certificates for Development,
Production option.

1. This is required for running the application on device for debugging, testing as well for
releasing the application to Appstore.

2. Bank can refer to Apple’s documentation on how to create certificates and provisioning
profiles.

3. Create all certificates (by uploading CSR from keychain utility), provisioning profiles and
push certificates by login in developer console.

Below are steps:

1. Certificate Creation.

2. ApplD creation.

3. Profile creation.

4. Adding device UUIDS to profiles.

5. Generating Push certificate for server.

Certificate Creation: Below is the screen on apple developer portal where bank needs to create
distribution and Development certificates.

& Sefari Technology Preview  Fia  [dit  View iistory Bookmaks Develop  Window  Help wom 5 0 B © B © @ ® T Qg - TmNw 40

(] . L}

& Developer
Certificates, Identifiers & Profiles

Conuticates Certificates ©

AppID creation: Below is the screen where bank needs to create applDs for each target bank
has configured in workspace. Available targets are:
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Generating Certificates for Development, Production
ZigBank
OBDXSiriExtension
OBDXSiriExtensionUl
ObdxImessageExtension
OBDXWatchApp
OBDXWatchApp Extension
AccountsWidgetExtension

NotificationService

& SafaciTechnology Praview Flle fdkt WView Hatoy Bookmarks Develon Windom Help

& Developer
Certificates, Identifiers & Profiles

Identifiers & S

1. Add capabilities as shown below and ensure the bundle identifier matches with the
capabilities added in Xcode.

2. Ensure AppGroups capability is added to all profiles and for appIDs.

3. Ensure SiriKit, App Groups, Push Noatifications, Associated domain capabilities are added
in Zigbank applDs.

4. Bank can refer base workspace for the naming convention followed for bundle identifier for

each target. Below are the applDs which we need for OBDX application in similar format
as below:
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Chapter 1

Generating Certificates for Development, Production

OBDX ZigBank iMessage

OBDX Zigbank OBDXSiriExt
OBDX Zigbank OBDXSiriExtUl
OBDX Zigbank watchkitapp

0OBDX Zigbank watchkitapp extension

OBDX Notification Extension

OBDX ZigBank

AccountsWidget

Profile Creation:

§ SataiTechaclogyPreview  Fle 1 View Hatoy Booimaks Dewiop Winiom Hep

com.ofss.digx.obdx.zigbank ObdximessageExtension

com.ofss.digx.obdx.zigbank.0BDXSiriExtension
com.ofss.digx.obdx.zigbank.OBDXSiriExtensionUl
com.ofss.digx.obdx.zigbank.watchkitapp

1sion

com.ofss.digx.obdx.zigbank

com.ofss. digx.obdx.zigbank.OBDXMotificationExtension

com.ofss digx.obdx.zigbank

com.ofss.digx.obdx.zigbank.AccountsWidget

s wom HOA B 0@ 2 - Tus 79 Nov 1410

. - C

& Developer

Certificates, Identifiers & Profiles

Profiles ©

Select appropriate ApplDs to relevant profile and appropriate certificates.

Example: AccountWidget development profile will have development certificate and appld
created for AccountWidget. Likewise for other targets.
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Development

Chapter 1
Generating Certificates for Development, Production

< All Profiles

Review Provisioning Profile [ cownioas | [ N

Name Status

OBDX AccountsWidget Dev Active

Platform Expires

2024/11/20

Enabled Capabilities

Created By

Priyam Shah (snehal.sakpal@oracle.com)

App ID
AccountsWidget (com.ofss.digx.obdx.zigbank.AccountsWidget)

Certificates
1 total

Devices
23 total

Bundle identifiers need to be added in the Info.plist of each frameworks. Example: if bank’s
appld for Zigbank is com.ofss.digx.obdx.zigbank then follow below steps:

1.

Right click on OBDXFramework.xcframework(in Xcode’s Project Navigator) -> Show in
Finder.

When the finder directory opens the right click OBDXFramework.xcframework -> select
ios-arm64 -> Select OBDXFramework.framework.

Open Info.plist and set Bundle identifier as the one created for bank’s application.
Example: com.ofss.digx.obdx.zighank.OBDXFramework.

Repeat the steps for the other three frameworks as well, with the following values:
Bundle identifier for Cordova.framework : com.ofss.digx.obdx.zigbank.Cordova.

Bundle identifier for OBDXExtensions.framework :
com.ofss.digx.obdx.zighank.OBDXExtensions.

Bundle identifier for OBDXWatchFramework.framework :
com.ofss.digx.obdx.zighank.OBDXWatchFramework.

Set the identifier in the Signing Capabilities tab in Xcode for each target.

1.

Open Xcode project in Xcode and select each target and go to Signing and Capabilities
and update correct bundle identifier for each target.

Example if main target bundle identifier is “com.ofss.digx.obdx.zigbank” then each target
should have below format for bundler identifiers:
OBDXSiriExtensionSiri — com.ofss.digx.obdx.zighank.OBDXSiriExtension

OBDXSiriExtensionUl — com.ofss.digx.obdx.zigbank.OBDXSiriExtensionUlI
ObdxlmessageExtension— com.ofss.digx.obdx.zigbank.ObdxImessageExtension
OBDXWatchApp — com.ofss.digx.obdx.zigbank.watchkitapp
OBDXWatchAppExtension-com.ofss.digx.obdx.zigbank.watchkitapp.watchkitextension
AccountsWidgetExtension — com.ofss.digx.obdx.zigbank.AccountsWidget

NotificationExtension- om.ofss.digx.obdx.zighank.OBDXNotificationExtension

Adding device UUIDS to profiles
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Setup for Push Notification in the application

1. For development profiles, testing device UUIDs need to be added, and same devices need
to be selected in the development profile.

Generating Push certificate for server

To set up an APNSs certificate on your server, bank will need to generate a Certificate Signing
Request (CSR), upload it to Apple's Push Certificates Portal, download the resulting certificate,
and then install it on your server, along with the necessary root certificates for secure
communication.

& Developer

Certificates, Identifiers & Profiles

Certilicates cErtifl'CatES 0

1.9 Setup for Push Notification in the application

This topic describes the systematic instruction to Setup for Push Notification in the
application option.

1. Push notification services are to be created using p8.

2. For p8, bank needs to setup Key and update database with the details. All details are
mentioned below:

3. Create APNS key from developer portal. Navigate to the “Keys” section and create APNS
key.

@® Note

APNS key and download the .p8 file. We need the contents of this file to update in
database.
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Scan to Pay from Application Icon

@ x + - & X

<« C & developer.apple.com/account/resources/authkeys/review/RBPLIN6ZUS

& Developer

Certificates, Identifiers & Profiles

< All Keys

View Key Details

Name
APNSDEY

Key ID
RBPLIN6ZUS

Enabled Services

NAME CONFIGURATION

Apple Push Notifications service (APNs)

1.10 Scan to Pay from Application Icon

This topic describes the systematic instruction to Scan to Pay from Application Icon option.

Users can long press on bank’s application icon on home screen and click on scan-to-pay
option to scan QR and make payments.

1. This option is not RTM controlled hence to remove this option if bank doesn’t need it, then
open Zigbank project in Xcode, open ZigBank-Info.plist. Delete entry for key — “Home
Screen Shortcut Iltems”.

> Supported interface orientations (iPad) (4 items)
Appearance Light
+ Home Screen Shortcut ltems

~ Item 0 (Scan to Pay)

OO

Shortcut Item Type
Title
lcon Type

scan-gr
Scan to Pay
UlApplicationShortcuticonTypeCapturePhoto

< OO

1.11 System Configuration on server for Application

This topic provides information on System Configuration on server for Application.

1. Proxy password to be mounted by the cloud AMS team

2. Update below configurations for IOS Push notifications from OBDCS web console using
super admin login. Login to OBDCS using admin and Open System Configurations Screen.
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System Configuration on server for Application

= { PREM
e Jsuunxx 9

Dashboard

Onboarding

.' User Management
u Merchant Management

N Biller Onboarding

Security Personal Finance

[=] Authentication & Spend Category Maintenance
-

Goal Category Maintenance

7. Security Question Maintenance ,

o Password Policy Maintenance = External Bank Maintenance

— Configuration - System Configurations

Qs | o |

Configuration - System Rules

Communication

'J; User Group Subject Mapping
N Alert Templates

5y Mailers

Limits
%, Limit Definition
L]
g Limit Package Maintenance

1 User Limits
W=

Authorization & Access Controls

=, Touch Points

L SRR SIS S ‘

Q Search

L=

Configuration Payments
=4 Entity Maintenance y Payee Restrictions
B anic P Buistaccn P Bl £ sbanns hinbabnmnmin
= & M
= SpsuprgMe
System Configuration
Entity ID OBDX_BU
Entity Name UBS 148
Entity Configuration
* Indacates that the filled for the application to functon s expected.
* General v Event Management
Account @ Apple Push Notification Key Stare Database
Cash Management @ Apple Push Notification Service Key [ ]
Common @ Apple Push Netification Certificate Type Development
Corporate Loan @ Apple Push Notification Certificate Resource Path
@ Apple Push Notification Team Identifier _
Credit Facility
Event Management
Cancel Back

Table 1-6 Configurations for I0S Push notifications

Name Path for the Value
config

Apple Push Notification Key Store Entity -> Event Database. (Do not change this)
Management

Apple Push Notification Service Key Entity -> Event <APNS key generated on apple
Management Developer console>
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Chapter 1
Changing App Icons and Assets

Table 1-6 (Cont.) Configurations for I0S Push notifications

Name

Path for the
config

Value

Apple Push Notification Certificate
Type

Entity -> Event
Management

Set it to Development for dev-based
key.
Set it to Production for prod-based key.

Apple Push Notification Team Identifier

Entity -> Event

Bank’s Team Identifier on Apple

Management Developer Console
Apple Push Notification Key Certificate | Entity -> Event Database. (Do not change this)
Store Management
Apple Push Notification Key Certificate | Entity -> Event Based 64 of the APNS key certificate
Management generated from Apple Developer

Console.

Apple Push Notification Bundle
Identifier

Entity -> Event
Management

Bank’s Bundle Identifier for the
application on Apple Developer. This is
same as set for Zigbank target in the
IOS workspace.

Proxy settings

Entity -> Event
Management

Proxy settings to allow APNS
connection from OBDX server. The
format is: HTTP,<proxy>,<proxy port>

Allowed Push Registration Count

Global Settings -
>General

In base, it is configured as 1. Setto 1
or more than 1 according to bank’s
requirement to allow those many
devices for push per user.

Biometric Settings

Table 1-7 Biometric Settings

Name

Path for the
config

Value

Allowed Device Count for Biometric
Registration

Global Settings ->

Framework

Set to 1 or 100 based on bank’s
requirement to allow number of
devices or biometric registration

1.12 Changing App Icons and Assets

This topic provides information on Changing App Icons and Assets.

All the app icons for all sizes and AppStore icon needs to be replaced in Images.xcassets
file under Zigbank — Resources folder. Refer image properties from Base Xcode added
images for alpha channel etc. Also, detailed level sizes can be obtained from Apple

Documentation.

The launch images to be added in Images.xcassets file under Zigbank - Resources

folder.

The application as well shows splash images when application goes in background. These
images are present in Zigbank — Classes folder with names prefixed “Default-“. Replace
all 4 images with appropriate size. Use high resolution image sizes 1125x2436 for crisp

images on high resolution devices.
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1.13 Archive and Export

Chapter 1
Archive and Export

This topic describes the systematic instruction to Archive and Export option.

1. Inthe menu bar, click on Product — Archive (Select Generic iOS Device).

& Xcode Flle Edt View Find Navigate Editor [ERNl Debug Source Control Window _Help

08 b | B @zosank) [ osce Prone Run R

o= aaA = o @ | <> Bzl Profile #1 ecton
Analyze o8

Build For

b
Perform Action » siecCertficae

Build ®B
Clean BHK pircisosrgrokio
stop ®. puseecxTBngo

Scheme
Destination >

Create Bot...

< A ThEIPM Q=

Archiving ZigBank; Zighank | Gompiing asset catalogs " = @ elD=0

DOEa

2. After archiving has successfully completed. Following popup will appears.

ece Archives
i@ Zigbank Name
Products ZigBank

Archives
Reports

3% Crashes
& Disk Writes
4 Energy

(D Feedback
X Hangs

Insights

o0 Regressions

Methics
@ Battery Usage
& Disk Writes

£ Hang Rate

%7 Launch Time
() Memory

8 Scrolling

© Terminations

& ®

Creation Date ~  Version

Distribute App

Validate App

07-Dec-2023 at 7:09 PM 23.0(3)

Details
Version 23.0 (3)
|dentifier com.ofss.digx.obdx.zigb...
Type i0S App Archive
Team Priyam Shah
Architectures arm64

watchOS iOS app install is required

Download Debug Symbols

Description

3. Click on Distribute App in the right pane of the popup - select the Method of
Distribution - Select Distribute. Review the contents and click on Export —. Export

and generate the. ipa

a. There are multiple options for exporting, select according to what is needed.
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Archive and Export

b. Debugging — this will create an ipa with development profile for internal testing.

c. Release Testing — This will create an ipa with Ad Hoc distribution profile for adHoc

testing.

d. TestFlight Internal Only, TestFlight & AppStore- As the name suggests, this is for
TestFlight and AppStore release.

B Tigbank
Py m———
The i05 depleyme
IPHONEGS_DEPL
110, but the range
Fiun seript build pl
during every buld
afy cutputs. Toae
Mainintortace
“Claim Paymant
ureeacnatie be
and no identifie
OBOXSirExtension §
The i05 deployme
IPHONEQS_DEPL
1.0, but the rangs
Fiun scrigt build pl
during avery buld
ary cutputs. To af
OBDXSHExtansionl
Tha 108 deplaymi
IPHONEOS_DEPL
110, but the range
Foun serign build pl
during every buld
any cutputs. To ¢
v inentviewCaontral
Value ‘sccounth
used, conaider
Value ‘payment
usech; consider
Mainintertace

Archives
2 Tighark

Select a method for distribution:

ZigBank

Cancel

m
®

Testfight &
App Store

E]
 Deougoing

TestEight

Internal Only

Custom

00
oo

Baleste
Testing

Erterprise

e w e—
= Zighsak

£ ZigBank

“Intent View Controligr* ¥ Unfsachatie ™ T

because it has no entry points, and no

identifier for runtime access via -[URStoryb.

OBDXWachARD 2 ssues
The watchOS deployment target

'WATCHOS_DEPLOYMENT_TARGET ks sotta
20, but the range of supparted deploymsent t

Run script build phase "Run Script” will be run
during every bulid because it does not specity
any cutputs. To address this waming, sither a.

OBDXWatchApp Extension 7 isuss

So0o0o

o

This is window which appear after selecting Debugging option. Note the Certificate and
provisioning profile is for development type ipa likewise for other types verify the same.

& Xcode Fle Edt  View Find

v I ZigBank
Cordova
OBOXExtensions
OBOXFramework
OBDXWatchFramework
AccountswidgetExtension
ZigBank
Staging
Ciasses
Defauit-Landscape~ipad
Default-Landscape-iphane
Default-Portrait-ipad
Gefauit-Porteait- iphone
MainViewController
MainViewController
MalnViewCantroller
AppDelegate
AppDelagate
Localizable
‘WidgetHandler
Plugins

Other Sources
Resources
certificate.cer
Siri-Payload
CustomNotificationAlert
baCallout
bgCallout@2x
bgCaliutDisclosure
baCalloutDisclosure@2x

> 1. CDVBarcodeScanner
app
trustedCentificate. eer
Images
config
ZigBank-info

Navigate  Editor

Product

W Tigbank

Debug

Integrate

B ZigBank

Review ZigBank.ipa content.

~ W ZigBank.app
Cordova framew.

zoom

@ @& 006

Heip

Creation Oute varsion

™ zgankapp

OBOXExtensions.. | SUMMARY
OBOXFramework. Team: Priyam Shah
ios
@ NotficationSur Profile: 105 Team Provisioning Profile: com.ofss. digx.obdx.zigbank (Expire
@ OHOXSHiExtansi.. a0

@ OBDXSiriExtensi.
& ObdximessageE

< W OBDXWatchApp.
O OBDXWatch.,
OBDXWate:

Cancel

Architectures: arm64
Version: 23.0 (3)

ENTITLEMENTS
aps-environment
development

keychain-access-grouss
INXJIT2C93.DigxKeychainGroup

Previous Export

Distributa App

ate App

e
8 ZigBank
£ ZigBank

Fri B Dec 9:50 AM
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4. Click on Export and it will ask to save the ipa. Select the location and click on Export. This
ipa will be development ipa which can be installed on devices which are added in the
profiles on developer account.
Below is the window which appears after selecting “Release Testing”. Note here the

Certificate and

® Xcode File

Profile is of Adhoc Distribution.

Find Navigate Editor Product Debug Integrate

Window  Help

& Fris Dec 9:58 AM

~ [ ZigBank
Cordova
OBDXExtensions
€ OBDXFramework
OBDXWatchFramework
AccountsWidgetExtension
ZigBank
> Staging
~ i Classes
Default-Landscape~ipad

Default-Landscape~iphone

Defauit-Portrait~ipad
Defauit-Portrait~iphone
MainViewController
MainViewController
MainViewController
AppDelegate
AppDelegate
Localizable
WidgetHandler

> Plugins
> Other Sources

~ . Resources
certificate.cer
Siri-Payload
CustomNotificationAlert
bgCallout
bgCallout@2x
bgCalloutDisclosure
bgCalloutDisclosure@2x

» 11 CDVBarcodeScanner
app
trustedCertificate.cer
Images

> & config

ZigBank-Info

& Xcode File Edit View

w12 ZigBank

Cordova
OBDXExiensions
OBDXFramework
OBDXWatchFramework
AccountsWidgetExtension
ZigBank

> i staging

v Classes

Defauit-Landscape-~ipad
Default-Landscape-~iphone
Default-Portrait~ipad

Default-Portrait~iphone
MainViewController
MainViewController
MainViewController
AppDelegate
AppDelegate
Localizable
WidgetHandler

> Plugins

> Other Sources

v Resources
certificate.cer
siri-Payload
CustomNatificationAlert
bgCallout
baCallout@2x
bgCalloutDisclasure
bgCalloutDisclosure@2x

> . CDVBarcodeScanner
app
trustedCertificate.cer
Images

> i config
ZigBank-info

[ ] Archives
g Zigbank ¢

Name

B ZigBank

Review ZigBank.ipa content

~ ™ ZigBankapp

Cordova framew.

Creation Date

™ zigsankare

of : 108 Expires 01/11/2
OBDXFramework.. Profile: i0S Team Ad Hoc Provisioning Profile: com.ofss. digx.obdx.zigbank
@ AccountsWidget... 1/24) ©

@ NotificationServi..
@ OBDXSiriExtensi...
@ OBDXSiriExtensi...

f) ObdximessageE.

~ M OBDXWatchApp...
v @ OBDXWatchA..

OBDXWatc.

Cancel
s
& ZigBank
£ ZigBank

Architectures: arm64
Version: 23.0 (3)

ENTITLEMENTS

aps-environment

production

keychain-access-groups

3NXJ972C93.DigxKeychainGroup
com.apple.developer.associated-domains

activitycontinuation:ofss-
mum-2524.snbomprshared1.gbucdsint02bom.oracleven.com?mode=devioper,

Previous

T T,

Distribute App

fate App

L E]

ofss digx.obd.2igh.
App Archive

@m Shah

|62

spp instal s required

Debug Symbols

Find Navigate Editor Product Debug Integrate

Archives
fp Zigbank & hame
£ ZigBank

Review ZigBank.ipa content

™ ZigBankapp
Cordova.framew
OBDXEx
OBDXFramewark
Accountsw

Window  Help zoom @ @ © O

Croation Date

™ zigranicare

Team: Priyam Shah

_ZigBank 2023-12-08 09-50-51

Lzigbank
OBDXSHIES
& Obdximess B GeneratediPA e -
™ OBDXWatd
0BOXW] Cance! (TR
80; -
aps:
development
keychain-access-groups
3NXJ972C93.DigxKeychainGroup
Cancel Provious  Export
— R— —
28 ZigBank
& Zighank

Fri 8 Dec 9:51 AM

Distribute App

sate App

Debug Symbols

Follow the above steps to Export and save the ipa. This ipa will be adhoc distribution

ipa.

5. The application can be pushed to TestFlight for test flight testing. Refer Apple

Documentation for Test Flight Set up.
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Apply Privacy

This topic describes the systematic instruction to Apply Privacy option.

Apple requirements for Required Reason’s Api and Data Types usage

@® Note

This document is for bank’s reference for the Apple’s rejection issue related to
“Required Reason’s Api and Data Types usage”.

References:
WWDC 2023 video.
https://developer.apple.com/support/third-party-SDK-requirements/

https://developer.apple.com/documentation/bundleresources/privacy _manifest_files/
adding_a_privacy_manifest_to_your_app_or_third-party sdk#4336740

What’s needs to be done in the application

1. Since apple has pointed out Cordova as thirds party SDK which needs to add this, we
have added “Privacylnfo.xcprivacy” inside cordova framework and added below items for
required reason Api and data types. Bank should use the latest Cordova.xcframework.

@® Note

We have added as per what we have used inside cordova and Apple’s

documentation, however Apple’s Email with details will be more useful to target

the required keys to be added.

<?2xm

version="1.0" encodi ng="UTF-8"?><! DOCTYPE plist PUBLIC "-//

Appl e/ / DTD PLI ST 1.0//EN'
"http://ww:. appl e. coml DTDs/ PropertyList-1.0.dtd"><pli st
version="1. 0" ><di ct >
<key>NSPri vacyAccessedAPl Types</ key>
<array>
<di ct>

<key>NSPri vacyAccessedAPl Type</ key>

<string>NSPrivacyAccessedAPI Cat egor yDi skSpace</
string>

<key>NSPri vacyAccessedAPl TypeReasons</
key>
<array>
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key>

string>

key>

string>

string>

key>

key>

key>

string>
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<string>E174. 1</string>
<[array>

</dict>

<di ct >

<key>NSPri vacyAccessedAPl TypeReasons</
<array>
<string>C617. 1</string>

<[array>

<key>NSPri vacyAccessedAPl Type</ key>
<string>NSPri vacyAccessedAPI Cat egor yFi | eTi mest anp</

</dict>
<di ct >

<key>NSPri vacyAccessedAPl TypeReasons</
<array>
<string>1C8F. 1</string>

<[array>

<key>NSPri vacyAccessedAPl Type</ key>
<string>NSPri vacyAccessedAPI Cat egor yUser Def aul t s</

</dict>

<l array>

<key>NSPri vacyTracki ng</ key>

<fal se/ >

<key>NSPri vacyCol | ect edDat aTypes</ key>

<array>

<di ct >

<key>NSPri vacyCol | ect edDat aType</ key>

<string>NSPrivacyCol | ect edDat aTypeDevi cel D</

<key>NSPri vacyCol | ect edDat aTypeLi nked</
<true/>

<key>NSPri vacyCol | ect edDat aTypeTr acki ng</
<fal se/>

<key>NSPri vacyCol | ect edDat aTypePur poses</

<array>
<string>App functionality</

<[array>
</dict>

<larray></dict></plist>
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Additionally, there is “Privacylnfo.xcprivacy” file added at Zigbank target level inside
Resources folder.

Bank needs to add additional items as per their bank customize code in
“Privacylnfo.xcprivacy” file. They can refer Apple documentation link for further details.
Also, Apple’s mail can contain details of what all is missing in the Privacylnfo.xcprivacy.
Those items can be added as per Apple’s doc.

@® Note

This step is not mandatory but if there any reference of such file in Apple’s mail,
bank needs to add privacy items details in application target's
“Privacylnfo.xcprivacy” file.

Once added, build can be archived, and in organizer, right click on the application and
Generate Privacy Report. This report will have the only the details of Nutrition label added
in the application. Check if all nutrition labels declared in “Privacylnfo.xcprivacy” file are
present in the generated reported.

1@ Zigbank el Name Creation Date Version
— Distribute App
3 ZigBank o 2024 at 10:20 AM 1.0.0 (1.0.0)
Show in Finder
Move to Trash... Validate App
= = Details
Archives Organizer Help
1.0.0 (1.0.0)
com.ofss.digx.obdx.zigb...
T iOS App Archive
T Priyam Shah
armé4
iOS app install is required
Download Debug Symbols
Description
1
®

Generate the application and upload to Appstore for Apple Review.
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Make 10S Application Ready for Production
Checklist

This topic provides information on Make 10S Service Application Ready for Production.

Apart from Apple AppStore Submission guidelines, below are checklists in IOS workspace:

Confirm that the bundle identifiers and profiles are AppStore Profiles.

Confirm the suit name in app.plist is matching App Groups mapped to profile and set in
Target settings.

Server URL is correct in app.plist. Recommended is to use https URL with SSL certificate
from a valid trust Authority.

Recommended to enable SSL Pinning. If enabled, check all the configurations as stated in
configuration section.

App icons, splash images are updated.

Bundle version is set in “Bundle version string (short)” in info.plist and in ZigBank Target -
Info and in marketing version in Watch target — Build Settings.

Push notification configurations are set to prod in config table and APNS keys are correct.

If Associated domains are enabled for usage, then remove "?mode=developer” from
“Associated Domains” in Zigbank target.

Other 10S workspace configurations are followed as per section Configurations for the 10S
application.

App Transport security is enabled by setting “Allow Arbitrary Loads” to NO for all target’s
info.plist. Test this once with production URL.

InspectableWebView property is set to false in config.xml.
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