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Preface

e Purpose
e Pre-requisites
* Audience

e Documentation Accessibility

e Critical Patches

« Diversity and Inclusion

* Related Resources

+ Conventions

*  Screenshot Disclaimer

Acronyms and Abbreviations

e Post-requisites

Purpose

This guide is designed to help acquaint you with the Oracle Banking application. This guide
provides answers to specific features and procedures that the user need to be aware of the
module to function successfully.

Pre-requisites

Specify User ID and Password, and login to Home screen.

Audience

This document is intended for the following audience:

e Customers

 Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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Preface

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Related Resources

For more information on any related features, refer to the following documents:
e Oracle Banking Digital Experience Installation Manuals

e Oracle Banking Digital Experience Licensing Manuals

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user
interface elements associated with an
action, or terms defined in text or the
glossary.

italic Italic type indicates book titles, emphasis, or
placeholder variables for which you supply
particular values.

nonospace Monospace type indicates commands within
a paragraph, URLSs, code in examples, text
that appears on the screen, or text that you
enter.
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Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes; actual screens that appear in the application may
vary based on selected browser, theme, and mobile devices.

Acronyms and Abbreviations

The list of the acronyms and abbreviations used in this guide are as follows:

Tablel Acronyms and Abbreviations

Abbreviation Description

OBDX Oracle Banking Digital Experience

Post-requisites

After finishing all the requirements, please log out from the Home screen.
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OBDX Servicing Application

e Prerequisites
This topic provides information on Prerequisites.

e Create project using Remote Ul
This topic provides information on Create project using Remote Ul.

e Importing in Android Studio
This topic describes the systematic instruction to Importing in Android Studio option.

*  Widget Functionality
This topic provides information on Widget Functionality .

e Scan to Pay from Application Icon
This topic provides information on Scan to Pay from Application Icon.

e Passkey (Passwordless login)
This topic describes the systematic instruction to Passkey (Passwordless login) option.

« Deeplinking - To open reset password, claim money links with the application
This topic describes the systematic instruction to Deeplinking - To open reset password,
claim money links with the application option.

*  Device Registration and Push Registration Functionality
This topic provides information on Device Registration and Push Registration
Functionality.

*  Location Tracking Metrics
This topic provides information on Location Tracking Metrics.

« Displaying Rate Option to Redirect to Playstore Page
This topic provides information on Displaying Rate Option to Redirect to Playstore
Page.

e Enabling Force Update
This topic provides information on Enabling Force Update.

*  Splash Screen Migration
This topic provides information on Splash Screen Migration.

e App Update Manager
This topic provides information on App Update Manager.

1.1 Prerequisites

This topic provides information on Prerequisites.
OBDX Android App is supported only on versions n (current) and n-1 release.

1. Download and Install node JS (will be downloaded to default path).
2. Install node js from https://nodejs.org.

3. Download and Install Android Studio.
4

Download and install Android Studio from https://developer.android.com/studio/index.html.
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Prerequisites

Download and Install Android platforms.

Update Android SDK to latest API Level.

Gradle Version: gradle-7.5.

Android Gradle Plugin Version (7.4.2): ‘com.android.tools.build:gradle:7.4.2' or above.

© ® N o O

Set Environment variables.
10. Set following system variables:
a. Click on Windows key and type Environment Variables.

b. A dialog box will appear. Click on the Environment Variables button as shown below:

Systemn Properties >

Computer Mame Hardware Advanced  System Protection Femote

ou must be logged on as an Administrator to makee most of these changes.

Performance
Visual effects, processor scheduling, memarny usage, and virtual memany

Settings...
Iser Profiles
Desktop settings related to your sign4n

Settings. ..
Startup and Recoveny
System startup, system failure, and debugging information

Settings...

E En'u'irogmem Variables... i

Ok Cancel Apphy

11. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

12. Add the above variables in "PATH" system variable.
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Create project using Remote Ul

@@ M 17-2_app._document_Final.docx - Microsoft Word - X
1cay

| Home | lnsert  Pagelayout  References  Mailings  Review  View @
s el e e e ) -
& cut Calibri (Body) -n - AaB awssc b #Find
& Copy Environment Variables X aBbCc. AgBbCCD: 2, Replace
s B ] a
=  Format Painter B I U ~ake x, X' Aav||¥ Title Subtitle  Subtle Em.. — m?:sg: 3 Select~
[ | I |
Clipboard & Font. | Uservariables for MGARI | 8 = | Editing |
Varizble Value L =)
PATH CAUsers\MGARNAppData\Roaming\npm x
TEMP SEUSERPROFILE®%\AppData'Local\ Temp
T™P %USERPROFILE%\AppDataiLocal\Temp anced | System Protection | Remote
\dministrator to make most of these changes.
New User Variable 5o memory usage, and vitusl memory
Variable name: [opess |
Variable value [ Ci\Program Files\nodes ] fonin
< -
NUMBER_OF PROCESSORS 4 oo
0 Windows NT ‘and debugging information
Path APy Datat Oracl path;C:\app producti1.2...
Seti
PATHEXT \COM:; EXE:.BAT;.CMD: VBS; VBE: JS,JSE.WSF: WSH. MSC. | seungs.. |
PERLSLIB hd
New. || Edt. | Deete |
R .
1122 °
Page:10f 22 | Words: 1,206 | <58 |
Pa\H 9 )= MobileAPpsads [Compatibility Mode] - Microsoft Excel - x
e -—
| Home | nset  Pagelayout  Formulas  Data  Review  View @ - 7 x
=3 =———V—— - s =s] =] [== T == e -
e = e E o <F E] Zee by da
143 copy fariables Fill ~
Paste - - - e Format Sort & Find &
| T Fomat painter HMEM” E < @0k Fier- Seled |
Clipboard - Font G| | Uservariables for MGARI Is Editing
Al18 A Variable Value
NODESS C:\Program Files\nodejs x 48 | AL
PATH CAUsers\MGARN\AppDatatRoaming\npm
TEMP %USERPROFILE%\AppDataiLocal\ Temp anced  System Protection | Remote
™ SEUSERPROFILE®%\AppDats'Local\ Temp Rirscrctorto et mst o e chinges
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New. || Edit. | Deete
System variables
frsignin
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NUMBER_OF_PROCESSORS 4
o5 Windows NT and debugging information
Path cap Data\Oracl path: Chapp producti1.2..
Sefi
PATHEXT COM; EXE; BAT; CMD; VBS; VBE J5; JSE: WSF; WSH;.MSC
PERLSLIE v
New. || Edt. | peete |
oK Cancel Aoy
=

4 4 b M| Sheetl Sheet2 “Sheet3 /%1

1.2 Create project using Remote Ul

This topic provides information on Create project using Remote Ul.

1. Index.html changes (use Android Studio or any other editor).

* Update the server URL in app.properties against KEY_SERVER _URL key. This is the URL
where the Ul is also hosted.

After this proceed to Section1.4: Importing in Android Studio directly.

1.3 Importing in Android Studio

This topic describes the systematic instruction to Importing in Android Studio option.

Open Android Studio.
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Widget Functionality

1. Import zigbanklplatforms/android in android studio by clicking on Open an Existing Project.

]
® select Eclipse or Gradle Project to Import >}

:
Select your Eclipse project folder, build.gradle or settings.gradle

@M BB X O Hide path
SWorkspacel8.handroid\servicelworkspace\obdi\platformsiandroid &
Workspaceld.1
android

® authenticator
SEMVICE
L libraryproject
workspace
obdx

platforms

.gradle

.idea
gssets
** BarcodescannerLib
build
cordova
** Cordovalib

B aradle

file into the space above to gu CERy kCate It in the tree

m | Cancel l | Help l

Dir: r

1.4 Widget Functionality

This topic provides information on Widget Functionality .
Widgets are Android native feature. Below widgets are available in the application.

1. All Accounts Widgets — Widget, showing all accounts balances & account numbers.

2. Account Details Widget - Widget, showing account balance of default account and last 5
transactions of the same account, can be added to the phone home screen. If default
account is not set, then the details of the account fetched first is shown.

3. Multi-Functional Widget — Widget showing default account balance. If default account is
not present, it shows details of account fetched first. Additionally, it has option to scan to
pay feature.

4. Scan to Pay Widget — Widget which allows to scan to pay.

Pre-requisite:
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Chapter 1
Scan to Pay from Application Icon

Quick Snapshot feature needs to be enabled in the app application from the login screen.
(Refer function doc - User Manual Oracle Banking Digital Experience Quick Snapshot.docx).

Enable below property in app.properties file.
<bool name="ENABLE_WIDGET">true</bool>

If bank does not want this feature, then they can disable this by making above flag to false.

1.5 Scan to Pay from Application Icon

This topic provides information on Scan to Pay from Application Icon.

Users can long press on bank’s application icon on home screen and click on scan-to-pay
option to scan QR and make payments.

To enable this feature uncomment below from app’s AndroidManifest.xml.

1.6 Passkey (Passwordless login)

This topic describes the systematic instruction to Passkey (Passwordless login) option.

Passkeys are a safer and easier replacement for passwords. With passkeys, users can sign in
to apps and websites using a biometric sensor (such as a fingerprint or facial recognition), PIN,
or pattern. This provides a seamless sign-in experience, freeing your users from having to
remember usernames or passwords.

Passkeys are supported only on devices that run Android 9 (API level 28) or higher.
TO DISBALE THIS OPTION:

By doing this, passkey option will not be available to users withing the application. User will not
be able to register for passkey and also will not be able to login using passkey. Follow below
steps:
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ORACLE Chapter 1
Passkey (Passwordless login)

1. Remove RTM access from Client Servicing — Authentication — Passkey Setup for Mobile
Application/Mobile (Responsive)/Internet touch points.

O Passkey Setup ]

2. Set this flag in channel-framework-js-configurations-config.js to false.
thirdPartyAPIs — passkey - required - false.

TO ENABLE THIS OPTION:
1. Add RTM access from Client Servicing — Authentication - Passkey Setup for Mobile
Application,Mobile (Responsive) and Internet touch points.

O Passkey Setup ]

2. Set this flag in channel-framework-js-configurations-config.js to true.
thirdPartyAPIs — passkey - required - true.

3. Along with above, we need below server side and application side settup.

Server-Side Setup:

1. Update the relying party in below property select prop_value from digx_fw_config_all_b
where prop_id="PASSKEY_RP_ID".

) Welcome Page & TRUNK_IT_NODE1

PER-BA RA &odan & TRUNK_IT_NODE1 ~

Wo(kshee( Query Builder
ALTER SESSION SET CURRENT_SCHEMA = OBDX_TRUNK N1;

from digx_fw_config all b where prop_id like 'SPASSKEY%'

aw
\|Script Output * B> Query Result *
A O @ 5 sqQL Al Rows Fetched: 1in 1.259 seconds

PROP_ID | CATEGORY_ID | PROP_VALUE |1 FACTORY_SHIPPED_FLAG| | PROP_COMMENTS SUMMARY TEXT
PRI QAU ORI Rs e  e Ll Y0 fss-mum-2524. snbomprsharedl.gbucdsint@2bom. oracleven. com ] Relying Party for Passkey Relying Party Id wit!

Relying partld is the domain name if the website to which credentials will be
associated. (Eg google.com, example.com etc)

Relying party origin is the relying party of website prefixed with protocol without the port.
(Example: https://google.com, https://example.com).

a. Create assetlinks file (assetlinks.json) -
A Digital Asset Links JSON file must be published on your website to indicate the
Android apps that are associated with the website and verify the app’'s URL intents.
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Passkey (Passwordless login)

The following example assetlinks.json file grants link-opening rights to a com.example
Android app:

[{

"relation":

[

"del egate_perm ssi on/ cormon. handle_al | _urls"],
"target":

{

"namespace":
“androi d_app",
"package_nane":
"com exanpl e",
"sha256 _cert fingerprints":
["14: 6D: E9: 83: C5: 73: 06: 50: D8: EE: B9: 95: 2F: 34:
FC. 64: 16: AO: 83: 42: E6: 1D: BE: A8: 8A: 04: 96: B2: 3F: CF: 44: E5"

]
}
}

The JSON file uses the following fields to identify associated apps:
package name: The application ID declared in the app's build.gradle file.

sha256_cert_fingerprints: The SHA256 fingerprints of your app’s signing certificate.
You can use the following command to generate the fingerprint via the Java keytool:

keytool -list -v -keystore my-release-key.keystore.

Publish assestlinks.json file-
This file needs to be on https server with valid SSL certificate.

You must publish your JSON verification file at the following location:
https://domain.name/.well-known/assetlinks.json

For example, if your sign-in domain is signin.example.com, host the JSON file at
https://signin.example.com/.well-known/assetlinks.json.

Verify your assetlink json on below statement list tester -
https://developers.google.com/digital-asset-links/tools/generator.

The MIME type for the Digital Assets Link file needs to be JSON. Make sure the server
sends a Content-Type: application/json header in the response.

Need to change host and port in Obdx.conf as:
ProxyPass "/.well-known" "http://100.76.157.55:7003/digx-sms/v1/.well-known".

ProxyPassReverse "/.well-known" "http://100.76.157.55:7003/digx-sms/v1/.well-
known".

After the setup is done, this file must be accessible on mobile browser with this url.
There should not by any redirects for accessing this file.

Add assetlinks.json file host in app’s strings.xml file.
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Deeplinking - To open reset password, claim money links with the application

1.7 Deeplinking - To open reset password, claim money links with
the application

This topic describes the systematic instruction to Deeplinking - To open reset password,
claim money links with the application option.

Add host url under data tag in app’s AndroidManifest.xml as:

android = app main | & And

</intent-filter>

app-lib
BarcodescannerLib

CordovaLib
2 customizations
dle

obdxcore

£ obdxwear

Project update recommended
Android Gradle Plugin can be

® Note
Add host url without https or http.
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Device Registration and Push Registration Functionality

For example. If your deeplink url is https://exmple.com/test then you can add only
example.com in the data tag.

Similary you can add the same host url in app’s config.xml under universal-links tag as:

BarcodescannerLib

customizations
die

obdxcore

obdxwear

Project update recommended
Android Gradle Plugin can be

1.8 Device Registration and Push Registration Functionality

This topic provides information on Device Registration and Push Registration
Functionality.

In this version, only one device is allowed to be registered for alternate login for the same
username. If user tries to register another device with same username for alternate login, then
the previous registration on other devices will be removed. User will get an error message if
he/she tries to use PIN/PATTERN/BIOMETRIC on the de-registered devices.

While user registers his second device or same device again (by re-installing the application),
a popup will appear to notify the same.

If user confirms, then the current device will be registered, and all previous registrations will be
removed.
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Location Tracking Metrics

1:23 = ©

X
Device Registration

Registering on this device will automatically cancel previous

active registrations if any on other devices. Are you sure you
want to continue?

S -

If user cancel, the process is exited.
Also, in this version, only one device is allowed to be registered for push.

Bank can allow multiple devices to be registered for same username in their setup by setting
below two configurations:

ALLOWED_DEVICE_COUNT to anyvalue between than 1 and 100.
* 1 will allow on one device registration.

e 100 will allow more than one device registration.
ALLOWED_PUSH_DEVICE_COUNT any value between 1 and -1.

e 1 will only one device to be registered for push.

* -1 will only multiple devices to be registered for push.

1.9 Location Tracking Metrics

This topic provides information on Location Tracking Metrics.

This is optional. Bank needs to do if they need location tracking metrics for monitoring location-
based data. ALLOW LOCATI ON_SHARE By default, the value is false. If set to true, user will get
location permission prompt to allow location tracking. It can be enabled if user’s location needs
to be tracked.
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Displaying Rate Option to Redirect to Playstore Page

1.10 Displaying Rate Option to Redirect to Playstore Page

This topic provides information on Displaying Rate Option to Redirect to Playstore Page.

This is optional. User can have an option (“Rate Us") in settings to display Play Store rating for
the application. This option can be enabled/disabled from Ul.

® Note
App should be listed on playstore before adding this functionality.

1.11 Enabling Force Update

This topic provides information on Enabling Force Update.
This configuration is optional.

To notify users of a new application version available on the Play Store, consider these
options:

1. Within App, when the App detects a new version, prompt users suggesting an update.

2. The flag checks for updates and displays a cancellable popup to the user to update their
application.

3. To implement this with the flag i sAppUpdat eManager Enabl e to true in Root CheckFl ags.

@® Note

Ensure that App update functionality works only when the App is downloaded from
the Play Store or via Internal App Sharing.

4. Follow the steps to check force app update: https://developer.android.com/guide/
playcore/in-app-updates/test#internal-app-sharing.

Please note below things:

1. Make sure that the app that you are using to test the in-app updates, has the lower version
code than the update version code.

2. Test with signed builds only.

3. Enable Internal app sharing.

1.12 Splash Screen Migration

This topic provides information on Splash Screen Migration.

The splash screen implementation is migrated according to latest document from google:
https://developer.android.com/develop/ui/views/launch/splash-screen/migrate.

Steps to generate xml file for svg to be used in splash:

1. Right click on /android/app/src/main/res/drawable and select New/Image Asset.
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App Update Manager

2. Select the path to the svg.
® Note
svg of bank logo is required. PNG and other image extensions won't work.

Resize the image from the scroll bar so that the icon is well inside the circle.

3

4. Keep all the configurations as it is and create the svg.
5. It will directly generate xml files for different resolution.
6

Refer to the foreground xml in styles.xml @drawable/ic_launcher_foreground.

1.13 App Update Manager

This topic provides information on App Update Manager.

@ Note

In App Update functionality will be work only for the apps which will be downloaded
from play store/internal app sharing.

Follow below doc to test the in app update functionality.

https://developer.android.com/guide/playcore/in-app-updates/test.
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Google Play Integrity

This topic describes the systematic instruction to Google Play Integrity option.

1. Go to URL https://console.developers.google.com/.

2. Create a new Project and set name of you project.

New Project

Project name

| SafetyNet|

Your project ID will be safetynet-161214 Edit

CANCEL CREATE

3. ChooseAPI's & Services option from side bar.
4. In API's & Services - Dashboard —» Choose Enable APIS AND SERVICES.

API APIs & Services APIs & Services + ENABLE APIS AND SERVICES

«%»  Dashboard
©®  Youdon'thave any APIs available to use yet. To get started, ¢
% Library
O Credentials
iy OAuth consent screen

Damain verification

Sa Page usage agreements

5. This will redirect to Library where we need to search Google Play Integrity API..
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Chapter 2

= Google APls 2 Demo Project + Q_  Search for APIs and Services v
&« Search Q. Android
Filter by 12 results
CATECoRY o Maps SDK for Android
Maps (2) .l.- Google

Maps for your native Android app.
Mobile (6)
Other (1)

Android Qver the Air API

Google

Android Over The Air (OTA) updates provide the infrastructure used by the Android partner porta...

Android Management API

‘ Google

The Android Management API provides remote enterprise management of Android devices and ...

Android Device Verification

Google

Android Device Verification (public)
= Google APls 2 Demo Project v Q@ Search for APls and Services v

€ Search

Filter by 12 results
CATEGORY

s 2 @
Mobile (6)

Other (1)

Q_  Android|

Maps SDK for Android
Google
Maps for your native Android app.

Andraid Over the Air API
Google

Android Over The Air (OTA) updates provide the infrastructure used by the Android partner porta...

Android Management AP]
Google

The Android Management API provides remote enterprise management of Android devices and ...

Android Device Verification
Google

Android Device Verification (public)

Click on Google Play Integrity APl and enable it.
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& @ @ console.cloud.google jis i integri i i nmetric-sylph-374507 mx 0@ :

[E oracle Login - Sin.. $& 19.2SUSIT-Ora.. = JFrog & Environments - Or.. $& 18.1- Oracle Bank.. @ Index of obdx-np.. $& 18.2- OracleBan.. [S] Login - FuturaBank . § Archive Extractor... »

Google Cloud

& Product details

Google Play Integrity API
Google

Check that interactions are coming from your genuine app running on a
genuine Android device.

m TRY THIS API [2

OVERVIEW SUPPORT
Overview
The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services.
The Play Integrity API has replaced SafetyNet Attestation and Android Device : SaaS & APls
Verification. 23/12/2022
Learn more & Category: Mobile

Service name: playintegrity.gosgleapis.com

7. If the application usage is high, the quota request form needs to be submitted. Fill quota
request form from below site. Also select below options.
https://support.google.com/googleplay/android-developer/contact/piaqr.

< & support i O » 0@

[E] OracioLogin - Sin.. € 192 SUSIT-Ora. & JFrog S Emvironments-Or.. 9 18.1- Oracle Bank.. @ Indexof obdx-np.. 3 18.2- OracleBan.. [E] Login - Futura Bank .8 Archive Extractor, -

= Play Consocle Help Q, Describe your issue

Play Integrity API

The Play Integrity API helps you check that interactions are coming from your genuine app, installed by Google
Play. running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight antacks and abuse.

You can use the form below to provide feadback, report issues, or request to increase your daily masimum
number of requests. By default, apps are subject to a daily maximum of 10,000 requests par day. Bofore
requesting increased usage, review the Play Integrity API including the re: security
practices 10 ensure you have implemented the AP correctly.

At this time, we can enly respond to emails sent in English, Chinese, Japanese, and Korsan
= Required field

Plaase specify: *

@ increase maximum number of daily requests

QO Provide feedback

O Reportissue

Nama of requesting organization/person *

Mobile Application Builder - Android Guide
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C & support.google i i 0% »0@ :
[ oracle Login-Sin.. 3§ 19.2SUSIT-Ora.. & JFrog @& Environments-Or.. $§ 1B.1-Oracle Bank.. @ Indexof obdx-np.. $& 18.2- Oracle Ban.. [8] Login- FuturaBank _§ Archive Extractor... »
= Play Console Help Q, Describe your issue 2 °

How are you calling the Play Integrity API? *

(® Myappis calling the API directly

(O Athird party 'm using in the app is calling the AP, please specify

How often will you call the API for each user? *
o Once per day or less

O ©Once per hour

O Once per 15 min

@ Once per § min or more

Is there any Pl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
(O  es, but hashed or encrypted
O Yes, in plain-text

@® no

= Play Console Help Q. Describe your issue

Is there any PIl or SPII used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *

O Yes, but hashed or encrypted
O Yes, in plain-text

® no

How are you validating Play Integrity API responses? *

O Server side - by calling Play’s server to decrypt and verify

@ Server side - by decrypting and verifying with self-managed APl keys
O In my app - by calling Play’s server to decrypt and verify

O In my app - by decrypting and verifying with self-managed APl keys

O Other, please specify

How does your app retry in case of Play Integrity API errors? *
@ No retry

O A small number of retry attempts within a short time window
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© @ support.google ! i i o % 0@ :
scle Login - Sin.. 3¢ 19.2SUSIT-Ora.. /= Jfrog 3¢ Envionments - Or.. 3¢ 18.1- Oracle Bank.. @ Indexof cbdx-np.. 3¢ 18.2 - Oracle Ban.. [S] Login - Futura Bank 3 Archive Extractor.
Play Console Help Q, Describe your issue °

How will your app act when the Play Integrity API detects risky traffic? «

Please answer with your end geal in mind even if your app is not acting yet, As a reminder, your app should also be able to
deal with Play Integrity AP errors and the API being unavailable

(® Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

Q) Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

O  Amix - deny access for some responses and change features for other responses. | want some
unauthorized usage of my app to go down.

(O  Noaction. 'm only collecting data

O  other, please specify

Quota request - Estimated total queries per day *
QO 10,000 11,000,000 (10K 1o TM)
QO 1,000,000 t0 10,000,000 (1M to 10M)

O 10.000.000 to 100,000,000 (10M to 100M)

QO 100,000,000 or more (100M+)

8. Quota request - Estimated total queries per day * — The approximate load, Play Integrity
API is called once each time the app in opened.
Quota request - Estimated peak queries per second - Leave blank.

9. To enable Play Integrity responses follow below steps:
Go to Google Play Console — Side Menu — App Integrity.

5
| @0 ® P Appintegrity]|test x  + v
€« G % play.google [7974187885697797 pp/ 342626 integrity/overview * & D & o
| [ oracte Login-Sin.. 38 19.2SUSIT-Orac.. % JFrog 8 Environments - Or.. 3% 18.1-Oracle Banki.. 3% 18.2- Oracle Bank... [S] Login - Futura Bank 3 Archive Extractor. » (3 All Bookmarks
= B Google Play Console Q  Search Play Console ® @ test &
D' Inbox 2 " .
App integrity
il Statistics
Play Integrity API Integration not started
-=O Publishing overview
App signing Signing by Google Play
Release
Eg Releases overview Store listing visibility No integrity checks

£} Production

%) Testing

Play Integrity API  integration not started

Hide A

0 Reach and devices

Call the Integrity AP| at important moments in your app to check that it's your app binary, installed by Google Play, running on a genuine Android device. Your

&) App bundle explorer i
() App La app's backend server can decide what to do next to prevent abuse, unauthorised access and attacks. Show less

@ App integrity

v 8 Setup (®  Piay Integrity AP for Android [ Piay Integrity API setup @ Play Integrity API overview
developers
N How 10 set up your app or game to Play Integrity API helps protect your
e 2 minutes use the Play Integrity API apps and games from risky and

fraudulent interactions
Internal app sharing

Advanced settings

Click on Settings.
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@® 0 ® P Playintegity APl settings |11 X + o~ ]
€ 5 @ = playgooge 974187885697797358/app|49762523426267 integri ity-api-setting: * 240 &0
[S) oracle Login - Sin... $& 19.2SUSIT-Orac.. 5 JFrog & Environments - Or.. 3% 18.1-Oracle Banki.. $% 18.2- Oracle Bank.. [8] Login - FuturaBank § Archive Extractor... » 3 AllBookmarks
= B Google Play Console Q  Search Play Console ® @ test |
D Inbox 2
.

& Appintegrity

Play Integrity API settings ® Getsupport

ily Statistics

-=o Publishing overview

Release Project configuration Hide A

Eg Releases overview
&, You can change Play Integrity API settings after you link a Google Cloud project

£} Production
Link cloud project

» {3) Testing

1D Reachand devices

Responses

() App bundle explorer
View and edit the integrity verdict responses that your app receives

@ App integrity

Field Verdict Status Values
v @ Setup
Device integrity Device integrity @ off
App signing
Internal app sharing Device integrity Recent device activity (D Off
Advanced settings Application integrity Application integrity @ off

Click on Link project and then link your existing google cloud project. If it is not created
then create new and link the same.

Link Google Cloud project X
Link your Google Cloud project to use the integrity APl
e
Google Cloud project
(@ Link existing project
By linking your Google Cloud project, you agree 1o the Terms of Service.
Sample Project ~
Enter project number manually
g (O  create new project
*
-
o4 4

10. Scroll down on the same screen and click on Change Responses.
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2 Google Play Console

€ Allapps

EE Dashboard

L) Inbox 2
J
ily statistics

-'o Publishing overview

Release

BS  Releases overview
£} Production
» {}) Testing

Reach and devices

(=) App bundle explorer
@ App integrity
v ﬁ} Setup
App signing

Internal app sharing

Q  Search Play Console

Play Integrity APl settings

Responses

View and edit the integrity verdict responses that your app receives

Field

Device integrity
Device integrity
Application integrity
Account details
Environment details

Environment details

Select actions

Verdict

Device integrity
Recent device activity @
Application integrity @
App licensing @

Play Protect status @

App access risk (beta) @

View JSON sample

Status

@on

off

@on

@ on

off

off

® @ test

@ Get support

Values

MEETS_DEVICE_INTEGRITY

PLAY_RECOGNIZED, UNRECOGNIZED_VERSION,
UNEVALUATED

LICENSED, UNLICENSED, UNEVALUATED

11. Enable the Meet basic Integrity & Meets Strong Integrity option and save the changes.

Change responses

Change the integrity verdict responses that your app receives. Responses are nly evaluated if their individual prerequisites are satisfied.
For example, most responses reguire the requesting app to be Play icensed. Learn more.

Device integrity verdicts

Meets basic device integrity ()

Meets strong device integrity (D

Recent device activity

8 8 8 &

Device attributes

Environment details verdicts

Play Protect status ]

i

12. Scroll down on the same screen and click on Edit button of classic requests section.
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13.

a.

= ?/ Google Play Console

& Allapps

OF Dashboard

£ inbox 2

ils  Statistics

9 Publishing overview
o g

Release

B2 Releases overview

£} Production

{®) Testing

10 Reach and devices
fg) App bundle explorer
® Appintegrity

- {33 Setup

App signing

Internal app sharing

Q  Search Play Console
Play Integrity API settings

Create listing

Testing

Create tests to check how your app behaves when it receives different integrity verdict responses

Create new test

Classic requests

Chapter 2

[ @ test &

@ Get support

Classic API requests are an optional way to request integrity verdicts. View your maximum daily requests and configure your response

encryption, Learn more
Field
Usage tier @

Response encryption

© 2024 Google

Values

Standard

Managed by Google

Mobile app - Status Dashboard

Terms of Service - Privacy - Developer|

Distribution Agreement

In the window that appears, select Manage and download my response encryption
keys and follow below steps to generate response encryption keys -

command-

openssl|

genrsa -aesl128 -out your_path/private. pem 2048

Create a new private-public key pair. RSA key size must be 2048 bits using below

Then use your password phrase for creating private.pem and also use the same
password for verifying the private.pem. Then hit the below command.

openssl|

rsa -in your_path/private. pem -pubout -out your path/public.pem

Enter the same password which you have used while creating private.pem. These two
files will now appear on your mentioned path. Then upload the public.pem file on the
window which was appeared after clicking on Manage and download my response
encryption keys option.Once you upload the public.pem file it will automatically
download your_app_pkg_name.enc file. Then hit below command as:

openssl|

pkeyut |

-decrypt -inkey your_path/private.pem -pkeyopt
rsa_paddi ng_node: oaep -in
your _pat h/ com denp. xz. enc > your _pat h/ api _keys. txt.

Enter the password for private.pem. It will create api_keys.txt file on your path. It must
be consist of VERI FI CATI ON_KEY and DECRYPTI ON_KEY.

b. Maintain this VERI FI CATI ON_KEY and DECRYPTI ON_KEY in DI GX_FW CONFI G_ALL_B table
corresponding to the following keys respectively:

PLAY_| NTEGRI TY_ENCRYPTI ON_KEY and PLAY_| NTEGRI TY_DECRYPTI ON_KEY
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An example query will be:

update DI GX_FW CONFI G ALL_B
set prop_value = ' YOUR DECRYPTI ON_KEY'
where prop_id = ' PLAY_| NTEGRI TY_DECRYPTI ON_KEY' ;
update DI GX_FW CONFI G ALL_B
set prop_value = ' YOUR_ENCRYPTI ON_KEY'
where prop_id = ' PLAY_ | NTEGRI TY_ENCRYPTI ON_KEY" ;

Similarly, Obtain the same keys for authenticator app by using above steps and then
maintain those in DI GX_FW CONFI G_ALL_B table corresponding to the following keys
respectively:

PLAY_| NTEGRI TY_ENCRYPTI ON_KEY_AUTHENTI CATOR

and PLAY_| NTEGRI TY_DECRYPTI ON_KEY_AUTHENT| CATCR

An example query will be:

update DI GX_FW CONFI G ALL B

set prop_value = ' YOUR DECRYPTI ON_KEY'

where prop_id = ' PLAY_I NTEGRI TY_DECRYPTI ON_KEY_AUTHENTI CATCR ;
update DI GX_FW CONFI G ALL B

set prop_value = ' YOUR_ENCRYPTI ON_KEY'

where prop_id = ' PLAY_| NTEGRI TY_ENCRYPTI ON_KEY_AUTHENTI CATCR ;

Change how your responses are encrypted and decrypted

O Let Google manage my response encryption (recommended).
Google will generate and manage your response encryplion keys. Your backend server will call Play's server to decrypt responses.

@ Manage and download my response encryption keys.
Google will generate response encryption keys for you to download. You can update your app server logic to use the keys to decrypt responses.

1. Generate a .pem file so that Google Play can encrypt your response encryption keys for secure download.
Show instructions v

2. Upload the .pem file to download your response encryption keys.

Upload .pem file

&, Upload

Discard changes

14. Add project number in below property of app.properties.
<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project.
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= Google Cloud $* Play integrity ¥ Search (/) for re e roducts and more
You're working in Play Integrity
Project number: 420817978115 Kj  Project ID: playintegrity-tdqdquiheddectm I
ashboard Recommendations
3 Croate a VM 3 Run a query in BigQuery E3 Craate 3 GKE cluster

Q_ search o & @ @ i °

AA o

15. Mention the time in seconds to which app can hit the play integrity api. By default it is

300seconds but you can configure as per the requirement.

Use below property in RootCheckFlags.java(workspace_installer/zigbank/platforms/
android/app/src/main/java/com/ofss/digx/mobile/android/) long playlntegrityAPICallTime =

your_time_in_seconds;

long playintegrityAPICallTime = your_time_in_seconds;

16. Scroll down on the App Integrity page.
Navigate to Store listing visibility.

Click on Settings button.

g Test and release
Store listing visibility woimesry crecis

Releases overview

Google Play can check that devices pass integrity checks before making your store listing visible to users. Turn on this check to reduce your app's distribution to unknown
and untrustworthy devices. This check will not impact your Google Play discoverability or ranking in search results. Show less

Production

Testing ¥ @ Exclude your app from distribution to
certain devices

Pre-registration You can set up rules to exclude devices
from your app's distribution on Google
Play

App integrity
App bundle explorer

Turnon

Setup

Select Strong Integrity checks option and Save.
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«  Allapps
« Appintegrity

Store listing visibility

OF Dashboard
il Statistics
@ We will soon take action because your app does not adhere to Google Play Developer

(@ Publishing overview Programme Policies. Fix violations as soon as possible.

Go to Policy status
&7 Testand release

Reduce risk to your app by stopping Play distribution to devices and virtual environments that donit pass system integrity checks, don't meet
4 Monitor and improve ; - :
Android compatibility requirements and may not be licensed to run Google Play services. Learn more

yh Growusers Store listing visibility &) O  Nointegrity checks

(O  Basicintegrity checks
> Monetise with Play Google Play will check the device meets basic integrity before making your app visible to users

(O Device integrity checks (recommended)
Google Play will check the device meets device integrity before making your app visible to users

@ strong integrity checks
Google Play will check the device meets strong integrity before making your app visible to users

@® Note

By enabling this setting your app will not be listed on play store of rooted device.
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FCM Push Notifications

This topic describes the systematic instruction to FCM Push Notifications option.

1. GotoURLhttps://firebase.google.con .

2. Traverse to console and create a project.

# Firebase

Welcome to Firebase!

0BDX

+

Add project

@) Explore a demo project = ios

3. Download google-services.json from below page and save to
(zigbank\platforms\android\app) directory.

4. Remember to keep the projects package name and firebase package name same.

P 1T

Imrdid o labeis ranteg s &

5. Traverse to cloud messaging tab Enable Firebase Cloud Messaging API(V1) by clicking on
Manage API in Google Cloud Console.
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& & » 0@ ¢

& C @& console.firebase.google.com/project/obdx-639e5/settings/cloudmessag ¢
@ Oracle Login - Sin.. ¢ 19.25US T - Ora JFrog 3¢ Environments - Or.. 3¢ 18.1 % 18.2-OracleBan... [B] Login - FutwraBank .3 Archive Extractor.. [} React Native 3 All Bookmarks
Firebase 0BDX ~ ¢ O P 2 o
# roecowenies ()| Project settings
. General  Cloud Messaging  Integrations  Serviceaccounts  Dataprivacy  Users and permissions
[ TestLab
£, Crashiytics
.l Analytics Dashboard Firebase Cloud Messaging API (V1) Q Enabled Manage AP1 | ole Cloud =
Console -
© App Check @
€ Messaging Sender It Ses A '
Build v
< C & console.firebase.google.com/project/obdx-B39e5/settings/general/android:com. ofss.zigbank 6% & » 0 G £
@ Oracle Login - Sin.. @& 19.2SUSIT - Ora. JFrog 3¢ Environments - Or.. 3% 18.1-Oracle Bank.. 3% 18.2- OracleBan.. [8] Login - FuturaBank 3 Archive Extractor.. [} React Native B3 ANl Bookmarks
Firebase 00X ~ ¢cop 20
n roecowner (0 | Project settings
General  Cloud Messaging  Integrations  Service accounts  Dataprivacy  Users and permissions
E TestLab
£, Crashiytics Your project
.l Analytics Dashboard
@ AppCheck , oBOX
€ Messaging
@ obdx-639e5
@ 1062626365675
Build v @  namS (us-central)
Release & Monitor - AP! Key AlzaSy HBTmS 59
ADAACE ik Environment
Engage v e g s O
Unspecified #
S e
Public settings
<

Update FCM URL in system configuration (Refer Section 10) by adding
YOUR_PROJECT_ID in url which is captured on above step.

If proxy address is to be used, provide the same in proxy settings at System
Configurations.

Generate private key for your service account by using below steps-
a. Inthe Firebase console, open Settings > Service Accounts.
b. Click Generate New Private Key, then confirm by clicking Generate Key.

c. You can also follow below google doc - https://firebase.google.com/docs/cloud-
messaging/auth-server#provide-credentials-manually.

d. Update the FCM properties which are mentioned in System Configurations section 10.

e. If CONNECTOR is selected in Step 2 update password as below:
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Build Release Artifacts

This topic describes the systematic instruction to Build Release Artifacts option.

1.
2.

3

Clean and Rebuild your project in Android Studio.

Neme: | release

Debuggable

[als< n
[ats< n
\ - |
Renderscript Debuggable | ({15 n

Ini Debuggable

Signing Config

cordova_pluginsjs *

In Android Studio, on the menu bar Click on Build - Edit Build Types - select release.

el

5 jsonjs %

Renderscript Optim Level | (5

Minify Enabled | tatse n
Pseudo Locales Enabled | n

Proguard File [

Application Id Suffix [

]
\

Version Name Suffix [

Zip Align Enabled

-a

Lo s

alpus &)

RO PIoIpUY e

® Project Structure
File Edit View Navigate Code Analyze R
DRHG| ¢» XHa Q@R +— Properties | Signing | Flavors | Build Types| Dependencies
android (%" build.gradle SDK Location debug +
B 3 project o - [@ P -
4 = | Developer Services
£ plugins 4
& Ads
A resources.nls q
# Authentication
- retail 9
.| Notifications
¥ configuration.htm g
g . Modules
& cordovajs
z B cord J‘ ndroid
2 0 md' T’p‘“gms’” i Cordovalib
v indechtm! 4 [2 Obdsib
build q
5 cordova 9
g #l Cordovalib 7
3 gradle E
libs ]
2 Obdxlib 1
platform_wuy k|
1
G st 1
=) gitignore d
& android.im 4
= i android json E
= % AndroidManifestxml |
2 2 build gradle 3
= 4l gradie.properties
W =] gradiew
=) gredlew.bat 5
= i local.preperties |
z Sl project.properties E
A & settings.gradle ]
- (& wrapper.gradle N
# & Android Monitor | & Messages
O

P

DHG ¢+ A

File Edit View Navigate Code Analyze Re

QR

E

androi| P Select Path

L]

AE®L X

X

[

Hide path

I W

p\17.2 do

P pro |5

5 LProject |

=1 Z:Structure

@ Captures

A Build Yariants

o 2 Favarites

Cordovalib
gradle
libs
Obdxib
platform_www
res
sic

£l gitignere

& android.iml

i android json

' AndroidManifest xml

 build.gradle

7l gradie.properties

El grediew

gradlew.bat

7l local.properties

[ proguard-rules.pro

4l project.properties
@ settings.gradle
@ wrapper.gradie

i platforms json

plugins

es

“ [ concel | [ Hep |
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Neme: | release

Debuggable

[tals< n
[tatse n
\ - |
Renderscript Debuggable | (1215 n

Ini Debuggable

Signing Config

Set Minify Enabled — True & click on Proguard File selection — Navigate to proguard-
rules.pro (zigbank\platforms\android\app).

Renderscript Optim Level | (2

Minify Enabled [true n
Pseudo Locales Enabled | n

Proguard File [

Application Id Suffix [

\[}

Version Name Suffix [

Zip Align Enabled

=

i Eventlog [ Gradle Console
UTF-8: Context <no = &
-
Q
Emdova,plugms,;x B jsonjs X | ~=1 |
®2
&
&
z
g
g

m ‘ Concel |

i) EventLog

[E] Gradie Console

Fchars 7344 LF:

UTF-8%

%
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4. Click OK - again click OK.

Chapter 4

5. Adding URLs to app.properties.xml (customizations/src/main/res/values/).

a.

NONOAM (DB Authenticator setup).

For more information on fields, refer to the field description table.

Table 4-1 NONOAM (DB Authenticator setup)

SERVER_TYPE

NONOAM

KEY_SERVER_URL

Eg.
https://mumaa012.in.orag

le.com:1844.

WEB_URL

Eg.
https://mumaa012.in.orag

SERVER_CERTIFICATE_KEY

le.com:1844:

Refer steps 6.7

OBDXTOKEN (Token based mechanism).

For more information on fields, refer to the field description table.

Table 4-2 OBDXTOKEN (Token based mechanism)

SERVER_TYPE

NONOAM

KEY_SERVER_URL

Eg.
https://mumaa012.in.orad

(This URL must be of
OHS without webgate)

WEB_URL

Eg.
https://mumaa012.in.orag

SERVER_CERTI FI CATE_KEY

Refer point 6.7

OAM Setup (Refer to installer pre requisite documents for OAuth configurations).
For more information on fields, refer to the field description table.

Table 4-3 OAM Setup

SERVER_TYPE

OAM

KEY_SERVER_URL

Eg.
https://mumaa012.in.orad

(This URL must be of
OHS without webgate)

WEB_URL

Eg.
https://mumaa012.in.orag

KEY_OAUTH_PROVI DER_URL

le.com:1844:

le.com:1844:

le.com:1844:

le.com:1844:

http://mumQ00aon.in.oracl¢.com:14100;

APP_CLIENT_ID <Base64 of clientid:secret>
of Mobile App client
APP_DOVAI N OBDXMobileAppDomain

WATCH_CLI ENT_I D

<Base64 of clientid:secret>
of wearables
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Table 4-3 (Cont.) OAM Setup

Chapter 4

SERVER_TYPE

OAM

WATCH_DOVAI' N

OBDXWearDomain

SNAPSHOT_CLI ENT_I D

<Baseb64 of clientid:secret>
of snapshot

SNAPSHOT_DOMAI N

OBDXSnapshotDomain

LOG N_SCOPE

OBDXMobileAppResServe
r.OBDXLoginScope

SERVER_CERTI FI CATE_KEY

Refer steps 6.7

Domain Based Setup (This is same for OBDX servicing App and Authenticator App).
To use domain based setup enable below flag in app.properties file:

<string name="DOMAIN_BASED_CATEGORIZATION">true</string>

IDCS Setup.

For more information on fields, refer to the field description table.

Table 4-4 IDCS Setup

SERVER_TYPE

IDCS

KEY_SERVER_URL

Eg.

https://mumaa012.in.oracl¢.com: 18443,

(This URL must be of

Mobile Application Builder - Android Guide

G51762-01

OHS without webgate)
WEB_URL Eg.
https://mumaa012.in.oracl¢.com; 18443,
KEY_mm H_ PRO\/I DER_ URL http://obdx-tenant0 1.identity.c9dev0.oc9qadev.com/oauth2/v1/token
APP_CLIENT_ID <Base64 of clientid:secret>
of Mobile App client
WATCH CLI ENT_ID <Base64 of clientid:secret>
of wearables
SNAPSHOT_CLI ENT_I D <Base64 of clientid:secret>
of snapshot
LOG N_SCOPE obdxLoginScope
OFFLI NE_SCOPE urn:opc:idm:_myscopes__
offline_access
SERVER_CERTI FI CATE_KEY Refer steps 6,7
To Enable SSL.
There are 2 levels of SSL checks added in the app. One is to check SSL on app launch
only and another one is to check SSL for every api calls in Ul. By default app launch SSL
is enabled & Ul SSL check is disabled. Bank can enable/disable SSL by using below
properties.
ENABLE_SSL true
ENABLE_SSL_FOR Ul false
Enable/Disable Face biometric.
Below flag is use to enable or disable Face biometric for alternate login in OBDX app.
April 27, 2026
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10.

11.

12

13

Chapter 4

ALLOW FACE_BI OMETRI C true

By default product support both biometric type i.e. Face & Fingerprint for alternate login.

Domain Based Setup (This is same for OBDX servicing App and Authenticator App).
To use domain based setup, enable below flag in app.properties file -

<string name="DOVAI N_BASED CATEGCRI ZATI ON'>t rue</string>

Adding chatbot support to mobile application (Optional).

CHATBOT I D The tenant ID

CHATBOT _URL The URL for the ChatApp application in
ODA

If using http protocol for development add (android:usesCleartextTraffic="true") to

application tag of AndroidManifest.xml (on app & obdxwear target).

® android - [D: - [app] - w\app - Android Studic 3.0.1 - [m] X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
android ) % app ) 8 src B main ) & AndroidManifestaml Y TER LEQ
| B Project - €@ = | B 1| o facebor N rt o ~=1 | Gradle projects - -1 i
E androld D:\Installer\Ollnstaller\ Workspace\zigbank\pla| o e o+ — @ o B z
= E
~ gradle <uses-permission android:name="zndroid.permission.WRITE_EXTERNALES v (2 android =
idea <uses-permission android:nane="android.pernission.READ_PHONE_STATE 3 android (root
o app <uses-permission android:name="android.permission.ACCESS NETWORK § >
z app-lib <uses-permission android:name="android.permission.ACCESS_CORRSE_LO - e
£ BarcodescannerLib <uses-permission android:name="android.permission.ACCESS FINE_LOCA * sapp-lib
] cordova <uses-permission android:name="android.permission.RECETVE SMS" 2 :Barcodescannerlib |
v Cordovalib <uses-permission android:name="android.permission.READ SM 2 :Cordovalib
i Cordovalt <uses-permission android:name="android.permission.CAMERA" /> 3 :customizations
B il customizations <uses-permission android:name="android.permission.FLASHLIGHT" /> 3 sobdxcore
H radle
B ¢ 2 obdavear
S obdxcore <application -
@ obdswear - androia:hardvareAccelerated="true" S :obcawear-lib
obdxwear-lib
androidim android:usesCleartextTraf fic=itruch
o android json android: supportsRtl="true">
 build.gradle <activity
1 gradle.properties android:configChanges="orientation|keyboardiidden |keyboard
gradiew android:label="gstring/launcher_name"
- android: launchMode="singleTop"
gradiewba android:name="com.ofss .digx.nobile.androld. MainAetivity"
= ) keystorejks 2ndroid: theme="gandroid: style/Thene DeviceDefault . NoAction
5 Lilocal.properties android:windowSof tInputMode="ad jus tResize">
s 1 projiect properties </activity>
E 3 settings.gradle <activity android:name="com.ofss.digx.mobile.android.Splashict _ 5 -
= 2 wrapper.gradle android: configChanges="orientation|keyboardHidden |keyboard () ErCe e eG = an
- -~ Ipfb g android:1abel-"Estring/Launcher name" thah\:thepalh(u Subversion executable is s
. emal Libraries andro1d: launch¥ode="singleTop" wreng- Exit B
£ android:theme="¢style/SplashTheme" =
H android:windowSoftInputMods justResize"> @ Platform and Plugin Updates ‘X,';
= <intent-filter android:label="string/app name’> 2
= = Android Studio s ready to update. g
®x Text | Merged Manifest -
P 4Run  BTODO = & logeat % Android Profiler 17 & Version Control [ Terminal ! 0t Messages ) Eventlog =] Gradle Console
[ Executing tasks: [:app:assembleDebug] (moments ago) 2 Gradle Build Running [arswsw ) 3344 CRLF: @
On menu bar click on Build — Generate Signed Apk.

@ Android Studio File Edit View Navigate Code Analyze Refactor Bulld Run Tools VCS Window Help M = o@ Thu5:09PM Q @ =
ene © android [ P/ . Android/19.1 i - i i js [app]

s android ';app st main assets W framework is constants | . constants.js B N | = obdxwear v | P -3 [ 5 ML e Qe
%] Android ~ @ &= & — | g AndroidManitestxmi « | g app.propertiesxmt | o i L2 i I | 2 constants s -
iz app 1 | 1,ssl:{status:"disabled"}, localization:null, pages:{securerage: " /home.htnl", publicPage: "/index.htnl"}, authenticator: "0BDXAuthefi
S rnapp-lib =
* nyBarcodescannerLib
_|» yCordovalib
2 ;i customizations
] - obdxcore
F obdxwear
8| i obdxwear-lib
&> a Gradle Scripts
S
H
b
=
2
:

i
| Build:  Build Output Syne o -
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14.

Chapter 4

® Generate Signed APK

et

Module:

app

android [DAAMmeet\ QA ob 0 0 g A - X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
= android app sre main g AndroidManifestaml BN obdiwear ¥ | b E- (/0 - ML Qo
o Android ¥ @B = & — | amindehtml & configjs = - »
]
£ app 1 <uses-permission android:name="android.permission.WRITE_EXTERNAL STORAGE" /> ug
=) manifests 2 <uses-permission android:name="android.permission.READ_PHONE STATE" /> 2
2l generstedlava 21 <uses-permission android:name="android.permission.ACCESS_NETWORK STATE" />
= S_COMRSE_LOCATION" />
g assets Generate Signed Bundle or APK X ks FINE LOCATION" />
5 res IVE_sus" />
3 app-lib "
3| e . ndroid App Bundle ps >
£ i Barcodescannerlib OIS
H & Cordovalib ILIGAT" />
=l p B customizations Generate a signed app bundle for upload to app stores for the following benefits:
& obdxcore ® Smaller download size
. obdxwear ® On-demand app features
é = obdxwear-lib » Assct-only modules
S|» @ Gradle Scripts
s Lesrn more
(=} flen| keyboard| screenSize| locale”
O APk
g
E
5 Buie ol output = Build a signed APK that you can deploy to a device o —
-] android: synced successfully ot 1/14/2 17 PM with 1 warnin alNativeBuildTasks()' is obsolete and has been replaceq 4
= Run build D:\Ameet\QA\Patchset Releases\MobileApp\Mobil m Cancel Help £ 2019
1 Load build ://d.android.com/r/toola/task-confiquration-avoidance. ¥ o
= Run init scripts To decermine what 19 calling variant.getExcernalliaciveBuildTasks(), use -Pandroid.ded — | o
2 Evaluate settings Affected Modules: app e
2 Configure build (s
- Calculate tosk graph =
Run tasks LAE)
g Gradle Sync Issues: (1 warning) < |2
= % Di/Ameet/QA/Patchset PP rkspace.| L
2 & app/build.gradle (1 warning)
0oDo Terminal |~ % Build = & Logcat

(=]

Source generation ended in 14 5 520 ms (11 minutes age)

3344 CRLF

@ Event Log
4spaces + T

If you have an existing keystore.jks file then select choose Existing else click Create New.
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15.

Chapter 4

Eey store path:

Key store password:
Key alias:

Key password:

® Generate Signed APK >

ChUsers\adipatel\My Documents\keystore, ks |

Qreatenew...J I Choose existing... l

Keystore

D Bemember passwords

Ereviousl m l Cancel

File Edit View Navigate Code Analyze Refactor Build Run Toels VCS Window Help

' android 'z app sre [ main . AndroidManifestxml B A | = obdwwear ¥ | b E-3 oo aLe Qe
3 Android ¥ @B = & — | amindehtml & configjs = - »
£ “app <uses-permission android:name="android.permission.WRITE_EXTERNAL STORAGE" /> ne
E manifests <uses-permission android:name="android.permission.READ_PHONE STATE" /> 2
) generstedlava <uses-permission android:name="android.permission.ACCESS_NETWORK STATE" />
- S_COMRSE_LOCATION" />
g assets Generate Signed Bundle or APK X bs FINE_LOGATION" />
5 res IVE_SMS" />
S aapplib i = opp - | [sust />
g % Barcodescannerlib U H
H & Cordovalib ILIGAT" />
&
4> Vi customizations
 obdxcore Key store path set pp e
..\ > [ obdxwear
5 [ obdxwear-lib Create new. Choose existing.
S|» @ Gradle Scripts
E Key store password | ssssseses
= fien| keyboard| screenSize | Locale”
Key alias keyd

g
8 Keypassword ~ ssssseses
"2 Build:  Build Gutput Sync Lermlesy peenanis o —

& android: synced successfully ot 1/14, 7PM with 1 warnin alNativeBuildTasks()' is obsolete and has been replaced
P Run build D:\Ameet\QA\Patchset <\ MohileA pp\Mabilg Previous Cancel Help £ 2019.
E , Load build ://d.android.com/r/tools/task-configuration-avoidance.
= Run init scripts YA To Getermine what is calling variant.getExternalNativeBuildTasks(), use -Pandroid.deby
= Evaluate settings Affected Modules: app -
2 Configure build
- Calculate tosk graph

Run tasks

g Gradle Sync lssues: (1 wzrming)
£ % Di/Ameet/QA Patchset PP rkspace i
2 & app/build.gradle (1 warning)

i= TODO Terminal % Build = & Logcat @) Event Log

[ Source generation ended in 145 520 ms (11 minutes ago)

3344 CRLF+ UTF-2 4spacest m @ & &

Select Build Type as Release, Sighature Version as V1(JAR Signature) and V2(Full
APK Signature) and Change APK Destination folder if you want and click Finish .
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16.

17.
18.

19.

Chapter 4

® Generate Signed Bundle or APK X

Build Variants:

Signature ions: |V V1 (Jar Signature) |v| V2 (Full A

Finish

This will generate APKby the given name and destination folder. Default APK Destination
folder is zi gbank\ pl at f or ms\ andr oi d\ app\ r el ease.

Run the App and select Device or Simulator.

Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Use proguard-rules.pro from

wor kspace_i nstal | er\ zi gbank\ pl at f or ns\ andr oi d\ obdxwear using explorer.
The select obdxwear as the module and follow same signing steps with same keystore.

The application has a config page at launch to enter the URL of the server (for
development only). To remove this page, update the config.xml as shown below:

The application has config page to add URL. This is for development purpose only and can
be removed using below step (Update content src tag).
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22.

Chapter 4

ece android (~/Desktop/Workspace_Android/18.3/April/ kspace. - | [app]
< android ) 1 app ) 14 src ) 1 main ) (17 res ) £ aml ) g5, config.xm ) A, | = chdwwear ~ | P # G @ mLe mQ
g android ~ © = & — [§ AndoidManifestaml g apppropertiesxml g AndroidMani 5 Androi £, config xmi =
T 1 <?xml version='1.0" encoding='utf-g'?> o2
S pyapp-lib <widget id="com.ofss.digx.mobile.android” version="1.8.0" XmLns="http://wdd.w3.0ro/ns/widgets"> T&
® <name>0bdx</nane>
% BarcodescannerLib escriotion
iii Cordovalib A sample Apache Cordova application that responds to the deviceready event.
i customizations 6 </description>
obdxcore ’ <author email="deviécordova.apache.org" href="http://cordova.ic">
Pl 8 Apache Cordova Team
s ] T <rauthor>
% obdxwear-lib 10 PIETRTIE T i ndex, htmL7module=Loginglies
@ Gradle Scripts 11 <access origin='s" />
12 <allow-intent href="htt,
<allow-intent href
<allow-intent hret
<allow-intent h
<allow-intent hre
<allow-intent hret
i <allow-intent h
g <preference nam evel” value="DEBUG" />
S <preference nas v = " fe
38 <preference name="DisallowOverscroll” value="true"/>
F <feature name="Whitelist">
B <paran name="android-package” value="org.apache  cordova.whitelist,hitelistPlugin® />
! <paran name="onload" value="true" />
= </feature>
<feature nane="Device">
£ <paran name="android-package” value="org.apache.cordova.device.Device" />
H </feature>
g <fentura names'Eatrhplinint =
i widget > content
= Build: Syne o =
g ry ® Projectsetup: synced successfully at19/04/19, 3:25 PM 385 ms
3
gl A
&
e o
o
z 2
2 F
- m
3 2
= 3
= 6ilogcat =TODO [ Terminal | A Build Q) Event Log
10 Gradle sync finished in 492 ms (from cached state] 23chars 10:19 LF# UTE-8 Context<nocontext> ' &

Application will work on https only, there is no support for http url further.

To enable App widget, enable below flag in app.properties file:
<bool name="ENABLE_W DCGET" >t r ue</ bool >
Maintenance page configs-

Enabl e below flag to

show nai nt enance page when server is under maintenance
<string

nanme="SHOW MAI NTENANCE _PAGE" >t rue</ stri ng> Al'so add the
status code returned when server

is under main in bel ow property- <string-array

nane="MAl NTENANCE_PACE_STATUS_ CODE" > <itempYour Status

Code</itenp </string-array>

@® Note

You can add multiple status code.

23. To disable caching in app, make below flag to false

<bool name="ENABLE CACHI NG'>true</ bool >

24. To disable ssl pinning in app, make below flag to false

<bool name="ENABLE_SSL">true</bool > i n app. properties.

25. To disable ssl pinning for ui in app, make below flag to false

<bool name="ENABLE SSL_FOR U ">true</bool > in app.properties
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OBDX Authenticator Application

This topic provides information on OBDX Authenticator Application.

1. This is an Authenticator Application which is used when bank has enabled Soft Token
Authentication as Authentication mechanism for any transaction. This application basically
supports one of below authentication:

e HOTP: Random based Soft Token.
e TOTP: Time based Soft Token.

2. Users should have this application installed and logged in and PIN is set before initiating
any transaction which needs this token.

3. Based on the configuration set, user can any time log in with PIN and check the token and
use that token for completing any transaction based on “Soft Token Authentication”.

*  Authenticator Ul (Follow any one step below)
This topic provides information on Authenticator Ul (Follow any one step below). Please
refer section Authenticator Ul (Follow any one step below) of Mobile Application
Builder Guide-iOS Guide for Authenticator Ul build steps. Ul is same for Android & iOS.

*  Authenticator Application Workspace Setup
This topic describes the systematic instruction to Authenticator Application Workspace
Setup option.

5.1 Authenticator Ul (Follow any one step below)

This topic provides information on Authenticator Ul (Follow any one step below). Please
refer section Authenticator Ul (Follow any one step below) of Mobile Application Builder
Guide-iOS Guide for Authenticator Ul build steps. Ul is same for Android & iOS.

e Using built Ul
This topic provides information on Using built UL.

e Using Un-built Ul
This topic provides information on Using Un-built Ul.

e Building Ul Manually
This topic describes the systematic instruction to Building Ul Manually option.

5.1.1 Using built Ul

This topic provides information on Using built UL.

For TOKEN-BASED - Unzip dist.tar.gz directory
fromOBDX_Patch_Mobile\authenticatonTOKEN-BASED

5.1.2 Using Un-built Ul

This topic provides information on Using Un-built Ul.

Mobile Application Builder - Android Guide
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1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui. Copy
the token-based/login folder and replace it at the components/modules/ location. This
will replace the existing the login folder.

2. Copy the contents except _build folder to Authenticator workspace->platform/ios/www
folder.

5.1.3 Building Ul Manually

This topic describes the systematic instruction to Building Ul Manually option.

1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui.
The folder structure is as shown :

0 e authenticator_ui

< = =
Favouries > android [d BN authenticator_ui » _build

3 L4 ios of [F authenticator_ui.tar.gz components
@ AirDrop
> non-oam > css

£ Recents oam 4 framework

Cantl unbuilt_ui > images
#% Applications - 9

non-oam

[ Desktop pages
[% Documents resources

o Downloads

Q

I
0
]
<

¥
<

=
0

vVYvVVYTYTYTYTY

Locations
& iCloud Drive
) Android... &
©) Remote Disc
Tags
@ Red
Orange

Yellow

5.2 Authenticator Application Workspace Setup

This topic describes the systematic instruction to Authenticator Application Workspace
Setup option.

1. Copy Ul (Directories — components, css, framework, images, pages, resources)from /dist
directory to workspace/installer/app/src/main/assets/www/
In case any popup appears, click Replace.
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0@ O www
e == = = . MUl E=
FATOLntES > AndroidManifest.xm| app.properties | components >
@ AIrD . assets > cert_keys.json € cordova_plugins.js
e i res » EEET Y - cordova-js-sic >
Recents € cordova.js
Applications =i f
A il I framework >
| Boesitr . i "
[P Documents | & img i
0 pages d
o Downloads 1 plugins >
P 7 resources >
e o @ settings.html
<7 iCloud Drive
[} Android...
L) smartsv.. &
Remote Disc
Tags
@ Red
—Qranog
2. Launch Android Studio and open existing project.
@® Welcome to Android Studio
workspace_installer
~[Desktop/SVN/18....orkspace_installer
android
~[Desktop/Worksp...platforms/android
main &=
~{Desktop/Worksp...roidfapp/src/main
Android Studi
~fDesktop/Worksp...platforms/android O tu O
. Version 3.3.2
workspace_installer
~/Desktop/SVN/18....orkspace_installer
android -+ Start a new Android Studio project
~/Desktop/Worksp...platforms/android &= Open an existing Android Studio project
android . .
~[Desktop/Worksp...platforms/android I Check out project from Version Control ~
android [#' Profile or debug APK
~/Dasktop/Worksp...platforms/android
. ¥ Import project (Gradle, Eclipse ADT, etc.)
android
~/Desktop/Worksp...platforms/android £ Import an Android code sample
android
~{Desktop/Worksp...platforms/android
) % Configure ~ Get Help ~
android
3. Open OBDX_Installer/workspace_installer folder in Android Studio.
Mobile Application Builder - Android Guide
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<> mv B

| Android
| App
W i0s

Favorites

E Recents

# Applications
[ Desktop
B Documents
© pownloads

rYV¥Y VYT

Locations
<7 iCloud Drive

() Android Stu... &

L smartsvn... =

Remote Disc
Media

S Music

@1 Photos

~ New Folder

>
»
»

[ workspace_installer

[ 12thapr
13thapr

¢ Q
i B8 workspace_installer s android json
LA o app .

[0 app-lib >
! build »
build. gradle
W cordova L
0 CordovaLit >
W gradle LS
gradle.properties
gradiew
gradiew.bat
keystore.jks

keystore.properties
local.properties

[0 platform_www L
proguard-rules.pra
project.properties
settings.gradle
workspace_installer.iml

ECCIETIN  Open |

Open gradle.properties file and update following properties with relevant proxy address if

required.
B Project v © = #1-
[ mipmap-Idpi
[57 mipmap-mdpi
[ mipmap-xhdpi
E] icon.png
[ mipmap-xxhdpi
[ mipmap-xohdpi
[E] values
ch .
& stringsxml
—
A5 stylesxml
E3 xml
2 src
1 workspace
D. android.iml
- .y -
8 android,json
EAndroidManifest.)cml
[‘; authenticator.iml
(% puild.gradle

E gradlew

syst enProp. http. proxyHost = <proxy_address>
systenProp. https. proxyPort = <port_nunber >
syst enProp. https. proxyHost = <proxy_address>
systenProp. http. proxyPort = <port _nunber>

Open “assets\app.properties” file and update following properties as per requirement.
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B Project b Q= &1
i| authenticator D\mobile svn\android\authenticator |
.gradle
Idea
2 assets

« 1 www
ol cert_keysjson
build
cordova
i| Cordovalib
gradle
libs
platform_www
Zres

2 src

warkspace

connection_tineout =
<timeout in_nmilliseconds>
ssl _pi nning_enabl ed = <YES or

Set OTP type to HOTP/ TOTP as per requirement.

Set Server Type to OBDXTOKEN

Set MAX No Attenpts greater than O

Set U Device root check to true if you want to add check on | ogin button.
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@® Note

If selected authentication mechanism is not OAM based then remove
shared_oam url property.

Click Build - Clean & Build - Rebuild project in Android Studio.

Click on Build — Edit Build Type — app - release.
Enable minify - true

Add progurard file from workspace_installer/proguard-rules.pro
Click OK.

If using http protocol for development add (android:usesCleartextTraffic="true") to
application tag of AndroidManifest.xml.

0@ pace installer {~/Desktop/SVN/18.3 i idf1 installer] - ml fapp] ‘i
' workspace_installer ) ' app ) 1 src ) 1 main ) [ AndroidManifest.xmi ) A [ =ap | p - @ sV v O D e EQ
g Android ~ © < & —  ifappproperties & cordovajs e config xmi. 4l settings.html {6 Andraidmanifest.xmi =
E o liape ; . 3
g . <supports-screens g
oy mankests ‘android:anyDensity="true" s
£ [ AndroidManifest.xmi i ue' al
- generatedJava 8
assets android: resizeable="true’ =z
= android; srallScreens="true"
gl android: xlargeScreens="true" /> |
components x
cordova-js-src 16 “android.permission. INTERNET" /> i
css 17 issi i android.permission. WRITE_EXTERNAL_STORAGE" />
5 " i android.permission.READ_PHONE_STATE" />
asennI “android.p .READ_EXTERNAL_STORAGE" />
images.common “android.permission. ACCESS_NETWORK_STATE" />
img
pages <application
2 android: hardwareAccelerated="true"
5 pluging android:icon="gnipmap/icon"
g resources.nls android: label="08DX Secure"
5 2 cordova.js 26 ¥ indroid:usesCleartextTraffic="true"
27 android; supportsRtl="true">
15 i cordova_plugins s — % - le.android . safetynet. ATTEST_API_KEY"
(=} w settings. html " AIzaSyA_Fj7GNPYFZIYGH41 qsnng”/>
7, 8pp.properties <activity
3 {) cert_keys.json andro@d:namg" fss.digx.mobile .
3 feh andr h or eensizellocale"
3 manifest > application
& -~ [m drawable
L [ layout Text  Merged Manifest
Build: sync & —
£ ry @ Projectsetup: synced successfully at 13/04/19, 12:31 P11 395 ms
Ga [ont
&
* X 0
2
2 i
£ H
5 g
1 )
> a
2 g
é 5
= H
=G logeat ETODO A Terminal M 9 Version Control | & Build Q Event Log
[ App s not indexable by Google Search; consider adding at least ene Activity with intent filter, See i {anation for more detalls. Attribute * ‘ison.. 36chars 269 LF$ UTF-B Context <rocontext> ‘W &

For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build —» Generate Signed Apk.
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ORACLE Chapter 5
Authenticator Application Workspace Setup

R R R R T T T T >

® @ Generate Signed Bundle or APK

() Android App Bundle

Generate a signed app bundle for uplead to app stores for the following benefits:

* Smaller download size
®* On-demand app features
® Asset-only modules

Learn more
D APK

Build a signed APK that you can deploy to a device

? Cancel Previous m

® @ Generate Signed Bundle or APK
Module c {
i
|
Key store path JUsers/adi/Desktop/Android/keystore
Create new... Choose existing...

Key store password | 8800080808

Key alias key1

Key password | 00000000 |

[ | Remember passwords

? Cancel Previous
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Chapter 5
Authenticator Application Workspace Setup

R R R R R T >

® @ Generate Signed Bundle or APK

Destination Folder: |"18.3_AuthenticatorfAndroid/13thApriworkspace_installerfapp 5

debug l

release !

Build variants:

Signature Versions: [] w1 (Jar Signature) W2 (Full APK Signature) Signature Help

? Cancel Previous

Click Finish to generate .apk

The application has config page to add URL. This is for development purpose only and can
be removed using below step (Update content src tag).

[ e L] k » installer [ >_Android/18.3/ { 19/April/1 _installer] - i fig.xml [app]
Iz workspace._installer ) [; app ) [ src » i main » = res ) B0 xml ) g config.xml » A |mapp v | > E-3 [+ @ LE mQ
g Android ~ @ T & — | {fjamp.properties [ AndroidManifestxml % @i config.xml P
2 lapp 1 <Pxml version='1,0" encoding='utf-g' 7> 09
& hgape-lib 2 <widget id="con.ofss.digx.nobile.authenticator” version="1.0.0" xmlns="http://uw.w3.0rq/ns /widgets” xlns:cdv="http://cordau &
B, o Cordovalib 3 <feature name="Whitelist">
- ! a <param name="android-package" value="org.apache.cordova.whitelist.WhitelistPlugin" />
» @i Gradle Scripts 5 <param name="onload" value="true" />
6 </feature>
7 <nane>0BDX Secure</name>
8 <description>
9 Application to generate one time password for authenticating transactions in 0BDX Application.
10 </description>
1 <author email="oraclefcdbmobiledevegnail.con" href="in.oracle.com">
12
13 O </author>
14
15
16
17
" 18
£ 19
g 20
z 21
s 23 <preference name="0verrideUserAgent" value="obdx-mobile" />
= 24 <preference name="LoglLevel" value="ERROR"/>
25 <feature name="Device">
2 26 <param name="android-package" value="org.apache.cordova.device.Device" />
g 27 </feature>
z 28 <feature name="FetchPlugin">
) 20 naram name=vandraid-nackage® values'com adohe shonenan fetch FatehPluain® /s
2 widget > content
Build  Sync o —
£ & |v @ Build: completed successfully ~at 19/04/19, 4:05 PM 583 ms
H ¥ @ Run build /Users/adi/Desktop/Workspace_Android/18.3/1Authenticator/2019/April/19thApr/workspace_installer 489 ms
& » @ Load build 3ms
* » @ Configure build 355 ms
b @ Calculate task graph 20ms O
g x » @ Run tasks 110 ms g
g H
38 E
= 5
5
= 2
=700 N Terminal | & Buid | = g Logeat Q Event Log
[0 Gradle build finished in 535 ms (2 minutes ago) 6chars 1449 LF ¢ UTF-8 Context:<nocontext= ‘&
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Application Security Configuration

This topic provides information on Application Security Configuration.

Root Check a Ensure Step 3 is completed.

1. We also have to maintain package names of Servicing and Authenticator app in the same
table, i.e. DI GX_FW CONFI G_ALL_B corresponding to the following keys respectively:
ANDRO D_SERVI CI NG_PACKAGE and ANDRO D_AUTHENTI CATOR_PACKAGE.

An example query will be:

insert into digx fwconfig all b (PROP_ID, CATEGORY_ |ID, PROP_VALUE,
FACTORY_SHI PPED_FLAG,

PROP_COMVENTS, SUMVARY TEXT, CREATED BY, CREATI ON_DATE, LAST_UPDATED BY,
LAST_UPDATED_DATE,

OBJECT_STATUS, OBJECT_VERSI ON_NUMBER) val ues (' ANDRO D_SERVI CI NG_PACKAGE',
"mobi | econfig',

‘comofss.zigbank', "N, '', "Stores device id in OUD, 'ofssuser’,
sysdate, 'ofssuser', sysdate, 'Y, 1,);

SSL Pinning

2. Getthe list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
‘<certificate.der>" with the path to your certificate.
openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -
outform der | openssl| dgst -sha256 -binary | openssl enc -base64.

3. Add the hashed keys generated in point 6 to
zi gbank\ pl at f or ns\ andr oi d\ cust omi zat i ons\ src\ mai n\ r es\ val ues\ app. pr
operties.xm file in‘certificate_public_keys’ array. Append this key to ‘sha256/ in
an <item> tag as shown below. Multiple certificate keys can be added to
‘certificate_public_keys’ array by adding them in <item> tags.

Example:

<string-array name="certificate_public_keys">

<i t enpsha256/ 5kJvNEMAOK] r CAu7eXY5HZdvy CS13BbAOVIGLRSPI1w=</i t en>

</string-array>

Example: for multiple certificates (In case OAM/IDCS is used):

<string-array name="certificate public_keys">

<i t enpsha256/ 5kJvNEMWOK] r CAu7eXY5HZdvy CS13BbAOVIGLRSPI1w=</

i tenp<itenpsha256/ 3r gsgghoqr Degekpkkgk92Fgwlw7exyYCSlokef 9Colw=</it enp

</string-array>
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Adding Custom Cordova Plugin

This topic provides information on Adding Custom Cordova Plugin.

Step 1 -

Create java folder and add yout package under app(zigbank\platforms\android\app).
Create java file under your package which will extends CordovaPlugin.

Override execute method with JsonArray as a parameter.

Retrive jsonobject from JsonArray and get the data which passed from js file.

Example:

public class GetDirectionMapPl ugi n extends CordovaPl ugin
{
@verride
publ i ¢ bool ean execute
(String action, JSONArray args, Cal | backCont ext
cal | backCont ext)
t hrows JSONException {
try{
JSONOhj ect obj ect = args. get JSONObj ect (0);
String yourKey = object.getString("your key");
}catch (Exception e)
{
Log. e( TAG e. get Message() ) ;
}
return true;
}
}

Step 2 -

Create plugin file under plugins folder of

www(zigbank\platforms\android\service\workspace\app\src\main\assets\www\plugins).

Example:

cordova. define("cordova-pl ugi n-getdirection", function(require, exports,
modul e)
{
var exec = cordova.require(' cordoval exec');
exports. navigate = function(args, successCallback, errorCallback)
{
cordova. exec(successCal | back, errorCall back, " Get Di recti onMapPl ugi n",
“direction",

[args]);
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[
~— -

cordova-plugin-getdirection.getDirectionPlugin — user defined id from
cordova_plugin.js(zigbank\platforms\android\service\workspace\app\src\main\assets\ww
w\cordova_plugin.js)

GetDirectionMapPlugin -~ name of java plugin class.

direction - action.

navigate — this can be use in js file to this function.

Step 3 -

Make entry of plugin in

cordova_plugin.js(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\
sr

c\main\assets\www) as below -

Example:

{
"id": "cordova-plugin-getdirection.getDirectionPlugin",
-> user defined id
“file":"plugins/cordova-pl ugi n-getdirection/ ww nmapgetdirection.js", -> path
of plugin
is
file
“pluginld":"cordova-pl ugi n-getdirection",
“cl obbers": [
“w ndow. getDirection" -> this can be used injs file to call plugin
]
}

Step 4 -

Make entry of java plugin class in

config.xml(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\src\mai
n\r

es\xml) file of app as below -

Example:

<feature name="Cet Di rectionMapPl ugi n">

<par am nane="andr oi d- package" val ue="Your Pl ugi n_Java Cl ass_Path" />
</feature>

GetDirectionMapPlugin -> Name of java plugin class

Step 5 -

Plugin calling in js file —
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Example:

wi ndow. get Di recti on. navi gat e

({
originLatLng: origin,
destinationLatLng: |ocation

})

window.getDirection -> clobber define in the cordova_plugin.js file.

navigate — name of the function defined in plugin js file.
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ODA Chatbot Inclusion

This topic describes the systematic instruction to ODA Chatbot Inclusion option.
To enable ODA Chatbot services in the mobile app, the following changes needs to be made:

1. Copy ODAPIugin.java from wor kspace_i nst al | er/ AppExt ensi on/ oda to
wor kspace_i nstal | er/ zi gbank/ pl at f or ns/ andr oi d/ app/ src/ mai n/
j aval com of ss/ di gx/ nobi | e/ andr oi d/ pl ugi ns/

android  app s main  java com  ofss  digx mobile android  plugins | & ODAPlugin A | mapp v || ewexams v & G = B abE gLe QR
5 Project = -
: % android §
- gradle &
- idea =
® v mapp %
] build 5
g src H
3 “ w: main £
= assets B
= java
com.ofss.digx. mobile.android
~ 5 plugins.
@ ODAPIugin
i RootCheckFlags
@ SplashActivity Search Everywhere Double &
res
= AndroidManifest.xml Go to File ¢-#N
build.gradie
) google-services.json Recent Files %E
# proguard-rules.pro -
 Brofect Arrpiitios Navigation Bar TR
% app-lib
rop files here t n th
% BarcodescannerLib Diog iles fers tolcoen tien
com.oracle.bots client.sdk.android.core-20.8.1
com.oracle.bots client.sdk.android.ui-20.8.1
cordova
Build:  Sync Build Cutput 8 =
g i n ¢ :
HRS Build android: finished At 06/07/22 > Task :app:processDebuglavaRes NO-SOURCE S
ES > Task :app:transforaResourcesii thierge. Debug =
LIPS > Task :app:packageDebug e
5 . > Task :app:assembleDebug )
3 g
& Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.
ind Use '--warning-mode all' to show the individual deprecation warnings. o
¢ : g
8 See hitps://docs.gradle.org/é.1.1, ide/command line intecface.htul#sec:command line warnings 2
] 8
] 3
& BUILD SUCCESSFUL in 24s o
a 45 actionable tasks: 45 executed ‘é
- H
I=TOD0 @ Problems P VersionControl 8 Terminal = Logeat | ABUMd| b, Run @ Profier 4§ Appinspection 8 Eventlog 2 Layoutinspectar
a

(] Launch succeeded (33 minutes ago)

2. Download ODA Android sdk from below link-https://www.oracle.com/downloads/cloud/
amce-downloads.html.

3. Add libs folder at zigbank\platforms\android\app and copy below files from downloaded sdk
folder in it.

a. com.oracle.bots.client.sdk.android.core-xx.aar.

b. com.oracle.bots.client.sdk.android.ui-xx.aar.
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Chapter 8

android  app 1 libs A mopv Gewuawznc CEEBCAGE L% QS

D 93| —
~ Fgandroid —/ndoid 1_SUS_ vice/wor
> B gradle
> bmidea
~ wapp
> build

n
{
<]
i
{

i 74 com.oracle.bots.client.sdk android.core-22.04.aar
4 com.oracle.bots.client.sdk android.ui-22.04.aar
A > msrc
 build gradle
i}y google-services.json
# proguard-rules.pro
#iproject properties
» Faapp-lib
> ¥y Barcodescannerlib
| ] by ient.sdk.android. .20.8.1
= com.oracle.bots.client.sdk.android.ui-20.8.1

& AndroidManifest.xmi
# build.gradle

v cordava.gradie

# CordovaLib-release.aar

smiopdeg sy smag [ Joweinus3 53

¥ Build Varianis 3 Favorites L Struclure
-]
H
H

STODO @ Problems [ VersionContol 8 Terminal = Logeat 4 Buld  b,Run (7 Profir @ App inspection @ Eventiog 3 Layout Inspactor
[0 Launch succeeded (today 2:35 PM) L]

In Android Studio follow below steps-
File - Project Structure — Dependencies.

Click on "+" icon and select JRIAAR Dependency and select app module and click Ok.

android app [ lios.

A (mwpv [ Grexwznvy ¢ E ESGC A HE GLOG QR
-

= Project v 0F F 8-
;4 ~IAngroid 1_5US i
> W gradle
> I idea
< haapp
gi > I build

i com.oracle.bots.client €Al andenid cnra=37 AA 2ar
LX)

§ # com.oracle.bots.cl
ﬁm““““_uowmmn
¥ Cordoval Ib

- > s o
o build gradle -
wapp ® ®  AddJarjAar Dependency
Please select a module:

if) google-services.json 5
# proguard-rules.pro SDK Location
#iproject.properties Variables
» Iy app-lib ——
» [ BarcodescannerLib Modules
-mnm-.m.nlm.m
e com oracle.bots.client.sdk
> B cordova
~ Iy CordovaLib . obdxwear-
| > mbuid suggosions @D
i AndroidManifest.xml
# build.gradie
# cordova.gradle
I4 CordovaLib-release.aar

Nathing to show

¥ BarcodescannerLib
Iz Cordovalib

Wi customizations

g obdxcore
W obdxwear
I abduwear-lib

= build.gradle
Higradie properties
2 gradiew
# gradiew.bat
# keystore jks
#ilocal.properties
# proguard-rules.pro
iproject.properties
& settings.gradle
¥ wrapper.gradle
ETOD0 @ Problems | nControl M Terminal & Logcat 4 Buld B, Run /2 Profiler  f App Inspection
[ Launch succeeded (today 2:35 PM)

B BuldVerients 3% Fevorites 5. Structure

Add both .aar file paths from step3. Then click Apply and Ok.
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android  app I libs

A moapv| Geexany g E B0 HSE g0L% Q)

& Project v
~ Wgandroid - /Android 71 1_SUS_Suppor

> bm gradle

> W idea

~ Bsapp
> B build

5 L comoraclebots.cliel

L com.oracle.bots.client el andenid cnra_53 A4 aar

Project Structure

L) > W « o
# build.gradle
i) google-services.json
# proguard-rules.pro O Roceion
fproiect.properties (BT
> Iy app-lib
» I BarcodescannerLib
i com.oracle.bots.client.sd
B com.oracle.bots.client.sdk
> B cordova
~ % Cordovalib

+ Iz

- itragment:13.6

Iz BarcodescannerLil Il android.interpolator:interpolator:1.0.0
1 .

LN ) Add Jar/Aar Dependency
1% Module 'app’

Step 1.
Provide a path to the library file or directory to add.
| libsjcom.oracle.bots. cilent.sdk.android.ui-22.04 a8 T~]

> = build , m
2 AndroidManifest xmi
# build.gradle
& cordova.gradle
i4 CordovaLib-release.aar
> L customizations
» Imgradie
> I obdxcore
> i obdxwear
> I obdxwear-lib
il android json
# build gradle
s gradle.properties
2 gradlew

Step 2.
Assign your by selecting one of below.
Open Documentation

# gradlew.bat

# keystore jks
{lilocal.properties

# proguard-rules.pro
iuproject.properties
¥ settings.gradie
 wrapper.gradie

K BukivVariants 3% Favorites B Structure

=T0D0 @ Problems [ versionControl @8 Terminal = Logeat 4, Buld B Run 3 Profier  # App Inspection

[0 Lounch succesded (today 2:35 PM)

android  app [ libs

A s Qe GBS0 AN gL QAR

& Project v
~ Fgandroid - /Andioid 1.5US_Suppor

» B gradle
> Imidea
v s app
> B build

2+ Resource Manager

> M
# build.gradle
i) google-servicesjson
# proguard-rules.pro
#iproject.properties

> Bgapp-lib

» I BarcodescannerLib
= com oracle.bots.client sdi
= com.oracle.bots.client.sdK

> I cordova

~ I CordovaLib

arcodescamerlil b Cordovat
1
LA Add Jar/Aar Dependency
1 Module 'app’

Nothing to show

Step 1.
Provide a path to the library file or directory to add.

| libsfcom.oracie.bots.ciient.sdk.android.core-22.04.aar [+]

> B build @
= AndroidManifest.xml
 build.gradle
# cordova.gradie
74 CordovaLib-release.aar
> Wi customizations
> B gradie
> I obdxeore
> 1 obdxwear
> 1y obdxwear-lib
) android json
 build gradle
fHigradle.properties
o gradiew

stop 2.
Assign your by of below.
Open Documentation

e |

# gradiew.bat

# keystore.jks
lecal.properties

# proguard-rules.pro
iliproject properties
# settings.gradie

= wrapper.gradie

¥ Build Variants O Favorites 5. Structure

O e Eschlins ) Varsicn cOntolis UGN S Lo S S BN B i o Prcier 8 N kapecitals

[0 Launch succeaded (taday 2:35 PM)

Add Chatbot ID and Chatbot URL in app.properties.xml
(zi gbank\ pl at f or ms\ andr oi d\ cust omi zat i ons\ src\ mai n\res\val ues)
<string name="CHATBOT _ID">@@CHATBOT _ID</string>.

<string name="CHATBOT_URL">@@CHATBOT_URL</string>.
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Push Notification 2FA configuration

This topic provides information on Push Notification 2FA configuration.

1.

This is 2fa authentication set for any transaction. With the setup, whenever any user
initiates any transaction, they will receive a push notification on the registered device. They
have to click on the notification to accept/reject the transaction. Based on the action, the
transaction will be proceeded.

Note: PUSH natifications are received only if user has allowed push notification when the
application was installed and logged in the mobile application for the first time.

If user disallows the notification when the application for installed for the first time., they will
not receive any push notifications on their devices.

If Push notification 2fa is enabled at bank side for any transaction then, the screen displays
message to wait for the push notification to accept/reject the transaction authentication.
The message displayed on the text as well contains a timer of 5 minutes displayed on the
Ul. This value is set in the Ul code. If bank needs to change this value, bank needs to
update the value in Ul code:

File path: channel/metadata/user-components/push-out-of-band/push-out-of-band/hook.js

Code to be changed: const mins = <<value>>;
Update the value to what bank needs to set it. This value is in minutes.

So, ideally 5 minutes (existing value in base Ul code) is an ideal time. Any changes made
in this value should satisfy below pre-condition.

There is an OTP expiration time set in “digx_fw_config_ ALL_b” table.

Also, there is business policy check set to 10 minutes for validation of the generated 2fa
token. Bank can write their own business policy where they can modify the 10 minutes
time.

So, the time in Ul code should not exceed 10 minutes and OTP expiration time in
“digx_fw_config_ALL_b" table.
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System Configuration

This topic provides information on System Configuration.

Select the appropriate entity in System Configuration page on admin login.

Table 10-1 System Configuration

Property Name Entity Config Description

Name
FCM Server URL Event Management| FCM Server URL for Push Notification.
FCM Key Store Event Management | Specifies whether to pick server key

from database or from connector.
Default DB (No change).

FCM Authorization Key Event Management| FCM Private key for push natification
(Service account json file content).

Proxy Settings Entity / Event Proxy settings to allow APNS connection

Management from OBDX server. The format is:

HTTPR,<proxy>,<proxy port>, userld,
password.

Android Service Application Package Framework/Mobile | Package name of service application.

Name

Android Soft Token Application Package |Framework/Mobile | Package name of soft token application.

Name

Play Integrity Encryption Key for Android | Framework/Mobile | Play integrity encryption key for service

Service Application app.

Play Integrity Encryption Key for Android | Framework/Mobile | Play integrity encryption key for soft

Soft Token Application token app.

Play Integrity Decryption Key for Android | Framework/Mobile | Play integrity decryption key for service

Service Application app.

Play Integrity Decryption Key for Android | Framework/Mobile | Play integrity decryption key for Soft

Soft Token Application Token app.

Play Integrity License Check For Service | Global Settigs/ This property allows to enable license

Application Framework/Mobile | checks in Google play integrity to verify

whether application is downloaded from
Google Store. If this is enabled,
application will check installation source
and will display error in case the
application is downloaded from external
and unverified source.

Mobile Application Biometric Token Global Settigs/ This property allows to set token

Expiration Time Framework expiration time which was issued at the
time of biometric registration

Snapshot Token Expiration Time Global Settings / It is the expiration time of the token

Framework generated for snapshot in mobile

application.

Wearable Application Token Expiration | Global Settings / Expiration time of the token generated

Time Framework for wearable in mobile application.
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Table 10-1 (Cont.) System Configuration

Chapter 10

Property Name

Entity Config
Name

Description

Chatbot Authentication Type

Global Settings /

LOCAL/R_SOFT/T_SOFT/PIN

Security

Management

System
Allowed Device Count for Biometric Global Settings / Set to 1 or 100 based on bank’s
Registration Framework requirement to allow number of devices

or biometric registration

Allowed Window Size for TOTP Token

Global Settings /
Framework

Base value is 6, Recommended is 6 or
4. Based on these settings the window
size of the generated tokens will vary.
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Pre-requisites for Production App

This topic provides information on Pre-requisites for Production App.

1. Enable all security configs like Play Integrity, SSL.

N

Please share release app only for security testing, as code obfuscation will be applied on
release mode only.

Enable force app update flag.
Server URL must be pointed to production environment.

Add SSL certificate public keys for root and intermediate certificates for SSL pinning check.

o g & ©»

Check all configuration for playintegrity & SSL.

Mobile Application Builder - Android Guide
G51762-01 April 27, 2026
Copyright © 2015, 2026, Oracle and/or its affiliates. Page 1 of 1



Index

A

Adding Custom Cordova Plugin, 1

App Update Manager, 12

Application Security Configuration, 1
Authenticator Application Workspace Setup, 2
Authenticator Ul (Follow any one step below), 1

B

Build Release Artifacts, 1
Building Ul Manually, 2

C

Create project using Remote Ul, 3

D

Deeplinking - To open reset password, claim
money links with the application, 8

Device Registration and Push Registration
Functionality, 9

Displaying Rate Option to Redirect to Playstore
Page, 11

E

Enabling Force Update, 11

G

Google Play Integrity, 1

Mobile Application Builder - Android Guide
G51762-01
Copyright © 2015, 2026, Oracle and/or its affiliates.

Importing in Android Studio, 3

L

Location Tracking Metrics, 10

O

ODA Chatbot Inclusion, 1

P

Passkey (Passwordless login), 5
Pre-requisites for Production App, 1
Prerequisites, 1

Push Notification 2FA configuration, 1

S

Scan to Pay from Application Icon, 5
Splash Screen Migration, 11
System Configuration, 1

U

Using built Ul, 1
Using Un-built Ul 1

W

Widget Functionality, 4

April 27, 2026

Index-1 of Index-1



	Contents
	Preface
	Purpose
	Pre-requisites
	Audience
	Documentation Accessibility
	Critical Patches
	Diversity and Inclusion
	Related Resources
	Conventions
	Screenshot Disclaimer
	Acronyms and Abbreviations
	Post-requisites

	1 OBDX Servicing Application
	1.1 Prerequisites
	1.2 Create project using Remote UI
	1.3 Importing in Android Studio
	1.4 Widget Functionality
	1.5 Scan to Pay from Application Icon
	1.6 Passkey (Passwordless login)
	1.7 Deeplinking - To open reset password, claim money links with the application
	1.8 Device Registration and Push Registration Functionality
	1.9 Location Tracking Metrics
	1.10 Displaying Rate Option to Redirect to Playstore Page
	1.11 Enabling Force Update
	1.12 Splash Screen Migration
	1.13 App Update Manager

	2 Google Play Integrity
	3 FCM Push Notifications
	4 Build Release Artifacts
	5 OBDX Authenticator Application
	5.1 Authenticator UI (Follow any one step below)
	5.1.1 Using built UI
	5.1.2 Using Un-built UI
	5.1.3 Building UI Manually

	5.2 Authenticator Application Workspace Setup

	6 Application Security Configuration
	7 Adding Custom Cordova Plugin
	8 ODA Chatbot Inclusion
	9 Push Notification 2FA configuration
	10 System Configuration
	11 Pre-requisites for Production App
	Index

