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Preface

e Purpose

e Audience

e Documentation Accessibility
e Conventions

e Critical Patches

e Diversity and Inclusion

e Basic Actions

*  Prerequisite

e Screenshot Disclaimer

1.1 Purpose

This guide is designed to help the user to quickly get acquainted with the Customer Standard
Instructions maintenance process.

1.2 Audience

This guide is intended for the central administrator of the Bank who controls the system and
application parameters and ensures smooth functionality and flexibility of the banking
application.

1.3 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at https://www.oracle.com/corporate/accessibility/.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

1.4 Conventions

The following text conventions are used in this document:

Table 1-1 Conventions

|
Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

ORACLE 1
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Critical Patches

Table 1-1 (Cont.) Conventions
|

Convention Meaning

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.

1.5 Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

1.6 Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

1.7 Basic Actions

ORACLE

Table 1-2 Basic Actions

Action Description
Approve Used to approve the initiated report.
This button is displayed, once the user click Authorize.
Audit Used to view the maker details, checker details, and report status.
Authorize Used to authorize the report created.

A maker of the screen is not allowed to authorize the report. Only a
checker can authorize a report, created by a maker.

Close Used to close a record.
This action is available only when a record is created.
Confirm Used to confirm the performed action.
Cancel Used to cancel the performed action.
Compare Used to view the comparison through the field values of old record and

the current record.
This button is displayed in the widget, once the user click Authorize.

Collapse All Used to hide the details in the sections.
This button is displayed, once the user click Compare.

Expand All Used to expand and view all the details in the sections.
This button is displayed, once the user click Compare.
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Chapter 1
Prerequisite

Table 1-2 (Cont.) Basic Actions

Action Description

New Used to add a new record.
When the user click New, the system displays a new record enabling to
specify the required data.

OK Used to confirm the details in the screen.

Save Used to save the details entered or selected in the screen.

View Used to view the report details in a particular modification stage.

This button is displayed in the widget, once the user click Authorize.

View Difference only

Used to view a comparison through the field element values of old
record and the current record, which has undergone changes.
This button is displayed, once the user click Compare.

Unlock

Used to update the details of an existing record.
System displays an existing record in editable mode.

1.8 Prerequisite

Specify the User ID and Password, and login to Home screen.

1.9 Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.

ORACLE
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Change Gateway Data Source Password

ORACLE

This topic provides systematic instructions to change the password of the Gateway data

source.
1. Log in to the Oracle WebLogic application server.
2. Go to the Home, and then Services, and then Data Sources.
A table that contains the list of all data sources created in the application server is
displayed.
3. Click the data source FLEXTEST.WORLD.
The Settings for FLEXTEST.WORLD screen displays.
4. On the Settings for FLEXTEST.WORLD screen, click the Connection Pool tab.
The Connection Pool tab displays.
Figure 2-1 Settings for FLEXTEST.WORLD - Connection Pool Tab
| = =
5. To change the password, specify the following fields.

Table 2-1 Connection Pool Tab - Field Description

|
Field Description

Password Specify the new password.

Confirm Password Specify the new password again.
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6.
7.

10.
11.

Click Save.

To test the data source, select the Monitoring and Testing tab under it.

Figure 2-2 Settings for FLEXTEST.WORLD - Monitoring Tab

Chapter 2

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WeblLogic Server® Administration Console

Q Home Log Out Preferences Record Help

Messages

 Test of FLEXTEST.WORLD on server ManagedServer was successful

Domain Structure
base_domain
BH-Environment
i~Deployments
E}-Services

i—Persistent Stores
i=-Foreign JNDI Providers
i~“Work Contexts

XML Registries

i+-XML Entity Caches
—-jcom

=Mail Sessions

i--File T3

How do L..

¢ Test JDBC data sources

o Configure testing options for a JDBC data
source

Settings for FLEXTEST.WORLD

Configuration = Targets | Monitoring | Control = Security | Notes
Statistics

Use this page to test database connections in this JDBC data source.

P Customize this table

Test Data Source (Filtered - More Columns Exist)

[

s >FLEXTEST.WORLD

Server

State

O |Managedserver

Running

Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.
After getting the message, restart the application server.

Start the Oracle FLEXCUBE Universal Banking.

Log in to the Oracle FLEXCUBE Universal Banking and test whether the change was

successful.

< Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Change Host Schema Password

ORACLE

This topic explains systematic instructions to change the Host Schema password in the Oracle
WebLogic application server.

1.
2.

Log in to the Oracle WebLogic application server.
Go to the Home, and then Services, and then Data Sources.

A table that contains the list of all data sources created in the application server is
displayed.

Click the data source jdbclfcjdevDS.
The Settings for FCUBDs screen displays.
On the Settings for FCUBDs screen, click the Connection Pool tab.

The Connection Pool tab displays.

Figure 3-1 Settings for FCUBDs - Connection Pool

S T ——————— e o]

Change Center | @ Home LogOut Preferences [&] Record Help Q Welcome, weblogic | Connected to: base_domain
|

View changes and restarts & >FCUBDs
Configuration e Settings for FCUBDS
changes will auf
modify, add or

Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

connection pool within a JDBC data source contains a group of JDBC connections that appications reserve, use, and then return to the pool. The connection pool and the connections within it
ted when the connection pool is registered, usually when starting p WebLogic Server or when deploying the data source to a new target.

Use this page to define the configuration for this data source’s connection pool.

&g URL: jdbe-oracle:thin:@10.184.74 142-1521 KERDEV3

o ;
ag Driver Class Name: oracle jdbc. OracleDriver

How do L. 2|

edential mapping for a JOBC data

System Properties:

System Status

Health of Running Servers

45] Password: eesescscscscscecet

Confirm Password: secssesscsscsesseec

Change the password. Use the following fields:

To change the password, specify the following fields.

Table 3-1 Connection Pool Tab - Field Description
|

Field Description
Password Specify the new password.
Confirm Password Specify the new password again.
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6. Click Save.

7. To test the data source, select the Monitoring and Testing tab under it.

Figure 3-2 Settings for FCUBDs - Monitoring Tab

ORACLE WebLogic Server® Administration Consale e 2 2020200 O

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, weblogic | Comected to: base_domaif

Views chauges sl vestarts Herme >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes wil automatically be activated as you o Test of FCUBDs on server ManagedServer was successfu
modify, add or delete items in this domain

Settings for FCUBDs

Domain Structure =

T: itoris N
e [&] |[ Confiwaton | Tergets | Honitoring || contrl | searity | Notes
EH-Environment Statistes
Deployments

Er-Services

B-Messagng

--Data Sources
Persistent Stores

{+Foreign JNDI Providers
Work Contexts

Registries Test Data Source (Filtered - More Columns Exist)
Entity Caches

JCoM Showing 1to 10f 1 Previous | Next

Use this page to test database connections in this JDBC data source.

 Customize this table

++Mail Sessions
LoFile T3 - Server State
How do L.. S] © | Managedserver Running

« Test JDBC data sources Showing 1to 10f 1 Previous | Next

« Configure testing options for a JOBC data
source

System Status a
Health of Running Servers

| Failed (0)

I " Critical (0)

[ Overloaded (0)

[ Warning (0)

I O (2)

8. Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.

Figure 3-3 Messages

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future
changes will automatically be activated as you & Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

Configuration | Targets = Monitoring Control = Security = Notes
base_domain -

“Environment
i--Deployments
EH-Services
BH-Messaging
t--Data Sources
i--Persistent Stores
Foreign JNDI Providers
Work Contexts
XML Registries
=-XML Entity Caches

Statistics = Testing

Use this page to test database connections in this JDBC data source,

P Customize this table

L Test Data Source (Filtered - More Columns Exist)

-JCOM
t--Mail Sessions
=-File I3 Ll Server
How do L.. = O |ManagedServer

o Test JDBC data sources

9

After getting the message, restart the application server.
10. Start the Oracle FLEXCUBE Universal Banking.

11. Log into Oracle FLEXCUBE Universal Banking. Launch a summary screen or execute a
simple transaction to test.

ORACLE 3.2
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# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Changing Password in Decentralized Setup

ORACLE

This topic provides systematic instructions to change the branch schema password for a
decentralized setup of Oracle FLEXCUBE Universal Banking.

1.

In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file.
Go to the step that can define the branch properties.

Database Installation screen displays.

Figure 4-1 Fig-To be worked

TORACLE' BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Schedules
Admin > JDBC > Update Data Source: Oracle BI EE
Update Data Source: Oracle Bl EE

cancel I Apply
General
¥TIP Please make sure to install the required JDBC driver classes.
Data Source Name |Oracle BI EE
= Driver Type | Oracle BI Server v
* Database Driver Class |oracle.bi
Eamp:
* Connection String [jdbc:oraclel
* Username |Administrator
Pre Process Function
Post Process Function
Use Proxy Authentication
Test Connection |
Security

Available Roles Allowed Roles

Remove All

Modify the following field:

Table 4-1 Database Installation-Field Description
|

Field Description
Password Specify the new password for the branch
schema

Refer to the Installation Guide for further information on the following topics:
* Creating EAR file

* Loading and editing the property file

* Deploying EAR file

Try the above process in UAT or any other test environment before changing the password
in a production environment.
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Change Scheduler Data Source Password

This topic provides systematic instructions to change the password of the scheduler data
source in the Oracle Weblogic application server.

1.
2.

5.

ORACLE

Log in to the Oracle WebLogic application server.
Go to the Home, and then Services, and then Data Sources.

A table that contains the list of all data sources created in the application server is
displayed.

Click the data scheduler source jdbclfcjSchedulerDS.
The Settings for FCUBS_SchedulerDS screen displays.
On the Settings for FCUBS_SchedulerDS screen, click the Connection Pool tab.

The Connection Pool tab displays.

Figure 5-1 Settings for FCUBS_SchedulerDS - Connection Pool Tab

Welcome, weblogic | Connected to: base_domai

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences [&2] Record Help Q

View changes and restarts ces >FCUBS_SchedulerDS

Configuration e Settings for FCUBS_SchedulerDS

Configuration | Targets | Monitoring | Control | Security | Notes

General  Connection Pool Orade ONS  Transaction | Diagnostics | Identity Options

Save

The connection pool within a JDBC data source contains a group of JDBC connections that appiications reserve, use, and then retum to the pool. The connection pool and the connections within it
are created when the connection pool s registered, usualy when starting up VebLogic Server or when deploying the data source to a new target.

Use this page to define the configuration for this data source’s connection pool.

45 URL: jdbc:oracle:thin:@10.184.74 1421521 KERDEV3

4f] Driver Class Name: oracle jdbe xa client OracleXADataSource

How do L.. =]

4] Properties:

re testing options for a JDBC data

System Status System Properties:

Health of Running Servers

4] Password: ®sssssessssesssent

Confirm Password: sesesscsesscscsnec

Change the password. Use the following fields:

To change the password, specify the following fields.

Table 5-1 Connection Pool Tab - Field Description

|
Field Description

Password

Specify the new password.
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Table 5-1 (Cont.) Connection Pool Tab - Field Description

Chapter 5

Field

Description

Confirm Password

Specify the new password again.

6. Click Save.

7. To test the data source, select the Monitoring and Testing tab under it.

Figure 5-2 Settings for FCUBS_SchedulerDS - Monitoring Tab

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
base_domain -
BH-Environment

Deployments

{~Data Sources
{~Persistent Stores
{+Foreign INDI Providers
iVork Contexts
XML Registries
Entity Caches
JCOM
~Mail Sessions
Eie T3 =)

o

How do L..

« Test JDBC data sources

« Configure testing options for a JDBC data
source

System Status ]
Health of Running Servers

| Failed (0)
[ Critical (0)

ORACLE Weblogic Server® Administration Console
& Home Log Out Preferences [&] Record Help Q

cme >Summary of JDBC Data Sources
Messages

o Testof

Settings for FCUBS_SchedulerDS

Configuraton | Targets cmm Securty | Notes

Use this page to test database connections in this JDBC data source.

{ Customize this table

Test Data Source (Filtered - More Columns Exist)

| |

o

Welcome, weblogic | Comected to: base_domai

Showing 1to 10f 1 Previous | Next

Server

State

[e]

Managedserver

Running

Showing 1to 1of 1 Previous | Next

8. Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.

Figure 5-3 Message

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain

BH-Environment

Deployments

Services

[}-Messaging
i—-Data Sources
t--Persistent Stores
L"Foreugn JNDI Providers

="XML Registries
="XML Entity Caches

o Test JDBC data sources

F--jCoM

i="Mail Sessions 4

f--File T3 =]
How do L.. =

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences [ Record Help

Homes >Summary of JDBC Data Sources

Messages

o Test of f as successful

Settings for FCUBS_SchedulerDS

Configuration | Targets = Monitoring Control | Security = Notes

Statistics  Testing

Use this page to test database connections in this JDBC data source.

P Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

O | ManagedServer

ORACLE"
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# Note:

Try the above process in UAT or any other test environment before you change
the password in a production environment.
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Prerequisites for Scheduler Data Source
Password Change

ORACLE

Before you change the password of the scheduler data source, make sure that the following
activities are completed:

1.

2
3
4,
5

Determine the downtime for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.
Stop the Oracle FLEXCUBE Universal Banking application.

Stop the target server to which the data sources point, and to stop the target server, follow
the given steps below:

a. Log in to the Oracle WebLogic application server.
b. Go to the Home, and then Environments, and then Servers.
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change ELCM Data Source Password

ORACLE

This topic explains systematic instructions to change the password of the ELCM data source in
the Oracle WebLogic application server.

1.
2.

Log in to the Oracle WebLogic application server.
Go to the Home, and then Services, and then Data Sources.

A table that contains the list of all data sources created in the application server is
displayed.

Click the ELCM data source.
The Settings for FCUBS_ELCMDs screen displays.
On the Settings for FCUBS_ELCMDs screen, click the Connection Pool tab.

The Connection Pool tab displays.

Figure 7-1 Settings for FCUBS_ELCMDs - Connection Pool Tab

haaga Coubar = b, sisthlcgr e basr dumain

o s el el

Pl L rasbase srws  CormeciuePesl Crws  OFE  Twesscier Sagreese

7] Cobr i B 1 i it

Vo Pregurius

Byt Froseretas

[ETETT TR PI TR T e T

R TEIT TR T PP

To change the password, specify the following fields.

Table 7-1 Connection Pool Tab - Field Description

Field Description

Password Specify the new password.

Confirm Password Specify the new password again.
Click Save.
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7.

8.

To test the data source, select the Monitoring and Testing tab under it.

Figure 7-2 Settings for FCUBS_ELCMDs - Monitoring Tab

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences Record Help

Home »Summary of JDBC Data Sources >FCUBS_SchedulerDS >Summary of )

Messages

& Test of FCUBS_ELCMDs on server ManagedServer was successful.

Domain Structure

base_domain -
@‘En\.‘lronmen(
i--Deployments

EH-Services

[#-Messaging

~-Data Sources

~-Persistent Stores

i--Foreign JNDI Providers

—Work Contexts

~“XML Registries

--XML Entity Caches

~-jCOM

~-Mail Sessions

—File I3

How do L.. =]

o Test JDBC data sources

Settings for FCUBS_ELCMDs
Configuration = Targets = Monitoring Control = Security = Notes

Statistics = Testing

Use this page to test database connections in this JDBC data source,

P Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

O |ManagedServer

Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.

Figure 7-3 Settings for FCUBS_ELCMDs - Monitoring Tab

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain -
‘Enwronment
i--Deployments

E-Services

B-Messaging

--Data Sources

~Persistent Stores

t--Foreign JNDI Providers

=-Work Contexts

--XML Registries

-XML Entity Caches

--JCOM

--Mail Sessions

--File T3

How do L.

]

o Test JDBC data sources

@ Home Log Out Preferences Record Help

yata Sources >FCUBS_SchedulerDS >Summary of J

Messages

& Test of FCUBS_ELCMDs on server ManagedServer was successful.

Settings for FCUBS_ELCMDs

Configuration = Targets Monitoring Control  Security = Notes

Statistics = Testing

Use this page to test database connections in this JDBC data source.

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

3tz Sources >F

0

U

@

Server

O | ManagedServer

ORACLE"
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# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Prerequisites for ELCM Data Source
Password Change

ORACLE

Before you change the password of the ELCM data source, make sure that the following
activities are completed:

1.

2
3
4,
5

Determine the downtime for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.
Stop the Oracle FLEXCUBE Universal Banking application.

Stop the target server to which the data sources point, and to stop the target server, follow
the steps given below.

a. Log in to the Oracle WebLogic application server.
b. Go to the Home, and then Environments, and then Servers.
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change SMTP Server Password

ORACLE

This topic explains systematic instructions to change the password of the SMTP server.

Before changing the password of the SMTP server, Make sure to take a backup of the
fcubs.properties file from the current EAR file.

In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file,
and go to the step that can define branch properties.

The Property File Creation - SMTPS/DMS screen displays.

Figure 9-1 Property File Creation - SMTPS/DMS

| Oracle FLEXCUBE Universal Installer = @
Oracle FLEXCUBE Universal Banking ORACLE
Property File Creation
Current screen provides an oplion for Mail configuring using SMTPS Protocal
No. Name Value
1 Host samplename mail.com
2 Userld infra
3 User Password [TTITITYL]
H JHDI Mame mailFCUBSMai
Log M Exit

On the Property File Creation - SMTPS/DMS screen, modify the following field.

Table 9-1 Property File Creation - SMTPS/DMS

e _______________________________|
Field Description

User Password Specify the new password.

After deploying the EAR file, inform the concerned users and groups about the password
change.

Test whether the password change was successful, and in case the test is not successful,
repeat the above steps and test.

Refer to the Installation Manuals for further information on the following topics:
e Creating EAR file

9-1
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* Loading and editing the property file
* Deploying EAR file

# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.

ORACLE -



Architecture of SMTP Server Password

Change

ORACLE

This section describes the process of changing the SMTP server password.

Figure 10-1 SMTP Server Password Change
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Architecture of EMS FTP Server Password
Change

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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Figure 11-1 EMS FTP Server Password Change
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Change FTP Server Password

This topic explains systematic instructions to change the password of the EMS FTP server.

Before changing the password of the DMS server, make sure to take a backup of the
fcubs.properties file from the current EAR file.

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file
and go to the step that can define the branch properties.

2. Change the password of the FTP server.

3. After deploying the EAR file, inform the concerned users and groups about the password
change.

4. Test whether the password change was successful. In case the test is not successful,
repeat the above steps and test again.

Refer to the Installation Manuals for further information on the following topics:
e Creating EAR file

e Loading and editing the property file

e Deploying EAR file

# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Changing Bl Publisher Data Source
Password- Oracle WebLogic

ORACLE

This topic provides systematic instructions to change the Bl Publisher data source password in
the Oracle WebLogic application server.

1.
2.
3.

@ N o o

Log in to the Bl Publisher server.
Go to the Admin tab and click on the JDBC option.

Click on the Update Data Source and choose the data source whose password needs to
be modified in the field Data source Name.

Figure 13-1 Fig- To be worked

TORACLE' BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Sci s
Admin > JDBC > Update Data Source: Oracle Bl EE
Update Data Source: Oracle BI EE

cancel || Apply |

General
VTIP Please make sure to install the required JDBC driver classes.
Data Source Name |Oracle BI EE
= Driver Type | Oracle BI Server v
* Database Driver Class |ora
™ Connection String [ jdbc:oraclebi://HOST:PORT/
* Username | Administrator
Pre Process Function
Post Process Function
Use Proxy Authentication
Test Connection |
Security

Available Roles Allowed Roles

Remove All

Modify the following field:

Table 13-1 Update Data Source- Field Description

|
Field Description

Password Specify the new password

Click the Apply button.
Restart the application server.
Start Oracle FLEXCUBE Universal Banking.

Log in to Oracle FLEXCUBE Universal Banking. Generate a sample report to test.

13-1



Chapter 13

Try the above process in UAT or any other test environment before changing the password
in a production environment.
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Architecture of DMS Server Password Change

ORACLE

The following diagram briefs the steps involved in changing the passwords of the DMS server.

Figure 14-1 DMS Server Password Change
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Change DMS Server Password

This topic explains systematic instructions to change the password of the DMS server.

Before changing the password of the DMS server, make sure to take a backup of the
fcubs.properties file from the current EAR file.

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file,
and go to the step that can define the branch properties.

2. Change the password.

3. After deploying the EAR file, inform the concerned users and groups about the password
change.

4. Test whether the password change was successful, and in case the test is not successful,
repeat the above steps and test again.

Refer to the Installation Manuals for further information on the following topics:
e Creating EAR file

e Loading and editing the property file

e Deploying EAR file

# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Prerequisites for Host Schema Password
Change

Before the change and test of the Host schema password , ensure that the following activities
are completed:

Determine the downtime for the password change activity.
Inform all concerned users and groups.
Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.

Stop the Oracle FLEXCUBE Universal Banking application.

g » w d P

Stop the target server to which the data sources point, and to stop the target server, follow
the given steps below:

a. Log in to the Oracle WebLogic application server.
b. Go to the Home, and then Environments, and then Servers.
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change Host Schema Password

This topic explains systematic instructions to change the Host Schema password in the Oracle
WebLogic application server.

1. Log in to the Oracle WebLogic application server.
2. Go to the Home, and then Services, and then Data Sources.

A table that contains the list of all data sources created in the application server is
displayed.

3. Click the data source jdbclfcjdevDS.
The Settings for FCUBDs screen displays.
4. On the Settings for FCUBDs screen, click the Connection Pool tab.

The Connection Pool tab displays.

Figure 17-1 Settings for FCUBDs - Connection Pool

S T ——————— e o]

Change Center | @ Home LogOut Preferences [&] Record Help Q Welcome, weblogic | Connected to: base_domain
|

View changes and restarts & >FCUBDs
Configuration e Settings for FCUBDS
changes will auf
modify, add or

Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

connection pool within a JDBC data source contains a group of JDBC connections that appications reserve, use, and then return to the pool. The connection pool and the connections within it
ted when the connection pool is registered, usually when starting p WebLogic Server or when deploying the data source to a new target.

Use this page to define the configuration for this data source’s connection pool.

&g URL: jdbe-oracle:thin:@10.184.74 142-1521 KERDEV3

o ;
ag Driver Class Name: oracle jdbc. OracleDriver

How do L. 2|

edential mapping for a JOBC data

System Properties:

System Status

Health of Running Servers

45] Password: eesescscscscscecet

Confirm Password: secssesscsscsesseec

Change the password. Use the following fields:

5. To change the password, specify the following fields.

Table 17-1 Connection Pool Tab - Field Description
|

Field Description
Password Specify the new password.
Confirm Password Specify the new password again.
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6. Click Save.

7. To test the data source, select the Monitoring and Testing tab under it.

Figure 17-2 Settings for FCUBDs - Monitoring Tab

ORACLE WebLogic Server® Administration Consale e 2 2020200 O

P — @ rome Log Out Preferences [ Record Help Q Welcome, weblogic | Connected to: base_domaif
Views chauges sl vestarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future:
changes wil automatically be activated as you o Test of FCUBDs on server ManagedServer was successful
modify, add or delete items in this domain

Settings for FCUBDs
Domain Structure

fi T: itoris N
e [&] |[ Confiwaton | Tergets | Honitoring || contrl | searity | Notes
EH-Environment Statistes
Deployments

E-Services
B-Messaging
Use this page to test database connections in this JDBC data source.
i--Data Sources
Persistent Stores
{+Foreign JNDI Providers
iWork Contexts

{XML Registries L Test Data Source (Filtered - More Columns Exist)
i-“XML Entity Caches

f-jcom

 Customize this table

Showing 1to 10f 1 Previous | Next
++Mail Sessions
LoFile T3 - Server State

How do L.. S] © | Managedserver Running

« Test JDBC data sources

Showing 1to 1of 1 Previous | Next
« Configure testing options for a JOBC data
source

System Status a
Health of Running Servers

| Failed (0)
I " Critical (0)
[ Overloaded (0)
[

8. Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.

Figure 17-3 Messages

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you & Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

Configuration | Targets = Monitoring Control = Security = Notes
base_domain -
“Environment
i--Deployments
EH-Services
M
ety Use this page to test database connections in this JDBC data source,
--Data Sources

Statistics = Testing

=-Persistent Stores
t--Foreign JNDI Providers
rk Contexts

L Registries

P Customize this table

L Test Data Source (Filtered - More Columns Exist)

=-XML Entity Caches
F-jcom
t--Mail Sessions
File I3 = Server
How do L.. = O |ManagedServer

o Test JDBC data sources

9. After getting the message, restart the application server.
10. Start the Oracle FLEXCUBE Universal Banking.

11. Log into Oracle FLEXCUBE Universal Banking. Launch a summary screen or execute a
simple transaction to test.
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# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Prerequisites for Scheduler Data Source
Password Change

ORACLE

Before you change the password of the scheduler data source, make sure that the following
activities are completed:

1.

2
3
4,
5

Determine the downtime for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.
Stop the Oracle FLEXCUBE Universal Banking application.

Stop the target server to which the data sources point, and to stop the target server, follow
the given steps below:

a. Log in to the Oracle WebLogic application server.
b. Go to the Home, and then Environments, and then Servers.
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change Scheduler Data Source Password

This topic provides systematic instructions to change the password of the scheduler data
source in the Oracle Weblogic application server.

1.
2.

5.

ORACLE

Log in to the Oracle WebLogic application server.
Go to the Home, and then Services, and then Data Sources.

A table that contains the list of all data sources created in the application server is
displayed.

Click the data scheduler source jdbclfcjSchedulerDS.
The Settings for FCUBS_SchedulerDS screen displays.
On the Settings for FCUBS_SchedulerDS screen, click the Connection Pool tab.

The Connection Pool tab displays.

Figure 19-1 Settings for FCUBS_SchedulerDS - Connection Pool Tab

Welcome, weblogic | Connected to: base_domai

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences [&2] Record Help Q

View changes and restarts ces >FCUBS_SchedulerDS

Configuration e Settings for FCUBS_SchedulerDS

Configuration | Targets | Monitoring | Control | Security | Notes

General  Connection Pool Orade ONS  Transaction | Diagnostics | Identity Options

Save

The connection pool within a JDBC data source contains a group of JDBC connections that appiications reserve, use, and then retum to the pool. The connection pool and the connections within it
are created when the connection pool s registered, usualy when starting up VebLogic Server or when deploying the data source to a new target.

Use this page to define the configuration for this data source’s connection pool.

45 URL: jdbc:oracle:thin:@10.184.74 1421521 KERDEV3

4f] Driver Class Name: oracle jdbe xa client OracleXADataSource

How do L.. =]

4] Properties:

re testing options for a JDBC data

System Status System Properties:

Health of Running Servers

4] Password: ®sssssessssesssent

Confirm Password: sesesscsesscscsnec

Change the password. Use the following fields:

To change the password, specify the following fields.

Table 19-1 Connection Pool Tab - Field Description

|
Field Description

Password

Specify the new password.
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Table 19-1 (Cont.) Connection Pool Tab - Field Description

Chapter 19

Field

Description

Confirm Password

Specify the new password again.

6. Click Save.

7. To test the data source, select the Monitoring and Testing tab under it.

Figure 19-2 Settings for FCUBS_SchedulerDS - Monitoring Tab

Change Center
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Configuration editing is enabled. Future

changes wil automatically be activated as you
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ORACLE Weblogic Server® Administration Console
& Home Log Out Preferences [&] Record Help Q

cme >Summary of JDBC Data Sources
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o Testof

Settings for FCUBS_SchedulerDS

Configuraton | Targets cmm Securty | Notes

Use this page to test database connections in this JDBC data source.

{ Customize this table

Test Data Source (Filtered - More Columns Exist)

| |

o

Welcome, weblogic | Comected to: base_domai

Showing 1to 10f 1 Previous | Next

Server

State

[e]

Managedserver

Running

Showing 1to 1of 1 Previous | Next

8. Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.

Figure 19-3 Message
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ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences [ Record Help

Homes >Summary of JDBC Data Sources

Messages
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Settings for FCUBS_SchedulerDS

Configuration | Targets = Monitoring Control | Security = Notes

Statistics  Testing

Use this page to test database connections in this JDBC data source.

P Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

O | ManagedServer
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# Note:

Try the above process in UAT or any other test environment before you change
the password in a production environment.
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Prerequisites for ELCM Data Source
Password Change

ORACLE

Before you change the password of the ELCM data source, make sure that the following
activities are completed:

1.

2
3
4,
5

Determine the downtime for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.
Stop the Oracle FLEXCUBE Universal Banking application.

Stop the target server to which the data sources point, and to stop the target server, follow
the steps given below.

a. Log in to the Oracle WebLogic application server.
b. Go to the Home, and then Environments, and then Servers.
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change ELCM Data Source Password

ORACLE

This topic explains systematic instructions to change the password of the ELCM data source in
the Oracle WebLogic application server.

1.
2.

Log in to the Oracle WebLogic application server.
Go to the Home, and then Services, and then Data Sources.

A table that contains the list of all data sources created in the application server is
displayed.

Click the ELCM data source.
The Settings for FCUBS_ELCMDs screen displays.
On the Settings for FCUBS_ELCMDs screen, click the Connection Pool tab.

The Connection Pool tab displays.

Figure 21-1 Settings for FCUBS_ELCMDs - Connection Pool Tab
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To change the password, specify the following fields.

Table 21-1 Connection Pool Tab - Field Description

Field Description

Password Specify the new password.

Confirm Password Specify the new password again.
Click Save.
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7.

8.

To test the data source, select the Monitoring and Testing tab under it.

Figure 21-2 Settings for FCUBS_ELCMDs - Monitoring Tab

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Console
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Configuration = Targets = Monitoring Control = Security = Notes

Statistics = Testing

Use this page to test database connections in this JDBC data source,

P Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

O

ManagedServer

Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.

Figure 21-3 Settings for FCUBS_ELCMDs - Monitoring Tab
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# Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Prerequisites for Gateway Data Source
Password Change

ORACLE

Before you change the password of the scheduler data source, make sure that the following
activities are completed.

1.

2
3
4,
5

Determine the downtime for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.
Stop the Oracle FLEXCUBE Universal Banking application.

Stop the target server to which the data sources point, and to stop the target server, follow
the steps given below.

a. Login to the Oracle WebLogic application server.
b. Go to Home, and then Environments, and then Servers
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change Gateway Data Source Password

ORACLE

This topic provides systematic instructions to change the password of the Gateway data

source.
1. Log in to the Oracle WebLogic application server.
2. Go to the Home, and then Services, and then Data Sources.
A table that contains the list of all data sources created in the application server is
displayed.
3. Click the data source FLEXTEST.WORLD.
The Settings for FLEXTEST.WORLD screen displays.
4. On the Settings for FLEXTEST.WORLD screen, click the Connection Pool tab.
The Connection Pool tab displays.
Figure 23-1 Settings for FLEXTEST.WORLD - Connection Pool Tab
| = =
5. To change the password, specify the following fields.

Table 23-1 Connection Pool Tab - Field Description

|
Field Description

Password Specify the new password.

Confirm Password Specify the new password again.
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6.
7.

10.
11.

Click Save.

To test the data source, select the Monitoring and Testing tab under it.

Figure 23-2 Settings for FLEXTEST.WORLD - Monitoring Tab

Chapter 23

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WeblLogic Server® Administration Console

Q Home Log Out Preferences Record Help

Messages

 Test of FLEXTEST.WORLD on server ManagedServer was successful

Domain Structure
base_domain
BH-Environment
i~Deployments
E}-Services

i—Persistent Stores
i=-Foreign JNDI Providers
i~“Work Contexts

XML Registries

i+-XML Entity Caches
—-jcom

=Mail Sessions

i--File T3

How do L..

¢ Test JDBC data sources

o Configure testing options for a JDBC data
source

Settings for FLEXTEST.WORLD

Configuration = Targets | Monitoring | Control = Security | Notes
Statistics

Use this page to test database connections in this JDBC data source.

P Customize this table

Test Data Source (Filtered - More Columns Exist)

[

s >FLEXTEST.WORLD

Server

State

O |Managedserver

Running

Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.
After getting the message, restart the application server.

Start the Oracle FLEXCUBE Universal Banking.

Log in to the Oracle FLEXCUBE Universal Banking and test whether the change was

successful.

< Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Changing Branch Data Source Password-
Oracle WebLogic

ORACLE

This topic provides systematic instructions to change the password of the Gateway data

source.
1. log into Oracle Weblogic application server.
2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.
3. Select Gateway data source (jdbc/fcjdevDSBranch).
4. Select the ‘Connection Pool’ tab.
5. 5. Change the password. Use the following fields:
Table 24-1 Connection Pool
|
Field Description
Password Specify the new password.
Confirm Password Specify the new password again.
6. Click ‘Save'.
7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9. The screen displays a message confirming successful testing.
10. Once you get the message, restart the application server.
11. Start Oracle FLEXCUBE Universal Banking. Log in to Oracle FLEXCUBE Universal

Banking and test whether the change was successful. Try the above process in UAT or any
other test environment before you change the password in a production environment.
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Change Passwords in Oracle WebLogic

ORACLE

This topic describes the method of changing data source passwords from the Oracle WebLogic
application server.

Changing Host Schema Password

This section explains the method to change the password of the Oracle FLEXCUBE Host
schema. If you change the host schema password, you also need to change the passwords of
the data sources pointing to the host schema.

This section contains the following topics -

e #unique_39

e #unique_40

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of the scheduler
data source.

This section contains the following topics -

e #unique_41

e #unique_42

Changing ELCM Data Source Password

You need to change the password of the ELCM data source.

This section contains the following topics -

e #unique_43

e #unique_44

Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

This section contains the following topics -
e #unique_45
e #unique_46
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Prerequisites for Host Schema Password
Change

Before the change and test of the Host schema password , ensure that the following activities
are completed:

Determine the downtime for the password change activity.
Inform all concerned users and groups.
Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.

Stop the Oracle FLEXCUBE Universal Banking application.

g » w d P

Stop the target server to which the data sources point, and to stop the target server, follow
the given steps below:

a. Log in to the Oracle WebLogic application server.
b. Go to the Home, and then Environments, and then Servers.
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Changing Bl Publisher Data Source
Password- Oracle WebLogic

ORACLE

This topic provides systematic instructions to change the Bl Publisher data source password in
the Oracle WebLogic application server.

1.
2.
3.

@ N o o

Log in to the Bl Publisher server.
Go to the Admin tab and click on the JDBC option.

Click on the Update Data Source and choose the data source whose password needs to
be modified in the field Data source Name.

Figure 27-1 Fig- To be worked

TORACLE' BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Sci s
Admin > JDBC > Update Data Source: Oracle Bl EE
Update Data Source: Oracle BI EE

cancel || Apply |

General
VTIP Please make sure to install the required JDBC driver classes.
Data Source Name |Oracle BI EE
= Driver Type | Oracle BI Server v
* Database Driver Class |ora
™ Connection String [ jdbc:oraclebi://HOST:PORT/
* Username | Administrator
Pre Process Function
Post Process Function
Use Proxy Authentication
Test Connection |
Security

Available Roles Allowed Roles

Remove All

Modify the following field:

Table 27-1 Update Data Source- Field Description

|
Field Description

Password Specify the new password

Click the Apply button.
Restart the application server.
Start Oracle FLEXCUBE Universal Banking.

Log in to Oracle FLEXCUBE Universal Banking. Generate a sample report to test.
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Try the above process in UAT or any other test environment before changing the password
in a production environment.
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Changing Oracle Business Intelligence
Enterprise Edition Schema Password- Oracle
WebLogic

ORACLE

This topic provides systematic instructions to change the OBIEE schema password in the
Oracle WebLogic application server.

1.
2.

o o p w

log in to OBIEE Administrative console.
Go to the created Database on the right panel and click on the Connection Pool.

Connection Pool window displays.

Figure 28-1 Fig-To be worked

TORACLE' BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Admin > JDBC > Update Data Source: Oracle Bl EE
Update Data Source: Oracle Bl EE

cancel I Apply
General
Y TIP Please make sure to install the required JDBC driver classes.
Data Source Name |Oracle BI EE
= Driver Type |Or erver v
* Database Driver Clas:
* Connection String  (jdbc:oraclebiz//HOST:PORT/
* Username |Administrator
Pre Process Function
Post Process Funct
Use Proxy Authentication
Test Connection |
Security

Change the password and re-enter the password to confirm it and then click on OK.
Restart the application server.

Start Oracle FLEXCUBE Universal Banking.

Log in to Oracle FLEXCUBE Universal Banking and generate a sample report to test.

Try the above process in UAT or any other test environment before changing the password
in a production environment.
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Prerequisites for Gateway Data Source
Password Change

ORACLE

Before you change the password of the scheduler data source, make sure that the following
activities are completed.

1.

2
3
4,
5

Determine the downtime for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of the Oracle FLEXCUBE Universal Banking system.
Stop the Oracle FLEXCUBE Universal Banking application.

Stop the target server to which the data sources point, and to stop the target server, follow
the steps given below.

a. Login to the Oracle WebLogic application server.
b. Go to Home, and then Environments, and then Servers
c. Select and stop the server by clicking Stop.

This completes the prerequisites.
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Change Gateway Data Source Password

ORACLE

This topic provides systematic instructions to change the password of the Gateway data

source.
1. Log in to the Oracle WebLogic application server.
2. Go to the Home, and then Services, and then Data Sources.
A table that contains the list of all data sources created in the application server is
displayed.
3. Click the data source FLEXTEST.WORLD.
The Settings for FLEXTEST.WORLD screen displays.
4. On the Settings for FLEXTEST.WORLD screen, click the Connection Pool tab.
The Connection Pool tab displays.
Figure 30-1 Settings for FLEXTEST.WORLD - Connection Pool Tab
| = =
5. To change the password, specify the following fields.

Table 30-1 Connection Pool Tab - Field Description

|
Field Description

Password Specify the new password.

Confirm Password Specify the new password again.
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6.
7.

10.
11.

Click Save.

To test the data source, select the Monitoring and Testing tab under it.

Figure 30-2 Settings for FLEXTEST.WORLD - Monitoring Tab

Chapter 30

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WeblLogic Server® Administration Console

Q Home Log Out Preferences Record Help

Messages

 Test of FLEXTEST.WORLD on server ManagedServer was successful

Domain Structure
base_domain
BH-Environment
i~Deployments
E}-Services

i—Persistent Stores
i=-Foreign JNDI Providers
i~“Work Contexts

XML Registries

i+-XML Entity Caches
—-jcom

=Mail Sessions

i--File T3

How do L..

¢ Test JDBC data sources

o Configure testing options for a JDBC data
source

Settings for FLEXTEST.WORLD

Configuration = Targets | Monitoring | Control = Security | Notes
Statistics

Use this page to test database connections in this JDBC data source.

P Customize this table

Test Data Source (Filtered - More Columns Exist)

[

s >FLEXTEST.WORLD

Server

State

O |Managedserver

Running

Select the target server, and click Test Data Source.

The system displays a message confirming successful testing.
After getting the message, restart the application server.

Start the Oracle FLEXCUBE Universal Banking.

Log in to the Oracle FLEXCUBE Universal Banking and test whether the change was

successful.

< Note:

Try the above process in UAT or any other test environment before changing the
password in a production environment.
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Changing Bl Publisher Data Source
Password- Oracle WebLogic

ORACLE

This topic provides systematic instructions to change the Bl Publisher data source password in
the Oracle WebLogic application server.

1.
2.
3.

@ N o o

Log in to the Bl Publisher server.
Go to the Admin tab and click on the JDBC option.

Click on the Update Data Source and choose the data source whose password needs to
be modified in the field Data source Name.

Figure 31-1 Fig- To be worked

TORACLE' BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Sci s
Admin > JDBC > Update Data Source: Oracle Bl EE
Update Data Source: Oracle BI EE

cancel || Apply |

General
VTIP Please make sure to install the required JDBC driver classes.
Data Source Name |Oracle BI EE
= Driver Type | Oracle BI Server v
* Database Driver Class |ora
™ Connection String [ jdbc:oraclebi://HOST:PORT/
* Username | Administrator
Pre Process Function
Post Process Function
Use Proxy Authentication
Test Connection |
Security

Available Roles Allowed Roles

Remove All

Modify the following field:

Table 31-1 Update Data Source- Field Description

|
Field Description

Password Specify the new password

Click the Apply button.
Restart the application server.
Start Oracle FLEXCUBE Universal Banking.

Log in to Oracle FLEXCUBE Universal Banking. Generate a sample report to test.
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Try the above process in UAT or any other test environment before changing the password
in a production environment.
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