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Preface

This topic contains the following sub-topics:
e Purpose
* Before you begin

e Pre-requisite
e Audience

«  Documentation Accessibility

e  Critical Patches

» Diversity and Inclusion

 Related Resources

e Conventions

»  Screenshot Disclaimer

«  Acronyms and Abbreviations

*  Symbols and Icons

e Post requisite

Purpose

This guide provides guidance to users for the issues within the application. It describes various
methods to figure out the error and then troubleshoot it.

Before you begin

Kindly refers to Getting Started user Guide for common elements, including Symbols and
Icons, Conventions Definitions, and so forth.

Pre-requisite

Specify the User Name and Password, and login to Home screen.

Audience

This guide is intended for the software developers and software testers.

Documentation Accessibility

Troubleshooting Guide
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Preface

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Related Resources

For more information, refer to the following documents:

e Getting Started User Guide

e Oracle Banking Microservices Platform Foundation User Guide
e Oracle Banking Common Core User Guide

e Routing Hub Configuration User Guide

e Oracle Banking Security Management System User Guide

e Observability User Guide

e Oracle Banking Origination Installation Guide

e Oracle Banking Origination Integration Guides

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.
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Preface

Convention Meaning

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.

Acronyms and Abbreviations

The list of the acronyms and abbreviations used in this guide are as follows:

Tablel Acronyms and Abbreviations

Acronyms and Description

Abbreviations

API Application Programming Interface
ELK Elasticsearch, Logstash, and Kibana
HTTPS Hypertext Transfer Protocol Secure
JDBC Java Database Connectivity

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
ul User Interface

URL Uniform Resource Locator

Symbols and Icons

The list of common icons are available on all screen as follows.

Table 2 Icons - Common

Icon Function

=t Calendar

Alerts
Q

Refresh

View Option

Q
& Unlock Option
B)
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Table 2 (Cont.) Icons - Common

Preface

Icon Function
New
=
l_'D Copy
Delete
Save
Export
<
N Sorting
L

The list of icons available on the view screens are as follows.

Table 3 Icons - Widget

Icon Function

|E| Open status

Authorized status

[

D Unauthorized status
D Rejected status

%X
& Closed status
@ Modification Number

The list of symbols available on audit details screens as follows.

Table 4 Symbols - Audit Details

Symbols Function
o A user
0
-G—O-I Application Date and time
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Preface

Table 4 (Cont.) Symbols - Audit Details

Symbols Function
@ Calendar Date and time
[ ]
Branch
N
il
Remarks

Authorized or Open status

Unauthorized or Closed status

Rejected status

QP>©| &

Post requisite

After finishing all the requirements, please log out from the Home screen.
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Troubleshooting Technical Flows

This topic describes about various programming issues, possible causes, and solutions to
resolve the issues.

This topic contains the following subtopics:

Where is the Problem
This topic describes about troubleshooting the problem in the distributed system.

Preliminary Checks from Ul
This topic provides systematic instructions to launch the application and check for the
basic errors.

Preliminary Checks from Service Log Files
This topic describes about preliminary checks from service log files.

Troubleshoot Errors Using Zipkin Traces
This topic describes the systematic instructions to troubleshoot the errors using the Zipkin
Traces.

Troubleshooting Logs using ELK Stack
This topic describes about Troubleshooting Logs using ELK Stack to access Kibana,
search logs in Kibana, and export logs.

Troubleshooting Kafka
This topic provides systematic instruction to resolve the issues while running Kafka.

Troubleshooting Environmental Issues
This topic describes about the troubleshooting environmental issues while deploying
services, logging in, or launching a screen.

1.1 Where is the Problem

This topic describes about troubleshooting the problem in the distributed system.

Troubleshooting the problem in the distributed system can be challenging if not understood
fully. Each product has Ul application components and service side application components.
Each side requires different troubleshooting techniques and various logs that can be used to
confirm the problem.
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Preliminary Checks from Ul

Figure 1-1 Distributed Flow across Micro Services
-~

?? Where's the Problem??

N pees - Here? : Here? - 1

= H H 7 7 i
» ' API Gateway Service 1 Service 2 Service 3 |

f DR— P——— [ — i

Channels | — |

Distributed flow across micro services

The above image shows that it is important to establish the area of the problem. This can be
achieved by complete understanding of Ul, service side flows along with the data architecture
of application.

1.2 Preliminary Checks from Ul

This topic provides systematic instructions to launch the application and check for the basic
errors.

1. Log in to the application homepage.
For information on how to log in, refer to the Getting Started User Guide.
2. Press F12 key and select Inspect.

The Network screen displays.

Figure 1-2 Call Responses

[R @] | Eements Console Sources Network Performance Memory  Application Lighthouse  Security 0443/ &
Search X @ O ¥ Q | Orreservelog O Disablecache | Nothrotting v | # ¥ &
Aa # Search c o O Hide data URLs ([} XHR J5 CSS Img Media Font Doc WS Manifest Other (] Has blocked cookies (J Blocked Requests
| 200ms 400ms 500 m: 800 ms 1000 ms 1200 ms 1400 ms. 1600 ms 1800 ms. 2000
Name S.. Type Initiator Size Time Waterfall A
] loaderjs 2... script requirejs:5 12kB 28 ms ] N
] fsgbu-ob-cmn-ct-rs-json-compare.html 2. xhr textjsi325 48kB 35ms []
|| fsgbu-ob-cmn-ct-rs-json-compare js 2... script requirejs:5 154 kB 51ms 1
] fsgbu-ob-cmn-ct-rs-json-compare json 2. xhr textjs325 3518 44ms ]
[ ] fsgbu-ob-cmn-ct-rs-json-compare.css 2... stylesheet cssjsi149 850 B 46 ms [ ]
|| fsgbu-ob-cmn-ct-json-compare.html 2... xhr textjs325 34k8 44 ms [ ]
fsgbu-ob-cmn-ct-json-compare,s 2... script requirejs:5 125k8 46 ms []
|_| fsgbu-ob-cmn-ct-json-compare json 2. xhr textjs:325 7418 75ms ]
[ ] fsgbu-ob-cmn-ct-json-compare.css 2... stylesheet cssjsi149 9628 56 ms ']
[_] emnctrsjsoncomparemodel js 2... script requirejs:5 48kB 36ms ]
| ojrowexpanderjs 2... script requirejs:5 107 kB 89 ms a
_| offlattenedtreetabledatasource.js 2... script require js:5 207 kB 49 ms 1
[_] 7userld=ADMINUSER1&branchCode=0008&ccaName... 2... preflight Preflight @ 0B 29ms ]
[_] 7userld=ADMINUSER18&branchCode=0008&ccaName... 2... xhr jauery-3.5.1minjs2 5518 71 ms ]
[] accounts?include =0&li.. 2. preflight Preflight @ 0B 30ms )
includ 0&i... 2. xhr jauery-3.5.1minjs2 17.3k8 282 ms -
[_] refresh.png 2.. png fsgbu-ob-cmn-ct-act-sum. 4.1 kB 31ms 1
[ openpng 2.. png fsgbu-ob-cmn-ct-act-sum 44kB 31ms 1]
[] arrowpng 2.. png fsgbu-ob-cmn-ct-act-sum 35kB 32ms 1]
| authorized.png 2.. png p;' * u-ob-cmn-ct-act-sum. 5.0kB 32ms 1
|_| unauthorized.png 2.. png ‘sypu-ob-cmn-ct-act-sum. 53kB 30ms I-

52 requests | 371 kB transferred | 362 kB resources

3. Verify that all the call responses are successful.

Troubleshooting Guide
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ORACLE Chapter 1
Preliminary Checks from Service Log Files

@ Note

Usually red color indicates a non-2xx HTTP response.

Figure 1-3 Non-2xx Response

€9 Error

Corporate Range has not been defined in Branch for respective customer.

[R @] | FElements Console Sources Network Performance  Memory  Application  Lighthouse  Security e6as | & i X
Search X @® O ¥ Q | OPreservelog O Disablecache = Nothrotting v | # ¥ &
Aa * Search C O Filter O Hide data URLs [[])| XHR JS CSS Img Media Font Doc WS Manifest Other () Has blocked cookies () Blocked Requests

| 5000 ms. 10000 ms 15000 ms 20000ms 25000 ms 30000 ms 35000ms  40000ms 45000 ms 50000 ms 55000 ms 60000 ms 65000 ms 70000 m

— . . b o

Name X Headers Preview Response Initiator  Timing

@] error.png v General

[] accounts Request URL: http://whfeepia.in.oracle.com:7006/api-gateway/obvam-account-services/accounts

|| accounts - Request Method: PoST

11 requests | 17.8 kB transferred | 14.9 kB resources Status Code: @ 400 Bad Request

4. Click Export to export the traces from browsers.

The export option is shown below in Chrome.

Figure 1-4 Export Option

[ ﬂ Elements  Console  Sources Network Performance  Memory  Application  Securty Lighthouse
® O ¥ Q | [ Preserve leg [ Disable cache | Online s + ¥
Sms 10 ms 15 ms 20 ms 25 ms Export HAR... 3Eme 40 e
® Note

The tools such as Fiddler and Wireshark can be used to get the browser to API
gateway web traffic. This helps to investigate the exact request and response
payloads exchanged between Ul and API Gateway.

1.3 Preliminary Checks from Service Log Files

This topic describes about preliminary checks from service log files.

The war deployments for each microservice sub-domain can generate the log files in the
WebLogic server.

The configuration of this log can be found at | ogback. xm :
<root |evel ="INFO' >

<appender-ref ref="FILE" />
</root >

Troubleshooting Guide
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ORACLE Chapter 1
Troubleshoot Errors Using Zipkin Traces

In production scenarios, make sure that the root level is configured as ERROR so that log files
do not get overwhelmed. Refer to Oracle WebLogic Server Documentation Library to know
the path where these files are generated. In on-premises cases, the log files can be zipped and
sent for remote troubleshooting purposes.

1.4 Troubleshoot Errors Using Zipkin Traces

This topic describes the systematic instructions to troubleshoot the errors using the Zipkin
Traces.

Set up the Zipkin server. For information on how to set it up, refer to the Observability User
Guide.
To perform troubleshooting using Zipkin Traces:

1. Launch the Zipkin URL.
The basic layout of Zipkin displays.

Figure 1-5 Layout of Zipkin

Service Name Span Name Remote Service Name Lockback

zipkin a a 15 minutes

Annotation Query Duration (s) >= Limit sort

For example: http.path=/foo/bar/ and cluster=foo and cache.miss Ex: 100ms or 5 10 Longest First
0

Please select the criteria for your trace lockup.

2. Use Search to find the traces of required API calls and services.

@® Note

The search options given in the user interface are self-explanatory, and there is
another Ul option (Try Lens Ul). It is given a different user interface with the same
functionality.

Some error API calls are made to showcase how to track errors. The blue listing shows the
successful API hits, and the red listing indicates the errors. Each block indicates a single
trace in the listing.

The list of traces are displayed.

Troubleshooting Guide
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ORACLE Chapter 1
Troubleshoot Errors Using Zipkin Traces

Figure 1-6 List of Traces

Service Name Span Name Remote Service Name Lookback

Annatation Query Duration (ps) = Limit Sort

For example: http.path=/foo/bar/ and cluster=foo and cache.miss Ex: 100ms or 55

- 103
Shawing: 4 of 4

Services: ETITD

2.163s 5 spans
zipkin 100%

1.449s 4 spans
zipkin 100%

zipkin xd 1.449s

1.430s 4 spans
zipkin 100%

3. Open the individual trace.

It describes the time taken for each block. As the two custom spans are created inside two
service calls, user can find a total of four blocks. The time taken for an individual block is
shown below.

The details of an individual trace displays.

Figure 1-7 Individual Trace

Duration: EXIE Services: Depth: B} Total Spans: [ JSON &
Expand All | Collapse Al
E 526 65,275 236 . 6
S cipkin 21635 : htgrfapit
Jriiin | 1.007s : apit 0
,06és : hitpyapi2
1001 api2

4. Click on the individual block.

The details of an individual block are displayed.
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Chapter 1
Troubleshoot Errors Using Zipkin Traces

Figure 1-8 Details of Individual Block

Date Time Relative Time A i Address
Server Start (zipkin)
2.163s Server Finish (zipkin)
Key Value
http.host localhost
http.method GET
http.path fapil
http status_code 200
http.url http://localhost:8080/api1
mvc.controller.class Controller
myve.controller.method apil

spring.instance_id
Show IDs

traceld

spanid

The user can also view the logging events in the Zipkin Ul as small circular blocks. An
example of an error log is shown below.

Figure 1-9 Sample Error Log

Duration: () Services: ) Depth: Total Spans: [
Expand All | Collapse All
 zipkin 3

Services 205.134ms 210.267ms 615.401ms 820,534ms 10265
10265 - http/apil .

10015 apit : o

5. Click the error portion.

The details about the error and where the error has arisen are displayed.

Troubleshooting Guide
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Chapter 1
Troubleshoot Errors Using Zipkin Traces

6.

Figure 1-10 Details of Error

Services:  zipkin

Date Time Relative Time Annotation Address
Server Start (zipkin)
1.026s Server Finish (zipkin)
Key Value
error Request processing failed; nested exception is org.springframework.web.client.Http

ServerErrorException: 500 null

http.host localhost

http.methad GET

http.path fapil

http.status_code 500

http.url http://localhost:8080/apil

mve.controller.class BasicErrorController
mve.controller.methed errorHtml
spring.instance_id

@® Note

If the Lens Ul is used in Zipkin, the above figures are not applicable but are
relatable to the Lens Ul as well. Traces of the application can be found using
Traceld. The Traceld can be found in the debug logs of the deployment when
spring-cl oud- sl eut h is included in the dependencies (included in spri ng- cl oud-
starter-zi pki n dependency).

Click the Dependencies tab.

The dependency graph information between micro-services is displayed.

Figure 1-11 Sample Dependency Graph

Start time End time Analyze Dependencies

— E— log-message-processar

This topic contains the following sub-topic:

Known Issues for Zipkin
This topic describes the known issues encountered when using Zipkin and how to work
around them.

Troubleshooting Guide
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Chapter 1
Troubleshoot Errors Using Zipkin Traces

1.4.1 Known Issues for Zipkin

This topic describes the known issues encountered when using Zipkin and how to work around

them.

The below known issues addressed when using Zipkin:

« Application Service is not Registered
Perform the following steps to find the cause of this error;

1.

3.

Troubleshooting Guide
G28922-02

Check the applications, which are sending the trace report to the Zipkin server from
Service Name drop-down list.

Figure 1-12 Find Traces

Service Name Span Name Lookback

Annotation Query Duration (us) >= Limit Sort

For example: http.path=/foo/bar/ and cluster=foo and cache miss Ex: 100ms or 55 >

- 13

If the required application is not listed in Zipkins, check the appl i cati on. ym file for
Zipkin base URL configuration.

Figure 1-13 application.yml File

¥ application.yml
lbpring: ~
application:
name: obremo-srv-tds-term-deposit-services
autoconfigure:
exclude: org.springframework.boot.autoconfigure.jdbc.DataSourceAutoConfiguration, org.springframework.boot.at
sleuth:
sampler:
percentage: 1.0 {
nrabhahilitv: 1.0
zipkin:
baseUrl: ${plato.services.zipkin.url}
main.
13 allow-bean-definition-overriding: true
14 service:
15 logging:
16 environment: ${plato.service.env}
12 nath: ${nlatn.service.loeeine.nath}

2
DWW NOU B WN

i
iy

N

@® Note

The shipped appl i cati on. ynl should have the Zipkin entry. Every service
should have spri ng- cl oud- sl eut h- zi pki n dependency added in the build
gradle file for the service to generate and send trace Id and span Id.

The necessary values are as follows:
— Compile group: or g. spri ngf ranewor k. ¢l oud

— name: spring-cl oud- sl eut h-zi pkin

August 9, 2025
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Chapter 1
Troubleshoot Errors Using Zipkin Traces

— version: 2. 1. 2. RELEASE

Figure 1-14 Origination Common Services

Service Name Span Name Lookback

Annatation Query Duration (ps) >= Limit
For example: http.path=/foo/bar/ and cluster=foo and cache.miss

Showing: 10 of 10
Services: [ T

265.308ms 15 spans
b B

Ex: 100ms or 5s

vices 97%
obremo-srv-ben-branchcommon-services x7 222.651ms )| obremo-srv-cas-cash-services x4 220.829ms | obremo-srv-cmn-transaction-services x4 199.425ms

239.977ms 15 spans
obremo-srv-ben-branchcommon-services 96%

obremo-srv-bon-branchcommon-services x7 198.876ms | obremo-srv-cas-cash-services x4 198.117ms | obremo-srv-cmn-transaction-services x4 169.695ms

83.021ms 7 spans

b b

vices 100%

obremeo-srv-bon-branchcommon-services x7 83.021ms

Figure 1-15 Origination Common Services Trace

Duration: Services: @ Depth: @ Total Spans: §f)

Expand All | Collapse All

obremo-sry-ben-branchcommon-services x7

Services 53.062ms

106.123ms 159.185ms
ERE LRI RLEREE  -14.134ms : call-validate

212.246ms
obremo-srv-tic::- i anchic

265.308ms
obremo-siv-bon-branc’
13.411ms : post /web/v1/cash/datasegment/validatecreate

6336ms : get

222.651ms : post /web/v1

,
obremo-srv-cmn-transacti

202.330ms : post /submit
13.082ms : get

lobremo-srv-cmn-transacti

- 28.312ms : get
E obremo-srv-ben-branchd}

. 47.453ms : post /web/v1,
obremo-stv-ben-branchco [B8rs - oet

- Page Not Found

If there is a 404 error, check if the zi pki n-server. j ar is running in the system where
the application is deployed. To check this, execute the following command:

netstat -ltnup | grep ':9411

A sample output is shown below:

tcp6 0 0 1119411 Do LI STEN 10892/ j ava

@ Note

In the sample output, 10892 is the PID.
Unable to Change Zipkin Default Port Number

Troubleshooting Guide
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Troubleshooting Logs using ELK Stack

The default port number of the Zipkin is not editable. Hence, make sure that port 9411 is
available to start the Zi pki n-server.j ar file.

1.5 Troubleshooting Logs using ELK Stack

This topic describes about Troubleshooting Logs using ELK Stack to access Kibana, search
logs in Kibana, and export logs.

This topic contains the following subtopics:

e SetUpELK
This topic provides the links to setup ELK for troubleshooting the logs using ELK stack.

*  Access Kibana
This topic provides systematic instructions to access Kibana.

1.5.1 Set Up ELK

This topic provides the links to setup ELK for troubleshooting the logs using ELK stack.
The prerequisites are as follows:

Download the Elastic search from https://www.elastic.co/downloads/elasticsearch.

Download the Kibana from https://www.elastic.co/downloads/kibana.

* Download the Logstash from https://www.elastic.co/downloads/logstash.

Figure 1-16 ELK Setup

# Kibana is served by a back end server. This setting specifies the port to use.
#server.port: 5601

# Specifies the address to which the Kibana server will bind. IP addresses and host names are both valid values.
# The default is 'localhost', which usually means remote machines will not be able to connect.

# To allow connections from remote users, set this parameter to a non-loopback address.

server.host: "whf@epeb"

# Enables you to specify a path to mount Kibana at if you are running behind a proxy.

# Use the “server.rewriteBasePath™ setting to tell Kibana if it should remove the basePath
# from requests it receives, and to prevent a deprecation warning at startup.

# This setting cannot end in a slash.

#server.basePath: ""

# Specifies whether Kibana should rewrite requests that are prefixed with

# “server.basePath’ or require that they are rewritten by your reverse proxy.
# This setting was effectively always "false' before Kibana 6.3 and will

# default to "true’ starting in Kibana 7.0.

#server.rewriteBasePath: false

# The maximum payload size in bytes for incoming server requests.
#server.maxPayloadBytes: 1048576

# The Kibana server's name. This is used for display purposes.
#server.name: "your-hostname"

# The URL of the Elasticsearch instance to use for all your queries.
elasticsearch.url: "http://localhost:9200"

# When this setting's value is true Kibana uses the hostname specified in the server.host
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® Note
The default ports are as follows:
»  Elastic search - 9200
* Kibana - 5601

To run the ELK:

1.

Troubleshooting Guide
G28922-02

Run the el asti csear ch. sh file present in the folder path / scr at ch/ sof t war e/ ELK/
el asti csearch-6.5. 1/ bi n.

- Edit network.host to localhost and port if necessary. This should be enough for it to
run.

e Start: nohup bin/elasticsearch &
Configure the Kibana to point the running instance of elastic search in the ki bana. yni file.
Configure the Logstash.

For more information on configurations, refer to the table below.

Table 1-1 Configurations for Logstash
|

Configuration Description

Input This configuration is required to provide the log file location for the
Logstash to read from.

Filter Filters in Logstash is basically used to control or format the read
operation (Line by line or Bulk read).

Output This provides the running elastic search instance to send the data for
persisting.

Figure 1-17 Logstash Configuration

logstash.conf

#Point to the application logs
input {
beats {

port => 5044
1
#Provide the parsing logic to transform logs into JSON
filter {
# Adding @metadata needed for index sharding to Filebeat logs
mutate {
copy => {
"[fields][app_name]" => "[@metadata][app_name]
"[fields][env]" =» "[@metadata][envt]"

n n

1
J
#If log line contains tab character followed by "at' then we will tag that entry as stacktrace
if [message] =~ "\tat" {
grok {
match => ["message”, "~(\tat)"]
add_tag =» ["stacktrace"]
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Figure 1-18 Elasticsearch

#Grokking Spring Boot's default log format
grok {
match => [ "message", "%{TIMESTAMP_IS08601:timestamp}\s+%{LOGLEVEL:severity}\s+\[%{DATA: service},%{DATA:trace},%{DATA: span}
N
T

#Parsing out timestamps which are in timestamp field thanks to previous grok section
date {

match => [ "timestamp" , "yyyy-MM-dd HH:mm:ss.SS5" ]

1
I

fingerprint

source => "message"

target => "[@metadata][fingerprint]
method => "MD5"
key => "test"

N

T

ruby {
code => "event.set('[@metadata][prefix]"', event.get('@timestamp').to_i.to_s(16))

}
}
#Ingest logs to Elasticsearch
output {
elasticsearch {
hosts => ["localhost:9200"]
index => "%{[@metadata][app_name]}-%{[@metadata][envt]}-%{+YYYY.MM.dd}"
document_id => "%{[@metadata][prefix]}%{[@metadata][fingerprint]}"

i
stdout { codec => rubydebug }

H

1.5.2 Access Kibana

This topic provides systematic instructions to access Kibana.

1. Gotopath/ ki bana-7. 8. 1-1i nux-x86_64/confi g/ ki bana. yn .

2. Edit server.host: "0.0.0.0" for access outside host and server.port: <any port, defaults to
5601>.

3. Validate elasticsearch properties.
It defaults to localhost:9200
4. Go to http:/lhost:port

The Kibana console Ul is displayed.
Kibana requires elasticsearch to be UP as it creates indexes and fetch logs.

5. Start the nohup bin or Kibana.

The Kibana screen is displayed.
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Figure 1-19 Kibana

QA *

< C A Notsecure | fsgbu-mum-638:snbomprshared1.gbucdsintd2bom.oraclevcn.com:5601/app/discover#/? g=(filters:|() refreshinterval:(pause:tt,value:0} time:(
3 Apps M Gmail [@] undefined & OBLM 1430045c.. [B] Oracle Banking | Da.. g% NLS Guidelines (Rul.. 3& Processtouse Bug.. [ Slack | fsgbu-oblm B user Manual »  Er

= & Discover

5,473,762 hits

file*
May 6, 2021 @ 00:00:00.000 - May 6, 2021 @ 23:58:50.800  Auto ~
o
Selected fields
& _saurce H
3 o
8
Avaitable fields
=5 B
v nde . s q S
# scor @timestamp per 30 minutes
Time - _source
> M L 6:43.600 gy wp: May 6, 2871 G 14:16:43 688 log.offset: 4,139,585 log file path: /sc ices_0BDXG2_LMB_2621-84-29. log
36.388 INFO [oblm-sweep-services, DEFAULTENTITY, 4626ca2: 11] [null] [0BDX62] [LMB] 8233 -
Inside retrieveResponse input.type: log fields.spp.name: obln fields 08, version: 1.6
ip: 186.76.148.18 host.mec: £2:60:17:06:ab:8c host.name mum-638 hest.hostname :
4 host.os.version: 7.8 hast.os family: host.os.name: Oracle Linux Sarver ost.os. kernel: 4.14.35-2047.501.2.e17usk xB6_64
3 May 6, 21 @ 14:16:43 630 Grinestanp! May 6, 2

> Kay 6, 2021 © 14:16:42.600  grin 48,78 host.macs 82:08:17

4 host_o

1.6 Troubleshooting Kafka

This topic provides systematic instruction to resolve the issues while running Kafka.

The possible issues that may occur while running Kafka.

1. Execute the command $ netstat —tlnp | grep :9092.

® Note
9092 is the default port of kafka.

Kafka may not be starting because Zookeeper has not started yet.

2. Execute the command $ netstat —tlnp | grep :2181.

@ Note

2181 is default port of zookeeper.

If any service is not running on this port, it means Zookeeper is down.
3. Verify that if any permission issue is there for kafka log folder.

* To create console producer and consumer for troubleshooting, refer to http://
cloudurable.com/blog/kafka-tutorial-kafka-from-command-line/index.html.

*  To more about Kafka, refer to https://docs.cloudera.com/documentation/kafka/latest/
topics/kafka_faqg.html

1.7 Troubleshooting Environmental Issues

This topic describes about the troubleshooting environmental issues while deploying services,
logging in, or launching a screen.
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This topic contains the following subtopics:

e Possible Issues While Deploying Services
This topic describes the possible issues that may occur in the environment while deploying
services.

* Possible Issues in Login and Screen Launch
This topic describes the possible issues that may occur while logging in to the application
and launching the screens.

1.7.1 Possible Issues While Deploying Services

This topic describes the possible issues that may occur in the environment while deploying
services.

* If the service deployment is failing due to flyway, verify that the object or record is already
present and make changes in the flyway scripts accordingly.

*  The other possible issue while deploying services could be multiple versions of
dependency jars present in the war file. For example,
webl ogi c. appl i cati on. nam ng. Envi r onment Except i on: duplicate persistence units with
the name PLATOIn scope cnt- cust oner - servi ces- (Versi on) . war .

1.7.2 Possible Issues in Login and Screen Launch

This topic describes the possible issues that may occur while logging in to the application and
launching the screens.

This topic contains the following sub-topics:

e Login Page is not Launching
This topic provides the systematic instructions to resolve the issue if login page is not
launching.

* Unable to login after launching the application
This topic describes the issues to login after launching the application.

* Unable to login after restarting the services
This topic describes the issues to login after the services is restarted.

* Menus are not displayed after logging in
This topic describes the issues when menus are not displayed after logging in.

e Screens are not launching after logging in
This topic describes the issues when screens are not launched after logging in.

1.7.2.1 Login Page is not Launching

This topic provides the systematic instructions to resolve the issue if login page is not
launching.

Perform the following checks if the login page is not launching.
1. Check whether the app-shell war file is deployed.

2. Make sure that the war file is up and running in the deployed managed server and try to
login again.

3. Check whether the user has logged in with the appshell URL according to the war file
deployed.

Troubleshooting Guide
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Check whether the required component-server wars like cmc-component-server, obo-

component-server etc are also deployed along with the app-shell.

Example: http:/ /<l ocal host >: <Port >/ app- shel | /i ndex. j sp will load the login page of
the application.

In the above URL, the name app- shel | is dynamic which depends on the name of war file
deployed.

Figure 1-20 Login Page

R % T = W e T T Rl S ST

ORACLE

User Name *

Password ™

1.7.2.2 Unable to login after launching the application

Troubleshooting Guide

G28922-02

This topic describes the issues to login after launching the application.

Perform the following check if user is not able to login after the application is launched.

Make sure that the pl at 0- api - gat eway service, plato-ui-config service, sns-core-
servi ce, and common core services are up and running.

Figure 1-21 Services

PLATO-API-GATEWAY n/a(1) (1) UP (1) - fsgbu-phx-54.snphxprshared1.gbucdsintO2phx.oracleven.com:plato-api-gateway:5012
PLATO-DISCOVERY-SERVICE n/a(1) (1) UP (1) - fsgbu-phx-54.snphxprshared1.gbucdsintO2phx.oraclevcn.com:plato-discovery-service:5012
PLATO-UI-CONFIG-SERVICES n/a(1) (1) UP (1) - fsgbu-phx-54.snphxprshared1.gbucdsint02phx.oracleven.com:plato-ui-config-services:5012
SMS-CORE-SERVICES n/a(l) (1) UP (1) - fsgbu-phx-54.snphxprshared1.gbucdsintO2phx.oracleven.com:sms-core-services:5012
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1.7.2.3 Unable to login after restarting the services

This topic describes the issues to login after the services is restarted.

Perform the following check if user is not able to login after restarting the services.

e Make sure that the LDAP server is up and running, and check if the entered credentials are
correct.

1.7.2.4 Menus are not displayed after logging in

This topic describes the issues when menus are not displayed after logging in.

If the menus are not displayed after logging in, map the functional activity codes in the table
SMS_TM ROLE_ACTI VI TY.

Once it is mapped, check if the corresponding role is assigned to your user ID.

1.7.2.5 Screens are not launching after logging in

This topic describes the issues when screens are not launched after logging in.

If the screens are not launching after logging in, make sure that the respective services are up
and running.

® Note

Verify the VPN connection while trying to troubleshoot the issues related to page
launching, etc.

Troubleshooting Guide
G28922-02 August 9, 2025
Copyright © 2021, 2025, Oracle and/or its affiliates. Page 16 of 16



Health Checks

This topic provides information about health checks.

Until the heath check APIs are implemented, the health need to be monitored using WebLogic

JVM managed server status and Eureka instance.

Figure 2-1 Health Checks

Application AMis Availability Zones  Status

CMC-ACCOUNT-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-account-services: 7005
CMC-ADVICE-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-advice-services:7005
CMC-BASE-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-base-services: 7005
CMC-BRANCH-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-branch-services:7005
CMC-BUSINESSOVERRIDES-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-businessoverrides-services: 7005
CMC-CHECKLIST-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-checklist-services:7005
CMC-COMMENTS-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-comments-services: 7005
CMC-CURRENCY-SERVICES n/a(1l) (1) UP (1) - whf0Ocdl.in.oracle.com:cmc-currency-services: 7005
CMC-CUSTOMER-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-customer-services: 7005
CMC-DATASEGMENT-SERVICES nfa(l) (1) UP (1) - whf0Ocdl.in.oracle.com:cmc-datasegment-services:7005
CMC-DOCUMENT-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-document-services:7005
CMC-EXTERNAL-CHART-ACCOUNT-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-external-chart-account-services: 7005
CMC-OBCBS-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-obcbs-services: 7005
CMC-OBRH-SERVICES n/a(1l) (1) UP (1) - whfOOcdl.in.oracle.com:cmc-obrh-services: 7005

This topic contains the following subtopics:

¢ Configure Data Sources in WebLogic

This topic describes systematic instructions to configure the data sources in WebLogic.

2.1 Configure Data Sources in WebLogic

This topic describes systematic instructions to configure the data sources in WebLogic.

1. On the WebLogic console, in the Domain Structure panel, click Data Sources.

The Summary of JDBC Data Sources screen is displayed.
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Figure 2-2 Summary of JDBC Data Sources

& Home Log Out Preferences [&2] Record Help

Q

Home >Summary of Servers >Summary of JDBC Data Sources >PLATO >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Monitoring

A JDEC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up 2 data source on the INDI tree and then borrow 2 database co

This page summarizes the JDBC data source objects that have been created in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)

T
New ~ | Delete

Generic Data Source

Type JNDI Name Targets
|| GridLink Data Source
Generic jdbc/ICL managed_serverl, managed_server2, managed_server3, managed_server4, managed_server5, managed_server
1| Multi Data Source ) 980 gea geas gee i g8t
Generic jdbc/LMB manzged_serverl, managed_server2, managed_server3, managed_server4, managed_servers
H Proxy Data Source
Generic jdbc/LMC managed_serverl, managed_server2, managed_server3, managed_serverd, managed_server5
H UCP Data Source
Generic jdbc/LMD managed_serverl, managed_server2, managed_server3, managed_serverd, managed_server5
| R Generic jdbe/LMR managed_serverl, managed_server2, managed_server3, managed_serverd, managed_serverS, managed_server6
0| mx Generic jdbe/LMX managed_serverl, managed_server2, managed_server3, managed_serverd, managed_server5
O |LRT Generic jdbe/LRT manzged_serverl, managed_server2, managed_server3, managed_serverd, managed_servers
O | pLaTo Generic jdbc/PLATO managed_serverl, managed_server2, managed_server3, managed_serverd, managed_serverS, managed_servert
[ | PLATOBATCH Generic jdbc/PLATOBATCH managed_serverl, managed_server2, managed_server3, managed_server4, managed_server5, managed_server
() | PLATO_UI_CONFIG Generic jdbc/PLATO_UI_CONFIG managed_serverl, managed_server?, managed_server3, managed_serverd, managed_servers, managed_servers
0| sms Generic jdbc/sms managed_serverl, managed_server2, managed_server3, managed_serverd, managed_serverS, managed_servert

New ~ | Delete

2. Onthe Summary of JDBC Data Sources screen, click New and add the data source
providing the required details.

The Create a New JDBC Data Source screen is displayed.
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Figure 2-3 Create a New JDBC Data Source

e ieme g me mme e mim ey s —— _— e

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.
* Indicates reguired fields

What would you like to name your new JDBC data source?
A% * Name: PLATO
What scope do you want to create your data source in ?
Scope: Global v

What IJNDI name would you like to assign to your new JDBC Data Source?

/=1 JNDI Name:
jdbc/PLAT(

What database type would you like to select?

Database Type: Oracle hd
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Figure 2-4 Create a New JDBC Data Source

Home >Summary of Servers >Summary of JDBC Data Sources >PLATO >=Summary of JDBC Data Sources

Create a New JDBC Data Source

Back | | Next ‘ Finish ‘ Cancel

Connection Properties

Define Connection Properties.

What is the name of the database you would like to connect to?

Database Name: OBLWMDB

What is the name or IP address of the database server?
Host Name: whf00Obga.in.oracle.com
What is the port on the database server used to connect to the database?

Port: 1521

What datzbase account user name do you want to use to create database connections?

Database User Name: OBLM144DEVPLATO

What is the database account passward to use to create database connections?

Password:

Confirm Password:

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

Back | | Next ‘ Finish ‘ Cancel
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Troubleshooting Application Workflows

This topic provides information about troubleshooting application workflows.

On successful login, the Oracle Banking Origination dashboard screen displays depending on
the user privileges.

Figure 3-1 Oracle Banking Origination Dashboard

Menu Item Search. Q M Dashboard

Menu +
Account Configurations > Applications + Create New Application | X Loan Offers Nearing Expiration v X
Batch Dashboard Summary Fiters USD 006
Screen O  Search with Application Number / CIF Number / Customer Name / Mobile Number / Email ID /
Batch Jobs >
e oo

My Applications

Certificate of Deposit Services 0 0 o
v Customer Savings Loan Checking Certificate of  Credit USD00O  USDO0.00  USDO0.00
Collections and Recovery Onboarding Accounts Accounts Account Deposit Cards
0 0 0 NoData To Digolay Accotns 0
Config Transport 0
Core Maintenance Stages v X
Create a New Product Fiters  AllProducts ~ USD 006 >
Dashboard
Day 0 Wizard
Documents (g

Event Delivery
Fast Data Transfer e ianenmerd 5
Maintenance R
File Management |

Loan Offer Status U X SLAStatus Summary v x Offrissve le

Filters < SD 006 Monthly L g ]

Offer Accept/Reiect |16

To troubleshooting User Role Issues:

Role Profile defines access rights to the functional activities that are common to a group of
users. Linking a user to a Role Profile grants access to all the functional activities included in
that profile.

@ Note

Only authorized users can access the system with the help of a unique User Login ID
and password.

1. From the Home screen, click Security Management. Under Security Management, click
Role.

2. Under Role, click Create Role.

The Role Maintenance screen displays.
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Figure 3-2 Role Maintenance

Chapter 3

Role Maintenance X
Role Code Description

VA_ADMIN VA_ADMIN

Q. search By Functional Activity Code

Functional Activity Code < Functional Activity Description <
DDACFG_FA_STATE_MAP_LOVVALIDATE LOV Resource State Code mapping

FA_CASAPC_READ Read only access for CASA Application

SLPINTR_FA_STMNT_TXNITEMS Txn Inquiry Items

OBPY_FA_OBPY_SVC_DEDUPE Party Dedupe Service API

PLATO_FA_REGISTRY_DELETE Delete transport table data by table type

“ >
Page 1 |of 1550  (1-5 of 7746 items) E‘ 2 3 45 1550 » I
Audit

The user profile of a user contains the details of the user in four sections - User details,
Status, Other details and User Role branches.

3. From the Home screen, click Security Management. Under Security Management, click
User.

4, Under User, click Create Users.

The Users Maintenance screen displays.

Figure 3-3 Users Maintenance

Users Maintenance X

User Details
LoginID Name Home Branch

SPACHCHIMAK SPACHCHIMAK 006

Status
User Status Status Changed On Is Supervisor Manager ID
Enable March 30, 2018 Cf

StartDate EndDate System User

March 30, 2018 o

Other Details

Access to Pl Staff Customer Restriction Required Customer ID. Email ID

on off surendra.pachchipulsu@oracle.com

Telephone Number Home Phone Number Mobile Number Fax

Language Code

ENG
User Role Branches

Branch Code < RoleCode S Role Description

006 SUPER_ADMIN SUPER_ADMIN
116 SUPER_ADMIN SUPER_ADMIN
18 SUPER_ADMIN SUPER_ADMIN

23 SUPER_ADMIN SUPER_ADMIN

Page 1 of1 (1-dof4items) E

Customer Access Groups

Customer Access Group ¢ Customer Access Description

No data to display.
« >

Page 1 (OofOitems)

Audit
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@® Note

Make sure that the required Role and User Applications are mapped to the user.

This topic contains the following sub-topics:

»  First level issues
This topic describes the possible issues that may occur during the basic investigation.

e Transaction data verification
This topic provides information about the transaction data verification.

e Party Module Integration Troubleshooting
This topic describes the possible issues that may occur in Party Module integration.

* FLEXCUBE Host Integration Troubleshooting
This topic describes the possible issues that may occur in FLEXCUBE Universal Banking
Solution integration.

3.1 First level issues

This topic describes the possible issues that may occur during the basic investigation.
This topic contains the following subtopics:

*  Error Message not shown
This topic describes about Error Message not shown.

* Set Log File Path
This topic describes about Setting Log file path.

* Dynamic Log Generation Issues
This topic describes about Dynamic log generation issues and how to work around them.

e Callis Failing in Gateway
This topic describes about the Call is failing in Gateway.

e Code error in GCS side
This topic describes about the error code in GCS Side.

e 404 Error
This topic describes about the 404 error and how to work around them.

* 500 internal error
This topic describes about the 500 Internal Error and how to work around them.

3.1.1 Error Message not shown

This topic describes about Error Message not shown.

If there are any improper calls, check the ERTB_MSCS table to understand the cause of the error.
1. Press F12.

The Networks screen is displayed.
2. Check the error code in the response.

Query: SELECT * FROM ERTB_MSGS WHERE ERR_CODE='"GCS_AUTH-03'
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Figure 3-4 Error Message not Shown
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3.1.2 Set Log File Path

This topic describes about Setting Log file path.

Log generation path needs to be defined in PLATO_LOGGER_PARAM_CONFIG table of
PLATO schema.

Query: Select * from PLATO_LOGGER_PARAM_CONFIG;

Figure 3-5 Setting Log File Path

select * from plato_logger_param config;

—
[ Query Result
& 5 @) 3§ soL | AlRowsFetched: 3in 0.072 seconds
$mo _I.{g. MODIFY_FIELD |} PARAM_NAME |{; PARAM_VAL
1 1N LOG_PATH /scratch/weblogic/logs
2 2N LOG_LEVEL INFO
3 3N LOG_MSG_WITH TIME Y

3.1.3 Dynamic Log Generation Issues

This topic describes about Dynamic log generation issues and how to work around them.
For generating dynamic service logs, insert the data to PLATO_DEBUG_USERS table.
Query: Select * from PLATO_DEBUG_USERS;

Troubleshooting Guide
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Figure 3-6 Dynamic Log Generation Issues

Chapter 3
First level issues

select * from plato_debug_users;

AW

> Query Result
& 5 ) 3R sou | AlRows Fetched: 33in 0.111 seconds

{, 1D [{} DEBUG_ENABLED | {} SERVICE_CODE

{} USER_ID
1 95Y plato-orch-service ABIVAN
2 96 Y plato-orch-service ABIVAN2
3 97Y plato-o ABIVAN
4 98 Y plato-o ABIVANZ
5 99 Y plato-alerts-management-services ABIVAN
6 100Y plato-alerts-management-services ABIVAN2
® Note

Login to WINSCP and check server logs. Log files for each service will be generated
based on the user_id, branch_code and date at the path provided in the

pl ato_I ogger param confi g table.

Figure 3-7 Server Logs

/scratch/weblogic/logs/

Name Size Changed

|j obremo-rpm-projection-services_ABIVAN_000_2021-05-07 log 173 KB 5/10/2021 11:37:10 AM
IJ obremo-rpm-cmn-applicantservices ABIVAN_000_2021-05-07.log 96 KB 5/10/2021 11:37:09 AM
Ij obremo-rpm-maintenance-services_ABIVAN_000_2021-05-07.log 285 KB 5/10/2021 11:37:08 AM
Ij obremo-rpm-maintenance-services_ABIVAN_000_2021-05-10.log B9 KB 5/10/2021 11:37:07 AM
|j cme-transactioncontroller-services_ABIVAN_000_2021-05-10.log 130 KB 5/10/2021 10:21:51 AM

3.1.4 Call is Failing in Gateway

This topic describes about the Call is failing in Gateway.

If any API call is failing in Gateway, hit the same API endpoint without passing through api -

gat eway through the postman.
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GET v http://whf00dtm.in.oracle.com:7005/0bremo-rpm-maintenance-services/web/v1/applicationmaintenance/LIFECYCLE Send v

Body Cookies Headers Test Results @ status

Pretty Raw Preview Visualize

Restart the specific services if required.

3.1.5 Code error in GCS side

This topic describes about the error code in GCS Side.

If there is any error in GCS side codes, use j ava de-conplier to debug the error.

3.1.6 404 Error

This topic describes about the 404 error and how to work around them.
The possible causes for 404 error are as follows:
*  Check service is not running on Eureka

*  Check if service is deployed in WebLogic

3.1.7 500 internal error

This topic describes about the 500 Internal Error and how to work around them.

The possible causes for 500 internal error are as follows:

* Issue with Oracle Banking Microservices Architecture entries
* Issue with Eureka

e Service may not be up

e Issue with any peace of code

The server-side debugging is needed for the above-mentioned issues, if it is not captured in
logs.

3.2 Transaction data verification

This topic provides information about the transaction data verification.

Follow the best practices mentioned below to avoid getting any errors:

* Inthe IN request and OUT response, verify that all the field data is going to service side.
e Ifthere is any error related to SMS, check for the availability of SMS entries.

* Validate the endpoints and data.

* Validate the request headers passed during the API call.

Troubleshooting Guide

G28922-02 August 9, 2025
Copyright © 2021, 2025, Oracle and/or its affiliates. Page 6 of 17



ORACLE’

Chapter 3
Transaction data verification

* Verify that the data entered in the screen is accurate.

This topic contains the following sub-topic:

¢ Troubleshoot Apply Now in Product Catalogue

This topic provides information about the issue in the Appy now button in the Product
Catalogue screen.

3.2.1 Troubleshoot Apply Now in Product Catalogue

This topic provides information about the issue in the Appy now button in the Product
Catalogue screen.

If Apply Now in Product Catalogue is failing, troubleshoot using the below points:

e Check if conductor war and pl at o- or ch- ser vi ce war is deployed in WebLogic.
e Check whether PLATO- Oand PLATO- ORCH SERVI CE is registered in Eureka.

Figure 3-8 Plato Services

PLATO-O n/a(l) (1) UP (1) - plato-0:8001

PLATO-ORCH-SERVICE n/a(l) (1) UP (1) - whfOOdtm.in.oracle.com:plato-orch-service:7011

e Check whether the INITIATION workflow DSL is imported.

1.
2.

4.
5.

From the Homepage, Click Menu. Under Menu click Tasks.

Under Task, Click Business Process Maintenance.
The Workflow Maintenance screen displays.

Figure 3-9 Workflow Maintenance

Workflow Maintenance e <
Process List Screen(1/3) i
2 L [F—
Verify & Submit

[ Process Name: blank Version: blank UplomiBeL. +

[J  Process Name: APPENTRYHANDOFF Version: 9 Process Description: Application Entry HandOff Region Code: RW

o Process Name: APPENTRYHANDOFF Version: 8 Process Description: Application Entry HandOff Region Code: RW

[J  Process Name: APPENTRYHANDOFF Version: 7 Process Description: Application Entry HandOff Region Code: RW

o Process Name: APPENTRYHANDOFF Version: 6 Process Description: Application Entry HandOff Region Code: RW

[J  Process Name: APPENTRYHANDOFF Version: 5 Process Description: Application Entry HandOff Region Code: RW

[J  Process Name: APPENTRYHANDOFF Version: 4 Process Description: Application Entry HandOff Region Code: RW

[J  Process Name: APPENTRYHANDOFF Version: 3 Process Description: Application Entry HandOff Region Code: RW

[J  Process Name: APPENTRYHANDOFF Version: 2 Process Description: Application Entry HandOff Region Code: RW

o Process Name: APPENTRYHANDOFF Version: 1 Process Description: Application Entry HandOff Region Code: RW

[J  Process Name: Approval Workflow Version: 13 Process Description: Approval Workflow for all Party Types Region Code: RW

[ Process Name: Approval Workflow Version: 12 Process Description: Approval Workflow for all Party Types Region Code: RW

[J  Process Name: Approval Workflow Version: 11 Process Description: Approval Workflow for all Party Types Region Code: RW

[  Process Name: Approval Workflow Version: 10 Process Description: Approval Workflow for all Party Types Region Code: RW

[J  Process Name: Approval Workflow Version: 9 Process Description: Approval Workflow for all Party Types Region Code: RW

[m]

Process Name: Approval_Workflow Version: 8 Process Description: Approval Workflow for all Party Types Region Code: RW

Specify the Process Name in the Search box.
The list of search results displays.

Select the Process that wants to upload.
Click the Upload DSL button to upload the DSL files.

e Check whether obr emp- r pm pr oj ecti on- servi ces is up and running as this service is
required during INITIATION(Apply Now).

e Check whether Sequence Generator service is up and running.

Troubleshooting Guide
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Figure 3-10 Sequence Generator Service

SEQUENCEGENERATORSERVICE n/a(l) (1) UP (1) - whfOOdtm.in.oracle.com:sequencegeneratorservice:7020

If any API call is failing, refer to the Preliminary Check for Ul topic in this guide.

3.3 Party Module Integration Troubleshooting

This topic describes the possible issues that may occur in Party Module integration.
The possible issues and causes are described in the following subtopics.

o Existing Customer Details Fetch is failing
This topic provides the systematic instructions to fetch the existing customer details.

¢ Customer Information Data-segment Drop-downs not Fetching
This topic describes the systematic instructions to fetch the Customer Information Data-
segment Drop-downs.

3.3.1 Existing Customer Details Fetch is failing

This topic provides the systematic instructions to fetch the existing customer details.

In the Customer Information data-segment, the existing customer details is not fetching,
follow the below steps:

® Note
Refer to the Preliminary Check for Ul topic to view if any Party API is failing.

1. Check Oracle Banking Routing Hub Audit Request to see if any Oracle Banking Routing
Hub calls to Party Module has failed.

a. On Home screen, click Core Maintenance. Under Core Maintenance, click Routing.
b. Under Routing, click Service Consumers.

The Service Consumers screen displays.

Figure 3-11 Service Consumers

Service Consumers S X

List of Service Consumers

vvvvvvvvvvvvvvvvvvvvvvv

,,,,,,,,,,,

Page | 1 of 1 (1-8ofitems)

c. On the Service Consumers, Click RPM_ORIGINATION tile.
The RPM_ORIGINATION screen displays.

Troubleshooting Guide
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Figure 3-12 RPM_ORIGINATION

Chapter 3
Party Module Integration Troubleshooting

Service Consumers b4
T Back toList of Service Consumers
RPM_ORIGINATION ‘ &/ Edt Service Consumer
[Q sear
\ B ExportGrovp | | [ impert Grovw
=1 ole=1 olesl olem ol
Page 1 of1 (1-5ofSitems) [
d. On the RPM_ORIGINATION screen, click the Consumer Services tab.
The Consumer Services tab displays.
Figure 3-13 Consumer Services

Service Consumers
T BacktoListof Service Consumers

RPM_ORIGINATION
RPM_ORIGINATION

Common Templates  Environment tVariables  Service Providers  Consumer Services

[Q searcn

Y | o s

87 Resuls

ACC_TO_ACC_TRANSFER Get_Loan_Interest_Details Get_Credit_Card_Number

Simple_Prompt_DocGPT
Account to Account Transfer E

ViewMore o ViewMore o Viewore | o

Get Lsbity Dttt from Lisbity I

ViewMore &

[RE] 2 shaist )

Page | 1 of 11 (1-8of&7items)

| # it service consumer

fetchQuestionnaire (OBPY_GET_EXISTING_PARTY (OBPY_MAINTENANCE
[ ] R e & o

e. On the Consumer Services screen, click OBPY_GET_EXISTING PARTY tile.

@® Note

If any Oracle Banking Routing Hub configuration named
OBPY_GET_EXISTING_PARTY is not found, the Oracle Banking Routing
Hub configurations are not fully imported. Import the Oracle Banking Routing
Hub configuration available in the source folder.

The OBPY_GET_EXISTING_PARTY screen displays.

Figure 3-14 OBPY_GET_EXISTING_PARTY

Service Consumers x
1 BacktoLis o Consmer Services
‘OBPY_GET_EXISTING_PARTY / Edit Consumer Service
Get Bisting Party detats

S implementaton ¢ savie S Actons
GET_EXISTING PARTY oBPy 4 obpy-party-services Jsenvice/getParty/partyc) e VR-B

=K 0 @-00e
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2. From the Actions, click on Request Audit.

The Request Audit screen displays.

Figure 3-15 Request Audit

(Request Audit : GET_EXISTING_PARTY )

Reauestld

[

Requestld ation Provider Service Status
MgCyNIpZmFINgCVNIpZm oBPY 144 ervices getPartyDetails SUCCESS MADHUMITI
cgNonBIYmFIdgNonB9Ym...  OBPY 144 ervices getPartyDetails SUCCESS ABIVAN2
o0a7ggz9VmFipaTgez9YmF...  OBPY144 ervices getPartyDetails SUCCESS ABIVAN2
2PFgmXMXmFISPFgmXMX...  OBPY 144 obpy-par s getPartyDetails SUCCESS VISHALT

Poge | 1 of21 (1-5of10aitems) < < z 3 4 5 ..

3. Check the latest getPartyDetails Oracle Banking Routing Hub call.
4. Click on the Request ID and check the Provider Response to check for any errors.

The Request Audit details screen displays.

Figure 3-16 Request Audit details

Request Audit Details
Requestld
| CVIZXIONFIDVIZXIONFIEVIZXIONFIFVIIZXIONFIGVIIZXORFIHVIIZXJOnFIVIIZXIOnFIIVIIZXI0NFIKVIIZXIONFILVIIZXI0RFIMVIIZXJOnFINVIIZXJOnF1

OBRH Request
Timestamp
2025-07-28T16:24:51.045+05:30

Message

{
“headers": {
“SERVICE-CONSUMER-SERVICE": [
“OBPY_GET_EXISTING_PARTY"

INVNKIAMINAPLHVMLH3KNJIVLGSSCEt9F CoSDEmMO"

rentSpanid” [
“cd4a280210972f07

1
“User-Agent’: [
“Javal7014"

1

3.3.2 Customer Information Data-segment Drop-downs not Fetching

This topic describes the systematic instructions to fetch the Customer Information Data-
segment Drop-downs.

In the Customer Information data-segment, the Customer Information datasegment is not
fetching, follow the below steps:

Troubleshooting Guide
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@® Note

Refer to the Preliminary Check for Ul topic to view if any Party API is failing.

1. Check Oracle Banking Routing Hub Audit Request to see if any Oracle Banking Routing
Hub calls to Party Module has failed.

a. On Home screen, click Core Maintenance. Under Core Maintenance, click Routing.
b. Under Routing, click Service Consumers.

The Service Consumers screen displays.

Figure 3-17 Service Consumers

Service Consumers

List of Service Consumers

(@ s

BResuts

CBSToBureau RPM_ORIGINATION ADDRESS_SEARCH SLA_API FNICITY. oBPY

CBSToRuesu RPM_ORIGINATION ADDRESS_SEARCH SLAAPI EnaTy o8Py

ViewMore & oo [Vewdior & e [Viewhior & oo [Vewdbor B e [ Vewdior B e [ Ve & -

OBDX_TRUNK_ORIGINATION SLA_API_OBO
OBDX_TRUNK_ORIGINATION SLAAPLOBO

ViewMore & o Viewware | & o

Page | 1 of 1 (1-8ofitems)

c. On the Service Consumers, Click RPM_ORIGINATION tile.
The RPM_ORIGINATION screen displays.

Figure 3-18 RPM_ORIGINATION

Service Consumers

T BacktoListof Service Consumers

| 2 it service Consumer

RPM_ORIGINATION
RPM_ORIGINATION

[Q sea
EXETR (0 oo || @ imorions
.

ASSETS ™ LoAN GENAI DOCUSIGN
1Variables 1Variables 1Variables 1Variables 6 Variables

Edit Group far EditGroup | W | EonGow g Edit Group W | Estcow g

P 1 1 (sersem) o

d. Onthe RPM_ORIGINATION screen, click the Consumer Services tab.

The Consumer Services tab displays.
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Figure 3-19 Consumer Services

Service Consumers

T BacktoListof Service Consumers

RPM_ORIGINATION | £ eor senvce consumer
RPM_ORIGINATION
Common Templates Environment 1t Variables Service Providers Consumer Services
[ @ sea
[+ v conmer seve T
a7 Resuts

ACC_TO_ACC_TRANSFER Get_Loan_Interest_Details Simple_Prompt_DocGPT fetchQuestionnaire OBPY_GET_EXISTING_PARTY OBPY_MAINTENANCE

Accounto Accoun Transter - s y [y —

ViewMore o ViewMore @ o ViewMore o ViewMore & o ViewMore o ViewMore & o ViewMore

Get_Liability_Details
et Lisbiy Dt from Lsbiy 1

View More B e

Page | 1 of 11 (1-8of87items) [2 345 .1 » >

e. On the Consumer Services, click OBPY_MAINTENANCE tile.

@® Note

If any Oracle Banking Routing Hub configuration named
OBPY_MAINTENANCE is not found, the Oracle Banking Routing Hub
configurations are not fully imported. Import the Oracle Banking Routing Hub
configuration available in the source folder.

The OBPY_MAINTENANCE screen displays.

Figure 3-20 OBPY_MAINTENANCE

Service Consumers

T Back toLList of Consumer Services
OBPY_MAINTENANCE [ £ earconsumer Service
0BPY get M: e api

Transformation  Routing.

[ @ sea

—+ NewTranstomaton JCIRY

TResuls

Neme. S Product Pocessor S implementation S Sevice

OBPY-MAINTENANCE oBPY 144 OBPY_Default Jservice/vi/retail/getAll acmve 7w

Export

2. From the Actions, click on Request Audit.

The Request Audit screen displays.
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Figure 3-21 Request Audit

(Request Audit : OBPY-MAINTENANCE )

Requestid

Userld

Requestid Provider Status Userld

WdSngCT3nEINdSngCT3nE...  OBPY 144 0BPY_Default getpartyM; success PRANAY2

Olmiyd73nF1PImIyd73nE1Q. 0BPY 144 0BPY_Default getpartyMaint success PRANAY2

6ZR02u720FI7ZRO2UT20F 1 0BPY 144 OBPY_Default getpartyMaint SUCCEsS KISHOREM1

094CYqI2nFIPOACYqI2nFT...  OBPY 144 OBPY_Default getpartyMaint SUCCESS KISHOREM1

w268 DI

3. Check the latest getPartyMaintenance Oracle Banking Routing Hub call.
4. Click on the Request ID and check the Provider Response to check for any errors.

The Request Audit details screen is displayed.

Figure 3-22 Request Audit details

Request Audit Details
Requestld

CVIIZXIONEIDVIIZXJORFIEVIIZXJORFEVIIZXJONEIGVIIZXI0NETHVIIZXIORE IV IZXIONEVIIZX 0N EIKVIIZXIONFILVIIZXJOnFIMVIIZXIONEINVIIZXIOnE

o o °

OBRH Request

Timestamp
2025-07-28T16:24:51.045+05:30

Message

“SERVICE-CONSUMER-SERVICE™ [
“OBPY_GET_EXISTING_PARTY"

INVNKIAMINAPLHVMLHSKNJIVLGSSCEt9F CoSDEMO"

3.4 FLEXCUBE Host Integration Troubleshooting

This topic describes the possible issues that may occur in FLEXCUBE Universal Banking
Solution integration.

Host Calls Failure

Host call failure may be due to various reasons ranging from improper Oracle Banking Routing
Hub configuration to absence of maintenance in the Oracle FLEXCUBE Universal Banking
environment. Host call may fail during Business Product Host Product listing, Interest or
Charge Details data-segment fetch or during Oracle FLEXCUBE Universal Banking Account
creation time.

To find the root issue, follow the below steps:

1. Check Oracle Banking Routing Hub Audit Request to see if any Oracle Banking Routing
Hub calls to Oracle FLEXCUBE Universal Banking Module has failed.

Troubleshooting Guide
G28922-02 August 9, 2025
Copyright © 2021, 2025, Oracle and/or its affiliates. Page 13 of 17



ORACLE’

a. On Home screen, click Core Maintenance
b. Under Routing, click Service Consumers.

The Service Consumers screen displays.

Figure 3-23 Service Consumers

Service Consumers

Chapter 3

FLEXCUBE Host Integration Troubleshooting

. Under Core Maintenance, click Routing.

‘ Q Search
[ Viewore | & e T B [ viewmor | @ o [ viewmore | & - [(vewmore | @ o [ viewmor | & e
S| o e o -
c. On the Service Consumers, Click RPM_ORIGINATION tile.
The RPM_ORIGINATION screen displays.
Figure 3-24 RPM_ORIGINATION
Service Consumers X
1 Back toLList of Service Consumers
RPM_ORIGINATION ‘ & Edit Service Consumer
Common Templates Environment 1t Variables. Service Providers Consumer Services.
[ @ sea
\ B exvortrown | | [ import Grovn
e = =
d. Onthe RPM_ORIGINATION screen, click the Service Provider tab.
The Service Provider tab displays.
Figure 3-25 Service Provider
Service Consumers ®

T Backto List of Service Consumers.

RPM_ORIGINATION
RPM_ORIGINATION

Common Templates  Environment Variables  Service Providers  Consumer Services

[[Q searr

[ e [

20 Resus

e CONSENT crem RODA

oBpy TELLER_FUNDING ocr avr
Acve ncme = neve Aere = scve acve
Version Verson Version Ve Veson Verson Verson
7 1o 1 s 4 bt h 1o
e Tiee Tyee Tyee Te Tyee e Tvee
INTERNAL WTERNAL INTERNAL WiERNAL WTERNAL WTERNAL WiERNAL WTERNAL
ViewMore | o ViewMore L ViewMore i ViewMore o ViewMore View More L ViewMore Viewore | o
cos Feus.

acve acve

ersion Verson

I a

Tioe Tipe

INTeRNAL WiErNaL

View More \ @ o | viewmore o

Page | 1 | of2 (1-100f20items) ]2 »
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e. On the Service Provider tab, click the FCUBS tile.

@ Note

If you do not find any Oracle Banking Routing Hub configuration for Oracle

FLEXCUBE Universal Banking, that means, the Oracle Banking Routing Hub
configurations are not fully imported. Import the Oracle Banking Routing Hub
configuration available in the source folder.

The FCUBS screen displays.

Figure 3-26 Oracle FLEXCUBE Universal Banking

Service Consumers

1 Back toList of Service Providers

FCUBS.

Provider Status | ACTVE  Provider Version 4.4 Provider Type INTERNAL

| £ e service provider

Nome. S Descripton

FCUBS_Default Defaut Implementation

Fetch_LOV FCUBS Fetch LOV.

TD_Defauit FCUBS TD account

f. From the Actions, click on Request Audit.

The Request Audit screen displays.

S ServiceName

Page | 1 o1 (1-3ef3iems <« [1] > >l

Figure 3-27 Request Audit

Request Audit(Implementation : FCUBS_Default)

cAZINOM6NFIAZINOMANFIRAZIN.

CRaWSBZmFIDNaWSBIZmFIENaW.

SITMNAZmFIITmNAZmFITmNA,

EQeZFIqZmFIFQeZFlaZmFIGQeZF

g. Check the most recent transformation on which the operation was performed.

S Hoxt

10076155204

10076153.204

10076155204

7003

7005

7005

Get_Loan_Charge_Details

of 12 (1-50fsoitems) ¢

success

Success.

SUCCESS.

SUCCESS.

Userld,

PRATIKI

MADHUMITI

MADHUMITI

MADHUMIT

h. Click on the Request ID and check the Provider Response to check for any errors.

The Request Audit details screen displays.
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Figure 3-28 Request Audit details

2025-07-28T16:24:51045+05:30

Message

eaders™
"SERVICE-CONSUMER-SERVICE": [
“OBPY_GET_EXISTING_PARTY"

‘Accept”: [
By

ECID-Context”

OAMINAPLHVMLHKNIVLGSSCE9FCoSDEmO"
bilEnabled:
X.83-Parentspanid

cdas28020972I0"

1
1
1
1
1
"User-Agent”: [

“Javal7014"
1

2. If there is no Oracle Banking Routing Hub call, yet the host call is failing (especially during
Account Creation), the failure may be at the workflow task level. To debug this scenario,
follow the steps below.

a. Using the Application Number, call the pl at o- or ch- ser vi ce search API (API details
given below) using Postman.

Table 3-1 API details
]

API components Description

APl URL http://whf00dtm.in.example.com:7011/plato-orch-service/api/vl/
extn/custom-actions/queries/tasks?offset=0&limit=100

Body Refer to the image below.

Headers e Content-Type: application/json
e userld:

e appld: platoorch
e branchCode:
. entityld: DEFAULTENTITY

The search result displays.

Figure 3-29 Request Body

b. From the response, search for subWorkflowld.

The search result displays.
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Figure 3-30 subWorkflowld

"taskType":
"status™: "C
"inputData": {
"workflowInput™: {
"TASK_DESCRIPTION": "Sawvi
HandOff",

LETED",

Chapter 3
FLEXCUBE Host Integration Troubleshooting

Origination

"applicationDate": 1585218545800,

"applicationNumber™:

"processRefNumber™:
"branch" :
"user": "AB
"processName" :
"proces
"stage":
"stageCode™: “RPM_INSTA
"currentBranchCode™:
s
"subWorkflowI
"adl

"subWorkflowName™ :

Use this subWr kf | ow d as parameter in the below API.

Table 3-2 API details

API components Description

. userld:
e appld: platoorch
e branchCode:

APl URL http://whf00dtm.in.example.com:7011/plato-orch-service/api/
workflow/ad194dd5-738f-4ce3-b9b9-2a9f72bb59¢c6
Headers e Content-Type: application/json

e entityld: DEFAULTENTITY

The response shows the actual error for HTTP task to fail.
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Business Error Codes

This topic provides information about business error codes.

The list of overrides, informational messages, and error codes that may encountered during
application usage is available in the ERTB_MSGS table within the corresponding service schema.

For example, if an error occurs in Business Product maintenance screen and the error code
displays in the table. Then, connect with Business Product schema and search for that
particular error code in the ERTB_MSGS table.

Figure 4-1 Error Codes and Messages

select * from ERTB_MSGS;
AV

[ Query Result x
A B @) B sou | Fetched 50 rows in 0.177 seconds

! ERR_CODE |{ LANGUAGE |{} MESSAGE
1 RPM-BP-CMN-001 ENG Exception Occurred while Parsing Date
2 REM-BED-001 ENG Expiry date should be greater than Start date
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