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Preface

«  Purpose

e Audience
This manual is intended for the following User/User Roles:

e Documentation Accessibility
e Critical Patches
e Diversity and Inclusion

e Conventions

1.1 Purpose

This guide is designed to help acquaint you with the Oracle Banking Payments application.
This guide provides answers to specific features and procedures that the user need to be
aware of the module to function successfully.

1.2 Audience

This manual is intended for the following User/User Roles:

Table 1-1 User Roles

Role Function

Implementation & IT Staff Implementation & Maintenance of the Software

1.3 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.4 Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to make sure effective
security, as strongly recommended by Oracle Software Security Assurance.
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http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
https://www.oracle.com/security-alerts/
https://www.oracle.com/security-alerts/
https://www.oracle.com/corporate/security-practices/assurance/vulnerability/

1.5 Diversity and Inclusion

Chapter 1
Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

1.6 Conventions

The following text conventions are used in this document:

ORACLE

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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Enabling Single Sign-on with Oracle Access
Manager

e Introduction
*  Prerequisites

* Background of SSO Related Components

2.1 Introduction

Single sign-on capability of Oracle Banking Payments is qualified with Oracle Identity
Management 11.1.1 (Fusion Middleware 11gR1), specifically using the Access Manager
component of Oracle Identity Management. This feature is available in the releases Oracle
Banking Payments V.UM 7.3.0.0.0.0.0 and onwards.

This document explains the method to enable single sign-on for Oracle Banking Payments
deployment using Oracle Fusion Middleware 11g. You will also find backgrounds of various
components of deployment and the configurations in Oracle Banking Payments and Oracle
Access Manager that enable single sign-on using Oracle Internet Directory as a LDAP server.

2.2 Prerequisites

Software Requirements
Oracle Access Manager - OAM (11.1.1.5)

*  Access Server

*  Webtier Utilities 11.1.1.5
* WebGate 11.1.1.5

e Http Server

LDAP Directory Server

Ensure that the LDAP used for Oracle Banking Payments Single Sign-on deployment is
certified
to work with OAM.

Some of the LDAP directory servers supported as per OAM document are as follows.

# Note:

This is an indicative list. You can find the conclusive list in Oracle Access Manager
Documentation.

e Oracle Internet Directory

e Active Directoryr

ORACLE o1



Chapter 2
Background of SSO Related Components

- ADAM

- ADSI

« Data Anywhere (Oracle Virtual Directory)
e |BM Directory Server

« NDS

*  Sun Directory Serve
WebLogic (10.3.5)P

For achieving single sign-on for Oracle Banking Payments UBS in FMW 11gR1, the Weblogic
instance must have an explicit Oracle HTTP server (OHS).

2.3 Background of SSO Related Components

e Oracle Access Manager (OAM)
e LDAP Directory Server
*  WebGate/AccessGate

e ldentity Asserter

2.3.1 Oracle Access Manager (OAM)

Oracle Access Manager consists of the Access System and the Identity System. The Access
System secures applications by providing centralized authentication, authorization and auditing
to enable single sign-on and secure access control across enterprise resources. The Identity
System manages information about individuals, groups and organizations. It enables delegated
administration of users, as well as self-registration interfaces with approval workflows. These
systems integrate seamlessly.

The backend repository for the Access Manager is an LDAP-based directory service that can
be a combination of a multiple directory servers, which is leveraged for two main purposes:

* As the store for policy, configuration and workflow related data, which is used and
managed by the Access and ldentity Systems

e As the identity store, containing the user, group and organization data that is managed
through the Identity System and is used by the Access System to evaluate access policies.

2.3.2 LDAP Directory Server

When Oracle Banking Payments is integrated with OAM to achieve Single Sign-on feature,
Oracle FLEXCUBE password policy management, such as password syntax and password?
expiry parameters can no longer be handled in Oracle FLEXCUBE. Instead, the password
policy management can be delegated to the Directory Server. All password policy
enforcements will be based on LDAP user IDs and passwords.

2.3.3 WebGate/AccessGate

A WebGate is a Web server plug-in that is shipped out-of-the-box with Oracle Access
Manager. The WebGate intercepts HTTP requests from users for Web resources and forwards
it to the Access Server for authentication and authorization.

ORACLE b5



Chapter 2
Background of SSO Related Components

Whether you need a WebGate or an AccessGate depends on your use of the Oracle Access
Manager Authentication provider. For instance, the:

Identity Asserter for Single Sign-On: Requires a separate WebGate and configuration profile
for each application to define perimeter authentication. Ensure that the Access Management
Service is On.

Authenticator or Oracle Web Services Manager: Requires a separate AccessGate and
configuration profile for each application. Ensure that the Access Management Service is On.

2.3.4 |dentity Asserter

ORACLE

Identity Asserter uses Oracle Access Manager Authentication services and also validates
already-authenticated Oracle Access Manager Users through the ObSSOCookie and creates a
WebLogic-authenticated session. It also provides single sign-on between WebGates and
portals. You can get more details on Identity asserter at

https://docs.oracle.com/cd/E12839 01/core.1111/e10043/0ss0.htm

# Note:

This document contains the configuration of Oracle Internet Directory as LDAP server
and its configuration in Weblogic. This document does not discuss the configuration
and setup of OAM and LDAP directory server of other LDAP servers. Such details
are provided by the corresponding Software provider.
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Configuration

e Pre-requisites
e Changing web.xml file
e Configuring SSO in OAM Console

»  First Launch of Oracle Banking Payments after Installation

3.1 Pre-requisites

The configuration steps are provided in this section based on the following assumptions:
e Oracle FLEXCUBE has already been deployed and is working without single sign-on.

e Oracle Access Manager and the LDAP server are installed and the requisite setup for
connecting them along Weblogic's Identity Asserter is completed.

3.2 Changing web.xml file

Locate the file web.xml in the application (FCUBS) EAR file.
Locate the file web.xml in the application (FCUBS) EAR file.

<login-config>
<auth-method>CLIENT-CERT</auth-method>

<realm-name>myRealm</realm-name>
</login-config>

Figure 3-1 login-config

[D:\Oracle\Middlewareluser_projects\domains\FCDomain\servers\FCServer\tmp\_WL_user\FCUBS 105\ 9bfxywar\WEB-INF\web.xml]
jiew Search Document Project Tools  Window Help

CRNE Y= RV b4 FEREE AW =25 000
£
bt | e e e e B S e e Tt et et et e S et tetel |
4 <localzcon.iflex.fcc.ejb. FCJEJBLocal< /locals
ﬂ <ejb-1link>FCIEJB< /e jb-1link>
A </ejb-local-ref>

<ejb-local-ref>
<ejb-ref-name>FCUBS_BATCHEJE_LOCAL</ejb-ref-name
<ejb-ref-typexriession</ejb-ref-type>
<local-hone>con.iflex.fcc.ejb.batch.BatchEJELocalHone< flocal -homes
<local>comn.iflex.fcc.ejb.batch.BatchEJELocal</local>
<£ejb-link>BatchEJB< /fejb-1link>

</ejb-local-ref>

& lodin=contios

Wva <auth—methnd}CLIENT—CERT(fauth—method}]

va <realm-name>myFRealn</realm-names>
me.java </login-configs>
< //web-app>

a

Save the file and redeploy it. Restart the application.
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Chapter 3
Configuring SSO in OAM Console

3.3 Configuring SSO in OAM Console

After installing OAM, Webtier Utilities and Webgate, extend the Weblogic domain to create
OAM server.

Follow the post installation scripts deployWebGate and EditHttpConf as explained in the page

https://docs.oracle.com/cd/E17904_01/install.1111/e12002/webgate004.htm

Identity Store Creation

Creating Authentication Module

Creating OAM 11g Webgate

Post OAM Webgate 11g Creation Steps
Creating Authentication Scheme

Creating Authentication Scheme

Adding Resources

Adding Authorization Policy

Configuring mod_wl_ohs for Oracle Weblogic Server Clusters
Checking the Webgate 11g Agent Creation
Using OAM Test Tool

3.3.1 Identity Store Creation

Create a new User Identity Store.

ORACLE

1.
2.

Login to OAM Console.

Go to System Configuration, then Common configuration and click Data Sources to select
User Identity Store.
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Figure 3-2 Create User Identity Store

Chapter 3
Configuring SSO in OAM Console

ORACLE" Access Manager

System Configuration
> Commen Configuration
Actions » View » @ -8 '@
¥ [ )0ata Sources

7 g User Identity Stores
= g UserTdentityStore1
b= aprlugine
~| Access Manager Settings
Actions + View * SR @
- d% Access Manager Setings
7 §5550 Agents
b= SE0mM Agents
L~ $.0550 Agents
7 Wl Authenteation Modules
7 lif Loae authenbcation module
B Loar
> B | DaPrioPasswordauthModuie
b B Kerberos Authentication module
b i 1505 Authenbeation madule
b= {if custom Authentication module

2 Security Token Service

O welcome FCuBsWebgate
Create: User Identity Store

* Store Mame | FOUBSIdentityStare

* Store Type | OID: Orade Internet Directory

/Location and Credentials

FLocaten fdwy-ap-21:3061

v Users and Groups

[ Enable Group Cache

w Connection Details
Minin

M

Wait Timeout (s

Inactivity Tmeout (seconds) 3

OAM Agents

oam_serverl LDAP

Description

n=Groups dc =orade, dcacom

User ldentity Stores
[ClEnable 55
*Bind DN | cn=ardadmin

* Pacoword | ssssssssss

accesshity nelp sgnow O

Signed in as weblogic

{ TestConnection |  Appiy

Specify the following details in the User Identity Store.

Field Description

Store Type Select Oracle Internet Directory.

Location Specify the LDAP server Host name and Port Number in
<HOSTNAME>:PORT format.

Bind DN Specify the user name to connect to the LDAP Server.

Password Specify the password to connect to the LDAP Server.

User Name Attribute

Specify the attribute created in LDAP, which is the user name for the
other application. in this example it is treated as the FCUBS Username.

User Search Base

Specify the container of the user name in the LDAP server.

Group Search Base

Specify the container of the group name in the LDAP server.

After entering the above details, click ‘Apply’ button. On Successful creation, click ‘Test
Connection’ button to verify whether the LDAP connection is working fine.
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Figure 3-3 FCUBSIdentityStore

3.3.2 Creating Authentication Module

1. Go to System Configuration, then Access Manager Settings and click Authentication
Modules to select LDAP Authentication Module.
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Figure 3-4 FCUBS_ Authentication Module

ORACLE’ Access Manager

Policy Configuration System Configuration

~| Commen Configuration

Actions * View ~ K} >4
7 [(Opata Sources
7 Ghuser 1dentity Stores

(=3 *IUserIdEnth*SIDr-;l-
- GFCUBSIdentityStore:
~| Acoess Manager Settings

Actions v View ~ & 4
&5 Access Manager Settings
7 §5550 Agents

b §50aM Agents
I 5 0550 Agents
7 @ authenticaton Modules

B ose

t> (B LoAPNoPasswordAuthMaduie
> [l Kerberas Authentication module

- @ 509 Authentication modue
1> B custom Authentication madule

»| Security Token Service

7 2 LDAP Authentication module

1 @ Fouss _authentication_Modue

@

Accessbiity Help  Sgnout O

Signed in as weblogic

FCUBSWebgate ~  OAM Agents oam_serverl LDAP FCUBSIdentityStore FCUBS_Authentication_Module
FCUBS_Authentication_Module { Apply
[ Confirmation

LDAP Authenbcation Module FOUBS_Authentication_Module created successfuly

* Name | FCUBS_Authentication_Module

* User Identity Store | FOUBSIdentityStore [

Click New button to create new Authentication Module.

Specify the following details in the User Identity Store.

Field

Description

Name

Specify the name of the authentication module.

User Identity Store

Specify the user identity store you had created in the previous step.

3.3.3 Creating OAM 11g Webgate

Go to System Configuration, then Access Manager Settings and click SSo Agents to OAM

ORACLE

Agents.
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Figure 3-5 Create OAM 11g Webgate

Chapter 3

Configuring SSO in OAM Console

ORACLE' Access Manager

Signed in as weblogic

System Configuration

| Common Configuration
Actions = View = 2 @

3 BZ Available Services

Welcome to Oracle Access Manager 11g
Use thes console to

=T
o= [l server Instances

= [Elsessan Mansgement
= B Certificate Validation
i~ [Data Sources

= Shelugins

4% S50 Agents

Manage Partrer sppiications
[ tiew 0AM 10g Webgate
L8 tiew 0AM 110 Webgate
[ tew 0550 Agent

[ policies
Manage poiicy components and application domans.

[ mew Appiication Domain

B weicome Create OAM 11G Webgate

o St * Manage the Access Manager poices akeady configured in the system,
» Manage the agent profies and server profiles of the configured Accees Manager servers.
* Register new applcatons that need sngle sign-on integration with Orade Access Manager.
* Manape and areate trust between partners for Oradle Security Token Service.
= Manage comman settings and configuration for Oracle Access Manager and Crade Security Token Service

Chck any of the links below to start usng the console. Alternatively, you can use the navigation tree on the left as wel,

§ Trust Partners

Manage the trust between partners,

[ tew Requester Parmer
[ Hew Relyng Party Partnes

& Configuration
Manage the common setiings and configurations

(5 Avaiable services

(& Comman settings
5] Access Manager Settings
(5] secunty Token Service Settngs

> Access Manager Settings
2| Security Token Service {

Click Create 11g webgate button or New OAM 11g Webgate link on the Welcome page
New button to create new Authentication Module.

Figure 3-6 Create OAM 11g Webgate

Accessbiity Help Sgnout O

ORACLE’ Access Manager

Signed in 25 weblogic

Rl Svstem Configuration

BEETEET  Creste 0AM 11G Webgate HE

Create OAM 11g Webgate gy

~| Common Configuration
Actions = View = oW
&> BZ Avalable Services
> 49 Comman Settings
2> [l Server Instances
1= (B8 Session Management.

User Defined Parameters

> i3 Certificate vaidation
L [)Data Sources
£ ThPlugins

virtual host

Auto Create Poloes [V

dation

Host Tdentifier

Resource Lists

Protected Resource List + R Public Resource List + X
Relative URI | Relative UR

2| Access Manager Settings
>/ Security Token Service q

Specify a name for Webgate and the Base URL (the host and port of the computer on which

the Web server for the Webgate is installed). Click Apply button.
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Configuring SSO in OAM Console

Once the OAM 11g Webgate created, add filterOAMAuthnCookie=false parameter along with
default parameters in User Defined Parameters.

Click Apply button to save the changes.

3.3.4 Post OAM Wehbgate 119 Creation Steps

Complete the following steps to copy the artifacts to the Webgate installation directory:

1. Onthe Oracle Access Manager Console host, locate the updated OAM Agent
ObAccessClient.xml configuration file and any certificate artifacts.
For example: $DOMAIN_HOME/output/$Agent_Name/ObAccessClient.xml

2. Onthe OAM Agent host, copy artifacts (to the following Webgate directory path). Example:
11gWebgate_instance_dir/webgate/config/ObAccessClient.xml

(for instance WebTier_Middleware_Home/Oracle_WT1/instances/instancel/config/OHS/
ohsl/webgate/config/ObAccessClient.xml)

3.3.5 Creating Authentication Scheme

1. Go to Policy Configuration, then Authentication Schemes.

2. Click Create button to create a new Authentication Scheme.

Figure 3-7 FCUBS_ Authentication Scheme

ORACLE’ Access Manager Accesshibty Help  Sign Out

M =] EEETT B rcuss_auth_scheme e}
@ search Authentication Schemes setaspefaut || spply |
pm— . T "

ver- W) 3 i Auhenbcatan Scheme, FCUBS_Auth_Scheme, created successfuly
7 ff shared Companents
7 {8} Resouree Tye
WP
B Tekersericenp
£ wi_authen
7 [H Host 1dentifers
3 tapsuitengent
& Bl anomymousscheme

7 @ Apphcation Damaing
= @ Fusion Apps Integration
= QR IaM sute

Specify the following details in the User Identity Store.

Field Description

Name Specify a name to identify Authentication Scheme.

ORACLE .
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Field

Description

Challenge Method

Select ‘BASIC'.

Challenge Redirect URL

Specify ‘/oam/server’.

Authentication Module

Select the authentication module that you had created in an earlier step
(Creating Authentication Module).

If it is a basic authentication scheme, you need to add the
‘enforce-valid-basic-auth-credentials' tag to the config.xml file
located under ‘/user_projects/domains/<MyDomain>/config/’.

Insert the tag before the end of the <security-configuration> tag as
follows:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-
authcredentials>
</security-configuration>

3.3.6 Creating Authentication Scheme

Go to Policy Configuration, then Application Domains.

ORACLE

Select [Webgate agent name] under Authentication Policies

Click New button and specify the following information.

Figure 3-8 Authentication Policy

ORACLE’ Access Manager

Policy Configuration

L |-

@ search |
2 orowse (TN,
view ~ ) LIRS
7 [fif shared Companents
7 ¥ Resource Type
Burre
& TokenserviceRP
wi_authen

[ Fcuss_auth_Scheme

[ kerberasscheme

[ Loarnorasswordvaidatonscheme
[ owpscheme

[ oaamadvanced

[ camAdmnonsoleScheme
[ orscheme

(8 oMscheme

8 TapScheme

[ xs0a5cheme

o GRTAM Suite

m [ create Authentication Policy =&

Authentication Policy Apely

Name | FOUBSWetPolcy

Description

* Buthentication Schems | FOUBS_Auth_Scheme -

——

_{t}} Resources 4 R
iMain
FCLBSWebgate:/.../*

FCLESWebgate:/

EE]

Specify the following details.
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Field

Description

Name

FCUBSWebPolicy).

Specify a name to identify the Authentication Policy (Eg:

Authentication Scheme

Select the authentication scheme you created in the previous step
(Creating Authentication Scheme).

Resources

the sources are protected.

Add DN in the Responses section.

Add the resources which should be protected. If you add
<WebgateName>:/.../ and <WebgateName>:/ in the resources, then all

Figure 3-9 Authentication Policy

ORACLE" Access Manager

Accessbilty

Help sgnouwt O

Signed in a5 weblogic

Palicy Configuration

al [=]
(@ search
—
Wew - 18 LUREE 4
7 [ shared componants -
7 {8} Resource Type

B Feusswebgate
[ ramsaiteagent
7 [ authentication Schemes

AnoriymousSchems
BB pasicscheme
28] Basicsessionlessscheme
28 Fanuthscheme
Bl FeLes_auth_Schems
Bl kerberosicheme
B LoapnoPasswardvaldationScheme
B Loapscheme
Bl onamadvanced .
B onameasic
B ormiogscheme
B onmadminConsolescheme
BB oirsdheme
BB omscheme
BB rapscheme
BB s095cheme
7 @ appication Domains
7 @ FouBswebgste
= B resources
v (& Authetication Poicies
&= @ Protected Resource Policy
= [ authorization Poiicies
> Igh Token Issuance Poices
1> @ Fusion Apps Integrason
- @ 1AM Suke

BEEET™™ & rcusswebgatesprotected Resource Policy
Authentication Policy

* Name | Protected Resource Polcy

Description | palcy set durng doman creation. Add resources ko this policy to
protect them,

* futhertication Scheme | FCUBS_Auth_Scheme [=]
| Resources JLETENS
{5 Responses
Name Type
DN Header

Success LRL

Falure LRL

Tdertity assertion [

Apply

Vake

Juser attr.dn

ElE]

Enter the value as $user.attr.dn. The responses maintained in this tab will be added in the
response header at the time of authentication.

3.3.7 Adding Resources

1. Go to Policy Configuration, then Application Domains.

2. Select FCUBSWebgate and click Resources.

3. Click Create New Resource button.

ORACLE
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Figure 3-10 Resources

ORACLE" Access Manager Accessbity Hep Sgnout O

Policy Configuration

7 @ Resource Type
EHTe
F TokenServiceRP
48 wl_nuthen

7 [ Host Identifiers
[ FouBswebgate
[ 1amsuiteagent

7 [ Authentication Schemes

[ Basicscheme

[ LoAetioRasswordvaidationscheme
[ Lparscheme =
[E oasmadvanced
[ oasmBasic
[ o 10g5cheme
[ caMadminConsoleScheme
(B oFscheme
[ omischeme
[H Tapscheme
[ x5085cheme
(@ Apphcation Domains
7 @ FOUBSIVebgate
i} Resources
&= [ Authenticaton Pollces
5= [ Autharization Polices
> [ gh Token Issusnce Polides
B (@ Fusion Apps Integration
& @ 1AM Suite -

Hagt ldentfier FCLESWebgate w

. | FCieoWeb

Protected Rescurce Palcy

y  Profected Resource Polcy +

Sgned in as weblogic

N 0 RTINS & FCUBSWebgateFCUBSWebgate:/FCONeoWeD ®E
B searcn {(:)} Resources apply |
taorowse (TN,
wew = () S ype | HTTE
/ [iff shared Companents Descriptian

Specify the following details.

Field

Description

Type

Select ‘HTTP'.

Host Identifier

Select ‘FCUBSWebgate'.

Resource URL

Specify ‘/FCINeoWeb'.

Protection Level

Select ‘Protected’.

Click ‘Apply’ button to update the resource added.

Authentication Policy Select the authentication policy and authorisation policy as ‘Protected

Resource Policy'.

3.3.8 Adding Authorization Policy

Check whether the resources available in the authentication policies are available in
Authorization Policy.
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Figure 3-11 Authorization Policy
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7 46F Resource Type
e
4 Tokenservcerp Success URL

484 wi_suthen
el p—

[ Fousswebgate

(3 1AmsuiteAgent oL
7 [BB authentication Schemes {Resource URL [
AnonymousScheme | FoUBSWebgate: FCTieoWeb =18 J
[ sascscheme FCUBSWebgate:/ =1
SascSecsioriessScheme 5
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(B Fouss_auth_scheme

[ kerberosscheme
LDAPNGPasswordvaidabonScheme
[# Loarscheme
[ oaamadvanced

DAAMBasic
[88 0aM 1005 cheme
£ oamadminConsolescheme

T

7 @ Apcication Comains
v @@ FouBswebgate
b W Resources
7 [ Authentication Polides
[ Fouss_auth_poicy
1 [ Protected Resource Palicy
7 [B Authoczation Poicies

b [ Token Issuance
1 €3 Fusian Apps Integrabon
1 @Biam sute q

ces -

During web gate creation, these values are defaulted.
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Figure 3-12 Authorization Policy
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EurTe
5 TokenServiceRP Success URL
{8} wil_sut
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T on Header - $user attr.dn
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7 (& Authentication Polices
- [ Protected Resource Policy
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[BLProtected Resource Policy
- [ Token Lssuance Polices T =
o5 Integration

Add DN in the ‘Responses’ tab. Enter the value as $user.attr.dn.

The responses maintained in the tab will be added in the response header during
authorization.

3.3.9 Configuring mod_wl_ohs for Oracle Weblogic Server Clusters

In order to enable the Oracle HTTP Server instances to route to applications deployed on the
Oracle Weblogic Server Clusters, add the below directive to the mod_wl_ohs.sh file in directory
‘<Weblogic Home> /Oracle_WT1/instances/instancel/config/OHS/ohs1'.

<Location /console>
SetHandler weblogic-handler
WebLogicHost idmhostl.mycompany.com
WeblogicPort 7001
</Location>

3.3.10 Checking the Webgate 11g Agent Creation

After configuration of webgate 11g agent, go to the URL http://<hosthame>:<ohs_Port>/ohs/
modules/webgate.cgi?progid=1 and verify whether the webgate configuration is fine. If the URL
launches the following screen, then it indicates that the webgate configuration works fine.
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Figure 3-13 Firefox

i - - — - —M

| L Diagnostic View of Oracle Access Manag...| + |

[ (' { "} | padsrini-pc:7780/chs/modules/webga 77 7 C

- Googe Pl M| G B #-

Resource to factive100000( 60 1800 139?9:416:139:1 33688
Authentication
Scheme

Authenticationjactive| 25 1 1800 |45629:140:138:1 710
Scheme

Resource to [active| 100000 59 1800 183:59:0:1 25488
Authorization
Policy
Authorization rnive 1000 2] 15 178:5:4:1 6507

Result

3.3.11 Using OAM Test Tool

This step is not mandatory.

Oracle Access Manager Test Tool helps you check the response parameter values. The test
tool is available in <OAM Install Dir>\ oam\server\tester.

Eg. D:\weblogic\Middleware\Oracle_IDM1\oam\server\tester

Use java -jar oamtest.jar to launch the OAM test tool.
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Figure 3-14 Oracle Access Manager Test Tool
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Port
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@

® ¢

[V] Get Auth Scheame
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¢
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[

3.4 First Launch of Oracle Banking Payments after Installation

After installing Oracle Banking Payments and launching it for the first time, you will see the

Oracle Banking Payments login screen which prompts for user ID and password. This is

because the parameter ‘sso installed’ is set to ‘N’ during installation.

Bank Parameter Maintenance

SSO Parameters

Maintaining Branch Level DN Template (Branch Maintenance)

Maintaining LDAP DN for FCUBS users
Launching Oracle Banking Payments
Signoff in a SSO Situation
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3.4.1 Bank Parameter Maintenance

In order to enable SSO for Oracle Banking Payments, login to the application and check ‘SSO
Enabled’ check box in ‘Bank Parameters Maintenance’ screen.

Figure 3-15 FCUBS_ Authentication Module

@ Bank Parameters Maintenance - X
Bank Code * 000 Customer Name BANK FUTURA —
Head Office Branch Description BANK FUTURA
Code * 000

Financial Preferences  General Preferences |

Format Masks Year End Profit and Loss =
CIF Mask bbbnnnnnn General Ledger * 241000801
General Ledger Mask ¥ nnnnnnnnn Transaction Code * 000
Spread General Ledger Purge Days

Spread Application _Bolhl._eg l Auto Batch

Spool File Purge Days a0

User Restriction For Batch i
Inter Pay Lead days 3 humbe
SS0 Enabled
Cheque Numbering Details - Checksum Algorithm |:i
Scheme 4| Lodgment Numbers
Cheque Numbers Unique Unique For Branch
for Branch
TRS Details Suspense Account -
Account Mask | Preferences |Fields
Input ByLC32702 Authorized ByLC32702A03 Modification 152 Authorized
Date Time2012-02-29 13:26:22 Date Time2012-02-29 15:20:45 Number Open Ok | Exit

3.4.2 SSO Parameters

After enabling SSO, you need to maintain the parameters required for SSO. Go to ‘Security
Maintenance -> Sys. Administration -> SSO Maintenance’.
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Figure 3-16 Single Sign On Maintenance

% Single Sign On Maintenance - X

LDAP Host* padsrini-pc
LDAP Port* 3060
LDAP Admin Id * cn=orcladmin
LDAP Password * ssssssssss

LDAP Base * cn=Users dc=oracle,dc=c
om

Time Qut Duration(Seconds)* 600

Fields
Input By SARAN Authorized By SARAN Modification 1 Authorized
Date Time2012-01-06 12:33:04 Date Time 2012-01-06 12:33:04 Number Open

Specify all the details such as Directory Server Host Name, Port Number, LDAP Admin User
ID, Admin Password, LDAP Base and Login Time Out Duration (in seconds).

3.4.3 Maintaining Branch Level DN Template (Branch Maintenance)

Go to the ‘Branch Maintenance’ screen of Oracle Banking Payments

You need to maintain LDAP DN template for each branch. This is used in the Oracle
FLEXCUBE user maintenance form to populate corresponding LDAP user ID automatically
from this template. Go to ‘Branch Parameters’ screen and click ‘Preferences’ button.
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@ Branch Parameters Preferences

Figure 3-17 Bank Parameter Preferences

Netting Suspense GLeneraI 233200804 Profit and Loss Adjustment
edger
Walkin Customer 000003171 it

Internal Swap Customer 000003171

Clearing Account Revaluation Spiit Details
Offset Clearing Account Revaluation Split Required

Weekly Holiday 1 Saturday Suspense Product Maintenance

Weekly Holiday 2~ Sunday Debit Product

Clearing Bank Code Descripfion

MIS Group For Currency

Credit Product

Interdict Validation Description
Required
Interdict Timeout Interval International Banking Account Number Masks
Stalus Processing Basis  Contract Level Bank Code aaaann
Provisioning Frequency  Daily Account Mumber  aann

Uncollected Funds Basis

Uncollected Funds ol nsaahon
Deferred Statement FGL Handoff Required
Generation )
Enterprise General Ledger ELCOM fmteq rakion
Minor Age Limit (Yrs) 18 ELCM Replication
Motification Days
Cheque Stale Days
Limit Expiry Advice Notification
Days
Back Value Details LDAP DN Tempilate

LDAP DN Template cn=<FCCUSR=>cn=User
s, dc=oracle,dc=com

Back Valued Check
Required

Back Value Days

Erewmwem
Ok ‘ j

Specify the LDAP DN Template.
Eg.: LDAP DN Template: cn=<FCJUSR>,cn=Users,dc=i-flex,dc=com

In the above template cn=<FCJUSR> part must be there without alteration. However, the rest
of the DN name can be changed based on the configuration.

3.4.4 Maintaining LDAP DN for FCUBS users

For each user ID in Oracle FCUBS, a user has to be created in the LDAP.

When creating the user in LDAP, ensure that the DN is same as the LDAP DN specified in
‘User Maintenance’. Once the user is created in LDAP, go to the ‘User Maintenance’ in Oracle
FCUBS. If the Oracle FCUBS user already exists, then unlock the user maintenance and
update the LDAP DN value which was set while creating the user in LDAP. Click ‘Validate’
button to check whether any other user has the same LDAP DN value.
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Figure 3-18 User Maintenance

@ User Maintenance
User Details

User |dentification * FCUBSUSER
Name * FCUBS User
User Reference
Language * _ENG i
Home Branch * 004
Customer No
Department Code
Departiment Description
Tax |dentifier

Classification @ Staff

Status Changed On
Last Signed On

ELCM User ID

FCUBSUSER

I LDAP DN
ime Level *

Amount Format

g

Date Format -

Auto Authorization
Validate

User Password

Password
Password Changed On  2012-01-06 11:01:33
Email

Invalid Logins

Cumulative
Successive

User Status @ Enabled
Hold
Disabled
Locked

Branch

Staff Customer Restriction

Required

|| Multi Branch Access

Start Date * 2012-01-06
End Date

Restricted Password

Roles [ Rights | Fum:ﬁolsl Tills | Account Classes |

Disallowed Functions

Users Holiday | Fields | Group Restriction | Centralized Role

Genemuallgers| LIniisI Bnnches| Produds.

Maker KANNAN1
Checker SARAN

Date Time: 2012-01-06 13:29:56
Date Time: 2012-01-06 13:34.:26

Mod No 3
Record Status Closed
Authorization Status Authorized

ot

3.4.5 Launching Oracle Banking Payments

After setting up Oracle Banking Payments to work on Single Sign on mode, navigate to the

interim servlet URL from your browser.

Eg.: http://<hostname>:[port]/FCINeoWeb

Since the resource is protected, the WebGate challenges the user for credentials as shown

below.
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Figure 3-19 Connecting

[T o — [+ — =i X
8-

Austhantization Raquined ===

0 A username and password are beirg nequested by S5 . - The site says: *OAM
11g"

Uses Names  SARAN

[ ok | [ conce |
. |

Once the user is authenticated and authorized to access the resource, the servlet gets
redirected to Oracle Banking Payments application server URL. You can see the new sign-on
screen. The application automatically redirects to Oracle Banking Payments home page.
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Figure 3-20 Oracle Flexcube Universal Banking

ORACLE FLEXCUBE Universal Banking

ORACLE"

3.4.6 Signoff in a SSO Situation

Oracle Banking Payments does not provide for single signoff. When a user signs off from
Oracle Banking Payments, the session established with Oracle Access Manager by the user
will not be modified in any manner.

In an SSO situation the ‘Signoff’ action in Oracle Banking Payments functions as ‘Exit’. On
clicking ‘Signoff’, the user will exit Oracle Banking Payments. The user needs to re-launch
Oracle Banking Payments using the Banking Payments launch URL to use it again.
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