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Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement
containing restrictions on use and disclosure and are protected by intellectual property
laws. Except as expressly permitted in your license agreement or allowed by law, you
may not use, copy, reproduce, translate, broadcast, modify, license, transmit,
distribute, exhibit, perform, publish, or display any part, in any form, or by any means.
Reverse engineering, disassembly, or decompilation of this software, unless required
by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not
warranted to be error-free. If you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or
anyone licensing it on behalf of the U.S. Government, then the following notice is
applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system,
integrated software, any programs installed on the hardware, and/or documentation,
delivered to U.S. Government end users are "commercial computer software" pursuant
to the applicable Federal Acquisition Regulation and agency-specific supplemental
regulations. As such, use, duplication, disclosure, modification, and adaptation of the
programs, including any operating system, integrated software, any programs installed
on the hardware, and/or documentation, shall be subject to license terms and license
restrictions applicable to the programs. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information
management applications. It is not developed or intended for use in any inherently
dangerous applications, including applications that may create a risk of personal injury.
If you use this software or hardware in dangerous applications, then you shall be
responsible to take all appropriate fail-safe, backup, redundancy, and other measures
to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.
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content, products, and services unless otherwise set forth in an applicable agreement
between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any
loss, costs, or damages incurred due to your access to or use of third-party content, products,
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remains at the sole discretion of Oracle.
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the exclusive property of Oracle. Your access to and use of this confidential material is
subject to the terms and conditions of your Oracle Master Agreement, Oracle License and
Services Agreement, Oracle PartnerNetwork Agreement, Oracle distribution agreement, or
other license agreement which has been executed by you and Oracle and with which you
agree to comply. This document and information contained herein may not be disclosed,
copied, reproduced, or distributed to anyone outside Oracle without prior written consent of
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Preface

This preface introduces information sources that can help you use the application.

The following sections provide information that can help you use the application.

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

Help

Use Help Icon . to access help in the application. If you don't see any help icons on your
page, click your user image or name in the global header and select Show Help Icons. Not all
pages have help icons. You can also access the https://docs.oracle.com/en/ to find guides
and videos.

Comments and Suggestions

Please give us feedback about Oracle Applications Help and guides! You can send an e-mail
to: https://support.oracle.com/portall/.

Related Resources

For more information, see these Oracle resources:

e Oracle Public Cloud: http://cloud.oracle.com

e Community: Use https://community.oracle.com/customerconnect/ to get information from
experts at Oracle, the partner community, and other users.

»  Training: Take courses on Oracle Cloud from https://education.oracle.com/oracle-cloud-
learning-subscriptions.
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About Application Security Administration

Application Security Administration helps Administrators classify users and the data that they
are permitted to access. Users are mapped to user groups, which must be mapped to
specific security attributes, such as Business Domain, Jurisdiction, and Case Type. Users
can then perform activities associated with their user group throughout the functional areas in
the application.

Administrators use this menu to perform the following tasks:
1. Create business domains.
2. Configuring Jurisdictions.

3. Map user groups to security attributes.

Security within the Application

Security layers control how users interact with the application. The following table describes
the security layers.

Table 2-1 Security Details within the Application

Security Layer Type Controls Description
Roles Access to Features and User roles are used to identify
Functions which features and functions the

user can access within the
application. For example, Case
Analysts can access and take
action on cases.

Business Domains Access to Case and Business You can restrict access along
Information operational business lines and
practices, such as Retail
Banking. Users can only see
cases that are assigned to at
least one of the business
domains their user group is
mapped to. For more information
about Business Domains, see
Create business domains.

Jurisdictions Access to Case Information You can restrict access using
geographic locations and legal
boundaries. Users can only see
cases that belong to the
jurisdiction their user group is
mapped to. For more information
about Jurisdictions, see
Configuring Jurisdictions.
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Chapter 2
Security within the Application

Table 2-1 (Cont.) Security Details within the Application
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Table 2-1 (Cont.) Security Details within the Application

Chapter 2
Access Application Security Attributes

Security Layer Type

Controls

Description

ma
ppi
ng.

You can restrict access to
specific types of cases. To view
a case, users must be mapped
to a user group which has
access to view the specific Case
Type assigned to the case. For
more information about case
types, see Configure Case
Types

Access Application Security Attributes

To access the Application Security Attributes, follow these steps:

1. Enter the URL in the web browser. The Oracle Cloud login page is displayed.

2. Enter your User ID and Password.

3. Click Sign In. The Applications landing page is displayed.The Navigation List displays

the list of modules.

4. Click Oracle Financial Services Crime and Compliance Management Anti Money
Laundering Cloud Service. The menu options are displayed.

5. Select Application Security Administration.

6. You can perform the following activities using the Application Security Ul:

e Configure Business Domains

e Configure Jurisdictions

e Configure Case Types

< Note:

Case Types are only applicable if your implementation is using Case
Manager. Investigation Hub does not currently support Case Type mapping.

e Security Mapping

ORACLE
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About Business Domains

Business domains are used to classify records of different business types (such as Retail
Banking vs. Private Banking) or to restrict access to data (such as sensitive employee data).

Business domains are used to classify records of different business types (such as Retail
Banking vs. Private Banking) or to restrict access to data (such as sensitive employee data).
Records (such as accounts, customers, and cases) can be linked to a business domain.
Administrators map user groups to one or more business domains. Users can access records
with any business domains that their user group has been mapped to.

For example, you have defined a business domain as EMP: Employee Information. You
assign this business domain to the account and customer records that belong to employees.
Only users who are in user groups mapped to the EMP business domain can view these
records.

Cases can be linked to one or more business domains. User groups who are mapped to
either business domain can view these cases. For example, when multiple Events are
correlated to a case, if Eventl has come from Retail and Event 2 has come from Institutional
Broker-Dealer, then the case belongs to both business domains. Users in user groups
mapped to either business domain can view these cases. The General business domain is
provided by default with this application.

Adding Business Domains

ORACLE

You can add Business Domains as needed for your implementation.

1. In Application Security Attributes, navigate to the Business Domains page. The
Business Domain List page is displayed.

2. Click Add . . The Add New Business Domain window is displayed.

3. Enter the details as mentioned in the following table. Mandatory Ul elements are marked
with an Asterisk *.

Table 3-1 Fields to Add a New Business Domain and their Descriptions

Field Description

Business Domain Code* Enter a unique code for the Business Domain.
For example, RET for Retail. This field accepts
only alphanumeric and hyphen values. Other
special characters are not allowed. This field
cannot be edited once the business domain is
added.
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Chapter 3
Editing Business Domains

Table 3-1 (Cont.) Fields to Add a New Business Domain and their Descriptions

|
Field Description

Business Domain Name* Enter the Business Domain Name. For
example, Retall, Institutional Broker-Dealer.
This should be a very high-level form of
segregation for different areas. This field
accepts only alphanumeric, space, underscore
and hyphen values. Other special characters
are not allowed.

Business Domain Priority* Enter the Business Domain Priority. This should
be equal to or greater than 1. Lower numbers
are considered to be higher priority.

When events belonging to different business
domains with different priorities correlate to a
case, then the business domain with highest
priority will be assigned to the case.

When events belonging to different business
domains of the same priority correlate to a
case, that case will have multiple business
domains.

Business Domain Description Enter the Business Domain Description. This
field accepts only alphanumeric, space,
underscore and hyphen value. Other special
characters are not allowed.

4. Click Save. A confirmation message is displayed. The newly added business
domain will be added in the Business Domain List.

Editing Business Domains

You can edit existing business domains as needed for your implementation.

1. In Application Security Attributes, navigate to the Business Domains page. The
Business Domain List page is displayed.

2. Select the business domain and click Edit . The Edit New Business
Domain window is displayed.

3. Modify the details as shown in the Fields to Add a New Business Domain table.
You cannot edit the Business Domain Code.

4. Click Save. A confirmation message is displayed. The business domain in the
Business Domain List will be updated.
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About Jurisdictions

Jurisdictions are used to classify and restrict data.

Jurisdictions are used to classify and restrict data. Users can only access records or cases
associated with jurisdictions associated with their user groups. Jurisdictions divide data
based on the following types of boundaries, as designated by the financial institution:

Geographical: division of data based on geographical boundaries, such as countries,
states, and so on.

Organizational: division of data based on different legal entities that compose the client’s
business.

Other: combination of geographic and organizational definitions.

Scenario thresholds can be fine-tuned to run different threshold values depending on the
jurisdiction.

The Asia Middle East Africa (AMEA) jurisdiction is provided by default with this application.

Adding Jurisdictions

You can add new jurisdictions as needed for your implementation.

ORACLE

1.

In Application Security Attributes, navigate to the Jurisdictions page. The Jurisdiction
List page is displayed.

Click Add

Enter the details as described in the following table.

. The Add New Jurisdiction window is displayed.

Table 4-1 Fields to Add a New Jurisdiction and their Descriptions

Field Description
Jurisdiction Code* Enter a unique Jurisdiction Code. For example,
AMEA.

This field accepts alphanumeric values and
underscore(_). Other special characters are not
allowed. This field cannot be edited once the
jurisdiction is added.

Jurisdiction Name* Enter the Jurisdiction Name. For example, Asia
Middle East Africa.

This field accepts alphanumeric values and
underscore(_). Other special characters are not
allowed.
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Chapter 4
Editing Jurisdictions

Table 4-1 (Cont.) Fields to Add a New Jurisdiction and their Descriptions

Field

Description

Jurisdiction Priority*

Enter the Jurisdiction priority. This should be
equal to or greater than 1, and priorities must
be unique. Lower numbers are considered to be
higher priority.

Priority can be used to determine the
jurisdiction of a case when multiple events are
correlated to a case. Each case can have only
one jurisdiction; that is, the jurisdiction with
higher priority. For example, if Eventl has come
from the EMEA jurisdiction with priority 1 and
Event 2 has come from the US jurisdiction with
priority 2, then the case belongs to the EMEA
jurisdiction.

Jurisdiction Description

Enter the Jurisdiction Description. This field
accepts only alphanumeric, space, underscore
and hyphen values. Other special characters
are not allowed.

4. Click Save. A confirmation message is displayed. The newly added jurisdiction will

be added in the Jurisdiction List.

Editing Jurisdictions

You can edit jurisdictions as needed for your implementation.

ORACLE

1.

In Application Security Attributes, navigate to the Jurisdictions page. The

Jurisdiction List page is displayed.

Select the Jurisdiction and click Edit
displayed.

. The Edit Jurisdiction window is

Modify the details as shown in the Fields to Add a New Jurisdction table. You

cannot edit the Jurisdiction Code.

Click Save. A confirmation message is displayed. The jurisdiction will be updated

in the Jurisdiction List.
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About Case Security Mappings

Use the Security Attributes to map user groups with business domains, jurisdictions, and
case types. This determines the access privileges users have and which activities they may
perform.

User groups must be mapped with the following attributes:
e Jurisdictions

e Business Domains

# Note:

If your firm has enabled the Compliance Regulatory Reporting application, you can
optionally map user groups to a Report Type, used to access the CRR Report in
Case Investigation. CRR Reports can be generated without mapping the Report
Type attribute, but cannot be viewed unless a Report Type has been mapped.

< Note:

If your implementation is using Case Manager, you must also map user groups to a
Case Type. Investigation Hub does not currently support Case Type mapping.

Before mapping security attributes, you must complete the following:
1. Create users.

2. Map users to user groups.

3. Create business domains.
4

Create jurisdictions.

Mapping Security Attributes

You can map user groups to security attributes.

1. In Application Security Attributes, navigate to the Case Security Mappings page.

2. Select the User Group that you want to map with the Security Attributes (Jurisdiction,
Business Domain, and Case Type) from the Select User Group drop-down list.

3. Map one or more Jurisdictions to a User Group by moving the jurisdiction from the
Available Jurisdictions list to the Selected Jurisdictions list. This allows users in this
user group to access cases that belong to the mapped jurisdiction.

4. Map one or more Business Domains to a User Group by moving the Business Domain
from the Available Business Domains list to the Selected Business Domains list. This
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Chapter 5
Mapping Security Attributes

allows users in this user group to access cases that belong to the mapped
Business Domain.

a.

Optional: Map one or more Case Types to a User Group by moving the Case
Type from the Available Case Types list to the Selected Case Types list.
This allows users in this user group to access cases that belong to the
mapped Case Type.

Optional: Map one or more Report Types to a User Group. For mapping,
move the Report Type from the Available Report Types list to the Selected
Report Types list. This allows users in this user group to access cases that
belong to the mapped Report Type.
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