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Cloud Service User Provisioning

1. Preface

1.1.Introduction
This document summarizes the OFSLL Cloud Service User and Access Management using Oracle
Identity Cloud Service. Additionally, it explains the steps required to integrate the OFSLL Cloud Service
with third-party Identity Provider systems, which act as a SAML 2.0 Identity Provider.

1.2.Abbreviations and Acronyms

Acronyms Abbreviations
OFSLL Oracle Financial Services Lending and Leasing
APls Application Programming Interface
DIS Data Intelligence Services
ENV Environment
Saas Software as a Service
SAML Security Assertion Markup Language
REST Representational State Transfer
ocl Oracle Cloud Infrastructure
1.3.Audience

This document is intended for the following audiences:

+  OFSLL Cloud Service customers who want to use OFSLL Cloud Service capabilities.
+ Consultants and internal groups who want to demonstrate OFSLL Cloud Service
capabilities.
1.4.Pre-Requisites
* Access to the Oracle Identity Cloud Service Administrative console of OFSLL Cloud Service.
* OFSLL Cloud Service application access end point details.

* Administering Oracle Identity Cloud Service - Understand Administrator Roles_
https://docs.oracle.com/en/cloud/paas/identity-cloud/uaids/understand- administratorroles.html

1.5.Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the real world.
It is only for reference purposes.
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2. Manage Users, Groups, Application Roles and Access

Identity domain administrators use Oracle Identity Cloud Service to manage users and set up user groups
for OFSLL Cloud Service. Oracle Identity Cloud Service authenticates and authorizes users when they sign in
to OFSLL Cloud Service applications.

OFSLL Cloud Service is integrated with Oracle Identity Cloud Service and initially offers a single user account
(administrator). This default user can grant other users permissions for accessing OFSLL Cloud Service
applications through several Oracle Identity Cloud Service application roles

Application Roles:

Below table summarizes the application roles that are used to access the OFSLL cloud service applications
of an environment. As a best practice, you should create groups for OFSLL Cloud Service application roles
and assign the appropriate user roles to those groups. Then you can add users to those groups to

automatically assign them the appropriate user roles.

Application

Application Roles in Oracle
Identity Cloud Service

Role Details

OFSLL - Prod Environment

OFSLL_USER_PRD

Allows users to access the
OFSLL Application User
Interface.

OFSLL - Non Prod Environment
(Ex : Dev)

OFSLL_USER_DEV

Individual responsibilities
of each User should be
managed at the OFSLL
Application level
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Application

Groups in Oracle Identity Cloud
Service

Group Details

DIS — Data Intelligence
Services

<ENV>-DVContentAuthor

DVContentAuthor group to
access Data Visualization

<ENV>-DVConsumer

DVConsumer group to access Data
Visualization

<ENV>-BlContentAuthor

BlContentAuthor group to access
Data Visualization

<ENV>-BIConsumer

BlConsumer group to access Data
Visualization

<ENV>-BIAdministrator

BIAdministrator group to access
Data Visualization

Note: Application roles pre-provisioned and mapped with groups for DIS Only Step 1.3 (Assign Users to
Groups), It is applicable for DIS.

2.1.Create Groups

You can create Groups only if you are granted access to the identity domain administrator or user

administrator role in the Administrators Page of the Identity Cloud Service console.

Create the following Groups in Identity Cloud Service for each SaaS environment. Each Saa$

environment requires.

Following four different groups to map them to the corresponding application roles. Below

Group names are not fixed; you may name them uniquely based on your choice.

OFSLL SaaS Groups and Application Roles mapping:

SaaS Environment

Group Names

Application Roles

Ex - Production — OFSLL

PROD_USERS

OFSLL_USER_PRD

1. Inthe OCI Console (https://cloud.oracle.com), expand the Navigation Drawer, select

Identity & Security, Navigate to the Identity screen, click Domains. Under Domains,

click Default domain.

2. Under Default domain, click Groups. Under Groups, click Create Groups.
The Create Groups screen displays.

6
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Create group

Name

PROD_USERS

Description

OFSLL user group for Prod Environment
User can request access

Users Optional

Select users to assign this group.

First name Last name Email

Test Prod Test@oracle.com

3. Update the Name and Description, select the users as required (option at this moment).
4. Click Finish.

5. Repeat Steps 1 to 3 for all the non-prod environments as required.
2.1.1. Assign Application Roles to Groups
After creating groups for your SaaS environments, assign the applicable user roles to those groups

to give them access to the OFSLL Cloud Service applications. Refer to the below table for assigning
Each group to the corresponding SaaS Application role for each SaaS environment.

Oracle Cloud Services Application Roles Group Names
Ex - Production — OFSLL OFSLL_USER_PRD PROD_USERS
Ex - Non Prod — Dev — OFSLL OFSLLCS_APP_DEV DEV_USERS

To assign app roles to groups:

1. Inthe OCI Console (https://cloud.oracle.com), expand the Navigation Drawer, select

Identity & Security, Navigate to the Identity screen, click Domains. Under Domains,
click Default domain.

Under Default domain, click Oracle Cloud Services.
The Oracle Cloud Services screen displays.

= ORACLE Cloud

Us East (Ashbum) v (5] [¢

Identity domain Oracle Cloud Services in Default Domain

@ F s APP_PR| OFSLL Cloud Service Application for PRD @ Active
Oracle Cloud Services
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4. Select the respective Oracle Cloud Service and select the Application roles.

The Application Roles screen displays.

Search resources, services, documentation, and marketplace

OFSLLCS_APP_PRD

Edit application

Application information

Application ID: ..401374 Show Copy

Description: OFSLL Cloud Service Application for PRD

ACTIVE

Custom sign-in URL: -
Custom error URL: -

Display in My Apps: Yes
User can request access: No

Enforce grants as authorization: Disabled

Resources Application roles

OAuth configuration Import

Web t licy

Web tier policy Name

Application roles

OFSLL_USER_PRD

Users
i = M:
Groups Assigned users: Manage
Assigned groups: - Manage
Assigned applications: - Manage

Application icon: @
Application URL: -

Custom sign-out URL: -

Custom social linking callback URL: -

Description

OFSLL Application User Role for PRD

5. Click on Assigned groups and select Manage.
The Manage screen displays.

Manage group assignments

Assigned groups (0)

Application ID: 401374 Shaw Capy
'Description: OFSLL Clous Senvice Appication for P
Custom sign-n URL: -

‘Custom error URL: -

Display in My Apps: Yes

‘User can request access: No.

Enforce grants 33 Juthonzation: Disatiied.

Resources Application roles S

onmcatpason

Web ser policy. o |__ 1 selecteq 2 910 P
[ e

Description

No tems founa

6. Click on show available group, select the group which is already created in the previous Step 1.1.

7. Click Assign and Close.
The following screen displays.

Resources Application roles

Description
Application roles.

OFSLL Application User Role for PRD

Assigned users: 1

Assigned groups: 1

Assigned applications: Manage

0 Setected

8]
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2.2.User Provisioning

2.2.1. Create User Account in Identity Cloud Service

You can create user accounts only if you are granted access to the identity domain

administrator or user administrator role in the Administrators page of the Identity
Cloud Service console.

Create a new User Account in Identity Cloud Service by referencing the below URL.
Note: In OFSLL SaaS Username length cannot be greater than 30 characters.

https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/addingusers.htm

Additionally, create a User account (as explained in the below section) in the OFSLL

Application in order to access the OFSLL application and authorize the users based on OFSLL
user responsibilities.

2.2.2. Create User Account in OFSLL

1. Login tothe OFSLL Application with the Administrator user or any application user
with SUPERUSER responsibility.

2. Navigate to the Setup screen, under Setup, click Users.
The Users screen displays.

User Definition

3. Click Add in the User Definition screen, on the top right-hand corner, to add the
users.

4. Provide the required details and click Save and Return. This completes the
provisioning of the user within the OFSLL application.

Note: User field value in OFSLL should match the Username value in Identity Cloud
Service.

: ORACLE
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2.3.Assign Users to Groups

After the above-created groups are assigned to the corresponding cloud service application roles,

user can assign the Users to Groups for the end user’s system access.

To assign the Groups to User Account:

1. In the OCI Console (https://cloud.oracle.com), expand the Navigation Drawer, select
Identity & Security, Navigate to the Identity domain, click Identity. Under Identity, click

Domains.

2. Under Domains, click Default domain. Under Default domain, click Groups.

The Groups screen displays.

ORACLE Cloud

Identity domain Groups in Default Domain

{

- B o
- Jroup Name Description

L ser greup for Prod Emironment

3. Select the group which created in the earlier Step 1.1.

4. Select Assign users to group and select the available user from the submenu.

The Assign users to group screen displays.

createa

= ORACLE Cloud Search resources, services, documentation, and markatplace

dentity » Domains » Default domain » Groups

PROD_USERS
Editgreup | | Add tags
Group information Tags

OCID: ..wf25ga Show Copy

Name: PROD_USERS
Description: OFSLL user group for Prod Environment

User can request access: No

Resources Users
AQFHCH'\GNS Username Dlsplay name

0 Selected

10|
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Add users

Users Optional

Select users to assign this group.

Name Username Email

Test Prod Test@oracle.com Test@oracle.com

3. OFSLL REST API Authentication
To make REST API calls to OFSLL, you need an OAuth2 access token to use for authorization.
The access token provides a session (with scope and expiration) that your client application
can use to invoke the OFSLL API Services in SaaS environment.
The following sections walk you through the steps required to use an OAuth client with
Oracle Identity Cloud Service to access the OFSLL REST APlIs:

3.1.Setup the OAuth Clients in Identity Cloud Service & OFSLL

3.1.1. Register a Confidential Application in Oracle Identity Cloud Service (Identity Cloud Service)
To create and register a confidential application:
1. In the OCI Console (https://cloud.oracle.com), expand the Navigation Drawer, select Identity &
Security, Navigate to the Identity screen, click Domains. Under Domains, click Default domain.
2. Under Default domain, click Applications, and then click Add.
3. Select Confidential Application as the type of application.
The Confidential Application screen displays.

Add application

4. Enter an application name (for example: PROD_OFSLL_OAUTH_CLIENT1) and a description, and
then click Next.
The configure OAuth screen displays.

11|
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ORACLE Cloud

Search resources, services, documentation, and marketplace

Add Confidential Application

1 Add application details
i .
Configure OAuth Resource server configuration

Configure policy

Client configuration

© Configure this application as a client now () Skip for later

Authorization

Allowed grant types (D
|| Resource owner
Client credentials
|| JWT assertion

|| Refresh token

|_| Device code

[ Allow HTTP URLs (&)

Redirect URL Optional (&)

() Configure this application as a resource server now @ Skip for later

|| Authorization code

[ implicit

|| SAML2 assertion

[_| TLS client authentication

5. On the configure OAuth screen, define below parameters:

a) Resource server configuration as Skip for later.

b) Client configuration: Select Authorization as Client credentials.
c) At the bottom of the page under the Resources section, click on Add Scope.

The Add Scope screen displays.

= ORACLE Cloud Search r¢ services, di

Add scope

Search by application name, description, or tags

BotSaaSAuto

CloudPortalResourceApp

COMPUTEBAREMETAL

DATABASEBAREMETAL

DIS-IAD-FSGBU-PRD

EXADATABM

INTEGRATIONCAUTO

OCMSApp

OCNSApp

OFSLLCS_APP_DEV

OFSLLCS_APP_PRD

OMCEXTERNAL

PSMApp-cacct-8d7fdee52df7467abd436f50091d6243

Cancel

d) Select the OFSLL Application Resource for the environment that you want to create (for

12
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example: FSGBU_OFSLLCS_APP_PROD), and then click on Add.
e) Continue clicking Next until the user reach the Finish screen.
The Configure policy screen displays.

= ORACLE Cloud

Add Confidential Application

Web tier policy
Configure OAuth

© configure policy

Configure, edit, and validate the web tier policy. You can also import and export the policies.

Configure

() Configure web tier policy for this application @ Skip and do later

f) Click Finish to complete the process.
The following screen displays.

= ORACLE Cloud

Edit OAuth configuration
| OAuth configuration g

Web tier policy

Consent information Resource server configuration

Lisees Resource server configuration for this application is disabled.
Groups

General Information

Client ID: 5a03dabe1fib4d8cb18a1f9f60b93bd3

Client secret:
| Regenerate

g) Make note (using your preferred note utility) of the Client ID and the Client Secret that appear in
confirmation window, and then click Close.
6. Click Activate in the upper-right section of the page to activate the application.

Note: Do not grant any Identity Cloud Service Admin APl roles.

3.1.2. Create OAuth Client User in OFSLL
1. Create a User in the OFSLL system by taking the Username and OAuth Client ID valuesfrom Step
2.1.1.
2. Select the appropriate Responsibility code as per the Client Access level. OFSLL Authorizes the
client REST API requests based on the authorization code defined in this screen.

13|
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3.2.Access the OFSLL REST APIs with Access Token
3.2.1. Base64 Encode the Client ID and Client Secret

You must encode the client ID and client secret when you include it in a request for an access token.

1. Generate Base64 encoding of the above OAuth Client application’s client ID and client secret.
Concatenate the client ID and client secret like ClientID: ClientSecret. The values of client ID and
client secret are the values that the system generated as part of Step 2.1.1. Then generate
Base64 encoding of ClientlID: ClientSecret. You can useyour preferred tool to generate Base64
encoding. If you don’t have one, then you can use https://www.base64encode.org/

2. Copy the encoded data.

3.2.2. Obtain an Access Token for accessing the OFSLL REST API
The next step in this process is to request the access token.
1. Launch a command prompt (You could use POSTMAN or any similar REST API clients).
2. Enter the cURL command below, replacing the text in brackets ( < >) with
the appropriate values:

Text in Brackets Value
base64enco Replace with the encoded credentials that you
ded generated in the Baseb64 Encode the client ID and
clientid:secr client secret section.
et
Identity Cloud Replace with your Oracle Identity Cloud Service URL
Service_Service Insta | (for example: https://<Identity Cloud Service-Service-
nce Instance>.identity.oraclecloud.com).
OFSLL_App_Instance Replace with your SaaS Environment OFSLL
Application Load Balancer Name
(for example: https://CUSTOMERCODE-ENVCODE-
ofslifsl.oracleindustry.com)

curl --location --request POST 'https://<Identity Cloud Service_Service_Instance>/oauth2/v1/token' \
--header 'Content-Type: application/x-www-form-urlencoded;charset=UTF-8"' \

--header ‘'Authorization: Basic <base64encoded clientid:secret>' \

--data-urlencode 'grant_type=client_credentials' \

-data-urlencode 'scope=https://<OFSLL_App_Instance>/ofsllcs’

3. Copy the access_token value from the response. Make sure to copy onlythe actual token,
which is the access_token value between the quotation marks:

14|
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Status: 200

"access_token":"eyJ4NXQiOiI4Wk. . ."
"token_type":"Bearer",

"expires_in":3600

Note: The response includes the expires_in: 3600 parameter. This means that your token is no

longer valid after one hour from the time it is generated. After one hour, you must refresh the
token or get a new access token.

3.2.3. Make a REST Request to the OFSLL Environment
After you obtain the OAuth 2.0 access token, you can use the token in a cURL
command to send a REST request to the OFSLL Service REST API. The following service
command is used to fetch lookups Details in OFSLL Cloud Service.

c ation --request GET 'https://< customercode-
envcode>/

OfsllRestWS/service/a etup/lookups?lookupsType=ACC_STATUS_CD" \
<access token>
--header 'ofsll_access_token: '\

--header 'Content-Type: applicati

<access token>
--header 'Authorization: Bearer '

4. Bulk Import User Accounts in Identity Cloud Service
Oracle Identity Cloud Service provides an option to create users in bulk using a comma-

separated values (CSV) file. This feature can be leveraged for OFSLL Cloud Service for migrating
users from any other source system to Identity Cloud Service in a bulk manner.

Reference the following URL for complete details:

https://docs.oracle.com/en/cloud/get-started/subscriptions-cloud/csgsg/import-batch-users-cloud-
account-identity-cloud-servuce.html

5. References

https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm
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