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Preface

Purpose

This topic contains following sub-topics:

e Purpose

e Prerequisites
* Audience

Documentation Accessibility

e  Critical Patches

« Diversity and Inclusion

 Conventions

e Screenshot Disclaimer

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing relies
on several pieces of Oracle software in order to run and this document is in no way meant to
replace Oracle documentation supplied with these Oracle products or available via Oracle
technical support. The purpose of this document is only meant to supplement the Oracle
documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have a
thorough knowledge and understanding of Oracle Weblogic Server 14c, OAS (Oracle Analytic
Server) 8.2.0.

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (htt p://edel i very. oracl e. com)
e Oracle Technology Network (OTN)

1. JDK Version jdk-21.0.7 or above (https://www.oracle.com/java/technologies/javase/
jdk21-archive-downloads.html)

2. Oracle WebLogic Server 14c¢ Version 14.1.2.0.0 https://www.oracle.com/middleware/
technologies/weblogic-server-installers-downloads.html Navigate to Fusion
Middleware Infrastructure Installer.

3. The patches for Fusion Middleware 14.1.2.0.0 with the following patch number are to
be applied - 38130086.

4. JVM/JIDK are to be downloaded and installed prior to installing the Weblogic Server.
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Audience

@® Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to make sure effective
security, as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions
The following text conventions are used in this document:

Table Convention
]

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.
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Table (Cont.) Convention

Screenshot Disclaimer

Convention Meaning
Monospace type indicates commands within a paragraph, URLS, code in
nonospace examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.
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Install Software

The following section details the steps to be followed to install weblogic server.

Installing Oracle WebLogic Server 14c

1.1 Installing Oracle WebLogic Server 14c

Please follow below steps to install oracle weblogic server 14c.

To install using generic Weblogic installer

1.

2
3.
4

5.

Download and unzip 'V1045135-01.zip'.

Navigate to .jar file location.

Run the command >java -jar fnw 14.1.2.0.0 _infrastructure.jar .

Welcome screen is displayed as shown below. Click Next.

Figure 1-1 Oracle Fusion Middleware infrastructure installer window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 1 of 8

Welcome ORACLE m
FUSION MIDDLEWARE

@ Wel come i
| il e Welcome to the Oracle Fusion Middleware 14c (14.1.2,0.0) Infrastructure
Auto lUpdates
T Installer.
¢ Installation Location
| Use this installer to create a new Oracle home that contains the Oracle
¥ Installation Type Fusion Middleware Infrastructure software. You can then install additional
| . Fusion Middleware products that require the Infrastructure into the Oracle
L4 Prerequisite Checks home, or you can use the Infrastructure to configure a WebLogic Server
| Tt eI ot o Sinasr domain for the deployment of Java and Oracle ADF applications.
e
Tt = Jress For more information, see Install, Patch, and Upgrade in the Oracle Fusion
Middleware documentation library.
Installat mplete
Context-sensitive online help is available from the Help button.
Copyright ® 1996, 2024, Oracle and/or its affiliates.
Help

Next > Cancel

The following window is displayed.
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ORACLE Chapter 1
Installing Oracle WebLogic Server 14c

Figure 1-2 Auto Updates window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 2 of 8

Auto Updates _ORACLE o‘
FUSION MIDDLEWARE

Welcome |
Auto Updates #) Skip Auto Updates
Installation Locatien Select patches from directory

Installation Type
Prerequisite Checks Search My Oracle Support for Updates
Installation Summary

Installation Progress

C——C—€—€—€—€ €€

Installation Complete

Help < Back Next > Cancel

6. Select Skip Auto Updates and Click Next.
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Figure 1-3 Installation Location window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 3 of 8

Installation Location _ORACLE o‘
FUSION MIDDLEWARE

Welcome * Oracle Home:
Auto Updates : :
/fuOl/Middleware/WeblogicldcHome - Browse

| Installation Location -
Feature Sets Installed At Selected Oracle Home: | View

Installation Type
Prerequisite Checks
Installation Summary

Installation Progress

€ ——( ——f ——€ —€ € —€

Installation Complete

P

e R o e L B L

Feature Sets in this installation.

This page only shows Feature Sets installed at the selected Oracle Home.
It does not show Feature Sets installed anywhere else.

| Help < Back Next > I Cancel

N7l

7. Specify the path for Middleware Home Directory. Click Next.

The following window is displayed.
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Figure 1-4 Installation Type window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 4 of 8

Installation Type

Welcome

Auto Updates

Installation Location

Installation Type

Prerequisite Checks
Installation Summary

Installation Progress

E—€¢—€—¢ |06

Installation Complete

Help

_ORACLE
FUSION MIDDLEWARE

# Fusion Middleware Infrastructure

= Oracle Fusion Middleware 14.1.2 Infrastructure 14.1.2.0.0
= Core Server

Core Application Server 14.1.2.0.0
Coherence Product Files 14.1.2.0.0
Web 2.0 HTTP Pub-Sub Server 14.1.2.0.0
WebLogic SCA 14.1.2.0.0
WebLogic Client Jars 14.1.2.0.0
Administrative Tools
CIE WLS Config 14.1.2.0.0
Enterprise manager 14,1.2.0.0
Database Support
Third party JDBC Drivers 14.1.2.0.0
WebLogic Evaluation Database 14.1.2.0.0
Open Source Components
Fusion Middleware Maven Support 14.1.2.0.0
JRF and Enterprise Manager
WLS for FMW 14.1.2.0.0
Oracle Automatic Diagnostic Repository Feature Set Group
OPatch 13.9.4.2.17
Toplink Developer 14.1.2.0.0

< Back Next > I

ON

Cancel

8. Select the option Fusion Middleware Infrastructure. Click Next.
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Figure 1-5 Prerequisite Checks window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 5 of 8

Prerequisite Checks _ORACLE
FUSION MIDDLEWARE
¥ Welcome :
+ Auto Updates 100%
\:, Installation Location
| . «” |Checking operating system certification
¥ Installation Type
T & Checking Java version used to launch the installer
\‘T‘ Prerequisite Checks
| ¥ Installation Summary
I
T Installation Progress
1
_ Installation Complete
v| View Successful Tasks View Log
|iIi @ Checking operating system certification
XY, Checking Java version used to launch the installer
I
Help < Back | Next > Cancel ‘

9. Click Next to continue.
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Figure 1-6 Installation Summary window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 6 of 8

Installation Summary Fug:?nﬁ)f:ﬁ“ D‘

Welcome + [ Install Oracle Fusion Middleware 14.1.2 Infrastructure

Auto Updates = Installation Location
Oracle Home Location: /fuOl/Middleware/Weblogicl4cHome
Log File Location: /tmp/OraInstall2025-07-27_12-25-44PM/install2025-07-
Installation Type 27_12-25-44PM.log
. = Disk Space
Eeeois = Required: 3115 MB
) Insta'l'lat:i.on Summary Available: 55905 MB
= Feature Sets to Install
Core Application Server 14.1.2.0.0
Coherence Product Files 14.1.2.0.0
Web 2.0 HTTP Pub-Sub Server 14.1.2.0.0
WebLogic SCA 14.1.2.0.0
WebLogic Client Jars 14.1.2.0.0
WLS for FMW 14.1.2.0.0
| Third party JDBC Drivers 14.1.2.0.0
WebLogic Evaluation Database 14.1.2.0.0
Fusion Middleware Maven Support 14.1.2.0.0
OPatch 13.9.4.2.17
Toplink Developer 14.1.2.0.0
CIE WLS Config 14.1.2.0.0
Enterprise manager 14,1.2.0.0

Installation Location

Installation Progress

et —v—li = = —— ——

Installation Complete

Save Response File i

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to
change in the left pane or use the Back button.

Help < Back Install | Cancel

10. Click Install. The weblogic installation starts.

The following window is displayed.
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Figure 1-7 Installation Progress window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 7 of 8

: _ORACLE
Installation Progress
FUSION MIDDLEWARE
: Welcome :
; Auto Updates 100
1
: Installation Location
| v Prepare
T Installation Type
| & Copy
Prerequisite Checks : =
{ V Generating Libraries
Installation Summary :
I " Performing String Substitutions
| Installation Progress
T - 4 Linking
Installation Complete
=] n m v Setup
& saving the inventory
& Post install scripts
i
|
View Messages \ v| View Successful Tasks View Log

| Help

Hardware and Software
Engineered to Work Together

Next > I

Finish

11. Click Next. Once done, the following window is displayed.
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Figure 1-8

Installation Complete window

E Oracle Fusion Middleware 14.1.2 Infrastructure Installation - Step 8 of 8

Installation Complete

welcome

Auto Updates
Installation
Installation
Prerequisite
Installation

Installation

T
1
T
1
!
T
1
{
!
T
"
-

) In;ta'l'latinn

Location
Type
Checks
Summary

Progress

Complete

Help

Oracle Fusion Middleware 14.1.2 Infrastructure installation completed successfully

_ORACLE
FUSION MIDDLEWARE

= Install Oracle Fusion Middleware 14.1.2 Infrastructure
= Installation Location

- ON

Oracle Home Location: /fuOl/Middleware/Weblogicl4cHome
Log File Location: /tmp/OraInstall2025-07-27_12-25-44PM/install2025-07-

27_12-25-44PM.log

= Feature Sets Installed Successfully

Core Application Server 14.1.2.0.0
Coherence Product Files 14.1.2.0.0

Web 2.0 HTTP Pub-Sub Server 14.1.2.0.0
WebLogic SCA 14.1.2.0.0

WebLogic Client Jars 14.1.2.0.0

WLS for FMW 14.1.2.0.0

Third party JDBC Drivers 14.1,2.0.0
WebLogic Evaluation Database 14.1.2.0.0
Fusion Middleware Maven Support 14.1.2.0.0
OPatch 13.9.4.2.17

Toplink Developer 14.1.2.0.0

CIE WLS Config 14.1.2.0.0

Enterprise manager 14.1.2.0.0

Next Step(s):

See the online help for next steps after installation.

Finish l

12. Click Finish to close the window.
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Create Domains, Repositories, Data Sources

The following section details how to create domains, repositories, data sources.

e Creating Schemas using Repository Creation Utility

e Creating Domain and Servers

e Creating Metadata Repository

e Creating Data Source

e Creating SQL Authentication Provider

e Creating User Groups and Users

e Implementing JMX Policy for Change Password

2.1 Creating Schemas using Repository Creation Utility

The following section details the steps to create schemas using repository creation utility.

1. Open command prompt on Unix and browse to <W._ HOME>/ or acl e_conmon/ bi n and
run ./rcu.

The following window is displayed.
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Creating Schemas using Repository Creation Utility

Figure 2-1 Repository Creation Utility 1

E Repository Creation Utility - Step 1 of 8

Repository Creation Utility mi?&f:ﬁ“ @‘

Wwelcone Welcome to Repository Creation Utility 14.1.2.0.0 for Oracle Fusion Middleware.

!

f Creste Repository The Repository Creation Utility enables you to create and drop database schemas
)r that are required for

T Database Connection Det  Qracle Fusion Middleware products.

T Select Components

T Schema Passwords

T Map Tablespaces

Summary

1| S »| Copyright © 1996, 2024, Oracle andfor its affiliates.
Help Next = Cancel
2. Click Next.

The following window is displayed.
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Figure 2-2 Repository Creation Utility 2

E Repository Creation Utility - Step 2 of 8

Repository Creation Utility mgﬁf‘mf:ﬁ“ @‘

Welcome I

% » Create Repository
Create, Repository Create and load component schemas into a database.
Database Connection Det

Select Components » System Load and Product Load
have DBA privileges.
Schema Passwords 1t IEREE BT ORHter

Map Tablespaces )
Prepare Scripts for System Load

Summary Create scripts for DBA to run later.

(o —€—C—C—C—€

Perform Product Load
System Load scripts have been run by DBA.

Drop Repository
Remove component schemas from a database.

[« A A
Help < Back Next > I Cancel

3. Select Create Repository and select System Load and Product Load. Click Next.

The following screen is displayed.
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Figure 2-3 Repository Creation Utility 3

E Repository Creation Utility - Step 3 of 8

Repository Creation Utility mﬁ?ﬁf:ﬁm m

Kl

i

, Welcome
T ) Database Type: Oracle Database -
Lreste Repository
,T\ Create Repositor
T Database Connection Det Connection String Farmat: 5 Connection Parameters Connection String
T Select Components
T Schema Passwords
T Map Tablespaces Host Name: ofsll.oracle.com
\ Summary Fort: 1521
Service Mame: OLLMDR
Username: Sys
Password: LEEEELE L]
Role: SYSDBA b
4 RN »
Help < Back Next > Cancel

4. Provide database details where you want to create schemas, as shown in the above
screen.

e Select the Database type 'Oracle Database'.

@ Note

You will require a user with SYSDBA role to create schemas.

5. Click Next.

The following window is displayed.
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Figure 2-4 Repository Creation Utility 4

E Repository Creation Utility - Step 3 of 8

Repository Creation Utility

Welcome

Database Type:
Create Repository

Database Connection Det
Select Components

Schema Passwords

C—C—€—C—€F—

Servi & Initializing repository configuration metadata
o Obtain properties of the specified database
Userfl o Check requirement for specified database

Pass!

Connection String Format:

_ORACLE
FUSION MIDDLEWARE

e

Oracle Database -

») Connection Parameters Connection String

HapSTablespaces Hosy E Repository Creation Utility - Checking Prerequisites X
Summary Fo

1 Checking Global Prerequisites

00:03.753(sec)
00:00.101{ns)
00:01.221 (sec)

Bole Operation completed.

Click OK to continue to next page.

« N nA

Help

< Back Next > Cancel

6. Click OK in the confirmation dialog.

7. Click Next the following window is displayed.

The following window is displayed.
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’E Repository Creation Utility - Step 3 of 8

| Repository Creation Utility

I

welcome f
Database Type:

Create Repository

Database Connection Det Connection String

Select Components

Schema Passwords

Map Tablespaces Host Name:
Summary Port:

(—€—€—€—€10F—€

Summary

Service Mame:
Username:
Password:

Role:

Format :

| E Repository Creation Utility - Warning X

_ORACLE
FUSION MIDDLEWARE

N

\Oracle Database b

'+ Connection Parameters Connection String

=1

T

You have chosen to create a repository
without editions enabled. It will not be
possible later to enable editions, which
are required to upgrade the repository in
the future. This cannot be undone.

L — gy —

1 = | D]

You have chosen to create a repository without editions enabled. It will not be
Mpossible later to enable editions, which are required to upgrade the repository in
the future, This cannot be undone.

| Help |

< Back I Next = l f h | Cancel J

e Click OK in the confirmation dialog.
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Figure 2-5 Repository Creation Utility 5

E Repository Creation Utility - Step 4 of 8

Repository Creation Utility msﬁﬁﬁs:ﬁns 8‘

. Specify a unique prefix for all schemas created in this session, so you can easily locate, reference,
Welcome and manage the schemas later.

,:ll; Create Repository

T Database Connection Details Select existing prefix:

T Select Comnanents 5 Create new prefix: oLL

T Schema Passwords Alpha numeric only. Cannot start with a number. No special

Map Tablespaces

T Summa Component Schemna Owner

T =[00racle AS Repository Components

| ry

=[MAS Common Schemas
M cormmon Infrastructure Services *
Horacle Platform Security Services
OUser Messaging Service UMS
HAudit Services
MAudit Services Append
M Audit Services Viewer
HMetadata Services OLL_MDS
Eweblogic Services * OLL_WLS
* Mandatory component. Mandatory components cannot be deselected
< S >
Help < Back Next = Cancel

——J

Select Create new Prefix option and specify the value.
For example, OLL.

Select the options Metadata Services and Oracle Platform Security Services as shown
in the above screen. Click Next.

The following window is displayed.
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Figure 2-6 Repository Creation Utility 6

E Repository Creation Utility - Step 4 of 8

Repository Creation Utility mmc‘:f’ﬁf:ﬁ“ @‘

» Specify a unique prefix for all schemas created in this session, so you can

Welcome

T easily locate, reference, and manage the schemas later.
).l.\ Create Repository
T Database Connection Det Select existing prefix:
T' Select; Comonents » Create new prefix: oLL
T Schema Passwords Alpha numeric only. Cannot start with a number. No
Map Tablespaces i
T E Repository Creation Utility - Checking Prerequisites X
\T Summary —_—
Checking Component Prerequisites
& Common Infrastructure Services 00:00,100(ms)
«” Oracle Platform Security Services 00:00.101(ms)
& hudit Services 00:00,100(ms)
o fudit Services Append 00:00.100(ms)
o hudit Services Viewer 00:00,100(ns) |
o Metadata Services 00:00.101(ns) B
& Weblogic Services 00: 00, 100(ms) |
L
[
Operation completed. Click OK to continue to next page.
OK.
* Mandatory component. Mandatory components cannot be deselected.
q S 1>
Help < Back || Next > Cancel

10. Click Next.

The following window is displayed.
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Figure 2-7 Repository Creation Utility 7

E Repository Creation Utility - Step 5 of 8

Repository Creation Utility mﬁcgfr::’f:ﬁ“ m

r
» Define passwords for main and auxiliary schema users.

Welcome
Creste Repository ») Use same passwords for all schemas

Database Connection Det Password:
Select Components b w;th a number,

Schema Passwords

Map Toblespaces Confirm Password: ====s-
Summary

S —(
£
g
:
il
a
=
=)

Use main schema passwords for auxiliary schemas

Specify different passwords for all schemas

-

! R
Next = Cancel

Help < Back il

11. You can select one of the following:
* Select Use same password for all schemas and specify the password.

« Select Specify different passwords for all schemas and specify Schema Passwords
for each schema.

12. Click Next.

The following window is displayed.
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Figure 2-8 Repository Creation Utility 8

E Repository Creation Utility - Step 6 of 8

Repository Creation Utility mﬂcgf’ﬁf:ﬁ“ @‘

» Default and temporary tablespaces for the selected components appear in the table
below.
To create new tablespaces or modify existing tablespaces,use the Manage ...

Welcome

Create Repositor
Database Connection Det Manage Tablespaces

Select Components

L —<

Schema Passwords Component Schema Owner Default Tablespace | Temp Tablespace
Common Infrastru,.. OLL_STB *QLL_STB *0LL_IAS_TEMP

Hap_Tablespaces Oracle Platform ... OLL_OPSS *0LL_IAS_OPSS *OLL_IAS_TEMP

Summary tudit Services OLL_TaU *OLL_TAU *OLL_IAS_TEMP
Audit Services A... OLL_IAU APPEND *OLL_IAU *0LL_IAS TEMP
Audit Services V... OLL_TAU VIBAER *OLL_TAU *0OLL_TIAS_TEMP
Metadata Services  OLL_MDS *0LL_MDS *0LL_IAS TEMP
Weblogic Services  OLL_WLS *OLL_WLS *0OLL_IAS_TEMP

* Default tablespaces [specified in the configuration files) are to be created ...

= ] |

Help < Back Next = Cancel .

13. Click Next.

The following window is displayed.
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Figure 2-9 Repository Creation Utility 9

E Repository Creation Utility - Step 6 of 8

Repository Creation Utility mﬂ?fﬁf:ﬁ“ @‘

» Default and temporary tablespaces for the selected components appear in the table
below.

To create new tablespaces or modify existing tablespaces,use the Manage ...

Welcome

Database Connection Det Manage Tablespaces

Select Components

)‘.}; Create Repository
T
T
T
W

Schema Passwords Component | Schema Owner Default Tablespace | Temp Tablespace
Common Infrastru... OLL STB [¥0LL STB [*0LL _TAS TEMP
| Map Tablespaces Dr‘a_.E Repository Creation Utility - Confirmation X ﬁS TEMP
Summary Aud _ﬁS_TEMF‘
T Aud . . BS_TEMP
{ Any tablespaces that do not already exist in | =
AUd- ? the selected schemas will be created. Erer
Met i &S _TEMP
WE':E Click OK to create tablespaces. AS_TEMP

Click Cancel to return to the wizard.

oK Cancel

* Default tablespaces [specified in the configuration files) are to be created ...

B Lol

Help < Back || Next = Cancel

14. Click OK in the confirmation dialog.

The following window is displayed.
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Figure 2-10 Repository Creation Utility 10

E Repository Creation Utility - Step 6 of 8

Repository Creation Utility mmc‘:f’ﬁf:ﬁ“ @‘

» Default and temporary tablespaces for the selected components appear in the table
below.

To create new tablespaces or modify existing tablespaces,use the Manage ...

Welcome

Create Repository

Manage Tablespaces
Select Components

T
;\ Database Connection Det
T
T
!

Schema Passwords Component | Schema Owner Default Tablespace | Temp Tablespace
| Common Infrastru... OLL_STB *0LL_STB *0LL_IAS_TEMP
Hap Tablespaces 3 _IAS-TEMP
E Repository Creation Utility - Creating Tablespaces SRR |
Summary | IAS TEMP
T Validating and Creating Tablespaces L IAS_TEMP
« Check tablespace requirements for selected com... 60:83.220(sec) ’-i:g—;g:ﬁ
o Create tablespaces in the repository database 00:01.6827(sec) 185 TEMP

Operation completed, Click OK to continue to next page,

l f
|

-

* Default tablespaces [specified in the configuration files) are to be created ...

1 N

Help < Back

|~

Next = Cancel

15. Click OK in the confirmation dialog.

The following window is displayed.
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Figure 2-11 Repository Creation Utility 11

E Repository Creation Utility - Step 7 of 8

Repository Creation Utility

v

Wel come Database details:

Create Repositor Host Name ofsll.oracle.com

Database Connection Det Port 1521

Select Components Service Mame OLLMDR

Schema Passwords Connected As sys

Operation System and Data Load concurrently
Map Tablespaces

Prefix fo..., OLL

e e e

Summary
Component Schema Owner
Common Infrastructure Services OLL_STB
Oracle Platform Security Services OLL_OPSS
Audit Services OLL_IAU
&udit Services Append OLL_IAU_APPEND
Audit Services Viewer OLL_IAU_VIEWER
. » Save Response File
Help < Back

_ORACLE
FUSION MIDDLEWARE

Tablespace Type Tablespace Name

Default OLL_STB -

Temp OLL_IAS TEMP

Additional [None] |
o

Default OLL_IAS OPSS \§

Temp OLL_IAS TEMP |

Additional [None]

Default OLL_IAU

Temp OLL_IAS TEMP

Additional [Mone]

Default OLL_IaU

Temp OLL_IAS TEMP

Additional [None]

Default OLL_IAU

Temp OLL_IAS TEMP |

Addeds manml | Y PR, | o

| Create | Cancel

16. Click Create.

The following windows are displayed.
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Figure 2-12 Repository Creation Utility 12

4

E Repository Cres

Repository Creation Utility

welcome

Create Repository

Select Components

-

Database details:

Database Connection Details| Port

_ORACLE
FUSION MIDDLEWARE

Schema Passwords

Map Tablespaces

n
c
3
-
5

2

(€ —€——€—F—¢

| A

|' »l Save Response File

Help

Host Name ofsll.oracle.com
1521
Service Name OLLMDR
-
E Repository Creation Utility - System Load = O X
~| Repository Systemn Load in progress.
| Executing pre create operations 00:16.429(sec)

(9 Common Infrastructure Services 00:09.528(sec) P
Audit Services Append 0 LL STépi -
Audit Services Viewer 0 =

= L IAS TEMP
Metadata Services 0 nel
Weblogic Services 0 !
Audit Services o] L IAS OPSS \%‘L
Oracle Platform Security Services 0 L_IAS_TEMP i
Executing post create operations 0 nej
L 1au
L IAS_TEMP
nej
Stop L IAU
: _IAS_TEMP
Additional [None]
Audit Services Viewer OLL_IAU_VIEWER Default OLL_IAU
Temp OLL_IAS_TEMP =
O dibeim ] TALmm =l S

< Back r - | Create I Cancel
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Figure 2-13 Repository Creation Utility 13

E Repository Creation Utility - Step 8 of 8

Repository Creation Utility mﬁoofn{:’f:ﬁ“ m

v

Database details:

Host Name ofsll.oracle com
Port 1521
Service Name OLLMDR
Connected As sys
Operation System and Data Load concurrently
Execution Time 1 minute 33 seconds
I RCU Logfile -B7- 5
@ Conpletion Summary a Stmp/RCU2025-07-28 06 19_365133976."10g5!rcu.lag
Component Log Ftmp/RCU2025-07-28 06-19_365133976/10gs
Directory
view Log reu.log
Prefix for oLL
[prefixable) ...
Component Status Time Logfile(Click to wiew)
Common Infrastructure Services Success 00:09.644(sec) sth.log
Oracle Platform Security Services Success 00:14.973(sec) opss.log
Audit Services Success 00:11.053(sec) 1au.log
Audit Serwices Append Success 00:09.243(sec) 1au_append.log
Audit Services Viewer Success 00:09,234(sec) lau_viewer.log
Metadata Services Success 00:15.649(sec) mds.log
weblogic Services Success 00:20.091(sec) wls.log
4 l [ 3
Help Close

17. Click Close to close the window.

2.2 Creating Domain and Servers

The following section details the steps to create domain and servers.

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path - <W._HOMVE>/ or acl e_comuon/ conmon/ bi n.

2. In Unix, run config.sh
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Figure 2-14 Weblogic Domain Creation 1

@ Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type

_ORACLE
FUSION MIDDLEWARE
Create Domain :

_Templates

Administrator Account
Domain Mode and JDK

_ Advanced Configuration

Configuration Summary

-—(—‘{—(—(—"(——}

What do you want to do?
Configuration Progress

End Of Configuration ») Create a new domain

Update an existing domain

Domain Location: |zblogicldcHome/user_proj Ectsjdnmains/OFSLLREL_dnmain| Browse

Create a new domain. Oracle recommends to create Domain Home directory external to
Oracle Home directory.

Help Next = Cancel
3. Select Create a new domain and specify the Domain Location.
4. Click Next to continue.
The following window is displayed.
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Figure 2-15 Weblogic Domain Creation 2

@ Fusion Middleware Configuration Wizard - Page 2 of 12

Templates ORACI—E
FUSION MIDDLEWARE

B
Create Domain

.

Templates » Create Domain Using Product Templates:

Application Location
T i Include 3ll selected templates Include all previously appl

Filter Templates:

Domain Mode and JDK Available Templates

) Basic WebLogic Server Domain - 14.1,2.0.0 [wlserver] ¥

Database Configuration T 5
v|Oracle Enterprise Manager - 14.1.2.0.0 [em]

Component Datasources Oracle Enterprise Manager-Restricted JRF - 14.1.2.0.0 [em]
JDBC Test Oracle User Messaging Service Basic - 14.1.2.0.0 [oracle_common]
Oracle JRF SO&P/JMS Web Services - 14.1.2.0.0 [oracle_common]
Oracle RAS Session Service - 12.2,1.0 [oracle_common]
Configuration Summary Oracle WSM Policy Manager - 14.1.2 [oracle_common]
configuration Progress v|Oracle JRF - 14.1.2,0.0 [oracle_common]
Oracle Restricted JRF - 14.1.2.0.0 [oracle_common]

Advanced Configuration

- —(—(—(—(—(—(—(—}

End Of Configuration <
WeblLogic Advanced Web Serwvices for JAX-WS Extension - 14.1.2.0.0 [oracle...
MT - Oracle OPSS REST Service Application - 14.1.2.0.0 [oracle_common]
Oomml o OADCC MY O mio - lmml e cmmds o LT . ST W W AR, E—m—— | b
Create Domain Using Custom Template:
Help < Back Next = Cancel

5. Select the option Create Domain Using Product Templates in the list of available
templates and select Oracle Enterprise Manager [em]. On selection, the following
options are auto-selected:

e Oracle JRF [oracle_common]
*  Weblogic coherence cluster Extension [wlserver]
6. Click Next.

The following window is displayed.
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Figure 2-16 Weblogic Domain Creation 3

@ Fusion Middleware Configuration Wizard - Page 3 of 12

Application Location _ORACLE ‘
FUSION MIDDLEWARE ‘ ,

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration T

Component Datasources
JDBC Test Domain hame: OFSLLREL_domain

tdvanced Configuration Domain location: 4iddleware/WeblogicldcHome/user_projects/domains

-—(—‘j(—(—(—(—(—(—l —4 =

configuration Summar Application location: iame!user_prujects!applica‘tions/OFSLLREL_domain| Browse
Configuration Progress

End Of Configuration

Help < Back Next = Cancel

7. Specify the Domain Name in the Application location field. You can click browse to
directly select the path (if required). Click Next.

The following window is displayed.
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Figure 2-17 Weblogic Domain Creation 4

@ Fusion Middleware Configuration Wizard - Page 4 of 12

Administrator Account ORACLG O‘
FUSION MIDDLEWARE

Create Domain

Templates

Application Location

Administrator Account

Domain Mode and JDK

Database Configuration T

Component Datasources

JDBC Test Name weblogic

Advanced Configuration Password CEEET T

Configuration Summar Confirm Password | ==s=sss=s

Configuration Progress

C— —{—;—{—(—(—(——(—f—)—)

End Of Configuration

-

Must be the same as the password. Password must contain at least 8 alphanumeric
characters with at least one number or special character,

Help

<« Back Next = | Cancel

8. Enter credentials for the following:
*  Name
* Password
¢ Confirm Password

9. Click Next.

The following window is displayed.
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Figure 2-18 Weblogic Domain Creation 5

@ Fusion Middleware Configuration Wizard - Page 5 of 12

Domain Mode and JDK OQACLE ‘
FUSION MIDDLEWARE ‘ ,

Create Domain ! Domain Mode

"

Templates Development

; : Utilize boot.properties for username and password, and poll for
Application Location applications to deploy.

Administrator Account ») Production

Domain Mode and JDK Require entry of a username and password, do not poll for applications to
deploy.

Database Configuration T :
v| Disable Secure Mode

Component Datasources Secure mode sets secure defaults for production mode domains, including

— ¥ —C—C—C————F

JDBC Test enabling SSL ports, the Administration port, and other security-related
——— settings.

EAn R T e Enable or Disable Default Ports for Your Domain

Configuration Summary The ports checked below will be enabled by default based on your Domain Mode

selections. You may change these defaults below. Enabling SSL ports will
require configuring certificates on affected servers.

End Of Configuration v| Enable Listen Ports (nhon-SSL Ports)
Enable SSL Listen Ports
Enable Administration Port (SSL Port)

Configuration Progress

JDK
») Oracle HotSpot 21.8.8 fscratch/jdk/jdk-21.0.8
Other JDK Location:

'A CFGFWK-40896: Use of production mode instead of secured production mode

Help < Back Next =» | Cancel

10. Select the Domain Mode as Production, Disable Secure Mode, Enable Listen Ports
(non-SSL Ports) and JDK from Available JDKs. You can also select any other JDK by
selecting Other JDK Locationoption. Click Next.

The following window is displayed.
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Figure 2-19 Weblogic Domain Creation 6

@ Fusion Middleware Configuration Wizard - Page 6 of 12

Database Configuration Type _ORACLE O‘
FUSION MIDDLEWARE

Create Domain

" Specify AutoConfiguration Options Using:

# RCU Data Manual Configuration
Application Location
Administrator Account Enter the database connection details using the schema credentials corresponding
to Common Infrastructure Services component in the Repository Creation Utility.
Domain Mode and JDK The Wizard uses this connection to automatically configure the datasources

| Database Configuration T required for components in this domain.

Component Datasources vendor: Oracle w Driver: *Oracle's Driver (Thin) for Service ... ¥

JDBC Test . X .
») Connection Parameters Connection URL String
Advanced Configuration

Configuration Summary Host Name: ofsll.oracle.com

Configuration Progress DEMS/Service: OLLMDR Port: | 1521

$ Templates
I
I
1
.
1
1
1
[
1

End Of Configuration Schema Owner: OLL_STB Schema Password: =s=sses

Get RCU Configuration

Connection Result Log

3

Successfully Done.

Click "Get RCU Configuration" button to test the connection and activate the
"Next" button.|

Help < Back Next = I Cancel

11. Specify the RCU data and click on Get RCU Configuration.

The following window is displayed.
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Figure 2-20 Weblogic Domain Creation 7

u

e —

Fusion Middleware Configuration Wizard - Page 7 of 12

JDBC Component Schema

Create Domain

Templates
Application Location

Administrator Account

Domain Mode and JDK
Database Configuration T
Component Datasources
JDBC Test

Advanced Configuration
Configuration Summary
Configuration Progress

End Of Configuration

Help |

ORACLE
FUSION MIDDLEWARE

Driver

) Connection Parameters #) Connection URL String

URL : Connection Properties
Schema Owner:
Oracle RAC configuration for component schemas

Convert to GridLink Convert to RAC multi data source D Don't convert

Edits to the data above will affect all checked rows in the table below.

|1 Component Schema URL Schema Owner| Schema Password
| | | LocalSveTbl Schema | jdbcioracle:thin:@(description OLL_STB ssasmes
| | |WLS Runtime Schema | jdbcioracle:thin:@(description OLL_WLS RUNT
| | |WLS Schema jdbcioracle:thin:@(description’ OLL_WLS ssssmss
7] |oPSS Audit Schema | jdbc:oracle:thin:@(description| OLL_TIAU_APPE| =======
[7110PSS Audit Viewer ¢| jdbc:oracle:thin:@(description OLL_IAU VIEW
[7] | oPsSS Schema jdbcioracle:thin:@(description’ OLL_OPSS LA L L)
< Back JI Next > ]| FEinish Cancel |

12. Click Next.

The following window is displayed.
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Figure 2-21 Weblogic Domain Creation 8

J Fusion Middleware Configuration Wizard - Page 8 of 12

JDBEC Component Schema Test

ORACLE

FUSION MIDDLEWARE

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration T
Component Datasources

' JDBC Test

Advanced Configuration

Configuration Summary
Configuration Progress

e —— —

End Of Configuration

| bl |

.

Status Component Schema JDBC Connection URL

[v] %4 LocalSveTbl Schema jdbec:oracle:thin: @l description=(:
[v] %4 WLS Runtime Schema jdbec:oracle:thin: @(description=(:
[v] * WLS Schema jdbc:oracle:thin: @l description=(:
[v] 4 0OPSS Audit Schema jdbc:oracle:thin: @l description=(:
[v] %4 0PSS Audit Viewer Schema jdbc:oracle:thin:@(description=(;:
[v] %4 0OPSS Schema jdbc:oracle:thin:@(description=(:

Cancel Testing

| Test Selected Connections

Connection Result Log

User=0LL_STB
Passwords=***
SQL Test=SELECT 1 FROM DUAL

CFGPWK-64213: Test Successful!
CFGPWK-64213: Datasource connection test was successful,
CFGPWK-64213: Mo action required,

Duntima Seb

< Back || Mext = I Finish Cancel J

13. Click Next.

The following window is displayed.
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Figure 2-22 Weblogic Domain Creation 9

@ Fusion Middleware Configuration Wizard - Page 9 of 18

Advanced Configuration

C— ——(—(—(—(—(—(—(—,ﬁ(—(—(—(—(—(—¢ ——

Create Domain

 Templates

, Application Location
Administrator Account
Domain Mode and JDK

Database Configuration T

“
.

Component Datasources
JDBC Test

| Advanced Configuration

Administration Serwver
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines
Configuration Summary
Configuration Progress

End Of Configuration

Help

v Administration Server

Modify Settings

Hode Manager

Configure Node Manager

v| Topology

_ORACLE

FUSION MIDDLEWARE

O

Add, Delete or Modify Settings for Managed Servers, Clusters and Coherence

Domain Frontend Host Capture

Configure Domain Frontend Host

Deployments and Services

Target to Servers or Clusters

£3

< Back || Next = | Cancel

The following window is displayed.

14. Select Administration Server and Topology and click Next.
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Figure 2-23 Weblogic Domain Creation 10

@ Fusion Middleware Configuration Wizard - Page 10 of 18

Administration Server _ORACLE m
FUSION MIDDLEWARE

Create Domain J

., Templates

Application Location
Administrator Account

Domain Mode and JDK Server Name AdminServer
Database Configuration T Listen Address All Local Addresses -
Component Datasources Configure Administration Server Ports
JDBC Test
. : ¥ Enable Listen Port Listen Port 95001
Advanced Configuration
Enable SSL Listen Port SSL Listen Port

| Administration Server . .
administration Port

Managed Servers

Clusters

carthr Templat oo Server Groups Unspecified -

Coherence Clusters
Machines

Configuration Summary

Configuration Progress

C— ——(—(—(—(—(—(—(—}—(—(—(—(—(—4 — —

End Of Configuration

| Help < Back Next = | Cancel

15. Enter Administration Server Name and Listen Port details. Click Next.

The following window is displayed.
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Figure 2-24 Weblogic Domain Creation 11

@ Fusion Middleware Configuration Wizard - Page 11 of 18

Managed Servers _ORACLE ‘
FUSION MIDDLEWARE ‘ )

Create Domain
4 Add Clone x Delete ﬁ? Discard Changes

Templates

Application Location Server Name Listen Enable Listen Enable SSL Administrat: Server
o Address Listen Port SSL Listen Port Groups

Administrator Account Port Port Port

Domain Mode and JDK ~

Database Configuration T|OFSLL_Manage:|All Lo...~ v 2003 v 9503 IRE, .. ¥

WS ManagedSe (All Lo...¥ v 9004 JRE ... =
Component Datasources =

JDEC Test

Advanced Configuration

Administration Server
Hanaged Servers
Clusters

Server Templates
Coherence Clusters
Machines

Configuration Summary

Configuration Progress

4 —(—(—(—(—(—(——(—3—«—(—«—(—(—«—}—3

End Of Configuration

Help < Back Mext = Cancel

16. Click Add button to create ManagedServer.

17. Select the Server Group as JRF-MAN-SVR. Selecting this server group ensures that the
Oracle JRF services are targeted to the specific Managed Servers created.

® Note
It is recommended to create two managed servers, one each for Ul and Web
Services.

18. Click Next.

The following window is displayed.
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Figure 2-25 Weblogic Domain Creation 12

Fusion Middleware Configuration Wizard - Page 12 of 18

Clusters

B e e G G e B e R e

Create Domain
Templates

Application Location
Administrator Account

Domain Mode and JDK
Database Configuration T

Component Datasources
JDBC Test

Advanced Configuration

Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines
Configuration Summary
Configuration Progress

End Of Configuration

Help

C)RACLE
FUSlON MIDDLEWARE
ok 2dd X ) Discard Changes

Cluster Mame Cluster Address | Frontend Host Frontend HTTP Frontend HTTPS
Port Port

< Back | Next = I Cancel

19. Configure as required and click Next.

The following window is displayed.
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Figure 2-26 Weblogic Domain Creation 13

Fusion Middleware Configuration Wizard - Page 13 of 18
Server Templates

Create Domain

o add X
Templates
Application Location MName Enable
o Listen Port
Administrator Account v
w wsm-cache-server-ter v

Database Configuration T
Component Datasources
JDBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines
Configuration Summary

Configuration Progress

_ORACLE
FUSION MIDDLEWARE
@ Discard Changes

Listen Enable SSL SSL Administrati

Port Port Listen Port
Port
7100

I e e e e e B i e

End Of Configuration

Help

< Back Mext = I Cancel

20. Configure as required and click Next.

The following window is displayed.
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Figure 2-27 Weblogic Domain Creation 14

Fusion Middleware Configuration Wizard - Page 14 of 18

Coherence Clusters

L ——

Create Domain
Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration T
Component Datasources
JDBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines
Configuration Summary
Configuration Progress

End Of Configuration

Help

Cluster Name

defaultCoherenceCluster

_ORACLE
FUSION MIDDLEWARE
@ Discard Changes

Cluster Listen Port
7574

< Back Mext = I Cancel

21. Configure as required and click Next.

The following window is displayed.
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Figure 2-28 Weblogic Domain Creation 15

Fusion Middleware Configuration Wizard - Page 15 of 18

Machines ORACLE O‘
FUSION MIDDLEWARE

Create Domain

Machine | Unix Machine

Templates
Application Location o Add b4 ) Discard Changes
Administrator Account [ T

Name Mode Manager Mode Manager Type Node
Domain Mode and JDK Listen Address Manager

Database Configuration T
Component Datasources
JDBC Test

Advanced Configuration

Administration Server
Managed Serwers
Clusters

Server Templates
Coherence Clusters

' Machines

Configuration Summary

Configuration Progress

L

End Of Configuration

Help < Back | MNext > I F Cancel

22. Click Next.

The following window is displayed.
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Figure 2-29 Weblogic Domain Creation 18

Fusion Middleware Configuration
Configuration Summary

Create Domain
Templates
Application Location

Administrator Account

Domain Mode and JDK

Database Configuration T

Component Datasources
JDBC Test

Advanced Configuration

Administration Server

Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines
Configuration Summary

Configuration Progress

Wizard - Page 16 of 18

Y View: Deployment -

= & Server
= (& OFSLL_ManagedSerwver
= & AppDeployment
() oMs Application#12.2.1.1.0
[ coherence-transaction-rar
[ state-management -provider-m
= & Library
[ ohw-rcf#5@14.1.2.0.0
adf.oracle.domain.webapp.cc
oracle.bi.adf.model.slib#l.
adf.oracle.domain.webapp.ap
adf.oracle.businesseditor#l
adf.oracle.domain.groovy#3,
adf.oracle.domain.webapp.js
adf.oracle.domain.webapp.ar
adf.oracle.domain.webapp . wc
odl.clickhistory#l.0@12.2.1
adf.oracle.domain.webapp.pc
jst1#1.2@01.2.0.1

ool

O

l= OFSLLREL_domain (/uOl/Middleware/Weblo*

adf.oracle,domain.webapp bzv

_ORACLE
FUSION MIDDLEWARE

o)

Basic WeblLogic Server Domai=
Description Create 3 basic WeblLogic Se

Name

Author Oracle Corporation
Location fuBl/Middleware, /Weblogicldg
Name Oracle Enterprise Manager

Description Enterprise Manager

Author Oracle Corporation
Location FuBl/Middleware/Weblogicldc
MName emasTemplate

Description emas plugin Template

Author Oracle Corporation
Location fubl/Middleware /Weblogicldc
Name Oracle WSM Console - Core

Description This extension template dep

Author Oracle Corporation
Location fu@l/Middleware/Weblogicldc
Name Oracle JRF

Description Full JRF Domain Template
Author Oracle Corporation

Location u0l/Middl eware MWeblogicldc ¥
o wmee il

Select

e ———

End Of Configuration

Help

Create to accept the above options and start creating and configuring a new
To change the above configuration before starting Domain Creation, go back
relevant page by selecting its name in the left pane, or by using the Back

domain,
to the
buttaen.

< Back Create Cancel

23. Click Next.

The following window is displayed.
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Figure 2-30 Weblogic Domain Creation 19

Fusion Middleware Configuration Wizard - Page 17 of 18

Configuration Progress _ORACLE O‘
FUSION MIDDLEWARE

Create Domain

Templates | HEL

Application Location Copy Unprocessed Artifacts
OPSS5 Processing

Security Processing

| Artifacts Generation
String Substitution

| Post Processing

Administrator Account
Domain Mode and JDK

Database Configuration T

L Y

Component Datasources
JDBC Test

Advanced Configuration
Administration Server
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines
Configuration Summary
| Configuration Progress

End Of Configuration

@ U CEIE o T

Help MNext = l Cancel

24. Click Next.

The following window is displayed.
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Figure 2-31 Weblogic Domain Creation 20

li] Fusion Middleware Configuration Wizard - Page 18 of 18

End of cConfiguration ORACLE
FUSION MIDDLEWARE

+ pracle WebLogic Server Configuration Succeeded
New Domain OFSLLREL domain Creation Succeeded
Domain Location
fuBl /Middleware/WeblogicldcHome fuser_projects/domains/OFSLLREL domain
Admin Server URL
http: ffofsll.oracle.com:9001 fconsole

« End 0Of Configuration

Help Finish

25. Once the creation of the Domain is complete, click Finish to close the window.

® Note

The default Weblogic installation will be running JVM with 512MB, this has to be
increased for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it
could have the JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

26. Install Application JAR to OFSLL Domain lib Directory

e Copy the OfsllICommonCSF.jar from /WEB-INF/lib available in the staging area
to $DOMAIN_HOME/lib

¢ Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —
EXTRA_JAVA_PROPERTIES="........ ${EXTRA_JAVA_PROPERTIES} -
Dofsll.csf.path=${DOMAIN_HOME}"

27. The "$MW_HOME/user_projects/domains/<mydomain>" directory contains a script that
can be used to start the Admin server.

*  $cd $MW_HOME/user_projects/domains/<mydomain>/bin
e $ /startWebLogic.sh
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If the server is required to be running and access to command line needs to be returned
use "nohup" and "&"

$ nohup ./startWebLogic.sh &
To Start Managed Server
e $cd $MW_HOME/user_projects/domains/<mydomain>/bin

* $./$MW_HOME/user_projects/domains/<mydomain>/bin/startManagedWebLogic.sh
{ManagedServer_name} {AdminServer URL}

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup ./$MW_HOME/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &

The recommended parameters for each Managed Server for application and web services
are as follows:

* For managed server where application is deployed:
-Xms10g -Xmx10g -XX:HeapDumpPath=/tmp -XX:SoftRefLRUPolicyMSPerMB=10 -
Dweblogic.diagnostics.debug.DebugLogger.DISABLED=true -
Dweblogic.management.discover=false -
Dweblogic.MuxerClass=weblogic.socket.PosixSocketMuxer -
Dweblogic.SocketReaders=40 -Dweblogic.lIr.table.specjdsl=wl_IIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_lIr_jent31_2 -Dsun.net.inetaddr.ttl=0 -
Dnetworkaddress.cache.ttl=0 -XX:AllocatePrefetchDistance=256 -
XX:AllocatePrefetchStyle=1 -XX:MaxTenuringThreshold=4 -XX:+PrintClassHistogram -
XX:+AlwaysPreTouch -Djbo.load.components.lazily=true -
Djbo.ampool.initpoolsize=100 -Djbo.recyclethreshold=200 -
Djbo.ampool.minavailablesize=200 -Djbo.ampool.maxavailablesize=200 -
Djbo.ampool.timetolive=-1 -Djbo.locking.mode=optimistic -
Djbo.doconnectionpooling=true -Djbo.txn.disconnect_level=1 -
Djbo.ampool.doampooling=true -Djbo.dofailover=false -
Djbo.ampool.maxinactiveage=3600000 -Djbo.ampool.monitorsleepinterval=360000 -
Doracle.multitenant.enabled=false -XX:StringTableSize=100003 -
XX:ReservedCodeCacheSize=1g -XX:+OptimizeStringConcat -XX:+FlightRecorder -
Doracle.adfm.useSharedTransactionForFrame=false -
Dweblogic.mdb.message.MinimizeAQSessions=true -
Dweblogic.ejb.container.MDBDestinationPollintervalMillis=6000 -
Dlog4j2.formatMsgNoLookups=true -Dweblogic.ssl. JSSEEnabled=true -
DUseJSSECompatibleHttpsHandler=true -
Dweblogic.security.SSL.minimumProtocolVersion=TLSv1.2

e For managed server where web services are deployed:
-Xms10g -Xmx10g -XX:HeapDumpPath=/tmp -XX:SoftRefLRUPolicyMSPerMB=10 -
XX:StringTableSize=100003 -XX:ReservedCodeCacheSize=1g -XX:+AlwaysPreTouch
-verbose:gc -Dweblogic.diagnostics.debug.DebuglLogger.DISABLED=true -
Dweblogic.management.discover=false -Dweblogic.lIr.table.specjdsl=wl_lIr_jent31_1 -
Dweblogic.lIr.table.specjds2=wl_lIr_jent31_2 -Dsun.net.inetaddr.ttl=0 -
Dnetworkaddress.cache.ttl=0 -DUseJSSECompatibleHttpsHandler=true -
Dweblogic.MuxerClass=weblogic.socket.PosixSocketMuxer -
Dweblogic.SocketReaders=40 -Dweblogic.ssl.JSSEEnabled=true -
Dweblogic.security.SSL.minimumProtocolVersion=TLSv1.2

2.3 Creating Metadata Repository

The following section details the steps to create metadata repository.
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Assuming that OLL_MDS schema is created using Oracle Repository Creation Utility (RCU) as
mentioned in Creating Schemas using Repository Creation Utility section, follow the below

steps to create the repository.

1. Login to Oracle Enterprise Manager 14c em (htt p: // host nane: port/em.

Figure 2-32 Metadata Repository 1

DRACLE‘ Enterprise Manager Fusion Middleware Controd 14.1.2

== OFSLLREL_domain &
=

{f= Wb ogic Domain +

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edi

Servers

°-

Clusters

Clusters

Deployments

®-

Administration Server

Name  AdminSarver

Host ofslloracie com

Listen Port 8001
Servers

View v Create

Name
AdminServer{admin)
OFSLL_ManagedServer

WS_ManapedServer

Deleta

Contral w

Status
+
+
+

=

Home

Off

Monitoring
Diagnostics
Control

Logs

s [PaavT )
»

Environment

Deployments

JDBC Data Sources
Messaging

Cross Component Wiring

Wieb Services

Persistent Stores

XML Entity Caches
O5Gi Frameworks

Mail Sessions

Foreign JNDI Providers

WTC Servers

Cther Services

Administration

Refresh WeblLogic Domain
Security

JNDI Browser

System MBean Browser

Metadata Repositories |

Target Sitemap

Target Information

4 G

Columns Hidden 34

2. Navigate to WebLogic_domain > Other Services > Metadata Repositories

3. The following window is displayed.

4

Servers 3 of 3
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Figure 2-33 Metadata Repository 2

ORACL € Enterprise Manager Fusion Middieware Control 14.1.2 1t webLogic Domain v weblogic v
s OFSLLREL_domain & T H
e B
I wiebLogic Domain v hug 10, 2025, 1:05:30FM GMT At_)

Metadata Repositories

You create maest Fusion Middleware component schema reposiories in 3 datsbase using the Repository Creation Utility. Metadats Senvices (MDS) itonies can be created in 3 database with
the Repository Craation Uitility or created on disk as file-based repositories. You must register an MDS repository before you can deploy i o the: reps W

Database-Based Repositories

|[ Ilegis!zer.._] Deregister... |

dl | || | || I |
Repository Name Database Type  Database Name Schema Name JNDI Location &% Partition Scope

No Regasitory

.} »

File-Based Repositories

|| Ilegisher.._| Deregister... |

Repository Name Directory Partition Scope
No Repository

4. Click Register button.

The following window is displayed.
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Figure 2-34 Metadata Repository 3

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

'OFSLLREL_domain @
=
-

¥ WebLogic Domain

@ Information

= Weblogic Domain weblogic =
T Hv

Aug 10, 2025, 1:09:59PM GMT “)

£ Y

The changes made on this page do not participate in the edit session. The changes will be activated and applied immediately. You cannot undo the changes from the

Change Center.

Register Database-Based Metadata Repository @

Arepository stores information used by Application Server components and other applications. A metadata repository must be registered to be operational. A database-based repository is
created using the Repository Creation Utility. To register, input database connection information and click Query, then select one of the Metadata Repository and click OK button.
o

Database Connection Information
Database Type ® Oracle () SQL Server ) IBM D82 (O MySQL

* Host Name |c{51|.nrade.wm |

* Port [ 1521 |

* Service Name | oLLMDR |

Is Registered®  Schema Mame  Version

Metadata Repository
Mo Repository

Selected Repository
The selected schema can be registered only f #t has not slready been registarsd.

Repository Name
Schema Password

Scope

* User Name | sys |

Role | oyspaa W

Status Maodified Time

s N J

Enter database instance details under Database Connection Information section and click

5.
Query. All available schemas in the given database instance are listed.

6. Select the schema you require and in the Selected Repository — Schema OLL_MDS
section, enter Repository Name (adf) and the password.

7. Click OK.

The following window is displayed.
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Figure 2-35 Metadata Repository 4

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1 weblogic Domain +  weblogic »
s OFSLLREL_domain & T H
t-

Aug 10, 2005, 1:09:59PM GMT 4)

= & WebLopic Domain v
h i ' Y
Register Database-Based Metadata Repository o
A repository stores information used by Applicstion Sarver components and other applications. A metadata repository must be registered to be operational. A database-based repository is
created using the Repository Creation Utility. To register, input database connection information and click Query, then select one of the Metadata Repository and click OK button.
Database Connection Information
Database Type @ Oracle (O SQL Server () IBM DB2 (O MySQL S | et Mainie |sys |
* Host Name | ofsll.oracle com | .
Password | ------ |
= | o srsomn ]
* Service Name | OLLMDR |
Metadata Repository Is Registered®  Schema Mame  Version Status Modified Time
MDE falze OLL_MDS 141200 WALID Jul 28, 2025, 8:43:31 AM GMT
Selected Repository - Schema: OLL_MD3S
The selected schema can be registered only it has not slready been registersd.
* Repository Name | adf |
* Schema Password [ ]
Scope
v
8. Click Repository name mds-adf on left panel. You can even select it from right panel.
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Figure 2-36 Metadata Repository 5

ORACLE Enterprise Manager Fusion Middizware Contral 14.1.2 15 WetlogicDomain = weblogic ¥ -
__ OFSLLREL domain @ T H¥
o

1F Weblogic Domain « Aug 10, 2025, 1:38:2EPM GMT O
@ Information

Metadata Repository mds-adf has been successfully registered. If it is not visible in the table after refresh the page, it maybe because Admin Server need to be restarted.
Restart Admin Server to see the newly registered Repository.

Metadata Repositories

You create mest Fusion Middlewars itories in a database using the Repository Creation Utility. Services (MDS) itonies can be created in & database with
the Repository Creation Utility or created on dxsk as beased repositories. You must regisier an MDS repaositery before you can degloy apphcation metadata to the reposiory.

Database-Based Repositories

|| Register... | Deregister... |

dl || i | || || ||

Repository Name Database Type Database Name Schema Name JNDI Location Partition Scope
mds-adf Oracle OLLMDR OLL_MDS jdbcimdsiadf Global Global

File-Based Repositories

| Register.. | Deregister... |

Repository Name Directory Partition Scope
Na Repasitary

9. Click Add and target to AdminSever and OFSLL_ManagedServer as on right panel.

2.4 Creating Data Source

The following section details the steps to create data source.

1. Login to WebLogic Server 14c em (ht t p: // host nane: port/em.
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Figure 2-37 Create Data Source 1

Domain Domain_OFSLLREL_domain

* User Name | wieblogic |

* Password |

ORACLE

Copyright © 1898, 2024, Oracle andior its affiliates. All rights reserved. Cracle i a registered trademark of Oracle Corporation andlor its affiliates. Other names may be
trademarks of their respective owners.

2. The following window is displayed.
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Figure 2-38 Create Data Source 2

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @

= Weblogic Domain v

EA v | AutoRefresh |OF

Taw

weblogic *

=
I wiebLogic Domain v hug 10, 2025, 1:45:25FM GMT ﬂ
0 Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Serven Administration Server
Name AdminServer
3 Up ol
Host  ofsll.oracke.com
Listen Port 8001
Servers
Clusters
View v Create Deleta Control w B
R » HName Status  Cluster Machine  State Health Listen Port Cl
usters
AdminServer{admin) f Running Ok 9001
OFSLL_ManapedSarver f Running 0K 9003
WS_ManagedSernver Running oK 2004
Deployments = 8 L
»
Tuw

4 G

Columns Hidden 34

3. Click WebLogic Domain > Data Sources.

The following window is displayed.

Servers 3of3
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Figure 2-39 Create Data Source 3

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
k=
¥ WebLogic Domain

@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edi

Seners Administration Server

Name AdminServer
3 Up e
Host ofsll.oraciz.com

Listen Port 8001

Home

OfFf W
Monitaring [3
Diagnostics » e ﬂ
Control 3
Logs .
Environment 4
Deployments

JOBC Data Sources

Messaging 3

Cross Component Wiring 3

Servers
Clusters
Web Services »
View v Create Deleta Control w B
Other Sarvices 3
s 2 Name Status Cluster  Machine  State cl
ustars e Administratios 4
AdminServer{admin) 4+ Rurning ministration
OFSLL_ManagedServer + Running Refrash Weblogic Domain
WS_ManapedServer Running Security L4
Deployments = g +
JMDI Browser
» Systern MBean Browser
Tuw
Target Sitemap
Target Information

Columns Hidden 34

Servers 3of3

4. Click Lock & Edit on the left panel. Click Create on right panel and select Generic Data

Source.

The following window is displayed.
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Figure 2-40 Create Data Source 4

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 1 Wbl ogic Domain ¥ weblogic *

iw B

=== OFSLLREL_domain @
=
hug 10, 2005, 1:51:47PM GMT 4)

=

¥ Weblogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain = JOBC Diata 5

JDBC Data Sources

This page lists the JOBC system data sources that have been created in this domain. You can creste or delete the system data sources from this page.

View ¥ Wl Create + Create Like Delete Ef & Detach
iR A e

Name Generic Data Source NDI Name Type Targets

215 1Loca a Gener dminSenve
Locals GridLink Data Saurce bo/LocalSveThiDataSource Generic AdminSener
WLER) dbcWLERuntimeSchemalataSou... Genernc

Multi Data Source

WLES, HbcWWLSEchemaDataSource Generic
mds-ag i ———— dbc/mdsiadf Generic AdminSenver
opss-audit-DBOS jobcfAuditdppendDataSource Gensno AdminSereer OFSLL_ManagedSanver W5_ManagedServer
opss-audit-viewDS jobciAuditviewDataSource jdbclAu_..  Generic AdminServer OFSLL_ManagedServer WS_ManagedServer
opes-data-source jdbeOp=sDataSource Generic AdminServer OFSLL_ManagedServer WS_ManagedServer

Columns Hidden 5 JOBC Data Sources 7of7

5. Enter Data source Name, JNDI Name as jdbclofslIDBConnDS, select Oracle as
Database Type and Select the Database Driver Oracle's Driver(Thin) for Instance
connections; Versions:Any.

6. Click Next.

The following window is displayed.
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Figure 2-41 Create Data Source 5

DRACLE. Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
[ ] o
Data Source Connection Properties  Transaction Properties Select Targets Revie
Properties
Create a JDBC Data Source: Data Source Properties Back  Step 1 of 5

Applications get a database connection from a data source by looking up the data source on the Java Maming and Directory Interface (JND) tree and then requesting 3 connection. The
data source provides the connection to the appheation from = pool of database connections.

Use this page to define the genersl configuration options for this JOBC data source.

* Data Source Name | OFSLL

Scope | Global %

Type Generic

Database Type Oracke

* Driver Class Name |omcla.jdhc.0mclaDriuar | | Select.. |

JNDI Name [y iofsliDEConnDS
PlRE e

Row Prefetch Enabled [[]

Row Prefetch Size 43

7. Enter Database details Click Generate URL and Properties.
e Click Ok.

The following window is displayed.
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Figure 2-42 Create Data Source 6

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2
[ ] o

Q
Diata Source: Conmection Transaction Properties Sel
Froperties Properties

Create a JOBC Data Source: Connection Properties

Uise this page to define the connection properties for this JOBC data source.
Database Connection Information

Driver Class 5 :
FRET Uora.cle.jdbc.OracleDrmer

m

weblogic *

&

| [ @enerate URL and Properties .. |

* Database URL |

Password |

Confirm Password |

SQLISVALID
Test Table Name or QL Statement

“

| Test Database Connection

Properties
Entzr the properties passad to the JOBC driver that are usad to create physical datsbase connections. For example: server=dbservert.

4 Add

Name
{No properties found)

Value

System Properties
Enter the system properties passed to the JOBC driver that are used to create physical database connections. For example: server=dbservert.

& Add
Name
{Mo system properties found)

Value

8. Enter OFSLL DB schema.
The following window is displayed.
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Figure 2-43 Create Data Source 7

Generate URL

* Database Host Name | ofsloracle.com

* Database Listener Port | 1521

* Database Name | oLLD8

* Database User Name | OFSLLREL

9. Enter Password and Confirm Password.

« Click Test Database Connection. On completion, displays a confirmation message as
Connection test succeeded.

The following window is displayed.

Application Installation Guide
G42128-01 September 11, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 46 of 78



ORACLE Chapter 2
Creating Data Source

Figure 2-44 Create Data Source 8

ORACLE Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
Q [ ] O
Diata Source: Conmection Transaction Properties Select Targets Review
Froperties Properties

Create a JOBC Data Source: Connection Properl @ confirmation % Step2of 5
F

Use this page to define the connection properties for this JOBC data surd Connection test succeeded.

Database Connection Information

Driver Class 5 :
FRET Uora.cle.jdbc.OracleDrmer

.
Database URL [ 510 oractethin:@iofsl oracle.com: 1521/0LLDB | | Generate URL and Properties ..

SQLISVALID | Test Database Connection
Test Table Name or SGQL Statement
s
Properties
Entzr the properties passad to the JOBC driver that are usad to create physical datsbase connections. For example: server=dbservert.
4 Add
MName Value Delete
| user | | OFSLLREL | x

System Properties
Enter the system properties passed to the JOBC driver that are used to create physical database connections. For example: server=dbservert.
+ Add
Name Value Delete

(Mo system properties found)

10. Initial capacity and maximum capacity are defaulted to 15, if the number of concurrent
users are more this needs to be increased.

The following window is displayed.
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Figure 2-45 Create Data Source 9

DRACLE Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
Q [ ] O
Diata Source: Conmection Transaction Properties Select Targets Revie
Froperties Properties

Create a JDBC Data Source: Connection Properties Step20f5

System Properties
Entzr the system propertiss passed to the JOBC driver that are used to create physical database connections. For example: server=dbservert.
4 Add
Mame Value Delete

{Ma system properties found)

Encrypted Properties

The list of encrypted properties passed to the JOBC driver that are used to create physical datab i For example: pi
< Add Secursly

Edit

Name Value Securely

(Mo encrypted properties found)

Connection Pool Properties
* Initial Capacity \:\
* Maximum Capacity
* Minimum Capacity \:\

* Statement Cache Type |LRU &

¥ Advanced

11. Click Advanced and update the following:

Inactive Connection Timeout : 900
Uncheck the Wrap Data Types parameter
Click Save

Click Next

The following window is displayed.
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Figure 2-46 Create Data Source 10

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

Q [ ] O

Diata Source: Conmection Transaction Properties Select Targets

Froperties Properties

Create a JDBC Data Source: Connection Properties
4 Advanced
Test Connections On Reserve [

Test Frequency (seconds)

Seconds to Trust an Idle Pocl
Connection

Shrink Frequency (seconds) | 900

m

Init SGL

Login Delay (seconds)

Connection Creation Retry Frequency 0
[t 4

Inactive Connection Timeout (seconds) | 900
Maximum Waiting for Connection | 2147433847
Connection Reserve Timeout (seconds)
Statement Timeout
Ignare In-Use Connections
Pinned-To-Thread

Remaove Infected Connections Enabled

11 1

Wrap Data Types

12. Click Next.
The following window is displayed.

weblogic *
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Figure 2-47 Create Data Source 11

DF\,ACI_E Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
Q o L] 2
Data Source Connection Properties Transaction Select Targets
Froperties Properties

Create a JDBC Data Source: Transaction Properties Step2ofs

The transaction protocol for 3 JOBC data source determines how connections from the data source are handled during transaction processing. Transactions within 3 JOBC data scurce ars
either global (XA} or non-global (localy.
Use this page to define the transaction options for this JDOBC data source.

Tranzaction Options

Supports Global Transactions

® One-Phase Commit
"~} Emulate Tiwo-Phase Commit

(7) Logging Last Resource

13. Select AdminServer, OFSLL_ManagedServer and click Next.

The following window is displayed.
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ORACI—E‘ Enterprise Manager Fusion Middieware Control 14.1.2

(o] o] @] L ]
Data Source Connection Properties  Transaction Properties Select Targets
Properties

Create a JDBC Data Source: Select Targets

UUse this page to select the sensers or clesters on which you would like to deploy this JOBC data source. If you don't select a target, the data source will be created but not deployed. You

need to deploy the data source at a later time.
Name Type
AdminServer Oracle Weblogic Server

OFESLL_ManagedServer Oracle Weblogic Server

[] WS_ManagedServer Oracle Weblogic Server

14. Click Create.

The following window is displayed.

ORACLE’Ennerprise Manager Fusion Mi

leware Control 14.1.2

9] @] o] o
Data Source Connection Properties  Transaction Properties Szlect Targets
Properties

Create a JOBEC Data Source: Review

Review the settings for your new JOBC data source.
Data Source Name OFSLL
Scope Global
Type Generic
Driver Class Name oracle jdbe. OracleDriver
JNDI Name  jdbeiofsIDBEConnDS

Database URL  jdbcioracle:thin:@fiofslloracke.com: 152 100LLDE

Properties

Name Value
user OFSLLREL
System Properties Name Value

{No system properties. found)

weblogic v R

(@]

Rewvizw

weblogic v oo

Review

Step50f5  Mext

Transaction Options  Supports global transactions and use the 'One-Phase Commit’ global transaction protocal.

Targets Mame Type

AdminServer

OFSLL_ManagedServer

Oracle WeblLogic Server
Oracle WebLogic Server
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15. Click Activate Changes on the left panel.

The following window is displayed.

OF\,ACI_E Enterprise Manager Fusion Middieware Control 14.1.2 1% WebL ogic Domain v weblagic v
=== OFSLLREL_domain & m kA
=
i wiebLogic Domain v Edit Sassions Mt 4)
@ Confirmation SR e ]
JDBC Data Source "OF 5LL" has been created successfully. The changes are pending activation. Use the change center to activate ‘iew Chanpe List
/Domain_OFSLLREL_domainOFSLLREL_domain > JOBC Dtz Sourcas View & Resolve Conflicts
JDBC Data Sources guration
This page lists the JOBC system data sources that hawe been created in this demain. You can create or delete the system data sources from this p Activate Ghanges
View = il Create » Create Like Delete im Detach Unda All Changes
= | | | | v | | \few Restart Checklist
Hame JNDI HName Type Targets Preferences
LocalSveThiDataSourcs jdbe/LocalSveThiDataSource Genarnic AdminSener
Hel
OFSLL jdbc/ofsIDEConnDS Generic AdminServer OFSLL_ManagedSenver P
WLSRuntimeSchemalataSource jdbe"WLERuntimeSchemalbataSou... Genenc
WLSSchemaDataSource jobcWLESchemaDataSource Generic
mds-adf jdbcimds/adf Genenc AdminServer
opss-audit-DB0OS jobc/AuditdppendDataSource Genenc AdminServer OFSLL_ManagedServer W3_Managed Server
opss-audit-viewDS jdbciAuditviewDataSource jdbofdu...  Genenc AdminServer OFSLL_N

opss-dats-sourcs jobe/OpssDataSource Genenc AdminSerser OFSLL_N

Columns Hidden 5 JDBC Data Sources 2 of 8

@® Note

User Authentication and Management is outside of Oracle Financial Services
Lending and Leasing application. Organizations can use an LDAP implementation
for authentication. For Development and Testing purpose, the following sections
can be configured for authentication;

2.5 Creating SQL Authentication Provider

The following section details the steps to create SQL authentication provider.

1. Login to WebLogic server 14c em and navigate to WebLogic Domain > Security > Security
Realms in left panel.

The following window is displayed.
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ORACLE Enterprise Manager Fusion Middleware Control 14.1.2 _ﬂic v =

Home
— OFSLLREL_domain & OfF W
t= Monitoring 3
= WebLogic Domain + Diagnosiics , [PoGmT o
o! a Control 3
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edi
Logs 3
Servers Administration Server Environment ’
3 Mame  AdminSarver Deployments
)
" Host ofslloracle com JDBC Data Sources
Listen Port 9001 Messaging 3
Cross Component Wiring 3
Servers
Clusters .
Web Services [
View v Create Delete Contral -+ B
» Other Sarvices [
Cluste MName Status  Cluster Machine  State 1
usters . Admini - »
AdminSarver{zdmin) f Running n
OFSLL_ManapedServer 4+ Running Refrash Weblogic Demain
WS5_ManagedServer Security Reslm: Security 4
Deployments - en=e t+ iy =

Security Administration JNDI Browser

. 1 " » Web Service Secur System MBzan Browser
Application Policies Target Sitemap

Target Information

Application Roles

System Policies
Security Provider Configuration
Audit Registration and Policy

4 G - e |

Columns Hidden 34 Keystare Servers 3of3

2. Click myrealm.

The following window is displayed.

Weblogic Domain + weblogic * ==

ORACLE- Enterprise Manager Fusion Middleware Control 14.1.2

=== OFSLLREL_domain @ T B

t=
1 WebLogic Domain v fug 10, 2025, 4:25:45FH GMT t)
/Domain_OFSLLREL_domainOFSLLREL_domain > Securt

Security Realms

A security realm is 3 contsiner for the mechanisms that are used to protect WebLogic resources, including users, groups, security roles, security policies, and security providers. You can have
multiple security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.

This page lists the security realms configurad in this WebLogic Server domain. To configure a security reakm, sslect the name of the realm.

View v fl Create Delete By 5" Detach
Name Used By Management ldentity Domain Deploy Credential Mapping Ignored Deploy Policy Ig
myraim Domain Default Realm falzz false

<« 4

Security Realms 1 of 1
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3. Navigate to Providers tab > Authentication and click Create.

The following window is displayed.

Figure 2-48 SQL Authentication 3

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

¥ieblogic Domain v weblogic =
=== OFSLLREL_domain @ B Hv
=

1= WebLogic Demain + Aug 10, 2025, $:39:14PM GMT 4)

& Confirmation
The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain > Security Realms > Settings for Security Reabm: n

Settings for Security Realm: myrealm

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: &
Configuration  Users and Groups ~ Roles and Palicies  Credential Mappings | Providers | Migration

Authentication | Password Vshdation  Authorization  Adjedication  Role Mapping  Auditing  Credentisl Mapping  Certification Path

An Authentication provider sllows WebLogic Server to estsblish trust by validating a user. You must have one Authentication provider in 3 security realm, and you can configurs:
muhtiple Authenticstion providers in a security realm. Different types of Authentication providers are designed to sccess different data stores, such as LDAP servers or DEMS. You
can also configure 3 Resim Adapter Authentication prowvider that allows you to work with users and groups from previeus releases of VWebLogic Server.

Wiew ¥ Delete % Reorder [ iz Detach

Name Description

Version
Trust Sanvice [dentity Assertar Trust Servics ldentity Assertion Provider 1.0
DefaultAuthenticator WebLogic Authentication Provider 1.0
Defaultidentityfsserter WeblLogic ldentity Assestion provider 10

Security Realms 3 of 3

4. Click Lock & Edit to unlock the screen and click New in Authentication Providers sub tab.
The following window is displayed.
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Figure 2-49 SQL Authentication 4

Create a new Authentication Provider

Create a new Authentication Provider
The following properties will be used to identify your new Authentication Provider.

*Type |SQLA|.M|glﬁcau:|r vl

5. Create Authentication provider with following values:
* Name: OFSLLDBAuthenticator
e Type: SQLAuthenticator

6. Click Reorder.

The following window is displayed.
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Figure 2-50 SQL Authentication 5

DRACLE. Enterprise Manager Fusion Middleware Controd 14.1.2

¥ieblogic Domain v weblogic =

=== OFSLLREL_domain @
=

B~ H~

WebLogic Domain v Aug 10, 2025, $:39:14PM GMT 4)

& Confirmation
Provider "OF SLLDEAuthenticator” created st ully.

Momain_OFSLLREL_domainOFSLLREL_domain > Security Reslms > Sefi
Settings for Security Realm: myrealm

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: &

Configuration  Users and Groups ~ Roles and Palicies  Credential Mappings | Providers | Migration

Authentication | Password Vishdation  Authorization  Adjedication  Role Mapping  Auditing  Credentisl Mapping — Certification Path

An Authentication provider sllows WebLogic Server to estsblish trust by validating a user. You must have one Authentication provider in 3 security realm, and you can configurs:
muhtiple Authenticstion providers in a security realm. Different types of Authentication providers are designed to sccess different data stores, such as LDAP servers or DEMS. You
can also configure 3 Resim Adapter Authentication prowvider that allows you to work with users and groups from previeus releases of VWebLogic Server.

View v ‘Wl Create

B iz Detach

Name Description Wersion
Trust Sanvice [dentity Assertar Trust Servics ldentity Assertion Provider 1.0
DefaultAuthenticator WebLogic Authentication Provider 1.0
Defaulidentitydsserter WebLogic Identity Asserion pravider 10
OFSLLDBAuthenticator Provider that performs DEMS authentication 1.0

Security Realms 4 of 4

7. Authentication order should be maintained as mentioned in the below screen.
‘OFSLLDBAuthenticator’ will be displayed as above.

The following window is displayed.
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Figure 2-51 SQL Authentication 6

ORAC LE' Enterprise Manager Fusion Middleware Controd 14.1.2

Weblogic Domain v weblogic = EEL

-

=== OFSLLREL_domain @ & =
k=

WebLogic Domain v Aug 10, 2025, $:39:14PM GMT 4)

& Confirmation

Providers have been reordered successfully.
[Domain_OFSLLREL_domainOFELLREL_domain > Security Realms > 5
Settings for Security Realm: myrealm

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: &
Configuration  Users and Groups ~ Roles and Palicies  Credential Mappings | Providers | Migration

Authentication | Password Vshdation  Authorization  Adjedication  Role Mapping  Auditing  Credentisl Mapping  Certification Path

An Authentication provider sllows WebLogic Server to estsblish trust by validating a user. You must have one Authentication provider in 3 security realm, and you can configurs:
muhtiple Authenticstion providers in a security realm. Different types of Authentication providers are designed to sccess different data stores, such as LDAP servers or DEMS. You
can also configure 3 Resim Adapter Authentication prowvider that allows you to work with users and groups from previeus releases of VWebLogic Server.

Wiew ¥ ‘Wl Create Delete % Reorder [ iz Detach
Name Description Wersion
OFSLLDBAuthentieator Provider that pesforms DEMS authentication 1.0
DefaultAuthenticator ‘WebLogic Authentication Provider 1.0
Defaultidentityfsserter WeblLogic ldentity Assestion provider 10
Trust Sarvice [dentity Asserter Trust Service ldentity Assertion Provider 1.0

Security Realms 4 of 4

8. Select SUFFICIENT as the Control Flag and click Apply.

The following window is displayed.
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Figure 2-52 SQL Authentication 7

DF\,ACI_E‘ Enterprise Manager Fusion Middleware Controd 14.1.2 1 Wbl ogic Domain ¥ weblogic *

* EH~

=== OFSLLREL_domain @
i =

Aug 10, 2025, 4:46:30 PM GMT 0

WebLogic Domain
[Domain_OFSLLREL domain/OFSLLREL_domain > Security Realms > Settings for Security Realm: myrealm =

Settings for provider : OF SLLDBAuthenticator (Security Realm : myrealm)

Configuration | Performance
Commen | Provider Specific

This page displays basic information about this QL Authentication provider. You can slso use this page to set the JAAS Control Flag to controd how this provider is used in the login
sequencs.

Name OFSLLDBAuthenticator
Description Provider that performs DEMS awthentication

Version 1.0

Control Flag )| SUFFICIENT

9. Click Provider Specific sub tab under Configuration tab and click System MBean
Browser.

10. Specify the following values in corresponding fields:
» Data Source Name: OFSLL
e Password Style Retained: Uncheck
e Password Algorithm: SHA-512
e Password Style: SALTEDHASHED

The following window is displayed.
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Figure 2-53 SQL Authentication 8

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 1 Wbl ogic Domain ¥ weblogic *
=== OFSLLREL_domain @ Qe Hv
=
I wiebLogic Domain v hug 10, 2025, 4:4E:02FM GMT 0

/Mromain_OFSLLREL_domainOFSLLREL_domain =

System MBean Browser

Configuration MBeans: myrealmOF SLLDBAuthenticator

¥ Show MBean Information

Aftributes | Operations

Mame Description Access Value
1 U CaontrolFlag Returns how the login sequence uses the Authentication provider. Rw | SUFFICIENT Ao | F
2 | DataSourceName The name of the JOBC data source used for database access. RW | OFSLL |
3 | Description A short description of the DBMS Authentication provider. R Provider that performs DEMS authentication
4 DescriptionsSupported Indicates whether user and group descriptions are supported b... RW | true b |
|E| 5 EnableGroupMembershiplookupk Returns whether group membership hierarchies found during re... RW | false b |

8 GroupHierarchyCacheTTL Returns the maximum number of seconds a group membership.... RW | 860 |

7 | GroupMembershipSearching Specifies whether recursive group membership searching is unl... RW | unlimited b |

8 IdentityDemain Returns the name of the identity domain. Rw | |

8 MaxGroupHierarchiesinCache Returns the maximum size of the LAU cache for holding group ... RW | 100 |

10 MaxGroupMembershipSearchLewve This specifies how many levels of group membership can be s=... RW | 0 |

11 Name R OF SLLDBAuthenticator

12 | PasswordAlgorithm The message digest algorithm used to hash passwords for stor... RW | SHA-S12 | v

Provide the SQL Queries from the column Corresponding SQL Queries as per OFSLL
Tables as given below.

Table 2-1 SQL Queries

Operation Default SQL Query from Corresponding SQL Queries
Weblogic as per our Tables
SQL Get Users Password: SELECT U_PASSWORD FROM SELECT

USERS WHERE U_NAME =? UAU_USR_PASSWORD FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE =?

SQL Set User Password: UPDATE USERS SET UPDATE
U_PASSWORD = ? WHERE USER_AUTHORISATIONS SET
U _NAME =? UAU_USR_PASSWORD = ?
WHERE UAU_USR_CODE =7
SQL User Exists: SELECT U_NAME FROM SELECT UAU_USR_CODE

USERS WHERE U_NAME =? FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE = ?

SQL List Users: SELECT U_NAME FROM SELECT UAU_USR_CODE
USERS WHERE U_NAME FROM

LIKE ? USER_AUTHORISATIONS

WHERE UAU_USR_CODE
LIKE ?
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Operation

Default SQL Query from
Weblogic

Chapter 2
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Corresponding SQL Queries
as per our Tables

SQL Create User:

INSERT INTO USERS VALUES
(?,?2,?)

INSERT INTO
USER_AUTHORISATIONS(UA
U_USR_CODE,
UAU_USR_PASSWORD,UAU_
DESC) VALUES(?,?,?)

SQL Remove User:

DELETE FROM USERS
WHERE U_NAME = ?

DELETE FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE= ?

SQL List Groups:

SELECT G_NAME FROM
GROUPS WHERE G_NAME
LIKE ?

SELECT UGR_GROUP_CODE
FROM USER_GROUPS
WHERE UGR_GROUP_CODE
LIKE ?

SQL Group Exists:

SELECT G_NAME FROM

GROUPS WHERE G_NAME
=?

SELECT UGR_GROUP_CODE
FROM USER_GROUPS

WHERE UGR_GROUP_CODE
=2

SQL Create Group:

INSERT INTO GROUPS
VALUES (?,?)

INSERT INTO
USER_GROUPS(UGR_GROU
P_CODE,UGR_GROUP_DESC
) VALUES(?,?)

SQL Remove Group:

DELETE FROM GROUPS
WHERE G_NAME =7

DELETE FROM
USER_GROUPS WHERE
UGR_GROUP_CODE =7

SQL Is Member:

SELECT G_MEMBER FROM
GROUPMEMBERS WHERE

G_NAME = ? AND G_MEMBER
=7

SELECT
UGM_MEMBER_USR_CODE
FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=7? AND
UGM_MEMBER_USR_CODE
=7

SQL List Member Groups:

SELECT G_NAME FROM
GROUPMEMBERS WHERE
G_MEMBER = ?

SELECT
UGM_MEMBER_GROUP_COD
E FROM
USER_GROUP_MEMBERS
WHERE

UGM_MEMBER_USR_CODE=
?

SQL List Group Members:

SELECT G_MEMBER FROM
GROUPMEMBERS WHERE
G_NAME =? AND G_MEMBER
LIKE ?

SELECT
UGM_MEMBER_USR_CODE
FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=? AND
UGM_MEMBER_USR_CODE
LIKE ?
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Corresponding SQL Queries
as per our Tables

SQL Remove Group
Memberships:

DELETE FROM
GROUPMEMBERS WHERE

G_MEMBER = ? OR G_NAME
=2

DELETE FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_USR_CODE=
? OR
UGM_MEMBER_GROUP_COD
E=?

SQL Add Member To Group:

INSERT INTO
GROUPMEMBERS
VALUES( 2, ?)

INSERT INTO
USER_GROUP_MEMBERS
(UGM_MEMBER_GROUP_CO
DE,UGM_MEMBER_USR_CO
DE) VALUES(?,?)

SQL Remove Member From
Group:

DELETE FROM
GROUPMEMBERS WHERE

G_NAME = ? AND G_MEMBER
=7

DELETE FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=? AND
UGM_MEMBER_USR_CODE=
2

SQL Remove Group Member:

DELETE FROM
GROUPMEMBERS WHERE
G_NAME =?

DELETE FROM
USER_GROUP_MEMBERS
WHERE
UGM_MEMBER_GROUP_COD
E=?

SQL Get User Description:

SELECT U_DESCRIPTION
FROM USERS WHERE
U_NAME = ?

SELECT UAU_DESC FROM
USER_AUTHORISATIONS
WHERE UAU_USR_CODE =?

SQLSet User Description:

UPDATE USERS SET
U_DESCRIPTION = ? WHERE
U_NAME =?

UPDATE
USER_AUTHORISATIONS SET
UAU_DESC= ? WHERE
UAU_USR_CODE= ?

SQL Get Group Description:

SELECT G_DESCRIPTION
FROM GROUPS WHERE
G_NAME = ?

SELECT UGR_GROUP_DESC
FROM USER_GROUPS
WHERE
UGR_GROUP_CODE="?

SQL Set Group Description:

UPDATE GROUPS SET
G_DESCRIPTION = ? WHERE
G_NAME = ?

UPDATE USER_GROUPS SET
UGR_GROUP_DESC= ?
WHERE
UGR_GROUP_CODE-= ?

Provider Name

OFSLLDBAuthenticator
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Figure 2-54 SQL Authentication 9

ORACLE Enterprise Manager Fusion Middleware Control 1£.1.2

=== OFSLLREL_domain @

WebLopic Demain +

Domain_OFSLLREL_domain/OFSLLREL_domain =

System MBean Browser

Configuration MBeans: myrealmOF SLLDBAuthenticator

b Show MBean Information

Aftributes | Operations

Name

£ SULLISIMEMDEraroups

o

20| S0LListUsers
30 SCLRemoveGroup
31| SQLRemoveSroupMember

|E| 32 S0LRemoveGroupMemberships

3

b}

SQLRemoveMemberFromGroup

3

=

S0OLRemovelser

35 | SQLSetGroupDescription

38 S0LSetUserDescription
37 S0OLSetUserPassword
38 | SQLUserExsts

30 | Version

11. Click Apply.

@® Note

Description

1Ne SLIL STEIEMENT USSa 10 100K UP e GIoUPS 3 USET OF group ...

The SOL statement used to retrieve users that match & particul....

The SOL statement used to remove 3 member from a group. T...

The SQL statement used to remove a member from a group. T...

The SOL statement used to delete a group member (sither 3 us...

The SQL statement used to remove a member from a group. T...

The S0L statement used for deleting a user. The SQL statems...

The SQL statement used to specify a description for a group. O...

The S0L statement used to specify description for 3 user. Cnly ...

The SOL statement used to set the password for auser. The 5.

The SOL statement usad to look up 3 user. The SOL statement...

The version number of the DEMS Authentication provider.

Access Value
| SELEL | UBM_MENSER_SHIJUF_LULE FRUN Uss |

Y]

RW

RwW

RW

RwW

RW

RW

RW

RW

RwW

RW

R

Wieblogic Domain v weblogic + -

8+ B~

Aug 10, 2025, 4:48:02PM GMT 4)

| SELECT UAL_USR_CODE FROM USER_AUTHORIS.I|

| DELETE FROM USER_GROUFS WHERE UGR_GHO'.|

| DELETE FROM USER_GROUF_MEMBERS WHERE L |

| DELETE FROM USER_GROUFP_MEMBERS WHERE L |

| DELETE FROM USER_GROUF_MEMBERS WHERE L |

| DELETE FROM USER_AUTHORISATIONS WHERE U |

| UFDATE USER_GROUPS SET UGR_GROUF_DESC= |

| UPDATE USER_AUTHORISATIONS SET UAU_DESC= |

| UFDATE USER_AUTHORISATIONS SET UAU_USR_F |

| SELECT UAU_USR_CODE FROM USER_AUTHORIS.I|

Application server needs to be restarted for these changes to take effect.

12. Click Activate Changes on the left panel.

The following window is displayed.
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ORACI_E. Enterprise Manager Fusion Middleware Control 14.1.2 17 Webl agic Domain v weblogic

=== OFSLLREL_domain & m =R

L=

i webLogic Domain v Edit Sessions T 4)
Mromain_OFSLLREL_domain/OFSLLREL_domain = System MBean Browser Leck & Edit
System MBean Browser Viigw Change List
& Confirmation View &
No data updated
Configuration MBeans: myrealmQOF SLLDBAuthenticator Revert

Undo All Changes

¥ Show MBean Information
View Restart Checklist

Attributes | Operations Preferences

Mame Description Access Value Help
1 U CaontrolFlag Returns how the login sequence uses the Authentication provider. RW | SUFFICIENT v | A
2 | DataSourceName The name of the JOBC data source used for database access. RW | OFSLL |
E| 3 | Description A short description of the DBMS Authentication provider. R performs DBMS authentication

4 DescriptionsSupported Indicates whether user and group descriptions are supported b.... RW | true b |
5 EnableGroupMembershiplookupk Returns whether group membership hierarchies found during re... RW | false w |
B8 GroupHierarchyCacheTTL Returns the maximum number of seconds a group membership.... RW | 60 |
7 GroupMembershipSearching Specifies whether recursive group membership searching is unl... RwW | unlimited Ao |
8 IdentityDomain Returns the name of the identity domain. RW | |
8 MaxGroupHierarchiesinCache Returns the maximum size of the LRU cache for holding group ... RW | 100 |

10 MaxGroupMembershipSearchLev: This specifies how many levels of group membership can be se... RW | 0 | v

2.6 Creating User Groups and Users

The following section details the steps to create user groups and users.

e Creating Users
e Creating User Groups

¢ Assigning Users to Groups

* Resetting password via weblogic console

2.6.1 Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_ut i | s folder to create an user.

@® Note

By default there are no users created to login to OFSLL application.

Login as application schema owner and run the script crt_app_user.sql script to create OFSLL
application user.
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Figure 2-55 User group Script

S5QL*Plus: Release 19.28.0.0.0 Production on Sat Sep 06.10:35:29 2025
Copyright. (c) 1882, 2025, Oracle. &1l rights reserved.
Enter user-name: OFS5LLREL

Enter password:
Last Successful login time: S5at Sep 06 2025 10:38:03 +05:30

Connected to:

Oracle Database 18c Enterprise Edition Release 19.0.0.0.0 - &4bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
SQL> Bcrt app user.=sql

Enter the nams of the OFSLL aApp user Id you

Want to create user: OFSLLUSER

Enter the First Name for this user: OFSLL

Enter the Last Name for this user: USER

Enter the Phone Number for this user: 998777888

Enter the Fax Number for this user: 6655544422

1 row created.
1 row created.

1 row created.
S5QL>» commit;
Commit complete.

sgr> |}

1. Login into WebLogic server 14c em.

2. Navigate WebLogic Domain > Security > Security Realms.
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Figure 2-56 User group 1

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1 Weblogic Domain v wehlogic ¥
t—_ OFSLLREL_domain & T H
=

1= WebLogic Demain + hug 10, 2005, $:25:45PM GMT 4)

[Domain_OFSLLREL domain/OFELLREL_domain > Security Realms
Security Realms

A security realm is a contsiner for the mechanisms that are used to protect Weblogic resources, including users, groups, security roles, security policies, and security providers. You can have
multiple security realms in 2 Weblogic Server domain, but only one can be st as the default (active) realm.

This page lists the security realms configurad in this Weblogic Server domain. To configure 3 s=curity realm, s=lect the name of the realm.

View w fl Create Delete B =" Detach
Name Used By Management Identity Domain Deploy Credential Mapping lgnored Deploy Policy Ig
myrealm Diomain Default Realm falze false

< >

Security Realms 10f1

3. Click myrealm.
4. Select Users tab under Users and Groups.

5. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.
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Figure 2-57 User group 2

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=

1% WebLogic Domain

Chapter 2
Creating User Groups and Users

= Weblogic Domain weblogic =
T Hv

Aug 27, 2025, 4:21:22PM GMT 0

/Mromain_OFSLLREL_domainOFSLLREL_domain > Security Reslms > Settings for Secu

Settings for Security Realm: myrealm
@ Information

E]

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: g

Configuration | Users and Groups | Roles and Policies  Credentisl Mappings  Providers  Migration

Users | Groups

View ¥ fl Create 3 Delete  Ef in" Detach

Hame Description
OFSLLUSER OFSLL USER
LCMUser This is the default service account f...
QracleSystemUser Oracle application software system. ..
weblogic This user is the default administrator.

Columns Hidden 1

2.6.2 Creating User Groups

Provider
OFSLLDBAuthenticator
DefaulAuthenticator
DefaultAuthenticator

DefzultAuthenticstor

Users 4of4

1. To Mapping Enterprise Group with Application Role for the Oracle Financial Services
Lending and Leasing application, Groups need to be created in WebLogic.

* Navigate Users and Groups > Groups.

e Click Create.

Application Installation Guide
G42128-01
Copyright © 2022, 2025, Oracle and/or its affiliates.

September 11, 2025
Page 66 of 78



ORACLE Chapter 2
Creating User Groups and Users

Figure 2-58 User group 3

Weblogic Domain v weblogic v e

ORACLE. Enterprize Manager Fusion Middleware Control 14.1.2

F= OFSLLREL domain © v B
=

WebLopic Domain ¥ sy 12, 2025, 12:31:55PM GMT 4)

/Domain_OFSLLREL_domain/OFSLLREL_domain > Security Reslms = 5
Settings for Security Realm: myrealm

@ Information [
Certain functionality on this page is available only when you own the edit session leck. To obtain the lock, click “"Lock and Edit” in the Change Center menu.

Click an the icon link to go to Weblogic Admin Console for managing other configurations and artifacts for this security realm: &

Configuration | Users and Groups | Roles and Policies  Credential Mappings ~ Providers  Migration
Users | Groups

MWoeete Ef | & Detach

Description Provider AT
OFELL_USER OFSLL USER GROUP OFSLLDBAuthenticator
AdminChannelUsers AdminChannefUzers can access the admin channel. DefaultAuthenticator
Administrators Administratars can view and modify 3l rescurce attibutes and stan and stop servers. Defaulthuthenticator

AppTesters AppTesters group. DefaultAuthenticator
CrossDomainConnectors CrossDomainCennectars can make inter-domain calls frem foreign domains. DefaultAuthenticator
Deployers Deployers can view all resource attributes and deploy applications. Defaulthuthenticator
Monitars Monitars can view and modify all resource attibutes and perform operations not restricted b...  Defaultfuthenticator
Operators Operators can view and modify all resource attributes and perform server lifecycle operations.  DefsultAuthenticator
OracleSysternGroup Oracle application software system group. Defaulthuthenticator

Groups 8ofd

2. Enter the Name as OFSLL_USER.
e Select Provider 'DefaultAuthenticator'.
e Click Create.
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Create a Group

Group Properties @

The following properties will ke us=d to identify your new group.

* Mame | OFSLL_USER

Description |OlslUsErG|u|)

pom

3. OFSLL_USER Group created.

DRACLE. Enterprise Manager Fusion Middleware Control 14.1.2

=== OFSLLREL_domain &

=

1= WebLogic Domain +

& Confirmation

Group "OFSLL_USER" created successfully.

MDomain_OFSLLREL _domain/OFSLLREL_domain > Security Realms > Settings for Security Realm: myrealm

Settings for Security Realm: myrealm

O Information

- wetlogicDomain v weblogic v ===

l?_‘ - E hd
Aug 12, 2025, 12:31:55FM GMT )

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Users | Groups

View ¥

HName
OFELL_USER
AdminChannellsers
Administrators
AppTesters
CrossDomainConnectors
Deployers

Maonitors

Qperators
QracleSystemGroup
OFELL_USER

fl Create 3¢ Delete

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: &

Configuration | Users and Groups | Roles and Policies  Credential Mappings  Providers  Migration

E¥ i Detach

Description

OFSLL USER GROUP

AdminChannefUsers can access the admin channel.

Administrators can view and modify all resource attributes and start and stop servers.
AppTesters group.

CrossDomainC: can make inter-d in calls from foreign demains.

Deployers can view all resource attributes and deploy applications.

Monitors can view and modify all rescurce attributes and perform operations not restricted b....
Operators can view and modify all resource attributes and perform server lifecycle operations.

Oracle application software system group.
Of=ll User Group

Provider
OFSLLDBAuthenticator
DefaultAuthenticator
DefaultAuthenticator
DefaultAuthenticator
Defaulthuthenticator
Defaulthuthenticator
DefaultAuthenticator
DefaultAuthenticator
DefaultAuthenticator
DefaultAuthenticator

Groups 10cf10
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4. If SQLAuthenticator is configured as a Security Provider for the Oracle Financial Services
Lending and Leasing application, the Groups are automatically created in weblogic when
created through an application.

2.6.3 Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.

Figure 2-59 User group 4

ORACLE’ Enterprise Manager Fusion Middieware Control 14.1.2 1T Weblogic Domain v wieblogic ¥
=== OFSLLREL_domain & Tar
=
1 webLogic Domain Aixg 27, 2025, 4:36:45PM GMT 4

Domain_OFSLLREL _domain/OFSLLREL _domain = Security Realms > Settings for Securnity Realm: myrealm =

Settings for User : OFSLLUSER (Security Realm : myrealm)

General Setings  Passwords  Attributes | Groups

Wse this page to configure group membership for this user.
Parent Groups Available Chosen
OFSLL_USER

2.6.4 Resetting password via weblogic console

1. Click on User. Select Passwords tab and enter new password and confirm password.
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Figure 2-60 User Group 5

ORAC LE' Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=

¥ WebLogic Domain

[Domain_OFSLLREL domain/OFSLLREL_domain > Security Realms > Settings for Security Realm: nvyrealm = Settings for User : OFELLUSER

Settings for User : OFSLLUSER (Security Realm : myrealm)

General Settings | Passwords | Aftributes  Groups

\Use this page to change the password for the selected user.

New Password

2. Click Save.

The following window displayed.

= Weblogic Domain weblogic =
(Y

v B«

Auwg 27, 2025, 4:368:45P™ GMT “)
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Figure 2-61 User Group 6

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 1 Wbl ogic Domain ¥ weblogic *
t—_ OFSLLREL_domain & T H
=

1= WebLogic Demain + Aug 27, 2025, 438:45PM GMT 4)

& Confirmation ]
The settings have been updated successfully.
[Domain_OFSLLREL_domainOFSLLREL_domain > Security Realms > Settings for Security Realm: myrealm = S=ttings for User : OFSLLUSER (Secu
Settings for User : OFSLLUSER (Security Realm : myrealm)
General Seftings | Passwords | Aftributes  Groups

\Use this page to change the password for the selected ussr

o Ea—

Confirm Password

2.7 Implementing JMX Policy for Change Password

The following section details the steps to implement JMX Policy for Change Password.

@® Note

To Install WebLogic Remote Console refer for more details https://docs.oracle.com/en/
middleware/fusion-middleware/weblogic-remote-console/administer/set-
console.htmi#GUID-F178ACDD-4929-4918-8126-274997E5312E

1. Navigate Providers > Admin Server Connection Provider enter the WebLogic server
log-in details.
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€& WebLogic Remote Console — O X

File Edit View Help

= sider for Admit

Enter new name and connectivity setings for connection proviger.

& Conmection Provider Name* | OFSLL_ADMIN

@ UseWeb Authentication O

@ Usemame*

& Passworde

® URe | hitp:,fofsll.ceacie.com-9001

@ Proxy Override |

@ Make Insecure Connection (]

EE i

2. Click Edit Tree.

Figure 2-62 Implement JMX Policy 2

€& Weblogic Remote Console — O X

File Edit View Help

= € WebLogic Remote Console 2417 [Q Searh Q@

@ © © @

Edit Tree Configuration View Tree Manitoring Tree Security Data Tree
Mainaain configuration of tha WebLagic Examing read-only configueation o the “iow runtime MEgan infarmatian for Manage socurisy-related informatian
doenain WebLogic domain you are currenly saloct resouecas in the WabLogic 0.3 users, Broups, roles, policies,
woeking with. damain you are currenty working with. credentials, aic.} in the Weblogic

damain yous are currently working with.
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3.

Navigate Security > Realms > myrealm.
Enable 'Use Authorization Providers to Protect JMX Access'.

Click Save.

Figure 2-63 Implement JMX Policy 3

€& WebLogic Remote Console - Realm: General = O X
File Edit View Help
= ‘ WebLoglc Remote Console 2.417 [ searmn
& Confirmation b3
Changes were added to cart!
CHE O o]
Use this page to configure the general benavior of this security resim.
Noteo
It you are Implementing securtty using JACC {Java 1 Cantract for Containers In JSR 115). you must use the DD Only
maodel. Other WebLogic Sarver modeis are not avallable and the securtty functions for Web and EI8s Inthe Cof
disabied.
Ganeral User Lockowt Performance Cert Path Builder Reterenced By
O show
Security Model (& Combined Role
s)ﬁmum CDCnly 3l Mapping Enabied [ &
Usa Authorization Automaticall
%ﬂ'ﬂﬂeﬁm Protact q‘\ D EHH‘[W ND:- a
IMK ACcess Dynamic Changss
e
w)

4. Navigate Cart action > Commit changes.

@ Note

If server is not restarted, JMX Policy Editor option will not appear.

Re-login with remote console.
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Figure 2-64 Implement JMX Policy 4

€ WebLogic Remote Console - Realm: General — O X

File Edit View Help

’ WebLoglc Remote Console 2.417

[[Q search

his page to configure the general benawlor of this securtty rezim.

If you are implemanting securtty using JACC (Java Authorizatian Contract for cmumasasde{ '\ Commit Changes 3= the DD Only
maodel. Other WebLogIc Server models are Not avallable and the Securtty functions for Web app T Cos
Oisabied.

Gengral  Usorlockowt Forformance  Cort Path Buiider  Refersnced By

O show
(& Combined Role
DDOnly = Mapping Enabied [ &)
Automaticall
c st At o e ]
Dynamic Changes
>

5. Click Security Data Tree.
* Navigate to Realms > myrealm > Authorizers > XACMLAuthorizer > Advanced > JMX
e Click New.
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Figure 2-65 Implement JMX Policy 5

& WebLogic Remote Console - Advanced)MXPolicies — O X

File Edit View Help

‘ WebLoglc Remote Console 2.417

[[Q search

exims / myreaim J Autnorizars / XACMLAwhorizsr J JMX
Customize Table = = © 1|

Tis page Bsts this Autnorization Provider's JMX sscurtty palicles.
m' Delete
~ | Apphcation <  MBean Type <
kooo.contdescripton. PersistenceConfigurstionPropertyBean
weblogic.cone rence app.descriptonwl ADplcationL tecydelistenerSaan
webloglc.conerence. appdescriptonwl ConerenceappicationBean

webloglc.conersnce. appdescriptorwl CacheFactoryC

weblogic.conerence. app.descrigtor wl InitaramBean

weblogic.coneranca.appdescriptorwl. InftParamsBean

wedlogic.conerence appLlescrigton L Nesio FOtan AT Sean

weblogic.coherence.descriptor.wl.CoherencaAddressProviderSean

= Total Rows: 2050

6. Specify the following details to create a new JMX security policy.
e Operation : Invoke
e MBean Type : weblogic.security.providers.authentication.SQLAuthenticatorMBean
e Target : changeUserPassword
* Click Create.
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7.

Figure 2-66 Implement JMX Policy 6

€& Weblogic Remote Console - Advanced)MXPolicies — O X

File Edit View Help

WebLogic Remote Console 2.4.17

| Q  search

Reslms / myreslm / Autnorizers ; MACMLAuthorizer J IMX

o Joer

Creste a new JMX securtty polcy

oo L
ot [
e ]
o

Click Add Condition.
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Figure 2-67 Implement JMX Policy 7

€ WebLogic Remote Console - Advanced)MXPolicy: Policy — O X

File Edit View Help

= ’ WebLoglc Remote Console 2.417

[[Q search

Realms / myrealm / Authorizers [/ XACMLAuthorizer / JMX  type=<mx>%, operation=invoke', application=webloglc security. provider]

Us2 tnls page to Manage this sscurity policy.
To specify the lacation of the new conditian, put @ check next to th relative canditian then chck the +Add Condition buttan.

Policy  Advanced

AddCondition ¢y combine ) Uncombine T3] Remave @D Negate (3 Reset

8. Specify the details as shows below.
e Predicate List : Group
e Group: OFSLL_USER
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Figure 2-68 Implement JMX Policy 8

€ WebLogic Remote Console - Advanced)MXPolicy: Policy = O X

File Edit View Help

Add New First Condition...

Choose a Predicate

Choose the predicate for your new condition from the dropdaown list

@ Predicate List * Group

Group

Begin typing into the Group Argument Nome field to add argument values or search for existing ones. Press Enter to add
typed-in value to the list. To edit existing argument value, dick it and modify using the popup input fisld.

@ Group Argument Name * | QFSLL_USER =

Group: OFSLL USER

9. Click Save.

Figure 2-69 Implement JMX Policy 9

€& Weblogic Remote Console - Advanced)MXPolicy: Policy

File Edit View Help

‘ WebLogic Remote Console 2.417

| Q Search

g2ims / myresim / Auinorizers ; WACMLAUorizEr / IMX / type=-<jmx>', operation=invoke\, application=weblogic security. provider|
= 2 o ® 1 | l

52 this page to manage this sscurity palicy.
‘spectfy the location of the new condition, put 2 check next to th relative conditian then cick the +Add Condition bution.

Falicy  Adwamced

AddCondiion ¢y combine ) Uncombine ] Remove @D Negats ("3 Reset

@ paiicy Group: OFSLL_USER
o
Or -
u Rolez Admin

4
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Configure Policies

The following sections details the steps to configure password policy for SQL Authenticator
and configure user lockout policy .

»  Configuring Password Policy for SQL Authenticator

e Configuring User Lockout Policy

3.1 Configuring Password Policy for SQL Authenticator

1. Login to the WebLogic server 14c em with user login credentials.

2. Browse to WebLogic Domain > Security > Security Realms > myrealm > Providers >
Password Validation as shown below.

The following window is displayed.

Figure 3-1 Configuring Password Policy 1

ORACLE Enterprise Manager Fusion Middieware Control 14.1.2 1% Weblogic Domain v weblogic v
=== OFSLLREL_domain & T H«
=
1 WebLogic Domain + Aug 12, 2025, 11:16:12 FM GMT 4

JDomain_OFELLREL. domainOFSLLREL_domain > Security Realms »
Settings for Security Realm: myrealm

0 Information =]
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: g

Configuration  Users and Groups ~ Roles and Policies  Credential Mappings | Providers | Migration

Authenticstion | Password Validation | Authorization  Adjudication  Role Mapping  Auditing  Credential Mapping  Certification Path

The Password Validation provider manages and enforces a set of configurable password composition rules. When configured in a security realm, the Password Validation provider is
automatically inveked by 3 supported suthentication provider whenever a password is created or updated for a user in the realm. The Passward Validation provider then performs a
check to determine whether the password mests the criteria established by the composition rules, and the password is accepted or rejected 35 aporopriate.

View '. Creats Delete Reorder Er i Detach
Name Description WVersion
SystemPassword\akdator Pazsword composition checks 1.0

Security Realms 10of 1

3. Click SystemPasswordValidator link.

The following window is displayed.
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Figure 3-2 Configuring Password Policy 2

r"'Webl.oglc Domain weblogic v

DR’ACI—E‘ Enterprize Manager Fusicn Middleware Control 14.1.2

== OFSLLREL_domain ©& T Hv
b=

1 WebLogic Domain + Aug 12, 2025, 11:26:38PM GMT )

JDomain_OFSLLREL_domain/OFSLLREL_domain > Security Realms > Settings for Security Realm: myrealm > S=itin
Settings for provider 5 Syste-m PasswordValidator ISEcurity Realm : myrealm)

@ Information [
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Configuration
Common | Provider Specific
Apply  Revert
This page displays basic information about this System Password Validation provider.
Mame SystemPasswordValidator
Description Password composition checks
Version 1.0
4. Click Provider Specific.
e Click System MBean Browser.
* Click Lock & Edit.
5. Configure the password policy as per the requirement.
An example is provided in the following window.
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Figure 3-3 Configuring Password Policy 3

ORACLE Enterprize Manager Fusicn Middleware Control 14.1.2

== OFSLLREL_domain ©&
b=

- WebLogic Domain +

/Domain_OFSLLREL_domain/OFSLLREL_domain > System MBean Browser

System MBean Browser

Configuration MBeans: myrealm Sy P, dValidator
P Show MBean Information
Attributes | Operations
Mame Description

2 | MaxConsecutiveCharacters

3 MazxinstancesOfAnyCharacter

4 MaxPasswordLength

5 MinAlphabeticCharacters

B | MinLowercaseCharacters

7 | MinNonAlphanumencCharacters

8 MinNumericCharacters

8 | MinNumericOrSpecialCharacters
10 MinPasswordLength

11 | MinUppercaseCharacters

12 Name
13 ProviderClassMame

6. Click Apply.

The maximum number of repeating consecutive characters that....

The maximum number of times the same character can appear...

The maximum length of password, a password length must be ..

The minimum number of alphabetic characters that 3 password. ..

1is a recommended value.

The minimum number of C that a p.
1is a recommended value.

The minimum number of non-alphanumeric characters thata p...

1is a recommended value.

The minimum number of numeric characters that a password m...

1is a recommended value.

The minimum number of numeric or special characters thata p...

15 a recommended value.

The minimum length of password. a passwond length must be g....

The minimum number of uppercase characters that a password....

1is a recommended value.

The Java class used to load the System Password \alidator pr...

7. Click Activate Changes.

3.2 Configuring User Lockout Policy

1. To Change User lockout policy, browse to WebLogic Domain > Security > Security Realms
> myrealm > Configuration > User Lockout.

The following window is displayed.

% Weblogic Domain ¥ wehblogic v =
a

v

Aug 12, 2025, 11:27:38PM GMT 4]

Revert

Access Value

AW | 2 | A
RW [z |

RW | o |

RW [z |

RW | o |

Rw [0 |

A o |

A 1 |

A (e |

R [0 |

R SystemPassword\alidator

R com.bea security providers. suthentication passwordvali... WP
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Figure 3-4 Configuring User Lockout Policy

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 Vieblogic Domain v weblogic w -
=== OFSLLREL_domain @ T H
=

Auwg 12, 2025, 11:32:39PM GMT 0

WebLogic Domain
[Domain_OFSLLREL_domain/OFSLLREL_domain > Security Realms > Setings for Security Re
Settings for Security Realm: myreaim

@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

E]

Click on the icon link to go to WebLogic Admin Console for managing other configurations and artifacts for this security realm: g

Configuration | Users and Groups  Roles and Policies  Credentizl Mappings ~ Prowiders  Migration
General RDBMS Security Store | Users Lockout | Performance

Passwond guessing is a common type of security sttsck. |n this type of attack, a hacker attempts to log in to a compater using various combinaticns of usemames and passwords.
Weblogic Server provides a set of attributes to protect user accounts from intreders. This page allows us to define how wser lockouts will be handled in this security reaim.

Save = Revert

Lockout Enabled U
Lockout Threshold &
Lockout Duration U 30
Lockout Reset Duration U 5
Lockout Cache Size BJ

Lockout GC Threshold &) 400

2. Configure the User Lockout details as per the requirement. An example is provided above.
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Deploy Application

The following section details the steps to deploy Application.

e Deploying Application

4.1 Deploying Application

1. Login to the Oracle Enterprise Manager 14c em. (i.e. htt p: / / host nane: port/em

Figure 4-1 Deploying Application 1

Domain Domain_OFSLLREL domain

* User Name | weblogic |

ORACLE’

Copyright & 1888, 2024, Oracle andfor its affiliates. All rights reserved. Cracle is a registered trademark of Oracle Corporation andlor its affiliates. Other names may be
trademnarks of their respective owners.

2. Click on Lock and Edit as shown below.
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Figure 4-2 Deploying Application 2

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

=

'OFSLLREL_domain @

¥ WebLogic Domain

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in tH

Servers

o

Clusters

Clusters

Deployments

®-

Adminigtration Server
Name  AdminSsrver

Host  ofsll.oracke.com

Listen Port 8001
Servers
View ¥ Create Delete
Hame

AdminServer{admin)
OFSLL_ManapedSarver

WS_ManapedServer

Contrl v B
Status  Cluster Machine
+

+
1+

State
Running
Running

Running

= ¥ieblogic Domain

weblogic *

m EA v | AutoRefresh |OF

Edit Sessions. EMT “.)
Lock & Edit |
View Change List
View & Resolve Conficts
Release Configuration
Activate Changes
Undo AN Changes
View Restart Checklist
Preferences
Help
Heamm—————orsenrrom— a
0K 9001
0K 9003
0K 2004

4 G »

Columns Hidden 34

3. The following window is displayed.

Servers 3of3
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Figure 4-3 Deploying Application 3

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
k=
¥ Weblogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

SeIvers Administration Server

Name AdminSarver
3 Up :
Host  ofsll.oracie com

Listen Port 0001

Clusters i

View v ] Create Deleta

»
Clusters

Name
AdminServer{admin)
OFSLL_ManapedServer

W5_ManapedServer

Contrl v 5
Status  Cluster Machine

+
+

State
Running
Running

Running

= Weblogic Domain weblogic =

EA v | AutoRefresh |OF W

Health
Ok
Ok
Ok

4 G

Columns Hidden 34

Aug 17, 2025, 3:57:15PM GMT 4)

Listen Port c
9001
9003
9004

Servers 3of3

4. Click on Deployments in the left panel. To deploy go to Deployments option in the menu
as shown below.
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5.

Figure 4-4 Deploying Application 4

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=
¥ Weblogic Domain

& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers Deployments

b View v [ Showal
3 Mo Name

b B opss-rest

Clusters

»
Clusters

Deployment »  Owerride »  Control
 Degloy Btatus  State
¥ Redeploy f Antive
3 Undeploy

t, Fetch Deployment Plan

= Weblogic Domain weblogic =

2- EA v | AutoRefresh |OF W

Aug 12, 2025, 11:36:01 PM GMT 4)

5]

Columns Hidden 4 Columns Frozen 1

Health Type Targets
Ok Web Application AdminSener

Deployments 1 .of 1

Click Choose File button and select OFSLL application archive file i.e. of sl | _150. ear .
Choose the Deployment Plan (if any).
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Figure 4-5 Deploying Application 5

ORACLE-Entemrise Manager Fusion Middleware Control 14.1.2 weblogic v (L]

OFSLLREL_domain €
[ (8]

Select Archive Salect Target

Deploy Java EE Application: Select Archive Back Step1ofd

L = Metadats Services (MDS) or the
Archive or Exploded Directory take advantage of the Oracls
Java EE archives, Web Modules (AR files), EJB Modules (EJB JAR files), Resource Adapter Modules (RAR files), Coherence Archives (GAR files),  Application Development
JOBC Modules, JMS Modules, and library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the samver Framework (Oracle ADF).
where Enterprise Manager is running. ¥ your apolication is 3 SOA

composite, use the SOA Compe
deployment wizard.

(@ Archive is on the machine where this Web browser is running. If your application is not a SOA
composite or it does not require

ofsll_150.2ar MDS repasitory ar ADF
() Archive or exploded directory is on the server where Enterprise Manager is running. x:mn:t:::s‘:ﬁ; tﬁ; ﬂ;':::
or the Oracle WeblLogic Server

| " Browsa... | Administration Console.

iy
Scol =
it 4 Information
Select a scops that you want to deploy this application to | Global % Use this page 1o d Java EE
applications that require Oracle
Deployment Plan
The deployment plan is a file that contains the deployment settings for an application. You can use a previously saved deployment plan for this
application. Later in the deployment process, you can optionally edit the deployment plan and save it for a future deployment of this application. If
you dio not have a deployment plan, one will be created automatically during the deployment process when deployment configuration is done. The
deploymet plan is not applicable when you dephoy 3 library.

(@ Create a new deployment plan when deployment configuration is done.

("} Deployment plan is on the machine where this Web browser is running.

No file chosen

(") Deployment plan is on the server whene Enterprise Manager is runming.

| || v

@® Note

A deployment plan can be used to easily change an application's WebLogic
Server configuration for a specific environment without modifying existing
deployment descriptors.

Sample plan.xml
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Figure 4-6 Deploying Application 6

«2yml wversion='1.0" encoding='UTF-8'3>
<deployment-plan xmlns="http://mminz.oracle.com/weblogic/deployment-plan™ xmlns:xai="http:/ ww.w3.org/2001/MMLSck
<application-namerofsllrel</application-name>
<variable-definition>
<wvariable>
<name>Web ofsllrel contextRoot</nams>
<valuerofsllrel</value>
</variable>
</wvariable-definition>
<module-override>
<module-name>ofsllrel.ear</module-name>
<module-typerear</module-type>
<mpdule-descriptor external="false">
<root-element>weblogic-application</root-element>
<uri>META-INF /weblogic-application.xml</uris
</module-descriptor>
«module-descriptor external="false">
<root-element>application</root—element®
<uri>META-INF/application.xml</urix
<variable-assignment>
<name>Web ofsllrel contextRoot</name>
<xpath>/application/module/web/ [context-root="cfsllrel"]/context-root</xpath>
<operaticn>replace</operation>
</variable-assignment>
</module-descriptor>
<module-descriptor external="true">
<root-element>wldf-resource</root-element>
<uri>META-INE/weblogic-diagnostics.iml</uri>
</module-descriptor>
</module-overridex>
<module-override>
<mpdule-name>ofsllrel .war</module-name>
<module-typerwar</module-type>
«mpdul e-descriptor external="false">
<root-element>weblogic-web-app</roct-element>
<uri>WEB-INF/weblogic.xml</urix>
</module-descriptor>
<mpdule-descriptor external="false">
<root-element>web-app</rooct-element>
<uri>WEB-INF/web.xml</uri>
</module-descriptor>
</module-owerride>
<module-override>
<modul e-name>empty . jar</module-name>
<module-typercar</module-type>
<mpdule-descriptor external="true">
<rooct-element>weblogic-application-client</rooct-elements>
<uri>META-INF/weblogic-application-client.xml</uri>
</module-descriptor>
«mpdul e-descriptor external="false">
<root-element>application-client</root-element>
<uri>META-INF/application-client.xml</urix
</module-descriptor>
</module-override>

6. Click Next.

The following window is displayed.
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Figure 4-7 Deploying Application 7

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @
O

Select Archive

Select Target Application Attributes

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to
Select Name

Type
O AdminServer Cracle WebLogic Server
OFSLL_ManagedServer Cracle WebLogic Server
(] 'WS_ManagedSernver Cracle WeblLogic Server

Copyright © 2022, 2025, Oracle and/or its affiliates.

Chapter 4
Deploying Application

weblogic *

Deployed Applications

Check target server as per the requirement OFSLL_ManagedServer and click Next.
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Figure 4-8 Deploying Application 8

ORACLE Enterprize Manager Fusicn Middleware Control 14.1.2

OFSLLREL_domain €

O O L J O
Select Archive Select Targat Application Deployment Settings
Attributes

Deploy Java EE Application: Application Attributes

A Hide Deployment Summary
Archive Type Java EE Application (EAR file)
Deployment Plan  Create a new plan
Deployment Target OFSLL_MsnapedServer
Scope Global

Deployment Type Application

* ppplication Name | ofsll150

Archive Version 15.0.0.0.0-b370

Deployment Plan Version |

Context Root of Web Modules.

‘Web Module Context Root

weblogic vt

a

ofsll150.war ofslli50

Target Metadata Repository

Select the metadata repository and specify the partition in the repository that the application will be deployed to.

* Repository Mame Mot specified in arv:h'rmr_-L

Repository Type

4 G >

8. Click # button to select Repository Name.

The following window is displayed.
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Figure 4-9 Deploying Application 9

Metadata Repositories

Selectthe itory that the ication will be deployed to.

-

Repository Detailzs

MName
Type
Scope
Data Source
JNDI Location
Database Type Oracle
Database Name OLLMDR

Database User OLL_MDS
JDBC URL  jdbc:oracle:thin:@@ofell oracle.com:1521/0LLMDR

9. Select Repository as per requirement and click OK.
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Figure 4-10 Deploying Application 10

ORACLE Enterprize Manager Fusicn Middleware Control 14.1.2

OFSLLREL_domain €

O O L J O
Select Archive Select Targat Application Deployment Settings
Attributes

Deploy Java EE Application: Application Attributes

* Application Name | ofslli50

Archive Version V15.0.0.0.0-b370

Deployment Plan Yersion |

Context Root of Web Modules

‘Web Madule Context Root

weblogic vt

&

ofsll150.war ofsllis0

Target Metadata Repository

Select the metadata repository and specify the partition in the repository that the application will be deployed to.

* Repository Name mds-adf_f
Repository Type  Datsbase

* Partition |ors||150

Distribution

@ Install and start application (servicing 3l requests)

71 Install and start application in administration mode {servicing only administration requests)

) Install endy. Do not start.

e =

10. Enter Partition name as per the requirement and click Next.
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Figure 4-11 Deploying Application 11

ORACLE.Enterprise Manager Fusion Middleware Control 14.1.2 weblogic v (L]

OFSLLREL_domain €
O O ] [ ]

Select Archive Select Targat Application Attributes Deployment Settings

Deploy Java EE Application: Deployment Settings Step4of4 Mext

A Hide Deployment Summary

iy
Archive Type Java EE Application (EAR file)
Deployment Plan  Create a new plan
Deployment Target OFSLL_MsnapedServer
Scope Global
Deployment Type Application
Application Mame ofsli150
Version V15.0.0.0.0-b370

Context Root  ofslli50

Deployment Mode  Install and start application (servicing all requests)

Deployment Tazks
The table below lists common tasks that you may wish to do before deploying the application.
Name Go To Task Description
Configure Web Modules f Configure the Web modules in your application.

Configure Application Security rd Configure ication poficy migration, credential migratien and other security Behavior.

4 Deployment Plan

A Information

The metadata repository and ADF connection configurations are not saved to the deployment plan. At deployment time, those changes will be directly saved in the archive that o
is deployed.

11. Click Deploy.

The following window is displayed.
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Figure 4-12 Deploying Application 12

Deployment Succeeded

Deployment of Application “ofsli1507 is E i ivation. Exit the wizard and use the Change Center to
activate or undo the changes.

Summary

Scope Global
Version V15.0.0.0.0-b370

Deployed Archive  fu01/Mi Neblogic14cHomeli i i _domait ploylofsii150_V/15.0.0.0.0-b370/
Location archivelofsll_150.ar

Archive Type Jawa EE Application (EAR file)

Deployment Mode  Install and start application {servicing all requests)
Deployment Target OFSLL_ManagedServer
Application States 1 ilable {OFSLL,

Context Root  ofsll150

4 Hide Progress Messages

TAnpust 13, 2025, 12-04:10 AM Greenwich Mean Time] Iniating degioy operation -

[August 13, 2025, 12-04:10 AM Greenwich Mean Time] Saving Ihe oracle conﬁgulamn chanpes to archive.

[Aupust 13, 2025, 12:04:12 AM Greenwich Mean Time] Archive:

ful1Middleware\¥eblogicl m-lnrre‘usel_pm]eclsfdomalnsfoFSLLREL dnrnam.'sjsman"uphad}depln\n‘ ofsll150_V15.0. 0 IJ O-hﬂmardwmbfsl 150.ear
[August 13, 2025, 12:04:12 AM Greenwich Mean Time] Targeting MDS repository: com.bea:Type=JDBC df to target
OFSLL_ManagedServer.

[August 13, 2025, 12:04:12 AM Greenwich Mean Time] Targeting MD®E repository: com.bea:Type=JDBCSy M. d=-adf to tarpet
OFSLL_ManagedServer complieted.

[August 13, 2025, 12:04:13 AM Greenwich Mean Time] Deploy operation completed.

12. Click Close once the message Deploy operation completed is displayed.
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Enable SSL

The application is accessible only via https protocol; hence, after the deployment of the
application, you need to enable SSL.

e Enabling SSL

5.1 Enabling SSL

To enable SSL

1. Login to console.
2. $Domain_Home > Managed Servers > WebLogic Server > Administration > General
Settings.

The below screen is displayed.

Figure 5-1 Enable SSL

1 weblogic Domain v | weblogic +

DF\’ACI_E‘ Enterprise Manager Fusion Middleware Controd 14.1.2

t-- 4" OFSLL_ManagedServer & E -
-

[% WebLogic Server + Start Up Shut Down Aug 13, 2025, 12:09:324M GMT 4)
& Confirmation £

The edit session lock has been acquired. No pending changes exist.
/Mromain_OFSLLREL_domain/OFSLLREL domain/OFSLL_ManagedServer = Settings

Settings for OFSLL_ManagedServer

Configuration | Protocols  Security  Motes

General Settings | Services Keystores S5SL Federation Services  Deployment  Migrstion  Tuning  Oweroad  Heaskh Monitoring  ServerStat St 3w
[

A

Listen Port | 2003

55L Listen Port Enabled

SSL Listen Pnrt| 9503

Client Cert Proxy Enabled UI |

Java Compiler |§'430 |

Diagnostic Yolume

Default Source | |

b Advanced

4

3. Check the SSL Listen Port Enabled check box.
4. Specify the port for SSL Listen Port.
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@® Note

It is recommended to disable http protocol.
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Map Enterprise Group with Application Role

The following section details the steps to be followed to map enterprise group with application
role.

e Mapping Enterprise Group with Application Role

6.1 Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group:
1. Login to Oracle Enterprise Manager 14c em (ht t p: // host nane: port/ en.

2. Click WebLogic Domain > Security > Application Roles on the right panel.

Figure 6-1 Mapping Enterprise Group 1

DF\,ACI_E Enterprise Manager Fusion Middleware Controd 14.1.2 1% WebLogic Domain v weblogic v
=== QFSLLREL_domain & B v v | AucRefesh [OF v
L
= WebLogic Domain v Aug 20, 2025, 5:15:28PM GMT 0
Serve  Home B
ministration Server
Monitoring (3
Name AdminServer
Diagnostics 3
Host ofslloracle com
Control 3
isten Port  DOD1
Logs 13
Clust Environment 3 Security Realms
Security Administration Contral'y &
Deployments
i 3 Status  Cluster Machine  State Health Listen Port a
Web 5 =l
JDEC Dats Sources i
Apnlication Polick +* Running Ok 9001
i = . pplication Policies
S + Running Ok, 9003
Cross Comganent Wiring  »(|__ APPieation Roles + Running  OK 2004
Deplc Vi=b Services » System Policies
Other Services » Security Provider Configuration
Administration v Audit Registration and Policy
Refrash WebLogic Domain Credentizts
| Security » Keystore
JNDI Broveser
‘Bystem MBean Browser
Target Sitemap
Target Information
Columns Hidden 34 Servers 3of 3

3. Select Application Stripe from the drop-down menu.

4. Click the arrow head button. Details of the existing Roles are displayed below:
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Figure 6-2 Mapping Enterprise Group 2

F‘Wd:l.oglc Domain weblogic v

DR’ACI—E‘ Enterprize Manager Fusicn Middleware Control 14.1.2
Aug 13, 2025, 12:14:52AM GMT 0

== OFSLLREL domain ©
== WeblLopic Domain +

/Domain_OFSLLREL_domainOFSLLREL_domsin > Ap

Application Roles

Application roles are the roles used by security aware applicstions that are specific to the application. These roles are seeded by applications in single global policy store when the applications
are registered. These ars also application roles that are created in the contest of end users accessing the application.

P Puolicy Store Provider

4 Search
Select an application stripe and enter 3 search keyword for the role name to s=arch for roles defined by this application.

A
D
Er & Detach

Application Stripe | ofsl5044/15.0.0.0.0-6370

Role Name |Stan5'.'\"nh ~ ||
View v ] Create... Create Like... Edit... Delete..
Role Mame Display Name Description

No application roles found.

5.
Membership for role_name.

Select the Role Name. Membership details of the selected Role Name are displayed under

September 11, 2025
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Figure 6-3 Mapping Enterprise Group 3
WebLogic Domain v

DRACI._E. Enterprize Manager Fusicn Middleware Control 14.1.2
Aug 13, 2025, 12:14:52AM GMT 0

IfSI_LREL_domain i}
WebLopic Doemain

/Domain_OFSLLREL_domain/OFSLLREL_domain > App

Application Roles

Application roles are the roles used by security aware applicstions that are specific to the application. These roles are seeded by applications in single global policy store when the applications
are registered. These ars also application roles that are created in the contest of end users accessing the application.

P Puolicy Store Provider

4 Search
‘Belect an application stripe and enter 3 search keyword for the role name to s=arch for roles defined by this application.

A

Application Stripe | ofsl5044/15.0.0.0.0-6370

¥ & Detach

Role Name |Stan5'.'\"nh ~ ||

T Create Like... ¥ Delete...
Description

View v ] Create...
Role Mame Display Name
OFSLL_USER OFSLL USER
4 Membership for OFSLL_USER
Principal Display Name Type Description
DEMOSUFPR User

6. Click Edit.
The following window is displayed.
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Figure 6-4 Mapping Enterprise Group 4

F‘Wd:l.oglc Domain weblogic v

DR’ACI—E‘ Enterprize Manager Fusicn Middleware Control 14.1.2
Aug 13, 2025, 12:19:41 AM GMT 0

== OFSLLREL_domain &

t= F— WebLopic Doemain

Domain_OFSLLREL_domain/OFSLLREL_domain = Application Roles = E
Edit Application Role : OFSLL_USER
Role (ior Enterprise Role) is the group of users designed at the enterprise level and typically used to assign 3 privilege or permiszion. A role can also contain other roles as members.
‘General

AR ofsII50#V15.0.0.0.0-6370

Role Name OFSLL_USER

Display Name | OFSLL USER

4%

Description

Members
An application role may need to be mapped to users or groups defined in enterprise LOAP server, or the role can be mapped to other application roles.

View Delate.. i Detach
MName Display Name Type
DEMOSUPR User

7. Click Add. Select type as Group. Click on the arrow head button.
Follow the given steps to select the Principal OFSLL_USER to add and click OK.

8.
The following window is displayed.
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Figure 6-5 Mapping Enterprise Group 5

Add Principal

Specify criteria to search and select the application roles that you want to grant permissions to.
A Search

.

Principal Name | Starts With vI

Disptaynme|saamwmv|

Searched Principals

A Advanced Option

[[] Check to enter principal name here instead of s=arching from abowe. This option can be used for advanced scenarios related to custom suthenticators.

9. Check the check box in Advanced options. Enter the name of Group manually.
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Figure 6-6 Mapping Enterprise Group 6

Add Principal

=

Principal Name |S|answm- vl

Disphyll.ame|33nswhhvl

Searched Principals
View v

Desecription
AdminChannellsers can access the admin channel.
Administrators can view and medify all resource attributes and start and stop servers.
AppTesters group.
CrossDomainConnectors can make inter-domain calls from forsign domains.
Deployers can view all resource attributes and deploy applications.
Monitors can view and modiy all resource atiril and perform i icted by roles
Ofsll User Group

Operators can view and modify all resource attributes and perform server lifecycle operations.
Oracle application software system group.

A Advanced Option

Check to enter principal name here instzad of s=arching from abowe. This option can be used for advancad scenarios related to custom suthenticators.
Type * Principal Name | OFSLL_USER
e

v
===y

10. Click OK.
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Figure 6-7 Mapping Enterprise Group 7

F‘Wd:l.oglc Domain weblogic v

DR’ACI—E‘ Enterprize Manager Fusicn Middleware Control 14.1.2
Aug 13, 2025, 12:19:41 AM GMT 0

== OFSLLREL_domain &

t= F— WebLopic Doemain

Domain_OFSLLREL_domainfOFSLLREL_domain > Application Roles = Ed
Edit Application Role : OFSLL_USER
Role (ior Enterprise Role) is the group of users designed at the enterprise level and typically used to assign 3 privilege or permiszion. A role can also contain other roles as members.
‘General

AR ofsll130+/15.0.0.0.0-6370

Role MName OFSLL_USER

Display Mame | OFSLL USER

Description
FA

Members
An application role may need to be mapped to users or groups defined in enterprise LODAP server, or the role can be mapped to other application roles.

View v o= Add Delete.. iy’ Detach
Name Display Name Type
DEMOSUPR User
OFSLL_USER Group

11. The following window is displayed with the confirmation message as The Application role

of 'group_name' has been updated.
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Figure 6-8 Mapping Enterprise Group 8

1 WeblLogic Domain v weblogic v

ORACLE Enterprize Manager Fusicn Middleware Control 14.1.2

=== OFSLLREL_domain &
= WebLogic Domain + Aug 13, 2025, 12:41:44AM GMT )

@ Information
An application role OFSLL_USER has been updated.

JDomain_OFSLLREL_domain/OFSLLREL_domain = Applic

Application Roles
Application roles are the roles used by security awars applications that are specific to the application. Thess roles are seeded by applications in single glotal policy stors when the applications
are registerad. These arz also application roles that ane created in the contest of end users accessing the application.

P Puolicy Store Provider

A Search
‘Belect an application stripe and enter a search keyword for the role name to search for roles defined by this application.
Application Stripe |of;lll§0#\!15.3.0.3.0-h3?0 v |
Role Name |s:ansl.'.rnh ~ || | 3
View w ] Create_. B Create Like_. Edit..  J{ Delete B = Detach
Role Mame Display Name Description
OFSLL_USER OFSLL USER
4 Membership for OFSLL_USER
Principal Display Name Type Description
OFSLL_USER OFSLL_USER Group Ofsll User Group
DEMOSUPR User
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Configure JNDI name for HTTP Listener

The following section details the steps to be followed to configure JNDI name for HTTP

listener.

Below steps are for configuring a JNDI reference via a property map in WebLogic ensuring that
any resource using this map with the specified key will access the JDBC DataSource bound at
the indicated JNDI location. This approach facilitates decoupling application code from explicit

resource names or connection details.

e Configuring JNDI name for HTTP Listener

7.1 Configuring JNDI name for HTTP Listener

1. Click WebLogic Domain on the right panel. Select Security > Credentials.

Figure 7-1 JNDI for HTTP Listener 1

DRACI—E* Enterprize Manager Fusion Middleware Controd 14.1.2

=1
k=

Serve

Clust;

Deplqg

OFSLLREL _domain &

‘= Weblogic Domain

Home

Monitaring
Dizpnostics
Contral

Logs

ministration Server

Mame AdminServer

Host ofsll.oracle com

»
isten Fort 0001

Environment

Security Realms

Deployments

JDBC Data Sources
Mezsaging

iCross Component Wiring

Wisb Services

Security Administration

Web Sarvicz Security

Other Services
Administration

Application Policies
Application Roles

System Policies

Security Provider Configuration

Audit Registration and Policy

System MBean Browser

Tarpet Sitemap

Target Information

2. Click Credentials.

Refrazh WebLogic Domain Credentials
| Security Kaystore
JNDI Broviser

Control + 5

Status  Cluster
T+
T+
1+

Machine

State
Running
Running

Running

= Wweblogic Domain

weblogic »

B v Ev |AutoRefresh |[OF W

Health
Ok
OK
OK

4 G

Columns Hidden 34

The following window is displayed.
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ORACLE

weblogic *

Figure 7-2 JNDI for HTTP Listener 2
1 WebLogic Domain v

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
Aug 13, 2025, 12:53:42AM GMT 0

F= OFSLLREL domain
== WebLogic Demain

Domain_OFSLLREL_domain/OFSLLREL_domain =

A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE. and ADF applications. Applications can use the Credential Store, a single,

Credentials
Credential Key Name\:\ p & Detach

consolidsted service provider to store and manage their credentials s=curely.
Edit... Delete...
Description

View v | <= Create Map Create Key
Type

Credential
Mo credentials found.

b Credential Store Provider

3. Click Create Map.
The following window is displayed.
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Figure 7-3 JNDI for HTTP Listener 3

Create Map

A credential is uniguely identified by 3 map name and a key name. Typically, the map name comesponds with the
name of an application and all credentials with the same map name define a logical group of credentials. such as
the isls wsed by the tion. All map names in a credential store must be distinct.

T E——

4. Enter Map name as ofsll.http.listener.jndi.
5. Click OK.

The following window is displayed.
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Figure 7-4 JNDI for HTTP Listener 4

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

== OFSLLREL_domain ©
== WebLogic Demain

) Information
The credential map, ofsll.hitp.listenerjndi, has been created.

Domain_OFSLLREL_domainOFSLLREL_domain > Cre

Chapter 7
Configuring JNDI name for HTTP Listener

= Weblogic Domain weblogic =

Aug 13, 2025, 12:53:42AM GMT 0

=

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE. and ADF applications. Applications can use the Credential Store, a single,

consolidated service provider to store and manage their credentials securely.
} Credential Store Provider

View v  <f= CreateMap <} Create Key Edit... Delete...

Credential
[} ofslLhttp.listensr jndi

6. Click Create Key Button.
The following window is displayed.
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Figure 7-5 JNDI for HTTP Listener 5

Create Key
sty (e v
,m|

e

* User
Name

* Password |

* Confirm |
F

Deescription

7. Enter the followng details as per your requirement.
* Key: jndiname
e Credential: java:comp/env/jdbc/ofslIDBConnDS
e Type:Generic
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Figure 7-6 JNDI for HTTP Listener 6

Create Key

Select Map | ofs)| hitp listenerjndi s

* Key | jndiname

e e

@ Enter as text () Enter map of progerty name and value pairs

javazcom BConnDS

8. Click OK.

The following window is displayed.
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Figure 7-7 JNDI for HTTP Listener 7

= Weblogic Domain weblogic =

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

'OFSLLREL_domain @
1= WiebLogic Domain + Aug 13, 2025, 12:53:424M GMT 4)

=1
=

) Information
The credential key, jndiname, has been created.

Domain_0FSLLREL_domain/OFSLLREL_domain > C

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,

consolidated service provider to store and manage their credentials securely.

Edit... Delete... CredentialKeyName:\ p & Detach

Description

b Credential Store Provider

View v  f= CreateMap <}~ Create Key

Credential Type
[ 2 ca ofslLhttp.listensr jndi
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Configure JMS Queue

The following steps are to be performed to configure the JMS Queue through the Weblogic
Console:

¢ Create Data Sources for JMS Queue
«  AQ-JMS Queue Configuration

e Qutbound Queue Configuration

»  Configure External Client Certificates

* Create Credentials and System Policies
e Deploy MDB EJB

8.1 Create Data Sources for IMS Queue

Follow the below steps to create data sources for JMS queue.

* Create Data Sources for JMS Queue

8.1.1 Create Data Sources for JIMS Queue

Please follow the below steps to create data Sources for JIMS Queue.

1. Login to Oracle Weblogic 14c em (ht t p: / / host name: port/em.

The following window is displayed.
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Figure 8-1 Data Sources for JMS Queue 1

Domain Domain_OFSLLREL_domain

* User Name | wieblogic |

* Password |

ORACLE

Copyright © 1898, 2024, Oracle andior its affiliates. All rights reserved. Cracle i a registered trademark of Oracle Corporation andlor its affiliates. Other names may be
trademarks of their respective owners.

2. Click WebLogic Domain > JDBC Data Sources.

The following window is displayed.
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Figure 8-2 Data Sources for JIMS Queue 2

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2
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Columns Hidden 34

3.

The following window is displayed.

[ 4

Servers 3of3

Click Lock & Edit on the Change Center. Click ‘Create’ and select Generic Data Source.
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Figure 8-3 Data Sources for JMS Queue 3

DRACLE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=

¥ Weblogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

/Momain_OFSLLREL_domainOFSLLREL_domain > JOBC Data

JDBC Data Sources

This page lists the JOBC system data sources that have been created in this domain. You can creste or delete the system data sources from this page.

View v Wl Create + Create Like Delete By
e e
Namea Beneric Data Source NDI Name
25 1 oca %
Locals GridLink Data Saurce bo/LocalSveThiDataSource
WLER) dbcVLERuntimeSchemalataSou...
Multi Data Source
WLSS HbcWWLSEchemaDataSource
mds-aq ~OF Data Source Hbcimds!adf
opss-audit-DBOS jobcfAuditdppendDataSource

opss-audit-viewDS

opes-data-source

Columns Hidden 5

JjdbcAuditViewDataSource jdbolAu....

jdbeOp=sDataSource

4. Specify the following details:

a. Enter Data source Name: QueueAppDS

b. Click on Select

The following window is displayed.
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ORACLE. Enterprise Manager Fusion Middleware Control 14.1.2 weblogic *
[ ] (8]
Data Source Connection Properties  Transaction Properties Select Targets Review
Properties
Create a JOBC Data Source: Data Source Properties Back Stepof5

get a database ion from a data source by looking up the data source on the Java Maming and Directory Interface (JMDI) tree and then requesting 3 connection. The
:Iata source provides the connection to the application from its pool of database connectiens.

Use this page to define the general configuration options for this JOBC data source.

* Data Source Name | QueusdppDs

Scope | Global

Type Generic

Database Type Oracke

* Driver Class Name | oracke.jdbe.OrackeDriver | [ Select... ]

JNDI Name

Row Prefetch Enabled [

Row Prefetch Size 42

5. Select the Database Driver ‘Oracle's Driver(Thin XA) for Services
connections;Versions:Any’

6. Click Ok.

The following window is displayed.
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Select a JDBC Driver

Select 3 JOBC driver that you would like to use to create database connections.

Database Type | Oracle ~

JDEC Driver (~Oracie's Driver (Thin XA) for Senvice connections; VersionsiAny v

[ox][emest]

* indicates that the driver is explicitly supported by Oracle Weblogic Server.

7. Specify the following details:
e Enter the INDI Name as ‘jdbc/QueueAppDS.
e Click Next.

The following window is displayed.
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ORACLE Enterprise Manager Fusion Middleware Control 14.1.2 weblogic *
[ ] O
Data Source Connection Properties  Transaction Properties Select Targets Review
Properties
Create a JOBC Data Source: Data Source Properties Back Stepof5
get a database ion from a data source by looking up the data source on the Java Maming and Directory Interface (JMDI) tree and then requesting 3 connection. The

data sounce provides the connection to the applcation from its pool of database connections.
Use this page to define the general configuration options for this JOBC data source.

* Data Source Name | QueusdppDs

Scope | Global

Type Generic

Database Type Oracke

* Driver Class Name |omcla.jdhc.xa.cliarl.C)racle}{ADaaSourDe | | Select... |

JNDI Name [ire/QueneappDs

Row Prefetch Enabled [

Row Prefetch Size 42

8. Click Next.
e Click Generate URL and Propreties.

The following window is displayed.
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ORACLE"

weblogic v

ORACLE.Enherprise Manager Fusion Middieware Control 14.1.2
[ ] (0]

Transaction Properties

(@]

Create a JDBEC Data Source: Connection Properties

Use this page to define the connection properties for this JOBC data source.

Database Connection Information

Data Source Connection 5
Properties Properties
r Y

| [ Generate URL ana Praperties

e SI;I:: U woracle.jdbe. OracleDriver

* Database URL |

Password |
|

Confirm Password |
| Test Database Connection

SOQLISVALID
Test Table Name or 5QL Statement
A

Properties
Enter the properties passed to the JOBC driver that are used to create physical database connections. For example: server=dbservert.

< Add

Name
{No properties found)

Value

For example:

System Properties
Enter the system properties passed to the JOBC driver that are used to create physical datak:

4 Add

Name
{No system properties found)

Value

Enter the Database details.

e Click Ok.
The following window is displayed.

9.

September 11, 2025
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Generate URL

* Database Host Name | ofsll.oracle.com

* Database Listener Fort | 1521

* Database Name | 0LLDA

* Database User Name | OFSLLREL

10. Enter OFSLL DB schema Password and Confirm Password.

e Click Test Database Connection. On completion, displays a confirmation message as
‘Connection test succeeded'.

The following window is displayed.
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ORACLE Enterprise Manager Fusion Middieware Control 14.1.2 weblogic: [T
(o] [ ] (0]
Data Source Connection Transaction Properties Select Targets Review
Properties Properties

Create a JDBC Data Source: Connection Properl & confirmation Step 20f5
&

Use this page to define the connection proparties for this JOBC data sourg Connection test succeeded.

Database Connection Information

e SI;I:: U woracle jdbe.xa.client OracleXADataSource

.
Database URL | ibc:craclethin @lofsloracle. com:1521/0LLDB | | Generate URL and Froperties ..

SOL ISVALID | Test Database Connection
Test Table Name or 5QL Statement
A
Properties
Enter the properties passed to the JOBC driver that are used to create physical database connections. For example: server=dbservert.
< Add
Name Value Delete
[ user | [oFsiires | x
System Properties
Enter the system properties passed to the JOBC driver that are used to create physical datab: i For example: 1.
+ Add
Name Value Delete

{No system properties found)

11. Initial capacity and Maximum capacity is defaulted to 30, if the number of concurrent users
are more this needs to be increased.

The following window is displayed.
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ORACLE Enterprise Manager Fusion Middieware Control 14.1.2 weblogic: [T
(o] [ ] (0]
Data Source Connection Transaction Properties Selec

Properties Properties

Create a JDBC Data Source: Connection Properties Step 205
r Y

System Properties

Enter the system properties passed to the JOBC driver that are used to create physical datak: i For example: 1.
4 Add
Name Value Delate

(M system properties found)

Encrypted Properties
The list of encrypted properties passed to the JOBC driver that are used to create physical database connections. For example: password=value.
<} Add Secursly
Edit
Name Value Securely Delete

{Me encrypted properties found)

Connection Pool Properties
* Maximum Capacity
* Minimum Capacity \:\
* Statement Cache Type
* Statement Cache Size

vaamw v
12. Click Advanced and update the ‘Inactive Connection Timeout’ to 300 seconds.
e Click Next.
The following window is displayed.
ORACLE Enterprize Manager Fusion Middlewsre Control 14.1.2 weblogic ¥
(o] ® (o]
Data Source Connection Transaction Properties Select Targets Feview
Properties Properties
Create a JOBC Data Source: Connection Properties Step2ef5
4 advanced &

Test Connections On Reserve []
Test Frequency (seconds) | 120
Seconds to Trust an Idle Pool Connection | 10

Shrink Frequency (seconds)

Init SQL

Lagin Delay (seconds)
Connection Creation Retry Frequency (seconds)
Inactive Connection Timeout (seconds)
Maximum Waiting for Connection | 2147423647

Connection Reserve Timeout (seconds] | 10
Statement Timeout
Ignore In-Use Connections
Pinned-To-Thread

Remove Infected Connections Enabled

-0 I

Wrap Data Types

13. Click Next.
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The following window is displayed.

DF\,ACI_E Enterprise Manager Fusion Middleware Control 14.1.2 weblogic *
(@] O [ ]
Data Source: Connection Properties Transaction Select Targets
Properties Properties

Create a JDOBC Data Source: Transaction Properties Step 3 of 5

The transaction protocol for a JOBC data source determines how connections from the data source are handled during fransaction processing. Transactions within a JOBC data scurce ars
either global (XA} or non-global (local).

Lise thiz page to define the transaction options for this JDBC data sourcs.

Transaction Options

You have selected an XA JOBC driver to use to create database connection in your new data source. The data source will support global transactions and use the Two-Phase Commit’
global fransaction protocol. No other transaction configuration options are avaiable.

14. Click Next.
e Select target Server as ‘OFSLL_ManagedServer’.

The following window is displayed.
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ORACLE

ORACI_E Enterprise Manager Fusion Middleware Control 14.1.2 weblogic * O
(@] O (8] ® (8]
Data Source: Connection Properties  Transaction Properties Select Targets Review
Properties

Use this page to select the senvers or clusters on which you would like to deploy this JOBC data source. If you don't select a tanget, the dats source will be created but not deployed. You will
need to deploy the data source at a lster time.

Create a JOBC Data Source: Select Targets

MHame Type

AdminServer Oracle Weblogic Server
OFSLL_ManagedSenser Oracle Weblogic S=mver

[ W=_ManagedServer Oracle Weblogic Server

15. Click Create to activate the changes.

The following window is displayed.

ORACI_E. Enterprise Manager Fusion Middleware Control 14.1.2

weblogic v

O

Data Source
Properties

(0] o

Connection Properties  Transaction Propertizs

O

Szlzct Targats Review

Step5of 5 Mext Create

Create a JOEC Data Source: Review

Review the settings for your new JDBC dsta source.

Data Source Name
Seope

Type

Driver Class Name
JNDI Name
Database URL

Properties

System Properties

Transaction Options

Targets

CwsusbppDS

Gilobal

Generic

oracle jdbexa. client. OracleX ADats Source
jdbc!QususbppDS
jdbcioraclesthing@iefsllorack.com: 152 WOLLDE

Value

OFSLLREL

Value

(Mo system properties. found)

Supports global transactions and use the Twe-Phase Commit global transaction protocol.

MName Type

OFSLL_ManagedServer Oracle WeblLogic Server
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16. Activate Changes from Change Center.

The following window is displayed.

1 Weblogic Domain -+ wieblogic +

DF\,ACI_E* Enterprise Manager Fusion Middleware Control 14.1.2

== OFSLLREL_domain & m (=i
=

1= WebLogic Demain + Edit Sessions BT 4
& Confirmation s R
JDBC Data Source "GueueAppD 5" has been created successfully. The changes are pending activation. Use the change center to ac| fizw Chanpe List
[Domain_OFSLLREL_domain/OFSLLREL_domain > JOEC Data Sources View & Resolve Conflicts
JDBC Data Sources Release Configuration
This page lists the JDBC system data sources that have been created in this demain. You can create or delefe the system data sources from this p. Activate Changes
View » fl Create Create Like Deleta i Detach Unda All Changes
4 | | | | v | | View Restart Checkiist
Mame JNDI Hame Type Targets Preferences
LocalSvcThiDataSource jdbe/LocalSvcThiDataSource: Generic AdminSenssr
Hel
OFSLL jdbciofslIDEConnDE Generic AdminServer OFSLL_ManagedServer g
CQueueAppDE jdbcQueusAppDE Generic OFSLL_ManagedServer

WLERuntimeSchemaDataSource jobcWLSRuntimeSchemaDataSou...  Generic

WLESchemaDataSource jdbeWLESchemaDataSource Genarnic
mds-adf jobcimids!adf Genenc OFSLL_MansgedServer AdminServer
opss-audit-DBDS jdbciAuditAppendDataSource Generic AdminServer OFSLL_ManagedServer WS_M
opss-audit-viewDS jobciAuditviewDataSource jdbclAu_..  Generic AdminServer OFSLL_ManagedServer WS_M
opss-dats-source jdbeOp=sDataSource Genenc AdminServer OFSLL_ManagedServer W5_MansgedServer
Columns Hidden 5 JOBC Data Sources 9of@

8.2 AQ-JMS Queue Configuration

AQ-JMS queue is used to hold webservice invocation exception messages. It provides a
mechanism for third parties to handle communication related failures.

Perform the following steps to configure AQ-JMS queue in application server.

Create JMS Server

Create JMS Module
Subdeployment

Create JMS Connection Factory
Create JMS Queue

8.2.1 Create JMS Server

Follow the below steps to create JMS server.

1.

Login to WebLogic Server 14c em (ht t p: / / host nane: port/em.

The following screen is displayed.
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Domain

Domain_OFSLLREL_domain

* User Name | weblogic |

* Password | ............. |

ORACLE

Copyright @ 1898, 2024, Oracle and/or its affiliates. All rights reserved. Oracle is a registered trademark of Oracle Corporation andior its affiliates. Other names may be
trademarks of their respective owners.

2. Specify the Weblogic administrator user name and password and click Log In.

3. Click Domain Name > Services > Messaging > JMS Server.

DRAC LE. Enterprise Manager Fusion Middleware Control 14.1.2

Home
[ —] OFSLLREL_domain & + H~
= Manitaring
1= WebLogic Domain + Diagnostics M GMT t)
Mromain_OFSLLREL_domain/OFSLLREL_domain > JOBC Dt
Contral
JDBEC Data Sources Logs
This page lists the JOBC system data sources that have been created in this domain. You can creste or delete the system data sources fron
View v Create Create Like Delete  EF & Detach Enviranment
MName JNDI Name Type Targets Deployments
LocalSvcThiDataSource jdbe/LocalSvcThiDataSource: Generic AdminSenssr JDBC Data Sources
OFSLL jdbciofslIDEConnDE Generic = Messaging
CQueueAppDE jdbcQueusAppDE Generic ! & C nt Wi
ross Compone ring
WLSRuntmeSchemaDataSource jdbcMLSRuntimeSchemaDstaSou... Generic Store-and-Forward Agents
WLSSchemaDataSource jdbeMLESchemaDataSource Generic JMS Resources and Modules Web Services
mds-adf jobeimds/adf Generic Path Senvices (Other Services
opss-audit-DBDS jdbciAuditAppendDataSource Generic o Adminictration
opss-audit-viewDS jobclAuditviewDataSource jdbe/Au_..  Genernic 7 Fisfresh WebLoaic Domai
. - = opic Domain
opss-dats-source jdbeOp=sDataSource Generic JME Bridge Destinations
Security
2] JME Smcke Test
fces 9off
Columns Hidden 5 JNDI Browser
Systern MBean Browser
Target Sitemap
Target Information
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4, Click Create.

The following window is displayed.

ORACLE Enterprise Manager Fusion Middleware Control 14.1.2 1 Weblogic Domain v weblogic w
== OFSLLREL_domain © A~ H~
=
5 webLogic Domain v Ausg 16, 2025, B:08:10AM GMT 4)
& Confirmation

The edit session lock has been acquired. No pending changes exist.
Mromain_OFSLLREL_domain/OFSLLREL_domain > JMS Senvers
JMS Servers

JMS servers act 3s management containers for the queues and topics in JM3 modules that are targeted to them.
This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

View v Delete [ &t Detach

Hame Health Health Reason  Persistent Store  Scope "I?::n:lll:i: Courl Domain Partition Target
The table is empty
Columns Hidden 14 JM5 Servers 0of 0

5. Specify the JMS Server Name as OfsllJMSServer.
e Select Default Store as the Persistent Store type.
e Click Next.

The following window is displayed.
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ORAC LE. Enterprise Manager Fusion Middleware Control 14.1.2

OFSLLREL_domain €

General Settings

(@]
Targsts R

Create a JMS Server: General Settings

JMS servers act 3= management containers for the quewes and topics in JMS modules that sre targsted to themn. A JMS server's primary responsibility for its destinations s to maintain

Use this page to define the general configuration parameters for this JME server.

information on what persistent store is used for any persistent messages that arrive on the destinations, and to maintain the states of durable subscribers created on the destinations.

6.

* Name | OfslIMSServer
—]

Persistent Store | Default Store s || Create a Store = |

Select the target managed server and click Next.

DRAC LE‘ Enterprise Manager Fusion Middleware Control 14.1.2

OFSLLREL_domain @

O

General Settings

O
Targets

Review

Create a JMS Server: Targets

target is specified, the JMS server will not boot.

weblogic v o=

Back Step1of3 -m

weblogic = [m

==

Use this page to select the server instance or migratable target on which you want to deploy this JMS server. Migratable targets define a set of Weblogic Server instances in a cluster that can

i
potentially host a pinned messaping service, such as 3 JMS server. When a target server or migratable target boots, the JMS server boots as well. If no target server instance or migratable

Application Installation Guide
G42128-01

Target | oFglL | Sarver W

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 11, 2025
Page 17 of 105



ORACLE Chapter 8
AQ-JMS Queue Configuration

7. Click Create.

DF\,ACI_E* Enterprise Manager Fusion Middleware Control 14.1.2 weblogic *
OFSLLREL_domain €
(@] (@] [ ]
General 3etings Targsts Review

Create a JMS Server: Review Step3of3 Next

Review the s=ttings for your new JMS sarver.

Name OfshIMSServer

Scope Global

Persistent Store Mot specified

Target OFSLL_ManagedServer

8. Click Activate Changes.

The following window is displayed.
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Weblogic Domain v weblogic
m ™R
Edit Sessions EMT ﬂ

Oinf tion Lo<k & Edit
JMS Server "OfsllJMSServer” has been created successfully. The changes are pending activation. Use the change center to activaty izw Chanpe List

ORAC LE. Enterprise Manager Fusion Middleware Control 14.1.2

== OFSLLREL_domain &
=

1= WebLogic Demain +

View & Resolve Conflicts

Domain_OFSLLREL_domain/OFSLLREL_domain > JMS Sarvers

JMS Servers

Release Configuration

Activate Changes

Undo All Changes

JMS servers act 3s management containers for the queues and topics in JM3 modules that are targeted to them.
This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

View Restart Checklist
View ¥ fl Create Delete [F &% Detach
Preferencas
. Group
Hame Health Health Reason  Persistent Store  Scope Template Hel arget
elp
OfsllJMSServer Default Store Global SLL_Ma

Columns Hidden 14 JM5 Servers 1of1

8.2.2 Create JMS Module

Follow the below steps to create JMS module.

Navigate WebLogic Domain > Services > Messaging > JMS Resources and Modules.

The following window is displayed.
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ORACLE e nterprize Manager Fusion Middieware Control 14.1.2 _ﬂic v ==

Home
— 'OFSLLREL_domain @& v H~
= Monitoring [
WebLogic Demain + Disgnostics NEEGE S
& Confirmation Contral N
All changes have been activated. The edit session lock has been released. N
Mromain_OFSLLREL_domain/OFSLLREL_domain > JMS Senvers .
Environment »
JMS Servers
Deployments
JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them. DBC Dats Sources
This page summarizes the JMS servers that have been created in the current Weblogic Server - -
JMS Servers Messaging L
View ¥ Create Delete [ &' Detach Store-and-Forward Agents Crozs Companant Wiring 4
IMS Resources and Modules \Nieh Servicas 4
Name Health Health Reason  Persistent Store | Sd uress Target
. Other Samvices 3
OfsllMSServer oK Defauk Store G Fath Senices OFSLL_Ma
N Administration 3
Bridges
IMS Bridge Destinats Refresh WeblLogic Demain
Sscurity [3
JMS Smoke Test
JNDI Browser
System MBean Browser
Target Sit=map
Target Information
Columns Hidden 14 JM5 Servers 1of1

2. Click JIMS modules and Create.

The following screen is displayed.

ORACLE enterprise Manager Fusion Midslewars Control 14.1.2 Weblogic Domain v weblogic v ===

== OFSLLREL_domain & B~ Hv

WebLogic Demain ¥ Aug 16, 2025, B:25:39M GMT 4.)
Mromain_OFSLLREL_domainOFSLLREL_domain > JMS Rescurces and Modules
JMS Resources and Modules

JME Resources | JMS Modules

JME systern resources are configured and stored as modules similar to standard Java EE modubes. Such resources inchude queuss, topics, o hion factanes, inatis
keys, quota, distributed quevss, distributed topics, foreign servers, and JMS Store-and-Forward (SAF) *You can administratively configure and manage JMS system modules.
35 global systemn resources.

& To configure and manage JMS modules, use the Webl ogic Senver Administration Console.

This page surnmarizes the JMS system modules that have been created for this domain.

Delate Restart B
Tt lempiate i H “TrTTT Factones Wueues lopt A
v
Columns Hidden 2 JMS Modules 0of D

Application Installation Guide
G42128-01 September 11, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 20 of 105



ORACLE Chapter 8

AQ-JMS Queue Configuration

3. Specify the following details:
* Enter the System Module Name as OfsllJMSModule
* Enter the Description File Name as OfsllJIMSModule
4. Click Next.

The following screen is displayed.

DF\,ACI_E* Enterprise Manager Fusion Middleware Control 14.1.2

OFSLLREL_domain £
[ ]

General Settings Targsts

weblogic v

Create a JMS System Module: General Settings Back Step1of3

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates, destination keys,

quota, distibuted queuss, distributed topics, foreign sensers, and JMS Store-and-Forward (SAF) parameters. You can administratively configure and manage JMS system modules as global
SYSIEM [RE0UMCes.

Use this page to define general settings for this JMS module.

* Name | CfsllIMSModule
s

Descriptor File | OfsilMEModule

Loeation In Domain |

5. Select the target server and click Next.

The following window is displayed.

Application Installation Guide
G42128-01

September 11, 2025
Copyright © 2022, 2025, Oracle and/or its affiliates.

Page 21 of 105



ORACLE
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OFSLLREL_domain £

(@] [ ] (@]
General 3etings Targets Review

Create a JMS System Module: Targets

Chapter 8
AQ-JMS Queue Configuration

weblogic v

Use thiz page o select the server or cluster on which you would like to deploy this JMS system module. You can reconfigure targets |ater if you wish.

Mame Type
4 Servers
[ AdminSenver Oracle WebLogic Sener
OFSLL_ManapedSender Oracle WebLogic Sener
[[J WE_ManagedServer Orachks WebLogic Sener

6. Click Create to save and activate the changes. Once done, the following window is

displayed.

DF\’ACI_E‘ Enterprise Manager Fusion Middleware Control 14.1.2

OFSLLREL_domain @
Q Q [

General Settings Target= Review

Create a JMS System Module: Review

Review the settings for your new JMS module.
Name  Ofsll/MShModule

SCOPE  Gjopal
Descriptor File  Ofsll/MSModule

Targets Name Type

OFSLL_ManapgedServer Oracle Weblogic Server
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8.2.3 Subdeployment

Follow the below steps to do subdeployment.
1. Select the created JIMS module OfsllJMSModule.

The following window is displayed.

Figure 8-4 JMS Modules

OoORACLE Enterprize Manager Fusion Middieware Control 14.1.2 = Weblogie Domain ¥ weblogic v

Ty Hv

== OFSLLREL_domain &
=

I wiebLogic Domain v Aug 16, 2025, 3:22:08AM GMT Q_)

/Momain_OFSLLREL_domain/OFSLLREL_domain > JMS Rescurces and Modules

JMS Resources and Modules

JME Resources | JM5 Modules

JME systern resources are configured and stored as medules similar to standard Java EE medubes. Such rescurces include queues, topics, connection factosies, templates, destination

keys, quota, distributed queves, distributed topics, foreign servers, and JMS Store-and-Forward {SAF) parameters. You can administratively configure and manage JMS system modules
as global system resources.

& To configure and manage JMS modules, use the Webl ogic Server ini ion Console

This page summarizes the JMS system modules that have been created for this domain.

View ¥ Create Delete  [[J] Restart Er iz Detach
Ci tio Distri Diistril
Hame Scope ?:;:::: S5 Diomain Partition Queues Topics F:mﬁes T Topics :
D OfslliMSModule Global 0 0 0 0 (]

Rows Selected 1 Columns Hidden 2 JMS Modules 1of1

2. Navigate Subdeployments.
e Click Create.

The following screen is displayed.
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Figure 8-5 Create

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

= Wweblogic Domain weblogic +

=== OFSLLREL_domain @ B~ Hv
t=

¥ WebLogic Domain Ausg 16, 2005, 3:30:27AM GMT 4)
& Confirmation

The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain > JMS Resources and Modules = Settings for JM
JMS Module: OfsllJMSModule

& To configure and manage this JMS module, use the Weblogic Server Administration Console.
General | Subdeployments | Targets Security Motes

This page displays subdeployments created for this JMS module. A subdeployment iz 3 mechanism by which JMS modulz resources (such as quauss, topics, and connection factories)
are grouped and targsted 1o 3 server resource (such as JMS servers, server instances, or clustars).

Vigw v Delete EF | ix% Detach

Name Resources

Targets
The table is empty

4 G >
Showing 0 out of 0 rows

3. Specify the Subdeployment Name as OfslIJMSSD. Select the check box.

¢ Click Create.

The following window is displayed.
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Figure 8-6 Create a Subdeployment

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

= Wweblogic Domain weblogic =

=== OFSLLREL_domain @ B~ B
=

1= WebLogic Demain + Ausg 16, 2005, 3:31:40AM GMT 4)
[Domain_OFELLREL domain/OFSLLREL_domain > JMS Rescurces and Modules > Settings for JMS System Madule = C

Create a Subdeployment

Subdeployment Mame | OfsllUMSSD

Select targets for this subdeployment.

A Clusters and Servers

Select Name

Type
O AdminServer Oracle WebLogic Server
O OFSLL_ManagedSanver Oracle WebLogic Seneer
O WS_ManagedSanver Oracle WebLogic Server
4 JM5 Servers
Select Name

OfslIMSSarver

4 SAF Agents

Select Name
Mo data to display

4. Click Activate Changes.

The following window is displayed.
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Figure 8-7 Activate Changes

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=
1 WebLogic Domain +

& Confirmation
Subdeployment created successfully. The changes are pending activation. Use the change center to activate the pending changes.

[Domain_OFSLLREL_domainOFSLLREL_domain > JMS Resources and Modules > Settings for JMS System Madule
JMS Module: OfsllJMSModule

General | Subdeployments | Targets Security Motes

s subdeployments created for this JMS module. A subdeployment is 2 mechanism by which JMS module rescurces (such as
targeted to 3 server resource (such 35 JMS servers, server mstances, or clustars).

& To configure and manage this JMS module, us

This page disj
are grouped

Wisw w Wl Create Delete B =" Detach

Name Resources

OfsllUMSSD

i Weblogic Domain v

o N

Edit Sessions

weblogic *

k-

BT 4

Leock & Edit

Viiew Chanpe List

Release Configuration

View & Resolve Gonflicts

Actvats Changes

Console.

Undo All Changes

View Restart Checkiist

-

Freferences

Help

Targets
OfsllIMSSarver

4 G

Showing 1 out of 1 rows

8.2.4 Create JMS Connection Factory

Follow the below steps to create JMS connection factory.
1. Click General.

The following window is displayed.
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Figure 8-8 General

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

=== OFSLLREL_domain @
=

‘WebLogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

Weblogic Domain v weblogic = e
A H~

Aug 16, 2025, 3:42:204M GMT 4)

[Domain_OFSLLREL_domainOFSLLREL_domain > JMS Resources and Madules = Settings for JMS Syss

JMS Module: OfsllJMSModule

General | Subdeployments Targets  Security  Motes

& To configure and manage this JMS module, use the Weblogic Server Administration Console.

Thiz page displays general information about 3 JME system module and its resources. 1t also alows you to configure new resourcas and access existing resources.

Name OfsllIMSMedulz

Scope  Global

Descriptor File Name  jms/OfsBIMEModule-jms.xmi

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, fereign servers, and store-and-forward parameters.

View v Delet:  FF & Detach

Name Type JNDI Mame

Resource Group ! Dom:

Subdeployment Scope Template v

ex ] 4

2. Click Create.

The following window is displayed.

JMS Resources 0of 0

Application Installation Guide

G42128-01
Copyright © 2022, 2025, Oracle and/or its affiliates.

September 11, 2025
Page 27 of 105



ORACLE Chapter 8
AQ-JMS Queue Configuration

Figure 8-9 Resource Type

weblogic * (LT

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

[ ] (8]
Resource Type JME System Module es Targets Revie

Back Step1of5

Create a JMS System Module Resource: Resource Type

Choose the type of JMS resource that you would like to create.
4 Connection Factory Connection Factory
(® Connection Factory A connection factory defines configuration parameters that are used to create connections for WebLogic
= JMS clients. 4 client's connection factory must be hosted on the same server or cluster as the client’s
4 Destination destinations.
_) Destination Key

be prompeed to enter basic information for the
resources, like stand-alone queues and
foreign servers, and SAF import destinations,
For untargetable
SAF context, the

T} Quota

() JME Template

pending on the type of resource selected, you will
resgurce to be created in next step. For targetal
topics, connection factories, distributed queues and topics,
you can also proceed to "Targets” step for selecting the appropriate targeting policy.
e destination keys, guotas, templstes, SAF eror handling, and remat

p will be skipped.

4 Cueue
) JME Queue

() Uniform Distributed Queus

B

4 Topic
) JMS Topic
"~} Uniform Distributed Topic
4 Store and Forward
—} Remote SAF Context
") BAF Error Handling
) ‘BAF Import Destination

Foreign Provider

() Foreign Server

3. Select the Connection Factory.

e Click Next.
The following window is displayed.
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Figure 8-10 JMS System Module

DRACI—E‘ Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

(@] [ ] -
Resource Type JME System Module Properties

Create a Connection Factory: JMS System Module

Select a JMS system module in which you would like to create your new JMS rescurce.

JMS Module  OfsllIMEModule

Scope Global

4. Specify the following details:

« Enter the Name of the Connection Factory as OfsllJIMSCF

Enter the JNDI Name as jms/OfslIIIMSCF
Select the check box XA Connection Factory Enabled.
Click Next.

The following window is displayed.
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Figure 8-11 Properties

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain £
(@] O [ ] 8]
Resource Type JMS System Module Properties Targets Revie

Create a Connection Factory: Properties Step3of5

Specify the properties that you would like to identify your new JMS rescurce.

Resource Type  Connection Factory

* Name | OfslIMSCF

JNDI Name | imsIOiELMECF |

Motes

Client ID Policy | Restricted

Subscription Sharing Policy | Exolusive W

Frefetch Mode for Synchronous Consumer | pisghjed hd

* Maximum Messages per Session

Distributed Destination Load Balancing

Load Balancing Enabled

Server Affinity Ensbled

Transaction
Enable XA connection factory (enables JTA transaction suppor)
* Transacted session transaction timeout

5. Click Subdeployment Targeting.
e Select OfslIlIMSSD from the dropdown.
e Click Next.

The following window is displayed.
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DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @
(] O O [ ]

Resource Type JMS System Module Properties Targets Review

Create a Connection Factory: Targets
Specify the targeting policy for the new JMS resource that you are geing to create.

Targeting Policy
Oracle recommends using default targsting for connection factores under most circumstances.

1) Default to the parent module's target

® Subdeployment targeting

Subdeployment Name | Of=IUMESD || Create a New Subdeployment

Mame Type
OfslIMSEanver JMS Server

6. Click Create.
The following window is displayed.
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Figure 8-13

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @

(@] O
Resource Type JMS System Module

(8] 8]
Properties Targets

Create a Connection Factory: Review

Scope Global

Resource Type

Name

JNDI Name

Notes

Client ID Policy

Subscription Sharing Policy

Prefetch Mode for Synchronous Consumer

Maximum Messages per Session

Load Balancing Enabled
Server Affinity Enabled

Enable XA connection factory (enables JTA
transaction support)

Transacted session transaction timeout

Targeting Policy

Subdeployment Name

Connection Factary
OfIMSCF

jms/CsIIMSCE

Restricted
Exclusive
disabled
10

true

true

trug

3800
Subdeployment targeting
OfsIlIMESD

HName
Cfsll/MSServer

weblogic *

Reaview

SlEp5ur5 Next [ Create

Type
JMS Server
v

4 G >

7. Navigate Activate Changes.

The following window is displayed.
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Figure 8-14 Activate Changes

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

== OFSLLREL_domain @ m (==
=

WebLogic Domain + Edit Szssions GMT ﬂ

Weblogic Domain v weblogic = e

@ Information Losk & 24
JM5 resource "OfsllJMSCF” has been created s fully. The changes are pending activation. Use the change center to activate fizw Chanpe List
[/Domain_OFSLLREL_domain/OFSLLREL_domain > JMS Resources and Medules > Settings fior JMS Sy Medule iew & Resolve Conflicts
JMS Module: OfsllJMSModule Release Configuration
& To configure and manage this JMS module, us Activate Changes Console.
General | Subdeployments Targets  Security  Motes Undo All Changes
This page displays general information about 3 JME system module and its resources. It also alows you to configure new resources and acces iew Restart Checkiist
Freferences

Name OfsllIMSMedulz

Scope  Global Help

Descriptor File Name  jms/OfsBIMEModule-jms.xmi

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, fereign servers, and store-and-forward parameters.

iew w Wl Create Delate B =" Detach
Resource Group ! -
Name Type JNDI Mame Subdeployment Scope Template Domain Pi
OfsllIMSCF Connection Factory ims/OfsIIMSCF OfslIMSSD

JMS Resources 1of1

8.2.5 Create JMS Queue

Follow the below steps to create JMS queue.
1. Click Create.

The following window is displayed.
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Figure 8-15 General

Weblogic Domain v weblogic = e

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2
=== OFSLLREL_domain @ B HEv
=
Aug 16, 2025, 10:30:47 AM GMT t)

‘WebLogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain = JMS Resources and Maodules = Settings for J
JMS Module: OfsllJMSModule
& To configure and manage this JMS module, use the Weblogic Server Administration Console.

General | Subdeployments Targets  Security  Motes

Thiz page displays general information about 3 JME system module and its resources. 1t also alows you to configure new resourcas and access existing resources.

Name OfsllIMSMedulz
Scope  Global

Descriptor File Name  jms/OfsBIMEModule-jms.xmi

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, fereign servers, and store-and-forward parameters.

Delete Ey | i’ Detach
Resource Group ! Domain Fi

Subdeployment Scope Template

Name Type JNDI Mame

jms/OfsIIMSCF OfsRIMSSD

OfsllIMSCF Connection Factory
JMS Resources 1of1

2. Select the IMS Queue option and click Next.

The following window is displayed.
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Figure 8-16 Resource Type

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @

[ ] (8]
Resource Type JME System Module Pro

Create a JMS System Module Resource: Resource Type

Choose the type of JMS resource that you would like to create.

4 Connection Factory
(") Connection Factory
4 Destination
() Destination Key
) Quota
() JME Template
4 Cueue
® JME Queue
() Uniform Distributed Queus
4 Topic
() JMS Topic
() Uniform Distributed Topic
4 Store and Forward
() Remote SAF Context
(") SAF Emror Handling
() SAF Import Destination
4 Foreign Provider

() Foreign Server

3. Click Next.
The following window is displayed.

weblogic * mma

Back Step1of5 .m

JMS Queue
A JMS queue is based on the point-to-point (FTF) messaging model, which enables one application to
send 3 message to another.

vding on the type of resource selected, you will b= prol d to enter basic information for the:

urce to be created in next step. For targetable reso ike stand-alone queues and
topics, connection factories, distributed quewes and topics, foreign senvers, and SAF import destinations,
you can also proceed to "Targets” step for selecting the appropriste targeting policy. For untargetable
resources, like destination keys, quotas, templates, SAF error handling. and remate SAF context, the
“Targets" step will be skipped.
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Figure 8-17 JMS System Module

DRACI—E‘ Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

(@] [ ] -
Resource Type JME System Module Properties

Create a JMS Queue: JMS System Module

Select a JMS system module in which you would like to create your new JMS rescurce.

JMS Module  OfslUMEModule
Scope Global

Chapter 8
AQ-JMS Queue Configuration

weblogic *

4. Specify the following details while creating new JMS System Module Resources:

* Enter the Name of the Queue as OfsllJMSQueue.
e Enter the JNDI Name as jms/OfsllJMSQueue.

e Select the Template as None.
e Click Next.

The following window is displayed.
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Figure 8-18 Properties

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @
(] O [ ]

Resource Type JMS System Module Properties
Create a JMS Queue: Properties

Specify the properties that you would like to identify your new JMS rescurce.

Resource Type  JMS Queus

(8]
Targets

* Mame | OfsllIMSCueue

Chapter 8

AQ-JMS Queue Configuration

weblogic *

Motes

JNDI Name |jrrs-‘C{5 LIMSQueus

Select the Subdeployments as OfsllJMSSD from the drop-down list.

Click Next.

The following window is displayed.

Application Installation Guide

G42128-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 11, 2025
Page 37 of 105



ORACLE Chapter 8
AQ-JMS Queue Configuration

Figure 8-19 Targets

weblogic *

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
OFSLLREL_domain €

(@] O (8] ® §
Resource Type JMS System Module Properties Targets Review

Create a JMS Queue: Targets Siep4ofs

Specify the targeting policy for the new JMS resource that you are geing to create.

(#)

Targeting Policy
Oracle strongly recommends avoiding default targeting with queuss. Instead, use 3 subdeployment target that in tum references a single JM3 semver.

1) Default to the parent module's target

® Subdeployment targeting

Subdeployment Name | Of=lIlUMSSD (recommended) | | Create a New Subdeployment

Mame Type
OfslIMSEanver JMS Server

7. Click Create.
The following window is displayed.

Application Installation Guide
September 11, 2025

G42128-01
Copyright © 2022, 2025, Oracle and/or its affiliates. Page 38 of 105



ORACLE’

8.

Figure 8-20 Review

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
OFSLLREL_domain €
(@] O (8] 8]

Resource Type JMS System Module Properties Targets

Create a JMS Queue: Review
Review the settings for the new JMS resource that you are going fo create.
JMS Module  OfslUMEModule
Scope Global
Resource Type  JMS Queue
Name OfslMSQueve
Motes

JNDI Name  jms/OfsllMSCueue

Template

Targeting Policy Subdeployment targeting
Subdeployment Mame OfslJMSSD

Name

Ofsll/MS Server

Navigate to Activate Changes.

The following window is displayed.
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Figure 8-21 Activate Changes

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1% weblogic Domain +  weblogic »
== OFSLLREL_domain @ m =
=
1 WebLogie Domain » Edit Sessions b 4)
Lock & Edit

@ Information
JMS rescurce "OfsllJMSQueve” has been created successfully. The changes are pending activation. Use the change center to activ; fizw Chanpe List

/Domain_OFSLLREL_domain/OFSLLREL_domain > JMS Resources and Modules = Setiings fior JMS System Module iew & Resolve Gonflics
JMS Module: OfsllJMSModule Release Configuration
& To configure and manage this JMS module, us Activate Changes Console
General | Subdeployments Targets  Security  Motes Undo All Changes
This page displays general information about 3 JMS system module and its resources. |t also allows you to configure new resources and acces Vizw Restart Checkiist
Freferences

Name OfsllIMSMedulz

Help

Scope  Global

Descriptor File Name  jms/OfslIMEModule-jms.xm

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, foreign servers, and store-and-forward parameters.

iew w Wl Create Delate B =" Detach
Resource Group ! -
Name Type JNDI Mame Subdeployment Scope Template Domain Pi
OfsllMSCF Connection Factory Jms/OfsIIMSCF OfslIMSSD
OfsllIMSQueue Qusue Ims/OfsllIME Cusue OfsllMSSD

JM3 Resources 2of2

8.3 Outbound Queue Configuration

Outbound Queue provides a mechanism to consume AQ messages from the database and
send those messages to MDBs.

Perform the following steps to configure Outbound queue in application server.

e Create Persistent Stores

e Create JMS Server for Outbound Queue

e Create JMS Module for Outbound Queue

¢ SubDeployment for Outbound Queue

* Create JMS Connection Factory for Outbound Queue

e Create JMS Queue for Outbound Queue

8.3.1 Create Persistent Stores

Follow the below steps to create persistent stores.
1. Navigate to WebLogic Domain > Target Sitemap.
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Figure 8-22 Target Sitemap

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

=== OFSLLREL_domain @

=

‘WebLogic Domain

& Confirmation

All changes have been activated. The edit session lock has been released.

/Domain_OFSLLREL_domainOFSLLREL_domain > JMS Resources and Modules = Setting:
JMS Module: OfsllJMSModule

General | Subdeployments Targets  Security  Motes

This page displays general information about 3 JME system module and its resources. |t also alows you to configure new resourcas an

& To configure and manage this JMS mod

Name OfsllIMSMedulz

Scope  Global

Descriptor File Name  jms/OfsBIMEModule-jms.xmi

This page surnmarizes the JMS resources that have been created for this JMS system medulz, including queus and topic destinations,
sort keys, destination queta, distributed destinations, fereign servers, and store-and-forward parameters.

Visw v Create Delete Ey | i’ Detach
Name Type JNDI Mame Subdeployment Scope
OfsllMSCF Connection Factory Jms/OfsIIMSCF OfslIMSSD
OfsllIMSQueue Qusue Ims/OfsllIME Cusue OfsllMSSD

Monitaring
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Logs

o GMT 4)

Environment

Deployments

JOBC Data Sources
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Cross Component Wiring
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Other Sarvices

tion Console.

Administration

Refresh WebLogic Demain
Security

JMDI Browser

Systern MB=an Browser

gtination

Target Sitemap

Pi

Target Information

4 G

2. Click Persistent Stores.

>

JM3 Resources 2of2
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Figure 8-23 Persistent Stores
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Figure 8-24 JDBC Store

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=
1 WebLogic Domain +

& Confirmation
The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain > Persistent Stores

Persistent Stores

A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be either a JOBC-

Summarizes the persistent stores that hawve been created for thiz domain.

View v il Create « Deleta  Ey i Detach
Name JDEC Store Type Scope
wis 4  FileStore Default Store Giokal
_WLS_OFSLL_ManagedServer Diefault Store Giobal
_WLE WS_ManagedServer Diefault Store Global

= Wweblogic Domain weblogic +
B~ Hv

Aug 16, 2025, 10:57:45AM GMT 4)

ble database or 3 disk-bazed file. This page

Resource Group [
Template

Domain Partition Target
AdminSernver
OFSLL_ManagedServe
WS_ManagedSernver

‘s __________________________________________________________J 4

4. Specify the following details:

« Name: OfslIStore.

e Select OFSLL Data source from the drop down list.

*  Prefix Name: Ofsll .
e Click Next.

Persistent Stores 3of3
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Figure 8-25 General Settings

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

[ ]
General Settings Targets High.

Create a JOBC Store: General Settings

Use this pape to define general settings for this JOBC store.

* Name | OfsliStore
=

Chapter 8
Outbound Queue Configuration

weblogic *

Back Step1of4

* Data Source | OFS5LL L || Create a Data Source

Prefix Name | Ofsll

5. Select the Target as OFSLL_ManagedServer from the drop-down list.

The following window is displayed.
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Figure 8-26 Targets

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain €
(@] [ ]
General Settings Targets High Availabdity
Settings
Create a JDBC Store: Targets Step2of 4

Select the target for this JOBC store.

Target | OFSLL_MansgedServer W

6. Click Next.

The following window is displayed.
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OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

(@] O [ ]
General Settings Targets High Availability Review
Settings

Create a JOBC Store: High Availability Settings

Use this page to define high avallabiity settings for this JOBC store.

Distribution Policy

7. Click Create.

The following window is displayed.
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Figure 8-28 Review

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain £
(@] O (8] ®
General Settings Targets High Availability Review
Settings

Create a JOBC Store: Review Spaord Next [Create

Review the settings for your new JDBG store.

Name OfcliStore

Scope Global

Data Source OFSLL
Prefix Name Ofcll

Target OFSLL_ManagedServer

8. Click Activate Changes.
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Figure 8-29 Activate Changes

= Wweblogic Domain weblogic +

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

=== OFSLLREL_domain @ m -
t=

¥ WebLogic Domain Edit Beseions BT 4
oll‘f fion Leock & Edit
Persistent store "Ofsll Store™ has been created successfully. The changes are pending activation. Use the change center to activate Viiew Chanpe List

View & Resolve Gonflicts

/Domain_OFSLLREL_domainOFSLLREL_domain > Persis

Persistent Stores

Release Configuration

Actvats Changes
Undo All Changes

A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be either a JDBC-accessible datal
Summarizes the persistent stores that hawve been created for thiz domain.

View Restart Checkiist
View w Wl Create + Delete By in" Detach
Preferences
Resource Group [
Name Type Scope Template O e
_WLS_AdminSener Diefault Store Global
_WLS_OFSLL_ManagedServer Diefault Store Giobal OFSLL_ManagedServe
OfsliStore JDEC Store Global QFSLL_ManagedServe
_WLE_WS_ManagedServer Diefault Store Global WS _ManagedSenver

‘s __________________________________________________________J 4

Persistent Stores £of4

Navigate to WebLogic Domain > Environment > Clusters.

The following window is displayed.
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Figure 8-30 Clusters

ORACLE Enterprige Manager Fusion Middieware Control 14.1.2 1= WebLogic Domain » weblogic ¥
t- ofslirel_domain & Tav v |AutoRefresh [OF W
—

= WebLogic Domain + Mug 24, 2025, 3:58:15PM GMT )
JDomain_ofslirel_domainfofslirel_domain > Clusters

Clusters

¥ Show Pie Charts

Wiew = Create Deelete Control w " Scale Up/Down B
Cluster Messaging Default Load Replication Multica Multicast
Mame Status Cluster Type Servers Mode Algorithm Type Addres Port
app_cluster f Configured 5 Unicast Round Robin (Mone) 230 7001
wis_cluster + Configured 10 Unicast Round Robin {Mone) 230.... 7001
Rows Selected 1 Columns Hidden 30 Clusters 2 of 2

10. Navigate to app_cluster > WebLogic Cluster > Administration > General Settings.
The following window is displayed.
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Figure 8-31 General Settings

ORACLE enterprise M Cuinian i ey Vieblogic Domain v weblogic v -~
| General Settings
Lt Z
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11. Navigate Configuration > Migration.

The following window is displayed.
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Figure 8-32 Migration
1 webLogic Domain v wetlogic v

DR’ACI—E‘ Enterprize Manager Fusion Middleware Control 14.1.2

B v

== T app_duster @
4+
B Weblogic Cluster Start Up Shut Down Mug 24, 2025, 2:43:15PM GMT )
£}

& Confirmation
Settings updated successfully.

JDomain_ofslirel_domainfofslirel_domainapp_clester = Settings for app_ches

Settings for app_cluster

Configuration | Motes
General Settings  JTA  Messaging Servers  Replication | Migration | Singleton Services  Scheduling  Owerload  Health Monitoring  HTTF Coherence
a

If & clustered server fails, Nods Manager can automatically restart the server and its services on another maching. This page allows you to specify the machines where Node
Manager can restart migratable servers and to specify the data source used during server migration.
Chosen

Candidate Machines For Migratable Servers l_jm’ailable
ofsll

Migration Basis U

Data Source For Automatic Migration
v

Auto Migration Table Name Y acve

12. Click Migration and choose Migration Basis as Consensus from the drop-down list.

13. Click Save to activate the changes.

8.3.2 Create JMS Server for Outbound Queue

Follow the below steps to create JMS server for outbound queue.

1. Click WebLogic Domain > Messaging > JMS Servers.

e Click Create.
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Figure 8-33 JMS Servers

ORACLE Enterprize Manager Fusion Middiewara Contral 14.1.2 5 WetlogicDomain v weblogic v -~

== OFSLLREL_domain @
4+
1! WebLogic Domain +

& Confirmation
The edit session lock has been acquired. No pending changes exist.

JDomain_OFSLLREL_domainfOFSLLREL_domain = JMS Servers
JMS Servers

JMS servers act as management containers for the queues and topics in JMS madules that are tarpeted to them.

This. page summarzes the JMS servers that have been created in the current Weblogic Server domain.

View ¥ Delete  EF & Detach

Health Resource Group/  Domain

HName Health Reason Persistent Store Scope Template Partition

OfsllIMSServer OK Defaulk Store Global

Columns Hidden 14

2. Specify the IMS Server name as OfsliOutboundServer.
* Select OfslIStore as the Persistent Store.
e Click Next.

Ay B

Sep 11, 2025, 10:21:074M GMT 4)

£

Target

OFSLL_ManagedServer

[ 4

JMS Servers 1of 1
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Figure 8-34 General Settings

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £
[ ] (8]

General Settings

weblogic *

Targets

Create a JMS Server: General Settings

Back Step1of3

JMS servers act a5 management containers for the quewes and topics in JMS modules that are targeted to them. A JMS server's primary responsibility for its destinations is to maintain
information on what persistent store is used for any persistent messages that arrive on the destinations, and to maintain the states of durable subscribers created on the destinations.
Use this page to define the general configuration parameters for this JMS server.

* Name | OfsliCuthoundSenver
o v

Persistent Store | OfsliStore(JOBC Sto

rej]

e} Distribution Policy=Distributed) w* || Create a Store «

3. Select the target managed server and click Next.
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Figure 8-35 Targets

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

weblogic *
OFSLLREL_domain £

(@] [ ] O

General Settings Targets Review

Create a JMS Server: Targets

Use this page to select the server instance or migratable target on which you want to deploy this JMS server. Migratable targets define a set of Weblogic Server instances in a clester that can
potentially host a pinned messaging service, such as a JMS server. When a target server or migratable target boots, the JMS server boots as well. If no target server instance or migratable
target is specified, the JMS server will not boot.

Target | OFSLL_MansgedSerer W

4. Click Create.

5. Once done the following window is displayed.
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Figure 8-36 Review

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

OFSLLREL_domain @

(@]
General Settings

Review

O
Targets

Create a JMS Server: Review

Review the settings for your new JMS server.

MName OfeBCutboundServer

Scope Global

Persistent Store (OfclStore
Target OFSLL_ManagedSarver

Click Activate Changes.

DRAC LE- Enterprise Manager Fusion Middleware Control 14.1.2

Weblogic Domain v

weblogic *

SlEpBuFS Next

weblogic «

=== OFSLLREL_domain & m =R
=
WebLogic Domain v Edit Sessions EMT 1)
olrf fion Lock & Edit
JMS Server "OfsliQutbound Server™ has been created succe ssfully. The changes are pending activation. Use the change center to a izw Chanpe List
/Dromain_OFSLLREL_domain/OFSLLREL_domain > JMS Servers \iew & Resolve Conflicts
JMS Servers Release Configuration
JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them. 7
This page summarizes the JMS servers that have been created in the current WebLogic Server domain. Undeo All Changes
Wiew Restart Checklist
View ¥ Wl Create Delete [F &' Detach
Preferences
Hame Health Health Reason  Persistent Store  Sco Group arget
pe Template Help
OfsllJMSServer 0K Diefault Store Global SLL Ma
OfsliQutboundServer Of=liStore Global OFSLL_Ma

Columns Hidden 14

>

JMS Servers 2of2
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8.3.3 Create JMS Module for Outbound Queue

Follow the below steps to create JMS module for outbound queue.
1. Navigate to WebLogic Domain > Messaging > JMS Resources.

The following window is displayed.

Figure 8-37 JMS Resources and Modules

DRACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2 _ﬂic v

Home
— 'OFSLLREL_domain @ v ¥
= Monitaring [3
¥ WebLogic Domain Disgnastics , [P amr 29
Momain_OFSLLREL domain/OFELLREL _domain > JMS Servers
= = i Control 3
JMS Servers Logs ,
JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them. Environment »
This page summarizes the JMS servers that have been created in the current WebLogic Sarver domain.
Deployments
View v Create Delete [Ef &' Detach J08C Data Sources
Name Health Health Reason  Persistent Store 5S¢ JMS Servers Messaging L4
OfsllMSServer QK Default Store Gl Store-and-Forward Agents Cross Comp Wiring (3]
OfsliOutboundServer 0K OfeliStore Gl IMS Resources and Web Services » [edServer
i 3
Fath Senices Cither Senices
Bridges Administration [
M Bridge Destinations Refresh Weblogic Domain
Security *
JMSE Smoke Test
JNDI Browser
Systern MB=an Browser
Target Sitemap
Target Information
Columns Hidden 14 M3 Servers 2of2

2. Click JMS Modules.
e Click Create.

The following screen is displayed.
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Figure 8-38 Create

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1% weblogic Domain +  weblogic »

* v

=== OFSLLREL_domain @
=
Aug 16, 2025, 12:25:03PM GMT 4)

1 WebLogic Domain +

& Confirmation
The edit session lock has been acquired. No pending changes exist.

/Domain_OFSLLREL_domainOFSLLREL_domain > JMS
JMS Resources and Modules
& To configure and manage JMS modules, use the Webl ogic Senver Administration Console.

JME Resources | JMS Modules

JME systern resources are configured and stored as modules similar to standard Java EE medubes. Such rescurces inchude gueuss, topics, connection factories, templates, destination
keys, quota, distributed quevss, distributed topics, foreign servers, and JMS Store-and-Forward (SAF) parameters. You can administratively configure and manage JMS system modules

=5 global systemn resources.
This page surnmarizes the JMS system modules that have been created for this domain.

View ¥ Delate Restart B iz Detach

Connectio Distributec Distributec |

Resource Group [ . - .
Name Scope Template Domain Partition Queues Topics Faciories = Topics | |
OfsllIMSModule Global 1 ] 1 0 ]

4 G

JMS Modules 1of1

Columns Hidden 2

3. Specify the following details:
Enter the System Module Name as OfsllOutboundModule.

* Enter the Description File Name as OfsllOutboundModule.
e Click Next.
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Figure 8-39 General Settings

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain €
[ ] (8]

General Settings Targets

Create a JMS System Module: General Settings

Back Sbep1of.’%

JMS system resources are configured and stored as modules similar to standard Java EE medules. Such rescurces include queues, topics,
quota, distibuted queues, distributed topics, foreign servers, and JMS Store-and-Forward (; inistrat
5)'5(2”& TESQUINCES.

. You can adr

ries, destination keys,
configure and manage JMS system modules as global

Use this page to define general ssttings for this JMS module.

* Name | OfsliCutboundodule
Scope | Glbal W

Descriptor File | OfsliOutboundiodule

Location In Domain |

4. Select the target server and click Next.
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Figure 8-40 Targets

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain €
(@] [ ]
General Settings Targets Review

Create a JMS System Module: Targets Step 2073

Use this page to select the server or cluster on which you would like to deploy this JMS system module. You can reconfigure tangets [3ter if you wish.

Mame Type
4 Servers
[ AdminServer Oracle WebLogic Sener
OFSLL_ManagedSenser Oracle WebLogic Sener
[[] WE_ManagedSenver Oracle WeblLogic Sener

5. Click Create to save and activate the changes. Once done, the following window is
displayed.
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Figure 8-41 Review

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain €
(@] O [ ]
General Settings Targets Review

Create a JMS System Module: Review Spiofi Next [ Create

Review the settings for your new JMS moduls.
Name OfsllOutboundModule

SeOPE G 1omal

Descriptor File OfsllOutboundModule

Tatjlet= MName Type

OFSLL_ManapgedServer Oracle Weblogic Server

6. Navigate to Activate Changes.
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Figure 8-42 Activate Changes

= Wweblogic Domain weblogic +

m (==

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2

== OFSLLREL_domain @
=

1 webLogic Domain + Edit Baszions BT 4
@ Information Lok & B
JMS module "OfsliQutboundModule” has been created successfully. The changes are pending activation. Use the change center to Viiew Chanpe List
/Domain_OFSLLREL_domain/OFSLLREL_domain > JMS Rescurces and Modules View & Resolve Gonflicts

Release Configuration

JMS Resources and Modules

& To configure and manage JMS modules, us Activate Changes Console.
JMS Rescurces | JMS Modules Undo All Changes
This page surnmarizes all of the JMS resources that have been created for all JMS system modules in the domain, including queue and topic dj \iew Restart Checklist
templates, destination sort keys, destination quotas, distributed destinations, foreign servers, and Store-and-Forward parameters.
Freferences
iew v Wl Create Delete E " Detach
Help
2 || vl || I | [ —
Name Type JMS Module Name  JNDI Name Subdeployment Scope ?:;:‘l;r Grg
OfsllIMSCF Connection Factory OfsllUMSEModule Jme/OfsIlIMSCF OfsllJMSSD Global
OfsllIMSQueve CQusue OfsllUMSModule JmslOfsllIMS Queve OfsIlMSSD Global

4 G >

JMS Resources 2of2

8.3.4 SubDeployment for Outbound Queue

Follow the below steps to do subdeployment for outbound queue.

Click JMS Modules. The main window displays the list of JIMS modules available.
Select the created JMS module OfsliOutboundModule.

The following window is displayed.
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Figure 8-43 JMS Modules

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2
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t—_ OFSLLREL_domain @ B HEv
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WebLogic Domain v Aug 16, 2025, 12:30:33PM GMT 4)
[Domain_OFELLREL domainOFSLLREL_domain > JMS

JMS Resources and Modules

& To configure and manage JMS modules, wse the Webl ogic Server Administration Console.
JME Resources | JMS5 Modules

JME systern resources are configured and stored as medules similar to standard Java EE medubes. Such rescurces include queues, topics, connection factosies, templates, destination

keys, quots, distributed quevses, distributed topics, foreign servers, and JMS Store-and-Forward (SAF) parameters. You can administratvely configure and manage JMS system modules
s global system resources.

This page summarizes the JMS system modules that have been created for this domain.

iew v Wl Create  3{ Delete  [[J] Restart  [§ " Detach

Resource Group / A = . Co tio Distril Distril 1

Name Scope Template " Domain Fartition Queues Topies Factories Queues Topics -
OfsllMSMadulz Global 1 ] 1 0 )
Dofsllomhou ndModule Global o o 0 0 [/}

Rows Selected 1 Columns Hidden 2 JMS Modules 2 of 2

3. Click Subdeployments and Click Create.

The following window is displayed.

Application Installation Guide

G42128-01 September 11, 2025
Copyright © 2022, 2025, Oracle and/or its affiliates. Page 62 of 105



ORACLE Chapter 8
Outbound Queue Configuration

Figure 8-44 Subdeployments

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1% weblogic Domain +  weblogic »
=== OFSLLREL_domain @ B~ Hv
=
I wiebLogic Domain v Aug 16, 2025, 12:32:06FM GMT ﬂ

/Mromain_OFSLLREL_domain/OFSLLREL_domain > JMS Resources and Modules > Sef

JMS Module: OfsliOutboundModule

General | Subdeployments | Targets  Security  Motes

This page displays subdeployments created for this JME module. A subdeployment is a mechanism by which JME module rescurces (such as quaues, topics, and connection factories)
are grouped and targeted to 3 server resource (such 35 JMS servers, server instances, or clusters).

Wiz v Delete  E¥ &' Detach

Name Resources Targets
The tabls is emply

& To configure and manage this JMS module, use the Webl ogic Server ini ion Console.

4 G >

Showing 0 out of 0 rows

4. Specify the Subdeployment Name as OfsliOutboundSD.

The following window is displayed.
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Figure 8-45 Create a Subdeployment

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

= ¥eblogic Domain

weblogic *
=== OFSLLREL_domain @ iv B
=
1% WebLogic Demain v Ausg 16, 2005, 12:32:56PM GMT 0
[Domain_OFSLLREL domain/OFSLLREL_domain > JMS Rescurces and Modules > Settings for JMS System Module =

Create a Subdeployment

Subdeployment Mame | OfsliCutboundSD

Select targets for this subdeployment.

A Clusters and Servers
Select Name

Type
O AdminServer

Oracle WebLogic Server

L OFSLL_ManagedSenver Oracle WebLogic Seneer

_| WS_ManagedSanver Oracle WebLogic Server

4 JM5 Servers
Select Name
[0 OfslIMSServer

OfsbOutboundSenser

4 SAF Agents
Select Name

No data to display

5. Select the check box against the newly created OfsliOutboundServer and click Create.

6. Navigate to Activate Changes.

The following window is displayed.
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Figure 8-46 Activate Changes

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
t=
1 WebLogic Domain +

& Confirmation
Subdeployment created successfully. The changes are pending activation. Use the change center to activate the pending changes.

[Domain_OFSLLREL_domainOFSLLREL_domain > JMS Resources and Modules > Settings for JMS System Madule
JMS Module: OfsliOutboundModule

General | Subdeployments | Targets Security Motes

& To configure and manage this JMS module, us

This page displays subdeployments created for this JME module. A subdeployment iz 3 mechanism by which JMS modulz resources (such as
are grouped targeted to 3 server resource (such 35 JMS servers, server mstances, or clustars).
Wisw w Wl Create Delete B =" Detach

Name Resources

OfsliCutboundSD

i Weblogic Domain v

o N

Edit Sessions

weblogic *

k-

BT 4

Leock & Edit

Viiew Chanpe List

Release Configuration

View & Resolve Gonflicts

Actvats Changes

Console.

Undo All Changes

View Restart Checkiist

-

Freferences

Help

Targets
OfsliCutboundServar

4 G

Showing 1 out of 1 rows

8.3.5 Create JMS Connection Factory for Outbound Queue

Follow the below steps to create JMS connection factory for outbound q
1. Navigate to General and click Create.

The following window is displayed.

ueue.
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Figure 8-47 General

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

=== OFSLLREL_domain @
=

‘WebLogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain = JMS Resources and Modules = S&

JMS Module: OfsliOutboundModule

Weblogic Domain v weblogic = e
B+ Hv

Aug 16, 2025, 12:34:43PM GMT 4)

& To configure and manage this JMS module, use the Weblogic Server Administration Console.

General | Subdeployments Targets  Security  Motes

Thiz page displays general information about 3 JME system module and its resources. 1t also alows you to configure new resourcas and access existing resources.

Name OfsliOutbeundModule

Scope  Global

Descriptor File Name  jms/OfsBOutboundModulegms xoml

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination

sort keys, destination queta, distributed destinations, fereign servers, and store-and-forward parameters.

Delete Ey | i’ Detach

Name Type JNDI Mame Subdeployment

Resource Group ! |
Template o v

ex ] 4

2. Select Connection Factory option and click Next.

The following window is displayed.

JMS Resources 0of 0
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Figure 8-48 Resource Type

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @

[ ] (8]
Resource Type JME System Module Pro

Create a JMS System Module Resource: Resource Type

Choose the type of JMS resource that you would like to create.

4 Connection Factory
(® Connection Factory
4 Destination
() Destination Key
) Quota
() JMS Template
4 Cueue
(O JME Queue
() Uniform Distributed Queus
4 Topic
O JMS Toic
() Uniform Distributed Topic
4 Store and Forward
() Remote SAF Context
(") SAF Emror Handling
() SAF Import Destination
4 Foreign Provider

() Foreign Server

3. Click Next.
The following window is displayed.

weblogic * mma

Back Step1of5 .m

Connection Factory

A connection factory defines configuration parameters that are used to create connections for WebLogic
JMS clients. 4 client's connection factory must be hosted on the same server or cluster as the client’s
destinations.

Mote: depending on the type of resource selected, you will b= prompted to enter basic information for the:
new JME resource to be created in next step. For targetable resources, like stand-alone queuss and
topics, connection factories, distributed queues and topics, foreign servers, and SAF import destinations,
you can also proceed to "Targets” step for selecting the appropriste targeting policy. For untargetable
resources, like destination keys, guotas, templates, SAF emor handlng, and remaote SAF context, the
“Targets" step will be skipped.
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Figure 8-49 JMS System Module

DRACI—E‘ Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

(@] [ ] -
Resource Type JME System Module Properties

Create a Connection Factory: JMS System Module

Select a JMS system module in which you would like to create your new JMS rescurce.

JMS Module  OfsliDutboundhdodule
Scope Global

4. Specify the following details:

Chapter 8
Outhound Queue Configuration

weblogic *

« Enter the Name of the Connection Factory as OfsliOutboundCF.

Enter the JNDI Name as jms/OfsliOutboundCF.

Select the check box XA Connection Factory Enabled

In Case you are Creating a cluster setup for HA. Uncheck Server Affinity Enabled.

Click Next.

The following window is displayed.
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Figure 8-50 Properties

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v
OFSLLREL_domain £
(@] O [ ] 8]
Resource Type JMS System Module Properties Targets Revie

Create a Connection Factory: Properties Step3of5

Specify the properties that you would like to identify your new JMS rescurce.

Resource Type  Connection Factory

* Name | OfslliOutbaundCF

JNDI Name | imsi0fEiCutboundCE |

Motes

Client ID Policy | Restricted

Subscription Sharing Policy | Exolusive W

Frefetch Mode for Synchronous Consumer | pisghjed hd

* Maximum Messages per Session

Distributed Destination Load Balancing

Load Balancing Enabled

Server Affinity Ensbled

Transaction
Enable XA connection factory (enables JTA transaction suppor)
* Transacted session transaction timeout

5. Select Subdeployment Targeting.
e Select OfsllOutboundSD from the dropdown.
e Click Next.

The following window is displayed.
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DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @
(] O O [ ]

Resource Type JMS System Module Properties Targets Review

Create a Connection Factory: Targets
Specify the targeting policy for the new JMS resource that you are geing to create.

Targeting Policy
Oracle recommends using default targsting for connection factores under most circumstances.

1) Default to the parent module's target

® Subdeployment targeting

Subdeployment Name | GfsiOuthoungSD \ || Create aNew Subdeployment

Mame Type
CisliCutboundSenser JMS Server

6. Click Create.
The following window is displayed.
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Figure 8-52 Review

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

OFSLLREL_domain @

(@] O
Resource Type JMS System Module

(8] 8]
Properties Targets

Create a Connection Factory: Review

Scope Global

Resource Type

HName

JNDI Name

Notes

Client ID Policy

Subscription Sharing Policy

Prefetch Mode for Synchronous Consumer

Maximum Messages per Session

Load Balancing Enabled
Server Affinity Enabled

Enable XA connection factory (enables JTA
transaction support)

Transacted session transaction timeout

Targeting Policy

Subdeployment Name

Connection Factary
OfsliQutbound CF

imsiOfsliOutboundCF

Restricted
Exclusive
disabled

10

frue

true

true

3800
Subdeployment targeting
OfsliOutbound SO

HName
OfsliQutbound Server

weblogic *

Reaview

SlEp5ur5 Next [ Create

Type
JMS Server
v

4 G >

7. Navigate to Activate Changes.

The following window is displayed.
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Figure 8-53 Activate Changes

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 I weblogicDomain v weblogic v ==
== OFSLLREL_domain @ m =
=

¥ WebLogic Domain Edit Bessions BT 4
olnf tion Lock & Edit

JMS rescurce "OfsliQutboundCF™ has been created successfully. The changes are pending activation. Use the change center to act| fizw Chanpe List

/Domain_OFSLLREL_domain/OFSLLREL_domain > JMS Resources and Modules = Se Madule iew & Resolve Conflicts

JMS Module: OfsliOutboundModule figuration
& To configure and manage this JMS module, us Activate Changes Console.
General | Subdeployments Targets  Security  Motes Undo All Changes
This page displays general information about 3 JME system module and its resources. It also alows you to configure new resources and acces ‘iew Restart Checkiist
Name OfsliOutbeundModule Freferenczs
Scope  Global Help

Descriptor File Name  jms/OfsBOutboundModulegms xoml

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, foreign servers, and store-and-forward parameters.

iew w Wl Create Delate B =" Detach
Resource Group ! -
Name Type JNDI Mame Subdeployment Scope Template Domain Pi
OfsllQutboundCF Connection Factory imsOfsliOutboundCF Of=B0utboundSD

JMS Resources 1of1

8.3.6 Create JMS Queue for Outbound Queue

Follow the below steps to create JMS Queue for outbound queue.
1. Click Create.

The following window is displayed.
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Figure 8-54 General

Weblogic Domain v weblogic = e

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2
=== OFSLLREL_domain @ B HEv
=
Mg 16, 2025, 12:47:42FM GMT t)

‘WebLogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

[Domain_OFSLLREL_domainOFSLLREL_domain = JMS Resources and Modules = S&

JMS Module: OfsliOutboundModule
& To configure and manage this JMS module, use the Weblogic Server Administration Console.

General | Subdeployments Targets  Security  Motes

Thiz page displays general information about 3 JME system module and its resources. 1t also alows you to configure new resourcas and access existing resources.

Name OfsliOutbeundModule
Scope  Global

Descriptor File Name  jms/OfsBOutboundModulegms xoml

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, fereign servers, and store-and-forward parameters.

Delate Er =" Detach
Resource Group ! -
Subdeployment Scope Template Domain Pi

Name Type JNDI Mame

imsOfsliOutboundCF Of=B0utboundSD

OfsllQutboundCF Connection Factory
JMS Resources 1of1

2. Select the Uniform Distributed Queue option and click Next.

The following window is displayed.
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Figure 8-55 Resource Type

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £
[ ] (8]

Resource Type JME System Module

weblogic * [T

Back Step1of5 .m

Create a JMS System Module Resource: Resource Type

Choose the type of JMS resource that you would like to create.

4 Connection Factory
() Connection Factory
4 Destination
() Destination Key
) Quota
() JME Template
4 Cueue
(O JME Queue
(® Uniform Distributed Queus
4 Topic
) JMS Topic
() Uniform Distributed Topic
4 Store and Forward
() Remote SAF Context
(") SAF Emror Handling
() SAF Import Destination
4 Foreign Provider
() Foreign Server

3. Click Next.
The following window is displayed.

Uniform Distributed Queue
A uniform distributed topic is 3 logical topic that references a set of automatically generated JMS topic
instances, each hosted on a different JMS server.

ing on the type of resource selected, you will be pro d to enter basic information for the:
e urce to be created in next step. For targetable reso ike stand-alone queues and
topics, connection factories, distributed quewes and topics, foreign senvers, and SAF import destinations,
you can also proceed to "Targets” step for selecting the appropriste targeting policy. For untargetable
resources, like destination keys, quotas, templates, SAF error handling. and remate SAF context, the

“Targets" step will be skipped.
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Figure 8-56 JMS System Module

DRACI—E‘ Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £

(@] [ ] -
Resource Type JME System Module Properties

Create a Uniform Distributed Queue: JMS System Module

Select a JMS system module in which you would like to create your new JMS rescurce.
JMS Module  OfsliDutboundhdodule
Scope Global

Chapter 8
Outhound Queue Configuration

weblogic *

4. Specify the following details while creating new JMS System Module Resources:

« Enter the Name of the Queue as OfsllOutboundQueue.

« Enter the JNDI Name as jms/OfsliOutboundQueue.

e Select the Template as None.
e Click Next.
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OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain £
O O [ ] 8]

Resource Type JMS System Module Properties Targets
Create a Uniform Distributed Queue: Properties

Specify the properties that you would like to identify your new JMS rescurce.

Resource Type  Uniform Distributed Queus

* Mame | OfsliDutbcundQueus

Chapter 8
Outbound Queue Configuration

weblogic *

Motes

JNDI Name | jmsiOfsl0utboundQueue

Distributed Configuration

Load Balancing Policy | Round-Robin s
Unit-of-Order Routing

() Forward delay (seconds)
Set forward delay

@ Mo messagse are forwarded

5. Select Subdeployment Targeting.

* Select the Subdeployments as OfsllOutboundSD from the drop-down list.

e Click Next.
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Figure 8-58

ORACI—E. Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain €
(@] O (8] ®
Resource Type JMS System Module Properties Targets

Create a Uniform Distributed Queue: Targets
Specify the targeting policy for the new JMS resource that you are geing to create.

Targeting Policy

weblogic *

Review

Oracle strongly recommends avoiding using default targeting with distributed destinations. Instead, use 3 subdeployment target that in turn references one or more JMS servers.

(0) Default to the parent module’s target

® Subdeployment targeting

Subdeployment Name | OfeliOuthoundSD (recommendad) S | | Create a New Subdeployment.

Mame Type

CisliCutboundSenser JMS Server

6. Click Create.
The following window is displayed.
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DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @
(] O O (@]

Resource Type JMS System Module Properties Targets

Create a Uniform Distributed Queue: Review

Review the settings for the new JMS resource that you are going fo create.

JMS Module  OfsliDutboundhdodule

Scope Global

Resource Type Uniform Distributed Queue
MName OfsliCutboundQueus
Motes
JNDIName jms/OfsliOutboundQuene
Template
Load Balancing Policy Round-Robin
Unit-of-Order Routing Hash

Forward Delay -

Targeting Policy Subdeployment targeting
Subdeployment Name  OfsliOutboundSD

Name

OfsliOutboundServer

7. Navigate to Activate Changes.

The following window is displayed.
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Figure 8-60 Activate Changes

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 1 Wbl ogic Domain » weblogic *
=== OFSLLREL_domain @ B«
= 4“
1= WeblLogic Domain + Edit Szssions EMT 0
ock & Edit

@ Information
JMS rescurce "OfsliQutboundGueus” has been created successfully. The changes are pending activation. Use the change center tof fizw Chanpe List

[Domain_OFSLLREL_domainOFSLLREL_domain = JMS Resources and Madules > Settings for JMS Syste
JMS Module: OfsliOutboundModule

& To configure and manage this JMS module, us Activate Changes Console
General | Subdeployments Targets Security  Motes Undo All Changes
Thiz page displays general information about a JMS systam module and its resources. It also allows you to configure new resources and acces ‘iew Restart Checkiist
Name OfsliOutbeundModule Freferenczs
Help

Scope  Global

Descriptor File Name  jms/OfsBOutboundModulegms xoml

This page surnmarizes the JMS rescurces that have been created for this JMS system medule, including queus and topic destinations, connection factores, JMS templates, destination
sort keys, destination queta, distributed destinations, foreign servers, and store-and-forward parameters.

iew w Wl Create Delate B =" Detach
Resource Group ! -
Name Type JNDI Mame Subdeployment Scope Template Domain Pi
Ol Outh, Caonnection Factory JmslOfslIOul OfsliQutboundSD

OfslOuth Uniform Distributed Q... jms/OfslOuf OfsliQutboundSD

KX >

JM3 Resources 2of2

8.4 Configure External Client Certificates

The Webhook option in OFSLL extends the support of interfacing with third-party applications
by sending REST API based notifications of changes through system generated Webhook
event actions.

In a Webhook setup you can notify the changes that are done in OFSLL by triggering Webhook
request as an event action and propagate the information to the dependant third-party
applications (client) through specific https communication channel.

For webhook HTTPS communication, client certificates are to be imported in Weblogic OPSS
keystore for each channel.

* Import the External Client Certificates

8.4.1 Import the External Client Certificates

Follow the below steps to import the certificates.
1. Login to the Oracle Enterprise Manager 14c em. (i.e. htt p: // host nane: port/em

2. Click on Weblogic Domain drop-down list and navigate to Security > Keystore.
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Figure 8-61 Configure Client certificates 1

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

Home
— 'OFSLLREL_domain @ of
t- Monitoring [3
WebLogic Domain + Disgnostics N 4
0 Information Contral .
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edi
Logs 3
eIV Administration Server Environment >
Deployments

Name AdminServer
3 Up
Host ofsll.oraciz.com

Listen Fort 8001

JOBC Data Sources

Messaging

Cross Component Wiring 3

Servers
Clusters
Web Services »
View v Create Deleta Control w B
» Other Sarvices 3
R Hame Status  Cluster Machine  State Cl
SSEER E Administratios 3
AdminServer{zdmin) 4+ Running i m
OFSLL_ManagedServer + Running Refrash Weblogic Domain
WS_ManapedServer Security Realm: rity 4
Deployments S + ity = =
Security Administration AHGH S roescr
. % » Web Senice Securty Systern MBean Browser
Application Foiicies Target Sitemap
Application Fioles Target Information
System Policies
Secarity Provider Configuration
Audit Registration and Policy
‘ I Credentials - .
Columns Hidden 34 <eystors | Servers 2of3

3. Click on Create Stripe.
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Figure 8-62 Configure Client certificates 2

OF\,AC I—E Enterprige Manager Fusion Middieware Control 14.1.2 1 Webl ogic Domain = wehblogic
— OFSLLREL_domain &
== & WebLogic Domain + Aug 17, 2025, 6:02:454M GMT 0
/Domain_OFELLREL_domain/OFSLLREL_domain =
called "stripes”. To work with 3 stripe or 3 keystore, select = row in the table and select 3

Keystore

The Keystore is 3 repository of keys and security certificates. These are organized into nam

menu option. On this page you can create 3 stripe, create 3 keystore within 3 stipe. manage certficates in 3 keystore, change a keystore password, or delets 3 stipe or keystore.
& Detach

Manage Change Password

View v 4 Creste Keystore Delete
Name Protection
b [ system n'a
R orss n'a

4. Enter the Stripe Name as OFSLL_STRIPE.
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Figure 8-63 Configure Client certificates 3

5. Click OK.
The following OFSLL_STRIPE is created.
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Figure 8-64 Configure Client certificates 4
ORACLE Enterprise Manager Fusion Middleware Control 14.1.2 15 Weblogic Domain weblogic =

Aug 17, 2035, £:02:45AM GMT 0

— OFSLLREL_domain &
= 4= WebLogic Domain +
]

) Information
The stripe OF SLL_STRIPE has been created.

/Domain_OFSLLREL_domain/OFSLLREL_domain = Keyst

Keystore
The Keystore is 3 repository of keys and security certificates. These are organized into namespaces called "stripes”. To work with 3 stripe or 3 keystors, select #s row in the table and sslect 3
menu opticn. On this page you can create 3 strips, create 3 keystore within 3 stripe, manape certficates in 3 keystore, changs a keystors password, or delets 3 stripe or keystors.

View v <= Create Stripe | = Create Keystore | ¢ Delate Manage " Detach

Change Password

Name Protection
b o) system nia
L nia

[y OFSLL_STRIPE niz

Select the newly created OFSLL_STRIPE and click Keystore.

6.
Enter the Keystore Name as OFSLL_KSS and click OK.

7.
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Figure 8-65 Configure Client certificates 5

Create Keystore

Keystore
5 OFSLL_STRIPE
Stripe i
Name

i T —
Mame | OFSLL K33

Protection (@ Foiicy () Password

Select OFSLL_KSS and click Manage.
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Figure 8-66 Configure Client certificates 6

Weblogic Domain weblogic *

DF\,AC I—E‘ Enterprige Manager Fusion Middieware Control 14.1.2

=== OFSLLREL_domain 0
t= WebLopic Domain + Aug 17, 1025, 6:02:454M GMT 4)
) Information £

The keystore, OFSLL_STRIPEIOFSLL_KS S, has been created.

/Domain_OFSLLREL_domain/OFSLLREL_domain > Keystore

Keystore

The Keystore is 3 repository of keys and security certificates. These are organized into namespaces called "stripes”. To work with 3 stripe or 3 keystors, select #s row in the table and sslect 3
menu opticn. On this page you can create 3 strips, create 3 keystore within 3 stripe, manape certficates in 3 keystore, changs a keystors password, or delets 3 stripe or keystors.

View v < Create Stripe <= Create Keystore ¢ Delate Change Password " Detach

Name Protection
b o) system nia
L nia
4 ) OFSLL_STRIPE nia

& OFSLL_KSS Policy

9. Click Import.
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Figure 8-67 Configure Client certificates 7

= Webl ogic Domain weblogic =

DF\,AC I—E‘ Enterprige Manager Fusion Middieware Control 14.1.2

Aug 17, 2025, 6:11:09AM GMT 0

/Domain_0OFSLLREL_domain/OFSLLREL_domain > Keystore = Manz

Manage Certificates: OFSLL_STRIPE/OFSLL_KSS

To generate a new key pair (public and private key) and wrap the public key into a certificate signed by the Demo CA, click "Generate Keypair™. To generate a Certificate Signing Reguest (CSR),
select a certificate from table and click "Generate CSR". After you create a CSR, send it to your CAwho will verify your identity and retum the signed cestificate. To import the CA signed
certificate or trusted cert, click Import. You can only import the CA-signed certificate into the same keystore from which the CSR was generated.

View v o Generste Keypair Generate CSR Export Delete Change Password &% Detach

Alias Subject Name Certificate Type  Serial Number  Certificate SHA1 Fingerprint Expiration Date
Mo Certificates Found. Click on "Generate Keypair” to create a Certificate.
10. In the below Import Certificate screen, specify the following details:
e Certificate Type: Trusted Certificate
« Alias: webhook Channel Name
¢ Choose file: webhook channel certificate
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Figure 8-68 Configure Client certificates 8

Import Certificate
Certificate Type | Trusted Certificate
* Alias | EXTERNALINTERFACE-ORA

Certificate \~ paste Certificate or Certificate Chain
Source

Paste Certificate String here

@ Sslect 3 file that contains the Cantificats or Certificate Chain
* File Name

[Ghossa il | rotose

11. Click OK.

8.5 Create Credentials and System Policies

In order Configure MDB flow, you need to create credentials and system policies. The
credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

e Create Credentials and System Policies

8.5.1 Create Credentials and System Policies

Follow the below steps to create credentials and system policies.
1. Login to Oracle Enterprise Manager (htt p: / / host name: port/ enj.

2. On the left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials.

The following window is displayed.
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ORACLE

weblogic *

Figure 8-69 Credentials page
1 WebLogic Domain v

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
Aug 17, 2025, 10:05:0BAM GMT 0

t_- 'OFSLLREL_domain @
== & WebLogic Demain v

Diomain_OFSLLREL_domainfOFSLLREL_domain =

Credentials
consolidsted service provider to store and manage their credentials s=curely.

¥ Credential Store Provider
View v | <+ Create Map | <} Create Key Edit... Delete..  Credential Key Name \:\ P & Detach
Type Description

Credential
L ofsllhttp.listensr jndi

A credentizl store is the repository of security dats that certifies the authority of 2ntities used by Java SE, Java EE. and ADF applications. Applications can us= the Credential Store, 3 single,

3. Click Create Map.
The following window is displayed.
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Figure 8-70 Create Map

Create Map

A credential is uniguely identified by 3 map name and a key name. Typically, the map name comesponds with the
name of an application and all credentials with the same map name define a logical group of credentials. such as
the isls wsed by the tion. All map names in a credential store must be distinct.

T E—

4. Enter Map Name as ofsll.int.bureau and click OK.
5. Click Create Key.

The following window is displayed.
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Figure 8-71 Create Key

Create Key

Salect Map | ofl int buresu ~

* Key | jdbe_ds_key

e e

Description

@ Enter as text () Enter map of progerty name and value pairs

mn'QuEuEApEDS

6. Specify the following detalils:
e Select Map as ofsll.int.bureau from the drop down list.
» Specify Key as jdbc_ds_key
e Select Type as Generic from the drop down list.
»  Specify the Credential as jdbc/QueueAppDS
7. Click OK.

8. Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Table 8-1 Maps and corresponding keys
|

Maps Keys Description

ofsll.int.bureau - This map is used to setup keys for all credit
bureau interfaces

ofsll.int.bureau ProxyServer Name of the proxyServer to be configured

ofsll.int.bureau ProxyPort Port to which ProxyServer is running.

ofsll.int.bureau ExpEcalsURL The Experian Connection URL to be configured.

ofsll.int.bureau ExpDirectExperianEnabled | If you set value as true, then you would be
setting ecals response URL. Else, the Ecals
request URL

ofsll.int.bureau ExpCertPath The location of . j ks file which contains the
valid certificate for Experian Credit Bureau.
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Table 8-1 (Cont.) Maps and corresponding keys

Maps

Keys

Description

ofsll.int.bureau

ExpBusUserNamePassword

Login Credentials to be configured for Experian
Business reports.

ofsll.int.bureau

ExpConUserNamePassword

Login Credentials to be configured for Experian
Consumer reports.

ofsll.int.bureau EfxURL The Equifax Connection URL to be configured.
ofsll.int.bureau EfxCertPath The location of . j ks file which contains the
valid certificate for Equifax Credit Bureau.
ofsll.int.bureau EfxUserNamePassword Login credentials to be configured for accessing
Equifax Reports.
ofsll.int.bureau TucCertPath The location of . j ks file which contains valid
certificate for Transunion Bureau .
ofsll.int.bureau TucCertPassword The password that requires to read the
valid . j kscertificate for the Transunion Bureau.
ofsll.int.bureau TucUserNamePassword Login credentials to be configured for accessing
Transunion reports
ofsll.int.bureau TucConnectionURL The Transunion URL to be configured.
ofsll.int.bureau jdbc_ds_key Datasource configured to retrieve data for
bureau.
ofsll.int.bureau source Configured as EXTERNAL for actual call.
ofsll.int.outbound | - This map is used to setup keys for the RouteOne
and Dealer track call back from OFSLL.
ofsll.int.outbound | roUserNamePassword Login Credentials used at the time of call back
from OFSLL to RouteOne Interface.
ofsll.int.outbound | dtUsernamePassword Login Credentials used at the time of Call back
from OFSLL to Dealer Track Interface.
ofsll.int.outbound | jdbc_ds_key Datasource configured to retrieve data for

outbound Resources.

ofsll.int.outbound

roPostDealerUsernamePass
wd

Credentials required to upload the dealer details
to Route One Portal

ofsll.int.outbound

roPostDealerWbsURL

Route One Post Dealer Web Service url

ofsll.int.outbound

roDealerUploadURL

Route One URL to upload the Dealer details

ofsll.int.outbound

dtPostDealerUsernamePass
wd

Credentials required to upload the dealer details
to Dealer Track Portal

ofsll.int.outbound | dtPostDealerWbsURL Dealer Track Post Dealer Web Service url
ofsll.int.outbound | dtDealerUploadURL Dealer Track URL to upload the Dealer details
ofsll.int.outbound | VertexUserNamePd Credentials required to connect to VERTEX web

service

ofsll.int.outbound

VertexTrustedld

ID required to connect to VERTEX web service

ofsll.int.outbound

TorqueltsUserNamePasswor
d

Credentials required to connect to Torquelts web
service

ofsll.int.outbound

TorqueltsURL

Torquelts Decision service URL

ofsll.int.outbound | ProxyHost Name of the proxyServer to be configured.
ofsll.int.outbound | ProxyPort Port to which ProxyServer is running.
ofsll.int.bip - This Map is used to setup all the Keys required
to setup interface with BIP to generate reports.
ofsll.int.bip local_top_dir Define the path of the local BIP server where

you would like place the generated BIP reports.
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Table 8-1 (Cont.) Maps and corresponding keys

Maps Keys Description

ofsll.int.bip email_from_addr Define the From Email address to be used while
sending email for the generated BIP reports.

ofsll.int.bip emailBodyContentPath The path for fi | e. propert i esfile that
contains the content of the subject and body
required while sending letter, report or
correspondence as mail to the applicant or
producer.
For example; /tmpffile.properties
*Refer to note below for details on
file.properti esfile creation for email
configuration.

ofsll.int.bip fax_server Configure the name of Fax server to be used to
fax the generated BIP reports.

ofsll.int.bip jdbc_ds_key Datasource configured to retrieve data for BIP.

ofsll.int.filetransfer | - This map is used to setup keys for all credit
bureau interfaces

ofsll.int.filetransfer | sftp_key Credentials to login to SFTP server(Username/
Password)

ofsll.int.filetransfer | sftp_top_dir Top root directory for SFFTP server

ofsll.int.filetransfer | sftp_servers SFTP server names

ofsll.int.security bip_key This is BIP login credentials

ofsll.int.gri GriURL GRI web service URL to be configured.

ofsll.int.gri GriAPIKey GRI API key to be configured

ofsll.int.gri ProxySet System Level Proxy Enabled/Disabled. Value
can be either true or false.
True= proxy required
False = proxy not required

ofsll.int.gri ProxyHost Name of the proxyServer to be configured.
Set only if ProxySet =true.

ofsll.int.gri ProxyPort Port on which ProxyServer is running.
Set only if ProxySet =true.

ofsllint.gri jdbc_ds_key Datasource configured to retrieve the request
XML for GRI.

ofsll.int.gri GriCertPath The location of . j ks file which contains the

valid certificate for GRI.

Configure only when a valid certificate is
available.

ofsll.int.common

This map is used to setup keys for common JMS
Queue

ofsll.int.common

OfsllIMSQueueJNDI

The JMS queue JNDI name to be configured

ofsll.int.common

OfsllIMSQueueCF

The JMS queue connection factory to be
configured

ofsll.int.common

OfsllJMSServerURL

The JMS server url to be configured.
Ex: t3://<IJMS server host>:<JMS server port>

ofsll.int.common

outbound_jms_queue_con_f

actory

The JMS connection factory to be configured.
jms/OfsllOutboundCF
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Table 8-1 (Cont.) Maps and corresponding keys

Maps

Keys

Description

ofsll.int.common

outbound_jms_queue

The JMS queue to be configured.
jms/OfsllOutboundQueue

ofsll.int.common

weblogic_cluster_ind

This is to be configured based on the
environment i.e. for weblogic cluster environment
setitas Y. Else, setit to N.

ofsll.int.common

outbound_jms_queue_provi
der_url

The JMS server url to be configured.

Ex: For non clustered environment - t3://<JMS
server host>:<JMS server port>

Ex: For clustered environment - t3://<JMS server
host>:<JMS server port>,<JMS server
host>:<JMS server port>

ofsll.int.webhook

jdbc_ds_key

Datasource configured to retrieve data for
Webhook.

* A new file(fi | e. properti es) needs to be created and copied to the application server
in the same path as mentioned in the value corresponding to the key
emailBodyContentPath under the map ofsll.int.bip. The file should have the following

contents:

» letter_subject="Text that is configurable and would be the subject of the mail’

* letter_body='Text that is configurable and would be the body of the mail'

* correspondence_subject="Text that is configurable and would be the subject of the

mail'

e correspondence_body="Text that is configurable and would be the body of the mail'

* report_subject="Text that is configurable and would be the subject of the mail'

e report_body="Text that is configurable and would be the body of the mail’

9. On the left panel, right click on OFSLLREL_domain and select Security > System Policies.

The following window is displayed.
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Figure 8-72 System Policies

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1 Weblogic Domain v wehlogic ¥

=== OFSLLREL_domain &
b= 1 WwiebLogie Domain » Aug 17, 2005, 10:10:334M GMT 4)

Momain_OFSLLREL_domainOFSLLREL_domain > System Policies
System Policies

System policies ars the system-wide policies applied to 3l applications deployed to current management domain. You can grant special permissions and privileges to principal or codebase.
P Policy Store Provider

4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grants.

Name | Stars with e | | »
View v Create Like... Edit.. Delete... " Detach
s |
Name

Mo security policies found.

10. Click Create.

The following window is displayed.
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Figure 8-73 Create System Grant

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1 weblogic Domain +  weblogic »
== OFSLLREL_domain @
= oo .
4= WebLogic Domain « Auwg 17, 2005, 10:11:150M GMT O
/Domain_OFSLLREL_domsin'OFSLLREL_domain > System Policies > Craste System Grant

Create System Grant
There are two different types of system policies supponed by application server: principal policy and codebase policy. Principal policy grants permissions and privileges to 3 list of users or roles.
Codebase policy grants permissions and privileges to 3 codebase, which is mostly URL or location of jar filz in file system. Codebase can be either absolute path or relative path.

* Codebase | file:5{domain.home}lib/Of=BCommonCSF jar

Permissions

" Detach
Permission Actions

Delete..
Resource Name

View v | <= Add Edit..
Permission Class

Mo permissions added.

11. Enter the codebase asfi | e: ${ domai n. hone}/ | i b/ O sl | CommonCSF. j ar .

12. Click Add.
The following window is displayed.
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Figure 8-74 Add permission

Add Permission

Select from pesmissions and resources used in system policies of this domain. Enter search criteria to search for right permissions.
A Search

Type | Codebase L4

Name Type

Mo permissions found.

Select here to enter details for a new permission

* Permission Class | oracle.security,jps. service. G i 'Ermission

Resource Name | context=5¥STEM, mapMame=ofsllint buresu keyMame="

Permission Actions | read

13. Select the check box Select here to enter details for a new permission.

14. Specify the following details as the first permission class.

Table 8-2 Permission Class

Permission Class

Resource Name

Permission Actions

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.bureau,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sllint.filetransfer,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.outbound,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.bip,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.gri,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.int.common,keyName=*

read

oracle.security.jps.service.credst
ore.CredentialAccessPermissio
n

context=SYSTEM,mapName=of
sll.http.listener.jndi,keyName=*

read
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Table 8-2 (Cont.) Permission Class

|
Permission Class Resource Name Permission Actions

oracle.security.jps.service.credst context=SYSTEM,mapName=of read, write, update
ore.CredentialAccessPermissio  sll.int.webhook,keyName=*

n

oracle.security.jps.service.keyst stripeName=OFSLL_STRIPE .k read
ore.KeyStoreAccessPermission eystoreName=OFSLL_KSS,alia

s=*

15. Click OK.

8.6 Deploy MDB EJB

The following section details the steps to be followed to deploy MDB EJB.
* Deploy MDB EJB

8.6.1 Deploy MDB EJB

1. Login to Web Logic application server enterprise manager (e.g.:htt p://
host nane: port/en).

Figure 8-75 Deploy MDB EJB 1

Domain Domain_OFSLLREL_demain

* User Mame | weblogic |

ORACLE

Copyright & 1998, 2024, Oracle andfor its affiliates. All ights reserved. Oracle is a registered trademark of Oracle Corporation andior its affiliates. Other names may be
trademarks of their respective owners.

2. Enter valid login credentials.

The following window is displayed.
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Figure 8-76 Deploy MDB EJB 2

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 15 Wbl ogic Domain v

weblogic *

Taw Elv | AuoRefresh |OF

=== OFSLLREL_domain @
k=
¥ WebLogic Domain

@ Information

Aug 10, 2025, 1:45:25PM GMT 4)

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Seners Administration Server

Name AdminServer
3 Up -
Host  ofsll.oracke.com

Listen Port 8001

Servers
Clusters
View v Create Deleta Control w B
» HName Status  Cluster Machine  State Health
Clusters

AdminServer{admin) f Running 0K

OFSLL_ManapedSarver f Running 0K

WS_ManapedServer Running oK
Deployments = 8 L

»
.1Up

«{
Columns Hidden 34
3. Select Lock & Edit option in the lock drop-down list available in the header.

4. Click Deployment in the left panel.

The following window is displayed.

Listen Port a
9001
9003
9004

Servers 3of3
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Figure 8-77 Deploy MDB EJB 3

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

'OFSLLREL_domain @

= ¥ieblogic Domain

weblogic *

EA v | AutoRefresh |OF

=
¥ WebLogic Domain Edit Seesions et 4
@ Information o= |
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in tH Vfiew Change List
Servers View & Resolve Conficts
Adminigtration Server
3 ; Name  AdminSsrver Activate Changes
P Host  ofsll.orace.com e i
B Undo AN Changes
Listen Port 8001
View Restart Checklist
Servers
Clusters Prefersnces
Wisw Create Delete Contred w B
v ¥ Helo
L Name Status  Cluster Machine  State Heamm—————orsenrrom— a
Clusters
AdminServer{admin) f Running Ok 9001
OFSLL_ManapedSarver f Running 0K 9003
WS_ManagedSernver Running oK 2004
Deployments = 8 L

»
.1Up

4 G

Columns Hidden 34

5. Select Deploy from the Deployment drop-down list.

The following window is displayed.

[ 4

Servers 3of3
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6.

Figure 8-78 Deploy MDB EJB 4

=== OFSLLREL_domain @

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

= Weblogic Domain weblogic =

B v v | AuoRefresh [OF W
=
I wiebLogic Domain v Aug 17, 2025, 3:57:15PM GMT AQ_)
@ Confirmation
The edit session lock has been acquired. No pending changes exist.
Servers Deployments
- View v ) Showall Deployment »  Ovemide «
3u
o Name #l Deploy Targets
P il opss-rect ¥ Redeploy AdminServer
¥ Undeploy
Clusters
t, Fetch Deployment Plan
»
Clusters
Deployments
. 1 N

Columns Hidden 4 Columns Frozen 1

The following window is displayed.

Deployments 1 .of 1
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Figure 8-79 Deploy MDB EJB 5

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @

[ ] (8]

Select Archive Salect Target Application Attributes Deployment Settings

Deploy Java EE Application: Select Archive

Scope
Select a scope that you want to deploy this application to

Archive or Exploded Directory

Java EE archives, Web Modules (WAR files), EJB Modules (EJB JAR files), Rescurce Adapter Modules (RAR files), Coherence Archives (GAR files).
JDBC Modules, JMS Modules, and library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the sernver
where Enterprise Manager is running.

(® Archive is on the machine where this Web browser is running.

OfsliCususfpp ear

(73 Archive or exploded directory is on the server where Enterprise Manager i running.

| o=

Deployment Plan
The deployment plan is a file that contains the deployment settings for an application. You can use a previously saved deployment plan for this
application. Later in the deployment process, you can optionally edit the deployment plan and sawve it for 3 future deployment of this application. If
you do not hawve a deployment plan, one will be created automatically during the deployment procass when deployment configuration is done. The
deploymet plan is not applicable when you dephoy a library.

(@ Create a new deployment plan when deployment configuration is done.

("t Deployment plan is on the machine where this Web browsar is running.

No file chosen

(") Deployment plan is on the server where Enterprise Manager is running.
| |y

e. ___________________________________________________________________/

Browse to the folder containing the MDB EJB.
Eg: C. / O sl | QueueApp. ear
Click Next.

The following window is displayed.

weblogic v

A Information

Use this page to deploy Java EE
applications that require Oracle
Metadata Services (MDE) or the
take advantage of the Oracle
Application Development
Framework (Jracle ADF).

If your application is a SOA
composite, use the S0A Compc
deployment wizard.

If your application is not a SOA
composite of it does not require
MDS repository or ADF

connections, then you can deplc
‘your application using this wizar
or the Oracle WebLogic Server
Administration Console.
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Figure 8-80 Deploy MDB EJB 6

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @
O

Select Archive

Select Target Application Attributes

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to
Select Name

Type
O AdminServer Cracle WebLogic Server
OFSLL_ManagedServer Cracle WebLogic Server
(] 'WS_ManagedSernver Cracle WeblLogic Server

Select the server on which the MDB EJB needs to be deployed

10. Click Next.
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Figure 8-81 Deploy MDB EJB 7
ORACLE-Enberprise Manager Fusion Middleware Control 14.1.2 weblogic v

OFSLLREL_domain @

(@] O L] 8]
Select Archive Select Target Application Deployment Settings
Attributes

Deploy Java EE Application: Application Attributes
A Hide Deployment Summary
Archive Type Java EE Application (EAR file)
Deployment Plam  Create a new plan
Deployment Target OFSLL_ManagedServer
Scope Global

Deployment Type  Application

* Application Name | OfsliQueusApp

Distribution

@ Install and start application {servicing all requesis)

" Install and start application in administration mode (senvicing only admini

() Install only. Do not start.

4 Other Options

(@ Use the defaults defined by the deployment’s targets. Recommended selection.
Application
Source

A

ion requests)

Accessibility () Copy this application onto every target. During deployment, the files will be copied automatically to the managed sanvers to which the application is targeted.

71 Make the application accassible from the source location that it will be deployed on. You must ensure that 2ach target can reach the location.

@ Use the same accassibility a= the application.

4 G >

11. Select the option Install and start application (servicing all requests).

12. Check the context root and click Next.

The following window is displayed.
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Figure 8-82 Deploy MDB EJB 8

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v

OFSLLREL_domain £
O O 8] ]

Select Archive Select Target Application Attributes Deployment Settings

Deploy Java EE Application: Deployment Settings Smpacid MNext

4 Hide Deployment Summary

Archive Type Java EE Application (EAR fil=)
Deployment Plan  Creats 3 new plan
Deployment Target OFSLL_ManagedServer
Scope Global
Deployment Type Application
Application Name  OfsliCusuedpp
Version Mot wersioned

Deployment Mode  Install and start application (sesvicing all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the appication.

Name Go To Task Description

Configure EJ8s Fd Configurs the Enterprise Java Beans in your application.

Configure Application Security 4 Configure applicstion policy migration, credential migration and other security behavior.

4 Deployment Plan

*¥ou can optionally use the Edit Deployment Plan option to 52t more advanced deployment options which the deployment tasks above do not cover.

Edit Deployment Plan

*¥ou can optionally sawe the deployment plan to your local disk. You can redeploy this application lster using your saved deployment plan and not hawe to edit the deployment plan.

Save Deployment Plan

13. Click Deploy. On successful deployment, the following window is displayed.
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Figure 8-83 Deploy MDB EJB 9

Deployment Succeeded

of A tion “OfsliG) i -y ‘hanges are pending activation. Exit the wizard and use the Change Center
to activate or undo Hle changes.

Global

Version Not versioned

Deployed Archive /ul1/Mi feblogicl4cH
Location OfsnuaJaMnBar

Archive Type Java EE Application (EAR file)

Deployment Mode  Install and start application (servicing all requests)

Deployment Target OFSLL_ManagedServer

States (OFSLL_Manag

4 Hide Progress Messages

[Aupgust 17, 2025, 10:37:49 AM Greenwich Mean Time] Initiating deploy operation .

[Auwpgust 17, 2025, 10:37:49 AM Greenwich Mean Time] Saving the oracle configuration changes to archive.

[August 17, 2025, 10:37: 4@AM Gueenwmﬂ Mean Time] Archive:

fuD ins/OFSLLREL_domain/! nar OfsliQ ive/OfsliC App.ear

[August 17, 2025, 10'3? WAM G!eenwmﬁ Mean Time] [DephyerHQHO]'!'he task cannot be processed further until the current edit session is activated.
When this occurs. task processing will continue. The user can exit the deployer tool without affecting the task.
[Aupgust 17, 2025, 10:37:50 AM Greenwich Mean Time] Deploy operation completed.

14. Click Close. Post deployment, you need to activate the changes by selecting Active
Changes option from Edit Session drop-down list as indicated in step 4 above.

@ Note

While starting the OFSLLREL_ManagedServer, always start with option -
DUseSunHttpHandler=true to enforce the weblogic server to uses SUN SSL
implementation.
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Configure Oracle Analytics Publisher for

Application

The following sections details the steps to be followed to configure Oracle Analytics Publisher

for application.

e Configuring Oracle Analytics Publisher for Application

e Configuring JNDI Name for http Listener

9.1 Configuring Oracle Analytics Publisher for Application

1. Configure Security via EMconsole.

@® Note

It is assumed that OA Publisher is installed and configured. Refer OA Publisher

Guide for further

details.

Figure 9-1 OA Publisher 1
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Click WebLogic Domain on the right panel. Select Security > Credentials. Click Create

2.
Map.
Figure 9-2 OA Publisher 2
DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 = Weblogic Domain v weblogic *
Aug 20, 2035, 4:55:40 PM GMT 0

— 'OFSLLREL_domain @
— F— WebLogic Domain «

Domain_OFSLLREL_domain/OFSLLREL_domain >

A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE. and ADF applications. Applications can use the Credential Store, a single,

Credentials

consolidsted service provider to store and manage their credentials s=curely.
Delete..
Description

View v | <} Create Map | <}= Create Key Edit...
Type

Credential
| ] ofsllhttp.listenar jndi

b Credential Store Provider

[ 3 ca ofsllint.bureau

3. Enter the Map Name: ofsll.int.security.
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Figure 9-3 OA Publisher 3

Create Map

A credential is uniguely identified by 3 map name and a key name. Typically, the map name comesponds with the
name of an application and all credentials with the same map name define a logical group of credentials. such as
the isls wsed by the tion. All map names in a credential store must be distinct.

T Er—

4. Click OK.
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weblogic *

Figure 9-4 OA Publisher 4
1 WebLogic Domain v

OF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
Aug 17, 2025, 10:42:13AM GMT 0

t- 'OFSLLREL_domain @
== % WeblLogic Domain =
Mromain_OFSLLREL_domainOFSLLREL_domain >

Credentials
consolidsted service provider to store and manage their credentials s=curely.

¥ Credential Store Provider
View v = CreateMap | =j Create Key Edit.. 3¢ Delete..  Credential Key Name \:\ b & Detach
Type Description

Credential
L ofsllhttp.listensr jndi

A credentizl store is the repository of security dats that certifies the authority of 2ntities used by Java SE, Java EE. and ADF applications. Applications can us= the Credential Store, 3 single,

b | ofsllintbureau
ca ofsllint. security

5. Click Create Key Button.
6. Enter the details as per your requirement. Specify User Name and Password of OA
Publisher console.
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Figure 9-5 OA Publisher 5
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Click OK.

The following window is displayed.
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Figure 9-6 OA Publisher 6
1 weblogic Domain +  weblogic »
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) Information
The credential key, bip_key, has been created.

/Domain_OFSLLREL_domainOFSLLREL_domain = Credentials

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java SE, Java EE, and ADF applications. Applications can use the Credential Store, a single,

consolidated service provider to store and manage their credentials securely.

b Credential Store Provider
Edit_. Delete..  Credential Key Name\:\ b & Detach

View v  f= CreateMap <}~ Create Key
Type Description

Credential
[ 2 ca ofslLhttp.listensr jndi
| W] ofsllint.bureau

» ca ofsllint.sacurity

8. On the left panel, right click on the domain OFSLL_domain > Security > System Policies.

The following window is displayed.
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Figure 9-7 OA Publisher 7
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9. Click Create.
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Figure 9-8 OA Publisher 8

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 1 weblogic Domain +  weblogic »

Aug 17, 2025, 10:10:33AM GMT 0

t_- 'OFSLLREL_domain @
== % WeblLogic Domain =

Diomain_OFSLLREL_domainOFSLLREL_domain > 5

System Policies
System policies are the system-wide policies applied to 3l applications deployed to current management domain. You can grant special permissions and privileges to principal or codebase.

P Policy Store Provider

4 Search
Select 3 grant type and enter search keyword for codebase or principal to query system security grants.

Name |Star|s With w I | 3
View v Create Like... Edit.. Delete... E " Detach
s |
Name

Mo security policies found.

10. The following window is displayed. Enter the codebase as file:${ofsll.csf.path}/lib/

OfsliCommonCSF.jar and click Add.
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Figure 9-9 OA Publisher 9

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 1 Wbl ogic Domain ¥ weblogic *

=== OFSLLREL_domain @
i =

= WebLogic Domain Aug 17, 2025, 2:05:44PM GMT 4)

Domain_OFSLLREL_domainOFSLLREL_domain > System Policies > C

Create System Grant

There are two different types of system policies supponed by application server: principal policy and codebase policy. Principal policy grants permissions and privileges to 3 list of users or roles.
Codebase policy grants permissions and privileges to 3 codebase, which is mostly URL or location of jar filz in file system. Codebase can be either absolute path or relative path.

* Codebase | file:5{ofsl|.csf pathy B OfslICemmonCSF jar

Permissions

View v | 4 Add Edit.. Delete. & Detach

Permission Class Resource Name Permission Actions

Mo permissions added.

11. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

« Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
* Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName=*

*  Permission Actions: read
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Figure 9-10 OA Publisher 10

Add Permission

Select from pesmissions and resources used in system policies of this domain. Enter search criteria to search for right permissions.
A Search

Name Type

Mo permissions found.

Select here to enter details for a new permission

* Permission Class | oracle. rity.jps. service. C i ermission

Resource Name | context=5YSTEM, mapMame=ofsilint. security keyMame==

Permission Actions | read

9.2 Configuring JNDI Name for http Listener

1. Similarly, click Add to add the second permission class. Select the check box 'Select here
to enter details for a new permission' and enter the following details as the second
permission class.

» Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
e Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName=*
* Permission Actions: read

2. Click OK.

The following window is displayed.
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Figure 9-11 BI Publisher 10
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There are two different types of system policies supponed by application server: principal policy and codebase policy. Principal policy grants permissions and privileges to 3 list of users or roles.

Create System Grant
Codebasz policy grants permissions and privileges to 3 codebase, which is mostly URL or location of jar filz in file system. Codebase can be either absolute path or relative path.

b/OfsliCommaonGSF jar

* Codebase | file:S{ofsll.csf pathy

Permissions

Edit... Delete... i Detach

+ Add
Permission Class
oracke.security.jps.senvice.credstore. CredentialAccess Permission

View »

oracle security.jps. senvice cred G

3. Click OK.
The following window is displayed.

Resource Name Permission Actions
contexi=5YSTEM,mapNam...
context=5YSTEM,mapham....

read

read
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Figure 9-12 Bl Publisher 11
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@ Information
A new security grant has been added successfully.
/Momain_OFSLLREL_domainOFSLLREL_domain > System Policies
System Policies
Systemn policies are the systern-wide policies applied to il applications deployed to current management domain. You can grant special issions and privil to principal or codeb
¥ Policy Store Provider
4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grants.
Name [ stars wih + | | »
View w Wl Create... Create Like... Edit__ Delete i Detach
i
HName
Mo security policies found.
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Launch Application

Verifying Successful Application Deployment and Launching Application
Successful Application deployment can be verified by following:

e Making sure that the state is ACTIVE and health is OK in the Weblogic.

* Access and log into the application.
After you enable SSL you can launch the application via https:\\ protocol.

*  Launching Application

10.1 Launching Application

To launch application

1. Verify if the deployed OFSLL application is Active.

Figure 10-1 Launching Application 1

. F - i 2
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[ 3 I— ofsll50(v15.0.0.0.0-b370) 4  Active Ok Enterprise Application OFSLL_ManagedServer
=il < Wb Application AdminSen
Clusters 4 4+ Active oK Web Applicat dm ver
»
Clusters
Deployments

®-

4 G >

Columns Hidden 4 Columns Frozen 1 Deployments 2 of 2

2. The URL of the OFSLL application will be of the format - https://<hostname>:<Port>/
<ContextName>/faces/pages/OfslISignin.jsf

(Example: https://localhost:7003/ofsll/faces/pages/OfslISignin.jsf)
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3. Login with the user credentials that was created in Users Creation.

Figure 10-2 Launching Application 2
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Sign In

Plesse enter userid and password

* sz Id

* Paszword

Sign In

4. After successful login, the following screen is displayed
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Figure 10-3 Launching Application 3
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