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Preface

This topic contains following sub-topics:

e Purpose

e Prerequisites
* Audience

Documentation Accessibility

e  Critical Patches

« Diversity and Inclusion

 Conventions

e Screenshot Disclaimer

Purpose

This document contains notes and installation steps needed to install and Configure Oracle
Analytics Publisher. Oracle Financial Services Lending and Leasing relies on this software to
configure reports and this document is in no way meant to replace Oracle documentation
supplied with this Oracle product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edel i very. oracl e.com)
*  Oracle Technology Network (OTN)

1. JDK Version 1.8.0_461 or above (https://www.oracle.com/technetwork/java/javase/
downloads/jdk8-downloads-2133151.html)

2. Oracle WebLogic Server 12c¢ Version 12.2.1.4.0 (Fusion Middleware Infrastructure
Installer) http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-
main-097127.html

3. Oracle Analytic Server (OAS) 8.2.0 https://www.oracle.com/solutions/business-
analytics/analytics-server/analytics-server.html

@ Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.
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Audience

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to make sure effective
security, as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions
The following text conventions are used in this document:

Table Convention
|

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for

which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code in
nonospace examples, text that appears on the screen, or text that you enter.
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Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.
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Install OA Publisher

The following section explains the steps to install Oracle Analytics publisher.

e Installing OA Publisher

1.1 Installing OA Publisher

Follow the below steps to install Oracle Analytics publisher:

1. Download and unzip 'V1048371-01.zip'".

2. Navigate to . j ar file location.

3. Runthe commandjava -jar O acle_Analytics_Server_2025_Linux.jar
The following window is displayed.

Figure 1-1 Oracle Analytics Installer window

E Oracle Analytics - Step 1 of 7

| Welcome _ORACLE m
| FUSION MIDDLEWARE

« Welcome il
|
+ Atolindates Welcome to Oracle Analytics (2625) Installer.
+ Installation Location Please see review the latest Release Notes and Documentation online.
Alternatively., context sensitive help is available at any time by selecting
I
Prerequisite Checks 1
Y FPrerequisite Lhecks Help.
+ Installation Summary

Copyright (c) 1999, 2025, Oracle and/or its affiliates. All rights reserved.

Help Next = Cancel

4. Click Next.

The following window is displayed.
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Figure 1-2 Auto Updates window

E Oracle Analytics - Step 2 of 7

Auto Updates _ORACLE @‘
FUSION MIDDLEWARE

Welcome

| Auto Updates # Skip Auto Updates

Installation Location Select patches from directory

Prerequisite Checks
Installation Summa Search My Oracle Support for Updates

Installation Progress

—€—€—€— @€

Installation Complete

Help < Back Next > Cancel

5. Select the option Skip Software Updates.
6. Click Next.

The following window is displayed.
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Figure 1-3 Installation Location

E Oracle Analytics - Step 3 of 7

Installation Location

ORACLE
FUSION MIDDLEWARE

e Welcome * QOracle Home:
|
w Auto Updates = =
T Ju01/Middleware/Weblogicl2cHome - Browse
w Installation Location
| Feature Sets Installed At Selected Oracle Home: @ View
¥ Prerequisite Checks
|
¥ Installation Summary
|
r Installation Progress
I
- Installation Complete
A T T T G T O Y 1 W 0 R g T O T 1Y O T i 0 1 G Y1 1 1 O 0 1wy =
this installation.
N\
This page only shows Feature Sets installed at the selected Oracle Home. AN
It does not show Feature Sets installed anywhere else v
Help < Back Next > | Cancel

7. Browse Oracle Middleware Home path

(for example / u01/ M ddl ewar e/ Wbl ogi c12cHone) and click Next.

The following window is displayed.
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Figure 1-4 Prerequisite Check

E Oracle Analytics - Step 4 of 7

Prerequisite Checks _ORACLE @‘
FUSION MIDDLEWARE

T Welcome 1
¢ Auto Updates 100%
|
¥ Installation Location
1 o  Checking operating system certification
w Prerequisite Checks
ecking recommended operating system packages
| o  Checki ded ti t ka
¥ Installation Summary
i o Checking kernel parameters
Installation Progress
‘T & Checking Recommended glibc version
- Installation Complete
&  Checking physical memory
o  Checking Java version used to launch the installer
v| View Successful Tasks View Log
I OChe_ckJrEkernel parameters -

#-- & Checking Recommended glibc version
(- o« Checking physical memory
2 Checking Java version used to launch the installer

Help | < Back Next > Cancel

8. Click Next.

The following window is displayed.
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Figure 1-5 Installation Summary

E Oracle Analytics - Step 5 of 7

Installation Summary miﬁﬁf:ﬁ“ @‘

Welcome » = Install oa_platform
Auto Updates = Installation Location

Oracle Home Location: /u01l/Middleware/Weblogic12cHome
Log File Location: fAmp/Orainstall2020-05-03_11-19-48PM/install2020-05-03_11-19-48PM

Prerequisite Checks -log
= Disk Space

Required: 7385 MB
Installation Progress Available: 15323 MB

Installation Location

' Installation Summary

C——C € —— € ——€—€

Installation Complete

Save Response File

~ select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.

Help < Back Install Cancel

9. Click Install.

The following window is displayed.
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Figure 1-6 Installation Progress

E Oracle Analytics - Step 6 of 7

Installation Progress _ORACLE @‘
FUSION MIDDLEWARE

r Welcome il
1
T Auto Updates 100%
1
T Installation Location
| « Prepare
T Prerequisite Checks
| v Copy
I Installation Summary
I «” |Generating Libraries
v Installation Progress
| o |Performing String Substitutions
w Installation Complete
LY 4 Linking
V Setup
o |Saving the inventory
« |Post install scripts
View Messages v| View Successful Tasks View Log

Applications
Driving Profitable Growth

Help Finish

10. Click Next. Once the installation is complete click Finish to close.
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Figure 1-7 Installation Complete

E Oracle Analytics - Step 7 of 7

Installation Complete _ORACLE @‘
FUSION MIDDLEWARE

y Welcome » = Install oa_platform

‘T Auto Updates = Installation Location

| : Oracle Home Location: fu01/Middleware/Weblogic12cHome
Installation Locati

1‘ ol L Log File Location: /tmp/Oralnstall2020-05-03_11-19-48PM/install2020-05-03_11-19-48PM

r Prerequisite Checks log

I

r Installation Summary

I

T Installation Progress

1

iw Installation Complete

oa_platform installation completed successfully

Help

Einish
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Configure OA Publisher

The following sections details the steps to configure OA Publisher.

e Configuring OA Publisher

»  Verifying Successful OA Publisher Deployment

2.1 Configuring OA Publisher

After installing OA Publisher, the next step is to configure OA Publisher.

To configure OA Publisher
1. Launch configuration window and browse to $Bl _HOVE/ bi n

(for example, Bl HOME is / u01/ M ddl ewar e/ Wbl ogi c12cHon®/ bi ).
2. Run./config.sh.

The following window is displayed.

Figure 2-1 Oracle Analytics Configuration Assistant window

E Oracle Analytics - Step 1 of 10

|
Welcome _ORACLE m
| FUSION MIDDLEWARE

Welcome
Welcome to Oracle Analytics (2025) Configuration Assistant.
Components

Prerequisite Checks
Define Domain

Database Schema

PortiMenboensitt Copyright (c) 1999, 2025, Oracle and/or its affiliates. All rights reserved.

Initial Content

Summary

€—C——E—C——E—X—C—{ 0

Help Next > Cancel
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3.

4,

Select the option Oracle Analytics Publisher and Click Next.

Figure 2-2 Configuration

E Oracle Analytics - Step 2 of 10

Components _ORACLE
I FUSION MIDDLEWARE

“

¥ Wel come Il
! 1 You're about to configure Oracle Analytics (2025). For more information, see

w Components Installing and Configuring Oracle Analytics Server. Context-sensitive help is
)lk T available by clicking Help.

Yrereguisite Checks

I ; ) 5

¢ Define Domain Conmponents to include

I

¢ Database Schema []oracle Analytics Server

+ Port Management Includes components such as data visualization, analyses, dashboards, and agent

| e r -

nitial Conten [v]loracle Analytics isher

*Itlct‘t [v|/Oracle Analyt Publish

+ Summary Includes Publisher for pixel-perfect reports.

|

T Configuration Progress

1

Configuration Complete

4 N | T»

aw

Select the components to configure as part of the installation process.

Help < Back Next = Cancel

Click Next.

The following window is displayed.
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Figure 2-3 Prerequisite Checks

E Oracle Analytics - Step 3 of 10 = O X

Prerequisite Checks ORACLE @‘
FUSION MIDDLEWARE

Welcome I

Configuration 100% |

Prerequisite Checks

Checking operating system certification
Define Domain
Checking recommended operating system packages
Database Details
Checking kernel parameters
Port Management
Checking Recommended glibc version

Initial Application
Summary

Checking physical memory

L4844

Checking Java version used to launch the installer
Configuration Progress

(il €~ ——€——€——€ —E ~—€——

Configuration Complete

v | View Successful Tasks View Log

- ¢ Checking operating system certification

@#-- o Checking recommended operating system packages
- o Checking kernel parameters

- o Checking Recommended glibc version

7|

K

Help < Back || Next> Cancel

5. Enter the User Name, Password and Domain Name for OA Publisher domain. Click Next.

The following window is displayed.
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Figure 2-4 Define Domain

E Oracle Analytics - Step 4 of 10

Define Domain

¥ Welcome

+ Configuration

/.,;,\ Prerequisite Checks

~L Define Domain

¥ Database Details

+ Port Management

+ Initial Application

+ Summary

; Configuration Progress

| -
Configuration Complete

Help

_ORACLE
FUSION MIDDLEWARE

The domain is the basic unit of WebLogic administration. All Oracle Analytics components
reside in one domain. The domain needs a place to store files, and initial administrator
credentials.

The domain files include configuration files, log files, and data files.

The credentials define the initial administrator account. For security reasons no other

default accounts are created. Use this initial account to create inidvidual accounts for your
users.

Location of new domain

Domains Directory |fu01/Middleware/Weblogicl2cHome/user_projects/domain:  Browse
Domain Name |bi

Domain Home /u01/Middleware/Weblogicl2cHome/user_projects/domains/bi
Credentials for new domain

Username weblogic

Password [sesssess| \

Confirm Password

sesssnne J

Enter a password for the System Administrator.

The password must be a minimum of 8 and not exceed 30 alphanumeric characters. It must begin
with an alphabetic character, use only alphanumeric, underscore (_). dollar ($) or pound (#)
characters and include at least 1 digit.

< Back || Next> Cancel

6. Select the option Create New Schema and specify the Schema prefix, Schema password,
database type, user name, password, simple connect string.

7. Click Next.

The following window is displayed.
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Figure 2-5 Database details

E Oracle Analytics - Step 5 of 10

Database Schema _ORACLE @‘
FUSION MIDDLEWARE

¥ Welcome I
i Database schemas are required for storage of internal housekeeping information. These
¥ Configuration schemas are distinct from any data sources which you plan to analyse in Oracle Analytics.
)T\ Prerequisite Checks The simplest option is to create new database schemas here. Alternatively you can use
Defina Dumaia existing schemas you created earlier using the Repository Creation utility (RCU). Using RCU in
e advance gives you aditional options, such as choosing tablespaces. RCU is available in
| Database Details directory /u01/Middleware/Weblogicl2cHome/oracle_commeon/bin.

@) Create new schemas
Initial Application

e Schema prefix [OFSLL |

Configuration Progress

Schema password [++=++ |

\T
1
e
\L Port Management
|
T
i
T
I

Confirm schema password

Configuration Complete

Database type Oracle Database b

Username ‘sys

Password

Simple connect string ‘ofsll.ora:le.com:lSZl:OLLMDR

1 Use existing schemas

| Help < Back Next > Cancel

8. Click Next.

The following window is displayed.

Oracle Analytics Server

G42165-01 September 11, 2025
Copyright © 2022, 2025, Oracle and/or its affiliates. Page 5 of 9



ORACLE Chapter 2
Configuring OA Publisher

Figure 2-6 Port Management

E Oracle Analytics - Step 6 of 10

Port Management _ORACLE @‘
FUSIDN MIDDLEWARE

T Welcome

Choose the ports for Oracle Analytics and WLS processes to use.
Configuration

Prerequisite Checks Port Range

Define Domain Port Range Starting Port 7500 ]

Database Details Port Range End Port (9999 \

Povt Management
Inltlal Application

Summary

Configuration Progress

e —'( He—e—F—e

Configuration Complete

Help | < Back Next > l Cancel
9. Click Next.

The following window is displayed.
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Figure 2-7 Initial Application

E Orade Analytics - Step 7 of 10

Initial Application _ORACLE @‘
FUSION MIDDLEWARE

T Welcome i

Choose the application that will be installed into your inital service instance. This can be
Configuration the default sample application, an application archive exported from another Oracle
Brereatisiie Checks Analytics installation or you can choose to start with a clean slate.

Dafine Domain Your own existing Oracle Analytics Application from export bundle (.jar file)

Database Details ¢ Clean Slate (no predefined application)

Port Management
| Initial Application

Summary

Configuration Progress

T
T
Y

I
7

|
Y

1

|
T

T

I

Configuration Complete

Help < Back || Next> Cancel

10. Click Configure.

The following window is displayed.
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Figure 2-8 Summary

E Orade Analytics - Step 8 of 10

—— _ORACLE @‘
FUSlON MIDDLEWARE

¥ Welcome » = Configure A
+ Configuration = Configuration
| - = Components
J‘T\ Prerequisite Checks Oracle Analytics Publisher
¥ Define Domain = New domain
+ Database Details Damain Narne: bi . . . .
i Domains Directory: /u0l/Middleware/Weblogicl2cHome/user_projects/domains
g A Admin server (HTTP port 7500, HTTPS 7501, internal 7504)
+ Initial Application Managed server (HTTP port 7502, HTTPS 7503, internal 7505) |§
»L‘ p—— = Database B
1 =} New schemas
T Configuration Progress Database type: ORACLE
! Configuration Complete Connect string: ofsll.oracle.com:1521: OLLMDR
New RCU prefix: OFSLL
=l Port Management
= Port range
Port range start: 7500 | 4

Port range end: 9999
= Application
Archive: fu01/Middleware/Weblogicl2cHome/oui/mw/common/framework/bin
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points |

Save Response File: Save

i

Click Save to generate a response file used for silent installation.

Help | < Back | | | Configure Cancel

11. Click Next.

The following window is displayed .
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Figure 2-9 Configuration Progress

E Oracle Analytics - Step 9 of 10

Configuration Progress

Welcome
Configuration

Prerequisite Checks

Define Domain
Database Details

Port Management

Initial Application
Summary

Configuration Progress

@ c—

Configuration Complete

Help

&

Configuration Tools

Name

« Oracle_Analytics_Configuration

Il Create default domains dir

[ Create expanded domain

[ Create schemas using RCU
- [d Oracle Analytics Publisher
& Complete domain
- Store port range

[ Sync mid tier database
- Add default service instance
-l Store JMS credential

i Cleaning up issues

" Oracle_Analytics_Startup

« Oracle_Analytics_Epilogue

_ORACLE
FUSION MIDDLEWARE

Progress
100%

¥ Success
« Success
« Success
« Success
/ Success
/ Success
o Success
«/ Success
o Success
«/ Success
100%

100%

Configuration Log Location: /u01/Middleware/Weblogicl2cHome/install2020-05-04_07-44-49AM.log

HEB®

+ Oracle_Analytics_Configuration
« Oracle_Analytics_Startup
+ Oracle_snalytics_Epilogue

12. Click Save and save the Response File.

Next > |

Cancel

13. Click Finish. The application will create a new domain for OA Publisher with the details as
highlighted in the above screen.

2.2 Verifying Successful OA Publisher Deployment

Successful OA Publisher deployment can be verified by launching the OA Publisher URL
htt p: // host nane: <port >/ xm pserver .
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Create OA Publisher Datasource

The following sections details the steps to be followed to create OA Publisher Datasource.
*  Creating OA Publisher Datasource

e Creating Roles

3.1 Creating OA Publisher Datasource

To create OA Publisher Datasource, do the following:

1. Access the console URL using htt p: //host name: <port >/ xn pserver.

Figure 3-1 Sign in page

ORACLE' Anatics

Sign In

Pleae enler usermame and password
Username

Password

hexessilslity Made

sign In

English (United States) -

Capyright © 2003, 2025, Oracle andjar s affiliates. All rights resesved.

2. The following window is displayed. Click Administration option on the header.
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Figure 3-2 Home page

# ORACLE Analytics  Search il - \ Home Catslogy New w Open v 7
My Account
Create". Recent
Sign Cut
Report Reports
Others
Regort Job Favorites Manage
Diata Model
More »
Browse/Manage...

B Catalog Fokders
Report Jobs
© Report Job History

3. Click on JDBC Connection.
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Figure 3-3 Administration page

w, Administration Search 1

Data Sources

JraL tion
File

LOAP Connection
OLAP
Web on
HTTPF Connection
Content Server

Security Center

Security Configuration
Roles and Permissions:
Digital Signature

Delivery

Delivery Configuration
Printer

Contant Senver
Content and Experience Cloud

Click Add Data Source.

Copyright © 2022, 2025, Oracle and/or its affiliates.

Report Viewer C-:-'ﬁgarat-:-'
Manage Cache
Manage Job Diagnostics Log

Runtime Configuration
Properties

Font Mappings
Currency Formats

Integration
Oracle Bl Presentation Services
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Figure 3-4 JDBC page

), Administration Search [l -

Administration = JDBC

¥ Home Cahg New v Opn v 2 O

(7]
Data Sources

JOBC | JNDI  File LDAF OLAP

Data Source Name

Web Services HTTP  Content Server

Connection String Delete
Oracle BI EE jdbciorackebi:/ @HOST_NAME: PORT/

5. Add the following details:

Specify Data Source Name as FLLReportsPool.
e Click on Test Connection.

Under Security section, select Bl Author Role and Bl Consumer Role from Available
Roles and assign them as Allowed Roles.

@® Note

If “BI Author” and “Bl Consumer” roles are not displayed in the ‘Available Roles’

section, you need to create the roles as explained in following ‘Creating Roles’
section
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Figure 3-5 Details page

Chapter 3
Creating Roles

w Administration Search [

Home (Catzhg MNew v Open v ‘?9

Adrministration = JDBC > Add Data Source

G Confirmation
= z =

i 5 y.

Add Data Source

General

o A

Apply  Cancel

TIP With Oracle Fusion Middleware Security Model, select the Use System User checkbox to use the Bl System User for your Bl Server Database Gonnection.

TIP Please make sure to install the required JDBC driver classes.
TIP Not all JDBC data scurces support Remote Diata Gateway Connection

* Data Source Name
* Driver Type
Use Remote Gateway Connectivity

* Database Driver Class

FLLRepartsPoal
Oracle 12¢ v

O

orade. jdbe. Orad

* 3 §
Connection String jdbcoraclesthin:@ofsll.orecle.com: 1521/0LLDE

Use System User
®Usemame | OFSLLREL
Fassword  sessssmssses
Pre Process Function
Post Process Function

Client Certificate

Use Proxy Authentication

Backup Data Source

MPTID T bl cnmne e b o bl Aok

rramenn nlames shonl fhe s Dol Dde Cnsmnn ahnbbhos and cnine She nannerans anannebins ofnrmainn

6. Click Apply.

3.2 Creating Roles

The following sections details the steps to be followed to create “Bl Author” and “Bl Consumer”
roles which are used to define security roles while creating Data Source on OA Publisher.

e Creating WebLogic Application Role

e Creating WeblLogic Application Policies

3.2.1 Creating WebLogic Application Role

To create WebLogic Application Role
1. Login to Enterprise Manager using the URL - htt p: // host nane: port/em

2. Select Weblogic Domain > Security > Application Roles as indicated in the following
screen.

Oracle Analytics Server
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Figure 3-6 WebLogic Application Role 1

‘ Webl ogic Domain v Sep 29, 2017 5:33:38 AMEDT )
@ Infc Home 3]
Col  yonitoring , |¥you own the edit session lock. To obtain the lock, click “Lock and Eit” in the Change Center menu.
Serye  Diagnostics »
n Server
Control »
AdminS
‘ o i Name AdminServer
Environment » Host ofsll.in.oracle.com
——  Deployments Listen Port 9600
Clust  JDBC Data Sources
Wessagin » =
o e | Contol v EF
Gross Component Wiring »
i Hee
Web Senvices » Status  Cluster Mach State Health pg  CPUUsage (%) Usac
™
Other Semvices »
r(admin) +* Running oK 960 0.00
Deplc n
AdkTitis o L 4 oicluster m... Running oK 96t 0.00 336
Refresh WebLogic Domain
‘ Security »
INDI Browser
System MBean Browser
Domz
@ WebLogic Sever Administration Console
Target Sitemap.
Columns Hidden 34 servers 20f2

3. Inthe Application Stripe field, select obi from the drop-down list. The option
OAServiceAdministrator is added by default. Click Create.

Figure 3-7 WebLogic Application Role 2

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles thatare created in the context of end users
application
© To manage users and groups in the WebLogic Domain, use the Qracle WebLogic Server Security Provider

b Policy Store Provider
A search

Selectan application and enter a search keyword for the role name to search for roles defined by this application. Use the application stripe to search if the application uses a stripe that s difierent from the application name.

Application Stripe | obi I
Role Name  Starts With B »

View ¥ cmagm [E Create Like.. ¢ Edit..  ( Delete...
<

Role Name Display Name Description

BISeniceAdministrator 81 Senice Administrator “This role confers privileges required to administer a senice instance
4 ip for BIServi
Principal Display Name Type Description
weblogic weblogic User This useris the default adminisrator.

4. Specify the following details:
* Role Name
e Display Name

e Description

Figure 3-8 WebLogic Application Role 3

Create Application Role OK  Cancel
Role (or Enterprise Role) s the group of users designed atthe enterprise level and typicallysed o assign a privlege or permission. A role can also contain ofher rles as members
General
Application Stripe  obi
* Role Name  BiConsumer
Display Name  BiConsumer
Description  The base-level fole that grants the user access
o existing analyses, dashboards and agents
allows themto fun o schedule existing BI
Publisher reports, but ot create any new ones
Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mappedto ather application roles.

view | + g9 |

Name Display Name Type

No groups or application roles added

Oracle Analytics Server
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5. Click Add to add the application role to the members family. The same can later be

mapped to required Users or Groups defined in Enterprise LDAP server, or the role can be
mapped to other application roles.

Figure 3-9 WebLogic Application Role 4

Add Principal

Specify criteria o search and select the application roles that you want to grant permissions to.
4 search

Type User v

Principal Name  Starts With v

Display Name  Starts With v »
Searched Principals
View v Detach
ncipal Display Name Description
LemMuser This s the default service account for WebLogic Server Lifecycle Manager configuration updates.
OracleSystemUser Oracle application software system user.
weblogic This user is he default administrator.

4 Advanced Option

(] Checkto enter principal name here instead g from above. advanced

lated to custom

&K Cancel

6. Add the Weblogic User by selecting weblogic in the Searched Principals section and
click OK. The Weblogic User is added to the application role.

Figure 3-10 WebLogic Application Role 5

Create Application Role o& Cancel
Role (or Enterprise Role) s the group of users designed at the enterprise level and typically used to assign a privilege or permission. A fole can also contain other roles as members.
General
Application Stripe ~ abi
* Role Name _ BIConsumer
Display Name _ BIConsumer

Description The base-level role that grants the user access to
existing analyses, cashboards and agent, alows
em 1o run o schedle existing BI Fublisher P
Members
An appicaton role may need o be mapped to users o groups defined n enterprise LDAP server, ot the role can be mapped {0 ot applicaton roles.
Viewv o Add 3 Delete

Name Display Name Type
weblogic User

7. Click OK. The new role is added to the list of application roles.

Figure 3-11 WebLogic Application Role 6

Application Roles

Application roles are the roles used by security aware applications that are specificto the application. These roles are
application

ol in single global p the applications are registersd. These are also application roles that are created n the context of end users accessing the
To manage users and groups in the WebLogic Domain, use the Oracle Webl ogic Server Security Provider.
P Policy Store Provider

A search

Select an application and eter @ search keyword for the role name to search for roles defined by thilspplication. Use the application stipe to search ifthe application uses a stripe that s diferent from the application name.

svtcatonsrpe o B
Role Name  staris witn [ »
Viewv il Create. [ Createlike.. / Edit. 3 Delete..
”
Role Name Display Name Description
BiSenviceAdministrator Bl Senvice Administrator ‘This role confers privileges required to administer a service instance.
BiConsumer BiConsumer The base-leve ole that rants the user access to existing analyses, dashboards and agents, allows them fo un or schedue exising Bl Publisher reparis, but ot create any new ones:
4 ip for
Principal Display Name Type Description
weblogic weblogic User This user i the defautt administator.
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3.2.2 Creating WebLogic Application Policies

To Create WebLogic Application Policies

1.

2.

3.

4,

Oracle Analytics Server
G42165-01

Login to Enterprise Manager using the URL - htt p: // host nane: port/em

Chapter 3
Creating Roles

Select Weblogic Domain > Security > Application Policies as indicated in the following

screen:

Figure 3-12 WebLogic Application Policies 1

L - ViebLogic Domain v

o2, 2015 c1zas st )

5]

@infi  Home
AN onitoring »
/Domain,  Diagnostics »
Applic  Control »
Aopleatl Logs  fons that are specific to the application. These roles are seeded by applcations in single global policy store when the applications are registered. These are also application foles that re created i the context o end users accessing the
applicati

@Toma  Environment » & the Oracle Webl ogic Server Security Provider

P POl pepigyments

4 Seal  JDBC Data Sources

Seledtar  yecoaiing , 1ame to search for roles defined by this application. Use the application stripe to search ifthe application uses a strpe thatis different fom the application name.
Gress Gomponentvning , =
Web Senvices o] »
View «  OtherSenices L. % pekte
Administration »
£
Refresh WebLogic Domain
Rol - rintinn
Securt »
Bis| i Secriy Reaims fers privileges required to administer a senvice instance.
i SystemMBean Browser Users and Groups el role that grants the user access to existing analyses, dashboards and agerts, allows them to run or schedule existing BI Pulisher reports, but not create any new ones,
@ WebLogic Server Administration Console P
Target Sitemap Securty Provider Configuration
4 Mel
Target Informati
e SsFamEio Application Policis [\
Principar uispiay name '
weblogic weblogic il ghonicaion Roles fault administrator

Keystore
System Policies

Audit Policy

In the Application Stripe field, select obi from the drop-down list. Click Create.

Figure 3-13 WebLogic Application Policies 2

Application Policies

Application policies are the authorization policies that an application relies upon for controlling access to s resources.
& To manage users and groups in the WebLogic Domain, use the Oracle Webl oqic Server Security Provider.

P Policy Store Provider

4 searcn
Select an application and enter the search keyword for principals or permissions to query application security grants. Use the application stripe to search ifthe application uses a stripe thats difierent from the application name.

opteaton e o B

pracparte sepcasnoe [1]

Principal Name ~ Starts With B »
View v Create.. [ Createlike.. ¢ Edit. € Delete..
.
Principal Display Name Description

BiSenviceAdministrator BI Senvice Administrator

4 Policies for BlServiceAdministrator
Permissions

Resource Name Resource Type Permission Actions Permission Class

oracle bi publisher administerServer oracle bi publisherpermi.. _all_

In Create Application Grant screen, under the Grantee section, click Add.

Permission Set

bip administrator

September 11, 2025
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Figure 3-14 WebLogic Application Policies 3

Create Application Grant OK  Cancel
For managing an application policy, selecta partcular grantee and attach a permission to .
Application Stripe bl
Grantee
Selecthe grantees (user group or application role) you wantto add to the policy.
Viewv | 4 AxII}d Delete.

Name Display Name. Type Description
No users or groups added.

Permissions

Selectfom permissions and resources usedn his applicaion. Ener search crera o search foright permissions
Vewv 4Add S Edt Delete

Permission Class

Resource Name Re Permission  permission Set
Ty Actions
No permissions added.

5. Select the newly created application role from the list and click OK. The new role is added
to the list.

Figure 3-15 WebLogic Application Policies 4

Add Principal

Speciy criteria to search and selectthe application roles that you wantto grant permissions to.
4 search

e | stcaton s 3]
Princoatiame Sars s [£]

Display Name _ Starts it [~

Searched Principals
View v

Principal Display Name.

anonymous-role Anonymous Role

authenticatec-role Authenticated Role

— i ‘The base-level role that grants the user access to existing analyses, dashboards and agents, allows them
forun or schedule existing Bl Publisher reporis, but no create any new ones. [y,
BiSeniceAdministrator Bl Sevice Administrator  This role confers privileges required to administer a senvice instance.

6. Inthe Permissions section, click Add.

Figure 3-16 WebLogic Application Policies 5

Create Application Grant

For managing an application policy, select a particular grantee and aftach a permission to .

0K Cancel
Appiication Stripe  obi

Grantee

Selectthe grantees (user, group or application role) you want to add to the policy.

View v | 4 Add Delete.

Name Display Name Type Description

BIConsumer BIConsumer Application Role The base-level role that grants the user access to existing analyses, dashboards and agents, allows them to run or schedule existing Bl Publisher reports, but not create any new ones.
Permissions.

Selectfrom permissions and resources used in this application. Enter search crteria to search for ight permissions
View v | == Add Edit. Delete.

Permission Class

Re Permission -
Resource Name i s Permission Set
No permissions added.

7. Inthe search criteria, select Resource Type and select the resource type from the drop-

down list. Select the required resource from the search results and click Continue.

Oracle Analytics Server
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Figure 3-17 WebLogic Application Policies 6

Add Permission x

Selectirom permissions and resources usedin this application. Enter search criteria to search for right permissions.
4 search

© Permissions © Resource Types

Resourca e ot puntenspamicsn ]

Resauc ame st i 5]

search Results
Resource Name Display Name.
oracle bi publisheraccessExcelRepo. . BIP Access Excel Report Analyzer
oracle.bipublisher accessOnlineRep... BIP Access Online Report Analyzer
oracle bi publisher accessReportOut . BIP Access Report Output
radle i,

oracle bi publisher developDatalodel  BIP Develop Data Model
racle.bi BIP

oracle bi publisherrunReportOnline  BIP Run Report Online
racle.bi BIP

@ TIP Continue to go to next step if you want to enter policy details.

8. Define the required permission(s) for the application role by selecting the appropriate
Permission Class and Permissions Actions check box. Click Select.

Figure 3-18 WebLogic Application Policies 7

Add Permission

4 customize

Permission
oracle.securityjps ResourcePermission
Class. I
Resource  gracie bi publisher permission
Type
Resource
Name.

Permission
Actions .

9. The selected permissions are defined to the application role. Similarly you can define the
required permissions for other application roles.

Figure 3-19 WebLogic Application Policies 8

Create Application Grant OK  Cancel
For managing an application policy, select a particular grantee and attach a permission o it

Application Stripe obi

Grantee

Selectthe grantees (user, group or application role) you wantto add to the policy.

View v 4 Add Delete.. & Detach

Name Display Name Type Description

BIConsumer BIConsumer Application Role ‘The base-level role that grants the user access to existing analyses, dashboards and agents, allows themto fun or schedule existing Bl Publisher reports, but not create any new ones.
Permissions.

‘Selectfrom permissions and resources used inthis application. Enter search crieria to search for right permissions.

Vieww | dradd| o Ed Delete.. (] Detach

Permission Class

Resource Name Re Permission  pormission Set
Ty| Actions
oradle securi s ResourcePermission oracte.i pudlisher accessOniineReportAnalyzer ora_all_
oradle securi s ResourcePermission orac. i publisherrunReporOriing ora_all_
oradle securi s ResourcePermission oracte.bi publisheraccessExce ReporAnaiyzer ora_all_

10. Once done, click OK.
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Figure 3-20 WebLogic Application Policies 9

Application Policies

Application policies are the authorization policies that an application relies upon for controling access {o s resources
@ To manage users and groups In the WebLogic Domain, use the Oracle WebLodic Senver Security Provider,

P Policy Store Provider

4 searcn

Sl 29S80 51 S5 K Yl AT S5 sy, U s S50 s 6 i It S sl it o s splcatinrans
hptatn st o Bl

praciatve sspcaion ot [

Principal Name ~ Starts With B »
View v Create.. [ CreateLike.. /' Edit. ¢ Delete.. ]
P
Principal Display Name Description
BiConsumer BiConsumer
BiSeniceAdmiristrator BI Senice Administator
4 Policies for BIConsumer
Permissions
Resource Name Resource Type Permission Actions Permission Class Permission Set
oracle bi publisher runReportOnline

oracle bipublisherpermi . _all_ oracle security jps ResourcePermission
oracle.bi publisher accessOnlineReportAnalyzer oracle bi publisherpermi_. _all_ oracle security jps ResourcePermission
oracle.bi publisher accessExcelReportAnalyzer oracle bi publisherpermi . _all_ oracle security jps ResourcePermission
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Import Reports to OA Publisher Server

The following section details how to import ofsll application reports to OA Publisher Server.

* |mporting Reports to OA Publisher Server

4.1 Importing Reports to OA Publisher Server

To import ofsll application reports to OA Publisher Server, do the following:

1. Copy and extract the OFSLLReports.zip file to staging area.

2. Launch the Oracle Analytics Intelligence Publisher Application using htt p: //
host name: port/ xnm pserver.

3. Login with valid credentials.

Figure 4-1 OA Publisher Server 1

ORACLE' Anatis

Sign In

Please enter usermname and password
Usermame

Passaord

Aexessibility Mode

Sign In

English {United States) v

Copyright © 2003, 2025, Oracke andfar s aMiliates. All rights reserved.

4. Following window is displayed. Click on Catalog Folders on the left pane.
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Figure 4-2 OA Publisher Server 2

# ORACLE Analytics  Search [ - \ Home New w Open v 2 (O
Create... Recent
Report Reports
Others
Regort Job Favorites Manage
Diata Model
More »
Browse/Manage...

i Catslog Folders
Report Jobs
© Report Job History

5. Click on Shared Folders option and then click Upload.
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Figure 4-3 OA Publisher Server 3

il Catalog Search L1 -

+ - .t 3 2 Loeation  Shared Folders

Folders

3 My Folders

rl hared Folders

Tasks

Fm Shared Folders

& Expand .t Upload

¥ Permissions

[ Export XLIFF

Chapter 4
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6. The following window is displayed. Browse to the location where the or acl e. xdr z file is
saved. Click the Overwrite Existing File check box if you are overwriting an existing

directory.
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Figure 4-4 OA Publisher Server 4

Upload

Upload [ Choose File | Mo file chosan

Overwrite existing file [

7. Click on Upload.
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Figure 4-5 OA Publisher Server 5

Upload

Upload ——

Overwrite existing file [

8. The following window is displayed.
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Figure 4-6 OA Publisher Server 6

Upload status

B Uploading . please wait

9. Once the upload is completed, click any folder to see the list of reports under the directory.

The following window is displayed.
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Figure 4-7 OA Publisher Server 7

i Catalog Search Al

v 4L b6 4 B X 2~

Folders
corgen_sm_100_0
Open  Sche

3 My Folders

objrpt_em_100_04
—| Batch Jobs Report
] oracle Open

4 Shared Folders

] il

b g acobnk_em_100_0v

b comespondence

ococel_em_100_01

b letters

i

3 templates.

ocoecol_em_100

ococal_em_100_02

Open  Sched ule  Jobs

ococol_em_100_03

ocoeol_em_ 100

Open  Schedule  Jobs

occocel_em_100_04

ococol_em_100,

| Open Schedule  Jobs

ococol_em_100_035

ocoeol_em_100

Open  Schedule  Jobs

Tasks

ccocol_em_100_06

- ococol_em_100,
reports Open

i Expand .1, Upload

o Delzte

ocoeol_em_100

¥, Download

e
y Cut

[

ococal_em_100_08

<[] Rename

riies

¥ Permissions

2]
[#* Export XLIFF Deficiency Log
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Configure MDB Mail Server

The following section details the steps to configure the MDB (Message Driven Bean) email

server.

e Configuring MDB Mail Server

5.1 Configuring MDB Mail Server

Refer to the following instructions to configure the MDB email server. This is required for

outbound email communications.

1. Launch the Oracle Analytics Publisher application (htt p:// host name: port/ xm pserver).

The following window is displayed.

Figure 5-1 MDB Mail Server 1

ORACLE Analytics

Sign In

Please enber username and password

Usermame

Password

Acceesibility Mode

Sign In

English (United States)

Copyright © 2003, 2017, Orade andfor its affiliates. All rights resarved.

2. Login using the valid credentials.

The following window is displayed.
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Figure 5-2 MDB Mail Server 2

DRACI—E‘ Analytics Search Al v Q,  Administration Help + Sign Out
Home Home Catalog New w Open v Signed InAs  weblogic
Create... Recent
Report Reports
Others
Report Job Favorites wanzge
Datz Modsl
More

Browse/Manage...

B Cais og Folders
Report Jobs

@ Report Job History

3. Click Administration.

The following window is displayed.
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Figure 5-3 MDB Mail Server 3

DRACI_E‘ Analytics

Administration

Search Al

Data Sources

JDBC Connection
File

LOAP Connection
ol onnection

HTTP Connection
Content Server

Security Center
Security Configuration
Ral 'ermissions
ignature

Delivary

Delivery Configuration
Printer

FTP
Content Sarver
CUP:

Content and Experience

4, Click Email.

The following window is displayed.

Figure 5-4 MDB Mail Server 4

DRACI_E‘ Analytics

Administration

Szarch Al

Administration = Email

Delivery

Defivery Configuration  Printer  Fax | Email | WebDaY HTTP

Server Name Host

Add Server

5. Click Add Server.

The following window is displayed.
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2, Administration
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Figure 5-5 MDB Mail Server 5

ORACLE Aanalytics Search Al -

Administration Hame Catalog Mew ¥

. Administration Help = Sign Out

Open Signed In Az weblogic ~
Administration = Email > Add Server

4]

@ Confirmation
Connection estabishad successfully.

Add Server
Test Connection . Apply  Cancel
General
* Server Name  ofcll.oracle.com *Host  ofdl.oracle.com

Port 35 Securs Connection  fone -

Security
Username Password

Access Control

Public &

Available Roles Allowed Roles

=
n» =
Bl Dataload Author St

Bl Data Model Author » -
B ice Administrator Maove All -

SUMmes {

Content Author Remaove
#®
_ Remove All

6. Specify the Server details (server name, host, and port number) and click Test
Connection. On completion, a confirmation message is displayed as indicated.

7. Click Apply.

The following window is displayed.
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Figure 5-6 MDB Mail Server 6

Saarch Al

DRACI_E' Analytics
Administration

Administration = Email > Add Server

Q Confirmation
Connection estabishad successfully.

Add Server

General

* Server Name  ofdll.oracle.com

Port 25
Security
Username
Access Control
Public &

Ayzilable Roles
Bl ar
Bl Content Author
Bl Dataload Ay
Bl Data Model Author
ice Administrator
onsumer
DV Content Author

Home Catalog New
*Host  ofdl.oracle.com
Secure Connection  None
Password
Allowed Roles
a =E
? a
Hove
% -
Mave All -
€
Remowve
#®

. Remove All

8. The MDB email server is successfully added as indicated.

Figure 5-7 MDB Mail Server 7

ORACLE

Administration

Analytics

Administration = Email

Delivery

Defivery Configuration  Printer  Fax | Email | WebDAY

Server Name Host

ofsll.orade.com aofsll.oracle.com

Add Server
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