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Introduction

e Background

e Purpose
*  Abbreviations

1.1 Background

Oracle Financial Services Lending and Leasing (OFSLL) suite is a comprehensive, end-to-end
solution that supports full lifecycle of direct and indirect consumer lending business with
Origination, Servicing and Collections modules. This enables financial institutions to make
faster lending decisions, provide better customer service and minimize delinquency rates
through a single integrated platform. It addresses each of the lending processes from design
through execution. Its robust architecture and use of leading-edge industry standard products

ensure almost limitless scalability.

To extend OFSLL SaaS, OAuth2 can be used for securing OFSLL web services user access
Authentication. This document details the process of web services authentication using OAuth
services and enabling OAuth setup configurations.

1.2 Purpose

The purpose of this document is to provide detailed information for consulting and partner
teams to implement an OAuth2 based REST API access authentication mechanism for OFSLL

customers.

1.3 Abbreviations

Table 1-1 Abbreviations

Abbreviation

Detailed Description

OFSLL Oracle Financial Services Lending and Leasing
IDM Identity Management

OAuth Open Authorization

SaaS Software as a service

PaaS Product as a service

OAM Oracle Access Management
API Application Program Interface
URL Uniform Resource Locator
XML Extensible Markup Language
JWT JSON Web Token

CSF Critical success factor
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Web services authentication using OAuth2

Web services authentication using OAuth2 is one of the best approach for securing user
authentication to extend OFSLL SaaS. This uses Oracle / Non-Oracle PaasS to authenticate
service access request from an external partner application without sharing OFSLL
environment access credentials (UID / Password) and leverages the built-in support for OAuth
2.0.

OAuth 2.0 is an open standard token-exchange technology for verifying a user’s identity across
multiple systems and domains without risking the exposure of a password.

Third-party applications (those not hosted on Oracle Cloud PaaS) can use OAuth for making
calls into OFSLL Cloud REST APIs. PaaS / On-Premise application can pass a user’'s
authentication information and request an OAuth token from OFSLL Cloud, and then use the
token to interact with an OFSLL Cloud API. PaaS or On-Premise and SaaS components can
be with different ID Domains and security is managed with Shared IDM.

» Understanding OAuth Services

2.1 Understanding OAuth Services

Oracle Access Management (OAM) implemented the OAuth core 2.0 specifications to offer
OAuth services. OAuth is an open standard authorization protocol that provides authentication
and access control between a Client (such as Web services) and a Resource Owner (Service
Provider) on the web.

Figure 2-1 OAuth Services
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ORACLE Chapter 2
Understanding OAuth Services

e |dentity Domains

e Clients

¢ Resource Server

¢ Resource Owner

e Types of OAuth REST API

2.1.1 |dentity Domains

The Identity domains are entities that contain all artifacts required to provide standard OAuth
services. ldentity domains are independent entities and the primary use of this is to provide
multi tenants deployments. Each Identity domain will correspond to a tenant. This will also be
useful for cloud deployments where each Identity domain can correspond to a separate tenant
or entity.

Following are some of the components configured within an OAuth services Identity domain.

¢« One or More Clients

e One or More Resource Servers

2.1.2 Clients

The client is an application which makes protected resource requests on behalf of the resource
owner using its authorization. For example, OFSLL. The Client initiates the OAuth Protocol by
invoking the OAuth services. The client may be public or confidential.

There are two types of clients:

« Confidential Clients: Web Applications are of confidential client types assigned with a
client ID and secret key. These clients can interact with the OAuth services server by
sending the Client ID and secret as part of an authorization header.

* Public Clients: Public Clients or untrusted clients are assigned with a client ID but no
secret key. These are the type of external applications that are not capable of keeping a
client password confidential.

2.1.3 Resource Server

The Resource server is the machine on which protected resource is hosted. The Resource
server is deployed in a different location from OAM and Client. The Resource server needs to
be capable of accepting and responding to protected resource requests using access tokens.

2.1.4 Resource Owner

This is an entity capable of granting access to a protected resource. When the resource owner
is a person, it is referred as an end-user.

2.1.5 Types of OAuth REST API

OAuth services are enabled as part of OAM version 12c Installation process. OAM provides an
API based approach for configuring OAuth Services. There are 2 types of APl OAuth services
providers namely Admin APl and Runtime API.

OAuth2 based Web Services Access Authentication
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ORACLE Chapter 2
Understanding OAuth Services

The Admin API provides capability to create mandatory admin components like Identity
domain, Resource Server and client etc. They must be configured before the client makes the

token request.

® Note

To Execute Admin API, you can refer to Oracle OAM OAuth REST API documentation
available at https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.3/
oroau/api-admin-identity-domain.html.
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Enabling OAuth Setup Configurations

Enabling OAuth support for OFSLL REST APlIs

* |dentity Domain Creation

» Resource Server Creation

e Client Creation

e Getting Access Token

«  Embedding External Application within OFSLL

3.1 Enabling OAuth support for OFSLL REST APIs

The OAuth support for OFSLL REST API can be enabled with the following steps:

1. Add context Parameters in web.xml
2. Remove URL Security constraint tags in web.xml

Add the below configuration in web.xml of OfslIRestWS.ear:
<context-param>

<description>This parameter will decide the jersey filter to be loaded</description>
<param-name>0OAUTH_AND_BASIC_ ENABLED</param-name>
<param-value>Y</param-value>

</context-param>

3. Remove Security configuration from weblogic.xml as well.

@® Note

If this context parameter is not set, only the existing basic authentication flow is
supported.

3.2 Identity Domain Creation

To create identity domain, any valid reliable REST client application/tool can be used to invoke
the REST API. For example, Postman tool.

http:<AdminServerHost:Port>/oam/services/rest/ssa/api/vl/oauthpolicyadmin/
oauthidentitydomain

Request JSON payload

{
"nane": " OFSLL_QAUTH_DOVAI N',

“identityProvider":"QUD_LDAP",
"description":"OFSLL_OCAUTH DOVAI N',

OAuth2 based Web Services Access Authentication
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"tokenSettings":[{

"t okenType": " ACCESS TOKEN',

"t okenExpiry": 3600,

"lifeCycl eEnabl ed": true,
“refreshTokenEnabl ed": true,
“refreshTokenExpiry": 86400,
“refreshTokenLi f eCycl eEnabl ed": true
b

{
"t okenType" : " AUTHZ_CODE",

"t okenExpiry": 3600,

"lifeCycl eEnabl ed": true,
“refreshTokenEnabl ed": true,
“refreshTokenExpiry": 86400,
“refreshTokenLi f eCycl eEnabl ed": true
b

{
"t okenType": " SSO LI NK_TOKEN',

"t okenExpiry": 3600,

"lifeCycl eEnabl ed": true,
"refreshTokenEnabl ed": true,
“refreshTokenExpiry": 86400,
"refreshTokenLi f eCycl eEnabl ed": f al se

H,

“errorPageURL": "/ oam pages/error.jsp",
"consent PageURL": " oanl pages/ consent . j sp",

Chapter 3

Identity Domain Creation

"customAttrs":"Attribute of user in IDStore to store the encrypted secretkey

for TOTP"
}

Response JSON payload

Sucessfully created entity - QAuthldentityDomain, detail

Domai n :: Name
- OFSLL_OAUTH DQWAI N,

- QAuth ldentity

Id - 37b278eb5e894085ab1656hb9641ccala, Description - OFSLL_QAUTH DOMAI N,

TrustStore Identifiers - [OFSLL_QAUTH DOVAIN],
Identity Provider - OUD LDAP, TokenSettings - [{
"t okenType": " ACCESS TOKEN',

"t okenExpiry": 3600,

“lifeCycl eEnabl ed": true,

"refreshTokenEnabl ed": true,

“refreshTokenExpi ry": 86400,

“refreshTokenLi f eCycl eEnabl ed": true

¥

{

"t okenType": " AUTHZ_CODE",

"t okenExpiry": 3600,

“lifeCycl eEnabl ed": true,
"refreshTokenEnabl ed": true,
“refreshTokenExpiry": 86400,
“refreshTokenLi f eCycl eEnabl ed": true
¥

{

"t okenType": " SSO_LI NK_TOKEN',
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Chapter 3
Resource Server Creation

"t okenExpiry": 3600,

"lifeCycl eEnabl ed": true,

“refreshTokenEnabl ed": true,

“refreshTokenExpiry": 86400,

“refreshTokenLi f eCycl eEnabl ed": fal se}],

Consent PageURL - oant pages/ consent. j sp,

Error PageURL - /oan pages/error.jsp,

Customittrs - Attribute of user in IDStore to store the encrypted secretkey
for TOTP

3.3 Resource Server Creation

Resource Server Name: OFSLL_OAUTH_SERVER
Identity Domain: OFSLL_OAUTH_DOMAIN

Request JSON payload

{
"nane": " OFSLL_OAUTH_SERVER',

“description":"OFSLL_OAUTH SERVER',
"scopes": [{

"scopeName": " OFSLL_REST_ALL",
“description":"ALLOWALL"

b

{
"scopeName": " OFSLL_REST_NONE",

“description":"ALLOW NONE"
H,

"tokenAttributes":
[{"attrNane": "sessionld",
"attrVal ue":"$session.id",
"attrType": " DYNAM C'

}1

{
"attrNane":"resSrvAttr",

"attrVal ue": " RESOURCECONST",

“attrType": " STATIC'

H

"i dDonai n": " OFSLL_QAUTH_DOMAI N',

"audi enced ai n';: {"subjects":["OFSLL_B2B QAUTH CLI ENT"]}
}

Response JSON payload

Sucessfully created entity - QAut hResourceServer, detail -

[ dent it yDomai n="C0OFSLL_QAUTH_DOMAI N,
Name="OFSLL_QAUTH_SERVER', Descri ption="0FSLL_OAUTH SERVER',
resour ceServer| d="99a3e782- ce6d- 467c- baec- df 687f e326a6",
resour ceSer ver NaneSpacePr ef i x="OFSLL_QAUTH_SERVER. ",

audi enced ai m="{

"subjects":["OFSLL_B2B _QAUTH CLI ENT"]}",

resServer Type="CUSTOM RESOURCE_SERVER',

Scopes="[{

"scopeName": " OFSLL_REST_ALL",

OAuth2 based Web Services Access Authentication
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"description":"ALLOWALL"},

{

"scopeName": " OFSLL_REST_NONE",
“description":"ALLOVNV NONE"},

{

"scopeNare": " Def aul t Scope”,
“description":"Defaul t Scope"}]",
t okenAttributes="[{
"attrNane": "sessionld",
"attrVal ue":"$session.id",
"attrType": DYNAM C},

Chapter 3
Client Creation

{"attrNanme":"resSrvAttr", "attrVal ue": " RESOURCECONST", "attr Type": STATI C}]

3.4 Client Creation

Name: OFSLL_B2B_OAUTH_CLIENT
idDomain: OFSLL_OAUTH_DOMAIN

{

"attributes":[{
"attrNane":"customeAttrl",
"attrVal ue": " CustonVval ue",

"attrType":"static"

H,

"secret":"<custom password>",
"id":"OFSLL_B2B _QAUTH CLI ENT",
"scopes": |

"OFSLL_QAUTH SERVER OFSLL_REST ALL",
"OFSLL_QAUTH_SERVER. OFSLL_REST NONE'
1,

"client Type": " CONFI DENTI AL_CLI ENT",
"i dDonmi n": " OFSLL_QAUTH_DOMAI N',
“description":"Cient Description",
"nane"; "OFSLL_B2B_QAUTH_CLI ENT",
“grant Types": |

" PASSWORD', " CLI ENT_CREDENTI ALS",
"JWI_BEARER', " REFRESH TOKEN",

" AUTHORI ZATI ON_CODE"

] 1
“defaul t Scope": " OFSLL_QAUTH SERVER. OFSLL_REST ALL"

}

Response JSON payload

Sucessfully created entity - QAuthCient, detail - QAuth Cient - uid =

236936a6-ed77-
4d6a- bcee- c0282554al1a0,

name = OFSLL_B2B_OAUTH_CLIENT, id = OFSLL_B2B_QAUTH CLI ENT,

i dentityDomain = OFSLL_QAUTH_DOMAI N,

description = Client Description, secret = <custom password>, clientType =

CONFI DENTI AL_CLI ENT,

grant Types = [ PASSWORD, CLI ENT_CREDENTI ALS, JWI_BEARER,

REFRESH_TOKEN, AUTHORI ZATI ON_CODE] ,

OAuth2 based Web Services Access Authentication
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Getting Access Token

attributes = [{
"attrNane":"customeAttrl",
"attrVal ue":"CustonVval ue",
"attrType": STATIC

1

{

"attrNane":"sessionld",
"attrVal ue":"$session.id",
"attrType": DYNAM C

}1

{
"attrNane":"resSrvAttr",

"attrVal ue": " RESOURCECONST",
"attrType": STATIC

H,
scopes = [ OFSLL_OAUTH_SERVER OFSLL_REST ALL,

OFSLL_OAUTH_SERVER OFSLL_REST_NONE]
def aul t Scope = OFSLL_OAUTH SERVER OFSLL_REST ALL, redirectUR's = []

3.5 Getting Access Token

A client application which wants to obtain an access token from OAuth server can access
OFSLL Authentication API which in turn accesses the OAM OAuth API and generates token.
The authentication REST service OFSLL provides a wrapper around OAM OAuth API.

* How OFSLL API works with access token?

*  Access Token for CLIENT_CREDENTIALS grant type
*  Access Token for PASSWORD grant type

*  Access Token for JWT_BEARER grant type

*  Access Token for REFRESH_TOKEN grant type

« How to get access token through Basic Authentication

« How to access the REST API using the access token

3.5.1 How OFSLL API works with access token?

1. Client calls OFSLL authentication API (OFSLL REST API) with required headers along
with body and obtains the token as response.

2. OFSLL REST API validates the token and retrieves the user ID from access token.

3. If the token is valid, then provides access to the protected resource.

@® Note

To use OAM OAuth API, update the following OFSLL system parameters with
valid values.

OAuth2 based Web Services Access Authentication
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Getting Access Token

Table 3-1 OFSLL system parameters with valid values

OFSLL System Parameter Default Value Actual Value Required to

Name configure OAuth Feature

OAM_OAUTH_ENABLED_IND SETME Y

OAM_OAUTH_TOKEN_URL SETME http://<hostname>:<port>/oauth
2/rest/token

OAM_OAUTH_TOKEN_VALID_ SETME http://<hostname>:<port>/oauth

URL 2/rest/token/info?access_token
=<AccessToken>

While client applications are allowed to access OAM OAuth REST API directly, it is
recommended for clients to access OFSLL Authentication REST API for all token
generation and token validation features.

Authentication Resource URL:

http://<<hostname>>:<<port>>/<<context_path>>/service/api/resources/auth/token

3.5.2 Access Token for CLIENT_CREDENTIALS grant type

Request JSON payload

{
"Aut hRequest": { "Grant Type": "CLI ENT_CREDENTI ALS" }

}

Mandatory Request Headers

Table 3-2 Mandatory Request Headers

Headers Expected Value

X-OAUTH-IDENTITY-DOMAIN-NAME OFSLL_OAUTH_DOMAIN

Authorization Bearer <Base64encoded value of client
credentials>

Response JSON payload

{
"Aut hResponse": {

"Token":

"eyJraWQ O JPR NMTFOTUO9f VEVTVFIETO1BSU4i LCIANXQ O Jj Q dCaOpqV2JVdHR
HczFniZFdl Yzdt eEOt MAsi LCIhbCGei G JSUzI AN J9. eyJpc3M O JodHRwO 8vbXvt MDBj a
WluaWiub3JhY2xI LriNvbTox NDEWMCOv YXV0aDl i LCIhdWQ O t dLCII eHAI G EINDU2

N YyNDAs| np0aSI 61 j Zr TDA4RGxhUXRGYXdLbOxRaGxnLVEi LCIpYXQ O EINDU2N | 2
NDAsI nNLYi | 61 k9GUOXxMX0I yQ 9KRVRf QOxJRUSUI i wi Y2xpZW50I j oi TOZTTEXf Q§ JCXOpF
VFODTEl FTI Q LCIzY29wZSI 6WJPRI NMTFOTUOSf VEVTVFITRVIWRVIT @ JCLKF] Y291
bnREZXRhaWkz! | 0sl mRvbWEphi | 61 k9GUOX MXINTT19URVNUXORPTURJTi J9. dj XI N9o

gj gGuxSFI Sb_t Moi 9KSSnUgWar 70F j OsqM_0Xi OKSI ve7TKO_R8RvcQ_g8T8HpGTunmxmXbhH_
XuWhSoj npVH_C3Jj 3EMSp5_wWOI VI r KVanXej 1t eWPQudOLkQmi eLLt yY328bon

SIT3Ij t svi MnDf n06k1Qk7W Fb9CZnk AdEd-

B4l ZV2hsYr 2i 2QHvbpyj 62t bgt XDkJbeKSaGR62JRGyx4vZ2u9t AnDCk17sxFt AFyPquzr L
VLh_f nEBvI 3j Vf acInDcQBP2W y8QYppWkul saf 996kdB4Cs At | Obi K_DMZKt YOwxf t gzat

| MZYYpl ng871bEMyGFSGN',

OAuth2 based Web Services Access Authentication
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Getting Access Token

"Expires_in": 3600,

"TokenType": "Bearer",

"Result": {

"Status": "SUCCESS',

"StatusDetails": "Token CGenerated Successfully

}
}
}

3.5.3 Access Token for PASSWORD grant type

Reqguest JSON payload

{ "Aut hRequest": ({

"User Nane" : "OFSLLSUPR',
"Password" : "Denpl234",
"Grant Type" : " PASSWORD'

1

Mandatory Request Headers

Table 3-3 Mandatory Request Headers

Headers Expected Value

X-OAUTH-IDENTITY-DOMAIN-NAME OFSLL_OAUTH_DOMAIN

Authorization Bearer <Base64encoded value of client
credentials>

Response JSON payload

{
" Aut hResponse": {

"Token":

"eyJraWQ O JPRI NMTFOTU09f VEVTVFOET01BSU4i LCIANXQ G Jj Q dCaOpqV2JVdAHR
HczFniZFdl Yzdt eEOt MA$i LCIhbCei G JSUzI 1N J9. eyJpc3M O JodHRwO 8vbXvt MDBj a
WluaWiub3JhY2x! LiNvb Tox NDEWMCOv YXV0aDl i LCIhdWQi O t dLCII eHAI G EINDU2

N YzMDI sl np0aSl 61 ] BWIFSQLRNoHNLOELyenp3Mhl zc3ci LCIpYXQ G EINDUZ2N | 3M
DI sI nNLYi | 61 k9GUOXMJLVQUI | sI k9BVWRI XIRPSOVA j oi ZXI KenFXUW PaUpr W daaGR
XeDBJaXdpZURWVEI gb2l Za3c1VKRINGII aE1RakowY1c1leGQyZDRZMEZPWbVAFF
YWhpJaXdpW/d4bkl gb2l VbELS5TI RZaWRLmV5Snk| SEFpT2pFMUSEVTICal | 6TURIC

0l t cDBhUOk2SWOSFZI Tj NOMLZuTVhGQR2MMXJI CalJl VFVGSW s RW MO pwWhR
aUIgRTFORFUy TnpJ MDLESXNI bk 4x WA INKI r OUdVMHhNVTFWUVVp SXNIbk5s YZN

Ocd yNWZhV1Fp T2l KMLQASTVKbUL2Y21IWEVFYQ pPRGXHZGx CeW/YVITB QVDEL Y

j AXRI NI Wk Vi bCey V& sRTRYVXZWWRhZZW KTI FUMDE JaXdpVke5dFI XbHVIanBpWkd
WM YWnNKQOo5LKkdKN JOMLOHUENSQWDY TG | bnQ G JPRI NMIF9CVWKJf SkVUXON
MSUVOVCI sl nN b3BI I'j pbl K9GUOXMXINTT19URVNUXINFU ZFU 9CWKI uQWN b3VudE

R dGFpbHM XSwi ZGOt YW ul j oi TOZTTExf ULNPX1RFULRf REONQU A n0. YJJqj 32KhCQF
Yf vUz Ai 5XAhbBL3s8E29AI Ix QXGgM kDU57YI Ft 51 36bHj UGFRTNXnHZ2UxP5bhZi ZJcm
i vOTgs_j 11 az0- TkKHKCbHX2_- 8Nnel WEXKt Tygx8-

9JKak1T8j sknXXKvOLFSv46si u2mBSxKul 6r WyeyC TRi BBM 48h_udl Sf LQc98X_

5] xXQUBFpCV18Ch9l 2HbGh9zuUnEP8GB71 e YQ7KTMBWHC kI bAVQVXD

FOFVkua2efj VLI z5X0QJ_o_U-

6GvudCCi QvbeVY3VbU 4hgxJGXCs5e3ub@wPF8f | Cd05MASt Fd30KzpeKxRt GZDXj uD
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g3NSw",

"Expires_in": 3600,

"TokenType": "Bearer",

"Ref reshToken":

" A79Gdo4| hCSCGw s RgWWy==~nHVr 44Sa3QZgpl 3eepl OBt 323S] YEd3r 6+ F24xBoct
9SxybW6PcpHD] SoLTOMM-Ccqt f qTenEnmol WCyf hOc TGz ¢y c HLKMOME CGns +M2Kk

wus UCCGMyT hoUevwhbKI 4U20B3E60r BVkZxht mQLgk ATXbvHSO0t Ggl KI Qur gUG NIl ws
SDFgBG 4unf QM |t 63pngcKNt wpQe Cedx B6y 2B9f | 3BFY8j 2D53x0gK3coE40pl 4f +Suf nZ
OW +0Dkc CGHTf daDzdc A2 TwwoASWj ZaQL6A+nCx144uHaBj 1eO0pi UayplL730t K2N8a
ES1CSDU ZPj bl 3Nl EY360WLJRoxdRg2nL4SgSOwJ 7XI du39wuxoTG j LBWHQs DEt c0eB
bgFUma2q8ug29+67cl / 9H6 TWOEgF+T981H+7JQTCk Sr ma7gt yM 7MKy0Qt mkR4Ns 6w=

", "Result": { "Status": "SUCCESS', "StatusDetails": "Token Cenerated
Successful I y"

}
}
}

3.5.4 Access Token for JWT_BEARER grant type

This is the grant type is to achieve the seamless SSO between the different mixes of
application. This grant type provides facility to link the mainstream application SSO session
with OAuth token.

When the SSO session is generated, JWT User token also generated. The generated JWT
user token has the SSO “session_id" as part of its claims. The consumer client application
must call OFSLL Authentication APl with JWT_BEARER token grant type to get access token
to access the protected resource.

@ Note

The rules of SSO session are applied to the OAuth Access token.

Sample Request JSON

{
"Aut hRequest ": {

"Assertion":"eyJraWQ G JkZWZhdWkOl i wi eDVOI j oi Ykw5VDI 4bHhMY JOcWVBxd2d4YOFO
Qnot QXZz!1 i wi YWknl j oi U MyNTYi f Q eyJl eHAIi G ELNDU2NDQONTESsI np0aSl 61 | RUSOI sS
DAWR1VyWhVbHdy Z21 UOAT LCIpYXQ O ELNDUZNDA4ANTESI nNLYi | 61 k9GUOxMJL

VQUI | sl nNI c3Npb25f aWQ O JCeVWB0c2h6LzR3K2hhek VHcnNqWhJBPT1-

bVN2eUsDaEt La29xTk5t cUl yQkUv MBI QUTBI NENYVW TQkt g\WKdI Y1JI azdQYXBzaj N6a
1pkbnJgYW/i OURPbW/i RTFBSURoc GLQNOt Td1hKUDVFdz RpbnmZHTES1VA sYI dDY
UIWLOVmVKT xQ MbK2FaY1ox @50UTVOVWFSU3ci LCIkb21haWi G JkZWZhdWkOI nO.

Nf LQHdh219p2N zR44q9xgr QAnbkylpal2GoHf 2Re8t Xj Kyi ZNFXj Yu9Th78RoX3-

x| sXOdnt RIBMMO_z1vy-

ONr nHkU2f pBr Bvdaugs Xad CCKFFnk Yy 8AAJ Zg2\WKy UNmaAc ZWPT9z 3svc QBHG9OQ

Mir kUvg3WD91LbhS5MASpOk UBLof Mh2j 8ni soLRaQRO4CXi | | KPI 8] W LXt ai -

8hHgz5t 62Z- BYi s3nilxi WPJ7zEct MRoul e5pyFRYHxwudBht 3YOM)4uDEQal Ak3dOui VDup4eFJBt -
Vit 1Jt 42f 5hX28CGy QQNu13s- r VAr aXYxHGx4hzNZZ Tl wOEUdDPUEg"

"Grant Type" : "JW_BEARER'

}
}
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Mandatory Request Headers

Table 3-4 Mandatory Request Headers

Headers Expected Value

X-OAUTH-IDENTITY-DOMAIN-NAME OFSLL_OAUTH_DOMAIN

Authorization Bearer <Base64encoded value of client
credentials>

Sample JSON Response

{
" Aut hResponse": {

"Token":

“eyJraWQ O JPRI NMTFOTU09f VEVTVFOET01BSU4i LCIANXQ O Jj Q dCaOpqV2JVdHR
HczFnZFdl Yzdt eEOt MAsi LCIhbCGei O JSUzI 1N J9. eyJpc3M O JodHRwG 8vbXVt MDBj a
WuaWiub3JhY2x!I LiNvb Tox NDEWMCOv YXV0aDl i LCIhdWQ O t dLCI| eHAI G EINDU2

Nz QLNz Qs np0asSl 61 nZTcELLVzI heVF2VngxZUSKRUZ1ZVEi LCIpYXQ G EINDUZNz A
5NzQs1 nNLYi | 61 k9GUOXMJULVQUI | s mN1c3RvbW/BAHRy MBI 61 kNLc3RvbVZhbHWI i wi ¢
2Vzc2l vbkl kI j oi MzExY2MkOWUt ODhkZi 00ZDdhLTg5YzQ ODFj NimRi MDE5ZDUzf EZqN2
NTcTZQeW QUVZSNXUATTNI RVpgbUJ EZHVK QrdHek 55 MDBNQK FnS0091 i wi cmvz U3
J2QXROci | 61 1 JFUD9VUKNFQO9QULQ LCIj bA | bnQ@ G JPRI NMIFICMKJf SkVUXONVEUV
OVCl sl nN b3BI I j pbl k9GUOXMXINTT19URVNUXINFU ZFU 9CWKI uQAN b3VUdERI dGF
pbHM XSwi ZGAt YW ul j oi TOZTTExf ULNPX1RFULRf REONQU O n0. guHeGreZi | GApJhM
W I pHAK3I bG MBbuuwdPI | k6EengFTei cbf pdOE3qZwp8SYRFuzvwAFX7WCShbBt 2WWBG
4L6UMINTVZpSTecwled j uysM CPzQ

8cSi j pMIGB5Fbh35I aul C7ei CNdM KoH34A2| ScX71 anj | pCOu4Sv4V-

8cBAWi G rd_sXl qOf gSadpj r XQat uaRl Dlat 4aNoAGv1Da7E4xr Mzy9mdlexH uj SNU2aDx
Gr3-

b2qQJi Nzbvf zl aaa2pulTOOr 1ynZDvbe3STsZk AKOLVKFcHz m YW Tpgovc 6 MNAO TPy hNFUJHDBs
PH nKV_nkFQHyu0_j w',

"Expires_in": 3600,

"TokenType": "Bearer",

"Result": {

"Status": "SUCCESS',

"StatusDetails":

"Token CGenerated Successful ly"

(SN

3.5.5 Access Token for REFRESH_TOKEN grant type

Sample JSON Request

{
" Aut hRequest ": {

"Grant Type" : "REFRESH TOKEN',

"RefreshToken": "M n+NHd1zyOwel Bi Acfy3w==~ALGX02i eTTwnk8t k5HO 5L4FN90OWW
PCpZgnmHVADX8PgbwQRU/ HH+ TG anCoYU4Pgp3ZRMrva/ Tzl c8EHEQxsf YOe3pBd /

KD2Ckf eLOMOPf qst zELLq7bkf QxKj 9j ZNI FvkEHNFVLPGh2XROXxSj | bTK3EeP5Eyoxf 7aaT
NU79CBMBW 5nr kGKhj 21 202LF TTAbw/ t hEQLKOA7VX G 8cSAUUFSARES Ay/ skri ZZf MX
XxKY3Ewh1CrilcoBnGbaT3DFe9LxgPuSnght 1kLKqyDhj KOnOCok UOLXs HWPhOcWKge

VBl KXVzd3006h0eJ/ SaTvFI UEE ct WAgyMEDI SWD r i ZnHVQACB TQs XFskoTPt rj A14C
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PWi bLgYRdi PI Cbcj 32¢c+CMrywl cLK/ +v4+xh44| Bu92f vW Hz Px ANDI 3| Py M2AvgP1SEd
8Li Her wh8r R8I TKJpVKNMm WA SOp/ 69/ / dUi WDIQEGOWUNBI Nwe UpRoA76k2Ghgq+
NJ180hF8epeUy+ft vj j eef NuoU41KI 3npr | r ReHuG00! 5GJ) ScwC3wlzuEUgJsBZc4QNIFj u
Js/ I/ aMIPKRT683x33W.Qt 3Nk HOCWHg8Xyei SVai ¢/ k2Dt DyPWhnCuzNnZzqvj gx93Zga
00vBM DB9+hZzf NWybOVr I | cdvwegAubETgl pLEdncu/ 2Bpcl Xj LIgI8hMI9XESxr v/ 7NDg+
sUj pMkr i N8OnEqOr zU wiLMyC2al 05PMyk GA2RudhM 4VUXz KEK4| t GoR2CEMPHTGr Kp
uFvdvZoyj h4JM wTgH6F1KUVAAMgE+v Pz ONENgSxxseewavmlbj B8G GvuC/ GO0hdY3
YYWrz2Ct EWACB261unvur oUceNf GoTSK/ Z3x41 8i uCf g8n7ZLyc9a3nBWIVsoodkLnZS
8mYUAdFEX Xvs S35gnuyz Zv XROBk J44+2Vpf dnB55q0PUzi ZK2UKZJ 1Hg5) qTOwSMDYy
+9qWhbnpdzFt j gETFOedUl 7FOQkot Xk EHUTMSOTgRAd47pa0QJ QD SVBLr 1n8+7YNA/ r

KI UTTI oP6l 71 cl / r Z2BDazngf 3axZ/ Co+xbt JCAbr f GgNJAJI CcBf / hIMkt SXY+0sj 4Cai r KGh
ct eFPzi ECeo5+shAsTt hAadaLYcPs6/ 4mNoK7yvyLoxul OEY7CSXZSaPCQot sVA9LX3f Ej H
gkvkDU3dhcPPc9Dm yDDy SKOL8K7wgaPnJt CSulf g2 AWWwDmaRd6BZs Al sn3dHgGDu

+XTgr 7dt 7ag3Jyxm uZQr GQJi PhJp5gExgnS6Jyj | F2c075k Xv\WoHBQ p8="

}

}

Mandatory Request Headers

Table 3-5 Mandatory Request Headers
]

Headers Expected Value

X-OAUTH-IDENTITY-DOMAIN-NAME OFSLL_OAUTH_DOMAIN

Authorization Bearer <Base64encoded value of client
credentials>

Sample JSON Response

{
" Aut hResponse": {

"Token":

"eyJraWQ O JPRI NMTFOTU09f VEVTVFOET01BSU4i LCIANXQ O Jj Q dCaOpqV2JVdHR
HczFnZFdl Yzdt eEOt MAsi LCIhbCGei O JSUzI 1N J9. eyJpc3M O JodHRwG 8vbXVt MDBj a
WuaWiub3JhY2x!I LniNvbTox NDEWMCOv YXV0aDl i LCIhdWQ O t dLCII eHAI G EINDU2

N | 4Mrgs!| np0asSl 61 nZGZ082eU FbOk2X0x0Z3czcmecz TUE LCIpYXQ G EINDUZN | 3NT
gsl nNLYi | 61 kK9GUOXMULVQU | sl K9BWRI XIRPSOVA j oi ZXI KenFXUW PaUpr W daaGRX
eDBJaXdpZURWVEI b2l Za3c1VKRINGII aElRakowY1lc1leGQy ZDRZVMEZPUBVAFFY
WipJaXdpW/d4bkl gb2l VbE15TI RZaWZRLnV5Snx| SEFpT2pFMUSEVTIORFFATORBC

0l t cDBhUOk2SWHGSI ZWb G i bXBFVWKVIMWWAWQK 5 ThI Jv Uk VOTm z Y21 MQOpwWWhRa
U9qRTFORFUy TKRBMUIEQXNI bk 4x WA INKkI r OUd VIVHhNVTFWI\WVVp SXNJbk5s Yz N

Ccd yNWZhVIFpT2] Jem\NVRXpl bVZ2TI dWN EzVnJhbk5qUWLaRWFFSI JQVDEL U2sx

am) HWAL TMABWUM KUk 9GTnJ SVXBPVXpCdGR6MDI JaXdpWkc5dFI XbHVIanBpW

kdWbVI YVnNKQOo5L1 pHQMTZGR5S0szRGpl M Zs TUl mbz Mk TTVOc FBpaXl uUVpGY2R

i bEFi V2xhekt PW/Fzb2hgbzdr ODQx Qrd SMALE WKZW. XpWok 5hanh CYy 1Chz AwZl Ns

VDds VmNimRXA2 ek x UdENHRn ¢ LMKNZRXpf OHpYdj c1YkF2Q2FWeGRvZnl UaGFhdFox
cVF5Qb TLUJ IMGIKN JSOThkaDFwY1FOSnFhWDZ1Rkxk SGVoVU DY1pNLUIwbU

dr bi 01TXhHenbf Qnl 0T20xc0JnR) Z1SWYON3d6NUI NOU4z ODdHQR 9WZDBPR3c0QXI m

WK 2T2FGSI NOS1hYbnps YUVDTkkt MEJmOQXhFQKk| SX1ox VEIWZEdSOHkwaH t MANT
SzRGYkJj YnQxZnl hYndLMGLSQOt FVHIMAFJr cnFMenkxTnVt bj NKeFhnzVBsWIVI T
mLndDA2U1BVaFpYUEU2Zy | s| mN1c3RvbW/BAHRy MBI 61 kNLc3RvbVZhbHVI |i wi c2Vze

2| vbkl kI j oi Q9PSOI FXOJBUOVEI i wi cmvzU3J2QXROci | 61 1 JFUD9VUKNFQO90ULQ LCJj bG
[1bnQ G JPRI NMTFOCMKJf Sk VUXONVSUVOVCI sl nNj b3BI | j pbl k9GUOX MXINTT19URVN
UXINFU ZFU 9CWKI uQAN b3VUAER! dGFpbHM XSwi Z&3t YW ul j oi TOZTTExf ULNPX1R
FULRf REONQUI O n0. BKsWOLyBEnt_f 0j CdGL6Dxzk TkkN805VmYI Bby Mvrivinzi Nsyc
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or | zHAZORHTDgNL] Kdg- -

wx 2 TNQK4PRVB ChBe HKBCUSdz HD64ddbscyt 0YxpdPnFOgr MZHi pl oNC_-
nZxyZRbLI| 5aQeGPXQZ4qt PEZ1ggBkgoXXal6eJ2JLZbYQt cvPbLchbkf HoMCzwOzi
00t 30KGT1931NyMaCvYp4O ZODTneHc9-

c7cJaj 2zVhkOFej 796 TTr EHV4] v7p20TsawknBv SYnRBv5K1J8M alPgEl uqc4kS6d0op
UAJOKT6C3560MlEpeO_zk XGyf odUFKoj dG3PWHXR0O7ww'

"Expires_in": 3600,

"TokenType": "Bearer",

"Result": {

"Status": " SUCCESS',

"StatusDetails":

"Token Cenerated Successful ly"

}
}
}

3.5.6 How to get access token through Basic Authentication

Mandatory CSF Key

Table 3-6 Mandatory CSF Key

. _________________________________________________________________________________|
CSF Map name Key

ofsll.int.common ofsll.jwt.JwtSecretKey

The Ofsll.jwt.JwtSecretKey refers to the secret that must be associated at the time of token
generation. This is the key would be used to validate the token.

Mandatory Request headers

Table 3-7 Mandatory Request headers
]

Headers Expected Value

Content-Type application/json

Authorization Bearer <Base64encoded value of resource owner
credentials>

Request JSON payload

{ "AuthRequest": {
"G ant Type" : "PASSWORD'

i3

Response JSON payload

{
" Aut hResponse": {

"Token":

"eyJ0eXAi O JKV1Q LCIhbGei O JI UzUxM J9. eyJzdW i O JPRI NMTFNVUFI i LCIpc3M Q' J
PRI NMTF9SRVNUXOFQSSI s mv4cCl 6MTUONTY3M EyMswi aWFOI j oxNTQLNj cxM | xf Q.

t MbJIB4h6Vj J59dXt et h9ZY4b0ayz9XpT5J2j Yu8z| Hr 4uvkKanyvRgULOSXhovdyw8zM _

aj gDLdESc_| Zv3w',

"Result": {
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"Status": "SUCCESS',
"StatusDetails": "Token CGenerated Successfully"

}
}
}

3.5.7 How to access the REST API using the access token

In Every OFSLL REST API request, please send the following headers with correct values.

Mandatory Request headers

Table 3-8 Mandatory Request headers

Headers Expected Value

ofsll_access_token The valid access token received from any of the
above mention flow

X-OAUTH-IDENTITY-DOMAIN-NAME Valid OAuth Identity domain associated with access
token

3.6 Embedding External Application within OFSLL

As part of subsequent releases of OFSLL, to embed external application within OFSLL base
application, we would provide one external link each under origination, servicing and collection
modules. The associated menu links can be enabled through access screens.

Table 3-9 Menu Access Keys

Menu Access Keys

FLL.ORG.EXT.ONE.MENU
FLL.SER.EXT.ONE.MENU
FLL.COL.EXT.ONE.MENU

The URLs for External Link will be defined through System parameters. The following URL
keys need to be defined with proper external link.

Table 3-10 URL keys
|

URL Keys Example

FLL.ORG.EXT.ONE.URL http://<<hosthame>>:<<port>>/<<contextpath>>/
index.html

FLL.SER.EXT.ONE.URL http://<<hostname>>:<<port>>/<<contextpath>>/
index.html

FLL.COL.EXT.ONE.URL http://<<hostname>>:<<port>>/<<contextpath>>/
index.html

OAuth2 based Web Services Access Authentication
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@® Note

The base OFSLL SSO application would send the user identity token called
‘authorizedCode’ through the URL query parameter which should be read by external
application to generate the actual access token (by calling authentication service) in
order to access protected OFSLL Rest API.

Request JSON payload for JWT BEARER grant type

{
"Aut hRequest ": {

"Assertion":"eyJraWQ G JkZWZhdWOl i wi eDVOI j oi Ykws5VDI 4bHhMY JOcWbxd2d4YOFO
ot QXZz!l i wi YWknl j oi U MyNTYi f Q eyJl eHAIi G ELNDU2Nz QLMDES| np0aSI 61 mRDc UFa
bERSVFdr X2| wd21aTDBf VHci LCIpYXQ G ELNDU2Nz ASVDES | nN1Yi | 61 k9GUOXxMULV

QUi I sl nNl ¢c3Npb25f aWQ G JEel ViMNI Zy NOSFQ2NHYnVBb\WWI NUORPT1-

Nndhem UU2Y1OVdPbOFLZHRhcOhOR3R4AL3p6Tkt SKOI EZDd50GLCemRPZ2 FMQUK 2

N | | Ryt Ebz YONFAGV3NWTMAS1pUoDIr TW1OHpSTTFEaW t eFdt YVUr KOdyUXI i dGo
3W/B6dl Rwdzl mbFVMT3d1cEFBbUpgM 9VLzI VYVUI LCIkb21haWli O JkZWZhdW 01 n0

. Q 49J4ki Ecaxgs51f RU3633RcPVDN qOpRr nzBOg8MIpKI eRmNe2Zyu7i kBXql j FMIOI z-
NOhUgvD9i 8- 51 PeEERL5_FqLsPt 0CUX3u8NuPPf zgA xT2LTccO-

6AdGZ7Qr sqAU_gr 3n2FGF5ghwi HU7437X_AzoMBWTYovW! 8Rj ra_t dWbCVEMRI SN7X

ql eW Jk3aWrQeoOHbowf uVgDEL8nB7du9r UszNUr X483KXwCf ZL1f f bqYl FYI GekGon#t
AbCg5aazK8- Ht r neKyt -

QLMonx2dOr Uor LKnBAt KXTOgdr A2YWASYMB6A4ENLTdX| ¢l yTUDew u4\WjeBUcwd zw

"G ant Type" : "JW_BEARER'

}

}

Mandatory Request Headers

Table 3-11 Mandatory Request Headers

Headers Expected Value

X-OAUTH-IDENTITY-DOMAIN-NAME OFSLL_OAUTH_DOMAIN

Authorization Bearer <Base64encoded value of client
credentials>

Response JSON payload

{
" Aut hResponse": {

"Token":

"eyJraWQ O JPR NMTFOTUO9f VEVTVFOET01BSU4i LCI4NXQ O Jj Q dCaOpqV2JVdHR
HczFnZFdl Yzdt eEOt MAsi LCIhbGei O JSUzI 1N J9. eyJpc3M O JodHRwO 8vhXVt MDBj a
WuaWtub3JhY2x! Lm\vb Tox NDEWMCOvYXV0aDl i LCIhdWQ O t dLCJI eHAI O ELNDU2

N | 4Mrgs!| np0asSl 61 nZGZ082eU FbhOk2X0x0Z3czcrmecz TUE LCIpYXQ G EINDUZN | 3NT
gsl nNLYi | 61 kK9GUOXMJLVQU | sl k9BWRI XIRPSOVA j oi ZXI KenFXUW PaUpr W daaGRX
eDBJaXdpZURWVEI gb2l Za3c1VKRINGI| aE1RakowY1c1leGQyZDRZMEZPWBVAFFY
WipJaXdpW/d4bkl gb2l VbEL5TI RZaWZRLmV5Snx| SEFpT2pFMJSEVTIORFF4TORBC

0l t cDBhUOk2SWHGSl ZWb @ i b XBFVK VWWAWQK5ThI JvUkVOTm z'Y2I MOpwWWhRa
UIgRTFORFUy Tk RBMUOEQXNI bk 4x WV INKI r QUdVIVHhNVTFWOVVp SXNIbk5s YZN

Ocd yNWZhVLFp T2l JenNWRXpl bVZ2TI dWN EzVnJhbk5qUWLaRWFFS| JQVDEL U2sx
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am) HMAL TMABWUMX KUK 9GTnJ SVXBPVXpCd GR6MDI JaXdpWkc5dFl XbHVIamBpW

kdWbVI YVnNk QOo5L1 pHQMITZGR5S0szRGpl M ZsTUl mbz Mk TTVOcFBpaXl uUWWpGY2R

i bEFi V2xhekt PW/Fzb2hgbzdr ODQx Qrd SMALE WKZW. XpWok 5hanh CYy 1Chz AwZI Ns
VDds VmNimRXA2 ek x UdENHRnc LMKNZRXpf OHpYdj c1YkF2QRFWeCGRvZnl UaGFhdFox
cVF5QMb TLUI1IMEIKN J SOThkaDFwY1FOSnFhWDZ1Rkx k SGVoVU DY1pNLUIwbU

dr bi 01TXhHenbf Qnl 0T20xc0JInRj Z1SWYON3d6NUI NOU4z ODdHQR2 9WZDBPR3c0QXI m
Wk 2T2FGSI NOS1hYbnps YUVDTKkt MEJmOXhFQk| SX1ox VEIWZEdSOHkwaH t MANT
SzRGYKJj YnQxZnl hYmdLMGLSQOt FVHAIMAFJr cnFMenkx TnVt bj NKeFhnzZVBsWIVIT
mLndDA2U1BVaFpYUEU2Zy| s| nNL1c3RvbW/BAHRy MBI 61 kNLc3RvbVZhbHVI |'i wi c2Vzc
21 vbkl kI j oi QQ9PSOI FX0JBUOVEI i wi cmvzU3J2QXROci | 61 1 JFUD9VUKNFQO9QULQ LCIj bG
['1'bnQ G JPRI NMTFOCMWKJIf SkVUXONVBUVOVCI sI nNj b3BI | j pbl k9GUOXMXINTT19URVN
UXINFU ZFU 9CWkI uQAN b3VUdERI dGFpbHM XSwi ZG3t YW ul j oi TOZTTExf ULNPX1R
FULRf REOSNQUI O n0. BKsWOLyBEnt_f 0j CdGL6Dxzk TkkN805VmYl Bby Myrivinzi Nsyc
or| zHAZORHTDgNLj Kdg- -

wxz TNQK4PRVB ChBe HKBCUSdz HD64ddbscyt 0YxpdPnFOgr MZHi pl oNC -

nZxyZRbLI 5aQeGPXOZ4qt PEZ1ggBkgoXXal6eJ2JLZbYQt cvPbLcbkf HoMCzwOzi _

00t 30KGT1931NyMaCvYp4O ZODTneHc9-

c7cJaj 2zVhkOFej 796 TTr EHV4] v7p20TsawknBv SYnRBv5K1J8M alPgEl uqc4kS6d0op
UAJOKT6C3560OVtIEpeO_zk XCyf odUFKoj dGBPWHXRO7ww', " Expires_in": 3600,
"TokenType": "Bearer",

"Result": {

"Status": " SUCCESS',

"StatusDetails": "Token CGenerated Successful ly"

}
}
}
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