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Preface

Purpose

This topic contains following sub-topics:

e Purpose

e Prerequisites
* Audience

Documentation Accessibility

e  Critical Patches

« Diversity and Inclusion

 Conventions

e Screenshot Disclaimer

This document contains notes and installation steps needed to install WebServices.

Oracle Financial Services Lending and Leasing relies on several pieces of Oracle software in
order to run and this document is in no way meant to replace Oracle documentation supplied
with the WebServices product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have a
thorough knowledge and understanding of WebServices.

Prerequisites

Audience

1. JDK Version jdk-21.0.7 https://www.oracle.com/java/technologies/javase/jdk21-archive-
downloads.html

2. Download and Install the Oracle Fusion Middleware 14c Version 14.1.2.0.0 (Fusion
Middleware Infrastructure installer) from https://www.oracle.com/middleware/technologies/
weblogic-server-installers-downloads.html. They are also available from the following sources:

e Oracle Software Delivery Cloud (http://edel i very. oracl e. com)

e Oracle Technology Network (OTN)

3. Itis assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the Web Services installer.

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.
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ORACLE
Documentation Accessibility

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to make sure effective
security, as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions
The following text conventions are used in this document:

Table Convention
]

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for

which you supply particular values.

Monospace type indicates commands within a paragraph, URLSs, code in
nonospace examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.
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Install WebServices Database Objects

The following section deals with installation of WebServices Database Objects.

Download and unzip the WebServices database (of sl | xwsdb. zi p) to a staging folder.

Run $ ./installofslixwsdb.sh

Figure 1-1 Command prompt window 1

-bash-4.1% ./installofsllxwsdhb. sh|

This installer adds the required tables and packages to the apllication database.

Figure 1-2 Command prompt window 2

Oracle Financial Services Lending and Leasing Webservices DB Installer

Important Note:

Thi=z installer adds the reguired tables and packages to the same OFSLL DB =schema.

Enter y when prompted to continue.

Figure 1-3 Command prompt window 3

Oracle Financial Services Lending and Leasing Webservices DB Installe
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his installer adds the required tables and packages to the same OFSLL DB schema.

Continue? [y/n]l: ¥
Enter the Oracle Financial Services Lending and Leasing
Home Path? (usually /home/ofsll): /scracch/work area/DEV/OFSLLREL
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Table 1-1 Script Prompts

Script Prompts Description and Action Required

Oracle Financial Services Enter the path to the home directory. This is referred to
Lending and Leasing Home | as $OFSLL_HOVE. Enter ywhen prompted for.

Path

Figure 1-4 Command prompt window 4

Oracle Financial Services Lending and Leasing Webservices DB Installer

Important Note

L Application DB been installed and configured
to the same OFSLL DB schema.

Continue? [y/m]: ¥
Enter the QOracle Financial Services Lending and Leasing
Home Path? (usually /home/ofsll): fscratch/work area/DEV/OFSLLREL
QOFSLLHOME=/scratch/work_area/DEV/OFSLLREL
Okay y

Enter the Oracle DB Home Path? /scratch/app/dbl2c/product/12.1.0/dbhome 1

cracch/app/dbl2c/product/12.1.0/dbhome_1

Wy
¥

¥ ANCENAME=QRCL
Okay? [y/n]: yl

Table 1-2 Script Prompts

Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory. This is referred to
as $ORACLE_HQVE. Enter y when prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter y when prompted for.

Figure 1-5 Command prompt window 5

Inpoztant Hote:

is a 1lisc o

The script lists and sets the CRITICAL environment variables.
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Figure 1-6 Command prompt window 6

Oracle Financial Services Lending and Leasing Webservices Database Object Installation

The following items are available for installation:

1. database types (512)
2. database tables (47)
3. database views (295)
4. database trigger (4)
5. database package specs (412)
6. database package bodies (420)
7. database indexes (30)
8. System Seed Data (0)

Continue with Installation? [y/n] : r

Enter y when prompted to continue. A list of items available for installation are listed. Enter y
when prompted to Continue with Installation.

Figure 1-7 Command prompt window 7

installation:

o m

package specs

@

kage bodies

@ =

Continue with Inastallation? [y/n] : ¥

L/loga/ofsll xwa install logs

(achema name)} that will own the Oracle Financial Servicea Lending and Leasing

d) : OFSL

nter the password for this userid: I

Sets the path for the location of log files. Press Enter to continue.

Table 1-3 Script Prompts

|
Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

The script installs the objects.
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Figure 1-8 Command prompt window 8

PL/SQL procedure successfully completed.
PL/SQL proceduce succesafully completed.
PL/SQL procedure successfully compleced.
PL/S0L procedure succesafully completed.
PL/SOL procedure auccassiully compleced.

Commit complete.,

Recompiling Invalid dbjecca...

Cracle Financial Services Lending and Leasing Webseegvices DEF Ohjesc Inscallation Com
plete.

While installing, the script recompiles the invalid objects and completes the installation of DB
objects.
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Configure RESTful WebService

Follow the below steps to configure RESTful WebService.

»  Creating Data Sources for RESTful WebService

»  Statement Timeout Configuration

e OAuth Implementation
*  Deploying RESTful WebService
*  Deploying RESTful Credit Bureau WebService

2.1 Creating Data Sources for RESTful WebService

Please follow the below steps to create data Sources for RESTful WebService.

1. Login to Oracle Weblogic 14c em (ht t p: / / host nane: port/ en).

Figure 2-1 Create RESTful WebService 1

Domain Domain_OFSLLREL_domain

* User Mame | weblogic |

* Password | ............. |

OoRACLE

Copyright & 1898, 2024, Oracle andior its affilistes. All ights reserved. Cracle i a regisiered trademark of Oracle Corporation andlor its affiiates. Other names may be
trademarks of their respective owners.

2. Click WebLogic Domain > JDBC Data Sources.

The following window is displayed.
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Creating Data Sources for RESTful WebService

Figure 2-2 Create RESTful WebService 3

OoORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 _ﬂic v

Home
— 'OFSLLREL_domain @ oF
t- Monitaring [3
¥ WebLogic Domain Diagnastics , [PaamT 4
@ Information Caontral >
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edi
Logs »
Serven Adminigtration Server Environment 4
3 Name AdminServer Dieployments
U
E Host ofsll.oraciz.com JDBC Data Sources
Listen Port 6001 Messaging »
Cross Component Wiring 3
Servers
Clusters i
Web Services »
View v Create Deleta Control w B
Other Sarvices 3
s 2 Name Status Cluster  Machine  State cl
SSEER E Administratios 3
AdminServer{admin) 4+ Rurning ministration
OFSLL_ManagedServer + Running Refrash Weblogic Domain
WS_ManapedServer Running Security L4
Deployments = » +
JMDI Browser
» Systern MBean Browser
Tuw
Target Sitemap
Target Information

4 G »

Columns Hidden 34 Servers 3of3

3. Click Lock & Edit on the Change Center. Click ‘Create’ and select ‘Generic Data Source’.

The following window is displayed.
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Figure 2-3 Create RESTful WebService 4

DRACLE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=

¥ Weblogic Domain

& Confirmation
The edit session lock has been acquired. No pending changes exist.

/Momain_OFSLLREL_domainOFSLLREL_domain > JOBC Data

JDBC Data Sources

This page lists the JOBC system data sources that have been created in this domain. You can creste or delete the system data sources from this page.

View v Wl Create + Create Like Delete By
e e
Namea Beneric Data Source NDI Name
25 1 oca %
Locals GridLink Data Saurce bo/LocalSveThiDataSource
WLER) dbcVLERuntimeSchemalataSou...
Multi Data Source
WLSS HbcWWLSEchemaDataSource
mds-aq ~OF Data Source Hbcimds!adf
opss-audit-DBOS jobcfAuditdppendDataSource

opss-audit-viewDS

opes-data-source

Columns Hidden 5

JjdbcAuditViewDataSource jdbolAu....

jdbeOp=sDataSource

4. Specify the following details:

o

Detach

Type
Generic
Generic

Generic

Generic
Generic

Generic

a. Enter Data source Name: OfsIIREST

b. Click on Select

The following window is displayed.

WebServices Installation Guide
G42104-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

Chapter 2
Creating Data Sources for RESTful WebService

= Weblogic Domain weblogic =
B~ Hv

Aug 10, 2025, 1:51:47 PM GMT t_)

Targets

AdminSener

AdminSener

AdminSereer OFSLL_ManagedSanver W5_ManagedServer

AdminServer OFSLL_ManagedServer WS_Manay

AdminServer OFSLL_ManagedServer WS_ManagedServer

JOBC Data Sources 7of7
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ORACLE’Enherprise Manager Fusion Middieware Control 14.1.2 weblogic: [T
[ ] [~}
Data Source Connection Properties  Transaction Properties Select Targets Review
Properties
Create a JDOBC Data Source: Data Source Properties Back Step1cfs

#pplications get a database connection from a data source by looking up the data source on the Jawa Maming and Directory Interface (JMDT) tree and then requesting 3 connection. The
data source provides the connection to the apphcation from its pool of database connections.

Use this page to define the genersl configuration options fior this JOBC data source.

* Data Source Name | OfsIREST

Scope | Global »

Type Genernic

Database Type Oracle

* Driver Class Name | oracle jdbe. OrackeDriver | | Select... |

JNOH Name

Riow Prefetch Enabled [

Row Prefetch Size 48

5. Select the Database Driver ‘Oracle's Driver(Thin) for Services connections;Versions:Any’
6. Click Ok.

The following window is displayed.
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Selecta JDBC Driver

Select 3 JOBC driver that you would ke to use to create datsbase connections.

Database Type | oracle ~

JDEC Driver [‘Olac!e's Diriver (Thin) for Service connections; Viersions:Any

* indicates that the driver is explicitly supported by Oraclke Weblogic Server.

7. Specify the following details:
e Enter the JNDI Name as ‘jdbc/OfslIWSDS’.
e Click Next.
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Creating Data Sources for RESTful WebService

weblogic v R

ORACLE-Enherprise Manager Fusion Middieware Control 14.1.2

[ ] [~}
Data Source Connection Properties  Transaction Properties Se Review
Properties

by looking up the data source on the Jawa Maming and Directory Interface (JND) tree and then requesting a connection. The

it

Create a JOBEC Data Source: Data Source Properties

icat eta
dats source provides the jon to
Use this page to define the genersl configuration options fior this JOBC data source.

datab; ion from a data source
the on from its pool of d

* Data Source Name | OfsIREST

Type Generic

Database Type Oracle

* Driver Class Name | oracle jdbe. OrackeDriver

JNDI Name [ 0t IWSDS

Riow Prefetch Enabled [

Row Prefetch Size 48

8. Click Next.
The following window is displayed.

weblogic v o

ORACLE-Enherprise Manager Fusion Middleware Control 14.1.2

9] L] @]
Data Source Connection Transaction Properties it Rewizw
Properties Properties

il — |
F Y

Create a JDBC Data Source: Connection Properties

Use this page to define the connection properties for this JOBC data source.
Database Connection Information

L ﬁl:l_:: U woracle.jdbe. OracleDriver

* Database URL | | [ Generate URL 2na Properties

Password | |

Confirm Password |

| Test Database Connection
A

SQLISVALID

Test Table Name or 5QL Statement

Properties
Enter the properties passed to the JOBC driver that ar= used to create physical database connections. For example: server=dbservert.
< Add
Name Value Delete
(N properties found)

System Properties
Enter the systern properties passed to the JOBC driver that are used to create physical datab i For example: 1.
=} Add
Name Value Delete
(M system properties found)
v

September 11, 2025
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Creating Data Sources for RESTful WebService

9. Enter the Database details.
e Click Ok.

The following window is displayed.

Generate URL

* Database Host Name | ofsll.oracle.com

* Database Listener Fort | 1521

* Database Name | 0LLDA

* Database User Name | OFSLLREL

10. Enter OFSLL DB schema “Password” and Confirm Password”.

e Click Test Database Connection. On completion, displays a confirmation message as
‘Connection test succeeded'.
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Creating Data Sources for RESTful WebService

ORACLE‘ Enterprise Manager Fusion Middlewsre Control 14.1.2

(@] L (]
Data Source Connection Transaction Properties Rav
Properties Properties

weblogic ¥

Create a JDBC Data Source: Connection Properties & Confirmation %

Use this page to define the connection properties for this JOBC data scurce. Cannzction test succesded

Database Connection Information

Y

Driver Class Mame b oracle jobe OracieDriver

«
Dt N | jibe-oracle:thin: @/iofsll oracle.com: 1521/0LLDE

‘ ‘ Generate URL and Properties _

SOLISVALID Test Database Connection
Test Table Name or SGL Statement
P
Properties
Enter the properties passed to the JOBC driver that are used to creste physical database For example:
4 Add
Name Value Delete
[ uzer | [oFsure | x
System Properties
Enter the system properties passed to the JOBC driver that are used to create physical database For example: 1
4 Add
Name Value Delete

(No system properties found)

11. Initial capacity and Maximum capacity is defaulted to 30, if the number of concurrent users

are more this needs to be increased.

The following window is displayed.

ORACLE.Enherprise Manager Fusion Middleware Control 14.1.2

QO [ ] o
Data Source Connection Transaction Properties
Properties Properties

Create a JDBC Data Source: Connection Properties

System Properties

weblogic men

a

Enter the system properties passed to the JOBC driver that are used to create physical datak:
4 Add
Name Value

(M system properties found)

Encrypted Properties

For example: 1.

The list of encrypted properties passed to the JOBC driver that are used to create physical database connections. For example: password=value.

<} Add Secursly

Name Value

{Me encrypted properties found)

Connection Pool Properties
* Maximum Capacity
* Minimum Capacity :\
* Statement Cache Type
* Statement Cache Size

vaamw

Edit
Securely

12. Click Advanced and update the ‘Inactive Connection Timeout’ to 300 seconds.
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Creating Data Sources for RESTful WebService

e Click Next.

The following window is displayed.

DRACLE‘ Enterprise Manager Fusion Middlewsre Control 14.1.2 weblogic v

O ] (@]
Datz Source Connection Transaction Properies
Properies Praperties

Create a JDBC Data Source: Connection Properties Step2of5

4 Advanced A

Test Connections On Reserve [
Test Frequency (seconds) | 120
Seconds to Trust an Idie Pool Connection | 10

Shrink Frequency (seconds) | 200

Init SQL

Login Delay (seconds)
Connection Creation Retry Frequency (seconds)
Inactive Connection Timeout (seconds]
Maximum Waiting for Connection | 2147433847

Connection Reserve Timeout (seconds) | 10
Statement Timeout
Ignore In-Use Connections
Pinned-To-Thread

Remove Infected Connections Enabled

BRI

Wrap Data Types

13. Click Next.

The following window is displayed.

DRACLE‘ Enterprise Manager Fusion Middlewsre Control 14.1.2 weblogic v

O (o] [ ] ™)
Datz Source Connection Properties Transaction Saleot Targets
Properies Properties

Create a JDBC Data Source: Transaction Properties Step 3 of5

The transaction profocal for @ JDBG data sourcs detemmines how connections from the data source are handied during transaction processing. Transactions within 3 JOBC data source are either global (X4) or non-global ilocal)
Usa this page to define the transaction opticns for this JDBC data source.

Transaction Options

Supports Global Transactions

® One-Fhase Commit
() Emulate Two-Phase Commit

() Logging Last Resource

14. Click Next.
e Select target Server as ‘WS_ManagedServer'.
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The following window is displayed.

DF\,ACI_E‘ Enterprise Manager Fusion Middieware Control 14.1.2

weblogic v
(o] o] @] L ]
Data Source Connection Properties  Transaction Properties
Properties

Select Targets Review

Create a JDBC Data Source: Select Targets

need to deploy the data source at a later time.

\Use this page to select the senssrs or clesters on which you would like to deploy this JOBC data source. If you don't select a target, the data source will be craated but not deployed. You wi
Name Type
O AdminServer Oracle Weblogic Server
[] OFSLL_ManagedSenier Oracle Weblogic Server
WE_ManagedServer Oracle Weblogic Server

15. Click Create to activate the changes
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ORACLE.Enherprise Manager Fusion Middieware Control 14.1.2 weblogic: [T
(o] o] @] O] [ ]
Data Source Connection Properties  Transaction Properties Select Targets Review
Properties
Create a JOBC Data Source: Review Step5of5  MNext

Review the sattings for your new JOBC data source.
Data Source Name OfsIREST
Scope Global
Type Genenic
Driver Class Name  oracle jdbc. OracleDriver
JNDIName  jdboiOfsIWSDS
Database URL jdbc:oracle:thin:@ofsll.oracle.com:1521/0LLDB

Properties Mame Value
user OFSLLREL
System Properties Name Value
{No system propesties. found)

Transaction Options  Supports global transactions and use the 'One-Phase Commit’ global transaction protocol.

Targets Mame Type

WS_ManagadSenver Oracle WeblLogic Server

16. Activate Changes from Change Center.

15 Weblogic Domain v weblogic v <=

ORACLE.Enherprise Manager Fusion Middleware Control 14.1.2

=== OFSLLREL_domain & m |
t=

WeblLogic Demain * Edit Sessions EMT 0

Ql:cnﬁ Son Lock & Edit
JDBC Data Source "OfsIIREST" has been created successfully. The changes are pending activation. Use the change center to activg \iew Change List

J/Domain_OFSLLREL_domain/OFSLLREL_domain > JOE & Resolve Ca

JDBC Data Sources
This page lists the JOBC system data sources that hawe been created in this demain. You can create or delete the system data sources from this py Activate Changes

View w Wl Create ~ Create Like pDelete 5 | & Detach Undo All Changes
Name JNDI Name Type Targets View Rectart Checklist
LocalSveThiDataSource jobc/LocalSvcThiDataSource Genenic AdminSenser
OFSLL jdbc/ofsIDBCennDS Generic AdminServer OFSLL_ManagedSaerver Preferences
OfsIREST jdbe/OfsIMEDS Generic WE_ManagedSarver Help
CQueusspplDs jdbc/QueueAppDsS Generic OFSLL_MsanagedServer
WLSRuntimeSchamaDataSource jdbeWLERuntimeSchemaDataSou...  Genenic
WLSSchemaDataSource jdbcWLESchemaDataSowrce Generic
mds-adf jdbe/mdsiadf Genenc OFSLL_MsnagedServer AdminServer
opss-audit-DBDS jdbc/AuditippendDataSource Generic AdminServer OFSLL_ManagedServer WS5_Managed Server
opss-audit-wiewDS jdbe/AuditviewDataSource jdbc/du_..  Genenc AdminServer OFSLL_ManagedServer WS_Managed Server
opss-dats-source jobc/OpssDataSource Generic AdminServer OFSLL_ManagedServer WS5_Managed Server

Columns Hidden 5 JDBC Data Sources 10of 10
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2.2 Statement Timeout Configuration

When APIs are integrated with Client systems, you may need to specify how long your client
system waits for an API call to complete before a timeout occurs. If the Client system times out
earlier than the API call, you may see inappropriate responses.

Hence, a client timeout value higher than the API response time is required to avoid such a
situation.

Ensure that the time out settings is always defined in decreasing order. Which means, the time
out value of managed components configured between the 'Client Server' and 'OFSLL
Managed Servers' should have decreasing value so that last managed server before OFSLL
has least timeout value.

Follow the below steps to set the statement timeout value.

1. Login to WebLogic Server 14c em (http://hostname:port/em) using the valid credentials.
2. Click WebLogic Domain > JDBC Data Sources.

The following screen is displayed.

Figure 2-4 JDBC Data Sources window

DF\,AC I—E‘ Enterprige Manager Fusion Middleware Control 14.1.2 _ﬂic v

Home
g OFSLLREL_domain @ Off W
t= Monitoring [3
EEMhLDgiD ey Diagnostics » 0
@ Information Control » £l
Certain functicnality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Ed
Legs. 3
Servens Administration Server Environment 4
3 Mame AdminServer Deployments
1]
P Host ofsllLoracke com JDBC Data Sources
Listen Port 8001 Me=zaging 3
5 e Cross Component Wiring 3
Clusters .
Web Servicas 3
View v Create Delete Contral = B
» Other Services 3
- Name Status  Cluster Machine  State a
usters i
WA Ad irati 2
AdminServer{admin) 4+ Running ministration
OFSLL_ManagedSernver 4+ Running Refrash Weblogic Domain
W5_ManzpedServer Running Security 3
Deployments = o +
JNDI Browser
» Systerm MBean Browser
1ue
Target Sitemap
Target Information

4 G 4

Columns Hidden 34 Servers 3of 3

3. Click on the configured Restful data source.
for example 'OfslIREST"
4. Navigate to Configuration > Connection Pool.

The following screen is displayed.

WebServices Installation Guide
G42104-01 September 11, 2025

Copyright © 2022, 2025, Oracle and/or its affiliates. Page 12 of 32



ORACLE Chapter 2
Statement Timeout Configuration

Figure 2-5 Connection Pool tab

ORACLE Enterprise Manager Fusion Middizware Contral 14.1.2 I WeblogicDomain *  weblogic ¥ -
=== OFSLLREL_domain & Ty H«
=

1 WeebLogic Domain v Aug 29, 2025, 12:33:27AM GMT 0

JDomain_OFSLLREL_domainfOFSLLREL_domain = JDBC Data Sources > Settings for Data Source

JDBC Data Source : OfsliREST

Configuration | Targets Monitoring Control Tags Security  Notes

General | Connection Pool | Oracle OMS Client Transaction Diagnostics  ldentity Options F'
@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Save Revert
LUls= this page to define the connection properties for this JOBC data source.
Database Connection Information
* Driver Class Name U oracle jdbe. OracleDriver
*
Daksbiase ek, U jdbec:oracle:thin:@/ofslloracke.cor
Password §J -
Confirm Password U
SQL ISVALID | TestDatabase Connection
Test Table Name or SQL Statement
7~
Properties
Enter the properties passed to the JOBC driver that are used to create physical database connections. For example: server=dbserver].
Add
Name Value Delete
user OFSLLREL v

5. Click Lock & Edit option from the Change Center menu.
6. Scroll down and click the Advance option.

The following screen is displayed.
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Figure 2-6 Advance option - Statement Timeout

ORACLE Enterprige Manager Fusion Middizware Contral 14.1.2 1% WebLogic Domain *  weblagic *

=== OFSLLREL_domain & Ay Hv
=
1 WebLogic Domain + Aug 29, 2025, 12:35:41AM GMT )

& Confirmation =

The edit session lock has been acquired. No pending changes exist.
JDomain_OFSLLREL_domain/OFSLLREL_domain > JOBC Data Sources =
JDBC Data Source : OfsliREST

Configuration | Targets Monitoring Control Tags Security  Notes

L
Connection Creation Retry Frequency
(seconds)
Inactive Connection Timeout (seconds)
Maximum Waiting for Connection | 2147453647
Connection Reserve Timeout (seconds)

Ignore In-Use Connections U

7|

Pinned-To-Thread U! |
Remave Infected Connections Enabled U

Wrap Data Types U

Fatal Error Codes Jff

Connection Labeling Callback Ul

7. Set the Statement Timeout value as appropriate. This is the time after which a statement
currently being executed will time out. For more information, refer to Guidelines_OFSLL
API Timeout Period.pdf shared along with fix.

8. Once done, for changes to take effect, you need to restart the Data Source. Click on the
View changes and restarts from the Change Center menu.

2.3 OAuth Implementation

(Optional) To extend OFSLL SaaS, OAuth2 can be used for securing OFSLL web services
user access Authentication.

Web services authentication using OAuth2 is one of the best approach for securing user
authentication to extend OFSLL SaaS. This uses Oracle / Non-Oracle PaasS to authenticate
service access request from an external partner application without sharing OFSLL
environment access credentials (UID / Password) and leverages the built-in support for OAuth
2.0.

OAuth 2.0 is an open standard token-exchange technology for verifying a user’s identity across
multiple systems and domains without risking the exposure of a password.

For detailed information, refer to the OAuth Implementation Guide shared in OTN library.

2.4 Deploying RESTful WebService

Please follow the below steps to deploy RESTful WebService.

1. Login to Web Logic application server enterprise manager (e.g.: http://
host nane: port/em
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Figure 2-7 Deploy RESTful WebService 1

Domain Domain_OFSLLREL_domain

* User Name | weblogic |

* Passwond | ............. |

ORACLE’

Copyright € 1998, 2024, Oracle andfor its affiliates. All rights reserved. Cracle is a registered trademark of Oracle Corporation andlor its affiliates. Other names may be
trademarks of their respective owners.

Enter valid login credentials.

The following window is displayed.

Figure 2-8 Deploy RESTful WebService 2

i weslogic Domain v weblogic +

Taw B v |AutoRefrech |OF W

DRACLE. Enterprise Manager Fusion Middleware Controd 14.1.2

== OFSLLREL_domain &

L=
1 WebLogic Domain + Aug 10, 2025, 1:45:25PM GMT 4)
@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Seners Administration Server
Name AdminSarver
3 Up
Host  ofsll.oracke com
Listen Port 8001
Servers
Clusters
View v Create Delete Control w B
b Name Status  Cluster Machine  State Health Listen Port cl
Clusters
AdminServer(zdmin) + Running Ok 2001
OFSLL_ManapgedServer f Running OK 9003
WS_ManagedServer Runnin, OK 9004
Deployments = i L :

. 1Up ’

4 G 4

Columns Hidden 34 Servers 3of 3
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3. Select Lock & Edit option in the lock drop-down list available in the header.

4. Click Deployment in the left panel. Select Lock & Editoption in the lock drop-down list
available in the header.

The following window is displayed.

Figure 2-9 Deploy RESTful WebService 3

ORACLE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
k=
¥ WebLogic Domain

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in tH

Servers

®-

Clusters

Clusters

Adminigtration Server

Name AdminServer
Host  ofsll.oracke.com

Listen Port 8001
Servers

View ¥ Create

Name
AdminServer{admin)
OFSLL_ManapedSarver

WS_ManapedServer

Delete Contred w B
Status Cluster Machine
+

+
+

State
Running
Running

Running

= Weblogic Domain weblogic =

m [ v  Auto Refresh | OF W

Columns Hidden 34

5. Select Deploy from the Deployment drop-down list.

The following window is displayed.

Edit Sessions. EMT 0

Lock & Edit |

Release Configuration

Activate Changes

Undo AN Changes

View Restart Checklist

Preferences

Help
Heamm—————orsenrrom— a
0K 9001
0K 9003
0K 2004

Servers 3of3
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=== OFSLLREL_domain @

Figure 2-10 Deploy RESTful WebService 4

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

= Weblogic Domain weblogic =

B v v | AuoRefresh [OF W
=
I wiebLogic Domain v Aug 17, 2025, 3:57:15PM GMT ﬂ
@ Confirmation
The edit session lock has been acquired. No pending changes exist.
Servers Deployments
- View v ) Showall Deployment »  Ovemide «
3 Up Name ‘il Deploy Targets
P & opss-rect ¥ Redeploy AdminZenser
¥ Undeploy
Clusters
t, Fetch Deployment Plan
»
Clusters
Deployments
. 1 N

Columns Hidden 4 Columns Frozen 1

6. The following window is displayed.

Deployments 1 .of 1
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Figure 2-11 Deploy RESTful WebService 5

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v

OFSLLREL_domain @

[ ] (8]
Select Archive Salect Target

Back Sbep1of4

Deploy Java EE Application: Select Archive

)
Sco =
e 4 Information
Select a scope that you want to deploy this application to | Global Use this page to d JavaEE
applications that require Oracle
L . Metadats Services (MOS) or the
Archive or Exploded Directory take advantage of the Oracle
Java EE archives, Web Madules (WAR files), EJB Modules (EJ8 JAR files), Rescurce Adapter Modules (RAR files), Coherence Archives (GAR files),  Application Development
JDBC Modules, JMS Maodules, and library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the server Framewoark (Oracle ADF).
where Enterprise Manager is running. If your apglication is a SOA
composite, use the S0A Compc
deployment wizard.
(® Archive is on the machine where this Web browser is running. If your apglication is not 3 SOA
composite of it does not require
OfsIRestEAR 2ar MO repasitory or ADF
(73 Archive or exploded directory is on the server where Enterprise Manager i running. x:‘ applic:lli:‘::s‘;:wg tﬁ: :;F::
or the Oracle WebLogic Server
| " TR | Administration Consale.
Deployment Plan
The deployment plan is a file that contains the deployment settings for an application. You can use a previously saved deployment plan for this
application. Later in the deployment process, you can optionally edit the deployment plan and sawve it for 3 future deployment of this application. If
you do not hawve a deployment plan, one will be created automatically during the deployment procass when deployment configuration is done. The
deploymet plan is not applicable when you dephoy a library.
(@ Create a new deployment plan when deployment configuration is done.
("t Deployment plan is on the machine where this Web browsar is running.
No file chosen
(") Deployment plan is on the server where Enterprise Manager is running.
| || v

e [
Browse to the folder containing the WebService. Eg: C. / O sl | Rest EAR. ear
Click Next.

The following window is displayed.
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Figure 2-12 Deploy RESTful WebService 6

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
OFSLLREL_domain €
(@] [ ]

Select Archive Select Target Application Attributes

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to

Select Name Type
(] AdminSener Cracle WebLogic Server
O OFSLL_ManagedServer Oracle WebLogic Server

'WS_ManagedServer Oracle WebLogic Server

9.
10. Click Next.

The following window is displayed.
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Figure 2-13 Deploy RESTful WebService 7

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2 weblogic v

OFSLLREL_domain ©@

O (®] L] 8]
Select Archive Select Target Application Deployment Settings
Atfributes

Deploy Java EE Application: Application Attributes Step2ofé
a

4 Hide Deployment Summary
Archive Type Java EE Application (EAR fil=)
Deployment Plam  Creates @ new plan
Deployment Target OFSLL_ManagedServer
Scope Global

Deployment Type Application

* Application Name | OfsliRestEAR

Context Root of Web Modules

Web Module Context Root
OfsliRestWAR war OfsliResfVS
Distribution

(@ Install and start application {servicing all requests)

() Install and start application in administration mode (servicing only admini ion requesis)

() Install only. Do not start.

4 Other Options

4 G >

11. Select the option Install and start application (servicing all requests).
12. Check the context root and click Next.

The following window is displayed.
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Figure 2-14 Deploy RESTful WebService 8

ORACLE Enterprise Manager Fusion Middlewara Control 14.1.2

OFSLLREL_domain ©@

O » o) ®
Select Archive Select Target Application Attributes  Deployment Settings

Deploy Java EE Application: Deployment Settings

SEp4c|F4 Next

4 Hide Deployment Summary a
Archive Type Java EE Application (EAR fil=)
Deployment Plam  Creates @ new plan
Deployment Target OFSLL_ManagedServer
Scope Global
Deployment Type Application
Application Name  OfsliRestEAR
Version Not wersioned
Context Root OfcliResfiWS
Deployment Mode  Install and start application (servicing all requests)
Deployment Tasks
The: table below lists common tasks that you may wish to do before deploying the application.
Name GoToTask  Deseription
Configure Web Modules _I’ Configurs the Web moedules in your application.
Configure Application Security _I’ Configurs application poficy migration, credential migration and other security behawvior.
4 Deployment Plan
*¥ou can optionally use the Edit Deployment Plan option to sat more adwvanced deployment options which the deployment tasks above do not cover.
e mneirin
*You can optionally save the deployment plan to your local disk. You can redeploy this application later using your saved deployment plan and not have to edit the deployment plan. v

Save Deployment Plan
13. Click Deploy . On successful deployment, the following window is displayed.

Figure 2-15 Deploy RESTful WebService 9

Deployment Succeeded

Deployment of Application "OfsliRestEAR” is
activate or undo the changes.

Summary

are pending activation. Exit the wizard and use the Change Center to

Scope Global
Version Mot versioned

Deployed Archive  /u01/Mi i i i o i didenlowOfslIRestEAR archi
Location OfsliRestEAR ear

Archive Type Java EE Application (EAR file)

Deployment Mode  Install and start application (servicing all requests)
Deployment Target OFSLL_ManagedServer
Application States Unavailable (OFSLL_ManapedServer)

Context Root OfcliRestWS

4 Hide Progress Messages

[August 20, 2023, 10:23:48 AM Greenwich Mean Time] Initiating deploy operati

[Aupgust 20, 2023, 10:23:48 AM Greenwich Mean Time] Saving the oracle conﬁgu:amn changes to archive.

[Awpust 20, 2025 10:23:50 AM Greenwich Mean Time] Archive:

TuD1Midd) i1 4cH / ins/OFSLLREL domain/! nar ear
[Auwgust 20, 2025, 10’23 50 AM Greenwich Mean Time] [Depheyer:148140]The task cannat be prDuEsed funher until the current edit session is activated.
When this ocours, task processing will continue. The user can exit the deployer tool without affecting the task.

[Auguss 20, 2025, 10:23:50 AM Greenwich Mean Time] Deploy operation completed.
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14. Click Close. Post deployment, you need to activate the changes by selecting Active
Changes option from Edit Session drop-down list as indicated in step 4 above.

The next step is to Identifying the RESTful Webservice URL.

« Identifying the RESTful Webservice URL

2.4.1 ldentifying the RESTful Webservice URL

The following section briefs how to identify the RESTful Webservice URL.
1. Login to WebLogic Server 14c em (htt p: / / host nane: port/em.

2. Click Deployments and expand OfslIRestEAR services.
e Click Application Deployment.

The following window is displayed.

Figure 2-16 Identifying URL 1
15 WebLogic Domain v weblogic =

Tiv Elv AutoRefresh |Of

Aug 20, 2025, 10:31:33AM GMT 0

DF\’ACI_E' Enterprize Manager Fusicn Middieware Control 14.1.2

t: OFSLLREL_domain &

1 WebLogic Domain +

& Confirmation ]
All changes have been activated. The edit session lock has been released.
Domain_OFSLLREL_domainOFSLLREL_domain =
Deployments
@ Information [
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
b Shew Pie Charts
View v [] ShowAll Deployment v Owveride » Control = B
Hame Status State Health Type Targets
4 OfEResiEAR 4+ Acive Ol Enterprise Application  OF3LL_ManapedServer
i o T:C{s ResfWAR (YWeb Apphcation)
b | #Ropssyest 4+ Active oK Web Application AdminServer
3. Click Modules and components.
The following window is displayed.
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=
t=

Application Deployment +

@) Information

Certain functionality on this page is available only when you own the edit session leck. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Monitoring

Request Processing Time (ms)

Identifying URL 2

4+ ofsliRestEAR &

Requests (per minute)

Modules and Components

Modules

Most Requested

Requests Processed

4,

5.

[
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DF\,ACI_E‘ Enterprize Manager Fusion Middleware Control 14.1.2

= Weblogic Domain w weblogic v

Start Up Shut Down

Tiv v |AnoRefech |0F W

Aug 20, 2025, 10:33:454 GMT 4)

[E7]
Maodules
Name Module Type
»
OfsliRestWAR Wieb Application
‘Components
Name

Mo components found

Component
Type
Web Modules
HName &7 TestPoint
OfsliRestWs [':t:-: .oracle.com:0003/0flIRestWE
OfsliRestWS hitps:/lofss oracle .com:B503/OfslIRestWS
Web Services
Soniine S A W i Test
Name
OFSLL_Manag... RESTSERVLET
OFELL_Manag...

oracle.ofslrestful utd. GenericAppication

You can view the OfslIRestful Services URL as shown.

Swagger documentation for RESTful web services can be accessed using the following

URL type - http://<server_name>;<port>/<Application_context>/swagger.json

2.5 Deploying RESTful Credit Bureau WebService

Please follow the below steps to deploy RESTful Credit Bureau WebService.
1.

Login to Web Logic application server enterprise manager (e.g.:http://
host nane: port/en.
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Figure 2-18 Deploy Bureau WebService 1

Domain Domain_OFSLLREL_domain

* User Name | weblogic

* Passwond | .............

ORACLE’

Copyright € 1998, 2024, Oracle andfor its affiliates. All rights reserved. Cracle is a registered trademark of Oracle Corporation andlor its affiliates. Other names may be

trademarks of their respective owners.

2. Enter valid login credentials.

The following window is displayed.

Figure 2-19 Deploy Bureau WebService 2

DRACLE. Enterprise Manager Fusion Middleware Controd 14.1.2

== OFSLLREL_domain &

1 wetlogicDomain v weblogic v

Taw B v |AutoRefrech |OF W

=
1 WebLogic Domain + hug 10, 2025, 1:45:25PH GMT 0
@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Seners Administration Server
Name  AdminSarver
3 Up
Host  ofsll.oracke com
Listen Port 8001
Servers
Clusters
View v Create Delete Control w B
b Name Status  Cluster Machine  State Health Listen Port cl
Clusters
AdminServer(zdmin) + Running Ok, 9001
OFSLL_ManapgedServer f Running OK 9003
WS_ManagedServer Runnin, OK 9004
Deployments = i L .

. 1Up ’

4 G 4

Columns Hidden 34

Servers 3of 3
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3. Select Lock & Edit option in the lock drop-down list available in the header.

4. Click Deployment in the left panel.

The following window is displayed.

Figure 2-20 Deploy Bureau WebService 3

ORAC LE. Enterprise Manager Fusion Middleware Controd 14.1.2

=== OFSLLREL_domain @
=
1 WebLogic Doemain +

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in tH

Servers

®-

Clusters

Clusters

Deployments

®-

Adminigtration Server

Name AdminServer
Host  ofsll.oracke.com
Listen Port 8001
Servers
View ¥ Create
Hame
AdminServer{admin)
OFSLL_ManapedSarver

WS_ManapedServer

Delete

Contrl v B
Status  Cluster Machine
+

+
+

State
Running
Running

Running

= Weblogic Domain v

m [ v  Auto Refresh | OF W

weblogic *

Edit Sessions. EMT 0
Lock & Edit |
View Change List
View Restart Checklist
Preferences
Help
Heamm—————orsenrrom— a
0K 9001
0K 9003
0K 2004

4 G

Columns Hidden 34

5. Select Deploy from the Deployment drop-down list.

The following window is displayed.

Servers 3of3

WebServices Installation Guide

G42104-01

Copyright © 2022, 2025, Oracle and/or its affiliates.

September 11, 2025
Page 25 of 32



ORACLE"

Chapter 2
Deploying RESTful Credit Bureau WebService

'OFSLLREL_domain @
=

¥ Weblogic Domain

Figure 2-21 Deploy Bureau WebService 4

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

= Weblogic Domain weblogic =

B~ Elv AusoRefresh [OF W

Aug 17, 2025, 3:57:15PM GMT 4)

@ Confirmation
The edit session lock has been acquired. No pending changes exist.
Servers Deployments
- View v (] Showall Deployment »  Owemide »  Control
3 Mo Name ‘il Deploy Health Type Targets
B H& opss-rest ¥ Redeploy oK Web Application AdminServer
3 Undeploy
Clusters.
t, Fetch Deployment Plan
»
Clusters
Deployments
. : N

Columns Hidden 4 Columns Frozen 1

6. The following window is displayed.

Deployments 1 .of 1
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Figure 2-22 Deploy Bureau WebService 5

ORAC LE- Enterprise Manager Fusion Middleware Controd 14.1.2

OFSLLREL_domain @

[ ] (8]
Select Archive Salect Target

Deploy Java EE Application: Select Archive

Scope
Select a scope that you want to deploy this application to | Global

Archive or Exploded Directory

weblogic *

Back Sbep1of4
i

Java EE archives, Web Modules (WAR files), EJB Modules (EJB JAR files), Rescurce Adapter Modules (RAR files), Coherence Archives (GAR files).
JDBC Modules, JMS Modules, and library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the sernver

where Enterprise Manager is running.

(@ Archive is on the machine where this Web bro  Archive Location

[ Cheose File | OracleFSLLBur=sulR wa]
(73 Archive or exploded directory is on the server where Enterprise Manager i running.

" Browse. |

Deployment Plan
The deployment plan is a file that contains the deployment settings for an appl

fication. You can use 3 prewiously saved deployment plan for this

application. Later in the deployment process, you can optionally edit the deployment plan and sawve it for 3 future deployment of this application. If
you do not hawve a deployment plan, one will be created automatically during the deployment procass when deployment configuration is done. The

deploymet plan is not applicable when you dephoy a library.
(@ Create a new deployment plan when deployment configuration is done.
("t Deployment plan is on the machine where this Web browsar is running.

No file chosen

() Deployment plan i on the server where Enterprise Manager is running.

=

A Information

Use this page to deploy Java EE
applications that require Oracle
Metadata Services (MDE) or the
take advantage of the Oracle
Application Development
Framework (Jracle ADF).

If your application is a SOA
composite, use the S0A Compc

deployment wizard.
If your application is not a SOA

composite of it does not require
MDS repository or ADF
connections, then you can deplc
‘your application using this wizar
or the Oracle WebLogic Server
Administration Console.

e. ___________________________________________________________________/ [ 2

Browse to the folder containing the Credit Bureau WebService. For example: C: /

Or acl eFSLLBur eauAPI . war

Click Next.
The following window is displayed.
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Figure 2-23 Deploy Bureau WebService 6

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2
OFSLLREL_domain €
(@] [ ]

Select Archive Select Target Application Attributes

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to

Select Name Type
(] AdminSener Cracle WebLogic Server
O OFSLL_ManagedServer Oracle WebLogic Server

'WS_ManagedServer Oracle WebLogic Server

9.
10. Click Next.

The following window is displayed.
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Figure 2-24 Deploy Bureau WebService 7

ORACLE- Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v

OFSLLREL_domain @

(@] O L] 8]
Select Archive Select Target Application Deployment Settings
Attributes

Deploy Java EE Application: Application Attributes Stepaors
A

4 Hide Deployment Summary
Archive Type Web Module (WAR fil=}
Deployment Plan  Creats 3 new plan
Deployment Target WS_ManspedServer
Scope Gilobal

Deployment Type Application

* Application Name | OracleFSLLBureaudPl

Context Root of Web Modules

Web Module Context Root
OracleFSLLEureauAP Lyar OracleFSLLBuraauAF]
Distribution

(@ Install and start application (servicing all requests)

() Install and start application in administration mode {servicing only admini jon requests)
) Install endy. Do not start.

4 Other Options

4 G >

11. Select the option Install and start application (servicing all requests).
12. Check the context root and click Next.

The following window is displayed.
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Figure 2-25 Deploy Bureau WebService 8

DF\,ACI_E* Enterprise Manager Fusion Middleware Controd 14.1.2 weblogic v

OFSLLREL_domain £

(@] O o L]
Select Archive Select Target Application Attributes Deployment Settings
Deploy Java EE Application: Deployment Settings Sepdcis Next [ Deploy

4 Hide Deployment Summary

Archive Type Web Module (\WAR fi=}

Deployment Plan  Creats 3 new plan
Deployment Target  WS_ManspedServer
Scope Global
Deployment Type Application
Application Name  OracleFELLBureausP|
Version Mot wersioned
Context Root  OracleFSLLBureauAP|

Deployment Mode  Install and start application (sesvicing all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the appcation.
Name Go To Task Description
Configure Application Security F Configurs application policy migration, credential migration and other security behavior.

4 Deployment Plan
*¥ou can optionally use the Edit Deployment Plan option te 52t more advanced deployment options which the deployment tasks above do not cover.

Edit Deployment Plan

*¥ou can optionally sawe the deployment plan to your local disk. You can redeploy this application lster using your saved deployment plan and not have to edit the deployment plan.

Save Deployment Plan

13. Click Deploy. On successful deployment, the following window is displayed.
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Figure 2-26 Deploy Bureau WebService 9

Deployment Succeeded

Deployment of Application "OracleF SLLBureauAPI™ is p L Y hanges are pending activation. Exit the wizard and use the Change
Center to activate or undo the changes.

Summary
Scope  Global

Version Mot versioned

Deployed Archive /u01/Mi Juser_proj ins/OFSLLREL_domain/sysmaniuploadideploy/Oraciker SLLBureauAPl/
Location amhlue.'DmdeFSLLBureauAlear

Archive Type Vieb Modulz (WAR file)

Deployment Mode  Install and start application (servicing all requests)
Deployment Target WS_ManagedSemver
Application States L i {(WS_M. d

Context Root OracleFSLLBureauAPl

4 Hide Progress Messages

[August 20, 2025, 1:22:08 PM Greenwich Mean Time] Initiating deploy operation ...

[Aupgust 20, 2025, 1:22:08 PM Greenwich Mean Time] Validating deployment plan...

[Aupgust 20, 2025, 1:22:08 PM Greenwich Mean Time] Deployment plan validsted.

[August 20, 2025, 1:22:08 PM Greenwich Mean Time] Archive:

fuD1Middleware/Weblogic14cHomeluser_proj JOFSLLREL_domain/sysmaniu

OracleFSLL BureauAPliarchive/ OracleF SLLBureauAP| war

[Aupust 20, 2025, 1:22:08 PM Greenwich Mean Time] Deployment plan:

fuD1/Middleware/Weblogic14cHoma/usar_pr JOFSLLREL domain/sysmaniu OracleFSLL BursauAPlizonfig/plan.xmi
[Aupust 20, 2025, 1:22:08 PM Greenwich Mz3n Time] [Deployer: 149140]The task cannat be processed further until the current edit sescion ic activated.
When this occurs, task processing will continue. The user can exit the deployer tool without affecting the task.

[Aupust 20, 2025, 1:22:09 PM Greenwich Mean Time] Deploy operation completed.

14. Click Close. Post deployment, you need to activate the changes by selecting Active
Changes option from Edit Session drop-down list as indicated in step 4 above.

The next step is to create.

»  Creating Credentials and System Policies for Credit Bureau Interface

2.5.1 Creating Credentials and System Policies for Credit Bureau Interface

In order Configure Credit Bureau interface, you need to create credentials and system policies.
The credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

Create the following Maps and corresponding keys as indicated in following table.

Table 2-1 Maps and corresponding keys
|

Maps Keys Description
ofsll.int.bureau creditbureau_auth_mod | There are two modes:
e_adapter BASIC - On selecting this option, you need to

define User Name and Password to authenticate.

OAUTH2.0 - On selecting this option, you need to
define additional enabled fields such as Grant
Type, Client Id, Client Secret, Identity Domain,
Token and Header Key.

creditbureau_adapter If Authentication mode is selected as BASIC,
specify the Basic Authentication User Name and
Password.
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Table 2-1 (Cont.) Maps and corresponding keys

Maps Keys Description
creditbureau_servi- BureauApi or Third party RestAPI end point url.
ceurl_adapter
ProxyAuthentica- Indicator used to validate proxy.
tionEnabled
ProxyEnabled Indicator is for whether Proxy server info need to
be set or not.
ProxyPort Port to which ProxyServer is running.
ProxyServer Name of the proxyServer to be configured
<Bureau_name>_cert_p | The location of certificate file which contains the
ath valid certificate for Credit Bureau.
<Bureau_name>_cert_p | The password that requires to read the valid
assword certificate for the Credit Bureau.
<Bureau Name>_con- Consumer credentials to be configured for request
sumer_code creation of third party.
<Bureau Name>_to- Indicator used for whether third party token request
ken_indicator needs to be create or not.
<Bureau Name>_cert_- | Indicator used for whether certificate validation is
check_indicator required or not.
® Note

For certificate creation, please refer to Interface_Certificate_Configuration.pdf
document available in the release bundle.
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