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Preface

Oracle FLEXCUBE Investor Servicing is a comprehensive mutual funds automation software
from Oracle® Financial Servicing Software Ltd.©.

You can use the system to achieve optimum automation of all your mutual fund investor
servicing processes, as it provides guidelines for specific tasks, descriptions of various
features and processes, and general information.

This topic contains the following sub-topics:
e Purpose

e Audience

e Documentation Accessibility

e Critical Patches

* Diversity and Inclusion

e Conventions

e Screenshot Disclaimer

e Acronyms and Abbreviations

Purpose

This manual is designed to help acquaint you with the installation of Oracle FLEXCUBE
Investor Servicing application.

Audience

This manual is intended for the following User/User Roles:

Table 1 Users and Roles

Users Roles

Implementation team Implementation of Oracle FLEXCUBE Investor
Servicing

Presales team Install Oracle FLEXCUBE Investor Servicing for
demo purpose

Bank personnel Who installs Oracle FLEXCUBE Investor Servicing

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

ORACLE
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Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to ensure effective security,
as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

Personal information used in the interface or documents is dummy and does not exist in the
real world. It is only for reference purposes.

Acronyms and Abbreviations

ORACLE

The list of the acronyms and abbreviations used are as follows:

Table 2 Acronyms and Abbreviations

Abbreviation Description
FCIS Oracle FLEXCUBE Investor Servicing
OEM Oracle Enterprise Manager

Vi
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Table 2 (Cont.) Acronyms and Abbreviations

Abbreviation

Description

Preface

EMS Electronic Messaging Service
EJB Enterprise Java Bean
MDB Message Driven Beans
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Set Up Plug-Ins

e Introduction

e Integrating Oracle FLEXCUBE IS and BPEL
This topic explains Integrating Oracle FLEXCUBE IS and BPEL.

e Integrate Oracle FLEXCUBE IS and Scheduler
This topic explains Integrating Oracle FLEXCUBE IS and Scheduler.

e Integrating Oracle FLEXCUBE IS and BIP Reports
This topic explains Integrating Oracle FLEXCUBE IS and BIP Reports.

e Integrate Oracle FLEXCUBE IS and MBean
This topic explains to integrate Oracle FLEXCUBE IS and MBean.

1.1 Introduction

The user need to carry out certain tasks manually before Oracle FLEXCUBE deployment. This
document details out the pre-deployment tasks based on the on the selected plug-ins.

1.2 Integrating Oracle FLEXCUBE IS and BPEL

ORACLE

This topic explains Integrating Oracle FLEXCUBE IS and BPEL.

If you have created the EAR file with BPEL as a plug-in, then along with the Oracle
FLEXCUBE IS EAR file, the Installer creates the FCBPELCIS.jar file. You need to complete
the following tasks before deploying the Oracle FLEXCUBE IS EAR file.

e Custom Provider Configuration
This topic explains the details of the custom authentication.

e Configure libovd for single Entity
This topic explains the configuration of lipovd details for single entity.

e Configure libovd for Multi Entity
This topic explains to

e Configure for Multiple Providers for Multiple Entities
This topic explains to configure multiple providers for multiple entities.

e Configure DBAdapter
This topic explains the steps to configure DBAdapter.

e Configure JMS Adapter
This topic explains to configure JMS Adapter.

e Configure FTP Adapter
This topic explains to configure FTP Adapter.

e BIP Interactive reports configuration
This topic explains the configuration of BIP Interactive Reports.

*  BAM Report Configuration settings
This topic explains the configuration settings for BAM reports.
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e |PM Configuration To Edit The Document
This topic explains to edit the document using the IPM configuration.

e Configuring Superviser Roles in EM
This topic explains to configure superviser roles in the Oracle Enterprise Manager.

e Email Driver Configuration
This topic explains the stps to configure the email driver.

e TimeOut Settings for BPEL
This topic explains the TimeOut Settings for BPEL.

1.2.1 Custom Provider Configuration

This topic explains the details of the custom authentication.

FCUBS Custom Authenticator Provider configuration has to be done from the Weblogic
console of SOA or manually update the config.xml of the SOA domain. Below steps needs to
be followed to setup Custom Authentication Provider:

1. Along with the FCIS Ear file, the Installer creates the FCUBSAuthenticationProvider.jar
file.

e Copy this file to the following path on the application server host
<ORACLE HOME>\wlserver\server\lib\mbeantypes.

2. Restart the Admin Server.
3. Login to the Console.

4. Click on Security Realms.

Figure 1-1 Oracle Weblogic Server - Security Realms

ORACLE Weskogi server amreten ot 2 B o]

Change Center &) Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: Dev1201_domain
e Sl et Ts Homs >Summary of Security Realms

Configuration editing is enabled, Future Home Page

changes will automatically be activated as you

mocify, add or delete items in this domain. Information and Resources

Domain Structure

Dev 1201 domain = Configure applications = Common Administration Task Descriptions
B1-Environment. » Configure GridLink for RAC Data Source m Read the documentation
--Deployments = Configure a Dynamic Cluster = Ask a question on My Oradle Support
“Services n Recent Task Status
--Security Reaims
4H-Interoperabilty = Set your console preferences
Diagnostics = Orade Enterprise Manager

Domain Configurations

* Domain ® Messaging  WTC Servers

= IMS Servers o Jolt Connection Pools
= Store-and-Forward Agents

= JMS Modules

Howdo I... =]

o Servers
o Search the configuration o Clusters O (Eie=res * Log Files
« Use the Change Center = Server Templates = Eridges & Diagnostic Modules
o Record WLST Saripts » Wigratable Targets * Data Sources o Builtn Dizgnostic Modules
« Change Console preferences Y - « Persistent Stores * Diagrostic Images
o Manage Cansale extensions e — * XML Registres o Request Performance
 Monitor servers * Virtual Hosts * XML Entity Caches o Archives
« Work Managers « Foreign INDI Providers » Context
System Status 8 * Startup And Shutdown Classes * Work Contexts * SNMP
Health of Running Servers = 3con
« Mail Sessions
| Failed ()
& Deployments OFETS « Moritoring Dashboard B
| Critical (0)
. T
Overloaded (0) * 05GI Frameworks
[ Varning (0)
. o) o Security Reaims

5. Click on myrealm.

ORACLE
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Figure 1-2 Oracle Weblogic Server - Security Realms - myRealm

ORACLE webLogic Server sdministration Consels 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated 2s you
macify, add or delete items in this domain

Domain Structure

Dev1201_domain
H-Environment
--Deployments
~Services
i--Security Realms
[#t-Interoperability
~Diagnostics

Howdo I... c]

* Configure new security reaims
© Delete seaurity realms

* Change the default security realm

System Status a

Health of Running Servers

| Falled (0)

[ Critical (0)
Overloaded (0)

[ Warring (0)

I ok (5)

@ Home Log Out Preferences [A2] Record Help

Home >Summary of Security Realms

Summary of Security Realms

A security realm is a container for the mechanisms-incuding users, groups, security roles, security polides, and security providers—that are used to protect WebLogic resources. You can have muitiple
security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.

This Security Realms page lists each security rezim that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure thatreaim.

| Customize this table

Realms (Filtered - More Columns Exist)

Welcome, weblogic ‘ Connected to: Dev1201_domain

New | | Delete Showing 1to 10f 1 Previous | Next
[] | Hame & Default Realm

] |myrealm true

New | [ Delete

Showing 1to 1of 1 Previous | Next

Click on the Providers tab and click on the New button to create a new authentication
provider.

Figure 1-3 Oracle Weblogic Server - Providers - Create New Authentication

Provider

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
Dev1201_domain
B}-Environment:
~Deployments
~Services
~Security Realms
B~ Interoperabiiity
~Diagnostics

How do L. a

* Manage security providers

+ Configure Authentication and Identity
Assertion providers

System Status =]
Health of Running Servers

[ Faied (0)

[ Critical (0)
Overloaded (0)

| Warning (0)

I

@ Home LogOut Preferences

Record Help

Home >Summary of Securty Realms = myreaim = Pr
Create a New Authentication Provider
0K Cancel

Create a new Authentication Provider

The fallowing properties wil be used to identify your new Authentication Provider.

* Indicates required ficids

The name of the authentication provider.

* Name: FCJCustomProvider]
This is the type of authentication provider you wish to create,

Type: FCUBSUserAuthenticator

OK | || Cancel

Welcome, weblogic ‘ Cornected to: Devi201_domain

Give the Provider name as FCJCustomProvider and type as FCUBSUserAuthenticator.

Click the Reorder button to bring the newly created provider to first of all providers and

click the OK button.
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Figure 1-4 Oracle Weblogic Server - Providers - Reorder

ORACLE webLogle Sarver aminssaion onel 22 B 0000 o

Change Center @ Home Log Out Preferences Record Help Weloom:,w:hbﬂ»c‘CunnE:tedtu‘ Dev1201_dom:

View changes and restarts He

Messages
Configuration editing is enabled. Future

changes will automatically be activated as you () Create operation cancelled - no Authentication Providers created.
modify, add or delete items in this domain.

Settings for myrealm

Domain Structure
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Dev1201_domain
Environment Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores
Deployments
[B-Services
—Seaurity Realms An Authentication provider allows WebLogic Server to establish trust by validating a user, You must have one Authentication provider in a security realm, and you can configure multiple Authentication
[E-Interoperability providers in a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure & Realm Adapter
E-Diagnostics Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.
b Customize this table
Authentication Providers
New | | Delete Showing 1to 4of 4 Previous | Next
— —
How do L. a
[1| name Description Version
o Configure Authentication and Identity
Assertion providers [0 | FeacustomProvider Authentication provider for FLEXCUBE users FCUBS 12.1
« Configure the Password Validation provider [T [Trust Service Identity Asserter Trust Service Identity Assertion Provider 10
® Manage security providers [ |pefaultAuthenticator WebLogic Authentication Provider 10
» Setihe Jaks conrol fag 7] | pefauitidenttyasserter Vieblogic [dentity Assertion provider 10
o Re-order Authentication providers
New | | Delete Reorder Showing 1to 4of 4 Previous | Next
System Status a
Health of Running Servers

| Failed (0)

[ Critical (0)
Overloaded (1)

[ Warning (0)

I o< (3)

Figure 1-5 Oracle Weblogic Server - Providers - Reorder List

ORACLE Webkogi server ot conai 2 -1

Change Center @ Home Log Out Preferences Record Help

Welcome, weblogic ‘ Connected to: Dev1201_domain

View changes and restarts Hame >Summary of Securiy Realms >my1 < > FCICustompry »Providers
Configuration editing is enabled. Future Reorder Authentication Providers

changes wil automaticaly be activated as you

modify, add or delete items in this domain. 0K Cancel

Domain Structure Reorder Authentication Providers
Dev1201_domain

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can aiter the authentication sequence.
E-Envirorment

Select authenticator(s) in the list and use arrows to move them up and down in the list.

L o ] Authentication Providers:
Est-Interoperabiity ;

+}-Diagnostics Available:

[7] FCICustomProvider

[] Trust Service Identity Asse|
[] DefaultAuthenticator

[7] DefaultidentityAsserter

Howdo L. =]

» Re-order Authentication providers ok | [Cancel
* Setthe JAAS control flag

System Status =1

Health of Running Servers

[ Failed (0)

| Critical (0)
Overloadzd (0)

| Warning (0)

I ok (3)

Click on FCJCustomProvider.

In the Common tab, change the control flag to SUFFICIENT.
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Figure 1-6 Oracle Weblogic Server - Settings for FCJCustomProvider - Common

ORACLE' WebLogic Server administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure

~Deployments
-Services
~Security Realms
- Interoperabilty
-Diagnostics

How do L. =]

No task help found.

System Status a

Health of Running Servers

| Failed (2)

[ Critical (0)
Overloaded (1)

[ Warning (0)

I o (3)

{8 Home Log Out Preferences

Record Help Q

Welcome, weblogic ‘ Cornected to: Devi201_domain

Home >Summary of Security Resims >myreslm >Providers >FCICustomProvider »Providers >FCICustomProvider

Settings for FCICustomProvider
Configuration

Common | Provider Spedific

Save

This page allows you to define the general configuration of this provider,

| Name:

(] Description:
] version:

] Control Flag:

Save

FCICustomProvider
Authentication provider for FLEXCUBE users

FCUBS 12.1

SUFFICIENT [=]

In Provider Specific tab,

 Set INDIName as Flexcube JNDI Name.

* |f external authentications are used in FCIS, then Fill the LDAP/MSAD related fields.

Figure 1-7 Oracle Weblogic Server - Settings for FCJCustomProvider - Provider

Specific

ORACLE WebLogic Server administration Consols 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

~Deployments
~Services
~Security Realms
}-Interoperability
~Diagnostics

Howdo L. =]

No task help found.

System Status a
Health of Running Servers

| Failed (0)

| Critical (0)
Overloaded (0)

[ Wiarning (0)

I

& Home LogOut Preferences [ Record Help Q

Home >Summary of Securty Reaims

Settings for FOICustomProvider

Configuration
Commeon | Provider Specific
Save

This page allows you to configure additional attributes for this security provider.

[7] £F) L8ap SSLEnabled

4] Authentication Type:

(] Ldap Domain Name:

] Security Authentication Type:
(] Ldap Server Ip And Port:

[7] &) External Password Required
(1] Ldap Server Time Out Duration:
[T &) msad or Ldap Login Required
(] INDIName:

Save

MSAD [~]
OFSSCOM

simple [=]

lecalhost 389

jdbeffcidevDs

Welcome, weblogic ‘ Connected to: Dev1201_domain

= FCICustomProvider

12. For manually editing the config.xml go to

<ORACLE HOME>\Middleware\user projects\domains\base domain\config\
path and open the config.xml file.

The following codes need to be added at proper locations in the config.xml.
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*  Search for <realm> tag and add the following code between <realm> and </realm>
tags.This should be the first child of the realm Node.

<sec:authentication-provider xmlns:nl="http://fcubs.ofss.com/security"
xsi:type="nl:fcubs-user-authenticatorType">
<sec:name>FCJCustomProvider</sec:name>
<sec:control-flag>SUFFICIENT</sec:control-flag>
<nl:msad-or-ldap-login-required>true</nl:msad-or-ldap-login-required>
<nl:external-password-required>true</nl:external-password-required>
<nl:authentication-type>MSAD</nl:authentication-type>
<nl:ldap-server-ip-and-port>LDAP://localhost:389</nl:ldap-server-ip-and-
port>

<nl:ldap-ssl-enabled>true</nl:ldap-ssl-enabled>
<nl:security-authentication-type>simple</nl:security-authentication-
type>

<nl:ldap-domain-name>0FSS.COM</nl:ldap-domain-name>
<nl:ldap-server-time-out-duration>0</nl:ldap-server-time-out-duration>
</sec:authentication-provider>

e Make sure tag values matches the value given during Property file creation.

1.2.2 Configure libovd for single Entity

This topic explains the configuration of lipovd details for single entity.

ORACLE

Follow the steps given below to configure the libovd details for a single entity.

1.

Along with the Oracle FLEXCUBE IS EAR file, the Installer creates the FCBPELCIS.jar
file.

On the application server host, create a folder by the name classes at the location
<MIDDLEWARE HOME>soa\soa\modules\oracle.soa.ext 11.1.x.

Extract the file FCBPELCIS.jar and from the extracted content, copy the folder com to:
<MIDDLEWARE HOME>soa\soa\modules\oracle.soa.ext 11.1l.x\classes.

Navigate to the location
<MIDDLEWARE HOME>soa\soa\modules\oracle.soa.ext 11.1l.x\classes\com\

ofss\fcc\bpel\cac. Edit the properties file CISProperties.properties and update
JNDIL.name with the JNDI name defined in the property file fcubs.properties.

Copy FCBPELCIS.jar to <MIDDLEWARE HOME>/user projects/domains/
<domain name>/config/fmwconfig/ovd/plu gins/lib.

Create the directory structure if it does not exists.

Copy the fcubs_adapter.xml to <MIDDLEWARE HOME>/oracle common/modules/
oracle.ovd/templates/.

Search for <FCUBSDATASOURCE> in fcubs_adapter.xml and update it with FCUBS
Datasource name.

Execute the libovdadapterconfig script which is present in <MIDDLEWARE HOME>/
oracle common/bin with below parameters.

Provide the below arguments with values for admin server host name or IP, admin server
port, WebLogic user id, domain home, and fcubs datasource.

./libovdadapterconfig.sh -adapterName fcubsadapter -adapterTemplate
fcubs adapter.xml -host <ADMIN SERVER HOST> -port <ADMIN PORT> -userName

1-6
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<WEBLOGIC USERID> -domainPath <DOMAIN HOME> -dataStore DB -root
ou=fcubs,dc=oracle,dc=com -contextName default - dataSourceJNDIName
<FCUBSDATASOURCE>

10. Once the above steps are completed, restart the server.

1.2.3 Configure libovd for Multi Entity

This topic explains to

Follow the steps given below to configure the libovd details for multi entity.

1.
2
3.

Continue step 1 to step 5 from Configure libovd for single Entity.
In the following steps, replace the <Entityld> tag with the proper Entity name.

Copy the fcubs_adapter_<Entityld>.xml to <MIDDLEWARE HOME>/oracle common/
modules/oracle.ovd/templates/

Search for <FCUBSDATASOURCE> in fcubs_adapter_< Entityld>.xml and update it with
fcubs Datasource with the mapped Datasource for the entity in the property file.

Ex:<param name="DataSource" value="<FCUBSDATASOURCE>"/>

Search for UserldPattern Parameter and Update the value for OU to the entity name in
lower case.

EX: <param name="UserIdPattern"
value="cn=%USERID%, ou=<EntityId>, dc=oracle, dc=com"/>

Search for MultiEntityEnabled element and update the value to true.
EX: <param name="MultiEntityEnabled" value="true"/>

Search for Entityld element and update the value with the entity name in lower case which
we have created.

EX:<param name="EntityId" value=" <EntityId>"/>

Execute “libovdadapterconfig” script which is present in <MIDDLEWARE HOME>/
oracle common/bin with below parameters.

Update the admin server host name or IP, admin server port, WebLogic user id, domain
home, root, and fcubs datasource.

libovdadapterconfig.sh -adapterName fcubsAdapter -adapterTemplate

fcubs adapter < EntityId >.xml -host <ADMIN SERVER HOST> -port <ADMIN PORT> -
userName <WEBLOGIC USERID> - domainPath <DOMAIN HOME> -dataStore DB -root
ou=<EntityId>,dc=oracle,dc=com -contextName default -dataSourceJNDIName
<FCUBSDATASOURCE name which we mapped in step4>

10. Repeat from step 2 to step 7 for each entity creation.

11. Once the above steps are completed, restart the server.

1.2.4 Configure for Multiple Providers for Multiple Entities

This topic explains to configure multiple providers for multiple entities.

1.

2

ORACLE

Login to the Adminserver.
The Oracle Weblogic Server screen is displayed.

Click on Security Realms.

1-7


https://docs.oracle.com/cd/G27463_01/

Chapter 1

Integrating Oracle FLEXCUBE IS and BPEL

The Summary of Security Realms screen is displayed.

Figure 1-8 Summary of Security Realms

modity, add or delete items in this domain.
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Health of Running Servers

[ Failed (0)

[ Critical (0)
[ Overloaded (0)
[ Waming(0)
I 0K (3)

« Machines
 Virtual Hosts

o Virtual Targets

* Work Managers

« Concurrent Templates

* Resource Management

« Startup And Shutdown Classes

= JMS Modules
» Path Services
» Bridges

« Data Sources

o Persistent Stores

* XML Registries

* XML Entity Caches

« Foreign INDI Providers

o Work Contexts

o jcomM

« Mail Sessions

o FieT3

o TTA

* OSGi Frameworks

o Interceptors

« Monitoring Dashboard &

Click on myrealms.

The Settings for myrealms screen is displayed.

Figure 1-9 Settings for myrealms

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, 2dd or delete items in this domain.

Domain Structure

Deployments
Services

Security Realms Realms (Filtered - More Columns Exist)
E-Interoperabiity
B}-Diagnastics New | [ Delete Showing 1to 1o 1 Previous | Next
[ | Name & Default Realm
[ | myreaim true
New Delete Showing 1to 10f 1 Previous | Next
How do L. =}
 Configure new security reaims
» Enable automatic realm restart
« Delete security realms
* Change the default security realm
System Status g

Health of Running Servers

[ Falled (0)

| Critical (0)
Overloaded (0)

[ Warning (0)

I K (3)

@ Home Log Out Preferences

>Summary cf

Summary of Security Realms

A security realm i a container for the mechanisms—-ncluding users, groups, security roles, security policies, and security providers—that are used to protect WebLogic resources. You can have multiple

Welcome, weblogic | Connected to: soa_demain

active security realms n a WebLogic Server domain, but only one can be set a5 the default security reaim, which is reserved for domain administrative purposes.

[ Customize this table

503_domain This Security Reaims page lsts each security realm that has been configured in this WebLogic Server domain. Click the name of the reaim to explore and configure that reaim.
BH-Domain Partitions
BF-Environment

 >myresim >Summary of Security Realms

4. Click on Providers tab.

The Settings for myrealms - Providers screen is displayed.

ORACLE
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Figure 1-10 Settings for myrealms - Providers

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future

changes will automatically be activated as you

modify, add or delete items in this domain.

@ Home Log Out Preferences Welcome,wehlogic‘cnnne(led to: soa_dom

FCUBS »Summary o = >myrealm

Settings for myrealm

Configuration | Users and Groups | Roles and Polices | Credential Mappings

Domain Structure
soa_domain

Domain Partitions
BF-Environment
+-Deployments
B-Services
+--Security Realms

General | RDBMS Security Store | User Lockout | Performance Providers- Tab |

Save

Use this page to configure the general behavior of this security realm.

Note:
BHInteroperability If you are implementing security using JACC (Java Authorization Contract for Containers as defined in JSR 115), you must use the DD Only security model, Other WebLogic Server models are
F-Diagnostics not avaiiable and the security functions for Web applications and E)Bs in the Administration Console are disabled.
Name: myreaim The name of this security realm.  More Info...
5] Security Model Default: DD Onl Spec e default security model for Web applications or EJ
LS =] secured by this security reaim. You can override this default dur
deployment.  More Info...
]
Howdo L 7] 4] Combined Role Mapping Enabled Determines how the role mappings in the Enterprise Application, Web
i . . application, and EJB containers interact, This setting is valid only for Web
¢ Configure new security reaims applcations and EJBs that use the Advanced security model and that initiaize
« Enable automatic reaim restart roles from deployment descriptors.  More Info,
« Manage security for Web appiications and
[T &5 Use Authorization Providers to Protect JMX Access Configures the WebLogic Server MBean servers to use the security realm's
Authorization providers to determine whether a JMX dient has permission to
« Set the default security model access an MBean atiribute o invoke an MBean operation.  More Info. ..
« Delegate MBean authorization to the reaim
] Restart After Non-Dynamic Changes Specifies whether the Realm will be auto-restarted if non-dynamic changes
are made to the realm or providers within the realm. - More Info...
System Status ]
Health of Running Servers Retire Timeout: ) Specifies the refire timeout for a realm that is restarted, The old realm willbe
shutdown after the specified timeout period has elapsed.  More Inf...
[ Failed (0)
P Advanced
[ Critical (0)
N Overloaded (0) Save
Warning (0)
I 0K (3)

Click on New.

The Create a New Authentication Provider screen is displayed.

Figure 1-11 Create a New Authentication Provider

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing s enabled. Future

changes will automatically be activated as you
modify, 2dd or delete items in this domain.

Domain Structure

s0a_domain
E-Domain Partitions
E}-Envirorment

Deployments
Services
Security Realms
Interoperability
El-Diagnostics

How do I a8

 Configure Authentication and Identity
Assertion providers

* Configure the Password Validation provider

« Manage security providers

o et the JAAS control fiag

* Re-order Authentication providers

System Status r=!

Health of Running Servers

| Failed (0)

| Critical (0)
Qverloaded (0)

[ Warning (0)

)

Welcome, weblogic | Connected to: soa_domain

@ Home Log Out Preferences ecord Help

im >Pro

>y >FCUES >Summary of

im > Providers
Settings for myrealm
Configuration

Users and Groups | Roles and Polides

Credential Mappings

Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider allows WeblLogic Server to establish trust by validating a user, You must have one Authentication provider in a security realm, and you can configure multiple Authentication
providers in a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS,

b Customize this table

Authentication Providers

New | | Delete | Reorder

Shewing 1to 40f 4 Previous | Next

]| name Description Version
[0 |Feuss Authentication provider for FLEXCUBE users FCUBS 12.2
[C] | Trust Service Identity Asserter Trust Service Identity Assertion Provider 10

[F] | DefaultAuthenticator Weblogic Authentication Provider 1.0

(] | Defaultidentityasserter WebLogic Identity Assertion provider 10

| New | [ Delete | || Reorder

Showing 1to 40f 4 Previous | Next

6.

ORACLE

Enter the Name with proper Entity Name (entity name we mapped in property file) and
select the type as FCUBSUserAuthenticator and click OK.

1-9
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Figure 1-12 Create a New Authentication Provider with Entity ID

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future

changes will automatically be activated as you

modify, add or delete items in this domain.

@ Home Log Out Preferences

Home >FCUBS

Create a New Authentication Provider

0K Cancel

Domain Structure
s0a_domain
+-Domain Partitions
#Environment
~Deployments
+-Services

Security Realms
+-Interoperability
+-Diagnostics

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.

* Indi wired fields

The name of the authentication provider.

How do L.

« Manage security providers

 Configure Authentication and Identity
Assertion providers

s >ENTITYID >Providers

Welcome, weblogic ‘ Connected to: soa_dom

System Status
Health of Running Servers

[ Failed (0)
I Critical (@)
[ Overloaded (0)
I Warning (0)

I ok (3

r fame: ENTITYID
Thisis the type of authentication provider you wish to create.
Type: FCUBSUserAuthenticator [+]
0K Cancel
5 | Lok | luCancel|
=]

7. Click on Reorder.

Select the required option in Available field and click OK.

The Reorder Authentication Providers screen is displayed.

Figure 1-13 Reorder Authentication Providers

ORACLE WebLogic Server Administration Consols 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
mocify, dd or delete items n this domain.

Domain Structure
s0a_domain

~Domain Partitions
T-Envirorment
eployments
~Services
~-Security Realms
H-Interoperability
~Diagnostics

How do 1. =}

« Re-order Authentication providers
« Set the JAAS control fiag

@) Home Log Out Preferences

Record Help

Heme >FCUES > Summary of

ecurity Realms

>myreaim > Summary of Security Resi

alm > Summary of Securtty Realms »m *ENTITYID = Providers

Reorder Authentication Providers
OK | || Cancel

Reorder Authentication Providers
¥ou can reorder your Authentication Providers using the ist below. By reardering Authentication Providers, you can alter the authentication sequence
Select authenticator (s) in the list and use arrows to move them up and down in the fist,

&5 Authentication Providers:
Available:
[0 Fcuss
[] Trust Service Identity Asse
[] DefaultAuthenticator
[] DefaultidentityAsserter

4

1]

OK | || Cancsl

Welcome, weblogic | Connected to: soa_domain

System Status =]
Health of Running Servers

| Failed (0)

[ critical {0)
Qverloaded (0)

[ warning (0)

)

8. Click on the Provider that we have created.

The Settings for myrealms - Providers - New Provider screen

ORACLE

is displayed.
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Figure 1-14 Settings for myrealms - Providers - New Provider

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences (2] Record Help Welcome, weblogic | Connected to: soa_domain
B e pe Hame > > Summary f Security Resims >myrssim > Summary of Security Rs ENTITYID »Providers

Configuration editing is enabled. Future Settings for myrealm

changes will automatically be actvated as you

mocify, add or delete items in this domain. Configuration | Users and Groups | Roles and Polices | Credential Mappings | Providers | Migration

Domain Structure Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path
s0a_domain

EF-Domain Partitions . . . . . . )
E-Envronment An Authentication provider alows WebLogic Server to estabiish trust by validating a user, You must have one Authentication provider in a security realm, and you can configure multiple Authentication
g providers in a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DEMS.
~Deploymen
BF-services

~“Security Realms [ Customize this table

teroperabiity
Bl-Diagnostics Authentication Providers
New | | Delete | || Reorder Showing 1to 50f 5 Previous | Next
]| name Description Version
[ |evrrrvin Authentication provider for FLEXCUEE users FCUBS 12.2
How do L. = [ | Fuss Authentication provider for FLEXCUBE users FCUBS 12.2
« Configure Authentication and Identity [7] | Trust Service Identity Asserter Trust Service Identity Assertion Provider 10
Assertion providers [C] | Defaultauthenticator WebLogic Authentication Provider 10
+ Configure the Passnard Ualidation pravider [] | Defaultidentitysserter WebLogic Identity Assertion provider L0
« Manage security providers
+ Set the JAAS control fiag llistty| [Debere | [| Foer

Showing 1to 5of 5 Previous | Next
« Re-order Authentication providers

System Status =

Health of Running Servers

[ Failed (0)

| Critical (0)
Overloaded (0)

[ Warning (0)

I ok 3)

9. Inthe common tab, select the control flag as SUFFICIENT from the list and click on Save.
The Settings for ENTITYID screen is displayed.

Figure 1-15 Settings for ENTITYID - Common

ORACLE Webkogh server mieton ot 12 B o

Change Center @ Home Log Out Preferences (2] Record Help Welcome, weblogic | Connected to: soa_demain

B e pe Home >Summary of Security Reslms > myreaim »Summary of Securty Res > ENTITYID »P >ENTITYID > >ENTITYID

Configuration editing is enabled. Future Settings for ENTITYID

changes wil automatically be actvated s you

modify, add or delete items in this domain. Configuration

Domain Structure Common | Provider Spedfic

s03_domain

E-Domain Partitons LSave |

E-Environment

~Deployments ‘This page allows you to define the general configuration of this provider.
BH-Services @ Name: = )
~Security Realms
E-Interoperabiity
El-Diagnostics 45 Description: Authentication provider for FLEXCUBE users
& Version: FCUBS 12.2
4§ Control Flag: SUFFICIENT [+]
Save
How do L. a| ==
No task help found,

System Status El

Health of Running Servers

[ Falled (0)

| Critical (0)
Overloaded {0)

[ Warring (0)

I ()

10. Select the provider specific tab.

The Provider Specific screen is displayed.

ORACLE
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Figure 1-16 Settings for ENTITYID - Provider Specific

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Confiquration editing is enabled. Future

changes will automatically be activated as you
modify, 2dd or delete items in this domain.

@ Home Log Out Preferences (2] Record Help Welcﬂme,wehk)giclcnnrve(md to: soa_demain

Heme >Summary of Sacurity Re:

<aim > Summary of Security Reslms >ENTITYID »Providers >ENTITYID >Pro

>ENTITVID

Settings for ENTITYID

Configuration

Domain Structure
s0a_domain

~“Domain Partitions
--Environment
~Deployments
~Services
~Security Realms

Common | Provider Specific

Save
‘This page allows you to configure additional attributes for this security provider.

] Ldap ServerIp And Port: localhost389

E-Interoperabilty
Bl-Diagnostics .
4§ IDIName: jdbc/fejdevDS
[T 4] External Password Required
] Ldap Server Time Out Duration: 0
How do I a8
[T] &5 Multi Entity Enabled
Mo task help found.
4 Security ion Type: simple [=]
System Status a8
FEnE ] Entity 1d: ENT1
[ Falled (0)
[ Critical (0) ] Ldap Domain Name: OFSS.COM
Overloaded (1)
[ Warring (0 [] 4] Ldap SSLEnabled
I ()
[7] 48] Msad Or Ldap Login Required
] Authentication Type: MSAD E
Save

11. Change the JNDI

name to the Datasource JNDI name, which has mapped to the entity in
the property file level, and check the Multi Entity enabled checkbox.

Figure 1-17 Settings for ENTITYID - Provider Specific - Multi Entity

ORACLE webLogic Server Adminisiration Cansole 12¢

Change Center

View changes and restarts
Confiquration edtingis znabled. Futre
changes vil automaticaly be activated 25 you
oy, add or delete tems n tis doman,
Domain Structure

s0a_domain
BE-Domain Parttons

E-nteroperabllity
EE-Diagnostics

HowdoL.. E

1o task hef found

System Status 8

Health of Running Servers

| Failed (0)
[ Criteal 0)

&) Home Log Out Preferences |2 Wzkomz,wehlﬂgic‘(mﬂ!:lzd to: soa_dom

SENTITYID

Settings for ENTITYID
Configuration

Common | Provider Specific

Save

‘This page alaws you to cenfigure addtonal attributes for this security provider,

a5 Ldap Server 1p And Port: localhest369
5] MDIName: jcbeffejdevDs
[T 4] External Password Required

@5 Ldap Server Time Qut Duration: 0

Multi Entity Enabled

i) Security Authentication Type:

swmo\eE

] Entity Td: ENTI

5] Ldap Domain Name: OFSSCOM
[ 4] Ldap SSLEnabled

[ 4] Msad Or Ldap Login Required

] Authentication Type: MSAD E|
lSaed

12. Enter the Entityld with the Entity name which we created in the property file level and click

on Save.

ORACLE
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Figure 1-18 Settings for ENTITYID - Provider Specific - Entity Id

ORACLE weblogic Server Administraion Console 126

Change Center
View changes and restarts

Configuration editng is enabled. Future
changes wil automatically be acivated s you
modify, add or delete items in this domain.

Domain Structure
502_domain
[#-Demain Partitions
E-Enwironment
-Deplyments
[#}-Services

{2 Home LogQut Preferences (] Record Hep Q

Horm »Suramary of Securty g >myrea >Sumary of Securty s >myrein 71
Settings for ENTITYID

Configuration

Common  Provider Specific
Save
This page allons you to configure additional attributes for this security provider,

(] Ldap Server Ip And Port:

fers >ENTITYID »Provider

~Sequrity Reams localhast368
B-Interoperabilty
[HDiagnosti
e i omame: idbcficidevDS
[7] 4] External Password Required
1] Ldap Server Time Out Duration: 0
How do L. =]
7] 4] Multi Entity Enabled
No task help found,
i) Security ion Type: swmp\eE
System Status B
Health of Runring Servers (iF] Entity 1d: ENTI
| Falled (0)
| Giteal 7) (5] Ldap Domain Hame: OFSS.COM
Overioaded (0)
I ering (1) e
{F] Ldap SSLEnabled
I () 4
[7] 4] msad Or Ldap Login Required
] Authentication Type: MSAD El
Save

e
Welcome, weblogic ‘ Connected to: soa_dow

roviders »ENTITYID

13. Create the new datasource for each entity with the JNDI name, which we mapped in the

property file.

14. Restart the Admin Server.

15. Continue step 1 to step 15 for each provider creation in a multientity scenario.

1.2.5 Configure DBAdapter

This topic explains the steps to configure DBAdapter.

To configure DBAdapter, follow the steps given below.

1. Log in to Weblogic Console and click Deployment under Domain Structure.

The Summary of Deployments screen is displayed.

ORACLE
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Figure 1-19 Summary of Deployments

ORACLE WebLogic ssrver AdninstaionGorsl iz ]

Change Center @ Home Log Cut Freferences [&] Record Help | Q Welcome, weblogic ‘ Connected to: Dev1201_domain
e e TS Homs >Summary of Deployments
Configuration editing is enabled. Future Summary of Deployments
changes wil automatically be activated 25 you
modify, add or delete items in this domain. Control | Monitoring
Domain Structure
- This page displays a lst of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
Dev1201_domain redepiayed), o deleted from the domain by first selecting the appication name and using the controls on this page.
Et-Enviranment
--Deployments Toinstall 2 new applcation or module for deployment to targets in this domain, dick the Install button.
4 Services
--Security Realms
B Interoperabiity b Customize this table
}-Diagnostics
Deployments
Install | | Update | | Delete Stat ~ | | Stop v Showing 1to 47 of 47 Previous | Next
[T | Mame & State | Health | Type Targets Deployment Order
2
[ | gAaadapter active | ¥ oK AZ:::? soa_server1 324
HowdoL.. =]
[ | ® mgbabui actve  |@Pok | EEEE soa_server1 313
» Install an enterprise application 0 Application
+ Configure an enterprise application Enterpri
a prise sl [] | ® pgpamComposer New A" Imr;se bam_serverl s00
* Update {redeploy) an enterprise application - ‘ppication
* gs;::g:mp @ deployed enterprise [ | ® rgBamCQservice New i::i’;’fjﬂ bam_server1 300
= Monitor the modues of an enterprise Enterpri
application [[] | @ pgBamserver New A:phg:]f” bam_serverl 200
= Deploy EJ8 modules
_ Enterprise
o Instal a Web appiication B [FBPMCompos=r Active | ¥ OK spplcaton s0a_serverl 385
7] | eoherence-transaction-ar hctve POk |Lmoure AdminServer, 100
System Status B Adapter bam_server1, soa_server1
Health of Running Servers 11 | g coerenceadapter —— :Z:::;e 51
| Failed (0) 2
[ Critical (0) [C] | {@Pbadapter Actve | P oK A;:;‘;;e soa_server1 322
Gverloaded (0) Er—
[ Warning (0} [C] | @ pgpefauitToDaTaskrlow Active | ¥ OK Apph[:m soa_server1 314
B
_ - . AdminServer,
[CJ | @ goMs Application (12.1.3.0.0) actve | OK | wieb Application bam_server1, soa_server1 |
Enterprise
I &
0| ®2gem Active O | popicaton AdminServer 400
Enterprise
| ® proussiep (12.1.0.0) prepared | ok | AP soa_server1 500

2. Inthe Deployments table, select DbAdapter. You will be navigated to Settings for
DbAdapter.

The Settings for DBAdapter screen is displayed.

Figure 1-20 Settings for DBAdapter

ORACLE Webtogi server amisatonconate 2 B o

Change Center &) Home Log Out Preferences Record Help Q ‘Welcome, weblogic ‘ Connected to: Dev1201_domain
View changes and restarts > DbAdapter

Configuration editing is enabled, Future Settings for DbAdapter

changes will automatically be activated as you =

modify, acd or delete items in his domain Overview | DeploymentPian | Configuration  Security | Targets | Control | Testing | Monitoring | Notes

- General | Properties | Outbound Connection Pools | Admin Objects | Workload | Instrumentation
Domain Structure

Dev1201_domain

Bl-Environment This page dispiays  table of Qutbound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Qutbound Connection Pool groups. Groups are listed
~Deployments by connection factory interface and the instances are listed by their JNDI names. Expand 2 group to obtain configuration information for a Connection Pool instance within an Outbound Cennecton
B-Services Poal group. Click the name of a group or instance to configure it. Automatcally generated Connection Pools are not displayed in the table below.

-Security Realms
BH-Interoperability

‘Qutbound Connection Pool Configuration Table
[-Diagnostics

| Mew | [ Delet= Showing 1to 10f 1 Previous | Next
[]| Groups and Instances & Connection Factory Interface

javax.resource.cd. ConnectionFactory javax.resource. cel. ConnectionFactory
| New | [ Deete Shoning 1to 10f 1 Previous | Next

How do L. =]

o Configure outbound connection pol
properties

System Status =]

Health of Running Servers

| Failed (0)

[ Critical {0)
Overloaded (0)

[ Warning (0)

I

3. Click the Configuration tab and select Outbound Connection Pools under it.

4. Under Groups and Instances, click and expand javax.resource.cci.ConnectionFactory.
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Click New and select javax.resource.cci.ConnectionFactory in Outbound Connection
Group.
Define JNDI Name as eis/DB/FCCDEYV and click on Finish.

ETOP

The jndi name should be the same as the one in the Dbutility sub-process.
Click the DbAdapter again.

The new JNDI name is listed.

Click on the hyperlink eis/DB/FCCDEV.

The Settings for javax.resource.cci.ConnectionFactory screen is displayed.

Figure 1-21 Settings for javax.resource.cci.ConnectionFactory

ORACLE WebLogic Server Administration Console 12¢

Change Center &) Home Log Out Preferences [2 Record Help Q Welcome, weblogic ‘ Connected to: Dev1201_domain
e e Home >Summary of Deployments > Dbadapter
Configuration editing is enabled. Future Settings for javax.resource.cci.ConnectionFactory
changes will automatically be activated as you
mocify, add or delete items in this domain General | Properties | Transaction | Authenticaion = ConnectionPool | Logging
Domain Structure
B “This page allows you to view and modify the configuration properties of this outbound connection pool. Properties you modify here are saved to a deployment plan.
Dev1201_domain
BH-Environment N .
‘Outbound Connection Properties
--Deployments
[-Services Save Showing 10,8 0f 8 Previous | Next
--Security Realms —
E-Interoperability _
B-Diagnostcs Property Name & Property Type Property Value Supports Dynamic Updates
DataSourceName java.lang.String Jjdbe/feidevDs false
Defauituchar Java.Jang.Badlean fase fase
PlatformClassh lang.Strir rg.ed istence.platform. database. Orade 10Platform fase
sequencePreallocationsize java.lang.Integer 50 false
L javalang.Boolean true false
flendels =) u java lang.Boolean e false
« Configure autbound connection pocl UsesSkioLocking javalang.Boolean true false
properties
YADataSourceName java.lang.String false
System Status a Save Showing 1 to 8 of 8 Previous | Next
Health of Running Servers
| Failed (0)
[ Critical (0)
Overloaded (0)
[ Warning (0)
[

Click the Property Value field for the DataSourceName and update the application JNDI
reference (given in fcubs.properties file), and press the Enter key.

10. Save and restart the Admin server.

1.2.6 Configure JMS Adapter

ORACLE

This topic explains to configure JMS Adapter.

To configure JIMS Adapter, follow the steps given below.

Log in to Weblogic Console and click on JMS Servers under Domain Configurations -
Services.

The Weblogic Console Home Page is displayed.
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Figure 1-22 Weblogic Console Home Page

A (o
soa-infra (SOA Infrastruct... | FC121IQAR2 (Oracle Web... xj Home Page - AlphaDoma... % | dev_domain (Oracle Web... * I Summary of JIMS Servers ... | AlphaDomain (Oracle We... x | + oS
€ sole.portal?_nfpk & _pageLabel=HomePagel c@-

ORACLE' webLogic Server Administration Console 12¢

Plea ¥ &=

Change Center @ Home Log Out Preferences

ecord Help Q Welcome, admin | Connected to: AlphaDomain

B e SmeiRr et > Alpha »Summary of JMS Servers

Configuration editing is enabled. Future Home Page

changes will automatically be activated as you

mocify, add or delete items in this domain. Information and Resources

Domain Structure

AphaDamain g = Canfigure applications = Comman Administration Task Descriptions

E = Configure GridLink for RAC Data Source = Read the documentation

L = Configure a Dynamic Cluster = Ack a question on My Orade Support

= Recent Task Status
u Setyour console preferences

= Oracle Enterprise Manager

t-Startup and Shutdown Classes Domain Configurations
~Deployments

Services

® Domain @ Messaging ® WTC Servers

I i « Jolt Connection Pools
Store-and-Fornard Agents

fendals 2 OBy u M5 Modules
+ Search the configuration » Clusters 0 Beliee= « LogFiles
o Use the Change Center = Server Templates = Bridges  Diagnostic Modules
o Record WLST Saipts = Mgratable Targets « Data Sources « Bult-n Ciagnostic Modules
» Change Consdle preferences o - ® Persistent Stores * Diagnostic Images
« Manage Console extensions » Machines XML Registries * Request Performance
* Monitor servers * Virtual Hosts XML Entity Caches « Archives

» Work Mormgers  Foreign INDI Providers » Context
System Status El = Startup And Shutdown Classes * Work Contexts * SNMP
Health of Running Servers OLE=

« Mai Sessions

: ;?;::[daltin))  Deployments * FieT3  Monitoring Dashboard @

* JTA
Overloaded (3)

[ Warning (0)

I o2 = Security Realms

* 03Gi Frameworks

2. Click on New.

The Summary of JMS Servers screen is displayed.

Figure 1-23 Summary of JMS Servers

r Y (oo |
soa-infra (SOA Infrastruct... % | FC121I0AR2 (Oracle Web... % | Summary of JMS Servers... % | dev domain (Oracle Web.., * ‘SummaryoHMSServersm x ‘Alpl\aDama'm (Oracle We... x I + s

€ @10184135.218

1/console/console. portal?_nfpb=

uefl_pageLabel=JmsServer/MSServerTablePage ¢/ B-

Pl a ¥ A

ORACLE WebLogio Server szt consts 2 B 000 o

Change Center @) Home Log Out Preferences ecord Help Q

Welcome, admi | Connected to: AlphaDomain

View changes and restarts cme > AlphaDomain »Summary of JMS Servers

Configuration editng is enabled. Future Summary of JMS Servers
changes will automatically be activated as you
modify, 2dd or delete items in this domain.

IMS servers act as management containers for the queues and topics in IMS modules that are targeted to them.
Domain Structure

This page summarizes the JMS servers that have been created in the current WebLogic Server domain,
AlphaDomain -
E

[ Customize this table
JMS Servers (Filtered - More Columns Exist)

New ||| Delete Showing 1to 8of 8 Previous | Mext

Startup and Shutdown Classes ]| name & Persistent Store Target Current Target Health
Deployments
E [ | Bamalertengine msserver BamAlertEngine ImsFilestore BAMServer BAMServer
[ | BamCQServiceImsServer_BAMServer BamCQServiceImsFileStare_BAMServer BAMServer BAMServer
MS Servers
. d Bnmnts = [ | BamReportCache JmsServer EamReportCacheImsFieStore BAMServer BAMServer
How do I = [ | BamServer msServer_BAMServer BamServer InsFileStore_BAMServer BAMServer BAMServer
i L4
+ Configure M5 servers [ | BPMMSserver EPMIMSFieStore SOAServer SOAServer oK
o Configure MS system modules [T] | soamsserver SOAIMSFileStore SOAServer SOAServer oK
[ | umsamsserver_auto_1 UMSIMSFileStore_auto_1 BAMServer BAMServer
System Status =} [] |uMSIMSServer_auto_2 UMSIMSFileStore_auto_2 SOAServer SOAServer ¥ oK
Health of Running Servers New | [ Deleie

Showing 1to 80f 8 Previous | Next
| Faled (0)

[ Critical (0)
Overloaded ()

[ Warning (0)

I o

3. Provide the Name for IMS Server as FCUBSJMSServer, select the file Persistent Store
as SOAJMSFileStore from the dropdown list and click Next.
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The Create a New JMS Server screen is displayed.

Figure 1-24 Create a New JMS Server

r Y oo ol
soa-infra (SOAInfrastruct.. X | FCIZ1IQARZ (Oracle Web... % | Create s New JMS Server ... » | dev_domain (Oracle Web.. X  Summary of IS Servers .. X  AlphaDomain (Oracle We.. X | + C=Hiol]
& 91018413521 ¢ |B-

console/console.portal”_nfpb=true&_pagelabel=ImsServerCreatelMSServer8)msServerCreatelMSServerPortlet_actionO

Pl ¥ &=

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [ Record Help

Welcome, admin | Connected to: AlphaDemain
View changes and restarts Heme > Alph:

in »Summary of M5 Servers

Configuration editing is enabled. Future (Create a New JMS Server
changes will automatically be activated as you

modify, add or delete items in this domain. Back | | Next | Finish ‘Cam:el

Domain Structure
Al

IMS Server Properties

The following properties will be used to identify your new IMS Server.
* Indicates required fields

What would you like to name your new IMS Server?

Work Managers 45" Name: FCUBSJMSServer
tartup and Shutdown Classes

epioyments Specify persistent store for the new JMS Server,
E ~Services
Persistent Store: SOAJMSFileStore [=]| Create 2 New Store
A anents
Back | | Nex | Finsh ‘ Cancel
How do I... a I e

* Configure MS system modules

o Configure custom persistent stores

System Status a

Health of Running Servers

| Failed (0)

| Critical (2)
Overloaded ()

[ Warring (0)

I o)

4. Select the Target as SOAServer from the dropdown list and click Finish.

The Create a New JMS Server - Select Target screen is displayed.

Figure 1-25 Create a New JMS Server - Select Target

soa-infra (SOA Infrastruct... % | FCL21IQARZ (Oracle Web...

% CreateaNewIMS Server .. * | dev.domain (Oracle Web., X  Summary of IMSSevers.. X  AlphaDomain (Oracle We.. X + ezl

console/console.portal?)msServerCreate)MSServerPortlet_actionOverride=

€ @10184135.218:

com/bea/console/actions/jms/server/areate) 7 G | | B

Pl & & | =
ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [ Record Help Q

Welcome, admin | Connected to: AlphaDomain
View changes and restarts Home >Alp

n =Summary of JMS Servers

Configuration editing is enabled. Future Create a New JMS Server
changes will automatically be activated as you

macify, add or delete items in this domain. Back | | Next | Finsh ‘Qaru:el

Domain Structure Select targets

»'-E iphaDomain . = Select the server instance or migratable target on which you would like to deploy this MS Server,
EH-Environmenl

Target:

o
o
I

SOAServer E|

Machines Back | [ Next | Finish ‘Cam:el

tartup and Shutdown Classes
eployments

E

A Anents,

Howdo L. r=!

+ Configure IS system moduies

© Configure custom persistent stores

System Status =]

Health of Running Servers

[ Failed (0)

| Critical (0)
Overloaded (0)
Warning (0)

|
o )
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Figure 1-26 Summary of JMS Servers - Filtered

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

@) Home Log Out Preferences

ecord Help

in >Summary of JMS Servers
Messages

Domain Structure

AlphaDormain
E

Startup and Shutdown Classes
Deployments

El-Services

EF-Messaging

i i-IMS Servers

re-and Enrward Anente

I

Howdo L.. a

© Configure JMS servers

» Configure IS system moduies

System Status a

Health of Running Servers

| Failed (0)

[ Critical (0)
Overloaded (1)

[ Warring (0)

I o

o IM5 Server created successfully

Summary of JMS Servers

{ Customize this table

JMS Servers (Filtered - More Columns Exist)

«# All changes have been activated. No restarts are necessary.

JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain,

Welcome, admin

Connected to: AlphaDomain

| New | [Delete Showing 1to 9of§ Previous | Next
[7]| name & Persistent Store Target Current Targek Health
B Bamaler EngnemSSenf bl by Name | BamAlertEngine ImsFileStore BAMServer BAMServer

[T |BamCQserviceImsServer BAMBerver BamCQServiceImsFileStore_BAMServer BAMServer BAMServer

[ | BamReportcache msserver BamReportCacheImsFieStore BAMServer BAMServer

[ | BamServer msServer_BAMServer EamServerImsFileStore_BAMServer BAMServer EAMServer

[T | BPMIMSServer EPMIMSFileStore SOAServer SOAServer ¥ oK
|[7] | Feussamsserver SOAIMSFileStare SOAServer SOAServer JoK
D’ SOAIMSServer SOAIMSFileStore SOAServer SOAServer ¥ oK
[ | umsImsServer_auto_1 UMSIMSFileStore_auto_1 BAMServer BAMServer

[ | umsIMsserver_auto_2 UMSIMSFileStore_auto_2 SOAServer SOAServer ¥ oK
| New | [Delete

Showing 1to 9 of 9 Previous | Mext

Go back to Weblogic Console and click on JIMS Modules under Domain Configurations
- Services.

Click on New.

The Summary of JMS Modules screen is displayed.

Figure 1-27 Summary of JMS Modules

r Y
soa-infra (SOA Infrastruct... % | FC121I0AR2 (Oracle Web... % | Home Page - AlphaDoma... % | dev_domain (Oracle Web.., * ‘SummaryoHMSServers‘ x ‘Alpl\aDnn\ain (Oracle We... x I +

€ 9 @101841352

01/console/console.portal?_nfpb=trusé_pageLabel=HomePagel

ORACLE WebLogic Server Administration Consols 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, 2dd or delete items in this domain.

Domain Structure

AlphaDomain -
E

Startup and Shutdonn Classes
Deployments
Services
EFMessaging
{-IM5 Servers

A Anents

How do L. =

« Search the configuration

* Use the Change Center

& Record WLST Scripts

« Changs Console preferences
« Manage Console extensions

o Moritor servers

System Status a

Health of Running Servers

| Failed (0)

| Critical (0)
Overloaded ()

[ Warring (0)

I o (2)

@) Home Log Out Preferences

ecord Help

in = Summary of IMS

Home Page

Information and Resources

= Configure applications

m Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

m Recent Task Status

= Setyour console preferences

= Orade Enterprise Manager

Domain Configurations

 Domain

* Servers
® Clusters
u Server Templates
= Migratable Targets
* Coherence Clusters
* Machines
* Virtual Hosts
* Work Managers
* Startup And Shutdown Classes

# Deployments

« Seaurty Realms

[ Do |

< = Summary of JMS Modules

= Common Admiristration Task Descriptions
= Read the documentation

= Ask a question on My Orade Support

 Messaging
= VS Servers
= Store-and-Forward Agents

= Path Services
» Bridges

 Data Sources

 Persistent Stores

» XML Registries

XML Entity Caches

 Foreign INDI Providers

« Work Contexts

« jcoM

» Mal Sessions

* FileT3

oI

* 056 Frameworks

Pl B ¥ A

Welcome, admi | Connected to: AlphaDomain

* WTC Servers
« Jolt Connection Pools

» Log Files

* Diagnostic Modules

* Bult-n Diagnostic Modules
® Diagnostic Images

® Request Performance

* Archives

® Context

® SNMP

* Mornitoring Dashboard &
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Figure 1-28 JMS Module - New

(e |

IR
soa-infra (SOA Infrastruct... X FCL2LIQAR? (Oracle Web... | Summary of J}S Module... x| dev domain (Oracle Web... X  Summary of IMS Servers .. X AlphaDomain (Oracle We.. X +

& 10.184135.218

1/console/console.portal?_nfpb=truedt

gelabel=ImsModulesTablePage ¢ B-

Pl ¥ &=

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

@) Home Log Qut Preferences

ecord Help Q

Welcome, admin | Connected to: AlphaDomain

>AlphaD

>Summary of IMS < >Summary of JMS Modules

Summary of JMS Modules

IMS system resources are configured and stored as modules similar to standard J2EE modules. Such resources include queues, topics, connection factories, templates, destination keys, quota,

e — distributed queues, distributed topics, foreign servers, and JMS d d (3AF) ters. You can configure and manage JMS system modules 25 alobal system resources.,
. e “This page summarizes the MS system modules that have been created for this domain
~Servers
~Clusters
~Coherence Clisters = [ Customize this table
~Machines
~Virtual Hosts IMS Modules
~Work Managers
~Startup and Shutdonn Classes New | | Delete Shawing 1to 8 of § Previous | Next
~Deployments
Ersarvices B [mame T
Messaging
M5 Servers [[] | BamalertEngine mssystemModule System
~Store-and-Forward Agents
315 Modules - [T | BamCQserviceImsSystemResource_BAMServer System
[] | BamReportCache ImsSystemModule System
How do I... a
[ | BamServer msSystemResource System
* Configure MS system modules ] [oommstodue system
& Configure resources for IMS system modules
[ | soAMSMaduie System
System Status = [[] | uMSAQIMSSystemResource System
UMSIMSSystemR: Syster
Health of Running Servers g Sesn e =D

| Failed (0)

| Critical (2)
Overloaded ()

[ Warring (0)

I o)

New | | Delete Showing 1t0.8 08 Previous | Next

Create a JMS Module with the name FCUBSJMSModule. Click on Next.

The Create JMS System Module screen is displayed.

Figure 1-29 Create JMS System Module

[ ‘ (e
soa-infra (SOA Infrastruct... x I FCI121IQAR2 (Oracle Web... % | Create JIMS System Modu... x ‘\d.ev_domam(Dra:\eWeb_ x ‘SummaryoflMSS:rvcrs x ‘AlphaDomaTn (Oracle We... x | + L= 1.0

€

rtal?Create/ MSSysf

My To=ImsModulesTablePage&/msModulesTab v ¢ g'

ORACLE webLogic Server Administration Console 12¢

@) Home Log Qut Preferences

Change Center ecord Help Q

>Summary of NS

View changes and restarts = >Summary of JM5 Modules

Configuration editing is enabled. Future Create JMS System Module
changes will automatically be activated as you

modify, add or delete items in this domain. Back | | Next | Finish ‘Car\cel

Domain Structure The following properties will be used to identify your new module.

AlphaDormain -
EFEnvironment

Servers

* Indicates required fields

What would you like to name your System Module?

L--Startup and Shutdown Classes
~Deployments *Name: FCUBS.MSModule
E}-Services

What would youlike to name the descriptor fle name? If you do not provide a name, a default will be assigned

A anents

Descriptor File Name:
How do L. =}

» Configure JMS system modules Where would like to place the descriptor for this System Module, relative to the jms configuration sub-directary of your domain?

» Configure JMS servers

Location In Domai

System Status B
Back | | Nex | Firish ‘ Cancel
Health of Running Servers

IMS system resources are configured and stored as modules similar to standard J2EE modules. Such resources indude queues, topics, connection factories, templates, destination keys, quota,
distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters, You can administratively configure and manage JMS system modules as global system resources.

Pl ¥ &=

‘Welcome, admin | Connected to: AlphaDomain

| Failed (0)

| Critical (0)
Qverloaded (1)

[ Warring (0)

I ok (2)

Select the Target as SOAServer and click on Finish.

The Create JMS System Module - Select Target screen is displayed.
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Figure 1-30 Create JMS System Module - Select Target

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences (2] Record Help Q Welcome, admin | Connected to: AlphaDomain

View changes and restarts

ummary of IMS Modules

Configuration editing is enabled. Future (Create JMS System Module
changes wil automaticaly be activated as you
macify, add or delete items in this domain. Back | | Nex | Finsh ‘ Canoel

Domain Structure The following properties will be used to karget your new JMS system module.

AphaDomain -
Use this page to select the server or duster on which you weuld like to deploy this JMS system module. You can reconfigure targets later if you wish.
~Servers
~Clusters 3
-~Coherence Clusters Targets:
--Machines
~Virtual Hosts
~lork Managers Servers
~Startup and Shutdonn Classes
~Deployments [ AdminServer
EF-Services
[l Bamserver
o 8gents =
7
Pr—— o [7] soaserver

+ Configure IS system moduies
Back | | Next | |[ Finsn | || Cancel
o Configure JMS servers |Back | | Ned | | nsh ‘ﬁ

System Status =]

Health of Running Servers

| Failed (0)

| Critical (0)
Overloaded (1)

[ Warning (0)

o )

9. After the click on Finish, two messages are displayed on the Summary of JIMS Modules
screen.

The Summary of JIMS Modules - Messages screen is displayed.

Figure 1-31 Summary of JMS Modules - Messages

ORACLE webLogic Server Administration Console 12¢

Connected to: AlphaDomain

Change Center @ Home Log Out Preferences [=] Record Help Q,

View changes and restarts Home > Alph:

les >FCUBSIMSModule
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you o Al changes have been activated. No restarts are necessary.
modify, add or delete ftems in this domain. o The JMS moduie was created successfuly.

Domain Structure Settings for FCUBSIMSModule
AlphaDormain -
E

Configuration | Subdeployments | Targets | Security | Notes

Coherence Clusters

This page displays general information about a JMS system moduie and its resources, It also allows you to configure new resurces and access existing resources.
-Machines

Name: FCUBSIMSModule he name of this IMS system module. More Info...
niork Managers ot g & L o
tartup and Shutdown Classes
eployments Descriptor File Name: Jms feubsimsmodule-jms.xmi The name of the IS modue descriptor fle. More Info...
El-Services

This page summarizes the JMS resources that have been areated for this JMS system module, induding queue and topic destinations, connection factories, JMS templates, destination sort keys,

— destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

How do I... =]

| Customize this table
N task help found.

Summary of Resources
System Status =] New Delete Showing 0 to 0 0f 0 Previous | Next
(= Ees [7]| Name ¢ Type INDT Name Subdeployment Targets
I Faled (0 There are no items to displey
| Critical (0)
Overloaded (0) | New | [ Delets Showing 0 to 0 0f 0 Previous | Next
[ Warning (0)
0

10. Go back to JIMS Modules, click on FCUBSJMSModule and click New.
The Settings for FCUBSJMSModule screen is displayed.

ORACLE
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Figure 1-32 Settings for FCUBSJMSModule
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ModuleConfigGeneralPage&handle=com.bea.console.han v G | [~ Googt Pl & A=

ORACLE Webkogi server mirtaton ot 12 Y

Change Center @ Home Log Out Preferences Welcome, admin | Connected to: AlphaDomain

1/console/console.portal?_nfpb=truelt_pageLabel=Ih

& 10.184135.218

ecord Help

= > AlphaD: »Summary of IMS Servers >Summary
jules = FCUBSIMSModule

2 > Summary of IMS Modules >FCUBSIMSM:

S Madules > FOUBSIMEN

e >Summary of IMS.

View changes and restarts

Configuration editing is enabled. Future .
changes will automatically be activated as you Settings for FCUBSIMSHModule
mocify, add or delete items in this domain.

e i Targets | Seauity | Notes
Domain Structure
AphaDomain = “This page displays general information about @ MS system moduie and its resources, It also allows you to configure new resources and access existing resources.
E
3 Name: FOUBSIMSModule The name of this JMS system module. More Info.
~ | Descriptor File Name: ims/feubsimsmodule-ms.ml The niame of the JMS module descriptor fie,  More Info...
t--Startup and Shutdown Classes This page summarizes the JMS resources that have been created for this JMS system module, induding queue and topic destinations, connection factories, MS templates, destination sort keys,
~Deployments destination quota, distributed destinations, foreign servers, and store-and-forward parameters,

Services

b Customize this table

A Bnents
Summary of Resources

How do 1. a8

New | | Delete Showing 0 to 0 of 0 Previous | Next

Mo task help found.
]| name & Type JNDI Name ‘Subdeployment Targets

System Status 8 There are no items to display
Health of Running Servers New | | Delete Showing 0 to D of 0 Previous | Next

[ RO
[ cia@
[ overloaded (0)
[ waming(0)
I

11. On the Create a New JMS System Module Resource screen, select Connection
Factory and click Next.

The Create a New JMS System Module Resource screen is displayed.

Figure 1-33 Create a New JMS System Module Resource

sozinfra (SOAInfrastruct.. X FCIZIIQAR] (Oracle Web.. % | Create 2 New JMS System
& yPortlet v € | |[BY- Pl B & & =

ORACLE WebLogic Server smmssssnconste ¢ B op

Change Center @ Home Log Out Preferences ecord Help Q Welcome, admin ‘ Connected to: AlphaDomain

+ | devdomain (Oracle Web.. % Sumimary of IMS Servers .. % AlphaDomain (OracleWe., %+ (oo |

sole/console.portal?_nfpb:

1 pagelabel=ImsCreateSy

e T R Home > AlphaDomain >Summary of IMS Servers >Summary o dules >FOUBSIMSMadule >Summary of ks > FOUBSIMSModule > Summary of

S Modules >FOUBSIMSModule:

Configuration editing is enabled. Future
changes will automatically be activated as you Create a New JMS System Module Resource

modify, add or delete items in this domain.

Back | | Nex | Firish ‘Qar\cel
Domain Structure
AlphaDomain A Choose the type of resource you want to create.
E

Use these pages to create resources in a IMS system module, such as queues, topics, templates, and connection factories

I

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, lie stand-alone queues and topics, connection
L= factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also proceed to targeting pages for selecting appropriate server targets. You can also associate
targetable resources with subdeployments, which is an advanced mechanism for grouping IS module resaurces and the members to server resaurces.

Startup and Shutdown Classes

Degk e Connection Factory Defines a set of connection configuration parameters that are used to
=povmen reate comnections for MS dients.  More Info...
El-Services
E-Messaging -
) Queue Defines a point-to-point destination type, which are used for asynchronous =
A Agents @ pesr communications, A message deivered to a queue is distributed to only
one consumer.  More Info...
How do L. =]
Conf tas for destinat *) Topic Defines 2 publish/subscribe destination type, which are used for
¢ Configure quatas for destinations asynchronous peer communications. A message delivered to a topic is
* Configure IMS templates distrbuted to all topic consumers.  More Info...
+ Configure destination keys
o Configure topics ) Distributed Queue Defines a set of queues that are distributed on multiple IMS servers, but

which are accessible as 2 single, logical queue to IS dlients.  More Info...
*» Configure queues

* Configure connection factories

(© Distributed Topic Defines a set of topics that are distributed on multiple IS servers, but
« Configure uniform distributed topics which are accessible as a single, logical topic to JMS clients.  More Info...
* Configure uniform distributed queties
« Configure foreign servers () Foreign Server Defines foreign messaging providers or remot Weblogic Server instances

thatare not part of the current domain. More Info.
© Configure IM5 SAF

7 Quota Controls the allotment of system resources avalable to destinations. More
System Status a Info
Health of Running Servers - _—

") Destination Sort Key Defines a unique sort order that destinations can apply to arriving

Failed (0) messages. More Info... (4
Critical (0)

©) IS Template Defines a set of default configuration settings for multple destinations. ~ More
Overbaded (3) v
Warring (0)
I ) (©) SAF Imported Destinations Defines a collaction of mported store-and-forward (SAF) destinations. A

SAF destination is a representation of a queue or topic in a remote server
instance or duster that is imported into the local duster or server instance,
50 that the local server instance or duster can send messages to the remote
server instance or duster, Mare Info...

(©) Remote SAF Context Defines the URL of the remote server instance or duster where a JMS ~
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12. Create the the connection factory with the below Names and click Next.

The Connection

Properties screen is displayed.

Figure 1-34 Create a New JMS System Module Resource - Connection Properties

soa-infra (SOA Infrastruct... X

AlphaDomain (Oracle We... X+

€

10.184.135.21.

console/cons

T
| FCI21IQAR? (Oracle Web... x | Creste a New JMS System... x| dev domain (Oracle Web... X Summary of IMS Servers .. X

‘ [ e |

le.portal?ImsCreateSystemModuleE

ORACLE webLogic Server
Change Center

View changes and restarts

Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ca

Portlet_actionOverride=/com/bea/console/actions/jms/modules

2] Pl ¥ #

Welcome, admin | Connected to: AlphaDomain

Administration Console 12¢

@) Home Log Out Preference: Record Help

in » Summary of IMS S
MsHodule

ummary of M5 Mo > FCUBSIMSModule > Summary of JME M > FCUBSIME Moy

Summary of IMS.

Create a New JMS System Module Resource

Domain Structure
AlphaDomain
EF-Environment

Nork Managers
tartup and Shutdown Classes
eployments

~Services

E

A ansnts

Back | | Nex | Finsh ‘ Cancel

Connection Factory Properties

The following praperties wil be used to dentify your new camnection factary. The current module s FCUES MSModule.
= Indicates required fields
What would you e to name your new cornection factory?

*Name: UBSConnectionfactory,

What JNDI Name would you fike to use to look up your new connection factory?

INDI Name: jndi/FCUBSConnectionfactory

How do L.

* Configure quotas for destinations

© Configure IS templates

® Configure destination keys

* Configure topics

« Configure queues

« Configure connection factories

« Configure uniform distributed topics
* Configure uniform distributed queues
* Configure foreign servers

* Configure JMS SAF

The Connection Factory Subscription Sharing Policy Subsaribers can be used to control which subscribers can access new subscriptions. Should subscriptions created using this factory be sharable?

Subscription Sharing Policy: Exclusive [+

The Client ID Policy indicates whether more than one MS connection can use the same Client ID. Oracle recommends setting the Client ID policy to Unrestricted if sharing durable subscribers.
Subscriptions created with different Client ID policies are always treated as independent subscriptions. What Client ID Policy weuld you like to use?

Client I Policy: Restricted [ =]

A connection factory can limit the number of messages that can queued for an asynchronous session. Should this connection factory impose a limit?

Maximum Messages per Session:

10

System Status

Health of Running Servers

| Failed (0)

| Critical (0)
Qverloaded (1)

[ Warring (0)

I o

Should this connection factory create sessions that are JTA aware, and create XA queues and XA topics?
XA Connection Factory Enabled

Back | | Next ||| Fiish | || Cancel

13. Select Advanced
and click OK.

Targeting, click on Create New Sub Deployment with the below Name,

The Create a New JMS System Module Resource - Advanced Targeting screen is

displayed.
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Figure 1-35 Create a New JMS System Module Resource - Advanced Targeting

ORACLE' webLogic Server Administration Console 12¢

Change Center @) Home Log Qut Preferences Q Welcome, admin | Connected to: AlphaDomain
View changes and restarts s >FCUBSIMEN I E M FCUBSIMSH
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Configuration editing is enabled, Future
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Baok | [ Nest | | _finsh | | Advanced Targeling | || Cancs
Domain Structure
AphaDomain pr The following properties will be used to target your new JMS system module resource
E-Environment

Servers

Clusters

-Coherence Clusters

-Machines

Virtual Hosts

Work Managers

L--Startup and Shutdown Classes

Use this page to view and accept the default targets where this JMS resource will be targeted. The default targets are based on the parent JMS system module targets. If you do not want to accept
the default targets, then dick Advanced Targeting to use the subdeployment mechanism for targeting this resource.

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changed, this resource will also be retargeted appropriately.

Targets:
--Deployments
Servers
4 Anents, S
How do I... =]
+ Configure quotas for destiations | Backc | [N | || Fiish | || Advanced Targeting | || Cance

© Configure IS templates
® Configure destination keys
* Configure topics

o Configure queues

« Configure connection factories

« Configure uniform distributed topics
« Configure uniform distributed queues
* Configure foreign servers
 Configure IMS SAF

System Status a
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Figure 1-36 Create a New Subdeployment
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Figure 1-37 Create a New Subdeployment - Subdeployment Properties
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Figure 1-38 Create a New Subdeployment - Targets
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14. After the click on Finish, two messages are displayed on the Settings for

FCUBSJMSModule screen.
Settings for FCUBSJMSModule - Messages screen is displayed.

Figure 1-39 Settings for FCUBSJMSModule - Messages

r \ el
soa-infra (SOAInfrastruct.. X | FCIZ1IQARZ (Oracle Web... % | Settings for FCUBSIMSM... | dev_domain (Oracle Web.. X  Summary of IMS Servers ... X  AlphaDomain (Oracle We.., X | + oo

& 10.184135.21f

console/console.portal?_nfpb=truelt_pageLabel=IMSSystemModuleConfigGeneralPage c¢l|a-

Pl ¥ &=

ORACLE Webkogh server mirtaton ot 12 B o

Change Center @ Home Log Out Preferences [ Record Help Welcome, ad

Connected to: AlphaDomain

>Summary of M5 K
UBSIMSK

View changes and restarts UBSIMSMadule >Summary of IMS Mo

UBSIMSMedule >FCUBSConnectionfactary >Summary of M5 Med
laceholder

FCUBSIMSModule >Summary of IME

Configuration editing is enabled. Future

Messages

changes will automatically be activated as you

modify, add or delete items in this domain. o All changes have been activated. No restarts are necessary.
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System Status a
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Health of Running Servers
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o )

15. Go back to Weblogic Console, click on IMS Modules, click New, then select Queue, and

click on Next.

The Create Resources in JMS System Module - Queue screen is displayed.
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Figure 1-40 Create Resources in JMS System Module - Queue
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to remote destinations, Mre Info...

Back | | Nex || Finsh

Cancel

16. Create Queue with Name as NOTIFY_DEST QUEUE, JNDI name as jms/
NOTIFY_DEST_QUEUE and click Next.

The JMS Destination Properties screen is displayed.
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Figure 1-41 JMS Destination Properties
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17. Select the Subdeployments from the dropdown list we created earlier, select the Targets

as JMS Servers, and click on Finish.

The Subdeployments and Select Targets screen is displayed.
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Figure 1-42 Subdeployments and Select Targets
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After the click on Finish, two messages are displayed on the Settings for
FCUBSJMSModule screen.

Settings for FCUBSJMSModule - Messages screen is displayed.

Figure 1-43 Summary of Resources - Messages
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19. Create queue MDB_QUEUE_RESPONSE with JNDI name as jms/
MDB_QUEUE_RESPONSE, queue eis/jms/ORGateway with JNDI nhame as eisljms/
ORGateway, and queue FAULT_QUEUE_RESPONSE with JNDI name as jms/
FAULT_QUEUE_RESPONSE as above in console within FCUBSJMSModule.(Follow

20.
21.

22. Click on New.

steps 8-9)

Go to Weblogic Console, click Deployment, and select JMS Adapter.

Click Configuration tab, select Outbound Connection Pools.

The Settings for IMSAdapter screen is displayed.

Figure 1-44 Settings for JIMSAdapter
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e |

10.184.135.218:7001/ console/ct

The Create a New Outbound Connection screen is displayed.

I
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Figure 1-45 Create a New Outbound Connection
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AlphaDamain -
El-Envirorment
This page displays a table of Outhound Cornection Pool groups and instances for this resaurce adapter. The top level entries in the table represent Outhound Connection Pool groups. Groups are
3 listed by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound
Connection Paol group, Click the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below.
Outbound Connection Pool Configuration Table
{-Startup and Shutdown Classes New | | Delete Showing 1to 1of 1 Previous | Next
Deployments
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B L E orade. ip. adapter jms. IimsConnectionFactory oracle tp.adapter jms. msConnectionFactory
anents
M| eis/activemg/Queue oracle tip.adapter jms. [ImsConnectionFactory
Howdo L. a
[C]|  eis/agims/EDNLocaTxDurableTapic oracle. tip.adapter jms, ImsConnectionFactory
' sﬁm’; outbound connection pocl [C]|  eis/acms/EDMLocaTsTopic oratie. tip.adapter jms. ImsConnectionFactory
o /EDNaDurableT oracle. tip.adapter jms, ImsConnectionFactory
System Status =] [ | eis/aqms/EDMxaTopic oracle. tip.adapter jms. ImsConnectionFactory E
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[ | eis/sunma/Queus oracle. tip.adapter jms. ImsConnectionFactory
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[C]|  eis/tibmsDirect/Topic oracle. tip.adapter jms. ImsConnectionFactory
i} eis/webspheremg/Queue oracle.tip.adapter . jms. [ImsConnectionFactory
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23. Select the Outbound Connection Group and click Next.

Figure 1-46 Outbound Connection Group
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24. Provide the JNDI name as eis/Queue/Notif and click Finish.

ORACLE

The Create a New Outbound Connection - INDI Name screen is displayed.
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Figure 1-47 Create a New Outbound Connection - JNDI Name
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Domain Structure INDI name for Outbound Connection Instance

»'-E lphaDomain - Enter the INDI name that you want to use to obtain the new connection instance

* Indicates required fields

‘The Outbound Connection instance represents a connection poal. The JNDI name can be used to obtain the pool at runtime.

@5 * INDT Name: eis/Queue/Notif

t-Startup and Shutdown Classes

--Deployments Back Next Finish
g L=y L=y

Cancel
Services —

A ansnts

How do I... =]

» Configure outbound connection pool
properties

System Status =]

Health of Running Servers

| Failed (0)

| Critical (0)
Qverloaded (1)

[ Warring (0)

I ok (2)

OutboundConnect ged_nf av | B Plera & &=

3 ‘ listed by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain cenfiguration information for @ Cennection Pool instance within an Cutbound

sole/console.portal?_pageLabel

Connection Pool group. Click the name of a group or instance to configure it. Automatically generated Connection Paols are nat displayed in the table below.

Qutbound Connection Pool Configuration Table

ORACLE

i--Startup and Shutdawn Classes New | | Delete Showing 1to 1of 1 Previeus | Next
[7]| Groups and Instances ¢ Connection Factory Interface
L = orade. tip.adapter jms. ImsConnectionFactory oracle.tip.adapter jms. [ImsConnectionFactory
d gents
eis/activemg/Queue oracle. tip.adapter jms. [JmsConnectionFactory
Howdo L. a
eis/aqims/EDNLocalTxDurableTopic oracle.tip.adapter jms. ImsConnectionFactory
 Configure outbound connection pool eis/aqjms/EDNLocalTxTapic oradle.tip.adapter jms. ImsConnectionFactory
properties
/EDNxaDurableT oracle.tip.adapter jms. imsConnectionFactory
System Status El efs/aqms/EDNxaTopic oracle.tp.adapter jms. msConnectionFactory
Health of Running Servers eis/agims/Queue oracle.tip.adapter jms. IimsConnectionFactory
I Faed (0) eis/aqims/Topic orace tip.adapter jms. DmsConnectionFactory
| Critical (@) eis/fioranoma/Topic oracle tip.adapter jms, [ImsConnectionFactory
Overloaded () eis jbossma/Queus oracle.tp.adapter jms. ImsConnectionFactory
[ Warring (0) eis jms/aizBZEQUEUECF orace. tp.adapter jms. LimsConnectionFactory
I o« ()
@ TopicCF oracle.tip.adapter jms. msConnectionFactory
eis/pramati/Queue oracle. tip.adapter jms. [ImsConnectionFactory
eis/Queue Notf oracle.tip.adapter jms. IimsConnectionFactory

eisfsunma/Queus

oracle. ip.adapter jms. ImsConnectionFactory

eis/tibjms/Queue oracle. tip.adapter jms. msConnectionFactory
eis/tibjms/Topic oracle tip.adapter.jms. [ImsConnectionFactory 2
eis/tibjmsDirect/Queue oracle. tip.adapter jms, msConnectionFactory
eis/tibjmsDirect/Topic oracle tip.adapter jms. [ImsConnectionFactory
eis/webspherema/Queue oracle. tip.adapter jms. IImsConnectionFactory

eis s [EDNLocalTxDurableTopic

oracle. tp.adapter jms ImsConnectionFactory

is/wis/EDNLocalTxTopic

oradle. tip.adapter jms. LimsConnectionFactory

eis s EDNxaDurableTopic

oracle. tip.adapter jms, ImsConnectionFactory

is/wis/[EDNxaTopic

oradle. tip.adapter jms. LimsConnectionFactory

eis/uis/Queue

oracle.tip.adapter jms. ImsConnectionFactory

EN=lEE=E EEEE = EEE = E = = E EE = E = =] =)

eis/ws/Topic

oracle. ip.adapter jms. IImsConnectionFactory

Delete

z
g
2

Showing 1o 1of 1 Previous | Next

factory location as jndilFCUBSConnectionfactory, and press enter.

25. Click on the Outbound connection pool with eis/Queue/Notif and enter the connection

The Settings for oracle.tip.adapter.jms.IJdmsConnectionFactory screen is displayed.
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Figure 1-49 Settings for oracle.tip.adapter.jms.lIJmsConnectionFactory

soa-infra (SOA Infrastruct... X | FCL2LIQAR? (Oracle Web... | Settings for oracle.tip.ada

& 10.184135.21f

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future

@) Home Log Out Preference:

% | dev_domain (Oracle Web.

% Summary of IMS Servers

* | AlphaDomain (Oracle We... X

- (o e

console/console.portal?_nfpb=trued_pageL abel=ConnectorOutboundConnectionConfigPropertiesPage& ConnectorQu

Record Help

> Summary of Deplor

ca

P

Welcome, admit

Summary of IMS Mo

wBe ¥ /=

Connected to: AlphaDomain

>Summary of

changes will automatically be activated as you o et L Y
mocify, add or delete items in this domain. = " "
General pe Transaction | Authentication | Connection Pool | Logging
Domain Structure
AlphaDomain o This page allows you to view and modify the configuration properties of this outbound connection peol. Properties you modify here are saved to a deployment plan.
El-Environment
Ve E ©Outbound Connection Properties
Clusters b
Coherence Clusters Save showing 1to 70f 7 Previous | Next
-Machines
firtual Hosts -
Property Name &% Property Type Property Value Supports Dynamic Updates
tiork Managers
tartup and Shutdown Classes AcknowledgeMode javalang.String ALTO_ACKNOWLEDGE false
eployments
El-Services ConnectionFactoryLocation java.lang.String indi/FCUBSConneq false
FactoryProperties javaulang.String false
d Anents IsTopic java.lang.Boolean false false
How do L. 8 IsTransacted java.lang.Boolean false false
+ Configure outbound connection pool Password Javalang.string false
properties Username javaulang String false
System Status =] a2z

Showing 1to 7of 7 Previous | Next
Health of Running Servers

| Failed (0)

| Critical (0)
Qverloaded (1)

[ Warring (0)

I ok (2)

26. Click on Save.

27. After the click on Save, two messages are displayed on the Settings for
oracle.tip.adapter.jms.lJmsConnectionFactory screen.

Settings for oracle.tip.adapter.jms.lJmsConnectionFactory - Messages screen is
displayed.

Figure 1-50 Settings for oracle.tip.adapter.jms.IImsConnectionFactory - Messages

ORACLE webLogic Server Administration Console 12¢

@) Home Log Out Preferences Welcome, ad n|CunnE:bed to: AlphaDomain

Change Center

Record Help

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
mocify, add or delete items in this domain.

Domain Structure

AlphaDormain -
E

I

Startup and Shutdown Classes
Deployments
Er-services

A anents
How do 1. =}
* Configure outbound connection pool
properties
System Status a

Health of Running Servers

| Failed (0)

| Critical (0)
Overloaded (1)

[ Warring (0)

I ok (2)

>Summary of D

> Summary of D

Summary of JMS Medules >Summary of

~ImsAdapter
Messages

@ All changes have been activated. No restarts are necessary,
« Deployment plan has been successfully updated.

(& Remember to update your deployment to reflect the new plan when you are finished with your changes.

Settings for oracle.ti TImsCy

¥

General | Properties | Transaction | Authentication | Connection Pool | Logging

This page allows you to view and modify the configuration propertes of this outbound connection poal. Properties you modify here are saved to 2 deployment plan

Outbound Connection Properties

| Save | Shewing 1to 7af 7 Previous | Next
Property Name & Property Type Property Value Supports Dynamic Updates

AcknowledgeMode java.lang.String AUTO_ACKNOWLEDGE false

ConnectionFactorylecation java.lang.String jndi/FCUBSConnectionfactory false

FactoryProperties java.lang.String false

IsTopic java.lang.Boalean false false

IsTransacted java.lang.Boolean false false

Password java.lang.String false

Username java.lang.String false

Showing 1to 7of 7 Previous | Mext

28. Go to Weblogic Console, click Deployment, and select JMS Adapter.

ORACLE
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Figure 1-51 Deployments
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« Configure an enterprise application -
+ Undste (redeploy) an enterprise appication 71| © rRamComposer New i:ﬁg;i BAMServer B E
# Start and stop a deployed enterprise —
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 Monitor the madules of an enterprise - L
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- w
+ Depioy £38 modules ]| @ pgpamserver New Soieton|BAvServer 400
» Install a Web application
i 0] | B rpyBPMComposer Actve  |OK E:;g;: SOAServer .5
System Status B coherence.transacton ar Resource AdminServer, BAMServer, L4
O @ Actve | FOK Adapter SOAServer 100
Health of Running Servers
Resource
CoherenceAdapter
[ ko 0a HEX Adapter =i
Critical (0]
[ o (d)d © [F] | @bAdapter Active | #OK :Z;:;:E SOAServer m
verloade
"
[ Wamne@ ]| © Fapefaultronoraseion Acve |Pok  |SErPse SOAServer 314
I o) - Applcatian
AdminServer, BAMServer,
B = DMS Applicati 12.1.3.0.0] & W i - N
)| @ fgiovs Appicaten ( ) Active Ok |Web Appication | (oo 5
Enterprise
= i
0| 2 gem Active | #OK Poreto AdminServer 400
A Enterprise
- 10,0,
]| & CgFCUBSARRILT (12.1.0.0.0) A | rning |sopicamn | SORSErver 500
[]| (gFleadepter Actve | OK ::“D:;e soaserver 321
Enterprise
=
o= rgfrevvo active |9 0K Application SOAServer 100
]| @Foadepter Actve | OK i:::f Soaserver 325
Enterprise
= GWWebSe 12 L4
=} ) ebServices ( Active oK Aeplication SOAServer 500
JoEWorldAdapter TP
O|@ Installed Adapter 333

29. Click on Update.

Update Application Assistant screen is displayed.

Figure 1-52 Update Application Assistant

soa-infra (SOAInfrastruct.. % | FCI2UIQAR? (Oracle Web... % | Updste tpplication Assist.. » | de domain (Oracle Web.. X  Summary of IMISServers .. X AlphaDomain (Oracle We.. x | + (oo e

€ 1184135 cons AppApplication. DeploymentsC: geltAppDeploy contro v € | |~ Goog Pl ¥ 4| =
ORACLE WeLogi server Asmristotm Consae 12 B 000 o
Change Center @) Home Log Qut Preferences Q Welcome, adminlcwme:bed to: AlphaDomain

ke >Summary of M5 Modules >Summary of

View changes and restarts

Configuration editing is enabled. Future . —
changes will automatically be activated as you Update Application Assistant
mocify, add or delete items in this domain.

Back | | Next ||| fiish | || Cancel

Domain Structure
AohaDomain B Locate new deployment files
F-Enwronment You have slected to update the JmsAdapter appication.
Servers L
r ") update this application in place with new plan changes. (A plan must b ified for this option)
Deployment plan path: cratch/app forack v12cr lan1.xml| Change Path
L--Startup and Shutdown Classes @ Redeploy this application using the following deployment files:
-~Deployments
El-services Source path: fscrateh/appforadefproduct/fmw12cr 3/soasoa/connectors Imsadapter.rar| Change Path
d agente - plan path: Jsratchfapp/orack 1123 /503 fan.xmi| Changs Path

How do I =
Back | [ Nex | | Firish ‘ Cancel
o Start and stop a deployed enterprise

application

® Configure an enterprise application
« Create a deployment plan
« Target an enterprise application to a server

« Test the modules in an enterprise application

System Status =]

Health of Running Servers

[ Fald@
[ cied@
[ overloaded (0)
[ waming(®
I o ()
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30. Click on Next and Finish.

Chapter

31. After the click on Finish, two messages are displayed on the Summary of Deployments

screen.

Summary of Deployments - Messages screen is displayed.

Figure 1-53 Summary of Deployments - Messages

soa-infra (SOAInfrastruct.. % | FCIZ1IQAR2 (Oracle Web... % | Summary of Deployment... x | dev_domain (Oracle Web.. X

Summary of IMIS Servers .. AlphaDomain (Oracle We.. x  +

1

e |

€ 1018413521 console/console. portal?_nfpb=trueét_pageLabel=AppDeploymentsControlPage ¢ 8-

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [ Record Help

er >Summary of Deployments »

er er > Summary of IMS Mod
Summary of Deployments

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Messages
o All changes have been activated. No restarts are necsssary.

« Selected Deployments were updated.

Domain Structure
AphaDomain .| summary of Deployments
E

Control | Monitoring

I

(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new appiication or moduie for deployment to targets in this domain, dlck the Install button.

b Customize this table

FCUBSIMSModule > Summary of IMS Modules

= This page displays 2 list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated

Pl ¥ &=

Welcome, admin ‘ Connected to: AlphaDomain

>Summary of

i Deployments
How do 1. =) Install | | Update | | Delete Start~ | | Stop v showing 1 to 46 0f 46 Previous | Next
» Install an enterprise application ]| name & State | Health | Type Targets Deployment Order
o Configure an enterprise appiication Pa—
o Update (redeploy) an enterprise application [0 | @hoadapter Prepared | SOK |y ter SOAServer 324
» Start and stop a deployed enterprise
Enterprise
= b 2b %
application [C]| B gb2ui Prepared | POk | o on SOAServer 313
* Monitor the modules of an enterprise
application [0 | & FpBamCompaser New i:;e“'(paﬁj BAMServer 500
o Depioy EJ8 modules -
Enterprise
» Install a Web application = BamCQS w
i [T | & ppBamCQservice New ety BAMServer 00
System Status =] [ | B rRBamServer New Enterprise BAMServer 00
) Application
Health of Running Servers
[0 | B rgepMComposer Actve | OK E"E"D”se SoAserver 385
Failed (0) - Application
[ o ]| @ eherence-transaction-rar Actve | ok :::”D:;e :g:g’::’a"f" BAMServer, | oy
Overloaded (3)
Warning (2) ]| f@iCoherenceadapter — E::;:;e o
[
Resource
DbAdapter @
[Er- Active oK Adapter SOAServer 322
B DefaultToDoTaskFlow Actve  |@ok  |ENErPrise SOAServer 314
) Application
[F] | B iDMS Application (12.1.3.0.0) Active | 0K | Web Appicaton TETTFVErV\/VE[,BAMSErver,

32. Create the Outbound Connection Ppool with the eis/lwls/Queue name in the Deployments

using Connection Factory jndi/[FCUBSConnectionfactory.

1.2.7 Configure FTP Adapter

ORACLE

This topic explains to configure FTP Adapter.
1.
2.

The Outbound Connections Pool screen is displayed.

Login to Weblogic Console, click Deployment, and select FTP Adapter.

Click the Configurations tab and select Outbound Connections Pool.

n
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Figure 1-54 Outbound Connections Pool

soa-infra (SOAInfras.. %  Login - Oracle Enter.

S ETTTTOTTTITIOITIIE
% | Settings for FtpAdap... % | AmendRetailLoanCo... X | Settings for javaxres.

& 10.184135.218

| *  AiphaDomain (Oracl.. x  MewTap x + E‘@ﬂ
1/console/console.portal?_pagelabel=ConnectorpplicationC OutboundConnectionPoolPages_nfpk & vl | - e Pl B & &=

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain
Ei-Environment
Deployments
Services
Security Realms
E-Interoperabiity

E}-Diagnostics
How do 1. =}
« Configure outbound connection pool
properties
System Status a8

Health of Running Servers

| Failed (0)

| Critical (0)
Qverloaded (1)

[ Warring (0)

I ok (2)

@) Home Log Qut Preferences

ecord Help Q

Welcome, admin | Connected to: AlphaDomain
nts >FtpAdapter

Settings for FipAdapter
Overview | DeploymentPlan | Configuration | Security | Targets | Control | Testng | Menitoring | Notes
General | Properties | Outbound Connection Pools | Admin Cbjects | Workioad | Instrumentation

This page displays a table of Outhound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Gutbound Connection Pool groups. Groups are listed
by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound Connection
Pool group, Click the name of a group o instance to configure it. Automatically generated Connection Pocls are not displayed in the table below,

Outbound Connection Pool Configuration Table

New | [ Delete

Showing 1to 1of 1 Previous | Next
|| | Groups and Instances # Connection Factory Interface
B javax.resource. cd.ConnectionFactory javax.resource.cd, ConnectionFactory

[7]|  eis/FipjCoherenceHAFtpAdapter javax.resource cd. ConnectionFactory
=} eis/Ftp/FtpAdapter javax.resource.cdl. ConnectionFactory
|  eis/fip/FipAdapterLd javax.resource. cdi, ConnectionFactory
M| eis/Ftp/FtpAdapter_yMs javax.resource.cdl. ConnectionFactory
|  eisFipfFipsAdapter javax.resource. cdi, ConnectionFactory
i} eis/Ftp/HAFtpAdapter Jjavax.resource.cdl. ConnectionFactory
[[]|  eisFipHAFtpAdapterDB2 javax.resource. cai, ConnectionFactory
[C]|  eis/Ftp/HAFtpAdapterMSSQL javax.resource. cdl. ConnectionFactory
[[]|  eisFipLocalTransactionF tpAdapter javax.resource . ConnectionFactory
New | | Delete

Showing 1to 10 1 Previous | Next

Click on New.

The Create a New Outbound Connection screen is displayed.

Figure 1-55 Create a New Outbound Connection

e ——
soa-infra (SOA Infras... » | Login - Oracle Enter... % | Create a New Qutbo.. % | AmendRetailloanCo... X | Settings for javaxres., % | AlphaDomain (Oracl,

& 10.184.135.218:7001,

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain
E-Enviranment
Deployments
Services
‘Security Realms
BH-Interoperabiity
[-Diagnostics

Howdo L. =]
+ Configure outbound connection podl
properties
System Status a

Health of Running Servers

| Failed (0)

| Critical (2)
Overloaded ()

[ Warring (0)

I o

console/console.portal?ConnectorCreateOutboundConnectionPortlet_actionOverride=/com/bea/console/actions,

o S
PleB ¥ &=

.x‘NewTab x‘+

onn v € | | B~ Go

@ Home Log Out Preferences

Welcome, admi | Connected to: AlphaDomain

nts > FtpAdapter
Create a New Outbound Connection

| Back | | it | Finsh ‘Cancel

INDI name for Outbound Connection Instance

Enter the JNDI name that you want to use to obtain the new connection instance
* Indicates required fields

The Guthound Connection instance represents a connection poul. The JNDI name can be used to obtain the pool at runtime.

5] * INDT Name: eis|fip/FtpAdapterlcl

| Back | | s | Finsh ‘Qar\cel

4. Click on Finish and Save.

1.2.8 BIP Interactive reports configuration

This topic explains the configuration of BIP Interactive Reports.

ORACLE
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Login to the BIP domain console, http/s://<hostname>:<port>/<console>.
To add the FCJCustomProvider, refer the steps from /Custom Provider Configuration.

After adding, navigate to security realms, then myrealm, and then Users and Groups
and check if the users from the schema are displayed in the Users tab, and Roles from the
schema are displayed under the Groups Tab.

The Users and Groups screen is displayed.

Figure 1-56 Settings for myrealm - Users and Groups

ORACLE WebLogic Server® Admniraon Cansee o
Change Center @ Home Log Qut Preferences Record Help ‘ Q Weloome,webhgic‘cwne(ted to: bifoundation_domain

e Home > Summary of Securty Realms »myresim »Users and Groups

Mo pending changes exist. Click the Release o e ek
Configuration button to allow others to edit the

domain. Configuration || Users and Groups || Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit E —

Release Configuration

‘This page displays information about each user that has been configured in this security reaim.
Domain Structure

bifoundation_domain Some resuits are not displayed because there are too many matches, Please customize this table to specify more specfic criteria,
B-Environment
- Depioyments { Customize this table

Users

New | | Delete Showing 1 to 10 of 1000 Previous | Next

+-Diagnostics

Name & Description Provider
000ANT1 Default Admin User 1 FCICustomProvider
11111RM_3 Sweta FCICustomProvider
11111RM_4 RM FCCustomProvider
112033 Default Admin User10 FCICustomProvider
How do L.. = 121212 Default Admin User 10 FCICustomProvider
+ Mansge users and groups 123456 SANKER G5 FCICustomProvider
« Create users 141414 Default Admin User10 FCICustomProvider
« Modfy users 15258403 Kumar FCICustomProvider
+ Delete users 1M20862 BALA FCCustomProvider

2085241 Bala FCICustomProvider

System Status a New| (DRt Showing 1 to 10 of 1000 Previous | Next

Health of Running Servers
[ Fakd@
[ citeal @)
[ Overbaded (o)
| T
I (2)

Login to the Enterprise Manager (em) http/s:<hostname>:<port>/em.

* Right click on the domain (in which Bl suite is installed) under the WebLogic domain.
* Go to security and then navigate to application roles.
Navigate to the Application Roles screen as mentioned in below screenshot.

The Application Roles screen is displayed.

1-36



ORACLE"

Figure 1-57 Application Roles
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Setp + Help -+ Log Out

Logged in as weblogic

Page Refreshed Mar 19, 2014 6:34:36 PM 15T 03
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MDown (3)
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EBefore You Begin

(@) Introduction to Orack Fusion Middieware

(@) Understanding Key Oracle Fusion Middleware Farm Concepts

(@) Overview of Oradle Fusion Middleware Administration Tools
Typical Administration Tasks

(@) Getting Started Using Oracle Enterprise Manager Fusion Middeware Control

(@) Navigating Within Fusion Middleware Control

(@) starting and Stopping Oracle Fusion Middleware

(@) Deploying an Application Using Fusion Middieware Control
Other Resources

Oradle Fusion Middleware Resources on the Web
® Oracle Fusion Middleware Forums

After navigating to the Application Roles screen, specify the following details.

«  Select the Application Stripe as obi from the dropdown list.

e Click on the Search button.

e Click on Create button to add a role.

After clicking on Create button, specify the fields.

The Create Application Role screen is displayed.
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Figure 1-58 Create Application Role

ORACLE Enterprise Manager 11g Fusion Micdieware Control Setup + Help + Log Out
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Application Roles
Application roles are the roles used by security aware applications that are spedific to the appiication. These roles are seeded by applications in single global policy store when the applications are
registered. These are also application roles that are created in the contexct of end users accessing the applcation
[ To manage users and groups in the WebLogic Domain, use the Oracle ebl ogic Server Security Provider,

>| Policy Store Provider
| Search

Select an application and enter search keyword for role name to search for roles defined by this application. Use application stripe to search if application uses a stripe that is differerent from
application name.

Appiication Stripe | obi v
Role Name | Starts With ¥
Createlke... 2 Edit... 3§ Delete...
Role Nar——— e 0 [Display Name [Description
I stet, st 2 e splicetion role e e e
BIAdministrator BI Administrator Role
BIAuthor BI Author Role
BIConsumer BI Consumer Role
NormalUser Normalser
Manager Manager

~|Membership for BISystem

Principal |Display Name [Type Description
ElSystemlser User

localhost:7002/em/faces/as/as/y

le_ias_farm& _afrloop=204754250252830%

On the Create Application Role screen, specify the following details.

a.

b.

Enter the Role name (mandatory), Display name (optional) and, Description (optional).
Click on the Add button.

Select Type as Group from the dropdown list in the Add Principal pop-up window.

In the Advanced Option check the checkbox and select the type as Group below

¢ Click on the Search button, if the roles are listed then select the roles like
ALLROLES-000, ADMINROLE-000 from the list.

* Enter the Principal Name (mandatory), which is the role present in the FCUBS (ex:
ALLROLES-000, ADMINROLE-000), Display Name (optional).

Click on the OK button in the Add Principal pop-up window and also on the Create
Application Role screen.
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Figure 1-59 Create Application Role
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Description [ALLROLES Add Principal
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CrossDomainConnectors
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~|Advanced Option

Check to enter principal name here instead of searching from above. This option can
e used for advanced scenarios related to custom s

* Principal Name | ALLROLES-000

Display Name | ALLROLES-000

ok | cancel

9. After getting information message like A new role added successfully, then again:

a. Right click on the domain (in which Bl suite is installed) under the WebLogic domain.

b. Go to Security and navigate to Application Policies.

The Navigation - Security - Application Policies screen is displayed.

Figure 1-60 Navigation - Security - Application Policies

" CH bifoundati -
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] WebLogic Domain -

Application Policies

Setup + Help ~ Log Out

Logged in as weblogic
Page Refreshed Mar 19, 2014 7:37:90 PM 15T 02

Jes are the autherization policies that an application relies upon for controling access to its resources.
users and groups in the WebLogic Domain, Use the Oracle Webloaic Server Security Provider,

+ bre Provider

> Scope WebLogic Domain

Provider XML

Location . /system-jazn-data xm

. Jpication siripe in policy store , select principal type and enter search keyword to query application security grants assigned to the principals. Click on searched principal to query
ed

Metadsta Repositories
JDEC Data Sources
System MBean Browser

[ Weblogic Server Administration Console

1

General Information

Security Provider Configuration (€]
I Appiication Policies 3¢ Delete.
‘Application Roles iame [Deseription
Keystore it
m Role
System Polices umer Role
B oy - Role
~|Policies for BIAdministrator
Permissions
Resource Name |Resource Type [Permission Actions |Permission Class
oracle.biserver manageRepositories oracke.bi.server permission_all_ oracke.seaurity jps.ResourcePermission
oracle.bi.scheduler.manageJobs oracle.bi.scheduler permission _all_ oracle.security jps.ResourcePermission
oracle.bi i mana... orack.bi talo... _all_ oracie.security jps.ResourcePermission
racle.bi, publisher acii racke.bi.publsher permission _all_

oracle. s=curity.jps.ResourcePermission

10. After navigating to the Application Policies screen, specify the following details.

ORACLE
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a. Select the Application Stripe as obi from the drop-down and Principal Type as

Application Role.

b. Click on the search button.

c. Select BIConsumer (it should be highlighted) from the list and click on the Create

button.

The Application Policies screen is displayed.

Figure 1-61 Application Policies
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policies "
Application Role ¥

Principal Type

M AEdt.. ¥ Delete..,
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11. After navigating to the Create Application Grant screen,
a. Click on the Add button.

The Add Principal pop-up window is displayed.

Figure 1-62 Add Principal

ORACLE Enterprise Manager 11g Fusion Middleware Control
Firam~ | 4 Topology
v bifoundation1203_domain @

1 4 Farm_bifoundation1203_domain 5] WebLogic Domain +
[ Application Deployments
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Grantee
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Logged in as weblogic
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oK | | cancel

Name Display Name Type Desaription
No users or groups added. Add Principal
Specify criteria to search and select the application roles that you want to grant permissions to
Elsearch
Type | Appiication Role [
Permissions. Prindipal Name | Starts with B

Display Name | starts with [ @

Searched Principals

o Add ZEdit.. 38D

Permission Class.

Principal Display Name Description
No permissions added.
BISystem BI System Role
BlAdministrator 81 Adninistrator Role
[ BlAuthor B Author Role
BIConsumer BI Consumer Role
BIReportViewer FCUBS Consumer Role
7 auroies ALLROLES ALLROLES
authenticated-role Authenticated Role

anonymous-ole Anonymous Role

OK || Cancel

ORACLE

Resource Type

Permission Actions
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Select Type as Application Role from the dropdown list in the Add Principal pop-up
window and click on the search (triangle icon instead of the word search TBD) button.

From the Searched Principals list, select ALLROLES that has been created earlier in
the Application Role screen.

Click on the OK button in the Add Principal pop-up window and on the Create
Application Grant screen.

The Create Application Grant screen is displayed.

Figure 1-63 Create Application Grant

ORACLE Enterprise Manager 11g Fusion Middleware Control setup ~ Help v Log oL
- ELCM121MAT @ Lopged i as infra
W 58 Farm_ELCMIZIMAT 4] webLogi Domain ~ Page Refreshed Dec 10, 2014 4:15:06 P 15T ()
[ [ Application Deployments
v [ webLogic Doman Application Policies > Create Application Grant
v il [FlEM12iMAT| Create Application Grant ok | cancel
& adningerver Application Stripe obi
1= B bi_cluster i
b (@ Bushess Intellgence Select the grantees {user, group or application rols) you want to add to the poicy.
I [ Essbase Servers padd 3¢ Delete...
- [ Metadata Reposit
IR Rl |Hame Display ame Type Description
ALLROLES ALLROLES Appication Role ALLROLES

Permissions

A Edi... 3 Delete...

Permission Class Resource Name Resource Type Fermission Actions

oradle. security Jps ResourcePermission oradl.bi.publsher.runReportOn cracle.bipublisher permission_al_

aracie.security. jps. ResourcePermission orade bi.publisher. acc Output oracle bi.publisher.permission_all_

Click on the Add button under Permissions and add the two permissions one by one
as mentioned below.

e oracle.bi.publisher.runReportOnline

e oracle.bi.publisher.accessReportOutput

12. After getting information message as A security added successfully, then:

a.

b.

Login into the BIPublisher , http/s:<hostname>:<port>/xmlpserver.
Click on the Administration.

Click on the Roles and Permission under Security Center and check if the added
role (in em) is displayed. If not, restart the servers.

The BlIPublisher - Administration screen is displayed.
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Figure 1-64 BlPublisher - Administration
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13. Click on the Catalog, select the folder that has been created, and click on Permissions
under the Tasks.

BIPublisher - Catalog screen is displayed.

Figure 1-65 BIlPublisher - Catalog

ORACLE' BI Publisher Enterprise
Ccatalog
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[BL ineened
Components 3 et | Morew

=l Tasks
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€ Delete @ Download
Copy 3 cut
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= Properties
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14. Click on the Add button.

15.
16.
17.

The Add Roles screen is displayed.

Figure 1-66 Add Roles - Permission

ORACLE" BI Publisher Enterprise

@ | Administraton | Hep~ | Sgnout ‘O

Catalog Home | Catalog | B New~ | BB Open~ | SignedIn As weblogic
PEE R 7] 3 4R ~ | Locstion | /shared Foiders/-CReports v @
& Folders % ratio | Last Modified 3/13/14 1:28 PM | Created By weblogic
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Click on the Search button in Add Roles pop-up window.
Select the role that has been created and click on the Move button and click on OK.

Finally, the role will be added, and select the options that have to be provided for the
particular role and check if the permissions are only to items within the folder if necessary.

The Permissions with added role is displayed.
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Figure 1-67 Permissions - Added Role

Location [FCReports
() Apply permissions to items within this folder

,

18. Now the reports in the folder will be accessed accordingly based on the roles.

# Note:
Similarly, we can set the permissions at the report level also for a particular role.
19. Login in to Bi Publisher http://server:port/xmlpserver.

20. Click on the Administration.

The Administration screen is displayed.
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Figure 1-68 Administration
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Figure 1-69 Administration - JDBC Connection
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21. Under Data Sources, click on JDBC Connection.

The Administration - JDBC screen is displayed.
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Figure 1-70 Administration - JDBC
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FCUBS1203 jdbc:oracle:thin:@10.184.132.137:1521:FCPATCH2 :ﬂ
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22. Click on Add Data Source and create the data source with data source name as FCSOA

and use soa schema details to create the same.

The Administration - JDBC - Add Data Source screen is displayed.

Figure 1-71 Administration - JDBC - Add Data Source

ORACLE" BI Publ

Administration > JDBC > Add Data Source -
Add Data Source

Apply | | Cancel

General

“TIP Please make sure to install the required JDBC driver classes.
“TIP With Oracle Fusion Middleware Security Model, select the Use System User checkbox to use the BI System User for your BI Server Database Connection.

* Data Source Name |FCSOA

= Driver Type | Oracle 11g -

* Database Driver Class |oracle.jdbc.OracleDriver
(Example: orack.

= Connection String  |jdbc:oracle:thin: @//ofss222783.in.oracle.com:1521/FCUBSDEV121

. OracleDriver )

I

Use System User
* Username |DEV12C_SOAINFRA

Fassword

Pre Process Function

Post Process Function

[ use Proxy Authentication

Test Connection

Backup Data Source

#TIP To enable access to a backup data source, please check the Use Backup Data Source checkbox and enter the necessary connection information.

[0 use Backup Data Source

Connection String

Username
Password

23. Add the FCIS roles to Allowed Roles under Security.

Administration - JDBC - Add Data Source (Security) screen is displayed.
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Figure 1-72 Administration - JDBC - Add Data Source (Security)
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24. Click on the Test Connection.
25. Once the connection is established successfully, click on Apply.

26. Follow steps 15 to 17 to create the data source for FCIS Schema and give the name
FCBIPBPEL.

1.2.9 BAM Report Configuration settings

This topic explains the configuration settings for BAM reports.

1. Generate a deployment plan for BAM Composer Application.

2. Loginto console http://<hostname>:<port>/<console>.

3. Under the Domain Structure, click Deployments.

4. On the Summary of Deployments screen, click BAM Composer.

The Summary of Deployments screen is displayed.
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Figure 1-73 Summary of Deployments - BAMcomposer
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On the Settings for BAM Composer screen, click on the Configuration tab, select the
Application tab and click on the Save button.

Figure 1-74 Settings for BAM Composer - Configuration

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
modify, add or delete ftems in this domain.

Domain Structure
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=}-Environment
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 Create a deployment plan
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 Start and stop 3 deployed enterprise
application

* Configure an enterprise application
e Target an enterprise application to a server

System Status =

Health of Running Servers

| Failed (0)

| Critical (0)
Overloaded (0)

| Warning (0)

I o« (3)

& Home Log Out Preferences Record Help

Home >Summary of Deployments >BamComposer >Summary of Deployments

Settings for BamComposer
Overview | Deployment Plan
Waorkload
Save

This page describes the configuration information that is currently defined in the deployment plan for the selected module or component.,

Session cookies max age (in seconds):

Session Invalidation Interval (in seconds):

Session Timeout (in seconds):

[”] Debug Enabled

Maximum in-memory Sessions:

Monitoring Attribute Name:

Securtty

-1

60

3600

Targets

Q

BamComposer

Control

Testing

Monitoring

Welcome, weblogic | Connected to: dev_domain

Notes

The life span of the session cookie (in seconds) after which it
expires on the clent.The value -1' indicates that the cookie wil
persist until the clent’s browser shuts down. More Info...

The time (in seconds) that WebLogic Server waits between
doing house-cleaning checks for timed-out and invalid sessions,
and deleting the oid sessions and freeing up memory. More Info..

The amount of time (in seconds) that a session can remain
inactive before it is invalidated. More Info...

Enable debugging information for this session More Info...

The maximum number of sessions to retain in memory.The value
-1' indicates that there is no lmit. More Info...

Specifies the name of a session attribute which is tagged with
session information. For example, if this value is set to username,
then the usemame attribute is guaranteed to be unique. More
Info...

On the Settings for BAM Composer screen, click on the Overview tab and check the
Deployment Plan location.
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Settings for BAM Composer - Overview screen is displayed.

Figure 1-75 Settings for BAM Composer - Overview
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How doL.. £| | staging Mode: nostage Specifies whether a deployment's flles are copied from a source
on the Administration Server to the Managed Server's staging
+ Start and stop  deployad enterprise area during application preparation. More Info...
application
« Configure an enterprise application Plan Staging Mode: (not speciied) Speciies whether an application’s deployment plan is copied

from a source on the Administration Server to the Managed

# Create a deployment plan Server's staging area during application preparation. More Info...

* Target an enterprise application to a server

« Test the modules in an enterprise Security Model: DDONY The securty model that is usad to secure a deployed
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Save

Modules and Components

Showing 1to 1 of 1 Previous | Next

7. Add variable and variable assignment as below to the Plan.xml in <module-
name>BamComposerWeb.war</module-name>

<variable>
<name>oracle.adf.view.rich.security.FRAME BUSTING</name>
<value>never</value>

</variable>

<module-descriptor external="true">
<root-element>web-app</root-element>
<uri>WEB-INF/web.xml</uri>

<variable-assignment>
<name>oracle.adf.view.rich.security.FRAME BUSTING</name>
<xpath>/web-app/context-param/
[paramname="oracle.adf.view.rich.security.FRAME BUSTING"]/param-value</
xpath>

<origin>planbased</origin>

</variable-assignment> </module-descriptor>

8. On the Summary of Deployments screen, click on Stop button and the following options
are displayed.
*  When work completes.
*  Force Stop Now

e Stop, but continue servicing administration requests.
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Figure 1-76

BAMComposer Application

& Services
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- Diagnostics
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lulosiek| | Updole,| | Delole] || Storlx | Sopy Showing 1 to 47 of 47 Previous | Next
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| Name «% falth | Type Targets Deployment Order
| Force Stop Now
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How do L.
F1 | & pb2bul Acve  |# 0K i"tiﬁ" e | s0a_servert 313
# Instal an enterprisz applcation ez
» Configure an enterprise applcation G = rﬂﬂwﬁnrrvMD P B e [
+ Update (redeploy) an enterprise applcation oE
 Start and stop a deployed enterprise 1 | B FBamCQSenice Acve |woc [EVTEPE | ceven 300
apphcation : ! Applicabion
o Monitor the modules of an entemrse 5 ; Enterprse
wokcation [RBamserver Actve  |#OK Appicagon | bam_semverl 400
« Deploy EJB modules e—
¥ P BPMComposer Act & ok 2 1 385
« Instal 2 Web appication ) - Applcagon | *2-5enver
_—m AdminServer,
T = [ | @ coherence transaction-rar Acive  |¥ oK x::’:" ::T;:T;;;, 100
Health of Running Servers =
1 | g Conerenceadaptar reaid e 3
I Falled (0) et
| Critical (0) E1 | g Dbadapter Acve  |# 0K :ﬁ:“‘;r:" soa_serverl 322
| Overioaded (0) ot
[ Waming (0) [ |  ppDefauk ToDoTaskFow Acve |0k :"“";':; s0a_serverl 314
. 0 (3) ool
b AdminServer,
MS Applcation (12.1.3.0.0) Actve | ¥ OK Applcaton | DamLservert, 5
| soa_serverl
& pem Acwe  |# 0K i’;;iz’;" Admnsever  |400
& PR FOUBSADDIUT (12.1.0.0.0) Actwe ﬁmw i’;‘i:’:fﬂ soa_serverl 600
& % FOUBSAppSoaEmb (12.1.0.0.0) Prepared | & 0K i’;:’;;'; soa_serverl 601
11 | g Fieadanter ncxe |@ok (REOE | servert 321
; Enterprse
B | & oo Instaled il 100
* Finadantar nave |woe |TEOUE o gaven 325

9. Update the deployment plan.

10. Click on Deployment, select the BAM Composer checkbox and click the Update button.

The Summary of Deployments - Update screen is displayed.

Figure 1-77 Summary of Deployments - Update

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&] Record Help Q Weicome, wablogic ‘ Connacted to: dev_domain
Vo e i festocts Home >Summary of Desioyments >EamComposes >Summary of Deployments >BamCompaser >Summsry of Deployments >BamComposer >Summary of Deployments
Configuration edting is enabled. Future Summary of Deployments
changes wil automatically be activated a5 you
modfy, 3dd or delete tems in this domain. Control  Monitoring
Domain Structure
This page dispiays a It of Java EE applcations and stand-akone applcation modules that have been installed to this doman, Instaled appications and modules can be
dev_doman started, stopped, updated (redeployed), or deleted from the domain by frst selecting the 2pplcation name and using the controls on this page.
To instal 2 new appication ar madule for deployment to targets in this domain, click the Instal button.
- Service:
- Security Realms
& Interoperabiicy  Customize this table
- Dgnostics
Deployments
| nstall . | Deice ||| Seriv | S~ Showing 1 to 47 of 47 Previos | Next
| name o5 State | Health  Type Targets Deployment Order
N Resource
AqAdapter L
-1 Activa Ok | Soter [soaservert 32
How do L., E =
b2bul Actve (oK prse  [soa_servert a3
 Instal an enterprse appication ‘Avviﬂm
+iCatgue s snterpibg appiatin 1 BamComposer o Adve | 0K i“;ﬁ’:n bam_server] 500
« Update (redeploy) an enterprse appication | 40
® Start and stop a deployed enterprise B BamCQService Acve  |wok |EMEPTER lpon carvent 300
applcation | Aopiication
" ;‘l:""::;;‘ modules of an entemrse BamServer Adive ¥ OK E!;‘hg‘;‘n bam_server] 400
* Deploy EJ8 modules _ Enterprse
5 rREPMComposer A v s
® Instal a Web appiication = i ks o 1 Application 0. svert o
AdminServer,
Resource i
- herence-tr Ction-1
System Status B B | ) emnca-tanmin-ar Acive |POK |y | bamsenver], 100
$0a_serverl
Health of Running Servers
1 | g CoherenceAdapter Instaled "A:‘“':’“ ;|
| Faled (0) satical
I crcal (0)  DbAdapter Adie |¥ Resource
a o ctive oK soa_serverl 322
I Overloaded (0) Acare
[ Warming (0) ) rpDefauk ToDoTaskFow Acive  |[@ok ETEPER | cerven 314
i v, | Application =
I ok ()
Web AdminServer,
DM Applcation (12.1.3.0.0) actve (oK (WR L [pemsenens, |5
PRION | soa_servert

11. On the Update Application Assistant screen, select the Update this application in
place with new deployment plan changes and click on the change path button.

The Update Application Assistant screen is displayed.
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Figure 1-78 Update Application Assistant - Change Path

ORACLE WebLogic Server Administration Console 12¢

@ Home Log Out Prefarence:

Change Center 54 Record Heb Q
View changes and restarts

Configuration editing is enabled. Update Application Assistant

changes wil automaticaly be act 35 you

modiy, add or delete tems n th doman. Back Finish | || Cancel

Domain Structure Locate new deployment files

You have elected to update the BamComposer appication.

Gption;

plan path:

Welcome, weblogic | Connacted to: dev_domain

Summary of Deployments

S pdate this application in place with new deployment plan changes. (& deployment plan must be specied for this
)

Redeploy this application using the following deployment files:

Source path:

Jscratch/

omposer.ear. Change Path

Deployment plan path: /scrat dd ppications/plan

How do L.

Back | Next | || Finish | || Cancel
 Start and stop a deployed enterprise
application

« Configure an enterprise applicatior

® Create 3 deployment plan

ation to 3 servar

modules in an enterprise
application

System Status

Heakth of Running Servers

amil_Change Path

12. Select the latest plan.xml in the path, click the

Next button, and click Fi

ish.

The Update Application Assistant - Select a deployment plan screen is displayed.

Figure 1-79 Update Application Assistant - Select a deployment plan

ORACLE WebLogic Server Administration Cansole 12c

Change Center & Home Log Out Preferences Record Help

View changes and restarts Home >Summary of Deployments >BamComposer >Summary of Deployments >Bam

Welcome, weblogic | Connected to: dev_domain

Q

mposer >Summary of Deploy

Configuration editing is enabled. Future Update Application Assistant
changes wil automatically be activated as you

modify, add or delete items in this domain. Back | | Next ‘ Finish ‘ Cancel

Domain Structure Select a deployment plan.
dev_domain

Environment

i

its >BamComposer

of

Select or enter a deployment plan for this app. The file must exist and have a .xml extension.

Deployments
Services
Security Realms
Interoperabifty
Diagnostics

®

-3

Path:
Recently Used Paths:

Current Location:

2 X plansani
© X plan3.xml

How do L..

 Start and stop 3 deployed enterprise
application

» Configure an enterprise application

» Create a deployment plan

* Target an enterprise application to 3 server

« Test the modules in an enterprise
application

System Status

Heakth of Running Servers

| Failed (0)

[ Critical (0)
Overlpaded (0)

[ Warning (0)

I o (2)

Back Next ‘ Finish

Iscratchfapp/fmw12ci e/soa/bam 1s/plan/Plan3 xml
Jscratch
/scratch/app 12¢/
[scratchyapp/fmwl2c/Middieware/soafbam
Jscratchjwork_area/DEV/ear_stageing

ofss2221222 | scratch / app / fmw12c  Middleware / soa | bam / applcations / plan

12¢/

D, ations/plan

‘ Cancel

13. After the click on Finish, two messages are displayed on the Summary of Deployments

screen.

ORACLE

1-51



Chapter 1

Integrating Oracle FLEXCUBE IS and BPEL

14.

The Summary of Deployments - Messages screen is displayed.

Figure 1-80 Summary of Deployments - Messages

ORACLE WebLogic Server Administration Cansole 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
modiy, add or delete tems in this domain.

Domain Structure
dev_domain
Environment.

-~ Deployments
“-Services
--Sacurity Realms
- Interoperability

e of

Welcome, Weh'oﬂil:‘ Connected to: dev_domain

@ Home Log Out Preferences [&] Record Help Q
Home »Summary of Deployments »5: >Summary of Deployments »5; >Summary of Depl
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o Al changes have been activated. No restarts are necessary.

& Selected Deployments were updated.
Summary of Deployments

Control | Monitoring

This page displays a list of Java EE appiications and stand-alone application modules that have been installed to this domain. Installed appications and modules can be
started, stopped, updated (redeployed), or deleted from the domain by fist selecting the application name and using the controls on this page.

ts »B, y of

- bagnostics To install a new application or module for deployment to targets in this domain, cick the Install button. m
B Customize this table
Deployments
Install Update Delete Start v Stop v Showing 1 to 47 of 47 Pravious | Mext
How do L. E
[ | name & State | Health |Type Targets Deployment Order
« Instal an enterprise application
Resource
. AgAdapter e |&
Configure an enterprise application [ | @ AoAdapt Active OK | pcoprer | 50%-severl 324
* Update (redeploy) an enterprise application Entenr
nterprise
« Start and stop 3 deployed enterprise ] | & pgb2bui Acwe POk | BR[| soaservert a3
application
Enterprise
« Monitor the modules of an enterprise [ @ [ BamComposar Prepared | ¢ OK bam_serverl 500
) Application -
application
* Deploy EIB modules [0 | @ ppeamcasenvice Active | ok | EMTEPEE o servert 300
) Application
+ Instal a Web application
; ) Enterprise
o= [Bamsanver Active | ¥ OK Applcation bam_serverl 400
System Status E
Enterprise
Health of Running Servers ] [REPMComposer Active | ¥ OK Application | S02-5erverl 385
[ e AdminServer,
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Critical (0) apter | et
Overloaded (0) 3
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warning (0) (=R Instaled N 331
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Enterprise
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Restart the BAM Composer application in the console.

The Summary of Deployments - Restart BAM Composer screen is displayed.

Figure 1-81 Summary of Deployments - Restart BAM Composer

ORACLE WeblLogic Server aaministration Cansole 12¢

Change Center

View changes and restarts

Configuration editing s enabled. Future

changes wll automatically be actvated a6 you

modfy, add or delete tems in this domain,

Domam Structure

‘phaDomain .
Enurererent

R Home Log Out Preferences [ Record Help |
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Summary of Deployments.
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st of Java EZ appiice

s > BamComponsr > Summary of Deg

Wekcome, admin | Coorecied to: AlphaBomain

yroarts > Summary of Sarvers >Summary of

Startup and Shutdown Casses
| Deployments
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I Customize this table
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Toinstal 2 new appication or modue for deployment to targets n this domain, dick the Instal button.

(redeployed), or deleted from the domain by frst selecting the a0picaton name and BiNg the Contrals on this page.

opped, updated

rercperabiity .
BRI Showing 110 48.0f 48 Previous | Next
How do L. 8 state |Health |Type Targets Deployment Order
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* Startand stop  ceployed enterprise ) — Apphcation
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— Enterprse
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* Deploy X modules # pBamCOservie rawe |woc | EPE Jaamsaver 0
© Install a Web appicaton Ent
& ppBamserver e [@ox  |SUPRR pusever o«
System Status 1=} T — - .
Enterprise
1 PR BPMComposes Actve Yo SOAServer Bs
Health of Running Servers [T Apphcaton
Resource AdminSer ver, BAMServer,
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I aied (0) @eoherence wransactonar e [Wox iy 100
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Overiosded (0) 3 Coberenceadapter Installed ssoursh n
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1| & ppDefeultToDaTasfon Acve ¥k W'; SOAServer 314
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15. Login in to em console http://hostname:port/em.

16. Right click on the BAM Server, go to Security and click on the Application Roles.

The BAM Server Application Roles screen is displayed.

Figure 1-82 BAM Server Application Roles

Enterprise Manager Fu

@1 WebLogic Domain ~

Target Navigation

View ¥

(23 Applcation Deployments
3 soa
23 webLogic Domain

[0 Metadata Repostories Home

[ User Messaging Service Monitoring »
Control v
Logs »

System MBean Browser

Target Information

ALL ROLES-000.

Ap|
D)

Logged in as weblogicl (3 ofss2221222.1n.0radle.com
Page Refreshed Jul 23, 2015 11:17:31 AMIST ¢

& BamServer ®
i) Business Activity Monitoring v

Application Roles
Application roles are the roles used by security aware appications that are specific to the application. These roles are seeded by applcations in single
global policy store when the applications are registered. These are alsa application roles that are created in the context of end users accessing the
application.

To manage users and groups in the WebLogic Domain, use the Oradle Weblogic Server Securty Provider.
Policy Store Provider
Scope WebLogic Domain
Provider LDAP
Location jdbc/OpssDataSource

plication Policies
icetion Rolea™y | keyword for role name to query roles defined by this application. Use apphcation stripe to search f application uses a stripe that is
nT Trom application name.
Role Name  Starts With [=] @
View= 3 Create... Create Lke... /7 Edt... 3§ Delete.. B Bfipetach
Role Name Display Name Description

No applcation roles found.

17. On the Application Roles screen click on the Create button and create application role with

The Create Application Role screen is displayed.
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Figure 1-83 Create Application Role - Add

Enterprise Manager Fusion Mi

Target Navigation & BamServer ® Logged in as weblogic| (3 0fss2221222.n.0racle.com
View~ @ Business Activity Monitoring ¥ Page Refreshed Jul 23, 2015 11:20:30 AM IST (s
& (23 Applcation Deployments
> (3 soa Create Application Role | 0K | Gancel |
> [ WebLogic Domain General
4 [0 Bushess Activity Monkoring Application BamServer
. BamServer Gam_servert)] swos
» () Metadata Repostaories * Role Name  ALLROLES-000
» 3 user Messagng Service Display Name | ALLROLES-000
Description
Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other application
roles.

View + >< Delete... [} Detach
Display Name Type

Name

i No groups or aD added.

18. Click on the ADD button under the Members.

19. Select the Type as Group and add principle details by referring to the below screenshot.

Figure 1-84 BamServer - Add Principal

Add Principal

Specify criteria to search and select the application roles that you want to grant permissions to.
4 search

Type  Group [=]
Principal Name  Starts With [
Display Name  Starts With [~ ®
Searched Principals
Principal Display Name Description
No principals found based on search criteria

fdvanced option
Check to enter principal name here instead of searching from above. This option O
be used for advanced scenarios refated to custom authenticators.

Enter 256 or fewer characters. ne ALLROLES-000
Display Name ALLROLES-000|
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20. Log in to BAM Composer http://hostname:port/bam/composer and click on Administrator.

Oracle BAM Composer Administrator screen is displayed.

Figure 1-85 Oracle BAM Composer Administrator

BAM Composer

Home { Administrator ) Designer

es Hep~ weblogic -

+ /XA

G, Data Objects
[ oracle
@ CcuBE_INSTANCE
@ pemo
@ FCUBSDATAOBIECTS
@ GetutisDB
@ ORVW_FACILITY_EXPOSURE
@ ORVW_TRACK_EXPOSURE
@ sample
@ SMTB_USER_TYPE_CONVERSION_
@ test
@ Testarp
@ Testobject2
@ TestObject Testobject
@ witask_Differant_Stages
B Enterprise Message Sources
B8 continuous Queries Monitoring
[ER Viewset Monitoring

p

Q/

by T2

21. Go to Data Object, Right Click on CUBE_INSTANCE and click on Security.

The Security screen is displayed.
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Figure 1-86 Oracle BAM Composer Navigation

BAM Composer Home Administrator Designer preferences  Hebp ~  weblogic =

”

@ SMTB_USER_TYPE_CONVERSION_ ‘ 4 < ‘
B test S -

B Testarp

@ Testobject2

B TestObjectTestObject

B Wftask_Different_Stages
B Enterprise Message Sources
BB continuous Queries Monitoring
[E8 Viewset Monitoring

1
L

B, 1%

==l

22. Click on the Add button under Grant permission and search the list based on the
Application Role.

The Security - Add Application Roles, Groups and Users screen is displayed.
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Figure 1-87 Security - Add Application Roles, Groups and Users

Add Application Roles, Groups and Users

23. Move the ALLROLES-000 to Selected members.

The Add Application Roles, Groups and Users - ALLROLES-000 screen is displayed.

Figure 1-88 Add Application Roles, Groups and Users - ALLROLES-000

Add Application Roles, Groups and Users
Name
Lit Applcation Role [+
Available Members Selected Members
BAMArchitect ALLROLES-000
BPMContentViewer

ORACLE"

1-57



Chapter 1
Integrating Oracle FLEXCUBE IS and BPEL

24. Click on Read, Select, Update checkboxes and click on the Save button.
The Security - ALLROLES-000 screen is displayed.

Figure 1-89 Security - ALLROLES-000

BAM Composer Home Administrator Designer references  Hep = weblogic
72 R° GetUtilsDB (Security) x T
A security - .
@, Data Objects ® @

[3 oracke @

B CUBE_INSTANCE FulName  /dataobject/GetUtisD8

B oo Owner Type  USER

@ FCUBSDATAOBIECTS Owner Name  weblogic

@ GetutilsbB

@ ORVW_FACILITY_EXPOSURE

B ORVW_TRACK_EXPOSURE 1. Grant permission

@ samole vieww o 3 e

=] SMTBiLJSERiTYPEiﬂJN\-‘ERSIDI‘Lm Write Remove Select Delete Update  SRCUITY T —
@ rest b LULROLES-000 v v/ 7 |
@ Testarp % BAMArchitect 1 f .

@ Testobject2 % BAmContentCreator ¥ ¥ ¥

@ TestobjectTestObject

@ witask_Different_Stages
S Enterprise Message Sources
[E8 continuous Queries Monitoring
[ER Viewset Monttoring

% BAMContentViewer [V [ 1 = =

2. Deny Permission

vews o 3 [ffoetach

Role Name Read ‘Write Remove Select Delete Update Securtty
No data to display

25. Follow steps 19 to 23 for other Data objects as listed below:
e cube_instance
- wftask different_stages
*  ORVW_TRACK_EXPOSURE
e ORVW_FACILITY_EXPOSURE
+  GetUtilsDB
e SMTB_USER_TYPE_CONVERSION_VIEW
« FCUBSDATAOBJECTS
26. On the Oracle BAM Composer, click on the Designer and click open project.

The Oracle BAM Composer Designer screen is displayed.
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Figure 1-90 Oracle BAM Composer Designer - Open Project

BAM Composer

FCUBS_BAM_Report

& creste
> G Data Objects : Delete
> [ Bushess Queries Securky
KP1s 8 Rename
> @) Business Views
> [E8 pashboards
L, erts

> B parameters

=,

p=

r Designer,

Dashboard or Al

Dashboards and Alerts

Create one

Ba il

Business View Model

: What do you want to create?

Dashboards are composed of one or more views

Alerts are notifications based on Kpls, Queries, OF Pattern Matches

27. On the Open Project pop-up window click on FCUBS_BAM_Report.

The Designer - Open Project pop-up window is displayed.

Figure 1-91 Designer - Open Project

552221222:7404,

Open Project

Select the project to open

FCUBS BAM Report
Process Analytics

TestApp_2204
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The FCUBS_BAM_Report (Security) screen is displayed.

Figure 1-92 Oracle BAM Composer Designer - Security

BAM Composer

Home Administrator Designer

Help *  weblogic ~

UBS_BAM_Repo & Open Project

% Create @

 oelete
G Data Objects
[ Business Queries
8 s = Rename
&8 Business views
8! pashboards
L, Aerts
Parameters

Dashboard orTAI

Create one

>

Create one

29. Click on the ADD button under Grant Permission.

A (i

Business View

Dashboards and Alerts

777
-—
Model Data

What do you want to create?

Dashboards are composed of one or more views

Alerts are notifications based on KpIs, Queries, or Pattern Matches
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Figure 1-93 Security - Grant Permission

BAM Composer

Home Administrator Designer
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FCUBS_BAM_Report ~|

-

Q) Data Objects
[ Business Queries
8 s

|8 Business Views
[E® pashboards

L, Nerts
Parameters

FCUBS_BAM_Report (Security) x

(4 security
FulName  /project/FCUBS_BAM_Report
Owner Type  USER

OwnerName  weblogic

1. Grant permission

View ¥ i petach

weblogic ~
@8-
@ @ | save

L e ————— Remove Security
. | Add Application Roles, Groups and Users
{5 BAMCont: v
&8 BAMContentViewer [
2. Deny Permission
vewr dp ¥ [Hfietach
Role Name Read ‘Write Remove Security

No data to display

30. Search the List based on the Application Roles and select the ALLROLES-000.

The Add Application Roles, Groups and Users - ALLROLES-000 pop-up window is

displayed.
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Figure 1-94 Add Application Roles, Groups and Users - ALLROLES-000

Add Application Roles, Groups and Users

e
ospiaion o LT

BAMArchitect
ap eni

ALLROLES-000

31. Move the ALLROLES-000 to Selected Members and click on OK button.

The Add Application Roles, Groups and Users - ALLROLES-000 - Selected Members
pop-up window is displayed.
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Figure 1-95 Add Application Roles, Groups and Users - ALLROLES-000

Add Application Roles, Groups and Users

Name
List Appicaton Role  [=]
Search
Available Members Selected Members
BPMContentViewer ALLROLES-000

32. Click on Read check box for ALLROLES-000 and click on the Save button.
The FCUBS_BAM_Report (Security) - ALLROLES-000 screen is displayed.

Figure 1-96 FCUBS_BAM_Report (Security) - ALLROLES-000

BAM Composer Home Administrator Designer
FCUBS_BAM_Report x| FCUBS_BAM_Report (Security) x @m-
¢/ R Bsecurity ® @ @
> [ Data Objects
> [ Business Queries FullName  /project/FCUBS_BAM_Report
8§ s Owner Type  USER
> |2 Business Views Owner Name  weblogic
> [B® pashboards u
L, Aerts
> 0 parameters 1. Grant permission
Remove sacum)
& =
_—
[&]
8§ BAMContentviewer =] B

-

2. Deny Permission

viewv o ¥ [Hivench
Role Name: Read Write Remove Security
No data to display
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1.2.10 IPM Configuration To Edit The Document

ORACLE

This topic explains to edit the document using the IPM configuration.

1. Log in to the console, http/s:<hostname>:<port>/console with admin user.

2. To add the FCJCustomProvider follow steps 3 to 7 in Custom Provider Configuration.

After adding, navigate to Security Realms, myrealm, Users and Groups and check if the
users from the schema are displayed in the Users tab, and Roles from the schema are

displayed under the Groups tab.

3. After adding the custom authenticator,

a. Navigate to Security Realms, myrealm, Users and Groups and click on the Groups

tab.
b. Click on the New button.

The Settings for myrealm screen is displayed.

Figure 1-97 Settings for myrealm - Group

ORACLE webLogic Server® Administration Console
&) Home Log Out Preferences [ Record Help ‘ (=N

Change Center
View changes and restarts Home

Canfiguration editing is enabled. Future Settings for myrealm

changes will automatically be activated as you

modify, add or delete items in this domain. Configuration || Users and Groups || Roles and Polides || Credential Mappings | Providers | Migration
Domain Structure L

B

This page displays information about each group that has been configured in this security reaim.

Welcome, weblogic | Connected to: IPM_domain

Critical (0)
Overloaded (0)

e thi
L b Customize this table
Toperaity
gnostics Groups
New Showing 1 to 10 of 568 Previous | Next
1| Name & Description Provider
AC-BATCH Accounting Batch Operations Faubs
AC-REPORTS Accounting Reports Feubs
How do L... =] ACRPT Accounting Reports Feubs
ADMIN Admin Faubs
« Manage users and groups
+ Create groups [F] | Adminchannelusers AdminChannelUsers can access the admin channel. DefauitAuthenticator
« Modify groups [F] | Administrators Administrators can view and modify al resource atiributes and start and stop servers. Defauithuthenticator
+ Delete groups ADMINROLE Admin Role Foubs
AEMAINT-IN AEQD Maitenance Faubs
System Status 8 AEOD-RPT AEOD Reports Foubs
Health of Running Servers AEOD-STB Aceounting Reports Foubs
Failed (0) New | [D Showing 1t 10 0F 568 Previous | Next

Warring (0)
k()

4. After clicking the New button,
a. Enter the Name as IPMUserGroup.
b. Provide the Description for the new group (optional).
c. Select the Provider as DefaultAuthenticator.
d. Click the OK button.

The Create a New Group screen is displayed.
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Figure 1-98 Create a New Group - Group Properties

ORACLE weblogic Server® Administration Consale

&) Home Log Out Preferences [ Record Help Q Welcome, wehlng'»clcunnethed to: TPM_domain

Change Center

View changes and restarts Home
Configuration editing is enabled. Future
changes wil automatically be activated as you
modify, add or delete tems in this domain.

Create a llew Group

ok| || cancel

Domain Structure

TPM_domain
H-Environment

Group Properties

The following properties wil be used to identify your new Group.
~Deplayments * Indicates required fields
#H-Services
~-Security Reslms
- Interoperability
-Diagnestics

What would you like to name your new Group?

*Name: IPMUserGroup

How would you like to describe the new Group?

Description: User group for IPM

Please choose a provider for the group.

Howdo I... =] )

Provider: DefaultAuthenticator [~]
* Create groups
+ Modfy aroups ok || cancel

+ Delete groups

« Create users

+ Manage users and groups

System Status a
Health of Running Servers

[ Faled®
[ cite©
[ Overoaded (@)
[ Waming (@
I )

Log in to the Imaging URL http/s:<hostname>:<port>/imaging with admin user.

The Oracle Webcenter Content:Imaging log in screen is displayed.

Figure 1-99 Oracle Webcenter Content - Imaging

ORACLE WebCenter Content: I

Sign In

User ID

Password

Copyright (c) 2010, 2013 Oracle andor its affiiates. Al rights reserved., Privacy Statement

After entering the User Id and Password,

a. Navigate to Manage Applications on the left pane.
b. Click on the FLEXCUBE.

c. Click on the Modify on the right pane.

1-65



Chapter 1
Integrating Oracle FLEXCUBE IS and BPEL

FLEXCUBE:Application Summary screen is displayed.

Figure 1-100 FLEXCUBE:Application Summary

ORACLE WebCenter Content: Imaging

aggen b el | 1 | Rt | Pefernaes | Lgat | bt
- "
FLEXCUBE: Application Sunmary [Freosee moee
i

5 (5 Searches
=

7. After clicking the Modify (add the icon with text) button,
a. Navigate to Document Security.
b. Click on the Add (add the icon) button.
c. Click on the Search button in the Add Security Member pop-up window.
d. Select the IPMUserGroup.
e. Click on Add (button with text) button.

f. IPMUserGroup is listed in the panel, select View, Write, Annotate Standard, Annotate
Restricted and Annotate Hidden checkboxes.

g. Finally, click on the Submit button on the right corner.

The Document Security screen is displayed.

ORACLE 1-66



Chapter 1

Integrating Oracle FLEXCUBE IS and BPEL

Figure 1-101 Document Security

B Searches

ORACLE' WebCenter Content: Imaging
a " =

P o
s Fid Dafitons
Create Application: Document Security Cureel | k| ek | bt
d et Tt ot T i Tt
iy b Copy 3§ Femove
W Tools T Tt Sonamte | Atz | Atate
i o e Lo Lo e e \
Lo | L | dcsea | stangeg | postaced | piasen |
f'“““‘”"“"““ 3 B wdninstutes - “ L . — - -
s B ey |
W0 Secinity Mesber ]
E & Manage Agplications. 3
ABise
pdid | ol
= 5 Manage Inputs
= i Manage Comections.
&= Manage Searity

[~

8. After clicking the Submit button,
a. Navigate to Manage Searches.
b. Click on the available search (ex: USER_ID in this doc)
c. Click on the Modify (add the icon with text) button.
The USER_ID:Search Summary screen is displayed.

Figure 1-102 USER_ID:Search Summary

ORACLE" WebCenter Content: Imaging

£l [ Searches
USER_ID USER_ID: Search Summary
EProperties
Search Name USER_ID
Desaription
42 Tools Instructions
=1 &, Manage Searches E] Maximum Search Resuits 0

USER_ID

Logged in as weblogic | Help | Refresh | Preferences | Logout | About O

Delete [x] Close

=1

Source Application ‘uocn) |D“"E ent Creaton [Docment Crested |

Document Batch Id ‘Documnnl 1d

FLEXCUBE DoCID Document Creatio._._|Document Created.._|Document Batch Id _ Document Id | |
= Conditions

Application: FLEXCUBE

[ [Feld [Operator Value

)

[Conjunction

Document Created... |Contains. Parameter - Document Created By

[Parameter Name _ [Promet Text |Operator Text Default Value I Pickist

Reguired

Read Only

|Document Created... [Document Created... [Contains |

ESecurity
Type |Security Member \ vew | modfy | Deere | S0t
& Administrators v v v v
& Pmusercroup v
EAudit History
Date [Tyee [User Name
7/2/2014 Definition Create  ARU1
7/4/2014 Definition Modify ~ weblogic
_ 7/4/2014 Definition Modify ~ weblogic
Manage Applications 7/4{2014 Definition Modify  weblogic
7/4/2014 Definition Modify ~ weblogic
[ Manage Inputs /42014 Definition Modify  weblogic
[ Manage Connections 7/4/2014 Definition Modify _weblogic

©= Manage Security

9. After clicking on the Modify (add the icon with text) button,

ORACLE
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a. Navigate to Document Security.

b. Click on the Add (image with text) button

c. Click on the Search button in the Add Security Member pop-up window.
d. Select the IPMUserGroup.

e. Click on Add (button with text) button.

f. IPMUserGroup will be listed in the panel; don't select any checkbox except the default
View checkbox.

g. Finally, click on the Submit button on the right corner.

The USER_ID:Search Security screen is displayed.

Figure 1-103 Add Security Member

ORACLE" WebCenter Content: Imaging Loggedin as weblogic | Help | Refresh | Preferences | Logout | About O
=

&1 (5 Searches E——o0—@ ED ] |
USER_ID Froperties Results Formatting Conditions Paramets Freview and Test Review Settings

USER_ID: Search Security | cancel| |Back | | ext | [Submit |

Provide security rights for the search, Select Next” when you have finished with search security.

. 2] 3 Copy 9§ Remove
4% Tools Type |Security Member View vodfy | peete | G ‘
B G, Manage Searches K] & Administrators [v] [v]
USER_ID & PMUserGroup L Il ] [ |
Add Security Member =)

Use the pickiist to search for groups or users. Use the text input to search for
a specific member name. You can use the " character as & widcard within a
group name or user name. (For example, search for M5 to find member
names beginning with M and ending with 's") Leave the text input blank to
return oll members

p——

Security Member
| AdminChannelUsers

CrossDomainConnectors

Type

&

@

&

a@

Deployers

%wmuwsm I
@

&

Manage Applications
[5i Manage Inputs

[ Manage Connections

&= Manage Security

10. Copy the FCJJPSProvider.jar to location <ORACLE HOME
>\user projects\domains\<domian name>\1lib

11. Go to the location <ORACLE HOME>\
user projects\domains\<Domain created>\config\fmwconfig

a. Open jps-config.xml file. Search for <serviceProviders> tag and add the following code
between <serviceProviders> and </serviceProviders> tags.

<serviceProvider
class="oracle.security.jps.internal.idstore.generic.GenericIdentityStore
Provider"

name="custom.generic.provider" type="IDENTITY STORE">

<description>DB IdentityStore Provider</description>

</serviceProvider>
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Similarly, search for <servicelnstances> tag and add the following code between
<servicelnstances> and </servicelnstances> tags.

<servicelnstance location="dumb" name="idstore.custom"
provider="custom.generic.provider">
<description>Custom Identity Store Service Instance</description>
<property name="idstore.type" value="CUSTOM"/>
<property name="ADF IM FACTORY CLASS"
value="com.ofss.fcc.bpel.security.idm.providers.stddb.FCIdentityStoreFac
tory"/>
<property name="DATASOURCE NAME" value="jdbc/fcjdevDS"/>
<property name=" INTERNAL_CONTEXT_REQUIRED" value="true"/>
<property name="INTERNAL CONTEXT NAME" value="internalstore"/>
</servicelnstance>

STOP

Make sure that the JNDI (jdbc/fcjdevDS) matches the value given during property file
creation.

Search for <jpsContexts default="default"> tag and add the following code between
<jpsContexts default="default"> and </jpsContexts>, preferably after the default
jpsContext.

<jpsContext name="internalstore">
<servicelnstanceRef ref="credstore"/>
<servicelnstanceRef ref="keystore"/>
<servicelnstanceRef ref="policystore.xml"/>
<servicelInstanceRef ref="audit"/>
</jpsContext>

1.2.11 Configuring Superviser Roles in EM

ORACLE

This topic explains to configure superviser roles in the Oracle Enterprise Manager.

Right click on soa-infra. Select Security and click on Application Roles.

The Application Roles screen is displayed.
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Figure 1-104 Navigation to the Application Roles

Target Navigation

View v

ORACLE Enterprise Fusion Control 12¢ reCtoac o migwe biogichy

—-—

= Mar 21, 2016 12:30:59PMIST )
e ' 15 that are specific o the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also
Home » 255ing the application.

e Qracle Webl oqic Server Security Provider
Monitoring 4
Logs »
»
SOA Deployment s application. Use application stripe to search if application uses a stripe that is different fom application name
Manage Parttions »
Work anager Groups
=4

Resequencing Groups
Senice Engines »lo
Bindings »Bs (10l Description

Senvices and References

Business Events

SOA Administration »
Security »
Administration »
Target Sitemap

Target Information

{2 CRDCProcess [1.1]

a CreateCorporateCustomer (2.0]
[ CreateCorporateCustomer [3.0]
L2 CreateCorporateCustomer [3.1]

a CreditBureauHandler [1.0]

DBUlity [1.0]

2 DBUtity [1.1]

Application Policies

Application Roles

Search the Application Roles name with the Starts With option.

The soa-infra (Application Roles) screen is displayed.
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Figure 1-105 soa-infra (Application Roles)

ORACLE Enterprise Manager Fusion Middleware Control 12¢

= 4 soa-infra @
== 1Is0Alnfrastructure ¥

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also

application roles that are created in the contex of end users accessing the application.
@ To manage users and groups in the WeblLogic Domain, use the Oracle Webl oqic Server Security Provider

P Policy Store Provider

4 search

"~ WebLogic Domain ¥

weblogic ¥

Mar 21, 2016 12:30:59 PM 1ST 0

Enter search keyword for role name to query roles defined by this application. Use application stripe to search if application uses a stripe thatis different from application name.

Role Name  Starts With B »

View v il Create.

Ed

Role Name
defauli_Composer
default_Deployer
default_Tester

default_ Operator

S Create Like...

# Edit

Display Name

Composer for the Default Partion
Composite Deployer for the Defauft P
Tester for the Default Partiion

default_Monitor
MiddlewareOperator
MiddlewarsAdministrator
SOAAdmIn
S0AOperator
S0AMonitor
SOAAuditAdmin
SOAAuditViewer
BPMWorkflowAdmin
BPMWorkflowCustomize
BPMAGAdmin
BPMOrganizationAdmin

SOADesigner

Operator for the Default Pa.
Wonitor for the Default Partition
SOA Middleware Operator

SOA

% Delete... | Se2rch application roles .

Detach

Description
A composer is responsible for making changes to composite artifacts, such as business rules in a business process, securly poli_

A deplayer is responsible for deploying new applications, upgrading existing

and managing the integratio
Atester performs integrated black box testing on preproduction systems. A system tester typically runs tests using a combination of..
An application operator is responsible for handling customer complaints and making decisions on requests that resultin faults in t.

A default partition monitor is responsible for ensuring the ofthe deployed

on the default partition

A operatoris

for ensuring continuity. A operator is also the main point of contactw.

SOA Admin Role

SOA operator Role

SOA Monitor Role

S0A Audit Admin Role

SOA Audit Viewer Role

BPM Workflow System Admin Role
BPM Workflow Customize Role
BPM Activity Guide Admin Role
BPM Organization Admin role

SOA Designer

A is
SOA application admin role, has full privilege for performing any operations including security related
SOA application operator, for common operational tasks like start, stop, monitor, backups

SOA application moniter role, has read-only privileges for menitoring

SOA audit administrator role, can perform audit configuratoin and administration

SOA audit viewer role, can view audit records

BPM Workflow Administrator Application Role

BPM Workflow Customize Application Role

BPM Activity Guide Administrator Application Role

BPM Organization Administrator Application Role

SOA Designer

10.184.133.168:7401/em/faces/as/sec!

le. /Domain_soa_

_serverl fsoa-infra®

for ensuring the continuous availability ofthe middleware servers, butis not always resp.

Select the SOAAdmiIn role and click on Edit option.

The Edit Application Roles : SOAAdmin screen is displayed.

Figure 1-106 Edit Application Roles : SOAAdmin

ORACLE Enterprise Manager Fusion Middleware Control 12¢

t- 4 soa-infra @
== IZSOAInfrastructure ¥

Application Roles

Application roles are the roles used by security aware applications that are specificto the application. These rales are seeded by applications in single global policy store when the applications are registered. These are also

application roles that are created in the context of end users accessing the application
& To manage users and groups in the WebLogic Domain, use the Oracle WebLogic Server Security Provider

P Policy Store Provider

4 search

WebLogicDomain ¥ weblogic ¥

Mar 21, 2016 12:30:53PM 15T 4

Enter search keyword for role name to query roles defined by this application. Use application stripe to search if application uses a stripe that is different from application name.

B« oo

Role Name  Starts With B >
view v il Create.. [ create Like... Edit.. € Delete...
.
Role Name Display Name

default_Composer
default_Deployer
default_Tester

default_/ Operator

Composer for the Default Partition
Composite Deployer for the Default P...
Tester for the Default Partition

default_Monitor
MiddlewareCperator
MiddlewareAdministrator
SOAAdmIn
SOAOperator
SOAMonitor
SOAAUditAdmin
SOAAUdityiewer
BPMWorkflowAdmin
BPMWorkflowCustomize
BPMAGAdMIN
BPMOrganizationAdmin

SOADesigner

Operator for the Default Pa..
Monitor for the Default Partition
SOA MiddleWare Operator

SOA Middleware Administrator
SOA Admin Role

S04 operator Role

SOA Monitor Role

SOA Audit Admin Role

SOA Audit Viewer Role

BPI Workflow System Admin Role
BPH Workflow Customize Role
BPW Activity Guide Admin Role
BPW Organization Admin role

SOA Designer

Description
A composer is responsible for making changes to composite ZMifacts, SUCh a5 BUSINESS TUIES in 3 BUSINESS Process, securty poli.

integratio

A deployer is responsiole for deploying new applications, uparading existing and managing the
Atester performs integrated black box testing on preproduction systems. A system tester typically runs tests using a combination of..
An application operator is responsible for handling customer complaints and making decisions on requests that resultin faults in t.

A default partition menitor is responsible for ensuring the ofthe deployed

on the default partition.

A operator is for ensuring continuity. A operator is also the main point of contact w.
A middleware administrator is responsible for ensuring the continuous availability ofthe middleware servers, butis not always resp
S0A application admin role, has full privilege for performing any operations including security related

SOA application operator, for common operational tasks like start, stop, manitor, backups

SOA application monitor role, has read-only privileges for monitoring

SOA audit administrator role, can perform audit configuratoin and administration

SOA audit viewer role, can view audit records

BPH Workflow Administrator Application Role

BPH Workflow Customize Application Role

BPM Activity Guide Administrator Application Rale

BPM Organization Administrator Application Role

SOA Designer
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4. Click on the ADD button and provide the Type as Group from the drop-down.
The Add Principal pop-up window is displayed.

Figure 1-107 Application Role - Add Principal

Add Principal

‘Specify criteria to search and select the application roles that you want to grant permissions to.
4 search

Type Group E|

Principal Name  Starts With B

Display Name = Starts With B

Searched Principals
View v x| Detach

Principal Display Name
No search conducted

4 Advanced Option

Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators.

OK  Cancel

5. Provide the principal name as (EX: ALLROLES-000) Param_val which is mapped to the
OR_ADMINROLE in the cstb_param table and search the role. Click on OK.

The Add Principal - ALLROLES-000 pop-up window is displayed.

Figure 1-108 Add Principal - ALLROLES-000

Add Principal

Specify criteria to search and select the application roles that you wantto grant permissions to
4 search

Type Group E|

Principal Name  Starts With B ALLROLES-000

Display Name ~ Starts With B 13

Searched Principals

View v iz] Detach

Principal Display Name Description
ALLROLES-000 ALLROLES-000

4 aavanced Option

Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators

oK
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6. Click the OK button.

1.2.12 Email Driver Configuration

This topic explains the stps to configure the email driver.

1. Loginto EM console.

2. Navigate to User Messaging Service folder.

3. Right click on the usermessagingdriver-email (soa_serverl).
4. Click on the Email Driver Properties.

The usermessagingdriver-email screen is displayed.

Figure 1-109 usermessagingdriver-email

Enterprise Manager Fusion Mig

i‘ WebLogic Domain

Target Navigation
View
» [ Application Deployments
» [0 s0a En
> [ webLogic Domain Tt
> [ Business Activity Monitoring
» [ Metadata Repositories
3 user Messaging Service
%_—,!,.] usermessagingdriver-email (bam_server1)
‘%E!,:J ‘usermessagingd - -
%_—,!,J LSErmessagingserve Fome

214 usermessagingserve  Control ’
Logs 4
Performance Summary
Email Driver Properties

System MBean Browser

5. Enter the Sender Address and Default Sender Address (This id will be used as sender
address).

Target Information

6. Enter the supported protocols (SMTP).
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Figure 1-110 Edit Driver Properties

Enterprise Manager Fusion Middieware Control 12c

=1 WebLogic Domain ¥

Target Navigation @& usermessagingdriver-email @ Logged in a5 weblogicl [ ofss2221222.in.oracke.com
View + 2[4 User Messaging Email Driver ¥ Page Refreshed Jun 11, 2015 11:09:57 AM IST

> 23 Application Deployments

> [ soa

o 23 webLogic Domain

» £ Business Activity Monitoring
» [ Metadata Repositories

Edit Driver Properties OK || Cancel

Commeon Configuration

Name FCUBS121 Supported Protocols  SMTP
= User Messaging Servicz Driver Type  User Messaging Email Driver Supported Carriers
24 usermessagingdriver-email (bam_server 1)
2 r— e bemain ) Use Sender Addresses
£ usermessagingserver (bam_server 1 “ e Gt
Sr_‘ gingserver (bam_server 1) Cluster Name Sender Address
& usermessagingserver (soa_server 1) © Use Default Sender Address

Supported Delivery Types EMAIL

Capability SEND, RECEIVE EMAIL XXX @XXK.X0M

Supported Content Types = - Cost
Supparted Status Types  DELIVERY_TO_GATEWAY_SUCCESS, speed | []
DELIVERY_TO_GATEWAY_FAILURE, Supports Cancel

USER_REPLY_ACKNOWLEDGEMENT_SUCCESS, Supports Repiac
USER_REPLY_ACKNOWLEDGEMENT_FAILURE Soppertsrepacs

Supports Status Poling

Supports Tracking

7. Select the mail access protocol (IMAP) as per the mail server specification.

The Driver-Specific Configuration screen is displayed.

Figure 1-111 Driver-Specific Configuration

Driver-Specific Configuration

Encoded
MName Description Mandatory Credential Value
E-mail receiving protocol. The possible -
values are IMAP and POP3. LLP B
This value spedifies the number of times
to retry connecting to the incoming mail
server, if the connection is lost due to
some reason. The default value is -1
which means no limit to the number of
tries.

E-mail Receiving Protocal

|

Connection Retry Limit

The frequency to permanently remove
deleted messages. The unitis in seconds
and the default value is 600 seconds. A
Message Cleanup Freguency negative value indicates the messages 600
should not be expunged. For the POP3
protocal, the message is expunged after
itis processed,
Whether the driver should mark the
messages deleted after they have been 2

«

Enter the Receive folder in the mailbox (INBOX).

©

Enter the Outgoing Mail Server hostname or IP.
10. Enter the Outgoing Mail Server Port.
11. Enter the Outgoing Default From Address.

12. Enter the Outgoing Username and Password if required.

Figure 1-112 Driver-Specific Configuration - Outgoing ID

Driver-Specific Configuration

- Encoded
Name Description Mandatory Credential Value
The name of the SMTP server. i
Outgoing Mail Server Mandatory only if e-mail sending is KXNKK
required.
Outgoing Mail Server Port  Outgoing Mail Server Port 25/

The security used by SMTP server.
Qutgoing Mail Server Securit Possible values are Mone, TLS and 55L. MNone Iz‘
Default value is None.
Deprecated, Use Default Sender Address
instead, The default FROM address (if .
one is not provided in the outgoing HXX@XKX.COM
message).
The username used for SMTP
authentication. Required only if SMTP
authentication is supported by the SMTP
SErver.

Default From Address

Qutgoing Username

-
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13. Navigate to the SOA Administration and click on the Workflow Properties.

The Workflow Notification Properties screen is displayed.

Figure 1-113 Workflow Notification Properties

Enterprise Manager

WebLogic Domain v
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Bindings >
+Emal : Actonable Address gEE@REE.COM
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Cross References
Token Configurations
Auto Purge

Loggedinas weblogic| (& ofss2221222.in.orade.com
Page Refreshed Jun 11, 2015 11:15:16 AM IST o

@ Related Links ~

14. Select the Notification Mode as Email/ALL from the drop-down list.

15. Enter the From Address, Actionable Address, and Reply To Address.

1.2.13 TimeOut Settings for BPEL

This topic explains the TimeOut Settings for BPEL.

1. Login into Console (http://hostname:port/console).

The WebLogic Server homepage is displayed.

Figure 1-114 WebLogic Server

€  @10184135.218:7¢
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“Interoperability - S Servers
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™ Store-and-Forward Agents
How do .. El
e = S Modes

» Search the configuration « Clusters ® Path Services
« Use the Change Center = Server Templates  Briddes
« Record WLST Saipts u Migratable Targets * Data Sources

® Persistent Stores

* XML Registries

& XML Entity Caches

« Foreign JNDI Providers

» Change Console preferences & i EhLE

 Manage Console extensions * Machines

» Monitor servers ® Virtual Hosts

 Work Managers

System Status = « Startup And Shutdown Classes * Work Contexts
Health of Running Servers o oM
I * Mai Sessions
I Failed (0) — s
I Critical (0) A TTA

Overloaded (0) e

« 5 Security Settin

* 0SGI Frameworks

| warning (0) r Appilici

Apply

Revert
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Welcome, admin | Comected to; Alphabomain

® WTC Servers

 Jolt Connection Pools

* Log Files

+ Diagnostic Modules

« Buit+n Diagnostic Modules
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« Request Performance

® Archives

® Context

- Svp

 Monitoring Dashboard &
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Click on Deployments.
Click on the SOA-INFRA application under deployments.

The Summary of Deployments screen is displayed.

Figure 1-115 Summary of Deployments - So-Infra

Workflow Task Senice Properti X | Summary of Deployments - A, % \ ) hitp//ofss222. ifter=true | ) Connecting.
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Overloaded (0)

oraitsnadi(in, 11.1.1.1.0)

Mona.esapi(2.0,12.1.3)

SaPAdapter
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R SimpleApprovalTasiFion
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(etate-management provider memory-rar-12.1.3
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Click on BPEL Engine EJB, Configuration and Set Transaction TimeOut to 300.

The Summary of BPELEngineBean screen is displayed.
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Figure 1-116 Summary of BPELEngineBean
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Go to EJBs, click on BPELDeliveryBean, Configuration and Set Transaction TimeOut
to 300.

The Summary of BPELDeliveryBean screen is displayed.

Create As Principal Name:

Remove As Principal Name:

Passivate As Principal Name:

INDI Name:

Local JNDI Name:

) Dispatch Policy:

Fansaction Timeout:

Save

Enterprise Bean Configuration

100

1000

Chapter 1

Thereise ok

an. More Info...

More Info.

type. More Info.

me  More Info...

'sin the free pool.  More Info...

d from the free

More Info..

EJB should remain in the cache
ved. More Info

annel that the EJB uses for network

More Info. .

prindipal for & bean that has
More Info...

vhen ejbRemove would otherwise run with an
More Info...

sivate would otherwise run with an

More In

, resource, or reference in Weblogic Server. More

. More Infa...

hich server execute thread pool the EJ8 should runin.  More

eout value, in seconds.  More Info...

Integrating Oracle FLEXCUBE IS and BPEL

1-78



Chapter 1

Integrating Oracle FLEXCUBE IS and BPEL

6.

Figure 1-118 Summary of BPELDeliveryBean
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7. Set the JTA timeout according to the below condition. Make sure BPELEngineBean +
BPELDeliveryBean is <= JTA timeout(e.g. 300+300<=600).
The Settings for dev_domain JTA screen is displayed.

Figure 1-120 Settings for dev_domain - JTA
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8. Login in to EM console (http://host:port/em).
9. Right click on the soa-infra (SOAServer).

10. Navigate to the SOA Administration and click on the BPEL Porperties,

MoreConfigpropeties and SyncMaxWaitTime. Change the SyncMaxWaitTime to 200
secs.

The soa-infra screen is displayed.
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1.3 Integrate Oracle FLEXCUBE IS and Scheduler

This topic explains Integrating Oracle FLEXCUBE IS and Scheduler.
Before deploying the Oracle FLEXCUBE IS EAR file, you need to carry out the following tasks.

* Running Backend Scripts
This topic explains the steps to run the backend scripts.

1.3.1 Running Backend Scripts

This topic explains the steps to run the backend scripts.

You need to compile certain tables pertaining to Scheduler in the schema to which the
Application points. The version of Quartz to be used is Latest Qualified Version.
Follow the steps given below:

1. Download Quartz Latest Qualified Version.gz file from the following URL.: https://
www.quartz-scheduler.org/downloads/.

2. Extract the gz file.

3. Open the folder Quartz-Latest Qualified Version \docs\dbTables folder and run the
tables_oracle.sql (this is specific to Oracle Database) in the schema.

STOP

For details on the latest version of the software qualified with Oracle FLEXCUBE, refer to
the release certificate.

1.4 Integrating Oracle FLEXCUBE IS and BIP Reports

This topic explains Integrating Oracle FLEXCUBE IS and BIP Reports.

You can integrate Oracle FLEXCUBE IS and BIP reports. The details are available in BIP Web
Service Reports.

* Deploy Application through Application Server’'s Admin Console
This topic explains Deployment from Weblogic Administration Console.

1.4.1 Deploy Application through Application Server's Admin Console

This topic explains Deployment from Weblogic Administration Console.

You can find the details pertaining to the deployment of Application using Weblogic
Administration Console in Deploying Oracle FLEXCUBE Application on Weblogic.

1.5 Integrate Oracle FLEXCUBE IS and MBean

This topic explains to integrate Oracle FLEXCUBE IS and MBean.

To integrate Oracle FLEXCUBE IS and MBean, you need to follow the below steps before
deploying the Oracle FLEXCUBE IS EAR file created with MBean as a Plugin.
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e Startup Script Modification
This topic explains the Startup Script Modification.

1.5.1 Startup Script Modification

This topic explains the Startup Script Modification.

By default, the TopLink used in MBean uses Oracle xml parser internally. However, Weblogic
Server has to use JAXPlatform.
To change the system property, follow the steps given below:

1. Go to the Weblogic domain home folder.

a.

Based on the operating system used, open startWeblogic.cmd or startWeblogic.sh
from the folder bin.

Search for WLS_REDIRECT_LOG. After %JAVA_OPTIONS% add the following code
under if and else conditions.

-Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
Now, the details will look like this:

if "$WLS_REDIRECT LOG%"=="" (

echo Starting WLS with line:

echo $JAVA HOME%\bin\java %JAVA VM% $MEM ARGSS% -
Dweblogic.Name=%SERVER NAME% -

Djava.security.policy=%WL HOME%\server\lib\weblogic.policy
$JAVA OPTIONS% %PROXY SETTINGS% %SERVER CLASS%

$JAVA HOMES%\bin\java %JAVA VM% $MEM ARGS% -
Dweblogic.Name=%SERVER NAME% -

Djava.security.policy=%WL HOME%\server\lib\weblogic.policy
$JAVA OPTIONS% -
Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
$PROXY SETTINGS% %SERVER CLASS%

) else (

echo Redirecting output from WLS window to $WLS REDIRECT LOG%
$JAVA HOMES%\bin\java $JAVA VM% $MEM ARGS% -
Dweblogic.Name=%SERVER NAME% -

Djava.security.policy=%WL HOME%\server\lib\weblogic.policy
$JAVA OPTIONS% -
Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
$PROXY SETTINGS% $SERVER CLASS% >"SWLS REDIRECT LOG%" 2>&1

)

2. Restart the Weblogic server.
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