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Preface

e Purpose
* Audience

* Before You Beqin

e Module Pre-requisite

* Documentation Accessibility

e Critical Patches

« Diversity and Inclusion

* Related Resources

Acronyms and Abbreviations

¢ Module Post-requisite

Purpose

This guide provides the procedure for installation of Oracle Banking Microservices Architecture
and related products including database creation and required schemas using the Installer.

@® Note

For the exact version to be installed, refer to Tech Stack section of Release Notes.

Audience

This guide is intended for WebLogic admin or ops-web team who are responsible for installing
the OFSS banking products.

Before You Begin

Kindly refer to the Getting Started User Guide for information on common functionalities like
login, navigation, and general settings before proceeding with this guide.

Module Pre-requisite

Specify User Id and Password, and login to the Home screen.

Documentation Accessibility

Installer Guide
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Preface

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle
Critical Patch Update Advisory, which is available at Critical Patches, Security Alerts and
Bulletins. All critical patches should be applied in a timely manner to make sure effective
security, as strongly recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Related Resources

For more information, refer to the following documents:

*  Product Installation Guide

Acronyms and Abbreviations

The list of the acronyms and abbreviations that are used in this guide are as follows:

Tablel Acronyms and Abbreviations

Abbreviation Description

CcMC Common Core

oS Operating System

SMS Security Management System
VM Virtual Machine

Module Post-requisite
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Installation Overview

This topic describes the overview on the installation process through the Installer.

ECO System

To run any Oracle Banking Microservices Architecture based product, the user needs to have
Oracle Banking Microservices Architecture foundation installed in the ECO system and then
the user can install your product in same or in different machine. The following diagram is
representation of installed Oracle Banking Microservices Architecture ECO system. In a
domain there will be one Admin server and there can be multiple managed servers to be used
for load balancing of the services.

Figure 1-1 ECO System

Products
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Oracle Banking Microservices Architecture Installation

Typical Oracle Banking Microservices Architecture installation consists of the deployment of
Plato, SMS, CMC, MOC, Party and Oracle Banking Routing Hub wars, there are separate
managed servers under a domain where war are distributed for load balancing. Also, the
Oracle Banking Microservices Architecture foundation server can have zookeeper, kafka on
the same physical machine. The Eureka is also installed as part of foundation which helps
service discovery. The following diagram is a representation of the Oracle Banking
Microservices Architecture Foundation installation.
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Figure 1-2 Oracle Banking Microservices Architecture Installation
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Product Installation

Any Oracle Banking Microservices Architecture product installation can be visualized as like
below diagram, it is assumed that you have existing Oracle Banking Microservices Architecture
foundation and database installed and ready. You can then install your product on top of it.
Many products can be installed in the same ECO system.
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Figure 1-3 Product Installation
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Database Installation

This topic describes the information about the database installation and the schema creation.

Oracle Database needs to be installed and required schemas needs to be created before the
installation. Database installation is not part of the installer.

Refer to the Product Installation Guide to create the database schemas.
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Download and Setup Installer

This topic describes the information to download and setup the Installer.

Download Installer

The installer is provided in OSDC zip of each product.
Perform the following steps to download the installer.

1. Launch putty and login to the VM (where the installation is planned) with OS user.

2. Create a directory obma_i nstal | er in/scratch.

mkdir -p /scratch/obma_installer ; chmod 755 /scratch/obma_installer

3. Navigate to the new directory obna_i nstal | er.

cd /scratch/obma_installer/
4. Download the installer zip file from the product OSDC zip to obnma_i nst al | er directory.

5. Unzip the installer zip file by executing the below command.

unzip <product zip file>

Installer Folder Structure

Post unzip of the installer file, the following directories will be displayed.

» deployables - contains sub-directories apps and properties.

— The apps directory contains the various product wise directories where the
applications or the wars files will be located for deployment. Please note, these files
should be downloaded to the respective product directories from the artifactory path
before starting the installation.

» softwares - contains the various software's required during the installation, like, java,
weblogic, kafka, zookeeper, etc.

» chef-repo - contains various subdirectories, properties files, scripts etc., which are
required for the installation.

The same is depicted in the below diagram along with their sub-directories.
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Figure 3-1 Installer Folder Structure
Iscratch/obma_installer
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@® Note

For each product, the applicable folders are displayed in the respective directories.

Download Applications (Domains) Related War Files

Before performing installation, copy the WAR file from the respective artifactory path to the
respective folders in the below mentioned folder structure.

[ scrat ch/ obma_i nstal | er/ depl oyabl es/ apps
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@® Note

Installer will not check the presence of files in the respective directories before
installation. The user needs to ensure all the required files with correct version are
available in the respective directory for the product.

Download Softwares

Before performing installation, copy the required software's to respective folders in the below
mentioned folder structure.

/ scrat ch/ obma_i nstal | er/ depl oyabl es/ sof t war es

® Note

Installer will not check presence of software files in the respective directories before
installation. The user needs to ensure all the required software files with correct
version are available in the respective directory for the product.

Install the Oracle Replacement Configurator

1. Launch putty and login with the root user.
2. Navigate to the chef repo path: cd /scratch/ obma_i nstal | er/ chef -repo.

3. Verify the version of Oracle Replacement Configurator installed in the VM by executing the
command chef-sol o --version.

4. If the VM has older version of chef or Oracle Replacement Configurator, then remove the
same by executing the command yum renove orc-infra-<version_no. >.

Alternatively, in case of chef solo installation, remove the same by executing the command
yum renove chef-*.

5. Install the new version of Oracle Replacement Configurator by executing the
instal | _orc. sh script, and the command for the same is./instal | _orc. sh.

6. Verify the version as mentioned in the Step 3.

Installer Guide
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Foundation Setup

This topic describes about the Foundation setup using Oracle Banking Microservices
Architecture Installer.

Post completion of Download and Setup Installer tasks for VM identified for Foundation
Setup, perform the below mentioned configurations.

* Update Properties File
This topic provides the systematic instructions to update the Properties file for Foundation
setup.

* Update Roles File
This topic provides the systematic instructions to update the Roles file for Foundation
setup.

»  Execute Installer Script
This topic provides the systematic instructions to execute Installer Script for Foundation
setup.

4.1 Update Properties File

This topic provides the systematic instructions to update the Properties file for Foundation
setup.

1. Launch WinSCP and login to Foundation VM with OS User (eg.: ofssobp).

2. Navigate to the path / scrat ch/ obma_i nstal | er/ chef -repo/ and update the file
obma_properti es. rb with the following details.

3. Update the local user and its group.

#St andard Val ues

I NSTALL_USER = "of ssobp"

I NSTALL_GROUP = "dba"

USER_ROOT = "root"

GROUP_ROOT = "root"

I NSTALL_BASE DIR = "/scratch"
EXTRACT LOC = "/scratch/extract”

4. \Verify the version of java, update if required, and ensure the same version is available in
the software's directory.

#Java Installation Details

JAVA | NSTALLER SOURCE = "fil esystent

JAVA | NSTALLER PATH = "/javal"

#JAVA | NSTALLATION DIR = "/ scrat ch/ app/ product”
JAVA | NSTALLATION DIR = I NSTALL BASE DIR + "obma"
JAVA VERSION = "1. 8"

JDK_I NSTALLER VERSI ON = "j dk1.8.0_281"

JDK_I NSTALLER FILE = "j dk-8u281-1i nux-x64.tar.gz"
CERTS DI RNAME = | NSTALL BASE DIR + "/ssl /"
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If the zookeeper installation will be done in the same foundation VM, then, update the
hostname.

Verify the version of the zookeeper installable, update if required, and ensure the same
version is available in the software’s directory.

#Zookeeper Installation Details

ZOOKEEPER HOST1 = "whf 00j no. i n. exanpl e. cont

# ZOOKEEPER HOST2 = "whf 00dwv. i n. exanpl e. cont

# ZOOKEEPER HOST3 = "whf001sz. i n. exanpl e. cont

PEER _PORT = 2891

LEADER PORT = 3881

CLI ENT_PORT = 2181

#ZOOKEEPER | NSTALL_DI R = | NSTALL_BASE DI R + "/ app/ zookeeper "
ZOOKEEPER_| NSTALL_DIR = I NSTALL_BASE DIR + "/ obma/ zookeeper "
ZOOKEEPER_| NSTALL_USER HOME = | NSTALL_BASE DI R

ZOOKEEPER VERSI ON = "apache- zookeeper - 3. 6. 3- bi n"

ZOOKEEPER_| NSTALLER PATH = SOFTWARE_| NSTALLER_HOME + "/ zookeeper/"
ZOOKEEPER | NSTALLER FI LE = "apache-zookeeper-3.6.3-bin.tar.gz"

If kafka installation will be done in the same foundation VM, then update the hostname.

Verify the version of the kafka installable, update if required, and ensure the same version
is available in the software's directory.

#Kafka Installation Details

#KAFKA_I NSTALL_DI R = I NSTALL_BASE DI R + "/ app/ kaf ka"
KAFKA_| NSTALL_DI R = I NSTALL_BASE DIR + "/ obna/ kaf ka"
KAFKA_| NSTALL_USER HOME = | NSTALL_BASE DI R

KAFKA_| NSTALLER PATH = SOFTWARE_| NSTALLER HOME + "/ kafka"
KAFKA_| NSTALLER FI LE = "kafka_2.13-2.6.0.tgz"

# KAFKA VERSION = "2.13-2.6.0"

KAFKA_SCALA VERSION = "2. 13"

JMX_PORT = "9999"

#Kaf ka Broker Configurations

KAFKA BROKER ID = 1

KAFKA_LI STEN_PORT = 9092

LOG_RETENTI ON_HOURS = " 168"

LOG_RETENTI ON_CHECK_| NTERVAL = "300000"
LOG_SEGVENT_BYTES = "1073741824"

LOG_RETENTI ON_BYTES = "1073741824"

KAFKA_HOST
KAFKA_PORT

"whf 00j no. i n. exanpl e. conf
9092

Verify the version of Tesseract installable, update if required, and ensure the same version
is available in the software's directory.

#Tesseract Installation Details

TESSERACT | NSTALL_USER HOME = | NSTALL_BASE DI R

TESSERACT | NSTALL DIR = INSTALL_BASE DIR + "/ obna/tesseract"”
TESSERACT | NSTALLER PATH = SOFTWARE | NSTALLER HOMVE + "/tesseract”
I NSTALLER ZI P = "tesseract-4.1.1.zip"

LEPTONI CA_| NSTALLER FI LE = "l ept oni ca-1.80.0.tar. gz"
LEPTONI CA_| NSTALLER VERSI ON = "[ ept oni ca- 1. 80. 0"
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TESSERACT _| NSTALLER FILE = "tesseract-4.1.1.tar.gz"
TESSERACT _| NSTALLER VERSI ON = "tesseract-4.1.1"

Update hostname for LDAP configuration.

#LDAP Details
LDAP_HOST = "of ss-num 1315. snbonr shar edl. gbucdsi nt 02bom or acl evcn. cont
LDAP_PORT = "7002"

Verify the version of weblogic server, update if required, and ensure the same version is
available in the software's directory.

#Webl ogic Infra Installation Details

#WL.S | NSTALL_USER HOME = "/scrat ch”

ORACLE_I NVENTORY = "/ scrat ch/ app/ oral nvent ory"

W.S VERSION = "12.2.1. 4"

WLS | NSTALLER SOURCE = "fil esysten

W.S | NSTALLER PATH = "/w s/"

WS PACKAGE BASENAME = "fnw 12.2.1.4.0_infrastructure.jar”
WS INSTALLER FILE = "fmw 12.2.1.4.0_infrastructure_Di skl 1of 1. zip"
#W.S | NSTALL_DIR = "/app/ product / f my'

W.S INSTALL_ DIR = INSTALL_BASE DIR + "/ obma"

WLS | NSTALLER TYPE = ' Fusion M ddl eware Infrastructure'

Update the hostname for plato configuration.

#Product Specific Wbl ogic Server runtime paranmeters

#PLATO _CONFI G_SERVI CES_URI = "http://whf00j no. i n. exanpl e. cont
PLATO_CONFI G_SERVI CES_PORT = "8001"

APPL| CATI ON_ENVI RONMENT = " DEV"

APPLI CATI ON_LOGAE NG_PATH = "/scrat ch/work_area/ | ogs"

PLATO APl GATEWAY_URI = "htt p://whf 00j no. i n. exanpl e. cont

Update the flyway domain locations i.e., update the details of domain locations for all the
products that are considered for installation.

#FLYWAY_DOMAI N_LOCATI ONS-

“db/ m gration/domain/plato, db/nmigration/donain/sms, db/nigration/donmain/
noc,

db/ mi gration/domai n/ cne, db/ mi gration/ domai n/ obpy, db/nigration/donain/

obr eno,

db/ m gration/ domai n/ obt f pm db/ mi gration/ donai n/ obedx, db/m gration/domain/
obl m

db/ m gration/ domai n/ obi ¢, db/nigration/donain/vam m db/nigration/donmain/
ofl o,

db/ m gration/ domai n/ obvam db/ mi grati on/ domai n/ obcl pm db/ m gration/ domai n/
obcf pm

db/ m gration/ domai n/ obpm db/ ni gration/ donai n/ obcm db/ nm grati on/ donai n/
obscf,

db/ m gration/ domai n/ obscfcm
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14. The default servers and their respective ports are already defined. Any new addition of

15.

server details needs to be appended here under “#Product specific Weblogic Server
runtime parameters”.

#PLATO CommonCore, SMS and M doffice comon Server ports details
PLATO_CONFI G_SVCS_MAN _SERVER LI STEN PORT = "8001"
PLATO_CONFI G_SVCS_MAN_SERVER _SSL_PORT = "8002"

PLATO DI SCOVERY_SVCS_MAN_SERVER LI STEN PORT = "8003"
PLATO DI SCOVERY_SVCS_MAN_SERVER SSL_PORT = "8004"

PLATO APl _GATEWAY_MAN SERVER LI STEN_PORT = "8005"
PLATO APl _GATEWAY_MAN SERVER SSL_PORT = "8006"

The default datasources are already defined. Any new addition of datasource needs to be
appended here under “#PLATO ComonCore, SMS and Midoffice Datasource and
Datasource target details”

#PLATO CommmonCore, SMS and M doffice Datasource and Datasource target
details

PLATO_SCHEMA = "PLATCO'

PLATO JNDI = "j dbc/ PLATO'

PLATO DS_TARCET =

"cnt_clusterl, cnc_cluster2,cnc_cluster3, cnt_cluster4, noc_cluster,plato_o_cl
uster,

pl ato_api _gateway_cluster,plato_others_cluster,plato_config_cluster,plato_o
rch_cluster,

pl ato_ui _config_cluster,sns_cluster"

PLATOSEC_SCHEMA = " PLATOSEC

PLATOSEC JNDI = "j dbc/ PLATO_SECURI TY"

PLATO SECURI TY_DS_TARCET =

"plato_config_cluster,plato_api_gateway cluster, plato_others_cluster”

PLATO U _SCHEMA = "PLATO'

PLATO U _JNDI = "jdbc/ PLATO Ul _CONFI G'

PLATO U _CONFI G_DS TARCET =

"plato_ui_config_cluster,cntc_clusterl, cnc_cluster2,cnc_cluster3, cntc_cluster
4!

moc_cl uster, plato_others_cluster, plato_orch_cluster”

SMS_SCHEMA = " SMB"

SME_JNDI = "j dbc/ sns"

SM5_DS TARGET =

"plato_orch_cluster,sns_cluster,cnc_clusterl, cntc_cluster2,cnc_cluster3, cntc_
cluster4,

moc_cl uster, plato_others_cluster”

@® Note

The password for all the default schema's is "wlcomel". In case there is change in
the password for the schemas, user needs to update the same in databag. Refer
Password Update in Databag section for more details.
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16. Update the database details under “#Database details for weblogic datasource
configuration”

#Dat abase details for Wbl ogi c datasource configuration
ORACLE_PDB_SI D = "PBP0163A"

ORACLE_PDB_HOSTNAME = "whf 00i vq. i n. exanpl e. conf
ORACLE_PDB_PORT = "1521"

ORACLE DRI'VER = "oracle.jdbc.driver.OacleDriver"

If there are multiple PDBs for OBMA and Domains, add the following:

<DOVAI N> ORACLE_PDB_SI D = *xxx”
<DOVAI N> ORACLE_PDB_HOSTNAME = “XxXx”
<DOVAI N> ORACLE_PDB_PORT = “xxx’

17. Also, there are attributes and values related to individual products. Verify the details for
your product/s, and in case, any changes to the default values are required, update
accordingly.

@ Note

The below snapshot from Oracle Banking Cash Management product for
reference.

Figure 4-1 FLYWAY PLACEHOLDER

i

CA FLYWAY PLACEHOLDER DETAT

# OBCA Server Port Details
OBCAl MAN_SERVER_LISTEN PORT— "8400"
OBCAl_MAN_SERVER_SSL_PORT = "84

OBCA2 MAN_SERVER_LISTEN PORT— "8402"
OBCAZ2_MAN_SERVER_SSL_PORT = P

OBCA3 MAN_SERVER LISTEN_PORT: 40
OBCA3_MAN_SERVER_SSL_PORT = "§405"

OBCA4_MAN SERVER LISTEN PORT— "
OBCA4 MAN SERVER_SSL_PORT = "§

# OBCA Datasource Det,
OBCACFG_SCHEMA =
OBCACFG_JNDI = "j
OBCACFG_DS_TARGET = 1sterl”

OBCAPM SCHEMA = '
OBCAPM _JNDI = "jd
OBCAPM DS _TARGET =

OBCAPP_SCHEMA = '
OBCAPP_JNDI = "3
OBCAPP_DS_TARGET

OBCASTMNT SCHEMA =
OBCASTMNT_JNDI = "7
OBCASTMNT_DS_TARGET =

OBCA_PLATO DS_TARGET — '
OBCA_PLATO UI_DS_TARGET

OBCA_SMS_UI_DS_TARGET =

OBCA_ PLATOFEED DS TARGET
OBCA_PLATOBATCE_DS_TRARGET
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Figure 4-2 setuseroverrides.sh

#Plato Config Database Details starts
COMMON_JDBCURL=

:host_name] %>:<%= node[:obma_patchset] [:sqlcl_config] [: PLATO] [:port]
%>/<%= node[:obma_pat t][:sq " export COMMON_JDBCURL;
PRODUCT JDBCURL="<%= node [ :obma pat :sqlcl config] [ t name] %>:<%= node[:obma patchset] [:sglcl config] [:OBLM] [:port]
%>/<%= node[:obma_patchset] [:sqlcl config] [:OBLM] [:database name] %>" export PRODUCT JDBCURL;

PLATO USERNAME=
#PLATO_PASSWORD:
PLATO_SCHEMA=
PLATO_JDBCURL:
PLATO_JNDI=
JDBC_CLASS=! node [ :obma_p.
#Plato Database Details ends

= node[:obma_pat
@platopwd ¢

chset] [:sqlcl _config] [:PLATO] [:database
export PLATO_ PASSWORD;

hset] [:sqlcl_config]
node [ :obma_pat [:
glcl config] [:PLATO] [:jndi_name]
et][:sqlcl_config] [:PLATO] [:driver cl

ser name] %>" export PLATO USERNAME;

[:database user name] %>" export PLATO_SCHEMA;

jlcl config] [:PLATO] [:host name] %>:<%= node[:obma_patchset] [:sqlcl conf
export PLATO JNDI;

:>" export PLATO JNDI;

#Plato UI Config Database Details starts
PLATOUI_USERNAME= = node[:obma patchset][:sglcl config] [:PLATO UI][:database user name] %>" export PLATOUI_USERNAME;
# PLATOUI_PASSW ="<%= @platouipwd $%>" export PLATOUI_ PASSWORD;
PLATOUI_SCHEMA= = node[:obma patchset] [:sqglcl_config] [:PLATO UI] [:database
PLATOUI_JDBCURL: dbc:oracle:thin:@// node [:obma patchset] [:sqlcl config] [
PLATOUI_JNDI= node[:obma_patchset] [:sqlcl config] [:PLATO UI][:jndi_name]
#Plato UI Config Database Details ends

c_name] f export PLATOUI_SCHEMA;
TO_UI][:host_name] % %= node[:obma_patchset] [:sqglc]
export PLATOUI_ JNDI;

#PLATOFEED Database Details starts

PLATOFEED_USERNAME="<%= node[:obma patchset][:sglcl config] [:PLATOFEED] [:database user name] $%>" export PLATOFEED_USERNAME;

# PLATOFEED_ PASSWORD="<%= @platofeedpwd $>" export PLATOFEED PASSWORD;

PLATOFEED_SCHEMA= node[:obma patchset] [:sqlcl config] [:PLATOFEED] [:database user name] %>" export PLATOFEED_SCHEMA;
PLATOFEED_JDBCUR acle:thin:@//<%= node[:obma_patchset] glcl_config] [:PLATOFEED] [:host name] node[:obma_patchset] [:sc
PLATOFEED_JNDI= obma_patchset] [:sqlcl _config] [:PLATOFEED] [:jndi name] %>" export PLATOFEED_JNDI;
#PLATOFEED Database Details ends

Figure 4-3 setuseroverrides.sh

## sqglcl

plato_username="${PLATO_USERNAME}" export plato username;
plato password="5{PLATO PASSWORD}" export plato password;

platogurl="${COMMONiJDBCURL}" export plato url;

plato_sec_username="${PLATOSECURITY_USERNAME}" export plato sec username;
plato sec password="5{PLATOSEC PASSWORD}" export plato sec password;
plato sec url="${COMMON JDBCURL}" export plato sec url;

plato ui username="5{PLATOUI USERNAME}" export plato ui username;
plato ui password="5(PLATO UL PASSWORD]" export plato ui password;
plato ui url="S${COMMON JDBCURL}" export plato ui url;

platoarch_username="${PLATOARCH_USERNAME}" export platoarch username;
platoarch password="5{PLATOARCH PASSWORD}" export platoarch password;
platoarch_url="${COMMON_JDBCURL}" export platoarch url;

sms_username="5{SMS USERNAME]" export sms username;
sms_password="${SMS_PASSWORD}" export sms_password;
sms_url="5{COMMON JDBCURL}" export sms url;

plato alerts username="${PLATOALERTS USERNAME}" export plato alerts username;
plato alerts password="${PLATOALERTS PASSWORD}" export plato alerts password;
plato_alerts_url="${COMMON_JDBCURL}" export plato alerts url;

plato_orch_username="${PLATOORCH_USERNAME}" export plato orch username;
plato orch password="5{CONDUCTOR PASSWORD}" export plato orch password;
plato orch url="5{COMMON JDBCURL}" export plato orch url;

conductor username="S{PLATOORCH USERNAME}" export conductor username;
conductor_password="${CONDUCTOR_PASSWORD}" export conductor password;
conductor url="5{COMMON JDBCURL}" export conductor url;

plato_feed_username="${PLATOFEED_USERNAME}" export plato feed username;
plato feed password="5{PLATOFEED PASSWORD}" export plato feed password;

Installer Guide
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4.2 Update Roles File

This topic provides the systematic instructions to update the Roles file for Foundation setup.

Chapter 4
Update Roles File

Navigate to the path / scrat ch/ obna_i nstal | er/ chef -repo/ rol es/ and update the file
"obma_mu. r b" with the below details.

1.

2.

Installer Guide
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Figure 4-4 Kafka Topics

},
obma_katka: {

install_dir: KAFKA_INSTALL_DIR,

install user: INSTALL_USER,

user_home: KAFKA_INSTALL USER_HOME,

install group: INSTALL_GROUP,

katka_installer_path: KAFKA INSTALLER PATH,

kafka_package name: KAFKA INSTALLER_FILE,

# kafka_version: KAFKA VERSION,

kafka_scala_wversion: KAFKA SCALA VERSION,

jmx_port: JMX_PORT,

log: {
retention_hours: LOG_RETENTION HOURS,
retention_check_interval: LOG_RETENTION_CHECK_INTERVAL,
segment_bytes: LOG_SEGMENT_BYTES,
retention_bytes: LOG_RETENTION_BYTES

1
&3

topics: {

topicl: {
topic_name: "rpmDashboard",
replication_factor: "1",
partitions: "1",
config: {
"segment.bytes": "1873741824",
"retention.ms": "6848060608"
¥
!

I
topic2: {
topic_name: "InitialFundingAck",
replication_factor: "1",
partitions: "1",
config: {
"segment.bytes": "1873741824",
"retention.ms": "604808000"
1
}J
topic3: {

topic_name: "PartyKY(StatusUpdate"”,
replication_factor: "1",
partitions: "1",
config: {
"segment.bytes": "1873741824",
"petention.ms": "6E84806600"
¥
i

topic4: {
topic_name: "PartyHandoffNotification",
replication_factor: "1",
partitions: ™1",

In case of addition or changes to the existing cluster configuration,
“cluster_config”.

Copyright © 2018, 2025, Oracle and/or its affiliates.
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3.

Figure 4-5 Cluster Configuration

plato config services port: PLATO CONFIG _SERVICES PORT,

plato_service logging path: APPLICATION LOGGING PATH,
plato_service env: APPLICATION ENVIRONMENT,

oracle driver: ORACLE DRIVER,
cluster_configure: CONFIGURE_WLS_CLUSTER,
is _node primary: "true",
cluster_config: {

plato _config cluster: {
managed_servers: {
Config Serverl: {

Chapter 4
Update Roles File

listen_port: PLATO_CONFIG_SVCS_MAN_SERVER_LISTEN_PORT,

ssl port: PLATO CONFIG_SVCS MAN SERVER SSL_PORT,

java_memory min: "512"
java_memory max: "1824",

}
1,
plato_discovery cluster: {
managed_servers: {
Discovery Serverl: {

listen port: PLATO DISCOVERY SVCS_MAN SERVER_LISTEN_PORT,

ssl port: PLATO DISCOVERY SVCS MAN SERVER SSL PORT,

java_memory min: “512";
java_memory _max: "1824",

}
I
plato_api_gateway_cluster: {
managed_servers: {
API_Gateway_Serverl: {

listen port: PLATO API GATEWAY MANM SERVER_LISTEM PORT,

ssl_port: PLATO_APT_GATEWAY_MAN_SERVER_SSL_PORT,

java_memory_min: "512",
java_memory max: "1824"

}
Iy
plato ui_config cluster: {
managed_servers: {
Plato UT Config_Serverl: {

listen port: PLATO UL MAN SERVER LISTEN PORT,

ssl port: PLATO UL MAN_SERVER SSL_PORT,
java_memory _min: "512",
java_memory max: "1824",

¥
1
plato_o_cluster: {
managed_servers: {
Plato O Serverl: {

In case of addition or changes to the existing data source configuration, modify the same

under “datasource_config”.

Copyright © 2018, 2025, Oracle and/or its affiliates.
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Figure 4-6 Datasource Configuration

}
},

—

datasource_configure: "true",
datasource_config: {
PLATO: {

database_name: ORACLE_PDB_SID,
driver_class: "oracle.jdbc.OracleDriver”,
jndi_name: PLATO JNDI,
host_name: ORACLE_PDB_HOSTMAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: PLATO_SCHEMA,

target: PLATO_DS_TARGET

},

PLATOSEC: {
database_name: ORACLE_PDB_SID,
driver_class: "oracle.jdbc.OracleDriver”,
jndi_name: PLATOSEC_JNDI,
host_name: ORACLE_PDB_HOSTHAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: PLATOSEC_SCHEMA,

target: PLATO_SECURITY_DS_TARGET

},
PLATO UI: {
database_name: ORACLE_PDB_SID,
driver_class: "oracle.jdbc.OracleDriver”,
jndi_name: PLATO UI_JNDI,
host_name: ORACLE_PDB_HOSTMAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: PLATO_UI_SCHEMA,
target: PLATO_UI_CONFIG_DS_TARGET
})
SMS:

database_name: ORACLE_PDB_SID,
driver_class: "oracle.jdbc.OracleDriver”,
jndi_name: SMS5_JNDI,
host_name: ORACLE_PDB_HOSTHAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: SM5_SCHEMA,

target: SMS_DS_TARGET

})
CONDUCTOR: {

database_name: ORACLE_PDB_SID,
driver class: "oracle.jdbc.OracleDriver",

Chapter 4
Update Roles File

In case of addition or changes to the existing services or war files, modify the same under

“app_deployment”.

Copyright © 2018, 2025, Oracle and/or its affiliates.
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Figure 4-7 Application Deployment

driver_class: "oracle.jdbc.OracleDriver",

jndi_name: COMMON_CORE_JNDT,

host_name: ORACLE_PDB_HOSTNAME,

port: ORACLE_PDB_PORT,

global transaction protocol: "OnePhaseCommit™,

database user name: COMMON_ CORE SCHEMA,
target: COMMON_CORE_DS_ TARGET

3

s
app_installer path: "filesystem",

app_dirname url: PRODUCT BUNDLE HOME,

app_deployment: {

appl: {
app file path: "/deployables/apps/platoinfra™,
app_file name: "plato-config-service-7.3.8.1.war",
app_target name: "plato config cluster"

1>

app2: {
app_file path: "/deployables/apps/platoinfra™,
app_file_name: "plato-discovery-service-7.2.8.war",
app_target_name: "plato_discovery cluster"

1>

app3: {

app_file path: “/deployables/apps/platoinfra™,
app_file name: "plato-api-gateway-7.3.8.war",
app_target _name: "plato_api_gateway_cluster”

s

appd: {
app_tile path: "/deployables/apps/platoinfra™,
app_file name: “"plato-ui-config-services-7.3.8.war",
app_target_name: "plato_ui_config_cluster"

Is

app5: {
app_tfile path: "/deployables/apps/conductor",
app_file name: "“conductor-server-v2.38.1 3.war",
app_target name: "plato o cluster”

1

appb: {
app Tile path: "/deployables/apps/sms",
app_tile name: “sms-core-services-7.3.8.war",
app_target name: "sms_cluster"

1,

app7: 1
app file path: "/deployables/apps/platoinfra™,
app_file pame: "plato-orch-service-7.3.8.war",
app_target name: "plato orch cluster"

Is

appB: {
app file path: "/deployables/apps/platoinfra”,
app _ftile name: "plato-alerts-management-services-7.3.8.war",

5. Set the respective product installation as true, which will be configured as part of this
Oracle Banking Microservices Architecture Environment Setup activity i.e. if “OBCFPM” will
be installed, set the attribute “is_obcfpm_installation” to true.

Installer Guide
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Figure 4-8 Environment Setup - True

app69: {

app_file path: "/deployables/apps/obo_ui"”,

app_file name: “oboflo-component-server-7.3.0.war",

app_target name: "plato api_gateway cluster”

¥
s

is_obcfpm installation: "true",
obcfpm_flyway placefolder: {

obcfpm_Serverl port:
obcfpm_Server2_port:
obcfpm_Server3 port:
obcfpm Serverd port:
obcfpm_ServerS_port:
obcfpm_Serveré port:

OBCFPML_MAN_SERVER_SSL_PORT,
OBCFPM2_MAN_SERVER_SSL_PORT,
OBCFPM3_MAN SERVER_SSL_PORT,
OBCFPM4_MAN_SERVER_SSL_PORT,
OBCFPM5_MAN SERVER SSL_PORT,
OBCFPMG& MAN SERVER SSL_PORT,

obpy_Server_port: OBPY_MAM_SERVER_SSL_PORT,
collateral schema: COLLATERAL_SCHEMA,
collateral jndi: COLLATERAL JNDI,

externalcheck_schema: EXTERMALCHECK_SCHEMA,

externalcheck jndi: EXTERMALCHECK JNDI,
risk schema: RISK_SCHEMA,
risk_jndi: RISK_JNDI,

fieldinvestigation schema: FIELDINVESTIGATION SCHEMA,
fieldinvestigation jndi: FIELDINVESTIGATION JNDI,

facility schema: FACILITY_SCHEMA,
facility jndi: FACILITY JNDI,
maintennce_schema: MATNTEMANCE_SCHEMA,
maintenance jndi: MAINTENANCE JNDI,
valuation_schema: VALUATION SCHEMA,
valuation_jndi: VALUATION_JNDI,

legal schema: LEGAL_ SCHEMA,

legal jndi: LEGAL JNDI,
safekeeping_schema: SAFEKEEPING SCHEMA,
safekeeping jndi: SAFEKEEPING_JNDT,
registration_schema: REGISTRATION_SCHEMA,
registration_jndi: REGISTRATION_ JNDI,
stage schema: STAGE_SCHEMA,

stage_jndi: STAGE_JNDI,

scoring schema: SCORING_SCHEMA,

scoring jndi: SCORING_JINDI,
covenant_schema: COVENANT_SCHEMA,
covenant_jndi: COVENANT JNDI,

exception_schema: EXCEPTION_SCHEMA,
evrentinn Gndis FXCFPTTOM TNDT

Chapter 4
Update Roles File

6. Similarly, set all the other product installation to true, if the same will be configured as part
of the environment setup, else set the same as false.

Installer Guide
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Figure 4-9 Environment Setup - False

LUDAFE LAND I LH_JNUL D CUDAPE TAND | UH_JNUL,
DDASTMNTAPP_SCHEMA: DDASTMMTAPP_SCHEMA,
DDASTMNTAPP_JNDI: DDASTMNTAPP_JNDI

}J
is_obvam_installation: "false",

obvam_flyway_ placefolder: {

obvam_hostname: OBVAM_HOSTMAME,
obvam_ic_Server_port: OBVAM IC_MAN_ SERVER_SSL_PORT,
obvam_Server_port: OBVAM MAN_SERVER_SSL_PORT,
charge_Server_port: CHARGE_MAN_SERVER_SSL_PORT,
vam_schema: VAM_SCHEMA,

vam_jndi: WAM_JNDI,

vat schema: VAT SCHEMA,

vat_jndi: WAT_JINDI,

vas_schema: VAS_SCHEMA,

vas_jndi: VAS_ JNDI,

wvan_schema: VAN_SCHEMA,

van_jndi: WAN_JNDI,

eda_schema: EDA_SCHEMA,

eda_jndi: EDA_JNDI,

vab_schema: VAB_SCHEMA,

vab_jndi: VAB_JNDI,

vac_schema: VAC_SCHEMA,

vac_jndi: WAC_JNDI,

vai_schema: VAI_SCHEMA,

vali jndi: VAI JNDI,

vae_schema: VAE_SCHEMA,

vae_jndi: WAE_JNDI,

eie_schema: EIE_SCHEMA,

eie_jndi: EIE_JNDI,

elm_schema: ELM_SCHEMA,

elm_jndi: ELM_JNDI,

vap_schema: VAP_SCHEMA,

vap_jndi: VAP _JNDI,

vas_ds_schema: VAS_DS_SCHEMA,

vas_ds_jndi: VAS_DS_JNDI,

vamlmchg_schema: VAMLMCHG_SCHEMA,

vamlmchg_jndi: VAMLMCHG_JINDI

s
is_obo_installation: "false",
obo_flyway_placefolder: {

obo_hostname: OBO_HOSTNAME,
obol_server_port: OBO1_MAN_SERVER_SSL_PORT,
obo2_server_port: OB0O2_MAN_SERVER_SSL_PORT,
obo3_server_port: OBO3_MAN_SERVER_SSL_PORT,
obremobussprec_schema: OBREMOBUSSPRC_SCHEMA,
obremobussprc_jndi: OBREMOBUSSPRC_JNDI,
obremobpdetails_schema: OBREMOBPDETAILS_SCHEMA,
obremobpdetails_jndi: OBREMOBPDETAILS_JINDI,

Navigate to the bottom of the file and verify the recipes to be executed. All the listed
recipes will be executed in sequential order as shown below.

Figure 4-10 Recipes List

run_list

['recipe[obma sysprep::user creation]','recipe[obma sysprep::ulimit]','recipe[obma java:: install javal',’
recipe[obmaijava.:createfcerts]‘,'recipe[cbmaizookeeper]',‘recipe[obmaikafka]‘,'recipe[obmaitesseract::tes
seract_prerequisite]', 'recipe[obma_tesseract::install leptonical','recipe[obma_tesseract::install tesserac
t]', 'recipe[obma_weblogic::install wls]"', 'recipe[obma_weblogic::domain]', 'recipe[obma weblogic::startadmin
1', 'recipe [obma weblogic::startnm]', 'recipe[ocbma weblogic::configureembaddedwlsldap]', 'recipe[cbma weblogi
c::ssl_admin]', 'recipe[obma_weblogic::stopadmin]', 'recipe[obma_weblogic::ssl_nodemanager]', 'recipe [cbma_we
blogic::restartadmin]’', 'recipe[obma_weblogic::cluster]', 'recipe[obma_weblogic: :addjdbcconnections_plato]",
'recipe[obma weblogic::setuseroverridesupdate plato]"','recipe[obma weblogic::startman]', 'recipe[obma weblo
gic::deployapp]']

@® Note

Remove the user _creationandulimnt recipes from the above list since it is used
for internal purpose only.

March 9, 2026
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4.3 Execute Installer Script

This topic provides the systematic instructions to execute Installer Script for Foundation setup.

1. Launch putty and login to foundation VM with NIS user (eg.: dkarkera) and then switch to
root user.

2. Navigate to the chef-repo path by executing the command,
cd /scratch/obma_installer/chef-repo
3. Execute the installer script by executing the command . / obrma_i nst al | er. sh.

This will perform the silent installation of Oracle Banking Microservices Architecture foundation.

Installer Guide
G43752-02 March 9, 2026

Copyright © 2018, 2025, Oracle and/or its affiliates. Page 13 of 13



Product Setup

This topic describes about the Product setup using Oracle Banking Microservices Architecture
Installer.

Post completion of Download and Setup Installer tasks for VM identified for Product Setup,
perform the below mentioned configurations.

@® Note

Oracle Banking Origination product is used as reference for understanding purpose.

* Update Properties File
This topic provides the systematic instructions to update the Properties file for Product
setup.

* Update Roles File
This topic provides the systematic instructions to update the Roles file for Product setup.

»  Execute Installer Script
This topic provides the systematic instructions to execute Installer Script for Product setup.

5.1 Update Properties File

This topic provides the systematic instructions to update the Properties file for Product setup.

1. Navigate to the path / scrat ch/ obma_i nstal | er/ chef-repo/ .

2. Open the respective product properties file and update the obma_properti es. r b with the
following details.

3. Update the local user and its group.

#Standard Val ues

I NSTALL_USER = "of ssobp"

I NSTALL_GROUP = "dba"

USER_ROOT = "root"

GROUP_RQOCT = "root"

I NSTALL_BASE DIR = "/scratch"
EXTRACT LOC = "/scratch/extract”

4. \Verify the version of java, update if required, and ensure the same version is available in
the software's directory.

#Java Installation Details

JAVA_| NSTALLER SOURCE = "fil esystent

JAVA | NSTALLER PATH = "/javal"

#JAVA | NSTALLATION DIR = "/ scrat ch/ app/ product”
JAVA_| NSTALLATI ON_DI R = I NSTALL_BASE DIR + "obm"
JAVA VERSION = "1.8"

Installer Guide
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JDK_| NSTALLER VERSI ON = "j dk1.8.0_281"
JDK_I NSTALLER FILE = "j dk-8u281-1i nux- x64. tar. gz"
CERTS DI RNAME = | NSTALL_BASE DIR + "/ssl/"

Verify the version of weblogic server, update if required, and ensure the same version is
available in the software's directory.

#Webl ogic Infra Installation Details

#W.S | NSTALL_USER HOVE = "/scratch”

ORACLE_| NVENTORY = "/scrat ch/ app/ oral nvent ory"

WS VERSION = "12.2.1.4"

WLS | NSTALLER SOURCE = "fil esystent

W.S | NSTALLER PATH = "/w s/"

W.S PACKAGE BASENAME = "fnmw 12.2.1.4.0 infrastructure.jar"
WS I NSTALLER FILE = "fnw 12.2.1.4.0_infrastructure_Di skl 1lof 1. zi p"
#WLS | NSTALL_DIR = "/app/ product/fmy'

W.S_INSTALL_DIR = I NSTALL_BASE DIR + "/ obma"

WLS | NSTALLER TYPE = ' Fusion M ddl eware Infrastructure'

Update the Product setup hostname and verify various ports, and update if required.

#Product Specific parameters

PLATO HOST = "of ss-num 1315. snbonpr shar ed1. gbucdsi nt 02bom or acl evcn. conf
PLATO_CONFI G_PORT = "8002"

Dl SCOVERY_PORT = "8004"

APl _GATEWAY_PORT = "8006"

SM5_PORT = "8026"

PROTOCOL = "https"

For the respective product, the default servers and their ports are already defined. Any
new addition of server or datasource details needs to be appended here under respective
product “Flyway configuration details”.

@® Note

The below snapshot from Oracle Banking Origination FLYWAY Configuration
Details is given for reference.
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Figure 5-1 FLYWAY Configurations Details

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR AR R R R R R R R R R R R R R R R R R R R R

OBO_HOSTNAME = "whf@@dxw.in.oracle.com"

# DBO Server ports details

OBO1_MAN_ SERVER_LISTEM PORT = "71e1"
0BOL_MAN_SERVER_SSL_PORT = "7182"
OBO2_MAN_SERVER_LISTEN PORT = "71@3"
0BO2_MAN_SERVER_SSL_PORT = "71@4"
OBO3_MAN_SERVER_LISTEM PORT = "71@5"
0BO3_MAN_SERVER_SSL_PORT = "7186"

# OBO Datasource Details
OBREMOBUSSPRC_SCHEMA = "OBREMOBUSSPRC™
OBREMOBUSSPRC_JNDI = "jdbc/OBREMOBUSSPRC™
OBREMOBUSSPRC_DS_TARGET = "obol_clusterl™

OBREMOBPDETAILS_SCHEMA = "OBREMOBPDETAILS"
OBREMOBPDETAILS JNDI = "jdbc/OBREMOBPDETAILS"
OBREMOBPDETAILS DS TARGET = "obol_clusterl”

CMNAPPLICANT_SCHEMA = "CMNAPPLICAMT"
CMNAPPLICANT _JNDI = "jdbc/CMMAPPLICANT"
CMNAPPLICANT_DS_TARGET = "obo2_ clusterl"

OBREMOCOLLATERAL_SCHEMA = "OBREMOCOLLATERAL"
OBREMOCOLLATERAL_JNDI = "jdbc/OBREMOCOLLATERAL™
OBREMOCOLLATERAL_DS_TARGET = "ocbo2_clusterl”

RPMHOST_SCHEMA = "RPMHOST"
RPMHOST_JNDI = "jdbc/RPMHOST"
RPMHOST_DS_TARGET = "obo2 clusterl™

IPA_SCHEMA = "IPA"
IPA_JNDI = “jdbc/IPA"
IPA DS TARGET = "obo2 clusterl”

® Note

The password for all the default schema’s is "wlcomel". In case there is change in
the password for the schemas, user needs to update the same in databag. Refer
Password Update in Databag section for more details.

8. Update database details under “#Database details for weblogic datasource configuration”

#Dat abase details for Wbl ogi c datasource configuration
ORACLE _PDB _SID = "PBP0163A"

ORACLE_PDB_HOSTNAME = "whf 00i vg. i n. exanpl e. conf
ORACLE_PDB_PORT = "1521"

ORACLE DRI VER = "oracle.jdbc.driver.OacleDriver”

5.2 Update Roles File

This topic provides the systematic instructions to update the Roles file for Product setup.

Navigate to the path / scrat ch/ obna_i nstal | er/ chef-repo/ rol es/ and open the respective
product role file. Here, we will consider "obo_mw. r b" for reference.
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1. In case of addition or changes to the existing cluster configuration, modify the same under
“cluster_config”.

Figure 5-2 Cluster Configuration

nodemgr_mode: NODEMGR_MODE,
domain_path: DOMAIN_PATH,
domain_start mode: DOMAIM_START_MODE,
nodemgr_port: NODEMGR_PORT,
admin_server_name: ADMIN_SERVER_NAME,
plato_config services_uri: PLATO CONFIG_SERVICES_URI,
plato_config services port: PLATO_CONFIG_SERVICES PORT,
plato_apigateway uri: PLATO_CONFIG_SERVICES_URI,
plato_apigateway_port: PLATO API_GATEWAY_ MAMN_SERVER_LISTEN_ PORT,
plato_service_logging path: APPLICATION LOGGING_PATH,
plato_service_env: APPLICATION_ENVIRONMENT,
cluster configure: CONFIGURE_WLS CLUSTER,
entityservices_port: SMS_MAN_SERVER_LISTEN_PORT,
is_node primary: "true",
cluster_config: {
obol clusterl: {
managed_servers: {
obol Serverl: {
listen_port: OBO1_MAN_SERVER_LISTEN_PORT,
ssl_port: OBO1_MAMN_SERVER_SSL_PORT,
java_memory_min: "2@48",
java_memory_max: "3@872",

}
.
})
obo2 clusterl: {
managed_servers: {
obo2_Serverl: {
listen_port: OBO2_MAN_SERVER_LISTEN_PORT,
ssl_port: OBO2_MAMN_SERVER_SSL_PORT,
java_memory min: "2@848",
java_memory _max: "3@72",
}
i
})
obo3_clusterl: {
managed_servers: {
obo3_Serverl: {
listen_port: OBO3_MAM_SERVER_LISTEN_PORT,
ssl_port: OBO3_MAN_SERVER_SSL_PORT,
java_memory_min: "2@48",
java_memory_max: "3@72",
}
b
¥

2. In case of addition or changes to the existing data source configuration, modify the same
under “datasource_config”.
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Figure 5-3 Datasource Configuration

et

3
¥

datasource_configure: "true",
datasource_config: |
OBREMOBUSSFRC: {
database name: ORACLE PDB SID,
driver class: "oracle.jdbc.OracleDriver",
indi_name: OBREMOBUSSPRC_JINDI,
host name: ORACLE_PDB_HOSTNAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: OBREMOBUSSPRC_SCHEMA,
target: OBREMOBUSSPRC_DS TARGET

X5
OBREMOBFDETAILS: {
database name: ORACLE FDB 5ID,
driver class: "oracle.jdbc.OracleDriver",
jndi_name: OBREMOBPDETAILS JNDI,
host _name: ORACLE_ PDB_HOSTMAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: OBREMOBPDETAILS_SCHEMA,
target: OBREMOBPDETAILS_ DS TARGET
|
CMMAPPLICANT: {
database name: ORACLE PDB_SID,
driver class: "oracle.jdbc.OracleDriver",
indi_name: CMNAPPLICANT JNDI,
host_name: ORACLE_PDB_HOSTNAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: CMNAPPLICANT_ SCHEMA,
target: CMNAPPLICANT DS TARGET
5
OBREMOCOLLATERAL: {
database name: ORACLE PDB _SID,
driver class: "oracle.jdbc.OracleDriver",
jndi_name: OBREMOCOLLATERAL_JNDI,
host_name: ORACLE_PDB_HOSTMNAME,
port: ORACLE_PDB_PORT,
global_transaction_protocol: "OnePhaseCommit",
database_user_name: OBREMOCOLLATERAL_SCHEMA,
target: OBREMOCOLLATERAL DS TARGET
¥a
RPMHOST: {
database name: ORACLE PDB_SID,
driver_class: "oracle.jdbc.OracleDriver",

3. In case of addition or changes to the existing services or war files, modify the same under
“app_deployment”.
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Figure 5-4 Application Deployment

3

Ts
app_installer_path: "filesystem",

app_dirname_url: PRODUCT_BUNDLE_HOME,

app_deployment: {

appl: {
app_Tfile path: "/deployables/apps/obo",
app_file name: "obremo-rpm-batch-services-7.3.8.war",
app_target name: "obol clusterl”

Ts
app2: {
app_file path: "/deployables/apps/obo",
app_Tile name: "obremo-rpm-businessprocess-services-7.3.8.war",
app_target name: "obol clusterl"™
I
app3: {
app_file path: "/deployables/apps/obo™,
app_file name: "obremo-rpm-businessproductdetails-services-7.3.8.war",
app_target _name: "obol_clusterl”
I
appd: {
app_Tfile path: "/deployables/apps/obo",
app_file_name: “obremo-rpm-cmn-applicantservices-7.3.8.war",
app_target_name: "obo2_clusterl”
T,
app5: {
app_file path: "/deployables/apps/obo",
app_file name: "obremo-rpm-cmn-collateralservices-7.3.8.war",
app_target name: "obo2 clusterl”
Ts
appb: {

app_file path: "/deployables/apps/obo™,

Navigate to the bottom of the file and verify the recipes to be executed. All the listed
recipes will be executed in sequential order as shown below.

Figure 5-5 Recipes List

run list

I* rgcipe [obma_sysprep: :user_creation]', 'recipe[obma_sysprep::ulimit]’, 'recipe[obma_java::_install javal','
recipe[obma_java::create_certs]','recipe[mbma_zookeeper]','recipe[obma_kafka]','recipe[obma_tesseract::tes
seract prerequisite]','recipe[obma tesseract::install leptonical', 'recipelobma tesseract::install tesserac
t]', 'recipe [obma_weblogic::install _wls]', 'recipe[obma_weblogic::domain]', 'recipe[obma_weblogic::startadmin
1", 'recipe[obma_weblogic::startnm]', 'recipe[obma_weblogic::configureembaddedwlsldap]', 'recipe[cbma_weblogi
c::ssl admin]', 'recipe[ocbma weblogic::stopadmin]','recipe[obma weblogic::ssl nodemanager]', 'recipe[obma we
blogic::restartadmin]’', 'recipe[obma weblogic::cluster]', 'recipe[obma weblogic: :addjdbcconnections plato]’,
'recipe [Dbma_wei:)lagic: :SE'tuser-}ve[r?desupdate_platol ', 'recipe [mbma_wgblagic: :startman] ', 'recipe [oEma_‘.Jehlo
gic::deployapp] ']

@ Note

Remove the user _creation andulinit recipes from the above list since it is used
for internal purpose only.

5.3 Execute Installer Script

This topic provides the systematic instructions to execute Installer Script for Product setup.
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1.

Launch putty and login to foundation VM with NIS user (eg.: dkarkera) and then switch to
the root user.
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2. Navigate to the chef-repo path by executing the command,
cd /scratch/obma_installer/chef-repo
3. Execute the installer script by executing the command . / obo_i nstal | er. sh.

This will perform the silent installation of Oracle Banking Origination product.

@® Note

e The above steps remain the same for all the other products.

« If the Foundation and Product setups are in two different VM's, then the Certificate
syncup between these VM's needs to be performed before the deployment activity.
Refer to Certificate Sync Up between Foundation and Product VMs section for
more details.
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Patchset Setup

This topic describes about the Patchset setup using Oracle Banking Microservices Architecture
Installer.

Post completion of Download and Setup Installer tasks for VM identified for Patchset Setup,
perform the below-mentioned configurations

@® Note

Oracle Banking Origination product is used as reference for understanding
purposes.

e Pre-Requisites

» Foundation Setup Upgrade
This topic describes about the Foundation setup using Oracle Banking Microservices
Architecture Installer

6.1 Pre-Requisites

1. Check for existing setup or the environment is available.

2. Updated Patch Set Installation script with respective to the current release upgrade is
available in the respective VM'’s. If not copy the required scripts from SVN.

6.2 Foundation Setup Upgrade

This topic describes about the Foundation setup using Oracle Banking Microservices
Architecture Installer

e Update Patch Properties File
This topic provides the systematic instructions to update the Properties file for Foundation
setup.

* Update Role File
This topic provides the systematic instructions to update the role file for Foundation setup.

* Update setUserOverrides Script
This topic provides the systematic instructions to update the setUserOverrides script for
Foundation setup.

* Add SQL/CL - related Script
This topic provides the systematic instructions to add the SQL/CL related scripts for
Foundation setup.

e Execute Patch Installer Script
This topic provides the systematic instructions to execute Patch Installer Script for
Foundation setup upgrade.
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6.2.1 Update Patch Properties File

This topic provides the systematic instructions to update the Properties file for Foundation
setup.

1.
2.
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Launch WinSCP and login to Foundation VM with OS User (for example, ofssobp)

Navigate to the path / scrat ch/ obna_pat ch_i nstal | er/ chef -repo/ and update the file
"obma_pat ch_properties. rb" with following details.

Update the local user and its group.

#St andard Val ues

I NSTALL_USER = "of ssobp”

I NSTALL_GROUP = "dba"

USER ROCT = "root"

CGROUP_ROQT = "root"

I NSTALL BASE DIR = "/scratch"
EXTRACT LOC = "/scratch/extract"

® Note
Here DO NOT update your NIS ID or root user.

Verify and update “java home, certificate directory name and custom identity and trust jks”.

#Java Path

JAVA HOVE = "/scratch/obma/jdk-11.0.14"

CERTS HOME = "/scratch/ssl/cacerts"

CUSTOM | DENTI TY_JKS = "of ss-

mum 1315. snbonpr shar edl. gbucdsi nt 02bom or acl evcn. com i dentity. j ks"
CUSTOM _TRUST_JKS = "of ss-

mum 1315. snbonpr shar edl. gbucdsi nt 02bom or acl evcn. com trust . j ks"

Verify and update “Weblogic Infra Details”.

#Webl ogic Infra Installation Details
ORACLE_| NVENTORY = "/scratch/ app/ oral nvent ory"
W.S_INSTALL_DIR = INSTALL_BASE DIR + "/ obma/f mw'

Verify and update “Weblogic Domain Details”.

#Webl ogi ¢ Domain Installation Details

WLS DOVAIN NAME = "Pl atol nfra"

WEBLOG C_ADM N LI STEN_PORT = "7001"

WEBLOG C_ ADM N_SSL_PORT = "7002"

#NODEMGR MODE = " SSL"

DOVAI N_PATH = | NSTALL_BASE DIR + "/ obma/ domai n"
# DOMAI N_START_MCDE = "prod"
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#ADM N_SERVER NAME = " Adnmi nServer"
NODEMGR_PCRT = "5556"

6.2.2 Update Role File

This topic provides the systematic instructions to update the role file for Foundation setup.

1. Navigate to the path / scrat ch/ obma_pat ch_i nstal | er/ chef-repo/rol es/ and update the
file "obma_pat ch_i nstal | . rb" with following details.

2. Update the path and name of existing services or war files considered for undeployment.
Ensure the war files located in the following path.

Figure 6-1 Application Undeployment

app_installer path: "filesystem”,
app dirname url: PRODUCT BUNDLE HOME,
app_undeployment: {

appl: {

app_file path: "/obma_patch_installer/deployables/apps/platoinfra”,
app Tile name: "plato-config-service-7.5.8.war",
app target name: "plato config cluster”

}J

app2: {
app_file path: "/obma_patch_installer/deployables/apps/platoinfra”,
app_file name: "plato-discovery-service-7.5.8.war",
app_target_name: "plato_discovery_cluster”

})
app3: {

app_file path: "/obma_patch_installer/deployables/apps/platoinfra”,
app_file name: "plato-api-gateway-7.5.@.war",
app_target_name: "plato_api_gateway_cluster”

s

app4: {
app file path: "/obma patch installer/deployables/apps/platoinfra”,
app_file name: "plato-ui-config-services-7.5.@.war”,
app_target_name: "plato_ui_config_cluster”

I

3. Update the path and name of new services or war files considered for deployment. Ensure
the warfiles are located in the following path.

Figure 6-2 Application Deployment

app file path: "/obmaipatchiinstaligrfdeployables/apps/obcmiui",
app_file_name: "obcm-component-server-7.5.0.war",
app_target_name: "plato_api_gateway_cluster”

¥
}s
app_deployment: {
appl: {
app file path: "/obma patch installer/deployables/apps/platoinfra”,
app_file_name: "plato-config-service-8.1.8.war",
app_target_name: "plato config_cluster”
T
app2: {
app_file_path: "/obma_patch_installer/deployables/apps/platoinfra”,
app_file_name: "plato-discovery-service-8.1.8.war",
app target name: "plato discovery cluster”
3
app3: {
app file path: "/obma patch installer/deployables/apps/platoinfra”,
app_file_name: "plato-api-gateway-8.1.0.war",
app_target_name: "plato_api_gateway_cluster”
T
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6.2.3 Update setUserOverrides Script

This topic provides the systematic instructions to update the setUserOverrides script for
Foundation setup.

® Navigate to the path / scrat ch/ obma_pat ch_i nstal | er/ chef -repo/ and update the file
"set User Qverri des_obma_pat ch. sh. rb" with new placeholder details as per the new
release.

6.2.4 Add SQL/CL - related Script

This topic provides the systematic instructions to add the SQL/CL related scripts for
Foundation setup.

1. Addthe sqlcl deployer jar inthe
/scrat ch/ obma_patch_install er/softwares/sqglcl/ .

2. Addplato-security-tool kit and pl at o-security-salt-encryption-tool kit inthe
/ scrat ch/ obma_patch_instal |l er/softwares/security toolkit .

3. Verify that required (product)-db.zip files are in the
/ scrat ch/ obma_pat ch_i nstal | er/ depl oyabl es/ apps/ ( product)

4. \Verify thatrel easeCat al og. j son and pl acehol der. properti es files have been
downloaded in
/ scrat ch/ obma_pat ch_instal | er/ depl oyabl es/ sql ¢l / properties/ .

If both sync and incremental run is required for the same service, same needs to be added
torel easeCat al og.j son.

5. Verify sql cl _salt.json has been downloaded in the
scratch/ obma_patch_instal | er/ chef-repo/ data_bags/ obma_sql cl _salt .

6. Verify the required dat abag is present in
scratch/ obma_patch_instal | er/ chef-repo/ data_bags/ .

6.2.5 Execute Patch Installer Script

This topic provides the systematic instructions to execute Patch Installer Script for Foundation
setup upgrade.

1. Launch putty and login to foundation VM with NIS user (for example, dkarkera) and then
switch to the root user.

2. Navigate to the chef-repo path by executing the command,
/ scrat ch/ obma_pat ch_install er/ chef-repo
3. Execute the installer script by executing the command . / obnma_pat ch_i nstal | er. sh.

This will perform the silent patch set upgrade of Oracle Banking Microservices Architecture
Foundation.

@® Note

Executing the patch set installer script multiple times with setUserOverrides recipe will
result in update of duplicate rows in the setUserOverrides.sh file.
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Miscellaneous Tasks

This topic describes about the Miscellaneous Tasks while installing the application using
Oracle Banking Microservices Architecture Installer.

Password Update in Databag

This topic provides the systematic instructions to update the password in databag.

Create / Update Databags Using the Data Bag Utility

This topic provides the systematic instructions to update the databags using databag utility

Certificate Sync Up between Foundation and Product VMs
This topic provides the systematic instructions to sync up the certification between the
Foundation and Product VMs.

7.1 Password Update in Databag

This topic provides the systematic instructions to update the password in databag.

1.

Installer Guide
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Launch putty and login to foundation VM with NIS user (eg.: dkarkera) and then switch to
the root user.

Navigate to the chef-repo path by executing the command,
cd /scratch/obma_installer/chef-repo
Set the required editor by executing the command, export EDI TOR=vi m

Execute the below command to open the databag file in edit mode, kni fe data bag edit
--1 ocal -node <databag_sub_directory> <datasource_credential json_file> --
secret-file <secret_key_path>.

Table 7-1 Databag File - Attribute Description

e _____________________________________|
Attribute Name Attribute Description

databag_sub_directory Name of sub directory where the datasource credential
json file is located inside databag directory.
Example: obma_weblogic, obma_java, obma_kafka etc

datasource_credential_json_file Name of the datasource credential json file where all the
credential related to respective product is listed.
Example: datasourceCred_obo, datasourceCred_obca,
etc

@ Note

Mention the filename without the json extension.

secret_key_path Location to the secret key.
Example: / scratch/ obna_i nstal | er_ssl/chef -
repo/ secrets/secret_key
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Example:

knife data bag edit --local -mode obma_webl ogi ¢ dat asourceCred_obvam - - secret -
file /scratch/obma_installer/chef-repo/secrets/secret_key

Figure 7-1 Sample Databag File

t EDITOR=vim

ile fscrat |:r|_-'|:|l;|rl._n_'|_r'_s

5. Post updating the credential file, Click Save and Close.

7.2 Create / Update Databags Using the Data Bag Utility

This topic provides the systematic instructions to update the databags using databag utility

1. Launch putty and login to foundation VM with NIS user (eg.: dkarkera) and then switch to
the root user.

2. Navigate to the chef-repo path by executing the command,
cd /scratch/obma_installer/chef-repo
3. Execute the ./obma_data bag utility.sh command to launch the interactive utility.

4. Select choice 1 to create a new Data Bag.
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Figure 7-3 Create New Data Bag

pand line opt

smént+Configurator

::imanage_databag] ]

5. Specify the directory name, JSON file name, key, and value names as prompted on the
screen. Once you respond no to the prompt Do you want to add more keys?, the Data
Bag is generated.

Figure 7-4 Parameters

mame (dat i 1: obma_sample

i 2 mE :

dd mare

Craated SuccessTul

6. Enter 3 and choose the desired Data Bag to decrypt and view its contents.
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Figure 7-5 Created Data Bag

action:

1. Decrypt Data l-'-..ls_:'l

Enter
D e
mid":

"Sample':

7. The same file can also be accessed through the Explorer.

Figure 7-6 Sample File

6

Open = m sample_json.json

Lo T

8. To modify a key within the Data Bag, select 2 from the utility and then choose the Data Bag
to edit.
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Figure 7-7 Edit Data Bag

pdate:

to update:

1. json

y add, update, o @ kay? (acldfupdate/ri

9. After selecting the key to modify, enter the new value to update it.

Figure 7-8 Updated Data Bag

a key? (addjupdate/

10. Select 4 to close the utility.

7.3 Certificate Sync Up between Foundation and Product VMs

This topic provides the systematic instructions to sync up the certification between the
Foundation and Product VMs.

1. Launch putty and login to foundation VM with OS user (i.e. ofssobp).
2. Navigate to certificate directory by executing the command.
cd /scratch/ssl/cacerts
3. Copy the certificate file of foundation VM to Product VM by executing the command.

scp -r <cert_foundation>
<credential _of product>@i p_product>: <cert _path_product >
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Table 7-2 Certificate File - Attribute Description
|

Attribute Name

Attribute Description

cert_foundation

Certificate of Foundation VM.
Example: whfOOmap.crt

credential_of_product

OS user of Product VM.
Example: ofssobp

ip_product

IP or Hostname of Product VM.
Example: 10.40.73.66

cert_path_product

Product Certificate Path.
Example: / scrat ch/ ssl/cacerts

Example: scp -r whf00map. crt of ssobp@l0. 40. 89. 28: / scrat ch/ ssl/cacerts

4. Launch putty and login to foundation VM with OS user (i.e. ofssobp).

5. Navigate to certificate directory by executing the command.

cd /scratch/ssl/cacerts

6. Copy the certificate file of foundation VM by executing the command.

scp -r <cert_foundation>

<credential _of foundation>@i p_foundation>:<cert_path_foundati on>

Table 7-3 Foundation Certificate File - Attribute Description

Attribute Name

Attribute Description

cert_path_foundation

Foundation Certificate Path.
Example: / scrat ch/ ssl/cacerts

cert_product

Certificate of product VM.
Example: whf0Ogbl.crt

credential_of_foundation

OS user of foundation VM.
Example: ofssobp

ip_foundation

IP or Hostname of foundation VM.
Example: 10.40.73.66

Example: scp -r whf00map. crt of ssobp@0. 40. 89. 28: / scrat ch/ ssl/cacerts

7. In product VM, navigate to the certificate path by executing the command, cd /

scratch/ssl/cacerts.

8. Sync the certificate of foundation VM by executing the command.

/ scratch/obma/j dk-11. 0. 14/ bi n/ keyt ool -inport -v -trustcacerts -alias
sel fsigned6 -file <cert _foundation> -keystore <trust certificate_product> --

storepass w comel - nopronpt

Table 7-4 Sync Foundation Certificate File - Attribute Description

Attribute Name

Attribute Description

cert_foundation

Certificate of foundation VM.
Example: whfOOgbl.crt

trust_certificate_product

Trust certificate of product VM.
Example: whfOOmap.in.example.com_trust.jks
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Example: / scrat ch/ obma/j dk- 11. 0. 14/ bi n/ keyt ool -inmport -v -trustcacerts -
alias selfsigned6 -file whfQ0gbl.crt -keystore
whf 00map. i n. exanpl e. com trust.jks --storepass w conel -nopronpt

Now, switch to foundation VM putty session and navigate to the certificate path by
executing the command, cd /scrat ch/ ssl/cacerts.

Sync the certificate of product VM by executing the command.

/ scrat ch/ obma/j dk- 11. 0. 14/ bi n/ keytool -inport -v -trustcacerts -alias
sel fsigned6 -file <cert_product> -keystore <trust_certificate_foundation> --
storepass W comel -nopronpt

Table 7-5 Sync Product Certificate File - Attribute Description

|
Attribute Name Attribute Description

cert_product Certificate of product VM.
Example: whfOOmap.crt

trust_certificate_foundation Trust certificate of foundation VM.
Example: whfOOgbl.in.example.com_trust.jks

Example: / scrat ch/ obma/ j dk- 11. 0. 14/ bi n/ keyt ool -inmport -v -trustcacerts -
alias selfsigned6é -file whf00nap.crt -keystore
whf 00gbl . i n. exanpl e. com trust.jks --storepass w conel -nopronpt

Post Syncup, launch the browser and login to Admin Console of Foundation setup.
Navigate to Servers and then click on Control tab.
Select all the servers and Click Restart SSL button.

All the selected servers are restarted.

Figure 7-9 WebLogic Server - Control

ORACLE' Weblogic Server Adniistaion consde 4.1 )

Change Center @ Home Log Out Preferences [&] Help Q Welcome, weblogic | Connected to: PlatoInfra
View changes and restarts Home >Summary of Servers
Click the Lock & Edit button to modify, add or Summary of Servers
delete items in this domain.
i
Lock & Edit

Release Configuration
N Use this page to change the state of the servers in this WebLogic Server domain. Control operations on Managed Servers require starting the Node Manager. Starting Managed Servers in Standby

mode requires the domain-wide administration port.

Domain Structure

Platolnfra Q
Er-Enyironment
#Clusters b Customize this table
Coherence Clusters N .
vl Servers (Filtered - More Columns Exist)
Virtual Hosts Start| | Resume | | Suspend v | Shutdown v |[| Restart SSL Showing 1 to 15 of 15 Previous | Next
Work Managers
Sonqurent Templafes Server & Machine State Status of Last Action
Startup and Shutdown Classes
Deployments AdminServer(admin) RUNNING None
s
s API_Gateway_Server1 whf00dcj.in.oracle.com RUNNING None
> CMC_Servert whfo0dcj.in.oracle.com RUNNING None
CMC_Server2 whfo0dcj.in.oracle.com RUNNING TASK COMPLETED
CMC_Server3 wihf00dcj.in.oracle.com RUNNING TASK COMPLETED
« Start and stop servers
S N—— CMC_Serverd whf00dcj.in.oracle.com RUNNING TASK COMPLETED
Administration Console Config_Serverl whf00dcj.in.oracle.com RUNNING None
* Restart SS. Discovery_Server whf00dcj.in.oracle.com RUNNING None
« Start Managed Servers in Admin mode
& MOC_Serverl whfo0dcj.in.oracle.com RUNNING TASK COMPLETED
« Start Managed Servers in a cluster
OBPY_Serverl whfo0dcj.in.oracle.com RUNNING TASK COMPLETED
« Configure the domain-wide administration
b L) F N rs— A e et — T - e

14. Repeat the steps 11 to 13 in Admin Console of Product VM.

This concludes the certificate sync up activity.
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