Oracle® Banking Microservices

Architecture
Oracle Banking Cloud Services SCIM Setup

Release 14.7.5.0.0
G28350-01
September 2024

ORACLE"



Oracle Banking Microservices Architecture Oracle Banking Cloud Services SCIM Setup, Release 14.7.5.0.0
G28350-01
Copyright © 2024, 2025, Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation
of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find
any errors, please report them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related
documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, then
the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any
programs embedded, installed, or activated on delivered hardware, and modifications of such programs) and Oracle
computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are "commercial
computer software," "commercial computer software documentation,” or "limited rights data" pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, reproduction,
duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle
programs (including any operating system, integrated software, any programs embedded, installed, or activated on
delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract. The terms
governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services.
No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk of
personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used
under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc, and the AMD logo
are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information about content, products, and
services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an
applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss,
costs, or damages incurred due to your access to or use of third-party content, products, or services, except as set forth
in an applicable agreement between you and Oracle.



Contents

1 User Replication from OCI IAM to SMS Module

Index

ORACLE"



Purpose
Preface

e Purpose

e Audience

e Documentation Accessibility
e Diversity and Inclusion

e Conventions

e Acronyms and Abbreviations

Purpose

The purpose of this guide is to explain how to set up OCI IAM to OBCS connectivity for user
provisioning using OBCS SCIM APIs.

Audience

This guide is intended for users utilizing Oracle Banking Cloud Services who are responsible
for managing the services or wish to develop Oracle Banking Cloud Services.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:
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Acronyms and Abbreviations

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in

examples, text that appears on the screen, or text that you enter.

Acronyms and Abbreviations

ORACLE

Table Acronyms and Abbreviations

Abbreviation

Description

IAM Identity and Access Management

OBCS Oracle Banking Cloud Services

OcCl Oracle Cloud Infrastructure

SCIM System for Cross-domain Identity Management
SMS Security Management System




User Replication from OCI IAM to SMS
Module

This topic provides the instruction to setup OCI IAM to OBCS connectivity for user provisioning
using OBCS SCIM APIs.

1. Log into your OCI IAM tenancy, and select Identity and Security from the Home menu.

Figure 1-1 Identity and Security

APPLICATIONS

My Applications

INFRASTRUCTURE
Compute
Storage
Networking
Oracle Database
Databases
Analytics & Al
Developer Services
I Identity & Security
Observability & Management

Hybrid

2. From Identity and Security, click Domains.
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3.

Figure 1-2 Domains

@ ldentity & Security

Identity

Overview

< Domains
Network Sources
Paolicies

Compartments

Click on your Domain name.

Figure 1-3 Default Domain

Identity » Domains » Default domain

Identity domain

Overview

Users
Groups
Dynamic groups

Integrated applications

Oracle Cloud Services
Jobs

Reports

Security

Settings

MNotifications

Branding

Chapter 1

The screen below is an illustration using the name Default Domain as an example..

4. To add an application, click on Add Application, then select Application Catalog, and

click on Launch app catalog.
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Figure 1-4 Add Application

Chapter 1

Add application

(@ Application Catalog

) SAML Application

O Mobile Application

O Confidential Application

) Enterprise Application

Launch app catalog [feslles]

&)
Add an application from the Application Catalog

Choose from a collection of partially configured application templates for popular
Software as a Service (Saa3) applications, such as Amazon Web Services and
Google Suite. Using the templates, you can define the application, configure
$S0. and configure provisioning.

|I
.
=

5. Inthe Application Catalog screen, search the application named GenericScim — Bearer

Token using the search box.

The GenericScim — Bearer Token is displayed in the Application Catalog screen.

Figure 1-5 Application Catalog

Identity » Domains » Default domain » Integrated applications » Application Catalog

Application Catalog

All applications
Analytics

Benefits

CRM

Collaboration
Consumer

Content Management
E-Commerce

ERP

Finance and Accounting

() GenericScim - Bearer Token

All applications

=)

GenericScim - Bearer Token

Type: Provisioning

Displaying 1 of 1 Apps.

6. Inthe Add GenericScim - Bearer Token screen, enter the Name and Description in the
appropriate fields in the Add Application Details section, and then click Next to proceed.

Figure 1-6 Add Application Details
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Add GenericScim - Bearer Token

Name

Add application details o
GenericScim - Bearer Token

Configure provisioning
Description Optional

GenericScim - Bearer Token

Application icon (@)

=)

Display settings

User can request access

Select if you want to allow users to request access to the application from the
Catalog.

Authentication and authorization

Define a more detailed authentication and authorization
configuration.

Enforce grants as authorization
Select if you want to allow access to this app only if the user has been granted this
app.

25 Show advanced options

Next Cancel

In the Configure Provisioning section of the Add GenericScim - Bearer Token screen,
toggle on Enable Provisioning and then click Finish.
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Figure 1-7 Enable Provisioning

Add GenericScim - Bearer Token

1 Add application details Enable

Configure provisioning pravisioning

Previous Finish Cancel

8. To generate the access token, follow the steps outlined in the Getting Started with Oracle
Banking Cloud Services guide for invoking Service APIs. Once generated, capture the
access token.
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Figure 1-8 Token Generation

hittps:/fides. dentity pint.ocOgadev.com/oauth2/vijtoken

ders

Value

Postman-Token D <caloulated when request s sent>

a

Gontent-Type D application/x-www-form-uriencoded

a

Gontent-Length D <caloulated when request s sent>

a

Host D <caloulated when request s sent>

(<]

User-Agent PostmanRuntime/7.37.0

Accept P

(<<}

Accept-Encoding qzip, defiate, br

Connection keep-alive

Authorization Basic ZGV2cGXNMWRIANRIC3RIYWSrMTRIbmSul XByb2RfQVBQSUQEMMMY ...

<]

9. Enter the access token you have captured in the Access Token field, and provide the
other details as indicated in the below screen. The Base URI should begin with either /
prod, /non-prod, /pre-prod, and so on, depending on the environment you have selected for
replication.

¢ Note:

Click on Test Connectivity to see a message that reads Connection
successful displayed on the top right of your screen.

Figure 1-9 Configure Connectivity

= ORACLE Cloud  Search resources, services, documentation, and Marketplace US East (Ashburn) oo e 0
Add GenericScim - Bearer Token @ Connection successful %
Add application detats Enabie provisioning

@ contigure provisioning

~ Configure connectivity

Host Name ©

Base UR ©

Access Token @

HTTP Operation Types Optional @

Test connectiviy

Configure attribute mapping

Attibute mapping
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Figure 1-10 Test Connectivity

Add GenericScim - Bearer Token

Add application details Enable provisioning

é Configure provisioning [ @)

v Configure connectivity

Host Name

BankOBCSDomain.com

Base URI (O

/non-prod/api-gateway/sms-core-services/sms-core-service/scim

Access Token (@)

HTTP Operation Types Optional (D

Test connectivity

Configure attribute mapping

Attribute mapping

v Select provisioning operations

Authoritative sync

Enable authoritative sync to automatically creale and manage users based on the data from the authoritative application. When this oplion is enabled, user
CCoUNts in GenericSeim - Bearer Token can't be managed from an identity domain

Create an account

Create an account in GenericScim - Bearer Token when the app is granted to the user in this identity domain, sither directly o via 2 group membership

Previous Finish Cancel

10. Click on Attribute Mapping to ensure that the mapping matches the one shown in the
below screen. Make any necessary changes to the mapping if needed and then click Save
Changes to proceed.

1-7



ORACLE"

Chapter 1

Figure 1-11 Attribute Mapping

Attribute mapping Help

‘You can map identity domain attributes to attributes in your application account. In most cases the default mapping is fine as is and should not be changed

O Identity domain to application Application to identity domain

User Maps to SMS-SCIM account
$(user.phoneNumbers[type="mobile'].value) > mobilePhoneNumber z »
$(user.preferredLanguage) > preferredLanguage ot X h°
$(user.phoneNumbers[type="home"].valug) > homePheneNumber 2| X
$(user.displayName) > displayName ot x
S$(user.phoneNumbers[type="work"].valug) e workPhoneNumber ot x
$(user.userName) > name z
$(user.id) > externalld ot x
S(user.active) - active S| X
$(user.locale) > locale z hd
S(USer.um:iett:params:scim:schemas:extension:enterprise - department S| X
$(user.emails[primary=true].value} > primaryEmail z »

cae

11. In the Select Provisioning Operations screen, set the provisioning operations as shown
in the below screen.

Figure 1-12 Select Provisioning Operations

R

Select provisioning operations

Authoritative sync

Enable auth

sync to aufor
accounts in GenericScim - Bearer Token can't be managed from an identity demain.

lly create and manage users based on the data from the authoritative application. When this opfion is enabled, user

Create an account

Create an account in GenericScim - Bearer Token when the app is granied to the user in this idenfity demain, either directly or via a group membership.

Update the account

Update the account in GenericScim - Bearer Token when the account is updated in this identity domain.

Deactivate the account

Deaclivate the account in GenericScim - Bearer Token when the account is deactivated in this identity domain.

Delete the account

Delete account in GenericScim - Bearer Token when the account is deleted in this identity domain.

Push the identity domain user lifecycle events to GenericScim - Bearer Token

Push user updates

Update the GenericScim - Bearer Token account when the user in this identity domain is updated.

Push user activation/deactivation status

Deaclivate or activate the account in the GenericScim - Bearer Token when the user in this identity domain is deactivated or activated.
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12. Switch to toggle on the Enable Synchronization option.

Figure 1-13 Enable Synchronization

Enable synchronization

Application refresh

Refresh reference application data, including entitiements and permissions. This refresh doesn't initiate a sync of application users.

Refresh application data

Configure synchronization

User identifier

<>

External 1D

Application identifier

externalld >

When exact match is found

<>

Link and confirm

Maximum number of creates  Optional

Enter a number greater than or equal to 10 to limit the number of accounts that can be created.

Maximum number of deletes Optional

Enter a number greater than or equal to 10 to limit the number of accounts that can be deleted.

Synchronization schedule

<>

Every hour

13. Click on Finish.
The application is created.
14. Click on Activate in the GenericScim - Bearer Token screen.

The application is activated.
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Figure 1-14 Inactive Application

Identity » Domains» Default domain » Integrated applications » GenericScim - Bearer Token

INACTIVE

Resources

Provisioning
Import
Users

Groups

GenericScim - Bearer Token

| Activate || Edit application || Add tags |

Application information ‘ Tags

Application ID: ..ef1031 Show Copy
Description: Generic3cim - Bearer Token
User can request access: No

Enforce grants as authorization: Disabled

Provisioning

| Edit provisioning ‘ ‘ Test connectivity | | Refresh application data

Provisioning: Enabled

Synchronization: Enabled

Connecitivity details

Host Name: BankOBCSDomain.com

Base URI: /non-prod/api-gateway/sms-core-services/sms-core-service/scim

A Token:

HTTP Operation Types:
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Figure 1-15 Activated Application

Identity » Domains » Default domain » Integrated applications » GenericScim - Bearer Token
GenericScim - Bearer Token
Deactivate | | Editapplication | | Addtags || Delete | (7)
Application information Tags

Application ID: ...ef1031 Show Copy,

Description: GenericScim - Bearer Token

ACTIVE
User can request access: No
Enforce grants as authorization: Disabled
Resources Provisioning
e Edit provisioning Test connectivity Refresh application data
Provisioning
Import
Users Provisioning: Enabled
Synchronization: Enabled
Groups

Connectivity details

Host Name: BankQOBCSDomain.com

Base URI: /non-prod/api-gateway/sms-core-services/sms-core-service/scim
Access Token. ===

HTTP Operation Types:

15. Click on Groups under Resources section in the GenericScim - Bearer Token screen.

Figure 1-16 Assign Groups

Identity » Domains » Defautt domain Integrated appications » GenercScim - Bearer Token’ Groups

GenericScim - Bearer Token
Deactivate Edit application ‘Add tags Delete @
Application information Tags

Application ID: . e11031 Show Copy. Application icon: /0y |\

Description: GenericScim - Bearer Token

ACTIVE

User can request access: No

Enforce grants as authorization: Disabled

Resources Groups
Provisioning Revoke access

Q search by name or de
Import

Name Description
Users

No items found,
Groups

0selected Nogrouptodisplay ¢ Page1 >
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17.
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Once you assign the User Groups that have been created, the users in those groups will
get pushed to the OBCS SMS module.

User Creation on the OBCS end can be verified from the View User screen.

Figure 1-17 View User

= ORACLE

() ossauxraTTy e, P O scMuseri v
View User X
Q+ o =8
UserLogin D: User LognID: User Login D: User Login D: UserLogin D:
SCIMUSER1 SCIMUSERS : SCIMUSER? : SCIMUSERS : SCIMUSER9
User Nar SCMUSER UserName  SCIMUSER UserName  SCIMUSER User SCMUSER
Home Branch - Home Branch - Home Branch - Home Branch -
@z @1 DAuthorized & open @1 [DAuthorized & 0pen @1 DRAuthorized & 0pen @1 DAuthorized & Open @
UserLogin D: User LoginiD: User Login D:
SCIMUSER10 SCIMUSER4 : SCIMUSER3
UserName  SCIMUSER UserName  SCIMUSER UserName  SCIMUSER
Home Branch - Home Branch - Home -
[ Authorized & Open @1 DAuthorized & 0pen 21 DAthorized & open @1 [ Authorized & 0pen @

Page |1 of 2 (1-100f 11items) [z »

Edit or Unlock the users that have been pushed from 1AM, and specify the data into the
highlighted fields.

Figure 1-18 Users Maintenance

Users Maintenance X |
User Details
Status
B . - . a
Add User Role Branches and User Applications.
Figure 1-19 User Role Branches and Applications
User Role Branches
+ | @
m} Branch Code Role Code Role Description
e
User Applications
+ | &

Application Description
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