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1
Financial Services Advanced Analytical
Applications Infrastructure Application Pack
v8.1.2.0.0 Maintenance Release #5
(v8.1.2.5.0)

OFS AAAI Application Pack v8.1.2.0.0 Maintenance Release #5 8.1.2.5.0 (ID 36420089) is a
cumulative release of all enhancements and bug fixes completed since the v8.1.2.0.0 release.

Note

• Before you apply the OFS AAI 8.1.2.5.0 ML, contact My Oracle Support to
ascertain the compatibility of the OFSAA applications in the OFSAA instance.

• For information about the Hardware and Software Requirements for this release,
see the Oracle Financial Services Analytical Applications 8.1.2.0.0 Technology
Matrix.

• In case the OFSAA environment has the ERF suite of applications installed, refer
to the Compatibility Matrix of OFSAAI with ERF Applications (DOC ID 3066794.1)
and install the appropriate compatibility patches.

• In case the OFSAA environment has the FCCM suite of applications installed,
refer to the Compatibility Matrix of OFSAAI with FCCM Applications (DOC ID
3066800.1) and install the appropriate compatibility patches.

• SQL Rule is a deprecated feature from OFS AAI 8.1.2.4.0 ML and is not
supported. For more information, contact Oracle support.

• Data Entries Forms and Queries is not enabled as part of standard release
and is only available in as-is-where-is mode and will not be enhanced, fixed,
or updated. As an alternative, data maintenance is enabled through Data
Maintenance Interface (DMI) module. We strongly recommend to use DMI for
data maintenance.

Additional Licensing Information

To use the Data Maintenance Interface feature, Oracle Financial Services Analytical
Applications Infrastructure Extension Pack (OFS AAIEP) is required. For more information,
refer to OFS AAIEP Release Notes.

Prerequisites

The minimum patch set level should be OFS AAI/AAAI Application Pack v8.1.2.0.0.

Note

Upgrade the OFS AAI Platform on any OFSAA Application Pack.
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How to Apply this Release?

For instructions on how to install this OFS AAAI Application Pack release, see the OFS AAAI
Application Pack Installation and Configuration Guide 8.1.2.5.0

New Features and Enhancements
Features and improvements introduced in this release.

The following list provides details for the new features and enhancements in this release. For
detailed information on how to use these features, see the Oracle Financial Services Advanced
Analytical Applications Infrastructure v8.1.2.x User Documentation.

Oracle Linux compatibility

Support for Oracle Linux 9 Server is included from this release onwards.

Administration

• SFTP password can contain up to 60 alphanumeric characters

• Log-in screen shows a user's number of failed login attempts

Data Maintenance Interface

DMI screens are re-written using RAPID framework.

Metadata

• Ability to configure and execute F2T in Process Modeling framework

• Partition clause provided in T2T engine query to handle performance tuning

Model Upload

• Model Upload messaging now provides clearer, more detailed information to simplify
debugging issues

• Ability to invoke Model Upload though REST API

Operations

User Interface support for batch ownership transfer functionality

Process Modelling Framework

• Availability of a New Process Modelling Framework User Interface from the AFCS landing
page: User can now launch the new PMF canvas with an option to "Switch to New UI" and
the new canvas is loaded. This interface is available for Process Modeller and Process
Monitor.

• Order of the alert decision is changed

• Support for process execution to continue upon failure of a task

• Workflow audit log provided to capture change in workflow

• PMF data fields are now passed to T2T, DQ, DIH, and DT tasks

Chapter 1
New Features and Enhancements
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Rules Framework

“FIC_MIS_DATE” option is available at the time of creating a batch in AAI-run framework

Security Management System

• OFSAA user password accepts up to 30 characters

• Regeneration of instance access token/client secret during REST API calls

• Support for alphanumeric name in entity ID for SSO configuration

• Integration with Azure external SSO login.

Unified Metadata Manager

• Ability to capture failed records in DQ audit trail

• Support for threshold breach in decimals

• Support for absolute volume threshold as a user input at DQ group level

System Configuration

• REST API endpoint provided to fetch database server address as a response

• Ability to save external application details in OFSAA

Workflow

Ability to set schedule time separately in PMF timer.

Library Upgrade Information
Refer to the following topic for information on libraries that are upgraded in this release.

OFSAAI Licensing Information User Manuals.

List of One-offs Regularized
The list of one-offs that have been regularized in this release.

One-offs Released on v8.1.2.4.0

Component/Sub-component One-Off Patch
Number

Bug ID Description

Administration 8.1.2.4.1 36209018 User unable to enable
CSRF flag from System
Administration

Administration 8.1.2.4.2 36338333 User activity report: The Idle
Users reports are not
getting generated.

Process Modelling Framework 8.1.2.4.3 36168017 Support of the process
execution to continue on
failure of a task

Process Modelling Framework 8.1.2.4.4 35947687 Workflow audit log to
capture change in workflow
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Library Upgrade Information

Release Notes
G24183-03
Copyright © 2025, 2025, Oracle and/or its affiliates.

July 30, 2025
Page 3 of 15

https://docs.oracle.com/cd/E61555_01/licensing.htm


Component/Sub-component One-Off Patch
Number

Bug ID Description

Unified Metadata Manager 8.1.2.4.5 36252233 Failed records are to be
captured in DQ audit trail

Unified Metadata Manager 8.1.2.4.6 36322927 DQ group status shows
success even though
underlying DQ generic rule
fails

Administration 8.1.2.4.7 36453331 Consolidated one-off for
OCBC

Forms Framework 8.1.2.4.9 36494367/
36211566

Check box selections are
unchecked if mouse hovers

Workflow Framework 8.1.2.4.10 36526200 Unable to import custom
workflow

Forms Framework 8.1.2.4.11 36494367 Check box selections are
unchecked if mouse hovers

Others 8.1.2.4.12 36519365 Business processor screen
is unable to save change -
metadata could not be
parsed. Please check SQL
syntax

System Configuration 8.1.2.4.14 36388656 SSH exception in PKA
enabled environment after
upgrading to 8.1.2.4

Unified Metadata Manager 8.1.2.4.16 36409046 DQ check to consider
decimal/absolute value in
threshold

OJET Framework 8.1.2.4.17 36696277 Duplicate involved parties
are added when user clicks
Save button multiple times

Operations 8.1.2.4.17 36579230 ICC batch notification is not
working when batch failure
occurs

Data Loading 8.1.2.4.18 36673110 Unable to expand entities in
expression builder in data
mapping

Inline Processing 8.1.2.4.19 36347983 KYC regular batch is failing
at 1st IPE task

Workflow 8.1.2.4.22 36850315 PMF timer has to set the
scheduling time separately

Others 8.1.2.4.23 36541842 Standard upgrade of
Apache XERCES-C++
libraries for common usage
in OFSAA in v8124-
JULY-2024

Administration 8.1.2.4.24 36782405 Support of API to delete list
of segments/folders
required to perform rollback
of sandbox provisioning

Rules Framework 8.1.2.4.25 36703198 PR2RESTSERVICE/
RUNLIST API is giving
always 15 batch run
definitions only

Chapter 1
List of One-offs Regularized
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Component/Sub-component One-Off Patch
Number

Bug ID Description

Security Management System 8.1.2.4.26 36694550 Utility to update passwords
for SMSAUTHUSERS,
SFTP, CONFIG and
ATOMIC SCHEMA

Expressions 8.1.2.4.27 36810557 Not able to map constant to
a number column in target
mapping in data mapping.

ABC 8.1.2.4.28 36930351 RFI code not generated on
WebSphere

Administration 8.1.2.4.29 36866424 User access report taking
long time to display in user
access report screen

Unified Metadata Manager 8.1.2.4.30 36801124 Error while creating a
derived entity in OFSAAI
8.1.2.4

System Configuration 8.1.2.4.31 36713810 SSH exception in PKA
enabled environment after
applying patch 36388656

Administration 8.1.2.4.32 36919705 Consolidated IPE bugs in
OFSAAI 8.1.2.4

Questionnaire 8.1.2.4.35 37100862 User privilege escalation
issue found in
Questionnaire module

Questionnaire 8.1.2.4.36 37058077 Sent RFI and cancelled but
link still valid and able to
Submit

Model Execution 8.1.2.4.37 37201179 Issues with Studio Model
execution in ICC and RRF

Process Modelling Framework 8.1.2.4.37 36886131 PMF batch hung at ongoing
state

One-offs Released on v8.1.2.3.0

Component/Sub-component One-Off Patch
Number

Bug ID Description

Others 8.1.2.3.1 35320767 Adjustment screens are not
loading after applying AAI
April CPU on 812 and 8121
versions

Administration 8.1.2.3.2 35372280 Invalid error while entering
wrong username and wrong
password

Security Management System 8.1.2.3.3 35384601 Forward port for the bug
35330648 - search issue on
user maintenance screen

Others 8.1.2.3.4 35340701 Consolidated fixes for
issues found on OFSAAI
v8123 post library upgrade

Others 8.1.2.3.5 35307360 Consolidated fixes for
issues found on OFSAAI
v8123
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Component/Sub-component One-Off Patch
Number

Bug ID Description

OJET Framework 8.1.2.3.6 35400424 Consolidate ECM LP issues
on 8123

OJET Framework 8.1.2.3.7 35547019 Event details screen is
broken after upgrade of JS
library

Security Management System 8.1.2.3.8 35526369 User - User Group map
details are not coming
under user group
authorization

OJET Framework 8.1.2.3.9 35599570 Customer detail screens are
not loading via load
balancer URL

Administration 8.1.2.3.10 35304742 ECM attachments slow
download

Others 8.1.2.3.11 35382114 Standard upgrade of
libraries for common usage
in OFSAA v81x - July2023

System Configuration/ Configuration 8.1.2.3.12 35677879 User account does not get
locked after exceeding
number of invalid login
attempts specified in
configuration screen

Data Maintenance Interface 8.1.2.3.13 35464170 Inclusion of data exporter
feature

Forms Framework 8.1.2.3.14 35688363 Masking is not working in
case screens

Administration 8.1.2.3.15 35386514 Could not start message
server after upgrading to
8123

Questionnaire 8.1.2.3.16 35667722 Option to configure the RFI
token based approach

Administration 8.1.2.3.17 35322369 Consolidated sanction
simulation API requests

Administration 8.1.2.3.18 35708201 Request interception issues
found in OFSAA application

OJET Framework 8.1.2.3.19 35644568 Consolidate ECM 8124 LP
issues

Administration 8.1.2.3.20 35780491 Could not start message
server after upgrading to
8123

All Common Apps 8.1.2.3.21 35704380 OFSAA allows unauthorized
access to resources

OJET Framework 8.1.2.3.22 35719715 Duplicate involved parties
are added when user click
multiple times save button.

Inline Processing 8.1.2.3.23 35653122 Inline dataset in IPE it’s not
saving

OJET Framework 8.1.2.3.24 35842235 CTR issues after applying
the OFSAA fixes shared for
ADP penetration testing
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Component/Sub-component One-Off Patch
Number

Bug ID Description

System Configuration 8.1.2.3.25 35829211 Avoid creating AAI and
some other related tables
while creating Infodom
through REST-API

Metadata 8.1.2.3.26 35584468 OFSAA 8.1.2: "code
validation failed" error when
opening the edit tab for
random OFSAA column in
post load changes

Inline Processing 8.1.2.3.27 35814104 Enhancements in IPE to
support simulation
requirements (model id,
version)

Others 8.1.2.3.28 35598249 Consolidated fixes for
issues dependent on FCCM
release

Process Modelling Framework 8.1.2.3.29 35997595 Unable to pass OFSAA
parameters such as
run_skey as filter for a DQ
rule in PMF

Administration 8.1.2.3.30 36029065 System for cross-domain
identity management
(SCIM)

Process Modelling Framework 8.1.2.3.31 35681148 Support of the process
execution to continue on
failure of a task

Security Management System 8.1.2.3.32 36163791 Allow alphanumeric name in
entity ID for SSO
configuration

Administration 8.1.2.3.34 36221295 User authorization: Wrong
message for user rejection

Administration 8.1.2.3.35 36413097 Add Evidence is failing in
ECM after application of
OFSAAI patches

Security Management System 8.1.2.3.35 36413107 SFTP enhancement to use
APACHE MINA instead of
APACHE VFS

OJET Framework 8.1.2.3.39 36434814 Optimization of database
queries to improve response
time

Dimension Management 8.1.2.3.40 36441772 Level information missing
from hierarchy definition
screen in 8.1.2.3

Workflow Framework 8.1.2.3.41 36513150 Unable to import custom
workflow

Rules Framework 8.1.2.3.42 36484422 XSS protection in process
page

Security Management System 8.1.2.3.43 36700512 Additional attribute to
identify authentication type
in OFSAA

Administration 8.1.2.3.44 36729459 Upload file in Add Evidence
generates a .js error
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Component/Sub-component One-Off Patch
Number

Bug ID Description

Others 8.1.2.3.45 36759000 RFI code is not generated
on WebSphere

Security Management System 8.1.2.3.46 36686516 Utility to update passwords
for SMSAUTHUSERS,
SFTP, CONFIG and
ATOMIC SCHEMA

Data Entry Forms and Queries 8.1.2.3.47 37212484 Data entry form spinning
icon upon authorizing

One-offs Released on v8.1.2.2.0

Component/ Sub-
component

One-Off Patch
Number

Bug ID Description

Security Management System 8.1.2.2.8 35278955 ESIC batch execution is failing
with the LDAP users

Unified Metadata Manager/
Business Metadata
Management

8.1.2.2.9 35282057 Unable to view hierarchy info/
mapping info in rule screen

Administration 8.1.2.2.10 35330648 Search issue on user
maintenance screen

Process Modelling Framework 8.1.2.2.11 35335686 PMF execute API creates
instance when wrong process
ID is sent for execution

OJET Framework 8.1.2.2.12 35330434 Alignment issue in the UI

Workflow Framework/ Activity
Registration Interface

8.1.2.2.13 35420401 Unable to import custom
workflow

OJET Framework 8.1.2.2.14 35450397 Customer detail screens are
not loading via load balancer
URL

Advanced Analytics
Infrastructure/ Modeling

8.1.2.2.15 35404056 While orchestrating PMF
process, adding mfmodel
widgets doesn't display
available models for selection

Administration 8.1.2.2.16 35225801 Invalid login prompt message
shows blank screen when
logging with LDAP user

Data Entry Forms and
Queries

8.1.2.2.17 35648918 Copy is not working in defi
data entry screen OFSAA
version 8.1.2.2

Data Loading 8.1.2.2.18 35425189 Date format configuration
required for each column of
the source in F2T

Process Modelling Framework 8.1.2.2.19 35976900 Pipelineexecutor.sh does not
trigger PMF run

Security Management System 8.1.2.2.20 36350466 User - user group map details
are not coming under the User
Group Authorization screen

Administration 8.1.2.2.21 36233218 Search is not working under
the Enable User screen

Chapter 1
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Component/ Sub-
component

One-Off Patch
Number

Bug ID Description

System Configuration 8.1.2.2.22 36337729 Limit for
RFI_TOKEK_VALIDITY is
around 24 days

Security Management System 8.1.2.2.23 36614035 Additional attribute to identify
authentication type in OFSAA

Administration 8.1.2.2.24 36639648 FP: Email notification not
sending any emails after ICC
batch execution

Metadata 8.1.2.2.25 36764092 While running T2Ts
sometimes the batch execution
is failing

Administration 8.1.2.2.26 37032846 “[1271] error: Failed to connect
to FICSERVER" error when
trying to save SFTP details in
UI

Data Entry Forms and
Queries

8.1.2.2.27 37110433 Excel upload screen becomes
unresponsive after clicking
'Upload' button

One-offs Released on v8.1.2.1.0

Component/ Sub-
component

One-Off Patch Number Bug ID Description

Administration 8.1.2.1.18 35264569 The old session should
be logged out and new
user should be able to
login automatically

Model Upload 8.1.2.1.19 35297030 The data model
elements (table_name
and column_name) to
have more than 30
characters

Security Management
System

8.1.2.1.20 35348384 The session not expired
after the user password
reset from different
browsers

Administration/ Security
Management

8.1.2.1.21 35251850 Authorization tasks does
not appear post
administration changes

Administration 8.1.2.1.22 35521052 No error for invalid login

Administration 8.1.2.1.23 35878979 SFTP password is not
allowing if the password
has more than 20
characters

Administration 8.1.2.1.24 36008632 SFTP public key
connection fails with
'Auth Cancel' when
clicked on ViewLog

System Configuration 8.1.2.1.25 36571920 Unable to save password
number maximum field

Operations 8.1.2.1.26 36547688 Getting error message
when creating monthly
schedule for batch

Chapter 1
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One-offs Released on v8.1.2.0.0

Component/ Sub-component One-Off Patch
Number

Bug ID Description

Administration 8.1.2.0.25 35584594 Metadata during
dimensions migrations
from lower to higher
environments are not
moving correctly

Administration/ Security Management 8.1.2.0.26 35999789 While user logins 2nd time
with multi login disabled, it
was still allowed to log in

Administration 8.1.2.0.27 35782844 Email notification not
sending any emails after
batch execution

Data Entry Forms and Queries 8.1.2.0.27 35922872 Data entry form is taking a
long time to open

System Configuration 8.1.2.0.28 36216812 Rotation utility for DB
password change on
8.1.2.0

Security Management System 8.1.2.0.29 36275623 Instance access token/
client secret regeneration
during REST API calls

Rules Framework 8.1.2.0.30 36285232 Run execution description
feature in RRF run utility

Rules Framework 8.1.2.0.30 36300912 Getting wrong entry for
FIC_MIS_DATE in
DIM_RUN

Rules Framework 8.1.2.0.31 36387280 FIC_MIS_DATE option to
be available at the time of
create batch in AAI run
framework

Log Viewer 8.1.2.0.33 36264787 Unable to check logs on
Batch Monitor View log
screen

Administration 8.1.2.0.34 36920465 OFSAAI REST API's
under SAML appear to
bypass invalid credentials
under "Basic Auth"

Bugs Fixed in This Release
The following bugs are fixed in this release.

Administration

Bug ID Description

37032846 “[1271] Error: Failed to connect to FICSERVER"
error when trying to save SFTP details in UI

36920465 OFSAA REST APIs under SAML appear to bypass
invalid credentials under "Basic Auth"

36866424 User access report taking long time to display on
User Access Report screen

Chapter 1
Bugs Fixed in This Release
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Bug ID Description

36755718 AAI 8123 : Unable to download attached
documents

36639648 FP: Email notification not sending any emails after
ICC batch execution

36484388 Document upload and download is not working

36413097 Add evidence is failing in ECM after application of
AAI patches

36338333 User activity report: The idle users reports are not
getting generated

36233218 Search is not working on the Enable User screen

36221295 User authorization: Wrong message for user
rejection

36010057 ECM 8126 upload file in Add Evidence generates
a .js error

Advanced Analytics Infrastructure

Bug ID Description

36951520 RFI code not generated on WebSphere

Data Load

Bug ID Description

36673110 Unable to expand entities in Expression Builder in Data Mapping

Data Entry Forms and Queries

Bug ID Description

37110433 Excel upload screen becomes unresponsive after clicking the 'Upload' button

37084716 Excel upload failed with the "Processing of multipart/form-data request failed" error

35922872 Data entry form is taking a long time to open

Forms Framework

Bug ID Description

36494367 Check box selections are unchecked if mouse hovers

Inline Processing

Bug ID Description

36347983 KYC regular batch is failing at 1st IPE task

Log Viewer

Bug ID Description

36264787 8.1 - Unable to check logs in Batch Monitor View Log screen

Chapter 1
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Metadata

Bug ID Description

36764092 While running T2Ts, sometimes the batch execution is failing

OJET Framework

Bug ID Description

36760912 Duplicate involved parties are added when user clicks Save button multiple times

Operations

Bug ID Description

36738946 Batch Maintenance - Buttons from tasks features do not work

36579230 ICC batch notification is not working when there is a batch failure

36547688 Getting error message when creating a monthly schedule for batch

Process Modelling Framework

Bug ID Description

37263156 Save button in Edit Definition for a process and some fields for widget details is not
accessible

Rules Framework

Bug ID Description

36300912 812 - Getting wrong entry for FIC_MIS_DATE in DIM_RUN

Security Management System

Bug ID Description

36350466 User group map details are not displayed under User Group Authorization

System Configuration

Bug ID Description

36713810 SSH exception in PKA-enabled environment after applying patch 36388656

36571920 Unable to save password number maximum field

36409107 8.1.2.0.0 - Backport of bug 35677879 - User account does not get locked after
exceeding number of invalid login attempts

36388656 SSH exception in PKA-enabled environment after upgrading to 8.1.2.4.0

Unified Metadata Manager

Bug ID Description

36801124 FP - Error while creating a derived entity in OFSAAI 8.1.2.4.0

Chapter 1
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Bug ID Description

36322927 DQ group status shows success even though underlying DQ generic rule fails

Bugs Fixed and Enhancements in Previous Releases Ported to
This Release

The bugs fixed and enhancements in previous release versions that are ported to this release.

Administration

Bug ID Description

37048267 User access report taking long time to display on
User Access Report screen

36475399 Script RESETPASS.SH does not consider the
password restrictions defined on System
Configuration screen

36475348 Improper neutralization of special elements in
output used by a downstream

36475076 User-enabled rejection not working properly

36475028 FTP password in defaultport.properties file

36474858 Error [1271]: Connection failed with FIC server in
OFSAA Administration > Configure Servers

36474849 Invalid login prompt message shows blank screen
when logging with LDAP user

36474827 Encountering a dynamic value in the web request
which is not generated by the application server

36474815 Invalid error while we enter wrong username and
wrong password

36474807 Authorization task does not appear post
administration changes

36474789 Request interception issues found in OFSAAI
application

36474670 SFTP password is not allowing if the password has
more than 20 characters

36474666 User Authorization: Wrong message for user
rejection

36474608 Search is not working on the Enable User screen

Advanced Analytics Infrastructure

Bug ID Description

37188605 Sent RFI and canceled but link is still valid and able to submit

37143866 “User Privilege Escalation” issue found in Questionnaire module

36951520 RFI code not generated on WebSphere
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Common Apps

Bug ID Description

36724218 Missing SameSite attribute in unused cookie FIC_SESSION

Data Maintenance Interface

Bug ID Description

36469412 Level information missing from Hierarchy Definition screen in 8.1.2.3

Forms Framework

Bug ID Description

36381734 Report of missing cache-control parameter in API response

35243229 CRR tab related content is not loading when token is not passed

Installation

Bug ID Description

36759357 Error while performing post installation steps GL recon 8.1.1.19

36475101 HM 8.1.1.0.0 installation failed with fatal "Sysadmn has failed to create the new
information domain" error

OJET Framework

Bug ID Description

36760912 Duplicate involved parties are added when user clicks Save button multiple times

36552230 ECM 8125- columns selector window moving to different location when we scroll
mouse wheel

36552050 Checkbox selections are unchecked if mouse hovers

36270439 Unable to add customer from UI when customer name contains special character
(double quote ")

Operations

Bug ID Description

36715680 ICC batch notification is not working when batch failure occurs in Java 11
environment

Rules Framework

Bug ID Description

36846199 Manage ALM Runs > Comments are not getting updated and the screen is
unresponsive when user updates comments with XSS

36500851 Manage ALM Runs > Process screen vulnerable to cross site scripting (XSS)
attack via comments secure BUGACL

36351768 Getting wrong entry for FIC_MIS_DATE in DIM_RUN
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Security Management System

Bug ID Description

36475304 Unable to map user to user with numeric user ID to a user group

36474855 Unable to log in using direct login when HASHPASS and SSO are enabled

36474820 Session did not expire after resetting the user password from different browsers.

36474800 Search issue on user maintenance screen

36474734 Users can view source of HTML pages with authentication bypass

36326168 Issue while opening application from an intranet page when SSO is enabled

System Configuration

Bug ID Description

36475365 Error while configuring SAML with IDCS on OFSAAI 8.1

36475302 SSO does not consider CSSMS_USR_PROFILE.D_USR_EXPIRY_DTE

36474929 Issue with special characters in root password - LDAP server details screen

36409107 81200 backport of bug 35677879 user account does not get locked after exceeding
number of invalid login attempts

36205422 Popup to extend session timeout is not working as expected

Unified Metadata Manager

Bug ID Description

37052305 FP - Error while creating a derived entity in OFSAAI 8124

Workflow Framework

Bug ID Description

36765041 Email notification goes through however DB insert fails

36513150 Unable to import custom workflow
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