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1
Financial Services Advanced Analytical
Applications Infrastructure Application Pack
v8.1.2.0.0 Maintenance Release #4
(v8.1.2.4.0)

OFS AAAI Application Pack v8.1.2.0.0 Maintenance Release #4 8.1.2.4.0 (ID 35681234) is a
cumulative release of all enhancements and bug fixes completed since the v8.1.2.0.0
release.

Note:

• Before you apply the OFS AAI 8.1.2.4.0 ML, contact My Oracle Support to
ascertain the compatibility of the OFSAA applications in the OFSAA instance.

• For information about the Hardware and Software Requirements for this
release, see the Oracle Financial Services Analytical Applications 8.1.2.0.0
Technology Matrix.

• In case the OFSAA environment has the ERF suite of applications installed,
refer to the Compatibility Matrix of OFSAAI with ERF Applications (DOC ID
2997813.1) and install the appropriate compatibility patches.

• In case the OFSAA environment has the FCCM suite of applications installed,
refer to the Compatibility Matrix of OFSAAI with FCCM Applications (DOC ID
2997860.1) and install the appropriate compatibility patches.

• SQL Rule is a deprecated feature and is not supported. For more information,
contact Oracle support.

Additional Licensing Information

To use the Data Maintenance Interface feature, Oracle Financial Services Analytical
Applications Infrastructure Extension Pack (OFS AAIEP) is required. For more information,
refer to OFS AAIEP Release Notes.

Prerequisites

The minimum patch set level should be OFS AAI/AAAI Application Pack v8.1.2.0.0.

Note:

Upgrade the OFS AAI Platform on any OFSAA Application Pack.
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How to Apply this Release?

For instructions on how to install this OFS AAAI Application Pack release, see the 
OFS AAAI Application Pack Installation and Configuration Guide 8.1.2.4.0.

1.1 New Features and Enhancements
Features and improvements introduced in this release.

The following list provides details for the new features and enhancements in this
release. For detailed information on how to use these features, see the Oracle
Financial Services Advanced Analytical Applications Infrastructure v8.1.2.x User
Documentation.

Administration

• Added System for Cross-Domain Identity Management (SCIM) feature. The
System for Cross-domain Identity Management (SCIM) simplifies the process of
managing user identities in On-Premise applications and services. This system
can use the existing schemas and deployments and utilize the existing
authentication, authorization, and privacy models.

• Availability of Restful APIs for object migration.

• Introduced following Restful APIs for Security Management System and Identity
Management:

– To create and delete an Infodom.

– To restrict creating aai and metadata related tables while creating infodom with
flag.

– To create and delete application ID for an Infodom.

– To create and authorize a new user group.

– To create a new segment.

– To map and authorize multiple roles to an user group.

– To map and authorize user group to a domain.

• Option to log out the inactive session from the previous logged in session.

• User group name now supports more than 20 characters.

Data Loading

Ability to configure date formats of the source records in F2T.

Inline Processing

Model ID and Version are supported in simulation feature.

OJET Framework

Ability to configure user access validation.

Operations

The object name is now displayed in the Batch Monitor Event log section.

Chapter 1
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Questionnaire

Option to enable/disable configuration for RFI access with token based approach.

Rules Framework

Ability to pass additional parameters to the T2T component.

Security Management System

Support of special character underscore (_) in the Role Name while creating a role from the
UI.

Unified Metadata Manager

Added a new property 'Source Fetch Size' for T2T, T2H, and T2F object types that enables
users to specify the batch size.

Data Maintenance Interface

Added Data exporter feature.

System Configuration

Enhanced custom headers to capture client IP instead of X-Forwarded-For header.

Process Modelling Framework

RunSkey as a parameter sent to DQ task during PMF execution.

1.2 Library Upgrade Information
Libraries that are upgraded in this release.

This release includes upgrades to the following libraries.

• Apache Commons Compress - 1.24.0

• Xalan – 2.7.3

• Google Guava – 32.1.2

• TinyMCE – 6.7.2

• Apache ActiveMQ - 5.18.3

• Xmlsec – 2.2.6

Chapter 1
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1.3 List of One-offs Regularized
The list of one-offs that have been regularized in this release.

One-offs Released on v8.1.2.3.0

Component/Sub-component One-Off Patch
Number

Bug ID Description

Others 8.1.2.3.1 35320767 Adjustment screens are
not loading after applying
AAI April CPU on 812
and 8121 versions

Administration 8.1.2.3.2 35372280 Invalid error while
entering wrong username
and wrong password

Security Management System 8.1.2.3.3 35384601 Forward port for the bug
35330648 - search issue
on user maintenance
screen

Others 8.1.2.3.4 35340701 Consolidated fixes for
issues found on OFSAAI
v8123 post library
upgrade

Others 8.1.2.3.5 35307360 Consolidated fixes for
issues found on OFSAAI
v8123

OJET Framework 8.1.2.3.6 35400424 Consolidate ECM LP
issues on 8123

OJET Framework 8.1.2.3.7 35547019 Event details screen is
broken after upgrade of
JS library

Security Management System 8.1.2.3.8 35526369 User - User Group map
details are not coming
under user group
authorization

OJET Framework 8.1.2.3.9 35599570 Customer detail screens
are not loading via load
balancer URL

Administration 8.1.2.3.10 35304742 ECM attachments slow
download

Others 8.1.2.3.11 35382114 Standard upgrade of
libraries for common
usage in OFSAA v81x -
July2023

System Configuration/
Configuration

8.1.2.3.12 35677879 User account does not
get locked after
exceeding number of
invalid login attempts
specified in configuration
screen

Data Maintenance Interface 8.1.2.3.13 35464170 Inclusion of data exporter
feature

Forms Framework 8.1.2.3.14 35688363 Masking is not working in
case screens

Chapter 1
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Component/Sub-component One-Off Patch
Number

Bug ID Description

Administration 8.1.2.3.15 35386514 Could not start message
server after upgrading to
8123

Questionnaire 8.1.2.3.16 35667722 Option to configure the
RFI token based
approach

Administration 8.1.2.3.17 35322369 Consolidated sanction
simulation API requests

Administration 8.1.2.3.18 35708201 Request interception
issues found in OFSAA
application

OJET Framework 8.1.2.3.19 35644568 Consolidate ECM 8124
LP issues

Administration 8.1.2.3.20 35780491 Could not start message
server after upgrading to
8123

All Common Apps 8.1.2.3.21 35704380 OFSAA allows
unauthorized access to
resources

OJET Framework 8.1.2.3.22 35719715 Duplicate involved parties
are added when user
click multiple times save
button.

Inline Processing 8.1.2.3.23 35653122 Inline dataset in IPE it’s
not saving

OJET Framework 8.1.2.3.24 35842235 CTR issues after applying
the OFSAA fixes shared
for ADP penetration
testing

System Configuration 8.1.2.3.25 35829211 Avoid creating AAI and
some other related tables
while creating Infodom
through REST-API

Metadata 8.1.2.3.26 35584468 OFSAA 8.1.2: "code
validation failed" error
when opening the edit tab
for random OFSAA
column in post load
changes

Inline Processing 8.1.2.3.27 35814104 Enhancements in IPE to
support simulation
requirements (model id,
version)

Others 8.1.2.3.28 35598249 Consolidated fixes for
issues dependent on
FCCM release

Process Modelling Framework 8.1.2.3.29 35997595 Unable to pass OFSAA
parameters such as
run_skey as filter for a
DQ rule in PMF

Administration 8.1.2.3.30 36029065 System for cross-domain
identity management
(SCIM)

Chapter 1
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Component/Sub-component One-Off Patch
Number

Bug ID Description

Process Modelling Framework 8.1.2.3.31 35681148 Support of the process
execution to continue on
failure of a task

One-offs Released on v8.1.2.2.0

Component/ Sub-
component

One-Off Patch
Number

Bug ID Description

Security Management
System

8.1.2.2.8 35278955 ESIC batch execution is
failing with the LDAP users

Unified Metadata Manager/
Business Metadata
Management

8.1.2.2.9 35282057 Unable to view hierarchy
info/mapping info in rule
screen

Administration 8.1.2.2.10 35330648 Search issue on user
maintenance screen

Process Modelling
Framework

8.1.2.2.11 35335686 PMF execute API creates
instance when wrong
process ID is sent for
execution

OJET Framework 8.1.2.2.12 35330434 Alignment issue in the UI

Workflow Framework/
Activity Registration
Interface

8.1.2.2.13 35420401 Unable to import custom
workflow

OJET Framework 8.1.2.2.14 35450397 Customer detail screens are
not loading via load
balancer URL

Advanced Analytics
Infrastructure/ Modeling

8.1.2.2.15 35404056 While orchestrating PMF
process, adding mfmodel
widgets doesn't display
available models for
selection

Administration 8.1.2.2.16 35225801 Invalid login prompt
message shows blank
screen when logging with
LDAP user

Data Entry Forms and
Queries

8.1.2.2.17 35648918 Copy is not working in defi
data entry screen OFSAA
version 8.1.2.2

Data Loading 8.1.2.2.18 35425189 Date format configuration
required for each column of
the source in F2T

Process Modelling
Framework

8.1.2.2.19 35976900 Pipelineexecutor.sh
does not trigger PMF run

Chapter 1
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One-offs Released on v8.1.2.1.0

Component/ Sub-
component

One-Off Patch Number Bug ID Description

Administration 8.1.2.1.18 35264569 The old session should
be logged out and new
user should be able to
login automatically

Model Upload 8.1.2.1.19 35297030 The data model
elements (table_name
and column_name) to
have more than 30
characters

Security Management
System

8.1.2.1.20 35348384 The session not expired
after the user password
reset from different
browsers

Administration/ Security
Management

8.1.2.1.21 35251850 Authorization tasks does
not appear post
administration changes

Administration 8.1.2.1.22 35521052 No error for invalid login

One-offs Released on v8.1.2.0.0

Component/ Sub-component One-Off Patch
Number

Bug ID Description

Administration 8.1.2.0.25 35584594 Metadata during
dimensions migrations
from lower to higher
environments are not
moving correctly

Administration/ Security Management 8.1.2.0.26 35999789 While user logins 2nd time
with multi login disabled, it
was still allowed to log in

Administration 8.1.2.0.27 35782844 Email notification not
sending any emails after
batch execution

1.4 Bugs Fixed in This Release
The following bugs are fixed in this release.

Administration

Bug ID Description

35782844 Email notification not sending any emails after ICC
batch execution

35708201 Request interception issues found in OFSAA
application

35584594 Metadata during dimensions migrations from lower
to higher environment are not moving correctly

Chapter 1
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Bug ID Description

35372280 Invalid error while entering wrong username and
wrong password

35521052 No error for invalid login

35248190 Requesting user email-id as part of user access
report

34282753 User profile report alignment issue

Utilities
35386514 Could not start message server after upgrading to

8123

Security Management
35999789 While user logins 2nd time with multi login

disabled, it was still allowed to log in

35251850 Authorization tasks does not appear post
administration changes

Object Migration
35537937 Migration of objects from on-perm setup to cloud

Advanced Analytics Infrastructure

Bug ID Description

36037390 AAI_STF module build compilation is failing with upgraded version of
commons-fileupload jar i.e. 1.5

Common Apps

Bug ID Description

35704380 OFSAA allows unauthorized access to resources

Data Entry Forms and Queries

Bug ID Description

35648918 Copy is not working in DEFI data entry screen OFSAA version 8.1.2.2

Data Maintenance Interface

Bug ID Description

33309330 VPAT OATB issues

33299876 VPAT keystroke issues

33268706 AAI - DMI - broken access control

33118894 8111 – DMI - missing session invalidation - access restrictions

35381178 Data entry - unable to edit the ready record field having decimal values

35559881 Data exporter - downloaded json file contains no table data, contains [object
object]

35302190 Unable to create data exporter definition

35272940 Bulk table STG_PARTY_MASTER attributes page is showing empty

35272934 Data entry columns are not showing in UI if field set is not selected

Chapter 1
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Bug ID Description

35272448 Excel upload - only 50 records are getting into schema out of 20000

35212846 Definitions are not getting approved either manual or auto approval

34889317 Data exporter functionality is not working

34885103 The audit trail must show both created by and authorized by with
timestamps

34089473 Able to view the updated audit history only after 2 clicks

Data Forms Entry

35107016 Unable to see un-redacted data from DMI screen

Dimension Management

Bug ID Description

Members

33432474 811 LP - under AMHM screens dimension entities are not showing in UI for
Spanish language

Forms Framework

Bug ID Description

35688363 Masking is not working in case screens

Log Viewer

Bug ID Description

33882580 OILM 81200: not displaying log files in UI after batch execution

35468494 ALM 8.1.2.2: unable to see logs for cash flow edits in UI / Blank view logger
screen

Metadata

Bug ID Description

35584468 OFSAA 8.1.2: "code validation failed" error when opening the Edit tab for random
OFSAA column in post load changes

Model Upload

Bug ID Description

33006519 Provision to resume model upload process in case of any issue during
AAI_DMM_METADATA population

35297030 The data model elements (table_name and column_name) to have more than 30
characters

36088684 Model upload is failing while altering composite PK

Chapter 1
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OJET Framework

Bug ID Description

36103723 Error message is displayed on accessing the preferences pop-up in
websphere setup

36098889 DMT mapping UI distortion

35856153 Action buttons are not working after adding the records

35851646 Acropalypse affected Oracle images need to be patched

35842235 CTR issues after applying the OFSAA fixes shared for ADP penetration
testing

35836455 All alerts are preloading before filter is applied upon entering alert viewer
screen

35748828 Unable to sort any column in any grid from inside a case

35719715 Duplicate involved parties are added when user click multiple times Save
button

35701355 VPAT issues reported in 8126 AML UI

35644568 Consolidate ECM 8124 LP issues

35639117 Clicking on Save button repeatedly saves the same involved party multiple
times

35638748 Date control (type 11) is not working when we enable through field chooser

35593306 Sorting is not working for number control

35463596 Inclusion of Tinymce library for rich text control as replacement to ckeditor

35450397 Customer detail screens are not loading via load balancer URL

35443990 HTTPS URL CTR search and list freezes

35400424 Consolidate ECM LP issues on 8123

33887435 BD812-OAT- error in structure in alert details page

33887376 BD812-OAT- error in structure in BD menu page

33885159 BD812-OAT- issue in structure and level/form in login page

33885098 BD812-OAT- issue in structure and level/form in alert search page

34995895 Data is not loading in any grid

35330434 Alignment issue in the UI

35153462 Exception while invoking GETOLDFINALQUERYSTRING method

35130536 Consolidate issues on AAI 8123

35101177 Parameter values not set when navigated from different page

35569465 Indonesian LP - narrative not displayed in related case history

Others

Bug ID Description

36103309 Records per page is 15 but only 13 are displayed in account list grid

35998422 CVE-2023-46604 APACHE ACTIVEMQ

35598249 Consolidated fixes for issues dependent on FCCM release

35320767 Adjustment screens are not loading after applying AAI April CPU on 812
and 8121 versions

35340701 Consolidated fixes for issues found on OFSAAI v8123 post library upgrade

35307360 Consolidated fixes for issues found on OFSAAI v8123

Chapter 1
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Process Modelling Framework

Bug ID Description

36098578 Rule type 2 and rule type 3 metadata is not listed in EST

35976900 Pipelineexecutor.sh does not trigger PMF run

35917230 CVE-2023-2976: GOOGLE GUAVA update to at least 32.0.0

35522397 Rest service JSON data gets altered after parameter resolving

35508660 When executing from wfexecexternal.sh by default going to resumererunabort

35831763 Right click should not be allowed in PMF screen

35386220 Execute API creates instance and does not send emails for notification/task

35335686 Execute API creates instance when wrong process ID is sent for execution

35268827 DT with stored procedure in run pipeline invoked from PMF sends extra
parameters

33482286 Build screens for kafka metadata maintenance

31953506 PMF when publishing to MDB should consider the composite key of process_id
and activity_id

Questionnaire

Bug ID Description

35249913 Not able to view questionnaire details from Evidence tab

34218468 Questionnaire is not working in websphere setup

35546987 Reflected cross site scripting vulnerability in OFSAA application

35660722 Issue in accessing the RFI response page in websphere setup

35258530 Unable to create questions in websphere setup

Security Management System

Bug ID Description

36068772 LDAP FIC server dependency removal for dashboard visibility

36067267 System for Cross-domain Identity Management (SCIM)

35999968 8124ML- security configurations to be verified in HTTPS protocol

35766879 8123 ADP: additional popups to be removed

35598502 User administration activity report issues

35526369 User - User group map details are not coming under user group authorization

35503834 8123 websphere setup - preference screen shown invalid request error page

35386191 UI mapping is not as expected for APIs authorize role group and authorize
domain group

35384601 Search issue on user maintenance screen

35278955 ESIC batch execution is failing with the LDAP users

35348384 The session not expired after the user password reset from different browsers

35330648 Search issue on user maintenance screen

36022263 Expression for data source exp should be changed to accommodate dot (''.") in
aai_validator_expression

Information Domain

Chapter 1
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Bug ID Description

35877027 Avoid creating AAI and some other related tables while creating infodom through
REST API

Unified Metadata Manager

Bug ID Description

Business Metadata Management
33248973 Client IP, Application server host, DB server host info captured in various

log files where as client IP commonly logged in UMM service log file for
BMM metadata

35883861 XSS protection in business processor

35282057 OFSAAI 8122: unable to view hierarchy info/mapping info in rule screen

Technical Metadata Management
36040107 DMT summary - unable to view records in summary

35676016 Data sources pages are accessible without having required function code

35488400 OJET - DMT data mapping description field shows invalid data

35254893 Unable to save PLC definition if there are any special character in the code

35085693 Internal error ORA-21500 with core dump file when T2T failed again after
patching 32743561

34763333 DMT - key not found displayed in DMT summary pages for pagination

34742267 DMT - invalid alert on change of load type with empty grid data in 81220

Workflow Framework

Bug ID Description

35045830 Timer use case has to be mentioned in PMF guide with the latest feature
(order) usage

Activity Registration Interface

35420401 OFSAAI 8122: unable to import custom workflow

1.5 Bugs Fixed and Enhancements in Previous Releases
Ported to This Release

The bugs fixed and enhancements in previous release versions that are ported to this
release.

Administration

Bug ID Description

35225801 Invalid login prompt message shows blank screen when logging with LDAP
user.

35790006 Request interception issues found in OFSAA application

35738081 Authentication fail when sending multiple request onboarding

35712097 Role function mappings and unmappings are not working as expected

Chapter 1
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Bug ID Description

35415589 User able to login simultaneously from different browsers or machine when
multilogin is disabled

Security Management
35225965 Encountering a dynamic value in the web request which is not generated by

the application server

35841755 Unable to receive email on batch failure

SQL Rule
36052282 SQL rules screen is opening and shortly re-directing to OFSAA login page

after 5 seconds

Advanced Analytics Infrastructure

Bug ID Description

Modeling
35569456 FP - while orchestrating process modelling framework process, adding

MFMODEL widgets does not display available models for selection

Big Data Option

Bug ID Description

34931160 FP- T2H is failing with communication link error

Security Model

33219596 FP - OFSAAI 8074 submit spark session with LIVY impersonate enabled as true

33219444 OFSAAI 8074 submit spark session with LIVY impersonate enabled as true

Data Entry Forms and Queries

Bug ID Description

Data Entry
35781404 No column values in excel file after exporting from advance search in data entry

form

OJET Framework

Bug ID Description

35997895 User access control to be handled in Forms framework API

35907174 Date control (type 11) is not working when we enable through field chooser

35884364 Few icons are missing in framework OJET CTR

35842397 All alerts are preloading before filter is applied upon entering alert viewer screen

35959786 Pagination is not working correctly in CTR search and list

35822269 Duplicate involved parties are added when user click multiple times Save button

35822242 Unable to sort any column in any grid from inside a case

35790469 Indonesian LP - narrative not displayed in related case history

35599570 Customer detail screens are not loading via load balancer URL

35735821 Masking is not working in case screens

Chapter 1
Bugs Fixed and Enhancements in Previous Releases Ported to This Release

1-13



Bug ID Description

35583543 Data is not loading in grid if servertime zone is set

35579101 Event details screen is broken after applying 81231 ECM and 81230 AAI patches

35577808 Selected language not getting saved in preferences screen

35577707 ECM 8124/8125 -relationship tab rich text control issue

35554188 Customer detail screens are not loading via load balancer URL

35489395 Handling of user access control to prevent unwanted usage

35368999 Optimization of data base queries to improve response time

Others

Bug ID Description

35841543 View event details not working in event details tab and pagination not
working in FFW grids

35583628 Adjustment screens are not loading after applying AAI April CPU on 812
and 8121 versions

Process Modelling Framework

Bug ID Description

36120983 Pipelineexecutor.sh does not trigger PMF run

35959478 Rest service execution rule headers are getting excluded partially in case
placeholders present

35644635 Email notifications were not received that are sent by the workflow

35342144 AAI_WF related table keep growing and make tablespace full

35335695 Execute API creates instance when wrong process ID is sent for execution

34981391 Process codes are getting system generated - should be user supplied

Rules Framework

Bug ID Description

35820880 APP_ID to be accepted as an argument for IPE task

35820773 Ability to pass additional parameters to a DT and T2T

Security Management System

Bug ID Description

35959889 8123 websphere setup - Preference screen shown invalid request error
page

35810866 Last login date is not reflecting in population report for some users of basel
II retail application

35808852 Users can view source of HTML pages with authentication bypass

35415197 The session not expired after the user password reset from different
browsers

Chapter 1
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System Configuration

Bug ID Description

Server Details

34717432 Excel upload fails with wrong password – FTP password did not get updated
when updated UI

Unified Metadata Manager

Bug ID Description

35356875 FP - mapper maintenance screen not loading in 8123 setup

Business Metadata Management

34261970 FP - unable to login the application while opening the dateset screens

32468944 FP- input validation of a parameter in IPEADMN page

Data Quality Group

35667774 Hive DQ for referential check not captured proper query in dq_audit_trail table

Technical Metadata Management

34728057 FP- T2T execution fails and generates core dump file randomly

33689923 FP-H2T load type with sqoop execution fails on 8074

35035212 BP- DMT backend executions failing in wallet enabled environment

Workflow Framework

Bug ID Description

Activity Registration Interface

35424535 PMF object migration failure
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