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External Scheduler Interface

External scheduler interface help you to execute the tasks using any Command line utility such
as cURL commands. You won't require the application interface to execute the tasks.

You can also integrate the Batches with external schedulers, using the external Scheduler
interface.

* Rest API Status Codes

 Execution API

¢ Execution Status API

e Interrupt API
 Restart API

e Rerun API

Rest API Status Codes

Refer to the following table for Rest API status codes and their descriptions.

Table 1-1 Status Codes

Status  Description

Code

0 Success

-1 Failure

-2 Interrupted

1 Not Started

2 Ongoing

3 Aborted

4 Excluded

5 Held

-3 Object does not exist

-4 Invalid arguments passed in request/not enough params in Request body
-5 Invalid request headers/request headers missing
-6 No executable job is present

-7 Job is already interrupted

-8 Job is not ongoing/aborted

Execution API

The Execution (POST) API triggers a batch or a batch group.
e HTTP Method - POST
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Chapter 1
Execution API

URL -/ Schedul er Servi ce/ rest-api/vl/external /trigger
Header Parameters

— ofs_tenant_id - Tenant ID of the Application

— ofs_service_id - Service ID of the Application

— ofs_workspace_id - Workspace ID of the Application. It is defaulted to “WS001” and
same should be passed each time.

— ofs_remote_user - Used ID of the user. This parameter should be mapped to
' BATCH_EXEC function.

— locale - locale in | anguageCode- count r yCode format. For example, en- US.

— Authorization: Bearer <token> - Access token required to authenticate the API. If this
token is not provided, 401 Unaut hori zed error is generated. For more information
about Bearer token, refer to Generate the Access Token.

Sample cURL Command

curl -i -H"ofs _service_id:<Service ID>" -H "ofs_renote_user:<User ID>" -H
"of s_tenant _id: <Tenant ID>" -H "ofs_workspace_id: Ws001" -H
"l ocal e:en-US" -H
"Content-Type: application/json" -H "Authorization: Bearer
<BEARER_TOKEN>" - X POST
<APPL| CATI ON_BASE PATH>/ <URL> -d ' <REQUEST JSON>'

Batch Execution API

Use the Execution API to trigger a batch.

Attributes

bat chNane - The unique batch code
bat chType - The object type. For Batch, the batch type should be setto rest.

dynani cPar anii st - List of run time parameters which should be overridden over actual
values for this trigger. This is an optional parameter.

excludedTasks and held task should be comma separated values

Request Body

{

"bat chName": "<BATCH CODE>",
"bat chType": "rest",

"excl udedTasks": "",

"hel dTasks": "",

"dynami cParanLi st":"{\"bat chParans\": {\ " $FI CM SDATES$\ ":\ " <M SDat e(yyyy- nm

dd)>\"},\ "t askRunt i mePar ans\ " : {\ " <TASK CODEL>\":{},\"<TASK CODE2>\":{}}}"

}

Sample Response Body
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Execution API

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

"severity": "info",
"summary": "Cbject triggered successfully with Run Id:
bat chl_deno_ext api 2023-12-06_1701839464230_1",
"bat chRunl d": "batchl_deno_ext api 2023-12-06_1701839464230_1",
"details": "Cbject triggered successfully.",
"status": "success",
"statusCode": "0"

Batch Group Execution API

Use the Execution API to trigger a batch group.

e Attributes
— bat chNane - The unique batch code.
— batchType - The object type. For Batchgroup, the batch type should be set to gr oup.

— dynam cParanLi st - List of run time parameters which should be overridden over
actual values for this trigger. This is an optional parameter.

— Exclude and held tasks should be comma separated values of batch code.

Request Body

{

"bat chName": " <BATCHGROUP CODE>",

"bat chType": "group",

"excl udedTasks": "",

"hel dTasks": "",

"dynani cParantist™: "[{\"batchNane\":\"<BATCH CODE1>\",\"bat chParans\":
{\"$FI CM SDATES$\ ": \ " <M SDat e(yyyy- mm dd) >\ "}, \ "t askRunt i mePar ans\ ": {\ " <TASK
CODE1>\": {},\"<TASK CODE2>\":{}}},

{\"bat chName\ ": \ " <BATCH_CODE2>\",\ "bat chPar ans\ ": {\ " $FI CM SDATE$
\":\"<M SDat e(yyyy-mmdd) >\ "}, \ "t askRunt i mePar ans\ ": {\ " <TASK_CODE1>\":
{},\"<TASK_CODE2>\":{}}}1"

}

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

{
"severity": "info",
"summary": "Cbject triggered successfully with Run Id:
bat chG oupl_deno_ext api 2023-12-06_ 1701840572429 1",
"bat chRunl d": "batchG oupl_denp_ext api 2023-12-06 1701840572429 1",
"details": "Chject triggered successfully.",
"status": "success",
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Execution Status API

"statusCode": "0"

Execution Status API

The Execution Status (POST) API provides the current run status of batch/batch group
execution.

HTTP Method - POST

URL -/ Schedul er Servi ce/ rest-api/vl/ external /status
Header Parameters

— ofs_tenant_id - Tenant ID of the Application.

— ofs_service_id - Service ID of the Application.

— ofs_workspace_id - Workspace ID of the Application. It is defaulted to “WS001” and
same should be passed each time.

— ofs_remote_user - Used ID of the user. This parameter should be mapped to
'BATCH_EXEC' function.

— locale - locale in languageCode-countryCode format. For example, en-US.

— Authorization: Bearer <token> - Access token required to authenticate the API. If this
token is not provided, 401 Unauthorized error is generated. For more information
about Bearer token, refer to Generate the Access Token.

Sample cURL Command

curl -i -H"ofs_service id:<Service ID>" -H "ofs _renmpte user:<User ID>" -H
"ofs_tenant _id:<Tenant ID>" -H "ofs_workspace id: Ws001" -H
"l ocal e:en-US" -H
"Content-Type: application/json" -H "Authorization: Bearer
<BEARER_TOKEN>" - X PCST
<APPLI| CATI ON_BASE PATH>/ <URL> -d ' <REQUEST JSON>'

Topics:

Batch Execution Status API

Batch Group Execution Status API

Batch Execution Status API

Use the Execution Status API to view the current run status of a batch execution.

Attributes

bat chRunl d - Execution ID generated while triggering the object and can be obtained in the
response of Execution API.

tasks - List of Task Codes. This is an optional parameter.

Request Body

{

"bat chRunl d": "<Batchrun_I D>",
}
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Execution Status API

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest API Status Codes.

"severity": "info",
"bat chRunl d": "BatchTEST1 2022-05-31 1653994545003 1",
"taskStatusList": |
{
"taskCode": "t1",
"taskStatus": "SUCCESSFUL",
"statusCode": "0"

"taskCode": "t5",
"taskStatus": "FAlILED',
"statusCode": "-1"
}

1

"bat chSt at usCode": "-1",

"batchList": [],

"patchStatus": "FAlILED",

"status": "success",
"statusCode": "0"

Batch Group Execution Status API

Use the Execution Status API to view the current run status of a batch group execution.
Use the Execution Status API to view the current run status of a batch group execution.
Attributes

e bat chRunl d - Execution Id generated while triggering the object and can be obtained in the
response of Execution API.

Request Body

{
"bat chRunl d": "<Batchrun_| D>"
}

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

{
"severity": "info",
"batchRunl d": "AbTest BG01_2023-01-27_1674798339245 1",
"bat chSt at usCode": "0",
"batchList": |

{
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"bat chRunl d";: "AbTest Bat ch002_2023-01-27 1674798339462 1",
"bat chSt at usCode": "0",
"bat chSt at us": " SUCCESSFUL"

b

{
"bat chRunl d"; "AbTest Bat ch003_2023-01-27 1674798339556 1",
"bat chSt at usCode": "0",
"bat chStat us": " SUCCESSFUL"

}

] Lt
"bat chStatus": "SUCCESSFUL",

"status": "success",
"statusCode": "0"

Interrupt AP

The Execution Status (POST) API Interrupts a batch/batch group execution.

¢ HTTP Method - POST
* URL -/ Schedul er Service/rest-api/vl/external /interrupt
* Header Parameters

— ofs_tenant_id - Tenant ID of the Application.

— ofs_service_id - Service ID of the Application.

— ofs_workspace_id - Workspace ID of the Application. It is defaulted to “WS001” and
same should be passed each time.

— ofs_remote_user - Used ID of the user. This parameter should be mapped to
'BATCH_EXEC' function.

— locale - locale in languageCode-countryCode format. For example, en-US.

— Authorization: Bearer <token> - Access token required to authenticate the API. If this
token is not provided, 401 Unauthorized error is generated. For more information
about Bearer token, refer to Generate the Access Token.

e Sample cURL Command

curl -i -H"ofs _service_ id:<Service ID>" -H "ofs _renmote user:<User ID>" -H
"ofs_tenant id:<Tenant ID>" -H "ofs_workspace_ id: W001" -H
"l ocal e:en-US" -H
"Content-Type: application/json" -H "Authorization: Bearer
<BEARER_TOKEN>" - X PCST
<APPLI| CATI ON_BASE PATH>/ <URL> -d ' <REQUEST JSON>'

Related Topics

e Batch Interrupt API
Use the Interrupt API to interrupt a batch execution.

e Batch Group Interrupt API
Use the Interrupt API to interrupt a batch group execution.
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Interrupt API

Batch Interrupt AP

Use the Interrupt API to interrupt a batch execution.
Attributes
e bat chName - The unique batch code

* batchRunl D - Execution ID generated while triggering the object and can be obtained in
the response of Execution API.

Request Body

{

"bat chName": "<Batch_code>",
"bat chRunl d": "<Batchrun_| D>"

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

{
"severity": "info",
"batchRunl d": "B2001_2022- 05-30_1653233511394 1",
"details": "Execution interrupted successfully.",
"stat usCode": "0",
"status": "success"

}

Batch Group Interrupt API

Use the Interrupt API to interrupt a batch group execution.
Attributes
e bat chName - The unique batch code

e batchRunl D - Execution ID generated while triggering the object and can be obtained in
the response of Execution API.

Request Body

{

"bat chName": "<Batchgroup_code>",
"bat chRunl d": "<Batchrun_I D>"

Sample Response Body
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Restart API

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

{
"severity": "info",
"bat chRunl d": "B2001 2022- 05-30 1653233511394 1",
"details": "Execution interrupted successfully.",
"statusCode": "0",
"status": "success"

}

Restart API

The Restart (POST) API restarts a batch/batch group execution.
e HTTP Method - POST

e URL -/Schedul erServicel/rest-api/vl/external /restart
* Header Parameters

— ofs_tenant_id - Tenant ID of the Application.

— ofs_service_id - Service ID of the Application.

— ofs_workspace_id - Workspace ID of the Application. It is defaulted to “WS001” and
same should be passed each time.

— ofs_remote_user - Used ID of the user. This parameter should be mapped to
'BATCH_EXEC' function.

— locale - locale in languageCode-countryCode format. For example, en-US.

— Authorization: Bearer <token> - Access token required to authenticate the API. If this
token is not provided, 401 Unauthorized error is generated. For more information
about Bearer token, refer to Generate the Access Token.

e Sample cURL Command

curl -i -H"ofs_service_id:<Service ID>" -H "ofs _renmote _user:<User ID>" -H
"ofs_tenant _id:<Tenant ID>" -H "ofs_workspace_ id: Ws001" -H

"l ocal e:en-US" -H
"Content-Type: application/json" -H "Authorization: Bearer

<BEARER TOKEN>" - X PCST
<APPLI CATI ON_BASE_PATH>/ <URL> -d ' <REQUEST_JSON>'

Related Topics

 Batch Restart API
Use the Restart API to restart a batch execution.

» Batch Group Restart API
Use the Restart API to restart a batch group execution.

Batch Restart API

Use the Restart API to restart a batch execution.

Attributes
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e bat chName - The unique batch code

e batchRunl D - Execution ID generated while triggering the object and can be obtained in
the response of Execution API.

Request Body

{

"bat chNane": "<Batch_code>",
"bat chRunl d": "<Batchrun_|I D>"

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

"severity": "info",

"summary": "Cbject triggered successfully for restart with Run Id:
B0001 2022-04-30_ 1651731208588 1",

"bat chRunl d"; "B0001 2022-04-30 1651731208588 1",

"details": "Cbject triggered successfully.",

"statusCode": "0",

"status": "success"

Batch Group Restart AP

Use the Restart API to restart a batch group execution.
Attributes
e bat chName - The unique batch code

e batchRunl D - Execution ID generated while triggering the object and can be obtained in
the response of Execution API.

Request Body

{

"bat chName": "<Bat chgroup_code>",
"bat chRunl d": "<Batchrun_I D>"

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

"severity": "info",
"summary”: "Cbject triggered successfully for restart with Run Id:
B0001_2022- 04-30_1651731208588_1",
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"bat chRunl d"; "B0001 2022-04-30 1651731208588 1",
"details": "Cbject triggered successfully."”,
"statusCode": "0",

"status": "success"

Rerun API

The Rerun (POST) API helps to rerun a batch/batch group execution.
e HTTP Method - POST

* URL -/ Schedul er Service/rest-api/vl/external /rerun
* Header Parameters

— ofs_tenant_id - Tenant ID of the Application.

— ofs_service_id - Service ID of the Application.

— ofs_workspace_id - Workspace ID of the Application. It is defaulted to “WS001” and
same should be passed each time.

— ofs_remote_user - Used ID of the user. This parameter should be mapped to
'BATCH_EXEC' function.

— locale - locale in languageCode-countryCode format. For example, en-US.

— Authorization: Bearer <token> - Access token required to authenticate the API. If this
token is not provided, 401 Unauthorized error is generated. For more information
about Bearer token, refer to Generate the Access Token.

e Sample cURL Command

curl -i -H"ofs_service_ id:<Service ID>" -H "ofs renmote user:<User ID>" -H
"ofs_tenant _id:<Tenant ID>" -H "ofs_workspace_ id: Ws001" -H
"l ocal e:en-US" -H
"Content-Type: application/json" -H "Authorization: Bearer
<BEARER_TOKEN>" - X PCST
<APPLI| CATI ON_BASE PATH>/ <URL> -d ' <REQUEST JSON>'

Related Topics

e Batch Rerun API
Use the Rerun API to rerun an existing batch execution.

e Batch Group Rerun API
Use the Rerun API to rerun an existing batch group execution.

Batch Rerun API

Use the Rerun API to rerun an existing batch execution.

Attributes
e bat chName - The unique batch code

e batchRunl D - Execution ID generated while triggering the object and can be obtained in
the response of Execution API.
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Rerun API

Request Body

{

"bat chNanme": "<Batch_code>",
"bat chRunl d": "<Batchrun_I D>"

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest AP| Status Codes.

Success Scenario: 200 OK

{

"severity": "info",

"sumary”: "Object triggered successfully for rerun with Run Id:
B2001_2022- 05- 30_1653223084727_1",

"bat chRunl d": "B2001_2022- 05- 30_1653223084727_1",

"details": "Object triggered successfully.",

"statusCode": "0",

"status": "success"

Batch Group Rerun API

Use the Rerun API to rerun an existing batch group execution.
Attributes
e bat chName - The unique batch code

e batchRunl D - Execution ID generated while triggering the object and can be obtained in
the response of Execution API.

Request Body

{

"bat chName": "<Bat chgroup_code>",
"bat chRunl d": "<Batchrun_| D>"

Sample Response Body

The following Response body is a sample for Success : 200 OK. For more information about
status code in the response body, refer to Rest API Status Codes.

Success Scenario: 200 K
{

"severity": "info",

"summary": "Cbject triggered successfully for rerun with Run Id:
B2001_2022- 05- 30_1653223084727_1",

"bat chRunl d": "B2001 2022- 05-30_ 1653223084727 1",

"details": "Cbject triggered successfully.",

"statusCode": "0",
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"status": "success"
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Authenticating for Token Generation

An Authentication token is required to invoke an API to generate the File Upload/Download
PAR URL. The Authentication Process for token generation, utilizes cURL Commands in a CLI
Tool to generate the access token and invoke REST APIs.

The Authentication Token is generated through the OAuth Client ID and Secret Credentials
created in IAM during Provisioning. The Authentication Token does not require that you log in
to the required Cloud Service to invoke the REST APIs from external applications.

Ensure that you have the appropriate log-in credentials to access the required Cloud Service
and the appropriate roles to perform specific operations using the APl Resources. Below is a
list of authentication steps, with subsequent sections offering detailed information:

Download application certificate
Get the OAuth Client ID and Client Secret

Generate the access token

Generate refresh token

a  w dN PR

Invoke API using the access token

Download the Application Certificate

The Application Certificate is required for verification purposes when you use cURL
commands.

You may choose not to download the certificate if you plan to turn off the cURL Certificate
Verification and use an insecure connection (if you add the - -i nsecur e Flag to the cURL
command).

To download the Application Certificate:

1. Log in to your Cloud service.

2. Click View site information/Verified by in the Browser URL Address Bar.
3. Select More information, to view the certificate.
4

Click View Certificate and then click PEM(cert) to download the certificate.

Get the OAuth Client ID and Client Secret

An OAuth Cliend ID and Client secret are required to generate an access token.

To get the OAuth Client ID and Client Secret:

1. Enter the Oracle Identity and Access Management (IAM) URL in the browser's Address
bar to access the Oracle Cloud Account Sign In page.

2. Login to IAM portal.
3. Click Navigation to view a list of available functions.

4. Select Oracle Cloud Services.
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Generate the Access Token

For more information, see Access Service Consoles from Administering Oracle Identity
Cloud Service.

5. From the Oracle Cloud Services, select the required Cloud Service (in
<Cloud_service_name> <tenant-id> format) from the list. For example, the cloud service
name - AMLCS tenant-prd

6. Click the Configuration tab.

The Client ID and Client Secret Details are displayed in the General Information section.
7. Copythedient IDandCient Secret.
8. Open a CLI Tool.

9. Proceed to generate the access token.

You can also get the OAuth client ID and client secret using Admin Console.

Generate the Access Token

Access token is required to invoke APl and you can generate an access token using cURL
commands.

To generate the Access Token, add the Client ID, Client Secret, User Name, and Password
using cURL Commands in the CLI Tool. You can use an insecure connection (if you add the - -
insecure /-k Fl ag to the cURL command). The following is an example:

curl -k -i -H"Authorization: Basic < Base64 Encoded
Quth Cred >" -H "Content-Type: application/x-ww-form
url encoded; char set =UTF- 8"
--request POST https://<iamtenant>; 443/ oaut h2/v1/token -d

"grant _type=password&scope=urn:opc:idm __nyscopes__+of fline_access&username=<u
seri d>&passwor d=<Passwor d>"

Sample Code

curl -k -i -H "Authorization: Basic

YWrpdGvzdGRI dj EmVDEt cHIKXOFQUEI EG QyYj JI YW/ LTYLOGEt NDgzYi LhMAY 2LTBI Yz UOMz BmYW
QMNQ==" -H "Content-Type: application/x-ww-formurlencoded;charset=UTF-8" --
request POST https://

i am Ocb0Oc2b3ba624af ca67467f d5eb9db49. i dentity. c9dev2. oc9gadev. com 443/

oaut h2/v1/token -d

"grant _type=password&scope=urn:opc:idm __nyscopes__+of fline_access&username=cn
eadm n&passwor d=Passwor d@2345"

After generating the Access Token, invoke the API as shown in the following section.

@ Note

The Access token expiry (in seconds) is configurable and can be set at the time of
generating the access token. In the preceding example, it is set to 3600 seconds ~ 1
hour. By default, the expiry is set to 3600 seconds ~ 1 hour. You can configure this to a
value of your choice up to a maximum value of 31536000 seconds ~ 1 year.
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The token is sent as a response. Store the token in a secure location.

Sample Access Token (Truncated example)

{"access_token":"eyJANXQ Uzl 1IN | 61 | F5azRt b3pl akhuQ JonVWnZXZUpVeVZr NHhUdWi6a
WYHSC1pV21xh1Ei LCIANXQ G JDRFhHYVI WZXI 3STVhQLI

DB_beORt wlaMkFYg8Ft 0VaK14wOvFGhgglCr 6G Nvbge YRGouwgJGaw', "t oken_t ype": " Bearer"
,"expires_in":3600,"refresh_t oken": " AgAgYj ALOGVI M Ji MAY2NGU3YWFkM2N) ZWNI OTc2M
Ni NDgl ABBnmzRHXpaHi | 2VBXkev FX-

i AAAAMVE9uQDo86eVWWI sw3k Yn80i X8qRJI2n7hMmVAh1d YOWy - ESu8WzdTBXCs nwHr 7A=="}

Generate the Refresh Token

Refresh tokens are used to generate access tokens for invoking APIs.

To generate a Access token using Refresh token, use the following Curl command. You can
use an insecure connection (if you add the - -i nsecur e / - k flag to the cURL command). The
following is an example:

curl -k -i -H "Authorization: Basic <base64Encoded clientid: secret>" -H
" Cont ent - Type:
appl i cation/ x-wwf or m ur | encoded; char set =UTF- 8" --request POST
https://<ldentityDomai nURL>/ caut h2/v1/token -d

"scope=urn:opc:idm ___nyscopes__&grant type=refresh_token&refresh_token=<refres
h_t oken>"

Sample Code

curl -k -i -H "Authorization: Basic

cWpMHBKLXBy ZF9BUFBJIRDpl Zj Fj MIVnizi 11 ZDBi LTQxNm t YTFmYyOwN hl YzMbNmxM2Y="" -H
"Content - Type: application/x-wwformurl encoded; charset =UTF-8" --
request POST
https://<ldentityDomai nURL>/ oaut h2/v1l/token -d

"scope=urn:opc:idm ___nyscopes__&grant type=refresh_tokené&refresh_token=AgAgYj A
10GVI M Ji MAY2NGU3YWFKM2Nj ZWNI OTc2M Ni NDgl ABBnZRHXpaHi | 2VBXkev FX-
i AAAAMVE9uQDo86eVWWi sw3k Yn80i X8qRJ2n7 hM.mvBh1d YWy - ESU8WYz dTBXOs nwHr 7A=="

Sample Refresh Token (Truncated example)

{"access_token":"eyJANXQ Uzl INi | 61 | F5azRt b3pl akhuQ JonVWInZXZUpVeVZr NHhUdWi6a
WHHSCLpV21xb1Ei LCIANXQ G JDRFhHYVI WZXI 3STVhQLI . . .

t oken_type": "Bearer","expires_in":3600,"refresh_token":"AgAgYj ALOGV M Ji MA¥2NG
U3YWFkM2N) ZWNI OTc2M Ni NDgl ABA4t 8V_dYVyc5l QuKezof TUAAAAMIT prKRhDW 3-
ej CreU8_Po5Bb95sr wUDDs5¢V1gT- x26t woAf p_f f MCi Egj qGeDNw=="}
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Invoke the API using the Access Token

After creating an access token using OAUth Client ID and Client secret, you can invoke the
Specific API.

To invoke the API using the generated Access Token, refer to the following example executed
using cURL Commands in the CLI Tool:

curl -iL -H "Authorization: Bearer <access token>" -H "Content-Type:
<content type>" -d "<request_body>" --cacert <certificate(.pem> -X
<http_verb> <api _url>

curl -iL -H"Authorization: Bearer <AUTH TOKEN>"

-H "Content-Type: application/json" -d "{\"type\":\"files\",\"data\":
[{\"fileName\":\"testtoken\" ,\"m neType\":\"text/plain\",\"fileSize\":

123}]}" --cacert outcert.pem-X POST https://<OCl - URL>/ <TENANT><APP_| D>/ dsa/
util s/ getQoj StorePar Ul
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