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About This Guide

This guide provides supporting information for the Oracle Financial Services Enterprise Case
Management Application Pack (OFS ECM) REST API Services.

Audience

This document is intended for users of OFS ECM. You must be able to utilize the API service
to populate events generated from an in-house application or any other third-party monitoring
system.

This guide assumes that the audience has technical and functional expertise in using and
working with REST APIs. This document does not teach REST concepts.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Resources

This section identifies additional documents related to OFS ECM. You can access from the
Documentation Library (OHC).

* Oracle Financial Services Enterprise Case Management Installation Guide
* Oracle Financial Services Enterprise Case Management User Guide

* Oracle Financial Services Enterprise Case Management Admin Guide

To find more information about Oracle Financial Services and our complete product line, visit
our Web site www.oracle.com/financialservices.

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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Overview

OFS ECM API offers services to populate events identified in your source systems into the
OFS ECM layer and services to allow the Behavior Detection Framework (BDF) to consume
trusted pair information present within ECM.

In transaction monitoring systems, events are generated using various scenarios through
batches. Then, the generated events are processed further, and cases are created. This whole
process takes time. There may be some outliers for which a case can be created or extended
to an existing case. This service helps users avoid the lengthier process of transaction
monitoring systems. Also, these API services help Analysts create ad-hoc events if they come
across any negative news on a customer or some other external incidents for an interested
party for further investigation.

Trusted Pair is the concept of reducing the number of false positive events by identifying
transactions between parties viewed as having a trusted relationship. The Trusted Pair AP will
allow full or filtered Trusted Pair data to be loaded to BDF based on inputs provided.

Event Suppression enables the automatic suppression of a particular entity's newly generated
alerts based on criteria such as highlight, scenario, and suppression rule begin and end date.
The Event Suppression API will allow full or filtered Suppression data to be loaded to BDF
based on inputs provided.

Process Flow
The following figure shows the process flow of how to use services.
The following table provides additional information and links to specific documentation for each

task in the flowchart.

Table 1-1 Task Details

]
Task Details and Documentation

Select and identify the service Select and identify the service which serves your
purpose from the list of services. For more
information, see Types of Services.

User Authentication Identify the ECM user to use the service. User
credentials must be set in the BASIC AUTH
HEADER of the service request.

Validate JSON with configuration Tables Compare the sample JSON with your required
configuration. If it matches, then it can be used.
Otherwise, it must be modified.

Perform respective changes in JSON or Identify the necessary columns and add missing

Configuration Table (if any) information to the configuration table as required.
The columns added must be mapped back to the
JSON. For more information, see Services.

Calling the Service The Service is called using any REST Client.

Types of Services

The following services are supported:

API Services Guide
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Create Event: This service saves the event generated in the source system to the
consolidation layer. The saved event is available for correlation when the next batch is
triggered.

Create Event and Promote to Case: This service creates a new case for the event
generated from the source system. For example, if an event is created for a customer in
the Customer Screening application, on triggering this service, a case is created for the
event on the ECM layer.\

Create Event and Extend to Existing Case: This service links a generated event to an
existing case mentioned in the service. For example, an event generated in AML, which is
related to another event for which a case is already created in ECM. On triggering this
service, the new event is added to the existing case.

Trusted Pairs - This service allows Behavior Detection Framework (BDF) to consume
trusted pair information present within ECM. This API will have non-mandatory inputs. If
these inputs are provided, they will be used to filter data. If these inputs are not provided,
full data will be loaded as JSON output.

Event Suppression - This service allows Oracle Financial Services Behavior Detection
(OFS BD) to consume Event Suppression information present within ECM. This API will
have non-mandatory inputs. If these inputs are provided, they will be used to filter data. If
these inputs are not provided, full data will be loaded as JSON output.

Create or Update Case Description - This service allows the Case Description to be added
or updated. Any change will lead to an update to the audit history.

Get ECM Case Status - This service will allow the determination of the current status of the
Case. The service will have a JSON input. It will accept the case ID for which the status
needs to be known.

Add Customer to Case — This service will allow customers to be added to an existing case.
All information about the customer will be added via the API. So, this is independent of
whether the customer exists in the business data.

Remove Customer from Case — This service will allow customers to be removed from an
existing case.

Add Account to Case - This service will allow accounts to be added to an existing case. All
information about the account will be added via the API. So, this can be independent of
whether the account exists in the business data.

Remove Account from Case - This service will allow accounts to be removed from an
existing ECM case.

Add External Entity to Case - This service will allow external Entities to be added to an
existing case. All information about the external Entity will be added via the API. So, this
can be independent of whether the external Entity exists in the business data.

Remove External Entity from Case - This service will allow removal of external Entities
from an existing case.

Add Transactions to a case - This service will allow addition of transactions to an existing
case. All information about the transaction will be added via the API. So, this can be
independent of whether the transaction exists in the business data.

Remove Transactions from a case - This service will allow removal of transactions from an
existing case. It will accept multiple case IDs and transactions information to be removed
from a case.

Update Event Risk Decision - This service will allow updating event risk decision for events
in existing ECM case. It will accept multiple case IDs and event information whose risk
decisions are to be updated for the case.
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* Add Narrative to a Case - This service will allow addition of Narratives to an existing case.
Only plain text will be captured. Formatting, images and screen shots will not be captured.
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Prerequisites

Before using the ECM API services, verify the following prerequisites.
1. ECM setup must be installed.
2. Appropriate User privileges to access the services.

3. Technical and functional knowledge to understand and execute the REST APIs and
configuration knowledge.

4. Knowledge of REST concepts, JSON, and browser-based REST client.

5. Prior knowledge of REST programming is required to understand the examples, samples,
scenarios, and reference sections.

6. Knowledge of the ECM Data model.

API Services Guide
G42155-01 September 1, 2025
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Configu

ring Tables

You must configure specific tables to populate and save events on the Consolidation and Case
layers. By configuring these tables, you will get the flexibility to select which data (such as
Evented Entity and Entity details) should be saved.

@® Note

This section applies only to the following API Services:

e Create Event

e Create Event and Promote to Case

e Create Event and Extend to Existing Case

Oracle clients can configure these tables before utilizing the API service. The following tables
must be configured:

FCC_RT_EVENT_ENTITY_TABLES

FCC _RT EVENT_ENTITY_ TABLES

FCC_RT _EVENT_ENTITY TABLES COL

FCC_RT EVENTTYPE PTC

FCC_RT EVENTTYPE_PTC_QUERIES

FCC_RT _EVNTTYP CORRELATION_MAP

FCC_CORRELATION_CASE TYPE_ MAP

The FCC_RT_EVENT_ENTITY_TABLES table stores entities that the service accepts. For
example, if this table has entries for only entities such as Account and Customer, then the API
service will accept only events generated which have a focus on Account and Customer.

Table 3-1 FCC_RT_EVENT_ENTITY_TABLES
e

Column Name

Description

N_ENTITY_TYPE_ID

Entity Type unique ID.

V_ENTITY_TYPE

Entity type name. It should be the same as what is
sent in the JSON. For example, Customer,
Account, and so on.

V_EVENTED_TABLE_NAME

Name of the entity evented table where evented
data is stored.

V_ENTITY_TABLE_NAME

Name of the corresponding CA business table
name. For example, FCC_CUST.

V_ENTITY_LOOK_UP_TABLE_NAME

Name of the entity lookup table.
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Table 3-1 (Cont.) FCC_RT_EVENT_ENTITY_TABLES

_________________________________________________________________________________|
Column Name Description

IS LOOK_UP_PER_REQD Determines if the entity details are required to copy
to the entity lookup table. You can set this to Y or
N. If flag is Y, then it will update the corresponding
entity lookup tables. If you are adding a new entity
and this flag is Y, then it will check the newly added
entity in the lookup table and will not update it in
the table if it is a duplicate.

IS_ENTI_PER_REQD Determines if the entity details are required to copy
to the entity table. You can set this to Y or N. If this
flag is N, then entity information at the time of event
generation will not be updated to the corresponding
entity tables.

IS_EVENT_PER_REQD Determines if the entity details are required to copy
to the event table. That is, you can choose in which
table data is to be populated. You can set thisto Y
or N. If this flag is N, then entity information at time
of event generation will not be updated to the
corresponding event tables.

V_LOOKUP_SEQUENCE_NAME Sequence name to SKey generation of the lookup.
This is required if lookup persistence is required.
You can find the sequence from the Sequences
(CM_CUST_SEQ) option on the left panel of the
database.

FCC_RT_EVENT_ENTITY_TABLES_COL

The following table maps the lookup, evented, and business entity information required to be
captured for the respective entities, that is, the columns of the lookup, evented, and business
entities that are required on the JSON. The mapping must match the data accepted in the
relevant entity tables.

Table 3-2 FCC_RT_EVENT_ENTITY_TABLES_COL
|

Column Name Description

N_ENTITY_TYPE_ID Sequence ID of the entity. It must be the same as
defined in the FCC_RT_EVENT_ENTITY_TABLES
table.

V_TABLE_NAME Table name for the entity which is given in the
FCC_RT_EVENT_ENTITY_TABLES table.

V_COL_BUSINESS_NAME Business name of the entity attribute.

V_COL_NAME Column name of the entity attribute.

V_DATA_TYPE Data type of the entity attribute.

V_COL_TYPE Column type of the entity attribute.

V_IS_SURROG_KEY Defines the surrogate key.

FCC_RT_EVENTTYPE_PTC

The following table maps the case type and corresponding T2T query IDs that must be
triggered during case creation or case extension. These queries are triggered only if the
service triggered is required to create or extend a case.

API Services Guide
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Table 3-3 FCC_RT_EVENTTYPE_PTC
]

Column Name Description

V_CASE_TYPE The type of the case. For example, AML_DD

N_SEQUENCE Order in which the queries should run for the
corresponding case type.

V_T2T_CODE Code name of the corresponding T2T query.

FCC_RT_EVENTTYPE_PTC_QUERIES

The following table stores T2T queries against corresponding T2T codes. Queries are
triggered on a case service call, but only the queries mapped to the case type for which the
event is triggered will be called.

Table 3-4 FCC_RT_EVENTTYPE_PTC_QUERIES
]

Column Name Description
V_T2T_CODE Code name of the corresponding T2T query.
C_T2T_QUERY T2T query which populates data to the ECM tables.

FCC_RT_EVNTTYP_CORRELATION_MAP

The following table maps the event type to the correlation rule, so the case generated through
the service will be of case type (AML_SURYV, CS_SAN, and so on) to which the correlation rule
is mapped. For example, Correlation rule 1 is mapped to case type AML_SURV. If the
ingesting AML event has to generate a case type of AML_SURYV, the entry must be passed in
this table mapping event type and correlation rule.

Table 3-5 FCC_RT_EVNTTYP_CORRELATION_MAP
]

Column Name Description
N_EVENT_TYPE The type of event used for correlation.
N_CORRELATION_RULE_SKEY This is the correlation rule unique Identification

number. The value of
N_CORRELATION_RULE_SKEY column (rule
number) should be the same as defined in the
FCC_CORRELATION_RULE table.

FCC_CORRELATION_CASE _TYPE_MAP

The following table maps the correlation rule with the case type, so cases created through this
correlation rule will be all of the given case type. For more information on how to design the
case type, see Oracle Financial Services Enterprise Case Management Admin Guide.

Table 3-6 FCC_CORRELATION_CASE_TYPE_MAP

______________________________________________________________________________|]
Column Name Description

V_CASE_TYPE This is the type of case.
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Use Cases for Configuring Tables

Table 3-6 (Cont.) FCC_CORRELATION_CASE_TYPE_MAP

Column Name Description

N_CORRELATION_RULE_SKEY This is the correlation rule unigue Identification
number. The value of
N_CORRELATION_RULE_SKEY column (rule
number) should be same as defined in the
FCC_CORRELATION_RULE table.

3.1 Use Cases for Configuring Tables

You can use the following scenarios to understand the services. Before modifying the JSON,
you must configure the tables with appropriate values.

® Note
This section applies only to the following API Services:
* Create Event
* Create Event and Promote to Case

» Create Event and Extend to Existing Case

Adding an Entity and Adding Persistence to an Entity use cases explain how to add a new
entity in FCC_RT_EVENT_ENTITY_TABLES.

Adding an Entity, Adding Persistence to an Entity, and Adding PTC for Entity use cases
explain how to use the Create Event service.

Adding an Entity, Adding Persistence to an Entity, Adding PTC for Entity, and Adding an Event
Type to Correlation Map use cases explain how to create Event and Attach to Existing Case.

Adding an Event Type to Correlation Map use case explains how to map an event type to
correlation rule.

Adding an Entity
To add an entity, follow these steps:
1. Add a new entry inthe FCC_RT_EVENT_ENTITY_TABLES table, as shown in the

following table:

Table 3-7 FCC_RT_EVENT_ENTITY_TABLES

L |
N_ENTITY_ V_ENTITY_ V_EVENTE V_ENTITY_ V_ENTITY_ IS LOOK_ IS ENTI P IS EVENT_ Column

TYPE.ID TYPE D TABLE_ TABLE_NA LOOK UP_ UP_PER_ R ER REQD PER REQ Name
NAME ME TABLE_NA EQD D V_LOOKU
ME P_SEQUEN
CE_NAME
102 ECM_CUST FCC_CUST FCC_CUST FCC_CUST Y Y Y 3
OMER _EVNT OMER_
LOOKUP
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Oracle recommends setting the flag to Y for the IS_LOOK_UP_PER_REQD and
IS EVENT_PER_REQD columns. The V_ENTITY_TABLE_NAME table names must be
the same as mentioned in the backend ECM data model.

2. Add the evented details in the FCC_RT_EVENT_ENTITY_TABLES COL table for the
newly added entity, as shown in the following table:

Table 3-8 FCC_RT_EVENT_ENTITY_TABLES_CO

L]
N_ENTITY_ V_TABLE_ V_COL BU V_COL NA V_DATA_TY V. COL TY V_IS SURR

TYPE_ID  NAME SINESS_NA ME PE PE OG_KEY
ME
102 FCC_CUST custld CUST_INTR CHAR 3
_EVNT L_ID

Here, the entry in the V_TABLE_NAME column must be the same as either the
V_EVENTED_TABLE_NAME,V_ENTITY_TABLE_NAME, or
V_ENTITY_LOOK_UP_TABLE_NAME column of the FCC_RT_EVENT_ENTITY_TABLES
table.

Adding Persistence to an Entity
Forthe FCC_RT_EVENT_ENTITY_TABLES table, the following scenarios are possible:

e Ifthe IS_LOOK_UP_PER_REQD, IS_ENTI_PER_REQD, and IS_EVENT_PER_REQD
columns are set to Y, then the corresponding Entity and Event tables will be populated
after lookup as shown in the following table.

Table 3-9 Adding Persistence to an Entity 1

L |
N_ENTITY_ V_ENTITY_ V_EVENTE V _ENTITY_ V_ENTITY_ IS LOOK_ IS ENTI P IS EVENT_ Column

TYPE_ID TYPE D_TABLE_ TABLE_NA LOOK UP_ UP_PER_ R ER REQD PER REQ Name
NAME ME TABLE_NA EQD D V_LOOKU
ME P_SEQUEN
CE_NAME
102 ECM_CUST FCC_CUST FCC_CUST FCC_CUST Y Y Y B
OMER _EVNT OMER_
LOOKUP

e Ifthe IS LOOK UP_PER_REQD and IS EVENT_PER_REQD columns are set to Y, then
the corresponding Event tables will be populated after lookup. If the IS ENTI_PER_REQD
column is set to N, then the Ul may not display the correct data as shown in the following
table.

Table 3-10 Adding Persistence to an Entity 2

.
N_ENTITY_ V_ENTITY_ V_EVENTE V_ENTITY_ V_ENTITY_ IS LOOK_ IS _ENTI_ P IS _EVENT_ Column

TYPEID TYPE D_TABLE_ TABLE_.NA LOOK UP_ UP_PER_.R ER_REQD PER REQ Name
NAME ME TABLE_NA EQD D V_LOOKU
ME P_SEQUEN
CE_NAME
102 ECM_CUST FCC_CUST FCC_CUST FCC_CUST Y N Y B
OMER _EVNT OMER_
LOOKUP
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Adding PTC for Entity
To add PTC for an entity, add a new entry in the FCC_RT_EVENTTYPE_PTC table.

Before adding the entries in the FCC_RT_EVENTTYPE_PTC table, populate the
FCC_RT_EVENT_ENTITY_TABLES and FCC_RT_EVENT_ENTITY_TABLES_COL tables.

When a case type is added, the corresponding KDD_CASE tables will be populated. The
following table shows how to add new entries:

Table 3-11 Adding PTC for Entity
]

V_CASE_TYPE N_SEQUENCE V_T2T_CODE

AML_DD 1 t2t KDD_CASE_ACCOUNTS

AML_DD 2 t2t KDD_CASE_CUSTOMERS

AML_DD 3 t2t KDD_CASE_INSTN_MASTE
R

AML_DD 4 t2t KDD_CASE_CLIENT_BANK

AML_DD 5 t2t KDD_CASE_EXTERNAL_EN
TITY

Adding an Event Type to Correlation Map

To add an event type to the correlation map, add a new entry in the
FCC_RT_EVNTTYP_CORRELATION_MAP table, as shown in the following table.

Table 3-12 Adding an Event Type to Correlation Map

I EEEEEEEEEEE———
N_CORRELATION_RULE_SKEY V_EVENT_TYPE

12 AML_SURV
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Services

4.1 Create Event

This service saves the event generated in the source system to the consolidation layer. The
saved event will be available for correlation when the next batch is triggered.

The following topics explain how to configure and use the Create Events in JSON.
e HTTP Link

e Service Type
« Request Parameters

* Request JSON Sample

e Response Parameters

* Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/CVRest Service/ Real Ti neCaseCreati onServi ce/
saveEvents

Service Type
The service type is POST.

Request Parameters

The following table describes the details of the parameters.

Table 4-1 Request Parameters
]

First Level Second Level Third Level Details

events - - This accepts basic
information of the Event.

events eventCode - This accepts event ID
information.

events eventScore - This accepts information

about the event score.

events dataOrigin - This accepts information
about the Data Origin of
the event. It stores the
source system from
where data is extracted.

API Services Guide
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Table 4-1 (Cont.) Request Parameters

Chapter 4
Create Event

First Level Second Level Third Level

Details

events jurisdictionCode -

This accepts information
about the Jurisdiction
code of the event. It
represents geographic or
legal entity monitoring or
data restrictions.

events businessDomain -

This accepts information
about the Business
Domain of the event.
Business Domain
represents the
operational data
restrictions (that is,
potential Chinese walls
between business units).

events type -

This accepts information
about the 'Type' of the
event. For example,
AML, KYC, and so on.

events priority -

This accepts information
about the 'Priority’ of the
event. It is the Priority of
the Event and the risk it
poses to a customer or
an institution. low,
medium, high.

events scenarioClass -

This accepts information
about the 'Scenario
Class' of the event. For
example, ML, FR, and so
on.

events comments -

This accepts the
additional comments
provided, which are
related to the generated
Event, and details of the
event or assignment that
led to the creation of an
external event that is
formatted for display.

events entities -

This is a second-level
tag under JSON. It
accepts basic
information-related event
and entity mapping.

API Services Guide
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First Level

Second Level

Third Level

Details

events

entities

entityCode

This accepts the entity
code of the entity. It is
the Entity identifier on
whom the event is
generated from the
external system. It can
be alphanumeric.For
Example, Customer
identifier, Account
identifier on whom the
event is generated.

events

entities

entityType

This accepts the entity
type of the entity. For
example, Account,
Customer, Employee,
External_Entity, and
Household.

events

entities

entityTypeCode

This accepts the entity
type code of the entity.

events

entities

entityName

This accepts the name
of the entity.

events

entities

focusFlag

This accepts whether the
entity is the Primary
Focus of the event or
not. List of Values are Y
or N. Only one entity of
an event will have the
value of Y. All others will
have N.

events

entities

actld

This accepts the account
internal ID of the
Account.

events

entities

genericEntityInformation

This accepts the generic
entity information in the
form of a JSON value.
Note that a generic
entity can never be a
focal entity. Hence, there
must be some other
entity also specified in
the entity array, which is
the focal entity for the
event. For more
samples, see Supported
JSON Structures for
Generic Event
Information.

events

details

This is a second-level
tag under JSON. It
accepts additional
details related to the
event.

events

details

reason

This accepts event
highlights.

API Services Guide
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]

First Level Second Level Third Level Details

events details scenarioName This accepts the event
scenarioName.

events bindings bindingName This accepts the event
binding name.

events bindings bindingActualValu e This accepts the actual
binding value.

events bindings bindingBaseValue This accepts the binding
base value.

events bindings bindingType This accepts the binding
type.

Request JSON Sample

This section contains a request JISON sample for creating events. The entries in this sample
are only for reference purposes.

{

"events": [{

"event Code": "09875456",

"event Score": "",

"dataCrigin": "DLY",
“jurisdictionCode": "AMEA",
"busi nessDomai n": "c",

"type": "AML_SURV",

“priority": "",

"scenarioCl ass": "AML",
"coments": "",

"entities": [{

"entityCode": "XXXACFTNEXTENAC- 123007",
"entityType": "ACCOUNT",
"entityTypeCode": "ECM ACCOUNT",
"entityNane": "BARRY",
“focusFlag": "Y",

"actld": " XXXACFTNEXTENAC- 123007"
}s

{

"genericEntitylnformation": {
"Customer Details": {
"VictimNane": "ABC XYZ',
"VictimSSN': "123-12-1234",

"Phone Number": "123-123-1234"
}

Enterprise Custoner Conplaint": {
"Was a conplaint filed": "No"

b
“I'ncident Details": {

“I'ncident Type": "Fradul ent Transaction",
"Account Type": "Consumer",

“Market": "Southwest Minbai"

}

API Services Guide
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}

H,

“details": [{

"reason": "I NR2000 Suspi ci ous

Transaction to Terror Qutfits",
"scenari oNane": "User Defined
Event "

H,

“bi ndings": [{

" bi ndi ngName":

"Ef fectv_Risk_Lvl",

"bi ndi ngAct ual Val ue": "50",
"bi ndi ngBaseVal ue": "5",

"bi ndi ngType": ""

1]

H,

"entities": [{

"entityCode": "XXXACFTNEXTENAC- 123007",

"entityType": "ACCOUNT",
“jurisdiction": "AMEA",
“entityTypeCode": "ECM ACCOUNT",
"entityNane": "BARRY",

"actld": "XXXACFTNEXTENAC- 123007",
“dataCrigin": "DLY",

"accNane": "BARRY",

"types": "SAV',

“registration": "IND',

"owner Type": "",

"status": "A",

"branch": "BRANCH 001",
"taxCode": "N',

“househol dG oupl d": "",

“pi meBroker": "N',

"taxld": "T",

“firmd"; "MANTAS",

"l egal Entity": "BGMC_ACCT_001",

"statusEffective": "31-12-2014 00: 00: 00",
"lastActivity": "30-11-2015 00: 00: 00",

"openData": "31-12-2014 00:00: 00",
"closeDate": ""

1
}

® Note

Chapter 4
Create Event

From Oracle Financial Services Enterprise Case Management Release 8.1.2.2.0,
capture of Generic information about entities such as Customer, Account and External
entity are supported as part of Event Creation. See Sample JSONSs for Sample

JSONSs.

Response Parameters

The following table describes the details of the response parameters.

Copyright © 2015, 2025, Oracle and/or its affiliates.
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Table 4-2 Response Parameters
]

First Level Details

Message Displays the message of service execution.
Status Displays the status as Success or Fail.

Event Id(s) Displays all Event IDs that were passed in the

request JSON. Will show multiple event IDs if more
than one was passed in input JSON.

Response JSON Sample

This section contains a response JSON sample for creating events. The entries in this sample
are only for reference purposes.

{

"MESSAGE": "Events are saved successfully.",
" STATUS": " SUCCESS",
"Event Id(s)": "09875456"

}

4.2 Create Event and Promote to Case

API Services Guide

G42155-01

This service creates a new case for the event generated from the source system. For example,
if an event is created for a customer in the Customer Screening application, on triggering this
service, a case is created for the event on the ECM layer.

The defaulted priority for the cases created through the Real Time Case Creation service will
be Low. The system will not determine the priority of the cases created through the service
based on the Case Priority configuration.

Due date is updated when a case is created using a real-time API.

The following topics explain how to configure and use the Create Event and Promote to Case
service in JSON:

e HTTP Link

e Service Type
¢ Request Parameters

¢ Request JSON Sample

e Response Parameters

« Response JSON Sample

HTTP Link

http:// <Application URL>/restapi/CMRest Servi ce/ Real Ti neCaseCreati onServi ce/
saveEvent sAndPr onot eToCase

Service Type
The service type is POST.

September 1, 2025
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Request Parameters

The following table describes the details of the parameters.

Table 4-3 Create Event and Promote to Case - Request

Chapter 4

Create Event and Promote to Case

First Level

Second Level

Third Level

Details

events

This accepts basic
information about the
Event.

events

eventCode

This accepts event ID
information.

events

eventScore

This accepts information
about the event score.

events

dataOrigin

This accepts information
about the Data Origin of
the event. It stores the
source system from
where data is extracted.

events

jurisdictionCode

This accepts information
about the Jurisdiction
code of the event. It
represents geographic or
legal entity monitoring or
data restrictions.

events

businessDomain

This accepts information
about the Business
Domain of the event.
Business Domain
represents the
Customer’s operational
data restrictions (that is,
potential Chinese walls
between business units).

events

type

This accepts information
about the "Type' of the
event. For example,
AML, KYC, and so on.

events

priority

This accepts information
about the 'Priority' of the
event. It is the Priority of
the Event and the risk it
poses to a customer or
an institution. List of
values: Low Medium
High

events

scenarioClass

This accepts information
about the 'Scenario
Class' of the event. For
example, ML, FR, and so
on.

September 1, 2025
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Table 4-3 (Cont.) Create Event and Promote to Case - Request

First Level Second Level Third Level

Details

events comments -

This accepts the
additional comments
provided, which are
related to the generated
Event, and details of the
event or assignment that
led to the creation of an
external event that is
formatted for display.

events entities -

This is a second-level
tag under JSON. It
accepts basic
information-related event
and entity mapping.

events entities entityCode

This accepts the entity
code of the entity. It is
the Entity identifier on
whom the event is
generated from the
external system. It can
be alphanumeric. For
Example, The Customer
identifier or Account
identifier on whom the
event is generated.

events entities entityType

This accepts the entity
type of the entity. For
Example, Account,
Customer, Employee,
External_ Entity, and
Household.

events entities entityTypeCode

This accepts the entity
type code of the entity.

events entities entityName

This accepts the name
of the entity.

events entities focusFlag

This accepts whether the
entity is the Primary
Focus of the event or
not. List of Values are Y
or N. Only one entity of
an event will have the
value of Y. All others will
have N.

events entities actld

This accepts the account
internal ID of the
Account.

API Services Guide
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Table 4-3 (Cont.) Create Event and Promote to Case - Request

First Level

Second Level

Third Level

Details

events

entities

genericEntitylnformation

This accepts the generic
entity information in the
form of a JSON value.
Note that a generic
entity can never be a
focal entity. Hence, there
must be some other
entity also specified in
the entities array which
is the focal entity for the
event. For more
samples, see Supported
JSON Structures for
Generic Event
Information

events

details

This is a second-level
tag under JSON. It
accepts additional
details related to the
event.

events

details

reason

This accepts event
highlights.

events

details

scenarioName

This accepts the event
scenarioName.

events

bindings

bindingName

This accepts the event
binding name.

events

bindings

bindingActualValue

This accepts the actual
binding value.

events

bindings

bindingBaseValue

This accepts the binding
base value.

events

bindings

bindingType

This accepts the binding
type.

casePriority

This accepts the priority
of the case.

To configure the case title, see the Configuring Case Title for Case Creation (Create Event and
Promote to Case) API section in OFS ECM Administration and Configuration Guide 8.1.2.7.0.

Request JSON Sample

This section contains a request JSON sample for creating an event and promoting to case:.
The entries in this sample are only for reference purposes.

{

"events": [{

"event Code":

“event Score": "",
"dataOrigin": "DLY",

"655867843",

"jurisdictionCode": "AVEA",

"busi nessDonai n": "a
"type": "AML_SURV",
“priority": "",

Copyright © 2015, 2025, Oracle and/or its affiliates.
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"scenarioC ass": "AM.",
"comments": "",

"entities": [{

"entityCode": "1412",
"entityType": "CLIENT_BANK",
“entityTypeCode":

"ECM CLI ENT_BANK",

"entityNane": "JADEJ",
“focusFlag": "Y',

"act1d": "XXXACFTNEXTENAC- 123007"

}
{

"generi cEntitylnformation": {
"Customer Details": {
"VictimNane": "ABC XYZ",
"VictimSSN': "123-12-1234",
"Phone Nunber": "123-123-1234"
b,

"Enterprise Custoner
Conmplaint": {

"Was a conplaint filed?": "No"

}1
“I'ncident Details": {

“I'ncident Type": "Fradul ent Transaction",

"Account Type": "Consumer",
“Market": "Southwest Minbai"
}
}

H,
“details": [{

“reason": "INR7890 TEST - CORRESPONDENT BANK",

"scenarioNanme": "User Defined
Event"

13

H,

"entities": [{

"entityCode": "1412",
"entityType": "CLIENT_BANK",
"entityTypeCode": "ECM CLI ENT_BANK",
"entityNane": "JADEJ",
"instld": "HSINDI-001",
"inst TypeCd": "BIC',
“dataCrigin": "DLY",

"city": "',

“country": "",

"post al Code": "",

"state": ,

"address": "",

"instituteCountry": "",

"instituteName": "JADEJ",
“largelnstitution": "N',

"sel flnstitution": "N

oA

"skey": "1412",

"entityType": "CLIENT_BANK",
“entityTypeCode": "ECM CLI ENT_BANK SEC',

Copyright © 2015, 2025, Oracle and/or its affiliates.
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"dataCriginCh": "DLY",
"cbEf ct vRi skNb": "0",
"cbListSrcCd": "",
"cbMat chTx": "",
"busUnitCd": "",

"acct MgrNmi': """,

"l ast Act Date": "31-12-2014 00:00: 00",
"cbLi st Ri skNb": "0",
“cbMat chTypecd": "",
"instSeqld": "102",
“jurisdiction": "AMEA",

"busList": "a"
3
"casePriority":"H gh"
}
@ Note

From Oracle Financial Services Enterprise Case Management Release 8.1.2.2.0,
capture of Generic information about entities such as Customer, Account and External
entity are supported as part of Event Creation. See Sample JSONSs for Sample
JSON:Ss.

Response Parameters

The following table describes the details of the response parameters.

Table 4-4 Create Event and Promote to Case - Request Parameters
|

First Level Details

Caseld Displays the case ID.

Message Displays the message of service execution.
Status Displays the status as Success or Fail.

Event 1d(s) Displays all Event IDs that were passed in the

request JSON. Will show multiple event IDs if more
than one was passed in input JSON.

CaseType Displays the type of case.

Response JSON Sample

This section contains a response JSON sample for creating an event and promoting to case.
The entries in this sample are only for reference purposes.

{

"caseld": "CA354",

"message": "Events are saved successfully and promoted to case ",
"status": " SUCCESS',

"Event ld(s)": "655867843",

"caseType": "AM__SURV"

}

September 1, 2025
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4.3 Create Event and Extend to Existing Case
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This service links a generated event to an existing case mentioned in the service.

For example, an event generated in AML that is related to another event for which a case is
already created in ECM. On triggering this service, the new event will be added to the existing
case.

The following topics explain how to configure and use the Create Event and attach it to an
existing Case service in JSON:

e HTTP Link

e Service Type
e Request Parameters

¢ Request JSON Sample

¢ Response Parameters

« Response JSON Sample

HTTP Link

http:// <Application URL>restapi/CMRest Servi ce/ Real Ti meCaseCreati onServi ce/
saveEvent sAndExt endToCase

Service Type

The service type is POST.
Request Parameters

The following table describes the details of the parameters.

Table 4-5 Create Event and Extend to Existing Case - Request Parameters
|

First Level Second Level Third Level Details

events - - This accepts basic
information about the
Event.

events eventCode - This accepts event ID
information.

events eventScore - This accepts information

about the event score.

events dataOrigin - This accepts information
about the Data Origin of
the event. It stores the
source system from
where data is extracted.

events jurisdictionCode - This accepts information
about the Jurisdiction
code of the event. It
represents geographic or
legal entity monitoring or
data restrictions.

September 1, 2025
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Table 4-5 (Cont.) Create Event and Extend to Existing Case - Request Parameters

First Level Second Level

Third Level

Details

events businessDomain

This accepts information
about the Business
Domain of the event.
Business Domain
represents the
Customer’s operational
data restrictions (that is,
potential Chinese walls
between business units).

events type

This accepts information
about the "Type' of the
event. For example,
AML, KYC, and so on.

events priority

This accepts information
about the 'Priority’ of the
event. It is the Priority of
the Event and the risk it
poses to a customer or
an institution. List of
values: Low Medium
High

events scenarioClass

This accepts information
about the 'Scenario
Class' of the event. For
example, ML, FR, and so
on.

events comments

This accepts the
additional comments
provided, which are
related to the generated
Event, and details of the
event or assignment that
led to the creation of an
external event that is
formatted for display.

events entities

This is a second-level
tag under JSON. It
accepts basic
information-related event
and entity mapping.

events entities

entityCode

This accepts the entity
code of the entity. It is
the Entity identifier on
whom the event is
generated from the
external system. It can
be alphanumeric. For
Example, The Customer
identifier or Account
identifier on whom the
event is generated.

API Services Guide
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Table 4-5 (Cont.) Create Event and Extend to Existing Case - Request Parameters

First Level

Second Level

Third Level

Details

events

entities

entityType

This accepts the entity
type of the entity. For
Example, Account,
Customer, Employee,
External_ Entity, and
Household.

events

entities

entityTypeCode

This accepts the entity
type code of the entity.

events

entities

entityName

This accepts the name
of the entity.

events

entities

focusFlag

This accepts whether the
entity is the Primary
Focus of the event or
not. List of Values are Y
or N. Only one entity of
an event will have the
value of Y. All others will
have N.

events

entities

actld

This accepts the account
internal ID of the
Account.

events

entities

genericEntitylnformation

This accepts the generic
entity information in the
form of a JSON value.
Note that a generic
entity can never be a
focal entity. Hence, there
must be some other
entity also specified in
the entities array which
is the focal entity for the
event. For more
samples, see Supported
JSON Structures for
Generic Event
Information

events

details

This is a second-level
tag under JSON. It
accepts additional
details related to the
event.

events

details

reason

This accepts event
highlights.

events

details

scenarioName

This accepts the event
scenarioName.

events

bindings

bindingName

This accepts the event
binding name.

events

bindings

bindingActualValue

This accepts the actual
binding value.

events

bindings

bindingBaseValue

This accepts the binding
base value.

events

bindings

bindingType

This accepts the binding
type.

API Services Guide
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Request JSON Sample

Chapter 4

Create Event and Extend to Existing Case

This section contains a request JISON sample for creating an event and attaching to case. The

entries in this sample are only for reference purposes.

{
{

"events": [{

"event Code": "999979",

"event Score": "",
"dataCrigin": "DLY",
"jurisdictionCode": "AMEA",
"busi nessDomai n": "c",

“type": "AM",

“priority": "",

"scenarioCl ass": "AWM",
"coments": "",

"entities": [{

“entityCode": "ACDPGIOTACTAC 010",
"entityType": "ACCOUNT",
"entityTypeCode": "ECM ACCOUNT",
“entityNane": "ELEVENTH',
“focusFlag": "Y',

"actld": "ACDPGIOTACTAC- 010"
{

"genericEntitylnformation": {
"Bank Details": [{

"Nane": "HHHH',

"Year": 1988,

"Founder": " ABC XYZ",
"Departnents": [{

“"Nang": "Credit",

"Start Year": "1989",

"Enpl oyees": [{
“Nanme": " XXX",
"City": "Bangal ore"
b Ao

“Name": " XXX',
“City": "Jaipur"
1

¥

{

“Nane": "Debit",
"Start Year": "1989",
"Enpl oyees": [{
“Name": " XXX",
"City": "Bangal ore"
b A

“Name": " XXX",
"City": "Kandy"

1

}

]

¥

{

Copyright © 2015, 2025, Oracle and/or its affiliates.
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“Nanme": "II1I1",
"Year": 1992,
"Founder": "ABC XYZ",
"Departnents": [{
"Nane": "Credit",
"“Start Year": "1993",
"Enpl oyees": [{

“Nanme": "XXX",
"City": "Mmbai"
b Ao

“Nanme": "XXX",
"City": "Delhi"
}

3

{

"Name": "Debit",

"Start Year": "1993",

"Enpl oyees": [{

"Nanme": " XXX",

“City": "Sydney"

b A

"Nanme": "XXX",

"“City": "Col onmbo"

1

}

]

}

]

}

H,

“details": [{

“reason": "INR2000 Suspicious Transaction to Terror Qutfits",
“scenarioName": "User Defined Event"
H,

"bindings": [{

"bi ndi ngName": "Effectv_Risk_Lvl",
"bi ndi ngAct ual Val ue": "50",

"bi ndi ngBaseVal ue": "5",

“bi ndi ngType": ""

1

H,

"entities": [{

"entityCode": "ACDPGIOTACTAC- 010",
"entityType": "ACCOUNT",
“entityTypeCode": "ECM ACCOUNT",
"entityNane": "ELEVENTH',

"actld": "ACDPGTOTACTAC- 010",
“dataCrigin": "DLY",

"accNane": "ELEVENTH',

"types": "INV',

“registration": "IND',

"owner Type": "RPT",
“jurisdiction": "AMEA",

"status": "A",

"branch": "BRANCH 001",

"taxCode": "N',

API Services Guide
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“househol dG oupl d": " HHSAMPLEOO",
“pi meBroker": "N',

"taxld": "S",

“firmd": "",

"l egal Entity": "BGVC ACCT_001",
"statusEffective": "31-12-2014 00: 00
“lastActivity": "",

"openData": "31-12-2014 00:00: 00",
"cl oseDate": ""

"events":|[

{

"event Code": " 153803908863599",
"event Score":"",
“dataCrigin":"DLY",
“jurisdictionCode":"AVEA",

"busi nessDomai n":"c",
"type":"AML",

“priority":"",

"scenarioC ass":"AM.",
"commrents":"",

"entities":|

{

“entityCode": " CUHRTHRCPHH 002",
"entityType": " CUSTOMER',
“entityTypeCode": " ECM CUSTOVER',
"entityNane": " ANDREW ELEVENTH',

“jurisdiction" :"AMEA",

“focusFlag":"Y",

“cust1d": " CUHRTHRCPHH 002"
}

1,

“details":[

{

“reason": "ffjfjgghgkkkkhhhk",
"scenarioNanme": "User Defined Event"

}

}

1,

"entities":|

{

“entityCode": " CUHRTHRCPHH 002",
"entityType":" CUSTOMER',
“entityTypeCode": " ECM CUSTOVER',
"entityNane": " ANDREW ELEVENTH',
“jurisdiction" :"AMEA",

“cust 1 d": " CUHRTHRCPHH 002",
“dataCrigin":"DLY",

"cust oner Nane" : " ANDREW ELEVENTH" ,
"cust omer Type":" | ND",

"taxl D": " TAXHRTHRCPHH 002",

"l egal Struct Code": " GOV,

"aliasName":"",

“i ncomeRange":"",
“industry":"Us",

“publ i cConpany":"",

Copyright © 2015, 2025, Oracle and/or its affiliates.
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"est NetWrth":"1182552",
“atmDai lyLimt":null,

"est Anual | ncone": " 168936",
"added": " 31-12-2014 00: 00: 00",
“incorporationDate":"",
"custonerstatus": "A",
"effectiverisk": "2",

"busdonmin": "a
}

] il
"casel D': "CA115"

}

® Note

From Oracle Financial Services Enterprise Case Management Release 8.1.2.2.0,
capture of Generic information about entities such as Customer, Account and External
entity are supported as part of Event Creation. See Sample JSONSs for Sample
JSON:Ss.

Response Parameters

The following table describes the details of the response parameters.

Table 4-6 Create Event and Extend to Existing Case - Response Parameters Request

Parameters
______________________________________________________________________________________________|]

First Level Details

Message Displays the message of service execution.

Status Displays the status as Success or Fail.

Event Id(s) Displays all Event IDs that were passed in the
request JSON. Will show multiple event IDs if more
than one was passed in input JSON.

CaseType Displays the type of case.

Response JSON Sample

This section contains a response JSON sample for creating an event and attaching to case.
The entries in this sample are only for reference purposes.

{

"message”: "Events are saved successfully and pronoted to case ",
"status": "SUCCESS',

"Event ld(s)": "999979",

"caseType": "AM._SURV"

}

4.4 Trusted Pairs

This service allows Behavior Detection Framework (BDF) to consume trusted pair information
present within ECM.
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Chapter 4
Trusted Pairs

This API will have non-mandatory inputs. If these inputs are provided, they will be used to filter
data. If these inputs are not provided full data will be loaded as JSON output.

The following topics explain how to configure and use the Trusted Pair information:
e HTTP Link

e Service Type
« Request Parameters/Non-Mandatory Inputs

¢ Request JSON Sample

¢ Response Parameters

¢ Response JSON Sample

HTTP Link

http://<ApplicationURL>/rest-api/ CMRest Servi ce/ Trust edPai r sLi st Rest Ser vi ce/
get Trust edPai r sLi st

Service Type

The service type is POST.

Request Parameters and Non-Mandatory Inputs

The following table describes the details of the parameters.

Table 4-7 Trusted Pairs - Request Parameters/Non-Mandatory Inputs

|
First Level Details

From and To Date DD/MM/YYYY is the Expected Date format. This
will be filtered against the Created date of the
Trusted pair.

Jurisdiction This is filtered against the party Jurisdiction. A
Trusted Pair Record will be retrieved if it matches
the Jurisdiction of any one of the parties present in
a Trusted pair record.

Business Domain This is filtered against the party Business domain.
A Trusted Pair Record will be retrieved if it matches
the Business Domain of any one of the parties
present in a Trusted pair record.

Request JSON Sample

This section contains a request JSON sample to get Trusted Pair information. The entries in
this sample are only for reference purposes..

{

“donmmi n" :"adc",
“jurisdiction" : "AMEA IND',
“fromDate": "08/02/2022",
"toDate":"17/02/2022"

}

Response Parameters

The following table describes the details of the response parameters.

September 1, 2025
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@® Note

The API response is in a String format.

Table 4-8 Trusted Pairs - Response Parameters

Chapter 4
Trusted Pairs

Business Name

API Response Data

Element

Description

Data Type and Length

Trusted pair Code

tpCode

For ECM created
Trusted Pairs, this is the
same as Trusted pair
Seq(running seq). This
column is added to
support the Third party
Trusted pairs in the
future.

String (100)

Trusted pair Sequence
ID

tpSeqld

Displays Running
Sequence

Number (10)

Trusted Pair Created ID

tpCreateld

Displays ID of the user
who requested the Trust.
It is a number.

Number (10)

Trusted Pair Created
Date

tpCreateDate

Displays Date on which
Trust request happened

Date

Expiration Date

tpExprnDate

Displays the Expiration
date of the Trust record

Date

Status Code

tpStatusCode

Displays out-of-box
statuses present in
FCC_TP_STATUS table
in ECM. But the client
can configure their own
statuses. F_ACTIVE_FL
denotes the Statuses in
which a Trust record is
Active. F_SHARED_FL
denotes the statuses of
Trust Records, which will
be moved to BD.

Event Code

tpEventCode

Displays the Event Code
for which they identified
the parties from
transactions

Number (22)

Case ID

tpCaseld

Displays the case id
which was used to
create the trusted pair

String (15)

Trusted pair Member
Sequence ID

tpMbrSeqld

Displays Running
Sequence

Number (10)

Partyl Sequence tpMbrParty1Se q In case of External Entity String (30)
External Entity
Sequence will be
passed. Else " will be
passed.
Partyl ID tpMbrParty1ld Displays External Entity  String (50)

ID/Account ID

September 1, 2025
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Table 4-8 (Cont.) Trusted Pairs - Response Parameters
]

Business Name API Response Data Description Data Type and Length
Element
Partyl ID type tpMbrParty1Ty peCd Displays Internal String (20)

Account (one of 1A, GL)
and External Entity(one
of XA, CC, CO, DL, GM,
GP, LE, MC, ND, NR, PP,
SS, TX, AR, OT, IBAN)

Partyl Name tpMbrPartyIN m Displays External Entity/ String (350)
Account Name

Partyl Risk tpMbrParty1Ri skNb Displays External Entity/ Number (3)
Account Risk

Partyl Jurisdiction tpMbrParty1Jr sdcnCd  Displays Jurisdiction of  String (5)
External Entity /Account

Partyl Business domain tpMbrPartylB usDmn Displays Business String (65)
domain of External
Entity /Account

Party2 Sequence tpMbrParty2S eq In case of External Entity String (30)

External Entity
Sequence will be

passed. Else " will be
passed.

Party2 ID tpMbrParty2Id Displays External Entity ~ String (50)
ID/Account ID

Party2 ID type tpMbrParty2T ypeCd Displays Internal String (20)

Account (one of 1A,GL)
and External Entity (one
of
XA,CC,CO,DL,GM,GP.L
E,MC,ND,NR,PP,SS,TX,

AR,OT,IB AN)

Party2 Name tpMbrParty2N m Displays External Entity/ String (350)
Account Name

Party2 Risk tpMbrParty2Ri skNb Displays External Entity / Number (3)
Account Risk

Party2 Jurisdiction tpMbrParty2Jr sdcnCd Displays Jurisdiction of  String (5)
External Entity /Account

Party2 Business domain tpMbrParty2B usDmn Displays Business String (65)
domain of External
Entity /Account

Direction tpDirnCd Out of box displays String (7)
values SEND, RECEIVE,
BOTH

Last Modified by tpReviewerld Displays Reviewer ID. It Number (10)
is a number.

Last Modified date tpReviewDate Displays Review Date Date

Last Comment tpReviewComment Displays Review Reason String (2500)

API Services Guide
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Response JSON Sample

This section contains a response JSON sample to get Trusted Pair information.

this sample are only for reference purposes.

{

"t pCode": "101",

"tpSeqld": "101",

"tpCreateld": "10008",

"tpCreateDate": "2022-02-17 15:11:20",
"t pExprnDate": "2022-08-18 18:29:59",
"t pSt at usCode": "TPAPP",

"t pEvent Code": "4450, 4468",

"tpCasel d": "CA125",

"t pMor Seql d": "101",

“tpMorPartylSeq": " ",
"tpMorPartylld": "ACRMLACACTRSTAC- 01",
"t pMorPartyI1Nni': "SAPNA GOBA",

"t pMorPartylTypeCd": "IA",

"t pMorPartylRi skNo": "9",

"t pMorPartylJrsdenCd": "AMVEA',

"t pMor Partyl1BusDm": "d",

"t pMorParty2Seq": "100157",
"tpMorParty2ld": "ACRMFALACTRSTAC 01X',
“tpMorParty2Nmt'; " ",

"t pMor Party2TypeCd": "XA",

"t pMor Party2Ri skNo": "0",

"t pMor Party2JrsdenCd": "AVEA",

"t pMor Party2BusDm": "a",

"tpDirnCd": "SEND',

"t pRevi ewer I d": "10004",

"t pRevi ewDat e": "2022-02-18 07:40: 54",
"t pRevi ewComment ": "Test Comments"

}

4.5 Event Suppression

This service allows Behavior Detection Framework (BDF) to consume Event Suppression

API Services Guide

G42155-01

information present within ECM.

Chapter 4
Event Suppression

The entries in

This API will have non-mandatory inputs. If these inputs are provided, they will be used to filter

data. If these inputs are not provided, full data will be loaded as JSON output.

The following topics explain how to configure and use the Event Suppression information:

e HTTP Link

e Service Type
« Request Parameters/Non-Mandatory Inputs

¢ Request JSON Sample

¢ Response Parameters

« Response JSON Sample
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HTTP Link

http://<ApplicationURL>/rest-api/ CMRest Servi ce/ Supr essi onLi st Rest Servi ce/
get Suppr essi onRul esLi st

Service Type

The service type is POST.

Request Parameters and Non-Mandatory Inputs

The following table describes the details of the parameters.

Table 4-9 Event Suppression - Request Parameters/Non-Mandatory Inputs

]
First Level Details

From and To Date DD/MM/YYYY is the Expected Date format. This
will be filtered against the Created date of the
Suppression Rule.

Jurisdiction This is filtered against the party Jurisdiction. A
Suppression Record will be retrieved if it matches
the Jurisdiction of any of the parties present in a
Suppression record.

Business Domain This is filtered against the party Business domain.
A Suppression Record will be retrievedif it matches
the Business Domain of any one of the parties
present in a Suppression record.

Request JSON Sample
This section contains a request JSON sample to get Event Suppression information. The
entries in this sample are only for reference purposes..

{

"donmi n" :"abc",
"jurisdiction" : "AMEA IND',
“fronDate": "03/05/2022",
"toDate":"07/05/2022"

}

Response Parameters

The following table describes the details of the response parameters.

@ Note

The API response is in a String format.
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Table 4-10 Event Suppression- Response Parameters

Chapter 4
Event Suppression

Business Name

APl Response Data

Element

Description

Data Type and Length

Suppression Code

supCode

For ECM created

Suppression rules, this is

the same as
Suppression rule Seq
(running seq). This
column is added to
support Third-party
Suppression rules in
future

String (100)

Suppression Sequence
ID

supSeqld

Displays Running
Sequence

Number (10)

Suppression Created ID

supCreateld

Displays ID of the user
who requested the
Suppression rule. It is a
number

Number (10)

Suppression Created
Date

supCreateDate

Displays the date on
which the Suppression
rule request was
created.

Date

Suppression Effective
Date

supEffectiveDate

Displays the Effective
date of the Suppression
rule record.

Date

Suppression Expiration
Date

supExprnDate

Displays the Expiration
date of the Suppression
rule record

Date

Suppression Status
Code

supStatus-Code

Displays out-of-box
statuses resent in
FCC_SUP_STATUS
table in ECM. But the
client can configure their
own statuses.
F_ACTIVE_FL denotes
the Statuses in which we
say a Suppression rule
is Active.
F_SHARED_FL denotes
the statuses of the
Suppression rule, which
will be moved to BD.

Event Code

supEventCode

Displays the Event Code
of the event, which was
selected, and the
Suppression request
was made

Number (22)

Case ID

supCaseld

Displays the case id
which was used to
create the Suppression
request

String (15)

Scenario Skey

supScenarioSkey

Displays the Scenario
Skey of the Event
selected

Number (10)

API Services Guide
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Table 4-10 (Cont.) Event Suppression- Response Parameters

Business Name

APl Response Data
Element

Description

Chapter 4

Event Suppression

Data Type and Length

Scenario Original Skey

supScenarioOrigSkey

Displays the Scenario
Original Skey fetched
from
FCC_SCENARIO_MAS
TER table using the
Scenario Skey of the
Event.

Number (22)

Entity Type

supEntity Type

Displays the focus Type
of the Event selected.

Varchar2(50)

Centricity Code

supCentricityCd

Displays the Centricity
ID from kdd_centricity
table using the Focus

Type of Event

Number (10)

Entity Sequence Id

supEntitySeq

In the case of External
Entity/Address focus
type, External Entity
Sequence/Address
Sequence will be passed
respectively. Else " will
be passed.

Varchar2(30)

Entity Id

supEntityld

In Case of Client bank,
we pass
instn_id_type_cd || /' ||
institution_cd else the
Focus Entity ID will be
passed.

Varchar2(50)

Jurisdiction

supJrsdenCd

Displays Jurisdiction of
Event selected

String (5)

Business domain

supBusDmn

Displays Business
domain of Event
selected

String (65)

Last Modified by

supReviewerld

Displays the Reviewer
ID. It is a number.

Number (10)

Last Modified date

supReviewDate

This can be considered
as the Review Date

Date

Last Comment

supReviewComment

This can be considered
as the Review Reason.

String (2500)

Binding Name

supBindgNm

Refers to the Binding
Name of the Event
selected.

String (40)

Binding Value

supBindgValueTx

Refers to the Binding
Value of the Event
selected.

String (2000)

Operator Code

supOprtrCode

Refers to the
Comparison operator
used in the Suppression
Condition.

String (30)

Binding Description

supBindgDescTx

Refers to the Binding
Description of the Event
selected.

String (40)
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Response JSON Sample

This section contains a response JSON sample to get Event Suppression information. The
entries in this sample are only for reference purposes.

{

"supCode": "160",

"supSeqld": "160",

"supCreateld": "10008",

"supCreateDate": "2022-05-07 07:10:57",
"supEffectiveDate": "2022-05-17 08:43: 30",
"supExprnDate": "2022-02-17 23:59: 59",
"supSt at usCode": " SUPEXP",

"supEvent Code": "4458",

"supCasel d": "CA135",

"supScenari oSkey": "220",

"supScenari oOrigSkey": "117350037",
"supEntityType": "EXTERNAL_ENTI TY",
"supCentricityCd": "113000011",
"supEntitySeq": "100249",

"supEntityld": "405",

"supJrsdcnCd": " AMEA",

"supBusDm": "a",

"supRevi ewerld"; "1",

"supRevi ewDat e": "2022-05-19 10: 29: 27",
"supRevi ewComment ": "Expiring Suppression Rule as Expiration date reached",
"supBi ndgNnt': "Trusted Trans_Prctg",

"supBi ndgVal ueTx": "1",

"supQprtrCode": ">",

"supBi ndgDescTx": "% Trans w Trusted Pairs"

}

4.6 Create or Update Case Description

API Services Guide

G42155-01

This service allows the Case Description to be added or updated. Any change will lead to an
update to the audit history.

e HTTP Link

e Service Type
 Request Parameters

 Request JSON Sample

¢ Response Parameters

 Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECMService/ CaseManagenent Servi ce/
updat eCaseDescri ption

Service Type
The service type is POST.
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Request Parameters

The following table describes the details of the parameters.

Table 4-11 Create Event and Extend to Existing Case - Request Parameters
]

First Level Details

caseld This accepts the case internal identifier.

caseDescription This accepts information about the description of
the case.

Request JSON Sample

This section contains a request JISON sample for creating or updating case description. The
API will accept the case id for which the description needs to be updated and the case
description. The entries in this sample are only for reference purposes.

{
"caseld": "CA100",

"caseDescription": "This case was created because of suspicious events
reported on the custoner."

}

Response Parameters
The following table describes the details of the response parameters for a JSON Sample when
case description is updated successfully.

Table 4-12 Parameter Details
]

First Level Details
Message Displays the response message from the API.
Status Displays the status of the API call whether it was

successful or failed. In case of success, it will be
represented by SUCCESS, and in case of failure it
will be represented by FAILED

caseld Displays the case internal identifier on which the
APl was called.

Response JSON Sample

This section contains a response JSON sample for when case description is updated
successfully. Refer to Improvements in Real Time Event Creation APIs for additional Response
JSON samples. The entries in this sample are only for reference purposes.

{
"MESSAGE": "Case description updated successfully.",

"STATUS": " SUCCESS",
"casel d": "CA100"

}
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4.7 Get ECM Case Status

This service allows the determination of the current status of the Case.
The following topics explain how to get ECM case status.
e HTTP Link

e Service Type
¢ Request Parameters

¢ Request JSON Sample

e Response Parameters

e Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECVService/ CaseManagenent Servi ce/
get CaseStat usDetail s

Service Type

The service type is POST.

Request Parameters

The following table describes the details of the parameters.

Table 4-13 Request Parameter Details

|
First Level Details

caseld This accepts the case internal identifier.

Request JSON Sample

This section contains a request JISON sample to accept the case ID for which the status need
to be known. The entries in this sample are only for reference purposes.

[
{
"casel d": "CA100"
}
]

Response Parameters

The following table describes the details of the response parameters for a JSON Sample when
case description is updated successfully.
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Chapter 4
Get ECM Case Status

First Level

Second Level

Details

MESSAGE

Displays the response message
from the API.

STATUS

Displays the status of the API call
whether it was successful or
failed. In case of success, it will
be represented by SUCCESS
and in case of failure it will be
represented by FAILED.

RESPONSEARRAY

MESSAGE

Displays the response message
for the Individual Case.

RESPONSEARRAY

STATUS

Displays the status of the API call
for the Individual case whether it
was successful or failed. In case
of success, it will be represented
by SUCCESS and in case of
failure it will be represented by
FAILED.

RESPONSEARRAY

caseld

Displays the case internal
identifier on which the APl was
called.

RESPONSEARRAY

caseStatusCode

Displays the current Status code
of the case.

RESPONSEARRAY

caseStatusName

Displays the current Status Name
of the case.

RESPONSEARRAY

caseStatusDateTime

Displays the time at which the
current status of the case was
set.

RESPONSEARRAY

caseClosedFlag

Indicates if the case is in a closed
status.

Response JSON Sample

This section contains a response JSON sample for when ECM case status is successfully

fetched. Refer to Improvements in Real Time Event Creation APIs for additional Response
JSON samples. The entries in this sample are only for reference purposes.

{

"MESSAGE": "Case Status fetch Successful .",

" STATUS": " SUCCESS",
" RESULTARRAY": [

{

"MESSAGE": "Case status fetch successful.",

" STATUS": " SUCCESS",
"caseld": "CA100",

"caseSt at usCode": "I NV',

"caseStat usName": "lnvestigation”,

"caseSt at usDat eTi me":
"cased osedFl ag": "N'

}
]
}
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4.8 Add Customer to Case
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This service will allow customers to be added to an existing case.

The following topics explain how to add Customers to an existing Case.

e HTTP Link
e Service Type

¢ Request Parameters

¢ Request JSON Sample

¢ Response Parameters

« Response JSON Sample

HTTP Link

Chapter 4
Add Customer to Case

http:// <Application URL>/rest-api/ECVServi cel CaseManagenent Servi ce/ addCust oner

Service Type

The service type is POST.

Request Parameters

The following table describes the details of the parameters.

Table 4-15 Request Parameter Details

First Level

Second Level

Third Level

Details

caseld

This accepts the case
internal identifier.

customers

customerld

This accepts the
customer internal
identifier.

customers

businessAdd

This identifies whether
customer addition needs
to be done from
business or not. Y states
customer needs to be
added from business. N
states customer needs
to be manually added.

customers

customerTypeCode

This accepts the
customer type code
value.

customers

firstName

This accepts the
customer’s first name.

customers

middleName

This accepts the
customer’s middle name.

customers

lastName

This accepts the
customer’s last name.

customers

customerOrganizationNa
me

This accepts the
customer organization
name.
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Table 4-15 (Cont.) Request Parameter Details

First Level

Second Level

Third Level

Chapter 4
Add Customer to Case

Details

customers

taxldFormatCode

This accepts the
customer tax identifier
format code value.

customers

tax!d

This accepts the
customer tax identifier.

customers

dateOfBirth

This accepts the
customer date of birth.
This needs to be
specified in ISO format
YYYY-MM-DD.

customers

genderCode

This accepts the
customer gender code
value.

customers

maritalStatusCode

This accepts the
customer marital status
code value.

customers

jurisdictionCode

This accepts the
customer jurisdiction
code value.

customers

businessDomainCode

This accepts the
customer business
domain code value.

customers

primaryCitizenshipCode

This accepts the
customer primary
citizenship country code
value.

customers

secondaryCitizenshipCo
de

This accepts the
customer secondary
citizenship country code
value.

customers

legalStructure

This accepts the
customer legal structure.

customers

residenceCode

This accepts the
customer residence
country code value.

customers

addedOn

This accepts the
customer added date
time. This needs to be
specified in ISO format
YYYY-MM-DD
HH24:MM:SS.

customers

citizenshipStatus

This accepts the
customer citizenship
status.

customers

estimatedNetWorth

This accepts the
customer estimated net
worth.

customers

estimatedAnnuallncome

This accepts the
customer estimated
annual income.
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Chapter 4
Add Customer to Case

First Level

Second Level Third Level

Details

customers

estimatedLiquidNetWort -
h

This accepts the
customer estimated
liquid net worth.

customers

sourceOfWealth -

This accepts the
customer source of
wealth.

customers

creditRating -

This accepts the
customer credit rating.

customers

creditRatingSource -

This accepts the
customer credit rating
source.

customers

creditScore -

This accepts the
customer credit score.

customers

assetsOutsideOfUSCod -
e

This identifies if
customer has assets
outside of US. Y states
customer has assets
outside of US and N
states customer does
not have assets outside
of US.

customers

isEmployeeCode -

This identifies if
customer is an employee
or not. Y states customer
is an employee and N
states customer is not an
employee.

customers

worksForFinanciallnstitut -
ionCode

This identifies if
customer works for
financial institution or
not. Y states customer
works for financial
institution and N states
customer does not works
for financial institution.

customers

employer -

This accepts the
customer employer.

customers

isBrokerDealerCode -

This identifies if
customer is a Broker/
Dealer or not. Y states
customer is a Broker/
Dealer and N states
customer is not a Broker/
Dealer.

customers

occupationCode -

This accepts the
customer occupation
code value.

customers

customerStatusCode -

This accepts the
customer status code
value.
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Table 4-15 (Cont.) Request Parameter Details

Chapter 4
Add Customer to Case

First Level

Second Level

Third Level

Details

customers

pepFlagCode

This identifies if
customer is a
PEP(Politically Exposed
Person) or not. Y states
customer is a PEP
(Politically Exposed
Person) and N states
customer is not a PEP
(Politically Exposed
Person).

customers

effectiveRisk

This accepts the
customer effective risk
value.

customers

businessRisk

This accepts the
customer business risk
value.

customers

listRisk

This accepts the
customer list risk value.

customers

geoRisk

This accepts the
customer geography risk
value.

customers

kycRisk

This accepts the
customer KYC risk
value.

customers

addresses

addressLinel

This accepts the address
linel for customer
address.

customers

addresses

addressLine2

This accepts the address
line2 for customer
address.

customers

addresses

addressLine3

This accepts the address
line3 for customer
address.

customers

addresses

addressLine4

This accepts the address
line4 for customer
address.

customers

addresses

addressLine5

This accepts the address
lineb for customer
address.

customers

addresses

addressLine6

This accepts the address
line6 for customer
address.

customers

addresses

city

This accepts the city for
customer address.

customers

addresses

state

This accepts the state
for customer address.

customers

addresses

postalCode

This accepts the postal
code for customer
address.

customers

addresses

countryCode

This accepts the country
code value for customer
address.
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Chapter 4
Add Customer to Case

First Level

Second Level

Third Level

Details

customers

addresses

regionName

This accepts the region
name for customer
address.

customers

addresses

addressUsageCode

This accepts the usage
code value for customer
address.

customers

phones

phoneNumber

This accepts the
customer phone number.

customers

phones

extensionNumber

This accepts the
extension number for
customer phone number.

customers

phones

phoneUsageCode

This accepts the usage
code value for customer
phone number.

customers

emails

emailld

This accepts the
customer email address.

customers

accounts

accountld

This accepts the
customer account
identifier.

customers

accounts

accountRoleCode

This accepts the role
code value for the
customer account.

customers

onlineAccounts

onlineAccountld

This accepts the
customer online account
identifier.

customers

onlineAccounts

onlineAccountUserld

This accepts the
customer online account
user identifier.

customers

onlineAccounts

accountld

This accepts the
customer account
identifier for the
customer online account.

customers

onlineAccounts

relationshipDate

This accepts the
relationship date time for
the customer online
account. This needs to
be specified in ISO
format YYYY-MM-DD
HH24:MM:SS.

customers

anticipatoryProfiles

profileMetricCode

This accepts the profile
metric code value for the
customer anticipatory
profile.

customers

anticipatoryProfiles

averageTransactionAm
ount

This accepts the average
transaction amount for
the customer
anticipatory profile.

customers

anticipatoryProfiles

debitOrCreditCode

This accepts the Debit/
Credit code value for the
customer anticipatory
profile.
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First Level Second Level

Third Level

Details

customers

anticipatoryProfiles

totalAmount

This accepts the total
amount for the customer
anticipatory profile.

customers

anticipatoryProfiles

periodTypeCode

This accepts the period
type code value for the
customer anticipatory
profile.

customers

anticipatoryProfiles

sourceOfFundCountry
Code

This accepts the source
of fund country code
value for the customer
anticipatory profile.

customers

anticipatoryProfiles

averageTransactionCoun
t

This accepts the average
transaction count for the
customer anticipatory
profile.

customers

anticipatoryProfiles

sourceOfFundInstitutionl
d

This accepts the source
of fund institution
identifier for the
customer anticipatory
profile.

customers

genericlnformation

This accepts generic
information about the
customer.

Request JSON Sample

This section contains a request JSON sample to add customers to a case. It will accept
multiple caselds and customer information to be added to the case. The entries in this sample

are only for reference purposes.

[

{
"casel d": "CA100",

“customers": [

{

“custonerld": "CUST123",

"busi nessAdd": "N',

“cust omer TypeCode": "IND',
“firstName": "Rahul ",

“m ddl eName": "Sharad",

"l ast Nane": "Dravid",

"cust omer Or gani zat i onName": " ABC',
"t axl dFor mat Code": "S",

"taxld": "TX123",

"dateCfBirth": "1990-12-01",
"gender Code": "A",

“marital StatusCode": "M,
“jurisdictionCode": "AMEA",

"busi nessDomai nCode": "A",
“primryCtizenshi pCode": "WK",
"secondaryCitizenshi pCode": "IND",
“legal Structure": "TRU',
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"resi denceCode": "UK",

"addedOn": "2012-12-01 10: 30: 00",
“citizenshipStatus": "RAL",
"estimatedNet Wrth": 1000000,

"esti mat edAnnual | ncone": 200000,
"estimat edLi qui dNet Wort h": 300000,
"sourceCf Weal th": "1 NCOVE",
"creditRating": "A",

“creditRati ngSource": "SYS',
“creditScore": 10,

"asset sCQut si deCf USCode": "Y",

"i sEnpl oyeeCode": "Y",

“wor ksFor Fi nanci al I nstitutionCode": "Y",
“enpl oyer": "ORACLE",

"i sBrokerDeal er Code": "Y",
"occupati onCode": "AFF",

"cust oner St at usCode": "A",

"pepFl agCode": "Y",
"effectiveRisk": 10,

"busi nessRi sk": 10,

"listRisk": 10,
"geoRi sk": 10,
"kycRi sk": 10,
"addresses": |

{
"addressLinel": "Wall Street 101",

"addressLine2": "Col | ege Road",
"addressLine3": "Near Bentley Show oonf,
"addressLine4": "Next to Rod Stadiunt,
"addressLine5": "Max Lab Division",
"addressLi ne6": "Power Lane",

"city": "New York",

"state": "North",

“post al Code": "12345-123",
“countryCode": "US",

"regi onNane": "AMERI CA",
"addressUsageCode": "B"

}

1,

“phones": [

{

"phoneNurber": 1234567890,

"ext ensi onNunber": 12345,
"phoneUsageCode": "P"

}
]

{

"emai | 1d": "a@. conf

}

1

"accounts": [

{

"account|d": "ACDPGTOTACTAC- 002",
"account Rol eCode": " OMER'

}

mails": [
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1,

"onlineAccounts": [

{

“onlineAccountld": "TR1",
"onl i neAccount Userld": "UTR1",
"account|d": "ACDPGIOTACTAC- 002",

"rel ationshi pDate": "2013-12-01 10: 30: 00"

}
1,

"anticipatoryProfiles": [

{
“profileMetricCode":

"CASHEQ M ",

"averageTransacti onAmount": 12345,

"debi t Or Credi t Code":

"total Ampunt": 54321,

n D',

“periodTypeCode": "N',

"sour ceOf FundCount ryCode": "USA",
"averageTransactionCount": 23,
"sourced Fundl nstitutionld": "ABC

}
1,

“genericlnformation":
"Customer Details": {
"Victim Name": "Rahul

{

Dravid",

"VictimSSN': "123-12-1234"

}
}
}
}

Response Parameters

The following table describes the details of the response parameters.

Table 4-16 Response Parameters Details

Chapter 4
Add Customer to Case

First Level

Second Level

Third Level

Detalils

MESSAGE

Displays the overall
response message from
the API.

STATUS

Displays the status of
the API call whether it
was successful or failed.
In case of success, it will
be represented by
SUCCESS, and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESPONSEARRAY

MESSAGE

Displays the response
message from the API
for the respective case.
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Table 4-16 (Cont.) Response Parameters Details

|
First Level Second Level Third Level Details

RESPONSEARRAY STATUS - Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESPONSEARRAY caseld - Displays the case
internal identifier on
which the APl was
called.

RESPONSEARRAY customers MESSAGE Displays the response
message from the API
for the respective
customer under the
respective case.

RESPONSEARRAY customers STATUS Displays the status of
the API call for the
respective customer
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

RESPONSEARRAY customers customerid Displays the customer
internal identifier under
the respective case on
which the APl was
called.

Response JSON Sample

This section contains a response JSON sample for when customer addition to an existing case
is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples. The
entries in this sample are only for reference purposes.

{

"MESSAGE": "Custoners addition was successful.",
" STATUS": " SUCCESS",

" RESULTARRAY": [

{

"MESSAGE": "Custoners addition was successful.",
" STATUS": " SUCCESS",
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"casel d": "CA100",

“customers": [

{

"MESSAGE": "Custoner added successfully.",
" STATUS": " SUCCESS',

“customerld": "CUST5"

}7

{
"MESSAGE": "Custoner added successfully.",

" STATUS": " SUCCESS",
"custonerld": "CUST6"

}
]
}

4.9 Add Customer Identification Documents

API Services Guide
G42155-01

You can load external events into ECM system via the Add Customer to Case API. It includes
details like - Passport ID, Issued By and Other Identity Details of the Customer. These details
are displayed under the Customer Identification Document tab in the Ul. It includes adding one
or multiple Customer Identification Documents records with the History table populated for
audit.

HTTP Link
http:// <Application URL>/rest-api/ECMServi cel CaseManagenent Servi ce/ addCust oner

Service Type

The service type is POST.

Request Parameters

Table 4-17 Request Parameter Details
]

First Level Second Level Details

caseld This accepts the case
internal identifier.

customers

customers customerld This accepts the
customer internal
identifier.

customers businessAdd

customers customerTypeCode

customers firstName

customers middleName

customers lastName

customers customerOrganizationNa

me

customers taxldFormatCode

customers taxid

customers dateOfBirth
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First Level Second Level Details
customers genderCode
customers maritalStatusCode
customers jurisdictionCode
customers businessDomainCode
customers primaryCitizenshipCode
customers secondaryCitizenshipCo
de
customers legalStructure
customers residenceCode
customers addedOn
customers citizenshipStatus
customers estimatedNetWorth
customers estimatedAnnuallncome
customers estimatedLiquidNetWort
h
customers sourceOfWealth
customers creditRating
customers creditRatingSource
customers creditScore
customers assetsOutsideOfUSCod
e
customers isEmployeeCode
customers worksForFinanciallnstitut
ionCode
customers employer
customers isBrokerDealerCode
customers occupationCode
customers customerStatusCode
customers pepFlagCode
customers effectiveRisk
customers businessRisk
customers listRisk
customers geoRisk
customers kycRisk
customers addresses addressLinel
customers addresses addressLine2
customers addresses addressLine3
customers addresses addressLine4
customers addresses addressLine5
customers addresses addressLine6
customers addresses city
customers addresses state
customers addresses postalCode
customers addresses countryCode
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Table 4-17 (Cont.) Request Parameter Details
]

First Level Second Level Details

customers addresses regionName

customers addresses addressUsageCode

customers phones phoneNumber

customers phones extensionNumber

customers phones phoneUsageCode

customers documents docld

documents docPurposeCode

customers documents docName

customers documents docReferenceNum

customers documents docTypeCode

customers documents acctld

customers documents assesTypeCode

customers documents jurisCode

customers documents doclssueDate

customers documents docExpiryDate

customers documents issuedBy

customers documents expiredFlag

customers documents govtDocFlag

customers documents cipVerifiedBy

customers documents cipStatus

customers documents cipMode

customers documents cntryCode

customers documents docState

customers documents

genericlnformation Customer Details This accepts generic
information about the
customer.

Request JSON Sample

{
"casel d": "CA1003", "customers":
[

{
"customerld": "CUSTOMER W TH MULTI PLE 1 D DOCL1", "busi nessAdd":

"N', "cust omer TypeCode": "IND',"firstName": "Raghul","m ddl eName":
"Dravid","lastName": "John","cust oner Organi zati onNane":

"ABC', "t axl dFormat Code": "S',"taxld": "TX123","dateOfBirth":

"1990-12-01", "gender Code": "M, "marital StatusCode": "M, "jurisdictionCode":
" AMEA", " busi nessDomai nCode": "a", "primaryC tizenshi pCode":

"UK", "secondaryCitizenshi pCode": "IND',"legal Structure”:

"TRU', "resi denceCode": "UK',"addedOn": "2012-12-01

10: 30: 00", "ci ti zenshi pStatus": "RAL","estimatedNet Wrth":

1000000, "est i mat edAnnual I ncone": 200000, "esti mat edLi qui dNet Wort h":
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300000, "sourceCf Weal th": "I NCOVE", "creditRating": "A","creditRatingSource":
"SYS', "creditScore": 10, "assetsCutsideCf USCode": "Y","i sEnpl oyeeCode":
"Y", "worksFor Fi nanci al I nstitutionCode": "Y","enployer":
"ORACLE", "i sBroker Deal er Code": "Y","occupationCode":
"AFF", "cust oner St at usCode": "A", "pepFl agCode": "Y', "effectiveR sk":
10, "busi nessRi sk": 10,"listRisk": 10, "geoRi sk": 10,"kycRi sk": 10, "addresses":
[{"addressLinel": "Wall Street 101","addressLine2": "College
Road", "addressLine3": "Near Bentley Show oont,"addressLined": "Next to Rod
St adi unt', "addressLi ne5": "Max Lab Division", "addressLi ne6": "Power
Lane","city": "New York","state": "North", "postal Code":
"12345-123", "countryCode": "US","regi onNane": "AMERI CA", "addressUsageCode":
" g
}
]

[

hones":

{
"phoneNunber ": 12345678903, " ext ensi onNunber ":
12345, "phoneUsageCode": "P"

b

{
"phoneNumber": 123456789302, "ext ensi onNunber":
12345, "phoneUsageCode": "P"
}
]

ocument s":

[

{
"docld": "P01234567"

"docPur poseCode": " TRAVEL",

"docName": " PASSPORT",

"docRef erenceNunt: "P01234567",
"docTypeCode": "PASSPORT",

"acctld": "ACC9876543212",
"assesTypeCode": "I DENTITY",
"jurisCode": "US",

"docl ssueDate": "2012-12-01 10: 30: 00",
"docExpiryDate": "2012-12-01 10: 30: 00",
"i ssuedBy": "US Departnent of State",
"expiredFlag": "N',

"govt DocFl ag": "Y',

"cipVerifiedBy": "BANK OFFI CER 001",
"cipStatus": "VER FIED",

"ci pMode": "ONLINE",

"cntryCode": "AF",

"docState": "KABUL"

b

{

"docld": "P01234567", "docPurposeCode": "TRAVEL",
"docName": "PASSPORT",

"docRef erenceNunt: "P01234567", "docTypeCode":
" PASSPORT", "acctld":

" ACC9876543212", "assesTypeCode": "I DENTITY",
“jurisCode": "US", "doclssueDate":

"2012-12-01 10:30: 00", "docExpiryDate": "2012-12-01
10: 30: 00", "issuedBy":
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"US Departnent of State", "expiredFlag": "N',

"govt DocFlag": "Y", "cipVerifiedBy":

"BANK_OFFI CER 001", "cipStatus": "VERI FIED', "cipMde":

"ONLINE", "cntryCode":

"AF", "docState":

}
1,

" KABUL"

"genericlnformation": {"Custoner Details": {"Victim Name": "Rahul

Dravid","Victim SSN': "123-12-1234"

}

Response Parameters

The following table describes the details of the response parameters.

Table 4-18 Response Parameters

First Level Second Level

Third Level

Details

Message

Displays the overall
response message from
the API.

Status

Displays the status of
the API call whether it
was successful or failed.
In case of success, it will
be represented by
SUCCESS, and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

Resultarray Message

Displays the response
message from the API
for the respective case.

Resultarray Status

Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.
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Table 4-18 (Cont.) Response Parameters

|
First Level Second Level Third Level Details

Resultarray CaselD Displays the case
internal identifier on
which the APl was
called.

Resultarray Customers Message Displays the response
message from the API
for the respective
customer under the
respective case.

Resultarray Customers Status Displays the status of
the API call for the
respective customer
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

Resultarray Customers CustomerID Displays the customer
internal identifier under
the respective case on
which the APl was
called.

Response JSON Sample
This section contains a response JSON sample for customer identification documents.

The entries in this sample are only for reference purposes.

{

"MESSAGE": "Custoners addition was successful.",
" STATUS": " SUCCESS',

" RESULTARRAY": |

{

"MESSAGE": "Custoners addition was successful.",
" STATUS": " SUCCESS',

"caseld": "CA1003",

“customers": |

{
"MESSACGE": "Custoner added successfully.",
" STATUS": " SUCCESS',
"customerld": "CUSTOVER W TH MULTI PLE |1 D DOC1"
}
]
}
]
}
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4.10 Remove Customer from Case

This service will allow customers to be removed from an existing case.
The following topics explain how to remove Customers from an existing Case.
e HTTP Link

e Service Type
e Request Parameters

¢ Request JSON Sample

e Response Parameters

« Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECVService/ CaseManagenent Servi ce/
renoveCust omer

Service Type

The service type is POST.
Request Parameters

The following table describes the details of the parameters.

Table 4-19 Request Parameter Details
]

First Level Second Level Details

caseld - This accepts the case internal
identifier.

customers customerld This accepts the customer

internal identifier.

Request JSON Sample

This section contains a request JSON sample to remove customers from a case. It will accept
multiple caselds and customer information to be removed from the case.

[

{
"caseld": "CA100",

"customers": |

{
"customerld": "CUST123"

}
]

Response Parameters

The following table describes the details of the response parameters.
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Table 4-20 Parameter Details
]

First Level Second Level Third Level Details

MESSAGE - - Displays the overall
response message from
the API.

STATUS - - Displays the overall

status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE - Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS - Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld - Displays the case
internal identifier on
which the API was
called.

RESULTARRAY customers MESSAGE Displays the response
message from the API
for the respective
customer under the
respective case.

RESULTARRAY customers STATUS Displays the status of
the API call for the
respective customer
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.
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First Level Second Level Third Level

Details

RESULTARRAY customers customerid

Displays the customer
internal identifier under
the respective case on
which the APl was
called.

Response JSON Sample

This section contains a response JSON sample for when customer removal from an existing
case is successful . The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "Custoners renoval was successful.",
" STATUS": " SUCCESS',

"RESULTARRAY": [

{

"MESSAGE": "Custoners renoval was successful.",
" STATUS": " SUCCESS',

"casel d": "CA100",

“customers": [

{

"MESSAGE": "Custoner removed successfully.”,

" STATUS": " SUCCESS',

“custonerld": "CUST5"

¥

{

"MESSAGE": "Custoner removed successfully.”,

" STATUS": " SUCCESS',

“custonerld": "CUST6"

}
]
}

4.11 Add Account to Case

API Services Guide
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This service will allow addition of accounts to an existing ECM case.

The following topics explain how to add accounts to an existing case.

e HTTP Link

e Service Type
* Request Parameters

* Request JSON Sample

« Response Parameters

* Response JSON Sample
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http:// <Application URL>/rest-api/ECMServicel/ CaseManagement Servi ce/ addAccount

Service Type

The service type is POST.

Request Parameters

The following table describes the details of the parameters.

Table 4-21 Request Parameter Details

First Level

Second Level

Third Level

Details

caseld

This accepts the case
internal identifier.

accounts

accountld

This accepts the account
internal identifier.

accounts

businessAdd

This identifies whether
account addition needs
to be done from
business or not. Y states
account needs to be
added from business. N
states account needs to
be manually added.

accounts

accountName

This accepts the account
name.

accounts

typel

This accepts the account
typel.

accounts

type2

This accepts the account
type2.

accounts

registrationType

This accepts the account
registration type.

accounts

ownerTypeCode

This accepts the account
owner type Code value.

accounts

taxldFormatCode

This accepts the account
tax identifier format code
value.

accounts

taxlid

This accepts the account
tax identifier.

accounts

firmld

This accepts the account
firm identifier.

accounts

taxWithHoldCode

This identifies whether
firm withhold taxes or
not. Y states firm is to
Withhold Taxes. N states
firm is not to Withhold
Taxes.

accounts

jurisdictionCode

This accepts the account
jurisdiction code value.

accounts

businessDomainCode

This accepts the account
business domain code
value.
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First Level

Second Level

Third Level

Details

accounts

houseHoldGroupld

This accepts the account
household group
identifier.

accounts

legalEntity

This accepts the account
legal entity value.

accounts

openDate

This accepts the account
open date time. This
needs to be specified in
ISO format YYYY-MM-
DD HH24:MM:SS.

accounts

closeDate

This accepts the account
close date time. This
needs to be specified in
ISO format YYYY-MM-
DD HH24:MM:SS.

accounts

accountStatusCode

This accepts the account
status code value.

accounts

statusEffectiveDate

This accepts the account
status effective date
time. This needs to be
specified in ISO format
YYYY-MM-DD
HH24:MM:SS.

accounts

branch

This accepts the branch
code value.

accounts

businessUnit

This accepts the account
business unit value.

accounts

discretionFlag

This identifies whether
the investment advisor
associated with this
account has discretion to
execute trades on behalf
of its account owner. Y
states investment
advisor has discretion. N
states does not have
discretion.

accounts

lastActivityDate

This accepts the account
last activity date time.
This needs to be
specified in ISO format
YYYY-MM-DD
HH24:MM:SS.

accounts

primeBrokerFlag

This identifies whether
this account is affiliated
with a prime broker or
not. Y states account is
affiliated with a prime
broker. N states account
is not affiliated with a
prime broker
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First Level

Second Level

Third Level

Details

accounts

oracleAccountPurposeC
ode

This accepts the Oracle
account purpose code
value.

accounts

oracleBusinessTypeCod
e

This accepts the Oracle
business type code
value.

accounts

effectiveRisk

This accepts the account
effective risk value.

accounts

businessRisk

This accepts the account
business risk value.

accounts

listRisk

This accepts the account
list risk value.

accounts

geoRisk

This accepts the account
geography risk value.

accounts

kycRisk

This accepts the account
KYC risk value.

accounts

contactinformation

addressLinel

This accepts the address
linel for account contact
information.

accounts

contactinformation

addressLine2

This accepts the address
line2 for account contact
information.

accounts

contactinformation

addressLine3

This accepts the address
line3 for account contact
information.

accounts

contactinformation

addressLine4

This accepts the address
line4 for account contact
information.

accounts

contactinformation

addressLine5

This accepts the address
line5 for account contact
information.

accounts

contactinformation

addressLine6

This accepts the address
line6 for account contact
information.

accounts

contactinformation

city

This accepts the city for
account contact
information.

accounts

contactinformation

State

This accepts the state
for account contact
information.

accounts

contactinformation

postalCode

This accepts the postal
code for account contact
information.

accounts

contactinformation

countryCode

This accepts the country
code value for account
contact information.

accounts

contactinformation

regionName

This accepts the region
name for account
contact information.
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First Level

Second Level

Third Level

Details

accounts

contactinformation

addressTypeCode

This accepts the type
code value for account
contact information.

accounts

riskListMembership

riskSource

This accepts the risk list
membership risk source
value for the account.

accounts

riskListMembership

addedDate

This accepts the risk list
membership added date
time for the account.
This needs to be
specified in ISO format
YYYY-MM-DD
HH24:MM:SS.

accounts

riskListMembership

removedDate

This accepts the risk list
membership removed
date time for the
account. This needs to
be specified in ISO
format YYYY-MM-DD
HH24:MM:SS.

accounts

riskListMembership

entryDescription

This accepts the risk list
membership entry
description for the
account.

accounts

accountRestriction

restrictionCode

This accepts the account
restriction code value for
the account.

accounts

accountRestriction

addedDate

This accepts added date
time for the account
restriction. This needs to
be specified in ISO
format YYYY-MM-DD
HH24:MM:SS.

accounts

accountRestriction

removedDate

This accepts the
removed date time for
the account restriction.
This needs to be
specified in ISO format
YYYY- MM-DD
HH24:MM:SS.

accounts

accountManagement

employeeld

This accepts the
employee identifier of the
account.

accounts

accountManagement

role

This accepts the role
code value for the
account.

accounts

genericlnformation

description

This accepts generic
information about the
account.
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Request JSON Sample

This section contains a request JSON sample to add account to an existing case. The API will
accept multiple caselds and accounts information to be added to the case. The entries in this
sample are only for reference purposes.

[

{
"casel d": "CA100",

"accounts": [

{

"account|d": "ACCl DI OSRMAC- 001",
"busi nessAdd": "N',

"account Name": " RAMPEE",

"typel": "INV',

"type2": "INV',

"registrationType": "IND',

"owner TypeCode": " CUST",

"t axl dFor mat Code": "S',

"taxld": "TXx123",

“firmd": "CU D OSRMAC- 001",

"t axWt hHol dCode": "Y",
"jurisdictionCode": "AMEA",

"busi nessDomai nCode": "A",
"houseHol dGroupl d": "HHSAMPLEOQ",
"l egal Entity": "BGMC_ACCT_001",
"openDate": "2021-06-24 11:00: 48",
"cl oseDate": "2021-06-24 11:00: 48",
"account St at usCode": "A",
"statusEffectiveDate": "2021-06-24 11:00:48",
"branch": " ORGTRUNAPPTRGAC- 001",
"businessUnit": "Test OrgA",
“discretionFlag": "Y',
“lastActivityDate": "2021-06-24 11:00: 48",
“prinmeBrokerFlag": "N',

"oracl eAccount Pur poseCode": "O',
"oracl eBusi nessTypeCode": "RBR',
"effectiveRi sk": 10,

"busi nessRi sk": 10,

"listRisk": 10,

"geoRi sk": 10,

"kycRi sk": 10,
“contact!nformation": [

{
"addressLinel": "Wall Street 101",

"addressLine2": "Col | ege Road",
"addressLine3": "Near Bentley Show oont,
"addressLine4": "Next to Rod Stadiunt,
"addressLine5": "Max Lab Division",
"addressLi ne6": "Power Lane",

"city": "New York",

"state": "North",

"post al Code": "12345-123",
“countryCode": "US",

“regi onNane": "AMERI CA",

API Services Guide
G42155-01 September 1, 2025

Copyright © 2015, 2025, Oracle and/or its affiliates. Page 52 of 92



ORACLE’

API Services Guide
G42155-01

"addressTypeCode": "B"

}
1,

“riskLi st Menbership": [

{

“riskSource": "P8C',

"addedDat e": "2022-06-15 10:00: 00",
“removedDat e": "2022-06-20 10:00: 48",
“entryDescription": "P8C'

}
]

{
"restrictionCode": "NC',

"addedDat e": "2022-06-15 10:02: 00",
“removedDat e": "2022-06-15 10:02: 00"
}

1,

"account Managenent": [

{

"enpl oyeel d": "EMPTRUNAPPTRGAC- 002",
“role": "OMER'

}

1,

"genericlnformation”: {

"Account Details": {

“VictimName": "Rahul Dravid",
"VictimSSN': "123-12-1234",

"Phone Nunber": "123-123-1234",
"Account No": "AD1234567"

¥

"Enterprise Account Conplaint": {
"Was a conplaint filed?": "No"

}1
“I'ncident Details": {

ccount Restriction": [

“I'ncident Type": "Fraudul ent Transaction",

"Account Type": "Consumer",
“Market": "Southwest Minbai"

Response Parameters

The following table describes the details of the response parameters.

Table 4-22 Parameter Details

Chapter 4
Add Account to Case

First Level Second Level

Details

MESSAGE

Displays the overall
response message from
the API.
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Table 4-22 (Cont.) Parameter Details

|
First Level Second Level Third Level Details

STATUS Displays the overall
status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld Displays the case
internal identifier on
which the APl was
called.

RESULTARRAY accounts MESSAGE Displays the response
message from the API
for the respective
account under the
respective case.

RESULTARRAY accounts STATUS Displays the status of
the API call for the
respective account
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

RESULTARRAY accounts accountld Displays the account
internal identifier under
the respective case on
which the APl was
called.
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Response JSON Sample

Chapter 4

Remove Account from Case

This section contains a response JSON sample for when account addition to an existing case
is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

"MESSAGE": "Accounts addition was successful.",

"STATUS": " SUCCESS',
" RESULTARRAY": [

{

"MESSAGE": "Accounts addition was successful.",

" STATUS": " SUCCESS',
"casel d"; "CA120",
"accounts": [

{

"MESSAGE": "Account added successful ly.",

" STATUS": " SUCCESS',
"account|d": "ACCT1"
b

{

"MESSAGE": "Account added successful ly.",

"STATUS": " SUCCESS',
"account|d": "ACCI DI OSRMAC- 001"

4.12 Remove Account from Case

API Services Guide

G42155-01

This service will allow removal of accounts from an existing case.

The following topics explain how to remove accounts from an existing case.

e HTTP Link

e Service Type
e Request Parameters

 Request JSON Sample

e Response Parameters

 Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECMServi cel CaseManagenent Servi ce/ renoveAccount

Service Type

The service type is POST.

Request Parameters

The following table describes the details of the parameters.
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Chapter 4
Remove Account from Case

Table 4-23 Request Parameter Details
]

First Level Second Level Details

caseld - This accepts the case internal
identifier.

accounts accountld This accepts the account internal
identifier.

Request JSON Sample

This section contains a request JSON sample to remove account from an existing case. It will
accept multiple caselds and accounts information to be removed from the case. The entries in
this sample are only for reference purposes.

[

{
"caseld": "CA100",

"accounts": [

{
"account|d": "ACCT-123"

}
]
}
]

Response Parameters
The following table describes the details of response parameters for a JSON Sample when
account removal from an existing case is successful.

Table 4-24 Parameter Details

First Level Second Level Third Level Details

MESSAGE - - Displays the response
message from the API.

STATUS - - Displays the status of

the API call whether it
was successful or failed.
In case of success, it will
be represented by
SUCCESS, and in case
of failure it will be
represented by FAILED.

RESULTARRAY MESSAGE - Displays the response
message from the API
for the respective case.
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Table 4-24 (Cont.) Parameter Details

|
First Level Second Level Third Level Details

RESULTARRAY STATUS - Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld - Displays the case
internal identifier on
which the APl was
called.

RESULTARRAY accounts MESSAGE Displays the response
message from the API
for the respective
account under the
respective case.

RESULTARRAY accounts STATUS Displays the status of
the API call for the
respective account
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

RESULTARRAY accounts accountld Displays the account
internal identifier under
the respective case on
which the APl was
called.

Response JSON Sample

This section contains a response JSON sample for when account removal from an existing
case is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "Accounts renoval was successful . ",
" STATUS": " SUCCESS',

" RESULTARRAY": [

{

"MESSAGE": "Accounts renoval was successful . ",
" STATUS": " SUCCESS',

"casel d": "CA100",
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"accounts": [

{

"MESSAGE": "Account renoved successful ly.",
" STATUS": " SUCCESS',

"account | d": "ACCT-5"

b

{

"MESSAGE": "Account renoved successful ly.",
" STATUS": " SUCCESS',

"account|d": "ACCT-6"

4.13 Add External Entity to Case

This service will allow addition of external Entities to an existing ECM case.
The following topics explain how to add External Entities to an existing Case.
e HTTP Link

e Service Type
« Request Parameters

* Request JSON Sample

« Response Parameters

* Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECMServi ce/ CaseManagenent Servi ce/
addExternal Entity

Service Type

The service type is POST.
Request Parameters

The following table describes the details of the parameters.

Table 4-25 Request Parameter Details
]

First Level Second Level Third Level Details

caseld - - This accepts the case
internal identifier.

externalEntities externalEntity - This accepts the
externalEntity internal
identifier.
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Table 4-25 (Cont.) Request Parameter Details

Chapter 4
Add External Entity to Case

First Level

Second Level

Third Level

Details

externalEntities

businessAdd

This identifies whether
externalEntity addition
needs to be done from
business or not. Y states
externalEntity needs to
be added from business.
N states externalEntity
needs to be manually
added.

externalEntities

externalEntityTypeCode

This accepts the
externalEntity type code
value.

externalEntities

lastActivityDate

This accepts the
externalEntity last
activity date time. This
needs to be specified in
ISO format YYYY-MM-
DD HH24:MM:SS.

externalEntities

riskRating

This accepts the
externalEntity risk rate
value.

externalEntities

jurisdictionCode

This accepts the
externalEntity jurisdiction
code value.

externalEntities

businessDomainCode

This accepts the
externalEntity business
domain code value.

externalEntities

institution

This accepts the
externalEntity institution
value.

externalEntities

institutionName

This accepts the
externalEntity institution
name.

externalEntities

institutionld

This accepts the
externalEntity institution
id.

externalEntities

contactinformation

addressLinel

This accepts the address
linel for externalEntity
contact information.

externalEntities

contactinformation

addressLine2

This accepts the address
line2 for externalEntity
contact information.

externalEntities

contactinformation

addressLine3

This accepts the address
line3 for externalEntity
contact information.

externalEntities

contactinformation

addressLine4

This accepts the address
line4 for externalEntity
contact information.

externalEntities

contactinformation

addressLine5

This accepts the address
line5 for externalEntity
contact information.
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Table 4-25 (Cont.) Request Parameter Details

Chapter 4
Add External Entity to Case

First Level

Second Level

Third Level

Details

externalEntities

contactinformation

addressLine6

This accepts the address
line6 for externalEntity
contact information.

externalEntities

contactinformation

city

This accepts the city for
externalEntity contact
information.

externalEntities

contactinformation

State

This accepts the state
for externalEntity contact
information.

externalEntities

contactinformation

postalCode

This accepts the postal
code for externalEntity
contact information.

externalEntities

contactinformation

countryCode

This accepts the country
code value for
externalEntity contact
information.

externalEntities

riskListMembership

riskSource

This accepts the risk list
membership risk source
value for the
externalEntity.

externalEntities

riskListMembership

addedDate

This accepts the risk list
membership added date
time for the
externalEntity. This
needs to be specified in
ISO format YYYY-MM-
DD HH24:MM:SS.

externalEntities

riskListMembership

removedDate

This accepts the risk list
membership removed
date time for the
externalEntity. This
needs to be specified in
ISO format YYYY-MM-
DD HH24:MM:SS.

externalEntities

riskListMembership

matchedName

This accepts the risk list
membership matched
name value for the
externalEntity.

externalEntities

riskListMembership

entryDescription

This accepts the risk list
membership entry
description for the
externalEntity.

externalEntities

genericlnformation

This accepts generic
information about the
externalEntity.
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Request JSON Sample

This section contains a request JISON sample to add external Entities to an existing case. The
API will accept multiple caselds and external Entities information to be added to the case. The
entries in this sample are only for reference purposes.

[

{
"casel d": "CA100",

"external Entities": [

{

"external Entity": "ACCI DI OSRVAC- 001",
"busi nessAdd": "N',

"external EntityTypeCode": "XA",
"lastActivityDate": "2021-06-24 11:00: 48",
“riskRating": 2,

"jurisdictionCode": "AMEA",

"busi nessDomai nCode": "A",
"institution": "Oracle",
"institutionNang": "BGMC ACCT 001",
"institutionld": "12345",
“contact|nformation": [

{

"addressLinel": "Wall Street 101",
"addressLine2": "Col | ege Road",
"addressLine3": "Near Bentley Show oont,
"addressLine4": "Next to Rod Stadiunt,
"addressLine5": "Max Lab Division",
"addressLi ne6": "Power Lane",

"city": "New York",

"state": "North",

"post al Code": "12345-123",
“countryCode": "US'

}

1,
“riskLi st Menmbership": [

{

“riskSource": "P8C',

"addedDat e": "2022-06-15 10:00: 00",
“removedDat e": "2022-06-20 10:00: 48",
“mat chedName": " P8C",
“entryDescription"; "P8C'

}

1,

"genericlnformtion": {

"External Entity Details": {
"VictimNane": "Rahul Dravid",
"VictimSSN': "123-12-1234",

"Phone Nunber": "123-123-1234",
"External Entity No": "AD1234567"

)

Enterprise External Entity Conplaint": {
"Was a conplaint filed?": "No"

}1
“I'ncident Details": {
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“I'ncident Type": "Fraudul ent Transaction",
"External Entity Type": "Consumer",
“Market": "Southwest Minbai"

Response Parameters

The following table describes the details of the response parameters.

Table 4-26 Parameter Details
]

First Level Second Level Third Level Details

MESSAGE Displays the overall
response message from
the API.

STATUS Displays the overall

status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld Displays the case
internal identifier on
which the APl was
called.
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Table 4-26 (Cont.) Parameter Details

|
First Level Second Level Third Level Details

RESULTARRAY externalEntities MESSAGE Displays the response
message from the API
for the respective
externalEntity under the
respective case.

RESULTARRAY externalEntities STATUS Displays the status of
the API call for the
respective externalEntity
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

RESULTARRAY externalEntities externalEntity Displays the
externalEntity internal
identifier under the
respective case on
which the APl was
called.

Response JSON Sample

This section contains a response JSON sample for when external Entity addition to an existing
case is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "External Entities addition was successful.",
" STATUS": " SUCCESS',

" RESULTARRAY": |

{

"MESSAGE": "External Entities addition was successful.",
" STATUS": " SUCCESS',

"caseld": "CA120",

"external Entities": [

{

"MESSAGE": "External Entity added successfully.",

" STATUS": " SUCCESS',

"external Entity": "ACCT1"

1

{
"MESSAGE": "External Entity added successfully.",

"STATUS": " SUCCESS',
“external Entity": "ACCl DI OSRVAC- 001"

e e
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4.14 Remove External Entity from Case

This service will allow updation of risk decision for events in existing case.
The following topics explain how to remove External Entities from an existing Case.
e HTTP Link

e Service Type
¢ Request Parameters

¢ Request JSON Sample

e Response Parameters

« Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECVService/ CaseManagenent Servi ce/
removeExt ernal Entity

Service Type

The service type is POST.
Request Parameters

The following table describes the details of the parameters.

Table 4-27 Request Parameter Details
]

First Level Second Level Details

caseld - This accepts the case internal
identifier.

externalEntities externalEntity This accepts the external entity

internal identifier.

externalEntities externalEntityTypeCode This accepts the external entity
type code value.

Request JSON Sample

This section contains a request JSON sample to remove external Entities from an existing
case. The API will accept multiple caseids and external entities information to be removed from
the case. The entries in this sample are only for reference purposes.

[

{
"casel d": "CA100",

"external Entities": [

{

"external Entity": "ACFTNETRSTACOLX",
"external EntityTypeCode": "XA"

}

]
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Response Parameters

The following table describes the details of the response parameters.

Table 4-28 Parameter Details
]

First Level Second Level Third Level Details

MESSAGE - - Displays the overall
response message from
the API.

STATUS - - Displays the overall

status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE - Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS - Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld - Displays the case
internal identifier on
which the APl was
called.

RESULTARRAY externalEntities MESSAGE Displays the response
message from the API
for the respective
external entity under the
respective case.
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Table 4-28 (Cont.) Parameter Details

|
First Level Second Level Third Level Details

RESULTARRAY externalEntities STATUS Displays the status of
the API call for the
respective external entity
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

RESULTARRAY externalEntities externalEntity Displays the external
entity internal identifier
under the respective
case on which the API
was called.

Response JSON Sample

This section contains a response JSON sample for when external entities removal from an
existing case is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "External Entities renoval was successful.",
"STATUS": " SUCCESS",

" RESULTARRAY": [

{

"MESSAGE": "External Entities renmoval was successful.",
" STATUS": " SUCCESS",

"casel d": "CA100",

"external Entities": [

{

"MESSAGE": "External Entity removed successfully.",
"STATUS": " SUCCESS",

"external Entity": "ACFTNETRSTACOLX"

b

{
"MESSAGE": "External Entity removed successfully.",

" STATUS": " SUCCESS",
"external Entity": "TERRY FRANCONA"

e o

4.15 Add Transaction to Case

This service will allow addition of transactions to an existing case.
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The following topics explain how to add Transactions to an existing Case.

HTTP Link

Service Type
Request Parameters

Request JISON Sample

Adding Labels to Transactions
Deleting Labels to Transactions

Response Parameters

Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECVService/ CaseManagenent Servi ce/
addTransaction

Service Type

The service type is POST.

Request Parameters

The following table describes the details of the parameters.

Table 4-29 Request Parameter Details

First Level Second Level Details

caseld - This accepts the case internal
identifier.

transactions transactionReferenceld This accepts the transaction

internal identifier.

transactions businessAdd This identifies whether

transaction addition needs to be
done from business or not. Y
states transaction needs to be
added from business. N states
transaction needs to be manually
added.

transactions transactionTypeCode This accepts the transaction type

code value. B stands for back
office transaction, C stands for
cash transaction, M sands for
monetary instrument, W stands
for funds transfer.

transactions accountld This accepts the transaction

account identifier. This attribute is
only applicable for back office and
cash transaction.

transactions offsetAccountld This accepts the transaction

offset account identifier. This
attribute is only applicable for
back office transaction.

API Services Guide
G42155-01

September 1, 2025

Copyright © 2015, 2025, Oracle and/or its affiliates. Page 67 of 92



ORACLE’

API Services Guide

G42155-01

Copyright © 2015, 2025, Oracle and/or its affiliates.

Table 4-29 (Cont.) Request Parameter Details

Chapter 4
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First Level

Second Level

Details

transactions

securityld

This accepts the transaction
security identifier. This attribute is
only applicable for back office
transaction.

transactions

quantity

This accepts the quantity of the
transaction. This attribute is only
applicable for back office
transaction.

transactions

transactionDateTime

This accepts the transaction date
time. This needs to be specified
in ISO format YYYY-MM-DD
HH24:MM:SS. This attribute is
applicable for back office, cash,
and fund transfer transactions.

transactions

debitOrCreditCode

This accepts the Debit/Credit
code value for the transaction.
This attribute is only applicable
for back office and cash
transaction.

transactions

baseAmount

This accepts the transaction base
amount value.

transactions

transactionTypel

This accepts the transaction
typel value.

transactions

transactionType2

This accepts the transaction
type2 value.

transactions

transactionType3

This accepts the transaction
type3 value.

transactions

transactionType4

This accepts the transaction
type4 value.

transactions

description

This accepts the description of
the back office transaction.

transactions

accountRisk

This accepts the transaction
account risk value. This attribute
is only applicable for back office
and cash transaction.

transactions

offsetAccountRisk

This accepts the transaction
offset account risk value. This
attribute is only applicable for
back office transaction.

transactions

overallRisk

This accepts the transaction
overall risk value. This attribute is
only applicable for back office
transaction.

transactions

locationld

This accepts the transaction
location identifier. This attribute is
only applicable for cash
transaction.

transactions

locationName

This accepts the transaction
location name. This attribute is
only applicable for cash
transaction.
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Chapter 4
Add Transaction to Case

First Level

Second Level

Details

transactions

issueDateTime

This accepts the transaction
issue date time. This needs to be
specified in ISO format YYYY-
MM-DD HH24:MM:SS. This
attribute is only applicable for
monetary instrument transaction.

transactions

depositDateTime

This accepts the transaction
deposit date time. This needs to
be specified in ISO format YYYY-
MM-DD HH24:MM:SS. This
attribute is only applicable for
monetary instrument transaction.

transactions

clearingDateTime

This accepts the transaction
clearing date time. This needs to
be specified in ISO format YYYY-
MM-DD HH24:MM:SS. This
attribute is only applicable for
monetary instrument transaction.

transactions

postDateTime

This accepts the transaction post
date time. This needs to be
specified in ISO format YYYY-
MM-DD HH24:MM:SS. This
attribute is only applicable for
monetary instrument transaction.

transactions

thirdPartyFlag

This accepts the transaction third
party flag value. Y states that it is
a third party transaction. This
attribute is only applicable for
monetary instrument and fund
transfer transaction.

transactions

serialCheckNo

This accepts serial check number
of monetary instrument
transaction.

transactions

remitterName

This accepts the transaction
remitter name. This attribute is
only applicable for monetary
instrument transaction.

transactions

remitterAccountld

This accepts the transaction
remitter account identifier. This
attribute is only applicable for
monetary instrument transaction.

transactions

beneficiaryName

This accepts the transaction
beneficiary name. This attribute is
only applicable for monetary
instrument and fund transfer
transaction.

transactions

beneficiaryAccountld

This accepts the transaction
beneficiary account identifier.
This attribute is only applicable
for monetary instrument and fund
transfer transaction.
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First Level

Second Level

Details

transactions

bodescription midescription
wiredescription cashdescription

Displays description entered for
each of the of transaction types -
Back Office, Monetary
Instrument, Wire, Cash.

transactions

issuingFlid

This accepts the transaction
issuing financial institution
identifier. This attribute is only
applicable for monetary
instrument transaction.

transactions

instrument

This accepts the name of the
specific instrument used in this
transaction. This attribute is only
applicable for monetary
instrument transaction.

transactions

clearingFI

This accepts the transaction
clearing financial institution name.
This attribute is only applicable
for monetary instrument
transaction.

transactions

clearingFlld

This accepts the transaction
clearing financial institution
identifier. This attribute is only
applicable for monetary
instrument transaction.

transactions

depositingFl

This accepts the transaction
depositing financial institution
name. This attribute is only
applicable for monetary
instrument transaction.

transactions

depositingFlid

This accepts the transaction
depositing financial institution
identifier. This attribute is only
applicable for monetary
instrument transaction.

transactions

remitterRisk

This accepts the transaction
remitter risk value.This attribute is
only applicable for monetary
instrument transaction.

transactions

beneficiaryRisk

This accepts the transaction
beneficiary risk value. This
attribute is only applicable for
monetary instrument and fund
transfer transactions.

transactions

originatorName

This accepts the transaction
originator name. This attribute is
only applicable for fund transfer
transaction.

transactions

originatorAccountld

This accepts the transaction
originator account identifier. This
attribute is only applicable for
fund transfer transaction.
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First Level Second Level

Details

transactions sendFlI

This accepts the transaction send
financial institution name. This
attribute is only applicable for
fund transfer transaction.

transactions sendFlld

This accepts the transaction send
financial institution identifier. This
attribute is only applicable for
fund transfer transaction.

transactions receivingFl

This accepts the transaction
receiving financial institution
name. This attribute is only
applicable for fund transfer
transaction.

transactions receivingFlid

This accepts the transaction
receiving financial institution
identifier. This attribute is only
applicable for fund transfer
transaction.

transactions originatorRisk

This accepts the transaction
originator risk value. This attribute
is only applicable for fund transfer
transaction.

transactions

genericlnformation

This accepts generic information
about the transaction.

Request JSON Sample

This section contains a request JISON sample to add transactions to an existing case. It will
accept multiple caseids and transactions information to be added to the case. The entries in

this sample are only for reference purposes.

[

{
"casel d": "CA101",

“transactions": [

{

"transactionReferencel d": "TX4",
"busi nessAdd": "N',
"transactionTypeCode": "C',

"transactionDat eTi me": "1990-12-01 10:30: 00",

“transactionTypel": "ABC',
"transactionType2": "XYZ',
“transactionType3": "TRY",
“transactionType4": "CET",
“debit O Credit Code": "D,
"baseAmunt ": 1000000,
"account|d": "A123",
"account Ri sk": 1,

"l ocationld": "B123",

"l ocationName": "XYZ123"
¥

{
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"transactionReferencel d": "TX3",
"transactionTypeCode": "C',
"busi nessAdd": "Y"

}
]
}
]

Chapter 4
Add Transaction to Case

Sample JSON for Adding Transaction Description for Manually Added Transactions

Thie following are the sample JOSNSs for adding Transaction Description to the manually added

transactions:

@® Note

The Comments attribute has been renamed as MI Description for Monetary

Transactions.

Sample JSON (MI):

[

{

"casel d": "CA386",

"transactions": [

{

"transactionReferenceld": "M TRXNI D',
"busi nessAdd": "N',
"transactionTypeCode": "M,

"issueDat eTi ne": "2022-08-23 00: 00: 00",
"deposi t Dat eTi me": "2022-08-24 00: 00: 00",
"cl earingDateTime": "2022-08-26 00:00: 00",
“thirdPartyFl ag": "Y',

"post Dat eTi me": "2022-08-25 00: 00: 00",
"transactionTypel": "ABC',
"transactionType2": "XYZ",
"transactionType3": "TRY",
"transactionType4": "CET",

"serial CheckNo": " CHECK",

"baseAmunt ": 500,

"remtterName": "rem B123",
"remtterAccountld": "remit [dXYzZ123",

"beneficiaryName": " BEN S| LUVAMVAI PROPERTY MAI NTENANCE",
"benefi ciaryAccount|d": "BEN | DACTRUSTEDPAI R- 025X",
"mdescription": "This is manual add-Wre Transaction",

"issuingFl1d": "issueABNAMR',
"instrunent”: "instABN AMRO NYC',
“clearingFl": "clear ST BK",
"clearingFlld": "Clearing FI identifier",
"depositingFl": "deposite BRYANT ST BK",
"depositingFl1d": "deposit 1D BRYANT",
"remtterRisk": 8,

"beneficiaryRi sk": 9,
"genericlnformation": {

"Customer Details": {
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"VictimNane": "Rahul Dravid",
"VictimSSN': "123-12-1234",
"Phone Number": "123-123-1234"

}

Enterprise Custoner Conplaint":
"Was a conplaint filed?": "No"

}1
“I'ncident Details": {

{

“I'ncident Type": "Fraudul ent Transaction",

"Account Type": "Consumer",
“Market": "Southwest Minbai"
}
}
b

Sample JSON (BO):

[

{
"casel d": "CA386",

“transactions": [

{

"transacti onReferencel d": "BOTRXN D',

"busi nessAdd": "N',
"transactionTypeCode": "B",

"transactionDateTi ne": "1990-12-01 10:30: 00",

"account|d": "Al123",

"of f set Account 1 d": "B123",
"securityld": "XYz123",
“quantity": 10,

"debit O Credit Code": "D,
"baseAnmount ": 1000000,
“transactionTypel": "ABC',
"transactionType2": "XYZ",
“transactionType3": "TRY",
“transactionType4": "CET",
"bodescription": "This is manual
"account Ri sk": 1,

"of f set Account Ri sk": 2,
"overal | Risk": 3,
“genericlnformtion": {
"Customer Details": {
“VictimName": "Rahul Dravid",
"VictimSSN': "123-12-1234",
"Phone Nunber": "123-123-1234"

}

Enterprise Custoner Conplaint":
"Was a conplaint filed?": "No"

}1
“I'ncident Details": {

add- BO Transacti on",

“I'ncident Type": "Fraudul ent Transaction",

"Account Type": "Consumer",
“Market": "Southwest Minbai"
}
}
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Sample JSON (Cash):

[

{
"casel d": "CA386",

“transactions": [

{

"transactionReferencel d': "FOTRXNESCLTAC0001",
"busi nessAdd": "N',

"transactionTypeCode": "C',

"transactionDateTi me": "1990-12-01 10: 30: 00",
"transactionTypel": "ABC',

"transactionType2": "XYZ",

"transactionType3": "TRY",

"transactionType4": "CET",

"cashdescription": "This is manual add-Cash Transaction",

"debit Or CreditCode": "D,
"baseAnount": 1000000,
"accountld": "A123",
"account Ri sk": 1,
“locationld": "B123",

"l ocationNane": "XYZ123"

}
]
}
]

Sample JSON (Wire):

[

{
"caseld": "CA386",

"transactions": [

{

"transactionReferenceld": "FTTRXNI D',

"busi nessAdd": "N',

"transactionTypeCode": "W,

"transactionDat eTi me": "2022-08-25 00: 00: 00",
"transactionTypel": "EFT-FEDW RE",
"transactionType2": "XYZ",

"transactionType3": "TRY",

"transactionType4": "CET",

"W redescription": "This is manual add-Wre Transaction",

"baseAmount": 500,

“thirdPartyFlag": "Y',

"originat or Name": "B123",

"originatorAccountd": "XYzZ123",

"beneficiaryName": "SI LUVAMVAI PROPERTY MAI NTENANCE',
"beneficiaryAccountld": "ACTRUSTEDPAI R- 025X",
"sendFl": "CHASE MANHATTAN BANK",
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"sendFl 1 d": "SNC50",
“receivingFl": "BRYANT ST BK",
“receivingFl1d": "BRYANT",
“originatorRisk": 8,
“beneficiaryR sk": 9,
"genericlnformation”: {
"Customer Details": {
“VictimName": "Rahul Dravid",
"VictimSSN': "123-12-1234",
"Phone Nunber": "123-123-1234"
¥
"Enterprise Custoner Conplaint": {
"Was a conplaint filed?": "No"

¥
“I'ncident Details": {

“I'ncident Type": "Fraudul ent Transaction",
"Account Type": "Consumer",

“Market": "Southwest Minbai"

Adding Labels to Transactions

While adding labels to the existing transactions on a case the “transactionlabels” attribute can
be added to the existing Add Transaction APl JSon. You can add multiple labels to a
transaction. This is applicable for Business Add API.

[

{
"caseld": "CA282",

"transactions": [

{

"transactionRef erencel d": "FOCH BPAACB- CB-07",

"busi nessAdd": "Y",

"transactionTypeCode": "C',

"transactionLabel s":[" SURROUNDI NG', " SUSPI Cl QUSs", " FRAUD', " EVENTED'],
}

}
]

Deleting Labels to Transactions

You can delete the labels from the transactions using the following JSon:

[

{
"casel d": "CA282",

“transactions": [

{
"transacti onReferencel d': "FOCH BPAACB- CB-07",

"transactionTypeCode": "C'
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Response Parameters

The following table describes the details of the response parameters.

Table 4-30 Parameter Details
]

First Level Second Level Third Level Details

MESSAGE - - Displays the overall
response message from
the API.

STATUS - - Displays the overall

status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE - Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS - Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld - Displays the case
internal identifier on
which the APl was
called.

RESULTARRAY transactions MESSAGE Displays the response
message from the API
for the respective
transaction under the
respective case.
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Table 4-30 (Cont.) Parameter Details

|
First Level Second Level Third Level Details

RESULTARRAY STATUS

Displays the status of
the API call for the
respective transaction
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

Displays the transaction
internal identifier under
the respective case on
which the APl was
called.

transactions

RESULTARRAY transactions transactionReferenceld

Response JSON Sample

This section contains a response JSON sample for when transaction addition to an existing
case is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "Transactions addition was successful.",
"STATUS": " SUCCESS",

" RESULTARRAY": [

{

"MESSAGE": "Transactions addition was successful.",
" STATUS": " SUCCESS",

"casel d": "CA100",

"transactions": [

{

"MESSAGE": "Transaction added successfully.",
"STATUS": " SUCCESS",

"transactionReferencel d": "ACCH DI OSRVAC 5"

b

{

"MESSAGE": "Transaction added successfully.",
"STATUS": " SUCCESS",

"transactionRef erencel d": "ACCH DI OSRVAC- 6"

e o

4.16 Remove Transaction from Case

API Services Guide
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The following topics explain how to remove Transactions from an existing Case.
° HTTP Link

e Service Type
e Request Parameters

 Request JSON Sample

e Response Parameters

 Response JSON Sample

HTTP Link

http:// <Application URL>/rest-api/ECVServi ce/ CaseManagenent Servi ce/
renoveTransacti on

Service Type

The service type is POST.
Request Parameters

The following table describes the details of the parameters.

Table 4-31 Request Parameter Details
]

First Level Second Level Details

caseld - This accepts the case internal
identifier.

transactions transactionReferenceld This accepts the transaction
reference identifier.

transactions transactionTypeCode This accepts the transaction type
code value.

Request JSON Sample

This section contains a request JSON sample to remove customers from a case. It will accept
multiple caselds and customer information to be removed from the case.

[

{
"caseld": "CA100",

"transactions": [

{
"transacti onRef erencel d": "BOTRXNCSTLOSSSEVHHO04",

"transactionTypeCode": "B"

}
]
}
]

Response Parameters

The following table describes the details of the response parameters.
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First Level Second Level Third Level

Details

MESSAGE - -

Displays the overall
response message from
the API.

STATUS - -

Displays the overall
status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE -

Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS -

Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld -

Displays the case
internal identifier on
which the API was
called.

RESULTARRAY transactions MESSAGE

Displays the response
message from the API
for the respective
transaction under the
respective case.

RESULTARRAY transactions STATUS

Displays the status of
the API call for the
respective transaction
under the respective
case whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.
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Table 4-32 (Cont.) Parameter Details

First Level Second Level Third Level Details

RESULTARRAY transactions transactionReferenceld  Displays the transaction
reference identifier under
the respective case on

which the AP
called.

| was

Response JSON Sample

This section contains a response JSON sample for when transactions removal from

an existing

case is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "Transactions renoval was successful .",
" STATUS": " SUCCESS',

"RESULTARRAY": [

{

"MESSAGE": "Transactions renoval was successful .",
" STATUS": " SUCCESS',

"casel d": "CA100",

"transactions": |

{

"MESSAGE": "Transaction renoved successfully.",

" STATUS": " SUCCESS',

"transacti onReferencel d': "BOTRXNCSTLOSSSEVHH004"

3,
{

"MESSAGE": "Transaction renoved successfully.",
" STATUS": " SUCCESS',
"transactionReferencel d": "FOTFREXDBTCRDPRCH- 068"

e

4.17 Update Event Risk Decision for Case

API Services Guide

G42155-01

This service will allow updation of Risk Decision for events in an existing case.

The following topics explain how to update Event Risk Decision for an existing Case.

e HTTP Link

e Service Type
» Request Parameters

* Request JSON Sample

¢ Response Parameters

* Response JSON Sample
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HTTP Link

http:// <Application URL>/rest-api/ECMService/ CaseManagenent Servi ce/
updat eEvent Ri skDeci si on

Service Type

The service type is POST.
Request Parameters

The following table describes the details of the parameters.

Table 4-33 Request Parameter Details
|

First Level Second Level Details

caseld This accepts the case internal
identifier.

events eventCode This accepts the event identifier.

events eventTypeCode This accepts the event type code
value.

events dataOrigin This accepts the event data origin
value.

events eventDecisionCode This accepts the event decision
code value.

events standardCommentld This accepts the standard

comment identifier. Multiple
standard comment id(s) can be
passed comma separated.

events comments This accepts the comments
value.

Request JSON Sample

This section contains a request JSON sample to update Event Risk Decision for ECM cases.
The API will accept multiple caseids and events information whose risk decision are to be
updated for the case. The entries in this sample are only for reference purposes.

[

{

"casel d": "CA100",

"events": [

{

"event Code": "ECVRT1662738331135",
"event TypeCode": "AM.",
"dataCrigin": "DLY",

"event Deci si onCode": 1,

"standardConment [ d": "8151, 8152",
"comments": "This event is suspicious.'
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Response Parameters

The following table describes the details of the response parameters.

Table 4-34 Parameter Details
]

First Level Second Level Third Level Details

MESSAGE - - Displays the overall
response message from
the API.

STATUS - - Displays the overall

status of the API call
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE - Displays the response
message from the API
for the respective case.

RESULTARRAY STATUS - Displays the status of
the API call for the
respective case whether
it was successful or
failed. In case of
success, it will be
represented by
SUCCESS and in case
of failure it will be
represented by FAILED
and in case of partial
success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY caseld - Displays the case
internal identifier on
which the AP| was
called.

RESULTARRAY events MESSAGE Displays the response
message from the API
for the respective event
under the respective
case.
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Table 4-34 (Cont.) Parameter Details

|
First Level Second Level Third Level Details

RESULTARRAY events STATUS Displays the status of
the API call for the
respective event under
the respective case
whether it was
successful or failed. In
case of success, it will
be represented by
SUCCESS and in case
of failure it will be
represented by FAILED.

RESULTARRAY events eventCode Displays the event
identifier under the
respective case on
which the APl was
called.

Response JSON Sample

This section contains a response JSON sample for when Event Risk Decision updation for an
existing case is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "Event Decision updation was successful.",
" STATUS": " SUCCESS',

" RESULTARRAY": [

{

"MESSAGE": "Event Decision updation was successful.",
" STATUS": " SUCCESS',

"casel d": "CA100",

"events": [

{

"MESSAGE": "Event Decision updated successfully.”,

" STATUS": " SUCCESS',

"event Code": "ECVRT1662738331135"

3

{

"MESSAGE": "Event Decision updated successfully.”,

" STATUS": " SUCCESS',

"event Code": "ECVRT1662738414993"

e o

4.18 Add Narrative to Case

This service will allow addition of Narratives to an existing case.
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The following topics explain how to add Narrative to an existing Case.
¢ HTTP Link

e Service Type
e Request Parameters

 Request JSON Sample

e Response Parameters

 Response JSON Sample

HTTP Link
http:// <Application URL>/rest-api/ECVServi cel CaseManagenent Servi ce/ addNarrative

Service Type
The service type is POST.

Request Parameters

The following table describes the details of the parameters.

Table 4-35 Request Parameter Details
]

First Level Details
caseld This accepts the case internal identifier.
narrative This accepts the narrative text.

Request JSON Sample

This section contains a request JSON sample to add a Narrative to an existing ECM case.
Only plain text will be captured. Formatting, images and screenshots will not be captured. The
entries in this sample are only for reference purposes.

[

{
"caseld": "CA100",

"narrative": "This case was registered because illegal activities was carried
in the joint account |inked
to the custoner.”

}
]

Response Parameters

The following table describes the details of the response parameters.

Table 4-36 Parameter Details

|
First Level Second Level Details

MESSAGE - Displays the overall response
message from the API.
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First Level Second Level

Details

STATUS -

Displays the overall status of the
API call whether it was successful
or failed. In case of success, it will
be represented by SUCCESS
and in case of failure it will be
represented by FAILED and in
case of partial success it will be
represented by
PARTIALSUCCESS.

RESULTARRAY MESSAGE

Displays the response message
from the API for the respective
case.

RESULTARRAY STATUS

Displays the status of the API call
for the respective case whether it
was successful or failed. In case
of success it will be represented
by SUCCESS and in case of
failure it will be represented by
FAILED.

RESULTARRAY caseld

Displays the case internal
identifier on which the APl was
called.

Response JSON Sample

This section contains a response JSON sample for when narrative addition to an existing case
is successful. The entries in this sample are only for reference purposes. Refer to
Improvements in Real Time Event Creation APIs for additional Response JSON samples.

{

"MESSAGE": "Narrative addition was successful.",

" STATUS": " SUCCESS',

"RESULTARRAY": [

{

"MESSAGE": "Narrative added successfully.",
" STATUS": " SUCCESS',

"casel d": "CA240"

3,

{

"MESSAGE": "Narrative added successfully.",
" STATUS": " SUCCESS',

"caseld": "CA100"

3,

{

"MESSAGE": "Narrative added successfully.",
" STATUS": " SUCCESS',

"caseld": "CA360"

}
]
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4.19 Attachment and Comments Service

This ECM service allows clients to post attachments and comments from an external
application to a case in Oracle’s Enterprise Case Management application.

This is useful when there are external processes that create evidence for a case and that
information needs to automatically be attached to the case. For example, a client may have an
RPA process which creates a customer profile for an investigator which will assist in the
investigation. This service can post that profile to the case. It is then viewable from the
Evidence tab within the case. The process is also recorded in the audit history of the case. The
receipt of the attachment or comment may also be a status changing action. This allows for the
status of the case to be updated when the document/comment is received.

@® Note

This service is only available in ECM release 8.0.7 and beyond.

With this service, you can associate attachments or comments with a case, a business entity,
or both. At this time, attachments can only be viewed through a case. The ability to view a
business entity and see attachments and comments related to that entity will be provided in a
future release. If you intend these attachments and comments to be for an entity, Oracle
recommends you associate to both cases and entities in preparation for this future functionality.
Each request can only associate a document or comment with one case or one entity.

This topic contains the following sections:

e Service Definition

e Configuring Entity Types

Service Definition
This section includes the following topics:
+  Service URL

* Service Method

° Request/Query Parameters

* Service Response

*  Sample Java Code for the Service Call

e Changing Case Status upon Service Execution

e Response Messages

Service URL

In the following example, a customer profile document created on customer John Doe
(Customer ID CA12345) is being attached to case CA54321. The source of the document is
from an RPA application. When the attachment is received, the status of the case will update to
the status associated with action code CA986 as defined in PMF.

http://<<webserver | P or name>>/<<application context>>/rest- api/ECVService/
CaseManagenent Ser vi ce/ ecnlpl oadFi | e?enti tyl d=CA54321&casel d=
CA54321&ent it yType=case&comment s=Cust oner Profile for John
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Profile from RPA Process&ocType=Cust oner Profile&source=RPA Process ID
1234&sender | d=RPAUser 1234&act i onCode=CA986

® Note

Here, & is used for separating the parameters in the above URL. The document or file
has to be attached as multipart/form-data while calling the service. Authentication

information has to be provided with Bas64 encoded format of
<username>:<password>. Any space or special characters in the URL query
parameters need to be ‘Percent-encoded’

Service Method

The service method is POST for the enhanced security.

Request/Query Parameters

The following table describes the details of the parameters.

Table 4-37 Request/ Query Details

|
Required

Name

Parameter Name

Description

Entity ID

entityld

It can be the Case ID or
the Business Entity ID to
which the document/
comment is associated.
If entity type is ‘CASE’,
then entityld will be
validated against the
valid case IDs in the
system. No validation for
other entity types.

Y

Entity Type

entityType

Entity type is the type of
entity against which this
action is performed. By
default, entity type
‘CASE’ is defined in the
system. User needs to
configure the other entity
type in the system. For
configuring new entity
type, see Configuring
Entity Types. If entity
type is other than CASE,
then provide an entity ID
in the entityld parameter.
You can also provide a
case ID in the caseld
parameter, so the
document/comment will
be associated with both
case and the entity.
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_______________________________________________________________________________|
Required

Name

Parameter Name

Description

Comments

comments

Comments to be stored Y

against the Case/Entity.
You can enter up to 64k
characters.

Sender ID

senderld

Thiscan be a valid ECM
user ID or a valid AAI
user ID. If it is a valid
ECM user ID, this will be
displayed in the audit
history and Evidence
tab. If it is a valid AAI ID,
then ‘SYSTEM’ will be
displayed in the Audit
History and Evidence
tabs. If using an ECM
user ID it will go against
the client's ECM
licensed user count. If
using an AAI ID, it is
recommended that some
user identifier is also
included in either the
Document Description or
Comment parameters.

N

Document Description

docDesc

Description of document
attached.

Document Type

docType

Used to categorize the
type of document being
sent.

Case ID

caseld

ID for the case in which
the document or
comment should be
associated.

Action Code

actionCode

Defines the code for the
action that is to be
performed. This should
be a valid action as
defined in KDD_ACTION
and/or PMF. Action Code
is only validated against
KDD_ACTION. It is not
validated that it is a valid
action for the case in the
current status.

Action Code for external
document attach is
CA985. Action Code for
external comment is
CA986

Source

source

Where the document/
comment came from.

N
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Along with the above mentioned parameters, if document/file is to be sent, attach the
document/file as multipart/form-data. For more information, see Sample Java Code for the
Service Call.

Service Response

This service responds with a JSON object as the response data. The following is a sample
response data:

{

status: “Success”,
description: “The request has been successfully processed”

}

For the possible response messages, see the Response Messages section.

Sample Java Code for the Service Call

This section shows an example of how to write a REST client in Java to call this service.

e Create a URL (java.net.URL) object and Open the Connection:

URL url = new URL(<SERVER_URL>);
H t pURLConnecti on url Connection = (Htt pURLConnection) url.openConnection();

@ Note

<SERVER_URL>: It is the end point URL for the service. For example, see the
Service URL section.

e Set the request Headers:

url Connecti on. set Request Met hod( " POST") ;

url Connecti on. set Request Property("Authori zation",

<basi cAut hEncrypt edString>);

url Connecti on. set Request Property("Content - Type", "nultipart/formdata,;
boundary=" +

<boundaryString>);

® Note

<basicAuthEncryptedString> : It is a Base64
(org.apache.commons.codec.binary.Base64) encrypted credentials in String
format. <boundaryString> : Define your boundary String.

*  Write the File/Document to the URL Connection Output Stream:

Qut put St ream out put Stream = url Connecti on. get Qut put Stream();
Buf feredWiter witer = new BufferedWiter(new

Qutput StreamNiter(outputStream);

/1 Include the section to describe the file

String LINE_FEED = "\r\n";

for(int i=0; i< <FILE_PATHS>.length; i++){
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File fileToUpl oad = new Fil e(<FILE PATHS>[i]); String fileNane =
fileToUpl od. get Nane();

writer.append("--" + boundaryString).append(LI NE_FEED);
writer.append( "Content-Disposition: formdata; name=\"file\";
filename=\"" + fileName +

"\"").append(LI NE_FEED);

writer.append( URLConnect i on. guessCont ent TypeFr omName(f il eNang)). appen
d( LI NE_FEED);

writer.append("Content-Transfer-Encoding: binary").append(Ll NE_FEED);
writer.append( LI NE_FEED);

witer.flush();

Fil el nput Stream i nput Stream = new Fi | el nput St ream(<fil eToUpl cad>);
byte[] buffer = new byte[4096]; int bytesRead = -1,

while ((bytesRead = inputStreamread(buffer)) = -1)
{ outputStreamwite(buffer, 0, bytesRead);
}

out put Stream flush(); inputStreamclose();
writer.append(LINE_FEED); writer.flush();

}
/1 Mark the end of the nultipart http request

witer.wite("\r\n--" + boundaryString + "--\r\n"); witer.flush();
/1 dose the streams output Streamclose(); witer.close();

@ Note
<FILE_PATHS>: Array of File paths to be uploaded.

Reading the Service Response:

Buf f er edReader httpResponseReader = new Buf f er edReader ( new
[ nput St reanReader (url Connecti on. get I nput Stream()));

Changing Case Status upon Service Execution

The status of a case can be updated when a document or comment is received. This is
achieved through the Action Code parameter.

If no Action Code is defined, the action seen on the Evidence tab is Added External
Document / Added External Comments and the Resulting Status is not updated.

If the Action Code sent is only defined in KDD_ACTION and not in PMF, then the action on
the Evidence tab will be what was provided in the Action Code parameter, and the
Resulting Status is not updated (and the status of the case does not change).

If the Action Code sent is defined in both KDD_ACTION and in PMF, then two records are
recorded in the Audit History. One, for the receipt of the document, and the other for the
case status change. Both records have the same Action name but the Resulting Status will
be different.

Response Messages

The following table shows the list of possible Response Messages.
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Scenario Status Description

On Success Success The request has been
successfully processed.

Missing mandatory parameters Failed Missing mandatory parameters.

(entityld, entityType, comments) Please make sure you send these
parameters : entityld, entityType,
comments.

Invalid value for a parameter Failed Invalid value for the parameter.

(entityType, entityld/caseld) Please make sure you send valid
value for : <parameter-name>.

PMF Workflow call fails Failed Request has been failed : Unable
to start workflow.

INSERT query fails for Failed Request has been failed : Unable

FCC_CM_DOC_S ERVICE to INSERT the record to the
service table.

saveCaseAttachment procedure  Failed Request has been failed : Unable

fails to INSERT the record to
attachment table.

saveCaseComment procedure Failed Request has been failed : Unable

fails to INSERT the record to
comment table.

Document upload fails from AAI  Failed Request has been failed : Unable

api (includes invalid file
extension)

to upload selected files.

Configuring Entity Types

By default, the configuration for the entity type ‘CASE’ is defined in the system. Any further
Entity Type configuration needs an entry in the table FCC_CM_DOC_SRVCE_CONF. The
following table lists the Entity Type- related Column Name, Data Type, and Description.

Table 4-39 Configuring Entity Types
]

Column Name Data Type Description
V_ENTITY_TYPE VARCHAR2(1000 CHAR) Defines an Entity Type.
V_MANDATORY VARCHAR2(4000 CHAR) Set of parameter to be made
PARAMS mandatory for the Entity Type
B (Comma separated).
V_ALLWD_DOC UMENT_TYPE CLOB For Future Use.

V_ALLWD_ACTI ON_CD

VARCHAR2(4000 CHAR)

For Future Use.

V_ALLWD_SOURCE

CLOB

For Future Use.

V_ALLWD_USER_IDS

CLOB

For Future Use.

For example, if you want to define/configure a new entity type as “CUSTOMER” with senderld
and actionCode as mandatory along the default mandatory parameters mentioned in the

Request/Query Parameters section, then make the entries in FCC_CM_DOC_SRVCE_CONF
table as shown in the following table:

API Services Guide
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Table 4-40 FCC_CM_DOC_SRVCE_CONF Table Details
|

V_ENTITY_TY V_MANDATOR V_ALLWD DO V_ALLWD AC V_ALLWD_SO V_ALLWD

PE Y_PARAMS CUMENT_TYP TION_CD URCE
E
CUSTOMER senderld,action (null) (null) (null) (null)
Code
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Supported JSON Structures for Generic Event
Information

The Generic Event Information section of the API allows you to add generic evented data to
any event. The entries in these samples are only for reference purposes.

® Note
This section applies only to the following API Services:
* Create Event
» Create Event and Promote to Case

e Create Event and Extend to Existing Case

Simple JSON with Simple Objects (One Level)

{
"Customer Details": {

"Victim Name": "John Doe",
"VictimSSN': "123-12-1234",
"Phone Nunber": "123-123-1234"

3,

"Enterprise Custoner Conplaint": {
"Was a conplaint filed through the
Enterprise Custoner Conplaint?': "Yes"
3,

"I'ncident Details": {

"I'ncident Type": "Structuring",
"Account Type": "Consumer",
“Market": "Sout hwest Pennsylvania"

}
}

API Services Guide
G42155-01 September 1, 2025

Copyright © 2015, 2025, Oracle and/or its affiliates. Appendix A-1 of A-11



ORACLE
Appendix A

Figure A-1 Simple JSON with simple Objects (One Level)

merani e Maidh Record

Guraric Witch Bacord Detain

ot ICE DCRIRTY Eepl 44D

Simple JSON with One Level of Array Object

{
"Customer Details": {

“VictimName": "Ajay Devgan",
"VictimSSN': "123-12-1234",
"Phone Nunber": "123-123-1234",
"Address List": [{

"Address Type": "Ofice",
"Street": "M Road",

"“City": "Bangal ore"

3,

{
"Address Type": "Hone",

"Street": "Victoria Road",

"City": "Mnbai"

¥

{

"Address Type": "Branch",
"Street": "Whan Province",
"City": "Beijing"

}

]

}

"Enterprise Custoner Conplaint": {

"Was a conplaint filed through the Enterprise Customer Conplaint?":
"Yes"

¥
“I'ncident Details": {

“I'ncident Type": "Structuring",
"Account Type": "Consumer",
“Market": "Sout hwest Minbai"

}
}
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Figure A-2 Simple JSON with one level of Array Object

Genati Match Record
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Simple Object with Two levels of Array and Second Array being Simple String of Values

{

"Car Ownership Details": {
"Name": "John",

"Age": 30,

"Cars": [{

"Name": "Ford",

"Model s": ["Fiesta", "Focus", "Mistang"]
3

{

"Nanme": "BMN,

"Mdel s": ["320", "X3", "X5"]
3

{

"Name": "Fiat",

"Model s": ["500", "Panda"]

}

]

}

}
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Figure A-3 Simple Object with Two levels of Array and Second Array being simple

String of Values

Ganaric Match Recard

Camarc hlatch Record Detals

Everit 10 ECASETISAIAISAGISST

Simple Object with Two levels of Array and Second Array also Consisting of Key Values

{

“Car Branch Details": {
"Name": "1 NVENTORY1",
"Year": 2020,
"Cars": [{

"Name": "Ford",
"Branches": [{
"Name": "BLR',
"City": "Bangal ore"
b Ao

"Name": "MR',
"City": "Mangal ore"
}H

b

{

"Nanme": "Hyundai",
"Branches": [{

"Nane": "DEL",
"Gity": "Delhi"
oA

"Nane": "RIK",

"Gity": "Rajkot"
H

}

]

}

}
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Figure A-4 Simple Object with Two levels of Array and Second Array also consisting of

Key Values

Gneric Match Redond
Ganarc hlatoh Becord Dutais
By D FCRMETIRE T LIDO0GATS
e Evility i 5
€ Branch Detaily

Cata

Array JSON Object with Two Levels of Array and Second Array also Consisting of Key

Values

{

"Bank Details": [{
"Name": "HDFC',
"Year": 1988,

"Departnents": [{
"Nane": "Credit",

"Enpl oyees": [{
“Name": "Virat",
"City": "Bangal ore"
bAoA

"Nane": "Smith",
“City": "Jaipur"
}H

¥

{

"Nane": "Debit",
"Enpl oyees": [{
“Name": "Ricky",
"City": "Bangal ore"
bAoA

“Name": "Sanath",
“City": "Kandy"
H

}

]

¥

{

"Nane": "ICICl",
"Year": 1992,

"Departnents": [{
"Nane": "Credit",

"Enpl oyees": [{
"Nanme": "Sachin",
"City": "Mnbai"
b A
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"Nane": "Kapil",
“City": "Delhi"
1
1
{
“"Nane": "Debit",
"Enpl oyees": [{
"Name": "Steve",
“City": "Sydney"
oA
"Nanme": "Marvan",
"“City": "Col onmbo"
1
}
]
}
]
}

Figure A-5 Array JSON Object with Two Levels of Array and Second Array also
Consisting of Key Values

Generic Match Record

Garerrsy Platrh Bacoed Dwtady
et 10 ECRART TSR] 10884050

B Dhdals

Simple Object and Inside Simple Array of Strings

{

"Company Details": {

"Nane": "Oracle",

"Branches": ["Mnbai", "Pune", "Bangal ore"]

}
}

API Services Guide
G42155-01 September 1, 2025

Copyright © 2015, 2025, Oracle and/or its affiliates. Appendix A-6 of A-11



ORACLE’

API Services Guide

G42155-01

Figure A-6 Simple Object and Inside Simple Array of Strings
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Appendix A

Array JSON Object with Two Levels of Array and Second Array Consisting of Simple Int

Values

Also, Simple Array of Strings (For Example : Purposes)

{
“Customer Details": [{

"Name": "Jackson",

“Jurisdiction": ["Mnbai", "Pune", "Bangal ore"],
"Departnents": [{

"Nane": "Credit",
"Transactionlds": [11, 12, 13]
1

{

"Nane": "Debit",
"Transactionlds": [14, 15, 17]
}

]

b

{

" ’\hn.eu " D’\ﬂyne" ’

“Jurisdiction": ["California", "Pune", "Delhi"],

"Departnents": [{

"Nane": "Credit",

"Transactionlds": [11.245, 12.345, 13]
b,

{

"Nane": "Debit",

"Transactionlds": [14, 15, 17]

}

]

}

]

"Purposes": ["Rental", "Shopping", "Travel"]

}

Copyright © 2015, 2025, Oracle and/or its affiliates.
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Figure A-7 Array JSON Object with two levels of Array and Second Array consisting of
Simple Int Values
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More than one Generic Entity Under Same Event

Figure A-8 More than one Generic Entity Under Same Event
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Multiple Events selected on Ul

Figure A-9 Multiple Events Selected on Ul

JSON with Two Levels of Simple Object with One Level of Array Object

{

“Car Ownership Details": {
"Name": "John",
"Age": 30,
"Cars": [{
"Name": "Ford",
"Model ": "Fiesta"
}

]

}

}

}

}

]

}

Figure A-10 JSON with Two Levels of Simple Object with One Level of Array Object

Acroant 10 APLACCT 901
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JSON with Two Levels of Simple Object with Two Levels of Array Object with Second

Array Consisting of Simple Int Values

{
"Customer Details": [{

"Name": "Jackson",

“Jurisdiction": ["Mnbai", "Pune", "Bangal ore"],
"Departnents": [{

"Nane": "Credit",

"Transactionlds": [11, 12, 13]

¥

{

“Nare": "Debit",

"Transactionlds": [14, 15, 17]

}

]

¥

{

"Name": " Dwayne",

“Jurisdiction": ["California", "Pune", "Delhi"],
"Departnents": [{

"Nane": "Credit",

"Transactionlds": [11.245, 12.345, 13]
¥

{

“Nare": "Debit",

"Transactionlds": [14, 15, 17]

}

}
1,

"Purposes": ["Rental", "Shopping", "Travel"]

e o

Figure A-11 JSON with Two Levels of Simple Object with Two Levels of Array Object

with Second Array Consisting of Simple Int Values

Aot B AMADCT _BOTIN
Besult 1

B Ao [ Marrer

Trarvus thonkh. Hame

Irarmiadtionkds.  Ramde
T4 e ean h -
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A.1 Assumptions and Notes

The following assumptions and notes should be considered for the Generic Event Information
section of the API.

API Services Guide
G42155-01

Section Names or Object Names must be provided for all elements which are of type
Object or Array. For example, the following JSON without a section Name will not be
supported:

{
“Name": "ASK",

"Work": "IT
}

Supports 2 levels of Arrays for Simple Objects (Main JSON Object->Arrayl->Array?2).
Similarly, for the Array Obiject, it will be Main Array Object->Arrayl->Array?2.

Supports simple object inside Array, but this is a rare case where we use any objects
inside object. Use array where all single objects can pass it as Array. Else, it as good as
normal key value attributes to the parent object:

[

{
" ’\hn.eu " ASK" ,

" \Mr kll " I Tn

}
]

Figure A-12 Example

Generic Match Record
Event ID: ECMRTISE3430016489

Custarmer Detadls

Bangalore

Purposes

For generic entity JSON structures for the Array Type JSON which is depicted as Table on
the Ul, the order in which the columns are shown is random.
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Improvements in Real Time Event Creation

APIs

This appendix provides sample responses for the following API services.

Logging Improvements in Real Time Event Creation APIs

Sample Responses for the ECM Real Time Event Creation API

Sample Responses for Create or Update ECM Case Description API

Sample Responses for Get ECM Case Status API

Sample Responses for Adding Customer to Case

Sample Responses for Removing Customer from Case

Sample Responses for Add Account to Case API

Sample Responses for Remove Account from Case API

Sample Responses for Add External Entity to Case API

Sample Responses for Remove External Entity from Case API

Sample Responses for Add Transaction to Case API

Sample Responses for Remove Transaction from Case API

Sample Responses to Update Event Risk Decision for Case API

Sample Responses for Add Narrative to Case API

Logging Improvements in Real Time Event Creation APIs

The following services are supported under Real time Event Creation API:

Create Event (saveEvents)

Create Event and Promote to Case (saveEventsAndPromoteToCase)

Create Event and Extend to Existing Case (saveEventsAndExtendToCase)

Major changes performed in the above services are listed below:

API Services Guide
G42155-01

In case of any failure in the API, 500 HTTP status code is returned instead of 200.

A message is also returned in the API response to indicate the cause of failure. The
response message structure for failure messages is the same as earlier for the services

below:

saveEvents

{

"MESSAGE": "Event Code al ready exists.",
" STATUS": "FAI LED'

}

saveEvent sAndPr ompt eToCase

{

"message”: "Event Code al ready exists.",

Copyright © 2015, 2025, Oracle and/or its affiliates.
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"status": "FAI LED'

}

saveEvent sAndExt endToCase

{

"message”: "Event Code already exists.",
"status": "FAI LED'

}

Known success and failure messages returned in the responses have multi-locale support.
Other exceptions like Error connecting database or particular JSON attribute not found are
still in English. The status in the response will still be in English. A detailed list of messages
which are translatable is mentioned in the document ahead.

For multi-locale support, when the APIs are called from the ECM application, the user's
respective locale will be used, and the message will be shown in that language. For calls
made from third-party clients like Postman or via token, en_US will be the locale used.

There are no more system outs in the APlIs.
The Exception stack trace is now logged via Logger.
In case of any error or exceptions, detailed debug logging is also done.

At important APl method calls and code lines, debug loggers are added. These loggers will
not only help in debugging any issues quicker but will also serve as a tool to find out any
performance bottlenecks.

Logging is done in the UMMService.log file.

B.1 Sample Responses for the ECM Real Time Event Creation

AP]

This section lists sample responses for the ECM Real Time Event Creation API

Table B-1 Sample Responses for the ECM Real Time Event Creation API

SL No Description Response Response Type and  Service Multi Locale
Status Applicable
1 This is the response saveEvent s{"MESSAG OK 200 saveEvents Yes
when events are saved E': "Event(s)
successfully. saved

successful ly.","ST
ATUS": "SUCCESS',
"Event 1d(s)":
"POSTARI37" }

API Services Guide
G42155-01

September 1, 2025

Copyright © 2015, 2025, Oracle and/or its affiliates. Appendix B-2 of B-65



ORACLE’

Appendix B

Sample Responses for the ECM Real Time Event Creation API

Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No Description

Response
Status

Response Type and

Service Multi Locale

Applicable

2 This is the response
when input is not in
proper JSON format.

saveEvent s{" MESSAG ERROR 500
E': "Invalid JSON
I nput format.

Pl ease correct the
data.", " STATUS":
"FAI LED'} saveEvent
sAndPr onot eToCase{
"message”:
"I'nvalid JSON

I nput format.

Pl ease correct the
data.","status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "lnvalid
JSON I nput format.
Pl ease correct the
data.","status":

"FAILED" }

saveEvents Yes
saveEventsAndP
romoteToCase

saveEventsAndE
xtendToCase

3 This is the response
when input does not
have events array.

saveEvent s{" MESSAG ERROR 500
E':"lnput JSON
data does not have
events

array.", " STATUS":
"FAl LED'} saveEvent
sAndPr onot eToCase{
"message": "l nput
JSON dat a does not
have events
array.","status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "I nput
JSON dat a does not
have events
array.","status":

"FAI LED" }

saveEvents Yes
saveEventsAndP
romoteToCase

saveEventsAndE
xtendToCase

4 This is the response
when user does not
have access to the
entity passed in the
input. This is applicable
only to the calls made
from the ECM UI
Application.

saveEvent s{" MESSAG ERROR 500
E': "Invalid user

access to the

entity."," STATUS":

"FAI LED'} saveEvent

sAndExt endToCase{"

message": "lnvalid

user access to the
entity.","status":

"FAILED" }

saveEvents Yes
saveEventsAndE
xtendToCase

API Services Guide
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

5 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when Event lookup E':"Event | ookup saveEventsAndP
entry already exists. entry al ready romoteToCase

exists.", " STATUS": saveEventsAndE
"FAlI LED"} saveEvent xtendToCase
sAndPr oot eToCase{

"message": "Event

| ookup entry

al ready

exists.","status":

"FAlI LED'} saveEvent

sAndExt endToCase{"

message": "Event

| ookup entry

al ready

exists.","status":

"FAILED" }

6 This is the response saveEvent s{" MESSAG ERROR 500 saveEvents Yes
when there isan error E":"Error occurred saveEventsAndP
while inserting into while inserting romoteToCase
FCC_EVENT_ into saveEventsAndE
LOOKUP table. FCC_EVENT_LOOKUP xtendToCase

table. ", " STATUS":
"FAlI LED"} saveEvent
sAndPr oot eToCase{
"message": "Error
occurred while
inserting into
FCC_EVENT_LOOKUP
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_EVENT_LOOKUP
table.", "status":
"FAI LED" }
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|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

7 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when the event code  E":"Event Code saveEventsAndP
passed in the input al r eady romoteToCase
already exists. exists.", " STATUS": saveEventsAndE

"FAlI LED"} saveEvent xtendToCase
sAndPr oot eToCase{
"message": "Event
Code al ready
exists.",
"status":

"FAlI LED'} saveEvent
sAndExt endToCase{"
message": "Event
Code al ready
exists.",
"status":

"FAILED" }

8 This is the response saveEvent s{" MESSAG ERROR 500 saveEvents Yes
when thereisan error E": Error occurred saveEventsAndP
while inserting into while inserting romoteToCase
FCC_EVENTStable.  jnto FCC_EVENTS saveEventsAndE

table.", " STATUS": xtendToCase

"FAI LED'} saveEvent
sAndPr omot eToCase{
"message": "Error
occurred while
inserting into
FCC_EVENTS
table.", "status":
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC _EVENTS
table.", "status":
"FAI LED" }
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SL No Description Response Response Type and  Service Multi Locale
Status Applicable

9 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when the generic entity E": " Generic entity saveEventsAndP
passed in the input al r eady romoteToCase
already exists. exists.", " STATUS": saveEventsAndE

"FAlI LED"} saveEvent xtendToCase
sAndPr oot eToCase{
"message"”:
"Ceneric entity

al ready
exists.","status":
"FAlI LED'} saveEvent
sAndExt endToCase{"
message": "Ceneric
entity already
exists.","status":
"FAI LED" }

10 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when there is an error E":"Error occurred saveEventsAndP
while inserting into while inserting romoteToCase
FCC_GENERI into saveEventsAndE
C_ENTITY table. FCC_GENERI C_ENTI TY xtendToCase

table.", " STATUS":
"FAI LED'} saveEvent
sAndPr omot eToCase{
"message": "Error
occurred while
inserting into
FCC_GENERI C_ENTI TY
table.", "status":
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into

FCC _CGENERI C ENTI TY
table.", "status":
"FAI LED" }
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|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

11 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when Event entity map E":"Event entity saveEventsAndP
entry already exists. map entry al ready romoteToCase

exists."," STATUS": saveEventsAndE
"FAlI LED"} saveEvent xtendToCase
sAndPr oot eToCase{

"message": "Event

entity map entry

al ready

exists.","status":

"FAlI LED'} saveEvent

sAndExt endToCase{"

message": "Event

entity map entry

al ready

exists.","status":

"FAILED" }

12 This is the response saveEvent s{" MESSAG ERROR 500 saveEvents Yes
when there isan error E":"Error occurred saveEventsAndP
while inserting into while inserting romoteToCase
FCC_EVENT_ into saveEventsAndE
ENTITY_MAP table.  FCC_EVENT_ENTI TY_M xtendToCase

AP

table.", " STATUS":
"FAl LED"} saveEvent
sAndPr onot eToCase{
"message": "Error
occurred while
inserting into

FCC EVENT _ENTITY_M
AP

table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_EVENT_ENTI TY_M

AP
table.","status":
"FAILED" }
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|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

13 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when Event binding E":"Event binding saveEventsAndP
entry already exists. entry al ready romoteToCase

exists."," STATUS": saveEventsAndE
"FAlI LED"} saveEvent xtendToCase
sAndPr oot eToCase{

"message": "Event

bi nding entry

al ready

exists.","status":

"FAlI LED'} saveEvent

sAndExt endToCase{"

message": "Event

bi nding entry

al ready

exists.","status":

"FAILED" }

14 This is the response saveEvent s{" MESSAG ERROR 500 saveEvents Yes
when there isan error E":"Error occurred saveEventsAndP
while inserting into while inserting romoteToCase
FCC_EVENT_ into saveEventsAndE
BINDING table. FCC_EVENT_BI NDI NG xtendToCase

table. ", " STATUS":
"FAlI LED"} saveEvent
sAndPr oot eToCase{
"message": "Error
occurred while
inserting into
FCC_EVENT_BI NDI NG
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_EVENT_BI NDI NG
table.", "status":
"FAI LED" }
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Response Type and
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15 This is the response
when Event details
entry already exists.

saveEvent s{" MESSAG ERROR 500
E':"Event details
entry al ready
exists.", " STATUS":
"FAlI LED"} saveEvent
sAndPr oot eToCase{
"message": "Event
details entry

al ready
exists.","status":
"FAlI LED'} saveEvent
sAndExt endToCase{"
message": "Event
details entry

al ready
exists.","status":
"FAILED" }

saveEvents Yes
saveEventsAndP
romoteToCase

saveEventsAndE
xtendToCase

16 This is the response
when there is an error
while inserting into
FCC_EVENT_
DETAILS table.

saveEvent s{" MESSAG ERROR 500
E': "Error
occurred while
inserting into
FCC_EVENT_DETAI LS
table.", " STATUS":
"FAlI LED"} saveEvent
sAndPr oot eToCase{
"message": "Error
occurred while
inserting into
FCC_EVENT_DETAI LS
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_EVENT_DETAI LS
table.", "status":
"FAI LED" }

saveEvents Yes
saveEventsAndP
romoteToCase

saveEventsAndE
xtendToCase

17 This is the response
when events are saved
successfully and
extended to case.

saveEvent sAndExt en OK 200
dToCase{ " message":
"Event (s) saved
successful Iy and
extended to

case. ", "Event
Id(s)":
"POSTARJ39", "statu
s": " SUCCESS",
"caseType":
"AML_SURV" }

saveEventsAndE Yes
xtendToCase

API Services Guide
G42155-01

Copyright © 2015, 2025, Oracle and/or its affiliates.

September 1, 2025
Appendix B-9 of B-65



ORACLE’

Appendix B

Sample Responses for the ECM Real Time Event Creation AP

Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No Description

Response

Response Type and
Status

Service Multi Locale

Applicable

18 This is the response
when events cannot be
extended to case in the
current case status.

saveEvent sAndExt en
dToCase
{"message":

"Event (s) cannot
be saved and
extended to case
in the currentcase
status.",

"status":

"FAI LED" }

ERROR 500

saveEventsAndE Yes
xtendToCase

19 This is the response
when there is an error
while updating
FCC_PRECAS E table.

saveEvent sAndPr onp
t eToCase{ " nmessage”
"Error
occurredwhile
updating
FCC_PRECASE
table. ", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
updati ng
FCC_PRECASE
table.","status":
"FAILED" }

ERROR 500

saveEventsAndP Yes
romoteToCase

saveEventsAndE
xtendToCase

20 This is the response
when there is an error
while updating
FCC_EVENTS table.

saveEvent sAndPr onp
t eToCase{ " nessage”
. "Error occurred
whi | e updating
FCC_EVENTS

table. ", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
updati ng
FCC_EVENTS
table.","status":
"FAILED" }

ERROR 500

saveEventsAndP Yes
romoteToCase

saveEventsAndE
xtendToCase

21 This is the response
when events are saved
successfully and
promoted to case.

saveEvent sAndPr oo
teToCase{"casel d":
" CA262", "message":
"Event (s) saved
successful Iy and
pronmoted to

case. ", "Event
ld(s)":
"POSTARJ38", "statu
s": " SUCCESS",
"caseType":
"AML_SURV" '}

OK 200

saveEventsA Yes
ndPromoteTo

Case
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SL No Description Response Response Type and  Service Multi Locale
Status Applicable

22 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when thereisanerror E": "Error saveEventsAndP
while deleting from occurred whil e romoteToCase
entity table. Note that  del eting from {0
the placeholder "{0}"  taple." ? STATU{S"? S?VGdE_I\_/egtSAndE
will be replaced by the  »FA| LED'} saveEvent xienalotase
actual entity table sAndPr onot eToCasef
name. "message": "Error

occurred while
deleting from {0}
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
deleting from {0}
table.", "status":
"FAI LED" }

23 This is the response saveEvent s{" MESSAG ERROR 500 saveEvents Yes
when thereis an error E': "Error saveEventsAndP
while inserting into occurred whil e romoteToCase
entity table. Note that  j nserti ng into {0} saveEventsAndE
the placeholder "{0}"  t ahl e. ", " STATUS": xtendToCase
will be replaced by the | LED'} saveEvent
actual entity table sAndPr oot eToCasef
name. "nmessage": "Error

occurred while
inserting into {0}
table.", "status":
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into {0}
table.", "status":
"FAILED" }

24 This is the response saveEvent sAndExt en ERROR 500 saveEventsAndE Yes
when the case passed dToCase{" nessage": xtendToCase
in the input does not "Case does not
exists. exist.", "status":

"FAI LED" }
25 This is the response saveEvent sAndExt en ERROR 500 saveEventsAndE Yes

when there is an error
while updating
FCC_CORREL ATION
table.

dToCase{ " message":
"Error occurred
whi | e updating
FCC_CORRELATI ON
table.", "status":
"FAI LED" }

xtendToCase
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|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable
26 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_PRECASE table. exjsts in xtendToCase
FCC_PRECASE
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
al ready exists in
FCC_PRECASE
table. ", "status":
"FAI LED"}
27 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" message” romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_PRECASE table. while inserting xtendToCase
into FCC PRECASE
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_PRECASE
table. ", "status":
"FAI LED"}
28 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase

ATION_LINKtable.

FCC_CORRELATI ON_LI
NK

table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
al ready exists in
FCC CORRELATI ON LI
NK

table.", "status":
"FAI LED'}
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SL No Description Response Response Type and  Service Multi Locale
Status Applicable
29 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" message” romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_CORREL while inserting xtendToCase
ATION_LINK into
table. FCC_CORRELATI ON_LI
NK
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_LI
NK
table.","status":
"FAI LED"}
30 This is the response saveEvent sAndPromo ERROR 500 saveEventsAndP Yes
when entry already teToCase{ " nessage" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase
ATION_SCENARIO FCC CORRELATI ON SC
table. ENARI O -
table.", "status":
"FAl LED"} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON_SC
ENARI O
table. ", "status":
"FAlI LED"}
31 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes

when there is an error
while inserting into
FCC_CORREL
ATION_SCENARIO
table.

t eToCase{ "nmessage”
"Error occurred
while inserting
into
FCC_CORRELATI ON_SC
ENARI O
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_SC
ENARI O
table.", "status":
"FAI LED"}

romoteToCase
saveEventsAndE
xtendToCase
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Status Applicable
32 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase
ATION_SCEN FCC_CORRELATI ON_SC
ARIO_PRSD table. ENARI O PRSDt abl e. "
,"status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON_SC
ENARI O _PRSDt abl e. "
, "status":
"FAI LED'}
33 This is the response saveEvent sAndPronbp ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" nessage" romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_CORREL while inserting xtendToCase
ATION_SCEN into
ARIO_PRSD table. FCC CORRELATI ON SC
ENARI O_PRSDt abl e. "
,"status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_SC
ENARI O PRSDt abl e. "
,"status":
"FAlI LED"}
34 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase
ATION_BUS_ENTITY  FCC CORRELATI ON BU
table. N -

S ENTITY

table.", "status":
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON_BU
S ENTITY

table.", "status":
"FAI LED'}
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35 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" message” romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_CORREL while inserting xtendToCase
ATION_BUS_ENTITY into
table. FOC_CORRELATI ON_BU
S_ENTITY
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_BU
S_ENTITY
table.","status":
"FAI LED"}
36 This is the response saveEvent sAndPromo ERROR 500 saveEventsAndP Yes
when entry already teToCase{ " nessage" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase
ATION_PRSD table. FCC CORRELATI ON PR
SD

table.", "status":
"FAl LED"} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON_PR
SD

table.", "status":
"FAI LED'}

37 This is the response
when there is an error
while inserting into
FCC_CORREL
ATION_PRSD table.

saveEvent sAndProno ERROR 500
t eToCase{ "nmessage”
"Error occurred
while inserting
into
FCC_CORRELATI ON_PR
SD
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_PR
SD
table.", "status":
"FAI LED"}

saveEventsAndP Yes
romoteToCase
saveEventsAndE
xtendToCase
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Status Applicable
38 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteTo Case
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase
ATION_EVENT_MAP  FCC CORRELATI ON EV
table. ENT_NAP -
table.","status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON_EV
ENT_MAP
table.", "status":
"FAI LED'}
39 This is the response saveEvent sAndPronbp ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" nessage" romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_CORREL while inserting xtendToCase
ATION_EVENT_MAP  jnto
table. FCC_CORRELATI ON_EV
ENT_MAP
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_EV
ENT_MAP
table. ", "status":
"FAlI LED"}
40 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORREL exists in xtendToCase
ATION_ENTITY_MAP  FCC CORRELATI ON EN
table. Y -

TITY_MAP

table.", "status":
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON_EN
TITY_MAP

table.", "status":
"FAI LED'}
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SL No Description Response Response Type and  Service Multi Locale
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41 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" message” romoteTo Case
while inserting into "Error occurred saveEventsAndE
FCC_CORREL while inserting xtendToCase
ATION_ENTITY_MAP nto
table. FOC_CORRELATI ON_EN
TI TY_MAP
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON_EN
TI TY_MAP
table.", "status":
"FAI LED"}
42 This is the response saveEvent sAndExt en ERROR 500 saveEventsAndE Yes
when there is an error  dToCase{" nessage": xtendToCase
while updating "Error occurred
FCC_PRECAS whi | e updating
E_SCORE table. FCC PRECASE SCORE
table.", "status":
"FAlI LED"}
43 This is the response saveEvent sAndExt en ERROR 500 saveEventsAndE Yes
when there is an error  dToCase{" nessage": xtendToCase
while updating "Error occurred
KDD_CASE_ whi | e updating
ATTRBT_VAL KDD_CASE_ATTRBT_VA
_MAP table. L MAP
table.", "status":
"FAI LED"}
44 This is the response saveEvent sAndPronp ERROR 500 saveEventsAndP Yes

when entry already
exists in
KDD_CASE_LINKS
table.

t eToCase{ " nessage”

"Entry already
exists in
KDD_CASE_LI NKS
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
KDD_CASE LI NKS
table.","status":
"FAI LED"}

romoteToCase
saveEventsAndE
xtendToCase
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Response Type and
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Service Multi Locale
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45 This is the response
when there is an error
while inserting into
KDD_CASE_LINKS
table.

saveEvent sAndPr oo
t eToCase{ " nessage”
"Error occurred
while inserting
into
KDD_CASE LI NKS
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
KDD_CASE_LI NKS
table.", "status":
"FAI LED'}

ERROR 500

saveEventsAndP Yes
romoteTo Case
saveEventsAndE
xtendToCase

46 This is the response
when there is an error
while updating
KDD_CASES table.

saveEvent sAndExt en
dToCase{ " message":
"Error
occurredwhile
updating KDD CASES
table.","status":
"FAI LED"}

ERROR 500

saveEventsAndE Yes
xtendToCase

a7 This is the response
when entry already

exists in KDD_CASE_

ACTIONS table.

saveEvent sAndPr ono
t eToCase{ "nessage”

"Entry al ready
exists in
KDD_CASE_ACTI ONS
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
KDD_CASE_ACTI ONS
table.", "status":
"FAI LED"}

ERROR 500

saveEventsAndP Yes
romoteToCase
saveEventsAndE
xtendToCase

48 This is the response
when there is an error
while inserting into
KDD_CASE_
ACTIONS table.

saveEvent sAndPr onp
t eToCase{ " nmessage”
"Error occurred
while inserting
into
KDD_CASE_ACTI ONS
table. ", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
KDD_CASE_ACTI ONS
table.", "status":
"FAI LED"}

ERROR 500

saveEventsAndP Yes
romoteTo Case
saveEventsAndE
xtendToCase
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49 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_PRECAS exists in xtendToCase
E_CASE_MAP table. FCC PRECASE CASE M
AP
table.","status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_PRECASE_CASE_M
AP
table.", "status":
"FAI LED'}
50 This is the response saveEvent sAndPronbp ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" nessage" romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_PRECAS while inserting xtendToCase
E_CASE_MAP table. into
FCC_PRECASE_CASE_M
AP
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_PRECASE_CASE_M
AP
table. ", "status":
"FAlI LED"}
51 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteTo Case
exists in "Entry al ready saveEventsAndE
FCC_PRECAS exists in xtendToCase

E_SCORE table.

FCC_PRECASE_SCORE
table.", "status":

"FAlI LED'} saveEvent
sAndExt endToCase{"
message": "Entry

already exists in
FCC_PRECASE_SCOREt
able.","status":

"FAI LED"}
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API

SL No Description Response Response Type and  Service Multi Locale
Status Applicable
52 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" message” romoteToCase
while inserting into "Error occurred saveEventsAndE
FCC_PRECAS while inserting xtendToCase
E_SCORE table. into
FCC_PRECASE SCORE
table.","status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_PRECASE SCORE
table.", "status":
"FAI LED'}
53 This is the response saveEvent sAndPronbp ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in KDD_CASES "Entry al ready
table. exists in
KDD CASEStable.","
status":"FAILED'}
54 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" message" romoteToCase
while inserting into "Error occurred
KDD_CASES while inserting
table. into KDD CASES
table. ", "status":
"FAlI LED"}
55 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes

when entry already
exists in KDD_CASE_
ATTRBT_VAL_MAP
table.

t eToCase{ "nessage”
"Entry already
exists in
KDD_CASE_ATTRBT_VA
L_MAP
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
KDD _CASE ATTRBT_VA
L_MAP
table.", "status":
"FAI LED'}

romoteToCase
saveEventsAndE
xtendToCase
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No

Description

Response
Status

Response Type and

Service Multi Locale

Applicable

56

This is the response
when there is an error
while inserting into
KDD_CASE_
ATTRBT_VAL_MAP
table.

saveEvent sAndPronb ERROR 500
t eToCase{ " nessage”
"Error occurred
while inserting
into
KDD_CASE_ATTRBT VA
L_MAP
table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
KDD_CASE_ATTRBT VA
L_MAP
table.", "status":
"FAI LED"}

saveEventsAndP Yes
romoteToCase
saveEventsAndE
xtendToCase

57

This is the response
when entry already
exists in the configured
PTC query table.

saveEvent sAndProno ERROR 500
t eToCase{ " nmessage”
"Entry already

exists in the
configured PTC
query

table.", "status":
"FAl LED"} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
the configured PTC
query

table.", "status":
"FAI LED'}

saveEventsAndP Yes
romoteToCase
saveEventsAndE
xtendToCase

58

This is the response
when there is an error
while inserting into
configured PTC query
table.

saveEvent sAndProno ERROR 500
t eToCase{ "nmessage”
"Error occurred
while inserting
into configured
PTC query
table.", "status":
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
configured PTC
query
table.", "status":
"FAI LED"}

saveEventsAndP Yes
romoteToCase
saveEventsAndE
xtendToCase
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

59 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when entry already E': "Entry already saveEventsAndP
exists in KDD_CASE_  exists in romoteToCase
NTITY_REL_EVNT KDD_CASE_NTI TY_REL saveEventsAndE
table. _EVNT xtendToCase

table.", " STATUS":
"FAI LED'} saveEvent
sAndPr omot eToCase{
"message": "Entry
al ready exists in
KDD_CASE_NTI TY_REL
_EVWNT

table.", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
KDD_CASE_NTI TY_REL
_EVNT
table.","status":
"FAI LED"}

60 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when thereis an error E': "Error saveEventsAndP
while inserting into occurred while romoteToCase
KDD_CASE_ inserting into saveEventsAndE
{“E:TY_REL_EVNT KDD_CASE_NTI TY_REL xtendToCase
able.

_EVNT

table.", " STATUS":
"FAI LED"} saveEvent
sAndPr omot eToCase{
"message": "Error
occurred while
inserting into
KDD_CASE_NTI TY_REL
_EVNT

table.", "status":
"FAI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
KDD_CASE_NTI TY_REL
_EVNT

table.", "status":
"FAI LED'}
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable
61 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in KDD_CASE_ "Entry al ready saveEventsAndE
NTITY_REL_CASE exists in xtendToCase
table. KDD_CASE_NTI TY_REL
_CASE
table.","status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
KDD_CASE_NTI TY_REL
_CASE
table.", "status":
"FAI LED'}
62 This is the response saveEvent sAndPronbp ERROR 500 saveEventsAndP Yes
when there is an error  t eToCase{" nessage" romoteToCase
while inserting into "Error occurred saveEventsAndE
KDD_CASE_ while inserting xtendToCase
NTITY_REL_CASE into
table. KDD_CASE_NTI TY_REL
_CASE
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
KDD_CASE_NTI TY_REL
_CASE
table. ", "status":
"FAlI LED"}
63 This is the response saveEvent sAndPronb ERROR 500 saveEventsAndP Yes
when entry already t eToCase{" message" romoteToCase
exists in "Entry al ready saveEventsAndE
FCC_CORRELATION exists in xtendToCase
table.

FCC_CORRELATI ON
table.", "status":
"FAlI LED'} saveEvent
sAndExt endToCase{"
message": "Entry
already exists in
FCC_CORRELATI ON
table.", "status":
"FAI LED"}
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API

SL No Description

Response

Response Type and
Status

Service Multi Locale

Applicable

64 This is the response
when there is an error
while inserting into
FCC_CORRELATION
table.

saveEvent sAndPr oo
t eToCase{ " nessage”
"Error occurred
while inserting
into
FCC_CORRELATI ON
table.", "status":
"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
inserting into
FCC_CORRELATI ON
table.", "status":
"FAI LED'}

ERROR 500

saveEventsAndP Yes
romoteToCase
saveEventsAndE
xtendToCase

65 This is the response
when PMF service call
fails for the promoted
case. Note that the
placeholder "{0}" will be
replaced by the actual
HTTP Error code from
PMF.

saveEvent sAndPr onp
t eToCase{ " nmessage”

"PMF service
call failed :
error code :
{0}","status":
"FAI LED'}

HTTP

ERROR 500

saveEventsAndP Yes
romoteToCase
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable
66 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when sequence E': "Sequence saveEventsAndP
retrieval fails for Lookup retrieval failed romoteToCase
Table. for Lookup Table saveEventsAndE
as xtendToCase

V_LOOKUP_SEQUENCE
NAME i sconfi gured
as null in

FCC RT_EVENT ENTI T
Y_TABLES. ", " STATUS
"FAI LED'} saveEvent
sAndPr oot eToCase{
"message”

" Sequence
retrieval failed
for Lookup Table
as
V_LOOKUP_SEQUENCE
NAME i sconfi gured
as null in
FCC_RT_EVENT_ENTI T
Y_TABLES.", "status
"FAI LED'} saveEvent
sAndExt endToCase{"
message":

" Sequence
retrieval failed
for Lookup Table
as
V_LOOKUP_SEQUENCE
NAME i sconfi gured
as null in
FCC_RT_EVENT_ENTI T
Y_TABLES.", "status
": "FAILED'}
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

67 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents Yes
when thereisanerror E': "Error saveEventsAndP
while fetching nextval  occurred whil e romoteToCase
for particular sequence. getting next val ue saveEventsAndE
Note that the for {0} xtendToCase
placeholder "{0}" will be sequence. ", " STATUS
replaced by the actual .
sequence name. "FAl LED"} saveEvent

sAndPr onot eToCase{
"message": "Error
occurred while
getting next val ue
for {0}
sequence. ", "status
"FAl LED'} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
getting next val ue
for {0}
sequence. ", "status
": "FAILED'}

68 This is the response saveEvent s{" MESSAG ERROR 500 saveEvents No
when thereisanerror E': "Error saveEventsAndP
while getting database occurred whil e romoteToCase
connection object. getting database saveEventsAndE

connection.", " STAT xtendToCase

us":

"FAl LED'} saveEvent
sAndPr onot eToCase{
"message": "Error
occurred while
getting database
connection.","stat
us":

"FAlI LED"} saveEvent
sAndExt endToCase{"
message": "Error
occurred while
getting database
connection.","stat
us": "FAILED'}
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Table B-1 (Cont.) Sample Responses for the ECM Real Time Event Creation API
|

SL No Description Response Response Type and  Service Multi Locale
Status Applicable

69 This is the response saveEvent s{"MESSAG ERROR 500 saveEvents No
when there is JISON E": saveEventsAndP
Exceptionduetoany " JSONObj ect[\"act | romoteToCase
missing json attribute in d\ "] not saveEventsAndE
input. The Response  f ound. ", " STATUS": xtendToCase
column shows one "FAI LED'} saveEvent
sample where actld sAndPr onot eToCasef
was not provided in the « message”:

Input. " JSONOhj ect [\ "act |
d\"] not
found. ", "status":
"FAI LED'} saveEvent
sAndExt endToCase{"
message":
" JSONChj ect [\ "act |
d\"] not
found. ", "status":
"FAI LED"}

70 This is the response for saveEvent s{" MESSAG ERROR 500 saveEvents Yes
any other exceptions E': "Internal saveEventsAndP
where there is no error occurred. romoteToCase
exception string inthe  P| ease cont act saveEventsAndE
exception message. system xtendToCase

admnistrator.","S
TATUS":

"FAI LED'} saveEvent
sAndPr oot eToCase{
"message":

"“Internal error
occurred. Please
contact system
administrator.","s
tatus":

"FAI LED'} saveEvent
sAndExt endToCase{"
message":

"Internal error
occurred. Please
contact system
adnministrator.","s
tatus": "FAILED'}

B.2 Sample Responses for Create or Update ECM Case

Description API

This section lists sample responses for the Create or Update ECM Case Description API
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Table B-2 Sample Responses for the Create or Update ECM Case Description API

SL No Description Response Response Type and Status
1 This is the response when {"MESSAGE": "Case OK 200
case description is updated ~ descri ption updat ed
successfully. successful l'y. ", " STATUS"
. "SUCCESS', "casel d":
" CA100"}
2 This is the response when {"MESSAGE": "Invalid ERROR 400
there is a problem (Invalid JSON I nput format.
Input JSON data) with the Pl ease correct the
input data. data.", " STATUS":
"FAI LED'}
3 This is the response when {"MESSAGE": "lnput JSON ERROR 400
there is a problem (Input data does not have
JSON data does not have caseld.", "STATUS":
case ID) with the input data. " FA| LED"}
4 This is the response when {"MESSAGE": "lnput JSON ERROR 400
there is a problem (Input data does not have
JSON data does not have caseDescription.","STAT
case Description) with the US': "FAILED', "casel d":
input data. " CA100"}
5 This is the response when {"MESSAGE": "Case does ERROR 400
there is a problem (Input not exist.", "STATUS":
caselD does not exist) with "FAI LED', "casel d":
the input data. " CA100"}
6 This is the response when {"MESSAGE": "Case is ERROR 409
there is a problem (Input | ocked by another user
caselD locked by another CASEANAL. ", " STATUS":
user) with the current state of " FA| LED', "casel d":
the case provided in the " CA100"}
input.
7 This is the response when {"MESSAGE": "Entry ERROR 409
there is a problem (Entry al ready exists in
already exists in KDD_CASE_ACTI ONS
KDD_CASE_ table.", " STATUS":
ACTIONS _table) with the "FAl LED', "casel d":
current state of the case " CA100"}
provided in the input.
8 This is the response when the {"MESSAGE': "Error ERROR 500
request fails because of occurred while updating
server errors (Error while KDD CASES
updating KDD_CASES). table."," STATUS":
"FAI LED'}
9 This is the response when the {"MESSAGE": "Error ERROR 500

request fails because of
server errors (Error while
inserting into KDD_CASE_
ACTIONS table).

occurred while
inserting into
KDD_CASE_ACTI ONS
table.","STATUS":
"FAI LED'}
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Table B-2 (Cont.) Sample Responses for the Create or Update ECM Case Description API

SL No Description

Response Response Type and Status

10
request fails because of any
other server errors.

This is the response when the {"MESSAGE": "I nternal

ERROR 500
error occurred. Please

contact system

adm ni strator.", "STATUS

": "FAILED', "casel d":

" CA100"}

B.3 Sample Responses for Create or Update ECM Case

Description API

This section lists sample responses for the Create or Update ECM Case Description API

Table B-3 Sample Responses for the Create or Update ECM Case Description API

SL No Description Response Response Type and Status
1 This is the response when {"MESSAGE": "Case OK 200
case description is updated ~ descri ption updat ed
successfully. successful l'y. ", " STATUS"
. "SUCCESS', "casel d":
n C:Alooll }
2 This is the response when {"MESSAGE": "Invalid ERROR 400
there is a problem (Invalid JSON | nput format.
Input JSON data) with the Pl ease correct the
input data. data.", " STATUS":
"FAI LED'}
3 This is the response when {"MESSAGE": "lnput JSON ERROR 400
there is a problem (Input data does not have
JSON data does not have caseld.", "STATUS":
case ID) with the input data. " FA| LED"}
4 This is the response when {"MESSAGE": "lnput JSON ERROR 400
there is a problem (Input data does not have
JSON data does not have caseDescription.","STAT
case Description) with the US': "FAILED', "casel d":
input data. " CA100"}
5 This is the response when {"MESSAGE": "Case does ERROR 400
there is a problem (Input not exist.", "STATUS":
caselD does not exist) with "FAI LED', "casel d":
the input data. " CA100"}
6 This is the response when {"MESSAGE": "Case is ERROR 409

there is a problem (Input
caselD locked by another
user) with the current state of
the case provided in the
input.

| ocked by another user
CASEANAL. ", " STATUS":
"FAI LED", "casel d":

" CA100"}
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Table B-3 (Cont.) Sample Responses for the Create or Update ECM Case Description API

SL No Description Response Response Type and Status
7 This is the response when {"MESSAGE": "Entry ERROR 409
there is a problem (Entry already exists in
already exists in KDD_CASE_ACTI ONS
KDD_CASE_ table.", " STATUS":
ACTIONS_table) with the "FAI LED', "casel d":
current state of the case " CA100"}
provided in the input.
8 This is the response when the {"MESSAGE": "Error ERROR 500
request fails because of occurred while updating
server errors (Error while KDD_CASES
updating KDD_CASES). table.", " STATUS':
"FAI LED"}
9 This is the response when the {"MESSAGE"': "Error ERROR 500
request fails because of occurred while
server errors (Error while inserting into
inserting into KDD_CASE_ KDD CASE ACTI ONS
ACTIONS table). table.", " STATUS":
"FAl LED'}
10 This is the response when the {"MESSAGE": "I nternal ERROR 500

request fails because of any
other server errors.

error occurred. Please
contact system

adm ni strator.", " STATUS
": "FAILED', "casel d":

" CA100"}

B.4 Sample Responses for Get ECM Case Status AP

This section lists sample responses for the Get ECM Case Status API

Table B-4 Sample Responses for Get ECM Case Status API
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SL No Description Response Response Type and
Status
1 This is the response {"MESSAGE": "Case  OK200

when case status is
fetched successfully.

Status fetch
Successful . ",

" STATUS":

" SUCCESS", " RESULTAR
RAY": [{"caseld":
"CA100", "caseSt at us
Code": "INV,
"caseSt at usName":

"I nvestigation”,
"caseSt at usDat eTi ne

" I2022- 06-2410: 28: 48

, "caseC osedFl ag":

"N}
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Table B-4 (Cont.) Sample Responses for Get ECM Case Status API
]

SL No Description Response Response Type and
Status
2 This is the response {" MESSAGE": ERROR 400
when there is a problem "I nvalid JSON | nput
(Invalid input JSON data) f or mat. Pl ease
with the input data. correct the
data.", " STATUS":
"FAI LED'}
3 This is the response {"MESSAGE": "lnput ERROR 400
when there is a problem JSON data does not
(Input JSON data does  have
not have case ID) with caseld.", " STATUS":
the input data. "FAI LED"}
4 This is the response {"MESSAGE": "Case ERROR 400
when there is a problem does not exist.",
(Input case ID does not " STATUS":
exist) with the input data. " FA| LED', "casel d":
" CA100"}
5 This is the response {" MESSAGE": ERROR 500

when the request fails
because of any server
errors.

"Internal error
occurred. Please
contact system

adm nistrator.","ST

ATUS":
"FAI LED", "casel d":
" CA100" }

B.5 Sample Responses for Adding Customer to Case

This section lists sample responses for the Adding Customer to Case API
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Table B-5 Sample Responses for Adding Customer to Case
-

SL No Description Response Response Type and
Status
1 This is the response {" MESSAGE": OK 200

when customer addition
to an existing case is
successful.

"Customers addition
was successful.",

" STATUS":

" SUCCESS", " RESULTAR
RAY": [{"MESSAGE":
"Customers addition
was successful.",

" STATUS":

" SUCCESS", "casel d":
"CA100", "cust omers”
o[ {" MESSAGE":

" Cust oner
addedsuccessful l'y."
, "STATUS":

" SUCCESS", " cust oner
| d":"CUST5"},

{" MESSAGE":

" Cust omer
addedsuccessful ly. "
, " STATUS":

" SUCCESS", "cust oner
Id";"CUST6"}]}] }
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Table B-5 (Cont.) Sample Responses for Adding Customer to Case
]

SL No Description Response Response Type and
Status
2 This is the response {" MESSAGE": OK 200
when customer addition " Custoners addition
to an existing case is was partially
partially successful. successful . ",
" STATUS":
" PARTI ALSUCCESS", "R
ESULTARRAY" :
[{" MESSAGE":

"Customers addition
was successful.",

" STATUS" :

" SUCCESS", "casel d":
" CA100", "cust oners"

o [{" MESSAGE":

" Cust omer
addedsuccessful l'y."
, "STATUS":

" SUCCESS", " cust omer
I d":"CUST5"},

{" MESSAGE":

" Cust omer
addedsuccessful ly. "
, "STATUS":

" SUCCESS", " cust oner
Id":"CUST6"}]},

{" MESSAGE":

"Customers addition
failed.", "STATUS":
"FAl LED', "casel d":

"CA101", "cust omers"

o [{" MESSAGE":
"Cust omer does not
exist in

busi ness. ",

" STATUS":

"FAl LED", "cust oner |
d": "CUST3"},

{" MESSAGE":

"Custoner already
exists.", "STATUS":
"FAl LED",
“customer|d": " CUST4

BEREE

3 This is the response {" MESSAGE": ERROR 400
when there is a problem "I nvalid JSON | nput
with the input data format. Please
correct the data.",
" STATUS":
"FAILED" }
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Table B-5 (Cont.) Sample Responses for Adding Customer to Case

SL No Description Response Response Type and
Status
4 This is the response {" MESSAGE": ERROR 500
when the request fails " Custoners addition
because of multiple failed.", "STATUS":
errors. "FAI LED', " RESULTARR
AY": [{"MESSAGE":
"Custonmers addition
failed.", "STATUS":

"FAl LED', "casel d":
"CA103", "cust omers"
o [{" MESSAGE":
"Cust omer account
does not exists."

" STATUS":

"FAI LED", "cust oner |
d": "CUST5"},

{" MESSAGE":
"Customer online
account does not

exists.", "STATUS":
"FAlI LED", "cust oner
d": "CUST6"},

{" MESSAGE":
"Custoner insertion
failed as error
occurred while
inserting into
custoner rel ated
tabl es.", " STATUS"
"FAl LED', "cust oner |
d": "CUST7"}]},
{"MESSAGE": "Case
does not exist.",
"STATUS": "FAI LED", '
casel d": " CA3600","c
ust oners":

[ {" MESSAGE":
" STATUS":
nul I, "custonerld"
nul1}]},

{ "MESSACGE": "Case
is locked by

anot her user
CASEANAL. ",

" STATUS":

"FAl LED', "casel d"
" CA360"

"cust omers”

nul I,
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Table B-5 (Cont.) Sample Responses for Adding Customer to Case

SL No Description Response Response Type and
Status
5 This is the response {" MESSAGE": ERROR 500
when the request fails " Custoners addition

because of server errors. fajled.",

" STATUS" :
"FAI LED', " RESULTARR
AY": [{"MESSACE":
"Internal error

occurred. Please
contact system
adm ni strator.",

" STATUS":
"FAI LED", "casel d":
"CA103"}] }

B.6 Sample Responses for Removing Customer from Case

This section lists sample responses for the Removing Customer from Case API

Table B-6 Sample Responses for Removing Customer from Case

SL No Description

Response Response Type and Status

1 This is the response when
customers removal from an
existing case is successful.

{"MESSAGE": "Custoners OK 200
removal was

successful . ", " STATUS":

" SUCCESS",

" RESULTARRAY" :
[{"MESSAGE": "Custoners
removal was

successful . ", " STATUS":

" SUCCESS", "casel d":
"CA100", "cust omers":
[{"MESSAGE": "Custoner
removed

successful ly. ", " STATUS"

" SUCCESS", "cust oner | d":
"CUST5"}, { " MESSAGE":
"Cust omer renpved
successful ly. ", " STATUS"

" SUCCESS", "custoner | d":
"CUST6"}]}] }
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Table B-6 (Cont.) Sample Responses for Removing Customer from Case

SL No Description Response Response Type and Status
2 This is the response when {"MESSAGE": "Custonmers OK 200
customers removal froman  renoval was partially
existing case is partially successful . ", " STATUS":
successful. " PARTI ALSUCCESS",
" RESULTARRAY" :
[{"MESSAGE": "Customers
renoval was

successful . ", " STATUS":
" SUCCESS", "casel d":

" CA100", "cust omers":
[{"MESSAGE": "Customer
renoved

successful ly. ", " STATUS"

" SUCCESS", "cust omer 1 d":
"CUST5"}, {" MESSACGE":
"Cust omer renoved
successful l'y. ", " STATUS"

" SUCCESS", "cust omer 1 d":
"CUST6"}]}, {" MESSAGE":
"Customers renoval
failed.", "STATUS":
"FAl LED', "casel d":
"CA101", "cust onmers":
[{"MESSAGE": "Custoner
does not exist in
case.", " STATUS":

"FAI LED', "cust oner | d":

"CQUST3"}]}] }
3 This is the response when {"MESSAGE": "Invalid ERROR 400
there is a problem with the JSON I nput format.
input data. Pl ease correct the
data.", " STATUS":
"FAILED" }
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Table B-6 (Cont.) Sample Responses for Removing Customer from Case

SL No Description

Response Response Type and Status

4 This is the response when the
request fails because multiple
errors.

{" MESSAGE": "Custoners ERROR 500
renmoval failed. ",

" STATUS":

"FAlI LED', " RESULTARRAY" :
[{"MESSAGE": "Custoners
renmoval failed. ",

" STATUS" :

"FAlI LED', "casel d":
"CA103", "cust onmers":
[{"MESSAGE": "Customer
renoval failed as error
occurred while deleting
fromcustoner rel ated
tables.", " STATUS":

"FAI LED', "cust oner | d":
"CUST7"}]}, {" MESSAGE":
"Case does not exist.",
" STATUS" :

"FAl LED', "casel d":

" CA3600", "custonmers":
[{"MESSAGE": null,

" STATUS":

nul |, "customerld":

nul 1}1}, {" MESSAGE":
"Case is |ocked hy

anot her user

CASEANAL. ", " STATUS":
"FAlI LED', "casel d":
"CA360", "cust omers":
[{"MESSAGE": nul I,

" STATUS" :

nul I, "custoner!d":

nul 1} ]

5 This is the response when the
request fails because of
Server errors.

{"MESSAGE": "Custoners ERROR 500
renmoval failed. ",

" STATUS":

"FAIl LED", " RESULTARRAY" :
[{"MESSAGE": "Internal

error occurred. Please

contact system

adm ni strator.", " STATUS

": "FAILED', "casel d":

"CA103"}] }

B.7 Sample Responses for Add Account to Case API

This section lists sample responses for the Add Account to Case API
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Table B-7 Sample Responses for Add Account to Case API
|

SL No Description Response Response Type and Status
1 This is the response when {"MESSAGE": "Accounts  OK 200
account addition to an addi ti on was
existing case is successful. successful . ", " STATUS":
" SUCCESS",
" RESULTARRAY" :
[{"MESSAGE": "Accounts
addi tion

wassuccessful . ", " STATUS
": "SUCCESS', "casel d":
"CA120", "accounts":

[{"MESSAGE": "Account
addedsuccessful ly.","ST
ATUS":

" SUCCESS", "account | d":
"ACCT1"}, {" MESSAGE":
"Account

addedsuccessful ly.","ST
ATUS":

" SUCCESS", "account | d":

" ACCl DI OSRVAC-001"}]1}1}
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Table B-7 (Cont.) Sample Responses for Add Account to Case API

SL No Description

Response Response Type and Status

2 This is the response when
account addition to an
existing case is partially
successful.

{"MESSAGE": "Accounts  OK 200
addition was partially
successful . ", " STATUS":
" PARTI ALSUCCESS",

" RESULTARRAY" :
[{"MESSAGE": "Accounts
addi tion was

successful . ", " STATUS":
" SUCCESS", "casel d":
"CA120", "account s":
[{"MESSAGE": "Account
added

successful ly. ", " STATUS"

" SUCCESS", "account | d":
"ACCT1"}, {" MESSACGE":
"Account added
successful l'y. ", " STATUS"
" SUCCESS",
"account|d":"ACCl DI OSRM
AC-001"}]}, {" MESSACGE":
"Accounts addition
failed.", "STATUS":
"FAl LED', "casel d":
"CA100", "account s":
[{"MESSAGE": "Account
does not exist in
busi ness. ", " STATUS":
"FAI LED", "account | d":
"ACCT3"}, { " MESSAGE":
"Account al ready
exists.", "STATUS':
"FAlI LED', "account | d":
"ACCT4"} ]

3 This is the response when
there is a problem with the
input data.

{ "MESSAGE": "Invalid ERROR 400
JSON I nput fornat.

Pl ease correct the

data.", "STATUS":

"FAI LED" }
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Table B-7 (Cont.) Sample Responses for Add Account to Case API

SL No Description Response Response Type and Status
4 This is the response when the {"MESSAGE": "Accounts  ERROR 500
request fails because multiple addition failed.",
errors. " STATUS" :
“FAI LED', " RESULTARRAY" :
[{"MESSAGE": "Accounts
addition failed.",
" STATUS":
"FAI LED', "casel d":
"CA103", "accounts":
[{"MESSAGE": "Account
does not exists.",
" STATUS":
"FAI LED", "account | d":
"ACCT5"}, { " MESSAGE":
"Account insertion
failed as error
occurred while
inserting into account
rel ated
tabl es. ", " STATUS":
"FAI LED", "account | d":
"ACCT7"}]}, {" MESSAGE":
"Case does not exist.",
" STATUS":
"FAI LED', "casel d":
" CA3600", "account s":
[{"MESSAGE": null,
" STATUS":
nul |, "account|d":
nul 1}]}, {" MESSAGE":
"Case is |locked by
anot her user
CASEANAL. ", " STATUS":
"FAI LED', "casel d":
"CA200", "accounts": [ {
5 This is the response when the {"MESSAGE": "Accounts  ERROR 500

request fails because of
server errors.

addition failed.",

" STATUS":

"FAI LED', " RESULTARRAY" :
[{"MESSAGE": "Internal
error occurred. Please
contact system

adm ni strator.", "STATUS
": "FAILED', "casel d":
"CA103"}] }

B.8 Sample Responses for Remove Account from Case API

This section lists sample responses for the Remove Account from Case API.
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Table B-8 Sample Responses for Remove Account from Case API

Appendix B

Sample Responses for Remove Account from Case API

SL No Description Response Response Type and
Status
1 This is the response {" MESSAGE": OK 200
when account removal " Accounts renoval
from an existing case is  was
successful. successful . ", " STATU
S": "SUCCESS',
" RESULTARRAY" :
[ {" MESSAGE":
"Accounts renoval
was
successful . ", " STATU
S

" SUCCESS", "casel d":
" CA100", "account s":
[ {" MESSAGE":
"Account renoved
successful ly.", " STA
TUS":

" SUCCESS", "account |
d":"ACCT-5"},

{" MESSAGE":

“Account renoved
successful ly.","
TUS":

" SUCCESS", "account |
d":"ACCT-6"}]}] }

STA
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Table B-8 (Cont.) Sample Responses for Remove Account from Case API

SL No Description Response Response Type and
Status
2 This is the response {" MESSAGE": OK 200
when account removal " Accounts renoval
from an existing case is was partially
partially successful. successful . ", " STATU
S
" PARTI ALSUCCESS",
" RESULTARRAY" :
[ {" MESSAGE":
"Accounts renoval
Wwas
successful . ", " STATU
Sl' .

" SUCCESS", "casel d":
"CA100", "account s":
[ {" MESSAGE":
"Account renoved
successful ly.","STA

TUS":

" SUCCESS", "account |
d":"ACCT-5"},

{" MESSAGE":

"Account renoved
successful ly.", " STA

TUS":

" SUCCESS", "account |
d":"ACCT-6"}]},

{" MESSAGE":

"Accounts renoval
failed.", "STATUS':
"FAI LED', "casel d":
"CA101", "accounts":
[ {" MESSAGE":
"Account does not
exist in

case.", " STATUS":
"FAI LED', "account | d

" ACCT-3'}1Y] )
3 This is the response {" MESSAGE": ERROR 400
when there is a problem "I nvalid JSON | nput
with the input data. format. Pl ease

correct the
data.", " STATUS":
"FAI LED" }
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Table B-8 (Cont.) Sample Responses for Remove Account from Case API

SL No

Description

Response Response Type and

Status

This is the response
when the request fails
because multiple errors.

{" MESSAGE" : ERROR 500
"Accounts renoval
failed.", "STATUS":
"FAI LED', " RESULTARR
AY": [{"MESSACE":
"Accounts renoval
failed.", "STATUS":
"FAl LED', "casel d":
"CA103", "account s":
[ {" MESSAGE":
"Account renoval
failed as error
occurred while
deleting from
account rel ated
tabl es.", " STATUS":
"FAI LED", "account | d
"r "ACCT-7"}]},
{"MESSAGE": "Case
does not exist.",

" STATUS":

"FAI LED', "casel d":

" CA3600", "account s"
o [{" MESSAGE":

nul I, "STATUS":

nul |, "account|d":
nul 1}1}, {" MESSAGE":
"Case is |ocked by
anot her user
CASEANAL. ", " STATUS"

"FAl LED', "casel d":
" CA360", "account s":
[{"MESSAGE": null,
" STATUS":

nul |, "account|d":
nul 1} ]

This is the response
when the request fails
because of server errors.

{" MESSAGE" : ERROR 500
"Accounts renoval
failed.", "STATUS":
"FAlI LED', "RESULTARR
AY": [{"MESSACGE":
“Internal error
occurred. Please
contact system

adm ni strator.","ST
ATUS":

"FAl LED', "casel d":
"CAL103"}] }
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B.9 Sample Responses for Add External Entity to Case AP

This section lists sample responses for the Add External Entity to Case API.

Table B-9 Sample Responses for Add External Entity to Case API

SL No Description Response Response Type and
Status
1 This is the response {" MESSAGE": OK 200

when external Entities
addition to an existing
case is successful.

"External Entities
addi tion was
successful . ", "STATU
S": "SUCCESS",

" RESULTARRAY" :

[{" MESSAGE":
"External Entities
addi tion was
successful . ", " STATU
S

" SUCCESS", "casel d":
"CA120", "ext ernal En
tities":

[{" MESSAGE":
"External Entity
added

successful ly.", " STA
TUS":

" SUCCESS", " ext er nal
Entity": "ACCT1"},
{" MESSAGE":
"External Entity
added

successful ly.","STA
TUS":

" SUCCESS", "ext er nal
Entity":

" ACCl DI OSRVAC- 001"}
11}
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Table B-9 (Cont.) Sample Responses for Add External Entity to Case API

SL No Description Response Response Type and
Status
2 This is the response {" MESSAGE": OK 200
when externalEntities "External Entities
addition to an existing addi ti on was
case is partially partially
successful. successful .", " STATU
S
" PARTI ALSUCCESS",
" RESULTARRAY" :
[ {" MESSAGE":
"External Entities

addi ti on was
successful . ", "STATU
S':

" SUCCESS", "casel d":
"CA120", "external En

tities":

[ {" MESSAGE":
"External Entity
added

successful ly.", " STA
TUS":

" SUCCESS", "ext er nal
Entity":

" EXACCI BPAACB- 06"},
{" MESSAGE":
"External Entity
added

successful ly.", " STA
TUS":

" SUCCESS", "ext er nal
Entity":

" ACCI DI OSRMAC- 001"}
1}, {"MESSAGE":
"External Entities
addi tion

failed.","STATUS":
"FAI LED', "casel d":
"CA100", "ext ernal En
tities":

[ {" MESSAGE":
"External Entity
does not exist in
busi ness. ", " STATUS"

"FAlI LED', "external E
ntity":" ACTRUSTEDPA
IR 038X"},

{" MESSAGE":
"External Entity

al ready

exists."," STATUS":
"FAI LED',
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Table B-9 (Cont.) Sample Responses for Add External Entity to Case API
]

SL No Description Response Response Type and
Status
"external Entity":
" ACTRUSTED- 08X"
3 This is the response {" MESSAGE": ERROR 400
when there is a problem "I nvalid JSON | nput
with the input data. format. Please

correct the
data.", " STATUS":
"FAI LED" }
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Table B-9 (Cont.) Sample Responses for Add External Entity to Case API

SL No Description Response Response Type and
Status
4 This is the response {" MESSAGE": ERROR 500
when the request fails ~ "External Entities

because multiple errors. addi ti on
failed. ", "STATUS":
"FAl LED',
" RESULTARRAY" :
[ {" MESSAGE":
"External Entities
addi tion
failed. ", "STATUS":
"FAl LED', "casel d":
"CA103", "ext ernal En
tities":
[ {" MESSAGE":
"External Entity
does not
exists.", "STATUS":
"FAI LED', "external E
ntity":
" ACFTNETRSTCUB- 01X"
}, {" MESSAGE":
"External Entity
insertion failed as
error occurred
while inserting
into external Entity
rel ated
tabl es.", " STATUS":
"FAlI LED', "external E
ntity":
" ACSTCUB- 013X"},
{"MESSAGE": "Either
exi sting
Institution or new
Institution Id and
Institution Nane
shoul d be specified
but not
both. ", " STATUS":
"FAI LED", "external E
ntity":
" ACSTCUB- 01X"},
{" MESSAGE":
"Institution Id and
Institution Nane
both shoul d be
specified.", " STATUS

"FAI LED", "external E
ntity":

" ACFTNETRSTACBLX_ 07
lI},{llhESSA ll:
"External entity
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Table B-9 (Cont.) Sample Responses for Add External Entity to Case API
]

SL No Description Response Response Type and
Status

ri sk Source does
not
exists."," STATUS":
"FAI LED",
"external Entity":

5 This is the response {" MESSAGE": ERROR 500

when the request fails "External Entities

because of server errors. additi on
failed.","STATUS":
"FAI LED",
" RESULTARRAY" :
[{" MESSAGE":
"Internal error
occurred. Please
contact system
adm ni strator.","ST
ATUS":
"FAI LED', "casel d":
"CAL03'}] )

B.10 Sample Responses for Remove External Entity from Case
API

This section lists sample responses for the Remove External Entity from Case API.
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Table B-10 Sample Responses for Remove External Entity from Case API

SL No Description Response Response Type and
Status
1 This is the response {" MESSAGE": OK 200
when external entites ~ "External Entities
removal from an existing renopval was
case is successful. successful . ", "STATU
S': "SUCCESS',
" RESULTARRAY" :
[ {" MESSAGE":
"External Entities
renmoval was
successful . ", " STATU
S":

" SUCCESS", "casel d":
"CA100", "ext ernal En
tities":

[ {" MESSAGE":
"External Entity
renmoved

successful ly.", " STA
TUS":

" SUCCESS", " ext er nal
Entity":

" ACFTNETRSTACOLX"},
{" MESSAGE":
"External Entity
renoved

successful ly.", " STA
TUS":

" SUCCESS", " ext er nal
Entity": "TERRY
FRANCONA"}]}] '}
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Table B-10 (Cont.) Sample Responses for Remove External Entity from Case API

SL No Description Response Response Type and
Status
2 This is the response {" MESSAGE": OK 200
when external entities "External Entities
removal from an existing renpval was
case is partially partially
successful. successful .", " STATU
S
" PARTI ALSUCCESS",
" RESULTARRAY" :
[ {" MESSAGE":

"External Entities
removal was
successful . ", "STATU
S

" SUCCESS", "casel d":
" CA100", "ext ernal En

tities":

[ {" MESSAGE":
"External Entity
removed

successful ly.", " STA
TUS":

" SUCCESS", "ext er nal
Entity":

" ACFTNETRSTACOLX"},
{" MESSAGE":
"External Entity
removed

successful ly.", " STA
TUS":

" SUCCESS", " ext er nal
Entity": "TERRY
FRANCONA"}1},

{" MESSAGE":
"External Entities
r enoval
failed.","STATUS":
"FAI LED', "casel d":
"CA101", "ext ernal En
tities":

[ {" MESSAGE":
"External Entity
does not exist in
case. ", " STATUS":
"FAI LED', "external E
ntity":

" ACTRUSTEDPAI R-
038X"}1}] }
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Table B-10 (Cont.) Sample Responses for Remove External Entity from Case API
-

SL No Description Response Response Type and
Status
3 This is the response {" MESSAGE": ERROR 400
when there is a problem "I nvalid JSON | nput
with the input data. format. Pl ease

correct the
data.", " STATUS":
"FAI LED" }
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Table B-10 (Cont.) Sample Responses for Remove External Entity from Case API

SL No Description Response Response Type and
Status
4 This is the response {" MESSAGE": ERROR 500
when the request fails ~ "External Entities

because multiple errors. renpval
failed. ", "STATUS":
"FAl LED',
" RESULTARRAY" :
[ {" MESSAGE":
"External Entities
r enoval
failed. ", "STATUS":
"FAl LED', "casel d":
"CA103", "ext ernal En
tities":
[ {" MESSAGE":
"External Entity
removal failed as
error occurred
whil e del etingfrom
External Entity
rel ated
tables.", " STATUS":
"FAI LED", "external E

ntity":

" ACTRUSTEDPAI R-
037X"}1},
{"MESSAGE": "Case
does not exist.",
" STATUS":

"FAl LED', "casel d":
"CA3600", "external E

ntities":
[{"MESSAGE": null,
" STATUS":

nul |, "external Entit
y": null}]},
{"MESSAGE": "Case
is locked by

anot her user
CASEANAL. ", " STATUS"

"FAl LED', "casel d":

" CA360", "ext ernal En
tities":
[{"MESSAGE": null,
"STATUS": null,
"external Entity":
nul |
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Table B-10 (Cont.) Sample Responses for Remove External Entity from Case API
]

SL No Description Response Response Type and
Status
5 This is the response {" MESSAGE": ERROR 500
when the request fails ~ "External Entities

because of server errors. renoval
failed. ", "STATUS":
"FAI LED",
" RESULTARRAY" :
[{" MESSAGE":
"Internal error
occurred. Please
contact system
adm ni strator.","ST
ATUS":
"FAI LED', "casel d":
"CA103"}] }

B.11 Sample Responses for Add Transaction to Case API

This section lists sample responses for the Add Transaction to Case API.
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Table B-11 Sample Responses for Add Transaction to Case API

SL No Description Response Response Type and
Status
1 This is the response {" MESSAGE": OK 200

when transactions
addition to an existing
case is successful.

"Transactions
addi ti on was
successful . ", "STATU
S': " SUCCESS"

" RESULTARRAY" :

[ {" MESSAGE":
"Transactions

addi tion was
successful . ", " STATU
S

" SUCCESS", "casel d":
"CA100", "transactio
ns": [{"MESSAGE":
"Transacti on added
successful ly.", " STA
TUS":

" SUCCESS", "t ransact
i onRef erencel d"

" ACCl DI OSRMAC- 5"},
{" MESSAGE":
"Transaction added
successful ly.", " STA
TUS":

" SUCCESS", "t ransact
i onRef erencel d"

" ACCl DI OSRVAG-6"1}1]}

1}
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Table B-11 (Cont.) Sample Responses for Add Transaction to Case API

SL No

Description

Response

Response Type and
Status

This is the response
when transactions
addition to an existing
case is partially
successful.

{" MESSAGE":
"Transactions
addi ti on was
partially
successful . ", " STATU
S

" PARTI ALSUCCESS",

" RESULTARRAY"

[ {" MESSAGE"
"Transactions

addi tion was
successful . ", "STATU
S

" SUCCESS", "casel d":
"CA100", "transactio
ns": [{"MESSAGE":
"Transaction added
successful ly.", " STA
TUS":

" SUCCESS', "transact
i onRef erencel d"

" ACCI DI OSRMAC- 5"}

{" MESSAGE":
"Transacti on added
successful ly.","STA
TUS":
"SUCCESS", "t ransact
i onRef erencel d"

" ACCI DI OSRMAC-6"1}]}
, {" MESSAGE"
"Transactions

addi tion
failed. ", "STATUS"
"FAl LED', "casel d"
"CA101","transactio
ns": [{"MESSAGE":
"Transaction does
not exist in

busi ness. ", " STATUS"

"FAILED', "transacti
onRef erencel d":

" ACCI DI OSRMAC- 3"}

{ "MESSAGE"
"Transaction

al ready exists.",

OK 200

This is the response
when there is a problem
with the input data.

{" MESSAGE":
“I'nvalid JSON I nput
format. Please
correct the

data.", " STATUS":
"FAI LED" }

ERROR 400
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Table B-11 (Cont.) Sample Responses for Add Transaction to Case API

SL No

Description

Response

Response Type and
Status

This is the response
when the request fails
because multiple errors.

{" MESSAGE":
"Transactions
addition failed."

" STATUS":

"FAl LED', " RESULTARR
AY": [{" MESSAGE"
"Transactions

addi tion
failed.","STATUS"
"FAl LED', "casel d"
"CA103", "transactio
ns": [{"MESSACGE":
"Transaction
account does not
exists.", "STATUS"
"FAlI LED', "transacti
onRef erencel d":

" ACCl DI OSRMAC- 5"}
{" MESSAGE":
"Transaction
insertion failed as
error occurred
while inserting
into transaction
rel ated

tabl es.", " STATUS"
"FAI LED', "transact i
onRef erencel d":

" ACCI DI OSRMAC- 7"}]}
, {"MESSAGE": "Case
does not exist.",

" STATUS":

"FAl LED', "casel d"
"CA3600", "transacti
ons": [{"MESSAGE"
nul I, "STATUS":
null,"transacti onRe
ferencel d":

nul 1}1}, {" MESSAGE":
"Case is |ocked by
anot her user
CASEANAL. ",
"STATUS": "FAlI LED",

ERROR 500

This is the response
when the request fails
because of server errors.

{" MESSAGE":
“Internal error
occurred. Please
contact system

adm nistrator.","ST
ATUS":

"FAl LED', "casel d"

" CA100" }

ERROR 500
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B.12 Sample Responses for Remove Transaction from Case API

This section lists sample responses for the Remove Transaction from Case API.

Table B-12 Sample Responses for Remove Transaction from Case API

SL No Description Response Response Type and
Status
1 This is the response {" MESSAGE": OK 200

when transactions
removal from an existing
case is successful.

"Transactions
removal was
successful . ", "STATU
S": "SUCCESS",

" RESULTARRAY" :

[{" MESSAGE":
"Transacti ons
removal was
successful . ", " STATU
S

" SUCCESS", "casel d":
"CA100","transactio
ns": [{"MESSAGE":
"Transaction
renmoved

successful ly.", " STA
TUS":

"SUCCESS", "t ransact
i onRef erencel d":

" BOTRXNCSTLOSSSEVHH
004"}, {" MESSAGE":
"Transaction
renmoved

successful ly.","STA
TUS":

"SUCCESS", "t ransact
i onRef erencel d":

" FOTFREXDBTCRDPRCH-

068"}1}] }
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Table B-12 (Cont.) Sample Responses for Remove Transaction from Case API

SL No

Description

Response

Response Type and
Status

This is the response
when transactions

removal from an existing

case is partially
successful.

{" MESSAGE":
"Transactions
removal was
partially
successful . ", " STATU
S

" PARTI ALSUCCESS",

" RESULTARRAY"

[ {" MESSAGE"
"Transactions
removal was
successful . ", "STATU
S

" SUCCESS", "casel d":
"CA100", "transactio
ns": [{"MESSAGE":
"Transaction
renoved
successful l'y.
TUS":

" SUCCESS", "transact
i onRef erencel d"

" BOTRXNCSTL OSSSEVHH
004"}, {" MESSACE":
"Transaction
renoved
successfully.","
TUS":

" SUCCESS", "transact
i onRef erencel d"

" FOTFREXDBTCRDPRCH-
068"}]}, {" MESSAGE":
"Transacti ons
renoval
failed. ", "STATUS"
"FAl LED', "casel d"
"CA101", "transactio
ns": [{"MESSAGE":
"Transaction does
not exist in
case. ", " STATUS"

"FAI LED', "transacti
onRef erencel d":

" KFOTRXNTRUSTEDPAI R
-0010"}]} |

", "STA

STA

OK 200

This is the response
when there is a problem
with the input data

{" MESSAGE":
"I'nvalid JSON I nput
format. Please
correct the
data.", " STATUS"
"FAI LED" }

ERROR 400

API Services Guide
G42155-01
Copyright © 2015, 2025, Oracle and/or its affiliates.

September 1, 2025
Appendix B-58 of B-65



ORACLE Appendix B
Sample Responses for Remove Transaction from Case API

Table B-12 (Cont.) Sample Responses for Remove Transaction from Case API

SL No Description Response Response Type and
Status
4 This is the response {" MESSAGE": ERROR 500
when the request fails "Transactions
because multiple errors. renpval failed.",
" STATUS":

"FAl LED', " RESULTARR
AY": [{"MESSACGE":
"Transactions
renoval
failed.","STATUS":
"FAl LED', "casel d":
"CA103", "transactio
ns": [{"MESSACGE":
"Transaction

removal failed as
error occurred
while deleting from
Transaction rel ated
tabl es.", " STATUS":
"FAI LED', "transacti
onRef erencel d":

" TFOFTNETRSTACO01"}
1}, {"MESSAGE":
"Case does not
exist.", "STATUS":
"FAI LED', "casel d":
"CA3600", "transacti
ons": [{"MESSAGE":

nul I, "STATUS":
null,"transacti onRe
ferencel d":

nul 1'}]}, {" MESSAGE":
"Case is |ocked by
anot her user

CASEANAL. ", " STATUS"

g FAI LED', "casel d":
"CA360", "transactio
ns": [{"MESSAGE":

nul |, "STATUS":

nul I,

"transacti onRef eren
celd": null
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Table B-12 (Cont.) Sample Responses for Remove Transaction from Case API
]

SL No Description Response Response Type and
Status
5 This is the response {" MESSAGE": ERROR 500
when the request fails "Transactions
because of server errors. renpval failed.",
" STATUS":

"FAI LED', " RESULTARR
AY": [{"MESSACGE":
"Internal error
occurred. Please
contact system

adm nistrator.","ST
ATUS":

"FAI LED', "casel d":
"CA103"}] }

B.13 Sample Responses to Update Event Risk Decision for Case
API

This section lists sample responses for the Update Event Risk Decision for Case API.
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Table B-13 Sample Responses to Update Event Risk Decision for Case API

SL No Description Response Response Type and
Status
1 This is the response {"MESSAGE": "Event OK 200

when event decision
updation for an existing
case is successful.

Deci si on updation
was

successful . ", " STATU
S": " SUCCESS',

" RESULTARRAY" :
[{"MESSAGE": "Event
Deci si on updation
was

successful . ", "STATU
S

" SUCCESS", "casel d":
"CA100", "events":
[{"MESSAGE": "Event
Deci si onupdat ed
successful ly.", " STA
TUS":

" SUCCESS", " event Cod
e":
"ECVRT1662738331135
"}, {"MESSAGE":
"EBvent Decision
updat ed
successfully.","
TUS":

" SUCCESS", " event Cod
e":
"ECVMRT1662738414993

"}

STA
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Table B-13 (Cont.) Sample Responses to Update Event Risk Decision for Case API

SL No

Description

Response

Response Type and
Status

This is the response
when event decision
updation for an existing
case is partially
successful.

{"MESSAGE": "Event
Deci si on updation
was partially
successful . ", "STATU
S

" PART| ALSUCCESS",

" RESULTARRAY" :
[{"MESSAGE": "Event
Deci si on updation
Was

successful . ", "STATU
s

" SUCCESS", "casel d":
"CA100", "events":
[{"MESSAGE": "Event
Deci si onupdat ed
successfully.","
TUS":

" SUCCESS", "event Cod
e":
"ECVMRT1662738331135
"1, {" MESSAGE":
"Event Deci sion
updat ed

successful ly.","STA
TUS":

" SUCCESS", " event Cod
e":
"ECVRT1662738414993
"1}, {" MESSAGE":
"Event Deci sion
updation

failed. ", "STATUS":
"FAI LED', "casel d":
"CA101", "events":
[{"MESSAGE": "Event
does not exist in
case. ", " STATUS":
"FAI LED', "event Code

" EOVRT1662738331135
"I Y

STA

OK 200

This is the response
when there is a problem
with the input data.

{" MESSAGE":
"I'nvalid JSON I nput
format. Pl ease
correct the

data.", " STATUS":
"FAI LED" }

ERROR 400
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Table B-13 (Cont.) Sample Responses to Update Event Risk Decision for Case API

SL No Description Response Response Type and
Status
4 This is the response {"MESSAGE": "Event ERROR 500
when the request fails ~ Deci si on updation
because multiple errors. failed.", " STATUS":
"FAI LED",
" RESULTARRAY"
[{"MESSAGE": "Event
Deci si on updation
failed.","STATUS":
"FAI LED', "casel d":
" CA103", "events":
[{"MESSAGE": "Event
Deci si on updation
failed as error
occurred while
updating Event
Deci sion rel ated
tabl es. ", " STATUS":
"FAI LED", "event Code
"ECVRT1662738331136
"}1}, {" MESSAGE":
"Case does not
exist.", "STATUS":
"FAI LED", "casel d":
"CA3600", "event s":
[{"MESSAGE": null,
" STATUS":
nul |, "event Code":
nul 1}]}, {" MESSAGE":
"Case is |ocked by
anot her user
CASEANAL. ", " STATUS"
"FAI LED", "casel d":
"CA360", "events":
[{"MESSAGE": null,
"STATUS": null,
"event Code": nul |
5 This is the response {"MESSAGE": "Event ERROR 500

when the request fails
because of server errors.

Deci si on updation
failed.","STATUS":
"FAl LED",

" RESULTARRAY" :

[ {" MESSAGE":
“Internal error
occurred. Please
contact system

adm nistrator.","ST

ATUS":
"FAI LED', "casel d":
"CA103"}] }
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B.14 Sample Responses for Add Narrative to Case API

This section lists sample responses for the Add Narrative to Case API.

Table B-14 Sample Responses for Add Narrative to Case API

SL No

Description

Response Response Type and

Status

This is the response
when narrative addition
to an existing case is
either successful.

{" MESSAGE": OK 200
"Narrative addition
was

successful . ", "STATU
S": "SUCCESS",

" RESULTARRAY" :

[{" MESSAGE":
"Narrative
addedsuccessful ly. "
, " STATUS":

" SUCCESS", "casel d":
"CA240"},

{" MESSAGE":
"Narrative
addedsuccessful ly."
, " STATUS":

" SUCCESS", "casel d":
" CA100"},

{" MESSAGE":
"Narrative
addedsuccessful ly. "
, " STATUS":

" SUCCESS", "casel d":
" CA360"}])

This is the response
when narrative addition
to an existing case is
partially successful.

{" MESSAGE": OK 200
"Narrative addition
was partially
successful . ", "STATU
S

" PARTI ALSUCCESS",

" RESULTARRAY"

[{" MESSAGE"
“"Narrative added
successful ly.", " STA
TUS":

" SUCCESS", "casel d":
" CA100"},

{" MESSAGE":
"Narrative addition
failedas error
occurred while
inserting into
narrative rel ated
tabl es.", " STATUS"
"FAl LED', "casel d"
"CAL101"}] }
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Table B-14 (Cont.) Sample Responses for Add Narrative to Case API
-

SL No Description Response Response Type and
Status
3 This is the response {" MESSAGE": ERROR 400
when there is a problem "I nvalid JSON | nput
with the input data. format. Pl ease

correct the
data.", " STATUS":

"FAI LED" }
4 This is the response {" MESSAGE": ERROR 500
when the request fails ~ "Narrative addition
because multiple errors. failed.", "STATUS":

"FAlI LED', "RESULTARR
AY": [{"MESSAGE"
“Narrative addition
fail edas error
occurred while
inserting into
narrative rel ated
tabl es.", " STATUS"
"FAI LED", "casel d"

" CA103"},
{"MESSAGE": "Case
does not exist.",

" STATUS":

"FAl LED', "casel d":

" CA3600"},
{"MESSAGE": "Case
is locked by

anot her user
CASEANAL. ", " STATUS"

"FAILED', "casel d"

n CA36OII } ] }
5 This is the response {" MESSAGE": ERROR 500
when the request fails "Narrative addition
because of server errors. fajled.", "STATUS':

"FAI LED', " RESULTARR
AY": [{" MESSAGE"
"Internal error
occurred. Please
contact system

adm ni strator.","ST
ATUS":

"FAl LED', "casel d":
"CAL103"}] }
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This appendix provides sample JSON files for the Create Event, Save Event and Promote to

Case, and Save Event and Extend to Case API services.

e Create Event

¢ Save Event and Promote to Case

¢ Save Event and Extend to Case

Create Event

JSON example for the Create Event API:

{

"events":|[

{

"event Code": " POSTARJ1",

“event Score":"",

"dataCrigin":"DLY",

"jurisdictionCode": " AVEA",

"busi nessDomai n": "c",

"type":"AML",

"priority":"",

"scenarioC ass":"AM.",

“coments":"",

"entities":|[

{ "entityCode": " CUHRTHRCPHH 002",
"entityType":"CUSTOMER', "entityTypeCode":"ECM CUSTOVER',
"entityNane":" ANDREW ELEVENTH', "jurisdiction" :"AVEA",
"focusFlag":"Y", "custld":"CUHRTHRCPHH 002" }

]

"details":|[
{ "reason":"ffjfjgghgkkkkhhhk",
"scenarioNane":"User Defined Event" }

]

}

1,

"entities":|[

{ "entityCode": " CUHRTHRCPHH 002", "entityType":"CUSTOMER',
"entityTypeCode": "ECM CUSTOVER', "entityName":" ANDREW ELEVENTH',
"jurisdiction" :"AMEA", "custld":" CUHRTHRCPHH 002",
"dataCrigin":"DLY", "customnerNane":" ANDREW ELEVENTH',
“custonmer Type": "I ND", "taxl|D":" TAXHRTHRCPHH- 002",

"l egal Struct Code": "GOV', "aliasName":"", "incomeRange":"",
"industry":"US", "publicConpany":"",

"estNet Wrth":"1182552", "atnDailyLinit":null,

"est Anual | ncone": "168936", "added":"31-12-2014 00: 00: 00",

"incorporationDate":"", "custonerstatus": "A",
"effectiverisk": "2", "busdomain": "a" }
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{

"entityType": " CUSTOMER',

"cust 1 d":" CUHRTHRCPHH- 002",
“entityTypeCode": " ECM CUSTOVER _CGENERI C',
“dataCrigin":"DLY",

"genericlnformation”: {

"Customer Details":

{ "VictimName": "Rahul Dravid",
"VictimSSN': "123-12-1234", "Phone Nunber":
"123-123-1234" }

"Enterprise Custonmer Conplaint":
{ "Was a conplaint filed": "No"
}

“I'ncident Details":

{ "Incident Type": "Fradul ent Transaction",
"Account Type": "Consuner", "Market":

" Sout hwest Minbai " }

}
}
]
}

Save Event and Promote to Case

JSON example for Save Event and Promote to Case API.

{

"events":|[

{

"event Code": "PCSTARJ1",

"event Score":"",

"dataCrigin":"DLY",

"jurisdictionCode":"AVEA",

"busi nessDomai n": "c",

"type":"AWL",

“priority":"",

"scenarioCl ass":"AWM",

“comments":"",

"entities":|[

{ "entityCode": " CUHRTHRCPHH 002",

"entityType": " CUSTOMER', "entityTypeCode":"ECM CUSTOVER',
"entityNane":" ANDREW ELEVENTH', "jurisdiction" :"AMEA",
"focusFlag":"Y", "custld":"CUHRTHRCPHH 002" }

1

"details":[

{ "reason":"ffjfjgghgkkkkhhhk",

"scenarioName": "User Defined Event" }

]

}

1,

"entities":|[

{ "entityCode":" CUHRTHRCPHH 002", "entityType": " CUSTOMER',
"entityTypeCode": "ECM CUSTOMER', "entityName": " ANDREW ELEVENTH',
"jurisdiction" :"AMEA", "custld":" CUHRTHRCPHH 002",
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“dataCrigin":"DLY", "customerNane":" ANDREW ELEVENTH',
"cust omer Type": "I ND', "taxlD":" TAXHRTHRCPHH 002",

"l egal Struct Code": "GOV, "aliasNanme":"", "incomeRange":"",
“industry":"US"', "publicConpany":"",

"est Net Wrth":"1182552", "atnDailyLimt":null,

"est Anual I ncome": "168936", "added":"31-12-2014 00:00: 00",

“incorporationDate":"", "customerstatus": "A",
"effectiverisk": "2", "busdomain": "a" }

{

"entityType": " CUSTOMER',

"cust 1 d":" CUHRTHRCPHH- 002",
“entityTypeCode": " ECM CUSTOVER _CGENERI C',
“dataCrigin":"DLY",

"genericlnformation”: {

"Customer Details":

{ "VictimName": "Rahul Dravid",
“VictimSSN': "123-12-1234", "Phone Nunber":
"123-123-1234" }

"Enterprise Custonmer Conplaint":
{ "Was a conplaint filed": "No"

}

“I'ncident Details":

{ "Incident Type": "Fradul ent Transaction",
“Account Type": "Consunmer", "Market":

" Sout hwest Minbai " }

}
}
]
}

Save Event and Extend to Case

JSON example for Save Event and Extend to Case API.

{
"casel D': " CA340",

"events":|[

{

"event Code": " POSTARJ11",

"event Score":"",

"dataCrigin":"DLY",

"jurisdictionCode": " AVEA",

"busi nessDomai n": "c",

"type":"AWL",

“priority":"",

"scenarioCl ass":"AWM",

"comments":"",

"entities":|[

{ "entityCode": " CUHRTHRCPHH 002",

"entityType": " CUSTOMER', "entityTypeCode":"ECM CUSTOVER',
"entityNane":" ANDREW ELEVENTH', "jurisdiction" :"AMEA",
"focusFlag":"Y", "custld":"CUHRTHRCPHH 002" }

1,
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“details":[
{ "reason":"ffjfjgghgkkkkhhhk",
“scenarioName": "User Defined Event" }

]
}
1,

"entities":|

{ "entityCode":" CUHRTHRCPHH 002", "entityType": " CUSTOMER',
"entityTypeCode": "ECM CUSTOMER', "entityName":" ANDREW ELEVENTH',
"jurisdiction" :"AMEA', "custld":" CUHRTHRCPHH 002",
“dataCrigin":"DLY", "customnerNane":" ANDREW ELEVENTH',
"custonmer Type": "IND', "taxlD':" TAXHRTHRCPHH 002",

"l egal Struct Code":"GOV', "aliasName":"", "incomeRange":

“industry":"US"', "publicConpany":"",

"estNet Worth":"1182552", "atmDailyLimt":null,
"est Anual I ncome": "168936", "added":"31-12-2014 00: 00: 00",

“incorporationDate":"", "customerstatus": "A",

"effectiverisk": "2", "busdomain": "a" }

{

"entityType": " CUSTOMER',

"cust 1 d":" CUHRTHRCPHH- 002",
“entityTypeCode": " ECM CUSTOVER _CGENERI C',
“dataCrigin":"DLY",
"genericlnformation”: {

"Customer Details":

{ "VictimName": "Rahul Dravid",

"VictimSSN': "123-12-1234", "Phone Nunber":

"123-123-1234" }

"Enterprise Custonmer Conplaint":
{ "Was a conplaint filed": "No"

}

“I'ncident Details":

{ "Incident Type": "Fradul ent Transaction",
"Account Type": "Consunmer", "Market":

" Sout hwest Miunbai " }

}
}
]
}
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