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Preface

This preface introduces information sources that can help you use the Oracle Financial
Services Compliance Regulatory Reporting Cloud Service (OFS CRR CS).

1.1 Audience

This document is intended for users who are responsible for provisioning and activating Oracle
FCCM Cloud Service or for adding other users who would manage the services, or for users
who want to develop Oracle Cloud applications.

1.2 Help

Use Help Icon . to access help in the application. If you don't see any help icons on your
page, click your user image or name in the global header and select Show Help Icons. Not all
pages have help icons. You can also access the https://docs.oracle.com/en/ to find guides and
videos.

1.3 Related Resources

For more information, see these Oracle resources:

e Oracle Public Cloud: http://cloud.oracle.com

e Community: Use https://community.oracle.com/customerconnect/ to get information from
experts at Oracle, the partner community, and other users.

* Training: Take courses on Oracle Cloud from https://education.oracle.com/oracle-cloud-
learning-subscriptions.

1.4 Comments and Suggestions

Please give us feedback about Oracle Applications Help and guides! You can send an e-mail
to: https://support.oracle.com/portall/.
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Overview

Oracle Financial Services Compliance Regulatory Reporting Cloud Service (OFS CRR CS) is
secure as delivered. This guide explains how to enable user access to Oracle Financial
Services Crime and Compliance Management Cloud Service functions and data. You perform
some of the tasks in this guide either only or mainly during implementation. Most, however, can
also be performed later and as requirements emerge. This topic summarizes the scope of this
guide and identifies the contents of each chapter.

The Oracle Financial Services Crime and Compliance Management Cloud Service is a
platform for hosting software as a service (SaaS) applications from Oracle’s Financial Services
Global Business Unit (FSGBU). This platform provides a secure consistent environment for
the deployment and operation of SaaS applications. It also provides unified security features
to all services deployed on the platform in the areas of user identity management and the
management of access entitlements provisioned to users.

Using RR Cloud Documentation

G55728-01

May 3, 2026

Copyright © 2000, 2026, Oracle and/or its affiliates. Page 1 of 1



User Roles and Privileges

In Oracle Financial Services Compliance Regulatory Reporting Cloud Service (OFS CRR CS),
users have roles through which they gain access to functions and data. Users can have any
number of roles.

The following figure shows the User Persona Details:

Figure 3-1 User Roles

RR Cloud Services - Users

@ @ &

1AM Administrator Identity Administrator Identity Manager Application User

= Create user groups + Create user groups &roles - Manage Identity + Manage Reports
Authorization

» Create users » Map users to OOB user + Act on Reports
- Map users to OOB BIOLLS - Manage E-Files
user groups = Map roles to user groups

= Map functions to roles

@ Note

* User-Group mapping changes from 1AM will take five minutes to sync with
application. If these changes are made during active user session then it will be
reflected on next login.

* You can create and manage Application users as per your requirements. For
example, you can map Pipeline Admin group and CM Admin group to one user.

» To take action from Case Management, CM user must have CRR Supervisor
permission.

* For CRR status to flow to Case Management, CRR user must have CM
Supervisor permission.

Role-Based Access Control

Role-based security in Oracle Financial Services Compliance Regulatory Reporting Cloud
Service (OFS CRR CS) controls who can do what on which data.
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Chapter 3

Table 3-1 Role-Based Access Control

Component Description

Who Is a role assigned to a user?

What Is a function that users with the role can perform?

Which Data Is the set of data that users with the role can access when

performing the function?

This table provides some examples of role-based access

Table 3-2 role-based access

Who

What Which Data

Data Administrator

Can perform Data Preparation Business Data

and ingestion

Analyst Can view, update, request reports Business and Operational Data
for approval
Supervisor Can view, update, approve or Business and Operational Data

reject reports, and file an E-File

User Group, Role, and Activities

The following table provides the User Group, User Role mapping, and activities.

Table 3-3 User Group, Role, and Activities

User Groups User Role Activities
Identity Administrator Identity Administrator . View the reports
»  View the object storage
*  View the OAUTH credentials
*  Perform the Identity and
access management
operations
Identity Authorizer Identity Authorizer Authorize the Identity and access
management operations
IAM Administrator IAM Administrator »  Create users
* Map usersto
IDNTY_ADMIN group
*  Map usersto IDNTY_AUTH
group
RR Administrator Group RR Admin *  Upload reference data
*  View workflow of the report
RR Analyst Group *  GOAML RR Analyst *  View reports
* US SAR RR Analyst *  Editreports

e Submit for the approval

RR Auditor Group

. GoAML RR Auditor
 US SAR RR Auditor

View report details

RR GoAML Menu Group

*  GOAML RR Supervisor
GOAML RR Analyst
*  GOAML RR Auditor

Access GOAML application
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Table 3-3 (Cont.) User Group, Role, and Activities

User Groups User Role Activities
RR Supervisor Group *  GOAML RR Supervisor *  View reports
* US SAR RR Supervisor »  Edit reports

e Approve reports

*  Generate E-File

e Submit report the regulator
RR User Menu Group  US SAR RR Supervisor Access US SAR Application

* US SAR RR Analyst
* US SAR RR Auditor

RR PH STR Menu Group * PH STR RR Supervisor Access PH STR Application
* PH STR RR Analyst
CTR Administrator Group CTR Admin *  Upload reference data
*  View workflow of the report
CTR Analyst Group US CTR Analyst *  View reports

»  Edit reports
*  Submit for the approval

CTR Supervisor Group US CTR Supervisor *  View reports
»  Edit reports
*  Approve or Reject Reports
* Create an E-FILE
*  File and E-FILE
DPADMIN FRC Data Platform Administrator View the Data Platform Menu and
to configure the data platform Ul
for EDD, Connector and PMF.
DPADMIN FRC Data Platform Administrator Add these roles to the DPADMIN
user group to enable export and
import of EDD and Connectors

through Object Migration:
+ CATLGCREXP

» CATLGCRIMP

- DIOBJEXP
- DIOBJIMP
- FILE_ADV
-  OM_ADM

»  OMEXADVND
«  OMIMADVND
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Using CRR & CTR CS Documentation

This section facilitate you perform the following tasks in using OFS CRR and CTR CS.
CRR and CTR CS Workflow

Table 4-1 Compliance Regulatory Reporting Workflow

Workflow Cloud Service Activities
1 Subscription Activating Subscription
2 User Authentication *  Create users
e Add User to Group
3 Data Preparation and Loading * Data Preparation and Loading

. Business Domains
e Jurisdiction

Security Mappings Mapping of Security Attributes
5 Process Modelling Framework Designing report’s workflow

Compliance Regulatory Reporting -goAML

Table 4-2 Compliance Regulatory Reporting -goAML

Workflow Cloud Service Activities

1 Getting Started Log into goAML Service

2 Searching a Report Filter the list of reports that you want to
open, view, analyze, and take action

3 Create a Report Create reports manually

4 Analyze a Report Analyze a report before taking any
action

5 Act on a Report Take an action on the selected report

Compliance Regulatory Reporting -US SAR

Table 4-3 Compliance Regulatory Reporting -US SAR

Workfl Cloud Service Activities

ow

1 Getting Started Log into US SAR Service

2 Searching Reports Filter the list of reports that you want to open,
view, analyze, and take action

3 Create a Report Create reports manually

4 Analyze a Report Analyze a report before taking any action

5 Act on a Report Take an action on the selected report

6 File a Regulatory Report An E-file is submitted to FInCEN's BSA E-
Filing System
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https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/crime-compliance-management-cloud-service/gsfcm/getting-started.html#GUID-6D348CE5-EF05-4F7A-A432-3BC90A687672
https://docs.oracle.com/en/industries/financial-services/ofs-analytical-applications/infrastructure-common/23.12.01/console/identity-management.html#GUID-86D6DA39-1B85-4AB7-9478-337527447DC8
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/crrag/data-preparation-and-loading.html#GUID-119F5E58-8405-4EF6-AA80-AD05DE327B6A
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/crrag/security-mappings.html#GUID-AFA0553C-B55D-4490-BFCF-4EA2C916CBC6
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/crrag/process-modelling-framework.html#GUID-7FEE1C5F-ED8D-4C4E-B579-B87190D8B8BC
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/crime-compliance-management-cloud-service/gsfcm/index.html#Oracle-Financial-Services
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/goamluserguide/searching-reports.html#GUID-D3C93D4C-B74E-426C-9A11-AF2E47067598
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/goamluserguide/creating-reports.html#GUID-A57FCFAB-2290-405D-ACB8-587FFC6C5BDD
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/goamluserguide/analyzing-report.html#GUID-E37DD8FF-E5C6-42ED-B9EA-32842B1176A0
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/goamluserguide/acting-reports.html#GUID-DFE94D2D-70C4-47DE-8BC8-B8870E2E3819
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/crime-compliance-management-cloud-service/gsfcm/index.html#Oracle-Financial-Services
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ussarug/searching-reports.html#GUID-7DA23CF7-0EFC-47B1-8BAD-9F05FED93070
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ussarug/creating-reports.html#GUID-16EFB432-75ED-4893-9351-53AECF89D06B
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ussarug/analyzing-reports.html#GUID-1EFE765E-73FD-4F35-9398-E899A5EFD0D1
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ussarug/acting-reports.html#GUID-B6AD2597-41C3-4D79-9D7A-4CB3CF2D48A2
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ussarug/filing-regulatory-reports.html#GUID-097115E0-E096-4582-AA3C-827674ED6A84
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Compliance Regulatory Reporting -AUS SMR

Chapter 4

Table 4-4 Compliance Regulatory Reporting -AUS SMR

Workflow Cloud Service Activities

1 Getting Started Log into AUS SMR Service

2 Searching Reports Filter the list of reports that you want to
open, view, analyze, and take action

3 Create a Report Create reports manually

4 Analyze a Report Analyze a report before taking any action

5 Act on a Report Take an action on the selected report

6 File a Requlatory Report An E-file is submitted to AUS SMR E-

Filing System

Table 4-5 Currencey Transaction Reporting -US CTR

Workflow Cloud Service Activities

1 Getting Started Log into CTR CS Service

2 Report Workflow Open, update, analyze, and take action
on reports

3 E-File Workflow File an E-File to FinCEN and download

an acknowledgment
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https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/crime-compliance-management-cloud-service/gsfcm/index.html#Oracle-Financial-Services
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ofsausmr/searching-reports.html#GUID-78B4C2A7-8344-47B2-95CD-FEB202F8F86C
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ofsausmr/creating-reports.html#GUID-06A76039-7C39-49DD-93CB-89C00003C8A5
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ofsausmr/analyzing-report.html#GUID-5EFB2C48-DD1F-4175-AEDF-C6AEB4ABACBF
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ofsausmr/acting-reports.html#GUID-A546E860-6780-443D-B1CB-8E7058DBEF54
https://docs.oracle.com/en/industries/financial-services/financial-crime-compliance/regulatory-reporting-cloud/ofsausmr/filing-reports.html#GUID-442FCB18-36D3-46F3-A90E-81F0C39F9D17
https://docs.oracle.com/en/industries/financial-services/ofs-analytical-applications/regulatory-reporting-cloud/24.10.01/ctrcsug/getting-started.html
https://docs.oracle.com/en/industries/financial-services/ofs-analytical-applications/regulatory-reporting-cloud/24.10.01/ctrcsug/report-workflow.html
https://docs.oracle.com/en/industries/financial-services/ofs-analytical-applications/regulatory-reporting-cloud/24.10.01/ctrcsug/e-file-workflow.html
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