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Preface

Preface

This preface contains the following sections:
e Documentation accessibility
* Related resources

e Access to Oracle Support
To receive support assistance, determine whether your organization is a cloud or
on-premises customer. If you're not sure, use Support Cloud.

Documentation accessibility

For information about Oracle's commitment to accessibility, visit the
Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Related resources

All documentation and other supporting materials are available on the Oracle Help
Center.

Access to Oracle Support

ORACLE

To receive support assistance, determine whether your organization is a cloud or
on-premises customer. If you're not sure, use Support Cloud.

Cloud customers receive support assistance through Support Cloud

Oracle customers that have purchased support have access to electronic support
through Support Cloud.

Contact our Oracle Customer Support Services team by logging requests in one of the
following locations:

e English interface of Oracle Health Sciences Customer Support Portal (https://
hsgbu.custhelp.com/)

e Japanese interface of Oracle Health Sciences Customer Support Portal (https://
hsgbu-jp.custhelp.com/)

You can also call our 24x7 help desk. For information, visit http://
www.oracle.com/us/support/contact/health-sciences-cloud-support/index.html or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Vi
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On-premises customers receive support assistance through My Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
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Oracle Argus Analytics Requirements

Oracle Argus Analytics is an analytical reporting application. Oracle Argus Analytics
extracts data from Oracle Argus Safety, providing a data mart containing key metrics
across the pharmacovigilance business process. From this data mart, Oracle Argus
Analytics provides key pre-defined reports, and enables the creation of additional
custom reports.Oracle Argus Analytics also includes reports that run against the
source database, thereby providing an up to date data analysis.

In this chapter:

* Technology Stack and System Requirements

* Prerequisites

Technology Stack and System Requirements

The requisite technology stack for Oracle Argus Analytics is provided in the media
pack. It consists of the following products.

For more information, see:

e Server Components

e Client Components

e Supported Sources

e Technology Stack Matrix

e Typical Hardware Architecture

e Installation Process Overview

Server Components

e Oracle Argus Analytics Database Server
(Enterprise Edition or Standard Edition 12.2.0.1)
— Operating System as certified by the database
—  Microsoft Windows Server 2012 Standard (64 bit)
—  Microsoft Windows Server 2012 R2 Standard (64 bit)

— Memory: RAM 4-16 GB (based on organization size), HDD — at least 500 GB
free space

— CPU: At least 4 Dual Core CPUs
e Oracle Argus Analytics ETL Server
— Oracle Data Integrator (ODI) Server
*  Qracle Data Integrator 12.2.1.3
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Technology Stack and System Requirements

Refer to the Oracle Data Integrator Installation Guide for recommended
hardware and supported platforms.

*  Operating System: As certified by Oracle Data Integrator
*  Memory: At least 8 GB RAM. HDD — at least 250 GB free space
*  CPU: At least 4 Dual Core CPUs

Oracle Argus Analytics Oracle Business Intelligence Enterprise Edition
(OBIEE) Server

— Oracle Business Intelligence Enterprise Edition 12.2.1.4

Refer to the Oracle Business Intelligence Enterprise Edition Installation Guide
for further hardware and software requirements.

— Operating System: As certified by Oracle Business Intelligence Enterprise
Edition

— Memory: RAM at least 16 GB, HDD — at least 250 GB free space
— CPU: At least 4 Dual Core CPUs

# Note:

If Unix-based OS is used for the Oracle Business Intelligence Enterprise
Edition server, then the Oracle Business Intelligence Developer Client
Tool must be installed separately on a Microsoft Windows box.

Refer to the version-specific certification matrix for detailed information
on OS certification.

Client Components

ORACLE

Oracle Database Client

Oracle Argus Analytics requires Oracle database client to connect to the database
server. The supported client software version is 12.2.0.1.

ETL Client
— Oracle Data Integrator (ODI) Studio

An Oracle Data Integrator Studio 12.2.1.3 is required to connect to the Oracle
Data Integrator Repository.

Oracle Business Intelligence Developer Client Tool

Oracle Business Intelligence Developer Client Tool 12.2.1.4 must be installed for
configuring the repository file (RPD).

Security Component (Optional)

You can also configure Single Sign On Support for your reports and dashboards
using Oracle Access Manager 11g. For more information regarding the Oracle
Access Manager installation and supported platforms, refer to the Oracle Access
Manager Installation Guide.

Miscellaneous Components
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Technology Stack and System Requirements

— For running the reports and dashboards, your machine should have the Adobe
Flash Player 10 or above installed.

— Although Oracle Business Intelligence Enterprise Edition 12.2.1.4 reports are
supported on Microsoft Internet Explorer, Mozilla Firefox, Chrome, and Safari,
Oracle Argus Analytics is certified only for Microsoft Internet Explorer 11, or
above.

Supported Sources

Oracle Argus Analytics, by default, supports only Oracle Argus Safety. It supports
Oracle Argus Safety 8.2.1

Technology Stack Matrix

ORACLE

Specificati Oracle Business Database Oracle Data Client
on Intelligence Integrator (ODI)
Enterprise
Edition(OBIEE)
Server
Operating  As certified As certified by As certified by -
System by Oracle Oracle Database Oracle Data
Business Intelligence Integrator
Enterprise Edition
Oracle 12.2.0.1 Client 12.2.0.1 - -
Database (Enterprise)
- AL32UTF8
character set
(Supports both
CDB-PDB/Non
CDB)
Oracle Oracle Business -- -- -
Business Intelligence
Intelligence Enterprise Edition
Enterprise  12.2.1.4 (with the
Edition latest patch set)
Browser IE 11.0 -- -- IE 11.0
Adobe Acrobat Reader DC - -- Acrobat Reader
Reader Acrobat Reader XI bC
Acrobat Reader XI
Single Sign Oracle Access -- -- -
On Solution Manager 11.1.2.3
(Optional)
Resolution  -- -- -- 1280 x 1024
" Note:

Oracle Business Intelligence Developer Client Tool can be installed along
with the Oracle Business Intelligence Enterprise Edition Server, provided the
Operating System is Microsoft Windows.
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Technology Stack and System Requirements

¢ Note:
Oracle Client Patch required for the SQL Loader

1. Download and install the latest patch set: WINDOWS DB BUNDLE
PATCH 12.1.0.2.1 from the Oracle Support.

2. Set the oracle_home to your client home location. For example:

SET ORACLE HOME=<Oracle Cient Home path>

3. Run sqlldr help=y or sqlldr.exe.

For more information, see:

»  Supported Security Configuration (Optional)

Supported Security Configuration (Optional)

e« LDAP/LDAPS 3.0
e Single Sign On Solution through Oracle Access Manager 11g

# Note:

If Oracle Access Manager is used, then the Oracle Business Intelligence
Enterprise Edition Server must have Oracle Web Tier 12c with in-built
WebGate.

Typical Hardware Architecture

« Servers:
— An Oracle Database Server with Oracle Database 12.2.0.1

— An Oracle Business Intelligence Enterprise Edition 12.2.1.4 Server with latest
patch set

— ETL Server—Oracle Data Integrator Studio 12.2.1.3

¢ Note:
These servers can run on any of the supported platforms: Linux,
Solaris, or Windows.
e Clients:
— ETL Client—Oracle Data Integrator Studio 12.2.1.3
— Oracle Database Client 12.2.0.1

— Oracle Business Intelligence Developer Client Tool (12.2.1.4)
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Technology Stack and System Requirements

< Note:
All tools can be installed in a single Microsoft Windows box.

If the Oracle Business Intelligence Enterprise Edition server
mentioned under the "Servers" section is a Windows Server, then
all the clients can be installed in the same box itself.

# Note:

It is important to get the technology stack products from the

Oracle Argus Analytics media pack because newer versions of the
technology stack products may have become available but may not
be compatible with Oracle Argus Analytics.

Figure 1-1 Oracle Argus Analytics Technology

Supported Platforms Oracle Argus Analytics (AN)

Microsoft Windows, Linux x86/64 Oracle Business Intelligence Enterprise
Edition12.2.1.4

Linux x86/64 Oracle Business Intelligence (BI) Server
Oracle Solaris Oracle Business Intelligence
Microsoft Windows Presentation Services

Microsoft Windows Oracle Business Intelligence Client Tools
Linux x86/64
Oracle Solaris Oracle Weblogic 12.2.1.3
Microsoft Windows

Linux x 86/64

QOracle Solaris Argus Safety 8.2
Microsoft Windows

Linux x 86/64

Oracle Solaris QOracle Database 12.1.0.20r 12.2.0.1

Microsoft Windows

Installation Process Overview

The following steps describes the overview of the installation process:

* Follow the steps described in Section 1.2, Prerequisites.

e Execute the installer — to create the data mart.
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Prerequisites

» Follow the post-installation steps to configure Oracle Data Integrator and Oracle
Business Intelligence Enterprise Edition.

For more information about certifications, go to My Oracle Support > Certifications.

Prerequisites

Before proceeding with the installation, ensure that the following software is available.

* Oracle Database Server—An Oracle 12.2.0.1 database server should be created
before Oracle Argus Analytics installation. Follow the platform-specific Oracle
Database Installation Guide for installing this server.

" Note:

The database server should be configured with AL32UTF8 character set.

e ETL Server—Oracle Data Integrator Studio 12.2.1.3 should be installed on the
server machine where ETLs have to be configured.

< Note:

Oracle Data Integrator Server needs Master and Work Repository
Database, which can be created on the same Data Warehousing Oracle
Database Server created above.

*  OBIEE Server—An Oracle Business Intelligence Enterprise Edition 12.2.1.4
Server must be installed before the Oracle Argus Analytics Installation. Follow
platform-specific Oracle Business Intelligence Enterprise Edition Installation Guide
for installation instructions.

For more information, see:

e Client Tools

Client Tools

e ETL Client Tools—Oracle Data Integrator Studio installation mentioned in the
sever section above can be used as an ETL client to administer/manage ETL
metadata.

# Note:

Oracle recommends that you enable HTTPS on the middle-tier computer that
is hosting the Oracle Business Intelligence Enterprise Edition Web services,
because otherwise, the trusted user name and password that are passed
can be intercepted.
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Install Oracle Argus Analytics

¢ Note:

This installation assumes that assumes the typical hardware configuration
with an Oracle Database server, an ODI Studio, and a Windows Server
2012 R2 Standard (64 bit) with OBIEE Server, ODI Studio, and an Oracle
Database Client.

All installation and configuration actions must be performed as an
administrator or root user.

In this chapter:
e Oracle Argus Analytics Upgrade Matrix
e Preinstallation Configuration

* Run the Oracle Argus Analytics Installer

Oracle Argus Analytics Upgrade Matrix

ORACLE

Before deciding on an upgrade for Oracle Argus Analytics, it is important that we
first map ourselves as per our current Oracle Argus Analytics version and the tasks
required to upgrade from one version to another.

The following matrix provides a high-level overview of the tasks to be performed to
upgrade from one Oracle Argus Analytics version to another:

Curren Upgrad Upgrad Upgrade Upgrade Upgrade Upgrade Upgrade Upgrade
t eto eto to to to to to to
Oracle Oracle Oracle Oracle Oracle Oracle Oracle Oracle Oracle
Argus Argus Argus Argus Argus Argus Argus Argus Argus
Analyti Analyti Analyti Analytic Analytic Analytic Analytic Analytic Analytic

csRele cs cs s s s s s s

ase Releas Releas Release Release Release Release Release Release
ell elll 7.03 8.0 8.1 8.1.1 8.2 8.2.1

1.0 Cannot Cannot Cannot Cannot Cannot Cannot Cannot Cannot

upgrade upgrade upgrade. upgrade. upgrade. upgrade. upgrade. upgrade.
.Need .Need Needto Needto Needto Needto Needto Needto
to to perform a perform a perform a performa perform a perform a
perform perform fresh fresh fresh fresh fresh fresh
afresh afresh installatio installatio installatio installatio installatio installatio
installati installati n. n. n. n. n. n.

on. on.
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Oracle Argus Analytics Upgrade Matrix

Curren Upgrad Upgrad Upgrade Upgrade Upgrade Upgrade Upgrade Upgrade
t eto eto to to to to to to
Oracle Oracle Oracle Oracle Oracle Oracle Oracle Oracle Oracle
Argus Argus Argus Argus Argus Argus Argus Argus Argus
Analyti Analyti Analyti Analytic Analytic Analytic Analytic Analytic Analytic
csRele cs cs s s s s s s

ase Releas Releas Release Release Release Release Release Release
ell el11 7.03 8.0 8.1 8.1.1 8.2 8.21

11 Not Use Use Use Cannot Cannot Cannot Cannot
applicab Oracle Oracle Oracle upgrade. upgrade. upgrade. upgrade.
le Argus  Argus Argus Needto Needto Needto Needto

Analytic Analytics Analytics perform a perform a perform a perform a
s1.11 7.0.3 8.0 fresh fresh fresh fresh
Installer installer installer installatio installatio installatio installatio
to to make tomake n. n. n. n.
upgrade the the

. upgrade. upgrade.

11.1 Not Not Follow Use Cannot Cannot Cannot Cannot
applicab applicab the steps Oracle upgrade. upgrade. upgrade. upgrade.
le le to Argus Needto Needto Needto Needto

Upgrade Analytics perform a performa perform a perform a
Oracle 8.0 fresh fresh fresh fresh
Argus installer installatio installatio installatio installatio
Analytics o make n. n. n. n.

flrolml to the

203, upgrade.

7.0.3 Not Not Not Use Cannot Cannot Cannot  Cannot
applicab applicab applicabl Oracle upgrade. upgrade. upgrade. upgrade.
le le e Argus Needto Needto Needto Needto

Analytics perform a perform a perform a perform a
8.0 fresh fresh fresh fresh
installer installatio installatio installatio installatio
to make n. n. n. n.

the

upgrade.

8.0 Not Not Not Not UseOracl Cannot Use Use
applicab applicab applicabl applicabl e Argus upgrade. Oracle Oracle
le le e e Analytics Needto Argus Argus

8.1 perform a Analytics Analytics

installer  fresh 8.2 8.2

to make installatio installer installer

the n. to make to make

upgrade. the the
upgrade. upgrade.

8.1 Not Not Not Not Not Use Use Use
applicab applicab applicabl applicabl applicabl Oracle Oracle Oracle
le le e e e Argus Argus Argus

Analytics Analytics Analytics
8.1.1 8.2 8.2
installer  installer installer
to make tomake to make
the the the
upgrade. upgrade. upgrade.
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Preinstallation Configuration

Curren Upgrad Upgrad Upgrade Upgrade Upgrade Upgrade Upgrade Upgrade
t eto eto to to to to to to
Oracle Oracle Oracle Oracle Oracle Oracle Oracle Oracle Oracle
Argus Argus Argus Argus Argus Argus Argus Argus Argus
Analyti Analyti Analyti Analytic Analytic Analytic Analytic Analytic Analytic
csRele cs cs s s s s s s
ase Releas Releas Release Release Release Release Release Release
ell el11 7.03 8.0 8.1 8.1.1 8.2 8.21
8.1.1 Not Not Not Not Not Not UseOracl Use
applicab applicab applicabl applicabl applicabl applicabl e Argus  Oracle
le le e e e e Analytics Argus
8.2 Analytics
installer 8.2
to make installer
the to make
upgrade. the
upgrade.
8.2 Not Not Not Not Not Not Not Use
applicab applicab applicabl applicabl applicabl applicabl applicabl Oracle
le le e e e e e Argus
Analytics
8.2.1
installer
to make
the
upgrade.

This section describes the detailed Oracle Argus Analytics installation process. It also
describes the pre and post Oracle Argus Analytics installation tasks that you must

complete for different environments.

# Note:

To connect to SQLPLUS, execute the following steps:

1. Open a command window in Windows. Alternatively, in Unix, type at the

shell prompt.

2. Enter the sqlplus <dbuser >@t nsnames_ent ry> command and press

Enter.

3. Enter the password when prompted by the SQLPLUS program.

Preinstallation Configuration

ORACLE

1.

The TNS entries for both the Data Mart Schema and the Oracle Argus
Safety Database Schema should be present in the Oracle Business Intelligence
Enterprise Edition 12c home in the path:

<Oracl eBl Hone>\user _proj ect s\ domai ns\ <BI

Nanme>\ confi g\ f mwconfi g\ bi env\ cor e\

Configuring the TNS for Oracle Client:

Domai n
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Preinstallation Configuration

The TNS names entry for both Oracle Argus Analytics data mart and the Oracle
Argus Safety Source system should be configured here:

<Oracle dient Home>\network\adm n\tnsnanes. ora
3. Configuring the TNS for Oracle Database Servers:

The TNS names entry for both Oracle Argus Analytics data mart and the Oracle
Argus Safety Source system should be configured here:

a. Oracle Argus Safety DB Server: <Oracl e dient
Hone>\ net wor k\ admi n\ t nsnanes. ora

This should contain the TNS entry for Oracle Argus Safety DB Server.

b. Oracle Argus Analytics DB Server: <Oracl e DB
Hone>\ net wor k\ admi n\ t nsnanes. ora

This should contain the TNS entry for Oracle Argus Analytics Data DB Server.
4. Set up the Oracle Client Home in the PATH variable.
5. Setup an INSTALL (DBA) user:

a. Execute the ancreatedbauser.bat file from <Ar gus Anal ytics
Installer directory>\install\utils.

b. Enter the following inputs:

» Database Connection String for Oracle Argus Safety or Oracle Argus
Analytics DB

*  Enter the user with SYSDBA privileges in <Argus Analytics/Argus Safety>
database

*  Enter password for <SYSDBA user> in <Argus Analytics/Argus Safety>
database

* Enter DBA User to be created in <Argus Analytics/Argus Safety>
database

*  Enter password for <DBA user> in <Argus Analytics/Argus Safety>
database

Repeat the procedure to create INSTALL(DBA) user for Oracle Argus Safety
database, and Oracle Argus Analytics database.

" Note:

e Ifthe INSTALL (DBA) user already exits in the database, then
the script provides the required additional grants to the user. If
the user does not exists in the database, a new user is created,
and necessary grants are provided.

e When the installation is complete, you may drop this user from
the database by executing the following command:DROP USER
<I NSTALL (DBA) USER> CASCADE;

6. Setupthe TABLESPACES:

The installer creates new schemas in the data mart and prompts for the
tablespaces to be used. It is recommended to create one default tablespace and a

ORACLE 2.4
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Preinstallation Configuration

temporary tablespace to be used for the new schemas that get created in both the
Oracle Argus Analytics DB Instance and the Oracle Argus Safety DB Instance.

You can choose to create tablespaces either by executing a batch file or manually.

Next:

To create tablespace from a batch file:

a. Execute the ancreatetablespace.bat file from <Ar gus Anal yti cs
Installer directory>\install\utils.

b. Enter the following parameters:

— Database Connection String for Oracle Argus Safety or Oracle Argus
Analytics DB

— Enter the user with SYSDBA privileges in &db_mart. database
—  Enter password for &sysdba_user in &db_mart. Database

— Enter the DATA Tablespace Name [e.g. AN_DATA_TS]

— Enter the TEMP Tablespace Name [e.g. AN_TEMP_TS]

— Enter the complete data file path

— Tablespace Encryption Required [0 - No, 1 - Yes]

— Tablespace Encryption Algorithm [e.g AES256]

Repeat the procedure to create tablespaces for Oracle Argus Safety database
and Oracle Argus Analytics database.

To manually create the tablespaces, see the following examples:
Default TABLESPACE [one each needed at the Oracle Argus Analytics DWH
DB Server and Oracle Argus Safety DB Server]:

CREATE TABLESPACE <AN DATA_TS>

DATAFI LE ' / Dat af i | ePat h/ <AN_DATA TS> 01. dbf"
Sl ZE 100M

AUTOEXTEND ON

NEXT 1M

LOGA NG

Temporary TABLESPACE [one each needed at the Oracle Argus Analytics
DWH DB Server and Oracle Argus Safety DB Server]:

CREATE TEMPORARY TABLESPACE <AN TEMP_TS>
TEMPFILE '/ Tenpfil e Path/ <AN_TEMP_TS> 01. dbf"
S| ZE 100M

AUTOEXTEND ON

NEXT 1M

*  Configure ETL Client on Oracle Data Integrator

Configure ETL Client on Oracle Data Integrator

This section lists steps to configure ETL Client on Oracle Data Integrator and install
ODI Studio and create master and work repository.

ORACLE

Before configuring ODI Settings, you must install ODI Studio and configure an agent
(either Standalone Agent, Java EE Agent, or Colocated Agent).
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Chapter 2
Run the Oracle Argus Analytics Installer

Oracle Data Integrator 12c has the following types of installation:

» Enterprise Installation—Enables you to deploy Oracle Data Integrator Studio along
with the binaries to configure either Java EE Agent, or Colocated Agent.

« Standalone Installation—Enables you to deploy Oracle Data Integrator Studio
along with the binaries to configure Standalone Agent.

To understand the agent topologies for the best suitable installation, Oracle
recommends you to refer Oracle Data Integrator Install and Configuration Guide >
Planning the Oracle Data Integrator Installation section.

When installing the Oracle Data Integrator, note down the SUPERVISOR credentials,
and Master and Work Repository credentials.

For more details, refer to the Oracle Data Integrator Install and Configuration Guide for
Oracle Data Integrator 12.2.1.3:

https://docs. oracl e. com mi ddl ewar e/ 12213/ 1 cnf CDI NG t oc. ht m#CDI NG

Run the Oracle Argus Analytics Installer

The basic Oracle Argus Analytics components are installed using the Oracle Universal
Installer. The installer gathers all the information about the database connectivity, data
mart, sequence of prompt screens and then installs the components accordingly. This
installer needs to be executed in the Oracle Argus Analytics server where Oracle client
is installed.

< Note:

Make sure that PERL is present in the system path before running the
installer.

For more information, see:

e Launch the Universal Installer

e Complete the Oracle Argus Analytics Installer Process

Launch the Universal Installer

1. Extract the contents of the media pack into a temporary directory (For example:
C:\argus_anal yti cs_t enp).

2. Navigate tothe \i nst al | directory under the extracted temporary folder.

3. Double-click the set up. exe file to launch the Oracle Universal Installer with the
Welcome screen.

Complete the Oracle Argus Analytics Installer Process

ORACLE

The installer will take you through a series of prompts. Attend to the Installer's
prompts. The following sections describe each Installer screen, and the required
action.

1. Choice of New Install /| Upgrade from Previous Versions
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Run the Oracle Argus Analytics Installer

Select if Oracle Argus Analytics is a fresh installation or an upgrade installation
which is supported from Oracle Argus Analytics 8.2 to 8.2.1.

# Note:

The upgrade path installation needs information to be provided on the
previous Oracle Argus Analytics installation details.

Oracle Argus Analytics Home Path

The Oracle Argus Analytics Home path is the location where all the staged files
from the Installer will get copied to the local machine. This is also the location from
where the Installer would execute the database scripts.

Home Name: ANHomel
Path: C:\argus_analytics
Click Next.

# Note:

In case of Installation choice as upgrade path, provide the previously
installed Oracle Argus Analytics Home details.

Oracle Argus Analytics (File Drop/Database Upgrade)
Do you want to just drop files?

* Yes:This option does not install or upgrade the database. Instead it only
copies the files from the installer location to Oracle Argus Analytics Home,
and jumps to Step 8 Summary Screen.

* No: This option copies the files from the installer location to Oracle Argus
Analytics Home and database install or upgrade is executed simultaneously.
The installer continues to Step 4 to prompt for necessary details.

Select the Choice of New Install / Upgrade from Oracle Argus Analytics 8.2

For new or upgrade install, corresponding details will be asked. These details are
explained in the respective sections below.

Oracle Argus Safety Database Details

This screen collects all information about the source Oracle Argus Safety
database.

Supply the values for:
e Oracle Argus Safety Database Connect String
e Oracle Argus Safety Schema, Password

* Oracle Argus Safety DBA User: Enter the custom INSTALL(DBA) user name
(created in Preinstallation Configuration > Step 5).

* Oracle Argus Safety DBA Password: Password of the INSTALL(DBA) user
* VPD Schema Name
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ESM Schema Owner

ESM Schema Password

Oracle Argus Analytics Source Schema and Password

Oracle Argus Analytics Source RPD Schema and Password

Oracle Argus Analytics Source Work Schema and Password

Oracle Argus Analytics Source Default Tablespace [<AN_DATA_TS>]
Oracle Argus Analytics Source Temp Tablespace [<KAN_TEMP_TS>]

# Note:

Oracle Argus Analytics Source schema, Oracle Argus Analytics Source
RPD schema, and Oracle Argus Analytics Source Work schema are the
new schemas which would get created by the installer to store the views
for all Oracle Argus Safety Source tables that are needed for the ETL
and reporting process. You must ensure that these are not pre-existing
schemas before running the Oracle Argus Analytics Installer.

If Upgrade Install is chosen, provide the existing details of Oracle Argus
Analytics Schemas respectively.

For example:

Oracle Argus Safety Database Connect String: AS70X_SID

Oracle Argus Safety Schema: ARGUS_APP

Oracle Argus Safety Password: <ARGUS_APP user's password>
Oracle Argus Safety DBA User Name: <INSTALL user name>
Oracle Argus Safety DBA User Name: <INSTALL user's password>
VPD Schema: VPD_ADMIN

ESM Schema Owner: ESM_OWNER

ESM Schema Password: < ESM_OWNER's password>

Click Next

Oracle Argus Analytics Source Schema: AN_SRC

Oracle Argus Analytics Source Password: <AN_SRC password>

Oracle Argus Analytics Source RPD Schema: AN_SRC_RPD

Oracle Argus Analytics Source RPD Password: <AN_SRC_RPD password>
Oracle Argus Analytics Source Work Schema: AN_SRC_WRK

Oracle Argus Analytics Source Work Password: <AN_SRC_WRK password>
Oracle Argus Analytics Source Default Tablespace: <AN_DATA TS>

Oracle Argus Analytics Source Temp Tablespace: <AN_TEMP_TS>

Oracle Argus Analytics Data Mart Details

This screen collects all the information regarding the Oracle Argus Analytics data
mart details.
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The following are the details of the data mart:
 DWH Data Mart DB Connect String

 DWH Data Mart DBA User name: Enter the customer INSTALL(DBA) User
Name (created in Preinstallation Configuration > Step 5).

 DWH Data Mart DBA User Password: Password of the INSTALL(DBA) user
¢ DWH Schema and Password

« DWH RPD Schema and Password

DWH Work Schema and Password

*  DWH Default Tablespace

DWH Temporary Tablespace

# Note:

DW Schema, DWH RPD Schema, and DWH Work Schema are the new
schemas that will be created by the installer to store the ETL data.
Oracle Argus Analytics RPD schema is the schema which would contain
the synonyms of all the data mart tables and is used by Oracle Business
Intelligence reports.

Tablespaces that are going to be specified here should have got created
during the pre-installation steps.

If Upgrade Install is chosen, provide the existing details of Oracle Argus
Analytics Schemas respectively.

If the Oracle Argus Safety System is a multi-tenant application, the VPD
policy and additional contexts are created during installation with names
predefined as:

e VPD Policy Names:
<AN_SRC>_src_vpd
<AN_DWH>_dwh_vp

*  Contexts:
<AN_SRC>_src_ctx
<AN_DWH>_dwh_ctx

* Exadata Context:
<AN_DWH>_exa_ctx

For example:

e DW Database Connect String: ANDWH_SID

« DW DBA User Name: <INSTALL user name>

e DW DBA User Password: <INSTALL user's password>
e Oracle Argus Analytics DW Schema: AN_DWH

e Oracle Argus Analytics DW Password: <password for AN_DWH schema>
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e Oracle Argus Analytics RPD Schema: AN_DWH_RPD

e Oracle Argus Analytics RPD Password: <password for AN_DWH_RPD
schema>

*  Oracle Argus Analytics Work Schema: AN_DWH_WRK

*  Oracle Argus Analytics Work Password: <password for AN_DWH_WRK
schema>

* DW Default table space: <AN_DATA_TS>

* DW Temporary tablespace: <AN_TEMP_TS>

Click Next.

Exadata Database

If the Datawarehouse DB Server is Exadata, select Yes.

Summary Screen

Verify setting => details provided in the summary screen and click Install.

The installer will stage the required components into the Oracle Argus Analytics
home and will create the Data Mart schemas, RPD & WORK schemas. In addition,
it will also create contexts and VPD policy if the Oracle Argus Safety installation is
a multitenant application.

After the installation has been completed, the install log can be verified from the
following path or from your local Oracle Inventory logs folder.

<Argus Anal ytics Home>\install\pvadriverscript<tinmestanp>.|og

This log file must be verified to ensure that the installer has completed
successfully.
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Oracle Data Integrator Smart Import
and Topology Configuration (Oracle Data
Integrator only)

In this chapter:

Connect to Oracle Data Integrator Studio

Execute the Oracle Data Integrator Smart Import
Configure the Topology in Oracle Data Integrator Studio
Configure the Oracle Data Integrator Agent

Modify Oracle Data Integrator Java EE Agent Connection Pool Settings

Connect to Oracle Data Integrator Studio

1.

Execute the following procedures from:

a. Oracle Data Integrator Install and Configuration Guide > Configuring Oracle
Data Integrator Studio > Starting ODI Studio.

b. Oracle Data Integrator Install and Configuration Guide > Configuring Oracle
Data Integrator Studio > Connecting to the Master Repository.

Create a Work Repository Login by following the same steps asin Step 1 b >
Connecting to the Master Repository.

In the Work Repository section, select a work repository from the find list instead
on Master Repository Only option. For example, name the repository as AN
Wrk Repository.

Refer to the Oracle Data Integratorinstall and Configuration Guide for Oracle Data
Integrator 12.2.1.3:

https://docs. oracl e. com mi ddl ewar e/ 12213/ 1 cnf CDI NG t oc. ht m#CDI NG

Execute the Oracle Data Integrator Smart Import

1.

ORACLE

Log in to the work repository in Oracle Data Integrator Studio by selecting the AN
Work Repository connection.

Select the Connect Navigator drop-down list from the top right on the Designer
tab and click Import.
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Ciesignes Operator | Topology | Securtty |

W o~

Imnport, ..

Export. ..

Edit Release Tag

Default Designer Conkext k
Eﬂ Disconneck

3. Select Smart Import from the Import Selection menu and click OK.

. Import Selection

Choose an action ko t&rfnrm {—'l'.[

nark Irnpoark
Import the Masker Repository
Import the Work Repository
Import the Topology
Import the Logical Topology
Import the Execution Environment
Import the Log
Irnport Security Sektings

Descripkion

Impott selectively objects exparted using the Smart
Expart,

Help K Cancel

The Smart Import Wizard is displayed.

4. Select the zip file called an.zip from the <AN | NSTALL_HOVE>\ odi directory in
the File Selection textbox and click Next. The files can also be browsed by clicking
on the symbol available with the textbox.

¥, Smart Import - Step 1 of 3 %]
File Selection

This wizard will guide you through the process of importing objects into Oracle Data Integrator, To replay a previous Smart Import wizard execution

‘T" File Selection select a Response File to preset al figlds,

1 3
T Import Actions File Selection: ‘C:lSmartExport.xml T | =
& Summary Response file: ‘ | Jh
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Oracle Data Integrator imports the file and checks for any issues that can occur
while importing Oracle Data Integrator objects. If issues are found, then the same
will be displayed in import actions window. Click Next if no issues are found.

Click Finish.

This imports all the Oracle Argus Analytics objects in Oracle Data Integrator
repository and makes them visible in the Oracle Data Integrator Studio Console.

Configure the Topology in Oracle Data Integrator Studio

ORACLE

1.

10.
11.

Open the Oracle Data Integrator Studio and connect as Oracle Argus Analytics
Work Repository.

Navigate to Topology.

Select the Physical Architecture tab.

Expand the tree structure to expose the following:
Technologies > Oracle >

Edit the node DS_AN_ArgusAnalytics.

Edit the following fields in the Definition window:

* Instance/dblink (Data Server):

The complete TNS entry of the DWH server should be pasted here in a single
line:

(DESCRIPTION = (ADDRESS = (PROTOCOL = TCP)(HOST
= <DWH_DB_SERVER>)(PORT = <DWH_DB_LISTENER_PORT>))
(CONNECT_DATA =(SERVICE_NAME=<DWH_DB_SERVICE_NAME>)))

e Connection:

— User: <AN_DWH_WRK> [the DWH work schema user created during
installation]

— Password: <AN_DWH_WRK_PASS> [The password for the DWH Work
schema]

In the JDBC window, edit one of the following fields:

* JDBC URL: jdbc:oracle:thin:
<DWH_DB_SERVER>:<DWH_DB_LISTENER_PORT>:<DWH_DB_SID>

- jdbc:oracle:thin: <DWH_DB_SERVER>:<DWH_DB_LISTENER_PORT>/
<DWH_DB_SERVICE_NAME>

Use the jdbc connection string with database SERVICE_NAME in case the Oracle
Database version is 12c.

Save the details and click Test Connection to validate it.

Expand the tree below DS_AN_ArgusAnalytics to expose the tree node
DS_AN_ArgusAnalytics.AN_DWH.

Edit the node DS_AN_ArgusAnalytics. AN_DWH.

Change the Schema by selecting from the drop-down list for the following fields:
* Schema (Schema): <AN_DWH>

e Schema (Work Schema): <AN_DWH_WRK>
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Save the changes.

Similarly, edit the node DS_AN_ARGUS_SAFETY to provide information on the
Oracle Argus Safety DB Server.

Edit the following fields in the Definition window:
* Instance/dblink (Data Server):

The complete TNS entry of the DWH server should be pasted here in a single
line:

(DESCRIPTION = (ADDRESS = (PROTOCOL = TCP)(HOST
= <AS_DB_SERVER>)(PORT = <AS_DB_LISTENER_PORT>))
(CONNECT_DATA =(SERVICE_NAME=<AS_DB_SERVICE_NAME>)))

e Connection:

— User: <AN_SRC_WRK?> [the AN Source Work Schema user created
during installation)]

— Password: <AN_SRC_WRK_PASS> [The password for the AN Source
Work Schema]

In the JDBC window, edit one of the following fields:

e JDBC URL: jdbc:oracle:thin:
<AS_DB_SERVER>:<AS_DB_LISTENER_PORT>:<AS_DB_SID>

* jdbc:oracle:thin: <AS_DB_SERVER>:<AS_DB_LISTENER_PORT>/
<AS_DB_SERVICE_NAME>

Use the jdbc connection string with database SERVICE_NAME in case the Oracle
Database version is 12c.

Save the details and click Test Connection to validate it.

Expand the tree below DS_AN_ArgusSafety to expose the tree node
DS_AN_ArgusSafety.AN_SRC.

Edit the node DS_AN_ArgusSafety. AN_SRC.

Change the Schema by selecting from the drop-down list for the following fields:
* Schema (Schema): <AN_SRC>

* Schema (Work Schema): <AN_SRC_WRK>

Save the changes.

Configure the Oracle Data Integrator Agent

You need to configure either one of the agents: Java EE Agent, Colocated Agent, or
Standalone Agent.

ORACLE

To understand the agent topologies for the best suitable installation, Oracle
recommends you to refer the Oracle Data Integrator Install and Configuration Guide >
Planning the Oracle Data Integrator Installation section.

When installing the Oracle Data Integrator, use SUPERVISOR credentials, and Master
and Work Repository credentials as created in the Configure ETL Client on Oracle
Data Integrator.
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< Note:

Make sure to create the agent with name PA_AN, as the same is available in
Oracle Argus Analytics Oracle Data Integrator code.

For more details, refer to the Oracle Data Integrator Install and Configuration Guide for
Oracle Data Integrator 12.2.1.3:

https://docs. oracl e. com mi ddl ewar e/ 12213/ 1 cnmf CDI NG t oc. ht m#CDI NG

For topics with further information, see:

»  Configure the Standalone Oracle Data Integrator Agent

Configure the Standalone Oracle Data Integrator Agent

Use the ODI Studio Topology Manager to edit the standalone agent PA_AN
definition. And save the information as per the installation done for Oracle Data

85 PA_AN [%

View Schedule  Update Schedule  Test Apply Settings

Definition

Datasources & Agent

Properties Mame: \pn_nw|

Load halindng Host: ‘<Stand Alone agent 1P address> | Part: ‘20586 ‘
Version

Privileges web application context: oraclediagent | Protocol: ﬁttu
Flexfields Maximum number of sessions:

Maximum number of thraads: | 1000 Masirnurn threads per session: |0

Session Blueprint Cache Management
Maximum cache entries: Imu

Unused Blueprint Lifetime (Sec: 600

# Note:

The Host field contains the Host name where the Oracle Data Integrator
Agent will be running. In this example, the host is on the same server,
and the default port number used is 20910.

Change the Port Number to any value other than the default to avoid
conflicts with other installations (for example, 20920).
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Table 3-1 Oracle Data Integrator Parameters
|

Parameters

Load Type

Description

Before making Oracle Argus Analytics Oracle Business Intelligence
Enterprise Edition URL available to the end users, the Initial/Full load ETL
(LP_FL_AN) in Oracle Data Integrator should be successfully run.

To run the ETLs in Oracle Data Integrator and for more information on ODI
Configurable Parameters, refer to the Executing the ETL Load Plans in
ODI section in the Oracle Argus Analytics User Guide.

Refer to the following table. In Oracle Data Integrator, the VPD Policies on
the warehouse tables do not get disabled during the execution of the ETLs
(Full/incremental) for a multi-tenant installation.

Allowed Values

VAR_ALN_PERIOD_FR Full Load

OM_DATE

The start date of the
days to populate from in
the W_DAY_D/PVA_ DAY
table. It should be in the
format: MM/DD/RRRR

Date values such as:
01/01/1980
Recommended value:
01/01/1980

VAR_ALN_PERIOD_TO Full Load

_DATE

The end date of the
days to populate till in
the W_DAY_D/PVA_DAY
table. It should be in the
format: MM/DD/RRRR

Date values such as:
12/31/2019

Recommended Value:
12/31/2019

VAR_INT_TRUNCATE_ Both This variable is used Valid values:0: Does
STAGE to decide whether to not truncate Stage
truncate the stage table tablel: Truncate Stage
or not and is useful in tableShould be specified
multiple Oracle Argus as 1 always in case
Safety DB support of Single Oracle Argus
Safety Instance as
source information
Recommended Value: 1
VAR_INT_COLLECT_S Both This variable is used Default Value: 1

TATISTICS

to decide whether the
statistics of the target
tables need to be
collected or not.

Values Accepted: 0,1
0: Load Plans will not
collect statistics

1: Load Plans will collect
statistics after loading
data
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Table 3-1 (Cont.) Oracle Data Integrator Parameters

Parameters Load Type Description Allowed Values
VAR_ALN_ENTERPRIS Both The specific Enterprise  -1: Runs the ETL for the
E ID to run the ETL for. entire Warehouse

0: Runs the ETL for

all the enterprises the
user ($$p_user_name)
has access to

Integer Value [1,2,3,
etc]: Runs the
Incremental ETL for
the specified Enterprise
only.

Note: For Full Load, this
value has to be -1.

VAR_ALN_ERROR_REJ Both
ECT_LIMIT

This variable is used to
set the number of rows
that will be tracked in the
respective error tables
prior to aborting the ETL
in case of errors.

Valid Values:

Positive Integer
numbers: (E.g. 0, 100,
1000, etc.)

UNLIMITED: All the
error records are logged

Recommended Value:
UNLIMITED

VAR_ALN_USER_NAM Both
E

The user name for which
the ETL shall use to set
the VPD Context for the
specified enterprise in
the parameter:
VAR_ALN_ENTERPRIS
E. This value should be
passed inside single
quotes: such as
‘username’.

Default value: 'admin’

VAR_INT_RAISE_ERR Both
OR

Setting this variable to

0 or 1 will appropriately
either stop a Load Plan/
Interface or continue the
same when data errors
are encountered during
the load.

0: Do not raise data
error when encountered
during ETLs

1: Raise data error when
encountered during
ETLs

Recommended Value: 1

VAR_INT_CONFIG_DAY Incremental
S Load

Reduces the incremental
extract window by

the specified number

of days. For

example: Extract all
changed rows between
LAST_EXTRACT_DATE
and (SYSDATE

- $$p_config_days)

Integers
Recommended Value: 0

ORACLE
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Modify Oracle Data Integrator Java EE Agent Connection
Pool Settings

ORACLE

< Note:

This section is applicable only if you are using Oracle Data Integrator Java
EE Agent.

After configuring the Oracle Data Integrator 12c Java EE Agent, follow these steps
to increase the size of the connection pool to enable parallel step executions as
appropriate for Argus Analytics:

1.

o > w0 D

Open the Oracle Data Integrator WLS administration console (ex: ht t p: / / <QODI
server nane>: <ODI port nunber >/ Consol e)

Navigate to Services > Datasources > odiMasterRepository
Go to the tab Configuration > Connection Pool
Change the Maximum Capacity to 50.

Repeat these steps for increasing the connection pool size for the datasource
odiWorkRepository as well.

Without increasing the connection pool size the Oracle Argus Analytics ETLs will
fail.
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Configure Oracle Business Intelligence
Enterprise Edition Repository and
Webcatalog

In this chapter:

e Prerequisites

»  Deploy Oracle Business Intelligence Enterprise Edition Repository and Catalog

e Create Users and Groups in Oracle Business Intelligence Enterprise Edition

» Create Roles and Policies with Oracle Fusion Middleware Control

e Oracle Business Intelligence Enterprise Edition Catalog Folder-level Permissions
e Oracle Business Intelligence Enterprise Edition Default Application Roles

e Change the Oracle Business Intelligence Enterprise Edition RPD Password

Prerequisites

Make sure Oracle Business Intelligence Enterprise Edition 12¢ (12.2.1.4) with latest
patch set is installed and the Administrator Console and the Oracle Enterprise
Manager (Oracle Fusion Middleware Control) is running by checking the following
URLs:

* http://<machi nenane>. <port >/ consol e

 http://<machi nenanme>. <port>/em

" Note:

Port 9500 is the default Weblogic port. It may change based upon

the system configuration. Check with your Oracle WebLogic Server
administrator for the correct port number if the above port does not work
as expected.

For more information, see:

e Upgrade the Oracle Argus Analytics RPD and Catalog (Upgrade Install Only)
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Upgrade the Oracle Argus Analytics RPD and Catalog (Upgrade Install

Only)

< Note:

Catalog and RPD upgrade are not available from Oracle Argus Analytics
1.1/1.1.1/7.0.3/8.0/8.1/8.1.1/8.2. Use the latest catalog provided with the AN
8.2.1 installation (present at <AN_| NSTALL_HOME>/ cat al og/ opva. zi p)
for deployment.

For more information, see:

Upgrade RPD

The following steps upgrades the Oracle Argus Analytics 8.2 RPD to the latest code in
Oracle Argus Analytics 8.2.1.

ORACLE

Upgrade RPD
Upgrade the Oracle Argus Analytics Catalog

# Note:

If there have been no customizations to the existing AN RPD, you
can skip this section, because the latest RPD is already present at
<AN_| NSTALL_HOVE>/ r eposi t ory/ opva. r pd.

To upgrade the Oracle Argus Analytics RPD (if required):

1.

g M w D

Open the existing Oracle Argus Analytics RPD file that you wish to upgrade to
Oracle Argus Analytics 8.2.1 in the Oracle Business Intelligence Administration
Tool in offline mode.

Provide the repository password.

From the menu, select File > Merge.

Select the Full Repository Merge radio button.

Select the button to choose the Original Master Repository, and click Repository.
This opens the file dialog window to choose a repository file.

Select the existing Oracle Argus Analytics RPD file.

Enter the repository password as opval23.

Similarly, select the button to choose the Modified Repository and click the
Repository.

This opens the file dialog window to choose a repository file.

Select the Oracle Argus Analytics 8.2.1 RPD file present at
<AN_| NSTALL_HOWVE>/ r eposi t ory/ opva. r pd.
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Enter the repository password as opval234.

Provide a file name for the merged repository file to be saved.
Provide the merged repository password as opval234.

Click Next.

This generates the merged RPD, which is upgraded to the Oracle Argus Analytics
8.2.1 release.

Copy this file to another location and rename it back to opva. r pd, which will later
be used to deploy on the Oracle Business Intelligence Enterprise Edition Server.

Upgrade the Oracle Argus Analytics Catalog

Catalog upgrade from Oracle Argus Analytics 1.1/1.1.1/7.0.3/8.0/8.1/8.1.1/8.2 is not
available. Use the latest catalog provided with the Oracle Argus Analytics 8.2.1
installation (present at <AN_| NSTALL_HOVE>/ cat al og/ opva. zi p) for deployment.

Deploy Oracle Business Intelligence Enterprise Edition
Repository and Catalog

In this section:

Configure the Oracle Business Intelligence Enterprise Edition Repository and Web
Catalog using the BAR File

Import the BAR file when creating a new Oracle Business Intelligence Enterprise
Edition Instance

Configure Oracle Business Intelligence Enterprise Edition Repository and Web
Catalog Manually

Post-deployment of the Oracle Argus Analytics RPD

Configure the Oracle Business Intelligence Enterprise Edition
Repository and Web Catalog using the BAR File

# Note:

The default password for the opva. r pd repository file is opval234. You
should change this password, as per your requirement prior to deployment

in Oracle Business Intelligence Enterprise Edition, using the Oracle Business
Intelligence Enterprise Edition Administrator Tool. You must remember to use
this password in the steps mentioned below.

ORACLE

Oracle Business Intelligence Application Archive (BAR) file is a compressed archive
file that contains a cohesive set of Oracle Business Intelligence metadata artifacts
(data model, content model, and authorization model). The Oracle Business
Intelligence Enterprise Edition BAR file for Oracle Argus Analytics is available at the
following location:

<Argus Anal ytics Hone>\report\ssi. bar
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A BAR file contains the following Oracle Business Intelligence application module
artifacts:

- Data model metadata for the Oracle Business Intelligence Server. This metadata
is xml-based but functionally equivalent to an .RPD file.

» Presentation Services catalog metadata for a service instance.

e Security policy metadata containing application role and application role
memberships, and permission and permission set grants for a service instance.

* A manifest file declaring the dependencies of the BAR file.

" Note:

Importig a BAR file replaces all the Catalog files, RPD files, and the Security
Model in an existing Oracle Business Intelligence Enterprise Edition instance
with any customization.

It is recommended that the BAR file import is done on a new Oracle
Business Intelligence Enterprise Edition instance.

For more information, see:

* Import the BAR file in an existing Oracle Business Intelligence Enterprise Edition
instance

*  Check if the BAR file has imported RPD, Catalog, and the Security Mode

Import the BAR file in an existing Oracle Business Intelligence Enterprise
Edition instance

Before importing the BAR file, make sure:

* Oracle Business Intelligence Enterprise Edition 12.2.1.4 is installed

e The Administrator Console is up and running
(validate it from ht t p: / / <machi nename>. <port >/ consol e)

* The Oracle Enterprise Manager (Oracle Fusion Middleware Control) is up and
running
(validate it from ht t p: / / <machi nename>. <port >/ en)

To import the BAR file:

1. Copy the BAR file from <Ar gus Anal ytics Home>\report\ssi.bar toa
machine where the Oracle Business Intelligence Enterprise Edition is installed.

2. Login to the Oracle Enterprise Manager with the WebLogic credentials.

3. Click Target Navigation.

t- biail ©

I WebLogic Domain
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The Target Navigation drop-down menu appears.

Go to Business Intelligence > biinstance.

The Business Intelligence Instance screen appears.

From the Availability tab, select Processes, and click Stop All.
A confirmation dialog box appears.

Click Yes.

All the running processes are stopped.

Go to the command prompt, and start the WebLogic Scripting Tool (using wist.cmd
(for Windows), or wist.sh (for Unix or Linux)) from the following path:

<M ddIl ewar e Honme>\ or acl e_common\ conmon\ bi n

To know the BI Service Instance key, type the following command, and press
Enter.

|i stBl Servicel nstances(<BlI Donai nHorme pat h>)
where, Domain Home is the directory of the Bl Install domain, the default path is:
<obi ee_hone>/ user _proj ect s/ domai ns/ bi

The Key appears at the end of the command.

< Note:

All the WLST commands are case sensitive.

To start the WebLogic Scripting Tool on Unix or Linux, use wist.sh
command, rest all of the commands mentioned in the procedure remains
same.

While executing the WLST on Windows server, you must use forward
slash (/) to avoid any error messages.

Exit WLST using the exit () command.

To import the BAR file, Go to the Domain Home path <obi ee_hone>/

user _proj ect s/ domai ns/ bi / bi t ool s/ bi n and execute the command,
importarchive.cmd Oracle Business Intelligence Service Instance key <Conpl et e
path of Bar file to inport>

Bl Service Instance Key: ssi (This key must be ssi for Oracle Argus Analytics
deployment). For example,

i mportarchive.cnd ssi C:\an821\ssi. bar

Go to Oracle Enterprise Manager, from the Availability tab, select Processes, and
click Start All.

A confirmation dialog box appears.
Click Yes.
The BAR file imports the RPD, Catalog and the Security model.
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Check if the BAR file has imported RPD, Catalog, and the Security Mode

1.

ORACLE

To verify the Roles and Policies imported by BAR file in the Oracle Enterprise
Manager, go to Business Intelligence Instance > Security > Application Roles
and Application Policies.

The following roles are imported as deafult application roles:
*  PVAdminRole

* PVASafetyRole

* PVASafetyConsumersRole

To modify the Connection Pool Settings:

a. From the following path, right click the admintool.cmd file, and click Run as
Administrator

<M ddl ewar eHome>\ user _pr oj ect s\ donai ns\ bi \ bi t ool s\ bi n

The Oracle Business Intelligence Tool opens.

< Note:

If Oracle Business Intelligence Enterprise Edition is installed on
Unix or Linux machine, then you must setup the Oracle Business
Intelligence Developer Client tool on any windows machine to
access Oracle Business Intelligence Administration Tool.

See Create ODBC Connection for Oracle Business Intelligence
Enterprise Edition Administration Tool.

b. To open the RPD, select the online mode, and enter WebLogic user
credentials.

¢ Note:

You must set the Open Database Connectivity (ODBC).

To open the RPD in the online mode on Unix or Linux, set the
ODBC on a Windows machine where Oracle Business Intelligence
Enterprise Edition client is installed, and open the RPD.

c. Click the Connection Pool, and modify the Data Source name, User hame,
and Password.

Modify both the following connection pools:
e Under OPVA_DWH database:
— OPVA_CP:
*  Data Source Name--Oracle Argus Analytics database TNS Name

*  User name--Oracle Argus Analytics DWH RPD schema
<AN_DWH_RPD>
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*  Pasword--Password for Oracle Argus Analytics DWH RPD
schema

— OPVA_CP_lInitBlocks:
*  Data Source Name--Oracle Argus Analytics database TNS Name

*  User name--Oracle Argus Analytics DWH RPD schema
<AN_DWH_RPD>

*  Password--Password for Oracle Argus Analytics DWH RPD
schema

* Under OPVA_SRC database:
— OPVA_CP:
*  Data Source Name--Oracle Argus Safety database TNS Name

*  User name--Oracle Argus Analytics SRC RPD schema
<AN_SRC_RPD>

*  Password--Password for Oracle Argus Analytics SRC RPD
schema

Check-in the changes, and save the RPD
Ignore the warning message that appear during the consistency check.

To view and administer privileges for the Oracle Business Intelligence
components, login to Oracle Business Intelligence Enterprise Edition Analytics
(http://obi eeset.com port/anal ytics) with WebLogic user credentials.

Go to Security > Administration > Manage Privileges.

For a list of privileges assigned to the Oracle Business Intelligence Application
roles, refer to Oracle Business Intelligence Enterprise Edition Default Application
Roles.

Go to Catalog, and set the folder level permissions for the Oracle Business
Intelligence Enterprise Edition Groups. (See Oracle Business Intelligence
Enterprise Edition Catalog Folder-level Permissions)

Create Oracle Business Intelligence Enterprise Edition Groups and Users. (See
Create Users and Groups in Oracle Business Intelligence Enterprise Edition)

Import the BAR file when creating a new Oracle Business Intelligence
Enterprise Edition Instance

ORACLE

1.

Copy the BAR file from <Ar gus Anal ytics Hone>\report\ssi.bar toa
machine where the Oracle Business Intelligence Enterprise Edition is installed.

When creating an instance in Oracle Business Intelligence Enterprise Edition 12c,
on the Oracle Business Intelligence Enterprise Edition Initial Application wizard
screen, select Your own existing Bl Application from export bunder (.jar file)
option, and enter the Path of the Argus Anal yti cs ssi. bar file.

To modify the Connection Pool Settings:

a. From the following path,
<M ddl ewar eHome>\ user _pr oj ect s\ donmai ns\ bi \ bi t ool s\ bi n, right
click the admi nt ool . cnd file, and click Run as Administrator.

The Oracle Business Intelligence Administration Tool opens.
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< Note:

You must set the Open Database Connectivity (ODBC).

To open the RPD in online mode on Unix or Linux, set the ODBC on
a Windows machine where Oracle Business Intelligence Enterprise
Edition client is installed, and open the RPD.

b. To open the RPD, select the online mode, and enter the Oracle WebLogic
Server user credentials.

# Note:

You must set the Open Database Connectivity (ODBC).

To open the RPD in online mode on Unix or Linux, set the ODBC on
a Windows machine where Oracle Business Intelligence Enterprise
Edition client is installed, and open the RPD.

c. Click the Connection Pool, and modify the Data source name, User name,
and Password.

Modify both the following connection pools:
e Under OPVA_DWH database:
— OPVA_CP:

*

*

*

Data Source Name—Argus Analytics database TNS Name

User name—Argus Analytics DWH RPD schema
<AN_DWH_RPD>

Password—Password for Argus Analytics DWH RPD schema

— OPVA_CP_lInitBlocks:

*

*

*

Data Source Name—Argus Analytics database TNS Name

User name—Argus Analytics DWH RPD schema
<AN_DWH_RPD>

Password—Password for Argus Analytics DWH RPD schema

e Under OPVA_SRC database:
— OPVA_CP:

*

*

*

Data Source Name—Argus Safety database TNS Name

User name—Argus Analytics SRC RPD schema
<AN_SRC_RPD>

Password—Password for Argus Analytics SRC RPD schema

Check-in the changes, and save the RPD.

Ignore the warning messages that appear during the consistency check.

To view and administer privileges for the Oracle Business Intelligence
components, login to Oracle Business Intelligence Enterprise Edition Analytics
(http://obieeser.com port/anal ytics) with WebLogic user credentials.
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Go to Security > Administration > Manage Privileges.

For a list of privileges assigned to the Oracle Business Intelligence Application
roles, refer to Oracle Business Intelligence Enterprise Edition Default Application
Roles.

Go to Catalog, and set the folder level permissions for the Oracle Business
Intelligence Enterprise Edition Groups. (See Oracle Business Intelligence
Enterprise Edition Catalog Folder-level Permissions)

Create Oracle Business Intelligence Enterprise Edition Groups and Users. (See
Create Users and Groups in Oracle Business Intelligence Enterprise Edition)

Configure Oracle Business Intelligence Enterprise Edition Repository
and Web Catalog Manually

ORACLE

1.

Copy the RPD, and Catalog files from <Ar gus Anal yti cs
Honme>\report\opva.rpd and report\catal og\opva. zip folderstoa
machine where the Oracle Business Intelligence Enterprise Edition is installed.

Open the RPD Admin tool in offline mode from the following path: <M dd| ewar e
Hone>\ user _proj ect s\ domai ns\ bi \ bi t ool s\ bi n\ adm nt ool . cnd

Open the opva.rpd file in offline mode. (The default password of the repository is
opval234

Click the Connection Pool, and modify the Data source name, User name, and
Password.

Modify the following connection pools:
e Under OPVA_DWH database:
— OPVA_CP:
*  Data Source Name—Argus Analytics database TNS Name
*  User name—Argus Analytics DWH RPD schema <AN_DWH_RPD>
*  Password—Password for Argus Analytics DWH RPD schema
— OPVA_CP_InitBlocks:
*  Data Source Name—Argus Analytics database TNS Name
*  User name—Argus Analytics DWH RPD schema <AN_DWH_RPD>
*  Password—Password for Argus Analytics DWH RPD schema
e Under OPVA_SRC database:
— OPVA_CP:
*  Data Source Name—Argus Safety database TNS Name
*  User name—Argus Analytics SRC RPD schema <AN_SRC_RPD>
*  Password—Password for Argus Analytics SRC RPD schema
Save the changes, and close the RPD.
From the command prompt:

a. Navigate to the <M ddI ewar e
Hone>\ user _proj ect s\ domai ns\ bi \ bi t ool s\ bi n
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12.

13.
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b. Run the following command:

dat anodel . cnd upl oadrpd -1 <RPDnane> [-W <RPDpwd>] -U <cred_user nane>
[-P <cred_password>] -S| <service_instance>

For exanpl e,
dat anodel . cnd upl oadrpd -1 C:\tenp\opva.rpd -Wopval234 -U <username> -P
<password> -S| ssi

¢ Note:
In Linux, execute the data-model-cmd.sh command with same
inputs.
Login to the Oracle Enterprise Manager with the WebLogic credentials.

Click Target Navigation.

t- biail ©

I WebLogic Domain

The Target Navigation drop-down menu appears.

Go to Business Intelligence > biinstance.

The Oracle Business Intelligence Instance screen appears.
From the Availability tab, select Processes, and click Stop All.
A confirmation dialog box appears.

Click Yes.

All the running processes are stopped.

Extract the contents of Oracle Argus Analytics catalog opva.zip into a local folder,
and navigate to \ opva\ r oot \ shar ed folder.

a. Copy the following folders and files:
e current
e current.atr
e personal+user
e personal+user.atr
* retrospective
* retrospective.atr

b. Pastein
<Oracl e_Home>\ user _proj ect s\ donmai ns\ bi \ bi dat a\ servi ce_i nst
ances\ ssi \ nmet adat a\ cont ent\ cat al og\ r oot \ shar ed folder.

Go to Oracle Enterprise Manager, from the Availability tab, select Processes, and
click Start All.

A confirmation dialog box appears.
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Click Yes.

Create User Groups and Users manually in Admin Console. (See Create Users
and Groups in Oracle Business Intelligence Enterprise Edition.)

Create Roles and policies manually in Enterprise Manager. (See Create Roles and
Policies with Oracle Fusion Middleware Control.)

To view and administer privileges for the Oracle Business Intelligence
components, login to Oracle Business Intelligence Enterprise Edition Analytics
(htt p: // obi eeser. com port/anal yti cs) with WebLogic user credentials.

Go to Security > Administration > Manage Privileges.

For a list of privileges assigned to these roles, refer to Oracle Business
Intelligence Enterprise Edition Default Application Roles.

Go to Catalog, and set the folder level permissions for the Oracle Business
Intelligence Enterprise Edition Groups. (See Oracle Business Intelligence
Enterprise Edition Catalog Folder-level Permissions)

Post-deployment of the Oracle Argus Analytics RPD

Open the Oracle Argus Analytics RPD in the Administration Tool in online mode and
specify the details, as mentioned below:

1.

Repository Password: Enter the password set in Deploy Oracle Business
Intelligence Enterprise Edition Repository and Catalog, as mentioned in the Note
before Step 1.

User: weblogic

Password: Password for the user mentioned above

Figure 4-1 The Oracle Argus Analytics RPD Screen

O (Online) Oracle BI Administr:
File Edt View

7
[oesed|danE|#at 0EEQ 5 5ERE

-8 0PvA_DwH
& orva_CP
B OPVA_CP_InitBlocks
&h 0PV
=@ OPvA_SRC
@ oPva_CP
& OPVA

[Detauit @1 10971100 = |

table names

N ]

[opva_dwh_ipd_70

Isolation level

Desciption:

Change the Connection Pool Settings
Once the Oracle Argus Analytics RPD is opened in online mode, change the
Connection Pool settings, as follows:

ORACLE
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Change the OPVA_DWH -> OPVA_CP and OPVA_CP_InitBlocks to point to the
Oracle Argus Analytics DWH RPD Schema <AN_DWH_RPD>, created during
installation, on the Oracle Argus Analytics DB Instance.

Data Source Name: TNS name entry for Oracle Argus Analytics DB Instance.

User Name: <AN_DWH_RPD> [the schema name specified for the Oracle Argus
Analytics DWH RPD Schema during installation].

Password: The password specified for the <AN_DWH_RPD> schema.

Change the OPVA_SRC -> OPVA_CP to the Oracle Argus Safety Source RPD
schema <AN_SRC_RPD>, created during installation, on the Oracle Argus Safety
Instance.

Data Source Name: TNS name entry for Oracle Argus Safety DB Instance.

User Name: <AN_SRC_RPD> [the schema name specified for the Oracle Argus
Analytics Source RPD schema during installation].

Password: The password specified for the <AN_SRC_RPD> schema.
Save the RPD.

Create Users and Groups in Oracle Business Intelligence
Enterprise Edition

In this section:

Create groups in Oracle Fusion Middleware Control

Create users in the Oracle Fusion Middleware Control

Create groups in Oracle Fusion Middleware Control

ORACLE

Open the Oracle WebLogic Server Administration Console.

Navigate to Security Realms > myrealm > Users and Groups > Groups tab.
From the Groups section, and click New.

The Create a New Group dialog box appears.

Create the following groups by entering the Name and Description, and click OK.
PVAAdmiIn

e PVASafetyGroup

e PVASafetyConsumersGroup
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Create a New Group

Ok Cancel

Group Properties

The following properties wil I; used to identify your new Group.
* Indicates reguired fields
What would you like to name your new Group?

* Name: PVAAdmIn

How would you like to describe the new Group?
Description:

PVA Administrators Group

Flease choose a provider for the group.

Provider: : DefaultAuthenticator | = |

Ok ‘ Cancel

Create users in the Oracle Fusion Middleware Control

1. Open the Oracle WebLogic Server Administration Console.

2. Navigate to Security Realms > myrealm > Users and Groups > Users.

3. From the Users section, click New.

The Create a New User dialog box appears
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Create a New User

OK | || Cancel

User Properties

The following properties will be used to identify your new User.,

" Indicates required fields

What would you like to name your new User?

* Name:
- Username I

How would you like to describe the new User?

Description: User Description
Please choose a provider for the user,
Provider: DefaultAuthenticator EI

The password is assodated with the login name for the new User.

* Password: LTI TITITIL
* Confirm Password: sesssesessRERe
|OK | || Cancel

Enter the following fields, and click OK.
a. Name

b. Description

c. Provider

d. Password

e. Confirm Password

To assign a group to the user, from the Groups tab, select a Group, and click
Save.
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Gereral | Passwords | Attributes | Groups

Save

IIse this page to configure group membership for this user,

Parent Groups:

Available: Chosen:
|:| CrossDomainConnectors * |:| PVAAdmin h
[[] peployers
|:| Monitors
|:| Operators
[[] oraclesystemGroup
[l WASafetonnsumerSGrq_
[] pvASafetyGroup -

&

g
&

Save

Create Roles and Policies with Oracle Fusion Middleware
Control

< Note:

This section is applicable only when you manually upload the RPD file and
Catalog. For more details, refer to Configure Oracle Business Intelligence
Enterprise Edition Repository and Webcatalog

For more information, see:

» Create new application roles

* Create new application policy

Create new application roles

1. Login to Oracle Fusion Middleware Control Oracle Enterprise Manager.
2. Goto WebLogic Domain > Security > Application Roles.

The Application Roles dialog box appears.

3. From the Application Stripe drop-down list, select OBI, and click Search '.

The default role available in clean slate installation appears.
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-— bi® fm
“e= [y WeblLogic Domain ¥

fDromain_bifbiz A~
Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store
@ To manage users and groups in the WebLogic Domain, use the Oracle Webl ogic Server Security Provider.

¥ Policy Store Provider

4 Search

Select an application and enter a search keyword for the role name to search for roles defined by this application. Use the application stripe to search if the application u

Application Stripe  obi j
Role Name  Starts With j »
View w A Create... [¥ Create Like.. # Edit.. )¢ Delete...
#
Role Name Display Name Description
BlServiceAdministrator Bl Service Administrator This role confers privileges required to administer a service instance.
Click Create.

The Create Application Role dialog box appears.
In the Role Name field, enter PVAAdminRole.

Craate Application Role
B |or Erderprips Rk ip B group of unscy degsgnasd of B snlerpnip s v ared bpicaly uped ks anmgn 3 pelegs or permippion & rois can sing comtain o moige 35 mmbacy
Lenaral

Apphcaton Sigs s

" Ake MBTE  PkATanR Sl
Cunplay Mams  Fya Adminayalor Aole
Deerglen [T LAl e el
ey
Y e Dl VDR Thdiy T 0 i PR B0 LR TS OF QHOAIDH CEBrehD o B8 LDAP Garebl 0F TV F30E GO0 D PR ubi 0 Dol el ey
W v = Al » Detach
tame Dinplay Mums
S applical 4 B30

From the Members section, click +Add.

The Add Principal dialog box appears.

From the Type drop-down list, select Group, and click Search.
A list of principals appears.

From the list of Searched Principals, select PVAAdmin, and click OK.
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Add Principal
Specify criteria to search and select the application roes that you want to grant permissions to
¥ | SeIICI‘I
Type Application Role |+ |

Principal Mame  Starts With j P dmin

Display Mame  Starts With j

Searched Principals

View ¥ = . Detach
Principal Display Name Description
PaAdmnRole Py, Administrator Rolke Py Administrator Role

0K Cancel
The Membership for PVAAdminRole appears as below:
View » ' Create... !E Create Like... )/\ Edit.. ¢ Delete...
.
Role Name Display Name Description
PVAAdminRole PVA Admin Role Argus Analytics Admin Role
PVASafetyRole PVA Safety Author Role Argus Analytics Safety Autho Role
PVASafetyConsumerRole PVA Safety Consumers Role Argus Analytics Safety Consumers Role
4 Membership for PVAAdminRole
Principal Display Name Type Description
PVAAdmIn PVAAdmIn Group PVAAdmIn
9. To add PVASafetyRole, repeat from Step 4 to Step 8.
== bLi@
| — . _
- WebLogic Domain «
{Domain_bifbi > Application Roles
View » Wl Create... |ES Create Like...  # Edit... JC Delete...
£
Role Name Display Name Description
PVAAdminRole PVA Admin Role Argus Analytics Admin Role
PVASafetyRole PVA Safety Author Role Argus Analytics Safety Autho Role
PWVASafetyConsumerRole PWVA Safety Consumers Role Argus Analytics Safety Consumers Role

4 Membership for PVASafetyRole

Principal Display Name Type Description
PVAAdDmIn PVAAdmIn Group PVAAdDmIn
PVAAuthorGroup PVAAuthorGroup Group PVAAuthorGroup
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10. To add PVASafetyConsumerRole, repeat from Step 4 to Step 8.

== bi@
e : :
{75 WebLogic Domain
/Domain_bi/bi =

4
Role Name Display Name Description
PVAAdminRole PVA Admin Role Argus Analytics Admin Role
PWASafetyRole PWA Safety Author Role Argus Analytics Safety Autho Role
PVASafetyConsumerRole PWVA Safety Consumers Role Argus Analytics Safety Consumers Role

4 Membership for PVASafetyConsumerRole

Principal Display Name Type Description
PVAAdmiIn PVAAdmIn Group PVAAdmIn
PVAAuthorGroup PVAAuthorGroup Group PVAAuthorGroup
PVAConsumerGroup PVAConsumerGroup Group PWVAConsumerGroup
)
«# Note:

For more details, refer to Oracle® Fusion Middleware Security Guide for
Oracle Business Intelligence Enterprise Edition.

Create new application policy

1. Login to Oracle Fusion Middleware Control Oracle Enterprise Manager.
2. Goto WebLogic Domain > Security > Application Policies.
The Application Policies screen appears.
3. To create a new application policy, click Create.
The Create Application Grant dialog box appears.
4. From the Grantee section, click +Add.

The Add Principal dialog box appears.

5. From the Type drop-down list, select Application Role, and click Search 4 .
6. From the list of Searched Principals, select PVAAdminRole, and click OK.
7. From the Permissions section, click +Add.

The Add Permission dialog box appears.
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Add Permission %

Select from permissions and resources used in this application. Enter search criteria to search for right
PETMISSIONS

4 Search

O Permissions (® Resource Types
Resource Type oracle bi publisher permission j

Resource Name Staris thj [
Search Results

Resource Name Display Name Description
oracle bi publish._.  BIP Access Excel Report Analyzer

oracle bipublish... BIP Access Online Report Analyzer

oracle.bi publish BIP Access Report Output

oracle bipublish._. | BIP Administer Server
oracle.bi.publish -BiP L)E\;élép bét;mbﬁél e
oracle.bipublish... BIP Develop Report

oracle bi publish._.  BIP Run Report Online

oracle.bipublish... BIP Schedule Report

® TIP Continue to go to next step if you want to enter policy details.

Continue Cancel

Select the Resource Types radio button.

From the Resource Type drop-down list, select oracle.bi.publisher.permission,
and click Search.

From the Search Results, select oracle.bi.publisher.permission (BIP Administer
Server), and click Continue.

The Add Permission dialog box appears.
For Permission Actions, select All (_all ), and click Select.

Repeat from Step 4 to Step 11, to add the following:

Policy Name/ Resource Type Resource Name Permission
Principal Actions
PVAAdminRole oracle.bi.catalog * manage
PVAAdminRole oracle.bi.repository oracle.bi.repository manage

PVAAdminRole oracle.bi.publisher.permissi oracle.bi.publisher.develop _all_
on DataModel

PVAAdminRole oracle.bi.scheduler.permiss oracle.bi.schedulermanag _all_
ion eJobs

PVAAdminRole oracle.bi.presentation.catal oracle.bi.presentation.catal _all_
ogmanager.permission ogmanager.permission

PVAAdminRole oracle.bi.delivers.job oracle.bi.delivers.job manage

PVAAdminRole oracle.bi.server.permission oracle.bi.server.manageRe _all_
positories
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Policy Name/ Resource Type Resource Name Permission
Principal Actions
PVAAdminRole oracle.bi.publisher.permissi oracle.bi.publisher.develop _all_

on

Report

PVAAdminRole

oracle.bi.publisher.permissi
on

oracle.bi.publisher.administ _all_
erServer

PVASafetyRole oracle.bi.publisher.permissi oracle.bi.publisher.develop _all_
on Report

PVASafetyRole oracle.bi.delivers.job oracle.bi.delivers.job schedule

PVASafetyRole oracle.bi.publisher.permissi oracle.bi.publisher.develop _all_

on

DataModel

PVASafetyRole

oracle.bi.tech.visualanalyz
er.permission

oracle.bi.tech.visualanalyz *
er.generalAccess

PVASafetyCons oracle.bi.publisher.permissi oracle.bi.publisher. _all_
umerRole on runReportOnline
PVASafetyCons oracle.bi.publisher.permissi oracle.bi.publisher.accessR _all_
umerRole on eportOutput
PVASafetyCons ESSMetadataPermission  oracle.bip.ess.JobDefinition READ,
umerRole .EssBipJob EXECUTE
PVASafetyCons oracle.bi.publisher.permissi BIP Access Excel Report  _all_
umerRole on Analyzer
PVASafetyCons oracle.bi.publisher.permissi oracle.bi.publisher.access _all_
umerRole on OnlineReportAnalyzer
PVASafetyCons oracle.bi.publisher.permissi oracle.bi.publisher.schedul _all_
umerRole on eReport

" Note:

For more details, refer to Oracle® Fusion Middleware Security

Guide for Oracle Business Intelligence Enterprise Edition >

Section 2.4.3 Creating Application Policies Using Fusion Middleware
Control from htt p: // docs. or acl e. coni mi ddl ewar e/ 1221/ bi ee/
Bl ESC/ aut henti cati on. ht m#Bl ESC767.

Oracle Business Intelligence Enterprise Edition Catalog
Folder-level Permissions

1. Go to Catalog > Shared Folders > Tasks > Permissions.

The Permissions dialog box appears.

2. Set the Permissions as follows:

Accounts Permissions
PVA Administrator Role Full Control
PVA Safety Author Role Full Control

ORACLE
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Accounts Permissions

PVA Safety Consumers Role Open (Read, and Traverse)

Oracle Business Intelligence Service Administrator Full Control
(Owner)

a. Select Apply Permissions to sub-folders.
b. Select Permissions to items within folder.
c. Click OK.
3. For each of the following folders, set the account permissions:
* Shared Folders > Shared Folder > Current > Permissions
* Shared Folders > Shared Folder > Personal User > Permissions

» Shared Folders > Shared Folder > Retrospective > Permissions

Accounts Permissions

PVA Administrator Role (Owner) Full Control

PVA Safety Author Role Full Control

PVA Safety Consumers Role Custom (Read, Traverse, Run Publisher Report,
Schedule Publisher Report, and View Publisher
Output)

Oracle Business Intelligence Service Full Control

Administrator

a. Select Apply Permissions to sub-folders.
b. Select Permissions to items within folder.
c. Click OK.

Oracle Business Intelligence Enterprise Edition Default
Application Roles

To view and administer privileges of Oracle Business Intelligence components:

1. Login to Oracle Business Intelligence Enterprise Edition Analytics with WebLogic
user credentials.

2. Go to Security > Administration > Manage Privileges.
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Create these privileges only when you manually upload the RPD and

Catalog.

You do not need to create these privileges when you import the BAR file.

You must NOT remove the privileges already present in the Manage
Privileges tab for the various components. The below mentioned default role
grants should only be appended to the existing grants in Oracle Business

Intelligence Enterprise Edition components.

Component

Privilege

Default Role Granted

Access

Access to Dashboards

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Access

Access to Answers

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access

Access to Oracle Business
Intelligence Composer

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access

Access to Delivers

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access

Access to Briefing Books

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Access

Access to Mobile

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Access

Access to Administration

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Access

Access to Segments

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Access

Access to Segment Trees

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access

Access to List Formats

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access

Access to Metadata Dictionary

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access

Access to Oracle Business
Intelligence for Microsoft Office

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
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Component Privilege Default Role Granted
Access Access to Oracle Business PVASafetyConsumerRole, Oracle
Intelligence Client Installer Business Intelligence Service

Administrator

Access Catalog Preview Pane Ul PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Access Access to Export PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Access Access to KPI Builder PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Access Access to Scorecard PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Actions Create Navigate Actions PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Actions Create Invoke Actions PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Actions Save Actions containing embedded PVA Admin Role, Oracle Business

HTML Intelligence Service Administrator

Admin: Catalog Change Permissions PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Admin: Catalog Toggle Maintenance Mode PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Manage Sessions PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Create Dashboards PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Admin: General See sessions IDs PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Change Log Configuration PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Issue SQL Directly PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General  View System Information PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Performance Monitor PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Manage Agent Sessions PVA Admin Role, Oracle Business
Intelligence Service Administrator

Admin: General Manage Device Types PVA Admin Role, Oracle Business

Intelligence Service Administrator
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Component Privilege Default Role Granted
Admin: General Manage Map Data PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: General See privileged errors PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: General See SQL issued in errors PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
Admin: General Manage Global Variables PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: General Diagnose Oracle Business Denied: Authenticated User
Intelligence Server Query
Admin: General Manage Marketing Jobs PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Admin: General Manage Marketing Defaults PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: Security ~ Manage Catalog Accounts PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: Security Manage Privileges PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: Security ~ Set Ownership of Catalog Objects PVA Admin Role, Oracle Business
Intelligence Service Administrator
Admin: Security  User Population - Can List Users PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
Admin: Security  User Population - Can List Catalog = PVASafetyConsumerRole, Oracle
Groups Business Intelligence Service
Administrator, Oracle Business
Intelligence System
Admin: Security  User Population - Can List PVASafetyConsumerRole, Oracle
Application Roles Business Intelligence Service
Administrator, Oracle Business
Intelligence System
Admin: Security  Access to Permissions Dialog PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
Briefing Book Add To or Edit a Briefing Book PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Briefing Book Download Briefing Book PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
Briefing Book Add to Snapshot Briefing Book PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
Catalog Personal Storage (My Folders and PVASafetyConsumerRole, Oracle

My Dashboard)

Business Intelligence Service
Administrator
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Component

Privilege

Default Role Granted

Catalog

Reload Metadata

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Catalog

See Hidden ltems

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Catalog

Create Folders

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Catalog

Archive Catalog

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Catalog

Unarchive Catalog

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Catalog

Upload Files

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Catalog

Perform Global Search

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Catalog

Perform Extended Search

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Conditions

Create Conditions

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Dashboards

Save Customizations

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Dashboards

Assign Default Customizations

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Dashboards

Create Bookmark Links

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Dashboards

Create Prompted Links

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Dashboards

Export Entire Dashboard To Excel

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Dashboards

Export Single Dashboard Page To
Excel

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Formatting

Save System-Wide Column Formats

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Home and Header Access Home Page

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header Access Catalog Ul

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
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Privilege

Default Role Granted

Home and Header

Access Catalog Search Ul

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Access Rapid Search Ul

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Simple Search Field

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Advanced Search Link

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Open Menu

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

New Menu

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Help Menu

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Dashboards Menu

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Favorites Menu

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

My Account Link

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Custom Links

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Home and Header

Access Administration Menu

Denied: Authenticated User

Home and Header

Access User & Role Admin

Denied: Authenticated User

Home and Header

Access Modeler

Denied: Authenticated User

Home and Header

Access Data Loader

Denied: Authenticated User

My Account

Access to My Account

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

My Account

Change Preferences

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

My Account

Change Delivery Options

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
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Component Privilege Default Role Granted
Answers Create Views PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Create Prompts PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Access Advanced Tab PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Edit Column Formulas PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Save Content with HTML Markup PVA Admin Role, Oracle Business
Intelligence Service Administrator
Answers Enter XML and Logical SQL PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Edit Direct Database Analysis PVA Admin Role, Oracle Business
Intelligence Service Administrator
Answers Create Analysis From Simple SQL PVA Admin Role, Oracle Business
Intelligence Service Administrator
Answers Create Advanced Filters and Set PVA Safety Author Role, Oracle
Operations Business Intelligence Service
Administrator
Answers Save Filters PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Save Column PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Answers Add EVALUATE_PREDICATE PVA Safety Author Role, Oracle
Function Business Intelligence Service
Administrator
Answers Execute Direct Database Analysis PVA Admin Role, Oracle Business
Intelligence Service Administrator
Answers Upload Images PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Delivers Create Agents PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Delivers Publish Agents for Subscription PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Delivers Deliver Agents to Specific or PVA Admin Role, Oracle Business
Dynamically Determined Users Intelligence Service Administrator
Delivers Chain Agents PVA Safety Author Role, Oracle

Business Intelligence Service
Administrator
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Component

Privilege

Default Role Granted

Delivers

Modify Current Subscriptions for
Agents

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Proxy

Act As Proxy

Denied: Authenticated User

RSS Feeds

Access to RSS Feeds

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Scorecard

Create/Edit Scorecards

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

View Scorecards

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Scorecard

Create/Edit Objectives

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

Create/Edit Initiatives

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

Create Views

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

Create/Edit Causes And Effects
Linkages

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

Create/Edit Perspectives

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

Add Annotations

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Scorecard

Override Status

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Scorecard

Create/Edit KPlIs

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

Scorecard

Write Back to Database for KPI

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

Scorecard

Add Scorecard Views To
Dashboards

PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator

List Formats

Create List Formats

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

List Formats

Create Headers and Footers

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
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Component

Privilege

Default Role Granted

List Formats

Access Options Tab

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

List Formats

Add/Remove List Format Columns

PVA Admin Role, Oracle Business
Intelligence Service Administrator

Segmentation Create Segments PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Segmentation Create Segment Trees PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
Segmentation Create/Purge Saved Result Sets PVA Admin Role, Oracle Business
Intelligence Service Administrator
Segmentation Access Segment Advanced Options PVA Admin Role, Oracle Business
Tab Intelligence Service Administrator
Segmentation Access Segment Tree Advanced PVA Admin Role, Oracle Business
Options Tab Intelligence Service Administrator
Segmentation Change Target Levels within PVA Safety Author Role, Oracle
Segment Designer Business Intelligence Service
Administrator
Mobile Enable Local Content PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
Mobile Enable Search PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator
SOAP Access SOAP PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Impersonate as system user Oracle Business Intelligence System
SOAP Access MetadataService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access PVASafetyConsumerRole, Oracle
ScorecardAssessmentService Business Intelligence Service
Service Administrator, Oracle Business
Intelligence System
SOAP Access MsgdbService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access ReportEditingService PVASafetyConsumerRole, Oracle

Service

Business Intelligence Service
Administrator, Oracle Business
Intelligence System
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Component Privilege Default Role Granted
SOAP Access KPIAssessmentService PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access ConditionEvaluationService PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access SecurityService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access Tenant Information Oracle Business Intelligence System
SOAP Access SchedulerService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access DashboardService Service  PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access ScorecardMetadataService = PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access JobManagementService PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access CatalogindexingService PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access UserPersonalizationService PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access AnalysisExportViewsService PVASafetyConsumerRole, Oracle
Service Business Intelligence Service
Administrator
SOAP Access CatalogService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System
SOAP Access AdministrationSOAPService PVASafetyConsumerRole, Oracle

Service

Business Intelligence Service
Administrator, Oracle Business
Intelligence System
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SOAP Access HtmlViewService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System

SOAP Access XmlGenerationService PVASafetyConsumerRole, Oracle

Service Business Intelligence Service

Administrator, Oracle Business
Intelligence System

SOAP Access IBotService Service PVASafetyConsumerRole, Oracle
Business Intelligence Service
Administrator, Oracle Business
Intelligence System

Subject Area: Access within Oracle Business PVA Admin Role, Oracle Business

"Current" Intelligence Answers Intelligence Service Administrator

Subject Area: Access within Oracle Business PVA Admin Role, Oracle Business

"Retrospective" Intelligence Answers Intelligence Service Administrator

View Canvas Add/Edit Canvas View PVA Safety Author Role, Oracle

Business Intelligence Service
Administrator

View Column
Selector

Add/Edit Column Selector View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Compound
Layout

Add/Edit Compound Layout View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Contribution
Wheel

Add/Edit Contribution Wheel View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Graph

Add/Edit Graph View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Funnel

Add/Edit Funnel View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Gauge

Add/Edit Gauge View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Micro Chart

Add/Edit Micro Chart View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Filters

Add/Edit Filters View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Dashboard
Prompt

Add/Edit Dashboard Prompt View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Performance Add/Edit Performance Tile View

Tile

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator
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Default Role Granted

View Heat Matrix

Add/Edit Heat Matrix View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Static Text ~ Add/Edit Static Text View PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Javascript Edit Javascript View PVA Safety Author Role, Oracle

view Business Intelligence Service
Administrator

View Legend Add/Edit Legend View PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Map Add/Edit Map View PVA Safety Author Role, Oracle

Business Intelligence Service
Administrator

View Narrative

Add/Edit Narrative View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View No Results

Add/Edit No Results View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Pivot Table

Add/Edit Pivot Table View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Generic

Add/Edit Generic Plugin View View

PVA Safety Author Role, Oracle

Plugin View Business Intelligence Service
Administrator

View Report Add/Edit Report Prompt View PVA Safety Author Role, Oracle

Prompt Business Intelligence Service
Administrator

View Create Add/Edit Create Segment View PVA Safety Author Role, Oracle

Segment Business Intelligence Service

Administrator

View Selection
Steps

Add/Edit Selection Steps View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Logical SQL

Add/Edit Logical SQL View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Table Add/Edit Table View PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Create Add/Edit Create Target List View PVA Safety Author Role, Oracle

Target List Business Intelligence Service
Administrator

View Ticker Add/Edit Ticker View PVA Safety Author Role, Oracle

Business Intelligence Service
Administrator
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Component

Privilege

Default Role Granted

View Title

Add/Edit Title View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Treemap

Add/Edit Treemap View

PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View Trellis Add/Edit Trellis View PVA Safety Author Role, Oracle
Business Intelligence Service
Administrator

View View Add/Edit View Selector View PVA Safety Author Role, Oracle

Selector Business Intelligence Service
Administrator

Write Back Manage Write Back PVA Admin Role, Oracle Business
Intelligence Service Administrator

Write Back Write Back to Database Denied: Authenticated User

Change the Oracle Business Intelligence Enterprise Edition
RPD Password

To change the password for Oracle Business Intelligence Enterprise Edition RPD,
execute the following steps:

ORACLE

1. Open the Oracle Business Intelligence Administrator Tool and open
<ARGUS ANALYTI CS_HOVE>\ r eport\ opva. r pd in Offline mode.

2. Select File > Change Password.

3. Enter the password set in Deploy Oracle Business Intelligence Enterprise Edition
Repository and Catalog, as mentioned in the Note before Step 1.

4. Enter the new password and confirm by entering it again. You must remember this
password, and use the same later in the installation process.
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Enterprise Edition Help Files

¢ Note:

If the Oracle Business Intelligence Enterprise Edition Server is not the same
machine where the installer is run, then copy the opva_help.zip file into

the machine where Oracle Business Intelligence Enterprise Edition server is
installed.

For more information, see:

e Configure the Help links in the Dashboards and Reports

Configure the Help links in the Dashboards and Reports

1. Extract the contents of the opva_hel p. zi p file at any location on the Oracle
Business Intelligence Enterprise Edition Server. For example: / scr at ch/ st age/
opva_hel p

The opva_hel p folder contains anal yti csRes folder.
2. Login to the Oracle WebLogic Server.
3. Navigate to Deployments.

4. Click Lock & Edit in the left pane to enable the Install button.

T ——— ]

a [P p——

thi page.

Acte |V OK [Enterprie Appication [bicster Giobsl 1

5. Click Install, and navigate to the location where opva_hel p. zi p was extracted
in Step 1.

6. Select analyticsRes, and click Next.
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ORACLE WebLogic Server Administration Console 12c _

Change Center @ Home Log Out Prefersnces [&] Record Help Q
e Hom »Summany o En 1 >Summary of Deployments
Hessages
Panding changes exi, They mustbe
actuated to take effect @ You must ssect an appication before contining
# Actvate Changes i Appl istant
oo Al Cleves gack | | et | | [ Fsh | || cancel
Domain Structure
¥ e Selact the fis psth that repraserts the spplcation rock dirsctory, srchive s spplcaton install, You can siso enter the path of the spplcsbon directory r e n the Path fed.
k- Fiviiomsient: 1 below. If you Upload your file(s) application contains the
Deployments
i Services
Path:
Sl Jscratch/stage/opva_help/analyticsRes
6 Tnteropersbity Recently Used Paths: Jscrsich/stage/opia_help
3 Fleagoics Current Location: burge3006.us.oracle.com / scratch / stage f opva_help
® ® analyticsRes (open directory)
Back | [ en | | [ | || comce

7. Select Install this deployment as an application (default), and click Next.

ORACLE WeblLogic Server Administration Console 12c

Change Center @) Home Log Out Preferences [&] Record Help a

View changes and restarts Home »Su 5i_server! >Summary of Deployments
Pending changes exist. They must be Install Application Assistant

activated to take effect,

Back | | Next ‘ Finh |(‘am:21
 Activate Changes e e [T}

Undo All Changes Choosa installation type and scopa

Select i the deployment should be installed as 2n application or ibrary. Also decide the scope of this deployment,
Domain Structure
The application and its components wil be targsted to the same locations. This is the most common usage.
B}-Domsin Partitions
B1-Environment

i+~ Deployments
+-Services
Security Reaims
5 Interoperability

@ Install this deployment as an application

Appiication libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing applications.

() Install this deployment as a library

&}~ Diagnostics
Select a scope in which you want to install the deployment.
Seope: Global[ =]
lk Ni ‘ Finish | Cancel

How do L.

8. Select Deployment targets, choose bi_serverl, and click Next.

ORACLE WeblLogic Server Administration Console 12¢

Change Center Record Help Q

of 5

View changes and restarts rvers »bi_serverl >Summary of Deployments

P s et Ty A B Install Application Assistant
activated to tzke effect.
Back. MNext | Finish | Cancel |
& Activate Changes = == =
Undo All Changes Select deployment targets

Salact the servers and/or Clusters 5 which you want to deploy this spplication. (You can reconfigure deployment targets later).

Domain Structure

targets for analyti 3

Servers

[7] Adminserver

Clusters

¥ bi_cluster
() All servers in the cluster
@ part of the cluster

V] bi_servert
How do L... =
Virtual Hosts
= Start and stop a deployed enterprise L\\,
application [ bi internal virtualhost1

* Configure an enterprise application
= Create a deployment plan

® Target an enterprise application to 2 server
instancs

Back | | Next | Frich | Cancel |

9. Under Source accessibility:

Select 1 will make the deployment accessible from the following location
option, and select the path for analyticsRes as selected in step 6. For example: /
scrat ch/ st age/ opva_hel p/ anal yti csRes
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10.

Click Finish.

oy
Services

- Sacurity Resims
- Interopershity
5 Disgnosics

How do L. El

« Start and stop a deployad enterprise:
zppiication

+ Canfigure an enterprise appiication

* Create a depioyment plan

# Target an enterprise appiicabion 1o & server
instance

« Test the modules in an enterpriss applicat

analyticsRes
Security

What security modsl da you want o use with this application?

© DD Only: Use only roles and poli are defined in

) Custom Roles: Use roles that are defined in the are defined
) Custom Roles and Policies: Use only roles and policies in the Admini

*) Advanced: you b figured on the real’ ion page.

Source Accessibility

How should the source fles be mads accassible?

System Status El
Heath of Running Servers
[ Failed (0)

Gritcal (0)
[ ouverloaded(0)
T Warming (0)

—

| Back | | Next |

Recommendsd selection.
7 Copy this application onto every target for me

During deployment, the fies wil be copied automatically to the Managed Serversto which the applcation & targeted.

T will make the deployment accessible from the following location
Jscratch/stagefopva_help/analyticsRes

Provide the Jocation from where al targets vl access thi This & often

You must ensure the application fls exist in this location and that each target can resch the location.
Plan Source Accessibility

How should the pian source fles be made accessible?
(@ Use the same accessibility as the application

Recommended selection.

(%) Copy this plan onto every target for me N

During deployment, the plan fles vl be copied automaticall to the Managed Servers to which the appication s targeted:
* Do not copy this plan to targets

You must ensurs the plan fles exist in the shared location and that sach targst can raach the location

| cancel

The analyticsRes appears under Deployments.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be
activated to taks effect.

& Activate Changes

Undo All Changes

Domain Structure

@ Home Log Out Preferences

Hame >Summary of En

nment = Su

&7 bi_szrverl > Summary of Desloyments > <Res >Summary of Deployments

Summary of Deployments

Configuration | Control | Monitoring

Ths the it of Java EE applcatior icati this domain,

You can update (redeploy} or delete installed appications and moduies from the domain by selecting the checkbox next to the applieation name and then using the controls on this page’

bi To instal 2 news appiication or madule for deployment to targets in this domin, click nstall.
}-Domain Partfions
J-Environment
Deploymants  Customize this table
- Services
SecnidyBeckn Deployments
J-Interoperabil |
T tnsal | [‘Updete | [ Dete Showing 11010 o6 Frevious  Next
]| Hame & State Health | Type Targets Scope | Domain Partitions Deployment Order
[ | isadforacie.businesseditor(1.0,12.2.1.0.6) Active Ubrary AdminServer, bi custer | Global 100
[ | afyod oracle.domein(1.0,12.2.1.0.0) Active Library AdminServer, bi_cluster | Global 100
Hove do L. =1 [T | szt oracle.domain.viebapp(1.0,12.2,1.0.00 Active Library AdminServer, bi_cluster | Global 100
e S [ | @ [ sdminsaruice (11.0.1) Acive | ¥ 0K |Entorpriss Appicston | bi_custer Global 20
» Gonfigure an enterprise applcation [ | & panalybes Acive | OK |Enterprie Appicaton | bi_custer Giobal 250
« Updats (redepioy) an enterprise application -
+ Monttor the modules of an enterprise [0 | & g znalyticsres Installed | ¥ OK | web Applcation bi_servert Global 100
‘application =
* Deploy EI8 modules Bl= [ esymeadminservice (11.L.1) Active |@OK |Enterprise Apphication bi_cluster Global 260
« Install 2 Web application
B Active |¥ OK |Enterprise Applicstion | bi cluster Global 300
System Status = = Active |9 oKk |Web Application AdminServer Global 100
Heslth of Running Servers
0B Acive | ¥OK | Enterprise Appication | bi_cluster lobal 150
Failed (0)
—— Gaifn Instal | [[Updste | [Dekte Showing 110 100f % Pravious Next

11. Click Active Changes, and navigate to the Control tab.

12. Select analyticsRes, and click Start.
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13. Start the Application Assistant, and click Yes.

14.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Ciick the Lock & Editbutton to modfy, 2dd
or delete ems in this domain,

Lock & Edit

Relssss Configurstion

Domain Structure
bi

1-Domain Parktions
#-Envirenment

| ~Deployments

- Security Realms
& Interoperabilty
-Disgnostics

How do L...

» Configure 2n enterprise application

o Start spplications and modules

+ Stop applications and modues

* View the modules of an enterprise
sppiication

+ Monitor the modules of an enterprise
‘application

Systam Status
Heaith of Running Sarvers

[ Fakd(o)
[ crsl(n)

ORACLE Weblogic Server Administration Console 12¢
&1 Home Log Out Prefersnces [&] Record

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add

or delete tems in this domain.

Lock & Edit

Release Configuration

{8) Homs Log Out Prefersnces

o Allchanges have been activated., No restarts are necessary.

Summary of Deployments

Configurstion | Control | Menitoring

This page displays the list of Java EE applications and standalone application modules installed to this domain,

Chapter 5
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= >bi_server] >Summary of Deploymer

iytiesRes ~Summary of Deployments

‘You can start and stop applications and modules from the domain by sslecting the checkbox next o the application name and then using the controls on this page.

I Customize this table
Deployments

Start~ | | Stop v

Shoviing 1t0100f27 Previcus  Next

1
e QI State Health Type Targets Scope Domain Partitions
Servicing only fon requed® |
T T Active oK Enterprise Application bi_cluster Global
[ (-0 arabyis Active oK Enterprisz Application bi_cluster Global
[¥] | ® ansiyticsres Installed S oK Web Application bi_serverl. Global
[7]| & asyncadminservice (1£.1.1) Adtive < oK Enterprise Application bi_cluster Global
[F1| @ bi-actons Active <o Enterprse Application bi_cluster Global
[F1| @ bi-fmvic-discovery (12.1.4) Active < oK Wb Application AdminServer Global
El| ® bitom-rest Active +# oK Enterprise Application bi_cluster Global
[ ® bi-security Adive # oK Enterprise Application bi_cluster Global
[ | ® bisecurty-login Active ¥ ok Web Application bi_cluster Global
[Z1 | # bisdminservlat {11.1.1) Active < oK Wb Appiication bi_cluster Global
Showing 110 100f 27 Pravious Next

Start~ | | Stop

Yes No

Start Deployments

Domain Structure
ki

t-Domain Partitions
E-Environment
+=-Daployments

+ analyticsRes

| ¥es | [ e |

Start Application Assistant

Home =Summary of Enviranment >Su

You have selected the following deployments to be started. Click *Yes' to continue, or "N’ to cancel.

es =Summary of Deployments

The analyticsRes State is activated after starting the application assistant. Logout
from the Console.

Log in to Oracle Enterprise Manager (EM) and restart the Oracle Business
Intelligence Components.

When the Oracle Business Intelligence components have been restarted
successfully, log in to Oracle Argus Analytics, and check the Brand Name and

help links provided in the Dashboards.
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Configure SSO using the Oracle Access
Manager 119

In this chapter:

Prerequisites

Install SSO on Oracle Access Manager 11g

Prerequisites

There must be an Oracle Access Manager 11g installation configured to work with
the desired LDAP (for example, OID), as the identity data-store.

User profiles must exist in the LDAP server as well as in Oracle Argus Safety with
the same credentials (login information).

Oracle Webgate 11g must be installed on the same server where the Oracle
Business Intelligence Enterprise Edition server is installed, as mentioned above.

Install SSO on Oracle Access Manager 11g

1.

ORACLE

Navigate to the Oracle Access Manager 11g Oracle Access Manager Console
URL (http://oam_server:port/oamconsole) and login with the Oracle Access
Manager Admin credentials.

Select the System Configuration Tab.

Select the Access Manager Settings sub menu in the left navigation window of
the browser.

Double-click the SSO Agents > OAM Agents option to open the OAM Agents
sub window.
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Arcessibdly  Help  Sign 0wt O
Sigreed i a8 camadmin

E ]

[ Create 119 Webgate | [ Creste 10g Webgate | =

Preferred Host

State | Enabled |»
Priftary Server

Lecondary Senver

Primary Sanve

Click the Create 11g Webgate button and enter the following details:

* Name: ArgusAnalyticsPolicy

e Security: Open

e Host Identifier: <obiee_server>

* Auto Create Policies: Checked

" Note:

ORACLE" Access Manager

= Comman Configuration
Actont = View =
. EE avadable servces
. 45 Common Semtings
« Il Server Instisdes.
« Bl sesien Mansgement
ma
» Access Manager Seltings
Actions = View = B%
- &5 acvens Manager ettings
oy Y550 Agests
. 45 0AM Agents
v 40550 Ageats
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». Security Token Servios
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Aczess Chent Passeon

hsdevnvOiri. usoracie.com

Rresouror Livts

Protected Resowrce List + X
Rlafove LB |

Public Resource List
Eelabren LR

The <obiee_server> refers to the server where the Oracle Business

Intelligence Enterprise Edition 12c is installed along with Oracle Web
Tier and Oracle Webgate.

Acomabey Help  Sgn Out (O

Signad in as Gemediman

User Diefined Paramecicey

Click Apply to save and register the 11g Webgate and policies with Oracle Access

Manager.

6-2



7.

10.

ORACLE

Chapter 6
Install SSO on Oracle Access Manager 11g

On the subsequent page, update the details for the ArgusAnalyticsPolicy
created in the above step:

e Cache Pragma Header: Private

* Cache Control Header: Private

ORACLE Access Manager e

[ o GE—— |
=08
] ArgusAnalyticspolicy oply |+

= Common Conliguratsin ArpusdaalyticsPulicy

- Bl e Mansgamant
RS Manager Seltsngs
Rchions = Vi = =5 )
« 8 hcrus Marages Settngs
+ 5550 Agerts
o JL AN Agenis

Primary Sereer Lt + X Secondary Serer List + X

Server Hame i Haeme |t ot | Haan irurmne Sarvrr g ool Mame st Povi. | s Blumibel

b Siscurity Tokin Sendcs

Click Apply.
Navigate to the Policy Configuration tab.

Expand and double-click the Shared Components > Resource Type > Host

Identifiers > <obiee_server> (like, hsdevwv0096.oracle.com) to open the Host

Identifiers window and add the following details:
e <obiee_server>

* <obiee_server> <port>

e <obiee_server_ip>

* <obiee_server_ip> <port>

" Note:

<obiee_server> refers to the server where the Oracle Business

Tier and Oracle Webgate. The port refers to the Oracle Web Tier
Port.

Example:

Intelligence Enterprise Edition 12c is installed along with Oracle Web

Hostname Port

obiee_server.oracle.com -

obiee_server.oracle.com 7777
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Hostname Port
<ip address> -
7777

<ip address>

11. Expand and double-click Application Domains > ArgusAnalyticsPolicy >
Authentication Policies > Protected Resource Policy.

12. Ensure that the Authentication Scheme is set as LDAPScheme.
13. Ensure that the following resources are present:

o

LI &

.OI?ACLE' Access Manager s out
| AR . s

|
F_
N i i EEETTT i moweshnaiytucspubioy Pratected Resaource Palicy =

I
0 Saarch Authentication Policy ey |
g orowne  QEERCIN, * Hamg | Prpteded Revource Pelcy
w4 Han
- ﬂ'ﬁl!ﬂ Comrgeaverts
o ) Pevcuarin Tt
B
ﬁ Tokentorecer®
w bl Hott Jdantitery
+ B hestentrranon Schemes
B arcorpmaosticsame
i pacictere i
Bl et hamme T — =]
T8 rascthicheme
H rertetihene
[ TR T
:;éi'.:v'-\:‘khl"u
'&0;‘."‘-‘.'\"{\'0
1 o
-ﬁom‘!.‘;ﬁr'{{l::‘r"f
[ p e —
ﬁ S0 heme
» G Appierton Danmem
+ G dequstabybcsobey
Eansinsrs
i Authorscaton 1oboes
« L Priotected Rewrarce Paly
2 [ autharicaton paboes
o 8 prenemed Mesusie Bty
. [a Token amuance Pobcies

[r——

Desrpton, [Fuhcy fet funnd dumaen aedin, Add et
18 T Py ba Brptect e

* hathrriscation, Shese | LOAPRRENE -
Resarces QT

[y —

SadreR NI oa. e o

14. Add the following Response variables:
*  Name: OAM_REMOTE_USER
* Type: Header
e Value: $user.attr.uid [based on the LDAP schema setup]
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15. Click Apply and save the changes.

16. Expand and double-click Application Domains > ArgusAnalyticsPolicy >
Authorization Policies > Protected Resource Policy

17. Ensure that the following resources are present:
o
o I

| ORACLE Access Manager [ =1

| S I B TR

Autharization Palicy
" Mama Feotecied Restutce Pobcy
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L
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18. Add the following Response variables:
* Name: OAM_REMOTE_USER
e Type: Header

e Value: $user.attr.uid [as based on the LDAP schema setup]
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19. Click Apply to save the changes

20. Navigate to the OPVA Web Tier Machine [<obiee_server>], which is the machine
where you have installed the OPVA Oracle Business Intelligence Enterprise
Edition Server, and run the installer for Webgate (OFM Webgate 11g for Oracle
Access Manager 11g) to complete the installation.

21. Configure the 11g Webgate using the following steps to communicate with the
Oracle Access Manager 11g server:

¢ Note:

Refer to the following link for advanced details:
http://docs.oracle.com/cd/E21764 01/install.1111/e12002/webgate.htm

a. Move to the following directory under your Oracle Home for Webgate:
On UNIX Operating Systems:
<Wehbgat e_Home>/ webgat e/ ohs/ t ool s/ depl oyWebGat e
On Windows Operating Systems:
Webgat e_Honme>\ webgat e\ ohs\ t ool s\ depl oyWebGat e

b. On the command line, run the following command to copy the required bits of
agent from the Webgate_Home directory to the Webgate Instance location:

On UNIX Operating Systems:

./ depl oyWebgat el nst ance. sh -w <Whgate | nstance _Directory>
-oh <Webgate O acl e Hone>

On Windows Operating Systems:

depl oyWebgat el nst ance. bat -w <Wbgate_I nstance_Di rectory>
-oh <Webgate O acl e_Hone>
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Where <Webgate_Oracle_Home> is the directory where you have installed
Oracle HTTP Server Webgate and created as the Oracle Home for Webgate,
as shown in the following example:

MWV HOVE>/ Or acl e_ CAMAebGat el
The <Webgate_Instance_Directory> is the location of Webgate Instance

Home, which is the same as the Instance Home of Oracle HTTP Server, as
shown in the following example:

<MV HOME>/ Oracl e_WI'l/i nst ances/ i nst ance2/ confi g/ CHS/ ohs1

Run the following command to ensure that the LD_LIBRARY_PATH variable
contains <Oracle_Home_for_Oracle_ HTTP_Server>/lib:

On UNIX (depending on the shell):

export
LD_LIBRARY_PATH=$LD_ LIBRARY_PATH:<Oracl e_Home_for_Oracle_H
TTP_Server>/1ib

On Windows:

Set the <Wbgate_ I nstall ati on_Directory>\webgate\ohs\Ilib
location and the <Oracl e_Honme_for_Oracl e HTTP_Server >\ bin
location in the PATH environment variable. Add a semicolon (;) followed by
this path at the end of the entry for the PATH environment variable.

From your present working directory, move up one directory level:
On UNIX Operating Systems, move to:

<Webgat e_Home>/ webgat e/ ohs/ t ool s/ setup/ | nstal | Tool s
On Windows Operating Systems, move to:

<Webgat e_Home>\ webgat e\ ohs\ t ool s\ Edi t Ht t pConf

On the command line, run the following command to copy the
apache_webgate.template from the Webgate_Home directory to the
Webgate Instance location (renamed to webgate.conf) and update the
httpd.conf file to add one line to include the name of webgate.conf:

On UNIX operating systems:

./ Edi tH t pConf -w <Webgate | nstance_Directory> -oh
<Wbgate_Oracl e_Home> -0 <output_file>

On Windows operating systems:

Edi t Ht t pConf . exe -w <Webgate_ | nstance_Directory> -oh
<Wbgate_ Oracl e _Home> -0 <output_file>

Where <Webgate_Oracle_Home> is the directory where you have installed
Oracle HTTP Server Webgate for Oracle Access Manager and created as the
Oracle Home for Webgate, as shown in the following example:

<MV HOME>/ Or acl e_CAMAébGat el

The <Webgate_Instance_Directory> is the location of Webgate Instance
Home, which is the same as the Instance Home of Oracle HTTP Server, as
shown in the following example:

<MV HOME>/ Oracl e_WI'l/i nst ances/ i nst ance2/ confi g/ CHS/ ohs1
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The <output_file> is the name of the temporary output file used by the tool,
as shown in the following example:

Edi thttpconf. | og

f. Copy Generated Files (Artifacts) to the Webgate Instance Location from the
Oracle Access Manager 119 server.

The 11g Webgate Agent (ArgusAnalyticsPolicy), which was created in the
Oracle Access Manager 11g Oracle Access Manager Console earlier, would
have also created the following artifacts on the Oracle Access Manager 11g
server:

cwallet.sso
ObAccessClient.xml

This is based on the Security Mode that you have configured, which in this
case is Open.

On the Oracle Access Manager 119 server, these files are present at the
following location:

<OAM_FMW HOVE>/ user _pr oj ect s/ domai ns/ <OAM donmai n>/ out put /
Ar gusAnal yticsPolicy

Copy these files to the <obiee_server> in the following directory:
<Wbgat e_I nstance_Direct ory>/ webgat e/ conf i g directory

[ Exanpl e: <MW HOVE>/ Or acl e_WI'l/ i nst ances/ i nst ance2/ confi g/ OHS/ ohs1/
webgat e/ confi g]

dg. Restart the Oracle HTTP Server Instance.

To stop the Oracle HTTP Server instance, run the following commands on the
command line:

<MV HOME>/ Oracl e_WI'l/i nst ances/ i nst ance2/ bi n/ opmmct| stopal |

To restart the Oracle HTTP Server instance, run the following commands on
the command line:

<MV HOME>/ Oracl e_WI'l/i nst ances/ i nst ance2/ bi n/ opmct| startall

22. Configure the HTTP Server as a reverse proxy for the WebLogic Server. To

execute this, modify the mod_wl_ohs.conf file present at the following location:
Oracl eVebTi er Honmel i nst ances\ i nst ance2\ confi g\ OHS\ ohs1

The following is a template to configure mod_weblogic:
LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wI|_ohs.so"

# This empty block is needed to save mod_wil related configuration from EM to this
file when changes are made at the Base Virtual Host Level

<IfModule weblogic_module>

# WebLogicHost <WEBLOGIC_HOST>
# WebLogicPort <WEBLOGIC_PORT>
# Debug ON

# WLLogFile /tmp/weblogic.log

# MatchExpression *.jsp
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<Location /console>

SetHandler weblogic-handler
WebLogicHost hsdevwv0096.oracle.com
WeblogicPort 7001

WLProxySSL ON
WLProxySSLPassThrough ON
</Location>

<Location /em>

SetHandler weblogic-handler
WebLogicHost hsdevwv0096.oracle.com
WeblogicPort 7001

WLProxySSL ON
WLProxySSLPassThrough ON
</Location>

<Location /analytics>

SetHandler weblogic-handler
WebLogicHost hsdevwv0096.oracle.com
WeblogicPort 9704

WLProxySSL ON
WLProxySSLPassThrough ON
</Location>

<Location /analyticsRes>

SetHandler weblogic-handler
WebLogicHost hsdevwv0096.oracle.com
WeblogicPort 9704

WLProxySSL ON
WLProxySSLPassThrough ON
</Location>

<Location /xmlpserver>

SetHandler weblogic-handler
WebLogicHost hsdevwv0096.oracle.com
WeblogicPort 9704

WLProxySSL ON
WLProxySSLPassThrough ON
</Location>

</IfModule>

# <Location /weblogic>

Chapter 6
Install SSO on Oracle Access Manager 11g
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# SetHandler weblogic-handler

# PathTrim /weblogic

# ErrorPage http:/WEBLOGIC_HOME:WEBLOGIC_PORT/

# </Location>

Restart the Web Tier Instance in WebLogic EM or as described above.

Configure a new Authenticator for Oracle WebLogic Server on the Oracle
Business Intelligence Enterprise Edition Server using the following steps:

a. Login to the WebLogic Server Administrator Console and navigate to Security
Realms> myrealm.

b. Click the Providers tab.

c. Click Lock & Edit on the right corner of the webpage, highlighted as Change
Center.

d. Click New to create a new Authentication Provider and add the following
details:

Name: OPVAOIDAuthenticator, or a name of your choice
Type: OraclelnternetDirectoryAuthenticator

e. After saving the details, click the new Authenticator that you have created and
enter the following details:

In the sub tab change the Control Flag as SUFFICIENT
f. Click Save.

g. Click the Provider Specific tab and enter the following required settings using
values for your environment:

* Host: Your LDAP host.
For example: oid_server.oracle.com
* Port: Your LDAP host listening port.
For example: 3060
* Principal: LDAP administrative user.
For example: cn=orcladmin,cn=Users,dc=us,dc=oracle,dc=com
* Credential: LDAP administrative user password
* User Base DN: Same searchbase as in Oracle Access Manager.
For example: cn=Users,dc=us,dc=oracle,dc=com
* All Users Filter:
For example: (&(uid=*) (objectclass=person))

* User Name Attribute: Set as the default attribute for username in the
directory server.

For example: uid
* Group Base DN: The group searchbase
For example: cn=Groups,dc=us,dc=oracle,dc=com

» Leave the other defaults as is.
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*  GUID Attribute: The GUID attribute defined in the OID LDAP Server
For example: uid

e Click Save.

24. Configure a new Identity Asserter for WebLogic Server using the following steps:

a.

-

k.

In the Oracle WebLogic Server Administration Console, select Security
Realms from the left pane and click the realm which you want to configure.
For example, myrealm. Select Providers.

Click New and enter the following values in the fields:

Name: OPVAOAMIdentityAsserter, or a name of your choice

Type: OAMIdentityAsserter

Click OK.

Click on the newly created Asserter and set the Control Flag to REQUIRED.

Ensure that the Active Types that you have selected is
OAM_REMOTE_USER.

Click Save.
Navigate to the Provider Specific tab and enter the following details:
e Transport Security: open

* Application Domain: ArgusAnalyticsPolicy, as set in the Oracle Access
Manager 11g Console

* Access Gate Name: ArgusAnalyticsPolicy, as specified in the Oracle
Access Manager 11g Console

* Primary Access Server: oam_server.oracle.com:5575, Oracle Access
Manager 11g server with port

* Click Save.
In the Providers tab, perform the following steps to reorder Providers:
* Click Reorder.

* Onthe Reorder Authentication Providers page, select a Provider
Name and use the arrows besides the list to order the following providers:

OPVAOAMIdentityAsserter
OPVAOIDAuthenticator
DefaultAuthenticator
DefaultldentityAsserter

» Click OK to save your changes.

In the Providers tab, click Default Authenticator and change the Control
Flag to Sufficient.

In the Change Center, click Activate Changes.

Restart Oracle WebLogic Server

25. The BISystemUser present in the default embedded LDAP must be deleted
(using Security Realms in the Administration Console Link of the WebLogic
Server) and the same/another user must be added in the newly added OID. This

ORACLE
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user also needs to be added to the Oracle Business Intelligence Application Roles
using the following steps:

a.

q.

Navigate to Administration Console > Security Realms > myrealm > Users
and Groups > Users and select the checkbox against BISystemUser (from
Provider: Default Authenticator)

Click Delete.

Navigate to Security Realms > myrealm > Roles and Policies > Realm
Roles.

In the tree structure, expand Global Roles node and select the Roles link.
In the subsequent screen, click the Admin Role link.

Click the Add Conditions button.

In the next screen, select the Predicate List as User and click Next.

In the User Argument Name, enter BISystemUser and click ADD.

Click Finish.

In the Role Conditions screen, ensure that the set operator is set to Or.
Save the configuration.

Navigate to the Oracle Enterprise Manager of Oracle Business Intelligence
Enterprise Edition or the Oracle Fusion Middleware Control page and navigate
in the tree structure to the Business Intelligence > coreapplication node.

In the Oracle Business Intelligence drop-down menu, select Security >
Application Roles.

In the Roles displayed, select BISystem and in the next screen remove the
old BISystemUser (from the Default Provider) and add the newly created
BISystemUser user in OID.

Add the trusted user's credentials to the oracle.bi.system credential map.

Using Oracle Fusion Middleware Control target navigation pane, navigate to
farm > WebLogic Domain, and select bifoundation_domain.

* Using the WebLogic Domain menu, select Security > Credentials.
*  Open the oracle.bi.system credential map, and select system.user.
*  Click Edit.

* Inthe Edit Key dialog box, enter BISystemUser (or the name that you
have selected) in the User Name field.

* Inthe Password field, enter the trusted user's password that is contained
in Oracle Internet Directory.

* Click OK.

Restart the Managed Servers.

Enable the SSO Authentication in the Weblogic Server for Oracle Business
Intelligence Enterprise Edition using the following steps:

a.
b.

C.

Login to Oracle Fusion Middleware Control (EM) of the WebLogic Server.
Go to theBusiness Intelligence Overview page.

Go to the Security page.
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Click Lock and Edit Configuration.
Check Enable SSO, this makes the SSO provider list active.
Select the configured SSO provider from the list, as Oracle Access Manager.

In The SSO Provider Logoff URL, specify the following URL: http://
<oam_server>:14100/oam/server/logout

Click Apply.
Click Activate Changes.

Restart the Oracle Business Intelligence components using Oracle Fusion
Middleware Control.
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In this chapter:

1.

Enable SSL in Oracle WebLogic Server

Configure SSL for SSO with Oracle Access Manager 11g
Enable default SSL Configuration in OBIEE

Enable SSL in Oracle WebLogic Server

Open the following URL: ht t ps: // docs. or acl e. coni mi ddl ewar e/ 1221/
bi ee/ Bl ESC/ ssl . ht m#Bl ESC6414

Complete all the steps of the Section 5.2.2 Configuring WebLogic SSL including all
the sub-sections:

a.
b.
c.
d.

e.

f.

g.
h.

Section 5.2.2.1,
Section 5.2.2.2,
Section 5.2.2.3,
Section 5.2.2.4,
Section 5.2.2.5,
Section 5.2.2.6,
Section 5.2.2.7,
Section 5.2.2.8,

"Starting Only the Administration Server"

"Configuring HTTPS Ports"

"Configuring Internal WebLogic Server LDAP to Use LDAPs"
"Configuring Internal WebLogic Server LDAP Trust Store"
"Disable HTTP"

"Restart"”

"Configure OWSM to Use t3s"

"Restart System"

Complete all the steps of the Section 5.3 Enabling BIEE Internal SSL.

(Optional, not required for Oracle Argus Analytics) To further configure
Oracle Business Intelligence Publisher for SSL communication, follow the
steps mentioned in the Section 4.3.2 Add Virtualize Property to the Identity
Store Configuration from the following URL: ht t ps: // docs. or acl e. cont
m ddl ewar e/ 1221/ bi p/ Bl PAD/ ot her _securi ty. ht m#CHDIJEAFJ]

Re-enable the Non-SSL ports, and disable the Non-SSL ports.

a.
b.

C.

¢ Note:

You must perform this step or you will not be able to login to the Oracle
Business Intelligence Enterprise Edition.

Login to Oracle WebLogic Server Admin console.
Click Lock & Edit.

Select environment, servers.
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For each server:

i. Display the Configuration tab.

ii. To enable the Listen Port, click Listen Port Enabled check box.

iii. Click Save.

iv. To disable the Listen Port, deselect the Listen Port Enabled check box.

v. Click Save.

Configure SSL for SSO with Oracle Access Manager 119

1.

ORACLE

Configure Oracle Business Intelligence Enterprise Edition in SSL mode as given in
the Enable SSL in Oracle WebLogic Server.

Follow the steps as mentioned in the Configure SSO using the Oracle Access
Manager 11g, except for the deviations as mentioned here:

Update/Create the Webgate Registration in Oracle Access Manager 11g, which
you have created in the Configure SSO using the Oracle Access Manager 11g.

# Note:

The Oracle Access Manager Server configured in Oracle Access
Manager 11g must be running with Security set to Simple, else it does
not let you create a Webgate with Security set as Simple.

Open the Oracle Access Manager 11g Oracle Access Manager Console.
Navigate to the Policy Configuration tab.

Expand and double-click Shared Components > Resource Type > Host
Identifiers > <obiee_server> (for example, www.example.com) to open the
Host Identifiers window and add the following details in addition to the ones
that are already present:

<obiee_server>
<obiee_server> <ssl port>
<obiee_server_ip>

<obiee_server_ip> <ssl port>

< Note:

<obiee_server> refers to the server, where the Oracle Business
Intelligence Enterprise Edition 12c is installed along with Oracle Web
Tier and Oracle Webgate. The <ssl port> refers to the Oracle Web
Tier SSL Port.

Click Apply.

From the System Configuration tab, access the Manager Settings section,
expand the SSO Agents node, and expand OAM Agents.
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On the Search page, define your criteria in the Name field as
ArgusAnalyticsPolicy and click Search.

In the Search results, click ArgusAnalyticsPolicy to edit the Agent
Registration.

Locate the Security options and click Simple.
Click Apply to submit the changes.

This generates the artifacts again or afresh. Copy the generated Files
(Artifacts) to the Webgate Instance Location from the OAM 119 server.

The 11g Webgate Agent (ArgusAnalyticsPolicy), which is updated/created
in the Oracle Access Manager 11g Oracle Access Manager Console, also
creates the following artifacts on the Oracle Access Manager 11g server:

cwallet.sso
ObAccessClient.xml
aaa_cert.pem
aaa_key.pem
password.xml

This is based on the Security Mode that you have configured, which in this
case now is Simple. On the Oracle Access Manager 11g server, these files
are present at the following location:

<OAM_FMW HOVE>/ user _pr oj ect s/ domai ns/ <OAM donmai n>/ out put /
ArgusAnal yticsPolicy.

Copy the password.xml, cwallet.sso, and ObAccessClient.xml files to
the <obiee_server> in the <\WWebgat e_| nst ance_Di r ect or y>/ webgat e/
conf i g directory For example:

<MW HOME>/ Or acl e_WI'l/i nst ances/ i nst ance2/ confi g/ OHS/ ohs1/ webgat e/ confi g
Copy the aaa_cert.pem and aaa_key.pem files to the <obiee_server> in the

<Wbgat e I nstance_Directory>/ webgat e/ confi g/ si npl e directory.
For example:

<MW HOME>/ Or acl e_WI'l/i nst ances/ i nst ance2/ confi g/ OHS/ ohs1/ webgat e/ confi g/
sinple

Restart the Oracle Access Manager Server.

The Oracle Web Tier is configured with Oracle Business Intelligence Enterprise
Edition as a reverse proxy, as mentioned in step 22 of the Configure SSO using
the Oracle Access Manager 11g, In addition to those steps, you also need to
enable SSL for the Oracle Web Tier using the following steps:

a.

Locate and edit the <ORACLE_WI_| NSTANCE>/ conf i g/ OHS/ ohs1/
ssl . conf.

Find the Vi r t ual Host section and ensure the following entry is present:

SSLVal | et " ${ ORACLE_I NSTANCE}/ confi g/ ${ COVPONENT_TYPE}/ $
{ COVPONENT _NAME} / keyst or es/ defaul t"

Save the file and restart the HTTP Server.
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Enable default SSL Configuration in OBIEE

1. Open the Oracle WebLogic Server Administrator console for Oracle Business
Intelligence Enterprise Edition.

2. Navigate to Environment > Servers in the tree view displayed on the left side.

oYY W=y py—r—

@ Home Log Out Preferences [ fecord Help. Q Welcome, weblogic | Cormectad to: bifoundation_domain [
cra »Summary of Servers

Summary of Servers

Configuration  Contral
Lock s Eat.

A server i an nstance of Weblogi Server that runs n 15 own Java Vrtual Machne (1) and has ts o1 configuraton.

This page sunmarizes sach server that has been configured n the curent 1Weblogic Server doman,

In 3]
 Customize this table

Servers (Filtered - More Columns Exist)
(Cick the Lock & Edibutton in the Chenge Center 1o activate il the buttons on tis page.

Showng 110.20f 2 Previeus | Next

| name s Cluster Machine State Health Listen Port
[ [——— G v 001
B8 ] b _chuster hsdevuevd04 RUNNING o a4

Showng 1o 20F 2 Previeus | Next

[ S wocatintranst [7a = [Hoo% -

3. Click the Lock & Edit button to change the configuration.

4. Click the AdminServer(admin) link and in the General Tab, enable the SSL listen
Port, as displayed below:

ORACLE WebLegic Server® administration Console o B
Change conter @ Home Log Out Preferences [ Reoord Hep | a Welcome, weblogic| Comected t bifoundstion_domain |
T ———— R e

Settings for AdminServer

Configuration | Protocos | Logong | Debug | Montorng | Conwrol | Depioyments | Services | Security | Notes
General | Custer | Services | Keystores | SSL | FederatanServices | Depioyment | Miraton | Tuning | Overiosd | Heaith Monitorng | Server Start || Web Services

save

se ths page to configure general features of this server such 23 defoult netirork communicatons.

view XD Tree @

Hame:

Hachine:
Cluster (Standaione)
] isten Address:

7 Listen Port Enabled

Listen Port: 7001

¥ 55L Listen Port Enabled

5L isten Port: e
Health of Running Servers
I 5 Chen Cert Prasy Enabled

3ava Compiler: forac

Diagnostic Volume: ]

5. Click Save.

6. Inthe Servers window, click bi_serverl (or the link for the Oracle Business
Intelligence Enterprise Edition server configured).

7. Enable the SSL Listen Port for the Oracle Business Intelligence Enterprise
Edition server as well.
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ORACLE WebLogic Server® Administration Console o i
Change Center @ Home Log Out Preferences (& Record Help Q Welcome, weblogic | Connected to: bifoundation_domain ||
View changes and restarts e ary of v bi_sarverl

0 panding changes exi:. einase Settings for bi_server1
onfiguraton button to 2k

Canfig ers t0 edit the
comen. Configuration | Prowocos | Loggng | Debug | Mowtorng | Conwol | Deployments | Senvies | Seaity | Notes
General | Custer | Services | Keystores | SSL | FederatonServices | Dedloyment | Mgraton | Tunng | Overload | HealthMonitorng | Server Start | Web Services
Reiease Confguraton

Save

Damain Structure

- Use this page to configure general festures Of s serves udh 85 deful netark Communcatens,

View 01 Tree @
Hame: bi_servert
Hachine: hsdeviios
Cluster, bi_custer

] listen Address:

[ Listen Port Enabled

Listen Port: 9708

7 SSL Listen Port Enabled

System Status 5| st tisten port: o
et of Rurng Senvers
I 65 chent Cert Praxy Enabled

2ava Compiler: =

Diagnostic Volume: o B

8. Click on Save.

9. Edit the startWebLogic.cmd file present in the location:

<Or acl eBl Horre>\ user _pr oj ect s\ domai ns\ bi f oundat i on_domai n\ and
add the below entry to the file before the “call" statement.

set JAVA_OPTIONS=%JAVA OPTIONS% -Djavax.net.ssl.trustStore="D:/
Oracle/Middleware/wlserver_10.3/server/lib/DemoTrust.jks" -
Djavax.net.ssl.trustStorePassword=""

< Note:

Edit the Path names according to your installation directories.

10. Restart all the Managed Oracle Business Intelligence Servers.

" Note:

For more detailed information on configuring SSL certificates in Oracle
Business Intelligence Enterprise Edition, refer to the guide - Oracle
Fusion Middleware Security Guide for Oracle Business Intelligence
Enterprise Edition.
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Create ODBC Connection for Oracle
Business Intelligence Enterprise Edition
Administration Tool

ORACLE

This appendix comprises the steps to create ODBC connection for Oracle Business
Intelligence Enterprise Edition Administration tool.

1.
2.

Navigate to Control Panel > All Control Panel Items > Administrative Tools.

Double-click Data Sources (ODBC) (64-bit).
The ODBC Data Source Administrator (64-bit) dialog box appears.
From the System DSN tab, and click Add.

The Create New Data Source dialog box appears.

From the list of the available drivers, select Oracle Bl Server, and click Finish.

The Oracle Oracle Business Intelligence Server DSN Configuration dialog box
appears.

Enter the following fields:
a. Name—AN_DSN (or any name)
b. Description

c. Server—Oracle Business Intelligence Enterprise Edition Server Name
(FQDN)

Click Next.
a. Login ID—AN_DSN (or any name)
b. Password

c. Port—The port must be same as mentioned in the Managed Server port
list for Oracle Business Intelligence Enterprise Edition Oracle Business
Intelligence Server.

To retrieve this port, go to Enterprise Manager > Bl Instance > Availability

tab.
Click Next.
Click Finish.
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Upgrade Oracle Argus Analytics from 1.1.1

to 7.0.3

ORACLE

Apply patch Oracle Argus Analytics 1.1.1.1 (Follow the patch release notes for
complete details).

Get the latest Context Sensitive Help files and deploy the same. Follow the steps
given below:

a.

Extract the Oracle Argus Analytics 7.0.3 installer to any temporary folder.
Example: C: \ t enp\ AN8O

Navigate to the folder

<Installer

Ext racti onFol der >\ st age\ Conponent s\ or acl e. hsgbu. opva\ 7. 0. 3
. 0. 0\ 1\ Dat aFi | es\ Expanded\fi | egroup19. Copy the

opva_hel p. zi p.

Navigate to <Ar gus Anal yti cs Home>\report\ hel p. Rename
the existing opva_hel p. zi ptoopva_hel p_<Argus Anal ytics
ver si on>. zi p (Example: opva_hel p_AN1. 1. zi p).

Paste the copied opva_hel p. zi p file.

Follow the steps mentioned in Configure Oracle Business Intelligence
Enterprise Edition Help Files to deploy the latest help file.

(Optional Setup): Oracle Argus Analytics 7.0.3 is certified with Oracle Data
Integrator (ODI) 11.1.1.7. It is optional to upgrade the existing Oracle Data
Integrator from 11.1.1.6.3 to 11.1.1.7.0. Follow the documentation Oracle® Fusion
Middleware Upgrade Guide for Oracle Data Integrator 11g Release 1 (11.1.1.7.0)
to upgrade the existing Oracle Data Integrator 11.1.1.6.3 t0 11.1.1.7.0.
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