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Preface

Preface

This preface contains the following sections:

e Audience
e Documentation accessibility
* Related resources

e Access to Oracle Support
To receive support assistance, determine whether your organization is a cloud or
on-premises customer. If you're not sure, use Support Cloud.

Audience

This guide describes essential security management options.

Documentation accessibility

For information about Oracle's commitment to accessibility, visit the
Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Related resources

All documentation and other supporting materials are available on the Oracle Help
Center.

Access to Oracle Support

To receive support assistance, determine whether your organization is a cloud or
on-premises customer. If you're not sure, use Support Cloud.

Cloud customers receive support assistance through Support Cloud

Oracle customers that have purchased support have access to electronic support
through Support Cloud.

Contact our Oracle Customer Support Services team by logging requests in one of the
following locations:

e English interface of Oracle Health Sciences Customer Support Portal (https://
hsgbu.custhelp.com/)

e Japanese interface of Oracle Health Sciences Customer Support Portal (https://
hsgbu-jp.custhelp.com/)
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You can also call our 24x7 help desk. For information, visit http://
www.oracle.com/us/support/contact/health-sciences-cloud-support/index.html or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

On-premises customers receive support assistance through My Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
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Minimum Security Configuration Guide

This guide describes essential security management options for Oracle Argus Safety
8.2.1 and outlines the steps that help strengthen application security.

# Note:

This document is not a replacement of the Oracle Argus Safety Installation
Guide. The Installation Guide should be referred for Oracle Argus Safety
installation instructions.

Use this guide to configure the following security guidelines and recommendations on
the Oracle Argus Safety Web and Report Servers:

Post Installation Security Configurations

Configuring Log Folders, SQLTimes Path, and Access Permissions
Configuring HTTPS

Configuring Password Complexity

Configuring Case Intake Folders and Security

Configuring Security for Interface Web Service

Configuring Security for ESM

Configuring Security for AG Service

Configuring X-Content-Type-Options in IS

Configuring Oracle Argus Safety with Minimum Security

Post Installation Security Configurations

This document lists the various security configurations required after installing Oracle
Argus Safety:

Configuring Argusvr2/Argusvr2a Permissions

Configuring Folder Access to Web User Account

Configuring Argusvr2/Argusvr2a Permissions

ORACLE

" Note:

This section needs to be applied to each Web and Report Server.

Execute the following steps to configure Argusvr2/Argusvr2a permissions:
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Chapter 1
Post Installation Security Configurations

Create a domain user which has access to web-servers and all network services

that will be configured in Oracle Argus Safety such as shared network paths for
Oracle Argus Safety Intake.

In the steps mentioned below, we have used a sample user called 'Safety_User’,
throughout this section of the Guide.

Go to every web server and configure the following:
a. Go to Control Panel > Administrative Tools.
b. Open Component Services.

c. Go to Console Root > Component Services > Computers > My Computer.
d. Select DCOM Config:

(%) Component Services

“. Fle Action View Window Help =l
e[ 2[m X0 o @l [0 5
(3 Console Raot Name | Appiication ID I. | [ Actions
B &5 Component Services & ahadnmin {oFa5c497-f46d-447F-5011-05d03d7d7ddc} —! | pcom config a
B & Computers & AP Client HxHelpP... {BcecSBae-07a1-11d9-b15e-000dSebfesee}
B 8 My Computer B applcation Class  {0039FFEC-A022-4232-8274-6B34787BF C27} Mo oo ?
: - Egg; 2::;";*5“ B appwiz, cpl {0da7bfdf-c0a0-44eb-bes2-b7a82c4721 de}
3. B Foutiog Processes & appwiz, cpl {FCC74B77-EC3E-4ddE-ABOB-00BA702075A%}
4 (] Distributed Transaction Cocrdinator 4 L 16 EFEERC A
5 ] Event viewer (Local) & frquswiza {6C7ES1DAEDE-4FB2-96F4-B1ES373FB9B0}
® Services (Local) & Authentication UL,  {S9c7féec-7d18-412f-868e-877962768861}
2 Background Intell,.. {69AD4AEE-51BE-439b-A92C-B6AE490EDBA0}
£ BCL easyPOF SDK... {35E2348F-2B5A-4F33-0904-856537B23659) =l

e. Change Permissions for Argusvr2 by doing the following:

i. Right-click on Argusvr2 and select Properties.

ii. Select the Security tab.

iii. Select Customize for these options: Launch and Active Permissions,
and Access Permissions.
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ArgusvrZ Properties ﬂ m |

General | Location Secuity | Endpoints | Identily |

— Launch and Activation Permizsions
" Use Default

+ Customize Edit |

—Access Permizsions

" Use Default

% Customize Edit |
o a o PeTeea:

" Use Defaul

& Customize Ediks |

Leamn more about setting these properties,

oK Cancel |  Appy

iv. Click Edit under Launch and Activation Permissions.

v. Add Domain User for Launch and Activation Permissions with Local
Launch and Local Activation permission selected. Select Deny for
Remote Launch and Remote Activation.
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Launch and Activation Permission 2| X
Securty ]

Group or user names:

5, SYSTEM

52, Administrators (SYMARGDEVD1 0N\ dministrators)
52 INTERACTIVE

‘ Satety User [SVMARGDEVD10\Salety User)

Permizsions for Safety User Allow Deny
Local Launch O
Remate Launch 0O
Local Activation O
Remote Actrvation O

n control missions

OK I Cancel

vi. Click OK.

vii. Click Yes when you receive the following Windows Security message,
regarding Deny permissions:

Windows Security I

You are setting a deny permissions entry. Deny entries take

! ,  precedence over allow entries. This means that if a useris a
member of two groups, one that is allowed a permission and
another that is denied the same permission, the user is denied
that permission,
Do you want to continue?

es I Mo
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viii. Click Edit for Access Permissions.

ix. Add Domain User for Access Permissions with Local Access
permission selected. Select Deny for Remote Access.

Access Permission EE
Security ]

Group or user names:

Safety User [SYMARGDEVO10\S afety_User)
52 SELF
82 SYSTEM

51_, Admirnztrators [SYMARGDEVD D\Adrmanistrabors)

Add... | Remove |
Permissions for Safety_User Allow Deny
Local Access ™ O
Remote Access O

Learn about access control and permissions

OK I Cancel

x. Click OK.

xi. Click Yes when you receive the following Windows Security message,
regarding Deny permissions:
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Windows Security

You are setting a deny permissions entry. Deny entries take

! ,  precedence over allow entries. This means that if a useris a
member of two groups, one that is allowed a permission and
another that is denied the same permission, the user is denied

that permission,
Do you want to continue?

==

=l

xii. Click Edit for Configuration Permissions.

xiii. Add a domain user for Change Configuration Permission, with Full

Control and Read permissions selected.

Change Configuration Permission

Security ]

Group of user names:

5 CREATOR OWNER

52 SYSTEM

52 Administrators (SYMARGDEV01 0\A&dministrators)
& Safely User [SYMARGDEWVOTOAS afety User)
82, Users [SYMARGDEVD10WUsers)

Add.. |

Remove

Permissions for Safety_User Allow

Deny

Full Control
Read
Special permizsions

OFE

Oooo0o

For special permissions or advanced settings, Advanced

click Advanced.

Learn about access control and permissions

—

Cancel
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xiv. Click OK.

Chapter 1

Post Installation Security Configurations

xv. Click OK on the Argusvr2 Properties dialog to save the changes.

3. Repeat step 2 for Argusvr2a.

4. Run the Registry tool in Windows, as shown below:

Browse to the HKEY_ _USERS\ S- 1- 5- 20 folder:

a.

b.

C.

£ Registry Editor

Fie Edit Wiew Favorites Help

+

=18 Computer

HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE

| HKEY_USERS

@

=

DEFAULT
5-1-5-18
5-1-5-19

. AppEvents
. Console
Coritrol Panel
Environment
. EUDC
. Keyboard Layout
. Network
. Printers
. Software

|| 51-5-21-1156455626-1567539688-2678756112-1001

=

I+

*

5-1-5-21-1156455628-1567539685-2678756112-1001_Classes
5-1-5-21-1156455628-1567539688-26767561 12-500
5-1-5-21-1156455626-1567539688-2676756112-500_Classes

b HKE\"_CLIRRENT_CONFIG

[ComputerHKEY_UISERS)5-1-5-20

Name
ab|(Dief ault)

| Type
REG_SZ

| Data
(value not set)

SiE

Right-click the folder and select Permissions.

Add a Safety Domain User with Full Control permission.
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' Permissions for 5-1-5-20 |

Secunty l

Group or user names:

5 RESTRICTED

8 SYSTEM

52, NETWORK SERVICE

82 Administrators [EUMAF:GDEVM U‘%.&drmmaha!ﬂm]

LE

Satety User

Add | Hemove |
Permizsions for Safety User Allowy Deny
Full Control O
Read O
Special permissions O O
For special permissions or advanced settings, Advanced |

click Advanced.

eain about access 1ol and permissions

ok | cancel | appy

5. Give permission to Access IIS Metabase to Safety_User by running following
command from the command prompt as administrator:

C:\ W NDONS\ M cr osof t. NET\ Fr anewor k64\ v2. 0. 50727\ aspnet _regiis
.exe -ga "Safety User"

Configuring Folder Access to Web User Account

We should have a Domain server and all the servers should be configured in that
domain.

On every Web Server/Report Server, Anonymous access should be configured as
follows:

1. Go to lIS Configuration Manager > Authentication:

ORACLE 1-8
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3.

file  View Help

-k |7 |8

#3 Start Page

E] Qj DEPLOY0Z (DEPLOYOZ\Administrator)

"’ Application Pools
E} __J Sites

= 0 Argus Safety Web
| advCondition
3 Argus Console
7 Argus.NET
| ArgusConsole
3 ArgusNET
| AuditLog
(7] Bin
| Bookin
] Cabs
3 CachePath

- E-ﬁ"ﬂ- [ﬂ

0 Argus Safety Web Hor

Edit Anonymous Authentication:

Group by: Area v 38
ASP.NET
¢ ( =
MNET NET .NET Profile
Compilation  Globalization
II1S
2 & d
= -
ASP Authentication elnia =Rl

Eile View Help
ST 0 Authentication T
3 start Page - ) Edit...
3-€3 DEPLOYOZ (DEPLOYOR|Administratc | Group by No Grouping it
L) application Pools Name =~ Status © nep
=) & Sites Anonymous Authentication able Online Help
B e Nﬂ.ls Safety Web ASP.NET Impersonation Disabled
| AdvCondition Forms Authentication Disabled

@ (P argus Console

-] Argus.NET —

@] ArgusConsole

[P ArqushET

@ Auditlog

[ Bin

|| Bookin

@ | Cabs
: = M -

Set user credentials to the Safety domain user (Safety_User):

ORACLE"

1-9



Chapter 1
Post Installation Security Configurations

g; g;zfg\?g; DEPLOYO2\Admi = ‘ fronn bt Rla Sraonina - | |
Tl ‘ (, \Admin prm Anonymous Authentication Credentials 2| x| L
t.? Application Pools
&8l Sites Anonymous user identity:
=€ Argus Safety Web :
#-| AdvCondition (* Specific user:
@ ¥ Argus Console |IL|SR
-] Argus.NET
& | ArgusConsole " Application pool identity
B-(¥ ArgushET Set Credentials EiE3
& AuditLog
- Bin User name: el |
| Bookin Isafety_user
- Cabs
2 el Password:
#- /¥ CachePath !
P L1111 1111}
| CaseForm I
-] CaseSearch Confirm password:
G| Common |‘°°""“| ﬂ
- | Config =
L2 [ o« | conce | —
anc
“figuration: 'localhost’ applicationHost.conf

Edit Anonymous Authentication Credentials

Anonymous user identity:
(% Specific user:
Isafety_,user Set,.. I

" Application pool identity

4. On every Web Server:

I nt egrations, GHP, ArgusNet , and Ar gus Consol e virtual directories should
be configured to connect as Safety Domain User [Safety User] as follows:

< Note:

If Webgat e is configured, then the webgat e, oansso, and oansso- bi n
virtual directories require the same configuration.

a. Select virtual directory and click on Basic Settings.

b. Select Connect as > Set Path Credentials > Enter Safety Domain User
[Safety_User] and Password.
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T75 3 s SICIBNU » Stes » Argus SefetyWeb > ArgusNET » @ e-

fie Vew el

S /ArgUSNET Home

Filter: ~ ¥ 6o - G Showdll | Group by: Ares - B |
RPN ~ |[E=
$ 2 [ = 7 a F = @
& & e B 8 = Jab F B & @& =
NET N T | NET NETPofle NETTust Appicaton Comection MachineKey Pagesand Sesion Sate SMTP Exmai
Autoriat. Compiton  Puges
i Aplcatio <
s 4
o = ) Z i
o= iz) ) Stename:  Argus Safety Web EH = &
Aasp Authentic... Authorizat.. Path: ’ Logging  MIME Types  Modules
Rl .
# =2 8§ & Applcation pok
B = o ] [orgus Ner P St
st Request S Setings ( =

Output
Caching  Filtering
Managens

ent

| EFestwrestiew]  : content view
Ready &

Give full access on the following folders or files to Safety User:
C:\ Temp\ or Configured Root Folder for temp files
<ArgusinstallPath>

<Documentum Installation Path> and

C:.\ Docunent um

<W ndows>\ AGSer vi ce. i ni

Configure Appl i cati on Pool s.

Information Services (1IS) Manager

G |2 oo » agrbonrons g L h @

Fie Vew Heb
e i1 18, GQ sonicmioni Bk 2 sasssskwenia.,
gt sppicaton Bocis on the sarver. Agchcation nosis re assocated with wesker rocesses. cantan one or et Aouboxon Fea DRSS
3 Applestion Fooks diterent appcan, Application Pool Tasks
) ;e e % o - Gswowa b s
N 1. o8 s | T o7 -] 0 o
= T 20 | |
ii‘-“""“’"‘“"* Enable 32-68 Appcations True 2 recyce..
L2 Arcrs NET Pocl Managed Pipeins Mode: Classic Edit Application Pool
L2 s NET Appbonl i o ered 8
L2 DetaukAppPool QueusLength 1000
St sugomatisly T
By [Application Pool Identity
e )
L Acion Nokdion € Bk ccouns Remove
Lok rterva (inutes) s
e [ = P
Procesaor Bttty Mask 25907295 © Cutomaczeune: [
& Process Model
Identiy ApplicationPool dentity __Si._l Heb
e Tie-out (vrctes) 2
Lood User Prefle Folse
M Worker Processes 1
g nies e Lo o |
Fing Mt Rescnse T (seccné 90
g ek (seconce)
Sutdown Tive Lick (soconds) 90
Tdentity
[dentay,
p
R S
JE S (="
A

Configure Ar gus. net and Ar gus Wb pool to run under the Safety User
identity.

ORACLE"
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< Note:

If Oracle Access Manager is installed, give full control permission to
everyone on WWebgat e folder.

Ar gus Web Pool has the same settings as defined for Ar gus
Consol e Pool and Ar gus NET Pool.

e. Restart the Web Server.

Configuring Log Folders, SQLTimes Path, and Access
Permissions

In this chapter:

*  Configuring Log Folders
e Configuring SQLTimes Path

Configuring Log Folders

ORACLE

The various modules of Oracle Argus SafetyWeb log information to Log files in the
configured folders. The configuration for logging can be found in the <l ogConfi g>
section in the following files:

<Ar gusl nst al | Pat h>\ Ar gusConsol e\l ogger. config

<Ar gusl nstal | Pat h>\ Argus. Net\ | ogger. config

<Ar gusl nst al | Pat h>\ Ar gus. Net \ Bi n\ Rel sysW ndowsSer vi ce. exe. confi g
<Ar gusl nstal | Pat h>\ web. config

<Arguslnstal | Pat h>\. .\ Bi n\ Argusvr2. config

<Argusl nstal | Pat h>\..\Bi n\ Argusvr 2a. confi gx

Argus Saf et y\ Agproc. confi g (on the AG Service Box)

By default, the log level is set as 'Error":

<add userid="--All--" Enterprise="--Al--" loglLevel ="Error" />

This means that the application logs only errors encountered by it on the web server.
The log level can be configured to any of the following values:

Off

Error
Warning
Information

Verbose

1-12



Chapter 1
Configuring HTTPS

If a higher level log needs to be configured for a specific user or a specific Enterprise,
an additional line can be added in the <Logger Conf i gs> section as shown below:

<add userid="thomas" Enterprise="ESN1" |ogLevel ="Verbose" />

The above example enables verbose logging for the user "thomas" who belongs to the
Enterprise with the EnterpriseShortName "ESN1".

The folder where the log files are generated can be found in the following configuration
in the same .config file:

<appender nane="Rol | i ngLogFi | eAppender "
type="1 og4net . Appender. Rol | i ngFi | eAppender "> <param nanme="Fi | e"
val ue="C: \ Tenp\ Ar gusLogs\ Ar gusNet \ Rel sysW ndowsSer vi ce. | og" />

Different modules of the application should have different log file names (or paths).
By default, the logs are configured to be generated under C. \ Tenp\ Ar gusLogs or a
subfolder under it.

This folder needs to have Read/Write/Modify permissions to the Domain user with
which the Oracle Argus Safety Website has been configured to run as.

Configuring SQLTimes Path

The folder where SQLTimes logs are generated is configurable. The configuration
needs to be made in ar gus. i ni (present in the Windows folder).

The following example illustrates this configuration:
[ Wor kst ati on] Sgl Ti mesPat h=C: \ Tenp\ Ar gusLogs\ Sgl Ti mes

This folder needs to have Read/Write/Modify permissions to the Domain user with
which the Oracle Argus Safety Website has been configured to run.

Configuring HTTPS

Execute the following steps to configure HTTPS:

1. Login to each Web Server and Report Server and perform the following steps to
configure HTTPS.

2. Launch the Internet Information Services (1IS) Manager.

3. Select the server node as shown in the diagram below and then open the Server
Certificates under the IIS section.

ORACLE 1-13
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g Internet Information Services (1IS) Manager M=
| - 1@ -

@f} | 95 » pirzesosss »

Fle Vew Hebp

L @ BLR2230684 Home
©-iil” I8 Fi pu——
65 Start Page o o]
-5 pLR2230684 ad Fiter: v (fco - Ghshowal |Groupby: Area ~ &~ 4 Manage Server
L2 Applcation Pools s a| || % Restat
[ @ Stes P Start
L - ) @ stop
A 5 B 9 o
{ L Wiew Application Pools
AP Authentication Authorization  CGI  Compression  Defaut  Directory o Ao s
Rules Document Browsing Wiew Sites
- - " Help
- iy - @
& @Lﬂ 99 fg‘ Online Help
Error Pages Falled Request  FastCGI Handler  HTTP Redirect HTTP 1P Address
Tracing Rules Settings Mappings Respo. and Dom...
& T . B R =
: @ 8 &2 A ¢ £
I5APLand CGI ISAPIFiters  Llogging  MIME Types  Modules Output Request
Restrictions Caching Filtering
3 C
> 2
‘WebDAV Worker
Authori... Processes &l
-
4 | | [EDFeatures view |\ Content View
Ready q::L:E

"k Internet Information Services (II5) Manager M=
& ~ @ -

@f) [ €5 » eirzzsoees »

Ele Yiew Help
. [acions ]
@ 1|7 I8, 0? Server Certificates poo—
;‘fié ::'ztg:m (BLRzza068 4 admir | 050 this Feature to request and manage certificates that the Web server can use with Web sites canfigured for Create Certificate Request...
R 2} Appication Pools Complete Certificate Request...
¥ (8] Sites Jeame = | tssued 1o | tssueday I Create Domain Certificate. .
WMSvc-BLR2230684 WMSvc-BLR2230684 S
Create Self-Signed Certificate. ..
© reb
Online Help
ol | |
4 | 5] | = | Features view |, - Content View
Ready GEL:E
4. Create/import your SSL certificate.
5. After the certificate is created, select Argus Safety Web under the Sites option

and go to Actions > Bindings.

ORACLE"
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" Internet Information Services (115) Manager [_[O[x]
@,,, | @ » BlR2z30684 » Stes b ArqusSafetyweb * | &2 L@
Fie View Hep
j |2 Argus Safety Web Home
- id12 18, @ Frous Safely B ok
[ 43 stert Page sk
5 Start Page _ Y . — Edit Permissions...
=95 BLR2230684 (BLR22306Eacmit | TN L ~ Gyshow Al | Groupby: Ares - - —
(2} Application Pools ASP.NET = Edit Site
s ) Bindings. .
& web =n \2 & (%7 = L\ q [F] Basic Settings..
&0) Default Web Site: N sl 4 o 1, - :
MNET JNET \NET Error NET .NETProfile  .METRoles  .MET Trust View Applcations
Authorizati...  Compilation Pages  Globalization Levels View Virtusl Directories
L3 = | E = = Manage Web Site A
R B U N = @R > e
JMET Users  Application  Connection  Machine Key — Pages and Providers ~ Session State W R
Settings Strings Controls b Start
- B Stop
| &l
= Browse Web Site
SMTP E-mail [$] Browse :5083 (http)
Advanced Settings...
s Configure
= Failed Request Tracing..
= .. £
@ n; =N €61 | 3|
= .-.}‘9 ) B _}—_-l 'u :l . Limits..
- T et VR TR VIO i i & 5 @ b
4] | | [EFestures View |/ Content View Online Help
Ready 94

6. Add a new Binding for the SSL Port. Select https as the port to bind and the SSL
certificate in the SSL Certificate drop-down list that was created previously.

Add Site Binding

Type:

IP address:

]https

Host name:

ZI lAlI Unassigned

SSL certificate:

OK

7. Click OK.
8.

HTTPS is now enabled for Oracle Argus Safety. To ensure that the SSL

connection is required, select SSL Settings under the Argus Safety Web node.

ORACLE
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" Internet Information Services (11S) Manager [_TO] %]
@»4 | @ » BlR2230684 » Sites b ArgusSafety Web » | & = 1@ -
File  View Help
B hrous Sty Wi Flome: Adions

€-H|% e 9 9 by Open Feature =

ﬁ-’ Start Page e— — e

o 2 o ~ . E e ;
= 95 BlR2230684 (BLRZZ30GEMadmiy | TN T B85 - GEshowdl |Groupby: Area & M Exclore iy

I ) Application Pools SMTP E-mail ;J Edit Permissions...

58] Skes Edit Site

& 9 Argus Safety Web

@) Default Web Site ey
s | Basic Settings...
) !\1 iz ﬁ | ‘ 3 = View Applications
= D B = L] = View Yirtual Directories
ASP Authentication Authorization cel Compression Default Directory =
Rules Document Browsing Manage Web Site &
e e =3 - o Restart
El ey iy & M o
42 & & @ € n ¢ $i
Error Pages Falled Request  Handler  HTTP Redirect HTTP IP Address  ISAPI Filters B stop
Tracing Rules  Mappings Respo.. and Dom....

Browse Web Site

= T .S A =
1 = mrl, . o= ) S Browse :8083 (hitp)
8@ 7= 4 » & &
= ©| Browse *:443 (https)
logging  MIME Types  Modules Output Request WebDAY
Caching Filtering Authori.. Advanced Settings. .
,:J Configure
M. t
! RaE I | Failed Request Tracing...
N o e T -
Ready 9.

Select Require SSL and click Apply.

To disable insecure SSL protocols, follow the steps to disable:

e SSL1.0
e SSL20
e SSL3.0
« TLS1.0
« TLS11

as per following article: https://support.microsoft.com/en-us/kb/245030.

Configuring Password Complexity

Execute the following steps to configure password complexity:

ORACLE

1.

2
3
4.
5

Log in to Oracle Argus Safety with access to Argus Console.
Open Argus Console.

Go to System Configuration > System Management.

Select Security from the left-hand pane.

Configure the following options to control password complexity:

e Number of non-alpha characters in password: The number entered here will
ensure that the users enter that many non alpha characters during password
updates. Setting this value to a 0 will not require a non-alpha character.

e Minimum number of characters in the password: This defines the minimum
length of a password.

e Number of previous passwords that cannot be repeated: This will prevent
users from using the same password again after the number entered in this
field.
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Configuring Case Intake Folders and Security

The Oracle Argus Safety Intake service should be configured to run under a Domain
user, who has read-write access onto the IN and OUT folder paths. There are no other
security guidelines for Oracle Argus Safety Intake.

Configuring Security for Interface Web Service

The PSL Web Service has been built on top of Microsoft Windows Communication
Foundation. The following gives a very detailed understanding of the concepts of WCF
Security and the various configurations that are possible to configure security on the
WCF Web Service.

ORACLE

Execute the following steps to configure the PSL Web Service to use Transport and
Message Security:

1.

Locate the <syst em servi ceMdel > section in the
<Argusl nstal | Pat h>\ | nt egrati ons\web. confi g file.

By default, the bindingConfiguration used by the Service Endpoint is
wsHttpUnsecure.

Security can be configured in the same binding Configuration or a new
configuration can be created. The steps mentioned in this section uses a new
binding configuration called wsHttpSecure.

To achieve this, modify the endpoint configuration to use the new
bindingConfiguration:

<servi ces>
<service
behavi or Confi guration="Rel sys. I nterfaceLibrary. Rel sysServi ceBehavi or
" nanme="Rel sys.Interfacelibrary. Rel sysService">
<endpoi nt address="" bi ndi ng="wsHt t pBi ndi ng"
contract ="Rel sys. | nterfaceConponents. | Rel sysServi ce"
bi ndi ngConfi gurati on="wsHtt pSecure"/>
</ service>
</ services>

Create a new binding configuration under the hierarchy
<bi ndi ngs><wsHt t pBi ndi ng>, as shown below:

<bi ndi ngs>
<wsHt t pBi ndi ng>
<bi ndi ng nanme="wsHtt pSecure" >
<security mode="Transport Wt hMessageCredential ">
<transport clientCredential Type="Certificate"/>
<message clientCredential Type="Certificate" />
</security>
</ bi ndi ng>
</ wsHt t pBi ndi ng>
</ bi ndi ngs>
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The different values available for the clientCredentialType for transport and
message elements can be found in the WCF documentation mentioned at the
beginning of this section.

4. Modify the Service Behavior configuration as follows:

<behavi or s>
<servi ceBehavi or s>
<behavi or
name="Rel sys. I nterfaceLi brary. Rel sysServi ceBehavi or" >
<servi ceCredential s>
<clientCertificate findVval ue="00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00" x509Fi ndType="Fi ndByThunbprint" >
</clientCertificate>
<serviceCertificate findval ue="00 00 00
00 00 00 00 00 0O OO0 00 00 00 00 00 0O 0O 0O 00 00"
x509Fi ndType="Fi ndBy Thurmbprint"/ >
</serviceCredential s>
</ behavi or >
</ servi ceBehavi or s>
</ behavi or s>

In the above configuration, configure the findValue and x509FindType according to
the Server Certificate and the Client Certificate.

Configuring Security for ESM

The Oracle Argus Interchange service should be configured to run under a Domain
user. This domain user should have appropriate privileges to some Interchange related
folders, as given below:

e <Interchange Service Install Path>\DTDFi | es - Full Control
e Qut goi ng Folder- Full Control

« Attachnent CQutgoi ng Folder- Full Control

e | nconi ng Folder- Full Control

* Log Folder- Full Control

For E2B Viewer, the folder referred to as the Template path in Ar gus. i ni
(<Ar gusl nst al | Pat h>\ E2BVi ewer \ Tenpl at es\ ) needs to be given Full Access.
This folder is used for CIOMS and MedWatch views.

These changes must be validated at the box placed at the following location:

<Ar gusl nst al | Pat h>\ E2BVi ewer \ Tenpl at es\

Configuring Security for AG Service

For AG Service to correctly show the status of all the processes on AG Service
Configuration screen, the Safety_User needs R/W access to AGSer vi ce. | NI file.
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Configuring X-Content-Type-Options in 1IS
1. Open Internet Information Services (lIS) Manager.

2. In the Connections pane, go to the site, application, or directory for which you
want to set a custom HTTP header.

3. Inthe Home pane, double-click HTTP Response Headers.

g Argus Safety Web Home

Filter: - Go -~ %Shnw&ll | ¢
ASP.NET
s
) n? =N
ASP Authentic... Authorizat.. CGl
Rules
P . — BE = ‘
Handler HTTP HTTP IP Address
Mappings Redirect Response | and Doma...

> Headers
E &

4. Inthe HTTP Response Headers pane, in the Actions pane, click Add...

q HTTP Response Headers

Use this feature to configure HTTP headers that are added to responses from the Web server.

Group by: No Grouping i

Marme Value Ent.ry Type
¥-Frame-Options SAMECRIGIN Inherited

5. Inthe Add Custom HTTP Response Header dialog box, set the Name to "X-
Content-Type-Options" and the Value to "nosniff", then click OK.
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Add Custom HTTP Response Header _

Marme:

|}{-Cnntent-T}=pe-0ptinns |

“alue:

|n|:|snif'ﬂ |

]9 Cancel

Configuring Oracle Argus Safety with Minimum Security

In this chapter:

»  Configure the IS Manager for Windows Server
*  Secure Sensitive Configuration and Operational Data
*  Configure Identity in the 1IS Application Pools

»  Configure Oracle Argus Safety Windows Service to run as a Domain User

Configure the 1IS Manager for Windows Server

¢ Note:

For Windows Server, IS 6 Management Compatibility and Application
Development > ASP.NET/ASP roles must be installed.

1. Select Start > Administrative Tools > Internet Information Services (lIS)
Manager.

Expand the Connection Panel and open Sites.

Select Argus Safety Web.

On the right panel, click Basic Settings.

Click Connect as...

Click Specific User and click Set.

Enter Domain user name and password, and click OK.
Click OK.

© ® N o a0 M & N

To verify the user credential is valid for the connection, click Test Settings.
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Secure Sensitive Configuration and Operational Data

To make sure that only the 1IS user with Administrator rights can access the following
files and folders, set the minimum permission as Full Control for the user under which
[IS is running.

* Argus.ini Windows directory file

e MessageCache shared folder

Configure Identity in the IIS Application Pools

1. Select Start > Administrative Tools > Internet Information Services (lIS)
Manager.

Select Application Pools.

Right-click the Argus Console Pool and select Advanced settings.
In the identity field, enter user ID and password.

Reset IIS.

@ H w Db

" Note:

Make sure to reset IS after modifying the areas listed in the Reset IIS
section of the Oracle Argus Safety Installation Guide.

6. Repeat the same configuration for Argus NET Pool.

¢ Note:

This configuration will prevent any error when filtering data on the Worklist
Portal screen.

Configure Oracle Argus Safety Windows Service to run as a Domain

User

ORACLE

1. Select Control Panel > Administrative Tools > Services.
2. Double-click Argus Safety Windows Service.

The Argus Safety Windows Service Properties (Local Computer) dialog box
appears.

Click the Log On tab.
Click This Account.
Enter the credentials.
Click OK.

N o g » w

Right-click the Windows Service and select Restart.
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