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Preface

Purpose
This guide explains the common handling of the Ifc8OperaConnector module.
Audience

This document is intended for system administrators, support, and users familiar with the
Hotel Property Interface application IFC8.

Customer Support

To contact Oracle Customer Support, access Customer Support Portal at the following
URL:

https://iccp.custhelp.com
When contacting Customer Support, please provide the following:
e Product version and program/module name
e Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create
e Exact error message received

e Screen shots of each step you take
Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Table 1 Revision History

Date Description

April 2026 e Version update 8.17.0.0
e  Support for .NET 10 x86 Desktop
Runtimes (Required)
e Configuration: New field to choose
OPERA version (OPERA Cloud,
OPERA V5, Auto detect)

ORACLE
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General

General

The IfcBOperaConnector is used to communicate between each IFC8 instance and the
Opera PMS Web Service. It is used to receive actions from OPERA like check-
in/checkout notification, Key requests, Credit card requests pass these to the individual
vendor software’s and relay the responses back to the PMS.

The Ifc8BOperaConnector replaces the legacy OperalfcController service. It offers state-
of-the-art technology, latest security options based on latest .NET framework.

Installation of the Ifc8OperaConnector is done through the Ifc80peraConnector Install
wizard which is part of the Ifc8_Release_Installer.

It is required to install .NET Desktop Runtimes version 10.x x86 on the PC where the
Ifc80peraConnector will be installed.

It is not possible to run the legacy OperalfcController service and the new
Ifc80peraConnector at same time.

#NOTE:

Software release can be downloaded @ https://edelivery.oracle.com
Ifc80OperaConnector Install wizard is part of the I1fc8 Release_Installer

Patch Releases through your Oracle Support Portal.

Opera Cloud - IFCB - Vendor Systems

iy el Exianlary
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Installing Ifc80OperaConnector on a
Workstation

#NOTE:

Please verify that .Net Desktop Version 10.0 (32 bit) or higher is installed on
your machine prior to preceding.

1. Download the IFC80peraConnectorSetup.exe and store it on the workstation where
it is to be installed. This would typically be the same workstation where the 1fc8
Software is to be Installed.

2. Right click and execute Ifc8ConnectorSet.exe as administrator (FULL Local Admin
rights are required).

P IFcBOperaComectorSetup.exe 28/08/2024 1531 Application &| Open

[ Share

@ Run as administrator

The Installer starts.

Oracle Hospitality Property Interface - IFC80peraConnector - InstallShield Wizard

Preparing to Install...

Oracle Hospitality Property Interface - IFC80peraConnector
Setup is preparing the InstallShield Wizard, which will guide
you through the program setup process. FPlease wait.

Extracting: Oracle Hospitality Property Interface -
IFCB0peraConnector.msi

Cancel

Installing Ifc8OperaConnector on a Workstation 6



"M Oracle Hospitality Property Interface - IFC80peraConnector V8. - Install Wiz... X

Welcome to the InstallShield Wizard for
Oracle Hospitality Property Interface -
IFC80peraConnector

The InstallShield(R) Wizard will install Oracle Hospitality Property
Interface - IFC80peraConnector on your computer. To continue,
click Mext.

WARNING: This program is protected by copyright law and

international treaties.
ORACLE’

3. Select Next

4. Choose the path where to install the Ifc8OperaConnector (default & recommended is
C:\Fidelio\ifc8.Net\).

"M Oracle Hospitality Property Interface - IFC80peraConnector V8.’ - Install Wiz... X

Destination Folder

Click Mext to install to this folder, or click Change to install to a different fold

D Install Oracle Hospitality Property Interface - IFC80peraConnector to:
C:\Fidelio\Ifca.Net),

Change...

InstallShield

5. Select Next.

Installing Ifc8OperaConnector on a Workstation 7



"M Oracle Hospitality Property Interface - IFC80peraConnector V8. - Install Wiz... X

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield
< Back Install Cancel

6. A final confirmation is requested before the Installation commences.
7. Select Install to continue else cancel to abort.

The installation routine will complete.

20 Oracle Hospitality Property Interface - IFCBOperaConnector V8. nstall Wiz... X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Qrade
Huospitality Property Interface - IFC&0peraConnector. Click
Finish to exit the wizard.

8 Launch IFC80peraConnector configuration

[ Show the Windows Installer log

B Disable 'old' OperalfcController service automatically

< Back Finish Cancel

The screen offers following options:

Launch IFC80peraConnector Configuration
allow switch to the configuration form for the new installed Ifc80OperaConnector.

Show the Windows Installer
log for review in case of issues occurred during installation.

Installing Ifc8OperaConnector on a Workstation



Disable ‘old’ OperalfcController service automatically
this will set the Service Startup type of the installed OperalfcController service to
“Manual” so it will no longer startup automatically.

8. Select Finish and move on to the configuration.

Files are installed to the defined path:

CJ > ThisPC > System(C) > Fidelio > IfeBNet > |fcOperaConnector

Tl Sort = View
Mame
[ HeaOperaConnectordll
locConfiguration.deps.json

[} 10cConfiguration.dil

% 1occontiguration.exe

B lacConfigurationruntimeconfig json
|1 ioeService.deps json

[ tocservice.dll

W] IocService.exe

|1 locService runtimeconfig.json

| 5 Systemn.DirectoryServices AccountManag...

o] System.Management.dil

| system ServiceProcess. ServiceController.dll

#NOTE:

The Ifc8OperaConnector uses an own set of dllI's which will be installed and
located on the same path as denoted during the installation.

The Ifc8OperaConnectorService has been installed and can be found under the services
tab of the taskmgr or through services.msc.

L. Services - [m] X

File Action View Help

o= @ EH o= HE »e 0w

5+ Services (Local) . Services (Local)
IFC80peraConnectorService Name Description Status
2k IFCBNET-SERVICE (IfcService)  Starts Oracle Hospitality Property Interface as a service.
‘G IFCBNET-SERVICE (M87-KAI)  Starts Oracle Hospitality Property Interface as a service.
‘&) IFCBINET-SERVICE (M87POS-...  Starts Oracle Hospitality Property Interface as a service.
Description: £ * ! IFCBOperaConnectorService  IFCBOperaConnectorService
IFC80peraConnectorService £EIKE and AuthIP IPsecKeying .. The IKEEXT service hosts the Internet Key Exchange (IKE)and A Running

Start the service

Next the IfcOperaConnector will launch the Configuration Form.

Installing Ifc8OperaConnector on a Workstation 9



Overview Ifc80peraConnector Menu

g:] Ifc80peraConnector Configuration »

File 7

File Menu

File | ?

Import From Registry

Check service status

Restart service

Save Ctrl+5

Import from Registry: Import Existing settings from the Registry.
Check Service Status: Check and update the status of the Ifc8OperaConnectorService.

When executed a pop up will appear with the status.

IFC80peraConnectorConfiguration V8 - IFC8OperaConnectorServi... X

o Status of service "IFC8OperaConnectorService” Running

Restart service: Restart the Ifc80OperaConnectorService. (admin. Rights required)

A pop up will confirm the action.

IFC80peraConnectorConfiguration V8. - IFC80peraConnectorServi... X

Restarting of service "IFC80peraConnectorService”: DONE
Status: Running

Overview Ifc8OperaConnector Menu 10



Save: Save the configuration currently entered in the the 1fc8OperaConnector

Configuration form.

Help Menu (?)

About  Alt+A
Help Alt+H

About: Displays Version and Copyright information

| About IFC80peraConnectorConfiguration X
|

IFC80peraConnectorConfiguration V8. by Oracle Corporation.
| Copyright © 2024, Oracle and/or its affiliates., 2024.

This software and related documentation are provided under a license
agreement containing restrictions on use and disclosure and are
protected by intellectual property laws. Except as expressly permitted
in your license agreement or allowed by law, you may not use, copy.
reproduce, translate, broadcast, modify, ‘license, transmit, distribute,
exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this
software, unless required by law for interoperability, is prohibited.

This application is intended to be used to establish a connection
between a certain ORACLE product and certain third party products
not developed by or controlled by ORACLE (Non-ORACLE Products).
These Non-ORACLE Products may or may not be compliant with the
Payment Card Industry Payment Application Data Security Standard
(PA-DSS). ORACLE strongly recommends that all merchants who are
connecting any ORACLE payment processing products to any
Non-ORACLE Products ensure that both the ORACLE and
Non-ORACLE products are PA-DSS compliant.

Displays Links to further information and support.

IFCE Help

Hotel Property Interface Documentation

it

Please search under 'Book’ on the left bar

Customer Support Portal for Hospitality and Food 8 Beverage

usthelpcom/

OK

Overview Ifc8OperaConnector Menu



Overview Ifc80peraConnector
Configuration Form

https://cnvab.oraclehospitality.us-phoenix-1.0cs.0c-test.com/OPERAWS/CN/Auth/OperalFCServices/IFCinternalService

8|
File 7
Webservice Settings
URL
Opera PMS Auto-detect e

JDBC Cennection  jdbec/smoke_asppropd6ds

c Timeout 2012 sec.
User FIRST_IFC19
Backup user FIRST_IFC19
] Use Password Rotation
Proxy

General Settings

Set credentials

Set credentials

Clear credent.

Clear credent.

Hotelcode MBOESEL
e Send interval 50 - ms B Handle CLOB
Ifc8 Certificate
[ Use TLS/SSL Set certificate Clear certificate
Certificate C:\Fidelio\[fc8.MNet\certificates\[fc8.Net- Cert(OPERA). pfx
1
IfcControl Settings
Port 5199 =
[ Use TLS/SSL Set certificate Clear certificate
Server Certificate
Set certificate Clear certificate
Client Certificate
Log Settings
G Legfile C:\Fidelio\Ifc8.MNet\IfcOperaCennecterilogh\IFC80peraCennecterLog.axml
Max. log size 3 = MB Log Level Debuglvld - Like Debuglvl3 plus level 4 text messages ~
e Refresh Save & Apply Cancel

Cfg: C:\Fidelic\Ifc8.Net\[feOperaConnector|FCE0peraConnecterConfig.aml

Service status: Stopped

A

Webservice Settings
General Settings
IfcControl Settings
Log Settings

Control Sections

Overview Ifc8OperaConnector Configuration Form
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Detailed explanation below

ﬂ IfcBOperaConn uration X
File 7

Webservice Settings

URL

Opera PMS Auto-detect o

JDBC Connection

Timeout 205 sec.
8] X
User lentials Clear credent.
Backup user User name “huser lentials Clear credent.
() Use Password Rotat  Domain “Domain’.
Proxy Password ..
General Settings Login
Hotelcode
Send interval 0 =~/ ms [CJ Handle CLOB
Ifc8 Certificate
(] Use TLS/SSL Set certificate Clear certificate
Refresh Save Cancel

Cfg: C\Fidelio\[fc8.Met\FcOperaCennecte Service not found

Once successfully Authenticated the following Configuration Options are available.

8| figuration X
File 7

Webservice Settings

URL %URL of OPERA webservice

Opera PM5 Auto-detect

IDBC Connection  %JDBC Connection of the IFC Webservice to be used (OPERA 3 only)®

Timeout 205 sec.
User %Primary Interface User® Set credentials Clear credent.
Backup user %eBackup Interface user - Optional If Password rotation is active¥ Set credentials Clear credent.

("] Use Password Rotation

Proxy %0ptional - ProxaAddress in Format https://<IP-ADDRESS>:<PORT > % - Default is blank
General Settings
Hotelcode PMS resort code of a chain
Send interval 50 2| ms @ Handle CLOB
Ifc8 Certificate
(] Use TLS/SSL Set certificate
Certificate
IfcControl Settings
Port 5199 =
[[] Use TLS/SSL Set certificate Clear certificate
Server Certificate
Set certificate Clear certificate
Client Certificate
Log Settings
Logfile ChFidelio\lfc.Net\fcOperaConnectoriloghIFC80peraConnectorLog.axml
Max. log size 3 L ME Loglevel  |Anonymlvll - Error, warning and level 1 text messages -
Refresh Save & Apply Save Cancel
Cfg: C:\Fidelio\lfc8.Net\IfcOperaConnector\IFC80peraConnectorConfigaml Service status: Stopped

Overview Ifc8OperaConnector Configuration Form



WebService Settings:

URL

The Opera URL that services connect to

OPERA PMS

Specifiy the OPERA version (OPERA Cloud or OPERA
V5) in case of issues with specific Webservice
messages, Default = Auto detect

JDBC Connection

The JNDI Connection for the database.

Timeout Timeout in secs before Get Call will be terminated and a
new call started.
User The interface User for SSD (Shared Security Domain) or

OCIM (Oracle Cloud Identity Manager).

Set Credentials

Ability to set User and Password for SSD or OCIM.

Clear Credent.

The Ability to clear the credentials entered

Backup User

The Backup User for SSD (Shared Security Domain) or
OCIM (Oracle Cloud Identity Manager). If Password
Rotation is Active.

Set Credentials

Ability to set Backup User and Password for SSD or
OCIM.

Clear Credent

The Ability to clear the Backup credentials entered.

Use Password Rotation

Activate Password Rotation. See Notes Below

Proxy:

OPTIONAL Proxy Address in
format:http[s]://<IP_Address>:<Port>% Default is Blank.

General Settings

e Hotel Code:

The Resort Code from Opera PMS

e Send Interval: Defaults to 50ms.

e Handle Clob: Select to Activate CLOB (Character Large Object) Handling.
Needed for Bill View and Large Guest Check Handling as an
example.

Overview Ifc8OperaConnector Configuration Form
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Ifc8 Certificate

e Use TSL/SSL Selectto add a TLS (Transport Layer Security) or
SSL (Secure Socket Layer) Certificate.

e Set Certificate Ability to select certificate to use for TLS / SSL communication.

e Clear Certificate Ability to clear out existing TLS/SSL Certificate.

e Cetrtificate: Shows the Certificate in use if configured.

If you wish to create a certificate this will be covered in a later section.

Ifc Control Settings

e Port Denotes the Port to be used for IfcControl communication.

e Use TLS/SSL Use TLS or SSL to secure communication.

e Set Certificate Select Server certificate to use for TLS / SSL communication.
e Clear Certificate  Ability to clear out existing TLS/SSL Server Certificate.

e Server Shows Server Certificate currently configured.

e Set Certificate Select Client certificate to use for TLS / SSL communication.
e Clear Certificate  Ability to clear out existing TLS/SSL Client Certificate.

e Client Shows Client Certificate currently configured.

Log Settings

e Lodfile Location of Ifc8OperaConnector Log File.

e Max. Log Size Maximum Size of Log File before new file is written.

Exclude Webservice Polling Messages:

Used to NOT log sanity check record in the Ifc8OperaConnectorLog.
Default is True.

This is done “unclutter” the log file with hundreds of records that generally does
not assist in troubleshooting.

Overview Ifc8BOperaConnector Configuration Form 15



Control Section

Save & Apply
Save

Cancel

Cfg

Service Status

Save current Configuration and restart Service.
Save current Configuration.

Cancel current operation and leave program.
Displays the location of the configuration file.

Displays the current status of the Ifc8OperaConnector
Service. (Stopped, Starting, Stopping or Running)

Once you have completed the necessary configuration please select Save & Apply to

complete.

Overview Ifc8BOperaConnector Configuration Form
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IFC80peraConnector Configuration After
Initial Install

If you need to access the Ifc8OperaConnector after the initial, it can be accessed by
executing the locConfiguration.exe located in the directory selected at the time of

installation.
|*s| locLontiguration.dil T0/UY/ 2024 U323 Application extens... 2UU KB
@ locConfiguration.exe 10/09/2024 03:23 Application 123 KB
[ larCanfinuration rintimacanfin icon 1N/NGI2N24 N213 ISOIN Fila 1KR

When executed you must Authenticate with a Windows user with Full Local
Admin Rights

[FC80peraConnector Configuration After Initial Install 17



Password Rotation Explained

Password Rotation with IFC80OperaConnector
About the feature

When selected, this feature allows the Ifc8OperaConnector Controller to automatically
create and manage the required Property Interface IFC User Credentials for connecting
with OPERA Cloud through automatic password rotation. Automatic password rotation is
as the names suggest an automated process where system-generated passwords are
periodically changed without manual intervention. This practice enhances security by
ensuring that passwords are regularly updated, reducing the risk of unauthorized access.
With this feature enabled, you do not need to manually reset the password for any IFC
users in future.

Key Considerations
Valid user credentials must be entered during the initial one-time setup.

If the checkbox is not selected, the feature will remain disabled. This means the
Ifc80peraConnector will NOT automatically manage the user credentials for you.
Therefore, you will need to manually reset the user passwords in OPERA Cloud Role
Manager when they expire.

Password Rotation Explained 18



Creating a Certifcate for
IFC80OperaConnector

Creating Certificate Through IFC Application

In the IfcApplication slect the Options menu and choose Create certificate.

Start/Stop - | Options ~| About
Fcl Configuration Alt+C [ <= DbA

= Enable config mode  Alt+G H 11
| Create certificate Alt+T | 511:LOCAL
1Asym
Alt+U

Simulation
[06.23.11

Database swap Alt+W

Show monitering Alt+E

[06.23.12

A new form “Create a new certificate” opens.

Create a new certificate X

Certificate name:
C:\Fidelio\lfe8. Net\IfeApplication\_FKT_LOGO\HT24\Ifc8 Net-Cert(HT24)

Password {min. length 8, req. 1 upper & numeric & symbol char.):

Validity (1-5 years):
5

Subject Atemative Name (SAN — DNS verffication - optional):

Cancel

e Certificate name: Define path and name of the certificates.
e Certifcate password: Define the certificate password.
e Validity: Length of validity in years

e SAN: If a subject alternative name is referred please enter it here (optional)

Creating a Certifcate for [IFC8OperaConnector 19



#NOTE:

Password must have min, length of 12 characters,
must contain 1 upper letter, 1 numeric char. And 1 symbol char.

#NOTE:

Validity: define the validity of the certificate (in years). must NOT be more
than 5 years!!

Do not forget to properly note down the password and insure it is passed on to
the person(s) responsible on site.

1. Click Cancel to revert.
2. Click OK to confirm certificate definition.

A confirmation window opens with the certificate path and name.

| IfcApplication V8. - Certificate created X

Filelnfo:
o C\Fidelio\Ifc8.Net\IfcApplication\_FKT_LOGO\HT24\Ifc8 Net-Cert(HT
24) pfx

Filelnfo:
C\Fidelic\Ifc8.Net\IfcApplication\_FKT_LOGO\HT24\Ifc8. Net-CertHT
24)cer

OK
Find the certificates in the defined directory.
| o Ifc8.Net-Cert(HT24).pfx 06/10/2024 17:04 Personal Informati... 3 KB|
| a lfc8.Net-Cert(HT24).cer 06/10/2024 17:04 Security Certificate 1 KB|

Creating a Certifcate for [IFC8OperaConnector
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Importing Certificate into Ifc8OperaConnector

To assign a certificate to the Ifc8OperaConnector.

1. Go to the Directory where the Ifc8OperaConnector is Installed.

The default is C:\Fidelio\lfc8.Net\IfcOperaConnector.

2. Launch the locConfiguration.exe as Administrator.

~

Name Date modified Type Size
@ Ifc80peraConnector.dil 10/09/2024 03:24 Application extens... 584 KB
D locConfiguration.deps.json 10/09/2024 03:13 JSON File 2 KB
@ locConfiguration.dll 10/09/2024 03:23 Application extens... 200 KB
&:] locConfiguration.exe 10/09/2024 03:23 Application 1
$ O @ B W
D locConfiguration.runtimeconfig.json 10/09/2024 03:13 JSON File
D locService.deps.json 10/09/2024 03:13 JSON File | Open Enter
@ locService.dll 10/09/2024 03:24 Application extens... (@ Share
[ locService.exe 10/09/2024 03:24 Application 1 ﬁ Run as administrator
D locService.runtimeconfig.json 10/09/2024 03:13 JSON File Q Pin to Start
System.DirectoryServices AccountManag..  10/09/2024 03:23 Application extens... 2 -
sy ks o e %7 Add to Favorites
@ System.Management.dil 10/09/2024 03:24 Application extens... a3
9 Compress to... >
@ System.ServiceProcess.ServiceControllerdll  10/09/2024 03:24 Application extens...
Copy as path Ctrl+Shift+C

Windows Authentication is required now.

g:] Authentication by Windows user X
User name %WinUser%
Domain
Password ssssssssnee
|
Login

3. Once the the Ifc80peraConnector form opens go to Ifc8 Certificate section and
select the Use TLS/SSL box.

Then select Set Certificate.

1fc8 Certificate
Use TLS/SSL

Certificate

Set certificate Clear certificate

Creating a Certifcate for [IFC8OperaConnector 21



Adding a Certificate

1. Select the the Set Certificate button and then Select file form will open.

8 eraConnect nf
‘5.1
|
File 2
Webservice Scttings | W3y gejoct certificat - Certificate files (*pb) X
URL hB ¢ \Fideliolifcs NetUfcOperaConnector B
JDBC Connection jdbe | =& C: 2015 sec
77 SRECYCLE BIN
User EE-% Boot Clear credent.
— | | & ConfigMsi
e+ cookbook
Proxy [+ Documents and Settings
I Drivers
General Settings s ESD
Fidelio
Hotelcode MIR! @-%s IFC8
Sendinterval 50 | I ot et
" IicApplication
G lecBusi
Ifc8 Certificate i neconty
[T -3 cControl ] Clear certificate
7 lfcLogBrowser
Certificate P | licOperaConnector | 8
7 lfcService
i &} FWUpdateLogs
Log Settings i Games
Logfile AR || | -5 hgbu
— | |

IFC_DEV

Max log size 4
licOperaConnector:
BE
Disctory Cancel
TsavelApply | Save Cancel
Cfg: C\Fidelio\Ifc8.Net\IfcOperaConnector\IFC80peraConnectorConfigxml Service status: Stopped

2. Navigate to the directory where your .pfx file is located and choose the certificate (pfx

file) to assign.

As the pfx certificate requires a password enter the corresponding password.

Creating a Certifcate for [IFC8OperaConnector

22



Ele 2
Webiscrvice SEttings 0 c.oct certificat - Certificat files (- phi x®
| URL R\ Ficaliclicd NetcAppicetion\ FKT_LOGOHT 24U Nat-ConMT24) g 2°
IDBC Connection jdbe | =& C 0= sec.
F 1170 SRECYCLE BIN
User #:3n Boct Clear credent
—3 + Config M
50 coakbook
Progy | b7 Docurents and Sellings
+ Drivers
General Settings f-im E5D
Fidako
L Hotelesss MIR 38 IFCB
Send interqal 30 aesiia
HeApplication
i o Tmp
Hfe8 Certificate = _FiT L ocn
o 008 | | Clear cenificate
8L 5 FIAS F
1 Certificate —-0a HT24
Sarvica
e Mat-Can(HT 24} ph
Log Settings oo MB7
Logfile AIFE f7 HeBus
— HeCionfig | =
Max log size 4 o i s ext messages
Passwoed required
. E | eesssmEaseeE
o = Carcal
i —
[smvemapply | Sae Cancel
i
Cfge ChFidelionIfcB Net\lficDperaConnector IFCEBO peraConneciorConlig xml Service status Stopped

3. Select OK to confirm certificate choice.

The form displays the certificate information.

ecton Configun
| - |
file 2
Webservice Settings W) G jact cortificat - Certificate files [+ ph) x
i P |_FKT_LOGOWT241ct. o =
JDBC Connection jdbe | = © 20%] sec
— | o sRecvoLEsN
User - Boce Clear credent.
— | s ConbigMs
h ook
Proxy | 5 Documents and Setengs
&3 Drvors
General Settings 175 ESD
J % Fadeio
Hotelcode MR o IFCB
1ieB Net
nd ntenal S
o e J HeAppiicaton
Ifc8 Certficate
ol |
Cerificate
Log Settings
Logfile \IFC G
Maxlogsize 4 xt messages
a el Net-Cort{HT24) pic
5.} SefSignedUnirustedRaot —
208 CN="Voh Net-Con(HT24y", vaiid unil On Sanenl
0810/2029 ]
Save & Apply | Save Cancel
Ch CAFidelio\ifca Net\lfcOperaConnecionIFCBOperaConnectorConfig:xmi Service status: Stopped

#NOTE:

Repeat the process if you wish to add multiple certificates
must have a unique name.

Creating a Certifcate for IFC8OperaConnector
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Re-assigning Certificates

In case existing certificates will be replaced with new ones, the re-assignment will work in
a similar way.

First clear out the existing certificate using the clear certificate button.

File 7

Webservice Settings

. URL https://-= ' sraclehospitality.. ~ ’ * com/OPERAWS/ ™" 7 "inerslFCServices/IFCInternalService
Opera PM5 Auto-detect ~
i JDBC Connection  jdbc™ * _ ...
Timeout 20-%-| sec.
User FIRST_IFC19 Set credentials Clear credent. |
Backup user FIRST_IFC19 Set credentials Clear credent. I

[C] Use Password Rotation

Proxy

‘General Settings

Hotelcode ° T
Send interval 50 = ms @ Handle CLOB
Ifc8 Certificate
[ Use TLS/SSL Set certificate Clear certificate
Certificate C:\Fidelio\lfc8.Met\ certificates' ~ "OPERA].pfx |

IfcControl Settings |

Port 5199 =
[ Use TLS/S5L Set certificate Clear certificate

Server Certificate

Set certificate Clear certificate |
Client Certificate
Refresh Cancel
Cfg: C\Fidelio'\[fc8.MNet\[fcOperaConnector\|IFC80peraCennectorConfigaml Service status: Stopped

Then proceed to install then new certificate using the Set Certificate Button.

As described above.
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IFC80OperaConnector Log files

The Log files can be retrieved and viewed from the directory defined in the
Ifc80peraConnector Configuration.

Log Settings

Logfile MFC80peraConnectorLog.xml

In this example the directory is the same as the Installation of the
Ifc80peraConnector.exe (C:\Fidelio\lfc8.Net\IfcOperaConnector) is the default.

Here you will find the log files in the .evt format.

E:] IFC&80peraConnectorLog_06_16.31.evt 04/10/2024 10:00 EVT File 1KB

These can then be opened and reviewed using the Ifc8 Log Browser.

A full User Guide to Ifc8 Monitoring / Log Browser can be found in the books section of
the IFC8 Property Interface release. This can be accessed via the help section “?” of the
Ifc80peraConnector menu alternatively by pressing Alt+H.
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